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Introduction

This guide contains security hardening rules to secure your community servers that are deployed with Wyse Management Suite.

In database management, server hardening is the process of maximizing the security of database servers and eliminating
database vulnerabilities. This document provides guidelines to restrict nonadministrators from accessing the database resources.

The audience for this guide is enterprise customers with administrator privileges.
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Server hardening for MongoDB

This chapter contains security hardening rules to secure your MongoDB Enterprise servers 7.x that are deployed with Wyse

Management Suite.
Topics:

¢ Restrict access to MongoDB resources

*  Restrict access to MongoDB data directory

¢« Change the port number used by MongoDB

*  Configure MongoDB resources to capture system logs

Restrict access to MongoDB resources

You must access the MongoDB service using an administrator account. If all users have access to the MongoDB service,

they can access the configuration files and the data directories. Dell Technologies recommends restricting access to a service
account and a user account that is used for Wyse Management Suite installation and configuration. You may restrict other local
user access to Mongo DB resources. The following steps ensure that the MongoDB resources are not accessible to other users.

Steps
1. Log in to the server where Wyse Management Suite is installed.
2. Go to the Wyse Management Suite installation directory.

Figure 1. Wyse Management Suite installation
[ M 15 | wms

Home Share View
L v 1 * This PC » Local Disk (C)) * Program Files * DELL * WMS
Name . Date modified
> 3 Quick access
Database 15-05-2025 23:41
> S This PC logs-5152025-234738 15-05-2025 23:47
> @ Network MariaDB 15-05-2025 23:38
Memcached 15-05-2025 23:38
MongoDB 16-05-2025 03:13
OpenlDK-17.0.14 15-05-2025 23:38
ServiceMgr 15-05-2025 23:40
SoftwareVault 15-05-2025 23:40
Tomcat-10 17-05-2025 02:16
WDA 15-05-2025 23:37
wmsmqtt 15-05-2025 23:42
WyseWin 15-05-2025 23:37
ccm-web.war 15-05-2025 23:44
favicon 14-05-2025 06:51
| Migration 15-05-2025 23:43
# WebuUl 15-05-2025 23:45
wms-api.war 14-05-2025 06:29
directory

3. Right-click MongoDB and click Properties.
MongoDB Properties window is displayed.

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder
WAR File

lcon

Text Document
Internet Shortcut
WAR File
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MongoDB Properties

General Sharing Security Previous Versions Customize

MongoDB
Type: File folder
Location: C:\Program Files\DELLA\WMS
Size: 327 MB (34.30.77 495 bytes)

Size ondisk: 331 MB (34.80.20.736 bytes)

Contains: 19 Files. 1 Folders
Created: 15 May 2025, 23:38:39

Atiributes: [w] Read-only (Only applies to files in folder)
[JHidden . Advanced..

oK . Cancel Apply

Figure 2. MongoDB properties
4, Go to the Security tab and click Advanced.
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MongoDB Properties

QI’OU[J or user names:

General Sharing Security Previous Versions Customize

Object name:  C:\Program Files\DELL\WMS\MongoDB

ALL APPLICATION PACKAGES

52 CREATOR OWNER

52 SYSTEM
<

¥=5 ALL RESTRICTED APPLICATION PACKAGES

To change permissions, click Edit.

Permissions for ALL
APPLICATION PACKAGES

Allow Deny

Edit...

Full control
Modify

‘Read & execute

List folder contents
Read
Write

click Advanced.

For special permissions or advanced settings,

Advanced

OK

Cancel

Apply

Figure 3. Security tab

Advanced Security Settings for MongoDB window is displayed.

5. Click Disable inheritance.
The Block Inheritance window is displayed.

Server hardening for MongoDB



Advanced Security Settings for MongoDB [} X

Name: C:\Program Files\DELL\WMS\MongoDB
Owner: Block Inheritance X
Permissions . . . .
| What would you like to do with the current inherited

For additional in| permiSSionS? dit (if available).
Permission entri You are about to block inheritance to this object, which means that permissions

T ori inherited from a parent object will no longer be applied to this object. A

ype ri
82 Allow NE ; ) o ) o o lders and files
52 Allow  NE - anverf inherited permissions into explicit permissions on Jlders and files
82 Allow Ty this ObJeCt‘ abfolders
82 Allow  SY . i o . i >lders and files
8 Alow  Ad —> Remove all inherited permissions from this object. iders and files
82 Allow Us slders and files
82 Allow CR Cancel iles only v

Add Remove View

Disable inheritance
Replace all child object permission entries with inheritable permission entries from this object
R ject p P )
OK Cancel Apply

Figure 4. Block inheritance
@l NOTE: By default, inheritance is enabled which restricts the altering of permissions to the folder.

6. Click the Convert inherited permissions into explicit permissions on this object option, and click OK.
7. Click Edit, select the users that you want to remove access to the MongoDB service, and click Remove.
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Permissions for MongoDB X
Securty
Object name: C:\Program Files\DELL\WMS5'“MongoDB

Group or user names:

SR SYSTEM A
& WMSUser16 (WMSREPO-01\WMSUser16)

82 Administrators (WMSREPO-01\Administrators)
S8 Trustedinstaller

Users (WMSREPO-01\Users)

Pemissions for Users

Allow
Full control ]
Modify []
Read & execute
List folder contents
Read

[ ok | Cancel = Apply

Figure 5. Remove user

8. Verify the changes by logging out from the server and logging in again using the removed user credentials.
You must be denied access to the MongoDB folder—This step is optional.

Server hardening for MongoDB



Permissions for MongoDB
Securty

Object name: C:\Program Files\DELL\WMS5'“MongoDB

Group or user names:
S8 CREATOR OWNER A
S8 SYSTEM
a WMSUser16 (WMSREPQO-01\WMSUser16)
82 Administrators (WMSREPQ-01\Administrators)
.
< >
‘ Add... ‘ | Remove
Pemissions for Trustedinstaller Allow Deny
Full control ] 1] =~
Modify ] ]
Read & execute ] ]
List folder contents ]
Read ] -
| oK Cancel Apply

Figure 6. Verify the user deletion

If you log in with any other local user, the following screenshot is displayed.
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MongoDB X

| You don't currently have permission to
~ access this folder.

Click Continue to permanently get access to this
folder.

GCDntinue Cancel

Figure 7. User restricted

Restrict access to MongoDB data directory

You must access the MongoDB data directory using an administrator account. If all users have access to the MongoDB data
directory, they can access the configuration files and the data directories. Read and write permission must be set to only an
administrator group, as these files are critical for the device to operate. The following steps ensure that the MongoDB resources
are not accessible to other users.

Steps

1. Log in to the server where Wyse Management Suite is installed.
2. Go to the MongoDB directory in the Wyse Management Suite installation directory.

Figure 8. Wyse Management Suite installation directory

3. Right-click Mongo and click Properties.
MongoDB Properties window is displayed.

4. Go to the Security tab and click Advanced.

o s | Database
File Home Share View
— w T * This PC * Local Disk (C) *» Program Files * DELL * WMS » Database »
Mame Date modified Type Size
# Quick access
Mongo 20-05-2025 1000  File folder
8 This PC SaL 15-05-2025 23:43 File folder
¥ Network

Figure 9. Security tab

Server hardening for MongoDB 1"



5.

Advanced Security Settings for MongoDB window is displayed.

Click Disable inheritance.
The Block Inheritance window is displayed.

Advanced Security Settings for Mongo

Name: C:\Program Files\DELL\WMS\Database\Mongo
Owner: Administrators (WIN-4QSJD7STOKR\Administrators) Qghange
Permissions Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Enable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Type Principal Access Inherited from Applies to A
82 Allow  NETWORK SERVICE Full control None This folder, subfolders and files
B2 Allow  TrustedInstaller Full control None This folder and subfolders
82 Allow SYSTEM Full control None This folder, subfolders and files
82 Allow  Administrators (WIN-4QSJD7... Full control None This folder, subfolders and files
Users (WIN-4QSJD7STOKR\Us... Read & execute This folder, subfolders and files
82 Allow  CREATOR OWNER Full control None Subfolders and files only
Allow  ALL APPLICATION PACKAGES  Read & execute None This folder, subfolders and files v
s
Add Remove Edit

Cancel Apply

Figure 10. Disable Inheritance

@l NOTE: By default, inheritance is enabled which restricts the altering of permissions to the folder.

6. Click the Convert inherited permissions into explicit permissions on this object option.

7. Select the users that you want to remove access to the MongoDB service and click Remove.

12
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Advanced Security Settings for Mongo O
Name: C:\Program Files\DELL\WMS\Database\Mongo
Owner: Administrators (WIN-4QSJD7STOKR\Administrators) Gghange

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

‘ Enable inheritance

[ ] Replace all child object permission entries with inheritable permission entries from this object

Type Principal Access Inherited from Applies to A
52 Allow  NETWORK SERVICE Full control None This folder, subfolders and files
82 Allow  Trustedinstaller Full control None This folder and subfolders
52 Allow  SYSTEM Full control None This folder, subfolders and files
52 Allow  Administrators (WIN-4QSJD7... Full control None This folder, subfolders and files
Users (WIN-4QSJD7STOKR\Us... Read & execute This folder, subfolders and files
82 Allow  CREATOR OWNER Full control None Subfolders and files only
Allow  ALL APPLICATION PACKAGES  Read & execute None This folder, subfolders and files -
Lm
‘ Add | Remove Edit

| oK | Cancel Apply

Figure 11. Remove users

8. Verify the changes by logging out from the server and logging in again using the removed user credentials.
You must be denied access to the MongoDB folder—This step is optional.

Change the port number used by MongoDB

You can change the port number that is used by MongoDB and protect the database from an unauthorized access.

Steps

1. Log in to the server where Wyse Management Suite is installed.
2. Go to the MongoDB folder in the Wyse Management Suite installation directory.

Server hardening for MongoDB
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o =  MongoDB

Home Share Widwi
“ v 4 * This PC * Local Disk (C)) * Program Files * DELL * WMS * MongoDB » v U Search MongoDB
Name . Date modifed Type Size

o Quick access
Ly 15-05-2025 23:45 File folder

8 This PC LICENSE-Enterprise 14-05-2025 0832 Text Document 17 KB

o Network mangod.cfg 16-05-202503:09  CFG File 1KB
mangod 20-05-2025 057 Tewt Documeant ATED KB
mongod log.2025-05-15T18-11-01 15-05-2025 23:40 2025-05-15T18-11 2K8
meongod bog 2025-05-15T18-13-58 15-05-2025 23:43 2025-05-15T18-13 2,008 KB
mongod log 2025-05-15T21-43-18 16-05-2025 03:13 2025-05-15T21-43 186 KB
MPL-2 14-05-2025 08:32 File 17 K
README 14-05-2025 08:32 File 3 KB
THIRD-PARTY-NOTICES 14-05-2025 0832 Fila 120 KB
THIRD-PARTY-NOTICES. windows 14-05-2025 08:32 WINDOWS File BKE

Figure 12. Wyse Management Suite installation directory

3. Open the mongod. cfg file and add the following command at the end of the configuration:

port=<new port number>

Q’ *C:\Program Files\DELL\WMS\MongoDB\mongod.cfg - Notepad++ — X
indow 2

Fopu® @Epr R EEE=E~v =

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins
cHHB R E|ls ko inhax|BE|S1
[l mongod.cfg E3

dbpath=C:\Program Files\DELL\WMS\Database\Mongo
logpath=C:\Program Files\DELL\WMS\MongoDb\mongod.log
bind_ip=localhost

auth=true

port=27017

AN

Normal text file length: 145 lines: 6 Ln:6 Col:1 Pos:146 Windows (CRLF)  UTF-8 INS

Figure 13. Change port number

The following are the default port numbers in MongoDB:

e 27017—The default port for Mongod and Mongos instances.

e 27018—The default port when you run with --shardsvr runtime operation.
e 27019—The default port when you run with ——configsvr runtime operation.
e 28017—The default port for the web status page.
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4. Go to Start > Services.
5. Restart MongoDB and Tomcat Service.

.. Services - o %
File Action View Help
&= [ e HE »esuw
ighMmﬁMQD
Dell WMS: Tomcat Service Name : Description Status Startup Type Log On As
_ i), Data Sharing Service Provides dat.. Running  Manual (Trigg..  Local System
aﬁiﬁ':ﬁ:g:jce -S:I; DCOM Server Process Launcher The DCOML..  Running Automatic Local System
- -Si?, Delivery Optimization Performs co... Manual (Trigg.. Network Se...
5‘:}5 Dell WMS : Software Vault LockBoxServ..  Running Automatic AWMSUser...
Description: &!, Dell WMS: MariaDB MariaDB dat.. Running Automatic A\WMSUser...
:3:2;3;?:2;?;:)2’25?;;7” ) -.‘;:?, Dell WMS: memcached memcached .. Running  Automatic AWMSUser...
&} Dell WMS: MongoDB MongoDB S..  Running Automatic (De.. \WMSUser...
s‘.’;{; Dell WMS: MQTT Broker WMS Broker  Running Automatic AWMSUser...
o .. Running Automatic (De.. \WMSUser...
£} Device Associat ifi.. Manual (Trigg..  Local System
fé, Device Install S Stop 0. Manual (Trigg..  Local System
i, Device Manage Pause e.. Manual Local System
-52; Device Manage Resume el.. Disabled Local System
\S}, Device Setup M Restart 2. Manual (Trigg..  Local System
). DevicePicker at . Disabled Local System
-S,?, DevicesFlow_ae All Tasks ’ in. Manual Local System
i€ DevQuery Back Refresh p.. Manual (Trigg..  Local System
\.‘.:’1 DHCP Client n.. Running Automatic Local Service
\‘."Jf Diagnostic Poli Properties »s.. Running Automatic (De.. Local Service
\?, Diagnostic Sen Help »..  Running Manual Local Service
&} Diagnostic System rost 1ne uiagnos... Manual Local System
{.g, Distributed Link Tracking Clie.. Maintains lin.. Running Automatic Local System
1€ Dictrihuted Transaction Coar__Coardinates  Runnina____Autamatic (Ne__ Nestwark Se
Extended A Standard /
Stop service Dell WMS: Tomcat Service on Local Computer

Figure 14. Restart MongoDB and Tomcat Service

@ NOTE: MongoDB port change and configuration file must have the same changed port entry. If not, the Wyse
Management Suite server fails to load.

Change the new MongoDB port in the configuration file

Steps
1. Log in to the server where Wyse Management Suite is installed.
2. GotoC:\Program Files\DELL\WMS\Tomcat-10\webapps\ccm-web\WEB-INF\classes

Server hardening for MongoDB 15



| s | classes -
Home Share View

« v P * Program Files » DELL > WMS » Tomcat-10 » webapps > ccm-web > WEB-INF > classes v U Search classes
Name . Date modified Type Size
»# Quick access
com 15-05-2025 23:44 File folder
S This PC dncp 15-05-2025 23:44  File folder
@ Network org 15-05-2025 23:44 File folder
appqueue.properties 14-05-2025 13:45 PROPERTIES File 4 KB
bootstrap.properties 16-05-2025 03:09 PROPERTIES File 8 KB
¢ ccmSamiBeans 14-05-2025 13:45 XML Document 1KB
* component-scan 14-05-2025 13:45 XML Document 2 KB
esapi-java-logging.properties 14-05-2025 13:45 PROPERTIES File 2KB
log4j2.properties 14-05-2025 13:45 PROPERTIES File 4 KB
 resources-mapping 14-05-2025 13:45 XML Document 2 KB

Figure 15. Configuration file directory

3. Openthe bootstrap.properties file.
4. Update the following value with the new port number that is assigned to MongoDB in the file:

mongodb.Hostname=localhost\:<updated port number>

| boawstrap.properties - Motepad = o
File Edit Format View Help
| dbcpMaxIdle=16
isessionTileZune=+¢\:@B
| dbcpTestOnReturn=true
'mongodb . MaxActives1208
Edb.numher:d-.?.d-
| jpa.connection. port=3386
|mengodb.write.option=1
| wmsonprem. UUID=fgKdvakNIs2f ¢ /gq50hMFTPTXTDS § ¥ 35LB0eABh TRAF dRRO16Lw@ygnM 4L pXP IABYOY6p+BmODVINYXCStVhgDA/ sakYgLRoiVbaNS1a,/ 2Y =
|max.screenCapture. fileSize=20571520
|max.image.file.size=5242888
max.pulllmage.merlin, fileSize=4294967296
public.cloudsfalse
| mangodb . MaxWait=10000
|max.valid.image.file.size=1048576@
| wmsonprem. FQDN=fgKkdvgkNIs2fc/q50hMF7PTXTDS JYx35LB0eABhTRAGR Z+YCVYENEFRGOZ1IFBE/eMBghz /CMF r+ YUl ZPrg 2Ug =N =
| pa.connection. serverName=localhost
|max.policy.groups.limit=188
|max.user.upload.file.size=20971528
|mengodb, socketkeepAlive=true
| dbepMumTestsPerEvictionRun=3
| lockbox . port=9443
i nongodb. Hostname=localhos 7817
| jpa.dialect=com.wyse.stratus. server.persistence. StratusMysqlsDialect
| max.cert.filesize=20971520
: mongodb . connectTimeout =188008
\dbcpTestiWhileldle=true
| standardSeats=16808
| jpa. connection. url=jdbch imysqly: /flocalhosty: 3386/ stratusfuseUnicode\struelcharacterEncoding\sutf-BluseLegacyDatetimeCode
| \=false&serverTimezone\=fmerica/Los_Angeles
jmcngadb.username=stratu5
|docpValidationQuery=/* ping */ select 1

Figure 16. Updated port number

B. Save the file.
6. Go to Start > Services.
7. Right-click Dell WMS: Tomcat Service and click Restart.
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. Services - X

File Action View Help

es @Gk @m >enn

£ Services (Local) || Name : Description  Status Startup Type  Log On As A
Qg Auto Time Zone Updater Automatica... Disabled Local Service
G} Background Intelligent Transfer Service Transfers fil... Automatic (D... Local Syste...
Q; Background Tasks Infrastructure Service Windows in... Running  Automatic Local Syste...
G} Base Filtering Engine The BaseFil.. Running  Automatic Local Service
\_":); Bluetooth Support Service The Bluetoo... Manual (Trig... Local Service
{G), CDPUserSvc_399436 <FailedtoR.. Running Automatic Local Syste...
Q;CDPUserSvc_ttdaSe <FailedtoR... Running Automatic Local Syste...
G} Certificate Propagation Copies user... Running  Manual Local Syste...
Q;CIient License Service (ClipSVC) Provides inf... Manual (Trig...  Local Syste...
G Cluster Service Enables serv... Disabled Local Syste...
Q;CNG Key Isolation The CNG ke... Running  Manual (Trig... Local Syste...
61 COM=+ Event System Supports Sy... Running  Automatic Local Service
Q;COM' System Application Manages th... Manual Local Syste...
) Computer Browser Maintains a... Disabled Local Syste...
Q;Connected Devices Platform Service This service... Running  Automatic (D... Local Service
) Connected User Experiences and Telemetry The Connec... Running  Automatic Local Syste...
&?;Contact Data_39 Start Indexes con... Manual Local Syste...
&), Contact Data_4d Indexes con... Manual Local Syste...
i) CoreMessaging S Manages co... Running Automatic Local Service
&), Credential Mana Pause Providesse.. Running Manual Local Syste...
Q;Cryptogvaphic S| Resume Provides thr.. Running Automatic Network S...
€}, Data Sharing Ser Restart Provides da... Manual (Trig...  Local Syste...
Q; DataCollectionP! The DCP (D... Manual (Trig... Local Syste...
1), DCOM Server Pri s ’ The DCOM... Running  Automatic Local Syste...
\Q‘ Dell WMS: Maria Refresh MariaDB da... Running  Automatic Network S...
&), Dell WMS: mem . h Running i Local Syste...
\,Q‘ Dell WMS: Mong EanpesRes MongoDBS... Running  Automatic (D... Local Syste...
. Dell WMS: MQTT Help WMS Broker  Running  Automatic Local Service

* 3 Dell WMS: Tomca i Apache To... Running  Automatic (D...

Qg Device Association Service Enables pair... Manual (Trig...  Local Syste...
G Device Install Service Enablesa c... Manual (Trig...  Local Syste...
&:); Device Management Enrollment Service Performs D... Manual Local Syste...
Q; Device Setup Manager Enables the ... Manual (Trig...  Local Syste...
&:); DevQuery Background Discovery Broker Enables app... Manual (Trig...  Local Syste...

Figure 17. Restart Tomcat service

8. Log in to the Wyse Management Suite application.

The port number is changed, and the application is loaded.

Configure MongoDB resources to capture system logs

If the MongoDB log configuration is set to silent or quiet, the logging of information does not work. You must configure the

SystemLog.quiet option to log information such as connection events, authentication events, replication sync activities, and
capture evidence if some harmful commands are run such as drop, droplndexes, and so on.

Steps

1. Log in to the server where Wyse Management Suite is installed.

2. Go to the MongoDB folder in the Wyse Management Suite installation directory.

Server hardening for MongoDB
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v % | MongoDB -

Home Share View
L v » This PC » Local Disk (C:) > Program Files > DELL > WMS *» MongoDB *» v O Search MongoDB
Name B Date modified Type Size

# Quick access
bin 15-05-2025 23:45 File folder

8 This PC LICENSE-Enterprise 14-05-202508:32  Text Document 17KB

@ Network mongod.cfg 16-05-2025 03:09 CFG File 1KB
mongod 20-05-2025 09:57 Text Document 4,780 KB
mongod.log.2025-05-15T18-11-01 15-05-2025 23:40 2025-05-15T18-11... 2 KB
mongod.log.2025-05-15T18-13-58 15-05-2025 23:43 2025-05-15T18-13.. 2,008 KB
mongod.log.2025-05-15T21-43-18 16-05-2025 03:13 2025-05-15T21-43.. 186 KB
MPL-2 14-05-2025 08:32 File 17 KB
README 14-05-2025 08:32 File 3KB
THIRD-PARTY-NOTICES 14-05-2025 08:32 File 120 KB
THIRD-PARTY-NOTICES.windows 14-05-2025 08:32 WINDOWS File 8 KB

Figure 18. Wyse Management Suite installation directory

3. Open the mongod. cfg file and add the following commands at the end of the configuration:

fsystemLog:
quiet=false

|tz *C:\Program Files\DELL\WMS\MongoDB\mongod.cfg - Notepad++ [Administrator] -
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cHHBELE sk eith 2% EE 1 EOETA0® BHENRMREESE = ~ v =

[Emengedta B3 |

1 dbpath=C:\Program Files\DELL\WMS\Database\Mongo
logpath=C:\Program Files\DELL\WMS\MongoDb\mongod.log
bind ip=localhost

auth=true

port=27017

quiet=false

~ oo e W

Normal text file length: 158 lines: 7 Ln:7 Col:1 Pos:159 Windows (CR LF) UTF-8

Figure 19. Configuration file

4. Go to Start > Services.
5. Restart MongoDB and Tomcat Service.

18 Server hardening for MongoDB



% Services - X
File Action View Help
2| @ Ec=zEm »enn
2 senices Loce [T e
Dell WMS: MongoDB Name - Description Status Startup Type Log On As
. Q Data Sharing Service Provides data brokering between ap... Running  Manual (Trig... Local Syste...
Sk‘fjai‘:::'s":fiu &), DataCollectionPublishingSe... The DCP (Data Collection and Publis... Manual (Trig... Local Syste...
T Q DCOM Server Process Laun... The DCOMLAUNCH service launche... Running  Automatic Local Syste...
1 Dell WMS : Software Vault LockBoxServer-1.0.0.jar Running  Automatic AWMSUser...
Description: G} Dell WMS: MariaDB MariaDB database server Running  Automatic AWMSUser...
MongoDB Server 1€, Dell WMS: memcached memcached 1.6.10 Running  Automatic AWMSUser...
ongoD) Mo e Running Automati
G, Dell WMS: MQTT B Start Running  Automatic AWMSUser...
';Ck Dell WMS: Tomcat ¢ Stop 9.0.53 Server - https:... Running Automatic (D.. \WMSUser...
Q Device Association Pause »etween the system ... Manual (Trig... Local Syste...
@‘ Device Install Servic Resume ster to recognize a Local Syste...
Q; Device Managemer _ Enrollment Activiti... Local Syste...
@‘ Device Setup Manar ction, download an... Running  Manual (Trig... Leocal Syste...
Q; DevQuery Backgrou All Tasks > discover devices wit... Manual (Trig... Local Syste...
18 DHCP Client Refresh dates |P addresses a... Running  Automatic Local Service
Q Diagnostic Policy S¢ e ‘olicy Service enable... Running  Automatic (D... Local Service
& Diagnostic Service b Properties rervice Host is used ... Manual Local Service
@ Diagnostic System } iystem Host is used ... Manual Local Syste...
G} Distributed Link Tra =t setween NTFS files..  Running  Automatic Local Syste...
Q Distributed Transaction Coo... Coordinates transactions that span ... Running  Automatic (D... NetworkS...
& dmwappushsvc WAP Push Message Routing Service Manual (Trig... Local Syste...
Q DNS Client The DNS Client service (dnscache) ... Running  Automatic (T... NetworkS...
£k Downloaded Maps Manager  Windows service for application acc... Automatic (D... NetworkS...
@ Embedded Mode The Embedded Mode service enable... Manual (Trig... Local Syste...
{8k Encrypting File System (EFS)  Provides the core file encryption tec... Manual (Trig...  Local Syste...
@k Enterprise App Managemen... Enables enterprise application mana... Manual Local Syste... Activate Windows
Extended / Standard / B — e GO [0 Settings 1o aclivate Windows.

Stop and Start service Dell WMS: MongoDB on Local Computer

Figure 20. Restart MongoDB
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Server hardening for MariaDB/MySQL

This chapter contains security hardening rules to secure your MariaDB and MySQL Community servers 10.x that are deployed
with Wyse Management Suite.

Topics:

. Restrict access to MariaDB or MySQL resources
. Restrict access to MariaDB or MySQL data directory
¢ Disable local_infile parameter

Restrict access to MariaDB or MySQL resources

You must access the MariaDB or MySQL service using an administrator account. If all users have access to the MariaDB or
MySQL service, they can access the configuration files and the data directories. Dell Technologies recommends restricting
access to a user account that is used for Wyse Management Suite installation and configuration. The following steps ensure that
the MariaDB or MySQL resources are not accessible to other users.

Steps
1. Log in to the server where Wyse Management Suite is installed.
2. Go to the Wyse Management Suite installation directory.

i o T | WMS

« ¥ 1 » This PC » Local Disk (C:) * Program Files * DELL * WMS v O | Search WM
|
Mame Date modified Type Size
¥ o Quick access
| Database 15-05-2025 23:41 File foldes
> R Pe logs-5152025-234738 File foldes
MarnalB

Memcached

>l Network File folder
File folder
MongoDB File folder
Open)DE-17.0.14
Servicehgr

SoftwareVault

File folder
File foldes
File folder
Tomcat-10 File folder
WA File folder
wimsmiglt File folders

WyseWin

com-webowar
H favicon
Migration
F WebUl

WimS-apirwan

Fale falcdad

WAR File 288,281 KB
lean 107 KB
Text Document 56 KB
Internet Shortout 1KB

WAR Fila 180914 KB

Figure 21. Wyse Management Suite installation directory

3. Right-click MariaDB and click Properties.
MariaDB Properties window is displayed.
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MariaDB Properties X

General Sharing Security Previous Versions Customize

Object name:  C:\Program Files\DELL\WMS\MariaDB

Group or user names:

L ALL APPLICATION PACKAGES A

¥=5 ALL RESTRICTED APPLICATION PACKAGES
52 CREATOR OWNER

S8 SYSTEM .
< >

To change permissions, click Edit. Edit

Permissions for ALL
APPLICATION PACKAGES Allow Deny

Full control A
Modify

Read & execute

List folder contents

Read

Wirite v

For special permissions or advanced settings, Advanced
click Advanced. -

OK Cancel Apply

Figure 22. Security tab

4. Go to the Security tab and click Advanced.
Advanced Security Settings for MariaDB window is displayed.

5. Click Disable inheritance.
The Block Inheritance window is displayed.
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Advanced Security Settings for MariaDB m} X

Name: C:\Program Files\DELL\WMS\MariaDB

Owner: Block Inheritance X

Permissions . . . .

| What would you like to do with the current inherited
For additional in permissions? dit (if available).
Permission entri You are about to block inheritance to this object, which means that permissions
T o inherited from a parent object will no longer be applied to this object. ~
ype i

82 Allow NE ; - o ; o o lders and files

52 Allow  NE - Colnverlt inherited permissions into explicit permissions on Jiders and files

82 Allow Ty this ObJeCt‘ abfolders

8% Allow  SY, . . L . . slders and files

82 Alow  Ad —> Remove all inherited permissions from this object. iders and fles

82 Allow Us lders and files

82 Allow CR Cancel iles only v
. PP —

Add Remove View
Disable inheritance
["]Replace all child object permission entries with inheritable permission entries from this object
OK Cancel Apply

Figure 23. Block inheritance

@l NOTE: By default, inheritance is enabled which restricts the altering of permissions to the folder.

6. Click the Convert inherited permissions into explicit permissions on this object option, and click OK.

7. Go to the Security tab, click Edit, select the user that you want to remove access to the MariaDB service, and click
Remove.
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MariaDB Properties

Previous Versions
General

QTDLI[J ar user names:

Customize
Sharing

Object name:  C:\Program Files\DELL\WMS\MariaDB

NFS Sharing
Securty

52 Trustedinstaller

<

52 Administrators (WMSREPQ-01\Administrators) e
F £ §Users (WMSREPO-01\Users)

Permissions for Users

To change permissions, click Edit.

Edit...

Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

NN

click Advanced.

For special permissions or advanced settings, Advanced

OK

Cancel Apply

Figure 24. Remove users
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MariaDB Properties

Previous Versions Customize NFS Sharing
General Sharing Security

Object name:  C:\Program Files\DELL\WMS\MariaDB

QTDLI[J ar user names:

z WMSUser17 (WMSREPO-01'\WWMSUser17) ~
52 Administrators (WMSREPO-01\Administrators)

I ' §TrustedInstaller

< >

To change permissions, click Edit. Edit .

Permissions for TrustedInstaller Allow Deny

Full control

Modify

Read & execute

List folder contents v
Read

Write v

For special permissions or advanced settings, Advanced
click Advanced. -

OK Cancel Apply

Figure 25. Select TrustedInstaller

If you log in with any other local user, the following screenshot is displayed.
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MariaDB X

| You don't currently have permission to
~ access this folder.

Click Continue to permanently get access to this
folder.

GCDntinue Cancel

Figure 26. User restricted

8. Verify the changes by logging out from the server and logging in again using the removed user credentials.
You must be denied access to the MariaDB folder—This step is optional.

9. Click Enable inheritance.

Restrict access to MariaDB or MySQL data directory

The data directory (datadir) contains the MySQL databases. If the access is restricted, other users cannot read data from the
mysql.user table that contains passwords. You can also restrict access to a user who can manually create a file with a view
definition.

Steps
1. Log in to the MariaDB shell.

@ NOTE: The Stratus password is the password that was used for the database password during the Wyse Management
Suite installation.

:\Program Files\DELL\WMS\MariaDB\bin>mysql -u stratus -p. .
elcome to the MariaDB monitor. Commands end with ; or \g.

our MariaDB connection id is 28
Server version: 10.2.29-MariaDB mariadb.org binary distribution

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

ariaDB [(none)]>

Figure 27. MariaDB shell

2. Switch to the stratus schema using the following command:

use stratus;
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ariaDB [(none)]> use stratus;
Database changed

ariaDB [stratus]> _

Figure 28. Switch schema

3. Run the following command to identify the data directory path:

--show variables where variable name = 'datadir';

1 row in set (0.00 sec)

ariaDB [stratus]> _

Figure 29. MariaDB data directory

4. Go to the data directory.
5. Right-click SQL, and click Properties.



# Quick access
8 This PC

¥ Network

Figure 30. Properties

MariaDB Properties window is displayed.
6. Go to the Security tab and click Advanced.

o = | Database

o v 4 * This PC * Local Disk (C:) * Program Files * DELL * WMS » Database

Date modified Type

20-05-2025 10:15 File folder

Open
Open in new window

Pin to Quick access
Give access to
Scan for threats...

Restore previous versions
Include in library
Pin to Start

Send to

Cut
Copy

Paste

Create shortcut
Delete
Rename

Properties

Size
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MariaDB Properties

General Sharing Security Previous Versions Customize

Object name:  C:\Program Files\DELL\WMS\MariaDB

Group or user names:

L ALL APPLICATION PACKAGES A

¥=5 ALL RESTRICTED APPLICATION PACKAGES
£ CREATOR OWNER

&2 SYSTEM .
< >

To change permissions, click Edit. Edit .

Permissions for ALL
APPLICATION PACKAGES Allow Deny

Full control A
Modify

Read & execute
List folder contents
Read

Wirite v

For special permissions or advanced settings, Advanced
click Advanced. -

OK Cancel Apply

Figure 31. Security tab
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MariaDB Properties X

Previous Versions Customize NFS Sharing
General Sharing Security

Object name:  C:\Program Files\DELL\WMS\MariaDB

QTDLI[J ar user names:

z WMSUser17 (WMSREPO-01'\WWMSUser17) ~
52 Administrators (WMSREPO-01\Administrators)

I ' §TrustedInstaller

< >

To change permissions, click Edit. Edit .

Permissions for TrustedInstaller Allow Deny

Full control A
Modify

Read & execute

List folder contents v

Read

Write v

For special permissions or advanced settings, Advanced
click Advanced. -

OK Cancel Apply

Figure 32. Select TrustedInstaller

@ NOTE: If the restricted user belongs to any other group, he has the group-related permissions. Revoke permissions as
required.

7. Click the Convert inherited permissions into explicit permissions on this object option, and click OK.
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Advanced Security Settings for MariaDB ] X

Name: C:\Program Files\DELL\WMS\MariaDB

Owner: Block Inheritance X

Permissions . . . .

| What would you like to do with the current inherited
For additional in permiSSionS? dit (if available).
Permission entri You are about to block inheritance to this object, which means that permissions
T o inherited from a parent object will no longer be applied to this object. A
ype i

82 Allow NE ; - o ; o o lders and files

52 Allow  NE - Colnverlt inherited permissions into explicit permissions on siders and files

82 Allow Ty this ObJeCt‘ abfolders

8% Allow  SY, . . L . . slders and files

82 Alow  Ad —> Remove all inherited permissions from this object. iders and fles

82 Allow Us lders and files

82 Allow CR Cancel iles only

- 2o . o

Add Remove View
Disable inheritance
["]Replace all child object permission entries with inheritable permission entries from this object
OK Cancel Apply

Figure 33. Block inheritance

8. Go to the Security tab, click Edit, select the user that you want to remove access to the MariaDB service, and click
Remove.

9. Select the users that you want to remove access to the MariaDB service and click Remove.
If you log in with any other local user, the following screenshot is displayed.

MariaDB X

| You don't currently have permission to
~ access this folder.

Click Continue to permanently get access to this
folder.

GCDntinue Cancel

Figure 34. User restricted
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Disable local_infile parameter

The local_infile parameter defines whether the files that are located in the MySQL client device can be loaded or selected using
the LOAD DATA INFILE or SELECT local_file.

Steps
1. Log in to the MariaDB shell.

:\Program Files\DELL\WMS\MariaDB\bin>mysql -u stratus -p. .
elcome to the MariaDB monitor. Commands end with ; or \g.
our MariaDB connection id is 28

Server version: 10.2.29-MariaDB mariadb.org binary distribution

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

ariaDB [(none)]>

Figure 35. MariaDB shell

2. Switch to the stratus schema using the following command:

use stratus;

ariaDB [(none)]> use stratus;
Database changed

ariaDB [stratus]>

Figure 36. Stratus schema

3. Run the following command to identify the loca_infile value from the Wyse Management Suite schema:

SHOW VARIABLES WHERE Variable name = 'local infile';



ariaDB [stratus]> SHOW VARIABLES WHERE Variable name = 'local infile';

1 row in set (0.00 sec)

ariaDB [stratus]>

Figure 37. Local infile value

4. Verify the local infile value.
If the value is ON, go to step 5.

B. Right-click Dell WMS: MariaDB and click Properties.
6. Go to the path mentioned in the Path to executable field.
7. Open the my.ini file and paste the following configuration after [mysgld]:

local-infile=0

_|my.ini - Notepad - [m} X
File Edit Format View Help
[mysqldump]
quick
max_allowed_packet = 16M
[mysqld]
local-infile=0
max_allowed_packet=32M
innodb_buffer_pool_size=2G
innodb_buffer_pool_instances=2
query_cache_type=0FF
query_cache_size=0
max_connections=1024
datadir=C:/Program Files/DELL/WMS/Database/SQL
port=3306
[client]
port=3306|
plugin-dir=C:/Program Files/DELL/WMS/MariaDB/1ib/plugin

Figure 38. My.ini file

8. Go to Start > Services and right-click Dell WMS: MariaDB.
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[ services = X
File Action View Help

e DEC= HE >80 n

£ Services (Local) || Name - Description  Status Startup Type  Log On As (o)
\‘_“;),Activex Installer (AxInstSV) Provides Us... Manual Local Syste...
&;{AIIJoyn Router Service Routes AllJo... Manual (Trig... Local Service
&?,App Readiness Gets apps re... Manual Local Syste...
&, Application Identity Determines ... Manual (Trig... ~Local Service
&), Application Information Facilitatest.. Running Manual (Trig.. Local Syste...
&), Application Layer Gateway Service Provides su... Manual Local Service
) Application Management Processes in... Manual Local Syste...
&}, AppX Deployment Service (AppXSVC) Provides inf... Manual Local Syste...
&), Auto Time Zone Updater Automatica, Disabled Local Service
&), Background Intelligent Transfer Service Transfers fi Automatic (D... Local Syste...
16 Background Tasks Infrastructure Service Windows Running  Automatic Local Syste...
& Base Filtering Engine The BaseFil.. Running  Automatic Local Service
€ Bluetooth Support Service The Bluetoo... Manual (Trig...  Local Service
€} CDPUserSvc_399436 <FailedtoR... Running Automatic Local Syste...
) CDPUserSve_4dabe <FailedtoR... Running Automatic Local Syste...
€} Certificate Propagation Copies user... Running  Manual Local Syste...
G Client License Service (ClipSVC) Provides inf... Manual (Trig...  Local Syste...
G Cluster Service Enables serv... Disabled Local Syste...
QCNG Key Isolation The CNG ke... Running  Manual (Trig...  Local Syste...
QCOM+ Event System Supports Sy... Running  Automatic Local Service
{.:&COM*' Sys Start Manages th... Manual Local Syste...
Gk Computer Maintains a... Disabled Local Syste...
{.},Connede( Soe This service .. Running  Automatic (D... Local Service
& Connectec Pause aetry The Connec... Running  Automatic Local Syste...
Q Contact D Resume Indexes con... Manual Local Syste...
QContact D Restart Indexes con... Manual Local Syste...
Q CoreMessi Manages co... Running  Automatic Local Service
\‘_‘:J, Credential =S ? Provides se. Running  Manual Local Syste...
Q Cryptogra| Refresh Provides thr.. Running Automatic Network S...
Q Data Sharil Provides da... Manual (Trig... Local Syste...
& DataColle;  Froperties The DCP (D... Manual (Trig... Local Syste...
Q DCOM Ser Help The DCOM. Running  Automatic Local Syste.

MariaDB da... Running Automatic
\_‘?‘ Dell WMS: memcached memcache.. Running Automatic Local Syste...
&A Dell WMS: MongeDB MongoDBS... Running  Automatic (D... Local Syste...
. Dell WMS: MOTT Broker WMS Broker _Runnina __Automatic Local Service v
Extended A Standard
Stop and Start service Dell WMS: MariaDB on Local Computer

Figure 39. Restart MariaDB

9. Click Restart.
When you restart the MariaDB services, you are prompted to restart Tomc

at services.

Restart Other Services

will also restart.

When Dell WMS: ManaDB restarts, these other services

Dell WMS: Tomcat Service

Do you want to restart these services?

Yes No

Figure 40. Restart Tomcat services
10. Click Yes in the Restart Other Services window.

Server hardening for MariaDB/MySQL

33



Next steps

1. Log in to the MySQL shell.
2. Switch to the stratus schema using the following command:

—--use stratus;

3. Run the following command to identify the loca_infile value from the Wyse Management Suite schema:
SHOW VARIABLES WHERE Variable name = 'local infile';

The local infile value must be OFF instead of O. In shell you cannot put O as value.
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Server hardening for OpenJDK

This chapter contains security hardening rules to secure your OpenJDK Adoptium temurin 17.x that are deployed with Wyse
Management Suite.

Topics:

Grant permissions
Start Tomcat Service in secure mode
Restrict access to OpendDK resources

Grant permissions

Steps

1.

2. Right-click the catalina.policy file and open it in any editor.

Go to the conf folder in the Tomcat installation directory after you install Wyse Management Suite and stop the tomcat

service.

The default conf folder location is C: \Program Files\DELL\WMS\Tomcat-10.

® = | conf

€ > v

» Quick access
% This PC

W Network

Share

View

» This PC *» Local Disk (C:) * Program Files » DELL > WMS » Tomcat-10 * conf *»

~

Name

Catalina
.certsav
keystore
catalina.policy

catalina.properties

| context

jaspic-providers
jaspic-providers.xsd
logging.properties

server

| tomcat-users

tomcat-users.xsd

web

Figure 41. conf folder location

Date modified

15-05-2025 23:44
15-05-2025 23:41
15-05-2025 23:41
14-05-2025 08:31
14-05-2025 08:31
14-05-2025 08:31
14-05-2025 08:31
14-05-2025 08:31
14-05-2025 08:31
15-05-2025 23:51
14-05-2025 08:31
14-05-2025 08:31
15-05-2025 23:50

Type

File folder
CERTSAV File
KEYSTORE File
POLICY File
PROPERTIES File
XML Document
XML Document
XSD File
PROPERTIES File
XML Document
XML Document
XSD File

XML Document

Size

2KB
5 KB
13 KB
8 KB
2KB
2 KB
3KB
4 KB
8 KB
3 KB
3 KB
176 KB

v U Search conf
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36

W s | conf

. [

L v * This PC * gmt(C) * Program Files * DELL * WMS * Tomcat-10 * conf

Mame
# Quick access
Catalina

LErtsay

o Network keystore
catalina palicy
4 catalina propertie

£ context.xml

% This PC

£ jaspic-providerss
jaspic-providers.s

<l logging.propertit

= serverxml

= tomcat-users,eml
tomcat users xsd

= webxml

Figure 42. Right-click options

Date modified

25-04-2024 01:26
25-04-2024 07:22
£3-04-2024 01222

A3l W A A
Open with

B Edit with PyCharm Community Edition
7-zip
CRC SHA

@ Editwith Notepad++

B4 2dd to archive...

B8 ~dd to “catalinarar”

B8 compress and email..

B compress to “catalinarar® and email

£ Scan for threats

Restore previous versions
Send o

Cut
Copy

Create shortout
Delete

Rename

Properties

The default permissions are provided in the catalina.policy file.

Server hardening for OpenJDK
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File folder
CERTSAV File
KEYSTORE File
nolied Bl
ITIES File
suEment
> scument
>
ATIES File
sCLmIEnt
sCLMENT

CEment

2KB
3 KB
13 KB
BB
2 KB
2 KB
KB
3 KB
BKB
3 KB
ikB
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[/ *C\Program Files\DELL\WMS\Tomcat-9\conf\catalina.policy - Notepad++ [Administrator] -
File Edit Search View Encoding Llanguage Settings Tools Macro Run Plugins Window 2

dHHBERE LB shbh|loae/ sty x| EESTFEEAC=(BED B R

= = JIE!EWErZ?IDZDZDD}\Dm\ Jiﬂmz JiEPEN,TEST,SCENAR\OSJ732&1swm J’Ewebm\ J’Ecmahnaumuemes 4 [ catalna poicy E:Il

38 grant codeBase "file:${java.home}/jre/lib/ext/-" {
39 permission java.security.AllPermission;
40 };

4 // These permissions apply to javac when s{java.home} points at $JAVA HOME/jre
43 grant codeBase "file:${java.home}/../lib/-" {

44 permission java.security.AllPermission;

45 )i

47 // These permissions apply to all shared system extensions when
48 // ${java.home} points at $JAVA_HOME/jre

49 grant codeBase "file:${java.home}/lib/ext/-" {

50 permission java.security.AllPermission;

54 // ========== CATALINA CODE PERMISSIONS

57 // These permissions apply to the daemon code
58 grant codeBase "file:S${catalina.home}/bin/commons-daemon.jar" {
59 permission java.security.AllPermission;

60 };

1

62 // These permissions apply to the logging API

63 // Note: If tomcat-juli.jar is in ${catalina.base} and not in ${catalina.home},

64 // update this section accordingly.

// grant codeBase "file:${catalina.base}/bin/tomcat-juli.jar" {..}

grant codeBase "file:S${catalina.home}/bin/tomcat-juli.jar" {
permission java.io.FilePermission
"${java.home}${file.separator}lib${file.separator}logging.properties"”, "read":

Y &) O

o o
> 0 © & 01

war s

permission java.io.FilePermission
"${catalina.base}${file.separator}conf${file.separator}logging.properties”, "read";

sl
i
]
]
VR
.-
=
m
.l
£
© 0
- B
Ln
<
v
b
9
=
I
=
®
o
)
5
g
2
w
m
2.
‘0

1

Figure 43. Default permissions

3. Update runtime permissions for packages org.apache.tomcat.util.buf &
org.apache.tomcat.util.descritptor.web as mentioned in the below format:

permission java.lang.RuntimePermission

"accessClassInPackage.org.apache.tomcat.util.buf";
permission java.lang.RuntimePermission

accessClassInPackage.org.apache.tomcat.util.descriptor.web";

e Use the following to grant permission to webapps to run the applications:

grant codeBase "file:S${catalina.home}/webapps/-" { permission
java.security.AllPermission; };

e Use the following for JDK permissions:

grant { permission java.io.FilePermission "${java.home}${file.separator}conf$
{file.separator}security${file.separator}java.security", "read"; };

grant { permission java.ilo.FilePermission "${java.home}${file.separator}conf$
{file.separator}security${file.separator}java.policy",

"read,write,delete"; };

4. Save and close the editor.
Restart Tomcat in secure mode to enable the configurations.

NOTE: See Start Tomcat Service in secure mode if your Tomcat server is not running in secure mode. If Tomcat is
already running in secure configuration mode, you can ignore the steps.

Start Tomcat Service in secure mode

Steps

1. Open the Run box, type services.msc and click OK.
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Type the name of a program, folder, document, or

Internet resource, and Windows will open it for you.

Open: Services.msc ~

OK Cancel Browse...

Figure 44. Run

The Services windows is displayed.
2. Right-click Dell WMS: Tomcat Service and click Stop.

" Services _
File Action View Help

¢ T Ed= Bm »enw

i Services (Local) || o) al)

Dell WMS: Tomcat Service Name Description Status Startup Type Log On As
-5% Data Sharing Service Provides dat.. Running Manual (Trigg..  Local System
Stop the service e < y
Rectait tha sarice x.i& DCOM Server P-roc-ess Launcher The DCOML..  Running Automatlc- Local System
& Delivery Optimization Performs co... Manual (Trigg..  Network Se..
\f.}& Dell WMS : Software Vault LockBoxServ..  Running Automatic AWMSUser...
DESC’;‘P"TO": 01405 1€, Dell WMS: MariaDB MariaDB dat.. Ruming  Automatic A\WMSUser..
ﬁzac. & Tonveak 10,140 Sensar- {}; Dell WMS: memcached memcached .. Running Automatic AWMSUser...
ps://tomcat.apache.org/
-.‘% Dell WMS: MongoDB MongoDB S..  Running  Automatic (De.. \WMSUser...
\F.& Dell WMS: MQTT Broker WMS Broker ~ Running  Automatic AWMSUser...

* A Dell WMS: Tomcat Service Apache Tom..  Running Automatic (De.. \WMSUser...

-S:& Device Association Service Enables pairi.. Manual (Trigg..  Local System

aa

Figure 45. Services

3. Go to the Tomcat directory and open the bin folder.
The default Tomcat directory locationis C: \Program Files\DELL\WMS\Tomcat-10.
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v ¥ Manage bin

Home Share View

Application Tools

- L » This PC > Local Disk (C:) » Program Files » DELL > WMS » Tomcat-10 * bin v O Search bin
Name B Date modified Type Size
s Quick access
bootstrap.jar 14-05-2025 08:31 JAR File 36 KB
8 This PC [ catalina 14-05-202508:31  Windows Batch File 16 KB
@ Network catalina.sh 14-05-2025 08:31 SH File 24 KB
# catalina-tasks 14-05-2025 08:31 XML Document 2KB
[% ciphers 14-05-2025 08:31 Windows Batch File 3KB
ciphers.sh 14-05-2025 08:31 SH File 2KB
commons-daemon.jar 14-05-2025 08:31 JAR File 27 KB
configtest 14-05-2025 08:31 Windows Batch File 2 KB
configtest.sh 14-05-2025 08:31 SH File 2 KB
daemon.sh 14-05-2025 08:31 SH File 9 KB
[%] digest 14-05-2025 08:31 Windows Batch File 3KB
digest.sh 14-05-2025 08:31 SH File 2KB
[ makebase 14-05-2025 08:31 Windows Batch File 4 KB
makebase.sh 14-05-2025 08:31 SH File 4KB
[%] migrate 14-05-2025 08:31 Windows Batch File 3KB
migrate.sh 14-05-2025 08:31 SH File 2KB
[ service 15-05-2025 23:44 Windows Batch File 9 KB
[%] setclasspath 14-05-2025 08:31 Windows Batch File 4KB
setclasspath.sh 14-05-2025 08:31 SH File 4KB
[ shutdown 15-05-2025 23:44 Windows Batch File 3KB
shutdown.sh 14-05-2025 08:31 SH File 2 KB
[% startup 15-05-2025 23:44 Windows Batch File 3KB
startup.sh 14-05-2025 08:31 SH File 2KB
tenative-2.dll 14-05-2025 08:31 Application extens... 3,354 KB
%3 tomcat10 14-05-2025 08:31 Application 150 KB
N3 tomcat10w 14-05-202508:31  Application 133 KB
tomcat-julijar 14-05-2025 08:31 JAR File 51 KB

Figure 46. Tomcat directory

4. Double-click Tomcat10w.exe.

The Dell WMS: Tomcat Service Properties window is displayed.

5. Go to the Java tab.
6. Add the following lines in the Java Options section:

-Djava.security.manager
-Djava.security.policy=C:\Program Files\DELL\WMS\Tomcat-10\conf\catalina.policy

@ NOTE: The path for catalina.policy is the default conf folder path of Tomcat after you install Wyse Management Suite
in an on-premises environment.
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%5 Dell WMS: Tomcat Service Properties X
General LogOn Logging Java Startup Shutdown

[] use default
Java Virtual Machine:

C:\Program Files\DELL\WMS\OpenJDK-17.0, 14\\bin\server\jvm.dll

Java Classpath:
C:\Program Files\DELL\WMS\Tomcat- 10'pin\bootstrap.jar;C: \Program File
Java Options:

Djava.util.logging.config. file =C: \Program Files\DELL\WMS\Tomcat-11 A
Dijdk. tis.ephemeralDHKeySize =4096
Dijdk. tis.rejectClientInitiatedRenegotiation=true

Java 9 Options:

--add-opens=java.base fjava. text=ALL-UNNAMED A
--add-opens=java.base fjavax.net.ssl=ALL-UNNAMED
--add-opens=java.base fjava.time =ALL-UNNAMED

&

Initial memory pool: 128

&

Maximum memory pool: | 6144
Thread stack size:

&

Figure 47. Java options

7. Click Apply and click OK.
8. Open the Run box, type services.msc and click OK.

9. Right-click Dell WMS: Tomcat Service and click Start.
The Tomcat Service initiates.

Restrict access to OpenJDK resources

You must access the OpendDK service using an administrator account. If all users have access to the OpenJDK service, they
can access the configuration files and the data directories. Dell Technologies recommends restricting access to a user account
that is used for Wyse Management Suite installation and configuration. The following steps ensure that the OpenJDK resources
are not accessible to other users.
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Steps
1. Log in to the server where Wyse Management Suite is installed.

,; 5 | WMS

o oo v

- L | * This PC » Local Desk (C3) * Program Files * DELL * WMS
Name . Date modified Type
# Quick access
Database 15-05-2025 2341 File folder
8 This PC logs-5152025-234738 15-05-2025 23:47 File folder
o Nework MariaDB 15-05-2025 23:38  File folder
Memcached 15-05-2025 23:38 File folder
MongoDB 16-05-2025 03:13 File folder
OpenlDK-17.0.14 15-05-2025 23:38 Filg folder
ServiceMgr 15-05-2025 23:40 File folder
SoftwareVault 15-05-2025 23:40 File folder
Tomcat-10 17-05-2025 02:16 File flder
WDA, 15-05-2025 23:37 File folder
wimsmigtt 15-05-2025 23:42 File folder
WyseWlWin 15-05-2025 23:37 File folder
com-web. war 15-05-2025 23:44 WAR File
n favican 14-06-2025 06:51 leon
Migraticn 15-05-2025 23:43 Text Document
A WebUl 15-05-2025 23:45 Internet Shortcut
WIS~ @ War 14-05-2025 06:29 WAR File

Figure 48. Wyse Management Suite installation directory

2. Go to the Wyse Management Suite installation directory.

3. Right-click OpenJDK-17.x.x and click Properties.
OpenJDK-17.x.x Properties window is displayed.

4. Go to the Security tab and click Advanced.

Size

288,281 KB
101 KB

56 KB

1KB
1.80,914 KB

w B Search WhiS
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Open)DK-17.0.14 Properties

General Sharing Secunty Previous Versions Customize
Objectname: C:\Program Files\DELL\WMS\OpenJDK-17.0.14

Group or user names:

{5 ALL APPLICATION PACKAGES
{2 ALL RESTRICTED APPLICATION PACKAGES
£& CREATOR OWNER

£l cveTFM
L4 >

Teo change pemmissions, click Edit ' Ede

Permissions Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special permissions or advanced settings, Advanced
click Advanced.

Figure 49. OpenJDK-17.x.x Properties

Advanced Security Settings for OpenJDK-17.x.x window is displayed.
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MName:

Owiner:

Permissions

Advanced Security Settings for OpenDK-17.0.14

C:\Program Files\DELL\WMS\Open/DK-17.0.14

Administrators (X90INSTWMS3\Administrators) & Change

Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Figure 50. Advanced Security Settings for OpenJDK-17.x.x

5. Click Disable inheritance.
The Block Inheritance window is displayed.

[[] Replace all child object permission entries with inheritable permission entries from this object

(0] | et | [

Type Principal Access Inherited from Applies to
& Aiow  WMSUsercsdef (X90INSTWMS3\.. Full control None This folder, subfolders and files
& Alow  WMSUsercsdef (X90INSTWMS3\_. Full control CA\Program Files\DELL\W._. This folder, sublolders and files
ERL Allow  Users (X90INSTWMS3\Users) Read & execute CA\Program Files\DELL\W_. This folder, subfolders and files
R Allow  WMSUsers (X90INSTWMSI\WM... Full control Ci\Program Files\DELL\W_. This folder, subfolders and files
R Allow  WMSUser31 (XO0INSTWMSI\W.. Full control C:\Program Files\DELL\W_. This folder, subfolders and files
2 nlow  WmslserS (XS0INSTWMSI\Wm... Full control C:\Program Files\DELL\W.. This folder, subfolders and files
& Allow  5-1-5-21-3471370439-21161832_ Full control C\Program Files\DELL\W... This folder, subfolders and files

...... I
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Mame: CAProgram Files\DELL\WMS\OpenlDE-17.0.14

Chwner: Admir Block Inheritance :’C
Permissions At 4. What would you like to do with the current inherited
_— permissions? ;
For additional informa if available),
Permission entries You are about to block inheritance to this object, which means that permissions

inherited from a parent object will no longer be applied to this object.

Type  Principa s
& Allow  WMsUs =» Convert inherited permissions into explicit permissions on [Bfoiders and files
& Aliow  WMSUs i chiser ibfolders and files
BR Allow  Users (X s ibfolders and files
2 Allow  WMSUs . . . L ibfolders and files
-3 ’
2 Alow WMSUS Remove all inherited permissions from this object Bfoadiass and files
& Allow  WmsUs ibfolders and files
& Allow  5-1-5-2 Cancel  ibfolders and files v
Add Remove View
| Disable inheritance |

[[] Replace all child object permission entries with inheritable permission entries from this object

0K Cancel Apply

Figure 51. Block inheritance
@l NOTE: By default, inheritance is enabled which restricts the altering of permissions to the folder.

6. Click the Convert inherited permissions into explicit permissions on this object option.
7. Select the users that you want to remove access to the OpenJDK-17.x.x service and click Remove.
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Advanced Security Settings for OpenDK-17.0.14 o x

Mame: C\Program Files\DELL\WMS\OpenDE-17.0.14
Owner: Administrators (XO0INSTWMS3\Administrators) Q Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type Principal Access Inherited from Applies to e

l Allow  WMSUsercsde! (O0INSTWMS3\.. Full control MNone This folder, subfolders and files

Ty Allow Users (XO0INSTWMSI\Users ead Bt exet This folder, subfolders and files

I Allow  WMSUserb (XO0INSTWMSA\WM..  Full control None This folder, subfolders and files

I Allow  WMSUser31 (X90INSTWMSI\W..  Full control None This folder, subfolders and files

& Alow  5-1-5-21-3471370439-21161832.. Full control MNone This folder, subfolders and files

L Miow  5-1-5-21-3471370439-21161832.. Full control Mone This folder, subfolders and files

BR Allow  Trustedinstaller Full control None This folder and subfolders w
Add Remove Edit

Enable inheritance

[[] Replace all child object permission entries with inheritable permission entries from this object

e m|

Figure 52. Remove user

8. Verify the changes by logging out from the server and logging in again using the removed user credentials.
You must be denied access to the OpenJDK-17.x.x folder—This step is optional.
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Advanced Security Settings for OpenDK-17.0.14 o

Mame: C\Program Files\DELL\WMS\OpenDE-17.0.14
Owner: Administrators (XO0INSTWMS T\ Administrators) 8 Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies 1o e
l, Allow  WMSUsercsde! (XO0INSTWMS3\.. Full control MNone This folder, subfolders and files
u Al Jeers (XOOINSTWMS I\ Users Read & execute None This folder, subfolders and files
l Allow  WMSUserb (XO0INSTWMSIAWM..  Full control None This folder, subfolders and files
I Allow  WMSUser31 (X90INSTWMSI\W..  Full control None This folder, subfolders and files
& Allow  5-1-5-21-3471370439-21161832.. Full control MNone This folder, subfolders and files
& wiow  5-1-5-21-34T1370439-21161832.. Full control MNaone This folder, subfolders and files
BR Allow  Trustedinstaller Full control None This folder and subfolders w
Add Remaove Edit
Enable inheritance

[] Repiace all child object permission entries with inheritable permission entries from this object

Figure 53. Verify the user deletion
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Tomcat server hardening

Steps

1. Log in to the server where Wyse Management Suite is installed.

2. Go to the Wyse Management Suite installation directory and go to \Tomcat-10\conf.
The default pathis C:\Program Files\DELL\WMS\Tomcat-10\conf.

| & % | conf
Home Share View
« i g * This PC *» Local Disk (C:) * Program Files > DELL > WMS *» Tomcat-10 * conf
Name Date modified Type Size
s Quick access
Catalina 15-05-2025 23:44 File folder
8 This PC | certsav 15-05-202523:41  CERTSAV File
& Network keystore 15-05-2025 23:41 KEYSTORE File
catalina.policy 14-05-2025 08:31 POLICY File

PROPERTIES File
XML Document

14-05-2025 08:31
14-05-2025 08:31

catalina.properties

context

XML Document
XSD File
PROPERTIES File

14-05-2025 08:31
14-05-2025 08:31

logging.properties 14-05-2025 08:31
£ server 15-05-2025 23:51
14-05-2025 08:31
| tomcat-users.xsd 14-05-2025 08:31
web 15-05-2025 23:50

jaspic-providers

| jaspic-providers.xsd

XML Document
XML Document
XSD File

XML Document

tomcat-users

e

Figure 54. Tomcat Conf

3. Right-click the Web.xml file and edit the file.
4. Add the following code to the file and click Save.

<error-page>
<exception-type>java.lang.Throwable</exception-type>
<location>/error.jsp</location></error-page>

Tomcat server hardening

2KB
5KB
13 KB
8 KB
2KB
2 KB
3KB
4 KB
8 KB
3KB
3KB
176 KB
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47



"_W_J‘_'web - Motepad
File Edit Format View Help

<welcome-file-list>
<welcome-filer»index.html</welcome-file>
<welcome-filez>index.htme/welcome-file»
<welcome-file>index.jsp</welcome-file>
¢/welcome-file-lists

<security-constraint>
<web-resource-collection>
<web-resource-name>HTTPS0nly</web-resource-name>
<url-pattern:/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
</security-constraint>
<security-constraint>
<web-resource-collection>
<web-resource-name>restricted methods</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>0PTIONS</http-method:>
<http-method>HEAD</http-method>
</web-resource-collection?
<auth-constraint />
</security-constraint>

<error-page>
<exception-type>java.lang.Throwable</exception-
<location>/error.jsp</location>

</error-page>|

</web-app>

Figure 55. Error page code

5. Go to the Wyse Management Suite installation directory and go to \Tomcat-10\conf.
The default pathis C:\Program Files\DELL\WMS\Tomcat-10\conf.
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v s | conf

Home Share View
« v A » This PC * Local Disk (C:) *» Program Files * DELL > WMS » Tomcat-10 *» conf *» v U Se:
Name B Date modified Type Size
7 Quick access
Catalina 15-05-2025 23:44 File folder
1 This PC | certsav 15-05-2025 23:41  CERTSAV File 2KB
* Network | keystore 15-05-2025 23:41 KEYSTORE File 5KB
| catalina.policy 14-05-2025 08:31 POLICY File 13 KB
| catalina.properties 14-05-2025 08:31 PROPERTIES File 8 KB
2| context 14-05-2025 08:31 XML Document 2KB
* jaspic-providers 14-05-2025 08:31 XML Document 2KB
| jaspic-providers.xsd 14-05-2025 08:31 XSD File 3KB
_ logging.properties 14-05-2025 08:31 PROPERTIES File 4 KB
“ server 15-05-2025 23:51 XML Document 8 KB
*| tomcat-users 14-05-2025 08:31 XML Document 3KB
_ tomcat-users.xsd 14-05-2025 08:31 XSD File 3 KB
=| web 15-05-2025 23:50 XML Document 176 KB

Figure 56. Server xml file

6. Right-click the Server.xml file and edit the file.
7. Update the <Server> tag to disable the shutdown port by setting it to -1.
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W server - Notepad

File Edit Format View Help
<?xml version="1.8" encoding="UTF-8"?>
€]-=

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

The ASF licenses this file to You under the Apache License, Version 2.8
{the “License"}; you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://wew.apache.orgflicenses/LICENSE-2.8

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

--3
¢l-- Note: A "Server” is not itself a "Container”, so you may not

define subcomponents such as "Valves" at this level.
Documentation at /docs/config/server html
-

<Server port="-1" shutdown="SHUTDOWN">
¢Listener className="org.apache.catalina.startup.VersionlLoggerListener” /s
¢l-- Security listener. Documentation at /docs/config/listeners.html
cListener className="org.apache.catalina.security.Securitylistener” />
-3

¢l-- APR library loader. Documentation at /docs/apr.html --3>
¢Listener className="org.apache.catalina.core.AprLifecycleListener” SSLEngine="on"/»
¢l-- Prevent memory leaks due to use of particular java/javax APIs-->
¢Listener className="org.apache.catalina.core.lreMemoryLeakPreventionListener” />
¢Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelistener™/>
¢Listener classMame="org.apache.catalina.core.ThreadlocalleakPreventionListener” />
<l-=- Global JNDI rescurces

Documentation at /docs/jndi-resources-howto.html

Figure 57. server code update

In the <Connector> tag, add the attribute allowTrace="false" and save the file.
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T Notepad - -] "
Fibe [t Forwat Vies Help
i
--3
cl-- An Engine represests the entry polet (within Catalima) that processes
avery reguest, The Engine implementation for Tomcat stand alone
snalytes the WTTP headers included with the reguest, and pasies them
on to the appropriate Host (virtwal Bost).
Decumentation at /docsfconfligfengine.heml --»
£l-- Wou should set jvmBowte to support load-balamcing via AP e :
<Engine name="Catalina” defsultHost="localhest" jumBoute="jwml":
)
cinglne name="Catalina™ defaulthost="localhast™s
4l==For clustering, please take a look at documentation at:
fdocs/cluster-howto.htnl (simple how to)
Jdocafconflgieluster Mml (reference documentaticn) --3
&l
cCluster classMames="org.apache.catalina.ha.tcp.SimpleTeplluster™/
-
lne Use the LockDutRealn to prevent attespls to gueds wser pasiwords
via a brute-force attack --»
<Bpalm className="org.apache.cataling. realm, LockOuthealn®™»
¢l=- This Realm wses the UserDatabase configured in the global INDI
resources umder the key “UserDaitabase™. Any edits
that are performed against this UserDatabase are immediately
available for use by the Realm, --»
iRealn clasulmes"org, spache. cataling. realm. UserDatabaseRealn”™ rescurceNanes“UserDatabase™ /s
<fRealny
<Host names"localmost™ appBase="webapps” wnpackiARs="tree” autoDeploy="true™»
¢l=- SingleSignOn valve, share suthentication between web applicatices
Dotumentation at: fdecs/config/valve.html --»
€l--
Valve classhame="org. apache. cataling.suthenticator. SingleSignin™ /3
P
€+~ Arcess log processes all exasple.
Documentatlion at: fdocs/config/valve.html
Mote: The pattern wied 15 equivalent o using patterns"coamen” --3
Valve classhames"crg.apache. catalina.valves. Accesslogvalve” directorys™logs” prefins"localbost_access_leg™ suffise".txt" patterns"Xa X1 Xu
€l-- WHS to show custom error page for tomcat imtercepted IllegalArgumestExceptice 400 error code --3
Valve className="org, Bpache. cataling.valves. ErrorReportValve” errorCode ., d00="webapps / com-wel WEB-INF views/error/error. htal” showRepart="Fi
€1--WMS To show custom error page for tomcat intercepted IllegalArgumentException 480 error code --»<Walve classNames"org.spache.cataling.va
«/Engines

<Connector port="443" protocol="com.dell.custon. cestoaMttpliNicProtocel . Custontttpl INloProtocolirapper” maxThreads="6" m maxPostSize="171
£ [Sarvers

Figure 58. Updated server.xml file

@l NOTE: Ensure to update the value within the existing Connector tag and do not remove other required attributes.

9. Go to Start > Services and right-click Dell WMS: Tomcat Service.
10. Restart the service.
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. Services

File Action View Help

&= [ G= Hm »®nw
Cosevicestoaa) ([ sewices(losa)
Dell WMS: Tomcat Service Name ) Description Status Startup Type Log On As
. \C}; Data Sharing Service Provides dat.. Running  Manual (Trigg.. Local System
%ei%atr:‘:::rs\grcveice -.‘:}; DCOM Server Process Launcher The DCOML..  Running  Automatic Local System
1;‘;& Delivery Optimization Performs co... Manual (Trigg..  Network Se...
-Q; Dell WMS : Software Vault LockBoxServ.. Running  Automatic AWMSUser...
Description: &) Dell WMS: MariaDB MariaDB dat.. Running  Automatic AWMSUser..
:5;2}?;?:;::;;2&?05;76 ) -Qﬁ Dell WMS: memcached memcached .. Running  Automatic AWMSUser...
@ Dell WMS: MongoDB MongoDB S..  Running  Automatic (De.. \WMSUser..
:;Gk Dell WMS: MQTT Broker WMS Broker  Running  Automatic AWMSUser...
* 2 Dell WMS: Tomcat Service Apach S AWMSUser...
:9} Device Association Service Enable Start ial (Trigg..  Local System
@& Device Install Service Enable Stop il (Trigg..  Local System
3.:‘% Device Management Enrollm... Perfon Pause ial Local System
@;& Device Management Wireles.. Route: Resume sled Local System
Q& Device Setup Manager Enable Restart il (Trigg..  Local System
@}, DevicePicker_aef7e This us sled Local System
&), DevicesFlow_aef7e Allows All Tasks 7l Local System
-Q, DevQuery Background Disco.. Enable Refresh il (Trigg..  Local System
@},DHCP Client Regist matic Local Service
Q Diagnostic Policy Service The Di Properties matic (De.. Local Service
&} Diagnostic Service Host The Di Help ial Local Service
-Q; Diagnostic System Host The Diuy:ru-- revarndall Local System
-..Q‘ Distributed Link Tracking Clie.. Maintains lin.. Running  Automatic Local System

Extended £ Standard /

Figure 59. Restart the Tomcat service

@ NOTE: The Tomcat hardening updates are configured by default as part of Wyse Management Suite version 5.3
on-premises and Wyse Management Suite Repository version 5.3.
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Server hardening for VNC

Due to vulnerabilities detected from the VNC application, the application deployment is restricted from Wyse Management
Suite.
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