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Enable wallpaper

¢ Dell default wallpaper (8.6+)

*  Wyse default wallpaper (8.6+)

@ | = E: Enable wallpaper &2 ME5}lH wallpaper file %
wallpaper layoutO| EA|E L|C}.

Company Logo X 20 oH0| 2105 HAIRL|CE O] Zolghs MENSHH
Logo File =&CH2 O 77t EA|ELICH IHY 2| ZX|E2| QIHIE
2lojM 20 oS FEEY &= AS LT

EULA at login EQIg IHOICE £|F ALE X} 2H0[ M A A 2FS HA|RHLICE O

g2holgts MENSHH EULA file EELHR Olw7t EA|ELICE O] &
ME A0 Yt HIAE mAZ Pz Esh = JYSLCH

35 MY 233 74

=4

Classic Desktop vs Zero Launchpad




mux

g

@ | = E: ThinOS Lite = Xenith J‘Utl L HH =2t Mo =
Zero LaunchPad & *f%of 20| ESLCH AETOiE
2|#H[0]d A+EE fl3l 244 E1Iﬁ3'E.*0I HFELIC

Prevent toolbar from closing unless mouse focus moves away
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Toolbar Click (8.5+)
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Action after all session exit
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e Shut down the system automatically

¢ Restart the system automatically.
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1 Platform Type EECH2 | F70|A EHES MEISL|CE
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Citrix StoreFront

HXIAM AA= O Z2|AH 0| K EATE Citrix StoreFront
7|8t 2f 0|0t e slste{ M o] FME MEBIL|CE O] FM2
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Automatically Connect to sessions
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USB Redirection Technology

USB 2|C|Ed S Sgstoted O] S MEfgLChH 34 g~
3 == O Z2|AH 0l Lo M M S2t0[HE HEE USB &
X[off AM A5t 0] S4S MEYSLICE Of F M2 Citrix0f 2t
HEEUHCt

Audio quality ere EHS M5tz H o] M S MEIGLICL O M2
Citrix0il 2t &8 &l L| T},
Map USB disks to EELR E50|A usBO &g C|AT S7HE MEigL|CE O

SML Citrix0| 2t X2 &l L|C}.

Enable Seamless Mode

de|A REE A H 0] M S MENBIL|C} seamless QI E
Ho|A= 27O AFE Z2OYWS ATsl0] T ALE X QIH
Ho|AE ZtESILto 2 AMO 2 BO|H st A YLICE 0]
SME Citrix0f| 2F 2=l L| T},

- 10
Hide taskbar in Seamless Mode HE|A ZEOM XY EAES 57|23 0] M S HEH LT
O] SM2 Citrix0i| 2t HEE L|C}.

HB54.HDX Z2EE MM 74
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Improve KB over high latency CECHR SE0|A CH7| AlZH ZIKBE 7 MetE 7|2 ¥ X
= MEfSL|Ct

Improve Mouse over high latency CEOHR = E0|M Tf7| A[ZH 2 O RAE I M5t= 7|2 23
S8 E MefgL|ct

Auto-connect CEOR =E50M XE2E {F 48 At 7|2 48
ME MEf ol ghdatetLct

¢ Multimedia redirection

* Enable Session Reliability
¢ Enable progressive Display
« Enable ICA Ping

e Offscreen support

255 FH YK S5 7Y
M MdE
Auto-connect selected local LS FH X E A2 HASHH o] SH 2 MEighL|Ct
e Printers
e Serials

e Smartcards
*  Sound

Enable USB storage disks

USB 2EZ|X| CIATE gdotstad o] M-S MEtgtL|CE £
SCH2 HR0AM O 24 & StLHE MEigL Ch

. OfLa

e Yes (Read or write)

¢ Yes (Read-only)
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Enable USB Redirection USB 2|C|HME &y |
7ol M CHE &M & StLHE MEfghL|Ct
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* Yes, redirect all USB devices

¢ Yes, but exclude some devices

® [=E: 423, =2, 2C|2 3 H|C|2 FX| & Hest=
SME ASLICH

Mouse Queue timer ICA = RDP M|MOj A OFRA 7 EIO|HE H7E5I2{H O] g
=2 "E”°“-| Ct OFRA 7 EFO|HO| # Q= 0-99 LT},

H 56 F7I 4% 34
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Maximum Bitmap Cache RDP M| 2| Z|C H|EY FHA|E 2752 T 12801 M 1024 AHO]
O X5 Y=gt

4 pixel Aligned Session Width 44A SEE MM HH|E 2dotst{ ™ o] M S e L|CE

Automatically reconnect sessions at logon? 20 AN SEIO|HENM MM E X522 CiA| HZASH2H
Ol M MEiBILICE O] M2 CitrixOfl 2t A 8 &l L| T},

Automatically reconnect from button menu? N SEIO|HAET H E OO0l M XtS 22 NA0j| CHA| HASH
H O] M S MEHBL|CE O] M2 CitrixOfl 2F M EElL|C}

Account Self-service server MH MR H2E gt ot

Access Gateway authentication method EELR SS0IM HO|ESO| ABO|| HUMATHE HHS MHEH
gLt

Use HTTP for browsing B MO HTTPE &/d%tsta{T o] S M S MENGHLICE O] SME
Citrix0f| 2t & -8 &l L|C},

Alternate address via firewall LotHS Sl CiA| FAE 2datsi2{™ o] SM S MENGHLICE

| &M Citrix0| 2 M-8 & L|Ct

System Menu AL O FE 4-SI2{H 0| S S MEHSIL|CE O] M2
CitrixOfl 2F & -8 & L| Ct

Disable Reset VM VM I E Y S 2 dgstste{® 0] M S MEiBLICE o] M2
CitrixOfl 2t & & & L| Cf.

Show 32-bit icons for the first of connections N EHM A2 NEOo izt 32H|E OO| 22 Y= TtL|Ct O] &M
% Citrix0f| 2+ & g &l L|C},

M MM AHA™E 1 d—ThinOS 8.5 0| AF HHA
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Map Printers

MEfSL|C.

Map Serials MAMOIAZE I 24 2 E FXE XAS2E QASHHEO|
M2 MEELL

Map SmartCards AOE 7IEE A3 MU 2 2|02 M5t o] M S MEfgt
L|Ct.

Map Sound MU0l AR E [ 22 A[A™- MR2ES 2dotota{B ol g5
MEfSL| T

Map Disks Y LIA3E 2gatste{® o] S8S U SLICH MMO| A XK
M ICA UL RDOP HZ 8 USBEEIO|EE AHEo2 HZAE = QUS
L|Ct.

Disks Read Only 27| W& LIAAE 2 datsta{ ol S8 S WEL(Ch

Enable USB Redirection

USBEZIO|HE A Mo Z B|C|HUMSIEH O] SMS MEY
SILICH EECHR SEM 7|2 B 2 M

Exclude some devices &2 MEIDH 42 M0 A
Helg = AsLCh

¢ Exclude disk devices

¢ Exclude audio devices
¢ Exclude printer devices
¢ Exclude video devices

Display on desktop (8.6+)

EEL2 SE0AM thg &8 T StLHE dEeLCh

— [
< Al
¢« None
¢ Desktops
« Applications
e Others

Enable Whitelist or Disable Blacklist

SIO|EC|AEE BYSISZ L S -2 AE S H| 2 dotsta{H Of

SME AR EL|LC} 7| 2% 2 2 Do not enable whitelist or
blacklist7} M1 E# &[0 ! & L|Ct,

® | LE: 0] Mg &/dslslH &X| 7} ChA| A ZHEIL|CL
Enable whitelist &= = Enable blacklistS MBSl M CH2 SM0| &

Al L

¢ Class
« USB Class
« Vendor ID
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Reconnect After Disconnect
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Disable Band EEOR MRFOAM 7|2 88 282 MEigtL|Ct
Disable Band T+A2 24G &= 5G 80211 CH & H| 2 %}8t=
Ol AF2E L Lt 7] 242 Do not disable any band 2} L| Ct

Prefer Band CEO HROA 7|2 4 M S MEfBtL Ot
Prefer Band 742 2M AZA o 2 M =2|E MYt A
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« Open
e Open(WEP)
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LEAP user name 0| M2 EAP-LEAPO| Bt M EEL|CtH XS E EE0f LEAP AL
At o|EE Y=gt
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FAST Type

CEORXMFOAN 7|2 48 SMS HEiSIL|CL O] §M2
EAP-FAST[8.3]0| 2t M- ElL|Ct,

LEAP user name

HBE TEO| LEAP AR 0|28 YRABILICE O] S42 EAP-
LEAPOIBH X8 8 LI},

LEAP Password

MSE EEO LEAP Y= E L™ TL|C} O] F42 EAP-LEAPO]
ot M S EL|Ct,

Server Validate

AAHIOAM M HZo| RE S HASHA ot o] &Holzks
MENSEL|CE O] M2 EAP-TLS X EAP-PEAPO||TF H 2 ZlL|C},

Server Check

M 172 srolsta| B 0| 2fQI2HS MEfgLICt 0] M2

Server Name

AH O|E2 Y=HTL|CL O] M2 EAP-TLS % EAP-PEAPO|| TF

Client Certificate Filename

SCO|UE QS M I 0|52 YHYLIC O] FM2 EAPTLS
of 2t g ELCt.

PrivateKey Client Certificate Password

HSE 2E0| 712l 7| 220|HE ASM =8 Y=gt
O] M2 EAP-TLSOIIZH X 8 & L|C}

TLS Authentication Type CEOR HROM 7|2 8 SMS MERL|CL Ol M2
EAP-TLSO|| 2t M & & L|C},

PEAP TLS Version EEOQR OFUAN 7|2 878 M2 MESL|CL O] M2
EAPTLSOf|2F -8 E L|C},

PEAP Type EEOR2 HFOM 7|2 28 S48 MLt ol 2
EAP-PEAPO|| Tt X 8 &l L|C},

EAP Identity EAPIDE & TtL|Ct O] M2 EAP-PEAP S EAP-FAST[8.3]0]l
Bt Mg E Lt

user hame AHEXLO|E S Q3B CE O] M2 EAP-PEAP X EAP-
FAST[8.3]01l 2+ X -8 & L|C}.

Password Uz E ATHLCL O] FM 2 EAP-PEAP U EAP-FAST[8.3]0| 2t
HMEELCt

Hide Domain =9l % H7|2{H o] ZolztZ MEiStL|CH O] FM2 EAP-
PEAP % EAP-FAST[8.3]0H| 2t M & &l L|C}.

Domain ZO9 0|2 YETIL|CL O] M2 EAP-PEAP U EAP-
FAST[8.3]01l 2+ & -8 & L|C}.

Enable Single Signon SSO(Single Sign On) 7| %% =M5tsta{™ o] eolghs MEHTL

Ct. O] M2 EAP-PEAP U EAP-FAST[8.3]01| BF X  ElL|C}.
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SCEP Auto Enroll

812t 2120 SCEP MH{Z AL 310 AHE A5 M S22 e
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Auto Renewal
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Install CA Certificates
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SE A2l B HE MY 4+ Al SN R MAIBHE 0] &
Mg Mg
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Country =7} 0| E2 YHTL|CE =7} 0| &2 CHEALZ 2Kt2F ALEBHL
Ct.

State Al/E 0|52 gLt

Location X 0| E2 =HetLiCt

Organization

Organization Unit

Common Name e O E(0fl: $TN.dellwyse.com)=2 LHTtLICt EO|E 0|2
U 0| S0 URE AEE = ASLICH

Email oM =25 AHSLIC

Key Usage 7|2 - 7| AHE SN S MEigL Ct

Key Length EELIR S50|M S2t0[UE QIZ A Q| 7| ZO[(HIE)E MEH
ghL|Ch,

Subjective Alternative Name

SCIO|UE QS Al LK Ol F2 LHYLIC Ol & ==, 1P

T2, URL S DNs2t #2 0| F2| S50|H MOIZE()E 7=
7|= 2 A8 dHof gLt

Request URL

CA Certificate Hash Type CEOR S50M ABM MEIHE =I5t= O AHEE= sHA|
wS MEdgtL|Ct
CA Certificate Hash CA AME|HE =0I5t7| 2T MD5 sl A| 2t2 et Ct

Enrolment Password

Encrypt Enrolment Password

ol 2 M 0| gl =13
=g

SCEP Administrator URL SCEP 22| Xt URLS & etL|Ct,

SCEP User SCEP Zt2| Xt AL X} 0|52 YL Tt

SCEP User password SCEP Zt2[X} AL A = E Y& BiLICE

Encrypt SCEP User Password

A= E 2G5t E 0| S8 HUELICH https://

BHL= e
scep.dellwyse.com/CertSrv/mscep_adminOfl A =415t SCEP 2|
Kb AP A} QIS BIE| Ot S = Q2B

SCEP User Domain

SCEP AFE AL =02l S &gttt
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Proxy Settings H2lgd 220 EE ZEA 4FS 2datsta{® o] ol
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Applist Ol S&0M= FHE ZEAE AHESH= OfE2(AH 0|4 0] CHSH
HEE MLt
Enabe proxy protocol with Global, Http, Https, and Socks5 CECH2 S 20f| A Global, Http, Https & Socks57F = TEA|
ZZEES METL|C} Enabe proxy protocol with Global, Http,
Https, and Socks5 EELCH2 =50 A YesE MEISH ZL20|=
Server Name, User Name, PasswordS & #&fL|Ct 257t s
S| RAE=X| O EE 20152 H Encrypt &M MEfTL|CE

Windows Embedded Standard 2*{ A% m Z

WES(Windows Embedded Standard) H™ 4782 HEUSIHH CHS2 LI

1

Groups & ConfigsS = 2|2t L|C}.

Groups & Configs H|O|X| 7} EA| &l L|LC},
Edit Policies =& L2 075 S = LIC
WESE 22Ut

WES H|O| X| 7} EA| & L|C}. Windows Embedded Standard | 22+0|HE H& MH0|= ChS SM0| Z&HE LICE
e System Personalization

» Desktop Experience

e Network

e Security and Lockdown

e Other settings

* Remote Connections Citrix

* Remote Connections VMware

» Remote Connections RDP

* Remote Connections Browser
 Latitude mobile thin client BIOS settings
*  Wyse 7040 thin client BIOS settings

» Device Info

*  Wyse Easy Setup

*  VNC settings

» Domain settings

« BIOS WES 5070 settings

HH 42 793t Z Save and PublishE 2 2/gtL|Ct.
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e Power Saver
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Allow USB Redirection of devices plugged in before ICA Session
start

29

ICAHA3% O{Z20|HA RES d78512{H 0| 4S5 =
LICE O] S ALESHH ICA MM S A|ZSH| To HEE T
X|elusB 2lC|#d s & 4 ASLICH

Enable USB Redirection

2 FX|0| o2t Citrix USB 2/CI 248 2rststei B o §48
REf=

¥ 177. Citrix E2{0| & o & /d

=4

29

Enable ICA Dynamic Drive Mapping

0|5 ICASH E2t0|8 D g S 2galol2{® o] 85 M
L|C}. O] 40| B2 gots|H CHASt E2I0|2 ROl JE E
2to|2 & FIbet = E L o

o= grf# et

H 178. VMware USB 2| C|2] M 31/

=4

Enable USB Redirection

29
2= FX|0f e VMware USB 2| C|H 8 2 g 3tste{® o] &
HME dEL

HH HE 8% 14 Citrix

O H[O|X| & AHE3I Citrix B2 7 HAES W ISLICE Citrix HZAO| ChSt 7+ BF2 HZE FHOf Wt ChE LT

B179. H{ AE 48 748

=4

Connection Name

Auto Launch Connection on Logon

Connection Type

AZE rds 285t 0| SMS MLt EFL2 w0
M LChE &4 S SHHHE dE LT

«  Server Connection
« Published Application
* Store Front

Citrix Server FQDN or IP Address

Citrix M\ 2| IP T4 = FQDNS Y &{sta{H o] M2 MElst
L|Ct. ¥ 32 Published Application 5= StorefrontZ M Ef
St O] 40| EA|E LT
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Fullscreen Mode

371

37|15 29512{H 0| S8 MEL L EF0H2 HwollAM
Chg &4 & StLIE MEfetCh

¢ Use all monitors
e Full Screen

¢ large Screen

e Small Screen

» 1024 x 768
« 800 x 600
e 640 x480

HH 2tH EECH2 Ol EAE HIEE

0

qds|

a3t

A =lH RE0AM EFLE U 7S HZ2detsteiB ol sds
MEfSL|Ct.

Automatically launch this Desktop

AA0| YSotH RS2 2 A|Ze AA|E HHE 23Ol 0| 82 X
ot o] S MEfetLCt

S AR

Delay before trying to reconnect

ChAl 2 A= 5 X e AlZHS = EHRI2 Y H LT} Auto
Reconnect 2+ QI2tS &S Of FM0| EA|E LIC.

Username with domain AFEXLO|ES =0 Q10 HASIHZ™ o] M S MEiStL LT,
Unauthenticated Access OfZ2|A o] M0 Ciot QIBE|IX| %2 HMAE Ho{H O] FMH

= dEEL

Ping before connect

20| §1Z67| Hof Png +%5tei B 0 SN2 MefgL]
ct.

Enable MMR MMRE gd3t EE= H| g otste{™ o] M2 MElgL|Ct

Interactive Mode otd RES 2Hdslste{H o] M MedBtL|Ct

Disable exit on disconnect MMM 2025 20| A A’ S £ 2 HZ2M5I512{H 0] &
M Meigt|ot

SSL Protocol Ol MO M= sSLHZE sESH| Mo Y=zt TEEE AR
2 HMstst7| /3 =3 S 52 et

SSL Cipher O] SM0|M=sSSL HAS F8SH/| Tl Y22l Z2EE AE
2 HMstst7| /3t =3 52 gLt

ol 74 74 M Ad

T_-I -1 g =2 =20 o - RDP

O| H|O|X| & A23|0| RDP E27] HZAS MMet

H181. A4 A4 4 44 -RDP

=M oy

Connection Name AES AlEY 0|52 Y EotE{B o] 32 MEigtL| Tt

Auto Launch Connection on Logon EOQ S AZ22E HAZ AASHE T 0| M-S MEigtL| Tt
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Server Address

NE{ 018 E& P R4S Y2FLILE

SmartCard Login

Use Network Level Authentication (NLA)

Username AI2XFO|EE &S|t
Password S E QB CH

Domain Name

Window Size

% 27|12 HFe2 B 0| §42 MBILICH EBCHE Bl 04
e M 5 otLHE MEighL|Ct

¢ Default

e 640 x480

e 1024 x 768

e 800 x600

1280 x 1024

« 1600 x 1200

« Full Screen

Forward All Printers

H
rin
I=
ru
m
i
o

=

4 HZzE PS5 o] S8 S ML CH

Auto Reconnect

2l 20| AE0| M RDP M-S A5 2 2 THA| A &5t O] &
Hs MEPLC

Delay before trying to reconnect

CHA| HA A =5 K| AT A|ZHS & CHQIZ Y THLICE Auto
Reconnect 2 QIZHS MEASIH O] ZM 0| HA|E L|C}

Drive Mapping

RDP A0l M EEIO|EE |
Add Drive Mapping HE S £2/s1
c}.

|T

. Dpve Letter - EECHR B0 Af £2}0]
c}.

« Drive Type - Ct& E2I0|E R S SHLIE M
— USB Disk or Memory Stick
— USB CD ROM
- USB Floppy

Use RD Gateway settings

RD H[O|EQf0] 28 = ME3t2{T 0] &4

—

A EHSEH [_| |:|-_ RD

o
= =
Server %! Use Remote Desktop credentials for RD Gateway &

O EA|ELILCE,

RD Server RDHO|EQO| ZAE FAE X|HSI2{H O] M2 METHL|
C},

Use Remote Desktop Credentials for RD Gateway RD HO|E%f0|0f CHot ¥ A HIATE X4 SH2 AHESHZH
Ol FME MestLCt.

2Holzto| MEl S F o)
Domain Name S 0| EA|

il
I~
=

RD Username

RD O] EQ|0] 2210] St RD AHE AL Ol S

QladstL| o},

[= B |
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RD Password

RD A[O|EQ0] 2 0l0f CHSt R

RD Domain Name

RD A|O|EQ)l0] 2210f CHst RD =0 Q! 0| &2 YT LTt

Ping before connect

M2 AN X @2 0 F 2| 0] A
‘getste Ol ALEE LI

S
SUS ALBSHH AAR AA

Notify when disconnected ol HZA0| BojE M 20| MESEL
L},

Compression Ol SME A|2AHOM &= 7|52 EdatetL Ct

Low Bandwidth Ol SN2 X2 g=s LELCL

No Grab Keyboard Events Ol M2 2™ RDP MM 7| 2 E el S &d3tetLCt

Speed Level Ol 2M2 &£ =F2 HEAZL|CH

Sounds Ol SM2 MRE M2 Hdst & HEH3tst= O AFEE L
C}.

Encryption Level O] 2ME H|o|e =310 AMEE LICt.

ol 74 Z4d MX ?.A‘| (= I-o

'|"_'| = Od =2 =20 o~ — = T

Ol HO|X|Of|M A HZ 222X E FTtLICE

H182. ¥ ol HH 31 - HelK

e ok

Connection Name HAZ AEg 0|52 YHELICH

Auto launch Connection on Logon

URL

| =]
Kiosk Mode F|QA3 BEZ SABISIE T 0| S M2 MEHSHL|C}
Window Size 372 4-Se{H 0| M S METL T EECHE 050l M
Yot Tol 27| MEigtL|ct

Auto Reconnect

Delay before trying to reconnect

2oL C}. Auto Reconnect

CiA| ¥ 8 Al29| XA AZHZ)E &
ol EHSIH O] S MO HA|E L}

ihﬂd%ﬁ
=11 AMX] __I.I.kl
AH 20 o
T2 Advanced =40 INI DH7HE‘—1‘—§ S5t Linux 22H0|HE &X|0f] MEg = JQSLICL CHE SM0] o]0] +d = FH™ofl=
INI DH 70 & ZESIX| b= A0 ELLCH &5 AN AS e o 70 HEE|X| Q&L L




E183. 15 4™ 7

e ki

No Global INI 0| MEHSIH mt Mo MY INIOf 7 Bi~5 CIR2 2 E5HK| &
&LC
N S2to|HEOf Cis 1S E 20 74X INI DY 7 H =& 2 25t

ThinLinux S8 285 HYSHA T 22 - CH

1 Groups & ConfigsS = 2|3tL|Ct.
Groups & Configs If| O| X| 7} = A| &l L|C}.
2  Edit Policies E &Lt MR & S22 LICH
3 ThinLinuxS £&gfLICt
ThinLinux | O| X| 7} £ A| &l LI T}, ThinLinux ¥ S2t0|HE FM 27H0f= Ct3at 22 40| ZHE LT}
* System Personalization
» Desktop Experience
* Login Experience
e Network
e Security
»  Central Configuration
» Other settings
* VDI Global Settings
» Remote Connections Citrix
* Remote Connections VMware
* Remote Connections RDP
» Remote Connections Browser
e Advanced Settings
» Device Info
BIOS ThinLinux 3040 Settings
BIOS ThinLinux 5070 Settings
Proxy Settings
4 M H4YZS 7’93 F Save and PublishE =& 8HL|Ct,

NESTRIREE Rt

System Personalization H|O|X| £ A23510] A|AH 7HQI M2 A THL Tt

HE184. 7|Ec MM 1M

=4 29
Layout B 2Et0|UEQ| 7|2 E 2f0|0tR =5 27852 O] M5 Y
gUCH EEL2 HwoM 7|2 28 S8 dELh




<

3

o

System Language
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Hide Desktop Icons

EEL2 HwolA ots 83 MEELIC

(S

Hide Google Chrome

HEE SO0l Al Google Chrome 8l 22} X Ot0| 28 EA|S}HA|
toe{H o] FMZ MEdTL|CE 0] &2 Hide Desktop Icons
EECH2 M50 A Customized SettingsS A Eli 5} =Hd 5|E L
Ct,

Hide Mozilla Firefox

HHEH SOl A Mozilla Firefox &l 2212 X Ol0| 2 HA|SHA| &
OoZ{H 0| M E MEABL|CE O] Z42 Hide Desktop Icons =
ECtHR 050X Customized SettingsE 1 EiSIH =S} E L
Cf.

Hide Settings

HHE ot BHOM 278 ¥ Of0| 23 HEAISHK| 22 0| gM=

MEHSHLICE O] &M 2 Hide Desktop Icons =& CH2 O 70| A
Customized SettingsS M B} H 29 SLE L T}

H 190. A ZH A

M Mdd
Desktop Wallpaper 7|2 o4 otHE HASI2H 0| SME MEiRL|CT
Wallpaper File 7|2 4% o4 otHE MEdSiE{™ o] S M S MEdStL|Ct oHY
2| ZX|E2|0] YEEE 0|0[X| 7t HA|ELICH
Wallpaper Layout HiZ o} ™ 2jo|otRS MYt o] M S MEdStL|CH EECt
2 HFolM 7|2 27 HiE 2t 2f|ojotR 2 MERtL|CE 7| &2
o

Hot Keys - HI2 7}7| 7|2t s & 7|55 HI2detot2{B C

ChS ZHQlof Ch3t Bh2 7k7] 7|8 AT LC
NP

. T 2 H ACE/0)H 37|12 29
R ERERCE

= RSPl L

TR

. HHE BR ED)

. U U

. ST A A T S0 2o0 YU BE ZHo| Hg
. BHEIQIM(AIRIN HY) HOIRHS MEoto] 3T ol




H191. 219 34 M

EXE Ay
Auto Login M 20| 9ES AL R | Y §l0| AHEO2 29I6t21BI 0] §
Sg deigc

Enable Banner on Login window

301 2O HiH HAIXIS F45t2{ B o] S HESL

=TT

Banner Message

Enable Banner on Login window 20! 2tS M Ei S} 0 Banner
Message &M 0| HA|E L|C},
201 20| HA|E X0 AFEXF XY HIAE S A3 GHL(C}

Root Password FE Ao E HFSHEH Yo 5 YHetL oL

Thinuser Password NALEA o E HASIHEH Y= E YT CL
E o_I A ?. Al

O| HIO|X|O|M HIEXZ MY S - detLict,

H192. HEY3 E4E 7+

=M A

Wireless Connection Name o4 0|22 Y™t

SSID

SSID(Service Set Identifier) ¢ 22| 0| E2 & TtL|C},

Security Mode

CECHS 050N 27 ARO| MHel Bot DE SHS Metst|
ChofT BEO) ot BE AR YRS YHLITH

HOFAMY 1M

Ol T O|X| & A3t 2ot 34 -5 LIt

¥ 193. USB & 1M

X My

USB Lockdown EEMR SE0M OHE S8 T StLHE MEISH0 USB ZE ALE
= Meretuct
e Allow All
e Deny All

« Deny All Excluding HID
+ Deny Class - USB SX|0f| CHot HMAE HES 5 U= USB
ZHLE 7|ge =z gLt
L E. 0] 4™ 2 ThinLinux 21 0|4 HHH S MsI= M 2
20| Eofl A X| & EL|Ct,

Deny Class

Saj 0] ot USE HAIS HlBERtetE B CH 84 3 of
Lt2 MefgiLic

e Storage




XY FE]
¢ Audio
e Smartcard
* Video
* Printer

H 194. Firewall Settings

Xt My

Firewall Settings EEOR HFoM S SN 5 StLHE MEfL|CE
« No
* Yes

* Yes with script

L E: 0] ™2 ThinLinux 21 0|4 HH 2 AM3lst= M 2
ZiO|HE O M x| ElL|C,

Rules

0| &M -2 Firewall SettlngsE Yes with scrlpti MEHSH A4 2
SHELICH txt IHYUO| QIHIEZ|0f YE2EE|JU=X| O £ E AIE
g 4= JASLCH

M A

Enable Gkey Reset J2MO 2 GKey MAEH 7|%§%§§PE|%%§LLEL X —‘?')—\
'%i %fO” G712 FEH X9 £t A| £7|3tE =8 = AUS
L|C}.

Install Certificates

R0 X ASME MEStATH O] S S MEfEL T

— 1 =]
CEC HFOA ot 2|ZX|E2|0f FItE= IBME MH
St Ct
H196.SSH & H 1M
M og
Enable SSH X0 A SSH(Secure Shel)E 245t5t2{H 0] M2 MEHSHL|

Allow “root” SSH login

E 197.VNC A% 1M

M Mdd
Enable VNC Server VNC MH & 2d3tsteid o] S8& MEfgL|Ch
Require User to enter Password VNC 2= & H75t2{H o] M2 MEdgtL|Ct

VNC Password

<
Z
O
oo
fot
i
ro
il
ot
W
r2
o
o
rx
mjo
mx
18
i
r
imi




M Mdd
Prompt user on VNC session start FAVNC 914 @ EZ 257 2ot Y AKX E 24 2}5t
Mol SMES MeEdgtL|Ct.

S 14 4% 24
O| H[O[X| &

H198. 3% 8 MHE ¢

AEoto] I AMH|, HAO MH, RE Z= Sl elE

AFS R A SRS B,

=4

EE

File Server/ Path

w|x2*=517fﬁ_£$‘5| i'ﬂol M 225 LHSLCL X {E = 2
Z0f|= ftp, http H https7t ZEHE L CF

File Server Username

b A B O HMASHAH AL 0|2 YT C

File Server Password

b AE O KM AT E 2SS LHF LI

Root Path

O| 2EE AZ = Mo ItUo| UM ASH= O AFREIL|ICEH AMR
57| ®Mof| /wix2 C|ME2| O| 20| RE A2 SH20f| Z=J}E L|C}
FE ZA2E MK %2 /wyse?t D2{E LICE

Enable Delayed Update Hi4d O|0|X| EE OEL2 YOG 0|E EE= CHROY0|E Z2A|
25 2dolste{® ol S8 MEigtL|Ct

Delayed Update Server / Path o] o|O|X| 7t Eotel ZECO| MK Z2E LHETLICEH X J g
£ Z2EE0|E fp, http X https?t ZEHE L|C}

Delayed Update Server Username

Delayed Update Server Password

A HEHOIE ME{ O] MM 2517 2t =S LHFLIC

—

Delayed Update Mode X[ AL O|E Z2 M| 20 CHet HH0E REE 27852 T O
SMS MEfSL| O}

Reset to factory defaults O|0|d ZEMA 20 ZX|E £t Al 7|2 AE2 BHSI2{H
ol M2 MeigtL|Ct

Allow base image downgrade

71Ef 278 8
O T O|X| & AFB3HY 7|Ef 8 & THERLIT

H199. 7|Et 2% 78

=4

Auto Power-On




=4 A

@ |*=E: 0] 42 ThinLinux 2.001 M & X| A&/ X| &LIC.
Power Button Action EELOR M ROAM CHS S8 5 SHLEE MEISHLICt

* Interactive

. AR

. ZC'?—E

« None

0| SMS MY HES 5 0 +3s T2 Hogc

DHCP Vendor ID DHCP S=YKM IDE 1E‘ Ol & MeigtLCt 7|2 &

AH D= wyse- 5000%

Browser Homepage Hal2Xx ZL|0|X| £ BZste{H O] FMS MEHBIL|CH 2Bt
X SHO|X|2 MN3l2{ @ Yst= URL FA= Q2stLCH
Display Lock Screen Timeout CECR2 070l C|AE2 0] &3 2tHe| A2t Mot gf2 MEd
St Ct
L E: 0| M2 ThinLinux 2.1 0| & H{H g Maisi= 4 2
20| H E ol A X[ ELICE,
pole-SP Ad
vDI MY A ¢/
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Interactive Mode

SSL Protocol
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laNULL:KECDH+AES:ECDH+AES:RSA+AES:@STRENGTH.
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Disable exit on disconnect
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¢ Never connect to untrusted servers
¢ Warn before connecting to untrusted servers
« Do not verify server identity certificates.
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Data Type - =Xt
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Description — WMS A{H| FQDN

0| Ef 1= Wyse Management Suite AlHf URLS 7+2| I—| Ct. of:
wmsserver.acme.com:443. 07| A wmsserver.acme.com2 Wyse Management Suite
b 2R E Mol FrztEl =0 Ql O| S YLICH =8 S22 22 Wyse
Management Suite0] ZX|E 5E5t7| fot 3= HE2 22 E2| Wyse
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Name - MQTT
Data Type - =Xt
Code - 166

Description — MQTT A{H{
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Compliance Status
Device Name
WIE10Device1

Device Type
Thin Client (Wyse 5020 thin client)

0S Version
Win 10 Enterprise 2015 LTSB

Last Logged In User
WIE10Device1\Admin

Cenfiguration Group
test11

Agent Version
121125

Summary System Info Events
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Current log updated at: 6 days ago
To download log file, click here.
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Windows 2@ XX EE= Windows Embedded & & HM|A|0| A O] 22 H&St2{ ™ NET Framework 455 & X|5}{OF 2fL|C}.

FH:
e Windows &M 24 714
o FEMDzdes HEY Y
. EM 2T s HET|O KT AL

Windows 4 Z2HE 4312 H 52 YL

N

C:\Program files\Wyse\WDA\bin\<DWirelessProfileEditor.exe>Z 0| & & L|C}.

2 exetYZ ORA QEZ Ctx=2 223} L2 Run as administratorS M &3 L|Cf,
Wireless Profiles Password Editor 0| FA|E L|C}.

3  BrowseS 2ol M XML Z2E S XMEE X E ME{ELICE

4 SaveS E2TLCt.

5 Profiles EECH2 SE0AM F4 HEJIE MEdSL|CH

=
Z 23 42 Change password £ S2/510] 2= E H
6 Export WIFI ProfilesE 22/¢t0f Z2Z 3 XZ&etL|Ct

o}l 2 Wyse Management Suite ¥ 3! C[O|E{
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17|12 g5t thaS YL

-

®| CE LR QIHIE 2| T|O|X|Of|l M 7} X et FX|2 LM 5

£ 4

T4 s HY

1 C:\Program files\Wyse\WDA\bin\<DWirelessProfileEditor.exe> £ 0| &g L|LC}.
2 exeIlYS ORA QEZ Ctx2 Z 213} |2 Run as administratorS A B $FL|C}
Wireless Profiles Password Editor & 0| EA|E L|Ct.

ALt



DN

Export Profiles

C\Users\Administrator\Desktop\New folder\New folc| Browse | | Export WIFI Profiles |

Profiles Listing

Profiles | WEP - 64bit ~| open
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[ Hide password 1 Profiles found
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[N}
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BrowseE 22|51 M XML Z2E 2 N &E (X & MEghL|C}

Export WIFI Profiles M2 £&2/2HL|Ct,
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DHCP &M Ej1

@ | =E: 074 2ok 0] Tt XpMIst L 8-2 Wyse Device AgentE HZ3IH A 2.
DHCP &M Ef 15 Y 45ta{ ™ T3S A LI
1 Server Manager& ¢ L|C}.
2  ToolsZ 0|53} 0] DHCP option2 = &|&tHL|Ct.
3 FQDN>IPv4Z O| S50 IPv4S Orf 2 QEX thEz Z2letL
F DHCP
File  Action ‘iew Help
e nm 6= HE &
? EEHCP Option Mame “endor Walue
v g S, Iowt -com =] 003 Router Standard
v e
v @ Display Statistics... JNS Servers Standard
JME Domain Mame Standard
Mew Scope.., Joot Server Host Marme  Standard
Mews Superscope.., Footfile Marne Standard Boothaaey
Mews Multicast Scope..,
- Caonfigure Failower..,
. Replicate Fail S
@ eplicate Failaver Scopes..,
: i Define User Classes..,
3 P Define Vendor Classes..,
Recaoncile All Scopes..,
Set Predefined Options...
Refresh
Propetties
Help
13 16. DHCP
4 Set Predefined OptionsS = 28t L|C}.
Predefined Options and Values & 0| ZA|E/L|C}.
5 Option class = &LCt2 55 0{ A DHCP Standard Option 2t = A &i3tL|C},

Policy Marne
Maone
Mone
Maone
Mone
Maone



Predefined Options and YWalues ? et

Option clazs: DHCP Standard Options
Option name: IEIEIE Time Offzet j
Add. Edt. | Deete |
Description; ILITI: offzet in seconds
—Walue
Long:
=0

k. I Cancel

Jg 7. A EelE g &

6 AddE 2=gLCh
Option Type & 0| FA|E L|C}

Option Type ? x
Clazz: Global
M amne: I
Drata type: IString ﬂ v Amray
Code: I
Description: I
Ok I Cancel

]

2l18.2M 949

S-S DHCP server B M &= DHCP scope B¢l S M 0| Z=718l0F gLt

DHCP &M Ej1 3+

r

« 165 Wyse Management Suite A|[H{ URL &M E} & ‘d-ddst
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a LChS 2t2 Y™stn OKE S&letL Lt
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a

EXE—wMs FODN

0fl: WMSServerName.YourDomain.Com:443

Predefined Options and Values

Option clags: |DHEF‘ Standard Options ﬂ
Option name: | 165 w5 j
Add.. Delete |
Description:; |WM S_Server
" alue
String:
Wb 5 Servertd ame. Y ourD omain. Com: 449
(] 4 | Cancel

12 19. 165 Wyse Management Suite A|H{ URL &M Ej1

=]
- O|E-MQTT
- OOl /¥ - 2Xt<g
- 3AE _166

- HY-MQTT AH

ChS ¢f2 2385t OKE E8/2 L ot
2XAY—MOTT FODN

0f|: WMSServerName.YourDomain.Com:1883




Predefined Options and Yalues ? *

Option clags: IDHEF‘ Standard Options ;I
Option name: |1E'-E MOTT Server ;I
Add.. Edi. |  Delete |
Drezcription: IMDTT Server
—alue
String:

bl 5 Servertd ame. Y ourD omain. Com: 1853

] I Cancel

13 20. 166 Wyse Management Suite A|[H{ URL &M Ef 1

167 Wyse Management Suite CA Validation A/H| URL &M Ef 1S MMstaiH Ct28 gLt

a Cf3 2= Y8st1 OKE 2L/t

O] £ - CA Validation
- HOIH fd - &AL
- IE 167
- A9 - CA Validation

b S U= Y5t okE S &L CH

2 XY —TRUE/FALSE



Predefined Options and Values

4 pod

Option clagzs: IDHEF‘ Standard Options ;I
Option name: |1E'-.'-" CA Y alidation ;I
Add... Edt. |  Delste |

Degcriptign: IE.":". Walidation
—"alue

String:

|Fx-‘-.LSE|

(] 4 I Cancel
2% 21. 167 Wyse Management Suite A|H{ URL M Ej1
199 Wyse Management Suite 1& E& A{H URL &4 Ef1E ddst2{H L2 2 s>l L O

a CH2 2 ==
- og-18E2
- HOlH 7 - 2XtE
- 3IALE -199
- 89 18 EZ
b CHS2te Y2etn okE 2T

2 A E—defa- A 2|
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Predefined Options and Values

4 pod

Option clagzs: IDHEF‘ Standard Options ;I
Option name: |1EIEI Group token keyp ;I
Add.. Edt. |  Delste |

Description: IGr-:uup token key
—"alue

String:

defa-quarartineg

(] 4 I Cancel

13 22. 199 Wyse Management Suite A|tH{ URL &M Ej 1

DHCP &M Ef 1 49 &L 74




@l LE. N7 Hot

Server Manager

£ gt
ToolsZ 0| &3}0{ DNS option=

DNS SRV 2| ZEE g5t Ct2S ™ALt

Zaistct,

=2 -

DNS > DNS Server Host Name > Forward Lookup Zones > Domain > _tcp2Z 0|55} 11 _tcp optionS Ot A QEZ CHE

gL,

.1_% DNS Manager

File  Action  View Help

L e AR5

£ DMS
v i

v

~

=
|
=

HIXEe=z HE § 8E
Marne Type
; A Lookup 7 Q_gc Service Location (SRW)
fvwar d COKUp £ONES Q_kerberos Service Location (SRV)
é} msees Q,kpasswd Service Location (SRY)
& 8 rsdes Q_Idap Service Location (SRV)
j sites E_WDMSEN\EE Service Location (SRW)
B _te
0w Mew Host {8 or 20008,
| Do Mew Alias (CHAME)..
[ Fo Mew Mail Exchanger (M.,
Rewerse Lt .
X Mew Domain...
Trust Pain .
Candition Mew Delegation..,
Other New Records,.,
Wien »
Delete
Refresh
Export List...
Help

173 23. DNS 2| X}

Other New RecordsS &2 ¢tL|Cl.

2|
Resource Record Type & 0|
Service Location(SRV)= M

HA|E LI
EH
EH

St Create RecordE 2 2/3t 2 Lt 2 =T

Data
[0](100][3268]
[0](100][28]
[01(100][464]
[0](100][389]
(010710

Timestarmp

o 10-08-2017 19:30:00

10-08-201712:30:00
10-08-2017 12:30:00
10-08-2017 12:30:00
static
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a  Wyse Management Suite A|H 7| S 2 M-d5l2{H C2 Al

Resource Recard Type

Select a resource record bype:

Fouke Through (RT

Service Location |

Signature {3IG)

Texk (TXT)

el Known Services (WS
.25

Descripkion:

Service (SRY) record, Allows administrators to use several servers
faor a single DMS damain, to easily maove a TCPJIP service Fram one
host to another host with administration, and to designate some
service provider hosts as primary servers For a service and okher
hosts as backups, DMS clients that use a SRY-tyvpe query ask far a
specific TCPfIP service and protocol mapped to a specific DMNS
domain and receive the names of any available servers, (RFC 2052)

Create Recard. .. I Cancel

-
(=X
3

MH|A - _WMS_Mgmt
Z2EE - _tcp

EE HZ - 443

Of ME|AZ |

5= SAE - WMS AH 2| FQDN



Mlews Resource Record

Service Location [SAW)

Hozt offering thiz zervice:

Damaity: |_ |
Service: |_wMS_MGMT v |
Protocal: |_t|:|:u w |
Pricrity: I:I
wigight: I:I
Port rurnber:

|FEJDN of WMS zerved

[] Allow ary authenticated user to update all NS records with the zame
name. Thiz zetting applies only to DMS records for a new name.

Cancel Help

3 25 . _WMS_MGMT Af{H|A

b MQTT MH 7|E2 4dst2{8 O3 42 Y8 T

MH|A - _WMS_MQTT
Z2EE - _tcp
ITE HS 1883

0| MH|AZE M Z8H= SAE - MQTT AH 2| FQDN




Mlews Resource Record

Service Location [SAW)

Darmnait: |

Service: |_wMS_MOTT v |
Protocal: |_t|:|:u w |
Pricrity: I:I

wigight: I:I

Port rurnber:

Hozt offering thiz zervice:

|FEJDN of MOTT served

[] Allow ary authenticated user to update all NS records with the zame
name. Thiz zetting applies only to DMS records for a new name.

Cancel Help

3 26. _WMS_MQTT A{H|A

6 DNS > DNS Server Host Name > Forward Lookup Zones > Domain2 £ 0| S &} 11 =912 Ot
7  Other New RecordsE 2 2!¢L|Ct.
8 Text(TXT)S M EiS|1 Create RecordE 22|%t = CHS S £l TtLICH

[>
to
i
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a  Wyse Management Suite 1§ EZ 7| &2 Mdsta{H Ct

-
[
3

Resource Recard Type >

Select a resource record bype:

Route Through (RT)
Service Location (SRY)

Signature ESIGi

W'ell Known Services (W)
x.25 W

Description:

Texk {TxT) record, Holds a string of characters that serves as
descriptive kext ko be associated with a specific DMNS damain name.,
The semantics of the actual descriptive text used as daka with this
recard byvpe depends on the DMNS domain where these records are
located, (RFC 1035)

I Create Recaord. .. Cancel

olo
g
mo
o
i
Ot
kJ
(@)
X
mjn
ulu
i
ot
-
n

+ 7| 0|8 - _WMS_GroupToken
. HAE_ WMSIEEZ




Mlews Resource Record

Text [TT)

Fecord name [uzes parent domain if left blank):

|_WI'-.-15_I3F!EILIF'TEIKEN

Fully qualified domain name [FODM]:

|_WMS_I3FHEILIP'TEIKEN._

Test:

W5 Group toker|

Corca

1%l 28 . _WMS_GROUPTOKEN 7| & 0|2

b Wyse Management Suite CA Validation 7| &2 ‘4 4st2{® LIS /2 YL HD OIS OKE 22/etL L

. 7|2 0|2 - _WMS_CAVALIDATION
. EAE _ TRUE/FALSE



Mlews Resource Record

Text [TT)

Fecord name [uzes parent domain if left blank):

|_WI'-.-1 S_CAVALIDATION

Fully qualified domain name [FODM]:

|_'W'M S_CAVALIDATION.

Test:

Falzel

Cancel

12l 29 . _WMS_CAVALIDATION 7| & 0|2
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ZE|Xt ZEOM DOS ZEZEE FL O
CIME2|E c:\Program Files\DELL\WMS\MongoDB\bin2 2 HZSIL|LC},

mongo localhost -username stratus -p —--authenticationDatabase admin

=

£ 3 - MongoDB shell version v3.4.10

A E LHYLIC

Ny

=
=9-
» connecting to: mongodb://127.0.0.1:27017/localhost

¢ MongoDB server version: 3.4.10

U= use stratus

£ 3 _ switched to db stratus

> db.bootstrapProperties.updateOne( {’name’: ‘stratusapp.server.url’}, {$set : {’value’
“https://IP:443/ccm-web”}} ) BHES YHSL|C

£ 8 - { "acknowledged"” : true, “matchedCount” : 1, “modifiedCount” : 1}

> db.getCollection (’bootstrapProperties’) .find ({’'name’: ‘stratusapp.server.url’}) dHEEZ Y E—T‘;"
L{Ct.

£ - {"_id": Objectld("5b97905e48b7b7e99ad22aa6"), "name" : "stratusapp.server.url’, "value" : "https://IP:443/ccm-web",
"isActive" : true, "committed" : true }
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