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Wyse Management Suite Feature Matrix

The following table provides information about the features supported for each subscription type:

Table 1. Feature matrix for each subscription type

Features

Wyse Management
Suite Standard

Wyse Management Suite
Pro-private cloud

Wyse Management Suite Pro-
cloud edition

Highly scalable solution to manage thin Free up to 10,000 50,000 devices and more 1 million devices and more
clients devices

License key Not required Required Required
Group based management v v v
Multi-level groups and inheritance v v v
Configuration policy management v v v
Operating system patch and image v v v
management

View effective configuration at device level v v v
after inheritance

Application policy management v v v
Asset, inventory and systems management v v v
Automatic device discovery v v v
Real-time commands v v v
Smart scheduling v v v
Alerts, events and audit logs v v v
Secure communication (HTTPS) v v v
Manage devices behind firewalls Limited* Limited* v
Mobile application X v v
Alerts using email and mobile application X v v
Scripting support for customizing X v v
application installation

Bundle applications to simplify deployment X v v
and minimize reboots

Delegated administration X v v
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Table 1. Feature matrix for each subscription type(continued)

Features

Wyse Management
Suite Standard

Wyse Management Suite
Pro-private cloud

Wyse Management Suite Pro-
cloud edition

Dynamic group creation and assignment X v v
based on device attributes

Two-factor authentication v v v
Active directory authentication for role X v v
based administration.

Multi-tenancy X v v
Enterprise grade reporting X v v
Multiple repositories X v v
Enable/disable hardware ports on X v v
supported platforms

BIOS configuration on supported platforms X v v
Export and import policy configuration X v v
Repository assignment to application policy X v v
Shutdown commands for thin clients v v v
Wyse Management Suite console timeout X v v
Policy order X v v
Streamlined the application selection as per v v v
the operating system

Option to configure alias X v v
Subnet mapping v v v
Batch upload X i v
Dynamic Schema Configuration v v v
Enroliment validation v v v
Select group for ThinOS X v v
Wyse Management Suite Repository X v v

@ NOTE: *The asterisk indicates that you can manage the devices by using Wyse Management Suite only in a secure
firewall work environment. You cannot manage thin clients beyond the purview of the firewall settings.
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Prerequisites to deploy Wyse Management Suite
on the private cloud

Table 2. Prerequisites

Description

50,000 devices or 120,000 devices or
less less

10,000 devices or less

Wyse Management Suite
- Software repository

Operating system

Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 Standard

Supported language pack—English, French, Italian, German, Spanish, Japanese, and Chinese (preview

release)
Minimum disk space 40 GB 120 GB 200 GB 120 GB
Minimum memory 8 GB 16 GB 32 GB 16 GB
(RAM)
Minimum CPU 4 4 16 4
requirements

Network
communication ports

The Wyse Management Suite installer adds Transmission Control Protocol
(TCP) ports 443, 8080, and 1883 to the firewall exception list. The ports are
added to access the Wyse Management Suite console and to send push
notifications to the thin clients.

TCP 443—HTTPS communication

TCP 1883—MQTT communication

TCP 3306—MariaDB (optional if remote)
TCP 27017—MongoDB (optional if remote)
TCP 1121"—Memcached

TCP 5172, 49159—End-User Management Software Development Kit
(EMSDK)—optional and required only to manage Teradici devices

The default ports that are used by the installer may be changed to an
alternative port during installation.

The Wyse Management Suite
repository installer adds TCP
ports 443 and 8080 to the
firewall exception list. The
ports are added to access
the operating system images
and application images that
are managed by Wyse
Management Suite.

Supported browsers

Internet Explorer version 11
Google Chrome version 58.0 and later
Mozilla Firefox version 52.0 and later

Edge browser on Windows—English only

The Overlay Optimizer version 1.0 and installation scripts are provided with the Wyse Management Suite Installer. Administrator must
run the scripts to enable the Overlay Optimizer to be made available in Wyse Management Suite.
The Dell Secure Client version 1.0 installation scripts are provided with the Wyse Management Suite Installer. Administrator must run
the scripts to enable the Dell Secure Client to be made available in Wyse Management Suite.

@ NOTE: WMS . exe and WMS_Repo . exe must be installed on two different servers. You must install the Wyse Management
Suite remote repository for the public cloud. For private cloud, you must install the Wyse Management Suite remote
repository and local repository. The software can be installed on a physical or a virtual machine. Also, it is not necessary
that the software repository and the Wyse Management Suite server have the same operating system.
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Wyse Management Suite Repository

Registration
O Register to Public WME Management Portal

WIS Management Portsl
https-{/<fgdn> <=Port>/ccm-web

O Walidate server cerfificate authority @

MQTT Server URL
Mate: This field |s only reguired when registering o WS Server verslon 1.0. Later versions

automatically retriese mgit url fram e senver.

WMS Repository URL
hitps:it ccom: 443 iwms-repo

Change Reposhtory URL?

Admin MName

Admin Password

Repository Location

‘ersion: 1.3.0-40538

12. BEF O FEMA

5. B &Y v o LTBEEHBLEST, YTV VoI5 FTRIEFEET>TVLAHER. X TY vy s WMS BEEKR—2 A D
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Wyse Management Suite Repository

Registration
B4 Register to Public VWMS Management Portal

WMS Server

hitps:iit .comicom-weh j

WS Repository URL
hitps: _com:443wms-repo

e Repository URL?

Admin Name

Admin Password

Repository Location

Wersion: 1.3.0-40828
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Wyse Management Suite Repository

Registration

WMS Management Portal

‘ hitps:/As e _com:443/ccm-web ‘

WMS Repository URL

‘ hpS: /A s com:443/wms-repo

MQTT Server

top-//IE . Comi1883

Repository Location

‘ C:\RmoteRepo1 ‘

Version: 1.3.0-402838

14. B8R IC R
8. Wyse Management Suite R—2 VOXDBEET. Y E-—FYKRT ) OBFERINEERL 9.

Portal Administration — File Repositories

Console Settings ¥ User instructions

Active Dirsctary (AD)} # aAutomatic Replicsson @

App Filtor M

Ajrl Clasaiication

ity Gaerwyety &
Crtiedded PG Active HamelURL Last Check-in Version Fiies Notes Others
Rogislr st
Concument File Downboads: 5
Wake on LAN: Yes
Fasi File Upload & Download (HTTP): No

Waldation: No

Fxtarmind App Soavicos " s | WURAEIE §
-, Local repestory - WHASIF11 " ae
< CAWIAEL aealRepa A A "

Concumrent Fie Downloads: 5
Wake on LAN: Yes
1, - P 1
] :'Il‘: J'f .ﬁ?; m“’gﬁ,‘f*,l 5 hours ago 2.0.0 62 Fast Fie Upload & Download {HTTP): No
o inug il Ll Cerlificate Vasdation: No
Sutnets-100.106.66.%, 100.106.63 %

Othar Sengs

Thin Clicnés.

it Filr Downboads: 5

AN Yes

ad & Download (HTTP): No
dation: Mo

106 .63 .x. 100.108.66.x

Foradict

WS Repo - Repoip 10 % howrs ago 2.00 T

Tweo-F acior -
hittps:7100 106,66 10;443

Authentcabon

Regans

s

B15. K—2 V TOEFICKI)
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v Server SSL Certificates: enabled SSL Certificate Guide

Current Certificate
Issued to: _com
Issued from: com

Valid to: August 18, 2118

PKCS-12 Key/Certificate Pair
Upload HTTPS PKCS-12 (.pfx, .p12). Apache intermediate cerfificate is needed for
IS pix.
PKCS-12 file

2. com *

Password for PKCS file

Intermediate certificate €

Browse. ..

Upload

X 16. SIBAZ D7 v 70—k

10 - HBRBL. 7v 70— Fsh-TBREBNERENET,
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~ Server SSL Certificates: ensbled

Current Cerfificate

SSL Certificate Guide

Issued to: *

OO

Issued from: SHAZ58 CA - G3

Valid to: June 7, 2012

PKCS-12 Key/Certificate Pair

Upload HTTPS PHC 5-12 [.pfx, .p12). Apache intermediate certificate is needed for
15 pfa

PKC5-12 file

m*

Password for PECS file

Intermediate cedificate €

17. SSL SERRE 0 5%t

M. Wyse Management Suite "ECBRIMBEF L E T 54 X—F F x {4 VEBAETEMNCE > TWAEEHEIE. Wyse Management
Suite ) RY b H—NICEERAE%E 7 v 78— K L T. Wyse Management Suite CA D ERFEREIRIETE £ 9.

~ Trust Store Certificates

Trust store location:

C\Program Files\DELLWMSRepositony\jdk1.8.0_152\jrellib\security\cacerts
Uploaded Certificate Alias Names:
Mone

Upload WMS Server certificate to trust store (CER format)
Certificate

.
Browse. ..

Upload

E18. 5 2 2 + 7RIS
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FIE

1. LRoOEEE-FTDOS 70 7 M EHE £ 7.
2. 74 L2 Y% cC:\Program Files\DELL\WMS\MongoDB\bin CZE L ¥ 7,
3. DA< > F%EANAL £9 : mongo localhost -username stratus -p --authenticationDatabase admin
5 — MongoDB shell version v3.4.10
4 ~N2TJ7—-FEAALET.
Ho—
connecting to: mongodb://127.0.0.1:27017/localhost
MongoDB server version: 3.4.10
5. A7 : use stratus
i1 — switched to db stratus
6. RDI1<v> FEAHALZFEFT :> db.bootstrapProperties.updateOne( {'name': 'stratusapp.server.url'},
{$set : {'value' : "https://IP:443/ccm-web"}} )
H — { "acknowledged" : true, "matchedCount" : 1, "modifiedCount" : 1}
7. ROA<2> FEAHALFEFT : > db.getCollection('bootstrapProperties').£find({ 'name':
'stratusapp.server.url'})
H — {"_id" : Objectld("5b97905e48b7b7e99ad22aab"), "name" : "stratusapp.server.url", "value" : "https://IP:443/ccm-web",
"isActive" : true, "committed" : true }
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