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Make it yours
Your Microsoft account opens a world of benefits. Learn more
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3737 mm (147 4 > F)
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ARV=T 4 VIV AT L

HR—PENTWAIARV=T (VT VAT L

Windows 10 Home (64 € v k)
Windows 10 Professional (64 £ v k)
Ubuntu

Windows 10 National Academic

X EY DR

®4. 2T ot

BR Lan:
BEXEBR 4GB
BAXEBR 52GB
20v kY 2

28y PTELCHR—PIhB3RAXEY

XEYAF T3

247

RE

K—bEatxo %

E ) 5 el = I N

20v MERK1:4GB
20v MER2:8GB
20y MERK3:16GB

4GB (4GBx1)

8GB (4GBx2 #1z [ 8GBx1)
12GB (4GBx1+8GBx1)
16GB (8GBx2 1116 GBx 1)
24GB (8GBx1+16GBx1)
32GB (16GBx2)

D »EF:2EY EVa-VREFRIC TRIBRAEEL ¥—V
(CRU) D7y 7o L—FTE%7,
Fa17IF % ) DDR4

HEBRK1: 4 > T VEE 9 i5/7 1F 2666 MHz
REEE2: 41 T NVEIQHKIZ/M4 > T I Pentium Gold/ A
> T ) Celeron (& 2400MHz

L] L[]
SHEB -
Ay b7=2 RJ-45 £—F (1)
usB USB 3.1Gen1 £—F (2)
USB2.0 K—F (4)
Audio Ny Rty b(ANyRT74x2E24 000 K )KR=F(1) 5
A2 ANA/5AVHA/=49 Crvo (1)
S HDMI1.4b K=k (1) & VGA £—F (1)
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uSIM (=428 72954 XN=ERIEYVa-L) H-F X
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YLAR PClex16 ¥R —F 218y b (1) PClex1¥E3RD—F 28 v k
(2% BEUPCIZOY F (1)

mSATA 20 v b ZH% L

SATA 28 v b 354 FHDDHASATAZO Y F (1) # 7L 3> D254 2 F
HDD FHSATA 2B v b (2) ODD A SATA 2O v b (1)

M.2 . 1XWi-Fi & & U Bluetooth @2 > £ 5 — K M.22230 2 O

v b

NVMe/ 4 > T IV Optane A M.22230/2280 28 v b+ (1)

D *»E: 82824 TOM2H— FOBEDFEMIcOV
T, F Ly ¥ N—28FE SLN301626 8B L T E &
t\o

BIE

{f=% 2y b

5% 7. Ethernet O %

E L] 1]
Model number ( € F L &S ) REALTEK RTL8MIH PCl-e ¥ ¥ v k Ethernet 1> hB—3
iz L — b 10/100/1000

TJ4XY VR EVa—=WM

#8.74¥ V2 EVa—-HEE

B &
Model number ( £ 7 V&S ) Qualcomm DW1707
R L — b B K 150 Mbps
K= b Ih TV S EREFE 2.4 GHz
T4 L 2B WIFi 802.11b/g/n
Wi-Fi 4 ( WiFi 802.11n )
EES AL . B4E v F/128 €y b WEP
AES-CCMP
TKIP
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https://www.dell.com/support/article/sln301626
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Bluetooth Bluetooth 4.0

€75 #

FKO.BFHII71v o2 h—FoitiR

BHS574v92n=F

aybte-5 HEBT 4 2TV 4 S XEYHAZL XEVDRL T
NVIDIA GT730 1*HDMI/1*VGA/1*DVI-D 2GB GDDR5

NVIDIA GT1030 1*HDMI/1*DVI-D 2GB GDDR5

NVIDIA GTX1650 1*HDMI/1*DVI-D 4GB GDDR5
R10.ABT 77 ¢4 v 7 DR

RNET771v22

arvie-—-3 HEBT 1 2TV A IS XEYHAZ oty H—
{>TNMUHDB30 77 7 4 HDMI14b K—b (1) HEY 2T LXEY BRI T WL
v 2 Core i3/i5/i7

{4 >7WUHDG610 2 7 4 HDMI14b K—=F (1) HEL 2T LAEY Intel Cel. PDC
v 2

T—7 4 DR

BN =T 1 # DR

R iR
Jrbhto-3 Waves MaxxAudio Pro
247

4F v FIWVHD A =T 4 #
BAT IR 4 RESR-—FTE328y 9 #—F4
bV R
BEEaAr—hn—
2AT7bA~Ny Rty b/ 24000 K

A=Y

BEWVDIYE1—2-—TR. LTFTOWThhoBENTR—bEdhTWET,
354F "=RES4 T (1)
M.2 2230/2280NVMe V) v K2 F—F K54 7 (1)
354 0F N=FRI4 7T (1) BLUM22230/2280NVMe VY v R2F—F K54 7 (1)
354 YF N=FFES4 7 (1) M22230/2280NVMe V) v FZ2F—=F K547 (1) 8&U254F n=FEFEZF4 7 (1
13 2)
AVE2—3—-DT74<2Y B34 713, 2 L=—VBRICELVEEZNET. M2 R34 ThBHIhTWA3 > E1—2-T
F. M2 R4 TDHTI54<) FI34T1C%D, M2 RS54 ThBHIAhTVWEWIYE21—2—T@E. 354 >F n—F K3
17072524 =Y R34 7105V FET,
#12. 2 b L= DR
2bb=VDs47
354 FA=FEI47 (1)
2.5</72>

4 28=7z242D3%4 7
SATA AHCI. &K 6 Gbps
SATA AHCI. &K 6 Gbps
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2bL=VD4s47 A 28=2242D%4 7 7E
M22280 VY vy RRF—F K547 (1) PCle Gen3.0x2 NVMe. £&X 16 Gbps
9.5 mm Slimline DVD+/-RW K 54 7 (1) SATA AHCI. £ X 1.5 Gbps

7o+ v ¥ otEk

@ XE: Oty —BBR. "7 r—v 20RETRHVER A, 70ty 4—DaAHREHE LS V. HgPEIC &
S TERLB3BENHNET,

£13. 7ot v 4 O

247 UMA S 57 ¢(v792

{ T IESHA Celeron 7O+ v H—G4900 (2MB ¥ ¥ v > A YT UHD 7574 v 2 2610(HREIT5714v 22 XEY
2.237.22bvy R, 54W, 31GHz) B4 )

4> TVE SR Pentum Gold 7Bt v #—G5400(AMB ¥ % 4 TN UHD 774 v 2 2610(HRETI7 74902 2EY
v a, 237,42y K, B8W. 3.7GHz) BE )

4 TFNESHNK Corei3-8100 7Oty H—H(6MBFrvyia, 1 FNVUHD T I 74 v 092630 HRBIT274v 22 AEY
427,42y . 6B5W. 3.6GHz) BE )

4 TFNESHNK Corei5-8400 7Oty H— (9IMBFr vy A VFNVUHD T I 74 v 02630 HRBIT274v 22 AEY
2.637.6A2Ly . 6B5W. 28GHz (HRA4.0GHz)) BE )

{ > T IWESHA Corei7-8700 7Ot v — (2MBFxv> A YFTIMUHD I 574 v 22630 HETS574 922 xEY
2.637. 122y K. 66W. 32GHz ( &K 4.6 GHz)) £H )

{ YT IE 9t Celeron GA930 (2MB ¥ v v ¥ 2. 237, 2 1‘/?» UHD 72524 v 2 2610(HBI/Z274v 22 XEY
2L v k. 5B4W. 32GHz) )

1> 5 W8 9 # Pentium Gold G5420 (4MB % v v a2, 23 A >TMUHD 7974 v 2 26I0(RABT 774 v 22 AT Y
T.42L vy F. 54W. &K 38GHz) EH )

£ YT LE MR Core3-9100(8MB % ¥ v 1.437. 42 1‘/\?» UHD 7274 v 2 2630 RBEIT 274 v 22 xEY
Ly K. 65W. 3.6GHz (A 42GHz)) =R

4> TVEIHR Coreib-9400 (IMBF¥ v v ¥ a2, 617, 6 1‘/?» UHD 7274 v 2 2630 BT 774 v 2 2 X T
2Ly R, B5W. 29GHz (®&A4.1GHz)) B )

4> T VE I Corei7-9700 (12MB ¥ ¥ v a2, 827, 8 1‘/?» UHD 7274 v 2 2630( BT 774 v 2 2 xEY
2Ly R, B5W. 3.0GHz (]RK4.7GHz)) B )

VAT LERNDI RV X

F14. 327 LERDI X2 %

SR La:

M2 347 & M.2 PCle SSD/7 4 ¥ L Z A M.22230/2280 (# 73 3 > )
YT IWVATA(SATA) 2427 % 4 SATA 3.0 K=t (F]RK6Gb/s)

PClex16 20 v k PCle X16 (1)

PCleX1 20 v b PCle X1(2)

PCI PCI (1)
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@lx-E:TPMSKU TOPCI 2Oy b # K-

BREE DT

x15.8Ff21=v

BR i
ANBE 100 ~ 240 VAC. 50 ~ 60 Hz
7y bR 290 WPSU (APFC 7 L L »¥)

t*a)74 ~"=F0=zx7

K16. t¥2YT( N=—FIz7
BR

290 W PSU ( EPA Bronze )

i

t*aUT 4 HW

ETIESE L IRIBA DER

F17.EDIETF E RIEA OEE
BR

BIOS#EHDT—2 74 7 (tF2178EE)

Computrace BIOS T—Y = >~ b @ # K — b : Computrace & &
Uf Proactive Systems BIE DM % # K— b
DBERTPM20(F 7Y 3 )

BIOS I & 3 TPM D&Y ( PED & )

%

ETIESF EBREANORE

m i EB

AR E

BRUSRME L N
RE

BE

Energy Star 7.1 ( 3 E D T D & 5 i "I &L

FCC. UL ~<w—7

EPEAT Bi%E 4 (BEVBRD A ), BENESNIES & U
BAFIE 20 TIE. www.epeat.net ZE51B L T2 &L,
100 TR O MTBF ( FE®D &, Post-RTS)

B YERF : 10°C ~ 35°C ( 50°F ~ 95°F )
RERE : -40°C ~ 65°C ( -40°F ~ 149°F )

Ei{ERF - 20~ 80% ( RABEARE =26°C ) (HEELEZ WL
&)
RERF 5~5%( RABRBE =33°C ) (HEELEZWI L)

ISA-S71.04-1985 DEZEZIC & V) G1
IRE (®A) * : BERF = 0.26 GRMS. RERF = 1.37 GRMS,
B (&/K): BEEF = 40 Gt. RE =105 GF
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AEET /N4 208/ EHEIVEZ 3,

NI =2V 2ALBEHEEBDOL X \WMEERET 5.

I E1-—420t¥xaY T4 5EET 3,

FEY o

ty b7y TaA-FT 4T 4
—MNEEES 7Y 3>

VAT LREEHEOF 7Y Ay
VAT LREEEODF TV a Yy
ETAEEA 7Y a>
tXa) T E@EATY IS
ZEEREBBEmOF 7Y 3 v

Intel Software Guard Extensions [BIEI A4 73 3 ~
NI 4—2 Y 2AEEDF T3>
BEHEEBEEOF 7Y 3y
POST BIEEIE DA 7% 3 ~
R K- FEEO A 7 a3 >
JAXL2E@EA TS 3>
AT URBEDA T 3y
VAT LOJEED A TY a Yy
FHMEREA TV a Y
SupportAssist ¥ 2 T L D fERE

(] — —
ty b7y 7a2A=T4Y T«
AVFa—2—KCHELWAUAR.BIOSty b7 v 7 7055 LOBREEZTELAVWTCE S, BEOVEETI VY
Aa—2 WERIEENREEC THREMEN SV £ 7.

C)XEBmStvh?viindiAéﬁiiéﬁt\%F?ﬁ?%é&ﬂ;BmStvb?viindiAﬁﬁwﬁﬁ%E

ATBLCtEbEIOL ET.

BIOSt vy b7 v 7 7075 L@ROBMTHERAL £,

RAM DBEXN—F R34 TDHA4 5L, 31— 2-CRMYNFHEshTWEN=—FY 7 LT 3 BROEUE.

VAT LREBROEE.

A-H—RN2T=F, WOFFshicn—F FI534 T0BE. BRT NN 2080 38t %s & 21— —8IRAJggr 7
YaroREFLEIEE,

—iREZEM@EA 7> a >

CotosvarKlE,. A E2-20FELE NPz THENI—EBERTIhET,
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XE)ER BEAE. FAURELRE. EE. Fral0 E-F. 72/0Y— DIMM1D Y% 4 X,
DIMM2 &4 4 ZhFRREh T,

Processor Information ( 70t v % 15%R ) : Processor Type ( #%& ). Core Count ( 1 7 %% ). Processor ID
(ID ). Current Clock Speed (IREMD 2 0 v 2 2 E—=F ). Minimum Clock Speed ( &/N2 O0v 2 2E—=F )
Maximum Clock Speed ( &8 K2 B v 2 2 — R ) Processor L2 Cache ( 7Ot v # 12 %+ v ¥ a)
Processor L3 Cache ( 70+t v % L3 % ¥ v ¥ a2 ). HT Capable ( HT ¥/i& ). 64-Bit Technology ( 64 £ v
To/s0V)hRRENET,

FNA2ER: TI4 <) ~"—=F FI4 T, SATA-O. SATA-1. SATA-2. SATA-3. LOMMAC 7 K L R,
EFyda>rbo—2. #—744 2> bao—>. WiFi T/%4 2. Bluetooth 7 /¥4 ANWTXREh T,

Boot Sequence Boot Sequence AYEa—2h0S DIREEHAZIEFEZEET A CENTEEFT, #7432 EFR
DEBNTY,

Windows Boot Manager

Onboard NIC ( IPV4)

Onboard NIC ( IPV6 )
T7ANWETR. IXTOATYa > CFzyvo2—ohF0TVWET, #T7> 3>
DERZMBRLUIL). EBEFEZEELILN TS CELTEET.

Boot List Options #2E ) 2 b+ L 3V EBET A LN TEET,
(BN Z2METY

av) Legacy External Devices

UEFI (T 74 k)

HMEEA s CoFTYarTR. LAY-FTLa ROMOO—-FEBEMCITEET,

7 . 774 bk T, [ Enable Legacy OptionROMs ] #+ 7Y 3 > BEFICREIh TV E T,
COFTLarTlH. LIY—FTLa > ROMDO—REBNCTEEFS, T74 VTR [ LFY
—EERITEEMCTE ] FEDCE->TVET,

UEFI Boot Path COFTLaryT. FREBAZa-h s UEFI BB N2 EBE TS EILY AT LHAI-F-(CEEBHE 2
Security T—F (RESNTWVWEER ) ZEANTEHELOCKRDEINEINEFEL T,

PO HDD A EIC (T2 10 )
Always ( BIZ )
Z U

Date/Time AR EZEET L ENTEET,

N — =JUL == oS N
VAT LREBERDA 7Y 3
*7v a3y B
Integrated NIC AEAy bT=222 bO—548RETELENTEEFT, COFTPa RBROEENTT,
Disabled ( 3 )
¥=E5)
Enabled w/PXE (PXEFRITERN): COA T3 a BT 740 FTHEMCHREEATWET
SATA Operation  HE SATAN—FFS54 732 bO—-58BETAENTEET., COF T3> @FRDEENTY,
Disabled ( 3 )
AHCI
RAIDOn ( 77 # L )

Drives HEREDSATARS A TERETACENTEET., IXTDRIATNT 740 TAMIRESINT
WET, COAFTYavREDEBENTY,

SATA-0

ty b7y Ta=F414YT¢ 19



SMART L £—}

USB RE

Front USB
Configuration

Rear USB
Configuration

Audio

Miscellaneous
Devices

VAT L
*7vav

Integrated NIC

SATA Operation

Bk

SATA-1
SATA-2
SATA-3
M.2 PCle SSD-0

COTAL—VRTEH. MERIATON-—RREIA TIF7-(L AT LEBRBCHRETANES M EHEL
F3, Co7 2 /Y. SMART ( Self-Monitoring Analysis And Reporting Technology ) {f#kD—38T9 ., C
DFTLar BT 74N P TEICHREEATVET,

Enable SMART Reporting ( SMART L R— b+ ZBWICT 5 )
CHO74=WETE. ABIUSBI>Y bO—5%FEL 9. Boot Support ( &2EI % K—F ) MERLIEE.

VAT LR HSWABEDUSBABERA ML -V TN, 2 (HDD. xEY -, 70y E—-)hoEHTE
9,

USB R—r D EDHBE. COR—-PCERINIT N, 2383 T. OS TRATE £,
USB R— M HWEFIDIZS. OSECOR— b CEHKINEZTN A 2 E2REBTEXEHE Ao

Enable USB Boot Support ( 7 7 # U k)
Enable Front USBPorts ( 7 7 # )V | )
Enable Rear USBPorts ( 77 # )V k)

Cﬂx%ﬂBB*—f—Fskwvﬁzu\:wﬂitﬁ%t(BmStVFvaﬁﬁtﬁﬁbi?e

CHDT74—METIH, BEUSBREEZEMLECEEMLL T,

FrontPort1 (AT )* (774N }F)
FrontPort2 (ETF)* (T 71NV })

*USB3OMER—FERLET
CD74—=EFTE. EEUSBREEELE L EEDLLLET.

HEA— M
EHEA—-F2
EEAKR— b 3 (w/RJ-45)
BEA—M 4 (w/RJ-45)

*USB3O MG R— b &ERLEY

CD74—VETR. ABA—-T4F2 bO0—-25ENEFLEEDCHRELETT. 774V b TIld Enable
Audio (=T 1+ *Z2B#MICT S ) # 7 a MBIRahTWET,

RDOT N, 20BN/ BPEPVEZLSEeNTEET,
Enable PCISlot (PCl 2B v F ZHB%1ICT 3 )

Enable Camera
Secure Digital (SD) h—R&8%ICT 2 (T724 1)

Cﬂxf:?&rwfw4zﬁf7zwbvﬁ%tﬂiéhrui?o

SREEERDA TS 3y

B L
NEEry F7—222 bO-2&RETACENTEET, A7V a L EXRDEENTT,

Ei25)

B3

Enabled w/PXE (PXEFRITERN): COA T a BT 740 TEMCHREENATWET
RNESATAN=—R R34 732 bO-2%RETRACENTEET, #1723 ERDEBEN TY.

)
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Drives

SMART Reporting

&
it

UsSB

Front USB
Configuration

Rear USB
Configuration

=547

Miscellaneous
Devices

7 7+ HE

o

A7 ar

Multi-Display

Bl

AHCI

RAIDOn ( 77 # ) )
HEREDSATARS A TRRETACENTEEFT, IXTDRIATNT 72740 M TAMIRESINT
WET, ATV REEDEBNTY,

SATA-O
SATA-1
SATA-2
SATA-3
M.2 PCle SSD-0

COTAL—VRTEH. MERIATON-—RREIA TIF7-(L AT LEBRBCHRETANES N EHEL
¥F3, Co7 2/ 0V, SMART ( Self-Monitoring Analysis And Reporting Technology ) {E#kD—38 T3 ., C
DFTLar BT 74N TEICHRESATVET,

Enable SMART Reporting ( SMART L R— b+ ZBWICT 5 )
CO74=WETE. ABIUSBI>Y bO—5%FEL 9. Boot Support ( &2EI % K—F ) B LIEE.

VAT LR HSWABEDUSBABERA ML -V TN, 2 (HDD. xEY ¥—, 70y E—)hoEHTE
9,

USB R—r D EDHBE. COR—-PMCERSNILT N, 2383 T. OS TRATE £,
USB R— M HWEFIDIZS. OSECOR—FCEHKINEZTN A 2E2RBTEXEHE Ao

Enable USB Boot Support ( 7 7 # U k)
Enable Front USB Ports ( 7 7 # )V | )
Enable Rear USB Ports ( 7 7 # J | )

Cﬂxfnws#—f—ﬁsxwvvzu\:mﬂiuﬁ%t(Bmstvbvavﬁcaﬁbi?O

CHDT74—M KT, FTEUSBREEZBEMIICFEENCLET.

BIER—FI(AT)*:(T74NF)
MEKR—=PF2(EF)*:(T74N0F)

*USBIOMIHGAR—FERLET
CDT 4= ETlE. RTEUSBEREEEME L FEMCHREL 9,
BEA— M1
BEEA—-F 2
EEAR— b 3 (RIA5FE)
BEAR—F 4 (R4S fFE)

*USB3.OMGAR—PERLET

CD74—VETR. HEF -T2 bO-2&BNFLEENCLET. T 7 4 b TIE Enable
Audio (#F=T(#%28%ICT 3 ) # L arMBEREhTWET.

RDT N, 2D/ BPHEYVIVEZ S ENTEFET,
Enable PCISlot (PCl 28 F&BXICT 3 )
Enable Secure Digital (SD ) Card ( 77 # )V b )

mA 73y

AR

CoA T arTIE. Multi-Display BN E 12 IFEMCEREL £ 9. Windows 7 A TIRBMICEREINT
WET, COBEEER. BOARL—T (VT 2T LCIEERENER A

Enable Multi-Display : CD# 7> a> @ T 740l b TEMCHRES L TVET,
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T7vay

Primary Display

X3l

o

A7 ar

Admin Password

System Password

Internal HDD-0
Password

Internal HDD-3
Password

Password Change

UEFI Capsule
Firmware Update

TPM 2.0 Security

B L
COFTLarTEH.EBHOIbO-5NL 2T LTRAAEELEEEIC. 7524 <) TA2ATVLAILT A
EF4a>rbto-2%ELET.

Auto: COA TS a BT 740 TEHCHEEIATWET,

IntelHD 22 7 4 v 9 R

NVIDIAHD 5 7 4 v 2 2

— O o N

FTAEEATY ar

B L:): ]

EEE (Admin) Y20 RERE. BE. L FEIKRT A eNTEET.
AE:YRATFLNZAT—FEhR@NA—FES4TA27—F2BRET A0, BEHF S S27—FEREL

TCEEw, BEFESN2T—F2BIBRTEE. V2T LANRT—FEN—RFS4TRN27—FHLBE
BRI hE T,

®| XEAZT—FNERECEBESNSE. TCLRMENET,
T 74N MERE : Notset (KREEE)

AT LN2T-FERE. BE. FLEEIBRTEET,
®| XE:AZD—FNEBECEESNS L. TCORBMENET,

T 74N MERE : Notset (KREEE )

VAT LONBN—K T4 22 E54 T7DRN27—FEHRE. TE. BIKRTE 7.
®| XEAZT-ENERCEESNSE. TCLRMENET,

T 74N PMERE : Notset (RE%L L)

VAT LONBEN—FK T4 29 E54 7DRN2T—FEHBE. TE. HIKRTEXF7.
®| XE:AZT-ENERBCEESNS L. TCLRMENET,

T 74N MRE : Notset (RRE%L L)

EEENZAT—FABEINTVAERE. VATLNZAT—FEN—FRESA TA2ZT—RADHA%E. BR
FEREMHCTACENTEET.

7 7 # ) N E%7E : Allow Non-Admin Password Changes ( BEEHUAD X2 7 — FEFEEHFT T 5 ) MEIR
ShTtw#d,

COFTLa T VATLNUERI D TNV Py TT7—F Xy 5—VEFERALTBIOS%27 v 77— TE
AMESHEHBLET., COFTLa ET 740 TAMNLEAhTVWET,
POST &I, TPM ( Trusted Platform Module ) ZBMICT A e hTEFET, # 73 a > BRDEENTY,
TPMOn ( 77 # ) b TEICERE)
Clear (7' 7)
PPl Bypass for Enabled Commands (%1% 12> FOPPI &2 % v 7))
PPl Bypass for Disabled Commands ( E3Z 12> FOPPIEZ 2% v )
PPI Bypass for Clear Command
Attestation Enable ( 7 7 # V F TAMICRE)
Key Storage Enable ( 77 # )V k TERICHRTE )
SHA-256 ( 77 # L b TEMICEKRE )
35
Enabled ( ¥ 7 # )V b TERNCHRE )

AE:TPM12/20 %87 v T V—FELBEI T V—FF BB TPM S5y X=Y =W (V7 +Jx
T)EZI O—-FLET,
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*7vay

Computrace

Master Password
Lockout

SIMM Security
Mitigation

B2 L

7 asThAComputrace VI NIz TETIT A TEFRLRFENCTACENTEEFT, # 7L arid
RDBEY T,

Deactivate (37 274 7)
Disable ( #&EXN )
Activate (7274 7))

X E:Activate (727 ¢ 71233 ) b &U Disable (E#IcT3) + 7Y arFlniger kA
Bt E - L EPEL. UBREETA e 3 TE R A,

77 4N MERTE : Deactivate (EF7 2T 4 7))

[ Enable Master Password Lockout ] # 7Y a > @, T7 4NV FTIHERENTOWEH Ao

UEFI SIMM Security Mitigation 12 & 2 BMOREEBNEFIL EENICT AL NTEET,
7 7 4 FERTE [ SIMM Security Mitigation ] [FEIR&Eh TWFH# A.

ZEREHEEmD A 7Y a >

o

A73ar

Secure Boot
Enable

Secure Boot Mode

Expert Key
Management

B L)
COFTYarvik, RERRBBEEENELIECLET,
TOANWMERE  BIRShTOWEHEA

Deployed Mode ( 77 # I k)
Audit Mode

V2T L CustomMode (D AR LE—R ) DBEDE. X2V T(F—T— 2 N-2%ETEFT,
Enable CustomMode ( 7 2 2 LE—FEFMECTE ) A T2 a3 T 74 0 b TRENCE->TWET.
FTLarERDELENTT,

PK(T7#4NlE)

KEK

db

dbx
CustomMode ( # 22 L E—F ) ZEAMICT A L. PK. KEK. db. & & U dbx DBSEF 73 3 » hERRS
hEd, 773 3ERDEBNTY,

[SavetoFile ] —1—#—MBIRLIC 774 LM ICF—EFREFELET.

[ Replace fromFile] —lRED ¥ —%1—-H—-HDBIRLEL 77/ VD F-tRWLET,

Append from File( 7 7 { W I 5B ) — 21— —HWBIRLE 77 A VD SBEDT -2 RXR-2C*—%

BMLET.

Delete (BlfR ) —BIRLI-*+—%BIBRL F T,

Reset AllKeys (§XTOD¥—%Yty b)) —TI74NVIRECYVELYMLET,

Delete AllKeys ( XN TD ¥ —%BlfR) — INXTOF—%HIBRL 7.

X E:CustomMode (H 22 LE—F ) EE N TEL. BEERNBMRINTEESh. ¥-0F71 0
PRECETENET,

®

Intel Software Guard Extensions EIE A 7Y 3 ~

T7vay

Intel SGX Enable

B L
CDI L=V ETIE. X4>08SDIYTHF2AFTI-FDOEFTP. MEBROREEZITSLHOL X7
ZBIBERELET. A 73 RBADEBY T,

i35

¥=E5)
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T7vay

Enclave Memory
Size

Bl
Software Controlled ( T 7 # )V k)

COD7F 7Y 3> T. [ SGX Enclave Reserve Memory Size ] 25X EL £3., # 7Y a xRN TT,

32 MB
64 MB
128 MB

NI 3—=2 Y 2BEEDA TS 3y

*T7Tvay

Multi Core
Support

Intel SpeedStep

C-States Control

BHEE

AR

CDT A=V ERTR, 70+t2T120372BCTEAN,. FLLEIRTOIT7EENCTAINEREL
F9, 77UV aviiioTR, I70HEERT EN 74— 20EELET. COF T a LT
FIANPTAMMELEATVES, 7Oty D2V FAT7HA—FEEMIFLREMCT A ENTE
g, EHshTwad7otyHid. 22037% % K—bL FF, [ MultiCore Support ] EBXIICT B L. 2
DOIT7HMEFCE Y F T, [ MultiCore Support ] ZENIC LIZHBE. 12037 HEMCEND ET,

Enable Multi Core Support ( ¥ 7 # )V b TARICRE )
Intel SpeedStep MAEE BN E - EEMCT A NTE T,

Enable Intel SpeedStep ( Intel SpeedStep #EICT 3 )
FTIANMMRE A7 a v EAPCRESAhTVWETS,
BM7O0tyTD2Y)-TREEBNEIILIENCTSENTEET.

C States
FTIANMMRE : A7 a > 3APCRESAhTVETS,

BEOA 7Y 3y

*T7Tvay

AC Recovery

Enable Intel Speed
Shift Technology

Auto On Time

Deep Sleep
Control

USB Wake
Support

E2L
ACTET s hEREhBE AV Ea-2OBRNEBMIC A > L L SHEEEMEL BN T Z e Nl
TXEY.

Power Off (BiJRA 7 )(T 74 b))
BREANS
Last Power State ( BRI D BIRIREE )

COATLaryEEMLT. 4TI Speed Shift Technology D % R— b E BN - FEMNCKREL T,
COATYavRT 74V NTEBCEREINATVET,
AVE1— 2 52EBNCBRA VLT AVEDHABAERETEET. #7032 ERDEENTY,

i)

Every Day (8H )
Weekdays ( FH )

Select Days (#IRU 1z H)

T 7 4 ) FERE : Disabled ( XD )
Yoy bEY Y (S5) FIFRIEIRAE (S4) T—F DR, BEATY AT LIMBRERIBC LSCLET,

Disabled ( &®h ) (77 4L b))
Enabled in S5 only (S5 ® & TEX )
Enabled in S4and S5 (S4 & S5 TEXD )

USBT N, A&V AT LILERTAEZAR Y NM E—FNE6D (0T R3LS50BETEFT,
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Wake on LAN/
WLAN( 7 x4 2%
~ LAN/ WLAN )

Block Sleep

B L
C)xf::w%ﬁuAc7777—ﬁ§ﬁéhru5%ﬁma%ﬁbi?°%w%%FAc%ﬁTﬁia
EEVATE. LY PPy TA—F 4 VT A RNy TY—DEHESHNT A0, $XTDUSB K—+
ADEHHBREFIEL T,
Enable USB Wake Support (USB W = 4 2 # K- h&EBFICT 3 )
FIANWIERE : ATV a A CHREENTVET,
IINEEL L TM) A—3hBFCOYEa—-254 JIREN S F VT AMEEBE L FERCT S
CENTEET,
Disabled : CD# 7> a> 3T 74 b THMCEREESNATVWET,
LAN Only ( LAN @ & )
WLAN Only ( WLAN @ & )
LAN or WLAN ( LAN ¥ 12 13 WLAN )
LAN with PXE Boot ( PXE 7'— k% LAN)
COATLarTE. #ARV=—T A VIV ATLORET2) -7 (S3RE ) CABDETovy o LET,
Block Sleep ( S3 IREE )
FIANIMEE ATV EEPCH/EINTWET,

POST E){FBIE D 4 7% a ~

*7vay

Numlock LED

Keyboard Errors

Fastboot

Extend BIOS
POST Time

Full Screen logo

Warnings and
Errors

B L

COFTLarTlR., V2T LOREEEIC NumLlock LED 22T S #3 W EShEIBEL T,
Enable Numlock LED : D74 7Y a v hBEMCREE N E T,

COFTLarTlR, ¥F-K-FEAEDIS-2RBEFCLRA-FTEI3NESINEEBELET.
Enables Keyboard Error Detection : COF 73 3> ETF 74 F TEMCHRESNATWET,

—HMOBEBUEFIEE2 Xy TTACELELEN. B0t 2R TEET. A7V a > ERDELENT
7,

Minimal ( £/ )

Thorough ( 77 # W )

BE

COF TS arTlE. BIMOT) T—MEEEERL £ 7,

oW (F724M})
5%
10 #

LDFTYarTR, BEVDOA A-—VHBEEBREGEIC—KRTEHEIC. 7V 22— 0TERRT 5
hESIMEREL T, [EnableFullScreenlogo ] # 7Y a > ld. TI74L0 b THBIREAhTOEH A

Prompt on Warnings and Errors ( 7 7 # W b )
Continue on Warnings ( ZB&4&H T4 %17 )
Continue on Warnings and Errors ( B4 6 & U'T 5 — D& H TH 54T )

Ry K— FEEDF T a >

*T7vay

Virtualization

BT
Intel Virtualization Technology ZBN - GEMIC T A C e NTE T,

Enable Intel Virtualization Technology (4 > Tl N=F % 54 €= 3 >-To /0 EBNICT S )( T 7 #
Y
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*7vay B7:)

VT for Direct I/0 %4 L 2 b I/0 A IC Intel® Virtulization 72 / B YL &» TEBI W ANMHWEZ N— KD - TH#EEERE
YUEZA—(VMM) BRIAT AN EShEIBELET,

Enable VT for Direct /O ( 4 L2 M I/OBVT 2#8%CT 3 ) — T 74NV F TEMCREINLTVWET,

TA4XV2AEEA TS ay

*7vav B1: )
Wireless Device NETAXYLVR TN, 25BME-BEMCRET A ENTEET,

Enable WLAN/WiGig ( 77 # )L I )
Bluetooth ( 7 7 # JV b )

AVTFF O 2BEADA TV a

*7vay B2

Service Tag BFEVWOIYEa—320%—E22 KR RINET,
Asset Tag Asset Tag MREREDIHZE. Y AT LD Asset Tag EVER TE T, COA TV ar . T7 40 F TERE
IhTWhEth.

SERRMessages cC D7 (- KT, SERR Ay +t—Y xh A L&#HLET. —ZDT 77192 H—FTIlE. SERR £
vE-UhRBELEDET,

Enable SERR Messages ( 7 7 # V' b )
BlOSDowngrade COD74(—UVRT. V2T L7 7—L9zT7OLROY)EYa>ADI757vL Y IT5EHLET,
BIOSEAW I L—-—RTEET (T 740 FTRHERD)
Data Wipe CDTL=WVET, A-F—FITRTONBRA ML -V TN, 2D 5 T-85BETAENTEET,

BIOS Recovery A—H=—DT 5342 N=F R34 TD)HNY 7274 VhS4EEDIKIEBL - BIOSIRRE Y H /S TE
¥, 774V TEMCREINTVET,

First Power On COATYarT,. TBERERETETIT. COFTLa 3T 74NV TEMIRESNTVET,

V2T LO7BEEDF TV a Y

ASPM ASPM LRIV ERETE £9,

Auto (T 7AW b))
&3
L10nly (L1TD &)
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SupportAssist ¥ 2 T L D FIRER

A7vav Bl
Auto OS Recovery SupportAssist ¥ 27 LDBEEHT— 7 0—%41T 3 ehTEET, A7 a . XDEBVTY,
Threshold SEAT

M /)

1
2(7 74NV bTHER)
3

SupportAssist 0S  SupportAssist OS Recovery IC &N Y B N ) TR ENTEEFT (T 74NV P TEHADCEREIATVWET)
Recovery
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COBTE. Y R—FHRDARL—FT A VIV RATLELRSA XD, V2=V FEEHRBLET,
bEY o :
ARV=T 4 VTV RAT L
FoA4xp&x>oO—R
Intel Fv 7ty k KI4
ATIWVHDARY N 7240 2—
TA422 RS54
TA2T A 7TE8TR2 EI4
Bluetooth K 5 4 /¥
Network Drivers
=T 4 A RIA N
2ZhL=Y Fo4 N
t*a)74 K24

o — . > o
ANV=T 42TV R
HYR—PINTVWBRFRLV=T (VT VAT L

Windows 10 Home (64 €~ b )
Windows 10 Professional (64 £ v k)

Ubuntu
Windows 10 National Academic

Fo24 D& >a—F
1. DBREANETY,

2. Dell.com/support L7 2t 2L T a0,

Product Support (BE@¥ K —F) 22V v oL, BFELVODH—-E2827%EAHLT. Submit (BE) 22V vy oL %7,
®|xf:v—ezaa*mut%em BEREEEEEAT AN, SEVOOEFAEFHTBRL TE & W,

Drivers and Downloads (K 7 4 & & U8y va—-FK)y%&2o) vy oL %9,

BHEVWOILA YA NLINhTWAEFRL=T4 7L 27T LEBIRLET,
N=VY%&E200-V ZT7>0L. R34 NEBRLTA 22 b= L ET,

Download File 2 Y v 2 LT. BFEVWOD R4 ~"&EFD>>O0-FLET,

o O-RATET LIS, R4 N 774 VERELIE 72 VEICBEBILET.

RIANT2ANDTAAYEZTNY ) v oL, BEIERCEVET,

Intel Fy 7ty b K54

ATV Fyv Ty b S4BT TLYZATLEA VA=V ENTWVWANES N ERRELEFT,

i
>~

o

© ®~NO o
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~ E@ System devices
= ACPIFan
i3 ACPI Fan
i@ ACPI Fan
i@ ACPI Fan
i3 ACPIFan
i3 ACPI Fixed Feature Button
i3 ACPI Power Button
i3 ACPI Processor Aggregator
i3 ACPI Thermal Zone
i3 ACPI Thermal Zone
i3 Composite Bus Enumerator
i= Dell Diag Control Device
i3 Dell System Analyzer Control Device
i3 High Definition Audio Controller
i3 High Definition Audio Controller
i@ High precision event timer
i3 Intel(R) Management Engine Interface
i3 Intel(R) Power Engine Plug-in
i3 Intel(R) Xeon(R) E3 - 1200/1500 v5/6th Gen Intel(R) Core(TM) Gaussian Mixture Model - 1911
i@ Intel(R) Xeon(R) E3 - 1200/1500 v5/6th Gen Intel(R) Core(TM]) PCle Controller (x16) - 1901
i3 Legacy device
i3 Microsoft ACPI-Compliant System
i3 Microsoft System Management BIOS Driver
i@ Microsoft UEFI-Compliant System
i3 Microsoft Virtual Drive Enumerator
i3 Microsoft Windows Management Interface for ACP|
i3 Microsoft Windows Management Interface for ACPI
i@ Microsoft Windows Management Interface for ACPI
i3 MOIS Virtual Metwork Adapter Enumerator
i3 Mumeric data processor
i3 PCl Express Root Complex
i@ PCl standard host CPU bridge
i3 POl standard RAM Controller
iz PCl-to-PCl Bridge
i3 Plug and Play Software Device Enumerator
i3 Programmable interrupt controller
i3 Remote Desktop Device Redirector Bus
i3 Systern CMOS/real time clock
i3 System timer
i@ UMBus Root Bus Enumerator

4 2>TWHDAXNY M 74N 5%—

AYFIHDARNY N 240 2=DdTILAYE2A—2—CA V2PV ENTVWANEINERRLFT,

vV72bhoz7

29



W Eﬂ Human Interface Devices

s YSB Input Device

N —-—
T4A9 FEo54
VAT LIEA VA= ENLT 422 R4

w o Disk drives
= HGST HTST21010A5EG30
- ST2000DMO0N-1ERTGS

— (] N3 (] S ==

TA2ATVA TETR2 FI4R

TA4RTUVA TETE R34 NPT TLIYEA-Z-LA YA b=V ENRTWENESNERABLET.
~ [F Display adapters

B8 AMD Radeon (TM) RX 560
& Intel Coffee Lake UHD Graphics

Bluetooth F 7 4 /¥

CDT Iy b7 4—LIEEEBluetooth F54 N&HRK—bLET. RIFZD—HITT,

w 9 Bluetooth
9 Microsoft Bluetooth Enumerator
0 Microsoft Bluetooth LE Enurmerator
g Microsoft Bluetooth Protocol Support Driver
9 Qualcomm QCAS565 Bluetooth 4.0

Network Drivers

WLAN & & U Bluetooth R 74 W& F L K=k 4 b5 4 > 2b=L L ET,

30 vy72bhb9=z7



~ ¥ Network adapters
I? Bluetooth Device (Personal Area Metwork)
I? Bluetooth Device (RFCOMM Protocol TDH)
& Qualcomm QCA9565 802.11b/g/n Wireless Adapter
IZF Realtek PCle GBE Family Controller
& WAN Miniport (IKEv2)
EF WAN Miniport (IP)
& WAN Miniport (IPv6)
EF WAN Miniport (L2TP)
I? WAN Miniport (Metwork Monitor)
EF WAN Miniport (PPPOE)
& WAN Miniport (PPTP)
&F WAN Miniport (SSTP)

— N S
F=T4FFI4 RN
F—=T4 4 BEIANBTTICI O E2a-2—CA V2= LERTVWEINES hEREDR
v iq Sound, video and game contrallers
I AMD High Definition Audic Device

iy Intel(R) Display Audio
iy Realtek Audio

ZbL=Y K548

2bL=32bO0=FDRIANPRYRATFLILCAY2b=LENTWVWANES NhERE

v & Storage controllers

2‘_‘ Intel(R) Chipset SATA/PCle R5T Premium Controller

S Microsoft Storage Spaces Controller

t*aV)74 Fo4

tXa)TA TNNL 2RS4 /NI E2A—-F— A V2= ENTWAINESIHERRLET,

w W7 Security devices
B Trusted Platform Module 2.0

LET.

BLET,

vV72bhoz7
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FTIWADEBEBOWEDLHE

XE:BEVWOIYEa=2hS v 2—Fy PEEHEIhTWEVWSER. BAROMRE. HEEE. FRE. a7V 0
BEH a0 S TEBREECEDRCLEE L,

TUTRER ALV ELWBRCEIF AP EF—E20F TS a v EEBBEHLTOET., ¥ K- PP F—E20RRIE
ErRBIECELZY, B/ MBCE->TRHRIABVEEFEZWT—E2LT&80VET, TLDE—IV R, TI2ZHIHR=F,
FrEH 22— H—E 2 G, XOFBETHEHVWEDEVIE T T,

Dell.com/support L7 2t 2L £9,

HR—bHTFTYEBIRLET,
R=VOTEHICHIE/HHOEIR Foy 7802 bT, PEFVOEF LIS ERIAL 7,

PELEF-—E2FLEYR-—bD) Vo EBIRLET,

Ao 2
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