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e System Information : f27< BIOS Version, Service Tag, Asset Tag, Ownership Tag.
Ownership Date, Manufacture Date L\}2 Express Service Code,

e Memory Information : 27~ Memory Installed, Memory Available, Memory Speed.
Memory Channels Mode, Memory Technology. DIMM A Size A5z DIMM B Size

e Processor Information : {27 Processor Type, Core Count, Processor ID, Current
Clock Speed, Minimum Clock Speed, Maximum Clock Speed, Processor L2 Cache,
Processor L3 Cache, HT Capable L1} 64-Bit Technology,

e Device Information : 27x Primary HDD, ODD Device, M.2 SATA SSD. M.2 PCle
SSD-0, LOM MAC Address, Video Controller, Video BIOS Version, Video Memory.
Panel Type. Native Resolution, Audio Controller, Wi-Fi Device [l Bluetooth Device,

Battery Information EBREMIRSHNE TR AR RR B LR MIEE SE.
Boot Sequence R IEEITEN =TS RIS BN B TR ER AN
Advanced Boot Options UFIRIE UEF 5| S8R iR Legacy Option ROMs 1%Il, EUAERT . FRIGRTask

e Enable Legacy Option ROMs
e Enable Attempt Legacy Boot

UEFI Boot Path Security IR EIEHITEED F12 515528 5|5 UEFI 5S8R , RARDIRTRAFRAEERE
=R
e Always, Except Internal HDD - EXIA
e Always
e Never
Date/Time S ERERFORY A, XER S B EBFORYBAYE S IIRIAERL.

%{n n0on
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Integrated NIC SIS ECERE LAN 1588,

e Disabled ( BZF ) = WEB LAN &eFRKARE | FEXHRERFZAT
e Enabled (BER) mﬁB LAN BEH.

e Enabled w/PXE (BT PXE F2H ) = E8 LAN ERF (8D PXES|E)
SATA Operation SO B S B R R IR BN SR Bs iz TE .

e Disabled ( BZF ) = SATA 2428 E 25
o AHCI = BT AHCI E=XECE SATA
e FECEJI RAID ON = SATA LAz RAID 1= ( BUAEER )

Drives TS ZRERFAIR LRI N IERIEE
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e M.2PCle SSD-0 ( BHAEERA)

Smart Reporting ( Smart 255 ) [ 1ZFERIZHIRERERFENIZPRSEMIXNRATEEEIEIR. Enable Smart Reporting
option ( BB REREEN ) FOASEA.

USB Configuration FVFE LA T RIS P ZEFISERY USB 128

e Enable USB Boot Support ( B USB 5|53#F )
e Enable External USB Port ( [EFE4MB USB w1 )

FTEIEIEGA SR,
B4 SIS E PR PR EE AL S SRS, Enable Audio ( IRFIESA ) EIZNACEE.

e Enable Microphone ( JSFEZ5IX )
e Enable Internal Speaker ( BRANEIZFEEE )

P NETEOASIEE.

Miscellaneous Devices AR SR TIIRE
e Enable Camera ( [BRE&L ) (RANBRTER)

ol
4 0] 15288

LCD Brightness  FIFZHRIBERIR ( On Battery [{$MEEtH] 1 On AC [EAZAEER] ) IREETF=E. LCD NRESHEIHR
MIERES K. TULMERIBRISE.

®
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it (RERRLETIUIRE | FEEZRBIRE.

x.27: 224
1%IR 15888
Admin Password RIFERIRE. EEREEREE.
System Password R E. BXEMRRSERD.
Strong Password ZIE I S e SR A ARG R RS,
Password Configuration RV BRI R R BB TS/ NIRRT, FRRSEENT 45032 Z/E,
Password Bypass EFZED , AILVEEREHRRNEIRS (515 ) BRFRE HOD Zig.
e Disabled ( BEH ) — HiRERFHHNWE HOD FHL/5 , IREERMAER. EREIIANE
ETERER.
e Reboot Bypass ( E#5|SHKY ) — RIEHEN (HE ) HEERET.
O|iE: NKTIASERS (12515 ) iY . RRBIREIRTMARRINE HOD 218, Itk ,
RIFBIREE AT ST ERY T AIESITER HOD _EIR7RA L,
Password Change TSR B E R R BN AEER NIFE MR ATIEEE.
%Iow Non-Admin Password Changes ( AITIFEIBRZEREN ) - EMTERIARE TS
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Non-Admin Setup Changes

WEMREEEREREES I LOHR BRI TEH.

UEFI Capsule Firmware Updates

HETHEH RFAR BRI BIOS BiY UEFI [EaaE i a st iTE . LsmEhAL+. 2R
EIUERELE BIOS i&@id Microsoft Windows Update F1 Linux M EEHAERSS (LVFS) ZiREHITE
e

TPM 2.0 Security

RIFEHIZEEFERR (TPM) REXHRFRGRAT L,

TPMOn (TPMFE ) (BARE)

Clear (&R )

PPl Bypass for Enable Commands ( PPl 583 E2&%< )
PPI Bypass for Disable Commands ( PP| 8532 F#5< )
PPl Bypass for Clear Commands ( PPl 85375 < )
Attestation Enable ( [SFEIERE ) ( BUAIRE )

Key Storage Enable ( [BRZEFE ) ( EOAIRE )
SHA-256 ( BUAIRE )

BT —NEIR

e Disabled ( EZ2H)
e Enabled (B ) (BRHARE)

Computrace(R)

b EREIZBEIE M Absolute BUHEGEEZEAAIE Computrace BRSSHY BIOS #&EIZO., fSAEE
P& AT &= EEBAYE%E Computrace IRSS.

e Deactivate (5= )

e Disable ( ZH)

e Activate (BiE ) — LEIEMENACIERE.

OROM Keyboard Access

ISR e R R a5 7Es | ST e h@id 4\ Option ROM Configuration ( J5%&Il ROM
BRE ) BFE.

e Enabled (B ) (BRHARE)

e Disabled ( EZ2H)

e One Time Enable ( —XMEEH )

Admin Setup Lockout

HFEREEEREBIERT  RIFEHLERAFEARRRERER. WEIEARIRE.

Master Password Lockout

RIFEERERE:  AENREZH TR ASREETN. HERRAKRRE.

SMM Security Mitigation

FVHEEFEER UEF SMM 2 EMRIFTIRE. IRIEOARIRE.

Secure Boot ( 25|15 )

Z. 28: Secure Boot ( Z£3|§)

i ]

588

Secure Boot Enable

RS ERZE5 158
e Secure Boot Enable
FIASTEIR TR,

Secure Boot Mode

RIFHRMERZ 25 I1SAUTRLUSSIHHLEEEHHIT UEF IRaifiEFER.

e Deployed Mode ( BBERE ) (BRIA)
e Audit Mode ( BE#ZIET )

Expert key Management
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FVFMXIER ST Custom Mode ( BEMIET ) FHRNL£EBEUER. Enable Custom
Mode ( GRBEXIER ) EIERABR FEEMA. EIEE

e PK(EIA)




#&. 28: Secure Boot ( Z23|18) (&)

&R 588
e KEK
e db
e dbx

YN5R /5 Custom Mode ( BEMIET ) |, 1EHIL PK, KEK, db fl dbx FIHEXIEIN, 1EIE
1E

Save to File ({RFEEXH ) - EEHRREFERFEEIG

Replace from File ( MR ) - (@13 ISR FHIEHE LA

Append from File ( \IZRIN ) - MR PIEEAISE A HETHIEIRERI—N 258
Delete ( HilfS ) - MIBREEERIZESR

Reset All Keys ( EBFTE®EIA ) - EENARE

Delete All Key ( BIBRFFE®ER ) - MBRFABZH

iE: YNSRZEA Custom Mode ( BEMXIRT ) | FFEEXERSHMER | FEERSIRENE
NRE.

®

AT RN BRI R

. 29: TRFRIREFGIPY R

IR 1588

Intel SGX Enable ZFRATHENE TR ERFFME DI TS/ PR R IR
MEZLHNE,
BFLAT S —

e Disabled ( BEH )
e Enabled (BBH)
e Software controlled ( ¥R{#iz=hl ) - KA

Enclave Memory Size

1ZEINIZE SGX Enclave Reserve Memory Size ( SGX
Enclave {REBREXN)

BHRIATERZ— :

e 32MB

e 64MB

e 128 MB — EHIA

Performance ( [$gE )

Z. 30: Performance ( [$&E

R bR

Multi Core Support MR A — NERFTEZL. BN REHN
RIS MRS,
e Al (FFE) - BUA
o 1

Intel SpeedStep

FOVHE S FAE SRR R RRAUZAS /R SpeedStep &z,
e Enable Intel SpeedStep ( 5 Intel SpeedStep )
IEIEABIRE.

C-States Control

SRS R RS RE M IR AR,
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#&. 30: Performance ( [$8E) (%)

IR e
e Cstates (CIKE)
LHEIREGAEIRE.

Intel TurboBoost

SIS B EE PR FRESAY Intel TurboBoost &z,
e Enable Intel TurboBoost ( [ Intel TurboBoost )
IIETENAEIRE.

Hyper-Thread Control

BT S EA ER RS HIE AR,
o Disabled ( B%H )
e Enabled (EBH) — A

Power management ( EBiREIH )

IR
AC Behavior

ERZYHR Speed
Shift AR

Auto On Time

USB Wake
Support

Wake on WLAN
( WLAN [%EE )

Peak Shift

Advanced Battery
Charge
Configuration

Primary Battery
Charge
Configuration

i5BH
S B RIE A s /= FA s 2 FE B s LAY THAE.
BRINIZE | Wake on AC ( IREE AC ) Ri%RE.

o JSFIZEYE/R Speed Shift AR

BRINIRE : Enabled (BERH)

S EITTENWRB AR, EIEE
Disabled ( EZH )

Every Day (8X)

Weekdays ( T/EH )
Select Days ( EIRREL )

ZRAIRE : Disabled ( BZH ) .

FEFEE A USB IRFIERFMNFVIRSIREE,

(D |iE: WIIRE(MEERARFEIRER R AR T AT M. MRAERERSEFIIREPHRET , RS
REEFSRTFFFE USB inOREIR , LITEREIEEIR,

e Enable USB Wake Support ( [EF8 USB I&EEsZ: )

AL S e BB LAN ([FEAR WIS TR ENBITEE.

e Disabled ( B2H)
e WLAN

BHAIRE : Disabled ( B ) .

LIRS E— RS E IR R R/ MU RS REETRINEE. BRSNS | BMESEENRER  BHNRESR
1t @S s T,

e Enable Peak Shift ( [ERIEEREE ) — E£H

o FEBEMHFE (15% ZE 100% ) - 15% ( BRIASE )

ST HERT R KT EE KRS, B ERLER | SRS EIE T/ ERESERfREFRBE L NE
R |, LARERER SR,

Enable Advanced Battery Charge Mode ( EFIBRENFEES, ) - ©2H

SNSRI FEERART. TR ¢

e Adaptive ( Bi&RN ) — EMAEER
e Standard (#VE ) — LNEERENTERIEF D FTE.
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JEELR %88

e ExpressCharge (HRIRFTEE ) — fEF Dell FIRIEFEEIA | PIERFGRIRTRIN AR tFE

e Primarily AC use ( EAZTREE(ER )

o HEX

WNERI%ESE Custom Charge ( BENFE ) |, BARILAELE Custom Charge Start ( BEN 7REEE0 ) 1 Custom
Charge Stop ( BENFREELE ) .

()|iE: B REBERNRIRENERTAERD. ZEMIZER , 55 Advanced Battery Charge
Configuration ( Bt FEAS ) %EIN.

POST Behavior ( POST 135 )

IR 1]

Adapter Warnings 1TSS AR LHIRER AT A HNRERIZRERRF (BIOS) EHEE.
BRIANIZE : Enable Adapter Warnings ( [EFIEEI88 &4 ) ,

Numlock Enable SIS EITENS | SHT/S FIERE BIEEIN,
Enable Network ( BRI ) . WIETERIAIRE T EEME.

FnLock Options  Srfifss FMGE4A A Fn + Esc TEARELNRERIGERNTHAEZ BIE0HE F1-F12 MOEE(TH, NSRS , W%
BISHHX LeENEE1T 8. T HRANEIS ¢
e Fnlock ( Fn i ) — EKACEHA
e Lock Mode Disable/Standard ( $iERNERE/inE ) — BRAEEH
e Lock Mode Enable/Secondary ( $iiEtE=lE /488 )

Fastboot FFCBEIT RIS RS S R INRE | S8, I

e Minimal (2> ) — BIAEEH
e Thorough ( £& )
e Auto (BE1)

Extended BIOS FOFIERIFRERSMNYTRS | SAER, EIEE

POST Time e Oseconds (0% ) —EUAEREH.
e 5seconds (5F)
e 10 seconds (10 &)

Full ScreenLogo o Enable Full Screen Logo ( BESFEIR ) — FEH

( 2FEET)
Warnings and e Prompt on warnings and errors ( HITZEFEIRAINIER ) — BWASER

errors (EEME  , mure—ea

=) e Continue on warnings and errors ( HHINEZEEFIFEIRATEESE )
[ERG R e Enable Sign of Life Keyboard Backlight Indication ( BEEEMEESET ) — HAESEHA

Virtualization support ( 43215 )

IR 588
Virtualization HFEAEERMIISISIER (VWWM) & T LAGER Intel Virtualization HeARATHRAAIM INEE(FIHRE,
Enable Intel Virtualization Technology ( B Intel Virtualization 3K ) — EMAEEH

VT for Direct I/0  FlJF Intel® AYELHZ /0 BRI AR B INB4-ThaE /S FIEkZE R BRI EAUSIES (VMM),
Enable VT for Direct I/0 ( BEEEZ I/O0 VT ) — BABER TEA.
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Trusted Execution

pvis]
TGS

Wireless Switch

Wireless Device
Enable

“HP =

1%EIR
Service Tag

Asset Tag
BIOS Downgrade

Data Wipe

BIOS Recovery
(BIOS &8 )

1588

TS ENEREELHISES (MVMM) ZERTLIERH Intel AI{EHITIRARMHBIEMEAIIRE. 2503
F3 TPM EHMERAFIESE 170 BIREIBARZ BEEFAILLTHRE.

Trusted Execution ( AI{EH#4T ) - BMAER FEEER.

AR EBH AT RIEHINTE&IRE. EIEE
e WLAN
e Bluetooth

AP TERARE .
(D) i: WLAN ROESFRSUR PRI RVERE R0 | TRBEEREFARUR .
o e S

e WLAN
e Bluetooth

PRI S .

iR
SR ENARSITRE.
SRR B RTINS SRR AR R, IETEAKIRE.

HFERIEHIS RGBS RIFTALARIRIMETThRA, &I “Allow BIOS downgrade”  ( Fo¥F BIOS f#4k ) BUAEE
H.

HFER AT R RS MERRETE BB EIR B PAIEHE. BT “Wipe on Next boot”  ( TIR5|SAT#ERER ) 2K
INKBH. LTESIHMANRETIE

e [AEB SATA HDD/SSD

e [AEB M.2 SATA SDD

e [HER M.2 PCle SSD

o RHEL eMMC

LTS R P BEtE M B RO AR IR ENSS /IR USB fE1FIRSHIRE X IR ERLARIANY BIOS JRE.

e BIOS Recovery from Hard Drive ( WE£2IRENEEIE BIOS ) — ERMACEA
e Always perform integrity check ( SRZHITEMRE ) — BACER

System logs ( ZF#AE )

IR
BIOS Events
Thermal Events

Power Events
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RIFEEENBRRIIREE (BIOS) POST 14,
RFEEENBRRRIRERER (Thermal) B4,
FRIHEEENBRRRIRERRR (Power) B4,



SupportAssist R HHEE
&R L

Auto OS Recovery {SERATLARE SupportAssist RFEENE 1S, EIA A ¢
Threshold %

1

2 (BUAEA)
3

SupportAssist 0S  FEIRE SupportAssist OS Recovery ( BMASEH )
Recovery

RAETHIMZERS

x. 31: ZEAZHIMESEZET

LHTES 1588
System password ( RATETS ) DIMNEIS A REERAR L.
REED WIS NZTE A BEHIE EHANERH BIOS IRE.

AILAESE R SRR BRI EL.
ZRIINRET BN ARRIEHRIRIE T EFRIR2MHRIF,

MRHENAHEBLTAERE | (HAASTLABEDEPFHEROLEE.
®

PERRZEE

BURRM
{NEIRZES Not Set ( RiRE ) BT , & ABEDTECHTAY System or Admin Password ( RASKERRRET ) .

it RAIIREERSIIEEC K.

KFUbESS
BHENRRRERER , FIEERSI1SEMEME F2.

TE

1. £ System BIOS ( Z%; BIOS ) 5}, System Setup ( ZFIGE ) FET , %% Security ( B2 ) FH& Enter 2,
ZRFIBETR Security (RE ) BE.

2. %% System/Admin Password ( ZH/EHRZEG ) FH7£ Enter the new password ( S NFTEES ) FESPEIFEZD,
RAUTRNNIEERFE
o —NEIERZTEE 32 1NFH.
o EHREEEHFOEI,
o VNEFEBEM , FRTERAEFE.
o RAWERLUTMRHRTR . (" ). (9 (O GO0 O O 0O (D (D D C)e

3. $ENSTRITE Confirm new password ( HIAFREERS ) FERPBIANNRSE , AfEHE OK (I8E ) .
4. 1% Esc BHRA—FHRRTEREEL.

5. &Y REFEX,
HEYISERB.

REigEER

27



il LV T s S ER R e T

ARG
SR E RN BN R A EIEF/HIREZRB AT . HifR Password Status ( B ) 2 Unlocked ( EfFRRBIEE ) . IR
Password Status ( B3R ) /9 Locked (84E ) , MARTHREESINE RAERHIZEE.

KXFUbES
BHRNRFRERR , FEERS |ISEZEMZ F2,

B2

1.

28

E System BIOS ( i BIOS ) 5 System Setup ( RFIREER ) FHE+ | %iF System Security ( RREREFIP ) Hi%
Enter,
BT System Security ( RALZLFIP ) FRE.

£ System Security ( RARLIRIP ) BET , IBIF Password Status ( Bi34A75 ) /9 Unlocked ( S ) .

E4E System Password ( RARNE ) | EXEMFRIIERAZREDFHIL Enter 5, Tab .

E4¥ Setup Password (iRB#FHE ) , ENEMRINBIRERERSHIZ 2 Enter 5 Tab 2,

() |iE: MRENRFEEN/ R ETD , WERTNERBMAMNES. WRMSRRAREN/ RIREED , WEEERTAHH
TARBR.

1% Esc BHII—RHRRTERTEL.

& Y (R ESGHRE R SR ERE.
HEISERSIS.

RFEigEER



REFEMNE T SR ER FLA AN LR R FR9 A,
3
T IKSEF

T & IRENizF

N

© 0 N O o N

=
FIFFEEICR.
i8] Dell.com/support,

BEF@mES  BMAECANRS RS  RRBRERE.
@liEE: MRERBRS IS | BERBNENINEE | BFaINSHEIERECARES,

B3 Drivers and Downloads (3EEITEFFITEE).
PEHEEICA F R ER R,

[ MR NE SRR RN EER .
BFETHEXMHLUTHERTECANERER.

THESEME | NS E SRR R XA,
WHEIRNFERF X HER | FHRERES L BRI TIR(E.

]

A

4

i
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SRENHSHD

E 2
BXERER

HAZRER

HURFM
@liI: RSB RNERMIESE , AIEBWEAR. FHER, KESERRER LEREKRER.

KTFUAESS

BURIRM T TR LAR B TEBIRRTSIFIRS G, IR SRERMSK AR~ RIIARMNEER | RS TREEEME
HNEZR/MXATH. BXEE. RASHFNEFRS > | SERERER

®
1542 Dell.com/support,
i E SN R s N
AERHESNEEER/MME TR RS | SAGENERSMEX,
RN E SR AN RS ST,

NN
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