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MpumevaHus, NnpegynpexaeHns 1 NpeaocTepexeHmns

MPUMEYAHME: MomeTtka MPUMEYAHWE ykasbiBaeT Ha BaxHyI0 MHpopmMaLmio, KoTopasi TOMOXET UCNOMb30BaTh AAaHHOE
nsaenue 6onee apdheKTUBHO.

®

YkasbiBaeT Ha BO3MOXHOCTb MOBPEXAEHUSA YCTPOUCTBA UNU NOTEepPU AaHHbIX U NOACKa3bIBaeT, Kak
n3bexaTb 3TON Npo6nemMsbl.

MPEOYNPEXOEHUE: Yka3biBaeT Ha pUCK NoBpeXxaeHUs o60pyAoBaHusi, NONy4YeHUs TpaBM UK Ha yrpo3y Ans
XKU3HWN.
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HacTtpoute komnbroTEP

DencTBua
1. TMopkniounTe aganTep NUTaAHUSA U HAXXMUTE Ha KHOMKY MUTaHUS.

@l MPUMEYAHMUE: [Ons akoHOMWUM 3apsiia akKyMyrnsiTop MOXET NepenTy B aHeprocbeperarLLmnii pexmm.

2. 3aBepluunTe ycTaHoBKy cuctembl Windows.

[Ins 3aBepLUeHNs yCTaHOBKM CregyvTe MHCTPYKUMSM Ha 3KpaHe. Bo BpeMs HacTponku cnefyinTe NpMBeAeHHbIM aanee
pekomeHgaumam Dell.
e [logkntoumTeck k ceTu, YTobbl nonyvaTs 06HoBNEHMs Windows.
@ MPUMEYAHME: Ecnu Bbl Nnogknto4aeTech K 3aluiLieHHON 6ecnpoBOAHON CETU, NMPU MOSBIEHUN COOTBETCTBYHOLLETO
3anpoca BBeguTe naporb JoCTyna.

e Ecnu koMmnbloTep NOAKMIOYEH K VIHTepHeTY, BOMauTe B CUCTEMY C MOMOLLBbIO CYLLECTBYIOLEN y4eTHON 3anucu MankpocodT
(nubo cozpanTte HoBy). Ecnv koMnbloTEp He NOAKIIOYEH K VIHTEpHETY, co3aaiTe aBTOHOMHYIO YYETHYHO 3anuchk.

e Ha akpaHe Support and Protection ([Mogaepxka 1 3awuta) BBeAMTe CBOU KOHTAKTHblE AaHHbIE.
3. Hawngute n ncnoneaynte npunoxexuns Dell B meHto «[lyck» Windows (pekomeHayeTcs).

Ta6bnuua 1. Hanaute npunoxexus Dell

MNpunoxeHus Dell Noapo6HocTH

VJ Pernctpauusa npoaykra Dell

Pernctpaums komnstotepa B Dell.

Cnpaska u nogaepxka Dell

,D,OCTyI'I K CnpaBke 1 noagepxke and sallero Komrnbkotepa.

HactpouTte komnbloTep 5



Ta6nuua 1. Hangute npunoxeHus Dell (npogonxeHue)

MpunoxeHus Dell

MoapobHocTn

SupportAssist

3abnaroBpeMeHHasi NpoBepka paboTocnocobHOCTH
annapaTHOro v nporpaMMHoro obecneyeHust KoMnbloTepa.

@ NMPUMEYAHMUE: YT0oGbI NpoanNUTb rapaHTUO UK
NOBbLICUTb €€ YPOBEHb, HAXMUTE AaTy OKOHYaHUS
rapaHTUMHOro cpoka B SupportAssist.

Dell Update

YcTaHoBKa KpUTUYECKN BaXKHbIX UCMPaBEHU 1 ApaniBepoB
yCTpOVICTB no Mepe NOSsIBNEHNS HOBbIX BEPCUN.

Dell Digital Delivery

3arpyska npunoXxeHui, Bkrtovasa npmobpeTeHHble
nporpammsbl, He NpeayCTaHOBMNEHHbIE HA KOMMbIOTEpPE.

4. CospgaliTe ouck BoccTaHoBneHus ana Windows.
NMPUMEYAHUE: PekomeHayeTcsa co3gaTb AMCK BOCCTAHOBMNEHUSA A4S MOMCKA U YCTPaHEHMS1 BO3MOXHbIX HEMOMaaokK

®

Windows.

[ononHuTenbHble cBeAeHUs cM. B pa3gene CosnaHve USB-HakonuTensa BocctaHoBnenus ana Windows.

6 HacTpouTe komMnbroTEP




Co3paHue USB-gucka BoccTaHOBIEHUSA
ansa Windows

Co3spaiitTe AMCK BOCCTaHOBIEHUS A1 NOMCKA U YCTPaAHEHWUsT HEMOMAaAoK, KOTopble MOryT BO3HUKHYTbL Npu paboTte ¢ Windows. [ns
€034aHus aucka BocCTaHoBIeHWs TpebyeTcs dnal-Hakonutens USB o6bemMoM He meHee 16 [6anT.

MNpenBapuTenbHble yCIOBUA

@l MPUMEYAHUE: 3T1oT npouecc MoxXeT 3aHAaTb 40 14aca.

®

NMPUMEYAHMUE: B HekoTOpbIx Bepcusix Windows nocrnenoBaTenbHOCTb AENCTBUA MOXET OTNIMYATLCS OT ONMUCAHHON HUXE.
HoBewwune MHCTpYKUMK CM. Ha canTe noaaepxkn kopropauumn MankpocodrT.

DenctBua

1. MNopakntounTte cnaw-HakonuTens USB k komnbloTepy.
2. B none noucka Windows BBeAuTe BoccTaHoBIeHHME.

3. B cnucke pesynbTaToBs novicka Boibepute CozaaHme ANCKAa BOCCTAHOBIEHMS.
Ecnu Ha 3kpaHe nosiBUTCS OKHO KOHTpOnb yyeTHbIX 3anuceit nonb3oBarenen,

4. HaxmuTe [la, YTOGbI NPOJOITKUTL NpoLeaypy.
B oTKpbIBLLEMCA OKHE [IUCK BOCCTaHOBMEHUsA

5. Bbl6epVITe BbinonHutb pe3epBHOE KONUpoBaHUe CUCTEeMHbIX cbaﬁnoa Ha AUCK BOCCTaHOBNeHuA 1 Haxvnte Janee.

6. Bbibepute ®Pnaw-Hakonutenb USB 1 HaxmnTe Oanee.
Cwvctema npegynpeauT o TOM, YTO BCe AaHHble, Haxoasiumecs Ha dnalw-Hakonutene USB, 6yayT yaaneHs..

7. HaxmuTte kHonky Co3patb.

8. Haxmute NotoBo.
[ononHuTenbHble cBeaeHus o nepeycrtaHoBke Windows ¢ nomMolubto USB-HakonuTensa BoccTaHOBNEHUsA cM. B pasaene louck u
ycmpaHeHue HeucripasHocmel B Pykogodcmee o obcryKusaHuro Ballero npoaykTa Ha ctpaHuue www.dell.com/support/
manuals.

Cos3pgaHune USB-gucka BocctaHoBneHus ansa Windows 7


https://support.microsoft.com
https://www.dell.com/support/manuals
https://www.dell.com/support/manuals

O6G30p Kopnyca

TeMmbl:

*  Bwupg cnepenm B OTKPLITOM COCTOSIHUM
* Bwupgcnesa

¢ Bwupgcnpasa

*«  Bwupg ynopa gns pyk

. Bug cHuzy

Bup cnepeayn B OTKPbITOM COCTOSIHUM

1. Kawmepa 2. WNHankaTop COCTosiHWUSA Kamepbl
3. MukpocboH 4. Oucnnen

Bua cneBa

1. TlopT agantepa nutaHus 2. VHaukaTop CcoCTOosiHUSA akkymynsTopa
3. Mopt HDMI 4. CeteBon nopt
5. Oeanopta USB 3.1Gen 1 6. Pasbem ons rapHuTypbl

Bua cnpaBa

1. YCTPOWCTBO YTeHus kapT SD 2. Mopt USB 2.0
3. MopT VGA 4. [He3no 3awWmnTHOro kabens

Bug ynopa ansa pyk

1. KHomka nuTaHus ¢ JOMONHUTENBbHBIM YCTPONCTBOM CUMATBLIBAHUS OTNEYATKOB NanbLeB
2. Knasuatypa
3. CeHcopHasda naHenb

Bug cHusy

1. OuHamunku 2. HwxHAA Kpbiwka
3. Haknewnka cepBUCHOM METKM 4. BeHTMNsAUMOHHOE OTBEPCTUE

8 0630p Kopnyca



CoyeTaHusa KknaBuLl

@ MPUMEYAHMUE: CvmBonbl KNnaBnaTypbl MOTYT pa3nnyaTtbCs B 3aBUCMMOCTH OT A3blka knaBuatypbl. CoyeTaHus knasuL

OMHaKOBbI OJ1A4 BCEeX A3bIKOB.

Tao6nuua 2. Cnucok coyeTaHUM KnaBuLl

KnaBuwn OnucaHue

Fn+ESC MepekntoyeHne B6rIOKUPOBKM KNaBULLM
Fn

Fn+F1 BoikntoyeHue 3Byka

Fn+F2 YMeHbLUEeHME rPOMKOCTH

Fn+F3 YBenuyeHvne rpomMmKocTm

Fn+F4 BocnpousseneHve npegbiayien
KOMMo3numm

Fn+F5 BocnpoussegeHne/naysa

Fn+F6 BocnpousseneHue cnegytoLuen
KOMNo3numm

Fn+F8 MepekntoyeHne Ha BHELIHWUI Aucnnem

Fn+F9 Mownck

Fn+F1 YMeHbLLUEHNE APKOCTU

Fn+F12 YBenuueHne Spkoctu

Fn+PrtScr BkntoyeHne unu BeIkoYeHne
6ecnpoBOAHbIX YCTPONCTB

Fn+CTRL

OTKprTVIe MEHHI0 NPUNoXeHna

CoyeTaHusi KnaBuLl 9



TexHU4YecKne xapakTepuCcTUKu

@ MPUMEYAHMUE: MNMpeanoxeHns B pa3HbIX pErMoHax MoryT otnuyaTbes. [NprBoasTCA TOMbKO T€ TEXHUYECKUE XapaKTePUCTUKK,
KOTOpbIE MO 3aKOHY HE0BX0AMMO yKa3blBaTb MPU NOCTaBKaxX KOMMbIOTEPHOW TEXHUKU. YTOGLI NOMyYnTb OMONHUTENBHbIE
CBEJEHNsI O KOHpUrypaLmm KoMnbloTepa, OTKPONTE B onepauuoHHol cucteme Windows pasgen «Cnpaska v nogaepxka» u
OTKpOMTE OKHO NPOCMOTpa MHGOpMaLm O CUCTEME.

Tembl:

*  CsepneHus o cucteme

« [lpoueccop

*  OnepaTtuBHas namsaTb

e [lpn xpaHeHun

*  KombuHaumn HakonuTenbHbIX YCTPONCTB

e Audio
*  YCTPOWCTBO CYUTLIBAHUS KapT NaMsaTh
. Kamepa

*«  Wireless (becnpoBogHas cBA3b)

*  [opTbl 1 pazbemsl

. lMnaTta Bugeoapgantepa

*  [Oucnnen

« KnasuaTtypa

»  CkaHep oTnevatka nanbLia — OonuMoHansHo
¢ OnepauunoHHas cuctema

*  CeHcopHasda naHenb

¢ Akkymyngartop

« Apantep nuTaHus

*  Pa3smepbl n macca

e YcrnoBusi 3KCnyaTaumMm KoMmnboTepa

e Security (be3sonacHocTb)

*  [porpammbl o6ecneyeHusi 6e3onacHoCTu

CBeaeHusa o cucreme

Ta6bnuua 3. CBegeHus o cucteme

KomMmnoHeHT TexHu4Yeckne xapakTepucTuKu
Habop Mukpocxem Ha6op mukpocxem Intel
PaspsagHocTb wuHbl DRAM 64 6uta

OHeproHesaBuCUMas NamsiTb C aneKTpudeckor nepesanucsto | SP1 — 16 Mbait

LLinna PCle 100 Mry

NMpoueccop

@ NMPUMEYAHUE: Homepa npoueccopoB He ykasblBaloT Ha MX NPOU3BOAUTENBHOCTL. Moaenu npoLeccopoB MOryT N3MEHATLCS
W OTNNYaTbCs B 3aBUCMMOCTM OT PEFMOHA/CTPaHBbI.

10 TexHuyeckne xapakTepUCTUKU



Ta6nuua 4. TexHU4YecKne XxapakTepucTMKM npoLieccopa

Tun

Ipacdhmyueckas nnarta c apxutektypon UMA

4 M6aitr)

Mpoueccop Intel® Core i7-7500U ceapbmoro nokonenus (ao 3,5 Nu, kaw Intel HD Graphics 620

3 M6ainT)

Mpoueccop Intel® Core i5-7200U cegbmoro nokonexus (o 3,11y, kaw Intel HD Graphics 620

3 M6anT)

Mpoueccop Intel® Core i3-7020U cegbmoro nokoneHus (o 2,3 Nu, kaww Intel HD Graphics 620

Mpoueccop Intel® Celeron 3865U (7o 1,8 'u, kaw 2 MGawnT)

Intel HD Graphics 610

Mpoueccop Intel® Pentium 4415U (go 2,3 'y, kaw 2 M6anT)

Intel HD Graphics 610

OnepatnBHaa NnaMATb

Tabnuua 5. TexHU4Yeckne xapakTepuCTUKN NaMATH

MakcumansHas KoHUrypaLums namsTm

KomnoHeHT TexHU4ecKne xapakTepucTUKn
MuHuMmanbHas koHdurypaums namsTtu 4 Gaiit
16 MéanT

KonuyecTtso cnotoB

[ea cnota SoDIMM

BapuaHTbl Mmogynemn namsaTtu

4 6awnt (1x 4 M6ant)

8 GawniT (2 x 4 ['6anT)

8 '6anT (1x 8 6awnT)

12 F'6ant (1x 4 IeanT, 1x 8 Mant)
16 M6awnT (2 x 8 M6anT)

16 I'6anT (1x 16 M6anT)

Twvin

DDR4

BbbicTpogenctaune

2400/2 133 MI'y,
@ MPUMEYAHME: 2 133 MI'y, ansi npouieccopa cegbMoro
noKoneHus

NMpun xpaHeHnu

Ta6nuua 6. TexHU4eckue XapaKTepucTukmn noacmnuctemMbl XpaHeHUA gaHHbIX

Tun ®dopm-cakTop UHTepdenic EmkocTb
TBepaoTenbHbI HAKONUTENb M.2 M.2 SSD [o 256 Meant
XKecTkun anck 2,5-010AMOBLIN SATA [o 2 Teawnt
Intel Optane (mogynb M.2 PCle ¢ ecTkum M.2 PCle 16 Moant
ONCKoM)

TexHuYeckne xapakTepUCTUKU 1"




KombuHaumnm HakonuTesibHbIX YCTPOUCTB

Tabnuua 7. Kom6MHaLmMm HakonuTenbHbIX YCTPOUCTB

OcHOBHOW/3arpy304HbIN HakonuTenb

[JononHuTenbHbIA HakKonNUTenb

OpavH TBepaoTenbHbIN HakonuTens M.2

OauH 2,5-410AMOBbLIN OUCK

OauH 2,5-010AMOBbIN XECTKUN ANCK

Het

OaviH 2,5-10NMOBbIN XXECTKUA AUCK ¢ namMaTbio M.2 Optane

Het

Audio

Ta6nuua 8. TexHU4eckue XapaKTepUucTukn ayamnocmuctemMbl

KomnoHeHT TexHnYeckme xapakTepucTUKN

KoHTponnep Realtek ALC3246 ¢ BonHammn MaxxAudio Pro

Twun [ByxKaHanbHbIN ayanoKodeK BbICOKOro paspeLleHns
OuHamumkm [lBa (HanpaBneHHble AUHAMUKN)

WHTepdeiic wuHa Intel HDA

Yeunutenb BHYTPEHHEero JuHamMmuka

2 BT (cpegHekBagpaTU4HOe 3Ha4YeHWe) Ha KaHarn

YCTpOMCTBO CYUTbLIBAHUA KapT NaMATH

Ta6nuua 9. TexHMYecKue XxapakTepUCTUKN YCTPOWCTBA CYUTbIBAHUA KapT NaMATH

KomnoHeHT

TexHUYeCcKne xapakTepucTUKn

Twvin

OnvH pasbem ans kaptbl SD

Moanepxu1Baemble KapTbl

e SD
SDHC
SDXC

Kamepa

Ta6nuua 10. TexHUn4Yeckme xapakTepUCTUKMU KaMepbl

KomMmnoHeHT

TexHUYecKne xapakTepucTmuku

PaspelieHne

e ®oto: 0,92 meranukcens (HD)
e Bupeo: 1280 x 720 (HD) ¢ yactoTtomn 30 kagpoB/c

Yron 0630pa no gnaroHanu 78,6°

Konnyecteo Kamep

OpHa ¢hpoHTarnbHasi kamepa

Twvin

HD ¢ domkcUpoBaHHbLIM (OOKYCHBIM PACCTOSIHUEM

Tun gaTtymka HOaTtunk CMOS
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Ta6nuua 10. TexHMYecKkue XapakTepPUCTUKU KaMepbl (NPOoJoIKeHne)

KomnoHeHT TexHUYecKkue xapakTepucTUKu

MakcumansHoe paspeLieHve
BUOEO

1280 x 720 (HD) ¢ yactoTton 30 kagpoB/c

MakcmumanbHoe paspelueHue goto | 0,92 meranukcens (HD)

Wireless (becnpoBoaHasi CBA3b)

Tabnuua 11. TexHn4Yeckme xapakTepucTUKM 6ecnpoBOoAHON CBSA3U

KomMnoHeHT

TexHuYeckue xapakTepuCcTUKn

Twvin

e Apgantep 6ecnpoBogHoi cBsA3m Qualcomm QCAS565,
DW1707 802.11bgn (1x1) Wi-Fi n Bluetooth 4.0

e [IByxaMana3oHHbIN agantep 6ecnpoBOAHON CBSA3U
Qualcomm QCA9377, DW1810 802.1ac (1x1) Wi-Fin
Bluetooth 4.1

e [IByxamana3oHHbIN agantep 6ecnpoBogHON CBA3M
Qualcomm QCAB1x4A, DW1820 802.11ac (2x2) Wi-Fin
Bluetooth 4.1

MakcrmarnbHas CKopoCTb Nepeaayn gaHHbIX

867 Mbut/c

[wnana3soHbl YacToT

24/5TTy

LUndpposaHune

e 64/128-paspsagHbii anroput™m WEP
e AES-CCMP
e TKIP

MopTbl N pazbeMbl

Ta6nuua 12. MopTbl 1 pa3beMbl

AnemeHTbI

TexHuYeckue xapakTepucTUKn

YCTPONCTBO YTEHUS KApT NamsATn

YCTpOonCTBO cUMThIBaHMS KapT namsti SD 3.0

USB

e OpawuH nopt USB 2.0
e [lBa nopta USB 3.1 Gen 1

Security (besonacHocCTb)

CnoT Anst KNMHOBOIO 3aMKa

CTbIKOBOYHBI MOPT

Dell USB 3.0 Dock (UNO)

Audio

YHuBepcanbHoe ayanorHesao
OanH MUKPOOH C LWyMonofaBneHnem

Video (Bugeo)

Pasbem HDMI 1.4b
Mopt VGA

CeTeBoli aganTtep

OpavH pasbem RJ-45

TexHU4eckue XapakKTepucTtukun
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NnaTa Bnaeoagantepa

Ta6nuua 13. TexHU4Yeckne xapakTepucTUKK NnaThbl Buaeoagantepa

KonTponnep

Tun

CooTBeTCTBY
owun
npoueccop

Tun
rpachuyeckon
namsTu

EMKoOCTb

Moppepxka
BHELUHUX
aucnneesB

MakcumanbHoe
pa3speLueHue

Intel HD
Graphics 620

UMA

e [lpoueccop
Intel® Core i
7-7500U
ceibMoro
NoKoneHns

e [lIpoueccop
Intel® Core i
5-7200U
ceabMoro
NoKoreHunst

e [lpoueccop
Intel® Core i
3-7020U
ceibMoro
noKoneHunst

e [lIpoueccop
Intel®
Celeron 386
5U

e [lpoueccop
Intel®
Pentium 441
5U

BcTpoeHHbIn
KOHTponnep

CoBMecTHO
ncnonbsyemada
CuncTtemMHasd
namaTb

Pasbem HDMI 1.4b
VGA

1920 x 1080

Intel HD
Graphics 610

UMA

BcTpoeHHbIn
KOHTponnep

CoBMecTHO
ncrosnb3yemas
cucTeMHas
namsatb

Pa3bem HDMI 1.4b

1920 x 1080

Mnata AMD
Radeon 520

Ha otoenbHomn
nnaTte

GDDR5

2 I6ant

Het

1920 x 1080

Oucnnen

Tabnuua 14. TexHU4YecKne xapakTepuCcTUKN gucnnes

KomMnoHeHT

TexHMYeckue xapakTepUCTUKN

Twvin

14-AtoMOBbIV YNbTPATOHKWUI AUCNEN BbICOKON YETKOCTH
(1366 x 768) ¢ TN-maTpuuen, aHTUONNKOBLIM NOKPLITUEM,
©6e3 ceHCcopHOro BBOAa
14-glomoBLIN gucnnen ¢ paspewexnem Full HD

(1920 x 1080), nnaHapHO KOMMYyTaLMenr, aHTUBNNKOBbLIM
NoKpbITMEeM (OMNUMOHanbHO), 683 CeHCOpHOro BBOAA

BeicoTa (akTnBHas obnactb)

320,90 mm (12,63")

LLnpuHa (akTmBHas obnacTb)

205,60 MM (8,09")

[Ownaronanb

355 mm (14 arormoB)

ApkocTb (HOMUHAnN)

Makcumym 400 HuT
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Ta6nuua 14. TexHU4YecKkne xapakTepucTuku gucnnes (NpoaomkeHue)

KomnoHeHT

TexHUYeCcKMe xapaKkTepuCcTUKU

YactoTta o6HOBNEHUS!

60y

Yron o63opa no ropusoHTany (MuH.)

+/-40 rpagycoB

Yron o63opa no BepTmkanu (MyH.)

+10/-30 rpagycoB

KnaBuatypa

Ta6nuua 15. TexHMYeckne XxapakTepPUCTUKUN KnaBuaTypbl

KomnoHeHT

TexHUYecKne xapakTepuCcTUKU

KonnyecTtBo knaemLu

80 (CLWWA)

81 (Benukobputanus)
82 (bpasvnus)

84 (AnoHus)

Paamepbl

MonHopasmepHas

e Llar knaeuw no ocun X = 19,00 mm
e LUlar knasuw no ocn Y = 19,00 mm

KnasuaTtypa c nogcseTkon

HeobGszaTenbHble

Packnapgka knasuaTtypbl

QWERTY/AZERTY/Kanii

CKaHep oTne4vyaTtka nanbua — OonNuUMUOHalNnbHO

Ta6bnuua 16. TexHn4YecKMe xapakTepUCTUKU CKaHepa oTrne4vaTka nanbua

KomMmnoHeHT

TexHuueckue XapaKTepUCTUKU

TexHonorusa gaTymka

EMKOCTHbIN

PaspelwieHne gatynka

500 nukcenen Ha gonm

3oHa perucTtpaunn gatymka

5,5 x4,4mm (0,22 x 0,17 gronma)

Pasmep AaT4yuka B nNuUKcenax

108 x 88

OnepauyuoHHasa cucrtema

Ta6nuua 17. OnepaunoHHas cuctema

KomMnoHeHT

TexHUuYeckue XxapakTepUCTUKN

MognepxmBaemble onepaumMoHHbIE CUCTEMbI

e Windows 10 JomalHss (64-pa3psigHas)
e Windows 10 Pro (64-pa3psigHas)
e Ubuntu

TexHU4eckue XapakKTepucTtuku
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CeHcopHaa naHenb

Tabnuua 18. TexHU4YecKkne XxapakTepUCTUKN CEHCOPHOW naHenu

KoMnoHeHT TexHUYecKue xapakTepucTUKn
PaspelueHune 1219 x 919
Pa3wmepbl e LlnpuHa: 105 mm (4,13 arorima)

e BebicoTa: 65 MM (2,56 atonma)

MyﬂbTVICSHCOprIVI BBO/[ MopoepxmBaeT NATb TOYEK KacaHUsA

AKKymMynsaTop

Tabnuua 19. TexHUYecKMe xapakTepUCTUKN aKKyMynsaTopa

KomnoHeHT TexHUuYeckue XxapakTepucTukn

Tun MpuamaTnyecknin/NoNMMEpPHbIN TPEXCEKLIMOHHLIN 42 BTy

dopm-hakTop npuHa 175,37 cm (6,9 aronma)
Fny6uHa 90,73 mm (3,57 gronma)
BbicoTa 5,9 mm (0,24 gronma)

Macca (makc.) 0,2 kr (0,44 cpyHTa)

Hanpsixexue 11,4 B nocTosiHHOro ToKa

CpokK cryx6bi 300 unKnoB paspsak1/noasapanku

Bpemsi sapsiaku npu oTknioderHom | CTaHAapTHas 3apsaka OT1 0 po 60 °C: 4 yaca

KoMnbtoTepe (NpMbnuanTensHo) Express Charge OT 0 g0 35 °C: 4 vaca

OT116 0o 45 °C: 2 vaca
OT1 46 po 60 °C: 3 yaca

Bpewms paboThi 3aBuWCUT OT yCrOBUIA SKCMNyaTaLym U MOXeT BbITb 3HAUNTENBHO MEHbLLE NPU
onpeferneHHbIX YCroBUSX NOBbILLEHHOTO 3HepronoTpebneHns

[uana3soH Temnepatyp: Bo Bpemsi | 0T 0 °C Ao 35 °C (ot 32 °F no 95 °F)

paboThbl

[nanasoH Temnepartyp: Mpu Ot -20 po 65 °C (o1 -40 fo 149 °F)
XpaHeHumn

BaTapelika Tuna «Tabnertka» CR2032

ApanTtep nutaHusA

Tabnuua 20. TexHUYECKNEe XapaKTEPUCTUKN aganTepa NnUuTaHus

KomnoHeHT TexHU4eckne xapakTepucTrUKn

Tun e 45 BT (cuctembl ¢ apxutektypon UMA)
e 65 BT (cucTembl € BblAeNEeHHbIM rpauyeckum agantepom)
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Ta6nuua 20. TexHU4YeCKMe XapaKTepUCTMKM aganTepa NUTaHus (NPoAoIhkeHne)

KomMnoHeHT

TexHuYeckue xapakTepucTUKn

BxogHoe HanpsikeHne

oT 100 go 240 BONbT NEPEMEHHOrO TOKa

BxogHow Tok (MakcumanbHbIin)

o 13Aana4bBT
e 17Apnna6bBT

BxogHas yactoTa

50-60 Iy

BbixogHowm ToK

o 231AonadsBr
e 334 A pna6bBT

HomuHanbHoe BbiIxogHoe Hanps>xeHune

19,5 B nocTOAAHHOrO TOKa

OnanasoH TemnepaTyp (npu padoTte)

OT1 0 8o 40 °C (ot 32 po 104 °F)

[nanasoH TemnepaTyp (MPU XpaHEHUN 1 TPAaHCNOPTUPOBKE)

OT1 -40 po 70 °C (o1 —40 po 158 °F)

Pa3mepbl n macca

Ta6nuua 21. Paamepbl 1 Macca

KomnoHeHT TexHnYecKkne xapakTepucTUKn
BeicoTa 19,9-21 mm (0,35-0,62 arorma)
npuHa 339 mm (13,34 grorima)

nybuHa 241,9 mm (9,52 aronma)

Bec 1,79 kr (3,94 dyHTa)

YcnoBusa JKCnnyataumm KOMnbroTEepa

YpoBeHb 3arpsa3HAOLWMX BewecTB B aTMocdepe: G1, kak onpeaeneHo B ISA-S71.04-1985

Tabnuua 22. YcnoBus akcnsyaTauum KoMmnbloTepa

Mpw paboTe

Mpu xpaHeHun

[nana3oH TemnepaTyp

o1 0 °C 0o 40 °C (o1 32 °F po 104 °F)

oT -40 po 65°C (o1 -40 go 149 °F)

OTHOCUTENBbHAsA BNaXXHOCTb (Makc.)

oT 10% po 90% (6e3 obpa3oBaHus

KOoHAeHcaTa)

(O|MPUMEYAHUE: TemnepaTypa
MaKkcuMMarnbHOM TOYKM pockl = 26 °C

oT 0% Ao 95% (6e3 obpasoBaHus

KOHAeHcaTa)

(D|NMPUMEYAHUE: TemnepaTypa
MaKkcMMarnbHOM TOYKM pockl = 33 °C

Bubpaumsa (makcumansHasi)

0,66 GRMS

1,30 GRMS

YnapHast Harpyska (MakcumarbHas)

140 GT

160 G¥

BbicoTa Hag ypoBHEM Mops (Makc.)

ot 0 go 3048 m (o1 0 go 10 000 gyTOB)

OT1 0 a0 10 668 m (oT O go 35 000 gyTOB)

* MIamepeHo ¢ ncnonb3oBaHMEM CriekTpa Cﬂy‘-IaIZHbIX konebaHuw, MMUTUPYHOLLNX YCIOBUA pa60TbI nonb3oBaTterns.

T VIamepeHo ¢ ncnonb3oBaHUeM NosTyCUHYCOMAanbHOro MMnynbca AnnTensHOCTbIO 2 MC BO BpeMsi pa60T|>| XEeCTKOro gucka.
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I Onpe,qeneHo ana nonycnHycounaanbHOro nMmnynbca annuTenbHOCTbIO 2 Mc npu HaxoasLenca B npunapkoBaHHOM NONOXeHNn

rOJ1I0BKE XXeCTKOro Ancka.

Security (be3onacHOCTb)

Ta6nuua 23. TexHU4YeCcKkne XxapakKTepPUCTUKM CUCTEMbI Ge3onacHoOCTH

KomnoHeHT

TexHUYecKne xapaKkTepucTUKU

Mopyns TPM 2.0

BCTpoeH B CUCTEMHYI0 nnaty

BblaeneHHbIi mogynbs TPM

BcTtpoeH B cuctemHyto nnaty

Mopaepxka Windows Hello HeobsizaTenbHble
Kpblwka kabens Heobs3zaTenbHble
JaTunk BCKpbITUS koprnyca HeoGsa3aTenbHble

B03MOXHOCTb UCNOMNb30BaHMs rHe3da Ans 3amka
Ge3onacHoCTU ¢ TpOCOM

HeobGs3zaTenbHble

Mporpammbl o6ecneyeHnst 6esonacHoCcTU

Ta6nuua 24. TexHu4yeckue xapakrtepuctukm MO ana obecneyeHusa 6eaonacHOCTU

KomnoHeHT TexHU4eckne xapaKkTepucTUKn
Dell Endpoint Security Suite Enterprise HeobGs3zaTenbHble
Dell Data Guardian Heobs3aTtenbHble
Dell Encryption (Enterprise unu Personal) HeobGs3aTenbHble
Dell Threat Defense Heobs3aTtenbHble
RSA SecurlD Access HeobGs3aTenbHble
RSA NetWitness Endpoint HeobGs3aTenbHble
MozyPro nnn MozyEnterprise Heobsi3aTenbHble
VMware AirWatch/WorkspaceONE HeobGszaTenbHble
Absolute Data & Device Security HeobsizaTenbHble
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MporpaMma HaCTPOWKM CUCTEMbI MO3BOSISAIET YNPaBNATL HOYTOYKOM M 3agasaTh napameTpsl BIOS. M3 nporpaMmbl HACTPOMKK

HacTtpounka cuctembl

CUCTEMbl MOXHO BbINOJTHATL crieayouine 0EeNCTBUS:

TeMmbl:

e MeHto 3arpysku

n3meHaTb HacTporikn NVRAM nocne gobaeneHns nnu nssneyeHnss obopynoBaHus;
oTobpaxaTb KoHpurypaumio obopyaoBaHUS CUCTEMBI;

BKIIOYATb UMK OTKIMIOYaTb BCTPOEHHbIE YCTPONCTBA;

3aaBaTb NOPOroBble 3HaYEHUsI NPON3BOAMTENBLHOCTU U YNPaBNeHnsa aHepronoTpedneHnem;
ynpasnaTb 6e30nacHOCTLIO KOMMbOTEpPA.

. Knaeuwwn HaBurauum
* [lapameTpbl HACTPOWKN CUCTEMBI
*  CucTtemMHbIV Napornb 1 naporib NPorpaMMbl HACTPONKN

MeHo 3arpysKu

Haxmute knasuwy <F12> npu noseneHun norotuna Dell, 4To6bl OTKPbITE MEHIO OAHOKPATHOW 3arpy3ku CO CMIMCKOM NOAXOASALLMX

3arpy304HbIX YCTPONCTB cucTeMbl. B gaHHOM MeHIo Takke nmetoTcsa nyHkTbl Diagnostics (QuarHoctuka) n BIOS Setup (Mporpamma
HacTpoviku BIOS). YcTponcTBa, ykasaHHbIe B MEHIO 3arpy3ku, 3aBUCAT OT 3arpy304HbIX YCTPOWCTB CUCTEMBI. [laHHOE MEHIO MONEe3HO

npu NonbITKe 3arpy3nTbCs C KAKOro-NMBO KOHKPETHOrO YCTPOMCTBA UMK BbINOMHUTL ANArHOCTUKY cuctemsl. Mpu ncnonb3oBaHum

MEHIO 3arpy3Kkun He NPOUCXOANT HUKaKNX M3MEHEHWI B MOpsAKe 3arpyskn, coxpaHeHHoMm B BIOS.

,D,OCTyI'IHbIe napamMeTpbl:

e 3arpyska B pexume UEFI:

o Windows Boot Manager (MeHemxep 3arpy3ku Windows)

e [lpyrue napameTpsbi:

o Hacrtporka BIOS
o O6HoeneHue dnaw-namatm BIOS

o [OwmarHocTtuka

o W3MeHUTb HacTPONKK pexuma 3arpysku

KnaBuwmn HaBurauum

@ NMPUMEYAHMUE: [ns 6onbluMHCTBA NapaMeTpoB NporpamMmmbl HACTPOMKN CUCTEMBI, BCe caenaHHble Nonb3oBaTtenem
N3MEHEHUS PErmcTpUpyoTCS, HO He BCTYNaloT B CUNY A0 nepes3arpy3ku CUCTEMbI.

Knasuwum
Ctpenka BBepx
CTtpenka BHU3
KnaBuiwia Enter

KnaBuwa
npo6ena

KnaBuwa Tab

HaBurauuns

MepemeluaeT Kypcop Ha NpeabigyLiee none.

MepemellaeT Kypcop Ha cneaytoLlee norne.

[No3BonseTt Bbl6paTb 3Ha4veHune B Bbl6paHHOM none (ecnm I'IpI/IMeHI/IMO) nnm I'IpOﬁTM MO CCblfKe B none.

PaasopaqMBaeT nUnn ceopavnBaeT paCKprBa}OLIJMIZCFl CMUCOK, eClnn eCTb.

MepemeLlaeT Kypcop B crieflyioLLyto o6nacTb.

HacTtpo#ka cuctembl
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KnaBuwum HaBurauusa

®| MPUMEYAHUE: MpumeHnMo TONbKO ANnsa cTaH4apTHOro rpacuyeckoro bpaysepa.

KnaBuwa Esc Mepexopn kK npeabigyuwnmMm CTpaHuuam BnioTh A0 rMaBHOMo 3KkpaHa. Mpn HaxxaTum kNasuLwmM Esc Ha rmaBHOM
9KpaHe 0T06pa>KaeTc;| coobLleHne ¢ npeanoXxeHnem coxXxpaHmTb BCE HECOXPaHEHHble NUSMEHEHUA U
nepes3arpy3mtb CUCTEMY.

MapameTpbl HACTPONKN CUCTEMbI

@ MPUMEYAHME: B 3aBMcuMOCTM OT HOYTOYKa 1 YCTAHOBMEHHbIX B HEM YCTPOWCTB YKa3aHHbIe B JAHHOM pa3fere MyHKTbl

MEHIO MOTryT OTCYTCTBOBaTb.

OO6Owume napameTpbl

Ta6nuua 25. «O6wue»

MNapameTp

OnucaHne

System Information

OTobparkaeTcs crnegytoLas UHpopmaums:

e System Information (CBeaeHus o cucteme): otobpaxatotca BIOS Version (Bepcusa BIOS),
Service Tag (MeTka o6cnyxuaHus), Asset Tag ([eckpuntop pecypca), Ownership Tag
(MeTka npnobpeteHus), Ownership Date ([ata npnobpeteHuns), Manufacture Date (Jata
nsrotoeneHuns) n Express Service Code (Kog akcnpecc-obcnyxunsaHus).

e Memory Information (CBegeHus o namaTtn): otobpaxatotcsas Memory Installed
(YcTaHoBneHHas namAaTtb), Memory Available (JoctynHas namsatb), Memory Speed
(BbicTpopgencTBme namaTn), Memory Channel Mode (Pexxum kaHanoB namsTtu),
Memory Technology (TexHonorus namsatu), DIMM A Size (Pa3mep namsATu B cnote
DIMM A) n DIMM B Size (Pa3mep namsatu B cnote DIMM B).

e CBeaeHus o npoueccope: oTobpaxatotcs Processor Type (Tun npoueccopa), Core
Count (KonuyectBo sinep), Processor ID (UpeHTudmkatop npoueccopa), Current
Clock Speed (Tekywas TakroBas 4yactoTta), Minimum Clock Speed (MuHnmanbHas
TakToBas 4yactoTta), Maximum Clock Speed (MakcumanbHas TaktoBas YacTtoTa),
Processor L2 Cache (Kaw BTOpOro ypoBsHs npoueccopa), Processor L3 Cache (Kaw
TpeTbero ypoBHsi npoueccopa), HT Capable (Moanepxka cbyHkuun HT) n 64-Bit
Technology (64-pa3psiagHasa TexHonorus).

e Device Information (CBegeHust 06 ycTpoiictee): oTobpaxatoTcs Primary HDD (OcHoBHoM
»ecTkun guck), ODD Device (OnTuueckumn npueoa), M.2 SATA SSD (TBepaoTenbHbIN
HakonuTtenb M.2 SATA), M.2 PCle SSD-0 (TBepaoTenbHbI Hakonutenb M.2 PCle
SSD-0), LOM MAC Address (MAC-apgpec LOM), Video Controller
(BuageokoHTponnep), Video BIOS Version (Bepcus BIOS Bugeokaptbl), Video Memory
(BupgeonamaTb), Panel Type (Tun naHenu), Native Resolution (McxoaHoe
pa3spelueHue), Audio Controller (AyaunokoHTponnep), Wi-Fi Device (YcTponcTeo Wi-
Fi) n Bluetooth Device (YcTpoincTBo Bluetooth).

Battery Information

OTo6GpaxaeTcsi COCTOsIHME paGoTOCNOCOBGHOCTM akKyMynsiTopa v MHGOpMaLms, yCTaHOBMEH Nit
aflanTep NepeMeHHoro Toka.

MocnepoBaTenbHOCTL 3arpy3ku

MosBonseT onpeaennTb NOPAAOK, B KOTOPOM OCYLLECTBNATCA MOMbITKN HANTV ONepaLmoHHY0
CUCTEMY Ha YCTPOMCTBAX, yKa3aHHbIX B CMUCKe.

PacwwmpeHHble napameTpbl
3arpysku

MosBonsieT BbIGMpaTh NapameTp Legacy Option ROMs (Mopaepxka ycTapeBLINX
pononHuTeneHbIx MN3Y) B pexume 3arpysku UEFI. Mo ymonyaHuto napameTp He BbIOpaH.

e FEnable Legacy Option ROMs

e Enable Attempt Legacy Boot (BknounTb NONLITKY 3arpy3kn B pexnmMe COBMECTUMOCTH C
NPEeXHUMN BEPCUAMMN)

BesonacHocTn nyTu 3arpy3ku
UEFI

OTOT NnapameTp No3BonsieT onpeaenuTb, byaet Ny cuctema 3anpaluneBaTh Y nNofb3oBaTens
napons agMuHUcTpaTopa npu 3arpyske rno nytu UEFI n3 meHto 3arpyskmn F12.
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Tabnuua 25. «O6wue» (NpogosrkeHune)

MapameTp

OnucaHune

e Always, Except Internal HDD (Bcerga, 3a ucknio4eHnem BHyTPEHHEro XXeCTKOro gucka) — no
yMON4aHuto

e Always (Bcerga)
e Never (Hukorga)

[aTa / Bpems

Mo3Bonser YCTaHOBUTb AaTy U BpeEMA. VI3MeHeHNss cMCTeEMHON AaTbl U BPEMEHMU BCTYynakwT B
cuny HemMmenrneHHo.

KoHdmrypaumm cucrtemol

Tabnuua 26. System Configuration (KoHdurypauus cuctemsi)

MNapameTp

OnucaHune

Integrated NIC (BcTpoeHHas
ceTeBas nnarta)

[Mo3BoONsiET HACTPOUTL BCTPOEHHbIN KOHTPOSINIEP SIOKaNbHOWM CETW.

e Disabled (OTKkNOYEHO) — BCTPOEHHbIN KOHTPOMMEP NOKanbHOW CeTW OTKIOYEH N HE BUAEH
Ons onepauyoHHON CUCTEMBI.
Enabled (Bknto4yeHO) — BCTPOEHHbIN KOHTPOMNEP NOKanbHOM CETU BKIOYEH.

Enabled w/PXE (BkntoyeHo ¢ ucnonb3oBaHmeM PXE) — BCTPOEHHbI KOHTpOnep
noKanbHOWM CeTH BKIMHOYEH (C 3arpy3kort PXE). ToT BapmnaHT BbIGpaH No yMonyaHuio.

SATA Operation (Pexnm SATA)

[Mo3BoONsIET HACTPOUTL PEXMUM pa6OTbI BCTPOEHHOIo KOHTpOJIepa XXeCTKnxX UCKOB.

e Disabled (OTkno4eHO) = KOHTponnepbl SATA CKpbIThI
o AHCI — SATA-koHTpoOnnep HacTpoeH ansi pabotbl B pexvume AHCI
e RAID ON = SATA HacTpauBaeTcs Ansi nogaepxku pexumma RAID (BbIOpaHO Mo ymMonyaHuto)

Drives (Ouckn)

Mo3BonseT BkNOYaTb UMK OTKMIOYATb Pa3fMyHble AUCKU U AUCKOBOAbI, YCTAHOBIEHHbIE B
KOMMblOTEPE.

SATA-O (BKMOYEHO MO YMOMYaHUIO)

SATA-1 (BKIHOYEHO MO YMOSYaHMIO)

SATA-2 (BKMOYEHO NO YMONYaHWIO)

M.2 PCle SSD-0 (TBepagoTtenbHbin Hakonutenbs M.2 PCle SSD-0) — BkMo4eHo no
YMOMYaHuo

Smart Reporting

OT0 none onpeaenseT, OyayT Ny BelgaBaTbCcsa coobLeHns 06 omnbkax BCTPOEHHbIX XXECTKUX
OUCKOB BO BpeMs 3anycka cuctemsl. [lapameTp Enable Smart Reporting option (Bknountb
BbiBOoA4 coo6wweHnt SMART) Mo yMONYaHUIO OTKITHOYEH.

USB Configuration
(KoHdpurypauus USB)

[Mo3BonseT BKAOYATb UM OTKIKOYaTh BCTPOEHHbIM KOHTponnep USB.

e FEnable USB Boot Support (Bkntounte nogaepxky 3arpy3ku ¢ USB)
e Enable External USB Port

Bce napameTpbl BKIHOYEHbI NO YMOn4aHuto.

Audio

Mo3BonseT BknOYaTh UMK OTKMOYaTb BCTPOEHHbLIN ayanokoHTponnep. Napametp Enable
Audio (Bkntountb ayamo) BeibpaH no ymonyaHumio.

e Enable Microphone (BknounTbs MUKPOGIOH)
e Enable Internal Speaker (BkntounTb BCTPOEHHbIV ANHAMUK)

O6a napameTpa BKMOYEHbI MO YMOITYaHUIO.

Miscellaneous Devices (dpyrue
ycTpouncTea)

[No3BonseT BkAYaTb UK OTKIKOYaTh creytowme yCTponcTea:

e FEnable Camera (BkniounTb Kamepy): napamMeTp BKIOYEH NO YMONYaHUIO
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BupeoaganTtep

MapameTp
LCD Brightness

OnucaHue

[o3BoNsieT HAaCTPOUTb APKOCTb AUCNIESA B 3aBUCUMOCTM OT UCTOYHMKA NUTAHUS: AKKyMyndaTopa nunu

WCTOYHMKa NepeMeHHoro Toka. ApkocTtb XKK-gucnnes He 3aBucuT OT AKKyMyndaTopa n agantepa
nepemMeHHoro Toka. Ee MoXHO HacTpoUTb C MOMOLLIbIO NON3yHKa.

®| MPUMEYAHMUE: MapameTpbl n3o0bpaxeHns oTobpaxkatoTcs TONbKO NpU YCTaHOBKE B KOMMbIOTEP BblAENEHHON BUAEOKapThl.

Security (be3onacHocTb)

Tabnuua 27. Security (BesonacHocTb)

MNapameTp

OnucaHune

Admin Password

Mo3Bonset yCTaHaBnnBaTb, UBMEHATb N yOanNATb Naponb agMUHUCTPaTopa.

System Password

Mo3BonsieT yCTaHaBnnBaTb, UBMEHATb UINN yOanNATb CUCTEMHbIN Naporb.

Internal HDD-0 Password

Mo3BonsieT yCTaHaBnnBaTb, UBMEHATb N yOaNATb NapoSyib BHYTPEHHEro XXeCTKoro Ancka.

Strong Password

OTort napamMeTp NO3BONAET BKIKOYaTb UK OTKNOYaTb HaAeXHble naposin And koMmnbtotepa.

Password Configuration

Mo3BonsieT yCTaHOBUTL MUHMMANbHOE U MakCMMarbHOE YMCIO CMMBOJIOB AN1s Napons
agMyHUCTpaTopa 1 CUCTEMHOIO napons. YMcno cMMBONOB MOXET ObiThb OT 4 Ao 32.

Password Bypass

3TOT NapameTp No3BonseT 0GONTU NPUIMALLEHNS K BBOZY CUCTEMHOIO (3arpy304HOro) naposs
1 Naponsi BCTPOEHHOTO KeCTKOro Ancka BO BPeMsi Nepesarpy3kil CUCTEMBI.

e Disabled (OTkno4eHO): Bceraa sanpalumsaTb BBOL CUCTEMHOIO Naporns 1 napons
BCTPOEHHOIO XXECTKOro AMNCKa, ECN TaKoBbl€ YCTAHOBMEHbI. ATa PYHKUMS BKIOYEHA NO
YMON4YaHUIo.

e Reboot Bypass (O6xog npv nepesarpyske): 06xo4 npurnalleHnin kK BBOAY naponen npu
nepesanyckax («ropsymx» nepesarpyskax).

@ NMPUMEYAHUE: Cuctema obs3atensHo OyaeT BblgaBaTh 3anpoc Ha BBOA
YCTaHOBJIEHHOIO CUCTEMHOIO Napona 1 naponda 3aunTbl BCTPOEHHOIO XXEeCTKOro AMncka npu
BKIMTHOUYEHMUN NMUTAHNS U3 BbIKITFOYEHHOIrO COCTOSAHMS (T. H. «XorogHas 3arpyska»). Kpome
TOro, cuctema byaeT BbigaBaTh 3anpoc Ha BBOA Naposien ModbiX XKECTKMX OUCKOB,
yCTaHaBnMBaeMbIX B Moboe Modynb pacLuMpeHus.

Password Change

[aHHbI napaMeTp NO3BOMSAET pa3peLunTb UK 3anpeTuTb NSMEHEHNE CUCTEMHOIO Napons u
napona >XeCTkoro Ancka, ecnn yCtaHoBJ1EH NapoJib aaMUHUCTPAaTopa.

Allow Non-Admin Password Changes (Pa3pewunTs nameHeHue naponemn nuuom, He
ABNAKLWMUMCH afMUHUCTPATOPOM) — 3TOT BapuaHT OTKITHOYEH MO YMOMYaHUIo.

Non-Admin Setup Changes

[aHHbIN napameTp NO3BOMNSET paspeLLnTb U1 3anpeTuTb BHECEHWE U3MEHEHMWI B MporpaMme
HacTPOWKM CUCTEMBI, ECIN YCTAHOBIIEH NAPONb agMUHUCTpaTopa.

UEFI Capsule Firmware Updates

OT1OT NnapameTp onpegensieT, byaeT nu cuctema paspeluatb 06HoBneHns BIOS ¢ nomoLLbo
naketoB obHoBneHua UEFI Capsule. 3ToT napameTp BbibpaH no ymonyaHuto. OTko4eHne
3Toro napameTpa 6yaet 6nokmpoBaTh 06HOBEHNS BIOS oT Takux cnyx6, kak LieHTp
o6HoBneHusa Windows u Linux Vendor Firmware Service (LVFS).

TPM 2.0 Security

[No3BonseT KOHTpONMpoBaTb AOCTYNHOCTb AOBEPEHHOro nnatgopmeHHoro moayns (TPM) ana
onepauvoHHON CUCTEMBI.

TPM On (cpyHkumna TPM BkntoyeHa) (No ymon4aHuio)

Clear (O4mcTtuTb)

PPI Bypass for Enable Commands (06xoa PPl ansi Bkrto4YeHns komaHza,)
PPI Bypass for Disable Commands (06xoa PPl 4ns oTknio4YeHns KomaHza)
PPI Bypass for Clear Commands (O6xoa PPl ansi cbpoca komaHa)
Attestation Enable (BkntounTb aTTectaumio) (Mo yMonyaHuio)
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Tabnuua 27. Security (besonacHocTb) (nNpoaomkeHue)

MapameTp

OnucaHune

o Key Storage Enable (BkntounTb xpaHunuie knoden) (no ymonyaHuio)
e SHA-256 (no ymonyaHuio)

BbiGepuTe 0auH U3 BapUaHTOB.

e Disabled (OTkn04EHO)
e Enabled (BknoyeHo) (MO yMOn4YaHuUio)

Computrace(R)

[aHHoe none no3BonseT akTMBMPOBaTb UNK OTKNoYaTb UHTEpderc moaynsa BIOS
JononHuTensHoro cepemca Computrace komnaHmm Absolute Software. BkrtoueHne nnm
OTKIIOYEHMEe AoNoMNHUTENbHON cnyx6bl Computrace®, NnpegHa3Ha4YeHHON Anst ynpaBrieHus
pecypcamu.

e Deactivate ([JJeakTvBnpoBaTh)
e Disable (OTKNIOYMTL)
e Activate (AKTMBMpOBaTb) — 3TOT BapuaHT BbIOpaH Mo yMONYaHuH0.

OROM Keyboard Access

OTOT napameTp No3BonseT onpeaenvTs, 4OCTYNEH MW NoNb3oBaTensam Bxod B MeHto Option
ROM Configuration (KoHdwurypaumsa gononHutensHoro M3Y) ¢ NoOMOoLLbIo ropsymx KnasuLLl BO
BpEMS 3arpysku.

e Enabled (BknoyeHo) (N0 yMOn4YaHUio)
e Disabled (OTknO4EHO)
e One Time Enable (BkntounTb Ha oanH pa3)

Admin Setup Lockout

Mo3BonsieT NpeaoTBPaTUTL BXOA NONb30BaTENEN B MPOrpamMmmy HaCTPOMKN CUCTEMBI, ECIK
yCTaHOBIEH Naposb aAMUHUCTPaTopa. TOT NapameTp NO YMONYaHUIO He YCTaHOBIEH.

Master Password Lockout

Mo3BoNAET OTKMNIOUNTL NOAAEPXKKY OCHOBHOIO Napons. MIsMeHnUTb aTOT napameTp MOXHO
TOMbKO MOCIE yaaneHusi Napornemn XeCTKUX OUCKOB. DTOT napaMeTp o YMOMYaHUIo He
YCTaHOBIEH.

SMM Security Mitigation

Mo3BonseT BKMoYaTh UMK OTKMYaTb AOMNONHUTENbHbIE CPEACTBA AN YCTPaHEHWS yrpo3
6e3onacHoctn UEFI SMM. OTOT napameTp No yMOMYaHUo He YCTaHOBIEH.

Secure Boot (be3onacHas 3arpy3ka)

Ta6nuua 28. Secure Boot (be3zonacHas 3arpy3ka)

MapameTp

OnucaHue

Secure Boot Enable (be3sonacHas
3arpyska BKro4yeHa)

Mo3sonseT BknoYaTh UK OTKMOYaTb PYHKUMIO 6e30nacHON 3arpy3ku
e Secure Boot Enable (BesonacHas 3arpyska BknoyeHa)

[aHHbIN napameTp No ymMonyaHuio BbibpaH.

Secure Boot Mode

Mo3sonsieT n3ameHuTb NoBegeHne 6e30nNacHoOM 3arpy3ku, paspeLuas oueHMBaTb Unm
NPUHYAUTENBHO NPUMEHSTh LmdpoBble noanucy aparvisepos UEFI.

e Deployed Mode (Pa3BepHyTbI pexxuM) — Mo yMON4YaHuio
e Audit Mode (Pexum ayguta)

Expert key Management

Mo3BonsieT ynpaBnsiTh KMOYOM 3alumThl 6a3 AaHHbIX, TONBKO eCnv cCUCTEMa HaxoamTCs B
nonb3oBaTenbckom pexume. PyHkumsa Enable Custom Mode (BknounTtb
NoNb30BaTeNbCKMMA PEXMUM) MO YMOMYaHMIO OTKMNYeHa. [locTynHble napameTpsil:

e PK (no ymonyaHuio)
e KEK

o db

o dbx

Ecnu Bkniounte Custom Mode (lMonb3oBaTtenbckuin pexmnm), NnosBAaTCs COOTBETCTBYOLLME
BapuaHTbl Bbibopa ansa PK, KEK, db u dbx. [locTynHble napameTpsi:
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Tab6nuua 28. Secure Boot (be3onacHas 3arpy3ka) (NpogomkeHue)

MapameTp

OnucaHune

e Save to File (CoxpaHuTb B haitn): coxpaHeHue knioya B BbiOpaHHbLIN Nonb3oBaTenem
cdann

e Replace from File (3ameHuTb U3 darnna): 3ameHa TeKyLLEro Krnoya Kro4om 3
BblIbpaHHOro nonb3osaTtenem canna

e Append from File (Jo6aBuTb U3 hanna): nobaBneHve knoya B TeKyLLyro 6a3y AaHHbIX
13 BbIGpaHHOro nonb3oBarenem ganna

Delete (YaanuTb): yaaneHue BblGpaHHOro knoya

Reset All Keys (C6pocuTb Bce Knoun): cOpoc c BO3BpaTOM K HAaCTPOMKe no
yMON4YaHuto

o Delete All Keys (YaanuTb Bce Knoun): yaaneHne BCex Kroven

(O|MPUMEYAHUE: Ecrn oTkntounTts Custom Mode (IMonb3oBaTtenbeckuin pexum), Bce
BHECEHHbIE 3MeHeHns ByayT yaaneHsl, n 6yayT BOCCTaHOBMNEHbI HACTPOWKW KIoYen no
YyMOMYaHuto.

Intel Software Guard Extensions

Tabnuua 29. Intel Software Guard Extensions

MapameTp

OnucaHune

Intel SGX Enable

OTU Nonst No3BoNAT 06ecneunTb 3aLULLEHHYIO Cpeay Ans
3anycka kofa/xpaHeHus KoHUaeHLManbHbIX AaHHbIX B
KOHTeKkcTe ocHoBHol OC.

BbibepuTe oavH 13 cnegyowmnx BapuaHToB.

e Disabled (OTkno4yeHo)
e Enabled (BkntoyeHo)

e Software Controlled (YnpaBneHue ¢ nomouwbio NMNO) —
Nno yMOJ4aHu1io

Enclave Memory Size

[aHHbI napameTp ycTaHaBnmBaeT 3HayeHne SGX Enclave
Reserve Memory Size (Pa3mep pe3epBHOM namMaTu
BHYTPEHHel obnactn SGX).

BbiGepute o4uH 13 crieqytoLmnx BapuaHToB.

e 32MB
e 64 Mb
e 128 MB (128 MbaiT) — no ymonyaHuto

NMponsBoauTenbHOCTb

Ta6nuua 30. NMponsBognTenbHOCTb

MapameTp

OnucaHune

Multi Core Support

B atom none YKa3blBaeTCA KONM4eCTBO BblAENIEHHbIX A0ep L
A58 9TOro npouecca — ogHo nnu Bece. NponsBoanTenbHOCTb
HEKOTOpPbIX MNPUMOXEHWI NOBbILLAETCS NPU UCMOMb30BaHUN
OONMOJTHUTEeNbHbIX A40ep.

e Enabled (BknoyeHo) = BKMOYeHbI ABa 94pa
e Disabled (OTKMOYEHO) = BKITHOYEHO OAHO AP0

Intel SpeedStep

Mo3BonsieT BKMOYaTh UM OTKMOYaTb pexum npoueccopa Intel
SpeedStep.
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Ta6bnuua 30. NMponsBognUTENbHOCTL (MPOAOITKEHME)

MapameTp

OnucaHune

e Enable Intel SpeedStep (Bkntounutb dyHkuuto Intel
SpeedStep)

OTOT NapameTp YCTAHOBIEH MO YMOMYaHWIO.

C-States Control

[Mo3BonseT BKAOYATb UM OTKIKOYaTh AONOSTHUTENbHbIE
COCTOAHMA CHa npoueccopa.

e C States (C-cocTosiHMSA)

10T napamMeTp yCTaHOBNEH N0 yMOJ4YaHUo.

Hyper-Thread Control Mo3BonsieT BKMOYaTb UMM OTKMIOYATb PEXUM FMNEProTOYHOCTU

B MpoLeccope.

e Disabled (OTknto4eHo)
e Enabled (BknoyeHo) — No ymonyaHuto

POST Behavior (Pexxum pabdoTtbl POST)

MapameTp

Adapter Warnings

Fn Lock Options

Fastboot

Extended BIOS
POST Time

Full Screen Log
(Nlorotun Ha Becb
3KpaH)

Warnings And
Errors

Sign of Life
Indication

OnucaHue

[Mo3BonseT BkNtoYaTb UNK OTKNOYaTbL NpeaynpexaeHus nporpaMmmbl HacTporku cuctemsl (BIOS) npu
NCMONb30BaHWM ONpeaeNneHHbIX aaanTepoB NMUTaHUs.

3HayeHve no ymonyaHuio: Enable Adapter Warnings (BknounTb npegynpexageHns agantepa)

Mo3BonseT ncnonb3oBaTh coveTaHne knasuw Fn+Esc ana nepeknoveHns mexay Habopamu yHKUUA ons
knasuw F1-F12 (cTaHgapTHbIM 1 BTOPOCTENEHHBLIM). ECnn aTOT NapameTp OTKIMOYEH, Bbl HE CMOXETe
OVHaMWYECKN NepeknioyaTbes Mexay Habopammn yHKLMA Ana 3TUMX KnasuLl. [JoCcTynHbl criegyowme
BapuaHThbl:

Fn Lock (BnokupoBka knasuwm Fn) — BKNIOYEHO NO YMONYaHUIo

Lock Mode Disable/Standard (OTkniouuTb pexum 6nokmpoBku/CtaHaapTHbIe yHKLMK)

Lock Mode Enable/Secondary (Bkntountb pexum 6noknpoBkn/BTopocTeneHHbIe MYHKLMN) — No
YMOMYaHuto

Mo3BonsieT yCkopUTb NPOLIECC 3arpy3Kky 3a CHET NPOMYCKa HEKOTOPLIX LIAroB Mo 0GECNEYEHNIO
COBMECTMMOCTU. [loCTyMHblE MapaMeTpbi:

e  Minimal (MUHUManNbHbBIN)
e Thorough (IMonHbIN) — BKMOYEH NO YMONYaHWIO
e Auto (ABTOMaTU4ECKNIN)

Mo3sonseT 4o6aBUTL AONOMHUTENBHYIO 3a4EPXKKY Nepes 3arpy3kon cuctembl. JOCTynHbIe napamMeTpbl:

0 seconds (0 cekyHA) — napameTp YyCTaHOBIIEH MO YMOMYaHUIO.
5 seconds (b cekyHA)
10 seconds (10 cekyHA,)

e Enable Full Screen Logo (Bknto4nTb Norotmn Ha BeCb 3KpaH) — He BKIIOYEHO

e Prompt on warnings and errors (3anpoc npu npegynpexaeHnsax n owmnbkax) — BKIMOYEH MO YMONMYaHUIO
Continue On Warnings (MpogomkaTb Npu npeaynpexneHnsax)
Continue on Warnings and Errors (Mpogom«utb paboTy npu BO3HWUKHOBEHUM OLLUMGBOK 1 NpeaynpexaeHnin)

e Enable Sign of Life Keyboard Backlight Indication (BkntounTb MHAMKALMIO NPU3HAKOB paboTbl NOACBETKA
KnaBuaTypbl) — BKIHOYEHO MO YMONYaHWIO
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Virtualization Support (loapepxka BupTyanusauum)

MapameTp

Virtualization

VT for Direct 170

OnucaHue

[aHHoe none YKa3biBaeT, MOXeT JIn MOHUTOP BUPTYalbHbIX MallnH (VMM) ncnonb3oBaTb YCnoBHbIE
annapaTtHble BO3SMOXXHOCTH, obecneymBaeMble TEXHONOINEN BUpTYyanusauun Intel.

Enable Intel Virtualization Technology (BkntounTbe TEXHOMNOrMIO BUpTYyanuaauum Intel) — BKMOYEHO No
YMOMYaHuIo.

BkritoveHve nnm oTknYeHne Ncnonb3oBaHMs MOHUTOPOM BMpTyarnbHbix MawwuH VMM (Virtual Machine
Monitor) AONOMHUTENbHBIX annapaTHbIX MYHKLUIA, NPeaocTaBnNAeMbIX TEXHOMorMen BupTyanusaumm Intel®
Ans NpsiMoro BBoAa-BbIBOAA.

Enable VT for Direct I/0 (Bknountb TEXHOMOMMI0 BUpTYanu3auum Ansi NpsiMoro BBoAa-BbiBoAa): 3Ta
PYHKLUMSA MO YMOMYaHUIO BKITIOYEHA.

Wireless (becnpoBoagHas cBA3b)

OnucaHue
napameTpoB

Wireless Switch

Wireless Device
Enable

MosBonsieT 3afaTb GeCnpoBOAHbIE YCTPONCTBA, KOTOPLIE MOTYT YNPaBNSTLCS C MOMOLLLIO NepeknoYaTens
GecnpoBogHoro pexvma. JocTynHble napameTpbi:

e OecnpoBogHasi iokanbHasi ceTb
e Bluetooth

Bce napameTphbl BKITHOYEHbI MO YMOMYaHWIO.

@ MPUMEYAHME: YnpaBneHue BknoYeHneM 1 otkrnodeHnem dpyHkumn WLAN o6beguHeHo, noaToMy
HEBO3MOXHO BKIOYATb U BbIKIMOYATL UX MO OTAEMNbHOCTW.

Mo3BonseT BKMoYaTh UMK OTKMOYaTh BHYTPEHHME OecnpoBOAHbIE YCTPOWCTBA.

e OecnpoBogHasi nokanbHasi ceTb
e Bluetooth

Bce napameTpbl BKIHOYEHbI NO yYMOn4YaHuto.

JKpaH Maintenance (O6cnyxuBaHue)

MapameTp
Service Tag

Asset Tag
BIOS Downgrade

Data Wipe

BIOS Recovery

OnucaHue
OTobGpaxaeTca MeTka 06Cny>xMBaHUsA AaHHOrO KOMMboTEpa.

MosBonseT co3aaTe AECKPUNTOP CUCTEMHOIO Pecypca, eCriv AECKPUNTOP Pecypca eLle He YCTaHOBMEH.
3TOT NapameTp Mo yMOMNYaHWUI0 HE YCTaHOBIEH.

YnpaBneHne oTKaToM CUCTEMHOrO MUKpONporpaMMHoro obecneyeHnst oo npeablayLimx sepcuii. Napametp
Allow BIOS Downgrade (Pa3pelunTs BO3BpaT k npefbiayLuen sepcum BIOS) BKOYEH NO YMONYaHUIO.

C nomoLLbio 3TOro NapameTpa nonb3oBaTeny MoryT 6e3onacHo yaanuTb AaHHbIE U3 BCEX BHYTPEHHUX
yCTpONCTB XpaHeHus. MapameTp Wipe on Next boot (YaanuTb AaHHbIE Npu CneayloLLen 3arpyske) He
BKIOYEH MO ymMonyaHuio. Huxe npmeeaeH CNncok 3aTparnBaeMbIX YCTPOWCTB.

BHYTpeHHUI XeCTKUn aUCK/TBepAOTENbHbIN Hakonutenb SATA
BHyTpeHHUI TBepAoTenbHbIN Hakonutenb M.2 SATA
BHyTpeHHuIA TBepAoTenbHbIA HakonuTens M.2 PCle

Internal eMMC (BHyTpeHHuI Hakonutens eMMC)

[laHHOe none no3BonseT BOCCTaHaBNMBaTb ONpeaerneHHble NnoBpexaeHHble napameTpsbl BIOS ns dannos
BOCCTaHOBIEHMSA Ha8 OCHOBHOM XECTKOM AUCKe Unn BHellHem USB-krove.
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MapameTp

OnuncaHune

e BIOS Recovery from Hard Drive (BocctaHoBneHue BIOS ¢ »eCTKoro gucka) — BKIOYEH MO YMOSTYaHMIo
e Always perform integrity check (Bcerga BbINOMHATE NPOBEPKY LENOCTHOCTU) — OTKIOYEH NO YMONYaHWUIO

YnpaBneHue noTpebreHnem aHeprum

MapameTp
AC Behavior

Enable Intel Speed
Shift Technology
(Bknountb
TexHonoruio Intel
Speed Shift)

Auto On Time

USB Wake
Support

Wake On WLAN

Peak Shift

Advanced Battery
Charge
Configuration

Primary Battery
Charge
Configuration

OnucaHue

[No3BonsieT BKAOYATb UM OTKIOYaTb BO3MOXHOCTb aBTOMAaTMYECKOrO BKITIOYEHNS KOMMNbOTEPA Npu
noacoeanHeHUM agantepa nepeMeHHOro Toka.

3HaueHve no ymonyanuio: onaxok Wake on AC (3anyck npu NOAKMIOYEHWUN K CETU NEPEMEHHOTO TOKa) He
yCTaHOBIEH.

e Enable Intel Speed Shift Technology (BkntounTb TexHonoruto Intel Speed Shift)

3HaueHure no ymon4danuio: Enabled (BkntoueHo)

Mo3BonsieT 3agaBaTtb BpemMa aBTOMaTU4YE€CKOro BKIO4YeHUA NMTaHnAa KOMNbroTepa. ,ElOCTyI'IHbIe napameTpbl:

e Disabled (OTknto4eHO)

e FEvery Day (Kaxabin AeHb)
e Weekdays (B paboune gHn)
e Select Days (BbibpaTb AHW)

3HayeHune no ymonyaHuio: Disabled (OTkno4eHo)

[Mo3sonseT BkoYaTh BO3MOXHOCTb BbIBOAA KOMMbIOTEPA M3 pexunma Standby (pexum oxmgaHus) ¢

nomoLybto yctpomncts USB.

@ MPUMEYAHME: 3Ta dyHkumsi paboTaeT TONbLKO B TOM CIyvae, ecrnv K KOMNbIOTEPY NOACOEANHEH
aganTtep NepemMeHHoro Toka. Ecnu otcoegmMHuTb agantep NepeEMEHHOro Toka 40 nepexoda KoMnbloTepa
B XXAyLmn pexuM, BIOS npekpatuT nogayvy nutaHus Ha Bce nopTbl USB B Lensx akoHoOMuKM 3apsiga
akkymynsatopa.

e Enable USB Wake Support (BkniounTb nogaepxKy BblBOAa KOMMbIOTEPA U3 peXnMa OXugaHus ¢
nomoLbio yctponcts USB)

[o3BonsieT BkAOYaTb UK OTKIOYaTb (byHKLl,I/IIO, OGECI'Ie‘-IVIBa}OLLI,y}O BKINntoYeHne nnTaHuAa BbIKIMKOYEHHOro
KOMMNbKOTEPA NO CUrHany, nepegasaemMomy no noKarnbHON ceTu.

e Disabled (OTknto4eHO)
e OecnpoBofHas nokanbHasi ceTb

3HayeHune no ymonyaHuio: Disabled (OTkrnto4eHo)

[aHHbI napameTp NO3BOMSET MUHUMN3NPOBATL n0Tpe6nﬂemym MOLLHOCTb NepemMeHHOro Toka BoO BpemMs
MUKOBbIX HAarpy3ok pa60qero OHs. [pu BKITOYEHUN 3TOro NapaMmeTpa cuctema n0Tpe6n;1eT TOJIbKO 3HEPTUto
AKKYMYInATOpa, AaXKe eCln NoAKNMYeH UCTOYHUK NepeMeHHOro Toka.

e Enable Peak Shift (BkniounTb pexxum cMeLLeHnsi MMKOBOW Harpy3kn) — OTKITHOYEHO
e YcTaHoBuUTe nopor 3apsga ans akkymynaropa (ot 15 go 100 %), no ymonyaHuio 3agaHo 3HadeHue 15 %

3TOT NapameTp NO3BOMSET NPOASIUTL PaboTOCNOCOBHOCTL akkymMynaTopa. Mpu BKMHOYEHUN AaHHOTO
napameTpa cucTema MUCronb3yeT CTaHAAPTHbIN anropuTM 3apsiaku U Apyre cnocoGbl BO Bpemst
Ge3aeicTBUA KOMMbIOTEPA, YTO NO3BONAET NPOASIUTL CPOK CIYXObl akkymynsiTopa.

Enable Advanced Battery Charge Mode (BkntounTb yny4lleHHbIA peXxum 3apsgkvm akkymynaropa) —
OTKIMOYEHO

Mo3BonsieT BbIGpaTh pexuM 3apsaku Ans akkymynsaTopa. JocTynHble napameTpbl:

e Adaptive (AganTuBHas 3apsigka) — BKIOYEHa No YMONYaHuio
e Standard (CTaHgapTHas 3apsifka) — nornHasi 3apsiika akkymynsitopa B CTaH4APTHOM peXuMme.
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MapameTp OnucaHue

e Primarily AC use (PaboTa npenmyLLleCTBEHHO OT CETU NEPEMEHHOIO TOKa)
e Custom (Monb3oBaTenbckas)
Ecnu BeiGpaH napameTp Custom Charge (Monb3oBaTtenbckas 3apsgka), MOXHO Takke HacTpouTb

napameTpbl Custom Charge Start (3anyck nonb3oBaTenbckon 3apagkm) n Custom Charge Stop (OctaHoBka
nonbL30BaTENbLCKON 3apsakm).

@ MPUMEYAHME: Bce pexvmbl 3apsgku MOryT ObiTb HEAOCTYMHbI NS BCEX TUMOB aKKyMYyATOPOB.
YT00bI BKMIOYMTE 3TOT NapameTp, oTknounte yHkumio Advanced Battery Charge Configuration
(HacTtpoika paclumpeHHOW 3apsAAK/N akKyMynsaTopa).

System Logs (CucTeMHble XXypHarnbl)

MapameTp OnucaHue

BIOS Events [Mo3BongeT npocmaTpmBaTh U yaanaTb COObITUSA NporpamMmmbl HAcTporikn cuctemsbl (BIOS) Bo Bpemst
CaMOTeCTUPOBaHWS NPU BKITIOYEHUN MUTAHWUS.

Thermal Events [Mo3BongeT npocmaTpmBaTh U yaansaTb COObITUS NPOrpamMmbl HACTPOWKK cucTemsl (Thermal) BO Bpems
CaMOTeCTUPOBaHWS NPU BKITIOYEHUN MUTAHWUS.

Power Events [Mo3BongeT npocmaTpmBaTh U yaanaTb COObITUS NporpamMmMbl HACTPOVKK cucTembl (Power) BO Bpemsi
CaMOTeCTUPOBaHWS NPU BKITIOYEHUN MUTAHWUS.

Pa3pelwieHne cucrembl SupportAssist

MapameTp OnucaHue

Auto OS Recovery [lo3sonseT ynpasnsTb NpoLEcCOM aBTOMaTUYECKOW 3arpy3ku Ansa cucteMbl SupportAssist. BapuaHTsi:

Threshold
BbikntoyeHo

[ ]

o
e 2 (BKMNIOYEHO NO YMOMYaHUIo)
e 3

SupportAssist OS [1o3BonseT BOCCTAHOBUTbL CUCTEMY C NMOMOLLLIO dOYHKLUMM SupportAssist OS Recovery (Mo yMonyaHuio
Recovery BKIHOYEHO)

CuncteMHbIV Naposib U Napofib NPorpaMmMmbl HACTPOUKU

Ta6bnuua 31. CucTeMHbIN NAponb U Naposib NPorpamMmmMbl HACTPOMUKU

Tun napons OnucaHue

System Password (CucTemHbIl napons) Mapornb, KoTopbIN He06X0AMMO BBOAUTL NPY BXOAE B CUCTEMY.

Setup password (Maponb HAaCTPONKN CUCTEMbI) Maponb, KOTOPLIN HEO6X0AMMO BBOAUTL AN NOyYeHUs
Joctyna K HacTponkam BIOS 1 BHECEHNSA UBMEHEHUI B HUX.

[ns 3awmTbl KOMNbIOTEPA MOXHO CO34aTh CUCTEMHbIV MNaposib U Naposib HACTPOWMKU CUCTEMBI.

¢yHKLWI$I YCTaHOBKHU naponeﬁ obGecneynBaeT 6a30BbIN YpoBeHb 6e30MacHOCTU AaHHbIX KOMnNblOTEpa.

Ecnu aaHHble, XpaHsLWMeCcA Ha KOMNbIOTepPe He 3a6NOKMPOBaHbI, a camM KOMMNbIOTEP HaxoaUTcs 6e3
np1McMoTpa, AOCTYN K AaHHbIM MOXeT NOJy4YUTb KTO YroAHO.

®| NMPUMEYAHUE: ®yHKUMA yCTaHOBKM CUCTEMHOIO Naporis 1 Napons NporpaMmbl HACTPOWKN CUCTEMBI OTKIIOYEHA.

28 HacTtpo#ka cuctembl



Ha3HauyeHue naponsa nporpammbli HaCTpOVIKVI CNCTeMbl

MNpenBapuTenbHble yCrOBUA

Bbl MOXeTe Ha3HauYnTb HOBbI CUCTEMHbIN Naporb UMK Naporib aAMUHUCTPaTOPa, TONbKO ecnu ero coctosiHne Not Set (He
3ajaH).

06 aTou 3agaye

YT06bI BOWTM B MPOrpamMmy HaCTPOMKN CUCTEMbI, HAXXMUTE KnaBuLly F2 cpady nocrne BKIYEHWS NMUTaHUs U nepesarpysku.

DencrtBua

1. Ha skpaHe System BIOS (BIOS cuctembl) unmn System Setup (Hactpoiika cuctemol) Boioepute nyHKT System Security
(BesonacHocTb cuctemsbl) U HaxmuTte Enter.
OTo6pasunTcs akpaH Security (besonacHocTh).

2. Bblbepute nyHKT System/Admin Password (CuctemHbIli naponb/lMaponb agMuHUCTpaTopa) 1 co3ganTe naporsb B none Enter
the new password (BBeguTe HOBLIN Naposib).

Bocnonb3yntecb NpMBeAeHHbLIMY HKE yKa3aHUsiMU, YTOObl HA3HaYMTb CUCTEMHBIN Naponb:

e [laponb MOXeT cogepXaTtb 40 32 3HAKOB.

e [laponb moxeT cogepxatb Yncna ot 0 go 9.

e [laponb fOMKEH COCTOATL TOMBKO N3 3HAKOB HKHETO perncrpa.

e [lonyckaeTcs UCMOMb30BaHMe TONbKO crieAytowwmx cneumnanbHblx 3Hakos: npoben, (7), (+), (), (=), (), (), G), (D, (\), (D, ().

3. BBeauTe cuCTeMHbIN Naponb, KOTOPLIN Bbl BBOAWMM paHee, B none Confirm new password ([loarsepante HOBbLIV Naporb) U
HaxxmuTe kHonky OK.

4. HaxmuTe Esc; NoSABUTCS COOBLLEHME C 3anpOCOM COXPaHUTL U3MEHEHUS.

5. HaxmuTte Y, 4ToObl COXPaHUTb U3MEHEHMUSI.
KomnbloTep nepesarpyauTcs.

YpaaneHue n nuameHeHue CyLecTBYHLWEero napons nporpaMmmbl
HACTPOMUKUN CUCTEMBI

MpeaBapuTenbHble ycNoBus

Y6epauTecn, 4To napameTp Password Status (CocTtosiHue napons) nmeet 3HadeHne Unlocked (Pa36noknpoBaHo), npexae Yem
NbITaTbCA yOanUTb NN U3MEHWUTb CYLLECTBYHIOLLUA CUCTEMHbIV Naponb U (UNK) Naponb HAaCTPOWKN cuctemel. Ecnv napametp
Password Status (CocTosiHue napons) nMmeet 3HaveHne Locked (3a6nokMpoBaHo), HEBO3MOXHO yAaneHne unm naMeHeHne
CyLLIeCTBYHOLLLEro CUCTEMHOrO Naposis Uy Napons HAaCTPONKM CUCTEMBI.

006 aTou 3agaue

YT106bI BOWTK B NPOrpaMmMy HaCTPOWMKN CUCTEMbI, HAXMUTe F2 cpady npu BKIIIOYEHWUM MMTaHUS nocrne nepesanycka.

DencTBua

1. Ha akpaHe System BIOS (BIOS cucrtemsbl) nnm System Setup (Hactpoika cuctemsl) Boibepute nyHKT System Security
(Be3onacHocTb cucTeMbl) 1 HaxmuTte Enter.
OTtob6pasuTcs okHo System Security (BesonacHOCTb cucTeMbl).

2. Ha skpaHe System Security (Be3onacHocTb cucTeMbl) NpoBepbLTE, YTO Ans napaMmeTpa Password Status (CocTosiHue
napons) yctaHoBneHo 3HadyeHne Unlocked (Pa3énokMpoBaHo).

3. Bbibepute System Password (CuctemHbI naponb), USMEHUTE UNn yaanute ero n Haxmute Enter nnm Tab.
4. Bblbepute Setup Password ([Taponb HacTPonKnM cucTemMbl), UISMEHUTE UMW YOanNUTe ero u Haxmute Enter nnm Tab.
@ NMPUMEYAHMUE: Ecnu 6bin n3amMeHeH naposib CUCTEMbI U (MIKM) Naposib NPOrpaMMbl HACTPOWMKK, BBEAUTE MOBTOPHO HOBGLIN
napornb Npu otTobpaxeHnn 3anpoca. Ecnu 6bin yaaneH naponb cuctemsl 1 (MN1) Naposib NporpamMmmbl HACTOWKY,
NnoATBEepAnTE yaaneHve npyn otobpaxeHumn sanpoca.

B. HaxwmuTe Esc; nosaButcs coobLueHne C 3anpocoM COXpaHUTb N3MEHEHNS.
6. HaxmuTte Y, 4ToBbl COXpaHWUTb M3MEHEHNS 1 BbINTU U3 NPOrpaMMbl HACTPOWKM CUCTEMBI.
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KomnbloTep nepesarpyauTcs.
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[MporpammMHoe obecnevyeHue

B aTow rnase onuncaHbl nogaepXueaemblie onepaunOHHbIe CUCTEMbI U MOPALOK YCTaHOBKA ,u,pa|7|BepOB.

TeMbl:

3arpyska apansepoB Ansi

3arpy3kKa gpanBepoB Ans

DencrtBua

1.

2.
3.

©® N oA

BkntounTe HOyTOYK.
Mepeiigute Ha Be6-y3en Dell.com/support.

Beibepute pasgen Product Support (Moaaepxka no npoaykTtamM), BBEAWTE CEPBUCHBIN KOA Ballero HoyTbyka n Haxmunte
kHoMKy Submit (OTnpaBuTb).

@ MPUMEYAHME: Ecnn y Bac HeT CepBMCHOrO KoAa, NCnonb3ynTe OyHKLUI0 aBTOMaTUYeCcKoro obHapyXeHunst unv Hangute
MoZerb Ballero HoyToyka BpyUHYH.

LLlenkHnTe Ha Drivers and Downloads ([paiiBepbl 1 3arpy3ku).

Bbib6epuTe onepaumoHHy0 CUCTEMY, YCTAHOBIIEHHYIO HA HOYTOYKe.

MpokpyTuTe CTpaHuuy BHU3 1 BiDepuTe apanBep ANs yCTaHOBKM.

Haxwvunte Download File (3arpy3uTtb ann), 4tobbl 3arpy3vTb ApanBep AN Ballero HoyToyka.
Mocne 3aBepLueHns 3arpy3ku nepenaute B nanky, rae 6bin coxpaHeH dann gpaneepa.

[Baxabl HAXXMUTE Ha 3HAYOK harina gpaviBepa u crieqynTe ykasaHusM Ha SKpaHe.
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NMonyyeHue cnpaBKu

TeMmbl:

. O6palueHne B komnaxuto Dell

ObpaweHue B KomnaHuio Dell

MpeaBapuTenbHble ycnoBus

@ NMPUMEYAHMUE: Mpun oTcyTCTBUU AEUCTBYIOLLEro NOAKIMIOYEHUS K IHTEpHETY MOXHO HaWTU KOHTaKTHble CBEAEHUS B cHeTe Ha
npuobpeTeHHoe n3genve, ynakoBOYHOM NUCTE, HAKMagHOW UK kaTarnore npoaykummn komnanmm Dell.

06 aToi 3agave

KomnaHnus Dell npegoctaBnsieT HECKOMBbKO BapMaHTOB MNOLAAEPKKM M O6CJ'Iy)KVIBaHI/Iﬂ yepes MHTepHeT n no Teﬂe(bOHy. ,D,OCTyI'IHOCTb
CJ'Iy)K6 pasnun4yaeTca no cTpaHam u Bugam npoaykunun, n HeKoTopblie Cﬂy)KGbI MoryT ObITb HeOoCTynHbl B BalleM permoHe. MNopsgok
06pau.leHm| B komnaHuto Dell no Bonpocam cbbiTa, TEXHUYECKOM noaaepXku nnun OGCﬂy)KI/IBaHWr'l nosnib3oBaTenen onncaH HXe.

OencTtBus

1. MNepenaunte Ha Be6-y3en Dell.com/support.
2. BbibepuTe kaTeropmio NoaaepxKku.

3. YKaxuTe CBOI CTpaHy UNu perMoH B packpbiBatoLiemcs MeHio Choose a Country/Region (BbiGop cTpaHbl/pernoHa) B
HVXXHEW YacTun CTpaHuULbl.

4. BblbepuTe cCOOTBETCTBYHOLLYIO CNYKOY MM CCbINKY Ha PECYPC TEXHUYECKOW NOAAEPKKN, B 3aBUCMMOCTM OT BaLLMX
notpebHocTeNn.
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