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o O-NILSRATLNLAT OfEGRECHERTES I,

« https://apidp.dell.com LU https://api.dell.com — T )LARZ NI S SupportAssist H—/{DI> RRA>NTT,

« https://is.us.dell.com/FUS/api/2.0/uploadfile — UINE&EZN Tz AT LAIBERN 7Y O—- R&ENZ TP/ I 7y TO— RS —)TT,

«  https://is.us.dell.com/FUSCHUNK/api/1.0/file/uploadChunk — H1 Xh* 10 MB %#8X 2L V>3> JrA I Py IO—Ren 3774

LV7yI0-RG-)TT,

«  https://downloads.dell.com/ — Dell OpenManage Server Administrator ( OMSA ) ®F>0— R, BLUFFLLY SupportAssist

Enterprise UU—XI&#R. RUZ—T71)L. BLUS
ROFKE. TINAZANSS AT LEHRZEARUINET 301y NI - IFIRBOEM4 T,

| 5. RY NI —IFIHRDEH

I =]
R

R=KI7 IO FEDRHAERLET .

=24

LAN O *

WAN ODFHiE **

REUER

BE—F){AZANBDS AT LIEFROINE | 10 Mbps 5 Mbps
F

BRAK 20 TINAADSRT LIETRDESR | 0.5 Gbps 10 Mbps
LINEEA

BRAK 100 TINA RO AT LIEHROEE | 0.5 Gbps 10 Mbps
REINER

BRAK 300 TINAADS T LIEIROEE | 0.5 Gbps 10 Mbps
REINER

EK 1000 7 /N1 2D X7 LIEHRODES | 1Gbps 20 Mbps
REINER

BRK 4000 TINARD> AT LEEHROES | 1Gbps 20 Mbps

* H—YA MIOT N\ DT LB ZEARUVINE T DB RRY NI —JHEIRIE T .

** BHOYA NCDIOTHRR_NET \A AN AT WEHREZERUIE S B BRRY N - JHIRIETY .

RORIC, O-NIVZRT ATRKBENHSIR—MUZRET,
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R 6. O0—-DISATALORYNI—IR— NEMH

R—b p10] ERRIR

22 H Linux ARL=F1>J S 27 ©e 7L TWBO- DL AT LAZEBNU. AT AERZINES BIzhOR—
b

25 H SMTPBIEA (FEOEFA-IBZE, B TEREINTVS SMTP Y-/ R TIXET BIehlc
SupportAssist Enterprise TWEERDET )

80 axpa) HTTP @SR

135 i Windows ( WMI') Z4TUTVSO-NILS AT LZEIU. AT LIFHREINET BT

162 AR VE=FT/UZNBT73—h (SNMP hovT ) 25T 3D~k

443 HH Secure Socket Layer ( SSL ) iB{E. WS-Man 3&{S. $ELU SupportAssist Enterprise 7Y 7 — M&HR
OWEERA

131 axpa] Dell OpenManage Server Administrator ( OMSA ) B{EICDWT

5700 AB JE—FS TN SupportAssist Enterprise ZtF17(C ( HTTPS ) Ba<fzsbDR—

5701, 5702, AD TIAZANED AT LIEFRINER

5703, LU 5704

5706 AAB Microsoft Azure RAYIIRIBICIFTE T S IDRAC L0 IPMI @S A

9099 AN O-HILS AT LANSD SupportAssist Enterprise ( HTTP ) (&) F

61616 AH SupportAssist Enterprise D5 X JALIEH

RDFRIZ. SupportAssist Enterprise Z U CEERF (LS AT AIBEREINE T BVE— M NA A THWMEDHZR— MUANET,

R 7. VE- P INAZA LDy MI—IR— M EH

FINAREL4T K—b ERRR
B=)X/ =)0 |22 Linux AL =F4 29 S 2F LERITLTWBUE- N/ ZBEBNL. ST LIEREINET Bz —
- N
135 Windows ( WMI ) Z4TLTWBYE— R NAZZENNL., AT LIEEHRZUNE S BIHDR— b
161 O-DILZRTLADTZ—b (SNMP hovD ) BrixF
443 17V YRAY (SSL ) WS-Man, BEU VMware Web H—EBEF
1311 OMSA BIEA
iDRAC 443 Secure Socket Layer ( SSL ) $&U WS-Man IBERAOR—b
161 O-HILSZFLADT = ( SNMP v ) Brix Al
623 Microsoft Azure RAYIIRIRICIFE I D iIDRAC L0 IPMI EIEA
Storage PS Series | 22 FIAZZBINU. AT LIEREINET BIzHDR—
&Il Bquallogio I oy O-DILSAFLADFS— b ( SNMP RSy ) 85 A

Storage MD Series
FI2lF PowerVault

2463

TIARZENU., AT LERZINET B12HDR— b
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FIARHLT K—b ERRR
Storage SC Series | 443 FTIARZBMU. AT LIEHRZINET BIsHDR—
F/zld Compellent
Fluid File System | 22 &0 FINAZEBNU. ST LIEHRZINET BIHDR— b
( FluidFS ) 4441
FyhD—=2 22 FINAZEBNL. ST LIEHRZINET BIHDR— b
161 O-HILZRTLADTZ—b (SNMP hovT ) BrixF
-3 22 FTIAZZBNU. AT LIEHRZINET B/HDR— b~
161 O-HILSAFLADT 5= ( SNMP v ) BrixFa
VINIIT 22 VMware F® HIT Kit #Z=4TLTWST A ZZBHIU. AT LIEHRZINET B/zsHDR— bk
443 VMware vCenter ZE{TUTWST /A RZBIIL. AT LIEIREINET BdDR—h
135 SCYMM ZEFTUTWST A ZZENNU., S AT LIEHRZUNES BIchDR— b
135 SAN HQ ZEITLTWBT /M RZENL. AT LIEHREINE T BIshDR— b
Y1-33> 443 Web 27 =V AV N=SRPTSA T ZEBMU. AT LIEREZINET BIzDR—~

SupportAssist Enterprise D1 > A M=)l

SupportAssist Enterprise 4> ;—3/Wwo—TFz(& OpenManage Essentials 1> X ~—=)L)\wsr—S7%{FE AU T SupportAssist Enterprise 21 >

ARV TEET, RDIET(E, Windows EJz(& Linux ARXL—F4>49 3 X5 L E(C SupportAssist Enterprise 4 A ~—)L 3 21z DFNEHERBAE

ncunEd,

@ | AE: Linux ARV —F1 > AT AIC SupportAssist Enterprise 24 YAR—=JILTBIBEDH : Linux ARL—FT1 I SATAICA VA M=)
SNTWBIBA. FINL A5 1 Th¥ IDRAC D SupportAssist Enterprise [cD# Windows ARL —F 1 YIS AT AN EHEYS 35 —NEEM
TEFY, iDRAC ZEMIBFIAICDOVTIZ. [DRAC DENIZSBU TS,

SupportAssist Enterprise Z1 > AM=IVIBIEHDANL —F1>
J3IATLADEESIR

SupportAssist Enterprise THIFIRIRERHERE(E. SupportAssist Enterprise h' Y AR—=ILENTWBARL —F4 IS AFT AICIHOTERDET .
SupportAssist Enterprise DI AN TOHEEEZFIFITE2D(E. SupportAssist Enterprise H' Windows ARL—F4 >0 S AT LICA VA R—=ILENTWL
BIBEDHTT , ROKIC(E. SupportAssist Enterprise h' Windows F/zld Linux ARL —F4 S ZF L ECAVAR=ILENTUWRIBEICFIET
EBHBEDLEEIC DWW TR HiSN TLEY,

% 8. SupportAssist Enterprise B'f YA M=JLENTWBARL =T 12 I S AT AICEDWEFIRA T e i#ae

Hae Windows Linux
FTINAZADTARYR— MY X 15,000 DT INA R X 15,000 DT INA R
FTIAZADEN FRTDTINARIATOEIMNDYR— RENFT | LUTEBRVWT, IRTOT/INA R4 TOENH

BR—hEnzx9g.

o Windows ZE/TL TV Y-/
« SCVMM
« SANHQ
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Hae Windows Linux

SupportAssist Enterprise ([C&ZUE— M —/U | Windows &Y Linux ARL—F4>F AT A | Linux ARL—FA IS 2F ATOHFYHR— R

TO OMSA DAVAR=)VEREPYTIL—R | THR-RENET n¥g

ST NEREINEL TTIUCT7YIO—RI BN | BR—bxisR BR—hxdgR
HIUE- T )\( 2B EIZVE- LY

A0ty 7y

OpenManage Essentials. Microsoft System | H7R— b5k FEXIIE

Center Operations Manager. OpenManage
Enterprise - Tech Release [C&>TEIEENT
WBTINAADA IR NEEITUGEIIT ST
HT50Y N PYT

® | AE: PHTHEVE—-NIVLIHDOEY RPYTIOWTORMIS. [TEARHEEDER IS BUTRE L,

SupportAssist Enterprise 1 YAM=3)\wr—S%ERAUE
SupportAssist Enterprise D1 A N=)b

Windows A®D SupportAssist Enterprise D1 > A M=)l

AR

«  Windows ARL—F4>4 > 2F LD SupportAssist Enterprise 1 > X N—=)L/\wor—2%4>0— KUY, [SupportAssist Enterprise 1 > X
~=IL) T —20H 00— R I#SRUTIZEW,

. BEEFERTIATALOTIOLET,

o ST LN SupportAssist Enterprise D1 A M= IVEHZHIZUTVBRENHDE TS . [SupportAssist Enterprise DA > A ~—=)LESUMERD
TeHDE/NEF |2 SIRUTIZEL,

FIE

1 SupportAssist Enterprise 1 > AR=IL)\wi—2% 500900 THS ., EBEEVTRIT 200vIUEY,

(| AE: Microsoft User Access Control ( UAC ) I3, E3BEELTET AT VIV BHATOH IS TEZSESNIEBTI VAN
BRITIBLEDBDELLET ., EEHELLTYATAROIASLTWRIBEI 1Y A5y =3I T IUYILT
SupportAssist Enterprise 21 Y AM=JLUET, EEL. HiTIBICIE BBVWTWEI7M) - EF1UT1OEE 1709 RYI A% K
RIBLSICLTCEZ L,

A AM=IVDEfER R-ZHUEBLFRREN. D% SupportAssist Enterprise 1 YA M—3AKSIE R—-INERRENET,
2 RANEIWILET,
SAEYARH R-IHhFRREINET,

| *E: SupportAssist Enterprise 1 YA =L &V ERATBICIE. 1—Y —DEREIEE. 7\ AEIRBELBEOFEENSEE
(PIl) ZF WD RETREEHFATIHEDNHDEY . SupportAssist Enterprise D1 YA M=)Uid. 1—HF—0 Pll Z#REFIZL%E
FICEFII3EBNBRVIRD, RITTEFE A
3 SupportAssist Enterprise NMEIEIRT /A ANSUNE T BIEIRICOVTTHATHS BRULET 2BIRLET.
Dell LY RI—Y -5/ RA2H z5H. ARALFT ZZIRL. IRA 29UvILET,
FEHKIANSY R—IHRRENFT,

5  SupportAssist Enterprise M7 J#)L hDA > AR=)LIAILA (4. <SupportAssist Enterprise B*f > A b=JLENTWS RS54 J">:\Program
Files\Del\SupportAssist T, DR DIHFRIC SupportAssist Enterprise 21> A M=) 3 2I8&(E. 8B #7UvIUTIAINIZRIRLE
3-0
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6 AJAM=IZIIWILET,
T )L b SupportAssist Enterprise R— b ( 9099 LU 2424 ) MERENTLSIHE(E. R— MEE R-IHFRREINFT ., TN 05
&l(d. SupportAssist Enterprise 241 YA M=JLUTWET R—-THDUORIFRREN., ZOE 1YAMIDFTET R-IHFRRENET,

®| AE: Windows Server 2016 Tld. 1A M=JLDEFTHIC 1-H—FHY> Ml H4 70) Ry I AN EMERRENDITENBD
EX 8

7 R—PMDEE R—IHERRINB ROVWITNHEEITUET .
o R—b 9099 HLUY 2424 B, MO T TV —2 3> TIERETNBVESTERESNTWS L ETERLET
o HRILKR—-PIESEANDLET,

@ »&: ERAEN TR 1025 ~ 65535 QFEEROEHRK— NESEANLET.
8 #&T &/JUvIULT SupportAssist Enterprise 1 > AM—3%#TULEY,
SupportAssist Enterprise 07 1>R—h17 0505002 ROTHEET,

| #E: Dell SupportAssist H—E R OHLICER: SO DDBE, I5—AvE—IDRRENFT. COFREAHVRELLISS
& DITTS5UYEEUT, &IF& SupportAssist Enterprise AD 77 2% U TSIEE W, SupportAssist Enterprise A7 JEZAY
BFIRICDOWTIF. SupportAssist Enterprise 1—H'—4>471—A% < 12SRULTEE W,

O AE: YAFARRAL YDAV N—THBBE, 0V 11— —2% [RANAL-H—R] TA-IYNTCAHTIHELNBOET, k&
L Z (&, MyDomain\MyUsername ¢RDET . O—HIVRAA Y THBCLERIEHIC, EVAR [] ZERITEICLETEFT &
[, .\Administrator ¢BRDFT,
9 Microsoft Windows ARL—FTA4>H 32T ADI1—H—ZENZAT—RE AHUT, 091> 29UvI0ET .

SupportAssist Enterprise 01— R f&RENFT,

ROFIR
( #7323 ) SupportAssist Enterprise B0 1Y — R OIS RICHE>T SupportAssist Enterprise D&E#R%5E T UE T,

SupportAssist Enterprise D AUY MEJ)UCEIT BT, BRIICERET T IIHENHDET, BEFRHITTUTLRVNES.
SupportAssist Enterprise TT/\A ANS S AT ABIFROINELEFETHIATIHBENHDFT . BRI T ISF T, SupportAssist
Enterprise TT/\A ZAZEERU T\ - RUI 7 ICRBEN RVWH EIESRLED, SATARHREBENICINELEDTRLTEERA,

Windows Server Core A SupportAssist Enterprise D1 > A=)

RISt

+  PowerShell ISE /X\—3> 51 Lg% RITIBS AT AICOT 1L TVWSRENHDET .
o BEEERTIZATACOTAOLTVIRENGHDET,
«  Windows FB® SupportAssist Enterprise 4 > A =)L)\ —SHRETY,

CDHRIICONT
Windows Server Core 2547933 AT AICNE-RT7ITALT SupportAssist Enterprise 1> XM=V TEEY,

Flg

1 PowerShell ISE U1~ RUZFHEFT,

2 get-service winrm £ AFIU. Enter ZFRULET,

3 Enable-PSRemoting -force AU, Enter ZIRLET,

4 set-item wsman:\localhost\Client\TrustedHosts -value "<Windows Server Core Opertaing System IP address>" -Force £ AU

Enter Z#UEY,
5 : set-item wsman:\localhost\Client\TrustedHosts -value "10.49.18.20" -Force

5  $TargetSession = New-PSSession -ComputerName "<Windows Server Core Opertaing System IP address>" -Credential ~\<Userna
me> E AL Enter Z3LET,

{5l . $TargetSession = New-PSSession -ComputerName "10.49.18.20" -Credential ~\Administrator
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1

12

Enter-PSSession -ComputerName <HostName/IP address of the Windows Server Core device> -Credential ~\<Username of
Windows Server Core machine> £ AJJU. Enter Z#ULE T,

{8 : Enter-PSSession -ComputerName "10.49.18.20" -Credential ~\Administrator

NZT—RzAAUT Enter Z1LET,

TANARIERRLETD

E—MERZIR T IS, Exit EAFIU. Enter ZHUET

4> ZR=3T74 )% Windows Server Core (CIF¥—93IC(d. Copy-Item -ToSession $TargetSession -Path "<Location where the
SupportAssist Enterprise installer is available>" -Destination "<Destination Path>" -Recurse &£ AJJU. Enter Z#ULF T,

{81 = Copy-Item -ToSession $TargetSession -Path "C:\Installer\SupportAssistEnterprise_1.2.0.exe" -Destination "C:\Users\Administrator
\Documents\SupportAssistEnterprise_1.2.0.exe" -Recurse

JE—ROJ1>%BINCTBICIE. set-ltemProperty -Path 'HKLM: \System\CurrentControlSet\Control\Terminal Server\WinStations
\RDP-Tep' -name "UserAuthentication" -Value 1 £ AFIU. Enter Z3RUET,

Windows Server Core #5179 3> ATANDUE— IR M iEH#FE. SupportAssist Enterprise D4 > AM—=3DRITI7AI ( .exe J
71 ) ZFEITUET,

Linux A®D SupportAssist Enterprise @1 A M=)l

RIfRSRAF

Linux ARL—=F1>4 > 25 LD SupportAssist Enterprise 1 > A N—=)L/\wo—>%47>0—-RUE T, [SupportAssist Enterprise > A ~—
W)W =200 R I1ESBU TS,

= MEREERAUL TS AT ACOTAIUET,

Net-SNMP DS ZFAlCA Y AR=)LEN TV BRELHDET . Net-SNMP D4 X ~—=JLOTBEIRICOVTIE. [Net-SNMP O > Z~=)L ( Linux
DFH ) ESHRUTIZEL,

| AE: SupportAssist Enterprise 4 > A M=JLULIC Net-SNMP 4 YA M—JL 3 3158 (2. Net-SNMP D1 > A M—=JLICAIUT’
774 )b snmptrapdServiceConfiguration.sh Z# 3 R{TU TS E& L\, SupportAssist Enterprise D1 YA M=)V TUES, A9V
T’NI7A % /opt/dell/supportassist/scripts PS5 AFULFE T,

225 \h' SupportAssist Enterprise D4 > X =)L B4 BTZL TV ENHDFET . [ SupportAssist Enterprise D1 > A —=)LBELMEHD
T DE/NEM |2 SIRUTIZEL,

SupportAssist Enterprise ZUE— R CA 2 AR=)LFBIeIC PUTTY BRED Linux F—IFINIZaL—A%FERLTVWBIGEE. PuTTY N-23>
0.63 BUgZERLTVWBIEZIESRL TEEW,

Debian ARL—F4>J S ZAFATIE. en_US.utf.8 0T — L)W —Sh( DA M—)LENTWBTE=FEERL TRE W,
o OT=IHAZAR=ILENTUVRLVE AL, apt-get install locales Y REFERLTOT—ILE2(1 > AM-ILLET,

o FEEORIOOT—ILHM O AR=ILENTVSI5E. dpkg-reconfigure locales N> REERLT en_US.utf.8 07— )L AR-IL TEE
6_0

FlE

1
2
3

Linux ARL=F4 23 AT WERITUTVWB S AT AT, 4—ZFII1> RUZBEET,
SupportAssist Enterprise D1 > ~—JL) Wi —ShHE SN TVBIANACBEILES .
ROVWITNHAOFNEZEITUTREL,

» chmod 744 supportassistenterprise_1.2.0.bin £ AJU. Enter Z#LET .

» chmod +x supportassistenterprise_1.2.0.bin £ AJIU. Enter Z#LE T,
./supportassistenterprise_1.2.0.oin £ AFIU. Enter Z#LET,

SupportAssist Enterprise 1 YA M=3[CLIZE LLDRAVE-IHRRENET,

c EABUTHATLET,

SupportAssist Enterprise 51 YA fFxRENFT,

ST AE T H y EAIUTA A=)V BIIRLET .
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T A KD SupportAssist Enterprise MRi— N ( 9099 B&LU 2424 ) H'I TILERAINTLBIBER. FARSN TORVWR— MIESRCL. &
[FNRALR-NEBEATITBEERDDAVT—IHRRESNF T, TNLIDIHE(L. SupportAssist Enterprise 071 >_—Ih1J7
SUHOU4YRITHEET .

@ | AE: Dell SupportAssist H—E 2 DFHEMLICER: SO DNEE, IS—AVE—IDRRENET . CORBEAIRELLSES
X, DI ISUYEEUT, #IFE SupportAssist Enterprise ADF7 7 A% KU TSIEE L\, SupportAssist Enterprise A7t A9
BFNEICDOWTIE, I'SupportAssist Enterprise 1—H—4 2471 — 2z 128RBULTCEZ W,

O AF: PuTTY BED Linux ¥—SFIIZ1L—H%ERAUT SupportAssist Enterprise ZJE— N1 YA M=JLLTWBIBA.
SupportAssist Enterprise 091 YR—J R FENFEA. COBE MTFOWTNHDF5ET SupportAssist Enterprise 091>
R=FJICFIERATIRENIHDET,
o UE=RNRFAROTA2UL, D17 0595 ERLTROIIT7RL AT I ALET,
https://<SupportAssist Enterprise 234 YA F— L INTWVEH—D 1P 7 RLAFELIFIHRA F>:
5700/SupportAssist,

JE— M ZXF LN SupportAssist Enterprise ([CPITATE20(E. 2y hI—ITHR—K 5700 KBV TULRIHBEDHTY,

o O-DILSZAFLCOTADL. D1TTSOH%ERLTROUIT 7 RLVALTIEALETS .
http://localhost:9099/SupportAssist

BRI LDOR— NESHE AN URIBE(E 9099 % Web 7 RLADHRAI LADR— MES(CBSRIZNELHDET .

O AF: HED Linux ARL—F1YISYAFATIE, 1Y A= 1'5E TUEHT SupportAssist Enterprise B —E AW EIBIIEEIL £ L)
BENSDET, COBREEFRTBICIE. /etc/hosts T7 I EIHELT localhost T MNEZHFH T, fll : 127.0.0.1 localhost.

7 FTIAI D SupportAssist Enterprise Oiv— MMERTHBEWI AV E—IHRRESNES, IROVWTNHEERITUT Y F—%2FULET,
o R=b9099 BLU 2424 B, DT TVT -2 3> TEAINBVLSISEESINTVS L ZHERLET .
o HRILKR—IBEESEANDLET,

@ »&: ERENTLVRL 1025 ~ 65535 DFEEROEHRK— MNESEANLET.

8  SupportAssist Enterprise i > AR=)LENTWE AT AT, root HERZSZ5Nc1-—H-D1-H—-%L/(ZT-ReAHLT. 01> %
IIwILET,
SupportAssist Enterprise E##gUH—R fFRren%d,

ROFIE
( A#723> ) SupportAssist Enterprise &8 — R OISR T SupportAssist Enterprise DESFETT T UET

SupportAssist Enterprise D AUY MEIIVCEITBICIE, BRIICEIRET T IIHENHDET, ERDITTULTLRVES.
SupportAssist Enterprise TT /N1 ANSS AT AEROINELFENTRIIETIBENHNE T, BERNTT I5F T, SupportAssist
Enterprise TT/\1 AZERL TN\— RUI7([CHEBENBRVHERERULED, SATAEHEZABNCINELEDTR LB TEERA.

B4LL > ME— RT® SupportAssist Enterprise @1 A M=)l ( Linux )

AR Sft

o Linux ARL—F4>5 32T LD SupportAssist Enterprise 4 YA ~—=)L/\wr—S&459>0—-RUET

o I—MERZERLTIATACDTILET,

+  Net-SNMP BT AL VA= IENTOWBIHENDDES . Net-SNMP DA > A R—=ILOIEFRICOVTIE, TNet-SNMP D1 > A =)L ( Linux
DFH ) ESHRUTIEEL,

| AE: SupportAssist Enterprise &1 >A F=JVUTHEIC Net-SNMP &1 YA b=V T 3155 Net-SNMP D1 > A= )L#&[C2IVT
774 b snmptrapdServiceConfiguration.sh 23 {TU T/ &L\, SupportAssist Enterprise D1 YA M=)V TUES, A9V
I’NI74 V% /opt/dell/supportassist/scripts NS AFULET,

« 27 AN SupportAssist Enterprise D4 A = ILEHZHIZLTOWBHENGDDE S . [ SupportAssist Enterprise D4 > A R—)LBLUMERD
e OE/NEMF 1ZBRUTIZE,
+  Debian ARL—=F4>2F 327 LAT(E. en_US.utf:8 0T =)L)\ —Sh > A N=)LaNTWS e #RESRL TXZE 0,
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o OT—IBAYRR=ILENTUVRLEE(Z, apt-get install locales V> REFERLTOT—ILE2( > AM=ILLET,

o FEEOBIOOT—IHI O AR=ILENTVSI5E. dpkg-reconfigure locales N> RZ2ERALT en_US.utf8 O —ILEA VAR TEFE
6_0

1 Linux ARL=F12 S AT NERITUTWB S AT AT, 4—ZFII1> RUZBZET,
2 SupportAssist Enterprise D > A R—=JL) Wi —SHHEINEN TOS IAAS ICEEILE T,
3 ROVINHOFIEZRITU TS,

» chmod 744 supportassistenterprise_1.2.0.bin £ AJ1U. Enter Z#LET,

» chmod +x supportassistenterprise_1.2.0.bin £ AJIU. Enter Z$#LET .
4 ./supportassistenterprise_1.2.0.bin silent £ AJIU. Enter Z#LET
ROF\
( A#723> ) SupportAssist Enterprise & H— R OIERICHEST SupportAssist Enterprise DESRETT T UF T

SupportAssist Enterprise D AUYMEIIVCZITBICIE, BRIICEFET T IIHENHDET . ERHITTULTLRVMES.

SupportAssist Enterprise TT/\ A ANS5S AT ABIHROINELFETHIATIBENHDF T, EERDH5 T ISF T, SupportAssist
Enterprise TT/\1 AZERL TN\— RUI7([CHEENRVHEREERULED, AT AEHEZABNCINELEDTRLEBTEERA.

OpenManage Essentials 1 YAM=)LI\wr—SZ{ERALLE
SupportAssist Enterprise D1 > A M=)l

RIS

o SATALEA -y MEGHMETT,
o SATLAOEBREERZF O TOIUENHDET,
o ROEDCTIERIBHDICTFATIA—ILTIR= b 443 KNV TVDRENHDET .
« https://apidp.dell.com
» https://api.dell.com/
« https://is.us.dell.com/FUS/api/2.0/uploadfile
« https://is.us.dell.com/FUSCHUNK/api/1.0/file/uploadChunk
* https://downloads.dell.com/
e https://ftp.dell.com

(@ | A%E: SupportAssist Enterprise D1 YA M—=JLICEKBMUEIB &R ROVWThHERTULET.

o AJANNEBFITUET . 1AMV 2BITI 3(2(3. OpenManage Essentials BRI LA VAR =ILITANAD < AT LRSAT>:
\Program Files\Del\SysMgt\Essentials\SupportAssistSetup (Cd»% SupportAssistSetup.exe J71IL2HIUvIL. BIEEHELTET
ZERLET,

o fhOERDOY—/{T OpenManage Essentials 234TLTL%H—/NIC. SupportAssist Enterprise 1 > A N—=)L/\wor—2%49>0—-RULT
A>AN=IUETS,

Flig

1 JZFLOIAIIIC OpenManage Essentials 1 VA R—=IL/ i —SxRERLET

2 AR —SHERERUIEIAINA T, Autorun.exe TP IS TIVINWILES ,
Dell EMC OpenManage 1 > A M=) U1 RUNFRENET

3 N—==3> 2.3 BIFE®D OpenManage Essentials 'S 27 AlCA YA R=ILENTLWRWEE(E. Dell EMC OpenManage Essentials Hh&iRaN
TWBZERRESRL TIEEL,

4 Dell EMC SupportAssist Enterprise Z:#IRUT. 1Y A=)V 20UvIUET,
Dell EMC OpenManage Essentials & Dell EMC SupportAssist Enterprise ZiZiRU 5 5&(E. OpenManage Essentials D4 > X ~—=)LA
58 T LTHS SupportAssist Enterprise H > A M—)L&NE T, SupportAssist Enterprise &4 VA R—IL T 31D AT LB SAF HHESRE
NFEY., AT LADORBEZMANREZEN T35 5L, Dell EMC SupportAssist Enterprise 1 YA M—3AL3ZE V1> RINKRENET
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5 mRAZDIWILETY,
SAEIARH 1> RONRRENET,
6 BEEMOFIEEZTH. RABULET 200vI0FT,
| #E: SupportAssist Enterprise D1 YA =)L Tld. 1-HF—DEiks%k. BLVERHRERDIT NI AOEEEFIREHEVOLE
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Device Type,Device SubType, IP/Hostname,Display Name, Username, Password,Enable
Password,Community String,Auto SNMP

Config(Yes/No),Auto Push OMSA (Yes/No)
Server/Hypervisor,LINUX,192.168.1.1, ServerA.com, root, Password$,Enabled, public, No,
Server/Hypervisor,ESX,192.168.1.1,ServerA.com, root, Password$,Enabled, public, No,
Server/Hypervisor,ESXi,192.168.1.1,ServerA.com, root, Password$, Enabled, public,No,
Server/Hypervisor, WINDOWS, 192.168.1.1, ServerA.com,administrator, Password$, Enabled, ,No,
Storage Center (SC) / Compellent,,192.168.1.3,ServerC,,,Enabled,private,No,
PowerVault,,192.168.1.4,ServerD, root, Password$, Enabled, private, No,
Chassis,,192.168.1.5,ServerE, root, Password$, Enabled, private, No,

PeerStorage (PS) / Equallogic,,192.168.1.6,ServerF, root,Password$,Enabled,private, No,
Fluid File System (Fluid FS),,192.168.1.7,ServerG,root,Password$,Enabled,private,No,
Networking,,192.168.1.8,ServerH, root, Password$,Enabled,private, No,
iDRAC,,192.168.1.9, ServerI, root,Password$,Enabled, private, No,
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o FT)\ARIC OMSA NI TICA VA R=ILENTWBI5E. SupportAssist Enterprise (&, €0 OMSA DJV—3> 1 SupportAssist Enterprise F
OHER ) (-2 — I DNEINERIELE S o BETFD OMSA N—av SR/ (-3 TRK OMSA OHER NN —S3>ADBEIZET7Y I —
Rh‘R— hEN BB & (3. SupportAssist Enterprise H5 /{1 2 TD OMSA DT> 0— REFYTHL — REFER 3'57D/7F’<i§§7j‘b§3’
OMSA O7YTIL—RAT A& TINAR R=SD AF—H R FIICRRENET . OMSA Z7yTTL—RUBWCEEBIRUIE S T/{M R
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-y IDRAC*

Networking 21vF

Storage PS Series J)L—7 + Storage PS Series X>/{—

¢ Storage PS Series FluidFS

Storage MD Series T>70—>+v JBOD
TyhI—7 - B2 YT AIN=Z(vF
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@ | AE: Y= OFHARIRETIE, Sv—J(CRETIRYNI=IFNAABREENET, EEL. SATABHEZINETEIDIE.
SupportAssist Enterprise THR— N3V NI —=IFINAADSDH T, HR— FENTVBRYRI=IF A ADYZ MOWTIE
Dell.com/ServiceabilityTools DI SupportAssist Enterprise Version 1.2 Support Matrix] ( SupportAssist Enterprise \—33> 1.2
R—=MYNIYIR ) ZEBRUTEEL,

BhETBU>Y
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2y RI=07 )\A 20BN
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TRUREFTINAAD IDRAC IP 7 RUA%ZBEEAT I}, ZDTNAZAZE—F )\A RELTERHUET . T/\A AN BB FBNBEE, ROBENTAES
n#d.,

o ARL=FTAII ST LE IDRAC WX EENTEP 5~ MIBEMIFBN. T/AZDY—EXITICEDENIEYR— M —ZMERENET
o SATLERMIREENZE TINA A R=Z(ICAHAOUVZANCRUIREEN R RENET,
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DARL=F12IS 2T L O 1P 7 RUZZERL TT /N ATIER CERVMBE. IDRAC ZNTU TS AT ABIRMNESNET,

BhE{FFE1—

FIAA R=ZTE T/NARVAMERRT BIRD 2 DDE1—H1T#FR- M FT .

o FTIANIDOELI— - URMEUTERIBIRERINTDT /\A RZRT

«  BEMIIELI- - ZOBSEMFICEIVTI I -TELTERATIRERINTOT A AERR. COE1-TF TFAIVFT/ARLZNII I -TE
UTBEY 2T \(A2RRTEFT
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* iDRAC7 IBEOIHN v —> )— RO TFICRRENET,
O | AE: FEE1—-[CRRENBZIRDTINAATIE AT AEEROUNEZRRBTEI A

« JBOD
+  Storage PS Series X>/){—
o APVIZAYF
« IP7RLZ 0000 T SupportAssist Enterprise DUZMI$H27 /N1 X
BhETIUY
SR

BHRENEAN -7 NAZADN\— RO 7 DR

SupportAssist Enterprise (&, PowerEdge H—/NDESFRICHIZ T, Y —/\(T3FEfHtEN iz Dell EMC Storage MD Series VLANSZEUIET 5— Mz
WIBGZEHTEET, IERSNTEAN —SFTNAANSD 75— MERK (&, H—/NICA > X h—=JL&N Tz Dell OpenManage Storage Services
(OMSS ) 7TV —23>% N U TITHNE T, SupportAssist Enterprise TH—/AAD OMSA ODEEN( VA N—IL&FFR]F 3L, TIAILNT OMSS
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SupportAssist Enterprise ([d3E#tcNIE AN — ST NI A TRET BRI EEMEDHD/\ - RIT VBRI TEE R A IJBRENZAN —ZF)NAR
TI\—ROI7RIENMRFISNBE. SupportAssist Enterprise ($E3:E 9 28 —/\OYR— M — 2= BEIFICIERLET .

Dell OEM Y —=/)\—DHik—h

Dell OEM HET/\A X ( BISYRERZIZTZV RO Dell \=RIIZDOWTNH ) BMBIENTZEE STTOEATTIIRL BISY Renz&nl
THFEINFET . 75— MO - ZOBEMER ( H7R—MAJLAY ProSupport Plus. ProSupport Flex for Data Center. &/z(d ProSupport
One for Data Center ELTHIR— M 237> MORERTIRIIESNZIBE ) BE. TIOBET N ATHHATEIRNTOMEE. HLU
ProSupport Plus Liv— kY. OEM 3ieT /{1 ATHIE TE %Y, ProSupport Plus Lik—~Cld. OEM MIET/NAZANEBEIZ> Renfz&ritUX S
ENEY,

r—20BEBIYER (L. Dell Enterprise Technical Support 297U THR—R&NTHD. ZOMOYR— N -G —ERUIIZNEIRS AT LA TEER
TEFHA.

DALV 1=V BICEEINEIRTDI AT AERBRIC, TATOD SupportAssist Enterprise #EEEAREEL T, TNSOEENELEIET S
CLEMERIDLOBENDLET

Linux 2381793 —/\T®D Net-SNMP D1 AM=))

AR
root ¥ERZIF DI - —T7HIVNTCT AR COT AU TWBRTERMEZRLET .

CDHAARIICDONT
SupportAssist Enterprise (&. SNMP I—-2 1> MU TIE— N \A ZINBEREINT 75— MeZELET . Net-SNMP (£, SNMP I-J1>
FMED SNMP Y—=)L—NTHRENET, Linux ARL -T2 ST LB FEITS 37 /{A A TId. SupportAssist Enterprise 1\ 75—Me2{ETE
3d5(C, Net-SNMP Z1 > A M=) S 2ENHDET,
FIE
1 Linux ARL—F4>9 3 AT 0aERITULTVWST NA X L TiRmER D> RU%ZBIEET,
2 ARL=F2Y SIATA(CEDVT RO REANDLET,
e Red Hat Enterprise Linux, CentOS, VMware ESX : yum install net-snmp

+  Oracle Linux : rpm -ivh net-snmp-X.x-XX.X.X.xxX.X86_64.rpm, CZT x.x-xx.x.x.xxx.x [&. RPM TP/ I DE&BICEFNZ/N -3 HBES
ZRUET,

«  SUSE Linux Enterprise Server DiH& :
1 zypper addrepo http://download.opensuse.org/repositories/net-snmp:factory/sle_12/net-snmp:factory.repo
2 zypper OE#R
3 zypper install net-snmp

Linux 251379 %Y —/\_L®D SupportAssist Enterprise
M sudo 7 TZADEETE
Linux AL —=F4>J S ZF AT, sudo PO AMERIF DI - —(FEDIV REHITIZEIREERNMISENZENHDES . sudo 1—H

—DERIEIRZFEALT SupportAssist Enterprise TUE— /N1 RZIBINUIZE. SupportAssist Enterprise I /N1 A5 R 7 LEHRZES
RBLIPUNET BT ROFNEZEITI2HENHDFET,

AR

root HERRERFDI-HELTUE— T/ MR (COTA1 L TWB L ZFERLE T o

FIR

1 A=ZFINI4ORIEREET .

2 1A-Y-ROR-LT LI NNZZZELET - useradd user name -d /home EAFU Enter Z3ULET
3 /etc/sudoers J7 M)\ ZFEFT,

4 Requiretty T CRIERT [ ] ZHALE T, b X ' requiretty EUET,
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5 BEHCEDHET. XD5351DZENMULET.
« %root ALL=(ALL) NOPASSWD: ALL - J)l—MIL—TADOIATOI-T—(CHEREFSLET.
+ user name ALL=(ALL) NOPASSWD: ALL - fFENI-H—-DHHFaIZH5LFT,

6 /etc/sudoers I EREFLE T,

SupportAssist Enterprise 7 U —33>¢&
SupportAssist B —/\[EIcHFTBIEERBEDHEMR

IROIBVEICIE. SupportAssist Enterprise M > A R=)LaNTWLBH =)\, FIUCEDTRA NSNS SupportAssist H—/\Z{ERL GEIEIT 3L
NElEETHIENNETT,
o BEVOREBANCHZT/N\1RCHENGDZIIBE. YR— N -2z BB (CER.
o WNEURS AT LERETIVCPYIO-RUET
SupportAssist Enterprise 7 U4 —33>¢ SupportAssist B —/\RICHITBIEFERBELERI BT ATHIBETY,
«  SupportAssist Enterprise 7 U —23a> i > ZR=ILlaNTWB Y-\ L T OFEECIER CEBTE,
«  https://apidp.dell.com LU https://api.dell.com — SupportAssist H—/{DI> RiRA > N, SupportAssist Enterprise hif > A ~—
ENTWSH—/NET. 9177595 %FERALT https:/apidp.dell.com H&U https://api.dell.com (L7 TR TE2 L #HEFRLE Y,

+ https://is.us.dell.com/FUS/api/2.0/uploadfile — INEEEN Tz AT AIBERN 7Y IO - R&ENZ T/ 7yvTO— RY—/)T,

«  https://is.us.dell.com/FUSCHUNK/api/1.0/file/uploadChunk — t/ XH' 10 MB %i#8X 2L 723> Jr( IV Py I0—-REn 3 I74
Wy IO—RY—)TT,

+  https://downloads.dell.com/ — Dell OpenManage Server Administrator( OMSA YDA >0— RICEHNB(FN . FTLL SupportAssist
Enterprise UU—XIE#R. MU —T71)L. BLUVEEHR— N7/ OZFERDBFCHEREINET . SupportAssist Enterprise Hf > h—
LENTWEY—/NET. 9177595 %{FEALT https://downloads.dell.com/ (C7ITATEZE#ERLET

+  SupportAssist Enterprise i > X ~—=JLENTL3H—/{_LT. is.us.dell.com. downloads.dell.com. apidp.dell.com. LU
api.dell.com F(IR—b 443 KBEVTULBNEINEHEERUET ., Telnet V517> MafERU UERZTANT 2IENTEET, feeXx(E, IV
>R o downloads.dell.com 443 ZEALES,

+  SupportAssist Enterprise i > A R—=ILENTLSH—NT, Ry NI—-JEEENELVEETERLET .
+  SupportAssist Enterprise i > 2 ~—=JLENTWVBH—)\HTOFSH — )R TA > —Ry MIERFEN TLSI5E(L. SupportAssist
Enterprise TIOF>%8TELET . [TOFIH—)(DEE IZSBULTIZE,

BEMBENMERULBVEEE, Ry —IEBECRIVEDETIR- MRIFTREN,.

SupportAssist Enterprise 7'V —33>0J D791
A

SupportAssist Enterprise (&, AT LAY DT Xy —S%ROBAAIARFLET .

«  Windows DIBE :

«  Windows 1R> b4

o AYZAR=IOJTAIA ( <SupportAssist Enterprise B 2 A M=JLENTLVB RS54 D" >:\Program Files\Del\SupportAssist\logs )
o Linux DIBE :

« Var¥

o ASAR=IOTTANA ( /opt/dell/supportassist/logs )
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@ IBE. OV TP IVEEEBIICEMEINET . CNICED, 75— MIRELZBMTREENLDY J71/ )V 2 EERECHRI TEE . e 0
DIPOINEROEICTRRENET

. g

« application.log.20171101

» application.log. 20171102 .zip
» application.log. 20171103 .zip

0J774)U& 30 BRICARN —ZHB/N-JEnE Y,

09 774 )UZ(E. logdj.xml TP ILARDROAE ( FeldFZN L ) (SHEI200 X —-IHFEENTVETS ( FATAL, ERROR. WARN, INFO,
DEBUG. 4Bl OFF LU ALL ) logdj.xml 771 JLid. <SupportAssist Enterprise H' A M=JLENTLB RS54 7 >:\Program Files\Dell
\SupportAssist\config ( Windows D55 ) H&U /opt/dell/supportassist/config ( Linux DFE ) (CdDE T logdj.xml T71 )LD ERROR D
fBlE. FATAL h* ERROR £DEEWLLAILTHBes. FATAL HEU ERROR I5—00 Xyt —S#4ERLET .
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FFOAE-RTIE TIRAZNBOT5— hOIIBZBSCTes . RBRYIR— N —2ZER T RERLA S IFANSIF v DEEZITIEN DI BEICRD
F9, ADTFURE—RICBOTHS 30 5344, SupportAssist Enterprise (B EIFICTNA RZEADT T AE— RDBERIRU. T/ ADT=HIBEED
75—MUBZBERLFT . X>TFOAE-ROFMICOVTE. X7 F Y AE-RCOWT IZSBUL TS,

XARAKFDAIIT ANDF IR

RFAKTFONL AL, 1 -1 >H71 - ADREOFRRICE CEHAEC IRV T 2IBRAIRBUET . IRRKEFEONIL T ZREN T BE.
SupportAssist Enterprise NV TS AT ARAREBBUZDRIR S 2ENTEET .

KRAKFOANT T IERTB(CF I-F—A>HT1-RICRREND ﬂ TAIDEIIWIVES  ARTURIFDONLTHFRUWNT T4 RIS
TRENFY.

SupportAssist Enterprise R mIBERDRR

SupportAssist Enterprise AW4—$BIgEZ 001 >R—-T K=V 1Bk 200vILET,
ROBHREERTED N=TaV1EHR R-IHFRRENET.

+  SupportAssist Enterprise /{\—>3>
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o RUS=T7AINON->3>

o TIAGEREITFANON-3>

o YIT-NORERE

SupportAssist Enterprise D71 > A M=)l

WEIZISUT SupportAssist Enterprise 27> ARV TEET, 7oA DA, PUAD AR OIBBEERIFREETE, SBICTIADT
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& Linux ARL—F4>9 S ZF AT, SupportAssist Enterprise 274 > A =)L I Bz DFIENERBAEN TVET

©) ‘ AE: SupportAssist Enterprise D7 YA Y AR=)VH, PHTHEVE- IV IIERAMTWBRSATAICTIEATERIEAIE. By by
TUEIARTOFATHEVE-PIVIIET YA Y AR=ENET,

DALEMC



SupportAssist Enterprise D7 >4 > A M=)l - Windows

AR
SupportAssist Enterprise h'f > X ~—=JLEdN TV —/N(CEIBREERTOT>ULET,

FIE
1 ARL=FAIIIZAFAIEL T ROWINHERITUET,
e Windows Server 2012 £fz(d 2016 T. BIEOAE FIBEMRA > NLTHS RAF—b 7AI%IIvILET, AF—M BEE T > b=V
W A1V =IUILES, A2 bO=IIRIV T IXOIVSADT A AR 200IUET,

+  Windows Server 2008 Ffzld Windows Small Business Server 2011 D& (&, 29— > > MO=VIKRI > OIS hEHEEE OIE
[COUWILET,
TOISLDT oA AN VERREE R-SHFRENFT.
2  Dell SupportAssist Enterprise Z3#EiRU TH'S &EE #IUvILET,
Dell SupportAssist Enterprise 1 VAR —=3Ic&IE LLVDU Y RUNKRRENET,
3 RNEDWILET,
Dell SupportAssist Enterprise A7} YA U1 RUNFKRENE T,
4 HIBR ZBIRLTHS IRA ZIUWILET,
@‘ AE: PHTHERIBVE-PILIEEY I PYIULTWSIEEIE. SupportAssist Enterprise 271 YA M=)V 93FIlC. PHTIFE
FUE—PILISZHIRT D &LSICROSNET

T14—RI\YDI 04> RONRTRENET

5 AT3AVOER ROYTIIIZ M SERIEHZEZIRL. IAY M AL T HIBR 27UvI0FT,
T0Y5ADHIER V1> RUNFRRENET

6 HIERZJUyILET,

@‘ AE: Windows Server 2016 Tld. 2’ODJSADT YA YA M=)V, 1—-HF—7hHU> Ml 54 7O Ry I AN ERERTENSS
ENHBDFET,

FPIAIAN=ISET 1> RINRRENET,
7 #&T 20U ILET,
CNT SupportAssist Enterprise i'7>1 > ZM=)Ldn Uz,

SupportAssist Enterprise D7 >4 > A M=)V - Linux

AliR%

Supporﬁssist Enterprise H > A M=)LENTWBH—/IC root HEFRTOH AL TWBIE2HEBLET
Flg

1 A-ZFINU4OROZEREET.

2 /opt/dell/supportassist/bin I#4)LFICFEEILET .

3 ./uninstall EAJBU. Enter ZHLET,
4

PIAYAN=NETT T IR c EAPILET,
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6 J4—RI\wIDIRMEERIRUIEISE (L. SupportAssist Enterprise 274 YA =)L 3 2IBRICHILT 2B SH#IBLET,

Dell SupportAssist Enterprise D7 >4 > AM=)LINT T UEUE LLDXYE-DRFRRENET,

YL L > ME—RT® SupportAssist Enterprise D1 A=) -
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SupportAssist Enterprise h'f > A b=)LENTLSH—/N(C root HEBRTOJ /1> LTV L & HESRLEY .

FliE

1 SupportAssist Enterprise i > AR=)LENTVWSS AT AT, F—3FNU1> RUZFREEET,
2 /opt/dell/supportassist/bin JA)L A FEEILET .
3 ./uninstall silent £ ABU. Enter ZHLET,
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o AVZAR=VEMEEINGEAZTE OMSA D> ZAR—ILZEECTE T IBENTERMEEE, F/NAR(COTALT, TR RITER TS/ -3
>0 OMSA ZFEBITA Y A=ILUET . OMSA DEFIT /(-3 DVTDIEHRIE. Dell.com/Serviceability Tools DI SupportAssist
Enterprise Version 1.2 Support MatrixJ ( SupportAssist Enterprise /{—3> 1.2 HR— M RIWIR ) ZSBRUTREL,

@ | AE: OMSA D 32 EYbh'5 64 EYMN—-Sa>AD7YT I —RiFBR—PENTVER A 2D FUATIE. OMSA DEIFEN—-Y3V %
74> AbM=JVU. SupportAssist Enterprise Z{EFLT OMSA 1A M=)l TBHENHDFT . SupportAssist Enterprise ZERL
T OMSA 21 YA M=IVTBFIRICDOWTIE. ISupportAssist Enterprise Z{EF Uz OMSA D1 YA M=)LEFER7YIIL—RI1ZSEL
TS,

OMSA N=33YZREETE /L)

SupportAssist Enterprise B /N4 XA VA R=ILE&NTzc OMSA N—=Z 3> ZAREE CERVCEZRT TS5 Xy —INFRRENZIHEE. KOFIE
2ETLEY,

o TIMAR=ZD AT=HRNHDIST—AT—IADI %I IWILT, BEXSNZHRFIEZRRUET.

o BEMTANMETL. T FTP Y= )INOERNEEATON TVWS L ZFERRUE T, [1EHTIET A MDSENEIZSBU TIEE W,

« OMSA H—EZNT /A ATRITENTVS L ZMERLF T,

o OMSA OA1>A M= EBHITUFET, [SupportAssist Enterprise ZEAURE OMSA OA VA R—=ILERET7vT T — R 12SBU TR,

o ADAR-VEEIEINGEA TE OMSA D1 AR )LZIERCT T IB3ENTERWMEE R, T/NARICOT12L T, FINARITERI T2/ —-3
>M OMSA ZFENTA O AR=LUET , OMSA DEFIFTZN -3 (CDWTOIEHRIE. Dell.com/Serviceability Tools DI SupportAssist
Enterprise Version 1.2 Support MatrixJ ( SupportAssist Enterprise JN—>3> 1.2 HiR—h Y MWIR ) #SBL T2,

OMSA (&, Bih— R hEhTWFEEA

FIAZN ° OMSA [F. YR—PEhTLFERA X752 :

o F)ARICOTA2ULT. OMSA DBIFD/N—23>% T4 ARN=ILLET,

e« OMSADAYAM=I 7 PYIIL—KR AT %FERLTTINA I OMSA 214> AR—=)LLET, [ SupportAssist Enterprise Z{EFHU
OMSA DA VA=) EFZ(E YT L — R I1ESBU TS,

TNAACELETEEEA

TIARIC ° FIAATERTEF A AT IANRRENZIHE ¢
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o FTIAAR=ZD AF=HR N HBIS5—AT—IADV>7%=IIYIUT, BZRBNFRFIEZRRUET
o TIARCEBRPAITED, RYMI—IITHEFSN TN EZRERUET .
o TIHUZRETHERRYNI—IR—MBEVTVSZEZARELET

o FT)AZD IP PRUABIBTE T B EICEDT SupportAssist Enterprise ([C7/\f ZZBHINLIEHZE(E T/AAD IP 7 RLANEEENENESH
ZHERLET . T/NAZANENE 1P 7 RLAZEUS I BLIGERESNTVBIEEF. T/\AANBEIEEENDWC IP VRUANEEINET,

o TNAZD IP PRUANEEENSE -
+  SupportAssist Enterprise N'57 /N1 AZHIBRUE T [7/\1 ZDOHIBR 128U T,
o FTIARZBEENMUET, [7/\(20EN1ZSBUL TS,

® ‘ AE: FNAAD IP 7 RLADWEEENBLVICTNA ADHIBREEMZITODRVWTHB LIICTBICIF FNSAAZEMTBER (7N
12D IP 7 RVATIZRS ) RAMEEANTERCLZHEIHLET

SATLARHZINETEIEA

FIAZN ° SATLIEERMUREKETEFEA AT -YREZRTRIZHE ¢

o AT=HRHND I5-RFT-HAZV0%IIWIL T, BEZSNZEERFIREFRRUET .,
+  SupportAssist Enterprise i > X r=IL&NTW2H—)IHST \( R CRECTRETH L 2 ERULET .
o ANURTIAAOERIBER ( 1-P—&ENT-R ) MELWCEEHERLET,

o FIAZADNZT-RHIEW 10 XFBE HE. ZEBLUS| AAZERURVENZT—R( 5~ 7 XF )RZIDHTTHS, SupportAssist
Enterprise T/\AD—R&T7YvI7— R U TLIEEL,

y—N

o ARL=FAUIIAT LR AN TBCLLLDTT A ZZBINLTHED ( I-S12 M—-ZDER ) 7/)U1ZH Windows ARL—F4>H3 R
FLEETUTWRHEE. ROFIEZEITUET .
o ABUERRBRICT A AOEREHERN DD L 2MHRUET .
»  Windows Management Instrumentation ( WMI ) B—EZRF N4 X L TRITEINTWB L2 ERLET .

o RESHERRENBVEEE msdn.microsoft.com DAY =17 LI Securing a Remote WMI Connectiond ( UE— b WMI $#Hi0DR
£ ) ([CREEHSN TV S FIRZRERL T,
o ARL=FAIIIRATLFME AN TBELCIOTT NAAZBIILTHED ( I-D1 M-ZADEER ) 7/\A D' Linux ARL—F12I ST L
ERITUTVBIBE ROFIEEEITUET,

o ARUZERIBIRIC, T/\ARD root #ERR. X—/\—T1—H—1ER. FIt(d sudo I-H—+ERNHBEZERLEFS , sudo 1-F DI~
H—-2E 20— R A T35 5. D sudo 1—H—h* SupportAssist Enterprise ([CERTESN TWBEEFESBLE T, [ SupportAssist
Enterprise 0 sudo 77 A EDFRTE | ES8BUTIZE,

e Secure Shell ( SSH ) H—EXWFTNA X L TEHRITENTVWBEZMERLETD
e SSH/\ZD—REBEINEZNCRBOTWBTERTERLET ( TIAINTERD )

o OpenSSL B"7WIF—haNTWBTEEFERLE T, SEMICOWVTIE. ARL—F12I ST LOYR—MNITTHA NT[OpenSSL CCS
injection vulnerability ( CVE-2014-0224 )|( OpenSSL CCS 1> 1723 DfE55 1M ( CVE-2014-0224 ) ) DEERERZSIBL T,

+ IDRAC i AN TBUCEOTT A RZBIMULTWBIEE ( I-J1 MU ABER ) (&4 IDRAC IC Enterprise £/z(& Express S/ 22N>
AR=IENTWBCEEIESRUE D, Enterprise F/z(3 Express T/ T ADBBAB LU VA M=ILITECDWTOIEER(IZ. Dell.com/
idracmanuals TIDRAC User s Guidell( iDRAC 1—H—X/A R ) ®[Managing Licenses| ( ATV ADEIR ) #SBL TIZE,

o I5wE-JIC TIAAD SSL BESIELAILA 256 Ev R _EICERTEEN TLSI28IC SupportAssist Enterprise i AT AlBEIRZUNETE
BOEVWSHBN BN TLIIHE ¢

a  Azul Systems OUIJYA KT, Zulu BES{bILERFY Mo O0—-RUET,
b AY>O-RUEIFAINERREERLES .

¢ 74l local_policy,jar & Us_export_policy,jar 21t —U. SupportAssist Enterprise 4 > 2 R—JLEN TS AT ADLL T OIBARICES
DT,

«  Windows D5 - <SupportAssist Enterprise i1 > X b=JLEN T3 RS54 2">:\Program Files\Del\SupportAssist\jre\lib
\security

DALEMC


http://msdn.microsoft.com
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.azulsystems.com/products/zulu/cryptographic-extension-kit

+ Linux DA : /opt/dell/supportassist/jre/lib/security
d  SupportAssist B —E2ZBi2EIL. BIFeBEITUET.

BRI DRIBZABRUAE, ST LABIROUNEE 7Y TO- ReF B THIBLET . [EH—7 /(A 2DB0 AT LIBIROINEZFIAT 2 12 S8RU
&L,

NI\ —

VMware ESX 8&U ESXi ZRITLTWVST /1 RADIHE :

+ SFCBD & CIMOM W5 /NA ZATEMCB>TVWS L 2R LET .
+  SFCBD ZBEMICT B, ROIN> REfEFAUET . /etc/init.d/sfcbd-watchdog start
o WBEM ZBRCTBIE. ROIV> R2fERALET . esxcli system wbem set --enable true

BEVOSFIADSUT, ROIXY ROEITHBERIZENGDIFET .

o I-S1VPDRT-HREMERT S : /etc/init.d/sfcbd-watchdog status
«  WBEM ZUtzyhg3(C(F, REETLET .
a  BEVDOT/INAAT WBEM ZEERNCT S : esxcli system wbem set --enable false
b HBEVDT/INAAT WBEM ZBZNCTS : esxcli system wbem set --enable true
+ SFCBD ZEERICTB(C(E, ROIN> REEAUF T, Jete/init.d/sfcbd-watchdog stop

A=

F)\A A Storage PS Series 7LADIBE :

«  Secure Shell ( SSH ) B&U SNMP B—EZN'T /\A ATRITEN TV S ZMERRLET .
o TIAZDEBM VH=RT, T/ AZROEERIIN—TD IP 7 RUAZA N ULz CEZHERLET .

7 )\A A1 Storage SC Series PL1A1DIBE :

¢ REST H—EZPF/NNAATEITEINTWB L EIERLET,

+ Enterprise Manager T SupportAssist BRI TWSZEEREFRL TIZEL, Enterprise Manager T SupportAssist B33 754A(C
DWTIE. Dell.com/storagemanuals Tl Dell Enterprise Manager Administrator's Guidel( Dell Enterprise Manager SI2E 1R ) 25880
TIEEL,

FINAZN FluidFS NAS TINA ZADIHE . T/NA AT SSH H—EANEITESNTVB L EIERELE T

Y hI—-J

+ Secure Shell ( SSH ) B&U SNMP H—EZNFTNA XA TERITEIN TV EZERLE T,
o FIARTAR=TIINZAD— RPERTESNTWRIHEF. SupportAssist Enterprise TAR—JILISAD—ReE A DURZE#EBLET .

Sv—>

Secure Shell ( SSH ) H—EANFTINA A TEITEIN TV EEFERLET,
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VJbozrw

o HITKIT L7230 TN a-T4279

+  Secure Shell ( SSH ) H—EZNSIRFATEITEN TV L= HEERLET

. SSH #EHEDI — NEIRIBIRZIF TR EZESBLE T . SupportAssist Enterprise (&, SSH ORI EFERLUTI AT LARIEHRULET .
« SANHQFTNAZADNSIINZ1-F1>7

. Llj;; NI >~ HKLM\SOFTWARES\\PerformanceMonitor /5 Dell SAN Headquarters 7/\1 2D Y — /{1 > A =L DSl ZHESR

o ADAN-IILTEEDED Full THD. logdir BIECIEN®HRE#HERLET

Yi-33>

+  SupportAssist Enterprise i > X R=)ILENTLS Y =)\ 7 )\ AICEIERTRETHD 2 HERLET .
o R=b443 T A RATHRVTWS L ZHERLET .
o SATNEREINET D& TP—LITT7N=3> 4x BIBENT /A RCA VA RM=)ENTWS L Z R ULET .

;%_?M‘%#EEHY%?Z)I&NN)Z M —-SFEHNARELTV

FIAAIC ° SATLBHRENETIEODA N —SBENFRRBULTVNET AT -IANFREINBZIHE(L. SupportAssist Enterprise Hi4>
AR=ILENTVSY =D C\ RIATICHDREESEEN DI EZHRLET

LISV ETIVAR—PTEEEA

FIARIC ° ALI3aVEIVAR—MTEERA AT IANRRENZDIHE !

o AT=HRIND I5-RT-HRXUZI%)IyILT. BEASNBHRFIEERRLET,
o ST NEROUREL7YIO—- ReFETHIBLES . [H—F /(A ZANBD> AT AIBEHROINEZFHIAT 2 |2 SIRUTKIZE,

MIENMERULBWMESR. TIZHIHR—NCBRBWEDELZE,
SATAIRHRZEETEFEA

FINARIC ° SATLRRORENTEZRA T -IANKREINZIGS

o AT=HRHND I5-RF=HZVI%IIWILT, BEZSNZ8ERFIREFRRUET .
+  SupportAssist Enterprise B > X —=JLEN TV Y —)\H (> 7 -y NIEFR TEREEERULET

«  SupportAssist Enterprise '/ > A ~—JLENTWLBY—)\H T OFS Y — ) R TA >Ry MI3ERSN TLWSIBE(E. SupportAssist
Enterprise TJOFIMERESNTVBEEERLE T, [TOFH—/\DTE IZSBUL TS,

o FYRI-DERIETAMEETL. T T7YT0- R = IADIEGENER(ATONTWS L= ERLET . [EGHIET A E 12 SBU T
(AN

o FIUZNE-RILIAICEERM TSN TVSIHE YE-NILIINY M7y TENTWSS 2T AN >4 — 2y MTIERIEN TV L ZHERR
LEY.
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o DAIVAFENIVIIPRED—YIOBENRBRN AL 723> TP IUCEENRVCEZHEERLET .

BAMRRIREAFERUE., SATLABROUNEL 7y IO- REF I TRALET . [EH—F /({250 2T LIBHROUNERBIIET 2 12 S8 8RL
TLIEEW,

soalElc REILEL

PZAR PV ° SBREICRI AT —HRERTRIDIHE ¢

o AF=HRAHND I5-AT-HZUZIZ)IIL T BASNBHRFIEERRLET,
o AAUET)AZAOERIEIR ( 1-H-&L/(ZT-R ) MELLCEZRERRLET .

g-—N

o ARL=FAIIIRT AOFMEA NI TBECLOTT A ZMEMENTHED ( I-T12 M -ZOER ) 7/U/ XD Windows ARL—F1>%
AT LERITUCVWS AR ROFIRZETLET.

o ASNUERBRICT A AOEBREIERI DL EHERELET,
o WMIH—EZWTNAZ ETERITESNTVWB L ETERLET,

o AEENFEREINBVGEEF. msdn.microsoft.com DFAilTN =17 )L Securing a Remote WMI ConnectionJ ( JE— b WMI it DR
& ) [CEEFSN TV FIRZHEERL TS,

o ARL—FAIISATLAOFEME AN TBELESTTNAZMBINZINTED ( T-S1Y M—ZDER | /A AN Linux ARL =TT
FIEEITUTVREER. ROFIBRETLET.

o ABNUIEIBIBIRIC. T/NAZD root 1R, Z—/\—1—H—1&MR. F2ld sudo 1—T—1&ERN DI L Z2HRUET . sudo 1—H—-D1—
H-2E 20— R A T35 5. D sudo 1—H—h SupportAssist Enterprise (CERTESN TWBEEFESRLE T, [ SupportAssist
Enterprise @ sudo 77T ZMEDFETE ( Linux )JEZSBBULTIZE,

o SSHHY—EANFTNARX L TETINTWRLZHERLET,
e SSH /XX T—REBEENNEMCBOTWBEZMERLET ( TIAWNTERD )

RERF
F)\A A Storage PS Series 7LADIBE :

*  Secure Shell ( SSH ) B&U SNMP B—EZN'T /\A ATRITEN TV S EZMERRLET .
o TIAZADEM VH-RT, T/ AZROEERIIN—TD IP 7 RUAZA N ULz ZMERBLET .

7 )\A A Storage SC Series PL1DIBE :

e REST H—EXPF/NNAATEITEINTVWB L EIERLET

+ Enterprise Manager T SupportAssist BRI TWBIE&REFRL TIZEL, Enterprise Manager T SupportAssist B33 754A(C
DWTIE. Dell.com/storagemanuals Tl Dell Enterprise Manager Administrator's Guidel( Dell Enterprise Manager SI2E 1R ) 25880
TIEEL,

FINAZN FluidFS NAS TINA ZDIBE . T/\A AT SSH H—EANEITENTVB L EIERELE T

Y hI—-J

o Secure Shell ( SSH ) HE&U SNMP H—EZQFTNA A TEITENTVBE2TERELE T,
o TIAZRTAR=TIIZAT—RHEETEINTVWBRBREE. TIARDEMN I —RTAR—TIINZAD—Re AHDURZE&EELET .
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Sv—>

Secure Shell ( SSH ) H—EXANFTINA A TEITEIN TV EEEBLE D,

VIboxzrw

o HITKIT L2232 ONTNZ1-F4>27
+ Secure Shell ( SSH ) H—EZNS AT ATEITEINTVR L ZMERLET
. SSH ##HE0I — NEIRIBEIRZIF TR EREFBLE T, SupportAssist Enterprise (&, SSH ORI EFERALUTI AT LARIBEHRLET .
« SANHQFTNAADNSTINZ1-F1>7
. t;; NI >~ HKLM\SOFTWARES\\PerformanceMonitor /5 Dell SAN Headquarters 7/\1 2D Y —/\1 > A ML DS Z THESR
o AYAM=IALTBIEDEND Full THD. logdir BIECENHDEEHERLET,

Yi-33>

+  SupportAssist Enterprise i > X R—=)ILEN TV Y =)\ 7 )\ AICEIERTRETH D2 ERLET .

o R=b443 BT /A RATHRHVTWSLZHERLET .

o SATNERZWETZ(CE T7—LDITN=23> 4x BUIENT NAAA VA R=ILEN TV Lz ERLET .
o ABUETHIDNOERKIEHR ( 1-H—=2L/\AT-R ) NELLWCEEERLET .

SATAANRY MO DIVTICKBULFLE

FINAAIC ° SATLAIRY MO DIUTILKBMUFELE AT —HANKRRENZHE . ROBHNEZENTVWRZERHERL TS, JATAA
Ry b T OO)7EBRITUE D,
«  T)\ARI&. SupportAssist Enterprise h'f > A M—=ILENTWE Y —/\HSEERTEETH D,
o FTIAZDRA DDA N-THBIHEE T/NAZADRZREH DNS H—/\—-(SEMEN TS,
«  SupportAssist Enterprise TT/\{ RAICADULERIBIRMNELL.
+  SupportAssist Enterprise T7/\{ AICAN U EREBIRICEIREERN DS,
o ARL=FTAIIIZAFTLD IP 7RLA%{FDT SupportAssist Enterprise T\ A AZEBIUIEEEF. TNAATERITSNTVBARL T4
SAT LIS T, ROBHNMEZENTWSE2ERLET
+  Windows DIFE(F. T/A AT WMI H—EZNRITENTWT, TrA7IA4=ILH WM BEZEFRIL TLS,
o Linux DIFEE T/NAZT SSH H—EZNEITENTNVT, TrA7I4—)Li SSH BEZFHFRIL TV,
« IDRAC IP 7RLZ%#>T SupportAssist Enterprise TT/\1 ZZEBIILIEHEE. WS-MAN BH—EZANFT/\A A TERITEINTLS,

RIEN RSN BV SO ROFTEOVIT NI EERL TS AT LAY I 2I) 7% ITUET .

o DRAC Z(ERT B3I AT LI NOTDIUT
o OMSA ZERUREI AT LR DT DH)T
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iDRAC ZEHI I3 ATAIANYNOYDHIVF

Cof e s
iDRAC D172V —)UICEBIBEHERTOT 1L TWB L2 HERLET .

CDIRIICONT

ROFNEREITIBIET. IDRAC U1V —-IVERERUTI AT AR NOTEIVTTEET,

O AE: AIVRSAY109—TIAL R (CLI ) ZEEAULTIATAAARY FOJEIVFICTBICIE FERD telnet V517> MafERLT SSH Y’
OBRJJVEZEAT iDRAC ICIERRL. IRDIV> RERI1TUF T, racadm clrsel

FIE

1 iDRAC J1JI>Y—IT. #E > —N\— > 0IR- 27)vILET,

2 OYDHVUT =HUvHLET,

OMSA Z{ERUESATLAAN MO DIVF

AR
EIREMEPRT OMSA (COJALTWATERTERLET

CDHAARIICDONT
OMSA BT NRARICA VA M=ILENTVWRIHEEF. ROFIELZETUTCIATAAR NI I TS BIEETEET,

@ | AE: CLI Z2EAUVTYATAINY NI EIVF T RIEEE. TINARICOTLOLT, AXYRITOYTD ( Windows DIBE ) FRlEF—-ZF
JV (Linux ) B5:RMDIY> REEFTUET . omconfig system esmlog action=clear

® ‘ AE: FINA AT VMware ESX 2R{TUTV3IBEE. BIOUE— M /\A A5 Server Administrator BB FSAFA0J(> ATS3>
Z{FEOT OMSA [COVM1IULTHS. ROFIEERITLET .
FE
1 Y=—DH/TECT, OMSA TUTFOWTNHERITUET .
o TNAZNEDI5—H-N-0BEE EY15-I270-Sv > Y—N-EJ1-) 2 )wILET,
o FIUZNES1I5—H-N-TRWNEEF. YATA > AMIIATAIY— #IWWILET .
Logs ( 04 ) #7%7UvIULET,
OJoIU7 =H)wHLET,

AVFFYRE-R

TIARIC ° AVTFIAE—R AT -IANERENDIGS

o TIARCETBRIENMBRINCLZHERLET .

o CORIEEFERT BLHICEBICIFHNMBERIZEE T/AZRZFEASTFVRAE-RICTBRUNTEET, [T/ A ALNILDAZTFVAE- R
OEEE (G |ZBIRU TS,

o WE(IGUT, SupportAssist Enterprise #X>T Y ZE—RICTBIENTEET, [TO—-/VULLAILDASTFH O AE- ROBEM LT EEL)
b 12E8RIZE0N,

Ot
\ — I\
BE7vI T
SupportAssist Enterprise. Z&HR— NI/ IV, £ZFERIS—TrAIVOBEN YT 7T — NMIKBRUSS S, REETU TSN,

1 RYRI-THEGEETANEEITU TV FTP =) \IADEENERIATON TV L2 R LET . [T A D= 2B BU TS
(AR
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2 PYIT—MFIAREE N> -2 ILTPYIT— b1 VAN 65— EiITUED .

TINA AE B FEHRZIRETER)

SupportAssist Enterprise H'7 /{1 A o BiIRBREREETERVE VSIS HNE-—IHNFRRINZIBE -

+  SupportAssist Enterprise B > X r=JLENTW2H—) ST \( R CRERTRE TH R L2 ERULET .
o ANURTIAROERIBER ( 1-P—RENT-R ) MELWCEEHESRLET

y—N

o Windows ARL—FT4> U3 2F EEITI BT /M ADERIERERELTVBIBE -
o ABUEEIBRICT A ADOEBEIERNI DD L ZMHERUET .
«  Windows Management Instrumentation ( WMI ) H—EZQ'F/NA R L TRITENTVWREEFESRLE T,

o AEENEEREINBVGEEF. msdn.microsoft.com DTN =17 )L Securing a Remote WMI ConnectionJ ( JE— b WMI TR
) [CEEEENTVSFIRZFESRL TKZE0L,

o Linux ARL—FTA2I S RT LEFITI BT N( AN EI&IBIRERELTVRIBE -
o ABUERIBIRIC, TINAZD root &R, A—/\—1—H—1&R. F/z(d sudo 1Y —1EENHD L Z2iERLE T . sudo 1-H—D1—

H—-&ERT—Re A F9 3553 D sudo 1—H—H' SupportAssist Enterprise ([CEETESN TWSZEETEFRLE T, [SupportAssist
Enterprise O sudo 77T ZAEDELTE ( Linux )EZZSBERULTIZEN,

o Secure Shell ( SSH ) H—EZNFNNA R ETERITENTVWBLEERLETD .
o SSH /2= REBEENERNCROTWRTERERLET ( TIAILNTERD )

o IS—XYE—I(C TINAAD SSL BEEELAILA 256 Bw MNA_EICERTESNTUVSZ8IC SupportAssist Enterprise N7 /\f 2D &A1& EHR%E
TREE TERVEVSHBNERHINTVDIHE ¢

a  Azul Systems OIITHA KT, Zulu BES/LILEFY M O-RUET,
b A9 O0-RUIFAIERERUES .

¢ 74 local_policy,jar & Us_export_policy.jar 21 —U. SupportAssist Enterprise i > A ~—JLENTLB S ZAT ADOLL T QAR
DIFFET,

«  Windows MiBE - <SupportAssist Enterprise H'f ¥ X b=)L&N T3 RS54 ">:\Program Files\Del\SupportAssist\jre\lib
\security

+ Linux MIFE : /opt/dell/supportassist/jre/lib/security
d  SupportAssist U—E2ZBIEEIL. BIFEHERITUET.

RERF
7 )\A X Storage PS Series LA DIHE :

+  Secure Shell ( SSH ) H&U SNMP B—EZN'T /A ATRITIN TV S L ZMERRLET .
o T/AZDBI DY -RT T/AROERITIN—TD 1P 7 RURAZ AN UL ERERLET .

F)\A A1 Storage SC Series PL1DIHE -

e REST H—EXPF/NAATEITEINTVWB L ETERLET .

+ Enterprise Manager T SupportAssist IMERHICRDTWBIE&FEFRL TIZE L, Enterprise Manager T SupportAssist B39 %754A(C
DWTIE, Dell.com/storagemanuals Tl Dell Enterprise Manager Administrator's Guidel( Dell Enterprise Manager BI2EH (R ) 25880
TWIZEW,

FTINAZH FluidFS NAS TINA ZDIBE . T/NA AT SSH H—EANEITESNTVB L ETERELE T
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e Secure Shell ( SSH ) H&U SNMP H—EZQFTNNA A TEITENTVBE2TEELE T,
o FIAZXTAZ=TIIRAT—RHEEESNTVBIZEF. TINAZADIBI D4H—RTAR—TNIZAT—REA DU ELERELET,

-3

Secure Shell ( SSH ) H—EXANFTINA A TEITEIN TV EEEBLETD,

VIbozrw

o HITKIT L2220 TNZ1-F4>7
+ Secure Shell ( SSH ) H—EZNS AT ATEITENTVR L Z2MERLET .
o SSH #EHEOIL— MNEIRIBEREIFOTVWBIL & EFELE Y . SupportAssist Enterprise (&, SSH JOM I AERAULTI AT ARIEHRUEY .
« SANHQT/AZADNSIINZ1-F1>7
. Llj;; NI >~ HKLM\SOFTWARES\\PerformanceMonitor /5 Dell SAN Headquarters 7/\1 2D Y — /N1 > A ML DS Z THESR
o AYAM=IALTBIEDEND Full THD. logdir BIECEN GBI EEHERLED,

Yi-33>

+  SupportAssist Enterprise B > X r=ILEN TV Y —)IHST \( R CRERTRE TH R L 2 ERULET .
o ADURTHID NOEEIER ( 1-H—-REIAT—R ) BMELLCEZ#ERLETD .

T—ADOBEEER

T AXTRBENFRLEL TEDR- M-I B BB CAEREINBVNSE S, REFEITLU T,

(@ | AE: SupportAssist Enterprise (3. ES#3RTINA ADSZIES /P S5— MNATICHULTHR— M —2Z{ER T 3D TRBDFER Ao
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