Dell Security Management Server
2X| 5 0ro] &0l 7}0] £ v10.2.12

August 2020
71 A01




H =20 =58 SEE ML

=
—

Hrf2sXoz AHgdt



TS 5
Security Management SEIVET T E ... .. oo 5
DEll ProSUPPOITOIl T2 ...ttt 5

b g R = = L0 e L 6
Security Management Server OFZ [ B K] TIREQl. ... 6
BT AEBE e 7

BRIl O 8
A IEE QO] et 9
Management ConsoleS DT Q1O] KIRl... ... 12

T T = B B 13
e =TT 13

P PR PN o I o = n o] B o 17
AKX E= P2 O] =/0r0| 2 O[22 AIZFSEZ| TN ..o 17
e e = N OO 17

SHANE A EH S AR ClIOIEFHI O A A K] ... 18
7|2 IO E{H O] AL BHA| BHQUE M EH A K| oo 32
TEE UL ME X 47
L LR O] = /OFO] TLRI O ...t 56
LY O| = /00| LR[OI Z AEESEZ| THOH|...ooo s 56
SHANE M YR O] /00| LRI Of M .o 57
ZE2EE AE MB YOO E/O 0] LRI Of Ao 64
AZEIR] Q2 ELE K 68
Security Management Server K| K ZH ... 71

T T o BN e 74
DM Z T ettt 74
SEIVET TH A ol ettt 74

M ABM EE HOOIEE QUB A FETh s 75
Dell MANAGEr QB Al ZERIR 7| ..o 77
SSL/TLS QB HIIEF ZER 27| s 78
SErvVEr SSL CIB M Q| AT q oo 78
SIMTP AT L 78
HIO|E{H| O] A O 2, QK| EE= K2 BB B oo 79
CHOTE O] 2 DFOI TR O] M. 79

BT = . o 81
D= IR = B S =1 N I OO 81
Dell BERIRE GEEE B ILOl .o 81
SUO[AHE WA A ZFOIMA ZIE L s 81
THBH ZHD e 81
Dell COMPIENCE REPOITET THed ... 82



O B oo ettt e e e et e et et ettt e e ettt ee et e e e e ee et et ee e e ee e eeee e e
Security Management Server BE & . . e 82

S S VA B B ettt ettt ettt ettt ettt ettt ettt enees 82
POSTGrESAL Server BE R o e 82

b = 83
8: SAL Server LB AFR|. ..o iiiiiiiiiiicie i cerie e rmeerieeransssmnsesmn s sanssemnssansssansssmnnrsmnnsrnnnsemnnsennnsrnnns 86

Z s T = 87
Al M E Q2 %A‘l g B! CSR(Certificate Signing Request) /... 87

A 7] B R A B O T A A A oo, 87
QIZ 7 B AL A Bl QB A R e 88

BB QIB A ZER R 7] oottt ettt ettt e et r e 88
QUBME QTS BEBIO| Ol 89
OISM HE| 2L AEEH AUBME PEXE LUELET| oottt ettt es e 92
SSLOj| MZ[Z = Q= PIZSMIE AL E| RS [ Security Serverd] M2[& 4= Y= AH ASM FE7h... 93



Security Management Server Y&

Security Management Server®| E& 2 ChSat 245 LTt
R, AHER W 2Ot HHHo| ZY B A e
ZYUSTE EF AU ED

el YR 2

A5t 7| HOoE HAM MY W |

Zel0|QET AR B 20 HM HjI

L= PPN LIRS NI
T A 7t SM A MEE =

neot AT 7| WY W AE 2ot 7| A3 R

877-459-7304(LH M H = 4310039)E ™ =}5t

il
EESH, dell.com/support®| A Dell ®| = 0i Tt 2242l
LIEtL= 28 = =ghE Lot

SHIE 7| TE7I0AH M50 FE2E 5 UEE Toteh I MH[A EjO = YA A MH|A BES FHSHAIR.

0= Q59| M3t HS = Dell ProSupport =A| F st HHS & EOISHYA|IL.


https://www.dell.com/support/home/us/en/04/products/security_int/security_dell_data
http://www.dell.com/support/article/us/en/19/SLN302833

27 A U of7| A

O] M| 4-2 Dell Security Management Server T-210]| £t StEQOf 8l AT E Q0] Q7 Atet X OFF|HX C|XtQl M Arof CHsl &
@S| O
od .

Security Management Server O}7| &l X| C| X}l

Encryption Enterprise % Endpoint Security Suite Enterprise 2 2M 2 & 40| F o HESZ A, =Z|0| ¢35}
7|Hte 2 ghufCt,

oF7 | YR
Otz{of Aol 7t& Metst St=9)of 70| HA| /o] UEL|CE
Security Management Server

o 2 H|H|: Windows Server 2012 R2(Standard, Datacenter 64H| E), Windows Server 2016(Standard, Datacenter 64H| E), Windows
Server 2019(Standard, Datacenter)

7Het /A Al A"

CPU: 47§ 20

RAM: 16.00GB

C2to|E ¢: 21 S of Z 2|7 0| M T|O|EH| 0| A E 2|Tt 30GB2| AHE 7ts s

[l23 3
@|i5: PostgreSQL L{Ofl X{ZHEl 224 0| ¥l £ ©f| 0| Eft| 0] A0f X/ 1oes<>| S AL

TEA AMH

o 29 HIA|: Windows Server 2012 R2(Standard, Datacenter 64H| E), Windows Server 2016(Standard, Datacenter 64H| E), Windows
Server 2019(Standard, Datacenter)

ZHe /AW Al AE

CPU: 27l 29

RAM: 8.00GB

Egto|E ¢: 2O E I3 20GB2| A8 7tstt ClA3 57t

SQL Server StE 9]0 AFQF

CPU: 471 .0

RAM: 24.00GB

Gj|O|E E2}0|E.: 100~150GB2] Afg 7tset ClAa3 SZhetgo) met Fetd = AUS)

27 £2t0|E: 50GB2 AHE 7hstt ClA3 SZhEtgof met Zatd = AUS

@l—lﬂE ?lo HEIHER2| 243 ZatstX| T sQL Server 23 At E [EE 20| E5LICH

ot

FAICZOIE

i

Ot2l-= Dell Security Management Server2| 7| & Hf &= @I L|C},

6 87 Arg 5L o7 HX



Dell Security Management Server

External Clients E—|

T
(_ OUTSIDE ool )
B )
T— o
o —_—
= S SE i
T 17 —L e
T ] e ~
= 00
DMZ S
{All Ports InBound) Policy Proxy 8000
Securify Server 8443
Core Server 8888 DDS
Beacon 8446 ‘T:L External
mEmm Device Server (Legacy) 8081 Flroxy Server
1| ‘/
L 11 |
1 |

INSIDE

{All Ports InBound)
Administration
Console Access

Exchange

SQL
Database

Active

Directory/ @
Domain

Controller

p

TCP 8888, 8443 61613 [8081]

Dell Security Management
Server - Enterprise

Compatibility Server RMIM099

Core Server 8888

Security Server 8443

Console Web Servic c's 9011/VE 9010
Policy Proxy 80 0

Key Server 8050

PosigresSQL 5432
Compliance Reporter 8084
Identity Server 8445

Message Broker Service 61613
Device Server [Legacy) 8081

Internal Clients

@|h;5: 71| AEZQIE 27} 20,0007 O] &Y Z 0= Dell ProSupport0fl 2|3t Al 2.

87 AL

Security Management Server 2Z E Q|0 A X|E /Tt SIEQI A

X E AMESEI| Mol Ex[of] AHEE|= MEO| 2 E TfX|t HHO|E7F HEEIRE=X| &S A L.

27 Arg 8

SIZEQO AP 271 A0l of2fiof 2 x| AUSL|CE

I. |E1It-|

7



st=ll0f

Lt H+= Security Management ServerOfl CHSE 2/4 SLEQ 0] @ AFSHS AHA|S| A @St CH HiZ A7|0f h2 2HE0) Cish =71 H
H = Security Management Server OF7|El X C|X}Q1 & &HESIMA|L.

StESIO 27 Ar

T2 MM
Modern Quad-Core CPU(1.5GHz+)

RAM
16GB

AtE 7hs8 ClA3 37t
20GB2| AHE 7t&%t ClA3 St
®|-‘=E PostgreSQL LIO| X &=l 2Z O|HI E [ 0| K H| 0| A0 ZX|CH 10GB2| & ALE

HES37IE
10/100/1000 O] &

7|E}
IPv4 EE = IPv6 = SHO| 22| = IPva/IPve BHE ER

CHS ®Of= Security Management Server TR ENE /I ZA| MH{ Q| 2/4 SLEQ 0| @ AFEHO| XFM|S| LEQF A& L CH.

StESO 87 At

TZEMAN
A 7€ 30 cPy

RAM

8GB

Mg 7tset o3 S

2 ot s fleh20GBo| AHE 7ts% L2332t

HES37IE
10/100/1000 O] &

7|Et
IPv4 EE+= IPV6 S SH0| 22| E IPv4/IPvE B8 2R

7t

Security Management Server= 7+t 2H4 0| A A X|7t 7ts L C CHS OF 22 240 AFE 35 20| E5LILE
Security Management Server vI0.2.112 CtS1t 22 S Z 0| HE &Y &LICH

L
Hyper-V Server= S A| EE& 20| AX[2 X E[} AL Windows Server 2012,
AR x| R&LICE

indows Server 2016, Windows Server 20190 A &2

E

e Hyper-V Server

o B4H|E x86CPUZR
o 270{ O|AlO] SAE HEE]
o 8GB O|Ato| RAM HEH

8 87 Arg 5L o7 |HK



SHERO 7t Z| & Hyper-V 27T AFgE SF3H0F &

Mg 0|0|X| 2|22 E 23t 4GB 0|42 RAM

TMICH 7t A|ABlo 2 HAHE|0fOF &

AEMISH LI 2 https://technet.microsoft.com/en-us/library/hh923062.aspx S TSI A| 2.

Security Management Server v10.2.112 VMware ESXi 6.0, VMware ESXi 6.5, VMware ESXi 6.55 S8 AZS | A& LICt.

@ = E: VMware ESXi X Windows Server 2012 R2, Windows Server 2016 &£ = Windows Server 20195 A2}
VMXNET3 O| {4l O{HE{E HE L Ct.
e VMware ESXi 6.0
B4H| E x86 CPU 28
230 O| MO TAE HEH
8GB O| & 2| RAM HEH
XE=E ZAE G H K Q| MK EF-2 http://www.vmware.com/resources/compatibility/search.phpE EZSHUA| 2,
SLEQ 0|7} | A VMware T A S ZZ8jjof g
H& O|0|X| 2|&AF 2Tt 4GB 0|42 RAM
XtMIE LY 82 http://pubs.vmware.com/vsphere-60/index jspg RS AL,
e \Mware ESXi 6.5
64H|E x86 CPU E 2
230 0|2l s AE HFH
8GB 0| Ato| RAM HH
XNE= ZAE 2H HH | MH SE-2 http://www.vmware.com/resources/compatibility/search.php & &
SIEQIO7F & & VMware 2T Atet2 ZF 8| of &
ML o|O|X| apAE 2|5t 4GB 0] 42| RAM
XtMIE L2 2 http://pubs.vmware.com/vsphere-65/index.jsps & ZESHIA| L.
e VMware ESXi 6.7
64H| E x86 CPU 28
230 O| 4ol A E AFH
8GB 0|4to| RAM HE
XNAL= ZAE 2F HA e MH EE2 http://www.vmware.com/resources/compatibility/search.php &2
SHEQ O 7t £ & VMware T Atat2 SZFol|of &
& O|O|X| E|AAE 2[3t 4GB 0| 42| RAM
AEMISH LH& 2 http://pubs.vmware.com/vsphere-65/index.jspE & ZSHUA| L,
L E: d4542| 0|7 & Security Management Serverg 2 A &St SQL Server H|O|E{H| 0| A= HE O ZHFE{ 0| A A3 E|0fOF
Lt

o O O O

rr

o
7C>:|'I'

O 0O 0O O O O ©O O O 0O O O O O

o O O O O O O

Cj 552 £120] M SQL Database MHIS ALZSHBIA 7184 8L CI0|E| %48 B2 B SQL Cluster 20| S5 AI2B0| A A}
S 20| 43 FELICH =3 SR 222 BAASHOl 0 TH S BSOSt IS XL/FK BHAE So) M2 MYE 7]
SRS F AL

CH2 ®Ofl= Security Management Server X T2 A| MH{ O] AT EQ0f @ AtEHO| XHM|S| LIt UL L|CE.

(D)| = E: Security Management Server0f E2tEl BIZSH HIO|E 2 QI8 Security Management ServerE H-8 2% A& of| & X5 & A
Hot A0 HF ZHSHALL 2HE S S E2SHEF MohE g A H2|7t A= o E2|AH O M| e AS AY
grL|Ct of 2t AT Arol= #oHo] A= O._l“Ef* E N M 0| Security Management ServerE &X|5tX| f= &S =&t
LICt X Aok A& A0 Ciet XM B L8 2 https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/
security-best-practices/implementing-least-privilege-administrative-modelsS & Z I A| L,

(D)|*=E: UAC(Universal Account Control)7t 2 &l C|HMEZ|0f| X2 [ff HtEA| H|Zds} MEfofof BFL|CH UACE HIZd3tst &
Ol= MHE ME S0 Hd Ateo| &Lt

27 At 3 oF7| =X 9


https://technet.microsoft.com/en-us/library/hh923062.aspx
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-60/index.jsp
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-65/index.jsp
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-65/index.jsp
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/implementing-least-privilege-administrative-models
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/implementing-least-privilege-administrative-models

@| L E: Policy Proxy2| 2| XA E 2| Y X|(HX[= B 2): HKLM\SOFTWARE\Wow6432Node\Dell

®| I E: Windows Server2| & X|AE 2| & X|: HKLM\SOFTWARE\Dell

AP 27 AL

e Visual C++ 2010 XUl = 7} D 7| X|

MR E| K| U AR MX| T2 IMO0| AF52 2 MX|$tL|Ct,
e Visual C++ 2013 Z{Hi = 7}5 Tf 7| X|

BREX| G2 E2 24X 20| A3 = dR|ggL ot
e Visual C++ 2015 MU Z 75 T} 7| X|

ALK %2 ER EX Z20HW0| Atz 2 HX|gL ot
e .NET Framework H{™ 4.6.1
e .NET Framework H{™ 4.5

Microsoft= .NET Framework H{ 7 4.6.1 X 458 29 Q0| EE A A ESLIC

.NET Framework H{% 3.5 SP1

SQAL Native Client 2012

SQL Server 2012 EE= SQL Server 20162 A&t 42
HX| LK S 42 HX Z2JH-O0| XAks2 2 4X[F I—| Cf.

Security Management Server - B E MH 5! Dell THEAE MH

o Windows Server 2012 R2
- Standard Edition
- Datacenter Edition
o Windows Server 2016
- Standard Edition
- Datacenter Edition
o Windows Server 2019
- Standard Edition
- Datacenter Edition

_lEE HH01||: :I.I.A-I EEEEJ
MK YA 0|=EE X @BHA| @&t

A= :r“"I o & X|El Dell®| Security Management Server= 31Xl Windows Server &3

H A 2

LDAP 2| ZX| E2|

o Active Directory 2008 R2
e Active Directory 2012 R2
e Active Directory 2016

()| &= E:: Security Management Server2 Active DirectoryE At S U LDAP XM & BIQIE 5L LDAP MBS 91T
T Ab O S SHEILICE

Microsoft £

Management Console %! Compliance Reporter

Mozilla Firefox 41.x O &
Google Chrome 46.x 0| &
Microsoft Edge(Chromium)

10 27 Apg 9 o7 | B X




e Microsoft Edge

@) =E: Bt 77|18 &g} of Fic

=

ret

Security Management Server 74 S48 98t A% 7t 2t

Security Management Server= 7te 40| A X[ 7} ZHs 8L T

Dell2 X Amazon Web Services, Azure & CHESH 7|Ef 35 &MLt 22 222 E S AEEl laaS(Infrastructure as a Service)
2t LHOIl M Dell Security Management Server S+ Dell Security Management Server Virtualg £ A Eléhe 22 X| gL T}
Ol 2t A S 2t X[ A2 Security Management Server@| 7|5 0|2t S E L|CH O] 243t 74AF HAIO] 22| Bl HOt2 |gaS &2

M 22| Rfel M L T

Z=7bQlmat @ 7 AtEh Active Directory 2 SQL ServerQt ZH2 71 QII 2t @ 1 AFEHO| 0| M 3| 2HIE 7|50 ZREtL|Ct.

®| L E: Security Management Servers S A ElSHE SQL Server | O| E{H| 0| A= B &= O Z{FE{ 0| A A8l | OfOF B L|C},

0| O] E{ # O] 2

SQL Server 2012 - Standard Edition/Business Intelligence/Enterprise Edition
SQL Server 2014 - Standard Edition/Business Intelligence/Enterprise Edition

e SQ@L Server 2016 - Standard Edition/Enterprise Edition
e SQL Server 2017 - Standard Edition/Enterprise Edition
e SQL Server 2019 - Standard Edition/Enterprise Edition

®| = E: Express Edition2 M| 2 2t 0f| X| & T X| & LT} Express Edition2 POC X BII2 O 20 A2 & &= &Lt

SQL Server 0] 2} Security Management ServerOf| CHS & StLHE &g 36l oF BfL| T},
A BHIAE OlElAl

x| "HAE EHEH

ZM 2 25t M HAE Gl o0 =&

SHAMA L.

Security Management ServerOfl L& Microsoft SQL Server AHE #Hot H 7|52 7 45H= S0 .Y

M SLN307771& &Z=SH AL,

&2l SQL ServerOf L3l ?]2] 7| 50| 2-gstE|O AUX| @S M YEStE 27 0f CHeh XtMSH LHE2 KB Z A1 SLN308557
E

L E:ot2f= saL Hete| 27 A YLICE X ) MB|AE +A0tE MEAE 22 22|X} Eeto] LOOF BT, 2 Dell

Security Management Server2| MH|AE 2t2|St= MH|A AFo|| CHs 2Z 22| X #oHo| gLt

] = AlLz| saL Ast =g
HHAE 28 0|E JI28o = A O|=0]| DB |db_owner

S E20I/AHEX7Lol0] A7

=

)
Bl = S8 4K 20= 7= 0B U 21010 | db_owner

Ao ASLICF
HHol = WIE=FS| 7|Z DB AR db_owner
L = M AX| M DB A A dbcreator, db_owner
HHOIl = M AKX 71F 20 AL db_owner
ghofl = INIE=PN M 291 MM securityadmin
HHAE AFH| S S siie =
ZEA ZHEJNE BE Siie S siie S

LE AL A AEEWUAC)O| 283tEl BL c:\Program FilesO AX|& [ Windows Server 2012 R20{ AX|5}7| Mo
7

HIZd=talof SfLICE MHE X FEolioft #F Ateto] HEE Lt

Q7 A Y ob7| A

1"


https://www.dell.com/support/article/en-us/sln308557
https://www.dell.com/support/article/en-us/sln307771

X8 S0t HlOJEfHI 0128 LSt windows = SOL 915 A2 SHO| BRHLICL ABEIE X2 SHO| 90| 2 g
0], 70] 43 391 5t 2j0] st S{2Ist Asto] 2ojof YLICH, of Eof 4 Kol Hx|of DL Feto] YHE|O| Y LIct 3
o0l E{ B0 A 5 M A5t MRt O AFBEE AHOE dbo2 MHE 7|2 27|0k7t lofof gt

Ol2iet st Clo|E||0| 28 S| 23 4

S| MX| 50| Bt 2 @ BFL| Tt Security Management Server7t A X| 2|1 LHH SQL A A A
£ 22|517] 9l At &= A2 db_owner & public SH0f| MeHE = UELICH

b_
O | A FBHO|L} B 0| EfB| 0| A 0to] HZOf T3} & 2= AL0| XIS AIXB17| Ho| HlO|E{Hl0| A Ba|Xto| A 2olstof 2ol
ShAl7| BhgrLich

= -

Management Console= /¢t ¢10{ X| &

Management Console= MUI(Multilingual User Interface)?t @ 2He|0H CHE §O{E X|IgtL|C},

Ao XA

EN - €0 JA - LE20

ES - 21| 210f KO - 2t=0f

FR- 220 PT-BR- Z2EZ0f, 22} X

IT- O[22l PT-PT - ZEFZ0|, Z2FZ (0| 2|0
DE - S0

12 27 Apg 9 o7 | B X



MK H 2

o

oLt

)
u

1%

X & =Holsta{ ™ Security Management

Ao

AlZFSE7| M Of| Security Management Server@t ZHE &l @ = X[ A s} A
Server 7|z A& AFEE A2 MAIL.

Security Management ServerS A X|St DXL & A2 M| AFF MX| L40| B ZQTHLIC} O] MME E3| T2 M Security
Management ServerS &sHH A X| °|'*')\|2.

:i].Jlrl
o
Management Console 2 M| A

Internet Explorer 7} & 0|4 X| Y E|X| 42 2 2 Management ConsoleOfl 2HI2H| M M| AS|2{H EtAL £} XM E A X|8f{of BFL|C}.

Management Console2| 2 &8 ZALSHE Ol Internet Explorer7t 23+ 22 2 A QIs 22| XHof| s Est= AE S0l Chal Internet
Explorer 22t 714 Z3E H| 2 d%tsoF gL Ct.

ZE Sl gy 14

S8 MH 3 S2I0|HE S (0IRHIRE)
=
o

Dell Server7t 22| &[= A EZQIE QL S 4152 H Of2f MHIﬁ X ELETL ‘*'8°“—I Ct O|2fot ZE 3 MH|A &= OFRHIZE 4
QIS OF BhL|Ct. SSL HA r A=

o 2O YALRUNUS

fjo

x|

o Oi& URL

= cloud.dell.com
o EE

= 443

o O}ZHIRE C|HO|A

= BHOIE 19| Security Management Server & Security Management Server Virtual
o Az MHIA

= Dell 22t Mt

o Q| ZE
8443
e Advanced Threat Prevention 22I0|HE S4
o [Ofd URL
. 20|

- login.cylance.com
- protect.cylance.com
- data.cylance.com
- update.cylance.com
- api.cylance.com
- protect-api.cylance.com
- download.cylance.com
= 0|
- login-sael.cylance.com
- protect-sael.cylance.com
- data-sael.cylance.com
- update-sael.cylance.com
- api-sael.cylance.com
- protect-api-sael.cylance.com

AX ™ 2 13



- download-sael.cylance.com
- 2
- login-eucl.cylance.com
- protect-eucl.cylance.com
- data-eucl.cylance.com
- update-eucl.cylance.com
- api-eucl.cylance.com
- protect-api-eucl.cylance.com

- download-eucl.cylance.com
= 55 S OAlO}

- login-au.cylance.com
- protect-au.cylance.com
- data-au.cylance.com
- update-au.cylance.com
- api-au.cylance.com
- protect-api-au.cylance.com
- download-au.cylance.com
v U2 SF S REUE
- login-apnel.cylance.com
- protect-apnel.cylance.com
- data-apnel.cylance.com
- update-apnel.cylance.com
- api-apnel.cylance.com
- protect-api-apnel.cylance.com
- download-apnel.cylance.com
o EE
= 443
o OI2HI2E C|HO|A
v 2E|EE RBEAMEZQIE
o OFRZHIRE AMH|A

= CylanceSVC

o " EE
. 443
38 TUSAUC M SNERH 2D
CIEHUOM ZHEJME MHZ YEI} 0|5t AE & & ASH O Lot £ 2128 740l= S8 £= AHW HZAO0|M StLt
Olato| BRSUIE Muf ££ 2 WEAZ QU 2ES 48E Ee7} l0jof LTt

e Dell Core Server Proxy: HTTPS/8888
e Dell Device Server: HTTPS/8081

e Dell Policy Proxy: TCP/8000

e Dell Security Server: HTTPS/8443

ecurity Management ServerOf| A| BEAIE B E 2 1M =] Security Management
Server2 SAIRL|CH BatH L= 2L 28 F40f|= StLf O| 4o ZHENE MH L= 25 HHAMO| A HAS MHE QIHIRER
MMEl ITE C
=2 o1 —

N
9
2
o
ot O
I~

e I EAE Dell Policy Proxy S Dell Beacon Server - B9 £ Dell Message Broker: STOMP/61613
e I HEQNC Dell Security Server Proxy - Bl E Dell Security Server: HTTPS/8443

o I ZHEQIL Dell Core Server Proxy - Bi 9l E Dell Core Server; HTTPS/8888

o I HEQIE Dell Device Server - B E Dell Security Server: HTTPS/8443

HAE MH - LHF HIESI

Ofef MH|A S ZEE= =0Q EE= VPNE S5l HAE
TechnologiesO| M= 0| 2|2t MH|A & & 7tX
EHHIL AS AYSLCL St E=2
olHtR =2 A E|0foF gL ot

2tO[QIEV LIEX o = ST MH|Aet §415t= O AHEE LIt Dell
QIEZ HESHK| AL ZHEQE Mol LH0M ME[AE 7|2F 2
= 0|2t ZEZI LHE HE IO A A E Security Management Server2

LUm[u

1 mn
0x
2

14 X H M



Dell Security Server0| = A &l &l Management Console: HTTPS/8443

Dell Compliance ReporterE &0l ME &l 10 A: HTTP(S)/8084

®|=E: Ol MH|AE 7|2X o= |2 3tE|0] UL LTt T2l Dell Security ServerO| A & A ElSlH= Management Console | Al
A8 = e #E| EAME ALB YL LY 21 E 28K Dell Compliance ReporterE &8 2t5th= 20| CHEE XpAM| 2t LEE
2 KB 2A] SLN314792E R ZBHMA|L.

Dell Core Server;: HTTPS/8888

Dell Device Server: HTTP(S)/8081

@ LE: 0| 7| & MH|A & 8x O|H Dell Encryption S2t0|HE0| T HaotL|Ct =t LYol .= SEI0|AETH8.0 0|42 B2
O] MH|AE QtTSHA| H|Zdotet 4= JQSLICH

e Key Server: TCP/8050

e Dell Policy Proxy: TCP/8000

o Dell Security Server: HTTPS/8443

o OIE A 7|8t Q1F, Dell Security Servers 6l S A& E: HTTPS/8449

()| *=E: Windows Server 2 MM 0fl ZX| &l Dell Encryption S2t0|AE L& MH RE2 HX|E S240|AEE 0| 7|53 M8

grL|Ct o] M ZE0|M S2t0|HEE AX|SH= -0 CHSH AEMIBH L& Encryption Enterprise & &A| 710 EE # X
SHUAIR.

Qlzat g4l

e Active Directory, Dell Encryption TCP/389/636(2Z =0l ZAEE )W A ALE X} Q150 =&, TCP/3268/3269(2 2 H 7IEH 2
1), TCP/135/49125+(RPC)
O|H Y S (MEH AFEh): 25/587
Microsoft SQL Server: 1433(7| 2 £ E)
Microsoft SQL G| O|E{H|O] A M /d 5! 22|
Dell Server G| O] E{H{| O] A -
Ol XA MM AL|Ct HO|E{H|O| A7} Ql= F M Z2 M2 7|2X o 2 [0 EH| 0| A& Tt&LICt Security Management
ServerE A X|st7| Hof C|O|E{HO|AE MPstn 2 Z2 otzfel X|E of 2t SQL Management Studio0l A1 SQL G| O E{H| O] A 2t
SQL AHEAHE M4 BtL| L} Security Management ServerE & X|ote S0 A5 2 2 M E|X| 2= SQL H|O| E{ H| 0| A0 CHsl &=t
AtS AHTHO| BHEO JeX| QIS CH 2R3t Hst S5 2 E2{H AT EQ0 @7 AtEtE HZSHUA|L,

[y |

HIOIE{H| O] &S AHOl| Y-gSt= E2 7[E H|O|EfH| O] 22k 2H W= M ZX[e] X|HS UHEL T

1 =

Security Management Server= SQL X Windows 21582 2 &0 Y&L|Ct.
= E:SQL HIO|HH|O| & = SQL AAHAE 93 X 2= ol E B 7|2 H0|E FE2 "SQL_Latin1_General_CP1_CI_AS"

HIOlE YEYLICE HIOIE §22 CH/2EAE Tt HUE ZAHE QA4 SHOF SfLCY.

=
T QA= Windows Server 2 X H| 0| A Security Management ServerE M X|st= SOt 7|20 2 MA|EL|CH XHE QF A
A5+ ™ Security Management Servers & X|SH7| Mof ot 2= 74 248 MM o2 AX|SHH g L|C},

Visual C++ MU Z 7H5 T|7|X| EX]|

OF2| HX|SFA| 42 B2 Visual C++ 2010, 2013 & 2015(0| &) MHH = 7ts TH7|X| & EX| gL T} E= Security Management Server
HA Z2%0| o] 7 A5 HX5HA & =+ U& L CH

®| = E: Microsoft Visual C++ MUHE 7ts I§ 7| X| & HX|st2{H LS OF & 4= UG LICH

Windows Server 2012 R2, Windows Server 2016 EE+& Windows Server 2019 - https://support.microsoft.com/en-us/help/2977003/the-
latest-supported-visual-c-downloads

.NET Framework 4.5 ‘2 X|

NET Framework 4.5= Windows Server 2012 R2 O| 0| M M &2|Xj2] 7| S22 A EX| =[O ASLIC.

SQL Native Client 2012 4|

SQL Server 2012 EE= SQL Server 20162 AF23HH= 22 SQL Native Client 20125 A X| &t L|C}. EE & Security Management Server & X|
ZZH0| O] o 245 MX|SHA & = UELICE http://www.microsoft.com/en-us/download/details.aspx?id=35580

MH 2X| 20| A 7K L7

MR MX|o| AL — AL2XO| HZE 7| (It 0| E: EnterpriseServerinstaliKey.in) S ¢ : \Windows0l| EAISIH 22X 2 74 El Product
Key?| Security Management Server AX| ZZ 10| Xt 2 2 Y& E L|C}.

X H M 15


https://www.dell.com/support/article/sln314792
https://www.dell.com/support/manuals/dell-data-protection-encryption/enterpriseeditionadvig/install-encryption-on-server-operating-system?guid=guid-bd1eb62b-0cc8-4918-bb18-2100695a7fc5
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads
http://www.microsoft.com/en-us/download/details.aspx?id=35580

| serverManagementEncryptioninstallKey.ini - Notepad - o *

File Edit Format View Help

[ProductKey] -
SerialNumber=your 32-digit product key is displayed here

@l = E: EnterpriseServerinstallKey.ini= Security Management Server?| CH2 2 E T 7| X[ 0f| A2 T{ O 7| 0f| A &holg 4= L& LTt

ME Ol AP EX| 10| 2R EASLICE AN 2X| = 2 0[=/0r0[ 2 O A g LT,

16 AX ™ 2


https://www.dell.com/support/home/us/en/04/product-support/product/dell-data-protection-encryption/drivers

2X| £= ¥ 20| =/0r0] 2| 0] 4

O] o= Cha31t 22 HYES ?let X HS MSSYLI

o M AX| - Security Management ServerS MZ & X|gtL|C},

20| =/0r0[ 20| M - 2tE & QI 7| &2| Enterprise Server v9.2 O| &40 A &1 8j|0| =%tL|C},
e Security Management Server A7 - 223t AL A MK E K AHetL Ct
MH X0 7|2 M (HAE)E = 0|4 Z3ts||of Sh= Z 20 = Dell ProSupportOfl Al 2|5t A2,

2X E= %.*JEHOIE/UFOIJEHOI’.‘E% Al E S| Ho

AIZH7] O SHEHshe HX| H 74 B S S0

::
o
-
o
I~
[
-

H
Security Management Server & X|Qf 2HHEl 2= X| M | 2 YHO|L} Y Xl 2X| &= Security Management Server 7/ & A IAFStS 9
o EMAIL.

Microsoft C++ ZEFQ MX| =2 02 Java ES(QISM MM 3 X PostgreSQL M4 3 =0l Y-S O|X|X| QL E Security
Management ServerS & X| L& 9 12)0| =31 SOt HO|2 A Al 9 B of HW% Hl%“é'ﬂﬁHOF ghLct. 0|E13J % g=24d

o E= AFZE o8 Eg|AHEL|CH
s SHo = 22 A el
o [MX| & Z):\Del\Enterprise Edition
e C:\Windows\lInstaller
MAX| Z2020| MAHE oY =YLt
Dell Server Ci|O| E{H|O| A 0f| T|O|E{H|O| & 2 H At E AL ZX|O| TS 57 A 2l0f| Dell AZEQNE ZEAZE AS AYE L
Cf,
DMZO|| Dell + 32 AE HZESIHM, LA SHACEEH HAHS| E=E B3 5= U =X| 2Qls|oF gL Ct.
ZE2EM 40| 42, SQL ServerE M8 MH O dX|& AE2 2| fESLC
ZEE = MHE MX| S F45t7| © WAlE MHE HX|StEs 40| ELLICH

AKX 20 oY 2 OhS CEEL| o }ESLICHc: \Users\<LoggedOnUser>\AppData\Local\Temp

At 2]

AL MHE XY W S + 59 T StLHE HESHUAI2.

BHOI = M H{ Gl A GO EfH]| O] &~ A X| - A Security Management Server@t A G| O| E{H|O| A S M X|stL|C},

7|ZE H|O|E{H]| O| ALt BH7H| HHAE AME{ HX| - AZ|0OF O] AX|2 Security Management Server B X 1t 2 X| P A2 Security
Management Serverg MZ AX|St0 A AKX 74 Esoﬂ ‘A El SQL H|O|EH| O] A0 HASEAHLE vo.x O] &2l 7|E sQL H|o|
o] A0 g = ASLICE vo.2 0| 42| L O| EfHf| 0| A= X[ A I Q| Server 74 =18 AHESHY X[ *7|D|'§ oro| 1
O| M8l OF BtL|CE. Server Tt =2 | O|E{H| O] A Dfollﬂﬂomgl X &2 22{H HO|H 10| Oro[ 20| M RS,
XA Server T8 EFE 7FM L 7{LE vo.2 0| 9| | O| K H]| 0| A& 010 12f| 0| M5t ™ Dell ProSupportd| & 2| SHY A 2.

@ LT E:
Enterprise Server v9.2 O] & 2 AE5I1 U= 42 WA= M 20| =/0r0| 12| 0] Mol X| &S ERSHYAIL.
ZE2EAE MHE HX|5t= 420|= A MHE HX|TH 20 0| HX|E F+HSHHAIL.

[ =
o HEE QIS AH MK - OIS AH{ol SNT TEE AE NS MAIFLITH

x| == dado| =s0to| 2z o]M 17



Mol = AH{ 3 A G| 0| E{Bf|O] A 41|

1. Dell X| OJC|O{0f| M Security Management Server C| 2 £ 2| 2 0|5 L|C}. Security Management Server-x642 Security
Management ServerOfl B X[ M| RE CIHE2|0f & sjMTLICHEA/E0HEY| EE ES|O/EE 271, SAL/EHE/
EEEfI/EES HolB QFIf Yo HA7t FEF o= 2EElX] &L/

2. setup.exes Cl& STL(CL
3. AX[g AOlE MEfst T golg FalptLCt

Select the languaoe for the installation from the choices below.

-

|English (United States)

4. AN 27 AFO| OFE EX|Z|0f QUX| BB, AFH 27 AFZ0| EX|ElChE HAIX| 7t EAIE LT BXIE S L

Dell Security Management Server w64 requires the following items to be installed on your
computer. Clidk Install to begin installing these reguirements.

Status  Regquirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

5. A/ LSt AI0M CHES S S LI

18 X £ Yol =/oto] g0l



Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 2to|dA AHotE &

License Agreement

Please read the fi ing license agreement carefully,

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPDRE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE w

(®) I accept the terms in the license agreement

(") 1 do not accept the terms in the license agreement

InstallShield

Hoj| ot EnterpriseServerInstallKey.ini U= c: \WindowsOf EA|‘°} 22 L3

7. M ARo.E A ] T 0| Mo
S 228Ut 32%12] HIE 712 YA $ 48 S 2AULICE HE 7|5 "incerpriseServer Installkey. ini 10| S
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i'_'l':

Product Key

Enter the 32-character Product Key

eox _ Foocc fgoor; [Rpoond _ [ghoocy; ook

InstallShield

8.
Installation Type
Choose the installation type that best suits your needs,
Flease select a setup type,
ﬂ ® Back end Install (Full Dell Security Management Server Installation)
ﬁ ) Front end Instal (Proxy Server installation)
[] Recovery Installation - Install apphcation files only and attach to an existing database
InstalShisld
9. Security Management ServerE 7|2 ?|X|Ql c:\Program Files\DellO| EX|Sl2{™ CtSS S2letL|Ct DX
d2 250 O 2 X E MEis = 22 2L L
20 AX| E= ¥ o] =s0fo]ago]d

ok
[

o
e



10.

xt to install to this folder, or dick C |'I=.|":|l
ifferent folder

D Install Dell Security Management Server x64 to:

C:'Program Files\Dell}

Instalishisld

ol 2
A Y=
Backup Location
ack up location
Select a back up location for the Server configuration files. Thes backup Is required to
recover from a catastrophic Server failure.
Dell recommends that the badk up location is located on a different
computer,
Badk up Server configuration files to:
i..---/ C:'\Badap),
Instslishield
AXE Ol 2=, 2= g oo CHet HE At (Server 18 =8 &9 HE At Z8HE Backup E2E 0| =522 XM ZH0f
gLch Y ode Zast 2R =82 E Dell ServerE S¥ot= O Zast TH YoM 5235 dS hLCt

@l_l.;E: Of 2X| &HA Soil= 2% Z=2 ™o M dg& S0 F=(Ot2H o™ H=)E 2= FX|8HO0F gL Ct.

x| == dado| =s0to| 2z o]M 21



4 | Backup
4 1 Compatibility Server

i conf
4 . Compliance Reporter
J conf
. Core Server
4 |, Device Server
, conf
4 | Message Broker
W conf
4 1 Security Server
g conf
N AF8E CIX 8 25M Re e = ASLCL ME[E = A= AS 7|2 CX|E ASME ALY S AFELICH

OfZHOIl A M "a" = "b"E MESHUAIR.
a. CAZ|ZO|M Tt 7|E ASME ALESIEH 7|1&E ASM 7IH 7| MEstn g2 S8

Install Certificate for client authentication and key
request signing

Select a digital certificate for this server.

® Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

! Create a self-signed certificate and import it to key store
Create a self-signed certificate and mport it to key store.

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

InstaliSheld —

H= .
O] AZMet BEEl A E YTt 7| M& O S Xt p12 e pfix A Y LICEH X[ &2 Certificate Management
Console= AHESH0] PFXO|| QIS A LHELHZ[E ERSIHA L2
CreS =23t ot

O 2= ArE5ta{H, LIEUTI CA ABM & 72 CA 1S A 0f Z|CHof M 2| M Q10| =& | 0f RAO{OF ghL|Ct. =k}
A 2 82 CAASME A E D "QS M LHELHZ| OrEAr O M CHZ S 0] MEHE|A=X| QAT

o 7HOIHE WP - PKCSHI2(PFX)
o STt DEQZSAE QSN ZE0 T
. DEHFLHS Y

22 x| == dago] =s0t0|ag|0]M



Import an existing certificate for client authentication and key

request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: Ic:";

Instalsheld

The type of key store required for import is
pkcs12 and the key store file should be in

the .p12 or .pfx format.

X £ Yol =/oto] g0 M
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ﬂ Dell Security Management Server x64 - InstallShield Wizard >

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |

= Required

Organization: I

Organizational Unit: |

City/Municipality: ]

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

<tk cance

12. Server Encryption0Of| A, ALE 2 C|X|E QIZSAM RS MEE = ASLICH MES = U= 215 7| HO CIX|E QABME MES A
= ARSHL|C}
=2 o d .

OtZHOl M FM "a" EE= "p"E MEASHY A 2.

a. CAZ|EO|A TRt 7| & ASME A8 H 7| & ASM 77| S d=st 2 ot

Install Certificate to Use When Encrypting a Server

Select a digital certificate to use when encrypting a server,
= Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.
(" Create a self-signed certificate and import it to key store
Create a seif-signed certificate and import it to key store,

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

InstallShisld

o =2 -Hg .
O] QBN BHE A5 E AHTILICE 7| KE Ot - A= p12 E= prx A YLICH X[ &2 Certificate Management
Console2 AHE 510} PFXO]| QIS A LHELH 7| E BRSHMA| 2.

-

Ct3= SELICL
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@ L E
O 4= ArE3ta{H, LHEUTI CA QIBM & 7K 2 CA 1S A0f Z|CHof M 2| M Q10| =& =|0f RAO{OF ghL|Ct. 2t}
X %2 82 CAASME CHA| LHE LD QIS M LHEL{ 7| O AROI M CHE M 0| MEI | A=K QIS AL,
o 7{QI MHE WS- PKCS#I2(.PFX)
o 7t5t0totREQABME ABM B20f =t
o HESE X
Import an existing certificate to uvse when encrypting a server
Import an existing certificate for use when encrypting a server,
Please enter information for importing the existing certificate to the key store.
The path to the certificate: ]v::"L
The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.
InstsliShesld
e
R M EE

A AT IS TSRO LS B2 E

Hrste o

PN

|_

x
o
x| £

E ASME LS XN MBE ASME WEst 7| 2EL X0 7t 7| & MESta Cf S S S = L Ch
o

—_
|24t}

2Eey

ZFH 0| Z(0ll: computername.domain.com)

(of: 22 §)

X £ Yol =/oto] g0 M
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ﬁ Dell Security Management Server x64 - InstallShield Wizard

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |

* Required

Organization: I

Organizational Unit: |

City/Municipality: |

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

13, HAUE AMH HA] ST HSHEAOM SAE O|E W ZEE EAL HES 5= JAELICH

2 ZAEO|E N EEE S H HA L AL HX 4& U=ta koA Ch2S S|}
ZE2EACE MHE AMESE AR UEYI IR == DMZ 2 SEC0|UHEQ SMSIEE TEE A= ZHE S MEHS
TZ2E JdE 29 M| SAE 0|2 (0|: server.domain.com)S &8t L},

=2 -d=

Back End Server Install Setup

Select ports and host names for back end server

Click below to inspect or change host and port configuration. Select Text” to accept the
configuration. Values are mitigized to defaults.

Edit Ports...

] Works with Front End to communicate wth dients internally in your network or externally in
the DMZ.

Front End Security Server

X £ Yol =/oto] g0l M



Edit Back End Hostnames

Installshield

Imu.dmwn.cnm

Ima‘.dmnain.mm

Isme_«r.dmm}n.com

Imu.dmln.mm

!ma.dmhainimm

ismer.doma]n.mm

2%

CC = O

el = — |

agjjo| =s0to] 0]

27



Edit Back End Ports

Clent Authenticaton [844 Compatbity Server [1055
Compliance Reporter Ir
CoreServer [ss83 Device Server [8081
KeyServer [8050 Policy Proxy [B000

Seourity Server lﬁ‘i‘l'-’r SMTP |25

TCP Port

Meszage Broker Fiﬁ-lﬁ

InstallShield

14. M HIO[E{H| O] A5 g5t THZ THAE s dsHU A2
a. HO[HT|E 2&510] HIO|EH|O[AE XY M S MEfSL T
b. Dell Server H|O|E{H|O|A S HX|SH2H H A& &X| Z2 0| Oigt IS Yo S MEfSL T 2X[ot o|=, EXIE H
710 EEE XA SYS AHESHA| &L

o BIX| AF2X}2| Windows 21Z X} =

Windows 215 = 4145 WindowsOf 21 215H= B AL X2 SYO| 21Z0f| A ELICH AIEA O/F 8l gfa= 78
g 93). Y Ao A" 22| X} 2 R SQL ServerE 22l 5= A= 7150 A0{OF L L
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Database and Install-time Credentials
Spedfy SQL Server and install-time authentication credentials for the installer to use

The installer uses these credentials to authenticate to the SQL server. These permissions are required: create database, add

user, assign permissions. The installed Dell Security Management Server does not use these credentials. They are used only
during installation.

Database server to use: (j.e. Serverlame\InstanceMame)
| sql2k12 v | | Browse. .. Port: I

The permissions required by the installer depend on whether or not your SQL database catalog and login have already been
created. SQL administrator permissions are needed to create a new database or login. If your DB Administrator has already
created a database catalog and login, then the installer only requires db_ownier permission.

Database catalog action
My database catalog has already been created

Create new databasze catalog

SQL login action

Use existing SOL Server Login
Create new SQL Server login

Install-time credentials (not run-time):
(® windows authentication credentials of current user

() 5QL server authentication using the credentials below

Login ID: (CTDEV 2K 12\Administrator
InstallShield
<Back || Next> [[ cancel
T
o LCIZ XY SHE ALE%l saL MH 2IF
SQL Q15 S Aot B AL &= SQAL 74I’5§01I SQL AMH{ O]l CHot A| A 22| XF #5H0| RL0fOF gL Tt
HX Z2 M2 0| 317+ Sl sSQL MH{0f| Q1S3 OF S LICH: CIO|EH|O| A W, AR =71 S & &E.

E”OlE‘IH'"Olﬁ 9fg§1§ A_lbé-o;ﬂ_ll:l_
M GIO|E{H|O]A 7}Et2 10| 0|22 YATHLICE A FHEHZ 1S A ASIaHE HIAX| 7} CHS CHSHAIRLO| EA|E L|CH
CH22 E8igct

X Z2 20| M HIO|E{H|O|AE BHEEF St H Of| 2 S/ LICH O|H }HO 2 F0t7t HA S =AHSIH T Ol E 2
Elo|-|_||_'_|-
=] .

The database cataleg =% % does net currently exist on the
SQL Server: SOL2012

Click:

- 'YES' To allow the installer to create the catalog.
- 'NO' Te confirm the catalog name before continuing.

15. AHEE M S0l CHsl 215 &S MESLIT O BHA = HMEo A-S HZESLICh

Windows Q1S
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of2fe| XtH ZHZ ArEdH Windows Q152 MEHSI D L2 S S2/2L CL

s Aol *|*E" 22| X Mot U SQL ServerE #2lg = AU 7150] AO{OF L L|CH ALE AL A2 SQL MH &7t 7|2
7|0} dbo S Database Role Membership: dbo_owner, publice 7+X| 21 R} 0{OF & L|C},

EESH O] Xt B Y2 Security Management ServerOf| A 2t 1t [ Dell A{H| A0 Af AL E L|C},

Dell Security Management Server x64 - InstallShield Wizard -

Gt

Database and Service Runtime Information

Spedify database catalog and authentication credentials for the services to use

Mame of database catalog:

|DDP_Server| Browse...

The Dell services require a logon and password to connect to 5QL server, The user account must have the SQL server
permissions Default Schema: dbe and Database Role Membership: db_owner, public. If you choose Windows authentication,
the information will also be used as the “run as” credentials for service startup.

(®) Windows authentication using the credentials below

() 5QL server authentication using the credentials below

User Mame:

Password:

InstallShield

< Back ” Next > | | Cancel

CC

o

e SALAMH QAT
o2fe| xXtH ZHS A8l saL MH ¢!
SQL AW X4 Y =
AFEX AE 2 SQL AH 317t 7|2 A 7|0 dbo U Database Role Membership: dbo_owner, public® 7HX| L Q10{0f 2tL|Ct

[

rir

S MENSET Security Management ServerOfl Al 2t i gt [ AFEE Dell A{H| A0 CH$t

30 x| == dado| =s0to|ag|0]M



ﬁ Dell Security Management Server x64 - InstallShield Wizard >

Database and Service Runtime Information

Specify database catalog and authentication credentials for the services to use

Hame of database catalog:

IDDF‘_Server Browse...

The Dell services require & logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbo and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

(C) windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

< ac conc

L E2 0 G4 F=6 2 Ut Ao 24X S S LT

ﬁ Dell Security Managerment Server x84 - InstallShield Wizard > ‘

Ready to Install the Program

The wi y to begin instaliation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the wizard.
InstallShield
< Back Cancel

T E Oiste At 2X| 2H8 SEY7H EAIE LI
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ﬁ Dell Security Management Server x84 - InstallShield Wizard =

Instaliing Dell Security Management Server x64

The program features you selected are being installed.

_ Flease wait while the InstallShield Wizard instalis Dell Security Management
| Server x64. This may take several minutes.

Status:
Database Schema Creation...

Updating enterprise policy templates

InstaliShiald

< Back Next >

7. 2X7t 22| B O S FELCH

ﬁ Dell Security Management Server x84 - InstallShield Wizard hd

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Dell Security
Management Server x54. Click Finish to exit the wizard.

[] Show the Windows Installer log

=
HKX[7t ELHH Dell A H| AT} CRA] AR EILICE Dell ServerE CHAl 28 e &= Q&L

7|E HO|E{H[O] 22t S| YA = M HX|
@.‘r_E:

Dell Server v9.2 0| & AFESIL Qe Z2 QI AfHf @12 0[=/0p0] 12042 X[HE FZOHHAIL.
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A7)0 O] A X|= Security Management Server {1t L X|SH= 42 Security Management ServerS M2 AX[SF0 AP A X| 3
M EZ0| MM El SQL OO E{H| 0| A0 HZSEALE vO.x O] ARl 7| & SQL H|O|E{Hf|jo| A0 HATH %= Q& L|Ct

X7t === AKX AE 0= SQL H| O EfH| 0| A0 sl GO E{H| O] A &Kt AHBHO| QUO{OF BL|CH WM|A HBHO|L} Cf| O Ef H|
O|AQto| A0 Clis & RE= F20 = HX|E AESHY| 0| GO E{H|O|A B2 Xtof| Al E25t0] =HQIStA| 7| HEZfL|Ct,

O| M 0j| Security Management Server@t 21| 7| 2| H|O|E{H| 0| AE M X|5t R HX|E AESHY| MO GO E{HO| A, T+ T,
secretKeyStoreS Y 1 Security Management ServerE A X|Sh= MHO|AM BN AT = QE=X| ZOISHA A L. Security
Management Server®}t 7| & O O|E{H|O| A 45 2{ T 0| 2{oh Lt off UM ABHOF SHL|CH AX| A0 X Z2 OO SME =
O & (ota2f ol X =)= A2 F K|S OF BHL|LC}.

4 |, Backup

4 | Compatibility Server
. conf

4 | Compliance Reporter
| conf

. Core Server

4 |, Device Server
| conf

4 | Message Broker
, conf

4 | 4 Security Server

y conf

1. Dell AX| O|C|0{ 0| M Security Management Server C|H E2| 2 0|5 % L|C}. Security Management Server-x64S Security
Management ServerOff AX|g MHQO| R E CIHEZ|0 Y& M LICHEA/E0EY| 2= ElA/EE 271). BEAL/EHE T/
EELHI/EES Nl QFIF Yo HX0t §EEH o= 22 Efx] YLLLC).

2. setup.exeE = SEgL|CE

Dell Security Management Server x64 - InstaliShiel... -

e‘ Select the languaoe for the installation from the choices below.

|English (Uinited States) vl

| ok || cancel |

4. A 27 AFZO| OFE EX|E|0 JUX| 2B, AFE 2 Ar0| X|ElChs HAIX[7F #A|ELICH X & S =L CH
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T Dell Security Management Server w64 requires the following items to be installed on your
) computer. Clide Install to begin installing these requirements.

Stabis  Requirement

Pending Microsoft Visual C++ 2010 SP1 Redistributable Package (x&64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Native Client 11, 2.5058.0 (x54)

=

5. A/ZLiStAIOIM EHES LI

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. ZHOlIA ASkS &j1 =7
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License Agreement

Please read the folowing license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION SOFTWARE

THIS 15 A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS LP,, A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS
WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELLT),
WHICH GOVERMNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THI5 AGREEMENT 15 ATTACHED OR OTHERWISE

.\l'
(@) 1 accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

InstallShield

ME Atto 2 AE AX| 9| O 2t EnterpriseServerInstallKey.ini IS ¢: \Windows0 SAtSH A2 LS
= At = CH22 2T LCH ME 7| = "EnterpriseServerInstallKey.ini IO Q&

Enter the 32-character Product Key

oo oo oo fo foo ] o

InstallShield
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Installation Type
Choose the installation type that best suits your needs. @

Please select a setup type.

®  Back end Install ({Full Dell Security Management Server Installation)

) Frontend Install (Proxy Server installation)

Recovery Installation - Install application files only and attach to an existing database

Installshield

9. Security Management ServerE 7|2 ?|X|Ql c:\Program Files\DellO EX|5l2{® CtS S BL|CH IHX| 4o
2 28510 L2 X E MEistn 2 Lot

av]

Destination Folder

ext to install to this folder, or dick Change to install

[— = Install Dell Security Management Server x64 to:
. C:VProgram Files\Dall}

Instalshisld
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Backup Location

Select a back up location

Select the back up location of the Server configuration recovery files.

Server recovery files location:

7 e

InstallShield

« Back || MNext > | | Canicel |
MXE OrXl =, BE 7 otof Chst HA Aeh(Server 78 =& S8t HA Ale L8 Backup Z2E0| =522 XA S| 0F
SHLCH 4 I e 4 s

A —_
Y2 =S 22 Dell ServerE S RHE O 2% WA JE0AM S8 dS L HCH
A

(Dl_l:E: X Ao 2X| =270l M WEE SO =0k ofH =)= 2 [ X|SHOF BL|CL.

4 1 Backup

4 1 Compatibility Server
i conf

4 1 Compliance Reporter
| conf

42 Core Server

4 1 Device Server
i conf

d | Message Broker
J conf

4 |1 Security Server

g conf

1 ASE CIXIZ ASA RYS MYE 4 USLICH MRS 4 s 15 7130l CIXY ASME ALSE 2 AFLCH

=2 L-O [ =1

Ol.EHO-"A-I 2A=| ngh EE cC "b"% E_|H6|,+:IA|2

T ASME MBS B 7I1E ASM 71 7|2 M5t O F S S & Ch

a. CA7Z|ZH0|A F&ist 7|

iy
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Install Certificate for client authentication and key
request signing

Select a digital certificate for this server,

# Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

_! Create a self-signed certificate and import it to key store

Create a self-signed certificate and mport it to key store.

Diedl highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

Instalishield

% =2 -He
O QIZ Aot HHE AT E YHBLICE 7| MY Ot &A= p12 = pixY AYLICH X| &2 Certificate Management
Console2 AME38H0] PFXO|| Q1B A LIE 7| E HESHMAIL.

[f2S 223t ot

o= =2 1d

@ LT E:
Ol 4ES AESHHTE HEUTI CARISM & 7t 2 CA QS MO Z[Chol AME[ K| Q10| =& E|0f RA0{OF BfL|Ct 23}
X 28R CAASME A HEW D "ISM ELZ| OFEARO M TS S30| MEHE| A=K ZISHYA| L.
o JHQI MHE Bt PKCSH#I2(.PFX)
o 7t50tt REQASME ASM B20| =t
o ZEHFZ[HYES LR
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Import an existing certificate for client authentication and key
request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: Ic:";

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Instalsheld
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40

ﬁ Dell Security Management Server x64 - InstallShield Wizard

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |

* Required

Organization: I

Organizational Unit: |

City/Municipality: |

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

12. HAUE NH HA] ST USSR SAE O|E W ZEE EAL HES 5= JAELICH

2 ZAEO|E N EEE S H HA L AL HX 4& U=ta koA Ch2S S|}
ZE2EACE MHE AMESE AR UEYI IR == DMZ 2 SEC0|UHEQ SMSIEE TEE A= ZHE S MEHS
TZ2E JdE 29 M| SAE 0|2 (0|: server.domain.com)S &8t L},

=2 -d=

Back End Server Install Setup

Select ports and host names for back end server

Click below to inspect or change host and port configuration. Select Text” to accept the
configuration. Values are mitigized to defaults.

Edit Ports...

] Works with Front End to communicate wth dients internally in your network or externally in
the DMZ.

Front End Security Server

X £ Yol =/oto] g0l M



Edit Back End Hostnames

Isuvu'.dmn.mm

Imer.dmnain.mm

Ismu.doma}n.mm

Imu.dmln.mm

Imer.dm'n.mm

Isu‘uler.doma]n.com

{Not applicable)

|sewa*.dmh.com

InstallShield

Yot ZE WA S SEUCL oot ZR0|U LES HELLLICE 7|22 ArES EYLICL 22
C

Cient Authenticaton [8448 Compatbility Server [1059
Corplanc Rerter [T
CoreServer [sss8
Polcy Proxy [Bo00

sp 5

InstallShield

13 AF8 S X Z2 0| Chsl 21 WS XIFELIC
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a. HO[HT|E 2&510] HIO|EH|O[A7t XIS ME S M ETIL|CL
ME

[S |
b. 2T RS MEfEL|CL

o BX| A2 X}O| Windows 215 X4 =3
Windows 215 & MERSH WindowsO| 219184 O AFHESH At S HO| 21F0f| AL EHLICHAIEAF O/ B gtae 78
sk 12y s AI™ol| A|AE 22| XF EoE U SQL ServerE 22|84 Y= 7]50| QLOfoF THL|Ct.

InstaliShield Wizard

SQL Server and installer credentials
Spedfy SQL Server and install-time authentication cedentials for the installer to use

The installer uses these credentials to authenticate to the SQL server. The installed Dell Security Management Sarver does not
use these credentials. They are used only during nstallation.

Database server to use: {i.e, Serveriame Instanceilams)

sql2kls 1 Port: ]
The permissions required by the installer depend on whether or not your SQL database catalog and login have aready been

created, SQL adminstrator permissions are needed to create a new database or login. If your DB Administrator has already
created a database catalog and login, then the installer only requires db_owner permission.

Database catalog acton

Create new database catalog

SQL login action
Create new SQL Server logn
Install-time credentials (not run-time):
(®) Windows authentication credentials of current user

() 804 server authentication using the oredentisls below

Lo I3z CTDEW 2K 12\administrator
Pesmemra:

Installshield -

o
SQL 15 S AFESHH H AFE El= SQL A E 0l sQL M E{Of| Tt A| A 22| X} 25H0] RLO{OF LTt
X Z2IH2 0| 5|78 Sl sQL AMHof| IS 3HOF S LICH: HO|EH| 0|~ dd, ALEXL =7t A& & F.

c. R0HE7|S 22etol 7| = Clo[E{H 0| A HE2 10| 0|52 Meystc
d CheS BB

14. 7|Z HIO|HH|O| & @ F CHet &AL HEAIS= 9 HES S48 WELCh

=] —

o

=
SX Z2 IO M HO|EH| 0|20 2R|7t AT B 7/E L0/HH 0/~ 27 thst A7t BA|E LICH izt &Xe] 82 o
2ol waf ch2 A EAIE L
o H|O|E{H|O|A AF[Ot7} O H{H YLICE T a8 FZOHYAIL.
o HIO|E|H|O|A0 HAj EX| |0 U= 0| LK[SH= CIO|EH O] & 27|07} 0]0] RS LICE EHA bE HERSIMAIL.

M [=1

a. CIOIEHO|A7L O M 22, X Z2IMS SR8 0| %] A=E HETLIC CfS, HO|EH| 0| A5 2 ol Of TfL
Ct.
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i Dell Security Management Server x64 - InstallShield Wizard -

Existing Database Error
Database previously initialized for Dell Security Management Server x64

The database . schema version ™3, 7.0.0%, must be migrated to schema
! version "9.8.2", Back up the database before migration.

Choose one of the following:

(®) Migrate this database to the current schema.

 Proceed without migrating the database. After installation, the database can be
" migrated with the Server Configuration Tool. For migration assistance, contact Dell
ProSupport.

(") Exit Installer to end this installation.

Installshield

| < Back ” Mext = | | Cancel |

L} M2 HLE A/ Dell ProSupport 8] &= 2= B0 A3 OF BHL/LC}

o %X 27|0toj O] Cijo|E{H|o] A Do| 20| H EM2 277 LYot MH PHOIM HEN7} Gt HO|HHO|AS F4
St Ol AFEEL|CH O] M2 2 \Backup 20 9| 57 Tt S AHESH0] G| O] E{ H| O] A0 X ¢ ZAst 0 O O] E Hﬂolﬁz 3._4
X ~7|0r2 Oto|L2f|0| MEtL|C} O] 342 Security Management Server2| 2HIE HH S XA X|stD P2 0| =% x| Al

AR Z2OWS HASH 0/2 02 AL S OF 2 L|CE

o [GO|E{H0| A Do 2|0 glo] TR S92 HO|E{H|O| A5 REHD| 7 G5HR| 2 SENOI A Security Management
ServerE SX[SLICt CIO|HH| O] & 7142 Server T8 =75 AH85I0| 522 LIS =30 St 7t =5 HY

o] gL,

GO O] A A 7|07t S A} {7 9| A7|04O| X| 2t Security Management Server backend0f ¥ Z2 |0 JAX| %2 B E-2F
ZFFEEIL/LF Of THAOIM B3 X E MEISHK| 42 A2 O Tt o KH7} LEEHEL|Ct.

o ME3HGIO[EH0|AR XIS Al TYSte D BT 4K BES MeptLC
o CHE CIO|E{H0| 28 XI%5t2 B M BIO|E{HI0|A MES MeytLc

o X Z2I7YS FEY 0| X ZRE UHYLICL
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i Dell Security Management Server x64 - InstallShield Wizard -

Existing Database Error
Database previously initialized for Dell Security Management Server x64

The database v . schema version "2.8.2.0%, is already configured for
! Dell Security Management Server xt4,

Choose one of the following:

() Recovery Install Mode to supply the necessary badk up files and continue using this
database,

(O Select a New Database to continue with a new installation.

(®) Exit Installer to end this installation.

Installshield

| < Back || Mext = | | Cancel |

15. AHEE M S0l Tl 215 A S MESLICh MZ0M OB H| 0] S Dell MH|AZ X SHE O AL AF Y LICH

44

H=
Windows ¢! A23st2{H

=2

o =2
of2je| Xt ZHE A8l Windows Q15 S MENSI D X E0| M ALEE == U= AH0| Chet At SHE =t
ZalstL|ct
=2 - .

Ct3

ot
mjo

stiE Aol *l*":*I 2| R ATk U SQL ServerE 2Elg = U= 7Is
2710} dbo B! Database Role Membership: doo_owner, publicg 74X 11 L O{OF Bt L| Ef,

we

SQL Server 2152 A5t H

CtS XtH ZSHS A28l SQL Server 15 S MEHSI T SQL Server AHA SHS Q=sH Ot CHE2 S2/8tL(Ct

AP A A2 saL MH 37t 7|2 A 7|0} dbo 3! Database Role Membership: dbo_owner, public2 7HX| 2 QL 0{Of $hL|C},
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# Dell Security Management Server x64 - InstallShield Wizard X

Database and Service Runtime Information

Specify database catalog and authentication credentials for the se

Hame of database catalog:

DDP_Server Browse...

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbe and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

() Windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

<ot [ e ] conc

6. T2 I S5 ) 42 LSRN UXIE SELIC

Ready to Install the Program

xgin instaliation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the wizard.
InstallShield
< Back Cancel

A E CHshS ROl K] 08 SENZF BA|E LT
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ﬁ Dell Security Management Server x64 - InstallShield Wizard ==

Instaling Dell Security Management Server x64

The program features you selected are being installed.

_ Flease wait while the InstallShield Wizard installs Dell Security Management
Server w64, This may take several minutes.

Status:
Database Schema Creation...

Updating enterprise policy templates

InstaliShiald

< Back Next >

2X|7t 22| H oS 2L

ﬁ Dell Security Management Server x84 - InstallShield Wizard hd

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Dell Security
Management Server xi4. Click Finish to exit the wizard.

[] Show the Windows Installer log

WAL M EX A 0| 2t E LT

EX|7F ELIH Del ME|AT7FTHAL AZHEILICE MHE CHAl 282 2o = GSLTH

o= =2
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ZEE AE M MA

ZE2E AE MH HX|0)| M= Security Management Server@t SH7H| AFR317| 2|3t T2 E 9l E(DMZ mode) S M2 M3 gL Ct DMZ
O Del T ERAE HIZSIHH, QA7 SHLEREH MES B8 W2 5 UK &I OF ZL(ct.

O] 2X|E &5t DMZ MH 2| FatEl SAE 0|§0| LTt

1. Dell &X| O|C|O{ 0} A Securlty Management Server C|2 E2| 2 0| 5 &t L|C}. Security Management Server-x64E Security
Management Server2 EX[& MHQ| RE CIHE2|0f & sjMLICHEA/E0HEY| EE ES|O/EE 271, SAL/EHE )/
L cafa/e82 Melola @ F0f BHYs) X0} ’8’67’1725 22 E(X] 2L/}

2. setup.exeS L& 222

3. MXZ QlojE Mefstn ol

Select the languaoe for the installation from the choices below.

|English (United States)

4. AP Q7 AFeto| Ob2 HX|E(Of AKX FO M, AP Q71 Ar0] HX|E The MAIXI7F #AIE LCH AX| S SESL(Ct

Dell Security Management Server w64 requires the following items to be installed on your
E computer. Clidk Install to begin installing these reguirements.

Status  Regquirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

5. A%} st &AM ChES 2 EHIMHAIL.
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6.

48

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

2ol A A of

i

License Agreement

Please read the fi ing license agreement carefully,

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPDRE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE w

(®) I accept the terms in the license agreement

(") 1 do not accept the terms in the license agreement

InstallShield

MEb Atto 2 A AX| 724 9| MHO|| 2t EnterpriseServerInstallKey.ini LS C:\WindowsO| EASH 42 CHS
= %gléul- [Ct 32Kt ME 7|8 Yt = L2 —E‘élﬁﬂ—l Ct. ME 7= EnterpriseServerInstallKey.ini oo A&

=
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i'_:l':
Product Key

Enter the 32-character Product Key

eox _ Foocc fgoor; [Rpoond _ [ghoocy; ook

InstallShield

Installation Type
Choose the installation type that best suits your needs.

Please select a setup type.

@] Back end Install (Full Dell Security Management Server Installation)

®  Front end Install (Proxy Server installation)

Recovery Installation - Install application files only and attach to an existing database

Installshield

ogram Files\DellO| EX|st2{H Ct2 S £8

ZEEQE MHE 7|2 /X2 c:\pPr
StOf CHE 91X E M Efet = LS ST LI
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all to this folder, or dick Change to install

f

[— £x Install Dell Security Management Server x64 to:
L--/ C:VProgram Files'\Dall)

Instalishisld

Install Certificate for client authentication and key
request signing

Select a digital certificate for this server,

® Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

_! Create a self-signed certificate and import it to key store
Create a self-signed certificate and mport it to key store.

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

Installshisid

HOtRI|E 225t QITM ZEE Y™ LI}
O| QA HAHE A E AHBILICE 7| ME Ot S &K= pl2 B prx AYLICH X &2 Certificate Management
Console2 AHE5H0] PFXO]| QIS A LHELH7|E EESIAUAIL

CheS 2B

o= =2 -
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HELUTI CA JIBM & 72 CA S A0f Z|cHof M| M 2lof = 'E|01 AO{OF SHL|CH 2+t
ME CHA| LHELH L "I S M LHELY 7| DFE A O M ChE S490] MR E[ Q=X ZASHY A2,

o JHOI HE W3- PKCS#I12(.PFX)
o 7SS IEQIZSME QSN HRO 2T
REZHY HYS

Import an existing certificate for client authentication and key
request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: ]v::'i

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Password! ||

Instalishisid
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ﬂ Dell Security Management Server x64 - InstallShield Wizard

Create Self-Signed certificate for dient authentication and key request signing

= Required

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |

Organization: I
Country (2 letter abbrv:) I?

Organizational Unit: |

City/Municipality: ]
State/Province: |

InstaliShield

1.
Front End Server Setup

Enter the Fully Qualified Hostname or DMS alias of the Back End Server

Iserver.dumain.mml
(®) Dell Security Management Server
() Dell Security Management Server Virtual
Inztallshield
E A AH SX S5 W SXM 2 AE O|F L ZEE B HEY = JSLICH
& X EZEE S HH ZEE AL A HX 4T Ut X0 M ChES 2L T
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Ler

Front End Server Install Setup

Select ports and host names for front end server

Select "™Mext” to accept the default Front End Services. Click on the buttons below to inspect of

edit the configuration.

Edit Hostnames. ..

Edit External Facing Ports...

Edit Internal Connecting Ports...

Installshield

ZEA| HKS FHOK| LOPE 0| TTAIS MY HAGHIAIL. O LhRHIOIN ZEAIS ME FA0HE T2 A7}

I

X E X FELL

Edit Front End Hostnames

Review or change host information

Caore Server Proxy Iseruer.domain.mm

Device Server Proxy Iseruer.dumain.mm

Policy Proxy (Mot applicable)

Security Server Proxy Iseruer.dumain.mm

Beacon Service Iseruer.dumain.mm

Installshield

2%
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ZEE QIE SAE 0/F HETSARIN ZEAIS M F 4010 o8 TE &
B

aHeig ohal 3 gl 2L

Edit External Facing Ports

Core Server Proxy
Device Server Proxy
Policy Proxy

Security Server Proxy

EBeacon Service

InstallShield

Edit Internal Connection Ports

Core Server

Security Server

Message Broker STOMP

Installshield

13. 22 4] Fu) 2 SR N AX|E SeeLc
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Ready to Install the Program

The wizard is ready to begn installation.

Click Install to begn the installation.

If you want to review or change any of your installation settings, did: Back. Click Cancel to
exit the wizard,

InstaliShield -

T E Ciet Ao 2X] 2b8 SEf7H EA|ELIC

Installing Dell Security Management Server x64
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:

Installing new services

Installshield

14. X7t =2 x| B O S FELCh
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InstallsShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server x84, Click Finish to exit the wizard.

[] Show the Windows Installer log

ZEE IS A 2K Heo] ARELICH

[

¥ 20| =/0r0] 8| 0] A

Enterprise Server v9.2 0| &2 Security Management Server vI0.x2 212 0|E& 4= UELICH Dell Server {0 vo.2 HL} Q& &
S, HX vo22 YO 0|ES CHE A|A T 2 Y2 0| =8l oF gL Ct.

Yado|=/oto| 20| M S A ESHo| Ho

AEHSE7| Mo BE APE A X| LA0| SR E|USK| EOISHAAN L.
H

Security Management Server & X|Qt ZHHEl B E XA &
o EAA2.

R 7t = AL AL A F 0= SQL O Ef | O] 2 0ff T3 G| O] E{H| O] & 27 X} ZSHO| RLOJOF LT, AA| 2 ko[ Lt T Of Ef H|
O|A2to| HZOf L3 & 2= FR0= EXIE AIRSH7| TOj| HO|E{H|0| A 2| Xtof| A Z2|5t0] 2tQISHA| 7| HEEHL CF

Dell Server GO E{H| O] 20f G O|E{H|O] & & AL S AESH =X X3l = /20 Dell 2ZE O E ZHAIZE AS Y
Ct.

DMZO| Dell +ERAE HESIHHM, T HRAT SHSZEH MAES| ES 5 B3 5= JUE=X| =ols)of Lt
Z2HM 49| A2, SAL Servers ME MHO| dX|" HS HESLICE
=

7
o
HHo| A0 M52 =23517| 2I8H, Dell2 Security Management Server?t 2210|HE B & JHE XA MO 2 QHO|ES A #HE
StL|Ct
= .

=

Z oLt 23Tl EXl& Security Management Server 72 HALSRE A

Security Management Server vI0.x= CH-S X[ &1ghL|Ct,
e Encryption Enterprise:

Windows 2 2}0| 21 E v8.x/v10.x

Mac 22t0|H E v8.x/v10.x

SED Management v8.x/v10.x

BitLocker Manager v8.x/10.x

Endpoint Security Suite Pro v1.x

Endpoint Security Suite Enterprisev1.x/v2.x

o O O O
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e Security Management Server v9.2 O] &0f|Af & 12{|0| =/0t0| 12|0| M (v9.2 O] Security Management Server0i| A O+0] 124 0] M
Stz 4%, Dell ProSupportdl] A5t =22 QgL Ch)

AHEXFQ| Security Management ServerE M HM0| M L= HAECE PO 0| =/010|a2f 0| e Z2, A Fxoj 7|=22t0|
Ol AFEXPIL Mot HM M2 X837 /s & 124|0|=/0r0| 120]4 o] =0f HHO|EE FME FHOISHUA|R.

[=]
Yot oz HEL|= P2 0|E AZ = Security Management Server?t 1 #8245 80| =/0t0| 20| Mt Z=of| 20|
OlE AX|/Y020|EE &t Zd%l L] Ct

B HAMNES HE
Dell 2t2| X} A 2 2 Management Console0fl 2 1 218t L|C},
2% O 7ol 2| HUS S )

o

=2 =2
FAOIM HFof thot 22 LHF LI

=1

N

8 AU 2B,

S

7 210| 2t2 Z|™, Management Console0l| Al 2 10t 8hL| LY,
Dell A{H| A7} M3l ZQIX| &9l

6. Windows A/Z M w0 M Al Z > M-S S 2l T} services.mscS Y28t #olS S 28t} Services7t YE|H 2t Dell AH|A
20|53 Zast 42 MH|A AES SElotL|

7|1 2X WY

7. 71F MK FHHE CHA X0 HASHAAQ W Ois|of & 22
of metel A WAL @i o|c /0|1 ol ZeAAT} Bt

@ LT E;

X Al0] EX Z2 M SEE 2 PO FX)E A2 FXAIBH0F FL L

SQL H|O|E{H|O| A, secretKeyStore, T+ I QI L|CE 7| & AKX
2 2o 2oLt

4 |, Backup
4 1) Compatibility Server
conf
4 1, Compliance Reporter
, conf
. Core Server
4 |, Device Server
conf
d | Message Broker
, conf
4| L Security Server

conf

HHOll = A{H{ ¢ 12{|0|=/0}0|12jo|M

1. Dell 2 X| O/C|O{0f| A Secunty Management Server C|&lE{2| 2 0| S8 L|C}. Security Management Server-x64& Security
Management ServerE AX|gt A|Ho| R E C|AHZ| 0 &% M LICHEAL/E0/E7| E= EB|O/EE2 O E). SAL/E0E
Jl s EfI/EES AP QFIF EYof X1 5'5;’25 22 E(X 2L/

2. setup.exeS G = SE/gIL|CE

3. AIX|SHO10|2 MENS} D BHOIS Sal3tL|C}.
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Select the language for the installation from the choices below.

|English (United States)

4. A/FCisHSRIOIM TS S 8L

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
satup process, Pleass wait,

5. 2Ol ASHS old =S &%t = O g S SR HCL
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License Agreement

Please read the folowing license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION SOFTWARE

THIS 15 A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS LP,, A TEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELLT),
WHICH GOVERMNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES [
THEREOF, TO WHICH THI5 AGREEMENT 15 ATTACHED OR OTHERWISE [ v

(@) 1 accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

InstallShield
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Backup Location

Select a back up location

Select the back up location of the Server configuration recovery files.

server recovery files location:

] Copadup)

InstallShield

XAl EX Z2 M SE EEH PO oA F=)E A2 FXAIBH0F FLC.
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4 | Backup

4 1 Compatibility Server
W conf

4 . Compliance Reporter
j conf

42 Core Server

4 . Device Server
J conf

4 | Message Broker
W conf

L. Security Server

g conf

X Z2 0| O HO|EH|O| A5 M= OB Lot R} 7F 2ObA A H LT,

i Dell Security Management Server x64 - InstallShield Wizard -

Database and Install-time Credentials

Spedify SQL Server and install-time authentication credentials for the installer to use

The installer uses these credentials to authenticate to the SQL server, These permissions are required; create database, add
user, assign permissions. The installed Dell Security Management Server does not use these credentials. They are used only
during installation.

Database server to use: (i.e. Serveriame\InstanceMame)

| sql2k13| vl | Browse... Part: I

The permissions required by the installer depend on whether or not your SQL database catalog and login have already been
created. SQL administrator permissions are needed to create a new database or login, If your DB Administrator has already
created a database catalog and login, then the installer only requires db_owner permission.

Database catalog action

My database catalog has already been created
Create new database catalog

SQL login action

Use existing SQL Server Login

Create new SQL Server login

Install-time credentials (not run-time):

(® windows authentication credentials of current user

() QL server authentication using the credentials below

Login ID: (CTDEV 2K 12\Administrator

Installshield

| < Back || Next = | Cancel

7|Z HIO|HH O] A0 HZASIEH A 21T Y-S A
SHA| &Lt

ox

L oh EXg o=, AX|E HE2 7] £

a0

a. CIOIEH[O|~ 215 FHS MESLICE

o GIH AFEX}Q| Windows 215 AtH S

Windows 215 S &5t H WindowsOfl 2 1215H= O AFE S AH4 SF0| 21F 0| ArE ELICHAIEAF O/ 8l g

SEA HHO
gt = 8.

SHE Aol Al AE 22| X 2 A SQL ServerS 2|8 4= U= 7|50 YofoF &
2 A 7|0} dbo S Database Role Membership: dbo_owner, publlca ZHX| 21 Lofof gL Ct,
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a.

b. Dell ME| 27} SQL ServerOff YA A2 I AFEE = Q1 MH|A AFO| AHEAL O E1t F=E YBoh 7 CHES S Y LI

9. 2X|E A%517| Hof| HO|EH|O|AS FLEA/HABHO

7t

o L3 XA TS A3l saL AMH S

SQL A5 E AH8sta M A8 El= saL 74I7§§01I SQL ME{0f] CHpk A| A 22Xt A SHO| RUO{OF LT
X 2202 0| Y 7HE Sl sQL MH0f| QIS 3OF ehL|Ct: G| O|E{ | O] & 4, A8 F7F, 5 & 2.

& HEHY AE YE et SAZE AN UX| @B X =0 MBoM A8 215 Y S X FYLICL

OI= 98 S MEASHL|LCY,

—

A& A A 82 DOMAIN\\Username & 4| 0|0{OF 3t0 SQL MH &7} 7|2 A 7|0F doo X Database Role Membership:
dbo_owner, publice 7HX| 1 RLO{OF °J l—| Cf.

i o1 |

ﬁ Dell Security Management Server x64 - InstallShield Wizard X

Database and Service Runtime Information

Specify database catalog and authentication credentials for the services to use

Hame of database catalog:

DDP_Server Browse...

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbo and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

() Windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

2 2 5H oF
FIO 2t off, HIO|E{H| O] A7} WA E|ASLICHS HEYSI D CHES S = LIC
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AF]
Ler

Database Configuration

Database configuration upgrade and migration

The upgrade and migration configuration for the sgl database
locatedon i estimated to take:

Estimated Time: 00 hrs, 00 mins, 53 secs

Upgrading the database cannot be undane. Do not proceed unless the database has
been backed up.

(") Mo, the database has not been backed up.
(®) ez, the databaze has been backed up.

Installshield

Ready to Install the Program
rd is ready to begn installation.

Cick Instal to begn the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel o
exit the wizard.

InstaliShisld

PO F 20| = b SEf7F EAIE L CE
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Installing Dell Security Management Server x64
The program features you selected are being installed.

Please wait while the Installshield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:
Stopping Dell Security Management Server Service: Dell Message Broker

Installshield

Mext >

N 2X7t 2=E|H oS L

12.

13.

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server 64, Click Finish to exit the wizard.

[[] Shaw the Windows Installer log

0HO| 22| 0|30 ELIH Dell MH| A7} LAl A|ZHEILICE Dell ServerE CHA| R#EE 2= Y&
R Z2 0| 12~13THA S LOPM +HSLICH HE AF0| SHIZAH HEEU=X| 22T O

i i5)| £ A K| & 0| M, <Compatibility Server A X| C|2IE{2|>\conf\secretKeyStoreS M MX| H&

<Compatibility Server A X| C| 2l E{ 2| >\conf\secretKeyStore0f| EA}I0] 20 D& L T}

A A X0l A, <Compatibility Server & X| C| & E 2|>\conf\server_configxmlS €11 server.pass 7/ = CH31t 20|

<Compatibility Server A X| C| 2 E{ 2| >\conf\server_config.xml2| gf2 2 mH|gL|Ct,

L
x| g

£
2
rn

agjjo| =s0to] 0]
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o

[ a
ASE AT Y= AL, 9 HE server_configxml It Y-S HZst0] CHS 0t ZH0| +HSHAUA| L.
e KeyNameS CFG_KEY Zt0 A none2 2 HE SHL|CL,
o YUHIEHIAE AU E SN O|E <value> </value>E FELICE O] 00| A= <value>changeit</value>1} 25 L|CH
e Security Management ServerZt A|ZfE|H, Adt BIAE 985 74 SYA| 2|11 O] S{A|ZLO| Y EIAE S CHA| L CE.
o

AE Y B8R

] server_configxml - Notepad = =
File Edit Format Wiew Help

¢EncrvptedlData Id="server . pa=s":
¢d=:KevInfo Zmlns ds="http:~“www.wd. org-2000-09-Emldsigi"
¢d=:KeyName:none<-ds : KeyHame»
¢s/d=sKeyInfor

¢CipherDatas
¢CipherValuer<wvaluerchangeit<-value:{- -CipherValu=:
¢ CipherData:
< EncryptedDatas
AsE D2 AL WAL «Compatibility Server install dir>\conf\server_config.xml Tt L Ol A] 12! 4-20{ EA|El &1 QALSH
BHES B M A server_config.xmi THY Q| Sl|E B&20| 20] E&L|Ct
UsE RE AL

server_config.xml - Notepad - =

[

File Edit Format View Help

¢EncrvptedData Id="server pas=s"»
{d= EevIinfo Emln=s ds="http:~“www. w3 org-2000-09-Emldsigf" >
¢d=: KevHane :CFG_KEY< . d=: KevHan=:
<sd=:KevInfo:r
{CipherData:
¢CipherValue:AHashedkeyValuselsHere—LooksLikeRandomCharacters<~CipherV¥alus:
<~ CipherDatas
¢ sEncryptedData:|

L& 0| 2t server_config.xml2| server.pass 242 ™ & 6t0] Security Management Server @2 & H A2 HX| O A2, O]
WS HESH, HIO|HH| O] A0 CHSF UM A HotS S LITH

[y

A AfHf OFO| 224 0]d 0] 2t=E L Tt

TEE AdE MY ¥ago|=/0r0] 2] o]d

—_

Dell A X| O|C|O{0f| A| Security Management Server C|& E2| 2 O|-F 2t L|Ct. Security Management Server-x64& Security
Management ServerE AX|2 MH | FE CIHE 2|0 &F M LICHEA/E0HE7| B2 S| A/EE2 2t &), SAV/EHE
/= EfI1/ERS Aol P @ FIF B HX7f HFEH o2 22 E[X Z=L/Lf.

setup.exeS = S2/gL|Cf

MR Ao E MEIS D ZolZ SelgLCt

on
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Select the language for the installation from the choices below.

|English (United States)

4. AN 27 AFO| OFE EX|Z|0f QUX| BB, AFH 27 AFZ0| EX|ECh= HAIX| 7t EAIEUCH BXIE S L

T Dell Security Management Server w64 requires the following items to be installed on your
&M computer. Click Install to begin installing these requirements.

Status  Requirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

5. A/ZFUiSteAIOM CHES S LICH

x| == dado|=s0to] a0l 65



Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 2toldA Aot

i

License Agreement

Flease read the fi

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPDRE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE w

(®) I accept the terms in the license agreement

(_} I do not accept the terms in the license agresment

InstallShield

7. ZEIY GX T 2Z st RM XIS S YLICH
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Ready to Install the Program

The wizard is ready to begn installation.

Click Install to begn the installation.

If you want to review or change any of your installation settings, did: Back. Click Cancel to
exit the wizard,

InstaliShield -

T E Ciet Ao 2X] 2b8 SEf7H EA|ELIC

Installing Dell Security Management Server x64

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:

Installing new services

InstallShield

8. X7} 2= W OPE S S

x| == dado| =s0to| 2z o]M 67



InstallsShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server x84, Click Finish to exit the wizard.

[] Show the Windows Installer log

EO{ = A_II:HQI_ EM-&-I_EE HHO{II: A-lH.lE A-lx-l'c‘:‘l-l_||:|-

9. &=
a. A= MM <Security Server install dir>\conf\Z O|- &5} application.properties It Y-S & L|Ct,
b. publicdns.server.hostE &H0tA 9|—.—0||A'| Ol 7ts5t S AE 0|20 0|28 MNgtL|Ct
c. publicdns.server.portE X0tA ZEE A TIL|CH 7| 2 5L 8443).
AR 7F BLHH Dell ME|A7F CHA] AIRFEILICH X £ 79 20| k& & I§7HX] Dell ServerE CHA| £ 2 Q7L & LICH

HZE|X| 42 BE A

AKX Y2 RE= QAU HD E[X| P2 LAN E& 7|EF Y ELQ| 0| A Security Management ServerE 2 2| gL C}. Security
Management Server/t A E|X| %2 ZEZ GX[E S0= A& QAKX Y2 REE |X|oH HEE ZEE S0HE 5= Y& LI

HHEOM HALX| Z2 2EZ Security Management ServerS A X|gtL|Ct.
e #0l= 0|8 &= U= 2K 7t Lot A& LT

ALK o|oj
/v HEE *exe LS| msiZ2 ME
/s s 2E

=4 o|oj

/q THE Chot HA7L AELICH ZEMA 28 S RS2 2 CHA| A[RfgL( T,

/qb FA CHEIL U TIWE i3t MR}

/qn AHE X} QIE{ T O =

CHS HO| X Al AL8E 3= QU= Of7H Bi= HE Tt LI AELICH 0|23 Of/f M= HEEOM XY == A0 T30 20 &
HE A8 IHYUoM 2ES =& A&
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INSTALL VALUES FILE=\"<file path>\" "

o7 4

AGREE_TO_LICENSE=VYes - O] gt "Yes"7| &|0{OF B L|C},

PRODUCT_SN=xxxxx - & | X|0]| 2f0| A HETII Qo™ MEd At AL|CH DX @Fo™ of7|0f HetL|ct

INSTALLDIR=<path> - A& Atgt.

BACKUPDIR=<path> - & Lt 20| A& &= K| Y L|Ct
®|.l=5: O| X A &0ojl= X Z2 - HME ZO FLXOf2H oA &=x)E 2 FX|HOF B LT

AIRGAP=1 - Security Management ServerS A ZE|X| %2 ZEZ AX|5t2{H 0| 20| "1"0| &|0{OF LT},

s
_—

SSL_TYPE=n - O{7[0f M nO| 10| &H CA 7| 2tO| M FOjTt 7| E 2| IBME 7t 2= 0|12 20|H Xty M ASME UHE=
ZAULICEH SSL_TYPE 2422 O SSL 40| ZRstX| & ZFeLCh
SSL_TYPE=1¥ [ CtZ1t 22 Ateto] EagtLch
SSL_CERT_PASSWORD=xxxxx

SSL_CERT_PATH=xxxxx

SSL_TYPE=2Y [jj CtZ 2t Z+2 Atto| HR LT}

SSL_CITYNAME

SSL_DOMAINNAME

SSL_ORGNAME

SSL_UNITNAME

SSL_COUNTRY - A1E# Apgt 7| 2Z) = "US"

SSL_STATENAME

SSOS_TYPE=n - 0] 7| 0| A{ nO| 10| ™ CA 7| 20| A FO4SE 7| E2| QIBANE 71 2+£ Z40|10 20| H XHA| A H QB AME BtEE
ZAL|CE SSOS_TYPE 2f2 2 O{H SSOS £ 40| 2RSS AX™TL ot

SSOS_TYPE=1¢ U Ct5 1t 22 Ateto| ZegtL|rt
SSOS_CERT_PASSWORD=xxxxx
SSOS_CERT_PATH=xxxxx

SSOS_TYPE=2¢Y [jf CtZ1 22 Ateto| EagtL|ct.
SSOS_CITYNAME

SSOS_DOMAINNAME

SSOS_ORGNAME

SSOS_UNITNAME

SSOS_COUNTRY - M & Atgt, 7| 23f = "uUs"
SSOS_STATENAME

DISPLAY_SQLSERVER - 0| Zt2| #28 241510 SQL Server QIAHA Sl E HHE AL
ofl:
DISPLAY_SQLSERVER=SQL _server\Server_instance, port

IS_AUTO_CREATE_SQLSERVER=FALSE - MEH} Afgt 7| 27+2 FALSEO|D H|O|E{H|O| AT} MM E|X| G=Ch= HS o|0|EkL
C}. Gl O] E{ H| O] A7} A E{Of O] O] RLO{OF BtL|LCE,

M HIO|E{H O] A5 4 45t2{ ™ O] kS TRUER 2Lt

IS_SQLSERVER_AUTHENTICATION=0 - M & Atgt 7| 24t2 00| S X 2128 AFEXLS| 015 X4 ZHZ AFHE SO s@QL
Server0f L3t QIF 2 StCHE A2 I’é‘,'°H-IEr SQL Q1B 2 AHEstE{H O] gt2 12 A7ggtLict

x| == dado| =s0to| 2z o]M
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oj7H 4

O =E: 2X 222 0| 5{7tE S8l saL MH0f| QS OF ehL|Ch: HIO|E{H|O[A &g, AL 7t 5 & &&. A4
Y2 DX A2 AHE SHOIH 2l A2t X+H S 30| OfELC.

saL 2AEE AH8dts 0= thE0l 2R
IS_SQLSERVER_USERNAME
IS_SQLSERVER_PASSWORD

ol

EE_SQLSERVER_AUTHENTICATION - = AL8E M Z0j| Cigt 215 WS X

C}. =3t O] Xk 3 H2 Security Management ServerOf| Al 2+ 22 I Dell A{H| A0f A

Ol ¢t2 02z dFELICL SQL 2152 AHESHa T 0| k212 HEELICH

O =E: s AFol Al A= 22| X ATk 8 SQL ServerE 222 5= A= 7|50] A0{OF SrL|TH AFEXF A H 2 SQL MH &
7t 7|2 A7|0}: dbo S Database Role Membership: dbo_owner, publicg 7+X| 21 R4 0{OF B L|C},

SQL_EE_USERNAME - Z2= Windows 91Z0{| A= DOMAIN\Username & 412 A2 8FL|Ct SQL QIS0 M= AFR X} O|ES K|
~ °.J |_| |:|-_

L|C} O] EHAl= M E O AES HZASL
A2 E LICH Windows 2152 A2 52 ™

< 1

SQL_EE_PASSWORD - Z == Windows == SQL AHE Xt O| 21t A 2tEl 2= & XL Ch
SQL 915 S At 5tE Z R (EE_SQLSERVER_AUTHENTICATION=1)0| & Ct21t Z2 AFE0| S gL Ct

E
RUNAS_KEYSERVER_USER - Key ServerE Domain\User &4!9| Windows A2 X} 0| &' 2 Alino 2 MH™SHL Tt Windows
AHE X} HE S AHE Sl OF BfLICE

RUNAS_KEYSERVER_PSWD - Key Server2 Windows AHE X At H2HE Windows Y22 Mo 2 M-kl L},

SQL_ADD_LOGIN=T - MEH A}t 7|27t nul 2 LICHO| 23 Q10| FI+E|X| Q& L|CH. O] Zto| T2 MM E [
SQL_EE_USERNAMEO| Cj| O] E{ | O] A 0f CH3t E:LOIOILr AHEXVL O 42, X 222 AFEXIS| saL 915 A4 B Y
2 FI5I D HEUAM XHE ZE2 AIEE = U E A2 Motz & A YL|Ct

Cle2 2 AE O|E O/ H=¢
server.domain.com A2 A2 0F BFL|C},

®|h:E: SAE 0|20l UE("_ S AHEE £ gi&LICH

YLICHL 2ot ZR0U 2 AE O|ES HUTLICL 7|24 AHES AT LI

CORESERVERHOST - MEH} At&. Core Server @A E 0| .

RMIHOST - A& At2t, Compatibility Server 22 E 0| &

REPORTERHOST - M & AFE} Compliance Reporter EAE 0|2

DEVICEHOST - MEH A}t Device Server ZAE O|&

KEYSERVERHOST - M & A&, Key Server M EH Atg

TIGAHOST - M EH Atgt Security Server @A E 0| &

SMTP_HOST - ME} Attt SMTP S AE 0|8,

ACTIVEMQHOST - MEH At&} Message Broker EAE 0|5

Che2 ZE O/ H-QLICH 20 202 ZES HYYLICL 7|2 AH8S AT UL

— —

rlo

SERVERPORT_CLIENTAUTH - A EH Att,

REPORTERPORT - A Ef Abgt,

DEVICEPORT - M EH Abgt,

KEYSERVERPORT - A EH Abst

GKPORT - M Ef AbSt

70 x| == dago| =s0t0|ag|0]M
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TIGAPORT - MEH4 ALst,

SMTP_PORT - MEH At

ACTIVEMQ_TCP - MEf A}st,

ACTIVEMQ_STOMP - MEH At

HZAL|X| g2 B E Z Security Management Server ‘A X

Ct= MO M= c: \mysetups\eeoptions.txt\" " LU0 LIt = MAX| Oj7) H-E AHESIH THE [zt AXH7F HAIL&=
At& 2 EZ Security Management ServerS & X|gtL|Ct,

Setup.exe /s /v"/gb INSTALL VALUES FILE=\"C:\mysetups\eeoptions.txt\" "

Security Management Server & X| X|#

1. Dell @X| OJC|O{0f| M Security Management Server C| 2 £ 2| 2 0|5 L|C}. Security Management Server-x642 Security
Management Server2| &X|E HMAHE MHo| RE C|AH2(0| &F ML LICHEA/2HE7| B B2/ EE 271, FAVE
Ogo L EfI/EES MYolH QFIF B HAf YE X o= AR E(X] YZLLCf.

2. setup.exes Cl& SL(CL

3. A/Z USRI CHE S S&lBtL

i Dell Security Management Server x64 - InstallShield Wizard -

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

The Installshield(R) Wizard will allow you to remove Dell
Security Management Server k64, To continue, dick Mext,
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Remove the Program
You have chosen to remove the program from your system,

Click Remove to remove Dell Security Management Server k64 from your computer, After
remaval, this program will no longer be available for use.

If you want to review or change any settings, didk Bacdk,

Installshield
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Uninstalling Dell Security Management Server x64

The program features you selected are being uninstalled,

Please wait while the InstallShield Wizard uninstalls Dell Security
Management Server x64. This may take several minutes,

Status:

InstallShield
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InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled Dell
Security Management Server x64, Click Finish to exit the
wizard.

[[] show the Windows Installer log

« Back Finish | | Cancel
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3. WA ME| LY A 2 FEE UL 5 UARE QLA AR SHOM 112228 2 F L CH

= =2od
XFMEF LH8 -2 Microsoft| TechNet AlA| 20 A “E 30| A Z2 I (Transact-SQL)"E ZAASH0] 2 QISHA| 7| HEZEL|C}

Microsoft SQL Server 2012 - https://msdn.microsoft.com/en-us/library/ms188396.aspx
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