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U f2 Security Management Server & DEDBEETVWET, 774 74—V ELR@V-T ¢ > TOBBKT. 120Lo70> b
SR =N F L EO—F NN SNy ST R = N=ADL YN FELT, K- P HRESATOWAAENHY &

¥

>

NG

T
T
T
T

O 0O o0 o
NG

NG

S
S
S
b

> B Dell Policy Proxy & & UF Dell Beacon Server i 5 /S 2 T > R Dell Message Broker : STOMP/61613
> K Dell Security Server Proxy ! 5 /¥ v 2 T > K Dell Security Server : HTTPS/8443

> K Dell Core Server Proxy M 5 /%> 2 T > K Dell Core Server : HTTPS/8888

> K Dell Device Server hv 5 /¥y 2 T > K Dell Security Server : HTTPS/8443
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ROF—ERER—PE. FXA Y ECHFET SN VPN ENL TERENTVWE 7547 P& T. BF-—E 2L ORI %
BECHEMEINFE T, Dell Technologies TlE. Ch5D—E20—8%E 2y FI—I2HCEHELEWIEE, FE70 b
BFH—N—HRTH—ERET I NI TIANR) D ITTREEEBOLTVWET, 7747 094—LELEN-T1 27D
BRT. ALy b T—2h 55y 2 T R Security Management Server AD 4 > 8 Y REL T, R—bARRES W TOAREN
H»hNET,

Dell Security Server TR 2 F &N TWAEE I Y v —J) : HTTPS/8443

Dell Compliance Reporter i 53Z2fE& W T< % L AR —F : HTTP(S)/8084

@ AE:COH—EREF. T7ANVPTENICE->TWVWET., Kb NIC. DellSecurity Server I &> THRZ M SN TWAEED
DY—LVTHERATRELEENKRL K- EFEAL F 9. Dell Compliance Reporter DBFREL K— b EBRIICT 3 HEIC D20 T
. KBEEE SIN314792 #ZHB L T & W,
Dell Core Server : HTTPS/8888
Dell Device Server : HTTP(S)/8081
AE: COMERDY—E ZE, 8Bx ENFD/S—Y 3 > D DellEncryption 2 74 7> N TOABETE, §XTDI I T7 >
PO BOLBOEBIETIE. Y—E2EEDCLTENTVEH A,
F —t—/¥: TCP/8050
Dell Policy Proxy : TCP/8000
Dell Security Server : HTTPS/8443
Dell Security Server TR 2 F 3N TWAFEREN—- X DFREE : HTTPS/8449

X E:Windows Server # XL =T 4 ¥ 7 Y 2T LI Y2 b=l &Nt DellEncryption 2 24 7 > b, FloldH—1~"— E—

FTA2b=LENTL254T 2T, COBBENEREINET., COF—N"—E-FTDI34T7>+DAL Y2 =N

CREY AEEM(C 2 W TIE. TDell Encryption Enterprise 5544 >~ 2 b=V H4 F &SRB L T & W,
1252052 FxBE
e Active Directory. Dell Encryption TCP/389/636 ( B—Hh ) F x4 > 2> bO—7—) TCP/3268/3269 ( 7 a—/S)b hanad )
TCP/135/49125+ (RPC ) I & 2 2 —# —FR3E [ 5E
EX—WBE (47> a>): 25/587
Microsoft SQL Server ;: 1433 ( 77 # )V b K—F )
Microsoft SQL 7 — 2 X— 2 D {ER & EIE
Dell == T—2 XN—2 DYER :

RDFERA TP arTT, T—2RX=—2QNFELEWVEE. A V2Ab=5—-ET 74V FTT—2"=2%4ERL FT. Security
Management Server 24 > 2 b=V $ARICT—2N=2%+t v F7 v 7T 3HBE5F. ROFIELCHE > T. SQAL Management Studio
I2SQAL T—2RN=2 & SQAL 2—#—%MERK L T2 & W, Security Management Server D4 >~ 2 b=V EFICBBIMCERI Wit b
DTHEWEE. SQL T—2RX=2 LWL CGEYI GHERERETAE5CLEFT, RELZEROY A MI2VWTR, V2 Yz TE
HICEEY 2IEEBRBRL TZE W0,

T—aN—2EBFIERT 2EER. BIGET—aN-2TON Y 7T R =N Y2 b= DFJEICHE> T E W,

Security Management Server I&. SQL FR&E & Windows SREEDMF CITIEL TWE T,
AE:SQLT—ER=2FEGESQALA > 2 Z Y ATHR=-—PFINTWVWET 73 FUANDOEERE .
FSQL_Latin1_General_CP1_CI_AS /BBATY., BATHEH. AXFE/NXFEXFIL. 7ot M EXBITAHELRH D £ T,

122 b=N ORIRENS

MRS ($. Security Management Server @4 >~ 2 b=V BEIC T 7 4 b b T. Windows Server # XL =T 4 > F S 2T LIZA V2
P—EdhFT. ROFIREHFE. BEBOMSEMEEE T 512 %. Security Management Server 4 » 2 b= § 3FIICA ~ 2
= LTHLZELTEET,

Visual C++BEMAEE NSy 7=V DL Y 2 b=

422 = ENTWEWEEF. Visual C++ 2010, 2013, 2015 ( LARE ) OBBEMATRE Sy T—V &4 Y 2 b= LTIV, F
7Y 3 > T. Security Management Server 4 > 2 b=5—=ICCh6DI>K=F2 > DA V2=V EFHATAENTEET,
®| X E: Microsoft Visual C++BBRBALE S v F—VEA Y2 bW 3¢, BREBNSECEZBE0H0 T,

Windows Server 2012 R2. Windows Server 2016. Windows Server 2019 - https://support.microsoft.com/en-us/help/2977003/the-
latest-supported-visual-c-downloads

.NET Framework4.5 D4 > 2 b =W
NET Framework 4.5 1&. Windows Server 2012 R2 LLB#& T 1 Server Manager D#gED—E e LT TV > 2 b= a3 hTWET,
SQL Native Client2012 D { > 2 b —

{22 =IREIDERTE 15


https://www.dell.com/support/article/sln314792
https://www.dell.com/support/manuals/dell-data-protection-encryption/enterpriseeditionadvig/install-encryption-on-server-operating-system?guid=guid-bd1eb62b-0cc8-4918-bb18-2100695a7fc5
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads

SQL Server 2012 % 1= 13 SQL Server 2016 A L TWAHBEE. SQLNative Client202 &4 Y 2 b= LTS W, # 7Y a Y
T. Security ManagementServer 1 > 2 b =5 —C DAY R—F2> DA Y2 b—VEHFATEENTEFET, http//
www.microsoft.com/en-us/download/details.aspx?id=35580

H=Ne [ VA=W 542 2DL K=}

A2 b=V E-T0 80 b (7 74 VDERE EnterpriseServerinstallKey.ini )% C:\Windows IZ 3 E— L T. Security
Management Server 1 ¥ 2 b =7 —T32XFD 7082 b —NEBMHICANINEES5CLET,

| serverManagementEncryptioninstallKey.ini - Notepad - a ®

File Edit Format View Help

[ProductKey] "
SerialNumber=your 32-digit product key is displayed here

@ * E: EnterpriseServerlnstallKey.ini 1&. Security Management Server D 4 > O0—F Ny 7=V CIEgEIhTWET, ZD/¥y
T-VE_b5hS5AFTEET,

H—N—DT)L V2= VDRENZETLELL, "M V2=V FEIE Ty TITL—F/BITIICESET,

16 {Y2F=NEIDERE


http://www.microsoft.com/en-us/download/details.aspx?id=35580
http://www.microsoft.com/en-us/download/details.aspx?id=35580
https://www.dell.com/support/home/us/en/04/product-support/product/dell-data-protection-encryption/drivers

A 22b=NFEHEFE7YTL—F78B1T

KETE. ROBECHT 2FIEEHAL £7.

o A » 2 h—J - FH L\ Security Management Server 4 > 2 b= L ¥ 7,
o T v T UL—F /1T -BI1ED Enterprise Server VA2 LIEM ST v T L—-RL £ T,
e Security Management Server D7 > 4 ¥ 2 b= - BREBELCIEL T, BEDA Y 2 b=V EBIKRL T,

XA TH=N (N IITYR)EEEA ALV TEIUREND 5355 E. Dell ProSupport DEHFICEBWEHE <12 & W,

A 22b=NFEHRB7y T V—=—R/BITERKBT AR

VEEEBRT ARIC. EHT A M V2L —LFIDBREIDFIENTT LTS L EBABLET,

Security Management Server D 4 ~ 2 b —JV CESE T 2 RF O EEEK F 1= (GEFA ORI C 2 W\ T (. Security Management Server
TOZHNT R Y= EBERA IS N,

Security Management Server D {4 > 2 b= F1 @7 v 79 L — Fdid, Microsoft C++7 > 84 4L 4 > A2 b=5—. Java DEIME (EE
BAEDIER CB1F ) B LU PostgreSQL DR/ EENB CHBESZEVWESIL. TYFIMANZA VI PIzT LU Tz
THERY I bV T7TEBPCTIBENSHNET. ChoDHEBRFRINT, ROABEI 74 VELER2 VT P& THY F—
dhEd.

EEERE LT, RERILET,

e [INSTALLATION PATH]:\Del\Enterprise Edition
e C:\Windows\lInstaller
o [JAM=5—DERFTTLTHB7 74 /X2

FUWTIE, T—ER=2DRN2PNT 59T 4 2ETHH—NDT—2X=2CFEAL. HBOKEERHBIC TNV I I T .S
HEHCEEHERERLTWET,

DMZAIE Dell 2> K=4> +hET704 9558 RENSBEICREEINTVE S EEBRBL TS,
EEBBOESE. TVTE, EAY—"—ICSQLServer 84 Y 2 b= $5C e &MHEL £ 7.,

70X FIYRH=—NEL 2PV UL TRET BRI, SYITYRY—NEL D AP-LTEENNIINTI0T12TT,
22— T 774 NVERDOT 4L M) ICRESNE T, C:\Users\<LoggedOnUser>\AppData\Local\Temp

WL 20—

Ny DIV RHF=NDA VA=V TR, XD22DFTLarDELEoNEBIRLET,

o Ny I ITYRY—NEFBT—2X=2D4 > 2 b—J - Security Management Server & . F#ET—2X-2%4 > 2 b= L %
IR

o BIET—4R=2TONy 2Ty FH—=n"DA > 2 b=)V-FL  Security Management Server 4 > 2 b= LT, 4 ¥ 2 k=
VHIDHREPICHERISNIESQL T -2 N—2 F 12 F VvOX IBDBIFED SQL T— 2 N—2 CEHELEFT (2 -2 ~=T 3 v h
{ > 2 b= § B Security Management Server D /¥—3 3 » IL—F T 35S ) VO2LUBEO T2 N-2&. BEFN -V a0
H—NREV-NVEFALIRFODAF -V CBITTIIRENHNVFT, 1 —N"—REV-NVEFALLT-—2X-28BT70F
JECSWTE TT—aN-20BT,288RL TSV, BRFOF—"REV-VEAFTALE. L@ VI2 ENFIDOT—
ZBR—2%8B1TT 3354 &. Dell ProSupport CREWEhE THR—-FEZF T AW,

@X’&:

Enterprise Server vO.2 LI AEITLU TWABEE. TNy 9TV FH =D 7 v T 5L —F /BT OFIEESBL T &,

JAYEIVRY—NEL VRV TEHERF. SV IR —NDL VAL ET2THEID, V2=V ERTLZ
ER

o JOYIIYVRH—=—NDA A= -Ny 2T RY-—NEBETEILSC70Y I RE—NEL2b=L1LET,

LA Y2b=NVELETYyTIVL—F /BT 17



W9 I Ty RY=N=tFRT—2R=2D4 > 2 =W

1. Dell{ > 2 k=) %7 4 7 T. Security Management Server 7 4 L 2 b Y BB L ¥ §. Security Management Server-x64 % .
Security Management Server &4 > 2 b=V T34 —NDL—brT 4 LI b)Y CEBER(JE-/BIFFERLERFSYy 7/ kDO
v T TREL)VES, TIE=/BIMIEERFS92/ FOy TEfT5¢, T5—0FEL, 12X f=—NIdEKL £ T,
2. setup.exe =X 7Ny LET,

3. A2 —IVAEEEBIRLTOKEY2 Y Y2 LT,

Select the language for the installation from the choices below.

|English (United States)

4, FTRZFHEVUROELEDHA V2=V ENTVEVEE. ZhoEA V2V TBELSCEAB A v E—VUDRRENET, 1
Y2bh=NEIYy I LET,

Dell Security Management Server w64 requires the following items to be installed on your
computer. Clidk Install to begin installing these reguirements.

Status  Regquirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

B, LSCFRAT7OITTRAEI Yy o LET,

18 L22b=WEBE7y T VL—F/78BT



Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 7914t 2ABNERA. ZOEHICABLTRAEIY v I LET,

License Agreement

Please read the fi ing license agreement carefully,

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE w

(®) I accept the terms in the license agreement

(") 1 do not accept the terms in the license agreement

InstallShield

7. "M 2 b—VEIDERESTEHBA LI B Y. EnterpriseServerInstallKey boot.ini 7 74 V% C: ¥ Windows IZ 3
E—UTBER. RANE2Y v o2 LET, BETLTVWEWEER. 2XFDTBXI bX—EAAL. RANEI Y v oL E
9, 70X F%—E7 74V EnterpriseServerInstallKey.ini jIc® D 9,

LA Y2b=NVELETYyTIVL—F /BT 19



L
i'_'l':

Product Key

Enter the 32-character Product Key

eox _ Foocc fgoor; [Rpoond _ [ghoocy; ook

InstallShield

8 Ny oIy FL4YRI—NEBIRL. RNEV YO LTS,

Installation Type

Choose the installation type that best suits your needs,

Flease select a setup type,

ﬂ ® Back end Install (Full Dell Security Management Server Installation)

ﬁ ) Front end Instal (Proxy Server installation)

[] Recovery Installation - Install apphcation files only and attach to an existing database

InstalShisld

9. Security Management Server 7 7 # b b @ C:\Program Files\Dell KA Y2 b=V T REERF. RANEIY v I LET,
ZhUUANDBEICA > 2 =L T 2853 BE A2 Y v o2 LTHIOBRERIRL. RN%E2 )y oLET,
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ext to install to this folder, or dick Change to install
fferent folder

Install Dell Security Management Server x64 to:
C:'Program Files\Dell}

Instalishisld

10. Sv 97y TRE?7ANVERETIEMEERTAICGE.ZBEE7 ) v I LTHFED I ANZLIBEHL TS RNEI Y Y
A&

FWVTR, Ny o279y TOBFALCYE— b2y b I—0 DRI LEEAPBORS 4 TEBIRTI e 2ERBLE T,

Backup Location

Select a back up location

Select a back up location for the Server configuration files. Thes backup Is required to
recover from a catastrophic Server failure.

Dell recommends that the back up location is bocated on a different
computer,

Badk up Server configuration files to:
_} C:\Badwp),

Instalshicld

Y—N—FREV-NVTITONEEEEEEC. A VAP NVECRETI7ANVCHULTITODNEZEER. ChoD 74 VW XLCFH
TNy IT7 v TTERENBNET, RE7?7ANVE. T —NEFHTERTILELHECIHELTERAT 3. 2FHO$
THEELZEXRTY,

ijf::®4>2b—»¢t4>2h—it;orﬁmént7zw§®ﬁ%(MuTﬁéﬁ)ugﬁbau?<ﬁéuo
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4 | Backup

4 1 Compatibility Server

i conf

b

. Compliance Reporter
J conf
. Core Server
4 |, Device Server
i conf
4 | Message Broker
W conf
4 1 Security Server

g conf

N ERISTVXNVARAEDR M TEBIRT S LN TEEY, TUVRNIPAEGEROL I 3PERABL 50 L 0 EFER

22

TR LN HERINET,
DTox7varlajgfcd@o, 28IRLFT.

a. CAHBIN SEBAINIBIEFEOIREE2FEATAICE. BIFIHHAZED S > K=+ E8IRL. "KAE22V v o LET,

Install Certificate for client authentication and key @

request signing

Select a digital certificate for this server.

® Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

! Create a self-signed certificate and import it to key store
Create a self-signed certificate and mport it to key store.

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

InstaliSheld —

| <Back | Next> || cancel |

BB A0Yy o LT, FPEED S 2EAHL T,

COIPAZECEERITISNTWANZIT—FEAANLET., -2 77740 pR2 FE pix THARLELNH N £,
FIEC>WTIE, FIAZEE I Y V-V EFEAULIHRAZD PEXADIT 2 2 K- b 1 28BL TREE W,

Az 2LFT,

@)"’E:

COREEFERTACE. A >R—PENhBTI22AKR-FBEACAPECKEEEEF - HHA3MENHN FT,
TEE%EHBEE. CASFRBEEBEI I AKR—F L. SIAZEDI 2 2K - 94 =R, TRDF TS a v HBIREhTW3
CEEBBLET,

e Personal Information Exchange - PKCS#12 ( .PFX)

A2 =NWELET7YTITVL—F /3BT



o THLBESFIIPAENZICTNTOITRAEEED B
o INTOIRIONT1ETI2K-FTF 3

Import an existing certificate for client authentication and key
request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: ]c:'&

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Password! ||

Instalishisid

Fold
.?E%%ﬁ%%%ﬁﬁ?é%éM\EE%%%W?EW&LT#—ZF7t4>£—b?6%Emb\ﬁ“%7Uv7bi
Create Self-Signed Certificate ( BECBRMBAEDER ) ¥4 707 T. ROBHEAALFT,

SEERBEI > €a—2F (4l : computername.domain.com )

EIZE

BB (I : Security )

it

M (EXE)

E:EaRY2NFOE

RNEBIYYILET,

®| XEFIAMETE. ERBE0ETHRINC LN LT,

LA Y2b=NVELETYyTIVL—F /BT 23



ﬂ Dell Security Management Server x64 - InstallShield Wizard >

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |
= Required

Organization: I

Organizational Unit: |

City/Municipality: ]

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

<tk cance

2. = "BSKTE BRI STV X NVIIAENR M TEBIRT S eNTEET, TYRNAAEREROSE T SFAAERAS
hoDt DEFAT S ehl@idiERanE T,

LTox7YarylajFftzdT &38R T,
a. CAMBENSBAINEBFEOIIRELFEAT 303, BEHEHAENS > KA—F 2BIRL. "KANE22Y v 2L FT,

Install Certificate to Use When Encrypting a Server

Select a digital certificate to use when encrypting a server,

® Impaort an existing certificate

Import an existing certificate that was purchased from a Certificate Authority.
! Create a self-signed certificate and import it to key store

Create a self-signed certificate and import it to key store,

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

InstallShisld

BB %227y LT. PO 2EAHNL T,

COBAECHEBEN IS TWANZT—FEANLET, -2 7774V E pR2FlEpix THARELHD T,
FIEICO>WT I, TSIAZEEEI Y VL EFERALULIAEZED PEXAD T2 2 K-k Z28RBL TS,

B"Az2YyoLET,
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@ X E:

COREEFRATALIE. 1 Y KR—FEhhB3TI AR EALCALPELREZLEEREF—CNHA0ENHN T,
TH%ZBEE. CAGIAZEBT 7 2K -t L. FIAZO I 9 2K - b D4 F— R, TROA TS a v hEBIREh T3
CLEBABLET,

e Personal Information Exchange - PKCS#12 ( .PFX)

o THELIBEFHBENSRCINTOAPEEEY 5

o INTOIIRIONT4ETIAK-PT 3

Import an existing certificate to vse when encrypting a server

Import an existing certificate for use when encrypting a server,

Please enter information for importing the existing certificate to the key store,

The path to the certificate: ]c:"L

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Password! ||

InstaliShisid

F izl

b. BCERIAMELIERT 55513, BCERUAPTEFRL -2 74 K-+ T5 2BIRLTRANEV Y v L
ig-o

ECEEAHZDIEE 54707 T, ROBHEANLET.
SEEBEI > €a—2%F (4l : computername.domain.com )

EEE

HEMBEENL (5 - Security )

#h

M (EXB)

E:EEXRYT 2XFOE

RNEIY o LET,

@| XETT AN TH, HEPEBR 0OFETHRYNCE DT,
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ﬂ Dell Security Management Server x64 - InstallShield Wizard >

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |
= Required
Organization: I

Organizational Unit: |

City/Municipality: ]

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

<tk cance

B, W2 I Y=g I P=NREFATOATNS, KRB ER—IERTELCLERETE T,

o TIANIDKRRAINEER—MEFERATEIEER. Vv I2IT o FH—"—f 2= NBRBEZATOITT. RANEIY v D
LT,

e 7OYIIVEH—NEFALTVWRERE. 29y 7= DI954 7 bEDRBBIE. R DMZDISA 72 L E
OHBBEEOLEDIC, 70 Ty REEE ABIRL. 70V FPI  FDOEFa )T A H—N"DKRZAIMEEANLET
( server.domain.com % & ),

Back End Server Install Setup

Select ports and host names for back end server

Click below to inspect or change host and port configuration. Select Text” to accept the
configuration. Values are mitigized to defaults.

| Edit Hostnames. ..

I Edit Ports...

] Works with Front End to communicate wth dients internally in your network or externally in
the DMZ.

Front End Security Server
Host Port

| 5443

InstallShisid

o R2AMEERTILEMETAICE. A2 I BOMERE2 Vv o LET. BBECIGLT. A2 MFERELET. Dell §7
AN OEREHRLET,

@l)l’&:?kl FECT®R (7)) GERATE I A.
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BTUIcs,. OKE2Y v o LET,

Isen'u'.dmnnln.cnm

Ima‘.dmnain.mm

Isme_r.dmm}n.mm

Isme«r.dmln.mm

!m&dmain‘mm

isen'er.domajn.mm

{Mot applicable)

|wwa*.dmt'1.-:nm

|sewa'.dmnaln.ccm

InstallShield

o R—bZRRINLBHFETACE. R—IDIRE %2 v oL FT. BBELIGLT. K-+ EHELETT. Dell 3T 7 5 I
POFERAEHELET., KTULIS5. OKE2 Yy 2 LET,
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Compatibility Server |1099

Policy Proxy |5':"':"-'J

Seourity Server 15443 SMTP |25

TCP Port

Meszage Broker Fiﬁ-}.ﬁ

InstallShield

Y RT3 N—2&ERTACEF. XOFEICRNFET,
a BB E7YUYyILT. T—3N=2%4 Y2 b=WTAH-—N—%2RL T,
b. TWH—NT—a2X=20+ty b7 v TOBCEAINIRIAFEEBIRLET., BEMAM V2 b 3hic&lE. 2T
EINTLERBREFERTIACLEHD T A,
e HEDI—4—D Windows 2T S 1H3R

Windows FREE%EEIRY 5 & Windows DO T4 YECEREINcD EFUERBERMDIAECERAINET (2—7—
FEI4—NWFE NXT=F 74—V FERETEECENET ) 7HI Y PTRERY 2T LEBEERNS S C &, SAL
FoN—BBEBIECENTEECEERRBL TSN,
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Database and Install-time Credentials
Spedfy SQL Server and install-time authentication credentials for the installer to use

The installer uses these credentials to authenticate to the SQL server. These permissions are required: create database, add
user, assign permissions. The installed Dell Security Management Server does not use these credentials. They are used only
during installation.

Database server to use: (j.e. Serverlame\InstanceMame)
| sql2k12 v | | Browse. .. Port: I

The permissions required by the installer depend on whether or not your SQL database catalog and login have already been
created. SQL administrator permissions are needed to create a new database or login. If your DB Administrator has already
created a database catalog and login, then the installer only requires db_ownier permission.

Database catalog action

My database catalog has already been created
Create new databasze catalog

SQL login action

Use existing SOL Server Login
Create new SQL Server login

Install-time credentials (not run-time):
(® windows authentication credentials of current user

() 5QL server authentication using the credentials below

Login ID: (CTDEV 2K 12\Administrator

InstallShield

<Back || Next> [[ cancel

Ed llFS
o LITnEIRIGEE%E - I- SQL server 2T
SQLPAEFEAT AEE. FHITASALT AT Y FCESQL ==l T 33 27 LEEEIERNMBETT,
{Y20=5EF. T—ER-2DER. 2—F-0EMN. L7 7t 2EROEVHTOFTEFE>SQL ¥— 1 —LR
T AXENHNET,
c. T—aR-2Hh207%EEELET.

HBRT—RN=2» 207 0EFMEANLET. RERRENDE84707T. FRHI»20TOERERT 702 7 bHK
REhET.

d ®Rn%E22Yv2L%7,

e. BWEI )Y I LT AR5 CT—R-2FEREEBACELEBALEIT,. OBEELCE> THREEZET AL (L.
WWR ZE22YvyoULET,

The database cataleg =% % does net currently exist on the
SQL Server: SOL2012

Click:

- 'YES' To allow the installer to create the catalog.
- 'NO' Te confirm the catalog name before continuing.

15. RENERATALHDORIAX VY v FEZEIRLET., CORAT v TLENTHO Y P e RRIEER TSN ET,
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e Windows &t
LT o &EHRIBEREEAL - Windows 5 558IRL. EEMWFERTIERBTREADLTNS. RAEI Vv oL ET,

THOYPTRYAT LEBEERNSHZ L. SALY—N—2BET A LN TEALERAL TCLEN, 2-4—
THOY M. SQLServer FAIDT 7 4 W b 2% —2 . doo B LT -2 X—-21&E| x > ~—3 v 7T : db_owner % public
CTARENDDET,

Ch 5 DEBERIBIHRS Dell #—E 2 h Security Management Server TE¥ 3 AR ICERAIhE T,

i Dell Security Management Server x64 - InstallShield Wizard -

Database and Service Runtime Information
Spedfy database catalog and authentication credentials for the services to use

Mame of database catalog:

|DDP_5erver| Browse. ..

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server
permissions Default Schema: dbo and Database Role Membership; db_owner, public. If you choose Windows authentication,
the information will also be used as the “run as™ credentials for service startup.

(®) Windows authentication using the credentials below

() SQL server authentication using the credentials below

User Mame:

Password:

InstallShield

< Back ” Next > | | Cancel

ol

e SQL Server 2L

LT o ERBHREFEML - SQL 4 —5BEE %3&IR L. Dell # —E 2 ht Security Management Server TEIfET ABRICFEA T 5
SQL = NEERBHREANLT. RANEI Y v oL ET,

A—HF—T7HhI2 FICIE. SQLServer FAIDT 7 4 b 2F—2 : dbo B LU T—2RX=2R&B x> ~—3L v 7 : db_owner
% public CTAMENSNET,
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ﬁ Dell Security Management Server x64 - InstallShield Wizard >

Database and Service Runtime Information

Specify database catalog and authentication credentials for the services to use

Hame of database catalog:
IDDF‘_Server Browse...

The Dell services require & logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbo and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

(C) windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

o cor

6. 70774, > =N DEFZTT EATRIT. A 22— %) v I LFET,

ﬁ Dell Security Managerment Server x84 - InstallShield Wizard > ‘

Ready to Install the Program

qgin instaliation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the wizard.
InstallShield
< Back Cancel

AT=8 2. A 2= TOt202EEEL TEBKRRFATOICRRENET,
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ﬁ Dell Security Management Server x84 - InstallShield Wizard =

Instaliing Dell Security Management Server x64

The program features you selected are being installed.

_ Flease wait while the InstallShield Wizard instalis Dell Security Management
Server x64. This may take several minutes.

Status:
Database Schema Creation...

Updating enterprise policy templates

InstaliShiald

< Back Next >

7. 42 =VHETLIZS. BT E2V v I LFET,

ﬁ Dell Security Management Server x84 - InstallShield Wizard hd

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Dell Security
Management Server x54. Click Finish to exit the wizard.

[] Show the Windows Installer log

ChTNY 9T RY=—N—f V2=V E22IIFFETTY,
Dell #—E 2134 > 2 b=V TRHICBEERINET, TIT—"2BEHITIXLELFHD FH A,

BETF—2N=2TONYyITY RH=nN=Df V2 =N
@X’E:

FIH =N VA2 LEEETLTVWARBEER. "Ny 0TV R —n"DT7 v 70 L—F /BT OFIEESBL T,
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2%—2nN=3 > h4( Y2 =T B Security Management Server D N—3 3 ¥ [L—3K T 33FEE. #F L\ Security Management
Server 84 Y 2 b= LT . 4 Y2 b=VEIDEEE THERINT SQAL T—2N=2 F 12 @ vOx A DBIZ D SQL T—2 N—2 [L#
b enTEET,

A2 =—VDEFTRTDA-—F—-THIFCE. SQALT—2R—2BADT—2R—2FEBERINNRETYT, 727+t 2AERDERE
FILET—R=Z2ADT7 2L RABFLOVTABEEEEE. 1 2=V EBEATAFIC. T—2N-—2FEHCHVEDE THE
BLTLCREEW,

Bz D 7 — & N— 2 ht Security Management Server TERIIC > 2 =L 3 hTWAEEE. 1 Y2 M-V ERKARTAFIC. T—2
N—2, BE7 71 & & U secretkeyStore N/¥y 2 7 v Td N T3 C &. Security Management Server &4 > 2 b= § 3 1% —
NMET7 0 2AABETHACEERRALET., Ch5D T 74 LIE. Security Management Server & & UBFIZED 7T — 2 N— 2 &R E
TRALEELHBBLEYET, A V2AP=Nth, £V 2F=FC&>THERENEZ 7 AN ZTOEE (BHIRFTEESR) IZELEVT
&,

4 |, Backup

4 | Compatibility Server
. conf

4 | Compliance Reporter
| conf

. Core Server

4 |, Device Server
| conf

4 | Message Broker
, conf

4 | 4 Security Server

y conf

1. Dell 4 > 2 b= xT 4 7 T. Security Management Server 7 4 L 2 b ) CEB) U F 9. Security Management Server-x64 % .
Security Management Server 4 > 2 b=V 9§ 3% —NDV—bT 4 LI b)) CEBR(IE—-/BNFHELEFS>Y S/ FDO
v T TEEL)YVES., JE-/BIMHELERFS 02/ FOy TE#T5¢, T5—0FEL, 12 P—NIFEHKL £ T,

2. setup.exe =X TNy oLET,

3. A2 IVHAEEEBIRLTOKEY Y v I LET,

Dell Security Management Server x64 - InstaliShiel... -

Select the languape for the installation from the choices below.

|English (Uinited States) v|

ok || cancel |

4, BIREMHKROLONA Y2 P-LENTVWEWEE, ZhoEA YA VTBESLEAB Xy E—VUNRRENET. 1
VA=W EVYVIOLET,
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T Dell Security Management Server w64 requires the following items to be installed on your
) computer. Clide Install to begin installing these requirements.

Status  Regquirement

Pending Microsoft Visual C++ 2010 SP1 Redistributable Package (x&64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Native Client 11, 2.5058.0 (x54)

5, LS CFRXATOITRANEY )Y I LET,

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 74t 28N EHRAS. TOXHFCRABELTRANEI Y vy I LET,
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7.

8.

i-_'t_
License Agreement

Please read the folowing license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPE A [
APPLICATION SOFTWARE |:|

THIS 15 A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS LP,, A TEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELLT),
WHICH GOVERMNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES

THEREOF, TO WHICH THI5 AGREEMENT 15 ATTACHED OR OTHERWISE W

(@) 1 accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

InstallShield

"M Y2 b= RTDEEE, CHB LI EH V. EnterpriseServerInstallKey boot.ini 7 74 V% C: ¥ Windows IZ 3
E-=LEBER. RANE2 Yy o LET, TETLTVWEWVWEERER. 2XFO7089 b -2 AHNL. RANEI Yy I L F
¥, 7OX9 F%—E7 74 WV EnterpriseServerInstallKey.ini jic® ) 7,

i'.'l':

Product Key

Enter the 32-character Product Key

I e i e

InstallShield

NIV RLV2b=W LT UHANYL D2 =0 BBIRL. BRANE2Y Y2 LFT,
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AF]
L=r

Installation Type
Choose the installation type that best suits your needs. @

Please select a setup type.

®  Back end Install ({Full Dell Security Management Server Installation)

) Frontend Install (Proxy Server installation)

[w] Recovery Installation - Install application files only and attach to an existing database

Installshield

9. Security Management Server 7 7 # b b @ C:\Program Files\Dell KA > 2 b=V T REEEF. RANEIY v I LET,
ZhUNDBETICA > 2 LT REE5E. BE .7y I LTELABHAEEIRL. RAE2 Uy oL ET,

or dick Change to install

Install Dell Security Management Server x64 to:
C:'Program Files'\Dell

Instalshisld

0. Yy 97y TEREV AN I 74 VERETIBMEBIRTIIACE. BTEE2Y Yy I LTHEED 74V EACBELTHS R’A
0y o LET,

FVTER., "y o7y TDBACYE— Ay P T—0DIBAEEREIABO RS (4 TEBIRT B¢ 2B LE T,
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Backup Location

Select a back up location

Select the back up location of the Server configuration recovery files.

Server recovery files location:

|7 CoBackup)

InstallShield

HF—N—BEV—NVTITINI-ZEEEEE. {1 VALV EBLBEI7ANCHLTITLAZZTER. ChoD7 4 VA ICFEE
TN I Ty TTRARENSNET, REIPANB . TUH—NEFHTERATALECERTIFREFEOPTLEELE
ETY,

Cﬂx5:4>2¥—»¢\4>2b—atxorﬁmént7xwﬁwﬁﬁ(ﬂuT%§ﬁ)uﬁib&“?(ﬁéuo

4 1 Backup
4 1 Compatibility Server
) conf
4 1 Compliance Reporter
Ji conf

42 Core Server

b

. Device Server
W conf
d | Message Broker
& conf
4 |1 Security Server

g conf

N ERISTVXNVAIAEDZ M TEBIRT SN TEEY, TUVRNIPAEGEROS I 3PERABL 50 0 EFER
TR ENMCHERINET,

DTFoA47yarTa @b &8IRL T,
a. CAHBENSBAINEEEOMBEAFEAT 3(C1F. BEFTHENS K—F 58RL. KANE2YU v o LFET,
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Install Certificate for client authentication and key
request signing

Select a digital certificate for this server,
# Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

_! Create a self-signed certificate and import it to key store
Create a self-signed certificate and mport it to key store.

Diedl highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

Instalishield

BB A0y o LT, FHEOAA2EAALET,
COMBAELEEMN T SNTVWANZAT—REAALET., ¥—2F 77740 pRRELEF pix THARLENRHN T,
FIEICOWTE., TSIAZEE DY YL EFERLULIIAZED PEXADIT O 2 K- Z2BBL TR,

"Nz LET,

@ X E:

CORTEEFATALCE. 1 >FR—PINhB3TI 2R MBS CAIAE LR LEEF - DB I3LELNHD FT,
THZBEE. CASIAZEEBET 7 2K—b L., FIHZEOI I 2K b D4 F— R, TROA T a v hBIREh T3
CEEBABLET.

e Personal Information Exchange - PKCS#12 ( .PFX)

o TRELBEIFIMPENRICIANTDIRAEEE D S

o INTOIRTONT 4TI AKR-PT 3
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Import an existing certificate for client authentication and key
request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: Ic:";

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Password; ||

Instalsheld

Ftiol

. BCEBRIPEEERT 35481:. HCEBRAMASEFERL TF—2 7L/ R=+TB3 2BRLTRANE2Y oL
i‘g—o

ECEEAHZEDIEE 54707 T. ROBHEANL £ 7.
SRS > Ea—42F (4l : computername.domain.com )

e

HBENL (5 : Security )

&

M (EXB)

E:EE4&X7T 2XFOHKE

RNEIYyoLET,

@| XEFIAMETH. FRBE0ETHRINC LN LT,
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ﬂ Dell Security Management Server x64 - InstallShield Wizard >

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |
= Required
Organization: I

Organizational Unit: |

City/Municipality: ]

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

<tk cance

2 Wy 2I2 FY=—"f I =B EZATOThS, RAMEER-PERTEILBRETEET,

o TIANIDKRRAIMEER-IEFRATABER. V"I I RPN = NBEZATAIT. RNEV ) v L
9.

e 7OYIIVEH—NEFALTVWRERE. 29y 7= DI954 7 bEDRBBIE. R DMZDISA 72 L E
OHBBEEOLEDIC, 70 Ty REEE ABIRL. 70V FPI  FDOEFa )T A H—N"DKRZAIMEEANLET
( server.domain.com % & ),

Back End Server Install Setup

Select ports and host names for back end server

Click below to inspect or change host and port configuration. Select Text” to accept the
configuration. Values are mitigized to defaults.

| Edit Hostnames. ..

I Edit Ports...

] Works with Front End to communicate wth dients internally in your network or externally in
the DMZ.

Front End Security Server
Host Port

| 5443

InstallShisid

o R2AMEERTILEMETAICE. A2 I BOMERE2 Vv o LET. BBECIGLT. A2 MFERELET. Dell §7
AN OEREHRLET,

@l)l’&:?kl FECT®R (7)) GERATE I A.
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BTUIcs,. OKE2Y v o LET,

Edit Back End Hostnames

Imu.wn.mm

Isewe:.dmnain.mm

Ismu.domain.com

Isﬂuu.dmln.mm

Imer.dm'n.wm

Ismer.doma]n.mm

{Not applicable)

|sewer.dornah1.cun

Isa'ver.dumain.l:mn

InstallShield

o K—PERRILBFHETALE. K—IOmEE A2V v I LFEFT, BECIHLT. F—FEHFELET, Dell T 7 # W
PoEREHELET. BTLEKS. OKEZ Vv o LET,
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Edit Back End Ports

Clent Authenticaton [844 Compatbility Server [1059
Corplance Reprtr o7
CoreServer [ss83
KeyServer [0S0 Policy Proxy [B000
sp 5

InstallShield

B A2 NERTAI-0DRIEAY Y REEEL T,
a. BEBE7U Y ILTT—ER-—2ANGEETAT—"EEIRLTT,
b. RiEs41 TEBIRLE T,
e HEDI—4—D Windows 2T S8 1H3R

Windows SRSF%IBIRT 2 &, Windows KO J A4 > 23X CFEALELDERUERBBRAATCLFEAINETT (2—
P—FE T4 —VRE YRIT=—F 74—V FRFEETEEWVRELCENET ), THT Y bTEY 2T LEEHEIERNMNS
B3CE.SALY—N—BEEITAENTERCEERRBL TS L,
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SQL Server and installer credentials

Spedfy SOL Server and install-time authentication aredentials for the installer to use

| The installer uses thess credentials to authenticate to the SOL server. The installed Dell Security Management Sarver does not
use these credentials, They are used only during installation.

Database server to use: {i.e. ServerMame {Instanceflame)

sql2k14 ] Ports l

The permissions required by the installer depend on whether or not your SQL database catalog and login have aready been
created, SQL administrator permissions are needed to create a new database or login. If your DE Administrator has already
created a database catalog and login, then the installer only requires db_owner permission.

Database catalog acbon

Create new database catalog

SQL login action

Create new SQL Server logn
Install-time credentials {not run-time):

(®) Windows authentication credentials of current user

() 50U server authentication using the aredentials below

Leurgiry Tz CTDEW 2 12\Administrator
Pasmwma:

Installshield -

F izl
o LITDEKIEHEE > 1= SQL server 2L

SQLBAEFAT 2BE. EATASALTH Y Y PR SQL H—"—1CXT 3 2T LEBREERNSETY.
{22 =5 T2 R=20K. 1—F-0DEBM. L7 7t 2EROEINETOHFATEEDSQL H——LFR
T AXENDHD ET.

c. BBREIV vy I LT, BBEDOT—2R=-2Hh 207 DEFEEIRL £ 7,

d ®BAN%27Yv20L%9,

Y BBEDT—aR-2T5- 44 7O INRRENIBEE. BYEF TP a v EBIRLFT.

422 F=hT—aN-20BBERET L. BHFEDOT—SN—RXI5- 44 70IPKRRENET. £4707RDF T
YavRIKRICELVELED FT.
T—ARNR=22F%=2RBUHON-=Y3>040e50Ed, (FlEaExSBLTLIW)
COT—RAR=Z2LCR. BEA VAP LhDON—Y a3y =T BT—N—-22F—2 I TCCEENhTVET. (FlEDb
ESRLTLE W)

a T—EARN=22F%F—9hHLURMDON=S a3 DELDTHEA5ER. A VA M—5E8TULT. D4 V2 b—NERTTE &8
IRUET, RET—BR=-2&ENYIT7 v TS A3REBABNET,
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i Dell Security Management Server x64 - InstallShield Wizard -

Existing Database Error

The database . schema version ™3, 7.0.0%, must be migrated to schema
! version "9.8.2", Back up the database before migration.

Choose one of the following:

(®) Migrate this database to the current schema.

 Proceed without migrating the database. After installation, the database can be
" migrated with the Server Configuration Tool. For migration assistance, contact Dell

ProSupport.

(") Exit Installer to end this installation.

Installshield

| < Back ” Mext = | | Cancel |

L DF 7> 3 > (% Dell ProSupport ' 6 DIERD G & TOBEHL £,

COTF=2R=2EBED2F—<LBITTA AT a3 d, MEBELLYT-—S-RENSRELT -2 N-2%ETT 5
DEFEALET, COF TS a3y Tld \Backup 7 AV FHRDET I 7AVEFRALTT— 2 X-2CBERL. 20
T—R-2ERED 2 X - CBITLET., IEL W= 3 >~ D Security Management Server 84 > 2 b=l L. &
A2 =2FRTULIT YT IV—FETHLVSHEERLILBL DA COAFTY a aEATAESELT
CREaw,

F=aN=20BTELTHTIS A 723> TE. T-2"N-2ERRLCHEH ¥ [ Security Management Server 7 7

AIWEL 2=V LET, BUYT—N"N—REV-NVEFRLTIT-EX-2DREEFHTITO>HLELSHVET, F
. ZOBLFHTOEENSBEIC LD T,

T—ANR=22F =3 HNEFTAN-=V3>D2F-2 (L% > TWABAH. Security Management Server /¥y 2 T > R I T

4

VEWBER. YAV ELTALEENET, CORTvTTYINIL 2= BBIRINhTWEWE, COXAT

OUNRRENET,

BIRLIT—3 =204 V2 b=V EHITTAICIE. BXA4A V2=V E—F 2EIRLFT,
BRBT—2AN=2EEFIClE. FRT—2X—2%BIRT 3 2BRLET.
{Y2b=—VELRTTALCE. A >2F=5E8TULT. CO4 2=V ERTTS 2ERLET,

L RN EIYY o LET,

A2 =NWELET7YTITVL—F /3BT



i Dell Security Management Server x64 - InstallShield Wizard -

Existing Database Error
[= = L=

The database v . schema version "2.8.2.0%, is already configured for
! Dell Security Management Server xt4,

Choose one of the following:

() Recovery Install Mode to supply the necessary badk up files and continue using this
database,

(O Select a New Database to continue with a new installation.

(®) Exit Installer to end this installation.

Installshield

| < Back || Mext = | | Cancel |

15. RENERATALHORI XV v FEZEIRLET., Chid. BRAT -2 X-25 LU Del 4 —E 2R THEET S CERAT S
Tho hTY,

Windows F2EE D £ H

LT oBEREREMEA L 1= Windows BEE 2ERL. HmHIEATS7H 7> P OBERBEHBEAIL TN RNED U Y
2LET,

THO Y PTRYAT LEBEERNSHL L. SALY—N—2BFET A LNTEACLERABL TCLE L, 2—-4—
THOY R, SQLServer FAIDT 7 4 W b 2% —2 . doo B LT -2 X—-21&E| x > =3 v 7 : db_owner % public
CTARELNDDET,

Frol
SQL Server F2EE D A
LT &ERIEREF - - SQL Server F25E %5EIR L. SQL Server BRBFEREANDL Th s ®/AEZIY v I LFET,

A—H—7Hh Y FICEF. SQLServer FAIDT 74 b 2F—2 : doo B LU T—2R=2KE % > ~"—=Y v 7 : do_owner
% public KT AMEND N ET,
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# Dell Security Management Server x64 - InstallShield Wizard X

Database and Service Runtime Information

Specify database catalog and authentication credentials for the services to use

Hame of database catalog:

DDP_Server Browse...

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbe and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

() Windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

< saa cance

8. 7075442 =N DEFZT7T EATOTT. 422 =NVEI2YyI20LFT,

ﬁ Dell Security Management Server x84 - InstallShield Wizard > |

Ready to Install the Program

gin instaliation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the wizard.
InstallShield
< Back Cancel

2T—=R2EF. A 22b=0T Ot 202EEBL TEBKRR S TO I CRRENET,
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ﬁ Dell Security Management Server x64 - InstallShield Wizard ==

Instaling Dell Security Management Server x64

The program features you selected are being installed.

_ Flease wait while the InstallShield Wizard installs Dell Security Management
l Server w64, This may take several minutes.

Status:
Database Schema Creation...

Updating enterprise policy templates

InstaliShiald

< Back Next >

{22b=WHRETLEES,. BT E2V v oL ET,

ﬁ Dell Security Management Server x84 - InstallShield Wizard hd

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Dell Security
Management Server xi4. Click Finish to exit the wizard.

[] Show the Windows Installer log

CNTNYIIYRHY—NDLA Y 2AM=NWE2AIERETTY,
Dell #—E 214 > 2 b=V THCBEBINET., T E2BEHTIVXELFHD FH A

L22b=NEER7YyTIVL—F /78T

47



282 VTV FH=rNDL 2 =N

7O bT Y FH—nNDA Y2 b= I2IF. Security Management Server Zfff 3470 b Y F(DMZ E-F ) A 7T arhidh
NFEYT, DMZAKCDell I K—32 Y AT 704 T 38B81E. KENSHEYICREINTWAZEABAL T &L,
CDAY2AM=—NVEERTTAICIE. DMZ - DZEEEEH K2 PEHBRETT,

1. Dell{ > 2Z2 k=) %7 4 7 T. Security Management Server 7 4 L 2 b Y BB L ¥ §. Security Management Server-x64 % .
Security Management Server &4 > 2 b=V T34 —"DL—rT 4 Lo b)Y CEBER(IE-/BIFFELERFSY S/ kDO
v I TREL)VES, TIE=/BIMIEERFS92/ FOy TEFT5¢, T5—0FEL. 12X =N 5EKL £ T,

2. setup.exe =X 7Ny oLET,

3. 42— IVAEFEEERLTOKEY Y v o LET,

Select the language for the installation from the choices below.

|English (United States)

4, FTRZFHEVUROLEDHA V2=V ENTVWEVEE. ZhoE4A V2V TBELSCEABZ A v E—VUDRRENET, 1
VA=W EIYYILET,

Dell Security Management Server w64 requires the following items to be installed on your
computer. Clidk Install to begin installing these reguirements.

Status  Regquirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

5. 5% 8470 TcRkRANEIY YL ET,
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Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 7914t 2ABNERA. ZOEHICABLTRAEIY v I LET,

License Agreement

Please read the fi ing license agreement carefully,

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE w

(®) I accept the terms in the license agreement

(") 1 do not accept the terms in the license agreement

InstallShield

7. "M 2 b—VEIDERESTEHBA LI B Y. EnterpriseServerInstallKey boot.ini 7 74 V% C: ¥ Windows IZ 3
E—UTBER. RANE2Y v o2 LET, BETLTVWEWEER. 2XFDTBXI bX—EAAL. RANEI Y v oL E
9, 70X F%—($. EnterpriseServerInstallKey.ini 7 74 VCRRBEh F T,
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Product Key

Enker Product Key

Enter the 32-character Product Key

eox _ Foocc fgoor; [Rpoond _ [ghoocy; ook

InstallShield

8. 7AYIIVREA VA=W EEIRL. RNEI Y v I LET,
ol
15,
Installation Type

Choose the installation type that best suits your needs.

Please select a setup type.

@] Back end Install (Full Dell Security Management Server Installation)

®  Front end Install (Proxy Server installation)

Recovery Installation - Install application files only and attach to an existing database

Installshield

9. 78X IV RH—N%ET T3 bODC:\Program Files\Dell L4 Y2 r=N T B3HBEEF. RANZEIY vy ILFT. Zh
DADBRRICA > 2 =T 255G ZBE .22 v o LTRIDEBHREERL. RAE2 ) v o LET,
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Br
Destination Folder

Mext to install to this folder, or dick Change to install
different folder

[— £x Install Dell Security Management Server x64 to:
L--/ C:VProgram Files'\Dall)

Instalishisld

0. FRT ATV RNEIRAED 2 4 THBIRT A e MNTEFT,
@l AE:TVRNIIAERERO S S AMPERABN DL DEFEAT 5 e hBCHEREINT T,
DTox7varlajgfcd@ o, 28IRLFT.
a. CAHMBEN cBAShIBIFOMBELLAT S0, BFHERAENS VK- 2BIRL. RNE2 Y v o LET,

Install Certificate for client authentication and key
request signing

Select a digital certificate for this server,

® Import an existing certificate
Import an existing certificate that was purchased from a Certificate Authority.

_! Create a self-signed certificate and import it to key store
Create a self-signed certificate and mport it to key store.

Dell highly recommends the use of a digital certificate from a trusted Certificate Authority.

Click Cancel to exit this installer to independently purchase a third-party certificate.

Installshisid

BB A7)y o LT, FPEED S 2EAHL FT.

COMBAECEENF IO N TWANZT—FEANLET, =2 7774V E pRFLE pix THARELNH Y T,
FIEICO>OWTIE, TSIAZEEE I V-V AEFERAULHREZD PEXADI 2 2 K- b Z28BL TIEE W,

BTNED)yoLET,
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COREEFRATALIE. 1 Y KR—FEhhB3TI AR EALCALPELREZLEEREF—CNHA0ENHN T,
TH%ZBEE. CAGIAZEBT 7 2K -t L. FIAZO I 9 2K - b D4 F— R, TROA TS a v hEBIREh T3
CLEBABLET,

e Personal Information Exchange - PKCS#12 ( .PFX)

o THELIBEFHBENSRCINTOAPEEEY 5

o INTOIIRIONT4ETIAK-PT 3

Import an existing certificate for client authentication and key
request signing

Please enter information for importing the existing certificate to the key store.

The path to the certificate: ]c:'&

The type of key store required for import is
pkcs12 and the key store file should be in
the .p12 or .pfx format.

Password! ||

InstaliShisid

b. BECERIABEBELFERT 55813, BCEBRAPTEFERL TF—2P7LCA K-+ T3 E2BRLTRANE2 Y v oL
ES: 1N

ECEEAHEDIEEL £4 700 T. ROBHEANLET.
2B £ a—-2%F (5 computername.domain.com )

k-

HEAEEL (5] : Security )

ERh

M (EXAB)

E:E&XRT 2NFOHKE

TNEI) o LET,

@| XE:FIANTE. RBE0ETHRINC LT,
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ﬁ Dell Security Management Server x64 - InstallShield Wizard >

Create Self-Signed certificate for dient authentication and key request signing

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |
= Required
Organization: I

Organizational Unit: |

cmummwmj

State/Province; |. Country (2 letter abbrv:) |us

InstaliShield

<tk cance

N ZO2FI2FHP=Nt oy f7y 7ZA4T7RTT, Ny I P —NDORREH AR FEELEDONS TS YT 2EAAL.
Dell Security Management Server %3i#RL T. RN %2 Y v o L ¥ 9,

ol
155,

Front End Server Setup

Enter the Fully Qualified Hostname or DMS alias of the Back End Server

Iserver.dumain.mml

(®) Dell Security Management Server

() Dell Security Management Server Virtual

InstallShield

2. 7202 ,PI 2 FHY=—"—f 2 =L DREZATOING, RAIFER-—IPERTELIHFETEET,

o TIFANIDRRAINRER—IVEFERTEIBARG. 7O I FH— "~ =L DREZATOTT, ’RNED Y
voLET,
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Front End Server Install Setup

Select ports and host names for front end server

Select "™Mext” to accept the default Front End Services. Click on the buttons below to inspect of
edit the configuration.

Edit Hostnames. ..

Edit External Facing Ports...

Edit Internal Connecting Ports...

Installshield

o KAMNBERRILGBFEETEIHEF. 7O I FYr—n—t v 7y 75847
9, DECIHEULT. RRAMNBERBELEFT. Dell 3T 740 FOERAEHEL 7.

@X’&:
R2ZMBIETE (")) BEATEEE A

A 22— NVEBECTOFLEBRELEVESICLOL, 7TOFLDBIREALTCEEL, COXA 707 TRIRLE W L.
ToFSE[{ 2L EhTERA,

BTUIcs. OKEZ Yy o LET,

O T k2 MROIwREEI Yy L

o F
I
Edit Front End Hostnames

Review or change host information

Caore Server Proxy Iseruer.domain.mm

Device Server Proxy Iseruer.dumain.mm

Policy Proxy (Mot applicable)

Security Server Proxy Iseruer.dumain.mm

Beacon Service Iseruer.dumain.mm

Installshield
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o R—FE2RTRILRBFETZIEERG. 702, FH—NEy fPy 784707 THEER—F ORE. 1 & AERE
mA—IDRE DT hDEIY YL ET, BELKHLUT.R—FEHRELET. Dell 3T 74V b DEREHEBLET,

0>, FOFI | EDHELATOITTTOFY OBIREMBRT L. ZDOR— @ AR b FioF AR b
FA4T7ATCRERRINEE A,

BTUIcs,. OKEZ2Y v o LET,

ol
157,

Edit External Facing Ports

Core Server Proxy
Device Server Proxy
Policy Proxy

Security Server Proxy

EBeacon Service

InstallShield

Edit Internal Connection Ports

Core Server

Security Server

Message Broker STOMP

Installshield

B, 702442 =N DEFGZET TATATT. 4 22b=N %0y 0LET,
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Ready to Install the Program

v to begn installation.

Click Install to begn the installation.

If you want to review or change any of your installation settings, did: Back. Click Cancel to
exit the wizard,

InstaliShield -

2T=R2. A2 2b=0 70t 2024k EEBL CGEBIRRLI 70 CRTENET,

7
I

Installing Dell Security Management Server x64
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:

Installing new services

Installshield

M 42— HETLIEES. BT &2V v o ULEFET,
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InstallsShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server x84, Click Finish to exit the wizard.

[] Show the Windows Installer log

hT78 2 bIT RY=—N—A V2PNV E2RVEETTY,

7701 —F /BT

Enterprise Server v9.2 LLf& % Security Management Server vIO.x IC7 v 77 L — R TE £ 9. Dell Server ®/S—Y 3 > Hivo.2 & V7l
DBEE. FTVI2LT Yy TIL—FL. ZOBEHLOA=Ya 7y TIL-RFLTCREE W,

Ty 70 V—F/BITERBRT AL

EEERIBTARIIC. INTD M V2 P—LATOREINETLTVWA I L E#RABLET,

Security Management Server D4 ~ 2 b=V ICBSE T A REFTDEEER F 12 (GEEA ORI (C 2 W T . TSecurity Management Server
TFOZHNT Fg Y- EmEFRALIZE N,
AY2AP=VORTTDI-—F=T7HhI > P, SQALT—EZRX—2HDT— 2 N-2AFEHIERNMKETT., 77t AEROEE
FRT—ERN-2A DT 2L ATABLCOVTRELESE. 4 > 2 F—LEBBT 3. T—2N-2BEHCHVAHE TH
BLTLREE W,

TIWTHEH., T=3R=2DR2IMT 59T 4 2ETAH—NDT—2X-2FAL. HBOKEEBBHBEICTIVIVIIIZITEE
WL LEHEBLTVET.

DMZAILDell > K=32> bETT70(49255F. XELSBYCREBEINTWAZEEBRLTILE W,

AEBEOEES. TV TlIH. BEAY—/—(CSQLServer &4 Y 2 b=V T3 L E#HEBL 7.

KL —DHEEE T2 (ER T A1 %. Security Management Server 5 L U2 54 72 bOMlAERFAS-Va L7y T T—+F
Bl EEREIHLET,

Security Management Server vI0.x . AT &% K- L £ 7,

e Encryption Enterprise :

Windows 2 24 7 >~ b v8.x/v10.x
Mac 2 24 7 > b v8.x/v10.x

SED & v8.x/v10.x

BitLocker Manager v8.x/10.x

Endpoint Security Suite Pro v1.x

Endpoint Security Suite Enterprise v1.x/v2.x

o O O O
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Security Management Server vO.2 BIEM S D7 v 77 L — K / BT (v9.2 & W RID Security Management Server ' 58179 3 &
1&. Dell ProSupport KEWEDHE THR—PFEZFTIIZE WV, )

FLOWARY S—MBAIhic/v—Y 3 > 1T Security Management Server 27 v 77 L—F / B{TT 3554513, EfidhicKY v —%
FTy700—F/BTHRCIIVIMLT. T74 0 METEEZ, MEORY S -BEMFLOAY S —IIREINBE5CLT
&,

—MBREICHIEZEINBT v T L — K Y214 Security Management Server 8 LU Z DI K—2 > bET v T L—-F/BITL.RE
Clent& 4 > 2 =W /7y 7TIL—-RTBHZETT,

KV —nZEEDEH

1.

2
3.
4
5

EEI Y-V Del BEBELLTOIS Y LET,

. EAlo s Zza—T. BE>aIv b OJEICOY vy O LET,

IX> P CEBEAREANLET,
KYVY=—Da3Ivb%E2)vyoLET,

A3y bAET LS, BB >y—-vhsad42720L%F9,
TNTDDell F—E 2NBITINhTWB L EHERL £ 7,

Windows @ X Z#— f A Za—DN5. 22=b> 774 VBEBELTRIT .22 v 2 LT, servicesmsc E AL, OK &7
Vv o ULEY, #—EXNHEOES, EDel H—E2ACBEL. BBLIELT. ¥—E20FKB 52 v o L %7,

BFEDOL 2 b=V DNYy I TPy T

BEOTRTDOL 22 b=V D Ny 27y TEBIOBRICERLEST., Sy 27y FICIEk. SQL T—2 N— 2. secretKeyStore
BLURET77ANVEEDBELSLCLTLCIEEN, Py 70 L—R/BITORTEIC.BEDI VA b—LDT7 74 AN
MREICED T,

@)"’E:

£ 2b=bth, £ V2P =F 0 Lo THERINEL 74V ZDEE (HIRTEER) BEELEVTEE L,

4 |, Backup
4 1) Compatibility Server
conf
4 1, Compliance Reporter
, conf
. Core Server
4 |, Device Server
conf
d | Message Broker
, conf
4| L Security Server

conf

Ny 9Ty RHY=nN=D7 v 75 VL—Fk /BT
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2
3.
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Dell 4 > 2 b—JV X 7 4 7 T. Security Management Server 7 4 L 2 ;) ICBE L £ 9, Security Management Server-x64 % .
Security Management Server 4 > 2 b=V 9§ 3% —NDV—bT 4 LI ) CBR(IE—/BNFHELEFS> Y/ FDO
v I TRELL)YVLES., TE=/BIMFELRFS02/ FOy 78775¢. T5—0FEL., 1> =N 1FEHKL 2T,
setup.exe 47N )y o LET,

{2 - VAEEEZERLTOKEY Yy o LET,
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Select the language for the installation from the choices below.

|English (United States)

4 LS3CFRATOITHRAEIY O LET,

Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
satup process, Pleass wait,

5. 74 €2 28%HAH. TORHCABLTRNE2 Yy I LET,
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License Agreement

Please read the folowing license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION SOFTWARE

THIS 15 A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS LP,, A TEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELLT),
WHICH GOVERMNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES [
THEREOF, TO WHICH THI5 AGREEMENT 15 ATTACHED OR OTHERWISE [ v

(@) 1 accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

InstallShield

6. NV ITYTREI?7PANVERETIBHEERTAICG.ZBEE7 ) v I LTHBEDIANZLIBEHL TS RNEIY Y
A&

TUTE. Ny o7y TOFBFRCY E-—PAY T DBMEFLAARLDORSIM4 TEBIRT AL &HEL T,
|
Ler
Backup Location

Select a back up location

Select the back up location of the Server configuration recovery files.

server recovery files location:

] Copadup)

InstallShield

AV2bh=d, A V2P =F L &>THERENT 74NV FOEE (BIRITESRB) GEBLEVWTLLREZE W,
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4 | Backup

4 1 Compatibility Server
W conf

4 . Compliance Reporter
i conf

42 Core Server

4 . Device Server
i conf

4 | Message Broker
W conf

4 1 Security Server

g conf

7. 4 Y22 hWBIBIFENT -2 N-2&RHT5¢. £/ 707 3EBADENET.

i Dell Security Management Server x64 - InstallShield Wizard -

Database and Install-time Credentials
Spedify SQL Server and install-time authentication credentials for the installer to use

The installer uses these credentials to authenticate to the SQL server, These permissions are required; create database, add
user, assign permissions. The installed Dell Security Management Server does not use these credentials. They are used only
during installation.

Database server to use: (i.e. Serveriame\InstanceMame)

| sql2k13| vl | Browse... Part: I

The permissions required by the installer depend on whether or not your SQL database catalog and login have already been
created. SQL administrator permissions are needed to create a new database or login, If your DB Administrator has already
created a database catalog and login, then the installer only requires db_owner permission.

Database catalog action

My database catalog has already been created
Create new database catalog

SQL login action

Use existing SQL Server Login
Create new SQL Server login

Install-time credentials (not run-time):

(® windows authentication credentials of current user

() QL server authentication using the credentials below

Login ID: (CTDEV 2K 12\Administrator

Installshield

| < Back || Next = | | Cancel |

BEOT -2 ERTACE. FRATARHMAVy FEEREELET. @M/ 2 b-—Lahit#E. CCTEESOE
EREREFEALEE A
a. T—aAN-20DFi24 T&ERL T,

o IHED 1—4—0D Windows R E R IHEHR

Windows FREEEIEIRT 4 &. Windows ND O 74 YELCERAINTCO LR UERBHRMRBIECFEAINETT (2— 7=
ET74=NVRE XYIT—F 74—V REBRETEXELENET )

THOOITEYAT LEBREERNSHAC L. SQALT—N—4BET A ENTEAIEEWALTCEE L, 2—
W=7 Hh Y MICIE. SQLServer FaJDT 74NV b 2% =2 doo B LU T—2RX=21%E| x> =3 v T : do_owner
Hpublic CTARLENDHD T,
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Tl
o LITDEKIEHEE > - SQL server 2L
SQLRIEHEAT 3484, EATASALTHY Y b LI SAL -~ — LT3 2 7 LERHERNAETT,

A2 F=51F, T=2RX=20K. I—F—0DEBM. 5LUT7 7t 2ERDENYTOHFAEEDSQL r—/ =R
BETAMENDNET,

b. RAN%&2 v o L%,
8. ¥—E273 R4 LT7HI Y MEBRIBRICANEINTVWEVESE. 4 V2LV BICRFZIVERATARILA VY vy FEIEEL
9,
a. Btz 4 TEERLET,
b. SQLServer A7 2+ 23 31 Dell T —E2XMERT A KX Y H—E2DT7H I bDA-H-FELUN2T-F%
ABLT. ‘RAEIYY I LET,

A—#—=7H > b & DOMAIN\\Username 7 # =< v b TH . SQLServer FAIDT 7 # W b 2% =2 : dbo B LU T — 2%
R—21ZE| x> =L v 7 db_owner & "public, C T AMENH N £ 7,

lg Dell Security Management Server x64 - InstallShield Wizard X
Database and Service Runtime Information
Specify database catalog and authentication credentials for the services to use
HName of database catalog:
DDP_Server Browse...

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server permissions
Default Schema: dbo and Database Role Membership: db_owner, public. If you choose Windows authentication, the information
will also be used as the "run as" credentials for service startup.

() Windows authentication using the credentials below

@ SQL server authentication using the credentials below

User Name:

Password:

InstallShield

9. T=AaAR=2DNy 7y THEERLTVEVBEE. 41 VA M—VEHFEITTAFMCNY Ty TE2ERTILSEN SV Z T,
F=ZN=2DF7 9 70— FETLILRT LB TEELA, T—EN—2ADNY I 7y TENEBIIDAH, B, T—2 =
2y o7y TEhTwET, ZBIRLT. RaE2 Uy o LET.
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Database Configuration

Database configuration upgrade and migration

The upgrade and migration configuration for the sgl database
locatedon i estimated to take:

Estimated Time: 00 hrs, 00 mins, 53 secs

Upgrading the database cannot be undane. Do not proceed unless the database has
been backed up.

(") Mo, the database has not been backed up.
(®) ez, the databaze has been backed up.

Installshield

10.4>2b=0 %2y o0LTA>2b=LERBLET,

Ready to Install the Program
The wizard is ready to begn installation.

Cick Instal to begn the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel o
exit the wizard.

InstaliShisld

2T—R2F. Ty T IL-—R70t 2024 EBL TEBIRKRLI 707 ICRRENE T,
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Installing Dell Security Management Server x64
The program features you selected are being installed.

Please wait while the Installshield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:
Stopping Dell Security Management Server Service: Dell Message Broker

Installshield

Mext >

M A2 b=UHRETLES,. BT &2y 2 LET,

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server 64, Click Finish to exit the wizard.

[[] Shaw the Windows Installer log

Dell 1 —E A BATIR TR ICBREE SN T T, DellServer EBEEF T AMLEEH D TH A.

AY2h=7R3FIER~1BEEHHCRITLES., ChoDELEEL TEENBICTONIC L ERRET S EHEET
ER

2. 8y 97y Ta&htz4 > 2 b= T, <Compatibility Server install dir>\conf\secretkeyStore %L W\ { ¥ 2 b= (O E—/B5Y
FHLET,

<Compatibility Server install dir>\conf\secretKeyStore ICB5 W {1+ £ 97,
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13. L WA >~ 2 k= T. <Compatibility Server install dir>\conf\server_config.xml B %. XD & 5 IZ. server.pass fE%. /¥y ¥
7 v 7L f <Compatibility Server install dir>\conf\server_config.xml DfEICE XX 9§,

server.pass B39 3 FIE :
N2)=Fhhbh>TWABIBEAIE. server_configxml 7 7 4/ L OBIESB L. ROLSCEEL T,

KeyName ( CFG_KEY fE ) ##%%EL Tnone C L ¥ 7,

TLA T2 2T=RFEADL. <value> </value> THEIA 9. C DI TIE <value>changeit</value> & % > T\ F
EIS

e Security Management Server Wi2& T 2. COTLA VT XFR I N2T—RlENyYasdh, "yYadhitzELT LA
PTE2AMCEBEBASNET,

BEEID /X277 —

£l server_configxml - Notepad = =
File Edit Format Wiew Help

¢EncryptedData Id="server.pass":
<d=:KevIinfo Emln=s:ds="http:~“www. w3 org- 2000-09-Emldsigf" >
¢d=: KevHane >none<~d=: KeyHame »
¢ d=:KeyInfo:
<CipherData:
¢CipherValuer<valuerchangeit<-value:r<{ CipherValus:
</ CipherDatas
¢ EncrvptedData:

N2T—=FhbhsZWBEE. Ny o7 v 7 &hic <Compatibility Server install dir>\conf\server_config.xml 7 7 4 b/ 5[]
420CHBt o a izt oY a EHL O server_configxml 7 7 4 WOMIET 2+t o3a>Chy b7 ER=2F0L
Y,

FTRHENZT—F

| server_config.xml - Notepad = K
File Edit Format View Help

¢{EncrvptedData Id="server . pas=s":
¢d= KevInfo =mlns ds="http:»*wvw. w3 org-2000-09-Emldsig#":
<d=: KeyName:CF-_KEY<.d=: KeyHamne:»
¢sds Keyinfosr
<CipherData:
{CipherValueriHazhedkevValuelsHere-LooksLikeRandonCharacters< ~-CipherValus:
{/CipherDatas
<~ Encryptedlatas|

JrANVERTFLTCEALET,

() X E:
ERRUSDIZE 2. server_config.xml IO server.pass B & #REE L T Security Management Server D /Y20 —FEZEBEL & W
TEE W, COEEEET DL, T—AR=2L72t2Te%ul5N%d,

ChTRNY I I RH—NDOBITRRAIRBET T,

Jay bT Y EH=n=D7 975 VL—-F /BT

1. Dell 4 > 22 b= xT 4 7 T. Security Management Server 7 4 L 2 b ) CEB) U F 9. Security Management Server-x64 % .
Security Management Server &4 > 2 b=V T34 —NDIL—brT 4 Lo M) CEBER (JE-/BOFFERLEFSYy S/ kDO
v T TEEL)YVES., JE-/BIMFHELERFS 92/ FOy TE#T75¢, Z5—0FEL, 12 P—NIFEHKL £ T,

2. setup.exe X TNV ) v o LET,

3. A2 IVHAEEEBIRLTOKEY Y v I LET,
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Select the language for the installation from the choices below.

|English (Uinited States) vl

FREEEROL DN, V2 =L EahTWE VES

LENSEA VAN WVTRESICEABAVE-UHRTENET, (
Y2bh=WEIYy o LET,

T Dell Security Management Server w64 requires the following items to be installed on your
- computer. Click Install to begin installing these requirements.

Status  Requirement

Pending Microsoft Visual C++ 2010 5P1 Redistributable Package (x64)
Pending Microsoft Visual C++ 2013 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Mative Client 11,2, 5053.0 (x64)

o

SCEFLATOITHRANEY ) v LET,

66 L2 b=WELBG7y TS VL—F /BT



Welcome to the InstallShield Wizard for Dell
Security Management Server x64

Dell Security Management Server x64 Setup is preparing the
InstallShield Wizard which will guide you through the program
setup process, Please wait,

6. 7914t 2BWEFRASA. TOFEHFCRABZLTRANEI Y v oL ET,

b

License Agreement

Flease read the fi

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION S0FTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS LP., A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS
WORLDW DE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR "DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES
THEREOF, TO WHICH THIS AGREEMENT 15 ATTACHED OR OTHERWISE

(®)  accept the terms in the license agreement
(_} I do not accept the terms in the license agresment

InstallShield

7. OS24 >R P—NDEBZET XAT7TOITT. A2 b=NEI)YILET,

L22b=NEER7YyTIVL—F /78T
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Ready to Install the Program

v to begn installation.

Click Install to begn the installation.

If you want to review or change any of your installation settings, did: Back. Click Cancel to
exit the wizard,

InstaliShield -

2T=R2. A2 2b=0 70t 2024k EEBL CGEBIRRLI 70 CRTENET,

7
I

Installing Dell Security Management Server x64
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Dell Security Management
Server x64, This may take several minutes,

Status:

Installing new services

InstallShield

8 42— WHETLIS. BT 22V I LET,
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InstallsShield Wizard Completed

The InstalShield Wizard has successfully installed Dell Security
Management Server x84, Click Finish to exit the wizard.

[] Show the Windows Installer log

- zne=o

9. Ny I TV RH—nN=—Noa Y bPIY RH-—N—CBETEILICKRELZT,
a. Ny oY RH—N—T, <Security Server install dir>\conf\ IC#& L T. application.properties 7 7 1 V&R X ¥ 7,
b. publicdns.server.host R L. NI THRAAIELE AR P EEREL Y.
c. publicdns.server.port ¥R L. K—FEBRELFT (7 7 4V MEIF 8443 ),

Dell #—E 234 > 2 b—VRTRHRCBEERINET., 1 V2 M-V EBORENTT TS % TDelServer 2BRETALEITH
nEH A,

ny S N
YMrE—FDL > 2 =W
PE-—R@F. 1 > 82—2vy b LV LFaT7TELEOLAN FLLEMD 2 v b T—2 h 5 Security Management Server & 98 L F
9. Security Management Server ZHIMTE— R TA > 2 b= F 3¢, 20 F FHME-FHA#RFIN. BRE-PFCEIREEE A,
Security Management Server ZHIBfE— R T4 > 2 b= T 311, I=v > 54 V& FERLET.
ROFKICE. FEHAATEL 24 v FH—BRTINhTVWET,

249 F =k
/v *exe D msi CEEET
/s 4L ME-F

ROKICE. FAARELRRA 7Y a v h—EBRREhTVWET,

*7var AR

/q ETRRLA 70750, MBZTTRICESH THED
/qb ¥Frrel K2 OEECHEMTKRSLA 70T

/gn A-H—A>271-2% 0L
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ROKRE. AV 2AP-—VTERTEEINIA-2DFMTY, choDANI ARG, I FI4A Y TEETSHCEHTEET
L. 78874 2BERALTI7 74V sMUTHETI I TEET,

INSTALL VALUES FILE=\"<file path>\" "

NI X=2%

AGREE_TO_LICENSE=Yes - CDfE (¢ Yes, THARENH N 7,

PRODUCT_SN=xxxxx - ZEM LIZFFIC T4 > 21FEREF > TWABEREETT. 25 TEWEARIE5CAHNLF
ER

INSTALLDIR=<path> -+ 7> 3 »,

BACKUPDIR=<path> - CCICY AU 774 LHREEINET,
@|xf: CODAYAP=LPECA V2= Lo THERENTZ 72V FOBE (HETESR) FEELEZ VTS0,

AIRGAP=1 - {]#7 € — F T Security Management Server 4 > 2 =L 3 313, COBEELICTIRENHN T,

SSL_TYPE=n-n M1 DFEE CAEI oAU LEFEOMEBEEZ,I > A—F L. 2DB5EECERMPEEFERL £,
SSL_TYPEfEIZ. HELSSL 7aNT 4 ERELET,

AT & SSL_TYPE=1 TRETY .
SSL_CERT_PASSWORD=xxxxx
SSL_CERT_PATH=xxxxx

LUT (& SSL_TYPE=2 TRETY :
SSL_CITYNAME

SSL_DOMAINNAME

SSL_ORGNAME

SSL_UNITNAME

SSL_COUNTRY - # 7> 3>, 774l b ="US"
SSL_STATENAME

SSOS_TYPE=n-n H1 DIFE1E CARBEN SBAUVILBIEOIIRAEEZ, > A—F L. 205 5EECERABPBIEERL
¥, SSOS_TYPEfEF. #4E% SSOS 7o~ T 4 &ZRELET,

LA 1 SSOS_TYPE=1 TRETY .
SSOS_CERT_PASSWORD=xxxxx
SSOS_CERT_PATH=xxxxx

LA 1& SSOS_TYPE=2 TRHETY :
SSOS_CITYNAME

SSOS_DOMAINNAME

SSOS_ORGNAME

SSOS_UNITNAME

SSOS_COUNTRY -# 7Y a >, T 74k ="US"
SSOS_STATENAME

DISPLAY_SQLSERVER - CD1fE(E SQL Server 1 > 22 ¥ 2 £ R— MERERES T v BT hFEFT,
i
DISPLAY_SQLSERVER=SQL _server\Server_instance, port

IS_AUTO_CREATE_SQLSERVER=FALSE-# 7Y a >, T74# WV MMERT—2X=2hERKEhTWE W EEEKT S
FALSE Td, T—2RN=2@FH—NFICT TEHFEELTVWARENLNH N FT,
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NI X=2%

HLOTF—2aR—2&ERT AR, COEETRUECSRELET,

IS_SQLSERVER_AUTHENTICATION=0-# 7> 3>, 74 ) FMMEIR O T. BEO M > L TWABI1I—%—0D Windows 2EF
AERERE SQL ¥ —SORIEICERTALSICIHEELEF T, SQALPBAEFERTACE. COEET1CREL T,

O *EA V2= T8 RX=20FR. 1-F—0DEBM. BLUT 2 £ 2EROE ) HTOFFAI £ D SQL Server I
RATIVENHNET, COBRBFRE. 1 V2 M-—LEBOERBHRTH ). RTHEOERBERTEH 0 £ A,

SQLFZEERT 55581, UTHBETT,
IS_SQLSERVER_USERNAME
IS_SQLSERVER_PASSWORD

EE_SQLSERVER_AUTHENTICATION - 478, @O ERT AT HDTIALE* Vv vy REBELFT, CORATYy TICENTHY

VEERBABEERTISNET, ChSDERBHRL. Dell 71— 20 ‘Security Management Server THEETARICERI O

9., Windows RIEEFRATAClE. COEEZORLKRELFT., SQOLRBIAEFEARATAICE. EE1LCRELET,

@ AE:THI VI TRERYZATLERBEERNHAC L. SQALT—NEBEBTACENTEACEEZEALTCEE L, 2
— =T Hh I FICIE. SQLServer FAIDT 74NV b2 F—2 i dbo b LI T—2N=21&ZE| x > /N—=3 » 7 : db_owner
% public CTARBENDNET,

SQL_EE_USERNAME - 78, Windows BaETld. TR X 4 \2A—%—-Z O EFAL T, SQLAT. 1—F—F &
ELET,

SQL_EE_PASSWORD - #Z8, Windows 1—#—& 1@ SQL 2 - —F ICEHEM T 5 h T W3 S 20 —-F&IEEL T,
SQLZHEFEA T 35413 ( EE_SQLSERVER_AUTHENTICATION=1). X MEZTT.

RUNAS_KEYSERVER_USER - % —# — %, TR x4 > /32— —, & 5 BRD Windows 1—F—F ¢ L TRIT, CBEL £
¥, Chld, Windows DaA—F—=7hHI > b THEXLENHN T,

RUNAS_KEYSERVER_PSWD - ¥ —# —/%% Windows ® 21— —7 17 > b ICBEEMN T 510 T3 Windows /Y2 T —RT& L
TETILERELET,

SQL_ADD_LOGIN=T-# 7Y 3>, T74# 0 Enull T (ZoOd( v EEMINTEA ), EBENTICRESNATED.
SQL_EE_USERNAME B 24 > 13T — 8 X=202A—-%—TREVWBE. A V2 b—5EF21—%—0D SQL RiALAERE
WMEEML. HEREZREL TR TERBREFRATESALS5CLESELET,

LLTFE. K2 RBDNI X—2TT, BBELCIHELT. R 2 M BERELET. Dl 3T 74NV FOFEREHEL T, X
server.domain.com THAMEHNH N FJ,

@|x~—c:m FEETH (M) BEATEEE A,

CORESERVERHOST - # 7% 3 », Core Server 7« 2 k&,

RMIHOST - # 7% 3 », Compatibility Server & 2 k&,

REPORTERHOST - # 7 ¥ 3 », Compliance Reporter & 2 k&,

DEVICEHOST - # ¥ a >, Device Server & 2 b &,

KEYSERVERHOST - # 7Y 3 », Key Server & 2 k&,

TIGAHOST - #+ 7 ¥ 3 >, Security Server & 2 k&,

SMTP_HOST - # 7Y 3 >, SMTP & 2 k&,

ACTIVEMQHOST - # 7% 3 >, Message Broker & 2 k&,

BUTRA-FDANT X=2TF, BBLHLUT, R-FEMELET. TVRBT 74V POEAEHRL T

SERVERPORT_CLIENTAUTH - # 7% 3 »

L 22b=WEtRT7 Yy TTVL—F /7 8B1T
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NI X=2%

REPORTERPORT - # 7% 3 »,

DEVICEPORT - #+ 7 3 >,

KEYSERVERPORT - # 7Y 3 >,

GKPORT - # 7% 3 >,

TIGAPORT - +# 7% 3 >,

SMTP_PORT - # 7% a3 »,

ACTIVEMQ_TCP-# 7% 3 >,

ACTIVEMQ_STOMP - # 7% 3 >,

Yl € — F T D Security Management Server D 4 » 2 b —Jb

RXOFITIE. C:\mysetups\eeoptions.txt\" " DI 7 A VNIV R PEINIZA DR b=V NI Xx—2&FERL T, BT LA
7O7EXRRFLENSH A L Y bE—F T Security Management Server 4 > 2 b= L £ 7,

Setup.exe /s /v"/qb INSTALL VALUES FILE=\"C:\mysetups\eeoptions.txt\" "

Security Management Server D7 > 4 ~ 2 b=

1. Del 4 > 2 b= xT 4 7 T. Security Management Server 7 4 L 2 b ) ICBB) L ¥ 9. Security Management Server-x64 % .
Security Management Server 7 > 4 Y 2 b=V B3 —nNDNV—F T4 LI P ICHBR(IE-—/ BT ELERI v T/
Roy 7TREELYVETS., JE—/BIMIFELBRFS 22/ FOy TE5T5E IT5—DREL. 12— FEHKL Z
j’o

2. setup.exe ZZ 7Ny o LET,

3. LOCEFSATOTTRAEIYYILET,
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Welcome to the InstallShield Wizard for Dell
Security Management Server x64

The InstallShield(R) Wizard will allow you to remove Dell
Security Management Server x64. To continue, dlick Mext.

4. FoZs L0854 T70oT. BlkESIYY I LET,
ol
L
Remove the Program

You have chosen to remove the program from your system.

Click Remove to remove Dell Security Management Server x64 from your computer. After
remaval, this program will no longer be available for use.

If you want to review or change any settings, dick Back,

InstallShield

2ATF—R2F. TYAY2b=07TO0t20FFEEEL TEBRRASLI 77 CRRENET,
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AF]
Ler

Uninstalling Dell Security Management Server x64
The program features you selected are being uninstalled.

Please wait while the Installshield Wizard uninstalls Dell Security
Management Server x64, This may take several minutes,

Status:

Installshield

5. T4 2= hRETLES. 8T 22)vy20L%9T,

InstallShield Wizard Completed

The InstallShield Wizard has successfully uninstalled Dell
Security Management Server x84, Click Finish to exit the
wizard.

[[] show the Windows Installer log

| | Cancel
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422 F=NVEDERE

Security Management Server D 5R7E ICBHE § 2 & #T O (B35 5 BT A D BARE (2 2 W\ T &, TSecurity Management Server Technical
Advisoriesy ( Security Management Server 72 Zh )L 7 RN (4 #)— ) EEiRAC & W,

Security Management Server ZH]1® TA > 2 b=V T 3D, BIFEDA > 2=V ET v 7L —-FT30hICL-> T, BEDWL
DHhDIYKR—2 Y P ERETHIHLENHN £T,

Security Management Server D4 > 2 b=V L. RDT 74V b EEETI3VENLNH D 7,
o RDGFAICHBNY I TR F—N—DN2T-FERELET.

C:\Program Files\Dell\Enterprise Edition\Message Broker\conflapplication.properties
o RDBFILHIBENDINTOI7OY F IV F H=—N=-DN2T-FEEBEL 7.

C:\Program Files\DELL\Enterprise Edition\Beac\confl\application.properties

N2AT=FRERDESIERRENFT : proxy-server.password=ENC (<texthere>)
N2J)—FEZEETAHICE. ROFIEEETLET,

1. XEERUL FJ : ENC (<texthere>)
2. BIRUILTF 2 M ERICZEFEL £9 : CLR (<newpasswordhere>)

T—E2hBERAENS . BEULIITNCIR NS ENC KEDY). N2T7-RABESILEhET,

X E : proxy-server.username HZE T £ 3 hl. X v t—Y T O—H—D application.properties 77 A VB LUV T 2T 4 TEIANT
D70 F IR H—N-HNT—HLTLWIRENHN £T,

DMZ £E— R DERE

Security Server MDMZ & 724 R—=b 2y FT—=2 CBAIH. DMZ ¥ =D A NMEFET X AEEBEHERE (CA) M5 D K x4 Vit
BEEEF->-TVWAEEE. ZOEFETEARMAPEEE T 731 N—F 2y b T—2 D Security Server D Java ¥—2 F 7 (CBMT 31 ®
K. FHTWC2hDOFIEEETITAILENHN T,

FETIAIMHEENFAINATVWAEEEER. COBEEEHBEL T W,

@ AE:TLNTRH.DMZH—NE LUV TIAR= b3y FT=0H—"OEFICIL TEFFETE AN 5D K x4 VEIAE
EFEAT AL EMIOHEELET,

Microsoft @ ¥ —2 b 7 RNDBEEFDFIBAEZE %A L T Dell Encryption DEEEE%E 7 v 77— §3B|IC 20 Tl http://
www.dell.com/support/article/us/en/19/sln297240/ &8 L T £ & b,

Y=N—REY =WV

AV2M—VORTHIIBERENMEB L L >2BEARG. "—"REV-VEFEALIZEEL T,
H—N—REV—NVTE. ROBHEEITSCEDTELT,

HRFEL-E 7Y 77— &EhiFBREZEDEM

Dell Manager GERAEZE D 1 >~ K— b

DEERAZED A ¥ R— b

#— /¥ SSLEERRE DELE

EF A = 2D SMTP DRE

T—8R=2%. BF. I EERBROEZE

T—aRN=20D1T

{2 =VEDERE 75


http://www.dell.com/support/article/us/en/19/sln297240/
http://www.dell.com/support/article/us/en/19/sln297240/

Dell Core Server & & U’ Compatibility Server & #—/Ni8E Y — I L ERFICEITT A EETE EFH A, CoreServer f—E 2 b &
U* Compatibility Server #—E 2% #— £ XBEETHELELET (22— >RIT %2 Y v 2 L. Services.smsc & X\H1 ) D%
. H=—N"RBREV-ILELEHL T,
H—NREV-—NVEEHTACIE. 22— >Dell> ¥—"BREV—IVDORIT DJEICERL £ 9,

H—NEREY—L DO T IE, C:\Program Files\Dell\Enterprise Edition\Server Configuration Tool\Logs IC

wEFEENET.

MRELLRT v T T— S hi-EEAZ DEM

FIAER. BLERIANET I L EBENIAMBEO L o 2FERATINBIRTE T,

o HUEBRIMPEZER. FREBBLL-TEREINTT., BECEBERIMBAENR. SM o0y b, POCZELCHELTWET, ERER
BOBEE., STY vy CABERRTIAEZ -3 R 4 ( D EBEIXTHREOFERE 8L T,

o FEAMNE (NTV VI CABBRNTEIFLGER AL VERBMFZ )FHEEF. YTV I2CAFHERXAVILENBRINET,
NTY v oRI/B(CA) CENBEINEIIBREDES. BEIIBEIT CA DEAEN Microsoft SERAEZ F 7T TLREET
Afcw. EEF -V IEBNCRILINTT. R A CABBNEIMBEDHEEG. 7T—2 27— a MR A VICHE
LTuhiE, RX4 N oBEINABETLCADIPHERT—I2 27— 3 2 D Microsoft SERAZ 2 F 7 ICEBMENTWVWED
T, EEF -V HERENET,

MPEOREDHELEATZFE3I 0 R—2 Y PIUTOEEN TT,
Java %t —E 2 ( Device Server % &)
NET 7 7Y 4 =% a > (Core Server)
EENMZLAICFERINS 22— b 5 — K DIREE ( Security Server )
Dell Manager CEEENAKR Y S -~ FLDFBZELCERAINAWERS{LX—DA > K- Dell Manager 3. B2BESLF S
{ 7 % 1z (3 BitLocker Manager M #, & h - EBEX R Encryption 2 54 7> + D SSLARFEEEITL £ 7.
e VAT YINI=0RAT—=Yar .
o BitLocker Manager #E{TLTWVWA T -2 27— 3>
o Encryption Enterprise 2E{7L TW37—2 27— 3 » ( Windows )
o Endpoint Security Suite Enterprise #E{TL TWA7—-2 27 —-> 3 >~

BT SAHEDEE IR T SIHH -

22—t h—REFEAL EEFIERAEC (& Security Server TD SSLARIENAE T T, Dell Manager I&. Dell Core Server N O #5585
L SSLIRIEEEMTLFET. CHULLBEIERTER. BEATLCANF-ZAPTLEINTVWARENH ) 9 (WRD Dell Server
IVR=F Y FEIGU T, JavaF—2 b7 3 Microsoft ¥—2 b 70T hhiCEVFET ) BCEBRIIAESHEBIRENEEE
. XA 7> a aFERTEET,

o EFFBALACEAENDS 2v—FH—F OHEL :

o Security Server @ Java ¥ —2 b 7 [ TRoot Agency |1 BB IAZ ¢ 2 4 EFF - %4 VR—-bLET. RELEBEF =
—VhA VR—PEhBRENHN T,

Dell Manager :

e Microsoft ¥—2 b7 H37—227—->a >0 EfEshicV— MEBAKEE,("o—» 2 ¥ a—2 8 )IC "Root Agency, B
BAAE (AR SNCECERIMBEENSDHD ) BFALF T,

Security Management Server 1&. Active Directory fEARFIC LDAP F ¥ 20 N4 > T 4 > 75 LU LDAPBEZT 51D
Microsoft B+ & Biiend 0 £ 9,

Security Management Server TChZABIC T 3 12 (&, Microsoft DFFBAEZEF—2 P 7RO EFEIhic V-, 2710 ¥ K-
PEhfc R XA > a2 ba—-5—FAED NV — FRITAPENMKETT,

o Server 4 F SSLARIEDEEELZTELET, =% 4 FOSSLEEERIEENCTICR. [E 27 CERFz—>Fz vy
2 DI EBIRL £ 9,

AEAEDERIEC &, BREFMD2ONH N 9,
WIhh Be2 DITEERIRL T,

o BER-INTOIVA-—AYPIHUTEHCESNSABRZIEERTIBERCOREEERLET. ChERLEEELFZE
TYH, BEEBRIAPERI NI Oy PPPOCEELCDAZBELTWET, ERERETE. YTV v o CABBNSAREIL
FREXACEENSARETOERELEIDL T,

o FHM-BIAVA-—AYIEMEBCRET FBERRCOITEEBIRL TS,
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BEHOXxZa-hs5. [P2Yar] > [HENRE ] 28RLFT,

REV4F-ENESHINT S, BEEERL. "KANE2 Yy o ULET, FIFTE B38E4E1F. Security Management Server @
4 Y2AM-NVECERSNCBECERIABEEDE %ﬁb‘ﬁﬁéhi?’

3 REMOXxZa-hs [RE] > [RF]IE2BRLEY. 7o T IhRRehics. REEEELIT.

NS T

—

ChTHAELY N7y TEETTY. REDKY DEH TE. AAEOFMEIERAECOVWTHULIHALET.
i

AAEEERT 50}, [ GCEFENEIAHEZDLERL] & | REOREOEA| D2 20070 H0ET, WIFhhthe2D/52
EERLE T,

o TE1-BCEBRMNTIMHBEEDER

o FA2-BENRENHFEA

Fix1- BCBRAEIHEOER

1. BEBOrx=Za-Ns. [7T2Var] > [AHBORE ] 2BIRLFT,
CBREV4 T -RAEB IS, Hill 2BIRL. RANEIYYILET,

2
3.  BECEBRIAWHEOER ] ZBIRL. (RN E22Y vy oL FT. FATEAHEIE. Security Management Server D4 > 2 b —
VECERINW-BEERIREOBRIMERAINE T,

4. REBOXZa-M5. E] > [REIEERLEY, Tor TR RIh s, REEREL T,

—

CNTHIAZE LY F7 vy TRET TY. REOERNOIH T}, FIAZZOMOERAEICOWTEHUCHBAL .
BE2-REORENER

1. BEZOXZa-—-m5. [Po2Yar] > [HAEDORE] 2ERLET.

2. BEV4F—FHEBEIhIc S, Hll ZBIRL. RANE2 Vv 2L FT,

3 REOREDER ] 2ERL. [RN]1E2 Y v o LET,

4. Compatibility Server SSL #FBF&Z ™ 4 » RO T. BCBRAMPEDEMR 5&IRL. KNE22 Vv o LET, FIATE 358
Security Management Server D4 > 2 =V CER I N BCEBRIHEEOE EUMEFH ShZFd.

NEIYvoLET,
5. Core Server SSL ZFBAZ ™ 4 ¥ R T. LTFTOWThhEBIRL 9,
o FHFZEDZER -BIFOMBAEEFEATABERCOA T a v EBIRLET, RNEI Y v o LET,
BEOIIAEDBHRE2SRL. BIFEOMBHECEAEFT SN TWANZIT—FEAALT. [RAN]E2 Y Yo LET,
TTLlcs. BT &Yy o LET,

o EHCEZIHHZEDEM - RIFA TE 3154 (4. Security Management Server D4 ~» 2 b= VICER S NWIcBCBRIABREDH
HAFEREINET, COFTLavEBIRTEE. xvt—V vFa ) TAHBEEI (Y RINKRTENEL LY ([ BE
DREDEH 7> a3 ERBIRT B ERRENET ) Dell Compatibility Server B ICYER & hiziEBAEMNFERA SN T,

TEEHI 1 - 2BHELVWC L EBRBLET, RANEI2 Y2 LET,

BUEADMAENT TLHECLERTIEFEXA v E-VUNKRRENTT, FRITZNEINEERS X v E- VU HKRRE
htcs,. Bwz29vy20L%9,

FETLls. 8T 220Uy o LET,

o BEHEDREDMEM - FAZE DFRE % Security Management Server D #FJHIERE ICHEBEZE T A3 HEEC DA 7Y 3 » &EIR
LEF. COFTLa>TlE. §TEREBADIMBPERZOTEFERVET., COF TP a v 2BIRTEE. xvt-U+
Fa)FAHRAEILCRILCESLTT,

Ay t=CtXaYTAHBAE I CRIT. ROVWThHAVED2EBIRLE T,

o FFFZDER -BGEOMBREEFEATIBEERCOF T a v EBRLET. RANE2 Yy oL ET,
BEOIIBAEDBHRE2SRL. BIFEOMBPECEAEF TSN TWANZIT—FEAALT. [RAN]E2 Y Yo LET,
ETLlks. 8T %22 v ULET,
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ChTHBAE LY b7y TRET TY,
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1. REHFOx=Za-hs6 [BRE] > [RTFIZBRLET. 7oV T MARREIN S, REEBREL 9.
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774NV >2FTy T4 OEBMERREY ) v o LET,

BMAEsYvyoLET,

RAFFOCRFy 7L >DEMD 4> RO TIIPE #BIRL. BMZE2YY2LET,
AYEa—27ho b BBRL. RNEV Yy o LET,
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BRNE2YYILET,
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Ot arTl. JavaN—20 I R—3 > POBCEBRIBAEEERTAFIEC DOV TEULCEHBLET, Co7ot 2
. NETR=203> K% bOBECERIBEDERCIIFER TEEEA.

EBRBBRATLVRRTIACERIABRZ 23 EHREL £ 7.

BT SSL Y —N—SIAENMNELIES. FLREIMOBHTIHAZEAERTINENSH ZEEE. CDt 2 Y 3> T, Keytool 21
BAlfcJava¥—2 b7 0ER 7Ot 20BAIhTWET,

MO REEIC 2Av— b h—FREFEAT AL EFEL TWAEESE. Keytool EFEALT. 2Av—bh—RFaA-%—DAETHEHS
NATELIMPAEEFEF - %41 VKR-bTEARELHNET,

Keytool (&, SERAZEBRER (CSR) DR T. VeriSign® X° Entrust® % £ OFIAFKLRS (CA) KEI W ARBEEERLET. 20
B.CARCDCSRICEDWTEZ LEY—N"—SIAEAER LT, T— " —[AZR. BLMETIRAZ L L7274 LICEY
yaO—R&hFEFd., z0%. f{AEF cacerts 774 VICA4 Y R—bENFT,

HLWE—R7 Lt BCEBAIHEOER

1. conf 7 4 L 2 ') ( Compliance Reporter. Security Server. ¥ fz & Device Server ) CBE L £9.
2. TI74NFOFAET -4 N-2% Sy o7y TLET,

22=F> 774 VBEEELTERIT A2 v 2L T. move cacerts cacerts.old ¢t AAL 7.,
3. Keytool 8> 2F LN2ICEBMLEY, I F7ary 7 rTRDa< FEAALET,

set path=%path%;<Dell Java Install Dir>\bin
4, SIAEAERT A-H. XD LS L T Keytool EETLET,

keytool -genkey -keyalg RSA -sigalg SHAlwithRSA -alias Dell -keystore .\cacerts
5. Keytool 7O Y 7 HRRINIZSRDBEHREADL T,

@ X E:
BEZ77ANVF METAFMC ANy 7Ty 7LTLES L, BESNEL A A-2DBEEELT(ZE D, Chs6D7 7
AIVADZDHBDT—2 (2 TEETC )EEETAE. VAT LOWBPLPEENRETIEZNNHNET., TLE. Ch
5D7 74 VDRI TE WEEICERT AN, Security Management Server DB A » 2 b= &2 L THRTE A C
EERIATEFE A

o F—XRRPFDNRT=F : N2T=FEAAL (FTHR=PFPIAhTVWEOXFR <&} I>K=%> Fconf 7 7 1 VADEE
ZERDELSICEUEICERELET.

<Compliance Reporter install dir>\conf\eserver.properties.Set the value eserver.keystore.password =

<Device Server install dir>\conf\application.properties.Set the value keystore.password =
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http://www.dell.com/support/article/us/en/19/sln303783/dell-data-protection-sed-management-smartcard-setup-guide?lang=en
http://www.dell.com/support/article/us/en/19/sln303783/dell-data-protection-sed-management-smartcard-setup-guide?lang=en
http://www.dell.com/support/article/us/en/19/sln307037/dell-data-protection-enterprise-edition-and-virtual-edition-dell-security-management-sever-and-virtual-server-ssl-tls-certificate-minimum-requirements?lang=en
http://www.dell.com/support/article/us/en/19/sln307037/dell-data-protection-enterprise-edition-and-virtual-edition-dell-security-management-sever-and-virtual-server-ssl-tls-certificate-minimum-requirements?lang=en
http://www.dell.com/support/article/us/en/19/sln307037/dell-data-protection-enterprise-edition-and-virtual-edition-dell-security-management-sever-and-virtual-server-ssl-tls-certificate-minimum-requirements?lang=en
http://www.dell.com/support/article/us/en/19/sln297240/
http://www.dell.com/support/article/us/en/19/sln297240/

<Security Server install dir>\conf\application.properties.Set the value keystore.password =

o TRMEY— —F REFEEPOIVKR-—FVIDNI VAL ENTVWERH—N—DE2BHEEANLETT. COXEERHE
ERBICIE. R2AMBER XA > BEED T T (I : server.domain.com )

o MR BYLMEEANLET (Bl tFaUT 1)

o M ZHTBMEEADLET (Bl Del)

o FIXATFT: EY)LEEAHNL ET (B : Dallas )

o HEFE EMETE VHEFEOZMEANLET (e E. Texas )

o 2XFOEI-F,

o 1-TA4UTAKLE>T. BRANELWC EEBRBTE L5 Rk oh TS, BMRHAEL VBAR. ROWEADLET.

BHNMELC EWBAIFE . no EAHL FT. Keytool BERTICANE N BEEXRRLET. Enter 22 v 7 LTEEZ A
hah, EEZELUTEnter22 ) vy 2 L%TY,

o FIEDF—WIT—F: CCKBIDNZAT—FEAHDLEDSEBER. CONZT—FNT 24V FTHF=—2F7DN2T—
okt Ed,

SRR 5 O BR T & EIAEOER

ROFIEIER> T "HLWF A7 CECESAMREOLER, TERENBCERANSABPEOUMAZTELER (CSR ) BERK
LT,

1. <certificatealias> TURICEALECREUEEKRKAL T,

keytool -certreq -sigalg SHAlwithRSA -alias <certificate-alias> -keystore .\cacerts -file
<csr-filename>
5] : keytool -certreq -sigalg SHAlwithRSA -alias sslkey -keystore .\cacerts -file Dell.csr
csr 774 NICE. CALETORIREDEREFICEMT % BEGIN/END X7 hid D £ 9,
Hl.CSR774 W

Fie £t Fomat Yew teb

b=-==BEGIN MEwW CERTIFICATE PEQUEST=-==== ﬂ
MI1BUTCCASTCAGaWETELMAkGAT EERMC dMxCT AT BONVEAN T ANRA MR LwDg Y DVOGHEwWdNZGRPC2GU

HFL!!!‘D?'( DVOGKEWH ] CHTVE Y 5 DME EwCwy DVOOLEWNZZ X3 23w | CZeEmmCoGalueaxmddz IrM2 vudoax

WUy J1ZGFudHR | c2QubGD | vwwwZEwDO Y JKOZI e CNAGE EECADgY (AMIG JA0GEAK xariY 002,/
hivsol<kKivadesTirvuy +u¥'m‘=zxd|'wu5nl:cu_1 El+5aE62ZFaZ0a,/ xCT ITHNON] 2 2 2F SUMEOSOM

vzt Sohf pyCr e Put bR /1504 kOEZRFoBdR 1G0Tt LSELLEDd JTovEhgraronesdl t kHrkxdk v

1ok OEVHAGMBAAGADANSRE (hi 1 GWIBAOOF AMDBOOBET SADST ST TOEOL2 Taxdo TwaZ CRIEVE
sPRFonGRENr UMN 1 ufybkogs 30d USGbagwilbBeBmS h TS IcTE, zr] Ph+ea tIFpdE+ 0 TaFL+ RBUTS

wRCkmS JovuernFpes InSdqox Thk poskRgigs prrTAazusszaLFoikde FE0d hda ==

————— EMD MEW CERTIFICATE REQUEST-----

|

2. EFRBH#EBAN 5 D SSL —N—FERAEOEEIC k. FIEHEBO 7ot 2CWET., BEAIC <csr-flename> DNBEZREL £
7,

@ X E:
B EABEEEERTAFEGEEYH VT, FEOH%E. SIAEOERGEZOHLICRLET.
3. BRNEIHEEZELLS. 774 VERTELET,

4 NR2MTS529T742ELT A VKR=PbTOLRATII-WRELVLLBECHEA. COMMAEENNY I Ty T LET, CODNY
OT7yTERELTHTIE, MBEPNVEISENECEYET,

V—bEERHEZE D 1 >~ K=}

W — I RERRE D RERRHEEI N Verisign ( Verisign Test TIE % W) DIFER. COFIEE2F v TUTROFIEICHE A, BEM SRS
A OR=F LT,

SERAMEEI D W — FEEBAEC L V). BEMFXGHEERIAL £ 7,

HILES 89



1. ROVWThhEETLET.
o GFRARRHED NV — MEIREZ AKX > O0—-FLT. 774 VICRIFEL E T,
o IVR—TIA4 AT VLI H—N—D - EIAEERBLET.
2. ROVWThhEETLET.

e Compliance Reporter. Security Server. Device Server ICXf L T SSL #BMIC T 35FE&R. I K—F2 > bDconf 74 L 7 b
VICEELEY,

e Security Management Server E T> 2 =724 X7 4 Lo b)Y H—1NED SSL EBIMICT 3354 (E. <Dell install dir>\Java
Runtimes\jrel.x.x_xx\lib\security (CZE L ¥ 3 (JREcacerts DT 7 # I k ® /¥ 27T — F (& changeit T )

3. RDELSICL T Keytool #EITL. V—FEERAEARS1 V2 =L L T T,

keytool -import -trustcacerts -alias <ca-cert-alias> -keystore .\cacerts -file <ca-cert-
filename>

5] © keytool -import -alias Entrust -keystore .\cacerts -file .\Entrust.cer

SERAZE D ERFiED HI
SERRZDERFED—Hl & L T, #EBAICERE S h TWAB Microsoft CAServer I Web 72V HEFEALTT7 27t 2937550 H
nFd,
1. Microsoft CAServer ICBEIL 3., IP7 RL 2EHEBH sBEEI AT T,
2. SIAZDER #BIRL. RAE2Yv 2L ET,
Microsoft SIBAZ 4 — ¢ 2

Ml Bt Vs Favortes  Took  Hel Ir
OQua- QD WA Pwwn frroes @ 2-5, @-LI@KIS

o 2 SD-
Coogle - G ek = D D P B oTkeded B Ohed = L beteork = B comes = “ . *

[l Allcrpcdr Dol e Tordrd

| ¥ielcome

Wiou s Ehis wed sibe bo request a cetricale for vour web browser, e-mail chent, of other secuns program Onoe you Acquing a
cerificale, you will be able to secualy idenlily yoursell o othier people over the web, Sign your e-mail messages, encrypld your ¢-
mail messages. and more depending upon he bpe of cemificate you regeest

Selecla ek
O Retneve e A cenficale of carlibcale evocation ist
& Request a cartficate
) Check on a pendng certificate

Had >

gl oo L
3. BELZEREZEBIRL. "RAE22 Y v oL ET,
ER2 4 T0ER
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Fie Edt Vs Feories  Tooh Help

Oue -0 HEAG ank;;'rm e2-Sa-U@ks

sibem i) . . ) . ~ B
Coogle - G teh D D G0 EPTkeded % Oed v G, dettrk v i) Pflomes Bk i
e e T T™A
Choose Request Type

Please seled the type of request you would ike 10 make

O Uger cadificale roquest

T
® Advanced request
i o o e
4. base64 T I—F PKCS#10 77 /1 VAEAL TRIAEBEREEETS 77V a2 EIRL. RNE2 Y v I LET,

SELZIBAENIER

Fie Edi Vs Faories Took (Hel i
Que - QO HEAH Puen o @ 2-5, 8- @RS

s o] ) ) ) ""_ﬂ"*
Canggle » v Cawn s D D P DNTiasd % ek o ek v o000 Biomes B ks i

Advanced Cartificates Requesta

Your can request a cetificate for yoursell, another user, of & computer usang one of the followang methods. Nobe that e palicy of
the cerbfication authanty (CA) will detenmine the ceriificates that you can obinan
B

@ S;-bi-rm & cerificate reguest using & baseSd encoded PKCS 810 fie or a renewal request using a baseS4 encoded PHCS
LIg

C Bubel @ conificate raguas 1o this CA using a form

O Reguesta cerificale for a smart card on behalf of sanother wser wsang the Smast Caed Enrcliment Stakon
Yoo Medd Sk 87 EESITRA B0BAT ORTACIN 1 SUOST § Gk o BRCEteY G

&l oo B e

5. CSRERONBETF 2Ky o 2CEED1T T, WebServer DEERAET > 7 L—F&EIRL. ®E &2V Yo L FT,
RELELERDRE

FERE
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Me Bdt Ves Faortes Took el -4

Qe D HEAG Puwwe Prrem @ 2-5 18- @RI

e () . . . “@=
Coogle - G s r D D P Dok W ows v N ook v o000 Fooma w0 s e
™
Submit A Saved Request

Paste a basedd encoded PECS 10 certficate reguest or PRICS oF renewal reguest penerated by an external apphicabion
(such as & web server) ine the request feld fo subrmvl Bwe request to the certfication auhority (CA)

Sorvid) Baduait:

PRALCTa Vg bF FTEp il y ML G B0 17 gL -TniFEs &
FLAMANL R R = FaSEo /BT s 00 bl sl s VRIR S 70
Baiebd Encaded 3N0a I HVASBAL FIADANDg K Fa 3w RACOFAACE
Cartdepis Reguen | SIRDGIONEN/ T Eude gt AtoStuba INSTIL 3
(PHES #10 oriT] | Vo & SO an I T Dy S AL o LT DTS R T oS

=====IHDT MEW CERTIFICATE REQUEST===== = Q
- TS EEESE I &
Brgrrs for o s Bo ot
Cortificats Tompl
Wik Sara bl
AnBona ATt
BBy

& corm 0 et

. AIAEERIFLEY. DERT Y I—F 2ERL. CARIAED 4V 0—-F 20U v o LT,
CASIAZED 4 > o—F

Me Bdt Ves Faories Took el T
o= = - [x) 2 5 S s &) -0 O ___,“E::-ﬂ

L . . . “@=
Coogle - G ek 2D i g D reded W ma L dewiek = 00 foemes w0 s e

Certifcate [ssued

The ceificabe you requeshed was issued 1o you

@ DER encoded of O Base 04 encoded
) pomead A caeaten cam
e

] oo
fEAEE®RIFELET. DERT Y I—F %EIRL. CARIAN 2Dy a—-KF &2 Uy oL ET,
CASERA~ 2D &y o—FE

FEERE



\}m " e “‘: 4| 3 - smarn reomes ) 0 L B ] g |
= | i) S g
Gl - G ek » D i P D keded W D L etk - ¥ comes = . "

Mlerasclt Cordicaie Scraces

Cartiflcats lssusd

The cemificabe you requested was issued 1o you

@ DER encoded of O Base A4 encoded
=) Deoenicnd CACCNBCAE  um—
= Dol d CA cartitcabon pafh

licorn o e

8. EMINI-BEMEMMELE, > A—PLET, A2 F7B TRV ET, 24 7

keytool -import -trustcacerts -file <csr-filename> -keystore cacerts

9. BEMBIMMENA > A-—bENTLDT, RICHY—N"—FEAEEA VA TEET (FEF -V ERUTEET ) 247
keytool -import -alias sslkey -file <csr-filename> -keystore cacerts

BCBRAPEDVREBEFEHAL T, CSRER EF—N"—FBEEEXTICLET,

10.cacerts 774 VDY 2+ F. H—NIAZDOHAEFz—VDREIN2THAZLERLTVWET, Chid. GIAZNBECE
BINTWEWCELERLET, 24 7 :

keytool -list -v -keystore cacerts

F—-CAD2EBOHMPEZOIEEENE. 1 K- SN BIMEAMBPETT (Y2 MDY —N—FIEZEDTICELY 2 b
Eh#Ed)

SIRREEE I Vv—NVEFEARAL ZHED . PFXAD I S
2 HR=F

MMC IZ crt 7 7 4 WX DFERAEN H 5355 3. Keytool THEAT A1 HICZDFRAER pix 7 74 MICEBT AXENH N 7
( Security Server WDMZ E— R TR & N3 & &. Z 5 0FIC Dell Manager SERAZE 5 1 —NBREY -V I/ > R—FFT B EE ),

1. Microsoft B 1> Vv—-ILE@EE T,

774NV >2F v T4 DBMEBIRES ) v o LET,

EBmMEsYvyoLET,

RECFFAO>Fy T >DEMI 4 Y R TIHRE 5ERL. BMESY Y2 LT,
AYEa—27Hh90 b+ BERL. RNEV YUY IO LET,

JoE2—2DERI 4 YT A—ANIYEa—2 (ZOAYY—VHRITERTVWARI Ea—2%2) 28BIRL. 8T %
2y o LET,

7. LA &)y o LET,

8. OK%2 Vv o L%Y,

9. J>2V—WN—FT7FNET, GFAZ(O-H N T2 E2-% ) ERBALET,

0. "=V F 74NV TERBEL. DELZIEPEERDT T,

SN NN
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1.
12.
13.
14.

15.

16.
17.
18.
19.

BHWOIREEENA 54 L. BTDERI>T 92 K—F 250Uy 2 ULFET,
AEDIT I ZAR—b T4 F—FPABEVES. RAEI2 YUY 2L ET,
W, BBEF—FETI2K=PLET EBIRL. RANEI2 YUY I2LET,

Personal Information Exchange - PKCS #12 ( .PFX ) #&RL TN 5. 747> 3> 0 W EIBSRHAE S 2 CLTATO
MAE:REWS & TNTOIRSONT (2T 2K—FF3 28RLET. RNE2 Yo LET,

N2D)—FEADL. BRLET. CCL(;&&@J:’){E“RU-I\’S: EATLEEHNEEA. BALEZXT . EALED
POLCCWANZT-FEBATCREEN, RNEI Yy o LET,

%ﬁéﬁv/7b1774w%ﬁﬁ?6%ﬁéﬁibi%

IJrANEL. RETHI7AVDEREANLET. BEEIY Vv I LET,
RNEIYYILET,

BT®2Uvy20L%7,
ELLIO22K-bENicleEHSE A vE—VDHRRENEST., MMC EBL £ 7,

SSL [CIESHHEIRAENFEARA I hi-IBE D EREZFAAHE
? Security Server N DB

1.
2.

94

Security Server # —E 2 QERTIh TWABEREFELEL £9.
<Security Server install dir>\conf\ @ cacerts 7 741 V& ~Nvy 27 v 7L ET,
Keytool AL TXDFIEEETL T,

EHEPIXETF 2774 VCRDFEHFICTI22K—bL. T4AYT7 22U ET.
keytool -list -v -keystore "
PFX % <Security Server install dirs\conf\ @ cacerts 7 7 4/ VIZ{ > K-t L £ 7,

keytool -importkeystore -v -srckeystore "

<Security Server install dir>\conf\application.properties T keystore.alias.signing P1EEZE L ¥ ¥,
keystore.alias.signing=AliasNamePreviouslyDocumented

Security Server — ¢ 2 &2BAL £ 7,
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