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Monitoring features supported by DSMPS and
OMIMSSC for Operations Manager

The Dell EMC Server Management Pack for Microsoft System Center Operations Manager enables you to:

Discover and classify the following Dell EMC devices:

Dell EMC PowerEdge Servers—Using license-free monitoring, and license-based monitoring using iSM.

Dell Remote Access Controllers
Supported Dell Precision Racks

Supported Dell EMC devices through OMSA or iSM based on your requirements.

The Dell EMC OpenManage Integration for Microsoft System Center enables you to:

Discover and classify the following Dell EMC devices:

Dell EMC PowerEdge Servers—Using license-based monitoring using iDRAC WS-MAN
Dell EMC Chassis—PowerEdge FX2/ FX2s, PowerEdge VRTX, PowerEdge M1000e, PowerEdge MX7000 Chassis, and Dell OEM

Ready Chassis

Supports OpenManage Enterprise-Modular
Dell EMC Network Switches—M-Series, Z-Series, N-Series, and S-Series switches

Supported Dell Precision Racks

Supported Dell EMC devices through iDRAC using WS-MAN

e




Dell EMC Chassis Modular Server Correlation

View, analyze, and resolve alerts using Knowledge Base (KB) articles.

Perform various tasks on the discovered Dell EMC devices.

View reports for discovered Dell EMC devices.

Table 2. Dell EMC OMIMSSC and Dell EMC Server Management Pack supported Monitoring Features

Monitoring Features

Dell EMC OMIMSSC

Dell EMC Server Management Pack

Dell EMC Server and Rack Workstation
Monitoring

Dell EMC Server and Rack Workstation
Monitoring (Licensed)—iDRAC based

Dell EMC Server and Rack Workstation
Monitoring (Licensed)—iSM based

DRAC Monitoring

Dell EMC Chassis Monitoring

Dell EMC Chassis Modular Server
Correlation

Dell EMC Network Switch Monitoring
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NOTE: @ means that the respective feature is not available.
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Common system requirements for OMIMSSC

Before setting up the OMIMSSC, ensure that the following software prerequisites are met based on the listed OMIMSSC components:

OMIMSSC:

Install the Windows Server operating system, and enable the Hyper-V role.
In a Management group, OMIMSSC supports the enroliment of one Management Group through the enroliment of any of the
Operations Manager consoles within the group. Following are the hardware requirements based on the console you plan to enroll

on an appliance:

Table 4. Hardware requirements

Components Requirement
RAM 8 GB
Processor count 4

Admin portal:

Install any of the following supported browsers:

Internet Explorer 10 or later
Mozilla Firefox 30 or later
Google Chrome 23 or later

Microsoft Edge

Configuration planning for Management Server
and Proxy MS with deployment scenarios for

supported scalability

The Dell EMC devices can be discovered in the Operations Manager console and Dell EMC OMIMSSC console. One instance of Dell EMC
OMIMSSC provides support to only one Management Group(MG) for discovery and monitoring of devices.

You can configure the Management Server and Proxy MS as per the deployment scenarios that is required for your environment.

Table 5. Deployment Scenario for Operations Manager 2012 R2

Monitoring Mode

Device Count

Number of Management Servers

Scalable

<=600

For minimum hardware recommendation for MS, DB,
and the number of Management Servers, set
Number of Network Devices count to 2000 in
Sizing Guide.

OMIMSSCO]| S A| AR 7 AbSt "


https://blogs.technet.microsoft.com/kevinjustin/2017/01/06/sizing-scom-2012r2-and-2016/

Monitoring Mode Device Count Number of Management Servers

()| NOTE: This configuration is required for
monitoring Dell devices that are mentioned
under Device count column.

Detailed <=120 For minimum hardware recommendation for MS, DB,

and the number of Management Servers, set

Number of Network Devices count to 2000 in

Sizing Guide.

@ NOTE: This configuration is required for
monitoring Dell devices that are mentioned
under Device count column.

@ NOTE: To Scale more than 600+ devices in scalable mode, upgrade the Operations Manager 2012 R2 to Operations
Manager 2016 and later (the Microsoft Public hotfix https://support.microsoft.com/en-us/help/4481376/ available only
for Operations Manager 2016 and later).

®| NOTE: For Operations Manager 2012 SP1, OMIMSSC is not supported.

Table 6. Deployment Scenario for Operations Manager 2016 and later

Scenariol: Devices discovery using Operations Manager (SMASH/Network Switch)

Dell EMC devices are discovered as SMASH devices or Network devices in the Operations Manager console. The inputs for SMASH
devices are provided in the SMASH monitoring wizard and for network switches in the network device discovery wizard of the
Operations Manager console.

Monitoring Devices Proxy MS | Number of Required minimum | Remarks
Mode Count Configured | Management Servers | number of Proxy

MS
Scalable <=600 No For minimum hardware | NA NA

recommendation for MS,
DB, and the number of
Management Servers,
set Number of
Network Devices count
to 2000 in Sizing Guide.
@ NOTE: This
configuration is
required for
monitoring Dell
devices that are
mentioned under
Device count

column.

Yes For minimum hardware 3 Each Proxy MS can monitor
recommendation for MS, maximum of 250 devices in scalable
DB, and the number of mode and each Management Server
Management Servers, can be connected to maximum of 4
set Number of Proxy MS. For configuration of Proxy
Network Devices count MS, refer Table Proxy MS Virtual
to 2000 in Sizing Guide. Machine Configuration.
()| NOTE: This

configuration is
required for
monitoring Dell
devices that are
mentioned under
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Device count
column.

Detailed

<=120

No

For minimum hardware
recommendation for MS,
DB, and the number of
Management Servers,
set Number of
Network Devices count
to 2000 in Sizing Guide.
@ NOTE: This
configuration is
required for
monitoring Dell
devices that are
mentioned under
Device count
column.

NA

NA

Yes

For minimum hardware
recommendation for MS,
DB, and the number of
Management Servers,
set Number of
Network Devices count
to 2000 in Sizing Guide.
@ NOTE: This
configuration is
required for
monitoring Dell
devices that are
mentioned under
Device count
column.

Each Proxy MS can monitor
maximum of 30 devices in detailed
mode and each Management Server
can be connected to maximum of 2
Proxy MS. For configuration of Proxy
MS, refer Table Proxy MS Virtual
Machine Configuration.

Scenario 2: Devices discovery using Dell EMC OMIMSSC (iDRAC, Chassis, Network Switch)

Dell EMC devices are discovered as iDRAC, Dell EMC Chassis, or Dell EMC Network switches in Dell EMC OMIMSSC console. The
inputs are provided in the Dell EMC OMIMSSC console and during discovery, the IP address range is provided and appropriate credential
profile is associated with the job.

Scalable 600 to Yes For minimum hardware |3 Each Proxy MS can monitor
multiple recommendation for MS, maximum of 250 devices in scalable
1000+ DB, and the number of mode and each Management Server
Management Servers, can be connected to maximum of 4
set Number of Proxy MS. For configuration of Proxy
Network Devices count MS, refer Table Proxy MS Virtual
to 2000 in Sizing Guide. Machine Configuration.
@ NOTE: This
configuration is
required for
monitoring Dell
devices that are
mentioned under
Device count
column.
Detailed 120-300 Yes For minimum hardware 4 Each Proxy MS can monitor

recommendation for MS,
DB, and the number of
Management Servers,
set Number of

maximum of 30 devices in detailed
mode and each Management Server
can be connected to maximum of 2
Proxy MS. For configuration of Proxy
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Network Devices count MS, refer Table Proxy MS Virtual
to 2000 in Sizing Guide. Machine Configuration.

()| NOTE: This
configuration is
required for
monitoring Dell
devices that are
mentioned under
Device count
column.

@ NOTE: To achieve higher scalability numbers, you can do a horizontal scaling of Management group as per the Microsoft

Sizing guide. Every Management group requires a new OMIMSSC appliance.

Table 7. Proxy MS virtual machine Configuration

Components Proxy MS Configuration
CPU Cores 8
RAM in GB 32

Mandatory Prerequisites:

1.

14

Ensure that you do the following registry settings on each of the Proxy MS. Perform the below steps:
After extracting the OMIMSSC_7.1.0.A00_SCOM.zip file, perform the following steps:

a. Copy DelEMC-SCOM-Agent-Registry.reg and DellEMC-Proxy-MS-Configuration-Script.ps1 files from the unzipped
location on each of the Proxy MS machine in the same directory.
b. Run the DellEMC-Proxy-MS-Configuration-Script.ps1 from the PowerShell command prompt (with administrator privileges).

@ NOTE:

+ The script stops the agent health services, takes a backup of current registry values in the same directory path.

+ The required Registry Key changes are implemented on the Proxy MS. Refer to the table below for registry
configuration on Proxy MS

+ Microsoft Monitoring Agent Health Services are started.

Registry Path: "HKLM\SYSTEM\CurrentControlSet\services\HealthService\Parameters"

Table 8. Proxy MS Registry Configuration

S.No. Registry Configuration

1 Set the Persistence Version Store Maximum Registry Path to 131072.
2 Set the Maximum Global Pending Data Count Registry to 20408.

3 Set the State Queue ltems Registry to 20480.

4 Set the Persistence checkpoint Depth Maximum Registry to 20971520.

®| NOTE: For more information about the registry key settings, see https://blogs.technet.microsoft.com/.

Using Registry Editor incorrectly can cause serious problems that might require you to reinstall the
operating system.

NOTE: The above sample script is provided to simplify configuration of the above required settings on the Proxy MS.
Dell EMC does not officially support this script.

The Microsoft public hotfix https://support.microsoft.com/en-us/help/4481376/must be applied on each of the Systems Center
Operations Manager Servers and on every Proxy MS in the Scalability setup.
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NOTE: On the Proxy MS, locate SnmpModules.dll in C:\Program Files\Microsoft Monitoring Agent\Agent
\SnmpModules.dIl.

Recommendations:

Here are few recommendations that are taken care of for Proxy MS:

1. You can check for number of devices that you want to monitor and create Proxy MS accordingly. Each Proxy MS can monitor
maximum of 250 devices in scalable mode or 30 devices in detailed mode.

2. Maximum number of Proxy MSes that can be added to a Management server is less than or equal to four.

Symmetrically distribute the Proxy MSes across all the Management Servers in the resource pool.

4. Ensure not to overload Management Servers by adding more number of proxy MS. The safe limit for a Management Server is to
monitor maximum of 1000 devices in scalable mode or 60 devices in detailed mode via Proxy MSes.

o

When you add Proxy MS in the Operations Manager group Dell ProxyMSGroup, perform synchronization to apply the required
configuration changes in the Proxy MS agent. For more information, see Synchronizing Dell Proxy MS with OMIMSSC and
adding ProxyMS to DellProxyMSGroup in Dell EMC OpenManage Integration for Microsoft system Center Version 7.1.1
Operations Manager User's Guide.
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About service pack updates

Once OMIMSSC is released, it is required to share any critical defect fixes or feature additions that are available as an upgrade to the
existing Appliance. You can update service packs and other updates for the OMIMSSC Appliance operating system and OMIMSSC.

You can place the service pack files directly in any HTTP server and use the service pack files for updates.
You can incrementally apply these service packs; however, once applied you cannot roll them back.
The service packs are cumulative, that is, the latest service pack has fixes from all the previous releases.

Service pack updates can be applied using two methods :

1. Update using offline package.
2. Update using https://linux.dell.com/.

To apply the service pack updates using offline package, perform the following steps:

Download the service pack from the Web. For more information, see https://www.dell.com/support/.
Check the list of prerequisites for service pack updates. For more information, see Installation Prerequisites.
Copy the downloaded service pack update to repository. For more information, see Copying service pack updates to repository.

Provide the repository URL information in OMIMSSC admin portal. For more information, see Providing repository URL information for
service pack updates.

B. Install the service pack updates. For more information, see Upgrading and installing service packs.

Ao e

To apply the service pack updates using www.linux.dell.com, perform the following steps:

1. Provide the repository URL information in OMIMSSC admin portal. For more information, see Providing repository URL information for
service pack updates.

2. Install the service pack updates. For more information, see Upgrading and installing service packs.
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Adding Proxy MS to DellProxyMSGroup and
Synchronizing Dell Proxy MS with OMIMSSC

O N O g b o

During enrollment, a group that is named DellProxyMSGroup is created. Proxy management servers that are discovered in Operations
Manager as an Agent Managed Windows computer, are required to be added to the group DellProxyMSGroup into the Operations

Manager, and perform synchronization of Proxy MS with OMIMSSC.
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@l NOTE: Ensure that you install Operations Manager Agents on all Proxy MS before performing the below steps.

To add the DellProxyMSGroup, perform the following steps:

1. Discover the ProxyMS virtual machine as an Agent Managed Windows computer in Operations Manager. For more information, see
the Operations Manager documentation at technet.microsoft.com.

After enrollment in OMIMSSC admin portal, log in into the OMIMSSC console.

Select Authoring > Groups. Select the DellProxyMSGroup from the group list.

Right click DellProxyMSGroup and select Properties from the drop-down list.

Select Explicit Members tab and click Add/Remove Objects. The Create Group Wizard-Object Selection wizard is displayed.
Select Windows Computer form the drop-down menu of Search for list, to be a part of this group and click Search.

All the Windows computer that is discovered in the Operations Manager is displayed in Available items.

Select the Proxy MSs and click Add, and then click OK in the properties wizard.

O NS NN

@ NOTE: After adding the Proxy MS to DellProxyMSGroup, you need to disable the iSM discovery that is run on proxy
agent and to suppress the event ID 33333 from getting regenerated.

Select Authoring > Management Pack Objects > Object Discoveries.

In the Look for field, search for iSM.

Select Discovered type: Dell Sever > Dell Sever Discovery.

Right click Dell Sever Discovery and select Overrides > Override the Object Discovery > For a Group.
The Select Object wizard is displayed.

Select the DellProxyMSGroup and Click OK, that will deactivate the iSM discovery on Proxy MS.
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In the Monitoring pane, select Dell EMC OpenManage Integration Views > OpenManage Integration Dashboard.
Log in to the Dell EMC OMIMSSC in the Operations Manager.
Click Monitoring and select any of the devices, and then click Synchronize with MSSC.

Before triggering the device discovery, ensure that the Sync task is completed and look for Process to retrieve all Management
Server Completed message in generic logs. For more information, see Viewing Jobs.
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Upgrading from previous version of Dell EMC Server
Management Pack Suite to Dell EMC OMIMSSC latest
version

While upgrading to the Dell EMC OMIMSSC latest version from Dell EMC Server Management Pack Suite version 7.0, perform the
following steps:

1. Set up the OMIMSSC appliance by deploying the .vhd file onto a virtual machine on a Hyper-V.
2. Perform enrollment of the Operations Manager in the OMIMSSC. Wait for few minutes until the management packs are upgraded.

®| NOTE: To plan the number of Proxy MS that are required, see Introduction to Proxy MS.
@ NOTE: The supported number of devices on a Proxy MS is 250. For more information, see Configuration planning for
Management Server and Proxy MS with deployment scenarios for supported scalability.

3. Launch the Dell EMC OpenManage Integration Dashboard and perform Synchronize with MSSC from the respective device
view to synchronize the devices that are discovered in the Operations Manager console. For example, to synchronize the SMASH
devices that are discovered in Operations Manager, go to the Server View in the Dell EMC OpenManage Integration Dashboard
and click on the Synchronize with MSSC button. A Synchronize with MSSC operation also synchronizes the Proxy MS details
that are added to the DellProxyMSGroup. For more information, see Adding Proxy MS to DellProxyMSGroup and Synchronizing Dell
Proxy MS with OMIMSSC and Synchronizing Dell EMC devices with enrolled Operations Manager in De11 EMC

OpenManage Integration Version 7.1.1 for Microsoft System Center for Operations Manager (SCOM)
User's Guide.

Ensure to add the required number of Proxy MSes when you want to scale to large number of devices.

@ NOTE: Ensure that the Dell CMC login Account profile has been associated with the Run As Account for Dell Modular
Chassis.

NOTE: Performance metrics that are generated from Dell EMC Servers and Rack Workstation Monitoring feature that is
discovered through the WSMAN protocol in the 7.0 views are not retained.

®

28 Operations Manager& Dell EMC Server Management Pack Suite A X|



HH 6.3 3 0] H{FE 0| FE0|E

Dell EMC Server Management Pack Suite 6.3 0|5t {0 M 7.1 0| & A2 = A2 0|E= X| A& X| YSL T

Operations Manager 2012 R20j|A| Operations
Manager 2016 O| &/ = Y0 =

System Center Operations Manager 2016, System Center Operations Manager 18071, System Center Operations Manager 1807 &&=
System Center Operations Manager 20192 1 12{|0| E8}| = 7| & Dell EMC Server Management Pack Suite2| 7| % x*Eoﬂf gdgs
O|X|X| @& L|C}. Operations Manager 2012 R20{ Al Operations Manager 2016 0|42 2 2|0 =0f Cist XbA| 5t '—H
Technet.microsoft.com/en-us/system-center-docsS XM A| L.

Operations Manager 0| HHH o] 2{12j|0| E

Microsoft 7tO| Z.0f [t2} O™ B M 0| A Operations Manager2 10| E% = ASLICH X[ JEl= FO0|E AlLIZ|2E
Microsoft System Center AHME EXRSIMA| L.

Operations Manager 2012 SP10{| A| Operations Manager
2012 R2E ¥ 12{|0|E

Operations Manager 2012 R222| 12| 0| =& 7|&E Dell EMC Server Management Pack Suite2| £& % 7|
Ct. Operations Manager 2012 SP10{| A Operations Manager 2012 R2Z22| & 12| 0| =0f CHS XtA| 3t L &2
technet.microsoft.com/en-us/library/dn249707.aspxS & T35l A| 2.

olr
mjo

of ¥ Fxl Asl

Operations Manager 20120{| Aq| Operations Manager 2012
SP1Z ¥ayo|=

Operations Manager 2012 SP122| & 12{ 0| =& 7|E Dell EMC Server Management Pack Suite2| £& X 7|
C}. Operations Manager 20120{| Al Operations Manager 2012 SP12 ¥ 12{|0| == g Of| Cist Xt 8t LHE
technet.microsoft.com/en-us/library/jj899854.aspxS & T3l A| 2.

of gre 71 Yl

rlo ol

Operations Manager 2007 R20{| A| Operations Manager
20122 ¥ 0|=

Operations Manager 2007 R20{| A| Operations Manager 20122 2|  12{0| =0f Ci st XA 3t LH-8 2 technet.microsoft.com/en-us/
library/hh476934.aspxS XTSI A| L.

LE: 7|5 22| YAS 27t A Ho| £+FE2 2 XHE ST E 312 H Operations Manager 20122 A 12|0| =3 30f| R E 22| A
HE CHAl A|ESHY Al 2.

Dell EMC Server Management Pack Suite2| =t
=4 ALE

23 FMHE A SHH Dell EMC Server Management Pack SuiteS A X|ot= S0t 2 Met = Q= X RE ZR 218 =
ct.

o>
i

1. YH2 AT AKIM pe11 EMC Server _Management Pack.exe ot Mgt
Dell EMC Server Management Pack®| A| &} &} 30| EA| g L|C},
2. O3S SEEHCL

=2"-
Z22% Qx| K4 2010| EAIGLIC
5 ®TE M™SlD [hgg S

Operations Manager& Dell EMC Server Management Pack Suite & X| 29


https://docs.microsoft.com/en-us/system-center/scom/deploy-upgrade-overview?view=sc-om-2019

ZE0Y 27 FH| 200| TAIG L
4. 4xE 2L,

R BhB10) HX RWSO0| EAIZLICE HX|7H FEE|H UK 7 FREIQASLICHSHBO| BAIFLICH
5. OH8lS S2guct,

®| cHojEe =23 FI/HAHE SHME 5 SHE MHEE + SLICH

Dell EMC Server Management Pack X| 74

Windows Control Panel2 0| &3} 7Lt Dell EMC Server Management Pack .exe Tt 2| H|H 24 & AM238}0] Dell EMC Server
Management Pack2 MAE = A& LICH

Operations Manager =&2 Ol Z2I0|HA0 SEL W S5 =
M3t L8 -2 Operations Manager 2& S5 F A8 FXSHUA

£ 310 Dell EMC Management PackS MAE == Q& LICH X}

.exe I} S A5} Dell EMC Server Management Pack A|
7

exe ot
1 OI-

m|5

AHESH0] Dell EMC Server Management Packs M AH 32 CHS S s3SI A2,

ﬂJlO

Sl M|t /X0 M De1l EMC Server ~Management Pack.exe o= gf’é"@'—“:f-
Dell EMC Server Management Pack2| A&+ 313 0| T A|El L|C},
2. Ct22 2L
3. MAHE et g2 SO
Z2 W M[AH ot HO| ®mA|E LT
4. HAHE LI}
Dell EMC Server Management PackO| X|7{ & L|C}.
- E: Dell EMC Server Management PackS | 7{5t™ Operations Manager®| M 7} 2 22| 0| X|7E L|C}. Operations
Manager0j| A 2| =2 X|#H3}2{™ Technet.microsoft.com/en-us/library/cc974489.aspxs HESHHA L.

<

|[LI [U|0

Windows Control Panel2 A2 6}0{ Dell EMC Server
Management Pack M| 7

Windows Control Panel& AF&3}0] Dell EMC Server Management Packe K| AHste{ M Ct22 =3 2tL| Ct.
1. MZE > Hojg s T2 HAHE SELCt

2. Dell EMC Server Management Pack= 0t A QEZ Gt 2 S 25t HAHE SeletLCh

3. MHZZMAE 2A=sta{H ot XA E IHE L f

£ 9 £ 7|8 K| BLUEHE BELEYSGES
Operations Manager /8

System Center Operations Manager 2012, System Center Operations Manager 2016, System Center Operations Manager 1801, System
Center Operations Manager 1807 EE+= System Center Operations Manager 20190 A E34 Sl E&4 7|8t & X| B L|EHE 2L H S H,

1. Operations ManagerE A3 st #a2|E Sa/gtL|ct
2. 2| H0|M RunAs 8- T2 HE 0|S¢THL|CH

3. A8 JHs8 Z2E 22014 SNMP BLIE Y AYS 0to A 2%tz 22stn 42 2

A7) SpHO| EA|EL|CY,
4. CI&2 2L

Run As Z2 Q| At £4d XY 2t HO| HA|E LT}
5. Ct2S 2L

Run As A’ 2t™O0| ZA|E L|C},
6. F7tE LT

30 Operations Manager& Dell EMC Server Management Pack Suite A X|



Run As A8 37} =t 0| EA[FLICH
7. RunAs A8 EELR S50 HRLIE| ZAE

mjo
x
m
Ot
k=)
0
>t
mjn
N
=
o
-
il

oM A 2.

LH82 OIS Run As A8 HZ S BXSUAR.

SNMP 2 L|E{ &= 2|5l Run As AI’d M/d

1. Operations ManagerE & ¥{st #a| & S2lgtL|ct
2. 2| H0|M Run As T+ > A HOZ 0| 58L|Ct.
3. HA™ES OIRA QEZ CHEZ 225l Run As AIY MM S ZalstL

A7 HHO| FA|E LCE
LE:HES3A 2L EYZ 25 Run As A7 ‘H/d0] st XtA| S LH 8 2 technet.microsoft.com/en-us/library/
hh212920.aspx2| Microsoft TechNet AlO|EE E X sl A| 2.
4. Cf22 gL}
Ut £ HO| mA|ELICH
5. RunAs 418 8 EELI2 E50|A HRL E| 2XIBS MEigL|CH
6. HEA| O|F HAE MXtof| HRLIE| 2XtLE 0|2 YHstn Ct22 ST L|CL
7. ARLE| 2X1E HAE MXt0) F&st AHFLUE 2A4ES Yot OhgE SagL o
HiE B OF Sl HO| HA[E LICE
8. HOtFE U2 .0E AIYH ARHO XIS2EXH SHS H
9. OpHALZL 2t &M ©I|E SagtL| )

= 10d
C}= Run As A|IHHZ
1. EY U EF 78 &K ELEE ZLIE &S EZE Operations Manager 72| 1~6THAE [TEMUA| L,
2. RunAs A8 F7} ot HOi|M, MESEl S22, O &, £ WM S8 S MEIRL(CE
3. A > MEHZ ST}
SofA ZM ol HO| mA|ELICH

Operations Manager0j| &%t Microsoft 8 EME H X6
4. HE J|E (M) HAE Mo S2fA 0|52 YHETL|CH FA
EMC DRAC/MCE 2 H#%fL|C},
5. dMZ gL}
6. AH8 75 &= of2o| M FUIote = S22 E MEgL o
7. =eolg FalghLct
8
9

i
o
3
o>
=
il
mo
>

== =2 T
Run As A8 371 2t 0 A, 2HolS S =L
. BE|5H7| Hote 24t Yol S A0 Tl THA 2 ~ B 85 BHEELICE
10. ¥FS S= L
1. OFEARZE 22 E|H B S S ELCH

=

Operations Manager& Dell EMC Server Management Pack Suite 2 X|

LE: HRLE| X1 Run As A|H0| 2= A2 M/ dRLICL XtMIg L8 2 sSNMP 2L E{E S 2|6l Run As A7 4

= E: 0{2] 72| Run As AE S AL83I0] X E HMT B0 = 2 BRI E oS Run As A3t A ZsHOF BHL|CL XEA B

LE: HRLUE| EXIE Run As AE 2 71X & D1t HEY = ASL|CL XtM|TH LI 2 technet.microsoft.comOi|A{

&40f 2t Dell EMC A{H, Dell CMC/OME-M == Dell

Xt
(=]

31



7
Dell EMC 7|5 Zt2| CHA| B E

O] 4 40i M= Dell EMC 7|5 22| CHA|EEE A8 ZLIHE 7|sS AX], 120[= X MAHSH= Lo CHo 2Lt
Dell EMC 7|5 2| CHA|EEE M85 ZLIHE 7|52 Operations Manager £ 7t 2 7{ L} Operations Manager 2| ¥ 7} X 27|
OFEALE AFESHY BLHE 7|5 22| WS 712 5= ASLICHL ZLHEHE 7|52l 15 M&E =S ?I5H Dell EMC 7|5 2| CHA|
HEE MY £ USUCH RtMlst LI 82 siDst= ZLIHE 7|5 Ot 2| Dell EMC 2L EE 7|5 HYU S EASIHMAIR.

FH:

Del EMC 7|5 2| LA 2=
Operations Manager2 22| 2 7} 2 7|

Dell EMC 7|5 &t2| CHA|E E

Dell EMC 7|5 2| CA| 2 E = Dell EMC Server Management Pack FE+= Dell OMIMSSC O Z 20| 1A S AFR3|0] CHFSH Dell EMC
PowerEdge A1H{, PowerEdge Storage Spaces Direct Ready Node, Dell EMC Precision 2, Dell Remote Access Controller(DRAC), Dell
EMC HIES3 AL[X|, Dell EMC OEM M H{ % Dell EMC A§ Al (PowerEdge FX2 Z %), PowerEdge VRTX, PowerEdge M1000E,
PowerEdge MX70002 Z &5t Dell EMC HA|E 2L HESH= 2L EHE 7|52 +d2 fItt 7|s2 M3t

Dell EMC A{H{ & 24 QIS AE|O|M BL|EE 7|5

Dell EMC A{H 81 2 QI3 AHO|M ZLIH I (E0JHMA ER) 7|5

DRAC ZLIHE 7|5

Dell EMC MA| ELIHE 7|5

Del EMC MA| 2E2{ Afb| &2t 2A 7|5

Dell EMC HER|T AKX ZLIHE 7|5

Dell EMC 7|5 #2| CHA|EEE AMESHA 2ZLHY 7|52 7t 21 Y2 0| =8t MAEY & ASHCL

Dell EMC 7|5 Zt2| CHA|EEE A5 2 LIEE 7|5 71X
27|

Dell EMC 7|5 #2| CHA|EE0| A & A8 7H5 8t Dell EMC Server Management Pack 2 L|H & 7| 9 Dell EMC OMIMSSC O{ & 210|
AL 7152 oI5t £ 7|50l Zash 22| Wo| JHMR 7|, A 0|, A AHE 22 +HE =8 Y = UELICH

e

£ A M X|(Operations Manager 20120f] 24tz 2| A A & 30| A& Dell EMC Server Management PackO| A X[ &l &2| MHII 2 E
7|5 #e| 2EE AR MM MERFE LT}

o= =
EUHE 7[sE 7228 O3 T E TEHAIL.

1. Operations Manager &2 A|&tgtL|Ct,
2. HM oM BLIEYS 2L CH

o= o =]

3. BLE{Z > Dell EMC > Dell EMC 7|5 &2| CHA| 2 E S SHEFetL| O

32 Dell EMC 7|5 #2| CHA|EE



© ©® N o

Menitoring

[22] collection Servers
E Synchronization Performance

Drell EMC
I Dell EMC Feature Management Dashboard

I+ | Dell EMC Alerts Views
4 | 5 Dell EMC Diagram Views
Dell EMC Chassis Management Controllers Group
Dell EMC Camplete Diagram View
Dell EMC MetworkSwitch Diagram View
Remote Access Controllers Group
F] r:_-g Dell EMC Chassis Diagram Views
Dell EMC FX2 Chassis Diagram View
Dell EMC M1000E Chassis Diagram View
Dell EMC MXT7000 Chassis Diagram View
Dell EMC VRTX Chassis Diagram View
[ E Dell EMC Rack Waorkstation Diagram Views
4 | 5 Dell EMC Server Diagram Vievs
Dell EMC Madular Systems Diagram View
Dell EMC Monolithic Servers DiagramView
Dell EMC Sled Servers Diagram View

—m

J3. 2L EHE E

Dell EMC 7|5 &2| CHA|EE *01IA1E K=l Del EMC 2L HE 7|&, A AHE 52

S
2l = = =L C FIRE ZQ3Eo|MA ZES 2 4= QSL|C}
o — = =2 = .
& penemc MG-PATHAIK - Operations M - 8 X
Fie fdt View Go Tosks Tooks Help
sewen~ 8 sope [P (10| @
Monitering <+ Dell EMC Feature Management Dashbosrd B
(2] active sterts ~
[12] A Evert View Feature Management State ()
4 ol |
lk.:cuu-mo Performance Quoskfor | EindNow  Clear x
47 Collection Servers.
e synchronization Performance Feature tame. - Desogson Monitornglevdl  InUse V.. Avalsble... TotsiNode Count ergedF..
2 GG omenc chassis Modular Server Cormelation Pertom conelation between DellEMC Chagsis an_. Full Festure 710 1 H e N e M ble Mo
~ 1 Monitor Dell EMC chassis devices Le, CMCs ang .. Scatable Feature 710 i z o,
3 O EC Al View: Dell EMC Network Surteh Mondring ionitar Del EMC Hebwark Switch Devices Sealable Festue 7,10 1 ' ot Applicabl Ho.
# (3 DREMC Disgram Viers BRAC Monitaring Monitor Integrated Dell EME remete sccess devic.. Full Festwe 710 2 o 0 Ho.
<] Dell M Chassis Mansgement Cortroliers G Server ang Rack Werkstation Mantoring Powercae ang e 2 o Notsgpiadle  Notippicaie o riot ppiican
(&l peingnc comptete Disgram View Powertdge 10 1 : 2 hitps/10086.2.. Yes Disabled
(5] Dell EMC Network Switch Diagram View
(%] Remote Access Controllers Growp.
# (g Dell EMC Chassis Disgram Views < I —————————" >
] DenEMC 2 Chassis Disgram View
] Dl EMCIM1000E Chassis Disgram View
5] DMERICHIXTO00Chissis Disgran Viw Feature Management Alerts () Feature Management Tasks (1)
<) DENEMCVRTX Cassis Disgram Vi
= o 5 lon Sowce @ Home Resslaton Sate _ Creaied e TockHame. ScheddeTme = SbritiedBy  TackTargel Clocs  Category =
& DellELC Rack Workstation Disgram Vites o ,, g
P et + Seveity: Information @) Success  ImportDRACM.. 10372013 1185.. SCOMDEVOAG. DelEMC DRAC.. Operations 2
. D SeverandRack.  DelEMCFMP License Information - DeEML.. New 1032018 11 T
] DI EMC Monoltric Servers Disgramvies (RIS T Dell EMC FMPFesture Mansgement Usage .. New 103720182 &
<] Dl EMCsiea Servers Disgram View
3 DellEMC OpenManage Inegntionviens
3 Dl EMC Pertormance ana Pomer Moritoring Vites
4 (5 DANEMC StateViews
DellENC Chassis State View
DellENC NietworkSatenstate View "
P |« > < >
< >
Snow or Hige Views..
. Detail View ~
Hewvien »
Dell EMC Monitoring Feature properties of Chassis Modular Server Conrelation A
B Menitoring =]
Display Mame Chassis Modular Server Correlation
7 Aurthoring Full Path Hsme WH.PATHAI s orrelation
= Feature Name Chassis Modulas Server Comelation
L Administration Perfonm Chassis and Dell EMC
Full Festure
[ My Wokspsce e
. sion T v
Totai Node Count ot Applicable

2 4. Dell EMC 7|5 2| CHA|EE
XSt = BLHE 7|2 MERELCE
by

o= T
£t & Of2H 0| A Dell EMC 2L E{ ™ 7|5 A S SHASHL|CH

Dell Monitoring Feature Tasks ~

13 5. Dell EMC 2L E{& 7|5 =t

Jl5e JtH e stee SR

XtQl A% SH 0| A AP HOIEl Run As A AL S40| MEE(0f YEX| SOIBHLICE
usg see

Qo] HEMOoZ SR E|H B|2 St

Dell EMC 7|5 Zt2| CHA|EE

4 DL

33



|, Task Status - Import DRAC Monitoring Feature - O x

@ Help
Thetask completed successfully.
Task Status Task Target
@Import DRAC Monitoring Feature Success drac monitoring
Task Output | 52 Copy Text 5 Copy HTML
SuLnEy Uy, SLUML LRI L gL
Run As: A

Run Location:
Target:
Target Type:
Category:

Dell EMC DRAC Monitoring Feature [not installed)
Operations

Task Qutput:

< >

You can close this dialog atany time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task status view.

236 59y
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Upgrading Dell EMC Monitoring Features using Dell EMC
Feature Management Dashboard

Launch the Operations Manager console.

Click Monitoring.

Click Dell EMC > Dell EMC Feature Management Dashboard.

Select the monitoring feature you want to upgrade.

Under the Tasks pane, expand Dell EMC Monitoring Feature Tasks.

Click the upgrade task you want to perform.

On the Run Task upgrade screen, select Use the predefined Run As Account option.

Click Run.

A CAUTION: If there are any dependencies or associations that has to be overridden, which results in data loss, the
task fails with the appropriate message. To proceed with the task, click Override and set the AutoResolve Warnings/
Errors override to True. For more information, see Dell EMC Feature Management Dashboard task fails.

© N oSNNS

9. After the task is complete, click Close.

During the process of upgrading, all overrides; any customization to discovery, unit monitors, and rules from previous versions of Dell
Server Management Pack Suite are carried over to the Dell EMC Server Management Pack version 7.1 and later.

Table 9. Customizing Dell EMC Monitoring Features using Dell EMC Feature Management Dashboard—Scalable vs Detailed

Features Scalable Detailed

Dell EMC Server and Rack Workstation
Monitoring

Inventory and health monitoring at server
and component group level.

Detailed inventory and monitoring of the
following components: memory, processors,

34 Dell EMC 7|5 #E2| CHA|EE




Features

Scalable

Detailed

sensors, network interfaces, storage
controllers, disks, and volumes. BIOS
information is also shown.

Dell EMC Server and Rack Workstation
Monitoring (Licensed)

Inventory up to individual components.
Health monitoring at server, Rack
Workstation, and, component group
level.

Inventory and health monitoring of
individual components.

View metrics for power, temperature,
network interface cards processor,
memory, Computer Usage per Second
(CUPS), the PCleSSD wear level, and
|O performance metrics.

Dell EMC Chassis Monitoring

Chassis inventory
Chassis slots summary
Health monitoring of chassis

Inventory and health monitoring of individual
chassis components.

DRAC Monitoring

iDRAC inventory
iDRAC health monitoring

Not Applicable.

Dell EMC Chassis Modular Server
Correlation

Correlate Modular servers with Chassis—
view inventory and health from chassis up
to components inside the Modular server.

Not Applicable.

Dell EMC Network Switch Monitroing

network switch inventory
Health monitoring of network switches

Inventory and health monitoring of individual
network switch components.
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Software requirements

Table 11. Prerequisites for Software

https://docs.microsoft.com/en-us/system-center/scom/release-build-versions-2016?

2! Operations Manager 20122| &% technet.microsoft.com/en-us/

Software

Purpose

(Optional) DRAC tools from OpenManage Server Administrator
(Server Administrator)

To inventory and monitor Dell EMC Server and Rack Workstation’s
iDRAC and its NIC.

(Optional) Dell License Manager (for iDRACY or later systems only)

To launch Dell License Manager console, deploy licenses and
collect reports; install Dell License Manager on the management
server. For more information, see Dell License Manager User’s
Guide at dell.com/support/home.

(Optional) OpenManage Power Center

To launch Dell OpenManage Power Center console. To monitor
and manage power consumption, and temperature in the data
center using the Operations Manager console, install OpenManage
Power Center on the management server. For more information,
see Dell OpenManage Power Center Installation Guide at
dell.com/support/home.

(Optional) Baseboard Management Controller (BMC) Management
Utility

To run the Remote Power Control tasks or the LED Identification
Control tasks on Dell managed systems.

@ NOTE: Access DRAC tools, OpenManage Server Administrator (Server Administrator), BMC Management Utility, and
Dell License Manager from Dell Systems Management Tools and Documentation media, or download it from dell.com/

support.
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Management Server Action Account (MSAA)

Table 12. MSAA privileges

Feature User Privilege
DRAC discovery and corresponding DRAC console launch Admin or Power user.
Clear ESM log Admin or Power user.

Alternatively, if the MSAA has normal user privileges, operators
can, instead of selecting Use the predefined Run as Account,
enter task credentials with Power User (or higher) privileges to run
the Clear ESM Logs task.
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Management Server (MS) requirements (Optional)

Table 15. Optional software requirements

Software Purpose

Dell License Manager (for iDRAC7 systems only) To deploy licenses and collect reports from the management
server. To launch Dell License Manager console, install Dell
License Manager on the management server. For more
information, see Dell License Manager User’s Guide at dell.com/
support/home.

Dell OpenManage Power Center To launch Power Center console, install Dell OpenManage
Power Center on the management server. For more information,
see Dell OpenManage Power Center Installation Guide at
dell.com/support/home.
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