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s
3
AEBSHRIE Secured Component Verification (SCV) LARTERSR TR REFRIRFERK.
R
Secured Component Verification

Secured Component Verification

Secured Component Verification (SCV) B—f it RAHFIE= 5, 1HEREBIIESILEIR PowerEdge IRSZBEB ST £ rIIRSEE
OChE, ATIEAM, BERBEIRPEMRESE—RSFAM D BEEFR, WIFHAE Del T) T8, HIFMHE SCV MR
FREEERAY IDRACY AR, SCV NIFFIEFFSIRYE SCV IE RIS R R R EM.

ZN RIS AR — D IRIEIR S, FRGARERY SCV IEBRRIRSMILEAA LSRN, Ly, BERSEIBIEBHISERLAR
iDRACY SCV FATRRIIIBIERR, HRISLHESHSERANER, T8 VAR @b ERIER.

Secure Component Verification (SCV) iz FRf@REHTIA TR INEE :

e 1BiT RACADM T&; iDRAC F7Zf&HY SCV IE, FHIEIIE SCV IERFIMAHA,
IIES SCV IEPHRY SCV ANMABIXTAY SCV FALH.

WERFNHRIRRSM, 85F TPM EKIERFAIS.

BUIRARREMS SCV IEBHRIERESMEITHER, &1 TPM EK FHIS.
PRV B AT B IR SMERERIS MR "ARITE .

iE: SCV REWIEEIMKIRO, £E8 NPAR/NPAReP RRIRSH, SoiEfT SCV MARRRE, AEBREEE(.
iE: FEiB1T SCV M AEFZ A, WIRERRE TPM,

iE: SCV A3Z#F InfiniBand F0Y¢£HEIE (FC).

i R AEERERSIRIRS R, YRGB T SCV MAER.

iE: EIB1T SCV NFEfERF 2RI, NITEREIMLERFHAY FlexAddress,

E: ANSRAIERFD IDRAC USB im 4 FZRIRE, W SCV IEEEM.

i*: 1EE1T SCV IIEZ A, FRRSM IDRAC B{EalEth iDRAC O RSS2 MM TR E2E, BUNSESE SCV 4R
ERERIIEIE.

RFEK

CHCHCHCHNCNCHC NI

ES] 235
XM ER R WInPE 10.x 1 Red Hat Enterprise Linux 7.x
iDRAC T EfRA& iDRAC T& 9.51 f{l&E=RA,
(D|i*: £ IDRAC TE, SCV 25 RACADM 1 IPMI TESFF
B3 S7 N FAE RS
iDRACY hra~ 4.32.10.00 FIEShRA
LY EER T2 Python 2.7 #1 OpenSSL
FEE iDRAC iFHJIE Secured Component Verification FaJ3IE
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AEOIRMEEXRUTHBHNER:
E5a:

BUF2 1SO BY&LAER WiInPE 1517 SCV
18 SCV IRNINEIBEN SO &R

15 RACADM iAI0Z! 1SO BR{&

£ WIinPE _EizfF Scv

Y{AJfsEA WinPE 188 SCV HE

832 1SO BMRLAER WinPE =13 SCV

EOIFER 1SO By LUER WIinPE IE1T SCV, BHTIA TR E:

1.

N

N

M https://www.dell.com/support R FBEENTEFFI FEIE & iDRAC TH,
®| i¥: SCV 7£ IDRAC TEHRA 9.5.1 siEShRA L34,
. HREERZFP WInPE 10.x 22 Windows ADK F Windows PE ADK JN&kIR., B FaFtsEscit, BHEE https//

docs.microsoft.com/en-us/windows-hardware/get-started/adk-install,

. 79 DRAC THIETEMEG RERX, AR LRRERS R EERIFOAE.
@| it B NHEREEERNE, BREREEFARFERIC ANk, AR B TIRERRESE.

: %Ebiﬁ{gﬁn—?ﬁ#ﬁﬁi@ﬂﬁl?ﬂ%ﬁ#ﬁ%ﬂﬁﬂﬁ’ﬂfﬁﬁo (R SRR TS 4 (WinPE10.x_driverinst.bat) LABIZERAI5|S:
ISO BR{&,

B Administrator: C:\Windows\System32\crmd.exe =) O X

1: Bl A SIS THE IS

5. FRINOIEER I1SO BYSSS, FTFHEREFR “WINPE10.x-%timestamp%” BIERAISIIESE, LA 1SO s,
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6.

B Administrator: C:\Windows\System32\crnd.exe — (] *

Computing di

Image file is 5

WINPEl1® = 2826 813 DellEMC-iDRACToo]

2: IRIACREINEUEE 1SO BME
fEFRLL 1ISO MYSTEERSS 85|15 SCV IR,

}& SCV iRIMEIBENX 1SO IR{g:

I8 SCV RINEIEHNBEREN 1SO MR, iBHATLATERE:

1.

M https://www.dell.com/support R FIEENTEFFI T EIRE M4 iDRAC TH,
@| i%: SOV 1E IDRAC T ERAS 9.5.1 SEREIRA L2345,

HHREEZRFZTS WInPE 10.x L2 Windows ADK 1 Windows PE ADK fINEXIR, EREHFALESM, BHEE https://
docs.microsoft.com/en-us/windows-hardware/get-started/adk-install,

73 IDRAC TRIZITERERER X4, RERERERG SHREREIFIACIE,

®| i EEHRBEREENME, SRENEHEEFERDCUNIISUGE, AR RERERREYS.
BUATXEEEFIZIBEN 1SO BYSHAIHERN 4 TER :

a. scvE X:\Dell

b. Toolkit\Python27, Toolkit\TPM, Toolkit\OpenSSL £ x:\Dell\scv

c. Toolkit\DLLs £ X:\windows\system32

SHMMHE, ERHS set

PATH=%PATHS;X:\Dell\scv;X:\Dell\scv\Python27;X:\Dell\scv\openssl;X:\Dell\scv\tpm; IREBEX{FLAIEE

=3
T

SCV BEA BTFE TIIE.

}& RACADM i#INZ! 1SO BR{%

B8 RACADM TS HIF! 1SO MY, EHITLATRE:

1.

2,

3.

M https://www.dell.com/support IR FIEENTEFFI T EIRE R4 iDRAC TH.,

(D|iF: sCv 72 IDRAC TEMRA 9.5.1 siERARA EFH,

79 DRAC TEIZfTERERERFXE, ReRGBERSE HRERIEAUE.

®| i EEHRREREEIINE, SRENEHEESERICUGRIER, RERRBTIREFRBESS.

¥ Racadm S EEHEIER x: \Dell 1, SASHEEFMS set PATH=%PATHS; X:\Dell\Racadm IREMHFFIHIIKE,
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{£ WinPE Li=1T SCV

EREEE(T SCV R FBEFIRSHRY DRAC,

BaiEiliEte, ARRGERERNE.

BEREMINE, TIREY CD/DVD TEENEE, 1% SCV YISO g, AERGMENEFFHXAEN.
EENEHEEOS, BHE51S, ERER CD/DVD/ISO, ARERERRFGEBEERURIA GG |1S18%5E.
BEEBEHIARARER, ARILES|ISE 1ISO &,

RF5|18E SO MEfE, SFEmIERIEONMEEER x:\Dell>

EfnZE x:\Dell\scv Fia{T8p< scv validateSystemInventory LABEIIGUEHIE,

& Admin

NoO oD oN S

Wl wminnd,
rator: X:y!

o e e =)

3: IBITIRIESS
8. ERHRINETT SCV NAEFRE, BMIEMHEER validating System Inventory: Match

:\Dell\scv>scv validateSystemInventory

Downloading SCV Certificate from iDRAC: Pass

/falidating Signature and Root of Trust: Pass

alidating Proof of Possession: Pass

jerification App supports Certificate profile version: Pass
ollecting System Inventory: Pass

falidating System Service Tag "FRH89V2" matches Certificate:
alidating System Inventory: Match

See Detailed Log : ./scvapp/logs/

4: EFRTHSRERR
9. MRFERE/R N validating System Inventory: Mismatch, MIEIERE Mismatch Inventory Summary FAFCHECAY

B, BXRESHEE, BHRERARSS .

8 WinPE LY Secured Component Verification



HardDrive 2: Mismatch

Expected:

{
"Manufacturer"™ : "TOSHIBA",
"Media Type" : "HDD",
"Model" : "AL13SXB30EN",
"Name" : "Physical Disk 0:1:2",
"Part Number" : "PHOORVDT7557158TOR38A00",
"Serial"™ : "85TOAlUVFHSC",
"Size™ : "278.88 GB",
"Version" : "Unknown"

}

Detected:

{
"Manufacturer" : "Unknown",
"Media Type" : "Unknown",
"Model" : "Unknown",
"Name" : "Unknown",
"Part Number" : "Unknown",
"Serial"™ : "Unknown",
"Size" : "Unknown",
"Version" : "Unknown"

Overall HardDrive check Status: Mismatch

5: AICECAHFRERFIMG IR EIER

WN{afEA WinPE 1S5 SCV BHE

1. £ WIinPE Hiz1T SCV Z2fa, RIEMIBEEIEEMETE x: \Dell\scv\scvapp\logs N3
2. ZIEERE, BBMERTHEHERGS notepad SCVLog %service-tagh $timestamp$.log

6: [ WinPE {88 H5

WinPE _LEH#) Secured Component Verification 9



Linux _EAY Secured Component Verification

AL IRAEXRUTHRBHER:
R

«  fE Linux EiE17 Scv
«  WMABER Linux (&8 SCV BE

{£ Linux bE1&17 SCV

1. M https://www.dell.com/support IZEZ "IKEIfEREF " TRAE & iDRAC TH,
2. &R, EMER DRAC TIEXHTHINESR, HEHA®S tar -zxvf DellEMC-iDRACTools-Web-LX-X.X.X-
XXXX_XXX.tar.qz fREAEXIE

[root@localhost ~]# tar -xvf DellEMC-iDRACTools-Web-1X-9.5.1-4135.tar.gz
iDRACTools/

iDRACTools/license.txt

iDRACTools/ipmitool/

iDRACTools/ipmitool/RHEL7 x86 €4/

iDRACTools/ipmitool /RHEL7_x86 64/ipmitool-1.8.18-99.del1.4135.16999.e17.x86_64.rpm
iDRACTools/readme.txt

iDRACTools/racadm/

iDRACTools/racadm/uninstall racadm.sh

iDRACTools/racadm/install_racadm.sh

iDRACTools/racadm/RHEL7/

iDRACTools/racadm/RHEL7 /286 &4/

iDRACTools/racadm/RHEL7/x86 64/srvadmin-idracadm7-9.5.1-4135.16999.e17.x86 64.rpm
1DRACTools/racadm/RHEL7/x86_64/srvadmin-argtable2-9.5.1-4135.16999.217.x86_64.rpm
iDRACTools/racadm/RHEL7/x86 64/srvadmin-hapi-9.5.1-4135.16999.e17.x86_64.rpm
iDRACTools/scv/

iDRACTools/scv/install scv.sh

iDRACTools/scv/RHEL7/

iDRACTools/scv/RHELT/x86 64/
iDRACTools/scv/RHEL7 /%86 €4/s5cv-9.5.1-4135.1699%.e17.xX86 64.rpm
iDRACTools/scv/RHEL?/x86_64/tpm2—t55—1.4.0—3.el?.x86_64.rpm
iDRACTo0ls/scv/RHEL7/x86_64/tpmZ-abrmd-1.1.0-11.el17.x86_&4.rpm
iDRACTools/scv/RHEL7/x86 64/tpm2-tools-3.0.4-3.el7,.x86 64.rpm
iDRACTools/scv/uninstall scv.sh i(

iDRACTools/gpl.txt

7: {£ Linux FR$EHY iDRAC TH
3. RESUEESARERSR iDRACTools/scv, FASEAMS sh install scv.sh #11T install_scv.sh 7,

@liEE: BEIEE SCV, EBALUFER®S sh uninstall scv.sh H4T uninstall_scv.sh 7,

10 Linux _EHY Secured Component Verification
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4.

5.

[root@localhost iDRACTools]# cd scv/
[root@localhost scvl# 1s -1rt

total 8

-rwXrwSrwx. 1 root root 130 Sep 11 01:49 HRins
drwxrwxrwx. 3 root root 20 sep 11 01l:49 —
-TWXrwSrwx. 1 root root 3071 Sep 11 01:49 An
[root@localhost scv]# sh install scv.sh

warning: srvadmin—argtable2—9.5.1?4135.16999.e17.X86 64.rpm: Header V4 RSA/SHAS12 Signature, key ID 34d8786f: NOKEY

Preparing... tHttfdt e e e EEEIHEAEEEE [L00%]

Updating / installing...
lisrvadmin-hapi-9.5.1-4135.16999%. . cl####4# #4444 444444444448 [ 33%]
2:srvadmin-argtable2-9.5.1-4135. 16044 #4445 4444244 E R34 E 43R 244848 [ ©67%]
3:srvadmin-idracadm7-9.5.1-4135.169## #4444 4434444488848 48488 [100%]

A A A A A A A A A A A A A A A A A A A A A A A A A AT A A A AT A XA AT AN A A A AN A AN AR

After the install process completes, you may need
to logout and then login again to reset the PATH
variable to access the RACADM CLI utilities

RSP S S S S E SRS E SRS RS E R R R TR R R R R R i i o o

5] 8: 1T SCV REERIA
LIESCV 7, 1B1T8pL scv validateSystemInventory LABEIEGIDHTE.

(D|i#: < scv help FEVEX SCV REGETAXMESER.
RFEMINETT SCV NAEFE, BMIEMER validating System Inventory: Match

[root@localhost scv]# scv validateSystemInventory

Downloading SCV Certificate from iDRAC: Pass

Validating Signature and Root of Trust: Pass

Validating Proof of Possession: Pass

Verification App supports Certificate profile version: Pass
Collecting System Inventory: Pass

Validating System Service Tag "RTSTC21" matches Certificate: Match
vValidating System Inventory: Match

See Detailed Log : ./scvapp/logs/SCVLog RTSTC21 2020 09 15 05 55 28.log

5 9: Iz S B ERIN
WIREERE /RN Validating System Inventory: Mismatch, UIESRE Mismatch Inventory Summary NASEGEZHY

B, BXRESHE, BERERASHE.

[root@localhost ~]# scv validateSystemInventory

Downloading SCV Certificate from iDRAC: Passed

Validating Signature and Root of Trust: Passed

Validating Proof of Possession: Passed

Verification App supports Certificate profile version: Passed
Collecting System Inventory: Passed

Validating System Service Tag "BLSTC25" matches Certificate: Match
Validating System Inventory: Mismatch

HardDrive 2: Mismatch

10: ISIEFIZSRARETD
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HardDrive 2: Mismatch

Expected:

{
"Manufacturer"™ : "TOSHIBA",
"Media Type" : "HDD",
"Model"™ : "AL13SXB30EN",
"Name" : "Physical Disk 0:1:2",
"Part Number" : "PHOORVDT7557158TOR38A00",
"Serial"™ : "85TOAlUVFHSC",
"Size"™ : "278.88 GB",
"Version" : "Unknown"

}

Detected:

{
"Manufacturer" : "Unknown",
"Media Type" : "Unknown",
"Model" : "Unknown",
"Name" : "Unknown",
"Part Number" : "Unknown",
"Serial™ : "Unknown",
"Size" : "Unknown",
"Version" : "Unknown"

Overall HardDrive check Status: Mismatch

11: RCECAHFRERFISNIEIAGFEER

2N{aI{EA Linux 18 SCV HE

1. Linux FRIETT SCV Zfg, BIERIREAETFERE scvapp\logs T3
2. BIEERE, BBMERETEEHER®S vi SCVLog %service-tags Stimestamp$.log

[root@localhost scv]# vi ./scvapp/logs/SCVLog RTSTC21 2020 09 15 05 55 28.1og
12: £ Linux PIEERZE

12 Linux _EAY Secured Component Verification
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