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WTERBALET,

FEYS

e Secured Component Verification
« VATLEH®

Secured Component Verification

Secured Component Verification ( SCV ) (&, ZI+H - 7= PowerEdge 4 —/N—ARTETEE SN LD EART DT L EBERARE
RTEDLSI12TD. Y754 Fz—VRIAY—ERTY, AVR—2V b RTS8, IBETOEANTTOERAP(I—F
DYRATLAVR—=RY NDEZECHRENERSNE T, COFAEE Dell THTES Sh., IDRACI [T T, £ TSCV
TPV —yavickoTERAShES, SCV7Z7TUS—Y g v(d, SCVIIHZELBLLADEBRZETYRTFLA YRV MY
—EREILEY,

COTFTVr—vaviEk, SCVRIBAZ L DA VRV N —D—BU/FT—EEHR L AR L R— NEERL TS, T/, IDRACI D
SCV #Z 4 — ) Proof of Possession & & & (2, sEBBE L Chain of Trust DIRIEH1TIVET ., BEODEE CIXEERZO BB
ISLTOWETA, VAR FEEHRRBEETITEA.

Secure Component Verification (SCV ) 77U — 3 > Tld, ROBENETSNET,

e DRAC IZHEMIEN TL\D SCV FEEAE % RACADM #ZBHTA I O— R L T, SCVIIAZE L RITEEEAT 5,

SCV iEBAE M, SCV AMF—ERTITHA->TLVD SCV MEF—%IRFET 3,

TPMEKSEBAZN Y ) 7 ILESE2EL, VATLOBEDA YRV M) —%INET 3,

BEDVATLAA YRV N)—%, SCVEEBAEDA YRV M) = (TPMEK Y DT IILEED ) L EE&T 3,
FEAEICEEBREN TR AV R—2RY MARYBZIONATUEIMAEIADRWEES, [FT—HK] LLTEAEHD,

C)%fﬁmvﬁﬁﬁ*vhv—ﬁﬁ—h%@ﬁbi#nMMWM%%P#—F%%%LEDZ?AF@\&NT?U#—?aD
ERTLTHALERIZLEY,

D) #F:8CV 7TV —v 2V ERAT BRI, TPMABDIH>TNE L ERRL T LS,

®| AFE: SCV (&, InfiniBand & & U Fibre Channel (FC ) ZHR— ML TLVER A,
Cﬂxfwaiﬁtxhp—ﬁ?w4x§7v5>7¢émc\$N77U7—9a>5¥ﬁ¢6%§ﬁ&Ui¢°
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hT3Y =24
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WinPE £ ) Secured Component Verification

COEITavIZik, LATOBENEEH =N TIVET,
FNEYS

c WInPEEHERLTSCVEEHTT 0D ISO A A—T DIER
o HARBLISOA A—UA~D SCV DB
ISO 4 A—Y A RACADM DB
+  WIinPE T® SCV MZE1T
« WInPE 2B L TSCV Oy &8RRI 25%

WinPE 2/ L T SCV #R{TT315HD IS0 A—Y
DIERK

WINPE 2B L TSCV 2ETT2EHDISOA A—VEERT BIZIE. XOFIEEETLET,
1. DRACY—IL%E, BBELODIVATAIZHELE [ RIAN=—HLVTAT>O— R ] R=T (https://www.dell.com/support ) A
58 vn—RLET,
Cﬂ%%ﬂmVﬁ\UMCU—»N—ﬁa)QﬁUN@Fﬂﬁ—Féh?“i?o
2. ADK M Windows ADK & & T Windows PE 7 RA VM, WInPE1OX DY AT AIZA VA M—=ILENTNBZ L EEALET,
TJ7ANLNEADO—-RLTA VR M=IF BIZIE, https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-
install #8 B L T EELY,
3. DRACY—ILDBECHER T 7AILEETL. [BR]1ZIVv I LT, TIALMNDBRIZT7AILEHBRLET,
A BESHESMICTFAILERRTBICIE. (BRI EZVUvIL, J71LOBREDT + LA —%BIRL T,
[OK) [MR] DIEIZZ Y v s LET,
4, ARV RT7OVTINERBL, J7AILVEBRLAESFRICTALY N —2ZELET, a2V R 7O0VTMEFERALTNY
F 7 74 L (WIinPE10.x_driverinst.bat ) #E{TL., T—2 T ISOA A= EERLET,

B Administrator: CAWindows\System32\cmd.exe — O x
Version 18.8.17

x_driverinst.bat_

1.2y R FAYFFTONYF T 74 ILORT
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ISO A4 A—=UMNEEICERENT=5, [WINPEIO.X-%timestamp%]| & UW\S BRITERESN=T A ILET—%H L, SO A=Y
NEOINYFET,

B Administrator: C:\Windows\System32\crd.exe — (] X

e complete (153 files in 184 directories)
Computing direc ¢ information complete

Image file is 563347456 bytes (before optimization)

4 directories to C:\Users\Administrator\Desktop\SCVAWINPE1® x_ 28288827 ©13525\DellEMC-iDRACTools-

188% complete

age optimi

E2.1ISOf A—UHEEICERESh-C & DWEDR
CDISOAMA=VEFEALT, Y—N—TSCVEREZEBLET,

AAZLISO A A—TAM SCV DEN

SCVEHRALISOA A=V IZEBMT BICIE. ROFIEEERTLET,

1.

DRACY—IL%E, BELNDOYATAICHIGELE [ RIAN=BLUCAI > O0—R ] R= (https://www.del.com/support ) A

LRAyvA—RLET,

CX%%&EV@\DMCU—»N—§3>95UNEFﬂﬁ—Féh?“i¢o

ADK A @ Windows ADK ¢ &K T} Windows PE 7 RA VA, WInPE1OX DY AT ALIZA VA R=LENTNBZ EEHALET,

T7ANEZDO—RLTA VR M=ILT BIZIE, https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-

install #ZR L TL &,

DRACY —LDBCHER T 7ALERITL. (BRI EIVVY I LT TIFLMNOERICT7ALERRLET,

@ AEBESHEEMICTFAILERRTBHICIE. [BRIEZVUvIL, J71LOBRBREDT + LT —%BIRL T,
[OKL [#BR]DIEIZH )Yy LET,

ADT+NE—%, ARABLISOA A= OMIET BT +ILE— RRZaE—-LZET,

a. [scv] & X:\Dell IZ

b. [ Toolkit\Python27, Toolkit\TPM, Toolkit\OpenSSL ] & X:\Dell\scv [

c. [ Toolkit\DLLs ] % X:\windows\system32 [Z

J7M4LEIE—LEER ROQAXY REFERALTI A AT —DNRAERELET, set

PATH=%PATHS;X:\Dell\scv;X:\Dell\scv\Python27;X:\Dell\scv\openssl;X:\Dell\scv\tpm;

SCVEHAL THRILERTTED LS IcAYELE,

ISO € A—< A0 RACADM DB N

RACADM 7 7 A ILE ISOA4 A—VI2aF—d9 32k, ZOFIEEZETLET.

1.

2,

DRACY—L%E, BELNDOYATAICHIGLEZ [ RIAN=—BLVCAI > O—R ] R= (https://www.dell.com/support ) /A
LAy O—RLET,

Cﬂxfﬂmv@\m%cv—»m—ﬁaygaﬂmﬁﬁﬂﬁ—héhtuiie

DRACY —ILDOBECHER T 7ALERITL. [BR]1ZI7Vv I LT, TTALNDGBFRIZT7AILERRLET,

D+ E: BESNEEBRICT7FALERRTBICE [BRIEIVUvI L, J7MILOBREDT +ILET—%&IRL T,
[OKL [#R] DRI Y vy LET,
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3. [Racadm ] 7 # L& —%T 4L U M) —x:\Dell [COF—L, ROV REFERALTI AL —DONRRERELET, set
PATH=%PATH%; X:\Dell\Racadm

WinPE T0) SCV N)E1T

SCVZTNr— a3V aERTTIVATLDDRACIZESY AV LET,

REaAVY —ILEEBLT, [REATAT7OER ] 2V Vv s LTI,

3. [REAT4 7 1%y L. [CD/DVDDORYT | T[EBBIEIVYILTSCVDISOA A—VHEERL, [ TN AD
Sy 1 EIVy I LTIV RUEBALET,

4 REOAVY=IL D4V ROT [EB]ZV Uy  LT[RECD/DVD/ISO] ZEIRL, 7OV RTIEWN]ZEZYUvH LT
FLOWEBT NS REHRALET,

5 [ER1E7 VI L, YRATLADEREAVIZLT, ISOM A-—V TREBSHEET.

6. SO A=Y TYVRTLNEELAESL, ARV R TAYTIN D4V RIIZT4L Y M) —x:\Dell>HFHRAAETN D ETHES
7.

7. X:\Dell\scv [ZBEL Ta<Y> KR scv validateSystemInventory &fTL. RIATOERERBLET,

EX Administrator: X:\windows\system32\cmd.exe

N &

=3 (fon |

3. ®ita~v > FDOET
8. SCV7FUHr— a3 UNEFEICERITEND E, Validating System Inventory: Match EWVSERANR->TEET,

:\Dell\scv>scv validateSystemInventory

Downloading SCV Certificate from iDRAC: Pass

/falidating Signature and Root of Trust: Pass

alidating Proof of Possession: Pass

jerification App supports Certificate profile version: Pass
ollecting System Inventory: Pass

falidating System Service Tag "FRH89V2" matches Certificate: Match
alidating System Inventory: Match

B4 %A RORTLIEELGER
9. Validating System Inventory: Mismatch &WSHERMRRENEZIFZEIX, Mismatch Inventory Summary M I
A—HBOOVR—ZY MRENRTT, FMHIZTOWTIE, T7ZAL HR—MZEBOEDELES,
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HardDrive 2: Mismatch

Expected:

{
"Manufacturer"™ : "TOSHIBA",
"Media Type" : "HDD",
"Model" : "AL13SXB30EN",
"Name" : "Physical Disk 0:1:2",
"Part Number" : "PHOORVDT7557158TOR38A00",
"Serial"™ : "85TOAlUVFHSC",
"Size™ : "278.88 GB",
"Version" : "Unknown"

}

Detected:

{
"Manufacturer" : "Unknown",
"Media Type" : "Unknown",
"Model" : "Unknown",
"Name" : "Unknown",
"Part Number" : "Unknown",
"Serial"™ : "Unknown",
"Size" : "Unknown",
"Version" : "Unknown"

Overall HardDrive check Status: Mismatch

B 5 F—HEBESHhDIIVR—2 2 M EREShFHTER

WIinPE 2L TSCV 045 £EET3H %

1. WInPE TSCV #FETL =&, fEXEN/=05 1L x:\Dell\scv\scvapp\logs D TIZRTFEENET,
2. OV %MHRT B logs 7 # L F—IZBEL TIT Y R notepad SCVLog_%service-tag% $timestamp$.log AL
S

B 6. WinPE 2R L =045 DOiER

WiInPE L0 Secured Component Verification 9



Linux £ @ Secured Component Verification

COEIYavIZE, LTOBERAREENTWET,
FEYSH .

e Linux TO SCV MZET
o LinuxZFERALTSCY OV 42T 25%

Linux TO) SCV NE1T

1. IDRACY—=I%E, BEOVDOYRATAISHGLE RTFAN=BLTF U O— R R= ( https://www.dell.com/support ) /5 &
vro—KRLET,

2. A—IFI)IT, DRACY—=ILT7ALDOAI>O0—RETaALYI M) —IZBBL, a7 N tar -zxvf DellEMC-
iDRACTo0ls-Web-LX-X.X.X-XXXX XXX.tar.gz #EALTCI 7ML EHRLET,

[root@localhost ~]# tar -xvf DellEMC-1DRACTools-Web-LX-9.5.1-4135.tar.gz
iDRACToOls/

iDRACTeools/license.txt

iDRACTools/ipmitool/

iDRACTools/ipmitool/RHELT x86 &4/

iDRACTools/ipmitool /RHELT x86 64/ipmitool-1.8.18-99.d=11.4135.16999.e17.x86 64.rpm
iDRACTools/readme.txt

iDRACTools/racadm/

iDRACTools/racadm/uninstall racadm.sh

iDRACTools/racadm/install racadm.sh

iDRACTools/racadm/RHEL7/

iDRACTools/racadm/RHEL7/x86 €4/

iDRACTools/racadm/RHEL7/x86 64/srvadmin-idracadm7-9.5.1-4135.16999.e17.x86 64.rpm
iDRACTools/racadm/RHEL7/x86_ 64/srvadmin-argtable2-9.5.1-4135.16999.e17.x86_6€4.rpm
iDRACTools/racadm/RHEL7/x86 64/srvadmin-hapi-9.5.1-4135.1€999%9.e17.x86€ _64.rpm
iDRACTools/scv/

iDRACTools/scv/install scv.sh

iDRACTools/5cv/RHEL7/

iDRACTools/scv/RHEL7/x86 64/
iDRACTools/scv/RHEL7 /%86 64/s5cv-9.5.1-4135.1699%.e17.x86 _64.rpm
iDRACTools/scv/RHEL7/x86 64/tpm2-tss-1.4.0-3.el7.x86 64.rpm
iDRACTools/scv/RHEL7/x86_ 64/tpm2-abrmd-1.1.0-11.el7.x86 64.rpm
iDRACTools/scv/RHEL7/x86 64/tpm2-tools-3.0.4-3.el7,x86 64.rpm
iDRACTools/scv/uninstall scv.sh T{

iDRACTools/gpl.txt

B 7. Linux T® iDRAC Y — L D#EIR
3. J7AIUDERENDT 4 L% ~J— iDRACTools/scv [CBEL, 2<% N sh install scv.sh AL T instal_scv
sh] RV VT hEERITLET,
AE:SCVET VAV A M=ILTBIZ(E, I72 K sh uninstall scv.sh Z#AL T [uninstall_scvsh ] RV U7 k%
EITLET,
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[root@localhost iDRACTools]# cd scv/
[root@localhost scvl# 1s -1rt

total 8

-rWXrwSrwx. 1 root root 130 Sep 11 01:49 [

drwxrwxrwx. 3 root root 20 sep 11 01l:49 —
-TWXrwSrwx. 1 root root 3071 Sep 11 01:49 An

[root@localhost scv]# sh install scv.sh

srvadmin-argtable2-9.5.1-4135.16999.e17.x86 64.rpm: Header V4 RSA/SHA512 Signature,

key ID 34d878ef: NOKEY

warning: |
Preparing... tHttfdt e e e EEEIHEAEEEE [L00%]

Updating / installing...
l:isrvadmin-hapi-9.5.1-4135.16999 . elittifdtftddittadttdtdtddaftsddts [ 33%]
2:srvadmin-argtable2-9.5.1-4135. 16044 #4445 4444244 E R34 E 43R 244848 [ ©67%]
[100%]

3isrvadmin-idracadm7-9.5.1-4135.1c9%####4d 44 H 4444004 HHF A4

A A A A A A A A A A A A A A A A A A A A A A A A A AT A A A AT A XA AT AN A A A AN A AN AR

After the install process completes, you may need
to logout and then login again to reset the PATH
variable to access the RACADM CLI utilities

RSP S S S S E SRS E SRS RS E R R R TR R R R R R i i o o

B8.SCVA YA M=) AR5 VT PDET

4 SCVAA VA M=IENE=DH, a7 K scv validateSystemInventory R{TL THRIET O XA EHBARL T,
D] #F: 27> K sev nelp AT L. SOV & ZORMIDECON TORMBEREMATEET,
5. SCVZ77 U= 3 UNEFEICEITEND E, Validating System Inventory: Match EWVSERANR-TEFET,

[root@localhost scv]# scv validateSystemInventory

Downloading SCV Certificate from iDRAC: Pass
Validating Signature and Root of Trust: Pass
Validating Proof of Possession: Pass

Verification App supports Certificate profile versicon: Pass

Collecting System Inventory: Pass

Validating System Service Tag "RTSTC21"™ matches Certificate: Match

Validating System Inventory: Match

See Detailed Log : ./scvapp/logs/SCVLog RTSTC21 2020 09 15 05 55 28.locg

B9 RV RORTLERGER

6. Validating System Inventory: Mismatch &WSERMRKRRENEHEE

[X. Mismatch Inventory Summary M (T

RA—HOaVvR—2Y MREhET, FMWZONTIE, T/ZAHILHR—MNZBBOEHLELES,

[root@localhost ~]# scv validateSystemInventory
Downloading SCV Certificate from iDRAC: Passed
Validating Signature and Root of Trust: Passed
Validating Proof of Possession: Passed

Verification App supports Certificate profile version: Passed

Collecting System Inventory: Passed

Validating System Serwvice Tag "BLSTC25" matches Certificate: Match

Validating System Inventory: Mismatch

HardDrive 2: Mismatch

BE10. RFEEE EE TR - =R
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HardDrive 2: Mismatch

Expected:

{
"Manufacturer"™ : "TOSHIBA",
"Media Type" : "HDD",
"Model"™ : "AL13SXB30EN",
"Name" : "Physical Disk 0:1:2",
"Part Number" : "PHOORVDT7557158TOR38A00",
"Serial"™ : "85TOAlUVFHSC",
"Size"™ : "278.88 GB",
"Version" : "Unknown"

}

Detected:

{
"Manufacturer" : "Unknown",
"Media Type" : "Unknown",
"Model" : "Unknown",
"Name" : "Unknown",
"Part Number" : "Unknown",
"Serial"™ : "Unknown",
"Size" : "Unknown",
"Version" : "Unknown"

}

Overall HardDrive check Status: Mismatch

BN FA—HEBEShBIIVR—F 2 b ERESh=-FABR

Linux 2L TSCV OS2 E2T3HE

1. Linux TSCV #EITL =&, FEFRENEAY (L scvapp\logs D TITHRESHET,
2. OV %MHRARTBIC(E, logs 7 #ILF—IZBEL TIY Y Rvi SCVLog %service-tag% $timestamp%.log ZHALET,

[root@localhost scvl# vi ./scvapp/logs/SCVLog RTSTC21 2020 09 15 05 55 28.l1og
B 12. Linux TO Q5 O
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FEYSH .

+  Dell EMC ~OHBI\EhE

o HR—MNZTZaATLBLUTYY—X
e XZaATILDOT4—RKNyYy

Dell EMC AN ERILVEHE

DelEMC Tlk, V54 VB LVBFHEICL DY R— MY —ERFT TV a v E WK OACHELTWET, 79T14TRA VR —
2y MNEEARWNESIX., CBAROMRBE., HEGE. FRE,. £H-E Dl EMCRRAASZ OF CEIEAE CHEAVVELETET,
DY —EFRFESLVERIZL->TEARAY ., BEFLOHETE—EHOIF—EIANTHANE=EFAENEERH YT,
Dell EMC =LA, THUZALYR=b, FEEHAREZI—HY—EZINZE, ROFETHBOVEDLEWEETET,

FIE
1. www.dell.com/support/home 27 A LET,
2. BEFVOEZE, R—VETRBORAYTA I A2 —h&ERLET,
3. NARARA XEn=YAR—MERATBICIE. ROFIRICRENET,
a [Y—ERXR2TEAALET] T4 —LRZ BECOVYRTLOY—EXL2TEANLET.
b. [3F]1 2%V YvysLZET,
SESEFRYR—bOATITVEVRARNTZ Y TLTOB YR MR=INKRRENET,
4. —BMERYAR—MNERATBICE. XOFIBEICRNET,
a REATIVUEEBIRLET,
b. #RtJ AV MNEBIRLET,

c. PELOEREEIRLET,
SELFHYR—PMOATFITVEVRAMNZ YT LTWB YR MR—UNKRRENFTT,
5. DellEMC 4 O—N)LT45 Z ALY R— bADOSBEEHOE LM :
a JO—NILTo ALY R— ESY VI LET,
tm%@ﬁuébﬁ]ﬁ:j&—9tﬁé[ﬂ—EZ&7®Aﬂ]74—»PE\ﬁﬁmwvx?Awﬂ—Exﬁﬁékﬂbi

Y R—M=Za2a7ILELTYYY—R

e DRACOHYR—FMNEKR—LAR=ITE, BEYZaTIL, TIVZHALKTA N R=NR—= N\OY— ETFRBEICTIEATE
FY.
o www.dell.com/support/idrac

e DRACA—H— A4 RBLUTZEOMHOT=2T I :
o www.dell.com/idracmanuals

o Del T ZAILYR—=b:

o www.dell.com/support

R=-a7lDT4—BRNnNvY

EODEMC Y- a7 R—UTIYZaTFILEFHMTEA. J4— RNy EEE [TJ4—RN\vIDEE]E2IUYILT
T4 —RNy Y ERETEET,
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