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@l%i: RIBEFTRNERTE , AXM4PHE R TENENEETE.
1. EEREREBEE  ARERTSREZHE

D|i: ATHEESD , SHTLASEALEEN. ERERBES , AR R TERRMRMMEN.
2. SERX Windows F%E.
REE EWIERTRRE. EITRER | Dell ZEE
AR BRI AT Windows FE#f.
@l HAMRCEEREZDNRRER , BRETRAZBUFIERAR.

MREEESMHBME |, HFEAREIL Microsoft IRF. MRREZZMRMAER , FRIUBERIRS.
EXREREEE T , MATHFMERER.
3. & Windows [B%8] PIRERIK B Dell BARER — EFHRER

= 1. 3 Dell ERARER
&R SREA

My Dell
EREMUEEN Del ERRER. RPANEREMEENEKEN. HEBOESBEANTERARERE. #
BNkt R AEREERNER.

SupportAssist

T EERE AT MEBEN@R 2N, SupportAssist OS Recovery Tool 7] SR EE BEARVE £ R R RE,
MBFMET , 552 E SupportAssist WERBAS M |, #BHEA www.dell.com/support,

(D|&f: 7£ SupportAssist 7 , #— TREDIE A TENSAREHRERE.
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http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals

Bt

Dell Update
m EEEASERXNSHEERSEXTAR , £HSLEXRENEM. WEFEA Dell Update FIFF
WMET , FBEAEENE SLN305843 , #@iEA www.dell.com/support.

Dell Digital Delivery

- THEEMIEELALEESH ENERRBEREN., MEHAEMA Dell Digital Delivery WFFMER |, 52 R A
- BENE 153764 , #BHEA www.dell.com/supports

4, 323 Windows FYE1EREREHE,
(D)|5f: BEBEEIEEREY , LUERBHMRYL ST Windows TTALE R4 NRBMERME.

MEBFHMEF , F2E 23 Windows B USB IEERITRHE,

6 R EIRAY Precision 3551


https://www.dell.com/support/article/us/en/04/sln305843/dell-update-overview-and-common-questions?lang=en
http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals
https://www.dell.com/support/article/us/en/04/sln153764/dell-digital-delivery-installing-using-troubleshooting-and-faqs?lang=en
http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals
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3237 Windows RY USB {&18 fitf it 1

ISR |, UERHEHEISIE Windows AIRES R EMRHMEREE, ZYBEURHEEZETEED 16 GB. ZM USB 1R
PAARR

(D|5t: HBRFBSTHEE 1 E/NSTEETER.

(D|&: FHISRTLEER RN Windows lRATATE. HSE Microsoft FIEMAIL LIRS RN,

1. #§ USB RS ML E TR BRS.
2. 7£ Windows = | B A 155,

3. EESERT , BT BAUBEEHRE.
REREZET ERAFRFREHN IRE.,
4. B—T 2 , UEHEE.
1SR BERRIE 17 B PEENRE R
5. EW HRREHEOESERBEE K ARR TS,
6. IZEY USB tREJHIMRIE A A%iE T—%,
REFHR—BIFE , R~ USB REIEFHE NI FT B E RS B MR,
7. ¥—T Create (3]).
8. #&—TT Finish(52f).
INERBER USB IBE MR ER &I Windows WFFBE | B2 RE R #EFHF (www.del.com/support/manuals) W< ZCEHE
B>—E,

##£3 Windows B9 USB {&18 i iE# 7
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1. EREEERE 2. USB Type-C 3.1 Gen 2 E#E#3E (X8 Thunderbolt/ & DisplayPort
14 E#HER)
3. USB 3.1 11REZEE 4. BERERH (GRE)

A {873 [E]

1. microSD BE## 2. micro-SIM K&

3. BE¥/BREEEE 4. USB3.1%1REEE
5. Ef{# PowerShare §J USB 3.1 # {18 6. HDMI jEHzi8

7. {BiREEER 8. HEBEEEL
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()| REMNERTREFRER/MEMNR. UTEFILEEREMNBROFARE. NRTREBORMAER , S
Windows {FERFHIMARZIR , AREM TR EIEEEAEANEE.

FEIEEE

=2 RER

e B

BRI FE0RIntel  HFOKItel  F1ORIntel  FOMRIntel 10 Intel Core % 10 4 Intel Xeon-
Core i5-10300H  Core i5-10400H  Core i7-10850H  Core i7-10750H  i7-10875H W10855M

A 35W 35W 35W 35W 35W 35W

OB 4 4 6 6 8 6

PATHER 8 8 12 12 16 12

BE BE45CHz H®E46GHz HS51GHz B551GHz BB 5.1GHz £ 5.1GHz

TRERFC 16 8 MB 8 MB 12 MB 12 MB 16 MB 12 MB

RERRT Intel UHD Intel UHD Intel UHD Intel UHD Intel UHD Graphics ~ Intel UHD Graphics
Graphics Graphics Graphics Graphics

Chipset (mF#)

5% 3. Chipset (& F#)

e &

Chipset (& £ #8) Intel WMA490

RIEEE 2 10 fX Intel Core i5/i7/i9/Xeon

R E§ EPROM 32MB

PCle 5 HE

EXRK

Windows 10 AR (64 fi77T)
Windows 10 E2E/R (64 fiZ7T)
Ubuntu 18.04 LTS (64 {u7t)
Red Hat 8.2

12 Bi g
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aCiERE

xR 4. cCIGEERE

REA =

e ] B SODIMM 35EFE

kRt €8 DDR 4

RE 2933 MHz

BAGIER 64 GB

B/NECIERE 4GB

XIEWHERE - 4 GBDDR4, 2933 MHz (114 4 GB)

8 GB DDR4 , 2933 MHz (2 & 4 GB)

8 GB DDR4 , 2933 MHz (1 1% 8 GB)

16 GB DDR4 , 2933 MHz (2 % 8 GB)
16 GB DDR4 , 2933 MHz (1 1% 16 GB)
32 GB DDRA4 , 2933 MHz (2 14 16 GB)
32 GB DDR4 , 2933 MHz (1 1% 32 GB)
64 GB DDR4 , 2933 MHz (2 & 32 GB)

R EREER

7 5. THRERER

Thek g
M.2 B35 . —1E M.2 2230 Key-E iE#z28

—1& M.2 2280 Key-M &2
—1E M.2 3042 Key-B EH528

s

THEMZETIEP—EHERE

—1{& 2.5 I SATA FEI%
—1{@ M.2 2230/2280 [ AERERE

ERNEZURRRFETREEEMAEMTE. BARATAENER :
Fofis—18 M.2 HEEREE | B M.2 BERR IS I SRR A
RECHR M.2 BiiHE |, RILL 2.5 INHEERRAS 3 SRR IR

x6. RERERE

RBR NEER BE
—1@ 2.5 NEEH SATA AHCI , & 6 Gbps 2TB
—1@ M.2 2230/2280 & RERFRE PCle Gen 3x4 NVMe , &2 32 Gbps 278
—1{@ M.2 2280 ElAEIEHE PCle Gen 3x4 NVMe , 85 32 Gbps 512 GB

RiE
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x 7. REEEFHAR
R
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XENEFR
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% 8. TUHIE
06

microSD <1fg

Micro SD (mSD)
Micro Secure Digital High Capacity (mSDHC)
Micro Secure Digital Extended Capacity (mSDXC)

=]

el 28
SR ER

||

WEBTE
SMEXNE
GILN
HY\ER R (E
TR Y\ B 1B
B

57

x 9. BT ERE
BB~

EL{# Waves MaxxAudio Pro B Realtek ALC3204

24 {u 7t DAC (Bifu #8848 tk) M ADC (SELEE#f)

Intel HDA (SEEE )

B E RIS

2W

25W

2 HI2E

NEXBETREXR

CIEERD

et kil

NVIDIA Quadro P620

£ 10. REBBETERE
REBERE

NA

4GB

GDDR5

et

SEABERBEZR

SEEA

EEE

Intel UHD Graphics

7

=N, WEERIR
SREA

HDMI 2.0 iE #2182 /USB Type-C (& DisplayPort
14) EiEE

HARKREIRE

=l

% 10 4K Intel core
i5/i7/Xeon

BEREE
BH

14 Bi g
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e B
Hello IR #AEEHE S

A B
RERER CMOS Rk FERS i
MR

BFREE 800 B&%

-7 1280x720 (VGA/HD , 30 fps)
HERMRARE 78.6 &

B
Z XAk

®12. SARMRME

R &
Btk Intel 1219-V/Intel 1219-LM Gigabit Z &K #83% 1% 25
(ELPEES 10/100/1000 Mbps

H|REA

+® 13, MARIERE
R

B

BERRE
XIRRE

RIRRLE

Bluetooth (E£3F)

TEIRSE

Qualcomm QCAB1x4A
(DW1820)

&= 867 Mbps
2.4 GHz/5 GHz

WiFi 802.11a/b/g
Wi-Fi 4 (WiFi 802.11n)
Wi-Fi 5 (WiFi 802.11ac)

64 i t./128 fi 7T WEP
AES-CCMP
TKIP

EX50

£k 14. Intel XMM 7360 Global LTE-Advanced

A

Intel AX201

&= 2400 Mbps
2.4 GHz/5 GHz

Wi-Fi 802.11a/b/g
Wi-Fi 4 (Wi-Fi 802.11n)

Wi-Fi 5 (Wi-Fi 802.11ac)
Wi-Fi 6 (Wi-Fi 802.11ax)

64 fi77t./128 27T WEP
AES-CCMP
TKIP

EJF 5.

=1

Intel AX201

&= 2400 Mbps
24 GHz/5 GHz

Wi-Fi 802.11a/b/g
Wi-Fi 4 (Wi-Fi 802.11n)

Wi-Fi 5 (Wi-Fi 802.11ac)
Wi-Fi 6 (Wi-Fi 802.11ax)

64 £ 7t 128 it WEP
128 it AES-CCMP
TKIP

B

Intel XMM 7360 Global LTE-Advanced

BiR g 15



=REAER RS
*15. ERBERRSE

e &
BE 90 W 130 W Type-C
BE& (EERR) 7.4 mm Type-C B8

0.23 kg (0.51Ib)
100VAC Z 240VAC
50 Z 60 Hz

1.60 A

4.62 A

19.50vDC

0.32 AT (0.70 )
100VAC ZE 240VAC
50 & 60 Hz

1.80 A

20V/6.5 A GE1B)
5.0 V/1A (GE8)

20 vDC/5 VDC

E1FEF 0°C F 40°C (32°F Z 104°F) 0°C Z 40°C (32°F = 104°F)
TR -40°C F 70°C (-40°F % 158°F) -40°C Z 70°C (-40°F % 158°F)
=1= :
==
3 16. EHRIE
L) B
|E 3% 51 WHr , &% 475 68 WHr , 1% 47568 WHr BB 67597 WHr, &
ExpressCharge Th#E ExpressCharge Zh#E fili ExpressCharge
Ih&e
B 11.40 VDC 15.20 VDC 15.20 VDC 11.40 VDC
EB (BN) 0.25 A F (0.55 ) 0.34 Af (0.75 &) 0.34 AT (0.75 &) 0.47 kg (1.04 Ib)
R~
BE 95.90 mm (3.78 in) 95.90 mm (3.78 in) 95.90 mm (3.78 in) 82.00 mm (3.22
in)
BE 181 AT (7.13 W) 233 N (9.17 W) 033 AN (9.17 W) 332 mm (13.1in.)
EE 7.05 mm (0.28in.) 7.05 mm (0.28 in.) 7.05 mm (0.281in.) 7.70 mm (0.30 in)
REEE
EAFEF 0°C & 500C (32°F & 0°C & 500C (32°F & 0°C & 500C (32°F & 0°C & 500°C
1220F) 1220F) 1220F) (32°F = 1220F)
TR —20°C Z 60°C (- 4°F & - 20°C % 60°C (- 4°F & - 20°C % 60°C (- 4°F & - 20°C F 60°C
140°F) 140°F) 140°F) (= 4°F & 140°F)
BRI KREBAMBMREZR , £ KBREBIMEMER, KEEBIMEREZE, KEBREBIME
REXZEEANBERTEE ERELEEZEEANERT EREEZEEANBERT FEE, gRLE
EHEE. SRERE. EREERE. EEEANHR
TEREERE,

16 Biii R



A

=1

FERE (KK)

4N (ERS RIS
@ £t: 55/ A Dell Power

Manger FEF 230125
FZERFM. SERE.
FREFEREME, W
& Dell Power
Manager FI5¥#1&
A, EEiE
www.dell.com/ 2
Me and My Dell (Z#]
FH#9 Dell)

()| &t: FBER Dell Power

Manger FEF 230125
FEEMSRE. BB,
FtREERGEZE. W
Z Dell Power
Manager F95¥#1&

# . BZE Me and
My Dell (ZFIZH) My
Dell) , #A4L%

www.dell.com/

4 /NS (ERSRIMLES)
it: F4E A Dell Power ()| 5t: #4EM Dell Power

®

Manger FERRZIEH
FEERFR. FEERSR.
ﬁﬁﬁiﬁﬁiﬁﬂv*:raﬂ%o mn
% Dell Power
Manager K1 &
i, RRlE
www.dell.com/ 25
Me and My Dell (Z7]
F£HY Dell)

£%: 84 F Dell Power
Manger FERRZIEH
ZERSR. BERSRA.
I%ﬁ#ﬁiﬁiﬁﬁﬂ%laaﬁ%o i}
% Dell Power
Manager ¥l &
. ®2R Me and
My Dell (ZFIZH] My
Dell) , #BHt%

www.dell.com/

4 /N (ERSRIHRS)

Manger FEF 230124
FEEMSME. FESR.
B EAAERASRIE,
£ Dell Power
Manager BI5¥#13E
A, e
www.dell.com/ 2
Me and My Dell (Z#]
Z£HY Dell)

()| &t: FBER Dell Power

Manger FEF 230125
FEEMSME. FESR.
B EAAERASRIE,
£ Dell Power
Manager BI5¥#13E

# , BZ2E Me and
My Dell (FFIZHI My
Dell) , {8iER

www.dell.com/

4/ (B

B)

®

®

«< Fa%
+: F5EHE

Dell Power
Manger fEf
Bz
ERE. #
ERSE. B
IR ERAE RIS
EZE. mE
Dell Power
Manager HY
AR
e IEE
www.dell.co
m/ 28 Me
and My Dell
(EFIEL
Dell)

it BER
Dell Power
Manger fEf
Bz
ERE. #
ERSE. B
IR ERAE RIS
EZE. mE
Dell Power
Manager HY
AR
B2 Me
and My Dell
(EFIZEL
My Dell) , 48
b
www.dell.co
m/

i (K 300 BN E/FEEH 300 EME/FREREE 1000 B E /7 EE 300 A E/ 7T E
BH
BB CR2032 CR2032 CR2032 CR2032
BERRE IREBERMAEEZER , £ MREBEIMEREZER KIREBERMERER RIREBRMA
HLciEE EﬁE’JTH/RTSﬁE ERERES Eﬁﬂ’]fmﬂ—l— ERERES EKE’JTH/RT FZE , £ &
E=3 Y5 ZREEMRE. STREMRE ®E Ej(ﬁ’]h‘-‘i/ﬂ
TEZEERE.
=
RIFIE=
£17. RIMEE
e &
5E
) 11.81 mm

SR I0p i 17


https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/

e B

BHE 14.99 mm
RE 35910 mm
EE 236.25 mm
B2

IR E iR

& 18. SHESCERIB R E SRR

1.89 kg (4.16 Ib)

O|i: REMERRTBOBEREH XTRATE,

R &

HiEK -

e —18 RJ-45 s

USB R{E USB 3.2 Gen 1 (Type-A) sEiE1E
—1{8 USB 3.2 Gen 1 (Type-A) iE#HE (B {# PowerShare TIgE
—1{& USB 3.2 Gen 2 (Type-C) E$21E (B & DisplayPort 1.4 Zh
BE/3% 18 Thunderbolt)

B —{EE A F a7

218 —1E HDMI 2.0b B8

BRE RS E R

—1@ 7.4 mm BB ERERESSEREIE/—E Type-C EREZEIE

Security (Z21RE) — B R
KR iGE microSD K&
< 19. REREIEIR N E LSS

SREA &

RER

—1@ M.2 Key-M (2280 = 2230) , & A E R
—1E M.2 2230 Key-E , A WLAN

Wi

* 20. fEIEBRE
Thee

—1{EIE A& BE R (128 GB/256 GB/512 GB) B/ M.2 2230 1hfE

—18 M.2 2280 18 , 3B A A E BB RE (256 GB/512 GB/1
TB/2 TB)

— BB INEE REELR (256 GB/512 GB) B M.2 2280 1&g

0| iE: MBRABRBTEEE M.2 FHITHEE , BSRMMEY
E SLN301626,

g

B
R

18 Bii g

1221 x 661

& 1 101.7 A7 (4.00 W)
= : 552 NE (217 )


https://www.dell.com/support/article/sln301626

Thae B
ZREE XERIEZ BT

®21. XENFZ

(| i: FAE Windows 10 SEIR B FRFMEN , H2R

Microsoft #I5&%EE 4027871

support.microsoft.com.

s .

TIROFS Windows 10

WIERE &

B—T /88 &

B—TI R &

2 i5HE &

2 IBES /MR &

2 58S (R—THH) &

3 588 (I Cortana) FIr

3igm LB (EEMERMNEE) &

3@ TS (FErEMH) &

3 iEmAS O AR (YIRBENIRE) &

4158 (WHBEEFE ) &

4 IEmAR O ALEE (YIREREM) &

AR ES

3k 22. BTG

SREA

B|E SRR (HD) TESMTE (FHD) SEBIHNE (FHD) EEEHNE (FHD)

TR 352 i HEHRA (WVA) HEHRA (WVA) HERA (WVA) EiRfA (WVA)

SE (—#) 220 nits 220 nits 220 nits 300 nit

R+ (AERES) :
=E 193.60 mm (7.62 in.) 193.60 mm (7.62in.) 193.60 mm (7.62 in.) 193.60 mm (7.62 in.)
HE 344.20 mm (13.55 in.) 344.20 mm (13.55 in.) 344.20 mm (13.55 in.) 344.20 mm (13.55 in.)
HAR 394.91 A% (15.55 ) 394.91 A% (1555 )  394.91 A% (1555 W)  394.91 A% (15.55 )

Native Resolution 1366x768 1920 x 1080 1920 x 1080 1920 x 1080

BHERXR 1049088 2,073,600 2,073,600 2,073,600

BRERERE (PP) 100 141 141 141

&3 (CG) NTSC 45% NTSC 45% NTSC 45% NTSC 72%

=R (R/ME) 500:1 700:1 700:1 7001

Bl e (RAE) 25MS 25MS 35 ms 35ms

ERTEERE 60 Hz 60 Hz 60 Hz 60 Hz

Biif g 19



A =]

KA 40/40 +/- £ 80/80 +/- [ 80/80 +/- 80/80 +/- &
EERA 10(U)/30(D) +/- 80(U)/80(D) +/- B 80(U)/80(D) +/- 80(U)/80(D) +/- EE
EN: 0.252X0.252 mm 0.179X0.179 mm 0.179X0.179 mm 0.179X0.179 mm
REE (RAE) 420 W 42 W 42 W 46 W
BrB B E R E BEELK BE K BEEGK BEELE
eI P = 5 =
#2 A
5+ 23. SRR
Thee ki
®HEHE - 102 (REFMMEK)

103 (HE)

106 (B &)
KN 2R~

X =18.6 mm (0.73 in) #28E
Y =19.05 A% (0.75 W) #215

BgER B (BAMEER)

wE QWERTY

ERZIAZE SRR

+® 24. RRGAEERS

EREA &
RREES ARAT IS 363 dpi 500 dpi
BIEBRBREKRN 76 x 100 108 x 88

RS

& 25. IERAEER NS

a8 &
R 28 H 4l BER
RAFESE BRAT 508 dpi
BIESE B FE A/ 256360

20 Bi g



I AR M I AR5

& 26. BAESRFIIEHIRSE
Mg

1. MR LRV ER RS
2. EMVERIERS (S L ERMRETER)

Security (ZZ 7€)

% 27. 2RI

Thie R
AERTEEHE (TPM) 2.0 RERE#NR E
R e Glf:::
B R A E AL Standard (12%£)

ZEHEEA—EZANESFETH

3k 28. EMAESKEFE

gReER REA Dell ControlVault 3 S FEF#

ISO 7816 -3 Class A R 18 AFER bV BIREERHERHE =]

ISO 7816 -3 Class B R & B 3V EREERNERHE =]

ISO 7816 -3 Class C FXi& AFEE 1.8V BIREERHE R =]

4 1S0 7816-1 & BRI =]

FF& 1SO 7816-2 # &8 BERKBEERESTE (RY. ERUE F
%) R[E

T=0 % TXEFBRER 5

T=1%#& TXEERBERER 5

& EMVCo R EE &AM www.emvco.com B EMVCo B
(AREBFXZT1R%E) BEREAE

EMVCo & @i EMVCO BERIEEMNIEXRF B

PC/SC OS '@ HERENRESZEAASKEBENEA A
TR/ BERRE

CCID SEEN 2 AR A1 HEFERFERVEDEZRHERE A
BRAEXBHERRSREALRE.

Windows 28 H#EBB WHCK 25 B

5

iEi8 GSA fF& FIPS 201 (PIV/HSPD-12) 2 RERf & FIPS 201/PIV/HSPD-12 EXR
&

2R JEE R R E

*29. FEMBAESFHEFH

BEgiEH B Dell ControlVault 3 JEEBRE S FEE
# (& NFC)
Felica £x3% T8 Felica R EWERMNEE £

BisE

21



BHEEmEg REA Dell ControlVault 3 FiEEXEEFEF
# (= NFC)
ISO 14443 Type A £ & T8 1SO 14443 Type A FEEMBNFMNE A
RHRE e
ISO 14443 Type B £z #& T8 1SO 14443 Type B B KHWE A
RHRER e
ISO/IEC 21481 AIREF A ISO/IEC 21481 SREH BN H
R Token MYFE-RHEFIEREE
ISO/IEC 18092 AIREF A ISO/IEC 21481 SREH BN H
R Token MYFE-RHEFIEREE
ISO 15693 R%#8 gi%mmww3#%%ﬁf%%%%ﬁﬁ =l
NFC &< FIREMMEE NFC HAEHEF =]
NFC FBEUER X1 NFC #iEERBIUER =]
NFC BAER X NFC HEERE AER =]
NFC Bh¥TBitE = XIE NFC s EHRMHEEN =]
& EMVCo &8 HEAH www.emvco.com B EMVCO &
BEREE
EMVCo # & i EMVCO EE&REEMIEXZE =l
NFCIRBEEERBNE gﬁNﬁmﬁﬁﬁﬁﬁa%Eﬁﬁﬁ%ﬁﬁ =l
PC/SC OS /M HIERERRESEEASHBSENEA B
B/ BERRE
CCID SRE iz A M SHEERRERNEDREXNRHERE B
BEMTEHEENBARDHENXE
Windows FR&& #Bi@iA Microsoft WHCK 2&& B
Dell ControlVault X & SBR[ EEZE Dell ControlVault AERAF A
R
(Dﬁkmsmz$§§ﬁﬁfo
% 30. XIRAVIEF
BlEH Card Xi&
HID JCOP readertest3 A & (14443a) B
1430 1L
DESFire D8H
iClass (f&#%)
iClass SEOS
NXP/Mifare Mifare DESFire 8K White PVC & B
Mifare Classic 1K White PVC &
NXP Mifare Classic S50 ISO &
G&D idOnDemand - SCE3.2 144K B

22 Biii R

SCEB.0 FIPS 80K Dual+ 1K Mifare
SCEB.0 nonFIPS 80K Dual+ 1 K Mifare
SCEB.0 FIPS 144K Dual + 1K Mifare
SCEB.0 nonFIPS 144K Dual + 1K Mifare



&R Card ¥iE

SCE?7.0 FIPS 144K
Oberthur idOnDemand - OCS5.2 80K B
ID-One Cosmo 64 RSAD V5.4 T=0 &

ZE R

® 3. REURERSE
R

Del AFmamSEY

ELH Dol ERZ 2 M EEEHRE

Dell RF M EH

Dell BIOS B##&

ERH Del B R MM EERNE
VMware Carbon Black Endpoint Standard
VMware Carbon Black Endpoint Standard + Secureworks Threat Detection and Response
Dell Encryption Enterprise

Dell Encryption Personal

Carbonite

VMware Workspace ONE

Absolute® Endpoint Visibility and Control
Netskope

Dell Supply Chain Defense

== [¢8¢ 7o 1=

= EIRIE

ZEPREZTERYER : G1 (ISA-571.04-1985 EF
* 32. EMBIE

$REE B T

RERE 0°C F 350C (32°F % 95°F) -40°C % 65°C (-40°F Z 149°F)
EHRE (BX) 10% £ 80% (SE/H%E) 0% % 95% (3F/m k)

EE (&AX) 0.26 GRMS 1.37 GRMS

EE (BX) 106 G 206Gt

BRBE (&RX) Om & 3,048 m (4.64 ft & 5,518.4 ft) 0m Z 10668 m (4.64 ft & 19234.4 ft)

*ERHREARRERAERENBEREEZIEN.
tERREERAT , FA 2 ms PIERARERE.

X ERE

MEEEERTENMED , F2BABENE PNP13290. PNP18925 & PNP18955,

BiE


https://kb.dell.com/infocenter/index?page=content&id=PNP13290
https://kb.dell.com/infocenter/index?page=content&id=PNP18925
https://kb.dell.com/infocenter/index?page=content&id=PNP18955

®

g8 FWRERREMATRELRIRANBRABRF TRATRESRE,

HE AR R E R

i REFTUREANTE , RRENFERENE. EREREANRBOAER , MEBARMENESRE.

BRETPIMERNAR  BEERETRERSHIRN

Fit. BT Shift @MEE , SHIREE FPRMBROFR. flo, ET 2, FHIR 2 ; BRKERT Shift 8 M2, AIEFHR .
BRFERINERE M EF2 BEARSRIEEH ISR, BT HEREITRITRETLE. HlM 8T F #UHT (F2ETXR).
B, MABENGREARXFTERNEZL A EF2, BRET Fn i + Esc BAIREAZERIIE. ZREERFSEER K

T Fn @RFTERITIEESE. fitn  BE

, 55IRT Fn 82 70 F1 82,

(D|5t: £t AT LAE BIOS BREE X DHE Function Key Behavior (SHEERTHA) , ERIIELER (F1 E F12) HEETH.
5+ 33. BRIRERBE
Thaese EMERIER (ARNSREER) 158

+ By

- TR

- REEE

Fn S2tbm] S22 A8 DI FAVIRBEAECER | DIITH AR EYRE.
* 34. RERERFE

Thiese
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=B @&
B
B @

+.
+.

5

B LE—EHWB/ L—AEE
B/ EE

BT —EM#B/ T—EEE
PR = S EBRER R

B

FRISEE S (BR) .

® it JEREERARAY F10 ThEERIRA Y
BR , TXIBEHEHIEE.

RERE

BmRE
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+
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AEHMRPTENWEERRURZEREEXVIETR.
¥

& Windows BEEFE =,

Tﬁ Windows SEEIFE

o

© ® N oA

26

FRERLEEMER.
AI{E Dell.com/support.
R—TEMXIE A WMAELHEKNERRBRR , AERE—TRX.

@l%i: MRRAEERBTRRE , FEASDEAHERFHABRNECHEMER.

#—T Drivers and Downloads (SEEIFZ X E T ).
BESRAEKTENIEERR.

BTHRBER , ARENERENEHERN.
BRTHERUTHECEERMEEEN.

TEEAEZ A BEZF/EEHENERNVERRK,
EERWTRHENERET  ARKBEE LWIETET,

LA

ENRE



7

MRFSEHERKERNERERE  FRFRYEE BIOS REEXPHRE., RESFURTFEHTHEFTLER.

(D|5#: #F BIOS RERR 24T, BHEET BIOS RERINEREN , MEESE,

FEEMNTHIBME A BIOS RERR !

IS BN EFTRRERMNAERES , fli RAM BEFEER AN,

BERGEREREN.

RERSEFAEEINMEE , flnFERAERE. IRENERER  URBAREAREREE.
X

FAHEThAE

BER

Boot Sequence (BE#E)IE)

R EEIE

£ Windows S EE#T BIOS

R ERT

FABEIhEER

FUR Dell IREERFHET <F12> 8, UEIRERRKAMIIER |, I HRRARMFAREKE. IEBRSHZEM BIOS REHEE. R
MEMINEER EIHKRE  BAKPHRABRKENE. TEAREERERERNTREDEH K  LWREXRFEFER. £ARK
R EER TSR EFMIFE BIOS P HIFHEIERF.

UEF| BE#% -
Windows Boot Manager
H I8
BIOS &% 7E
BIOS TREIFCIERE AT
1]
Change Boot Mode Settings (¥ E B #1E 01 E)

5§
®

i EABINRARREERL , BHHEESRET  ERLRFICENRBRAR  BETTEN.

wig B8

AL F E R BE L — @M.

CRCE BET—EMM.

Enter MMM PR E—EE NRAMNE) RRKBROL P EEEET.

ZaR RESWATHXEE (HEA).

B BETEEME.

Esc §2 BEL—H A BICEHNEREAL. EEXRERT sk, FHE—AALE  BREREFEARBENE
T, REERRHB R

RIFBE 27



Boot Sequence (FAHNERF)

BB P ] SRS 3B System Setup EEMFMEEIEF , WEEFAKERTEEE (HIW0 - XEERER), EREBEIRBE (POST)
iR, E8% FHIE Dell 1Z558 , ATk

BT P2 B ERRERTE
BT F2 BB RERREER

BERAFE#TRRSERTANFEREE  SEJDENEE, TTANBRIEREERSR !

HE SRR (BA)
STXXXX LR

®| B XXXX f3 SATA HIRLHEIREE.

S ()
SATA BB (MR HIFE)
Bl

®

ARIEFEEtERENEE  BUFRARKREED.

73 SN0 = 38E
R TEIRIA
O AFREHEHSRDBUARERNRENE , FH5HORE TR LR,

— A% E 18
5 35. —f%
P SREA

&f: $21% Diagnostics I Z 8 ePSA diagnostics £,

System Information RBRUTEN -

System Information (& #t &) — FE = BIOS Version (BIOS IRZA). Service Tag (RIFEE
). Asset Tag (EEZEH). Ownership Tag (EEEIZE). Manufacture Date (HitH
Hf). Ownership Date (B HH) , LAK Express Service Code ({RZEMRIFRIE).
Memory Information (FCIEEE &) ' #8~ Memory Installed (EZ#AIFCIEEE). Memory
Available (F] FIfC1E88). Memory Speed (FCEE2EE). Memory Channels Mode (FiC1EES
i@E#X). Memory Technology (FC{EEE#{ii). DIMM A Size (DIMM A X/) 7l DIMM B
Size (DIMM B X/\)

Processor Information (BE¥E25 &) : B8~ Processor Type (RI22E38H!). Core Count (3%
EHEY). Processor ID (B2¥E28 ID). Current Clock Speed ( HRiBSAREE). Minimum
Clock Speed (F/MFARERE). Maximum Clock Speed (R KB5ARERE). Processor L2
Cache (FEI22858 —{RIRENECIEEE). Processor L3 Cache (FEI22E 58 = RIRINCIZEE). HT
Capable (HT 1%) #1 64-Bit Technology (64 It Hifii).

Device Information (Z£B &) : AR Primary HDD (X##%). M.2 PCle SSD-0. LOM
MAC Address (LOM MAC fiiiit). Video Controller (¥{£1%#I2%5). Video BIOS Version
(1% BIOS Wg7A). Video Memory (F/{R5C1EEE). Panel Type (HHRZEHE). Native
Resolution (R4 ##4TE). Audio Controller (Z3%1%#I8%). Wi-Fi Device (Wi-Fi &) LL
% Bluetooth Device (EEF#£E).

Battery Information FREMRERENRN  URRAREZBEZEECRE.
Boot Sequence (BI#)IEF) AR EEMER RN BEFMEEMEBES R EEEERRNIERF.
UEF| BfER B =24 BEIRIEATEEILE F12 FIHGEEERART UEF B CR , RS RR NMEAERATEERE.

Always, Except Internal HDD (—#& , &8 HDD BRrIM)—FERRE
Always, Except Internal HDD&PXE (—#& , R HDD H PXE F41)
Always (—#E)

Never (K1)

Date/Time (H #3/85 /@) AR E A NRENERE. BREBPNERE R EES AL,

28 RIRBE



K 36. System Configuration (REEHEE)

b | R
AE NIC AR E AR LAN #2028,
Disabled (245 ) = AEF LAN ERAR , METEBREFERR .
Enabled (2& M) = WEB LAN ERLA.
Enabled w/PXE (BB w/PXE) = A%E LAN ERUE (£ PXE BH) (FARADIER)
SATA YE% AR E NIRRT ISR E K,
Disabled (212 ) = SATA &I 2B
AHCI = SATA 2524 AHCI =
RAID ON (RAID BERI) = SATA EAXIE RAID & (FEFHEE).
T R A AR ARE A S ER R RS

Smart Reporting

USB Configuration (USB #H48)

Thunderbolt Adapter
Configuration

USB PowerShare

Keyboard lllumination

Keyboard Backlight Timeout on
AC

SATA-2 (FEERARLA)
M.2 PCle SSD-0 (FEs&BRLA)

AR AT IR E R R HA R
Fi SMART $R45) iRIBFERR 7%1‘ m

AREEMARERATIIEENRE USB #2425

Enable USB Boot Support (E{F USB BB 1&)
Enable External USB Port

FrBEEEFRRBRA.

BEFRA R FHAVIEIRSEER. Enable Smart Reporting (BX

IR R AIERE Thunderbolt B #zaR4H A&

Thunderbolt - TEEZ A RXF

Enable Thunderbolt Boot Support (B Thunderbolt FE#Z1R) - = H
No security CREL21M%) - EEA

User configuration (£ Al & #H8E) - FEERARA

Secure connect (Z2E#) - 54

Display port and USB Only ({&PFR DisplayPort A USB) - £
IR IERERTE USB PowerShare ThAERI1T A,
Enable USB PowerShare (B USB PowerShare) - JB:X B =

LLTHREF] R A& B R E LB BAEAY USN PowerShare BB FEARENEMEME S , BIME
HEE (FIMFRNESR) HREIRE | AMEELEEAEE N ERRE |, BRI LIE A LLThEE

AEERARERARE S RIEHIZE. Enable Audio (RIAAEM) AFERRE

Enable Microphone (BX & /&)
Enable Internal Speaker (B{F RZH0N)

PSR 1E ER A T AR R 1E
SR R RIB R A RAAThREME R, ERRERBIVERESR 0% & 100%., RIES :
Disabled (Ef£F)
Dim (F%)
Bright (5%) - TEERABRUA
Keyboard Backlight Timeout dim out with AC (f B R A EBIFAV BT B BREFZ L E T HE
IBEAThAE. BRBPSHEIRSERESHR, WHMEMASAEER, 2B E?E!"
5%



b 301 A

10 % - FERABRUA
15

30 ®

1288

5 o8&

15 D48

Never (k)

Keyboard Backlight Timeouton  Keyboard Backlight Timeout dims out with Battery ({8 f &5t BRAS Ay S AR 25 LB AE ) 2 I1E,

Battery FETRERAYRE. RRRPSTHERIERESR. IRUERAEXRER. &

5%

108 - FBRAA
15

30 #

198

5 88

15 9 4%

Never (KT)

Unobtrusive Mode - Enable Unobtrusive Mode (RIAETEBER) (FERAER)

RUAEF |, 3BT Fn+Shift+B S ERMRK P B R REMNFTN.
BR—R Fn+Shift+B BIATRE IE B3&E1E,

wERE AECHAREATIIRE
Enable Camera (RUBESM) (FERABRA)
Enable Hard Drive Free Fall Protection (BB IEREIEE R 5E) (FERRABRA)
Enable Secure Digital (SD) Card (BY &2 28 {u [SD] k) (FBLBRIA)
Secure Digital (SD) Card Boot (Z& 21 (SD) <BI#)
Secure Digital (SD) Card Read-Only Mode (ZZ 281 [SD] RHEEER)

MAC Address Pass-Through . System Unique MAC Address (REEME—HAY MAC fith) (FEERAEFA)
Integrated NIC 1 MAC Address (3 NIC 1 MAC fiziih)
Disabled (212 /)

.
&
NS

B

LETHEE AT A& 4138 NIC MAC fiit (TEXIBRV R B IGE RS IR R $H b ) BB IR R MAC L

bt FEEREIEAMF A Passthrough MAC Address (3838 MAC fiztit).

2

EIE Ll
LCD Brightness TEFARIBEEIR (On Battery (EAE) 1 On AC (FARAE)) S EETESE. LCD REEEMH

BBEREAE. JUEABRRERE.
D|#: AEERRFERRERATE , TERRVRRE.

Security (ZZ 7€)

R 37. Security (E2RE)

Py 4=

b3 R
Admin Password (B2 8% 115) ETRE. BEAMMREESRE.
System Password (R ZE) AEERE. BEANMMRRRERE.

30 RIRBE



®1g R
Internal HDD-2 Password PRIE R R E. BERMBRRBAIBPEHRE (HDD) MBS,

Strong Password
Password Configuration

Password Bypass (B i@ 2 55)

Password Change (2 E 2 15)

UEFI Capsule Firmware Updates
(UEFI Capsule )88 F #7)

TPM 2.0 Security

Absolute

OROM Keyboard Access

Admin Setup Lockout
TEBEE

SMM Security Mitigation (SMM
REREBRERK)

IR TE A] SRR U5 A R R IR SR A .

AREERHATNERZBNRRZBR/NMNBRATZLH. TARESENN 4% 32 2H.
LEIE RS RREFR BB RG (BE) ZHMAI HOD FiFRTR,
Disabled (B2 ) — ECRERXRKMALE HDD BiER |, —EFERIER, BEFERAR

A
Reboot Bypass (ERTRIENM B ) — L EHAE) (REAH) K, BBEIHRR.

(| i BEEIIKARRAKE (RFIE) B, RS T —RBTRKNAEE HOD FWAVER. It
5 ZBEKEBETEITTEC R E HOD NEAXRBETERIET.

BB ETATEREEREREN , EEAMEERRNERERE.
Allow Non-Admin Password Changes (fL5F# Admin BiFEF) - LIRIFFELACRA.

IR IE AT 4 R R B AEF BIOS &8 UEFI Capsule B EH#EITER. WEIBEATEREIE,
{E IR IEHE[E IE BIOS E38ARTS (20 Microsoft Windows Update # Linux Vendor Firmware
Service [LVFS)) /T E

AECRHNEEERRRTUERUEETESEHE (TPM),

TPM On (TPM BRY) (FRER1E)

Clear ((BF%)

PPl Bypass for Enable Commands (RE{ B &5 PPl B£i#)
PPl Bypass for Disable Commands (1$ﬁﬁ‘n°ﬁ‘% PPI B&38)
PPl Bypass for Clear Commands (B PPl B&iB)
Attestation Enable (B ERA) (785 E)

Key Storage Enable (R € #f%7%) (FAERB)
SHA-256 (FEEX1H)

BEL2E

Disabled (242 )
Enabled (ERUA) (FERR)

WARM AR A, EAS KA ERA Absolute Software HYEED Absolute Persistence Module AR 7
By BIOS #E#H .

Enable (BUA) - ILBIERFERREE.

Disabled (242 )

Permanently Disabled (K A5 )
WEBEACAEFEAE ST EREERE | FBREHEE XN Option ROM Configuration (3
ROM #H%E) EH.

Enabled (ERA) (FEER)

Disabled (242 )

One Time Enable (BEXELA)

REEEERBR , TREMULEREFLEAREREN. LBERRBRRE.
AENERAEIEREE. SALRBRERRR  TREERTE. IWBBEERBRERE.

TR R SR = B 88 4 UEFI SMM Security Mitigation (UEFI SMM Z 2 BB EK) REDHRE. It
T Enij.":*anE

ee
pt:3

Secure Boot (ZZF#)

3k 38. TR
EIE

R

Secure Boot Enable

ARERAREALEREEE

RIFBE 31



A

Secure Boot Mode (Z 2B t#E )

Expert key Management

Secure Boot Enable

RIEAGE

] B {E R Secure Boot 174 , LUMEFAE5EHB1T UEFI BB FEE.

Deployed Mode (EBEBE) (FAFXE)
Audit Mode (F&#&%18x)

TEINERRKA Custom Mode (BETHER) B, T HEALZ 2L SBERE, Enable Custom
Mode (I BETHER) BIETERAER. iﬁlﬁ?%

PK (FEER1E)

KEK

db

dbx

ﬁ%f@iﬂiﬁﬁ Custom Mode (BETHER) , #
Save to File ([TFEIER)- K BHAEGEEEAFEMMER
Replace from File ({£1§RIK)- BB SEBMAAEAEFERERTINSE
Append from File ({E#ERMIN)- S SBFMEEFRAFRERTWENERNE
Delete (fHIER)- i ERIZENAY £ 48
Reset All Keys (EEFTE£8)- ERATERFZE
Delete All Keys (RIFRETE £8)- MERFAEEH

()| it: MRZEA Custom Mode (BETER) , HEFREMOAEEE , LKW EREHE

EnsEn

A% AR

Z IR PK. KEK. db #l dbx FIAHEIRIE, #I1E

Intel Software Guard Extensions (Intel EiEE{REIETT)

5% 39. Intel Software Guard Extensions (Intel EiE2{R:EIET)

g 201

R

Intel SGX Enable

Enclave Memory Size

A AT E R B R 2 MIRIRRAITE OS REPWEZXEE/
REREET.
RTHHEcp—EZE :

Disabled (25 H)

Enabled (ERIH)
Software controlled (B ERiE#])—FEER B

Lt IRIEAJEXE SGX Enclave Reserve Memory Size (SGX 7it!
REBEIEEXD)
BT EP—EEHE :

32MB
64MB
128MB—7E:% B

Performance (3X8E)

3 40. Performance (3{#E)
EE

SR

Multi Core Support

32 RIRBE

A AR ERFRA— RS ER L. BERESZ/RO , RERE
ARANMETHE.



AR

Intel SpeedStep

C-States Control

Intel TurboBoost

All (B8)—TFEE
1
2
3

A BN R = AR B 281V Intel SpeedStep .
Enable Intel SpeedStep (E{f Intel SpeedStep)

LRI ATERRERE .

AR A S A B Ath Y B 2R B3 R AR AR AR
C states (C iRE8)

LRI ATERRERE.

TR A I E A R RN Intel TurboBoost 1=,
Enable Intel TurboBoost (E{F Intel TurboBoost)

LRI ATERRERE .

(Hyper-Thread $£#) BT AR REEN HyperThreading.

BREE
HIE

AC Behavior

Enable Intel Speed .

Shift Technology

Auto On Time

USB g7 i

Wireless Radio
Control

Wake on LAN

Block Sleep

Disabled (25 M)
Enabled (B{F)—FE:&%1E

FREA
ELMASEAEERERAEEBREFEIE B RENITA:
FEERERSE : Wake on AC (EEZ R BFMREE) KIZH,

Enable Intel Speed Shift Technology
FARYERXE : Enabled (BYA).
AR TEEMAEEBAMNER. RIER

Disabled (212 )
Every Day (BX)
Weekdays (TER)
Select Days (GEIEXRE)

FEERERIE : Disabled (245 ).
TR USB 2B i R M S AR RE M EE A Th B

@ it AR EEER SRR , T8 Eﬁﬁlﬂslham WISRE Standby (f5dr) MREBHIER TR AZER

2%, RIEREASEPEFIE USB ERENME , LEETHED.
Enable USB Wake Support

BRA, WK ERERRRTEEZHRMAN , WHERERZMAEKE (WLAN R/ WWAN).
Control WLAN radio (¥ WLAN iR E) - ©FA

AR ARFALLIIEE | REMUEEEAREIEB LAN RS 5 5H#:

Disabled (212 /)
LAN Only (£ # LAN)
LAN with PXE Boot (LAN £ F8 PXE BH#)

FEERELE : Disabled (E= ).
MWEBEFMZEAEEERGBE DI FEAER, BUBE , RERTSEAEREER,
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EIE Bl
Block Sleep (Z 1-REER) - 215

Peak Shift JH: EEABEE—RNWEERERR  SXRBREERERK. BUALEER  BEIREZERCE
BN RBMARREUE Bt EE,

Enable peak shift (AR EASER)—EFH
BREEBMWEESAE (15% £ 100%) — 15% (FARAELA)

Advanced Battery IERAFEENEMMERREAZES. MALEER  RRSEFRTFRREFBBRERTEEN A
Charge Bl , LAtk & Bt AREEAR L

Configuration Enable Advanced Battery Charge Mode (R # R ELFEEER)—FA

Primary Battery ERETHNREEN., BIES
Charge . Adaptive (F838) - FESXBRUA

Conf t
onfigration ammm<%%-uﬁ+L+ EhE2RE

ExpressCharge (1R3EFE) — £/ Dell WIREFRER M , URENHBAEMRE.

Primarily AC use (EE AC £ )

Custom (BE])
1SR EEY Custom Charge (BE] R E) , MIE A LLERE Custom Charge Start (B 5] 72 ZERIE)) A Custom Charge
Stop (BE] R EELL).
(D)|it: WFFAARBRABBARZHEM. FERAULEE , 5/ Advanced Battery Charge
Configuration (GEREE 3t EFH4E) #£18,

POST behavior (POST 174)

EIH BiL
BERES ARECHAREREEARLEERBERRR HNRMRE (BIOS) BEEAL.

FEERERTE : Enable Adapter Warnings (BB R &L

Numlock Enable  AJE&7E ERSBRLAFRUA Numlock I8,
Enable Network (RUAR#EEE), IHRIETARRARA.

FnLock Options  Trash&2/A 4 Fn + Esc FEAZREMRENREZ IR F1 3 FI2 WEBTH. MBEERMNEE , BITEBEY
WELRNWEETR. TANERESRE

Fn Lock (Fn $87E) — FEEX B RILA
Lock Mode Disable/Standard (88 EE = H /12 %) TR S - A
Lock Mode Enable/Secondary ($8EE A/ XE)

Fastboot ARTHEARB—EARUSR , MEMBEF. BER

Minimal (&/)\)
Thorough (&%) — FEEXBRLA
Auto (B Bh)

Extended BIOS TREMGEN BB B TR, RIS ¢

POST Time 0 seconds (0 ¥)—FEERACRUA
5 seconds (5 ¥)
10 seconds (10 #)
RERTRE - Enable Full Screen Logo (BB £ & FHEFH)—KA
EHHER - Prompt on Warnings and Error ({8812 & & B4 ERFI2R) (FERRABRUA)

Continue on Warnings ({8812 24 Rr {2 18)
Continue on Warnings and Errors ({88 3| 245 S 85 SRS HE/E)
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EEEE

EIF
Intel AMT ZhAE

USB Provision

MEBX Hotkey
(MEBX 1RiZ#2)

A
RABMBERRERERERUE AMT M MEBx HRIRFEINEE.

Disabled (212 F)
TR BRUA
PR %77 EX MEBx

BIA#% , O1i%E8 USB fATZEEF AR MR RMEE Intel AMT,
Enable USB Provision (B{f USB %) - FE:¥ A= H
REFITIEEERFFEEE R RUE MEBX RIREThEE.
Enable MEBx Hotkey (B{F MEBx %) — FasR AR A

Virtualization support ([E#i3%18)

BIH

Virtualization

VT for Direct 170

Trusted execution

Bl

LEARAIIE E B EE IR 2R (VWMM) 2B AL A Intel EE LB ATIREM RGN IEEEThAE

Enable Intel Virtualization Technology—TEE%X AR

B {E A B R EREE (VMM) £ A H Intel® Virtualization Technology for Direct /0 12 tAYHT NI EE Th

Hb
Enable VT for Direct I/0 (BX A2 Direct 170 89 VT) - FEERABRUE.

IIRTE A I E R B R SR B R 28 (MVMM) BT A Intel ATE BT RATR AV INEFREThEE, TPM &
ERBAITF] Virtualization Technology for Direct 1/0 &84 78 BY B = RE4F A3 Itk ThAE

Trusted Execution (AJ{S BT - FTERBER.
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