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“FisEHV R

1588

Dell ControlVault 3 £EfE-<iEANES

ISO 7816 -3 Class A £ #F

TEEVERAEISIREN 5V HEBERER

=
=

RIS
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®. 29: AU EEE-RiEENEE  (80)

P %08 Dell ControlVault 3 EgE-RiEENES
ISO 7816 -3 Class B £323F EENESEENBIEEN 3V (HFBERRE R =
ISO 7816 -3 Class C £324F SEENEERENSIEAN 1.8V {HABEERER =
5130 7816-1 A eSS =
5107816 -2 A B RIRESYEE RIS (K. EHE |2
RUESE)
T=037¥F KRR IUER =
T=134F RS RREH P
EMVCo 2§ F&AS www.emvco.com EEFERIEMVCO |2
(ATFEFAIINE) BrERInE
EMVCo IAIE 1RIE EMVCO aE-RImEIETCIAIE =
PC/SC OS R DMAITEN/BRERIE, BFENAE |2
HFMEP S A RE 4SRN R
CCID IREfEF3RA ERIRSERSS, BTENREER |2
EORE, ERTERERARIIIKFE
=.
Windows TAIE WHCK IANIFIR S =2
1B1T GSA FEZ FIPS 201 (PIV/HSPD-12) FE FIPS 201/PIV/HSPD-12 BXRANIS 2

L EEl - IHEMTEEE

. 30: JEiERbzUE AE-FiEANES

“isEHVES

1588

Dell controlvault 3 EiEfib=t & 5E-RiEEY
885 NFC

Felica EX2#F

=

Eﬁzﬂﬂéﬁni’x#ﬁ‘é%ﬁ% Felica IEZfM=E |2
|\

ISO 14443 Type A E373% ISEENEERNI A BEIE 5 1ISO 14443 Type A | 2
JEEmiEE

ISO 14443 Type B R3Z#F EEENER AN BEIE T35 1ISO 14443 Type B | &
JEEmiEE

ISO/IEC 21481 EENESF NG BEIESZIF ISO/IEC 214813 [ 2
FHOAEE=UE RS

ISO/IEC 18092 EENESF N BEIESZIF ISO/IEC 214813 |2
FROAEER=UE RS

ISO 15693 =345 RN F A eSS4 1ISO15693 JEiEm | B
HER

NFC 1R854 TIFEEFINMER NFC SRS ER 2

NFC SEENESHE T T NFC 1BImE M A SN s tE T, =

NFC fR5estE T NFC ISIRE X RS esiE, P

NFC R, T NFC 1BInE X ARS8, 2

EMVCo F&Z&S A www.emvco.com ERFAIEMVCO | &2
EEeRInE

EMVCo IAME FRIE EMVCO EBeEEFRAEETUIAIE =
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. 30: IHEMUERERIENGE (48)

1588

Dell controlvault 3 JEiEfbst E fE-RiEEY
225 NFC

NFC JTEEE OS 5RmE

REENFP (IZIREER) IRBLAMMHEER

=

=
SrfsEF
PC/SC OS FRHE MATEN/Bre~HE, ATFEMAITE (2
WIS EE PR HSEEN 2]
CCID KaifEFHReE FEURERNFERr, ATERRERER (2
EORE, ERTRERRSSRNER
Windows JAIE Microsoft WHCK IAMERYIR & B
Dell ControlVault 371 REIEZE Dell ControlVault LUH{TER |2
FO4LEER
)| i2: 3zt 125 Knz SEEERSE.
&®. 31 SISHE R
HiERS fBr -2 5
HID JCOP readertest3 A & (14443a) 2
1430 1L
DESFire D8H
iClass ({&%%)
iClass SEOS
NXP/Mifare Mifare DESFire 8K B8 PVC & 2
Mifare Classic 1K Hf& PVC £
NXP Mifare Classic S50 ISO &
G&D idOnDemand - SCE3.2 144K =
SCEB.0 FIPS 80K Dual+ 1 K Mifare
SCEB.0 nonFIPS 80K Dual+ 1 K Mifare
SCEB.0 FIPS 144K Dual + 1K Mifare
SCEB.0 nonFIPS 144K Dual + 1K Mifare
SCE?7.0 FIPS 144K
Oberthur idOnDemand - OCS5.2 80K =

ID-One Cosmo 64 RSAD V5.4 T=0

T2

& 32: B2

s

B/REFiRinSEM

AT1%ERY Dell Data Security and Management Software
B REFRmSEG

#/R BIOS I&iIF

A1%EHY Dell Endpoint Security and Management Software

BAIE
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= 32: TG (£8)

Hits

VMware Carbon Black Endpoint Standard

VMware Carbon Black Endpoint Standard + Secureworks Threat Detection and Response
Dell Encryption Enterprise

Dell Encryption Personal

Carbonite

VMware Workspace ONE

Absolute® Endpoint Visibility and Control

Netskope

Dell Supply Chain Defense

iTENKIR

SEISTMRB: G1, 1RIE ISA-571.04-1985 FEX
&. 33: iTRHHE

%88 iZfTas =

BESEE 0°C Z 35°C (32°F & 95°F) —40°C & 65°C (~40°F Z 149°F)
EXNEE (BAE) 10% = 80% (JE2%E) 0% ZE 95% (IESHER)

& (BKE) © 0.26 GRMS 1.37 GRMS

B (BXE) 105 Gt 40 Gt

BkEE (RXE) 0 Z 3,048 3¢ (0 & 10,000 ZR) 0 ZF 10,668 3 (0 & 35,000 ZR)

* (EFREI B PRI RS N E
T EERIKENERA TEFASEI A 2 ms FIESRREKITNE,

ZIFHER

BXRZFRBHESER, BEPAIIRENE PNP15290, PNP18925 1 PNP18955,

22 BAHS


https://kb.dell.com/infocenter/index?page=content&id=PNP13290
https://kb.dell.com/infocenter/index?page=content&id=PNP18925
https://kb.dell.com/infocenter/index?page=content&id=PNP18955

AEFENE T SR ER R R N2 a0 B,

T&k Windows IEEIfE=

TR’

1. ¥IFEIC AN,

2. iAi9) Dell.com/support,

3. BEFEm%S, MANSHECABMIRSIRES, AEREIRR.

@lii: MRERBRS IR, BERBMNMENINE, BEFIINGHEIEHECABMAIES,

BEHIREEFTE.

SR EICA BN E 2R ER S,

A RN REFH IR E LRI .
BETHRXHLATHIERTEREICARKIIEEIER.
THEAE, NSEERFIKNTEF RIS,
WERNEF X HRIER, FHERFS L RBaRaE TR,

© © N O o N

]

A

i
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RFEREER

MRIEERERITENAR, BSWiE2EM] BIOS ZEEFTIIRE. FUBENARSETIRINETARER.

(D|i%: FH BIOS REIEFZET, BIVGIDT BIOS ZEEFFEEE, LEERe%,

15 BIOS ZEREFATLUATHE:

o EUSITEMN LR HAIEXER, W RAM NBE. BEIRENEEIIA/NE,

o FENRSEEEE.

o REWEXNEFINEFINEI, WMAFEDE. LRIERIKMEEEE. ERERERENEESE,

5| S3Eg

HIEREIGRHE T <F12> LISa—RM51S%ER, EhERANENEI1SIRETIR. WRAPEESIZHTER BIOS IREFE
P, 5|S5AH5IHIREBRATRAPNES|SRE. AEEHEISENTREHFLRRZETERN, LRPFEF
F. (£S5 |S3EEASRITE BIOS HFEMI5 | SIRFF 4T A=,
BEIELE:
e UEFI5|&:
o Windows Boot Manager
o Hfthi%kIn:
BIOS iR&
BIOS [NfF&E#T
ZHTER
B ISENIRE

SinE

O O O O

DiE: T ASHRARERRFER, GRHTIESEISHICR Tk, BESNEFENRRETEEEN

B S

LRiLiE BEL—FR.

e BET—F.

Enter fERTEFER (WNER) P ENEREFRPAMEE.

SHER BFSIFETARLIR (WNER) .

IR~ BEIT— 1 BERXE.

Esc §# ﬁ;ﬁ;ﬁéxﬁ’?m«)ﬁﬁiﬁ% FEEXFEEHIR Esc RET—HKRER, RASREERFENELGE

5|1 SIRFF

3SR R AR EE NG SRS, HEESISESENRE (BIn: YORaE:R) . FFHLEM (POST) HAlE, X+
IE/REERET, ERTLL:

o IXT P2 BIHARKIRERER

o ET F2ERER—RMSISEE

—IRM5 | SRERBETRE _ILXMﬂhélvE’Jlx% BIEIZHTER. 51S5RIAINEE:
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o TIFEEIIRZNES (WISRATA)
o STXXXX IRzhSE

(D| i XXXX Fis SATA IRahsee,

o JRIFZE (WMRATA)

o SATATFRIRZNZE (YNSRATAE)

o ZURTER

®| i¥: 15%6#% Diagnostics 1§ &7~ ePSA diagnostics .

5|SINFFEER B RNRR R EREFFRATIEI,

R EEIR

®
—RI%IR

i- 34: :E\mu

iE: RIERER BN EICARRR AL EINRE, APOFIHIREF—ESHI.

IR 1588
System Information ERUTMER:

e System Information (RFSE) : T BIOS Version (BIOS hg4s) . Service Tag (IRSZHR
&) . Asset Tag (&F=H7&) . Ownership Tag (FFBGRE) . Manufacture Date (#lhi&H
Hi) . Ownership Date (FTETXHHER) LA Express Service Code (HRIRARSHAD) .

e Memory Information (RTEEE) : B7~ Memory Installed (ZZEAIATEF) . Memory
Available (RJEHAIfE) . Memory Speed (FITFi#EE) . Memory Channels Mode (HTFE
iBt&E) . Memory Technology (RITFA) . DIMM A Size (DIMM A X/Jv) 4B DIMM
B Size (DIMM B Xi)v)

e Processor Information (ZMESS(SHE) : 7= Processor Type (MIEEE¥E!) . Core Count

(PI#%itE8) . Processor ID (4:FESE ID) . Current Clock Speed (HiRdiiE=) .
Minimum Clock Speed (FR{EAHMEZ) . Maximum Clock Speed (FiSATfER) .
Processor L2 Cache (IR {RSiEL&ERF) . Processor L3 Cache (IEEE=IRSiERE
fF) . HT Capable (HT 3Z#¥%) LA 64-Bit Technology (64 {ifiR) .

e Device Information (I8%5{=H) : T/~ Primary HDD (£ HDD) . M.2 PCle SSD-0. LOM
MAC address (LOM MAC iiilif) . Video Controller ($R$f=i#IEE) . Video BIOS
Version (#13% BIOS iRA) . Video Memory ({l3fiA7F) . Panel Type (HEtREEY) .
Native Resolution (F#15#¥#2E) . Audio Controller (EJH=HIES) . Wi-Fi Device (Wi-
Fii&%%) #[ Bluetooth Device (EFiRE) .

Battery Information

EREMRSHIE TPIRRAR 2B ERER MECeE.

Boot Sequence (BI1SIEF)

SRR BN =R RIS ERIREERRERRNIRF.

UEFI Boot Path Security (UEFI
5| SR RTeM)

IERAFEEEIEET F12 3| S3283 |8 UEF B |1SKRENN, RARTIRRAPBAEERR
=R

e Always, Except Internal HDD (38£%, PNEB HDD BRIM) — BERGA

o Always, Except Internal HDD&PXE

o Always (38%%)

o« MF

Date/Time

SR E QHATIRIIE]. XSRS BHRAR AR E SRR,

ERSBER 25



RHER

. 35: System Configuration (RFRHIH)

i ]

1588

Integrated NIC (£ER% NIC)

FVFISECENREL LAN #2HIRE.

e Disabled (BEZEF) = WEB LAN &eFRIAIRT, FHEXHERIERFZATT .
e Enabled (EERA) = A LAN BER.

e Enabled w/PXE (EiT PXE [EH) = WZB LAN B2 (IBiT PXE 2|8)

SATA Operation (SATA $2E)

PN R Ty S T el o ] e S ey = G W

e Disabled (BZH) = SATA I=HIzEE2F3ER

e AHCI = Bt AHCI B ECE SATA

o FECEJI RAID ON = SATA LAz RAID 18z (E0ABIEE) .

IRzNEE

RSB RS ZERAR AR IR IEEEE:
o SATA-2 (BUAERERA)
e M.2PCle SSD-0 (BRMAERHR)

Smart Reporting (Smart &)

ZFBRIEH R A ER RS FEHIR SRR s 2R 51R. Enable Smart Reporting
option (EAEHERSGER) KIACEHA.

USB Bc&

SFE R TEIS B EE SR USB 1628 :
e Enable USB Boot Support (JEF USB 5|537$)
e Enable External USB Port (JBFBYMN2E USB im)

FTEIEIENA SR,

Thunderbolt Adapter
Configuration (Thunderbolt J&HEg
ESECE)

IER5 Fe1F Thunderbolt IEECEECE.
Thunderbolt — BRIAE /S

Enable Thunderbolt Boot Support - E2:F
No security - B2:F

User configuration - ERAE B

Secure connect - 22

Display port and USB Only - 222 F

USB PowerShare

LtEEIRAELE USB PowerShare THEERYIT .
e Enable USB PowerShare - BHAEZH

IR ERERFRFPBEEICA (HEICAGTERIASE) £AJ USN PowerShare in[{EFE7F
ERNRRREMEBENIMNRRE (NFN. FEERENRR) 7.

I
;‘E'I;i

SRS B BRI HSE, Enable Audio (IBEESR) 1EIMEVATIER,
e Enable Microphone (JEFEZETIX)
o Enable Internal Speaker (EEENBIZAEE)

XFMNEREVASIERE.

Keyboard lllumination

}Z—"‘?"—Eﬁﬁiﬁ?ﬁiﬁ&ﬁﬁﬁﬁHﬂlﬂﬁgﬂ'ﬂﬁﬁﬂiiﬁo BESERINTLUSEN 0% Z 100%. EIE
=

e Disabled (BZEF9)

e Dim (E)

e Bright — ERAEEH

Keyboard Backlight Timeout on
AC

KRR AL S CEaI S, TREIRPNEASTE M, BEREERETIER
FREREAZR A, WWFERAECERE R AE/ER. HTINEE:

5 fbep

108 —EIAEEE

15§

30 sec (30 D)
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. 35: System Configuration (RFRHIH)

(8)

IR i58g
o 1%
o 5534
o 15455
o WF

Keyboard Backlight Timeout on
Battery

R AR S BRI s, A2 RREATHEE
BAZR5I. WFRAEC/EEESXAE/ER. EREE:

5 fheh

107 — EACEH

15§

30 sec (30 D)

axi

5o

15 9§h

MF

2R, RERIPSRESIFRIR

Unobtrusive Mode

e Enable Unobtrusive Mode (BRIASEER)
BRELERE, 1% Fn+Shift+B ol XARFHRBIERIMES.
& Fn+Shift+B TR EIEFEE(E.

Miscellaneous Devices (ELfthig
%)

R EERSERTIRE:

Enable Camera (BRZR&L) EUABRTER)
Enable Hard Drive Free Fall Protection (BRMAERBF)
Enable Secure Digital (SD) card (BRZE£H= [SD] £)
Secure Digital (SD) Card Boot (Z£%(= [SD] £5|8)
Secure Digital (SD) Card Read-Only Mode (L&£#= (SD) ERIZ&EL)

(BUAEEA)

MAC Address Pass-Through
(MAC i3It Ei)

e System Unique MAC Address (ZMAEZEH)
e Integrated NIC 1 MAC Address
e Disabled (EZEF)

LY INEEFERR RS HIERERY MAC HEIFEHRS ST IFRT AL #RES thAYSMEE NIC MAC HtBllk, ERIAE
TE({HEFEIE MAC Hbit,

85

1EIR
LCD Brightness

L

FAVHEARIEERIR (On Battery [fER3FEIH] 1 On AC [EAZRE]) REBTF=E. LCO NRESHIhFIR

MERCEE AR, ERLMERBRIRE.

®
Rzl

. 36: B2l

it (NERRLETIARRE, FEEEWBNRE.

1EIR

1588

Admin Password

RFERE. BNEMREERER.

System Password

RFRRE. BXEMRRRER.

Internal HDD-2 Password

ISR E. EXEMBRRSRS0ER (HDD) LAY,

REigEER
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& 36: T2 (80)

i U]

1588

Strong Password

IS S S R R AT IR S,

Password Configuration

RIFHEEHERTEHNRREBR A ATNRIVIRKFREY. FRISEENT 470 32 Z/E.

Password Bypass

FRZER, JUEEHEHNRFRISERS (51%) ZEREFINE HDD FiB.

e Disabled (BZH) — BIRERFIANE HDOD BHEE, IBEIRTRENAER. IHEIREEIAIR
ETEEA.

e Reboot Bypass (EH5ISAHKIT) — BIEHE (VS5 NEBRER.

O|iE: NRHUASEshESR (2519 B, RREBRZERBARFNE HOD &5, 1o,
RPEIAEE R BEFE AR EIESRITER HOD _HIRTRBNED,

Password Change

RIS EIR EEIE R RER B AT E R SRR,

Allow Non-Admin Password Changes (SIFIEERRZIEEN) - ERAEKARETER
%0

UEFI Capsule Firmware Updates

HETHEHRFR B I BIOS BiY UEFI [EREMTGEHITERH. LEmEALS. 2RIt
EIUERELE BIOS 1@id Microsoft Windows Update F Linux M EEH4IRSS (LVFS) EREHITE
#r.

TPM 2.0 Security

RVFEIEFIZEETFEER (TPM) EEXHRMERFAT L.
e TPMOn (TPMFE) (BUAIRE)

o Clear (/&%)

e PPl Bypass for Enable Commands (PPl Z832R&%<)
e PPl Bypass for Disable Commands (PP| 832 Ha5<)
e PPl Bypass for Clear Commands (PPl &35t m<)
e Attestation Enable (JFFBUERR) (BRIAIRE)

e Key Storage Enable (BFRIZHENE) (BUAIRE)

e SHA-256 (BRHIAIRE)

&

AR —NED:

e Disabled (BZF)
e Enabled (BF) (BHUAIRE)

Absolute

= ERHISEENZ M Absolute Software [BFE. ZRAEIKAZEAT]%E Absolute Persistence Module iR
$19 BIOS #&EHREO.

o BEiSH - IHEMENASIEE,

e Disabled (B%H)

o KAZH

OROM Keyboard Access

IR AT HE AP 2 S EEEES | SR @ I A\ Option ROM Configuration (351 ROM
BEE) FR.

e Enabled (JFA) (BUARE)

e Disabled (BZEFH)

e One Time Enable (—XRHEEA)

Admin Setup Lockout

HFEREEEREBNERT, RIFEHLERAFEARRRERERF. WEIEUARIRE.

Master Password Lockout

RIFEERETEXR, EEMRECH, TESREETE. HWEIEBARRE.

SMM Security Mitigation

RVHEEFEER UEF SMM Z2EMRIFIIRE. HIRIEOAKRIRE.

Secure Boot (Z£3|%)

Z&. 37: Secure Boot

1EIR

L

Secure Boot Enable

RIFHEERSERRE5I1SI8E

e Secure Boot Enable

28 ERSBIER




. 37: Secure Boot (£%)

IR i5BE
IR,
Secure Boot Mode AIFEENZ 23 1SR TAUFHEEGRSIHT UEF IREhEFES.

e Deployed Mode (EREHEZ() (BRIA)
e Audit Mode (EH#ZIET)

Expert key Management RIFIRNERFLT Custom Mode (BENAET,) FHRMNLEZA2UERE. Enable Custom
Mode (BRBEXIRRN) EHEIAER FEEH. EEE:

e PK (BKIA)

o KEK

e db

o dbx

YNERFSF Custom Mode (BREXIRTY) . #EHIL PK. KEK. db #1 dbx f$EXIETT. BEINE
&

e Save to File ((RFEXH) - BEBRFERFIEENNS

Replace from File (MXH#&if) - BidAFEERNSXGFRIZEE SRIREHA

Append from File (M3ZERNN) - MR PSRRI A HEIRIEERERIN— N 258
Delete (Hifs) - MFRIEERIZSH

Reset All Keys (EEFE%H) - EENEAIRE

Delete All Key (HIFRFRE®ER) - MIFRFTEZA

iE: WMNERZEA Custom Mode (BHEMIER) , FrEBXEI<EMR, HEZEPSRENEK
NRE.

®

FAFRIREBAIRYT

. 38: TRFRIRRAIAY R

IR e

Intel SGX Enable ZFRATHENEE R ERFPMREPIZ T/ PR R IR
HEZEAIRIE,

BELTERZ—:

e Disabled (B£:F)

e Enabled (BEH)
e Software controlled (¥R{Hi=H]) - BHA

Enclave Memory Size ZEINIZE SGX Enclave Reserve Memory Size (SGX
Enclave {REBRTFEKIY)

BHRIAT®ERZ—:

e 32MB

e 64 MB
e 128 MB — Z{iA

Performance (&%)

#&. 39: Performance ([%£E)

IR 1588

Multi Core Support WFEEEHEER— MNEREZ. BLR AR EIn
OSRIREERE.

e All (FFB) - EiA

o 1
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. 39: Performance (1£fE) (&E)

il 1588

o 2
e 3

Intel SpeedStep TS S PR IR RS AYTAS/R SpeedStep 18R,
e Enable Intel SpeedStep (FF5H Intel SpeedStep)
LEETRENVABIRE.

C-States Control SIS e AR IR ESREIRIAT.
e Cstates (C %)
IIETRERAEIRE.

Intel TurboBoost FOUFIE R FAER S FALLIREEHY Intel TurboBoost HEE,
e Enable Intel TurboBoost (f3H Intel TurboBoost)
HETREMAEIRE,

Hyper-Thread Control BT 22 A RS RIRRELTR.

e Disabled (2£:H)
e Enabled (BBHMA) — BA

Power management (EBjREIE)

11 AR
AC Behavior S EE R IMIERC AT /B AR S R B E LAY TS,

BRINIZE . Wake on AC (IREE AC) Ri%kZE.

Enable Intel Speed e Enable Intel Speed Shift Technology (BT RIERERIZRA)

Shift Technology e | siEm .

(RIEEEAR)
Auto On Time RFERETENAREEFEIRTE, EIEE:
e Disabled (BZH)
e FEveryDay (8X)
e Weekdays (T{EH)
e Select Days (WEIEXKZEL)

BRINIZE . Disabled (BZH) .

USB Wake FEVHEEA USB IRE R RFMTFHIASIREE,
Support ()| iE: HIhReEERA A IRERSRAIIES A AT A, AIRZAERERE RIS RE T, NZRS

REREFSIFTE USB inONER, LUTEEITRER.
e Enable USB Wake Support (fSF USB MaEESZ )

Wireless Radio MREBA, WINEEEAFSENAFRERRIEEMNE, MEZAEIETEKE (WLAN F0/8 WWAN)
Control e Control WLAN radio - E.££FH

£ LAN _LI%Ee EeI L S S EERIEE LAN (ESHAR MKAIRZSH T ENAITIEE.
e Disabled (BEZF)
e LANOnly ({XFF LAN)
e AN (PXE35|&)

BHANIRE : Disabled (BZH) .
Block Sleep ISR SR R ERSERETENER., SRR, EREAASHNERIRE.
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il

Peak Shift

Advanced Battery
Charge
Configuration

Primary Battery
Charge
Configuration

71:):]
Block Sleep - B

I S E— RN EINFE R R/IMERERIRIAE. SRLEIE, RIFEEERRER, BHRER
B REEEBIIET.

e Enable Peak Shift ([BRIEERE) — B2FH

o IRBHEHEE (15% E100%) -15% (EIABR)

TN HERT AR ATEEE KBS, BIERLER, SHNRSEIETERR S ERINEF R E L E
R, LAREER 5.

Enable Advanced Battery Charge Mode (BRIEKEMFERER) - ©ZH

SRR AYF IR, EIEIE:

e Adaptive (BiEMN) — BAEESH

Standard (fxfE) — LUREREXTE I FEE.

e ExpressCharge (HRERFTFE) — {5 Dell FIRIEFTEBEIIA, AIERISHIAT B IEIHBITE

o Primarily AC use (FEAEE({ER)

e HEX

WNERIERE Custom Charge (BRENTTH) , BUAALABCE Custom Charge Start (BENXFEEER]) 1 Custom

Charge Stop (EHREMFTHIEL) .

()|i%: FTE7eRBRNRIRENERT AR, ZERIZER, 55 Advanced Battery Charge
Configuration (BKEHFEAESE) 1E,

POST Behavior (POST 13/)

1EIR
Adapter Warnings

Numlock Enable

Fn Lock Options

Fastboot

Extended BIOS
POST Time (R
By BIOS POST R}
&)

Full Screen Logo
(2 REIF)

Warnings and
errors (25058
i®)

588
TS S R AR LR RER SN A ENRERIZERER (BIOS) EEHER.
BRIANIZE . Enable Adapter Warnings ([EFRIEEIE8 L)

VSRS 5 | ST 3 FEERS BiEIEIR,
Enable Network (JBAAME) . IEHEEGARE TEEA.

FFIERHREAS Fn + Esc EANVEIIBERNGEEIThREZ BT F1-F12 NEETH. MNRERLETR, WEE
FISHEIIIRIX LR T T, T RENEIE

e Fnlock (Fnlie) —BAEEH

e Lock Mode Disable/Standard (BiEREBE/inE) — BAEEH

e Lock Mode Enable/Secondary (BiEtE=t SR /4EEh)

A EE RS R LFRA ML BRI | S8, TIEE:
e Minimal (&%)

e Thorough (£@E) — RIAEEH

e Auto (BEh)

FOFECIEEIMITIS | SHER, EINEE:

e Oseconds (0#)) — ERMABEHA.

o 57

e 10seconds (10 %)

e Enable Full Screen Logo (BRLE#IR) — FEH

e Prompt on warnings and errors (HHIMZEEFSHRATIER) — BASEH
o GRREE
e Continue on warnings and errors ( HHINZEEFNEEIRATARSE)
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Manageability (RIEIE1H)

i ] 588
Intel AMT RFEIEERBER SRS I SHIREREE AMT 1 MEBx ##INEE,
Capability e Disabled (E2Z:H)

e FEnabled - BRIA
o Restrict MEBx Access

USB provision BREE, fAFEEE USB FEREFREAMEE X RECETRF/R AMT,
e Enable USB Provision - ERMABZH

MEBX Hotkey RFEER B ER S5 | SHAES R MEBx #WEINEE.
(MEBX ##) e [Enable MEBx Hotkey - BRACEH

Virtualization support (EEHML3ZIF)

IR 1]

Virtualization WFERASE RIS (VMM) 2FTLAER Intel Virtualization FRFTiR A INRR4IHEE.
Enable Intel Virtualization Technology (J2FE Intel Virtualization $7K) — BRMASEA

VT for Direct /0 FlJF Intel® VBT /0 BRI AR AR INBM4-ThEE S FIEZE R BRI EAUSIES (VMM),
Enable VT for Direct I/0 (BREEZ /09 VT) — ERABR TEHE.

Trusted Execution LIETHEENEAIEMAUEIES (MVMM) BERILAERR Intel A{EHITRIARHIERRHEIHEE. WS
A TPM FEHMEEARFIER: /0 BB A BeERILLINEE,
Trusted Execution (BI{SH14T) - BRUABER FTOZHA.

b L)

Wireless Device SIS RSERNERLLIZE.

Enable e WLAN
o IELF
FrEEImEIAE .

HIFEE

IR A8

Service Tag BT ENAIRS RS,

Asset Tag A ERREER IS B RAE IR, WERENAKRIEZE.

BIOS Downgrade I FEHEHIERFAEERIFTAUBIBHEITIRAS, BETT "Allow BIOS downgrade”  (53iF BIOS [£4k) ERAER
.

Data Wipe IWFERAIF AP LS EIRFrE NERFE IR R PAIEERE. 1IN "Wipe on Next boot”  (TRIRS | SAT#ERMR) 2K
KB, ATESHmANgEdIER:
e [NEB SATA HDD/SSD
e [NEBM.2 SATA SDD
e 8 M.2 PCle SSD
o IR eMMC
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BIOS Recovery IETHEE AR M PR AR IR N2 MR USB fEFIR BHIIRE S IR EFLARIARY BIOS AT,
(BIOS RE) e BIOS Recovery from Hard Drive (MIEEZIRENEEIRE BIOS) — EMAEREH
e Always perform integrity check ((3RZNITEMRE) — BACEH

First Power On LI IF R EFrEIN B LS.
Date (85—XFHl e Set Ownership Date — BRIAEZA

BEE)

System logs (RF#RE

IR 1]

BIOS Events RYFEEEIERRIRERR (B0S) POST B,

Thermal Events  RIFEEETIBEREFZRERER (Thermal) 4,
Power Events R IEEETIERERFIREIER (Power) 44,

{£ Windows HRE¥f BIOS

HURFM

BNERRAFIRNSEE T HEFINERT BIOS (RRRERER) . WTECARMN, HBRITEVBEEFEHREHCEERRIRE
EE, SAISFBI3E) BIOS .

XFUIES

(D|3F: tNERERZMA BitLocker, MNITEEFRS BIOS ZEMSHEMR, B BIOS EFfEEENEH.
i

1. EFEstE.

2. if1a] Dell.com/support,

o BMAIRSWSTREIRSZIEE, AEREHIRR.

o BN RARIRFS CANRBERIE.
WRETENEHAZRSB RS, BREMRR-RAPIEE.
4. MFURFIEEFEERER].

(0| 3%: MetRAE R RIS B R S R .

5. EEEHNTENEE, SENNFERZFREESHIL.
6. BIHREENER, RERRNEFHTE.
BT "IRERERFFI T D
7. BEEKAC.
8. B2 BIOS LAEE BIOS hix 4.
9. WMAERATH BIOS 4FH A T,

10. FEEEM TEOPEE FTEGEEOPEREENTEGE, BETEH.
FR LBERXHTHREN.

N BEEE, BXHREERTENF.
12. BB, BEIRY BIOS IRELEENTENL L.
BEERE_ CROABERE.

o
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{£2 /5 H BitLocker BIZ 4% _LEF BIOS

WMNEEEH BIOS ZEISKEHE Bitlocker, MET—IXEFSISESFAR, BIEALIRA BitLocker 50, AR, EFRIBIRT
SN RS ZELAGE, HERFISESRXENS|ISEERIZHEZHE. MRIKRSZHERM, XUHESSEEIREEREABERNIR
ERFENRRE. BXLETEMEE, BSRMREXE: £BREH BitLocker HIE/RF S LEF BIOS

{EF USB NZEEHIEAIZRSA BIOS

KTFUAESS

SNRRFTTEINEE Windows (BIFTFEEHT BIOS, NIEAREMERSE T BIOS X HSEREFEIN SS9 USB INFE.

() |iE: G REERRISISHI USB INFR. BERUTNE, TRAERRRIZEEERERE (DDDP) BZA5]S USB N7
HESFMER

b3

1. ¥ BIOS &3 .EXE M TFHEIB— N RA.

2. B (7B O9010A12.EXE) SE4IREIS|SHY USB [N1FER.

3. 8 USB NFEIENTZETEH BIOS RS,

4. HHNB/REMNEIRNENREIRAFHIR F2 8, UBT—RM5|I1SE

5. {FIAETSLE, 1LiE USB TFiBIRE, S Enter,

6. RHE3|SE Diag C:\> IR,

7. BEFRBALITEXHE (RFl: 09010A12.exe) F4Z Enter LUSITI,
8.

BIOS EHSLAEFGINE. RFR CANREHTRE.

BIODS Update Utility

Thiz utility will update the system BIOS and lirmware. During the
update procedure, your system will restart. Do not interrupt this
procedure once it thinf Do nwot disconmect the AC power zource (if you
A |||r:|.r|.t ing a mobkile II'JI'I'IITI.ITI".I"' CONNED the AC POLE T -tdﬂ] d

Lion of the BIODSAFirmware update procedure will EllFIu render
yuur sg'+ru unusable.

Do you wish to continwe (ysmd7? y

= Copyright Z28609=2011 Dell Inc. All Rights Rezeruved.

1: DOS BIOS EIfFFE

KRR E R

& 40: RRZBMZERE

LA TS 588
R DIURNEIL A REERARSR.
RETG I NZTS A BEHIE EHAERH BIOS 1RE.

34 ERGBIER


https://www.dell.com/support/article/us/en/04/sln153694/updating-the-bios-on-dell-systems-with-bitlocker-enabled?lang=en
https://www.dell.com/support/article/us/en/19/sln143196/how-to-create-a-bootable-usb-flash-drive-using-dell-diagnostic-deployment-package-dddp?lang=en

AL RAE IR EE DA TS,
ZiBEe Rt ENPNEIRRIE T EFHIRLMHIA.

MRHENAHERLAERE, HIASTLABEDEPZERLEE.
)

PERRZEE

AR
RBNERRIRERS, A BN EHIR RN EER T,

it RN EREINEECEA.

KFUAESS
BHANRGRERE, BEFIEERS |SEMEE F2.

T8
1. TEZRH BIOS SEFKIGBERET, IEERSHIZ Enter .,
A ETREFS.
2. EERRG/ERREERFTBANREBFEEIERES.
KEBUTRNIZERFZS:
o —\EBHRZIESR 32 1MFH.
o FHRAEAHFOEI,
o UNEFBEN, FRTFFERASFHE.
o RAVFRALITEHRER: . (" ) () O GO O D 6 (D D D e
3. BASCHIEIHANBBFZERTIRANRRZR, REREHE.
4. R Esc BHI—&BR, RBAEREEK.

5. &Y REFEX.
HEISEHSIS.

il LV T L ST S ER SR = A

HURFM

AN EXINE RAERNIREZB A, BiR "BERE" H EiE” ERSRET) . MR, "EBRE A B
BE" |, WAREMBREESINE RA LRI EED.

KFUAESS
BHNRGRER, BEFIEERS |SEEE F2.

ER
1. ERFIRE BIOS HIRFRBFET, RRARLSHRIPFIZ Enter .
BeETRRARLFIAFF.
2. ERRARSFIPFRET, WIS S,
3. ERRATE, EXESMRNERATGHIZ Enter 5F Tab &,
4. EFRETN, EXEMSNEIRETGHIZ Enter 5L Tab &,
() |iE: MREHRGH/HRET, BELIURTIEFTRMANES. URMFRFEENREES, WERERERAR
B&.

5. 1% Esc BHII—FKHE, RREREEN.

6. &Y REEMFHRHRGIRERE.
HEISERE.
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SRENHSHD

HAZREUR

HURRM
@lii: RSB RNEKMER, TEWEAR. FHER, KESEVRRER LEREKRER.

KFUAESS

BURIRM T TS AR B TEBIRRTSIFIRSEN. IR SRESRMSK AR~ RIIARMNEER, FERSTEEEME
HNEZR/MXATR. BXREE. RASHFNEFRS IR, BERERR:

M

TH
1. 5% Z Dell.com/support,

2. WEEEASTEER.

3. EREESBESIFEER/ME TRFIERF, BASFRENERSITEX,
4. TREEENEEIEEERAIIRSS a .
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