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Export data to a CSV file

You can export initiator, host, volume, mapping, and replication data that is displayed in tables to a downloadable Comma Separated Values
(CSV) file that can be viewed in a spreadsheet for further analysis. Data can be exported for the entire table or for one or more selected
rows, and it can be displayed in row format or column format. The exported CSV file contains all of the data in the table including
information that is displayed in the hover panels.

Select one or more rows of data to export from a table that has an Export to CSV button.
Click Export to CSV. The Export Data to CSV panel opens.
Click All to export all of the data within the selected table, or click Selected to export only selected files.

Click Rows to export the data in row format, or Columns to export the data in column format.
Click OK. The data is exported to a CSV file.
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About RAID levels

The RAID controllers enable you to set up and manage disk groups, the storage for which may be spread across multiple disks. This is
accomplished through firmware resident in the RAID controller. RAID refers to disk groups in which part of the storage capacity may be
used to achieve fault tolerance by storing redundant data. The redundant data enables the system to reconstruct data if a disk in the disk
group fails.

For a description of the ADAPT data protection level, see About ADAPT.
®| = E: Choosing the right RAID level for your application improves performance.

The following tables:

e Provide examples of appropriate RAID levels for different applications.

Compare the features of different RAID levels.

Describe the expansion capability for different RAID levels (linear disk groups).
Suggest the number of disks to select for different RAID levels (virtual disk groups).
Describe the expansion capability for different RAID levels.

= E: To create an NRAID, RAID-0, or RAID-3 (linear-only) disk group, you must use the CLI add disk-group command. For more
information about this command, see the Dell EMC PowerVault ME4 Series Storage System CLI Guide.

®

®| = E: You can only create RAID-1, RAID-5, RAID-6, and RAID-10 and ADAPT virtual disk groups.

H 1. Example applications and RAID levels

Application RAID level

Testing multiple operating systems or software development NRAID
(where redundancy is not an issue)

Fast temporary storage or scratch disks for graphics, page layout, |0
and image rendering

Workgroup servers 1or 10

Video editing and production 3

Network operating system, databases, high availability applications, | 5
workgroup servers

Very large databases, web server, video on demand 50

Mission-critical environments that demand high availability and use |6
large sequential workloads

Environments that need flexible storage and fast rebuilds ADAPT

16 A ESL7]



H 2. RAID level comparison

coding with dual disk
failure protection

RAID level Min. disks Description Strengths Weaknesses
NRAID 1 Non-RAID, nonstriped Ability to use a single disk | Not protected, lower
mapping to a single disk | to store additional data performance (not
striped)
0 2 Data striping without Highest performance No data protection: if one
redundancy disk fails all data is lost
1 2 Disk mirroring Very high performance High redundancy cost
and data protection; overhead: because all
minimal penalty on write | data is duplicated, twice
performance; protects the storage capacity is
against single disk failure | required
3 3 Block-level data striping | Excellent performance Not well-suited for
with dedicated parity disk | for large, sequential data | transaction-oriented
requests (fast read); network applications;
protects against single write performance is
disk failure lower on short writes
(less than 1 stripe)
5 3 Block-level data striping | Best cost/performance | Write performance is
with distributed parity for transaction-oriented | slower than RAID O or
networks; very high RAID 1
performance and data
protection; supports
multiple simultaneous
reads and writes; can also
be optimized for large,
sequential requests;
protects against single
disk failure
6 4 Block-level data striping | Best suited for large Higher redundancy cost
with double distributed sequential workloads; than RAID 5 because the
parity non-sequential read and | parity overhead is twice
sequential read/write that of RAID 5; not well-
performance is suited for transaction-
comparable to RAID 5; oriented network
protects against dual disk | applications; non-
failure sequential write
performance is slower
than RAID 5
10 4 Stripes data across Highest performance and | High redundancy cost
multiple RAID-1 data protection (protects | overhead: because all
(1+0) subgroups against multiple disk data is duplicated, twice
failures) the storage capacity is
required; requires
minimum of four disks
50 6 Stripes data across Better random read and | Lower storage capacity
multiple RAID-5 sub- write performance and than RAID 5
(5+0) groups data protection than
RAID 5; supports more
disks than RAID 5;
protects against multiple
disk failures
ADAPT 12 Distributed erasure Very fast rebuilds, no Requires minimum of 12

spare disks (built in spare
capacity), large storage
pools, simplified initial
deployment and
expansion

disks
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H 3. Number of disks per RAID level to optimize virtual disk group performance

RAID level Number of disks (data and parity)

1 2 total (no parity)

5 3 total (2 data disks, 1 parity disk); 5 total (4 data disks, 1 parity
disk); 9 total (8 data disks, 1 parity disk)

6 4 total (2 data disks, 2 parity disks); 6 total (4 data disks, 2 parity
disks); 10 total (8 data disks, 2 parity disks)

10 4-16 total

ADAPT 12-128 total

H 4. Linear disk group expansion by RAID level

RAID level Expansion capability Maximum disks
NRAID Cannot expand. 1
0,356 You can add from 1 to 4 disks at a time. 16
1 Cannot expand. 2
10 You can add 2 or 4 disks at a time. 6
50 You can add one sub-group at a time. The | 32
added sub-group must contain the same
number of disks as each of the existing sub-
groups.
ADAPT You can add up to 68 disks at a time. 128
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Gauging the percentage of life remaining for SSDs

An SSD can be written and erased a limited number of times. Through the SSD Life Left disk property, you can gauge the percentage of
disk life remaining. This value is polled every 5 minutes. When the value decreases to 20%, an event is logged with Informational severity.
This event is logged again with Warning severity when the value decreases to 5%, 2% or 1%, and 0%. If a disk crosses more than one
percentage threshold during a polling period, only the lowest percentage will be reported. When the value decreases to 0%, the integrity
of the data is not guaranteed. To prevent data integrity issues, replace the SSD when the value decreases to 5% of life remaining.

You can view the value of the SSD Life Left property through the Disk Information panel. In the front view of the enclosure in the System
topic, hover the cursor over any disk to view its properties. You can also view the Disk Information panel through the Pools topic. Select
the pool for the disk group in the pools table, select the disk group in the Related Disk Groups table, and then hover the cursor over the
disk in the Related Disks table.
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Internal disk management

SSDs use multiple algorithms to manage SSD endurance features. These include wear leveling, support for Unmap commands, and over-
provisioning to minimize write amplification.

Wear leveling

Wear leveling is a technigue for prolonging the service life of some kinds of erasable computer storage media, such as the flash memory
used in SSDs. It attempts to ensure that all flash cells are written to or exercised as evenly as possible to avoid any hot spots where some
cells are used up faster than other locations. There are several different wear leveling mechanisms used in flash memory systems, each
with different levels of success.

Vendors have different algorithms to achieve optimum wear leveling. Wear leveling management occurs internal to the SSD. The SSD
automatically manages wear leveling, which does not require any user interaction.

Overprovisioning

The write amplification factor of an SSD is defined as the ratio of the amount of data actually written by the SSD to the amount of host or
user data requested to be written. This is used to account for the user data and activities like wear leveling. This affects wear leveling
calculations and is influenced by the characteristics of data written to and read from SSDs. Data that is written in sequential LBAs that are
aligned on 4KB boundaries results in the best write amplification factor. The worst write amplification factor typically occurs for randomly
written LBAs of transfer sizes that are less than 4KB and that originate on LBAs that are not on 4KB boundaries. Try to align your data on
4KB boundaries.
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Using write-back or write-through caching

Only disable write-back caching if you fully understand how the host operating system, application, and adapter
move data. Used incorrectly, write-back caching can hinder system performance.

When modifying a volume you can change its write-back cache setting. Write-back is a cache-writing strategy in which the controller
receives the data to be written to disks, stores it in the memory buffer, and immediately sends the host operating system a signal that the
write operation is complete, without waiting until the data is actually written to the disk. Write-back cache mirrors all of the data from one
controller module cache to the other. Write-back cache improves the performance of write operations and the throughput of the
controller.

When write-back cache is disabled, write-through becomes the cache-writing strategy. Using write-through cache, the controller writes
the data to the disks before signaling the host operating system that the process is complete. Write-through cache has lower write
throughput performance than write-back, but it is the safer strategy, with minimum risk of data loss on power failure. However, write-
through cache does not mirror the write data because the data is written to the disk before posting command completion and mirroring is
not required. You can set conditions that cause the controller to change from write-back caching to write-through caching. For more
information, see Changing system cache settings.

In both caching strategies, active-active failover of the controllers is enabled.

You can enable and disable the write-back cache for each volume. By default, volume write-back cache is enabled. Because controller
cache is backed by supercapacitor technology, if the system loses power, data is not lost. For most applications, this is the preferred
setting.

®| = E: The best practice for a fault-tolerant configuration is to use write-back caching.
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Optimizing read-ahead caching

@ = E: Only change read-ahead cache settings if you fully understand how the host operating system, application, and adapter move

data so that you can adjust the settings accordingly.

You can optimize a volume for sequential reads or streaming data by changing its read-ahead cache settings.

You can change the amount of data read in advance. Increasing the read-ahead cache size can greatly improve performance for multiple
sequential read streams.

The Adaptive option works well for most applications: it enables adaptive read-ahead, which allows the controller to dynamically
calculate the optimum read-ahead size for the current workload.

The Stripe option sets the read-ahead size to one stripe. The controllers treat NRAID and RAID-1 disk groups internally as if they have
a stripe size of 512 KB, even though they are not striped.

Specific size options let you select an amount of data for all accesses.

The Disabled option turns off read-ahead cache. This is useful if the host is triggering read ahead for what are random accesses. This
can happen if the host breaks up the random 1/0 into two smaller reads, triggering read ahead.

About thin provisioning

Thin provisioning is a virtual storage feature that allows a system administrator to overcommit physical storage resources. This allows the
host system to operate as though it has more storage available than is actually allocated to it. When physical resources fill up, the
administrator can add physical storage by adding additional disk groups on demand.

Paging is required to eliminate the lack of flexibility associated with linear mapping. Linear mapping limits the ability to easily expand the
physical storage behind the thin-provisioned volume. Paged mapping allows physical resources to be disparate and noncontiguous, making
it much easier to add storage on the fly.

For example, contrast the methods for creating a volume for Microsoft Exchange Server data:

s

Typically, administrators create a storage-side volume for Exchange and map that volume with an assigned Logical Unit Number
(LUN) to hosts, and then create a Microsoft Windows volume for that LUN. Each volume has a fixed size. There are ways to increase
the size of a storage-side volume and its associated Windows volume, but they are often cumbersome. The administrator must make a
trade-off between initial disk costs and a volume size that provides capacity for future growth.

With thin provisioning, the administrator can create a very large volume, up to the maximum size allowed by Windows. The
administrator can begin with only a small number of disks, and add more as physical storage needs grow. The process of expanding the
Windows volume is eliminated.

= E.: For a thin-provisioned volume mapped to a host, when data is deleted from the volume not all of the pages, or space associated
with that data will be deallocated, or released. This is especially true for smaller files. To deallocate the pages in Windows, select the
mapped volume and do either of the following:

e Perform a quick format.
e \/iew its properties, select the Tools tab, and under Defragmentation, click Optimize.
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About managed logs

As the storage system operates, it records diagnostic data in several types of log files. The size of any log file is limited, so over time and
during periods of high activity, these logs can fill up and begin overwriting their oldest data. The managed logs feature allows log data to
be transferred to a log-collection system, and store it for later retrieval before any data is lost. The log-collection system is a host
computer that is designated to receive the log data transferred from the storage system. The transfer does not remove any data from the
logs in the storage system. This feature is disabled by default.

The managed logs feature can be configured to operate in push mode or pull mode:

e In push mode, when log data has accumulated to a significant size, the storage system sends notifications with attached log files via
email to the log-collection system. The notification will specify the storage-system name, location, contact, and IP address, and will
contain a single log segment in a compressed zip file. The log segment will be uniquely named to indicate the log-file type, the date and
time of creation, and the storage system. This information will also be in the email subject line. The file name format is
logtype yyyy mm dd hh mm ss.zip.

e In pull mode, when log data has accumulated to a significant size, the system sends notifications via email, SMI-S, or SNMP to the log-
collection system, which can then use FTP or SFTP to transfer the appropriate logs from the storage system. The notification will
specify the storage-system name, location, contact, and IP address and the log-file type or region that needs to be transferred.

The managed logs feature monitors the following controller-specific log files:

e Expander Controller (EC) log, which includes EC debug data, EC revisions, and PHY statistics
e Storage Controller (SC) debug log and controller event log

e SC crash logs, which include the SC boot log

e Management Controller (MC) log

Each log-file type also contains system-configuration information. The capacity status of each log file is maintained, as well as the status
of what data has already been transferred. Three capacity-status levels are defined for each log file:
e Need to transfer—The log file has filled to the threshold at which content needs to be transferred. This threshold varies for different
log files. When this level is reached:
o In push mode, informational event 400 and all untransferred data is sent to the log-collection system.
o In pull mode, informational event 400 is sent to the log-collection system, which can then request the untransferred log data. The
log-collection system can pull log files individually, by controller.
e Warning—The log file is nearly full of untransferred data. When this level is reached, warning event 401 is sent to the log-collection
system.
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e Wrapped—The log file has filled with untransferred data and has started to overwrite its oldest data. When this level is reached,
informational event 402 is sent to the log-collection system.

Following the transfer of a log's data in push or pull mode, the log's capacity status is reset to zero to indicate that there is no
untransferred data.

®| = E: In push mode, if one controller is offline its partner will send the logs from both controllers.

Alternative methods for obtaining log data are to use the Save Logs action in the PowerVault Manager or the get 1ogs command in the
FTP or SFTP interface. These methods will transfer the entire contents of a log file without changing its capacity-status level. Use of Save
Logs or get logs is expected as part of providing information for a technical support request. For information about using the Save
LLogs action, see Saving log data to a file. For information about using the FTP or SFTP interface, see Using FTP and SFTP.
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About replicating virtual volumes

Replication for virtual storage provides a remote copy of a volume, volume group, or snapshot on a remote system by periodically updating
the remote copy to contain a point-in-time consistent image of a source volume.

For information about replication for virtual storage, see Working in the Replications topic.
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About data protection with a single controller

The system can operate with a single controller if its partner has gone offline or has been removed. Because single-controller operation is
not a redundant configuration, this section presents some considerations concerning data protection.

The default caching mode for a volume is write back, as opposed to write through. In write-back mode, the host is notified that the
controller has received the write when the data is present in the controller cache. In write-through mode, the host is notified that the
controller has received the write when the data is written to disk. Therefore, in write-back mode, data is held in the controller cache until it
is written to disk.

If the controller fails while in write-back mode, unwritten cache data likely exists. The same is true if the controller enclosure or the
enclosure of the target volume is powered off without a proper shutdown. Data remains in the controller cache and associated volumes
will be missing that data on the disk.

If the controller can be brought back online long enough to perform a proper shutdown and the disk group is online, the controller should
be able to write its cache to disk without causing data loss.

If the controller cannot be brought back online long enough to write its cache data to disk, please contact technical support.

To help prevent data loss in case the controller fails, you can change the caching mode of a volume to write through. While this will cause
significant performance degradation, this configuration guards against data loss. While write-back mode is much faster, this mode is not
guaranteed against data loss in the case of a controller failure. If data protection is more important, use write-through caching. If
performance is more important, use write-back caching.

For more information about volume cache options, see About volume cache options. For more information about changing cache settings
for a volume, see Modifying a volume. For more information about changing system cache settings, see Changing system cache settings.
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Guided setup

The Welcome panel provides options for you to quickly and easily set up your system by guiding you through the configuration and
provisioning process.

With guided setup, you must first configure your system settings by accessing the System Settings panel and completing all required
options. After these options are complete, you can then provision your system by accessing the Storage Setup panel and the Host Setup
panel and completing the wizards.

@l = E: A user with the manage role must complete the guided setup process.

The Welcome panel also displays the health of the system. If the health of the system is degraded or faulty, you can click System
Information to access the System topic. Here you can view information about each enclosure, including its physical components, in front,
rear, and tabular views. For more information, see Working in the System topic. If the system detects that it has only one controller, its
health shows as degraded. If you are operating the system with a single controller, acknowledge this in the panel. If the system has two
controllers, click System Information to diagnose the problem.

If the system health is degraded, you may still be able to configure and provision the system. However, it is recommended that you resolve
any health issues before continuing. If the system health is bad, you will be unable to configure and provision the system until you resolve
the problem.

The Welcome panel appears when:

e You have a brand new system (storage is not provisioned, all disks are empty and available, and no settings have been selected).

e You have not entered all required system settings and/or the system has no pools.

@ = E: After you have entered all required systems settings, you can turn off access to the Welcome panel and configure and provision
the system manually by clicking Skip the Welcome screen. A confirmation window appears, prompting you to confirm your selection.
For information on manual configuration, see Al 2 E 2| X| A| A& 14 8 = 2 H| X ' T|0| X| 10.

To use guided setup:

1. From the Welcome panel, click System Settings.
2. Choose options to configure your system. For information about specific options, see Configuring system settings.

@l = E: Tabs with a red asterisk next to them are required.

3. Save your settings and exit System Settings to return to the Welcome panel.

4. Click Storage Setup to access the Storage Setup wizard and follow the prompts to begin provisioning your system by creating disk
groups and pools. For more information about using the Storage Setup wizard, see Provisioning disk groups and pools.

5. Save your settings and exit Storage Setup to return to the Welcome panel.

6. Click Host Setup to access the Host Setup wizard and follow the prompts to continue provisioning your system by attaching hosts.
For more information see Attaching hosts and volumes.
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Select the storage type

When you first access the wizard, you are prompted to select the type of storage to use for your environment. Read through the options
and make your selection, then click Next to proceed.

@ = E: After you create a disk group using one storage type, the system will use that storage type for additional disk groups. To switch
to the other storage type, you must first remove all disk groups. For more information, see Removing disk groups.
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Virtual storage environments

If you are operating in a virtual storage environment, the system scans all available disks, recommends one optimal storage configuration,
and displays the suggested disk group layout within the panel. Disk groups are automatically grouped together by pool and tier and include
a description of the total size and number of disks that will be provisioned (including the configuration of spares and unused disks).

If the system is unable to determine a valid storage configuration, the wizard lists the reasons why and provides directions on how to
achieve a proper configuration. If the system is unhealthy, an error is displayed along with a description of how to fix it. Follow the
recommendations in the wizard to correct the errors, then click Rescan to view the optimized configuration.

For a system with no pools provisioned, if you are satisfied with the recommended configuration, click Create Pools to provision the
system as displayed in the panel and move on to attaching hosts. For a system that contains a pool, if you are satisfied with the
recommended configuration, click Expand Pools to provision the system as displayed in the panel.

If your environment requires a unique setup, click Go To Advanced Configuration to access the Create Advanced Pools panel. Select
Add Disk Group and follow the instructions to manually create disk groups one disk at a time. Select Manage Spares and follow the
instructions to manually select global spares.

Linear storage environments

If you are operating in a linear storage environment, the Create Advanced Pools panel opens. Select Add Disk Groups and follow the
instructions to manually create disk groups one at a time. Select Manage Spares and follow the instructions to manually select global
spares. Click the icon for more information about options presented.
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Open the guided disk group and pool creation wizard

1. Access Storage Setup by doing one of the following:
e From the Welcome panel, click Storage Setup.
e From the Home topic, click Action > Storage Setup.

2. Follow the on-screen directions to provision your system.

Attaching hosts and volumes in the Host Setup wizard

The Host Setup wizard guides you through each step in the process of selecting initiators and creating a host, grouping hosts, and
attaching the host or host group to volumes within the system. As you complete each step, it is highlighted and marked with a check. If at
any point you decide that you want to attach hosts at a later time, cancel the wizard.

Access the Host Setup wizard from the Welcome panel or by choosing Action > Host Setup. You are guided through the following
sequential steps:

e \erify prerequisites in the Host Setup wizard
Select a host in the Host Setup wizard

Group hosts in the Host Setup wizard

Add and manage volumes in the Host Setup wizard
Configuration summary

You must navigate through the wizard each time you want to attach a host. At the end of each complete pass through the wizard, a single
host or host group is configured to the system and you are prompted to configure another host. Choosing No exits the wizard and
completes the system configuration.

@ = E: You can provision your system using the Storage Setup wizard in combination with manual provisioning. The Storage Setup
wizard provides you with an optimal storage configuration based on the type of disks in the system. Manual provisioning offers more
options and greater flexibility, but with added complexity. If you choose to use the wizard you can still manually provision the system
at a later time.

Verify prerequisites in the Host Setup wizard

When you first access the wizard, introductory content is based on the host ports discovered on your system. Read the material and
verify that all prerequisites have been satisfied to enable the wizard to successfully guide you through the process. When you are ready to
attach hosts, click Next.

Select a host in the Host Setup wizard

The Select Host section of the wizard provides you with options to group initiators as a host and give that host a name. The system lists
all initiators logged into the system that are not already mapped to volumes and assigns an editable nickname to each one that you select.
When you are ready to move to the next step, click Next.

Group hosts in the Host Setup wizard

The Group Host section of the wizard lets you group hosts together with other hosts to facilitate clustering. You can select from a host
group that has already been defined, or create a new host group starting with the current host. Follow the on-screen instructions for more
information. Once you are ready to move to the next step, click Next.

Add and manage volumes in the Host Setup wizard

The Volumes section of the wizard provides options for you to add and manage volumes. By default, the system presents one volume on
each pool, with each volume size defaulting to 100GB. The wizard lets you change the volume name and size and select the pool where
the volume will reside. Follow the instructions in the wizard to create the volumes shown in the table. Be sure to balance volume
ownership between controllers. Once you are ready to move to the next step, click Next.
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Configuration summary

The summary displays the host configuration you defined in the wizard. If you are happy with the setup, finish the process by selecting
Configure Host. The volumes created are mapped to the host with read/write access and are visible on all four ports, and LUNs are
automatically assigned.

Overall system status

The Home topic provides an overview of the storage managed by the system. This storage could be virtual or linear. Information is shown
about hosts, host ports, storage capacity and usage, global spares, and logical storage components (like volumes, virtual snapshots, disk
groups, and pools).
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Port information

Capacity information

Storage information

System health information

Spares information
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Port information

The Ports A block shows the name and protocol type of each host port in controller A. The port icon indicates whether the port is active
or inactive:

The Ports B block shows similar information for controller B.

Hover the cursor over a port to see the following information in the Port Information panel. If the health is not OK, the health reason and
recommended action are shown to help you resolve problems.

H 5. Port information

Port type Information displayed for the port type

FC port Name, type, ID (WWN), status, configured speed, actual speed, topology, primary loop ID, supported speeds, SFP
status, part number, and health

iISCSI IPv4 port | Name, type, ID (IQN), status, configured speed, actual speed, IP version, MAC address, IP address, gateway,
netmask, SFP status, part number, 10G compliance, cable length, cable technology, Ethernet compliance, and health

iISCSI IPv6 port | Name, type, ID (IQN), status, configured speed, actual speed, IP version, MAC address, IP address, SFP status, part
number, 10G compliance, cable length, cable technology, Ethernet compliance, default router, link-local address, and
health

SAS port Name, type, ID (WWN), status, actual speed, topology, expected lanes, active lanes, disabled lanes, cable type, and
health

The area between the blocks displays the following statistics that show the current performance from all hosts to the system:

e Current IOPS for all ports, calculated over the interval since these statistics were last requested - every 30 seconds unless more than
one PowerVault Manager session is active or if the CLI command show host-port-statistics isissued - or reset.

e Current data throughput (MB/s) for all ports, calculated over the interval since these statistics were last requested or reset.

36 E SE0M =Y



oo
oM
o
HL

=2

mrr

FX| AAtO 2 LR E| QY 7} FA|E|L|C} SFEF BF
ol

7 L]
3 BHOIE B399 8HS LIEIYLICE ME BiTiE 820

52

orNox ool
0z Trlomjorn Hiom
> o2 A

\I_I'I'1=ll_|=

gerr rlo

I >

=y

ok

o)
ou2
=2
ro 42
_mrﬂ
Son
m
- ot
P

10

=

_|

M=

i)

=2

Mk

fo
F.?."g

OF

[~
i=)
Iy
rir
oo
40 <@
1o
1o
a
rir
n
djo
=
my
of>
-
n

N
H
o
>
10
N

bl

F

mot
0
tn
H
N

r

= Oole SZte L
off X Z=A

| | | & 2
SUOM 2 E S LS| H2 St M ST

mot
»30 oI 0.

H1

Ral

52 T |
rlo rlo rlo
ro rlo |

|—_>|. e o o
oJos)t
o>

Hm

L]

Ral

10

o

Jo OH ORI M

NN 2
Ol mH 0%

)

i

[ ]
xS

of X g& SZHYLILE Mg =80 48=H 28§ 27(2t 3L SH0| O FEUCL 7te 282 B

ot 2
o

H oorrin

OH &2 |0
N

onrro
ro —

M St 2 E k2| Kol YLt

Hi
njo

XSIH @

2z N
roox
"
r
IR

AEB|X|Jt QHHRE AL E 2B ARSI EE X HE AE3|X] 80| AE2|X| A|AHO| MF 82
T e S

Hol MIOBE 910 A S 22 SR o M IMES| AE2|X| 27|18 2 + USLICHL 8 FEE H2o|H 82 BS=0f of
CHe YEE B2{% 0| £20| 012 Ro|L} 7t2|7| YAl 2.

20
ECA3 8 A|I2Ho| E X EFYLICE

ABEIX| p4E: AILEIOIM AHEEIX| §2 & C|23 S YLICL
& 2H 0 A|l2E2l & AT 0f SFYLICE

Mg/ 0|23 & 023 280 8F(TH X 2S)YLICh
Ofetd: C|A3 &0 oot SZh(TA & 2 YLIL
g fa3 I50 2 E SUEM X )Y
YRR S C23 OF0 SYEX H2 ST X E
HAUEX| S 2 22| AUEK| H2 SUHE SUM 2
YLt

go

.,_
-

........r_o'_l-J

OH [
N
=t}
g_}
I}
Janl
Ral
o)
ro
Ok
N
mjo
S
oK
rﬁ
%g
N
pas|
anl
Ral
a2
rlo
opt
oK
=)

Storage information

The Storage A and Storage B blocks provide more detailed information about the logical storage of the system. The Storage A block
shows information about virtual pool A, which is owned by controller A. For linear storage, it shows most of the same information for all of
the linear pools owned by controller A. The Storage B block shows the same types of information about virtual pool B or the linear pools
owned by controller B. In a single-controller system, only the storage block relevant to that controller will be shown (for example, only the
Storage A block will be shown if controller A is the sole operating controller).

Each storage block contains color-coded graphs for virtual and linear storage.

For virtual storage, the block contains a pool capacity graph, a disk group utilization graph, and—if read cache is configured—a cache
utilization graph. The pool capacity graph consists of two horizontal bars. The top bar represents the allocated and unallocated storage for
the pool with the same information as the capacity top bar graph, but for the pool instead of the system. The bottom horizontal bar
represents the size of the pool.

The disk group utilization graph consists of a graph with vertical measurements. The size of each disk group in the virtual pool is
proportionally represented by a horizontal section of the graph. Vertical shading for each disk group section represents the relative space
allocated in that disk group. A tool tip for each section shows the disk group name, size, and amount of unallocated space. The color for
each disk group represents the tier to which it belongs.

The cache utilization graph also consists of a graph with vertical measurements. However, since read cache does not cache pool capacity,
it is represented independently.

For linear storage, the pool capacity graph consists of a single horizontal bar that shows the overall storage for the pool(s) owned by the
controller. Unlike with virtual storage, there is no bottom horizontal bar. The disk group utilization graph is similar to that shown for virtual
storage. The size of each linear disk group in the storage block is proportionally represented by a horizontal section of the graph. Vertical
shading for each disk group section represents the relative space allocated in that disk group. A tool tip for each section shows the disk
group name, size, and amount of unallocated space. The sections are all the same color since linear disk groups are not tiered.

The number of volumes and virtual snapshots for the pool owned by the controller appears above the top horizontal bar for both virtual
and linear storage.
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Hover the cursor anywhere in a storage block to display the Storage Information panel. The Storage Information panel only contains
information for the type of storage that you are using.

H 6. Storage information

Storage type Information displayed for the storage type

Virtual pool e Owner, storage type, total size, allocated size, snapshot size, available size, allocation rate,
and deallocation rate

e [or each tier: Pool percentage, number of disks, total size, allocated size, unallocated size,
number of reclaimed pages, and health

e |f the pool health is not OK, an explanation and recommendations for resolving problems
with unhealthy components is available. If the overall storage health is not OK, the health
reason, recommended action, and unhealthy subcomponents are shown to help you
resolve problems.

Linear pool e Owner, storage type, total size, allocated size, and available size

e |f the pool health is not OK, an explanation and recommendations for resolving problems
with unhealthy components is available. If the overall storage health is not OK, the health
reason, recommended action, and unhealthy subcomponents are shown to help you
resolve problems.

System health information

The health icon between the storage blocks indicates the health of the system. Hover the cursor over this icon to display the System
Health panel, which shows more information about the health state. If the system health is not OK, the System Health panel also shows
information about resolving problems with unhealthy components.

Spares information

The Spares block between the storage blocks and below the event icon shows the number of disks that are designated as global spares to
automatically replace a failed disk in the system. Hover the cursor over the Spares block to see the disk types of the available global spares
in the Global Spares Information panel.
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Set the system date and time

Use the Date and Time panel to change the storage system date and time that appears in the banner. It is important to set the date and
time so that entries in system logs and notifications have correct time stamps.

You can set the date and time manually or configure the system to use NTP to obtain them from an available network-attached server.
Using NTP allows multiple storage devices, hosts, log files, and so forth to be synchronized. The NTP value can be an IPv4 address, IPv6
address, or FQDN. If NTP is enabled but no NTP server is present, the date and time are maintained as if NTP was not enabled.

NTP server time is provided in the UTC time scale, which provides several options:

e To synchronize the times and logs between storage devices installed in multiple time zones, set all the storage devices to use UTC.

e To use the local time for a storage device, set its time zone offset.

e If a time server can provide local time rather than UTC, configure the storage devices to use that time server, with no further time
adjustment.

Whether NTP is enabled or disabled, the storage system does not automatically make time adjustments for Daylight Saving Time. You
must make such adjustments manually.

Enter date and time settings manually

1. Perform one of the following to access the Date and Time options:
e In the Home topic, select Action > System Settings.
e |n the System topic, select Action > System Settings.
e In the banner, click the System Date/Time Bar panel and select Set Date and Time.
e In the Welcome panel, select System Settings > Date and Time.
2. If checked, clear the Network Time Protocol (NTP) check box.
8. To set the Date value, enter the current date in the format YYYY-MM-DD.
4. To set the Time value, enter two-digit values for the hour and minutes and select either AM, PM, or 24H (24-hour clock).
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B, Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.
6. Click OK to save your changes. Otherwise, click Cancel.

Obtain the date and time from an NTP server

1. Perform one of the following to access the Date and Time options:
e In the Home topic, select Action > System Settings.
e In the System topic, select Action > System Settings.
e In the banner, click the System Date/Time Bar panel and select Set Date and Time.
e In the Welcome panel, select System Settings > Date and Time.
2. Select the Network Time Protocol (NTP) check box.
3. Perform one of the following:
e To have the system retrieve time values from a specific NTP server, enter its IP address in the NTP Server Address field.
e To have the system listen for time messages sent by an NTP server in broadcast mode, clear the NTP Server Address field.
4. Inthe NTP Time Zone Offset field, enter the time zone as an offset in hours, and optionally minutes, from UTC. For example: the
Pacific Time Zone offset is -8 during Pacific Standard Time or -7 during Pacific Daylight Time and the offset for Bangalore, India is
+5:30.
B, Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.
6. Click OK to save your changes. Otherwise, click Cancel.
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Adding, modifying, and deleting users

Add a user

1. Log in as a user with the manage role and perform one of the following:
e |n the Home topic, select Action > System Settings, then click the Managing Users tab.
e In the System topic, select Action > System Settings, then click the Manage Users tab.
e In the banner, click the user panel and select Manage Users.
e In the Welcome panel, select System Settings > Manage Users.The Manage Users tab displays a table of existing users and
options to set.
2. Below the table, click New.
3. Set the options.
4. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.
5. Click OK to save your changes. Otherwise, click Cancel.
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Create a user from an existing user

SLEFE NN

Log in as a user with the manage role and perform one of the following:

e In the Home topic, select Action > System Settings, then click the Managing Users tab.

e In the System topic, select Action > System Settings., then click the Manage Users tab.

e In the banner, click the user panel and select Manage Users.

e In the Welcome panel, select System Settings > Manage UsersThe Manage Users tab displays a table of existing users and
options to set.

Select the user to copy.

Click Copy. A user named copy of selected-user appears in the table.

Set a new user name and password and optionally change other settings.

Perform one of the following:

e To save your settings and continue configuring your system, click Apply.

e To save your settings and close the panel, click Apply and Close.

A confirmation panel appear.
Click OK to save your changes. Otherwise, click Cancel.

Modify a user

Log in as a user with the manage role and perform one of the following:

e In the Home topic, select Action > System Settings, then click the Managing Users tab.

e |n the System topic, select Action > System Settings, then click the Manage Users tab.

e In the banner, click the user panel and select Manage Users.

e In the Welcome panel, select System Settings > Manage Users.The Manage Users tab displays a table of existing users and
options to set.

Select the user to modify.

Change the settings. You cannot change the user name. Users with the monitor role can change their own settings except for their

role and interface settings.

Perform one of the following:

e To save your settings and continue configuring your system, click Apply.

e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.

Click OK to save your changes. Otherwise, click Cancel.

Delete a user other than your current user

1.
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Log in as a user with the manage role and perform one of the following:

e |n the Home topic, select Action > System Settings, then click the Managing Users tab.

e |n the System topic, select Action > System Settings, then click the Manage Users tab.

e |n the banner, click the user panel and select Manage Users.

e |n the Welcome panel, select System Settings > Manage Users.The Manage Users tab displays a table of existing users and
options to set.

Select the user to delete.

Click Delete. A confirmation panel appears.

Perform one of the following:

e To save your settings and continue configuring your system, click Apply.

e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.

Click OK to save your changes. Otherwise, click Cancel. If you clicked OK, the user is removed, the table is updated, and any sessions
associated with that user name are terminated.

®| = E: The system requires that at least one user with the manage role to exist.



Configuring network ports on controller modules

If you used the default 10.0.0.2/10.0.0.3 IPv4 addresses to access the guided setup, Dell EMC recommends changing the IPv4 addresses
to avoid an IP conflict if you have more than ME4 Series storage system on you network.

You can manually set static IP addresses for network ports on controller modules. Alternatively, the IP addresses can be set automatically
using DHCP for IPv4 or Auto for IPv6, which uses DHCPv6 and/or SLAAC. When setting IP values, you can choose either IPv4 or IPv6
formatting for each controller. You can also set the addressing mode and IP version differently for each controller module and use them
concurrently. For example, you could set IPv4 on controller module A to Manual and set IPv6 on controller module B to Auto.

When using DHCP mode, the system obtains values for the network port IP address, subnet mask, and gateway from a DHCP server if it
is available. If a DHCP server is unavailable, current addressing is unchanged. You must have some means of determining what addresses
have been assigned, such as the list of bindings on the DHCP server. When using Auto mode, addresses are retrieved from both DHCP
and Stateless address auto-configuration (SLAAC). DNS settings are also automatically retrieved from the network.

Each controller has the following factory-default IP settings:

IP address source: Manual
Controller A IP address: 10.0.0.2
Controller B IP address: 10.0.0.3
IP subnet mask: 255.255.255.0
Gateway IP address: 10.0.0.1

When DHCP is enabled, the following initial values are set and remain set until the system can contact a DHCP server for new addresses:

e Controller IP addresses: 169.254.x.x (where the value of x.x is the lowest 16 bits of the controller serial number)

e |P subnet mask: 255.255.0.0

e (Gateway IP address: 10.0.0.0

169.254.x.x addresses (including gateway 169.254.0.1) are on a private subnet that is reserved for unconfigured systems and the

addresses are not routable. Using these addresses prevents the DHCP server from reassigning the addresses and possibly causing a
conflict where two controllers have the same IP address. As soon as possible, change these IP values to proper values for your network.

For IPv6, when Manual mode is enabled you can enter up to four static IP addresses for each controller. When Auto is enabled, the
following initial values are set and remain set until the system can contact a DHCPv6 and/or SLAAC server for new addresses:

e Controller A IP address: fd6e:23ce:fed3:19d1::1
e Controller B IP address: fd6e:23ce:fed3:19d1::2
e (Gateway IP address: fd6e:23ce:fed3:19d1::3
Changing IP settings can cause management hosts to lose access to the storage system after the changes are
applied in the confirmation step.

After you set the type of controller network ports to use, you can configure domain names using the Domain Name Service (DNS). DNS
accepts IPv4 and IPv6 address formats. For more information about the DNS feature, see About configuring DNS settings.

®| I E: DNS settings are automatically applied when using DHCP for IPv4 and Auto for IPv6.

Set IPv4 addresses for network ports

Perform the following steps to set IPv4 addresses for the network ports:
1. Perform one of the following to access Network options:
e In the Home topic, select Action > System Settings, and then click the Network tab.
e In the System topic, select Action > System Settings, and then click the Network tab.
2. Select the IPvA tab.
IPv4 uses 32-bit address.
3. Select the type of IP address settings to use for each controller from the Source drop-down menu:
e Select Manual to specify static IP addresses.
e Select DHCP to allow the system to automatically obtain IP addresses from a DHCP server.
4. If you selected Manual, perform the following steps: , and then
a. Type the IP address, IP mask, and Gateway addresses for each controller.
b. Record the IP addresses.
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= E: The following IP addresses are reserved for internal use by the storage system: 169.254.255.1, 169.254.255.2,
169.254.255.3, 169.254.255.4, and 127.0.0.1. Because these addresses are routable, do not use them anywhere in your network.

If you selected DHCP, complete the remaining steps to allow the controller to obtain IP addresses from a DHCP server.
Click Apply.
A confirmation panel appears.

Click OK.
If you selected DHCP and the controllers successfully obtained |P addresses from the DHCP server, the new IP addresses are
displayed. Record the new addresses and sign out to use the new IP address to access PowerVault Manager.

Set IPv6 values for network ports

Perform the following steps to set IPv6 addresses for the network ports:

1.

Perform one of the following to access network options:

e In the Home topic, select Action > System Settings, and then click the Network tab.

e In the System topic, select Action > System Settings, and then click the Network tab.

Select the IPv6 tab.

IPv6 uses 128-bit addresses.

Select the type of IP address settings to use for each controller from the Source drop-down menu:

e Select Manual to specify up to four static IP addresses for each controller.

e Select Auto to allow the system to automatically obtain IP addresses.

If you chose Manual, perform the following steps for each controller:

a. Click Add Address.

Type the IPv6 addresses in the IP Address field.

Type a label for the IP address in the Address Label field.

Click Add.

Record the IPv6 address.

@ = E: The following IP addresses are reserved for internal use by the storage system: 169.254.255.1, 169.254.255.2,
169.254.255.3, 169.254.255.4, and 127.0.0.1. Because these addresses are routable, do not use them anywhere in your network.

®PooymT

If you selected Auto, complete the remaining steps to allow the controllers to obtain IP addresses.
Click Apply.

A confirmation panel appears.

Click OK.

Sign out and use the new IP address to access PowerVault Manager.

Configure DNS settings

Perform the following steps to configure DNS settings:

1.
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Perform one of the following to access Network options:

e In the Home topic, select Action > System Settings, and then click the Network tab.
e In the System topic, select Action > System Settings, and then click the Network tab.
Select the DNS tab.

Enter a hostname in the Hostname text box to set a domain hostname for each controller module. Use the following naming
conventions:

e The name must differ for each controller.

The name can have from 1 byte to 63 bytes.

The name is not case-sensitive.

The name must start with a letter and end with a letter or digit.

The name can include letters, numbers, or hyphens; no periods.

Enter up to three network addresses for each controller in the DNS Servers fields.
The resolver queries the network in the order that is listed until reaching a valid destination address. Any valid setting is treated as
enabling DNS resolution for the system.



B. Specify up to three domain names for each controller in the Search Domains fields to search when resolving host names that are
configured in the storage system.
The resolver queries the network in the order that is listed until finding a match.
= E: To reset Hostname to its default setting, select the Reset button for each controller. To clear the configured DNS Servers

and Search Domains, select the Clear DNS Settings button for each controller.

6. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.

7. Click Yes to save your changes. Otherwise, click No.

Enable or disable system-management settings

You can enable or disable management services to limit the ways in which users and host-based management applications can access the
storage system. Network management services operate outside the data path and do not affect host I/0 to the system. In-band services
operate through the data path and can slightly reduce /O performance.

To allow specific users to access the PowerVault Manager, CLI, or other interfaces, see Adding, modifying, and deleting users.
1. Perform one of the following to access the Services options:

e In the Home topic, select Action > System Settings, then click the Services tab.

e |n the System topic, select Action > System Settings, then click the Services tab.

e In the banner, click the user panel and select Set Up System Services.

e In the Welcome panel, select System Settings, and then click the Services tab.
2. Enable the services that you want to use to manage the storage system, and disable the others.

e \Web Browser Interface (WBI). The web application that is the primary interface for managing the system. You can enable use of
HTTP and/or HTTPS for increased security, or of both. If you disable both, you lose access to this interface.

e Command Line Interface (CLI). An advanced-user interface that is used to manage the system and can be used to write scripts.
SSH (secure shell) is enabled by default. The default port number for SSH is 22. Telnet is disabled by default, but you can enable it
in the CLLI.

e Storage Management Initiative Specification (SMI-S). Used for remote management of the system through your network. You can
enable use of secure (encrypted) or unsecure (unencrypted) SMI-S:

o Enable. Select this check box to enable unencrypted communication between SMI-S clients and the embedded SMI-S
provider in each controller module using HTTP port 5988. Clear this check box to disable the active port and use of SMI-S.

o Encrypted. Select this check box to enable encrypted communication, which disables HTTP port 5988 and enables HTTPS
port 5989 instead. Clear this check box to disable port 5989 and enable port 5988. This is the default.
®| = E: SMI-Sis not supported for a system with 5U84 enclosures.

e Service Location Protocol (SLP). Enables or disables the Service Location Protocol (SLP) interface. SLP is a discovery protocol
that enables computers and other devices to find services in a LAN without prior configuration. This system uses SLP v2.
File Transfer Protocol (FTP). A secondary interface for installing firmware updates and downloading logs.

e SSH File Transfer Protocol (SFTP). A secure secondary interface for installing firmware updates, downloading logs, and installing
security certificates and keys. All data that is sent between the client and server is encrypted. SFTP is enabled by default. If
selected, specify the port number to use. The default is 1022.

Simple Network Management Protocol (SNMP). Used for remote monitoring of the system through your network.

Service Debug. Used for technical support only. Enables or disables debug capabilities, including Telnet debug ports and privileged

diagnostic user IDs.

@ = E: Properly shut down the debug console by using the CLI command set protocols debug disable. Do not just close the
console directly or by using the CLI command exit.

e Activity Progress Reporting. Provides access to the activity progress interface using HTTP port 8081. This mechanism reports
whether a firmware update or partner firmware update operation is active and shows the progress through each step of the
operation. When the update operation completes, status is presented indicating either the successful completion, or an error
indication if the operation failed.

e In-band SES Capability. Used for in-band monitoring of system status based on SCSI Enclosure Services (SES) data. This service
operates through the data path and can slightly reduce /0 performance. SES is disabled by default.
3. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.
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4. Click OK.

Change system information settings

Perform the following steps to changed system information settings:

1. Perform one of the following to access the Services options:

e In the Home topic, select Action > System Settings, then click the System information tab.
e In the System topic, select Action > System Settings, then click the System information tab.
e |n the banner, click the user panel and select Set System Information.

e In the Welcome panel, select System Settings, and then click the System information tab.

2. Set the system name, contact, location, and information or description values. The name is shown in the browser title bar or tab. The
name, location, and contact are included in event notifications. All four values are recorded in system debug logs for reference by
service personnel. Each value can include a maximum of 79 bytes, using all characters except the following: " < > \

3. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.

4. Click OK.
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Send email notifications

Perform the following steps to send email notifications:

1.

Perform one of the following to access the options in the Notifications tab:

e |n the Home topic, select Action > System Settings, then click Notifications.

e In the System topic, select Action > System Settings, then click Notifications.

e |n the footer, click the events panel and select Set Up Notifications.

e In the Welcome panel, select System Settings, and then click the Notifications tab.

Select the Email tab and ensure that the SMTP Server and SMTP Domain options are set, as described in SMTP &7 4 1| 0| X|
46.

Set the email notification:

e To enable email notifications, select the Enable Email Notifications check box. This action enables the notification level and
email address fields.

e To disable email notifications, clear the Enable Email Notifications check box. This action disables the notification level and email
address fields.

If email notification is enabled, select the minimum severity for which the system should send email notifications:

e Critical

Critical, Error

Critical, Error, Warning

Critical, Error, Warning, Resolved

Critical, Error, Warning, Resolved, Informational

If email notification is enabled, in one or more of the Email Address fields enter an email address to which the system should send
notifications. Each email address must use the format user-name@domain-name. Each email address can have a maximum of 320
bytes. For example: Admin@mydomain.com or IT-team@mydomain.com.

Perform one of the following:

e To save your settings and continue configuring your system, click Apply.

e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.

Click OK.
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Send notifications to SNMP trap hosts

Perform the following steps to send notifications to SNMP trap hosts:

1.

Perform one of the following to access the options in the Notifications tab:

e |n the Home topic, select Action > System Settings, then click Notifications.

e Inthe System topic, select Action > System Settings, then click Notifications.

e |n the footer, click the events panel and select Set Up Notifications.

e |n the Welcome panel, select System Settings, and then click the Notifications tab.

2. Select the SNMP tab. If a message near the top of the panel informs you that the SNMP service is disabled, enable the service.

3. Select the minimum Notification Level severity for which the system should send email notifications: Critical (only); Error (and
Critical); Warning (and Error and Critical); Informational/Resolved (all); or none.

4. In the Read community field, enter the SNMP read password for your network. This password is included in traps that are sent. This
string must differ from the write-community string. The value is case-sensitive and can have a maximum of 31 bytes. It can include any
character except for the following: " < >
The default is public.

5. In the Write community field, enter the SNMP write password for your network. This string must differ from the read-community
string. The value is case-sensitive and can have a maximum of 31 bytes. It can include any character except for the following: " < >
The default is private.

6. Inthe Trap Host Address fields, enter the network addresses of hosts that are configured to receive SNMP traps. The values can be
IPv4 addresses, IPv6 addresses, or FQDNSs.

7. Perform one of the following:

e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.

8. Click OK.
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Configure managed logs settings

Perform the following steps to configure managed logs settings:

1.
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Perform one of the following to access the options in the Notifications tab:

e In the Home topic, select Action > System Settings, then click Notifications.

e In the System topic, select Action > System Settings, then click Notifications.

e In the footer, click the events panel and select Set Up Notifications.

e In the Welcome panel, select System Settings, and then click the Notifications tab.

Select the Email tab and ensure that the SMTP Server and SMTP Domain options are set. See SMTP A7 714 10| X| 46,
Select the Managed Logs tab.

Set the managed log option:

e To enable managed logs, select the Enable Managed Logs check box.

e To disable managed logs, clear the Enable Managed Logs check box.

If the managed logs option is enabled, type the email address of the log-collection system in the Email destination address field.
The email address must use the format user-name@domain-name and can have a maximum of 320 bytes. For example:
LogCollector@mydomain.com.

Select one of the following options:



e To use push mode, which automatically attaches system log files to managed-logs email notifications that are sent to the log-
collection system, select the Include logs as an email attachment check box.

e To use pull mode, clear the Include logs as an email attachment check box.
Perform one of the following:

e To save your settings and continue configuring your system, click Apply.

e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.

Click OK.
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Configure remote syslog notifications

Perform the following steps to configure remote syslog notifications:

1.

Perform one of the following to access the options in the Notifications tab:

e |n the Home topic, select Action > System Settings, then click Notifications.

e In the System topic, select Action > System Settings, then click Notifications.

e |n the footer, click the events panel and select Set Up Notifications.

e |n the Welcome panel, select System Settings, and then click the Notifications tab.

Select the Syslog tab.

Configure the Syslog options:

e Notification Level: Select the minimum severity for which the system should send notifications: Critical (only); Error (and

Critical); Warning (and Error and Critical); Resolved (and Error, Critical, and Warning); Informational (all); or none (Disabled),

which disables syslog notification.

e Syslog Server: Network address of the syslog host system. The value can be an IPv4 address, IPv6 address, or FQDN. If the
Notification Level is other than none (Disabled), you must specify the Syslog Server IP Address.

e Syslog Server Port Number: Port number of the syslog host system.

Perform one of the following:

e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.

A confirmation panel appears.

Click OK.
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Enable SupportAssist

Perform the following steps to enable SupportAssist on an ME4 Series storage system:

If the ME4 Series storage system does not have direct access to the Internet, configure a web proxy. See Bl ZSA|E AFESIES
SupportAssist T4 T 0| X| 51.
1. Perform one of the following actions to access the SupportAssist options:
e In the Home topic, select Action > System Settings, then click the SupportAssist tab.
e |n the System topic, select Action > System Settings, then click the SupportAssist tab.
2. Select the SupportAssist checkbox.
The SupportAssist agreement is displayed.

3. Read through the agreement, then acknowledge it by clicking Accept.
The system attempts to establish connectivity with the remote support server. Once connectivity is established, the system collects
an initial full debug log dump and sends it to the SupportAssist server.
@ = E: If the system cannot contact the remote support server, an error message is displayed that contains details about the

connection failure and provides recommended actions.
4. In the Contact Information tab, type the primary contact information and select the preferred contact settings.
To receive email messages when a storage system issue occurs, select the Yes, | would like to receive emails from SupportAssist
when issues arise, including hardware failure notifications checkbox.
5. Click Apply or Apply and Close, and click OK on the confirmation panel.
To disable SupportAssist:
a. Clear the SupportAssist check box.
The SupportAssist opt out confirmation panel is displayed.
b. Click Yes.

c. Click Apply or Apply and Close.
The SupportAssist changes confirmation panel is displayed.

d. Click OK.
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Configure FC ports

Perform the following steps to configure FC ports:
1. Perform one of the following to access the options in the Ports tab:
e Inthe Home topic, select Action > System Settings, then click Ports.
e In the System topic, select Action > System Settings, then click Ports.
2. From the Port Settings tab, set the port-specific options:

e Set the Speed option to the proper value to communicate with the host, or to auto, which auto-negotiates the proper link speed.
Because a speed mismatch prevents communication between the port and host, set a speed only if you need to force the port to
use a known speed.

e Set the Connection Mode to either point-to-point or auto:
o point-to-point: Fibre Channel point-to-point.
o auto: Automatically sets the mode based on the detected connection type.
3. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.
4. Click OK.
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Delete a schedule from the Home topic

In the Home topic, select Action > Manage Schedules. The Manage Schedules panel opens.

1.

2. Select the schedule to delete.

3. Click Delete Schedule. A confirmation panel appears.

4. Click OK to continue. Otherwise, click Cancel. If you clicked OK, the schedule was deleted.

5. Click OK
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Working in the System topic

=H:

*  Viewing system components

*  Systems Settings panel

.« AEIE RYHEH

. ClAI R THAY

*  Clearing disk metadata

< HEelof YHolE

e Changing FDE settings

»  Configuring advanced settings
c RAEFZEAE

- HEEYH MAH E=BE

Viewing system components

The System topic enables you to see information about each enclosure and its physical components in front, rear, and tabular views.
Components vary by enclosure model.

@ = E: If an attached enclosure or component is unsupported, the system health shows as Degraded and the unsupported
component's health shows as Fault. Hover the cursor over the faulty component to see why it is unsupported and the recommended
action to take. For more information, review the event log.

Front view

The Front tab shows the front of all enclosures in a graphical view.

For each enclosure, the front view shows the enclosure ID and other information. For each drawer, the front view shows the drawer ID
and other information. To see more information about an enclosure, drawer, or disks, hover the cursor over an enclosure ear, drawer, or a
disk. To illuminate a locator LED for an enclosure or disk, select one or more components and click Turn On LEDs. To turn off individual
locator LEDs, select the components and click Turn Off LEDs. To turn off all locator LEDs, ensure that no components are selected and
click Turn Off LEDs.

H 7. Enclosure Information and Disk Information panels

Panel Information displayed

Enclosure Information ID, status, vendor model, disk count, WWN, midplane serial number, revision, part number, manufacturing
date, manufacturing location, EMP A revision, EMP B revision, EMP A bus ID, EMP B bus ID, EMP A target
ID, EMP B target ID, midplane type, enclosure power (watts), PCle 2-capable, health

Disk Information Location, serial number, usage, description, size, status, RPM (spinning disk only), SSD life left,
manufacturer, model, revision, power on hours, FDE state, FDE lock key, job running, sector format, transfer
rate, SMART, drive spin down count, health

Drawer Information General: Name, drawer position, number of disks, ID, status, WWN, health
Left sideplane: Name, status, path ID, expanders, name and status of each expander

Right sideplane: Name, status, path ID, expanders, name and status of each expander

If the health of a component is not good, the health reason, recommended action, and unhealthy subcomponents are shown to help you
resolve problems.

The following are descriptions of some Disk Information panel items:
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Power On Hours — Total number of hours that the disk has been powered on since it was manufactured. This value is updated in 30-
minute increments.

FDE State — FDE state of the disk. For more information about FDE states, see the Dell EMC PowerVault ME4 Series Storage
System CLI Guide.

FDE lock keys — FDE lock keys are generated from the FDE passphrase and manage locking and unlocking the FDE-capable disks in
the system. Clearing the lock keys and power cycling the system denies access to data on the disks.

=1 AL

FHRS

SO YR REASRHO SRS AT HY|2 BAGL O

SH2 AZEN D2t MY 32 YK, HESH 25 L AN BEQ RES HOFL L £t HESH ZE D, TAE XE R U
O|F HEAI ZEIPFo A =Y XE O[FS EOF L

RS Y S 22T AS 2 0[0jLt T4 24 I0f HAS 28] FOUAIR T4 @40 Ch3t 2H0|E| LEDS 712{ % 17} 0|4
o 744 a4 2 MESIN LED #7|S SYLICH HE 20| LEDS 1131'5 T4 A5 MEistl LED 7|1 S 2L 2
270|Ef LEDS 12{ B MENEl 744 @47} glEX| QI8 LED 117|1S S LICH 5Us4 ASRMO F2 AS 2N, Y53 28
U O A0 MES 4 QLI

®| LEDREZU AN MY IRESS Ao BAE ZEO| T T EAIE LI

o EAE=™HE

AEZXN HE D, 8B, 32N, Z& C|A3 74, wwN, D=0 93 Hs J1H HE BEE Hs H= S5 A
= X, EMPAZIH tH’& EMPB 7™ ™, EMP A {2 ID, EMP B {2 ID, EMP A EtZ! ID, EMP B Et 2l
D, O EE 2 fd AEEXN HR(JAE), PCle 2 X| H, ALEH

MY 3Z K FHE HEf, STEAM, 22, LA M IE HA, K], B2 Wz, HE SR, ME K|, SE

HEEZ §& D, IPFA, MY ME|, ZE 23 Ho SLE0f ™, A|A-— FHA IHIEEI(MB) 748 W™, CPLD HW
AERX| HEERY I E B, ﬁEEIXI 9*5221 CPUSRY & H=, K|, StEY O HA, M= R},
MZ K|, el

ZE HHE(FC) O|E, 3, IDIWWN), &El, FEE £ MK &=, EEEX], 7|2 R D, XN {El&= &5, SFP &EY, £
E Ho AEY

I E HMHE(SCSN O|E, S, ID(IGN), AEl, M=l £ AX &2 P HE MAC T4, T4, AH0|EY0|, dlOfAF, SFP
SH, 22 W3, 106G £, A 0|2 Z0|, A 0|2 7|&, |4l &=, &H

ZE HHE(SAS) OlE, &, IDIWWN), &El, MX £ = EZZX|, o & 2| 2, 24 2|21, b =Hd 3=l 2| 21, &FEf

HEXI HE O|§, BE IP T4, HERA OtAT, HO|ER0], MAC T2, AHEH

S EE HHE AEEX ID, HEE ID, O| &, &FEH, &Ef

2T 2E HE(0M) D, EY Y H I HH™, AHEf

Table view

The Table tab shows a tabular view of information about physical components in the system. By default, the table shows 20 entries at a
time.

For each component, the table shows the following information:

H 9. Table view information

Field Description

Health Shows the health of the component: OK, Degraded, Fault, N/A, or Unknown.

Type Shows the component type: enclosure, disk, power supply, controller module, network port, host port,
expansion port, CompactFlash card, or I/0 module (expansion module).
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H 9. Table view information (A|%)

Field Description
Enclosure Shows the enclosure ID.
Location Shows the location of the component.
e For an enclosure, the location is shown in the format Rack rack-ID.shelf-ID. You can set the location
through the CLI set enclosure command.
For a disk, the location is shown in the format enclosure-ID.disk-slot.
For a power supply or |70 module, the locations Left, Left-Middle, Middle, Right-Middle, and Right are as
viewed from the rear of the enclosure.
e For ahost port, the location is shown as controller ID and port number.
Information Shows additional, component-specific information:
e for an enclosure, its FRU description and current disk count.
e For adisk, its description, capacity, and usage.
e Type is shown as either:
o SAS - Enterprise SAS spinning disk.
o SAS MDL - Midline SAS spinning disk.
o SSD SAS - SAS solid-state disk.
e Usage is shown as either:
o AVAIL - The disk is available.
o GLOBAL SP - The disk is configured as a spare.
o DEDICATED SP - The disk is configured as a dedicated spare.
o pool-ID:tier name for disk groups that are part of a virtual pool or pool-ID: Linear for disk
groups that are part of linear pools. The disk is part of a disk group.
o FAILED - The disk is unusable and must be replaced. Reasons for this status include: excessive
media errors, SMART error, disk hardware failure, or unsupported disk.
LEFTOVR - The disk is part of a disk group that is not found in the system.
UNUSABLE - The disk cannot be used in a disk group. Possible reasons include:
= The system is secured, and the disk is data locked with a different passphrase.
= The system is secured/locked (no passphrase available) and the disk is data/locked.
= The system is secured and the disk is not FDE capable.
e [or a power supply: its FRU description.
e [or a fan: its rotational speed in r/min (revolutions per minute).
e For a controller module: its ID.
e [or anetwork port: its IP address.
e [or ahost port:, one of the following values:
o FC(L) - Fibre Channel-Arbitrated Loop (public or private)
o FC(P) - Fibre Channel Point-to-Point
o FC(-) — Fibre Channel disconnected
o SAS - Serial Attached SCSI
o iSCSI - Internet SCSI
For an expansion port, either Out Port or In Port.
e [or an|/0O module, its ID.
Status Shows the component status:

For an enclosure: Up.

For a disk:

o Up The disk is present and is properly communicating with the expander.

o Spun Down The disk is present and has been spun down by the DSD feature.

o Warning The disk is present but the system is having communication problems with the disk LED
processor. For disk and midplane types where this processor also controls power to the disk, power-
on failure will result in the Error status.

Error The disk is present but not detected by the expander.
Unknown Initial status when the disk is first detected or powered on.
Not Present The disk slot indicates that no disk is present.
Unrecoverable The disk is present but has unrecoverable errors.

O O O O
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H 9. Table view information (A|%)

Field Description

o Unavailable The disk is present but cannot communicate with the expander.
o Unsupported The disk is present but is an unsupported type.

For a power supply: Up, Warning, Error, Not Present, or Unknown.

For a fan: Up, Error,, Off, or Missing.

For a controller module or 170 module: Operational, Down, Not Installed, or Unknown.
For a network port: N/A.

For a host port:

o Up - The port is cabled and has an 1/0 link.

o Warning — Not all of the port PHYs are up.

o Error — The port is reporting an error condition.

o

o

Not Present — The controller module is not installed or is down.
Disconnected — Either no I/0 link is detected or the port is not cabled.
For an expansion port: Up, Disconnectedor Unknown.
For a CompactFlash card: Installed, Not Installed, or Unknown.

Systems Settings panel

The System Settings panel provides options for you to quickly and easily configure your system. Access the panel by doing one of the
following:

e In the Home topic, select Action > System Settings.
e In the System topic, select Action > System Settings.
e In the Welcome panel, select System Settings.

For more information on configuring system setting options, see Configuring system settings.
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Clearing disk metadata
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You can clear metadata from a leftover disk to make it available for use.

Only use this command when all disk groups are online and leftover disks exist. Improper use of this command may
result in data loss. Do not use this command when a disk group is offline and one or more leftover disks exist. If you are
uncertain whether to use this command, contact technical support for assistance.

Each disk in a disk group has metadata that identifies the owning disk group, the other disks in the disk group, and the last time data was
written to the virtual pool or linear disk group. The following situations cause a disk to become a leftover:

e The disks' timestamps do not match so the system designates members having an older timestamp as leftovers.

e Adisk is not detected during a rescan, then is subsequently detected.

e Adisk that is a member of a disk group in another system is moved into this system without the other members of its group.

When a disk becomes a leftover, the following changes occur:
e The disk's health becomes Degraded and its usage value becomes LEFTOVR.

e The disk is automatically excluded from the disk group, causing the disk group's health to become Degraded or Fault, depending on the
RAID level.

e The disk's fault LED is illuminated amber.

If a spare is available, and the health of the disk group is Degraded or Ciritical, the disk group will use them to start reconstruction. When
reconstruction is complete, you can clear the leftover disk's metadata. Clearing the metadata will change the disk's health to OK and its
usage value to AVAIL. The disk may become available for use in a new disk group.

@ = E: If a spare is not available to begin reconstruction, or reconstruction has not completed, keep the leftover disk so that you will
have an opportunity to recover its data.

This command clears metadata from leftover disks only. If you specify disks that are not leftovers, the disks are not changed.

Clear metadata from leftover disks

In the System topic, select Action > Clear Metadata. The Clear Metadata panel opens.
Select the leftover disks from which to clear metadata.

Click OK.

Click Yes to continue. Otherwise, click No. If you clicked Yes, the metadata is cleared.
Click OK.
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Update controller module firmware

Perform the following steps to update the firmware on a controller module:
1. Perform one of the following as a user with the manage role:
e |n the banner, click the system panel and select Update Firmware.
e |n the System topic, select Action > Update Firmware.

The Update Firmware panel opens. The Update Controller Modules tab displays versions of firmware that are currently
installed for the components in each controller.

2. Click Browse and select the firmware file to install.
3. Optionally, select or clear the Partner Firmware Update (PFU) check box to enable or disable PFU, and confirm the action.
@ = E: For information about which controller module updates the other when a controller module is replaced, see About firmware
update.

4. Click OK.
A Progress of Firmware Update panel displays the firmware-update progress.

The process starts by validating the firmware file:

e |[f the file is invalid, verify that you specified the correct firmware file. If you did, try downloading it again from the source location.
e |f the file is valid, the process continues.
Do not perform a power cycle or controller restart during a firmware update. If the update is interrupted or

there is a power failure, the module might become inoperative. If this issue occurs, contact technical support.
The module might need to be returned to the factory for reprogramming.

Firmware update typically takes 10 minutes for a controller with current CPLD firmware, or 20 minutes for a controller with
downlevel CPLD firmware. If the controller enclosure has connected enclosures, allow additional time for each expansion module
enclosure management processor (EMP) to be updated. This task typically takes 2.5 minutes for each EMP in a drive enclosure.

If the Storage Controller cannot be updated, the update operation is canceled. Verify that you specified the correct firmware file
and repeat the update. If this problem persists, contact technical support.

When firmware update on the local controller is complete, users are automatically signed out and the MC restarts. Until the restart
is complete, sign-in pages say that the system is currently unavailable. When this message is cleared, you may sign in again.

If PFU is enabled, allow as additional 10 minutes to 20 minutes for the partner controller to be updated.

5. Clear your web browser cache, then sign in to the PowerVault Manager. If PFU is still running on the controller you sign in to, a panel
shows PFU progress and prevents you from performing other tasks until PFU is complete.
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@ - E: If PFU is enabled for the system, after firmware update has completed on both controllers, check the system health. If the
system health is Degraded and the health reason indicates that the firmware version is incorrect, verify that you specified the
correct firmware file and repeat the update. If this problem persists, contact technical support.
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Prepare to update expansion module firmware

1. Follow the best practices in Best practices for firmware update.
2. Obtain the appropriate firmware file and download it to your computer or network.
3. If the storage system has a single controller, stop 1/0 to the storage system before starting the firmware update.

Update expansion module firmware

1. Perform one of the following:

e |n the banner, click the system panel and select Update Firmware.

e In the System topic, select Action > Update Firmware.

The Update Firmware panel opens.

Select the Update Expansion Modules tab. This tab shows information about each expansion module in the system.
Select the expansion modules to update.

Click File and select the firmware file to install.

SLE

Click OK. Messages show firmware update progress.

Do not perform a power cycle or controller restart during the firmware update. If the update is interrupted or
there is a power failure, the module might become inoperative. If this occurs, contact technical support. The module
might need to be returned to the factory for reprogramming.

It typically takes 3 minutes to update each EMP in an expansion enclosure. Wait for a message that the code load has completed.

6. Verify that each updated expansion module has the new firmware version.
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Prepare to update disk-drive firmware

1. Follow the best practices in Best practices for firmware update.
2. Obtain the appropriate firmware file and download it to your computer or network.

3. Stop I/0 to the storage system. During the update all volumes will be temporarily inaccessible to hosts. If 1/0 is not stopped, mapped
hosts will report /O errors. Volume access is restored after the update completes.
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Update disk-drive firmware

1. Perform one of the following:
e |n the banner, click the system panel and select Update Firmware.
e |n the System topic, select Action > Update Firmware.
The Update Firmware panel opens.

2. Select the Update Disk Drives tab. This tab shows information about each disk drive in the system.
8. Select the disk drives to update.
4. Click File and select the firmware file to install.
5. Click OK.
Do not power cycle enclosures or restart a controller during the firmware update. If the update is interrupted
or there is a power failure, the disk drive might become inoperative. If this occurs, contact technical support.
It typically takes several minutes for the firmware to load. Wait for a message that the update has completed.

6. Verify that each disk drive has the new firmware revision.
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Repurpose the system

Set the passphrase
Repurpose disks
e Setimport lock key IDs

Clear lock keys
o Secure the system

O A K]

FDE general configuration

[©]
©]

In the Full Disk Encryption panel, you can change settings for these options:
o

Changing FDE settings
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Set or change the import passphrase

1. In the System topic, select Action > Full Disk Encryption.
The Full Disk Encryption panel opens with the FDE General Configuration tab selected.

Select the Set Import Lock Key ID tab.

In the Passphrase field, enter the passphrase associated with the displayed lock key.
Re-enter the passphrase.

Click Set. A dialog box will confirm the passphrase was changed successfully.

o M oN

Configuring advanced settings
Use the Advanced Settings panel to change disk settings, cache settings, partner firmware update settings, and system utility settings.
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Change the SMART setting

1. In the System topic, select Action > Advanced Settings > Disk.

2. Set the SMART Configuration option to one of the following:
e Don’t Modify. Allows current disks to retain their individual SMART settings and does not change the setting for new disks added
to the system.
e Enabled. Enables SMART for all current disks after the next rescan and automatically enables SMART for new disks added to the
system. This option is the default.
e Disabled. Disables SMART for all current disks after the next rescan and automatically disables SMART for new disks added to the
system.

3. Click Apply. If you chose to disable SMART, a confirmation panel appears. Click Apply to accept the changes or click Cancel.
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Change the EMP polling rate

—

In the System topic, select Action > Advanced Settings > Disk.

2. Set the EMP Polling Rate interval. The options are 5, 10, or 30 seconds; or 1, 5, 10, 15, 20, 25, 30, 45, or 60 minutes. The default is 5
seconds.

3. Click Apply.
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Change the dynamic spares setting

1. In the System topic, select Action > Advanced Settings > Disk.
2. Either select enable, or clear to disable the Dynamic Spare Capability option. The dynamic spares setting is enabled by default.
3. Click Apply. If you chose to disable dynamic spares, a confirmation panel appears. Click Apply to accept the changes or click Cancel.
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Configure DSD for available disks and global spares

1. In the System topic, select Action > Advanced Settings > Disk.

2. Set the options:
e FEither select to enable, or clear to disable the Available and Spare Drive Spin Down Capability option. If you are enabling DSD,
a warning prompt appears. To use DSD, click Yes. To leave DSD disabled, click No.
e Set the Drive Spin Down Delay (minutes) option, which is the period of inactivity after which available disks and global spares
automatically spin down, from 1 through 360 minutes. The default is 15 minutes.

3. Click Apply. When processing is complete a success dialog appears.

4. Click OK.
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Schedule DSD for all spinning disks

1. In the System topic, select Action > Advanced Settings > Disk.
2. Set the options:
e Select the Drive Spin Down Suspend Period option.

e Set the Time to Suspend and Time to Resume options. For each, enter hour and minutes values and select either AM, PM, or 24H
(24-hour clock).

e |f you want the schedule to apply only Monday through Friday, select the Exclude Weekend Days from Suspend Period option.
3. Click Apply. When processing is complete a success dialog appears.
4. Click OK.
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Change the synchronize-cache mode

1. In the System topic, select Action > Advanced Settings > Cache.
2. Set the Sync Cache Mode option to either:

o Immediate. Good status is returned immediately and cache content is unchanged. This is the default.

e Flush to Disk. Good status is returned only after all write-back data for the specified volume is flushed to disk.
3. Click Apply.
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Change the missing LUN response

1. In the System topic, select Action > Advanced Settings > Cache.
2. Set the Missing LUN Response option to either:

e Not Ready. Sends a reply that there is a LUN where a gap has been created but that it’s “not ready.” Sense data returned is a
Sense Key of 2h and an ASC/ASCQ of 04/03.

e lllegal Request. Sends a reply that there is a LUN but that the request is “illegal.” Sense data returned is a Sense Key of 5h and an
ASC/ASCQ of 25/00. If the system is used in a VMware environment, use this option. This is the default.

3. Click Apply.
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Change host access to the write-back cache setting

1. In the System topic, select Action > Advanced Settings > Cache.

2. Either select to enable or clear to disable the Host Control of Write-Back Cache option.

3. Click Apply.

Changing auto-write-through cache triggers and behaviors

You can set conditions that trigger a controller to change the cache mode from write-back to write-through, as described in About volume
cache options. You can also specify actions for the system to take when write-through caching is triggered.

Change auto-write-through cache triggers and behaviors

1. In the System topic, select Action > Advanced Settings > Cache.

2. Inthe Auto-Write Through Cache Trigger Conditions section, either select to enable or clear to disable the options:

Controller Failure

Changes to write-through if a controller fails. In a dual-controller system this option is disabledby
default. In Single Controller mode this option is grayed out.

Cache Power

Changes to write-through if cache backup power is not fully charged or fails. Enabled by default.

CompactFlash

Changes to write-through if CompactFlash memory is not detected during POST, fails during POST, or
fails while the controller is under operation. Enabled by default.

Power Supply Failure

Changes to write-through if a power supply unit fails. Disabled by default.

Fan Failure

Changes to write-through if a cooling fan fails. Disabled by default.

Over-temperature Failure

Forces a controller shutdown if a temperature is detected that exceeds system threshold limits.
Disabled by default.

3. In the Auto-Write Through Cache Behaviors section, either select to enable or clear to disable the options:

Revert when Trigger Condition Clears | When enabled, the cache policy changes back to write-back caching after the trigger

condition is cleared. When disabled, the cache policy remains write-through caching after
the trigger condition is cleared. Enabled by default.

Notify Other Controller

Notifies the partner controller that a trigger condition occurred. Enable this option to have
the partner also change to write-through mode for better data protection. Disable this
option to allow the partner to continue using its current caching mode for better
performance. In a dual-controller system this option is disabled by default. In Single
Controller mode this option is grayed out.

4. Click Apply. If you disabled Cache Power or CompactFlash, a confirmation prompt appears. Choose Apply to accept the changes, or
Cancel to discard the changes.
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Change the partner firmware update setting

1. In the System topic, select Action > Advanced Settings > Firmware.
2. Either select (enable) or clear (disable) the Partner Firmware Update option.
3. Click Apply.

Configuring system utilities

The System Utilities tab lets you configure background scrub for disk groups and individual disks, set utility priority, and enable or disable
managed logs.

Configuring background scrub for disk groups

You can enable or disable whether the system continuously analyzes disks in disk groups to find and fix disk errors. This command will fix
parity mismatches for RAID 5 and 6; find but not fix mirror mismatches for RAID 1 and 10. It will not fix media errors.

You can use a disk group while it is being scrubbed. Background disk group scrub runs at background utility priority, which reduces to no
activity if processor usage is above a certain percentage or if 1/0 is occurring on the disk group being scrubbed. A disk group scrub may be
in process on multiple disk groups at once. A new disk group will first be scrubbed 20 minutes after creation. After a disk group is
scrubbed, scrub will start again after the interval specified by the Disk Group Scrub Interval hours option.

When a scrub is complete, event 207 is logged and specifies whether errors were found and whether user action is required. Enabling

background disk group scrub is recommended.

@ = E.: If you choose to disable background disk group scrub, you can still scrub a selected disk group by using Action > Disk Group
Utilities.

Configure background scrub for disk groups

1. In the System topic, choose Action > Advanced Settings > System Utilities.

2. Set the options:
e FEither select to enable, or clear to disable the Disk Group Scrub option. This option is enabled by default.

e Set the Disk Group Scrub Interval (hours) option, which is the interval between background disk group scrub finishing and
starting again, from O through 360 hours. The default is 24 hours.

3. Click Apply.
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Configure background scrub for disks not in disk groups

1. In the System topic, choose Action > Advanced Settings > System Utilities.
2. Either select to enable, or clear to disable the Disk Scrub option. This option is disabled by default.
3. Click Apply.
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Change the utility priority

1. In the System panel, choose Action > Advanced Settings > System Utilities.
2. Set the Utility Priority option to either:

e High. Use when your highest priority is to get the system back to a fully fault-tolerant state. This causes heavy /0 with the host
to be slower than normal. This value is the default.

Medium. Use when you want to balance data streaming with data redundancy.

Low. Use when streaming data without interruption, such as for a web server, is more important than data redundancy. This
enables a utility such as Reconstruct to run at a slower rate with minimal effect on host I/0.

3. Click Apply.
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Perform a restart

Perform the following steps to restart a controller:

1. Perform one of the following:
e In the banner, click the system panel and select Restart System.
e |n the System topic, select Action > Restart System.
The Controller Restart and Shut Down panel opens.

2. Select the Restart operation.
8. Select the controller type to restart: Management or Storage.
4. Select the controller module to restart: Controller A, Controller B, or both.
5. Click OK.
A confirmation panel appears
6. Click OK.

A message is displayed that describes restart activity.
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Perform a shutdown

Perform the following steps to shut down a controller:

1. Perform one of the following:
e In the banner, click the system panel and select Restart System.
e |n the System topic, select Action > Restart System.
The Controller Restart and Shut Down panel opens.
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Select the Shut Down operation, which automatically selects the Storage controller type.
Select the controller module to shut down: Controller A, Controller B, or both.

Click OK.
A confirmation panel appears.

Click OK.
A message is displayed that describes shutdown activity.
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Viewing hosts

The Hosts topic shows a tabular view of information about initiators, hosts, and host groups that are defined in the system. For more
information about hosts, see About initiators, hosts, and host groups. The Hosts topic also enables users to map initiators and view map
details.
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Create an initiator

You can manually create initiators. For example, you might want to define an initiator before a controller port is physically connected
through a switch to a host.

1. Determine the FC or SAS WWN or iSCSI IQN to use for the initiator.
2. Inthe Hosts topic, select Action > Create Initiator. The Create Initiator panel opens.

3. Inthe Initiator ID field, enter the WWN or IQN. A WWN value can include a colon between each pair of digits but the colons will be
discarded.

4. In the Initiator Name field, enter a nickname that helps you easily identify the initiator. For example, you could use
MailServer FCpl. An initiator name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or
include the following: ", . <\
If the name is used by another initiator, you are prompted to enter a different name.

5. In the Profile list, select Standard.
6. Click OK. The initiator is created and the hosts table is updated.

Modify an initiator

1. In the Hosts topic, select one initiator to modify.
2. Select Action > Modify Initiator. The Modify Initiator panel opens.

3. In the Initiator Name field, enter a new nickname to help you identify the initiator. For example, you could use MailServer FCp2.
An initiator name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or include the following:
n L. < \
If the name is used by another initiator, you are prompted to enter a different name.

4. Inthe Profile list, select Standard.
Click OK. The hosts table is updated.
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Add initiators to a host

You can add existing named initiators to an existing host or to a new host. To add an initiator to a host, the initiator must be mapped with
the same access, port, and LUN settings to the same volumes or volume groups as every other initiator in the host.

1. In the Hosts topic, select 1 through 128 named initiators to add to a host.
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2. Select Action > Add to Host. The Add to Host panel opens.

3. Perform one of the following:
e To use an existing host, select its name in the Host Select list.
e To create a host, enter a name for the host in the Host Select field. A host name is case sensitive and can have a maximum of 32
bytes. It cannot already exist in the system or include the following: ", . <\

4. Click OK. For the selected initiators, the Host value changes from -- to the specified host name.

Remove initiators from hosts

You can remove all except the last initiator from a host. Removing an initiator from a host will ungroup the initiator but will not delete it. To
remove all initiators, remove the host.

1. In the Hosts topic, select 1 through 1024 initiators to remove from their hosts.
2. Select Action > Remove from Host. The Remove from Host panel opens and lists the initiators to be removed.
3. Click OK. For the selected initiators, the Host value changes to --.

Remove hosts

You can remove hosts that are not grouped. Removing a host will ungroup its initiators but will not delete them.
1. In the Hosts topic, select 1 through 512 ungrouped hosts to remove.

2. Select Action > Remove Host. The Remove Host panel opens and lists the hosts to be removed.

3. Click OK. For initiators that were in the selected hosts, the Host value changes to --.

Rename a host

You can rename a host.
1. In the Hosts topic, select an initiator that belongs to the host that you want to rename.
2. Select Action > Rename Host. The Rename Host panel opens.

3. Inthe New Host Name field, enter a new name for the host. A host name is case sensitive and can have a maximum of 32 bytes. It
cannot already exist in the system or include the following: ", . <\
If the name is used by another host, you are prompted to enter a different name.

4. Click OK. The hosts table is updated.
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Remove hosts from a host group

You can remove all except the last host from a host group. Removing a host from a host group will ungroup the host but will not delete it.
1. In the Hosts topic, select 1 through 256 hosts to remove from their host group.
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2. Select Action > Remove from Host Group. The Remove from Host Group panel opens and lists the hosts to be removed.
3. Click OK. For the selected hosts, the Group value changes to --.

Rename a host group

You can rename a host group.
1. In the Hosts topic, select a host group to rename.
2. Select Action > Rename Host Group. The Rename Host Group panel opens.

3. Inthe New Host Group Name field, enter a new name for the host group. A host group name is case sensitive and can have a
maximum of 32 bytes. It cannot already exist in the system or include the following: ", . <\
If the name is used by another host group, you are prompted to enter a different name.

4. Click OK. The hosts table is updated.

Remove host groups

You can remove host groups. Removing a host group will ungroup its hosts but will not delete them.

1. In the Hosts topic, select 1 through 32 host groups to remove.

2. Select Action > Remove Host Group. The Remove Host Group panel opens and lists the host groups to be removed.
3. Click OK. For hosts that were in the selected host groups, the Group value changes to --.
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Add or modify a CHAP record

1. If you intend to use mutual CHAP and need to determine the IQN of a controller iSCSI port, perform the following:
e Select the System topic.
e Select the Rear view.

e Hover the cursor over the iISCSI host port that you intend to use. In the Port Information panel that appears, note the IQN in the ID
field value.

2. Inthe Hosts topic, select Action > Configure CHAP. The Configure CHAP panel opens with existing CHAP records listed.
3. Select the Enable Authentication (CHAP) checkbox to enable use of CHAP for all iISCSI nodes, then confirm the operation.

®| I E: Enabling or disabling CHAP here will update its setting in the Advanced Settings tab in the Host Ports Settings panel.

4. Perform one of the following:

e To modify an existing record, select it. The record values appear in the fields below the CHAP records list for editing. You cannot
edit the IQN.

e To add anew record, click New.
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For a new record, in the Node Name (IQN) field, enter the IQN of the initiator. The value is case sensitive and can include a maximum

of 223 bytes, including 0-9, lowercase a—z, hyphen, colon, and period.

In the Secret field, enter a secret for the target to use to authenticate the initiator. The secret is case sensitive and can include 12-16

bytes. The value can include spaces and printable UTF-8 characters except for the following: " <

To use mutual CHAP:

e Select the Mutual CHAP check box.

e In the Mutual CHAP Name field, enter the IQN obtained in step 1. The value is case sensitive and can include a maximum of 223
bytes and the following: 0-9, lowercase a—z, hyphen, colon, and period.

e In the Mutual CHAP Secret field, enter a secret for the initiator to use to authenticate the target. The secret is case sensitive,
can include 12—16 bytes, and must differ from the initiator secret. The value can include spaces and printable UTF-8 characters
except for the following: " <

A storage system secret is shared by both controllers.

Click Apply or OK. The CHAP records table is updated.

Delete a CHAP record

1.

78

®| = E: Deleting CHAP records may make volumes inaccessible and the data in those volumes unavailable.

In the Hosts topic, select Action > Configure CHAP. The Configure CHAP panel opens with existing CHAP records listed.
Select the record to delete.
Click Delete A confirmation panel appears.

®|_‘|:E:

Click Remove to continue. Otherwise, click Cancel. If you clicked Remove, the CHAP record is deleted.
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Viewing pools

The Pools topic shows a tabular view of information about the pools and disk groups that are defined in the system, as well as information
for the disks that each disk group contains. Corresponding to the two storage methods, there are both virtual and linear pools and disk
groups. There is another type of disk group, the read-cache disk group, which is also related to virtual storage. Read-cache disk groups
consist of SSDs. If your system does not use SSDs, you will not be able to create read-cache disk groups.

For more information about pools, see 2 74 & | 0| X| 20. For more information about disk groups, see C| A= & & 2 0| X| 15,

Pools table

The pools table shows the following information. The system is limited to two virtual pools, which are named A and B. When you create a
linear disk group, the system automatically creates a linear pool with the same name that you designated for the disk group. The system
supports up to 64 linear pools and disk groups.

Name - Shows the name of the pool.

Health — Shows the health of the pool: OK, Degraded, Fault, N/A, or Unknown.
Size — Shows the storage capacity defined for the pool when it was created.
Class — Shows the storage type for the pool: virtual or linear.

Avail — Shows the storage capacity presently available for the pool.

Volumes — Shows the number of volumes defined for the disk groups of the pool.
Disk Groups — Shows the number of disk groups in the pool.

To see more information about a pool, hover the cursor over the pool in the table. The Pool Information panel that appears contains the
following information:

H 11. Pool Information panel

Panel Information displayed

Pool Information Virtual: Name, serial number, size, available, overcommit, pool overcommitted, low threshold, mid threshold,
high threshold, allocated pages, snapshot pages, available pages, sector format, health

Linear: Name, serial number, size, available, owner, sector format, health

For more information about and to manage the above overcommit, low threshold, mid threshold, and high threshold settings, see
Changing pool settings.
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Related Disk Groups table

When you select a pool in the pools table, the disk groups for it appear in the Related Disk Groups table.

For selected pools, the Related Disk Groups table shows the following information:

H 12. Disk Groups table

Field Description

Name Shows the name of the disk group.

Health Shows the health of the disk group: OK, Degraded, Fault, N/A, or Unknown.
Pool Shows the name of the pool to which the disk group belongs.

RAID Shows the RAID level for the disk group.

Class Shows the storage type for the disk group:

e Virtual (includes read-cache disk groups)
e Linear

Disk Description

Shows the disk type. For virtual disk groups, the disk group's tier appears in parentheses after its disk type.
For read-cache disk groups, Read Cache appears in parentheses after the disk type.

Size

Shows the storage capacity defined for the disk group when it was created.

Free

Shows the available storage capacity for the disk group.

Current Job

Shows the following current system operations for the disk group, if any are occurring:

DRSC - A disk is being scrubbed.

EXPD - The linear disk group is being expanded.

INIT — The disk group is being initialized.

RBAL — The ADAPT disk group is being rebalanced.

RCON - At least one disk in the disk group is being reconstructed.

VDRAIN - The disk group is being removed and its data is being drained to another disk group.
VPREP - The virtual disk group is being prepared for use in a virtual pool.

VRECV - The virtual disk group is being recovered to restore its membership in the virtual pool.
VREMV - The virtual disk group and its data are being removed.

VRFY - The disk group is being verified.

VRSC - The disk group is being scrubbed.

Status

Shows the status for the disk group:
e CRIT - Ciritical. The disk group is online but isn't fault tolerant because some of its disks are down.
e DMGD - Damaged. The disk group is online and fault tolerant, but some of its disks are damaged.

e FTDN - Fault tolerant with a down disk. The disk group is online and fault tolerant, but some of its disks

are down.

FTOL - Fault tolerant and online. The disk group is online and fault tolerant.

MSNG - Missing. The disk group is online and fault tolerant, but some of its disks are missing.

OFFL - Offline. Either the disk group is using offline initialization, or its disks are down and data may be
lost.

e QTCR - Quarantined critical. The disk group is critical with at least one inaccessible disk. For example,
two disks are inaccessible in a RAID-6 disk group or one disk is inaccessible for other fault-tolerant RAID
levels. If the inaccessible disks come online or if after 60 seconds from being quarantined the disk group
is QTCR or QTDN, the disk group is automatically dequarantined.

e QTDN - Quarantined with a down disk. For example, the RAID-6 disk group has one inaccessible disk.
The disk group is fault tolerant but degraded. If the inaccessible disks come online or if after 60 seconds
from being quarantined the disk group is QTCR or QTDN, the disk group is automatically dequarantined.

e QTOF - Quarantined offline. The disk group is offline with multiple inaccessible disks causing user data
to be incomplete, or is an NRAID or RAID-0 disk group.

STOP - The disk group is stopped.
UNKN - Unknown.
UP — Up. The disk group is online and does not have fault-tolerant attributes.

Disks

Shows the number of disks in the disk group.
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To see more information about a disk group, select the pool for the disk group in the pools table, then hover the cursor over the disk group
in the Related Disk Groups table. The Disk Group Information panel opens and displays detailed information about the disk group.

# 13. Disk Group Information panel

Panel Information displayed
Disk GFOQD Virtual: Name, serial number, pool, tier, % of pool, allocated pages, available pages, ADAPT target spare capacity,
Information ADAPT actual spare capacity, chunk size, sector format, creation date, minimum disk size, active drive spin down

enable, size, free, RAID, disks, status, current job, health

Linear: Name, serial number, pool, owner, chunk size, spares, sector format, creation date, minimum disk size,
active drive spin down enable, size, free, RAID, disks, status, current job, health

Read cache: Name, serial number, pool, tier, allocated pages, available pages, sector format, health

Related Disks table

When you select a disk group in the Related Disk Groups table, the disks for it appear in the Related Disks table.

For selected disks, the Related Disks table shows the following information:

H 14. Related Disks table

Field Description

Location Shows the location of the disk.

Health Shows the health of the disk: OK, Degraded, Fault, N/A, or Unknown.
Description Shows the disk type:

e SAS - Enterprise SAS spinning disk.
e SAS MDL - Midline SAS spinning disk.
e SSD SAS - SAS solid-state disk.

Size Shows the storage capacity of the disk.

Usage Shows how the disk is being used:

e LINEAR POOL - The disk is part of a linear pool.

DEDICATED SP - The disk is a dedicated spare for a linear disk group.
VIRTUAL POOL - The disk is part of a virtual pool.

LEFTOVR - The disk is leftover.

FAILED - The disk is unusable and must be replaced. Reasons for this status include: excessive media
errors, SMART error, disk hardware failure, or unsupported disk.

Disk Group Shows the disk group that contains the disk.

Status Shows the status of the disk:

e Up - The disk is present and is properly communicating with the expander.

e Spun Down - The disk is present and has been spun down by the DSD feature.

e Warning — The disk is present but the system is having communication problems with the disk LED
processor. For disk and midplane types where this processor also controls power to the disk, power-on
failure will result in Error status.

e Unrecoverable — The disk is present but has unrecoverable errors.

To see more information about a disk in a disk group, select the pool for the disk group in the pools table, select the disk group in the
Related Disk Groups table, and then hover the cursor over the disk in the Related Disks table. The Disk Information panel opens and
displays detailed information about the disk.

H 15. Disk Information panel

Panel Information displayed

Disk Information Location, serial number, usage, description, size, status, revolutions per minute (spinning disk only), SSD life left,
manufacturer, model, firmware revision, power on hours, job status, FDE state, FDE lock key, job running, sector
format, transfer rate, SMART, drive spin down count, health
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The following are descriptions of some Disk Information panel items:

e Power On Hours — Total number of hours that the disk has been powered on since it was manufactured. This value is updated in 30-
minute increments.

e FDE State — FDE state of the disk. For more information about FDE states, see the Dell EMC PowerVault ME4 Series Storage
System CLI Guide.

o FDE lock keys — FDE lock keys are generated from the FDE passphrase and manage locking and unlocking the FDE-capable disks in
the system. Clearing the lock keys and power cycling the system denies access to data on the disks.
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Add Disk Group panel overview

The Add Disk Group panel displays different options based on the type of disk group you want to create and the data protection level
selected. There are three sections in the panel.

The top section provides options to name and define the disk group type, select the pool that it resides on, and choose its data protection
(RAID) level.

The middle section contains the Disk Selection Sets summary, which presents cumulative data for the disks that are selected for the disk
group. The section displays information about the data protection and disk type that is selected for the disk group, as well as the total

number of disks selected, the minimum and maximum number of disks allowed for the specified data protection level, the size of the disk
group (total capacity of all selected drives), and the Complete check box. The Complete check box indicates if the minimum number of

disks that are needed to configure the disk group have been selected, and automatically changes from x] toa @. For dedicated spares, it
is always IE since selecting additional spares is optional.
As you select drives to add to the disk group, a color-coded bar graph displays the following:

e Disk group available capacity
e Dedicated overhead capacity (for data protection and array metadata)
e \Wasted capacity

The bottom section lists the disks that are located within each enclosure in your system, along with their details. Add disks to the disk
group by doing one of the following:

e Select a range of disks within an enclosure by entering a comma-separated list that contains the enclosure number and disk range in
the Enter Range of Disks text box. Use the format enclosure-number.disk-range, enclosure-number.disk-range.

For example, to select disk 3-12 in enclosure 1 and disk 5-23 in enclosure 2, enter 1.3-12,2.5-23.

Select all disks by selecting the Select All checkbox.
Filter the disks in the list per disk type, enclosure ID, slot location, disk size, or health by entering applicable search criteria in the text
box. Clear the filter by clicking the Clear Filters button.

e Click individual disks within the table to select them and add them to the disk group.
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Disk group options
The following options appear in the top section of the Add Disk Group panel:

H 16. Disk group options

Option Description

Name A disk group name is case-sensitive and can have a maximum of 32 bytes. The name
cannot already exist in the system or include the following: " , < \

Type When creating a disk group, select one following:

e Virtual: Shows options for a virtual disk group
e Linear: Shows options for a linear disk group
e Read Cache: Shows options for a read cache disk group

Pool (only appears for virtual and read- Select the name of the virtual pool (A or B) to contain the group.
cache disk groups)

Assign to (optional, only appears for linear For a system operating in Active-Active ULP mode, this option specifies the controller
disk groups) module to own the group. To let the system automatically load-balance groups between
controller modules, select the Auto setting instead of Controller A or Controller B.

RAID Level Select one of the following RAID levels when creating a virtual or linear disk group:
e RAID 1 - Requires 2 disks.

e RAID 5 - Requires 3-16 disks.

e RAID 6 — Requires 4-16 disks.
[ ]

RAID 10 — Requires 4-16 disks, with a minimum of two RAID-1 subgroups, each having
two disks.
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H 16. Disk group options (Al%)

Option Description

RAID 50 - (only appears for linear disk groups). Requires 6-32 disks, with a minimum
of two RAID-5 subgroups, each having three disks.

ADAPT - Requires 12-128 disks.
To create an NRAID, RAID-0, or RAID-3 (linear-only) disk group, you must use the CLI

add disk-group command. For more information on this command, see the Dell
EMC PowerVault ME4 Series Storage System CLI Guide.

Number of Sub-groups (options only appear | Ch
when RAID-10 or RAID-50 is selected)

anges the number of sub-groups that the disk group should contain.

Chunk size (optional, only for linear non- Specifies the amount of contiguous data, in KB, that is written to a group member before
ADAPT disk groups) moving to the next member of the group. For NRAID and RAID 1, chunk-size has no
meaning and is therefore not applicable. For RAID 50, this option sets the chunk size of
each RAID-5 subgroup. The following chunk size options are available when creating a
linear disk group:

64k

128k
256k
512k

For a virtual group, the system uses one of the following chunk sizes, which cannot be
changed:

o RAID 1: Not applicable
o RAID 5 and RAID 6:

= With 2, 4, or 8 non-parity disks: 512k. For example, a RAID-5 group with 3, 5,
or 9 total disks or a RAID-6 group with 4, 6, or 10 total disks.

= Other configurations: 64k
o RAID 10: 512k

disk groups) °

Online Initialization (only appears for linear | Specifies whether the group is initialized online or offline.

Online. When the Online Initialization check box is selected, you can use the group
immediately after creating it while it is initializing. Because online uses the verify
method to create the group, it takes longer to complete initializing than offline. Online
initialization is fault-tolerant.

Offline. When the Online Initialization check box is cleared, you must wait for the
group initialization process to finish before using the group. However, offline takes less
time to complete initializing than online.
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Renaming virtual disk groups

When you rename a virtual disk group, the Modify Disk Group panel is a simplified version of the one that appears when modifying linear
disk groups.

Modify the drive spin down feature

The DSD feature monitors disk activity within system enclosures and spins down inactive spinning disks to conserve energy. You can
enable or disable DSD for non-ADAPT linear disk group, and set a period of inactivity after which the disk group disks and dedicated spares
automatically spin down.

1. In the Pools topic, select the pool in the pools table for the disk group that you are modifying.
@ = E: To see more information about a pool, hover the cursor over the pool in the table. See Viewing pools for more details about
the Pool Information panel that appears.

2. Select the disk group in the Related Disk Groups table.

3. Select Action > Modify Disk Group.
The Modify Disk Group panel opens.

4. To change the disk group name, type a new name in the New Name field.

A disk group name is case-sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or include the following
characters: " , < \

5. To assign a controller to the disk group in a dual-controller system, select the controller from the Owner list.

®| = E: If you only want to modify the name and/or controller for the disk group, you can click OK and not go to the next step.

6. To enable drive spin down for the disk group, select the Enable Drive Spin Down check box.

7. To set a period of inactivity after which available disks and global spares are automatically spun down for the disk group, type the
number of minutes in the Drive Spin Down Delay field.
The maximum value is 360 minutes. The default is 15 minutes.

8. Click Modify.
The disk group modification begins.

9. Click OK when the disk group modification is complete.

Removing disk groups

You can delete a single disk group or select multiple disk groups and delete them in a single operation. By removing disk groups, you can
also remove pools. Removing all disk groups within a pool will also trigger the automatic removal of the associated pool.

If all disk groups for a pool have volumes assigned and are selected for removal, a confirmation panel will warn the user that the pool and
all its volumes will be removed. For linear disk groups, this is always the case since linear pools can only have one disk group per pool.

Unless a virtual pool consists exclusively of SSDs, if a virtual pool has more than one disk group and at least one volume that contains data,

the system attempts to drain the disk group to be deleted by moving the volume data that it contains to other disk groups in the pool.

When removing one or more, but not all, disk groups from a virtual pool, the following possible results can occur:

e |f the other disk groups do not have room for the data of the selected disk group, the delete operation will fail immediately and a
message will be displayed.

e |f there is room to drain the volume data to other disk groups, a message will appear that draining has commenced and an event will be
generated upon completion (progress will also be shown in the Current Job column of the Related Disk Groups table).
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o When the disk group draining completes, an event will be generated, the disk group disappears, and the drives for it becomes
available.

o If a host writes during the disk group draining, which results in there not being enough room to finish the draining, an event will be
generated, the draining terminates, and the disk group will remain in the pool.

@ = E: Disk group removal (draining) can take a very long time depending on a number of factors in the system, including but not
limited to: large pool configuration; the amount of /0 traffic to the system (e.g., active /0 pages to the draining disk group); the
type of the disk group page migration (enterprise SAS, midline SAS, SSD); the size of the draining disk group(s) in the system; and
the number of disk groups draining at the same time.

If you remove the last disk group in a virtual pool, the system will prompt you to confirm removing the pool, too. If you choose yes, the
pool will be removed. If you choose no, the disk group and the pool will remain.

®

= E.: If the disk group is the last disk group for a pool that is used in a peer connection or it contains a volume that is used in a
replication set, the Remove Disk Groups menu option will be unavailable.

Remove a disk group

1. In the Pools topic, select the pool for the disk groups that you are deleting in the pools table. Then, select the disk groups in the
Related Disk Groups table.

= E: To see more information about a pool, hover the cursor over the pool in the table. Viewing pools contains more details about
the Pool Information panel that appears.

2. Select Action > Remove Disk Groups. The Remove Disk Groups panel opens.
3. Click OK.
4. Click Yes to continue. Otherwise, click No. If you clicked Yes, the disk groups and their volumes are deleted, the pool for the disk

groups might be deleted, the disks for the disk groups become available, and the Related Disk Groups table is updated.
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Expand a disk group

1. In the Pools topic, select the pool for the disk group that you are expanding. Then select the disk group in the Expand Disk Group
table.

@ = E: To see more information about a pool, hover the cursor over the pool in the table. Viewing pools contains more details about
the Pool Information panel that appears.

Select Action > Expand Disk Group. The Expand Disk Group panel opens displaying disk group information and disk tables.

For disk groups with RAID-10 or RAID-50 configurations, choose the number of new sub-groups in the Additional Sub-groups list.
Select additional disks that you want to add to the disk group from the table in the bottom section.

Click Modify. A confirmation panel appears.

Click Yes to continue. Otherwise click No. If you clicked Yes, the disk group expansion starts.

N oo hoN

To close the confirmation panel, click OK.

Managing spares

The Manage Spares panel displays a list of current spares and lets you add and remove global spares for virtual and linear disk groups, and
dedicated spares for linear disk groups. The options in the panel are dependent on the type of disk group selected.

Global spares

In the PowerVault Manager, you can designate a maximum of 64 global spares for disk groups that do not use the ADAPT RAID level. If a
disk in any fault-tolerant virtual or linear disk group fails, a global spare—which must be the same size or larger and the same type as the
failed disk—is automatically used to reconstruct the disk group. This is true of RAID 1, 5, 6, 10 for virtual disk groups and RAID 1, 3, 5, 6, 10,
50 for linear ones. At least one disk group must exist before you can add a global spare. A spare must have sufficient capacity to replace
the smallest disk in an existing disk group.

The disk group will remain in critical status until the parity or mirror data is completely written to the spare, at which time the disk group
will return to fault-tolerant status. For RAID-50 linear disk groups, if more than one subgroup becomes critical, reconstruction and use of
spares occur in the order subgroups are numbered.

The Change Global Spares panel consists of two sections. The top section contains the disk sets summary and Disks table which presents
cumulative data for existing global spares for the disk group as well as for selected disks. The Disks table lists information about the global
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spares in the disk group, updating as you select disks to add to show the total number of disks selected as global spares and the total size
of the global spares.

The bottom section lists the disks located within each enclosure in your system that can be designated as global spares along with their
details. Disks that are designated as global spares, as well as disks you select to designate as global spares, are highlighted in blue. Select
disks by doing one of the following:

e Select a range of disks within an enclosure by entering a comma-separated list that contains the enclosure number and disk range in
the Enter Range of Disks text box. Use the format enclosure-number.disk-range, enclosure-number.disk-range.
For example, to select disks 3-12 in enclosure 1and 5-23 in enclosure 2, enter 1.3-12,2.5-23.

Select all disks by checking the Select All checkbox.

Filter the disks in the list per disk type, enclosure ID, slot location, or disk size by entering applicable search criteria in the text box.
Clear the filter by selecting the Clear Filters button.

e C(lick on individual disks within the table to select them and add them to the disk group.

Remove global spares by clicking on current global spares to deselect them. Viewing pools contains more details about the Disk

Information panel.

@ = E: Disk groups support a mix of 512n and 512e disks. For consistent and predictable performance, do not mix disks of different
rotational speed or sector size types (512n, 512e). If a global spare has a different sector format than the disks in a disk group, an
event will appear when the system chooses the spare after a disk in the disk group fails. For more information about disk groups, see
About disk groups.

Add global spares

In the Pools topic, select Action > Manage Spare. The Manage Spare panel opens.
To add global spares, click on the available disks to highlight them.
Click Add Spares. The system updates the global spares and a confirmation panel opens.

FN N N

To close the confirmation panel, click OK.

Remove global spares

In the Pools topic, select Action > Manage Spare. The Manage Spare panel opens.
To remove global spares, click on current spares to deselect them.
Click Remove. The system updates the global spares and a confirmation panel opens.

NN

To close the confirmation panel, click OK.

HE 240

AT 0f 2| 2 240 MMO 2 THEILICE AT MOl AARO B AT|0f S22} 20 T3 Yot EE|Of U
LI}, SHEE 4 MOl ATIOI2 RIS 4 9l A8 74531 BE AL Ligt glo, 2t LA 0| Chst M5 Fuot Eatelof 1%
Ltk M A3 182 Mejsh 2 0] Mol Mt 023 180| Mg A0|2 ALSY 4 Sl ClA37H EAIF LY,

HOAM 74 C|lA3
EEEoICjA3E 2
ClA3 &2 512n e

= =

= =2 "1
ZE Y
% 516 T = € H £
(512n, 5126)] CIAAS SR ORIAIR. CIAT 150 e ApAISH Yl 1A 15 HE B HxeHIAIL.

Add dedicated spares

1. In the Pools topic, select the linear pool for the disk group that you are modifying in the pools table. Then, select the disk group in the
Related Disk Groups table.

2. Select Action > Manage Spares. The Manage Spares panel opens.

3. Check the Assign dedicated spares to the disk group box, then select the disk group in which you want the dedicated spare to
reside.

4. In the Add New Spares section, click on available disks to select them.
B. Click Add Spares. The system updates the dedicated spares and a confirmation panel appears.
6. To close the confirmation panel, click OK.

88

M
ook
o
>
ofo



H = AHA]

BE OO0

It ESME CIAT O8N EE2 7 = USLICHL 282 M52 ™ Virtual Volumes S8 I 2 E= MHE 28 WM IIE2
Abg3tLCH E 9 283 rLr°| SR00M 20 AN A S LIt

1o
M
ﬁ
E
_>:
_."E

fr-

0
g
i
2
flm}
rot
Ral
=
rot
ox
HT
mjn
ok
ro
ok
>
;O

LS LICH LIEtLHE 2 ZE T 20l TSt XhM S
S E7|% _._o|-ﬁ})\|2.
a

2. BHLCA3 OF BN C|A3 052 MESL|CH

3. Q> 25 MdS MEStL o)
MEiSE C|A3 OE9| S0 WEf Virtual Volumes A8 E= M 25 MM ojgo| Lt
7t 25 -0 CHS AtMITH LHE2 7MY =8 48 S BXSIMAI. Y 28 Mdo Tt XiMTH LIER2 MY =28 Md2 &
REHIALQ

= MZX] B A

= 20 o

Zt It 20| = H o X| ZEof I:H°* M ZHX| LA 20| E2 Q| HESE HA|ELICH &2 A2t 57 LA S 48 = US

LICH &2 QAU AHE 7ttt E 8F0|A 200GB2| O 2=l S 7t W Zto 2 Xt& A AHE L|CH

()| =E: & 3717} 500GB 0|°P0|71 Lt 57t A 0| OB o= =L & CHof| s Fot= 22, =2 LA U2 0| 200GB2| o2t
HISUS EHUSK %2 = USLICEL O] ER HEEH= ANSLE I 2 YAt 2t A S =-E += gl&Lch

ChSat 22 2 7H E0| 2 E 2 Mojsts 2 21 HEE &= ASL|Ch

o 52 AUAZL O HE2Q| 7H4 % %Ec'fol APRElﬁ HE O|HE 4627t M E|Of 22| XH0j| A L& S BAIRLICE O] gt2 &7 A
2Lt &FOFOfF BFL|CE 7|2 8f2 50% 2 LI T,

o 7t AAIZE O HIEC 7f % SO0| AL E|H O E 4627} *"*"E|01 E0| 82 It & e Atof A L &S ZEAISLICE
O gt 2 A = 71|u**f0|040F SHLICE 7| 2242 75% 2 LICH 20| LU X| Yo O|HE F& ML=t
ZStELICE 20| 9515’1 ':"El O|MEN Zn M= HT&&E' L|Ct,

o =2 AUAIZL Ol H|ZO| 7t E SYO| ALEEH O| 4627t HHEO 20 EF2 FISIEE 22 XA LB S EAIRL|CH
0| 22 Zo| AFE 7}53F 220] A 200GB2| O 2=l 2 % ”ﬂ WO 2 K& AHAHEL|CH £0| I=|'|5"|E”E|7(| &*2 O|HEO
B MZIE 7 ZEhEL|CH 20| QB FH L H O|HIEOf ?_4 MZE I ZEE| D A E AR EF0| O YA gL O|THS 2 CHA| EH01
A W7FX] A A-O| A write-through 7HA| 2EE AR 8L CL

o EO| 2QHHUZ E/ESISIA|NEL|M2: O] Q22 TEEl 259| 37|17t E9| AN &2 =1SH=X| & E M O{=L|C}

@) :=E: 9ol & wne st Bojer 8L

o 2HHI 7|00| SR = 20| =2 AU =L 20t I SAETHE 280 tHeh 17| == 27| AN A Hots
RN R =
o Lol:l

o 2H 78l 7|50| 2d3tE B AEEX| A|IAHEE E0| &2 YA G0 ZESHALE = f%‘ I = AE0 Hoje 23 ZX| 7|
Add, Sense: Space allocation failed write protectE® EWLICH 20| =2 YA RS AHL 202l 2 &
AEETYRESE SASS E EE0| Y3 87) U 4| ANAE A HUICH B ZE0| st 217] U 47| AN A
CHA| 2 o™ E0| AE2|X|E =715 OF LTt

Z0| LA E|A=X| =l5t2{H Z H 0|2 Z fI0 HAME 28] 528 & Y& 1 20| EA|ELICE & H{FH ¢{0 | ol &
o] 2471 o8l 23l £ 2biatol 2ol 731012 20| u>Islel S0l ofLiLIck 2131 Hlg sieteln SN =20y
Jgl 280 BEE B 270] ofT Eo| BelN BUS RIS A2, AT BRoLE O] AR JISH ClA3 2200| HESD

95191”'0| 2 gotE JE 2 RX|E s EEWﬁ)\IEA L|Cf.

(D|=E: ALBo SH MEZL A= B2 =X MES| HF AEA 37| 20 20| 07X A HAHUE = UL 20| 2
AN =2 YRS 0ot B9 2 SF0M Y7t XMotE o2 BAIELICHL 20| 2HAHLUERAD =2 YAgts =1t
ot 8% 2 IF0M SEi7t MOtE 2= A EL|CH

M
ook
o
>
ofo
3



WiZstd, 0|2 == Ti2|E|, C|AT OS50 X7 JACtD oM El= AR AS SE2E|E Mo C|A3 Ao 2EMH S &0l
LICt Ol & S0, X 20l A|IARC| THE|E| 2L K| E SOQISHK| QUOtA ClAaT HEf7} 2B{ElE R oY 023 OES HE L
AT FEE|Els MESCAT &S £44310] 0|53t HIO|E 2t slie AHE XL HIO|H 7te| 2 YX|E AOtAM =H-tL|Ct O] R E 2|
El=RAID 3,5, 6,502 TH2|E| 2 YK E ="JstH, RAID 1,102 0|2 & YX[E FX| 2t +=HSIX| = XELICE O] 22 AEfIt LfZ T
g W 2etR(FToL) Q! AT S0 MEBH =3leh = QEL|CE O] Y2 NRAID EE£ RAID 0 97| 7HA| ClA3 O E0& 8T =+

=

HE2 A3 089 37|, SEBIE| M =2, 170 2t Yol ¥of w2t 1A|Zt O] A& X &£ E 4= JAESLICH AERE A AT IAES
ArEE 4= QIS LICH HAB0| 2t LM O[HIE 210| 7| E 5|0 YA YKo =5 X|FTtLICL T 2K ClA3 59| Cjla3
HENZF totE| D QS S LIEHE = QUESLICH o 2 ClA3 Ao et §EE E2{H SMART M2 A TILICH XtA|BH LHE
2 SMART 782 EXSIMAIL

HES ANZEY SEEIE7} AR Bo| ¥z D QoM Tt EE|E|TF b2 E W7LX| 7| CHRACEE CHA| A| 257 L R EIE|E|E STt
SHO] A| AR 2| AAE H|FLICH HES STSIH MI7tSE = USLICHL ZEMAE M-S EE CHA| A|ZFSOF BHLCt,

LlA3 2&F 43
1. B g5 2 oM 3ot t23 25 S MEELCh
(D|=E: 22 = 70 HME 28 2T S0 St ArMet B2 S 2400 = JASLICE LIEtLs 2 Z 2 T 20f tHe XpMet
&2 = E7|8 AR
2. HACA3 OE B#OM 23 252 LT
3. &Y >rClA3 1F |RELE|IE UL
Cl23 & RE2lE 20| 2|0 oix) %Y SEf 7t EAIE LT
4. C|A3 1E A35S S
ASO| AIHEIASS EEl= HAIX[ 7 LIEFELILY,
5. =ols SEYLIC
o tl23 28 452 ZHE0| EAIE L

A3 05 #5S STt 8 L BHAE Aot A2,
A

I 220 E UM ASSles A3 180 2 Mg LTt
0. BULCIAIIE BOMC|A3 1ES Meshr}
3. HY>r)A3 18 SU2IE|IS ML CH

A3 18 922lE| o] Y21 S#X) &he] Ae7t mAI g LicH
4 #ZFTS 2

27 0| ZTHE|S S Y2l A7} LiEFELIC
5. golg SaeLct

AAB =TI LA O ATH SM2 BE LA OEAM Cj23 AE 2 XAHS2 2 ZAALRILICE O] FMO| H| 2 3tEl 420

£ MEIStC|AT DA A& 23S 2T = USLICHL A2 MEiS C|AT OFS 24610 C|A3 2B E X0t 8%

L|Ct EESHRAID 3,5, 6 3 ADAPTO| CHSH T2 E| 2 YX| 2= S RAID1 R 109| 0|8 2 X =52 =™ L}

A3Y2 A3 059 37|, SE2El @M &2 U 170 RS 2F0f| Wb A2 O] 4 XL E 4= JELICH DBL &5 AT 2 Yt
QHO|AT OES AMEY = JASLICEL A3 0| A= E|H O] E 2070] 7

ikl
|o
Hu
1E
[
i
Ho
[m
|>
]
i
T
il
o
-
n
|>
]
il
N H

Cl2A3 3§ 234

1. E¥52 2 B 23853 L2323 25 22 MEe L

2. HACA3 OF BOM 23 05 HEPLICL

3. HY>ClA3 0F |RELE|IS UHSHLICHL LA3 OF REE|E| 20| E2|2 A 2 Y Ef7F #AIELCH
4. C|l23 3§ 23¥S SEYLICE 23 0| AIREASS Lel= HAIX|ZF LHEFE L CH

5. oS SE UL 2o 23O THE0| EAIFLIC



1. E¥32 2 BN 3ot L2305 2 MEeH L O3 o8 23 023 1§ #0M 023 O5S U ELIC
(D|=E: HA23 AF0| AT HEOL AT Y ST HEO| MO 2 BAZ|H WIBRE A0 U FQ ZYL|Ch #H1
22 A3 H S SAGHH AL FEEE #0f 2E U2 0|23 05 238 M S Hlgdeted ot

2. EQl>C|Ad 1E SYBIEIS MHLICH A3 18 92/ IE0| Fa|m SA) XY AEHT} BAIELICH
3. A3 FTS 2UYLCL A3R0| FTEASS L2l HAIX|7}LEFLICH
4. gole et

1. 259 E HOM AT HSHE CIAT 59 E2 M
2. B LCA3 OF BEOM CA3 DS MEietL

3. EY>r)A3 18 SUE|IS MU CH
|~3 12 92a|E| ol ¥a|n HXY &He] AEj7 EAIE L CH

E:[A3 80| AAYEYOL AT S HES ALBY + Qs 39, UIRALE A3 0| ey S HYLCh o
J2H2 E A2YS SXI52{ ™ Configuring system utiities BOIX| 700 2BE h2 [A3 18 A3 42 B3

AololM C|23 & MA

CI23 08 22| o8 T % trust BHS AFSOHE 27 HA7} 6|2 480 X 7H56tn X €0| +3E| =X Solst2 B 7|2 X|
2o 20/5HIAI2.
CI23 18 22| oh8l T2 2 AH8oHo Z2(0jM C|A3 188 $5O2 NHRK 0JRE ZWstH o 58 T2/ Z

A e,

J

o C|23JF A2 oM W22 HIOIES S7517| floh Zla BXte LR 20 ALES0F ot H, YN 2= Clitrust FES ALE
ot0] ELILCE C|A3 150 322 H2| 3iM| x| 1 HYS ALK & U L2237 fFe 0= JEI7F OFFL(Offline) 2
by I

58 A4y C
HZE0f ol CIOJE & trust BS ARSI B7E 4 & AN, 27EX 42 25 Y
rust B0 Ch2 ES S YR,

AAS AL H(Z, A2 MEZ 0| S3HXA| R 2) RAID-3 L= RAID-5 C|A 3 D E0= 1702 AMAT 4= @le= ClAFB QS
= ASLIEL RAID-6 |23 JE0 = 1~272| MM AT == §l= LA AS 4 ASLILE RAID-10 £= RAID-50 E|23 OF
Ol= ot?l LA OAEZ 174 WH AT 5= e CIATT JAS = YSLICHL O E S0 0| 1712 ClA3 0 AMAT = G=
42 16-disk RAID-10 C|A3 &2 8719 WA AT 4= §lE ClATT7 U= 22 ) HEHE AL gRIE = JASL|Ch

7 O] Q] CIATO| MM AT 4= QA =l AR E= HEEHO US 5= U= HRE/EHSHHO|IHZ LA 20 &4 E&=
A2 YWX|SH7| Yfl, A|IAB2 XSS 2 LHZEY RAD =F0| = CjA23 &S Ze|gtL Ch {7l ZHof 7t L C|A30f
MM AT = QA E[ AL LR E= 7 2 CIAT MM AT 4= QA £/ H2| 7t LUSHK| RSLICH A|AR2 22 O
O|E{7t C|A3 &0 2MHE|= 42 WX|SH7] 28 NRAD 2= RAID-0 C|A3 AES AHFSC 2 AZ|TL|CH AMAT = Qle=
ClA3Z Qlsl Ae|7t WlstH O|HME 1727} 7| S EIL|CH B2 E GO M7|E WX|SHY| sl Ze|7t L/dstH O
7|2 &Lk

Ag|7t e 5~ U= 0= O 2&L L

o AAEI MO ZHX|H O[O MAS S MELCHC|AT OFE0] 2291 & EfQ| C|AT =7t EO{FL|C} O] EM& ClAT AT
A EZ7t | HL AEEX O MU0l AN UAX| 47| E0f Ll o= JASLICH WAL 5= s C|ATT 2201 A Ef7} &
2L, C|A3 O F MEfZFFTOLO| £[ AL, 60 20| C|A3 & &FEf 7t QTCR EE= QTDNO|™ C|A3 1 F0| Ats2 2 42| df
Ml Lot

o AAH ZE F0|=ClA3 AF0A O|Fset 1749 ClATTL O &4 ELICEH O & 0] RAID-6 C|A23 IE0 M= 3712 C|A3
off AMAT = glom OHE LHZT RAID =E0 A& 2702 ClAT 0 HMAT = YELICE 60X 20 |23 OF AEf7L
FTOL, FTDN EE= CRITO|™ C|A3 O F0| X452 2 42| of A&l LICt.

[ ]
N

[m
N
©
o
N
-

91

M
ook
o
>
ofo



Aals SAS UNA0|N [23 IES EASL NAHO| [23 1E YEIF OFFLE §Hs HE YBLIC, AN
Cl230| 45 H|asto] R H 71 42tek 207K Ze| 4eHS 2L

== Ry Ry

@TDN(Quarantined with a down disk): RAI D El*ﬂ 0= 174 WM AT 4= gl CIAT 7L JASFLCEHO| A OE2 WA

ghdol I“M*“OI XNStEIL|CH AN AT 4= gle T2 70 22121 AEf7} EI71Lr 2| X| 60X 20f C|A3 2F0| QTCR

b= @TDN | 42 023 OA80| Xt& oz 42| x| & LICt.

e QTCR(Quarantined critical): O] C|AZ I &2 17 O] 49| AM AT &= Q= ClATTL YO H HTL|CE 0| E S0 RAID-6 C|A3
JE0ME 2712 Elﬁﬂoﬂ WM AL o CHE LHZE S RAD =F0ME 1702] CIAIO]| WM AT = ASLICH AMAT

£ Qe Cl237F 2212 HEf7F £ AL H2| &l X 60X 20f| C|A3 1F0| QTCR £+ QTDNQ 42 C|A3 80| X(ts22 4

2| s & LICt.

®Ir

e QTOF(Quarantined offline): O C|A3 J-&2 AREXt B O[E| 7} 2 2tHSHA St O 2f 74O MM AT & Gl= CIATTE QUALE
NRAID = RAID-0 ElAﬂ OEQ HQ 2matel MEf7t ELiCh

-3 180l ARlsll s A s 27) B3 S} sl B8 AT S Ul Si0f A28 IR oS0l A8 & glE
Ct. Ag|=l C|A3 Q89| 220 C}E2 C|A S0 EES 70| AT M0 YL AL HE|JICIE E20| AQ0| YA|HoZ A

$20/8 4 YBLIT MY BT AU X 5 HLr HAE FZO mep C| A3 1-50] A2| ofH 2 O 20| 522 R 2| AHL =
E7490| WY + S LIC [23 152 HlO[E] 249/ 93 80| B3 H2|E MEIE X + e LTt

ClA3 OF0| CHA[ 22+ JE7F =B 22| ofF =0 THSF 22 M| 71X ez 2dd - AS LI

o H— B2 o=2 T AM-d

o UNAT 4= gl ClAATE 2240 #Ef7L E[Of C|AT OF FTOLS BHEH C)A3 50| AH52 2 A2| oA & L.

e Z2|= X| 60X 0| C|A3 120 QTCR E= QTDNO| M C|A3 1 20| AH5C 2 2| s{M & L|CH BNASH 4= Qe [lATE
M2 EA|E|D, C|A3 OF AEj+& CRIT(Critical) === FTDN(Fault tolerant with a down disk) 2 2 HZAEL|CE AN AT 4 Q=
ClA3Tt LSO 222! AEf7F 2| H LEFTOVR(EOF US)Z EAIE LICH

e dequarantine B ZE|0|M C|AT IAFES =82 & MHSte O AHEELICH AN AT == Qle C|AT 7L LSO 22+ 4
Ef 7} £| ™ LEFTOVR(EOt US)E HA|ELICH O|HE 4857t 7| S &l A2 HO|H &4 e 242 EUX[Ste{H HE RX| HAE
of XI'd= CHEP dequarantine BHES AFESIAMA|L.

UMAT 4 GlE AT SUED H2|E (AT IS BT B8 & YSLICHLBE ATV NS FREALK|, U452
Cl 237} R QR D2| 1 HA| x| &2 A\0| 20| g HOISHIAQ. (AT 180 Y UL C|A30 o] HX|X|
S 9= AUSLICL M FOjoH LA S0 RE SIS X HAISE QK| HOIGHIAIR. 0|28t BXIS 2B 3 2T C|
A3 10 27E| 1 5l0|E 7 £AE|X| L,

AN 4= gl= OAAE SR/ 5= ALl S 20f), O[22 OF SEI7HFTDN £= CRITO| 1, 2 8tE|= AT 0| & ALY
ol Ao IH-_rM*Ol A= O 2 A|XHE|L|C}

=

MRS Z 0 WN Cl23 (R thah)ofl AM e =+ gl
£ K-GO AIZHELICE g0l T SOIALHH &

O CjA3 &0l A2 gL th CIA3 S8 o 0|23 J50] A2| SiA
EHEl ROIA X790 A& E LT

[

iaﬁaﬂmAazawagﬂ:&asnﬁaz

=
=)
AN AT Qs ClATTLEE0 2210l MEf7F 2| C
XI$E1E' ChA| Ab|SHOF 2Lt

C)

Ha| oM U C|AT 12 ®AH®ILICH 2|8 C)AT 122 A3}

BH= T

A 20| Z2| £ QEAIQIOR CHA| BA|E|H, 8T C|AA 2

Ao C|23 35 H|A

ORI E 172 f£= 48501 Lot A& X2 X[ZEH A2|0|M C|23 OFS MAY = AS UL

Clo|E| &4 S WX|s2{H H2|0M C|A23 I ES M7 5t7| Hofl 7|= X|Hojl 22|t A 2.
1. EEF0M Z2|E LA OES MEiBL| Tt
2. HYU>CIA3 OF A2 )M E MEdSL|Ct
ClA3 O& Ze| off & uf'=2o| S&ILICt
3. Zolg SEBct
ClA3 D20 24 AEfZ Lo Q= C|A 3 Ti4=0f :q FAEN7H H6 MSHRAD 6 Bt SiEhE HAE = Jon Sigh AEf7}
FTOL CRITEEE= FTDNe 2 HAE = QGL|CH dEf AF2 23 C|A3 5 B8 HXSMAIL.
92 ESF AME



25 %2 A8

=H:

*  Viewing volumes

*  Creating a virtual volume
e Creating a linear volume

*  Modifying a volume

« SEEs2HMAEA
. Abort a volume copy

- EBIASNEZEF7
*  Removing volumes from a volume group
*  Renaming a volume group
¢« Remove volume groups

- M EEEY

o =2 gl AtHAR ARE|

=8 X —-HA T
= = i
S PR
*  Creating a replication set from the Volumes topic
* Initiating or scheduling a replication from the Volumes topic

*  Manage replication schedules from the Volumes topic

Viewing volumes

The Volumes topic shows a tabular view of information about volumes, replication sets, and virtual snapshots that are defined in the
system. For more information about volumes, see About volumes and volume groups. For more information about replication, see About
replicating virtual volumes. For more information about snapshots, see About snapshots.

Volumes table in the Volumes topic

The volumes table shows the following information. By default, the table shows 10 entries at a time.

Group — Shows the group name if the volume is grouped into a volume group; otherwise, --.

Name - Shows the name of the volume.

Pool — Shows whether the volume is in pool A or B for virtual pools or pool-name for linear pools.

Type — Shows whether the volume is a base volume (virtual), standard volume (linear), or a snapshot (virtual).
Size — Shows the storage capacity defined for the volume when it was created, minus 60 KB for internal use.
Allocated — Shows the storage capacity allocated to the volume for written data.

@ = E: When selecting one or more volumes or snapshots in the volumes table, the Snapshots, Maps, Replication Sets, and Schedules
tabs are enabled if they have associated information for the selected items.

To see more information about a volume or snapshot, hover the cursor over the volume in the table. The Volume Information panel opens
and displays detailed information about the volume or snapshot.

H 18. Volume Information panel

Panel Information displayed

Volume Information | Name, type, pool, group, class, size, allocated size, owner, serial number, volume copy job, write policy,
optimization, read-ahead size, tier affinity, health

ML
o
ogt
I
>
olo

93



®| = E: For more information about write policy and read-ahead size, see Modifying a volume.

Snapshots table in the Volumes topic

To see more information about a snapshot and any child snapshots taken of it, select the snapshot or volume that is associated with it in
the volumes table. If it is not already selected, click the Snapshots tab. The snapshots and all related snapshots appear in the Snapshots
table.

The Snapshots table shows the following snapshot information. By default, the table shows 10 entries at a time.

e Name — Shows the name of the snapshot.

e Base Volume — Shows the name of the virtual volume from which the snapshot was created. All virtual volumes are base volumes
when created and are volumes from which virtual snapshots can be created.
Parent Volume — Shows the name of the volume from which the snapshot was created.
Creation Date/Time — Shows the date and time when the snapshot was created.
Status — Shows whether the snapshot is available or unavailable. A snapshot can be unavailable for one of the following reasons:
o The source volume is not accessible or is not found.
o The snapshot is pending.
o Arollback with modified data is in progress.

e Snapshot Data — Shows the total amount of data associated with the specific snapshot (data copied from a source volume to a
snapshot and data written directly to a snapshot).

To see more information about a snapshot, hover the cursor over the snapshot in the table. The Snapshot Information panel opens and
displays detailed information about the snapshot.

H 19. Snapshots Information panel

Panel Information displayed

Snapshot Information | Name, serial number, status, status reason, retention priority, snapshot data, unique data, shared data, pool,
class, number of snaps, number of snapshots in tree, source volume, total size, creation date/time, type, parent
volume, base volume, health

®| - E: Class refers to the storage type: virtual or linear.

Maps table in the Volumes topic

To see information about the maps for a snapshot or volume, select the snapshot or volume in the volumes table. Then, select the Map
tab. The maps appear in the Maps table.

The Maps table shows the following mapping information. By default, the table shows 10 entries at a time.
e Group.Host.Nickname. Identifies the initiators to which the mapping applies:
o initiator-name—The mapping applies to this initiator only.
o initiator-ID—The mapping applies to this initiator only, and the initiator has no nickname.
o host-name.*—The mapping applies to all initiators in this host.
o host-group-name.*.*—The mapping applies to all hosts in this group.
e Volume. Identifies the volumes to which the mapping applies:
o volume-name—The mapping applies to this volume only.
o volume-group-name.*—The mapping applies to all volumes in this volume group.
e Access. Shows the type of access assigned to the mapping:
o read-write—The mapping permits read and write access.
o read-only—The mapping permits read access.
o no-access—The mapping prevents access.
LUN. Shows the LUN number or '*' if the map is to a volume group.
e Ports. Lists the controller host ports to which the mapping applies. Each number represents corresponding ports on both controllers.

To display more information about a mapping, see Viewing map details.
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Creating a virtual volume

You can add volumes to a virtual pool. You can create an individual virtual volume, multiple virtual volumes with different settings, or
multiple virtual volumes with the same settings. In the latter case, the volumes will have the same base name with a numeric suffix
(starting at 0000) to make each name unique and they will be placed in the same pool. You can also select a volume tier affinity setting to
specify a tier for the volume data.

The Create Virtual Volumes panel contains a graphical representation of storage capacity for pools A and B. Each graph provides the
number of existing volumes, free space, allocated and unallocated space, and committed and overcommitted space for pool A or B. The
graph for the specified pool of the prospective new virtual volume also shows the impact of storage space and the prospective new
volume on the pool.

The volumes table in the Volumes topic lists all volumes, volume groups, and snapshots. To see more information about a virtual volume,
hover the cursor over the volume in the table. Viewing volumes contains more details about the Volume Information panel that appears.

Create virtual volumes

Perform the following steps to create virtual volumes:
1. Perform one of the following:
e Inthe Pools topic, select a virtual pool in the pools table and select Action > Create Volumes.
e |n the Volumes topic, select Action > Create Virtual Volumes.
The Create Virtual Volumes panel opens and shows the current capacity usage of each pool.
®| = E: If a virtual pool does not exist, the option to create virtual volumes will be unavailable.

2. Optional: Change the volume name. The default is Vol n, where n starts at 0001 and increments by one for each volume that has a
default name. A volume name is case-sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or include
the following: " , < \

If the name is used by another volume, the name is automatically changed to be unique. For example, MyVolume would change to
MyVolume0001, or Volume2 would change to Volume3.
3. Optional: Change the volume size, including unit of measurement. You can use any of the following units: MiB, GiB, TiB, MB, GB, TB.

The default size is 100 GB. See the System configuration limits topic in the PowerVault Manager help for the maximum volume size
that the system supports.

Volume sizes are aligned to 4.2 MB (4 MiB) boundaries. When a volume is created or expanded, if the resulting size is less than 4.2 MB
it will be increased to 4.2 MB. A value greater than 4.2 MB will be decreased to the nearest 4.2 MB boundary.

4. Optional: Change the number of volumes to create. See the System configuration limits topic in the PowerVault Manager help for the
maximum number of volumes supported per pool.

B. Optional: Specify a volume tier affinity setting to automatically associate the volume data with a specific tier, moving all volume data to
that tier whenever possible. The default is No Affinity. For more information about the volume tier affinity feature, see About
automated tiered storage.

6. Optional: Select the pool in which to create the volume. The system load-balances volumes between the pools so the default may be A
or B, whichever contains fewer volumes.

96

ML
o
00t



7. Optional: To create another volume with different settings, click Add Row and then change the settings. To remove the row that the
cursor is in, click Remove Row.

8. Click OK.

If creating the volume will overcommit the pool capacity, the system prompts you to configure event notification to be warned before
the pool runs out of physical storage.

9. If the virtual volume exceeds the capacity:

a. Click OK to continue. Otherwise, click Cancel. If you clicked OK, the volumes are created and the volumes table is updated.
b. To close the confirmation panel, click OK.

Creating a linear volume

You can add volumes to a linear pool through the Pools and Volumes topics. You can create an individual linear volume or multiple copies of
a linear volume with the same settings. In the latter case, the copies will have the same base name with a numeric suffix (starting at 0001)
to make each name unique.

To see more information about a volume, hover the cursor over the volume in the volumes table. Viewing volumes contains more details
about the Volume Information panel that appears.
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Modifying a volume

You can change the name and cache settings for a volume. You can also expand a volume. If a virtual volume is not a secondary volume
involved in replication, you can expand the size of the volume but not make it smaller. If a linear volume is neither the parent of a snapshot
nor a primary or secondary volume, you can expand the size of the volume but not make it smaller. Because volume expansion does not
require 1/0 to be stopped, the volume can continue to be used during expansion.

The volume cache settings consist of the write policy, cache optimization mode, and read-ahead size. For more information on volume
cache settings, see About volume cache options.
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Only change the volume cache settings if you fully understand how the host operating system, application, and
adapter move data so that you can adjust the settings accordingly.

The volume tier affinity settings are No Affinity, Archive, and Performance. For more information about these settings, see VVolume tier
affinity features.

To see more information about a volume, hover the cursor over the volume in the table. Viewing volumes contains more details about the
Volume Information panel that appears.
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Copy a virtual volume or snapshot

Perform the following steps to copy a virtual volume or snapshot:
1. In the Volumes topic, select a virtual volume or snapshot.

2. Select Action > Copy Volume.
The Copy Volume panel opens.
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3. Optional: In the New Volume field, change the name for the new volume. The default is volume-namecn, where n starts at O1.

A volume name is case-sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or include the following:
" <\
If the name is used by another volume, you are prompted to type a different name.

4. In the Residing on Pool field, select the pool in which to create the copy. Selecting Auto copies the destination volume to the same
pool as the source volume.

B. Click OK.
A confirmation panel appears.

6. Click OK.

Abort a volume copy

You can abort a volume copy operation. When the operation is complete, the destination volume is deleted.
1. In the Volumes topic, select a volume that is currently being copied.

2. Select Menu > Abort Volume Copy.

3. Click Yes to abort the operation.
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Removing volumes from a volume group

You can remove volumes from a volume group. You cannot remove all volumes from a group. At least one volume must remain. Removing
a volume from a volume group will ungroup the volumes but will not delete them. To remove all volumes from a volume group, see
Removing volume groups.

To see more information about a volume, hover the cursor over the volume in the table. Viewing volumes contains more details about the
Volume Information panel that appears.
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Remove volumes from a volume group

1. In the Volumes topic, select the volumes to remove from a volume group.
2. Select Action > Remove from Volume Group. The Remove from Volume Group panel opens and lists the volumes to be removed.
3. Click OK. For the selected volumes, the Group value changes to --.

Renaming a volume group

You can rename a volume group unless it is part of a replication set. To see more information about a volume, hover the cursor over the
volume in the table. Viewing volumes contains more details about the Volume Information panel that appears, including how to view
volumes and volume groups that are part of a replications set.

Rename a volume group

1. In the Volumes topic, select a volume that belongs to the volume group that you want to rename.
2. Select Action > Rename Volume Group. The Rename Volume Group panel opens.

3. In the New Group Name field, enter a new name for the volume group. A volume group name is case sensitive and can have a
maximum of 32 bytes. It cannot include the following: ", <\

If the name is used by another volume group, you are prompted to enter a different name.
4. Click OK. The volumes table is updated.

Remove volume groups

You can remove volume groups. When you remove a volume group, you can optionally delete its volumes. Otherwise, removing a volume
group will ungroup its volumes but will not delete them.

Deleting a volume removes its mappings and schedules and deletes its data.

To see more information about a volume, hover the cursor over the volume in the table. Viewing volumes contains more details about the
Volume Information panel that appears.

Remove volume groups only

1. In the Volumes topic, select a volume that belongs to each volume group that you want to remove. You can remove 1 through 100
volume groups at a time.

2. Select Action > Remove Volume Group. The Remove Volume Group panel opens and lists the volume groups to be removed.
3. Click OK. For volumes that were in the selected volume groups, the Volume Groups value changes to --.

Remove volume groups and their volumes

1. Verify that hosts are not accessing the volumes that you want to delete.

In the Volumes topic, select a volume that belongs to each volume group that you want to remove. You can remove 1 through 100
volume groups at a time.

Select Action > Remove Volume Group. The Remove Volume Group panel opens and lists the volume groups to be removed.
Select the Delete Volumes check box.
Click OK. A confirmation panel appears.

[SYNC IF NIV

Click Yes to continue. Otherwise, click No.
If you clicked Yes, the volume groups and their volumes are deleted and the volumes table is updated.
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Unmount the volume from hosts.
In the Volumes topic, select the volume to roll back.
You can remount the volume after the rollback completes.

A confirmation panel appears.

3. Select Action > Rollback Volume. The Rollback Volume panel opens and lists snapshots of the volume.
6. Click OK.

Perform the following steps to roll back a volume:

1.

4. Select the snapshot to roll back to.

5. Click OK.

Roll back a volume
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Verify that hosts are not accessing the volumes and snapshots that you want to delete.

In the Volumes topic, select 1 through 100 items (volumes, snapshots, or both) to delete.
3. Select Action > Delete Volumes. The Delete Volumes panel opens with a list of the items to be deleted.

4. Click Delete. The items are deleted and the volumes table is updated.

Delete volumes and snapshots

2.
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Create virtual snapshots

1. In the Volumes topic, select from 1 to 16 virtual volumes or snapshots.

®| = E: You can also select a combination of virtual volumes and snapshots.

2. Select Action > Create Snapshot.
The Create Snapshots panel opens.

3. Optional: In the Snapshot Name field, change the name for the snapshot. The default is volume-name sn, where n starts at 0001.
A snapshot name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the system or include the following:
n < \

If the name is used by another snapshot, you are prompted to enter a different name.

4. Optional: If you want to schedule a create-snapshot task, perform the following:

e Select the Scheduled check box.

e (Optional: Change the default prefix to identify snapshots created by this task. The default is volumesn, where n starts at 01. The
prefix is case sensitive and can have a maximum of 26 bytes. It cannot already exist in the system or include the following: ", <\

Scheduled snapshots are named prefix_Sn, where n starts at 0001.

e Optional: Select the number of snapshots to retain from either 1 through 8 if the large pools feature is enabled, or 1 through 32 if
the large pools feature is disabled. The default is 1. When the task runs, the retention count is compared with the number of
existing snapshots:

o If the retention count has not been reached, the snapshot is created.
o If the retention count has been reached, the oldest snapshot for the volume is unmapped, reset, and renamed to the next
name in the sequence.

e Specify a date and a time at least five minutes in the future to run the task. The date must use the format yyyy-mm-dd. The time
must use the format hh:mm followed by either AM, PM, or 24H (24-hour clock). For example, 13:00 24H is the same as 1:00 PM.

e Optional: If you want the task to run more than once, perform the following:
o Select the Repeat check box and specify how often the task should run.
o Optional: Select the End check box to specify when the task should stop running.
o Optional: Select the Time Constraint check box to specify a time range within which the task should run.
o Optional: Select the Date Constraint check box to specify days when the task should run. Ensure that this constraint includes

the start date.
5. Click OK.
e |f Scheduled is not selected, the snapshot is created.

e |f Scheduled is selected, the schedule is created and can be viewed in the Manage Schedules panel. For information on modifying
or deleting schedules through this panel, see Managing scheduled tasks.
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Creating a replication set from the Volumes topic

You can create a replication set, which specifies the components of a replication. The Create Replication Set panel enables you to create
replication sets. You can access this panel from both the Replications and Volumes topics.

Performing this action creates the replication set and the infrastructure for the replication set. For a selected volume, snapshot, or volume
group, the action creates a secondary volume or volume group and the internal snapshots required to support replications. By default, the
secondary volume or volume group and infrastructure are created in the pool corresponding to the one for the primary volume or volume
group (A or B). Optionally, you can select the other pool.

A peer connection must be defined to create and use a replication set. A replication set can specify only one peer connection and pool.
When creating a replication set, communication between the peer connection systems must be operational during the entire process.

If a volume group is part of a replication set, volumes cannot be added to or deleted from the volume group.

If a replication set is deleted, the internal snapshots created by the system for replication are also deleted. After the replication set is
deleted, the primary and secondary volumes can be used like any other base volumes or volume groups.
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Queuing replications

You can specify the action to take when a replication is running and a new replication is requested.
e Discard. Discard the new replication request.

o Queue Latest. Take a snapshot of the primary volume and gqueue the new replication request. If the queue contained an older
replication request, discard that older request. A maximum of one replication can be queued. This is the default.

@ = E: If the queue policy is set to Queue Latest and a replication is running and another is queued, you cannot change the queue
policy to discard. You must manually remove the queued replication before you can change the policy.

Maintaining replication snapshot history from the Volumes topic

A replication set can be configured to maintain a replication snapshot history. As part of handling a replication, the replication set will
automatically take a snapshot of the primary or secondary volumes, or both, thereby creating a history of data that has been replicated
over time. This feature can be enabled for a secondary volume or for a primary volume and its secondary volume, but not for a volume
group.

When this feature is enabled:

For a primary volume, when a replication starts it will create a snapshot of the data image being replicated.

For a secondary volume, when a replication successfully completes it will create a snapshot of the data image just transferred to the
secondary volume. (This is in contrast to the primary volume snapshot, which is created before the sync.) If replication does not
complete, a snapshot will not be created.

e You can set the number of snapshots to retain from 1 through 16, referred to as the snapshot retention count. This setting applies to
management of snapshots for both the primary and secondary volume and can be changed at any time. Its value must be greater than
the number of existing snapshots in the replication set, regardless of whether snapshot history is enabled. If you select a snapshot
retention count value that is less than the current number of snapshots, an error message is displayed. Thus, you must manually delete
the excess snapshots before reducing the snapshot count setting. When the snapshot count is exceeded, the oldest unmapped
snapshot will be discarded automatically.

e The snapshots are named basename nnnn where nnnn starts at 0000 and increments for each subsequent snapshot. If primary
volume snapshots are enabled, snapshots with the same name will exist on the primary and secondary systems. The snapshot number
is incremented each time a replication is requested, whether or not the replication completes — for example, if the replication was
queued and subsequently removed from the queue.

e |f the replication set is deleted, any existing snapshots automatically created by snapshot history rules will not be deleted. You will be
able to manage those snapshots like any other snapshots.

e Manually creating a snapshot will not increase the snapshot count associated with the snapshot history. Manually created snapshots
are not managed by the snapshot history feature. The snapshot history feature generates a new name for the snapshot that it intends
to create. If a volume of that name already exists, the snapshot history feature will not overwrite that existing volume. Snapshot
numbering will continue to increment, so the next time the snapshot history feature runs, the new snapshot name will not conflict with
that existing volume name.

e A snapshot created by this feature is counted against the system-wide maximum snapshots limit, with the following result:

o If the snapshot count is reached before the system limit then the snapshot history is unchanged.
o If the system limit is reached before the snapshot count then the snapshot history stops adding or updating snapshots.

A mapped snapshot history snapshot will not be deleted until after it is unmapped.
The snapshot basename and snapshot retention count settings only take effect when snapshot history is set to secondary or both,
although these settings can be changed at any time.

e You can set the retention priority for snapshots to the following. In a snapshot tree, only leaf snapshots can be deleted automatically.
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H 22, Snapshot retention priority

Retention Description
priority
never-delete Snapshots will never be deleted automatically to make space. The oldest snapshot in the snapshot history will be

deleted once the snapshot count has been exceeded. This is the default.

high Snapshots can be deleted after all eligible medium-priority snapshots have been deleted.
medium Snapshots can be deleted after all eligible low-priority snapshots have been deleted.
low Snapshots can be deleted. This parameter is unrelated to snapshot history, and because the default is never

delete, snapshot history snapshots will normally not be affected in a low virtual memory situation.

When this option is disabled, snapshot history will not be kept. If this option is disabled after a replication set has been established, any
existing snapshots will be kept, but not updated.

Create a replication set from the Volumes topic

1. In the volumes table, select a volume or snapshot to use as the primary volume.

2. Select Action > Create Replication Set. The Create Replication Set panel appears.

3. |If the selected volume is in a volume group, source options appear.
e To replicate the selected volume only, select Single Volume. This option is the default.
e To replicate all volumes in the volume group, select Volume Group.

4. Enter a name for the replication set. The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the
system, include leading or trailing spaces, or include the following characters: ", <\

B. Optional: Select a peer system to use as the secondary system for the replication set.

6. Optional: Select a pool on the secondary system. By default, the pool that corresponds with the pool in which the primary volume
resides is selected. The selected pool must exist on the remote system.

7. Optional: If Single Volume is selected, enter a name for the secondary volume. The default name is the name of the primary volume.
The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist on the secondary system or include the
following: ", <\

8. Optional: Specify the Queue Policy action to take when a replication is running and a new replication is requested.

9. Optional: Select the Secondary Volume Snapshot History check box to keep a snapshot history on the secondary system for the
secondary volume.

e Set the Retention Count to specify the number of snapshots to retain.

e Modify the Snapshot Basename to change the snapshot name. The name is case sensitive and can have a maximum of 26 bytes.
It cannot already exist in the system or include the following characters: ", <\
Set the Retention Priority to specify the snapshot retention priority.
Optional: Select the Primary Volume Snapshot History check box to keep a snapshot history for the primary volume on the
primary system

10. Optional: Select the Scheduled check box to schedule recurring replications.

1. Click OK.

12. In the success dialog box:

e |f you selected the Scheduled check box, click OK. The Schedule Replications panel opens and you can set the options to create a
schedule for replications. For more information on scheduling replications, see Initiating or scheduling a replication from the
Volumes topic.

e Otherwise, you have the option to perform the first replication. Click Yes to begin the first replication, or click No to initiate the
first replication later.

Initiating or scheduling a replication from the Volumes
topic

After you have created a replication set, you can copy the selected volume or volume group on the primary system to the secondary
system by initiating replication. The first time that you initiate replication, a full copy of the allocated pages for the volume or volume group
is made to the secondary system. Thereafter, the primary system only sends the contents that have changed since the last replication.
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You can manually initiate replication or create a scheduled task to initiate it automatically from both the Replications and Volumes topics.
You can initiate replications only from a replication set's primary system. For information on modifying or deleting a replication schedule,
see Managing replication schedules from the Volumes topic.

@ = E: If you change the time zone of the secondary system in a replication set whose primary and secondary systems are in different
time zones, you must restart the system to enable management interfaces to show proper time values for replication operations.

If a replication fails, the system suspends the replication set. The replication operation will attempt to resume if it has been more than 10
minutes since the replication set was suspended. If the operation has not succeeded after six attempts using the 10-minute interval, it will
switch to trying to resume if it has been over an hour and the peer connection is healthy.

@ = E: Host port evaluation is done at the start or resumption of each replication operation. At most, two ports will be used. Ports with
optimized paths will be used first. Ports with unoptimized paths will be used if no optimized path exists. If only one port has an
optimized path, then only that port will be used. The replication will not use another available port until all currently used ports become
unavailable.

@ = E: If a single host port loses connectivity, event 112 will be logged. Because a peer connection is likely to be associated with
multiple host ports, the loss of a single host port may degrade performance but usually will not cause the peer connection to be
inaccessible.

Manually initiate replication from the Volumes topic

@ - E: If CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding
peer system before initiating this operation. For more information about configuring CHAP, see CHAP and replication.

1. In the Volumes topic, select a replication set in the Replication Sets table.

2. Select Action > Replicate.
The Replicate panel opens.

3. Click OK.

e If areplication is not in progress, the local system begins replicating the contents of the replication set volume to the remote
system and the status of the replication set changes to Running.

e If areplication is already in progress, then the outcome of this replication request depends upon the Queue Policy setting specified
in the Create Replication Set panel. For more information on setting the queue policy, see Queuing replications.

Schedule a replication from the Volumes topic

In the Volumes topic, select a replication set in the Replication Sets table.
Select Action > Replicate. The Replicate panel opens.
Select the Schedule check box.

Enter a name for the replication schedule task. The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist
in the system or include the following: ", < \

N N

o

Optional: If you want to create a replication of the last snapshot in the primary volume, select the Last Snapshot check box.
6. Specify a date and a time in the future to be the first instance when the scheduled task will run, and to be the starting point for any
specified recurrence.
e To set the Date value, enter the current date in the format YYYY-MM-DD.
e To set the Time value, enter two-digit values for the hour and minutes and select either AM, PM, or 24H (24-hour clock). The
minimum interval is one hour.
7. Optional: If you want the task to run more than once, select the Repeat check box.

e Specify how often the task should repeat. Enter a number and select the appropriate time unit. Replications can recur no less than
30 minutes apart.

e FEither make sure the End check box is cleared, which allows the schedule to run indefinitely, or select the check box to specify
when the schedule ends. To then specify an end date and time, select the On option, and specify when the schedule should stop
running, or select the After option, and specify the number of replications that can occur before the schedule stops running.

e Either make sure the Time Constraint check box is cleared, which allows the schedule to run at any time, or select the check box
to specify a time range within which the schedule should run.

e FEither make sure the Date Constraint check box is cleared, which allows the schedule to run on any day, or select the check box
to specify the days when the schedule should run.

8. Click OK. The schedule is created.
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Manage replication schedules from the Volumes topic

You can modify or delete scheduled replication tasks on the primary system.

Modify scheduled replication tasks from the Volumes topic

From the Replication Sets table on the primary system, select a replication set that has an associated schedule.
Select Action > Manage Schedules. The Manage Schedules panel opens.

Select the schedule to modify.
The schedule settings appear at the bottom of the panel.

If you want to create a replication of the last snapshot in the primary volume, select the Last Snapshot check box.

At the time of the replication, the snapshot must exist. This snapshot may have been created either manually or by scheduling the
snapshot.

®| = E: This option is unavailable when replicating volume groups.

Specify a date and a time in the future to specify when to run the scheduled task. This date and time is also the starting point for any
specified recurrence.

e To set the Date value, enter the current date in the format YYYY-MM-DD.

e To set the Time value, enter two-digit values for the hour and minutes and select either AM, PM, or 24H (24-hour clock).

If you want the task to run more than once, select the Repeat check box.

e Specify how often the task should repeat. Enter a number, and select the appropriate time unit. Replications can recur no less than
30 minutes apart.

e To allow the schedule to run without an end date, clear the End check box. To specify when the schedule should stop running,
select the End check box

e To allow the schedule to run at any time, clear the Time Constraint check box. To specify a time range within which the schedule
can run, select the Time Constraint check box.

e To allow the schedule to run on any day, clear the Date Constraint check box. To specify the days when the schedule can run,
select the Date Constraint check box.

Click Apply.

A confirmation panel appears.

Click OK.

Delete a schedule from the Volumes topic

Perform the following steps to delete a schedule from the Volumes topic:

1.

Select Action > Manage Schedules.
The Manage Schedules panel opens.

Select the schedule to delete.

Click Delete Schedule.
A confirmation panel appears.

Click OK.
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Map initiators and volumes

1. Perform one of the following:
e |n the Hosts topic, select the initiators to map and select Action > Map Initiators.
e |n the Volumes topic, select the volumes to map and select Action > Map Volumes.
e In the Mapping topic, select Map to create a new mapping.
e |n the Mapping topic, select one or more mappings to modify or delete and select Action > Map. You can also create a new
mapping.
The Map panel opens and shows two tables side-by-side that list available initiators and volumes. You can use these tables to create

mappings. There is also a table underneath the host and volume tables that lists mappings. After you create a mapping and before you
save it, the mapping appears in the mappings table and you can modify its settings or delete it.

The Available Host Groups, Hosts, and Initiators table shows one or more of the following rows:

H 23. Available host groups, hosts, and initiators

Row description Group Host Nickname ID

A row with these values | - - (blank) All Other
always appears. Select
this row to apply map
settings to all initiators
and create a default

mapping.

Initiators

A row with these values | - host-name * *
appears for an initiator
that is grouped into a
host. Select this row to
apply map settings to all
initiators in this host.

A row with these values | host-group-name * * *
appears for an initiator
that is grouped into a
host group. Select this
row to apply map
settings to all initiators in
this host group.

A row with these values | - or host - -or (blank) or initiator-1D
appears for each

initiator. Select this row
to apply map settings to name
this initiator.

host-group-name host-name initiator-nick

The Available Volume Groups and Volumes table shows one or more of the following rows:

H 24. Available volume groups and volumes

Row description Group Name Type

A row with these values volume-group-name * Group
appears for a volume/snapshot
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H 24. Available volume groups and volumes (A %)

Row description Group Name Type

that is grouped into a volume
group. Select this row to apply
map settings to all volumes/
snapshots in this volume group.

A row with these values - volume-name volume-type
appears for each volume/
snapshot. Select this row to
apply map settings to this
volume/snapshot.
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When you select one or more host groups, hosts, or initiators in the Hosts topic, the items appears in the Available Host Groups,
Hosts, and Initiators table while all available volumes, volume groups, and snapshots appear in the Available Volume Groups and
Volumes table.

The converse is true when you select one or more volumes, volume groups, or snapshots in the Available Volume Groups and
Volumes table.

When you open the Map panel through the Mapping topic without selecting a mapping, both tables are fully populated with all
available items.

When you select a mapping in the mapping table, it appears in the list of mappings below the above two tables. Also, both tables
are fully populated.

Perform one of the following:

If nothing was pre-selected, select one or more initiators and one or more volumes to map and click the Map button.

If initiators were pre-selected, select volumes to map to those initiators and click the Map button.

If volumes were pre-selected, select initiators to map to those volumes and click the Map button.

If maps were pre-selected, they already appear in the mapping table and a Map button appears.

For each pairing of selected initiators and volumes, a row appears in the mapping table at the bottom of the panel. At this time, no
further mappings can be added to the list. Mappings in the list can be modified—including the mapping's mode, LUN, or ports, or
they can be deleted.

@ = E: Once a set of mappings between initiators and volumes have been defined using the Map button, the button changes
from Map to Reset. If mappings have been pre-selected, the Reset button, not the Map button, appears.

Perform any of the following:

To immediately remove a row from the table, in the Action column, select Remove Row.

To delete an existing mapping, in the Action column, select Delete.

To edit a mapping, set the following options:

o Mode. The access mode can specify read-write access, read-only access, or no access to a volume. The default is read-write.
When a mapping specifies no access, the volume is masked, which means it is not visible to associated initiators. Masking is
useful to override an existing default map that allows open access so that access is denied only to specific initiators. To allow
access to specific hosts and deny access to all other hosts, create explicit maps to those hosts. For example, an engineering
volume could be mapped with read-write access for the engineering server and read-only access for servers used by other
departments.

o LUN. The LUN identifies the volume to a host. The default is the lowest available LUN. Both controllers share one set of LUNS,
and any unused LUN can be assigned to a mapping. However, each LUN is generally only used once as a default LUN. For
example, if LUN 5 is the default for Volumel, no other volume in the storage system can use LUN 5 on the same port as its
default LUN. For explicit mappings, the rules differ: LUNs used in default mappings can be reused in explicit mappings for other
volumes and other hosts.

@ = E: When mapping a volume to a host with the Linux ext3 file system, specify read-write access. Otherwise, the file
system will be unable to mount the volume and will report an error such as “unknown partition table.”

o Ports. Port selections specify controller host ports through which initiators are permitted to access, or are prevented from
accessing, the volume. Selecting a port number automatically selects the corresponding port in each controller.

To save a new mapping or edits to an existing mapping, in the Action column, select Save.

To clear the mapping table and discard any changes, click Reset.

Once the list is correct, to apply changes, click Apply or OK.
A confirmation panel appears.

To discard the changes instead of applying them, click Reset.
Click Yes to continue. Otherwise, click No. If you clicked Yes, the mapping changes are processed.
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6. To close the panel, click Cancel.

Remove mappings

You can remove one or more selected mappings between initiators and volumes.
1. Perform one of the following:
e In the Mapping topic, select one or more mappings from the table.
e |n the Volumes topic, select at least one mapping in the Related Maps table.
2. Select Action > Remove Mappings. The Remove Mappings panel shows the selected mappings.
3. Click OK. The selected mappings are removed.

Removing all mappings

You can remove all mappings between initiators and volumes from the system.

1. In the Mapping topic, select one or more mappings from the table.

2. Select Action > Remove All Mappings. The Remove All Mappings panel opens.
3. Click OK. The mappings are removed from the system.

View map details

In the Hosts, Volumes, and Mapping topics, you can see basic information about mappings between hosts and volumes.
1. Perform one of the following:
e |n the Hosts or Volumes topic, in the Related Maps table, select at least one mapping.
e Inthe Mapping topic, in the mapping table, select at least one mapping.
2. Select Action > View Map Details. The Map Details panel opens and shows the following information.
e Host Group. Identifies the host group to which the mapping applies:
o -. The mapping does not apply to a host group.
o host-group-name. The mapping applies to all hosts in this host group.
e Host. Identifies the host to which the mapping applies:
o -. The mapping does not apply to a host.
o host-name. The mapping applies to all initiators in this host.
Nickname. Shows the nickname of the initiator, if a nickname is assigned. Otherwise, this field is blank.
Initiator ID. Shows the WWN of an FC or SAS initiator or the IQN of an iSCSI initiator.
Volume Group. Identifies the volumes to which the mapping applies:
o -. The mapping does not apply to a volume group.
o volume-group-name. |he mapping applies to all volumes in this volume group.
Volume. Identifies the volume to which the mapping applies.
Access. Shows the type of access assigned to the mapping:
o read-write—The mapping permits read and write access to volumes.
o read-only—The mapping permits read access to volumes.
o no-access—The mapping prevents access to volumes.

e | UN. Shows whether the mapping uses a single LUN or a range of LUNs (indicated by *). By default, the table is sorted by this
column.

e Ports. Lists the controller host ports to which the mapping applies. Each number represents corresponding ports on both
controllers.

3. Click OK.
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Working in the Replications topic
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Replication process

After you create a peer connection and replication set, you can then replicate volumes between the systems. The initial replication differs
slightly from all subsequent replications in that it copies all of the allocated pages of the primary volume to the secondary volume.
Depending on how large your source volume is and the speed of the network connection, this initial replication may take some time.

Subsequent replications are completed by resetting one of the hidden snapshots to contain the contents last replicated and then resetting
the other hidden snapshot to the current primary volume contents and comparing the changes. The system writes any changes it finds on
the hidden primary snapshot to the hidden secondary snapshot, after which the secondary volume is updated to contain the contents of
the secondary volume.

The progress and status of the initial and subsequent replications are tracked and displayed. The timestamps for replication reflect the
time zones of the respective systems. When viewed on a secondary system in a different time zone, for example, replication information
will reflect the time zone of the secondary system. For more information on replicating, see Stopping a replication, Initiating or scheduling a
replication from the Replications topic, Initiating or scheduling a replication from the Volumes topic, Resuming a replication, and
Suspending a replication.

You can initiate a replication manually or by using a schedule. When creating a schedule for a replication set, you cannot specify for
replication to occur more frequently than once an hour. For more information on scheduling a replication set, see Initiating or scheduling a
replication from the Replications topic and Initiating or scheduling a replication from the Volumes topic.
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Query a peer connection

1. In the Replications topic, do one of the following to display the Query Peer Connection panel:
e Select the peer connection to query in the Peer Connections table, then select Action > Query Peer Connection. The remote
host port address field is pre-populated with the selected peer's remote port address.
e Select Action > Query Peer Connection.

2. If you did not select a peer connection from the Peer Connections table, enter the remote host port address to query in the text box.
Click OK. A processing dialog box appears while the remote port address is queried. If successful, detailed information about the
remote system and controllers is displayed. An error message appears if the operation is unsuccessful.
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To create a peer connection

In the Replications topic, select Action > Create Peer Connection. The Create Peer Connection panel opens.

N

Enter a name for the peer connection. The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the
system or include the following: ", <\

Enter the destination port address for the remote system.

Enter the name and password of a user with the manage role on the remote system.

Click OK.

If the task succeeds, click OK in the confirmation dialog. The peer connection is created and the Peer Connections table is updated.

o o & o

If the task does not succeed, the Create Peer Connection panel appears with errors in red text. Correct the errors, then click OK.
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Modify a peer connection

1. In the Replications topic, select the peer connection to be modified in the Peer Connections table.
2. Select Action > Modify Peer Connection. The Modify Peer Connection panel appears.
3. Change one of the following. You cannot change both:
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e Select New Name, then enter a new name for the peer connection. The name is case sensitive and can have a maximum of 32
bytes. It cannot already exist in the system or include the following: ", <\

e Select New Remote Address (FC-WWN or iSCSI-IP), then enter a new address for the remote system.

®

= E: You can change protocols used in the peer connection between FC and iSCSI by modifying the peer connection to use the
remote port address of the new protocol.

4. Enter the name and password of a user assigned a manage role on the remote system.
5. Click OK. The peer connection is modified and the Peer Connections table is updated.
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Delete a peer connection

1. In the Replications topic, select the peer connection to be deleted in the Peer Connections table.
2. Select Action > Delete Peer Connection.
3. Click OK. The peer connection is deleted and the Peer Connections table is updated.

Creating a replication set from the Replications topic

You can create a replication set, which specifies the components of a replication. The Create Replication Set panel enables you to create
replication sets. You can access this panel from both the Replications and Volumes topics.

Performing this action creates the replication set and the infrastructure for the replication set. For a selected volume, snapshot, or volume
group, the action creates a secondary volume or volume group and the internal snapshots required to support replications. By default, the
secondary volume or volume group and infrastructure are created in the pool corresponding to the one for the primary volume or volume
group (A or B). Optionally, you can select the other pool.

A peer connection must be defined to create and use a replication set. A replication set can specify only one peer connection and pool.
When creating a replication set, communication between the peer connection systems must be operational during the entire process.

If a volume group is part of a replication set, volumes cannot be added to or deleted from the volume group.

If a replication set is deleted, the internal snapshots created by the system for replication are also deleted. After the replication set is
deleted, the primary and secondary volumes can be used like any other base volumes or volume groups.
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Queuing replications

You can specify the action to take when a replication is running and a new replication is requested.
e Discard. Discard the new replication request.

o Queue Latest. Take a snapshot of the primary volume and queue the new replication request. If the queue contained an older
replication request, discard that older request. A maximum of one replication can be queued. This is the default.

@ = E: If the queue policy is set to Queue Latest and a replication is running and another is queued, you cannot change the queue
policy to discard. You must manually remove the queued replication before you can change the policy.

Maintaining replication snapshot history from the Replications topic

A replication set can be configured to maintain a replication snapshot history. As part of handling a replication, the replication set will
automatically take a snapshot of the primary and/or secondary volume(s), thereby creating a history of data that has been replicated over
time. This feature can be enabled for a secondary volume or for a primary volume and its secondary volume, but not for a volume group.
When this feature is enabled:

e [or aprimary volume, when a replication starts it will create a snapshot of the data image being replicated.

e For a secondary volume, when a replication successfully completes it will create a snapshot of the data image just transferred to the
secondary volume. (This is in contrast to the primary volume snapshot, which is created before the sync.) If replication does not
complete, a snapshot will not be created.

e You can set the number of snapshots to retain from 1 through 16, referred to as the snapshot retention count. This setting applies to
management of snapshots for both the primary and secondary volume and can be changed at any time. Its value must be greater than
the number of existing snapshots in the replication set, regardless of whether snapshot history is enabled. If you select a snapshot
retention count value that is less than the current number of snapshots, an error message appears. Thus, you must manually delete
the excess snapshots before reducing the snapshot count setting. When the snapshot count is exceeded, the oldest unmapped
snapshot will be discarded automatically.

e The snapshots are named basename nnnn where _nnnn starts at 0000 and increments for each subsequent snapshot. If primary
volume snapshots are enabled, snapshots with the same name will exist on the primary and secondary systems. The snapshot number
is incremented each time a replication is requested, whether or not the replication completes — for example, if the replication was
queued and subsequently removed from the queue.

e |f the replication set is deleted, any existing snapshots automatically created by snapshot history rules will not be deleted. You will be
able to manage those snapshots like any other snapshots.

e Manually creating a snapshot will not increase the snapshot count associated with the snapshot history. Manually created snapshots
are not managed by the snapshot history feature. The snapshot history feature generates a new name for the snapshot that it intends
to create. If a volume of that name already exists, the snapshot history feature will not overwrite that existing volume. Snapshot
numbering will continue to increment, so the next time the snapshot history feature runs, the new snapshot name will not conflict with
that existing volume name.

e The snapshot basename and snapshot retention count settings only take effect when snapshot history is set to secondary or both,
although these settings can be changed at any time.

A mapped snapshot history snapshot will not be deleted until after it is unmapped.

A snapshot created by this feature is counted against the system-wide maximum snapshots limit, with the following result:
o If the snapshot count is reached before the system limit then the snapshot history is unchanged.

o If the system limit is reached before the snapshot count then the snapshot history stops adding or updating snapshots.

e You can set the retention priority for snapshots to the following. In a snapshot tree, only leaf snapshots can be deleted automatically.
o never-delete. Snapshots will never be deleted automatically to make space. The oldest snapshot in the snapshot history will be

deleted once the snapshot count has been exceeded. This is the default.
high. Snapshots can be deleted after all eligible medium-priority snapshots have been deleted.
medium. Snapshots can be deleted after all eligible low-priority snapshots have been deleted.

low. Snapshots can be deleted. This parameter is unrelated to snapshot history, and because the default is never delete, snapshot
history snapshots will normally not be affected in a low virtual memory situation.
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When this option is disabled, snapshot history will not be kept. If this option is disabled after a replication set has been established, any
existing snapshots will be kept, but not updated.

Create a replication set from the Replications topic

@ = E: |f CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding
peer system before initiating this operation. For more information about configuring CHAP, see CHAP and replication.

1. In the Peer Connections table, select the peer connection to use for the replication set.

2. Select Action > Create Replication Set. The Create Replication Set panel appears.

3. Enter a name for the replication set. The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in the
system, include leading or trailing spaces, or include the following characters: ", <\

4. Select whether you want to use a single volume or a volume group, which will filter the entries in the adjacent table.

B. In the table, select the volume or volume group to replicate. This will be the primary volume or volume group.

6. Optional: If Single Volume is selected, enter a name for the secondary volume. The default name is the name of the primary volume.

The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist on the secondary system or include the
following: ", <\

7. Optional: Select a pool on the secondary system. By default, the pool that corresponds with the pool in which the primary volume
resides is selected. The selected pool must exist on the remote system.

8. Optional: Specify the Queue Policy action to take when a replication is running and a new replication is requested.

9. Optional: Select the Secondary Volume Snapshot History check box to keep a snapshot history on the secondary system for the
secondary volume.
e Set the Retention Count to specify the number of snapshots to retain.

e Modify the Snapshot Basename to change the snapshot name. The name is case sensitive and can have a maximum of 26 bytes. It
cannot already exist in the system or include the following characters: ", < \

e Set the Retention Priority to specify the snapshot retention priority.
e QOptional: Check Primary Volume Snapshot History to keep a snapshot history for the primary volume on the primary system.
10. Optional: Select the Scheduled check box to schedule recurring replications.
11. Click OK.
12. In the success dialog box:
e |f you selected the Scheduled check box, click OK. The Schedule Replications panel opens and you can set the options to create
a schedule for replications. For more information on scheduling replications, see Initiating or scheduling a replication from the
Replications topic.
e Otherwise, you have the option to perform the first replication. Click Yes to begin the first replication, or click No to initiate the
first replication later.
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Modify a replication set

1. In the Replications topic, select the replication set in the Replications Sets table that you want to modify.

2. Select Action > Modify Replication Set. The Modify Replication Set panel opens.

3. Enter a new name for the replication set. The name is case sensitive and can have a maximum of 32 bytes. It cannot already exist in
the system, include leading or trailing spaces, or include the following: ", <\

4. Specify the Queue Policy action to take when a replication is running and a new replication is requested.
e Discard. Discard the new replication request.

e Queue Latest. Take a snapshot of the primary volume and queue the new replication request. If the queue contained an older
replication request, discard that older request. A maximum of one replication can be queued. If the queue policy is set to Queue

Working in the Replications topic 123



Latest and a replication is running and another is queued, you cannot change the queue policy to Discard. You must manually
remove the queued replication before you can change the policy.

5. Optional: Select the Secondary Volume Snapshot History check box to keep a snapshot history on the secondary system for the
secondary volume.
e Set the Retention Count to modify the number of snapshots to retain. Its value must be greater than the number of existing
snapshots in the replication set, regardless of whether snapshot history is enabled.
@ = E: If you reduce the snapshot count setting to a value less than the current number of snapshots, the operation will fail.
Thus, you must manually delete the excess snapshots before reducing the snapshot count setting. If you change this
parameter while a replication is running, for the current replication it will affect only the secondary system. In this case the
value can only be increased, so you might have one less expected snapshot on the primary system than on the secondary
system.

e Set the Snapshot Basename to modify the snapshot name. The name is case sensitive and can have a maximum of 26 bytes. It
cannot already exist in the system or include the following characters: ", <\
@ = E: If you change the Snapshot Basename while a replication is running, for the current replication it will affect the name of
the snapshot on the secondary system. For that replication only, the names of the snapshots on the primary and secondary

systems will differ.

e Set the Retention Priority to specify the snapshot retention priority.
e Optional: Check Primary Volume Snapshot History to keep a snapshot history for the primary volume on the primary system.

6. Click OK. The name of the replication set is updated in the Replications Sets table.
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Delete a replication set

1. In the Replications topic, select the replication set to be deleted in the Replication Sets table.
2. Select Action > Delete Replication Set.
3. Click OK. The replication set is deleted and the Replication Sets table is updated.

Initiating or scheduling a replication from the
Replications topic

After you have created a replication set, you can copy the selected volume or volume group on the primary system to the secondary
system by initiating replication. The first time that you initiate replication, a full copy of the allocated pages for the volume or volume group
is made to the secondary system. Thereafter, the primary system only sends the contents that have changed since the last replication.

You can manually initiate replication or create a scheduled task to initiate it automatically from both the Replications and Volumes topics.
You can initiate replications only from a replication set's primary system.

@ = E: If you change the time zone of the secondary system in a replication set whose primary and secondary systems are in different
time zones, you must restart the system to enable management interfaces to show proper time values for replication operations.
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If a replication fails, the system suspends the replication set. The replication operation will attempt to resume if it has been more than 10

minutes since the replication set was suspended. If the operation has not succeeded after six attempts using the 10-minute interval, it will

switch to trying to resume if it has been over an hour and the peer connection is healthy.

@ = E: Host port evaluation is done at the start or resumption of each replication operation.

e At most, two ports will be used.

e Ports with optimized paths will be used first. Ports with unoptimized paths will be used if no optimized path exists. If only one port
has an optimized path, then only that port will be used.

e The replication will not use another available port until all currently used ports become unavailable.

@ = E.: If a single host port loses connectivity, event 112 will be logged. Because a peer connection is likely to be associated with
multiple host ports, the loss of a single host port may degrade performance but usually will not cause the peer connection to be
inaccessible.

Manually initiate replication from the Replications topic

If CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding peer system
before initiating this operation. For more information about configuring CHAP, see CHAP and replication.
1. In the Replications topic, select a replication set in the Replication Sets table.
2. Select Action > Replicate. The Replicate panel opens.
3. Click OK.
e If areplication is not in progress, the local system begins replicating the contents of the replication set volume to the remote
system and the status of the replication set changes to Running.
e |f areplication is already in progress, then the outcome of this replication request depends upon the Queue Policy setting specified
in the Create Replication Set panel. For more information on setting the queue policy, see Queuing replications.
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Stop a replication

= E: If CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding
peer system before initiating this operation. For more information about configuring CHAP, see CHAP and replication.

®

1. In the Replications topic, select a replication set that is currently being replicated in the Replication Sets table.
2. Select Action > Abort Replication.
8. Click OK. The replication is terminated.
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Suspend a replication

= E: If CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding
peer system before initiating this operation. For more information about configuring CHAP, see CHAP and replication.

®

1. In the Replications topic, select a replication set that is currently being replicated in the Replication Sets table.
2. Select Action > Suspend Replication.
3. Click OK. The replications on the replication set are suspended and the status of the replication set changes to Suspended.
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Resume a replication

@ = E: |f CHAP is enabled on one system within a peer connection, be sure that CHAP is configured properly on the corresponding
peer system before initiating this operation. For more information about configuring CHAP, see CHAP and replication.
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1.

2.
3.

In the Replications topic, select a replication set for which replications were suspended in the Replication Sets table.
Select Action > Resume Replication.
Click OK. Replications on the replication set are resumed and the status of the replication set changes to Running.

Manage replication schedules from the Replications
topic

You can modify or delete scheduled replication tasks on the primary system.

1.

In the Replications topic, select a replication set on the primary system that has an associated schedule from the Replication Sets
table.

Select Action > Manage Schedules.
The Manage Schedules panel opens.

Select the schedule to modify. Its settings appear at the bottom of the panel.
If you want to create a replication of the last snapshot in the primary volume, select the Last Snapshot check box.

®| = E: This option is unavailable when replicating volume groups.

Specify a date and a time in the future to be the first instance when the scheduled task will run, and to be the starting point for any

specified recurrence.
e To set the Date value, enter the current date in the format YYYY-MM-DD.
e To set the Time value, enter two-digit values for the hour and minutes and select either AM, PM, or 24H (24-hour clock).

If you want the task to run more than once, select the Repeat check box.

e Specify how often the task should repeat. Enter a number and select the appropriate time unit. Replications can recur no less than

30 minutes apart.

e Clear the End checkbox is cleared to allow the schedule to run without an end date, or select the check box and specify when the

schedule should stop running.

e C(Clear Time Constraint checkbox to allow the schedule to run at any time, or select the check box to specify a time range within

which the schedule should run.

e C(Clear Date Constraint checkbox to allow the schedule to run on any day, or select the check box to specify the days when the

schedule should run.

Click Apply.
A confirmation panel appears.

Click OK.
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Viewing performance statistics

The Performance topic shows performance statistics for the following types of components: disks, disk groups, virtual pools, virtual tiers,
host ports, controllers, and volumes. For more information about performance statistics, see About performance statistics.

You can view current statistics in tabular format for all component types, and historical statistics in graphical format for disks, disk groups,
and virtual pools and tiers.

View performance statistics

1. In the Performance topic, select a component type from the Show list. The components table shows information about each
component of that type in the system.

2. Select one or more components in the list.
3. Click Show Data. The Current Data area shows the sample time, which is the date and time when the data sample was collected. It

also shows the total duration of all data samples, which is the time period between collection and display of the current sample, the
previous sample, if any, and a table of current performance statistics for each selected component.

4. To view graphs of historical data for the selected disks, disk groups, virtual pools, or virtual tiers, select the Historical Data check
box. The Historical Data area shows the time range of samples whose data is represented by the graphs, and the Total IOPS graph by
default.

5. To specify either a time range or a count of historical statistics samples to display, perform the following:

e (lick Set time range. The Update Historical Statistics panel opens and shows the default count value of 100.
e To specify a count, in the Count field, enter a value in the range of 5-100 and click OK.
e To specify a time range, perform the following:
o Select the Time Range check box.
o Set date/time values for the starting and ending samples. The values must be between the current date/time and 6 months in
the past. The ending values must be more recent than the starting values.
@l L= E: If you specify a time range, it is recommended to specify a range of 24 hours or less.
o Click OK. In the Historical Data area, the Time Range values are updated to show the times of the oldest and newest samples
displayed, and the graph for the selected components is updated.

6. To view different historical statistics, select a graph from the Statistics list. For a description of each graph, see 7|7t2 & Je2f=
| 0| X| 128.

7. To hide the legend in the upper right corner of a historical statistics graph, clear the Show Legend check box.
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Updating historical statistics

The Performance topic can show historical performance statistics for the following types of components: disks, disk groups, and virtual
pools and tiers. By default, the newest 100 samples are shown. For more information about performance statistics, see About
performance statistics.

Update displayed historical statistics

1. Display a historical statistics graph as described in Viewing performance statistics.

2. Select Action > Update Historical Statistics.
The Update Historical Statistics panel opens and shows the default count value of 100.

3. To specify a count, in the Count field enter a value in the range of 5 to 100 and click OK.

4. To specify a time range, perform the following:
e Select the Time Range check box.

e Set date/time values for the starting and ending samples. The values must be between the current date/time and 6 months in the
past. The ending values must be more recent than the starting values.

®| = E: If you specify a time range, it is recommended to specify a range of 24 hours or less.

e Click OK.

In the Historical Data area of the Performance topic, the Time Range values are updated to show the times of the oldest and newest
samples displayed. The graph for the selected components is updated.
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Export historical performance statistics

In the Performance topic, from the Show list, select Disks, Disk Groups, Virtual Pools, or Virtual Tiers.
Select at least one component.

®| - E: Statistics are exported for all disks, regardless of which components are selected.

Select Action > Export Historical Statistics.
The Export Historical Statistics panel opens.

To specify a time range, perform the following:
e Select the Time Range check box.

e Set date/time values for the starting and ending samples. The values must be between the current date/time and 6 months in the
past. The ending values must be more recent than the starting values.

®| = E: If you specify a time range, it is recommended to specify a range of 24 hours or less.

Click OK.

)

= E: In Microsoft Internet Explorer, if the download is blocked by a security bar, select its Download File option. If the download
does not succeed the first time, return to the Export Historical Statistics panel and retry the export operation.

When prompted to open or save the file, click Save.

e [f you are using Firefox or Chrome and have a download directory set, the file Disk Performance.csv is saved there.

e Otherwise, you are prompted to specify the file location and name. The default file name is Disk Performance.csv. Change
the name to identify the system, controller, and date.

Click OK.
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Reset performance statistics

1.

In the Performance topic, select Action > Reset All Statistics.
The Reset All Statistics panel opens.

Perform one of the following:
e Toreset current statistics, select Current Data.
e Toreset historical statistics, select Historical Data.

Click OK.
A confirmation panel appears.

Click Yes to continue. Otherwise, click No. If you clicked Yes, the statistics are cleared.
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Viewing certificate information
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By default, the system generates a unique SSL certificate for each controller. For the strongest security, you can replace the default
system-generated certificate with a certificate issued from a trusted certificate authority.

The Certificate Information panel shows information for the active SSL certificates that are stored on the system for each controller. Tabs
A and B contain unformatted certificate text for each of the corresponding controllers. The panel also shows one of the following status
values as well as the creation date for each certificate:

e Customer-supplied. Indicates that the controller is using a certificate that you have uploaded.

e System-generated. Indicates that the controller is using an active certificate and key that were created by the controller.

e Unknown status. Indicates that the controller's certificate cannot be read. This most often occurs when a controller is restarting, the
certificate replacement process is still in process, or you have selected the tab for a partner controller in a single-controller system.

You can use your own certificates by uploading them through FTP or SFTP or by using the contents parameter of the create
certificate CLI command to create certificates with your own unique certificate content. For a new certificate to take effect, you
must first restart the controller for it. For information on how to restart a controller, see Restarting or shutting down controllers.

To verify that the certificate replacement was successful and the controller is using the certificate that you have supplied, make sure the
certificate status is customer-supplied, the creation date is correct, and the certificate content is the expected text.

View certificate information

1. In the banner, click the system panel and select Show Certificate Info.
The Certificate Information panel opens.

2. After you have finished viewing certificate information, click Close.

Viewing connection information

The icon in the connection panel in the banner shows the current state of the management link between the PowerVault Manager and the
storage system. The connection information table shows the icon that appears for each state.

H 29. Connection information

Icon Meaning

The management link is connected and the system is up. Animation shows when data is being
transferred.

g : The management link is connected but the system is down.
! a The management link is not connected.

Hover the cursor over this panel to display the Connection Information panel, which shows the connection and system states.
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Use manual date and time settings

Perform the following steps to manually set the date and time settings:

1. In the banner, click the date/time panel and select Set Date and Time.
The Date and Time panel opens.

2. Clear the Network Time Protocol (NTP) checkbox.
3. To set the Date value, type the current date in the format YYYY-MM-DD.
4. To set the Time value, type the current time in the format HH : MM.

®| = E: The system time uses a 24-hour clock.

5. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.

6. Click OK.

Obtain the date and time from an NTP server

1. In the banner, click the date/time panel and select Set Date and Time.
The Set Date and Time panel opens.

2. Select the Network Time Protocol (NTP) check box.

3. Perform one of the following:
e To have the system retrieve time values from a specific NTP server, enter its IP address in the NTP Server Address field.
e To have the system listen for time messages sent by an NTP server in broadcast mode, clear the NTP Server Address field.

4. Inthe NTP Time Zone Offset field, enter the time zone as an offset in hours, and optionally, minutes, from UTC. For example, the
Pacific Time Zone offset is -8 during Pacific Standard Time or -7 during Pacific Daylight Time. The offset for Bangalore, India is +5:30.

5. Perform one of the following:
e To save your settings and continue configuring your system, click Apply.
e To save your settings and close the panel, click Apply and Close.
A confirmation panel appears.

6. Click Yes to save your changes. Otherwise, click No.

Viewing user information

The user panel in the banner shows the name of the signed-in user.
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Hover the cursor over this panel to display the User Information panel, which shows the roles, accessible interfaces, and session timeout
for this user.

The “* icon indicates that the panel has a menu. Click anywhere in the panel to change settings for the signed-in user (monitor role) or
to manage all users (manage role). For more information on user roles and settings, see Managing users.
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Save log data from the storage system to a network location

N

In the footer, click the health panel and select Save Logs. The Save Logs panel opens.

N

Enter your name, email address, and phone number so support personnel will know who provided the data.
The contact name value can include a maximum of 100 bytes, using all characters except the following: “* * &
The email address can include a maximum of 100 characters., except the following: “ < >\

The phone number value can include only digits and no other characters.

3. Enter comments describing the problem and specifying the date and time when the problem occurred. This information helps service
personnel when they analyze the log data. Comment text can include a maximum of 500 bytes.

4. Click OK. Log data is collected, which takes several minutes.

®

= E: In Microsoft Internet Explorer, if the download is blocked by a security bar, select its Download File option. If the download
does not succeed the first time, return to the Save Logs panel and retry the save operation.

B. When prompted to open or save the file, click Save.
e If you are using Chrome, store. zip is saved to the downloads folder.
e |f you are using Firefox and have a download folder set, store. zip is saved to that folder.
e Otherwise, you are prompted to specify the file location and name. The default file name is store. zip. Change the name to
identify the system, controller, and date.
@ = E: The file must be uncompressed before the files it contains can be examined. The first file to examine for diagnostic data is
store yyyy mm dd hh mm ss.logs.
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Viewing the event log

If you are having a problem with the system, review the event log before calling technical support. Information shown in the event log
might enable you to resolve the problem.

To view the event log, in the footer, click the events panel and select Show Event List. The Event Log Viewer panel opens. The panel
shows a tabular view of the 1000 most recent events logged by either controller. All events are logged, regardless of notification settings.
For information about notification settings, see A| A&l 22 474 M7 H 0| X| 46.

For each event, the panel shows the following information:
e Sev. One of the following severity icons:
o Critical. A failure occurred that may cause a controller to shut down. Correct the problem immediately.
o Error. A failure occurred that may affect data integrity or system stability. Correct the problem as soon as possible.

o Warning. A problem occurred that may affect system stability but not data integrity. Evaluate the problem and correct it if
necessary.

o Informational. A configuration or state change occurred, or a problem occurred that the system corrected. No action is required.
o Resolved. A condition that caused an event to be logged has been resolved. No action is required.

e Date/Time. The date and time when the event occurred, shown in the format year-month-day hour:minutes:seconds. Time stamps
have one-second granularity.

ID. The event ID. The prefix A or B identifies the controller that logged the event.

Code. An event code that helps you and support personnel diagnose problems.

Message. Brief information about the event. Click the message to show or hide additional information and recommended actions.
Ctrl. The ID of the controller that logged the event.

When reviewing the event log, look for recent Critical, Error, or Warning events. For each, click the message to view additional information
and recommended actions. Follow the recommended actions to resolve the problems.
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Viewing recent system activity

The activity panel in the footer shows notifications of recent system activities, such as the loading of configuration data upon sign-in,
events with the Resolved status, and scheduled tasks.

To view past notifications for this PowerVault Manager session, click the activity panel in the footer and select Notification History. For
more information, see Viewing the notification history.

2E 7|5 5

2d 7|F I 22 0| PowerVault Manager M2 X|'h % & L &S HOJFLICL THS HES AF8SI0| LIZE 258 dHE = US
L|Ct.

View notification history

—

Click the activity panel in the footer and select Notification History.
The Notification History panel opens.

N

View activity notifications, using the navigation buttons.

o

Click Close when you are finished.
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connUnitLocation HE 750l 92 SO CHDH /UK "E | 7|24k BI|2HE| K| 22 2K
connUnitEventFilter Ol HZ RAOM 7| S O|HE MUZE | 7|22k HE(8)
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connUnitNumEvents connUnitEventTablel| ¥ O|HE O|HIE ®O| 3 7|0 }2} ChFat
AL
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connUnitRevsIndex 13} connUnitNumRevs AFO|Q| Zf EEFAMIB22 K Q| Q& ME Z& &
connUnitRevsEntryO CHoF 13 2} =
connUnitRevsRevId connUnitl| 7+ @A JH HHE S Al | ZE HHS X|Hot= 2A1E. 28 QEE
St= S=2ME EX L A = Qe ER XX RAAL
QEEIQl AEf 2 B EL|CH
connUnitRevsDescription 08 A YK|St= +d QA0 HHE | EE FAMIB2.2 K Q] 2 & M7 H&E &
Zotet= EXY TEA| =
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7| Ef 22| QIE{H o] A 141



H 30. FAMIB 2.2 K|, M 9! Z+

7

nx
o2

connUnitSensorIndex

14} connUnitNumSensors AtO|2| 2t

connUnltSensorEntryoﬂ I:H st _T‘_-|9|—

HA
E™FAMIB22 Ko o F N&E HEe &
=

connUnitSensorName

F2 QUK AIRSIEE o =&l M Q|
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connUnitRevsindex
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2E2X| HEEH CPURE(HEED A)

2 HEEZQ HE WE HE(HEER A)

3 2ER[X| HEEZ O EE EMHEEY A)

4 AE2|X| HEERO AE W HYU(HEEZ A)

5 2ERX| HEEZQ ZE 7|2 T (HEEZY A)

6 HZ2 HEZ2 Q| FPGA AE /1™ HEM(HEER A)
7 AEEX| HEERQ EH AE I HT(HEEZ A)
8 CAPI 78 HH(HAEER] A)

9 e HEEH ZE JWE HE(HEED A)

10 e HEEZ S 20 AE JE HEU(HEER A)

1 Y7 HEER O AE WY HH(HEEY A)

12 CPLD ZE /WX HH(HEEZR A)

13 SHEQIOf 7HE HH(HEER A)

14 SAE QIHHO|A BE HE HHE(HEZY A)

15 HIM WS HE(HEEZ A)

16 WEL QA RFHHEED A)

17 DAE QIEHO|A SHEQO(E) WE HT(HEER A)
18 ClA3 QI HO|A SHEQO(E) W HAH(THEER A)
19 AERX| HAEER O CPU RE(TEER B)

20 HEEQ HE E HYU(HEED B)

21 2ER[X| HEEZ O HE EM(HEER B)

22 AER|X| HEERO| RE N HHM(HEER B)

23 2EZX| HEEHL AE 7|2 +=FE(TEEY B)

24 HZ2 HEZ2 Q| FPGA RE 74 HEM(HEER B)
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26 CAPI 708 HH(HEEZ B)

27 e HEE 2 ZE JE HE(HEED B)

28 2e| HEERQ 2E ZE VWY HE(HEER B)

29 Y| HEER S AE WY HH(HEERB)
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4 REE 2Z X(TEERYB) 2E(8) 25(3)
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12 HIHAIE o MA(HEER B) | 2E(8) H2l(9)
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connUnitPortindex connUnitPortName

0 SAE LEQHEEY A)

1 SAE ZE(HEERB)

2 DAE ZE QHEEDB)
3

3 DAEIZE

PowerVault Manager0i| SNMP O[HII E 22 71/d

1. 2EZ|X| A| A" O] SNMP ME|A T2 5tE| 0] JLEX]
2. SNMP E#2 g5t gHd3te H—IE# AlAESE AH
3. MEHAISIO 2 SNMP EE =418 ALK A™E ?gzwlcr Afﬂﬂ *7+ =7, AKX

[

SUYLCH AIAY 2| T By w2 WP YAS AT,

M
il
pg]
Ot
izal
>
to

SNMP 22|

AlAR O HHE ED 75 H AE2[X] A|ARIO|M SNMPE 2/ 3}6|{OF THL| C}. Enable or disable system-management
settings | O| X| 468 EZSHYA| 2. SNMPV3E AL St AE2|X| A|AR-T AEZ|X| A|AHIO] BN ASHAHL AE2|X] A[AHIO
AN EWE AT HEQT 22| A|AE B0 SNMPV3E A OF BtL|CF AEZ|X| A|AEIO| A SNMPV3= Adding modifying, and
deleting users T O] X| 410] A& CHE SNMP AFE XL AE A4 R AHES Soll +EELCH HEYT 22| A|A=0| S YD AHAL
HOZEEZ A ABE ?“33H0F gL ct.

MIBE 7™ 22{H www.dell.com/supportS & ZESH AL,

(=] |..9.

FTP 2 SFTP A8

EIOHO|H " 7|7tE CAT Hs SHE CHREESH D HYOE YH0|ESHY| f2 7|2 QE I 0]A = PowerVault ManagerO| X|
OF FTP 9 SFTPE ARSI E O|2{St ZHS 438t HOt OIS A QU 7|2 A& %

®|11:E: SFTPL 7|2 X0 2 2A3LE|0| YO0 FTPE 7|25 02 H|&AM3}E 0] Q& L|Ch

L E: O #E0|M SAI0l 271 O] 2| YU S A =5HK| OHMA| 2 M 20| Y S Yoot Hufe &= ASLICL 53] SAI0f 274
Ol¢2| OIS YUH|O|ESHALL HYYO RHOIE S A|AE 28 22 ESHA| DY AL

M2 2EOCREE

Al gl0| AH 2RIS TEts o £80) 8 + SIS N2l 22 C0/ MBS 2y B8 & YBLICL ALl Fp e
= SFTP QUE I O| A0 HMASEY get logs HHZ A 0 SLICH 2t 220 Afelol & HE
E27t BF 220 LEIO|HM get logs BH2=E L3S Zol= YHE THEY zip THUO| L2 2 EEL|C

CIHIO| A HEf ROf(A|AEO| 7|2 4B ! 7144 T|O|Ef 23

Z4HEEZ|MC EO

HEEZQOME 2

7AEEZOICIHO 2O

HEZ 2o HE 2 AR AIHA HA|)

HEZo| 9¥ OF HL(SIH 2F 24 A))

HEZ2{o| CAPI =X
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>
o
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_I_,\J_J}'_J.,\'__I_,\'_J}'_

o
Lk

|2t FTP/SFTP S2210|IEE AFRSHL|C} Ul 7|8t FTP/SFTP 2210|HE = Rt E 38X %S 4= &L L}

AMABI 2O CI2EE

AMA"R 2OE CHR2E2ESE{H CHS BAHE AU A 2.
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NAg AESeio YEYD EE P FAS HOIYPLITHL HESH HEYS BE 752 RIS,

=
c. 2Ol ALXIO| A FTP QIE{HO|AE AL E AHE HBHO| UeX| ZQIBHLICH AFE X} 7
M TE I E(Windows) EE= EHO|E FUNX)S €10 213 mto| A C|HE2| 2 0| 5L C}.

F o=
3. L3S Y=gyt

N
0%

sftp -P port controller-network-address &

ftp controller—-network-address

sftp -P 1022 10.235.216.152 £&

ftp 10.1.0.9
4. FTP/SFTP QE{HO|A AL HTHO| U= AFEALZ 2O QI8 T}
5. Cr22 YL
get logs filename.zip
gﬂﬂ fir/ename% 205 ZEdtes Y YLICH Dell EMCOIM = A|AE, HEE 2

EL

i

A= It e of

rr

get logs Storage2 A 20120126.zip

o

=2 T =
b. AILEOM FTP/SFTP ME|A7F 2 otE|0f QUEX] SHQITLICH A|AH 22| 28 2dst 2= H[2EsE HXoHAIL.
N A

fjo
>
op
it
N
fjo
i

FTPOIM operation Complete MA[X|ZF BA|E W77FX] 7| CHRILICE SFTPOIA & BIA[X[7F BA| | K| Q&L CE CHA 21 4

O A2 5™ get HHO| HhEbE|L|CH
6. FTP/SFTP MM E Z=2%L|C}
D|=E: 22 0HAS 2 H zip UM 2= SHASHOF e LICE ZITHCIOIE & ARSI T 2X
ol
=

store_yyyy_mm_dd__hh_mm_ss.logs Tt Y-S EHOITtL|C}.

Transferring log data to a log-collection system

If the log-management feature is configured in pull mode, a log-collection system can access the storage system’s FTP or SFTP interface
and use the get managed-1ogs command to retrieve untransferred data from a system log file. This command retrieves the
untransferred data from the specified log to a compressed zip file on the log-collection system. Following the transfer of a log's data, the

log's capacity status is reset to zero indicate that there is no untransferred data. Log data is controller specific.
For an overview of the log-management feature, see About managed logs.

Use a command-line-based FTP/SFTP client. A Ul-based FTP client might not work.

21 4% A|AH0| 21 Ho|E| M&

EI T AMAH 2 HO|HE M&SHH T CHS THAE ™M A .
1. PowerVault ManagerO| Al FTP/SFTPE A2 &H|E gtL|Ct

a. A|lAE HEEZO UERIAEZE PFAE &QIBtLICHL ZHEED HERA ZE 7143 FXRSHYAL,
b. A|2EO|M FTP/SFTP AMH| A7} 2HdBtE|Of K] 2QIgL|Ch A|AH 22| 47F 2da
c. 20T ALEXIO|H FTP/SFTP QIE{HO|AE AL S AR 0| U=X| ZelgtL|Ct A
A2,
2. AT A2H AN HYE T2 T E (Windows) F= EOlE ZUNX)S 2 &2
3. OS2 £g o)

]
E_I
ne
10
=
0%
-

v
Hm
i)
tu
o

sftp -P port controller-network-address &

ftp controller—-network-address

sftp -P 1022 10.235.216.152 £&

ftp 10.1.0.9
4. FTP/SFTP QHMO|A AFE JTHO| A= ALEXZ 2aQlgtL Tt
5. tta2 YL CL

get managed-logs:log-type filename.zip

°|oj= Chgat 25Ut
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e log-type2 H&Y 271 H|O|EQ| RS X|EE LT
o crashl, crash2, crash3, or crash4: 2EZ[X| ZAEER Q| Y 7IX| & £ & otLt
o ecdebug: S| HEEH Z2O
o mc: 2| HEEZ 2O
o scdebug: 2EZ|X| HEEZ EO

o filename H&E HIO|HE Z2tdts THL YLICEH Dell EMCOIAM = A28, HEED B ER
Z4S HRISHL| O}
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get managed-logs:scdebug Storage2-A scdebug 2011 08 22.zip
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CH22EE I3I0|E1 ME +=10022 1YE 0 4 8l MEE H0|H I 37| A . HEZ A
= M8 7tse 2E I31|0|E1( | 67 2)E dMSt=E AYLCE AR 8IS R A4S XG50 CHE AlZH HRIE X8 + AS UL
X = AlZFE217F 1007} 0| 40| 155 ’.‘:*."éoﬂ 24X A2 ™ HOo[E 7k 100712 ¥E 2 HAE LT

A1 oh o= Cf5 offof EA|E B2 2 HIO|H MEo| Wit £ 0|52 do| gLt &9 &
AlB|Z AEE|X] A|AECLI 7FO/E0|M disk-hist-statistics 7|2 R0 et &2 HXSHUAIL.

4l get perf %' IS AH8SI0] AE2|X| A|AFO| RE C|AF0f Cfeh 7| 7HE
EE= 7|EtERAF O Z2[AH O1M 0 7 27| 2I3 csv A2l

"sample-time", "durable-id", "serial-number", "number-of-ios",
"2012-01-26 01:00:00","disk 1.1","PLV2W1XE","2467917",
"2012-01-26 01:15:00","disk 1.1","PLV2WIXE","2360042",

HHE 7|dhFTP/SFTP 22I0|HEE AF2 LT Ul 7|8 FTP/SFTP 22I0|HE = 2HE81X| &2 5 UELICL

JIZVEB L2335 SAH AM

-

71ZtE ClAT d5 SAE AMSI2H CHS THAE S3SHU AR,
PowerVault ManagerOll Al FTP/SFTPE AHE % &=H|E BfL|C}

a. AMAEIAEERQ HERA ZE PFAE SQIYLICH AEZY HEYT ZE 742 BRSHUAL.
b. AXEO0|M FTP/SFTP MH| AT 2%t E[0] A=K §.°|°“—|Ef ANAH 22| 48 g2dst e
c. Ar83te{= AFEXIOA FTP/SFTP B I O| A ALE #BHO| Q=X &It LC AFE AL =7t ==
2. ¥ ZTETE (Windows) E= HO|E FHUNX)E €2 EJ ot Cj& ClHEZ 2 Ol 5 LT

3. L3S Ysgyct

H=d

N

sftp -P port controller-network-address &
ftp controller-network-address

o€ =0, ch=2a 254

sftp -P 1022 10.235.216.152 £+

ftp 10.1.0.9
4. FTP/SFTP QIE{H|O|A AR HDHO| = AFEALE 2 Q1%L
5. [I22 L}
get perf:date/time-range filename.csv
o0l = Ch&1t Z& L Lt
e Date/time-range= & At2HO|M start.yyyy-mm-dd.hh:mm.[AM[PM].end.yyyy-mm-dd.hh:mm.[AM|PM] @A S 2 &% O O]
Eol AlZt HQIE X EeLICt EX1E0= 380| glojof BfL|C,
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A

e filename.csve O|O|H & ZatSh= DU 2 LICE Del EMCOM = A AE, HAEEZ X HWt A

= dgHL;

i

SEL

rr

ot Ol ES AHE

e

get perf:start.2019-01-26.12:00.PM.end.2019-01-26.23:00.PM Storage2 A 20120126.csv

FTPO|M operation Complete HIAIX|Z} EA|E WH77HA| 7| CHE LI SFTPO M= HIAIX| 7t EAIZ| K| BE L A L2 2 E
7t 2R E|H get HHO| BrebE L[L]

6. FTP/SFTP MM S ZSE%LICE,

Al AR 8| E® HO|E| 22

K@ AXL 07} 2ME @t B2 A2HOM £5 /0 2= HO|H(S|EY HO|E2t1E ghE L2 Eg = S LT 0] 40|
BHE 8ot H AE2|X| A|AE FTP/SFTP QIE H|O| A0 HMASID S| EY S o) 21 7hq7| FES AME5to 21 0t
LS CSVEMR IR EGLCE DU & F HEEY 72 X 72 SQt2| HIO|E 7t ZEE|Of ASLICH.

—_

PowerVault ManagerO| Al FTP/SFTPE A% &H|E 2Lt

a. A" HAEEO HEYI ZE PFLAE QLD HES HEHI ZE 742 RS,
b. AX"OIM FTRP/SFTP ME| A7t 249t E|0f A=K =HRIgL|Ch A|AH 22| 27 2det £ = H|

c. ALE3tHE= AFEXOA FTP/SFTP QIEH| O] A AL ZSHO| QEX] ZQITtLICH AR AL =7t =78 8 41K & F =oAL,
2. BE ZEZE(Windows) = HOI'E F(UNIX)E €1 21 opo| Oy LM EE| 2 0| SELIC}

3. Ct=2e st Ly,

o= -Hd7d-

sftp -P port controller-network-address &

ftp controller—-network-address
o & S0, o3 Z2ELC.
sftp -P 1022 10.235.216.152 E£&

ftp 10.1.0.9
4. FTP/SFTP QIE{H| O] A AME EBHO| A= AHEAIZ 2O Qlg L T
5. Ct&= YUt

get logs:heatmap filename.csv

o 7| M filename.csve H|IO|H & Z2t5h= T & LTt

g =0, ch2a 254t

get logs:heatmap IO density.csv

FTPO|M operation Complete HIAIX|Zt EA|E WH7HX| Z7|CHE LI SFTPO M= HIAIX| 7t HAIZ| K| GEE L T T2 2 E
7t 22 e get HYO| HhHE L CH

FTP/SFTP M2 SEe L.

9o o] =

2l 28, E2t0|E QS 2N & B&, C|A39 HYOof HH S YUHOIEY +
Z

AN
£ A|2E0| AL PFU(Partner Firmware Update) &410] 23tE|0f A= 42 ot ZIEE2{0| HYOfS YO ESHEH A|
DtEL HEE2{o HAYOE X522 YHO|E-ILITt PFUZL HI 2GRtk
EH AEEZQ PF20 225t " AEE M E O] HY O YHOIES A3l OF T LC.

HEfEFH HQlof o
EE A& T & glELICH HYO S LHO|ESHY| Mol A|AE Jie TiEo| AEf QI oA X|HE 2XIE sl Zslof &L
C}.

o ZEHYE|X| 2 FHA| HIO|E{ 7t RS HY O HHO|ET THE|X] RELICH B E UHO|ESI2H HX ZGE|X| &2 {0
HE WA A ®AHBHOF & LICH clear cache H O CHE AbAM|TH E 2= Dell EMC PowerVault ME4 A/2[Z= A E 2| X] A[AE
CLI 7fO/|EE ERTIHAIL,

o C|A3 OF0| 2= ZL HIYNE ACIO|ESI7| M| M8 A7t AH2|x|= 22X E sfAsH7| 2l 7|& X0 22lsHMA|2.
2210 AHO|EE HBHOZ ¥ H W2 /0 &E 7|7H2 MEisAA| 2, O|FH A S5IH UM 0| EJf X|Clist M&SH 2= E|
O AlZHX=THZ QI SAE Gl O E 2| 0| M0| BEHE|= AS EXE = ASLICH 29| 170 & A O Batch 22 X 2|3}
= A2E2|X| A|AH-IO| AOO|EE A|ZSH SAEQL AEZ|X| A|ARCS HZHO| B2 == AUSL|CH
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=
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HEES 2& "o HHOIE

0|5 HEEH AM2HOM & HEEY Z52 LT HYO HTS HASHOF SLICE SH MES| AE2|X| A| L2 SESHAHLE
=27t HYof HEH S JAsoF LT A2 2N SS UMM 22 HA TS REoI0] 4 HEEY Z=2 AN E ¢

HEED 25 Hellof YHIolE

‘H o HAO oS 7HHpM AFH Es HEYI0 CHREESLICE
PowerVault Manager®| Al FTP/SFTPE A28 £H|E $HL|C}
a. MAEIHEEZQ HESQA ZE PFAE SQYLICH AEEY HEYT ZE 7142 XS .
b. AIAEION FTP/SFTP AH| AT ZHEBLE|O A EX Iﬂ*olﬁ”-llir AAE e 4 2det B H Y E #X f 'AIQ
c. AHE3t= ALBXIO|A 22| BHY Y& AL #ot X FTP/SFTP QIE{H O] A AFE HTHO g
A AN E BRSHUAIR.
3. 2E2|X| A|AH0 Y HEER 7 AT HRO HHO|EE AIZSH7| M| C|A3 OAF0] Cist /08 SA[LIC
4, HH TETE(Windows) FE= EO/d ZHUNX)S @10 2% HYJof oto| Zetel C|AEZ| 2 0| SgL|Ct
5. CI2S gLt

aE 1E'= HeOIE U0 ESH2{ B LIS THAE AU 2.
1
2

30
rir
Ral
fot
o

sftp -P port controller-network-address E+

ftp controller-network-address
o€ =09, chaa 254
sftp -P 1022 10.235.216.152 E£&

ftp 10.1.0.9
6. H2| G AP AL A W FTP/SFTP QIEHO|A AL HTHE K| AFEXIE 2 1%L Ot
7. CHS2 et

H=d
put firmware-file flash
HellolE U0 ESt=: S HE FIIE +d5HHU ZEES S AIZSHX| DR A 2. YHO|EZ} STHE|HLE HA
ZoH7t ZY5H 2 F0| X-F5}%| = ASLC of ZH|7H ZYSHH 7= X0 oSt A. HEZ2 2 Y S 2lsH
O

2 SE0 HEsor g ==

H

m
Bm

| -

DX U HAO HES ZESIE D Sl H*+* Code Load Fail. Bad format image. *** HA|X|7} EA|
HEXIZFTP/SFTP ZE T EJ} CHA| EA|ELICH B EE REL|X| 2&EL|LCH

09—

®

HYo| YOOI E& Z[A CPLD HRAIO 7} U= HEER{Q| B2 LEHH o2 1020| 28 &M, 5t2| CPLD HYO 7 U= HEEY
o| R 2020| AQELICH HEER ASZX0 AEZXN7t HZEE AL0= &% 2E2| Zt EMP(Enclosure Management
Processor)7f e IEEI = 7L A|ZHS 5{8¢gLtt EBto|E OI—E-EJHQI Z+ EMPO]| CHH E% 2% 30&7t 2~ Q ELIC}
(D)|=E: Windows FTP/SFTP Z2t0|HE S ALE3t= 22 O YH0|E F0f| 22t0|HE = FTP/SFTP HE2(H 0|8 2|

Ll AZt RN MO 2 QS| FTP/SFTP AlA40] SEHE &= AU LICH 0] X7t X2 & M PowerVault Manager= AHE35}0]
O O|EE =Wt CHE SE0|AEE ALESH7{LE CHE FTP/SFTP O Z2|H| 0| M2 AFE S EMA|L.
AEZX| HEESE YHOIEY 4= GloT AN O|E X A0| FELICH FTP/SFTP ZEZET} Hhet| X| IO M FTP/SFTP A
MES SFSHD CHA| 22008 IEF.%HfE el IS KGR =X =elstn HHOo|EE Bt=¢t | Ct O] 27k X £ & B 7| =
K20l 225t Al2.
EH HEEEO HAO ALO|ET AZRE|HFTP MMO| sftp> ZETZEZ FO0t7t 22 MCOf| CHSH FTP/SFTP A4 0| EHgl
L|Ct. 22| °|E1ﬂ1|0|iE ALESH A|AEIZ B LIE S A 0| ET} °1X1| 2= E|=X| ZISHHAIR,
PFU(Partner Firmware Update) 7| 0| 2-d2tE 42, £ HEEZE & F YH0|ESt= Ol 5~20&20| o AEL(Ct

8. FTP/SFTP MM E SE2RLICE
9. # EZt2KX 2| I|AE X2 ChS PowerVault Manager0f 21 Q1gtL|Ct,

A2 K
=
23015t= AEEZ 0 PFUZL 2 SO|H Tzt A0 PFU LM EO| EAIE|XD PFUZL 2t2 2 W7HX| LHE 2 S 8 5
O-lﬁL_||:|.
= .
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= E: AJAEO] PRUZH EASHE|Of OB £ HES o)A HYof UE|0|ETt HRE S AAH MRS olg
AE§7} A4S HB10| D AEf 0|92 HYYOf HHO| SHLZX| S HOZ LIEFLY, SHLE Be|of THUS X HHEX| 2
LIct Of 2H7} K& /% 7|2 X 20| 2osHAIL.

5

SR ASEXN =~ 27H°| S RES EZEe = JASLICH 2 =E 2-F0|= EMP(Enclosure Management Processor) 7} Z8HE| O QL
si|= Yo A Z XI5 YO0 EE LT}

S5 RE U S20f BYO YHlo|E

g s A EZ0 HYONE YHO|ESHH M ChHZ HHAE AT AI2.
1. oY HAYO oS 7tHAM AFH s HEYI0 CHREES LI
2. PowerVault ManagerO| Al FTPE A2%E =H| S Lt
a. AMAEIHEEZQHEQI ZE P —’F—i% SoIgtL|CH AEZEY HERYA ZE 743 BXRSHUA

|2.
b. AABIOA FTP AH[ATL §“‘"§f5|0‘| AEX| =OIBHL|CE A|AH 22| 7 23t = HZYTE BRSHUAIL.
c. AMEE ALEXOA 22| ggt Hot 3 FTP IE{ M O A HPHO| JA=X| 2 RIBFL|CF AFEAE 74 =7 8l MK E &XRSHYA|2.
3. DESY D=2 YHO|ESt M L3 tHA 2 0| St Al 2. A FX| 2 M PowerVault ManagerOfl Al RICIO|EY 2t =& 2=

o| XAE SHOIBHL| Y
a. T8 27| IE0oM EE0|E QIE R X E MEHSHL|CY,
b. 922X &4 BHO|A ZtEMPL| {2 ID 2 EF D 242 7S 2L CHO: 0 2 63,
7|2 HAO|H HA IR IIEL HEEZE S EH?HI 74§°'L|Er Dell EMCOﬂ A
of LBEA YOoE ’“0*% #%"%* Ag AETL o
4, NAHQ CHY HEER I o™ HY O YAH0|EE AES7| Mo C|A3 &0 tistI/0E SX|EL|CH

5 E%E_(Wmdows) ce E1D| o ZHUNIX n 2Eg Heo mtelo| ZEE C|AEZ 2 0|FTLCt,

mjo
ruQ

ftp controller-network-address
oE =09, thaat 254
ftp 10.1.0.9
=
8. L= XY & 3H—fE *3"*f*')\|51
o ZEHY DRSS YUHOIESHHT CHZS YHTLIC
put firmware-file encl
o S AT ZES YHOIESZE L3S YHYLIL
put firmware-file encl:EMP-bus-ID:EMP-target-ID
HelolE U0 EStE S HE FI|E +HSIHU ZEESH S AIZSHX| OfY A 2. HHO|EZ} SEHE|AHLE HEA
2 ol

=

=T
Foli7t 245IH R 80| ZHS31X| @2 + ASL Ef Of X7t ZM5HH 7|= X| 4o 22lstHAl. =22 Y-S 2fH
BES ST HESHor g == ASLIC

ety o2 E20lE QIZ 2N Z EMPE /IO Edt= H| 22 307t ZELILH 2= 2ET} bR | QUCHE B AIX[7} LtEHE
W7tX| Z|CrE| M A 2.

|0

T E: YHO|E7F HufistH SHE
A& 2ol A2,

oE!
o
<

El

te

mjo

A GH=A 2Ql5t HHO|EE CHAl A|=FLIC &£ CRA| HIHSLE 7| &

=

9. EF &Y ZES YHO|EstE B YUIOIESOF & LI X 2t 25 24240f L3} sEHA| E BtE Lt
10. FTP MM E Z28L|C}
1. YCHIOIEE 2 2 250 SHHE O HHO| A=K| 2elgtL Ct

Cl23 EHellof YHoIE

220 A &2 HOf oY S RESHO C|A3 HYOE YOI EY = ASLICE
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+ UEEY T otLoM CIA3E HHOIEY & ASH|CL

——

®|-‘-:E: 2EZ|X| AL s ST ZE| C|A300|= St B0 /4 E HHO| A OF gLt

= CA3E YHO|ESIALL £ LA R ANO|ESLES X[ Fe 5= AFLILL ZRE C|AIES °*E1I0|55PE% X785t A AH
of = 0|2 C|23 RYO| A= BF A|l2HC IE': ClA30)M YHO[EL A= ELILE YHO[E= E|A3 70| mt Ak X[}

£ ClAZ0| MO 43I0 Ch2 90| C|AZ0|AE AmjgLic

AUHIO|E EH]

N &

ST HAYO DY S 2 = HARH £ HEQA0 CHREEFLCH
. C23 ME=gA e HBME &ESH Yo FO0|E = ClAa=o| MAZ ZICHIt 70F St=X| 2 QIS Al 2.
3. HYOZI MEElE= R BECIAIAE °*E1|0|EOPE1E CHE CHAIE AL 7&'°”o+*'A|9
O 42 42, PowerVault ManagerOf| Al H[O|Eg 2f CIATO| QIEZEX HBt &8 HS E =olgtL|Ct
4, PowerVault Manager®| A FTP/SFTPE A2 &H|E gL Ct.
a. A|AH AHEEZRQ |_-||E°_|5_iE|P §§F0|_I6PL|Ef
=X .
c. E:L‘al%* AHEXHOI A FTP °|E1MI0|A EA %Z M'E 0| UK IBtLICH S YT HHE AHESHH FTPRL SFTPE
DE ALY IS MEY = UASLICH
5. AEE|X| A|A”0 i3t I/0E 3II°”-IEF YHOIE = E% E2E2 YNEHOER TAEQ WM AT =
HOHIHE SAEONMI/0 LFE EBLICH °*E1I |E = A

£

1S LICH 1707t SR & X

ClA3 EHHof YHIO|E

ClA3 HYUoE LU0 ESHA T Lt BHAE At A2

1. oS HYYO Y 7HMAM HFE E= HESIO Tt gL o
2. PowerVault ManagerOl Al FTPE At8& &H|E fL|Ct

=

o MAHZESE0|UESI HE P FAS HOAYLICL HESD LT TE 7Y HTGHIAIL,

b, AIABOIA FTP/SFTP AHI AT} SHYBHE(O] QU] BHOIBILICE AIAR 22| 87 248} Eo B 258

o. ALBBIBlE AFBRLO BE| EHE 97 ALS HeH 3l FTR/SFTP QIE{T|0| & AF A3H0| QLEX| BQISHLICh ALR X} 27t 4
Y 9 ATE B ESHIAIL.

3. Y ZTEZTE(Windows) E= HOE FUNIX)2 @10 2= Hof opo| Z=3tel C|AER|2 O] 5L T},
4. CtSE Lt}

sftp -P port controller-network-address EE=
ftp controller-network-address

o€ =09, chaat 254

sftp -P 1022 10.235.216.152 E£=

ftp 10.1.0.9
5, 2| B AF ALE H S FTP/SFTP QIHL|O|A ALE JetE X
6. CtS &Y & stLIE 3 AI2.

o HAOIIHEE|= FYL ZE CIAIE YHO|ESt T CH2S YHe L

o AFEAtZ 2 QIR O

put firmware-file disk
o & S0, o3 Z2ELC.
put AS10.bin disk
o EXC|AIEZ QYCO|EBIE T [} S YRBILITH
put firmware-file disk:enclosure-ID:slot-number
oS =0, ch3a 254
put AS10.bin disk:1:11

Hello] YHIo|E S AZSEX | MEAS AL f7f 7Lt HEES S A ESIX| O A 2. YH[O|E7} STEHE[AHL H
2 Zol 7t EASHH C| A7 HS5HK| g2 + & ASLICH o 2X7L E45HH 7|& X|#ofl 225t A 2.

7| Ef 22| QIE{H o] A 153



B 7t 2EEE|= o= Ho=z2 2 Jd= AQEL|CH FTPO|M operation Complete HA|X|Z} LEEFE WH7HX| 7| CHE
L|C}. SFTPOIM = I)\IX|7F i_t IEIXI &Lt

LE: YOO|EZ} HulstH 24}

X 2ol 225t A2,

£ 8o oS XEAEX| 2ot HHO|ES Al A|=gtL|Ch &= CHA] ZTiSHE 7| &

=1

7. £ 0A3E YU|O|ESl= 42 YUO|ES L X| C|AF Zh2Zbof Cisf 4THA E gtE gLt
8. FTP/SFTP MM S ZETL|CL,
9. YHO|EE ClAaQ| MES 2Lt} 7{OF ZrL|Ct.
a. PowerVault Managerg A%t & HEEE 2 F TELLCL
b. Dell EMC PowerVault ME4 Series 2 E2[A] A|2 B HfZ Zf0/ 0| HHE OHE 2= QASEX Q| MAS ZCH7F HLCh
10. 2f Cl2329| RN 74E B 0| SHHEX| 2olgtL|Ct,

Hot S M 2%

A2EZ|X| AARE OtMSHHIO|H A2 o] 17 QB AM AFE2 X[ YsH0 o AER[X| A|ARO| ZE|E| 2 JAZS ALt
ABMAMELS LA HEED ZE A MHOAM AEE[= HTTPS Z2EZ0| HEE LICH

CLIZ AFR3I0] AEZ|X| A|AHIO| HOF QIZSME OtE = [ Al FTP/SFTPE Arﬂom AI*E"Oﬂ AFEXXE QIBME EX” = U
SLICH ABME QABSM oY Sl AR 7| oY Z L ELICH QB A= OpenSSL S5 AHESIY Tt 4= O K E 8| 0F L Ct
APEXLXE QIBM7L EXE HEER ZES WASIHIIEL HEEZ I XAIES2R OI"H TR LHI HEEZ =0 X2

Hot QIS ME HX[SH3{ T O3 HHA E sASIM A 2.

PowerVault ManagerO| Al FTP/SFTPE A2 &H|E gLt

a. A|AEHAEEZQ UHERIAXZE PFAE AQYLICL HEED HERA ZE 72 BRI

b. AAEO0|M FTP/SFTP MH| AT 2%t E[0] U=X| SRl Ch A|AH 2| 47 2

c. ALE3tE = ALEXLOA el Y & AL #ot X FTP/SFTP QIEH O] A ALE ATt
X Ol AR 2 AFESIAIAIQ.

—

2. HH TEZE(Windows) £ HOIE HUNX)2 €10 Q5 AM Ot0| Xt = CIHEZ| 2 O|FTHL|Ct
3. CtSS "ot

ftp controller—-network-address

ol E =0, th3a ZELL.

sftp -P 1022 10.235.216. 152 EE=
4, #e| B AR ALE Hot W FTP/SFTP QIH T O| A AHE A2 K| H AFEXLE 218t Tt
(o]

put certificate-file-name cert-file

O 7| M certificate-file-name2 §78 A|AH Q| QIF M It Q| O|F &L L.
6. CHeg YELch

put key-file-name cert-key-file

07| M key-file-name= E7 A|ABIO| EOt 7| I 9| 0| & & L|C},

7. M 22 ISME HEoSI2H + A2l HEEHE 27 MAIFELCH

SMI-S Al
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O] &2 SMI-S(Storage Management Initiative Specification)2 S| AE2|X| 22| 0§ Z2|H0|M- &2|8h= W E QT 2H2|Xtof| A|
780 HEE HI Lt sSMI-S= SNIA(Storage Networking Industry Association) EE2 2, AEZ|X| HEYT U AEZ|X| C|H}O|
2 43 28HoR T 5 U o FLIC.

®

L E:SMI-S& 5U84 ANZEX 7t HAE A|A-IO & X| Y& X| $&LICE

SMI-SE EEE H2|E= o] 2N L2 ZEEE, MES AELX HEHYAL 2 78 o4 R0 Ofjst o 2K X 222
DHISLICE O AFZS SNIATH AER|X| B2| 22 NS B38| 9I8) A4 iﬁ'—| C} SMI-SE AtE5IH 22| OH%EVHOVSW =l
Ol 5 AR7IOILERE O] SE Ml AER|X| CHO|AE Al&stn QHYM o = X| g 4= YELICE SMI-Se AEZ|X| 84
£ 35 9Hgol ot R E ZX[St el

FRSMI-S 7d /A

e WBEM(Web-based Enterprise Management). E{ 20| = HFE 2HZo| 2| E SEot7| 2o /L= 22| W oA BE 7|=

M E. WBEMO|| = CHS AtQFO| = 3hE Lt
o CIMXML:CIM 2242 Bl IAEAS LIEHY = O AFH8E 4= /= DTDE EF5hs XML 825 FolgtLCt
o HTTP/HTTPSE &% CiMxml ZHY: TS A LS 22 AL &l= HTTP/HTTPSOI| thet Civ 22| i E & FLl gL Tt

e CIM(Common Information Model). WBEMS| Ci|O|Ef R R QL|CE A|AH W ERQS, o Z2[AH0|M, MH|A0] Cist 22| &l At
MOl Mo|E HIstH 3 UM 2ES S 2TILICE SMI-S= AEZ|X[0f CHs cime| s A QI L|Ct 2K X| &k 7| &2 AFRSHY O
0|E10| LoE oot xR E 7(1|4—°“—|':f CIMe| RAF Fo|8t= O AHEkl= BEFE 210l MOFY LI CE.

e SLP(Service Location Protocal). At T+ 10| A/ E 3 7|Ef CIHFO| A0 22 FY W ELQ|T Q| MHIAE FE = AUSLICL
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RAID selection

A pool is created by adding disk groups to it. Disk groups are based on RAID technology.

£ AEX| ALE0|N HESR| 9A2 0 FHE HBLICL Z HESLE
840 [A3 181 250 YO B YTRC0| FHS U M52 BHAIIE

The following table describes the characteristics and use cases of each RAID level:

RAID level Protection Performance Capacity Application use Suggested disk
cases speed
RAID 1/RAID 10 Protects against up | Great random /0 Poor: 50% fault Databases, OLTP, 10K, 15K, 7K
to one disk failure performance tolerance capacity Exchange Server
per mirror set loss
RAID 5 Protects against up | Good sequential I/O | Great: One-disk fault | Big data, media and | 10K, 15K, lower
to one disk failure performance, tolerance capacity entertainment capacity 7K
per RAID set moderate random loss (ingest, broadcast,
I/0 performance and past production)
RAID 6 Protects against up | Moderate sequential | Moderate: Twodisk | Archive, parallel High capacity 7K
to two disk failures I/0 performance, fault tolerance distributed file
per RAID set poor random 1/0 capacity loss system
performance

RAID =&% C|A 3 7|

HES2E Hy 282 0|22|0|H HO|WE B2 HXE|E avB HO|X|Z LHsLICh avB HO|X| & 1% S ERIQIL|C) dajs
2 4MB 919 B[OIE{7} CIA3 10| ZAIEILICE LA 1§09 AE2H0|Z 37| 7}4VB H|0|X| 9 b7} OfL| B RAID-5 E=
RAID-6 LA TE0| M7] 45 As}7t 2Bt ct,
o O 1 RAD-5 LA T0f 574 CIAIJE UCkn M3 ELIC a740] Tl A3 422 AL Th53 822 MFotn 1749
C2 3 4 EH2re Th2|E|of A 8 LTk 2 ElE CIAS 2t0f SAE L A8 TH53 832
C| 2500} 2| E| 2 Mot 17| LA Tele| A QlLIch AN 2 Hhale
S £7) 9/sH 0|2 YA 22 Wo| B HYLIC
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2 ALUA(Asymmetrical Logical Unit Access)2| SCSI-3 &2 &=4=2tL|Ct
2 C|Hio|A AM =0 7<|7H O HXN ZE NEE SAEQNH
PN —|—°”0}01 Windows 3 Linux A|A B0 A ALUAE AFESIE S
AL T StLHE AFBSHUAIR.

WindowsOf| Al MPIO 2 3}

CIE A2 |10 &0I22 MENDS}
Install(2X])2 S&/gfL|Ct
HAIX|7F EAIZ[H Al A Eé.% & et ct,

T EEl0| 22T M MPIO

1. Server Manager”| OF&] &3l F0| Ot 42 Server Manager& A|&fgtL|Ct.
2. el HRolM g W 715 F7HE e

3. 9g W75 F7LOHHAIOIM A 7|8 = 715 7| HX|E MEfSELCE
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1. CtE Z2 020 2X[Z|0] A0 HEFY A A|ZSIER AFEO A=K QIS H CHZ HS AL
chkconfig multipathd on

= =
|9 &[0 0|§L||:f Cr2 e *'oHol.o:I X-Igl- |._T'_:I.Oi

co=2

L HED at% 7rX1%LI C}.

multipath -v3

= odd

%4 2
prio alua
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2K vendor-name
NEZ product-ID

3. OtS H3HZ 25t multipath.conf It 22 CHA| 2 E8tL|C}

service multipathd reload

4. 3 HHES M0 OtE Z 2 H20| ALUAE AH8SHY =X /H| 2 X B2 E 7tMgHeX| ZelgtL ot
multipath -v3 | grep alua

ALUAZt B2 2 9|2 T83t= Ol AEEIATtE 30| #AIEUCE Of:

Oct 01 14:28:43 | sdb: prio = alua (controller setting) Oct 01 14:28:43 | sdb: alua prio =
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e RADT2/2
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= HEEY AEEN.
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Jtset LA, oty = CAT, 88 A0, WY A0 #X

7|2 oj ¥ CI2 A2 AIRSI0] 8|E S50 BA|MOZ O HE|X| U2 D E XJ|X0| HEE|= SAE
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cgjol 29 28 HOIE7t 7ty CIAT OE0M ST 2 LYo CHE C|AT OF HHE XI5 0] 5.
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DSD Egto|E Af CH2 AEZ|X| A|A”RS C|AT 2E&S 2L H S AHEXL ME 715 FHof [}
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SHO|A3, M8 AL0f, MY A0 = HESHYAIR.

EBOD EBOD(Expanded Bunch of Disks). ZIEE2 Q22 X0 HZE =% AEEX.

EC Y HEEDY. SASEY7|E MO{St L SES 7|52 MSdte ZEMNM (A HEEY 28 X S
DEOISAS EHET|Of AZ). EMP X,

EEPROM I Mo 2 X + Ues ZE0H 75 ROM.

EMP IZEXN 2| ZENM. 2, TR 55 A X ™ B, C|239| EXf EE= £t 22 SES O
O|HE M3sts &7 HEEY MEAIAH,
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80

8o

22X

/0 B8 |23 E2f0|= 9 7|E FRUS Edtett 22|13 AE2(X| Clbfo| 2, HEg2 232
S XEEREE S

QAISZX 2| T2 M A

EMP &=,

ESD HHI| @A,

ESM 54 MHA B & |IOM & X,

S| HEEY EC &=x.

S QASEN P E= 2710 2H RES E5t= S EN. S S ENE HEE AFEXN0| HESHY
FItAEEX| 82 MSY == J&LICH EBOD, JBOD &=

SE RE SASEHY| W =YT| HEEY ZE2MA, SAE/SY/MHAZE DEZYQ BT Z2 N
= A|AB! Bl C|HO|A S Z55HE= FRU.

HA|IX of & =259 7|2 S R23st= 250 i RI|X o HMA HY. 7|2 i Y, OpA &=x

=5

I 2 u sS4 &R

Y B MM HUH = AXoZ QEEI0 HEER M S|Y TIELH HEERZ AHE
£ 2|AAO AR M= MUCE 2HE HE|E FAIRLICE 2|20 B 28, 4Al
OOlE, sAE IDH&, LUN ¥ WWNO| Z&HElL|Ct 27 &x,

HOE 5U84 QIS EXOf AHBE|= ™ FRU. Z 12 EX0= PSURL HE2 CHA 719l 20| JASLICH
FC(Fiber Channel).

FC-AL FC-AL(Fibre Channel Arbitrated Loop). C|HFO| A7t CHEter 2 20| AZAE FC EEEX].

FDE FDE(Full Disk Encryption). 2E2|X| A|ARIO|AM ZE ALEXHO|HE EZstE 7|5 B3 7], &
2T, B8 HE SED X,

FPGA AY T2 2 7ts AIOIE o0l M= & FHEZE A= 8 3|2,

FRU Y WM 7ts £ QEEXNE 2| dH|0of 24 T2 gi0] QB = MH|A SHEXID AIZEENE
IHE Y= ME ZE HE QAHIO|AE "FRU" 802 AI23}0] FRU X CRUE 25 LIEFY
L|C} CRU &=

A ClAT A5} FDE &=,

GEM X QI QI 2R He|. QEEXN 7| A 2hF D7 = 22| E BHE = 0. GEM2 &HE 7|
HEERO|M AHERHL|CH

MY Ao Ko7t Y= ClATE DH|SHY| Q8 LHZ et RAID 30| C|AR OAZ 0| AR SIZ 2 0f 2
SoEE CAT AE 7tsst a3, B28te|= C|AT, M8 AL o], 58 AL|0] &x,

HBA SAE HA OHH ZAE QI AER|X| A|A”> 24Ol /0 XM E|2 22X HZ 2 80|81 st T
HFO| A

BAE MHE LIEIL & 7| X2 AHEAL Ho| O F.

TAEOE O = 59| 22| E A =S| sl AHEAL H| ZAE 1E 2 AE ZE AP EE {E
A3 ALK E Sl TAE HFHO| B&st= HEEY ZEQ ZE

EI|Rt AERX| A|ARIO| GZE QE ZE Q8 IEE MHO| Qs 170 OOl ZEO|7 Lt Y E
3 AKX o ZEY 5= ASL|CH

170 2| Xt HEEZ ZEESNMPMIB &

/0 BE IOM &=

IOM A/ EHDEE=I/0ORE IOMR2 HEED R E = &AX 2 EY = US|

IOPS xgH/0 &Y

IQN iSCS| Mtstel 0| &

iSCSI QIE{ 4l SCsl.

iSNS QIEUl AEZ|X| O] MH|A,
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80 o

JBOD "JBOD(Just a bunch of disks)." 2t& Q122X &=

LBA =2 28 FA. H0|H 259| fIX|E A[Yot= Ol AH8 &= F4.

ZHo C|A3 O EFC|O[E Q| Bt JAAMIETL C|AT T FO| CHE C|AT EFJYAMIT BT Qe | AALE XY
AL S0 ClA3 7L ZX|2[X| (g2 B 2 A|AHO| C|AT AF0|M Kot ClAT el ZHY] T
23 E EIAEL D1IErE1I0IE17r K& W7px| CHE ClA3 OAF0|M ALS S 5= SIS LICH i 2 Y
Ol CHot HE X Fo| Atet2 C|A3 HEHHO|H X[R7|0f CHS M AtE & X,

LFF the = HE.

MY OOl AEZ|X|E 7Ha2tst7| /o HO|HE AER[X| 7|&2 ALSHK| St EEN 2 & =2
T8 a0 st AEZX| S5 XE. Md HHS SAEN NS E =2| 0|5 X MEHE =2
B AEZX| 7Ho] n7YEH) 0f L2 A8 50| AL AL HIO|HE =AM E AMS| S E =2H
=50 ML

MY a3z JE M 2E2[X|Q 82, 5§ RAD EltHlo ALESIEE Y E C23 8 M C23 OF
of E%*E' T AE AT ERAD HEZ ZFEL Ef XA E= 2 RAD 2# “"° Argg =
Lot °4 CA3 AE2 HEULAI OE I AN £42 LIEIHES 75*% OlE2l M
EL 0 501"'1—“1# MY EEHE

MY E M AEZ|X[Q] AR StLte M CIA3 AFC 2 Y& 288 HH0l.

LIP Fo XT3t Z2|0E|E. HEERQ RFX DE AHESt= O AHEEl=FC MEIDIEI .3 7| FDE
II 2 C|AT0|M CO|E o 253} Ol 4 =S a|dhe A|AH M4 3t FDE, YSET &,

Fo FC-ALEZ

LUN =2 FR HZ SAE AL EHE 22 A HSt=

MAC F2 O|Cjof AWM A MO FA HEY]R SAIES 2ol HWESRA QHE|o|A0 & E 07 AEX}

el HEEY MC &Z&

/01 =250| ZAE AAHIO| AE2|X| CIHIO| AR BA|L| =Xt ZAE AAHOM SO0 A M A5}
= A2 XY= 24 0T 2380= HM A RAER7]I-27], 47| HE, AN At QlE), =
7177t 280 HM LAY = U HEESY TAE XE TAE A|AHO EH°F =252 M=
LUNO| ZHEIL|C} 7|2 DN T, QAR DHE, 0rA 2 &E.

o2 SAEJL Y SE0| AMASHA] RO E X| ot 25 1S 24, 7|2 018, YA X 0jE &
=

MC 2| HEZE . PowerVault Manager?t 22 Attt ZfH 7Ho| 42 28 Sl SNMpet 22 AF
B Ztol 43 XS HYSL AEZ|X| HEEQ 43 X &Ste ZEMMHEEZ 250
). EC, SC &=

Of| Ef G| O| E ClA3 OF WY = A0 AlE CA3 08 A/3 [23 082 =28 X AWM Z&82
SAE O, %M IJIEI01 AELE* ”ﬂre anrh ClA3g A3 O5Y =8Y YEE MY
St ClA30| A Hmf MEOf Q= G|o[H.

MIB Ze| "5 7|8 SNMPOIAM AEE|E E2|te Ol AH8E|= HIO|EH[o]A, D EEQl 74 84
ZLQISEXN S0 HZAE 2l 2|2 7|2 OFRE SAE OSO|M 2 E0| HAMASHZ| 8 AHE
gLt 3 AE Y/ojd, 28§ &X

== el TH QA7 IS EXN S0 HAE 2 3|2 7|8

mount SAE OSHM 20| HMASH| ] AFERLLICHL 2 AE /01, 28 X

HEQa ZE Ze| HEEZ 7 HERAO HZE HEEZ ZEQ[ O|HUl ZE,

NTP HEZ AN ZEEE.

NV C|HFO|A H|3|2 C|HIO| A HAEE 2] 2-E°| CompactFlash M2 2| 7FE. OID Z4&| Al =X} SNMPO| A MIB

o x| AR,

=2l HolH

2HFHI

2 T = Al HIoOIH &=
A

7t E01E 2717t 2H & 82 =udts 2FS A EE SHEEU=XIE MO{ots 2

176

oo
2
2]




H 43. ME4 Series 20{2| 20| (Al%)

20 Mo|
2H7HAUE JHA 2 20| BHEHEl A E|X| 22H0] AEZ|X| A|AHIO| AN 22kS X7t}
H Ol T4 El23 50| @4 1BA S

HO|EE 2E2[X|

0

=2 2ELX| 0 =2| 2AE 2F S 05t 2aNHo 2 2|8 AE2[X[0f ijE L= 7tz
& AE2[X| "HO|X|"0f 28-S 0= SH. O S ALEstE 2F0| HF AE2|X| C|H}O|
20 08 El= 7| E2| H Aol o St 8= 2ot A2 2 H0|HE 0|5
7 gL Ho|g& AEE|X[= 7 t

0x

d0
iz

=
=

AEAO| QU TP BE(V|R BE 7|2 i AFO| A ALAE E
2o B2 9l B2 YLth

rir

otEL] HYYO Oo|E PFU &,

A2 AHE X7} FDE X[ A|AEIOAM B 7| E 22 = Us AEA dE &€= FDE, &5 7| &=

PCB Qlaf 3|2 7| &

PCBA Rlaff 3|2 7|H o Eg

PCM MY Y HZtaE FRU. 2 WS Z8sts Mol 33 BA| 2&. PSU &=,

PDU e 28] ZX|. PCM E£ PSUZF SISl 2 B AA T|O| G4 H|S7|A S5 A E 257
et SO Z 2749 A|AH! 74| IO B | Of(peer-to-peer) ZA S Holst= 7+ 7t53%H AlH
E|. IO A|AHEE,

IO[O] AJAE 2 AAHO A HM AT 5 Ao HST|AM SX ZEO A AEZ|X| A|AH, IO HAS &
ANAEI2 NZE TO0f A|A-IOZ 7HFsIH, & A|AE RE CHE A|AETO| O|o] A2 S X[
LICH 282 H|57|4 SX& T|of FZoA Y= IO A|AH ZHo|] Yatsio 2 Ehist = Qg
L|Ct mof H& &=,

PFU TEL] HY O YHIO|E. AFEALZL SILIS| HEER0|AM EHYOE UOHO|ESIE R AR HE
E2{9| Xt& Yol E.

PGR G AF o

PHY Cio|Ef M&0| 7ts% SAS W ER 39| C|HIO|A ZHoj| MK 3 E Hgste 2712 SHEIN T4

2243 17N

P2P(Point to Point)

2709 ZE I} A HZEl Fibre Channel P2P(Point to Point) EZZX|. 2 ME £ 714 E & =X,

POST

L& AHH| Al CBHO| A7 AT = SA| 2d5t= HAE.

7|2 A AH- 22X MEQ 7|2 282 Z&ste AELZ|X| A|AHL EX ME, EX A|AH” EZE,

1228 =M MEQ| HO|Ef 2200 S AEQ Y = U= SE. 7|2 2 E2 7|2 2EZ|X| A|2HY
712y AERX]) B (7Y 2E2[X)Of| ASLICH

PSU R CR=S PN

2 3 ClA3 AF0AM ClAT FOH7t Lot = AR G|O| B 7F 2t Li 22k 0| 2te| AEf QI A|Z+S T
FHole 7t AE2|X| 7|5 WE W 7H ZENAE AHEA H|O|E 7 =8HE G|O|H AER0|=
Bt XHF=BLICH AFEXE GO off 2 K| %2 HIO|H AERO|Z= HZOo|| X{F+=E LI

RAID 8| = HEERY ASEN BX

RBOD "RBOD(RAID bunch of disks)." ZAEE2{ Q122X &=,

A1 7HA E0| CtE 2| C|A 0| X E GO|E{0]| CHot 17| WM A £ 5 =0|7| I 7H E0f =7t
= A= SSDE FEE E4 A3 5. 7| A= 7] E2iAl FHAI2t = gLt

A7 ZEHAl FHA A7 HHAIE SR

=7 2e-2d M EFE ST DIIEH HEER M QIR HEREH HEEZZE HEEY

| AAOl AS WS HislSH= BAQILICEH B|AAON = 28 A GO|E, SAE DAL, LUN U
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20 o

= 2 250| LfE AHARS OHE 1 Fibre Channel EE= iSCSI 2 AE E8f AMAFHO|HE EX A
2 HIO| ALY 7|2 A|ABQ 250 EX Alﬁ%*'el =EECE S5 g I0IE1E H| & 7| 4]
2L ct.

X ME M EX 9 42, =Xt s = QI ZetE ZEshE HH O, EX MEE& T AIARO|AM 7
2 252 ¥4 EX22 fXIst7| fldll 7|2 W 2x 25 7to| A E HogtLICL 7|2 28 &
T EE E=Z

X AHAT|E 22X E Mgt EoM S MEE ASLR 7|2 Bl/EE BEX £59| AHAS WO A|ZH
O| X|of ket S X == HiolH 7I%§ A= I~I Ct. o 7I%% BEXE2E 72 2E0sIE =
Z 2E0= AMEE = UXI2 25 50 = AFEE & Q&L

25 HA FDE X| & A|ABRIO|AM A|A® EE= CIATO| D E HO|EHE X2 U 8 BE2 SHE ¢35
27 20| A|A” Ql C|A3 9| 25 £ S| XEtL Lt FDE, =& & X,

RFC 17] ZefAl FHAl. 17| FHA] =,

SAS Xl A7 SCSI(Serial Attached SCSI2| 2|2 AR LI LT,

SBB AEE|X| EE|X| H|0| AER|X| QI EEX CIXIQIC| S2[X, M7|N W oAEEX e SHS EE
2}5t= ALY

SC AEEX| HEEH RADHEEY 7|2 HESI= ZEMNAN(HEEZ 2E0 ). SCE RAD
HAEEZ 2= $HL L EC, MC & X,

HE AAH EX MES EX BEES Zoste AEZ|X| A|AH EX ME, 7|2 A|AH &

HX E2E 24 MEQS| HO|H CH40|H SAEN AMASHA| Eor 22 HXEES HX AER|X| A|lA
ol BEX (MY AELX|) EEE E(7H 2B X0 A}SLICE

oS CHAPS} BH7H| A28t 22 2152 &d5tstr| o 7| X % EL2 70 3R/ Els &=

SED A ¢z 3t E2H0] t'. SLEQIO 7|8t O|O|H Y 3HE ME3stn AER|X| A|ARS MA C|AT
A3} 7|59 AFRE X|25H= C|A3 E210| 2, FDE & X,

SEEPROM E7IX* OR K€ %= Y= T2 7H5 /- ROM. FRU ID C|HFO| AR AMR E|&= H| |2 A (T 20
HE E2 E7A) 9*“E1 M2z f4.

SES SCSI 122X MH|A, EI|XH7FsCSI BHE AFESI0] Q22X Q SASHEE 5185t ZE2EE
2

SFCB A 3 CIMEZHA.

SFF 4 & HE

SFTP SSHIY M& ZEEE WO YO|O|E MX|, EACIREE B OIS A 9 7| MX| 2 Mgt
= e Hot B CIEHO|AQLICH E210|HE U MH 7H0| M&E &= 25 HO|HE LS 3tE
L|C

SHA HOtSjA| 22| &

AMut AIZZX &=

AO|EE 2| 2 T8 QAT QEEXN LM MZZ HZE QM 3|2 7=

SLP MHIA QX Z2EE, HAFE S 7|Ef CIHIO| AT ARH 10| 22| SMIUA ME|AE &
2 = AL

SMART A7 2L EHE 24 8l ED J|& C|A3 HoiE oAt o|2{st o 7tsd2 210817| df
ME2|H X EE DL EZSHE C|A3 E210|29| TLHE A|AH

SMC AEZX| 22| 24 24 HEEY ZE0| WAL Ao AEZ|X| A|A”IO 7|2 22| QIE 10|
A0 2 OfZ2|7 0| M.

SMI-S SMI-S(Storage Management Initiative Specification). 2E2|X| | EQ|3 S AE2|X| C|HO| A9
o4z 288 22| E 7SO St SNA B E.
A EZ|X|0f Cist cimMO| S A]. UK K& 7|22 A8 S0 YEtEl Hio|E ol Hojot & X&aEt
L|Ct,
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20 Ho|
SMI-S= 5U84 QIZ 2 X 7t TRHEl A| A" = X| 2l Z| K| & LT}

ALHAF AHAO| BHEO|E o] OO MEHE EESHE &4 && O 0| 2| point-in-time copy. 2 & 41}
ZHEHOIHE 22 25 Y 238 AW E0| 25 7| S ELCH AWM D§HO| 7Hsotn AL
o & == QUGLICH AMA2 AHAFX|BHO|| 2} A A X 2 OfEE o~ Qs LAIH O AL
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X |0 o
rr Hu
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ALAE M &S BRSOk 28 18 AWNR J|E AUAOIN 7S + oD
28NS AL 280 'Ea)'E U5 4 ULLICH E2lE 2642 H 0| S UBLICH 7|2
25 019 B8, 49 28 A2 2R HE,

SNIA Storage Networking Industry Association. 2 E2|X| H{EZ 7|& X O Z2|H 0™ 2 $3|.
LAEE AWM U 28 A EEL S0 E ALEE. SSD £2|E AH0|E E210|E,

SSH Secure Shell. 278 HIO[H Sl /T HERI Z2EZ.

SSL Hot A AB. QHUE S| 222 M Sdtes Y=ot Z2EE.
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AEE|X| HEED

AEE|X] A|AH
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EZ|X ALEIA|2-0|2Hs 80{E MZ B M ALEEL T

syslog

PUHESRAE S 24 MHO| O|HE HA|X|E ELlf= ZEEE. 0| 7|52 UDP(User Datagram
LIS}X|2E TCP(Transmission Control Protocol)= K| @ SHX| QF&L|Ct,

TEETEE

=52 XF A7|0f tisl FAl 2= 2E2|X|7t ot HO|H = & k= 7td 282 &X &
E2|X7} 7| B 28 o= 7ty AEE[X| 7|5, 0| S S AE2|X| HE[it= 22|H AELX|E

QHF oY 4 YO ANFOZ HAE SAE A|AHLS MF SEHE HECEH R 221K &
EZXIE A = U AN 45 5 AUASHCL S2|H 2[2A7 7hS AH AEL|X]| 22| Xt
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A3 05 HE2 85 8 A H|
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AGAAUE =50 HYE AEZ|X| SYO0| AER|X| A2 MK S 0/2HY,

02 E s SAE OSOM 2 EO TS HMAE FALY I AHS L

£ & Qe 7HAl HIolE ClA30f 7| SE|X| 40 O O] ZASHA| GALE E|237F 22+ HEf7L Ot 2-Fuh e 2tE 74

Al GO 0|57} HastH 2§0| C|A3 S 2etQle 2 Tetdlof gLt H|O|E{ 7t B RS
o X|Z 5 A2H 0| 2 HO[H 7t £HE|0 S AE A|ABD C|AS 7H0f B|O|H 7 CHE 5
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OOl AE2|X|E 7t 2tst7| ol TOo| Y& 2E2[X| 7|&2 M83t= 28U 22 =2 714
240 3 AE2X| S5 XF.
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SEERAD RS AESIE] #YE [A3 05 7Y E[23 D50 Zd = A= 23 5
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=25 SAM MY S0 A= HOIHO SEHQ SA2YLICEL 282 SASHE 7|52 S AU 7|52
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2818 O 2 52| 22| E &AH 3517 /s A8 He| 28 1.

VPD Z==HME OOIH. 4 /45 A5t X057 /5] GEMOIM AFESH= FRU EE= 122X
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WBEM Y 7[8 B Z2to| = e

WBI PowerVault Manager2t 1l t= & H2t2 X QIEH 0| A AER[X| A|A”S 22[517] ot 7|2 2
EHO|A, AFEXbE SFAEl HOMS QI8 HTTP, HTTPS £& & CHE AFEE & USLICH

WWN WWN(World Wide Name). 2E2|X| 7| = 0| AL E|= C|HIO|AE AlHS= MYXOE 13564
H E =X}

WWNN WWNN(World Wide Node Name). C|HFO|A S AlBslE MAYH O 2 N.Q T 64H|E =X,

WWPN WWPN(World Wide Port Name). ZE & A|Hs= MEH O 2 N33 64H|E ==X}
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