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SRM QOverview
% NOTE:

The Dell PowerVault SRA can be used on MD Storage Arrays based on both Fibre Channel and iSCSI
configurations.

For more information about supported versions of SRM and MD Storage Arrays, see the Support Matrix at
dell.com/powervaultmanuals.

SRM is a recovery workflow product that automates setup, failover or failback, reprotect and testing of recovery plans.
SRM leverages the Dell MD storage array's block-based Remote Replication feature by using an MD-specific Storage
Replication Adapter (SRAs), which is a set of hardware applications vendor to control replication of data from the
primary site to the recovery site. The figure below shows that the hierarchical relationship of the database, operating
system, VMware applications and storage array in the SRM architecture.
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Setting Up Your Environment

This section details initial setup requirements for using VMware vCenter Site Recovery Manager (SRM) and the Dell MD
storage array-based Storage Replication Adapter (SRA).

Installation Prerequisites

Implementing a successful recovery solution using VMware and the remote replication features of the Dell MD storage
array requires specific installation and configuration tasks on the VMware application platform and MD storage array.

The following VMware platforms are required.

e ESX host server (connected to MD storage arrays)
¢ vSphere Client

e vCenter Server

¢ Site Recovery Manager (SRM)

e Storage Replication Adapter (SRA)

Compatibility Requirement

NOTE: For the latest supported software VMware versions for vSphere Client, vCenter Server, Site Recovery
Manager, Storage Replication Adapter and firmware updates, see PowerVault MD Series Support Matrix on
dell.com/support/manuals.

Before the installation, note the following compatibility requirement.

¢ vSphere Client and Site Recovery Manager (SRM) version must match with the version of vCenter Server that it is
connecting to. If a different version of vCenter Server is found, it will prompt to download a new client from that
vCenter Server.

NOTE: For information on installing these applications, refer to the VMware platform documentation at
vmware.com/support/product-support.

Remote Replication And Snapshot Premium Feature Activation

SRA requires that these Dell MD storage array premium features be activated on each array used in your recovery
solution:

¢ Remote Replication
e Snapshot Virtual Disk

For more information on obtaining and activating MD premium features, go to dell.com/support and select your array
model from the product selector.
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Dell MD Storage Array Installation Requirements

SRM relies on the MD storage array's Remote Replication premium feature to maintain data replication between the
protected site and the recovery site. Replication must be configured on the MD storage array before configuring SRM.
See the corresponding Deployment Guide for your storage array at dell.com/support/manuals.

R OO B s =0

O@EOfRE s, AOEB00RELEFD L0, hEBO0REEORD EAEdEFO. MD 7
OO O E I 5eT TROBOO0 B 5 [’k T OR7ER flE DRO EROBdR 7 O 80k DL
ZERO, MABRAROIFERD, ORERENEDILEERFOREOBROODDSRAR, flm, £0E
OO & REO, 400 6B EOBOM TADOEMAECONH OERFO, K0, HA VM Fl VM4 7532
RO, WROROEOEIERFOMNOEDRD, FraUMNEDFMSZRRD, Ak, ZLGEOMOOEN
400 GB #ufis & I 2 O 27D OFI RN,

B — KRR IR 2 2

O2 OO0 % #l
ERMROEDOZER, 2EOKOEHFEDDR TO&SEORO, FHREREEROMNEDN, HO
B BRSO, AMERS 7RO VM 8 VM4 iR OB AIGRE /1, 1 B @m0 OB O EIEEE D,

Z NN EMH RS
(HH IR EH)

. 100GEDS _{
100GE DS

O3 ZEOROEH



Setting Up Remote Replication On The MD Storage Array

NOTE: You must activate the Remote Replication premium feature before performing the steps below. For step-by-
step instructions on using MD Storage Manager (MDSM) to set up Remote Replication, see the Administrator's
Guide for your array at dell.com/support/manuals.

Before installing and configuring SRM, you must set up Remote Replication on each MD storage array used in the
recovery solution.

NOTE: Setup of Remote Replication on iSCSI based PowerVault storage MD Series array is governed by iSCSI
array documents available on dell.com/support/manuals.

To set up Remote Replication on the storage array:

1. Start MD Storage Manager (MIDSM) on your management host.

2. Open the Enterprise Management Window (EMW) and discover both the protected and recovery site's storage
array.

3. Open the Array Management Window (AMW) for the protected site's storage array and identify a virtual disk to be
used in the recovery solution.

Open the AMW for the recovery site's storage array and create a similar-sized, remotely replicated virtual disk.
Right-click on the protected site's storage array virtual disk and select Create Remote Replication
Select the settings appropriate for your environment and allow remote replication to synchronize.

N o o o~

Repeat these steps for:

a. Eachvirtual disk to be remotely replicated
b. Each storage array in the recovery solution
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Switch Zoning Requirements

Switches used in a fibre-channel and iSCSI configuration must employ zoning. These switch zoning requirements must
be observed:

e Each host bus adapter (HBA) on the host server must connect to a separate switch zone; no more than one HBA may
be connected to one logical switch zone.

¢ Port3oneach of the MD storage array controller is reserved for Remote Replication. This is required for fibre-
channel only. iSCSI does not require any dedicated port.

* Forfibre-channel, a separate zone must be created for each Remote Replication port.

¢ No more than four data paths (port-to-port segments) can be established from a single, physical host server to a
single RAID controller.

For additional MD storage array zoning information, see the Deployment Guide for your array at dell.com/support.

For additional VMware-related zoning information, see VMware Fibre Channel SAN Configuration Guide at vmware.com/
support/product-support.
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Installing The Recovery Solution Components

The recovery solution described in this guide is based on the concept of a protected main site (host server or virtual
machine) connected to an identically configured recovery site ready to take over should the protected site become
unavailable. For this type of failover to be possible, both sites must have independent installations of the required
recovery solution components. The procedures in this section guide you through the installation of these solution
components on the protected site and the recovery site:

e Astandalone database with a connection to both vCenter Server and SRM Server
e vCenter Server

e vSphere Client

e vCenter Site Recovery Manager (SRM)

e Storage Replication Adapter (SRA)

% NOTE: For more information, see Compatibility Requirements under Installation Prerequisites section of this
document.

About This Guide

This guide describes how to set up the recovery solution in vSphere, as well as how to configure certain SRM settings
required by SRA to discover the MD storage arrays and recognize Remote Replication connections. However, it does not
provide step-by-step instructions for installing VMware platforms. For complete installation information on these
platforms, see the following VMware documentation:

o VMware Site Recovery Manager Administration Guide
*  VMware vSphere Installation and Setup Guide
e £ESXiand vCenter Server Documentation Center at vmware.com/support/pubs

NOTE: To select appropriate VMware document based on the VMware versions, see the Compatibility
Requirements document.

Summary Of Tasks

These tasks represent a high-level view of the recovery solution installation and configuration process:

% NOTE: Each of these tasks must be completed separately on both the protected and recovery sites.

Install a supported database server and configure ODBC (Open Data Base Connectivity) connections.
Install vCenter Server

Install vSphere Client

Install SRM

Install the SRM Plug-in (in vSphere).

o~ wnN -

1"



Install SRA on both vCenter SRM Servers.

In SRM, configure connections, set inventory mappings, assign datastores, configure array managers, create
protection groups and recovery plans.

8. Testfailover or failback between protected and recovery sites.

The following sections describe each task in more detail. Where indicated, refer to the VMware documentation to install
non-Dell platforms.

Installing Supported Standalone Database

Both vCenter Server and SRM Server require a standalone database to maintain environment-specific information. For
smaller environments, vCenter Server can be installed with Microsoft SQL Runtime Server, which eliminates the need
for an external database server. However, for larger environments, an external database is highly recommended. A list
of supported database servers and configuration requirements are available in the Site Recovery Manager
Administration Guide.

Once this standalone database is installed, a connection to SRM must be established. See /nstalling Site Recovery
Managerfor more information.

For detailed information on how to install and set up supported databases on vCenter Server and SRM, see VMware Site
Recovery Manager Administration Guide at vmware.com/support/pubs.

Installing vCenter Server

Install vCenter Server on both the protected and recovery sites. For installation information, see VMware vSphere
Installation and Setup Guide at vimware.com/support/pubs.

224 Site Recovery Manager
Eq 208 SRM 2, DI ER E AN ARG e 0 — DI, 28 1 3SR B .
Configure an ODBC Connection To Your Standalone Database

To configure an 0DBC connection:

1. Go to the C:\Windows\SysWOW64 directory.
2. Runthe odbcad32.exe installer.

Installing SRM On The Protected and Recovery Site

Install SRM on both the protected and recovery sites. For installation information, see VMware Site Recovery Manager
Administration Guide.

ZZ%E vCenter SRM Plug-in

1. 24558 SRM /&, B0 vSphere Client, FH-O#2%|E. 22451 vCenter Server,
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2458 SRM &, vSphere Client =0 1, fife SO MRy MFORs A E OO, fTRMEAROORD
SRM Fnfic i SRM ik & fift ik 5 %,

() YIN-ZLIBFGAINNG ~ viphers Cliemt
THE I REY TEE REEE BHO W
i B & = o L
T
3 L] '="-. I X
- P & = e
e ENAOWE ERNARE SR B
R
FibEE
= %! | e L] 2 V) 4
AR & iral FAEEE  vCenter Server i Certer Soitions  TRRMBMIER  vCenker Servies
B Manager Stabue
TR
— — - o »
C] 4K L) ﬁ;‘ £ =
St 42 FiF (L2 H) E=HmETH  EnnsRER Eigﬁiﬂ
a3 0]
R s AR R
EY
T \
EIRER £l B RGRE - il
=k B W wEER | Sihd “Caniter Server R E = | FrigtiE FeREAE
Als @ uR [ Pyt

[ 5: vSphere Site Recovery Manager

Downloading And Installing The MD Storage Replication Adapter

SRA is available as a self-extracting, self-installing file from the Drivers and Download page at dell.com/support.
To download SRA:

1. Go to dell.com/support and select Drivers and Download.

2. Use the Dell product selector to find your MD storage array model. Choose Select Model — Servers, Storage &
Networking — PowerVault Storage.

Under Select Your Product Model, choose your MD storage array model.

Click Confirm to display available drivers and downloads for your MD storage array model.
Under Applications, choose the SRA download link.

Install the SRA executable using the installer included in the downloaded package.

e o AW

% NOTE: Repeat steps 1 through 6 on both the protected and recovery site SRM Server.

Changing RAID Controller Passwords On The Storage Array

The default SRA configuration assumes storage array passwords are not configured. If you need to use passwords on
the storage arrays, modify the SraConfigurationData.xml file as described below:

1. Goto C:\Program Files (x86)\VMware\VMware vCenter Site Recovery Manager\scripts\SAN\Dell.

2. Using a standard text editor, open the SraConfigurationData.xml file.

3. Locatethe <!— <PasswordRequiredForArrayAccess/> -> line and change the false setting to true.
4, Click Save.



NOTE: Support for mixed authentication types is not supported with the SRA. If any storage array within the
SRM configuration has password authentication enabled, all other storage arrays will require password
authentication. Passwords between storage arrays are not required to be the same.

5. Restart the vCenter SRM Server service from the services.msc console. This allows the SRM to detect the newly
installed SRA and register any changes made to the SraConfigurationData.xml file.
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Figure 6. Viewing the Services.msc Console



Configuring The Recovery Solution

Before configuring your recovery solution, make sure the following components have been successfully installed on
both the protected and recovery sites:

e Supported database server with 0DBC properly configured

* vCenter Server/vSphere Client

¢ Site Recovery Manager (SRM) (on physical or virtual machine)
e SRM vSphere Plug-in

e Storage Replication Adapter (SRA)

Starting Site Recovery Manager

To begin configuring your recovery solution:

1. Startthe vSphere Client.
2.  Start Site Recovery Manager by clicking on the Site Recovery icon from the vSphere home screen.
3. Click the Getting Started tab to display the Getting Started with Site Recovery Manager screen.
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% NOTE: In the example screen above, the Sites pane shows the protected (190.160.120.15) and recovery
(190.160.120.16) sites established previously when you installed vCenter. Do not continue with the steps shown in
the section below until these installations are complete and are displayed in the vSphere view.
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VMware Support Information

e vCenter SRM Documentation
vmware.com/support/pubs/srm_pubs.html

e vSphere Documentation (ESXi, ESX, and vCenter Server)
vmware.com/support/pubs/vs_pubs.html
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e VMware Knowledge Base (Searchable Support Issues)
kb.vmware.com/selfservice/microsites/microsite.do

¢ VMware Communities (Help Forums)
communities.vmware.com/index.jspa

¢ VMware Compatibility Guide
vmware.com/resources/compatibility/search.php
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