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ES:4]

BE/RELZ i5 - 8500 ( 6 #%/9 MB/6T/EA 4.1 GHz/65 W )

BE/RELZ i5 - 8600 ( 6 /9 MB/6T/E5% 4.3 GHz/65 W )

BUE/RELZ i7 - 8700 ( 6 1%/12 MB/12T/B3. 4.6 GHz/65 W )

x. 3: NG

AN 4GB (1x4GB#&th)
BRARGFRE 32GB

HESE 2 4~ SODIMM
BMEEIFIRARE 16 GB

AL e 4GB—1x4GB

« 8GB—1x8GB
« 8GB-2x4GB

« 16GB-1x16GB
+ 16GB—2x8GB
e 32GB-2x16GB

s DDR4 SDRAM JE ECC I7F
R o 2666 MHz

o 3 4bHEZS FJ5 2400 MHz

O |i#: SS/RIEBHEFLEE DOR PIFHFINE RAM BE.

Storage

Table 4. Storage specifications

FE/5I1SRENEE Form Factor B2

One Solid-State Drive (SSD) M.2 2280 Upto2 TB

One 2.5 inch Hard-Disk Drive (HDD) Approximately (2.760 x 3.959 x 0.374 Upto2TB
inches)

One 2.5 inch Solid-State Hybrid Drive Approximately (2.760 x 3.959 x 0.276 Upto1TB

(SSHD) inches)

Intel Optane memory M.2 2280 16 GB and 32 GB

Table 5. Storage configurations

Primary/Boot drive

Form Factor

1x M.2 Drive NA
1x M.2 Drive 1x 2.5 inch Drive
1x 2.5 inch Drive NA
1x 2.5 inch HDD with M.2 Optane NA

REHE
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NOTE: Supports RAID 0 and 1 with M.2 SATA SSD and 2.5" SSD/HDD. RAID 0 and 1 are not supported with M.2 PCle
SSD and 2.5" SSD/HDD due to different interface types. It is not available with Optane memory (Available from August
2019).

For optimal performance when configuring drives as a RAID volume, Dell recommends drive models that are identical.

RAID O (Striped, Performance) volumes benefit from higher performance when drives are matched because the data is split across
multiple drives: any 10 operations with block sizes larger than the stripe size will split the 10 and become constrained by the slowest of the
drives. For RAID O |0 operations where block sizes are smaller than the stripe size, whichever drive the IO operation targets will determine
the performance, which increases variability and results in inconsistent latencies. This variability is particularly pronounced for write
operations and it can be problematic for applications that are latency sensitive. One such example of this is any application that performs
thousands of random writes per second in very small block sizes.

RAID 1 (Mirrored, Data Protection) volumes benefit from higher performance when drives are matched because the data is mirror across
multiple drives: all 10 operations must be performed identically to both drives, thus variations in drive performance when the models are
different results in the 10 operations completing only as fast as the slowest drive. While this does not suffer the variable latency issue in
small random |O operations as with RAID O across heterogeneous drives, the impact is nonetheless large because the higher performing
drive becomes limited in all IO types. One of the worst examples of constrained performance here is when using unbuffered |0. To ensure
writes are fully committed to non-volatile regions of the RAID volume, unbuffered |0 bypasses cache (for example by using the Force Unit
Access bit in the NVMe protocol) and the IO operation will not complete until all the drives in the RAID volume have completed the
request to commit the data. This kind of IO operation completely negates any advantage of a higher performing drive in the volume.

Care must be taken to match not only the drive vendor, capacity, and class, but also the specific model. Drives from the same vendor,
with the same capacity, and even within the same class, can have very different performance characteristics for certain types of 10
operations. Thus, matching by model ensures that the RAID volumes is comprised of an homogeneous array of drives that will deliver all
the benefits of a RAID volume without incurring the additional penalties when one or more drives in the volume are lower performing.

When RAID is used for two non-identical drives (i.e. M.2 + 2.5 inch), performance will be at the speed of the slower drive in the array.
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HiE/R UHD B-E 630 UMA =357

NVIDIA GeForce GTX 1050 , 4 GB v GDDR5

. 8: RO HE==ER
DisplayPort 1.2 HDMI 1.4 HDMI 2.0b

BRADER —BRERRE 4096 x 2160 2560 x 1600 @ 24Hz 2560 x 1600 @ 24Hz

4096 x 2160 @ 24 Hz 4096 x 2160 @ 24 Hz

BRADPER — W MST 2560x1600 ER NER
3440 x 1440
2560 x 1080

T2 #ERERA 24 bpp , BRARRFBIRSERJ 60 Hz BHTR

PILEIRR Sk

+&. 9: MLERIHRL (7iE)

BRADPEE 2.0 MP
Bg e e~

o FHD + £I4M& (IR)
RO - FHD - 1080p

« FHD + IR - 1080p + VGA
pRy=zEe s FHD - 74.99

IR - 88°

sEXE S, AR
BahgiEH BEaEEEH (AE)

BaE s (AWB)

BahEziEs (AGC)
P& RS SLATAREEFA SHE GRSk

Sz oA

E{E - *,52
. 10: W& — =R
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B EE/R 1219-LM 10/100/1000 Mb/s LR (RJ-45) , SriFsE
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= 11: SMERIR OSSR

USB 3.1 Type A Gen' ( T/ &E/NEE )

1/4/0

« 1N USB3.1Type A Gen 1% , 374 PowerShare ( Il )
o 2/NUSB3.1Type AGen 1w (M )

e 2/NUSB3.1Type AGen?2 i (&H )

USB 3.1 Type C Gen 2 ( iE/SmE/ER )

1/0/0
—ANUSB 3.1 Gen 2 Type-C ¥ ( {UE )

ROLRIEESE (RJ-45) TE|
HDMI 1.4 it IMNEHE (ERERERE )
HDMI B\ ( ETi% ) 1TNBH

HDMI 2.0 it

TEHE (B EREE )

DisplayPort 1.2 O]
BREEL 1MWE
Etlaizn s iging 11MNEH|

ERES

. 12: B RRIE

et « 255 (FHD) fitiEk
« Z=5 (FHD) JEfbissE
s AKEEFIEMER
BEXN (3B ) 27 B
FERA IPS
ErFE WLED
AL HER FHD - 1920 x 1080
4K UHD - 3840 x 2160
=iE =
. BEE
=B « FHD f44%5 - 200 cd/m
» FHD JEfEER - 250 cd/m
s AK UHD JEfIERE - 350 cd/m
BYXRIERT FHD - 597.89 2K x 336.31 2K
« UHD - 596.74 = x 335.66 =¥
=E FHD - 336.31 =

UHD - 335.66 =¥
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BE

e FHD-597.89 2K
e UHD-596.74 2%

BhAGE= e FHD-2M
+ 4K UHD - 8.3M

BEJBE (PP) e FHD-82
+ 4K UHD - 163

BEAR e FHD-0.3M4Z=¥ x 0.3114 =K
+ 4K UHD - 0.1554 = x 0.1554 =¥

(SRS e FHD-16.7M
+ 4KUHD-107B

IEUE (&R/IME) « FHD-600
« 4KUHD - 910

XIEUEE ((H2EY ) « FHD - 1000
+ 4K UHD - 1350

TEATE (&) 25 =

EARY IR A E] 14 =7

RIS 60 Hhz

KFERA 1780

EEUE 1780

> <3

*F.13: =

iR &R 240 W EPA B& %% 155 W EPA §ap&

R NEEEE 100 - 240 VAC 100 - 240 VAC

TN ((R3SREEE/ S3SRETE 3.6 A/18A 3.6A/1.8 A

&)

A NSER 47 Hz - 63 Hz 47 Hz - 63 Hz

AC dhifAdE] ( 80 % A% ) 16 mini &b 16 mini ¥

DB 90-92-89 % @ 20-50-100 % A%k 82-85-82 % @ 20-50-100 % fAZk
HRIER (R PFC) NEH NER

O |i: Zahzt PFC EIRAYBIBIHER 70 %, OptiPlex AIO FiR{t APFC FBif

DC ¥

+12.0 v HiH &R &M

+19.5 v i 19.5VA - 8.5A §[] 19.5VB - 10.5A 19.5VA - 7.5A F119.5VB - 7.0A

+19.5 v EHiEE 19.5VA - 0.5A F] 19.5VB - 1.75A 19.5VA - 0.5A F[119.5VB - 1.75A
ST 19.5VA - 05A F19.5VB - 1758 {H AR 19.5VA - 0.5A F119.5VB - 1.75a

BRARINE 240 W 155 W
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BAEE 120vIIR (i VERBI— RNEB EA
12 v SEET )
BTUs/h ( &#F PSU EATIN=R ) 819 BTU 529 BTU
BRI B X RNER NEA
F=§ e
Erp Lot6 Tier 2 0.5 W E3k = =
FESIEER/80Plus = =
FFERERZE 7.0/7. 2 =
58 FEMP £FHEIR = =
=4 PRE
In== 8F B
155 W EREF 155 * 3.4125 = 529 BTU//MIF 100 & 240 VAC , 50 & 60
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240W Y Bk 240 * 3.4125 = 819 BTU//\BF 100 & 240 VAC , 50 & 60
Hz , 3.6A/1.8 A
. 15: CMOS Hitt
3.0v CMOS Hijth ( XKEFf&ITEBihER )
ARk it BIE ‘Hpk Hip
VIC-DAWN CR-2032 3V SR ZELERIER | 30 kQ Ak
T, BHE 2.0V &ige,
£, BEA230C3
°C, HtHRREZZE! 150
NEFEREA (60 °C~-10
°C) , RieERETE
23 0C=+3 °C T{ZHiBIT
24 NI
JHIH HONG CR-2032 3V FHEE VELERLER | 15 kQ fAdk
T, B 2.5V KimBE,
20 °C+2 °C : 940 AV
A EEEAYE ; 12 ™A
& 910 AV EdE B <A
=18
MITSUBISHI CR-2032 3V HReth ELEINER | 15 kQ takk

T, 3 2.0V &iHEBE,

20 °C+2 °C : 1000 M)
B ERE<ATE ; 12 N
& 970 MNNETELEE AT
&,

0°C+2 °C : 910 A\
HEKAME ; 21MEE
890 MN\TELEATIEL,

)

IRFRT

® |i$: RATENRISESETHRERSE , JacHE PC REMR. HERENE | SlERI—/ M ERIESE.

#*. 16: RERT
AR R (FaXR) (B/FR)

18.54 7 8.41
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PREHAEER (AR ) (B/F=) 19.03 / 8.63

IERHENERT (REZRHER )

BE (EI/EX) 15.31/ 38.90

BE (RI/EX) 2417 / 6140

RE (TI/EXK) « 228/5.80 (UHD)
« 227/5.77 (FHD)

FH=NAERT (REZRBER) -

BE (EI/EX) 15.31/ 38.9

BE (EI/EX) 2417 / 614

RE (BI/EXK) 2.28 / 5.8 (UHD)

2.27 / 5.77 (FHD)

EETRZRRT

BE RE (RI/EX) 11.30 x 10.03 / 28.70 x 25.48

HE (B/TR) 710/ 322

BAEIRRYT

BE (EJ/EX) 23.35 K

BE RE (RI/EX) 10.69 x 10.68 / 27.15 x 27.13

HE (B/TR) 9.79 / 4.44

ARETRRNERSY

BE (EI/EX) 21.57 / 54.80
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RE (RI/EX) 8.50 / 21.60

RIZEE (/T - SEEEMH) 35.27/16.0

BRETRNEREY
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RE (RI/EX) 10.20 / 25.90

RIZEE (/T - SEaEMs) 37.48 /17.00
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IRESENRAFAIEREANAI , MAFER. LRIERIRRRE. EREEERERRES.

SHif
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Enter ERTEFER (ANER ) Pt ESREFRPAIEE.

S5 FEFEITETHRAIR (WER )

IR BRI T BERXEL.

Esc i gggggéﬁﬁﬂuﬁéﬂiﬁ%o EEXFEEHIE Esc RET—KBER | BRBRFHERFFNERHE

5|1

5| SIRFHESET R FIREE XS SR EINF , HEES I SESERIRE (Bl : YtE2IRXsheserEEIxshs ) . FE%E
(POST) Al , 24 Dell #ikRAT , AL

BT P2 iR RRERERF

BT F12 %@Eﬁ—b’t’fﬁ |Sx8
—RMES | SRR R RET LMD ISANRE | SESHEIN. 5|S5ERENEE
o TJREEIERENES ( tﬂ%ﬂﬁﬁ
o STXXXX IRzHEE

O |12 xxx B SATA BERNEES.

StEIRENE: (WRTA )

SATA FEE2IKENRS (WRE)

ZEER

(D) |3%: 132 Diagnostics (iZBAIER: ) 823 ePSA diagnostics ( ePSA iZBIER: ) RE.
5|1 SINFRERrERNhRRRIREREFFEAGEI,

A BIOS i EIERF

1 FIFF (EESRSED ) tHEL.
2. f£ POST H#i8] , RAER DELL #ii/a |, BFERRE T F2 187 . Brn/asiliR F2 #.
() |iE: P2 IRRFRFERCHRMG. WRTNHEFHETEIFEE B RAFEERT  ARRK F21R. NRERT P27
Zau% F2 2, WIERERMELT Y. MRFFHEERK  KRACERRERRHIT  BHESS  EESIFE. AEXA
HEMHBIK—IR.

oy R ]

LEERD P T I BN EERR AT,

Pl 0

i ] 505
System _ o System Information ( ZFHEE ) : &7 BIOS Version ( BIOS AN ) . Service Tag ( IRSBHRE ) . Asset
Information Tag ( BFEH5E ) . Ownership Tag ( FIBRURES ) . Ownership Date ( BT EHE ) . Manufacture Date

(HIEBHR ) LAR Express Service Code ( HRIEARSFAAD ) «

e Memory Information ( RTEEEE. ) : B7~ Memory Installed ( ZZEMIATE ) . Memory Available ( BJFEA
F) . Memory Speed ( RTEEE ) . Memory Channels Mode ( RfEEEBEIED, ) . Memory Technology
( RTEEA ) . DIMM A Size ( DIMM A X7\ ) EAKz DIMM B Size ( DIMM B K7N ) o

e PCl Information ( PCI {8 ) : &7~ SLOT1#] SLOT2

o Processor Information ( {MEEER ) : B7R Processor Type ( AMEEESEAY ) | Core Count ( PIRZITER ) .«
Processor ID ( ME88 ID ) . Current Clock Speed ( ZFIATEHESR ) . Minimum Clock Speed ( Exf{fKAd$tiEE
2 ) . Maximum Clock Speed ( ExaBT$ESZR ) . Processor L2 Cache ( MBS _REIREE ) «
Processor L3 Cache ( {MBREE=ZREIHRERF ) . HT Capable ( HT Sz ) LA 64-Bit Technology ( 64 {i#s
K)o

o Device Information (IRFEE ) : B7x SATA-0, SATA-1. LOM MAC Address ( LOM MAC 1thiik ) . Video
Controller ( fS=HI2E ) . dGPU Video Controller ( dGPU fS3=#HI28 ) . Audio Controller ( S5iaE|
B8 ) . WiFiDevice ( WiFi g% ) # Bluetooth Device ( ILFIREE ) »
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Boot Sequence

UEFI Boot Path
Security

Advanced Boot
Options

Date/Time

1588

Boot Sequence AFEEEITENEA BRI ERFNINF. EEXGEI1SIF | BEFEEEERTIR

(AN ) hENRRE. ERRER  BEEE S N EkEE EREE LAY

Page Up ( LT ) B Page Down ( IR ) BN 5| SiEIRF. St LUERATAN
HSIEENFIRPIEEREGELEE. SMNIZEA Legacy Option ROMs ({&4EIEIN
ROM) , LUREZHRS ISR, WREEARESIS  NARIHERLUERS |ISE
. EIELE

Boot Sequence ( 51/ ) — EOABRT , BEi&H Windows Boot Manager
( Windows 5| S/EEEE ) EiFIE.

O |i2: BN REAATRR | BEVAT S0 SRR,

Boot List Option ( 5|S5IZRIET ) — FIRET Legacy (124t ) #0 UEFI . BKIA
BERT , B UEF IR,

D | i%: BASIRATSEEFAR | XEVRTFEAT EIRIERS.

Add Boot Option (i#IN5 | SHEIN ) — {FEEERRIN5 | SIEIT,

Delete Boot Option ( #ilf&5 | S55%E0 ) — EIEEEEMIRIIERYS5 1 SIELR.
View (B ) — RIFEEETEN AN | SIE.

Restore Settings (IFIRIRE ) - RIRAITENHEIANRE.

Save Settings ({RFIRE ) - (RMATENANIRE.

Apply ( BRI ) — (FEREBN XIS E,

Exit (1IBY ) — BHHBSEHTE.

Boot List Option  {Z0JLAEN 5| SFIZRIE

( SISFIiELR )

Legacy ( {&%t )
UEFI ( BUANERER )

IEIUEHITEEE F12 5|S5K85|S UEF 5|SERN , RARKIENEFPRAEERED (NREKRE) .
Always, Except Internal HDD ( #8#% , AEE HDD &Y )

* Aways (I8%2)
MF

HE °

FRiic B R 1L

el
Integrated NIC

1588

EEET SIS INERESeiE I ROM, EKIAIBER T | Enable Legacy Option ROMs ( [IBB{&4iElR ROM ) B2

Restore Settings ( IFRIZE ) - BRATENHNEAIRE
Save Settings ( {fRFIRE ) - (RFITENRIEE

Apply ( RZFR ) - fEIGEEIEMN FRIXEHG B

Exit (1BH ) - IBHFFETEN

FEVHISEE B HARNAT A,

NSRIETSFE UEFI W8 |, UEF| MZEHNYIGRTA, UEF| B IFIINEIR ER AR ER RN B INEE
(EFRERARINIC, FIREEARFTFT PXE RIEIR MEMIZINEE. NSRS Enabled w/PXE ( FEFTFF PXE RIER
TER) | PXE 5|SAISREL (&45E PXE 8¢ UEFI PXE ) BURTHRIEEERRYS | SARZAIAE ROM K8, &
22 UEFI Mg, | FRELESA UEF PXE TI8E.

« Enabled UEFI Network Stack ( [EF3 UEFI fZ&HE L ) - HETEERAIR S FE2E.
SR B SR IR EIEE, EINEE

Disabled ( 2 )
Enabled ( B2 )

Enabled w/PXE ( {§F8 PXE 2B ) : ILSERERARHE.
Enabled w/Cloud Desktop ( BiBit =REEA )
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SATA Operation

Drives

SMART Reporting

USB Configuration

Rear USB
Configuration

Side USB
Configuration

USB PowerShare

=Ll

OSD Button
Management

Touchscreen

Miscellaneous
Devices

L
@ |i: RIEHEINARRZRRENAR , FBLTILNRER—E2EHN.

FOUFGECE SR SATA IEERIKENEsEHIRE. BEINEE

« Disabled ( B2 )

«  AHCI

« RADON (RADFFE) : BRAER FEEBLSEIR,

PUFISECENE SATA IKGhEE., BUABR NSAMERaNES, EEE

SATA-0
SATA-1
SATA-4
M.2 PCle SSD-0

ZFERIEH RS ER AR NI IE IR S E IR TIEEAIER AR, HWIYARR SMART ( BRGIESFIIIRSE
AN) FBBRI—E80 . ETESAIRETEZE.

« Enable SMART Reporting ( JZF SMART #R&5 )

IFEGPTECESRAIAT USB 155588, SNERFEA Boot Support ( 515585 ) , RARTLAS | SEEIRE) USB KB
SFEIREE (HDD, FigHR. %8,

WRBA USB im0 | izimO_EEIRE A aI S RE T RHEER 5.

WIRZEA USB imH |, MR ER A TEBEEERAZmOETRE.

PEIREAE -

« Enable USB Boot Support ( [2F USB B|S3# )
e Enable Rear USB Ports ( BFE&®E USB iR ) : 85 6 MNmiklin
«  Enable Side USB Ports ( [ZFMIE USB w0 ) : & 2 MNmHi%E

FrEIRERA S .
(D |i*: 7£ BIOS i@ & USB EEMBEIFALTE ( TICESESINWEE ) .

L FER S S P e 22 A | USB imH.
e Enable/Disable Rear USB Ports ( [2F3/ZFR&HE USB iw[ )
L ER S S P e 22 AT USB ima.
e Enable/Disable Side USB Ports ( [EFE/ZRMImE USB %[ )

LE=ER OB E USB PowerShare IHBERYTA. LSS ERIFEHR SRR IRIE USB PowerShare i
OASNBRE TR,

ZFRC A AEREEHEE. FABERT |, $5i%ES Enable Audio ( BRIESR ) £, SEIEIE -

+ Enable Microphone ( BRZTN ) ( BABRTERA)
+ Enable Internal Speaker ( ERANEHAEZE ) (BABRTEA)

IWWFEE TS B s A— RS LAY OSD ( BREE R ) 1R4.

» Disable OSD buttons ( 2 OSD 1% ) : MEIEENAIZRE AT,
[l gvinlib ey = e Eed=s) itz

AFEERASNERTIRS

» Enable Camera ( BFESGL) (RABRTER)
«  Enable Media Card ( [SF34 Jﬁt ) (BWABRTER)
« Disable Media Card ( 2N EE
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Z2EREEIR
IR 15 AH

Admin Password  fRIFNEE. FXEMIBREERR (admin) Zh2,
O |iE: ERERANERIFNREZPZA , SLACLEERREN. HFEERREBESENHRRER
BHNERIREhEE R,

) |i*: SHEXRHINESIIAES,
BRIANISE : Not set (RIRE)

System Password RIFERIRE. BEXEHMIPRRAE,
O |t TRERENERAER,

BRINIZE - Not set ( KIZE )
Internal HDD-0 RFRE. EXEMRR SN SRR EES.
Password BRIAIRE : Not set ( RIRHE )
@ | iF: BRESREINERZAEH,
Strong Password  AIFEEIIETGREFIREN—EIREIEEEE.
ZRINIRE : RKIEFE Enable Strong Password ( [SFISE%ET ) .
@ i MREAEZRE  EERNEAZBYRELEE—1NMAEEE , —M\EFE , HUmEVEE 8

PMFS.
Password AT EEERIEATLENRMENRAKE.

Configuration
Password Bypass &S AR RIRIS RAMAER HOD &1 (UIEIRE ) RIUPR., IEINESE

+ Disabled ( B2 )
» Reboot bypass ( B3| ST )

BHAIRE : Disabled ( BZH) .

Password Change RIFEACIREEERIFMEBERT . BRRSFIEEIRNEEEZERNR,
ZXIAIZE : Allow Non-Admin Password Changes ( #iFIEERRZMEEN ) ke,

UEFI Capsule ST HIRFEE R UF BIOS 1BIY UEF EAEE G TEH.
firmware Updates ZXAIZE : Enable UEFI Capsule Firmware Updates ( [3A UEFI BREsX B ) SiE.

TPM 2.0 Security  IFETE POST BRiEEEA{EEAHEIR (Trusted Platform Module, TPM), IHIEIRIEENARE FEREA., KR
BIE -

e TPMOn (TPMFE) (BARE)

o Clear (&)

« PPl Bypass for Enabled Commands ( Pl Z&53B8REH#m< )
« PPl Bypass for Disabled Commands ( Pl 58322 H4< )
* PPl Bypass for Clear Commands ( PP| £&53i&f&m< )

o Attestation Enable ( 2FHIERR ) ( BUA)

*  Key Storage Enable ( [EFIERFME ) (BN )

« SHA-256 (2RiA)

@) |iE: MREBNSBERFHIIAME | FERWEE. IEHEURERER, MZERERSIZEE
aﬂ
Computrace (R)  SIFEEEREERR]E Computrace 34, EINELE !

o Deactivate ({55 )
o Disable (Z8)
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1R

NEERA

OROM
Access

Keyboard

Admin Setup
Lockout

Master

Password

Lockout

SMM Security
Mitigation

1588

e Activate ( BGE )

(D |i%: Activate (#iE ) # Disable ( 22F ) HBUSK R BEHIMIZINEE , HERAIFRKBMESR
ERIAIRE : Deactivate (£ )

BRI HINAEROETIRE. IEINESE

« Disabled ( EZH )
* Enabled (BER)

ZRANIRE : Disabled ( B2 ) .

FOFIENR BRI , LATES | SHEERREF A Option ROM Configuration ( 151 ROM ECE ) FR. NG
1E

e Enabled (EREH)
e One Time Enable ( —XM4EA )
. Disabled ( BZF )

BRIANIRE : Enable ([BR)
AFETREEEREE A RS ERZEIHNIZ B,

« Enable Admin Setup Lockout ( BRAEERIZEMNE ) - IETEZVAIRE FE2H.
LSRR, ETUSEREEERIE. ERIRECH  EE SRR,

e Enable Master Password Lockout ( [2FAFEZREE )

LRI f5 FRER S FRELE UEFI SMM 2B ARIFIFINEE.
¢ SMM Security Mitigation

RE5|SRRIELT

IR
Secure
Enable

Secure

Boot

Boot Mode

Expert Key
Management ( &

A ZAE

30

)

RFEigEER

i8R
IR (S PR A IR 2 B SIN4E.

e Disabled ( B2 )
« Enabled (BEEH)

ZMAIRE : Enabled (EREHE) .
FR AL eS| SRR HERZ 25 ST | LIAITFFEEIT UEF IEEIEFER.

- HEEI - WEIECGACER
o ERRER

RFEERFLTF Custom Mode ( BENIET ) AHRNLEZPEUER. Enable Custom Mode ( BRHH
EXER ) ERERANEA TEZMA, EIREE

PK

KEK

db

dbx

NSRS H Custom Mode ( BRENMIER ) , NS RREEDI PK, KEK, db #l dbx, SEIREIE :

Save to File ( {R#FRIXH ) — BEBREFRRFAEEREIGE

Replace from File ( M3 {$E#R ) — (FRBPIERISUGPRIZHEE R LRI
Append from File ( \3Z{4BfH00 ) — MR FIEERAISE S ZERI R INE HRIE0RERE
Delete ( Hilf& ) — MBRIEERAIZESA

Reset All Keys ( FEiZFTE®IH ) — EIRNEIANRE

Delete All Key ( HIBRFFEEER ) — MIBRFTEZSH



HETR il
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Intel Software Guard Extensions JFEmi%EIR

1L %88

iE: WNRELA Custom Mode ( HREXIES, ) , FRESEHMSEMEE . FEZBREHFNZE.

Intel SGX Enable  IZFRAVHEAETRFRFINEPRITD/ FHEMBERRML SABME. ENEE

o Disabled ( BZF)
« Enabled (EEH)
o Software Controlled ( FRftH=Hl ) ( 2N )

Enclave Memory  1Zi%INIRE SGX Enclave Reserve Memory Size ( SGX Enclave (REBAEX ) . EIEIE -

Size

e 32NMB
e 64 MB
o« 128 MB
Ab —I-l—\
1 ™
[E5E R R 1EIR
IR 1% AH
Multi Core IEEIZEERCBRE— Bz, BLr AR EIMINZOIIRSERE,

Support Al (258) - IEIREEARE TEREHE

o 1
.2
e 3
Intel SpeedStep  AIFEZFAEZER Intel SpeedStep IIEE,
« Enable Intel SpeedStep ( B Intel SpeedStep )
HKNRE | BRIZIE,
C-States Control  UIT/&/3 R A AT INRILL IR BRREARAR S,
e Cstates (CIRZE)
ARE | BRIZE.
Intel TurboBoost 71423 FERZE PR IEEEAY Intel TurboBoost 1,
e Enable Intel TurboBoost ( f[EH Intel TurboBoost )
ARE | BRIZENR.

iR SIERFSEIR
R 0

AC Recovery A BRI RIEA S8 B FAE A B I HAYIHEE.
»  Power Off ( XIFIFEIRE ) (BAIRE )
. EERR
« Last Power State ( _E—HEEIRZ )

[ERZ5/R Speed  IEIRTARTEFIERESFIZENS/R Speed Shift AR, WIRTHERUAIRE FEERA.
Shift HAR

Auto On Time RHERET EYWRBEEIFAIRIE., EEE

RFEigEER
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Deep Sleep
Control

Fan Control
Override

USB Wake
Support

Wake on LAN/
WLAN

Block Sleep

POST 17

EIR
Numlock LED

Keyboard Errors

Fastboot

Extend BIOS
POST Time

Full Screen Logo

( £FREIE)

1588

Disabled ( B££F3 )

o EveryDay (8X)

e Weekdays ( T{ER )
Select Days ( IEEXREL )

ZRAIRE : Disabled ( B2 ) .
PUFIEIEZRGE RN (S5) BTAIR (S4) BB BT AL,

» Disabled ( BZH ) (EIAIRE)
o Enabled in S5 only ( {X7E S5 FEEH )
o Enabled in S4and S5 ( £ S4 1 S5 HEEH )

EHRGRSIRE, IEERARE FERA,
O |i: =R . REUSEESS.

FEFEE A USB IRZIERFMNFVIRSIREE,

Q) [iE: WIEREEERTREREIRRNER TR, MRZHEREMRBEFNIEPRET  WRKIE
BEREFSHFRE USB ixORYEIE , HEEihaE,

« Enable USB Wake Support ( [2F USB IERESZ s )

ZOANRE [ ZEMERRE.

S S s AR LAN ([FS AR WIS T R ENBITEE.
Disabled ( B2H ) : HIEEIATEA.

LAN Only ( {XF3F LAN)

WLAN Only (1% WLAN )

LAN or WLAN ( LAN B WLAN )

LAN ( PXE B|&)

ST SRR LR ER M TP NBEIR ( S3 K7 )

Block Sleep (S3 state) ( BELERERR ( S3RZE) ) .

BRIAIZE : The option is disabled ( EZEFIZI%EIN ) »

il 4,
T EEIEIR
i5BH
ZIETUEER B MAERSS | SHTFIFF NumlLock LED 8747,
«  Enable Numlock LED ( JEFE Numlock LED #8747 ) : i /EH.
ZETEER RS | SR EHEEXAYEIR.
» Enables Keyboard Error Detection ( [EFRZ&EEHRIE )
FFEEIT IS F LTRSS BN | I FE, 1EIEsE
e« Minimal (£§2>)

« Thorough (£mM) (ZiA)
+ Auto (E#)

ST CIER B MTAS | SEEIR.
- Oseconds (0F)) (ZKiA)

e 5seconds (5F))
« 10 seconds (10 F)

. NREHNEGRSFEROHERMARE , AR ER2FHIR. 1B "Enable Full Screen Logo”
R ) BRIAKRIEER,

L IZIRIENACE A,

(ERzRE
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Warnings and «  Prompt on Warnings and Error ( BITEZE&SFUEIRANHESR ) (Z0A)
Errors + Continue on Warnings ( HHIIEEEAT4ELE )

+  Continue on Warnings and Errors ( HHINZEEE RIS RATLAESE )

Manageability ( I EIEH )

IR i50g
USB Provision BREE . /FEEE USB FHEIRRERAE E )R E RS T/R AMT,
* Enable USB Provision

MEBx Hotkey ZETIEERBNMNIE MEBX Hotkey ( MEBx #4# ) THEEER SRS |ISHER.
Enable MEBx Hotkey ( 2P MEBx ## ) - BMACEHE.

ML I5 R R EIR

i U} 508
Virtualization FVHES R Intel EEIUMEIRA,
Enable Intel Virtualization Technology ( B8 Intel REHMEIZAR ) (EHA) .

VT for Direct 10 FF Intel® B |70 EHULRIARIR A INRE 4 ThEE S e AT BN IEEE (VMM),
Enable VT for Direct I/0 ( BB 110 VT ) — BUABER T2,

Trusted Execution IIETHEENENELIEMNEE (MVMM) REATLERH Intel AIMSHATIRARAAIEMMEATIEE. 0=
F TPM EEHUSAFIESRE /0 MBI AT BEE R ThEE,

Trusted Execution ( AIfEHAT ) - BUAER FEZH.

y w51 8udll

IR %A
Wireless Device  RIFE SRS EZERANETEILSE.

Enable «  WLAN/WiGig
e Bluetooth ( I55F )
FrEIERENASE.
3
UHEIP R ERITIR
i%IR 15488
Service Tag ERITENNIIRS IR,
Asset Tag A EERRER ISR RRAT IrE, WERENARIES,

SERR Messages  IFEZAI1EH] SERR EEHE. ELERFEE SERR ER.
 Enable SERR Messages ( [SFI SERREE.) ( BAAIRE )

BIOS Downgrade  IFEAZHIERFEUGRIFT ALABIAUEITIRAS.
FBIF BIOS B4k ( BRASH )

Data Wipe = ERE R REIE AT B AEIR S IR AR

REigEER



JEELR %88

BIOS Recovery

(BIOS RS )
First Power On ISR R BRTAIN A, HETEZNAIRE FEEMA.
Date
: f [ e ‘

ZEAETREEIR

IR %A

BIOS Events RFECEENBEREFIZERER (BIOS) POST 44,
= :

SYM TN =g ud ]

IR "B

ASPM AFHEITE ASPM B3,

« Auto (BZ1) (2A)
« Disabled ( BZH)
o L10nly (YR L1)

RPN ERS

. 18: RABEMZEZ

LHTES 588
System password ( RFTETS ) RIMNEIL A BEERARAR.
RETD IS NZTEA BEHIRT EHANERH BIOS IRE.

AL RAE IR EEDRAIFTEN.

)

FiBEe Rt ENPRNEIRRIE T EFHR2MHA.
MRHENAHERLTAERE | (HIASTLABEDEPFHEIOLEE.
it REMLEZMIINEECEMA.

PHRFZEZ

{NEIREI Not Set ( RiRE ) BT , I&ABEDECHTHY System or Admin Password ( RAKERREET ) .
EHANRFRIREERF TS EHS 1SS MR F2,

1.

2,

34

£ System BIOS ( E%i BIOS ) 5 System Setup ( RAIRE ) FET , 55E Security ( B2 ) FHZ Enter £,
AP ER Security (2 ) FH.

%342 System/Admin Password ( R#/SIERZ3 ) H1E Enter the new password ( S AFIZRD ) FERFEIEZT,
KEUTERNIZERFZ

. —EBRRSETEE 32 MNFR.

. EEOEHF0E9,

« WNEFEBW , AITFERASFE.

o RAFERUTEFRFR =8 (" ) (9 O GO O D O O (D D C)e

SESTHITE Confirm new password ( SIAFIEERS ) FERPBMANRNIRAER |, A5HT OK (HRE) .

1% Esc BHI—KERIERSRFEL.

®Y REEY.

RFEigEER

RIFHEMBFREERIREREINE USB NEFRANKE S PIREFELARIAL BIOS KRS, FUASER.



HEYISERS.

IR ERIR B R AR E RS

SRR E RN BN R A ZIEF/HIREZMB AT , #fR Password Status ( B3I ) 2 Unlocked ( EMFRRBIE ) . IR
Password Status ( ZR3IA ) A Locked (B8 ) , NATHIREEXINE RAZLIREER.

BHRNRFGRERR , FEERS |ISEZEHE F2,

1.

£ System BIOS ( i BIOS ) T} System Setup ( RFIRERER ) FET , %R System Security ( RRARDAFIP ) Hiz
Enter,

=T System Security ( RARLHFIP ) FE.

1£ System Security ( RRARLIFIP ) BEET |, I8UF Password Status ( ZF54A7S ) 79 Unlocked ( & ) .

54E System Password ( RAEHE ) | EXEMIFRIIE RFEZIEDFHIL Enter B, Tab .

54E Setup Password (iZE#E ) , EXEMRIIBIRERERSHL 2 Enter 5 Tab #2,

@ [iE: MRERRFHIF/HREZGT , WEHRTHERBANZE., NRBRFRAZTON/KSEZ0 , WERERRHR
IABRIBR.

1% Esc BHI—RBRIRNEREEY.

R Y (R ESFHRHRFIRERE.
HEISEHRSIS.
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REFAN AR RSN R4,

E 2N

BIERR

T IKSERF

Intel 5 FZBIXENFER
(AN G en e
EOREER

o EEIRTNFERF

o BGLIKENER

o FHERENTER

o TeRIPIREER

o IEFIRNFER

«  USB IKEhiER

®MERSR
®19: BMERR
SKEIRER S

R

Windows 10 Home ( 64 {3 )

Windows 10 Professional ( 64 {3 )

Windows 10 Home National Academic

Windows 10 Pro National Academic

Windows 10 Pro High end

Ubuntu 18.04 SP1LTS ( 64 {if ) - 2019 £ 8 B

BERRRENR

Ak
THFERRRRERRIRERE

T& IREHiER
1. ¥IF.
2. ifa] Dell.com/support,

o

BEF@RZS  BARNRSIE  ARRERR.

® |iEE: MRISEBIRSSITE |, BERBMNMENINGE | SRFaNEHIISHRIERS,

W E 2RI R SE.
B MR AEF IR E L NI,
BETHRXHLAT ISR TRIIXKNERF.

© ©® N oA

RSP REBCRERE/RE A ARER.

36 R

B35 Drivers and Downloads (3EZNTEFHITE).

THGEAE | NSRRI RIS,
WEIRFER XA HIE R | FHER S LB aE TR,

Intel 15 4RIRENFE


HTTP://WWW.DELL.COM/SUPPORT/ARTICLE/US/EN/04/SLN299044/HOW-TO-DOWNLOAD-AND-USE-THE-DELL-OS-RECOVERY-IMAGE-IN-MICROSOFT-WINDOWS?LANG=EN

w 3 System devices
E3 ACPI Fan
= ACPI Fan
= ACPIFan
i3 ACPI Fan
i3 ACPI Fan
i3 ACPI Fixed Feature Button
§m ACPI Power Button
i3 ACPI Processor Aggregator
i3 ACPI Thermal Zone
i3 Composite Bus Enumerator
i3 Dell Diag Control Device
i3 Dell System Analyzer Control Device
i3 High Definition Audio Controller
i3 High precision event timer
E3 Intel(R) 300 Series Chipset Family LPC Controller (Q370) - A306
i3 Intel(R) Gaussian Midure Model - 159711
i3 Intel(R) Host Bridge/DRAM Registers - 3EC2
i3 Intel(R) Management Engine Interface
i3 Intel(R) PCI Express Root Port #6 - A33D
i3 Intel(R) PCI Express Root Port #8 - A33F
i3 Intel(R) PCle Controller (x16]) - 1901
i3 Intel(R) Power Engine Plug-in
i3 Intel(R) SMBus - A323
E3 Intel(R) SPI (flash) Controller - 4324
i3 Intel(R) Thermal Subsystem - A379
3 Microsoft ACPI-Compliant System
i3 Microsoft System Management BIOS Driver
E3 Microsoft UEFI-Compliant System
i3 Microsoft Virtual Drive Enumerator
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACP|
i3 Microsoft Windows Management Interface for ACP|
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACP|
Em MDIS Virtual Network Adapter Enumerator
i3 Mumeric data processor
§3 PCl Express Root Complex
i3 PCl standard RAM Controller
i3 Plug and Play Software Device Enumerator
i3 Programmable interrupt controller
iz Remote Desktop Device Redirector Bus
E3 Systern CMOS/real time clock
B3 System timer
iz UMBus Root Bus Enumerator

e N LR e R

WIFRS P EB CREEE KR T,

A

%
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v [OF Display adapters
Ia Intel(R) UHD Graphics 630
B8 MNVIDIA GeForce GTX 1050

SRR ENIER

WIFRSH ERE RS IIKNIEF.

v 1 Audio inputs and outputs w I Sound, video and game controllers
== Microphone Array (Realtek(R) Audic) iy Intel(R) Display Audio
i Speakers/Headphones (Realtek(R) Audic) ij| Realtek(R) Audio

RILEIRENEE

WIFRSH R ERIEMEIXNIERT.

o>

~ [ Metwork adapters
I? Bluetooth Device (Personal Area Metwork)
I? Bluetooth Device (RFCOMPM Protocel TOH)
I? Intel(R) Ethernet Connection (7) [219-LM #2
I? Qualeomm QCAGT x4 302.11ac Wireless Adapter
I'_? WAN Miniport (IKEv2)
IfE WAN Miniport (IP)
I? WAN Miniport (IPvE)
I'_? WAN Miniport (L2TP)
I? WAN Miniport (Metwork Monitor)
I? WAN Miniport (PPPOE]
I? WAN Miniport (PPTP)
I'_? WAN Miniport (55TP)

BRI
WIERSH RS CRERGLINERF.

v @ Camneras
@ Integrated Webcam
@' Integrated Webcam

FEIRENER:

WIFRFHE R E R 2R IRER.

v & Storage controllers
ﬁ‘m Intel(R) Chipset SATA/PCle R5T Premium Controller
ﬁ‘m Microsoft Storage Spaces Controller

WIFRFHEBERE TN,

38 R



w . Disk drives

- 3 1300LX025-1U717D

RER:

IRENEE

WIFRSH ERERRRERIPIXNER.

v W7 Security devices
B Trusted Platform Moedule 2.0

=l

ST IRNER

WIFRFHERERRE T IXNER.

W g Bluetooth

a Microzsoft Bluetooth Enurnerator

g Microsoft Bluetooth LE Enumerator

ﬂ Microsoft Bluetooth Protocel Support Driver
ﬁ Qualcomm QCABAA Bluetooth 4.1

USB IKTHTERF

WIFRFHERE LA USB WKaiERF.

W i Universal Serial Bus controllers

i Intel(R) UsE 3.1 eXtensible Host Controller - 1.10 (Microsoft)

i USE Composite Device
i USB Composite Device
i USE Root Hub (USE 3.0)

A

%
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SRENHSHD

E 2

HAZRRUR

@ |it: MBRETRNERMES  TEBKEE, 2HE8, KBRS ER ESRERES.

B/RIRME T VM EZURETRIENSHRSER. aAtSERERTXUAR=RNARMERER | FLiRS oI aeEERTE
HNER/MXATTAH. BXHEE. RAISTHEFRSE™M | BEKREUR

1. &%= Dell.com/support,

2. EEREAISTRERE.

3. ERHEERISEEER/MR THYIERF , HAGENERS X,

4. RSN EEISEEIERAIIRSS s .
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