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O |E: RUENBERTREEIER/MENR, UTEFHEEZTEMNEROTERE. NTERESHFEER , B
Windows {FERFERIRAR IR , ARBIM TR EERMEANEER,

5 :

RIEER

ER

Storage

FX

FRIEHIRR
MR

B - RE
SMERERBRAEESR
N

BRARRY

B

RRIE 2R

BIREEER (GSP) 2% Dell BREREPMEMNRY , HEZ RS HNEEFEADSEREZIHEE , LERKERSMIHTE
BHEFE. EEFFARAAHERASHMEENEEME  EMBRERN. EHEATIUERREE LRFIFRISEERMRE ,
EEERIKRITZ%, Del EF A EBLLTIEREH GSP B EE.

Device Guard (DG) # Credential Guard (CG) 974 Windows 10 3 iR FTiR I Z 2 4 ZhEE. Device Guard #& & ¥ /EEI VRS MRS
REMINGE  RNRERBAETRE  FEHERNHTEENEARER. Credential Guard AIEFEAEEICHN L2 RIBHEZT (R
), EAFAERNRRERTR, RERENFILERBNEG  BNREARFBININE. Credential Guard A1 H R & NTLM
BHGHEM Kerberos ERIWEER | R HEBEHE,

@ |5 BEBFERLIEREEGRIE. SESUERTYTAREREEE , ATasRER/ METAMEREER.
1. 2 9 K Intel Core IRIEEEHIE

i)

Intel Core i3-9100 (4 #&0\/6 MB/4T/&®& 4.2 GHz/65 W)

Intel Core i3-9300 (4 #%/0\/8 MB/AT/& & 4.3 GHz/65 W)

Intel Core i5-9400 (6 #0/9 MB/6T/& & 4.1 GHz/65W)
Intel Core i5-9500 (6 #%0/9 MB/6T/& & 4.4 GHz/65 W)

Intel Core i5-9600 (6 #%/9 MB/6T/& & 4.6 GHz/95 W)

Intel Core i7-9700 (8 #%/0\/12 MB/8T/8&& 4.9 GHz/95 W)

Intel Core i9-9900 (8 #%/:/16 MB/16T/& & 5.0 GHz/95 W)
3K 2. & 8 fX Intel Core FZIE eI IR

b

Intel Core i3-8100 (4 #%/5v/6 MB/4T/3.6 GHz/65 W)

Intel Core i3-8300 (4 #0v/8 MB/4T/3.7 GHz/65 W)

Intel Core i5-8400 (6 #%/0\/9 MB/6T/&& 4.0 GHz/65 W)
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E<:Fid)

Intel Core i5-8500 (6 #%/0/9 MB/6T/& & 4.1 GHz/65 W)

Intel Core i5-8600 (6 #%/0/9 MB/6T/& & 4.3 GHz/65 W)

Intel Core i7-8700 (6 #%/0/12 MB/12T/8& & 4.6 GHz/65 W)

S

x 3. iCIEREME

R/NiCIEEHRE 4GB (118 4 GB 1##8)

RAGIEEERE 32 GB

IS E 2 & SoDIMM

BEEETENR ARG ERE 16 GB

iegE 4GB-1184GB
8GB-1188GB
8GB-21E4GB
16 GB - 118 16 GB
16 GB - 2 18 8 GB
32 GB - 2 1§ 16 GB

Ehil] DDR4 SDRAM 3 ECC 21552

RE 2666 MHz

2400 MHz (£ i3 IEX22])

® | it: Intel Optane S{&E&M;E AL DDR B BN FIES RAM B &,

Storage

Table 4. Storage specifications

T /R R R Form Factor RE
One Solid-State Drive (SSD) M.2 2280 Upto2TB
One 2.5 inch Hard-Disk Drive (HDD) Approximately (2.760 x 3.959 x 0.374 Upto2TB
inches)
One 2.5 inch Solid-State Hybrid Drive Approximately (2.760 x 3.959 x 0.276 Upto1TB
(SSHD) inches)
M.2 2280 16 GB and 32 GB

Intel Optane memory

Table 5. Storage configurations

Primary/Boot drive

Form Factor

1x M.2 Drive NA
1x M.2 Drive 1x 2.5 inch Drive
1x 2.5 inch Drive NA
1x 2.5 inch HDD with M.2 Optane NA
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NOTE: Supports RAID 0 and 1 with M.2 SATA SSD and 2.5" SSD/HDD. RAID 0 and 1 are not supported with M.2 PCle
SSD and 2.5" SSD/HDD due to different interface types. It is not available with Optane memory (Available from August
2019).

For optimal performance when configuring drives as a RAID volume, Dell recommends drive models that are identical.

RAID O (Striped, Performance) volumes benefit from higher performance when drives are matched because the data is split across
multiple drives: any 10 operations with block sizes larger than the stripe size will split the 10 and become constrained by the slowest of the
drives. For RAID O |0 operations where block sizes are smaller than the stripe size, whichever drive the IO operation targets will determine
the performance, which increases variability and results in inconsistent latencies. This variability is particularly pronounced for write
operations and it can be problematic for applications that are latency sensitive. One such example of this is any application that performs
thousands of random writes per second in very small block sizes.

RAID 1 (Mirrored, Data Protection) volumes benefit from higher performance when drives are matched because the data is mirror across
multiple drives: all 10 operations must be performed identically to both drives, thus variations in drive performance when the models are
different results in the 10 operations completing only as fast as the slowest drive. While this does not suffer the variable latency issue in
small random |O operations as with RAID O across heterogeneous drives, the impact is nonetheless large because the higher performing
drive becomes limited in all IO types. One of the worst examples of constrained performance here is when using unbuffered |0. To ensure
writes are fully committed to non-volatile regions of the RAID volume, unbuffered |0 bypasses cache (for example by using the Force Unit
Access bit in the NVMe protocol) and the IO operation will not complete until all the drives in the RAID volume have completed the
request to commit the data. This kind of IO operation completely negates any advantage of a higher performing drive in the volume.

Care must be taken to match not only the drive vendor, capacity, and class, but also the specific model. Drives from the same vendor,
with the same capacity, and even within the same class, can have very different performance characteristics for certain types of 10
operations. Thus, matching by model ensures that the RAID volumes is comprised of an homogeneous array of drives that will deliver all
the benefits of a RAID volume without incurring the additional penalties when one or more drives in the volume are lower performing.

When RAID is used for two non-identical drives (i.e. M.2 + 2.5 inch), performance will be at the speed of the slower drive in the array.
375

=P
6. BN

Intel Realtek ALC3289 S{EE I M

BEETEERE B

BEH 2

LB/ FAENE 16. 20 B2 24 (TR E

EUERER (8RE/HBHN) X 441K/48K/96K /192K Hz BUiE =R
AL 98 dB DAC 8. 92 dB ADC A
BHEA B

Waves MaxxAudio Pro B

FMEFLAR

ERE 40K~B0K ER4E

FARRRIRA N/A

FABRARER L 100~150 EX#R

E 1~4 BRIR

RESRIY\Zh R 3W ()4 W (EE)
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sHRIEHI RS

R7.%4&
EFIEE LRl Bl icieiER
Intel UHD Graphics 630 UMA mEz=
NVIDIA GeForce GTX 1050 , 4 GB SEER GDDR5
R 8. MR RBITERE
DisplayPort 1.2 HDMI 1.4 HDMI 2.0b
BARMIE - E—RURE 4096x2160 2560x1600 (24Hz) 2560x1600 (24Hz)

4096x2160 (24Hz)

4096x2160 (24Hz)

RARBTE - & MST

2560x1600 N/A
3440x1440
2560x1080

N/A

A S R

* 9. MRIMAHE (2EK)

RABITE 2.0 MP
M E R FHD
FHD + L5M& (IR)
SGRETE FHD — 1080p
FHD + IR — 1080p + VGA
IR — 880
HEXE s, KR
BBE &z BB BRI (AE)
B &) B ar##EE (AWB)
B BB %4 (AGC)
8BRS M A U R 58 H R

B - i
= 10. B - RE
MR

AE Intel i219-LM 10/100/1000 Mb/s Z A48 (RJ-45) , &

Intel = i MAEE A PXE ThEE

REERE
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NEERIBENERSS

& 1. SRR A R

USB 3.1 Type A Gen' (Al TH /& E /1) 118/4 18/0 18

118 USB 3.1 Type A Gen 1 (& PowerShare ZhAE) (fIH)
2 18 USB 3.1 Type A Gen 1 (FTH)
2 18 USB 3.1 Type A Gen 2 (=)

USB 3.1 Type C Gen 2 (AITE/&EHE/AE) 118/0 f&/0 18
—1{& USB 3.1 Gen 2 Type-C E#:48 (fIT)

fBEREHEERE (RJ-45) ST 118
HDMI 1.4 B BE1E (WERERFEE)
HDMI 8 A (GEAL) HE1E
HDMI 2.0 B i BHEE (BB R RHERE)
DisplayPort 1.2 EHE1E
A E RS AT 1 18
=B N DR ol HE1E

< 12. BERSEFRE

gl . FullHD (FHD) f§#%
Full HD (FHD) 381z
4K Ultra HD JEfg %

BEERY (HAR) 27

SR PS

FERER WLED

Native Resolution - FHD -1920 x 1080

4K UHD - 3840 x 2160

BRI . FUIHD
- UltraHD
=E - FHD f# - 200 cd/m

FHD 3E#§1% — 250 cd/m
4K UHD JEfB#E — 350 cd/m

BEERY - FHD - 597.89 mm x 336.31 mm
UHD - 596.74 mm x 335.66 mm

BE FHD - 336.31mm
UHD - 335.66 mm
EE FHD - 597.89 mm

UHD - 596.74 mm
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BEGE - FHD-2M

4K UHD - 8.3 M

BNEGEE (PP . FHD-82
. 4K UHD - 163

EE R - FHD - 0.3114 mm x 0.3114 mm

4K UHD - 0.1554 mm x 0.1554 mm
EEERE . FHD-16.7M
4K UHD - 1.07 B

HIEE (FR/IME) - FHD - 600
. 4K UHD -910

R (—) - FHD -1000
. 4K UHD - 1350

O FERFRS ( JRAME) 25 R

—H% [E] FE RS S 1428

FRTSEER 60 Hz

KERIRAE 1780

BEERAAE 178°

== o

Eg,

F13.EF

TR MRS 240 W EPA B4R 155 W EPA $8#%

AC SR N\ EREE 100-240 VAC 100-240 VAC

AC RAER (1 AC EIE/B AC &) 36A/18A 36A/18A

AC BRASEER 47 Hz £ 63 Hz 47 Hz £ 63 Hz

AC BTEBE TR (80% &#) 16 EER 16 X

PR &84 20-50-100% 54 90-92-89% B # A 20-50-100% B4 82-85-82%

—HRWER (XER PFO) N/A N/A

®|&: B PFC BIRHAEIEN—BUER 70%. OptiPlex AIO T 124 APFC BiR{tHES

DC 2%

+12.0V BiH NA NA

+19.5 V 8 19.5VA-85AF195VB-10.5A 195VA-75AF119.5VB-7.0A

+19.5 V B B R 19.5VA-05AF19.5VB-175A 19.5VA-05AF19.5VB -175A
X 195 VA-05AM195VB-175 F@wmiE= 19.5VA-05AF19.5VB-175
A A

BRAMBIE 240 W 155 W

RAHEE 120V IHE (G EREZME 12 N/A N/A

V EBHIER)

BTU/h (1R#8 PSU B AFLE) 819 BTU 529 BTU

AERE 21



ERMHEREEE N/A N/A

ERIBTE

Erp Lot6 Tier 20.5 W iRE B B

4 Climate Savers/80 PLUS R &8 o) B

Energy Star 7.0/7.1 F3&% E) B

FEMP s HERMER B B

= 14. &

BiR BRE Bz B

155 W AZFEREK 155%3.4125 = 529 BTU/hr 100 £ 240 VAC , 50 £ 60

Hz , 3A/1.5 A
240W BAIRETRER 240*%3.4125 = 819 BTU/hr 100 £ 240 VAC , 50 £ 60
Hz , 3.6A/1.8 A
%* 15. CMOS &3t

3.0 VCMOS Sith ER RS BM D)

Brand ER |40 A E=NT

VIC-DAWN CR-2032 3V i TEBE 23°C+3°C B |
R 30 kQ BEEEHRE
E20VERIHER, Eith
FER 60°C Z -10°C B
BZ 150 RRERER ,
EFEIE 23°C+3°C T 7
W8 24 /N

JHIH HONG CR-2032 3V i RIBKQ EREERES
25V IRIEER,
200C+2°C : 940 /NEFE
EE;12MEA% 910/,
BHIEE.

MITSUBISHI CR-2032 3V i RI5 kO EEEEREE

20V RImER,

20°C+2°C : 1,000 /)NBF
HER; 12M@A#% 970

NERER.

0°C+2°C : 910 /N E
& ; 12 A% 890 /N

HEK.

BERRBERY

@l%i: FREEREREERKBAEERS EEVHATREREBTRAMEMEZR. REARES . ABRERFN—EER.

*16. RER

TEEENEBREAREEE (LF/1) 18.54/8.41
TEEENBEAMSES (D7/8) 19.03/8.63
HWIERERT (RBET2IERE) :

5 (AH/H) 15.31/38.90
B (A5/H) 24.17/61.40
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R (DD/)

2.28/5.80 (UHD)

2.27/5.77 (FHD)
BIEEERYT (RRTSEE) :

= (A5 /M) 15.31/38.9

B (A5/H) 24.17/614

2.28/5.8 (UHD)

2.27/5.77 (FHD)
SEURAERR Y
B xR (A9/M) 11.30 x 10.03/28.70 x 25.48
58 (DF/B) 7.10/3.22
rEXEER Y
& (W/A%) 23.35 cm
B xR (A5 /m) 10.69 x 10.68/27.15 x 27.13
B2 (AF/8) 9.79/4.44
2RETRAXNEENSXSH
B (A5 /H) 21.57/54.80
B (A5 /H) 36.14/91.80
R (D5/H) 8.50/21.60
HEEE (AF/8 - 28R 35.27/16.0
2NEXEENSESH
B (A5 /H) 21.77/55.30
B (A5/H) 28.50/72.40
R (D5D/H) 10.20/25.90
HEEE (DF/B - SREMH) 37.48/17.00
om L3
RIS
@ [5t: M Dell BRSENHMET, , B RREMY, — 6. BSEEMESTHENRERR.
x17. R
Rl et =l
# BFR/PVC #58 =
BEAOBEXE =]
e BEBR/HE
ETRER IR L PERS =l

REERE
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RRREVFCEEEN ERIIETE BIOS FREE., REMRE , AL :

EEFIEE TIEEEEE NVRAM 2 E
BIERAEE AR

MAREAREEE
REMAREMEREERAE
EETNEEEMT

FE:

RERH/E

SER

B E

X BIOS 8 ER

General (—fi%) EHEIEIE

R EMREE

Security (Z2&1%) EHEEIE

Secure Boot ( ZZ2RIE) ) EEEIA

Intel Software Guard Extensions (Intel EXEE{REE I TIAE) SHEIEIE
Performance (3188) &= HE1E

Power Management (£/RE1E) EMEEIE
POST Behavior (POST 1T7/4) EHZE1E

EEINEE
Virtualization Support (E#¥t3z18) EHEIEIE
Wireless (#&#3) EMEIE

Maintenance (#3€) = HEIE
System Log (R¥aCHk) SEEE
PR AR IR

t Erl, ==
RIRERTE

BRIFECEHEERRNEMERSE , TAFIEE BIOS SRERERPHRE. FUEEFR T EHSHMEETLE.
(D 5t W BIOS SRERER 2Rl , EEBTEC T BIOS SRERENNEREN , LMt %8 #=,

T I AREA BIOS RERR :

ST LR KERAEEERN , f120 RAM BE. BHRAN.
BERBAREN.
REHBEFAERENAEER , fINEREZN. RRNEREE  URMARERAEFKE.

N==5]
EEHE
®
mat 58
@ ks m§E BE —EBNAL.
BT A e BET—EEAL

i EABINARREERL , BHAHEESREAT  ERSRAFICENRBRAR  BETTEN.
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maE 88

Enter AFTER B P RIE— A (DRBNE) DR PEEEET.
42T RESKE THXEE EEA).

B BETEEREL

Esc i BEL—H  BHCENIEEAL. EXEEET to# , BHA—ARS , EREREFEARREETNE

B, RAREFRB R,

PRI

Boot Sequence (FHIERF) TETHBRAARECENWHAMEBIEF , DEEFAREFERE (FIH0  AFEERTE), BHEERAE
(POST) #if , — B &% F HIE Dell Z5HE , RS :

BT P RERREEE
BT F12 SREE T B R BT A
EREM BRI ANEMEE  OEDENEE, AN RIES
HEUC AR (N RAHEE)
STXXXX TEHE A
® | FE: XXX 3 SATA RIREHNESE.
KR (R
SATA BERE (MR )
N

)

ARIEFEEEERNEE  BUFRARKREED.

N ) ——F 4=
iE A BIOS SR EFRR,
1. BERN (REHRE) EHS.
2. 1£ POST iRl , E2F L7 R DELL #UERF |, T EHE | SRR IBR , REBIENER F2 &,
@ it P2 BRRTAEECHRE. WIRRERRBERE , IS EITEHE  S(REMNER , AR, NREEHE
F2 IR F2 8 , RIS EN., MRBESEA , TBEF ICHAEERGER , AFBEESS , B3F3FEE
ZRENSEH., A%, BEHASHSERR—X.

General (—#%) S H#EIE

It ER D 51 Hh IR E A Y = =R R ThRE.

§%: 5842 Diagnostics (F2 ) IS = BT ePSA diagnostics (ePSA 2 Ef) £MH.

.31 Bl
System . System Information (R#HEFN) : FR BIOS Version (BIOS ARA). Service Tag (ARFZIEH). Asset Tag (B
Information EIZE®). Ownership Tag (BEA#EIZH). Ownership Date (A H ). Manufacture Date (RiEHE]) ,

LAR Express Service Code (HiRARFE(LHH).

Memory Information (FCIEBE &) : BE7R Memory Installed (2R EHIECIEEE). Memory Available (R it iE
B&). Memory Speed (ECfEEE®RE). Memory Channels Mode (FCIEEEEE&E ). Memory Technology (5
2881 4i1). DIMM A Size (DIMM A K/N)F] DIMM B Size (DIMM B K/M),

PCl Information ( PCI && ) : #8’R SLOT1# SLOT2

Processor Information (BEIE82 & #) : B8R Processor Type (BIEEZE2H). Core Count (#%/OFHE).
Processor ID (B2¥ 88 ID). Current Clock Speed (B BTEFIKIEE ). Minimum Clock Speed (F/NRFATEREE ).
Maximum Clock Speed (BRABFARIERE). Processor L2 Cache (REEEEEE —RIREFCIEEE). Processor L3
Cache (B2 5 = R IRENGEIEEE). HT Capable (HT 32#&)# 64-Bit Technology (64 i T 4i1).

Device Information ( £EE& ) : B/~ SATA-0. SATA-1. LOM MAC Address ( LOM MAC 23t ) . Video
Controller ( $£1&3%#188 ) . dGPU Video Controller ( dGPU 542428 ) . Audio Controller ( F &4

8% ) . Wi-Fi Device ( Wi-Fi #£{& ) # Bluetooth Device ( EZFEEE )



BIR BiL

Boot Sequence Boot Sequence RCEE B EHSREERRWIERF, SERMIER , BSEURARINEE
PIEMESTHESE, SERIMESBEL & THLRETEHE, SiEARE LY
BLERE TR, LS ErMeEnERE. T A A B S A B BB
%EEPE’JEIE R PEZRUA Legacy Option ROMs ({2#ti2 18 ROM) LARN & &t Ba sk
ﬁt IR BUA Secure Boot (RZ M) , T AFILEKBMER, BIEEE

Boot Sequence (RXB)IEFF) - FEERZAIE Windows Boot Manager (Windows R{B) & 12

2X) IR,
O |5 mummmnrEREmzE mE E‘I““’Fﬂ
Boot list options (BAMEEERIE) - ILEERIES Legacy (18#) 1 UEFl, FEFERRMR

RET , 2IE UEFI 232E.
()%EEE%M%#%%wﬁE,E%%EW%$EO
Add Boot Option (F738RIENEIE) - 7] B F 18 RIS IR

Delete Boot Option (fiIFREIEEIE) - T%‘TWJF?EEEE’JFSZEJJ
View (118 - Al BT RIR B8 P B R RN & IE.

Load Defaults ( EiATEELE ) - IRE BV TEERERE.

1R E - A ERSERE.

Apply (ER) - AIBERERRE.

Exit (£3R) - ERILRIB B

Boot List Options  FJE/NE BRI ENEE#IA ¢
sEeay
(F’ﬁ%lﬁﬁgﬁ) Legacy ('féiiﬁ)

UEFI (FERRBRUE)

UEFI IR RS BT RFE F2 FHEERM UEF HREEE  RRREERTERERATESER EARE).
%

Always, Except Internal HDD (—#& , BRIREE HDD #})
Always (—7&)
Never (ZKT)

Advanced Boot JH: LIE A EELUESRIRIE ROM S A, 7ETEXAREET , Enable Legacy Option ROMs (B {E#%818 ROM)
Options BIEAEM.

Load Defaults ( SEATESRME ) - IREBASMTERRE
REEFRE - HIFEHNRE

Apply (ER ) - IREERRE

Exit (#53R ) - FERILEIE A,

Date/Time TS E MR,
A AT R

g % *H IU\ E=l E

EIE #RAA

Integrated NIC MEAEA UEF| {8832 | BITT6E A UEF BEEFAE. UEF M TERTE OS MFH OS MEEThAE
AERAN NIC, EARRIPXE thieF A ItIhaE. BRI Enabled w/PXE (3E3B PXE BUA) BF , PXE BIKk
R (8 PXE 5 UEFI PXE) #EURMA B RTHY Eﬁ#ﬂ%ﬁiﬁéﬁfi)ﬂ 9 Option ROM #88, PZBRIA UEFI {838
BFBEST 2 RUA UEFI PXE ThEe.

Enabled UEFI Network Stack (B UEF| #BRg &) - LIRIBFERAFEH.
TR ENEMRILEEE, EEEE

Disabled (242 )

Enabled (2RLA)

Enabled w/PXE (ERIH w/PXE) : EIETERARA.
Enabled w/Cloud Desktop (i 2% = RUF)

@ | it RERVZENKRENE , kBSIENERET—ETHR,
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BIR

SATA Operation

Drives

SMART Reporting

USB Configuration

Rear USB
Configuration

{8l usB
Configuration

USB PowerShare

B

OSD Button
Management
Touchscreen

Miscellaneous
Devices

FRAA
TR EREB SATA FEREIEHISE,
Disabled (212 )
AHCI
RAID On (RAID BERY) : WBIETERLBRA.
RIS EME SATA BiREME, FRATREMETE
SATA-O
SATA-1

SATA-4
M.2 PCle SSD-0

R TG E R R REEE 2D
Analysis and Reporting Technology [ B Fk Es 1 2 #T B2 SR S i1 R K )) 3R &

Enable Smart Reporting (BXf SMART )

LEAR G AT R E MR USB #4128, 21R Boot Support (RIBIX1R) ERA | RigE
f#fFH&E (HDD. FESER. EERHE) BB,

WNE USB EEZECHA , MER L ERENEECR AL AT RIEERRER.
ME USB BEZIBEER , FERREXSUTIMES IERBHNHE,
BIBERE

Enable USB Boot Support (B USB B 1&)
FUAETE USB EEIE . B85 6 [EEEBRIEIE
BIARI USB E#EIR . 88 2 EIEZENEIE

FTERIEFERARMA.
©) | it: USB @AEFIEETE BIOS §

BIEARE

RBRMA. BEERE

S E R BRI IR SRR, LI ATEE 72 SMART (Self-Monitoring
RIETFREABEA.

FRFIEEMERAY USB KRB

REDHAER , THRELRERT.

ETRASERARAM USB EEEE,

Enable rear USB Ports ( RBXA %l USB iE#18 )
ELSMASEAREN USB EEIE.

LA 7/ =RA USB EiiE

LA AT 58 E USB PowerShare ThRERYIT Ao
ERANMERBRE.

A IR A SRS RS FFIEHER. ERRRET | Enable Audio (BRI E ) EEDEN.

Enable Microphone (BXA B = E) (FEFRABRIA)
Enable Internal Speaker (B AZEBIU) (FARRBRUE)

ELRESZE—RBELRAZSER OSD ( BEFERE ) &if.

Disable OSD buttons ( &5 OSD 1#%Ef ) - tiRIEFEREUA4A5E,
WEIETZELSR AR EAEEAAE.,
TELZRASEATIEE !

Enable Camera (RUR B (FERRABRIA)
Enable Media Card ( BYFIREER ) (FERACEA)
Disable Media Card ({Z f %8 &)

SEIE 7225 145E B USB PowerShare SE 8 A7 R K Eith Y

EIEEE

Security (Z&1%) S HIZEIE

EIE

Admin Password

A

FEEEE. BERMBREEE (admin) ZiE.
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BIR BiL

@‘Ei: ERERKZBHERZB 28, LALRETEREEE. HREEEZHLEEBMNRARZEN
BERES.

® | i BESERNE , SUMER,
ERRT  RBRE

System Password F[ERERE. BFHMIBRRKEZE.

O | mmmERmE , BuBEH,

FERLERE © RE%
Internal HDD-0 EERE. BEAMBRIRRATIERN R,
Password fnEnen . =

FERRERE - ﬂiﬁxft

O |5 mmemane , uEy,

[l

palll

Strong Password  AIFEeRHILEIE | —F R EEAXREE.
FERRE : ARIZEY Enable Strong Password (B 1BE N Z5).

O |i: MRMAREAER , ERRERNRREBLACZEI—EXREFT. —BIREFTLELAE
2EY 8 @Fw.

Password AEEREEEENRAREBN R/ NITEARE.
Configuration

Password Bypass AIZEARASNEAKBRRBHBR AL HDD B (MRERTE) WER., BEGE

Disabled (Ef£ )
Reboot bypass (E#TFI#HEA)

FAERERIE : Disabled (E15F).
Password Change TFIEXECHRETEERBMHERT , AR ERY R R BBIEERIEAER.
FEERERE : Allow Non-Admin Password Changes (R EEESFHEEFT) 2B,

UEFI Capsule LEIE I EH RM R B AET BIOS %8 UEFI Capsule BT EHEITEH.
Firmware Updates  gzenen- . j®HEH UEFI Capsule Firmware S5,

TPM 2.0 Security  FJFEEFE POST RABIRUA RIS F E1EE (TPM). WERFRRABMA. BEEHE .

TPM On (TPM BIRR) (FEER1E)

Clear (GBRKR)

PPl Bypass for Enabled Commands (R &84 PPl B&38)
PPl Bypass for Disabled Commands (1A &5+ PPl B&38)
PPl Bypass for Clear Commands (&R PPl B£iB)
Attestation Enable (EIFERE) (FAER1E)

Key Storage Enable (BRI £ #8f1%) (FARRE)

SHA-256 (FE&R18)

Q) | MREBARERANFERE , A, FRANBREETERARE, HILEBEMBNSESEUA
£H.
Computrace (R)  FIEARIERE A &R Computrace EXEE, RIEEIE :

Deactivate (E8FH)
Disable (£ 8)
Activate (B{Eh)

©) | if: Activate (F{E)) 1 Disable (1) IBRITIG AT K AR BN S F A LLTHEE , MEFAFME—SEE,

TAEREXTE : Deactivate (B3FA)
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EIE #RAA
Chassis Intrusion IR AT EEH S ATIRE, RIEEIE .

Disabled (242 )
Enabled (2ELA)

FEERERE : Disabled (EZH).

OROM Keyboard  TJiE/E% TE 72 B #E HA RS F A IR #2712 X Option ROM Configuration (32 ROM #H&E) E .

Access Enabled (2ELA)

One Time Enable (EXELA)
Disabled (212 )

FEERERSE : Enable (BIA)
Admin Setup RAEEERGRER , RASEAEARERAMNEE,
Lockout Enable Admin Setup Lockout (B Admin (% ESE7E) - thEIETERAEA.
FRWEE A%, WEEEFAIRR R, BREBSATBERI TUSERE
Enable Master Password Lockout (B EZIHHETE)

SMM Security B IE ] R A S5 AE MY UEFI SMM Security Mitigation R & hAE
Mitigation SMM Security Mitigation (UEFI SMM ZZ &1t BB FEK)

Secure Boot ( ZZ () ) EMEEIE

EIF SREA
Secure Boot BB R A S A Secure Boot (Z2Fi) That
Enable Disabled (22 /)

Enabled (ERLA)

FEERERTE : Enabled (ERIA).

RIBEIE

Secure Boot Mode ##5 Secure Boot YEZE X I &K Secure Boot {TALLA ST A EHIFNIT UEFI BRBIIEXFE.

Deployed Mode (EFB1ER) : WWBIETERBRUA
Audit mode (FE#%1EX)

Expert Key A BTIER KA Custom Mode (BETER) K, THEALEMSBERE. Enable Custom Mode (B BET
Management BX) BERRAER. BEEHE

PK

KEK

db

dbx

MREFA Custom Mode (HETHE) , B HIE PK. KEK. db & dbx FIAERIIZIE, 2

Save to File (RRFEER) S BHETECAEEVER
Replace from File ({EIEREAR) — S ERNWSBIRRAFEAERIERTNEE

Append from File (ﬁ*hﬁﬁﬁﬂﬂ)— REAEFZNNERPESBNEEZEINERE

Delete (MiER) —MiFRiZEN A £
Reset All Keys (E&Fﬁﬁﬁfﬁ) ERY RS
Delete All Keys (RIiRFiE£8)—MRFIESE

BRI

®|..z #NE45EF Custom Mode (HETHR) , BEBRTHUFEEE , HiSSHERSERNE,



Intel Software Guard Extensions (Intel EiE2{REIR
7t ThEe) EMEE

.31 Bl

Intel SGX Enable LRI AIEETRMZ 2 HNREREITE OS RETMREA B/ REHEEH. BEEE .
Disabled (242 )
Enabled (2&UA)

Software controlled (EREZIEHI) (FEERME)
Enclave Memory  ItHZIE A% E SGX Enclave Reserve Memory Size (SGX Fit{REFLIEEE K/, SBIBERE !

Size 32MB

64MB

128 MB

JEEB

Performance (3{88) EHEE
2 0
Multi Core ETREEEFEAMA—EIMEZ L. ENANK O ERLEEAEXNNEEFINE,
Support Al (22B) - HIRIETERBRA.

1

2

3

Intel SpeedStep  AIFEARAZEA Intel SpeedStep LhAE
Enable Intel SpeedStep (XA Intel SpeedStep)
TERRERE  WRIEARA.
C-States Control  FIZELRUA = A HE LAY EIE S5 AERRAR 28
C states (C AR&E)
TERRERE  WRIEARA.
Intel TurboBoost  AIFZERENAZE A RIEZEH Intel TurboBoost ..
Enable Intel TurboBoost (B A Intel TurboBoost)
TEERERE : WEBARRA.

Power Management (ZREIE) EMIEH

EIH #tEA
AC Recovery ARECHARFEAEEERREEBRBEMBDHAENTE:

Power Off (BREAM) (FEFRE)
Power On (EX&h)
Last Power State (LR EJFRAREE)

Enable Intel Speed ILZRIEAMASER Intel EE8RFMTIR. WEBEFELABRA.

Shift Technology

Auto On Time TR ESKAEEBFEENER. REEE
Disabled (EZA)
Every Day (BX)
Weekdays (ZER)
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EIE B2L):
Select Days (22X H)
FEERERTE : Disabled (E45F).
Deep Sleep o] R AE Shut down (BHE) (S5) B Hybernate ({REE) (S4) R , BRKENREB;RE:

Control Disabled (22 ) (FBEX1H)
Enabled in S5 only (12 S5 BLA)
Enabled in S4 and S5 (£ S4 1 S5 BLA)
Fan Control BHRBRBIRE. RIBEFERAER.
Override ® | i A%, AEEREEE.
USB Wake AR USB B RRIEISHAR R IREE A Th e
Support i AEEEER R ERERE , FaE EFEIH:I}Jam ISR 7E Standby () REHER TR ASEE

28, RERETFEIFTE USB EEIENEE , LBESEHED.
Enable USB Wake Support
FARRERTE © WETERRA.
Wake on LAN/ AR ARFALLIIEE | FEMMAEEAEAREIEB LAN F5RME 55

WLAN Disabled () : MR EFERARA.
LAN Only (£ LAN)
WLAN Only (& WLAN)
LAN or WLAN (LAN 2 WLAN)
LAN with PXE Boot (LAN £/ PXE Ba#%)
Block Sleep WRIE A B FERRIRIE D 22 i A BEAR (S3 AREE),
Block Sleep (S3 state) (2 1EBERE (S3 #RAE))

FERRERE : WEECFA.

POST Behavior (POST 1T/3) EH:#IE

EIE FRAA
Numlock LED HIRIE AR E R F B HERT | 2B FERUA NumLock LED,

Enable Numlock LED (BZA Numlock LED) : tbiIEERIA.

Keyboard Errors  [LEBIBEAJIEERKHMEE , SR ERSREMBER,
Enables Keyboard Error Detection (Bl #2285 855R00)) « B IETERABRA.

Fastboot TETEAKBE—LHETUELR  MEMEBER. BERRE
Minimal (8x/\)
Thorough (E28) (785 1H)
Auto (B &)

Extend BIOS I 38R TE ] 22 37 RE ZMAY A M R A SR B R

POST Time 0 seconds (0 #) (FEERIE)
5 seconds (5 #)
10 seconds (10 #)

Full Screen Logo I IE_JE‘TE’J SR RERITER , 28 EIZ5. Enable Full Screen Logo (R 28 H1ZEE) BIATE
(%%%*—rwu HXEJ*

BEHER - Prompt on Warnings and Error ({58 & 8288 RIFIZR) (FEERE)
Continue on Warnings ({8815 245 R 4E18)
Continue on Warnings and Errors ({8812 & & B85 SRS 1R )

RIFBE 31



BEEIhEE

EIH

USB Provision

MEBx Hotkey

FREA

RUA% , AIiEIR USB f1ZHE B F AR MM EERME Intel AMT,
Enable USB Provision (B USB #i%£)

RIS T E RF M 25 FERUA MEBx Hotkey ZhaE

Enable MEBx Hotkey (B MEBx 1Ri& ) (%,Eaxi.%%ﬂlm)o

Virtualization Support ([Ei#XE) = HEIE

BIH

Virtualization

VT for Direct 170

Trusted execution

Bl
RS E A Intel Virtualization Technology (Intel BE#E4:4l).
Enable Intel Virtualization Technology (BX M Intel E#3x4iT) (FARRE).

U S5 3 IR BRA B2 EETR 28 (VMM) A | Intel® Virtualization Technology for Direct 1/0 325/ Ff AN A8 S T
BE.

Enable VT for Direct I/0 (BXFAEA R Direct I/0 B9 VT) - FERARUER.

PEEIB IS E R B B IR S (MVMM) 2S5 E A Intel AIMERBIATRATREAIM INFEEIIEE. TPM

Virtualization Technology (TPM E#:{b$:4i) 1 Virtualization Technology for Directed I/0 (B 1AE FTE 170 By
Intel FE#R L3 i7) EBL4 AR = BEME A L ThBE

Trusted Execution (RIS BEAITELAIT) - FE& 7%1*%

Wireless (f£iR) EMHIEIA

BI1E

Wireless Device
Enable

A
REEHASRFERANEZERREE.

WLAN/WiGig
Bluetooth (E3F)

FIBBIETRR AR,

Maintenance (i) S EEH

#IE

Service Tag
Asset Tag

SERR Messages

BIOS Downgrade

Data Wipe
BIOS Recovery

First Power On
Date
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Bl
BTRERNHEISRE.
ERBEEERE  RECRIRKEERE. BRBEERIKREE.
LEAR A AT 424 SERR FAS M. HOBTREE SERR AL,
Enable SERR Messages (B{F SERR &) (FA&%)
L AR 57 T 428 45 PO M 09 SR R BT BE PE E AV IS AT IR AR
TJ3E BIOS B4R (215 /) (TERA Enabled (ERLA))
AR R & TDBM AT E A ERRTF R BN E R
TEREBERAE T EWHRI/NE USB S IRWERIE , #45E BIOS BERIERTER. FERABRUT.
BEBIB ARG TE Ownership Date (B HHA). LLEETERAREHA



System Log (R#iECER) S HEIR

H BLl
BIOS Events A ETRIRABMRRMEEE (BIOS) POST B4,
SE= % Ab :EE
iEPE HH AR
EIE e
ASPM o] IR E ASPM &R

Auto (BE)) (FERRME)
Disabled (242 H)
L10nly (f& L1)

RIREE ERTE

*18. RRHERTEER

HiEEE A
RIREW BRI BB REEARR.
RERW B ARA M RIE S e I B E R ERER BIOS RE.

BRI RRBHBNREZBARREMNR 2,
BBDEREER ENEREMERNRERH,

MRREEMEE  ERATEZT , AOUABEEFRESH ELHER.
)

& = 75 S/ ro b
BERRRERE
HRAEMRERE Not Set (RERE) i , WA A LUIBEHHY System or Admin Password (R ERE S ).
EERARRRTE  FERBRNEMEAMRE | LART F2 #,
1. 7£ System BIOS (%#i BIOS) = System Setup (R#ERRTE) EMF , i#IE System Security (RFAELZEM) , ABIXT Enter,
ENEE R Security (ZZ 1) £M.
2. #HY System/Admin Password (Rif/EESEE) , AR TE Enter the new password (A FTZTF) A& HH.
RERMBIEE |, 358U T RS .
RIERETBA 32 BFT
RIFAEE 0 7 9 WEF.
REFERNEFTE , TAHERAETHE.
REERUTERFTT - 28 () (4 (O (O O (DO 6 (D~ (DO~ Dy Ce
3. 71 Confirm new password (iE-’«’%ﬁEE‘E%) BWABEALTRANRRERE , REZIE—T OK (HE).
4, BT Esc , ZBEHRABIRTNEHEE

5. BT YUREFRE,
EREERNRE.

IR BB R BN REREZB

FETETE System Setup (R#EELE) T HY Password Status (Ei,%;ljtﬁ’é) A Unlocked (FRFREETE) , BERMMRREBETREMNRAR/HFK
ﬁf@ﬁ% IR Password Status (ZiEAREE) B Locked) (38E) , EMEEMIKR B F R AN AR IR ERE.

it RRERBNREZBIECEA.
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MEEARRRE , BEMAMIERIE®ER  ZEMET F2.

1. 7% System BIOS ( &#: BIOS ) = System Setup ( R#RE ) EE T , i£IZ System Security ( ZREZTEMH ) REIET
Enter,
System Security (REEMH) E@MHIR.

2. 1f System Security (REZZ1) EW T , 557 E Password Status (FBAREE) A Unlocked (FRERFEHTE).
3. %12 System Password ( RRFE ) , SEAMBBEMNRAZE , LT Enter H Tab.
4. J2iZ Setup Password ( SREXG )  BERMMRIRENRKEEE , WK T Enter = Tab.
()| MREBRBERER/ARERE , BELHRETRENBANESR. NRCBHRAAR/HREEE , FERTHER
RS HE R MIBR .
5. BT Esc , ZBSHRABRTEHERE.

6. BT YEIAIRFRESERRARE.
EEEEXNNE.
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ENRE

RETFEMR AT RN IEERRURZEEEH EXVIER.
E3

EERK

T & BRENFEX
Intel & F #ESEENFES
AT REEENX
BEHER
R EREN

R MEREN 2
EFEEREEN
Z2MHEREREN
ETFRHER
USB SEB) 2=\

(GEEX

R 19. EERE
SEEERK - Windows 10 R AAR (64 ZT)

Windows 10 B2/ (64 fiZT)

Windows 10 Home National Academic

Windows 10 Pro National Academic

Windows 10 Pro = B R

Ubuntu 18.04 SP1LTS (64 fiZ7t) — 2019 £ 8 AR

ERARERRE P

THEIAAEA Dell FRRMERRE

T EEERN

1.

2.
3.

©® N oA

RUEN=R .

AI{E Dell.com/support.

#—T Product Support (ERXIR) , MALERNHEISIZE , REE—T Submit (IBX).
@ | i MRS ERGIERE , HEHASERT S FERI BRI R R,

#—T Drivers and Downloads (BEENZXE2 T Hi).

BEER FRENIEERLR.

BTHBER , ARENEREMEEHEN.

#—T Download File (TEHE=R) UT&HE HMEEEHE.

THERE BBEEHERHEAERNER K,

ERMTRBEXNERER  ARKEBER LWIERET.

Intel g F#ABEENFERK

BARRPRECELE Intel & FEEFRER.
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HTTP://WWW.DELL.COM/SUPPORT/ARTICLE/US/EN/04/SLN299044/HOW-TO-DOWNLOAD-AND-USE-THE-DELL-OS-RECOVERY-IMAGE-IN-MICROSOFT-WINDOWS?LANG=EN

w 3 System devices
i ACPIFan
iz ACPI Fan
i3 ACPIFan
iz ACPIFan
i3 ACPIFan
i3 ACPI Fixed Feature Button
i3 ACPI Power Butten
i3 ACPI Processor Aggregator
i3 ACPI Thermal Zone
i3 Composite Bus Enumerator
i3 Dell Diag Control Device
i3 Dell System Analyzer Control Device
i3 High Definition Audio Controller
i3 High precision event timer
E3 Intel(R) 300 Series Chipset Family LPC Controller (Q370) - A306
i Intel(R) Gaussian Mixture Model - 1911
i3 Intel(R) Host Bridge/DRAM Registers - 3EC2
i3 Intel(R) Management Engine Interface
i3 Intel(R) PCI Express Root Port #6 - A33D
i3 Intel(R) PCI Express Root Port #8 - A33F
i3 Intel(R) PCle Controller (x16) - 1901
i3 Intel(R) Power Engine Plug-in
i3 Intel(R) SMBus - A323
i3 Intel(R) SPI (flash) Controller - 4324
i3 Intel(R) Thermal Subsystem - A379
3 Microsoft ACPI-Compliant System
i3 Microsoft System Management BIOS Driver
E3 Microsoft UEFI-Compliant System
E3 Microsoft Virtual Drive Enumerator
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACP|
i3 Microsoft Windows Management Interface for ACP|
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACPI
i3 Microsoft Windows Management Interface for ACP|
Em MDIS Virtual Network Adapter Enumerator
i3 Mumeric data processor
§3 PCl Express Root Complex
i3 PCl standard RAM Controller
i3 Plug and Play Software Device Enumerator
i3 Programmable interrupt controller
iz Remote Desktop Device Redirector Bus
E3 Systern CMOS/real time clock
B3 System timer
i3 UMBus Root Bus Enumerator

BT RAEENEN

BARRPRECREE T TREYRER.
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v [OF Display adapters
Ia Intel(R) UHD Graphics 630
B8 MNVIDIA GeForce GTX 1050

BABEENTETN

BRAMPRECLETAEDHREX,

v 1 Audio inputs and outputs w 0| Sound, video and game controllers
== Microphone Array (Realtek(R) Audic) iy Intel(R) Display Audio
i Speakers/Headphones (Realtek(R) Audic) i Realtek(R) Audio

AR EN IE N

BRARPRECLEPBES X,

~ [ Metwork adapters
I? Bluetooth Device (Personal Area Metwork)
I? Bluetooth Device (RFCOMPM Protocol TDH)
I? Intel(R) Ethernet Connection (7) [219-LM &2
I Qualcomm QCAB1x4A 802.11ac Wireless Adapter
I? WAN Miniport (IKEv2)
LE WAN Miniport (IP)
I? WAN Miniport (IPvE)
I? WAN Miniport (LZTP)
I? WAN Miniport (Metwork Monitor)
I? WAN Miniport (PPPOE)
I? WAN Miniport (PPTP)
I? WAN Miniport (S5TP)

RS HEAEENIE T
BRARFPRECLREKBIMUESEN.

v ® Cameras
@' Integrated Webcam
® Integrated Webcam

MEFREREEIEN
BRARPRECLREMEFEHIRESEZN.

W E}F Storage controllers
S;, Intel(R) Chipset SATA/PCle RST Premium Controller
S Microsoft Storage Spaces Controller

AR PRECRERFRERDREN.
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w . Disk drives
- 3T3000LX025-1U717D

ZEHEHEN
BARRPRECREREMETRERX.

v W7 Security devices
B Trusted Platform Moedule 2.0

EFREIHEN
BARRPRECRRETEDRZN.

w g Bluetooth
a Microzsoft Bluetooth Enurnerator
g Microsoft Bluetooth LE Enumerator
ﬂ Microsoft Bluetooth Protocel Support Driver
ﬁ Qualcomm QCABAA Bluetooth 4.1

USB BEEI#E3X

BRAKPRES RS USB RBI 2.

w i Universal Serial Bus controllers
i Intel(R) USE 3.1 eXtensible Host Controller - 1.10 (Microsoft)
i USB Composite Device
i USE Composite Device
i USE Root Hub (USE 3.0
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B2 Dell AT BEAE

£ Dell 2 T)B iR

@ |5 MRELHEKMERMEE , ATUEBERE. QRE. RES Dol ERBBRTHIBBEN.

Dell IRt 2B/ F MBFEIRMAREEE. RENREREER/MENERME , FERBTEETEMEHESTRE, FREE.
MR % F RS B E EH Dell B :

1. #ZE Dell.com/support.

2. EIEMZIRER.

3. EMRBEENHN BEER/ME THNEEFRZTAENBERRE,

4, BRECNEEEEEENRESIZRER
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