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6. TRIEERMRIRE.
Ubuntu :

RKEELMETTHRFRE. NEERNAIRZEREE Ubuntu HWFHERT | F2RABENE SLN151664 F SLN151748 , #8HA
www.dell.com/supporte.

Windows : fkE W LIS TRERRE. EITRER , Del ZEER
HARBHEEE LAEST Windows B #T.
@ | i MRBEERELZZNERER , FIRKIETRAZBUFEIEREE.
MR EFEZZERMEEE , 55 Microsoft IREEAREIL—1E Microsoft 1R, MMRRFZZMHRMEEE , FBEILRIRS.
EXREFREEET , MATHEMELZER,

7. # Windows [BR#8] ThEER KB F A Dell EARN — EHFH
£ 1. %3 Dell EAER
Dell EARERX HinER

Dell Emt
@ Dell sEMEEY ERS.

(v 14
Dell sREAEARIE
I EKIERIARNSTIE,


https://www.dell.com/support/article/us/en/04/sln151664/how-to-install-ubuntu-linux-on-your-dell-pc?lang=en#Configuring_the_Ubuntu_install
https://www.dell.com/support/article/us/en/19/sln151748/how-to-configure-ubuntu-linux-after-its-first-installed-on-your-dell-pc
https://www.dell.com/support

Dell EAER

FHESs

SupportAssist

AEEREESKHERMREBNESRR.

® §t: #—T SupportAssist FRVREIZIEAR , BT EH A
WIZRRE.

Dell Update

EEEABERRNNEENEEREX AR , £HELE

AREHMEME.

Dell Digital Delivery
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OptiPlex 7071 Tower B3R #&
Chipset (& F#8)

5% 2. Chipset (R )

FREA &

Chipset (& F#8) Intel Q370

BRI 9t Generation Intel Core i3/i5/i7/i9
DRAM FERBEEE 64 bit

PCle BEHE Gen 3.0

RRIE 2R

it RIRFEER (GSP) 21 Dell BBRERESMENRY , HERRSHHNHEBHENRESBREZAETE , UBFRERS
HIGEEHETFS. EREFARLEHASHMETENARYE  EMRERE. EHELASVERIKEE LREIERISEE
miaRE , LUEEERIKIT IR,
Device Guard (DG) # Credential Guard (CG) A B mi{£MH Windows 10 2 RIBHMNEH L2 M INEE. Device Guard f&4& T X A0RITE
FeEREREE 22 M ThaE., —fHERERF | Device Guard BHTEHRE , EBREREANTEENEARRX. URTREENERRER |, FRXE
#117. Credential Guard AIE#E BN L2 U RBHEZE (), EAFAEERNRRERETH. REEZNFREEZRENS
#, BNREAREBINE, Credential Guard AIE HRFE NTLM BISHIER] Kerberos EFR IR ERE |, R I L ERE,

() |5 REBERLFRAGRIEE. RESHERTILREREEH , BT4eEER/HMEFRTNEMER.
* 3. RIEES
ra i BS8 B0E  BITHEE EE REEC REBERF
&
28 9 X Intel Core i3-9100 65W 4 4 3.60 GHz £ 4.20 6 MB Intel UHD Graphics 630
GHz
28 9 X Intel Core i3-9300 65W 4 4 3.70 GHz £ 4.30 8 MB Intel UHD Graphics 630
GHz
28 91X Intel Core i5-9400 65 W 6 6 2.90 GHz £ 4.10 9MB Intel UHD Graphics 630
GHz
28 91X Intel Core i5-9500 65 W 6 6 3.00 GHz £ 4.40 9MB Intel UHD Graphics 630
GHz
2 91X Intel Core i5-9600 65 W 6 6 3.0 GHz £ 4.60 9MB Intel UHD Graphics 630
GHz
28 9 X Intel Core i7-9700 65 W 8 8 3.00 GHz £ 4.70 12 MB Intel UHD Graphics 630
GHz
28 9 X Intel Core i7-9700K 95 W 8 8 3.60 GHz £ 4.90 12 MB Intel UHD Graphics 630
GHz
28 91X Intel Core i9-9900 65 W 8 16 3.10 GHz £ 5.00 16 MB Intel UHD Graphics 630
GHz
28 9 X Intel Core i9-9900K 95 W 8 16 3.60 GHz £ 5.00 16 MB Intel UHD Graphics 630
GHz

OptiPlex 7071 Tower K938 1% 13



EERHB

Windows 10 Home (64-bit)
Windows 10 Professional (64-bit)
Windows 10 Enterprise Ready
Ubuntu 18.04 LTS 64-bit
NeoKylin (64-bit)

AT A Windows 10 N-2 1 5 FEERFiLIEHE

LR 2019 MEFRAEAFE (Latitude. OptiPlex & Dell Precision) 39 & &M , WM ERMEEN RITPEHIRE
Windows 10 fRAS (N) , BIRFRFE A (EIARFEMN) 2 AIMERA (N-1. N-2) &K, EBEFE OptiPlex 7071 E1ERIE 6
Windows 10 ARZS VIOH1 11T RTS , MARRAZFIE KT ST EERE N-2 A,

HPARRARAH Windows 10, Dell EFHERRBELEENBREERNTSF | F£RZERHELE Windows 10 IRABRBAFE , 85F
Microsoft By =M EFZFhR AN,

WNEE N-2 1 5 F Windows YEERR IR N E B , 5528 Dell Windows as a Service (WaaS) , #81E% : dell.com/support.

1B RE

it CREEREEUARNRRER ). FEREMAHEE. NRCRERARUBNFRERERE  ERNSHEEF, B
MEETRREE. BEATKEEEEERARN 64 iITFRRR.

* 4. CISERB

REA =l

e ] 4 UDIMM slots

pizEid] Dual-channel DDR4

EE 2666 MHz

BRARCIEE 128 GB

B/NACIREE 4GB

EEGENEIER AN 4GB, 8GB, 16 GB, 32 GB
XIERVAERE - 4GB (1x4GB)

8 GB (2x 4GB, 1x 8 GB)
16 GB (2 x 8 GB, 1x 16 GB)

32GB (1x 32 GB, 4x 8 GB, 2 x 16 GB)
64 GB (2 x 32 GB, 4 x 16 GB)

128 GB (4 x 32 GB)

LS

Your computer supports one of the following configurations:

One 2.5-inch hard drive

Two 2.5-inch hard drives

One 3.5-inch hard drive

Two 3.5-inch hard drives

One 2.5-inch hard drive and one 3.5-inch hard drive

One M.2 2230/2280 solid-state drive (class 35, 40)

One M.2 2230/2280 solid-state drive (class 35, 40) and one 3.5-inch hard drive

One M.2 2230/2280 solid-state drive (class 35, 40) and one 2.5-inch hard drive/solid-state drive
One M.2 2230/2280 solid-state drive (class 35, 40) and dual 2.5-inch hard drives

One M.2 2230/2280 solid-state drive and one M.2 2230 solid-state drive through media card reader

14 OptiPlex 7071 Tower BY381&


https://www.dell.com/support/article/us/en/04/qna44484/dell-windows-as-a-service-waas-supported-products?lang=en

One 2.5-inch hard drive and one M.2 16 GB Intel Optane memory

Dual 2.5-inch hard drives and one M.2 16 GB Intel Optane memory

One 3.5-inch hard drive and one M.2 16 GB Intel Optane memory

One 3.5-inch/2.5-inch hard drive and one M.2 16 GB Intel Optane memory

The primary hard drive of your computer varies with the storage configuration. For computers:

with a M.2 solid-state drive, the M.2 solid-state drive is the primary drive
without a M.2 drive, either the 3.5-inch hard drive or one of the 2.5-inch hard drives is the primary drive

() | & EHEFM{E 2.5 WEEBRA Intel Optane FRERAVIARR | MUARRIFIZIK TS 2 BHER , Windows fFERMF BEXIR Intel
Optane FC1ERS.

x5. HERERR

RFEE NEER rE
2.5-inch, 7200 rpm, SATA hard drive SATA, up to 6 Gbps Upto1TB
2.5-inch, 7200 rpm, FIPS Self-Encrypting Opal 2.0 hard SATA, up to 6 Gbps Up to 500 GB
drive

2.5-inch, 5400 rpm, hard drive SATA, up to 6 Gbps Upto2TB
3.5-inch, 5400 rpm, SATA hard drive SATA, up to 6 Gbps Upto4TB
3.5-inch, 7200 rpm, SATA hard drive SATA, up to 6 Gbps Upto2TB
M.2 2230, PCle NVMe, Class 35 solid-state drive PCle NVMe Gen3 x4 Up to 512 GB
M.2 2280, PCle NVMe, Class 40 solid-state drive PCle NVMe Gen3 x4 Upto2TB
M.2 2280, PCle NVMe, Class 40 Self-Encrypting Opal 2.0  PCle NVMe Gen3 x4 Upto1TB

solid-state drive

Intel Optane iCiEEE

Intel Optane FCREEAVNREEMFRTRE MRS  FMEMA LKL EM LHFIRE (RAM) , B TEE I RAM R E.

®

it
.
.
.

-

FATHIR KRB EZIR Intel Optane FCIEEE °

% 7 RFFEH—1X Intel Core i3/i5/i7 EIEEE
Windows 10 64 fii i E SR (FEEFHR)
B Intel REFRFERMEEIZN

UEFI F#gEz0HEEE

3R 6. Intel Optane C1EEE

REA &

f:Eid) Storage

SrE PCle 3.0x4
EEERR M.2 2230/2280
SIEMERE 16 GB

BE

Up to 32 GB

OptiPlex 7071 Tower BI3 1%
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EEIB M E RS

x® 7. HEE IR AERER

R =l
g -
kS 1RJ-45 port 10/100/1000 Mbps (rear)
usB 1USB 2.0 port with PowerShare (front)
1USB 2.0 port (front)
2 USB 2.0 ports with Smart Power On (rear)
1USB 3.1 Gen 2 Type-C port with PowerShare (front)
1USB 3.1 Gen 1 port (front)
4 USB 3.1 Gen 1 ports (rear)
R 1 Universal audio jack (front)
1 Line-out audio jack (rear)
-2 2 DisplayPort v1.2
1 Optional 3" video port—HDMI 2.0, DP, VGA, or USB Type-C
Alt mode)
HEEE RS 13D 4.0 card—optional
wEERE Not supported
BREBEIRERE AC-in
51 1B EHHR
PS/2 2 (EEEE

Security (Z&1R#)

1 Kensington slot
1 Padlock loop

KiZ 2 18 SMA SEHE58 GER)

3k 8. AEREFIENEERS

5188 =]

AEB -

ER 1{@2 5 Gen 3 PCle x16 ¥&HfE
1828 PCle x16 (A x4 ) g
1{E&5 PCI-32 i&EfE
11825 PCle x1 }Gi&

SATA 1H#E 4 {f SATA ¥5+#& , BAM 3.5 I HDD. 2.5 B HDD/SSD KER 3¢

W (ODD)
M.2

16 OptiPlex 7071 Tower B3R 18

1M.2 2230 slot for WiFi

1M.2 2230/2280 slot for solid-state drive or Intel Optane
Memory

1M.2 2230 slot for solid-state drive through media card reader

O | MEJERARBTEEE M.2 FHITHEE , HSREAMEY

Z SLN301626.


https://www.dell.com/support/article/sln301626/

REEE R

(D |5 REERFER S M2 A EHER.
*® 9. RAEEFHRR
BL)] =]
hit) 1SD 4.0 card
XIEMEER Secure Digital (SD)
Secure Digital High Capacity (SDHC)
Secure Digital Extended Capacity (SDXC)
MultiMedia Card (MMC)
MMC+
=L 75,
B A
= 10. SHHRB
BL)] =
PR EE Realtek ALC3246
I REE A Supported
WERS T High Definition Audio interface
SMEZTE Universal audio jack
AN 1
NERZIEE Y SN Not supported
SAERE B Keyboard shortcut controls
R\ER
4 2W
(=S| 25W
R U\ 8 Not supported
ERE Not supported
-7
® N BIABTFRS
BYBETF
PR SHEXBETRSEXIER KBRS By g Ei
AMD Radeon RX 550 DP 1.4/2 x mDP 4GB GDDRb5
NVIDIA GeForce RTX 2080 3 x DP1.4/1x HDMI 2.0b 8GB GDDR6
NVIDIA GeForce GTX 1660 HDMI 2.0b/DVI-D/DP 1.4a 6 GB GDDRb5

OptiPlex 7071 Tower H9381%
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®12. NEETRFRE
AEBERF

et

SEABERBEXR

iCiEREAN EIPEs

Intel UHD Graphics 630

B
YN L

+13. SRR RIE
SREA

2xDP1.2

=1

9t Generation Intel
Core i3/i5/i7/i9

Shared system memory

B
BERRE

IR

® 4. \REARE
R

Intel i219LM

10/100/1000 Mbps

|

B
XIRRE

RIRRLE

Qualcomm QCAQ377
Up to 433 Mbps
2.4 GHz, 5 GHz

WiFi 802.1a/b/g

Wi-Fi 4 (WiFi 802.11n)
Wi-Fi 5 (WiFi 802.11ac)

64-bit/128-bit WEP

Intel AX200
Up to 2400 Mbps
2.4 GHz, 5 GHz

WiFi 802.11a/b/g
Wi-Fi 4 (WiFi 802.11n)

Wi-Fi 5 (WiFi 802.11ac)
Wi-Fi 6 (WiFi 802.11ax)

64-bit/128-bit WEP

AES-CCMP AES-CCMP
TKIP TKIP
Bluetooth (&) Bluetooth 4.2 Bluetooth 5
SRMLIESS
B8, Il j; H
< 15. ERHERRIE
REA &
<Rl D9 260 W EPA $84% D10 460 W EPA £34%
Ef (EERR) TX%E =g
BRAERE 90 VAC £ 264 VAC 90 VAC & 264 VAC
WASER 47 Hz & 63 Hz 47 Hz E 63 Hz
BABR (RAME) 420 A 7A
WL TR () +12 VA/16.50 A +12 VA1/18 A

18 OptiPlex 7071 Tower B3R 18



HREA =1

12 VB/16 A . +12 VA2/18 A
+12 VSB/2.50 A . 12VB/18 A
Eare - +12VC/18 A
+12VA/0.5 A fFa R
+12 VB/2.5 A . +12 VA1/1.50 A
+12 VA2/1.50 A
+12 VB/2.50 A
BERLER . 12VA . 412 VAT
12 VB . 12 VA2
12 VB
12VC
BREFE
EERF 50C ZE 45°C (41°F & 13°F) 50C E 45°C (41°F & 113°F)
TR -40°C Z 70°C (-40°F F 158°F) -40°C % 70°C (-40°F £ 158°F)
=
RIMES
#*16. RYfIEE
£ B
BE
nac) 367 mm (14.45 in.)
wHE 367 mm (14.45 in.)
BE 169 mm (6.65 in.)
BE 300.80 mm (11.84 in.)
B8 (&KX) 9.11 kg (20.08 Ib)
|5 EMMNESRTHEOEEENEBREME.

B hnEF

& 17. M iEF
K s

FESMN VGA TRFLERR (AR A

BN HDMI 2.0 TREFEEE (AL A)

USB 3.1 Gen 2 Type-C PCle &

USB 3.1 Gen 2 Type-C Alt Mode 3E#18 (B AR R
USB 3.1Gen 2 PCle &

#8419 DisplayPort (GBI U EY)

FHIF I FE PCle &

Intel Gigabit NIC PCle &

Aquantia AQtion AQN-108 5/2.5 GbE NIC Bt +
HEFFIFR PCle FH GBI AR

OptiPlex 7071 Tower K318
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Security (ZZ2R&E)

5 18. Security (ZZ1RE)

REHIEIR OptiPlex 7071 I
Kensington Fh&5 48 *iE

B8 %R

Al FEEERIRES G

Windows Hello X & B (ZBEEMBRARE)
AR AR ERIFEE Standard (2%)

Dell & &R G

BRZEZMN
®19. EREEMN
ENREMNEE =1

Dell Data Protection — Endpoint Security Suite 1 Endpoint *iE
Security Suite Enterprise

Dell Data Protection — SW Encryption &
Dell Data Protection — External Media Encryption TE
Windows 10 Device Guard 1  Credential Guard (&% SKU) &
Microsoft Windows BitLocker *iE
%38 BIOS HRERABIE R E R (Secure Erase) &
FIPS B in% Opal 2.0 #iF X

RIS

% 58

£ 20. IRIZHIE

Thee OptiPlex 7071 i =

ATE Y% b=

& BFR/PVC #58 Fiid
BEEHOEETIER "

EZLROE S 2 (& DAO)
EIRE IR FERS Standard (12%£)
& ENV0424 R &l V=)

i AAEMEEARELSH 35% BEME (UAEEEREERHE). TSAEMENERTBRBRTEA. EPEAT S5TRE
RIEFEFAR R 2018 £ LPFilREN.

Energy Star EHR[SETF S1RH (TPM)

% 21. Energy Star 1 TPM
Ihee R

Energy Star HERE

20 OptiPlex 7071 Tower B35 18



Thae Mg

TPM FREAERTAEA 8 TPM ERA)

== [¢4¢ o 13
= MIRIE
EEPREZTRYER : G1 (ISA-571.04-1985 E

22, EMBIE

e B T
BEHE 10°C to 35°C (50°F to 95°F) -40°C to 65°C (-40°F to 149°F)
HERE (&X) 20% to 80% (non-condensing) 5% to 95% (non-condensing)

BE (&XN) 0.26 GRMS 1.37 GRMS

EE (RX) 40 Gt 105 Gt

BERSE (BX) 0 m to 3048 m (32 ft to 10000 ft) 0 m to 10668 m (32 ft to 35000 ft)

*ERHREARRERAERENBEREFLIEN.
t ERREERTS , FA 2 ms PIERARERE.

OptiPlex 7071 Tower K318
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RABREVELEEEY S L RER FREWIEE BIOS SHEIE, RAMEE , B :
EEFIEE TIEEEEE NVRAM 2 E
BIERAEE AR
MAREAREEE
REMAREMEREERAE
EETNEEEMT

FE:

FAHETNRE

EEH

R EEIE

1£ Windows B # BIOS
RIRER TR

PR IhEER

FEEURBNERAREESEMBERFMEE | BEHR Dl BHKRT <F12>, WWERBIRZFPEIF BIOS FREEIH. BHE
BEJHNKRBERMARTHUTRERENE. TESRAEEBERERITREDHEHE , KIEXRIFEER. CARMEETS
85 17 7L BIOS HHIBHIER.

Legacy External Device Boot

Onboard NIC (#&} NIC)
UEFI Boot (UEFI BI#%) -

UEFI: TOSHIBA MQO1ACF050
Other Options (Hfbi2IH) :

BIOS Setup (BIOS & 7E)

KEHRE
BIOS Flash Update (BIOS 1R FI5C B EEE #T)
3

Intel (R) Management Engine BIOS Extension (MEBx)
Change Boot Mode Settings (¥ E B #1E 0% E)

BE#

(Dl%i: EABINRAREREL , BHHSEFTNAT  ERLAFICENRBRER  BEFTTEN.

wi B8

L7 E BE L — @R

CRCE BET—EMML.

Enter MMM PR E—EE (NRAMNE) RKBROLPAEEELT.

ZAR RERWATHXEE (HEA).

B BETEEME.

Esc § BEL—H A BICEHNIREAL. EIRERT sk, FHE-AALE  BREREFEARBENE
F, RBRERRMB R

22 RIRBE



25 S/ =i 388
R TEIRIE
®|§$: REMMELTENELEEmME , AN ENEEFRF—EETHE.

— R

*23. — %
EIE A
System Information BN TE -
System Information : &°R BIOS Version. Service Tag. Asset Tag. Ownership Tag.

Manufacture Date. Ownership Date AR Express Service Code.

Memory Information : 8 R Memory Installed. Memory Available. Memory Speed. Memory
Channel Mode. Memory Technology. DIMM 1 Size. DIMM 2 Size. DIMM 3 Size LA & DIMM 4
Size,

PCI Information : #’x Slot1. Slot2. Slot3. Slot4. Slot5_M.2. Slot6_M.2 & Slot7_M.2,
Processor Information : #’< Processor Type. Core Count. Processor ID. Current Clock
Speed. Minimum Clock Speed. Maximum Clock Speed. Processor L2 Cache. Processor L3
Cache. HT Capable JA K 64-Bit Technology.

Device Information : #’R SATA-0. SATA 4. M.2 PCle SSD-0. LOM MAC Address. Video
Controller. Audio Controller. Wi-Fi Device LA Bluetooth Device,

Boot Sequence

AR EEEMEH AR BEMEENRES K EBIFERENIER.
Boot Sequence : UEFI: TOSHIBA MQO1ACF050 EIEFEZRARIA.
Boot List Option :

Legacy External Devices
UEF—UEFI 2IETER B RUA.

Advanced Boot Options

1€ UEF| BA#E =ChE |, AT SEREY Enable Legacy Option ROMs (B f&# Option ROM),

Enable Legacy Option ROMs—Enable Legacy Option ROMs ZIBFEER AR,
YA E R S

UEFI Boot Path Security

I TEATHREI1E F12 BAMGEE R R UEF BIRIR R, RRRASRNMEAERATEERE.
Always, Except Internal HDD—AIlways, Except Internal HDD SZIEFERARIA.
Always, Except Internal HDD&PXE (—#& , WE HDD 1 PXE F&44)
Always (—1E)
Never (K7F)

Date/Time

AR E A MR BNERE. SRBABMNEREA R EESIEENR,

3 24. System Configuration

JEIF 5188
A3 NIC T ERIE 4|2 LAN #24)58, Enable UEFI Network Stack iZIETEZRAKREE, EIEA :
Disabled (EfZF)
Enabled (2RLA)
Enabled w/PXE : Enabled w/PXE iZIETE:% AR,
Q|5 MEMMRENEBNE , AHFIHNEEF—ESHETR.
Serial Port WEBIETATE REFHIENEESR.

23



P SREA
BIEA
Disabled (EZ )
COM1 : COM1 iBIETERARIA.
COM2
COM3
COoMA4
SATA ¥E2 BB ] EZEIRR T N SATA IR &I S E e =,
EIEA
Disabled—SATA 12438 2 IS5
AHCI—SATA E:&% AHCI &=
RAID ON—SATA 25%A3%1E RAID &=, W RIBTERARA.
TR TR S ENE G

SATA-0
SATA-1
SATA-2
SATA-3
SATA-4
M.2 PCle SSD-0
M.2 PCle SSD-1

Smart Reporting

LA AT PR RIE R EN B |, REEIMAB R IERIEER. Enable Smart Reporting i#
HHERAER.

USB Configuration

AR AR E AR USB #£HIE.
BIES -
Enable USB Boot menu (BXA USB F#21R) - TR AR

Enable Front USB Ports—TE:% 2R B
Enable Rear USB Ports—3TB:%A Ei A

Front USB Configuration

R AR E A AT USB E R,
:Eﬁg .
Front Port 1(Bottom Right) *—JF& & & U8
Front Port1 w/PowerShare (Top Right—F& % &R A

Front Port 2(Bottom Left)*—JF8E:% &R
Front Port 2(Top Left)—JFa:X AR

Rear USB Configuration

AEERARERAZRAN USB EEE, B EEERRIIRRA.

USB PowerShare

WEIETERATHEE. STHRIBHNEE/NEREBERE. Enable USB PowerShare SE2IEFEER
ZA.

X

AR ARFRARETRIEHZE. Enable Audio SZIEFRRRBRA.

Enable Microphone (YA ZERR) : TERABRA
Enable Internal Speaker (E{FR RERIU) : FERARMA

Dust Filter Maintenance

AEEBAREA BIOS AR, EHERRESHPAEEHERER. BIOS EELEHEIR
Ei LME”WE}F EE’JF?B@/E/Q—RE#%E/FW

2R  FERARA
15 X

30 X

60 X

90 kX

120 X
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EIE

SR

150 X
180 X

BE

i
i

REMASRFASENEEE. BES

Enable PCI Slot—F& % AR A

Enable Secure Digital (SD) Card—¥8:% BRI A

Secure Digital (SD) Card

Secure Digital (SD) Card Read-Only Mode (ZZ &1 [SD] RMHEER)

Video (®1&) SHIEIA

* 25. &

A

HREA

Primary Display

TREERRE AT AT RN EERRSE.
Auto (B E) (TERRME)
Intel HD Graphics

D if: tREKEI Auto (HEN) , NEBTREBERTHERLEA,

Security (ZZ 7€)

3 26. Security (2 RE)

b3 #HEA

Admin Password ARIARE. BENMKREESRN.
System Password TEERE. BENMRRERE,
Internal HDD-0 Password AIBERE. BFERMEREH AR,

Strong Password

IR ET R ARE A RRAEXEE. HERBERAER.

Password Configuration

AREERFEERBNAREBAFNRNNEAFZLH. FAREHENR 453

Password Bypass

IRBTREEERRENMB B H ARG () BB RASERERRER.

Disabled— i E R R A IERZIER , —EAERIETR. WERIBHERBEA.
Reboot Bypass (E#TFIHEER) - EEFHE (FREH) F , BBBERBIRTR.

(| 5E: REAKAREERIRE (ORR) B, RE—BETRARRVADERZBNER. ®H, R
HEEAREFERNIIEERE HOD ERRBABBIRR.

Password Change

WREAETRATEREERERRE , EEATEERANEEREERE.
Allow Non-Admin Password Changes (ft5F#f Admin ZiB&EF) - ILIRIBFERA DA,

UEFI Capsule Firmware Updates

PEERIE AT R I R KR B S EF BIOS 3EIB UEFI Capsule BT EMETERN. WIRIETERARA.
{E IR IE A2 E BIOS %358 Microsoft Windows Update # Linux Vendor Firmware Service
(LVFS) EREETEH.

TPM 2.0 Security

RS EEERRES U E RAGEBEAER (TPM),

TPM On (TPM BARY) — FERXBRLA

Clear (BFR)

PPl Bypass for Enable Commands (B{A @5+ PPI B%i®)
PPI Bypass for Disable Commands (12 A @i PPl B&i8)
PPl Bypass for Clear Commands (BFR &5 PPl B&i)
Attestation Enable—T85% AR




EIE

SR

Key Storage Enable—¥83& 5 R A
SHA-256 — TERR AR

Disabled (242 )
Enabled (E2RUA) — FEEXABRIA

Absolute

WA AR A, EASKAEA Absolute Software RIEED Absolute Persistence Module AR %
BIOS ##H N M.

Enabled (ERYA) — FEEXABRA
Disabled (242 )
Permanently Disabled (K A5 F)

Chassis Intrusion

I AR AL T R MRS 12 AT BE.
BIEA

2R  FERAMA
Enabled (2RLA)
On-Silent (RFRERIRY)

OROM Keyboard Access

WRIBAAEFEAERSUERREBERE | ZERRERFEE A Option ROM Configuration = H .

Disabled (212 F)
Enabled (ERA) — FERRBEUB
One Time Enable (EXEYA)

Admin Setup Lockout

REEEERBR , TREMULEREFLEAREREN. LBEBRRBEM.

A%, WEEHSFAIRB IR, WEEARBER

SMM Security Mitigation

R AR E A E M UEFI SMM Security Mitigation fRIEZHEE. LtLEIBFERAEA.

TZEFHEIEIE

3R 27. Secure Boot (22 F#)

EE

A

Secure Boot Enable

RS ARERALZ I
Secure Boot Enable

FARR BN RERE MIEIR,

Secure Boot Mode

AIFRZE R Secure Boot 1743 , LABFF fhSRa&HI#1T UEFI BEE) IR N EE.

Deployed Mode (3 F1R() (T8 1E)
Audit Mode (FERZIER)

Expert key Management

26 RIRBE

A EMIERHA Custom Mode (BETHER) B , T HEALE2MSMERE. Enable Custom
Mode (RIF BETH#R) BIETERAEA. RIEARE

PK (FEEX1E)

KEK

db

dbx

MREELA Custom Mode (BETHER) , & HIR PK. KEK. db #l dbx FAHEEIE, EIHE
&

Save to File (REZER)- KB HFEFEEFHERIMER

Replace from File ({¢ERER)- KBNS BRAAFEAZTEIERINSE

Append from File ({E#ERMMN)- K EBHMEEFERAFRRERTWENERE




EIE A

Bl

A AR AE o

Delete (MiIER)- MiFRiEEAY & 8%
Reset All Keys (BT £8)- ERATERRTE
Delete All Keys ( RIBRETE £i8)- MERFIE L

@‘ it: IR IT{EA Custom Mode (HFTHER) , HEEMEHNAEEE , YiKSBREREE

Intel REERTEIRFTIE S

5% 28. Intel Software Guard Extensions (Intel EREE{REIET)

EIR

g 201

R

Intel SGX Enable

LML AT IR E R M EZ 2 MNRIBERIATE OS AR PR/
REEREREH.

Disabled (212 )

Enabled (E&LA)

MEE RN - FEERARRLA

Enclave Memory Size

B IR E SGX Enclave Reserve Memory X/)\,
BIEA

32MB
64MB
128 MB : TBRABRA

Performance (FXEE)

5% 29. Performance (3{EE)

g 20}

R

Multi Core Support

N AR ERFRA—ESAEZD. BEEESRL , FLkE
ARANMETHRE.

All (&) —FERE

1

2

3

Intel SpeedStep

AR A SR E A R EEERHY Intel SpeedStep &,
Enable Intel SpeedStep (E{f Intel SpeedStep)

LR IERFERRE.

C-States Control

TR A R A E Ath Y B 2R BR R AR AR AR
C states (C #REE)
BB R TERRERE.

Intel TurboBoost

TR A RE A RESEM Intel TurboBoost ..
Enable Intel TurboBoost (EYF Intel TurboBoost)

LR TEATERRRE.

(Hyper-Thread %)

AR S = R IE 82 /Y HyperThreading.
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EIE FRAA
Disabled (2= F)
Enabled (B{F)—TE&X (B
= JE &
== = EE

% 30. Power Management (EREE)

- 30|

SR

AC Recovery

AHEERME AC BRIERNMERNEEAN. EARRERMERER

Power Off—TB:% B RLA
Power On (BXEh)
Last Power State (LR EIRAREE)

Enable Intel Speed Shift
Technology

]RGS {Z A Intel Speed Shift Technology ZIE. IHBIETERARA.

Auto On Time

WBIETEERRTE A BB, BIES .
2fFA  FERARA
Every Day (BX)
Weekdays (ZYEH)
Select Days GEEXE)

Deep Sleep Control

IETE DR E R (SS) ERIKER (S4) EXFEEAERNEE., BER .

Disabled (242 )
Enabled in S5 only ({#5 S5 BLA)
Enabled in S4 and S5—TE:R A RLA

Fan Control Override

IEE IR FRRR I R AR TE

USB Wake Support

TR USB £ E RS EI2EEEMS. "Enable USB Wake Support 2 TEZ%I%1E,

Wake on LAN/WLAN

IMSBIE T E BRI TR LAN SNERAE 3 | [CRAMRAEREHE, WIhEEEEANESKERERR
E&/ﬁ H—_r
Disabled - AN LAN SRELR LAN BUBIGERASER , TAFRREBIFHR LAN 1556
H,
LAN or WLAN (LAN 2 WLAN) - fREFiE B4 0k LAN SUEELR LAN F5E R,
LAN Only ({& LAN) - FFRFE RIS HRAY LAN SR HE,
LAN with PXE Boot — S E2GEEH A E RN S4 5 S5 AREMN R , LIBEERKITENE
HZE PXE,
WLAN Only ({# WLAN) - 255 REEIBIFERRY LAN 55 R,

Disabled ZIEFEERARIA.

Block Sleep

TIRETEEERRIBIE P22 L3t A BEAR (S3 ARER). LLRIBTERAER.

POST 175

5 31. POST Behavior (POST 174)

g 20}

R

Numlock LED

ARERASE A BB RN T RIETEIE. WEIERRSRA.

Keyboard Errors

TR A SRS BASR B R AV 8885 ERFR S5 . Enable Keyboard Error Detection (E{FI #2885
RER) BIEFERAMA,

Fast Boot

IRBAFREE—LEATULSR , LUINEMEERF
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EIE

SR

Minimal (F/)\)— FRIE BIOS EE#.
FXE.

Thorough (5B28) — T BEBRIBI R F TRV AT 8R.

Auto (BEh) — RFFEERRIEHILERTE (REEEERMZIE Simple Boot Flag [ 74 5 #HE
BB eefEA).

B IETEEL A Thorough (FTE).

LIS EBEHAIR POST REK , & RIERE B RE

Extend BIOS POST Time

LS TR AT 22 3L B S A B M BT AE B R

0 seconds (0 #) (FEELH)
5 seconds (5 )
10 seconds (10 #)

Full Screen Logo (& & 1E5%)

BEBEE %ﬁ@’fﬁf LIRS R
BIHTERI KRR

UREERIZES. Enable Full Screen Logo (BRI 28 FIZEE)

ERREERERE , WBEESFEREEFEE.

Prompt on Warnings and Errors ({83812 245 2438
Continue on Warnings (1881 2 2245 5 £ 18)

BIEBE—EIE
BFET) (FEELME)

Continue on Warnings and Errors ({881 2 & & B84 R AF AR 1)
== 4l
= g Ij] He
* 32. BEEINEE
e | 5REA
Intel AMT Zh&E IR IE A SRR A RAZ A Intel AMT TR, SEIEA :
Disabled (212 )
Enabled (ERXA) — TERRBRUA
PR il 77 EX MEBx
USB Provision WEIETRRABEA.
MEBx Hotkey IRIETERR AR .

Virtualization support ([E#i3%18)

3k 33. Virtualization Support

i3} R
izt 3ld B IEE E R E

VT for Direct I/0

Trusted execution

EEIRES (VMM) 2FB T EE R Intel LI MR A M INTEEE ThAE
Enable Intel Virtualization Technology ;ZIBTEz% AR .
REFREILEEEEETREE
BE.

Enable VT for Directed 1/0 (2 IETER ARUR.

(VMM) ERERRER[ 170 /Y Intel EEHR LR MR AR HNEEEE D)

ltl: EIE A5 TR 8 B EIREE (MVMM) BE T Intel AJEREIAITRIMR A IR

ﬁb

Trusted Execution (2B AEF A,




AR

5% 34. Wireless (ZE#R)

BIE A
Wireless Device Enable AEARASEHAANEEGRE
BEARE
WLAN/WiGig
Bluetooth (E7F)
FraRIETERARA.
Maintenance
%% 35. Maintenance
jBI1E FREA
Service Tag RRERINREES.
Asset Tag MRRBFEEELZER , WEREETEIRKEEEZER.

IRIETERBEA.

SERR Messages

%) SERR BN, SIRIERTARRE. FEBERTEZEA SERR AE#E).

BIOS Downgrade

T RS RIREDRE R E SLATAR AN
Allow BIOS Downgrade (2 IBTE:R A RUH.

Data Wipe

IEE R 2 HE B?Fﬁ*ﬁmﬁﬂfﬁﬁ%%'*ﬁﬁﬁﬂ IRFREFS SerialATA R2TEMRE eMMC
JEDEC Z¥E3# &5, Wipe on Next Boot (2IBETE AF M.

Bios Recovery

1T BR BERRIE, AIEAERER
HoER USB MBEMNERER , s‘fi? 1BEHY BIOS,

TEREE)E /R BIOS.

First Power On Date

TEEREHEEE B, Set Ownership Date (R EHAEAH) BEFERLKRFZTE

System logs (RRECER)

5% 36. System Logs (R #Ki0iF)

- 30|

A

BIOS events

T ETRIR B R ERE (BIOS) POST E#F,

EE P #H R

I 37. &R RE

jRI15 FREA
ASPM TR E ASPM B #R.

Auto(a‘ﬁb) (FBRRE) : #£BH PCl Express S£4R 28 v EIZ#TEER , LURERBXEN
B1E ASPM B

Disabled (£ /) : ASPM EREEE M EIRAIRAE
L1Only (&R L1) : ASPM EREERAMFER L1
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1£ Windows ¥ #T BIOS

BEREERIMRNETAERE , B EM BIOS (RHERE).
@ |5f: ME R BitLocker , N ESISHEEBEH R BIOS , I7E BIOS FH T & E MR M IEE,

1. EFREEK.

2. AiI{E Dell.com/support.
8 A\ Service Tag (ARIEIZEHE) = Express Service Code (IRFIRIFIE) A% IZ—T Submit (BXK).
#—T Detect Product ({8HIEM) , AR BRBERT FNIETRRE.

3. MBEERTERIKFEERIRIEMREE , 553X —T Choose from all products ({EFiEEmRPIEE).

4. #75E $EIE Product (Em) 5.

O memassmEAZREE.
5. BREMMEBINES  REZTHREEHH Product Support (Bm%iE) B,
6. 3&—T Getdrivers (BVSEEENIFER) , AR IZ—T Drivers and Downloads (BEENZER B T &)
Drivers and Downloads (SEENFE=VE T &) = EXBERNBARL.
7. #—TT Find it myself (B{TS#).
8. 1#%—T BIOS LLUgiR BIOS KR,
9. WHHEHH BIOS £ , AR —T Download (T #).
10. £ Please select your download method below window (FEfE THRETEEZETHIRX) PEELREFNTE AR , REE—
T Download Now (MBI &)
5 % FER File Download (=T ) iR &.

1. #&—T Save (f#7F) HERFEFEENBIM L.
12. #—T Run (B1T) £ E#HH BIOS BRERFEEMEM L.
REBER LHNERRE.

TER7H BitLocker B9ZR i _EE$7 BIOS

WRIEEFT BIOS ZRIEH E % BitLocker , BT —REFEN R , RIFIGE LY BitLocker £18. EERRTIRE
TIERMARESMUUBELET , YSEBREFMEBNERSHB. METHERESH , TS ERERNBEXTHTIHLENE
¥ZREFZETE. MEEEEENFAEN , BSEAMBEENE : https://www.dell.com/support/article/sin153694

{EFH USB REIMEIRIEE T R 5% BIOS

MRRFELEA Windows , BHEEEHH BIOS , WAIAEAS—EBRHE THE BIOS R , ARSERMHFZE AR USB REHEE
1,
(D‘%E: AR USB tREJE IR, MEFMER , BE2RATHINE : https://www.dell.com/support/article/

sin143196/

# BIOS B .EXE R THER—HRM.

FEAEE (20 : O9010A12.EXE) BRI TTBIME USB 1R PIREIEHE

#% USB R PITEER MR A R E A BIOS FIR#K.

BHRHBRK , RBE Dl B EEEFZHIRRRT FI2 8, LB RERBAMEES,
5 F ;5 1e1 8212 EY USB Storage Device (USB #1285 i&E) , AREET Return #,

R EFHME Diag C:\> IRRFTT.

WATEER (FIA0 : 09010A12.exe) LLFITIESR , WIRT Return #.

RFEEHA BIOS EFLAAER | SHKBEE FWIE TR,

N oSN
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BIOS Update Utility

Thiz utility will update the system BIDS and lirmware. During the
ate procedure, your system will restart. Do not inter this

procedure once it beginz. Do not discoanect the AC power r

are updating a mobile computer, conmect the AC power adapter).

Interruption of the BIDSAFirmware update procedure will likely render

your system wnusable.

Do you wizh to continwme (ysm)7? y

= Copuyre ight 2011 Dell Inc. fill Right=s HRe

3.DOS BIOS EFEM

1E Linux # Ubuntu IRIEPE I Dell BIOS

MREETE Linux B35 (BI40 Ubuntu) P EFTRF BIOS |, 2B https://www.dell.com/support/article/sIn171755/

£ F12 EE/R B EE E # BIOS

fFRERE| FAT32 USB 4819 BIOS F# exe 1 , FiER F12 EXFIMGEEREM , LIEFH R BIOS.
BIOS E#t
AT LUGE F O] B USB £ 48384 Windows #4147 BIOS #1148 , th AJ 1R MY F12 BB R BEMGE B F 57 BIOS,

S 2012 FRENM Dell REHMEG L INEE. TR RKEREE F12 BEREEHEE | 72 BIOS FLASH UPDATE (BIOS HRE3fCIEE
B RRIIARKMAEMEE. MREEHIEIE , B BIOS ZigLt BIOS BHHEIE.

() |55: 12 F12 EBRBAMSEEE D |, {875 BIOS FLASH UPDATE S2IEH R ¥ 8548 F L ThAE.
REERBAMREE R
ERAE F12 EXGIMIREFH BIOS , BREE

EELA FAT2 ERRFKEMN USB 88 (THEATBRHKESHE)
% Dell XIBBIL T HIHE RS USB 48R B T BIOS ATITIER
EEERANTRESEERE

AIEE# BIOS MIEE R T
AU F12 2 E | KT SIS RHIT BIOS ERTIRFICIBREEF

BIOS EMEFHARMBIMMRRER. FARREFETLEERKE LMK,

1. BEEREMAMRET  SERIRFIREERN USB SM\IHARMAT USB EHEIE,

2. FARIRKER , 2T F2 BUGEIREXRYEE K BFAKEH#K AIZE BIOS Flash Update (BIOS REIFCIEEEERT) , ALK
T Enter #.
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USERERE T (L) ar (L Ay ke oroto the dSSeed e Dont  devites

vard Ree i

Boot mode is set to: UEFI; Secure Boot: OFF

LEGACY EXTERNAL DEVICE BOOT:
Onboard NIC
UEFI BOOT:
Windows Boot Manager
UEFI: SanDisk SD6SB1M256G1012
OTHER OPTIONS:
BIOS Setup

Device Configuration

Diagnostics
Intel(R) Management Engine BIOS Extension (MEBx)
Change Boot Mode Settings

Precision Tower 3431 BIOS Revision 1.0.1

3. Bios Flash Update (BIOS TREIFCIRBE EE#T) ¥5E 5 B ERERNBARL. £ —T BIOS Update file (BIOS E#1E 5 ) B8 & tHLUEER

BIOS &2,




4. ZH BIOS ATEI{THE , REIE OK (FETE). MRHAF BIOS AJHITHE , #%5%:8 File system (FERRM) UIRESME USB £KEMIE
e H #.
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|Perf._Record_Du || aoo'rax;l;oc-. ‘
Billoc iy Fmo BITS419087_ 3175419109 _Log.zip
. Bison140 recision_3431_1.0.2.exe
Bisoni34_1314 5
P9.5
AMIPRE

Selection:

\Precision_3431_1.0.2.exe

5. #&—T Begin Flash Update (B8 REIFGCIEBEBEH) , HEEEASTRETESTAR.



- Precision Tower 3431 o

Revision: 1.02

Vendor: Cellinc.

Options: I

| -

Cancel

[ Begin Flash Update
EN

6. E—TR. RINSTEBHEHN/F , LEF BIOS REIFCIREE.
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s render your system unusable.

Do you want to proceed?

A A
N e N L CP L s e

y&s l] [ No ] |
& s
Begin Flash Update i
; MWECig v 41 i ;W;}é.~':_».1v_ T e N P i
7. ER®E , REBEHEY  TK BIOS BEFER.
75 1L —T 7

RIREH TEZR

K 38. AR ERE

RISER e

ER R IRBER AN ZBFREEARR,

BRERNE B B A MBS REF BB B RSB ASAY BIOS 5LE.

BUEIRREBNREZBARREMNR 2,
/N T BEDEATER LA ERERNER .

A
®

TCMRREERLEE  EEATEZT  AUABEFREER LNES.

it: RREBNREZBIECEA.
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HERRREZB

RAEMRERE Not Set (RERE) i , WA A LUIBEHHY System or Admin Password (R EE S ).
EEEARRRE , BERMSERAMRE , TXRT P2 &,
1. 7£ System BIOS (%#f BIOS) = System Setup (R#AERRTE) EMF , i#IE System Security (RFAEZEM) , ABIXT Enter,

2. #HY System/Admin Password (Rif/EESEE) , AR TE Enter the new password (A FT ) L &I HHE.
HNERRZEE , HETUUTRE
RIFERETEA 32 @F T,
RIFAEE 0 3 9 MEF.
REEFRNEFTE , TAERAAETE,
- BEEERAUTERTT 2 O ) O (O O D O D~ D D Co
3. 1E Confirm new password (HE2#1 Z8) WA BALNWMANREREE , RAEREZ—T OK (EE).
4. BT Esc , ZBEHRALZRREHFEE,

5. BT YURGFRE,
EREEMNRE.

IR BB R BN REREZB

FHHETE System Setup (RFEXE) Y Password Status (BEARRE) A Unlocked (FREREETE) , BEHMBREERENRAER/ R
EZME. ME Password Status (Zi5iREE) B TLocked (8E) , BREEMMR B F RGN R RARERE.
INEMARRETE , BEMMIETRE® , LEMRT F2,

1. 7£ System BIOS ( %%t BIOS ) = System Setup ( RILRE ) EMF , £IZ System Security ( RERZEH ) RERERT
Enter,
System Security (REEMH) E@MHIR.

2. 1f System Security (REZZ 1) EW T , 55 E Password Status (ZBAREE) A Unlocked (FREREHTE).

3. J2iZ System Password ( RZE ) , BEAMBRBENRKREZE , WIRT Enter 3 Tab,

4, #31E Setup Password ( BREZEE ) , BERMMRBEMNRAEE , WIXT Enter = Tab,
HMRBERFRAR/FARESS  FELRRTRETRANES. NMRTEMRARR/ARESRE , BERRER
B HE R IR

5. T Esc , ZBASHRABRTEHERE.

6. BT Y BRI REF B E I ERAMERE.
B ERRE.
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ENRE

AEHMRPTENWEERRURZEREEXVIETR.
¥
T& BEHEX

Ti&i BEENIETN

BB = BB,
2. RI{E Dell.com/support.
#—T Product Support (Em<1R) , MAEE L BN HEISZE , AERIZ—T Submit (IBX).
@ | MRS ERBEE , BEAESENT SR TFR SRS LR B RS,
#—T Drivers and Downloads (SEEIFZ X E T ).
BECE B FRENEERR.
BTHEBER , AREMERENESHEX.
#—T Download File (TE1#=R) UTHE £ F HERMEREZX.
THER%E A BEEHERDHEAERNERK,
ERMTRBEXNERER  ARKEER LNERET.

o

© 0O N O o N
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EFEBIFELE Dell 2T
BEHER

ERILUZEB T 5 B B EIRES Dell & R MIRISHIEAM B
* 39. BBHER

BEBI&EIR BRUE

BRA Del ERFRBWER www.dell.com

WER n

HigRIE 1£ Windows #E 9 , B{ A Contact Support , SRAEBIRT Enter
B,

YFERBRIER 57 EA www.dell.com/support/windows

www.dell.com/support/linux

HEEHRER. ERAFM. REER. ERAEK. RWHRMBIE  www.del.com/support
%, BEEBHEX. REEHFER

Dell %DE%EWKEE?@%%%EKEE@ %H%;ﬁﬁ:ﬁo 1 Eﬁﬁf]?; Wwwdencom/supporto

N -

AT ESBE#E Search () ik,
3. ¥—T Search (=) LUBEEERI N E.
SRR TIANERNAR . 3%{Z Detect Product ({SHIESR).

ESES . TEEI View Products (MiREM) T T =& E hH BT E
EERK Mo
ﬁgﬂ{%ﬁg@g@@ﬁ . EESVREA Service Tag number (RIFZEHIEB) =
ﬁ*ﬂ{ﬁ'fﬁ Product ID (Elﬁl:l ID) o
e bEHE RN B2 R
FERFRRIEE
BIOS &

£ Dell 2 T)B LR

ERBE. PN EREFREBEERLE Del AT , 5528 www.dell.com/contactdell,
@ | i BRUMNBREEER/MENERTRE , SHAMEER/MMETETSRERLIREE.

@lEI: MREEEGARERE AU ERERR. 8KE. RES Dell Em BHEDHIIBHEEN.
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