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(1'at oR) STXXXX a1

SATA- 213 1901 RIn XXX mun|®

('t DX) '0V9IX 21D
(0" ox) SATA n'wiz pd
|InaX

.BIOS-n ninTan 'R Nwa? NINWOKRN NIX DA A'¥N My9-TNN 7INNKN V'MI9N

NOAYNN NMTAN NI'INYUODNRN

.0N2 NPNINY DI7NNAI AYNAL 27N AT §'Y02 DY'IXAN D'0N9N 7Y DNYSIN mun|®

Ny nrnusx

5.5 ahav
AN NINYOX
IN2D YT'AN NIX a'vn n>wnn 7w yTn
"IN L,IIXTA PINDLNI7YAD AN L0010 AN ,NN'YA an L,BIOS-n nona nx a'vn :mo>wnn Wy yTn e
A'nd NN'YA TR DR, NIYan
N'AI71D0 ,[INDITA 'XINY AXN L [NI'TA NN LT [N'TAL[RMA [N2'TA DX NN [T YTNn e
.DIMM 2 771121 ,DIMM 1 77112 ,jnd'Ta
Slot2_M.2 ,SLOT2 ,Slot1_M nx axn :PCl yTn
NN ,NMNDNRA [IYYA DN, TAYND AnTA ,NIMA 1900 ,TAyNn 10 NIX A'¥N 1 Tayn yT'n
2w L3 inonn N3 ,Taynn v L2 pmona [no't ,n'meopnn [Ivwn nintan ,NMnama 1ywn
Nifaro 64 narinpouil HT-2 nyoqa ,1Taynn
,UNY 3 IN'T 32 ,LOM MAC naimd ,M.2 PCle SSD-2 ,SATA-O nx a'¥xn :Taynn 7y yTn e
.Bluetooth |znn1 Wi-Fi |pnn
AT N'YI 0'2'I¥NN DI7NNA N7Y90 NN WON'YT N0IN AWNNN 1AW 1TON NIX |''Y7 NNWOKN Boot Sequence
70M NNO'o NX |'TN7 INIX NNINY UNNWN7 N'NIN A'¥N NDIWNAN DX YVIAP7 [N2 1T DNwoR Narva | nnoax) UEF] Boot Path Security
F12 innxin vmsnn UEF! 7iInnx 2'na 7w 2InNK nya noavnin (UEFI'7Innx 2rm
.T'A QPIN% 0'0121 NJYNN 7W NYWAl IRNA DY .AYWAL JIRNN DR TN NNYOK RN/ DYV

(n>yn 'v19) System Information

(nd>yn mixn) System Configuration .6 n7av

AN NINYOX
(UEFI nwn nnwy 2v9n) 'Enable UEFI Network Stack' nnwoxn .n1amn LAN-n 1721 ui7w7 nNwor Integrated NIC
N NIMNYOND .7Thn 1NM2D N1nion N1'R
Disabled e
Enabled e
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(Qwnn) (nd>yn naixn) System Configuration .6 n7av

N NINYOX
(71nn nana) (PXE oy 7vom) Enabled w/PXE o
YOI X7 0T W01 D'AIYAN D'0MI9NN P7NY PN 12 NPNINY DIPNNT71I AWNNT? DXNN mun|@
A7UNN N'YRN DN P2 7w 059NN 2xn YW NNIXNN DX TN NNYWOKX SATA Operation

nnoin SATA-n Mpa = (Nawim) Disabled e
AHCI axn 2y 11am SATA = AHCI e
(TN nM2d nanion 1T NNwek) RAID avna n>mn'? 1Tam SATA=RAIDON e

:D1IY 0'7721In 0D NTAWNYT IX 7'WON"7 NNWON
(770 n1Mad yem) SATA-O e
(71PN n7M2d 2voin) M2 PCle SSD-0 o

(nma) Drives

IDWNN N7Y9N 170N 07IWNnn 0'N'YEN D102 N'YR 21D NIRAY 2V NPT 22PN DX VAR N1 nTY
77NN N1M2d nnavim (D3N NPT NNWOKX 7won) Enable Smart Reporting option ninwox

Smart Reporting

1Ay A71iwnn USB-n 2pa Nk n1awn? IX TWOK? NNYONX
(USB 7innxa n>'n 1wor) Enable USB Boot Support e
(nimTR USB nin'¥' "wor) Enable Front USB Ports
(mimink USB nix'x' "woN) Enable Rear USB Ports e

27NN N1M2D NNWOINNA DITNYOND 7D

(USB nnixn) USB Configuration

77NN n1M2d nityom NIk 7 nrmTrn USB-n niky' Nk nfawn? Ik 7'von? nnwox

Front USB Configuration

27N n1Mad Niyom NN 7 nminkn USB-n NNy IR nrawny IX 7'won? nnwox

Rear USB Configuration

nmion (ynv 7yon) Enable Audio nnwoxn .A%1wnn ynwn 12 IR N'avn? IX 7'won7 NNWoR
S7Thn naMad

(19N YwoR) Enable Microphone e
('n19 71y W) Enable Internal Speaker o

77NN N1M2D NINIoN NIPMYWORN MY

Audio

7Y 2UNNA [PNINY "AY9IND 7ARN pon 7w nitnnn kwina BIOS niyTin nfawn? IX 7'von? nnwex

Disabled nnwoxn ATaMN NINNN '97 AR 200 DX 97007 IX N7 NIDTH 72INNKRND 197 axe BIOS
77NN N1Mad nanion (Nawin)

Disabled e
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Dust Filter Maintenance

IXT'I \0N NI'NWUODKX

IN'T'1.7 nY7av

AIXR'N

NNYOKX

J1D7YN2 DT D72 1901 TWRD N'WRIN NAIXNA 1INAY7 NNWOKX
(7Tnn nM2) ('univik) Auto e
Intel HD njz'oqa o

Svor 790mn npronan |Pnin L, (*univIX) Auto 2¥N1 INAN X7 DX nwn|®

Primary Display
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(hnvax) Security

(anvax) Security .8 n7a0

AIXR'N

NNWOKX

12NN 701 NNO'o NX 7INNY IX NNYY? 1 Tan? NNWONR

Admin Password

0NN 7010 NNO'0 DX 7INNY IR NNWY? 2 Tan? NNWON

System Password

AYNNN 7 MnIon NP PN NN0'0 NIX 7INNYI NRYY ,1MTan? TwoKn

Internal HDD-0 Password

.12YN NIXNO'07I NDWN 771N 7w NIXNO'0Y7 MNIMN *7'0ninl YN DYINN 190N VI7YW? NNYON
32-9 4 2 X0 DYINN NIY

Password Configuration

Y2 M990 N'YRN 21D0 NNo'o71 (2INNIN) NdIWNN NNO'0Y7 NIYPAN NIX 177 721N IT NNWON NIY¥AXA
JDWnNN W wThn n7uon

[N YUK , M9 N7 70'T 21> NNO'071 NdDIYN NNO'0Y NWa Tnn a¥n — (Nawin) Disabled o
N2V IT NNYOK 77NN NNMAd NNTam

.(0mn 0"7INNKX) wTNN N7U90 Nya Nno'o? NIvpa qipy — (WTnn 7INNX qpyn) Reboot Bypass e

,'M'90 N'YRN 70 TN 21271 NDWNY NWa N2 NIX? NIKNO'0T NIYRA TN A'¥N NDIWNN Ny @
1113 752 NIXNO'07 NIV TN A'¥N NdWNN L2 1D .(cold boot) 12> axnn N7ysin X'N TWUKD
.0m"p DX ,7ITINN Y1902 N'YRn 70T

Password Bypass

NNO'0 NNTAIN TWKD DININ N'WEN 212N N2IYNN NINNO0'0A D'IY'Y DX YIAP7 17 NNWOKRN IT NNWON
.0wn 7nan

N1M2) - (N2 701N 1Y 2'RY NIXNO'O ''11'YW TwOKR) Allow Non-Admin Password Changes
N7u9m IT NNYWOR 7Tn

Password Change

IT nNwor .UEFI 7210977 7w 15TV Ni'an 0T pTvnnY? BIOS-7 2wsxn ndwnn DX Nyaip IT NNWOK
Microsoft Windows Update 120 o'nin'wn BIOS 1157y nionn IT NNWOX NNAWA .7Thn 112D ninion
.Linux Vendor Firmware Service (LVFS)-I

UEFI Capsule Firmware Updates

.N'72Y9nN Nd>wn 1w 17a (TPM) ninfnnn nn1isu'7on 71min oxX viap'? 17 'woxn
(77N M2 weikn TPM) TPM On

(nj71) Clear

(n7w9n nimpoY? PPl qpyn) PPI Bypass for Enable Commands

("mawn nimpeY? PPl un) PPI Bypass for Disable Commands

(172 nimipoY? PPI qpwn) PPl Bypass for Disable Commands

(7Tnnin n1a) Attestation Enable

(7Tnnn N2 ,NNoN 10Nk WWOK) Key Storage Enable

(77 n1Ma) SHA-256

IRAN NI'NYOKRNN NNXR2 N2

Disabled e
(77nn n1M2a) (7vom) Enabled o

TPM 2.0 Security

¥oIRN NN 7w BIOS 71min punn NX yiap [9IX2 N1AWNYT I NRYNT7,7'W9N7 TWoORNn N1 nTY
Absolute Software 7w Absolute Persistence Module

77NN N2 NINION IT NNWONX - TUDIND @
(mawn) Disable e
NIN'MY7 NAYIN @

Absolute

.TIRNY7 NTTNN MIDNA 071V AT NTY
NINAN NI'NYOXRNN NNX N2

(TPA M) NNV e
Enabled e
(upw-7¥9m) On-Silent o

Chassis Intrusion

NITAN NN IT NNWOX .NDIYNA 701N NN0'0 NNTAINM TWKRD NNTaN? 010'07 D'UNNWNN Vian? NNWOX
27NN nad

Admin Setup Lockout
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NNY? 'Y NIV T N'YRN 70 TN NINNO'O DX 7INN7 W' N'WRIN NNO'01 Nd'ANN NX N'AWNYT? NNWON
277TNN NN NYTAIN NIKIT NNWOXN . NNTANN NN

Master Password Lockout

nTam nR T nnwor UEFI SMM Security Mitigation 7w nison ninan nfawn IX 7'von? nnNwsx
STnn N

SMM Security Mitigation

NLAIXNN 7INNNA NI'NYON

(nvaixn 7INNX) Secure Boot .9 n7av

AIN'M

NNYODKN

(nvaixn 7INNR) Secure Boot nidNN DX N1awNY? IX 7'vyon7 NNWONR
Secure Boot Enable e

77NN N1M2D NNTAIN NAR IT NNWONR

Secure Boot Enable

27U NDDN IN NN WWONYT T (NVAIRN 7INNR) Secure Boot 7w n7w9nin 2¥na 0"'w Yy¥a7 NNYONX
UEFI-n [7nn 70 nim'nn

(771nn n1M2) ono axn) Deployed Mode o
(M axn) Audit Mode o

Secure Boot Mode

NNWOXN .N'Y'R DRNIN 2¥N2 NDIWNN DX 77 NNVANN NN9N 7W D2ININ 'TON DX NIYY? NNWOR
N NITNYORN 7T 112D NNAYIN (N'w'R DRNIN 2xn 7v9n) Enable Custom Mode

(TP M) PK e
KEK e

do e

dox e

Jaxrr dbx-1 db ,KEK ,PK 112y nrroa.an nirnworn 7vom (n'w'x oxknin avn) ,Custom Mode nx
N NINWORN

YNNYNN 1N1AY yal?? nnonn nNmv - (Yalp? anmw) Save to File

YNNYNn 1NV yaipn NN9NA ‘N3N NN9AN N97nn - (Yaln no'7nn) Replace from File

YNNYNN 1N2Y yaizn 0PN DININ Ton? NNon Nooin - (yaipn goin) Append from File

IN21W NNonn Np'nn - (np'nn) Delete

77NNN NN NTANT 019'X - (NINNSNA 7D 019'X) Reset All Keys

NINNO9NN 72 Nj'nn - (NInnona '25 npz'nn) Delete All Keys

NTNIY' NINNSANI IPNN' IYXIAY D'II'WA 75 navin (N'w'R DRknim a¥n) Custom Mode ox nwa|(§)
[7Tnnn NN nnmany

Expert key Management

2w 211N nnVax niann) Intel Software Guard Extensions nirnwsx

(Intel
Intel Software Guard Extensions .10 a7av
AN NINYONX
Y1 YT [IONKR/TIZ N7U9n'7 NNVAINA D20 7907 ™7V DT NTYA (Intel SGX n7yon) Intel SGX Enable
JI'URIN N72V90N Ndwn 7w awpna
NINAN NITNYOXRNN NNKR 72V YN
(mawin) Disabled e
(7voin) Enabled o
77NN nM2a-(hdin T 72y nuw) Software controlled o
SGX Enclave Reserve Memory Size nx n1Tan NXT NNWOX (237 n>'7 '7113) Enclave Memory Size
(SGX a1on ™M N T 7TR)
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(qQwnan) Intel Software Guard Extensions .10 n'?2av

AIR'M

NNYODNX

NIN2N NI'NWONNNA NNX 7V yn*?

32MB o
64 MB
271nn n1a-MB 128

(n'wix1) Performance

(n'yix1) Performance .11 n7av

AIR'N

NNYOKN

7¥ DwiIxan 7NN 175910 NN 7D IR NNR DAY DX ["'¥N DT NTY
I501N NIA'70 DY DSNYN D'N'Ion DY

7T na - (Da) All e
1 o
2 o
3 o

Multi Core Support

.Tavnn v Intel SpeedStep 2¥n NX N"AWNYT IX 7'W9N7 NNWON
(Intel SpeedStep nx "woX) Enable Intel SpeedStep o

77NN N2 NNTAN IT NNWOK

Intel SpeedStep

. TAVNN 7¢ 0'901N NI'WN 'AXN DX N'AWNY IX TWONT? NINWON
C states o

77NN N2 NYTAM IT NNWSK

C-States Control

.Taynn 7w Intel TurboBoost 2xn NX Nfawn? IX TWON? NNWON
(Intel TuroBoost nx "woX) Enable Intel TurboBoost e

77NN N2 N It NNYWSK

Intel TurboBoost

.Taynn 7w HyperThreading niidNn NX 71017 I TWOR'7 NINWOR

(navin) Disabled e
7Tnn N2 - (7vom) Enabled o

Hyper-Thread Control

"nwun NO>"Mx 71N

("mwn n>nx 71n1) Power Management .12 a7a0

AIR'NM NNYODKX

DX ' TAN7 TNNWONA .70WN NPOON TNKYT ['917'N DT 7w wTNN N7V9N Ny NA'An N2INN XD Yalp

(MNNX n7y9n axn) Last Power State o
(") Power Off 2¥n? NTam It NNWOX 7Thn 11N

AC Recovery
2 AC Recovery

(m1an) Power Off o
n7won e

Enable Intel Speed ninwoxn .Intel Speed Shift n*1711502 NY>'MNN DX NAYAYT IX 7'VON7 NNWONR
S77nn n1M2d nmion (Intel Speed Shift ntai71ov 2von) Shift Technology | n'a171150 Nx Aworn) Technology

Enable Intel Speed Shift

(Intel Speed Shift

NIYY 12 7w 07120 N1AN2 NAXIN NYYN YN 7W N'onIvIK N7Y9nY7 nywn DX AN
AM/PM -1 nyw NiTwa 0N D70 'T'-72V n'72V90n Ny DR MY .(NIVYNIRTNINY)

Auto On Time
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(Qwnn) (‘'mwn n>x 71n1) Power Management .12 n7av

AIRM

NNYODNX

[AN IX DWW 79N 7Y RYNIY ANNN NIY¥NKI IWNNN DK NN DX 799N K7 1T Mdn 2wa|(§)
N1YIn a¥n? NTam (N'VNIVIX n7Y9n) Auto Power NINWOXRN TWUKD IX D'71WNIN

JD7vu9m (npmy n1'w) Deep Sleep NNWOXRN TWKRD DMPAN NX 1TANT7 NNYWOK
(mawm) Disabled o

(1272 S5-27vom) Enabled in S5 only e

(S5-21 S4-2 7von) Enabled in S4and S5 e

Deep Sleep Control

Enable USB Wake' nnwoxin .nannn axnn awnnn NX X'¥In? USB apnn'? nwoxn It NNwoK
77NN n1M2d nanion (USB Wake-a ndmn 7v9n) 'Support

USB Wake Support

i N2w19 1T NN TN LAN NIR 07177 XID QWK 112D 23010 AUNnN 7Y 27090 NNWOKRN IT NNWON
'@217'N DT 7907 N2INN 2AWNNN TWUKRD
NIX 172N XN WX 04 Tnim LAN nimix n'7a niajpya 7woin X7 nownn - (nawin) Disabled o
2oin7R LAN I8 LAN-n 2iyn
.0TNIMm 'uIN7x LAN I8 LAN niniX niy¥nxa nd>nn 7w nwon 1woxn - LAN WLAN
.0 TnIm LAN nINIX niy¥nxa 7yoin nd>awnn - (Ta%a LAN) LAN Only
,S5 1IN S4 2ax¥na nd>wn? nn7wiw nnivnn nin - (PXE 7innx oy LAN) LAN with PXE Boot
.PXE a¥na n*1'n nnIX n7nnxni nvn
.0 LAN nimix niyxnxa 7yoin n>avnn - (1a%a WLAN) WLAN Only e
NNAYIN IT NNWOX 7Thn N1M2dD

Wake on LAN/WWAN

JDN2AYIN IT NNYOK 77NN 11N .27W90n Ndwn 1202 (S3 2¥n) N1'w ax¥n n0'1d DIONT? NNWON

Block Sleep

(POST nianinn) Post Behaviour

(POST mjon) POST Behavior .13 n7a0

AN NNWYOX

N1 .0'10N NN 'MAKNNA YIN'Y DY NINTR NIYTIN A'¥N N2IYNAN DX 1INAY7 17 NNWONN IT NNWON Adapter Warnings
NYOINN IT NNYOX 77NN

YOINN IT NNWOK 7Thn 1NN .avnnn 17von nya Numlock napn nX nfawn? IX 7'won'? NNwox Numlock LED

Enable nnwoxn .awnnn N7yon nya N7 NIRAY 2V NIFTR IR NAWNYT IR 7'YON7 NNWONR
S7TNn 112D nhvoin (NN NIRRT 7u9n) Keyboard Error Detection

Keyboard Errors

NIN'RNN 27w NNd 7Y N9RY T-7V 7INNKN 1'70N DX TIT7 172100 1T NNYWOKX
IX 97010 [N, pTIY BIOS-n o X78 ,NiN'ina n7nnkn novnn — (N'nan) Minimal - e
.0%7vin X7 oTipn POST-nw
2NNk 1"7nN2 27w Div 7y N7 X7 novnin — (n9'jm) Thorough
N7U9NN NOWN TWURD 71 N'2VI9) IT NNTAN2 VITYWY N7W9NN NDWNT? NMWORN — (N'VNIVIX) Auto
.(Simple Boot Flag-2 nonin
.("n9'n) Thorough X'n 7TNNN N2 NNWON

(2'nn 2INNK) Fast Boot

9011 7INNN-DT? N''AYN NN IT NNWON
(7 nMa) (nimw 0) O seconds e
(nmw 5) 5seconds e

(m1mw 10) 10 seconds e

Extend BIOS POST Time

Enable Full Screen ninwsxin .qonn N'¥I71IT7 NRXIN NAIMNN DX X710 1002 1217 2'¥N 1T NNWOKR
/77NN 112 MM Nk (X7 Jona 7no Wwex) Logo

(N'm qona 1a17) Full Screen Logo

JIRAN NI'NYOKRAN NNK N NIRAY IR DNATR INITAYURD N 2InNXN ']"7?1]1 N"NYNT? NNIIA IT NINWON

7Tnn N2 - Prompt on Warnings and Errors e
NNNTR DY 7NN wnn e
NIXAYINNNTR DY (Unn - e

Warnings and Errors
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(78107112 nd>'!N) Virtualization Support
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