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Z&. 4: 7£ Server Administrator FHRINB G E N AT

<User_Name> <Host_Name> <Rights>
BF#& ENE BER
(+) BE 1 FBF
BECRT (%) BECRT (%) FAF
[Tab] = \t (tab character)

TERFIH T A omarolemap SUARINABIE X AITH.

Z&. 5: 7£ Server Administrator FINAGE X3 GI
<User_Name> <Host_Name> <Rights>
Bob Ahost BSRAF
+IR Bhost SR
R Chost =EHR
Bob * gus.amer.com BRER
Mike 192.168.2.3 BREF

3. (RFEH, AEXAXM.

{&EF omarolemap X{HAIERIEME

THEYE T 5 omarolemap S4AIRIEMIE:
o 5701k omarolemap X {FFRILATERASE.

2. 6: omarolemap X{4AISRAERE

root

EER

+iR

* Poweruser

*

* User

£ Group Name BUNL +.

o A7t omarolemap S {EAHEFEA

B0 E X omarolemap 4 PRESUAHE.

AEN <Host Name> {EFRFREIMEHE, 5I40: localhost 8% 127.0.0.1,
EEIRS EHEoNEUR omarolemap XHHIERLISE AR, BSHm<S HEERBIR,

5 omarolemap I\ —RITENEHZEIS—BITENGE, SEEFCEXHIRFANAHHI%EE.

ETFIERF, Server Administrator EFIERIARIER SR :

o FHEEGHER NESRAFE5KBEHAFESE <Host Name>
o BIARILUER space {EAFIDIRR, MAER (Tabl,

73 VMware ESXi 6. X €3£ Server Administrator F§F
Hm "R RBRINBR, BHTLATERE:

1. {#F3 vSphere ZFIREREIFEN.
BEAPMESIRE, AeBREAP.

2.
3. AR AP ZPERGE, AERERMLFTRNFRARRYHEE,
a,

WMAER, BPE. #5FMAF D (UD) &, 1EEAFEF UID 2aiEE, WMRAEE UID, vSphere ZEFIRERDE F—1

AARY uID,

14 CEMNER




5. E{FAPgEEEdm< Shel 1518 ESXi 4, HEHHIARIES Shell iGAIR. RiED vSphere BERIRIHIAFENAIBAFAE
2 Shell I51a) R,
6. EEREFRINRIENE, BIWETRSERREREBTRHRERM.

7. BTIRE.
{3215/ Windows I ERRHZEAREEZIKF
)| i%: BRI B RURE S,

1. FIFRTENEREO.
2. EEflaNt, EAStBARMAHaTER.
3. %E*EEEIUSR_system name FEFIKF, BEEXEHEFPNEN, SiaRaRES IUSR_system name FAFIKF, SASIERE
4. EEREWACEA, ASBRTRE.
FARE BT X OB, kP ERZEA.

ftE SNMP RIBFE

ERTESHSAMRMER S L, Server Administrator ISZHFEIERMEEIRINMY (SNMP, —MEREIEIRE) . BEELRE SNMP XHF,
BERER R AT IR ERRALERAME. EASZEIBER T, SNMP {EAEMERAN—3 D T%%E. L Server
Administrator ZHl, FRESLEFTSIFNRFAEERMATE (FIg0 SNMP)

AT LARCE SNMP REERRFLAEMEARETR, FHEEMRXEe e, B8 SNMP RIEEREFLUEMit SEER BEF (Fian
OpenManage Essentials) 7R E, BHITIATETHIRBNSE.

(D |iE: BUA SNVMP REEREFEEEREE SNMP BIUAETR, il "AH" . HTFREEE, YREGEIIAR SNMP BHAEFR.
BXREWE SNMP FIREFRINER., BERER SNMP FIREFR,

(D)|i%: /71 OpenManage Essentials BJLAMIZAT Server Administrator FIRSEHEZREMIER, OpenManage Essentials A fEFBRIEAA
BRI SIEST Server Administrator FIZR St ERIFIAZFRITES, /97T {5 OpenManage Essentials BJLATEIZAT Server Administrator
MRS HIEBUERSIITIRIE, OpenManage Essentials Fr{EFRIFIARFRUINSIZEIT Server Administrator FIZRZE L FRIF Set #2
YERORIAZFRICES, /977 {5 OpenManage Essentials BJLAMIZAT Server Administrator RS LIZWFEH (B SEMHER) |, £
IE1T Server Administrator IR FECE JIIGIEM AIXZIE1T OpenManage Essentials R4,

TS BRETEBN TR ER R LR E SNMP IEEREFANE LA

BEITHEFRT Windows BERFNR AR +HEE SNMP KIEFERF

1EE1T3E5H9 Red Hat Enterprise Linux BYZ % EELE SNMP (IR

1EiE172459 SUSE Linux Enterprise Server FIZZHELE SNMP (KIFIEE
HEIEITEIF VMware ESXi 5.X #1 ESXi 6. X BAERARNR R LECE SNMP (LI

o TEEITSZHEMY Ubuntu Server IERSHECE SNMP RIBIER

{EIE1T3Z4509 Windows IR{ERHRRF LECE SNMP RIEiERF

Server Administrator {83 Windows SNMP {XIEFEFFEHAY SNMP iRSS, 1ERTLAECE SNMP RIBIEEFRLAEMERZTR, FREHEHEA
REETEY, BfgE SNMP RIEBREFLUEMESEEMNEER (%0 OpenManage Essentials) #4732 E, iBHTIATEZHHi%BERY

(D)|3%: B SNMP ERBHIMTINEMSE, 58 IRIERS RIS,

SHp% SNMP BliF&#5

@ i IEABEM Server Administrator 128 SNMP FUARTR, BEFERERIER S SNMP TRIRERREFR.

ELE SNMP F{RZFReTHEML R FTReis@IY SNMP SIEEHNER S, SENFERFERN SNMP AR FRINISTERIT Server
Administrator BIES EFRBECER SNMP AREFRICES, LUEERMATERTLAM Server Administrator 1§ ZREEER.

1 TRt EREC.
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2. MREHE, BEAESOFTEINEEER.

3. EFRSHINBRERFRERTRERS.

4. BTRMIRESIR, BEEKE SNMP RS, GHEHRE SNMP RS, AERTEH.
SNMP [RSSBHEOGTERRE.

5. BFERSEMRLIAFINSRERIRZIR,
ERNEIAEIR, BHITLATERAE:

a. TEIESHNBEFEIRFIE TRIRM.
BE~ SNMP [RSESEEEO.

b. EEFBIRMETRBARS (BEBEERENRSR) NEKRSTR (BRARER public) , SARREERM.
B2 SNMP [RSSEBHED.

BRERIAEIR, BHITLATRAE:

a. HIESHNEGEWTIRPEZRE—BARZIR, AEREHE.
B 5~ SNMP IRSZEeEEO.
b. EBUSBIRMENRIERAZIR, AERLIHE.
B2 SNMP [RSSEBHED.
6. BRFIRELURTER.

EBEENRFIREIRILRZIX SNMP [&H

Server Administrator 4% SNMP F&RH, LAIRHERESIRANEMHITNSEIER, S ITEIETT Server Administrator BIER S FR
E—NEEZ N EMBE iR semERLAIE SNMP P&k,
1. FIFRTEINEESO.
2. IRFE, BERASOPOHENSEER.
3. EFRSTNBERER RERERS.
4. MTRRSYIZR, BEEKE SNMP IRs3. G RT SNMP RS, ARRTEIE.
BEENE < SNMP JESSEIEE .
5. BEPEREI-RLURINPEREAR, SiRmnbarRARIrErt B iR,
a. ERNIPEMHEAR, BERBBIRMEPRARRER, ARRTEBIRMESLARNEITIE.
b. ERMMBEMHERSMEHERR, SNBSS FHAEFEERRER, AEREMEMERE TR,
AT 27~ SNMP IRSSEEE .
c. FEENMEIR, P IPX {hHE+, BABEHER, R,
BERDE7~ SNMP ESSEEN.
6. BEIRERTEL.

Ei51732358Y Red Hat Enterprise Linux BIZR%_LEE SNMP (XIBiES

Server Administrator {8 net-snmp SNMP (XIEF2FIRAHY SNMP IRSS. &R LAECE SNMP (RIBRERFLAENEIREFR, FHEEHA
XA ER, ERE SNMP IRt SEEMER (fIg0 OpenManage Essentials) 78, BHITUATEHHREN

(D|i%: 5% SNMP ERBRIMTIMELREE., BSIRERFORBESIE,

SNMP KIEiG iz HIfe &
FA Server Administrator SEMERIEIRERE (MIB) DXHXISRIFRAF (0ID) 1.3.6.1.4.1.674 triR. SN FRIEFYRREE A MIB X453
¥, MTIREETREST Server Administrator B,

I3F Red Hat Enterprise Linux F1 VMware ESXi IEZR%, BAIA SNMP IBES (U2 MIB RIg0 MIB-Il ZE4%>% (H 1.3.6.1.2.1.1 0D
@éﬁi) N2 HARRIRIERR, BRI T ETRLN AR ZRa SR Server Administrator &, MIB-Il RZD S Z /MR R A ETR

B
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Server Administrator SNMP {XIBZZ3E1EE

WM Server Administrator FEZA<EAENENZEIZIA SNMP BEE, ERHEERER SNMP IBREFEE, LUAF public BUAIIEA MIB
RIESIESIAMNBR,  Server Administrator JBIZLA T A TSR SNMP RIEEFEFFECE Y /etc/snmp/snmpd . conf:

o BITHINILATT REAFE) SIEEN MBRIFIE: view all included

o EHERNAFIRNPRTT, 45 public BEUAZEEA MIB HHIRIESIEMIBR. Server Administrator SEFRIATIT: access

notConfigGroup "" any noauth exact systemview none none
e YR Server Administrator 32 EiA1T, BSBEISHI: access notConfigGroup "" any noauth exact all none
none

(D) |i%: J9ffR Server Administrator RESSIZRL SNMP RIEFRCELURHN RAEELIRINEZINATUR, BINERS Server
Administrator Z [RBEIHMHalE  SNMP IBEFE EIH TS

Server Administrator SNMP {8 SNMP ZEE R (SMUX) 115 SNMP (RIBFEF#HITIES. 2 Server Administrator SNMP & E
SNMP RIEERRFRY, BEAE—NSIRRFAFE SNMP RIBER, LUSH SRR SMUX JHER, BT IEXISARRRFLER SNMP
RIBRRFECE, EUt, Server Administrator FELERIIEHFGLATT (MIRAFE) iHFINE SNMP KIERFEE XY /etc/snmp/

snmpd.conf:

smuxpeer .1.3.6.1.4.1.674.10892.1

S SNMP BliF & TR

ELE SNMP FiRZFRa] el R Staei2iEIT SNMP ERIENRS. SENAEFFERN SNMP AFZFRASIz T Server
Administrator BIES EFRBECER SNMP AREFRIES, LUEEEMATERALIM Server Administrator 1§ ZREEER.

BERTFMIZEIT Server Administrator FIRFHICREIZEEHI SNMP BUARTR, BT TERIE:
1. $T7F SNMP RIBFERFECE N /etc/snmp/snmpd. conf,
2. E?ﬂle‘F?—} com2sec publicsec default public E}?, com2sec notConfigUser default public.

@ iE: XJF IPv6, BT com2sec6 notConfigUser default public, WAN, TESERFHRIINA agentaddress
udp6:161,

3. JREIIT, 1B public BHEIERAY SNMP BIREBIR. fREBE, F{TRN: com2sec publicsec default
communityinameﬁf,corr&sec notConfigUser default community name.

4. EFHSNMP BEEEX, BEEEALUTHSERNSE SNMP KIBF2%: systemctl restart snmpd .

B BSHNERIAREIRIL XM
Server Administrator 455 SNMP BB, LAMB/{EREHIRRFIE M IENSEIITN., KIEIETT Server Administrator B SE LECE
— NS EHERR, FEEREIRLAIX SNMP BaEbH.

%ﬁgﬁi{;ﬁ Server Administrator FIERZLAKIEFEFFZIE IR, 4RiE SNMP RIBIEFEESY /ete/snmp/snmpd. conf, FHATLA
B

1. AXHRINLATIT: trapsink IP address community name, HA IP address SETRUGAY IP bk,
community name & SNMP FHARZTR,

2. EEASNMPEEFEX, BHBEIRBANUTHSENB6) SNMP ((IBFEF: systemctl restart snmpd ,

{EiZ17235AY SUSE Linux Enterprise Server BIZ%HRfCE SNMP {({IE

Server Administrator {8 net-snmp {CIEFEFFREAY SNMP fRSS. BT LARCE SNMP RIBFEFLAMIZFEEN IS A SNMP 518, 8%
BAEHR, ERISSERE, HBEMAREERL, EfRtSE SNVMP RIFRRFUTEMAit SEEMNERER (I OpenManage
Essentials) #1732E, BHUTLATZHHIRBRISE.

(D|iE: B SNVP BEBRIMRIMEBES., BSIHRERG ORI,

IREEE 17



Sever Administrator SNMP Z348(E

Server Administrator SNMP {8 SMUX #MY¢5 SNMP REEFEFFHHTIB(S. 2 Server Administrator SNMP JEZZE SNMP KIEFER
B, BERIE—MNURINRFTE SNMP RIBIEF, LUEE SRR SMUX IR, IEISIRRFFAER SNMP R IBIEFRLE,
1tt, Server Administrator FTEZEEIFEHRELUTIT (NRAEFE) FIIE SNMP (RIBIEFELE S /etc/snmp/snmpd.conf:

smuxpeer .1.3.6.1.4.1.674.10892.1

Miziz=E /S SNMP i1

SUSE Linux Enterprise Server #{FRFHAIERA SNMP RIBIRFECERT public WA RS WAL EEEA MIB 1RIA9 RIS
R, WECEARAIFEEMEEN EE1T80 SNMP SRR (5140 OpenManage Essentials) IEFAEHFIETE Server Administrator £
%, GNER Server Administrator (EZZEEAERGNEINE S, SEERICREMRMERFBAEUY /var/log/messages, LUFRAA SNMP
iﬁ fﬂﬂ’FﬂBE{RBE'%:_l:ZKi&E’fJLO WNERIHLIEER SNMP SN AREFNSREFEER RS, /MEcE SNMP RIEREFRLUSBEMNZEENL
H1T SNMP i(al,

D|i*: HFRLEHE, EETRNER TG SNMP iHaiREITES ST,

EEAMNFEIRFEENITIZIT Server Administrator BIZRFEAY SNMP 1518, 54848 SNMP (CIBRRFBCE XY /etc/snmp/
snmpd.conf, #W-‘;LLL‘F%E%

1. BHRLUITYT: rocommunity public 127.0.0.1,

2. YRiEREHNIZIT, LUE 127.0.01 Biizinfe A 1P #eht, BB, FfTRN: rocommunity public IP address,

@) i#: EaTLUEI B AMNTRRENRIN rocommuni ty $ESRBAMS MERIZEENIHT SNMP 53,

3. EFH SNMP BEEEH, BEEEEALTHSENSE SNMP ({IBf2F: systemctl restart snmpd ,

SHpY SNMP BliF&#5

ELE SNMP F{RZFReTHEM L SR EEI5 @Y SNMP SIEENERSE, SENERFERN SNMP B FRINRSIE T Server
Administrator BIE S EFRBECER SNMP AREFRIES, LUEERMATERTLIM Server Administrator 1§ ZREEER.

EFEWATMIELT Server Administrator RGO REIREEAIBIA SNMP BIIREFR, iEHUTLATERIE:

FIH SNMP (RIEBFERFECE S /etc/snmp/snmpd. conf,

BHRUAIT{T: rocommunity public 127.0.0.1.

. GREELETT, 18 public BIEJIFHEY SNMP HABFR. WiBfE, #fTRLA: rocommunity community name 127.0.0.1.
. EEH SNMP REEX, BEIEANUTHSENG) SNMP RIBFERF: systemctl restart snmpd,

{E1I5173%2#58Y Ubuntu Server IR FHELE SNMP ((IBiER

Server Administrator f§8F net-snmp CIBFERFRAEAY SNMP BRSS. EEILAECE SNMP RIEREFLAMTIZENS A SNMP i51a), &
AR, FREEHARAEEY, BiE SNMP RIBEFLUUEREt SEIEMAER (I%0 OpenManage Essentials) #{732H, &
PITLAT SRS E.

(D|3#: B* SNVP BEBRIRINEBES, BESIHRERS RIS,

—_

NN

Sever Administrator SNMP Z3E1E(E

Server Administrator SNMP {f8 SMUX #MY¥5 SNMP CIBFEFF TIE(S. 2 Server Administrator SNMP JEEZE SNMP ({IBF2F7

BY, BEE—INSEIFREE SNMP RIBRRE, LUSE SRR SMUX X%k, B SMUX, WSAmREWVRER SNMP (CIRE
FH{TECE., EiL Server Administrator {1/ SMUX MY, SEERRBLATEEIRE, LUSH SNMP RIERRFEE S,

o FIFF SNMP RIBFERFBCEX S . /etc/default/snmpd,

o FERENHHE]BIIBKIAGELITA: SNMPDOPTS="-Lsd -Lf /dev/null -u snmp -g snmp -I -
smux,mteTrigger,mteTriggerConf -p /run/snmpd.pid'

o (A LABAEE, FRIEEA SMUX &R,

o EHE snmpd LASZEF SMUX, BEEEXN: SNMPDOPTS='-Lsd -Lf /dev/null -u snmp -g snmp -p /run/
snmpd.pid’'
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1£ SNMP REBREFFBCE XA RIN . /etc/snmp/snmpd. conf
smuxpeer .1.3.6.1.4.1.674.10892.1

o ESH SNMP EEBEEN, BB FERLATHSENSH SNMP RIEfEF: systemctl restart snmpd,

SHPY SNMP BliF &5

EL & SNMP F{RZFRel e L SR EEIS @Y SNMP SIRENERS, SENRERFER SNMP AR FRIARSIE T Server
Administrator BIE St EFRBCER SNMP AREFRICES, LUEERMATERTLIM Server Administrator 1§ ZREBER.

EFEWATMIELT Server Administrator IRFHIGREIRESEAIBIA SNMP BIIREZFR, iBEHUTLATERE:

FIH SNMP (RIBFEFFECE XS /etc/snmp/snmpd. conf,

BHRUAITFIT: rocommunity public 127.0.0.1.

. SREBIETT, 38 public BHLAFHY SNMP BUARFR, wER, FTRN: rocommunity community name 127.0.0.1.
. Bf5A SNMP BEEEN, BEBTRAL TS EHNE6) SNMP ({IEf2F: systemctl restart snmpd,

EIE1T 325/ VMware ESXi 6.X R{ERHARRF LECE SNMP (KIEtER

Server Administrator 373 Vmware ESXi 6.X B9 SNMP [&BH. SNSRRIZERNIEANE, U VMware ESXi 3 2(ERZ LRI SNMP BtES
S, Server Administrator /<3733 VMWare ESXi 6.X _EHY SNMP Get 1 Set #E, EJPTER) SNMP Z3EARETH, &@id VMware
vSphere i3T5 A (CLI), ANEIEIT VMware ESXi 6.X RS ECE ARERILAIX SNMP FaEH.

@ i¥: BR{EH VMware vSphere CLI FNEZ{ZE., 152(% vmware.com/support,

R EENRRLIRDEIRIE & IEEMH

Server Administrator 4E5% SNMP &R, LAIRH{ERESRRAIE AN hZITNSEIER, BT Server Administrator BIE
% EABBEREEEEINA SNMP G ECE— NS baEb B xR,

EFIEIZEST Server Administrator B ESXi RS AIXTIETRILG

1. %% VMware vSphere CLI,

2. TEZ%ET VMware vSphere CLI FIRS HF TSR

3. BEMEILET VMware vSphere CLI FIBR. Linux LRIZBNAER /usr/bin, Windows ERIBRIAUER C: \Program
Files\VMware\VMware vSphere CLI\bin,

N

NN

4, 1I=7LATap%: vicfg-snmp.pl --server <server> --username <username> --password <password> -c
<community> -t <hostname> @162/<community>

Erh, <server> 2 ESXi REGHIENRZEL IP ik, <username> 2 ESXi RFELAIAF, <community> 2 SNMP B{AZFR,
<hostname> EEIRLAIENIZEL IP ik,

(D|3%: 7£ Linux £, FREKIZEE ol ¥ EE.
DliF: nESBIEEHAFBNEN, RHESIENE.
SNMP FEBHERESTEIEN, TA/AES B HTRS.

{EiZ1T7%$5/9 Red Hat Enterprise Linux $£{EZ4iF1 SUSE Linux
Enterprise Server &% LBt BFHNIE

WNREZ % Red Hat Enterprise Linux/SUSE Linux BSER T BIXEZ 2R, NECABR T, FrEsMERMLEO_EAY SNMP inOEME
SFRARS. BEEH SNMP SR FEFER (%0 OpenManage Essentials) LAM Server Administrator Z3kFe=EE, E0—Mb
BB L8O LAY SNMP i FTFF. 405 Server Administrator f&ZIBE KEEHRARFTFHMEASMEBRILZIZEORY SNMP inH, UEER
BEHR, HERSAEPICRER.

B KES. TS RAIEE NN O S TR X E R /D — MMM ORI SNMP i%0, S LETH SNMP i
A. EalLAESED Server Administrator Z BIERZ e TIHCIRIE.

B[ AR 7552 —FTFF Red Hat Enterprise Linux EAY SNMP #w0, BHATLATRIE:
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7E Red Hat Enterprise Linux S8R, S setup FHR <Enters> LUSHINAER LR R,
DliF: REEITTEANRERAREZ S, &S,

EETRXREET.

(e TEKIEEMKIEECE, FHR <Enter>,

L= BB IEER EF .

1% <Tab> IERRLSEHA, RERSRBERCEERENRER. MERLBIBESET.

(D|ix: BXRIKERZLRFINESER, BIR <F1>. BIA SNMPIROSH 161, IISREHERIIR X Window RAERFAEFR
M, 1% <F> OTRERNREE XEEMRARY Red Hat Enterprise Linux _EAIBGKIEZ 2R BIEHSE.

a. BEEFGKES, EFREHAXIENERHEESE 7.
b. EITFHENMEZREOS SNMP RO, Hi%EE. REeBl, ABHETEE 4,
1% <Tab> BLAER "BENX" |, ARG <Enter> #,

BBk iEEE- B EX FR.

R T RN E DR R THERMEEO LAY SNMP imA,

a. EFJHEANMEREO, 18 <Tab> IR ZEENREHIETIRE, REBREMEFTHNESTRETHFEMEO.
b. EFIFFAAEMLEO LR SNMP IR0, 1B1% <Tab> LALEIEMBIROFIZEE snnp : udp,

& <Tab> ELUSIEMRE, A5 <Enter> .

gy AN P iy

& <Tab> FLURERE, SAJ5IR <Enter> $#,

EREITRXREER.

& <Tab> ELUSIRIRY, A5 <Enter> .

PrKIGEE S

EETE SUSE Linux Enterprise Server E3TFF SNMP i :

NooAs NS

20

B EEH S LETUA T SHEE SuSEfirewall2 a . # yast2 firewall
ERSELRSMERIFRIRSS .

12 <Alt><d> T RMAFRIRONHEE,

1 <Alt><T> BRBENEIRE TCP SO AME,

FEXAHEFHN snmp,

Iz <Alt><0> <Alt><N> HEE T~ —FH,

& <Alt><A> IEZFNAEK.

IREEE



{6 FH Server Administrator

E 35 Server Administrator 21F, 1EWE5RMHE LAY Server Administrator EfR,

tbAHE B~ Server Administrator ERFE. Server Administrator IERAIGOR 1311, S LMRIEZEREXIGEO. GXIgERSESE
iAW, BSRAREIERSEESIEEERSTILZERE.

xR
ESFTHE
Server Administrator =TT
{SEFREHES B

fEREIEIER
{5 Server Administrator a5 TRE

SREH
Server Administrator 32U FEBNER A

Server Administrator AR FEHR

Server Administrator S ERFER — (FREEER
Server Administrator & ZRFER — {FF Web IS8
Central Web Server &5

Server Administrator AR AREF

HBETE Server Instrumentation ] Server Administrator Web Server E{83 0 LZEEEAME S ERT, A RTLAER Server Administrator 25
WERAER.

@l iE: Server Administrator A MERFE RIS TIEIT XenServer 6.5 RIRRSZERAAT .,
BEAMERES FER Server Administrator, iBEHTLATRIE:
1. ERFEENEREOABENFERPEATT o B ARST0E.
WREETEE X AYEIGIE) Server Administrator, R4S EIEFIIES.
2. %&rh Active Directory EFREIHHELUFEF Microsoft Active Directory B3R, iB&5(FHH Active Directory B3R,
3. RS,
BZETR Server Administrator £1F, 5B S Server Administrator =704 AR S,

@l i*: XA CLI FER S LECE Active Directory BYER., 15205 dell. com/openmanagemanuals I BRI 1S IS,

Server Administrator S & XRS5 — (FHEEER

RERERSG LI T Server Administrator Web Server R348, ZA8eFERALLEER. EER Server Administrator AETRITIER St
1. WHEEmE_EARY Server Administrator EfR.
2. BAEERSRDN P il RABHRHTEIRETS (FQDN).
® i NRERIRMHEFARZIRE FQDN, Server Administrator Web Server EHISIE RS ZFREL FQDN RN ETRR ST IP ity
ik, SR LB A TMESREERERANIROSHTERE: FNEImOS, &E P itlibikOs,

3. WMFREERRIZMEN, BEFBRERES.

{&FH Server Administrator 21



4. %&8E Active Directory BRLEH Microsoft Active Directory IFH{TE S, AN (FEF Active Directory BRI MLZZ A3 51a]
™, B0 Active Directory BR. 152R)(EF Active Directory B3,

5. BERE,

Server Administrator S & RA S5 — (FH Web iGes

(D|3F: BERZE Server Administrator, 1RNARBETESENEFIIR. B2FIRENEE T REXZBHEFINE,
1. ¥TFF Web NI%s28,
2. EMUEFEPEANLUTIZ —:

e https://hostname:1311, EH hostname EASERFAHEHRZTR, 131 BREUAROS,
e https://IP address:1311, HH IP address 2 EZRKSH IP ik, 1311 EEAROS,

(D i%: BHREIIERFRMA https:// (fdEhttp://) .

3. T <Enter>,

Central Web Server &&#

RBEERFLLRET Server Administrator Web Server B{4Y, ABeFRELIESR, FRLERER Server Administrator Central Web
Server:

1. WEsmE LAY Server Administrator EiR, SR RTEERA.

RMAMERT, SERARKERESSSRIE. SRIZRMEAIER. BNEERS R AERMIRERER LT
IﬁO

BEESE FANEE Web IRFZEEHEE.

BMANBREA. BEMiEE (NRNEXAYEIE Server Administrator) , AFRETRER.

17E#% Active Directory EFRLA{FF Microsoft Active Directory BR, 1525 Active Directory B,

BFERR.

B4EER Server Administrator 21F, BRE2ESAE EAYEE.

@ i¥: 24/ Mozilla Firefox 8%, Microsoft Internet Explorer J25f] Server Administrator B, £ErR— M hEZEEIEHT SRR
BRE, ATHRRERRSE, EWEERHF X509 IEH. EFHFERIAR X 509 IEBEHSAREIEBANIE (CA) ARES
5, NERBIEIEEERIIBNESER, FRNERAICRERSE CA., BX X509 IEREEINESZER, B5H X509
IEPEE,

D[iE: ATHRRGRS, EWNERTRING (CA) SNIERHE., BXESER, BEF VMware REIXH.

©) i+ NRSSERFA_FAFBMANAER, {8 Server Administrator Web JREZSEBRIBEARTSIEPEIR, WA LUER
certutil.exe NG ERGH CAIREATNE. BXAEL exe HAHEER, BESFIRERFRIANE, 325
Windows BERF £, A LUERIERERRTIERSNIER.

{68 Active Directory 5

K% Active Directory B3t A{#F Active Directory Hfd Dell § [RZRIIRA S &R,

I ARIRTT ZEEIERT LR MRS Server Administrator BITEIEIER; FSIFE Active Directory 2X4FEIENE I IN/45H] Server
Administrator FAPFIRR. BXES(ER, 1525 dell.com/openmanagemanuals L Server Administrator Z4&5@ ) "5
Microsoft Active Directory” .
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o BMEEMFEESNTFER, ENEEERRETREAGNRIFRE R ARSI,
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o EATFIHLE TR IR Server Administrator E2FSIE.
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o RS RAENRSHMEE.
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TLS ECDH RSA WITH AES 128 CBC_ SHA,TLS ECDH ECDSA WITH AES 128 CBC SHA
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HERIBFRFRFRTEMA—ME, UAFEIERIEEERIMZERRZARKENHEE. BRFRFE (hRAERETR) 2
EREIZERR RN M EIRE P RERN.

BEMNA.

BHEREIEEEHRLIREZEFEEMRERE0.

iE: EfEF IDRACY 5 EMARY YX2X B L, AILUSFESEHBIRREN IPv4, 1Pv6 B FQDN,

{8 Remote Access Controller



iIZBEmRiahE

E&:

SHE{TZHE Red Hat Enterprise Linux 1 SUSE Linux Enterprise Server E{ERFRNERT, ITBEIRIEN
£ Windows Server Fig B ZIRIETENITRBER
BMC 8 iDRAC & EHiHitss ZiREE

XzfT23509 Red Hat Enterprise Linux 1 SUSE Linux
Enterprise Server If{ERFENRF, IREHZRIGHE

HIRBEMIEIREIEN, TLUSREISEN "ERSSHELETRER" . BHITIHIRIE, Server Administrator & /dev/console
RIE—EHEE., MR Server Administrator ZFEE{THIE X Window B4, NAELBRZEE. I X Window RFIE(THT, EFE Red
Hat Enterprise Linux R4t FEEIEIRIER, BWIESHREZHIEEN xconsole Bf, xterm -C, 2 X Window RFuz{ThHY, EE
SUSE Linux Enterprise Server R FBFIEIRIER., EWESEHAREZBIIEEN xterm -C F£Lig,

HiRESHRIEIRIEER, S LUSIREEE AN EER. SHITHIRIE, Server Administrator 24T wall 5<%, MTIEIEERAER
BRARHEEESRARKEHEE. R Server Administrator RFUEITHIE X Window EF, NEABER FTASERZER. BE X
Window RFETRIEZI EER, BT REZRIBI— MR, il xterm 5; gnome-terminal,
BIREFHRIZIRIEER, ETLUBRIEIEE S ITRIABIER. Server Administrator B LABATHIR FERRRIFEIRS], JOMRIRIEER
17, BITLATIRME:

BIDIEEET X Window RARINFIFER, EJ9 Server Administrator FoAIERHATILZER FATERF.
BIEEREAPMANRARER, EJ9 Server Administrator 5 AIERHITILLZEN FRFERF.

1EEN FITERFRT, 1515 stdout #] stderr EERERN, LMEEEEHAMHEERER.
ilg%?E%’fﬂﬁi/l\%ﬁmﬁgﬁ\ﬁﬁﬁﬁﬁ (W) | BEERXEMEIA, FERARNEERAE N\ NAEFIEIEERIE

51 ps -ef >/tmp/psout.txt 2>sl
w1 PR SHITRIBER ps, 4§ stdout BEEMZEN {4 /tmp/psout.txt, Fi& stderr EEMZES stdout HHREAINIH.
A2 mail -s "Server Alert" admin </tmp/alertmsg.txt>/tmp/mailout.txt 2>&l

=~ 2 FhEEs SHATHRMERI FRER, B304 /tmp/alertmsg. txt PESAEELRSHRER AETKLIZZE Red Hat Enterprise
Linux FBFE} SUSE Linux Enterprise Server FEFFIEER., EEMAREZAEI, AP WMEIENY /tmp/alertmsg. txt, LHHh, AR
HIEEIR, stdout F[] stderr £EEERZEN/H /tmp/mailout. txt,

{£ Windows Server RigEZiRIEEM TR BERF

£ Windows 1, ERIAEIR TEEARENRSIEA. Y/AE Regedit FRGERREN RSN A T SRR HITREERF.
EEARERRSEN, BERTEASRRE:

Modifying the NolteractiveServices

1. ¥TFF Regedit,

2. BiZE HKLM\SYSTEM\CurrentControlSet\Control\Windows\,
3. AEEED NolteractiveServices, AGEDTS (EX.

4. EESIETEA 0, RERRERE.

5. Xi7] Regedit

6. EFAFRMEENE, BNETHRBEPIERESTRARIR,

7. BAEHIRE.

Enabling the Interactive Service Detection
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8. FJFF Services.msc,

9. SiEXENIRSIEN.

10. ARESEERZERSEN, AEREEE.

1. EEIEIRT, SERMERESCIBE, AERERMA.
2. & "RESIRE" heaERE.

Allowing the service to interact

13. SfiiZ= DSM SA Data Manager, i+, AEHETEIL.
4. FEFREI~F, ERARTRSSREXE, AEREHRE.

15. BTEHIRRE.

EEFT/S5) DSM SA Data Manager LS ERIRSEN.

TERNAERF — REXNARFONIREGERAFPRE (GU) RREER, SeeRnARUEMAREAN (R4t

89 pause #5<) .

®

iE: BERENARFRE, 2Br—5F8HUER: ENRSKRN, HESRWMTER: A program running on this
computer is trying to display a message, BEEEHIHERIAI4EE,

BMC Y iDRAC &S HHitzaEiRiHE

TRIIE T BRI EEMmiIEs (PEF) HE, LURBXE SRR,

#&. 14: PEF EREMH

=

1588

RS IR RS R e e E K IESHR A EEN,
FERNIRREE BEXRK, TEESIE.
IR E S e FRYER LA TR,
I ER RS S FEithAR L T iR,

2 EFEERNREE BEKXE, TRESIME.
BERNRES BRI RSB (RBRE.
BRI RS BEASHAR, TEEEIME.
HNEIFERN ERNECHITH.

TR (BBIFIREENE) PER

REEH/ B ERIRIRERTIREERED.

TR (BIFIREENE) EX

RERNGEH/ HEIRIREABER TR,

ShEERREE

SRERRRIEI TR E R T IR E MR,

S L QBB R RIS,

RBA RS QRS EMEIT,

PS/VRM/D2D & FRIRISE. AESERESE RN E RGeS EiE HEAER 5.
PS/VRM/D2D ke BIRIRE. AESSERSE RN BRI CERENE.
BEHEEESHREE BHETEATHEH, TEEERTE.

EMRFRE RepeEEsiganLn, HFEERNABNRFRSRENEE.
REBFRURRES IR AR R E.

RGBS A= BT RS EZIREF SEE.

REABHNENER BIBENINEN REEER.

RE N EAT BIRBENINEN EREDIG ISR

BIBENENRES I ENINEN R THERTS.
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PIBRYY SD IR -F=E PIBBXN SD &R IR,
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B RS HERR
ARSI

1E Red Hat Enterprise Linux -, 2 SELinux is set to enforced mode BY, Systems Management Server Administrator (SM
SA) IEEIRS BN, WATUTE—SBHEtIRSS:

e J& SELinux lﬁ%j] Disabled TEECEJZ Permissive TEECO

e J&SELinux A allow execstack BMHENN ON (FF) K&, =TUTHS:

setsebool allow execstack on

o TEX SM SAEERSHNZE ETX., BTUAT®S: chcon -t unconfined execmem t /opt/dell/srvadmin/sbin/

dsm_om_ connsvcd

EM:

EREWER
EZER9 Windows B ER S _HEE HINEFERY Server Administrator Z23E
Server Administrator JR5%

ERXMIESR

HFELUUTIRR S, ARRiZERZERS:

ENTCEASIERRAY P ik,

BMARERNERE (BRBFI%ES) .

SZERFGTRARE.

BT P - FTEE A4 DNS $8IR, XSS RS,

SERAEEAOERIESE, MBBPREEERTTRERIKERES

VMware ESXi &ZZ KRB Server Administrator 5%, BFXU0AIFE VMware ESXi KGR E R Server Administrator IREZHNER,

15807 dell.com/openmanagemanuals A Server Administrator & 2&5E,

VMware ESXi &4 HFRAERA CIM KIESFIFIERS (SFCBD) IR/ BIE1T.

EERF R Web IRBHREBIRSIRBIET.

MR EBEFREPEESIHE, NNBASERARN P IMAZR IS,

FESERFPEE WIinRM 1I81IH8E (Tf2EH) . BXIINEHHER, E20H dell. com/openmanagemanuals Y

Server Administrator Z%&t5E,

EREZE] VMware ESXi 5.0 M ERFMIIGIERN, XATEeR LA ™R A—FRES [#2609:

1. BRIRSZEEEF Server Administrator BRIfSHT lockdown &, BX lockdown IRAWELZ(EE, FE1E VMware 15E8
X5,

2. B Server Administrator FTEEM 7 253,

3. BASBEERIIRNEBAFSHESR Server Administrator, BXEZER, BERXTHEAEHN VMware 5B 4,

{E3285/Y Windows IM{ER S EZE HINEIEAY Server

Administrator I3

BILIRFIEHTZEE Server Administrator FHEEFHITER,, AIESHIMBIRERIRR.
R TEIRRS, BHUTLITERE:

S ELABTZZEER Server Administrator BORRZN,

2. M support.dell.com FEIZMRARIZ R GE,

3. {E srvadmin\windows\SystemsManagement BR T#Z SysMgmt .ms1i,

BIREHERR



4. EaSIERT AT SLERHIH TER &%

msiexec /i SysMgmt.msi REINSTALL=ALL

REINSTALLMODE=vamus

5. EFEENTEFERRRLENFEINEE.

®
®

RGBS EE S5 7 HRLLIngE,
iE: ANREIEBIA B RPLREE T Server Administrator, iSIRRENERENXREFTENE.

Server Administrator JR53

TSI Server Administrator BFIRERAEIRERAIIRS, LANIXLIRS R EMPERTHIS/NT.

Z5. 15: Server Administrator R53

i R TRARERE, TLMERERIN/RBRIEREEIE Server Administrator,

RIS a TR TR,

BRSS Linux:
dsm_om_shrsve (LEAR
SHEZERFLE

7. )

£8ERF, XHEH Server
Administrator f§ SNMP
1 CIM $={HFEEFERY
REPUTHIHRIRE
fft, LAMEER System
Management Console
Dell OpenManage
Essentials HUf T4
B,

Essentials Foi&#H 74044
B, B2, PRELL
{EFE Dell Update R
BB EARFN Server
Administrator Z#MA4T
B, (AERE=S
TE (fg0 MSSMS,
Altiris #0 Novell
ZENworks) HUTEHT,

EEaR izl HkESZIm WREMH FEEMH
Windows: SM SAEEE [IRENEEIEFN Web | BFSLEED Web B | EFBEIRS ="
BRS Linux: NESEEFNMBIERANE | PREES Server
dsm_om_connsvc {AIRZERT Server Administrator F0H{T{E
(tbARSSBE Server Administrator FHTHUIE | AR, (BR, BAR
Administrator Web fg$% | 2/ MfEiG(a), LAMsER CLI,
BRI, )
Windows: SM SAHE | FEhfHETEIREME | [ OpenManage BEFEIRS B2

(D|iE: Server Administrator AJRERTEEIR QTG REHRFR AR E XM P RIXESHI SNMP IEMEICRESNEH. HRMFRRE
5 | SIeFENEFEEN Server Administrator JRSSHT, BIRFR(ERKESTE Server Administrator IRE BB EIEEEREIRSAT, B
SICRESHIREHRFISEG.

(3BETF dateeng RS
) (HIRSESER
&% HiafT. )

FHUES|ZE Linux SNMP $#
|

Station B SNMP
get/set /BAMHERIGEAR

P

BEIZ1T.

(D)|%: {85/ Dell Update Packages B Dell {24l @R B R REMIKERR.
DiF: BLEREMKETZFINELE Server Administrator (64 i) EARHSTH,
Windows: SM SA Data | SRS, RHEHXNFR |WNRXLRE B BEiERS =]
Manager Linux: HISEFIMREEERIRE |17, BPBEERE
dsm_sa_datamgrd iHiEl, FAPTREE |Gu/cl tRRE/EEE
(F6ETF dateeng RS | ZHENRE, SFEX | HRFHEE.
T (ERSEZER |1, ESshflk2RF.
&% HiE1T. )
SM SA Event Manager | ARAEEFRAURMER | WRELLERS, S | ENEIRS =
(Windows) Linux: S HHCRIR ICRIEEETTAERE
dsm_sa_eventmgrd |55, ER®EHAES |[17.
(F6B T dataeng ARSS | HTA2FER.
T (WERSEZER
% biEfT. )
Linux: dsm_sa_snmpd kB Management EEHIRS fa="1

BIREHERR
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Z. 15: Server Administrator JR53 (£%)

BEEEIRGRAME
IR IEIRES.

RSS2 ¥R yizl:):] =1 PRENE FEET

Windows: mr2kserv | Storage Management BPELEARESY | EFEERS =&
(LIRSESZERFK L | Service IRHFMEEIEE | 549 RAID FIHE RAD 1=

=17, ) BHS%Inee, BTE | HIsSITIFEINEE.
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A [

ATFHB X Server Administrator BIE DU a)ER,
Dli#F: FHIDRHRIEEFILARARY Server Administrator,

1. % Server Administrator FiEEAIRIEH RS2 A?

ELR4E Server Administrator, EAREBEERKBIFNIR. SHRAFFIAFIZE%REE Server Administrator AIRR.
2. M EERTFREFRAIRFT Server Administrator fR4?

EZRE|: support.dell.com — Software & Security — Enterprise System Management — OpenManage Server Administrator,
I TREERETERIBRY Server Administrator RN,
3. IAEHMBES RS LIE{TH Server Administrator BIRRZAR?

E53 Server Administrator J5, SinZEBE — B, TLAERSREIRS PR EZ2ER Server Administrator BIRRZS.,
4. BPRT 131 pEEETLAERRIRO?

&, JLUKEEIE https iw[. SMEEER — FHH&E — Web Server — HTTPS ii[

FEFEREOAME, MRIEEERRIERHEEEIERA.

@ i BRI RS B A TTE EEFE RGO RS se SIS E b i R e e s R B TR R LAY Server
Administrator, BXEAIAROFIER, BSHEE dell. com/openmanagemanuals E3KEHY Server Administrator Z2&5

.
5. EETJLAME Fedora, College Linux, Mint, Ubuntu, Sabayon & PClinux t%&%& Server Administrator?

AALA, Server Administrator ASTHEHXLSRIER S,
6. Server Administrator BEE{EHINIAITAT &% HBFHRE?

7B, Server Administrator F&EIRITAEH IS AIXE FHREE,
7. BRETE SNMP FHETE PowerEdge R4 Lilt1T ITA . FRSHMMEEIR? sETRMER cIM #1178, SRSHNE
AR EE SNMP?

ITA S Linux EZE5:
Linux 24t EEE SNMP A 88 TER. IRSmiEiRsE.

B EFNEE SSH RNEMZRE FTP k5ehk, FEULLRMHT. IREFKRIBFRIFRE root BRRBIRNIR/FEE. ~F—TEZ8
BEICEERERE.

ITA 5 Windows EZi&E/(=:

XITFARSSRE (IZ1T Windows Server BERFIFRSE)  RESECENER SNMP F/8¢ CIM BHT ITA B, RIREMHER
CIM,

BEES, B Unux h—, 58K, RIEFRBYNEX.

ERT IR TEFRNERNEERFHERE, EETRFELEVEE (RasR) HE, FNEMES (JREREMWEHER)
SHIXHEIERRS. BERNER WM THRERITIEEH.

HBFEEFim/ T{Euh S EREE Server Administrator, E|ILTEBFRIZETT OpenManage Client Instrumentation B CIM &K,
TS HEMIRE, LLAREITEI, TWERFER SNMP 5iREFBE (FERERK) .
& EMC FEXEFINIREEE TR, EEFERNROTLTREXIIIMEIRLER.

8. BEHBTA SNMP v3 ZiFiHEI?

A2, RE{HA SNMP v3 SziF T,
9. IHBHEBETRIEFTEERIER, Server Admin EFRARA?

2, BEPNTHEZR/2LH. BREFZFLSLN, FrEEMSHhEREERSE. (MERAX D XN,
10. %3¢ /BYEIEA Server Administrator EH5 A _EAY 'Active Directory' JHRERNBH AL R20E?
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1.

12.
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WNERAN%h Active Directory Ei%HE, MEXEBTE Microsoft Active Directory PECERNIHIEIR. EFiE(#A Microsoft Active
Directory HRRYY RIEHIBRTTRER.

LR RTS ZEEIRRT LURMRT Server Administrator BITEIEARR; FeIFES Active Directory ZX4-FEIELE FIFARIN/ 4= Server
Administrator FAFFIRIR. BXEZ(EE, ESFI0I1E dell.com/openmanagemanuals 3188 Server Administrator
Installation GuideServer Administrator Z2E35EEHY {8 Microsoft Active Directory”

FAEIT Kerberos ISIFNEIRM Web Server ERAIRHZMITH RIR(E?
BT, WIRESEH S EAISIE /etc/pam.d/openwsman F[] Zetc/pam.d/sfcb NS EAUNTHRES:

auth required pam stack.so service=system-auth auth required /lib64/security/pam nologin.so
account required pam stack.so service=system-auth

Server Administrator Z{E RSB R7E SNMP (&R, IEELASHE SNMP B&ER?
RARIRE SNMP BLERIEBELAS A Server Administrator 254 :

® esxcli system snmp set —--communities public

® esxcli network firewall ruleset set --ruleset-id snmp --allowed-all true
® esxcli network firewall ruleset set --ruleset-id snmp --enabled true

® esxcli system snmp set -t <target ip>@162/public

® esxcli system snmp set --enable true
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FZBE Dell EMC B9 PowerEdge 7 RSB SBIRIEEEBOARERIER, FETSE, SIIEIR YX2X, YX3X, YX4X, YX4XX By

YXEXX BYIBRSS AR, anRLIERILEHIII TRk :

FH Y ZRRSFHRESTNFE, FEFIRSJ|AINERT, TERNB T SHRS:
e = (O
RiE (F)
BEERE (M B MX)
HZE (R)
BN (T)
FB X RTRSRESHHNHT. HFRFEXRRSSE0Z1MIME,
o F—NMXFRRSSBNERIE,
o 1-5—drac Basic
o 6-9—iDRAC Express
o HFFRTRFZFNRT. SREBERSHGEANETR, FBEAFE X,
0—Z%I10
1—ZF 1
2—&%F12
3—F513
4—Z514
5—&5FI 15
o BN X ET—RIRSB/IISMBBIFEME, XIUETF PowerEdge IR ERMIFF 14,
o —AMEEIRSRE
o 2-FNMEIEIRSSES
o BN XREFRGESEINTE, STAA:

o O O O O O

o 0—Intel
o 5—AMD
. 16: PowerEdge [RS5=aan 2 1RGIFNRE]
YX3X BRSSEE YX4X B YXAXX K YX5XX
PowerEdge M630 PowerEdge M640 PowerEdge R6415 PowerEdge R6515
PowerEdge M830 PowerEdge R440 PowerEdge R7415 PowerEdge R7515
PowerEdge T130 PowerEdge R540 PowerEdge R7425 PowerEdge R6525
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