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Support matrix

Dell EMC OpenManage Plug-in version 3.0 for Nagios Core supports the Dell EMC devices as listed in the following tables.

Datacenter Scalable Solutions

Table 3. Supported Datacenter Scalable Solutions.

Datacenter Scalable Solutions (DSS)

DSS 1500
DSS 1510
DSS 2500

Hyper-converged Infrastructure (HCI) Platforms

Table 4. Supported HCI Platforms

VxRail Devices

Nutanix XC Devices

VxRail E460
VxRail EA60F
VxRail P470
VxRail P470F
VxRail V470
VxRail V470F
VxRail 5470

XC6320-6
XC430-4 Xpress
XC430-4
XC630-10
XC730xd-24
XC640-10
XC740-12
XC740-12C
XC740-12R
XC740-24
XC640-4
XC6420-6
XC-940-24
XCB40-4 Xpress
XC730-16G
XC730xd-12
XC730xd-12C
XC730xd-12R

Support matrix 9



PowerEdge Servers

Table 5. Supported PowerEdge Servers.

12th generation of PowerEdge servers  13th generation of PowerEdge servers 14th generation of PowerEdge servers
FM120x4 C4130 R640
M420 C6320 R740
M520 FC430 R740xd
M620 FC630 R940
M820 FC830 C6420
R220 M630 M640
R320 M830 FC640
R420 R230 R440
R520 R330 R540
R620 R430 T440
R720xd R530 T640
R820 R530xd R6415
R920 R630 R7415
T320 R730 R7425
T420 R730xd
1620 R830
R720 R930
C6320p T130

T330

T430

T630

PowerEdge Chassis

Table 6. Supported PowerEdge chassis.
PowerEdge FX2
PowerEdge FX2s
PowerEdge VRTX
PowerEdge M1000e



Compellent SC-Series Storage Arrays

Table 7. Supported Compellent Storage Arrays.
Compellent Series 40
Compellent SC4020
Compellent SC5020
Compellent SC7020
Compellent SC8000
Compellent SC9000

EquallLogic PS-Series Storage Arrays

Table 8. Supported EqualLogic PS-Series Storage Arrays.

EquallLogic PS4000
EqualLogic PS4110
EquallLogic PS-M4110
EqualLogic PS4210
EqualLogic PS4100
EqualLogic PSM4110

PowerVault MD-Series Storage Arrays

Table 9. Supported PowerVault MD-Series Storage Arrays.

PowerVault MD3400
PowerVault MD3420
PowerVault MD3460
PowerVault MD3800f
PowerVault MD3800i
PowerVault MD3820f
PowerVault MD3820i
PowerVault MD3860f
PowerVault MD3860i

EquallLogic PS6000
EqualLogic PS6010
EquallLogic PS6110

EquallLogic PS6610
EquallLogic PS6100
EquallLogic PS6210
EquallLogic PS6500
EquallLogic PS6510



Dell EMC Network Switches

Table 10. Supported Network Switches

S Series Z Series C Series  FN Series M Series N Series

S3124 Z9100-ON  C9010 PowerEdge FN2210S ~ PowerEdge M 1/0 N1124T N4064F
Aggregator

S3124P PowerEdge FN410S Power Edge MXL N1124P N4064
10/40GbE

S3124F PowerEdge FN410T N1148T N3024

S3148 PowerEdge FN340Q N1148P N3024F

S3148F N1108T N3024P

S3048 N1108P N3048

S4048 N1524 N3048P

S4048-ON N1524P N4032

S5000 N1548 N4032F

S6000 N1548P

S6000-ON N2024

S6010-ON N2024P

S6100-ON N2048

S5048F N2048P

(O | NOTE: All the information of the discovered Dell EMC Network Switch will not be displayed if the firmware version is less than

9.11.2.8. You need to ensure that the firmware version is 9.11.2.8 or above.
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About device discovery

You can discover the supported Dell EMC devices with this plug-in in the Nagios Core console. The monitoring protocols for the supported
Dell EMC devices are as follows:

*  Dell EMC Servers are discovered using SNMP or WSMan protocol or Redfish REST APlIs.
* Dell EMC Chassis are discovered using WSMan protocol.
* Dell EMC Storage and Dell EMC Network Switches are discovered using SNMP protocol.

® | NOTE: For discovery using Redfish REST APIs, iDRAC firmware version should be 2.50.50.50 or above.

(D | NOTE: For Dell EMC server discovered through Redfish, if the iDRAC firmware version is 2.50.50.50, the attribute values of
OSName, OSVersion, ChassisServiceTag, GroupManager and GroupStatus will be shown as Not available

You must use Dell EMC Discovery Utility to discover Dell EMC devices. If the discovery is successful, then for the discovered devices,
host and service definition files are created. For a device, it is recommended to have a unique host name and IP address. In Nagios Core,
ensure that a host and service definition is not already present for a Dell EMC device that you want to discover.

You can discover devices using any of the following:

* Device IP address or FQDN

* Subnet with Mask

* File Containing a list of device IP addresses or FQDNs or Subnet with Mask

* | NOTE: At a time you can discover a Dell EMC Server using SNMP or WSMan protocol or Redfish REST APls. To rediscover a

server previously discovered through SNMP protocol with WSMan protocol or Redfish REST APIs or vice versa, run the Dell
EMC Discovery Utility option along with the value of the desired protocol.

®| NOTE: If a server was discovered using SNMP, but you want to discover the same device using WSMan protocol, navigate to
<NAGIOS_HOME>/dell/scripts, and run the following Python commands:

For example:
To discover a SNMP device through WSMan Protocol using Host name details:

python dellemc nagios discovery service utility.py --host=<host name / IP address> --
prefProtocol=2 --http.user=root --http.password=calvin --output.file=/usr/local/nagios/
dell/config/objects/

<NAGIOS_HOME> is the installed location of Nagios Core and by default, the location of <NAGIOS HOME>is /usr/local/nagios.



About Dell EMC device discovery utility

To run the Dell Device Discovery Utility, navigate to <NAGIOS HOME>/dell/scripts, and run the following Python command:
python dellemc nagios discovery service utility.py -h

All the available Dell EMC device discovery utility options are displayed.

Table 11. Dell EMC Device Helper Utility options

Options Description

-h Displays the help message.

--host Host IP address or HostName to be discovered.

--File Provides a filename with path containing the IP addresses / Hostname /
Subnet with mask, separated by new line.

--subnet To get the Subnet with mask.

--all This option is used to display detailed services.

If --all parameter is added, the result displays all the detailed services. By
default, only basic services are displayed.

--prefProtocol PrefProtocol used for monitoring. Allowed options are 1 (SNMP), 2 (WSMan)
and 3 (Redfish). This value is optional.

(D | NOTE: This parameter is applicable only for Dell EMC servers. By
default, Server will be discovered using WSMan Protocol if the
WSMan parameters are passed. Else the discovery will happen
through SNMP if SNMP parameters are passed.

-—output.file This displays the location where the host file will be created in .cfg format.
--logLoc This parameter takes the log location from the user.

() | NOTE: If this attribute is not passed, the logs will be created in the
default location /<NAGIOS_HOME>/var/dell

--snmp.version Version of SNMP protocol. Allowed options are 1(SNMP v1), 2(SNMP v2c)

—-—snmp.community Community string for SNMP communication. Default value is Public.

—-—snmp.port For SNMP port value. Allowed value is [1-65535]. Default value is 161.

--snmp.retries For SNMP retries count. Allowed value is [1-10]. Default value is 1.

--snmp.timeout SNMP timeout values (in seconds). Allowed values is [1-1440]. Default value is
3.

--http.user WSMan / REST authentication username.

--http.password WSMan / REST authentication password.

--http.timeout WSMan / REST timeout (in seconds). Allowed value is [1-1440]. Default value is
30.

--http.retries WSMan / REST retries count. Allowed value is [1-10]. Default value is 1.

--http.port WSMan / REST port details. Allowed value is [1-65535]. Default value is 443.

--enablelog To enable or disable the logs.

If --enable parameter is passed, the logs are created else the logs are not
created.



Options Description

--force --force rewrites the config file.
--warranty.criticalDays Warranty critical days. Allowed value is [1-365]. Default value is 10.

(O | NOTE: The value of Warranty critical days should be less than
Warranty warning days.

--warranty.warningDays Warranty warning days. Allowed value is [1-365]. Default value is 30.

--nagios.type Decides the output format of the host file. Allowed options is 0 for .cfg format
and 1 for .xml format.

Default values is O.

Table 12. Dell EMC Device Helper Utility Mandatory Parameters

--host

_filepame These parameters define the value of the Dell EMC device to be
discovered.

—-—-subnet

--snmp.version This parameter is mandatory for a Dell EMC device discovered
through SNMP.

--http.user

This parameter is mandatory for a Dell EMC device discovered

through WSMan / Redfish.
--http.password

--output.file This displays the location where the host file will be created
in .cfg format

Based on the options you selected during discovery, the following services are associated with that host:

* If you run the Python command python dellemc nagios discovery service utility.py without the --all option,
then only the basic services are created by default and displayed in the user interface under Services.

®| NOTE: SNMPTT must be configured for you to be able to receive
traps.

* Ifyourunpython dellemc nagios discovery service utility.py withthe --all option, detailed services are created
as listed in the table below, and are displayed in the Nagios Core console under Services:

Table 13. Default services created for Dell EMC Servers based on the selected protocol

Services SNMP WSMan Protocol Redfish Protocol
Basic Services

Dell EMC Server Overall Health N N N

Status

Dell EMC Server Information N,

Dell EMC Server Traps
Detailed Services
Dell EMC Memory Status N N X



Services SNMP WSMan Protocol

Redfish Protocol

Dell EMC Server Physical Disk

Status J J
Dell EMC Server Virtual Disk

Status J J
Dell EMC Server Fan Status v v
Dell EMC Server Battery Status N v
Dell EMC Server Intrusion Status v N
Dell EMC Server Network Device N, N
Status

Dell EMC Server Voltage Probe N, N
Status

Dell EMC Server Controller Status

Dell EMC Server Amperage Probe
Status

Dell EMC Server CPU Status

Dell EMC Server Power Supply
Status

Dell EMC Server Temperature N, v
Probe Status

Dell EMC Server SD Card Status X
Dell EMC Server FC NIC Status X

Dell EMC Server Warranty
Information

Table 14. Default services created for all Dell EMC Chassis based on WSMan protocol

Services

L X X . X

Basic Services

Dell EMC Chassis Overall Health Status
Dell EMC Chassis Information

Dell EMC Chassis Traps

Detailed Services

Dell EMC Chassis Fan Status

Dell EMC Chassis Server Slot Information
Dell EMC Chassis Storage Slot Information
Dell EMC Chassis I/0O Module Status

Dell EMC Chassis Power Supply Status
Dell EMC Chassis KVM Status

Dell EMC Chassis Warranty Information

Dell EMC Chassis Enclosure Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Controller Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Physical Disk Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Virtual Disk Status (This service is applicable to PowerEdge VRTX Chassis only)



Services

Dell EMC Chassis PCle Devices Status (This service is applicable to PowerEdge VRTX Chassis and PowerEdge FX2/FX2s Chassis
only)

Table 15. Default services created for all Dell EMC Networking based on SNMP protocol

Basic Services

Dell EMC Network Switch Information

Dell EMC Network Switch Overall Health Status
Dell EMC Network Switch Traps

Detailed Services

Dell EMC Network Switch PowerSupply Status
Dell EMC Network Switch PowerSupplyTray Status
Dell EMC Network Switch Fan Status

Dell EMC Network FanTray Status

Dell EMC Network Switch Processor Status
Dell EMC Network Switch vFlash Status

Dell EMC Network Switch Physical Port Status
Dell EMC Network Switch Warranty Information

(| NOTE: For M-Series and F-Series Dell EMC Network Switch, Dell EMC Network Switch PowerSupply Status, Dell EMC
Network Switch PowerSupplyTray Status, Dell EMC Switch Network FanTray Status, Dell EMC Network Switch Fan Status
services are not applicable.

Table 16. Default services created for Compellent SC-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage SC-Series Overall Health Status

Dell EMC Storage SC-Series Information

Dell EMC Storage SC-Series Management Traps

Dell EMC Storage SC-Series Controller Traps

Dell EMC Storage SC-Series Controller Overall Health Status
Dell EMC Storage SC-Series Controller Information

Detailed Services

Dell EMC Storage SC-Series Physical Disk Status

Dell EMC Storage SC-Series Volume Status

Dell EMC Storage SC-Series Controller Warranty Information

Table 17. Default services created for EqualLogic PS-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage PS-Series Member Overall Health Status
Dell EMC Storage PS-Series Member Information



Services

Basic Services

Dell EMC Storage PS-Series Group Information

Dell EMC Storage PS-Series Member Traps

Dell EMC Storage PS-Series Member Group Traps

Detailed Services

Dell EMC Storage PS-Series Member Physical Disk Status
Dell EMC Storage PS-Series Group Volume Status

Dell EMC Storage PS-Series Group Storage Pool Status

Dell EMC Storage PS-Series Group Storage Pool Information
Dell EMC Storage PS-Series Member Warranty Information

Table 18. Default services created for PowerVault MD-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage MD-Series MD Overall Health Status
Dell EMC Storage MD-Series MD Information

Dell EMC Storage MD-Series MD Traps

Detailed Services

Dell EMC Storage MD-Series Warranty Information

#¥3% Dell EMC &%

SR LAE R LR SR A S X358 Dell EMC %% .
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EMC MERZ IR ENEERAGRFZHE. BXEZER, ASRNZR.
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3t &K Dell EMC Hl#81% & B A HECE WSMan.

BERFEE WSMan, LUER WSMan Y & Dell EMC AR 28,
BRHEE Redfish, LUFEM Redfish REST APl 4% Dell EMC BR$3E5.

E&, Del EMC 8% :

1

1§ A3 Nagios ZI2 B PR % R 2| Nagios Core.

SMnEIBR <NAGIOS HOME>/dell/scripts

B LA TR IETUET Dell Device Discovery AF#2F: python dellemc nagios discovery service utility.py
BREAEEIETER. BXEEEE, BHERXT Dell Discovery Utility.

RIBEOER, BRITUATHRE:
© EFERAEH P HIEERIEE:

python dellemc nagios discovery utility.py --host=<host name or IP address> --
snmp.version=2 --output.file=/usr/local/nagios/dell/config/objects/



o E{FERCHRZET WSMAN 198/ Redfish REST API &53% :

python dellemc nagios discovery utility.py --file=<absolute file path> --http.user=root --
http.password=calvin --output.file=/usr/local/nagios/dell/config/objects/

o EFHFMIEET SNMP 3 WSMan 1Y/ Redfish REST AP| &4% :

python dellemc nagios discovery utility.py --subnet=<subnet with mask> --snmp.version=2 --
http.user=root --http.password=calvin --output.file=/usr/local/nagios/dell/config/objects/

i MEREFREE Dell EMC 2 \FEFEY, Mt SESERBRIAEEIT.
i REL TSGR, RER P ks FODN B 2R ER f# sk Dell EMC &% .

4 BUABART, R WSMan 1l E K Dell EMC AR 25, IRKEGSHEIE WSMan S, MKBE SNMP &, RIEE
HIZESR, AJLLE --prefProtocol HY{E.
AFERUT®%, @@ WSMan 5 Redfish 3 SNMP #4% Dell EMC AR $538 -
+ EFAXHEEEET WSMan il &K
python dellemc nagios discovery utility.py --file=<absolute file path> --prefProtocol=2 --
http.user=root --http.password=calvin --output.file=/usr/local/nagios/dell/config/objects/
© EfFRANHEREZIET Redfish REST APl &1 :
python dellemc nagios discovery utility.py --file=<absolute file path> --prefProtocol=3 --
http.user=root --http.password=calvin --output.file=/usr/local/nagios/dell/config/objects/
+ EFANHREZRET SNMP &
python dellemc nagios discovery utility.py --file=<absolute file path> --prefProtocol=1 --
snmp.version=2 --output.file=/usr/local/nagios/dell/config/objects/
5 BITERAREFMAR, BEETUTHSHIE Nagios BEEE : <NAGIOS HOME>/bin/nagios -v /
<NAGIOS_ HOME>/etc/nagios.cfg.
it SNSRKfEiE --enable.log 3%, M L8IEARE.
JE: INSRAEIR T --enable.log %, ERRENX --logLoc {8, MEEZRIARE <NAGIOS_HOME>/var/dell el B
6 IBMMERAFEEEIR, RBRBEEITHS service nagios restart EFAEI Nagios Cores
SERERRE
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About monitoring component health of Dell EMC devices

This is a periodic poll based health monitoring of a Dell EMC device’ s component level health status.

Once the discovery utility is run with the relevant option, the corresponding services are created. These services run periodically and
update the overall health of the components. The component’ s status and information are displayed in the Nagios Core user interface.

The format of the component information in the Status Information column is <Attribute>=<Value>, <Attribute>=<Value>.

For example: Status=CRITICAL,

FQDD=Fan.Embedded.1,

Table 21. Dell EMC device’ s component health information

State=Enabled

ReadCachePolicy

WriteCachePolic
y

StripeSize
State

ReadCachePolicy
WriteCachePolicy
StripeSize

State

Service Status Description Attributes displayed | Attributes displayed Attributes displayed
when using WSMan | when using SNMP when using Redfish
Dell EMC Server The following states | Provides the worst | | Status . Status Not Available
Memory Status are possible: case aggregate
health status of the | = FQDD * FQDD
« OK memory in Dell . .
. Warnin EMC Servers. Type Type
9 *  PartNumber * PartNumber
* Unknown * Size *  Size
* Critical + State + State
*  Speed *  Speed
Dell EMC Server Provides the worst | | Stat . Stat Not Available
Physical Disk case aggregate atus ats
Status health status of the | ¢+ ProductID * FQDD
physical disks in Dell | ., : .
EMC Servers. SerialNumber ProductID
*  Size *  SerialNumber
*  Media Type *  Size
* Revision *  Media Type
e State * Revision
* State
Dell EMC Server Provides the worst | | Stat . Stat Not Available
Virtual Disk Status case aggregate ats atus
health status of the | = FQDD * FQDD
virtual disks in Dell . .
EMC Servers. Layout Layout
*  Size *  Size
*  MediaType *  MediaType




Service Status Description Attributes displayed | Attributes displayed Attributes displayed
when using WSMan | when using SNMP when using Redfish

Dell EMC Server Provides overall
Fan Status health status of the | ° Status * Status Status

fans in Dell EMC * FQDD * FQDD FQDD

Servgr W'thOUt *  State *  State State

considering the

redundancy status.
Dell EMC Server Provides overall . 3 . 3 Not Available
Intrusion Status health status of the tatus tatus

chassis intrusionin | ¢  Location * Location

Dell EMC Servers. «  State .« State

Provides th t
3:',:‘5::5 DSe iri‘;r C;gglggzre;a\t/\éors * ConnectionStatu | * ConnectionStatus ConnectionStatu
Status health status of the s + FQDD s

g(la(rJVgSDell EMC * FQDD . LinkSpeed FQDD

' * LinkSpeed * FirmawareVersion LinkSpeed

Dell EMC Server
CPU Status

Dell EMC Server
Power Supply
Status

Dell EMC Server

Temperature Probe

Status

Dell EMC Server
Voltage Probe
Status

FirmawareVersio

FirmawareVersion

*  ProductName
n ProductName
*  ProductName
NOTE:
FirmwareVersion
and
ProductName
attributes will
display Not
Available.
Provides overall . 3 . 3 3
health status of the tatus tatus tatus
CPUs in Dell EMC * FQDD * FQDD FQDD
Servers. - Model - Model Model
*  CoreCount *  CoreCount CoreCount
Provides overall S . 3 3
health status of the tatus tatus tatus
power supplies in « FQDD * FQDD FQDD
D.e” EMC Serlver. *  FirmwareVersion | ¢+ CapabilitiesState Redundancy
without considering
the redundancy * InputWattage * InputWattage FirmwareVersion
status. InputWattage
@ |NOTE:
Redundancy an
InputWattage(
attributes will
display Not
Available.
Provides overall . .
health status of the Status Status Status
temperature probe |+ Location * Location Location
in Dell EMC * State * State State
Servers.
Provides overall
health status of the Status Status Status
* Location * Location Location

~



FirmwareVersion
LinkSpeed

Service Status Description Attributes displayed | Attributes displayed Attributes displayed
when using WSMan | when using SNMP when using Redfish
It be in Dell
\Igi/lggge?\r/%rs nUett. State State State
Dell EMC Server Provides the worst
Controller Status Case aggregate Status Status Status
health status of the |+ FQDD FQDD FQDD
f;%:ﬁ%&ogtm“ers +  CacheSize CacheSize CacheSize
Servers. * FirmwareVersion FirmwareVersion FirmwareVersion
*  Name Name Name
Dell EMC Server Provides overall . s S Not Available
Amperage Probe health status of the tatus tatus
Status amperage probe in | * Location Location
Dell EMC Servers. « State State
Dell EMC Server Provides overall . s Not Available Not Available
SD Card Status health status of the tatus
SDcardin DellEMC | = FQDD
Servers. . Size
*  WriteProtected
* InitializedState
* State
Dell EMC Server Provides overall . C onS Not Available Not Available
FC NIC Status health status of the onnectionstatu
FC NIC in Dell EMC S
Servers. * FQDD
*  Name

Table 22. Dell EMC Chassis component health information

Service

Status

Description

Attributes Displayed

Dell EMC Chassis Physical Disk
Status

Applicable only to PowerEdge
VRTX chassis.

Dell EMC Chassis Virtual Disk
Status

The following states are possible:

OK
Warning
Unknown
Critical

Provides the worst case
aggregate health status of the
physical disks in Dell EMC
Chassis.

Status

FQDD

Model
PartNumber
Slot
FirmwareVersion
Capacity
FreeSpace
MediaType
SecurityState

Provides the worst case
aggregate health status of the
virtual disks in Dell EMC Chassis.

Status
FQDD
BusProtocol
Capacity




Service

Status

Applicable only to PowerEdge
VRTX chassis.

Dell EMC Chassis PCle Devices
Status

Dell EMC Chassis Fan Status

Dell EMC Chassis Power
Supply Status

Dell EMC Chassis Controller
Status

Applicable only to PowerEdge
VRTX chassis.

Dell EMC Chassis Enclosure
Status

Applicable only to PowerEdge
VRTX chassis.

Description Attributes Displayed
*  MediaType
* Name
* RAIDTypes
*  ReadPolicy
* StripeSize
*  WritePolicy
Provides the worst case . Status
aggregate health status of all the
Dell EMC Chassis PCle device | * FQDD
instances * Name
* Fabric
* PCleSlot

* PowerState
* AssignedSlot
* AssignedBlade

Provides the worst case

aggregate health status of the * Status
fans in Dell EMC Chassis. * FQDD

* Name

* Slot

*  Speed
Provides the worst case . 3
aggregate health status of the tatus
power supply in Dell EMC * FQDD
Chassis. . Name

*  PartNumber
*  Slot

Provides the worst case
aggregate health status of the
storage controllers in Dell EMC
Chassis.

* Status

* FQDD

* CacheSize

* FirmwareVersion
* Name

* PatrolReadState
* SecurityStatus

*  SlotType
Provides the worst case .3
aggregate health status of the tatus
enclosure in Dell EMC Chassis. * FQDD

* BaylD

*  Connector
*  FirmwareVersion
* SlotCount




Service

Status

Description

Attributes Displayed

Dell EMC Chassis 10 Module
Status

Dell EMC Chassis Server Slot
Information

Dell EMC Chassis Storage Slot
Information

Dell EMC Chassis KVM Status

Dell EMC Chassis Warranty
Information

Provides the worst case
aggregate health status of the
IO module in Dell EMC Chassis.

e Status

* FQDD

* FabricType

* IPv4Address
* LaunchURL
* Name

*  PartNumber
* Slot

Provides the worst case
aggregate health status of the
Server slot in Dell EMC Chassis.

* Status
*  SlotNumber
*  HostName

*  Model

* ServiceTag

* iDRACIP
Provides the worst case . 3
aggregate health status of the tatus
Storage slot in Dell EMC *  SlotNumber
Chassis. « Model

* ServiceTag

Provides the worst case
aggregate health status of the
KVM (Keyboard, Video, Mouse)
in Dell EMC Chassis.

* Status
* Name

Provides warranty information

status for the Dell EMC Chassis.

* ServiceTag

* Service Level Details
* Item number

* Device Type

* Ship Date(UTC)

* Start Date(UTC)

* End Date(UTC)

* Days Remaining

Table 23. EqualLogic component health information

Service

Status

Description

Attributes Displayed

Dell EMC Storage PS-Series
Member Physical Disk Status

The following states are possible:

* OK

*  Warning
* Unknown
* Critical

Provides the worst case
aggregate health status of the
physical disks in the Equallogic
member.

* Status
*  Slot
*  Model

*  SerialNumber
* FirmwareVersion




Service

Status

Dell EMC Storage PS-Series
Group Volume Status

Dell EMC Storage PS-Series
Group Storage Pool
Information

Dell EMC Storage PS-Series
Group Warranty Information

Description Attributes Displayed
* TotalSize

Provides the worst case . 3

aggregate health status of the tatus

Equallogic Group volume status. | *  Name

* TotalSize(GB)
* AssociatedPool

Provides the worst case
aggregate health status of all the
Equallogic storage arrays in a
storage pool.

* Name
*  MemberCount
*  VolumeCount

Provides warranty information
status for the EquallLogic
storage arrays.

* ServiceTag

* Service Level Details
* Item number

* Device Type

* Ship Date(UTC)

* Start Date(UTC)

* End Date(UTC)

* Days Remaining

Table 24. Compellent component health information

Service

Status

Description

Attributes Displayed

Dell EMC Storage SC-Series
Physical Disk Status

Dell EMC Storage SC-Series
Volume Status

Dell EMC Storage SC-Series
Controller Warranty
Information

The following states are possible:

* OK

* Warning
*  Unknown
* Critical

Provides the worst case
aggregate health status of the
physical disks in Compellent
storage arrays.

e Status
* Name
* TotalSize
* BusType

*  DiskEnclosureNumber

Provides the worst case
aggregate health status of the
Compellent volume.

* Status
*  VolumeName

Provides warranty information
status for the Compellent
storage arrays.

* ServiceTag

* Service Level Details
* Item number

* Device Type

*  Ship Date(UTC)

* Start Date(UTC)

* End Date(UTC)

* Days Remaining




Table 25. PowerVault MD warranty information

Service Status Description Attributes Displayed when
using SNMP
Dell EMC Storage MD-Series | The following states are possible: | Provides warranty information . ServiceT
Warranty Information status for the PowerVault MD ervice lag
+ OK storage arrays. * Service Level Details
* Warning * Item number
*  Unknown * Device Type
* Critical * Ship Date(UTC)

Start Date(UTC)
End Date(UTC)
Days Remaining

Table 26. Network Switch component health information

Service

Description

Attributes Displayed when
using SNMP

Dell EMC Network Switch Fan

Status

The following states are
possible:

Dell EMC Network Switch
FanTray Status

+ OK

* Warning
*  Unknown
* Critical

Dell EMC Network Switch
PowerSupply Status

Dell EMC Network Switch
PowerSupplyTray Status

Dell EMC Network Switch
Processor

Dell EMC Network Switch
vFlash Status

Dell EMC Network Switch
Physical Port Status

Provides the worst case aggregate
Fan status of the Network Switch.

*  Status
* Index
* Description

Provides the worst case aggregate

FanTray status of the Network * Status
Switch. * Type

*  Traylndex
Provides the worst case aggregate | S
PowerSupply status of the Network tatus
Switch. *  Index

* Description

* Source
Provides the worst case aggregate | Ind
PowerSupplyTray status of the naex
Network Switch. * Type

Provides overall health status of the
processors in Dell EMC Network
Switch.

*  ProcessorMemSize
*  ProcessorModule
* Index

Provides the worst case aggregate
health status of the Network

*  MountPoint

Switch. *  Size
*  Name
Provides the worst case aggregate
99reg * Status

health status of the physical ports
in Dell EMC Network Switch.

@ | NOTE: The Status
attribute displays
the health status
of the Admin
Status.




Service Description Attributes Displayed when
using SNMP
* Type
* Name

Dell EMC Network Switch Provides warranty information )

Warranty Information status for the Dell EMC Network * Servicelag

Switch * Service Level Details
* Item Number
* Device Type
* Ship Date
* Start Date
* EndDate
* Days Remaining
@® | NOTE:

Guide at Dell.com/support.

VRTX Chassis console or the PoweEdge VRTX chassis User’ s Guide at Dell.com/support.

@ | NOTE:

Table 27. Units and description

For more information about monitoring the health of the Compellent controllers, see the specific Dell Compellent Controllers User”’ s

The Dell EMC Chassis enclosure status will display the Primary Status of the Enclosure only. For more information, see PowerEdge

Unit Description

GHz Giga Hertz

w Watt

GB Giga Byte

RPM Revolutions Per Minute
A Ampere

Vv Volts

MB Mega Bytes

By default, the preceding services are scheduled once every four hours.
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Viewing Dell EMC devices in the Nagios Core console

To view the Dell EMC devices in the Nagios Core console, ensure that the devices are already discovered and inventoried.
You can view the discovered Dell EMC devices in Nagios Core in the Hosts or the Services view:

1 To view the hosts in the Nagios Core, select Hosts under Current Status in the left pane.
The hosts are displayed in the right pane.

N H . Current Network Status Host Status Totals Service Status Totals
_aglos Lo uataed Vi or 141630 18157 20 Up Down Unreschable Pending Ok Warning Unknown Critical Pending
Naos® Core 434 1] IR T T T W< |
General Logged in as regossamin Al Problers. Al Typas ANl Probloms Al Typos
Home Vi S Sulus DeatFo 1 Host Goups o= /=
view s
‘hews Stshss Summry For Al Host Groups
Current Status View Status Gnd For All HOSt Groups
Tactical Overview Host Status Details For All Host Groups
Map  (Legacy)
Hosts r
UmitResuts: (100
Host Groups Host *4 Status *4 Lost Check ## Duration *# Status
g‘:;”"‘“’ Compellent_Storage. up 03-15.2015 16:29.06 0d 0h O 175+ PING OK . Packel loss = 0%, RTA = 0.12 ms
Service Groups Equal_Storage v 01192010 162638 0608 0m 173+ PING OK.- Packatloss = 0%, RTA = 0.1 ms
S F2_Chasss up 0182018183001 08 080 178+ FING OK - Packetloss = 0%, RTA =0 Z3ms
Problems WO_Storsge v 02192018 1627:33 08 08 0m 173+ PING OK - Packetloss = 0%, RTA = 0 14ms
Sendeas Linnandled) Svitch > 03192016 162533 00 0n 0m 17s FING OK.- P 0% RTA =022
Hosts (Unhandied) Network_{ i L L 173e « Packet loss = A = ms
MNetwork Outages DRAC uP 03-15.2018 16:29:33. 0d O Om 175+ PING OK - Packet loss = 0%, RTA = 0.25 ms.
Culck Sevet ocainost v 01192018 162547 8 160 16m 22 PING OK.- Packetlozs = 0%, RTA = 0.02ms
17407
Reports Resuts of 7 Mslching Hosls
Availability
Trends  (Legacy)
Alerts
Hstory
Summar
Histogram (Legacy)
Notifications
Event Log
System
Comments
Dovmtime
Process Info.

Performance Info
Scheduling Queve
Configuration

2 To view the services associated with the hosts in the Nagios Core, select Services under Current Status in the left pane.
The services are displayed in the right pane.

N H g Currant Network Status. Host Status Totals Service Status Totals
aglos s Upares: Won s 19 67 08IST2018 Up Down Unveschubl Panding Ok Waming Unknown Grtan Pending
= " g
pames hen S0 s Bl o o] B el s ool
General Logged i as nagiesadmin All Problems Al Typos ANl Probloms All Typos
Home iew History For This Host
View Noti This Host
—_— View Service Status Detad For All Hosts
urrent Status.
5 " Service Status Details For Host iDRAC’"
Tactical Qverview
Map  (Legacy)
Hosts Limit Resuts: 100 ¥
Services. Host # Service *¥ Statws *# LastCheck #9  Duration *¥ Attempt ## Status
Host Groups ‘Dol EMG Server
Z‘_‘g’"“ orAc [FBR  Amperage Prove 03-19-2018 162637 0G0M10m 315 110 Heallhy Instances: 2, o 0, Unknrw Instances: O
Service Groups A
Z:.:mary ruf:“:‘:‘:ﬂ _ 06-19-2018 18:26:43 06 00 10m 255 110 Total Instances: 1, Heaithy Instances: 1, Waaming instances: 0, Critical Instances: 0, Unknown nstances: 0
Problems. Dell EMC Server
Sorvicos (Unhondiod) i - 03192018 18:26.49 008 10m 193 10 TotalInstances: 2, Heaithy Instances: 2, Worming Instances: 0, CrticalInstances: 0, Unknown Instances: 0
Hosts (Unhandled) AT
Network Outages. ~ 03192018 18:2657 040n 10m 113 1110 Total Instances: 1, Heaithy Instances: 1, Warming Instances: 0, Crtical Instances: 0, Unknown Instances: 0
ks Contoter Status
- e N o ncr 708 wmss 11 Ty e o e b
e #1 Mode Id = HKLXFL2, Chassis ServiceTag = Not Avalable, Sysiem Generaton = 140 Monolink, ServiceTap = HKLXFL2, Model = PowerEdge RI40, 05 Name =
Reports. et 03192018 18:27:10 030nEmB3s 10 ‘Windows Server 2016, 05 Version = 10.0, IDRAC URL = htps:/100.100.240.212:443, IDRAC Frmirare Viersion = 3,15.15.15, Server Host FODN = PSP1ejd bocsviab,
Availability s VMM URL = Not Avalable, System Configuration Lockdown Mode = Not Avaliabie
Trends.  (Legacy) e 03-19:2018 16:27:22 D OnOm46s 110 Total Instances: 1, Heaithy Instances: 1, Wasming Instances: 0, Critial Instances: 0, Unknewn Instances: 0
Alerts eiresion Stans . Healthy In l . 3
Hist
ey e G s nano v 10 P 7 s
Histogram (Logacy) Dell EMG Server
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Knowledge Base messages for the generated
alerts

You can get more information about the SNMP alerts generated by the discovered Dell EMC devices from the KB messages for that device
in the Nagios Core console.

Viewing KB messages

To view the KB messages for an SNMP alert generated by a discovered Dell EMC device complete the following steps:

1 Log in to the Nagios Core console.
2 Inthe left pane, click on Services under Current Status.

3 Navigate to the respective device trap or alert under Service, right click on More Information hyperlink under Status Information
and then select Open in new tab.

The KB messages for the respective device is displayed in a new tab.

4 Inthe KB messages page, search for the respective event ID or the KB message as displayed in the Nagios Core console to view
further details about this alert.

For Example:

To view the KB messages for Chassis traps:

1 Scroll down to Dell Chassis Traps under Service, right click on More Information hyperlink under Status Information and then select
Open in new tab.

2 Search for the respective event ID or KB message as generated by the Dell Chassis Traps such as LIC212 to view further details
about this Dell chassis alert.

() | NOTE: If you are not able to find the KB messages for any of the generated alerts by the process described above, go to
“Dell.com/support/article/us/en/19" and search for the KB messages using the event ID or KB message as generated by the Dell
EMC device.

(D | NOTE: KB information is not available for Dell EMC SC-Series Storage Arrays, Dell EMC MD-Series Storage Arrays and Dell EMC
Network Switches.
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