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Support matrix

Dell EMC OpenManage Plug-in version 3.0 for Nagios Core supports the Dell EMC devices as listed in the following tables.

Datacenter Scalable Solutions

Table 3. Supported Datacenter Scalable Solutions.

Datacenter Scalable Solutions (DSS)

DSS 1500
DSS 1510
DSS 2500

Hyper-converged Infrastructure (HCI) Platforms

Table 4. Supported HCI Platforms

VxRail Devices

Nutanix XC Devices

VxRail E460
VxRail EA60F
VxRail P470
VxRail P470F
VxRail V470
VxRail V470F
VxRail 5470

10 Support matrix

XC6320-6
XC430-4 Xpress
XC430-4
XC630-10
XC730xd-24
XC640-10
XC740-12
XC740-12C
XC740-12R
XC740-24
XC640-4
XC6420-6
XC-940-24
XCB40-4 Xpress
XC730-16G
XC730xd-12
XC730xd-12C
XC730xd-12R



PowerEdge Servers

Table 5. Supported PowerEdge Servers.

12th generation of PowerEdge servers  13th generation of PowerEdge servers 14th generation of PowerEdge servers
FM120x4 C4130 R640
M420 C6320 R740
M520 FC430 R740xd
M620 FC630 R940
M820 FC830 C6420
R220 M630 M640
R320 M830 FC640
R420 R230 R440
R520 R330 R540
R620 R430 T440
R720xd R530 T640
R820 R530xd R6415
R920 R630 R7415
T320 R730 R7425
T420 R730xd
1620 R830
R720 R930
C6320p T130

T330

T430

T630

PowerEdge Chassis

Table 6. Supported PowerEdge chassis.
PowerEdge FX2
PowerEdge FX2s
PowerEdge VRTX
PowerEdge M1000e



Compellent SC-Series Storage Arrays

Table 7. Supported Compellent Storage Arrays.
Compellent Series 40
Compellent SC4020
Compellent SC5020
Compellent SC7020
Compellent SC8000
Compellent SC9000

EquallLogic PS-Series Storage Arrays

Table 8. Supported EqualLogic PS-Series Storage Arrays.

EquallLogic PS4000
EqualLogic PS4110
EquallLogic PS-M4110
EqualLogic PS4210
EqualLogic PS4100
EqualLogic PSM4110

PowerVault MD-Series Storage Arrays

Table 9. Supported PowerVault MD-Series Storage Arrays.

PowerVault MD3400
PowerVault MD3420
PowerVault MD3460
PowerVault MD3800f
PowerVault MD3800i
PowerVault MD3820f
PowerVault MD3820i
PowerVault MD3860f
PowerVault MD3860i

EquallLogic PS6000
EqualLogic PS6010
EquallLogic PS6110

EquallLogic PS6610
EquallLogic PS6100
EquallLogic PS6210
EquallLogic PS6500
EquallLogic PS6510



Dell EMC Network Switches

Table 10. Supported Network Switches

S Series Z Series C Series  FN Series M Series N Series

S3124 Z9100-ON  C9010 PowerEdge FN2210S ~ PowerEdge M 1/0 N1124T N4064F
Aggregator

S3124P PowerEdge FN410S Power Edge MXL N1124P N4064
10/40GbE

S3124F PowerEdge FN410T N1148T N3024

S3148 PowerEdge FN340Q N1148P N3024F

S3148F N1108T N3024P

S3048 N1108P N3048

S4048 N1524 N3048P

S4048-ON N1524P N4032

S5000 N1548 N4032F

S6000 N1548P

S6000-ON N2024

S6010-ON N2024P

S6100-ON N2048

S5048F N2048P

(O | NOTE: All the information of the discovered Dell EMC Network Switch will not be displayed if the firmware version is less than

9.11.2.8. You need to ensure that the firmware version is 9.11.2.8 or above.
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About device discovery

You can discover the supported Dell EMC devices with this plug-in in the Nagios Core console. The monitoring protocols for the supported
Dell EMC devices are as follows:

e Dell EMC Servers are discovered using SNMP or WSMan protocol or Redfish REST APls.
» Dell EMC Chassis are discovered using WSMan protocol.

» Dell EMC Storage and Dell EMC Network Switches are discovered using SNMP protocol.

® | NOTE: For discovery using Redfish REST APIs, iDRAC firmware version should be 2.50.50.50 or above.

(D [ NOTE: For Dell EMC server discovered through Redfish, if the iDRAC firmware version is 2.50.50.50, the attribute values of
OSName, OSVersion, ChassisServiceTag, GroupManager and GroupStatus will be shown as Not available

You must use Dell EMC Discovery Utility to discover Dell EMC devices. If the discovery is successful, then for the discovered devices,
host and service definition files are created. For a device, it is recommended to have a unique host name and IP address. In Nagios Core,
ensure that a host and service definition is not already present for a Dell EMC device that you want to discover.

You can discover devices using any of the following:

» Device IP address or FQDN

» Subnet with Mask

» File Containing a list of device IP addresses or FQDNs or Subnet with Mask

* ®O| NOTE: At a time you can discover a Dell EMC Server using SNMP or WSMan protocol or Redfish REST APls. To rediscover a

server previously discovered through SNMP protocol with WSMan protocol or Redfish REST APIs or vice versa, run the Dell
EMC Discovery Utility option along with the value of the desired protocol.

®| NOTE: If a server was discovered using SNMP, but you want to discover the same device using WSMan protocol, navigate to
<NAGIOS_HOME>/dell/scripts, and run the following Python commands:

For example:
To discover a SNMP device through WSMan Protocol using Host name details:

python dellemc nagios_discovery service utility.py --host=<host name / IP address> --
prefProtocol=2 --http.user=root --http.password=calvin --output.file=/usr/local/nagios/
dell/config/objects/




<NAGIOS_HOME> is the installed location of Nagios Core and by default, the location of <NAGIOS HOME>is /usr/local/nagios.

About Dell EMC device discovery utility

To run the Dell Device Discovery Utility, navigate to <NAGIOS_HOME>/dell/scripts, and run the following Python command:
python dellemc nagios discovery service utility.py -h

All the available Dell EMC device discovery utility options are displayed.

Table 11. Dell EMC Device Helper Utility options

Options Description

-h Displays the help message.

--host Host IP address or HostName to be discovered.

--File Provides a filename with path containing the IP addresses / Hostname /
Subnet with mask, separated by new line.

--subnet To get the Subnet with mask.

--all This option is used to display detailed services.

If --all parameter is added, the result displays all the detailed services. By
default, only basic services are displayed.

--prefProtocol PrefProtocol used for monitoring. Allowed options are 1 (SNMP), 2 (WSMan)
and 3 (Redfish). This value is optional.

(D | NOTE: This parameter is applicable only for Dell EMC servers. By
default, Server will be discovered using WSMan Protocol if the
WSMan parameters are passed. Else the discovery will happen
through SNMP if SNMP parameters are passed.

--output.file This displays the location where the host file will be created in .cfg format.
--logLoc This parameter takes the log location from the user.

(D | NOTE: If this attribute is not passed, the logs will be created in the
default location /<NAGIOS_HOME>/var/dell

--snmp.version Version of SNMP protocol. Allowed options are 1(SNMP v1), 2(SNMP v2c)

—-—snmp.community Community string for SNMP communication. Default value is Public.

--snmp.port For SNMP port value. Allowed value is [1-65535]. Default value is 161.

--snmp.retries For SNMP retries count. Allowed value is [1-10]. Default value is 1.

--snmp.timeout SNMP timeout values (in seconds). Allowed values is [1-1440]. Default value is
3.

--http.user WSMan / REST authentication username.

--http.password WSMan / REST authentication password.

--http.timeout WSMan / REST timeout (in seconds). Allowed value is [1-1440]. Default value is
30.

--http.retries WSMan / REST retries count. Allowed value is [1-10]. Default value is 1.

--http.port WSMan / REST port details. Allowed value is [1-65535]. Default value is 443.

--enablelog To enable or disable the logs.



Options

Description

-—-force

--warranty.criticalDays

--warranty.warningDays

--nagios.type

If --enable parameter is passed, the logs are created else the logs are not
created.

--force rewrites the config file.

Warranty critical days. Allowed value is [1-365]. Default value is 10.

(O | NOTE: The value of Warranty critical days should be less than
Warranty warning days.

Warranty warning days. Allowed value is [1-365]. Default value is 30.

Decides the output format of the host file. Allowed options is O for .cfg format
and 1 for .xml format.

Default values is 0.

Table 12. Dell EMC Device Helper Utility Mandatory Parameters

--host

-—filename

--subnet

--snmp.version

--http.user

--http.password

--output.file

These parameters define the value of the Dell EMC device to be
discovered.

This parameter is mandatory for a Dell EMC device discovered
through SNMP.

This parameter is mandatory for a Dell EMC device discovered
through WSMan / Redfish.

This displays the location where the host file will be created
in .cfg format

Based on the options you selected during discovery, the following services are associated with that host:

If you run the Python command python dellemc nagios_discovery service utility.py without the --all option,
then only the basic services are created by default and displayed in the user interface under Services.

®| NOTE: SNMPTT must be configured for you to be able to receive

traps.

If yourun python dellemc nagios_discovery service utility.py with the --all option, detailed services are created

as listed in the table below, and are displayed in the Nagios Core console under Services:

Table 13. Default services created for Dell EMC Servers based on the selected protocol

Services SNMP WSMan Protocol Redfish Protocol
Basic Services

Dell EMC Server Overall Health v v v

Status

Dell EMC Server Information v

Dell EMC Server Traps

Detailed Services



Services SNMP WSMan Protocol Redfish Protocol

Dell EMC Memory Status v v X
Dell EMC Server Physical Disk

Status v v X
Dell EMC Server Virtual Disk

Status v v X
Dell EMC Server Fan Status v v v
Dell EMC Server Battery Status v v X
Dell EMC Server Intrusion Status v v X
Dell EMC Server Network Device Vv v v
Status

Dell EMC Server Voltage Probe v v v
Status

Dell EMC Server Controller Status v v v
Dell EMC Server Amperage Probe v v X
Status

Dell EMC Server CPU Status

Dell EMC Server Power Supply
Status

Dell EMC Server Temperature v v v
Probe Status

Dell EMC Server SD Card Status X v X
Dell EMC Server FC NIC Status

Dell EMC Server Warranty v v v
Information

Table 14. Default services created for all Dell EMC Chassis based on WSMan protocol

Services

Basic Services

Dell EMC Chassis Overall Health Status

Dell EMC Chassis Information

Dell EMC Chassis Traps

Detailed Services

Dell EMC Chassis Fan Status

Dell EMC Chassis Server Slot Information

Dell EMC Chassis Storage Slot Information

Dell EMC Chassis |70 Module Status

Dell EMC Chassis Power Supply Status

Dell EMC Chassis KVM Status

Dell EMC Chassis Warranty Information

Dell EMC Chassis Enclosure Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Controller Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Physical Disk Status (This service is applicable to PowerEdge VRTX Chassis only)
Dell EMC Chassis Virtual Disk Status (This service is applicable to PowerEdge VRTX Chassis only)



Services

Dell EMC Chassis PCle Devices Status (This service is applicable to PowerEdge VRTX Chassis and PowerEdge FX2/FX2s Chassis
only)

Table 15. Default services created for all Dell EMC Networking based on SNMP protocol

Basic Services

Dell EMC Network Switch Information

Dell EMC Network Switch Overall Health Status
Dell EMC Network Switch Traps

Detailed Services

Dell EMC Network Switch PowerSupply Status
Dell EMC Network Switch PowerSupplyTray Status
Dell EMC Network Switch Fan Status

Dell EMC Network FanTray Status

Dell EMC Network Switch Processor Status
Dell EMC Network Switch vFlash Status

Dell EMC Network Switch Physical Port Status
Dell EMC Network Switch Warranty Information

(| NOTE: For M-Series and F-Series Dell EMC Network Switch, Dell EMC Network Switch PowerSupply Status, Dell EMC
Network Switch PowerSupplyTray Status, Dell EMC Switch Network FanTray Status, Dell EMC Network Switch Fan Status
services are not applicable.

Table 16. Default services created for Compellent SC-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage SC-Series Overall Health Status

Dell EMC Storage SC-Series Information

Dell EMC Storage SC-Series Management Traps

Dell EMC Storage SC-Series Controller Traps

Dell EMC Storage SC-Series Controller Overall Health Status
Dell EMC Storage SC-Series Controller Information

Detailed Services

Dell EMC Storage SC-Series Physical Disk Status

Dell EMC Storage SC-Series Volume Status

Dell EMC Storage SC-Series Controller Warranty Information

Table 17. Default services created for EqualLogic PS-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage PS-Series Member Overall Health Status
Dell EMC Storage PS-Series Member Information



Services

Basic Services

Dell EMC Storage PS-Series Group Information

Dell EMC Storage PS-Series Member Traps

Dell EMC Storage PS-Series Member Group Traps

Detailed Services

Dell EMC Storage PS-Series Member Physical Disk Status
Dell EMC Storage PS-Series Group Volume Status

Dell EMC Storage PS-Series Group Storage Pool Status

Dell EMC Storage PS-Series Group Storage Pool Information
Dell EMC Storage PS-Series Member Warranty Information

Table 18. Default services created for PowerVault MD-Series Storage Arrays based on SNMP protocol

Services

Basic Services

Dell EMC Storage MD-Series MD Overall Health Status
Dell EMC Storage MD-Series MD Information

Dell EMC Storage MD-Series MD Traps

Detailed Services

Dell EMC Storage MD-Series Warranty Information
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About monitoring component health of Dell EMC devices

This is a periodic poll based health monitoring of a Dell EMC device's component level health status.

Once the discovery utility is run with the relevant option, the corresponding services are created. These services run periodically and
update the overall health of the components. The component'’s status and information are displayed in the Nagios Core user interface.

The format of the component information in the Status Information column is <Attribute>=<Value>, <Attribute>=<Value>.

For example: Status=CRITICAL,

FQDD=Fan.Embedded.1,

Table 21. Dell EMC device’'s component health information

State=Enabled

Service Status Description Attributes displayed | Attributes displayed Attributes displayed
when using WSMan | when using SNMP when using Redfish
Dell EMC Server The following states | Provides the worst . Status . Status Not Available
Memory Status are possible: case aggregate
health status of the |« FQDD « FQDD
+ OK memory in Dell . Type . Type
. EMC Servers.
+ Warning e PartNumber e PartNumber
* Unknown e Size « Size
+  Critical . State « State
e Speed » Speed
Dell EMC Server Provides the worst . Stat . Stat Not Available
Physical Disk case aggregate as ars
Status health status of the |« ProductID « FQDD
physical disks in Dell | , : .
EMC Servers. SerialNumber Product|D
«  Size «  SerialNumber
e Media Type e Size
* Revision *  Media Type
« State e Revision
e State
Dell EMC Server Provides the worst . Status . Status Not Available
Virtual Disk Status case aggregate u u
health status of the | = FQDD « FQDD
virtual disks in Dell
o L t « L t
EMC Servers. avou ayou
« Size « Size
*  MediaType ¢ MediaType




Service

Status

Description

Attributes displayed
when using WSMan

Attributes displayed
when using SNMP

Attributes displayed
when using Redfish

Dell EMC Server
Fan Status

Dell EMC Server
Intrusion Status

Dell EMC Server
Network Device
Status

Dell EMC Server
CPU Status

Dell EMC Server
Power Supply
Status

ReadCachePolicy
WriteCachePolic

ReadCachePolicy
WriteCachePolicy

y +  StripeSize
+ StripeSize . State
e State
Provides overall
health status of the | * Status e Status Status
fans in Dell EMC « FQDD « FQDD FQDD
Servgr V\.”thOUt e State « State State
considering the
redundancy status.
Provides overall S s Not Available
health status of the | * “tatus + otatus
chassis intrusionin |« Location ¢ Location
Dell EMC Servers. |, gtate « State
Provides the worst ) . )
case aggregate e ConnectionStatu |« ConnectionStatus ConnectionStatu
health status of the S . FQDD S
g(le(l?vgrSDell EMC - FQDD «  LinkSpeed FQDD
' *  LinkSpeed FirmawareVersion LinkSpeed
 FirmawareVersio |, poquctName FirmawareVersion
n ProductName
¢ ProductName
NOTE:
FirmwareVersion
and
ProductName
attributes will
display Not
Available.
Provides overall S s 3
health status of the [ tatus ¢ otatus tatus
CPUs in Dell EMC - FQDD - FQDD FQDD
Servers. « Model « Model Model
«  CoreCount e CoreCount CoreCount
Provides overall S s 3
health status of the | * “tatus * otatus tatus
power supplies in « FQDD « FQDD FQDD
Dell EMC Server «  FirmwareVersion |+ CapabilitiesState Redundancy
without considering
the redundancy e InputWattage e InputWattage FirmwareVersion

status.

® |NOTE:

InputWattage

Redundancy an
InputWattage(
attributes will
display Not
Available.

~—



Dell EMC Server
Amperage Probe
Status

Dell EMC Server
SD Card Status

Dell EMC Server
FC NIC Status

storage controllers

e CacheSize

* CacheSize

Service Status Description Attributes displayed | Attributes displayed Attributes displayed
when using WSMan | when using SNMP when using Redfish
Dell EMC Server Provides overall
Temperature Probe health status of the | * Status e Status e Status
Status temperature probe |+ Location » Location » Location
in Dell EMC .« State .+ State . State
Servers.
Dell EMC Server Provides overall
Voltage Probe health status of the | Status e Status » Status
Status voltage probe in Dell | +  Location » Location » Location
EMC Servers. « State + State . State
Dell EMC Server Provides the worst
Controller Status case aggregate * Status » Stats » Status
health status of the |+ FQDD e FQDD « FQDD

» CacheSize

in Dell EMC
Servers. e FirmwareVersion |+ FirmwareVersion » FirmwareVersion
« Name *« Name » Name
Provides overall s s Not Available
health status of the [ >tatus  Status
amperage probe in | Location e Location
Dell EMC Servers. |, giate . State
Provides overall S Not Available Not Available
health status of the [ @S
SDcardin DellEMC |« FQDD
Servers. . Size
*  WriteProtected
* InitializedState
e State
Provides overall Not Available Not Available

health status of the
FC NIC in Dell EMC
Servers.

« ConnectionStatu
s

« FQDD
« Name
¢ FirmwareVersion

e LinkSpeed
Table 22. Dell EMC Chassis component health information

Service Status Description Attributes Displayed
Dell EMC Chassis Physical Disk | The following states are Provides the worst case . Stat
Status possible: aggregate health status of the atus
Applicable only to PowerEdge gf;yspal disks in Dell EMC - FQDD
VRTX chassis. + OK assis. «  Model

* Warning PartNumber

+ Unknown « Slot

+ Critical

» FirmwareVersion
» Capacity
» FreeSpace




Service

Status

Description

Attributes Displayed

Dell EMC Chassis Virtual Disk
Status

Applicable only to PowerEdge
VRTX chassis.

Dell EMC Chassis PCle Devices
Status

Dell EMC Chassis Fan Status

Dell EMC Chassis Power
Supply Status

Dell EMC Chassis Controller
Status

Applicable only to PowerEdge
VRTX chassis.

¢ MediaType
e SecurityState

Provides the worst case
aggregate health status of the
virtual disks in Dell EMC Chassis.

e Status
- FQDD
* BusProtocol

* Capacity
¢ MediaType
 Name
* RAIDTypes
* ReadPolicy
o StripeSize
*  WritePolicy
Provides the worst case . Status
aggregate health status of all the
Dell EMC Chassis PCle device + FQDD
instances « Name
» Fabric
» PCleSlot

« PowerState
* AssignedSlot
» AssignedBlade

Provides the worst case

aggregate health status of the | * Status
fans in Dell EMC Chassis. « FQDD

 Name

« Slot

* Speed
Provides the worst case s
aggregate health status of the | * ©EUS
power supply in Dell EMC - FQDD
Chassis. « Name

e PartNumber
* Slot

Provides the worst case
aggregate health status of the
storage controllers in Dell EMC
Chassis.

« Status

- FQDD

» CacheSize

e FirmwareVersion
 Name

» PatrolReadState
*  SecurityStatus

» SlotType




Service

Status

Description

Attributes Displayed

Dell EMC Chassis Enclosure
Status

Applicable only to PowerEdge
VRTX chassis.

Dell EMC Chassis |10 Module
Status

Dell EMC Chassis Server Slot
Information

Dell EMC Chassis Storage Slot
Information

Dell EMC Chassis KVM Status

Dell EMC Chassis Warranty
Information

Provides the worst case
aggregate health status of the
enclosure in Dell EMC Chassis.

e Status
« FQDD
« BaylD

» Connector
* FirmwareVersion

« SlotCount
Provides the worst case S
aggregate health status of the | * SUS
|O module in Dell EMC Chassis. |+ FQDD

« FabricType

e |Pv4Address
» LaunchURL
* Name

e PartNumber
« Slot

Provides the worst case
aggregate health status of the
Server slot in Dell EMC Chassis.

« Status
e SlotNumber
*  HostName

e Model

e ServiceTag

« iDRACIP
Provides the worst case s
aggregate health status of the | * ©EUS
Storage slot in Dell EMC e SlotNumber
Chassis. . Model

» ServiceTag

Provides the worst case
aggregate health status of the
KVM (Keyboard, Video, Mouse)
in Dell EMC Chassis.

e Status
«  Name

Provides warranty information

status for the Dell EMC Chassis.

e ServiceTag

e Service Level Details
e Item number

* Device Type

»  Ship Date(UTC)

o Start Date(UTC)

» End Date(UTC)

¢ Days Remaining




Table 23. EqualLogic component health information

Service

Status

Description

Attributes Displayed

Dell EMC Storage PS-Series
Member Physical Disk Status

Dell EMC Storage PS-Series
Group Volume Status

Dell EMC Storage PS-Series
Group Storage Pool
Information

Dell EMC Storage PS-Series
Group Warranty Information

The following states are
possible:

« OK

* Warning
¢ Unknown
+ Critical

Provides the worst case
aggregate health status of the
physical disks in the EquallLogic
member.

e Status
e Slot
*  Model

*  SerialNumber
e FirmwareVersion

» TotalSize
Provides the worst case Stat
aggregate health status of the atus
Equallogic Group volume status. |« Name

» TotalSize(GB)
» AssociatedPool

Provides the worst case
aggregate health status of all the
Equallogic storage arrays in a
storage pool.

« Name
*  MemberCount
*  VolumeCount

Provides warranty information
status for the EquallLogic
storage arrays.

» ServiceTag

» Service Level Details
e Item number

e Device Type

e Ship Date(UTC)

e Start Date(UTC)

* End Date(UTC)

» Days Remaining

Table 24. Compellent component health information

Service

Status

Description

Attributes Displayed

Dell EMC Storage SC-Series
Physical Disk Status

Dell EMC Storage SC-Series
Volume Status

Dell EMC Storage SC-Series
Controller Warranty
Information

The following states are
possible:

« OK

* Warning
e Unknown
+ Critical

Provides the worst case
aggregate health status of the
physical disks in Compellent
storage arrays.

e Status
« Name
« TotalSize
e BusType

» DiskEnclosureNumber

Provides the worst case
aggregate health status of the
Compellent volume.

o Status
¢ VolumeName

Provides warranty information
status for the Compellent
storage arrays.

» ServiceTag

» Service Level Details
e Item number

e Device Type

«  Ship Date(UTC)

e Start Date(UTC)




Service Status Description Attributes Displayed
e End Date(UTC)
» Days Remaining
Table 25. PowerVault MD warranty information
Service Status Description Attributes Displayed when
using SNMP
Dell EMC Storage MD-Series | The following states are Provides warranty information . ServiceTa
Warranty Information possible: status for the PowerVault MD . 9 .
storage arrays. » Service Level Details
« OK e Item number
«  Warning » Device Type
* Unknown »  Ship Date(UTC)
o Critical » Start Date(UTC)

End Date(UTC)
Days Remaining

Table 26. Network Switch component health information

Service

Description

Attributes Displayed when
using SNMP

Dell EMC Network Switch Fan
Status

The following states are
possible:

Dell EMC Network Switch
FanTray Status

« OK

* Warning
* Unknown
» Critical

Dell EMC Network Switch
PowerSupply Status

Dell EMC Network Switch
PowerSupplyTray Status

Dell EMC Network Switch
Processor

Dell EMC Network Switch
vFlash Status

Provides the worst case aggregate
Fan status of the Network Switch.

e Status
¢ Index
» Description

Provides the worst case aggregate
FanTray status of the Network
Switch.

» Status
e Type
¢ Traylndex

Provides the worst case aggregate
PowerSupply status of the Network
Switch.

e Status
¢ Index
» Description

« Source
Provides the worst case aggregate Ind
PowerSupplyTray status of the *  Index
Network Switch. * Type

Provides overall health status of the
processors in Dell EMC Network
Switch.

*  ProcessorMemSize
¢ ProcessorModule
e Index

Provides the worst case aggregate
health status of the Network
Switch.

*  MountPoint
* Size
« Name




Service

Description

Attributes Displayed when
using SNMP

Dell EMC Network Switch
Physical Port Status

Dell EMC Network Switch
Warranty Information

Provides the worst case aggregate
health status of the physical ports
in Dell EMC Network Switch.

e Status

@® | NOTE: The
Status attribute
displays the
health status of
the Admin Status.

e Type
*« Name

Provides warranty information
status for the Dell EMC Network
Switch

e ServiceTag

« Service Level Details
e Item Number

e Device Type

» Ship Date
e Start Date
« End Date

« Days Remaining

@ | NOTE:

Guide at Dell.com/support.

® | NOTE:

Table 27. Units and description

For more information about monitoring the health of the Compellent controllers, see the specific Dell Compellent Controllers User s

The Dell EMC Chassis enclosure status will display the Primary Status of the Enclosure only. For more information, see PowerEdge
VRTX Chassis console or the PoweEdge VRTX chassis User's Guide at Dell.com/support.

Unit Description

GHz Giga Hertz

w Watt

GB Giga Byte

RPM Revolutions Per Minute
A Ampere

Vv Volts

MB Mega Bytes

By default, the preceding services are scheduled once every four hours.
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Viewing Dell EMC devices in the Nagios Core console

To view the Dell EMC devices in the Nagios Core console, ensure that the devices are already discovered and inventoried.
You can view the discovered Dell EMC devices in Nagios Core in the Hosts or the Services view:

1 To view the hosts in the Nagios Core, select Hosts under Current Status in the left pane.

The hosts are displayed in the right pane.
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2 To view the services associated with the hosts in the Nagios Core, select Services under Current Status in the left pane.

The services are displayed in the right pane.
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Knowledge Base messages for the generated
alerts

You can get more information about the SNMP alerts generated by the discovered Dell EMC devices from the KB messages for that device
in the Nagios Core console.

Viewing KB messages

To view the KB messages for an SNMP alert generated by a discovered Dell EMC device complete the following steps:

1 Log in to the Nagios Core console.
2 Inthe left pane, click on Services under Current Status.

3 Navigate to the respective device trap or alert under Service, right click on More Information hyperlink under Status Information
and then select Open in new tab.

The KB messages for the respective device is displayed in a new tab.

4 Inthe KB messages page, search for the respective event ID or the KB message as displayed in the Nagios Core console to view
further details about this alert.

For Example:

To view the KB messages for Chassis traps:

1 Scroll down to Dell Chassis Traps under Service, right click on More Information hyperlink under Status Information and then select
Open in new tab.

2 Search for the respective event ID or KB message as generated by the Dell Chassis Traps such as LIC212 to view further details
about this Dell chassis alert.

() | NOTE: If you are not able to find the KB messages for any of the generated alerts by the process described above, go to
“Dell.com/support/article/us/en/19" and search for the KB messages using the event ID or KB message as generated by the Dell
EMC device.

(D | NOTE: KB information is not available for Dell EMC SC-Series Storage Arrays, Dell EMC MD-Series Storage Arrays and Dell EMC
Network Switches.
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LIB{ERRIC Redfish I5—F%E )EWOIAVE—IHRR
ch?

1 Z0IP 7RUAERIRARNT Redfish BMEZNCESTVB,
2 IBESNE IP PRUAERIIRZA M EE R RETH D,

Dell EMC OpenManage Plug-in EI§OY—EXT. [Component Information = UNKNOWN ( I>R—1%> M&$k = RBA JIEWSAVE—-
H&RxREND

® | AE: ThUZ. RHENT Dell EMC FNA ATEDIVR—1> M EREIRET RMEE RS, FHIESNIAYE-ITY,

AVR—2D MMERTIEERDIC, COXVT—S2RETRIHE. XvE—SORRETONINOIALTINTYS, TORIVEBOYA LTI ME ( &%
7R ) % <NAGIOS HOME>/dell/config/objects CIERRIRERRANEEIPMIL THRELET,

Dell EMC FI\A Alc &> TERMENIE SNMP 75— MY
Nagios Core A2V —=JUCRRTETHL

1 ’MYIOHERITL. <NAGIOS_HOME>/dell/install M3 RMIV> ReETUET .
./install.sh trap

2 J\{FU <NAGIOS_HOME>/libexec/eventhandlers/submit_check_result HMF1ES 3.
3 IIYTEEIPA) Dell Agent free Server Traps.conf &/\MFU submit check result (C. THBIERNGD.

Nagios Core A>Y—=JLT, &Nz Dell EMC FIN1 X
U)ﬁnIE'I HRZEERTCERV

o TOFATBA -2y NMEGDDBEICUET . 19— RYNIEIE7ITRIRENTES, TOFIRELFERAL T > I—RyNITIEIL
TWBIHEE. RANE api.dell.com M etc/hosts TP TREREINBLICLET .

TNTHRANBEREZR R CERVE SR BIFEVOSRTAIC Java N—-23> 16 BUIBEHI VXA R=ILlaNTWBLSICUE T, Dell EMC Plug-in D1~
ZR=)L2(C Java B VA R=ILENTWIB A ROFIEZEITUET.

1 JAVAZADRAM=ILLET,

2 <NAGIOS_HOME>/dell/install (CFEEIL. JRDIN> REERITUET,
./install.sh java

3 Nagios Core H—ERZHICEILET
Dell EMC Sv—>7 (2= BI&HUET .

DeII EMC T NNALAD7S5— M eZELTH. 2ANRIESE
MRV EFISNZ L)

RN Dell EMC 78 ZICD VTR R IEEMHEY —EXDMER SN TORVMB AL, Dell EMC T/{A R MY T TIF AR R IEEEIREED
NIHENFE A TNARCDVTORERHRIEE MUY —EXNFES BIBEF. ROSEFHERL TR,

1 Jp4JL <NAGIOS HOME>/libexec/eventhandlers/submit check result MF{E9 2.



2 NoYTEETEI7AI Dell Agent free Server Traps.conf &\{F1) submit check result (C. T53RERNGS.
3 SNMP JOER(C, <NAGIOS HOME>/dell/scripts DAYVTNeEITI B0+ B RIERNDD.

Nagios BEX8H—/\D IP 7 RLANEE SNz, 7\
ARNSYIH5 KB [FERZTRARTERL)

UL IP 7RLAR ROFEI7AIIN TEFHI2ENGDIET

« Dell_Agent_free_Server_Traps.conf
e Dell_Chassis_Traps.conf
» Dell_EquallLogic_Traps.conf

©) | AE: FIAWNTIE. BET7 1 IVIE <Nagios_Home>/dell/config/templates [CHDFT

FEROFREITAIIVTHULWL IP PRUAZEFIB(C(E, ROIV REEITLTHS, snmptt U—EXZEEREUET.
sed -i s/<0ld IP>/<New IP>/g <Nagios Home>/dell/config/templates/Dell* Traps.conf



FHIBENSDHE (FAQ)

B8RS Nagios Core [E]lF Dell EMC OpenManage Plug-in 31 > A LB T 21EHRZZZ TS0,

& : COTFTAIIERITA ORI U TERITIENTEET,
R: COT3J1>THIR— R ENTWLS Dell EMC J\— RIT7EFIVEEZ TS,

EZ: YR— &N TUWS Dell EMC I3y RNJA—ADURAMIDWTIE, [HR— Y MYIZ ZSBUTEEW,

BR: sioAOY—/U (5 9 1 ~ 2 N1 ) 2BHOT-HEIH-THEALTVES ., COTFTA>ZERLT. IN50Y -\ ZER
TEEINH?

EE: WWZ. ZOTFTA> T, BIOEAROT—/C (55 9 74 ~ 55 1 14 ) ZELRTEF A COTFT 1> %{FERL. LC #25; iDRAC %
BUTERRTEZ0L, 55 12 tHALUBED PowerEdge H—/\THR— N TWVS Dell B —NIZFTY, BIOHAOY —/\EEER I 3128(C
(. Nagios Exchange T TZ3BI0TSJ 1> HHDET .

BB : T - N-0OFIGRER XYY REFIFSF ( 00B ) BESRXAVY RDBUVEEZ TZEW,

EBlZ : FIVY-N-%ERIZ5EICE, H—N—DARL—F 12T ST AILA VA R=)LEN Tz OpenManage Server Administrator
(OMSA ) EFENZYINIT 7N UIEHIERIXYY RE . IDRAC with LC ZITUIFIZINAVYRD 2 DNHDFET

LC $&&, iDRAC (FN\—=RII7THD. H—/{OIYHF—R—REICHDET, LC B8 iDRAC [CLD, SRAFTLBIBE (L. VIO OEFENA-OTLS
DESH ARV —FA IS AT LD VA R=ILENTUVBHETZ(SHEBEL TLBHESINTH DI DS, Dell -\ ZEERUTEIETEET, COT
D)0 —(HMEROBAITHBIZENTE, OMSA REODYINIITI-S 1> MefERIT 2B DDERA. —7 . FIBANEE, DED
OMSA (. BIEETZH - NI/ VAN ILENTVWIRENSDD, IS ODRRENE . ARL—T12T S AT LANREIL TOWTHEEEL TLRIHE D
([CHEBELE T . OMSA VI RIIP(ILIFVDODDFHIBRNHDET , BIOS SRECTITATERW ARV —FTAII S RATLEBA VANV TER
W AT LADREENZ 5T RIREDEIE (C(EERTERVREDFHIRTT .

B : C0T3J1>%EAUT. IDRAC with LC T(E4< OpenManage Server Administrator ( OMSA ) I—S1Y MCTIVY—/(—%E5189
BCEFTEFIN,

BZE: VR, COTFTA>%FERLT. OMSA I-J12MT Dell Y—/\2EEIR I BT LI TEEB A 22U, BNEEITI BI28IC Nagios
Exchange TERRTE3BI0T55 1 >hH0EY , EABIAER Dell EMC 541> D3EMIC DL TIE URL. exchange.nagios.org/directory/
Plugins/Hardware/Server-Hardware/Dell [C77EAUTLIZE,

BR : C0F5J 1>k, Nagios Exchange TAF TEZTDMT ST A S EDBVWVEEZ TUZEL,

BZE: COTT1>OEREEEL. LC 138 iIDRAC Z{EAL. I-> 1> MNU-Trtgdt05:E%EU T, Dell H—/\D)\—RIT7%ERTS
ZETY ., COTFHTA LD, SNMP FORILE WS-MAN FO RV EBURAEL RIS LI R—FD MR TOIEEHEEARRE, J\—

ROTZLAILOBIEHRIEIRD PowerEdge B—/N L TEBNF T, COTFT 1> =ERINIL. Dell B—/CHBEERENTE SNMP 75— M

EEIRTEZ(EN. 13 1D IDRAC Web Y —ILOEE R R— N TWBD T, LDEMR NI 1-FT127 . /E. BLUERTIT(ET
(ZERITTELT, CCTEBALIEHEBED —EB(E. Nagios Exchange (CIFTES 2D TS5 1> TIHMERTEEE A

B/ : o731 TREDSE MR- raNTOEID.

EE : 7371 TRAEYR- N TVBIDEREDHTY .



{Tix

i)[()RAéC U:j“:l‘/v—)b’zﬁﬁibr: iDRAC @ SNMP /{5
D%

iDRAC ( 28 12 B LU 13 D PowerEdge B—/\) D171V —)LELELT. I>Y—IL T iDRAC 58I > *Y D= > Y—ER (C
BELFEI.

25 14 X0 PowerEdge H—/\T(&. iDRAC D171V —)L%2E)L T, iDRAC SRIE > H—EAICEEILE T,
2 ROFNET SNMP I—->1> MNTONTA%RELET
a  Enabled (B% ) % True [CEXEL. SNMP Protocol ( SNMP ORIV ) % 211 ( IAT ) ( SNMP VIN2/A3 ) ISRELET .
b JZ1=F7(XFHIT SNMP 1Z1=F14% 2% ELET.
c BAZIIILTRERXELET,

® | AE: I’'5H4 I, IDRAC EDFEEIC SNMP v F12 SNMP v2 2O IO #HEERLET .

iDRAC 171>V =)l ZfERUT iDRAC @ SNMP k5
YIS R ADEETE

1 IDRAC COJA>ULEY,
BIE > 75— b 2i8RUEY,
BRAYT ROTIZA %EITUET .
o P3—=BMTU23 T PS—-bEBEMCLET.
o PS5=B8I10FEI33> T A7V L BEE ((HHIVNERI—ILREEIRULET,
INBOT1=)L Rz 1 DBERUTORIFNUE. SNMP 75— MZEFITHhNFE A
o PS5—PEUE-PMYATAOIDRE 7230 T. BRIV RERIRLET ., CNICED. SNMP 75— MERESNET,
4 BRALUT.SNMP EEFA-IERE 772000 ROTIZA#ETUET .
o IPEFBEUYAM 27232 T BHHIEUT 58K TP RUAR J4—ILRICASIL. BNEND KRE FTv Iy IZMEIRENTWS L2 ERRL

THEA Z7)IVET,
o IPEELYAN T332 0—FT(CHD AZT1=T4XFH £ SNMP 75— MR— MES 20 E(JSC TGREL. B 27)yIUE
ED

« SNMP F3Y2TA—=YM V33> T B SNMP oy T4y Ne&RU. B #7UvIUET,
26 14 {44 PowerEdge H—\DIE&

1 IDRAC COJA>ULEY,
BIE > YATARRE BEIRLED,
IROMEBEDEITNATHETT
o FS5—DIMERE ©J23ACT. PI—-bZEMICLET,
o PS5—=PEUE-PMYATAOIDRE 7230 T. BLRI(—ILRERIRLET . NICED. SNMP 75— MERESNET,
4 SMTP (BFA-I) B&E 9T%IIIU. ROIEIFERITUET,
o REXEFA-NTRLA €723>T. EHUEUT FBEFP RV A J1—=ILRICA L. ZNEND IREE& FIvImy I ZAMBIREN TS
CEEMERLT A 2)UvIUEY,



« SNMP MSYIDETE ©/33>T AS1=F14XFF &£ SNMP 75— MR— MBS 2 EB(CGUTEREL. A #7UvILET .
«  SNMP NSYIDETE 933> T ER SNMP "Ny TIA—3w N&EIRU. B #9UvIUES,
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