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+  Security (Z&1R&)

- mREHDE
- BEES

EImse

RREBEZRIRIBERAEMONET,

B 75 1%

RERER/MEME, UTELSMEERERREMBIMHRE, NFSHKEENEZHREN , &

Al

3. EHESR

nH &

I ER 25 10 4 Intel Core | 2 10 X Intel Core | 28 10 4 Intel Core | 2 10 X Intel Core | 28 10 4X Intel Core
i3-10110U i5-10210U i5-10310U i7-10610U i7-10810U

RE#H 15 W 15 W 15 W 15 W 15 W

OB 2 4 4 4 6

HATHEH 4 ) 38 ) 19

RE 210 GHz £4.10 [1.6GHzZE 420 [1.7GHzE4.40 [1.8GHzZE 490 |1.1GHz £ 4.90 GHz
GHz (3E vPro) GHz (3E vPro) GHz (vPro) GHz (vPro) (vPro)

TRELGC 62 4MB 6 MB 6 MB 8 MB 12 MB

WS Intel UHD Intel UHD Intel UHD Intel UHD Intel UHD Graphics
Graphics Graphics Graphics Graphics
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& 4. Chipset (R 5 #)

R |
Chipset (& 5 #8) Intel
RS Comet Lake

DRAM FERHEEE

®EE 64U

1RES EPROM

e 32 MB EAM vPRO #HEE
e 24 MBI EAMIE VPRO HEE

PCle BE3fRHE

RSE Gen 3

EXRH

Windows 10 ZRAKR (64 fiIT)
Windows 10 E# R (64 f7t)
Ubuntu 18.04 LTS (64 fi27tT)
NeoKylin 7.0 SP4 (PRTS)

sC1ERE

7 5. ClRERA®

ne B

i 718 SoDIMM

BE DDR4

RE 3200 MHz ($ B Intel 25 10 KRB , EIFEES 2667
MHz)

BARCER 32 GB

SN 4GB

XIRHAE R e 4 GBDDR4, 2667 MHz (11§ 4 GB)
e 8GBDDR4, 2667 MHz (2 #& 4 GB)
e 8GBDDR4, 2667 MHz (11§ 8 GB)
e 16 GB DDR4 , 2667 MHz (2 #& 8 GB)
e 16 GB DDR4 , 2667 MHz (1 1§ 16 GB)
e 32 GBDDR4, 2667 MHz (2 #& 16 GB)

7 hR B
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ERNEEURHEFEREACMERTE, BRARUATHENEM
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* 6. ERERE

RER TEHEER 5E
—1{8 2.5 in.BE R SATA , 5400/7200 RPM &RA1TB

—18 M.2 2230 [E &I ER

PCle Gen 3 x4 NVMe , && 32 Gbps | &K 512 GB

—1& M.2 2280 E R HEiE

PCle Gen 3 x4 NVMe , & 32 Gbps |&A1TB

R IR S 5 RE

+® 7. SHEERIBME SR

A &
HER -
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R &
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& 10. BIABETRFRE

—1{@ USB 3.1 Gen 2 Type-C E#EE (&
DisplayPort Alt Mode/3z# Thunderbolt
3)

BYBERF

EHIR HNEXBETREXR XN R £ kil
AMD Radeon RX 640 NA 2 GB GDDR5

&N AR~ FRE

REBETRF

R HEXBERBFXRIER FEIEEXN EER

Intel UHD Graphics o —1E 1.4b EHEE HARRETRER % 10 R Intel Core

i3/i15/i7

R

&® 12, MBS

FREA =]

BEMYE —1&

Rt RGB , HD EE &£
& Bl=%i:-2:
RpERRERY CMOS RAFESE 1l
PR

200 B&%E

30 fps BFAY HD BEHTE % 1280 x 720
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SREA 1=
HAGRRAE 786 E
3 E",
B 5
V.
£ 13. ZXIBRRIE
FREA =]
Fick] e EAM vPro CPU #HEEM Intel ZAHBEELR 1219LM
o BAMRSZE CPU HEM Intel ZAHIEELR 1219V
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D od
AREH
+ 14. EFEHERE
e &
B Qualcomm QCAB1TX4A Intel Wi-Fi AX201 Intel XMM 7360 Global LTE-
Advanced
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e 64 27T 128 52T WEP 64 (Tl 128 it WEP | e 64 {ZstHl 128 izt WEP
128 i 7T AES-CCMP 128 i1 7T AES-CCMP e 128 fiI7T AES-CCMP
TKIP TKIP e TKIP
Bluetooth (EEF) 5 5.1 &
R S aE R i
2a8
R 15. REE FHRRE
E=Y: ) =]
pEid) microSD K&
FENEFR e Micro SD (mSD)
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= 16. BBEHRE
B =1
RE e (NECE
o HiEm LK
ils QWERTY
REHE o XEMM=K : 814
HE ;82 #
BHA : 85
KN X=19.05 mm #26
Y=19.05 mm #35
IR 2 BTN RERBEERNEMFRELBETARBRABREZTHH
TREDRE, WERABKFT , BEERKRT Shift MATHR
8, EEBITRENRE , FRT Fn MASRE,
;TR
= 17. BEBHRIE
Bl =]
BITE
K 1221
BE 661
R~
K 101.70 mm (4.00 in.)
HE 55.20 mm (2.17 in.)
= 38 %8 [
&= IR 54 [BR 2%
%* 18. BREBERHAR
e &
ki) 65 W 90 W 65 W Type-C 90 W Type-C

B (EE)

22 x 66 x 106 mm

22 x 66 x 130 mm

22 x 66 x 99 mm

22 x 66 x 130 mm

RABE 100 VAC x 240 VAC 100 VAC x 240 VAC | 100 VAC x 240 VAC ~ |100 VAC x 240 VAC
AR 50 Hz x 60 Hz 50 Hz x 60 Hz 50 Hz x 60 Hz 50 Hz x 60 Hz
WMABR (RAME) 1.50 A 1.60 A 1.70 A 1.50 A

REER CEE) 3.34 A 462 A 3.25A 45A
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7 18. ERBERRE (H)

B B
BERLER 19.50VDC 19.50VDC 20 VDC/15 VDC/9 20 VDC/15 VDC/9
VDC/5 VDC VDC/5 VDC
BEEEHE
B 0°C & 40°C (32°F & |0°C & 40°C (32°F [0°C & 40°C (32°F | 0°C Z 40°C (32°F
104°F) % 104°F) Z 104°F) % 104°F)
7 R -40°C Z 70°C (-40°F [-40°C % 70°C -40°C % 70°C -40°C % 70°C
% 1589F) (-40°F F 1580F) (-40°F E 158°F) (-40°F Z 1580F)
EEIQ.&J'
==/
& 19. EithiR1E
FREA =]
nE 42 Whr 51 WHr 68 WHr 68 WHr LCL
ER 11.40 VDC 11.40 VDC 7.60 VDC 7.60 VDC
EE (&RX) 0.20 AF (0.44 &) 0.25 AFF (0.55 &) 0.34 A FF (0.75 &) 0.34 AFr (0.75
BE)
R~
BE 95.90 mm (3.78 in) 95.90 mm (3.78 in) 95.90 mm (3.78 in) 95.90 mm (3.78
in)
HE 181 A% (7.13 W) 181 A (7.13 ) 181 A (7.13 W) 181 A% (7.13
)
EE 7.05 mm (0.28 in.) 7.05 mm (0.28 in.) 7.05 mm (0.28 in.) 7.05 mm (0.28
in.)
BEEEE
ERE 0°C & 50°C (32°F £ [0°C & 500C (320F £ | 0°C £ 50°C (32°F & |0°C & 50°C
1220F) 1220F) 1220F) (320F & 1220F)
Tz 1B ~20°C & 60°C (- 49F |- 20°C Z 60°C (- 4°F |- 20°C % 60°C (- 4°F |- 20°C % 60°C
% 140°F) = 140°F) = 140°F) (- 4°F &
140°F)
SR E S [B EXMSD) g /3. IE , ENMSD) IE , EXESD)
BRIERE KIBERAMAERER RIGEIBRMABERER IR EBRMBEMER RIZEIBRTAE
EREEREEEANBRAT | EREEESEANBELT |ERXEEESEANERT |FTEE , &R
SHEME, SHERE, TRHERE, EEEAMER
TEEEME,

FERE (KK)

4 /N (BRAEIE)

(| &t: &6 Dell Power
Manger FER R IEH]
RERFE., HER
. BAIAEAE SRR
&, % Dell Power
Manager BIFEHIE
A, 2 E Me and
My Dell ( ### A7 My

4 /N (BRABIE)

(D|5E: #HE A Dell Power
Manger FEFR R %4
RERE., HER
fE. BRRERE R
£, 0% Dell Power
Manager FIFHIE
A, 2B Me and
My Dell (EFFHI My

4 NEs (BRSRIHLES)

(| &%: A Dell Power
Manger FER 2 25
ZERRE., SER
. BtAELE R
%, 1% Dell Power
Manager BIF¥IE
i, B2 & Me and
My Dell (EFFHT My

4 /NEE (BREER
15))

()| 5t: FHEM
Dell Power
Manger F&F
EXEE R
BEE. &
ERE. BF
b5 R 5 R B
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£ 19. BHBE (@)

SREA |
Dell) , #Bit % Dell) , #8315 Dell) , #8it % HEE I
www.dell.com/ www.dell.com/ www.dell.com/ Dell Power
Manager B9
SHMEN
nP! £2 Fﬁ Me
and My Dell
(BEHZEY
My Dell) , #8
5
www.dell.co
m/
=& (K#) 300 AHME/RE 300 AR E/ZEEH 300 AR E/ZFEEH 10001@3& /%
i &7
BB CR2032 CR2032 CR2032 CR2032
BRERR MBEFERMAREZER , |MBREBIMAREZER, |KBREBSIMAFREZE, |KEBEBIMA
EREEEZTENELT |ERLEESEANERT |ERELESENERLT 2R, L
THEMRE., TREMRE., EREMRE., EERNIER
TEEERE,
=
RIMEE
TRFIHE Latitude 5510 B E. BE. REREE,
£ 20. RYIMEE
SREA 1
5K
EFESE 20.98 mm (0.83 in)
BTHEE 22.42 mm (0.88 in)
BE 359.10 mm (14.14 in.)
EE 236.25 mm (9.30 in.)
B8 (&K) 1.82 kg (4.01 Ib)
O|it: BN ERRTHYEERNESATRME,
N
R 21. BERIBFABK
SREA &
ki) SN E (HD) SESHETE (FHD) SERSHEMTE (FHD) SSERSM®TE (FHD)
AR B M WLED WLED WLED WLED
TE(—K) 220 nits 220 nits 220 nits 300 nit
R~ (UEAESE) :
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® 21. BERIPAK (@)

B B
B 193.60 mm (7.62 in.) 193.60 mm (7.62 in.) 193.60 mm (7.62 in.) 193.60 mm (7.62 in.)
HE 344.20 mm (13.55 in.) 344.20 mm (13.55in.) | 344.20 mm (13.55 in.) | 344.20 mm (13.55
in.)
HAR 394.91 A% (15.55 W)  [394.91 A% (15.55 W) [394.91 A% (15.55 W) | 394.91 A% (15.55
)

Native Resolution

1366 x 768 1920 x 1080 1920 x 1080 1920 x 1080
AEG= 1.05 2 2 2

BRHERE (PPI) 100 141 141 141

X (&R/VE) 500:1 700:1 700:1 700:1

B FERS R (B AE) 25MS 25MS 35 ms 35 ms

BT R 60 Hz 60 Hz 60 Hz 60 Hz

IR A 40 E (ME/BA) 80 E (ME/MA) 80 E (ME/MA) 80 E (M%E/BA)
EERA 10 (1£)/30 & (M) [80 & (AL/@T) |80 (AL/MT) (80 (AL/@T)
RRIER 0.252 x 0.252 A& 0.179 x 0.179 A% 0.179 x 0.179 A% 0.179 x 0.179 A%
REE (RAHE) 42 W 42 W 42W 4.6 W

BB ERE BE LK BERE K BE R il

1B 1R IE = & B S

e R RS

* 22. ERRMBAEEBYIESR

Bl =]

B e BS i BARX
REESHRITE 500 dpi

RIERRE S 100 mm x 88 mm
BIERZBRER KN 100 x 88

£ 23. FEB FNERYIEES

B B

R PE 25 9T EAK
BIESREBINE 508 dpi

RPESRE T 12.8 mm x 18 mm

BIEREREAN

[

256x360

Bl 1&
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Security (ZZ{%:&)

% 24. ZEHRIB

Thee g
AEEFEEHR (TPM) 2.0 NN E#ER -
EREER e
B RETL Standard ({2 %)

ZEHEINE

I* 25. REMRERR

Mg

Dell BF s T EM

EECRY Dell ERZ 2 M HEEEEE

Dell BFma B EMH

Dell BIOS B &

BRI Dell MR 2 M MEENE
VMware Carbon Black Endpoint Standard

Dell Encryption Enterprise

Dell Encryption Personal

Carbonite

VMware Workspace ONE

Absolute® Endpoint Visibility and Control
Netskope

Dell Supply Chain Defense

VMware Carbon Black Endpoint Standard + Secureworks Threat Detection and Response

T

ERAPREZTEMER : G1 (ISA-s71.04-1985 EE

& 26. ERIREA

SR

EFE

e

BESE

0°C £ 35°C (32°F £ 95°F)

-40°C £ 65°C (-40°F £ 149°F)

HERE (&X)

10% £ 80% (S|SB HER)

0% ZE 95% (FEBER)

BH (&RX)” 0.26 GRMS 1.37 GRMS
EE (&X) 105 Gt 40 Gt

BEREE (&X)

-15.2 m £ 3048 m (-50 ft & 10000 ft)

-15.2 m £ 10668 m (-50 ft & 35000 ft)

*FRBRERAREERERENEREDEZLUEN.
tERREEA D, £A 2 ms PERIKERE,
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T & Windows SEENFES

SR
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© 0 No o

FRELHEBEER,

AT4E Dell.com/support,

BR—TERXE K BAZLHEMNERRERRE  ABRR—TRER.

@lﬁi: MRREEGRBRR  FEAESBEITNERFEHIAECNECHLESHERE,

#—T Drivers and Downloads (BEE)iZXEE T H).
BESTUEMTHNIEERR.
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MRIECRBERERNERERE  SRIFYPEE BIOS REEXPHRE, RESFJATENEMEFTLEER.

(D|5#: 8T BIOS HERRZH , BBMET BIOS RERXMWERER , UMERBSE,

BEMRTHBENER BIOS BREREN :

o MEBEMELAMRKZEMAMER , fl1 RAM BEMBEER AN,

o BEXRMHEREN.

o RENEEMAEAENMNEE , fIMERERE. MEXENBERERE  UAMARFEREREE,

£

. FAMTheE

- EHEH

- FMIER

c  RERBRTEER

*  ff Windows $E#T BIOS
- RRHERBRERE

FBEIThEER

HEUR Dell B8R RT <F12> 8 | UEBIRERRBFAMINER , U HRREUMEREE, ILEETSHZEM BIOS REE
B, RIGFAMIIER LIHMEE K RMARTUHABREME, TERARREREREINITRRDER , LIERIFEFER.
ERRKAMDERT SR ERMFE BIOS FHFREIERF,
e UEFI B :

o Windows Boot Manager
o HAhEIE :

o BIOS %&%E

o BIOS MR EREH

o KR

o Change Boot Mode Settings (5 B ##E 3R E)

SE#
®

i EARMOMARBEREL , OB BESHMAT  ERLAFINCEFMBRRE BEFITEN.

Hig 85

& k75 2 BE L — @M,

& T 75 BET AR

Enter EFHEIM AR PR E—BE (WRANE) KB P REEET,

ZER EHSBATHAXAR (FEA),

B BETEEHESD,

Esc 2 BEL—H K BICEHNIEEAIL, EEBEET bsc &, THR—AAL , BROREEARMBEN

BE  ARREMABRR.
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FAHEIE 7

B IE 7 ] SR /R BR iR System Setup &
(POST) HifE , E&® £ HIA Dell Z&EER , AL -

o ET F2BENMRMRE
o BT F2#BETRERRAMES

BEXRAMERESENYANRAKKE

MR (B8)
STXXXX B

®

KIFHE (FH)
SATA IR (MMRBHE)

—/\
B

ENFARRKEIEF YERRAEZIFERE (P10 AREIER), EHEEEFAR

, BREPENEE, JRANREIERERS

BE: XXXX KR SATA BiREHAREE,

®| if: 21Z Diagnostics 1§ E# R ePSA diagnostics ZH,
FRIEFEEtERERNER  EATENRKRREEME.

R EEE

®|,.$ BER B REY

S

BEME , AEIHNEET—ESHA,

—ARIEIE

® 27. — %

pER: R

System Information BRUTEHM

System Information (R#E ) — FE’R BIOS Version (BIOS Fi7A), Service Tag (BR
FIEE). Asset Tag (ﬁ&*"ﬁ) Ownership Tag (BB #RH). Manufacture Date
(RiEHH), Ownership Date (BEE# BH) , LAK Express Service Code (fRERIFI
).

Memory Information (SC1B8E &) : 8~ Memory Installed (E R MIECIEEE).
Memory Available (AJFISC1E8E). Memory Speed (FC{EEZ#EEE). Memory Channels
Mode (FCEESBER). Memory Technology (FE{EEEHifii). DIMM A Size (DIMM
A X/v) 1 DIMM B Size (DIMM B X/M)

Processor Information (BRI2EEE ) : #8’R Processor Type (JEI253E%), Core Count
(B EHE). Processor ID (R ID), Current Clock Speed (B RIFSIREE),
Minimum Clock Speed (F/MEKEE), Maximum Clock Speed (R AKRITKERE),
Processor L2 Cache (JRIE 835 — R IREXFCIERE). Processor L3 Cache (BERE=MR
REXGCIEE8). HT Capable (HT 3Xi8) #1 64-Bit Technology (64 {7t F i),

Device Information (& &) : ¥R Primary HDD (IEEEH M.2 PCle SSD-0, LOM
MAC Address (LOM MAC fiiilt), Video Controller (%{&1%2#18%). Video BIOS
Version (1% BIOS i7AS), Video Memory (R&C1ERE). Panel Type (HEHREEHR),
Native Resolution ([RE#HTE). Audio Controller (FXi%HI28). Wi-Fi Device
(Wi-Fi #£&) LA R Bluetooth Device (EEFF# &),

Battery Information

BREMRERENRNR , UERRAEREBREREERE

Boot Sequence (BE#)ER)

AR EEEMER A BENEENRKESHEBAFERRRNIER.

UEF| BB E R 2

FEBIERMESIGE F12 BHEER R UEF MREEE  RRREERTEAERATEER
w5,

Always, Except Internal HDD (—#& , AP HDD BRI —TFERRE
Always, Except Internal HDD&PXE (—#& , Wi HDD # PXE Bk
Always (—#)

Never (K1)




xR 27. — /% (#)

A

A

Date/Time (B Hi/85 /@)

ARAREHHMSENRE, @REABNSEMMAEES AL,

5 28. System Configuration (R#i#H#E)

e R
W NIC AR E N LAN 288,
e Disabled (21H) = W&F LAN 2R , METZEREFEERK P,
e Enabled (ERIA) = WP LAN ERA,
e Enabled w/PXE (BRI w/PXE) = A%B LAN ERUA (£ PXE BI#) (B A BER)
SATA 1% TBEMERENEER TR MEEER,
e Disabled (Ef£ /) = SATA EHIsE 2S5
e AHCI = SATA E8%%& AHCI =
e RAID ON (RAID BRI) = SATA B2 A& RAID &3 (FERRIRIE),
R AECHASNERSERNEUREH

e SATA-2 (FAERBELA)
e M.2 PCle SSD-0 (FEER &R A)

Smart Reporting

WA RS ER AR B , RE ORI EUIELAIERSE5R, Enable Smart Reporting
(RXF SMART $#&) BIEFERRER

USB Configuration (USB #H &)

ARCRASERTIIEBMARE USB ZHI188 :
e Enable USB Boot Support (B USB RIEIZ1E)
e Enable External USB Port

FrEREERBMA,

Thunderbolt Adapter
Configuration

BEIEERAIRR IE Thunderbolt ER3E 88 4H 48,
Thunderbolt - FEER B ELA

Enable Thunderbolt Boot Support (BIA Thunderbolt B 1E) -
No security (R EZZ2M) - 2FH

User configuration (£ A& #HR8) - TRER R EHA

Secure connect (Z&3E#) - 25HA

Display port and USB Only ({#FR DisplayPort 1 USB) -

2=

2R

USB PowerShare

HIBIEAIERE USB PowerShare BHARERI1T A,
e Enable USB PowerShare (BXf USB PowerShare) - FEsX R =B
IIThEE AT A& BB E LB EASH USN PowerShare sBEBFAMENEKERES , B

NERXEE (HINMFHERNESE) HESLRE ; IFECHSKEN ERRE ’@—IU\EFEIHS
InEE,
= TG ASERARNEET®ILEIZE, Enable Audio (FIAZNR) BFEHREIE
e Enable Microphone (FIAZERE)
e Enable Internal Speaker (B RZE® )
MEZEIEE ST ERE,
Keyboard lllumination R AFFARIERBBATREMFEER, BRZERIAURES 0% = 100%, HIES :
e Disabled (E&FH)
e Dim (%)

e Bright (52) - FERABRUA
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& 28. System Configuration (R#i#HAE) (1)

A

A

Keyboard Backlight Timeout on
AC

Keyboard Backlight Timeout dim out with AC (fE AR ERFM BB L EE) BIETR £

g%
FHRBEATHRE, RERPSHEIRRESESR, URUERATARER, BES
e 5
10% - FBERARA
15 #
30 #
1088
5 o8&
15 o8&
Never (&)

Keyboard Backlight Timeout on
Battery

Keyboard Backlight Timeout dims out with Battery (£ Eth EBIREFAV BB LB RIE,
TEFETHBERATIE, BRBASHEIESERESR. EUERAELEER,
RIS

5

10% - FBRBRLA

15 ¥

30 ®

1 D8E

5 DEE

15 o8&

Never (X&)

Unobtrusive Mode

e Enable Unobtrusive Mode (BB EFEER) (FARRBER)
BUAEE , BT Fn+Shift+B B EEARKPNABETENZT R,
B#E—X Fn+Shift+B BN AR 18 IF & E 1F,

BREEKE

ELCHASERATIEE !

Enable Camera (R B ) (FARBRUA)

Enable Hard Drive Free Fall Protection (B{ BBt ER%{R5&) (AR BRA)
Enable Secure Digital (SD) Card (RXAZZ & 47 [SD] K) (FEERRA)
Secure Digital (SD) Card Boot (ZZ & (SD) £RI#)

Secure Digital (SD) Card Read-Only Mode (ZZ &y [SD] EHEEER)

MAC Address Pass-Through

e System Unigue MAC Address (REFEME—HI MAC i) (FEXBER)
e Integrated NIC 1 MAC Address (% NIC 1 MAC fizii)
e Disabled (2FH)

LEINBEA A SMER NIC MAC it (ERIBWIERRIEREERFEE ) BRSEINRK MAC
sk, FEEREIER A Passthrough MAC Address (GBIE MAC filih),

&

EIH B33

LCD Brightness  A[FEERIEEIR (On Battery (FEAEM) Fl On AC (FARRE)) SRERTEE, LCD ZEHEMMR
REREREME, TJUFERBERRE.

®|§$: OEEUBECREUEZGDE  JTEBERYERE.

xa
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Security (ZZ17i8)

& 29. Security (2R #E)

bE 3] A

Admin Password (B EZE) |AIZRARE. BENMMRERSZNE,

System Password (RIAZHE) |UFLRE. BENMMERRK RN,

Internal HDD-2 Password WEBIEAREARE., 2ERMBRABRARIERE (HDD) HWEE,

Strong Password

BB IE A RS RUR R F A R E XN,

Password Configuration

ARCRFAFNEEEBNRREBRNNEAF L, FAREHZENR 45 32 ZH,

Password Bypass (BB % 15)

WRIBREAERREFABEBRE (&) BBEMAE HDD BHRR,

e Disabled (B5f) — BEERERKFMAE HDD BiHH , —FFBRER, LBEERS/]
A.

e Reboot Bypass (EHEIEIEEIR)— TEFHME (RREAK) i, BBERBRER,

S REGEBEHEA A EE R % HDD MRAXRBRERIETR,

Password Change (2 F 2 15)

WRBREAATERCEEERER , EAAHEERRNBHERE,
Allow Non-Admin Password Changes (f5F# Admin ZiEEF) - WBIBEFER S SR,

UEFI Capsule Firmware
Updates (UEFI Capsule &8585
#)

IEIRIE AT A L R 2 B AEF BIOS 3EIR UEF| Capsule B EMHETERN, WEEBERTERE
IH, =AEIERMELE BIOS EBRM (41 Microsoft Windows Update F] Linux Vendor
Firmware Service [LVFS]) #4TE#H

TPM 2.0 Security

AECEHNEFERKRETUERUEBIEEME (TPV),
TPM On (TPM BERY) (FEER1E)

Clear (;BF)

PPI Bypass for Enable Commands (B{ A @55 PPI B&i#)
PPI Bypass for Disable Commands (2 B #54 PPl B%i8)
PPI Bypass for Clear Commands (BFfkap S PPl B&58)
Attestation Enable (E{EEH0) (FEER1E)

Key Storage Enable (BRI € #fEF) (FARRE)
SHA-256 (FER&1E)

BIBM LI

e Disabled (EZH)
e Enabled (ERIA) (FE5&

Absolute

WA TR, EAIKAEA Absolute Software BIZEEL Absolute Persistence Module
BR# 89 BIOS N HE,

e Enable (RIA) - LRIBRIERRIE,

e Disabled (2=HA)

e Permanently Disabled (XX ZH)

OROM Keyboard Access

WEREBEBTREFAESSULEHMER | BB IR A Option ROM Configuration (&
ROM #H#E) Zm,

e Enabled (ERIA) (F85%

e Disabled (E£H)

e One Time Enable (B2 EYF)

Admin Setup Lockout

REEEERHRR  TRCHLEAFEAREREN, LEBRRB/RRE,

ARAEREERRER, LANBRERER , THBERE, LEEERBRRE,

SMM Security Mitigation
(SMM Z 2 EBRFEK)

SRS RUA AL A 859 UEFI SMM Seourity Mitigation (UEFI SMM 2RI (L) R
Be, WIEIBFERRBRKRE.
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Secure Boot (ZZFii#)

* 30. R

25

HREA

Secure Boot Enable

ARCRASERZEMAEINEE

e Secure Boot Enable
FREFURIE,

Secure Boot Mode (& & B #1&
)

A FE BTN Secure Boot 1774 , LAMEFTESRHIBT UEFI BEBIEXEER,
e Deployed Mode (EBEBEX) (FAFRE)
e Audit Mode (BB =)

Expert key Management

A BB ERHS Custom Mode (Enﬁi_t) B, THERAZEMESBERE, Enable

Custom Mode (A BETHER) BEFERASER, BES .

e PK (FEFRME)

o KEK

e db

e dbx

MR EELA Custom Mode (BETHEN) , B EHIR PK, KEK, db 1 dbx FIHEDEIE, #

EAS

e Saveto File (REFEZEXR)- KLHHEEFAEEMNESR

Replace from File ((EHERIR)- KBNS BIRRAEATFENERTINSHE

Append from File ({£1EXRMM)- K EBFT B EFAEFEMERTIWENERE

Delete (MER)- MIBREEM &8

Reset All Keys (ERFIE£8)- ERATERRE

Delete All Keys (MIRFIE£8)- MBRFTE LMW

(D) &: MRE A Custom Mode (BFTERN) , BEBERAMNAELE K YKSHERE
FERYERE,

Intel Software Guard Extensions (Intel EXE2{REIR )

3 31. Intel Software Guard Extensions (Intel EXE8{REIE )

=R w6
Intel SGX Enable S TR E IR R 2 BRI T E OS AA PR
B/ RETREEH,

BTHHp—EEE :

e Disabled (2FH)
e Enabled (ERIF)
e Software controlled (ERES#EH)—FEER(E

Enclave Memory Size

LEEIE A EX E SGX Enclave Reserve Memory Size (SGX 7
WRFIIERAD)

BTHES—EEE :

e 32MB

e 64MB
o 128MB—FEER1E
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Performance (3 &E)

& 32. Performance (&€

b 3] HREA
Multi Core Support R ATEERFRA—ERAERL. BEESRKL , RLE

EAEXNRETHRE.
All (B28)—TERE
1
2
3

Intel SpeedStep

BT AR REREMN Intel SpeedStep E,
e Enable Intel SpeedStep (E{A Intel SpeedStep)

R IE R FARRERE

C-States Control

AR A5 A H A A R IR R AR AR AR AL,
e C states (C #REE)

LB IE S FERRERE.

Intel TurboBoost

AR A A REREMN Intel TurboBoost =,
e Enable Intel TurboBoost (E{F Intel TurboBoost)

R IE R FRRRERE

(Hyper-Thread {2l) AECRUB B REEM HyperThreading.

e Disabled (2FH)
e Enabled (F1H)—FE5%E

SREHE

EIE

AC Behavior

Enable Intel
Speed Shift
Technology

Auto On Time

USB Mgt iR

Wireless Radio
Control

Wake on LAN

A
ARCMASFERATEERACSEBRSEHEDHEBNTS:
FTERRERTE : Wake on AC GEEZZE RN ERFMRER) RIZEEH,

e Enable Intel Speed Shift Technology

FEEYERE : Enabled (BXA),
AECRTEMAEE S FAMMNERE, BES

Disabled (Ef£H)

Every Day (BX)

Weekdays (T/¥EH)
Select Days GEEXH)

FEERERE : Disabled (2= ).

ARG USB RE SRR GHIREREERIIEE,
()i APEEEABRERN , FRELAULIAE. MRE Standby (Fin) MEPEK T RABLRE
2, RERESSPEITA USB EEENHE  UEESHWES,

e Enable USB Wake Support

ERA, KIS ESRERKEDTEEZTEEME , THESEHENNERE (WLAN B/ WWAN),
e Control WLAN radio (3%#] WLAN E{ZE) - 2= A

AIRARUASE AL TIEE | FRERMEE RSB LAN FSRE MK




EIH

Block Sleep

Peak Shift

Advanced
Battery Charge
Configuration

Primary Battery
Charge
Configuration

Bl

e Disabled (2 /)

e LAN Only (2R LAN)

e LAN with PXE Boot (LAN {8 PXE Ba#)

FARRFLE : Disabled (E£HA).

WRIBMEAEEERGRIEDR L EAER, AR, RERTZEAERER,
Block Sleep (Z1LEER) - 25 H

WRETELSE—ANEEREEER  SXASEESERETRE, BALEIER  ERXAEEERCE
Lt BHRRENMARELIEME HIEE,

e Enable peak shift (YAIBEBEAEER)—FEFH

o RTETMERAME (15% E 100%) — 15% (FEREBRA)

IWRIBMEEEEMMERRIBEAZRS, MAEEE  RASEEIESREAESEREEELMA
il , AikE Bt BN,

Enable Advanced Battery Charge Mode (R R EN T EEN)—FH

AECEEE MW T BEN, BIES

Adaptive (F#) - AR BRA

Standard (12%) - MEERESBENZEERE

ExpressCharge (IRERFEE) — F A Dell WISEREHM , URENKERSHRE,

Primarily AC use (X2 AC /)

Custom (BE£])

ISR EY Custom Charge (BRI E) , ME R LLFKE Custom Charge Start (B 2 E /&) # Custom

Charge Stop (BF] ZEFLL),

()| iE: EFMARBRABEAREH B, FREAUEER , FF A Advanced Battery Charge
Configuration GEPEEthFE SHERE) 218,

>

POST behavior (POST 174)

=

BRes

L

4
[=]

Numlock Enable

Fn Lock Options

Fastboot

Extended BIOS
POST Time

PEEER
5 LGS

Bl
AECHASEAECARLEREREREHNWRRFRE (BIOS) BEHAE.
JEERERE : Enable Adapter Warnings (B & R E &
ARSI Numlock #£IE,
Enable Network (B #8E), LLIBIBFERBEA,
TEAGEES Fn + Esc EEENMREINEZENE F1 B F2 WEETR., IREBEHIEIE,
RYMGELRNEETR, ATRMERERE .
Fn Lock (Fn $87%E) — FER AR RLA

[ ]
e Lock Mode Disable/Standard (38 EERRERH/1E%)—FBFREMA
e Lock Mode Enable/Secondary (38 EE X BLH /X E)

BT gES

AECEARA—LHEESR , MERBER, EES
e Minimal (8&/)M)

e Thorough (5E%) — FARRBA

e Auto (BE)

AR RESEMATEE, EES

e 0 seconds (0 ®¥)—FEZ B ERMA

e 5seconds (5 ®)

e 10 seconds (10 )

e Enable Full Screen Logo (R A& 8 EZ5)—KEUA

e Prompt on Warnings and Error ({881 2| & & EERERFIRR) (FERR B RLA)

RIRE®E 31



I Bl
e Continue on Warnings ({881 2| & & iR 18)
e Continue on Warnings and Errors ({&R1 B & & B8 FRIFHETE)

EEIhHEE

= e

Intel AMT ZhéE REFTHMEBERARYE R EEA AMT 1 MEBx HRIRHETHEE,
e Disabled (2% /)
o FERRXARLA
o [R#I7FE MEBx

USB Provision BiA% , A% USB fAFHEEF A AEMEEERMGE Intel AMT,
e FEnable USB Provision (B{f USB #i#) - Fak&EH

MEBX Hotkey RFATIEETERRBEUEIDRA VEBx RIRFINEE,
(MEBX tRZE$#) o Enable MEBx Hotkey (B MEBx 1RiE#) — AR BRI

Virtualization support (2% 1%)

EIF iR
Virtualization Wi EERMENTREE (VMM) 2B LUER Intel EEL MR EMREXIFEINEE,
Enable Intel Virtualization Technology—3F8:% AR,

VT for Direct 170 RIARERAEBRKEERSE (VM) FHH Intel® Virtualization Technology for Direct 1/0 12t {9t hniE

BETheE,

Enable VT for Direct I/O (BUA A Direct I/0 B VT) - THRR SRR,
Trusted WZEIRAIEE R 2 EHREEEEEREE (MVMM) 2B AEA Intel Al EEBTRMRENM NERIIGE, TPM
execution E AT Virtualization Technology for Direct |/0 #3240 BRI = 8668 A LL Th&E,

Trusted Execution (EJEBEITH M) - TR BFEH.

Wireless (ZEiR)

EIEFRA
Wireless Device TFELMASEHEANREREE,
Enable e WLAN

e Bluetooth (EX)
FTERIETER BRA,

=g A
Service Tag (BRT§ B REBREMESER,
RE)

Asset Tag (BER TELBIAREESR WRHRREELEERR), LEEEARD/REE.
®)

BIOS Downgrade IIEERFIRMENERENZRT—RAMENE, [ BIOS FFMR] BEEERBRA.
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EIE B2

Data Wipe R AREAERLERFAENIRERESHEN, [ETRRBEER] RERRBRMA,
BREBE

e IR SATA HDD/SSD
e [AEE M.2 SATA SDD
e [ M.2 PCle SSD

e Internal eMMC

BIOS Recovery  IWERIERFEMREAEETRER LWERER—@EIE USB £ , (EFELBEKR BIOS BRTER,

o RIFERMEST BIOS HR . ERBEA
o —EUTEEMRE : BRAER

First Power On  tHIBIEAEMELE Ownership Date (FEE# B ).
Date e Set Ownership Date (X EHBEEBH) —FERRER

System logs (R LK)

EIE Bl

BIOS Events AETRIRFBRIRMEE (BIOS) POST B4,
Thermal Events FEMLRIRFSBRRKERTE (B2 B4,
Power Events WELRBIASMRARRKRE (BR) B4,

£ Windows E# BIOS
EREmEE

EREFBRIWRUEATAENR , BEHMTH BIOS (REHRE).

1hEE , BRIE BIOS E#IEX.

BAR LL T(F

®

BR

&

N~

it: MRS/ BitLocker , AR EEFBEMN KM BIOS , A1E BIOS FH 5 A& EHRUA LLIhEE,

EHAEBEK,

AI{¥ Dell.com/support,

e IR A Service Tag (BRIZIEE) 5 Express Service Code (IRFRIFMRIE) A% E—T Submit (%K),
e 32— Detect Product (HIEM) , AERIBEE FMIETIRME,

3. MREATRIHRTINERBRERIE , 58— T Choose from all products (#2FFE E mPiEE),

5B iRIZ Product (E &) 5.
(D|et: FEEs AR LE A ERET,

BECHEMENR  RAERETHBEEMD Product Support (EmXIR) B,

#—T Getdrivers (RBEEHERX) , /A% IR —T Drivers and Downloads (BEEIEXE T &),
Drivers and Downloads (SRB) 2N ER T 3) & EXFEENBARL,

#—T Find it myself (B{TE3£).

8. #&—TT BIOS LU&iR BIOS M A,

10.

1.

W RHH BIOS 2R , A% —T Download (T &),

7f Please select your download method below window (FFRTHBRETEETHARX) PEERREVTHAERX
#—T Download Now (BN T &),
¥ 8 FER File Download (EET#H) iR&E.

E—T Save (%) BERRBEFECHEML,

=z 8
a7

ERERLEN  FHRIENEOUERHE K MASEERER



12. #—F Run ($1T) BE#HH BIOS RELEELCHEM L.
RIBER LAVEREE.

£ 1 F BitLocker B9 FR & EE#7 BIOS

WMREEH BIOS ZHIIR B E® BitLocker , BT —REHMMEBRKR , RIS EIEYH BitLocker £If, EFRHE
ERAERAERSMVUBHRET  LSESAEFNIBRERSR, MRTNERRRR  TRHETEREREXIBTF
VENFERBREFRRELF, tﬂmlttIEEBﬁ#EEEﬂ , BBRHBENE : /2RI BitLocker # Dell %# LE#f BIOS

£ USB 1RPIF IR E #T R BIOS

BAR UL T(F
MR RFEEH A Windows , BHFEREH BIOS , MAILUEAR—ERKTH BIOS EER , ARBERMFE MM USB 1R
LRI,

GD)|i: AR AR BM USB IREFMBRM, FSHRTHNE  MAEA Dell ETHFEF (DDDP) 2L A B # USB 1RPIHIER
W, ORABRBREFRER

T

1. # BIOS B# EXEBRTHER IR,

2. #GFEE (Bl : O9010A12.EXE) EH B A BIH#LAY USB 1REIREREHL,

3. # USB RSB #IE A EEFE# BIOS R,

4, EFBRFK , AEE Del IBEERFHRRRT F2 8, LERERFERES
5. FRAEEEN USB fFHEE , R%EET Enter #,

6. R ZBME Diag C:\> IR RF T,

7. BASEER (HII : 09010A12.exe) LLFITIEER , T Enter £,

8. BIOS EH AHAEXNKBEAN, HREEE ELMRARE,

BIOS Update Utility

Thiz utility will update the system BIODS and lirmware. During the
update procedure, your system will restart. Do not interrupt this
procedure once it beginz. Do not disconanmect the AC power sowrce (If you
are updating a mobile computer. commect the AC power adapter).
Interruption of the BIDSAFirmware update procedure will likely rewnder
your system unusable.

Do you wizh to continwe (ysmd7? y

= Copyright 2i 2011 Dell Inc. imll Rights

1. DOS BIOS EHZ M
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https://www.dell.com/support/article/us/en/04/sln153694/updating-the-bios-on-dell-systems-with-bitlocker-enabled?lang=en
https://www.dell.com/support/article/us/en/19/sln143196/how-to-create-a-bootable-usb-flash-drive-using-dell-diagnostic-deployment-package-dddp?lang=en
https://www.dell.com/support/article/us/en/19/sln143196/how-to-create-a-bootable-usb-flash-drive-using-dell-diagnostic-deployment-package-dddp?lang=en

THEL EYT]
AT Y SNA ET TP

BEHH 5 AR U BB 7 IRFIE B AR BIOS BE,
AR AHEBNREBRARREMNZE,

BWBHERCEM LNERREREFRNR M,
MRREEMEE , ERATEZT , RUABEFIREER LONEH,
®

HERBRKREZRR

ERERIFR
RAEREBERRRER , BT ALUEENNRRREESEN,

it RREBNREZTESEA,

BAR LL T(F
MEEARRRE , FEREIEMMEB R , LEMRT F2,

SR
1. R BIOS RKREEM T , BERFKREM , REET Enter,

ENFE R Security (Z21%) Em,
2. BEMRAREZE K ABEWMAFTZBHAUEILZRE,

RERREZEE , HE8TUTRE :

e ZBRETER 32 EFT,

o ZIFAHEE0F 9MEF,

o REFRANEFHE , TAFEARETH,

o REMEALTHREFT  ZH. (. (). (v G O (Do G (D DD Co
3. 7£ Confirm new password (FEZRIZH) WMUBALIRANRERE , REBIE—T OK (EE).
4. BT Esc , 2B EHBEANBRTTHEEE,
5. BT VY LUEEE,

EHEEFED,
MR EERBNRBT R/ R EER
BRI ER

FEMETE System Setup PHIRBMRES [CHBREE]|  BESRMBKIABERAENARRRERE, NRBHRES [HE] |
AGEEMBRREBERAENRRRRERR.

BIR UL T A
MEEARGRE , BEHRREFHBR , TORT F2,

SR

1. #RH BIOS HRFABREEM T , BERRELZE2HARIET Enter,
System Security (REEZ ) EMHIE,

RIRRE 35
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1f System Security (AR M) E@ T,

BERRTE  2FAMBRREENRRSE

BERERH  SEIMBRRENRESE
MR ECEETRAN/NEEER
RESTERMIER,

BT Esc , BEHRABRERORERE,

BT Y AR E2ENERRRRE.
ERSERRE,

5T E Password Status (FEARRE) & Unlocked (RIRETE).
W3R T Enter 5 Tab,
I #% T Enter = Tab,

FHEEBERTRENBANBR, IRCEMRIABRRERS ,

MELRE



7

ESEH

« B Dell AEIHEE

£ Dell 2T BELR

BAEHEE
Olit: memres@wen  NTAEHBERE, SR8 KEX Dol ERBRPREBHEEH,

BRI T4

Dell REZER L MEFEFARKEE, RENEHRER/MENERME  FERBIREAREHELTRE, HRE
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