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= 1 KRR AER

RURFmitht
BE/REMENRFIRE.

&II

B/REEIIS
THIER TN R R BRI,

SupportAssist
EMEERGE RIS RNE TR,
®| it: BT PE SupportAssist RERIEEIHA B RIS TR RISH

R,
Dell Update
gﬁﬁi@%ﬁ@%ﬂ’ﬂiﬁ%ﬁﬁﬂﬁﬁﬁjmw , LG EREAT

Dell Digital Delivery
TEIRHNEER ( SEEWSHERTEESNRF LAY ) .
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HDMI 2.0 i

USB 3.2 58 2 {X; Type-C w1 , 3243 DisplayPort ( &= ) . Thunderbolt 3.0 #1 Power Delivery (PD)
USB 3.2 85 2 4§ Type-C ## , 3743 DisplayPort ( X&) #1 Thunderbolt 3.0 (4 PD )

micro-SD —EifE
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B2  WRFEINRERE F1-F12 BTSENSENBER  NANEISR Fn + Esc ERASEIRINEE.

BesEVERS RN, GG , TS Fn + F AI{EESIREE.
@|;$: BII7E BIOS {@EIZFHEH Function Key Behavior , SEEAT A INEEE (F1-F12) RIEE(TH.

& 2: IEIRIBETIE

BafE |, ATLUETR Fn AIAERZAYTO

i EETH REATH (Fn + 15758)
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Latitude 7410 B9FR4&

RIMES

THRHHT Latitude 7410 IS E. BE. RENEER.

ST

#*. 5: RIE=

8 =
BE
TESE 1813 XK (0713 )
SHE=E 19.33 22K (0.76 38 )
- 321.35 K (12.65 &Y )
B 208.69 XK (822 %Y )
BB (BREE) 133 F5e (293 )

—&—Eich

+*. 6: RIMESE

i58g [I=]
=E (&KE)
TESE 17.07 22X (067 &)
e 19.33 2K ( 0.76 &)
R 321.35 2K (12.65 &)
R 208.69 2K (822 %Y )
HE (iEHREE) 146 F3T (3.22 58 )
O HenERTEaRE TR ENSRETS.
&I" =] [=1=]
=.7: o 1BgE
58 &
PSS 10th Generation Intel 10t Generation Intel 10th Generation Intel 10th Generation Intel

Core i5-10210U (non-
vPro)

Core i5-10310U (vPro)

Core i7-10610U (vPro)

Core i7-10810U (vPro)
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1BW
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1BW

1BW
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HARITEL

8

8

12

TR

1.6 GHz t0 4.2 GHz

1.7 GHz t0 4.4 GHz

1.81t04.9 GHz

11GHz t0 4.9 GHz

B

6 MB

6 MB

8 MB

12 MB

ERER

Intel UHD Graphics

Intel UHD Graphics

Intel UHD Graphics

Intel UHD Graphics

== L 2

A S
% 8: GHHE

1588

=]

By /E|

Intel Comet Lake U PCH

QhiEEE

10t Generation Intel Comet Lake Core i5/i7 processors

DRAM RUXEERE

64-bit

PCle B2

Up to Gen3

BIERSR

¢ Windows 10 Home (64-bit)
e Windows 10 Professional (64-bit)
e Ubuntu 18.04 LTS (not available for 2-in-1 system configurations)

RF

TERFIH T Latitude 7410 BIRTERIAR.

. 9: TG

1588

|

RTFiEE

Built on system board

Py

Dual-channel DDR4

RFEE

2666 MHz

RARTFEE

32 GB

RI\RFEE

4GB

ENRFEE

« 4GB, 1x4GB

e 8GB 2x4GB
« 16GB,2x8GB
e 32GB,2x16GB

Latitude 7410 A93R$S
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Fva 1 Eoe ]
9I‘|:|BHHE ||
T=HIHT Latitude 7410 BOSMEREED
7. 10: SpEBIRO

588 1=l
USB imH +  Two USB 3.2 Gen 1 Type-A ports, one with PowerShare
e Two USB 3.2 Gen 2 Type-C ports with Power Delivery,
DisplayPort over USB Type-C, and Thunderbolt 3
¢ One Universal Audio Jack
¢ One HDMI 2.0 port
Epiu s One Universal Audio Jack
Miw «  One HDMI 2.0 port
e Two USB 3.2 Gen 2 Display port USB Type-C ports and
Thunderbolt 3
NEFIERES One micro-SD Card reader
XHEim Supported by USB Type-C port
FRERCRSm Two USB 3.2 Gen 2 Type-C ports with Power Delivery
et One Wedge-shaped lock slot

REREIEES

#=. 11: RERiROFNEESS

1588

—MERTFESERA M.2 Key-M (2280 8 2230 )

o 255135 : 128 GB, 256 GB, 512 GB 2230 SSD
« 5140 : 256 GB. 512 GB. 1TB 2280 SSD
« 71140 : 256 GB. 512 GB 2280 SED

—AN M.2 2230 Key-E (i&FF WWAN £ )

+  EEDAEBEX : Qualcomm Snapdragon X20 LTE-A
(DW5829%) , 32#F eSIM

+ ”H—EIEAK : Qualcomm Snapdragon X20 LTE-A
(DW582%e) , ¥F eSIM

O|i%: BMTRAFIRE M.2 -RRITIEE , ESIIEHREE SLN301626,

Fo L RIR

TERFIHT Latitude 7410 RIFCLERIIY (WLAN) FNFCEES 5K (WWAN) HEERAIAS,

WLAN &R

EERSE ERY Wik SRR SR L.

18 Latitude 7410 B9304S



https://www.dell.com/support/article/sln301626

. 12: AR

i58g HEIR— EI—
BE Intel Wireless-AC 9560, 2x2, 802.11ac with | Intel Wi-Fi 6 AX201, 2x2, 802.11ax with
Bluetooth 5.1 (non-vpro) Bluetooth 5.1 (vpro)
enEE « 802.Mac - Up to 867 Mbps « 2.4 GHz 40M: Up to 574 Mbps
¢ 802.11n - Up to 450 Mbps e 5 GHz 80M: Up to 1.2 Gbps
e 802.1a/g - Up to 54 Mbps e 5 GHz 160M: Up to 2.4 Gbps
« 802.11b - Up to 11 Mbps
IR 2.4 GHz/5 GHz 2.4 GHz/5 GHz
T IEEE 802.11a/b/g/n/ac MU-MIMO RX IEEE 802.11a/b/g/n/ac/ax, 160MHz channel
use
fnEz «  B4/128-bit WEP/AES-CCMP .« B4/128-bit WEP
«  PAP, CHAP, TLS, GTC, MS-CHAP, «  128-bit AES-CCMP
MS-CHAPv2 e TKIP
B Bluetooth 5.1 Bluetooth 5.1

WWAN &R

LATRFISEEMT Latitude 7410 o] FRAIRS DN B e HRsE IR

1. Z&—%icH:

*  Qualcomm Snapdragon X20 FJk{iZ LTE CAT 16 ( DW5821%e ; e-SIM EEF ) ,
+  Qualcomm Snapdragon X20 FJKfiZ LTE CAT 16 (DW5821e) WW
»  Qualcomm Snapdragon X20 FJkfz LTE CAT 16 (DW5821e) , iEFIT AT&T. Verizon ] Sprint , {XfREE

2. EioHHR :

W (F~BETE. tEEMEE )

*  Qualcomm Snapdragon X20 LTE-A CAT 9 ( DW5829e ; e-SIM BRE ) WW ( A8+ E. TEEM=ER )
¢ Qualcomm Snapdragon X20 LTE-A CAT 9 (DW5829¢) WW
*  Qualcomm Snapdragon X20 LTE-A CAT 9 (DW5829e) , I&FTF AT&T. Verizon #1 Sprint , {X[REE

=47

& 13: SIEAHTE

1588 =]

KA SIREE
fhlRs Realtek ALC3254
VAN EXF

RO SIRESM
HNEREEO 1B S STETL
7t [N

NEHERR RS STIF (SR T ESURARTSRS )
HhERE R At

Latitude 7410 B9304S 19



. 13: HEARE (£)

1388 !
e
SHSThER 2’
I{FIh=R 25 W
Z5N, SEIEF I ZE TN,

=h#

AEZRHSHILE Latitude 7410 _EHITFAESEIR,
Your computer supports one of the following configurations:
o M.2 2230, PCle x4 NVMeg, Class 35 SSD

*  M.22280, PCle x4 NVMe, Class 40 SSD
*  M.22280, PCle x4 NVMe, Class 40 SED

@ iE: The primary drive of your computer varies with the storage configuration. For computers with a M.2 drive, the M.2

drive is the primary drive.

+®. 14: FhEHE

FhieB EOx8 RE

M.2 2230, PCle x4 NVMe, Class 35 SSD PCle x4 NVMe 3.0 up to 512 GB
M.2 2280, PCle x4 NVMe, Class 40 SSD PCle x4 NVMe 3.0 upto1TB
M.2 2280, PCle x4 NVMe, Class 40 SED PCle x4 NVMe 3.0 up to 512 GB

1Tuk15ﬁﬁﬂyag

. 15: N E-RIEA RIS

1568 =1
St micro-SD Card reader
XFHOER .

micro-Secure Digital (SD)
micro-Secure Digital High Capacity (SDHC)
micro-SD Extended Capacity (SDXC)

BH

#=. 16: BRI

588 =1

S e Standard spill resistant keyboard (Optional backlit)
wmE QWERTY/KANJI

gl .

United States and Canada: 81 keys
United Kingdom: 82 keys
Japan: 85 keys

20 Latitude 7410 B9304S




. 16: @BEMIE (£)

i588 =1

PN\ X=18.07 mm key pitch
Y=18.07 mm key pitch

REER

Some keys on your keyboard have two symbols on them. These
keys can be used to type alternate characters or to perform
secondary functions. To type the alternate character, press Shift
and the desired key. To perform secondary functions, press Fn and
the desired key. For more information see the Keyboard shortcuts
section.
()| i*: You can define the primary behavior of the function
keys (F1-F12) changing Function Key Behavior in BIOS
setup program.

BRk

TEFIH T Latitude 7410 BUIBESLIE,

& 17: BRI

5808 =]
T%{%%ﬁ One
i S St « 2.7 mm HD (1280 x 720 at 30 fps) RGB Webcam
e 3mmHD (1280 x 720 at 30 fps) RGB/IR Webcam with ALS
and Proximity Sensor
e 6 mmHD (1280 x 720 at 30 fps) RGB Webcam
e 6 mm HD (1280 x 720 at 30 fps) RGB/IR Webcam with ALS
and Proximity Sensor
BGNE Front
BE LT RERRE CMOS sensor technology
BEL DR
BSEG 1280 x 720 (HD)
S

1280 x 720 (HD) at 30 fps

IHMBRBR D PR -

FBSER 1280 x 720 (HD

i S 1280 x 720 (HD) at 30 fps
XIFRGANA

B5k 78.6 degrees

LIHMEIR G 78.6 degrees

Latitude 7410 B9304S 21




REI=EIR

. 18: PRI

i5t88 &
DHE
IKF 3054
EH 1790
R
KFE 105 mm (4.13in.)
Eiy=] 65 mm (2.56 in.)

REEIRF 5

% Windows 10 fREIRFEANER | 155 support.microsoft.com LAY Microsoft ARREESLE 4027871,

ISOLERNES (k)

TERFILT Latitude 7410 RYRTIEIESUEENZR AR,

&, 19: {ESUEENEIE

L &
HEIR 1 %I 2
1EOUSEENEE BB BE BA
1EOUSEEN B ERUBE D HEER (dpi) 363 500
EiSEAEENE SR N 76 x 100 108 x 88
S og
L 2
=TT
TEFIH T Latitude 7410 BUEEEEBLSEHAE.
. 20: BiRSHE RS
i5488 HEIR— HEIR—
ESit 65 W, USB Type-C adapter 90 W, USB Type-C adapter
ETPNGENES 100 VAC/240 VAC 100 VAC/240 VAC
PGS 50 Hz/60 Hz 50 Hz/60 Hz
BNER (&XE) 150 A 170 A
R (B8 325A 45A
EERIHEE 19.50 VDC 19.50 VDC
EBESEE

=1Th

0°C to 40°C (32°F to 104°F)

0°C to 40°C (32°F to 104°F)

22 Latitude 7410 B9304S



https://support.microsoft.com/
https://support.microsoft.com/help/4027871/windows-10-touchpad-gestures

. 20: BFEHERME (£)

1588

1EIR—

v U

=&

-40°C to 70°C (-40°F to 158°F)

-40°C to 70°C (-40°F to 158°F)

Fjtte

. 21: HithIg

TSRAR4ENE.,

g IR 1 IR 2 &R 3 b D
A (R Ry 3 | BEFREY .4 | EEFREY 4 | EEFREW, 6
i 39 WHr it 52 WHr i 52 WHr (LCL) | % 68 WHr
EJE (VDC) n4v 76V 76V n4v
BE (BX) 0.207 F35 (046 |0.257 F55 (056 |0.257 F55 (056 |0.33F5 (0.73
=) ) ) )
R~ :
BE 251 K (9.88Z | 251K (9.88 3 | 251 2K (19.88 H | 292 =¥ (1149
~) ) ~) nY)
=E 85.8 2K (338 |85.8FHK (338 |858=K (338 |93.7=K (3.69
=Y ) =Y ) YY) =Y )
BEE BEXK (019 |5ZHK (019 |5ZHK (019 |89EHK (035
<) <) <) <)
RESEHE
=17hY «  Z5E : 0°C Z 450C ( 320F & 13°F )
- THER : 0°C ZE 70°C ( 32°F & 158°F )
=i -20°C Z 60°C ( -4°F Z 140°F )
B8t FEAd1E) BBitAYF R EEUR TR, FEFRLFRFERNER T | BittaYEREE

FEIBFEFRRTIE) (K£9)

» ExpressCharge Boost ( 0% Z=m=ik 35% ) : 20 5%

o HUEFTER : 2 /B

o FREZFEEE : 3/

()|i¥: {#F Dell Power Manager NIFT2RF , =HIFEFRATE. ISLERTIE. FFiR
F4EskATESE, BX Dell Power Manager BIi¥(E , {52 https://

www.dell.com/support/home/product-support/product/power-

manager/docs

BittEan (K49) 1 gk, 300 JRHEE / FEEEEIHA 3 &8 1000 )REL | 1 &8k 300 MREL
FE/FEEE fEIHA E8/ 7 EB A
ExpressCharge tRIEFEEH ZXHF Z3HF Z37HF ZHF
FAFJ & & (FRU) & (FRU) & (FRU) & (FRU)
Mzt FEIHRER 2% NEEMAT RTC Ih8E.
RIS AT ) 68 X , {&8F8 39 WHr B3t
(O|iE: BittRERREERFERASFRE. ERLSHFEBRHERT | BithdE

FRIEISER R YE5E,

®liE:

Latitude 7410 B9304S 23


https://www.dell.com/support/home/product-support/product/power-manager/docs
https://www.dell.com/support/home/product-support/product/power-manager/docs
https://www.dell.com/support/home/product-support/product/power-manager/docs

¥ FEF ExpressCharge HRIEFHINEEIEB , EREFZXAPRSTAREXYI—HEBEE—RELIX 80% , HFAERHX

FRYIRS T 7ERY 2 I TR,

[2F Expresscharge EERFIAR R AR hERZIF ExpressCharge, IR TLFHRIXLEEK , M ExpressCharge 1§

FiERA.

E — -
Mg
TEFIH T Latitude 7410 B TREIIE.
+*. 22: —A—EicA BRI

588 &R 1 IR 2
SRR 14.0 <) FHD SLP #0 Corning Gorilla Glass | 14.0 &~} FHD Digital Privacy SafeScreen 1
6 (GGB) GG6
ERFERA B (WVA) BEAE (WVA)
SERFERRY (BHXE ) -
BE 3094 B (1218 B8 ) 300.4 EBK (1218 B )
ilis 173.95 K ( 6.85 255 ) 173.95 K (6.85 =)
XS FaLk 355.6 X (14.0%Y ) 355.6 XK (14.0 &Y )
ERFERRIAD IR 1920 x 1080 1920 x 1080
SE (HIYE) 300 B4 300 fei%
BA&ER 2.07 2.07
225517 SRGB 100% sRGB 100%
BIEIBE (PP) 157 157
XILLE ( &RIME ) 1000:1 1000:1
MaRzBEE) ( RAE ) 35 =/ 35 =fb
JGIESES 60 Hz 60 Hz
KB 80/80 E (&/JME) HE - 80/80 FE (H/IME)
FSRARE (B <40% ) : 30/30 &
(RKXE)
EENMA 80/80 K ( &/IME) . = 80/80 E (&H/IME)
« [SFAMER (RE <40% ) : 30/30 E
(RXE)
BERIE 0.161 =K 0.161 2
0 (&KME) 19 W o HEER 236 W
« PSFARERE : 246 W + RIHRERIR : 0.16 W
PRI E BrREd/BhiSiRE BRE /B SR E
fldZIsE TR XHERFEENMIER XA RFSENMIERE

24 Latitude 7410 B9304S




. 23: BicTBRE RS

i58E IR 1 &R 2 %R 3 1EIR 4 IR 5
Nzt 14.0 B BRE 140 BT eEF 140 BT emn 14.0 E&F FHD 14.0 T BB
(HD) (FHD) #BZR(RIh#E Digital Privacy (R
(SLP) SafeScreen
ERFEREA HEEES (TN) B (WVA) B (WVA) B (WVA) BIA (WVA)
BrEERRY (B
X ) -
BE 309.4 2K (1218 & | 309.4 =K (12183 | 309.4 2K (12,18 T8 | 309.4 =K (12.18 | 309.4 =K ( 12.18
) ) ) =Y oY)
B 173.95 2K (6.85 3% |173.95 2K (6.85 3 |173.95 2K (6.85 | 173.95 =K (6.85[173.95 =X ( 6.85
<) <) =Y ) =Y ) =Y )
PO}zEEs 3556 2K (140% | 3556 2K (1403 |355.6 =K (140%E |355.6 =K (14.0 |355.6 =K (14.0
<) <) <) =Y ) =Y )
ErREEIRRADYE | 1366 x 768 1920 x 1080 1920 x 1080 1920 x 1080 3840 x 2160
g
=E (H8E) 220 [B4F 300 fe4F 300 fe4F 300 [B4F 400 [B4F
BAgR 1.05 2.07 2.07 2.07 8.29
i (HEE ) NTSC 45% NTSC 72% NTSC 72% NTSC 72% sRGB 100%
FHEJGE (PP) 2 157 157 157 315
SIEUE (&R/IME) 1000:1 1000:1 1000:1 1000:1 1000:1
NIRAGE ( BRAE) |25 = 35 =7 35 =2/ 35 =2/ 40 =7
RIS 60 Hz 60 Hz 60 Hz 60 Hz 60 Hz
KA 40/40 FE (BIME) |80/80F (B/ME) |80/80 [ (B/IME) |. stespst .  |80/80 B (B/h
80/80 &)
- [ERAER (R
E<40%) :
30/30 £ (&
XE)
EENA 40/40 & (B/ME) |80/80 E (&®/JME) |80/80 E (&RIME) | st=jast . 80/80 & ( &/
80/80F (& |1B)
/ME)
. [EFMER (R
B <40%)
30/30 & (&
XE)
REREE 0.2265 =¥ 0.161 =K 0.161 =K 0161 Z# 0.0805 =
In#E (&=KE) 24W 22 W 41W . ftEfERt o 23|375W
W ()| iE: {EEEY 4K
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System setup options

®

displayed.

Table 28. System setup options—System information menu

NOTE: Depending on this computer and its installed devices, the items that are listed in this section may or may not be

Manufacture Date
Ownership Date

Express Service Code
Ownership Tag

Signed Firmware Update
Battery

Primary

Battery Level

Battery State

Health

AC Adapter

Processor Information
Processor Type

Maximum Clock Speed

Overview
BIOS Version Displays the BIOS version number.
Service Tag Displays the Service Tag of the computer.
Asset Tag Displays the Asset Tag of the computer.
Ownership Tag Displays the ownership tag of the computer.

Displays the manufacture date of the computer.
Displays the ownership date of the computer.

Displays the express service code of the computer.
Displays the ownership tag of the computer.

Displays whether the signed firmware update is enabled.
Displays the battery health information.

Displays the primary battery.

Displays the battery level.

Displays the battery state.

Displays the battery health.

Displays whether an AC adapter is installed.

Displays the processor type.

Displays the maximum processor clock speed.

REigEER
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Table 28. System setup options—System information menu (continued)

Overview

Core Count

Processor L2 Cache
Processor ID
Processor L3 Cache
Current Clock Speed
Minimum Clock Speed
Microcode Version
Intel Hyper-Threading Capable
64-Bit Technology
Memory Information
Memory Installed
Memory Available
Memory Speed
Memory Channel Mode
Memory Technology
Device Information
Video Controller

dGPU Video Controller
Video BIOS Version
Video Memory

Panel Type

Native Resolution
Audio Controller

Wi-Fi Device

Bluetooth Device

Displays the number of cores on the processor.

Displays the processor L2 Cache size.

Displays the processor identification code.

Displays the processor L3 Cache size.

Displays the current processor clock speed.

Displays the minimum processor clock speed.

Displays the microcode version.

Displays whether the processor is Hyper-Threading (HT) capable.
Displays whether 64-bit technology is used.

Displays the total computer memory installed.
Displays the total computer memory available.
Displays the memory speed.

Displays single or dual channel mode.

Displays the technology that is used for the memory.

Displays the integrate graphics information of the computer.
Displays the discrete graphics information of the computer.
Displays the video BIOS version of the computer.

Displays the video memory information of the computer.
Displays the Panel Type of the computer.

Displays the native resolution of the computer.

Displays the audio controller information of the computer.
Displays the wireless device information of the computer.

Displays the Bluetooth device information of the computer.

Table 29. System setup options—Boot options menu

Boot options

Advanced Boot Options
Enable UEFI Network Stack

Boot Mode

Boot Mode: UEFI only
Enable Boot Devices
Boot Sequence

BIOS Setup Advanced Mode

UEFI Boot Path Security

Enables or disables UEFI Network Stack.
Default: OFF.

Displays the boot mode of this computer.

Enables or disables boot devices for this computer.
Displays the boot sequence.

Enables or disables advanced BIOS settings.

Default: ON.

Enables or disables the system to prompt the user to enter the Admin password
when booting a UEFI boot path from the F12 boot menu.

Default: Always Except Internal HDD.
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Table 30. System setup options—System Configuration menu

System Configuration

Date/Time

Date

Time

Enable SMART Reporting

Enable Audio

Enable Microphone

Enable Internal Speaker

USB Configuration
Enable Boot Support

Enable External USB Ports
SATA Operation

Drives

M.2 PCle SSD-0/SATA-2
SATA-O

Drive Information
Miscellaneous Devices

Enable Camera

Keyboard lllumination

Keyboard Backlight Timeout on AC

Keyboard Backlight Timeout on Battery

Touchscreen

Sets the computer date in MM/DD/YYYY format. Changes to the date take effect
immediately.

Sets the computer time in HH/MM/SS 24-hour format. You can switch between 12-
hour and 24-hour clock. Changes to the time take effect immediately.

Enables or disables SMART (Self-Monitoring, Analysis, and Reporting Technology)
during computer startup to report hard drive errors.

Default: OFF.

Enables or disables all integrated audio controller.

Default: ON.

Enables or disables microphone.
Default: ON.

Enables or disables internal speaker.

Default: ON.

Enables or disables booting from USB mass storage devices such as external hard
drive, optical drive, and USB drive.

Enables or disables USB ports to be functional in an operating system environment.
Configures operating mode of the integrated SATA hard drive controller.

Default: RAID. SATA is configured to support RAID (Intel Rapid Restore Technology).

Enables or disables various onboard drives.
Default: ON.

Default: ON.

Displays the information of various onboard drives.
Enables or disables various onboard devices.
Enables or disables the camera.

Default: ON.

Configures the operating mode of the keyboard illumination feature.

Default: Disabled. The keyboard illumination will always be off.

Configures the timeout value for the keyboard when an AC adapter is connected to
the computer. The keyboard backlight timeout value is only effect when the
backlight is enabled.

Default: 10 seconds.

Configures the timeout value for the keyboard when the computer is running on
battery. The keyboard backlight timeout value is only effect when the backlight is
enabled.

Default: 10 seconds.

Enables or disables the touchscreen for the operating system.
@ NOTE: Touchscreen will always work in the BIOS setup irrespective of
this setting.

Default: ON.
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Table 31. System setup options—Video menu

Video

LCD Brightness

Brightness on battery power

Brightness on AC power

EcoPower

Sets the screen brightness when the computer is running on battery power.
Sets the screen brightness when the computer is running on AC power.

Enables or disables EcoPower which increases the battery life by reducing the screen
brightness when appropriate.

Default: ON.

Table 32. System setup options—Security menu

Security

Enable Admin Setup Lockout

Enables or disables the user from entering BIOS Setup when an Admin Password is
set.

Default: OFF.

Password Bypass

Enable Non-Admin Password Changes

Non-Admin Setup Changes

Allow Wireless Switch Changes

Enable UEFI Capsule Firmware Updates

Computrace

Intel Platform Trust Technology On

PPI Bypass for Clear Commands

Clear

Intel SGX

SMM Security Mitigation

Enable Strong Passwords
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Bypass the System (Boot) Password and the internal hard drive password prompts
during a system restart.

Default: Disabled.

Enables or disables the user to change the system and hard drive password without
the need for admin password.

Default: ON.

Enables or disables changes to the setup option when an Administrator password is
set.

Default: OFF.

Enables or disables BIOS updates through UEFI capsule update packages.

Enable or disable the BIOS module interface of the optional Computrace(R) Service
from Absolute Software.

Enables or disables Platform Trust Technology (PTT) visibility to the operating
system.

Default: ON.

Enables or disables the operating system to skip BIOS Physical Presence Interface
(PPI) user prompts when issuing the Clear command.

Default: OFF.

Enables or disables the computer to clear the PTT owner information, and returns
the PTT to the default state.

Default: OFF.

Enables or disables the Intel Software Guard Extensions (SGX) to provide a secured
environment for running code/storing sensitive information.

Default: Software Control

Enables or disables additional UEFI SMM Security Mitigation protections.
Default: OFF.

@ NOTE: This feature may cause compatibility issues or loss of
functionality with some legacy tools and applications.

Enables or disables strong passwords.




Table 32. System setup options—Security menu (continued)

Security

Password Configuration

Admin Password

System Password

Enable Master Password Lockout

Default: OFF.

Control the minimum and maximum number of characters that are allowed for Admin
and System passwords.

Sets, Changes, or deletes the administrator (admin) password (sometimes called the
"setup" password).

Sets, Changes, or deletes the system password.
Enables or disables the master password support.
Default: OFF.

Table 33. System setup options—Secure Boot menu

Secure Boot

Enable Secure Boot

Secure Boot Mode

Enables or disables the computer to boos using only validated boot software.
Default: OFF.

(D NOTE: For Secure Boot to be enabled, the computer needs to be in UEFI
boot mode and the Enable Legacy Option ROMs option needs to be
turned off.

Selects the Secure Boot operation mode.
Default: Deployed Mode.

@ NOTE: Deployed Mode should be selected for normal operation of Secure
Boot.

Table 34. System setup options—Expert Key Management menu

Expert Key Management

Enable Custom Mode

Custom Mode Key Management

Enables or disables the keys in the PK, KEK, db, and dbx security key databases to be
modified.

Default: OFF.

Selects the custom values for expert key management.

Default: PK.

Table 35. System setup options—Performance menu

Performance

Intel Hyper-Threading Technology

Intel SpeedStep

Intel TurboBoost Technology

Multi-Core Support

Enables or disables the Intel Hyper-Threading Technology to use processor resources
more efficiently.

Default: ON.
Enables or disables the Intel SpeedStep Technology to dynamically adjust processor

voltage and core frequency, decreasing average power consumption and heat
production.

Default: ON.

Enabled or disabled the Intel TurboBoost mode of the processor. If enabled, the Intel
TurboBoost driver increases the performance of the CPU or graphics processor.
Default: ON.

Changes the number of CPU cores available to the operating system. The default
value is set to the maximum number of cores.
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Table 35. System setup options—Performance menu (continued)

Performance

Enable C-State Control

Default: All Cores.

Enables or disables the CPU's ability to enter and exit low-power states.
Default: ON.

Table 36. System setup options—Power Management menu

Power Management

Wake on AC

Auto on Time

Battery Charge Configuration

Enable Advanced Battery Charge
Configuration

Block Sleep

Enable USB Wake Support

Enable Intel Speed Shift Technology

Lid Switch

Enables the computer to turn on and go to boot when AC power is supplied to the
computer.

Default: OFF.

Enables the computer to automatically power on for defined days and times.

Default: Disabled. The system will not automatically power up.

Enables the computer to run on battery during power usage hours. Use the below
options to prevent AC power usage between certain times of each day.

Default: Adaptive. Battery settings are adaptively optimized based on your typical
battery usage pattern.

Enables Advanced Battery Charge Configuration from the beginning of the day to a
specified work period. Advanced Battery Charged maximizes battery health while still
supporting heavy use during the work day.

Default: OFF.

Blocks the computer from entering Sleep (S3) mode in the operating system.
Default: OFF.

@ NOTE: If enabled, the computer will not go to sleep, Intel Rapid Start will
be disabled automatically, and the operating system power option will be
blank if it was set to Sleep.

Enables the USB devices to wake the computer from Standby mode.

Default: OFF.

Enables or disables Intel Speed Shift Technology support which enables the operating
system to select the appropriate processor performance automatically.

Default: ON.

Enables the computer to power up from the off state whenever the lid is opened.
Default: ON.

Table 37. System setup options—Wireless menu

Wireless

Wireless Switch

WLAN

Bluetooth
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Determines which wireless devices can be controlled by the Wireless Switch. For

Windows 8 systems, this is controlled by an operating system drive directly. As a

result, the setting does not affect the Wireless Switch behavior.

@ NOTE: When both WLAN and WiGig are present, enable/disable controls
are tied together. Thus, they cannot be enabled or disabled
independently.

Default: ON.

Default: ON.




Table 37. System setup options—Wireless menu (continued)

Wireless

Wireless Device Enable

Enable or disable internal WLAN/Bluetooth devices.

WLAN

Default: ON.

Bluetooth

Default: ON.

Table 38. System setup options—POST Behavior menu

POST Behavior

Numlock Enable

Enable Adapter Warnings

Extend BIOS POST Time

Fastboot

Fn Lock Options

Lock Mode

Pull Screen Logo

Warnings and Errors

Enables or disables Numlock when the computer boots.

Default: ON.

Enables the computer to display adapter warning messages during boot.
Default: ON.

Configures the BIOS POST (Power-On Self-Test) load time.

Default: O seconds.

Configures the speed of the UEFI boot process.

Default: Thorough. Performs complete hardware and configuration initialization during
boot.

Enables or disables the Fn lock mode.
Default: ON.

Default: Lock Mode Secondary. Lock Mode Secondary = If this option is selected, the
F1-F12 keys scan the code for their secondary functions.

Enabled or disabled the computer to display full screen logo if the image match
screen resolution.

Default: OFF.

Selects an action on encountering a warning or error during boot.

Default: Prompt on Warnings and Errors. Stop, prompt and wait for user input when
warnings or errors are detected.

@ NOTE: Errors deemed critical to the operation of the computer hardware
will always halt the computer.

Table 39. System setup options—Virtualization menu

Virtualization

Intel Virtualization Technology

VT for Direct I/0

Enables the computer to run a virtual machine monitor (VMM).
Default: ON.

Enables the computer to perform Virtualization Technology for Direct I/0 (VT-d).
VT-d is an Intel method that provides virtualization for memory map 1/0.

Default: ON.

Table 40. System setup options—Maintenance menu

Maintenance

Asset Tag

Service Tag

Creates a system Asset Tag that can be used by an IT administrator to uniquely
identify a particular system. Once set in BIOS, the Asset Tag cannot be changed.

Displays the Service Tag of the computer.
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Table 40. System setup options—Maintenance menu (continued)

Maintenance

BIOS Recovery from Hard Drive

Enables the computer to recover from a bad BIOS image, as long as the Boot Block
portion is intact and functioning.

Default: ON.

(D|NOTE: BIOS recovery is designed to fix the main BIOS block and cannot
work if the Boot Block is damaged. In addition, this feature cannot work
in the event of EC corruption, ME corruption, or a hardware issue. The
recovery image must exist on an unencrypted partition on the drive.

BIOS Auto-Recovery

Enables the computer to automatically recover the BIOS without user actions. This
feature requires BIOS Recovery from Hard Drive to be set to Enabled.

Default: OFF.

Start Data Wipe

Allow BIOS Downgrade

This Secure Wipe Operation will delete information in a way
that it cannot be reconstructed.

If enabled, the BIOS will queue up a data wipe cycle for storage devices that are
connected to the motherboard on the next reboot.

Default: OFF.
Controls flashing of the system firmware to previous revisions.

Default: ON.

Table 41. System setup options—System Logs menu

System Logs

Power Event Log

Displays Power events.

Default: Keep.

BIOS Event Log

Thermal Event Log

Displays BIOS events.
Default: Keep.

Displays Thermal events.

Default: Keep.

Table 42. System setup options—SupportAssist menu

SupportAssist

Dell Auto operating system Recovery
Threshold

SupportAssist operating system Recovery

Controls the automatic boot flow for SupportAssist System Resolution Console and
for Dell operating system Recovery tool.

Default: 2.

Enables or disables the boot flow for SupportAssist operating system Recovery tool
in the even of certain system errors.

Default: ON.
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