Latitude 5410
NN'Y TN

P98G :n1'p7n DaT
P98GO007 :n2'7n a10
2021 hanxT

A03 miTan




NNATXI NI ,NNYN

DI7'W AN NN WNNWAT YHoNY 2IWN YyT'n natyn "npn’ n'wn|®
.N'W2N NN YIINY7 [N TXD AN20NIL,D0MIND [TAIX IX DNINY MYOKR pTa mavxn "nat”

DN IX 912 77,100 1717 NNWOKX NN NNATX mnm|A

.07 man nnan X Dell Inc. 7w ntnon nan'o on 0NN Dnonn nan'ont EMC ,Dell .ninmw nierpn %5 .0%w ninan nnann ik Dell Inc. 2021 -2020 ©
.ANXNN DNV 7Y D'INON DYN'0 NIFNY DMWY DINK D'INON DYN'O



72N awnna 7 aTwy 1o

OO OUT TSP URTUPPN NIN'VI NIXIIN
bbbttt awnnn 7w 0190 177N 7Y NTIAwn 197

< TSSOSO OSSO TSRO PEPPTOTRPEPTPTRPIPTPION NIN'vA NI'NIN

B e ettt ESD — n'ovonup iy N9 1on nian

L RSOSSN nowa nin'w? ESD nd>w

1S TSP awnNnn 7v 0NN 177N 7Y NTIAN INRY

L0 DDA AAI7NDL (2 719
L PO USB nnpn
1 LR E R bbb bRttt USB Type-C
G SO OO TSSOSO PO SO TE PP PTORPPRTSTPOPTRIN HDMI 1.4
T et a bbb et e et h et a e bbb b et te s aeae e a e et e et e N7yon [¥N7 N1 7Y NIANINN
L 0'P'va Ndyna 1am 3 o
5 P YUTNN NAdYAI PI'd 4 1o
S T PSPPSR MicroSD o'ud
1 OSSOSO microSD-n 0'ud N1oN

12 TSRS microSD-n 0'0d MPNN

A O 0'0an '10"
2L ettt h e b a1 e 1e et e e he e he b e he b e he oY e eheebe e heeheehe e beebeebeebeebeebeebeebeebeebeebeebeerearens 0'010N '10' NoN

2 ettt h Rt £ AR SRR £ R SRR £ R ARt £ R R Rt £t e R Rt e AR Rttt b Rt et a et ne e e enene 0'010 '10'D NN
TSP (n7710) Battery
OSSO |I*-0I'N"7 17710 112V NINAT 'WXNR

2 OO n7710n NRxIN

2 OSSP n7710n mpnn

3 OO SO OO T OO OSSO TSP OOTO PR PTOTUOO WWAN-n 001>
OSSOSO UO PRSI WWAN-n 0'071D non
GRS WWAN-n 0'01d mipgnin

3G OO TSSOSO USSP PO PP UOPPPPTPOPRP WLAN o'0o1d
G SO O USSR PRTUSTTRN WLAN-n 0'01D non

B bR h bbb bt WLAN o'v1d mapgnn

B e E b e b E £ E Lk e E bR £ b E £ E R R b h £t b bRt bbbttt ettt yaon n7710
oSO yaounn n'7710 nnon
BBttt bbb bbbt yaonn 7710 mpnn

B et a et et bR LYo e ket Re LR e bRt RS 4 e R e Re At e Re bRt e b e Rt e Rt Re b e Re bR e e bRt et s et b ete b et et en et [IND'T "IN
B e RS R R RS R eSS4 R 4Rt R 4Rt R e R 4Rt e R4 R e Rt e Rt e R e Rt e Rt Rt e Rt e R e et e e Rt ereateareereeneaneans [IND'TA 72T N1on

G PSSR N2 2T Mapnn

1 OSSP n'wi D
B ettt bbbt bt b et b et e b st bt be bt e b et e b e st et et be et tenrereebens N'wpn 120 21700 Non

A0 bbbkttt N'wipn 200 721751 ngnn

0 bbb h £ E b b E bbb bR b kR bbbt bbb bbbk et DC-in nx'y!
O ST DC-in nx'x' n1on

D™y PIN



bR LR LR bbb e bR e bR b AR bR bR e bRt eb ettt te bt e b r e e DC-in nx'x' NMpnn

APPSO 7XIn axn 21D
A SRS US SRS M.2 SSD-n ja15 n1on
] YOS SSTPST M.2 SSD-n 0'01d mpnin
G SO T Solid State 215> nawin
B e Solid State |13 7w mawinn nion
et r ettt ettt et ettt et nnenes Solid State-n 21D 7w MawINN Npnn
SRS N'M1I9 Naon
SRR N'N'190 NNA0NN NNoN
D0 ettt ettt bR ARt et et e et e te b e Rt b e e be bt e e a et et ereebe e re e e N'N'19N0 NNA0ONN MIpNn
0SSOSR D'MONN D'0'VIN NP
D et A Rt R bRt R et Re e e R et R et n et et Re s ne e rennens D'NdN 0'0'LID K17 NNoN
O RSP SRPRSRUPRRPP D'NON D0'0'0ID K NIPNN
0T TSRS yan nuwn ¥nY
o © TSRS PERRTTSPRRN yann nown '1¥N7 Ni7 n1on
oL TSRS yann nuwn 1¥NY7 NI7 Najpnn
GOSN LED ni?
GOSN LED-n ni7 nnon
G2 RSSO LED-n o' mapnn
Bttt ettt ettt ettt bea e b et et et ete b eAe b eAe b et be b eheebete et eRe b eAtebe b ebe et eseebeRe b eReebe b ebeebete et ese et ene et et etenrers D71
BB, ettt ettt ettt bR R bR R bR R R AR R R et E e R ek R et bR Rt n R et rere et e D'™717n1N Non
G TSSO D710 NpNn
70 b ettt Lot b e b bt be b e Ae LA e et bbb ebe b ebe bR e bt be b ebe et ete et ere et e bttt ee AN'EN 91 7170n
74 OSSPSR NN qia 71701 non
7 ettt 1ottt R LR e ettt h ARt oA et R et et e et st Re st et et et e st et e e aen e e aenterenran AN'PN qIa 71700 napnn
TSR n>ynn ni?
RPN n>wnn ni? n1on
4 TSSOSO OSPPSPTSN n>YNN NI7 Npnn
B e e b e bbb ebe b te b oA e bt ebe b ebe L Re b oA e e b et ebe b eAe b eRe bR e e bt ebe b ebe b ete et ereeb ettt ere e nTm
G SRS NT7Nn non
o BTSSRSO NT7PNn Npnn
B ittt et Lt h e et b be L te LA e LA e e b e b ebe b ke b he bR e e bt ebe b ebe b ete et ere et e et e ere e NT?pn NAVIN
SO PP PO PP PP PEPEPRPEPRPRPPRPRPRPOON NT7PNnn NAYIN N1oN
B bttt R et At R At A et et et te et R e b e Rt et et be et et e et neete e re e e NT?7PNN NAYIN Mpnn
B ettt ettt e bt e bt e e b oAt b oAt be b te bt e et eA e e b e st ebe st be b e te et ereebe st ebe st ebe b e be et eteatereerens n7v9n [¥xn?
B TIYAXKRN NIYAL X DY N72V9n0n [¥N7 NNon
B e bbbt ens NIYA¥NN NIYA0 X1 DY N7Y900 [¥N7 Ngnn
D0 ettt 2Rt e RS R ee R e R R £ eE SR SR e R £ £ SRS R e R £t 4R R SR £ £ 1e R e R e £ 4R R e R e At eR R e R e et R e R e Rt et eeeRe s et eeerereneeen axn 21'7on
900 ettt ARt E et R e Ao Rt R oAt E et R et e Rt eAeR e e R e Rt R et E et e Rt eae Rt Re Rt e R et eneneeneeseneeneneas axn 71751 nhon
1S RSOSSN axn 71700 mapnn
£ ST A¥N NNaon
1S OSSP A¥N N120N NNoN
1O RO USE PSP A¥N NNA0N NIpNn
L ST axn ni?
TOO 1ttt ettt bR b Rt bRt bR R bR R s bR et R AR e e R R Rttt Re et s ne e Axn N7 N1on
L OSSOSO PR USPRSTPN XN N7 Mpnn
L2 USRS nn'7x¥n
L PSPPSR nn7x¥nn n1on
1L TSRO STSRRSRRR nn7x¥nn Npnn
L TSSO DAY M0

D12y PIN



TOB .. e e eha ettt et e et et e e et e ere e ere et e ere e D™M'¥N '0ON NoN

F0 7 ettt b et b e bbbt e et A et A e bbbt be et b e et et et ebe b te et erearens DY ‘00N NN
L OSSO axn Ny
FOB et h L bR bR bR R b bbb e bRt bene e a¥N 'Y NNoN
F0 et b e et b bbb b be b te b oA e b A bbb b b be et b et eeb ettt ebe b ete b re et XN 'Y MIpNn
LSRR (eDP) ax 72>
1L OSSOSO P PPTOTRPPTRRPIPRRON ax¥n 720 nion

1 ettt et b ettt ehe b ete b oAt b et be b ebeehete b eae b e R e e b et ebe b ete et ese et eneebe b ebesreras axn 720 mpnn
OSSPSR AN 7 MINKRND 10N 7170n
11 ettt ae e NIEN7 a¥n 7¢ MINKRND 10N NTAN
D1 et bbbt et e b b e bt h et be b te b et e e bR e eb et be b ebe b te b ebe et et ebe b abe b ete it TN 92 Mvwn 717n
11 TSSO mipn? NT7ENN1 TN 92 Nwwn 71701 NThn
L nd>wn N1 5 o
LTSS PP BIOS 7w n'?75 N0
L SRS TSRS BIOS-n 7w nhTann n'1dIM? no'd
1Bt h e h L bbbk h R bbbt ol 'wpn
7 b bR b h bbb bR £ bbbk bbb en s myos TN 7INNX V5N
7 ettt h et a et E e R ARt ARt oA oAt R e Rt R et R R eR e ReR et e neebe e ete e enennenas NDWNN NTAN NI'NYONR
TSR N7 nirnwex
B et bttt e b sttt et et e et et e aen et n et e e (nd>wn '019) System Information
2SS IN'TY
1200 bbb bbbt (nNnvar) Security
2 OSSOSO PTPRPRTPRIN (nvaIxn 7INNK) Secure Boot
12 ettt ettt et e bt et et re b tenas Intel Software Guard Extensions
12 ettt R R Re Rt R et R e Rt Rt Re et r e nnen et (nwixn) Performance
1 bbb E bbb R £ bR bbb bbb 7nwn nd>MX 71nn
D24ttt ettt ettt et et e bttt teens (POST Ti7on) POST Behavior
12 ettt ARt AR AR ARt R Rt R e Rt R e Rt e Rt n ettt ne e 211 7
D24 et (Nrxr7I0N 2 no'AN) Virtualization Support
7 TSR 0IN7R
22 OSSR NPITAN 0N
12 bt et b bbb bbb et et r et bbb et b rears (nd>wn nrr) System Logs
12 ettt ettt a e b a e be bt et et e b e At b et be bt e et eteebeAeebe b ebe et ete et eseebeneebe b ete st ereetereateneas BIOS-n 1TV
2SS TRR Windows-a BIOS-n |1>TY
12 G ST PR PP Ubuntu-1 Linux-2 BIOS-n DTV
126 e et b et b et Windows-a USB 21> niyx¥nxa BIOS-n [>Ty
ST F12 myo-1nn 2iInnxn v9nn BIOS-n |1pTY
OO TSSOSO PPPTPTPRP NNTANNI NDYNN NNo'o
128 ettt b e e bbb r e b e bbb b et st ae b ene e N2IYN NITAN NNO'0 NRYZN
128 ettt NN NNTAN NNO'0I NDIYN NNO'0 7w '1'Y IX Nj'Nn
L2 TSP STSTTRRRR CMOS ninman 1pa
120 ettt (n>vnn nTan) BIOS-n1 noavnn NIkNO'o '
10 NIyl |Nno :6 ;o
1800, bbbttt NINIg |I'-0I'N*7 NI7101 719'0
T8 et Dell SupportAssist 7w 2InNX 197 N>vn I NPT 7W [INQX
T8t SupportAssist 7w 7INNX 1197 Nd>Wn 'WIX NPT N7YON

G PSSR (BIST) nuam nmyy np'1a

DMy PIN



1B et (L-BIST) LCD-n 7w wnin njpooX Ni7'on Nj'1a
1B ettt LCD-n 7w (nnam nmyy nz'1a) (BIST) built in self test

1 TSRS PPS LED nunni n1"'axn
TB3 ettt b e et e re bbb bbb be b h e bbbt ebe b ebe et re et et et b ete st ere et N'7710n N1yl axn NN
1B et h e h bbb bbb bbbt nOIWNN [IN2X NIMN
T3 ettt R et R Ao Aot R et Rt et e Rt ARt R et et et et e et st be st te et tent et e erenen N72U90N NdWN IThY
T8t b e bbbttt ettt ettt bt e (RTC o19'X) Real-Time Clock o19'x
1 TSP 12'A NTIEITNY NITNYWOR
T3 ettt b e bR bt b et et b Re s a e R e bRt bt et sbene b ne b ne e WiFi-n 9w wTnn n2voni 1an
3 TSP (N'Y7 OI9'X VIX) NI'Y '00VO NNN NZND
1 1 ATV N'7ap 7 7o
1Bttt ettt ettt b e bt b et e bt e b et b e b e be bR e bt s e be b be b Ae b e A e e b et be b ebe b ete et e reebe b ebe b ere et ereatens Dell 7x nmpo

D12y PIN



AYNNN 7V NTIAY

D'RYIN

niN'ova NIKAIN .

nin'va niNiIn

D'MTEZIN D'XIN

D'A"PNAY NN Y70 72 NINK X DX K7K 'WIRD 1IN0 IR N'02NY7 FT1 MYOK 711 1191 AWNNN 7V [A07 "1 NIXAN NIN'0AN NIRINA YN
:D'NAN D'NINN

.AUNNY NIDTIXNAN NIN'VAN NIKIIN DR DK @

219N 1702 NN0NN )70 VIXK T 7V INIK FPNNT ,T1912 W1 DX LIRAD 97nn7 N e

IT AN'Yn NITIR

"'V ,NIXMIND 2TIAYN NIV 7Y qoN YyT'NY7 .AUNNY QXY NIN'VAA YT'M DX X177 ,AUNNn 7¢ D'n1aon 1''7n 7y aTiavn oY mnmA
D1{N7 NIN'RN 'RV NN T

,2XINA TIVI MNNY 19D Ta%2 D'UIYS DRI NIV [INND Y¥aY 7Y .u¥aY 715 noin NN'Y 'N1DV 7Y D1 DA DIY!
AWINN 1'XY 719'0 27V DIAMY T2 NODN NI'N NIMINKD .N2'ANN NIX YW1 219700 NNWA IX [N NN'WYA 99 NIFNanY DXNNA IX
.[N19-2Y Y91 AXINY 1I9M1XW NILAISNA NIN'VAN NIXIIN DX K7 Dell ' 1-%y

INT 192 YA T 7Y IX T 7197 ApIRD NYIXY NIYYNRA (RPIRN) 'VLO MYN NXYN 7119 ,N'VVONVIIX D719 VIINY? * T
.AYUNNA 222 12NN2 A" 12 1IN YIAX X7 NdNNn hvwna DYy

W' .NDNNN 222100 NAYIM IX I'71W2 0'0YD f7TNN .0'0ND]2 D'YAN] IX DAY VAN X .NIN'ATA 0'0'VIdAI AN 7190
.011o1 X1 NIXPA TAYN J1ad 0D TINXY

0y D'ANN2 D'TIXN D'A'IoN D'71) .InXY 7250 NX X71 17W DdD'UNa NIYY DX IX 12NN DX 1IN v %10 711 nya
Q19 YIINY 11 W' DNIX 7TNA ,0M2NN NTI9N NYA 7200 1INt 1197 a'7'van NIMIYY 2y yn' ,nt a1on 72 pinna nya ;n'7'va ninigY
.N2'70D DMYI'IL DDA DMANNN YWY XTIL%20 11arn 197,73 2 qon .oaw n1'on Y

DNIPN? TN AWNNN 79 0190 17720 7Y NTIAYN 0I'0 WK NINI7 7¢ IX 2WNNn 110D 7¢ AN 197 7nUnin NN 75 DX N1 nwn @
7nwn 11pnY? awnnn 12N 197 02N NINEzNLDMo™N 7 NN

INIX WA NIX Q7N XX ,NIND) NI77102 wnnwa 'X .0 D'AYNNA [I'-D1I'N'Y7 N177102 719'0 Nya NNAT YN VM
.NIXIINY? DXNN2 N7109)

.N7TAN0oN1 0'Y'SIN DNY '9ON MY NINI'NY? DMWY D'NA'ION DD AYNAN 'YaY nwn|®

awvnnn 7¥ 0'"aoa 1'p'7n 7y nTIAyn 197

1L 1Y)
.D'NINSN DIV 720 R¥I D'NIMDN 0'¥2PN 75 X Ao iny 1
< navwon O <wnna vy Yn? awnmn nx N1 .2

M2 NIRYIN D727 JNIYIAY n7U90n NDWN 7w TIv'NA "'y, NINK N7U90 NDIYN1 Wnnwun nnNK DX n'wn|®

.0N7Y 'Mmwnn 'wjpwn 0ainnn 0NN D NXvmMma R pm- .3
AXI 2DV NT77N 120 ,NWAN W 19N TN DIZNNN 72 DX Aawnnnn 7 4

awnna 7y N1y


https://www.dell.com/learn/regulatory-compliance

S0P DX L'UDIRD 70" TN NREN'TAN '0'01D NX AWNNNN 10N .5
2NN NI7 7w npaRn yxaY? ' nimw 5 qun'? n'2vonn [xn7 7y nowimn nx'n7 yn7 ,0'7100n pninn awnnn Twxd> .6

LA¥2 NIVMY YIINY 12 731 71 ,IW NVYN 2V AWNNa DX NN

.N0N '9%7D D1ID 1M9YWd AWNRN X NN .7

nin'oa Nni'rnln

0yna nnam Y AR 25 197 y¥a7 ww nmpn NI71IY910 DX V9N NIN'AT 'WYAKRI NNV NININ 7Y Tabh!

:N22INQ IN 710'92 DDA NN 17N 7011 IX MDA N71YO 73 197 1770 nintvan nirfnan NX yxa

2NN 9NN TIYN 72 DRI NDIWNN DX N1

7nwUninn namnnn RN TINYN 72 NIRENDIWNN DX 7M

JDWNNN MIYPENNIL 19700 ,NWAN IR 75 DX M)

.(ESD) n'ovonup?x N9 2y P11 vian "1 nNann awnn JiNa nTiay nya ESD nowa nin'wn ndwa wnnwn
LUVO-'VIN |IN'VY 7Y 10INY 2N NXK NIN'ATA NIN L, NDIYAN 21 NRXIN DX

mwnnin? 12'on NX N'NON7 T MMWN NIdYIN 1'RY MIa NIY710 DY D77V 71Iv17 v

NINNN 2XN

AWNXD DA 'N DT W' nWYn? NINNN 2¥n NI7700 NIdAyN . TIRNN DX NINDY 721N 197 7awnnn 0'zninn NiFn'? 0N ninnn axn oy Dell nxin
NINTPNN NI NOAX 7101 NN 7701,n1'w axn? nnvywinl (wake on LAN) nd>aynn 7w 7inan n'7y9n AWsKn 115N NN 790 .NIMAD [N
JDNNKX

.NI70 2wnnn n%7100 DX KXID .NYNN N7 0YPY NI'YD NNRN DX 2097 0imx Ny 20 qwna n7u9nn [¥N7 9 nptnnt nx'n% ,7ina

D'7X'Y10I9 NXIWYN

NLUYA NIN'WN DY WIN'WN NIYYARI YY1 12T 70WN 7R¥I019 NI NI IR DPIRD DY710 Y 112NY7 D0'W RN DY9R'YI019 DRIYN
NVIXIN .NDNNN 11'RY NVYNY IR YI2X NOWN7 X7 D71Y71 N91IWN NDNNY 121NN XINY XT1,12nn 72 1a'n nya (ESD) n'uovonup'x Nt
INXY DX NN2'NY 197 NIYAV IX,DT'NY ,DIYY (120 D'O'WINN 72 NIK NNONW KTIZ W' ,1YN DY X701 Yanal NNVAINA NIY NdMY T 92 7197
TN NN

ESD — n'ovonup’x a1 150 naan

nini7a -1,DIMM N7 ,07Tayn ,n2nTn '0'vd |12 D'YRIN 02D TIN', 0NV 02D 71900 NYa NMIN'LA 1WA NN Mivawn ESD
NIXIZ XN NI'Ya oY TNX (120 ,0N20 [N X7 0T 0PTI9) DY7nWN 07auNn7 711 DNA7 n717Y N1y01 nd9x¥InNn TINA NV .0"OI7N NdIWN
JININ'0A DY DINN NN 7T 7w X¥na ESD n1an ,nnaam nio'ox 7nwnn NdMX NIYAT DX TN 112y qnT 221 Industry-n 9% .0vn

AYKRN NI NI NYD K¥N] 'VVO 7MUNN NRXIND 771 7V NI'oa NI NX,Dell My 0w wnwn 110pTaiRnon MINN2A NN NI9'OX Ajpy
SO TV 'R D270 71910 VX7 NIV D7 DTIZ AWIRY 270,17 naton .Dell nxm 7w omTip

.0"7w> T'NX -1 pnn 0N ESD pm Yw 010 9y nnim v

U7 NNAIT . [PNNN 7Y DIrrYIen 7w 07nm |TaIR DT 0NIA P17 .0Niwpn 0'wd ESD omink 20-3 ax17 0'wdi nnnin - pnn e
70N Yy nTwnn qixox Ty oy No Post/No Video" symptom" j'on T'm |91X2 '000 wn7? n72p 1 w'w DIMM |no'T XIn "7910o0up
/N>t nonfunctional Ix

N'T? NINAIN IR KIN LT NY'DIN TWKRD AT 2N D 1Y T'NXR 0'7¢) 7¥ niIan .0iwpn 0'7wd ESD o'rink 80-2 a¥"7 T'NX D™MWD - T'NN. @
JTIN IX DNIYPN D'AONN YIN 197D 2'907 TN 11'KI NDWKYT 17WIn VIYOY NI W'7N1 X' NTI0N X ,'000 7nwn? 7apnn DIMM .1
|[N2'T NINAY T'AXRL[ND'T NINY ¢ D'WINAY AT 0NA7 717V D'N1A1,00'NY7 D'WTIN IX DIVIAY QU7 21y Apyn 71700 Dnown?
nnimI

Lo ("N nwixd" IN NINNO1 DA X1j71) T'NXR KIN NI'YA IN9Y71 NINT? 712 210 WNIF nwp

:ESD-n 0'01d nX 1'onY? MO 0'NAN D7WN DX VX

NAYINYT NY'A1 .AN'RNNA N1AN NIPO0N 'K [0, 110X NIFVINYR NI'VVO-'VIX NIYIXI YIN'YA .N270D 7RI T 90 7197 ESD viinn wnnwun e
.ESD 11 2y nip'oa niwan anin oy o770 ESD protection 7'90n 12'k 0'77n 719'0n 197
.NTI2Y NINYIYYZI 1DX17 D'UVO N'VVO-'VIX YANWN IWORN NTNA .'0V0 71WNN '21 ITRA '0VONVRZ7R 'TNWN? 0'wan 021 7907 W
NI0N 197 .1'PNNYT [2IN N'NNWD 77 '0V0-'0IRN NTIRN MINA 221N DK KXINL17W NI7WNN NOSIPN 'V [YUNYT Wadn 21 NRYIN Ny
911 '00OoN MYNN NX NPISY XTI, N'0V0-'VIRN NO'VYN

JI'0VO-'VIX NTMINA IX 'VVO-'VIX '72'N] INIX NIN7 W' WA 2ADITNAIN DY e

awnna 7y N1y



nowa nin'wh? ESD noy

TIVIXT ,'OVO0-'0IX T2 (DTN DI NWITY N'7'DN NUW NDW 70 .WIN'W2A NI NXIDIN NIN'WN NV K 1I01I K77 NOWY? NNWR NDW
VAL th ira by ek

nuwa NnN'w? ESD no>ya nranan

:0n ESD 11y now? nin'wn N>y 1ann

[IN'OYA YIN'Y NY2 NN D70 17002 0'R70 1172V NN INMAEITO WID 202 Ninn 1YY 'V0-'0IRN [IN'UYN -'DVO-'VIX [IN'VY

N0M9 INXY7 .0'TAIY NY7YYW NDIWNA NDIYN NONNA 7571 IN'OYY 1207 W' 7250 DRI NPT NIFY7 N2MX T 9 7197 NYININ,'0V0-'0IR
[IN'OY 7y QT 922 0'NIv2A IRt ESD-% 0'wrann 0'0M9 . Tamn v NNy onik N0 ESD-n n'pun NN R0 DR RNING [N ,NNIN
' M2 I ndwna ESD,-n

,NNNIN QIYN NDNN 21 27 17¢ TN 219 2 1w IYR7 Unw'? 09710 1W{En 7N DPARNN NYIXY — Y 701 T 7197 2 ND nyixd
[2'T'9N Yann . TANN 2V NNt NANY 2NNIN 27 73 7Y 1207 T '000 'VIRN TATNN 7R DNIR 12N7 NAY IR ,ESD Tanna iy 'R uUNd

LT P19 TWIXD [N W'Y NOYA NN'YY NIDWA 2 WNNWN Y| Nadn — 2ninn '0191 ESD-n Tam iy 127 2w 70 ngaixnn nyixd
T2 1IN K721 NP'NYN 2717 TVIN TN 9 NYINIA 'R0 VI'NRY TN 1T .21 K77 T 2719 NIIXIA WNnwn 78 071¥7 21wy "N Tan
1727 Y7011 .27nin 'uN5% 0Idn X7 '00V0 MYN T Y'Yy F1 T 719 NIYIXY? 1000 DY 1YTO [9IN DNIX 71TA7 NaIN 27,7200 win'wn
JIawa nyo NINS7 1annn 725 NN TN §2 2197 NYININ DX

N'D N¥70MN NTIAYN NO'Y 110 K77 N win'y Nya T IR pn? v ESD-n nyixy imaw virnn — 10 7197 ESD nyixa'? fovov
DX .J2TN NIX PITA7 AN NAIVN NV'YN RIN NPIRD W17 1000 V1AW DY ,NINON 7271 NN'Y NIRMP 75 1197 NWIXIN DX NIYRAPA 71mY
AVOLN 7R NPAIRNN NYIXY 27U ANYPA 7N DR 12N NP TAN DR Y¥AY7 7T .01 1'wON DNY7 W' DX 1121 ITRD TIYNN DY 7172 ,1000 17 'R
D7 NEFTAN DX 7'7% YWl DR NATR NN RN NRYTAN OX DRI DRRY DN YN0 7Y yRvi7¢ 70 219 729 Ty XD WX
D'TTIAND D'YNYNY D19 D'P'7NN D'NINY71L'00791 1N 'o1a 7w 0'mNn (120 ,ESD-7 o'wan nupgnn 7y Mmw? 2i'n - or1Tian nfana
.20 "7nwn yun 0N ANt

NIY N2'202 NN 7W N0MD ,NNaIT? ..nVwA NN'W? ESD-n N2>y NX 0119 NNRY 197 NIR70 ATNK2 0'KINN DX 71T — ATIayn 1aao
IX D'IN7IY DIPNN ;071N TN NIYPN NIINKA DIPNIM DY A7 .07 D700 IR DTIAY NRN7IY 79 2 TIAY 1102 N0Non MY
DY 7¥ NOMD7 2'90n 71T N'N'YW ATIONI NN NTIAY NVY T'AN Y9N .O'KNA IXN D'TIYNL ATIAY NIN7IY 7V Davm 795 NTa 0T

v .ESD yn'r 77107 021700 ,0'TTIAN DN NTIAYN D201 7'N0NYT WL IRMY DRIRTY NDIYNN 2107 0'RN'Y 9o nuw 7715 ESD-n
.NNIN 297 DY 'T'9 Yan 197 o'y 0'p'7nn n'o 30 NINS%7 0'INK 0'V079 DNINI N'VO'7ID 1N D'TTIAN DXNIN Z'NINY

|1AmM DY NIMdNN NIFPYWA Unnwn? Ynm .'ovo Mmwunn naan oy nmxa ESD-7 niwan 72 [pnn 95 7271 12ain'? ' — n'ovo-10ax nTIX
nmnY?1 ESD-n n'pw nx av'n 7977 v .wTNN 7700 yan 0naw nrkal ESD-n n'pwa ninon 77200 NX 'TNNT TN o770 '000 nwn
AR ESD-7 0'wran DIpnn KXINT W WTNN 2700 7W DNIEnn ATIRA 177019 D'OXRINN ATIIRD NN 701 Wnnwnl 2T 0102 NNIX
TN TOPN AN N'PYN 7w M9 2700 7w Diwn ESD-n npw 7w aixinn TN 7V 27200 R N0 '’EESD naan oy nTiay nown v
J'0VO-'VIX N'PY N2 IX NDWNN N2 L,ESD-n Tan 7y DNIR NANY7 IX T2 07700 DX 2'TNnY

NIrpwa NN 011 N1 rn ,Dell 'R Nt 0770 Ik 9170 70 20  ESD-7 0'wranin 0o 0'7'am TwKd - 0'eian 0N nain
.NNIL2 N721N DYY7 NI'DVO-'VIX

niD'o — ESD-n n1an

.Dell m¥m% nin'w o'z ayn 0N YUK N 722 1an '0Vo-'VIXR [IN'VWAI ESD Ta1 n'Mnion N'uIn NN NYIXIA IWANY!' NVYN 'X1D0 7DV Y7nim
.0'Y1N 02D N72INYT7 NI'VO-'VIXR NI'PYA YNNI NN NI7IYD 17002 TIT2 12570 0'Y'AN D70 7'N7Y 'K1DVNY 11N L5010

AUNNN 7¥ 09N 1'7'7N 2V ATIAYN INXY

IT AN'YUn NITIR

AwUNn? 2NN pn nNa? 27199 awnnn 72 0NINIYN IX D'YSIN DA NIRYN n'wn|®

1w

AYNNN M2 D'WOIN D'AN2 NN X7 PITA1 DAINRY NITH D120 72 DR 112N

.AwNnn 7Y NTIAYN 1197 NNONY 07200 IX 'O TN 0NN DIENNN 72 IX 12N

AWNNN 7V NTIAYN 1197 NN0NY DINRN D700 721 D70 TN ,NTTAN '0'01) 72 DX DNINY7 ATNN
.0N7Y MYNN 'Ww'? DNaInnn 01PNNN 75 NXEAYNNN DX 12N

awnNnn DX 7u9n

awnna 7y N1y

[$ /I NORY SV N



D' N AI7IDLv

J1DIYN2 DM D2DININNAITID0N 7Y VNS XYM DT 17191

:D'NYI

USB niapn .
USB Type-C  »
HDMI 14

N7Yon ¥n7 N 7w nanann e

USB nninn

,0M2DY 120 'OF'N TI'Y 17NNI D'ANRN DAYNN |2 11NN DX NIYNAYN 91X VY XIN 1996-1 niwra7 axin ,USB Ix ,Universal Serial Bus
1091 D™MIX'N DIPNN 70 NIT7n

USB-n ninnonn .1 n"7v

nNd' MY annoyp 021N NNayYN axyp a0
2000 (nna nnnn) High Speed nMw7 niro-nan 480 USB 2.0
2010 SuperSpeed nmw? nimro-nana b | 1m USB 3.1/USB 3.0
2013 SuperSpeed Gbps 10 2 USB 3.1

(SuperSpeed USB) 11 USB 3.1/USB 3.0

7NI¥N D7IX .NONIY DApNN TIR'7'M 6-3 DY ,0xawnnn D71Y2 NI 72aipnn pumin [pnd wnnwn USB 2.0-n 01y quna wim'wa n'nw 1NK7?
NITIN DX NIWNAT? Nn §10 73 1o y¥n 11 USB 3.1/USB 3.0 .09 anin'7i n1'nn nnin% vizaan oy 712 T2 772 N nnina nnnna
A7min nxp 7, 1am USB 3.1 7w nnpnn 707 .mTipn 'o0ikn 912,10 ' nnina nnan®

(5 Gbps Tv) 2NI* 0'NI2A DRINI DAY ANy

nwn 7711 D1ENN QY NI NIV NITTINNNY [NNN 7W NNDIYN DT NDMIYI NNDIYA NN 7'9X NNXIy
NIYTN 7nWN N>MX 710 nidN

D'YUTN N2V 'AI02 NI'ANI K71 0j7791TA DN NNAYN

USB 2.0-7 2inx? nin'kn

D'YUTN 7131 b"Nann

1 USB 3.1/USB 3.0 2y 17Kwaw AN NIxIDIN NIZRUNN NNnd'Y7 Nayn DN D'NAN D'RYIN

SUPERSPEED
S USE>
e

SS<

nNntnn

Hi-Speed ,Super-Speed :0n nin'nnn 2axn .1m USB 3.1/USB 3.0 7w ania 15Tyn 01900 -7V NTAINY NNn faxn 3 Dy ,yady 1D
,Full-Speed-1 Hi-Speed USB-n a¥n nx 771> vonnw Tiya .4.8Gbps 7w 01im1 n1ayn ax¥pa Tixn wTnn SuperSpeed axn .Full-Speed-1
NIN'RN TWONYT T2 DINwal ,NRNNA 12Mbps-1 480Mbps 7w axjpa 0719 Ty ANI* 00N 0'axnn ,nnxnna 1.1-1 USB 2.0- anrr omdmn
AINKY

:D'NAN DMID0N DY'YT NONI' INTIR 7W 1T N2YN2 nnkan 1m USB 3.1/USB 3.0 7w nwixxan nnn

(709w namnin nx nx1) 0tpn USB 2.0 7'oX7 72702 OoInne qon '1'o 7'ox - e

D' NAI7NdL 10



1"

1YY 0'9011 0'VIN YN 1901 11T USB 3.1/USB 3.0-7 .(0"7x'¥119'T 0'1m17 AT nxn mmwn) oroin nyar i USB2.0-71aya e
.01I'NAI 02NN 0NN NIMY 2V Tavn 7713 107 (NNl N7a7) DYR¥I9'T NINIK 7Y NIAIT

10 'o n%1an 1T NN .USB 2.0 7w win'wa n'fnw 027917 '¥N 1IT'02 DIZNA ,1MD-1IT 0IM) pwnnl win'y nwyl 171m USB 3.1/USB 3.0-2 e
JUIINTIN 090 2NN NX

Gnd USB3 contacts

High speed USB2 contacts
differential pair

7¥ N1aa 1oo0n oy NP0 T NIMY¥NY71 0'N2-N1L 7w N911 jI0NK 1PNNY High-Definition MId'RA IXT' 21N 07210 DRIN1 NNAVNY? Wizan ,1nmna
NN 2¥P7 yan? aionn USB 2.0 hiarn oz X7 ,79n Nt 198N NN NivnTa Ty X7 USB 2.0-w pne o v 97217710 70i'9-nan
Sv192 "M 2NN nNawnn a7 (nMws o'ma-nan 40) 320Mbps 7w 01IMan n1avn axg DX 191Ny nn ,480Mbps 9w an ‘00N 0'Ima
400 2y Tmy' 'mmNN 27NN NNANN 2x7 ,NRNIN 733 .4.8 Gbps 7w nntn7 1wvar X7 07y 111 USB 3.1/USB 3.0 9w nmiann ,nniT [9IXa
.USB 2.0-%7 nxnwna ,nnavnn nntn nx 10 '9 pwyn? 7*1an 11m USB 3.1/USB 3.0 13 "2y .mipn 7710 ;0w o'ma-nan

(AR AILIAY

TIV2 QNP NIV NP7 YIN'Y NYHN DDA 2'907 NINRY?7 NMYORA D11 ,07Nn7 WNiF AN 271w ninn nzavn 101 USB 3.0/USB 3.1 n'altino
09N 2NN N7TaN T¥D "N T? 77 ,(INT'1 NO'NT NA'VFZ90191 VAW , NN D'XIZIT ApY) 7201 'N72 VYND 1 TAa NN IRTT USB-1 win'win nayaw
axpw TIva .2 Gbps bynd 7Y 02N NN2YN axpe 1vn Single-link DVI.on71y9 |91k nxi USB 9w X110 ninnno nx n1own 10 v 5 ' 'ath
12V 19721 K7W DMIXIN 190N 7w NI TIVON NIN'ANAN .N'VAN NI NN AR 5 Gbps YW NNy axpe 7'2an N 480 Mbps 7w nnavn
.nvamMd ,4.8 Gbps-7 aNpa 190N ,RAID 2w nirix'n jlonx nidwn |12 ,USB 7w nnivnoa

:0t 11m USB 3.1/USB 3.0 SuperSpeed mi¥in nnd 7w nn'wn |70

D'N71v pawnn? 1m USB 3.1/USB 3.0 mNIin n*ix'n 0'n'wi 00an
171 USB 3.1/USB 3.0 mxin o1 n'n'wj? 00D

171 USB 3.1/USB 3.0 mNIn 011137 N1'ay NIINNI D'MRNN

11m USB 3.1/USB 3.0 mxin Flash =1 o'xip

171 USB 3.1/USB 3.0 m~in Solid State 1112

11m USB 3.1/USB 3.0 nmxin RAID jlonx nidwyn

TN'UDIX N'TA 7D

n'TN'07m pnn

nYIl NTIAY

171 USB 3.1/USB 3.0 NN NIt OXNN '0'01D

NIN'NN

171 USB 3.1/USB 3.0-w Tiva ,n'wx .USB 2.0 1x7 ni7wa ojpnin? n7nnnnn n19opa 221iM 1 USB 3.1/USB 3.0-w |0 niaion nivTnn
NN INXY 120NN L,7Yn UTNN 71710N90YW nWTRN DINNN N71D' 200 DX 7'907 1ITyNnY 0'wTN 072 )3 2pyi 0'YTN 0979 0NN 770
7277 ,NRY7 1ITYNY 0'UTN DMIAN YN YA N 9d 7T oipm mikal USB 2.0-2 rnw 0rwan nyanx DIk oy 1127 nIx NIk
DM2INN DN WKRD 21 vana o'Ral 1 USB 3.1/USB 3.0 7w 0172102 n'av 'NNxy 91X 0TIV DRINI N0 Y¥A7 'RNXY [DIN 01N YT
.o'knn SuperSpeed USB 11an?

D'aII AtaI7dov



USB Type-C

USB Power Delivery-1 USB 3.1 12> USB 7w n'a'n'7zn1 nanan ,0'wTn 01N )IANY7 710' mxy 1annn .Juiopl wn 7' 1ann Xin USB Type-C
.(USB PD)

917N 2XN

NIM7 AKX [PNn 75¥ TN ann 7w jpn 0T qwr USB Type-A 72'n 7w 17Tan w73 17712 . TNI'A (o 7' 1ann 7w wn |n Kin USB Type-C
7271 DmANNa wnnwin'? 17 2wornw ,"'o17n 2¥n"1 win'y N 0RIY 071710109 (1an2 3 mn7 nizn' USB Type-C nix'y' .12 wnnwin 7a10n
nnx USB nx'¥m na1w nniarn 210 1x DisplayPort-1 VGA ,HDMI 1125 01w 079 110

USB Power Delivery

D'NY7 D'YNNYN DNK DT 027001 N7 Awnn ,0mdN 011970 ,1'wdy? 1121 .USB Type-C oy npith nnixa a7iwn USB PD 7w vionn na
T AUNN .ATA NP K7 72K (19700 N1'WOYT 2'90n - BRI 2.5 TV 7w poona 7nwn poon USB 2.0 oNim 112N .n1'wu ix? USB niana niang
Smwn a7 Ik nitwh 200 jpnnw o -1 KN LWoR1100-7 poonin Nk 1an USB Power Delivery 9w 019nn .nnairt? ,uxi 60 Ty 1Nx7 1wy

212NN 23 7Y 01N TYUA [PRNNY NT2-12 1'AYNY7 [N UN N7OOK NNIX NXI

NIX [IY0Y7 7210 'uTvo USB 112N 0T y¥ann n1'yvun N7y 70w ,0' 70 0'AwNNN 7¢ 01110 210N 72 [TV 910 DX MO0Y7 WY N1 AT
2WNNN NX 12N7 721N .0NK DT 01PN DMON 0121970 0D VIV NNX DNIYXYANAY DT NI7710 2y0n DNIRA TAX NIYXAXA 70 2aUNnn
USB 112N niy¥nxa 750 - 1IX'N ax¥d 12 ynnun NNRY AT 17¢ 70 2WNNn DX (YO 21X A MR 72w 7257 1ainny aix'n ax? 17w man
X X7 USB Type-C 1ian 7w mi'p noxy .USB Power Delivery-a qmn'? pntaw 01X 72001 [7Nnn 1T NNWOK 7X%17 1D .|uj TNX Type-C
2N Nd'NNnY

USB 3.1-1 USB Type-C

q12'N 11 N L17TIAA 7193 09 ann 10T 10Gbps xin USB 3.1 9w nt 17'x1,5Gbps x1in USB 3 7w 'onix'min 090 anin .wTn USB j7ni USB 3.1
USB ix USB 2 7w n171100 7y 00ann? niwy qwx 12N nIx 1 Kin USB 3.1, USB Type-C-7 71y nnw 11'k USB Type-C .11 Thunderbolt
JIRT 0y .USB 3.0 X7 17'9x -USB 2.0 7w 171> 001an xin 7ax ,USB Type-C nanna wnnwn Nokia 7w N1 Android nin awnn ,nwyn? .3.0
AT21T TIND NNIYR DR NI7ID0

USB Type-C 7y Thunderbolt

qm'7 (DP) DisplayPort-1 (PCle) PCI Express 2'7wn Thunderbolt .TnX 112'Na 7nwni ,ynw IXT1,011N1 27wnn Nnnin zwnn Xin Thunderbolt
(DisplayPort) miniDP m> [1] nann imixa o'wnnwn Thunderbolt 2 -1 Thunderbolt 1.7nx 7232 71D QW' DT 7900 901, TAX M1V 12NN
. C aion USB "anna wnnwn Thunderbolt 3 -w Tiya ,'op'n TI'y? 2anY

O— -\/1

- &

(miniDP "anna niv¥nxa) Thunderbolt 2 -1 Thunderbolt 1 1
(C aion USB 1ia'n niyxnxa) Thunderbolt 3 .2

Thunderbolt 3 -1 Thunderbolt 1.1 'x

D' NAI7NdL

12



13

USB Type-C 7y Thunderbolt 4

212'NN DX NPO0NI - 7510 IR NYIYYW NNR N'0ronip AR Ny ,Gbps 40 Ty 7w nintinna C aion USB-% Thunderbolt nx xan Thunderbolt 3
1> C a1on USB n015/72nna wanwn Thunderbolt 3 .11x'N N7 213 123 021N 1'WON IX AX,N1'AY NINN 727 1N nrsn-10ni nnn
JnAna 'p T NannnY

J'oni ‘oI Xin - C aion USB 072021 hanna wnnwn Thunderbolt 3
N7 ninro na'a 40-7 Ty 7w nntnna nin Thunderbolt 3

n'n" 0'7201 02N DisplayPort 'ax oxin - DisplayPort 1.4

D'>nN1 0avwnn1 oIl 130 TY - USB T mwn npoox

NN

C a1on USB 101 Thunderbolt 4 v nimp'v nnpn

(D1IY DXIM "2 DN 0Y9xAN) TR 7202 C alon USB 1T '‘mwni DisplayPort ,USB , Thunderbolt
N2'9n7 0N 0"VPoONIE 0'7201 USB Type-C nann

(011w onx¥m 2 ninwn*) Thunderbolt nwna nin

4K Ty 7w n'a¥a nin

o'na-n'a 40 Ty

IS I NI VI RN

.DIIY DM'YWON MY NIFNY7 NTIYY DIININ NNAYD DNn nwn|®

Thunderbolt 7w n"7non

Protocol USBType-A ~ USB Type-C Notes
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regardless of port style
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eSOL Feature Description Expected Timings

Po Dell Logo Appears
eSol. Keyboard Backlight Sh 0 05 1 15 End user setting OFF
User has tumed EL OFF| KB BL - Erightness 1002 Fade out KB BL OFF
2 seconds
Power Button Pres Dell Logo Appears
S5 End user setting either 503 or 1003
User has turned BL ONJ|
KB BL - Brightness 1002 Transition to end user setting
Power Button Press Dell Logo Appears
S5
eSol. Caps Lock LED
Caps LEDON Caps Lock LED OFF
Power Button Press dsec Bsec
eSol Battery Charge LED
S5 4 5 6.
While itis not charging| | | |
Battery Charge Fade Out Battery Charge LED OFF
LEDON 2 second
P dsec Bsec
S5 -1 [1] 0.5 1 2 3 4 5 ] fic
Battery Charge Fade Out Battery Charge LED back ON
LEDON 2 second
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USB Configuration

.Thunderbolt bknNn 7w N1I¥N NN TAN TWORN DT V0
'77nn N1 2v9in - Thunderbolt

nnawin -Thunderbolt 2INNXA N>'MN TWOKN
NNAYIN-NNVAN X'77

77NN NN"M2D NMYOIRN-WNNWA NIIXN

NaVIN - NVAINA NN

nawvin - 7272 USB-1 ax nxye

Thunderbolt Adapter
Configuration

.USB PowerShare-n niipn Nnianann NX N 1an IT NNWOKX
27NN N1M2ad nnavin - USB PowerShare 7von e

1211 D21970 7WUnN7 N> ,0'IX'N DIPNN [1IVOY7 IX 7'VONT7 NPOOXR D'YNNYNYT TWOXYT? NTYIM IT NIIdDN
AWK ,Nannn awnna PowerShare nx'¥xa USN 7T Ndyna N1aRkn n'7710 NI NIYYNRA 0T NR'TIn
.N1'Y 2¥N2 X¥N1 NN2NAN AUNN

USB PowerShare

niion (vnw 72u9n) Enable Audio nnwoxn A71wnn ynwin 12 NX n'awn? IX 7'von? nNwox
L77Thn nMad

(oM WweK) Enable Microphone o
(19 71 "woN) Enable Internal Speaker o

77NN N2 NINION NITNWONN MY

Audio

NN NTAN 118



(Qwnn) (ndyn naixn) System Configuration .5 n7av

AIRM NNYODNX

NTYPAN NN NN DX YIARY (N9 D770 MIKD [MOXN YW N9Y9NN (91X NN WWOKRN AT NTY Keyboard lllumination
10 NIrnworn 100% TV 0%-n

(mwin) Disabled o
(oyniyn) Dim e
77Tnn N1M2d nhvoin - ('Na) Bright e

n1NT X7 (NT9N 79 DMINRA MIRNN YW 130 T 21x 1) Keyboard Backlight Timeout nnwoxn | Keyboard Backlight Timeout on
'wnn NTYEAN MIND YSWIN AR NTYPAN YW N'WXIN NNIKNN MDA .N'TY 112'NA NNYOX DY AC
NYU9IN NMINKA NIIRNN DNAY DN AYOYA NIY' AT NTY7 NRIYA NMIRNN NINN2 Nk

JIN DITNWORN

ninv wnn
77NN n1Mad nvoin - ninw 10
nimv 15

nimw 30

NNX NPT

NPT WwNN

nipT15

(X7 0'71Y'7) Never

N1t X7 (MT77n0 7w nINRN nNIRNN 7w 1D Ty aixp (ar) Keyboard Backlight Timeout nnwsxn Keyboard Backlight Timeout on
MNY I'YNN NT7N0 NIRN .NYOYIN NI'R DTN 7 N'URIN NIIKNN NN .07710N NNWOR DY Battery
1N DIPNYORN .N7Y9IN NMINKD NIXNN DN2AY DIPN2 NYOYWN NIY' AT NTY7 .NNRIYA NIINNDD NinNAa

NIy wnn
27nn n1Mad nwoin - ninw 10
nimw 15

nimv 30

NNX NPT

NPT wnn

nipT 15

(N7 0'1W'7) Never

(77PN N7M2d nawim) Unobtrusive 2¥n ©WoX e Unobtrusive Mode
.N2wNa 0'7'72¥01 RN N0 70 NX NN Fn+Shift+B 7y nx'n'7 ,n7uoin IT NNWOKX TUND

N7 NIwo7 N 1 Fn+Shift+B yn'Y

:D'N2N DIPNNN DX 1WNY IX 99N NNYONR Miscellaneous Devices

(71PN n1M2d 7woIn) nn'7xn 7won) Enable Camera

(77N N7M2d WWOINA) N'WEN DN 7 N7'91 191 Naan w9

(71PN N1M2d uoin) (SD) nuaikn 70! T 0'01d 7VON

((SD) Secure Digital 0'v13 '71Innx) Secure Digital (SD) Card Boot

(SD 0'v1d 7w 1272 N7 axn) Secure Digital (SD) Card read only mode

MAC Address Pass-Through
(MAC naimd>a navn)

(77NN N2> navwim) noavnn v nminet MAC namo
Integrated NIC 1 MAC Address
(mawin) Disabled

MAC naim> oy (DXNN2 IX NdAN1 N1ay nanna) naix'nn NIC MAC nams nx n9*Ynn 1T nadn
.Passthrough MAC namda wnnwin'? X'n 77TNNnn N1 .ndwnnn nNn1vy

119 ndIYN NNTAN



nNTAN .(!wn? 1a'n) On AC-1 (n7710) On Battery—"7nwnn NpoOX 1I7n? DRNNA A¥N NN DX 1 TAaN7 NNWOKX

IX"T'I

AIN'N NNWODKX

LCD Brightness

JIINAN NIY¥ARA 2¥1 71 NNNAN DX ITANYT [N .09 [0 7nwn? 11N a¥nal 0710 avna LCD-n qon ninfa

J0AVN 7NN 10N 0'0ND AWKRD Y NY'OM IXKTIIN MTaN mun|®

(hnvax) Security

(nnvax) Security .6 n7avV

AIR'N

NNYODKN

J10YNN 7010 NNO'0 NIX 2INNY IX NIRW? ' Tan7 NINWOK

Admin Password

12NN 7010 NNO'0 NIX 2INNY IX NIRWY? ' Tan7 NINWOK

System Password

0wnn 7w 'ion (HDD) n'wizn 21D 7w Nno'on NX pInnY? IX NNYY ,yiap7 17 NYOKN IT NNWONX

nno'o) Internal HDD-2 Password
('n119 HDD-2 i 7w

JDAYNN NIV NIRTN NIKNO'O NYNY IN TWONT? NNWON

Strong Password

12N NIXNO'071 NN 701N 7 NIRNO'07 ININN *7n'o0ninl "M ' DINN 190N LIZY7? NNWON
32-74 2 Nxin D'imin Nno

Password Configuration

Y2 M9 N'YR 70'T [11D NN0'0Y7I DN (7INNIK) NNO'07 NIYPAN NN 91V7 721N IT NNWOKX NIYXAN]
JDWnNN ¥ wThn n7uon

N AWUKD ,MI9 N'Yj 70'T [31D NNO'0YI MDY NNO'0Y7 NWpa T'AN a¥n — (Nawin) Disabled o
IYINNA IT NNWON 7ThN NN .NNTam

.(omn 0"2INNXR) UTNA N7Y9N NYa NNno'o? Nivpa qipy — (WTnn 72INNKX qzyn) Reboot Bypass e

,'"M119N N'YUPN 70T 11271 NDYN7 NWa N7 IX? NINNO'0Y NIYRA TN A'¥N NdIWNAN NIYn @
12 721 NIXNO'0Y7 NIYPA T'AN A'¥XN NdDWNN |2 1nd .(cold boot) 123 a¥nn N'2ydin X' UKD
.0m"p DX ,7ITINN Y1902 N'Ypn 70' T

Password Bypass

NNO0'0 NNTAIN TWKD DNIN N'WRN 21N NDIVNAN NIXNO'0] D'II'Y DX VIAP77 17 NIWONN IT NINWON
.0wn 7nan

NN - (NdWYN 70N 7Y 2'RY NIRNo'o ''11'YW T1wOKR) Allow Non-Admin Password Changes
D72uom IT NNYWOR 7Thn

Password Change

IT nNwor .UEFI n'71097 7w 15TV Ni7'an 0T pTvNnY? BIOS-7 2woxn ndwwnn DX Nyalp IT NNYWOKR
Microsoft Windows Update 120 o'nin'wn BIOS 1157y nionn IT NNWSX NNAVYA .7Thn N1MN2d ninion
.Linux Vendor Firmware Service (LVFS)-I

UEFI Capsule Firmware Updates

.N7u900 nd>wn 1w 172 (TPM) namnnn nn11suon 71mm ox yiap7 17 'woNn
(77 M weikn TPM) TPM On

(njn) Clear

(n7won nimpoY? PPl qpyn) PPI Bypass for Enable Commands

(nnmawn nimpo? PPl qpyn) PPI Bypass for Disable Commands

(7 nimipe? PPl qpwn) PPI Bypass for Disable Commands

(77NN n1mMa) Attestation Enable

(7Tnnn N2 ,NNonN 10Nk YWOK) Key Storage Enable

(7Tnn n1Ma) SHA-256

NN NI'NYOKRNN NNX2 N2

(nawm) Disabled e
(77 n1M2a) (WwoK) Enable o

TPM 2.0 Security

"22r¥oIRN NN'wN 7w BIOS 71Tin punn N yiap [9IX2 N1AWNYT IN N'AUNYT TWONT TWONN DT NTY
.Absolute Software 7w Absolute Persistence Module

77NN N1 NINION IT NNWON - TWOINN - @

Absolute

ndo>ayn NATan

120



(Qwnn) (Anvax) Security .6 n7a0V

AIR'M NNYODNX

(mawm) Disabled e
NIN'MY7 NAYIN @

'wizn niyx¥nxa Option ROM 7w naixnin N1 Tan 1017 015'07 1751' 0'wnNwNn DX NYAIR IT NNWON OROM Keyboard Access
2INNX Y7002 e

(7P nM2) (o) Enable o
(mawm) Disabled o
(nnx DYoo) One Time Enable o

NN IT NNYOXR .NDIWN 70N NNO'0 NTAIM TWKRD NN NNTANY 012'0N7 D'YNNYNN YIIn? NNWOKR Admin Setup Lockout
7NN nMad nmim

NNYY7 AN NIY T NYEN 70T NINNO'0 NIX 7INNY W' . N'UKIN NNO'0] NY'MN NMWNY NNYONN Master Password Lockout
77NN N2 NN NIRIT DNWOKR LT NTaN

nITAmM NI'R IT NNWor UEFI SMM Security Mitigation 7w nison ninan nawn'? IX 7'von'7 717 Nwoxn SMM Security Mitigation
27NN n1Mad

(nvaixn 71INNX) Secure Boot

(nvaixn 7INnNX) Secure Boot .7 n7a0

AR NNYOKX

(nvaixn 7INNKX) Secure Boot nidNN NX N'aUNT IX WWOK7? NNWON Secure Boot Enable
Secure Boot Enable e

.N7N11 X7 NNYOKN

7¢ NOX IX NOWN WWOKRY *TO (NVaIRN 7INNK) Secure Boot 7w TIoNn NX NNW7 17 NwoNn Secure Boot Mode
UEFI-n |nn 70 nin'nn

(71NN n1M2) (oo axn) Deployed Mode
(M2 axn) Audit Mode o

NNYOKXN N'W'R OXNIN 2¥N1 NDIYNN DX 71 NNVARD NNOA 7¢ DININ "ToN NX NNY'? NINWON Expert key Management
N NITNWORN 2T 1NN NNAvIn (N'W'R DRNIN 2¥n 7u9n) Enable Custom Mode

(PN MM) PK e
KEK e

db e

dbx e

.1ax1' dbx-1 db ,KEK ,PK 112y nrroan'.an nirnwoxn 7y9m (n'w'x oxnin ax¥n) ,Custom Mode ox
N NINWORN

YNNYNn 1NaY yai7? nnonn Ny - (Yalp? nmw) Save to File

YNNYNN TNV Yalizna NN9NA 'NdIIN NNoNn N97nn - (Yalpm no'7nn) Replace from File

YNNYNN TNIAY Yalizn DN D2IMIN Ton? NNon Nooin - (Yalpm qoin) Append from File

IN1IY NN9NN Nz'nn - (Dj7*'nn) Delete

7TNNN N1 NTANT 019K - (NINNONA 73 019'X) Reset All Keys

NINNonN 22 nz'nn - (ninnosnn 73 ni'nn) Delete All Keys

NTNIY* NINN9NNI PN WYY D*I1'WN 75 Nawin ('YK Drknim ax¥n) Custom Mode nx nwi|(§)
77NN NN nnmany

121 ndIYN NNTAN



Intel Software Guard Extensions

Intel Software Guard Extensions .8 n'7av

AR

NNWOKX

W YT [IONKR/TIZ N7Yy9n7 NNVAINA D220 7907 'Y NT NTwa
J'URIN N7u900 Ndwn 7w vl

NINAN NI'NYOXRNNA NNX 7V yn"?

Disabled e
Enabled o
27N nM2a-(AIN T 7Y nuYw) Software controlled o

(Intel SGX n'2von) Intel SGX Enable

SGX Enclave Reserve Memory Size NX n1'Tan NXT NINWOKN
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