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Licensed features in iDRAC9

The following table lists IDRACS features that are enabled based on the license purchased:

Table 2. Licensed features in iDRAC9

Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
Interfaces / Standards
iDRAC RESTful APl and Redfish Yes Yes Yes Yes
IPMI2.0 Yes Yes Yes Yes
DCMI 1.5 Yes Yes Yes Yes
Web-based GUI Yes Yes Yes Yes
RACADM command line (local/ Yes Yes Yes Yes
remote)
SMASH-CLP (SSH-only) Yes Yes Yes Yes
Telnet Yes Yes Yes Yes
SSH Yes Yes Yes Yes
Serial Redirection Yes Yes Yes Yes
WSMan Yes Yes Yes Yes
Network Time Protocol No Yes Yes Yes
Connectivity
Shared NIC (LOM) Yes Yes N/A Yes
Dedicated NIC Yes Yes Yes Yes
VLAN tagging Yes Yes Yes Yes
IPv4 Yes Yes Yes Yes
IPv6 Yes Yes Yes Yes
DHCP Yes Yes Yes Yes
DHCP with zero touch No No No Yes
Dynamic DNS Yes Yes Yes Yes
OS pass-through Yes Yes Yes Yes
iDRAC Direct -Front panel USB Yes Yes Yes Yes
Connection View Yes Yes No Yes
Security
Role-based authority Yes Yes Yes Yes
Local users Yes Yes Yes Yes
SSL encryption Yes Yes Yes Yes
IP blocking No Yes Yes Yes
Directory services (AD, LDAP) No No No Yes
Two-factor authentication (smart | No No No Yes
card)
Single sign-On No No No Yes
PK authentication (for SSH) No Yes Yes Yes
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Temperature monitoring

Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
FIPS 140-2 Yes Yes Yes Yes
Secure UEFI boot - certificate Yes Yes Yes Yes
management
Lock down mode No No No Yes
Customizable Security Policy Yes Yes Yes Yes
Banner - login page
iDRAC Quick Sync 2 - optional Yes Yes Yes Yes
auth for read operations
iDRAC Quick Sync 2 - add mobile | Yes Yes Yes Yes
device number to LCL
System Erase of internal storage | Yes Yes Yes Yes
devices
Remote Presence
Power control Yes Yes Yes Yes
Boot control Yes Yes Yes Yes
Serial-over-LAN Yes Yes Yes Yes
Virtual Media No No Yes Yes
Virtual Folders No No No Yes
Remote File Share No No No Yes
HTMLS5 access to Virtual Console | No No Yes Yes
Virtual Console No No Yes Yes
VNC connection to OS No No No Yes
Quality/bandwidth control No No No Yes
Virtual Console collaboration (up No No No (One user only) Yes
to six simultaneous users)
Virtual Console chat No No No Yes
Virtual Flash partitions No No No Yes
Group Manager No No No Yes
HTTP / HTTPS support along Yes Yes Yes Yes
with NFS/CIFS
Power and Thermal
Real-time power meter Yes Yes Yes Yes
Power thresholds and alerts No Yes Yes Yes
Real-time power graphing No Yes Yes Yes
Historical power counters No Yes Yes Yes
Power capping No No No Yes
Power Center integration No No No Yes
Yes Yes Yes Yes
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Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
Temperature graphing No Yes Yes Yes
Health Monitoring
Full agent-free monitoring Yes Yes Yes Yes
Predictive failure monitoring Yes Yes Yes Yes
SNMPV1, v2, and v3 (traps and Yes Yes Yes Yes
gets)
Email Alerting No Yes Yes Yes
Configurable thresholds Yes Yes Yes Yes
Fan monitoring Yes Yes Yes Yes
Power Supply monitoring Yes Yes Yes Yes
Memory monitoring Yes Yes Yes Yes
CPU monitoring Yes Yes Yes Yes
RAID monitoring Yes Yes Yes Yes
NIC monitoring Yes Yes Yes Yes
HD monitoring (enclosure) Yes Yes Yes Yes
Out of Band Performance No No No Yes
Monitoring
Alerts for excessive SSD wear Yes Yes Yes Yes
Customizable settings for Exhaust | Yes Yes Yes Yes
Temperature
Update
Remote agent-free update’ Yes Yes Yes Yes
Embedded update tools Yes Yes Yes Yes
Update from repository (Auto- No No No Yes
Update)
Schedule update from repository No No No Yes
Improved PSU firmware updates | Yes Yes Yes Yes
Deployment and Configuration
Local configuration via F10 Yes Yes Yes Yes
Embedded OS deployment tools | Y€s Yes Yes Yes
Embedded configuration tools Yes Yes Yes Yes
No Yes Yes Yes

Auto-Discovery
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Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades

Remote OS deployment No Yes Yes Yes

Embedded driver pack Yes Yes Yes Yes

Full configuration inventory Yes Yes Yes Yes

Inventory export Yes Yes Yes Yes

Remote configuration Yes Yes Yes Yes

Zero-touch configuration No No No Yes

System Retire/Repurpose Yes Yes Yes Yes

Server Configuration Profile in GUI | Yes Yes Yes Yes

Add BIOS configuration to iDRAC | Yes Yes Yes Yes

GUI

Diagnostics, Service, and Logging

Embedded diagnostic tools Yes Yes Yes Yes

Part Replacement No Yes Yes Yes

@ NOTE: After performing part replacement on RAID hardware, and the process is complete for replacing firmware and

configuration, Lifecycle Logs reports double part replacement entries which is expected behavior.

Crash screen capture

Server Configuration Backup No No No Yes
Easy Restore (system Yes Yes Yes Yes
configuration)
Server Configuration Restore Yes Yes Yes Yes
Easy Restore Auto Timeout Yes Yes Yes Yes
LED Health status indicators Yes Yes N/A Yes
LCD screen (iDRACS requires Yes Yes N/A Yes
optional)
Quick Sync (require NFC bezel, N/A N/A N/A N/A
13G only)
iDRAC Quick Sync 2 (BLE/Wi-Fi | Yes Yes Yes Yes
hardware)
iDRAC Direct (front USB Yes Yes Yes Yes
management port)
iDRAC Service Module Yes Yes Yes Yes
(ISM) embedded
iSM to in-band alert forwarding to | Yes Yes Yes Yes
consoles
SupportAssist Collection Yes Yes Yes Yes
(embedded)

No Yes Yes Yes
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Feature iDRACY iDRACY iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades

Crash video capture® No No No Yes

Boot capture No No No Yes

Manual reset for iDRAC (LCDID | Yes Yes Yes Yes

button)

Remote reset for iDRAC (requires | Yes Yes Yes Yes

iSM)

Virtual NMI Yes Yes Yes Yes

0S watchdog? Yes Yes Yes Yes

System Event Log Yes Yes Yes Yes

Lifecycle Log Yes Yes Yes Yes

Enhanced Logging in Lifecycle Yes Yes Yes Yes

Controller Log

Work notes Yes Yes Yes Yes

Remote Syslog No No No Yes

License management Yes Yes Yes Yes

[1] Remote agent-free update feature is available only using IPMI.

[2] Available only using IPMI.

[3] Requires OMSA agent on target server.
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55 Web REFAEEEMA OS & iDRAC HiE
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{3 RACADM [EFEEEERER

{5 OpenlID Connect E35% iDRAC

®

iE: ICIHEERTE MX EE IR,

EE(#EH OpenlD Connect Zx iDRAC :

1.

2.

3.
4,

259 Web Y88k | 8\ https://[iDRAC-IP-address] , JAJ5H& Enter &,
BERERA,

MEBRABI : FEGEE OME Modular,

R BRI S B RTE.

MAEHEBRSTE.

BTER,

EEEREHEREFINRERE iDRAC,

@ |i$: SRBBEERENN , A47% iDRAC BERIAASER OpenlD Connect BFi%IR,

LAARIEER. Active Directory FHF5k LDAP FHRB
%5 iDRAC

TEER Web REER iDRAC ZHI , iBHBFRCEEESSISH Web N5E28 , HECOIZEGFREMIRAIEF K,
@ |iI: ¥JF Active Directory BF , BRBFARAKXNS. FIEERHEZEBIEIRA KNS,

)
)

i¥: B85 Active Directory 9p , EF openLDAP, openDS. Novell eDir 1 Fedora FIERIRStEZ XIS,

i+ ZISWEET OpenDS [ LDAP I8, DH Z4AMRATF 768 {ii,

BPAAMAARF . Active Directory FAFEL LDAP FEFRB{H&R iDRAC :

1.

2,

FIFFSZ35H9 Web NIBSE8,

1£ Address ( ittt ) =2E8= , N\ https:// [iDRAC-IP-address] 3% Enter,

(D iE: WNREKA HTTPS IROS (%[ 443 ) B8 , 55 : https://[iDRAC-IP-address] : [port-number] , Ef
[iDRAC-IP-address] & iDRAC IPv4 B IPv6 {tilit , [port-number] 2 HTTPS ix[S.

BERERA.

STF AR,

s ERARSMNZEBPZERT , SINEGH DRAC BFPEFI%.

» M Domain (13 ) THIZEEA , %8 This iDRAC ( LtHiDRAC) .

JF Active Directory FEF , I51E User name ( B ) 70 Password ( Z2f3 ) ==E&+ , i\ Active Directory FEFP& 12513, a0
RECEEBIEENRPEN—ES , MM THEEEIER This iDRAC (IIk iDRAC ) . BFPEERAATUR <tE>\<BFPE>. <5
>/<FAP&> 8 <AP>@<E>.

f5l%0 , dell.com\john_doe & JOHN_DOE@DELL.COM,

SNRAKTERFBIEEL, , i5M Domain (15 ) TTHEEEAHIESE Active Directory 1.

YIF LDAP AP , £ Username ( B ) #[ Password ( B8 ) R , MINIEGAY LDAP FIFPEMZERS. XTF LDAPER , &
EEMAERZ. BABRT , THEEESDH] This iDRAC (It iDRAC ) Bk,

BEHRR. SEERMEIIAFTIRERE] DRAC,

WNERIELA Configure Users ( EEEREF ) SURFIZVAKAFERER | HEUNRESSAMAEIREEINEE | NS E7R Default
Password Warning ( BiAZREEEE ) TUH , AFEENERER.

(EHEEREATHARER iDRAC

ERERREATRFRERZA , BHR

B AP ERERIEBIZEERTAENAS (CA) IEH _EEF DRAC,
ERERERER.
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iDRAC Web REIRBEEHEAEE FNBFETERFERR.
@ [iE: IRIBSESBEAR , FRERNRIEER | SIRTETRHTEEE-RERE ActiveX 1EH.

EFERERERIEAXIMRFER DRAC :
1. {EFE4ERE https:// [IP address] ifiE IDRAC Web S

XER7R iDRAC BRITA , IREIBNSEHER.

O]k WNEREHGA HTTPS IROS (IR0 443 ) 288K , i5H#A : https://[IP address]: [port number] , EHF [IP
address] &2 iDRAC Y IP ittllt , [port number] 2 HTTPS izOS.

2. KBERFBNEEERTPHEATE Login (BER) .
BERMAERER PIN BRI . THER.

3. BAAMERE-RAFPIERER PIN 18,
SBEZESR DRAC,
iE: WNREE S Enable CRL check for Smart Card Logon ( BRI §E £S5 CRLIEE ) MIFHAF , iDRAC 28X T

HiF BByl (CRL) HEERAIEBAI CRL, WMBIEBE CRL hyhCHEsRMFEMREARGETE CRL , MBFIGk
mO

(BFESEER{E/I Active Directory FIR &5 iDRAC

WAS(EFREEE-E/ES Active Directory FAIPESR 2RI , 1BHIRE
BREEIVAUENAE (CA) UEH (AEHAEEEZAT Active Directory IEP ) E#E] iDRAC,
ELE DNS fRS3E8,
J2F8 Active Directory R,
- CHERERER.
EAFEREEIES Active Directory FAF 25 iDRAC :
1. {EFBPERE nttps://[IP address] ER DRAC,
X5 77 iDRAC BRTE | RSB,
@ |iE: SNRIKARI HTTPS 8R0S (K0 443 ) BEX , B : https://[IP address]:[port number] , HfR, [IP
address] £ iDRAC IP ittfit , /il [port number] & HTTPS i[OS,

2. BAERERAREER.

BEREMANEREE PIN BR9ER |
3. WIAPIN , FEadigss,
EERRIEEY Active Directory EIEZRET iDRAC,

@ [i*:

YNER Active Directory RIFEIZERE AR, , MIATEZRL N Active Directory Z13,

(FHE—EFREF iDRAC

BRB—ER (SS0) l5 , BALIEEER DRAC MAFRBAGIUHAFIGIEESE ( fIaIBFEMERD ) .

{5 iDRAC Web FREEF iDRAC SSO

(FFB—ERINEEE R IDRAC ZAT , i5HHR

SEEREMH Active Directory BFIKFEREIRSAR.
BAEFISIE Active Directory ltEIdE2H E/EHE.

BE(FH Web FREES iDRAC :

1. {EABR Active Directory I ERE TR,
2. 7E Web XI5S88= , # A\ https://[FQODN address],
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iE: WNREKA HTTPS IO (i 443 ) B8 , i5#A : https://[FODN address]: [port number] , EF [FODN
address] & iDRAC FQDN (iDRACdnsname.domain.name) , [port number] £ HTTPS ix[S.,

)

() |i%: tNERAEFD IP HENETGAAE FQDN , SSO 155,

iDRAC {ERILAMERIAY Microsoft Active Directory R FRES , FREEIEHERY Active Directory KPP ERITERIERFHEFNE
;EO

(i CMC Web REEF iDRAC SSO

@ [5%: HEINEETE MX & ERTIA,

f5M SSO Ihee , TJLAM CMC Web REIFE iDRAC Web FRE., CMC FIFM CMC [35/ iDRAC BTEH CMC FIBR. WNRAFH
PEETF CMC HhiiiAFAET iDRAC 1, iZFAF3a] A CMC j35 iIDRAC,

WNERZEFH IDRAC PI4E LAN (LAN BEEA =& ) , M SSO AHJH.

E;%HE%%EMHL%EPEDF iDRAC IP #BIEA 4T AR, Bl iDRAC MLZZIEZFFER , N CMC Web FREFAIFEN iDRAC I &
TR,

BXES(SE , i52% Chassis Management Controller User's Guide ( Hlf8 SR HIZEAF18™ ) TTM www.dell.com/cmemanuals
SREX,

o ‘_ n ‘ ‘ -
{#MiEiE RACADM ifi8 iDRAC
1R LAEIS RACADM 2 FRTE R FimfE RACADM if3ia] iDRAC,
BXEZERE , 15215 iIDRAC RACADM CLI Guide ( iIDRAC RACADM CLI#8RS ) BTA www.del.com/idracmanuals _E3REX,
?ﬁ%ﬁi@ﬁﬁiﬁﬁ#’% iDRAC Y SSLIERFERIEEUARNIERFES | ZIKEIT RACADM ST ERESER. BR | %<

?i’o

(D) |iE: iDRAC iEH:2 iDRAC Ki%45 RACADM EFIRLAZ ZERIFANEY. HIEHH CA MAKHBESIES. EE—RR
T . MNREBUSTEIRR CA HEBNG , BRETRES.

BEIE CA MEBLAE Linux E{EMAixiE RACADM

EIE1TImiE RACADM &2l , WIEARTZR2E(EH CAER,
B AITFE RACADM HBET :
1. %% DER #&ANIEP#EHE PEM = (R openssl ds 1T TR )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem -out
[outcertfileinpemformat.pem] -text

2. EEE FEKEGA CAIEREMRIME, FI80 , 3JF RHELS (641 ) , B2 /etc/pki/tls/cert.pem,
3. & PEM 1&=UAY CA IEFFFINEI] Management Station CA iIET,
f5g0 , 888 cat command: cat testcacert.pem >> cert.pem

4. ERRSEIEPBFHIEE L1EF iDRAC,

{EEZA i RACADM ifjla] iDRAC

BX{ERAM RACADM 7518 IDRAC fUfSR. | 1§85 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI #8R8 ) BTA www.dell.com/
idracmanuals _EFREY,

(EFHEE RACADM ij[8] iDRAC

#RATLAMER SSH 8 Telnet REiS(A] iDRAC FHEfTEIF RACADM 5, BXESB(SE. |, i555 iDRAC RACADM CLI Guide ( iDRAC
RACADM CLI #8&g ) ®JM www.dell.com/idracmanuals _EZREX,

&3 iDRAC 33
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SERASTIAR

ERITES SRR EHZAT , ERILAER RACADM LIGERARBLTELAPRE. EM RACADM BEEIRERSZIE | 15

. AN
getremoteservicesstatus np/v\,

. 6: REVIASHITIREE

FINFES Lifecycle Controller (LC) SERMATS BINIRES
. X - miZE . migE - FigE
o EFBEEF . KA . K% . KHitE
- BTG -  IFEEHINEEUE
- WERGRREM - BEH
- BitESHIT . IFEWRE
 Lifecycle Controller Unified « I1EfE{$H

Server Configurator

o [RSSEETE FI/F2 SERIRRAT
HiE , FJ/9 POST $EiR

o RSBERTE FI/F2/FN $ERAT
gﬁ . RTINS S

- RSSEREHA F2IRERR

- RSBB|EHA F1I5|ISER

BKE

/5 HiE

BFRRIR : Z2REF

FREERYIFFRJILE : iIDRAC Express Bf iDRAC Enterprise
LEPS e

T A .
(B AHEETAISIES S iDRAC
ERILUEIT SSH B3R iIDRAC , MIARBIAERS. EHalLUSE RACADM @S {EAMSITEEURIXE SSH NRER. Tkl
IR FRITIE RACADM —#f |, BASIEES ST EER.
fgn -
BR:

FNISTNES

ssh username@<domain>
517
ssh username@<IP_address>

He, IP address f&IiDRAC BY 1P 3Bk,
&i%X RACADM S :

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

Z4" iDRAC &if

TERREM T AIREERSMAEAY DRAC 2TEHE.
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#.7: 3/ iDRAC &iF

L0 SiEH

iDRAC Web HE 6

iTFE RACADM 4

&4 RACADM/SMCLP SSH -4
Telnet - 2
ER1T -1

{f SMCLP ijja) iDRAC

HI&(EF Telnet B SSH Z5 iDRAC BT , SMCLP 2EVANGSITIRTR. BXEZER |, B8R (F SMCLP,

o | g 5"'!

Z2EAZS

eSS R SHET iDRAC BIME—BUAZES |, BRIAESEITMERFINEIRIE calvin IRE AERE, H—ZR0EEITIES DRAC FIIRSS
BiLett, B —TIRERSN , BNEENENAZE,

BRANKE—ENERAREETE LR, ERERS | BEREIRS2RANRA , WL : www.dell.com/support,
@

(D |i#: 18 iDRAC Eig A BN ELISIIATIRE SRS SRR,
RESICES | FEFRENARAERIRE | B/MS AR thEnZEIRE R,

EFHEIZFRIARY IDRAC 13

MREEARFHWIERLENIR , ETLERUTASERES

IDRAC IREXFER ( RRIRERER )
ZNih RACADM
OpenManage Mobile

AR5 EEETE USB i
USB - NIC

{EF iDRAC iR B2 HIEFEIRFNAZS

,\izguﬁﬁﬁ,@ﬂﬁ%agﬂ’ﬂ,‘%éﬁﬁaﬁllﬂ iDRAC IRE/NFTERF. G DRAC IR NENARTAINEE | EaTLLE IDRAC BEFEIREIR NEK
L o

Al 245 18 iDRAC HiRPEIALED | iX1% iDRAC EiRBHHIEIAE.
{s5F3 IDRAC iR BN FIfERFEIR iDRAC :
. EHEISIRSBEEFHIET <F2>,

1
2. ERGHEENH , B35 iDRACIRE.
3. B8 iDRAC FeEEIZHEIALEE,
4
5

i¥: ¥F PowerEdge C6420, M640 F1 FC640 , BXIAZZM3 9 calvin,

. BERLUA  ARERE.
. BAE5ERL.

HFTE DRAC IREFIRNMANRES | ERRSES.

(4t RACADM EiZEASRE

1. BRIZENRR LLENRIERA,
2. iAEIZS L RACADM #2,
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3. 1RAER (FF RACADM BN RSB R RENAERER FHYRABERIE.

{5 OpenManage Mobile FEiZEKIAZZD

EA]LAER OpenManage Mobile (OMM) BRHFERENAZRD., E{FRH OMM EF iDRAC , iBEEREFAEERS LAY QR 18, B*X
{EF OMM INEZ(E R , 1525 OME - Modular for PowerEdge MX7000 Chassis User's Guide ( FF PowerEdge MX7000 H18H
OME - Modular FAF$8RE3 ) ®JTM www.dell.com/openmanagemanuals _F¥REY A OMM 15BE3ZHY,

@ |iE: (NHEAEIRPEGAER | 33 GR KIBAFAMWE iDRAC, MPEFERBISEHMEGAEHITEY , ISWMABHETIE.

(EFARSSEEE1E USB iR OEREAZ

Q) |i#: ey BpEREREMES USB SEEO,

{EFIBRSS =R EC & SXHHRYST

BIEARSSRRECE (4 (SCP) X4 ( EBRUAMPRIH BiE ) | HEREEATEHEL  FAEERRSE LAIIRSHREE USBisO L
& SCP X, BXROEXHINESER , 152 (A USB in i TIRS S EHE,

(kR LB EHNiA1E iDRAC

B EENTENIEREIRSSRETE USB InOFH5R) DRAC LIEXETS. BXEZER  B80Y BUER USB EEA DRAC 7
.

{ER USB-NIC SEENIA TS

NREREXEE. BMIERFRENHENER | 1566 USB-NIC iEEEIIRSSRELATIA) iIDRAC FEFH EBENAZE.

| BREEEERS,
2. {EFISTISAORILSSRLAER IDRAC IP 51E) iDRAC 5.
3. $ZEB (5 Web REE NI SRS AGHIBERAE,

§ = oy gy . s e .
ii2EI1ZE A iDRAC 85
RSB R GHIRIGENIR |, BBAERRILUSIEEIRENAZERD,

=iz — BENRE

NBEEHRG: FZURS: , ERTRARE SIS R RSE, CERERSEE  THREARE (F,
RACADM &%, Web FRH ) LAEXIE,

=tz - RECEMNRSR

NRARS B LIRBELRERERS , 7B PXEREAA |, 15 PXE , AAJEA RACADM LIEIRER.

SHFNAE R

FEUTRRT | ERarEEEAZRHNESER |

o BV ERERP SPRERE iDRAC,
AR EEIIREE .
“System Information”  ( RFER ) tr&s HIRATERARY iDRAC FIFPAFIZR.

#&{s5M SSH, Telnet, TTFE RACADM B, Web REEFRE! iDRAC BFHESBR—KEEHR, T Web FiE. SSH 0 Telnet , 15E17S
BNAEET—KEEHE, XWFIEE RACADM |, B5HdE M m$ERES(ER.

() |i*: BXAPESNTHNENESES | B2E EUEENBERSINEEEY,

(R Web SRESEENAESRERT

SEER IDRAC Web SRHERT , J15RER Default Password Warning ( RUASIBES ) TUHE |, ISATLAENERD. BEHFUTLGRE
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1. 1%#% Change Default Password ( EEXEMAZTL ) IR0
2. 1£ New Password ( $1%#5 ) FE&H , BIAFERD.
@ [i+: BXAPSINSHYENFHES | Bl SVERNERSNZETE.
3. 7E Confirm Password ( HIAZES ) FERH , FREIANERD.
4. B 4REE,
FIEERAMELAECE | HRIRH{EEER DRAC,
+: RB7E New Password ( #iZ5H3 ) #l Confirm Password ( fiAZEHS ) FERILERIERT . Continue ( 44E ) AFR
RIS,

EXHMFRIMEE , 15503 IDRAC Online Help ( iIDRAC BEH1#3EN ) .

{£F RACADM BN RRIEEFFINERZS

EEXF |, BT RACADM #5% :

racadm set 1DRAC.Users.<index>.Password <Password>

Hefr | <index> M 1E 16 B9E (LRABFIKF ) |, <password> EFHIBFEXKIE
@ [iE: BRIAMFAIZSIR 2,

BXEZ(ER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BT M www.dell.com/idracmanuals _E3KEX,
Q) |iF: BXHYAPENSBOENSENES | B2E EERNBREMERED,

{£H iDRAC iR B2 AiEFEIFIAS R EH5

E(FF DRAC IRE L AREFENENABERER | iBHITLATERE

1. £ IDRAC IRBENFERFH , 6% User Configuration ( FIFEE ) .
FEEP<F]FF iDRAC Settings User Configuration (iDRAC iZE R FEE ) TUA.

2. {E Change Password ( EXZHT ) FERS , WA
@ |i: BXBPIMSHBIBNFHER | E8H EERNEPENSHETE.

3. {&kxepd Back ( [3IB ) . Finish (58% ) flYes ().
AE TSI e

B ZARAZBRESIHR

BRI S RENASREES HRNE R, BHITILHIRIE , S HE Configure Users ( ERE AR ) AR,

IP BHIE

Cﬂﬁ{gm IP BB LEZNSHES R EYSE 1P MU B SRAAMUREL EIR | FR5LE ( ZFELE ) iZ 1P BUHEFUsEAYRT BB I E R iDRACY,
IP BE. &

RFBEREMBOREL.

WRHBLX LM AIRTERERE (e ) .

BT IFEMAEUREYS | FRLE 1P HHENT SERRIRTE (IS .
){l’ﬁgléa’%ﬁ P it RFNELRERAMOREY . BISHAEN TR RE. JSAPANERE KA RICEERFERE TR
SEIR.

() |iE: SRBEER IP IRERSRINAERHERN | BL SSH EPRIRIBTLUTHER :

ssh exchange identification: Connection closed by remote host
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*.

8: EREiIREIEME

Bk EX

SR 1P FEIETIRE. M— IP sBHEZEERCT

iDRAC.IPBlocking.BlockEnable

iDRAC.IPBlocking.FailCount
B (FESERYRTE) ) |
iDRAC.IPBlocking.FailWindow

WprAH—E NZHIEE T 2RI AR (TEERIRY
18 )

iDRAC.IPBlocking.PenaltyTime

IREREERZMRIAEA P AR RERBUREL.

iDRAC.IPBlocking.FailCount

RHEILARDMEAL | FELLLRBIERIRG MR BE T4, SRIUREL

iDRAC.IPBlocking.FailWindow BT I AT EIERRT | RIS EIR,

BN MNENKBOREGSZHY P iR B SR EB B ELE AR

iDRAC.IPBlocking.PenaltyTime [EREE ( LARD AT )
7 o

{5 Web R HEIIFFDZ2H OS %l iDRAC B

E(HA Web FREZA 0S & iDRAC HIB , BHTLATIRIE :

1.

2,
3.

%2 iDRAC iR BiEIENMELE OS Fl iDRAC Hil.
LR 27~ OS Fl iDRAC EilIH.

BIRSERNERA.
HEGEETSIRIA A%
LOM — iDRAC S5 ERFZZENNEIERFZ iDRAC BHiEfEHEC BT LOM 8 NDC #&37,
USB NIC — iDRAC 5FHUIRERFZ BRHREFR S ZE iDRAC BiBsHECIBITNED USB S&iENT,
@ [iE: MRSHEERNRES LOM , iSIREFRAITIATRE :
REZR S iDRAC (NFRE—FMA
SRS ERAY NIC IBIFIZE I LOM
WEREHE LOM {EAEEEE | HEFHEETRENEERSEE | NEMNRIERSR 1Pv4 Hilit,

O |+ BEEH=h LOM B FEETIRSSE | WIRMERSE 1P il FERISEEME,

(D |i%: tN5RBE iDRAC ISR VLAN , T LOM HiigREEH LEET VLAN IRCHEERS LOM EX TEH.

YNERIESE USB NIC {ENEEBCE | I USB NIC BY IP ik,

ERINMER 169.254.11, EE(ERAERA P ik, {BE , WL P it SEH R A ARG E IR 1P tbhbhss |, N4RE
Lt 1P sk,

BN 169.254.0.3 F] 169.254.0.4 IP, XL P 224{EMA A/A EBESRT , A FEIEIR_EAY USB NIC i {REEEY.,

6. BEMNA.
7. BAENRAMSRENE P 2ETHE , LIREBER DRAC MIENBRMERFZEEHEE.

{F RACADM EREZEAER

FERUT®HS

racadm set iDRAC.IPMILan.AlertEnable <n>

38
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IZERERSR

WERBEBIRITAN RACADM 8B bR iEERfE* , iBM Dell Systems Management Tools and Documentation DVD Z23ELLT4H

(53

Zith RACADM
RSSEEETER

B3k Server Administrator NEZ{SE , 15215 OpenManage Server Administrator User's Guide ( OpenManage Server Administrator Fi
18/ ) AT M www.dell.com/openmanagemanuals _E3KEY,

X5 -

% HE iDRAC IP bk

(B AEIRRKPIEE
RESERFRNE

ARG MEBEFITNFE

wEETEL

FER B STIERY Web NILTES

Mg BES
BEEEOMEREH
ERIZEESE
FBipRS st E 4

SRS EREE 4
FEREMRFEEET BN iDRAC
RS ESEERE XS — SATISE
BIOS iRE8 F2 L L5 S E
BIOS k&

I8 = iDRAC IP ithitit

1R 1RIE 1SS BRSO B BYIIAMEIS B LSS iDRAC BUIB(E. SR TEHI—FHEORIEE iDRAC IP ik

iDRAC I8 B NFIfEF

Lifecycle Controller ( 1§25 Lifecycle Controller FBF$5Ra )

Dell 3B THE (1F£15 OpenManage FFETEBAFER )

HAEEARSSE8 LCD EIR (1IBSRRRN LRMRSFM )

@ iE: ENRRSHRL | EILLEZ RN LCD MIRREMEEE(NE CMC Wi EE. SBEINER . BREEERINGE
LCD mtREFGCE iDRAC,

CMC Web SR ( NERTF MX FE ) (1E207 Chassis Management Controller FAF$ER )

STFHZEXFNEIRSZEE |, BT LUSE P ittt | SifERABAIAL iDRAC IP HEdik 192.168.0.120 RECEVIIAMKZIRE , 157 DRAC I8
&= DHCP s34 IP,

SIFTIHIRSSES | BUABR TSZER iDRAC MEERE,
WISEIE T IDRAC IP Bt S -

40

RS EREARPZIESE.

B LA ™MERREA DRAC :

o (FRAZIFAINILEEE (Internet Explorer, Firefox, Chrome B Safari ) B iDRAC Web SR

*  Secure Shell (SSH) - FE4N Windows £ PUTTY IXEERIZ s, BUABRT  SSH TRTASH Linux BE , BILAHEH
i,

« Tenet ( HFRIABR TEHREZER  ELAREEEE )

IPMITool ( 55/ IPMI #5< ) & Shell 327~4F ( 7£ Windows &, Linux FIEEEE Dell EHIZEEFER . BTLAM Systems Management
Documentation and Tools DVD 8 www.dell.com/support 318 )

RERERA
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{§fF iDRAC 2B 2 HEF1% 5 iDRAC IP

ERE iDRAC IP HBtlF :

1.

2.
3.

4,

IRASERS.
FHEM (POST) HAjENZ <F2>,
1£ System Setup Main Menu ( RRIZEE5EEE ) TUHE , 245 iDRAC Settings (iDRACIRE ) .
BEENSE 7 iDRAC Settings ( iDRAC iRE ) TIH.
Bt Network ( FI4%) .
BERNS B MILE TR .,
BEUUTEE :
WL E
BEEE
IPv4 iR E
IPv6 iIRE
IPMIEE
VLAN iR &

{Z‘E/AEEFJE FERAIR.
MEERSRFHERRLENSIS.

AeEMEHEE

EREMEIRE
©) | i+ BEREERAEE |, 15218 iDRAC Settings Utility Online Help ( iDRAC i85 2 BIEFEAEER) ) .

1.
2.

FRERANIC T, iEFEEEA.
IRIERSRTEE , M NIC S FHEREH | BEUTROZ— !

Q) | i%: ILIEIRIE MX E& EFRTA,

EH— EniEneiR S F BTEnaEEIes (RAC) ENEAMSEO. WEOFRSENRERAHRE  FABEERE
DREVBIRAIMIENL | EEEBMNREFRETSBELR.

LTSRS IDRAC RIT MR SRIRRAERE | SIRSSRRA0 LOM 8 NIC in[55E. SELLEN LOM 8 NIC LIEE
PIZEFRERT IP HEALAELE | TREIITA IDRAC SECK B R—FMEAREF /AT 1P HBlk,

@ i+ WFDEESE . €A sRSETHNE (§H).
LOM1
LOM2
LOM3
LOMA4

iF: WFHNZEXFNEKRSSEE | RIEIRSRES |, n{EEM4 LOM %G (LOM1 #l LOM2 ) SE L3I/ LOM %Ik, 7£8
B4 NDC iROR7I R UBRS3EEH |, T{EAFE4 LOM IR (LOM1f1LoM2) , EEHBM4 NDC inORBRSEL | 258
g4 LOM %IRETF,

(D | iE: MFEEFA NDC HLEIRSFPER LOM , N Intel 2P X520~k bNDC 10 G RIS LOM , EREHIRISEE
.

®

. TE NIC EF MABREAT | EENPIZELRRRNRA  IITREHAS

@
@

iE: bIDEETE MX E5 ERTTH.

it B LAEEEBMEEOR | e LAMMiEOxNIEORE-RPIRE LOM FIFRiH{TiERE.

N (E8)  FTEHISAEERITIEHaEHES (RAC) HIRHMNERMERENO. EOFRSFEIRIERAHRE
FREERED REIRIMFWIENGE | EHEBNNAEFRETOBHE,

IHEIERRE iDRAC BIE MmO RMEHEERE | SRSEE0 LOM 5 NIC isODE. S59ELLFH LOM 5 NIC LIS
RILEARERY 1P HBIHELL | T RSN iDRAC S ERERE—FMEARF /AT 1P ik,

EAFMiKOE - LOM1-LOM16

ERAFWiKOE - LOM1, LOM2, LOM5, LOM6, LOM9, LOM10, LOM13, LOM14
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4. MEERILE ThIZEET | EIERISA LOM Z2—, WNERMERERRE , WiRE ST MIEERMSHTIRE.
FlEn , BEIE LOM1 KLEHFERHEIY LOM2 EE&H iDRAC MIEEIRE |, 1BXd NIC BEIFI%ERE LOM1 , XTREEIBMmILEI%RE LOM2,

() |i%: NS NIC HEIZG B HEH , MILILIHEEEHE,
5. W15 DRAC XRBFNIEEW TEXIIMEEE , WEBIIME T , 2.

HSEITUERTFEMER. MREEER . 1) DRAC SETFMEEEEMLIERIZEH 10, 100 & 1000 Mbps,
6. TEMEGERET , ¥4 10 Mbps & 100 Mbps,

D |iF: BREFIEMLESERIZSH 1000 MBps, MEFRERMNEERSEBNER TIA.
7. EWMTHERT , ERENTHSWTIER,

Q) |i*: N EMDEHSBEREE , MR,

@ [iE: NRERS NIC EFERNMEEREANENRMERRREME LA | WiERIZEREMEIEEMLE. NIC EFMNIRE
RGN ERERE MG EISIIRO. NEBITHEMEOREMSEZEN—ES | NESIEHERESEER D "L .
8. TENICMTU T, #iA\ NIC RIS AIEHEETT (MTU) K/,

@ |i#: NIC ERY MTU ERAEFIRARREIER 1500, MX EARISIVER 1280 , HftilRSS3EE 576.

EigE

AR ML ERZEEE DNS fRS32S | 1B7E DNS _LiEff iDRAC, XLESRINBEAIWIRIREEK , FISNBRARSS ( Active Directory B,
LDAP) . B—ERIIEREREBRITEE.

EiE iDRAC :

1. JEF8 Register DRAC on DNS ( [ DNS ;¥ DRAC ) .

2. )\ DNS DRAC Name ( DNS DRAC &¥7) .

3. %1% Auto Config Domain Name ( BEiiEtElH% ) LABZIM DHCP KB &, BN , 24t DNS Domain Name ( DNS 1% ) .

ficE IPv4 128

S IPv4 RS :
1. 7£ Enable IPv4 ( [3H IPv4 ) Ti%i% Enabled ( [3A ) %I,
(D |3*: 7555 14 £€ PowerEdge fR5388rh , DHCP BHAEREH.

2. 7% Enable DHCP ( J3F DHCP ) Ti%#% Enabled ( [BF ) £l , L& DHCP 8E5I5 P Htehik, MEFANFRIEIE B oS
iDRAC, &N , {&51%1% Disabled ( 2H ) FHENATZIANE :
B4 1P HliE
FEENITE S
ST ES

3. (\%) , 3 Use DHCP to obtain DNS server address ( {if§ DHCP 3XEY DNS JRs$3ggithtit ) , L@ DHCP RSB EERILASED
Static Preferred DNS Server ( §i75E% DNS PRE5388 ) 7 Static Alternate DNS Server ( F5SH DNS IRSSEE ) . BN, &
) Static Preferred DNS Server ( ##7553% DNS R5388 ) # Static Alternate DNS Server ( #7585 H DNS RSS2 ) i IP it
i.IJ:o

s IPv6 188

ETERNRE | E0JLAER IPv6 ittty
BLE IPv6 IRE :

1. 7£ Enable IPv6 ( 2R IPv6 ) TN%#% Enabled ( BFE ) &I,

2. 371k DHCPv6 fRSZEEE#NM iDRAC 1ER IP HEhE, RISKFOITFIIEHS , BIiEHE Enable Auto-configuration ( FRIBEIELE ) T
Enabled ( B ) %I,
@ |i*: BRI FRELESSS 1P #1 DHCP IP,

3. 1E Static IP Address 1 ( 3575 IP itk 1) &R |, SNBSS IPv6 ik,
4. 7 Prefix Length ( BISRIKE ) 124 , A 0 71128 Z[ERY(E.
5. 7t Gateway ( X ) 1B , BARISCHBLE,

42 BESERSR



@ iE: NREBEERRS 1P, WEE0R0 1P et 1 RS IP |, M IP Hellk 2 BREE 1P, MNREERES IPIRE , MZ5E) IP it
WRRENE IP,
6. UNER{#EFE DHCP , 2P Use DHCPv6 to obtain DNS Server addresses ( {#f§ DHCPv6 3XBY DNS [Rs3g8ithilt ) M DHCPV6 R
SSESFRENTE DNS FR55E8F0R DNS fRsSestttt, EofLIEEUTARE (WRFE)
+ £ Static Preferred DNS Server ( 553 Ei% DNS %5588 ) 1B , #IN\ESZS DNS BRSSES IPv6 Hbtik,
o 7E Static Alternate DNS Server ( 32585 DNS JR$EE8 ) 1EF |, I ANERSSS A DNS IRS3EE,

ficE IPMIig &

B PMIEE :

1. {E£ Enable IPMI Over LAN ( [EH LAN E IPMI) T, i%i¥ Enabled ([EH) .

2. 1 Channel Privilege Limit ( {SiEIXBRFEH ) T , %£5E Administrator ( ¥R ) . Operator (##{ER ) 5 User (ABF) .

3. 7E Encryption Key ( INZEZ4A ) 1EF , BAREILH 0 Bl 40 NM7SHFIZR ( RS HASEFER ) BNEEH. RAMEIEE,

VLAN i858

AL iDRAC BEEA VLAN EitigiE, BERCE VLANIRE | IBHUTUTEE
Q) |iE: EREHNE (TR) MDRRSHEL  VLAN IRERRIER , HEkfER CMC #1TEN. MRBREHSRATRERS
22 . WTJLATE iDRAC HIHEE FELE VLAN iRE.

1. 7B VLANID T, %iZREH.
2. £ VLAN ID 1E , BIN—MEREEE (M 134094 )
3. FEMRFERIET , MIA—NET 0 B 7 ZEHNE=FLUZE VLAN ID BULSR.

(D |i*: FBF VLAN ZJ5 , iDRAC IP TE—ERES IR A TTik1,

{f5F CMC Web 5{Hi%ZE iDRAC IP

E{FF Chassis Management Controller (CMC) Web FREIZE iDRAC IP ittt :
O |i: B AEENBERESESRIPRZEEM CMC I8H iDRAC FILEIRE. CMC SILERTIAESE.

1. EF CMC Web FRHE.,
2. #Z% iDRAC ig=i&HE CMC,
FERNS B7~ERE iDRAC T
3. % iDRAC IR B+ , IRIBEKIEZEFBA LAN LIREMBMESE, BXEZER , iB51H CMC online help ( CMC BXH1IES
) o
4. BRESETETIRRSEAMMMEIRE | St EIRSE32 i <server names,
DEIES A =15 DT
5. BZHIREN iDRAC FH4£Z iDRAC ig iSRS,
6. FEMLERE | I8 FIIRE :
IR
HIGE
IPv4 188
IPv6 IRE
IPMI IS
o VLANIEE
. BRMERE

@ |i*: BXES(ER , 5B IDRAC Online Help (iDRAC BXHL#EED ) .

7. BREFMNEES RGN,

BXES(EE , iI52% Chassis Management Controller User's Guide ( #lf8 B IR HI88 A 18R/ ) A M www.dell.com/cmcmanuals
3REX,



https://www.dell.com/cmcmanuals

B &R

B FRRERS SIS | TR IRSEHE N BBt e %A EIRS SR EEIRITHIE. MERSEE N DRAC IR TH
EXNERAFEE | MEERAREENIRSSS | HINEBEHAEEIZRSEE. BEXRERSHNESER | 15819 Lifecycle
Controller Remote Services Quick Start Guide ( Lifecycle Controller 2RSS HIENI 18R ) RIM www.dell.com/idracmanuals _E3KEX

FEERSSESTESEHS P HBlb(FFE, DHCP, DNS IRSZE5EEIARY DNS FHI BT EKEEIRS RS, WRIBET DNS , M DNS &
RECERSSES P, TEH{T DHCP IRE. WIRIEE TR ERSES , WIEEhd & , ELt DHCP #1 DNS 1IXFIRE.

1EATLAER iDRAC iR E A FIFERFEL{ERE Lifecycle Controller [BFRECEIRSSEEINEE. B XfEM Lifecycle Controller FIEE. |, B2
Lifecycle Controller User's Guide ( Lifecycle Controller FBF#8E ) M www.dell.com/idracmanuals _EZREY,

MRB NEFKREHEERS 6L , WEBSAASERK, ( RFiahE HRHETE0A DRAC FPEMNEE ) . BRERERS
%EZEU , Eﬁ%{%ﬁﬁﬁﬁtﬁéﬁﬁm&ﬁ YRR Lifecycle Controller B TECEIRSRINAE , TS IDRAC AFKFISER , EEEHKE
ZELERSSES.

E(FF DRAC IRE L FEFERECERSSSS | BHUTLATRIE
1. FIRZERSA.
2. EFBERERET , &2, AGHZE iDRACIRE > iIi2iBH.
B 57~ iDRAC 1R BB FTUHE.
3. CRBmEX  MARERSES Pittht , AERELE—P.
@ |i*: iEEEBIRSE P STikh0. MPIGEIRE , 18EM DHCP 3 DNS iRB#HTER ($B7) .

4, BETERILg,
15 E7 iDRAC iR BRI TR,
5. BRANIC,
6. 2 IPv4,
Q) |i*: BIEhES AR KIS IPv6,
7. [5F3 DHCP FM DHCP 3XBUE . DNS BRSSESHELEFN DNS 153,

Q) |i%: INPARERSSEE IP otk (S 3 ) TIRE , NS 7 2Tk,

(EABzEEIaEHc EiRS R MRS AN

BB ENRET e RXRMF PR E—aIRSETIEAN. XEEAESE BIOS, IDRAC F1 PERC, BifcEINREREBHSA
??Zﬁﬂﬁﬂ%@%ﬁﬂ’ﬂﬂﬁ%%ﬁﬁﬂ%ﬁ# (SCP) XML B JSON 3Z#4, fAZRy e IP ibtibAY DHCP BRSSEFBIRAL TIE1% SCP S4ATF
—E glm\a

BUEE—S "HeikE" IRS=REE SCP X, BiZEESHEHRZ NFS, CIFS, HTTP B HTTPS MB(E |, tuErET
DHCP FRSSasLAN ATECERRSSA3HY IDRAC i5iE), SCP XA RIET BiniRSHHIIRSFENES |, (B LUEISEEAEM. DHCP
AR5 88(F DHCP BRS3SRIBLUEEIX SCP XM (7Iik ) . SCP MBI HEhZ X HU BRI F1E.

= iIDRAC \E#H{TERNECERT DHCP ARSSERIREN 1P #bhithY , iDRAC 153 SCP KECERSARAYIRE. RB7E IDRAC M DHCP fRSS
ERERENE P it/ | A2VEREMECE. JRFRKEIRE DHCP IRSSERAIBAIEY IP ithit , NASEREmEE.

HTTP 1 HTTPS {4t E5%105F iDRAC Bt 3.00.00.00 S ESHRA S, =ERMHt HTTP 5f HTTPS HEUHASEMEE., WRERS
B2 FEEARE  UAFPSERHEHE—SCHRIBIRELAEF HTTP 8 HTTPS (6 E8. -s ETUREEHN ¢

. 9: FARIRYFHZHEI pass in (H

-s (ShareType) pass in
NFS 0B nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 8 https
@ | BHEERLS HTTPS iES. HHRBEREHES,

LUTHIERNAT B ES=RENVNEFINESE
-f (Filename) : BSHARSBRESE S HFNEMR. XTF 2.20.20.20 ZFHIHY IDRAC BEhRA , XEMHIEFER,
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-n (Sharename) : MBHEMNEZFR, X2 NFS 8¢ CIFS FrE,

-s (ShareType) : SIF NFSIEH 0, }TF CIFS{&5i# 2 , ISF HTTP{EiE 5 , I TF HTTPS {5 6, IXE iDRAC EW4hRZS
3.00.00.00 A9HEFER,

-i (IPAddress) : MIBHZRY IP Yk, XEMEFER.

-u (Username) : FAPFAYLUAEIMEHE, XZE CIFS FIEFER,

-p (Password) FAPEBRALILAMEHRE, X2 CIFS BT,

-d (ShutdownType) : 0 FRRIEFEX , 1 RTSEHKYL (BOARE : 0) . XEAEFER,

-t (Timetowait) : FERFENXANIME (FIANRE : 300 ) . XEEFER.

-e (EndHostPowerState) : 0 FRKA , 1FR_FFTF (BUARE 1) . XERIEFER,

7£ iDRAC [E{# 3.00.00.00 B EBhRAFZIFMINEINS | LUSH HTTP RIEBSHMREFHIREHINEE XHHIEIIERT
—pd (ProxyDefault) : fERENARIRNERIRE. XENEFR.

—pt (ProxyType) : FAFPAILME® http B socks ( BRIANRE http ) . IXEANEFER.

—ph (ProxyHost) : fCIEFAAY IP #utlt, XEANHEFER,

—pu (ProxyUserName) : BRUHAINRERSSHENAFE. NTFRESS  XEVIEFR.

—pp (ProxyPassword) : BRLIEMERRSSHNAFENE. NFREXR  XEVEFR.

—po (ProxyPort) : RIBARSSERMIRO ( BUARER 80) . XERIEFER,

—to (Timeout) : IEEFTFRENECE XMHHIEIHER ( LADHREAL ) ( BUAMES 60 2% ) .

X3F iDRAC B4 3.00.00.00 B EESIRA |, 3285 JSON AEHECEX . IR "XHE" SEAFE , NEERUTXHE -

<PRSBARE>-config.xml , 7=l : CDVH7R1-config.xml

<BUIE>-config.xml , 73~ : R640-config.xml

config.xml

<BRSBHFES>-config.json , 7xffll : CDVH7R1-config.json

<BIE>-config.json , 7~ : R630-config.json

config.json

(D i*: BX HTTP WEZ(SEBUILATE 794G Support for HTTP and HTTPS across IDRAC9 with Lifecycle Controller Interfaces
( HTTP 1 HTTPS A9 IDRACY with Lifecycle Controller Interface BI5E 14 {3235 ) HEHIkE) , Rk
www.dell.com/support,

@ [iE:
. {YXM4SEH DHCPv4 1 Enable IPV4 %IRRT , A8EEH "BiiiE" .
- BEEMEEHBNEREEEHIR. EEESTANESNE , YAxEamEE.
IESSEEMTT "BHEE" 1BFE . 1582E "BiiE" k.
WNER DHCP fRSSE8tPAYARA Dell PowerEdge IRSSEEEFHEREI SSRGS | WEEFEHE— SCP U4 (config.xml),
config.xml X{ZBIEERIA SCP XHR. BRT .xml 25, . json MHBAILISEE 14 KEFGIBEFR. X4 AILLE

config.json,

FPeILAMERIRS SRS IS e IRSZESES | RE EEEMSNAREEHRIRMRSES. W TEEAERSSEAXLRSEEE
BREEKRNE |, TLAERARRER SCP MHFEZ RN BIRFETHIRSZRE., EMIF  MREREXM N ELSHIIRSSS -
PowerEdge R740s #1 PowerEdge R540s AILAER R740-config.xml M R540-config.xml IXFE> SCP 344,

(D |i%: iDRAC BB R ENRELHRARSREMNESITE. BSKEMAMS config. xnl , RENEFREHE,
)

BztcEIRFF

1. BEESIEMFITFELE Dell FRSSEERBIEAY SCP 3T,

2. Btk SCP HMBIE—MLZ=ME | ZHLE=EB R H DHCP RSB 2ELAR A 2i@id DHCP ARSZE:5HEE IP HiltAY Dell fRSSE8IS
ial,

3. 7E DHCP PRSSESAIALMAIEIN 43 FERFPISELL SCP X IE.

it RMEHE Fe BRI | RSHREENHSMEIISHEIRCHRE | [REZERATI .
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4. FREXIP HBttRY , iIDRAC BAMMNEERART. (%I 60 )

5. DHCP fRSZERGMMNEIZRS dhepd. conf HARRIBEREIEIUAITIVES , F7) IDRAC KiX SCP MHHEF SCP XHZFR (1N
BiEE) .

6. IDRAC #54b38 SCP XHFHECEIZ XM hFIHRIFIE R,

DHCP &I

DHCPv4 fFBFZ £ BENX NS EUE#E] DHCP EFin, S MSHEN— DHCP &I, S/MNEIET— MEIRE (B 1 =%
B) toR, EIRES 0 #0255 R | KBIRTEFRGRIER. FrBEMEERT AT EIER,

DHCP 1517 43 FAFM DHCP RSB ERISEEKIXLS DHCP ZE iR, IMEIMEEN AI— NN AZER R, N AFZFRIZENES SCP
XiE, HEMBNBRThEAENEENE. Fia -

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 ({
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

Hef | - DEEXHHFMNE | - AFRFRERIX S IIRE X HER TR,

DHCP IR 60 AlIRBIFNXEARFEMRIATAY DHCP Z %, BEAETE IR ID REURIEAYE(T DHCP IRSEIN A &%
I 60 FMiFEIR 43, fEF Dell PowerEdge BRS325AY , iDRAC B[iEISLATHERES ID #H{TIREB : iDRAC, ALt , Euamin— ey "t
NIEgRE" HAEETEXY (K58 60" BIE— "BEIEI" , #Af5/9 DHCP iRSS 8BRS EREIEIL,

£ Windows EELE%IR 43
B7E Windows EECEFETN 43 , IBHITLATRIE
1. 7E£DHCP RS , #6Z Start (FFI& ) > Administration Tools ( &I THE ) > DHCP , LA3TFF DHCP [REBEEETAH,
2. HIARSBHEFHRAETRIMBWE.
3. 3BT Scope Options ( SBENEIN ) Hi%iE Configure Options ( BLEIEIN ) .
IHATE R Scope Options ( SEENEL ) MEHE,
4. ATEEhF%EE 043 Vendor Specific Info ( 043 {LRFHSEREE ) .

5. EEIIDJataiErilut:ry (BHEEA ) = |, B ASCll TAXIENAWERME , REWANEEHREMNE (HEHEa SCP X ) BUIRS
2P .
LT ASCl TENER , BERFEANE , FEZERSUTHF X ERELN.

6. Bi; OK (HE ) (RFECE.

£ Windows EECEIXIR 60

E1F Windows _FEZEIEIN 60 , IBHTLATRIE -

1. TEDHCP [RS8 L , ®ZEFa > BT H > DHCP LUTF DHCP RSS2 EETH,
2. ERRSHEHFRAETRImME.

3. gD IPv4 %1% Define Vendor Classes ( EEMERIESE ) .
4. BTN,

FERNSE B RE AT FERAINNEIE

- BREW:

« %BR :

o ID: Zi#il: ASCIl:

HERREW : FBRP , A iDRAC,

TERBR : FRRT , SBABLRIR K,

BatE ASCIl: D FEN iDRAC,

BEHRE  AEEREXHA.
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9.
10
1.

12

13.
14.
15.
16.
17.

£ DHCP BOh , AiEtad IPv4 Fi%iR Set Predefined Options ( @ BEFRESGEIR ) .

. (IR TR |, %1% iDRAC ( BESE 4 el ) |, AEET .
TEEIRSEBIHFIET  MALTER
« 8- ibrac
o EUERB - TR
« {888 - 060

*  i5BB - Dell (ARIFFEITRRT
. BBEHIfERR , LURE] DHCP &,
EARSHZMFRTRMEIME  AEREEERIR , ARISEEREIRIR,
BESRERR,
181 Vendor class ( M5 ) THEZE |, %R iDRAC, 060 iDRAC JESE7~1E Available Options ( BIFBIEIR ) 7!,
1%4% 060 iDRAC &I,
ENIRIEE] iDRAC BOFRFE(E ( LARIME DHCP 124149 1P itbllk ) . ZFREBET RIS ANIERRY SCP 314,
BXIZIE DATA kB, FHRERE | BEREGUTZERIFENXASE
* Filename (-f) —FRSHIRSIREEM (SCP) BIETR,
¢ Sharename (-n) —3IERMEEZNEFR,
e ShareType (-s) —

B& T S2i5ET NFS #1 CIFS RIS |, iDRAC B 3.00.00.00 BB ShRANSASZ @IS (A HTTP 8¢ HTTPS iAaEtE L

{, -s option FREEHIN

-s (ShareType) : 28 nfs 8 0 1EAT NFS ; cifs B, 2 i&MTF CIFS ; http 8 5 I&FTF HTTP ; https 8, 6 i&FTF HTTPS

(384 ) .
s IPAddress (-i) —IERXEHERY IP HBE,

(D) |i*: sharename (-n). ShareType (-s) fll IPAddress (-i) BYRTEMNLERIE. -n K2 HTTP B§ HTTPs Fif

* Username (-u) — fEnAAMEHEMEBRRAFSE. X CIFS FEHER.
« Password (-p) —IERBAMEREZMFNER. X CIFS FEMER.
¢ ShutdownType (-d) —ERANANER. 0 XRIEEX , 1 T EHIK.
@ |iE: BikigER o,
¢ Timetowait (-t) —IERFENEARXAZBIEFNE. KIANZER 300,
+ EndHostPowerState (-e) — IERENMIBRRE. 0 F=XA , 1 F~FTH. BARES 1.
@ i*: ShutdownType (-d). Timetowait (-t) ll EndHostPowerState (-e) EAliERIEH.

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 192.168.1.101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.168.1.101 -s https

{£ Linux EECE %R 43 FiELR 60
& /etc/dhepd. conf X, XESERNEEHES Windows SEHE(L -

1.
2.

BRHHRTHAItL DHCP ARSS 885> BCRUMIE SR Ay I,
BRI 43 , F/91%EIR 60 EFREFRENESEITRRT.
option myname code 43 = text;

subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system_config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -t 500";
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range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max-lease-time 43200;
}
}

AT 2N ERIRRR R R PSRN B S EFNIRIES 2
o XHE (- — F2RSHRSEREE X HRIE TR,
® | iE: BANHGEMNNESER | 520 EHAERE R ERSHERSEA M.
Sharename (-n) - IBRMEBIHLEZFR,
*  ShareType (-s) — IERHEZ=HA, 0FRNFS, 2R CIFS, 5 FRHTTP , 6 "R HTTPS,
() |iE: Linux NFS, CIFS, HTTP, HTTPS HZRfl :

* NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

ifR79 NFS RILEILZ(ER NFS2 3 NFS3,
*+ CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400
* HTTP: -f system config.xml -i 192.168.1.101 -s http -n http_share
* HTTPS: -f system config.json -i 192.168.1.101 -s https
*  IPAddress (-i) - FERIHHEAY P HBAE,
(D i*: Sharename (-n). ShareType (-s) #l IPAddress (-i) JAUERRIEIE, -n 3F HTTP & HTTPS FEXEE,
+ Username () — IERBIAMES LR FTBAOAIFS, (X CFS BEULER.
*  Password (-p) — JAAIMNEHEZRTFAFRAVER. X CIFS FELER.
+  ShutdownType (-d) — IBRENANE. 0 BRIEERNL , 1 RamHIFE.
O |z: minizEs o,
«  Timetowait (-t) - IERENREFRAZAIFFAIETE. BOARES 300,
* EndHostPowerState (-e) — fERENAIEIRIAS. 0 TR XA , 1 RJTHH. BAREN 1.
@ i¥: ShutdownType (-d). Timetowait (-t) ¥l EndHostPowerState (-e) JIalikE ¥,

LATEM dhepd.conf SZH{REBEES DHCP 89741

host my host {

host my host {

hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}
(D |i%: 4W48 dhepd . conf NG , IRREHISEN dhepd BRSSLARIFISERY.

=)= =t T e

HEEFABmECEIIRER , BIHRESHTINTRE :

TIEHIMBHE (NFS, CIFS, HTTP #1HTTPS ) 7£5 iDRAC #1 DHCP RRSS85HERINFM LR, MiXMBHZLREEaET
Pk EH BRI RIR EIER.

IRSSEEHENHESHEAIMEBHE, IWINAERR SCP BTV ENEN , LUEEEB it E 2T al LN FIEFRIR
&.

FRIE iDRAC BUESKIZE T DHCP IRSZEEF1EH 7 DHCP B2E , LMERAIRSEEsEhEEINEE.

{§5F8 iDRAC Web REEHBGIEEINEE

HRE/SA DHCPvA # Enable IPv4 ( [R IPv4 ) &I , FEERABERIIEE.
ZEABMECEINRE  IBHUTLATRE :



1. 1E£DRAC Web RE T , ¥5Z iDRAC Settings (iDRAC i&E ) > Connectivity ( i%#% ) > Network ( f4& ) > Auto Config ( B
HEcE ) .
BERS B ~RI4ETImE.

2. EBMERELY . M\ESH DHCP Bl NS hEE FEN—NER
+ Enable Once ( BB—IR ) — {XfEF3 DHCP BRSSESFAS |FRY SCP SUASRECEAM—IR. WRERER | BEAaEE.
 Enable once after reset ( ZEEIRERE—IX ) — 7£ DRAC Ei&f5 , {X{EFI DHCP BRSZS8RTE | AU SCP S{4SkAL B A 4—

R, WRERER  BZABES.

« 2P — ZHBEmEEINE.

3. BERMATTRARE.
M4E T RE 2 B EIRIET.

{£F RACADM S EzEIECELIEE

E(FEH RACADM EHBEFNECEINEE , 15 iDRAC.NIC.AutoConfig XW&R,
BXEZ(ER , 5215 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _EFREY,

BXREMEEINEENESEE , 132158 www.dell.com/support 2 Zero-Touch, bare-metal server provisioning using the Dell EMC
iDRAC with Lifecycle Controller Auto Config feature ( {88 Dell EMC iDRAC with Lifecycle Controller B shfic B ThREiEMECERIAR
SESECE ) AP,

D2 =] —Ns g =
R ZEIREESN 2T

£ iIDRAC WA 3.00.00.00 B9 PowerEdge fR5Ses £ |, BRI LA AEGIRRIKERFZIEH BIOS B8, FAFMISHISUETH
REZR 0 ( SNMPV3 F1 IPMIBRSL ), ST LR MATST AR RZRL,

BITFAZRSEFIThAE -

o IEETLAERIGE TR SHA256 BIFHELIRE IDRAC FIFERSH] BIOS 8. IXAIFEEIRSSSEECE 4. RACADM F] WSMan &
1244 SHA256 &, 12{t SHA256 ZR3ERT , FISTTRIBIT SNMPV3 #1 IPMI I TIRIIE,
(i) | i%: i=#8 RACADM = WSMan 5 Redfish i F iDRAC RIEFIRTBECE/Eifk. EAILARER SCP {EixfE RACADM =
WSMan & Redfish it {78520 BB/ Hif,

o IBOTLUKE—MENRIRSS S | HhEiFERHIgXAYHIAYETA DRAC BP0 BIOS 218, IRSERER | B9 LISHE
EEEBRAENRSSEEENE. SHEE SNMPV3 1 IPMENEREIEGIE. SANESNXERE | WIERRHE Del IPMI
TE , NREARIARANIE , NETFRETEGIZDENRF | IPMI SHIIEEEM,

E5RmE (i iDRAC GUI ) S REBF KA E2EE.

ST LAER SHA256 £ EEFIAEE Salt AYETIZER.
S mBEE "IRSEEH" MR REEIEIISHEGIEE.
WNRKETIIFEKFANHIEIR | 156/ iDRAC IRE A FFERFEA 1 RACADM J& IDRAC IR NENAES.

ANER{NfEMA SHA256 ZREEISIIRE IDRAC FAFHKFRYEERS |, MRBEREMEED ( SHAIV3Key B MD5v3Key B IPMIKey ) , BBAIKETC
JRIBIT SNMP v3 # IPMI 3 T36IE,

{8 RACADM RYER5I%5HS
BRERGIEE , BEUTIRES ot SO

iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

ER TS AS | BB A S HRIIRS B E S

racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -
t <filetype> --includePH

IS EXBAIEEIRT , MIRNRE Salt Bk,
Q) |i*: XEEERSEF INI BB,

ARSSRREC & S PRIEISI RS

LU IR SS AR ECE X 4 h SRR IS,

RESERSR 49


https://www.dell.com/idracmanuals
https://www.dell.com/support

LSNRSHREEHRS | BILUEEIRNAEEEMSHEEaGIERYE. MREMECIH TR , NaEraIERATEED
RNRE. SANBENMENATRFEREL.

AMEH SNMPv3 1 IPMI &I RER512305

TSR SNMPV3 F1 IPMI BAIE ( DNERANER ) BIRTAEREIGIRTE, PREHRHE SHA256,
BNNERERALS RS -
1. X3F IDRAC FBFIKF | ©64{sEFE SHA256 XYERBIHAITINERERIF.

HEJIEINERE , BN 16 FHTHEIFAR. Satt KR 16 MFTRIKE (RRM ) . —BMIN, BB 32 MR
e, 820 BT+ TInER" |, B0

288 = SOMEPASSWORD
£ = ALITTLEBITOFSALT—RNRY 16 N2iF
2. FI7F Linux SR RFHETIA TS S ¢

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd -p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

3. ESAIRSEFECEXM. RACADM 5<%, Redfish B WAMAN SRiR@4tEGIEFIINEL.
Q) |[iE: MRIEHETIF—FCHINNZERIZTS | SHRREEMELIPIREEHZFTE , B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06£f1lc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4. iﬁ%@:ﬁ%}%ﬁﬁ%ﬁﬂ’%@iz&ﬂﬁﬁ%ﬁiﬁ%%ﬂuﬁﬁﬁ , {8 SNMP v3 1 IPMI SIEARE R T EA RS EiAH T EHAIEIER
iDRAC PP,

(St EE QAR E

IRE IDRAC IP itilIEfE , &ATLAER iDRAC IRE N FREFENAMERRIKAIRE (BIRF 2) . ERATIHERE
1. £ DRAC iRE/FTERFT , 2= User Configuration ( BPEE ) .

FEEP<F]FF iDRAC Settings User Configuration ( iDRAC iZ BRI FEIER ) TWAE.
2. IEERRA. LAN BAFBBR. SB1TiRO0RFPRIIEMEBIEMER.

BXREMIMEE. , 15513 IDRAC Settings Utility Online Help ( iIDRAC & B/\FFER-EAH1#58) ) .

3. {fkoxrB Back (J5IB ) . Finish (52R% ) #lYes (2 ) .
AhEIRERKPIS B E K.

KERERRME

&aTLA(EFE iDRAC Web FREEY iDRAC iIRE A FEFIEEEET O ZE RFANMNEIFMER.

(£ Web REIZEZERFANUE

EIEERAMNEFMER

1. 1EIDRAC Web REH , 3% System ( &4t ) > Details (i£15 ) > System Details ( ZHiEE ) .
BEEDE R System Details ( RFAFMER ) TIH.

2. 7z System Location ( RHUE ) T , HIAZUBFOPZERFEIIBIFMER.
BXRBIEMAMER | 1B5(7 IDRAC Online Help ( iIDRAC BX#EEED ) o

50 BESERSR



3. BERNA. FRUEFAEEISSREE] DRAC H,

{f RACADM 8BS ERF(UE

EIEERFANEFMER | BfFH System.Location HYIER,
BXEZ(EE , i52(15) iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJ M www.dell.com/idracmanuals _EFREY,

{£M iDRAC iR B2 BIEFRERERFRUE
BISERARELAER

1. 7£ DRAC IREAFITERH , ¥ZE System Location ( RFEIE ) .
fEEP< &7~ iDRAC Settings System Location ( iDRAC iRBERFUE ) .

2. MABETOFZERFIEFMER. BXZEHMANER , 15217 IDRAC Settings Utility Online Help ( IDRAC B2 iR
BXHVERED ) .

3. {&kxepd Back ( [3IB ) . Finish (58A% ) flYes ().
ZIEMEERISRE,

& —
(1] =
AL E R TEEEFNTIFE
BHIRSEEFENRFES HEAEMNEARRFRR. BEHBEINERENRFARRESEIMEERFA SN  BERFEYE , B
REFVCEAE. BEXMRESESEHY. S LEEEPEHIRBHIRIER SRRt ESGHI T
{§ A8 iDRAC Web FHE. RACADM & iDRAC 8B FER , ol EMUA TEES -
o fiftEee

UERS=ZNIES
REFATSHIGEE

RFE  BUENBERBENSR
B RERENBEERENSR

{{EF iDRAC Web RE{ZEHWEE

EEHETNRE
1. TEIDRAC Web REH , BEELE > RAINE > BHHRE > BUAESE.
2. IEEUTSIm:

«  BURERENM - EERAECE Y

AIARAEREXHEE (RINE) - ERERAERXSHERRER BIOS > RE BIOS iIRERARENMHEENH ME
Me9ER "REEREXM" RE.

BAMERT | LETURENFANRERENHHRE. ShrEFMT T BOS EENHNEENEE. TRERS :
«  EKTERE (THEEESHKL)
+  PTFEL CPU T5iiAY I REIERE(R.
«  Turbo ECEERIATREMHRE.
—RIERT | SRFEDEE FTRBEERRS.

=R (BRMEREML)
RERERXBERIFIASHT TR ERIERRIIFE.

—RRIERT . SRFEDHA FXBEERRYE.
AERE — FERERRDIRSSES Y | BRI AN, BR "FERE" TReaiEN GB=ETa
IRSERIGRS TR BB | EAEEEENNE M RESR N B .
() | R MEEERINE | ISEERS BIOS > R BIOS RE. RAREXMHRERHE "RAREXH" REMEX
mEigE.
« BAHSIBEERS — NTREEG | BREAHSIEE. XEESIRERAET.
BRAEJIRRIME |, 70°C (158°F),
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4.

)

LS RGENBEREY |, FEHFRIEENBIMEIHFSIERERS. BTRRTRADHNRFASEES , EbX
FARBETERTERIRGTR(F TE/R'Fﬂn,J;EfEJ{%E

RBEEE RS - lttxilﬁjjﬁl?z%a%?m{ oML AIRE ), SISO T REMHRE (IR0, #RAJ PCle ) LJ_JE‘EE-'EE%MI*E’J
BEH. NUBEEERR :SU"U*‘JEKtbLﬂ?ﬂi&?ﬁJﬁlfﬁﬁﬁ’J%&HF‘JEK? (REEOESHE ) . FIEOEEIE -

(ERBEEE — 5 HFEKTE*‘UJ@F MR,
PERBIRE — KX BERIESIIRATE.
BREER — SNEERESRIRAEE,
© BARBEE — BXBERESIIEE.
« KA - RBEEREIRNXA. XEEME. WRIREHNXE  WARTES. BERRKBEHURBHIEANEER. 1§
R BRREBEREXBUARKERET.
NEERFEEENSH  ARETRS. SMBINBERESES BTSN
NEERREESIENEERESERNEDtL. RIBRNMESIER , KBEEARE TE%EUﬁﬁ{ﬁ%ii%e BIRR
FINFETLT G0,
NEEREE RSB NNSHIEEERSRANEERER, XELHEERS[/RGXSIHREEERR SR AERER L E]
ks, REEHERESSERESIEENEER , #MSEEREEANERNRE A ERARE.
& WAYERREAIZIRRE PCle BEcaneil. AT | Iz AT REH I ERIRTETARE

- EE

« K PCle A\OiREBRH - BUAE/ 55°C. NFEERIRNDRERSE=77 PCle RHIEE 45°C NBYKIRE.
«  HISIBERE - ST LB ESIA MERIRERFSIRERS
RERKHISIEERT
- RETSIEE LR
« PWM HHIREREER (RAENESLL ) - ERIIEIXXEEERERHTRHAE, BIIER , SrLIREESNEER
SZNBEIERE , FENREMEE X NBRFIENTTELZIFAENESNEERE , AJLAFEREICR RS R RN EERE,
« B - RIERRBPEXER/N\RNBEERZEHEIANME,
« BEX - ANCEENHNKEEZERNES . SEER 9-100,
REXEER PWM ﬁﬁfﬁiﬂ’ﬂ?ﬁ@’fﬁ?&%iﬁﬁﬂ%ﬂ’ﬂxIﬁﬁ'ﬁﬁﬁﬁﬁﬂﬁa F—MEANTHEENE - MERRERAE (HA
BER AR R BT RAARE )
RENX B LMRERRRISIREK |, L,Lm:_FJtl:JEKEI’JJEKL  EMETFRREXNSRESR, Fla0 , & "SI XEEER"
REN 36% BoRFINEEREKITASET 35% PWM,
@ [iE: 0% PWM RERFREXH., XERETIEEHSEREEE,
XUGERRAMN  BRE—BHTIREHNA , BEMEASERRENSIS. XHSBFHL. DRAC 8% BIOS BEFHAEIRG
BERNERIANRE., BENBUNEAIREHAERMERS S L2500, REMAESST | BAreBra BT ARMtBEE N E.
BEMBNAERE.
EAEBERLUTER
It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BRSNS S ZBEHSIS.
it WREHS I SRFLAEREEA.

{EF RACADM (ZER &

B(EMEIIZE | 1515 system.thermalsettings HAHAIXISH S TERTIRMHM set FpSESFEA,
#+=.10: RS

bOES L EAfER il
AirExhaustTemp BTRESAHSEERS. gEnUTHIE (2FR 2 ENERSTHIEIRE
4 .
%) : _ racadm get
0-3R40°C system.thermalsettin
1-F=45° C gs.AirExhaustTemp



POE 1588 EAER 5l
+ 2-FR50°C B

FanSpeedHighOffsetVal

FERIEEEESIL %PWM
El "ESNEEREE 1’
ENXEERERRERE.
IEBRF RS,

15{#M FanSpeedOffset
g SRS E 1R EL

e 3-3F/R5BH°C
. 4-F:600C
+ 255-37R70°C (BKIN)

{8 0-100

AirExhaustTemp=70

ZHEHERERACRENE
ESHGEERRS/ 70°C,
BRERFRIRELUSEIRS
60°C :

racadm set
system.thermalsettin
gs.AlrExhaustTemp 4

A

Object value
modified
successfully.

SRR FEASFHFERIZSHE
IUREMRS , BRANIZIZITLL

Tis

racadm set
system.thermalsettin
gs.AirExhaustTemp 0

FRELEBERUTERER

ERROR: RAC947:
Invalid object
value specified.

HRRIE SRS EE.

BXEZER , B2
RACADM %38,

EBIREIRENIIAE -

racadm set
system.thermalsettin
gs.AirExhaustTemp
255

racadm get
system.thermalsettin
gs
FanSpeedHighOffsetVa
1

IasSIRE—ME |, 10

"66" . XEREEFERUT
ot , BENEETEEX,
FEIRENNEERREE &
& (66% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 1



PO 588

EAER

5l

FanSpeedLowOffsetVal .

FanSpeedMaxOffsetVal .

FanSpeedMediumOffsetVal

FanSpeedOffset

54 BESERSR

FEREEBaL %Pwm B4 0-100
R EXEEEREE 1]
ENKEEREREE.

HEBRT RS,

15{#/ FanSpeedOffset
g%ﬁ?mEO%ﬁﬁﬂ

Rt RIE AL %PwWM  fE790-100
R "ERANKEIERERE"
RENXBEEERZE.

IHEBURTF RS,

1&5{#H FanSpeedOoffset
g%m%a@3%&%%

RS %PwMm B9 0-100
EH P EX R R
RENNBEEREEREE.
IEBURFERS.

BIFEH FanSpeedOffset

XSRS |E 2 KREUME

(RIS get BB BN
%ﬁﬁﬁ%ﬂ@ﬁ%ﬁ% . 0 (EREEE

° o - BNEE=ER
LIRS sot HORANE | | i
A, LIS EFRERKEEE =

HIRBIE. . 5 BARREE
FSHERE T AR -+ 255-%

FanSpeedLowOffsetVal
FanSpeedMaxOffsetVal

FanSpeedHighOffsetVa

racadm get
system.thermalsettin

gs
FanSpeedLowOffsetVal

AR SIREI—ME , W

23" . XEHREEFERALT
R |, BN ARTEEX
RIRFRINEEEREERE K

B" (23% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset O

racadm get
system.thermalsettin

gs
FanSpeedMaxOffsetVal

A $iREI—ME , 10
"100" . XEMREEFERUT
T | BENEHEARER
(R (BILE , 100%
PWM) ., BE , HRESSE
NERRIESEI SR,

racadm set
system.thermalsettin
gs FanSpeedOffset 3

racadm get
system.thermalsettin
gs
FanSpeedMediumOffset
Val

tamSIRE—ME , 10

47" . XEWREEFERLT
o, BN BT EENR
FEIRENNEEERERE "+
B" (47% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 2

EEENARE !

racadm get
system.thermalsettin
gs.FanSpeedOffset

BRNEERREREN "B
B" (m

FanSpeedHighOffsetVal

SFRFEX )

racadm set
system.thermalsettin
gs.FanSpeedOffset 1



PSS 588 ERER il
170
FanSpeedMediumOffset
Val MR (AIEENX ) 2
AT R RS RI(E.,
MFSMaximumLimit EEEY MFS BISRA(EFRS! B9 1-100 BRI LAER
MinimumFanSpeed iEINSEH
HIERAIE
racadm get
system.thermalsettin
gs.MFSMaximumLimit
MFSMinimumLimit 1B MFS 195/ MEBR {BIM O Bl MFSMaximumLimit BEERaLEE
N N _ MinimumFanSpeed iGN E
FIAEN 255 ( eV ) HE/IME.,
racadm get
system.thermalsettin
gs.MFSMinimumLimit
MinimumFanSpeed s AFRERFETHAENSR MvrsMinimnunlinit B  EREFERFEREEESASHD
EXBRIEXR, MFSMaximumLimit {KTF 45% PWM ( 45 A2
o EEMNEEZRNEE (IR P MmiI==g F MFSMinimumLimit 2
) B HERSERTENES ggﬁ%%ggag%{%ﬁB%' M= MFSMaximumLimit Z[E]HY
R ItE X AXUEEERSRE, ’ B) :
«  IHERXEBEIEZRR %PWM
&, racadm set
system.thermalsettin
gs.MinimumFanSpeed
45
ThermalProfile - niFEE hEEsm & BEEIEHRRREHR
emERELEE | o =
. IHEIRIERE LA R
XBRIOBRTARBRAR | _HETEE%J;% racadm get |
=714, EX system.thermalsettin
gs.ThermalProfile
EEEPVCEXHHREN "R
racadm set
system.thermalsettin
gs.ThermalProfile 1
ThirdPartyPCIFanRespons . gg=y; pCl RAGHEAER, fE: ELFREATOARIR SRR
© o RFEERNRERENEN . 1- B8 MIRE , LISHHeNEIRE=
$=75 PCIRIBUARGR, . o8 FPCIR:

SN,

&R LAEE Lifecycle
Controller HEHHRJEE ID
PCI3018 , SREIARRTRE
=7 PCI &,

O |: BRiAfER 1.

{EF iDRAC & & 2~ FHiEFIE B E

BIENETIRE

1. £ DRAC IXENFIERFH , 2 ZE Thermal (i) .

racadm set
system.thermalsettin
gs.ThirdPartyPCIFanR
esponse 0
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fEENS &7~ iDRAC Settings Thermal ( iDRAC i&E iR ) W@,
2. BEUTEIm:
REREXH
BRAHESIEERS
« Fan Speed Offset ( X|/BIERZR(RE )
o ERIEXEESR
BEBKAGRE , XEF—BRENNAT] , BlIIASERFEEMNS|IS. EFEEN. DRAC 8¢ BIOS B EAIEIEEIESAZIA
RE., —L Dell RSB BT RESTIF BRI REASTIFB DB TENEEX AFSANET. AMRAIFXLEDR , EliIBA2BET~HER
BLERHEENE.
3. {foxrBAds Back (J5I1B ) . Finish (5SR% ) #lYes (2) .
Mi#R BERNEC B,

{FH iDRAC Web REIZY PCle SiifiZ&

BN BT PCle - EEIZEHEAIRAT , 5/ PCle STHRE.
® |i$: PCle SFHRETE MX & E R,

BIEH PCle STIRE :
1. £ IDRAC Web REH , HERE > RFIRE > BIHHRE > BREE.
PCle SRIRENEREERENERERD .
2. IEELATEIN
LFM 185, — i AEXEUSAEENX LFM %I,
BEX LFM —BA LFM (B,
3. BENANARE.
REBERUTHER
It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BT RE RN S A ENEIS.
® | i WRERE| SRAINEEEEN.

B S

ELEATIHE DRAC RERITEN , AT s FIEE PowerEdge IRS58E.

FREEH

1. TERIHFRERSR. BXESER | 15519 Release Notes ( R1THHA ) .

2. REHEHABE ST Web SRR, BXEZ(ER | 5SIH Release Notes ( RATIHHA ) .

3. LEESFIHY Java Runtime Environment (JRE) ( SNER{SHAE Java Fiftr 2B sk Web IYSSEH9 iDRAC , NIEE ) ,
@ |iF: BRE Java 8 KESAIMERILLIIEEES 1Pv6 FILEE iDRAC EIMEHIE.

4, M Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT 3 {4S2Z24EmfE RACADM 1 VMCLI, & , 1=17
DVD RS ESE S BAIAFIE th OpenManage H{4-ZEEEFE RACADM, B3 RACADM fUEZER , i5£(17 iDRAC RACADM CLI
Guide ( iDRAC RACADM CLI $8Fg ) T\ www.dell.com/idracmanuals _E3%EY,

5. IRIEEERZE THAM
Telnet
SSH 22 i
TFTP
Dell OpenManage Essentials

izfEifl iDRAC

ZNERUGITAZISE) iDRAC Web FRH , IBEHHRETRILS IDRAC (U FR—MEH. fian :
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TR ARSSES - EuhWIS CMC F1 OME Modular i FE—MEEH., BXiE CMC MESSERANIMNERENESEE | 55
5 Chassis Management Controller User's Guide ( #lf8EBIEHI28FFER ) BTM www.del.com/cmemanuals _EXREX,

HZRFIATURRSS RS - 45 DRAC NICIREN "ER" 8 LOMI FHREIRILS IDRAC (I FE—ME5H.,
ENERIGHARERGIEHE | 518D IDRAC Web REERBEIMEHIA.

BoE SZIFHY Web NIESES

Q) |+ BAZISHVEERERFHESES |, 525 www.dell.com/idracmanuals HE2HHY Release Notes ( R1Fi58B ) ,

ALFEREEEIARERINEESHE iDRAC Web REMIKSZSEINEE. EFARLINEE  SUNEN—ERE, XEFEEERZERM
HEORELEFRERE. 5 Java, ActiveX B HTMLS 1A STIEE.

IR MBI IBIRSS 881EZR Internet Y Management Station ZE#&Z! iDRAC Web FRE , MFEEFLE Web NEELAMIZIRSE8515)

Internet,

(@) |iE: SNSRIEHER Internet Explorer B Firefox L1ifiiE iDRAC Web R , FAtRERBFEBHHARENERE. BRILUE
ARSZ RN RRERARE.

it EREREHAESTENE.

®

BicE Internet Explorer

AETIRMTHEXEE Internet Explorer (IE) BFMEE . LABBREaTLAAIEFNER iDRAC Web REIRIFFAIIRE. XLIREEIE !
. EREREIRE

% IDRAC IP i IIERMEER b=

EeE IE LASH Active Directory SSO

£H |E iEaiL e s

EFMSE Internet Explorer T2188

HR{R Internet Explorer (IE) iIRBEIRE Microsoft HEFHNENAREBIZBAEDTNMENABTEENIRE.

1. SBREMITF E, sERSERak,,

2. B TH Internet IR KL ARSI 451t FiaR.

3. B Custom Level ( HEXESI ) | 1%5F Medium-Low ( B{ELR ) , B Reset (FEif ) . B OK (e ) LARAIA.

13 iDRAC IP FINEIZSFUR =TT

518 iDRAC Web SRERT , MIERSZEEEFIZRFE IDRAC IP itk , IRFSIRREEZ P IBRIIES RS, RE | Bt
R;E;T%EF RISR ) SLEFEED Web RIYSE2LAzE 73] iDRAC Web REIBNERE., WRFIRTRESHIN 1P, @NEFENE IP HINEIS ST
|

®|;$: LEEETENEREANESEEDR iDRAC Web RER , TEIHIASRESR | THiSBRARRIESRERERES
1% iDRAC IP #EUERINEIZEEERFIER

1. Bi5 Tools (TE ) > Internet Options ( Internet #Elfi ) > Security (&£ ) > Trusted sites ( Z(F{Ei4m ) > Sites (¥4
=).

EISZMBE RN EI XK IDRAC IP ik,
3. B Add (i) , BE OK (HRE)  AA/SETE Close (XH)) .
4. BT OK (#RRE) , ASERIFETNLE

EcE Internet Explorer D}Em Active Directory SSO

F2E Internet Explorer BINIYRESIEE -
1. £ Internet Explorer 1 , SfnZE Local Intranet ( Al Intranet ) &85 Sites (g ) .
2. USRI

* Include all local (intranet) sites not listed on other zones ( E3ESEFIFEELtHKIFHIFFE MY [Intranet] #5R ) .
 Include all sites that bypass the proxy server ( BIEFIBEAMERANIEIRS B9 )

N
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3. B Advanced (B4 ) .
4. FINFrEEHEIE SSO BLE—ERoHY iDRAC SLHRYMERIELE (4170 , myhost.example.com ) ,
5. BAZ Close ( %] ) F5FE OK (HE ) FR.

2:H Internet Explorer IR LZ £l H

FIHRRET LR Web RE Tk BESHAFIE A MTTE |, I Windows 22 Internet Explorer Iag8 LR EINEE, BFXEHA
Windows higzs_EILKTHRERHSE | 15515 Microsoft iAES{E,

AiE Mozilla Firefox

FEDNBTHXEE Firefox BIFMER | LABRETTLASEF0(ER iDRAC Web FREERIFTAIIRE. IXLIREEE

HHHREINEE
B & Firefox LAJBAE Active Directory SSO

XM Firefox RRYE R ERTIEE

Firefox B "BER" L2 , FERPIERRATEERGFNE MR TERE Y. REEHA  HRRssEREAETN
3IAIAY IDRAC REEINEHIEEESS | AIFEESEIRAEMER.

BEZRRE R IER LT NIV ENES  BHIT ST

1. ¥TFF Firefox Web S 28E5 1.

2. TEHUE=RERH |, BN about:config FH& <Enter> #,

3. 1t Preference Name ( Efi&IARTR ) 5h , #ZEFH W xpinstall.whitelist.required,

Preference Name ( EiIRE#R ) . Status (A7) . Type (KEB) 1 Value ({H) FIEREXIHEAIIA, Status (KRE)
REIEZ R FEFIREFE Value ({H ) 2355 False,

4, TE Preferences Name ( BiZEIRZFR ) 54 , $Z| xpinstall.enabled,
TR Value ({& ) 9 True., WNRAE , Wik xpinstall.enabled L% Value ({8 ) i&& /I True,

ficE& Firefox LAIBH Active Directory SSO
BeE Firefox AUNIRESIRE :
1E Firefox HtHF=da , I\ about:config,
. TE Filter (13jE88 ) &, #\ network.negotiate,
. BB FRINZE network.negotiate-auth.trusted-uris ( EFRIES SRR ) .
. BIHAFRINZE network.negotiate-auth.delegation-uris ( FEIESHIRAYSIER ) .

fc& Web iSRLAEBEIZEFIS

ST FEREINETS

1. THIRELIENLEES (Internet Explorer (Windows) B Mozilla Firefox ( Windows 8% Linux ) . Google Chrome, Safari ) BISZiFhRA .
XSS R ARNESB(EE |, 5518 www.dell.com/idracmanuals _E32{HHY Release Notes ( &4Ti5ER ) «

2. EfEM Internet Explorer , 5% IE iIREHRIEBREDIET.
3. BEE Web It g2LAER ActiveX, Java B HTMLS #&14,

ActiveX Viewer R5% Internet Explorer 323&, HTML5 8 Java S5 S8 HANILaSs FEF=13,

@ |i%: 1BEE Java 8 KESREIAEALLINEEE 1Pve MLMRE) iDRAC EHUEHA.
4. EZERFLSARIES  Detilin e Baosat=sn.
5. &L#5 compat-libstdc++-33-3.2.3-61 FE XA,

® i*: f£ Windows E , 5 compat-libstdc++-33-3.2.3-61 {HXARHEAIEEEESTE .NET IEZEE QKR ER S
@mo

6. WNERIG(ER MAC BMERZ |, i51%#E Universal Access ( i@FRi/51a) ) B[O THY Enable access for assistive devices ( [SFAX4EEN
EERHYIAAE ) BRI,

—
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BXEZER | BS0 MAC BERGFIRIAX 4.

L& Internet Explorer LAfERIETF HTML 5 RYiE(

HTMLS RS EFNEM AN AP ATIBIS R HTMLS SARREIE. HTMLS SRR

AREEEF iR T 2K,
FREMRETNERMIHRFRANERRIEM.
« REXSHENBHFE.
«  RIEEBEBFNZFIR{ES Web TUEAI—HBD TE.

EWISTECE Internet Explorer (IB) IRE , RREHFHEITET HTMLS RUEIMEHI SHIEUN RABER. BERENRHRE

1. %Fﬁﬁ%ﬂjﬂ}éﬁ&fi Jltt , BT8R Tools ( TE ) > Internet Options ( Internet %I ) > Privacy ( BgFA ) 738 Turn on
Pop-up Blocker ( ¥ TFREHEOI=EER ) SiFiE.
2. FRLAMMHEGEZ—B&) HTMLS EliEHEE

fEIEH , B Tools ( TE ) > Compatibility View Settings ( R IHMEIZE ) 7557 Display intranet sites in
Compatibility View ( EFRFHMNEPRTATMIESR ) SiEiE.
£ IE {ER IPv6 itk |, 3RANTRRMERL IPVE B

https://[fe80::d267:e5ff:fefd4:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/

£ IE Hh{ER IPv6 #BIES IS HTMLS ERIEHIE | IRAN RS 1Pv6 ik

https://[fe80::d267:e5ff:fefd4:2fe9] /console to https://fe80--d267-e5ff-fefd4-2fe9.ipv6-
literal.net/console

3. BT IE NSt Bririi=SE , vJ4:%] Control Panel (#5#IE#R ) > Appearance and Personalization ( §MRFIMEL ) >
Personalization ( M%) > Windows Classic ( Windows £281 )

BoE Microsoft Edge LAM{ERETF HTMLS5 BYifEH

HRWRSTERE Edge 188 , AEABUEEIFIETETF HTMLS HUEisSIaf SN EN EER. ERENINEERE
1. BBEHIRE > BERREEH IS HEOIEIR.
2. FBLATAZUEH 1PV il

https://2607:f2b1:£f083:147::1eb.ipv6:1literal.net/restgui to https://2607-f2bl-
f083-147--1eb.ipv6-literal.net/restgui

EoE Web NIESZELAEHR Java ihfE

WNSRIE(ER Firefox 8% IE FrEABE(EF Java BEEEE , I5ZEE Java Runtime Environment (JRE),
Q) |i%: 7£ 64 (HRIERF L AT 2222 32 (45K 64 {51 JRE kR , SE7E 32 (HEERF LA 32 (i JRE BRA,

EFeE IE LMER Java 4 :

 7E Internet Explorer AR FERIBEIHETR.
o 1£ Internet Explorer B2£F8 Enhanced Security Mode ( 1Z8H9% = ) «

EE% IE LAfSEFH ActiveX fifift

TWIRSCECE IE NIMEERIRE | SAE A RSB TR T ActiveX BUEHIEHI SFIEMN R FEER. ActiveX NFEFEIEASEAMN
CAB {HM IDRAC BRSSESIRML. MNSRMEEIIEHI S IERESEENT BN Native-ActiveX 288! | M HIEEXEHIERIEHIGHRT , CAB
NHETHEEFRRFAFBEET ActiveX BIRIMEHIEEE5. Internet Explorer &4 ﬂ%ﬁbﬁﬂﬁ ZFEETE. TEHIETET
XL ActiveX HIN FEFERR.

£ 64 (HMERSG L | BaTLAREE 32 gl 64 IhRAAY Internet Explorer, f&RJLAER 32 fik 64 {i , (BRENRLIAERMAVELE.
a0 , GNERIGTE 64 (LNEEEE e aEtEt | RISTE 32 (UNUSEE T EARE | IPAWER LG,

i*: BATILAE ActiveX 1%L Internet Explorer —2({$H,
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@ i*: E{E(EF Explorer 9 B E{EFH ActiveX Jififth , fEECE Internet Explorer Bl , BIf{RTE Windows Server {E{ER S

Internet Explorer S{iRs3EE E IR RIRENRZ IR,

34T Windows 7, Windows 2008 1 Windows 10 BEEHRY ActiveX N FIFER: , FBBLE T4 Internet Explorer IR ELAER ActiveX 1

(53
1.

2
3.
4

BN R IR,

. 1% iDRAC IP E{EH1225I0Z] Local Internet site ( 54l Internet Hi§sS ) 5.

BEENIREEE Medium-low ( - ) BLESIRELASIFLEE R ActiveX .

. HENREE T EHIINEHIN S HERAE =SNG B, B TIIR(E . 15%ZE Tools (TR ) > Internet Options ( Internet i

Ii ) >Advanced (7®4% ) . i5Fk Do not save encrypted pages to disk (iEZISIMNBAITTERFRIRLER ) EIT , RS
Enable third-party browser extensions ( [BRSE=5 ISR BR ) %I,

@ i*: EEHR3EN Internet Explorer LA{# Enable third-party browser extensions ( BREE=ANWERT B ) igB5EH,

4:Z= Tools ( TE ) > Internet Options ( Internet %1% ) > Security ( £ ) FEREEIETZMNERFNXIS,
FATH Custom Level ( HREX %5 ) . 7 Security Settings ( Z2188 ) O , HUTTFIRIE -

¥J Automatic prompting for ActiveX controls ( ActiveX B TR ) %1% Enable (BH) .

% Download signed ActiveX controls ( FEiE&R&AY ActiveX I ) 1%1FE Prompt (1871 ) .

XHELT ActiveX I FHGRFILE R ATIRT.

SIAHFICH TR LIMITHRIARY ActiveX IE(HHIITHIAIEZBASIRTR.
B OK ( #%E ) <17 Security Settings ( ®L1i8E ) &M

8. EAd; OK ( TfizE ) <[] Internet Options ( Internet 3%l ) &1,

@ i*: {£{$H Internet Explorer 11 IR % L , fffFi@EiZEE Tools ( TE) > Compatibility View settings ( ERERELS
B ) &0 iDRAC IP,

Q@ [iE:
o ZANMNABERRASHY Internet Explorer E518FEAY Internet Options ( Internet i%1% ) . Bt , TEEHI—FhiNIESRBIGIRSSES

RINSELRFIERRE | BttilEeRSERERMRE.

T4 ActiveX $2{4A1 , Internet Explorer AIfESBTR—RHTLEE, ETh ActiveX IE(TIETIE | WRTE Internet

Explorer B RESEHIZRINHES ActiveX 124,

MNEBERTNEIUEH SENLFIEER Unknown Publisher ( RHIRZHIER ) . WagRAFENHNBERIEBEES

Y. ERRRIGER | B TR TSR, (ERSESIERIEER Symantec 16958 , HEMIERER DL

Symantec P _EASIRABHITIRIE.

Windows Vista S EEFif Microsoft IR{EXRFHIMTINE R
Windows Vista B{EETHIERER ZE A Internet Explorer NS 28B—IFR/ Protected Mode ( {R#4F#EZL ) HIMIINZ£INEE,
EFR RAPFETIIE Internet Explorer XIS EEhEaNFHHETT ActiveX R FEFER? :

1.
2,
3.

N o o b

EREERIZIT E.

%2 Tools (TE ) > Internet Options ( Internet #%I% ) > Security (&£ ) > Trusted Sites ( BJ{Si4s ) .

BRI AR SR XIS Enable Protected Mode ( BAISRIPIRER ) IR, & , BTLIE iIDRAC HIMEZRANZY Intranet X
Hroute., BABRT |, SEPENEHXT Intranet KigiFIaT{Sih s Xigdh Ak s 57,

BATRUbE,

RIS ZMESRINBI X FEE+ | 7700 IDRAC AUttbiE | FAIFERTGERAN.

BEXHE  AEREIHE.

KAHEFBNEREREEL.

AR RS

IRE TREMEF GRITHEEE (BHTEEER  BEAlE ) | NASHRNERMEERET | BIRESMRRS C s ER
|BhRAEERFE.

®

it B RA EERURA GEiEIR RN EIRER.

iBkR Java BHIRA
Bk Windows 8% Linux HRIBRRASHY Java BEESE | IBHUTLATRE



1. ERSIERFT , BT javaws-viewer BY javaws-uninstall,
AT B Java Cache ( Java SiEERF ) 5.
2. MIBRIRESS IDRAC EIEHIE S int I E .

. sate Y

1% CAIE P S\ ERuL

HISEEIEHIEEHEUUN RN | REaERERUEIEEFR., REEEEENM Web IRFZE8IEH |, EoJLUETE CAERS
N\ Java Bf ActiveX SH{SIFPERERIXLARTR,

1§ CAEBEAET Java SHEIEBEF

g CAIEBEAG Java ESETFBFEKX

1. [35) Java Control Panel ( Java IEHIE#HR ) .

2. BERIEMR  AERHIER.
1B 57 Certificates (IEH ) XHFHE,

3. M Certificate type (UEHSEE! ) FH(ZEF |, %1 Trusted Certificates ({SERNER ) .

4. B Import (SN ) |, NEEFRIERE CAMEP (LA Basetd fRiBIE ) | AT Open (F1F) .
EEAREBIESAZ Web BEIEYES(BIEFBEFMEX.
5. EAERKE , AASEREIfAE. Java Control Panel ( Java {EHIEHR ) BOISXA.

& CAIEBSA ActiveX Z{FIEBEE

18R OpenSSL i T LERFERTLIRHEIL (SHA) SIBIEREGHE. EIER OpenSSL TR 1.0.x IEEMA , AT
IMER SHA, CA MERW/RSEA Base64 4RA3HY PEM 18, XESAE) CAIEBI—RMEITTE.

EE CAIEBENA ActiveX BI{SIEPEE :

1. ¥TFF OpenSSL e tRmE .

2. FRLTHSETER FAEIEEFERR CAMEPRR 8 EHEFIE% : openssl x509 -in (name of CA cert) -

noout -hash

RAESER— M. a0, 205 CAMERX4E 7 cacert.pem , iZ@mSA

openssl x509 -in cacert.pem -noout -hash

RRELERMELITF "431db322" RUEH ST,
3. 1 CANHEMBEAWMEXMHE  HE BEFHMm— "0" . flal, 431db322.0,
4. BEHEMN CAINESHIZEEHNEER. B0, C:\Documents and Settings\<user> directory,

5E& Web RERF LIRS

iDRAC Web RESIFLUTES :

IEE (en-us)

EIE (fr)

=1 (de)

FEHISFE (es)

BiE (ja)

&R (zh-cn)
%%E?E%EF'E’\J ISO FRRAFRTRSSINESTE, WTRELESHIFNIES | BNEEEOEFEER 1024 GXEAEEERE
Ihge,
iDRAC Web REISHESAM AR SFERIHRESTE, iDRAC Web REINIFLETIRE ( HNEHISHS ) TTReEESIMOSEA
BEhIEMSEIhRE =&, B AT I E RS EINI.

Q) | i%: ST T RINAE BN e B AR S HE S A ILER A1 iDRAC Web R,

EFnEEEH

{55 A8 iIDRAC BJLAEET iDRAC. BIOS FNRTAE{EED Lifecycle Controller BB IHISEEMA: |, 5I4N0 :
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. NXEHEE (FC) R
. 2WER
. BERFRIGHERS
o MZLEEOR (NIC)
RAID #5138
FEIRIZE (PSU)
NVMe PCle 188%
SAS/SATA TEE2IKEN2E
A ERFIS N HAE RIS RS
OS WrEess

PSU B BT EN S 40EE , RFIRFRZFESM PSU BIS, A TEGIRIR PSU , £ PSU BSEFHHEER
BERE LRYRETE TS IR EiE.

S TR RIEI E3E IDRAC, FELHSTRE RSB REARE EREHAIZSBIRAFIEER FAROMA, WNRIEE EEAIE
B NEBR—FRIEREE. AREENs SHEHVINA. FERRENS|ISHNEFZOMRITIIREE | LMEETX
RREEHSISHIET. AT RERENS ISETHITREEH.

EEWSEEFE | System Inventory ( RFEREM ) THEEEFNEHRAFHERHEE.
TR EI S SR EAE

.exe — HTF Windows B3 Dell Update Package (DUP)
e .d9— 7% iDRAC #0 Lifecycle Controller —Z&HBIE4

TR . exe I , EVREERFEFBIR, YRERARIFTRTIEEIGEHINAEH Lifecycle Controller,
ST B .49 B, BumBs "Ea" ™R,
(D |iE: TEFHR iDRAC BEIf4IE , BRIEERRIR Lifecycle Controller HERRRAANARAR , HZEREF NTP EE iDRAC JH. #
E5 iDRAC FHEZHI , Lifecycle HEE R BIOS A,
ISR LAMERLA T A A TE A
MR G B HENNE T SIFHMMEET | SIRINE—FP3EEL,
BEEZE FTP, TFTP, HTTP B¢ HTTPS uhraei M FiERE ( EfE 4 Windows DUP FIMERAIB R ) .

A5 Dell Repository Manager SR BENFIEE. BXEZER |, 1217 Dell Repository Manager Data Center User's Guide

( Dell Repository Manager UESAFIERT ) . IDRAC BILURE RS EZ4hY BIOS FIEIH 2 BN ERIR S AR FIEE+FRIST B
. HEEPESNMEEREYISMEBTRSR. INEEEHH DRAC Enterprise FrIIEAYIER FRI A,
B ERER XA E N FEET KBRS sESEH.

EZMABETEH DRAC BN TEMEO., THR{UEAT DRAC B, FRERHIHE 7SO, MYSSHEEEILIR Lifecycle
Controller EEMATF BB ARSI A S EFHEE.

/. 11 BSOS SEBIFIRR T

.D9 BR% iDRAC DUP

R\ x5 EELCEEB XI5 FEELCEEH
BMCFW64.exe N2 2 S ) TNEH
F

Racadm FWUpdate £ & B NER

( 1Bk )

Racadm Update (7 =& = = =
bR )

iDRAC Ul 2 = = =
WSMan 2 = = =
EERERSGDUP B RNER = S

TERER T X TEEF R EAMIEH N EEREENENRENER.
O [ix: HiETHHFREBS BB | SRS BAOIRRFHE X LSS | NSO R LB RAEHIEE.




. 12: EFSEH — SSR0AN

BIHETR iﬁl#lﬁh& 2 ("B W —FERTEEMRE TR — RRFEEFHRF Lifecycle Controller
T 2 & ? GUI — REENR

ZHTER £ B £ £
BERRIREFS £ B £ £

& Lifecycle Controller i 2 &5 &G* =

iDRAC

BIOS b~ = = =

RAID =528 = = = =

BOSS 2 = = =

NVDIMM B = = =

HiR 2 2 2 2

HAE 2 2 S 2

NIC 2 = = =

RIS 2 2 2 2

CPLD B = = =

@®|#: cPLD EM4-FHR5SHLSS | iDRAC ISEIENESRREN.

FC £ 2 2 = 2

NVMe PCle SSD IRzI88 =2 B B B
SAS/SATATEEIRAIZE & = = B

OS Wggess B B £ B

CMC ( fifF PowerEdge & 2 = =

FX2 fR&5=8L£ )
& 13: B4 — ZISAAH

BB IFEMEIR? ( "B" T —ERTEETHR R — RATEEMRE Lifecycle Controller

= ;2 2 GUI — REEH

HERR S B S S
BERRIRERE S B S S

& Lifecycle Controller i 2 & &* =

iDRAC
BIOS

RAID =lI28

BOSS

NVDIMM

HiR

e

NIC

FBEIRIRE

CPLD

FCE

NVMe PCle SSD IKz/28
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BEHETR ZHEMOR? ( "B" W — FRFEEME TR — REFTEEMRE Lifecycle Controller
S i 2 ? G — REEHRE

SAS/SATA EERIRHIEE & £ 2 &

OS gt B & & &

* RRBEATFEENENRSR , BLREHSN DRAC 78R FERT, FIREERTRRT iDRAC B{SFILENIThEE,

LITEEH , R ATBRNORAH RS RTIEERT NGRS, LGTEEFH , BRREER T ENRALL LRI EE kR
g@%& WNEREH=H IDRAC HUZIAIMRAS , iEfEF Dell Repository Manager (DRM) BIREEBIFiEEEHECE IDRAC LAFERIZFHEER
BEH.

{5/ iDRAC Web FRETSEFIEF

B LEREAR S BRIEAIRMEM LIS (CIFS, NFS. HTTP 8¢ HTTP ) T7i#Eay FTP BETR&EEH-

SR MEEEN

EFERRMSE I AEREG 2/ , BRECEE S FREIA RS FHREAMIE,
Q) |+ WIREF A MEHE DUP BB R B SIE@ZEE,

(A3 IDRAC Web FEEHHAMREES :
1. EEHHP > S RFEH.
LEERS BB S,
2. HEHNALRY | GEFHEHERE,
@ [iE: MRSEEFM | SREBEHIRE TR FHRE LORMIE, HFEETFE iDRAC LIBTFEMRN—NH. mlL
EHFE LEET iDRAC RUBRINSCH: , —IR—ANXCH, RLESTHE EEE iDRAC LRI—NEEZE , HEXRERLG
300MB,

3. BRI , ARTREMEREIRES Y | AieRE L.
4. EHseAfE  BEEMRFAERES B8 E LHE iDRAC BB REIRE.

INREHHMESH BRI BRI LR , RRFIEER— MNSER T BiR , I ZEHMEHENEN, BFZEFRTEER
B8, SETRANEEREES.
5. EEMBENSEFITLATEREZ— !

o NTABZELNERENS ISHIEHIE  BRERE. FI80 , iDRAC EHI4.
o WFREFNERENSISHEHEG  BREREHENRSISS TXEHSISHTE.
- EEHEMER  BRENH.
AERTERE TRHAENSISE TREMSISHERN |, B$ERER updating Job Queue,
6. EEREIPAFITIE , BREFWPAG. FRETEEEHEES MBREH SR ERER T L NEHEEEHEIRE.
® | it IRKFEFENREALRE  VaEF—FERESHEREE LRNATE2ER.,

it B EHEh

&AJLA79 IDRAC B EHRESTTRILUSEHAIEN &5, EIRIRBRIAIRIIE , iDRAC REREISERIB R  MEHIVER , Fi
FEEMBERNERN. BEEnfEiRSS LeE— AEG | EHEaBXRSHHIMRIEEEE EFHAIEE.

FIEM$F Dell Repository Manager (DRM) BIERTFAEEERECE IDRAC LASEFRLUFIAREESAQ B IITES 5. (FRRSMFMHEELL
1425 IDRAC RTFRRIEIAFOMRA | FHEs B R B MIBH L.

®
I BIFEHES DRAC VAR ATIE,

ST LAER iDRAC Web 5REIEL RACADM it BshEHEHT.
QD |i#: FZIS(ER 1Pv6 kb EEh B,

it: BX DRM BIEZ(EE , i5Z dell . com / openmanagemanuals ">" Repository Manager,

64 BESERSR


https://www.dell.com/openmanagemanuals

{8 Web RETRIBEIEIHEH

Z(HEFA Web FETHIESHEHERT , BHUTLATERE
® |i$: MRELESITE  WAEBZEMNEHELNT—XITHIEH. caBEXRiTRIREL,

1.

2.
3.

7 IDRAC Web RE™ , #Z Maintenance ( #i{F ) > System Update ( RHEH ) > Automatic Update ( EIZHEHT ) .
RS E7R Firmware Update ( E{4&5T ) TUH.

BAT Automatic Update ( 15T ) %I+,
%1% Enable Automatic Update ( EFENEHT ) 1EIR,
EEU MY e e S R R s am s SRS
RIS — BEEEER | BAEHNS 18RS,
HRIEHAEHSISRSESE — TR ENEERRGSHRERSIS.
LA T™ME—DLAS E R R RINE
. Network (RILE ) — EASKEMKIE (CIFS. NFS, HTTP B HTTPS, TFTP) BRXM. MARKESIERFME

@ it EEEMEHZEEN  BUAENARSNSBERNHFFT  WAERAE S SREBITFAFE.
« FTP —(ERRE FTP imAIB R, WA FTP RASFAES.
* HTTP B HTTPS — RIFERXAREHFNEIY HTTP # HTTPS 3X{4HEE),
HRIBELS R 5 EF'#LﬁE’JJ‘i'Eh: MARBIRE FTP IRE,
BXEFRIER , 218 IDRAC Online Help |DRAC BXH#5EN )
£ Update Wlndow Schedule ( EFEMIX ) &0+ , 18 z’El1¢Eﬁfﬁ}A’EE’JF§‘*ETIEﬂ%ﬂ@fﬁ’bﬁ < (BX. BERER—
BXREFRIVER | 59 IDRAC Online Help IDRAC EXHVASED )
BEiHRIsER.
B BAZ PRI T— N RIA R, FESIFIAISE—NIHIFFRTES G | SeIE T — P EdEEERR k.

{£F RACADM itXIEEIE4EFh

EH I EEHER  BERUTHS

BEABHEEEST
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
ZEEBAHNEHERIVNE
racadm get lifecycleController.lcattributes.AutoUpdate
ZH R E E TR ERIF T R EF ISR
racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time

< hh:mm> [-dom < 1 - 28,L,’*"> -wom <1-4,L,"’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | 0O-disabled)>

g
«  E(EM CIFS HEBNEHEH

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —-f cat.xml -
time 14:30 -wom 1 -dow sun -rp 5 -a 1

- B[ FTP BaEHE

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser -pp puser -
po 8080 -pt http -f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

EEESREHEITL

racadm AutoUpdateScheduler view



EEHBHEER
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
- ERRITFRER
racadm AutoUpdateScheduler clear
MIZFE HTTP H= HEEHHS
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

MIZAE HTTPS = EEEHT S

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

{8 RACADM EFm& & E 1

(R RACADM MRS |, IBEHATE I THS. BXEZER | 155801 www.del.com/idracmanuals.HY iDRAC RACADM CLI 15
.

<1
BFRENFEEEMIEIRE | BERUTES

racadm update -f catalog.xml -1 //192.168.1.1 -u test -p passwd --verifycatalog
FEHEEA nyfile. xnl fEABRIHIER TNEFFEEHTATEERNESN  ARTIEREMSIS | BERAUTSHS !
racadm update —-f “myfile.xml” -b “graceful” -1 //192.168.1.1 -u test —-p passwd

BEERA catalog. xnl {EABRIHHIIER T FTP BHEMEREIITATEIERAIES , BRI T®»S

racadm update —-f “Catalog.xml” -t FTP -e 192.168.1.20/Repository/Catalog

{EF CMC Web RESEHEE

EATLAMER CMC Web RETEFTAT /] RS 289 iDRAC Elf4,
E{FH CMC Web FREEHT iDRAC B4 :

1. ERE CMC Web FHE.

2. $Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
BERI<E7 Deploy iDRAC ( &% iDRAC ) TN,

3. BAE Launch iDRAC ( [231 iDRAC ) Web FEF#14/T iDRAC Firmware Update ( iDRAC E{4EE ) .

{EF DUP SEFAEI4

{5£F Dell EFEXM-E (DUP) EFEGZRT , iBHHR

TEHBA PMI FIZERAIKNER.
WSRIEERSNETT Windows ¥REZR S , BRFIEEN Windows Management Instrumentation (WMI) ARSS.
(D i¥: 7£ Linux FR{§EFH DUP T2 FE#T iDRAC El(4AT , IR BRN=FIEHRER usb 5-2: device descriptor

read/64, error -71 ZHERBEIZER . 52,
WMRRFLEE T ESX BIEER . NIXNTEE/TH DUP X5 | iEHRIRFERIUTHSIELL “usbarbitrator” BRSS : service
usbarbitrator stop

FE(FFH DUP B85 iDRAC :

1. BETFZENRIERATE DUP HESERF LEITE

2. 1&f7 DUP,
EH-EER. EEEFRRETEERRNRSR.
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{EFiniE RACADM EHRE4:

1. BEHBYETEE TFTP 8 FTP AR558S , ffIa0 , c:\downloads\firmimg.d9
2. 1B17LAT RACADM #5% :

TFTP fRS528

» f{#H fwupdate @< :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>

o {ffH update % :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP IRSSES .
+ {ffH fwupdate A% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —-f <ftpserver IP>
<ftpserver username> <ftpserver password> —-d <path>

o {ffH update < :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXESER , 15517 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Eg ) AT www.dell.com/idracmanuals _EFKEX,

{§H Lifecycle Controller iSRS FRIE4

BX(FR Lifecycle Controller — ITf2IREZSEHEGHRISE , 15218 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle
Controller ITFEIRSBRENIJH8RE ) TTM www.dell.com/idracmanuals _EFREY,

M iDRAC ¥k CMC El{%

1E PowerEdge FX2/FX2s #5874 , ATLAM iIDRAC 3 Chassis Management Controller AR {FAIRI ) CMC EEfiR SR =1A 4 EHT
@1¢0

NIFEEF 2R , BHHR

«  FAEIF CMC FEMRS IR,

« 75 LCD fER B —5RIex "IEEEH" AHE.

« A LCD AINAELIRER LED IAMMER R EHHIBIE,
o EEIIET  ERFRIRSHREER.

;ﬁ;ﬁ%‘jﬁ%@ﬁﬁﬁﬂﬁ%&%ﬁ??I‘ﬂﬂﬁﬁﬂ’ﬂﬂ’ﬂ?ﬂ# (%0 10M B Programmable System-on-Chip (PSoC) ) RYSEHT , 1GEHAE FRIBEEFF
US4 Rz,

i§E CMC LI} iDRAC & CMC B4

£ PowerEdge FX2/FX2s #18 , TEM IDRAC B CMC REHZHERIELRT , IB5HITLATRIE -

1. Bz CMC Web R
2. %Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
BERN<=E7R Deploy iDRAC ( #FE iDRAC ) TTH.

3. M Chassis Management at Server Mode ( JRSSEHEI FAMNEEIE ) ThSEEF | 1%1F Manage and Monitor ( EIEF1NE
) |, ST Apply (RZF ) .

&= iDRAC LAEEFI CMC Elf4

T PowerEdge FX2/FX2s Hl#89 , iB551E IDRAC FH{TLATIRE | SAJSEM IDRAC B CMC REHE=AMEIIEH
1. %#%% iDRAC Settings (iDRACiZE ) > Settings (i&E& ) > CMC,
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2. B Chassis Management Controller Firmware Update ( #lfAS B HIZSEHESh )
kA% &7~ Chassis Management Controller Firmware Update Settings ( Chassis Management Controller E{4-E#RE ) T

H

3. 4T Allow CMC Updates Through OS and Lifecycle Controller ( SRiFEISIR{EZR S Lifecycle Controller 857 CMC ) , i5i%
% Enabled ( [5F ) LASFBM iDRAC &3 CMC [Eif4,

4, TE Current CMC Setting ( 28 CMCi&& ) T , R Chassis Management at Server Mode ( JRSS=HET FAFEESIE ) i
INE7~ Manage and Monitor ( EIBFINEN ) . EOJLAE CMC iR BT,

SEMNERSHESEMH

153%%%*!]%[‘%&%5’91’!5% , EIEECEMEHEL. XE—TURINAIIHEE. RS F—REHS | SHAEEI TRIRTE/RILER
BTLARANRSR.

{£M iDRAC Web RHIEEHERSHIEREH

B iDRAC Web REIEECITRIBNEIFIZR |, 155 ZE Maintenance ( 45 ) > Job Queue ( {ENLBA% ) . Job Queue ( {EMLBA
5l ) A& 87 Lifecycle Controller fEAVBAFIENAVIRZS. BXRATERINFERIER | 158178 iDRAC Online Help ( iIDRAC BXH1#5
Bi).

ERIBRAEAL |, TnEAZAEAL |, RISERT Delete ( MlER ) . M/STAEISRIFET |, 1EPAIELIEM Lifecycle Controller fENEBAZIAFEER. &
ALE N —REHS I SHEAEMERETEIEALBAT, EABEMIERG T ESRSEEL |, BNEE IFAEET78 FEARSEELL,

IRERIRSS AR HII PR BEMBRIEL.

(fFH RACADM EFHER M ESEH

E{FEH RACADM BEDMNEREHT , 15/ jobqueue Fip®. BXEZIER , I55H iDRAC RACADM CLI Guide (iDRAC RACADM
CLI$8R8 ) aTM www.dell.com/idracmanuals _E3KEY,

3253
EEZe & E
AT LAELR iDRAC B Lifecycle Controller Fsz45HY iDRAC BFHANREAIEIL | BMELIRIERS—MNRENIT T HH&. Flw0 , tERE

4215 Lifecycle Controller GUI F+4& , #XBILA$FE IDRAC Web REEIRES., ErBII—RARERS |ISHITES MRENEHE]
R,
TEE B IDRAC #] Lifecycle Controller E{4AY Dell 58 14 1%, PowerEdge IRS388 L , [BIiZ iDRAC E{HFIGELZ Lifecycle Controller [&
%,
BN ESRTR . LRREEERMINEENZEEH. NREEFEEINT[IE , N seEE R AT TR RIRA.
BRI BINRA | 15 Lifecycle Controller SRAGE EFFHERIEELRANEA.
BRI T AEHITEGERLR
e T Lifecycle Controller B iDRAC
« BIOS
o ZEEEOR (NIC)
«  HIRIZE (PSU)
RAID #4188
Bk
@ |iF: TETSHRIZRE. IRANTRFET CPLD MITEIELR.

EREWGZ 8T, EHRIR

« {&BMER DRAC EHHY "BLE" 1ER.
&8 "IRSEsEH" SPRHESH Lifecycle Controller SE[EIRRR IDRAC LASMMERIEBIZSAIELE.
R NIC #EIFBHHE LOM |, BiztE TR ER.

SR LMERLA MRS RS EERIRR 2 iR 2EiIhR A
iDRAC Web

+  CMC Web FE (£ MX FEEEARTTE)

«  OME-Modular Web 5 ( £ MX & EAZTE )
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CMC RACADM CLI ( £ MX & EARFXHF )
iDRAC RACADM CLI

Lifecycle Controller GUI

Lifecycle Controller Jtf2IRSE

{§EH iDRAC Web REELZEEHY:

ZERREES | BHATIATERE

1.

1£ iDRAC Web =ES , #Z Maintenance ( 431 ) > System Update ( ZZ&iH#f ) > Rollback ([BLE ) .

B*OHI},IQI;ECI‘ ([ER ) TEBERATUAERIREEHANES. EOULEEREEIR. KEBINRE. HaieslEERAF R A EYAE]
R o

ERE—N R NENEBIREHRE.

ETFArikiRe , B Install and Reboot ( ZEFEFS|S ) 5L Install Next Reboot ( FREHSISHRE ) . MNRUEE
iDRAC , BBAE T Install (&2 ) .

HEFREHENRSISH FRAEFNSISHEEN , B8R "EEEFIEILAG" BE.

EA Job Queue ( {EAVBATY ) .
LRSS MEBAFITIE | S LAELL S EE ISR E SRR .
©) iE:
EEFEN TR , BMESEFIHE | EiRHERSERSHRENTT.

EUTERTEETRERER
o B8 BMENR iDRAC LISMEAIEEHIIRSS 28=HIBIR |, BiRA[RIR IDRAC EHHIEENIR.
s EMEREERS— I SIEPHRIT.

BEFERTHEMHEREATETRE.

YN Lifecycle Controller B2 TFIRERT | FFRESA DRAC LISMWEMZSEHITELELR , MFERF Lifecycle
Controller Ff 3 E~ENAVEESER.

{EF CMC Web R EELRENF

BE(FF CMC Web REIELER :

1.

BRE| CMC Web FiH,

2. %Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,

BERN<=E7R Deploy iDRAC ( #FE iDRAC ) TTH.

3. EA{ Launch iDRAC ( [BE1 iDRAC ) FHHUT (M IDRAC Web FEIEIRE ATARNREEIFEIR.

{£F RACADM [ELEENH4+

1.

{#F swinventory AR ERIZIAZSFI FQDD :
racadm swinventory

STFEHRERIREUGAYIZSE |, Rollback Version ( ERARA ) A Available (AT ) . 545, iBiEH FQDD,

2. ERLATaLERIREE

racadm rollback <FQDD>

BXEZ(EER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8&g ) BTM www.dell.com/idracmanuals _E3KEX,

{#FH Lifecycle Controller [B;ZE{4

BXER , 15807 Lifecycle Controller User's Guide ( Lifecycle Controller FBF38Eg ) BT M www.dell.com/idracmanuals _3XKEY,
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{§H Lifecycle Controller i=fEIRSZ[BZE 4

BXEE |, 15807 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller SRR HIENI JHERT ) ATM
www.dell.com/idracmanuals _E3EEY,

WE iDRAC

iDRAC SR M ERZMS: , LARRTTS1S4Y iDRAC, EHITTETRNAIREMSEIRH BIGERINS SRR, BHTLATER
E :

+ IDRAC 3| Si2FSENZ;ZER 5 | SAIME.

o RAREASINREI LED 18RI LAKA 172 FOBNEZRINME,  ( LED 18T A FNZEA B IRSGSENEE | (LTI RIRSEEN
1EM, )

5| SAEFITEIEERCIA SD £HEE.

55F8 Windows B{ERGFE SD RIELA FAT 18R | 5B R Linux BERFISEEINLI EXT3 18K,

% firmimg.d9 S#I% SD K.

PERIE SEPN:EEN

5| SEFSEN SD £ |, 1AM LED 18T e ERYEEIAE |, 5EBY firmimg.d9 , EEFiYRFIE iIDRAC , ZAIFEH51S iIDRAC,

H{nARSS=RHCE

SRR MESES | GECESEM (/30 BIOS. RAID, NIC, iDRAC, Lifecycle Controller FIRZEF (NDC) ) LZREERIENL-R
%, URXEAHNREIRE., SHIMEISEESREEHUE. TIRMEEHRIY. SHREFCEERESELE. TRMERN
B, BRERECIER—NE. STLUSIZIUGHRFE] vFlash SD KEMZEHE ( CIFSE NFS )

EHLBAMHETE—X. BsBNEHMIRSFEENEIRED.
@ |iF: BN EIRS B RE A S MR R EMTER iDRAC,
FINTHREE ST | IDRAC Enterprise IR ALILIIRE,
FEHITEMERIEZA  BHRR
E/EH Collect System Inventory On Reboot (CSIOR) #¥EIR, ¥NERTEZEH CSIOR IMEmIENIRE , BERUTHEE !

System Inventory with iDRAC may be stale,start CSIOR for updated inventory

Zt vFlash SD R EHUTED  BHUTLATERE

« VFlash SD REMEA. BREFI{IHL.
* VFlash SD FEZE/ 100 MB RIRT BB T EESH .

EMHESENENAFSREEE. BEEE | DRI RTSNIRSSBEE R ERIEN RS,
BINEHEICRA Lifecycle HEH,

©) i MNRIBIETE Windows 10 IR{ERE S LEA NFS SHIESSREHREXHE | HEHRSHENIRSSERE SRR | 57
Windows IfEJ NFS BRZRiE,

{£M iDRAC Web REIE{BARSSERECE %

B iDRAC Web REIRMIRSsREE 4 :

1. $Z iDRAC Settings (iDRAC iZE ) > Settings (i&E ) > Backup and Export Server Profile ( F{3H1SHIRSHREEX
).
tbAT4E E 7~ Backup and Export Server Profile ( {015 IRSSSEESH ) TWHE.

2. BERUATSEIZ —(RFSE 03
Network Share ( RIZEHE ) : 7£ CIFS 8 NFS HZ= _HRFSEDSUEIYE.
HTTP B{ HTTPS : i@ HTTP/S X{HEMNG R0 SR ERI A S,

it: RENFS HZ5 , f£iDRAC H1 , IHEAFEZESARE. XRATIZEM iDRAC B2,

)
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3. BINE{DH File Name ( {47 ) . Backup File Passphrase ( S 3431388 ) ( 7% ) . Confirm Passphrase ( fiAZEHS
|ig) 5.

4. YNSRI Network ( RIER ) (EASHAIE | IBHINENAIMEZIZE.,
@ |i#: EIEEMEHEEEN , BENASHBFRSHSHEREHEY | BRERAES SRELISHFT.

BXEFRINER , 15215 IDRAC Online Help (iDRAC BXHASED ) o

{8 RACADM =F{f3ARSS=aEC & X1

E{EH RACADM B IRSEREE M | 1B systemconfig backup @<,
BXEZ(ER |, 15205 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Fg ) BT M www.dell.com/idracmanuals _E$EEY,

it &R 2RECE N

LR HETFRE—X. AsBRTHEENIRS S ECHED.
AT XIS S E X EISM 2R |, B
B=R2H Lifecycle Controller #] Collect System Inventory on Reboot (CSIOR) 151,
EEREMEZRENNY (NTP) , fFERERBASEMEITRIWEIAISEFREITREILAR T— M+ RIWEALAIRIEERT AL,
E7E vFlash SD R EHITED | IEHUTLATHRME
AN, BBRFIPIR Dell 32359 vFlash SD &,
vFlash SD RE B BB EFESH .

iE: R3ZHHE 1Pv6 kit RIIRSS 2REC &S BRI E(R.

)
{EF Web REITRIARSRECE XA EIFD

B RIIRSREEX A ENED | BHUTLATERE

1. £ DRAC Web REF , #Z iDRAC Settings (iDRAC i&E ) > Settings (i&& ) > Backup and Export Server Profile ( &{%
NSHRSEEEREXY ) .
ItATE 27 Backup and Export Server Profile ( &{HF1SHIRSSSEENY ) TUE.

2. EERLITEIZ —(REFED YR
« Network ( B4 ) , LATE CIFS 8 NFS HE= _HR1ZEH RS,
« HTTPor HTTPS ( HTTP 8§ HTTPS ) {8 HTTP/S X{HEHISRIRIFE D Y&,
3. HMIANZFZDRY File Name ( 4% ) . Backup File Passphrase (optional) ( {334 8iE8iE [F]i%] ) # Confirm Passphrase
(TARIBIEE ) .
4. SNEREERE Network ( L8 ) fEANMHE | IBEAMEIRE.
@ it EIREMSEHZRER , BINAENARPENZRERISFES  EAERABR S SKREEISHFES.

EXZFERIMER , 5518 IDRAC Online Help (iDRAC BEHESES )
5. B Backup Now ( SZEPE% ) .

RIS | R TR IEOREFTR BB R T ERFL. ESIMEVRE—PIEAFRRDHE | BEET
—MFEERR R, EIRS SRECE SR FEELT IR B HAFIREHAT.

{5 RACADM itXlIBRS =5 ECEE B &R

BEERAEMED  BERUTHS

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

BIHHIRSREEXMED | BERUT®HS

racadm systemconfig backup -f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom
<1-28,L,’*’> —-dow<*,Sun-Sat> -wom <1-4, L,’*’> -rp <1-366>-mb <Max Backups>
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ZEELANEMITY | BERLITSHS

racadm systemconfig getbackupscheduler
ZEHBHMENIIEE  BEALU TS

racadm set LifeCycleController.lcattributes.autobackup Disabled
ZEbREMIHR | BERUTSS

racadm systemconfig clearbackupscheduler

BXEZ(ER , 15215 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§& ) BIM www.dell.com/idracmanuals _E3KEX,

SAESSHCE

AEAENOREX M SASERE—ERS IR ENEHMARENS ISKRSE.

SAIIRERRZEN,

@ [iE: WFERFE | RERSTFENSHXHPRRSITEL AR, ERRFERTREIERNF BT &EHXHPIHERIRE
—(UEWFENRRAMN. MRAHFEREAER—MIE | SiISFERHTERHBERMESRANEGFHAEP.

HUTSNIBIEZRT , HBIRIBAT Lifecycle Controller, YNERFAEZEMA Lifecycle Controller FRIEFISNEIE , BERUTER :

Lifecycle Controller is not enabled, cannot create Configuration job.
LESNBEDHITRE |, REBREHENEE  BERUTHERER
Restore is already running

SANEHEIZRE Lifecycle BEH,

.

BEHEIR
EERRSEETRTIRG | BIERINEERHEEENEARLA TR
. RRRSBIRE
. BIIRE
s FENEEUE

UEFI Diagnostics N &R

RAEEEIRE—BIOS,. iDRAC FINIC

Easy Restore {#Fg Easy Restore [NTZFBESRE M EIRE. é‘ﬁﬁiﬁiﬁi’?ﬂ: FEERFZRT , BIOS £Eif] iDRAC FHRRGIRRENHHIE
. 1 BIOS FRESEREGEFIRSIRES. FANIEF] UEF 2R FIfER. 551 BIOS RRSR~ETRRAAHREIRE. NRE
FREE— BIOS FRE LIEFRIRREEE | #Eﬁﬂ%‘hiLﬂHﬁﬂEEWEHERﬁK NSBERETRE— BIOS FRE. 55/ BIOS
BERESETR—IR,
@ iE:

o (NMEEHECSIORA , 72Z M EATREIRE. HIECSEH Lifecycle Controller 1 CSIOR,

o EREBRASNERERIRESFEEREIRENE.

. BIMNERASFMEMENE  GIIMNEMER &, vFlash BiEskIFE-REURE.

{£F iDRAC Web REIGAIRSSERECE %

Z(FF IDRAC Web RESAIRSH/EEXY

1. #Z iDRACIEE > 188 > SAIRSHEEN(E.
BERSARSSEERE .

2. ERUTMME—TUSESRD UGS !
o RMBHE | LITE CIFS 5 NFS HE= _HREESE D S,
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HTTP/HTTPS , {fF3 HTTP/HTTPS X{4-E5 , 1B & ]HRFEI A,
3. MABMONHE/FNXHZBEE (Wi ) IHASBEEFRER.
4. MNBDNHBFIFEZZM0 (k) .
5. ANERIEEREIENHUE | BMAMEIRE.
Q) |i*: EIEEMEHE=REN , BNAESWARSNSBERSHET , EAERES SREBISHES.
EXEFERIER , 155073 IDRAC Online Help ( iDRAC BX#E5ED ) .
6. NEMEERESNERIIESEUTHEY—IN

(RE — {REE RAD 3l. EMHEE. EHERBUAIRFTINEREERE AR RS DIRESUFBRAEREITRINEAIRE.
HIBRFHEHR — 15 RAD 3. EWHE. EH=RBEIERFETIEREEEEMEE  FRSMRESIG IR,

7. BESA,
RSB EXMSNEMFER.

{£F RACADM S ARS=aHEN

E(HH RACADM SRS EECENH |, 15fFH systemconfig restore &,
BXEZ(ER , 52158 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _EFREY,

& [RIRIEIRF

ERRIEIRFA

1. ENRGEK.

S B BFHEE Lifecycle Controller,
FNERITF.

RENEH SRR E
FHERFEFA.

iDRAC EHFIECE R RISFETThY.

iDRAC S5/
ERENFNERFTFFLUREEETE,

(ERHMERASET RSN iDRAC

BT LA Dell Management Console 8 Dell OpenManage Essentials Zx#F1aMll iDRAC, #&tBEILA{ER Dell Remote Access
Configuration Tool (DRACT) 3RE#k iDRAC, EHFHEMHFNIZE Active Directory, BXEZER | iBSRABMNAREFISE.

isiRSHREERENH — SAHISH

RS EECERCE X (SCP) RIFESANISHIRSS SRECE MM

BRI LUAAREIRIEFIRSEIE (CIFS, NFS, HTTP B HTTPS ) SAFISH. R SCP, BRILUEEFASAESH BIOS, NIC
1 RAID FIRHRAIECE. EAILUG SCP SAMSHEAMERLEE CIFS. NFS, HTTP B HTTPS MEZHE, EALISAMSH
iDRAC, BIOS, NIC # RAID RIS EXHEHS BN WF AR AL SH.

FRFALEEE(FIIEIEIZITHY SCP IUTESAESY | SEREEER  EFSNAERE.
B GUI ENSASSHERIEEFL. AIERLAFIREFEEFIRTE.

Q) |+ BiFtENHUES B 1P it
®
®

© N O s NN

iE: ALANSENSEMEIAS A RS SREEX . SEEEFESANNIERRSSHEEXM. W, SA xml,

it IRIESHAIHHER (1BFTERY ) | FRBIBSEERM. BI40, export_system config.xml,
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() |iE: sCP URIHEMBMRAMIGERBENATREMEL. BE—LRAREF  FERESILIEAIFMFIRN | NETHE
tEEAMEENFIRE. HIERE , SCP AT EER MELPRAFREIRE. EE(FILAY ConfigResult FH , LIRER

ML ENRERE.
{£M iDRAC Web RES A RSS2 EECE 4
SRS HRERE N

1. ®ZERSE > RSEEEREXHE
AN P T = 74 ST
2. R TME—TUEES4RE
SN R FEA IR PAIE B S,
PILZEESE I CIFS B NFS HEHhENEE X,
HTTP 8% HTTPS {§/ HTTP/HTTPS U{4&EH) , NAHESEFSNEEX 4.

Q) |i*: IR ERE |, SIS AMLEIEEDR HTTP/HTTPS 188, MRS HTTP/HTTPS RERE , FEERIEEE.
3. EERSNEMEEISTHAEH.
4, EIRRMMET,
5. EERRIKEFHELISESASREERFXARRNSERTE.
6. BESA.
- [=1-]
{5 iDRAC Web REISHIRS=SHc AT E]{E
SRS ENE X

1. BERE > RSHREEREXH
BERN B ARSS AR BT B X4 .

2. BRESH.
3. EFELUTME-TUEEMHERE
Fith FoESHRIFEAIIKERS E.

RILEHZLUTE CIFS 5 NFS = HEFEE 4.
HTTP 8% HTTPS &£ HTTP/HTTPS {4H&%H) , SECEXHRFEI A M.

Q) |i*: IRIBUERE | SUAENRLEIEESR HTTP/HTTPS 188, MR HTTP/HTTPS RRERE , FEERIEEE.

4. EEREFEEEHEENEMN.
5. MIESHMEE | LI THE R
. HBF
. ERSH
EESH,
6. MHIESHXHHER.
7. EERESHIAE.
6. WERLSIH,

BIOS iZ&t) F2 HIZ£5|SHE

UEFI Secure Boot 2—IUHA |, AIHMRTE UEFI E{4FN UEFI #BER S (0S) RXIEHIE T se BMBIERZ £ K3, £ UEFI Secure Boot
o, PRSNGSRS EIE PR TIOIEFIEN |, AR RIFINEENETT. Secure Boot AlEREM , HES I SHNENE BT
RHREBMHIEE - FEEL. BH-RIURERSS | SINERER.

Z—aY EEMAEO (UEF) igts - —RIFATRS | S GARERI T |, fB7E UEF #SBHENX T Secure Boot, ITEH RSN
. VEEHNETHRERSIREBHMUATHTIMELMEH EIRIEM. 1E UEF H5BA—EB% | Secure Boot 3R T 15 |S3M R
Ry TR,

JBFERT , UEFI Secure Boot 2FEIEINEAREZAY UEF IRBIKEIER , BERBERHBARARIFREIE!T. BWREER Secure Boot
ZREINEARE RIS IKEIERT.
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£ Dell 5 14 XFOEShRARY PowerEdge BRSS28 L | EaTLAFERARREISRE ( RACADM, WSMAN, REDFISH, 1 LC-UI) RfSFEZE
3 Secure Boot IHEE,

SRR

Secure Boot ZREEFE PK R{NEE—1ER |, BRIBEEZSMEIRMT KEK i, FEIEEIER T , FatlitEaFalgEErSa R
PKXINAIFAIR. S5=75 ( PIAHRERSRMHAINRERME ) 5P 5 KEK PRIAHERINATAR, XF—% , FamaEaEE=
T3 EIFERFERSEHY db B dox HRNINERERRER.

Secure Boot SREE{E db F dox ARFRS | SRRMESIHHAT. 97 FERMRESHHIILIAIT | BRS db RRIEREESIHEREL ,
RS dox PRYEPEEGIERER. FH db Bl dox FIRBSHYHAIZNER BT T A PK Bl KEK $8. BT PK Bl KEK REHIET
SHENBE R PK &R,

& 14: AHERASEHE

SREGER EZANEER HESHNT RS RIFHRXICR
PK X.509 U ({NBR=iHl DER —=
et ) 1. .cer
2. .der
3. .crt
KEK X509 FH ({BRH#HH DER er E2
®L) "
NHZAE 2. .der
3. .crt
4, .pbk
DB §1 DBX X509 4 ({RPR_HHHI DER er E0
) "B
EFIBR%: ( RAEBIOSHEIHEFH 2. .der
SNBYEHEE )
3. .crt
4, .efi

BIREFRS BIOS iIRE FTHRARALREALUARRES | SIREIREINEE. BEERS BIOS IRE | IBETERERESERATDEIR
A% F2,
ABRT , ZEZ2518 , H#EELZLS |ISREEENMNE., BEREERESSISHE S iERZ25S8.
LMLt | SERIRENINE | BRTRZRFEG L INSNEGAE B MVSHEERETE. KTUDSTER. IKiRERE. 154
ROM #15 | SIIEFEFRIZ 2.
EEIRSSEs ISR EIIE R ENL: , WIE Secure Boot IFBFEXAY DB TS ERNES. EIt , #4508 “Secure Boot
wEE" BLEA "BEX" .
%5 "Secure Boot FRHE" BLEA "BENX" I, ESWEEIABR FEFTINEAFRELRIBME (S LMEEOX R EEFIm
%) . ¥ "Secure Boot ZREE" BLEAN "BENX" AFEHITENLITRRE . &85, SH. SA. k. 230k, ESMNEE
B, ERXRE , EaILIECE “Secure Boot SREE" .

B "Secure Boot ZREE" BLEN "BENX" SRR , LAFIFE PK. KEK, DB #1 DBX i@ FREIN LA TS R/ FEIEIE
FEEX - SH, SA. MR, 23R, EENSPEE. FoLUBTRHEMNAYEHEERERENHITESIRERISRER (PK /
KEK / DB / DBX). BN EREEERTHITEA. 8. HRINEERFitE. EEETEANEEE  mERMBERATH
RIECE. "23PMR” 1 "2PEE" REEENERIEEETINAYEE. "R SR 'BENX” REEPRIEFEIERF
MEHE , "2HEE" R "toE" 5 "N IEBFEEXPRIFTEIERFIMYRIEE,
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EBES{EE RACADM B BIOS #kE12F8. EHITER BIOS IRE , 15518 www.dell.com/idracmanuals H324AY iDRAC RACADM
Command Line Interface Reference Guide ( iDRAC RACADM #p${TRES®EIEE ) .
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figE iDRAC

BT iDRAC TJEEE iDRAC B, IRERFPLURIZEER , HITInESEIRES.

1SFCE IDRAC ZHT , IBFBIREECE DRAC MR BN STIFAINILEES , HEFMAEANFANIE. B iDRAC FralsKiFalAITheerE S
E8. , 1557 iDRAC FaJilE,

EETLMERLA T 737AECE IDRAC

iDRAC Web FRmE

RACADM

IFEARSS (iE&05 Lifecycle Controller Remote Services User’ s Guide ( Lifecycle Controller Remote Services FEF1EE ) )
IPMITool ( i5£5 Baseboard Management Controller Management Utilities User ” s Guide ( Baseboard Management Controller 18

NEREFRFER) )

ERLE IDRAC :

1.
2.

N O o N o

8.
9.

10.

1.

12.
13.
14.

15
16

ERE| IDRAC,
WELE | IEXNEBIRE.

® |iEE: WMRESHEE iDRAC MR E , i57E iDRAC IP jtthiig Eidi2rh (M iDRAC IRB N MER | ARRHRILEE.

BCEi/3i8] iDRAC RS,

FCERIER .

WBEVE  EERRNE.

WBEVE , EEENXFINERIEINY (NTP),
#1372 iDRAC FILAMEHIRIEBIESE
IPMI 8, RAC 17

IPMI Serial Over LAN ( IPMI LAN _E881T)
LAN _E IPMI

SSH & Telnet 2 i

SREXFTERUES.

S INFIECE R BIPRAY IDRAC FF.
FLEBFIE R FHRMAEER. SNMP FEREL IPMI 2545,
WBERE , RENER IR,
BRLREERER.

WBEVE , BEEEIIEHISFIEIAE.
MEWE , BtE vFlash SD K,

WIBEYE | REFE5ISRE.

CWERE |, 5 OS iRE N IDRAC HiE.

£ -

BE DRAC (28
BB E

BRROE IR

FIPS &zt

B ERS

& TLS

£ VNC ZEFin IR RS 28
REERERETRE
FeERTXFO NTP

WEE 5|28 %
B OS E) IDRAC EiE
SREGES
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{55F3 RACADM EZE S IDRAC
SRLIELUMERENZR S LAY IDRAC BLEIRE

Bf iDRAC (582

BRI EE iDRAC IIEARE M.

{HH Web REEZE iDRAC (GB

7£ IDRAC Web REH , %% iDRAC Settings ( iDRAC i&5 ) > Overview ( S )

BISE , 55058 IDRAC Online Help ( iDRAC BAALESED ) .
iDRAC i¥i(E2
. IRBHER
o TEHRRA
o EHRA

E4-EHr

RAC B&]
o IPMIBRA
o OIRERISIEEL
- HEISIEH

= VN7
iDRAC fRSZ1ER
EEIEE
o AMENIERE D
ML CIERE 1D
LEIMIEIRE
o iDRAC MAC itk
SESIRY NIC 20
. DNSEE
LT IPV4 188
IPv4 BiER
DHCP
2481 1P btk
LIRS
E TS
{#F3 DHCP $XEX DNS AR5 88iit
HBUE% DNS IRSSE8
LB A DNS fR$3S:

L0 IPv6 iIR8

B IPv6

BaificE

4ET P ik
EEINITES
PERS A B

{85F3 DHCPV6 $XBX DNS
4BTENE DNS RSSEE
4B DNS fRS5EE
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{(iFH RACADM &5 iDRAC (E&

E(#H RACADM &ZE iDRAC {58 , 1§&5% iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Fg ) AT M www.dell.com/idracmanuals
FIREX AR getsysinfo B get FanSIFMER.

(EpmiLEiz s

{3 IDRAC iIRBE /N FIEFELE iDRAC RMRIRESS , BIAaILUEID iDRAC Web HH. RACADM, Lifecycle Controller, Dell Deployment
Toolkit #1 Server Administrator ( 5|SZEBRERAR ) EXIRE. BXTETSPRZENFMERS | BSRIENIBFiERE.

E(#F IDRAC Web FREEL RACADM {EHMLBIRE |, H B A EENR,
Q) |+ EXMERETEESEISR iDRAC RILBIRIEIEERET,

{EF Web REEIMEZIZE

2 IDRAC REIRE

1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Connectivity ( iE#& ) > Network ( 4% ) > Network
Settings ( PILISHE ) .
FEEDS B RMIEETamE.

2. RIRGNEKRIEEMKIZE. BHIESE. IPv4. IPv6, IPMIF1/8L VLAN igBFHEE Apply ( BZA ) .

UNER1%E Network Settings ( PI4&i2 8 ) THY Auto Dedicated NIC ( BEIEH NIC ) , 24 iDRAC A9 NIC 35EITg LOM (1.

2. 38 4) FHETE DRAC TFRY NIC A& NZI5EERT , IDRAC &8 X NIC EILMERERAY NIC, WNERSEEER NIC L&)

?g”*ﬁ , B4R IDRAC fEFH= LOM, NEETIAER@BIT AT , kA 30 #, ERILAER RACADM 8 WSMan EEELL
nH‘{ o

BXEFRINESE , 15205 iDRAC Online Help ( iDRAC BXHEEE] ) «

{EF it RACADM (2oL &

BT RAMNSBREMTIR | ERZBS

racadm get iDRAC.Nic

E(FF DHCP 3K IP itk , SR TEN®SEAXSR DHCPEnable FEFLLINEE.

racadm set iDRAC.IPv4.DHCPEnable 1

LAl Ean e FRan S BECERTRHY LAN RSENE |

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set i1iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set i1iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

®
fBoE IP fisit

BRT FFIRIEZSL | i73i8) IDRAC BIERLA MR iR ESHIZ 2

i*: Y154 iDRAC . Nic.Enable 8% iDRAC.Nic.Enable &3 0 , NIBD{E/ZA DHCP , iDRAC LAN th&4h FEERIATS.
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IP fEIZEPR&I51A) iIDRAC ROZFimAY IP HHIBTE. BEMENERA P It SIEEASEEHTIR  FRAVPREEEE (HIP
WHHITFIZEER ) B IDRAC imiE). FrEEMERIEREBIGHIEE,
SR IP DR A ES SRR , MEMHEINZI TR ERERER DRAC, MIREERAMSIAR , MeIHEE
30 WEBRER. NREERKUWSIEFR , WNRIFHEE 60 WEBRER.
giﬁgg HHPERARMOREHIRIR | RINREUSENRRIHEERTICR. SRPRIIERE KWL RICRGHER , FERRRT
T—r o

Q) |iE: MRKEEFG P ISR IZXEELE | V8 SSH ERREETRLATSER : ssh exchange identification:

Connection closed by remote host,

iE: WNRIE(ER Dell Deployment Toolkit (DTK) , BXBUIRASEiEEM OpenManage Deployment Toolkit User's Guide
( OpenManage SPET EHEHFIERE ) AIM www.dell.com/openmanagemanuals _EFREY,

{§5F iDRAC Web RETCE IP ik

BB E "BE" NRAREHITIX R,

ERLE IP ik

1. 7EIDRAC Web RE , 3% iDRAC i B EIE MBS B RIS E,
SN = DR

2. BAESHRMEIRE.
D AN e e A | DU

3. R 1P {EBER 1P SBEFMIEIBISE P HitiRE.
BXZEMNIESER | 1S5 IDRAC Online Help ( iDRAC BXHLESED ) .

4. BENRFEFLE.

BIBERLIBIRE — FIPS REEBUFHAIIASEAERN—BRE. FIPS B E7EHE FIPS 140-2 1 RIER, BX FIPSHY
FE(EE , 528FET DRAC (19 FIPS BFEREFIATIE MX EE&H CMC,

® | i+ 2R FIPS 123t , 18 iDRAC g HSAIRE,

{5F RACADM Eg & IP i§ik

B inBEE "RE" NIRZSEHITIXLESE,
F2E P %1% , {88 iDRAC. IPBlocking HFHILAT RACADM XG5 :

RangeEnable
RangeAddr
RangeMask

RangeMask BIEXFEN IP HIUEAN Rangeaddr BIEIER. MREFRHER , WATHENERIBERIE DRAC, MLLSEEISMNY IP i
WERESEGER.

MRUTREANFTE BRI

)

RangeMask & (<incoming-IP-address> ~ RangeAddr)

IP iR eI
LA RACADM #3$4fEZE 192.168.0.57 LASMERF 1P ik :
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set i1DRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.255

EIGERIRFIE—LEPY MBS 1P etk (BIaN , 192.168.0.212 £ 192.168.0.216 ) , NIIEEEAIHIREARF MILAIMIFRERL
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set i1iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEEBNREFTIREN 2562 , HHEEHEIEE 111111000,
BXEZ(EE |, {525 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8Fg ) BIM www.dell.com/idracmanuals 3%EX,
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| N

BRI

"BREEEERE" ATATE DRAC BRE FImBEETIRHER . HREWNRERZSEE. CRETHIEEMROFERS TLS ZrEEmNS
—/NRRI, IXESGET]EIT iIDRAC Web FRE. RACADM F] WSMAN 65T REBCE.

{5 iDRAC Web KRG EZIIHERE

{8F OpenSSL EiBar SRBMEZLANIFATHE TS SHLIMEIMNGR.

) [iE: BRI SHERLEWN. EREIWEERZAE , SRESERBLU T EN2EENA -

» OpenSSL ZERFFHRIEGERHERGE.
- "TEMSE SIEFENZRERS | MRERERFTSRIIER,

Q) |i*: (1SS TLS ZRENSRISEZH , EREEERMNESHISM Web JIISE,

ERINEENEBFHE
1. 7EDRAC Web RET , ¥Z iDRAC i&H > IRSS > Web [RS8,

2. BHEAEXEBRFFRERN NI ERBFHH.
LR BB B E X SBEF RN,

3. FEEXEBRFFEFERYT  BAGSNE=RS | AERTREFEFHE.
(D it BXZEFEITRESER |, iI5201 . www.openssl.org/docs/man1.0.2/man1/ciphers.html,

4. BFRMHA.
REBENZBFTRAERIENE] DRAC 18, F&5/104 , ASBIIFFHIN DRAC £1F.

{5 RACADM Ec B BRh04H%HE

E{EFA RACADM EeEZRREIERE |, BFERUTSSZ—:

racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-AES256-
GCM-SHA384

racadm set idraC.webServer.customCipherString ALL:-DHE-RSA-CAMELLIA256-SHA

* racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-AES256-
SHA256:+AES256-GCM-SHA384 : -DHE-RSA-CAMELLIA256-SHA

BRXLENEINESZ(ER. , iI5815) del.com/idracmanuals _E32HY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM i {TRES®IER ) .

FIPS {23}

FIPS REEBMRAREMSLIS LAERITENRIR2iRE. MR iDRAC 2.40.40.40 FH45 |, iIDRAC 3ZHFE A FIPS #&z,
&3k IDRAC 1EERIBIETUAIELASZHF FIPS 182,

32§59 FIPS fRIVFN3X1S FIPS ISIERIARRE

BB RN RIS P TIAERY AR FIPS TAME, HITF5ERk FIPS FTERRYATIE] , FFIFFTBMRARY iDRAC ERLGIE, BX
iDRAC 4 FIPS IFRISRSTIASIERE R , E55 NIST Web i FHY “Cryptographic Module Validation Program”  ( fINZ&EIRIGIEFE
F ) WE.

[SH FIPS &3\

2R FIPS #{0]1§ iDRAC FEig@ A KIAIRE. MEEEREIRE | KHNIRSZSH[/EEXY (SCP) , FAIBEH FIPS #
I . HEER iDRAC [FIRE SCP,
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)
EFH Web RHIEH FIPS &3

1E£ IDRAC Web REH , SAnZ=E iDRAC Settings (iDRAC i&HE ) > Connectivity (iE} ) > Network ( 4% ) > Network
Settings ( fI4%i&E ) > Advanced Network Settings ( BZRMILEIEE ) .

2. EFIPS R+ , EIEBEHEERE.
() |i*: FBH FIPS 1834218 iDRAC EigHEGAIEE.

3. RRRENHER , IBREHAEN. BE OK (18E ) .
IDRAC 7£ FIPS R EHEH. FHEED 607> , RIFEFEEE DRAC,

4, % DRAC IZE(EES.
@ [i%: BRiARY SSLIEBTE FIPS IS AR AIF.

iE: 5L iDRAC il , 40 IPMI Fl SNMP ROIRHEFRESENE , RSZIFH]E FIPS,

it MREESETRELAR iDRAC B , FIPS iZX&ZEA.,

@
{8FH RACADM [3H FIPS &,

{888 RACADM CLI LABTLAT#S -

racadm set 1iDRAC.Security.FIPSMode <Enable>

ZH FIPS &=\

ZEEFH FIPS 122 | Bt iDRAC EiR AW BUAIRE.

BcEiRS

AT LATE iDRAC EECEFERLUTRS !

FitEE (At RACADM #[1 iDRAC IRELFERFELE ( NENRSR ) 7518 iDRAC EBE.

MLEERSS 2R [EFEXY iIDRAC Web RERVIAA], SNREEERiZ Web R, 2 RACADM tEHREER., BERA M RACADM
EHEA Web IRSSERFIITFE RACADM,

SSH BT EY RACADM 18] iDRAC,

Telnet BT EH RACADM if5/a] iDRAC,

ix#E RACADM 218 iDRAC,

Redfish S Redfish RESTful APl 3235,

SNMP {12 £ IDRAC Hr/E A% SNMP &3] ( GET. GETNEXT F1 GETBULK 1#2/E ) BISZ#.

BIIERIRERE BSRLDRERHEERRE.

EF

VNC fR$328 [EFSBEEAT SSL % A9 VNC ARSSEE.

(£ Web RHEECEIRSS

E(FF iDRAC Web REBREIRS :

1. 1EIDRAC Web HE , 2= iDRAC Settings (iDRAC i&& ) > Services ( I§535 )

B &7 Services ( BRSS ) M.
2. IEERTHRER | AG8E Apply (RZF ) .

BXBIZEMMESRE | 1557 IDRAC Online Help ( IDRAC BXH#5EN )

@ i¥: i520i%rh Prevent this page from creating additional dialogs ( BELEECTREGUZEMIINAIRNEIE ) SikiE, EIFULEIRS
PELHEERERRSS .
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{£F RACADM ficEhRSS

E{EH RACADM BAMNZEARS | 1B set mSFILATIREFHINIER :

e iDRAC.LocalSecurity
e iDRAC.LocalSecurity
» iDRAC.SSH

e iDRAC.Webserver

e iDRAC.Telnet

e iDRAC.Racadm

* iDRAC.SNMP

BRAXLENEINESZ(EE. , 5515 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJM www.dell.com/idracmanuals 3£
B,

BESEE HTTPS EEE

WNERATFEE0A iDRAC IEPEXHEL ARMAEN HTTP BaIEERZE HTTPS BENIRIRIRERTERERN | ST LURIRIUTS
ECE iDRAC : Z2AM http imO ( A 80 ) EXEME https im[ ( ERIAS 443 ) . BABAT | BT ERRES. S FEFHF
ZRE|DRAC LMELLIREA. WMRZALINEE  SBF—FEHER.
S MER "EE DRAC" R REZAEEER HTTPS EEF.,
RS R ZE R INEERT | 187 Lifecycle Controller BEM4HIER—N 54

R HTTP B HTTPS IEEM :

racadm set 1iDRAC.Webserver.HttpsRedirection Disabled

EREA HTTP B HTTPS IEEH :

racadm set 1DRAC.Webserver.HttpsRedirection Enabled

EEZE HTTP E HTTPS NEERIIRE :

racadm get 1DRAC.Webserver.HttpsRedirection

FBgE TLS

BOABIRT | IDRAC ECENMER TLS 11 FIESIRA. EAJLAECE iDRAC LAERLAT™MES—IN :

«  TLS1.0 MIEShRA
« TLS1IFIESMRA
« (PR TLS1.2

Q) |i*: SIRRRLIEE , Dell BINER TLS 1.1 HIESIRA.,

{5 Web RHEIECE TLS

1. #%Z% iDRAC Settings (iDRACiZE ) > Services (RS3) .
2. ERik Services ( |g5% ) 1EIME . SA/B 85 Web Server ( Web iR5388) .
3. TE TLS Protocol ( TLS Y ) FHIFIFE | iE8F TLS hRA , SA/F8E Apply ( BIA ) .

{#F RACADM Eg& TLS

EIEE TLS B ERINRA :

racadm get idrac.webserver.tlsprotocol
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e TLS R4 :

racadm set idrac.webserver.tlsprotocol <n>

{£M VNC ERinEIRintziRSsR

ISR LAERFRAETE, VNC R iEREE RS ERSEEANBENRE (%0 DELL Wyse PocketCloud ) RUITiZiRSS88. HEIRH ORI
IR ES(E1EIE1TRT , IDRAC SIRERSoMETR FAEHIARIZER. BHABRBMIREAZESRHEEEIE TRt

SMS , AREEEILFER NC BEEENAER. VNC BEESETLIEERIIRS S LRI ER G/ BIHER | FHEATENIRS BN
S ISENSARESS SRSV T A ERRNSE . TE/EBE) VNC BREZET , WS VNC JREZSEHELS iDRAC FEY VNC R
SERRE | WM. VNC i[OS, SSL INZFIERTE. EaTLAFEHR iDRAC Web FRiEal RACADM KE B XL E,

@ [3#: VNC TIEEREIRSIFTRITIEE , 7E iDRAC Enterprise #FRIEAIRIL,

AT UMNIFSZ YNC R BRERFE S mZ % ( 40 RealVNC B Dell Wyse PocketCloud ARESHERILR ) ARt TisEiR,

AIRERTEGE 2 4 VNC BRIRSIE. FNSIEbTFRIEER.

R VNC 2IEER , NRBEREMEEH AMAREIIEH A EE B REEMN R,

WIREERUSIINE , N VNC BEFiREEEEH RFB IEFHE | FELFH{T SSLIEF. 7 VNC BEFIHIEF ( RFB & SSL ) 378

, WRB— VNC SIELTFEIRTS |, SiFERIEHESIETHFRES | WEHT VNC BRIRSIRSHIES. EemilREFT

f2fE , VNC RS BEEZAEIIEHAH R AHERREIUNER. £ VNC £iF&RIEZ [ |, VNC RS SBBIRE EIUEEI S rIRIBIRE

(SHEZER) .

@ iE:

+ B VNC £iERY , INREBF RFB HHUEIR | 1518 VNC BRIRIEEEXN "BERE" | RAEEHRINSIE.

+ %4 iDRAC NIC e FHERRHXABBHNENRFAN , MEEESPRNIH. EXERMER , NRSEEDN VNC R
IRRMATIETIRIE . VNC 2iETTRES XM, B MEEHIBRY ( $13% iDRAC Web REIRSTET VNC IRSHRIS BT ER
{H) . ABEFEL VNC &%,

+ WK VNC EFIREORIVEIEE 60 b , ERIREOEEXA. BRIFTHME VNC £iF. BT VNC &iF.
WNSRIETE 60 FARAN VNC ZFIRED |, BBATTLAGSEER.

{£F iDRAC Web RHEECE VNC iRSSsR

FRCE VNC IRSZRIRE | IBHUTLATRE

1. 1E IDRAC Web RES , #Z Configuration ( fit& ) > Virtual Console ( =SS ) .
#& 27 Virtual Console ( EEHUEHIS ) TUH.

2. 1E VNC Serve ( VNC R$328 ) Zp4>eh , F2H VNC RSSEE | ISERL. OS2 , FHEMAsEEA SSL N,
BXEFERIMER | 15217 IDRAC Online Help ( iDRAC BRHIEEED ) «

3. BEEMIA.
VNC RS E5RIBELE.

{8 RACADM fc& VNC fR5585

HEFEE VNC IRS588 | 15fEH set mEFI vNCserver AIRIER,
BXEZ(EE | 5205 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJM www.dell.com/idracmanuals _EFREY,

128 SSL &Y VNC E5EE

EBCE iDRAC #Y VNC IRSZEHNZERT , QN5 SSL &R eS|, MW SSL KB FIfEFRLAR VNC BRSBTS
iDRAC VNC BRS3888Y SSL INEZavER.

O |i: kS8 VNC BFuRREAER SSL IS,

HEFE SSL FFHEN R

1. BRE SSL BFBELIES: <localhost>:<localport number> ERAUEREE, 40 , 127.0.0.1:5930,
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2. BLE SSL BFELUEEE <iDRAC IP address>:<VNC server port Number>, f5I& , 192.168.0.120:5901,
3. [BEbER BER.

EEIT SSL INZEHIERES iDRAC VNC IRSBEEERIER: , MG VNC BESRIEEEA TN ( SERSACHE Pttt ) FlAMHOS
(127.0.0.1: < AtHOS > ) &

IREAT SSL INEERI VNC EEES

—MERT |, FTERSITETEME S (RFB) B9 VNC BEREEBRIER/ VNC RSSESECER iDRAC IP MMM S1ZEREI VNC iR
5288, WNRECE iDRAC AT VNC IRSSESIRERTEE SSL INZREIN , MIBITLATERIELUERERI VNC BEEES

£ VNC BE:E XHEIET , £ VNC IRS3E8 FERHHIN DRAC IP HtFNiRCS,

9 <iDRAC IP address:VNC port number>

%0 , 705 iDRAC IP #EER 192.168.0.120 , ) VNC isO52 5901, M 192.168.0.120:5901,

BcERIER R

ERILIECE R E R AAYRIENR LCD 1 LED Bk,
XIFAHNERFIETUIRSS RS | BRFHEEUAIRIER A -
LCD RIEMRFIZSE ID LED
LED RUEMRFIZSE ID LED
MFTDRTIRSS RS | IRSF|AIER ERBHRS 0 LED I , BATIRHAIFEESE LCD.

ficE LCD iRE

ERILAMERER SR LCD RIER DIREFBTFIAFATER (HI80 IDRAC BFR. 1P F ) BCRFENXHIFHE.

R Web REEIE LCD 188

BRI ERSSES LCD BIERET :
1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&E ) > Hardware Settings ( fE{iZE ) >
Front Panel configuration ( BIEtRECR ) .
2. TELCD Settings ( LCDiZE ) 8% , M Set Home Message (iIEBTFENE ) ThsEES , R TFINERZ— !
o IRSBIFE (BOA)
. AR
DRAC MAC itbiit
DRAC IPv4 ik
DRAC IPv6 ik
. REMR
. INEERE
. RRIS
Fi=
- BAFEX
e K
UNERIEIESE User Defined ( FIFEN ) | IBEMAEFTBANRHS.
YNERIGIESE None ( 5 ) |, MIASEIRSSES LCD BIER EERTEREEE.
3. SEREIEHIEER (A% ) . WRER , NIRSSE EHY Live Front Panel Feed ( BIEIRSCATER ) 2895F0 LCD EHRSEREE
FEIEHIESIERER virtual console session active ( EHIEHIGESIEED ) BE.
4, BERMA.
fRS5E8 LCD RIEREREENTEREER.

{8 RACADM [gE&E LCD 188

FRcEMRSS2R LCD RIEARER , A system.1.CD APAIRISR.

fig& iDRAC 85



BXESER |, 15518 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Eg ) ATA www.dell.com/idracmanuals _E¥REX,

(R iDRAC i B 2 HiE~ElE LCD 188

EFEIRSSEE LCD FIERET ¢

1. £ DRAC IRB\FIIERT , %= Front Panel Security ( BIEIRZ S ) .
I RT1E R 7= iDRAC Settings.Front Panel Security ( iDRAC iR ERIERZ M ) »

2. [SFISEFRIRIRE.,
3. IBELTSI

o XIRIEARAYSIE

- LCDHEEZFFE

AERFRE. MERERENERER

4. [BRSEREIEHIEET.

BXRBIETRYER. | ES1Y IDRAC Settings Utility Online Help ( IDRAC IR B 2N FRRERFEXHLASEN ) .
5. {fxEE Back (/5B ) . Finish (586% ) fl Yes (&) .

BcE %% ID LED iZ&

ZRFIRSSEE | BESERSR LSFHEEEA ID LED U,

{EFH Web REBCEZRS ID LED i858

FREBZRS ID LED B RE ¢

1. £ DRAC Web RE , ¥Z= Configuration ( fitE ) > System Settings ( RHiZE ) > Hardware Settings ( TE{HiZH ) >
Front Panel configuration ( BITE#REIE ) . 7 System ID LED Settings ( 4% ID LED i&8 ) TH.

2. 1 System ID LED Settings ( & ID LED 188 ) Xig+ , IEELA TMEREMLASAEEER LED Ak :
NIGSS

INKRFF

IRKEFF 1 KRBT

RNEFF 1 ERERT

AKEFF 1 BBt

3. BRMIA.

BUEHR_EAY LED [(AXRBPEC B SEhK.

(i RACADM ECEBZE% ID LED 128

ERERS IDLED , {#FH setled @i,
BXEZ(ER , 15258 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _E3KEY,

ECEAJXFI NTP

ST LAE R SRS EY (NTP) IE BIOS B EHLR G EIE iDRAC EECERTXFFREL iDRAC Aa.
BB ENR A REE B XE NTP I8 E,

{£F iDRAC Web RHECHRIXFA NTP

Z(HF IDRAC Web REECERXH NTP , IBHATLATERIE

1. %% iDRAC Settings (iDRAC i&H& ) > Settings (iZE ) > Time zone and NTP Settings ( BIXFI NTPiZH ) .
FERNE 7 Time zone and NTP ( FfX#0 NTP ) .

2. EEERX , {EM Time Zone ( AfX ) THEREATEIZAEINX | SRS Apply (KA ) .
3. EfRS NTP, BEANTP, B NTP RSeettt , A5 58T Apply (KA ) .
BXZFERIVSE , 5288 IDRAC Online Help ( IDRAC BXHLESED ) .
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{F RACADM EcERIXFI NTP

EREMXFNTP , i5{#F set #5<5F] iDRAC. Time F] 1DRAC.NTPConfigGroup AHRINISR,
BXEZ(ER |, 15205 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Fg ) BTM www.dell.com/idracmanuals _E3KEX,

A A
IZEHR—5|SieE
BRI T —IRE 1S BB EHS SIREE 5 1Si8E. IRGREEZENMEERS ISERZIRE EB/E BIOS F
E’J%—%Ivﬁ% BEE/BRM iDRAC Web FREELM BIOS 5| SIRFEX.
EALEE—S SRR E AU
EE51S
PXE
BIOS iZ&
KRS/ FEABEIN R
ZKit CD/DVD
TR IRENES
AR
Bl CD/DVD/ISO
7Nt SD £
Lifecycle Controller
BIOS 5| S&1H58
UEFI iREZI&ER
UEFI HTTP

@ i*:
« BIOS i&E (F2), Lifecycle Controller (F10) #1 BIOS Boot Manager (F11) REEIZBIEIXKABISiEHE.
+ iDRAC Web RAIFRHE—SISIEFHEEREBEE RS BIOS 5|Si8E.

(£ Web REIZEE—5I1S8E

E(F IDRAC Web RHEIRESE 51518 :
1. #%Z Configuration ( BE ) > System Settings ( ZHiZE ) > Hardware Settings ( ##{4i&8 ) > First Boot Device ( 56—
o
?%Ir%agir)st Boot Device ( $—3|Si%& ) TWA.
2. NTHFIFRAPIEFRFEIE—5I1298% | ASET Apply (B ) .
AR ER TR TEEENRS I SANRES 1S,
3. EE—F—}/’@|§'—Eﬁ}AFﬁﬁi§%§|ﬁ-—}ﬂ , TBI%E4E Boot Once ( 5185—iR) . LE . RFEIEM BIOS 5|SINF+HHE—3 1SiRES|

BXBIGMIES(EE. | 15205 IDRAC Online Help (IDRAC EXHLEEED ) .

{£F RACADM B —5|Si8&

. %lﬁ%%_gke_'rlﬁ% , {8 iDRAC.ServerBoot.FirstBootDevice FOER
EBNREBE—XE8|5 , {8 iDRAC. ServerBoot .BootOnce XI&,

BXXLWENELZ(EE |, 55058 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #ERT ) AT www.dell.com/idracmanuals 3k
BX.

FREIEHSREE—S IS8T

IRBESEITEHS |SINFHIT5 ISR |, S AEEIIEH BRSSP EERSEEINEEMNPMEERTEIS. 5I18—RZ REFE—
5| Si%%E FRFRIFE RS,

EEAEIEHSRES—SISIRE | BHIITLUTERE
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1. EaEEE.
2. EEPIEHGESSET , M Next Boot ( MIR3|S ) REFIREMENIREIFASE—SISRE.

So s pg ey
BRLRBBERS
BN E RS RNRE I THERRS |, Sl LAER iDRAC AR S EEREIE.

@ i*: B3K Server Administrator FIEZ(EE , iI521 OpenManage Installation Guide ( OpenManage Z3£5F5 ) AT
www.dell.com/openmanagemanuals _E3XEY,

1. M Dell Systems Management Tools and Documentation DVD ZZM Dell St | 2SR % LIRS S STRfER; iDRAC
Service Module (iSM),

2. 7E£ Windows FIfIkE&E S , FERIEREIENRS| SR,
BXEZER |, B85 Windows BES .

3. M Server Administrator B][SFIEIEREERTES. BEMKRERIFREBNER. KNk XINEAN . FHLR SRR EERTES
(60 -480 Z/ERIE) .

4. ERLATEIZ —EREXATRS (ASR)IED :

Server Administrator — {5255 OpenManage Server Administrator {Zi& &R A8,
At RACADM - ERELATES racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. BHRANERIKSNRERER. THTIR(F 155X iDRACIRE > B > BHRERRSRERER  SFEEH  AHEMA.

B2 H 0S Fl iDRAC Hil

EEBMSTR (NDC) BERATVENR LAY LAN (LOM) igEfIRS=5+ , LIS OS 2 iDRAC HiEIRE. LLINRERIBITHE
LOM, 3 NIC B USB NIC £ IDRAC FIEHIRFRAZ HIREENEHRIES. LLIIREFEE iDRAC Enterprise FFEIERIER T
AT,

() |iE: iDRAC Service Module (iSM) {2 7TEESRIINEE . TRAFETRERFEE iDRAC, BXESER | 55N
www.dell.com/idracservicemodule _#2{#fY iDRAC Service Module User's Guide ( iDRAC Service Module FBFIERE ) .

BIEANIC BRI, SRILEETREREPEaINNES | 2517 iDRAC Web FiEl. ERT/IHIRS[HITA NIC BT

Chassis Management Controller 3551,

FEEH NIC B = LOM Z B HEAEREFENEE IR ENRIER S iDRAC,
LB AT A REALEE -

« iDRAC Web RE

+ RACADM E{ WSMan ( [SIR{ERFINE )
+ IDRACIREAFITER ( TISERSEAE )

WNERIEIT IDRAC Web RETEX 7 MLEHEE , MIWRZE/DERF 10 A BEEA OS 2 iDRAC Eil.

WNERIEEIT RACADM, WSMan Y Redfish {FARIRSS S8 BCE M4 RACERSSEE | FEINRI X FIIMEIRERETN | NigwnE
515 ¥ OS & iDRAC EIBIhREERE OS EH# IP Hbhit,
1E/5F8 OS | iDRAC BBl Al , 5% :
iDRAC ECEAFRAE A NIC sit=1&R, ( B) NIC RS BCEIREA LOM )
FHRIERSGHD iDRAC A FR—FMFIR— VLAN /i,
BEEFIRIERS P Mk,
. CLRRETEHRBERSZE DRAC HiBINRERIE.
. BEEERENR.
EE Rt IThRERT
EHEEAT | BEREVRERSHY P Hbit,
ETREXS , SO REENIRERFIE P tblk, INRE4 LOM SFESPRES |, MEAFE— LOM B9 IP Bk,
WRESRBRIERSZ iDRAC MEIBIIEESIZINEEATIE | S UEELITIRE -
- DRAC L FEHY NIC EBUSE IEFERS,
o ED—LOM FEIRE.
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ENFRFEAMMLERIE thIROIRY 1P HhlibihsE , WAL 1P ik,

169.254.0.1,

BgO

© © 0 06

R#iskiEid iDRAC EH NIC 24MBRILEiIE iDRAC,

F3$% 0S Zl| iDRAC ENEBINRERYE
TRIEHT SIS (EA LOM LI OS 2 iDRAC EEIHEERI-RIIFIER.

. 15: i@idfEA LOM 3£ OS Fl| iDRAC Hil — 3ZiSHIR

iE: SNR7E USB M-RAFEARESHIER TR iDRAC BESSHRIR , M iDRAC BRSSHRIRGIS USB MK IP itk SEeh

iE: (EFBRAIARY IP tbtik. R USB NIC $201RY P #ulESR7E iDRAC SEH OS IP MBILFRTERIE—RILSFR. WKL 1P libtikS

i¥: I5/D(6EF 169.254.0.3 1 169.254.0.4 IP ik, XLt IP ihhit 2 25{EFE A/A BBESRT , A FEIEIR LAY USB NIC iR 1R

it: B NIC {HPARY , JREFLZiBIE LOM EiBMEHBRSSERIAHE iDRAC, PRI , RILAGEFE iDRAC USB NIC MEHBRSSERFE

£S5 HliEm ESi]
NDC Broadcom « 5720 QP rNDC 1G BASE-T
Intel o x520/i350 QP rNDC 1G BASE-T

AER LOM £t37# 0S | iDRAC BHilBIhaL,

3215 USB NIC RHRIERS

¥ USB NIC FUMERFE4E -

Server 2012 R2 Foundation Edition
Server 2012 R2 Essentials Edition
Server 2012 R2 Standard Edition
Server 2012 R2 Datacenter Edition
Server 2012 for Embedded Systems ( Base FI&s SP1HI R2 )
Server 2016 Essentials Edition
Server 2016 Standard Edition
Server 2016 Datacenter Edition
RHEL 7.3
RHEL 6.9
SLES 12 SP2

e ESXi6.0U3

e vSphere 2016

e XenServer 7.1

T Linux BERSE , BBEFAETHURFRS LI USB NIC BEcE N DHCP , 2AIEB/ER USB NIC,

X$TF vSphere , W% VIB 34, AJEFEA USB NIC,

)

%% VIB X4

XIF vSphere B{ER S , 7E/5A USB NIC ZHl , MRZEE VIB XX,
BREE VB XM, IBHTLATRE -

1. {#F8 Win-SCP ¥ VIB {4 E#I2) ESX-i FHURIERFRY / tmp/ K,
2. $E| ESXi IS TLA TSRS ¢

i¥: BBYE Linux IR{ERSaE XenServer H1§& USB NIC ERE % DHCP |, {52 iR (ER Siek EIBIEFETHY,

esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check

fig& iDRAC

89



Bt

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

3. EFSISRSES.
4. 7 ESXi s TLAT S © esxcfg-vmknic -1,
WIS SR usb0 £H.

s Web REIGHZZ2H OS %l iDRAC HiiE

EfHF Web REEA OS E iDRAC Bl |, IBHUTLATRE

1. %%ZE iDRAC iREEIEMLE OS Fl iDRAC B,
Lt 2~ OS Fl iDRAC B,

2. BRSELNBER.
3. FNEEEIUEERL TMEEER

+ LOM — DRAC 5EHBMER G BIHRER A E iDRAC EiEfEECEY LOM B, NDC 37,
» USB NIC — iDRAC 5 IR ERAZBAINRER S ZE iDRAC EBHEZECIBITIES USB BT,

@ |iE: MRS EEENIREN LOM , iBMBERIITIATIRME :
EERSH iDRAC (U FRE—FMMHA
BRI ERRY NIC EiFgEH LOM
4. WREE LOM (EAEEAEE  HEFRERENEERSES | NMNRIERSD 1Pv4 Helit,
() |i%: tnREH=R LOM B FEE TIRSSSE | NIRERS 1P bt ERISEEM,

() |i*: tNERS7E iDRAC EFEF VLAN , M| LOM Ei@iSREEH LERET VLAN iFicHBERE LOM EXTEH.

5. WNERIESE USB NIC {EAEIEBECE | NI USB NIC BY IP bk,

i{(i}e{ﬁ,—%} 1&9.254.1.10 ENEREOA 1P thik, B2, WNRILE P I SENRFEANERAIEERORY 1P thibidss , MesRE
IP o

BN 169.254.0.3 §1 169.254.0.4 IP, XL IP 2HEH A/A BBEIRT , A FRIER_EAY USB NIC im[{RERAY.
6. BRI,
7. EAEMARIEERELEE P 2EANAE , UNREEEE DRAC FIFEURER S A ik,

{f:F RACADM [ Hsk22H OS %l iDRAC HiE

E({FF RACADM [ZFEZERE OS &l iDRAC EjiE , {#F8 iDRAC. 0S-BMC HPHINIER,
BXEZ(EE | 5505 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8F5 ) &AM www.dell.com/idracmanuals 3REX,

(i iDRAC 2B 2 HiEFRHHZEH OS %l iDRAC BiE

E(E iDRAC IRE A FITEFFSFIEZER OS F iDRAC EE , iBHTLATIRE -

1. 1 DRAC IRELHRERFY , EE@EERR.
XI5 R iDRAC g EiB(SINIRIIE.
2. R T™ME—ETRLAUSHE OS 2 iDRAC Bl -

LOM — iDRAC SR ERFZ BNNEIFRFZ iDRAC BHilEitiECiEiY LOM 8 NDC &3z,
USB NIC — iDRAC SEHIRERFZ ERIRIERFZE DRAC BiBHHECIBIT ISR USB REiEYT,

@ | MRS EBEIZES LOM , iIERERMITIATIRME -
«  1Z{EZSH iDRAC (SIFE—FMA
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|+ $5RILEIEERY NIC EEEZE R LOM

EERAIINRE | FILECHA.

® |iI: HBEERIS "F#ERRE DRAC BiE" IIHERY . AHEERE LOM IR, BN , iZEBUSRRAKE.,
3. WFREE LOM (EAEREE  AEERTHARINERRSS  NBNRERFAT IPv4 HBik,

)

it MMREHRZEM LOM BERX TEETIRSEE | WIRMERS 1P i FERISEEF.
4. WNERj%HE USB NIC {ENEIEECE , NI USB NIC B9 IP Htit,

ZAER 169.254.1.1, (BE , MR IP i SENRKF e A bmEaEBZORY 1P #bibhss |, MARERILY P HBtk, B2
169.254.0.3 0 169.254.0.4 1P, XLt |P E4(sHM A/A BBESRT , SAIFEIER LAY USB NIC im{REBH.

5. HORBREEIR. SRR,
ZFERRIS R,

SRAVEH

TRIHTETESSERIETEE,
. 16: EFERIBUAGEHRE

BRAR IEP B RENS &

{853 Active Directory FIBRER {5 CAMER 4Rk CSR FHMIER AT IHERENE &
SHA-2 IEP TS,

Aitbay Active Directory FEFPHIEREER -« AFIES o FFED - (FRSEE AR ME

BF

Active Directory FHPES

FFRFPER

SSL ARSSERIED

o TI{E CAIEPR

S CAMER

SSLEH

NREEREEEERRFIERS
HAET 64 (MIRIBRISIE.
A{Z CAMEH - EBH CA ik,
SHA-2 IF BT,
IEIFEE CA Mk,
SHA-2 IF Pt

4Bk CSR FHMEJ{E CA SRENER

(D |iE: iDRAC HERAIARIEIER SSL
BESSERIEF. iDRAC Web BESS
2. RN EFEEHEE S ERLL
iE:BO

SHA-2 IFB 574,

iDRAC B1&— Web IRS328 , iZIRSERECE HEMRITUANE SSL 2l , LUBIIMEERINZEE. =T SSL INZEmMLAREA

RESTY. SSL ETARXIMINERANE | | iZATEEFintIiRS s ERd

SR SSL ARFRT AT FINESS

« [EA SSLNEFIRIITES
s RUFRNERSEINZEAERE

SIUEFIINEZRYEIE | LABLEFEMZE E550.

@ iE: IN5R SSL MNEHEEF 256 (oK EBEILAR 168 st , MISHIEIINIAE (JVM, IcedTea ) HEBRANTTHTER
Z& Unlimited Strength Java Cryptography Extension Policy Files LA721F4& iDRAC Jifif% ( 5I#ll vConsole ) FAFILERAINNGES .
BRZEREUHRIER | 1551 Java ROIREESIH.

ZUABRT | IDRAC Web fRBZE5EE Dell BERBMIME— SSL #=IEH. ETLUSEIA SSLUEREHEALNARNAIET M (CA) &80

WP, INHMEEEERATIGARTAIEELR , e ENTEEEE. RFEMGEETSINE. g0, Thwate FJ

VeriSign 1378 CA. ESEhFREN CA EFIEBHIRIE | BERENAIERET iDRAC Web REEE RACADM REEIEPERIEK

(CSR) , SAIRFEAERLAY CSR 124145 CA
E% iDRAC,

( 40 VeriSign 8% Thawte ) , CA ATLAE4E CA 5¢7ia] CA, UEI CA BRI SSLIEBE | BE

fit& iDRAC 91



SHFEELEENEA IDRAC , 1% IDRAC HY SSLIERMAMIESIRILHOIEBEEX ., —BEIRL F&%E SSLIERE | STFHONILEE
ATLAIE IDRAC TIAS R RIERESE,

ST HERENSZIEPBLUSE SSLIER | MARKHTERANSZIEBHITIHINGE., BT — BEXNSZIIBENREE
G |, (FRBEEXERZIEBAIFTE DRAC £5ZEE. WMRECHEABEN SSLIEPHER FHEBEX SRS , NBEENX SSL
IF P AR FER— AR R R EEEEN B ZIEER SSLIEE, S TEEEN SIS ( TEFAE ) . EHaTLAE
MBENBEENERZIEE, BMEENSZIIRG , iDRAC ELFERABEMEMRIHESEE SSLIEH, NREFER—ESEIE
B, NRIEZ DRAC FIEIE TEuhZ BEFEM(SE. BEsEmMM SSLIEREHEEHFHEERHIAtEST—XK , FHAAAIYEX
E—X ($XIERLEF] DRAC EARMINXIESE ) .

BERIEPBEEREK (CSR) A , iIDRAC Web JRS5E8 SSLIERIFESZER (%) (FAEBBMRAEMBHEIES . FI20 *.ga.com B
* company.ga.com, XFRABEFIETR, 05R1E DRAC LIIMERGEEIRT CSR , HAT LK SEZHEMNEEM SSLIEEH AEZ
iDRAC HEZIEH |, FEFRFA iDRAC #EZ8IZSTISHINEEsEE. [FERSISBEEMFIBISIENEE8EREE] iDRAC Web RE
A, IDRAC 52 ZINISEEHHE(E. TESEIEAEENT , DRAC B2 RIEESEZFIRHIYEE.

ERFRNEBERIBER

gSR i%ﬁiAilE’fM’@ (CA) 1232HY SSL ARSSERIEBRISFIER. SSL RS RER RS HE P ineB S ERSZ /NS N H SRS =N
IEZRIAE.

CA 7E47Zl CSR [RREZANIE CSR FESANER. WRBIBAFE CA RSN , CA SR HEFERRI SSL IRS[ES , S8
BARIBRSSEES Management Station HIZ{TRIRISSERENZ SSL IEERT | IZIER A ME—HARREIEARIIRSS 28,

CA #ititE CSR FillR SSL RSFERIET/T , IZUEBA_E#E] IDRAC, FITF4AERY CSR ( 77HEFE iIDRAC ElfF £ ) RIEEWRS SSL RS =5
IERHEERERTE | BMZERZUEY iDRAC S CSR &Rk,

(EF Web RHE4RL CSR

HAERHET CSR -

(D |iE: B4 CSR BREREH LIAFIKIER CSR BiiE. CSR SRS AILE SSL RSHEHPER. BN . iDRAC &
ESZIES.

1. 7E£DRAC Web RE , 5= iDRAC Settings (iDRAC i&HE ) > Connectivity ( %% ) > SSL > SSL certificate ( SSL ilE

) , i%#R Generate Certificate Signing Request (CSR) ( ERIEBZERIGK (CSR) ) , ARET Next ( T—H) .
487K Generate a New Certificate Signing Request ( EF— MMEPRERZEK ) TRA.

2. BWAE CSR EBHAYE.
BXEZ(ER , 1555 IDRAC Online Help ( iDRAC BXHESED ) .

3. BAdh Generate ( 4E5%) .
BER— Y CSR, BEAFRIE Y,

{§F§ RACADM 4p) CSR

(P RACADM 45 CSR , 1B set AR iDRAC.Security HPRITS , SARER sslcsrgen apS4ERE CSR,
BXEZ(ER |, 15215 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8Fg ) BATM www.dell.com/idracmanuals _E3EEY,

S [ =1 -3
L IRS=RIED
4pE CSR fa , IERLUSE R SSL IRSZERIET £ IDRAC [ElffF, iDRAC MREIRLARFRIER, iDRAC RS X509, Base 64 4R
TEHY Web BRSSERIER. SHA-2 IEPBtHSTHE;,

EigHAE , iDRAC TE/LA#ARAIH.,

LY +
{5 Web RE LFHIRSFIED
£ SSL IRSSESIES -
1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Connectivity ( %% ) > SSL > SSL certificate ( SSLilE

3 ) , %1% Upload Server Certificate ( LERSSEHEP ) F2D5 Next (T—F ) .
457K Certificate Upload (iEH & ) TT@.

2. fE File Path ( {48812 ) T , 825 Browse ( ¥ ) FHi%E#%E Management Station EHIER,

3. BTEMIA.
SSL IR =HIEPES EEE DRAC,
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4, BABTR—&BMEEE | EREIAIESREEEIR DRAC, RIEEE , B3 Reset iDRAC ( i iDRAC ) T Reset iDRAC Later
(#HFEg iDRAC) ,
iDRAC S EIRFHEESMNEHIEE. DRAC EiREEISTE LS AT A,
©) |i$: WIREEIR iDRAC A RERIFFMES. iDRAC FiRZEI , MBIEBLFEIITS.

{§6F§ RACADM L#IRSSEEIEH

HE E; SSLRSSESIER |, 1518 sslcertview 3%, BXEZ(EE , 1527 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #§
) T M www.dell.com/idracmanuals _E3REY,
WEREEBE A FIFASERY iIDRAC AMEBAERL T CSR , MISIE LEE! iDRAC :
1. 4 CSR RIXEELNTARIR CA, CA KB&E CSR, CSR BZABIUES.
2. {HEFEITFE racadm sslkeyupload #p< EEFAH.
3. {EFRITHE racadm sslcertupload GpSiEEERIEH _EEZ iDRAC,
HEEPHEEE EHEI DRAC, BaBTR—5KEE  EXEEIR DRAC,
4, i&{3 racadm racreset #pSERIR iIDRAC,
iDRAC BEIRHMNAFIER. FiREAE , DRAC £/ HAARTA.
O |i: a/AEiR iDRAC AHERIFBIES. 72 DRAC ERZH , MEEBBRISEDRE.

SEIRSERIED

AT AEE LRI7E iIDRAC F{EEFRY SSL IRSZSEIER,

(£ Web REEERSSRIED

£ IDRAC Web SREH , %% iDRAC Settings (iDRAC i&& ) > Connectivity ( i} ) > SSL > SSL Certificate ( SSLIE#H ) . %
SSL AR ERYIREB RS RIEAEERERY SSL ARSSRRIET.

{5F RACADM &5 IREZEIEH

BEE SSLIRSZESUES |, 15 sslcertview @,
BXEZER , 15505 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 158 ) ATM www.dell.com/idracmanuals F3EEN,

LTHBEENEZIED
SR EEHBENSZIEREEE SSLIEP., SHA-2 IEBhETH,

(£ Web RHE LHBEEXERIED

E({5E iDRAC Web REI EHBEEXNSZIUEH -
1. %5Z iDRAC Settings (iDRAC i&H ) > Connectivity ( iE# ) > SSL,
IAHIE S~ SSL Tam.
2. 7£ Custom SSL Certificate Signing Certificate ( BXEX SSLIEPBERIEH ) , i558E Upload Signing Certificate ( _E{EZER
iEH) .
AT S B Upload Custom SSL Certificate Signing Certificate ( _F3EEN SSLIFBEEIFE ) M.
3. Hif Choose File (E#EXH ) HEREBEN SSLUFREZUERIHE.
RZIEFRENRINEFRAE #12 (PKCS #12) RIEP.
4. WNRIFPBZERERIP |, I51E PKCS#12 Password ( PKCS#12 B85 ) SFERHEINES,
5. BiMA.
Pt E2ZE DRAC,
6. BELET—KHEEE , BEXREIAHEGEIR DRAC, 1RIEEE , BF Reset iDRAC ( Ei& iDRAC ) T Reset iDRAC Later
(#HIBEig iDRAC) ,
1% DRAC [FABERM FEFRAIES. iDRAC ERiGHAESE/NSFRATT A,

® |s$: WAIEIE IDRAC A EERIFIRES. iDRAC g2 Hi | MEIERBLFEDIAS,
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{§fF RACADM L#EHEENX SSLIFBERIEDH

E(HH RACADM EEHBEN SSLUFPEZIUEH |, 15 sslcertupload i, SABHEH racreset apSLAERIE IDRAC,
BXEZ(ER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8&g ) BIM www.dell.com/idracmanuals _E3KEX,

S gy puiey 4§ s .
THBEENX SSLIEPERIED
fee] LA f#EFE iDRAC Web REEK RACADM FEEEN SRR,
. g 4 % .
TEHEEXZZRIED
B IDRAC Web HRHE FEBEENESZIES :
1. #5Z% iDRAC Settings (iDRAC iZE ) > Connectivity (%% ) > SSL,
AT &R SSL TR,
2. 7£ Custom SSL Certificate Signing Certificate ( BEN SSLIFHEZIEPE ) T , %% Download Custom SSL Certificate

Signing Certificate ( FEEENX SSLIEPERZIEH ) 8 Next ( T—2 ) .
SRR —FEEES | RIS EENE BB RFEIRTEE.

{8 RACADM T#HBEX SSLIEBERIED

BERHEEEN SSLIFPBERIEE |, 58 sslcertdownload Fapd. BXEZ(EE , 5515 iDRAC RACADM CLI Guide ( iDRAC
RACADM CLI #8& ) ®J M www.dell.com/idracmanuals _EFREX,

HERBEEN SSLIERERIED

#RAT LA iDRAC Web FREIER RACADM MIBSIIERBEN SZIEE.

{F iDRAC Web FREMERBEENXZRIED

BEfEF iDRAC Web REMIREENERZIUES :

1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E# ) > SSL,
LAY B~ SSL TUm.

2. {E Custom SSL Certificate Signing Certificate ( HEX SSLIFREFZITF ) T , %% Delete Custom SSL Certificate
Signing Certificate ( filfREENX SSLIFHEZUEP ) FESE Next (T—2£) .

3. BARTR—SMYNE | EREIRIERSEIR iDRAC, HRIEEE , 3 Reset iDRAC ( Eif iDRAC ) &f Reset iDRAC Later
(F#FEIR iDRAC) .
iR DRAC Zf5 | BeERGINBEEZIER.

{£F RACADM HIFfBEX SSLIEBERIED

FEH(FH RACADM BB EN SSLIFPREZIFH |, 15{FH sslcertdelete Fapd. AG(ER racreset A EIR iIDRAC,
BXELZEE |, 1555 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8F5 ) ATA www.dell.com/idracmanuals _E¥REX,

{EH RACADM BtE S/ iDRAC

1855/ RACADM BJLAECE— 1 ek EAHEREMRY IDRAC, SEMEREAH 1D FIXIR ID EiffFE DRAC RY , RACADM SRIEIRER
FREREE ofg BEXM. B3-SR DRAC , IRBERIASRETEE.

@ i*:

- REXHESESAFISERSSENER. XEEEEFAFNNRATHITAR.

- OHEENHESIE— IDRAC (8 , GIMNEES P ittt , S SESItEERR T HEE S A EIEt iDRAC,
HARETLAMER RACADM (FERAR BB/ (SCP) BLE% iDRAC, SCP NS ABHIREER., FaL(EAL N HET S
NBHRESFEMF BIOS, iDRAC, RAD#INIC NEEE. BXEZER | 152118 XML ETEZEARS , Mk : www.dell.com/

manuals,

EFERAEENHBCE S iDRAC !
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1. FERUTHSERNESMHEERNRIBER DRAC

racadm get -f <file name>.xml -t xml -c iDRAC.Embedded.l

1Zm$EK IDRAC EREFHARECE 1,
() |i*: {8M get -£ §5 iDRAC REBEEREXHRESFITIE RACADM REHRS XIS,

Q) |i*: EREMREXHAESEASE,

get L ETA (BIEBFNRSIEE ) PHMBEEREREA BRI EEERE.
2. ERNARERENRENY (WRFE).

Q) |iE: BERRIR XS mISEEMIBLIF. RACADM XRERF(ER ASCII XF SR, (EURICRIFBSTINa e
HEHRIR RACADM #0iiERE.

3. E£B#R DRAC EERLATaERIRE

racadm set -f <file name>.xml -t xml

XSBEEMEEIEAM DRAC, ZRILMER set FanSBRAPMEREIEES Server Administrator [@£,
4., FRLATHSEIRBHRIDRAC : racadm racreset

SR BIRILMER R LAY iDRAC REIRE

RIS RIRELAEIS At RACADM BE iDRAC iIREZNAEFISK IDRAC BEEIRE., BER , B IEEXWEEIRE, EHTIE
E :
1. 7E£DRAC Web RE , 5= iDRAC Settings (iDRAC i&E ) > Services ( 53 ) > Local Configurations ( FHPEIE ) .
2. EERLUTRIZ —5fE
Disable the iDRAC Local Configuration using iDRAC Settings ( {#if iDRAC i&E522H iDRAC AifitE ) — £ DRAC IRE
NAEFPERBRLMENEEIRE.
+ Disable the iDRAC Local Configuration using RACADM ( {i§f] RACADM £:F iDRAC AHtifit & ) — 77t RACADM Rzt
BinELENEEIRE.

3. BihmiA.
() |iE: MFHDSER , BIGFTEER Server Administrator B IPMITool 11T iDRAC B2E. B2 , BaJLAREM LAN £
IPMI,
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B5E iDRAC fIZERAIER

ERILAEE DRAC fIRERFANETINGAIEM. BAFEHRIREMN, ERSETINR. FHERE. NWERREUNREEMEZILA
RE. WFDRRSES  GERILIEE Flex ltaimiEH Bttt ((VERF MX TS ) .

E 2N

. BEEZERFAETRRMEME
o FERIRER
- BERRRFESM
BEEERSEER
- U5 CPU, WfFFIEI NG LIRTRATERETEIR
. MERRNFEHTSSHAEMN
- BERRERELE
« BEFNRERF LTARIMEEO
5F3 RACADM BEEFHIRIER S _ErT BRIMLE RO
o BF FlexAddress EE-RIFIERE
- BETEL DRAC RiF

EERERASITINRHBME

EE R IDRAC Web FERT , BERFMENE I UEEZERRINS TN DRAC RIESER , FUSEIEHS | MIAIEETL
fEER  IRREENES (WFTHERE. EE. EEAE. FHMEIRE. FIFFEEKERIER LED LUREIR DRACSE) .

BHORARERNE , FRERS > B > BE. B2 SR System Summary ( RFAHE ) TUH. GXES(ER |, 155805 IDRAC
Online Help ( IDRAC BX#1#5Ef ) .

ERILAERS DRAC REXRREFEEEARARMERSE. BEXIX— , I5f DRAC REXFAEFTRERFRE. BASET
iDRAC Settings System Summary ( iDRAC IEERFRE ) WH. BXEZEE , IS8 IDRAC Settings Utility Online Help ( iDRAC
RELFIEFENER ) .

BoB R~ IRER

iDRAC Fhfy “&7F=IRER" THASEIGAESECE SRS SBXNZMELE. XEEENRE. RE. REZXENER.
() |iE: iDRAC FRRY “BF=IRER" X{UF OpenManage Server Administrator iy “8F={5&" k. (BR , HAEXM)TRH
BISABIEER | ML BilRSHEXAEEIE.

ERRE "SrEIRER | B TIATRE

1. £ IDRAC REH , BEE > Er-iRir.

2. BERMBENER , LIRINENABR FARELRE IEEiME M InE M.
3. MARSSEZTHBIEXER  ARRERMA.

4. BEE "BriRFRE" | FERERRFHER > > EERIER.

SRIINGZE
BERARIRB
ERILBESFEERAR - LB HFIEAAERER. EHITIGHEIE , £ DRAC Web RETF , iBHERR > FEEM. XA
ETRHEMRHEE |, 1BSIR IDRAC Online Help (iDRAC BXHLESE] ) »

BEHREEMESs EnEBERERTPATHRARNER !
iDRAC

RAID =528

FEit

CPU
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DIMM
e HDD
. BiR
o MEEOR (ERFITRAR )
. A=

SIS

FBIRIRE (PSU)

XS

FASE HBA

USB

NVMe PCle SSD iR

BB EMERD B N EARIBEHRA

» BIOS

* Lifecycle Controller

* IDRAC
BMERRIREFE
32 [ZHFER
% CPLD
PERC #=H88

M EE.,ﬂ_’,

. YIERER

M EEIE
NIC

JeiEiE
. BiR
- H1AE
* PCle SSD

@ [it: R EREMETERFHRE 4 AF. Hi0 . MRELHRFE FLVDLO6 , MBI EFEMS SR DLO6,

Q) i¥: {£ Dell PowerEdge FX2/FX2s 5382k , iDRAC GUI HE R CMC IRFHNGBRLES CMC GUI HETHBRERRE. &
iZ, BARRE—RE.
LIS TR S E S E AR AR |, W%Fﬁﬁ#iﬁi%ﬁ%IE-IHIISZE?.E%JF%HH (CSIOR) AR EHT 5 | SIKWERS

A, JLOHE  BRIDRAC, %Fvﬁﬂ;:l:?ﬁﬁl BRTEEEFARES HJREREIIA 5 DA BT | BRIRS
25 F RIRAOEATOE.

(D) |3%: CSIOR HIREHKASR TSR,

O |iE: MTIRSB/ERZE . ERERANFRMNEREEHE SRS ERERRESREMR,
BFRSHMEEEEREMA XML SR SHHFEFRIEENE.

EE%F&EE ==

THHRRTRTFENSERAMNETRR
Haith - Tmﬁ%?éﬂi,%éﬁff}i CMOS FI=EARTRAE RAID (ROMB) LEEA(EA.
® | st N SRABSESHEMN ROMB B , 755 ROMB EHEEA T,
RE ((UERFEMEARSE )  BUXTFRANSNES , SEREANE RN EERENR .
CPU - iSRS ZSich CPU (ST RAIATS. TR R B R e,
AT - IS S RSN BTSSR (DIMM) HIEATHORFIRS.
B - B ENEEE,
HIEEE ((UEATFHEERSS ) - BACTFma SRR S TaRSEE,
@ |ix: MERAROE— MRS , NASHEIS RS TSR,
AEEIIEANE - 12T ISR SD 485k ( vFlash FIPIER SD 45tk (IDSDM) ) HISE.,
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WSREA IDSDM TR , MER/RLAT IDSDM (EREERIRZE — IDSDM TRIAZS. IDSDM SD1, IDSDM SD2, ZERAEt , (N&
7~ IDSDM SD1,
WNRBRGFGEFH8, iDRAC EiRfG , IDSDM TTRERAIST AR | IDSDM SD1 {ERERRSNEBBA ERA2ER.
WNRFHA IDSDM TUskE IDSDM HFFERD SD & , HEEF— SD RAPRESEB , MB— M RAVMRSER. BFES
5| RFEA8EIKE IDSDM A SD RZIBRTRME. IRETRILS | IDSDM R4 SD RAPIRSE ST AER.
EERZEELIKE IDSDM #f1 SD RZ BRI UMY , BT IDSDM {ERéEsEXE , Rt RS R IDSDM IR,
(@ |iE: MRENRHTE IDSDM ERIZ(FHIRIESHEIS | iDRAC RS R IDSDM (2. ERRULITE , iEHREE
IDSDM BkZ&ig iDRAC,
. EJESELI\:/I Tﬁ;ﬂ%qﬂ . EESRPEIRAEY SD RRFHMHEE (SEL) AoEE | RIEFRISHEEFH SD o3I TE R
ﬁ.ﬁ‘ﬂ'E '&\i%zlzi o
o BE - BHXTRESRANOEEHSEE ((NERTHERXRSES ) FUEE. BERNSBSIERRNSEMIRSESM TR
BT EREEEN.
o HE - B8RS 1M ESANE LBIEERERIRSFIIEE.
THRIBMHEEXFIA iDRAC Web FREF RACADM BEEERSREENER. BXE Web RE_LEERIBEMEER. | B85 iDRAC
Online Help ( iIDRAC BX#E5Ef ) .

O |i#: FEHES AN ST RS L MM IR,
#=. 17: (M Web REF RACADM RUERRER
BEEERER {EMH Web RE {§F RACADM
EBith NEIR > EFEITINR > @itk = getsensorinfo we.
YFERIRIRE , BRI LAGER
/S_E/As,\tem. Power.Supply ap&#l get F
AR o
BXEZ(ER | 155(7% DRAC RACADM
CLI Guide ( IDRAC RACADM CLI $§Fg ) B]
M www.dell.com/idracmanuals _E3£EX,
X5 WEHR > > RRETIRR > KRB
CPU WER > RRETIRR > CPU
N7 &R > ERETIKR > AF
=N NFER > BRSTRR > BA
HIRIRE > T8 > BiRRS
BIBRRINEN R WEtR > RRSTIR > AIBRAENR
BE Eﬁb‘i > RIFIBITIROR > BB/ > B
BE 1&4%1& > RFISITIRR > BiE/Eh > B

sl CPU, AIfFHM G ERIREI T RETSIR

£ Dell B9%5 14 £X Dell PowerEdge BRS385 L , Intel ME SZFFERTEFIASR (CUPS) TJ88. CUPS INRERMHSCATINT CPU, KM
/0 FIFFERLAR R FIRFRAIFZRIEIR, Intel ME FeIFH51 (OOB) HEAEIMEA S CPU B, Intel ME BF— &S CUPS 1§

REEE | IEMTIHE. WTER 170 FBIERIFZREESS CUPS f8iR. iDRAC Wit CUPS 8EILA TR AR FFI AR , FrhAK
CPU. AFEH I/0 HIBFRIFIFISRISHR.

(D |i#: LLINBETE PowerEdge R930 IRBE LAS X%,
CPU IS HEEEERIERESNITEES (RMC), EFREIXLE RMC FIEHE | i lNRFSRBEAAREE, X8 RMC HEdEEID
TREERLCR  LINEERANENNREEEEIM DRAC ERNEMAARENEITFEZER , NmEdw/MEE R EEYE.

HERESHFNZRSIERY Intel (ERASRFRTNERTEMIERS. ALt , RE LAOMESIERNERTEMIERS  BERRSEMNL
BEBSMEME.

BRTRMRESE | RS LU eSS R,
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AN RGRIFIR S ST -

- CPU RIFBE — 5£E RMC M9 CPU OREIRISICR | DURMERARIFEMRINEHFIBE, WAMREFEENEEER
ATEHMETE, S SFOSRE— RMC RO,

WEFIFIE — RVC AR S B ER NSRS AR, SREIXL RVC MEERIGCS | LIRERAR
B EREEENEERE. XE—MAEESEENNESE , ASNFRRR. DRAC BAMCA—A , FILET
BESEMBIRER G TR (A0, Linux 0 top ) SRAIPAFRIFSSRIERT | tBETAEERT. IDRAC BRI ERIFREIRRL
(ERE R B AR,

1/0 FIFIZE — 7E PCI Express Root Complex SHEMRI I — RMC , LU EET s B iR O R SR> B0 PCI Express 7t
%“Eﬁg%% RMC HOSIRISIER | BT NEETHUREMET PCl Express R PO BIERE. IXE—FIERS: /O 2k
EHMRT A,

. R CUPS I5IT - EREISMAARRITEN AEES | ALUBIDIA CPU, JAFR 1/0 SEEERITE CUPS 1817, REER
HEVAT R I TIEREIOER,. CUPS ISiadniRssas Lol FIROROT IR R AR, INERSE—MEAR CUPS 38
5, WIEZRA L HEES TERBNREER, WERRSERIE , KM CUPS IEiRGZIREE. [ CUPS ISR EA
BUEAE | IREBTLUBIGH TIERE , HERS B FRRRASIRAOIE. AE , TR NRPONATIERE
W, DUREESIR RO TIE RSN EREIRSEINE , MRS SR ORRSE.

@ |i£: cPu. PatERl I/0 RIREISIFEAHICE—R, Eit , MEIEXLISIFEIMETRISE , SITESB. SOERT
fessiEst , MAREERME.

WNESAZIF BRISFNREHEEREESHOEA |, MESARL IPMI. SEL #1 SNMP (&6, (SRS REENANZER, aILUERR
#E IPMIZOHRITEA.

FrEsfIspRaEss

o EMIMREAIRRT RN E RIUR.

s REZEREERDLIEENFIENERENIR,

o BRIIRMARF e R RS SR,

{8 Web RHE N CPU, AFFIEANMERRAYIEEETSIT

E7E iIDRAC Web FREAHUSN CPU, AITFHD 170 1RERAIMEREIETR |, 1B5EZE System ( R4t ) > Performance ( T8E ) .
o RBMHEEES - EEFMEGER CPU, WFEH 170 FIESRIEIRMNER SR CUPS ISR AT s 4550,
o BREMHEEHBERIDS
B CPU, WE. 10 FIERLUKRRSZSR CUPS IBHEFHEURE. MNRFNEHRE XA , NEREERET 0% B9%%.
gﬁjl«liiiﬁz_?%@%%%fﬂ’ﬂmi{ﬁﬂﬁﬁ‘I-.éo B2 Reset Historical Peak ( EiRGBIEE ) . FWRER "WE" SURAREERIE
{E T2 = il
BRISH I ENES
o BREIEEZEEURARRRERE. SMEERSSEEENRETEEREIRE.
BXETNEMEAESR | IBS18 IDRAC Online Help ( IDRAC BXHLEEED ) .

{EF RACADM 55illl CPU, RITFHIEAELIRIRAY ERERSIT

{5 SystemPerfStatistics Fi<SWEll CPU, PITEHD 170 1EEREIIEEEISHR. BXESEE |, 15218 iDRAC RACADM CLI Guide
( iIDRAC RACADM CLI #88 ) ®JM www.dell.com/idracmanuals _EZREY,

NERANMEFESSTSMN

?ﬁﬁiﬁ’—:ﬁé‘\iﬂgﬁﬁﬁmFﬁBfFE’E»}@ﬁD%ﬁEq:”D':F‘E'\J%éfﬁo eSS INENRFEY LU ESTREERET/FEEENEE ST
(IBEBIAN3°F[45°C) .
@ it FERSSRKIRSHRMEVHATENHZSINE. SSREENRSSHEFM | TESHESSESHBEXNEMER | 5%
HEXFR Dell LIEREEZIFMEE.
TR BERFHIIFEHSSGEM
1. 1E£iDRAC Web RIE T , ¥ System ( 2% ) > Overview (#5 ) > Cooling ( §##% ) > Temperature overview ( iREHE

E ) o

IthAY 7= Temperature overview ( iRFEHLES ) TAME.

2. EEMBESIY  EBOETRSHESEENHZSHTEIL.
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p— QE | =

| > =
BEHhREEEIRE
Ea SN R A EE S SIRERENTERE FETHNEE ST, E—ERIERIRENR SRR E LT

I«IX%E%J,E}E REHl E , BXFTEIREREFRIELE. REXRBE , fi—EREHTEREE. SR IE#ESEtE
Einl ‘;El .0

() |iE: SEEVUREFARERHZSHOHNRRNAORERSE. BR  SHERHTMBZESIBXNESHETRBEZESS
FSROPREIERR. BREIJ 42°C #ITER | 47°C AFEER. XLHES 40°C Fl 45°C = SIRHERIRL , (RE 2°C LATRERHER
T,

BIREM N SHEsSIREXRNEEREETE

%é%%* — ERRFEBTRRERRRESHIE (42°C) BIER Nz TRIFHENE., REEATLIE 12 DRARIERY 10% HEESHRER
EH — A RRTETREERERTERE (47°C) BB MEITRISEERNE. REEATLME 12 DRRIERY 1% K=EHRE
1 BAILAEESTREK.

ISEERIERLA B TUBRERLAZR R 10% #0 1% K30, REEEN T REZRIBRRATICRATEELIE.

IRR G SHSHIE R REBIE DI TR THE , BEMSH., NRBIIEEETHENHYIEERTHSFTES
&3l (>= 8%) HFERA (>= 0.8%) , MESTEEREESPICRSEM | FAEMAERNAI SNMP B, =4

HESE 2NAR | BEATESHENFFEEBEATHET 8% B, BERESEM.
HESE 2 NAR | IREATESHEERNREERATHET 10% B, BERTESEM.
HESE 2 NAR  IREATERENREREATHET 08% B |, BEMESEEH,
HESE 2ANAR  IREAXTERENRERREATHET 1% 8 | BERTEEH.

TERTLABCE IDRAC LIERMIINS . BXEZER | BE2R wETRENSM 885,

{£F iDRAC Web REEEHHRELRE

BERLEREERIE

1. 7EIDRAC Web RES , 2= System ( R ) > Overview (#EEE ) > Cooling (##% ) > Temperature overview ( iREHE
).
ItAS S E7R Temperature overview (iREHEE ) TUH.,

2. BB RERIREERPEIESD , HPRM TSR XK. % 30 RiTE—FHEFEGEE (HIENEE ) NERER.
BXEZ(ER 15578 IDRAC Online Help ( iIDRAC BX#EEED ) «

(D |i#: 7E#1{7 IDRAC Bl SEHATY iDRAC FiRZ/5 , ELRERIBTSA L RREERD.

(£ RACADM BEAHBELHIE

B RACADM EEHBEUE | iB5(FA inlettemphistory M,
BXEZ(ER , 55015 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _EFREY,

EEBEAORENESEIE

EALUEN RGN OEEERSIS/NIRAZSEHE. MRERAMARE  WEEREHRENAME. BLRES "E
B AFYUR  A8eiRBENOREERSENESEHE.

{EH Web REEENOEREZEEHE

EREEANOBEZERE  BHTUATERE

1. £ DRAC Web REF , = System ( & ) > Overview (#iEE ) > Cooling (/24 ) > Temperature overview ( ;2EHE
).

thAFS T 7~ Temperature overview ( iREHELS ) TUmE.

2. £ Temperature Probes ( iREIFNZE ) 2+ , 3IF System Board Inlet Temp ( RFERMALORE ) |, i\ Warning
Threshold ( E&EE ) NRIVEIRAE ( LUBEREFECREARN ) . MREMANERE  ZAKEMNTEHEREERERN
H. S, MREMANNEXRERE | NERERENE.
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3. BEEMIA.

EEAE.
() |iE: ERRAREFR S RIMEHBICREERRP , BHERRENATFHRSEZSEHE. BLEEXHENESEFRATE
S SEEXERNES.

SEFNIRMERST Lo BRI

TRILEERXENRERA LA BREMESEROMESE  flanoECZIBRSSASAT IP ek, iDRAC Service Module IS SRS
iDRAC, #ERSZ IP MlHEREE IPv4 1 Ipve ik, MAC iEhit, FRIFSIBEEISHSE. WRIRERI FQDD, MEEOEZIR, MK
EOWRBA, RSREOAS, MEROZRE (LIKKW, @@, HEE) . KXk, DNS RS3EstiEFN DHCP ARS5a8stbtt,

@ iE: tkIHEERE iDRAC Express Fll Enterprise {FaJilEi2(it,

EEERMFRSER | FHRBEUTEX

- BEB "BER" R

+ IDRAC Service Module BEFHIRER G L REFIEEET.

+ BE£iDRAC Settings (iDRAC i&H ) > Overview ( #%% ) > iDRAC Service Module TREFEA “OS Information”  ( #{ER
FHSE ) BEIA,

iDRAC eI BRFHURIER S L EEERVFFEEOAY IPv4 0 IPv6 b,
HERIAY IPv4 B IPv6 DHCP fRESBHIEA—ES B |, IXBURT EHIRIERFeana+&N DHCP IRSSEE.

(£ Web REEEEHURER S LT ARIMLSED

EERA Web REBEEFHIRIER S LT ARIMEED | IEHITLATRE -

1. #ZE System ( ZR#t ) > Host OS ( EHUEIEZRS ) > Network Interfaces ( PIZZEO ) .
REIEONESER IR ER R LB T BRIMEREEO,

2. EEEEMEIREREAIMEREONTIZE  EMNMEIESE FADD THIREFIEEMNEIGEHERTMA.
BEENEMERRRNMERO IS P EREERFEN P FHER.

3. Mi&# FQDD Fldh , B MEIREAVEERE.
TERATIS B REE < E7~M Hardware ( i8{% ) > Network Devices ( MR ) B0 87 . BHLEREPERRSNFEAE
B. BXEMRIER | 15505 IDRAC Online Help ( IDRAC BX##5EN ) .

4. BFEFRRESIHMER.
&% , BTLAM Hardware ( f@f# ) > Network Devices ( FI%i&% ) THHPEESNERBERENENRERANINEREOG
B, B View Host OS Network Interfaces ( BEEHIRMERAMLZIED ) .
(@) |i¥E: 33F iDRAC Service Module v2.3.0 S{ERERAHH) ESXi EHURFERS , Additional Details ( Hili¥MEER ) Fi&H

B9 Description ( ##iz ) SRR TBRAER :

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-name>

{£F RACADM EEFHIHMERS LI RAIMILEIEC]

ATLAER RACADM J8Id gethostnetworkinterfaces SRS EEFHIRIERF LoTARNMEELN, BXESEE , 1585 DRAC
RACADM CLI Guide ( iDRAC RACADM CLI 888 ) ®T M www.dell.com/idracmanuals _E3KEY,

B85 FlexAddress BRI EE

HFETIRTUIRSSERT |, FlexAddress SEIF AN EIRSS BRin IEREERKA. MAEDERIZIREFRF MAC itk (WWN/MAC),
ERIEEENRRAIRAUAK M AIERE- RO TER

RERRIRYEL.
FEEFREL,

RS R0 ECRY. HAESECRISITIES ECAY MAC HBliE,
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EEE IDRAC FfY Flex Address {S& , i57E Chassis Management Controller (CMC) _EECEFIZA Flex Address ThEE, BXES(S
B , 13207 Chassis Management Controller User's Guide ( HIf8EIE=HIESAEF18R ) M www.dell.com/cmemanuals E3REX., 405
JEFIEZER FlexAddress iIR8 , M{EAIIE BEUEHI BN RSIESEIE

Q) |i*: BRATHSHEIFESESRFAINEER | SMEOMAESE LS FRERNREE,

FlexAddress ZRE={EFHEDECHY MAC itbli EHEARSS 2R ECRI MAC it , HFBESTIAZ LOM, EE-RH] 170 &R—i2)9 iDRAC
SChe. IDRAC FlexAddress THRESZFRFAHAERRY IDRAC (REFFRIEHRFER MAC HEllE, #AESECHY MAC iBIETFETE CMC IEZ KM E
g5 , 7B DRAC 3|38 e B/5H CMC FlexAddress Y , #1Z MAC il 1XE! iDRAC,

WNER CMC EBENFESELRY MAC ittt | iDRAC €8/~ FFI{EETamE_EAY MAC btk :

RFFM(SE iDRAC iEHEE.
RHIRSEE WWN/MAC,
iDRAC i & > ¥ > LAIMLZIEE.

5 FlexAddress [ , SIRMBRSSEES BohY MAC HELHDISZINESECRY MAC itilitst##HR , iDRAC IP libtitth 235k,

BHTHEZLE iDRAC &iF

AT B R URiERE DRAC APPSR ZLLRFPSIE.

{{EF Web SREZZ1E iDRAC &iF

REEESIRIEFP YIRS "BiE iDRAC” IXPRZ8E(#E iDRAC Web FREZR 1L iDRAC &1,
BEEEKIE IDRAC &1F :

1. £ DRAC Web REF , #Z iDRAC Settings (iDRAC i&& ) > users (FHR ) > Sessions (&%) .
Sessions ( &§iF ) WHSERS1E ID. BFA. 1P HIFISEER, BXUEMNESER | 15207 iIDRAC Online Help
( iDRAC BX#ERED ) «

2. BRIFSE |, 7 Terminate ( £81F ) 5T , BESIERNEIKGLER,
{5F RACADM ££]F iDRAC &i%

B REBEERNRABEEA RACADM ££1E IDRAC &1,

EEEYFIAFPSIE , B getssninfo <.

BE|FAPSE | BFH closessn e,

EXEZER , 557 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI 88 ) ATM www.dell.com/idracmanuals _E3REX,
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128 iDRAC &Ef5

ALMERATYIER 2—5 iDRAC I@(E :

iDRAC Web SRE

{s5F3 DB BB ( RAC EBfTEL IPMI BB1T ) HTERITIER - (NERTFHIZE RS ESFIE T IRSSES.

IPMI LAN EE81T

LAN _E IPMI

128 RACADM

Z5ith RACADM

2RSS

() |i%: EiRRFHE RACADM SASKSILASTIERT(E | i5iftR USB XBEFMRENERERARCER. BXER USB 17
ENER | BSIURMERFARIBNX .

T REGA T SR, SO SFNRREM -
. 18: BEER - HE

iBERN SIS SIS FoRFM

iDRAC Web RA Internet MY (https) NEH MLEERSES

{EFERITIE(S DB BBAIRIERTT HITHMY RACADM iDRAC EM4AILERLER S

%0 SMCLP RAC EB178% IPMI 8817 2R

IPMI

IPMI LAN LT SRS A ETR AN IPMI IPMITool BZ%H IPMI LAN £
Ssh BiTEEH
Telnet

LAN L IPMI EReTFaEER &MY IPMI IPMITool ER%H IPMI IREB

BH

SMCLP SSH SMCLP iDRAC _EAY SSH &, Telnet B/
Telnet &

iTfE RACADM https 152 RACADM iTF2 RACADM BE%ZEFHEHA

Elf# RACADM SSH B RACADM Bt RACADM B2 3.
Telnet

it RACADM IPMI 753t RACADM i RACADM Bt

b 0 WSMan WinRM (Windows) WinRM B%2%E (Windows) 5%

OpenWSMAN B%2E (Linux
OpenWSMAN (Linux) P ( )

Redfish EFhN ST Es R, CURL EZ22EEH . CURL, Python &
( Windows # Linux ) . Python 3,
J5KF0 JSON #&ith

N BXESZER |, 15507 Lifecycle Controller User's Guide ( Lifecycle Controller FIF$8Ra ) AT www.dell.com/idracmanuals 3k

E&

«  {F DBY BB4EEII SR TIERES IDRAC HHTBIE
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{s5F3 DB9 EB4IAYTE RAC ER{TRISR TR & ZiaiR
&5 IPMI SOL 5 iDRAC #Ti@(S

§F8 LAN _E IPMI 5 IDRAC J@(=

= e ZE AifE RACADM

ESFRACHE RACADM

EREZERZ LR IPMI

79 RHEL 6 5| SHAEIEITEHIAECE Linux

£ RHEL 7 BB BRI T4UR

Y SSH AR

{£F DB9 M%iEd F1T%E#&S iDRAC H1{TiE(S

TR LAE R MBS S A B R R AR S SRR SR TRV TR R E RS

RAC B81T
IPMI 8547 - EIRIERE AR E R ERRIRRT

@ [iE: WFDREESSE | BIHAEEHRTERE. BXES(SR , iI§8M Chassis Management Controller User's Guide ( #l48

EEHIZEAPRERE ) AM www.dell.com/cmcmanuals E3KBY ( FMEBF MX & ) OME - Modular for PowerEdge
MX7000 Chassis User's Guide ( FJF PowerEdge MX7000 #1#4f OME - Modular P88 ) AIM www.dell.com/
openmanagemanuals E3RBY (iEAF MX E&).

EETERITIER | IBHUTIATRME

1.
2,

4,

Ec & BIOS LS FSBTERE.
1EEBTE(S DB 4N BTRILAY SR TR IEEEIS E R/ RITEESE.
(D |i%: M vConsole 5 GUI iSRS RXABERER , LI TRISEERES,

(D |i%: tNREFT iDRAC BITEESHIGT , M FRISEAPRIEMER , #BFTE iDRAC racreset,
HBRERSRIS R RN ER TR ™I — RIS TIER

o Xterm 583 Linux Minicom
Hilgraeve BY HyperTerminal Private Edition ( fRZS 6.3 )

RESERFNTHS |SIIREFHINE |, BB BRRESRMERSFERE. XEFLATESE : SAC (1&FF Windows )
0 Linux XAHEES (ERTF Linux) .
1£ IDRAC HR[EH RAC SBfTiEiEay IPMI 8B TiEERE,

Y RITEREELE BIOS

TR TIERECE BIOS !

®

SIS IF NI

B RAC BiTiEE

it XAUSATFHRMIEIRSS2RHAY iDRAC,

FESERENRSA.

% F2,

4:%l System BIOS Settings ( % BIOS iZ& ) > Serial Communication ( BRITIE(E ) .

1%5#2% Remote Access device ( IEF2i5ENEES ) B9 External Serial Connector ( JMEBERITEIESE) .
#ORERE Back (fSIB ) . Finish (556 ) flYes () .

1% Esc $#IEH System Setup ( RFIRE ) .

£ BIOS e EHR{TIEET , 7 iIDRAC F/3H RAC #1T

®
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{EFH Web REISH RAC BR1TiEHE

JBH RAC STiEE -

1. 7E iDRAC Web R , #%Z iDRAC Settings (iDRAC i8% ) > Network ( F4& ) > Serial ( 81T)
FEES B/~ T UM,
2. {E£ RAC Serial ( RAC 81T ) T , 15#% Enabled ( EFH ) FHEEEMAYE.

3. BThRIA.
RAC BBTIREBCEE.

(5 RACADM [5H RAC HRiTiEE
E(HF RACADM [EFE RAC EB1TiEE | 15 set #pdF] 1DRAC. Serial AHINTS,

B IPMI BITEEREPRNLIFIET

S H BIOS | iDRAC BY IPMI BB1TE8H | IBTELA ™MESEIUAY iDRAC HECE IPMI B 1T :
Q) | i%: XLERFNLEMIEXIRSS 2Ry iDRAC,

o IPMI ERER, — SEFTiEIEORTEFSE | 530 Baseboard Management Utility (BMU) EREIEERY IPMI shell (ipmish), 45l
w, EEE IPMI EAMEA ipmish FIEIRAEHEE | BEiT M lee

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

@ [i: BAERT ?.ﬁﬁﬂﬂti&ﬂ%?%kikﬂg iDRAC FIFR&Z I8,

o IPMI iR, — ﬁhM% IR ARIEHY ASCI 5, IR SHEEIRENGS ( BIERRES ) %ﬂ1’E73-|-/\L#%IJ ASCIl =45
BARER PMI @<, éuu_ SSH &, Telnet ﬁ%ﬁu DRAC , ERIFEEERIERSSI1SFY  &S%IBIOS, HEEFA
[sys pwd -x] M IPMI &imEHEET , LITE IPMI £ *ﬁ‘tuva’JﬂﬁJ

[sys tmode]

[sys pwd -u root calvin]
* [sys health query -v]

[18 00 01]

[sys pwd -x]

{EF Web REIERHRITEER

HREREER RAC B1T#20O0LUSH IPMI 881780,

ELE IPMI BBITIRE -

1. 1EIDRAC Web FREH , 2% iDRAC Settings ( iDRAC i&% ) > Connectivity (&E#£ ) > Serial ( HBT) .

2. 7£ IPMI Serial (RAC #1T) T , IEERMIE. BXRFZEIMNEE | 15515 IDRAC Online Help ( IDRAC BXHVESED ) .
3. BTERIA.

{EF RACADM 5 ER1TIERE IPMI {&E30

ERLE IPMI R , 52 RAC BiT#EO , ARREA IPMI .,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — iR
n=1— EE=

{F RACADM SR {TEE IPMI B{7iRE
. BERUTHOR PV SR BRI,

racadm set iDRAC.Serial.Enable 0
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2. (FEHSITE IPMI BITIREER,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

24 FEVFRYE ( BAf3 : bps)
<baud_rate> 9600, 19200, 57600 1 115200,

3. (ERHSER IPMI BTRERES.
racadm set iDRAC.IPMISerial.FlowContro 1
4. ([FRGHIRE IPMI BITBER/IIRES.

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

o R
<level>=2 FAF
<level>=3 BMER
<level>=4 BEER

5. BRIRER(T MUX (SMIBER{TIERESS ) 7E BIOS IR B -hIEMIS B iTIRinaigE s 1 ST EEERLE BIOS,
BHRRLBIATEAEE | BSF IPMI 20 JE,

IPMI RRITERIGIEZCRIBTIME E

ATHRAE IPMI BTSSR R .
{5 Web REEE IPMI BRITEIRIEVRIMIILRE

FRERIHENIRE :

1. 7£ IDRAC Web FRE , 3= iDRAC Settings (iDRAC i&& ) > Connectivity (&%) > Serial ( &{T) .
BERIS B Serial ( 1T ) TUA.

2. 3R IPMI &7,

3. Ef{h Terminal Mode Settings ( £2imptR0iZE ) .
fERI<E 7~ Terminal Mode Settings ( (2iFtEIViZE ) T,

4, BELTE
Line Editing ( 1T4w4E )
Delete control ( flp&izaEl )
Bl
Handshaking Control ( 1234541 )
New Line Sequence ( #{TE51 )
Input new line sequences ( BIAFTTTES )
BRBSEMAHSE |, 1BS7 IDRAC Online Help ( iDRAC BXHIESE] ) «
5. BFERA.
KigtE IR ERECE STk
6. FRREEIT MUX ( SMERERTIEIZES ) 7£ BIOS R BEfEFHIEMIZ B NI ang B LA TR TiEZEC & BIOS.
{3 RACADM {g& IPMI BRIFEIRIEIAIMIIhEE
B ERIHEIRE | BfEH set @S0 idrac. ipmiserial HPHIRTER,
BXELZ(EE , i5505% iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 85 ) ATM www.dell.com/idracmanuals _E3%EX,

{58 DB9 HH4AYTE RAC fRITHIRTIEHI& ZEtik

IDRAC 3z#% Esc 875! , 7B ER N 2R UAIEZUIRSS 28 LAY RAC ERTIRMIBE SR TIzRlss < AR,
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MER{TIERISTNIREI RAC HBiT

EERITEREEPIIEE RAC BITREBEERET | 1518 Esc+Shift, 9,

A EBEFFISERR iDRAC Login R (18R IDRAC BB RAC Serial [RAC E81T) #&={ ) 8 Serial Connection ( EB{TIERE ) 18
=, EZER AT LARIERIHS ( W15R IDRAC I®E&E /I IPMI Serial Direct Connect Terminal Mode [IPMI BR{TEIEEERIHIET] ) .

M RAC BiFtJinEIRITIEHIS

FfE RAC BRTIEIBERICHRZI BRI TIEHI G | 1B1% Esc+Shift, Q,
ERWRIT | ERERIRA R TIERIER | 1§1% Esc+Shift, Q.
EHRITEHIEGEA TR , BREZREEE | 151 Esc+Shift, 9,

(& IPMI SOL 5 iDRAC #t{E(=

IPMI L?N LER1T (SOL) foFEIY iDRAC NERBHERINAAMEEME LEEATE RATET AN S STE0E, FH
SOL , #&a]LA -

o IEFEHIRERERFTASTERT,

o 1E£ Windows FYZSETEIRSS (EMS) B Special Administrator Console (SAC) &k Linux Shell B2 EHNZR 4.

s FBEREESEERSBOHEFEFREE BIOS IRETEFF.

RE SOL @5 -

1. BCESR1TiERER BIOS,

2. B iDRAC LA SOL,

3. BREHY ( SSH. Telnet, IPMitool ) ,

FTXJER1TIEIRECE BIOS

Q) | i%: XLERFMNLEMIZXIRSS22hAY iDRAC,

HESEHBERES.
& F2,
4£%| System BIOS Settings ( 4t BIOS i88 ) > Serial Communication ( RITIEIE ) .
IBELATE :
Serial Communication ( 8{TiE{S ) — On With Console Redirection
* Serial Port Address ( 8{Tiw itk ) — COM2,
@ iE: NRRTIROMNFERRIRITIESR 2 tHiREH com1 , PATLUSHITEEFERIZREAFR | 8T com! #H{THIT
BEM,
External serial connector ( JMZBER{TIZERESE ) -- Serial device 2 ( BBITIRE 2)
Failsafe Baud Rate ( #FE{RIFR4EFER ) — 115200
Remote Terminal Type ( ITAE£LIREEY ) — VT100/VT220
Redirection After Boot ( 5| SfEE&%EM ) — Enabled ( B )
5. B Back ( F—#&) , SA/FHE Finish (58H% ) .
6. B Yes (2) LUREEHK.
7. & <Esc> R System Setup ( BERIZH ) .
(D |i%: BIOS LA 25 x 80 RUREINRIXHITHIE, FAFREM console com2 AFSHY SSH BIOWARE 25 x 80, Al . B
ENNRFEETULIERESR.

iE: RS SINEEFKIMERFIRMEBITEER ( H140 GRUB B Linux ) , M BIOS Redirection After Boot ( 5I1SfSFEE
[ ) REWRZA. XaLlgaZ N MEEEERETIRONEBENSRIBENR.

FNIENIN

)
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fidE iDRAC LS SOL

#RETLA(EA Web FRE. RACADM B, iDRAC 8B FIFRFRIERE iDRAC Hfd SOL iR E,

{5 iDRAC Web SREIECE iDRAC LA SOL

EZE IPMI LAN E81T (SOL) :

1. £ IDRAC Web RE , 5% iDRAC Settings (iDRAC i&E ) > Connectivity ( %% ) > Serial Over LAN ( LAN k&1T) .
BERISE R Serial Over LAN ( LAN EH13 ) T0@E.

2. BESOL, 1IBE®E , AAERT Apply (R ) .
IPMI SOL & ERDBCESShk.

3. BiREFHRREERNEFIFAIRIEZEE | 151555 Advanced Settings ( SRIEE ) .
fERI<E 7~ Serial Over LAN Advanced Settings ( LAN EEBR{TEHEE ) TTH.

4. IEESRMREHSRE Apply (A ) .
IPMI SOL BRiIR BB ETN. XE{ETETIRFERE.
BRBEMAHEE. , 1BE18 IDRAC Online Help ( iDRAC BXHLESE] ) .

{§6F§ RACADM g & iDRAC LA SOL

ELE IPMI LAN 8847 (SOL) :
1. {EEa<S B IPMILAN E&B1T.

racadm set iDRAC.IPMISol.Enable 1
2. {ERa<SEH IPMI SOL SRR,

racadm set iDRAC.IPMISol.MinPrivilege <level>

B8 PR%5!

<level>=2 BF

<level>=3 BIER

<level>=4 SRR
@ [i*: B%5E 1PMI SOL , B REE IMPI SOL ENXMRIRIPR. BXESER , iE2H IPMI 2.0 1T,

3. {EFFa<SEEHET IPMI SOL RiEER,

racadm set iDRAC.IPMISol.BaudRate <baud rate>

) |i+: EEEM LAN ERFEHE | BRE SoL S SERANSERLER.,
2% FEVFRO(E ( B4 : bps)
<baud_rate> 9600, 19200, 57600 F0 115200,

4. ERHSAETAFERA SOL.

racadm set iDRAC.Users.<id>.SolEnable 2

288 o]
<id> H—H9EF ID

(© |i#: SEEM LAN EHRTEHE SR soL MRS SERANRISERER.
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= RSZIFRIHY

SHEAOENY Y IPMI, SSH 0 Telnet,

R Web REIGBZIFA1NY

R SSH 8 Telnet , i545%! iDRAC Settings (iDRAC i&& ) > Services ( JR3Z ) , 79 SSH 8, Telnet 1HR7IEI%ER Enabled ( B
BA).

EFHA IPMI, {5%5 %= iDRAC Settings (iDRAC iZH& ) > Connectivity (iF$& ) , 7% IPMI Settings ( IPMIIEE ) . TR(F
Encryption Key ( IIZBE$A ) E2HT | B RERELISHRHBEESATFRH.

{8 RACADM S AIsZ#5RIY

HEEHA SSH 8 Telnet , iB{FEEL TGS,

e Telnet

racadm set iDRAC.Telnet.Enable 1

SSH

racadm set iDRAC.SSH.Enable 1

EFEY SSH imM :

racadm set 1iDRAC.SSH.Port <port number>

EEILMERITRITA ¢

« IPMitool (1IERRTFER IPMI ti¥ )
« Putty/OpenSSH ( i&RF{ER SSH 8% Telnet MY )

{£F IPMI {7})AY SOL

T IPMI B9 SOL 2 FIFERFFO{ER RMCP+ BY IPMItool i@id UDP $iEiREmENR O 623, £ IPMI 2.0 B , RMCP+ {2t SIS 1
A, BUESEMNE. MELNRAHSHEREERENE. BXESER | 550 http://ipmitool.sourceforge.net/

manpage.html,
RMCP+ {8 40 NFERRIT7SHEIFRIER (/5 0-9, a-f F1 A-F ) INEERHITEMIIE. FIMES 40 MNEERIFRIE,

%ﬁﬁﬁﬁgn@%ﬁ%ﬂ ( BRYERERZEE ) X RMCP+ 5 iDRAC BUEIEHITING. EATLASERE iDRAC Web 5REEL iDRAC iRE 2 FHERED
NE=%4H,

EM Management Station {3 IPMItool 25l SOL £1F :
@ [i: ERE , BAILUET iDRAC iRE > IRSSEM SOL #2HT.

1. M Dell Systems Management Tools and Documentation DVD Z%& IPMITool,
BXRLERR | 1580 (1 RELESE) .
2. ESIEARFEOP (Windows B Linux ) , IETTLIATERSLAM iDRAC FHia SOL :

ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
ZE S Management Station IEZEISE RFHIBTIRO.
3. EM IPMitool 1IBH SOL &iF |, & ~ , REETF . (A5).
© |i%: R soL SiFRLIL , IFER iDRAC HERFWAHIUERASIS.
() |iE: MIETTH) Windows FRAMNZFFIHISARBAXFEHIENIETT Linux IERFROENE , IPMI SOL RHETTHESLLLL,
ERASIERAEIL | BIMEMARNFEEBDETF UNIX BI1T5RER,

iE: MMRIFEREA RACADM TREVEERY SOL &iF , NEEA IPMI TREES—1 SOL RIERREFAREFREXMESIEAEM
BHIEER.

)
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{5 SSH 5§ Telnet HHXAY SOL

Secure Shell (SSH) #0 Telnet 2FFHITE! iDRAC Bas SITBERIMEINY. ETLUBITE—ZEOETITiE RACADM #1 SMCLP &5
A\

~o

SSH BT Telnet f9Z2e ., IDRAC (NSISFHAEEEROIRIERY SSH A 2 , HEZUAD/EA. DRAC BEREIISHFR. SSH £1EH
Bﬁg Telnet &%, EIEHE SSH , EA Telnet HIER DM, (NATiELEE SSH B IHEEHMEEMZEENLZLNBERT | &4
J0EH Telnet,

{sEF37E Management Station =374 SSH #1 Telnet REEHMYEIFFRFERS ({5140 PUTTY 8 OpenSSH ) i&E#%Z! iIDRAC,

(D |iE: M Windows R VT100 % ANSI £IR{FEFRRFHRIS1T OpenssH, TE Windows SRR FiE1T opensst RSHMEEE
ERLZIEFET (B, BERANNABRARRTER ) .

{s5F SSH &, Telnet &5 IDRAC BISZA1 , EHAF :

1. EcE BIOS LISHEBTIEHE.
2. £ iDRAC hfigE& SOL,
3. {#F3 iDRAC Web FREE; RACADM 2H SSH & Telnet,

Telnet (¥/m0 23 ) /SSH (KM 22 ) ZFif <——> WAN & <—-> IDRAC

BIT(FER SSH 8f Telnet Y BET IPMI B9 SOL , ToEEHERSWMIARER , RASRITRIMLEFEIRE iDRAC i T, EEEN
SSH &% Telnet I=HI G /RREE BRI KB S ERANRTIHOMNENRE. BTROEREZRNEE ANSI 8 VT100/VT220 £8
A9 Shell £, SB{TEHIEBHMEERE SSH 8¢ Telnet =518,

M Windows R Putty {8 SOL
(D it MIBWE | B0]LAfE iDRAC Settings (iDRAC i&E ) > Services ( fR53 ) THIELIARY SSH T Telnet #8AY,

M Windows Management Station _=HY Putty Bz IPMI SOL :
1. BfFLATaSLUERZE iDRAC

putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
@ |i: HOSETEL. MEEHSRFKOSHELEN.

2. 151765 < console com2 B connect LARRHN SOL 75 |1S2ER A,
{553 SSH &, Telnet YN\ ETRIERIZERFRT SOL RNECFTFH. EiflE) DRAC aafTiEHIE | 1BIBME Esc #F51, Putty f
SOL &84T/ ¢
EFN BRI ERES putty HAZERSZRT , AR putty ERITHEEEFIREEINUZEAN
« VTI00+ —F2 @i , B F12 TiEEd.
+ ESCln~—F12 BT, {8 F2 iA@Y,
« 7& Windows 1 , tNRAEFHEHS|ISEUZEHTHFESIEERS (EMS) I=HE , MHFHIEERIEFIE (SAC) Lk RERIR
iR, B SOL 21F. XA, FIHS— 1\ &in , AREARE—GLE6) SOL 2iF.
M Linux EBY OpenSSH & Telnet {§f SOL
M Linux E18u% FAJ OpenSSH B, Telnet f851 SOL :
@ |;$: MEWE , BT LIE iDRAC Settings (iDRAC i&E ) > Services ( fRSZ ) TEMEKIA SSH T Telnet £iF1ERT,
1. |25 shell,
2. {EARLATR<IEREE! IDRAC :
o X4F SSH : ssh <iDRAC-ip-address> - <login name>
o YJF Telnet : telnet <iDRAC-ip-address>
@ |iE: INREHT Telnet IRSHEHAROS (#5023 ) , WHSHKOSIHMT Telnet HSLERE.
3. ERAT MRALI TS Z—Ea SOL :

connect

console com2

XATLUG iIDRAC IEERIZERRN) SOL iwM, Y SOL R1EfT , IDRAC @ HMTIEHIERAI A, IEMERERE N FFILIFTH DRAC
ITIEHIE. BiEE SOL 2AE  BNFIERBEERRE L. SERFXMN , #37 SOL AT E—RAJE.
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@ |i%: EEILAEFESIE coml SRIEHI& com2 LARSEN SOL., E#iE|SIRSELIETIESE.

console -h com2 G BRFFREBHINTCKE BRI TRONFFRZRIBTHRICRETXNAS.
BRICRERXAIEGA (FIRK ) KN 8192 NFRF, AJLAERLA T e SRBILEIRENE/NIE -

racadm set iDRAC.Serial.HistorySize <number>
4. 1Bt SOL £1ELAKIFESIR SOL £1&.
{EF Telnet EEHUZHIS

79 VTI00/VT220 {FEIRE BIOS EBHUZEHIEHT , Microsoft BER S EHIRLE Telnet ZFIRABELAIEMRER BIOS RERRE. R
BRI | 7515 BIOS 1=HIE TR ANSI EEXLAEFER. B7E BIOS IRERRFHITIEER | 15IERE Virtual Console ( ERIUE
#l& ) > Remote Terminal Type ( IZIEEIRIEEY ) > ANSI,

HECERE iR V100 (EEON , BEREEREMNEHSHENSNARERRERN 25 17 x 80 JILIBRYAERET. &1, B
AR RE R HIALRD.

B Telnet EIMEHIE :
1. 7E£ Windows Component Services ( Windows {B{%iR53 ) F/=F Telnet,
2. {ERa<SERR DRAC

telnet <IP address>:<port number>

e 15288
<IP address> iDRAC IP itk
<port number> Telnet ix S ( NREEEFFERFIRO )

7 Telnet £1EECE Backspace f#

FRIE Telnet Z s , {# 8 Backspace SRR~ TS ETRIRIER. Fla0 , SIFTTEEEE ~h, {BR , KBE Microsoft 1 Linux
Telnet ZEFinEBRI LABCE /9fEF Backspace .

ERLE Linux Telnet £1&{FFE <Backspace> & , 3 HGSIRRGHIEA stty erase ~h, TERTT MEA telnet,
BEELE Microsoft Telnet ZFiLA{EEFE Backspace (1B1& ) % :

L AFSSRFEEN (NRBE) .
2. WSHSEIELT Telnet £1F , WA telnet, MRETEST Tenet 1F , BT Crr + ],
3. ERTFFTIHA set bsasdel,

4%Eﬁ_§fﬁ,%‘8ackspace will be sent as delete,

£ iDRAC S $1TizHIarhliF SOL SifiEE
WrFF SOL STREENGSETARER. X SOL SiFme&IEATLIRHAFER.
ERIFF SOL 2IEERE |, iBM IDRAC &< 1TSIE&I1E SOL £4F -

EEY SOL F|EM , K Enter . Esc &, T.
SOL £iFEXA.

o M Linux LAY Telnet iIBH SOL , $#{E Ctrl+],
IHAHEER—%% Telnet 327K, B quit LURH Telnet,

WNRFKTEEILE SOL 2IEFHABRER |, NEM SOL SiETIREARTT A, BRI | iB7E Web 5HEHAY iDRAC Settings ( iDRAC
iZE ) > Connectivity (i%#E ) > Serial Over LAN ( LAN 817 ) &L HpSiTisHIE.

{5 LAN _ IPMI 5 iDRAC (3

1B IDRAC RY LAN E IPMI LAS RISREERIRHEIINERRSEAY LAN (S18 LAY IPMI 5<%, RNERSKRECE LAN £ IPMI, MISNERERSE
ToiE(ER IPMI a5%5 IDRAC RSB #3B(S.

() |i%: IPMIIERETF Linux BIRERFHEM 1Pve NI,
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{EF Web RHEECE LAN L IPMI

FeE LAN £ IPMI :

1. 7£iDRAC Web REF , 2% iDRAC Settings (iDRAC i&& ) > Connectivity (iEE ) .
VNN T = DT
2. 1£ IPMI Settings (IPMIi&E ) T , ISEEME | A58 Apply (A ) .

BEXZHIPNER | 15217 iIDRAC Online Help ( iDRAC BRHIEEED ) «
LAN t IPMIEECE S,

{£M iDRAC iZ B2 BIEFECE LAN £ IPMI

FEE&E LAN L IPMI :

1. 1£ iDRAC Settings Utility (iDRAC iZB2AFIER ) F1 , = Network ( 14 ) .
1557 iDRAC Settings Network ( iDRAC i8BR/I4E ) M.

2. XF IPMI Settings ( IPMI 88 ) , 5.
EXBETEE. | 15217 IDRAC Settings Utility Online Help ( iDRAC I8B 2 FATER-BAHESED ) .

3. {fkXEA Back (J51B ) . Finish (525K ) flYes (£).
LAN k£ IPMIIZECE S,

{5 RACADM ficE& LAN E IPMI
1. BF LAN L IPMmI

racadm set iDRAC.IPMILan.Enable 1

Q) |i%: g B THEMSE LAN L IPMIHECHITH IPMI S, BXESER |, 521 intel.com Y IPMI 2.0 #1#8,
2. B IPMI{FERTR,

racadm set iDRAC.IPMILan.PrivLimit <level>

o R
<level>=2 FAF
<level>=3 BMER
<level>=4 BEHER

3. MNRFBE, QB IPMI LAN (SERHA.

racadm set iDRAC.IPMILan.EncryptionKey <key>

24 %88
<key> 20 DTSRRI 7 HHIE.

®
= e ZEHiniE RACADM

EATLAERR IDRAC Web FREIEY RACADM JEFERZEFITIE RACADM : A LA TETRES A/ MEIE RACADM &1,

O i+ BMSRT . SRMIEIE RACADM,

iE: iDRAC IPMI 3285 RMCP+ {1, BXEZ(EE , i5SIH intel.com L#J IPMI 2.0 FifE.
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{EF Web REIGHZZHixiE RACADM

1. 1EIDRAC Web SRE™H , 4% iDRAC Settings ( iDRAC i&% ) > Services (IRSZ ) .

2. 7EinfE RACADM T , SEIRFTEESEIN , AR TRA.
ITFE RACADM {S5iRIEISEIR S ek ZE A,

(5 RACADM S B ZZH e RACADM

() |i+: @ERitE RACADM EXEf4 RACADM iEFiXEH S,

s EZEMRFE RACADM :

racadm set iDRAC.Racadm.Enable 0
«  EFFAIniE RACADM :

racadm set iDRAC.Racadm.Enable 1

Z 41 RACADM

FABRT , Aith RACADM EigA. BEA |, 1551 ZRHELUEN TR S LY DRAC iEEIRE.

BREZERS LR IPMI

EZEZRSZ L, {3 Dell Open Manage Server Administrator BIJSFEEER IPMI, BXEZ{SR , 5% OpenManage Server
Administrator User's Guide ( OpenManage Server Administrator FAF$8E ) BTM www.dell.com/openmanagemanuals H3KEX,

(D |i#: B iDRAC v2.30.30.30 FERIRAEE , IPMI WFEF Linux BIRIERFAZIF 1Pv6 MY,

73 RHEL 6 S| SHAlafR{Fi=HI afitE Linux

PATEB5ETF Linux GRand Unified Bootloader (GRUB), SNSR{FAARINIS SINEER , NIFEESRURIEX.

() |i: EREFEFK V1100 (fEEON , BRFEEREMIEHSNEONNAERZESR 25 17 x 80 FILMRERXFERET.
BN, GENERETRSEMEE. &  GENERETESHINEL.

RIBLA T RB4RES /ete/grub.conf {4 :

1. REERIERIEEROFHRMUUTRE

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. TERIZIT LIBINFEMEIR
kernel ............. console=ttyS1,115200n8r console=ttyl

3. %FJ GRUB WERREFHERETF XANRE. TN , GRUB FEFSERE RAC ERlISSIAT, BRAERAE BRI
splashimage FFUBAY(T,

IAT IR T 7:f51 /etc/grub.conf XXt | BRI 2R BRAIESL.

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hdo0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

S e o e o e
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serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0O
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4. EFRAZA GRUBIEISKIEY RAC BRTIEREHMEIEHERE | BT TRIIZIFTEIER

console=ttyS1,115200n8r console=ttyl

APBIT/R console=ttysl, 57600 iFINEITHE—IER,

@ | iE: MRSISHFRFHFMERRIRIBTEES (HIM0N GRUB K Linux ) , U BIOS SISEEEMRELRFEM. XAl
EBRESMAMLRBRTIROEENRAER.

ARSI SRERIIEIEH S

FESfH Zete/inittab F | FriE—1TLATE COM2 EBfTim [ LACE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
U RBIB R RS TRIRGIS .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)
id:3:initdefault:

#System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
1:2345:respawn:/sbin/mingetty ttyl
2:2345:respawn:/sbin/mingetty tty2
3:2345:respawn:/sbin/mingetty tty3

14 1% E iDRAC iBI5



4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5
6:2345:respawn:/sbin/mingetty tty6

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TEX 14 /etc/securetty F | {§F COM2 BIERST tty BIRFIE—IT :
ttysl

U B B g TR RIS .
(D |i%: EFFRERRERESY (~B) TERITIEHA LER IPMI TEA{T Linux Magic SysRq &S,

ve/l
ve/2
ve/3
ve/4
ve/5
ve/6
ve/ 7
ve/8
ve/9
vc/10
ve/11l
ttyl
tty2
tty3
tty4
ttyb
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttySl

£ RHEL 7 RECE #R1T¢2iR

£ RHEL 7 PECERITERS , IBHITLATRIE ¢
1. BIIEEFILATITE /etc/default/grub :

GRUB_CMDLINE LINUX DEFAULT="console=tty0 console=ttyS0,115200n8"
GRUB_TERMINAL="console serial"

GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop=1"

GRUB_CMDLINE LINUX DEFAULT {EItBECERMAFENAZESE | #/ GRUB_CMDLINE LINUX SHEMAZIIE3EEHE.

BMTRNAE /etc/default/grub FHIM—IR, MRZTEEFHE , WNEHTERAERFXES. Eit , Reif
GRUB_CMDLINE_LINUX DEFAULT —{T,

2. B /boot/grub2/grub.cfg BEMMH , FIiE/HRBLITARIEIT grub2-mkconfig -o &< :
« HEETBIOSHERZL :

~1# grub2-mkconfig -o /boot/grub2/grub.cfg
« EETF UEFINRSE -

~]1# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

i8S iDRAC @I85 15



BXEZ(ERE , 1508 redhat.com &5 RHEL 7 R EERRIER.

&= L iy Zajs
MER1TizEH&i=%) GRUB
ﬁ?%ﬁﬂ% GRUB LMFERSBITIEHIETAR VGA IBHIE., XA GRS | SHEFSERMBNIZERIINZSE , fla5|1SE5A
RI\.
ERE GRUB LUERRITIEHIE | FAMREGRINER | 748 serial #l terminal EINAIIZE grub. conf :

[root@localhost ~]1# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=0

timeout=10

#splashimage=(hd0,0) /grub/splash.xpm.gz

serial --unit=0 --speed=1152001

)
21509 SSH NZ|H=E

BE(FF SSH 1MYS IDRAC 8BS , BXF FRDFIENSHZREHE.
%.19: SSH AR

it: EMEMRRIMEREER.

X =3
JEXSERINES
NG| ssh-rsa

ecdsa-sha2-nistp256

XIFRINER
BREAR IR curve25519-sha256@libssh.org
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HEXE 8ix

ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-sha’l

Encryption ( fIN% ) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes128-gcm@openssh.com

aes256-gcm@openssh.com

MAC hmac-sha’l
hmac-ripemd160

umac-64@openssh.com

[E48 7c

() |iE: WNSREEF OpenSSH 7.0 ESHRE . DSA AHBIASIIFISRA. ATHRER iDRAC RISEIFRIREM | Dell BXFSRI DSA
DHTFZIS.

%J SSH {EAHERIIE

IDRAC 3Z#581d SSH RIAHEEIAIGIE (PKA), IXE—TUEANAIINEE, EFRIREMGER TET SSHAY PKA R , IRBIIANER
IDRAC BRI, X3 TIREEHMMALPUTEIINEEAFEEA. LIERSAYRA RFC 4716 B OpenSSH 18z, &N , &
IR INZAETRIEA.

EHAERT |, WRTE Management Station E4ER—XIFABTIAIERE, HAEEE HEF] iDRAC AMAFF] SSH EFine{#
FAEZSAE ETRILS iDRAC ZBIRNE(EXRE.
A LNBIE LA T AR ER AT S FAT AR ¢
=TT Windows B9 il , {$ PuTTY Key Generator N FRTERR
S FIETT Linux B9Z s , {88 ssh-keygen CLI,
iBHE DRAC LETFEERSHAFARSNBRESZHIR. EEmSHIRAERTF "BEX" BREAPHER. B
WHBRAIB R LMESYEH TR REE. XEIECHEFMEMETBA. BFRY SSH ZHASEESE. Bt , RiZES EIHEE.

Lf&. EEH/MER SSH BANEEIRFRERFPHAFSR. LIRATFHAFEIER AP SSH A, BME
R FUARER.

AR 1E Windows HRfSEFHRY 2 3L 5345H

BB PUTTY Key Generator N FITRRFEEIFEELAZSA
1. [EEhNFRRERFFIERE RSA (EAETHREL,
2. BINESPROMEL. HENT 2048 F 4096 RLZ[BIRIEL.
3. BREER |, IS EEOPBHER.
ZERRNSAERK.
4. EALENESARIEFER.
5. MINEBEIELMRIPESE,
6. (REFEAHIIFABESA.

i8S iDRAC @I85 17



A RKTE Linux R{EARIAHERER

Z(HF ssh-keygen N FIFEFEIEEAER | BFIFFRIREOFE shel IRFF T , BIA ssh-keygen -t rsa -b 2048 —C
testing

Hrp:
-t R& rsa,
b ETUEENT 2048 F 4096 ZIEHIINEIEL.
-C RHERAHERER | 1IWEE TR,
@ |iE: ERRAANE,
RERRABIRME. STHUTE  BLEATU,
{5F ssh-keygen M Linux EIBIGERERIZAARZ 4716 8z, (M ssh-keygen -e -f /root/.ssh/id_rsa.pub
> std_rsa.pub {SEAERA 4716 18T, AEELEANHRIR. LAERRAMUBREITIER,

i*: iDRAC A3ZIFHIAAY ssh-agent §542,

®
& sSH £34A

1.’5:?1«‘)\?3 A LRSI RHERLE SSH 2O EERA. ERNAHERZA , FHAEERIPRECRE  LIRE/IMNE=
Tﬁhl‘ HO

NIET AR | ISHRRIIBRIE AR T #EZRIIZRS . IDRAC AUTIRBELIBREMIFZBMRC AIER. TR
INFTERRT |, ANSREA SSH EOKIFEE .

{5/ Web R _LZk SSH %348

&k SSH 248 -

1. £ iDRAC Web REF , = iDRAC Settings (iDRACi&E ) > Users (FHR ) > Local Users ( AR ) .
AT/ Local Users ( AitEFF ) TUEL.

2. fEUserID (P ID) 5dh , BaEFF ID RS,
¥ E7/R Users Main Menu ( FIFRZESRE ) TTH.

3. 7£ SSH Key Configurations ( SSH B4AEEE ) T , 1%65% Upload SSH Key(s) ( £# SSH #$H ) , PAIGRE Next (T—H) .
$8E7= Upload SSH Key(s) ( £&k SSH %$8 ) 7M.

4. BYLATARZ— 3 SSH Z4A -

EEER.
BRI IR B EHIZEINAE,

BXEZER , 1557 iDRAC Online Help ( iDRAC BX#E5EY ) .
5. EATERIF.

{#8F RACADM L& SSH %58
3 SSH B4E | IBETIUTHS
Q) |i#: FHMS AT,

o ¥FFAHE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
S4F-{sEFE Telnet Bf SSH AYITFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

N, BRI ERER L HEISE— M ERZETRY IDRAC FIF ID 2, IBIETIAT WS ¢

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

®
E% SSH &$A

ERILAEEE L3E iDRAC BIZER.

i*: - £ #EIRTE telnet/ssh/serial RACADM ARSI,
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{EF Web REES SSH %iH

BE SSH 48 -

1. 7€ Web REH , ¥5Z iDRAC Settings (iDRACiIZE ) > Users (FAR) .
ItEAY=E7~ Local Users ( AittAR ) TUE.

2. £ UserID ( HF ID) 5l , EBEAF D RS,
BE7R Users Main Menu ( BRESE ) TT@E.

3. 1£ SSH BAEET , LEEE/MR SSH &i8 | ARBRET—F.

B8~ View/Remove SSH Key(s) ( EE/HHIER SSH Z$A ) RENRZEHIFHES.

HipR SSH &&$A

EMRRAHLZRZE  FHREEZARSRIREN  LIRIRMEA.

{5 Web S EIER SSH &5
SR SSH B4 -

1. £ Web SREF , %% iDRAC Settings (iDRACi&E ) > Users (FBF) .
AT T/ Local Users ( AitEFF ) TUE.

2. 7EIDFIH | EREAF ID RS |, RIEHE Edit (4§58 ) .
B E7R Edit User ( $w5SAF ) TTH.

3. 7E SSH Key Configurations ( SSH S4BERE ) 1 , 5#% SSH 248 , A58 Edit (4R ) .

SSH Key ( SSH ¥4H ) TUEIS &7~ Edit From ( f@iER ) i¥IB.
4, SRIERREIZERIERE Remove (888 ) |, SA/58:E Apply (I ) .

Frise R RN ARIRR .

{§5F RACADM HfiB& SSH %A

Effikk SSH %8 |, BEfTIAT®S ¢

o EE®$H — racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
FrE%%H — racadm sshpkauth -1 <2 to 16> -d -k all

iRE iDRAC i&(§
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BoE A P IIKPFISGR

RIS EEBISESIRNAFIKF ( BEFAEAMHER) | LMER DRAC EERENARSHHERR AR M, BABR T , BidAl
EERMKFECE DRAC, EUARBRT , IDRAC AP BFIEEEERAERM. (FAEER  BRLURERFIKF , LIRirHEMA
Fi7iE) iDRAC, BXEZER , ESIIRS AR,

LA EA A SAF BRIRS | 5190 Microsoft Active Directory B LDAP , LUSBRFIKF. (FHBERIRSIRE— N EFRY
VEREERRINAIRFKF.

iDRAC THFETABIHIES—EXFENIRNEF. AEAESEER. BER. RiExxL. ARTENTANEANE.
S

+ IDRAC FF&BEMNR

o EFERNBREINZEREER

. EEAMAR

ECE Active Directory FHF
BeEiEFA LDAP AR

iDRAC FHRfABHIHR

iDRAC FEMIREMRENBI—UIRSH{EN. BRI

. 20: iDRAC f2

Baix—t B— 1R

BER EER BR kE REMF. BF. &Ko, pREBEsE. BN
R, RGRE. Bid

BER BHRAF ﬁi BE. ReeEdl. DREUERS. MEENUNR. RRERE. 8
7

Rig KRR BR

7 7o 7

TR T BPIUR

. 21: iDRAC FBFHR

Baix—t Bi— 1588

BR 5 DRAC FFFFERE DRAC,

[ B2 E IDRAC SAVFRFECE IDRAC, BITIZAUR , AR LIECERIRERE. EEH

B, BUNER. Ik RRRE. FHERE. BIOSIRE. SCPE.,
O|it: BERAESESEHMAHOFEIR . HItN BIOS REM.

ECERF ECERF ERFRILARHSFER PR,
A& i = ERFAILARBMEREAEM B (SEL).
PRl EHRIMECERS A ENRGEREEFHL
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Brix—K m—ft 1588

pEERERIE maEERaEED (B ERFAILIETEEHE.
FORIRSR )
NEEREGIE (ERTHIZR
A TUIRSS RS )
RN THRERI R e A LAS THE BRI TR,
Rt WA RFUAR S BN VRSB KEMERBISEHHARERFHITICR.
A PITISHRER < ERFATLAZITIZHER <.

BN ERNARAMNERFR
FEREEXREIEMERR RN E RN RN RN FFFAER.

O [it: SBYALF—AVASFEN—MIEFE, —MEFH—MEHES,
IR EFEET | ERLITFR

& 22: BNERNAR2FH

FF KE
0-9 1-16
A-Z
a-z

SHES%O)*/;?2@N]IA_ [} ~r+<=>

& 23: BiUERNBBFRT

F5 KE
0-9 1-20
A-Z
a-z

I ES%&()F L/ 2@IN]A_ (| rt<=>

O |i#: maEmseBREERMFFIMAESMEZE, B, Del BUERLLIILHF , NRERAEEONESIE
() |iE: MEHENAFPSNHEPATFINFTEHMEHSRERER. iDRAC ZFEIHSERBENNMEHEEREPIHENF
FEFRGE< >, (BS).

Q) |iE: BERE)/\ M RESFHNEREN  #FESVEFE. AEFE. YFINHFT  LIRSRLN. ERINEHENE
3 (4nRaIHEE) .

EcEAHRER

A LABI e ANRTE iIDRAC PECESIA 16 MAHEAF. EEIE— IDRAC FBFAI  ISSIEREFEEMSRIAA. Sl
EFRXLAPIIPRIRERFE. BOMAE, aILAEREME DRAC RIFFRE (B Web FE. RACADM B WSMan ) BEXIFFE
MRS, SRR LS REERE N RPE SNMPY3 3iIE,

{5/ iDRAC Web REHCE AR

ERINFIERE A iDRAC AP -
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() |i*: BB EEERPIFRA 5462 iDRAC HF,

1. 7£iIDRAC Web FRES , % iDRAC Settings (iDRACi&E ) > User (FHF) .
AT T/ Local Users ( AitEFF ) TUEL.

2. 7R ID %% | EEFEF 1D RS, RfG8RE Edit (458 ) .
@ [i*: BP 1 BF PMIEZBR |, SXEEMLES.
7~ User Configuration ( FHFELE ) TUA.

3. 0 User Account Settings ( FIFPMFIZE ) 71 Advanced Settings ( BHRIEE ) FHSELES AR,
() |iE: BRAF ID FHEERFNARE. ZRHRAFAS (HMRRE ) . SRalISRERAFR LAN (ERER. SBiTinORR
KA. LAN ERITIRZS. SNMPv 3 58IE. ISIERBIFNISTARE, BXSZERES(ER | iS5l /DRAC Online Help
(iDRAC BX#1#58D ) .
4. B save ({#1F) . IS BIEEERRENIRAVER.

{£F RACADM EcE AR

() | i%: WALAFRA root R AHAEIEE Linux R LT RACADM &S,

AT LA RACADM ERE—NaEZ N iIDRAC AR,
BEERERRERERBIUTESBEES IDRAC AP :

SEART5PRI RACADM 7-f7l | BlliE RACADM apSAUMAMEN 4 | RSN ZERF LHITIRIAIE 4,
EERR—EEX RIS EERS L8 DRAC BEBEXMF YT racadn set Fap<,

WRISIEERCE Y IDRAC BB BREL(FEHT racadm racresetcfq s, IFAMRBEZRSZH ERIELA iIDRAC FHFP&F1Z6S,
racadm racresetcfqg apdig iDRAC EIZHENIAE,

Q) |i*: WETUBHNZAEER, B, E84 iDRAC L , BAT§EEARANESIRS,
BIOWFRAPEEEE  8NES AR TGS (1-16) -

racadm get 1DRAC.Users.<index>.UserName

ZNSHIINS D S5HEEFE—RSIH. BHHFERE iDRAC. Users.UserName=, ¥R "=" BR/R7HAFER  1ZHR5|158%
WL E R,

@ |i: EEIRIA
racadm get -f <myfile.cfg>

HERXRE

myfile.cfg

X4 , Hrh&HEFR% iDRAC BEESH.

FBFER SNMP v3 BHIGIIE , i&5FEF SNMPv3AuthenticationType, SNMPv3Enable, SNMPv3PrivacyType X5, BXE%
{Z8. , i5&% iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8E3 ) BIM www.dell.com/idracmanuals LE3REX,

WP EIRS SR A BR B S kEE A , 15 AuthenticationProtocol., ProtocolEnable F[] PrivacyProtocol EtkE
SNMPv3 IGiIE,

{5 RACADM 7l iDRAC FHR

1. RERSIFAFE.

racadm set idrac.users.<index>.username <user name>

2% i5Bg
<index> H—AIRPZES|
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24 588

<user_name> }EH):'%

2. RE®.
racadm set idrac.users.<index>.password <password>
3. REAFUR.

BXEZ(EER |, 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8&g ) BIM www.dell.com/idracmanuals _E3KEX,
4. BRERRF.

racadm set.idrac.users.<index>.enable 1
EIOE , BEAUTSS
racadm get idrac.users.<index>

BXESZER | 13517 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Eg ) ATA www.dell.com/idracmanuals _EREX,

EREBERAY iDRAC AR

EREEREEEMRINAR (ETHABIIRN)
1. HESTBRBFES.

racadm get iDRAC.Users <index>
2. (FRAMARZMEBRREALUT®S.

racadm set i1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

() |iE: BIMRR(ER 0, RFRAFSEEREUIRR. SXIEERFBERINBERAIEIERSIZE . {52 iDRAC RACADM CLI

Guide (iDRAC RACADM CLI 8§ ) AJM www.dell.com/idracmanuals _E3RBY.

ficE Active Directory FF

WNRIGHI N EIER Microsoft Active Directory 34 , BBATTLABLEIZEKGLIRMERT iDRAC BUIEEISER , MinfeiFam B RS eI
BRI DRAC BFSURFHHITIESl, XE2—TEAIIN8EE.

@ iF: Microsoft Windows 2000, Windows Server 2003 1 Windows Server 2008 I#{EZR #5235 H Active Directory 3EiR3l
iDRAC R,

1ZRTLAEIT Active Directory EcERAFBMIIELIERE] iDRAC, ERTLARMET RERIEN | FEERENESMAFEESFEN
PR

X iDRAC {#F Active Directory JSIERIBIIR SRS

Z($5F IDRAC Y Active Directory BAIRIETIRE | IBHREREHUT FHHR(E :

« EBEA Active Directory ERtZRH, BXEZ(EE , IS Microsoft ik,
18 PKI S£51E Active Directory EhHZEH, IDRAC {FRFREAEERZS (PKI) HHISRZEISIIE Active Directory, BXEZER |
BE&17 Microsoft fid,

« 7E DRAC EERIRFTEIEIEHIEE LERTEERTE (SSL) , SIERaEiEH el e .

ezl EFR A SSL

4 iDRAC J&@1Z Active Directory Isi#=HIS830UEFFRT , ©ISFEREIRFIEEEm—1 SSL £1E. EXERATEN | EiEflIss AT HIA
IENA (CA) BEA9IFP — EMRIEBE_HER] DRAC, U1 IDRAC ISIE AF/aA154I58 — o 2R 2 Figinsse — izimissse
JMEHEHE CA EEBFEAT SSLASESR.

WNERIEFE Microsoft Enterprise Root CA S5 EHIFF B EiEHIgsHECEI SSLIEP | MR
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1. EE/MYEHES EZaE SSLIEH.
2. EiEiHIsER CA IEBSHE DRAC,
3. B\ iDRAC Ef4 SSL iEH.

ey O] == X LY

TEE/MEETIZER) SSLIER

TEEMIIEHIEEAY SSLIUEP ¢

1. B Start (FF4E ) > Administrative Tools ( T E ) > Domain Security Policy ( I 22508 ) .

2. [EFF Public Key Policies ( 23ZAKRAE ) S04 , /5T Automatic Certificate Request Settings ( EIEIEBHIEIRE )
FET Automatic Certificate Request ( BEIEBEIS ) .
E 27~ Automatic Certificate Request Setup Wizard ( BEiE BHRIEEERS ) .

3. B Next ( F—# ) F+i%i% Domain Controller ( ldi=HIgE ) .
4. B Next (T—%) , REEE Finish (5% ) . SSLIFRBERE.

1§tki=HIEERE CA IE B SHZE iDRAC
Q) |iF: INBRFHETT Windows 2000 SHIEHERMIIAY CA , INTEETLEAR.

ESigiHIEeR CA IEBSHZE iDRAC :

1. FE=1T Microsoft Enterprise CA BRSZHIITIZ HIZE,
2. BAEFR > IB1T,

3. BN mmc , AfFET OK (H#E ) .

4

. TE Console 1 ({Z#I& 1) (MMC) O+ , B2 File (X4 ) ( 7£ Windows 2000 Rt LREH Console (1EHI& ) ) FhkiE
Add/Remove Snap-in ( ZFEil/HIF&EEETT ) .

5. 7£ Add/Remove Snap-in (i#NI/MIBREEERT ) O , B2d Add (GR0) .

6. ff Standalone Snap-in ( JMIZEEEATT ) BT , 1%IF Certificates (EP ) FEads Add (iR00) .
7. %% Computer (i18#l ) FET Next (T—2) .
8
9

. IEEFRUTEN | BESR | ASRERE.
. 7E£ Console 1 (¥E#I& 1) O , #£ZFl Certificates (iEH ) Personal ( A ) Certificates (iEP ) 3243k,
10. HEIHGEELEIR CAUES | EFMEES | RERESH....

1. 7E Certificate Export Wizard (iEBSHMAS ) £, 5 Next ( F—& ) Hi%#E No do not export the private key ( £ , £&
HIEEH) .

12. BT Next ( F—# ) FHi%#% Base-64 encoded X.509 (.cer) ( BT 64 {i4HFBHY X.509 [.cer] ) {EAEH.
13. B Next (T—8 ) FHIIBREFERF LNER.
14. LR 13 PRIFAIES L2E] DRAC,

S\ iDRAC [E{4 SSLiEH

iDRAC SSL IEBEMTF iDRAC Web JRSZ23A9ERIER. BB DRAC IEHIESEREc B MABE RIS,

N8R Active Directory JRSZEHIRENTE SSL SIRVIRUMERISIEE PR , SFEENE iDRAC IRSSESIEH _L1EF Active Directory 1aizH
B8, W1 Active Directory 7£ SSL SIERVIAHREAMITE FIRIGIE , NASTEX—EIMEE.

@ [i*: INPREHHET Windows 2000 , A FEEEIRERR.

@ i¥: 4N5R iDRAC Elf4 SSLiIFBE CA EFZMFHHIZ CA BEBEEA Fiai=Hzn "SEEAMBAENE" FUFkD |, ST
FHHRHSE.

15 iDRAC [Elt4 SSLIFBSAZIFrEIEEH e ST TR

1. {EFELLT RACADM %34 &, iDRAC SSLFH :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

mEiEEsEs L | T MMC RIS B OFHEEER > SEERMRIAMENG,

GHBEHIER | SEREESHEESA.

BEFET—EHNEE SSLIEHIH,

EENMEEHIEEHIZEITEAMRIAENIE 2% iDRAC SSLIEH,

S
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%iiﬁﬁﬁ SHOTS , BHREEBEE CA (T EISHIREBIUESIES, MR UARIES ST , NAERBREE
122 P2,

6. BET—SHIEEERE Windows RIFIERREEMBRERFHER |, SN SRImEFHEX.
7. BEFERFHERETIRE. 1§ DRAC B SSLIEBSARIFrEEEH S EEERSIR.

3509 Active Directory 3811l

ISR LUBIE RS AR Active Directory FEX iDRAC BB RIRIER

o EmBZEHRRIRFE , {EF Microsoft BYZRIA Active Directory 2B3152.
o VIRZEHIRRFEEBBENH Active Directory 318, FTAIRIEHEHINISRERTE Active Directory iR, BREATRANRE
%, LIEEESHBERAKBIARE iDRAC LEERFIHIENR,

SR Active Directory S

UWNTFEFf7R , /9 Active Directory SERY{sEFAFREZEMITEEIE Active Directory 1 iDRAC E#BHITHECE.

1: {#if Active Directory {TREZ24ECE iDRAC

£ Active Directory 7 , ¥REETSAIEAEE. BB DRAC IHINIRINBFPEiZABEHNAR. A TEFIZAFISE DRAC Hi5
BRIR , FEERFE DRAC LECERBEBRRER. AEINIRKIIEE DRAC EEX , AR Active Directory 1, ERZH]
LATESEA IDRAC HHERE 5 MERE, R3IARSERTEANAGREANIR,

&. 24: AR BENR
faed AR PR EFRIR 2T

=z j=rE ¥ E5% DRAC, EEEIDRAC.,  0x000001ff
EERF. BREE. BTk
SEitlmsS, IhEEIIEEH
[ Va1 1=1 55 O A
R, PUTEHRS

BEE? 7 E5% DRAC, BLE IDRAC, 0x000000f9
HITIRSS eI S, IPaE
EHIE. whEEsNE. W

R, PUTIZHE<S

BEE 3 7 R iDRAC, 0x00000001
fatail 4 % EEDEIR 0x00000000
AEAES b REDEHRIR 0x00000000
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faed AR PRE 5! EFRIUR V2T

)
R FNZ RIS

WRFIBERAFMAed

iF: “RHEES” (ERETEE RACADM g BRI ESSER) A {EHA.

(BERESR) AEEEF | MWRFEE DRAC LEcEEI=Hastil, EXMBRERT  SIFHE4E
WMERATEERAFMAGA (
REEIIHRER (NRE ) &

BeEtR SRS Active Directory

TEECERHEERA Active Directory Z R , iBHBIR :
« RBEH iDRAC Enterprise iFaJiE,
ZBCE T R EEE I BEAIARSS 28 LT,
fR5528 LAY dat, RYEIFIRNXIERTIR.
iDRAC MIBIREEELE , SiE7E IDRAC Web RE4E%] iDRAC Settings > Connectivity > Network > Common Settings LABC
BMEIRE.
ERE iDRAC LT Active Directory B2RiAiA) :

1. 7E Active Directory IR$388 ( 133=#U88 ) £ , FIFF Active Directory FEFFIITEH B BT,
2. BlEE DRAC HFNEF.
3. 7£iDRAC 1 iDRAC Web REE; RACADM ELBHE. HBFAEENR.

{5 iDRAC Web R AticBEBRELEIIAY Active Directory

() |i+: BXEFEMSE , {52 /DRAC Online Help (iDRAC BXHLEEED ) .

1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Users ( FBF ) > Directory Services ( BRIRSS ) .
BERNE B RIRSSTImE.

2. %1% Microsoft Active Directory %I , JAFERT: Edit (M) .
BERNEE7x Active Directory BB SEIEH.

3. Bk Configure Active Directory ( & Active Directory ) ,
J5 87K Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEFIEIEE 145, H4 ¥ ) @A,

4. 25 Active Directory (AD) BRSSESE(SHT , RISEREAIERISIEF L& SSL iERWIRENBr A AME IS EIER. X
Fitt , wiEEEEHIERf 2B ER FQDN . XEBE TS B7k. ALt , REMZIZEFIERLCE DNS .

5. Bf Next (T—%) .,
18 &7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECBHIESEE 2% , #H 4% ) TimE.

6. FSF8 Active Directory FHEEXT Active Directory RSFERFIFIFIKFRMUEES. ItHh , $8EFE DRAC BERIIFEH IDRAC W%
#5328 Active Directory BINARIASATE,
Q) [iE: MREBRIECER | iSiEEEHRIRSS B2 /4T FQDN, iRR iDRAC Settings (iDRACIZHE ) >

Network ( M%&) .

7. B Next ( T—2 ) . 157~ Active Directory Configuration and Management Step 3 of 4 ( Active Directory ECEFf1EE

838, Ha¥) WAL

8. 1%3#% Standard Schema ( #fEZEHE ) HED Next ( F—% ) .
J%E7R Active Directory Configuration and Management Step 4a of 4 ( Active Directory FREIEIESE da s , H£4$ )T
]

9. #iA Active Directory £BRFIRFZ SN EFHEERATENEFHISRAE.
10. 2 Role Group ( &4 ) BeEFREZRMET T AP HIISIGRES.

15 E 7 Active Directory Configuration and Management Step 4b of 4 ( Active Directory BEEFIEIESE 4b 3 , L4 F ) T

.
N, IEERPRFAERD Apply (BIF ) .

8
BEHRESH ) KBS MEF  MRTE DRAC tERCESBBERRSS /b, EXFEZEERS , 5
IMIEFIYEZEEL,
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BRI EF S Active Directory Configuration and Management Step 4a of 4 ( Active Directory FtBIEIESE da f , i
4) TOH.

12. BAE5ERE.

FRAEZRFIAY Active Directory iR EEIBCE Fel.

(£ RACADM EEBEEBIR &334/ Active Directory
I ERELTSS

racadm
racadm
racadm
racadm
racadm
racadm

racadm

set iDRAC.ActiveDirectory.Enable 1
set iDRAC.ActiveDirectory.Schema 2
set iDRAC.ADGroup.Name <common name of the role group>
set iDRAC.ADGroup.Domain <fully qualified domain name>

set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name

address of the domain controller>

racadm

set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name

address of the domain controller>

racadm
of the
racadm
of the
racadm
of the

set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or
domain controller>
set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or
domain controller>
set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or
domain controller>

or

or

IP

IP

IP

IP

IP

address

address

address

o ENIEIEHIZESRIEE (FQDN) , MIARIEAY FQDN, 40 , B servername.dell.com AR dell.com,
s BXEEARBENRNAEHEE | BSRNAREENE,

1R

BB R =M HIREI PRI —N, IDRAC SRHORIEREIS MCERIMIE | ERISCIIATHIERILE, (ERRER
XL R IR PN A B A RTERYEE I RRATIELIL

« RERPKFMABALTAEER  iWERNAFTELRRRIRSGE. ESMERBERT | (NILERERE.
o WMRIEBRIIEEA | SIEFERFIEEN FQDN B, 1P telbwiii SidistlshiE P A sk B A E R ERILEL.,
« g SSLIEFAISEPERIERGE , FRLTHS

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 0

BN T . THELEBINENHY (CA) IEH.
o B SSLEFIIREDBERITIERRIE (7% ) |, FRUTHS

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | WERLATa< EH CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

@ [iE: MREBIECREA |, ISIEEMZH RS BMUTIL B4R FQDN, R DNS S7EMES > iDRAC iZHE > ML T
IEtRECE.

LA RACADM a4 ATi5%FE,

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

2. YNER iDRAC EJZHA DHCP HEZFHLE(FF DHCP IRSSEEIZMAAY DNS |, MEMALIT®S -

racadm

set iDRAC.IPv4.DNSFromDHCP 1

3. Y05 iDRAC _EEZ5F3 DHCP BB EAEFENHIA DNS IP ik |, 1B ALAT RACADM @3

racadm

set iDRAC.IPv4.DNSFromDHCP O

racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>
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4. MREFRERFESIRIEEERE Web RENREMABFE , WBAUTHS

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BREZ0EE 40 NP . R5IRENTF 13 40 Z/E.

{2243 Active Directory #fi5

(EFRY RERMIMRIR S EEE Active Directory B2 &,

i RS RIEME
i RSB0 Dol XBSISMA DRAC RAUR, BOS(EEAES RTIETFABAURIER DRAC, Dol XBSMIBIATAITEHIFIE
(ACL) AAHF BB RN EERETE DRAC WSAIRIRFTSE,

BB T | Dell KEAIFSRALHES Active Directory IIRAIFTEIIR. AIRESA Dell REXXIGRARF , NIZREXRISR AV ARG
BRFAMEAFMA. XoJ8ERSE DRAC REIMUR.

BReMERT RN |, Dell BINAEIEY FREMISCHEF/SR Dell REXRISRAIE,

Active Directory 22439 &

Active Directory SRR BN 22095 Azt 848/, Active Directory ZE{AE ARINILARRER M INE & R TEEUBEEFISUESE. BF
KEHUREPEFHENE—VRE. BREREN—YRPISERFNEF. BK. BIESR%E. SULEERNE SN &
&7 J& Active Directory #ifE/% , LIRBASEEK. Dell I RTERHY , IGIERLEREN , SHER Active Directory HHTIZIEE
EEHISIFRIEI,
INRIIETEEN B REMGhEN M SR BIS E— D #TEN. A THE D EEAMTIAIE—M , Microsoft 4P T —1
Active Directory SISRIREBIFF (OID) #UEE , LMEATEEY BRNZIZRIMal LRIEE—EHBEARS SEMATIALE MR, B E
Microsoft Active Directory HRRIZEFS , Dell W EI 7 R INZI B RIRSHVEMFIEAIE— OID, HE—¥ EBRUUKKE—XEEM D,
TREE : dell
e BaseOD&E:1.2.840.113556.1.8000.1280
RAC LinkIDSBEIR : 12070 to 12079

iDRAC 32131 RIS
Dell T ZRALIIE XK. REM KRR, XERMIRTRES — BN e RNBFEEZEI— T 8Z 1 DRAC IRE. It
BSHEERREHTRANREN  ERE LSISSMARMR. DRAC FRAN DRAC IREHE , +H{EHE.

STFEHBES Active Directory SERLLAMTIMEAIISAAIMLE LRSS MR iDRAC 1RE | IBEIERED— N EEEISRFI— IDRAC iR%
&, ETLIEIES N KBNS | 8N KBENRETLIREHERENTES AP, FFPZESL DRAC IREXIR. FIFF1 DRAC BFR4A
LR M EEHAIR R,

Y, SN RBEOSE RS (8, TLGEERAF. FFPER iDRACIREXNS ) B MURES., IRAIAFrERREHISE
iDRAC &% RIS NNEBFAUR.

iDRAC IRBXISEE] IDRAC EW4HAYSEE , BT I8 Active Directory LUBTISIEFIRMA, 18 iDRAC iMINZIMLEE | ERRMIER
Active Directory BFRECE iIDRAC RELIZEXS , LMERAFEILUEID Active Directory HUATIGIEFIIRIN, LA , BB RIRMIUE IDRAC
INRZED— MRS LMERFeEEE 1 TI0IE.

TEIRR RIS P BRI REARI SR,

128 fic & A P FFIBGR



(/ iDRAC
\ Association Object

e e & P

[ Users) d ST /" iDRAC
A Groupl(s) HYIgER e Device Object(s)

2: Active Directory XS AYBIENSH

SR IRIEEECIZ IR HENXRENISR. BR , BWREIEZED— KBTS , FEME LES Active Directory SERLAEIT
iDRAC IAIFFIFAEYE IDRAC IREZ W E— iIDRAC 8B XIS,

REIRAVFEESAENRFT/SELNR DRAC IREIIR. M , BPRENRREE—MMURNESR. KEKISKAERZAE DRAC
RE LAEIERIIAF.

£1XJ ADUC MMC EIRETTHY Dell i R R YIS EERIHAIPRIISAN iDRAC R SKERIRIITKER. Dell 7 BARIFRERER
fibiAY4EER IDRAC MR IN/IRERR I RAVF R R .

IR EAEIRAYEAER | BElE— M EREBATEERIXEAISR. Del Schema Extender 23 FITEFBIEZRIFNARERI S ZE At
B, FRESREREEAERE—EER.

REEAERIRF. BRANBRENRF AR LIRMIZIRERISR . 7 REMRRTT ZE5TFFIRETE Microsoft Active Directory FeiF
IZ M BRI EREMERRFA.

KIERI REERIR

I RS BSFHBIS A BRSNS SE—B AN A RSPRN SR TR R, B2, ¥ REEIIEILIRIRIR | LA
AP RESE—BF RERRIAE R SIS AIETE E D EARAVERES.

TERM T —MERY R RIRRAIA.

Domain 1 Domain 2

/,/ —7 B
P - Ve o
(\US_EJ [ User2 @( iDRAC 2

ZE B RN RIS — A0 FI A02, User! IBIZ N EENTS S iIDRAC2 KBk,
¥ RERIEIER) iR R B KB ARBERII R E S ER | SBERIMLARR , NERFHRERAIIBIRES.

EARGIG , User! #88 iDRAC2 AT Priv1 0 Priv2 18, User1 {488 iDRACT _EAY Privi R, User2 #8 iDRAC1 ] iDRAC2 Y
Privi R, B4 , WWESE R User! al{EE thtgh , mETLIEB/KR.

3: APIRER
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BeEH B4 Active Directory

ERIE Active Directory LAIAIE] iDRAC :

¥ F& Active Directory 2844,
. ¥'R& Active Directory FAFFIit BHIEERTT.
1% iDRAC FIP R EAERGHINE] Active Directory,
. {#F3 IDRAC Web Fimak RACADM BLE iDRAC Active Directory /&1,

}"B& Active Directory 283

R Active Directory ZEXJIGSTE Active Directory ZEXIRZRIN Dell 4B4R8TT. ZRMEFEM AR S~ RIIF<EES S, ¥ R
B, FRREEMEIZRMEESHE FSMO ARIREE CIREEHEIERRUR.

@ [iE: P=RAsET BRSEIVRERTR. RENEETRLERTI~S.

D |i#F: i BEEEF LN Z HIR AR,

AERAT™ME—TSET BERE :
o Dell Schema Extender 2R
 LDIF B34

WNER{HEA LDIF BIASS , WA Dell BRBTTRINZIZEIAH,
LDIF 3Z{4#0 Dell Schema Extender 3B\ F Dell Systems Management Tools and Documentation DVD FJLATBEHEH ¢

=N

NN

DVDdrive : \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced
\LDIF Files

* <DVDdrive>: \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools
\Remote Management Advanced\Schema Extender

(A LDIF 3214 , 7555 LDIF_Files B R EARSI4AT5A,
FLAMEREEHIFHIZETT Schema Extender 8 LDIF 3244,
{&FH Dell Schema Extender

Dell Schema Extender {8} SchemaExtenderOem.ini 3{#. ZEff{F Dell Schema Extender 2 HIEFIEE TIE , i50(E
B SRR FR.

1. 7E£ Welcome (¥R ) FE L , 5 Next (T—%) .
2. FAEHTHES  RERET—E.
3. 1E#E Use Current Log In Credentials ( {FAZaIERER ) S \EEREIERNRBAZTIZE.
4. BFHET—=1T Dell Schema Extender.,
5. BEATR5ERK.
AR R. BISIFZREY R |, B1EH MMC F Active Directory ZRMEIREATTRISE S5HEN EEEE. BXFEHE MMC
Active Directory ZE{IEIRRTTANFMEE. | 15215 Microsoft 5BE3 {4,
ZEHEM
. 25: #xINZN Active Directory Z2frhRISEN
E 34 HEHMRIFHRS (0ID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.7.1.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5
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#%. 26: DelliDRACdevice 3

oID 1.2.840.113556.1.8000.1280.1.7.1.1

15468 {X3E Dell IDRAC i85, iDRAC WJR{E Active Directory EEE
deliDRACDevice, IEEE(F IDRAC Al{EEER B RIAAMNY
(LDAP) &EifJ&1%£%| Active Directory,

e e EETVAES

g dellProduct

B dellSchemaVersion

Z8. 27: delliDRACAssociationObject 2

dellRacType

oID 1.2.840.113556.1.8000.1280.1.7.1.2
15888 F Dell KBNS, KEISATFRIEAFSREZENERE.
KpAY L AES

FEEES |

=4 dellProductMembers

. 28: dellRAC4Privileges 2

dellPrivilegeMember

oD 1.2.840.113556.1.8000.1280.1.1.1.3
1588 79 IDRAC TEXARBR ( AR )
ESEpSid] L= TIES

FEEES %

B dellisLoginUser

K. 29: dellPrivileges 3

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

oID 1.2.840.113556.1.8000.1280.1.1.1.4
183 FA{'F Dell 28R ( AR ) BIE=RE.
ESINESS L AES

[EES AR

B EFFPH PR
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oD

1.2.840.113556.1.8000.1280.1.1.1.4

Bt

Z&. 30: dellProduct 3

dellRAC4Privileges

oID 1.2.840.113556.1.8000.1280.1.1.1.5
Al Fr& Dell FGRiREFTRIBAESS,

S iESidl LSS

FEEES TTEM

= dellAssociationMembers

. 31: iFINZ Active Directory ZRHAHE 1EAYFIE

[BiE=#R/i%0A $3fichY OID/iE R SHFIRGGT BA(E
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
BFHEMR delPriviege XtS2E9% I ¥FEFR (LDAPTYPE_DN

=. 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE
BT ItAEER dellRacDevice 1 AT B FR (LDAPTYPE_DN

DelliDRACDevice 3TERAVFIZR. LLEME  1.3.6.1.4.1.1466.115.121.1.12)

48[ dellAssociationMembers [5i1E§E

EIEESEE.

$&42 1D : 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
WRAFPEERENERIIR , M8 #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
WRAFPEERENFERESIR , N #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WMRAFEERENEFEENR , N fH7~E (LDAPTYPE_BOOLEAN

39 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
WMRAFEEREFNEEERINR , M #H7RE (LDAPTYPE_BOOLEAN

35 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
WRAFPEEREBNRSEEERNIR ,  /RE (LDAPTYPE_BOOLEAN

M¥ TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
WRAFPEERENEIIEHESIR ,  #/RE (LDAPTYPE_BOOLEAN

Mg TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

AIRABFEERERIEIN TR ,
79 TRUE,
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BIHERTR/ 588 $3E2RY OID/IEEMIRITIATT HE

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
MRAFEERSOMHERAFN  #/R{E (LDAPTYPE_BOOLEAN

R . M9 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
MRAFEERENENGSEERN  #/R(E (LDAPTYPE_BOOLEAN

fR ., W59 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE
LRSI A T EEA, BREK/NEFRFER

(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
It/E MR deliDRACDevice SERAIHAT RREANEFRE

RAC ZEBILIRF (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers Bijdt§ERE 1.2.840.113556.1.4.905)

NEEEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BTt mRa AI D EEATR (LDAPTYPE_DN

dellAssociationObjectMembers B9FIZR,  1.3.6.1.4.1.1466.115.121.1.12)
EMER dellProductMembers 452
MR AL,

&4 1D @ 12071

T=MBF Active Directory BFP#IiTEN SR TH Dell i R

#"'R& Active Directory HHRIZEAERT , IR & Active Directory FIFFITEANERETT , LMFEEREEBETE iDRAC %%, AFFIF
F4H. iDRAC KEAF iDRAC #XR.

{8F8 Dell Systems Management Tools and Documentation DVD L3R AT IRIERT , nJLATEZZE 2 i5%1Z Active Directory Users
and Computers Snap-in ( Active Directory BRIt EHEERET ) SISk BREEEIT, BSH "Dell OpenManage Software
Quick Installation Guide” ( {Dell OpenManage {4 HIEZIEIERT) ) , H—S THRIILERZETRM, XTF 64 {5 Windows £
ERG R |, EERTTEER T

<DVD IRENEE>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIin64
B2X Active Directory FAFFITENEERRITHNEZER | 1559 Microsoft i34,

15 iDRAC FBBFFIHPR#NNZI Active Directory

{58 Dell T FEHY Active Directory FEFFIITENEIRRTT , FOILABL ORIRE. FKEFIRPRIISIAIN iDRAC FFFIRUR. ERINE
IS |, BHRITLATIRE

B3 DRAC iR &8

BRI PRXI SR

BUEE KBTS

BRISRINRI KBRS

Bl iDRAC & I5R
E0UE DRAC IREXIR , IBHUTIATHRIE -
1. 7E MMC KJ Console Root ({ZHIGHREIR ) B0+ , GRET—EH.

2. j%#% New ( #iZ2 ) > Dell Remote Management Object Advanced ( Dell SRITIEEIENSR ) .
B New Object ( HEWR ) BHO.

3. JIFIEEABTR. 1ZBFIRSETERER DRAC Web SREBCE Active Directory EMERIHIAGT iIDRAC BFRSTEHHME.,
4. 1% IDRAC Device Object (IZEWHR ) , AFHRT OK (HE ) .
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BUERPRIISR
ORISR :
O |i: B AEEXRHHRGR— MRS,

1 EEHEeETR (MMC) BOY , ARBE— 1 a8,

2. 1%3% New ( ##2 ) > Dell Remote Management Object Advanced ( Dell B{RIEIEEIENSR ) .
27 New Object ( FMEXR ) EO.

IR NEFR,

1E#% Privilege Object ( HPR¥MISR ) , AFRE OK (HE ) .

BRPECENBIRN SRR,

B2 Remote Management Privileges ( iZf2 SRR ) EIM~HAAPEED EIR.

BUEEKEARI SR

BOIRXBRIR , BHUTIATIRE -
® | i+: iIDRAC XEISMETRERR , EEEigs) Sl .

1. EEHESRTS (VMO BO4 , GRERE— B8

2. 1%#E New ( ##2 ) > Dell Remote Management Object Advanced ( Dell SRITIEEIEWSR ) .
RAEERRE.

3. BINFTXISAIBTRIIERREATIR,

4. 1%$E Association Object ( XKEXYIR ) BSEE , REHT OK (FAE ) .

5. EIRUERFREEE IR KBS SRANSE MR,

RIS SER LA RGBSR

ERIIER R IR REAISRATHIRINR

1. %%l Administrative Tools ( EI2TE ) > ADSI Edit ( ADSI #gig ) . 15E7~ ADSI Edit ( ADSI 4gig ) &.
2. EENEEF  SMECIRRIXEKNSR , GEEBEFIERE Properties (BIE) .

3. EREIRTF | BERN.
4

. A\ Authenticated Users , A5 Check Names (I8BBHR ) , AGHED OK (T#E ) . WIFAIAFE RN Groups and
user names ( AFIAREZR ) 7K.

5. BT OK (HfRE) .

IEXISRINZYSCEAT R
EAXBISKBHED , JLLKEAFEAFA. RIS DRAC 18558K iDRAC iRE4H.
BRI LUGRINA P 4EF0 iDRAC 18584,

MR A PE
SFNFAFEARE | BT TR -

I ARBERBNSHEERI.

2. WHERPSET- R BRI,

3. MARPSBPEEIHEE OK (1) .

AR
BRIUR | BHUTLATHRIE

EAF; Privilege Object ( #PRIIR ) LTI~ , EURIISIFINRIIGIUE iIDRAC IRERTTE X AR S AP ENPRAIKER S, REeE—MY
BRSSO INR KBRS

1. 1&#% Privileges Object ( BRYIR ) iELIT £ , FEE Add (FIA) .

2. MAPRIGS B REIRE.

3. Epik Privilege Object ( PRIIR ) IR~ , SHPRIISIARINEVILIE iDRAC REITE X BFE AP EMIRAIRE ., REgs—
PUESSESAIEIPS:SRE S

o oA o
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=DM iDRAC i85k iDRAC iZ&FH
Z7 N IDRAC 1R#&8L IDRAC IRE4A !

1. IEEFRIEI-RF R R,

2. N iDRAC iR} IDRAC IREZAE BRI RALRE.
3. ERMEOF , fRBEMNA. WE.

4. B Products ( F=fg ) IEIRLARII— BIEEEIRAT AT ATE XA AR ERIMERAT IDRAC IRE. EEILUEEA IDRAC IR
BIRINEI—RERIR,

{6 iDRAC Web R AtEcBEEEY BEEf3a) Active Directory

BE(HEH Web RELY RERHEIELE Active Directory :
@ |i3£: BXEFERIER | 1531 iDRAC Online Help ( iDRAC BXHESEN ) .

1. £ DRAC Web REF , ¥ iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory, Ed5 Edit ( 4miE )
J5 7R Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEIEIEE 145, H4 ¥ ) @A,

2. 245 Active Directory (AD) ARSS2RIB(SAT , ANSEBEREBIGIEF E8 SSL IEEAIA L EABRT AR AN I EEZ R EIES,

3. BfiNext (T—),
15T 7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEIEEE 2$ , H 4% ) TmA.

4. $BTEXT Active Directory (AD) IRSESFIFRFIKFEINERER. Ik . IEEERERE IDRAC LRSS AD IHRAYATIE],
Q|

- WMBFBIGTCHEA | iSfeERiEHIZERSEMLE FQDN, #f{R7E iDRAC Settings (iDRAC i&& ) > Network ( [l
% ) TIEfRECE DNS

«  WNEAFF iDRAC WREEFARRYEEH , MAEEEE User Domain from Login (RESFRAIAFLE ) i#IR. moR6EE
Specify a Domain ( f§iEl ) EIRFIRA IR iDRAC WRAEE.

5. AT Next ( T2 ) . S &7~ Active Directory Configuration and Management Step 3 of 4 ( Active Directory ECEIEIE
g3, Ha%) Imm.

6. W REREH T Next (T—H) .
1B &7 Active Directory Configuration and Management Step 4 of 4” ( Active Directory BCEFIEIEE 4% , H4$ ) @
EO

7. BN Active Directory (AD) Y iDRAC IRBXISRIRFRFIME , FFEATS Finish ( 58RE ) .
¥ RBERMIEZLHY Active Directory 1R BEELE5TH.

(£ RACADM EEBEE B E323/) Active Directory

{$/ RACADM BB BB ELEFIAHY Active Directory :
1. EFRUT®HS

racadm set i1iDRAC.ActiveDirectory.Enable 1

racadm set i1iDRAC.ActiveDirectory.Schema 2

racadm set i1iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set i1DRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set i1iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o ENIEIEHIZENSRIEE (FQDN) , MIARIEAY FQDN, 40 , M servername.dell.com AR dell.com,

o BWIREDREALIT=MBIERAS—. iDRAC S OREEZIS ML EREUE , BRISCHIRINEZ L. EREY ELE
B, IXLERI IDRAC IREEFITERYIEEHISEAY FQDN ¢ IP itehit,

«  EfE SSLEFRIIERPEMERIIE , FRUTHS !

racadm set i1DRAC.ActiveDirectory.CertValidationEnable 0

FUERT | 8 F L3 CAES.
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£ SSLIEFIRHEFIFUTIERIGE (AL ) -

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | SFEFERLLT RACADM a5 L&k CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Q) |i*: NBE-RINECREA | ElsEtt 2RSSl il FQDN, R iDRAC i&H > M4 T DNS BERERS.
LA RACADM #nafis

racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. W5 DRAC EEB/EF DHCP FEEGHE(ER DHCP IRS3E:EMHAY DNS |, AL T &<
racadm set 1iDRAC.IPv4.DNSFromDHCP 1
3. W05 IDRAC EEZEA DHCP SEFREFHIMEA DNS IP itk , IEMALIT &<

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFHLEREAFIFIRIMEEERE] DRAC Web REINREHANBFE | BERUTHS :

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

ERZHEE 40 MNP B3 I1mENT 128140 28l

izt Active Directory i88

&AL Active Directory IRBLASGIHEAIELE 2R IEM , Sii2#T Active Directory B MAYIRIRR,

{§H iDRAC Web Rzt Active Directory 1888

B Active Directory i85 :

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory , B85 Test ( jlllizf ) .
FERPER R Test Active Directory Settings ( illift Active Directory i&5 ) TUH.

2. B,

3. E@)\J‘;@gﬁtipﬂgﬁﬁi ( 5140 username@domain.com ) F1Z575 , SAJSERTS Start Test ( FFANE ) . MEEISERFEMNAER
s B,

MREAE BRI | FEENN BSOS RARE AR SRR 5.

@ iE: MNBRESQiE “Enable Certificate Validation” ( [RFBIEHISIE ) AYIER Fillix Active Directory i&E , M iDRAC &
3R Active Directory iRS388# FQDN ( foA=2 IP itk ) #7iR. U5 Active Directory fRS3ERiEid IP lhlitRiR , MEHIGIIE
£BEJ3 iDRAC Ei%5 Active Directory [RSZE2@ (ST,

{5 RACADM illlizt Active Directory 128

MR Active Directory I8 |, i6f#F testfeature 3%,
BXEZ(ERE , 52015 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _EFREY,

BcEiEH LDAP R

IDRAC 1RLBRRRT E=IRSHFERTRER BRI (LOAP) HIIIIE. WINREATEE B RIRS LB TEHAZRAET R,

797 IDRAC LDAP sCEEA | 1§FIFAR B RIRS Z ARIERAMBABTHEFRGIBE-AXR. BRIRSHTERIERR
. fian , AR, BURBFAZBIEERERRNEIERMR. XER(FRITE DRAC i TR E.
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®
{5 iDRAC EF Web HIREECE B LDAP BRIRS

E(HF Web REEEEMA LDAP BRIRS | iBHUTLATERE
@ |;$: BXEFERNSE , i§2K iDRAC Online Help ( iDRAC BXHN#SED ) .

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service (i#F LDAP BRHES3 ) . B Edit (i) .
Generic LDAP Configuration and Management Step 1 of 3 (i@ LDAP e BEHIEEE1 4 , £ 3 ¥ ) A+ ERUIER
LDAP IRE.
2. B 5B LDAP IRSESESHTHY SSL IERMIAE 2 /B FERISIEH EEFERIEEIES.
@ |iF: TR ASR , FZIFETFIE SSL IRORY LDAP 485, (X353 SSL /Y LDAP,
3. B Next (T—% ).,
$$ B Generic LDAP Configuration and Management Step 2 of 3 (i&EF LDAP BRBIEEE 24, X34 ) A,
4. [SRBH LDAP BAlFFHEEXTIB LDAP fRSSESFIAFKFRIUERES.
(D |iE: MFEBIIESHEM | EISTE LDAP IRS528/Y FQDN FififR DNS 7£ iDRAC Settings (iDRAC i&E ) > Network ()
%) TIETRECE.

i*: B LDAP BRIESAZIFETFEHERHIWEIRIE (TFA) fIa—&F (SS0),

(D |3%: TERRA , RAZISRES, BHH3ES5HEM DN HCROAMNEERR. B, (iSat, REFes,
5. BF Next (T—% ),

18 &7~ Generic LDAP Configuration and Management Step 3a of 3 (i@F LDAP EEEfIEEE 3a 5, £ 3% ) IA.
6. B Role Group (84 ) .

& E 7~ Generic LDAP Configuration and Management Step 3b of 3 (i LDAP i BHIEEE b , £ 35 ) ITAE.

7. IEEIRADPHIBTR , SIZAXRERISER  SARRE Apply (KA ) .
() |iE: WNSRISER Novell eDirectory #3348 DN BFRMERTLATFR : # (HS) . " (W315) . ;(H5). > (XF
8).,(E8)FH< (MFS) , WpmEX.
ABAIZE{RF. Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP BeBHIEEE 3a s, 3% )
TESETAGAHIZE.
8. MREBFREHMABE  BEEE 7 HFFE 8 4.
9. BTSSRk, 1BM LDAP BRIRSE ST,

{£F RACADM fg&iEH LDAP BRARSS

BHfidE LDAP BRIRS , (FH iDRAC.LDAP F iDRAC.LDAPRole ZHPHIRTSR,
EXEZEE |, 152807 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 275 ) ATM www.dell.com/idracmanuals _E3REX,

izl LDAP BRIRSZ&E

EEILAGL LOAP BRIRFIRELISIFERIEE R RIEN , SUST LOAP ERAMAYEIRE.

{3 iDRAC Web FE izl LDAP EFRAIRSSIRE

EN LDAP BRIRZIRE

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service ( i@H LDAP BRES) .
Generic LDAP Configuration and Management ( j&F] LDAP EeSHIEIE ) TETE~SaIANER LDAPIZE.,

2. BFHEuE,

3. BN LDAP IRERIBRAFINAFEIIES. SBRTERN A ERE T EBABR R LR S AmEiEIErT
Ac.
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@ i*: fZEB8 4% Enable Certificate Validation ( [REERISIE ) B9ER Tt LDAP IREAY , iDRAC ZE3R LDAP IRSSEEH
FQDN AR IP itthiRAl. $N5R LDAP RSSE3H 1P HEIESRIRAI , MEERISIERY , BEJ iDRAC FTikS LDAP RS3EEE

(@ |i#: MSRAFER LDAP , iDRAC E%EAEIBRAFNSHERBR, WRAY  WSRBAFHAFER,
BERIS B ASSRAE B .

{£F RACADM illlist LDAP BRiES31&E

iz LDAP BRIESIRE | 15 testfeature M. BXEZ(EE | 1555 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI
$8/ ) ATM www.dell.com/idracmanuals _E3KEX,
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RAEUERT

REAMEE SN TERREEHEMIEEINEN. WINRERTLIEEIRIFRAR R ABEEEIEN. WERERTEEME
s, SRGEWNER , HINZRARENZNEBSWAEL. IRZAELCBRFRE | WSETERER.

@ |i#: ERRAMEERE  BELEMINRELE. FASEFRIZARS,

B AT RIS e R SiER
iDRAC Web SE
RACADM
WSMan
SCP ( RAREERENH )
Redfish
EFFNBEHREGER F2 7R DRAC IRE

Q) |i*: EEMEE , S 58% iDRAC Enterprise FFEIERIRFiz5I4R.,

BIERFEATEEE | IR TS -
= FIRIRE
REBRIBME (FIF/XDBR. EE)
EEIRILSER

« RBIRME (HFEEK PERC)

- EP4EHE

o BITIZEER

«  REYLIRIF ( FlexAddress BUITAZSECHEAL )

»  Group Manager %513

@ |i#: GEUERRLFHEHEARBE vMedia , BRAFRBITEMHHE,

THRIIH T RUMEREABRNE THIRIETAIINRE. FREMARRER
() |iE: MERSAR | R3ZIH{ER iDRAC SEHEISIARE. {BR , vConsole SREAFIR{HY 5| SHZHIEIR , & iDRAC &bFHIER
RS | ZEIRTH.

+*. 32: BHERARINAIRE

S2H RISIEETIE

« OMSA/OMSS - OEELNRSENFIEHNETIE
o IPMI . PERC

* DRAC/LC « PERCCU

. DTK—lSysofg « DTK-RAIDCFG

* Redfish « F2/Ctrl+R

¢ OpenManage Essentials . NVMe

BIOS (F2 REZARER) ¢ DTK-RAIDCFG

e F2/Ctrl+R
* BOSS-S1

¢  Marvell CLI

e F2/Ctr+R

BRI, BINERLAR RS
ThE=PRER

RIFFEIRRE (FF. X, FR)
RBIIREE (#AEF0 PERC)
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2 RISIERETI(E

o ISM/OMSAIZE ( 0S BMC [EF. K2R ping. 0S &FR. 0S
hRA )
o 1EHIIRIE ( FlexAddress BRTREELL )

*  Group Manager Z15

®

it CEREHERNE , A&7 iDRAC ERIWHPER OpenlD Connect EHFiKIR,
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fcE iDRAC LAHITHE—SRAEHEFER

ATIRMHECE iDRAC LURTEEERESR (1IEBTAMAFFI Active Directory B ) 18— (SSO) R (i&FTF Active Directory F
) BER. SSO ISR FERECIFIMITEE.

iDRAC R Kerberos B3 Active Directory IGIFLASTEERE-RF1 SSO BR., BX Kerberos BSE. , i5E15 Microsoft ki,
£/
s Active Directory B—E R &b RERIIBHRSEY
* 9 Active Directory FHFERE IDRAC SSO &R
s SFEEZERERRER
- FEETERER
FERSEERER

Active Directory EBE—E R B RS FAIRNRSEHF

EF Active Directory A SSO S E e RERAIRHERAEIE

+ IDRAC R85 Active Directory HEfz#I2ardiaEE. BN , iIDRAC LAY kerberos IIFLML, eI LA AR XA NTP IHAEEIERT
8, EHITIHRIE 1555 BERXFINTP,

o 15 iDRAC jEff}9 Active Directory fRIgHHIHEA.

o {8 ktpass TEARK keytab 314,

. EhY EENERRE—ES , i5TR(RTE Delegation ( HiR ) iEH-E 7 keytab FBF%EHT Trust this user for delegation to

any service (Kerberos only) ( ¥{EAIBRSSHIZIRINSEMAR (PR Kerberos ) ) IR, ZIEIM-RXEFER ktpass NFHERF
Bl keytab MXFEA AT,

EeENtaes LS SSO &R,
B Active Directory SSRFHRAFTRINIR,
Y3F SSO , B/ IDRAC FREFMEY DNS RSB E R MERXIE,
O |i: MBEMBSR ONS EHIRIE , Kerberos SHHIIERKM,
- EENEB[LSHF SSO BR, BXEZER | 58N 55,
©) |i$: Google Chrome fll Safari A~3%}{#H Active Directory i#{T SSO &3,

1% iDRAC ;A9 Active Directory RIZHESITERN

1£ Active Directory tRig=FAf iDRAC :

1. B2 iDRAC Settings (iDRAC i&E ) > Connectivity ( i%E#% ) > Network ( FI4% ) .
FERNS B RMISE T AL

2. REILIRIE IP iR EB15%HE IPv4 Settings ( IPv4 183 ) 5% IPv6 Settings ( IPv6 88 ) .

3. IRHEHY Preferred/Alternate DNS Server ( Ejift/£5i% DNS IRS388 ) P ittht, Z(ERHEAY DNS IRSSS8 IP it , BF
root IAI—ER5.

4, 1%#% Register iDRAC on DNS ( [@ DNS j¥#f} iDRAC) .

5. 2(t5% DNS Domain Name ( DNS if#& ) .

6. IGIER4E DNS ERES Active Directory DNS {SEITEL,
BXRBIEMNEZERE | 15517 IDRAC Online Help ( IDRAC BXHLESEN ) o

ficE iDRAC LA ITHR—ERN B RER 141



Bl#2 Active Directory SSRFHHZHSUR

EB5ZIEF Active Directory frER R SSO

SIETF Active Directory FET 2 SSO BERHTIUTEE
1. BIERFE.,
2. FREREE—NEF.

() |i%: (EEMAR AD FAFEF AD R,

EB5FEF Active Directory I BB =R SSO

SIETF Active Directory I FREEHIAY SSO BRHTUIUTEE -

1. 7E Active Directory PRS2 EIEIRENTSR. PRSI KETSR,
2. REFRCIESPRXSSANHEINR,

® |i$: BYAERHUERRNR , BAZTReRI—LEReRE.,
3. (ERXREISKEKIRE I SRIMPRIISR.
4. BZEIKY SSO AF (BRAF ) FIIERENR.
5. NIUFAEFREEHABER | LUBIREZAIRERRISR.

&35l Active Directory SSO

3 Active Directory SSO BRHTLATEEE ¢
1. BIE— Kerberos keytab FBF , EEFF6l# keytab 314,

() |i*: P854 iDRAC IP §Ii2§F#Y KERBROS A,

73 Active Directory FHPfit& iDRAC SSO &F

TE£/9 Active Directory SSO BRECE iDRAC ZHI , BRFRE S FTERIERE.
LIRET Active Directory iREFRFIKFEY , ATLAJ Active Directory SSO Bt& iDRAC,

{£ Active Directory HREI;ZHRLLiHTIT SSO &5

£ Active Directory H8JFEFEFLUHIT SSO BR |, iBHUTIATRE !

1. FERELRMPEIEAR.
2. % Kerberos i > Bl > Mk > Bt~ {#EH Kerberos DES 3325
3. {FHRALAI T4 7E Active Directory BRSSE854ERK, Kerberos Keytab :

ktpass -princ HOST/idracname.domainname.com@DOMAINNAME.COM -mapuser keytabuser -crypto DES-
CBC-MD5 -ptype KRB5 NT PRINCIPAL -pass * -out c:\krbkeytab

=Y S S A

+  EEX Kerberos AFH "&HIR" KE.
» 4Z Kerberos AR > B > HiR > IHETIRSHZFIRIISEIAR (VR Kerberos )

@ |+ BXLALIBESE | iLEEIY Active Directory FIFHNABERER.

4B, Kerberos Keytab 3Z{4

NT 3 SSO MNEREREREMIIE | IDRAC ZFPHTECE | EBSAL/I Windows Kerberos fI48 /Y kerberize fRS5. iIDRAC LAY
Kerberos it BEIESIEIE Windows Server Kerberos JREZHEZE /I Windows Server Active Directory FfZ e {AMEREE,
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ktpass TR ( AJM Microsoft {EiRSS 88 %%E CD/DVD RI—EBSIREN ) AT EIE4FERIBFPIKFRIIRS EAETR (SPN) FHBEEE
BEHE| MIT 25809 Kerberos keytab X484 , MTITEIMEBFAFELER SRS Key Distribution Centre (KDC) Z BN {S{ERR., 1% keytab
XS EEE . AT YIRS KDC Z RS R TINE. ktpass TEFITSIRF Kerberos SHAIIERIET UNIX AIBRSSfEF
Windows Server Kerberos KDC IRSZIZBHIIEIZ(EIETINEE, BX ktpass ANFIFEFIIES(EE. | 155157 Microsoft fjud; :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4ERY keytab XFZHI , fEWARBIE—A Active Directory FIFIKF |, LIES ktpass ap<HY -mapuser IEIRECE /M. LS , U
BEB5EEEMRR keytab 34 EEZIRY iDRAC DNS ZFRERRIEZTR.

{5 ktpass TEARY keytab {4 -
1. TEFREEYE IDRAC BRETE! Active Directory FRFBFPIKFRVIEIEFIRS ( Active Directory fRS588 ) EIE1T ktpass 22 FBFERF.
2. {ERELLT ktpass ap Bl Kerberos keytab 314 :
C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME

\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

DOZESRAYY AES256-SHAT, FARERIR KRB5_NT_PRINCIPAL, RS ERZFRIGHEIZINEF KRB XEEHA Use AES
256 encryption types for this account ( {ELLHFAY AES 256 INZRHKBY ) B,

(D) |i*: %3F iDRACname Fll Service Principal Name ( BRSSEMETR) | BERNSFE, EHEPERASFE , MRFIR
FR7R.

3. BITLATEGS :

C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 34,
@ [iE: MREBRMAELE keytab X {4 iDRAC FIFBIEMITRE , iSCUIEFHAFTIHH keytab X, MRERMITRICER
[F— keytab {4 , MIFEIEIRECE.

{5FH Web REJJ Active Directory FIFficE iDRAC SSO &
5

ERE iDRAC LUH{T Active Directory SSO B :

@ |i$: BRZEIRASE |, 158 /DRAC Online Help (iDRAC BXHEEEN ) .

1. BGIE iDRAC DNS F#R5 iDRAC TEREMNE B 2B L. EHITIRIE | iB7E iIDRAC Web SREF , 3% iDRAC iRE > M4 >
BEigE , A/52(% DNS iDRAC Bff/E L.

2. BEE& Active Directory IEFIRAEZREeY REDIRERFHFR |, BHTIA TR MIINLSEERECE SSO :

1E Active Directory Configuration and Management Step 1 of 4 ( Active Directory EEEFIEEE 145 , 4 F ) mEE
% keytab ST,

1E Active Directory Configuration and Management Step 2 of 4 ( Active Directory BtBfIEIESE 24 , 4% ) mEm-+
R IR R —ESEIT,

{#5F§ RACADM 7 Active Directory FHFftE iDRAC SSO &
3

ESH SSO |, e BLARLE Active Directory , FHE{TLAT#S :

racadm set i1iDRAC.ActiveDirectory.SSOEnable 1

ST
BIBIg s
/3 Active Directory FAFBCE SSO BEFRE , IBHUTIUTESE :

1. £ "W BMEHIRE DNS IRSSES IP FHEMEIR DNS RSS5ER IP,
2. ¥E "AYBIK" FHAI0 tiger.com 1,
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3B )éctive Directory IR IIZEEER ( HiA2ShE BB > 12 > AthAPfA > 8 > B8R ) |, 7700 Active Directory
% -]

4. JFERFFER Active Directory AR EIEER.

B. TE Internet Explorer iR&H , AN *.tiger.com 15 , ANTFF7R -

a. ¥%ZTH > Internet &Il > 2 > FHM Internet > I | BUHIETBTNEN Intranet MILZIRE. EEFEERN=11EI A K5
EATREERLAZI0 * tiger.com
b. £ IE ¥JFFEHENO , F#EFA DRAC EHIREH IDRAC GUI,
6. 1E Mozilla Firefox & , 70 * .tiger.com 1 :

25 Firefox NISEEFH7E URL B\ about:config,
o EILIEESAMERFERME. WHES outh.trusted.uris BILEERFEN tiger.com 15 , (RFIREBFH XN LTSS,
s 1L Firefox R¥JFRREN , FHER DRAC MR B0 IDRAC GUI,

() |iE: TEIB1T Windows 7. Windows Vista 5 Windows 2000 IFRAMERILL | [SIREFEEMRPETLATEY -

o WFRERER , & AR RIEEPIF Kerberos INFTEHBLFIIMNE NTLM iRE |, ARHIT “HIRRE" |,
« WFRAR , EiMRwiERPe)E DWORD #iA.

B ZEREERER

IS FIEZE A IDRAC RYESRERERZHT , 1IBFRR

REHE "EE iDRAC" FR.

BEBHERIEBRY iDRAC AP ECERL Active Directory FEFECE E5ehk.
() |i: MRCEMAEEERER , B84 SSH. Telnet. LAN L IPMI HB{TFIiEiE RACADM #RiEEM. BIX , MREEMEMEFE
2, WRAAFASBHEHA.

(£ Web REIEAHNZEREREFER

B FARFSE TR RIEE
1. £ iDRAC Web FmE= , #%| iDRAC Settings (iDRAC i8E ) >Users (FBF) >Smart Card (E8EE).
BERIS B/~ Smart Card ( 886k ) TUm.

2. M Configure Smart Card Logon ( BEEEEEREFR ) THEET | {5%1% Enabled (B ) LUSHERERES |, 5i&i%E
Enabled With Remote RACADM ( {EFHiEfE RACADM B ) . &M , i%i¥ Disabled ( B2H ) .

BRBEMNESER | 15515 iIDRAC Online Help (iDRAC BXH1E5ED ) .

3. BENANARE.
{&£F IDRAC Web REFTHAELEER=NR , RASRTEHTERRER.

{£F RACADM BRIk B RER

BSATEEER |, BEH set SLAKR iDRAC. SmartCard HPRITS,
BXEZ(ER , 15205 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8&g ) BTM www.dell.com/idracmanuals _E3KEX,

{£H iDRAC iR B HiEFE A FAEE FER

BEANERERERERINEE

1. 7£ DRAC IZELFERFH , %% Smart Card ( B« ) .
J5 57 iDRAC Settings Smart Card ( iDRAC ig&EfEK ) TUE.

2. %% Enabled (BBH ) LIEEEERER, BN , 1%iF Disabled ( B2H ) . BXEINESEE |, i5505 IDRAC Settings
Utility Online Help ( iIDRAC iR B/\FITERFEAIIESED ) .

3. {foxrBas Back (J5I1B ) . Finish (585% ) #lYes (2 ) .
R EERINRGIRIE SRS A EEA.
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EEBEERER

®
7 Active Directory FHFfitE iDRAC BBt RER

739 Active Directory FAPBECE iIDRAC B EER2ZHT , IBRRIECHFAEIIEHESE M.
EFLE iDRAC LARTERERER ¢

1. £ iDRAC Web RES , BLE Active Directory LU BEETHRAZIE RIMIRIFEFH—HY , 7£ Active Directory EEBHIEIRS
B1/7400@Y

o [SRRIFBISE,
. EEEN CASRIES.
o & Keytab {4,
2. DS RER. BXBERIRNER | 15215 iIDRAC Online Help ( iIDRAC BAHEEED ) .

HEBAFTEIE iDRAC Bit kB3R

HEFLE iDRAC AR LURITEEERESR
1. BEREEBPIEPIISME CA P _EEEI DRAC,
2. BHBREEER.

LREEFRRES

EBAPIERZAE , BRREE SRR ENAFIETRLA Basetd 8 S, SHA-2 IERHERF.

{5 Web R LHE&E-RRAPIED
FEERERRAPIES
1. #£IDRAC Web REY , ¥Z iDRAC iR&E > AP > 8&EF.
@ |i*: BeeEERMEEBEXIES/k Active Directory FIFIES.

2. HEESERERT  &FE5iciE RACADM —EEALISARE.
3. REGAEBEEFERN CRLEE.
4. BFEMNA.

{5 RACADM L#HEsE-RHERIED

B FEEEERRFIES | 155 usercertupload X5, BXESEE | 15205 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI #§
) TM www.dell.com/idracmanuals _E3KEY,

. Sl &) > .
BXRAFHITEEERITMASED
HATUA TS BB IBRETHTE8E S EMANES -

1. BEREEEEEEF IR R A LIRS RN,
2. EREEIEEPGIFIKIEFIRS.

3. ENS e IR I IRER,

4. MANBPRRTNZRG , AERGHEE.

5. BRERIESR.
6
7
8
9

iE: }F Active Directory BEEFELE , W AEMITES RN RS E SSO BREE iDRAC,

. AESRIEBIER.

. BIEREERIREME  AFRS— AR REERE-FIERIES.
. BT REEEAFREEE EMIRN.

. BEEMFRAGEERER.
10. MAERER PIN , FrEATIREL.
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LR ERERAYS(E CAIMED

& CAIERZAT , iBIHRAE CA ERAEE.

[ Web RE_LFHEBERAIZ(S CAIED
T EHBATFEERERNZ(E CAIES :
1. 1E£DRAC Web RET , ¥5Z iDRAC Settings (iDRAC i&E ) > Network ( 4% ) > User Authentication ( FBF3&IE ) > Local

Users ( Fi1AR) .
idippedyan: : | ShER

2. fEUserID (P ID) 5dh , BaERF ID RS,
$5 7~ Users Main Menu ( FIPEEEE8A ) TOE.

3. 7£ Smart Card Configurations ( &#¢-KEE ) T , 164 Upload Trusted CA Certificate ( E#32(5 CAIEH ) , AFHE
Next ( -F_$ ) °
J5 &7 Trusted CA Certificate Upload ( {5 CAEB.L& ) T@E.

4. RRFHIERESZE CAEP , ARHREMA.

{5 RACADM J&EER< LSS CAIEP

E R ETERERERASZE CAUER |, {5 usercertupload 35, BXES(ER , 155058 iIDRAC RACADM CLI Guide ( iIDRAC
RACADM CLI #8& ) ®JM www.dell.com/idracmanuals _E3REY,

(EHERFER
(D) |i*: F15 Internet Explorer L3zi5&6eE&

REREERE

EmgagﬂsF , M IDRAC GUI ;E4H,

fEf http:// 1P/ RN FQDN http: //FODN/ 54
TESRETE  RERE,

BNEREE PIN |, FFEATIRAL.

iDRAC 5 {EFIEERE R INER.

SNSRI
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ficE iDRAC LARIEESR

ER L ESERSIR BN ES N EIRFNIRE. BRFEHIRIATIIEN &M , siekESH. NREHSEHHiEsrT
BeHESCEEZIFIEss AN ER (BFARME. SNMP FER. IPMI 2R, ITfERFEHE. Redfish B4ak WS B ) |, AEEIRE
RIZE—N S NEEBR. NRE—SHTRESAEEENPTRE (HINEHRSIS. XNEEEHXARFARIE ) |, WEHT
ZIRE, 1BREENBNEHHEE—MRIE.
EREE iDRAC LARIZEIR |, IBHUTLATIRIE
1. BEER.
2. BRI LRIEZE s B R E IR R,
3. BECERTFHMAER. IPMIZER. SNMP FER. 2R % A&, Redfish B, BIFRFEEH/ /8 WS BHHRE.
4. SHEEHZRMRE, W
o BETFHMEER. IPMIEER. SNMP [ER. ITiRRFRE. Redfish B4, BMERFZAEE WS BHAZRICEENER.
o NRERFAHITENSIS. IR EEFURE.
E5 -
s CREZRAZR
o THEEER
. IREEAER
. RETREMSEY
o IREEMHRME
FCEE FHMEZIR. SNMP FERHEL IPMI GBS S
ELE WS =44
o FERE Redfish B4
o WENHAESG
- EREE D

ERSZERER

IBBERALXZIEENBRRETUTEHRF  CNEREREREN. WEMSESRENRNERIEHELE.

(£ Web Rl AZERER

BREARSRERER , BT TRE
1. 7EIDRAC Web SRS , $ZHRE > RUEHE > BIRRE.
HRP A B R IR .
2. TEEHRES
HE R RIS PSR P T R,
. ERRLE R R
3. BERRIRFRE.

REERECE
BIERESR , TR
| R R,
2. TEHEEERESS T, JUTI TR
. RS,
R AR,
BB R,
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3. BEMBRFRE.
@ [iF: BIBEEED 1 0K50. 1 A TEER 1 A EIRRRINARE.
A EEREERNEHEREERMERET.

{§F RACADM 5 sk ZEAZR

(ERLATE<

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — B2H
n=1— B/

{#H iDRAC ig B B Ak FERER
SRR FRE R S AR
1. £ DRAC IRELFERT , X Alerts (Z4R) .

1527 iDRAC Settings Alerts ( iDRAC I8 B4R ) T,

2. 7E Platform Events (3E&Z4 ) T , &% Enabled ( B8 ) | LISFZIREMEEHEIE., BN | i5%4F Disabled ( 82
). BREINESER | B85 IDRAC Settings Utility Online Help ( iDRAC IRE 2 FIREFEXESED ) .

3. {foRBAT Back (/5I1B ) . Finish (585K ) flYes (£) .
IR E R BT,

TEREEER

R LRIESSRIF B M R E R,

{F iDRAC Web R HEFIEEHR

THREASIN B IHPER
O | PEERRERERRNER | EANLEEER,

1. 7£iDRAC Web RE S , 2= Configuration ( igE& ) > System Settings ( R#i&EH ) > Alerts and Remote System Log
Configuration ( ZiRIIIZERARTEE ) .
2. 1% Alerts and Remote System Log Configuration ( ZIRIIiZiER A AEEE ) 259 . 1%HE Filter ( Hi%sE)
o RFETNR — BREFNBAASHEEXNEZEENRERE TIORER. RISERENIE. BESE. REER.
s FEETIRR — FEEE TR TS EHRFREFEXNER. R FIEEEHEER. YIEHEER. EUEER.
o BLE — q?_fﬁ‘f@{? B A B E BRI EIRECEZES. THIBERIN/BERE PCI-E R, EX¥HI RAD ECE. EXHY
iDRAC FHTIIE,

B — EREEAEREREKR, RIEERPERSNEE. TRRITHE. SFE8. BERS.
T — ERRE R TEN AR EE R FH R/ R A RTEEIR,
Q) |iF: XAERESEESH,
. TIETR
3. EETRH— NSRS E S -
. B
. mE
o=}
4. BRI,
Alert Results ( ZREER ) S BIRIBRDEIR RSN BrE R,
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{£F RACADM FHixE4

EFEEIR | 155 eventfilters <, BXESER , {521 iDRAC RACADM CLI Guide ( IDRAC RACADM CLI #8Rg ) ATA
www.dell.com/idracmanuals _E3EEX,

IESHER

ﬁﬂl«liﬁ%ﬁ?ﬁiﬁéﬁﬂ%ﬁﬁﬂ’\]?#ﬁéﬁ , GIANFEFEBAER. IPMI IR, SNMP fEA, ITiERAES. BERFATHM WS F

{EH Web REIZBSHER

BFEF Web RENREEMER
1. HRECERETRTIMEER. IPMI ZR. SNMP [EHHREN/ SRR AHERE.
2. 7E£IDRAC Web REF , %ERE > RAIRE > ERINTERAOTERE.
3. EHEBIT |, EELUTRRESM— B ER
FE B
SNMP BeBt
. IPMIESR
. EREREKBEE
. WSEHH
- BERZEE
Redfish Z5{4

4. EERME.
BWERISRE.

5. (°i%) EALARIENINES. TEE 1D FiESEEFES  MAENLNER D (NREERER ) | HEGM®R, GX&
E%éﬁlﬁlﬁﬂ]ﬁﬁ ( BFENRSEME ) ERISEETERERRER | 152015 Error Code Lookup page ( fEIRIEEERKRT
@) , Mk orl.dell.com, .

{8 RACADM iZEHHER

E(FF eventfilters HIRBBHEIR, BXESER |, 1581 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI 18R ) ATM
www.dell.com/idracmanuals _E3XEY,

BRSNS

NRRFREERTHSFLEERERFIGEE FIE(T , S LIEE iDRAC LIAREBSEEIRIMINEE, BAERA 0K, &
YCEER 08 366 K, {HA "0" FREAFHEI.

@ |i*: 281G “EE iDRAC” R , Z85SEEIRSIIE,

{F RACADM 1R B ZIREMHY

BE(FF RACADM IREBZIREME | 15 eventfilters i5$. BXES(ER |, 15217 iDRAC RACADM CLI Guide (iDRAC
RACADM CLI #8& ) ®JM www.dell.com/idracmanuals _EFREY,

{F iDRAC Web REiIZEEHRSMHM

REZIREWE -
1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > Alert Recurrence ( ZREM ) .
2. EEMFIH , AFRAIZEE. BRI EMEEMNERITERE.

BXES(ER , ES1Y IDRAC Online Help ( IDRAC BXHLAEE] ) .
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3. BEEMIA.
BRFEIREMIKE.

IZESMRE

ERILAREEMHEF | IINERR LHTERSIS. KHEBFI. KSR HITIRE.

$ =
(R Web RENZEHIHRE
REEMHRE
1. 7 iDRAC Web REH , %% Configuration ( BEE ) > System Settings ( Z#i8E ) > Alert and Remote System Log
Configuration ( ZRfIiTERFAAETES ) .
2. 7E Actions (IR{E) THEURES , A NSHEE—MEE
EEE] =
KABREER
Power Off ( XIZJEEIR )
. ToEME
3. BARRA.
RESRT.

{£F RACADM & ERHRIE

ERIBEAHRIE , {EE eventtilters ©%. BXESEE , 15515 DRAC RACADM CLI Guide ( IDRAC RACADM CLI 585 ) &
M www.dell.com/idracmanuals _EFREX,

EcERFHMFER. SNMP FERHER IPMI SRS

EIRAEE RS EIRNY (SNMP) NEREFEEIERED (IPM) BB DRAC IR, MTHEARETRIIRS  EIRIGHY
BHAJREARERIERICIAED IDRAC RISKEREIE, HIa0 , MM B EIRGET R B AR THESB I ESMNIERE
EIERTAHER. SNMP VI v2 F v3 18U ST

ERILECE |)Zv4 1 1Pve BREIR. EBFHMHRERN SMTP IRS=F[ZE  FHXLIRE, BEFTLISEERERIEX SNMP FERHY
SNMP v3 AR,

RS TR, SNMP 5% IPMI FEMHE B /1 , SRR

« 1REH Configure RAC ( EEZE& RAC ) BIRE.
BEBEEHImitas.

ficE IP ZIRBR

EATLAECE IPv6 Y IPv4 HEHELAERI IPMI ZE3Ral SNMP BERH.

BX(FER SNMP LENIBRSSE8ATATEEAY IDRAC MIB BFUE (SR |, 15805 Dell EMC OpenManage SNMP Reference Guide ( Dell EMC
OpenManage SNMP 24885 ) BJM www.dell.com/openmanagemanuals 3KEX,

{EF Web REZE IP ERAKR

B Web RERBEERBIFZE | BHTLATERE |

1. 7£iDRAC Web RE S , 2= Configuration ( igE ) > System Settings ( Z4i&E ) > SNMP and E-mail Settings ( SNMP
FEBFHHEE ) .

2. j%8% State (IRZ ) IS HEEIRER (1Pv4 #BiE, 1Pv6 HBltE e 2 REHSA (FQDN) ) SIZKIBERH .
EREZALMEE/\ 1 Birttit, BXZERNESER | 1BSH IDRAC Online Help (iIDRAC BXHASED ) o

3. EREEEAX SNMP FERHEY SNMP v3 BB,

4. 3N IDRAC SNMP FRFE ( RIEFTF SNMPVI 1 SNMP v2 ) 1 SNMP Z4Rin 12,
BXREMNESSE , 5505 IDRAC Online Help ( iDRAC BXHL#SEY ) .
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() |iE: B FrIRERTEEMN iDRAC ZiZRIRPMESIRIIN (SNMP) EiRFEMHPERNBISFTE. SRESIREIISF

555 iDRAC BliF=15HEER. EABER "Public” (2a3),

5. B 1P R ARIEERIT IPMI B SNMP FERH |, iB5E Send ( &IX ) ( DBUAITF Test IPMI Trap (UK IPMI FEBH ) 0 Test
SNMP Trap ( JU= SNMP &Rt ) ) .

6. EATRIA.
TR EtrRIoRECE.

7. £ SNMP [EpHENE D | IREZERTRXMEH BR EREHAUMUARZ - SNMP vi, SNMP v2 5 SNMP v3 , A58 T RA.
() |iE: SNMP Trap Format ( SNMP [&B##E= ) EBUERT SNMP [ , RiERTF IPMI fiEk. 1PMI FERHIGLELL SNMP v1
BgxlLix | FEETFEERI SNMP Trap Format ( SNMP [EFHEE ) iEIR,

SNMP PEBHE X RIS &,
{{fF RACADM it & IP ZiRBix
FCEMRHERIRE -
1. BFErER

racadm set idrac.SNMP.Alert.<index>.Enable <n>

88 i8R

<index> BirE5l. RFRIER 158,
<n>=0 LR FAbERH

<n>=1 IS FEBERH

2. EcERERHBFRIBLL -

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

84 o]
<index> BirE5l. RFRER 1388,
<Address> B IPv4, IPv6 B¢ FQDN ittt

3. BCE SNMP ANHBZFRFRFER

racadm set idrac.ipmilan.communityname <community name>

B8 58
<community name> SNMP FUARZTFR,

4. EfgE SNMP B¥FF :
e 18T SNMPV3 B SNMP FEBE R

racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>
- NFEHBTRZE SNMPV3 FIF
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
« AFFEE SNMPV3 :
racadm set idrac.users.<index>.SNMPv3Enable Enabled
5. BLE , BWHEH
racadm testtrap -i <index>

BXEZEE , 1527 iDRAC RACADM CLI Guide ( IDRAC RACADM CLI 88 ) ATM www.dell.com/idracmanuals _E3REX,
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{£F iDRAC iR B2 HiZFEcE IP ERAR

EETLAMER IDRAC IREXFAREFECEZIRBMR (1Pv4, IPV6 B FQDN ) . BEHATILERME

7E iDRAC Settings utility (DRAC IRBAFIERFT ) &, % Alerts (1R ) .
¥557 iDRAC Settings Alerts ( IDRAC iR BE4R ) TaE.

YJJ_: Trap Settings ( FEMHRE ) T , ERZIRERAAY 1P 4L, FHAN IPv4, IPv6 B¢ FQDN BfRitblit, SE&RZSEILUERE 8 it

BMANBRERT R,
BRBIEMANSE , 1525 IDRAC Settings Utility Online Help ( iDRAC 1R &2\ FTEFEAESE ) .

KRBT Back ( f5IB ) . Finish (5Sh% ) flYes (£) .
3R BRI E.

EeERFHMFERIZE

EETLABCE A FRMAE LRI IR IR, 5t BCE SMTP IRS=sHbbR E.,

®

@
®

it: SNRERIHARSSRRRE Microsoft Exchange Server 2007 , iSTR{RIBBHARSSZRACE iDRAC fi% , LAEM iDRAC RIS FHR
HER.

iE: FBFHBHFERRSTE \Pv4 #1 1Pve ltblik. (R IPv6 B ZRETE iDRAC DNS 13,

it MIREAEABRYRIMER SMTP BRS3ER,i5HR(R iDRAC AIS5iZMRS5=REE. MRESHATIFE , ESHRE NGNS ER
$8i% RAC0225,

(£ Web REfCERFHIMFEIRIEZE

Z(HEFA Web FEEERFEMERIRE  BHUTIATERE

1.

o AN

6.

1E£ IDRAC Web REH , #ZF Configuration ( fitE& ) > System Settings ( RRiIZE ) > SMTP (E-mail) Configuration
( SMTP [EBFHBI¥] BoE ) .

NG FHpAbL,
BaE Test Email ( UEXEEFHBE ) THY Send ( &% ) MK ECERVE FAMGEIRIGE.,
PR,

SHF SMTP ( EBF#b4 ) IRBEHSE | IRMEUTFEAER
+  SMTP ( EBFHBY ) ARSSEE IP Hbltal FQDN/DNS ZFR
. SMTPEROE
o IGUF
BR&
BENE. BXREINESER | 15215 IDRAC Online Help ( IDRAC BXHEEED ) .

{£F RACADM ﬁEﬁ%?lﬂI!ﬁ:ﬁg?Elﬁﬁ

1.

BERRFEMEER  BHRTLIATERE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

SH it8H

index BFEMEBEIRERS . SVFRYEN 138 4,
n=0 SRR FHMAER,

n=1 [ERREEFHMELR,

2.

152

EREBRTFHMRE | BHUTLATERE

racadm set iDRAC.EmailAlert.Address. [index] [email-address]
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SH i5ER

index BFERMEBRERS]. RIFRYEN 13 4,
email-address BRACF S ERAY B RTHEAFERA-hL,

3. BEBEMNEER:

racadm set i1DRAC.EmailAlert.CustomMsg.[index] [custom-message]

S i8R
index EEFERMEEIRZRS]. RUFRIEN 15 4,
custom-message BENER

4. BEWARENETFHMEER (NBYE) | BHTLATERE

racadm testemail -i [index]

24 1588
index LRI FEMEERERS]. SIFRIES 13 4,

BXESER | 13517 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Fg ) AT www.dell.com/idracmanuals _EREX,

fic& SMTP BB FHpHARSS =R INS &

G IRECE SMTP ARSSERMBUE LIS FRME SR AXE IS E B .

{§5F iDRAC Web RHEECE SMTP BB F 4IRS E=tILG S
ELE SMTP IRSSEEHbHE

1. £ DRAC Web REF , ¥6Z= Configuaration ( fitE ) > System Settings ( RRIZE ) > Alert Configuration ( Z4REIE ) >
SNMP (E-mail Configuration) ( SNMP [EBFHBH4ERE] ) .

2. WMAEEEEPERN SMTP RSB P bl akSe 2 RERK S (FQDN),
3. 1%&HE Enable Authentication ( [SRIE ) 151 , ASRMAAEFZER (BNAE SMTP RSHRNBFPINBFREFIERS ) .
4. BN\ SMTPiBOS,

BXEFEBNEZER | 155178 IDRAC Online Help ( iIDRAC BX#ASED ) «

5. BTRIA.
SMTP igEERE.

{§F RACADM E2E SMTP R FaR4IRSS RIS S
SR SMTP BT URHHIRSSEE | BHUTIUTIRIE

racadm set 1iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

fcE WS HiF

WS BAYABTERRIRSS (AR ) MRS (SR ) IEMESE (TR ) RS NRKRE SRZS[FHER (BREE
HHEE ) . BXEBERIK WS SHERIIEF LT IDRAC FHEILS Lifecycle Controller {RMIABRAIE.

BLE WS SEIHRELAZEIRS Lifecycle Controller {ENMBRAIZEERT WS B SRTEAIEEEERY iIDRAC 1.30.30 A9 Web FRSEHA4Z
ORI TR, BT ANKE , 155153 DSP0226 ( DMTF WS EIEHISE ) . 2B 10 851 ( 5544 ) STRY , ATRS=ERI WS
EHMYEYER. 7E DCIM RAZHIBCE X4 AN T Lifecycle Controller FE5AEL,

foE Redfish E{H

Redfish EEMMYBTERRRS (ITRE ) LUSIRSES (SR ) [FMRE (1718 ) |, 1BE S Redfish EHHVER ((BREEM
HE ) . IR Redfish EERRSGEBIZE AT LATT R iDRAC FHEWSZEH4EXAY Lifecycle Controller {E)k,
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https://www.dell.com/idracmanuals

LRI EEE S o

1E PowerEdge FX2/FX2s flf89 , #BJLATE IDRAC H/ZF Chassis Management and Monitoring ( #li8EIEFOMEM ) |, LUAITHIME
SIRFYSIMES |, fit0 , WS AEEH. EEEYR. 6 iDRAC RACADM &1 CMC RACADM SIS SEE 4, HigER
i?%&*ﬂfﬁ*%ﬁ?ﬁ%%% , BPfsE CMC KIEMZH, EaTLUSIEIZE D Disabled ( BEH ) LIEATESM. BABRT | thgE
12/9 Enabled (25 ) .

@ [iE: LG EEN . BAWRRTE CMC W, JSIESS 815 FRONEEIBS B o I sk SRR,

24 Chassis Management and Monitoring ( HSEIRFNNST ) XIT&E /9 Enabled ( BB ) , N iDRAC &4 RFICRES .
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FINTAEER, ST LIRTRRE XIS 255 5.

O |3 ERaEmB TR,

BRI/

1. T£IDRAC Web RHEH , 5% Dashboard ( {F&#z ) > Notes (;FEE ) > add note ( FILERE) .
EATISE < Work Notes ( TEiEER ) Tam.

2. 7 Work Notes ( TYEEEE ) T, FESSEISCAHEHIA A,
@ |iE: BNAEEAAS ISR,

3. Hi: Save (#1F) .
TETRERIZIEES. BXESER , 15217 IDRAC Online Help ( iDRAC BX#ESED ) .
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feEmiERAEHETICR

BRI E SRR ERIXRNITERSR., EFHAZAT , iBHRR

iDRAC 2R Gt B e MLRIEE.
EFER S0 iDRAC I FRE—RMLE,

A Web RHEEBITEERAHTICR

ERETERFHSRSFRE

1. 7E£ IDRAC Web REF , = Configuration ( fitE ) > System Settings ( ZHiZE ) > Remote Syslog Settings ( IZIER%H
FgE) .
fEBP=E7R Remote Syslog Settings (ZIEERARTIRE ) FHs.

2. BREERAES. EENRSSIEIROS, BXZIRMAYSE , 1555 IDRAC Online Help (IDRAC BXHLEEED ) .

3. BEMIA.
BRFRE. SBAEGAETNAEAEESRRNBENRENITIERSESE.

ERETRZAOTICRISE , (A set ©5SH iDRAC. SysLog APIXISR.
BXEZER , 15505 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI b =1e7] ) AT M www.dell.com/idracmanuals _F3EEN,
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mNFI SRR

TZETLAER] IDRAC RSN EEZERANHEIRER. XEMTETEISHEERS LAITHFEL LR FHFE.
FEIIRE

* Power Monitoring ( BiFlE ) — EEZERANRRIS. BFREDLICRINSRTFHYE. BEF.

* Power Capping ( INZHR ) — EENIREZERRNNLRE | QEETE/IIRABEERE. XE—TURAIIIEE.

+ Power Control ( BiRZH] ) — ILERTLATIER TR ER S ERIBRIREHIERIE ( GIRDFL. Xil. REEE. XHUSHFHIMIE
BXRI) .

«  HREIN — ECEAIREIN , FINTTARRES, HE AR AUELE.

£/ -

TR
< REFENESEE
- HUTEEIRIEHIEE
«  INEEREN
«  EERRREIEN
< EREERRRRE
«  ZRERH

s

IDRAC SFFEIENRFFRITIFFA RN FHIHR(E
«  IDREESHIRFEE.
o Rt IBERURIEERTR.
« BV BI—RE E—ERAYTHERERE.
« Y. BIVIEATIRE.
A SRIEEFIEERT L,
EEREMBITREE (FXINIRINERIRSS ) .

(D) |iE: (XE iDRAC IZTHZ SR RAINRES (8. 8X. 8R ) WESE. WMREHSE iDRAC , MEMNIFESIERS
&% . HrE=E#HEE.

{EF Web REN CPU, RFHISEAELIRIRAYEGEREIR

E7F iDRAC Web SREFUEI CPU, AITEHD 170 HRERAYIEREISHR |, 1542 System ( &4t ) > Performance ( 1488 ) .
o RIS - EEIFMEF SRR CPU, WD 170 FlIFSRISHRNER St CUPS FehrAYZBNEEs 2454,
o REMEEHBREIEIS
o R CPU. WE. 10 FIBRLURRSR CUPS I8HHIFITHEER. MNRFNEHRE XA , NEREERMET 0% A% L.
. gﬁjl«liiﬁﬁﬁ%@%ﬂ’ﬂmﬁﬁﬂﬁﬁI—.% EAT: Reset Historical Peak ( EiRGPIEE ) . FWRER "WE" SURAREERIE
HEREIEIRSE S
BRSNS ENES
o BTREIEEZEEUARRRERE. S mEERSSEEENRETEEREIRE.
BXRMETRNEMAHSE | 15207 IDRAC Online Help ( IDRAC BXHVESEN ) .
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{£F RACADM &5l CPU, RTFFIEAMERRAYIEEETSIR

{s5F8 SystemPerfStatistics Fap<$Uailll CPU, AITERD I/0 HEERAUMEREIER. BXES(ER |, 15217 iDRAC RACADM CLI Guide
( iIDRAC RACADM CLI #8F8 ) I M www.dell.com/idracmanuals _E3KEY,

IZEFENESEHE

B SR E AR PRI REREE S EHE. YIRTEARRNES/ TEREEVESERFRFEERMEN X
BURT PSU REFITRRM. B2 , BMEURREBNERRESEREEYN , E5HEDAEBHEHE.

TR REFHIHRELFREREN CMC ( JWTFIE MX FH ) 5 OME YL ( XF MX EE ) BITIERSEL.
MRFIRAANRE | NIRFEBERENEIAE.
B E "EEERF" SRA SR BTN ERESNEEFHE.

(D |i%: 447 racreset B iDRAC BHif5 , BEREMETIZIEKIAE.

EFH Web REiZENFHESEE

1E IDRAC Web SREH , 5% System ( &%t ) > Overview ( #!5 ) > Present Power Reading and Thresholds ( Z4BIHITHZERE
HMEE) .
2. 7E Present Power Reading and Thresholds ( ZiFiITNSRiEEFNENE ) 2F4% . 25 Edit Warning Threshold ( R ZSH

#H).
AT S 7R Edit Warning Threshold ( fRiBZ5IE(H ) TTHE.

3. £ Warning Threshold ( 2458 ) 5+ , LARSF BTU/IMNITASEGERNE.

IZEETHEERE. XLESAIREIMER 14 BRIE. MREHARYE  RA8ETEHER BTU/MERIE. Sitt
L, MNREMNE BTU//NGT |, N EREHSHE.

. B save ({R1F) . BEEERE.

#l, THIFIEHIER(E

{£F Web FiEEL RACADM , #EAJLARY IDRAC IAZHRATHFL. K. EIR. IEEXHL. IEFFRPET (NM) BRASEF L.

1B ATLAER Lifecycle Controller Remote Services 8 WSMan H#IfTIXLE#(E, BXEZER | IS www.del.com/support. L2
B9 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller JTiEIRSS RN 558 ) TTM www.del.com/
idracmanuals =3%BX # Dell Power State Management Profile ( Dell EEJRIASETRECE 44 ) BRI,

M IDRAC [EnIRIBRSS s HR BB T7E BIOS SPECERIFBIRRHIT. A LUERRHIRERIER XA I RS , BIfE
BIOS BCE& /IR T SEFRFE IR RS AREVE AR FE B ABISh,

{8 Web RENITRIBREHHE(E

B TIIERITHIRE
1. TEIDRAC Web REH , BEEE > BIFEE > BiFEH. S E~EBiRIEHIER,
2. IEEATRERIREE
s FIHRSHER
s XARFKEIR
«  NMI ( JE/F#RAgT )
o IEEXM
BRRESR (M515)
KARFBFEEERS ( §|w—
3. %EEEFE BXEZERE | 1B2(% IDRAC Online Help ( iDRAC BX¥1E5E] ) .

{5 RACADM H1TER[I=HIIRIE

EHITRRIRIR(E | iB5{FH serveraction i<,
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BXESER |, 15518 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8Eg ) ATA www.dell.com/idracmanuals _E¥REX,

IIZ=BREN

EHLUEENRSRERS  XEEIHED OFESAHRSNIARAER R, X2 —TURNAIIIEE.

TR ARSSZEPRIIIZE LR

IR R TURSS R AT, IRIERIRAVEMGEIREM | IDRAC 2X87] HIRSSSRAVRBIFERIZHAT A ETER. WRIIFEHEERTEE
o, FERSREFERIINRZITDERIRAINZR |, iDRAC BJRERIERK CMC ( BFIE MX ¥4 ) 8 OME ( BT MX 5 ) &
BETOAE . NMIEATHESEE. X{(UEINFRIRERER. WRIIFERD  EASERBIFEH.

RRBHNFAIANE | IDRAC 2AESEIRVERHECE T EHAYEIRER. BIfE CMC (AT MX S ) B OME Modular ( AT
MX G ) TEDEHRIRIREK , RRESRFFTIE.

CMC B OME Modular MEEALFERARSS BREMUEAIRAINER | FHEE S ARSI TR AR IRREIRSS 55,

BEHECEINEE LIRSS

SRR EIRERIRRT , ISXIRGEREIHUTRFEXAITIZRIRS], WRAKERE LR, NERFOARBEHERIRRIFRE, WHEIR
RIPSRIBIRS T RFENREE. RS SEEL BRI iEERE.

SCRARINFEBUR T TARARK. fEEREREE Ml , SERRIDRE T RE ERIEBEEE. gl , RWIE— P R/IMIRABIEIFES 5179 500
%2]%00 WHIRSE, SR LISERME SHELASHEIIFESE 525 W, EEIIIFERER  REMESSEELURRF 525 W 5E(R
T °

SRR BRI FIRIFRENENEEREIFES , WEERSEERRR , A sEEEgIhE LR,
INFIRERIThE FRRMERTHEFAISR/NSEE |, IDRAC ETRERARIAAKAVIIZE LIR(E,
ERILARIEURS. BTU/hr BRLAEFIOER EIRMB D HURIEEZ(E.

LA BTU/hr AERAARETIER FRRBIERT , BERAILIRA ABRNIESS DA NRRIINEN. NRIFEITHR LIREER , N
IR0 BTU/hr (BEBIREN. BTENTTE , EMERTREREARE.

{EF Web REECEINZE LIRSS

BEEEEERIRRE , SHTLATRE

1. £ IDRAC Web REH , HEEE > BIREHE > T2 LIRS,
AT IRRIS RS & B~ EEE _LBRPRHIEES .

2. IEEIME ERTHER.
3. fEMNE ERRERS . LARAFH] BTU/ hr BRLUEF R SRR EFRE S AT LR,
4. BENMALNAEZE.

{F RACADM Ec B 1I=RpRENRAS
SEENRELATIE LIRE , B TORES st O,

System.Power.Cap.Enable
System.Power.Cap.Watts
System.Power.Cap.Btuhr
System.Power.Cap.Percent

BXEZ(ER , 15205 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BTM www.dell.com/idracmanuals _E3KEX,

{EF iDRAC iR B 2= FEC BN L IRERHS

EEEMNRERIFRE | iSHUTLAUTERE |
1. 1E£ DRAC iIRBE/\FFER , #£ % Power Configuration ( FBJRE(E ) .
@ |iE: (NHARSSRAImR ISR , Power Configuration ( BIEEE ) §5EA M.

ItbEH% 7= iDRAC Settings Power Configuration ( iDRAC iR EFEEECE ) TUH.
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2. EEBBULISEINELIRERE. BN, EEEA.
3. [FRFTENANRE | S BPEXRIINE LIRRRE T ENFTEAIRS.
EXRIEMPEZER , 518 IDRAC Settings Utility Online Help ( iDRAC & B2 FITEFEAHE5E ) .

4. {fXEaE Back (/5iB ) . Finish (585K ) flYes (2) .
BEIFREVECEE.

Ao BRI EiEIR

SR BCEERIRIR SR , ITTRRES. AERINRESURIE.

AEREBRFREEE , YEENRBIRRE (PSVU) iRIBIRSSSETXA. Xf , ER PSUBIRILUVRIEESREHEREERE. X
BRI IR EA eI UEFFH LAY PSU,

EFA PSU E&idh |, PSU1 R PSU2 #Ba]LIERE = PSU,

BRE#RERE , PSU TIRIEGREERZAESIASEIRNEIRRTS. WRERTHGER , BER PSU 2 BB RIEIfRERIES.,
—NPSU FHABRZ |, FHEELKERSER | B—1 PSU LTFEIRES, | FHEMVERR., XBEMRABTERD PSU Y 1+0 &
X, HEEEREE. RS PSU-1 IFEBIE A £, B PSU-2 I FHRE B £, NECEERSEEINENERT ( BHANE R
FBHEES ) , BB NSRS |, HefhkEE, MRZATHER | NI PSU Z[EES BIIRM 50% RIBRHE= , #B
FEER A FIHEER B B EEHEENGE.

DIEREEEIPREFTR SR IRAGLER, SEAREAURIER , IRSB[BLATVRIRHEDOERITIR, BABRT , X
RHE LRSS IHEEIERA.

(£ Web S EfCEMAIFIZEFEIR

ERERIRIREIEN , EHTLATERE |
1. 1E IDRAC Web RES , = Configuration ( fit& ) > Power Management ( EiEEIE ) > Power Configuration ( E3iEHED
).

2. 7t Power Redundancy Policy ( BBiBETURIEHE ) T, (EIRATERISIN,. BXESEE , 155805 IDRAC Online Help ( iDRAC B,
) .
3. BTmA. BRREENEERES.

{fFF RACADM g BB i[Fig & 1%IR

ERCEBIRIREIATR , BBUTHRES get/set <R

System.Power.RedundancyPolicy
System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

BXEZ(ER , 15215 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BTM www.dell.com/idracmanuals _E3KEX,

{EH iDRAC 12 B2 HiEFEE BRI & 1EIR

ERERIFREIA , BHTIATERE
1. £ DRAC RBFITERT , = Power Configuration ( BIRECE ) .
@ |i#: MAPBSSEAIEREZISHIELTA , Power Configuration ( F3JEERE ) §EEA I,

15 S~ iDRAC Settings Power Configuration ( iDRAC IREERELE ) TAH.
2. EHBFESHFERT

JEFEEEER power supply redundancy ( BBIRIRETTR ) «

JEFEEZEER hot spare ( &R ) .

& E primary power supply unit ( TEBJRIZE ) .

BRI EE R RREURIE. BXRIEMNES(ER | 15505 IDRAC Settings Utility Online Help ( iDRAC & &2\ FIf2FREXHLES
B).

3. {foxrBAs Back (/5IB ) . Finish (525% ) #lYes (2) .
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R EZERRIRE

FEIRIREIEINERE.

EEARERAZERR LAIREIRZH

1.

2.
3.

1£ IDRAC B FTEFH , 2% Front Panel Security ( BIERZEM ) .
ttF14% 27~ iDRAC Settings Front Panel Security ( iDRAC IREBRIEIREZEM ) RA.

1%53% Enabled ( EEH ) LIS AMRERIZHEL Disabled ( B2 ) LIZHiZIRH.
{fxEAE Back ( [51B ) . Finish (526% ) #lYes (2).
BIRFIRE.

= s/‘\ﬁﬂ
ZHRES
ZEELH A7 Del EMC IRSB2FFETRASETT FHRMZHT A, EATLUET iDRAC Web REECEZ MERANED , 75i52%
MmIEE > RARE > BHRE, > NEERE. ©8E (BFRRT) -

REAVERES (AU, IR, BIREM )  JLUERERRSSRAS MIBNIRNRRERNE. SUMREREER—/NEDS
BERERIERAERRES.

BRI BER FAMES B AR KB LGRS EMRE, SRR LREREBEINRE. SImEERE.
B ERNEXIERIRET |, SERNHFENTIRIEMESE. BEit XA ERAMREMAS R IE R AZRATIER,
RIE LFM 3815 ( MRR/ D1 - SBEZAMTIANE | BiEE PCle RIIZSIREEK ) |, HBHthFRE MERER PCle SiF.
R DRAC REHERIISIRERF#E
1. THRSSRAENEERREKA LFM 881,
2. THEEATEER PCle REAIRBEMSTE ([iiEh. IREEH ) .
3. WMRFERFB=HSF (BREXHBEXT) , THEECEIEENRE LFM,
4. REF=HFHNBEENS/N LFM B , LIEEEHNE X SAF AN EE X RASHERFI-RSEEX,
M IDRAC REFEAFBREREAEFSRER (CFM |, MARR/2H ) | AR T8RS CFM iHERIRGLH
iR OSITE.
AIFEENARIRE  MBREEN M ( RAMRESRAMRE/EFS  FE LR )  BEXXBEEEIRN ( &/WXEEE , XE
EERE ) IIREEXHFSIEEIRE.
1. REBYXLREAIF ARG EZERRIEESIMRHEIMISH , ERARFNERERTRRIEK.,
Q) |iE: A LERFFRFE—MS , BBFRRAE=T5 PCle RFMMNBEEE. BARZEAE=SRRHSKAIEELLR
FRAFRESHEL , MAZFAUBIRASEZTRYRMAI LFM RERX-RAIERL.
2. "BERMHSIEE" EHALSHSIEEREIESPEIRE.
() |iE: suEIE , ERERBMNIEGHESD  SHSEOHIESSE [P TAISLIRHADT (f/0 , SEREEXHSE
BigEA 45°C , (BEHNEAHHSIEE [FI90 30°C] ARINBRE[RFRFRINFE  BSE] . SHERTHRAILT)
3. "AELR" EIES 1418 PowerEdge fRSERAVFTIEANE. CRIIRSI CPU IIRFEHINBREMNIRES LR, XRREHE
KRR |, FATRERiFRRFIESE.
EAHBIRIAHESSASE (BEIRTER ) IBERARE. KAURHELNRRIRTIFHRESIREE.
1. EHRSREREMRISIRSKEEIFELE,
BEXNBEMXEESIINER. EEME. ERNGHINEDHR. ERAREEIIFIIRSER.
1. BMENEERZRITERIzE | EERRKIERSG (—RMS  CULEEEBEI6F) .
BENER=RSEURE (2% ) (BASFEiteE CPU RS AEMSARER.
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MHRERFRITEIRGM,. ENHECEEE
AR FRIRGESE AT AT, RIREIRE

mE&IEOR (NIC)

REMBIEHCET (CNA)

REZME (LAN On Motherboards, LOM)

MZEFE (NDC)

FZER (Mezzanine cards , {IERTFI R IR )

ZEF NPAR B¢ CNA IR ERIBRIRS X Z AT, BRIRIEIRATE I/0 AR (a0 : 1P ibhk, EHUtil, SaissfiEiEBR ) o RK
JBYE (64D : FHEFIDE ) o BEAILUS VirtualizationMode BIEIRE S NPAR BRE RS X LRIFEMEWIRE | ISR,

RIEE %Y CNA IREEE | AREREN DRAFENRENO KRB, XKBHNRE, BRASXAE , REMA I/0 tRRBEIHMS
XHEXAVBME. EATLUE VirtualizationMode BHEIREH NPAR SiE RS X EAIFEMEWIRE (g : NicMode ) , LABRS
X.

X5 -

BESMMNENIMNEIESE
«  RESHNYEN FC HBA iR
o FISESEPUELE. EhESFIEEEIRRE

FilFe NSRS

RIS E R A PRI EREE TPINAHEERR IR SM.
MTFEMNRE  EULEEROTNERNSRILUTER

o HERRIRTS
- B
- IREFIEE
Receive and Transmit Statistics ( 3EWFIMEEFRITEUE )
iSCSI. FCoE BaissfiEnMER

{EF Web REENMENS S

E(FF Web AEBEEMKZIREBEE | 155 ZE System (RS ) > Overview (5 ) > Network Devices ( ISR ) . ST
IRBNH. BXETHNEMHRNEZER | 15517 IDRAC Online Help ( IDRAC BXHNESED ) .

{§5F RACADM J5iMIpI43ig e

EEEEXAMEZZENEE |, 15 hwinventory fl nicstatistics 4p,
BXEZ(ER , 5515 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJ M www.dell.com/idracmanuals _EFREX,
B&7T IDRAC Web REFERIEBMELAIL , R RACADM 8 WSMan R eI gE B nE B M.

A =y £

EEME

XIIRSS BRI B T FAG EAIEE AR AR OISR AR B, IDRAC 9 151E1T iIDRAC IEEAN BRI FL., ItEINRE
ERHEMNEATEE, B, WUFIEPRSENE—EDT GUI hXIRRIEEH TG EAISIEHS. iDRAC 9 HhRg &
B R TSmO ZIRRSS SRR MR O AIHITERRETF0 IDRAC (integrated Dell Remote Access Controller) & FRuR CIEZEAYIFMRIS
B. FEEXHHINEREICRHTAmE £ "EENE" FEa I,

FEMIRS AR SRS TR MO EMEPERR | MEVACEEENEEMNEELNEE.
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EEMEIRANEEEIIRSSE8IROF iDRAC TAHROMNIHHIHOEE. IRSEEMLZiHOEIEIPLTE PowerEdge LOM, NDC, EEF
#0 PCle Bt h0-~A%I®RA.

EEEMNBRSERNE  FSNERR > MK > MERS > MERS FADD > ikKOMSXiKO.
EHJL BT iDRAC IRE > S > ERIE L EEERNE.
ZRILABAE iDRAC IRE > Rl > BERIRE > STENERNELSRASEERERNE.

"EEE" Bli@id racadm SwitchConnection View AplLe , BAJLUEBIT winrm ApSEE.

FERERIEIR il

=1=1 EEFCEAEREENE. FABRT  EFEeBREE.
RE GNERIEIN IDRAC IRE THIEENE /S AEEIEER , WSEREER.

&R 1D ERAHIR S im I TIEZATISSHALAY LLDP 148 ID.
THENIKROER 1D RS EinEEEIRR IR ORY LLDP ixH 1D,

() |iE: —BERNEERHEERCER | WIZGHIER 10 fI3HRIEOERE 1D TR, XEKNNERRESEERRERS. IR
5 iDRAC EE SN BRAI AR R LMERERIMEIRE.

RlFEIEARE]
SRR B S D HESHA e 0 (RS,

(@ |i%: WER iDRAC BEIRSS2EMILEIHIEE iDRAC ML IHORIZHRNERFIZIRMNIGOERER . HFERTFREWERE | STRiEE
MEENIROEREE R 5 SRR , WASRNEENZIGROEREENTRERFRREHETHEROEE (&6
MEMIERLRE) . EEFRET  SENEERNS , CREARAETR  FRTEMNES.

R E I EERY(E
EIBEROEISINE 159

iz

e EEMETIRSERER | IS EIERNESIRE I,

FohkE N TS e W S LT SN

A9H I LREF LLDP, 1B R AEREN RO EEAT LLDP,

-2 MBI BB A STRIEREAE TR,

ISAIRENIE REAENESESEE , AMNEEHESROTEHEEXARRREX. ERRIFNEIRRFNEEMEFMEEIL
RENERFTHISUE.

BUAIERE S AIAIRHNIERE 1D FOIEA IR ER D 58,

AR E TIPSR RS

LA REdEHlse SR E T Re.

HiER xRE
Broadcom 57414 rNDC 25GE

57416/5720 rNDC 10GbE
57412/5720 rNDC 10GbE
57414 PCle FH/LP 25GE
57412 PCle FH/LP 10GbE
57416 PCle FH/LP 10GbE

Intel X710 bNDC 10Gb

X710 DP PCle 10Gb
X710 QP PCle 10Gb
X710 + 1350 rNDC 10Gb+1Gb
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HliERS RE

e X710 rNDC 10Gb
e X710 bNDC 10Gb

e XL710 PCle 40Gb

»  XL710 OCP =k 10Gb
e X710 PCle 10Gb

Mellanox «  MT27710 rNDC 40Gb
e MT27710 PCle 40Gb
e MT27700 PCle 100Gb

QLogic e QL4162 PCle 10GE 2P
e QL4M12 PCle 10GE 2P
¢ QL41262 PCle 25GE 2P

oL ] Ty

o, L L 2 O

B *um;l)ll FC HBA

RTINS S R AT S EERSE (FC HBA) IBRINE TR HEEEAESM. 2 Emulex ] Qlogic FC HBA, Xt
FE FCHBA KT , BalIEERONLUTESR -

. SEEIRSHIER

- ImOEY
+ Receive and Transmit Statistics ( FEKFMEIEFTTEUE )
(D |i#: Emulex FC8 HBA A= %15,

{EF Web RELEN FC HBA ig&

E(HE Web REEE FC HBA IRZB(=E 15 ZE System ( Rt ) > Overview ( #Z%S ) > Network Devices ( PI4%i%& ) > Fibre
Channel ( XAHEE ) . EXETFNEMHNESER | 15513 IDRAC Online Help ( iDRAC BXHEEED ) .

I EERENEERS ( FC HBA BTERT ) #1 FC HBA i8R HY3EEY,

{§F RACADM 5l FC HBA 188

E{FMA RACADM &F FC HBA IRFIES. , 1B{#MA hwinventory %,
BEXE£(EE |, 15819 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI$8R5 ) ATM www.dell.com/idracmanuals _E3REX,

iSicEERNE, BHsRHEFEENEE

RIS EENEEEIIIL. SaiffiFEENRE  ANARAMRE. EXTNAREFETRRRSENNERE
(B, BMERFEHEY, RAER, RERIXARER ) , BRETUETZERRASHFAERIRRE, XEHTERIEEH
Z | BEBREN T FREREEHELE S — P ERIEK.

RIS -

REHL MAC itk

FEHLL ISCSI MAC Hihit
2L FIP MAC ittt
REHL WWN

EEHl WWPN

D [iF: EEMIS AR | FIEEBIEIHS S A H S BBAK R ikt

@ i EEEE FIP, E#L WWN FIE# WWPN MAC EHRIELE-RE | Bl WWN FlIEI WWPN MAC BHSESEERER
FIP BIEEIECE.

BISAER 10 #RRTIAE | AT LAY TLATRE
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- BEEMBEMEFIYEHEEIRE (HI20 , NIC, CNA, FC HBA ) AUREEHAMELE,
o FEEFDIRE ( XRTF iSCSI F1 FCok ) FIFEBIRMEE ( WK F iSCSI, FCoEFQFC) .
. IEEERS AC K. RAS/AEIRIREH SR EESHE.

ZRELE, BahssfiEiE BinEc ERVERT e ARERIAEN ERIRAMES TUREER , SERIE NIC, CNA B FC HBA IR

SEAEEHBREMAEEY. TRIEET DRAC £RAIREIZE RS I/0 FRRIG BRI,
XZER 170 tRRTIEER | FAMRIA 2EN. SREREREI , XLEFHRERERERETER.
D |iE: BEERE | EETREMFELZE , ST EERNAE.

32§ 170 tRRUALTNEERY =
TRIBHT A /0 FRRHINEETE.
. 43: 3785 170 fRRIRILINEERI R

HliERS i)
Broadcom « 5719 KEEK1GB

e 5720PCle1GB

e 5720bNDC 1GB

e 5720rNDC1GB

e 57414 PCle 25GbE

Intel « {350 DP FH PCle 1GB
* 350 QP PCle 1GB
« {350 QP rNDC 1GB
« 350 ZEE1GB
« {350 bNDC 1GB
« xb520 PCle 10GB
«  x520 bNDC 10GB
o x520 =& 10GB
o x520 +i350 rNDC 10GB+1GB
« X710 bNDC 10GB
« X710 QP bNDC 10GB
« X710 PCle 10 GB
o X710 + 1350 rNDC 10GB+1GB
« X710 rNDC 10GB
«  XL710 QSFP DP LP PCle 40GE
«  XL710 QSFP DP FH PCle 40GE
« X550 DP BT PCle 2 x 10 Gb
« X550 DP BT LP PCle 2 x 10 Gb
o XXV710 Fab A/B 22 25 Gb ( FFMX EE)

Mellanox e ConnectX-3 Pro 10G 3£Z+& 10GB
¢ ConnectX-4 LX 25GE SFP DP rNDC 25GB
¢ ConnectX-4 LX 25GE DP FH PCle 25GB
¢ ConnectX-4 LX 25GE DP LP PCle 25GB
o ConnectX-4 LX Fab A/B 22K 25GB ( fHFFMX EE)

Qlogic « 57810 PCle 10GB
« 57810 bNDC 10GB
« 57810 ZE+K 10GB
¢ 57800 rNDC 10GB+1GB
« 57840 rNDC 10GB
« 57840 bNDC 10GB
« QME2662 EEE FC16
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b3
1+

Emulex

X5 170 fRIRUETHEERT NIC BE{SFRRAS

7£58 141X Dell PowerEdge RS328 , BUABER FERALMER NIC B
TRIBHT 2 170 R IR NIC B4R AN,

iDRAC 12 B HixiE s otttz skizHl StEzU i Y 2ttt /
IiE S Bt F IS R SRR IT A

TREARDMEIETR (VAM) BECBEFIFA MR T LSRR,
&. 44: B/ imiE S Rt S A BERITA

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32
QME2692-DEL Fab C 3£EF FC16 ( XfFMX EE)
QME2742-DEL Fab C £EF FC32 ( XfF MX FE)
QL41262HMKR-DE Fab A/B B 25 Gb ( XfFMX EE)
QL41232HMKR-DE Fab A/B KBk 25 Gb ( XfFMX EE)

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32
LPe31002 -D Fab C SEE-k& FC16 ( X/FMX FEE)
LPe32002 -D Fab C EBK FC32 ( A/ FMX FEE)

OME Modular 1§ iDRAC FRigERIE 10 #RiHTEiDRAC B SCP R MRS ERIS A SRS - B
Eﬁ%ﬁﬁﬂﬂbﬂtﬂ]ﬁ% ® BIINEEIRTS #litbit
BERnESEN mESEINEX EB8HA Etu e BN VAM 35 1F  IRENITEDEii
b1 (VAM) BEE = b
EEAnES R ImESEHIER SEEBA RECE VAM RENTESER  TEAM - IREIT
pi g bl Eo bt
CERiEiEsfit imESEiHESX S22 {8 Lifecycle RENMZEHOE FTEAL - IRENT
ik Controller FRigtHy  FEHEcitbit B EcHbit
BREE
CEBnESEN EESEINESX EZ2HA RELE VAM RENTESE IREATESE
bl g e HE
Ei%’éﬁﬁ‘@%ﬁ:‘ﬁaim mESECIHER,  EREHE VAM BEtE g@%ﬂ’g VAM 35A1F  (XBRIFAME - A e85E
& 53
EEREnESEN mESEINEX S8 KECE VAM REEME MAC B ASTIFEFAME. BX
it i RFRTA
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OME Modular i iDRAC FRiZERIIE 10 #RIR7E iDRAC B SCP AR BRIF A RS - BB
%Eﬁﬁﬂi&ﬂtﬁ]ﬁ% = HITHEEIRTS il
EERERESEN  ImESEIHELS = A8 Lifecycle ZEHERY Lifecycle ASzipEAME, BY
it Controller H24it8Y  Controller EEB{3%A ARFEITH
BEARE ey
iJE'Ei—*T"éFH‘JL_UiFEﬁﬁEi& RS IR, BEZ2[A FRECE VAM 1%%?9@1’—? MAC itb iﬁ%%@ﬁ: MAC it
CEREESEM  RER == VAM BEcE ECERI VAM AATE  W/REIRTERFA
pilg = MHFDERR
ﬂEtE}ﬂﬁﬁﬁj\ﬁﬂﬂﬂ AR =)= KECE VAM ﬁ%%@ﬁi MAC 1t iﬁﬁﬁﬁﬁ# MAC it
EEBTEARN A B8 MR Litecycle BN Litecycle  TSTSFAME, B
pilg Controller F$2{HAY  Controller BEE{BIA RTETH
BEARCE ey
EERRESEE  ERUER == VAM BEEE EER VAM 398 7F  w/RRERIEREA
it = HFNERR
E%’s)%ﬁ&ﬁﬁaim TERAAELC [=)=)zE! KELE VAM iﬁ%ﬁarﬁﬁt MAC it ﬁ%ﬂaﬁﬁ# MAC 18
EERERESE  FERER BZH {EF8 Lifecycle ZEHERY Lifecycle  ASzipEAME, BX
i Controller FH2{HAY  Controller BEE{FA RTETH
BEARE ey
iJE'EEFﬁ‘@FEﬁJ\EEﬂB AR B2 REE VAM 1%%?9@1’—? MAC 1t iﬁ%%@ﬁ: MAC 1B
—-— ) =
FlexAddress 1 10 }{FRBIZE SR 1TH
. 45: FlexAddress 1 170 RRBIRFKITH
FlexAddress f£ 10 #RiR{E iDRAC i EFS|SREHREIE o ESISEH VA 5
%8 CMC hETIEERS WOVBEKS = REVAmmmE VA REERAS AMEiT%
B& FAREHAY BER EEA M CMC FlexAddress R4 FlexAddress #
RUARSS S %
Z:Eﬁﬁ , BERs BEHA 2 - EsdiFA REAIEEIUBIE  HRIE FlexAddress #
B=H = ol
B8 B8
B& VAM AR ERER E5H M CMC FlexAddress R4 FlexAddress #1
BRINEERIARSSEE %
(=)= =)=z 2 - FiEedEA EREEINMNE RIETE IR
w®E
B M CMC FlexAddress FE#E FlexAddress il
1
B2 == 2 - ISR IR L TETEJ‘EEFCIE%H%
= el S
[y [y

B REXEER 170 tRiRINEE

BE  REAERRS|ISEHREE | ARERRENSISERDGN. BRILUSRA "I/0 fRRAMA" ThEELISEISISMt. RS

Th8g

BE—RRGENMTS , FHEI5 I SRR T,
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FER 170 tRRALTIREZ R , IBHHIR

- BREER. KENRSEHNIR.
* BIOS, IDRAC fIM-REEH/IERHE.

FER 170 tRRAALTIRES . M IDRAC SHIRS=RECEREN M | £ SCP XEPIEXFTERT I/0 fmREM: , AR HEHRS
iDRAC,

BX SCP XHehal gAY I/0 FRRILCINRERBIERIFIZR | 182 www.dell.com/support EHREA NIC Profile ( NIC BECES 4 ) 1588
M,

Q) |iF: FBIEREE 170 FRAGAIIEERE I,

R Web REISHZZEH 170 tRREACIIEE

EEASER /0 RMAIIRE | BHUTLATERME |

1. 7EiDRAC Web REH , %% Configuration ( BE& ) > System Settings ( Z#i8E ) > Hardware Settings (IE48E ) >
1/0 Identity Optimization ( 170 #RiRflEfL ) .
FERISE 7= 170 Identity Optimization ( 170 B4tk ) TE.
2. B35 170 Identity Optimization ( 170 BBtk ) 1IN~ | %#F Enable ( BR ) IEMLUSFELINEE. EZRA |, NiERRLIEIT.
3. BENANAIRE.

{£F RACADM [SFHEEER 170 tRiR{NILIIEE

ZEA /0 tRRMTIRE | BERLUTHS

racadm set idrac.ioidopt.IOIDOptEnable Enabled

ERItINRES | B MEMEMNRA A BEFEREER.
EZE 1/0 FRRLIHEE | BRI T RS ¢

racadm set idrac.ioidopt.IOIDOptEnable Disabled
EEE /0 FRRMHINEERE | AL TS ¢

racadm get i1iDRAC.IOIDOpt

BB ERIEE

BEFER 10 fnRThEE | S LB BRI BT RERAERIBRERITA , NfEEItEil, SosfiFEEmgERREM

fﬁ;ﬂ BNRMSA MRS ATFEAPAEERRENEROMDX. MR RS SIHEIERIREZ BNRET

Q) [iE: MBRISHAMERIENEGREHROME | MIZINEEE FINRR FIREEEIER T - MR{E iDRAC LI§
VirtualAddressManagement [E1$i2 B /7 FlexAddress ( IE MX & ) 5k RemoteAssignedAddress ( MX &) &, , #H
MERTE CMC (JE MX FEA ) = OME Modular ( MX & ) RE2H FlexAddress & Remote-Assigned Address INEE ; iSTRIR
{£ iDRAC Hi1§ VirtualAddressManagement [Bl$iZBBiEHISERN | S/ TE CMC 5 OME Modular A5 FlexAddress B
Remote-Assigned Address IJEE,

ATLARCE LA T REAMESRES

o REPMBIE  EENRERIRE
«  RERUBAE - AFEBNAtERIREE

=
FhEBR
RN R AMERIRZ B | IBHEIR -
© MEBEEOHTOREFEN B B "ERNKERFRIRTEM BIF.

«  3H 170 FRRMLLTHEE,
EUTERT , EHI5I2FE! Lifecycle Controller B :
BRsER 170 fRRILIIhEE,
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https://www.dell.com/support

© BAERBREEL.
. g?ﬂiﬂaﬂh EahgEf BMEIRIERAMRIRRE., R ARENREN AKX ERERENVECRE—FRATHE

FTXS SNMP, EBFH#EBI4EL WS-eventing IBAEASMERE. ASEEETEERFSEREH.

A ESREERIEGAME

. 46: IR MERIERIRIAE

R MESRRE AC BfiF8 i251% #a1S
REfAMAE - ABOAtFEIREE Rideh Bk Bk
REfBAE © AFmBn AR HRigerh HRiger [S5rizs
[Bzhes [=)rigzs BiE BitE
FHERR [=)rigzs BiE Bt

Q) |iE: FRISAMEEREFTSER BN AR | SREMEBA HERBRNRENIIL, SURERBISAMRERG
BIRig BBt

@ [iE: MREHAMERBIEEESHEAE CNA REHSR LRE TRt BMENFHEIR | WIESY VirtualizationMode &
MR EHPAIRBEZE , AEEFKERAEENE. BHBREEBITERENE. 2RISR |, SEMRITZIFME.

ETLAMERR BRI RIS ELIILEERNIRE N 0s , FHRIEPHERBERNRMEFEBEIRIE isCs| BMzEiEFHERT
RRIME.

{3 iDRAC Web REECEIFA RIS E

EREISAMREE | IEHUTLATRE
1. £ DRAC Web REF , ¥Z Configuration ( fitE ) > System Settings ( RRIZE ) > 170 Identity Optimization ( 170 xR
k) .
2. B 170 tRiRMIGIETT R,
3. ERAMRESS T, AEMNFATRISEE T EP—INEZ I
o EIR - EREAERIESE B B E.
o REIR - ERESEIRIMESE B B E.
+ AC HiE8 - TER4E AC BERIERETREB Ut e B RR &,

4. BENA,
FEECEFRIAMERES.

{8 RACADM Bt EfFA RIS E

EGEIEAMER |, 5B racadm WHR5 set FapSESHEH

SHFEEFAMEIE | 15/EF8 iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #[]
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd 75

ST /2EheE , 15{#F iDRAC.IOIDOPT.InitiatorPersistencePolicy X152
SHFTEEE#R , i5{#F iDRAC.I0IDOpt.StorageTargetPersistencePolicy XI5

BXEZER , 15207 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI 88 ) ATM www.dell.com/idracmanuals _E3REX,

iSCSI Bz FEBIREIAE
THRIEE T BRI A SR SHY iSCS| [Bnhse Iz E BireiMEmFIE.,
. 47: iSCSI [BEIEE - BiNE

iSCSI Initiator (iSCSI 3128 ) IPv4 1850 FRYERAE IPv6 &3 FRIBKIA(E
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0
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iSCSI Initiator ( iSCSI [BEIg8 ) IPv4 & FRIBKAE IPv6 & FRIZAME

Iscsilnitiatorlpv6Addr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6SecDns

IscsilnitiatorName EiskE EiskE
IscsilnitiatorChapld [Sh=5 =] [Sh=5 =]
IscsilnitiatorChapPwd [Sh=5 =] [Sh=5 =]
IPVer lov4 lpv6

. 48: isCs| IFERITEE - BME

iSCsI Fi BtrEE IPvA 1550 FRIERAME IPv6 &3V TRIRRIAE
ConnectFirstTgt E£H E£H
FirstTgtlpAddress 0.0.0.0

FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName EinkRE EiEkRE
FirstTgtChapld EiakRE EiEkRE
FirstTgtChapPwd EinkRE EiEkRE
FirstTgtlpVer lpv4

ConnectSecondTgt E£H E£H
SecondTgtlpAddress 0.0.0.0

SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EinkRE EiEkRE
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iSCS| FFiERiTEE IPv4 RV TROFRAME IPv6 1R FRIRKIAE

SecondTgtChapld EiEkRE EinkRE
SecondTgtChapPwd EiEkRE EinkRE
SecondTgtlpVer lpv4
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B IR S &

M IDRAC 3.15.15.15 jRATFFHS |, iDRAC 7E55 141X, PowerEdge IRSS 2RSS | S IFIERRR TS (BOSS) 12488, BOSS 1248857
EIETE I SIRBENRIER S, XLHSRHEIRAY RAID RSN SRS,

(@ |i#: BOSS #I28{R3#% RAID 451 1,

IDRAC ¥ e T SUIEEIR | LIBEERECE PERC =688, BRATFEEZITIIZZE EEERRARIFMEANL. XLAMAEE RAD
FIHE RAID #=HISSLINERERIEIREE. w0, JUEFIHER. XT38 14 /€ PowerEdge BRS58% | 3235 PERCI F1 PERCI0 =28,
TENFETRENSERK. BN EPRRENARESEGSIRANERE (CEM) BR85S , 75/ERET 12C EFOEI MCTP #
i)‘i'—?z W%B*Egbfﬁ PERC #2885, XFSCAIECE , CEM 3235 PERCO $2HIS8F BB ARA. PERCO 12428 FAE IR AMIE
9.1 EKEShRA.

() |i#: $140 4K RAID (SWRAID) 73 CEM 1§ , EIUILTE iDRAC GUI FRARESHS. SWRAID FILAER WSMan API Fl
RACADM i#{FETE,

BIIEA DRAC , fEATLAHAT OpenManage Storage Management FREERIRZE(THRE | BIELRT ( TREMSIS ) KBS (Al
W, QI ) . SRR ERERRZ BITTRIE S RAD,

1&TCFEHIR) BIOS AlalBe EFfNEEnHISE IR, IXETHRLEIRE & IR FH N RAID KBIFIAEBUSTIEUREIP. EaLUSE)

Y EftbiaHIgsIheE | FIMNEEMETERNR. S LIRS B EEIE TR B ARRIPEIE.

FhEREERE

o EHIER — XESHRERFATTEEENUEEEHIE , MEEERINENRIAREZNEHEE. BHEERRATSHEREREN
BELUSANIRERENE. BHSEEEEE— S VIR A E S YRR ERNEESS (S85iR0 ) . RAID =488
HLEHHEINR  FRSMEENSECE— AT ENFETEE S, EHIERseTEMES | tkilBsiE=ZEN
VIRHRE., BxmiTss | RS SRR AR IRSREFINSHRRE., ATIEETIE , B8 E AR EE ALK
SIERFRRA. ARAEHIES SRS ASUEUNR I TES T EEEARNSHIE. BRXIIsEE TR et EIREFE.
YRR EIIRIRSE — (T HIENEOEEENSSISE, £ RAID 255458 | | YIRS IR BT o2 e,
EEE — RAD I=HIBSN— e S MRS CERIEME. EAENHETEHS MIEWECE BRI ERFEEEHN AR
MR, RIEGERN RAD &5, IRFEHEMIESEESEIMERNY | B ETRESREBIREE. EBIHAEREE
RAID &85 EOIEE,

o HAE - EDEEFIRSAOINED | MR BN TSR,

o Bk — EEIERE. FEEiRT , BHIESEEEIIYIEREEEENIE | BEEAERSINEMWERBRIEIREINEE (RERT
5. BIRE ) . MEMETLIESEIIES , BT LUERRIRFSIR.

®

iF: BB ERERTF MX F8. Bk, £ MX E& LAY iDRAC Web R , ZISHEETE FROEEE(E,

BT EERHVEP A SHOMIEHE | BETLUSIHAEFAINE. BIRKESIEERNSICRES. SaILERIVE, PEKMEE
BRGNS THRHRG A RINZIR S+,

EREEHIRSRMIRIREVIMEE RMMIEN. WREMINZSIFEY | BRREHIIRS R,

TAAESHI PERC BRESE! SNMP BEBHF0 WSMan 544 (WNSRIER ) . XFHEECERTMAVEAESEBGICRIA Lifecycle BEH,

. 49: PERC IJJ§E

PERC Ijj&E 32§55 CEM ECERYZHIZE ( PERC 9.1588E A3Z#5 CEM EEERYZHIZE ( PERC 9.0 kR
=hRE ) FSE{RARES )
SCAY @ |iE: }F5E 14 1§ PowerEdge BRSS BRARE. B —RKERER.
52 , %% PERCO F] PERC10 $28 BIEES KRBT | HEETEFER Web R
58 EEESCREL,

NREFIR R MEER R TR
Rk, Nz FRECE.

Rz IR A RHMR R E BT RIAY
PR, MATGERRIXLA Y | SE IR
FREXEARI e  AEBHEIE TRIN A
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PERC Ifjg€ 32§53 CEM ERERYIZHIEE (PERC 9.1 K8  A32#5 CEM ECERYIEHIZE ( PERC 9.0 kR
BhRE ) FSEERRZS )

BE. ZITHEEIERE  AEEEN

B350,
DIER NREIRENFERIESISMERRT , N BEEHSISENEERE
RESXEDMESR , HEERSISE
e AT B R A,
-
. IEfR RADHES
TR R TES
SRR

o XIEFNEEREIIEERREE
- AREMEUEERE
BEFHERERI
EERYIEWE
BRI

RAID EEEThRE

EIREHIER

E18 PCle SSD
EENEEER

< IEERENARERFEN
- EEMMNAERERF

o FhERE - NRERMESR

«  IAMREREGHINNREM LED

BfZ RAID HBI&:

Storage Management {EFRIMIZ R TTRIES! (RAID) B AIRMIFMEESIRINGE., T HE Storage Management , fFEEIE/Z RAID AL
B#GE RAD 1258 IR ER ST EE SRR LR,

{42 RAID

RAID 2— /BT EEHBEEREIRGAIMIEEE CRISIRFERR. RAD — M EESEEEEIEEE , LMETLUS S ME
HERNASEESENABNY RIMETE. RAD ZA—EELEIMBHEFTTRIE IR THEREHEHIEI RS HIE.
RAID EFBAREAHRA | HlaNSHR. FEMEHERIE , LUFMEFIEENE. AR RAD RBERRRRITIE | LAESREMA
EEEE. RAD RAIEEL/ BI4RE. SUERIFIIFHEESELEESARGNE. FAERE RAD RAFLEFURENE  XEK
£ FL RAD RRIERMNEIRTIAKE. EIEEN RAD RBIBUATENRAREMRE. RIPEEFESE.

(D) |iE: RAID Advisory Board (RAB) FEX ¥ F3F-2Eit RAID RIMIE. SPA RAB EEX T RAID 5l , (BARRAIMHREIRTRT RAID 5EIAY
Ik SCHR SECER RAID HSTIRESBFTAR. EISEMRASNAISG EUESINENTIS A\ EaEfEBIRTTRERE.

FEHFFNER IS RAID

RAID BTLAUBIT R4 EARI4FSErE. EFRE(H RAID RS EBLHE T RAID 3IAY RAID 25188 | HEETAMER IR SRS RIS EA
SN, ERRERFRHEAVRM RAD B , BAERFTUSII RAD K31, Et , SN RAID RERIEEREFMRE. AT, SRILUE
FRER{4 RAID RBEM4 RAID % , LASEIREIFRIMEREAIZFD RAID BECE. U0 , ERTLABSTEA RAD i=HI8RiRR—XIt@E 4 RAD 5 % |,
LA RAID 288 TUR.

RAID H#f&

RAID EFEAIRANEEIEE N, XERAME RAD BEBIRIASUR U REEFAMRE. XA

« BE— HENIERES RIS IEEE, REETER I EYIEHE FEAREIERNRA B ARMEBIE TR, WRE
BRI —MEEHIEE | WRFR RS ERARZ NI ERITIRME. RENMRNEESEELE. RBERAEHEI—imE
LAE/9iE TR, $RIRAY RAID #EHS RAD 5 HEBMELY | EUREPAIMRESRIL , (EENERERRIMEREER,
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D — MBS ELSEENHETFEYIEHE FENSE. 81 o&IEESNEHELIREIENE | FIEREESHE R
XN RIS ZE BRI PV MR, Fla0 , IREIHEEE 5 MIEBHE | WD ERSBEES N \YIEHE 12
5, MASIHHIYIBHENITESERIE. BN PRESNIEWE SBNTEELHERE. NTYEME FD 529 RIH 5T
£, DEABTRESIETR. PESFERKESIRHEEIRTR.
KA — BT ( AEESFERIEHE ) FRANSHETE. fi0 , RREHESR 64 KB HETE , HEESTHHEN
£ 5 16 KB JIEUE. TELERT  £HKIMNE 64 KB , MREETTER AN 16 KB,

s JTE™ — TTEmaM TR MRS FAEHED.

s FHTEANN — EERFERANEETER. i BREETES 64 KB#ERTE , FEERTHNE M 5 16 KB U5
B, EERT  £HTa /N2 16 KB, B A/NE 64 KB,

. rﬁ@%ﬁ%ﬁ;@%ﬁﬁﬁ% EERAEESERESHNATNERTIREIE. S— MO EHERENIER , AILERZEENFBRIE
S EHTA °

o BEE—EEEHRAD A , BTSRRI ANEFESEES S RAD 10, 50 8 60 B,

RAID 535l

SR RAD RBIEBFERAFEFER. DEEERINAS  LIBEHEIENRIIRSEBFIEA L. BXE RAD KIINFEER |
BEBFI%RE RAID 231,

A7 SRR ERE R R EET=E

RAID RECREIRSEEL RAID REISKHISURERIZE, SEL RAD RENRETANIE | LUSERA LIS EALUIRSIR, a0

RAID BB SHEAGH) /0 (BEFISN ) HHEEREEE(E.

RETAMEREERMMONIENE, WEMESEE , RONMELERENTEIEES, BT /0 HETANAR , &

> RAD BTG E— N BIBA | WU T R ER PR A AR,

MRS RAD REUR | BRI TR

- EIRMEEE — ARMEABREN R — MRS | RO HRSIRAITN0R. 1E RAD SR, AR
SEEVEFTAKETIL. TAKEOTRG (EENE ) ISBRRES (ER—EAERLE ) .

+ EBE — RIS AMESETLURA AR , BATUAT G RAD 5. K2 RAD RIS A TR e,

+ FANIEE — HHPIS RAD SRR MBS S BRI SR BEIYMOBRSE. MRMIRRIGNN. TRAERERREIY
B, SRR AR SIEN,

+ TASHEEEIRATIE) (VMTEF) — MRERIMOBASPSRTAN | FEETATINT | SN T HERE =, REERE
TUARKIEROIR PSR R8E, | (B AR PR ARNTIERE,
% — BRIEBMHRAIE RAD BRI, EAILUER O-ROM <Cui> <r> SHNBARIFOIRIS, Storage Management R3i
Sk, T LB BRSNS T B SR ST S A RIS Y R (002
(RRATREE) .

s =

1%54E RAID 45l

IS LAER RAID LIES MR HISFISURETME. B RAID RAIs R EE AR ISR RIS =.
(D) | i%: H3xx PERC #5128 A 3255 RAID 43l 6 Z= 60,

AT BB E T = RAD REFFHEEIENAR | LURZERMEERRIAES
RAID &5 0 ( 9%%)
RAID 2511 ( 1% )
RAID 251 6 ( FED T BRIEHI DS )
RAID 251 6 ( HFBEUVIM R EHBIRIGAID 5 )
RAID %51 50 ( 7£ RAID 5 48 F53%% )
RAID &5l 60 ( £ RAID 6 4B F534% )
RAID 451 10 ( EHREH LD )

RAID #&35ll 0 - 535%
RAID O SERBUES S , AR A MITERE HIGIESANKER E, RAD O TG,
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Strip

RAID 0 4§53 :

B n MEBESH—NAREMEE | EREN (SRR ) *n MR,
HIERBTFIERE L.

"RTFETUREIE. MR—HERRESNE  KENHESESRENE AR AEENE.
BFRIES AL,

RAID 5l 1 - $Ri%

RAID 1 R4EFTREUERIRBEIEN . £ RAD 1§, BIRSREEEN— S WHE#HE L. NRVIBHEAENE , AR
BEB—IRIIEIRE AR,

Mirror

RAID 1453 :

B n+ n MEESEI—NEE n MHEESENREIRE. ZRIH Storage Management XIFAEHIEEFRITAECIEE RAID 1 BHIEEE
RN, HTFXEHEESRE  SEESERIT WA,

HIER S HIZNIXFAE.

LHERENER |, RIRERINE TIE, SRS SIEH ARG -PIZEL,

EMREEYF | (EEMRRE.

FTFRPEERNTTR.

RAID 1 FERER = AAERAR S . BARRFESIEN AL E 2 MERTTRITIRE.

EERFMmRSE 185



RAID Z%5l 5 % 8 2 HI BRI F

RAID 5 BIZE & EREED SIS BRIERIREEIE TR, SBRRRESEHEATHMEYIERERTOR  MARKEEM
EHETRTHERE.

Strip

RAID 5 4% :

¥ n MEREEI—TEE () MHEES BRI,

TIRER (BRI ) REFHEMEHEL.

MR HERENE  ENHEEIISTE  ERSERPRETET. BMDESR TR EETOEESTE.
IEMREEYF | (EEMRERIE.

BT RIPEIRRITTR.

RAID 5l 6 ( FAIMIM N SFBEIEAIND SR )

RAID 6 BIS & FERSIES RIS BRINERIRHEEIRTIR. 5 RAD 5L, SHERESHTEMEP. B=F RAD 6 fFEAHTIN
ROYDERRE SRS EHBRGG , NTIESHIRATAIES MEFAES LR BRIE RN M HEER. MINNEHERIGAI AR MR
EHPERRMEIRRIP. ETEY | SREASFERRERFRAN P Q.

Strip

Data Flow Starts Here

RAID 6 4553 :

186 EREFHES



¥ n MEEEEH—NEE (0-2) MRS ENIAEIIE.

TIRER (FHBRER ) XEFHEEMEHE L.

REMMHERESIER , ENHEESESIE. SMIESSTHRE SR EE.
SEMREEYF | (EEMRERIE.

BT RIFEIRERRSRITR.

BNERFEOM M HERTHBRE. RAD 6 EHETESEAARE.

RAID £%5l 50 ( £ RAID 5 tH E95%)

RAID 50 EEZMIEHESTIIS 5. g , —PSEhE 7 = MIERLEAY RAD 5 #RAE | RERERERIN = TMIERHERIHEAM
£ RAID 50,

BIERMYARRSGFE |, tARTRESEIL RAID 50, FEIXFREIR T |, EAJLASKHEZ S RAID 5 REIIHLE , PARRHXL RAID 5 BAREEIRA
SHRE. A EELIEE—NEERETE RAID 5 EEERIEISE.

RAID 50 4355 :
1 n*s MEREBH—DREMHEE | FEN s*(n-) DHE | Heb s RIEEEE , n RN EEPIIHEL,
« TTRER (FHBIRE ) XBFEES RAD b BIEINFIEHAZ L.
o EMEEEYT | BSMLEERIE.
. FEEIOE RAD 5 —HESHEHERIGER.
. HUBEBERTAEE S, RADLO EHETEAEKRAES.

RAID Z&%l 60 ( £ RAID 6 £H E935% )

RAID 60 7EBCE I RAID 6 NS MBI ISIE ST . Hlan , —NSCHE T PO MR RAID 6 BB EIEER E— N BB R/
PO IR AR R AR 4HAL R RAID 60,

EERFEMmRE 187



Data Flow Starts Haro b

RAID 60 455 :

& n*s PMEBEGA— I REMNHEE 2N s*(n-2) MR , B s ZERE, n R8N BEETOHEL.
TURIER (BRI ) REFMEEE RAD 6 BIRAIFTEHE L.

IEMREEYF | (EEMRERIE.

IEMNMTUARIZ A TEE RAID 50 EEHISURRI.

IRHELEAI , FES RAD 6 —HSHEHERIGESR.

BNEEFEOM MEAT BRI, RAID 60 EHEZ A EMRIRE.

RAID £55l 10 - FRRIRIIDF

RAB 1§ RAID £l 10 #19 RAID Zk51 1 RISCHE. RAID 10 RRE4IRMEER (RAID 1) SEED % (RAID 0) 8455, R RAD 10, ¥R
BEZMIRHMES R, Ae  DERNHEREBRESIS—EYE#E £, RAD 10 AN S FAIEE.

188 EREFHES



RAID 10 4% :

© Bn MHEEEEA—NREINEE  BEH (0/2) MEE  He n 2—MBEEH
«  HIERREGREGISE —AYIEHED K.

HRBESRERE TR,

o SHERRESER  EHEERIHS TR SRS REIEIERS SRR P,
- ESHUREYBRIES.
«  BTHRIPEIERTIR.

ELER RAID K5IV TERE

;itbﬁ?—%ﬁm RAID RBIRIIEMREIE M. LERIB M TEEE RAID RBIAV—ARIEN, #564% RAID REIZHET , TMHEEMAEIAEE
. 50: RAID BItEREELE:
RAID &3 iR R iEMaE =41 Bt FREMRER | EBRIAE
RAID O 7 ReF 1Ry RNER B FEEHIE.
RAID 1 WeF RyF RiF RiF 2N (N = 1) INBUEIERE,. B)
BEAENEER
EE.
RAID 5 RiF RINFAE : . [—R% . BRIEER | —R N+1(N==0 |HUEEFEMEE
KESE Ry |D5EEER NN ) %;.‘%i”%%ﬁﬁ
RAID 10 WeF ReF —fg RiF 2N x X R EERIINE
(KE&g) .
RAID 50 RiF 1ReF —fg —Ag N+2 (N=Z) | PERENES
54) L= e i
EJ==R
RAD 6 W KIFE : 7. |—RR . BBIEER | & N+2 (N=F) |EEER. U8
BESE Ry | NEERER NN ) EEFNE e
BUEESS (.

EERFMmESE 189



RAID &3 iR B =5 EXEL T FREMRMER | BiNaIAR
RAID 60 T 1ReF —h% = Xx(N+2) (N=|EEER. P&
EPR2) EENES
HUERERF
.
N = YIIEREE SN
X = RAID 28§

2T RS
32159 RAID 5588

iDRAC FREZHFLAT BOSS fZ=l=%

BOSS-S1 i&f0eE
BOSS-S1 Modular ( BFJIRIRSGER)

iDRAC FREISHEFLLT PERCIO $&Hl88 -

PERC H740P Mini
PERC H740P 1&HCEs
PERC H840 1&FLzs
PERC H745P MX

iDRAC $#ZO3Z#FLAT PERCO 51HISE
PERC H330 Mini
PERC H330 i&fies
PERC H730P Mini

PERC H730P i&f0E
«  PERC H730P MX

iDRAC FREIZ#E BOSS-S1 Modular 34128, PERC H745P MX (PERC10) 1 PERC H730P MX (PERC 9) 254158,

32§5R94E RAID #=il=5

iDRAC FRIEISZHF 12 Gbps SAS HBA HhEBiaHISEF0 HBA330 Mini BiEEC 28Iz HISE,
iDRAC 374 HBA330 MMZ, HBA330 MX 1EFTSE,

ZIFRIHE

iDRAC Sz MD1400 F1 MD1420 #1148,
QD | FISEIET HBA IEHIS2 MBI BT TTRE5] (RBODS),

®

EZ?vEI’JT'ﬁ%tQ%I)JﬁE =

THREHTHEEERIET iDRAC S3EAITHEE

iE: }F iDRAC kR4S 3.00.00.00 , H840 AZHFHEHEHIE. B MRORfF—MIUE.

190 EERFEMmLE




. 51: STFHTFhEIEHIZRTNEE

INaEEERY PERC 10 PERC 9
H740P Mini §§740P &fe H840 iEFEeEE H330 Mini H330 i&Fge8 H730P Mini Elgnop i&fe FD33xS

oECEEGE  SEhY Suiny SCAT SCRT SCAT SCRT SERY SCRT
o ECHIEERY,
BIEALBE
&R
2| EF NER NEF SCRT SCAT SCRT SERY SCRT
RAID/3E

RAID ,
B SCRY SCAY SERY SCAT SERY SuiN SERY SuiNy
EEER SCRY SCAY SCRY SCAT SERY SuiNy SERY SCRT
g@@wﬁ SCRY SCAY SCRY SCAT SERY SuiN SERY SCRT
%E%E?u SCRY SCAY SCRY SCAT SERY SCAT SERY SCRT
RIBEIAR,  SERY SCAY SCRY SCAT SERY SuiNy SERY SCRT
BERER
R
BB, SERY SCAY SERY SCAT SERY SuiN SERY SuiNy
B
gi&'*ﬁﬁ— SCRY SCAY SERY SCRT SERY SuiN SERY SCRT
T
%&é‘{{ﬁm SCRY SCAY SERY SCRT SERY SuiN SERY SCRT
BB SERY SCAY SCRY SCRT SERY SuiN SERY SCRT
{Jﬂgfﬁﬁwﬁﬁ SCRY SCAY SERY ~ER AEFR SuiN SERY SuiNy
SECFIEGE  ShAY SCAY SERY SCRT SERY SuiN SERY SCRT
EEBHR
%ZHB
g] BREEIARY  SCRY SCAY SERY SCAT SERY SuiN SERY SuiNy
;l}\;ﬁ)ﬁéu‘%ﬂ SCRY SCAY SERY SCRT SERY SuiN SERY SCRT

=14
BYVSEY i SCAY SERY SCRT SERY SuiN SERY SCRT
B

RAID %5IiE SCRY SCAY SCRY SCRT SERY SuiN SERY SCRT
®
EFIREY  ERY SERY SERY NEMA AEHA SERY SERY SERY
BRER
WEIKHEIE  SERY SERY SERY SCRY SERY SERY SERY SERY
R
FnkHaiE  sERY SEAY SERY SCRY SERY SERY SERY SERY
R
KAGEECR  SRAY SERY SERY SCAY ({NPR SCHY ({NBR SCHY (fXPR SCRY ({RPR  SCRT (1R
FE X Web M Web Web &M Web & Web &M

) F) ) ) )

EE—EY  SERY Suiny SERY SCAT SERY SCAT SERY SCAT
1=z

BEFEeE

191



INHESRH PERC 10 PERC 9

H740P Mini E|§740P 1EfE H840iEfe2E H330 Mini H330 i&figs® H730P Mini %nop iEfg  FD33xS
EISiE SEAY SCRT SRS SRS SRS SRS SRS SRS
@ﬁ%ﬁ¥@i’f§ SEAY SCRT SRS SRS SRS SRS SRS SRS
I
@E—Eﬂi—t SEAY SCRT SRS SRS SRS SRS SRS SRS
B SEAY SCRT SRS SRS SRS SRS SRS SRS
EEWni LR SCRT SRS SRS SRS SRS SRS SRS
(BGI)
B SCHY Suiny SCRY SCRT SERT SCRT SERY SCRT
SIMEREC SRR Suiny SCRY SCRT SERT SCRT SERY SCRT
=1
BEISAS  SEhY Suiny SCRY SCRT SERT SCRT SERY SCRT
ERECE
EbRAMERES  SEAY Suiny SCRY SCRT SERT SCRT SERY SCRT
=1
EigiEHles  sChY Suiny SCRY SCRT SERT SCRT SERT SCRT
=
SUERE s SCAY Suiny SCRY NER RNER SCAY SERT SCRT
T
3F PCle SSD  Ai&FH EA NEFH NEA NEF NEA RNER ER
RBIETIR
HITERIR
BT
N
RS PCle NEF RER RNER NEA RNER ER NEA AER
SSD LAFE
53
TR AEHR NEF AEHA EH AEHA NGy RNER RNER
PCle SSD &9
iz
FEESRIE LAY SCAT SCRY SCRT SCRT SCRT SERT SCRT
=X (FD/%
—)
INMFEREGE  SCRY SCRY SCRY SCRY SCRY SCRY SCRY SCRY
IRNRER
LED
Ei=HEE oM DIER DINER DIER DINER DIER DINER DIER
1=
EIREN RNER RNER RNER RNER RNER AER ANEA AER
T10PI 23
(D |i#: PERC 10 REZISI5IRThEEEIRJ0E RAID, SHHISE4615R HBA 1B LAR RAID 10 JERSERHD 2%,
#=. 52: BF MX FERIEiEIEHIESZISAIINEE
INHERRY PERC 10 PERC 9

H745P MX H730P MX

S ECE D BRI E AR TR st

=

192 EREFEMHEEE




Thieapit PERC 10 PERC 9
H745P MX H730P MX

#3859 RAID/JE RAID EA &R
=i SChY SCAY
EHER SChY SCRY
Bl IR SCRY SChY
EmE RIS SC SChY
TRIBRE RS SR B TR S| SCAY
B RIRE T SCRY SCAY
BB E—E SERY SCAY
YIva AR SCRY SCAY
EUERIIAL SCRY SChY
DR AR AL SCh SChY
SEMBES B ERRER S| SChY
TR REHAR 5 SR SCAY
EHE &Y SChY SCAY
BINSET & SCRY SCRY
RAID BT SChY SCAY
ERRENSRER SChY SCRY
IREKERRT SChY SChY
FEAIERIRT SChY SCRY
KAGEECREC B XI5, SR SERT (PR Web FREF )
RE—ERR S| SCA
ESH#E SR SCAY
TETHERL SCRY SCAY
RE—EMER SCRY SCAY
BER SChY SChY
[EE¥a (BGI) X SCRY SCAY
ELES SChY SChY
SNIIMEREE SC SCh
SRS == S SCAY
BRRINEBECE SChY SCAY
EiREHERE SR SCAY
IS E R ER SChY SChY
;E*PD%% %SE %ﬁﬁ%@ﬁ’lﬁﬂ)&ﬁﬁﬁ% REH REH
% PCle SSD LU #BER &R &R
LM PCle SSD HIEIE &R &R
BEEREN (HFH/%—) & &R

EEFMHERS

193



ThEERR PERC 10 PERC 9
H745P MX H730P MX

INMREREGEINNRES LED SChY SChY
Pl = e EF SR
FEHRLERRY T10PI 2% EA &R
. 53: TIFAIFIEHLSHEE

TheEaRt PCle SSD BOSS

ellfETsaEibt e ER DIER

HiRiEHIsSEE NEFA SIER

HUEAIIRIL &R SIER

TRIBREE AR A &R SIER

eVl ER &R

X PCle SSD & &IE{ TR TEREMF] SChT &R

poar =4yl

S PCle SSD U8k SChY &R

Z L8R PCle SSD HIZEURE DBER NEA
INMREREGEINKREMH LED SChY &R

FiFemENEERS

ZETLAER] IDRAC Web RENAZINRZ ERAFLATEAGEIRANERE (CEM) IRERIEEREMNETINAHEEERIRSM

RAID $%#I88. 3F RAID =688, BOSS #2850 PCle I @28
< HUWE , BETVEEEER EMM), BIRIRE. XERUREFEER=S
. YIERE
.« REMHEER
- Hith
BB EERERIAES AN,
ERAFEEHRIERAN SNMP FEft. FHCRIE Lifecycle BEH.

(D |i%: WF BOSS EHISBMERTRER | SRR ENS | SIS RATREMIEIE (CSIOR), EKIARH CSIOR,
@ | iE: MREERS LEHISINER WSMAN &< |, HiSI2—4 PSU B4 , HEMENEBRBISREHER  HAREE.

Q) |iE: FESTINRITSERR Dell EMC OpenManage Fam—H#RIIRGI. BXES(SR | i§SH OpenManage Server
Administrator User's Guide ( OpenManage Server Administrator FIF#5E ) AJM www.dell.com/openmanagemanuals t

TREN.
it: RAZ MRERMORAPHMEH B TRSEIIERREIRT. ERNRNEERIRGIEE.

®
(£ Web RHEENFEZE

{£F Web REEEFHIRERER

- HETEE > 8 > IEEETHEMTROCREMIIRE. WRESRE 30 B EIRIE.
o REEFME > B > EHEEEE RAD BHISMER. it BEFIgEmE.

- REETEME > S > MIENR SEYEHRER. BEERETE.

HEEE > 5 > BRBEBEEENHERER. BEREMERTE.
HETEHE > B > IWEEEIEEE. WIS ERIERE.

ERILAME R E RIS ERIREER.

194 EREFEMHEEE


https://www.dell.com/openmanagemanuals

@ [iE: INRRAASEZIF CEM WS | WRR RTINS,

(D |iE: 2 NVMe SSD &-FEE S140 $=HIZ340 RAID 123U , Web REARSEHUERERET NVMe SSD KIGIEES. BS1
BRI 7 RFRER.

@) [iE: INREHRIBIERE NVMe SSD 325 NVMe-MI 5% |, F7H 12C SEIRIBEEIRIER | W iDRAC S&IMIXLE NVMe SSD F#
EFEPREE]  X5ZAERIGERN PCI EETX.

BXRIEELARERHGRRIEIAIESER |, 15559 iDRAC BkI#EE].

{8 RACADM T (Ei85

BEEFHESES | 1BEMRY storage @,
BXELZZE , 1558 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI EF5 ) AT www.dell.com/idracmanuals _E3REX,

. A3 = | E -
(i iDRAC 2B 2 HERIENER
7 IDRAC iIRB N FBfERF , % System Summary ( RAMRE ) . JERISE7R iDRAC Settings.System Summary ( iDRAC iZE.

RIRFHE ) WA, Backplane Inventory ( HiRZFIRGH ) B0 PERERIVER. BXBEFRINSE | 1BSH IDRAC Settings Utility
Online Help ( iIDRAC IR E /. FfERETIAED ) .

SEF#eEh

AIEEXREFEAENS BYIRSSEMME | B, EHgs R EMETENTIRUE—MERS MWIERAYIERENIHE. S8R
YRER R e RIS,
EBEFHIZEIR X Storage (FfiE ) > Overview (#EE ) . Overview (S ) TEEREHRFFHEEMGNERMER. I
FRAYSEING :
. s
. YIRRLIEE

R

IR

BERIHETEERNAHRIFRER.

E5TH =2
=IEIBHE
AILASTHIIRR A AT IATRAE -
. EEVIENEEM.
s DEHEESEYEREENESBHRER.
o BEiag RAID BUREER,
. EH93E RAID BER,

IAMREKEEINME LED,

BRI
- EGHERYIEMHE
o INEERR

P EXEGE R TR A2 RRER

ERREORMRBT— P RERNSHHE. AERRFEATENP, NREMHETNEMERERLENE , SEEDE
AORE PSRRI IRAOYEHR | MARTETRASERBA T WNREAEA  SaNERERR M HIEEI IR
BRFTE TR RN EEZETE.

(D |i#: B iDRAC v2.30.30.30 SYERARAE , MNSROUEEEILRLR | WIS BAREH,

BFALIBEEE#E S B R R — M R E kB E RS E. BRBAILAS—MNA LRYIERE S T2 BHRER.

EHEF#HRE 195


https://www.dell.com/idracmanuals

ERAEANSEMIED EORFINT. ERREREAFOELEFREMNEE. NREEESASANIAENHE (Bs
BiEUHETRESEATAYIERE ) | BEROIEED I ERAERA.

FEMIBREEUREERRT | ANSRIRR T SiEHRs REARE—MEMHE | N BEED EE Bo RiI2BHRER.
REREE | SMBREMELSE , FEUHESEEHRER.

IRENE S G BRI A/ NERINEM SRR,

BB RS A RRERZRIRIESTE

. WREEH Lifecycle Controller,
s MBEAFELATRERSHHEZIRNEE | BENFIMNIHEIREEE | FiRXEIRE2ELTFHERTS.
o UNERYIIEREAEANTEE RAID #83 , NIfEA iDRAC FRiE ({74 iDRAC Web FRiHE. RACADM. Redfish 8 WSMan &% <CTRL+R> ) &
T 45T RAID 185,
O [iE: EFNEREESP | & F2 BBARRRENIRFIRE. WF PERC 10, FEZF CTRL+R EIR, X5 "SISMER" &
=7 BIOS A , Ctrl+R A" FBF PERC 9,
MRGEE "HINFHEERE" BATEESYEME ST ASERER | BUEREERIE , BFR2CIEES. Bt , inRESi
BHESTASEAER  BaEREEESREEASHEEERE. Bt , REESHEESHERME SR ASEHRER |
BaiERit o B2 BaE BIEERE.

MREERE "RINENEERF BXPEEBYIEHE DB NERNER | BEIRERRF  BF2ERES. i, RESH
RBHESTAERRER  BRBRUEED T2 BRE RIERERE.

NRMRERE— M ENEE | 2BREHERIREATERE.
REHECKEERRAER , AR IURXSEEENERREE.

{5/ Web REISEEkEGH A T2 AEHRER

BB R RMR O ESEED B2 BRER | IBHITLITERE

1. TEIDRAC Web REF , BEEE > IFHEECE.
Lt S B FfEEc BT .
2. MEHIBSTHZEEREA | ST HEs B S R AR,
3. BERYIBRHRERE.
IHRTEE BRRTE Si%iE s B8 KB IRRL A .
4. BHEALBEHRER  BMREFPITRERREG |, — S B EERES R BREH.
5. BEGEDEHAER  BMNEMEFIFITREERS | IW— P eSS MBS ERIES BoR&E .
6. BT ZBPRIA.
RIBSHIEE | AT LUEREN BET/XEFS I ST ETRINE. SREEEIREE N AXLIEE,

{EF RACADM S EcekEiE R Ei 2 /&R

fF storage MSHIBHERUSENEBREM.
BXELZEE |, 1555 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8F5 ) AT www.dell.com/idracmanuals _E¥REX,

SRR R 5187 RAID B3 RAID 1Rz,

FEYIIEHEREER)Y RAD I AT EHETITA RAID #2F. J#ETIF RAD IR , MEREENRIFHE—HIIRMERAR
. FFEAEEEEN TMER.

A32HF PERC 10 53R zR4612 99 RAID,
ZBYIEHRIKNREEIE/I RAID BdF RAID 83 , IBHUTLATHRE

{EFE iDRAC 5@ , 440 iDRAC Web 5%[E. RACADM, Redfish B WSMan,
EEFETRSEEEN | 12 <Ctrl+R> Bk TS E,

Q@ [iFE: WNSREEE PERC {=HIZRROYIRIRENZRLL FIE RAID 1558 , W iDRAC SiE ( 40 iDRAC GUI. RACADM, Redfish I
WSMan ) RERAYER AN AT EER D FHRBRISERRK D, (BR , SALMERZ M ERBERBEIFERA.

iE: PERC H330 FRRYIHIRE R IR AIE RAID 1830, 7ERfth RAID 2§35 , ©fi)iatEJ RAID 1R,

®

196 EEREFEHES


https://www.dell.com/idracmanuals

{£F iDRAC Web FRESIIIEZEREEH/ RAID #EzUKIE RAID &5

EISYIEH R RAD EIUEAF RAD R0, IBHUTIATER

1.

2.

3.

4.

1E£ IDRAC Web REH , B Storage ( fFfif ) > Overview ( #% ) > Physical Disks ( $JIBREER ) .
BAd; Advanced Filter ( BZRFFE ) .

AT ENFARIPIER | RIFEEERES.

M Group By ( FRIKHE ) THEREF | EFE—MESEIAE.

BRERSHIERL VD KEXRISEL,

EETBEERSE)E | BE Apply (R ) . BXRBFRIEZSER | 1§51 IDRAC Online Help (IDRAC BXHI#SED ) .
FRIER PR P RORTEIE N IR E.

{F RACADM 1SR EREE#/9 RAID #EzUEKIE RAID &5

TRIEZEEEIR) RAID EZUEAE RAID 183 , EABLAT RACADM #3<

)

ey RAID #85, , i5f#F racadm storage converttoraid &<,
BEEHRTE RAID e, , i5f#HH racadm storage converttononraid #p%,.

iE: £ S140 1ZHIZE L | B R5E(EA RACADM FREiSIRENEEMAE RAID 5168 RAID 1830, ZI5RVEREF RAID #E3U2 Windows
gk Linux &3,

BXHBSHES(EE | 15218 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 38RF ) ATM www.dell.com/idracmanuals 3KEY,

21 YRR

RREIRIIEELLIEA LSRRI IRIKEZRAIN S, 52 RACADM BY, LC GUI BIif[a)tbTNEE. PRSS=8_ EAMMIERIKANREET 45 A N385,

L eERIKENEE — SIRRSRAINZERAVIREN2E | HI0 ISE. SED SAS, SATA 3R&5h28%0 PCle SSD,
BEEIRIREIES — A ST IR AIFr B RGeS,

RACADM SystemErase FanSEIELA TS BIRTSELR :

SecureErasePD EINZEIRTE T2 IRIRENES .
OverwritePD J&EINE S ATAIXENEE FAVEHE.

4T SystemErase Z&1 , £ MO EIRSSARAVFTEYIIRME R RIRINEE -

# racadm storage get pdisks -o -p SystemEraseCapability

BRI ISE #0 SED IKmhES | iBERALtt:S -

# racadm systemerase -secureerasepd

BERESERIREES | BERUTHS

# racadm systemerase -overwritepd

)
)

i¥: RACADM SystemErase M\i@id it ap SIEEHOVIRRE B PIZIRFTE IR .

i*: RACADM SystemErase 1§ & {EIRSSREM B aNRMITIEIMFE.

(D i*: {8 iDRAC GUI 5 RACADM TRJLAEREA/ PCle SSD B, SED 8%, BXEZIER , {828 Erasing PCle SSD device

data ( #Zf# PCle SSD iZ&540#5 ) ¥ Erasing SED device data ( #Zf# SED iR&5401E ) &893 .

B3 Lifecycle Controller GUI IRYERFHEFRINAE , 152157 Lifecycle Controller User's Guide ( Lifecycle Controller FAF$8REE ) ATM
www dell.com/idracmanuals 3%EX,

#2f$ SED 183 R
®

it: 5 SED BREMHMBR—BSR | IHREARZZS. LAMEIHEEPEIRER SED IRE | ARBHITRSEER.

EHEEHEeE 197


https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

"INEEEERR Bk AR FIMERIRTEEUE. 7 SED EHUTIIEEREESFE SRR SE SED LRrEEUEKAMELX. &
InZEErRERE) , FHFCIERIAE) SED, SED RSB EMRI AR TR R S &S | SE R .
WNREINFRIR AR R S EHS | SEB RS , NIZREBEE. SWRERNs | SRFEHEFBEIRE.
% SED IRREIR A , 15HF -
22 H Lifecycle Controller,
1B BIRSEEHIBRFIERIR.
FrifEhY SED IRENEE AR RN ER—E87.

©) iE:

* {883 SED TJLASERIITE 2 B ERIRE.

« 1BI% SED RaIFEE . HTFHIESEER . CURERERARMERTRENIAS. MEREZMER  WEHRSISIRME
R , HEWSIERREY SED BRRISA B EREkIR SEMEIE.

 iBEATFEE 14 X PowerEdge BRS323A9 SED ZISFINZRIEERINGE.

5 Web FREElR SED RFEUE

ERER SED 1RE LRVEURE | iBHVTLATIRIE

1. 7£iDRAC Web RE S , 2= Storage ( fFfif ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
RS &7 Physical Disk ( ¥IBRRR ) TUE.

2. M Controller (=88 ) THEEES | IBEEHISSLAEEXRERRY SED,

3. WTHEES , X— & SED 1% Cryptographic Erase ( 2212k ) £IL.

YNRIZE LS Cryptographic Erase ( B£8R ) | FEESEE MEKBEFRIEMER | i5%E Action (#8(E) | ARBE T
KELEEHEMMIRI,

4. MRIFIMERN THRER RS | B T®IZ— -
Apply Now ( 3ZBIRZF ) — iSEIRILEINAT SZ BN FRIRME | TR EHSISERA.
At Next Reboot ( FIREFSISH ) - ERILEINAIE F—X RS EHS | SHIERN FERE.
TERIBOBIE - SRR 711 %A B HARNRT (8] AR
FHaRdEFNLERANE - SR HBERFREREEE. N TREESES | EIEE). RIEBEF AT a4 R E 2 B .
MWTHIZEERS | SEREHRS SR8
. AEHSIS (FHEFSISES)
EFEX
SEREIFEAN
XARFEREERS (14351%)
5. BAEERIA.
WERFKCIZIEN , BRR—KER | ISHIZELEIEEN., B, TEERER D FIZINAIRRIRE,
}tgg%ﬂkﬁuﬁﬁm , BRER—EHER | isHAmEEHIssolZAfEl 1D, BEEEIKBATY , FITEMEL AT AR EEE LA R A

INRABIBFUIRRE , BER—NERER. RHNIRRIERIIHBEMEWVEIERRT  WEER—FKERER.

{£F RACADM &[5 SED i8R

B HERR SED iIR%E

racadm storage cryptographicerase:<SED FQDD>

EHEHIT cryptographicerase i ERIERBIHMEI

racadm jobqueue create <SED FQDD> -s TIME NOW -realtime

EEHIT cryptographicerase i /SRR BrD M EMEL

racadm jobqueue create <SED FQDD> -s TIME NOW -e <start time>

198 EEREFEHES



ZEHIRERFIL D
racadm jobqueue view -i <job ID>

BXEZ(=R , 52158 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJ M www.dell.com/idracmanuals _EFREY,

EEYIRHE

ERYIEHETHR R ETR R EIERHETIINE. NEEHERRINREN false XAAA. WMRBTREMHE  EEEREF
BT A ISR IR RNNES., JUEEEREIERHTER | (BRI,
BHEZTATEHEHTAIERE. RBEER , NEMHERRISERPIS. B— IR E HIEER TS SEUE I
BRENE  FAAISEEIEERL. EWRRELEIE#E FHITER.

NREEGES E D EC ARG FIRYIEHENER | RINFER—IEHE FHTERLICREEE, BUEYIEHEEE AR —
MRS B RE RIS S D ERAE AEE AR,

EREEE

BIXSREUBEER A TLA TR

- Bl
- MR
FRIERER
< 1Rl
- EEM
- EUEE—EM
DNz RERAR AR
« PEESEESEERRER
« ONRFOBEINNREZ AL
- EUHREEYIRIT
BVSEY &
RAID 5T
it: SRILAEF iDRAC REIERMET 240 M EMHE. ECVRELIEE | (SERIRSEIRE (F2). PERCCLI Gi${T TR
Dell OpenManage Server Administrator (OMSA),

iF: PERC 10 it , EABAZIFHEiEHR.

)
)

B EIE R

VASERE RAID THRE | iRt — R, ERIRRRRS RAID IEHIRER— N S MR A BN iE., RERIRLETTM
ZWIEEHRCIE | BRI ERES SR,

eI NIRRT SNz AE R R IR IR ER.

SO LAMFERIEREE! PERC HISSHYIERE OIE B, BOEENHE S /AEERSSSEHBFPIR. EalLAER—MNK

FNESATEIEE 64 PNEEIIXENEEF 16 NELIIKENES.

WRHBIMLATER , WISTTECIRREIARE

YIIBR IR ENES AT FR T CURR B AR, LA IR A2 IR 5EE .

SRR TEIEFI2E OB RELEE. EAsE D — N EIE | ST ee IR R,

EIARIIRFNSR AT ISR AR, U TNEEREFMR— NEIERE | A7 eI IR,

—ME MBI E RS Ta I RITEREEHIes binfT. SRS FIIEWSRE , S ST LARBRIZIEL , AEREE=RERE. &9

UBEENEEIE G TRE SR B AR,

o YIERIAEANTIE RAID 1B, (SR iDRAC R ( 540 iDRAC Web FiE. RACADM. WS-MAN ) 8 <CTRL+R> {E5HE#Ei S
RAID &=,

Q) [iE: WNRE “RMEHERIRME" RATREMREARERIFL  MRZEMRHZEMER  WHINZEIREN “elEiEE
BRME" 15HBiERR.

BT 199


https://www.dell.com/idracmanuals

®

() |i*: BOSS ZHIBXAITEEZS2RT M.2 MIEFHT RIBFAELME. (ERRSHRMERENHFEE BoSS EilER
B, ARG EIMEEANMEERE. WFEMFE (40 RACADM Fl WSMan ) , RRFSERELIHE X

i Sude

iR EIE R BRI ES IR

SUREBIREZ R , BEBLAITEI

« ERHMESFRIEEEERSE L — SeIRNENIHENZSRSEERERHSE L, XEKRE  NREER— I FRERIER
®REFHS|S  WFHMEFRARRERE NG ERGIREDS EIRE.

o HEAREEIHEFEE— SN EIMRERN RAD BHIESRIMEEESE | HAEBPRIRTE RIS A A PRI
BYIIEHE. HEIRiEs R tEBEIR R EE LR & A,

o VIERRSTETHEA, AL, —MEEE ESEREH RAID 431,

o EAHETEUS SRR EEEIRG, XERFIBIRTiEHIE. SIRREIRER BRI SIF—EHENK TSR (HE

YIEH R FRERERDTTIE ) . RAREHIIEEAERR , TLAERRNYIERE RS E ISR, %%’%DE’%%E’\JBE‘FEJ%%HI‘]
RAID &3l , 20FF7s

BB RE=/NE RAID 10, RAID 50 F1 RAID 60,
. SHERKE E7[||"] RAID 0, RAID 5, F\’AlD 50. RAID 6 # RAID 60,
o SRETPRIMERENIEIRZN 2, X2FE RAID 151 RAID 10,
ToiETE PCle SSD LBl mEHARLAR,

{EF Web FEICIZELIHE

BB | IBHITLATIRE :
1. 7£iDRAC Web RES , 2= Storage ( fFfi§ ) > Overview ( #¥5 ) > Virtual Disks ( EE##4#2 ) Advanced Filter ( SZRiFik
B
2. 7 Virtual Disk ( EEIMRERR ) 3B, BUTLATRME
a) MRS ThEEES | IEIREENE OB EAEH S,
b) MR THIZEES | FEEEIRERRT RAID &3l
RESZ B:%Jggﬁi—rﬂ']ﬁﬂ‘tb RAID KBIA SR RE FREEES , FH RAID RBIN eI BIEEE T o] YR S,
c) %Ef\lﬁ*ﬂ A, iEERRE. B RIETIHESIEEFRE.
ﬁxhﬁ]ﬁﬁhﬂﬁB%{Ej%fuﬁ&ﬁgﬁﬁﬁg—ﬁﬁﬁﬁqﬂo
d) Eﬁ%ff—ﬁﬁqﬂ  BRNEMRERIKN,
TEEHHERRT | BERHEREEERAARN,

e) Span Count (ISiEITE) ) FRIREFMEIWIEMESE T (PR3 ) . BLAREWE. S RAD RAIGERERKEMN
ITE, MREERET RAD 10 FHEINREHESSTIFAIIS RAD 10, SIABETSEABER. EHESEaNEEERAYE.

3. (LiERMIEHEIT S+ 5*6?4:%&622%8’]?&;
BXREFEBNEZER | 155178 IDRAC Online Help ( IDRAC BX#EEEN )
4. Elﬁﬁﬂiﬁﬁ#ﬁiﬁ?ﬁiﬁﬂp, EIRE R Fﬁlx%ﬂ’]ﬁj‘llfﬂo
5. BFeUEEIEER.
BiRIEEENMAIRMERR R AR E.

i¥: PERC H330 A 3z#% RAID 6 #1 60,

O |i*: ETEHB SRR ERT BT, S, ETRITIS, EORRMERRREEA GRS
)
{F RACADM SRR

{$F racadm storage createvd’n%%\o

BXEZ(ER , 15215 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8&g ) AT M www.dell.com/idracmanuals _E3KEX,
() |i%: 7£ 5140 #Z=5ISEEETPRYIRENSE L (EF RACADM , F3i5RLR 4 K ekRi B LR BRI,

fRIEEIN R SR ETRES

ERTLAB SRS ATEEY. B SRR RIS,

200 EEEMHmESE


https://www.dell.com/idracmanuals

@ |i#: REEHBHRZISHEEMESAER, Hi  ERAEKRIHSSRT—SHERER,

EERIR SRR RS R AR R A IS BRI E B X

«  EERTRE - (AW RINERIERLAIH R YIRS XAE IR 4 EaiTuEREg. WRELANEIERIE AR ZH AR
X, NSRS N ERRTUER. EHRRSSRTAEIERER N IHEMNESEXE , FEaTuE (WELE ) .

o FE - RS S AEREREMHENINFEX. NRSEESNENHENINFEX |, R LIRS RS,

o FIHE - SEREATUE RIS RS A N FRFRISE SRR,

BRIt R RS ESIE NS REFEE AR MR ESERTHIES.
BE - MRS \HEREHSETRHENBKTHES. BB REFREESAESREFEFNSERSE Bl
RARRINEREENEEEEIES T A,
O — RAELUEEEHRETTERARENEERN |, EHRAAXEANERTHES. IS SREF IR RHBENT
88 . ENEESRSERIERAILNSREFARNHETRERREYE. B  ERERGIEHN TSR EIEERL  SEEUE
TEENHE, SR ERQEIEERE FoTRr |, BN AR o seiB R,
EHES — ERTEABRER (FEEHRESEERM ) . MREHRELEEACERRIRSEERET , HNERE
RS, ATREREHUEE L.

MR RS R I FIER, X ET TR,

@ &

- EHIENE RS R E E R A S AR ET LS 0REMRS A R, AT PERC RO
REtHSEER.

- WENESEESEET. Bl NRSHEIEHEET  WRAVHERERRE,
R . MR PERC REREEFEREEE  FRRKIENBEHIHEES , MNEBRRARA  BUERERES
%, EIASE PERC FIBEAIFERIZERRE,

Eitt , 584 PERC 1R BHEMS(E.

MIBR R 2

MR R SRR E LR RAISERNEES | FANEHIRECERIREIEE. ERIREIBERR , JRMESR
T SEHIRRERNRE— N EMEE | WTSENESEMEESENERAER. NSHEENRE— 1 EMHEN , i
BN EHNERAEREENTIERHRER.

INREHRF = BRERE ENEE | NeBAEBEBREMR.
BB E RN RAIARSS 2RI R eI PREEARE AR

fggﬁt}%’ﬁﬁa‘ . EETLAMBRS | SEPAIR RS, XTI OHETeMAH IR THRERS. Bt , EMRREINRMBRZRSER— 1M ES

SNERIEMIRR— MRS F TS B B — RN | FAEPTERHESTMRRAE—+F | BRAHIREAIRBIEEE | RS —
REMHEETEMRIER. EXFER T |, MRENEEEH RN EUHESERIREIE | NEUIACENRE.

e R R

LERERIIIE IR (BHBR0E ) SRANERE. WESNERT URENEE. MRFTE  HE—HESTEZTREE. R
g?ﬁlﬂﬁﬁ%&ﬁaﬁﬁé&%ﬁ&?  BITHRE S AR R MR RER RS, EAILAGER Web SREEL RACADM HUT—E4HE

IR AT LB B — B E, B — B B E R SO RIE,
BN REEESIPRAIIRS SRR | 8B E R —BiE,
(D |i%: 7£ RAIDO 1R EIRFNZEAT , AZIS—IHASE,

it ERIE R

WAL R ARG HRIRRE PO E0R | (BALTERUENRERE, SRR SRR A 8ERT.
() |i*: R BHEEMEERSE |, SDNECELIRS,

EHEFMHERE 201



AILAATIRIERIIA ML, ST CEECHAIIA IR,
@ |i%: ENEMIAMLRSCANE(E. (ERILAGER iDRAC Web R ( il RACADM ) BRi&#IYAL.

RiE#IRM

READR IR FER I EI R P ISR EYIENE, CrLIEYIE#ME CRTEdRE | IMEEHE=E BT IUENSE
8. RS AIRESSR , RAYIEHE FIANERREER  REENS R FEESYIERE HREIETER.

READIGHAIRS I SBEXAEHER. REEZERGEEERRMERENISRERIER T , A LBUTREDEL. R
B ST ER/DRIRI A BEsenk (1BRER230-60%) .

MTRENRESSBIERIELEEE.
REIAES A2 EYREHEIHER FEAT, XERAREEHMESAAHITESERE , IASEHERFIEERS.

REMEEIRERCEBSEIEE S —MIRE— 8 MB XER , BIRATESISICREDKER. ZIRENFE 2 £ 3MRIH
5ohk , BEIEIN A B H Sl R SR AT IR IR,

EeatSERENRNRERD AR,

sTEkISEIGH

STEAN ( MREEGH ) BFERCENREFEEINEYEENE. CRBFEME CaTiE | FHERFEIEH
AN RS, ERILE MR ST EMin. SREIIICRIEILE | MR TWIEH R E RSB IR |
EHREREERTEINMN. TENRURFRENRGHARFEEENEHER.

MERFUT N EMHEEN T2V WAFEEENRN. T2RWEES , ENARNEENEE. IRRFHETEIRT
HRPEHSIS  WRERKIE , BREEIEE TR aRIRE.

EEMAZECAIE SRR LT RN. TERTRETRSUEEER 1 - 2 211/GB IRt AEERUR TizHlss
RIS, REMBEIFhRA.

STEMRUES—REMR— MIE#ER.
D [i: RUBRRTRERS, RE BSHBEZISTLRK.

N2 REfblRE 2

fEEflze EEEMAMNER ( RIMRZSRIFER ) |, SJLAMER SED Walse oI EIMMETFNEAINE. REEH=E EEAEm
TEtlEEMHE  NENHRESBINE. CoEdEENNEREMEE | FRHEEIEE SZITEH CERE RISk
T,

TR B E RN RIRSS SRS e BRI A,

() |iE: REEEHRPCERANE  WAFRFEFNEA vD LI (20 vD 2M iDRAC 8 ) . IBTEM OMSA i VD
B, ESBNE.

P ENEHS BT RS

CRARERAR— ESEL N ENHEENRERSEOHE. NREMHETHRE MIEHERENE  AEAMSEER
[EIIERLER | AR RSNRERERF TR

MBS RN RIRSS SR BEE TR,
HEem 4K ERRLESE 4K IREhesLUERRER.

SISREERINZISMEE DTS TYREHRFATRRER  WStIZFNIRRME  EF28EEL. RE  WRE=1EES
EERAER NS EERAERFAMERPSHIER.

SISREERINZISMEE P EGH D B T YRR F AT RRER | NSEEAMMEERE BRI, R MRE=HS
ECERAER  UEHS BT RAE RN ERIPSHIAR.

(O |iE: BEESHIRIFIETEHTTR | BISTIATE Manage Virtual Disks ( BIREMER ) TALEEFXETHAARSANER. BES
HIREFERNIE | EFDNEKELRIFT Manage Virtual Disks ( SRR ) WAMEERER.

202 EBEGFEMHmESE



Ea& VD

TENEMUHENER , BROMESRREGNR, EUHESMREESFEHFFN. S8, EFF L%, SRIREK
gg@?;ﬁ%ﬂﬁﬁ%ﬂfo FEARSEERT  RAKEN 15 MFH. WEMRAREIASEIaSERERT=R. BRERNSREU
=AY, #ISEIE LC B,

REHERS

BIEAAEY R (OCE) , B LAERGHBATEAVIASASIEINATE RAID RERIFHERE. =H=REfombss) CAEHE (FRAE

#ECE )  NMTISHRIATATEMEESD RAID FEFIAIRIR.

EXHSEY & (OCE) aliEd 7745
SNEREHNREMHLERT LBA JRREM A F&/\FWBERFRR AR AT | BRARLIEIZ B=EAY REMHENSE. Lk
TSI NSRRI A 00/ N, ISR P IIRR B RETE A LBA ZRIZ B A=A , BBABMEIEIREE E6
AATE, AR AT RIEHERE" .

- tEESAERERENEEATRISYMNIGFRSYIEHE | T REMHENSE. AT IHES SIS0 EIHRIA

N RIEFEE RN E CIEYIEH AN CRMETE. EIUEENINE RAD REFIFIZIENI#HEIFIERE | t8
FEINEMHEEA/ N HSEETRE AR,

BEV RAITAPEEREN VO K. REBRER VD ANABDEURISTUEELS PERC ( KBS HLERFFTE MY PRIRAIE
BATERTAMHEET BRNEST ) . BFXMESWEE  AEFEKETHE | &REZH VD KN\ATBEARRTRAESEHRENK
N, FERETRPIRERMRAR VD RIMERRLER) VD K (BRELINT 100% ) o SISRBFBAN T AT8ERISA VD KAy, B4
EEFRER  BRAREIHAN VD KINSHEL VD KNZEBER,

RAID FAliE e

RAID AT (RLM) ZIEESEMRERRT RAID 23l IDRACO fRHE T —NEIR , LAERA RLM 110 VD A/N, —75TH , RLM ReTFHE
RREPAHLERY RAID K3l RZATLUEINEIARERR RAID 31,

RAID REERZZBEE—M RAID RAIRT VD #iH5—M RAD RAIRISIE. 15 VO TREIRRERI RAD HAIRS , B ERIFBFEUERS
BN OB AFHECERIET.

L EEE ST IS0 M ERFOSCRI ST,
TERNE T ERINETIARIIEERE R FEHECE(RLM) VD A8 aI EECE VD /3.
. 54: TJHERY VD TS

iB VD B TAJEERYBMRE VD S | iRINREER TJEERIENE VD R/ |, ARt
RO ( BA/MHEER ) R1 REH

RO R5/R6 TNEA

R1 RO/R5/R6 RO

R5 RO/R6 RO

R6 RO/R5 RO/R5

OCE 5§ RLM izfTRIFeiFaYIRIE

OCE 8 RLM iZfTRI SOIFLATRME -

#. 55: FEIFAYIR(E

MEsises: (7EHE vD &l M VD i (iEBid OCE/RLM )  MuFFE—I=HIzs ERE@MRM ME—M=FIEE EAFEME

OCE/RLM 47 ) BREIRSRO YRR R ftt VD ( AiEig OCE/
RLM) iR

BiREE i[53 IR¥E i[53

SHAE IKR BUHIAME INKR

IREKAIEEUEL BUHIRNR nEieRRER EHIAME

RENIKAGEEEY #e1%93E RAID HEER S

EHEF#EeE 203



abe sl e SRR

BRI EEIR e led
H109 RAID BUREAL PSELILEIEE
HHe93E RAID BAER SRR R
BRI HIRRRT

OCE #1 RLM PRl

P FE5@Fa0 OCE #1 RLM PR&

OCE/RLM [R#INH#EZEPREE— VD BIER.

RAID50 #[] RAID60 A<3z#%F OCE. RAID10. RAID50 F1 RAID60 A323% RLM,

MREFIFECSNENHENECARNE  WEERHMEEEIMERT RAD RETBHEET B.

BHIESIS B IEEH1T RLM/OCE I ZNBENBEREFTRIEEXNETS , HZ RLM/OCE 58K,

BN EEIHEEESTINHENE , EEEEIRETRK.

WA RIS SRR 32 1N,

WSRMEHEIFEEIRIE (40 BGl/EE/BS/KHEE ) EFEAENAY VD/PD LiEfT , AT XA E#HECE (OCE/RLM),

£5 VD KEXHIIRENES_ EIFEHITERECE (OCE/RLM) BT EAISRELAYH TS (OCE/RLM) B SHEF Tt ELM.

BEETHE ,E%}Lﬂﬁg OCE/RLM i INAYSRENESEDS B NI AR R —EB D . (BXREHIREES RS SEERTFREERAN
“Online”  ( BX#) .

BiE#ait

I TIRCAEE A RS FROE AWk, 7F PERC BSISE I | mAmiiR s A R e S R e EEm. e
BRSNS R EIEE | LURES BRI EaHEE TS, B2  EAIAKEDHTE | SlReiesst
EHRTRET. BOETIAASE F S ATIAt. —BENY | EATIAATE 0 3 5 HeHENET S5

® |s$: A RERT RAID 0 SIS,

{EFH Web REEIREIIERE

1. £ IDRAC Web REH , HERE > FEiE > EMHMERE.
2. NEBIERS  GREEENEEEEUMEEEIRS.
3. MEETHERES | R—MEE.
LIEREENMEEN | BER—IINRREEC. &R/ MARENE.
=t
55
RIESREFRE - S ENL NSRS ERETRE
«  VERVERES - LATMERTAHERE -
BENFNE - RS TAENS | IREESRNBEX P HIMM M RN |, Wi AT S REFR
B%. ANSIEENERABEN , NiZEHlEeREE TR TERUR .
© FRRE — RAITEENS | FRATTULRE,
« IRE - T TRENS | R ERIS R ASIE Z BIR AR S IR SRS REE R | Tt
fEESK, IXERTINPRISEUESAYEERE | (BiniapeuER | EEESAAE.
« BAKE — BESREFREESILI NG —

« BE5 - ZFTNTHRENS | MEFRAKREIRZTHEHIER RS8R ERTRiES REEENRS.
« B5 - FRUTEENS | EHREREFHEIRZTRIERIER | TS SEERTMIES REEENR
g, AEEHREEREFISIEEANERENFHERE.
- EHOS - FRRTIRSEERETN  BRTEANSEER (FERHRESEEEM ) . MREHRRARIBASE
FERSE®RER  HIMBIREIER , ATRERESIREXK.
- HERSREFRE — SHUESREFRIEES LI NEIZ—

BOAME - TR EEFRAESABASREFE. WTF SATA#E | WEXEER | T SAS#E | IEHXER
A.

204 EEREFEHES



EBBH - T RHENSASREFC/SHE. NRITE , NSEnsEERIMREF =R,
B[ - XA RHENSANEREFCEZR. SFEESUBERIMREF IR,
gﬁﬁgﬁﬁﬁ% - ISR AR B O S IR N INEFMA RIS, KBRS rEI RSN B2 SNSRI E
MeE.
RAID RAIF - BREEETR. a0 RAID REIFIEINEE AN, FEEE—N 10 RAD &35, BPURRINE EIEE
NINEZIRFhES A REERE AT RAID 5. LIhEEAERTF RAID 10, 50 #1 60,
Mhadk - BRIE - EIIREE FRYTENE | LUERMEHETER AT LUGHSIRIE. ¥R eI LURERSSH, , EAEALUGH
S ESBEYIENE HRBNEIESE | (EEYIE#E FNIE SR HASER,
Al : T2 - ERINENESEURTIE RS,
QD) |3%: #Mbak - ERBIAAEMRF PERC H330 #5158,
RE—HM - EREEIEEN—EE | NMBERNAY TR SRS E—EE.
(@) |i%: IRENSRIRES RAIDO SRR LIS —HHEE,

BRXUWEIMEZ(EE | 15217 IDRAC Online Help ( iDRAC BXHESED ) .

4. PEVEIMATLZEINAEY , BEE FAERBHRTLE NAENEHMNAER | SEETH IR LS e B
&N , FEATEMFRBEAERRI LSRR,

R EEERR RN AR E.

{£F RACADM B EHlii AR

AR T S BRI -
EFREEURLE |

racadm storage deletevd:<VD FQDD>
EXRCRR AR -
racadm storage init:<VD FQDD> -speed {fast|full}
- EOEREMEEN—EM (RAIDO EARFRF) -
racadm storage ccheck:<vdisk fqgdd>
ZIH—EMEE
racadm storage cancelcheck: <vdisks fqgdd>
EINE RN
racadm storage encryptvd:<VD FQDD>
« BEOESENESECE RGN

racadm storage hotspare:<Physical Disk FQDD> -assign <option> -type dhs -vdkey: <FQDD of
VD>

RAID ficEB16E

TF=FIH T EE RACADM F1 WSMan Fr{EFEHI—LE RAID EREINEE :
LIRS N BN RIS T SBEUREX.

#. 56: RAID EeEThak

TheeapH RACADM #i& 7L
SEHIEKA , FEIRHE. HRARIEES R L H thRE T B
racadm storage forceonline:<PD FQDD> %Efﬁl%ﬁﬁﬁﬁﬂ)\ﬁﬁmﬂk& Hﬁ)@?ﬁﬁﬁ

EAbEIes | SR LAE R ThRESIR IR
HEEREIRS. —BisfTrzsd &

EHEF#ERE 205



IR SRR EE RIS | AR
HEEPE PRI R AR, (RAEHIEE
LAMIRFRE B A T S NETTEERT |
SHILXFRER.

ItEIhsE S MR R ECE T IMBRIKANES |, 5
EHNFHUAT | N SEPFRAE S
BE. WRENRHERABRAIBESREN
PEEERS SMART SEEE{HALT B
P&, NIHEEIFEER. MREEFARE
TIE RAID BEcERI—EBORIIKAN=S | AT
LASEFRILETNRE.

AL IR R T RE U AL R AT IR
BEFIEIS— MR, FEENGT
BRI RS MBEEENZT "B
g" INEFFERINFISEEIRNL | LA HRIREL

AILAMERILLIhREIS R R EC B 9 EaiR
F. JEFEEETURRIEIHEEENS 1SR
FHER LR TEERGN , XAJsLHE
=

LEIRER BT I IEIRIE RS S B ir=hl=saY
NEZSRARRIMEIXNRRAISD . FEREL
EfE , AIAIIMISIKaIER N — M HRRTE R
B — 1 K.

BIfETERKINfESE | IXLOIRTNESISZE "FMER
EHIREEER" RRIP. BITSANREREE
AEiEH e R RUX IR ENES FAYZEE |, HE
LEIREM Foreign BRI Secured,

O |iF: (AMBAVRFBHERE , FEEHTHIRRS. BHBNINGET XES SR ENBIME.

SRR .
racadm storage forceoffline:<PD FQDD>

SRR R . .
racadm storage replacephysicaldisk:<Source PD
FODD > -dstpd <Destination PD FQDD>

REMHEEENR

ﬁﬂﬁﬁ%’ racadm storage setbootvd:<controller FQDD> -
vd <VirtualDisk FQDD>

fEMINERECE
racadm storage unlock:<Controller FQDD> -key
<Key 1d> -passwd <passphrase>

SNIIMEECE
racadm storage
importconfig:RAID.Integrated.1-1

S THES s* J oo

=P

BILA/OIEHIRR AT LA TR

EeEEHIRREN
SAHBHNESNINPERE

< BERSMNRECE

- EiRiEHIRREE

- Sl EXEMiRREER
ERREBNSRER

=t 1 gk

T EHIRE  UEEUTEL

A8

SIEEUET ( BahEiFal )

«  EENEEIEKAEIEEY ( NSRKISISEEUEN S FaptE )

© KHIEECRECE X

« BEEMER

< ESRIN

o QETEES

. IEEEME

=1 SR AGECHES
EARS
IR EMSNINPECE

206

BEFEeE



« OIERENZEER
T E R PRIRSS S5 HI RS sEEc Bz bl=m /B I,

KASIEAR IS ERIN

KAGENIR BRI R RNIE,. SUBERTIA. SEEKTE SAS #l SATA HDD EBIIEITIR,
KIGENARTE T LA NSRRI R FiET

. YIRS SSD.

- YIEHEI A EEEEINHEEPR OB ARED.
«  YEHESAEEERTIA T IR FIEIEES

. EE
. EFERENEE
. EEUE
. E—EE

HSh | KRR FRTEE RN E R | FHERA IR AR IR,

Oz BE “Ba SR TFORTRRFNSTHIENESES | HSREREHEREXE.

Q) |[iE: MREHEPRIELERA TR | WASHS RIS SIS ZAMERE, BIEETILIER iDRAC FRERIIERIRE
TER D REXRIELLEHRER SR,

ST

TEFE B M REE B s REER E— BRI MEHIRRR O E0EZRRRIX 1/0 B3R, IWEMHRAE SAS f=Hlss LA A,

BEaiiiait (BGI) =

£ PERC =8 £ |, TAREMH#EENE VIR REN#EELIES 0 2 5 DfrRBEITHE. AREMHEENESRUSEEN
HRMITES | LM TREIEFIRSEAIERE. HIa0 , RAID 5 EEHENEEIRHIRIETKE | SBRIVEECHIIEIL. RADT
R ENEERNERFTME | MIEHEEHRRE.

[EEIRHS AT R BN EHIRRRBF I IE TR RS R R R, EXAH  EERtiEESHE—IBIRERMU. N
TFEEVRNIET A RiZISTE. REGH | EEIRHEATE 0 2 5 SN BEERSs. SEaRtETiTh | aTaeRE
%&Jﬁ% (GUAMEERFIS IR ) . EfthidiE (HIeIRENHEER ) BRESRaRHREIET. XESEESERETIRILE
[EERHERRTECE S 0% 2l 100% , AREBTEITEENRHESHRARFIEStE. B8 0% i, JWTiEHEs , Fatln
HEEREMEAR  FERKAMEA8E5  FAERNRFEMEIR/INRE. FEIIREN 0% AEREEIRTERLEE
HiF. BRA100% B, TGRS EetntEERSNGR. FEVIRHRERSE  FEENRAMERINRAINRE.

E—HIE

WE—EHESAIRIETR (600 ) ERERE. WESNERTRREMNERE. NRFE  HEHHESTERTRY
&, SEMHEELT "KBRTR" WS |, BTRE SR LI ER RIS,

HME—HIERATEEN 0% 2 100% , KREBTETHE—HEESHNERRFNEO. B39 0% i, JTEHRE  RE—2
HEBREMER  FTERKAIMNEZ8ETH , AFERMEARMELINE/NIRE. BN 0% AERMBE—HNEFLEE
HiF, BRA100% /Y, TR RE—HMEEESNLR. E—EMREERE  FERNRSMERMEARIRE.

ety
BN E AR

ECEEHIREIR B LICIESENRe® ., TR ERINEERRIESRERRIIEXS SED RUNE, BRAILUSENEEINE
THRERUIEHIRR G — MINEER, A MERETE (LKM) IRERTLIBERLSRH, LKM e]AFAERRIF RIS FRRIZA 1D f
FHEER. MREA KM, N iR NS Z R A E R aIE ke = A,

£ HBA 1, iz THI PERC F{HHR488 EARSTHEAZIES.
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EFH Web REfcEI=HI=EE

1£ IDRAC Web REH , 5% Storage ( {Zfif ) > Overview (#{8 ) > Controllers (35H#Ig5) .
i NS A=t £ E DU

2. f£ Controller ({28 ) #poh , EFREEEEERZHIRS.
3. AN EIHEEREIESR.
{Cﬁurrent Value ( ZHI{E ) 7 ETF M EEIAE. ERILIBENEMEMRT Action (1R(E ) THERETEFATUESIZ

BXZFRIVER 15215 IDRAC Online Help ( IDRAC BXH1#5Ef )
4. 7£ Apply Operatlon Mode(lﬁﬁﬁ?aA’Eﬁ'\‘.)'Fﬁiiqﬂ, 5*6§°¢%r“ FAiR ERIAT A,
5. BAERA.

R EEERR RN AR E.,

{8 RACADM &= hH=RETE
o EREKIERUEL
racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}
WMRKIGEREXEIREAF o |, BERU TSR EHFHE LKA IEREL
racadm storage patrolread:<Controller FQDD> -state {start|stop}

Q) [iE: MREHRPRIELEEAR TR , WA "Bih” f "EL" FSIEIRURE. BIEEILAMER iDRAC FERKI
EBIRE . 2SRRI B BEhRHEERIS R,

BEigE— N4 EET, , 75 Storage.Controller.CheckConsistencyMode %452,

BEAmZARSET, , 5% Storage.Controller.CopybackMode X152,

B AR AR EEL | 15{FH Storage.Controller. PossmleloadBaIancedMode FOE8

=g %Fﬁﬂzij‘lﬁiunéﬁﬁﬁﬁmﬁ—éﬁE’fﬁéﬁ’%éﬁﬁﬁﬁ >tk , 153 Storage.Controller.CheckConsistencyRate 353,

%} EERTEENIEHANEHIZSIFRE DL | 15(FH Storage. Controller RebuildRate 35
IBEERTEIRENHERNENTE "“?)Jll"‘ﬂf, (BGI) B=HIgsZREE DL | iBER

Storage.ControIIer.BackgroundInitlallzatlonRate POEH

EIEETRTEMNIEEEEE I EA IR RAD R3S EMMEANEHERERE DL  i5ER

Storage.Controller.ReconstructRate XI5,
B2 S e RN EC B B S )\Ij]ﬁb 153 Storage.Controller.EnhancedAutolmportForeignConfig X752
FOZE. EEMirLeZRLANE RIS | i5ERLUTHRS

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>
racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old
passphrase> -newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>

SASBEHISAIMIEE

HNERECEREBAEMN—MEHIRREI S — Mehasr IR E FRSIE. CRMRBREYIEHE FRET RN IR E.

EEILASNINGBECE | LAMEEYIEHMER AT REUHE, NIINTEETESLT M4 5 "BR" IWSHENEE |
FEETATISASCFENEMHENAERE | F8ESNZIMBRE.

FrE M EEIRGFE | (BINRENMHEIEEERUR RAD K5l NATERIMITRETE.

fFlan , INRIMEPEEFRE S RAD 1 EIHETINEGN—i% , IPAEIMHEELTHRIRSHERUUSA, NRINEENXNEE—
MNEIHER="MIIEREEE N RAID 5 FUIERE |, BEAIZ RAID 5 BB THIERS B RS,

BREEIEEERS! | SNBECERATReE R — M= Lo B ARG RAERERS— MEHRaE#ER. SAINBEEESTEHY
BHE(FAREASA. MRZYPEHEEL RIS DRENTRRER | BRERR S ERRENHEEINPEEH R BE
£ MKz F A2 RREASA.

NFEMEER A IRETERS (LKM) BIERYEAINPECE | WFELLhRARY IDRAC 1, SASMBECEIRMFATA. Suwinme
CTRL-R f##ifIKanes , AFREREEI IDRAC SNINIBECE.
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RS EHIRENZEIRINPECERS | ARBRSAIMBREES. SthaliBadeEEH SRR E 2R 88N E
( EEMHEREAER ) . MNRIEHEIRS IR | NABEH RS SAEE D MRS E 7 A& A,

iE: SAIMBEREIS2SARINEH=HIEMIEMHE FIHBNFMEELHEE. MREFESMIMNREMER  WSAREEE.
PERCY {Z=HISSHFENSNINPERE , TFAFXE. BNSATLUERARERA. INREEA | PERC iEHERTBsSNENEIRY
HASNBECE  MARFFHT. WREERA , W PERC FeBaISNHIINERE.

BB SR RAIRSS IR A BES N\ INBECE.

£ HBA R IEfTHY PERC 1= 88 EARSTIFZITS.

@ |i#: RALARERREMSTH | FENSHRIMBIERL. EEMEIEENBIRBuIsEar= £/ NERE.

AEELATERPRIINBECE

ECERIPTEYIEHEE CE T EFEA.

BECE RIS YIRHE CE N EFTEA.

REM#EETRFEYIEEEE A ERREET , AREHEA.
© IETREMHEETEWIEEECET.

AR IRBIER TS ARWIE#RE

MFEINEBECERISEFRSNERIE) |, YR ERIRNERNSHREREREE., RBEAELT "Unconfigured Good”  ( RECE | REF ) K
*ET IRzhes EAREBITINDE SN

TS ANHIEEE TR SHIIX A RS .

B ARIFSNEL/ \MIFMNRECE.

{E Web RESAIMNERECE

)

@ [iF: FEISS A BOSS {25ISEh05MPERE.,

SNIINEPEE | IBHITLATRME
1. 7£iDRAC Web REYF , BERE > IFHEETE.
2. NEHIBETHIEERF | EREENEENINIREREHIES.
3. BHMBERETHSA  AERGMA.

{EF RACADM S A\/MERECE

BESNINBECE | BEHUTLATERE

i MRRFRPEFERSEAIMIHREERSE | W— RS M NERINEMEEIIRSEERTRAINRIRE.

racadm storage importconfig:<Controller FQDD>

BXEEZEE |, 15519 dell.com/idracmanuals HI2{AY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p41T
SEEE ) .

imPRIMERECE

BB EN—NMEBRRRIR—NE | SIS RIS SFAEE D EMHENYIEEE (INPRE ) . BTLIEBIREYE
HEAASRBILRIERIYIEREESE S/ E ( RIUHEER ) . MRMIRHERSHING , NYIEHEE S AEERD R
iR, ,@EILLLM%EJE%EI’\J%IEFZKEEP%II?EE@B%E?UFZKEE%

BRI E IR PR R A BRI B M IR b =s A WEERR FRIRTEEUE. MRGESMINBEIEE | NFrEREIRHIE
bR, SRIREERES NEMMEMAFBITEIE, B TIMNIERITDIAHUTIIAN. WRBRITESNNFTEINPEE | FTLAER
APRINEPEC B DRI AR A RIS NERER.

R Web REHSIRIMERECE

ZERRIINBECE | EHTLATERE

1. f£IDRAC Web REF , REEE > FHEECE > I=HZREE.
[haiES e 2t 2 Ty DTN
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2. MIEHISETHSEET | IREE SN B i 5E,
() |i+: Ei5k8 BOSS #=§I8 FIMAPEE |, St “HiRRE" .

3. BEiERRELE.

4. BEHERIA.
AR EEER R PRV IRYIRRL A ERORR IR .

{EF RACADM i5fRIMERECE

EEPRINEBECE

racadm storage clearconfig:<Controller FQDD>

BXEZ(EE , 559 dell.com/idracmanuals HiZ2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5$1T
SEEE ) .

EigiEFIRAECE

ERIAERIEHIRRECE. WRESMIIREN#ENNS , ARERTEEHRE LAER. EASNEETEIRBIREE ST
7. EREEASMIMEAINERECE. XILLIIRERYSERISTIHIERT PERC 9.1 Eift, BIRECEFSEMRTITLIE. TLAEMEEST
EHEENEEMATIRUERE | MAHRFTRSSEEERIRE. BUREBRSSREHIR.

O [ EigiHBRER AWM R, EWSIBRE , BTSRRI,
{EF Web REEIRIZFHIZEECE
B

1. 7£iDRAC Web RES , 2= Storage ( fFfif ) > Overview ( #%E ) > Controllers (¥=HIgE) .
2. M Actions (#8{F ) THEREF , I— P EHZMEHIESIEEE Reset Configuration ( EiRElE ) .
3. WFENM=HER  ENAREEN ThEkeY | BERENBIRERIARE,
4. BEMA,

BRIEIEENRM RN AR LIRS,

{5 RACADM i FIZEEE
EEIRITHIRRAE
racadm storage resetconfig:<Controller FQDD>

BXEZ(ER |, 15219 dell.com/idracmanuals _F12{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEIER) .

iy (=] - k-

il R
£ PERC 9.1 {IEESHRAHZSIE F |, aN@TISEIA RAID 3 HBA SEEEBEEHISRHME, ISHISSA0RIES HBA $HIS8481L |,
BIREE BRI ERStEH. BHEEXENE— D MERAEIN , FEEsCATEH.
ftERC 10 R EEARAHIIEHISE ST ISR RS HBA 2 , B T LaizHI2SEz0ikInhA) HBA, (B , PERC 9 {344 1% HBA 12
I\
IR0 HBA B RMHLATINEE

{35F RAID %31 0. 18K 10 BlIFEREIRLEE,
«  [EFHERIE RAD B,
s BENHEENETASEREFRIRE S AETNENRS.
o BERLEFIEAE RAD BB E NEWHIE 1SR E.
- BESFrAREENIMEERITE RAD ¢

TR S
IR EIRAS
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«  SPMENRECERIHERS

(O |i#: FEISQEHSA RAID S, 6, 50 5% 60 EHIELE, B, FHNIER HBA BT | SELLTHEHHRIEEIE RAID BURE , FLA
RN RAID %,

FEAEHIS OBt RAID B HBA ZAT , IR

RAD BRISESTISEHISRREUER, 72 RAID HEBEVF ARSI L , (R RS AR,

IR IR,

RS R .

RIS IR PEE,

DRI F ISR SIS | R REERE SR,

RTINS SED B HZ 2 A,

B R RENRRET,

I AR SR

@ |iE: EREREHER Z AL SRIMPERE. TOTH, ERSARER , ERXLsiRSHne.,

Q) |iE: EIRERESERUEHIZRIUZAY | 33 PERC FD33xS fll FD33xD fFEREE R CMC IFTliE ( FERTF MX ¥8 ) . BXFE
JEEE CMC FRliERIES(ERE |, iI5S dell.com/cmcmanuals E3R{EAY Dell Chassis Management Controller Version 1.2 for
PowerEdge FX2/FX2s User's Guide ( i&MF PowerEdge FX2/FX2s i Dell Chassis Management Controller i 1.2 FIR

e ) .

D H RV RS R GI

PATZIZREZH{EF iDRAC 5 ( a0 Web SRE. RACADM 1 WSMan ) i& E=HIzsEzCRtRIBIS -
WNER PERC %884 T RAID 18T , NMIWARSCERRATE I, . INBECE. EHRERsRBNERER  REHE
ZiE BBy HBA 15,

o IRERHIEMEAT , FAEECEE M RAID IBMF, a0 , MR PERC &TF RAID 18X , Bi§ PERC RS EEIRE N HBA X , Mi&
=R E BGI B | NILFFEEASE,

1§ PERC =28 HBA tI#525) RAID #RXRY , IKafRRETIE RAD R, MEASEMNZE N "ME" RS, o,
RAIDEnhancedAutolmportForeignConfig Bt EHE1IXE /I Enabled ( EBH ) .

IATFIZRIR L FRAR S 28 B & X4 ThAG @IS WSMan B RACADM SRENE B SSE= AT a9FI5 -

o RESBREE IR EIRESS I AIECE S RAID I24E, BI40, , GN5ER PERC #=4I884bF HBA 1R, , B LURIESH
ARSSRRECE M4 (SCP) LUSH=HISFEIUE ST RAD |, iR EHRIR A U REHIRL AR,

«  MEICM RAID 29 HBA Bt , RAIDaction pseudo BMEGIRENEH 9 BOIAMTH ) . RAESIERBIHEFIEITHOE— A EIIRH
&, EHEREEEN B2 | (Rl BRI EiER. eI , BT SCP 4R RAIDaction &1,
2 PERC #=HI884bF HBA AT | dISRXIRIB/RHEHIRRRNE R RAID IS SCPIBITSAFLL , F=EIE VD |, Mgz
AR SR, SATREA SO E S HIss R IUAIH#E L RAID 24E,

{53 iDRAC Web SREII#EEHIZEEIU

BYNREHIREL | BHUTIATEER

1. f£IDRAC Web RiEH , AT > #ES > U8,

2. fHiEHIBNELE | BEHIgE > IEHRRIR.
LEIES S B HIRR A HATR E.

3. WTFhERBERETIHREIREHIRMRL | AR TREHSISH.
BESISRFLUEERE.

{85F8 RACADM #1]JifaisHISe 45

Z(HF RACADM iz HlIss &Rl , =T T ola<.
- EEEEHIRRSEAME

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]

EIREERE 21


https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/rmte_ent_sys_chassis_mgmt_cntrllr

REBERUTRES
RequestedControllerMode = NONE
« EREHIRSREINIREN HBA
$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

ZoIE—MPWFRAEK

$ racadm jobqueue create <Controller Instance ID> -s TIME NOW -r pwrcycle

BXEZEE |, 1521 dell.com/idracmanuals 12 iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @ {TRESEIEE ) .

12Gbps SAS HBA 1EHEES2IR(E

3E RAD =B8R BB/ RAID IIEERY HBA, EASTHSEMHE.

14G IDRAC $ZO373F 12 Gbps SAS HBA #2:4H88%0 HBA330 ( SERFNIEEDSS ) =88,

AIA99E RAID IS8T RHIRAE -

. EERHIR. YERSIYEEMERMERTIE RAD =4S, ISt T LIEESHMERER EMM, XEB. BERSSESR
ERNEEYE. RiEskEL S rEL.

. BEBENRENERSHER.

+ 7912 Gbps SAS HBA =HIESSHIWWEEFEIE ( DMERAE)

o TEREEAT , WSAPTRRLAE SMART il A RASAVECIER ER E0 18R

o USMYIERL AR EAEIRIRES
IRKFERESGH I LED

@ iE:

«  {EXJHE RAID $=HIZS TR IREMANSIHREZ I , R THITENSISIINERFEIRSM (CSIOR) FME.

. ERNTEHEFEENSISRESR.

+ {X&73 12 Gbps SAS HBA {ZiIZ5F1 HBA330 FIEREHIZRAITEHIIIE B A SMART RIIRENZEH SES HAE(ERAERRISERT IS
.

LR ves - R b gy

FEEESIHECEA SMART AWIE#E FHYTERENDHTFIRERA (SMART),

SMART AIfEE MR EHRTTRIUMESIES A ETUNEIRESTRIT AL SR, EHRS TR EATSIETN | SRR, WS
IH{EEEIELA IDRAC, IDRAC MZEMER—MER,

3E RAID #83\Ek HBA 1&3\ FRIIEHIZRIR(E

SnERIEHIERTHE RAD #&R3 (HBARRZL) |, -
« EUHEESHEAATA.
EHRRNR eSS,
FrEYnEH# AL TIF RAD 1.
SNERIEFIRRAETAE RAD #52 , EAJLAATLATRSE
IRKE BRGH IR MR AR
- EEMFRERENE  SELITNEN
TEFEART
HWE—EMER
© KARIEEUR
- EISRN
EHIRE5I1SER
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o IEENBMSAIINEREE
. EEXR
. EEEEER
BEig=
N == A G ES
o HUEEERIER
KAG TR R A & X 15
o BEERT RAD IZHIESHIFFE RN ( BIEERI ) .
. BERIIMNEERCE

() | i%: INEEIREIEIE RAID ERRASHIS , SEF—RIBIZNS,
UpsgohFE RAID SR , FHABTINE RN, KSHEERE.

EZSMFEIEFIRE_BiE1T RAID BeE{EIl

BMNHAIZESZHFHY IDRAC REITMNALRIFAEEHISSHRTIROERT | 1BHRR

BIRXSEMERIRNE TR, FEEMEST , AEBFRE T — MERs D TECEMEZ Rk,
o (ERTHRIEINS S MBI R AR R N ST,

M m e =
EIRRENEREF

S E RN REFINREREHIESEIR , it IERNEEHSEEREFIUE. AEERFERT , ZESAIEEREFTD , AR
SA\YIIEHE, NMRENMEER T EUREZ AT EEMER , USEREFERRNEUEEER.

(EEE RS EE SiRTFFRY , PREC 14883 {R BB NTIRBHEHENSIREFTEGE | BEEIBFPIRE B S S miRE1F.

EHRRIONSZABNSERETN. REHRCRESRET  WEHRRSETRAERR. REBEUTHERMER 45
BHREBNESRER

EHERB NPT E.

BRI B AR SRR IR ER.
o EEFEAEME SR MTTIERE,

&I PCle SSD

HMNEERFBEAEIE (PCle) EZNRER (SSD) B— S HAEEEIRE , ERTEREER. BarStm NG Hig Es (10PS) fuilgk
FETTSEEANMEIP R SR HERYRIRTS 2. PCle SSD RFERERJT (SLC) F1ZERTT (MLC) NAND INFERIAIRITTIR . ma =R
PCle 2.0 B¢ PCle 3.0 385, 7£55 14 1K PowerEdge IRSS88T | FAIBI=MARBERISTCERE SSD, S LUFERY REELIET SR
R SSD.,  {ERIMKERLSS ( NERY ESS ) EIENEE SSD iEERIFR |, LARSEAER LAY HHHL (B ) k.

(D) |iE: %814 f{ PowerEdge BE5588 2SR T UL FHTE NVMe-MI HIFERI NVMe SSD, Fid , 55 13 {4 PowerEdge BRSSEELAESZ
5ETF Dell EEHIBRY SSD. MMEATRI{EARSSEZERIN SSD A% iDRACY %35,
B3 {FEF iDRAC 5@ , ATLABEEFBCE NVMe PCle SSD,
PCle SSD HIEEEIHRE
ISR IR
SMREIRE
TEDEIEE 14 4K PowerEdge RZE8H | STIFHRE 32 4 NVMe SSD.
A/ PCle SSD HUATLATHRIE :
STARSSE&F PCle SSD RUIBI TR TR B AR AZ M5
T PCle SSD I /&SR
L HEIREIE
INMREREGHEINNRIZSE LED (IR5IIRE )
A9 HHHL SSD HUTLATERE

XIARS52EHPAY HHHL SSD B TR BAFOSERT Exill
£ IDRAC #1 OMSS HiREFHERHHFREAYER
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o LREREIEHETEE
o TTY BEIRS

EETLAY9 SSD HUTLATHERME -
REWFNRPRT | FIANERHL. SFEF0EA

O |i%: simiRThEE. B TSRS LED IR INFHEGEIIFAEMTF HHHL PCle SSD 88,

®
j PCle SSD L,_’ ) \:sﬂﬂ*ﬂ}:":ﬁﬁ!ﬂ

TR SIS IEEERT PCle SSD -
. HHER:

PCle SSD ¥ BE

PCle SSD &tk

MREFEEEH PCle iR , BB FQDD, — FQDD BFEMIEENES , B — BT SSD. AREIRHEE (
), (XE7— FQDD. WNRE#EER SSD %%J%% FQDD $IRE9 CPU. |, iXER7as SSD BEIEEEZE CPU,

PR IREMXEIERT PCle SSD RIEHHARA,

{EFH Web SREXJ PCle SSD i#13&il5 a1

B3 PCle SSD IR FHTRRAMFILEN , 154 % Storage ( fFfif) > Overview ( #i® ) > Physical Disks ( ¥JIBHERR ) . LHATIEE
B, XF PCle SSD , Name ( &R ) FIHIEES PCle SSD, BHAEEREM.

{#F RACADM 33 PCle SSD #{T& GiEHFI LN
{$FH racadm storage get controllers:<PcieSSD controller FQDD> fp&&XiFimmiflialll PCle SSD,
EEEMB PCle SSD IRafgs , i5FEFALI TS ¢

iE: iBid S140 $=5) NVMe iRERS | EEBIRMMBUSIMEERZS | STHSIIFTIEGEIRE.

racadm storage get pdisks

BHE PCe ¥ EBE , BERUTHS

racadm storage get controllers

ZEE PCle SSD BHRAYER. , BRI TGS

racadm storage get enclosures

() |i*: [BEFFE LSS , 23L& ER PERC i85,

BXEZ(ER |, 15219 dell.com/idracmanuals _FI2{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEEE ) .

HETZFR PCle SSD

() |i%: (R 140 =35IS2RLSE PCle SSD RIILIBIERS 2135,

PCle SSD 3Z¥FAF#AALIR , AL AHFILRENS ISR EBENRRM MBI E. ANIEEIEERX | SRSTERES
RMEME | RIS BEIRBIRRE.

X2 PCle SSD LTI TRSIHHMFRANZHF RS LISHFA TSR, EHREN PCle SSD BRIEHIEE | BERER
KSERRPF.

VMware vSphere (ESXi) ZZtHY PCle SSD LAK HHHL PCle SSD 18 A1 BB R(E,
(D |i*: {#F3 ESXi 6.0 F1 iDRAC Service Module 2.1 RS ESIRAIRA LIS ESIBIMRIE,
R TEBRIRIERTLA{#E iIDRAC Service Module SCRTH4T,
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EEBMRRERE LA EaEFEEEEHRTHN 1/0 &) , LMERTURSHTNZIRE, ZESESHIRE LAIKR LED [Nk,
BHESBIEEE  ETIBRT , BILUNRR FLEHTRE

PCle SSD LA%z£#8kk LED RNk (IRIABINKE ) .
R BRefEAIE PCle SSD,

fEitEEE PCle SSD LARF#ERR Z A1 , 1BHAIR :

B 2% iDRAC Service Module,
BEH Lifecycle Controller,
1B BIRSEEHIBPRIIERINR.

{EF Web FRE#FIEER PCle SSD

EHER PCle SSD LSRR | IBHUTLATIRE -

1. 7£iDRAC Web RES , 2= Storage ( fFfiff ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
LLEAiE B g B IBRER TRmE.

2. MIEHIBE TS | R ReSLUEB KRB PCle SSD,

3. WTHEERF , A— 1 EZ1 PCle SSD i #EIZI.
MREEFHEBIR  FEEEE FAEERDREME |, iSERRME , ARRE N AR EE BRI,
® |3I: RS THRFHIE!T iSM LINTT preparetoremove IR,

4. TERIFRMEIREV T REREAT | Rz BN ALASZ RN FRIX R,
SNSRTFERTTRRYESS | LRI E.
® |iI: ¥JF PCle SSD i&# , 2% Apply Now ( IZEPRIFE ) EIRATA. UHRFEETARRPARES.

5. BAERA.
MBKRGERIEN , BER—FHE |, BHIZEVEIEEN., B BEEREE D FIEINAIa IR,
MBRIV BTN  BRTR—FKER | I8 ARmGiEHsseUZAI Rl 1D, BAE(EIBATI , T7EERASIRE R EEIZ/E AT

E.

INRAEURFSIRRE , BERNERER. NRHOIHR(ERIIFHBREIEERAT  WEET—FERER.

(5 RACADM & #Zk& PCle SSD
FHERR PCleSSD IRFNZFLARFERR | IBHUTLATR(E -

racadm storage preparetoremove:<PCIeSSD FQDD>
EHIT preparetoremove @¥fg , SIEBREL :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

ZEHIRERIFAL D
racadm jobqueue view -i <job ID>

BXEZ(ER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§& ) BTM www.dell.com/idracmanuals _E3KEX,

2% PCle SSD Q& &E

() |i£: (%R 5140 =35IS2/LSE PCle SSD RIILIRIERS IS,

"INEERR" R AR LA EIE. £ PCle SSD _EHUTIIEEIMSEZMBEIERASE PCle SSD _ERTEEUIREKA
MR, TEMNZEERERE , FHFEGA PCle SSD, BEXUSERSRENS ISERA.

SNRTENNZERRHRR R R ERS | SEBEIRTE , NIZRFSEH. BWRERSISRAHERLRE.
PR PCle SSD IREEEUEZ AT , IBHAER

B2/8H Lifecycle Controller,
s BEARSSEIERISPRFAEFZNR.
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+  {BER PCle SSD REE(EARMERIEIRIEMIT.

o BRESERE  CERMERFRPETRHERN  BERNRL. SLABRNRATERCEDS  REBERT.
« TEIREIE PCle SSD |5 , RIEBERESFILIVHM | iZ PCle SSD A& RRE Web REH.

+ {UERTFS 14 X PowerEdge BRS3EERIFAIEIR PCle SSD SZISINZRIRINEGE.

{§5F8 Web FRHEERS: PCle SSD i85 4R

B4R PCle SSD 1% LRYEHRE | iSHITLATHRME

1. 7£iDRAC Web RE S , 2= Storage ( fFfif ) > Overview ( 1% ) > Physical Disks ( ¥JIBEfER ) .
RS E7R Physical Disk ( ¥IBRRR ) TUHE.

2. MERIBETHERRH | wEiEzhIzs L EEXEXA PCle SSD,

3. MWTHERED |, X—/ a1 SSD 1% Cryptographic Erase ( RS ) 5EI0,

YNRIZELSE Cryptographic Erase ( B£8R ) | FEESEE MEKBEFRIEMIER | i5%E Action (#8(E) | ARBE T
KB EEHEMMER.

4. WEIFHRMEEE TR | SR AT — -
At Next Reboot ( TIXERMBISH ) - BEFRUEIRATAE T — R RAES| SHIERARIE,
FEHRIROBIED - et ST ATE R0 E MR L PRI -
- FHARERIERIE - B50FERFERRN, WSS SR, R A IR 2 A,
o TR | BEREEISHR
. AEHEIS (FHEHIISHES)
EREH
I,
XARGFOREERS (12318)
5. SR,
AISROVEIEL , BRT—SNE , ISRV OIRAN, B, FEIREE D MELRAHERLE,
AISRAELOIRALY) , K RT—RHE.  FEUOFTEISISSOIRRAOMEL ID, SRS , AILEfFUVAASIRE P S BRI FALIOH

E.

INRABIBFUIRRE , BRER—NERER. RFHNIRRIERIIHBEMEWEIERRT  WEER—FKERER.

{(5F RACADM &R PCle SSD & &F&E

BRI PCle SSD i8%% :

racadm storage secureerase:<PCIeSSD FQDD>

FHEHUT secureerase tp/REIR BRI

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

ZERIRERYFIL D
racadm jobqueue view -i <job ID>

BXEZ(ERE , 5819 dell.com/idracmanuals _H32{HHY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p<1T
SEIEmR ) .

&5TH =[]

= IEEX SR
BILATIHARE RV TLA T RME -

- EEREM

- EERF—EASEROER

- EEHEER (BARHE)

« iRE SGPIO &=
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- REBTIRES
« BFRIR

245 =1

AeE S RIRT

Dell 5 14 fX; PowerEdge RSB ESSTISHAVAEFEINTS | EFREEEIEHES (PERC) ATLUBIE BN BESEEE—HIIEIREES.

WWEEE N AT =R | (BIREMIERHEE R B (HA) TiEE. ¥ EESnIEmM MEEITHIEs 2 [EHR D PIERIREESIES. mixE

F, B EIMHENENEERIRE NMEHIZS0IRENES. IhRERF =K, (VDRSS IFIINEE,

BITFL TR,

. E—ﬁiﬁ — XREIAEL, FE PERC 1258 B N AR EIEEE S IRAIRENEE | BMFERETHE S PERC 1=HI88tH 20

. ﬁ;j\’fﬁit — —MEHIEEERGHIEE] 12 MNERIEE , B MEHIEEENILHARE 12 MNREIEE. EEEISE— MRS R S
790 - 1A, ERRIE T MEHIZSHIIRENES RS 12 - 23,

o IFOEL 420 — —MEFHIBSEBULITRT 4 MRzNES , BNMEHIESERGEARRGE 20 MRS, EEEIE—METHIRSHYIREIES R
530- 30, EEESE SRR RSN 4 - 23,
FOE 816 — —MEHIBEFERGAIART 8 MNERIRY | EANMTHIEENAIAERSS 16 MNRzhEs. EERIE—MEHIZSHYIREEE%R
5390- 70, EERIETNMEHIZAIREZERE N 8 - 23,
FoIET 16:8 — —PMEHIESERUAARET 16 NREIEE | FNMNTFIRERIAIRRRE 8 MEENES. EHRRIE—MEHIESIIIRENES R
£790-15 i, IEFRIE T MEHIEsAIIRENES RS /9 16 - 23,
FoIET 20:4 — —MNEHIZFERGAIEET 20 MEEIES , ENMEHIESENAARE 4 MR, EEEIE—MEHIZaIR A28
B790- 190, EERIE T AMEHIZSHIIREIES RS/ 20 - 23,

s (EEATH - #=HERATA.

WNRY EESEEESTIZECE | DRAC RFFoRNIRE. MIRESRWRNZE] , SBREE T NMEFHIES. DRAC ST BInsee

B AEBATFEEIES | BMEEREFEE A PERC HEE.

Q) [iE: MREEREER—1 PERC MIRR THERENFOEAREEERM A PERC WIER TEEIRBEAG—EX | RSl
BAEIR (HEMESR) .

BEMIXLGE | BB SRS EEHIBER.

WNR{FHTEM RAID IBE TS S RET RAD /R , IBELEENERER, EfE  NRIRELTHLERS , &

BABETRIEAMD RAD Bk,

@ iE:

s EEMISBENSRETRESLER AP RERIERK.

+ LC {835k iDRAC EiRIRMEASHEIULIER AV BESRE.

o MHEEREEHEN S | ERMEBIENRAZ RIS,

o BB IRENSIRECE.

o UNERIRFNZEXREAM—MEFISEE AT —MEFIZE | SRIFEDIREIE S SHEIEERSRERNEE.

o BIRESIR(ESEDR , RAID BiETRES RIS , BFEURTFIRhESKEL.

IR EPIUHITESNERRRFEREEN. WRENFORIAELAR—EN , WETXE ISHEET—FERER  BNS
TANERISR A ENEAIRARR. LAh , FMEHERSERIINMRE. MRBIRIER  NERNEMEEER.

{EF Web RHEECESRIEIU

E(F IDRAC Web REECESIRIE | BHUTIATERE

1. 7£ iDRAC Web REYF , BEEE > IFHEEE > NIEERE.

2. NiEhlIEssEsad | SR EEXEIERTIEHIES.

3. MIRETHISEERS | R mIsHERL.
[lid:npEdsan =tk =t = WiE

4. ELFHEYIYT , AR ESRAEIERL | IRHAEIEE

F—igE=

RHERN

HHER 4:20

FHIE 8:16

RHIE 16:8
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o IFDIEL 20:4

() |i%: ®WF c6420 , ATMIER P : IFRAOIERTIFHIE-6:6:6:6,

S4F R740xd #1 R940 , EERSE BT B EXMEBELNARSIRS X , XF C6420, JIRHIFER A/C EHSEFFLL
NAFHESRDX.

5. BATRRINZEFULIBIRE.
BRIE{EIL D,

6. EATRIZBIRIA.
7. EEEWEALPASINE  ARIERFESHHEIREE TN "B’ .
8. XMRRBFEES , LMEREE.

{£F RACADM EeE/IIE

EFRENIER IR , iE(EA set ®9H] BackplaneMode RIS,
BN , E4& BackplaneMode BHIREMFDET , iBHUTLATRE
1 BT TSRS REELMERERN

racadm get storage.enclosure.l.backplanecurrentmode
B
BackplaneCurrentMode=UnifiedMode
2. BT THRSKREEMHBEL
racadm get storage.enclosure.l.backplanerequestedmode
Bt
BackplaneRequestedMode=None
3. BT T aSBMEERIRERAAFOER
racadm set storage.enclosure.l.backplanerequestedmode "splitmode"
ERZHER | BRI,
4, BT THSEGIEEE 215 backplanerequestedmode [EHFIZE AIROIE, :
racadm get storage.enclosure.l.backplanerequestedmode
it
BackplaneRequestedMode=None (Pending=SplitMode)
5. i&fT storage get controllers EpSFHCRIEHIZESLA ID,
6. BITLAT <SRBI (FIL
racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

RREEIL 1D,
7. BT TS KETMRLAPRE

racadm jobqueue view -1 JID XXXXXXXX

Hrh | 51D xxxxxxxx BIELSER 6 FEREHWEL D,
PeFEEWEL 1D, BERIER "B5" KRS (WEERSTREE 3 o848 ) .
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8. IBITIATASFKERE backplanerequestedmode BIHE,

racadm get storage.enclosure.l.backplanerequestedmode
s
BackplaneRequestedMode=SplitMode
9. BITUATSRSHKSERS SRS :
racadm serveraction powercycle

10. ES5SEL POST #1 CSIOR 5§ , BALI TSRS RIGIUE backplanerequestedmode :

racadm get storage.enclosure.l.backplanerequestedmode
B
BackplaneRequestedMode=None
N BITUATHSREESRIEXETRENFOER
racadm get storage.enclosure.l.backplanecurrentmode
e
BackplaneCurrentMode=SplitMode
12. BT TaSHIGIERE R ERIRENEE 0-11
racadm storage get pdisks

X RACADM G HIES(EE , i55(9 dell.com/idracmanuals _HE{HfY iDRAC RACADM Command Line Interface Reference
Guide ( IDRAC RACADM #S{TRESEIEE ) .

SHIEREE

—LbES 14 {8, PowerEdge PRSI SEESHRIER—HRREsTiS SAS/SATA F PCle SSD IRGNEE, IXLUHIEFRABAIFEH BELETEFME
=%l 23(PERC) #1 PCle B+, SIREHRM T BTSN INEEIEENER. SIRS2IF SAS/SATA B, PCle SSD, BEIER
T, M EEmESHFEERBRN. B0 , 5% 24 MEEERSIRT | 8 0-19 {N324F SAS/SATA HifR |, MoiEtE 20-23 X35
SAS/SATA B, PCle SSD,

HUEAS LRI TR iR I E P AT B IR EIES VR SIE TN, Topology (#AFh ) WA EAWIEEHE R REIMMIEEE | MASHA
BEHIssSEIRXEL. TR IMFIEIEHIES ( PERC 0 PCle 7 88 ) tJLUEEEIRE—EH . HIt , System Inventory ( R RS
) TEFRERS PERC HI8E X BAAIER.

1E Storage ( fZfi§ ) > Enclosures (#]l#6 ) > Properties ( B ) Ti[Em , Physical Disks Overview ( JIBFLERIRIS ) DGR
AT

HRIERE — NREERZ.

45 PCle — WIRiI§HE X PCle BIIEIE |, 1Z=A2 B,

S8 — NRE2BRREIR , BEES—MEEPZET PCle SSD |, IZI=SEX PCle,

MEMH — Z=ARERTF PCle SSD.

() |iE: EBFRIRIESTISIAEIR. MRISEIBIR PCle SSD B FHISHERRA SAS/SATA IRalIZE | iSHRFRESS5ER PCle SSD IRE)
2R EEBIRT ES. MRTITIZES | ENREFREATRSENNE , FINER. HECEHERE.

88 SGPIO &zt

FhEfEHISEaT LATE 12C 21 ( Dell SSHRAVENAIRE ) SRR iTERBMN /A (SGPIO) #l MEERISR, WREAIE:E | IRais8 L
A9 LED $87RIT A 8EINKR. Dell PERC 1=HIBSFIEIRSISXMfED,, EXISHL(EEERRS , BIRENMRERDH SGPIO &R,

487%621‘% Eg&ﬁ%ﬁ)ﬁ%’f&o EARFE T RSRNEIRE MR ARSR. SREGTRACT I, SapSAIERR
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LC EFRIRIERL iIDRAC IR NENAMESS | SGPIO IRIVEEIRNEZAIRE. EALE DRAC IREEERIRE. IIREREIREN
SGPIO &= , M iDRAC S ENEHIZEESIRIRE.

BEHAREEREN , BIKARSSH[EFEER.
BB BRI HINR A BEEBUIR E.

(D) | i%: A&E(EFA iDRAC Web RERE SGPIO 138,

{5 RACADM i&E& SGPIO 1=}

EFeE SGPIO 1RT , {FF set MSLAK SGPIOMode AFAINISR.
WRBEHIEENCER , WA 12C B, MNREEH , WIRE SGPIO &,

BXEZEE , 1525 dell.com/idracmanuals 1Rt iIDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM #pfTHRESEIERE ) »

3 < —

IZBIEREFIRE

RENER RS B MBS rE.

B ESHERN R RS R LORBITE, XEFRIYEERTENANE  FENRBATTHE , WEBTER, XEFR
ZEIVEEHRI—ERD | BRI EmE P REFIE.

@ |iE: BrEEFEE— N FEREN 10 , HAPEiE NULL 35,
)

IZBEE~ER

RENWER T BMMER RS E B RE 2R,
BRRILIESHUER 2R B LR IRBINVE, XEFRISEERTITRAE  FENRBANT THE  NeBRER, XEF
ERENEEHH—ERS | SRS EEGHRFIIE.

@ |iE: BrEBHE— N FEREA 32, HPEIE NULL 3,
)

S 432 = g = e
eI N AR B RIR(FET
ERIEMEREMHERIREYIEHE. THEs. TUEEEREHIRRN SN RSIREZRIIERFEN. B, Bexy
IRERIN FRHT(E)

hvi:l
« NRRFEHSISHA
«  fEUHKIRSETIA)

PERTE R M BN —BRS P LALAIERZ 20N PR R C IR

{8 Web FREIEFIFFIREU

EEFRERAUNAIRE | BHITLATRE -

1. HBEUFLA™MEETRE LR, alERR R
Storage ( fFfi& ) > Physical Disks ( {J¥Ef4ER ) .
Storage ( fFfi& ) > Virtual Disks ( EE#IE#ER )
Storage ( fFfif ) > Controllers ( $=i#l28 )
Storage ( fFfi& ) > Enclosures ( £1E)

2. MBIFIRERI TR FINE—IR

i XEHRMETEE MR AR 528,

it XEHRMETEE MR AR Z 58,
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Apply Now ( 3ZBIRIF ) — SERIEIA 7 BN IR E. MEH{UERT PERC 9 =428, WIRFEEHANES | %R
BRE, WEWVEEZE/DER 2 HihAfET
At Next Reboot ( TIXEFSISHY ) - 9E$¢¢t1£IﬁEJE"F—>/’E§é}EE§‘J?§ |SERER IR E.
fEITHRIRYARIE - SRR T HRIAY B HBF IR BN AR E
FHaRdEFNLERANE - SR HBERFREREE. W TRERSES | EEE), BEF R afS R a2 BRI E.
MRS | EREHS SKE
s AEFHSS (FHEFRSISESR)
EEXHL
SEHIRAL
KARFHEREEES (123515)
Add to Pending Operations ( ZRINZIFMIRIRIE ) - SHRIEINAT SIZEFMIBIRIELIN IR E, &TILATE Storage ( TFfk )
> Overview ( #£8 ) > Pending Operations ( FHLIRIRIE ) THESIEHIRSIETE G IRIR(E.

@ iE:
Add to Pending Operations ( iRINZIFIRIRE ) BIRAIERF Pending Operations ( f5LIEE(E ) oam . AR
Physical Disks ( I8 ) > Setup (iZE ) TWEAAY PCle SSD,
o EEREBTRER , REZAIMAERATA.

3. EFRIA.
BAtRIERMERIR RN IR E.

{§5F8 RACADM IR IR

ERRIBEER | B jobqueue .
BXEZ(EE , i58015) iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§&8 ) BJ M www.dell.com/idracmanuals _EFREY,

S5 BIERIEE

SR EEH R IEEHIRRAIASNIERE. T IRERE MRS S SHAA S RIEGERIEIE XIRIRENSSZRIN A, &8
LARIBRZHIRRRIRT AT IRRIF. (S RREmIPREAMSAMIRIER(E,

BrxEaM (wniEdlss. YUE. YIEHMEEEE ) EOIERERF.

RETEESIRE LEEECE(FL, X3F PCle SSD , 4 PCle SSD #AEMIIF PCle ¥ f@as LRI {FlL,

EFH Web REES. RFAkHFREEIR(E

. {EIDRAC Web REAH , 2% Storage ( TFfif ) > Overview ( #%8) > Pending Operations ( 3 IEE(E) .
BEREREERHE.

2. TR TAERES  IRERTE, RS ERR IR,
RIS R FRT I,

Q|
HESNMBERE. BRIRE. RLTRIRENMSELESRTEEIRE, BR  [HERIRMFREN HER
" BB R TILEIRIE,
FrEMEIRETERAIRE PCle SSD RIfEIL
3. EMREEEHSORRIRG | BETRR LU ERIRE,
A WTHISEES | WL THTT — RS SRR
+ Apply Now ( SZBPRIF) ) — EEPRICEIRAT BMRSSATAME. HRTHUERTEARITEIHARAR) PERC 9 IS,
+ At Next Reboot ({ETREHZISH ) — MHRLETAIEE F—RRHE3 | ST RE,
+ At Scheduled Time ( ZEiHIROBIIE) ) — BEREULEETRATEHRIO B SRR AL IR,
ARSI - SE B HER AR RN, WFREREAS | SIRATE, REREFAR ARG a2 AR,
WTHERE | PeREHE IS .
REHE|S ( FHEHIISHRS )
. IERHL
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« SEHIXRHL
« XRARRBFRERE (R51%)
5. WISRREEERERFI , BB —HRHER | EHZFLeIERY. B BERRER D ARG AR E,
6. WNRIFAAFAEIEATD  BET—5FHEE | B ARMEEHIRR AL ID, BE Job Queue ({ELPATY ) , AJ7E Job Queue
({ENLRAZY ) TREPEEZIFIAIHE.

NRBRRINPECE. SAINPERGE. TeRIPRFEINZREMEEIR PG TRHINPRES | FEINRXEZNERIFRERE | B
AIEAHEM Pending Operations ( fFRLIBIR(E ) MEFEIZIFL. SRBITIHIEMIFIEECER(F | SifEA RACADM B
WSMean fEFERRIE IS Ol ECEFIL,

1&FSiAAE Pending Operations ( fFMIEERE(E ) NEHEFESMR PCle SSD RYFFAMEERF. /3 racadm a3 AIARR PCle SSD
AUFRLIRIRAE,

{EF RACADM EEHIRAERIE(E

BN FRIEECIR(E | 15 jobqueue i<,

BXEZER |, i55019 dell.com/idracmanuals _H32{HY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p<1T
SEIER) .

FHERE - MRIRELE

R61 1 : SHE—TRRARE ( "URRA" . ETXERGISH" ¥ EHINEE" ) | #RSEENEERE
AR T SIAVGA. E FREREISHEAE IR | AAERERA | B BB ORI,
SSSERRERLT) , 3 EIGESEATFEREIBE  WSOIRIRL., MSYELOIEAT  SRT—RER IR E ol
BOfEL 1D, BEAEUIAS , ATEAEAMASIRE RSB FILIHE, MRROIEIRL , BRT—RHER , IR PLOIRAN,
S5 , TR ID NI,
. WBKACIRIEEIME  FEITESAENERIRE  BRTRERNE , HhES D AENANAIRE,
61 2 : SEE—IREARE ( "ZAEAT . ETREFSISH" & EHHNRE" ) | FEEEIEEREE
SRR T SZAVGA, E TRERSIS M RIRORIE | PASSER | Bk A R R ORI,
. NRERBMEEACE  FENSHEIENEREME  WERT—5NE.
SRR T S E B RIRE,
85 Create Job ( QBMENY ) LUDFTIRISECIREFLL, AISMEWOIEAD  BRR—5HE , IREIFIESE IR
D, SEHAEWIAS , AZEIELMSINETSE R LIS, MERORIEL , SRT—NE | ISRl eREl, 5
5, SRR ID R MRTIRS .
. BERERSOIRIEL , FHEBERREL  LNTESTEHRRERE,
. WSKANCIEEERIRE BB ENENERIEF SRR EENE,
STHIERIRME | TEEREOEIRE,
e AR AT DS IR PO, MSYPLOIEAT , BRT—SNE TR R L
D, SEHIEWAS , STEEAEUMSIRE P EER(PLAGE, MEROEEL , BRT—5EE | EHZELREN, 2
5, SRR ID RN RRTEL.,
. BEREASOIRIEL , FHEBELREL LT ESEREIRE,
O3 : SR RMEEEIRE | HEEMEEHERE
MBETETRMEIERIRME | RERHENA | BEHImEFER BB FOR R,
MREHICIRERIE , FEMBSENEERRE , IEET—SEEEA
. SERETSBELNEL  LVTESFHREIME,
. SEIERIRME , TEEREOERIEE, EEMEETEE LOR TR AN,
. WSBKAICIEEEIME  FEMBIEWENERE  WERT—REENE,
014 : S RNEIERIRE | FEGSATFHEEREE
MBETETRMEIERIRE | RERHEHA | BOEHImEFER BB PR IR,
. NREANNREEME  FENSFEIE0ERME SR RERNE -
. BERETSBOLNEL  LNVTESFHREIME,
. BEEEIRME , TEEREOEREME,
. SSRANOIRERIAE  FENSFEIEEREME ISR REREE.
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BERETEEEZNEL , HUTESRIERER(E.
PRI TEERESIERERE.

©) i*:
o {EHITRHZR , NRIEREDAFEEREERE LLRIEIVANELR , SEEEMEES > HERISMERE , NEEMEnERE
€ , HIEFRERSEEHIZE ESURE(EIL,

«  {ZH 151 2;EMF PCle SSD, BISTLER PCle SSD RIFFLIRIFE , Bt Add to Pending Operations ( i#RIAZEIFL
THR(E ) EIRATTH. {EF racadm f$l5EER PCle SSD AIFFLIBIR(E.

KRB ENH GRS LED
AILUBIE KR EROARE—IRE (LED) 2 —HEWUERAIIEME. BN EIKEIE84] PCle SSD,

BB B ERI R BERNFEEGHINE LED,
RIS SCRIECE.,  WHILThREAISERTSTIFNAE PERC 9.1 FIEShRAE A,

@ |iE: WFFHERAOIESE | FZISRITINFRECEIINGIRIE,

{8 Web FREINIFELELHAIRLEH LED

B BUEIIMREM LED |, iSHTLATRE
1. 7EDRAC Web REF , IRIEEXREZ T/ E—IHE :
+ Storage ({FfiE ) > Overview (1 ) > Physical Disks ( ¥1IBH;EE ) > Status (IS ) - B RBIRMPIRRLEZTRmE |, &0
VAR ZTRE IR RE B IR, £2 70 PCle SSD.
« Storage (Ffi) > Overview (1) > Physical Disks ( EEIREEL ) > Status (XS ) - BoRBIREIIRATTIE | ELL
EZ TR PIRNRE B E IR R AR
2. UNRIGIEIRYIEHLE
U ECEIERATE AR LED - i%5#¥ Select/Deselect All ( £i/BUiE2i% ) I , SA/FH8T Blink (3% ) AIFHARINMGE
489 LED., EFE , BRFEGEIRRT = LEIRMREHAHY LED,
o EEEECHEIEERR/MAGRY LED - IEFE— S NEN | A RTIRIR FAIRANRAMEEHE LED, FERE , BEHEGEIREET
{FLERRBARY LED,
3. UNRIGEIREIRLE
PR B IR E Y IER, A2 IR ENEEE,, PCle SSD - 15£1% Select/Deselect All ( 2i%/BUE£E ) ¥ , AABE T Blink (14
15 ) STFRAIRIRRTE Y IRR S ORENEERN PCle SSD, [FIFE , BATREGEIRNRET =LA LED,
R BRI IR ENES L PCle SSD - EE— e S MIEMEIRNES | AR TR RN IR IR E)
888k PCle SSD B LED, [E#f , B2ENEANRET{ZLLINNE LED,
4. NRAFRBIEIEEIE L
VEIRE B IRFE EIRLES - 1552 Select/Deselect All ( £i%/BGESEE ) L5IR , SASH T Blink (9§ ) LIFHAINIGERE
ERERR LED, B8, BRRBEIANEA] S LAY LED,
i&i%jiﬁﬂﬂiﬁiﬁ%%ﬁﬁmﬁﬁ - RSN EIRE | RS EBREAMRUATHAINMRE R0 LED, FkE , BERGHINNE
A LENYR LED,

SNERINKFEEGE N ERAT , NSBMERER.

{£F RACADM [A¥EEXEVGE MR LED

ENMFERECHINNREM LED , BERLITH< ¢

racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZ(EE , 555 dell.com/idracmanuals HZ2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM &84T
SEEE ) .
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BIOS 1Z&

(EETLIZE BIOS 18 FEERTRERSBOS VB, EALML B0 EEQEEXES M BILITRSY, —BELE— R
t ERRSTEERILEENRRSS, CALER—RENS SH , FEEESARREANATY, MEPETESR
6 | BELRTEIRFER.

O |1 miemRIEEmE SN ER,

WY H:

MAEHERGER  BEEEMIE—FENL. —BEMEN—FEY  AEREMA cERTEBMRE RS TER. WR
BKRIAIZE BIOS [Eit |, 1B HARETY SMIL API SERai/EV BERERATHERL HTTP IMECRSIBHNER. AT |, BERFER—%
HE., BXEZ(EE , 1527 Event and Error Message Reference Guide for 14th Generation Dell EMC PowerEdge Servers ( 58 14 X
Dell EMC PowerEdge ARSSESAISHFIFEIRIBERSETERT ) AM Del.com/arl E3REY,

3 E= 0

HEFEZABERBER , EEEXEE—FEIL. WREHRTHFERE  BEFERIEEN , FERASRIEGE.

v FHERS IS

SRFESRIHESS ISR | BPERSERm MNEEENARE ;| MBAMERSISSETRAERSISRRA. TE—NAEER
&+, BPSEEEEEN RS TTELASIZF E PRI E.

FRFEIESS LC B BIOS BRERXMHEIHES.

RERENAMNERSIS BRI AIENSHRSHEUEEMEMERY. MRERTARE BIOS B | SRS SMIL API
RS R RIEEERRAVEN HTTP IALRSARBAEIR, LR, BERF Er—5% EEMIER.

T FREFS| SRIRIFE

LR ENEIHESS I SIRFRS , BFPERSER MNEERNARE ;| MAMERSISSETRERSISREA. EE—NAEER
& BPEHREEEEN RIS TE A SNZS E R A E.

BFRALEES LC BEH BIOS BLBHEXMNEITHEE.

MREREETREMSISHNA | BT NXEHNEHRSHEHNEEMEMEEY. RERHREEN , BEABENEHIZE
&2 , EERMIHHITT—REHS|S. MRBRFTERE BIOS B | SIS SMIL AP EIRE RV SIZERAVAER. HTTP AL
WSHIBRIER, R | BEMFRT—%K EEMIEE.

MIERFREFEE

NETEHFEEENEESEEN , SENMRAEHFEERE. IRAFPRAEANAEEEXN , APT L BEGHRRE S EERH
Sk IERTEIEM, WNERERITAEMIES BIOS B | 1S EET SMIL API $EIRES /I EIRAGIERL HTTP THELRSCIBAEIR, It
it , BERHETR—5 EEMIER,

FLIE(E

1Bid iDRAC B9 BIOS BB BB A AIEFZE BIOS, BEKEFHS |ISIRSEEHITER. HEEH BIOS BIRT , BRAKSEHE
EE. MREMCEESFEE (CHkE )  BiEEREGU L,
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{2 BIOS it &

& BIOS BEeEXSHEWAL LC AEPEZAEEE.
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i=eayi:d

HERIEE &

EEILAMEREME S RBE 1R ERRE. TUMMIEAERTERS  IMERFIRERS S LENARE., X2ERTZEN
FETUIRSS RRROFRITHRE. 1ZThREET] ATUIRSS =R ENAT A,

FEIIRE

AR FHERSAN M EMENERIE. ESERENEER— I RERSHEGE.
SRS ER Java, ActiveX BY HTMLS fB{AHESHFAY Web NIas-PIEalEMERI&.

O |i: BAERT . ERUEHIARRISED HTMLS,

FIFEMEFIEREN , RERSHIAETEHEEEEER.

&R LARBHTFFA— Management Station B|— 8%

MRERFISMEMZHERIE.

1A BEfEFRBRAIELTFT A Management Station IS EIRS BN N EIIEFI A SIE.

MRBE_NAFPBERENENERIE | F—UAPSEIBRF T LASEERISEITI,. AFREnESRE R =n

&, 582 VAPBBRENS—BREZEEHN. S—AAPYRE 32 WAIBE , SNHERRSETRNRERFE (A

F. BYERGTEIINSH , F—UAFSESE_ M AFPEEEIRENEFO LAEE—RERE. RBEFAEF— M

FREBAAPEAEERSIREG  NEIFEE— BPNSEEHR IS MAFNSIE.
« EFTERBREESHERR. THERZ ActiveX fl Java IR STIFRIRIIFE |

. 57: ActiveX fll Java iHHZISHREE

Mac ERix Win ERii Linux %
Ctrl-Al-Del Ctrl-Alt-Del Ctrl-Alt-Del
Alt-SysRqg-B Alt-SysRg-B Alt-SysRg-B
Win-P
Ctrl-Alt-F<1-12>
Alt-SysRq
SysRq
PrtScrn
Alt-PrtScrn
iz
(@ |i%: BRTE HTML FEHRISHBRE | i5SH HTMLS based virtual console ( BF HTMLS RIERBUEHIE ) —5.
@ i*: Web REFRERIENELISH SSIENEEUSTXTEDING Web REISIE, ZEUEASIERE Telnet, SSH 1 RACADM
FHHEONSIEEL.
@ i gXRieENESRLLBRERIEHAIER | 521 65 Web JIEESELMERELIEHS.
() |i+: B KVM i3 , 758 OME Modular Web RIEFRAIHIEIRE FRIZEMIEIA,
£
s XHENEESPERMRIFTER
-  BEEEIEHIE

< FUSEPEHS
- EalEiiEe
- (EREMEREEES
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IR S PR IRIFREE
TR T TR ERS 8 LIS TRIEIES E SIERTSHRF B o PERAEN A RIHTR,
. 58: SRR R DRI

REDHE RIFRZE (Hz)
720x400 70

640x480 60. 72, 75. 85
800x600 60. 70, 72, 75. 85
1024x768 60. 70, 72. 75. 85
1280x1024 60

19201200 60

WS BB E RO PERECE ) 1920x1200 BE.

Q) |iE: MREENEREN A EHF BRI SEE TRIESWENR RS | WEESFibiEH S L OEFRSEMIER TIE
IRIRSBRIZH AN, MRERSTHE Linux IFMERR , WAMEZRE LRIRETEEES X1 258, 1T iDRAC EHI=H
& /Y < Ctrl >< Alt ><F1> @14 Linux IREIXAEHE

BB EIIEHIS

BCERMIEHEZAT  BHIREECE Management Station,
1] LA iIDRAC Web FREE RACADM @it REEEEIMIEHIS.

{EF Web REECEREIIEFIS

E{FF IDRAC Web REBCERIIEHIE
1. %#%Z Configuration ( igE& ) > Virtual Console ( EHUE=FIE ) . 5 E7R Virtual Console ( ERUSHIE ) 7@,
2. SREIEHIEFHECFIRIE. BXZEMAER | /BER IDRAC Online Help ( IDRAC BXHLESE] ) .
@ ¥ MNRIBIETEER Nano iR(EZRFE , 2K Virtual Console ( EEHMEHIE ) TIERY Automatic System Lock ( BRI RS
iE ) ThgE.
3. BEMA. EPEHEERE.

{£F RACADM ftEEHI=HI&

ERERIIEHIE | 1BEA set @3S LUK iDRAC.VirtualConsole HRINISR,
BXEZ(ER , 15215 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8&g ) BTM www.dell.com/idracmanuals _E3KEX,

TeS R Hl

BaiEiiEHIa el SR LTE System ( RS ) > Properties ([E1%) > System Summary ( RRHE ) WE LTS EMIEHS
E’Mk;.f,f l§:]l’;r;3uabl Console Preview ( EIUEHIGTRIE ) S0 Bx— 1 EG | REAEIIEHISHIRE. WEGE 30 RIF—R. X2
— IS AYIhEE,

D [iE: izEsiEH S EIREERBELEH SRR,
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BREIEIESS

&R LAER iIDRAC Web REEL URL BEIEINEFIA.
@ |it: FENSERF LM Web HIKSEEHELIEHASIE,
SRR, BRE -

. BEAEEANER.
o Web NIE2EECE IEH HTMLS, Java B ActiveX 34,
o OTFRNR/)\WETEES 1 MB/FD,

Q) |i%: INRERANNIMSTIEHISETE BIOS HEEZA , AREELIEHE | NEisHaEERIEA,
{sEFE 32 {iEk 64 i IE NS EsNEREEHIaRT , F HTMLS eiE(ERERN el FRIFR TG ( Java B ActiveX )
“Internet IR REXWFIENSESER.

{53 Java FRIEMEINEHIGRT | EREERSEE Java WiFEIR. BRI , IS5 E Java IZHIEIR > Bl > MERE | 7
G EEEE.

SIREFEHIGECE LR ActiveX fltt | ¥IRATRERIESD). XERNMESERESF BIGIHIES ( EEHERTER ) A
PO, ActiveX ZFinfEHG NEATEIFT BT LLRYE. A T EEEE | BRI LIEREaIEIESa.

B HTMLS R EEIEHE | SRR E =g,

{EF Web REISEIELIEHIS

GBS S EsEIEHE

¥ Z Configuration (E& ) > Virtual Console ( ERHEHIS ) . 1S E7R Virtual Console ( EEHUEFIS ) TT@E. 55 Launch
Virtual Console ( BElIEEHUEEHIE ) . Virtual Console Viewer ( FEIEHIEEEESE ) BISE5E0.

Virtual Console ( EIEHIEEER ) KERCERFNRE. BEERLESS  JUNERNEHITEER SRR

b
BEe

HEEEMLN RREFER RS ERS NERIE, ATHIERENGEZMN AR  BEZSHANEXLERIE, Bl , BEEE
EEIN RER.

MREEHNEERNET—MHS N R2ERED | BRE Yes (2 ) LAER,

Eﬁ%@ﬂﬂﬁ?@ﬁﬁﬁ’l\ﬂ*ﬁﬁﬁ I EEERSHENEINET B ERERENERET. BRENE 15215 L ER
BTlo

(€M URL BEIEEHIS

(R URL BaiEiliEslE
1. FIFFSEIEA Web IBEESHEMIMHAZHRMALIT URL (/N5 ) : https://iDRAC_ip/console
2. RIEBREE  REMERNAY Login (&R ) IUH :
s MRZABR—ERMERAM. Active Directory, LDAP SERERER , NKEEMNA Login ( E53# ) THE.

s WMEREBRABR—ES , WS35 Virtual Console Viewer ( EIEHIGEERE ) | HESEER Virtual Console ( EHEH
&) AL

i#: Internet Explorer z354sill, Active Directory, LDAP, Eft-E (SC) fllEp—& S (SSO) EHFR., TEHTF Windows Rlig
{EZRF L Firefox XI5AiH, AD 1 SSO BHFR , EET Linux BYRERES L Firefox SZIFAM. Active Directory fl LDAP

=4
Q) [iE: MREEEHRELERI SRR | (EREEHEM T RAIER | WeIERLL URL BRERINE | (BRGERMETE
Ha.
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{EF Java B, ActiveX H{FZERESIEFI SRR BRI
EPNESHRE

AL Java FEFSFE RN SR R AT,
O |2 #5782 Java 8 UERIRALMERILLINGE , FHEIT IPv6 FLRR) DRAC EERMEHIE.

1. BERVBEE Java EEHEHMEIMEHISSEIN R , BERATRIERITHENEREO. BER.
LER—HIIPELEE | BHEAREISESEES.
@ |it: NBKRTERERANIEBFERRIIES | XEUSENRPEERREITIED , SFEBRIEEES,
2. BT 4R,
BRIt B ERSEIN REER.
@ |3 MBEBUEHATEZA  BENELNEEES.
M Tools ( TR ) 3B , % Session Options ( R1FEIEI ) , AGI%ERE Certificate (IF ) EIIR,
EAT: Browse Path ( MiSE&1R ) | ISERTEREAFERAME | foxad Apply (KA ) F1OK (HE ) , ABEBHEESS.
EiEIEINEHE.
EERELEHE S |, 5% Always trust this certificate ( JRZ(S(FULIER ) %I , SARERT Continue ( 444% )
BHEESS.
LISEFEMEEHEN | BAaBEREESER,

[EHEE S EERR

EEFIEEERRMUSIEY |, fUIEmES. Eilzflal R, PRGN, B8R, BFREE T RSISREMIEUNER
A93IE). BXERXLINEERYER | 15205 IDRAC Online Help (IDRAC BHI7#4) ) .

@ |+ NPTRIRSEXA , WELETEE “No Signal” (FEEE).
BRI EE A na= B RN ETRLERAY iDRAC B9 DNS BFRag 1P iblit, #N5R iDRAC ;&8 DNS &#R , MIE7R IP #Btk, 8=
5

® N O O Ao

SFFNZEF IR IRSSES
<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>
XFTIRHARSS S

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, ENEHEEESRUESEREREIM. XEATEMENEH ERENMNSERERSHER— SR M. 2%
BRTESRNFISOH R EAURE | FUTLATE—RE

o 7£ System Summary ( ZFIFE ) TAERPHY Virtual Console Preview ( FEHLUSHISTRS ) 234> , B2d5 Refresh ( FlET ) .
o 7E Virtual Console Viewer ( FEHIZHIEEESE ) PHY Performance ( EE ) EINE , &ERIZE I Maximum Video Quality
(EERE ) .

HF HTML5 BEIESIS
@ [3%: 1824133 HTMLS BOF RIBERA ISR TR,

Q@ |iE: R HTMLS IGERISHAE | AERFRIREIFRETR. BMERAMNKEZAEA—MINES. G0, 4508
E3E (£E ) HMEAZISMES.

EEFN HTMLS FERESEIE , B IDRAC BEREEI A TUERERIISEIATI | FHS RIS &R BLETNIRE S HTMLS,

Q) |i*: AERT , EBUSH&XEIGE I HTMLS,

EaIEBLA T Az —BEiEE aE B E OB ¢
£ IDRAC E£0+ , BREHEFIETSSIETA ANERDHEE
£ iDRAC EHI=FIE T  REREIERS.
M IDRAC ZXRTTES , &\ https//<iDRAC IP>/console, Wtt75iAFRAEEEH.
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£ HTMLS RIS G iR A TSRk

IS ]
31SRF

X

e

S

GlE

=R

W EERAER
EHlaEH
REUANE

ISFTA TR EEBTIIRSSSRIAIE HTMLS EiliEHle EAES. ATt ERREfgan.

EHlaEY - WIESLATEERN :

B

SRR
. EEL

fiErss(

BARIME
R — IRECERTRAE. SYERENARET | J%/SA Caps Lock Rt , HIFRETIRRIFFR. NRESH
Caps Lock ZRIER FMERAFR , NIIBRISAZHESBANETF.
R — IXTE HTMLS EPiEHas2sTRs , FEIIALIT MRAIFRER, REMABLTERS S R ARMERES.
Ctrl+Alt+Del
Ctri+Alt+F1
Ctri+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
Ctrl+Alt+F5
Ctrl+Alt+F6
Ctrl+Alt+F7
Ctrl+Alt+F8
Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F11
Ctrl+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ZSHE IR
Alt+Enter
AltHEFSHE
Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+F5
Alt+F6
Alt+F7
Alt+F8
Alt+F9
Alt+F10
Alt+F11
Alt+F12
PrntScrn
Alt+PrntScrn
F1
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.
o JEINR
e Ctrl+Enter
SysRq
Alt+SysRq
e  Win-P
YMELY, — HTMLS EBEUSHI SRS BanAZRE N, MEEGET. U TFEEIEMERA TSI
P
. MREF
BHEMALAEIRS S ERBFTEIRE.
ARRERT, — HTMLS EBEUEHI G IFsE(I0gE. LI TREEIMER A TRFIZE
B
=S
BEMNALERSS: N AMERE.
o BARIDE — RIBRERFERERIAINE. U TEREENETA TR
#2837 ( Windows, FRFTARZASEY Linux, Mac OS-X )
1%t , FohImE
FBX$ ( RHEL. Linux 3REhRA )
Linux RHEL 6.x # SUSE Linux Enterprise Server 11 BB ShR4A
BHEMNALATEIRS S ERMBFNEIRE.
o BHNER — BREEEEUN RIEIA SHEUNRSIE. BN RS B REEILN T FRET 1SO #1 IMG 3214,

@ [it: BEHES ERETF HTMLS REBISHSMEMIEN . FINETF USB AIEENSE. CD & DVD,

() |iE: HFRLFE | £ HTMLS RiFREINEHSHIE/SIENE5RMA. (B Java 5 ActiveX iR , IEAILAEIRHHES
i/ BRRZAEZREHS.

ZIFAYNIESES
FELL TSRS LS HTMLS ERiSsIss

Internet Explorer 11
Chrome 36

Firefox 30

Safari 7.0

Q) |F: BIERFHZE Mac OS BRAS 10.10.2 ( KESIRE ) .

BTSSR ANE ZIFMER |, 15505 iDRAC Release Notes ( IDRAC %&4Ti¢BH ) BTA www.dell.com/idracmanuals 3%
B,

=11l E3d+—4

Eﬂavm%ﬁﬁﬁaif

%ﬁ&iﬁ}igmﬁﬁué‘ﬁ?ﬁ%ﬂ%ﬁ%éﬁw . SERF ENBRAINE e SER FNRREHAREE | AiteEEEREONE™H
NRARIEET .

{§5F Red Hat Enterprise Linux &, Novell SUSE Linux B , IETERSRIE RS @B BER AR Linux EBEIFE, BIERANBAR
R B T A B B SR h s SR ARETL.

HEMEFEEERTPHMRENEARGRT | WRRIRSSSIIRERFSHFENEN. X2HARY Linux BIERSE, Lifecycle
Controller &% , HFESERSSNERINERE SENEHEZEFin LA ERINER SRR SRR Bintin. EfALEE |
BIRE— MRS E RS S SR _FAYRRFRINEEITED.

B IREIEMEE , 1M Tools ( TH ) 3EEI%ESR Single Cursor ( BBMEET ) .

EIQERAIRINE , 1545= Tools ( TEL) > Session Options ( £iFi&ll ) > Mouse ( f&#F ) . £ Mouse Acceleration ( B4R

iE ) IR |, IRIBRIERSIERE Windows Ef Linux,

FZREBNEIREEHRI | 1Bi% <FO> SECERILR IR,
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(© | i: XIHEST Windows EFRANSERATER . BHZIRIERAIFBRIE(L,

HEAEIISH SEERIZE T B Lnux RITHIBERFANSERFR , BEBRIERELSRE, XaseRH GNOME Sma]
FUNSE INERINEESEY. EEIE iDRAC EHIEHIEPIERELERER |, MRt IhEE, BEZERnFUUSEINE | 15
1E /etc/X11/xorg.conf SHAIERARERSHN -

Option "AccelerationScheme" "lightweight",

WERPBAHINE L RIRR |, i51E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml {47 i INEE
M

pe=d motion threshold 0 motion acceleration HEENA -1,

WNERTE GNOME SE EXABEIFINE , BEEIEFIEEERET |, $Z Tools (TB) > Session Options ( £iFi&IN ) > Mouse
(4% ) . 7£ Mouse Acceleration ( EB#RINE ) 1EII-R | 1%4% None (%) .

?37@;5335@%%‘.‘%%%%}?%%‘ . ANREEFAMIEHIEFFE Virtual Console ( EEIERIES ) TUE LIS Max Sessions ( mASIEE] )
EECEAN 1.

Bid Java Bk ActiveX {hftFHIEINEHI SEEFIBREE

1&B]LAS A Pass all keystrokes to server ( {GFiEREERFIRSS:E ) EIHHELEIEH S BEESERITINRES N ETRL
RZFSERZ., MRCEER  CoEESMEREASERRFEaTEIIZH ESIENEE, BEAREERIRS

2 BEEIUEHIEEESET |, $XE Tools (TR ) > Session Options ( SiEi%IA ) > General (iBH ) 1B+ , AfFIEE Pass all
keystrokes to server ( {SFAEEH(EIRTIIRSSEE ) 1IN , LUGEBRRTEREIZERSA.

Pass all keystrokes to server ( FFTERGEREIIRSSES ) TIRERITAEBUET -

o EIUSHIESIEETHREREGZEE ( Java B ActiveX ) [B51.
SIF Java BFIS , WAINEREREE | LMESHERTESRARSEEHBERRMERIERE TIE. WMRFKMEFERE | NEGHE
1% Pass all keystrokes to server ( {GFiEREEL{Z2ZIIRSSS] ) F1 Single Cursor ( EEYEHR ) 1EIN, MREEIHIEFXLIENZ
— , W£BT—&EREE | B RmMEiNERAZ i,
IIF ActiveX B , WIINERARE | A 8SIGRTARTERAIRSEETHEE | LUEETIE. NRKAINFHRRERE | NWEGHIEER Pass
aﬁll;ieystrokes to server (ISFFERBEEETIRSSES ) L. MRESHERIER , NSBR—KEREHE | IERZIErs

10

IFF MAC #EEZE S , [EFE Universal Access (J@Fi5/8] ) THY Enable access of assistive device ( [ERXIEHENEEEIGE ) &
Il , Pass all keystrokes to server (EFrEREERTIIRSES ) IheEA SEE/ER.

o BERAREERILIISERA ST, NFEE R ERAERE NV REAASAFSERETERR.

. EEHEEESRER —Windowed (&0 ) 8 Full Screen (25 )

7 Full Screen ( 2B ) #8=UT | Pass all keystrokes to server ( EFTERHEIRZEIIRS:S ) eeEERANBER TEER.
£ Windowed (B0 ) BT , (NYEIEH S EE BT NH BB 7 SERIRE,
M Full Screen ( 2R ) i &zUEKI Windowed ( B0 ) #&=UAY , LABIBUE BRI BIREIVRSHEIRE.

£ Windows IZ{ERH LISTHIRT Java HESIEHISSIE

RFASE Ctrl+Alt+Del AXEIZERSR | (BRIREZSEIT Management Station 1 THERE.
WNERBSH Pass Al Keystrokes to Server (1ERTBRELRGRSEE )  UTREASREIZERS
N ETESIREIZE
o NYSESHIFHRE
o NIYSEERIFTIRGE
NSTEE IR
o NETESIERILE
o NIYSESWIESRIRSE
o NESESFHAFIE TR
iR
. RNEERE
. EXEEIRHE
- T—HiBERE
e B
EIEN iR
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.« B EENRRE
S = o

o EERNBURE

«  [SEINFRRER 1R

«  [BENAERER 2 R

FTESRANRE ( FEARRRAES  MERFRER ) BIRRXEIZERS. XBEAEIEER. shift, At, Ctrl FI3KR
@, Hp—SRgo i mnE iR ERER.

BN , tNERSIRILIISERASITHE Windows HMERFFHE “Pass Al Keys” ({EIRFTEILEE ) O©2H , NIXHEdL Windows
VI3THFHASE AT |, FHARREEENISERRPESITH. B2 | IR "Pass Al Keys” ({EBFrEIRE ) EBH  WFHE
KERENESERFMIFSEL .

o WNERZEFH Pass All Keys ({BEFrEIEE ) |, NBGRATIR THASEINSIHRASH Management Station EAYRIERFHITHER.

£ Linux IMERF LIESTHIET Java HIEIMEHISRIE
BRELAS , A& Windows BUERGEHITHERT Lo SRS

o YNERSSFH Pass all keystrokes to server (1SFFEREHERAIRSEE ) | BRSIE <Crrl+Alt+Del> (EIBATE Rt EAVRIERS.
»  Magic SysRq $#2 Linux RIZFFIAESH. IREBNSSERS LN ERAELNNFREZERER S , ©IEEERE.
A LMERLAT ARz —7E Linux BEERFE_ LS Magic SysRq $# :

o B—/\%BiHINzl Zetc/sysctl.conf
e echo"1" > /proc/sys/kernel/sysrq

o YNERfSF "Pass all keystrokes to server” ( {EFTERSIEIRAIRSSEE ) | RFatE Magic SysRq SEIRAEZERF LAVRER
%5, ERIBMERFNIBINFITA (TEREEELSNBER TEHS|IS ) RATESRL FEEEAIKREEEA Magic SysRq i :

»  UNER Management Station FEJZFE SysRq , M <Ctrl+Alt+SysRg+b> B, <Alt+SysRqg+b> £EH Management Station , TIAE
RS,

s Y% Management Station EEZEF SysRq , M <Ctrl+Alt+SysRg+b> B <Alt+SysRa+b> IZRESBEESE RS LAVRMERSA.

o RFLIGHEAM SysRq IHEAES (a0 , <Alt+SysRg+k>, <Ctrl+Alt+SysRg+m> £F ) (GIRESE RS , MIAE Management
Station ER2EFA SysRq 1&#E.

B intziztl S fEH SysRq BARE
FAILERUTMEE—MA B ITEEH &5 A SysRg BAR
» Opensoure IPMI TH
« {53 SSH/Telnet BRHMNIBERT TS
{&#HH Opensource IPMI TH
TR BIOS/IDRAC IRESZHFEM SOL EEMEFIA.
1. ESIERHAT 1517 SOL BiEHm< -
Ipmitool -I lanplus -H <ipaddr> -U <username> -P <passwd> sol activate
SOL RIERKHALE.
RSERE ISERMERAE , BE/R Llocalhost. localdomain BRERT. ERRERZAFPBSMNEEESR.
WNER SysRq RKBF , MIfERE echo 1 >/proc/sys/kernel/sysrq BB,
B THHIRE ~B.
f$5F8 SysRq BEARNEFS A SysRa Thge. B0 , LU TFaSBEEHEEmNEER

o AN

echo m > /proc/sysrg-trigger displays

&5 SSH 2 Telnet BLSfSBER1TIE/ZRS (BT B THAERER )

1. IIF telnet/SSH £iF , {EFE iDRAC AFPZMZREESRS | & /adnin> IBRAAMNEITHS console com2, IIEER
localhost.localdomain B~ F.

2. WFEHEEER , BIBRTEAERINIRTEERSREREERIIRS  TRESS5ISERMERARE  BET
localhost.localdomain ZRIETR.

3. [FRBERFGHAPBINEREER.

4, Y8R SysRq KEH , MIfERE echo 1 >/proc/sys/kernel/sysrq /BHE.
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5. fEFREARSA SysRaIhgE. AN , LIT<SREHNSISRS:S

echo b > /proc/sysrg-trigger

@
£ Windows IR{ERF_LIESTAIET ActiveX HIEHIEHISRIE

X$TFTE Windows IRERF LIETTRIET Activex RIEEIIZHIERIE | ISATEREAIERIEPRIIRSSRRINEEAYTASTE Windows
Management Station EiZfTHIET Java RIEEIEHI ERIEHIFMAIT AL , (B TFELRERI -
. &ﬁﬂﬁ’—%‘ﬁﬁ Pass All Keys ({EIEFTEIRHE ) | Wik F1 2EESE5) Management Station IR ERF LHIRNBEFHE) , FRRLT
Click Help on the Virtual Console page to view the online Help
RO Re A RIARRE L RIMZ R,

RFEALIE <Alt + Space>, <Ctrl + Alt + +> F] <Ctrl + Alt + -> RIEFISE RS , IXEARFEEASH Management Station IR
REHITIRR.

it BARRIETTHRERIRREI IR SysRq BEARE.
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{6/ iDRAC BRSS1RIR

iDRAC FRSFHEIRZ—FIXMN RS  ENERERRIRSSR L (BOABR PARTER ) . BULMRMREBRERFNEWER |, LY
IDRAC 1#1T#N7einBE. Bl RAEIMISIRELAECS A IDRAC 5@ (fI40 , Web S{E. Redfish, RACADM #1 WSMAN ) , MifIxd
IDRAC 3 T#h7EiiBE. REJLABCE iIDRAC BRSZIERIZNAIINGE , LI CPU FIIRSSERAMBMFR A LHINEHRE. B3INEHURIER
FRESITRE  LUSHEEER PSU LUMIFME RAEMHITEBIRERITRE.

(@ |i*: iDRACO {EFH iSM kRZs 3.01 FIESHRA.

(D) | i*: {(RIES 2 iDRAC Express 5 iDRAC Enterprise iFaiF 2[5 , Z#E(HE iDRAC fRSSHEHR,

{$FH IDRAC FRSS1ELRAT , iBHaiR

« 187E IDRAC HEBEER. MEMRSEHAIR , LUSFEEER iDRAC Service Module TH8E,

« 1B BEEEF iDRAC Configuration using local RACADM ( {{EFA/S&8 RACADM £ iDRAC EeE ) £,
« BERHE DRAC NEB(SERTE iDRAC HiBIIAEB USB BLkiE .

Q@ [iE:
+  B/XiB1T iDRAC BRSSIEIRAT , BKAMBRT . B&1E iDRAC FHRiZH OS Zll iDRAC BiEiEiE. WNREELE iDRAC IREBERE
EHIbINEE , WISWTE iDRAC RFERIBHTE.
« WEREE T iDRAC HIfY LOM B2 OS Fl iDRAC HiEiEiE , MFSE{EH iDRAC Service Module,

E 2

4% iDRAC JRSSHER

iDRAC Service Module SHFHHRER S

iDRAC Service Module Y5 TIThaEE

M IDRAC Web FRmE{EF iDRAC Service Module
M RACADM =h{sEFH IDRAC Service Module

1% IDRAC IRSZHEHRFETF Windows Nano OS

e S - e
%< iDRAC fRSS1=EIR

EATLAM dell.com/support TEFF&4E DRAC IRSHEIR, S /ilEEERINIR , 7 8EEIRSESHNRIERF L %% iDRAC IRSSHE
R, BXESLEER , 52158 www.dell.com/idracservicemodule LE32AY iDRAC Service Module User's Guide ( iDRAC Service

Module FBF$8E ) .
() |3%: INEERIBERTF Dell Precision PR7910 &,

M iDRAC Express ¥l Basic &% iDRAC Service Module

1£ iDRAC Service Module Setup ( iDRAC Service Module iZE& ) TWEM , B Install Service Module ( &3 Service
Module ) ,

1. Service Module Z3EFER70] FiF7E IDRAC F8IEHIENURIERFFIE L,
X3F Microsoft Windows #ERGFT Linux BIERS |, BIniEa At ERENZARSS 2.
2. ERIRERGIRPIRCAH "SMINST' 9% , SABSEITHEMNAMZA
7£ Windows £ , I SIRRIIHHETT ISM-Win.bat HEE{,
£ Linux £, $TFF shell I27~FF FHHIETT ISM-Lx.sh BIASZ 4,
3. LISTRG , IDRAC SIEIRSEHETR/T Installed ( BEER ) LARTEAE.

@ | i REBIZRISEE 30 PPN ENIRERATA. MR 30 SHARBHNEE | BYAEHEEN Service Module T24&,
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M iDRAC Enterprise 3% iDRAC Service Module

1. £ SupportAssist Registration ( SupportAssist i} ) @S , 235 Next ( T—%) .

2. £ iDRAC Service Module Setup ( iDRAC Service Module i&& ) TWEY , 8235 Install Service Module ( 3% Service
Module ) ,

3. B Launch Virtual Console ( BEIEBIEEIE ) |, A5HT Continue ( 4E4E ) L2 EENHFIE.,

4. BB ISM ZREERXY | ImiEHAHERIIZIRSES.

Q) | i%: REIEFISE 30 PEANENIRERATH, NBE 30 PPHARBINRE , BUREHEINEE,
5. BHISRIIEDFROH “SMINST” §9% , REEITHEMAIFIAE

£ Windows £ , 3 TH&®SIRFHETT ISM-Win.bat #tMES 4,
£ Linux k£, $TFF shell 327~FF FHHETT ISM-Lx.sh ARSI,
6. 1REBFE RIS ZeiETTE,
1£ iDRAC Service Module Setup ( iDRAC Service Module iZE ) T3 , Install Service Module ( %% Service Module ) %50
BELETHEZER  FB Service Module A E7R/9 Running ( IETEIETT ) .

iDRAC Service Module ZiSHRIERS

B =% iDRAC Service Module S3EFRIRERFRIFIZE , iEE1H www.dell.com/idracservicemodule _E32HY iDRAC Service Module User's
Guide ( IDRAC Service Module FBF$ERE )

iDRAC Service Module ¥5:MITH&E

IDRAC BRS51EER (iSM) IRALLATHENTO6E :

Redfish BB S4XT T MK B RIS IS

iDRAC IHEEE

ZHFHIRERFRY IDRAC i8] ( SCIRIEINAE

N iIDRAC SNMP 2845

BEIBERS (0S) 58

5 Lifecycle Controller BEE4IZHRERZRTE
MITESNRFIREEN

Z4E Windows Management Instrumentation (WMI) EIR12HIEF
5 SupportAssist Collection 8%, 1X{UEEFZEEE iDRAC Service Module 2.0 MRa B iR ASHI S 5.
ST NVMe PCle SSD, T HRIFEMER.

miERSERER

Redfish fig & 34X FMILEE 1HEADSZHS

iDRAC Service Module v2.3 B E SR~ 79 iIDRAC IRMHERIMIRSEEN | IXEMERBIEAEIHRE DRAC #Y REST ZFimikE. BX
BZIFMESE | 15205 IDRAC Redfish BLEX 43755,

BMERFER

OpenManage Server Administrator 2455 iDRAC HEMERFSEFNTENE. iIDRAC Service Module 125 iDRAC ZEURIER |, 51

WA ERFBIR. BIERFAIRAFITLIREESZ (FADN), FKIANERT , WIEEREER. NREEFVEMERSZ L=
OpenManage Server Administrator , MIARSZEFIIEIR,

£ iSM FRA 2.0 SNESIRAT |, BIEIERMFRFAEEIEE , EINT RERFAMEZOWNAZA. 5 DRAC 2.00.00.00 5 IDRAC
Service Module 2.0 BiEESIRAECEERRT , BRI FRAMEIZEND, EAJLIER DRAC Web FE. RACADM B WSMan &
BIER.
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1% Lifecycle HESEFIZNEERARSE

1 iIDRAC FREFZINAERT , A LS Lifecycle Controller BEEHIZHEERFHE. XHE{LTFH OpenManage Server Administrator
PUTHIRSEMHEE (SEL) EF. EEFMERFERTETUENBIR ( E2IRITEY , 8iEE RACADM B WSMan FREHISHUTIE
) Egﬁﬁﬁ?#%ﬂ{@fﬁ iDRAC Service Module EFIZIERFRABEF. BEERFRAEEPNEAEEESH SNMP ZRakEMH
e ERHEEER.

BERSTAIERTERT , iIDRAC Service Module RSB RAARIZEF. H IDRAC Service Module BUTHHRIER S HHICTIGBREE
F Linux BUIRERSRT{#ERERY IETF syslog ¥R,

@ i¥: M iDRAC Service Module 2.1 iRFFi& . Windows OS HIff§ Lifecycle Controller HES#I{:ERILA#EFH iDRAC Service
Module REEFHITEE, 1EZ3E iDRAC Service Module S§{E2 iDRAC Service Module ZEE12FRT , IEuILABRRBIZAIE .
AR B L% OpenManage Server Administrator , MIBZEFLLEENITHEE | LABGRIBERFZRHEPHIMESHI SEL &8.

(D) |iE: ¥ Microsoft Windows F1 , JIR iSM EHERFKRET TSR . IARKAMNERAE , EMREM Windows SHFHEIRSS
HKEFRBTNEM oS,

REANIREIEIR

EHMEARKRSNEE—METRHATTEIRE. WRHIEIHEE  WETsERBEN , BRSIGEIR , BUFHREIRTXBE 7 —
#. ASR ERIHATEESCIN , BRI, ESPIKARNSAEENNEICHEES  LBEEEEAT. MR ASREENT , WRE
BIERREUEHBERFAEIERAENSIS,

ERILMITRZERERE | flNEEENEERREHS|IS. EEEXARSE. RERERAREIISEEEH , 1728
FRItIhEE. WIREZ % OpenManage Server Administrator , NI BZEFHILLESNTHEE | LUka HIMES VR ETTHITRS.

Windows Management Instrumentation {2{{{EF

WMI 2—B%T Windows IRZHEFIREAYY B | HRHRERARE |, LE(GRCEAEEPREEEFERN. WMI Z Microsoft 3E
IEARBE S HREIRLZEE/NA (DMTF) BIET Web RITRIETE (WBEM) FIARESIREL (CM) v | LIEIEIRS 2SS, 1BERR
FINBRERF. WM IRHFEFREMF SR AERIESES (I8 Microsoft System Center ) A% , HAVRHETHIAETE Microsoft
Windows fRS3E8.

EET LS FEAE A iDRAC HREY WMI 35%IR, iDRAC f@iZ iDRAC Service Module B WMI 2 | 12HIRBSEBINSTIRER. BABR
T, WMI{EBINEEEERA, iDRAC Service Module ££ iDRAC =i@ 1D WMI B7x WSMan SZUSMIggZE, K EBRE root/cimv2/dcim
WRTES,

AILAMEREHARAER WM ZFiRZOXSSHTIOR. BXESER | BEREEE IS,

AT DCIM_account ZELAEE WMI {SEUFETE iDRAC Service Module HRiRHAITHAE,
BEE WSMan BEESX4REESCE , RIHES www.dell.com/support,

Z&. 59: DCIM_account class 7=l

BREFFHISSNEE X HNFS |

CIM &0 WinRM WMIC PowerShell
traeesel , , : o
winrm e wmi/root/ wmic /namespace:\ Get-WmiObject
cimv2/dcim/ \root\cimv2\dcim dcim account -
dcim account PATH dcim account namespace root/
cimv2/dcim
IREN SRR ESLHY

winrm g wmi/root/

wmic /namespace:\

Get-WmiObject -

cimv2/dcim/ \root\cimv2\dcim Namespace root
DCIM Account? PATH dcim account \cimv2\dcim -Class
CreationClassName=DC where dcim account -

IM Account
+Name=1DRAC.Embedded
.1#Users.2+SystemCre
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

Name="iDRAC.Embedded
.1#Users.16"

filter
"Name="1iDRAC.Embedde
d.1#Users.lo6"'"
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CiM 0O

WinRM

WMIC

PowerShell

TRENSEBIRYKERSERY

IRENLBIRYSIA

winrm e wmi/root/
cimv2/dcim/* -
dialect:association
-filter:
{object=DCIM Account
(5]

CreationClassName=DC
IM Account
+Name=1DRAC .Embedded
.1#Users.l+SystemCre
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

}

winrm e wmi/root/
cimv2/dcim/* -
dialect:association
—-associations -
filter:

{object=DCIM Account
?

CreationClassName=DC
IM Account
+Name=1DRAC . Embedded
.1#Users.l+SystemCre
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

}

et o =

=2 iDRAC [EEE
1EI2{EH DRAC , LA IEHIIRSS S |, LI THTENRFEE. EEsEd @, B, iDRAC iR S REZETIN
B, EXFERT , SARETIREEEHER IDRAC, EEIR iDRAC CPU |, WA RE AT FFIRSEEE , SiZHITRRBER,

BIT(FERIFE iDRAC EEEEIRINAEE , Foie{aRt iDRAC Z5 TR
iDRAC , iSHREEENERERZ LIBHAEENR., BUAMBERT | IofE iDRAC BEIRIIEEERH

\—

RACADM #1 WSMan #14TiFE iDRAC FEEEIS,
S HiE
AR Windows,  Linux 1 ESXi #{FRFHT IDRAC EEEENIGSEAG .
*  Windows

{ERZAHE Windows Management Instrumentation (WMI) :

238

winrm i

iSMExportedFunctions”

{ERIEFE WMI 5 :

4R
Ao

wmic /namespace:\
\root\cimv2\dcim
PATH dcim_ account
where

Name="'iDRAC.Embedded
.1#Users.2' ASSOC

Get-Wmiobject -
Query "ASSOCIATORS
OF

{DCIM Account.Creati
onClassName='DCIM Ac
count',Name="'iDRAC.E
mbedded.1#Users.2',S
ystemCreationClassNa
me="'DCIM SPComputerS
ystem', SystemName="s
ystemmc'}" -
namespace root/
cimv2/dcim

Get-Wmiobject -
Query "REFERENCES
OF

{DCIM Account.Creati
onClassName='DCIM Ac
count',Name='iDRAC.E
mbedded.1#Users.2',S
ystemCreationClassNa
me="'DCIM SPComputerS
ystem', SystemName="s
ystemmc'}" -
namespace root/
cimv2/dcim

ERTLAITIAE iDRAC EEIRIBME | TERARBERD. BEniEEIR
. ¥RE[LA{ERS iDRAC Web R,

iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstancelID="

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck -

skipCNCheck

B4eAEaRE&{sEA Windows PowerShell BN :

Invoke-iDRACHardReset -force

Invoke-iDRACHardReset

(EFRERREPRIES
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JHESERME | iISM 7E Windows RIERFHY Program Menu ( 25 ) iRHHESR. 2/&5EE Remote iDRAC Hard
Reset ( itf% iDRAC [@EI& ) iETHT , RASIEREHIALIEIR iDRAC, FHBHIAS | IDRAC BEIGHBSEREIERIZER,

(D |i#: ¥ Application Logs ( KIFBFERFEIF ) 2RI THY Event Viewer ( BHEIESR ) FARTIUTEENS, HEEABEE
it — .

A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account
is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

¢ Linux
iSM AITEFTE iISM Y Linux BERF EIREFHITE S, ERILUBILER SSH SiRE T EERIBMERFLIETIHSS.

Invoke-iDRACHardReset

Invoke-iDRACHardReset -f
e ESXi

TEFRE iSM SIS0 ESXi BER S £ | iISM 2.3 IS BREIRRIESRE (CMP) AIEREIER | LUER WinRM IZfi2f $imiEh
17 DRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstancelD=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

)
)

. 60: {HIRALIE

i¥: I£5H iDRAC ZHi , VMware ESXi IM{EERA L L IHIART.

it: BF VMware ESXi IR{ERFRIBRS , iDRAC BIREF2RLEFEE. WIREFNER iDRAC,

ot 3 L]

0 Ih

1 3745 iIDRAC EEEHRY BIOS hRA
2 AHFFNFEE

3 ] L1 =

4 iDRAC EiREMW

%J iDRAC SNMP E3RAYHE AT

1Bid{sEA iDRAC Service Module 2.3 ki , BTLAREIIS B EHIRIERFHI SNMP 4R ( Z5{UIF iDRAC &RHVESR ) .

BRI LATEAECE iIDRAC RIIEI R iIDRAC SNMP 4z , FHEITEENRER S LECE SNMP [EHIBnniE EERS. &
iDRAC Service Module v2.3 BiERMAS | LLIIRESGBRIER S A EHERNFTEERE AT SNMP BB,

Q) | i%: IZIDEELRE Lifecycle AEESINELEBINE,

() |i%: 7 Linux IMERG L | iZNEEEEET SNMP SIS (SMUX) thiXEEEERIZIERS SNMP,

ABRT | WWIEEFERRS. REWA SNMP IRZHNHIRS iDRAC SNMP IREZNHIHET , (BEicRBETEEEREXAN
IRAYTUAR SNMP E4R, BN ERFRIETINEIR , AR ERARE .

S HiE

1R Windows,  Linux #1 ESXi B ERFRIGSEERATTIE.

+  Windows EEESR
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« {ERZAMHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]1"}

. (EFRERE WMI R
winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck -skipCNCheck

« Linux IMERSR
FEFRA iSM I Linux BBER S L | iISM IR T EIHITH <, SIS SSH siEX T ESRIBMERFALLE TGS,
LALiSM 2.4.0 FFIaRT |, 1EeTLMERLAT @4 Agent-x EEEAZIAMNIN | K355 IDRAC SNMP #RZ -

./Enable-iDRACSNMPTrap.sh 1/agentx —-force

WNERKISE -force , MIRREEE Net-SNMP HEFZE snmpd RS
- ESAILIHAE , iEHITLATIRE

Enable-iDRACSNMPTrap.sh 1

Enable-i1DRACSNMPTrap.sh enable
- EZERITIRE |, IBHUTLATERE

Enable-iDRACSNMPTrap.sh 0O

Enable-iDRACSNMPTrap.sh disable

@ |i#: --force HIAAIELE Net-SNMP LA RIAM. (BR , By AEREHMHET.
+  VMware ESXi i#{EES

Efg% iISM 3ZHFRY ESXi BMER G L |, iISM 2.3 IS nBREIRRIERE (CMP)) JAIREER | LAFER WinRM IZf2m<Sinizg
FHiZINEE.

winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

®
iE: BXEZIFEMEER |, iBSPITF www.dell.com/support. Y In-BandSNMPAlerts Hi AR EH.

iE: BRAEBHEEHEIE VMware ESXi RFR SNMP 188,

®
B FHIRERGIIE iDRAC

BT ERLLINEE | SR LAERENL IP #ElbiEid iDRAC Web FRE. WSMan # RedFish REBCEFUSNE LSS , TEBCE iDRAC IP
btk NER IDRAC BRS3 S8 REC B ek eFAER— DRAC EiEaE DRAC IRSEEZAICHEIE | ST LAFEAZAIAR DRAC EiE.
£2[ Windows IE{EZR Y iDRAC iflE

ERILMERLIT AR — T ES

» (8B webpack ZZE iDRAC aITHEE,
o {#H iSM PowerShell I H{TE S

B EMR MSI 3%
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IEEILUEISEF Web G%Z5ITHRE, LHINAE/EEARY iSM LaEh B2, WREFA , NECANMITHROSR 1266, FaTLAE 1024
7 65535 KREEIRIESUILIROS, ISM SISEEEEMRZE DRAC, ARG , iISM EEIE— MNILRHKEHIN OS2IDRAC, {IFiHmOSHk
INEHRIER G OS2IDRAC BEXIERING |, BRI ENERE. IWINEEERAER , BXERNIEEEEA.

LAiSM 2.4.0 FFeaRT , @3 EERLAT Powershell cmdlet , ERILME R HRIASF ISR ORE

Enable-i1iDRACAccessHostRoute —-status get

HHSMEERESDEEREEmLINE. NREBEIZINEE  CaRRMITROE,
@ |iF: BiLLIEEIER THE , iSHF Microsoft IP Helper FRSSIETEBHIER S HIETT.

Fi51a) iDRAC Web RE , BIENESEEHEAEMET, format https://<host-name> Bf 0S-IP>:443/login.html , H :

+ <host-name> — &7 iSM HEERIED OS 1518 iDRAC IHEERIIRSSES LA ENE., MRFNEREE , Eol AR
{EZ S 1P Hbtlk,

« 443 —BUAN DRAC KOS, XMFAEEROS , MinsOS EAREENEEEEEEREIZROS. EaJLUBIY iDRAC
Web FRE. WSMAN F] RACADM REEXIHOE,

1Bi3{EF iSM PowerShell cmdlet Rt H
WIRLEE iSM RTZERILTHEE | SR LAER iSM IREAILLT Windows PowerShell 5 /S FiZINEE

Enable-iDRACAccessHostRoute

RELEE TINRE , BRI LUBIIER PowerShell f3 S LARABNANEIEEREIENE. ATRRIETNT

o KE - BEOER, BEARSANSEERILLE True, False B get,

o B0 - XEMITROE, MREREHHOE , NFEHEERIA OME BOE (1266), WERIKESSEESN "FALSE” |, BRAEE 2R
SHERED. BUTEA— N RALIEEEENFIRORS. finOSRETBERIER 0S2IDRAC TR XIENN , FE
SRR O SEES DRAC, {BRTBER 1024 £l 65535,

+ IpRange - ILSEE %R | SREAASIPETEVURIERSHEES DRAC #Y IP HEUEERE. 1P e EREETC2EREIEERH
(CIDR) #&=t , 2 IP N FMIEISHIAS. FIa0 , 10.94.11.21/24, 3T DRAC ISR R FATESEEIFIAT IP i,

®

iE: IIDRERSZHS 1Pv4 titik,

£2[H Linux IFERSHY iDRAC ihld

EET LI fER Web AT FIAY setup. sh MELREEITINAL, IWINASEZRIABELEY iSM 24 B, BSFBILINAEAIRE | Bl
BUT&®S

Enable-iDRACAccessHostRoute get-status

BRI, BRFAEELINGE  BERUTHS

./Enable-i1DRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

OpenManage Server Administrator 1 iDRAC Service
Module BJ1=

ERSt+ , OpenManage Server Administrator #1 IDRAC IRSZAEIR AT |, FFoT4R R IFftIEsriz]T,

WNERIGBTE iDRAC Service Module Z2EHAEIEAYIIIGE , MITESSRZZESR |, ¥NER iDRAC Service Module F&UEITETE OpenManage
Server Administrator , NS AESMSNTIEEEE, @05 OpenManage Server Administrator IEFEIZ{T , M iDRAC Service Module 157E
ERINRERST DRAC FREAESMNIENIIEE,

éi&le«‘,{}ﬁbﬁﬂ iDRAC SREIEHE XS NINEERT , EHITHEREAMEE , HiRIE OpenManage Server Administrator 2B IEEIZI TR
= FAIEE,

M iDRAC Web R H{#F iDRAC Service Module

EM IDRAC Web 5RE{#A iDRAC Service Module , IEHTLATIERIE
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1. %% iDRAC Settings (iDRAC iZE ) > Overview ( S ) > iDRAC Service Module > Configure Service Module ( fitB8
Service Module ) ,
15571 iDRAC Service Module Setup ( iDRAC IRSZHEIRIGE ) TaM.

2. oI EELTIN
EEFHURIER S EZ%E0 iDRAC IRSHERRAS
iDRAC HhfY iIDRAC IRSHRIRAGERSIRZ.,

3. BERITHINENINAE , BERIAT—NERS NG

OS Information (B{ERAEE ) - BEERMEERANEE.
Replicate Lifecycle Log in OS Log ( EFHEERFAETRIEDBEIAE ) — &1F Lifecycle Controller HEEHIZRRIER S
BE. MREERSE LZ%E OpenManage Server Administrator , 1§28 FAIL%EIR,

« WMIER - 8§ WM ER.

* Auto System Recovery Action ( BENRRIREIRE ) - THEEE ( LIMARM ) FAERF EHITENIRSIRE :

- EWEIS

. XHARFKRBIRE

- RERREXARER

WRBIEERS L2 OpenManage Server Administrator , 1GZEFRILEIEIR,

M RACADM H{tiH iDRAC Service Module

ZEM RACADM {5 IDRAC Service Module , {5 ServiceModule HPHIXIER,
BXEZ(ER , 15215 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BT M www.dell.com/idracmanuals _E3KEX,

1% iDRAC BRZ1EIREF Windows Nano OS

BRI | 15215 www.dell.com/idracservicemodule _E3EHAY iDRAC Service Module User's Guide ( iDRAC Service Module B3P
18 ) .

285 ISM [RBRBIEDET | iBERLATa< cmdlet :

Get-Service "iDRAC Service Module"
{5 WMI B¢ Windows PowerShell &if) , #&RILABEEEHIN Lifecycle HE :

GetCimInstance -Namespace root/cimv2 - className win32 NTLogEvent

BAMERT B ESRENSERNAREFSESBEREAT.
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([ USB ig[Ii#1TIRSH=SIE

7555 14 RIRSS 28 L . AI{EREH Micro USB imO3RECE iIDRAC, {#H Micro USB imA#ATLATRINEE
« {FF USB MEEOERRRFLUFRNRFESIETE |, /5140 iDRAC Web FREFN RACADM,
o EI{ERFMEE USB IXshEE ERY SCP X4 EL EiRSSEE.

() |i*: 2EE UsB IR0 , KEBIE USB IahzE ESANIRSREERENH (SCP) XIFREEIRSE | BURRBRAEHISR.
BXEE USB isONEZ(ER , BINiERRP 158 13 K ESHRESHRA LS E UsB isOFISTE usB IRENEE" .
EREETE USBIRE , 5% E iDRACIRE > 188 > B8 USBiRE. LI TEIRATA :

USB E1ix0 - EFeBALISRinOEERE USB IXshEERT S SCP X4 |, gifFFE Micro USB im[ifia) iDRAC,

Q) |#+: &R USB IREIERE S EMAI SCP 3.

(@ |i%: (M OTG iEELEEM Type-A E5EH Micro-B USB, RXIFM USB SELLSRHITER.
iDRAC &8 : USB SCP - IEEL I ™ME—FPIEDT , LUBIESAFHETE USB IRzhES EAY SCP X RECE RS,
- BEB-ZHSCPEA
o (NLIRSHEGKASIELEREBR - RIEFIEDT , NXTF FFNER |, (REKREHEAZBI A BES SCP :
BIOS
iDRAC Web RHE
N EREMEE MR - SRS ST E4at&T0R 2 FeiF SCP XS,
Q) | i%: IR AR A S IRIA EARRIS . ETLMEE Zip SHAUSEEETRE A\ S RIEMZ Y.
SR - EFRIETE F ST HIES A SCP M4 MAIZTIEE.
£/ -
BT B USB iEERA iDRAC FRHE
55F8 USB 12% _EAIARSSESECE 4 ELE iDRAC

Eid Hi% USB iE%i1E iDRAC RE

IDRAC Direct THREAYFRET RS AL H BN ESREEREE) IDRAC Y USB 301, IKINBEAYFREIES DRAC SR ( 4 Web .
RACADM &1 WSMan ) S8BT AR IR S S B TERIAE IR,

BRI NS ERIBEERFRIFIZER , 5515 iDRAC Release Notes ( iDRAC &4T15BE ) BIM www.dell.com/idracmanuals _LE3KEX,
(D iE: NRBEARNRE Windows IRMERR, IBTHEEERE— RNDIS IRFERFLAGERLINEE.

EEiT USB i[iA1a) iDRAC 5B , iBHITLATRIE |

KIAFTE &ML , FHETFSHE TR ZATER.

BERERERA USBImO. BXESER , B8R iE USB EEIRORE.

EFR EENTENLEREN P #Bik 169.254.0.4, TIREFEEEFLELIREN IP ik, iDRAC BRSSESIREN 1P #blik 169.254.0.3,

FHA(ER IDRAC MZRFRE , 5I80 Web FE. RACADM, Redfish 8f WSMan,
540 , B8] iDRAC Web FRHE , IBFTH—NSAONIEEES | SBAMEYE 160.254.0.3 , $AJG3% Enter .

24 iDRAC fsEF USB im AR , LED NIRRT FEEIRE. INSRERESFIDR,
6. STRFTEIRIERS . MNERSRbMRTT USB EB4S,
SRS LED ¥%14.

{5 USB 12& LRYIIRSS=EHCE (4GS iDRAC

& iIDRAC USB BR[O , EAJLAXY IDRAC B TERSSASECE. £ iDRAC FECE USB EIRImMIRE , FHEASBRSHREEXMR
USB iR , A1 USB IREFHIIRSZRECENHSAE DRAC,

ENIENIEN

o
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T: ABERBEM USB iRFERIRSSRAT , AHEREMA IDRAC EOIRTE USB ERIRMIRE.

ficEe USB ElRIR[h&E

ST LAERZRSE BIOS [BAEEEA iDRAC Direct USB imH. SAZEZREE BIOS > EMIRE. EFITHTER | EEXHT SR iDRAC
Direct USB %[,

£ iDRAC & , BB A IRSSRIEFINRA BEECE USB BRIk, EiEE USBIRER , EREHEMREISE "BE4RRSEm"
RO T ER USBIRBER,
ETHIERT , 7 Lifecycle Controller B&HER— NS -
RELTF "BE1" 5 DRAC IR , FFH USB iIRECEATBER.
USB ERim RN 18K,
B EM IDRAC tIHREHRERS.
IREM IDRAC SR ER S
HiZFHBEE USB HIUSEr A EIREKAT | RSB ITTEE | HFESBSUTEMERTERES
25 . BEFiaiTIRR
7Y - USB u%
FEER T ;&
fﬁiiFE’\JJ‘@_%D : EE?EB#F‘ SNMP &R, ImFE&R G HEF0 WS =4
BE . %K
ETERT  BEREREEHIEEIZRE Lifecycle Controller HE :
o BT "IRSSESEE AFPRURAVER TEINECE USB ST IRO.
USB iR#&1EH iDRAC M , HEEEiHgK USB EBimOER,.
USB i8%Z1IEH iDRAC A , HEEBKRISSE.

R Web REEIE USB ERiRO

EFLE USB iwO , IEHUTIATIRE

1. 7£DRAC Web FES , %% iDRAC igH > > &1# USB iRH.

2. UsB BIEIROIRENEEH.

3. M IDRAC &2 : USB SCP EL&E MR PSRk ERSSSE (BESNFHETE USB IRass FAARSSSECE4SC )
- X[
. (REESHEEHRAEELENEH

(= FEERIEE S
=1

EXEFERINER | i5513 iIDRAC Online Help ( iDRAC BEH1EEED ) «
@) |iE: EESER "(EEENREXGER" ESAREEXHZE | iDRACI AVFEERZIERIFERIH. EaILL
M “Zip XHAIRE" RITHN\ I RIRIZ I,

4. BFRARNARE.

(5F RACADM [Ei& USB E1Hifs

HRIE USB EHiH0 , IBFERLAT RACADM FiSFfIXdsR :
EEE USB RIS :

racadm get i1iDRAC.USB.PortStatus
o BEBHEE USBIROES :

racadm get 1DRAC.USB.ManagementPortMode
- EBE USBIRBIEIREM :

racadm hwinventory
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< EESEEREE LHITRE

racadm eventfilters

BXEZ(=R , 52158 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJ M www.dell.com/idracmanuals _EFREY,

{F iDRAC 1R B2 HiEFEcE USB Bk

ERCE USB im | IBHUTLATHRE

1. 7 DRAC IRBAFRERF+ . BZEN T USB iRiRE.
1527~ iDRAC i€ E 1 Bi#l USB w8 B TIH.

2. M iDRAC Direct : USB Eg& XML THREREHEFEMLAECERS SR ( BESAFEE USB IXaNZs RIS R ECE 4L
W)
- BEH
« (REESHEEHRAEELENEH

«  (NEREENEE S
=

BXFFEBIER | 1525 iDRAC Settings Utility Online Help ( iDRAC & &2\ FRTEFERHEEED )
3. BiE—¥ %R AERGRUANERE.

M USB @S ANIRS=EEE

HER1E USB IRFBRIEE R EE—NEFRA System_Configuration xMLIBER , iZBREE config 1 control 344 :

+  IRSSESECE A (SCP) i1 F USB iRZRBE R THY System Configuration xur FERF, W ESRESENFFIERG
&3, HpEHE IDRAC, PERC. RAID 1 BIOS HEM., EaILlmEBI SR ERSSE R aEYE. SUEBrLIE

<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-
config.json, config. xml_f,config.json°

o BRI - BF-LSHLIEEISNRE | FEE DRAC RRAHHIRBAGNENY. HEFXEhEa=154%:

+ ShutdownType - IEE. &%, FEH5IS.
o TimeToWait (#) - &/MES 300 , = RK{ES 3600,
o EndHostPowerState - Ff/3%.

control.xml {43 :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

BB B IRSS SR ERIRA BEFU TR,
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() |iE: ESA SCP BY , ANSERY SCP X{4RpY USB BIRiRE | RSHUFILRMS{FILRMERE TR, EILIXT SCP FRIE

TERINERE | LABREIRAIRE.

EEIRS SR E M USB iZF S IDRAC :

1.

8.

FRE USB STEfEHR -

1% UsB BRI IR E HA@NEL iDRAC,
« J5iDRAC EI2 : USB XML BB IR ENERKIAEIRER=EHA.
BEE configuration.xml F] control.xml SA4HJ USB [NTFEEHEN iIDRAC USB i,

@ [3F: XML RIS AR BER S ANSH, RIE—SHE)E,
BT USB IRBIRERTHI system Configuration XML FEHRTEAMRSESEE. BRUTIEAINZSUL

<servicetag>-config.xml / <servicetag>-config.json

¢ <modelnum>-config.xml / <modelnum>-config.json
config.xml / config.json
IRSSREE XM ENRSEFA,
MRAKENCECEN M | BFRIFLE.
305K iDRAC EH : USB XML EEEBEIRE HERFNASREBREE BOS REFEANT , BiEWRHEH— IDRAC AAFIKFE
WIER  NEBR—FIEREEFHE LRE,
LCD [E#RF LED (4NRE ) 2B - EBRsSAFIL.

MRFEFOMEREE , FEEHMGPIXARBCIEENAEMSIS | NSRS ISkSRULERE. B, RS
KBEHSIS  FNAERE. (NERSHEXDT , SNAESMRNEE | AIECEERENSISIEN.

SR ZERE | LCD/LED BEmzZ P BT, MRFEEHSIS  LCO B%ESHIREE TN "&iF  FRHEEHSI
=

=7

SNR USB IRBBNERS ST | WESNERERERSICRAE USB IREHHY results.xml X4,

LCD B2
WS LCO WIRATA , ERRIMFBRATRE :

ISR

SN - IEEM USB IR EEHIIRS 2RECE X 4RT.
RZFE - VRV IEFEHATRT.

B5eh - 1R EMRIh5ERAT.

ERERERR - (R EFemRERERIR,
BN - Rl EXRW.

BXEZFMER | 1RSI USB IRE LRIERX .

LED UXK4TA

USB LED f&/RIEFEfER USB i HATRIBRSS 2RECESUHRFRVATS. It LED AIRERNERTRIERS.

ERBIRESE - IETEMN USB IREEHIIRSRECE 4.
EEBINNF - EEHITIFRLL.

EIRIFENE - (RN |, SETHEREIR.
EFBRESE - (R EMThEH.

Q) i*: f£ PowerEdge R840 #l1 R940xa H1 , ¥ISR{FTE LCD , 2§{#F USB ix[i#{TSNIZ{ER) , USB LED A&k, {6 LCD 1§

BIRMERS.

HESHERT

BRSNRFCRIATMER

81 Lifecycle Controller BESHAEFIEREM USB HITETISNRIRIE.
R USB IRFIRIFNIBEANIRT | &7 USB NEE ERNER IR ER,

BEFERTEFHEAE—NEA Results. xnl PHERNMY , HPEEUTES

IREHIRE - EENBREREWEL ID 8REERZ [FICREUE.
{EAL ID - EENEBEREEL ID ZEIEREUE.
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{EAVAIFFA B EBFORT(E) - IESANREREEL ID Z/FICRETE.
R - ESNERIEREFL ID s ESER T AN REUE.
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{§F Quick Sync 2

24 Dell OpenManage Mobile IETE Android B, iOS Balig & LiEfTht , SRR ERLIRRSSEs | i @id OpenManage
Essentials 8 OpenManage Enterprise (OME) ZHI&14R. XATFEEERSSFMERMERSM. BE LCHRASHEE. M
OME =HIEREE g & ERBmIER. o P ik, (&3 IDRAC Zi8. ELEXHE BIOS BHAREREREGMNER. EthalL
KIDRSREER. THRIRFEHETE iDRAC GUI,

OMM ATM Apple App Store 8% Google Play Store a2 T2,

WITIERSEMESE ( 235 Android 5.0+ F110S 9.0+ FBENiREE ) &% OpenManage Mobile RZFEFERE , ARE{HFE iDRAC Quick Sync 2 &
EO

®

(@ |i#: IEEERITESRA Android IZ{ER4TFN Apple i0S MIBENESE E SIS,
EHFRRAT |, LLIHRE(TSE 14 X PowerEdge fRSSEET . B©EEEREHR Quick Sync 2 ZAMIIEHIER ( SRAEEMNZERES ) 1
IEZHRBERE ( FOENIERY Wi-Fi ) BOBaNIReE. Elt , XE—FNENNEEREY | HINBEAKE T iDRAC FIHFH],
@ it BXE MX EERERPEE Quick Sync 2 FIEBIERE , i5S1W OpenManage Enterprise Modular User's Guide
( OpenManage Enterprise Modular FHF$8R3 ) 1 OpenManage Mobile User’ s Guide ( OpenManage Mobile FHF$§

) . TMUATRILLIRTS : dell.com/support/manuals
iDRAC Quick Sync 2 FLEITEE :
O [iE: FEBRF MX T4,
BLE Quick Sync Zfg , EAMIEHIER LEGE Quick Sync 2 #2581, R Quick Sync 2 I8~k TS, BII#HIRE ( Android 5.0+ B,
I0S 9.0+, OMM 2.0 SEBARA ) 58 Quick Sync 2 {F&.
&I OpenManage Mobile , ATLABATLATRAE :

BERREEMER

BHERWER

ELBEA iDRAC MEZIRE
% OpenManage Mobile IEZ(SE , 15215 Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FAF48
) ATM www.dell.com/openmanagemanuals _E3KEY,

£ -

o FgE iDRAC Quick Sync 2
s ([FABEEESE DRACER

ficE iDRAC Quick Sync 2

{Bi2{sEA iDRAC Web FHE. RACADM. WSMan % iDRAC HIl , ] LAERE iDRAC Quick Sync 2 THRELLSIEE AR
Bl - BEEEAES. R[IFNEZH. E52IA%E.
Bl - BB ENCEHESREZRH. BAEEEEA.
HBRIPRE! - Z"ZEF Quick Sync 2 RN fEHYAGE], BRUAEFERTFD. BOAMER 120 70, SEEJ 120 F 3600 #,
1. WMREBHA , EelLUEEEXA Quick Sync 2 iR ERIATIE., BFFF , IERRIREISCERH.
2. NREEF | TSRS NER IR,
EEISIE - BcE N "BEAT | XEBAEI.
WiFi - BtER "BBR" | XEBIAER,
TwBE "IRSEEEH" SRR EXLIEE. TEEMSISEFLUMEREEN. BEZE S LIEANEHIER EBE
Quick Sync 2 #%$H., (R Quick Sync I8IT=#2, AR BIIBENZEISE Quick Sync (58,
EEEREEHAT , 27F Lifecycle Controller &R —1%H.

it AN EREEMNSRHBEFPRE Quick Sync 2 1RIRAIBPLLIRSSEE.
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{5 Web 2 MAicE iDRAC Quick Sync 2 188

ERi S iDRAC Quick Sync 2 :

1. 7£iDRAC Web REH #ZE Configuration ( BiE ) > System Settings ( RHIZE ) > Hardware Settings ( #{th&EH ) >
iDRAC Quick Sync,
2. 7£ iDRAC Quick Sync ZB5H , M Access ( ihI8 ) THRISEEAIEE TFEILZ —LATIE) Android B, i0S #BaNiRE :
Read-write (1£5 )
Read-only ( RiE)
E22H
3. [BRITRI=ES.
4. 1EEERRE.
BXREFBRINEZER , 15515 IDRAC Online Help (iIDRAC BXH/1E5EN ) .
5. BEMANAIRE.

{F RACADM it & iDRAC RiERZ 2 188

BERLE IDRAC RIERELE 2 ThRE , i5{# A System.QuickSync AfY racadm 335, BXEZSE , 15217 iDRAC RACADM CL
Guide ( iDRAC RACADM CLI $8Fg ) T www.dell.com/idracmanuals _E3%EY,

{6 iDRAC 12 B2 HIEFHe= iDRAC Quick Sync 2 iRE

HEfZE iDRAC Quick Sync 2 :

1. 7£iDRAC GUI H % Z Configuration ( BEE ) > Systems Settings ( RHIRE ) > Hardware Settings ( fB{%i&% ) > iDRAC
Quick Sync,
2. 7 iDRAC HRIERIEE D+
1=yl IS N
= FEERT,
1EEFFE N ATERIIRE (SEELRE 120 B 3600 %) ) ,
BXEFZRNESER |, 15219 IDRAC Online Help (iDRAC BXHLIEEED ) .

3. {foxrBAs Back (J5IB ) . Finish (52R% ) #lYes (2) .
BRI AIRE.

(EBEHIREES iDRAC (ER

BENBINEFEE DRAC (S8 |, B HL PR Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FBF15
& ) AM www.dell.com/openmanagemanuals 3KEY,
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=i

= i,ﬂﬁu;uﬁi by

Eiféﬂﬁﬁﬁ%%ﬂﬁ%%%iﬁ &) Management Station LAY/ ERIREEE ML ZRY ISO CD/DVD B , BUFHEER EIRS R LANIRE

{EFBRERATRTDRE | 1&EJLL
B RS AR RN R SRIN R
RN R
< EHREER
« EXERRLLREFRR
XBERTIRINEIRS ST, ERUARR MERT IR .
FEIIRE

o EHENERSHSERIER (CD/DVD)., HEIKENES ( BIFET USB HYIEENES ) 70 USB INFEE.

o BRALUEERERG FR—MRE. USB RSIREIES. MGESEALAR— M ERIEMSREEIISERR. IFREIRENEEEIE
MG — N FREIRIES. SSRGS EERES — NI R R IREIRTE—1 1SO UGS,
TEERTHENENINRIZE.

T EMEERANLIAIE] IDRAC BUREHIEREE N R,

AESERS L |, HEEENEUN RS SEIRIES.

EETF Windows IZERGF L, IIREIN RIS EMINHEERMEES | NSENE.
EHARERENET Lnux WZERSK L , BN RIRSIRSRB TR, EF LIRS , BFEA mount f<,
MNZERF R BIFRE EPEREESHIREKE BT ML A ZE Management Station,

ERGNEE TG ELENRNZER S L , EINRES BRI NEEIES.

BRI LITERN R E RFEHE Management Station CD/DVD 3Rzhgs ( R ) |, {BAREEHER USB MME.

AN TRZEDFE 128 Kbps BIRTFRILEHER.

WNER LOM 8 NIC 5Kl , BN R RIE I RES .

Managed System Management Station

f/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw Remote Floppy

4: BN RRE

E 2

o ISHUIRENESFOIRE

s BEEUNER

o ipAENER

. BT BIOSIEES SEE
s BEREEIINRES

SZFFRYIREIRE TS &

TR T B U RS9I A RR.
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. 61: SZIFHIIREN RIS

IRzhaR SEHSERESY R

REFAEEK 8 144 REAIES 1.44 REIRANRR
CD-ROM
DVD
CD-RW
8 CD-ROM NERINESIXANRE

MRS IR AR 1IS09660 #&HYI CD-ROM/DVD BR{ET(4:
IS09660 HETVATEREZBRESII

USB [ 8 CD-ROM MMEAY USB CD-ROM IKz/ES

* 1509660 t8TUAY USB INTFERBME ST

BeBEPLIT

o

N

BEEREIINRIZER , HIRCEE Web RIETEELMER Java 5% ActiveX fft.

{5/ iDRAC Web FREIECEREI TR

EREREUNTRE

BITEMN ERIEREZER iDRAC, BUSFEFRER | BIFHIREER.

1. 1£ IDRAC Web RES , #Z Configuration ( fg& ) > Virtual Media ( EIIRE ) > Attached Media (EERINTER) .
2. IBEFASEINRE. BXEZER | 15207 IDRAC Online Help ( iDRAC BX#E3ED ) .
3. Bk Apply ( RIF ) (RIFIRE.

{£F RACADM EeEEPIIT R

BRERIINGR | F set i3S LUK iDRAC.VirtualMedia BRI,
BXELZZE , 1558 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI EF5 ) AT www.dell.com/idracmanuals _E3REX,

(£ iDRAC 2B 2 HiEFEEEMER

A5 IDRAC IREAFTERFMTIN. £ B EMIIEMN R, EHATIHIRIE
1. 7E DRAC IRENFIERYF , BEN K USB IRMRE.
557~ iDRAC i8 B\ & USB iR [1ig = TE.

2. £ Virtual Media ( BHIYER ) 209 | tRIBESKIESE Detach (IFE ) . Attach (il ) = Auto Attach ( EIZHHfIHA ) . BXKIEI
MEZ(ER |, 1555 IDRAC Settings Utility Online Help ( iDRAC I8 B2\ FIRERFEAH1EEE) ) .

Finish (526% ) ¥l Yes (£) .

3. {foREE Back ([5IR ) .

RN RIRERTSAECE.

EERIN RS R RN
TR T BT R BRI,
%. 62: ERIAERSHRAIE

FEINAYTT BRIRTS RRImE
nE TR IREIZI R 5.
iy X7 Client View ( EFIR{RE ) FEZEHAILIRGIN R,
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MBS BRIRTS AR
BN E Client View ( ZFiRilE ) FTHEIRGINER , BFIRIRE A RS,

BFEEEM T RPER RS EE

Bt ENE BRI  TRELIFSIKEhEs eI W, EHTIRIE | 187 Windows FEETEZEHHY Organize ( 4H4R ) KHEAG
EAE Folder and search options ( S{4FFBEZEIT ) . 7 View (B ) EInE+ , BUEES Hide empty drives in the
Computer folder ( BEfEitEHNATPRIZIREZT ) FEIHERT OK (HE ) .

IBIAEPLI TR

(BRI R NSRS SRR R, BRI EZAD , SUEREEN Web JIKE,

BINGRS RFS 2ERFM. IR RFS EEATEIRE | MAHEEREMEMNRERiGE B LEERUTEIRES
Virtual Media is currently unavailable ( ETNE2SEIF<E]/H ) ., A Virtual Media or Remote File Share session is in use. ( EETNFEEL T
BEXARERF I FAEEFT, )

YNSR RFS IERFIRENRTS | BALEGEXEMEUNRZ P , FILAREE G, REELUERRUNREFmER
BRI BRET RN BRI A=E,

(ER EIE S SR ER TR

B EIEH S EHEIUNRRT | EHRR
SEREIEHE.
REABE NIRRT IRGNES — £ Windows ZRETEESH , SfnZ| Folder Options ( X{#¥FiElR ) , FEkR Hide empty drives
in the Computer folder ( [EiEGTEHIHFARAITIRENES ) 1IN , REHE OK (IRE) .
BERAEIEFSEREINE
1. 7£IDRAC Web REF , 2= Configuration ( BZ& ) > Virtual Console ( BIEHIE ) .
B &7 Virtual Console ( EEHMEHIS ) TUE.
2. EA; Launch Virtual Console ( EIEIISHIE ) .
Virtual Console Viewer ( FEIISHIEEES ) BISE50.
Q) [iFE {£ Linux £ , JAVA 2EFFEELISHEREGAREZE, £ Windows Lk, 3TFF . yn1p XHELMER Java BEERUESE
#Ha.

3. EAfh Virtual Media ( E#I/YEE ) > Connect Virtual Media ( iZEEERINE) .
B ENRSIE - 7B Virtual Media ( BN ) KRB EROTIETRIISEAIFIZR.

@ |i$: WGIAEEE Y ERRT |, Virtual Console Viewer ( ERUZHISEES ) O MRISIED.

AMEREPIERISREIEITT R

SEREUERIEN | TEEMEMN R , B

REUNERET HIARTS. EHUTICRE | W AR ER 2N,
« BREABRENETTIKANEE., BHUTILERE | 157 Windows RIREIERRRPHEEMIGELR | SRR RN RIS IRERS
I, A REIRE.

LEREERIER  EhEEMUNE

1. £ IDRAC Web REH , HEEE > EIMNE.
2. BEEEELNTE.

BE |, BEIBTXE L REMEUNR

1. RERE > ERIERS.
2. BERMEIERE. FEBETRUTHEE

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?

3. BERE. WHSEREMARED.
4. FEEMANEERES |, BEIREY CD/DVD SIREIAISaR. BXEZER , SR Mepping virtual drive ( BRETEEIMIRERS ) .
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() |i*: SERF LRELIEEEMNEESS Management Station EAIIIRIREIES A—5,

i¥: fEIE1T Windows IMERFANZRSA L , M1RFBA Internet Explorer Enhanced Security ( Internet Explorer IE8AIR 2D
B)  EUNREUREEESIE. SHRIRE , 53S0 Microsoft IMERANEHRERASTER.

DN EEHAT T ERER{SR

EETLABIEIEAZ S RAON RBR G | FHGELED USB IRBIEREIRSHAVRERR. BENNEMNEIRE | BHITLATERE :

1. ER{ Virtual Media ( /Y& ) > Create Image... ( BIZEMYE... ) .

2. 71f Source Folder (iFE34% ) e , B Browse (i) | AEEEERFREHRIXEHBER. S5 FAIIRESL
HEZERS LR C KA,

3. EMEXHBWRFERT  RETRATEMEEEEMESHIEARR (BEREREER ) . EERZME | BH T Browse (il
8) FNEENE.
4. BEEEIRER.

GEIRSTREER. MRREHI TR EEF , RRRBRESHR | ERRESHU TR SRR SETTRER | Bt
BRIGEURTTIZMER, ANRBMESHATERIRA |, NIBREGEIZE SR,

AiEME TS , RASETHRITEE.
5. EATE5ERE.
ISO BUEENE 8lIE.

VERBMERINS RS , RESESIRENRE R .img SMELUFEALLIIAE, INERMBENEMRLL img U4 , FBATE Virtual
Media ( BN ) B TIIASPEMNISEARNRIER. FEit | @ EEFERYGIAEBEIE MR .img X4, B
£, .img XHE[LAESE—REUEIETEXSEEHREE . G Remove Image ( BRI ) LIBEREE.

SEESFIFMHER

EEEEIISEIHMER | BEEMIEFIEESERT , B8 Tools (THR) > Stats (FiHER ) . 7E Stats (FiHER ) EOF
Virtual Media ( EIYR ) 2P0 B RSIEINRE LN BEIRENE/ BiEs). MRENUNREERE , BETLER. RS
EREUNE  BER "REREIUNR" HR.

gg;%gﬂe{ﬁﬁﬁﬁm}%uéﬁﬂ’t%}ﬁ?ﬁﬁ@?uﬁﬁ , M Virtual Media ( BN ) SBOBERA—INEIE , SIREXTEME S

. \ - [ = |
B3R ENEE =
Dell EMC PowerEdge RS 28 EIGFE S SS B ER AIRTEFMNERFAINGEH, (/A DRAC , IEaTL RN E S EN S IR TR
B, LATERAOBRSS S8 P ERBIgER S,
ERERIREER | BHTLUTIRME
1. 7EIDRAC Web REH , £EME > EENE.
2. BEREHIRER.
3. NBHEOFERRMERS | KSR TEHIRNIER,
O [iF: BMERT . "AFF ISEEIEE 18 I,
EEERERSEEIRAER | BT TIRE -

1. REERE > BUNE.
2. BEEEIRNIER.
3. TERHENFERERE.

Q) [iE: MREDEFSERFALFTA  WIRFASRTRERENEFER. BERM www.dell.com/support RTEHHRIREHRY
REhERFE.

&Eig USB

EHE USBIRE :
1. EEIIEHISEEREET , B Tools (TR ) > Stats (FHiHER) .
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K27 stats (FHHER ) BO.
7E Virtual Media ( B2/ ) T , 255 USB Reset (USB &Eig ) .
RSB —RHERESHP  REE USB & , WaMBERSSNMERA | SEEUN R, BENER.

RN
USB BERI<EE.
® | - BMEMEEH iDRAC Web RESIE , iDRAC BT RBRSLLE,

BRET EEHABK =S

ERRESREUIRANRS |
() |iE: EERET ActiveX XETF Java RIERINERES , S SURE SRR sEIRGHR(ER SR DVD 5k USB ITFIRENES ( BPERE

FIESTEYY ) . EMgIREhES |, ISR BREEN IE 5§18 iDRAC IP HLERINENS{EIL=FIFRR,

EREVEUNRSE | BNEMN RS EEEEELNE.

STTFENIFNENIRSSESMETIIRE |, BSEEMNTRERE AR KR, 1ZRRIEREESEE a2, fia
iR&Y CD/DVD
BREY O RS TR R

o MREIERE

() [iE: MRSECHMARIAERRZFREER , SEFIRPETRGRERPIN. NRCEARRGE | SERARGIRE

=g B R E LA

k&3 DVD/CD IZITRILART 1SO 344 , BREFRIFSahfiRIc T =) FA TR (&,
O |i#: BEEESERET HTML5 FEBISHQMETMIENT , HINIET USB IREIEE. CD & DVD,

D |it: BFExiEiE ROP SIEFERAEIUSHE/ BN RIS USB NERIET R RIS,
BRI EIRGTHIREEEL,
@ |iE: MBEERMNESIEEFTELE Web BORIE. B—4 Web BOKIFHTE VMCLI PR-FEFENIRE , WRRFENRIE.

EIRahER/BMESUFFERT , W TRIZIRPIEFIRE.

FIRTESFTERIREIAIRTA ( RBRST ) %% ( CD/DVD, FIRMENiiER. W& ) LUK ATBRGIAIBRESIMRAY (1ISO B IMG ) . BR
BT EROARE AR R (BEARFEHE ) F. MRREHE FFIFRTS | BRENEEERE.

3$F CD/DVD , IEFBRISUEERIR ISO ; X FaIReahfi a2 fEs , WA IMG,

WMEREBARER ( R\ ) FPOIEME  HEEEMEITIBMEERANT , oJE MR FEEC IR,
MEEARAINECIEME , WIEIEFIREI ISR | TiAE FhEERPIERCOIZAME. BEELIEERE.
R RIE LS SR &S A RIER .

3F CD/DVD 8% , BOAER FEBiZEmF BT AR,

() | i%: tNERLBER HTMLS BEIE=HI&IRET 1S0 F1 IMG X8 , MILISEIER RiET s,
BAFMSHEELUS IR ERTEI IR 58,

BREtIRE/ e ERMA TSRS REZN , LUSTRERR. a0, (NRER CO/DVD IREMEIZIEA foo. iso
Egg%@ﬁd# PR SEEHRAY CD/DVD KEINERE /I foo.iso BREIEI CD/DVD, ZXBMASBE —MNESERCiERESH
BRET,

2 IE TR EPIR D=8 A T BRET

=
A 172

AET Linux RIEIERIL E |, BN Client ( BFIR ) B0 B AET SRR AIBAMEETIRE. 797 R ARSI IEFRAIEEU
IKaNEE |, BN EIERER SATA ERIKANERERRIRE. EHUTIHRF

1.

BH5ISER CRVRERS. EHNBETRES | 8 <F2> N\ System Setup ( RRIRE ) .

2. B.E SATA settings ( SATAIRE ) . WEPKERROFMAESR.
3.
4. HEERSTER Client ( FPiR ) BH. K2 B LARSIRIIERIKEIES.

[BRSERFEF EiEER AR I a2 AR .
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b . — T
BUGE IRET EEASR TN =8
BEEIRSTEIAIREIES
1. £ Virtual Media ( EEHINR ) KEF , FUTLATEIRE -
o BPFEEEEGTHNRE.
» B Disconnect Virtual Media ( BiFFEEHIUNE ) .
RASETNEKRBAER.
2. BER.
ZEERIMPNEIEIRCSIESK | LSRRI EN RS ES.
Q) |iE: MIZE1T Macintosh IE{ERFAIZT i RAEGEHMINHEET] vKVM B USB 18515 . BRSNS SEZ s ErIgEAR ]
H. EMERMRSAHEEZFPIRERA LFNETIZUETLS.

it ERVEMRGT Linux E#ERF _ERYERI DVD IRENZE | i5EISIRENZRFHHSHAH.

®
1&g BIOS iZ&5| 2k

EAERSE BOS REXARER , BHLKBZERS RENNEM RIS EI R E KR5S,
@ |iE: EEEBHERENN RE SRR SRR,

EFZERAFASIS
1. 3ISZERR.
2. & <F2> #\ System Setup ( ZAIRE ) TTH.

3. F&ZE System BIOS Settings ( 54t BIOS i&8 ) > Boot Settings ( 5|5i&& ) > BIOS Boot Settings ( BIOS 5|&i&8 ) >
Boot Sequence ( 5|SfE ) .
mEEHEOS |, BRI I IR e SVES | S8 B FITE—ie.

4. HREMRSIBEBRAHIIATSISNRENE—NEE. MRFE , BEEFRE LANRBEKE|ISINF.
5. BAFIRE , REIRS BIOS iIRE A , ARRT5MEK.
6. B Yes (&) (RFEZFHEL.

SZERFENSIS.

ZEIL RESISIFENTSI1SIRE51S. MRENRFCEERHBEISISNR  FRISISEZENRE. Bl RESR
BRLEIRE — KT IRETS 1SN RIWIRIRE.

BR—XIEENTREIS

EERTERUNRIREZE | BREEN X |1SIRF.

FEBA—RMS 1SS Al , i5HBiR

« 1®BA Configure User ( BBERF ) TR,

* {8 Virtual Media ( BEHANR ) 1B , A MEREIAIRERE ( CD/DVD, ¥K&EE,, USB INFIRE ) BESIZIRT 5| S REE.
o EEINERET Attached ( BN ) KES , LUERIAIREIEEES ISIRFEF .

BEGA—RMS ISEIFNEIN RS ISZERR

1. f£IDRAC Web REH , %ZHES > IRS3ES > SN .

fE Virtual Media ( AN ) T , 1% Enable Boot Once ( BF—XI45|S ) A58 Apply ( R ) .

5| SHIE TS E R R FHHZ <F2>,

55| SIRFES A NTREIUN RIZES S,

BH5ISRSRE.
ZERFNEUN TR,

o AN
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TEMER VMCLI 2BERF

REfl T RASATHRE (VMCLI) AFBERFIRARE  NEBIEAZE RS LR DRAC IREEMANEIIRE. R RER &1L
IBRIEEMANERTIRE | BIERRESUHFIYIIEIRENRS | LUBT MSES MNEE RSt LARE R ER L.

VMCLI 2~ RIS LA IORE ¢
o EHEENETEIN AR B S e .
+  [3F iDRAC EHHISIS—IREIZ BEEBEERIESIE.
. [FAZRSEREFE (SSL) RS DRAC NEERE.
4T v™MCU S, B3 -
o EEEEmAILL,
s BERGERINZHIE.
@ |F: E21E Windows HIRIHE | iEEMATSEEEE,
E5
222 VMCL
1B1T VMCLI N FHfER
VMCLI iBi%

ey S

7 VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD H,

B3 VMCLI A FRFER -

1. Y& Dell Systems Management Tools and Documentation DVD i Management Station B9 DVD X528,

2. BfEFEELANREBZ % DRAC T A,

3. FINZESS | 18E install\Dell\SysMgt\rac5 {4 LAFBIRIFIE vmcli.exe, [FFE , 87 UNIX FUHERIESER,
VMCLl AFREFRIEREER S L.

S = /"\ I ::,rn-
&1 VMCLI 2 2R
MRS ERATERFESPRSAERR | NIETEERIAINIR A 88217 VMCL &<,
£ Windows &% L , IEETRRWMINEEH Power User ( BRER ) IRAEEETT VMCLI 2~ FBfER.
£ Linux &&trh |, Eifa) iDRAC |, 181517 VMCL AFREFHERAF®S | IEEERBP YIS sudo I8 VMCLI a5$HIER.
B , ERNedwE VMCL EIBERATRIFEF |, BFMH visudo &%,

S5
VMCLI 13;
Windows F] Linux 24t E8Y VMCLI RE=2HEE., VMCLIEER :

VMCLI [parameter] [operating system shell options]

{590 , vmcli -r iDRAC-IP-address:iDRAC-SSL-port
S#FE VMCLI BEBIEREEIIEERIIRSS RS | 1518 iDRAC HIRETZEWEEEIIN R,
O | WML EER S XIS,

ATHREE  #EEERTI VMCL 241
« vmeli -1 — BABEH VMCL BIRZREHGE. EXLUBRIEEMAREEHEN AR SEEAT L.
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vmcli —-r <iDRAC-IP-address|[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -
c {<device-name> | <image-file>} — FRNEA IDRAC CAIFBEEEN., MRIFPTH , NLEE TGS ETR—
FELZBER. BR | maSBIHITHESEY VMCL £1E, BX VMCL SHINESER | 15515 VMCLI #8/E, VMCLI

Man Za/E].,

iBRE T RAY VMCLI a5
TSRS E R RN R VCL B9,

#.63: VMCLI %%

EEIT R we

RIS

vmcli -r [RAC IP or hostname] -u [i1DRAC user

name] -p [iDRAC user password] -f [device

name ]
= y y
ﬂ%l«-ﬁ)\ﬁﬁz usB Iﬂﬁﬁﬂﬂ{% vmcli -r [1DRAC IP address] [iDRAC user
name ]
-p [iDRAC password] -f [floppy.img]
CD SRafig&{sEF - IR vmcli -r [iDRAC IP address] -u [iDRAC user
name |
-p [iDRAC password] -f [device name] | [image
file]-f [cdrom - dev
1
=
ﬂgvaD/DVD Hg&{% vmcli -r [1DRAC IP address] -u [1DRAC user
name ]
-p [iDRAC password] -c [DVD.img]

RNHREERIF  WEMN FISEE ARG, ERREUNRALRENE | BHITLUTRE

BB PRI S RIF AR S SR EIRE S
« (EFARENSRIFIIEE.

FEMMCRIERRE SR | ZAREATLAHZER—REN .
REHIIREIRENRRES | —RRBEE— P R1ENE— Ma YRR RS,

VMCLI {Z#{EZE S Shell il

VMCLI {8 Shell ETERER TFIRIER SIS
stderr/stdout EBTEME — HHTITENN e M EER =Y.
B0 , FEEATFEFT () BEXERIBIL VMCL BRI S H B =g e,

® | i: VMCLI AR AEAUREMA (stdin), EIb , FEE stdin B,

- EERIT—BAMERT  VMCL XFRERFERISIET. ERERMFRFERIHS Shel IHEE | BLBRERERSIET.
flgn | £ Linux BAERFET | apL/RIRINS (&) FRREREFEMA— M FREEHE. WRATEHNAEFHRERA  EAEH

XF VMCLl ap L fEafTHiEE . BRIFHARERIZT (BN , WASMELE 52 VMCL FEFAELL ) .

MERBHEA VMCL 21F | iSRRI ERFHTERN TR HNLIEHIE.

HEIER vMCLI 2BIERF 257



=18 vFlash SD &

vFlash SD RE— P& 23 (SD) + , AILIN T TS, ELIERRS 16 GB RERIER. BARE , BLIU=A vFlash
DIREKEIEMEES X, vFlash REZRGEINAIINEE.

() |iE: SD RAIKUVZBRE | ERILATIIFHRE | FHERSEERAY SD REEL 2709 SD K. BT vFlash (R FAT32 X
HRSF , ELSXHEXIRES 4 GB,

WNERIZ-RIE RS vFlash SD RiEEARBIF |, 157E iDRAC Web FREHY Overview ( #E55 ) > Server ( BRS388 ) > vFlash TEREL
THEIRER :

SD card not detected. Please insert an SD card of size 256MB or greater.

@ iE: iIBRERIS(UE iDRAC vFlash RIFIEFRIEAFER vFlash B9 SD k. WMRIBHARIRSEY SD |, WltaizRIHSERIUAT
$8IR(SB : An error has occurred while initializing SD card ( #T45H SD FAIZEEIR ) .
FERE

IRIFHESEFHENL USB i858,

@@%é’? 16 Mo X, XS XAEMINRXNR G E /RIS, EEIREI8SE; CO/DVD Raes , B EANRIETT

Eo
M RSO SK, 35 img (8T, iso #&=UATF CD/DVD LU .iso F .img &=\ FF B IEILEY,
BIEETT5|SHY USB 1875,
—RMEE | SEERRY USB 184,
©) |s$: BTHEETE vFlash IZETIEH vFlash FTECITH, MBESXMER , WEEHITL vFlash BEISERTEA.
() |i*: tnR FIPS X BEA | BT EMITIEM vFlash F{E,
E 5

e FEE vFlash SD &
o &8 vFlash X

Bt vFlash SD &

EECE vFlash Z 8 IBHIRIE vFlash SD FELEERF L. XTNAIMNRSLENBRENEE | 5805 Installation and Service
Manual ( ZZEFMIRSFM ) T www.dell.com/poweredgemanuals E3KEY,

@ |iE: BREE “HEEMNER" SR SRR vFlash T8 , ARI-RIATIIALIRME.

&% vFlash SD RE ¢

JEFE vFlash THEES | T LAfSEA iDRAC Web RiEak RACADM &E SD K@,

{EF Web SRE&E vFlash SD K%

BEEE vFlash SD KB , 157E IDRAC Web 5REF , = Configuration ( it& ) > System Settings ( Z#i&E ) > Hardware
Settings ( l{#HZE ) > vFlash, BERISR7R Card Properties (RIEM ) IWH, BXMERNEMAIER | 1551 IDRAC Online
Help ( IDRAC BXHESED ) .

{§fF RACADM &% vFlash SD kg%

E(§EH RACADM &% VFlash SD K@Mt |, 1B(FH get apSHIATS -

¢ iDRAC.vflashsd.AvailableSize
* iDRAC.vflashsd.Health
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iDRAC.vflashsd.Licensed
iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BRXLENEINESZ(ER. |, 555 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI #8885 ) BJM www.dell.com/idracmanuals 3£
B,

{5 iDRAC 2B 2 HIEFEE vFlash SD kg%

BEHE vFlash SD K/E1% , 1£ iDRAC Settings Utility (iDRAC iZBARTER ) 4 ., 2% Media and USB Port Settings ( 9} [&R#
USB ii8E ) . Media and USB Port Settings ( 11[&# USB iR[1i88 ) TETEREN. EXERNEMNER | 55
iIDRAC Settings Utility Online Help ( iDRAC & B2\ FRfERFEAH1#5E8) ) .

IR vFlash IfJ&E¢

WIREA vFlash THEEA BEHIT D KB,

R Web REIGHHEEMA vFlash )&

EEAEEE vFlash IHAE

1. 7£IDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&EH ) > Hardware Settings ( fE{RE ) >
vFlash,
BERISE R SD Card Properties ( SD K@l ) TIM.

2. iEhELiERR vFlash Enabled ( B2 vFlash ) LS AEEEA vFlash TheE, MRIEZRE(EA vFlash 21X |, EAREEEM vFlash
HEHELEREIRHA.

Q) |+: tNEEEF vFlash ThEE , WIALER SD £ElLE.
3. BThRIRD. vFlash TIACEMRIEEIR S .

{s:F RACADM |3 FHEk22H vFlash IjJgE

HE(EA RACADM [EHEEEA vFlash THEE :

racadm set iDRAC.vflashsd.Enable [n]

i¥: QBTFE vFlash SD £AJ , RACADM S AR{EH. MNRAFEE . WEEBRUATIEER : ERROR: SD Card not present
(8% : SD FFFE) .

{EF iDRAC iR B A FT=FIE X 5EA vFlash L)EE

ESFIEEEA vFlash THAE :

1. #E DRAC IREL FRERY , BENEH USB iROIRE.
iDRAC Settings (iDRAC i8HE ) . 57 Media and USB Port Settings ( 7}l USB iR[1i&E ) WA,

2. f£ vFlash RNRERD S, IEFBAREA vFlash THREEILIREERREER vFlash TI8E.

3. {foREE Back (/5IB ) . Finish (585K ) flYes (2 ).
vFlash THEERDIRIBSEIR S ek ZE A,

&4%, vFlash SD &<

TIAIIRIEL TSR SD -EHELEIZ-E_LAOMIHA VFlash RFHSE.,
Q) |i+: tnE sD ER-FSRIPKS |, ISS2M "IIak" &R,

{6 Web R mE#J154% vFlash SD &

BYNUA1Y, vFlash SD F :

®
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1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > Hardware Settings ( f#HZE ) >
vFlash,
fEEN<E7< SD Card Properties ( SD EE{% ) TiA.

2. [SF vFLASH F & Initialize ( #1318 ) .
FrEBABERIEHMER | RIBERFHY vFlash RREEEFIEL.
WREZBEA vFlash DX , YRR EESIMH BB ERES.

{5F RACADM #J#a{t vFlash SD £
E{5F RACADM HJ4AL vFlash SD & :

racadm set 1DRAC.vflashsd.Initialized 1

REERISMERTE B » KHERSHIZ .
BXEZ(ER , 15205 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BTM www.dell.com/idracmanuals _E3KEX,

{5 iDRAC 1R B 2 HIEF#1Ia4E vFlash SD <

E(FF IDRAC IR B FRERAIIRME vFlash SD k-

1. TE£IDRAC IREXFERFS , %ENHH USB iK8E.
iDRAC Settings (iDRAC i&& ) . 1527~ Media and USB Port Settings ( 7} &¥] USB i [1ig = ) Tum.

2. B Initialize vFlash ( #J¥84% vFlash ) .

3. BER. YnHEREEE.

4, B Back (IB[E] ) H54iZ=F— iDRAC Settings (iDRAC i&® ) . Media and USB Port Settings ( 7}/&Fl USB IR[1iZE )
NHEHAIEERNBER.
FrEBABERIGHMER | FIEERFHY vFlash RAEEEFIEIL.

{5 RACADM 3REY_EIRIRTS

EIREN_EIRRIXLS vFlash SD REGKIIA AR SHIRE -
1. FIFFZRZHY telnet, SSH EyERTISIEHER,
2. MIALLTA5Z : racadm vFlashsd status
BERISBnAiELA SD MR SHIRE.
3. EFFEVERA vilash XY LERIRTS |, BFEALATS : racadm vflashpartition status -a
4, BFEUSES XA , B5FEALL TS  racadm vflashpartition status -i (index)

(@ |;: tNPE\IG iDRAC , ERPRIZERIKRSEEE.,

=&

|
=18 vFlash X
&R LA(EFE iDRAC Web SREIEL RACADM HfTLATIRAE -
() |iE: EBRTILME vFlash SR ERITFFEIRIE. BN , S ZHEE Access Virtual Media (IGIIEMTER ) IBRARECUEE. HI
iR, 180, oD, PEHSHSRMIAER.
. SIETFASKX
o (FRABRMESEEIESX
s BioX
- BEUASK

¢ BESK

o EEREMTFOX
« BRRESK

« TERORRE

5ISESK
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Q) |iE: MNRERAIERF (40 WSMan, iDRAC i@ E2AITERFEk RACADM ) {R] vFlash BIERTE vFlash SE ERUEER , XS
fnZl GUI rhpgEfth—LtTam , iDRAC AIEER R RUATISEE : vFlash is currently in use by another process.
Try again after some time ( vFlash HEIEMEHH#HIEZER. S—REBAEERSX. ).

IREEMBIEFEFHATAY vFlash 2BF (BI40 , 8TUK. MIINSOXSE ) BY | vFlash BESSHTIRIES X EIEE. EIE , @IEERTHE bR
RS XEBEZRIERIEME DX,

fEFEASK

BFAS KIEERNRFRI T H USB INFERENEE., EaILAE vFlash SD £ EBIBTAS KX, EaILACIRE 20478, sFa2E219 %
X, (FRREEIED XAH{]SZiFD X8 CD,

SIE=ES XA, BRR

« EA Access Virtual Media (i5EIEIINE ) SR,

- FEWRK.

. RRBEZERP.

o ERXRHITHIANIRIE.

{EH Web REEIEFTASK

EETH vFlash X :

1. 7£iDRAC Web REF , 2= Configuration ( BEE ) > Systems Settings ( ZRHIRE ) > Hardware Settings ( fE{th&EH ) >
vFlash > Create Empty Partition ( 8li25=4K ) .

B4 B Create Empty Partition ( i ZFH %X ) 7M.
2. ISEFRER  ARERE Apply (B ) . BXBIEAIER | BES19 IDRAC Online Help (IDRAC BXHESED ) .
KINBERT |, BoE— EERERRIFIRIEHEES X, BERUEENAERDLE. TER FTEERERERE
RUETFERPRE.
o BIrBMREUE XA —F.
o ADRKNANTIEEHE  ZEBI R ELNTRTE , 5 XKNKTF 4GB,
o IEFEXRBITHISAERE.

{F RACADM giZ=HB K

ZeETAPK :
1. fEF3 Telnet. SSH EERITIZHIGERRSR.
2. BMALITaS

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatlé -s [n]

Heh [n] BRI/,
ZHABRT | QENE=ES XK AEREEREM.

(ERREHEIED X

#EBJLATE vFlash SD < _E{HERMMESIE (LA .img 5 .iso 18TURM ) SIEEFTD X, XD XOEHISEE | 3E (\img). TF& (.img) 5
CD (.is0). BUEEAYD X A/NETFIYEIIEKN,
MBMESHERIE D X 2R, 1BIRIR :
o B% Access Virtual Media ( iF[R)EHI R ) IR,
- REMRK.
. REEZERP.
o ERYRHITHIAERE.
Afg SR BY SHEa SERIDURL,
@® iE: EERIBMGEB SRR RICEL. iDRAC (FEISFIIMGRERIERSHMAE, G0, NREA 1SO BKEES
EHBEFEXEBISENER | W BIOS TiEMZMESIS.
g R AVINF ST ERIRT =S,
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BREESIRAVINTBET 4GB |, SUSHIRAD XA/ 4GB, B |, A Web SISSERESESXAT | BUESHERIMGIUNT 2
GB,

(D) |i%: vFlash $XE FAT32 XX % ERoMgSTE, BElb , BUSSIEE%E 4 GB RIBRE.

)
{EF Web FRE{ERARFHEIR DX

MBRESZ Bl vFlash DX

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( fE{iRE ) >
vFlash > Create From Image ( MBRGEIZE ) .
15 E7R Create Partition from Image File ( MBS (B2 S X ) TIHE.

2. MARTHRIER  ARERE Apply (BIA ) . BXBETANER , 15519 IDRAC Online Help ( IDRAC BXHIEEE] )
i_—:ﬁ]%;/\?ﬁ PK. ¥WF COBREEE , BAERIESK. XT?E)\EJZTJEEWE B BlE—MNEESK. 'FEJ BN FRER
IS
~XERIF.
BIrEMREINE D KAUBIR—F.
BRGSZIER/INAT 4GB SiBid < ERIRT FAZS(Al,
HM%SZ#FT ARSI REEAZ img AR .iso,
EESTRHUTHIRIGRIE,

{8 RACADM MBRESZIHEER K

{#F3 RACADM MBRMESZ Bl 5 X
1. R Telnet, SSH EKERITIZHIEERARSE.
2. WAL

it AR ERARER.

racadm vflashpartition create —-i 1 -o drivel -e HDD -t image -1 //myserver/sharedfolder/
foo.iso —-u root -p mypassword

BMERT | SRS RARE, WHSERDMREXHT BRENANS. MR BEAKE | Fia079 FOO.1SO AR

FOO.iso , N#pSSIRENEEEIR.

(@ |i%: #ith RACADM FRZISIHINEE,
®

B D X

TEETLMRIES R GRS BUHE T vFlash SD J:J:E’Jf)uﬁ X, STHFRIXARFRERE EXT2, EXT3, FATI6 3 FAT32, EALUEN
ERIEIEBEEINO X , AR CD. RiEn XKTERIL.

FEERIRE SIS X 2R |, FRfR -

B Access Virtual Media ( i5EIEEINE ) SR,
~ERL.
RIREZSIRP.
o ERX-EHATEIRLRE,
EREHAL vFlash DX
1. 7£ IDRAC Web RES , #Z Configuration ( itE ) > System Settings ( ZHEE ) > Hardware Settings ( f@#{4igEH ) >

vFlash > Format (&= ) .
B2 W/ Format Partition (x4 P X ) TE.

2. WMAFRBAUER /R8T Apply (A ) .

i¥: AZIFMIBSH CFS Bk NFS IPv6 RIMILEHE FRIIS SRR vFlash BX,

BRBEMANSE. , 1525 IDRAC Online Help ( iDRAC BAHEEEN )
BEREEER | Bro XPHrEERISEHER.
3. B OK (ffE )

A BBV IS BRI R ZREL. TIIBR FTEERERER
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© RETERPRE.
«  BEEN-RTRERE.

SEUHBEK

TR vFlash THEEE B A , METFTEETHES XHIFIE.

i Web RHEEIASK

BEETRAR vFlash X , 1B7E iIDRAC Web BEF , ¥Z= Configuration ( fifE& ) > System Settings ( RHi&H ) > Hardware
Settings ( fE{#Fi&E ) > vFlash > Manage ( 12 ) . IHATIEE/R Manage Partitions ( B9 X ) IWHE , E+H5IHATAS X8
PRAEXER. BXRPXAUSE. , 15215 IDRAC Online Help ( iDRAC BXHLEEED ) .

{£F RACADM EFASK

Z(FF RACADM BEEAD R RHEEM! !
1. FTFRSAY Telnet, SSH EER{TIEHRIGHER,
2. WALIT&S :
- EIHMERNESRREREN
racadm vflashpartition list
EIRBURMED X 1 HORR
racadm vflashpartition status -i 1
- ERBRBNESRARNR :

racadm vflashpartition status -a

@ [iF: -a IETRREERASIEENEY.

B pX

EALERESKERNEE LK |, RZIMA. BEOXABZH , 1BRER :
vFlash THEEE/SHE.

BB Access Virtual Media (iBIAEEITE ) AINSR.

Q) |i*: HASEREN K,

{EF Web REEMN X
BEAHK

1. £ IDRAC Web FRES , = Configuration ( fit& ) > System Settings ( RFIZE ) > Hardware Settings ( i#{HiRE ) >
vFlash > Manage ( S# ) .

154 87K Manage Partitions ( ZI2%'X ) .
2. £ Read-Only ( RiE ) 7l :

o IEESRNSISEE  AFRE Apply ( RIA ) EHUA read-only ( RiE) .
o EMRORNSIEE  AERE Apply ( RIA ) EXUA read-write (1E5 ) .

2 AR ERTMREER B RS,
i MRS EABRE CD, WIASHRIE. TEBRSELHES. MRSEXCER  WSHEBETRARE,

®
{8 RACADM €S K

BEEERINATASXRERY
1. {FH Telnet, SSH BB TIEHIAERES.
2. AIfERLATGEZ—:

© fEM set MYERD XAUEENRE
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ERREPKEHHEESK

racadm set iDRAC.vflashpartition.<index>.AccessType 1
- EESESKENARESKX

racadm set iDRAC.vflashpartition.<index>.AccessType O
£/ set ApLIEEREEE :

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

R P X

SEMRIN—NES P XE |, BN USB ABEFMEREXIIRERFA BIOS . JEMINSMoXE , IRIESENZRS| , B
IHERER SR BIOS 3|SIRFREFLLAFFFILH.

MRDBHX , MO RALBERIFRSEH BIOS 5|SIUFREAT,

HERINSEDBOXE , SERAPH USB BEELEIR, XRUMIEEER vFlash RS , FHESETFT DRAC EHINRSIE.
MNEk oS XA , BHER

vFlash ZHEEE/ZME.
o ERIRHITHIIARICIRE.
« E7% Access Virtual Media (iBRIEEIE ) BIR.

{8 Web SHENEENEIHZ K
BRI o X%
1. 1£ IDRAC Web FREH , #Z Configuration ( figE ) > System Settings ( ZHSE ) > Hardware Settings ( f@#{4igEH ) >

vFlash > Manage (1) .
154 87K Manage Partitions ( SIE4'X ) .

2. 7& Attached ( SN ) FI4 :

GO XAISIHE | 2AREE Apply ( R ) MDD,
SR XAISIE | 2AREE Apply (IR ) DBOKX.

7 ARERTHEIEEMI I D .

{F RACADM EE I3 X
BT ik
1. iR Telnet, SSH EERTTIZHIEERRS.
2. {EALAT®RS :
BEESKX
racadm set iDRAC.vflashpartition.<index>.AttachState 1

FWTH O XEE

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRERFAIMIINS KAI1T A

IFF Windows F[ Linux ¥2EZRS:

BERFIEHIFID TN KAER.

HRiES XERBERF I RIEIKENEE.

BERFNITRHEM NS KA ERE. BN, BTEMNRERFENHEH D XN, FI80 , 7 Windows IRMEAH |, 1BER
iﬁj:%iiiiﬂl Linux RGRFEAR EXT2 XY, thAh , 7 Linux BEF |, BIERFFAEER Windows RFFRAER NTFS X2

Bl
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vFlash D Xr&SS5{5E USB 8% PN RFAIIEZTRAR. EHLUMNBERAERHE USB #ZMEE. BE , BEALEY
iDRAC iFtiEHID XEIRERTR.

BEFMBE R X

HERIMBE S XaET , iEHRE
vFlash THEEE 2 A,

. REEZERP.

o XK.
RIS TR CIRLE.

{5 Web REMIRMBEREX

pFRIE DK :

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( E{iRZE ) >
vFlash > Manage ( B2 ) ,
54 B~ Manage Partitions ( EESKX ) TUH.

2. 7f Delete ( #lig ) 5Urh , BEEEMFRAID KAIMBRERR.
BEFR—FER  RALRMFRXAMRZI X,

3. B OK (@R ) .
2 XEPHRIRR.

{£F RACADM HffIRBH X

MRS X -
1. FTHERS telnet, SSH BER{TIEHISHESR,
2. MALUTHS:

o MRRSKX :

racadm vflashpartition delete -i 1

o EWRETESKX | IBEFIAW vFlash SD K.

THAXAR

&EI A% .img 5 .iso F8THY vFlash XA NEE ¢
SEZRS (IDRAC EEIETIERS )
B84%) management station HIRILRAIE
THLXHREZH , B
« BB Access Virtual Media ( iFBIEINER ) BIBGR,
+ vFlash ID8EEEH.
RIS THIRCIRIE.
EE S XAEEMN.
ETE vFlash D XBIAS :
1. 7£iDRAC Web REH, #ZE Configuration ( BiE ) > System Settings ( RHiZE ) > Hardware Settings ( B {#i&8H ) >

vFlash > Download ( F%%) .
B4R/~ Download Partition ( T4 K ) WM.

2. M Label ( #it5 ) THERES , EBFETHNSKX , SAF5HD Download ( &) .

Q) |i*: FAEMANREK (HINS XS ) BEFREFIER, BABSRTEESE—IMOEK,
3. IEEREHRE.

BES XA THENSENE.

Q) |iE: AERET XHRME  ReBSRERMEAX MBI, CD MIRRARBSRA BB .iso , REBTIERIRIS AN
B&A .img,
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5ISERK

HLUSEEMIN vFlash S RIRENT—IR5 I SBIFRISISRE.
SIS0 XKZAET , BHMR

VFlash X PEET] 3 |SHME ( .img 5 .iso #8 ) LANIRE3Z,
vFlash ZHEEE /B
BA Access Virtual Media ( iBaEEIAN R ) BIBUER.

{EH Web RESISESEX

g vFlash D XIRENFE—S IS8T , B2 (FH Web RESISESD X,
() |i*: iR E—3ISigE TR SRR HEHINAY vFlash S , iR BIOS SEIARHIRAE.

(5 RACADM 3|&ESHSK

g vFlash D XIRBENE—S5 1SR , (M iDRAC. ServerBoot X&,
BXEZ(ER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BTM www.dell.com/idracmanuals _E3KEX,

Q) |iE: BATULASHE , vFlash FRIFEBENIZEASIS—IX ( iDRAC. ServerBoot.BootOnce iREM 1) . SIS—RABIGEE
—RHSISESEK , HFEASBEXAREESSIEFRIE—(L.
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{f SMCLP

Server Management Command Line Protocol ( fRSZEEEIRRSITIMY , SMCLP) #ERIELHMET CL NEAEE, BEXN TEYE
EREFFFRERINEERR Y, Y ERERANGSERBRIALEEEERETERS (CIMOM), SMCLP 25 hiEE
{F554H (DMTF) SMASH ISk EL S RASIEN—NFEEE, SMCLP #i5BLAK Managed Element Addressing Specification

( ZETRIUATT ) 1 SMCLP MBS R E X HEA T SMERESHTRI R ENE B iR,
Q@ [iE: {BREIZ#E Systems Management Architecture for Server Hardware ( [RSSEEHNRAEIESE , SMASH ) HREMR
Server Management Working Group (SMWG) SMCLP {158,

SM-CLP 27 H X EIEITSHE (DMTF) SMASH (ESAXEHYZSFRIRSHBEEN— N FEM. SM-CLP HELURZETESUILTE
#0 SM-CLP BRETH BRI S B & 4t T S E RIS TR RESNTFI B iR,

M IDRAC #=HIBSEUETTIAIEE SMCLP H373F Telnet, SSH FIETFE{TAYISRME. iDRAC SMCLP REETF DMTF ALU4EHAY SMCLP
HSBRRAS 1.0,

(D i¥: £ www.dell.com/support 2T XFEEN{E. BT MOF BY{S8 . f£ dmtf.org/standards/profiles/ 32t TFR
B DMTF (58,

SM-CLP 3SR 7T Aith RACADM SSH— N F&E, XEGSIHARSIEFEER , BAZATLIM Management Station fgS{THIIT
XS, ERUEERFNX G PRERXEaSHIEmE (85 XML ) , NMTBIHHARSH S EIRENEET EERWN.

X/

5 SMCLP IR G ETRINAEE
1517 SMCLP 5%

iDRAC SMCLP iBi%

Sy MAP H31HZS(g)

{$ 3 show zhiFE

FEiEf)

{EF SMCLP HIRREIELIEE

iDRAC SMCLP FIFEHATLATIRE -

SRS EEBIR — . XARERS SRS
EERAHMHEE (SEL) — B/Rakiak SELIER
&BE DRAC B/

BERSEN

Aol BN

1217 SMCLP ap S

IEATLAER SSH 8¢ Telnet REIZETT SMCLP #3%. $JFF SSH 5 Telnet REHIAEERBHERE iDRAC. BE2ER SMCLP 127
(admin ->),

SMCLP 12775 :

yxIx JJRZUIRSBESEER -5.
o yxIx HIZEFNE LRSS ES(F A admin-—>,
yx2x J1 A, HZRFIEEARSS2S(FER admin—>,

Heh vy BFEHFFR , fIIOM (FRRTDFERSEE) . R (FZAZEIRS:S ) T (FERIRSRS ) | M x BEF. 28 EFRx
Dell PowerEdge IRSSE8 B,

@ |iE: (M -5 MBRIFTIGIXLAT yxix K4 ; (BN yx2x RAFHA , B admin-> HFTEFIH. NEMERIESE.
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iDRAC SMCLP iEi%

iDF;C SMCLP fERENAF BRI , BT CL IRHRFEEINE. NAFRTERTIRE  MBERRE T B TIRIERISSR (5L
Xj‘ ) o

SMCLP s HMTIEE
<verb> [<options>] [<target>] [<properties>]
TREH TIAREEX.
#. 64: SMCLP &fid
hia EX
cd {$5F3 Shell S MAP
set B EFEE
£5Eh EEEBRRIREE
reset HiRBR
show EREiREY. NPT ER
start FIF B
stop KHAIER
exit M SMCLP shell 2iFIBH
AR ERERRAEM
load B BHRMEN— URL BEfSE B iRttt
TRREHET BIRFIR.
#. 65: SMCLP BiF
Btz EX
adminl EERR
adminl/profilesl IDRAC shEERAIBCE X+
adminl/hdwrl i
adminl/systeml SERSE

ZEEZ S Qe
adminl/systeml/capabilitiesl RERG SMASH WERIRe

Sz —
adminl/systeml/capabilitiesl/elecapl RERFEIRIIEE

= Ok E
adminl/systeml/logsl ICRATKERB R

=+ 3 =
adminl/systeml/logsl/logl REFHEE (SEL) IBRRHE
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BiR

X

adminl/systeml/logsl/logl/record*

adminl/systeml/settingsl

adminl/systeml/capacitiesl

adminl/systeml/consolesl

adminl/systeml/spl

adminl/systeml/spl/timesvcl

adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/clpcapl

adminl/systeml/spl/capabilitiesl/pwrmgtcapl

adminl/systeml/spl/capabilitiesl/acctmgtcap*

adminl/systeml/spl/capabilitiesl/rolemgtcap*

adminl/systeml/spl/capabilitiesl/elecapl

adminl/systeml/spl/settingsl

adminl/systeml/spl/settingsl/clpsettingl

adminl/systeml/spl/clpsvcl

adminl/systeml/spl/clpsvcl/clpendpt*

adminl/systeml/spl/clpsvcl/tcpendpt*

adminl/systeml/spl/jobgl

adminl/systeml/spl/jobgl/job*

adminl/systeml/spl/pwrmgtsvcl

adminl/systeml/spl/accountl-16

E

SERG RS SEL TR
SE RS SMASH IEIRE
SERFINEE SMASH IS
SZERGEHEE SMASH ITE
ARSS b IRES

ARSS AR RIARSS
ARSSAbIREETNAE SMASH g
CLP fR5ThaE
REFRFRSEERS I
P EEIRSTIRE
EFAAEnEERIRE
IIFTNRE

RS IRESIS B EE

CLP [RZIZEHUE

CLP ARS51MMARSS

CLP fRSSthilimmR

CLP BRSSHMY TCP s

CLP PRSI ELLEAT

CLP ARSS MY FAL
BRRSEERS

Local user account ( AHEFIFH )

{6 SMCLP
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Btx EX
AR S0

adminl/sysetml/spl/accountl-16/identityl

IPMI 47 (LAN)

adminl/sysetml/spl/accountl-16/identity?2

IPMI B ( BT ) tkF

adminl/sysetml/spl/accountl-16/identity3

CLP B4k

adminl/sysetml/spl/accountl-16/identity4

IPMI P ETRIRSS

adminl/systeml/spl/acctsvc2

CLP MR EIERSS

adminl/systeml/spl/acctsve3

A BEAR (RBA) IR

adminl/systeml/spl/rolesvcl

adminl/systeml/spl/rolesvcl/Rolel-16 AHBHE

adminl/systeml/spl/rolesvcl/Rolel-16/ AR

privilegel

adminl/systeml/spl/rolesvc? IPMI RBA g5
IPMI fats

adminl/systeml/spl/rolesvc2/Rolel-3

adminl/systeml/spl/rolesvc2/Roled IPMILAN E&:4T (SOL) fats

adminl/systeml/spl/rolesvc3 CLP RBA 55
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
CLP &R

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

=T T

Siin MAP it =S[8)

BILAMEA SM-CLP BN SBE AL ESTE ( FRARTEEMEREER [MAP] #Et=SE] ) RLHRIBRRR. HUEREEEMN I
[ERUAR R =SB RIS AVER R,

REFEIRIZ (/) Bk (\) TR, XEEFR DRAC FTHBUARIAR, £ cd ST NRE TSR,

@ [iE: ¥ () IR (\) 7 SM-CLP HEtitEEERTILARKR, (BR  fSTERNRMARTHSET —TREHRBES TGS
B 2208.

gD , BESMEIRFSEEHRE (SEL) PIE=MER , BAUTHS

->cd /adminl/systeml/logsl/logl/record3

AT B cd shia et aSE s ERANNRIUE. . . F . E5E07E Windows # Linux FI—HERIEIER : . . I8R%
=TI

270 {&5F SMCLP



{5 show Zfid]

ETHRRTETNESER | B show ahia. WANREREGIBLE. FEIR. XEFZUE IR SM-CLP sfhadlak.

- .
{8 -display IR
show -display IEHCIFIREIGSRLEI— NS NEY. ¢, KEFIshiE, fiun , ERBrISriuSNEMEER , AL
T
show -display properties, targets
EWIHFELEY | ZUTHSFLIRE :
show —-d properties=(userid,name) /adminl/systeml/spl/accountl

MRABER—NEN  JLERES.

(6 -level %I

show -level EIEFEEBIR FRIEMRAI EHUT show, BEEEMNEFRIFFEBEFIBENY , £/ -1 all &I,

{5 -output IR

—output IEIHEE SM-CLP shial#iHaIrgFE=iz— : text, clpcsv. keyword F[ clpxml,

ZABRT | B0 text , HEXEHRUENHEH. clpesv IEXRBIES /RIS | EAMNEEIRTEIEREFF. keyword 846
HIEERE keyword=value XIIFIFER , B1T— . clpxml {8 XML X1 , HFE S response XML JtE., DMTF IEET clpesv 1
clpxml 1&=, , FEEMSEEILATE DMTF [i (dmtf.org) H3%F,

LATRBIER T UMELL XML Bt SEL R -
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

¥, —
JiEa Bl
R4t SMCLP B9 E B2 -
IRSSEEEIRETR
SEL 13
gt BinSAn

oo N Fop e
iRSS=aBIEEE
LUINTRPINE T EZERF EAMEIER SMCLP SEHATHIRETRRF.
B7E SMCLP s FALIT &< ¢
< EXARSE

stop /systeml

FELBETRUTER :

systeml has been stopped successfully

ERERSES

start /systeml

EREEBERUTER

systeml has been started successfully
- EEHSISRSS

reset /systeml

FRELBETRUTER :
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systeml has been reset successfully

SEL 18

UTROIERT ESE RS EAAFER SMCLP kAT SEL #8KIRME. 1B1E SMCLP SRR MEAUT®S

« BESEL:
show/systeml/logsl/logl
REBERUTEL -
/systeml/logsl/logl
Targets:
Recordl
Record2
Record3
Record4
Recordb
Properties:
InstancelID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL

Description = IPMI SEL

ElementName IPMI SEL
Commands:
cd
show
help
exit
version
« BESELIER:
show/systeml/logsl/logl
REBERUTRES -
/systeml/logsl/logl/record4d
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1
MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure

ElementName= IPMI SEL Record
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Commands :
cd

show
help
exit

version

BRET ER SN

U RBISR T WME{ER cd shiaSHin MAP, ERTERBIF , BREVIRIEABIRA /.
B SMCLP ST FIALI T &< -
- SIMBIRKBRHERSIS
cd system1 reset ZEIZMABIRS /.
- SinZl SEL BinAErEAECR
cd systeml
cd logsl/logl

show

< ERRERIER
%Eﬁ!cd .

< EE RS
géﬁgcd ..

- HERiH:

exit
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BREIRIER SR

EaILEBLUTNMEE N BREF R ER GBS E RS
o IRENHHE
=EHE
5
o ([FRTEXHHREEERERS
o ([FHRAERMUNREBERIERSR
e T SDREEERANLEBERSR

(ERITEM =R E IR ERS

(EFRFESHEE (RFS) BRBIRER G2 AT , 1BHIR

79FAFFEF IDRAC AR B FFFNBIERIN AR,

MR E A SRR (5140 .img 55 .iso ) IRAtHIREIEFFFIRIERFTRI S | SHME ST,

Q) |iE: CUEBRESIIHES | IRIREFMEIRER RS EHITIRE | FISHBRGITCHRIE , LRESBIRRASISHIT
HEMBESR.
B RFS BPERERS
1. (EFRERESHHE (RFS) , 18I NFS, CIFS, HTTP 8 HTTPs # 1SO 8% IMG BUE X HHEBEIZE RS,
(D |3#: i&id iDRAC Web FEH] iDRAC RACADM @S {TRE , XIFEMA HTTP % HTTPs II&EH RFS,
HERE > RALE > BiHHeE > F—51S88.
AE—BISRETHIIRFIRES ISINF , LUSERE, CD. DVD & 1SO EREHIN R,
EESIS—IRIAR , ERZERFALUMERRESH I T LHIEHS IS,
TR,
B I SEERGHIRRFER LAYRETTRERE.

fofcTE S — T3 =
BIRRiENHH=

BT ERITFES = (RFS) IhAE , e LURBMKZHEE FAY 1SO & IMG IS |, HEEVENEIIIREISE S S IRB EANRIER
SR ( FARMER NFS, CIFS, HTTP 8¢ HTTPs $EE{E8 CD 5 DVD i#f7EEL ) . RFS 2—FhFAIRYThEE.

(D |3%: FXISiBiZ HTTP 5% HTTPs Y RFS

AR HHEF{EZHFF img 1 .iso BRESIHREL. 5 .img UHEEMNEMIE | 1 .iso IFEEMIEENL COROM,

IR N B PR BEFERK RFS.

RFS FIEMN ERIIRER ERFAY.
MREINREFim AL TENRES |, VWBESIHET RFS EEAT |, AL LEEF B AR ER R ERITERE.
NREUN A TEPRES , WSESAE RFS EER |, 2BRATMERER
BRI TS AT I S s T T A .

RFS ERAZLE IDRAC BaEPRTA. —Bi&ERE , %3 RFS RIEIIKENES AU | BIEEH DRAC tBABIS, GISREIR IDRAC B%
PILSIEESERTTT | RFS QKA. Web REFNEHSITIEBUARIE CMC #1IDRAC Hr{EF , LASKIT) RFS EHE, CMC i RFS JEEA
RLTET IDRAC HEHBMI RFS,

©) i*:
o CIFS 3735 IPv4 1 1Pv6 il , {B NFS {3zi% 1Pv4 bk,

RN FNEY NN

274 BEIMERS



%05k iDRAC EEEY IPv4 Fll IPv6 , DNS BRS325ILAB S48 iDRAC EN B SH/MBILIAXERAYCR. WNR{E iDRAC hEEH
IPv4 $EIR , M iDRAC AIREFRLIGIEIMER IPve H=, iXEEJI DNS IRSSZEAIEERES IPv4 iCF , 7H DNS SFRFFHFTILL
iR[E] IPvA ftbtik, XFMERT . 55F iDRAC Rl IPv4 SETRAT , Z2iXM DNS IRS323PHIER 1Pv4 DNS igR,

WNSRIS(ER CIFS #ll Active Directory I9—ERS , ISTEBME ISR R 1P ik,

MBREAEEI NFS HEBIEY , WESUTHERR, B iDRAC REEIHRERTIET | FALAEEXLEANR,

*  Linux : IRHESHPREXIE KRB EINER,
«  Windows : EEHZEHMNZLERFHISSM A RN AEEIMMTIRINASK AR EFER.
MR ESXi ERERRLIET , HEMRESER RFS ERIRBIR (.img) , W ESXi IERAALEMERERAIREIE.
iDRAC vFlash IS RFS i§HEXEX.
o MEHE=HIREIFEX ASCIl F7,
« (#EM RFS EEEMNRE , 73%1F 0S IREDEEEHINEE,
+ iBid HTTP B HTTPs II#ERY RFS £ CMC Web RE_EARTH.

(£ Web REACEITIEXHHE

BRI =

1. f£IDRAC Web REH , %EEE > BRI > ST,
K Eremn BERmE.

2. ECHMAERT | SN E sk,

3. EEEX#;E%"F  IEEBRMESHIRR. HE. APRMERE. BXEFRIVER , 159 IDRAC Online Help (IDRAC BXHIAS
).

BRSSP

CIFS— //<IP to connect for CIFS file system>/<file path>/<image name>

e NFS—< IP to connect for NFS file system>:/<file path>/<image name>
HTTP — http://<URL>/<file path>/<image name>
e HTTPs—https://<URL>/<file path>/<image name>

Q) |iE: 7985 170 $5ix , (EFITE Windows 7 R LFEER) CIFS HEHRT | iSIESLA TEMRIA :

1& HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache i
BA1
1§ HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ& /3 3

D liFE: "7 2%\ FHSTHEFIER,

CIFS 3245 IPv4 F IPv6 Btk |, 1B NFS {328 IPv4 HBlk,

WNRFEANFS HE |, RASKS KNG | SRR EHER <SUERER> 0 <BGEEFR> .

O i+ BXBEPESNSHEYFHER | ESH EVEBNERENSHEE,

@ iE: MEHEMNARSNERPAIFIFTHMEHSRERE. iDRAC ZiFETHERRE N HMEHEEIRNEHF
&F.B< >, (ESSE) .

4. BFEMNA , AERTEE.

EREEE  EERSETACEER.
®|i$: BEERETEXHHE  HFRLER , Web REBASERARERES.

Q) [iE: MRRGHEEEIAAREIE | SER HTTPS LIBREIEERE GUI Fl RACADM Hi, MIRTE URL FREAKHE | S8R
EH "@” 7S, EAXR— I SRH.

XITF Linux &, FEEITHRE] init 3 BAERT | LLINRERTREREFaEdan<. PRIERNT

mount /dev/OS_specific_device / user defined mount point

HAp, user_defined mount_point EEVEFENSHTEERGSHUNATERNEEER.
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$3F RHEL , CDi8%% ( .iso FEHIREE ) 2 /dev/scd0 , IR ( .img IS ) 2 /dev/sdc,
SIF SLES , CDIRERE /dev/sr0 , FREIRE R /dev/sde. ATHIRMERERINZSE ( BF SLES 8t RHEL ) , Z&E Linux 12
ER G HEZEINE SN | I ENE TiZSS

tail /var/log/messages | grep SCSI

XGBRERBIIRE (a0 , SCSI iR sdc ) RISA, EEfT4RE! init 3 {ER Linux RITARART , ISR BIERTEUN R, K
INMERT | # init 3 FEINRA BT,

{£F RACADM it BinfE X {HH=

Z(FF RACADM ELEIRFEN (L= | 15/ -
racadm remoteimage

racadm remoteimage <options>
EIE

-c : EERE

-d : WIFFBMEIERE

~u<fPE> | BTNEMESHENERS
-p<EE> : AFREMEHEENERS

fzgldé!g%ﬁ§> : BMBIERMSHE FRIVE ; (ERXNEISHAUEREER. BE "ER Web REEEIEHHE" BoEERENN
=S

-5 BREEIAE

O [iE: BPE. SRHTRE_(CETERRLUTFHMIFMBRLFS (SEFBRFISHFS) - (8515). " (W3l
5).,(E8). <(FB)H> (XKFB).

(@) |iE: J9iE% 170 iR , ERTE Windows 7 R LIEERY CIFS H2RY , iBEXIATIEMRIT :

* 4§ HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache iZ&
1

¢ 48 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ&/ 3

(EREVN REPEIRERSR

SEREMN REBIRMER A AT, 1BHRR
BN ERLTF Attached ( BIIIN ) RS  LMEERIIIREIRSES | BINF+HER.
WIREEHIN R T Auto Attached ( Ea0fHT ) 1835 , NIEPAN RN FRRFUREE , AR 8E5 1SR S,
MR HEZE S L EFIRERT (5150 .img 58 .iso ) 1RHAIRAFEFRIRER S0l 2 | SIG ST,
EERERMERS  WIUERENE
1. EHITLATREDHR(E
BHRER ZZe%E CD 8; DVD #E Management Station CD &, DVD 3Xzh88h,
o FINNRIERGZRE.
2. %% Management Station REBFTHMSAIRENESLABETE.
3. FRUTEEZ—SISRIRRIRE :
{s5F8 iIDRAC Web REE5 1SINFRE NN ERIER BRI CD/DVD/ISO 5|§—X,

BIS1ES | Sidf8rhig <F2> 82, M System Setup ( 458 E ) > System BIOS Settings ( Z4; BIOS igH® ) iRES | SR
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(CIFS/NFS). fEMAY IP fibtiE, HZ=ZFR, HEFR. AFPRFRMER.  “Test Network Connection”  ( URHRIZRIZERS ) RGNS
Btrt=R0EE.

SNEREEM |, ERILAME “Collection Settings”  (WERIRE ) FiEFABUSEIERIXE Dell ISEUEIRRAER.

FEHESFFNITX] Automatic Collection ( EIEIUIER ) T ABRAEMAFNTIN , FHRISNAFNVEEE. ML T |, EE
SHFFIESTIFRAIRT | SupportAssist RECENBRIMNEMERF LEE Dell NIRBIWERFAE. EILISHEEFERETEMHR

SIS IF NI NIES R
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BaEE. ERILATHIETFSENEKREMNE. aTARIASRE. 88. 8FEFgMAR. I, SRaRETHRINEHEH/E
HAFORS ), ECERZMIERRT | BT LAURE SR ProSupport Plus Recommendation Report ( ProSupport Plus Zil3&S ) .

HAR(ER

LETRE R 7R 7 #EiEM SupportAssist IR ERMIFNFARREE | FRFEHITER.
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3

AREHFIH T FHE LA

« ZREHEE

. WL
Active Directory
B—ER

. BRERER

- EflEHe

REHAN TR

vFlash SD &

SNMP 383IF

FhERE

iDRAC BRSSHEIR

RACADM

Hity

£S5

RREEHEE
REL e

e Active Directory

- EBR

.- EERER

REHIEHIE

REHAN TR

vFlash SD &

SNMP I§iE

FhiERE

iDRAC RS 1R

RACADM

KAREENANERDZE calvin

Hith

LS Loy = P

181Z Internet Explorer {§f iDRAC Web SRR} , A{t4 SEL AMER “"HBEA" SHITIRTEF ?
XEHRTNEEEEE, EMRIER , EHRTLUTRE -

1. £ Internet Explorer & , % Tools ( TE ) > Internet Options ( Internet %I ) > Security (&2 ) , EEREZR THEHT
X1,

g0 , 4NER IDRAC IREAITAHPAERM S | NILEEF I Intranet , AEREEEXRH.- ..
2. EREREFNNVTET , HREBLAITER :

Automatic prompting for file downloads ( 3 FEAIEENER ) ( AISRILIEIAI A )
File download ( ST & )

ERFRATHE iDRAC BIiTEINRS | EAEERM TERARMMAEFNAR SR,

LT ok

ifilE iDRAC Web RER} , RASBFR—FRRLLESIUSIHIERIAIENG (CA) FRIIAZR SSLIEBAR(SE.
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iDRAC B8 — MNERIARY IDRAC IRBESIFBFIBRMTEITET Web BUREFNTIE RACADM HHTIHRMIMNE L L, LI BAEHY
{5 CA TR, BRI | iFEEH —1HBT{5 CA (540 , Microsoft Certificate Authority, Thawte BY, Verisign ) fi&RYJ iDRAC B
2,

Bt 4 DNS BRSSEEAEM iDRAC ?

FL DNS fRSBERIEME S LK 31 NFRHAY IDRAC B,

I8 iDRAC EF Web IRAERN . RAREF—FLZLEEHRREIP SSLIEBENSBS iDRAC EHEZAMTHEL.

iDRAC & —NERARY IDRAC BRSZSSIERRMIFEBITETF Web HIFREFNITFE RACADM HH AR MR LS., NSRERIZIE
 , Web JISEEL R R—RLLELE  ERIMAEL DRAC FIZMAIEES iDRAC 4145 (5140 , 1P Huht ) A<PCHL,

BRI | 15 FE—MTALSZ P HElkER iDRAC FH14ZAY0 iDRAC IRSZESIER., X4AE CSR ( BFMAMED ) BT , IBHHIR CSR
AIE R (CN) 5 DRAC IP #BlE ( aNSRIERIMALS IP ) BiEMRAY DNS IDRAC ZFR ( MIERIEHMALS iIDRAC iEMRAIRZFR ) PTEL,

ERHR CSR 5iEAHY DNS iDRAC ZFRITAL
1. 7EDRAC Web REH , ZEHEL > iDRAC i858 > M. IS ERMETE.
2. EERIREID

+ J%E$F{E DNS Li¥#f iDRAC J%IR,

* 7£ DNS iDRAC BfR=E+ , HIA iDRAC &R,
3. BEMA.

P LBETEMER Web MEEES5IE iDRAC?

SNSRBAT HTTP Strict Transport Security (HSTS) , MAJRERHIMLLIEE, HSTS 2—Ff Web Z2HH , BUF Web NISS2E R EFH
TERI HTTPS AR HTTP #1732 H.

ESAINEEES EB A HTTPS HEFRE! iDRAC LARRILLART,

7 B = pE e T 3 =R

AT AT LTS Btz CIFS HERAURIE ?

FISRRER SMBVT , ST CIFS SIS N/ SUBUETETR LSRR, BTMREAEIREE SMB/CIFS HZHRS
28 /A SMBV2 il ASSAIMRA SMBv2 MNUANER , IR ERIRY,

Active Directory

Active Directory B3k, MNAIERILIERE ?

B TIZHT Active Directory Configuration and Management ( Active Directory BEEEIE ) TaHE , B2d5 Test Settings
(MRiRE ) . EENRERHEE TR, ENEEFETNLR  BEEINRXBFETRAEE.

BE , BieETymE

o ERE , SHREEERERAFES (TARZ NetBIOS BFR ) . WMEREBAIM DRAC BFIKF |, ISR EEREER

iDRAC, BEFRG . B8R

7E Active Directory EeEHIEIRIH %+ B Active Directory %I,

iDRAC PIL&ECETIE LAY DNS IR E1FH.

WNREERIEPBISIE , NISIEM Active Directory R CA IFH_EZkZ! iDRAC,

WNERIEMEFRY LA , IDRAC ZFRF0 IDRAC 185 Active Directory FMEECEILAL,

WNERIE(ERTNAELRNS |, BRFNAEIHKSZS Active Directory ECEILEL,

WA IDRAC S FARERES , NARE%E User Domain from Login ( ZRAIEAIE ) 1%L0., TANEE Specify a
Domain ( ¥§5ElS ) BEIFHHIN IDRAC JISFRTEAVEA.

o IEEIFIEHIEE SSLIEPBLARRR iDRAC RHEIEIEREXREIA.

Active Directory KXW , BMECERIEBGE. MXSRERUTHEREE. ATASREIMER , MARR ?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller
Address configured in iDRAC matches the subject of the Directory Server Certificate.

WMREFFIEPINIE . 2 DRAC 5B RARSEEFEL SSL ERAT , IDRAC E{ERE LEHY CAEPIRIFERRSEHIEY. SEUEBR
IERMAI B W RE 8
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iDRAC HEAARTERRSSSHIEFEL CA IAMIEYBXATEEAN. 1EEIERAY iIDRAC RHEIFIBRETEER.
£ iDRAC HEeERigizHes it 5 B RIRSEHIE PRI TR EAEBEFRALE., MNREFER P i, BEE T — NI, @0
RI&(FF FQDN |, {EFARIEEREREEIEHIESEY FQDN |, iAEE. a0 . 2 servername.example.com AE

example.com,
EPE(EF 1P sthhib(EJotdia=hlzatll | IEBISIERSRN, WNMRFRILEDRE ?

FeEEFEHIBSIERAY “Subject or Subject Alternative Name”  ( ERRERFEAEZAETR ) R, IEEER T | Active Directory {EFREA
BFRMARIEEHIZHERAY “Subject or Subject Alternative Name”  ( ZERRE TR AAR ) FERAIHIZTHIZEAY P ik, ERRRLR
=, BT TR EZ— !

7£ IDRAC i5Hali#aHB8aYEH22 (FQDN) BCE A atA2#88tdl | L\ SRS EEIEP AT Mak s A2 FRITEL.,

BHMARSEHERLAE "£/" 5 "ERERER" FERPMER P it . \in5S7E DRAC FECERY IP 1B IUES,

RS SRR HISE M ACETE SSL BRI RPIRED | IS2EIEBSIE.

HEZIMERERT REGE |, Wi EikiEE Sttt 2

XWZR IDRAC SYSRFFTE R AP = HIZsAIEA12 (FQDN) 5% IP Hbdik,

{IRIEEEE Global Catalog Address ( £BRFHAL ) ?

MREFEAVEREEBFACERERENE , UHHESLERRIBIE, THERT , SREERBEAA.
WMERFERNENERNERERFPIABAESEEREY  , WAKEELBRFMIL.

MREERNZEY B , WAERERRmRtiLt,

IRERENERLGNRMA ?

iDRAC BfciEiEEIFrie BRvidEhIzsitit, MRBPIABEMTZIETS , WHRESTR.

WMREE 7 2EEFIEEHIE | N DRAC SREEHLBRR. MRNEBRRICEIEIMITER |, NS RNMXLAR,
iDRAC #5£27E SSL &R LDAP 3 ?

LA, FrEfEmEhEidgein0 636 F1/8k 3269 #H{TEH. EUXIREITTET , iIDRAC (X117 LDAP CONNECT LAPRENZIAIRY |,
AEEIEZSEE FHT LDAP BIND,

At 4 iDRAC ERIAS FEBISIIE ?

IDRAC SEHISETIEARIZ S | LAR iDRAC IEERIEI=HI2RS (. IRBIEBWIE , BREA LA REIEHIREF 405 SSL &, i
RGREER2N R AN EIEHIRMIARRIDET | APARAIET Web FEEL RACADM EHEEER,

iDRAC 2&E%}F NetBIOS Zffi ?
IR AT,
Jt+A{EH Active Directory Bi—E R H - FERINEEIKIAMN S 5EEFRE iDRAC ?

Active Directory B—EFRINEBREREFBEEREEAZ 10 #hmiaeschk , (BRUNREIEE 7 Hi5k DNS IRSS28F0%5 F DNS IRSSEE |
=P %NS %%%EEEE&BE , NATEEBERKIAND A REER. DNS IRSEHEAAITAEIS HIN DNS #8hd, iDRAC $EFEREA
DNS BRSELIBER,

Active Directory EgE 79 Windows Server 2008 Active Directory F{E{ERIE. zikhE—1NFi& . BRATFE—FiEFEB
REANKR. SitERFAAIREFRES iDRAC B , Active Directory EA—EFIGKM,

XA aEEF4EEBIARIER. Active Directory fRSSE§ P ERFPZEZEEL

« Security (£2) - REEAMTFEEERPHERTENHRIRZRRURFEERIKZE.

s DK - DREERTEFIMGS RTIE.

RERFZARBIER SN, ERRERS KEEFHINS ESEASR |, (BRI LMFERTI Mt ERIgE.,

A—E R

{£ Windows Server 2008 R2 x64 & SSO BR%M, fRRLIDRFEIEEETA?

1. et SR FNiE SEARIETT technet.microsoft.com/en-us/library/dd560670(WS.10).aspx 1 MBR9EE,

2. ECEITEHLAFER DES-CBC-MD5 %34,
XLIR EN RE SN SHIME R E PRI B RS SRR FIFESM. Kerberos SRIGIK B IFIIBCEINZZEENT ¢
Computer Configuration ( iTE#lEIE ) > Security Settings ( Z2i&H& ) > Local Policies ( A51156Hg ) > Security Options
(RN ) .

3. ERREEFIREEEHN GPO,

4, EwpSITa , A gpupdate /force H{EM klist purge apSMIERIH Keytab,
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5. EH GPO 5 , BUERHTAY keytab,
6. 15 keytab E#Z iDRAC,

IEAJLAERE SSO B IDRAC,
F+ATE Windows 7 #1 Windows Server 2008 R2 L , Active Directory FIF#{TEA—EFR KM ?
RIS Windows 7 1 Windows Server 2008 R2 FUfNERERY, EESFINZRER .

1. UEBRHEEEEMNRNBFRSHESR.

2. BEFRIIZEIT gpedit.msc, SRR ocal Group Policy Editor ( Aith4ASRIEHRIEES ) B0,

3. %5Z Local Computer Settings ( Attt E4HiSE ) > Windows Settings ( Windows i858 ) > Security Settings ( 2188 )
> Local Policies ( A5it15EHE ) > Security Options ( &Z£i#%lR ) .

4, AiEETE Network Security: Configure encryption types allowed for kerberos ( FI4&& 2 : EiE Kerberos FSIFRINNZZSEEY )
FHi#HE Properties (JEBIE) .

5. [BRFTEE,

6. BAE OK (HR%E ) . IAERLAER SSO EHR iDRAC,

SFF Extended Schema ( TBEZRM ) |, BUTLATHIINZE :

1. 7£ Local Group Policy Editor ( AR HRIEES ) B+ , SAZE Local Computer Settings ( AT EHIEE ) > Windows
Settings ( Windows i&8& ) > Security Settings ( L85 ) > Local Policies ( A550E ) > Security Options ( 2%
).

2. BB Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ( fIE&E 2 : fREI NTLM : RiF=iZR

SRS NTLM IB(S& ) FHEE Properties (BT ) .

155 Allow all ( £8BFeiF ) | B OK (8% ) , A/5XH] Local Group Policy Editor ( Zith/HSREERIERS ) B,

BZEFHIET omd, WP ERGSIERATEO.

1217 gpupdate /force, ARMEE. XAGSIERTEL.

BEFIAFHZEIT regedit, LHATE R/ Registry Editor (iEiZRSmiE:s ) &0

SfinZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,

EANEEF  ARBGLFHIERE New (§iE2 ) > DWORD (32-bit) Value ( DWORD [32 {i] {H ) .

9. S EMERINA B Y SuppressExtendedProtection,

10. A8 SuppressExtendedProtection 7535 Modify (€8 ) .

1. 7E Value data ( {BEE ) FERPHEN 1 H 85 OK (THE ) «

12. %7 Registry Editor &, I/ERTLAER SSO & iDRAC,

AN5RJ3 iDRAC ST SSO H{EH Internet Explorer &3 iDRAC , SSO 2XMAIRTIMAAFRBMNEE. MWRRRILLDEE ?

(R iIDRAC IP #t31t517F Tools ( TEL) > Internet Options ( #%I& ) > Security ( 21 ) > Trusted sites ( AI{Fifism ) . R
Ry | SSO BEAMFHRTMARFPEFZRS., B Cancel ( BUHE ) FHUAEL,

HEERER

{EEF Active Directory EHE-RERINGEER iDRAC EER SIS FhATE.

IEERY Active Directory EHRERERISTEBEEN 10 7 , (BUIREAEMLE A RISE 7 Bt DNS IRS52:F15F ONS fiR5:% , #H
BNt DNS BRS5ERKAM , NATRERZEIAIISH. DNS IRSSEHFHRITUHASHIN ONS #8AY. iDRAC 1E{EFI A DNS IRSS=FLEE
io

ActiveX FR{TCEAIS MBI E #E-RITiERS.
Ha{R Microsoft Windows BMERFSHFERER. Windows SFEIRAY U EBE-RINEIRFIRHTER (CSP).

—RERi , BRESER PR LERFEEEER CSP, fEHH Windows BR (Ctrl-Alt-Del) BT EERBANIE REBHES
Windows Z2ENEIERERF TR PIN XHEHE.

E#ER PIN AIEfR.
SEERE REAEAERN PN ZUREIZME. AXMERT | BRREE A RWIREGIVEER.

EiEHS

BalELIEH SR EM 4 Java lRE?
BRE Java 8 SNESMALIEAILINEEET 1Pv6 MLRE5) IDRAC EHNEHEIA.
EPEZEM iDRAC Web REiEH , ERMEHSSIBARFEND. XEMEIRYITHIS ?

© NN
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Ll XAEMEHEEEREAT S HENRIE.

TERESS =8 LR hIRSRCED RS I LA R s FR RIS H S ISAEIEIS ?
LA

P AERKXAF RS HE 15 A BEXFAIRESS 2R LAY hIRLT ?
ERt AP BN SEMSIR RIS LRE.

FI A thiRSRRI R RIEIRERS ?

%A | IDRAC BRI TINERG | SRR ZIFTHF.

Pt PRI LAK S TFHRIANS ?

LA LR | AR ARERASF T,
KAFHATRE XA IR EBMET ?

@=
[

KAFEH SREXMTRER SIS LA ?

& | FIHEKRAAISRSIEES 2T XK.

iDRAC FIF$IFEE XA hBRSS RRAMSAHB =T AR ?

HIEH IDRAC Ee BRI &I LA THE K IAA =SS,

MAIBRIS A 1thARSS 2RARSTRY RRVIANR 2

WRERENMEEINEHIETE L.

BRERYS iDRAC.VirtualConsole.AttachState HRZ , iIBFERLUUTHS :

racadm get idrac.virtualconsole.attachstate

FEM Telnet, SSH BIERESIEFERA TGS ¢

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState
EREIEHIES OSCAR B tbeEEINE. FitiEHeRRE  SERSHRSEMFUETEERS. SR, EBERFRR DRAC
EEMERERA.
At aEEHEHEEOPERRAFFRED ?
1R Management Station FYRZ7ReEHDHIZERIZE /I 12801024,
J3t+4 Virtual Console Viewer BI{E Linux I2{ERFRHINELED ?
Linux EAHEHIEEERRE UTF-8 &, NBEKHIREHERFHE (NRFE) .
J$3{t+4 Lifecycle Controller F Linux X541 & THIBIREARSE ?

})f_..%éﬁ?ﬁﬂ‘aﬁ?% USB EEARIKaNFERF | 1B USB BRARIKEIERFRAE X-Window EMFRF FIA. EEIEHEESSRTS  FUTTIIIIE—

HETHESIRRIREIRIAI R, EERIE | %5 Linux,
AETRKET , iEFa—HIRIE,

UN{AI7E Virtual Console Viewer BRSBTS ?

HEEEIIEEIESER , BRI ERRIEE T IERIER.

RRBEET DRAC EHIUEHIEEFin LAVE—NIRIEIR (T DRAC ERIEHIERBEMNIRT ) . AR HREN.
B B USSR IEREE Microsoft RERGRT , TLAERERKEIRS ?

. HIEBE BIOS FESRAEIIEHENA S IR RESTRIY Microsoft BERFRY , KRFBAIE EMS EZER | BEXRETRIEE
e, TWRESTRS DIRERE  SEENETEEENRSEE BRI RS BIOS hXAEMETIS.

IHASEE Microsoft 4E5;, , FRSRIEREFIFPEAISHIATEMA. EREASTRILES | BS%T DRAC BB AR HIREIIRS)
&, AEBRRERERERS,

7+ 4 Management Station LRI FHIEIRTAT A RERMIEIEIRSS =8 LEFHIERIRES ?

Zi@id iDRAC (AR , ETRIA EAY Num Lock 8RNI A—ESITiERS3 28 EAY Num Lock £REFF—E. Num Lock APIRSEUR TRz
ERIEMITZIRSH|AVIRE | SEIRS LA Num Lock JRASTXK.
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BT ANFBENE S EUET S SIETRRE A Session Viewer B[ ?
BIEENTIR R EEINEHIESIE, WEREARZSHT.
MREEHSRNEIEEHITHEEREAFLEIZSERSSE | F— 1 HARESSIEIZEEER?
B. NMRAEFBRNRS , REESERRITHI.

BETEMENERIERESIEER?

EINER 5 MBPS ERELURISRIFIHRE. RIEMEERE 1 MBPS EHHHE,
ERNETEMIEFISBEHTARBRAER?

management station 23K Intel Pentium Il 500 MHz 4MEBEEF1Z/ 256 MB RAM,
HH2EMIENSEEREONESRET "XTES” WiER?

TEZILLEERTRERR /9 IDRAC ElEH SRR EITERSHRREMR. —RBR T , SITERSRXAN | eIl
1778, B , AR NEERS SRR EISMREEET R IE S,

F{t4 Virtual Console Viewer EOBNESEREHEEREE ?

TEZSE AR ER ARSI RIS AR iDRAC BEBERITAYEE. BRoiRaRHRESNIETSSEBHEER
B B YIRS (FINIBIRTANETE ) JiRESHINEAER.

M iDRAC Web RERHNELIEHERIEN , AHA2ET ActiveX Z2IHEN ?

IDRAC AJREARTERZ(EERIILRFIFRT. ERIESRENEIEHERIER B REEMHED | 1518 DRAC iRINEIZFimX 5889
ZEuhRFIRF

BAFETH > Internet i%IR > ££ > 0J{Sihs.
. BRSSO IDRAC Y IP HifiEER DNS ZFR
== 1
. BEAEXER.
. ERLREFOF , ETHRERBM ActiveX 1B FIEFIRR.

Fft4 Virtual Console Viewer 0% H ?
WREE RN RN , ERBENIEHETNIR | BBARILASHEERBAEINRINEE BB T ERSSE=EHE.
EREEHSN , BHABRIRE DOS RRREE ?

Dell BIOS 1SRRI EIAE R/ PS/2 AR, RIEIRLT , PS/2 BAREREIMSHAMEIE , XRIEMFRIFIER. DRAC 8 USB
EARKEIER | RIFERE B Hati iRAMIEEEIRAISIMEEHRER. B IDRAC 1§ USB RUEIEARIEEBLS Dell BIOS |,
BIOS (BEESKHEERNEUEF BITHRIFAE. BEEWTH , AREFBETHRBERIMEINIREN "USC/Diags” .

BiELIEHEE | BIFRSnEEERaRaED  BEFRFPREN. AHASREZMER  MAFER ?

MREBHMERIZE S USC/Diags , S REXFPER. X T Alt+M PRI EA MRS EERER. BXIRT Alt + M AT ERE
MEH & _ERIERFR.

BEEEFI&ZEZZIM CMC [3E) iDRAC RER , BZ GUI SiE&iERT ?
M CMC Web FRES5] iIDRAC RIEEIIZHIGRT , BT aHENLISaIEIESRS. Rl TFER A GRHEISXA.

EETE FEHIIE— iDRAC RSB GUI FIEHIEFEIEHT , (NERMEEHEOXFZEI GUI Bf530 , T iDRAC GUI &iFiERt. IR7AE
BHE OFIEIIESISXFEM CMC Web REES iDRAC GUI |, LtHEEALHIR,

@ |i: FiEBF MX FE&,
F+4 Linux SysRq $#7E Internet Explorer i {#F ?

Linux SysRq $#4T785M Internet Explorer (FRIEIUEHIGRIIAR. EARIX SysRq 2 , 7E1%/E Ctrl 70 Alt $2RY[ERT , #2F Print
Screen $EERERTE(FER Internet Explorer BIEIRY , Z@I1T iDRAC 5 SysRq SEAIXENTAE Linux fRSSES | IBHITLATRIE ¢

1. BUETAE Linux ARSSEE EAUBEARIEINGE. I LMERLA T a<STE Linux 2% ETEGE

—

oD N

echo 1 > /proc/sys/kernel/sysrq

BE Active X Viewer RUBREEEIER .
¥ Ctrl+Alt+Print Screen,

{XFERL Print Screen,

T Print Screen+Ctrl+Alt.

o b onN

®

i¥: Internet Explorer fl Java 2yBiA323F SysRq THEE,
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At zEEMIEFISRSBER "EEPET BER?

EIRS A ERS I SUEPERAEEMEIHONT , iDRAC BEFER , [ET BIOS EigM-<. MRFHEANZ 10 Gb MK , tHiFsaas
B, MBEINSRIEEIMNBITHE ERAERY (STP) , ISR ESIEEK., EXMIERT , BVEEERIRS SRR
iHOfSFE PortFast, EAZHIER T . EIUSHIE&HEETER.

ISR EDINER TLS 1.0 BY , [FEIRA HTMLS RIEBUEFIS XMW,
IBHRIRENIERIRE IR TLS 11 BE SRS,

SE#i iDRAC EIf4/5 | f&EN Java iR EEHEHIS KM,

kR Java BRER | AREMEMEHSE.

REHAT TR

A 2N REFIRERER SR ?
HIMIESHERTSS | IDRAC BHFMTFHERE | ISETFTIRSS SR IR SRR BRI,

RS PR RSP EN CD |, i CO BRIREEBEmMITIATIE. EIXFER |, IREFIRASFIEE CO FrffIiiaAR | E
HEJREEBRIF EIERIGRR. MREREK | B GUI EFNEEF R ZRIRERIF.

Eé& iDRAC Web FREFFELEITAM RACADM Ap ¢ EH "ENMR" EERE  ANALEEENSE  (HICERN T RS
EEIMEREMNIKES | BERENR Client View ( ZFIRRE ) EO.
Pt LB R RREE Windows IMERAERFEERKAEE ?

WNER{FEH Dell Systems Management Tools and Documentation DVD %% Windows {EERF , FFEMEZIERRIE , AT MZEIEL
AR N REE E T K HORTaIA BE1(8] IDRAC Web R, ZEBOFASISTRLEHRE.

WS ELR S E BN IS ISR E ?

AEZERS L, 150 BIOS IREHEZES |SE, HKEEHL CD. EHIERED vFlash FHRIEFEEXIRES|ISINF. ot , 7 CMOS
Eéﬁqna@@ SRR TasigE | LMFERINRETE1S, fit0 , ZEM CD IKzhEE5|S |, & CD RaheEfReE 3 | SIRFETHE—NME
IBRLE 7Y RSB TILAIR B AT 5| SR eE ?

iDRAC SYFHEMNLAT AT SN RS -

CDROM/DVD BB &

ISO 9660 B&:

1.44 SREZER IR AR MR

BHRERFOANERIREEhRLERAY USB (NTFE2

USB N2 &

WN{I4E USB IIERIR A TSI SR ?

EEILAthEIE Windows 98 BahE 5 ISFHS RGN EaIEEHE USB INFE. fliN , M DOS IRFHERALIT G

form]

R

[

sys a: x: /s

Hr , x ZRERENT5ISIRER USB NFE.

EERIT ROMIMAEERSTERR. (BEIE1T Red Hat Enterprise Linux 5 SUSE Linux i#{FRAMNRF L TEHKE R R/ =
CDi&&. WMfURRRLLEE ?

T Linux IRAF2ERERANTT % B s INEEN R EIXENRAIREI CD WXales. EMBEMRERRE  FEKE Linux DECEIE
MR IRFRRANRETI R, EINHETREIKEES :

1. $TFF Linux sp IR BT TIA T <
grep "Virtual Floppy" /var/log/messages

2. KAZEEIRHZEHICTRIE.
3. 1E Linux IR fHbEiT A TS S

grep "hh:mm:ss" /var/log/messages

hh:mm:ss & grep L 1 IREHSERIATEIE.
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4. EXB 3G, BFE grep mSHERHHAIE T EINREINIRER.
R E M INFHEER R A2 IR 5 ES.
6. 7E Linux IB-fHbiaiTATHS -

o

mount /dev/sdx /mnt/floppy

ZNNEEEHA CO Rafzg , FHEIKE Linux DECEIRENL CD WENZRANIRE TR, ENIEEEM CD IKaf=s

1. ¥TFF Linux sp RIS T LA T < ¢
grep "Virtual CD" /var/log/messages

2. FEZERRIRFBHIC AL,
3. fE Linux IR FHbEITIA TGS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep ZE£ R 1 IREHS S RYATEIEL.
4. EER I, BE grep mPHNERIHKEIMEF Dell &4 CD BNIRER.
RREEMINFHERZRENL CD IKaEs.
6. fE Linux IR ~"FfINEITLAT SRS ¢

o

mount /dev/sdx /mnt/CD

Hep : /dev/sdx BB 4 PRIANIREE , /mnt/floppy BRER.
Ftt ATE(ER iDRAC Web REMTIZIZEFEMZIE | EETIIRS EEAIEIIRIZE S URMIER ?
EFEFHSIER DRAC Eig. MERITEERHE TEMIRGNES. DRAC BiRREREESEI .
Pt A% USB i8R ZIE . FRAARY USB iRSEEPRAFFER: ?

N FRISEH vFlash IRFIENES USB IRFEERIFH USB Bk , HEEIHE=R— USB g, SX{TaEIN RS vFlash
USB IR EIERE TN USB IBRa T USB BLLBFER: | FrE BB vFlash IREEBIE NI USB LGS HEMRTT | HiEE
EINEETEl]. IREVBERSEER—MNEUNFRIESR | B2MINsn BI— NS MR EREL vFlash 185, BINSCEERE

WEE USB iRE , AEEHERAXIRE.

USB Reset ( Eif ) RHABHA(ER ?
BRIEIRIERERIIRSS SZATE USB iIR&FI4 USB 125,
WNSEMEIUTY FRAOEAEERE 2
BELIEIANRARIENRE | B2 T R SRR |, ST TIINE—RE
- BlitREBRREERANRE.
o AR ARSI SN,
® |i$: FEUWERT  SERSSBMELINERERIEHSR) iDRAC ZEEIRERAZHRIA,

WNR(FFRREE Windows [RBESHRIERS , iBELLBFR/ Windows Event Collector BY Windows fRSS. EHUTUHRIE | iBEE
Start ( Ff¥#& ) > Administrative Tools ( E¥ERTH ) > Service ( [§5% ) . A#EE D Windows Event Collector 78 Stop
().

EEEREIRNEEDN USB IFERNASE | BdEMNREER—MEMEE | B ASBIEREMATES ?
ARG REIREIRENEE. XARTEERMBNTHNRERER  REEERXEIMIREIEE.

R R IREES LTI RFHRE 2

REPMERARIRENESSTHF FATI6 B FAT32 SRS,

Pt AEE T BT RERE DVD/USB BY , BMERMN RLSAIRER , (PARTERER ?
MERAFEFTREX M (RFS) IhRE , NS EREIREE. BT, S LAER RFS SN R | (BREERRIER.
LNEEERE B HRER TLS 1.0 BIEEIER HTMLS BIEEINREM.

BRI ERRENFEA TLS 11 HESRA.

EBINRFEXLGE , BME iDRAC BREBINGE EEAT" h "SiEE” .
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YNEREIAVERT ActiveX BY Java FRIFIAIAIEIN B BT iDRAC FRSHIIMEINIRESIRF | BIAERRSTRETRN "BER” . 15
BINARENEE 00 B ENBAAEKRHAN . LAGIRIEEMAN .

vFlash SD &

vFlash SD -={ARI4H7E ?
BAEIEEH{ThAY vFlash SD REBIE. B8 , TR ERIEETED,

SNMP ISiiF

PAHALEREE “Remote Access: SNMP Authentication Failure” (iEfEillE : SNMP ISIELRM ) ?

FEERIIEF | IT Assistant REIUFZ R get F set BRBFR, 7E IT Assistant # , get BIREFR = public , 1 set BUAZFR =
private, ERIAIER T , F3F IDRAC {IFFERFRY SNMP RIERZFEHAETRE public, 2 IT Assistant &2 H set IFKAT , iIDRAC KIEFER
SHERE SNMP IFEIR | BAB{UESRBREIAK = public AYIEK.,

EGLIEAERE SNMP SGIFEIR | S AR IERRFESZHEREFR. BT DRAC RAF—MEWAEIR | S iSHERIAY get 0 set
FUAZFIRAT IT Assistant EIRIRE.

FHnes

FREEER ZANFRIENERRESR . FH OpenManage Storage Management RRAIF#IREHLL iDRAC B, HHA?
iDRAC (XBRGEMAVEE (CEM) ArZiFiRENER.

{£558 HBA 330MMZ F1FE4 IOM A MX &R , ([ ID ENC42 Apk 7T IO0M 8529 EEMI ER , (BAS4ERATF IOM kS
B9 EEMI jER (ENCA1),

FRIATE iDRAC Web SREIFIRE IOM |, IBHITLATIRE

1. HEFERENE
2. EFAE,
3. EREBEHET  BRTURBENERENFE  ARHEA IOM ER,

iDRAC PRS31=RIR

{E%%5})IE1T iDRAC Service Module Bi , E&MiEIEE OpenManage Server Administrator ?

B, IBAREEEE,; Server Administrator, {EZREERRIEIT iIDRAC Service Module ZBT , ISR E{=LE IDRAC Service Module $2{iHY
Server Administrator THEE,

IMTEEENIRMERFERET S %I iDRAC Service Module ?
ERERAHET DA iDRAC Service Module |
e  1EZ=1T Windows IR L -

FIFHEHIER |, 183F iDRAC Service Module EBFITFELEERRFHFIZER T,
HiEfT Linux RS L -
BT rom —qi dcism, WIEREZEE IDRAC Service Module , BRIVIKSHEREBRE.
o« MEIEITESXiERSZKL , EENLIEIT6S esxcli software vib list|grep -i open, MWATEER IDRAC Service
Module,

@ i*: Ef28 Red Hat Enterprise Linux 7 FEE%Z3 Y iDRAC Service Module , i5{# systemctl status
dcismeng.service % , MIAE init.d H%,

IMTISE R SR %EAY iDRAC Service Module RIRRAS ?

EBERFARY IDRAC Service Module BIRRAS |, IEHUTIATE—IR4E

« RORBEFE > EHER > EFFITIEE. B%% iDRAC Service Module FIRRASKFITERR IR,
SRR I EN R R,

4% iDRAC [RSBHERFIENRIESERARIZRMHA ?
EZ3E iDRAC Service Module , W/ MEEEIRRKIIIRIR,
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{£ iDRAC Service Module 2.0 JRRERERAh , 1E%3% iDRAC Service Module i , IS TRIZISHE , ISHLESEASHIE. &
B5E (APFISE) . TREXIISHIRSSENMINGE. INRRRIGER ?

%% IDRAC Service Module ZRT , iSHH{RIRSSZRE 12 1A PowerEdge IRSZFEESIRA. 5, HHRIEERRZ 64 (RS,
ERERFATHIERTUTHS  BMEEERES “EF USBNIC 9 0S 3 iDRAC HiF" Tgiti2utt, htA ?
The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iIDRAC Service Module {#FETF USB NIC IHEERY OS &l iDRAC B , #1375 iDRAC HIIE(S, B , BRE USB NIC #ZOEE T IEHRY
IP s , (B@EEAREY. JAEVIRERARBERERTR— N BinEBIE M5B LR USB NIC BirkyNEHIRFNSE— iR
BT, ATRESHILXFE .

#=. 66: TLEIMERG

Bt HES PILEHERS IiE ESiER &% fEMEO

ZRiA 10.94.148.1 0.0.0.0 UG 1024 0 0eml
10.94.148.0 0.0.0.0 255.255.255.0 |U 0 0 0em1

link-local 0.0.0.0 255.255.255.0 |U 0 0 0em1

link-local 0.0.0.0 255.255.255.0 |U 0 0 0 enp0s20u12u3

E:f5l5h , enp0s20ul12u3 2 USB NIC Z[, $ER-AEEFEIERESEN , FH USB NIC HEIFHFARERE . XSS IDRAC
Service Module SEF OS F| iDRAC ELERY iDRAC Z [BIRNEEZEMEAIRR, E2RnEZIARR , BHEY M EVURIERSASA iDRAC
USBNIC IPv4 HBiE ( BRARBHER 169.254.1.1) ,

BN, BHITLATERE

o TEH—RIBEREIS_EEM IDRAC USB NIC ftbilt,

o MEBBREPRBAZTENSE , LIFBREENESE iDRAC USB NIC IPv4 Hslitht , BEHEIESH USB NIC,

{E iDRAC Service Module 2.0 {IEER/IERA L , T VMware ESXi JR5328HREN%} iDRAC Service Module BY , Bz a2
vSwitchiDRACvusb , ix[4B7E vSphere F iR Eififh#3 /9 iDRAC Network, H{TISELRIES ?

1E VMware ESXi JRS588 %4 iDRAC Service Module VIB [, iDRAC Service Module &8Iz vSwtich 1 PortGroup , LAfSE{E USB NIC
I FET OS 2 iDRAC Bl S iDRAC HTIBIS. /S | EHASHEY vSwitchiDRACvusb flix[12H iDRAC MIEASEMIER, 2
Faflkr  BHUTLATERZ— !
$¥Z vSphere ZEFIRECEMS  REMEREZE.
BZE Esxcl FHEANUTHS ¢
BEBRIHOZA : esxcfg-vmknic -d -p "iDRAC Network"
o EIER vSwitch : esxcfg-vswitch -d vSwitchiDRACvusb

@ |i#: ZEILATE VMware ESXi [R5538 LE 24 iDRAC Service Module , El X R AT IRSSSRiS FETNBEIDRE.
SHIRY LifeCycle AEMFIRIERFPAIHALE ?
BEESH LifeCycle A :
*. 67: EHAHNAEMNE
RMERR i

EMEEES Windows BEESR. FTH iDRAC Service Module 4=
fn[EHHEEREEHIEIREFR iDRAC Service Module T,

O |i*: FEisSM 2.1 IEFkRFH , £aFETEEHE
Lifecycle Controller HERE&TR T, £ iSM 2.0 IS (KER
Microsoft Windows Z#rh , BEI5EHZ iDRAC Service Module [BRTR T,

Q@ |iE: EanARARAERYAIERILAGER iDRAC Service Module
REEFHTEE, S1EXRE iDRAC Service Module &
REIEFRT | RIECE LS.

Red Hat Enterprise Linux, SUSE Linux, CentOS #[ Citrix /var/log/messages
XenServer
VMWare ESXi /var/log/syslog.log
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[E5ERK Linux ZZEERYRIZZARMRLE Linux MBI SE AT ?

EBEZE Linux NEIKHERIFIZE | 15505 iDRAC User’ s Guide (iDRAC FBF$ERT ) BTM www.dell.com/esmmanuals _E3REX FRY Linux
Dependencies ( Linux t8&4f ) —35,

RACADM

{7 iDRAC Eif ( iBi3f#EM racadm racreset f5$ ) [ , MIEREEMHS  EEFRUTER. XRFHLAER?

ERROR: Unable to connect to RAC at specified IP address

IEBHE WIS DRAC TREIRE | AREREE— <.
{5 RACADM G SHIFa SR , FELHEIRARBRH.
{#5F3 RACADM & $RY , AIRERIBREILAT— M EEZ MEIR
ZNih RACADM $EIRER — WEE. ENRISERFNSFREIRE A,
T2 RACADM EHIREE — 40 IP &R, AP B ERSESE RS RE,
¥} iDRAC i#1T Ping llilHRIE , MNREEAIRNNHLSAEN Z EHEREZE , MiRH Ping MR,
BIMRARS LRI ARP 3K,
ifE RACADM Fi% I SUSE Linux Enterprise Server (SLES) 11 SP1 i%#%&%! iDRAC,
TBHRREZHE 73 openss! # libopenss! Mg, ZATLA T anSLAZEE RPM 846

rpm -ivh --force < filename >

Erh | filename 2 openss| 8 libopenssl rpm #{4E3714,
fan -

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

B LEEHEME | T2 RACADM FIEF Web HIIRSEZSSTEATHA ?
EEiR IDRAC Web RGBS , ATREEEZ /154 |, ITFE RACADM [REFIET Web WREA ST AT,
ELUTERTFAEIR IDRAC Web RS2 -

{s5F iDRAC Web FIF REIEXINBEC B ME L2 B R,

» iDRAC.Webserver.HttpsPort BEEEN , B8 racadm set -f <config file> XIELHITHIE,
{$M racresetcfqg A%,

- IDRAC EEIgHY,

o FETHEH SSL RS,

it RACADM SIEEEBE . NREHERRS K . MUEFEREE ?

XERNEES KIEFIEAHRTH. AT, SRE—RIEESHENE  AEBERS XEMIREE. MRREETER | 5F
FelEo Ki#M el EBERZo X.

KA ZEEIAZIGZE calvin

WNERIBRFREMSHE—RY IDRAC ERIAZZRT |, (BISABES calvin IRBNBVAZG |, BRI R SR ERIET Abksk,
BB ISR XA BREASZIBA calvin, BMELS iDRAC FigHHIRE |, BIREEIRSFIME—S31,
BREUENETRIER | 152 ERIIRS SRS |, RUEA © www.dell.com/support,
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Hith
ERFHMERFN , ENBTESENETR/EX,

BRIER :

o BRI LEEERMERGRT IDRAC KREREFENR., BEES DRAC —itZesE OMSA 8, iSM LARZBRENZ,

« &R 2 DRAC EERFERIERFENFNAHEBLZES— T ERMERS , BRNENENHABTAIBENBMABEEN
Z. HEREFHEEREIRMERFIEE | DRAC (URFEE. MMRELREFIIRIERS , DRAC BLEEIRENEZNE. B
B B AR ER SR E R — IR E RSB EEAIREH iDRAC RIEHAE.

W& 7] A IUARSSE3RY iDRAC IP itk ?

(D iF: Chassis Management Controller (CMC) i#Ii{ViEAF 71 H RS,

{5 CMC Web 5 :

RENERSESIRENE. AR NFREY  EERSE0 1P ek,

(FHELIEHE =53 SRSEUEFERIEFETES DRAC IP itilit, £ OSCAR REHEEE "Del CMC" 12414 , LUBIE
A ERITIEREE SRS CMC, CMC RACADM S aILAMIZIEIERIE,

Bk CMC RACADM #pSHIEZ(E R , 1525 Chassis Management Controller RACADM CLI Guide ( HlIfAEIEI=#I88 RACADM CLI
35/ ) BT M www.dell.com/cmecmanuals _E3EEY,

B% iDRAC RACADM BSIEZ(EE. | 1555 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 3875 ) "M www.dell.com/
idracmanuals _E¥£EY,

{§@E4 it RACADM
FERALATAS : racadm getsysinfo , {40 :

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1

Subnet Mask = 255.255.255.0

Gateway = 192.168.0.1
fEF LCD :

EEXRE L SRERRSHAIRGERE , AREEMENRS S MEERE.

W E 7] VAR5 E5RY iDRAC IP 3BtIE ?

(@ |i%: OME-Modular Web REET{UEATF MX F&,

{&F OME-Modular Web R :

BEGHITE. ERTENIRE , DRAC P EERAEE IP,
- {#F OMM RIS , i52% Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FHF 8RS ) ATM
www.dell.com/openmanagemanuals 3kKEX

.« (EFRSBRTER
« (EALCD : £EXKB L  BRETRSH/FIRCERE | REEEFEIRSHRAE MaERE.

WMEKS 7] R IURSSE3tHAI CMC IP itk ?

() |i*: MEBF MX E4,
« M iDRAC Web 5 :

#%Z iDRAC {88 CMC, [ttAT CMC HSEREIE S CMC IP Hitit,
MERBISHS
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£ OSCAR FREFIEE "Dell CMC" =#lE , LUBI AR TIERERE] CMC, CMC RACADM A LANIZIEREA H.

chassis

1

1
192.168.0.120
255.255.255.0
192.168.0.1
10.35.155.151
255.255.255.0

$ racadm getniccfg -
NIC Enabled

DHCP Enabled

Static IP Address
Static Subnet Mask
Static Gateway
Current IP Address
Current Subnet Mask

T [ [ =1

Current Gateway 10.35.155.1

Speed Autonegotiate

Duplex Autonegotiate
(© | i%: taTI{EFRIERE RACADM HITILIRIE,

53 CMC RACADM SSMIES(SE |, 8215 Chassis Management Controller RACADM CLI Guide ( M4BT E4528 RACADM CLI

1888 ) ATM www.dell.com/cmcmanuals _EFREY,

% iDRAC RACADM @S HIE (SR, , i5507 iDRAC RACADM CLI Guide ( IDRAC RACADM CLI#8RF ) AT M www.del.com/

idracmanuals _E3REY,

tN{aIZE3 OME Modular IP izt 2

@ |#F: UEEF MX E4&,
M iDRAC Web R :
%% iDRAC iR BEIRIEHR. EBIERIEEFESR OME Modular IP #BilE,

SN ERIUBRSSZEFIIETUARSSERAY iDRAC IP #ELE ?

M7l RACADM :

{#EFa< racadm getsysinfo,
« MLCD:

EYIEIRSSEE L |, (£ LCD ERSHniZiEE DRAC IP ittiit, #Z=iGEEIE iDRAC IPIPv4 B IPv6 IP,
I OpenManage [RSZEEER :

£ Server Administrator Web REIH , ZE=EHGCHIER S/ IRSSSRIER > ERZFINE/ ERZRiniEiHE.

iDRAC RIZEIEATAE.

XTI ATUBRSSSS

R LAN BBEIEEREI CMC,  ( NERT MXF8
HREAMKER NICIRE. IPv48LIPV6IRE , LIKEHZE DHCP,

XTFANZERAANEETIRSS =

o EHEESG , BR LAN BEEEER NIC RO |, isOhEiRFRE.
. ELHEET , BR LAN B4 EEREES iDRAC LAN #%0,
o RIREHIMESENICIRE. IPv4F0IPVEIRE , LANERSEL DHCP,

iDRAC {£3= LOM HFE:ZifIa

ANRENEMERGEPEFAETEIEIR (HI40 Windows FREVIEFFFENIEIR ) | IDRAC RIBEREIIE). FEifia) iDRAC , iSEHTBNENLA

BREE

301


https://www.dell.com/cmcmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

Eﬁ%ﬁﬁ%ﬁiﬁ‘zﬁﬁwﬁ)‘( (LACP) | . = LOM GiXIEET

WIERR LACP ZRINNEMSEECRRHEN R ERFINERF. (BR | WIRIEEERH LACP BE | TEINEENRERFIRNE
Frzal , = LOB AIBEIER TE. BX LACP ECE , IBSIUaIRtLI.

O |i: MPIRNEET LACP , {STHERISI SIS DRAC I3 LOM IP,

%’EDH‘ECEE%%E?E)\M%’E , HETHIEFAX , BRXHAS
&,

o BRS5E3EMERT , IDRAC REFER D HHITIISRL.
« #&E CMC F1 OME Modular ( {IERATF MX E& ) EBERE, AR EREn e,

WfatEi% iDRAC EIEEARRATNES ?

IS IDRAC IRENFVAIRE. BXEZER | 1521 15 IDRAC EigJ/9Hi] BUARE,

YA SERRAE R R R RIRIERTR ?

® |s1: FERATF MX Fa,

1. BF CMC Web REFEEENERSEHEE.
2. EIRSSEEHVITHENIEENFERH AR,

JIEIRsZEE LAY iDRAC 1£5| SHAEIRIARL,

EHEFEARS .

B CMC ( NERT MX & ) #1 OME Moduler (i&TF MX & ) Web FRELIEE DRAC EEETRATTRAN. WRZE 15
RIR(ER CMIC Web FREEFHTEN PROBAEREI

® |i£: EHIEERERT MX T4,
RIS | B RRAR SIS,

=i 5|1 SZERSEEN , BiFRETIAZE , (BRIRFSEH
BB,

HINXFISR R E/IHILATER

o NERZEAASAE,
«  CPU RTERZESATGE.,
o SRR EE KRR IEMRIER.

[ERT , {5 iIDRAC Web FREELMIRSS2S LCD i iDRAC HEFHBIRERE.

f£ Linux 8% Ubuntu L7GiX%{#ER Firefox IETzEEREl iDRAC
Web R, TiZMAZE,

BRRICER | EEHTEETR Firefox NSRS,
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{£ SLES #1 Ubuntu HRFGiAE1d USB R-<ij51a] iDRAC

(D i¥: f£ SLES A, 1§ iDRAC #E[1i& &9 DHCP,

£ Ubuntu H1, {55/ Netplan 2 FBf2F4& iIDRAC #MECE /9 DHCP &=, EECE DHCP , iEHUTLATERE

1. {#H /etc/netplan/0l-netcfg.yaml,
2. XJF IDRACDHCP , 8¢ "&B" .
3. NAfRE.

g 1 es aval lable on your system
n }u, more information, see netplani(S5)
network
version
renderer . networkd
cthernets
|"||||1
dhecpd: yes
idrar
dhepd: yes

"setesnetplanAdl-netefg.yanl™ 18L, 221C

5: £ Ubuntu F1}g iDRAC R HEfCE /9 DHCP &5
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1z ES

ABEE S EA S NS ENET R TISERFIEGIER.
E 3

«  HIRRERFAILIARESE

«  FERAERMBAEARFEI TR

«  REERMGERFIMER

- EEASHERSFHESMEGEHAE

«  FATEH IDRAC EHRYSRE

< HUTIEERM
BTSRRI

«  [SEIRSSRITIEEEI SR USB IR

o (EREENEUN R E X E R RIR RS

- EENREE

«  RIHTRIEBFIFANE
FE—RENREKEFHSISPAS MM RNA /0 ImREERE

HIEI!? ERFAHRAEE

KBSk E OpenManage Essentials BYZIRE , Dell EIREHI SRS, HIRIRS O 5 MRS|IITERE |, HIE
R ER R IRSSSERAIIARE, FHEMF DRAC ERRELIH THIEHRH RS RIKE.

HERAAIGIRIRRSTHIRRD | IBHREELL FeRE S

. BRLbRERFES
« B7EIDRAC FEAZR

ZHARE | BIEE DRAC Web REFHILITAZS | AEMEEZIRS

(@ |iE: MREFHENIT iDRAC Web FE , iSFEEMRSSEE | 517 LCD EfR , FHCT IP MK ENS | AAREMERISPRY iDRAC
Web REHITIATIRIE :

RS589 LED R — INVRAVIRINE aiaEIRIneE.

BUEINR LCD IRSHEIREE — IRIAE LCD HitiRER.
Fﬁg%ﬁﬂm{%_]rﬁ?u}iﬁ‘*ﬁg WROATLUAERIME  BEERS (A58 ) HFERER., NRETLES , NiaEmeE53
E3=N

o BREEREE.
o [BEhFEERIA.
o BRERRRIUA,
RS EEIEITIRN — A& x BinR RS EHBaE,
FHERFF RS — B R REE L FoRL
EXGEEEHERNEESNY Lifecycle HERRARERMNICRIBHERE
ERFASIFIREFEEKEREEE.
{sF8 IDRAC IR FIRMEAYLTTIIOEE

ﬁﬂ!?éfﬁnmﬁﬂtﬁlﬂ?ﬁ""’lkzﬂ

ERNARREEFHRRFETINR -

* f£DRAC Web RMEYF , #Z Overview ({#E3) > Summary (& ) UEBRSMHESF LR ITE LA MEZLIBRIZRS
BT, flEn , BRI EBNAEREE TN,

o ISERILIECEIARIRNES LED | RIEERERANIE TR,

© WIREBZE DRAC IRBHER | BERFMERRAENER.
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iIZEERMECEEFERMHEH

R BZIRMEC SR FIMEZIR , BHITLATRIE -

1. BRZR.

2. EERTHMEZRIEERO.

3. WEZERAHITENRSIS. XNSXIEEFERE.
4. RIEMHER,

SEASLRASAAEMNEGRAREE

BEHSH Lifecycle HEFIRFHERE (SEL) ¢

1. 1EIDRAC Web REH , 2% Maintenance ( 4P ) > System Event Logs ( RRHHRAE ) LIEE SEL , #Z Lifecycle Log
(4EGANAE ) LEELEGEHAE.

®|;z- SEL hRiCREEREREH, ERMEEERTES SEL,

2. SEL setEapAHiESEY XML SISHEMNIE ( EIRih, USB. MEHESE) . 8F  BALIBRERERSRICR  LES
NEEa R SRS B EERE AR R ERITERS .

3. WNSREIEFEREF iIDRAC Service Module , A arEHAHSSHENRERFERE.,

FHF &3k iDRAC B4IYRE

(EFRLAT FREEHT iDRAC Bl

iDRAC Web RHE

Redfish API

RACADM CLI (iDRAC_) #1 CMC ( NERTF MX &)

Dell EEHTE{46), (DUP)

CMC ( FEFTF MX & ) OME Modular ( {UERF MX & ) Web RE
Lifecycle Controller — IfEIRSS

Lifecycle Controller

Dell izf2i3/aEcE T A (DRACT)

#L TIERXHL

BHITFIEE XN , i57E iIDRAC Web REIFEETHIT—(E :
« 7% Dashboard ({3E#R ) & , 1%3% Graceful Shutdown ( IEEX# ) , SASET Apply (KA ) .
BXEZ(ER | 15215 IDRAC Online Help ( iIDRAC BAHEEED ) .

giEFRER AP

EALUESRAN A EE R AP K EZFIEERAF KT, BEMEERRAFKS | ISSRENNEEERIKTR
.

ZOEFHEERRKF , BESATIIERS

- BCERMAR
« EEE Active Directory FAF
. BB LDAP A

RENRSS SRintEiEh S FiE

BEMTiEEHE SFIINE USB IREES
1. 8 USB INFR ( EBFrEMIE ) EREZE] Management Station,
2. BFRLITEAER iDRAC Web REBHEMIEHE |, BHATLATRIE :

% USB RGeS
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45 % Dashboard ( {{3&#R ) > Virtual Console ( EEMEHIE ) , #A/F58E Launch Virtual Console ( BEIERIERIS ) .
REEI< 7R Virtual Console Viewer ( EEIEHIEEER) .

3. M File ( 3f# ) 384 , 85 Virtual Media ( EEHE(F ) > Launch Virtual Media ( BEIERIERE ) .

4. B Add Image (iRMBRG ) FHEEAT USB INTFEL ERIBRE:.
BB INZI AT RIKAIRRAIZ IR,

5. EEREMAHZBURIVIKGNEE. USB INFR FHBGRI SN EISERA,

EdzE )T
%

B2R "EREEXHHEIRERERR" B0

=

& LBt 5R %)

=
>Z

FENERLAMIINIRSS=R/AT | B ENEPIRIREE.
B SELUENNE MRS S -

1. BEERSARAVERIRFE AR SERERE AR,
2. RIBIXLEDE. FRIREAZIMIEARSHIBRS , REFE LIRRISFHIREINF LIRE.

)

LRI FIFaliE

BERITAIHRETHRESER.

E—RENRREMSISPASIK

=5 =

-=
I~

\Y

FRRIE N RHERE SRR RURER

it EFRERRIEENEXE | AGER LIRKFERENR LRSS OSETLIBETIRINESHIRSSS.

170 #RiR

NRALTFHERIEMLS (SAN) IMEHRIRRSBRFEEZS NN« | ARGEOXE-RNAAERNEMEL, REEFNBREER
B 7R /0 iR IR S EC I AERIRIIE). BHTILERE

1. SRR BIOS. IDRAC FIM-EEEFHNEFEHIRE.,

ER3 10 #RRILICINRE.

SUEE N

15 SCP X145 DRAC,
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