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FEX B ERRIRTIZR 1.5 (BOSS1.5/BOSS-S2) RIS
FIEXY BOSS 1.0 R B EHINIF

FEXIFRHY Matrox SRIRSIAE FRAOS I35

iyt NVMe Opal SED BIZHF
ST S R S BRI

FiE3F Mellanox CX6 BY InifiniBand iBEHECEEHISZIF

FEIT PowerEdge C6525 Y 24x NVMe EHRAISZIE

FEXIFRAY Matrox SRR EIAEFFRIS 15

FEYT Starlord (ConnectX-6 Dx 100GbE) F| iDRAC BYZE

59 BOSS-S2/PERC 11/HBA 11 i85 FQDD fEXHIEE X

BN AN SIRIEEIRSE (HINERREFM2F1U.2) 3%
Frigsd NVMe IRENEEML 2 IV EAETE (SEKM) IS

1% IDRAC ITEM 512 MB ¥ EBZE 1024 MB

RESTUI B /RIS SERYRE oM XK MR T T B

BEl{FhR4 4.20.20.20

LLERRA RN T LA IORE

FERIRE (PSU)

o 7% 1100W ~48W DC PSU,
o 8RR 4S PSU [RHl,

NIC

o 7% (4x 10/25 SFP28) OCP 3.0 Dell E}t-E JTK7F - Broadcom,
o H¥E (4x10/25) MX EEE |, Dell ZB{4-S DCWFP - Broadcom F] MX 25G PUis (FE MX E&E L),
o #EI% Broadcom 10GbE NIC RiINZEI R340,
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JMmE=SSF1 CPU

o HIFEH/NET GPU REiRINZE Precision 7920 HZRBIRSSEE ( NavilODT/W5700, Navil4DT/W5500 ) .
o TIEHERTF PowerEdge B9 Nvidia V100S,
o TEFHHY Intel AIEEE : 6250 F 6256,

NVMe

e ¢3% Samsung PM 1735 F1 PM 1733 NVMe PCle 174,

Bt/ BA /&N

¥ Redfish 2018R3. 2019R1F[] 2019R2 IhaE,

3785 CLI ik BRI EHeRL.

ZIFIE Power Manager FREEFIGIEN CUPS HRUIRESHTEIEIFERREIM 1 5PN 1 e,
XRREN (IBTNREER/ZR) .

STHHER SSH #HTigsaR A HEIER.

3Z3FM PCI Add IPMI S INEREBARC.

Hite

o UBEHFH—HSEEER C6420 HFHEMRRT , STIFAYERIESIREBLE N,

o STIHE 6420 FUIREE GUI R B RIGERS.

o TEXHENRRHIEEBEER , S5 ADR FHRHIALRIEITHY AEP 71 BPS RfF.
o 73F 10x2.5 TS BP/HIAEEME S EXL.

o IFXS SEL HEEBA "AXIENERE" .

El{thR 2 4.10.10.10

LLERRA RN T LA IORE

BOAVFRIUES FFRITNRE

e BIOS #kEFSEIR (RoT)

AV RRIFAIIESZFFRITNRE

o ZREMIEIAETR (SEKM) — HEHINTXT Vormetric Data Security Manager BI3Z#3,

Datacenter {F o UE ST 35A9THEE

e BIOS SCRYFIRE — {IERT AMD &,

El{%hR4 4.00.00.00

IR ABS S 2 RIRANEIEE. AT RLIRAFIEINRIFHINEE -
(D|i*: BXSHRHEFMSE , BEIH https://www.dell.com/support/article/sin308699 _HHMEAAERIAR AN B T8,
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Datacenter {F o UE Sz A9THRE

EBNEUER — RADIT LENSINRS

GPU BFRSfF0Lm

BUAETE — SRBIRF1SEINEE

BEMEFEMFIEET — X3F SSLIEH

ERBEMIR — IFE A= R F R S S =M
SFP ISt 2E — BN/ EE

SMART B& — FEIRzhES

AR BITEIRE P XIEIR

TRRS SN

Enterprise 8, Datacenter Rl UESZ#5AYINEE

BB FHMEHI TS ERSDIIIE

AR BRSNS ({XBR Windows )

F3F LLDP {&imRuEsz i E

REPERET — (R ERE= PRI ER
Group Manager — #3 250 PR

1R T WRem I EFHETE (SEKM) BISHF

BIAIFENIE (iIDRAC Basic 8 iDRAC Express ) ZHHAYIHAEE

o GUI iE38ThAEE
o {FEIRFH ESHE" HBo
o TrRaEFHEEERIE
o SupportAssist EEEEES — 7F IDRAC GUI R R~
e API. CLIfISCP
o IZIRSBAIBECEY (SCP) HBBRIER S
o [SFFIEAYT SCP #1 RACADM RUEENIRAR4%!
o Redfish API BYETZR%E
o FIFEH SCP FHISENRIASAYIEIT
o BT RACADM Hiis</ BB Bt InEE
o EiRFNUSE
o SMTP EcEF BT FIMFEIRINBE N A AB T Bt
o SMTP hEF=RIBFHMEIRSS =S
o SPXIRERFN PCle SSD i&E5HY SupportAssist HEIEEFHI SMARTIogs
o HEREBEEHEESHEAMIEHES
o T2
o {Xfs5F3 RACADM @S HIZ " IP s EE
iDRAC BBFZRESEIKIKEY BN 40 NFRF
B SCP Ay SSH %A
BT SSH ERMNABEXN LZEEIE
EIXERAVERGI E RIS (FCP)
o TFiETNTFHEIZHIS
o J3F PERC LAHRZE SEKM IR

fIERA ISR

ARPiEETPNABIESEERUT ITERITRIMES -

e iIDRAC Web FH — HAMURMSESHEXRIEE. BXFRINZMANER | 1BZ15 IDRAC Online Help ( IDRAC BXHEEN ) (1%
BEAES BN ENEY Web REARA ) .

e RACADM — IEAMBRALEWA/R{EFIRY RACADM fpdEiXdsR. BXESER | 15505 IDRAC RACADM CLI 75/ , WAL : https.//
www.dell.com/idracmanuals,

[0}

o O O
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o DRACIRENRIER — WAMYRMSESHEXNER. BXFRINEHRESE , 551 IDRAC Settings Utility Online Help
(IDRAC IRENFIFERFEXIEEEN ) |, AT/ « 85 IDRAC IRE GUI RRHEED (5 ISHAIER <F2> |, ARBRERFIREER
BTH LAY IDRACIRE ) .

o Redfish — IAMURMSIESHERIER. BRXFERINERANSE | BSI5 iDRAC Redfish API #58 , WAL : https:.//

www.dell.com/idracmanuals,

32§5H9 Web Js3zs

AT ESRE 3745 IDRAC :
e Internet Explorer/Edge
e Mozilla Firefox

e (Google Chrome

e Safari

BEIERANGIZER | B2 IDRAC L7765 , Ftf - hitps://www.dell.com/idracmanuals,

ISR ER AR IEE

FELAR OS. R =f2 R £ 3245 iDRAC :
e Microsoft Windows Server ] Windows PE
e \Mware ESXI

e RedHat Enterprise Linux

e SuSe Linux Enterprise Server

()| i%: BFESIRANFIE | {5519 IDRAC L771585 , MILL - https://www.dell.com/idracmanuals,

iDRAC 1FRJiiE

ETFa[IEE DRAC IHEEAT A, RIBRAELS , BUABR Fa%4E IDRAC Basic B, iDRAC Express ¥FAJIE, iDRAC Enterprise ¥FA]
iF. iIDRAC Datacenter FaJMEF] IDRAC T2 I BHAETREE (SEKM) FaRFJEFHRATIRG | HERERTTLAIGE, RiE L RaiR
SIFEIITHRE | SR LAERIX LETHRESRAL B a8 IDRAC, BXEH(ER , i54F1E IDRACO FHEIFAIIHRE,

FFRTEE

iDRAC Basic 8, IDRAC Express 2R % o] BRI RARSFEIME, iIDRAC Enterprise # Datacenter ¥ alIFEIEFTE SISNINEE , ATRERT
TASE, IRAAYEMNEERINT ¢

o 30 KA — iXAIFEETISENE , IRFGIFEBRRN |, ITHEHESIEIT. WIFIEIATER.

o KA — IFFESRERIIRS A | B RKAMR.

TRIET AT RS HREREAFAE

iDRAC Basic ¥FaJilE iDRAC Express {FHJiiE iDRAC Enterprise #FaJiE iDRAC Datacenter ¥FHJiiE

PowerEdge H1Z8/t5TIRS3 8K [ ¢ PowerEdge CAIXX FETE  BFREHR FrETE , BFRI%EHR
51 100-500 PowerEdge FCBEXX

PowerEdge R6XX
PowerEdge R64XX
PowerEdge R7XX
PowerEdge R74XXd
PowerEdge R74XX
PowerEdge R8XX
PowerEdge RIXX
PowerEdge RIXX
PowerEdge T6XX

Dell Precision Rack R7920
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& 1: BOAFANE

iDRAC Express 1 rJiE iDRAC Enterprise 1FaJilE iDRAC Datacenter i¥FaJilE

PowerEdge C41XX FETE  BFHRER FETA  BFHRIEER
PowerEdge FC6XX

PowerEdge R6XX
PowerEdge R64XX
PowerEdge R7XX
PowerEdge R74XXd
PowerEdge R74XX
PowerEdge R8XX
PowerEdge RIXX
PowerEdge RXX
PowerEdge T6XX

Dell Precision Rack R7920

®
®

SRELFANERY Tk

ERLA ™A/ EER A SRENF AT

e Dell Digital Locker - Dell Digital Locker SAIFEHE—MUBEEMNEREA M. KWAFIFIESE. DRAC Web RERML T Dell
Digital Locker §&4% , i5%5Z/BCE > VFaliE.

(D)|i#: ET#HEX Del Digital Locker FES(EE , ESFIML EHYE TIHEE,

o EETFHRY - NEEARIFFIUNERIG , YFaNELM NN &% FHB 4,
o HES - TR AN AIFKEIF AL,
(D)|3*: ESTRFANERMSIIGFRNRE |, B%Z Del Digital Locker,

M Dell Digital Locker 3XBUFBIiE33$H

BENERIKFIRBUTENIERSE | WIS STERET BFAR AR XS IS S5, 7EERE! Dell Digital Locker Z
& . WIRErmiEhEI R A LS.,

MWEMEES , BE FaaiTBRRIeRER-RUEE SN RIIER. ETTRNRIIEFRKPERRT.

ETEERY Dell Digital Locker BFRIFRNERESA | ISHUTLATRE

EREEHY Dell Digital Locker HEF,

HEEMEES B,

BHEEEENR.

BFEFmER.

AEEmRERRET |, 58 RENEZA.

RIRFERE FASTSABUTRNERR.

iE: WNSRIEKEA Dell Digital Locker Bk, iEEREEMSEIFEPIRAAIE FERHEIBIE— MK,

iE: PowerEdge C64XX R FAIEAMALFENIER BMC, BMC FEIIER C64XX RZBEMM,

iE: PowerEdge M6XX 1 MXXXX £t a] FRHIZAIAIFR]IER Express for Blades,

SIS IF NI SR

®
®

VFRlER(E

PATFRNEERES 2RI, BRECIRBITIIE. BXIFS | BSRREUTANERYS A,

it BEAS MTIERRRTHIWE  BRRTR > WalEME > BUHERNTAIE FAOREH TR,
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(D i*: MBI R AT EREEFEIFANE | S TS,

IFF—I—iFeFEE |, o] LAER iDRAC., RACADM. WSMan, Redfish ] Lifecycle Controller ITf2iRSE , W F—XISZFafirE
I8 |, 10T LAMERE Dell License Manager , SEHIAT RFFRTEERE
o BE - BENENFUILER.
) %{;ﬁﬁﬁ?ﬁ}%ﬁﬁﬁﬁiﬁ , B ONEFEEIAEEAS | FHERSSIFNREC—BESAN DRAC, WMRIFNEEIISIHEE , U
SBEESA.
(D|iE: REGAILASHEB WZIRMFANE , BRESA. BSNFAIE , 16 Digital Locker TEEHIF RIS MIISLIFATIE
AW EIAYER PR RS ZRIF AL,

D|iF: SAFEHEE , BEEEHZFE DRAC, X{UERTF IDRAC Web FHH.
o S - SHELEIFANE, BXESER | 15515 IDRAC BHI#4),
o fHIER - MIBRITFRIIE. BXESER | 1ESIR IDRAC B 1175,
o THRIFIE - THREZEITONIES ARG : L BB MR ANIERNEAER.
(D |iE: NFEMERERRNER 7 HAFBED , BRARCERSIRENZSERERFIZRFIRN *.dell.com, BXESER
1525 Internet Explorer TBE3{4,
IFF—XIBIFRRESRE |, SR LAEA Dell License Manager, BXEZ(5E. , 55 Dell License Manager /B 755 , ML : https://
www.dell.com/esmmanuals,
AT EAEF BRI ERIRFREXK !
o BESHIFANE : ERR.
o SAFIMBRFHNLE | EF + BiE DRAC + [RESEFIEHINER.

{§5F8 iDRAC Web REEIRIFOlilE

B iDRAC Web REIETRIFANE , iS4 Z Configuration ( g& ) > Licenses (FHNE ) .

Licensing (iFf] ) RAIBRSIREXFINFIE , & CLEERFEPFAFENSSINFNIE. BXSA. SHEMRFIEE
(SR, 1555 IDRAC Online Help (IDRAC BEHIZRED) .

{5 RACADM EI1E{FaJilF

E(§F RACADM EERTENLE , BERIFIEFH<S. BXFE 1585
iDRAC RACADM CLI #53 , WXL : https://www.dell.com/idracmanuals,

{£ iDRACY HRIEIFRITIRE

TFRIE 7 EF WA aNIET S AT iDRACO THAE :
#=. 2: 7 iDRACY IS IFAIINEE

THBEERE iDRACY [iDRAC9 |iDRACY Express iDRACS9 Enterprise iDRAC9 Datacenter

Basic |Express | (ERJIAXIES

)

EO/iRE
iDRAC RESTful API §11 2 2 2 2 =
Redfish
IPMI 2.0 2 2 = 2 =
DCMI 1.5 = = = = =
HTF Web i GUI = = = = =
RACADM @17 ( At/ | 2 = = = P
R )
SSH 2 2 = 2 =
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. 2: T£ iDRACO HEISIFRITHEE (£E)

)

TheEER(%: iDRACY [ iDRAC9 |iDRACY Express iDRACSY Enterprise iDRACS Datacenter
Basic |Express | (ER7ZIATIRSS
=)
BITEER = = = = =
WSMan 2 2 = = =
[SELRIE DY B 2 2 = =
EET
$= NIC (LOM) b= = &R = =
ZANIC = = = = =
VLAN #Rig = = = = =
IPv4 = = = = =
IPv6 = = = = =
DHCP = = = = =
Fh2fif DHCP & & =} = =
N7 DNS 2 2 = = =
BERSEE = = = = =
iDRAC Direct - BiIE#R USB | 2 2 2 2 2
ERE = = B = =
=zl
ET AR = = = = =
AR = = = = =
SSL inz = = = = =
e RPEIRS B B = 2 (B SEKM Tl ) z?? ; B SEKM ¥Fa]
)
IP BELE B = = =z =
BRIRS (AD. LDAP) & B S = =
WESHIIF (EHREE) 5 5 5 = =
B—ER B B & = =
PK SIIE (1ERF B = = = =
SSH )
FIPS 140-2 2 2 = = =
L2 UEFI 5|8 - iEBE |2 = = = =
b
YR B B B = =
E— IDRAC ZRIAZZED z = = = =
A BN IR RISHENE - [ 2 = = = =
TRIUH
ERNZESHIIIE & B B B =
BaMIEHiER ( SSLiE S S S B =
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TheEER(%: iDRACY [ iDRAC9 |iDRACY Express iDRACSY Enterprise iDRACS Datacenter

Basic Express E(E aRDRRIRS

)

iDRAC Quick Sync 2 - B[i% | 2 2 = = =
AR ES D ISIE
iDRAC Quick Sync 2 - 5% | 2 2 = = =
EMERHERINZ LCL
R NEBEEIRE = = = = =
ITIEFE
=Nl = = = = =
5| Szl = = = = =
LAN E&1T = = = = =
BIUNE &= &= = = =
EIEE &= & & = =
RN HE ) & ) = =
BEIEHE HTMLG 5 | & & = = =
&
EEUEHE ) & = = =
EiRERGHI YNC iEZ = = iy = =
RE/HisH a & iy = =
F‘EM?E?%‘J@‘TW’E (&EN |8 & E (R—MAEF) |2 =
MHEBF)
EPUEFHIEHIR &= &= & = =
EIIRES X o) & ) = =
@l i*: IDRACY ERY vFlash ANIEFTF PowerEdge Rx5xx/Cx5xx,
Group Manager ) & ) = =
HTTP / HTTPS St#FAR. | =2 = = = =
NFS/CIFS
EEFNER
SERY TN LSS = = = = =
TheR SHERTEIR a = = = =
SCHYThERERR a =z = = 2
PASEIhERITEIES & = = = =
THERPRER a a a = =
Power Center ££5§, & & a = =
SRRV = = = = =
IREEE a = = = =
PCle SRBEENX (LFM) o) =) ) o) P
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B3 )

ThEEERY iDRACY [iDRAC9 |iDRACY Express iDRAC9 Enterprise iDRAC9 Datacenter

Basic |Express | (ER7ZIATIRSS

g)

BENXHESEH B & ) & 2
BEX Delta-T =4 5 5 5 5 2
RESTMERE B = B B =
BEN PCle N[IiBE B B & B =
BT AR
SEEARAIEET 2 =z = = =
TR = = = = 2
SNMPVI, v2 F1v3 (FaRt [ = = = 2 2
FHREX )
EEFHBER B = = = =
AEENERE = = = = =
XS S = =z = = =
FERIRE R = = = = =
AR b= =z = = 2
CPU 5 2 |R 2 2 =
RAID 53 = = 2 2 2
NIC Y& = = =z = 2
el (#HAE ) b= =z = = 2
TIMERERE B a & = 2
ITE SSD EEIRE R = =z = = 2
HSEENTEEVRE |= =z = = =
RITIEHEEE B B & B =
FEIRENESHY SMART B [ & a B ) 2
SHIRS SN B a oy & =
ENRER o) o) ) B =
@l i*: OpenManage Enterprise BZRIFAIIEF] PowerManage {43735 iDRAC FIEGENIEHE.
B
IR RIS z =z = = =
BRAXEFH LR = = = = =
WS TER (B35 | B a = = 2
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. 2: T£ iDRACO HEISIFRITHEE (£E)

ThaEERMF

iDRAC9

iDRAC9

iDRAC9 Express

iDRACS9 Enterprise

iDRAC9 Datacenter

Basic [Express E(E ?ﬁlﬂ)—'.‘i\tﬂﬁ%

MIFHEEEBH TR a a =) = £
IR PSU EEH 2 = = s 2
EPEMRE

B F10 T A A E = = = = 2
BARBERARETE |= 2 2 = 2
BAREETR = 2 2 s 2
StEEsY a = 2 = B
R ERAEE a = =2 = 2
BARKEFE = = =2 = 2
TR ENRIREM = = = = 2
BREMSEH =2 =2 2 = =]
IiEEE = = = 2 =
£BRE & B i = =
REEN/ENAEREE  |= = =2 = 2
GUI FRRS=RECEN Y |2 = = = =
f;ulli%IOS EREiRINE) iDRAC | 2 = = = 2
iCHRER. IRSSTIETICR

BRAIZHT LR = = 2 = =
EEEEE & = =2 = 2

()| i: 72 RAID BEf LIVTEMH EIRAS | EIRENFIRERIESERIE , FUBTAR | Lifeoyole Log SRS EIREH.

B )

BINAR ( RAEE ) B 2 B B 2
BHNER B EhERT 2 2 2 B 2
@l iE: IDRACY FRIIRSSEER D FNKEINEEAZEAETF PowerEdge Rx5xx/Cx5xX,

LED ;BTSSR [ = = TEA = =
LCD [FE (iDRACO EEr] | 2 = ANER = =
%)

iDRAC Quick Sync 2 = = = = 2
( BLE/Wi-Fi 5844 )

iDRAC Direct ( BIE USB  |= =z = 2 2
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ThaEERMF

iDRAC9

iDRAC9

iDRAC9 Express

iDRACS9 Enterprise

iDRAC9 Datacenter

GUI

Basic |Express | (HER7IATIRSS
82)
# \zt iDRAC Service = = = = =
Module (iSM)
iSM B E N EREERIEE (2 = = = =
Gali=
SupportAssist Collection =2 2 = = =
(BAR)

BRI & = = = =
BRI | & & & = =
BRERRISER (X (& B B B =
BR Windows )
3| Sk a a a = =
FEER DRAC (LCDID | & = = = =
1%50)
ITFEERIR IDRAC ( EE = = = =
iSM )
REHL NMI = = T = =
BERFR ISR = = 2 = =
RASEMHEE = = = = 2

WwEHEE 2 = = = 2
Lifecycle Controller & 2 2 2 = =
RIS R
TIEER = = = = =
RERFAT a a a = =
YFENEETE = = = = =
etis:pp 2l
iDRAC - BEAY4bIERS |, & | FNER (2 NEH 2 =
ZF
£ HTML5 28] GUI FER |2 NER = =
¥ BIOS BLERINE) DRAC | FMiEE | B NEH 2 2

(1] BiriRSSe: LFHE iSM & OMSA A,

1518 iDRAC HISFEFANY

TFRYE 758 iDRAC BRE,

@lii: R ER—A R
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. 3: 1hlE iDRAC RISREFIHHY

REHHN {88
DRAC IREXRFIRERF | (A IDRAC IRB AR ITIRERATRE, CEE— NIAETE , AlET IDRAC Web REISE
(F2) ThEE—Heif,

Zi5(8) DRAC IRENFITER | 1IB1ES ISR <r2> | REERFIREFFPNE LHTE iDRAC
g8,

Lifecycle Controller (F10)

{$8 Lifecycle Controller 117 iDRAC BtE. Ei/|8] Lifecycle Controller , I57E5 | SuIfEH#% <F10> SAIREE
ERFAILE > SRIEHEE > iDRACIEE. BXEE | 155815 dell.com/idracmanuals _FIZ{HHY
Lifecycle Controller [BF 5/,

iDRAC Web 5%H

{53 iIDRAC Web REEIE DRAC HISNSEERS. NSSHEY HTTPS inOZEZER Web IRSSE8. HUE
TRIB(ERT 128 (U SSL #HTINZLARRISFAMANSSEE M., B HTTP iR DA EEEENSEERE HTTPS,
STRRETLUEIT SSL CSR 4 a2 HEB 2RI SSL IEBLUFRF Web IRSSEE, TILATMEMA HTTP 0
HTTPS imH. FAFRSERISERETHFPIR.,

OpenManage Enterprise
(OME) Modular Web 5§
i1

O|#F: KREVERTF VX EA&.

FRUSUFOEIENAES , R OME-Modular Web SREIAALA
o BEEZERFNRE

3 iIDRAC Elft

FEE iDRAC MIRIRE

ERE| iDRAC Web R

Be). ELSERSERR

E#T BIOS. PERC FISZHFAIMLEIEHC RS

BXEZER , 15208 IEHET PowerEdge MX7000 #1#889 OME - Modular FBF$8Ra , ML : https://
www.dell.com/openmanagemanuals,

CMC Web i

O|i*: REE MX B4 AR,

PRESFNETIENFESL |, 5F CMC Web FEIAAILA
EESTRFHOKS

3 iIDRAC Elft

L& iIDRAC MEIZE

B2 iDRAC Web R

Be). ELSERSERS

EHT BIOS. PERC FIiFAIMLEIEHCRY

fR55% LCD MEtR/41AE
LCD MR

fEFRARSS =R RIEAR _EAY LCD ATLA -

o EEZR. IDRACIP B MAC HBlit, FIFAI4RIE=RTER.
e i%E DHCP

o FE iDRAC 8% IP IRE.

XF7IRTBRSSRS | LCD (T HiERIER £, FEMRETIRHA.

EEIR DRAC TIAEHEISIRESE | BRtRsmREd @ 6w,

| iE: RESEAHSREN BB RS A 124 LCD iR, WF7IAIRSSES | LCD RrFHIAERIEAR
L FAE#FETIRHA.

RACADM

ERLESIT A BRERATLIAIT DRAC FIIRSEEEE, ERLITEAKFITIZE(FR RACADM,

e Kith RACADM ST REELEE RS HEEEBENZIERSA HiafT. Kith RACADM BITEHTH
IPMI EH#ZOS iDRAC IEE. HTEREEAMZERS L  RAAPEEEREIRERS . 168
BT AN BIERR. AP WRESREBNEERNIREE BIRAF | TReFEALAFER.

o fE RACADM REEEI NEfTHIEZ PR AFER. EEETI/INNEZEOESERR BT
RACADM %545 , FEEA HTTPs @i, -r EIfEMLZE 51T RACADM §5%,

o [E{4 RACADM BILUEIL(FERE SSH &R iDRAC #7iAiAl. EelLUsfTE S RACADM #5% |, ToHIEE
iDRAC IP, FAF&BEERE.

o (BICEIERE DRAC IP, FAIFRBEERS , BIRNETEIS RACADM s, #A RACADM 1R FFE | 1&
AL EEET®S |, T racadm 518,

iDRAC H{ES 31


https://www.dell.com/openmanagemanuals
https://www.dell.com/openmanagemanuals

. 3: i/l% iDRAC RYSFEFIMY ( 4E)

Rk Y izl:):}
IDRAC RESTfUl APIF | Redfish BT# RSEAEIER AP REATHR SISV (DMTF) EXHARAE, Redfish 2 F—RRSKERE
Redfish EOWE , FY . TeBFRSREE. B2 —MENRE | 7R RESTl REEXAE
DBRISHEAENNERE  NMTHITHHNRAEE. CEASTIRSSS | SEMRSeS. NMEmRH
LIRSS EEIMELIR KELRINE,
Redfish AlEIS B RS RS ARMLATF
o FEEMEZMUFIRT B
o SHUEREM
o OIRRMANHA A fRiEREEO
o BEMZFERNNE
BXEZER , 1528 IDRAC Redfish AP 753 , ML : https://www.dell.com/idracmanuals,
WSMan LC iIZfEIRSBET —XE KA EIRESZAI WSMan ¥, ERER WSMan Z i (20 WinRM B
(Windows) 8% OpenWSMan Z i (Linux) ) SR{EA LC iInfElRSI0EE. EtBrILAER Power Shell &
Python SE4RE WSMan REHIZ,
Web Services for Management (WSMan) 2EFEIEXSIGANNY (SOAP) FUtY , BT RSAEE,
iDRAC {§F8 WSMan EXETFoHRAEELS/NE (ODMTF) 2BEEIRE (CIM) IEERER. CIMER
AEMEBESERFEPENANENINSERE, BT WSMan SKEAIEEREIRETZ] DMTF BLE& ST4F]
Y REEENHH iDRAC TEREIRL.
BXEZER  BRREUTHRE
o /SRR S EN [ THE R , Pt - https://www.dell.com/idracmanuals,
e Dell EMC TechCenter IIREM:L_EHRY Lifecycle Controller TAME - www.dell.com/support/article/
sIn311809/
MOF FOECE 4 - http://downloads.dell.com/wsman,
DMTF Wi - dmtf.org/standards/profiles/
SSH {#F3 SSH 11T RACADM #5%, BRAER T , £ iDRAC BT SSH IRSS. BILATE IDRAC HZEEF SSH
AR5, IDRAC RSZiFHA RSA EHEMAEARY SSH ARA 2, ENXEE iDRAC B4 R— ME—HRY 1024
{3 RSA,
IPMITool {s5F8 IPMITool i@iY iDRAC iHIENTIE RSN EASIRINAE, ZFREEIEAME IPMI, LAN L IPMI, IPMI &
1350 LAN EEB17, % IPMITool NESER | 15215 dell.com/idracmanuals EHJ Dell OpenManage
Baseboard Management Controller 2\ BFe/F/E 452,
D) : PMI A 15 T3,
NTLM iDRAC 5t NTLM AR EHIGIE. STEEMFINZ M. NT LAN Manager (NTLM) 2—E& Microsoft
MLELE MY |, £ Windows MZEHIETT,
SMB iDRACY 4RSS ESIERELR (SMB) P, XEMEHEMNY |, FIASIFHER/ SMB IRAZ 2.0 ,
SMBV1 ABESHE,
NFS iDRACS 37#F MIZEXHF RS (NFS), XEDHRAXERGFENY |, FRFEBTRSEE LR ITEER.

. Sl .=
iDRAC ifER

TS T BB ETfEEE) iDRAC FTEERGEN, XEERTFImERENSNA DRAC iIx0. (7 ) &gk Hum0.
HiggugO , 1525 BCERSS TWE_LARY 90,

. 4: iDRAC BFMImEERYHDO

wOS 5] Ihie Q=i ]m] ERINBRR
22 TCP SSH 2 256 {37 SSL
80 TCP HTTP = I
161 UDP | SNMP {{IE B 7%
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7. 4: iDRAC BFEIMEEIRO (£E)

wOs £t INgE A EiRA RaNEERR
443 TCP e (R HTTPS B Web GUI A8 = 256 {37 SSL

o BEH eHTMLS SEIMAYEHIEHI SFIEN R

o 3H Web RZEEEEMATESR HTMLS 1ELTRY
ElEE ST e R

623 UDP | RMCP/RMCP+ E 128 {31 SSL
5000 TCP iDRAC Z iSM & 256 {37 SSL
O|iF: INREEAFLEET iSM 3.4 BiEEMAFN IDRAC Bl 3.30.30.30 BESHRA , MSRAINZRFIE 256 fiI SSL.
5900 TCP | BE HTMLS, Java F] ActiveX IETEIREIISHIG 2 128 {7 SSL
FREHIAN R
5901 TCP  |VNC 2 128 fi1 SSL
D) i#F: 24 VNC THAEEFRRT , #0 5901 FF.

T4 T iDRAC FBEEFisim0
7. 5: iDRAC B{EZRikAYIEO

wROS E-Si) Thee Al EiRO =115

25 TCP SMTP = 7c

53 UDP DNS B 7

68 UDP DHCP 53E2hY IP itbiik & %

69 TFTP TFTP & 7

123 UDP MILEBTTEIY (NTP) a 7%

162 UDP SNMP BEBf 2 7

445 TCP B Internet XIS (CIFS) & %

636 TCP SSL _k LDAP (LDAPS) & 256 {31 SSL
2049 TCP ML ARG (NFS) & 7
3269 TCP 239 (GC) LDAPS & 256 {3 SSL
5353 UDP mDNS B 7

O|iE: ERPRBEEHE Group Manager B , iDRAC 1BiJiw 5353 /3 mDNS BHTE(E. B2  LRBUIHRERAN , kM

5353 4% IDRAC RIPIEBBAKAEE LEFE iR O3 B aF TFF | fbideim .

514 UDP ERERZFAE =3 7o

IS RERERIR iR AN 4

HUb DRAC REEGBEEREER (7) EFRaILAUBIRIRYEER Online Help ( BXHESEY ) 5BESZ{E. Online Help ( BXHLESED ) IREBX

web RE_EATAFEREEIRBIFEMER. o, Dell 3ZH5Mig dell.com/support ERILAFRBEXHEM T X FERFZFIREFER

F IDRAC RIBIHER.

e IDRAC Redfish AP 1578 124t 7B X Redfish API RIER.

e DRAC RACADM CLI 75 1R THBX RACADM Fin<. XIFHIRME. iDRAC EBUEUEEAFNSENRIER.

o EEETEHISIERE IRE T XTI BETHTRAEEESNSHIRENEEER.

e Dell Remote Access Configuration Tool User” s Guide ( Dell Remote Access Configuration Tool FEF$8R ) 12T X FEERTE
SREREMLZEHRY DRAC IP #BIHRYEE. | AR AT ALY 1P HEtiT—XIZ B4 &E3FN Active Directory BEEBRIER.
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e Dell Systems Software Support Matrix ( Dell RFFIZIFER ) IRIEEXREM Dell K. RURFAXIFHIRIERFLAN AL
TEXL R F Y Dell OpenManage BHHIER,

e DRAC Service Module User's Guide ( iDRAC IRBEIRFEFIER ) 1= T B XUN{I%4E iDRAC IREIERIVER.

e Dell OpenManage Server Administrator Installation Guide ( Dell OpenManage Server Administrator 2E55Rg ) B S EEEIZEE Dell
OpenManage Server Administrator B8,

e Dell OpenManage Management Station Software Installation Guide ( Dell OpenManage Management Station #{4Z3EigR ) ©5%5
BiZ22& Dell OpenManage Management Station ER{EH9IRER | 1IZEREEHE Baseboard Management Utility, DRAC T B0 Active
Directory BT,

e Dell OpenManage Baseboard Management Controller Management Utilities User © s Guide ( Dell OpenManage Baseboard
Management Controller Management Utilities FBFP48Ra ) B &% F IPMI REIIEE.

e Release Notes ( &ATIRAR ) IRLEFRH RN ER , BABERAPSRARRHERASE LN,

AFBUTERRBXRNESER

o RAMMNLZERBRETEENZEMENER. HMENERIESIH Regulatory Compliance (FEMIEHIME ) FI , MIEE
dell.com/regulatory_compliance., {RMEEERIEEE TR |, tBRTEENRIHATIRBESI 4.

o HIZRARRTTZEMITERT Rack Installation Instructions ( HI2RZEEEER ) NMBIMITER AL LIRS,

o A/THERRET RAINEE. IRERFFIRAICEAIEIA,

o ZTRFUREFARETBEXRRZFINENES | FHidiB T THR R AHIELAN LR F IR AR R AN,

BAZR Dell

(DliF: MEETBGEREE Internet , TWAILIEGHIWIAE, %8, WA Dol FRERTRIBFRES.

Dell IRAASFEXHAIE T EEIERISFIIRSSIEIN. BARIIRSMEEREE R/ XN RIARMNAR | FERSEEREX
BJREARRAE. WNEERER Del BXHE, BRASHSHEF RS EE | 1508 https//www.dell.com/contactdell

M Dell 32§55 slaliR B3 {4

S LB LA T ARz —iBa A BA S
o (ERLITHER :

o BXMBEWERAEIEF OpenManage Connections 15gBE3 {4 — https://www.dell.com/esmmanuals
Bk OpenManage 1HBE3 {4 — https://www.dell.com/openmanagemanuals
% iDRAC # Lifecycle Controller 1iBAS {4 — https://www.dell.com/idracmanuals
BEa4EPY T BiBAs 4 — https://www.dell.com/serviceabilitytools
BrEFinnSEMRFERIRANYE — https://www.dell.com/omconnectionsclient

(e ZRIGENRIAN Y

1. 308 https://www.dell.com/support,
2. & "WmAERSHES. FS..." EEIED  BATRER. HI30 , PowerEdge Y iDRAC,

BERN BRI EC T~ RAYFIZR.
3. RSN  ARRERRENTREEE Enter #,

BEXH,
5. EATRFARFNREENCI.

(= AR Eegi N BE S 4
AN | AR B A Al A .

1. 3408 https://www.dell.com/support,

2. BE “WEERBER" .

3. BEFTERATmRE | PINIRSEE. BiE. FERES.
4. BEENTR  RERERERE (MNREA) .

O O O O

e
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()| i%: WFHLF=R |, EaeEE NS 725,
5. BATEITHY,
6. HATFAIFENEAESTE.
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E35 iDRAC

EATLALL iIDRAC BB, Microsoft Active Directory FAFP R B2 B RiaY (LDAP) AFPHBMHERE iDRAC, tBrILAFEA OpeniD
Connect fIR—E R ERERER.
NTIREREMN , BNREFEM™ DRAC FNE—ES | iZEIBATREFAEERE L. WHE—E0IES iDRAC RSN SM.
EINRBFEA root,
TWRGR , EILUERREBERZG calvin EABIAER. WRIEFRBERE , WEBERREERE EATH.
FthRA |, DHCP BRAEREAFHE IDRAC IP it a5 Fic.
O |iE:
o HINRBEHEERE IDRAC HIRPRABEESR IDRAC,
e DRAC GUI AR3ziFbaestzEH | GINNMEIE. B RIFA.

@lii: BXMARESNEBENNFHER | BER & ERNAFSERTH E LR 133,
EERINE | BE EXEOASRERD WE LR 44,

A BEXNZ 2R

A EEN B RTE SRR SEN. EaTLAMER SSH. RACADM. Redfish B WSMan SEEEN ., AEATLLE 1024 5f 512
UTF-8 ZRKE , BEAREUATIHERRES.

OpenlD Connect

(D) i ILmnBEfUERT MX FA,

AT LASERE S Web IHISHYEIRERE] iDRAC |, 540 Dell EMC OpenManage Enterprise (OME) - Modular, [EBIINEEE | 1844
BFHAETER IDRAC LRIFFIER. iDRAC AR SIRIRAHEHI SIEEHIFrEIIER.

O EEmstEERE | FAE DRAC BRREDET Opend Connect BRI,

Eiﬁlﬁﬁﬁ?ﬁi iDRAC BIRJiERF4RRIEEEN. R IDRAC BERUE EAYHERSKIDRIESEIFIRAER. IKIFEFFI T, FMFEAR
O

£/

SEHIE RS (FCP)

{3 OpenlD Connect &% iDRAC
PIAHBAER. Active Directory FEFEY, LDAP BB BH R iDRAC
{EFERERENAHAFER DRAC
EFRR—ERER DRAC

{SEFEITAE RACADM i8] iDRAC
{SEFAZANHE RACADM /58] iDRAC
{SEFBE{4 RACADM i/3ia] iDRAC
RN ESDIGIE ( fEER 2FA )
RSA SecurlD 2FA

BERFETIRR

FERA RIS iIDRAC

21N IDRAC £1&

L eBINZG

BEXREINERERD
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ERSEZERRAERBELER

F SRR

1P BELE

558 Web REEFEZEA OS &l iDRAC BEi#
{53 RACADM [E B ZEFHER

sl SRS (FCP)

"EHIENER" SR EERIRENH BOAES. 2R EESETEA.
BRSHIERINE B2 FCP FRETENT. ABERFBAERE  ARFESHOMEE. WEEIIKSERRE "Bk
BEERNEANME" BIFRRE,

(D|i: BgBRES FCP Bl , (S AEEESIIRAFEREIE,
®
(D] i%: HIRFAPBIEAHEERIE (PKA) Z5AT , 5481 FCP,

[EFE FCP BY , RASIFHUTLATRAE

o BIEARPEIEGER CLI AYERIFFAE (1PMI Over LAN REPRRSM ) BRE iDRAC,
e &Y Quick Sync-2 i@id OMM [ FIfERFE 5 iIDRAC

e 7£ Group Manager N R iDRAC,

{$5FH OpenlID Connect &5 iDRAC

(DliE: LIHBERIE MX AR,

H(#HF OpenlD Connect &% iDRAC :

1. TESZHERY Web NISS88HR , 8\ https://[iDRAC-IP-address] , FAJRIK Enter $#,
BETRERMA,

2. NERBI : ZEA%EE OME Modular,
MR BN BB RTE.

3. BAEHEBREMEE.

4, BEESR.
EEEREHEREFINRERE iDRAC,

®| i+ DREHEIEEAT | FA7E DRAC BRREHRER OpeniD Connect EXRETR,

PAZIEAEF, Active Directory FIF3Y LDAP ERB{RER
iDRAC

fEER Web FREIER IDRAC ZAT , IBHREEEZSTHFN Web NiE2E , HECOIZEBMENIRAIAFIKF.
®| iE: Active Directory FAFRIBFRBARS KNG, FrBRFRNEBHEKSANE.

®
®

(D)|i%: AL LDAP FAFECERNEA RSA TH8E , {EB4NSRAE Microsoft Active Directory EELE LDAP , RIZRSZHF RSA, [ElLLt LDAP F3
PERBEM. X OpenlLDAP X#F RSA,

BPAAHBRRF. Active Directory FBPEL LDAP FHRS{HE R iDRAC :
1 FIFFSZIEAY Web IBEES,

it AIREAT FCP , EEXEUABFERSE KRR "AERES" RE.

i¥: BRSZ4F Active Directory 4 , BT openLDAP, openDS. Novell eDir ] Fedora BB RIRSZ T2,

iE: STFF{ER OpenDS #1T LDAP SH3I0IE, DH ZHRIAT 768 i,
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2. TEMblk=FESh , 8N\ https:// [iDRAC-IP-address] FH% Enter,

@ E: NEREEMELA HTTPS i[5 (w443 ) |, 1B https:// [iDRAC-IP-address] : [port-number] , Ef
[iDRAC-IP-address] & IDRAC IPv4 8 IPv6 #flt , [port-number] £ HTTPS IS,

BETEREA.

3. XTFAHAR
o TERPEMZBBFEEF  HBIAEAY DRAC FAFEFIERS.
o MIEETHIZRERF | #EEIL iDRAC,

4. XJF Active Directory FBF , IBSTEBPBTIZBHBZERTHEA Active Directory FIFEIZE, REEIESEEEZENAFEN—
=R, BN TRISEEERIE iDRAC, FAPBAIEILEA © <domain>\<username>, <domain>/<usernames &%
<user>@<domain>,

5180 , dell.com\john_doe & JOHN_DOE@DELL.COM,
WNRKREAFZPIgEE |, B THEEERGIERE Active Directory 1,

5. wl:tfh LDAP FBF , IBTERPEFIEEFERTHEA LDAP FBFRBMEE. LDAP BERAREEE. ERIMERT , THEREBSER
fEllk iDRAC,

6. BEHRR. BEERMBEINBFIIRERE DRAC,

&D%;f@xLlEEEﬁHFWBE%D%ﬁMKF%TE%E  FEINREERRAZRESIRE VBT EASBESTNE , RIFRRINEY
AR

(E&EEEFEAFIARES iDRAC

EFRERERIFATBRERZAT , BIHR
o BAFERNEBIZEEAIALEI (CA) IEFH_EEE DRAC
o ERERFER.

IDRAC Web RERMAEE HERAERERIAFRERERRERR,
(D i%: IRIENISSIGBIOAR , B—REAIINANET , R RE FHH RS ER - RIE-RE8 ActiveX 1,
EERERE R EARIAFER DRAC :
1. {EFE5EE https://[IP address] ¥3a) IDRAC Web 5,

X R~ iDRAC BRITH , IEIENSRER.

@ i NREGA HTTPS IS (%M 443 ) BEX , BN : https://[IP address]: [port number] , He, [IP
address] & IDRAC Y IP HBl [port number] 2 HTTPS iwOS,

2. BEREREBANERBPHELER.

BRRMAEZEE PIN BRUIRR. TTEFR,
3. BIAAKHERE-RBFPIERER PIN 18,

SBEZER DRAC,

(O)|iE: MREEEEREREMRRERA CRLREIEAIIAA, |, N DRAC 2= FHIFHMAEESITR (CRL) FEE CRLE
FToRFED. WMERIUEPTE CRL F5HABRHES CRL HTFRYURETEATE  WERKM.

iE: 24 RSA AT ERIRESET , WNRGFERAERE-RES DRAC , RFti555d RSA S, IFOJLIEIEER.

®

(BFFESEER{EF Active Directory FHR%E & iDRAC

LIGEREEBERIF/ Active Directory FIPERZ A , I5HRIRE -

o EREEAVAUENIE (CA) UEH GAIEHEEERY Active Directory MEF ) _E#E| iDRAC,
o FIE DNS JRSBEE,

e 2H Active Directory B3,

o CHEREFRER.
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E(FFREREEVER Active Directory FAFE R IDRAC :
1. {EEHERE https://[IP address] BER IDRAC,

XAG R IDRAC BRITH , IRTISIBNSEREE,

(D iE: GNZRBARI HTTPS IS (IwH 443 ) ©EH , BN : https://[IP address]:[port number] , B, [IP
address] 2 DRAC IP #flt , M [port number] & HTTPS imHS,

2. BAEREFHBRLER.

BETRMANEREE PIN IBRUIE |
3. BIANPIN, FeafiRE,
IRE(ERIEH Active Directory EIEZRET iDRAC,

@i

N Active Directory FEFEIZEBE R, , MAZEHIN Active Directory 3,

(FHRE—EFREFR IDRAC

SRR (SS0) 5 , EAIUEEES DRAC MIAEHMNGHERFEEE (fINBREEE ) .
(D|iE: 24 RSA HERRSHE AD BFEE SSO B , RAUSEHT RSA S |, BPEEER,

{5 iDRAC Web SREE R iDRAC SSO

(B —ERINAEE S IDRAC ZHT , BRR
o BEMFABMHI Active Directory FIFIKFEREIRSA.
o BALESHAINIE Active Directory Bt E I FEFEZA.

E(FF Web FEIER DRAC :
1. {EABER Active Directory IKkPERE 18,
2. £ Web XILS889 , ¥\ https://[FQDN address],
@ iE: ANEREMA HTTPS IsOS (k[ 443 ) BEX , iI5% A : https://[FQDN address]: [port number] , Hf [FQDN
address] & IDRAC FQDN (iDRACdnsname.domain.name) , [port number] & HTTPS i[5,
()| i: ANEEF 1P HLTIARR FADN , SSO 85K,

iDRAC {EIERLMBERIAY Microsoft Active Directory fRES , {FRENEIIBRL Active Directory KPP ERITERIERFZHEFNE
E.

(i CMC Web SR HEE R iDRAC SSO

(D3 WINAYE MX & EARTTA,

{5 SSO &g , IJLAM CMC Web RiEIEs iDRAC Web REl, CMC FBFM CMC [25 iDRAC BFER CMC IR, MNRAF K
PFEETF CMC ShiiiAFAET IDRAC 1, iZFF3a] A CMC J35 iDRAC,

YNEREAFS iDRAC IZE LAN (LAN BEE =& ) , I SSO &<aJH.

E;%HE%EEEMM’QEPEDF iDRAC IP #4734, 8% iIDRAC RILSIEREHFEII , U CMC Web REFHISEN DRAC £ &
TR,

BXEZER | BER ESEEEHIZSREPIER , M1 - https://www.del.com/cmemanuals,

(e RACADM ijja) iDRAC

AT LABIE RACADM X FIfEFR{EFRIiE RACADM (8] iDRAC,
BXEZ(EE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,
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?ﬁ%ﬁﬁﬁﬁiﬁﬁﬂ% iDRAC Y SSLIEBAHERIEBUARIERFET | HE1T RACADM iR ETRESER. B | i<
?i’ﬂ

(i)|iE: DRAC IEF/2 IDRAC A&iX4s RACADM EFImLAEN Z 2 RIEANIET. IIEBH CA A NBEEIUES. EE—BRT,
NRETRILFTIFRG CA HERIE |, BKETES,

ISIF CA IEBLATE Linux _H{EHxfE RACADM

HEIE1TIEF2 RACADM @S 28l , KIFRTZEE(E CAES,
EISFERITFE RACADM BIIES :
1. 5 DER 1&ZLAIIEPEERA PEM #8=, ({FF8 openssl 1T LR )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem -out
[outcertfileinpemformat.pem] —-text

2. SR FEREUA CAIEPERIME. HI80 , 33F RHELS 64 fif , IZERRE /etc/pki/tis/cert.pem,
3. ¥ PEM #&=0AY CA IEFHFI0ZE) Management Station CA IEH,
5190 , f#F8 cat command: cat testcacert.pem >> cert.pem

4. ERIRSEEIEPFHEE LEE] DRAC,

{EF4sith RACADM ijja] iDRAC

BX(ERAM RACADM i8] iDRAC BIEE. , 15517 iDRAC RACADM CLI 53 , ML : https://www.dell.com/idracmanuals,

(EHE4 RACADM iJja) iDRAC

EATLAER SSH FRmEiAiAl iDRAC HizfTEHY RACADM 3., BXESER |, 152818 IDRAC RACADM CLI #55 , Mtk : https://
www.dell.com/idracmanuals,

RIERAYINE BHRISILE ( fajER 2FA )

iDRAC 12 RANES (DICIDEI , iISEAEFRERNTEYE. HENTRTF DRERITR P ISR , RASIERES

AWESHIIEEMER.

BRINESHIIEER N SHRIESE

e DRAC FIFPEF IR

o fHERY 6 VD , BT FIMEREEREF. BRFEECHINERIERIEAL 6 7{L18.

@ iE:

o EF 6 VS MIECE "BEMAMHFALLI" HEBEMH SMTP EEE.

o 2FAESSTE 10 DHETHE | BB WRTIEAZAICER | ZEERM.

o WRAFPEXFEAREN P HIENB—IBEESR , TR IP AL 2FA FREHERTER , NS IP it &2 iXEREINS
[, USHER,

o IIYINAESE IDRAC Enterprise FBIIEST 5,

JBFE 2FA RS , ARACEFHATLATRE :

o EEBARPERFER CLU AMHIBFREERE DRAC,
e IET Quick Sync-2 @it OMM RIFBFERER IDRAC

e 7£ Group Manager NN ER iIDRAC,

(D)|i%: Racadm, Redfish, WSMan., IPMILAN, E8T. SEEiR IP B9 CLI{NFEM IDRAC GUI. SSH E3ZFIIREMINEREZHE
1%,
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RSA SecurlD 2FA

#8015 IDRAC BEREB A—IR(EE— RSA AM BRSZEEHITIRIE. RSA AM RSB EE LB BIERATFE iIDRAC A, AD
LDAP P,

@ iE*: (XK EH Datacenter #FRJIUERT RSA SecurlD 2FA THEEA AT,

FEBCE IDRAC LAUSFE RSA SecurlD ZHl , R TEHRSRM

o & Microsoft Active Directory R55E8,

WNRIEENTEFE AD AP L/BH RSA SecurlD |, 1515 AD IREEHEANBMIRRINEI RSA AM IRSSEE.
HREEEA LDAP iR5SES.

XHFFrE LDAP FIF |, WAFE RSA AM BRSS28HIRNEI LDAP AR5 28RIS MR,

EE1E iDRAC _FEH RSA SecurlD , 2 RSA AM IREZSEHILATEME

1. RSA I&ilF APl URL — URL iB% : https://<rsa-am-server-hostname>:<port>/mfa/vl 1, BRIAIRO 9 5555,

2. RSA EPii% ID — ENAER T . RSA i ID 5 RSA AM RSBSEEEH1E1ERE. 7 RSA AM BRSSFIIFRERECE TUERE] RSA
& i 1D,

3. RSAIGIAIEE — SMEIRE > RHAIRE > RSA SecurlD > I8F API 2343 , ATLITE RSA AM _EIEZRFNAIEZERS , BEETN
198cv5x195fdi86usd3iw0g069byt0x37uml fwxc2gnpdsOxkllve2l ffumds8302, Ej@EY iDRAC GUI BBEIRE |, IB5HT
LATRAE -

e #Z iDRACIRE > ARF.

o EARMRAPEST  EIFNEAMER | ARRTHRE.

o MTAMNZE "EE" TUHEIESR.

e 7£ RSA SecurlD £f5H , Bit; RSA SecurlD BRBMIEE | LIBEERRIBIXLISE,
SRR LRI R EIRE ¢

e HZ iDRACIEHE > R,

o NERIRSEES | 15£4F Microsoft Active [RS3EiEM LDAP BRIES | AR LimiE.
e 7£ RSA SecurlD 5 , Hi; RSA SecurlD BEBEHEE: | EEHREXLIRE.

4. RSA AM IRSSBIED (§E)
EETLLEIT iDRAC GUI F0 SSH {#5F8 RSA SecurlD SHEZR iDRAC,

RSA SecurlD £ h& N R

BEEERAREREFN LRI RSA SecurlD SHEMNAER. JIESHER DRAC Y , RAEKEKEMNL R ERrIIIE
=N

SNSRI T HEIRAVIGIERD , RSA AM IRSZBSERAFREME "T— 10" . BMERFBA T IEMRIIGIED , BrlgeaREXTE
. KB EERR A RE £ AERIGIERSAY IS,

B LUEIS B ERIRM RSA SecurlD SHEN FIIZFFAREN F— M. Eh T— P SEBABRE T — NI, fELERS |, BEERX
. BN, DRAC W TF—MLHAYIIEATRESRI. 1R DRAC BFERRIEERN , FERASAER

SNSRI T HERAVIGIERD |, RSA AM IRSZB/EERAFRME "T— <" . BMERFBAN T IEMRIGIED , thrlgte R EXFIE
. IR B EIERR A RE £ RERIIERDAYIER S,
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ERTES TR SR, BT LUER RACADM LISBERARELTESRIRE. EM RACADM EEIEERSZINE | 18R

. A
getremoteservicesstatus |:||:/v\o

+&. 6: RS EEE

FINRE Lifecycle Controller (LC) SRR BRI
o XA o i o HiEE o itk
o R o R

&3 iDRAC 11



#&. 6: REVIASHITREE (£8)

RS Lifecycle Controller (LC) SERPRTS BIIRE
o EFFHBEIIREF o RUItAK
o EFIEESTRE o IFEEFINEEUE
o WERGZ IR S o BEH
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2. {EFSZIERONILS SR LAGERE iIDRAC IP ifal iDRAC R,
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B iDRAC IREAFREFERBANERER | idHITLATERE
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1EE4E

o RIFERKWHIRE.
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iDRAC.IPBlocking.FailCount
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iDRAC.IPBlocking.FailWindow
FrEER—Rt R Mzt T S E R R =G W AE LA

iDRAC.IPBlocking.PenaltyTime

REREEAD P IS REARAITTEREMANRE.

iDRAC.IPRlocking.FailCount
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iDRAC.IPBlocking.FailWindow B, ISEE AR,

, , , EXASESEE ( LAARAL ) |, XA EEE AR s
iDRAC.IPBlocking.PenaltyTime SHIEA 1P BB R,
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AN T DT

BEUTRE :

o MEIZE

o ENIRE

IPv4 IR E

IPv6 IRE

IPMIEE

e VLANIEE

RRBTRIR. SRR,
MEEERSFREHERASENRS S,

AeEMEIRE

ERENRIRE
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B FREMERIIEE | FrexiRSEsEn BoERtE Iz ERS S ERITEEIEEHE. RERSST N DRACIRETERE
NHEEBFER  LEERAREENIRSSS  HNEEEH S EEZIRSE. BXRERSSENESER | 55N Ln/BE0EH
BEFER S EN THEE , Mt - hitps://www.dell.com/idracmanuals,

BCEMRSS SR EAGERS IP #hltER. IDRAC LRYBENEKINEER TR DHCP/E8RE DNS/mDNS EkiEECIRSS =5,

o 5 DRAC EEEHIGHIIES , ERKEECHRSIFE. IPitbiE, Redfish g[S, Web IERSE,
o IHERSEHRMENTHE.

DHCP, DNS fRSSESaEAIARY DNS FH BT EkBcERSES. WRIEE 7 DNS |, 5M DNS 18 RECERSSES IP , TEH{T DHCP iR
B, NRIEE TSRS  NEBhidEH | Eitk DHCP #1 DNS T EIRE.

FLABEL T AR SHEEMEK
1. {$£H DRAC GUI : iDRAC i&H > &It > iDRAC BEIEE



https://www.dell.com/cmcmanuals
https://www.dell.com/idracmanuals

{85 RACADM

[3onfcebe ~I$ ssh rootg10.35.0.50
roote10.36.9.50°s password
dein1 > racade et idrac. iutmluceury
1

uns olicitedIPchangeAnnounceRate=1 hour

fiﬂlm]—

|/admin]-

[7aduin > racadn help idrac.autodiscovery

inab‘.dPChinqunm:un:e - Enable Auto Dls;wer to allow l:imany conscles to discover 10RAC
age 0" xsableds 1 Emabled

Rrwlred License -« Auto Discover:

ependency - o

EnablezpchangeamaunceF ron0uce - Ensble ioRAc to obtain List of consoles thraugh oHcP.
- Disabled; 1- Enabled

Reacared License T to Biscovery

bependency -~ Mane

fnabletpchangeanmounce romons - Enable 10RAC <o chtain List of consoles through sons
;1. Enal

auired License e
Dependency e None
Enablerphangesnnounces rominieastons - Ensble URAC to obtain List of consoles through nicast oHS
sabled; 1- En
Reatired License T o iseoviry
Dependency =
Unsolicitestechangeamounceate - Rate of pariodic rafresh of 10 addrass to comsol
'y Sigabled; 11 baur; 36 hours; 3° 17 hou S T s 53 dayss e
Required License - huto Discover:
Dependency
\radain1-> I

1weok; 7- 2 woeks; 8- 4 weoks; 9- § woeks

RERERR
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Z(HF DRAC IRELFEFEAECERSS S , IBHUTLATRE :

1. FIAZERR.

2. EHHBRITRET , & F2 , AJ5%E iDRAC iRE > imtzE M.
¥ 27 iDRAC iR Einte R FTHE.

3. CRBmEXK  MAERERSRS P itbit , ARG E—2.
(Dli*: 18EmERSS P 24N, WSVREIRE |, 5 DHCP B DNS IRE#TER (S8 7).

4, EAEMILE,
557 iDRAC I8 B RILETE.

5. BRENIC,
6. BRIP4,

(D|i%: EEhEERASIS IPv6,

7. [SH DHCP FM DHCP $£EUE45. DNS fRSZE8MtHEFD DNS 1543,
(D|3%: INRFLBIRSSES P Hullk (58 3) SRt , NEE 7 SENE,

(& BzhEt BLNEEEc B ARSS =R FARSS 2R <At

BB ENRET e RRRMF R E—aIRSaETPIEAN. XEEMESE BIOS, IDRAC f1 PERC, BalfcEINREREBHISA
?{%ﬁgﬁﬂﬁﬂ%@%&ﬂﬁﬂﬁ%%&ﬁﬂ%ﬁ# (SCP) XML B¢ JSON 32#4, fAZRyEc IP itbtibAY DHCP BRSSEFBIRAL T5IE1% SCP M{4ATF
—E glm\o

BUEE—S "HeikE" IRSHREE SCP X, BizEESHEHRZ NFS, CIFS, HTTP B HTTPS MBS |, uErET
DHCP IS5 =8LAN FRECERRSS23AY IDRAC i5318), SCP XH-ZAJET BiriRS ARSI EHES | thalLUSEIEE@ARETR. DHCP
AR5 88(F DHCP BRS3SRIALUEEIX SCP MR (7L ) . SCP MBI HEhZ X HU BRI F1E.

= iIDRAC \E#H{TENECERT DHCP ARSSARIREN 1P #hlithY , iDRAC 15{F3 SCP KECERSARAVIRE. RBTE IDRAC M DHCP fRSS
ERERENE P it/ | A2VEREMECE. JRARKEIRE DHCP IRSSERAIEAEY 1P ithit , NASEREmEE.

HTTP %0 HTTPS SZ{HE IS iDRAC B4 3.00.00.00 S SiRAN S, SEEM HTTP 8 HTTPS HBlHSiEmEE. NRERS
R FEERARE  UAFRSEREHE—SCHRIBIRELE HTTP 8 HTTPS (6 E8. -s ETUREEHN ¢

#+=. 9: AERYHZ=2EBF pass in (B

-s (ShareType) pass in
NFS 08 nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 B https
D |i: EHBEEARLF HTTPS IEB, AXREZRIHES,

LATFIRNB T B EEFRBENNEFIaNIESE]
-f (Filename) : BSHIIRSHREERENHFNIZFR. XTF 2.20.20.20 ZHIRY IDRAC EFhRA , X2HIEFER.,
-n (Sharename) : MBHEZMNEZFR, X2 NFS 8 CIFS FrE,

-s (ShareType) : XF NFS{EiE O, IITF CIFS{ZiE 2 , WF HTTP{E#E 5 , XF HTTPS {£ik 6, X2 iDRAC ElFhRA
3.00.00.00 A9HEFER,

(IPAddress) : PIERHTAY IP itblk, IXREFER,
(Username) : FAIFPEALIBAMNEHRE, XE CIFS HMEFER.

-p (Password) FAFPEBALIGAIMEHLE, X2 CIFS BT,
(ShutdownType) : 0 RRIEEXM , 1 FRaEFIK (BUARE : 0) . XEANIEFE.
(Timetowait) : FERFENKAMNE (FIANRE : 300 ) . XEOEFER,
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-e (EndHostPowerState) : 0 Fnkid , 1R (BOARE 1) . XEANEFER.
£ IDRAC [Ef# 3.00.00.00 St EShRAPIFHIINETRS | LASH HTTP RESHREFSEihREE S ER

—pd (ProxyDefault) : fEFENARINIRIRE. XERIEFER.

—pt (ProxyType) : FHFALMEE http 8 socks ( BRIAIRE http ) . XERIEFER.
—ph (ProxyHost) : {CEREANAY IP ik, XEREFER.

—pu (ProxyUserName) : BRUGRNRERSSNAFE. MFRESR  XERVEFE.
—pp (ProxyPassword) : BRAEMUEERSSBRNAFEN. NFREXR  XEVEFR.
—po (ProxyPort) : fNERARSSEER%IRT ( BUAIRER 80 ) . IXERNAFER.

—to (Timeout) : ISERTFIREEEHNEILENT ( LADHARMA) (BRAMER 60 o) .

X+F iDRAC [Ef4 3.00.00.00 S ESRA , 37HF JSON AENEEM . MR "XHE" SHAEE , WFERLAT 4GS -
<ARSZHRE>-config.xml , 71:451l : CDVH7R1-config.xml

<BIE>-config.xml , 7:ffll : R640-config.xml

config.xml

<BRSBHRES>-config.json , 7xffl : CDVH7R1-config.json

<BIE>_config.json , 7~ffll : R630-config.json

config.json

i*: X HTTP B SB(SERLATE 714G Support for HTTP and HTTPS across IDRACY with Lifecycle Controller Interfaces ( HTTP 1
HTTPS B9 IDRACY with Lifecycle Controller Interface FY58 14 {324 ) HEZ BRI , RILEA https://www.dell.com/support,

@ iE:

o {Y4EFEF DHCPvA #[] Enable IPV4 iIHAT , A8EEH "BEshiE" .

o BEFEEMRSIEsIEXINEEEHIR. BEEETEESINRE | WRZRABER.

o REENIT "BEE" BIEE  BoZER "BliiE” Ih8E.

YNER DHCP fR&5E8itEhAYATA Dell PowerEdge IRSSEEEEHEREMIEISZEEINRS , MFEEFFEHE— SCP X{4F (config.xml),
config.xml SERZFEIFERA SCP SUER, BT .xml 324N, . json HBEILISEE 14 REFGEE(EA, XEELE

config.json,

FPeILAMERIRS SRS IS e IRSZESES | R EEEMSNAREEHRIRMRSES. N TFEEAERSSEAXLRSEE
BREEKRIINE |, ATLAERARER SCP MHEZ kXD BIRSETHIRSZRE. EMIF  MREREXM M ELSHIIRSSS -
PowerEdge R740s #1 PowerEdge R540s AILAER R740-config.xml M1 R540-config.xml IXF> SCP 344,

(D|iF: iDRAC RS BEBNIBESHFERRSBIRSITE. HEHEBAHS config. xnl , REFERREXHS.
®

= LiTa=1lE2

1. BIESEM AT ELE Dell IRZBEEE IR SCP 314,

2. J5itk SCP B HE— M EEME | ZHEFZMETTH DHCP IRE2ELANRFAE Bi@id DHCP RSB8P bRy Dell [RSSE8IH
rl:ﬂo

3. 7E DHCP IRSSEERIMLI RSN 43 FERPISRELL SCP MHIE,

4. 3REY IP HBUERT , IDRAC B RISEIMART. (15%EI 60 )

5. %HCP IRSEEIEMNEZS dhepd. conf RN EEIF{TICED , FHE) iDRAC &i% SCP STERIEF] SCP 4-&FR (U0

18R ) .
6. IDRAC JE4bIE SCP XHHELBIZ (45 HIFr BB M.

it ARWEHE ERBEPREA]Y | IRSH[EEHSA RIS EIRC SRR | [RERHAZI .

DHCP 1&IR

DHCPvA SIS 2 BE XAISEUEIES) DHCP EFR. SMS8IFA— DHCP &I, &/ NEIEE —MEFRSE (B 151H
18) R, ETWRSS 0 # 255 RS , DRI TIEAMSHRER. FArEEMEER AT E XL,


https://www.dell.com/support

DHCP j%5IR 43 F3-FM DHCP IRSBERISEREAIXLS DHCP ZFiR, WEMEREXA— N XAFRH, WNAFFFRRENES SCP
NitE, HEUEBMBTIHRMERERRE. FUa0

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

Heh , - AnfEHHERNE | - AR RSB ITE s = EE.

DHCP %I 60 aliRBIFNXESEM RS DHCP %, ELEAETEFIHAMAR 1D RBURIEAYTF DHCP IRS 28I M AC &%
I 60 FO5ELR 43, {FFH Dell PowerEdge BRSSE8AT , iDRAC ANEIS LA TRAS ID #4TRE! : iDRAC, At , BWASRRII— Ny "4t
MR HEETHIT "8 60" dlgE— BEiEI" , A5 DHCP RS E8EFFASBEEIR.

{£ Windows _LEeE %Ik 43

E7E Windows HECEEIN 43 , iSHITLATHRE
1. TEDHCP fR4$35E L , %% Start (F#R ) > Administration Tools ( ZHIETH ) > DHCP , LI3TFF DHCP [RSBESETH,
2. KERSSEFHRAETHMEIME.
3. 5%E$ Scope Options ( SBENEIN ) Hi%iF Configure Options ( ELEIEIN ) .
LtERT#E 7~ Scope Options ( SBEIEIN ) XJIHHE.
4. MTEzNHIERR 043 Vendor Specific Info ( 043 (LA EISERER ) «

5. EEI?JataﬂZriEry (BUEEA ) R |, BT ASCI FARKBRAMERAE |, ARRARBHZME (HHhES SCP X ) AIIRSS
=AY IP .
SIEME ASCI MENER , BETRFTRARE , ASZELSIUTHET SR EEN.

6. B OK (HaE ) (RIFECE.

£ Windows _LFig & %Ik 60

Bt Windows FECEEIN 60 , IEHITIATHRIE

1. fEDHCP [RS8 L BEFA > BT H > DHCP LUFTFF DHCP RSB35 TH,
ERRSSHHEFAETHIE.

s IPv4 Fi%#E Define Vendor Classes ( FEM (RN ) .

BTN,

MRS R RE ST FERAIXHEE

o SJREMR:

o HE :

o ID: Z—i#til: ASCII:

5. ARTEIR : FBRY , B iDRAC,

6. TEiER : FERP , BABLNEEA,

7. EAd5 ASCII: E3FF8EN iDRAC,
8
9

NHooN

. BERE  AEREXA.
. 7E£DHCP BO% , AT IPv4 F7%$% Set Predefined Options ( iZEFRENIEIR ) .
10. 1O FHRITUSEES | %51 iDRAC ( BEEE 4 el ) |, AS S .
1. EEREBHEES , MALTER !
o ¥R - iDRAC
o HENB - T
e Xf3-060
o BB - Dell (RN EFRIRRRT



12

13.
14.
15.
16.
17.

. BBFRBERIX |, LURE DHCP &0,

RIFRSH[EBFRTNFBIE AR EEIER |, ASIEEREIEIR,

BERRIERE.

1E1d Vendor class ( {RiE52E ) THISEE | B iDRAC, 060 iDRAC J§SE7R7E Available Options ( RIFHIEIR ) %I,
%4% 060 iDRAC %1,

BANDIURIEE] IDRAC FUFRTER(E ( LURFRE DHCP 12489 1P itBllt ) . iZFRFERERT B S IERR SCP 314,

BXRIZETA DATA £H. FHHRERE | SEAEGUTFEEIFIENXASE]
e Filename (-f) — FRNFHAIRSI/ECE U (SCP) HIBFR.

e Sharename (-n) —3IERMEEZNEFR,

® ShareType (-s) —

BT SRR NFS Rl CIFS RIS | IDRAC B 3.00.00.00 SETRIRAE STHEIS RS HTTP 5% HTTPS A&

{4, -s option tREMN :

-s (ShareType) : 28! nfs 5 0 IEFTF NFS ; cifs 8% 2 IEFTF CIFS ; http 8 5 I&F HTTP ; https 8% 6 &MAF HTTPS
(52 ) .

e IPAddress (-i) —IERSHIEERT IP HEdlE,

i¥: Sharename (-n). ShareType (-s) ] IPAddress (-i) BEWIEEAVERY, -n AE HTTP 8 HTTPs Bt
R,

Username (-u) — IEAAMNBSHEERENAFS. X CIFS FEIER.

Password (-p) — IBRIAAMEHERENZER. X CIFS FEIER.

ShutdownType (-d) —IERANANET. 0 FRIEEXI , 1 FREHIK Lo

D|i: BiARER O,

Timetowait (-t) —IBRENRRXAZEIFRAIAIE. BINRETY 300,

EndHostPowerState (-e) —fERENMIBIRRE. 0F7=KA , 1R~ TH. BWUARES 1.

@ i¥: shutdownType (-d). Timetowait (-t) F]EndHostPowerState (-e) 2RNIEHEMH.

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 192.168.1.101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.168.1.101 -s https

£ Linux FECE IR 43 FiElR 60

E#r /etc/dhepd. conf X, IXEGEINEE L ES Windows BB
1. BRHHATHIE DHCP ARSS e85 ECAUMAE SRR I,
2. IREIEN 43 , F/9I%IN 60 ERETRENERITAR.

option myname code 43 = text;

subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system_config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -t 500";
range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max—lease-time 43200;

}
}

AT 2N RIRRAR RSB R SIS ESERI IS
o MR (-f) — XRSHARSIREE X HRIZR.

RESERSR 57



Dfix: BEXHHBANNESEE. | ESH GBS LR BIRS SRS 2481 T L/ 54,

e Sharename (-n) - IBRMBIHEZZFR,
e ShareType (-s) — IERHZHE, 0FRNFS, 2R/RCIFS , 5 RRHTTP , 6 R HTTPS,
(D)|i%: Linux NFS, CIFS, HTTP, HTTPS H=7Rfl :

o NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500
HatRY9 NFS PESFEZ (R NFS2 B NFS3,

o CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400
o HTTP. -f system config.xml -i 192.168.1.101 -s http -n http share

o HTTPS: -f system config.json -i 192.168.1.101 -s https
o IPAddress (-i) - FE7NSHHEERY 1P bk,
®| iE: Sharename (-n). ShareType (-s) 1 IPAddress (-i) IWIMEIBIEME. -n XFF HTTP 8 HTTPS JEEE.
Username (-u) — f8~BAIMEHZRIFIRRIAFE. (X CIFS REER.
e Password (-p) — AN HERIFAFHIZESL. X CIFS FEIER.
e ShutdownType (-d) — FERKRHAIER. 0 RRIEFERXHN , 1 K@ HIFKA.
O sringEs .
e Timetowait (-t) - IERENERRXAZBISFIRIE. FINRE S 300,
e EndHostPowerState (-e) — 1B ENIERIRIRS. 0 Tk | 12T, ERARERN 1.
@ iF: ShutdownType (-d). Timetowait (-t) {1 EndHostPowerState (-e) NRNIEE .

LAT2M dhepd.conf SUAREEEFS DHCP B9

host my host {

host my host {

hardware ethernet b8:2a:72:fb:e6:56;

fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}

(D)|3%: 4748 dhcpd. cont X , BUFEFEE dnepd BRELAR FIEX,

B BB

HEERBHECEINRERT , BIHREHTINTRE :

o STFAIMLEHEZ (NFS, CIFS, HTTPF1HTTPS ) f£5 iDRAC #1 DHCP RSS2 EEIAIFM LRRMH, MHMNELZLUHRETEY
Bk g B R RIR B IEH.

. g%%%ﬁﬂ%ﬁ{’—ﬂ%«%ﬂjéum%é%?o LEAMAZRRHR SCP M BT ENEN , LMEERHEsECEISIERS AT LAN FIERAYR

o 1RIE IDRAC FIEKIRE T DHCP IR 28NS 7 DHCP BELE |, LUFEERIRS RSB EEINEE.

{5/ iDRAC Web R HEFERzNECELIEE

TfafRE/SF3 DHCPv4 #l Enable IPv4 ( [EF IPv4 ) &I , FEEZRAEIEKINEE.

EEHBEFEEDRE  BHITLATERE :

1. 7£IDRAC Web REH , 2= iDRAC Settings (iDRAC i&& ) > Connectivity ( i} ) > Network ( 4% ) > Auto Config ( B
ohitE ) .
FEEDS B RMIEETamE.

2. EEMERESS , MEH DHCP BB NSZE SR FERY— %A
e Enable Once ( BA—IR ) — {X{£F3 DHCP IRSSE8FRS |FERY SCP SUASRELBAM—IR. WWREER , BZABIESE.

e Enable once after reset ( EEIZFRBA—IR ) — 7£ DRAC Fi&fg , {X{¥F DHCP fRS385AT5 | FRY SCP X {4kEcEE4—
Re WREER  BEREMRE.
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o XM —FAEmMEEIRE.

3. BENANAERE.,
PIZE U EIRE 2 B BRI

{£F RACADM [5FBzhEcE1EE

E(FEH RACADM EHBEFNECEINEE , 15 iDRAC.NIC.AutoConfig W&,
BXEZER , 1525 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,
BXEHREBNENES(EE | 5217 https://www.dell.com/support AT Zero-Touch, bare-metal server provisioning using the

Dell EMC iDRAC with Lifecycle Controller Auto Config feature ( {#F8 Dell EMC iDRAC with Lifecycle Controller BB shECEINBES Z/tFED
ERVRSSERE ) BEB.

(EREGIEEREESNR 2T

f£75 iDRAC RS 3.00.00.00 B9 PowerEdge fRSSes £ | I LAFERREREGIEIRIEERFZH5F0 BIOS 218, AFRHS KIS

REZEME ( SNMPV3 F1 IPMIBRSL ) | ST LRSI AR ROZERL.

BT RBEEIThEE

o EATLIAERAECH SHA256 BFELIZE iDRAC FBFZR5F] BIOS 18, XA GEIRSEAE {4+, RACADM F1 WSMan 1
124t SHA256 (B, 124t SHA256 ZRB(ERT , g FiREid SNMPV3 1 IPMI i {T343IE,

(7)|iE: 12 RACADM B, WSMan B Redfish F5 AT IDRAC RIBISIEZTBECE /S, EATLARER SCP 7ERfE RACADM &
WSMan BY, Redfish #1787 IBEL &/ Bk,

o EHLURB—MENRIRSES , HHOIEFERXNIANAYIEIAETE IDRAC FBFPIKFF0 BIOS 18, IRBEIKER | FaliSHE
EZEISFENRSSEERE N, SHERE SNMPY3 1 IPMIIAERTENEGIE. SALEESEE |, HRERSEEN Dell IPMI
TE , REARIERANIER , NNFRETEGIZBERNEF | IPM BIGIEEEM,

o HE{hFRE ({5140 iDRAC GUI ) BERAFHKAEEA.

ST LAER SHA256 £ EEFIAEE Salt AYETIZER.
S mBEE "IRSEEH" MR REEIEIISHEGIEE.
WNREETIIFEFRIHIEINR | 156/ iDRAC IRE A FFERFEA 1 RACADM J& IDRAC IR NENAES.

ANER{NfEMA SHA256 ZREEIFIIRE IDRAC FAFIKFRYEERS |, MRBEREMED ( SHAIVSKey B MD5v3Key B IPMIKey ) , BBAIETC
SEIBIT SNMP v3 F IPMI 33HT3650E,

{8 RACADM RYEIFIZES

EREHGIE | BB TUSRELS set tp{ER :
e (iDRAC.Users.SHA256Password
o iDRAC.Users.SHA256PasswordSalt

i*: sHA256Password Fll SHA256PasswordSalt FRA XML SAMRE | BEAERGSITIREHTRE, REEF—F
BRIt SBELRIAF TSR DRAC, {#M sHA256Password SANBEET , iIDRAC AEBHIHITEIGKERS,

R T SRS I BB A S HRIIRS B B

racadm get —-f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -
t <filetype> --includePH

ISEBEBEGIRT , MFSE Salt B,
(D i%: XEEUEANEET IN BB,

AR5 2RBe B XA RRIEGIZE RS

AILUE IR SS sREC & S S AYEG RS,
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LSNRSHREEHRS | BILUEEIRNAEEEMSHEEaGIERYE. MREMECIH TR , NaEraIERATEED
RNRE. SANBENMENATRFEREL.

ZEH SNMPv3 1 IPMI I&IE4EREEFI 05

AEA SNMPv3 #0 IPMI BSIE ( INEkANEk ) BIRT4ERLERSIZERS, MEEPEE SHA256,
ENEh AR AT IEERS
1. X4F IDRAC FAFMKFT |, WA%R{sEEE SHA256 SJEERBHTINEMERIE,

SRR | GRHIN 16 I RIS, Salt VIR 16 METIUKE (MISHEM) . —BRIN , TERA 32 A2H
BOSREER, FEat “EES’ + CDNER |, BU -

20 = SOMEPASSWORD
£ = ALITTLEBITOFSALT—RFINEY 16 D25
2. FIFF Linux s TSRS

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd -p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

3. ESARSERECEX. RACADM 5%, Redfish B WAMAN SRIRAtEGIERINEE.
(D |iE: AREFEBF—NICAIINEIE | BRREDINREmEENZFITE B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4. REBBEZE  TENMESAZBIIE AT LMER | 8 SNMP v3 f IPMI BIENERTESFE RIS A TEHRIIER
iDRAC FBF K.

(EFitERRIKPISE

IRE IDRAC IP #tBliE/5 |, #&RTLARERS IDRAC IRBENFBRERFENAERRKFIRE (BIAF 2) . EHRATIERE

1. 1E DRAC iRBZ.HER , %= User Configuration ( FAFEE ) .
FEEP<F]FF iDRAC Settings User Configuration ( iDRAC iZ BRI FEIE ) TUE.

2. I5EMBPA. LAN BRBBR. HiTin0O0RRBERTIESEBIFEAEE.
BREEIMPEER. , 15517 iIDRAC Settings Utility Online Help ( iDRAC 18 B4\ FITERFEAEEE )

3. {foxrBAs Back (/51 ) . Finish (585% ) #lYes (2) .
AhEIRRKPIS B E K.

KERERFME

EEJLAER IDRAC Web SREIEY iIDRAC IRE X FREFESEHIET O ZERFINEIFHER.

£ Web RENRBERERFME

HIEERFMNEFMER
1. 7£iDRAC Web RS , 2% System ( B4t ) > Details ({5 ) > System Details ( RFiElE ) .
FERDZ R System Details ( RAVEMSR ) TT@E.

60 BESERSR



2. 7£ System Location ( RHfIE ) T , MAZIBETOISERFIWIBIFMER.
BXZEIPHSR | 155178 iIDRAC Online Help ( iDRAC BXHEEED ) «
3. BENA. RAENBFMRESEISESRES DRAC /,

{EF RACADM 8BS ERZFNE

BEIEERRMNBFMES , 1BFEMA system. Location AR,
BXES(EE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

{EF iDRAC iR B HiEF R ERERFMNE

BIEERFRMNEIFAER

1. 1 DRAC iRB.AERH , = System Location ( RHUE ) .
FERN<E7~ iDRAC Settings System Location ( iDRAC iRBERFA(IH ) .

2. MAFREPOPZERRIUEFHES. BRAZEINER | B85 IDRAC Settings Utility Online Help ( iIDRAC IRBEXNFfERF
EXHNEEED ) .

3. {fXEE Back (/5iB ) . Finish (585K ) flYes (2).
AR S IS v

IC RS IEREFNITNFE

REIRSS SEFTRAIEBE I ES SIEENR KRR, AMEHRRFCNBINERENRFRREEHTHENER , HRERY
‘%’;iiﬁ, B SRAPREMIHERRINRE. BRMRFESHL. SIS EFRIER RS R REE R T

{§ A3 iIDRAC Web FHE. RACADM & iDRAC IRBAFBERE , oL EMUA TEIES -

o LIRS

o {HENIE

o REFATSHIEE

o WIRFE  BUNBRBEMSIR
o BURSHRENBEERENSR

U 2EEAETERRIIRETIER

o FRREKFiHE  TTRLHREFS[MEFE (CFM H) | LUBFENZRAIEIRED ORBIERSIRFE.
BREX Delta-T : [REFSEHSH=[IEE LT | HEEERIORISEIEEE.

HISIBERH - IEETSARHRSSH[OEERS) , LEREREDOFE.

BEX PCle A\OORE : ISFIERABMANCERE | LISER=TIREEK,

PCle SR E : IRHIRSZH/NELE PCle IRESHNE , HAIFISE=SRETRIMBEN.

{3 iDRAC Web RE(ENEISZE

BISHINRE |
1. 7EDRAC Web REF , {Z5RE > RAE > BIHLE > BIAGE.
2. YEREINTRI -
o EUMERESTIROL - SERERE ST -
o ENAMMEREXMHHEE (BINE) - EREARELEHEARS BI0S > R BIOS BERAREXHIERE TE
VEER RAREYH RE.
AR , AR ENSANABREX IS, OIS T 60S REIHNEEEE, TR
o ERAMEEE (1EAEEHML) -
= PfFEY CPU TSAIET A IE(E.
= Turbo BEUEIER TR,
- —RIERT , SRNEDRE AR,
o BNNE (SRS )
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®

»  RIERERIXBERIFRRESHT T LR ERERS IR,
= —RERT , SHRAEDHE FXEEERRE.

o FAERE — FEREITAVIRSSIESEY | BELAREMRENA. BR "FERE" TTREaEN GBI
IR ERIGRS TR B BT | EAEEEENN SRR AR .

()| iE: CERAMEREERVINE | SEERE BIOS > R BIOS iRE. RARENMHRENH "FARENM" RENEX
REIRE,

o EAHISIBEIRE — NTHEZREG  BEEAHSEE. XEESRERRET.
BUAMEIIRRIME | 70°C (158°F),

LR RGENBEREY |, FEHFRIEENBEIMEIHFSIERERS. BTRRTRADHNRFRALSEEES , ElLbX
FARBEERTERNRGRERER TR ERIRILE.

o MBERETE(RES - LIRIT/IARSERIEEEIMUSEIRED. MR TEHIREE (B0 , #iBY PCle £ ) , MIRTBEEZMIMTISAD
BEH. NBEERREBRSSENBERNBEIAERHELZTENEENBEERERIES (RENEDE ) . FTRERIESRSE

(ERBEERE — SNBEERRESIIEEXBER,

PEREEER — BN EERESIERLTE.

BREEREE — SNBEERRESIRILE.

EANBEE — BXNBERRESILE.

KH - NBSEERGIR KA, XEME. WRRENXA  WAETEDLL. BERAREEHURBIIANEERR, 18

R BRREBEREXBUARKERET.

NEERFEEENSH  AEETRE. S NMRRIIXBERESESETES NEREA.

NEEERESGEXBERESHEENED L. RIERMSHER , NBEXA RSB mEEsR, BIRR
FINFETASIEN.

NBERERIHABLI NN PG ERERSAFNBER, XELHEERSHRAFNBIHRBERERR SREANRRZE
Fgxls. FREEHRESSERENEERNBEER | #MSEEAERNEXNRB RS,

=H WRERREAIZAFRE PCle BERRSEN. AT ZINRE AT REH IR BRAIEEAGEN.

o [BH

o EK PCle N[IiREBRH - BUAEN 55°C. NFERBAMIRERIFE =73 PCle RHhik#F 45°C RIRIKIERE.

o HISIBEIRE - S LUETIES MERIREHFSIEERS :
» IRERAHSIEERE
» RESESIEE LFHRE

o PWM PIREREEERE (RAENESL) - SFIGEIRKEERHITHE. ETLEm  SaLIREE SR ER
ZNBEER , ENREMBEEXNEEREMLHAZIMENESNEERESR | AILERLAISRES R AN EESR,
= A - RIERFERE B R/\NBERIRENFIAE.
» BEX - BNECEENHINEEENES. SeEZ 9-100,
RENBEE PWM FIRIFASEERER AR ENARMEREN. F—MEATHEEMNE_MEREERAE (HA
RERIEARTEETRAEE ) .
RENBEITLURERFRIBRER | IS TIERIESRET , EMETAEXRIRRER, fli0, & "&IVKEEEER"
RE 35% BRRFINEERKIZARET 35% PWM,

DliE: 0% PWM FETREXE. XENEILIAZINSEREEE,

SR ERFANY , BRE—SHTREINA , CIWALERAENSIS. XUSHEFHL. DRAC 5 BIOS B3NN
FRNEOARE, BT A RS S LS, NREIASHS , FRAR R E ARt aE A,
SRR R,

ROEETLTHE -

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BEHEERSISEZEEHRSIS.
it WREFS ISRRLUEREE.

O O O O O




{£F RACADM (ZpREiig

B(EMEIMZE | 1515 system.thermalsettings HAHAIXIS S TERTIRMM set FpSESFEA.

. 10: g E

bOES %88 (ERER 5l
AirExhaustTemp BATRESAHSEERY. |gErUTMHIE (BEFR | ENERSETHIEIRE

2

0-%F340°C
1-FR45° C

2 -3 50°C
3-F55°C
4-3KA60°C

265 - F7x 70°C ( ERIN )

racadm get
system.thermalsettin
gs.AirExhaustTemp

it
AirExhaustTemp=70

ZEHERERRCIRENE
FSHEGRERREI A 70°C,

BREAFRBEELUSHEIRS
60°C :

racadm set
system.thermalsettin
gs.AirExhaustTemp 4

B

Object value
modified
successfully.

MREFASTHHFENTSHE
ﬁ&iﬁgﬁﬁﬁﬁu , BBARGZEITIA
Twd:

racadm set

system.thermalsettin

gs.AirExhaustTemp 0
ERROR: RAC947:

Invalid object
value specified.

HRIRIEI SRS E(E.

E%Egﬁ::u ' 1E |ﬂ
RACADM #BHf,

EIRENIRENFIANE

racadm set
system.thermalsettin
gs.AlirExhaustTemp
255

FanSpeedHighOffsetVal

o (EAIZER

2LL %PWM
fRs" 1%
BN

B "BXEEEE
=N EES

o IHEEBIRTFRSR,

{89 0-100

racadm get
system.thermalsettin
gs
FanSpeedHighOffsetVa
1
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X% 88 ERER =6
o 5{¥M FanSpeedoffset HESIRE—ME |, 0
MRMZESE 1 K& "66" . XEHREEFERUT
E. aht |, BN B BN,
BIRFENNEERRE &
B" (66% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset 1
FanSpeedLowOffsetVal o (FRILTEIBZSLL %PWM [{EA 0-100
R ENEEEREE 1R racidm git N
%E{Jm\sﬁﬁg{ﬁfz{ﬁo ;gs em. ermalse in
IHERRT &S, FanSpeedLowOffsetVal
18£8 FanSpeedOffset
WRIES|E 0 KRBl A SIREI—ME | W
=R 23" . XEWEEFERALT
ol |, BN ARTEEX
BIRFINEERRE
B" (23% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset 0
FanSpeedMaxOffsetVal o (FAMTEBSLL%PWM [{E/0-100
B BANEE R racadm get
iﬁ%ﬂ’ﬂﬂ%ﬁ%ﬁf%ﬁ ;ZS ef-thermassettin
HEBRATF RS, FanSpeedMaxOffsetVal
1&5{#H FanSpeedOoffset
XRFFSE 3 KBl taSIRE—ME , 10
E. "100" ., XEREEFERUT
PR |, BN AFRAXGEE
Em#% (BIEE , 100%
PWM) ., BE , WRBSSE
NEEERERR SRS,
racadm set
system.thermalsettin
gs FanSpeedOffset 3
FanSpeedMediumOffsetva |e {ERKTEBELL %PWM |90 -100

1

R "PEREEIRE R
RENNEERERREE.

o IHEEETFRS.

e 5{FF FanSpeedoffset

XSRS |E 2 KREUME

racadm get
system.thermalsettin
gs
FanSpeedMediumOffset
Val

A SIREI—ME | Wl
47", XEWREEFERLUT
PR |, BN ABTEEX
RIRFNNEEEREERE &
8" (47% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 2
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BXfH.

MR 1568 {ERER Bl
FanSpeedOffset o ({ERALIISR get sPBES B EEENGIRE
DRERMNEARRE |0 0 (S ~
° 15—‘};130?%'—5 set apSBLATE : 12__ im%%lé§$ g;zigﬁ giérmalsettin
Eﬁg%lﬁgﬁﬁﬁ@%ﬂgm@g o 3. BANSEER gs.FanSpeedOffset
. mEiErETREANR |0 20 SIRSERREAED "B
*z 1 .
?anSpeedLowOffsetVal g;%zgif?nghOffsetVal
FanSpeedMaxOffsetVal
. racadm set .
Fanspesanigrottsecta e
FanSpeedMediumOffset
vVal R (HEIEENX ) &
Firi FRRmABRY(E.
MFSMaximumLimit EEEY MFS B9SA{EFRS! B39 1-100 BRRAYLUER
MinimumFanSpeed IEIRIRE
MsX(E :
racadm get
system.thermalsettin
gs.MFSMaximumLimit
MFSMinimumLimit EEEY MFS BB/ MEBRH {BM 0 Bl MFSMaximumLimit |BRRATLAER
N . — MinimumFanSpeed EINSE
ZRAES 265 ( E v ) HE/ME.,
racadm get
system.thermalsettin
gs.MFSMinimumLimit
MinimumFanSpeed o RIFRERFETAFIE |\ vrstinimunLinit BiE | ERERESREERSHD
ﬂmﬁg?ﬁia’]gﬁ * MFSMax imumLimit (BT 45% PWM ( 45 REN
T EVYXEIERNEE ( ini imit &
"B Fosmas |Re s | T I B
EF it R EasE, | PNERCERNRE. )
o IHERNBEZEL %PWM
E. racadm set
system.thermalsettin
gs.MinimumFanSpeed
45
ThermalProfile ° f‘;ﬁ?ﬁfﬁ "HREEAE B: - EEEIENEIAEE R
bi o [ ] O - i E :
o AVFCIREREAREYN (o 1 S
KEHIBEMT RIS ERFE o - BN racadm get

system.thermalsettin
gs.ThermalProfile

B ENHREN "R

= Mabr
s

racadm set
system.thermalsettin
gs.ThermalProfile 1
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POE i5E8 ERER =l
ThirdPartyPCIFanRespon |e S=J PClKHBNEES., | : B AR ARSI
se o RIFEERASZERCNRIR (o 1- B MiIgE , LSHFaNERE=
?Eﬂﬁ PCI REVBRARSFN | 0 - 2£F 75 PCI & :
SR, . B | R
o EALIEE Lifecycle @ i BOMEA . racadm set
Controller HERRIEE ID system.thermalsettin
PCI3018 , RIBIAERTZE gs.ThirdPartyPCIFanR
=7 PCl &, esponse 0

{EF iDRAC iR B2 BtEF ST E

BISWEIRE

1. £ DRAC IZELNFIERFH , 2% Thermal (i) .
fEEN< &7~ iDRAC Settings Thermal ( iDRAC i&E iR ) WA,

2. IBEIATSM
o MEREY
o EAHSIEERS
e Fan Speed Offset ( XIBIERFR )

REBKAEFE  XERF—BRENNAE] , BIIFA2ERREN51S. EFEEN. DRAC By BIOS BEHHAEIEmNERIIEIA
Eﬁoﬂ—%éell HE{%E%ﬂﬁgﬁi%mﬂﬁﬁxﬁﬁﬁ[‘ﬁﬁiﬁﬁﬁ NBEEXAFRENER. MRAFHXLIRD , B IA2ERAHEE
FToriREENE.

3. {&kxepds Back ( [5IB ) . Finish (58K ) flYes ().
MR RN E5ehk.

{3 iDRAC Web REZY PCle SifiiZE

BENBINE PCle FEEREMARAT , [#/A PCle SIRIRE.

|3 Pole SRSEIE MX T LR,

BE(EK PCle SIMIRE :

1. 1£ DRAC Web REY , HERE > RRIRE > BHHRE > SRS,
PCle SRiEBETNHIEERENBEERD /.

2. IBEUTEIR
o LFM & — EEEENEXLUSHEBEEN LFM IR,
o HEMXLFM —EA LFM{E.

3. BENMABNARE.
RARBETRUTHER

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

SRR S| ST ESI S,
(| wIABHTEISRAINEREEN,

s SETH S
S EE

SR EATHA iDRAC RERVITE, . AFTZEUFIEIE PowerEdge IRSSES.
B EEHE,

1. RESTERNBERS. BXESER | BERATRE.
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2. WEHEE— NI Web NS, BXESER , ESFIRTRIE.
3. LRI Java Runtime Environment (JRE) ( ANSR{EF Java SE{F2EEFASRIIEIGER Web RIESERAT DRAC , NIBE ) .

(D)|i*: BEE Java 8 ESIRALMEAMINEEET IPv6 MLEES5) DRAC BEHUEEIE.

4. M Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT {432% %5 fE RACADM VMCLI, &N , iz17
DVD AR ERIBISEIAFIE D OpenManage HRiEZ4ETTIE RACADM, B3 RACADM RIES(ER. |, 15215 IDRAC RACADM CLI
755 , Rt : https://www.dell.com/idracmanuals,

5. RIBERZR T8N
e SSH EFiR
o TFTP
e Dell OpenManage Essentials

iZEF=ih18) iDRAC

ENEERILITAZIR) iDRAC Web RH |, BHRREIRILS DRAC I FE—MZEH, Fiu0 :

o JIRARSSES - EEULM/RS CMC 1 OME Modular (U FE—ME&Erh, BXE CMC MESSERANMNEBIREENESER | S
52 WIS ETERESHISE PSR |, ML - hitps://www.dell.com/cmemanuals,

o HZEFIET(ARSSES - ¥ DRACNIC IREA "&H" 2 LOMI FHHREIRILS IDRAC I FE—MLEH.,

BENEBSHARERGRIEHE | 158D IDRAC Web RE{EREMEHIE.

BoESZIFAY Web LGRS

D|i%: BE SRS R EIRANESEE | B850 https://www.dell.com/idracmanuals R4 771048,
AILAMERERRIAZERNEESA iIDRAC Web REIRIAZEINEE. EfERFRLINGE  BUMEN—YiRE, XUIREEREREMN
HEOPRIERRR. B Java, ActiveX Bf HTMLS FRASTIFE,

IR MBI IBIRSS 281EZZ Internet Y Management Station ZEZZE] iDRAC Web FRiE , MIFEEFELE Web NIEELIMIZIRSSE81515]
Internet,

@ i : ANERIZ{ERT Internet Explorer Y Firefox LAiIa] IDRAC Web RHE , S st EBRIEAEDIEAR BN ERE. EoLUER
Bt TIFREE R EEOAIRE.

it EREBRERNABSTEE.

®

EcE Internet Explorer

AREDIRHTEXEE Internet Explorer (IE) BIFEESR. , LARRERTLASTFIEHER iDRAC Web REIRIFFEIHEE., XLREEIE
BENRELTERE

15 IDRAC IP i INEZE TR

EeE IE LAUSH Active Directory SSO

2 E e eitE

EFNSH Internet Explorer T8 E

TR Internet Explorer (IE) iREEIRE N Microsoft HFHNENAIRE BIRBASZSTNENRNBTEENIRE.

1. LIEIBREMIIF E, SiEREERAKS,

2. B TH Internet IR KA MR 451tk FHistR .

3. B Custom Level ( HEXESI ) | 15565E Medium-Low ( &L ) , B2 Reset (&Fi& ) . B OK (HixE ) LARAIA.
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15 iDRAC IP RINFIZ{F(EIL=FIER
3518] IDRAC Web SRS , SNSSEEHFIEFELD DRAC P et , MIRGLIRFEIZ IP MADFIESIES, S Sk

Refresh ( Il ) BiEHT/Sa0 Web XILSEELAZEIZ R iDRAC Web FREIRVERE, NRAKRRERIN P, BEFE 1P iFINEIZEE
IR,

®| ¥ BEEETENSEENMSEERR iDRAC Web RER , FEHAERELES | T BRETNSEEIIEBRIRELE,
EJZ iDRAC IP UL INZISE(FubmFIE

1. EAd; Tools (T E ) > Internet Options ( Internet %I ) > Security (&£ ) > Trusted sites ( Z{S{Ei4s ) > Sites (i
=),

2. ERZMIERIMEIRIE A DRAC IP ttbik,
3. Bd Add (1) , BE OK (HRRE) AT Close (XH) .
4. BT OK (#RE) , AERIFTNERS.

ECE Internet Explorer LAISF Active Directory SSO

ELE Internet Explorer BOILSSEIRE

1. £ Internet Explorer 1, SfiiZE Local Intranet ( A4t Intranet ) 72335 Sites (k) .

2. {SOEFRLATIEDR
e Include all local (intranet) sites not listed on other zones ( EIEIRBFITEEMXKIEAIFFEAND [Intranet] Uk ) .
e Include all sites that bypass the proxy server ( E3EFTEAMERRERSSBMLAE ) .

3. Eg{h Advanced (B4R ) .

4. HINFRBEEHAIE SSO BLE—3B72HY iIDRAC SLHIRIMERIEE (5140 , myhost.example.com ) ,

5. B2 Close ( XH] ) & OK ( ffikE ) MR,

#H Internet Explorer {&8IZ 20 E

FMRRETTLAGERE Web RE FEAE]AFIEMAMTTE |, I Windows 22 Internet Explorer IEIRINL LB EINEE, BFZHA
Windows 7 EILLTHEERHER | 15515 Microsoft 1iBES 4,

Ee& Mozilla Firefox

BESNMBEXRECE Firefox FEMER | LRSI LASIEFNER iDRAC Web RE LRIFFETHAL. XENR BT
o EFHBBHINAEE

e BRE Firefox LASEF Active Directory SSO

(D|3F: 34F IDRAC BEH#BBATRE , Moxzila Firefox MM SE ARG ST RGNS,

Z5F Firefox FREYE 2 EATHEE

Firefox BB "BRR" R2IEe  SERAPIRRATERENE MSLRLEREG. REEHE . BBRESEXREAETH
IRIAY IDRAC ZEEIISHIEEESS | AMFEEERSIRAEMER.
B REEER TR AV ENGEYS | BT TIISE
1. ¥TFF Firefox Web NISEEE .
2. TEHBHEZERTh | I\ about : config F& <Enter> §2,
3. 1t Preference Name ( EfiEIRRTR ) 5h , #ZEFH W xpinstall.whitelist.required,
Preference Name ( ETi&IliE# ) . Status (IR ) . Type (3B ) ] Value ({B) FHESEXUIEIRA., Status (IKT)
BEBZREFIREFE Value ({H ) 255K False,
4, Tt Preferences Name ( BitIRAFR ) 54 , $Z| xpinstall.enabled,
TR Value ({E ) 9 True, WNRAE , Wik xpinstall.enabled LU% Value ({8 ) i&& True,




EcE Firefox LAIS A Active Directory SSO

BLE Firefox RUNIEERIRE :
1E Firefox HHHF=rr , I about: config,
. fE Filter (iZiE8E ) &, B network.negotiate,
. B4R I0E network.negotiate-auth.trusted-uris ( {EFEESSFERIFIE ) .
. BBHZERINZE network.negotiate-auth.delegation-uris ( {ERIESSTRHFIER ) .

A& Web RISS=RLAEREIIEHIS

EREEE FEREIEHS
1. THIREBLENLEES (Internet Explorer (Windows) 8% Mozilla Firefox ( Windows 8§ Linux ) . Google Chrome, Safari ) BISZ35hRA .

BRTHEHONSSERANESER |, 1525 https://www.dell.com/idracmanuals E32HHY Release Notes ( &4TiREE ) »

2. EfFF Internet Explorer , 151 IE BN ERRBBIET.
3. BEE Web Ita22LAERA ActiveX, Java B HTMLS #&{4,

ActiveX Viewer R%Z Internet Explorer 3%, HTML5 8 Java EE S8 HANIass HEF=13,
(D|i*: 15=E Java 8 FEEARALERILINAGET IPv6 REE5H iDRAC BHIEEIA,

4. EZERFLSARIES  DatilinEieibiERaoset=sn.
5. Z%5 compat-libstdc++-33-3.2.3-61 fEXM4E,

()|iE: £ Windows £ , 5 compat-libstdc++-33-3.2.3-61 XA EATREE BTE NET BRI BEIRER SRR
&,

6. HNERIE(ER MAC IBERSE , i51%ERE Universal Access ( i@MiAiA] ) B0 A Enable access for assistive devices ( = FXI4fE]
REBAYAE ) BT,
BXESER |, B2 MAC BIERFIRBEN.

BLE Internet Explorer LAEFIEF HTML 5 BRI

HTML5 EBHUEHIEFIEIINER AP aEER HTMLS RO, HTMLS S ARBIMEWT ¢
o AEEEEFIHI(EL LR,
o FEMEETNSEMIHRMER AR S LRRVAM.
o REARZHENABNTE.
o RIEIPBFNZEFiHIESN Web TREAI—EED TE.
1WA RSTECE Internet Explorer (IE) IRE | SARBHIFHEITET HTMLS HEIIEHISGTIEIMN G BEF. ERcENNsigsE .
1. ZREHEOEEER. Sl , 77835 Tools ( TE ) > Internet Options ( Internet i%I& ) > Privacy ( fgFA ) FHi&ER Turnon
Pop-up Blocker ( ¥R HEI=&IZRF ) SiF1E.
2. ERU™MHEGEZ—Bsh HTMLS EHNESIE -
e TEIEH, BB Tools (TH ) > Compatibility View Settings ( FERHNENEE ) Hi50% Display intranet sites in
Compatibility View ( ZEFRBHREIPRTAEEMELS ) SiFtiE,
o TEIE Hh{HEAE IPV6 ik , $AN RRARIERST IPV6 it

—_

DN

https://[fe80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd4-2fe9.ipv6—
literal.net/

o £ IE Fh{ERE IPv6 H#BHES S HTMLS EHUSHIE | IR0 TSR IPV6 HEtE

https://[fe80::d267:e5ff:fefd4:2fe9] /console to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/console

3. BfE E NP RRREE(SE , 7J%5Z] Control Panel (¥R ) > Appearance and Personalization ( JMRFIME ) >
Personalization ( &% ) > Windows Classic ( Windows 281 )
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BitE Microsoft Edge LAEEF HTML5 BYiE

1RIARSEEEE Edge 1IRE |, AEABEEEIFIETET HTMLS BEIEH STEN R BER. ERENNEERE
1. BEigE > BERKSEFZAMEIEEHEOIER.
2. FRLATAREH IPv6 bl -

https://2607:£f2b1:£f083:147::1eb.ipv6:1literal.net/restgui to https://2607-f2bl-
f083-147--1leb.ipv6-literal.net/restgui

BoE Web JIEEERLAER Java iH

WNERIEER Firefox 8 IE FHEAEE(FF Java EEEE , IBLEE Java Runtime Environment (JRE),
(D|3¥: 7£ 64 RURIERSs LIZEE 32 fuah 64 i JRE BRAS , BR7E 32 AHRIERS LAIZEE 32 {1 JRE RA,

ERLE IE LUER Java 1l -
e TE Internet Explorer FEEFN4 FEBYBEEHETR.
e £ Internet Explorer B2£F8 Enhanced Security Mode ( 128H9% 2= ) «

fcE IE LAEFE ActiveX {4

R SEECE |E NSRS E | AR EEEsIFIEITET ActiveX HIERINEHI SR B AER., ActiveX NARFEIFEASEN
CAB 3214 M IDRAC [RSSS1RML, WNREEIIEFIEERESEENEE N Native-ActiveX 28 | MIHBEXEEIEIIEHI &R , CAB
NHETHEEFRRFAHBET ActiveX BIRIMEHIEIEE5. Internet Explorer BELITRLEE | AT, ©EHETET
XL ActiveX BN FITER.

A RHRERA L | 1EeTLAZEE 32 {78k 64 RZIARASAY Internet Explorer, #RRTLAERR 32 {Ua), 64 i , BRI RL AR AT .
FlE0 , ANERIGTE 64 (NI SE FLAEHRE | AT 32 (IS Se b T ESE | BRABN B R G(E.

(D i%: 1BRETLUE ActiveX S Internet Explorer —i2{sFH,
@ i¥: BIE(EF Explorer 9 IS _H{ER ActiveX 14 , TEECE Internet Explorer B , RIFB{RIE Windows Server I2{ER St
Internet Explorer B iR5S 28 B IR S P AIGEIL SR,

$3F Windows 7, Windows 2008 1 Windows 10 EEEHRY ActiveX N FIFERE , FBHECE T4 Internet Explorer IELAER ActiveX 1
-

N

AR RS TF .

15 iDRAC IP 8{EA4143 %02l Local Internet site ( Al Internet =S ) 73,

BEENIREEE/I Medium-low ( -{i§ ) BESUISBELARITRESZM ActiveX faft,

N EE THINENASHERE= AR B, EHTIIR(E | i85 % Tools (TR ) > Internet Options ( Internet i

I ) >Advanced (5% ) . i5BR Do not save encrypted pages to disk ({EZ0SMBHREFFRIRER ) 15100 , ARFIEE
Enable third-party browser extensions ( REE=F G BR® ) i%&IT,

@ i¥: EHTEEN Internet Explorer LAfsE Enable third-party browser extensions ( RIS =AM R ) iIRB4ERL

5. %% Tools (THE ) > Internet Options ( Internet %I ) > Security ( 2 ) FEREE S TZNAEFNXE,
6. B2 Custom Level ( BREXYAI ) . £ Security Settings ( B2igE ) O+ , HUTTIHRIE -
e X Automatic prompting for ActiveX controls ( ActiveX {Z{FBENIRR ) 1%1% Enable (B ) .
e XJ Download signed ActiveX controls ( FE;E&EZHY ActiveX 1§ ) 15%1E Prompt (187 ) .
o SHETT ActiveX -GS IERATHRT.
o XIRHFICHATRESHITIIAR ActiveX IE(HITHIAIEIR B HEIRTR.
7. Bk OK (Hfi%E ) X7 Security Settings ( 2188 ) &0.
8. EAd; OK ( 7€ ) <[] Internet Options ( Internet %1% ) &1,
@ 3#: 7E(5H Internet Explorer 11 IRZ L , HH{REITED Tools (TE ) > Compatibility View settings ( SERHNEILE )
0 iDRAC IP,

NN
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o BARERRARY Internet Explorer E54HEIAY Internet Options ( Internet IR ) , FEt , 75X —FRN IS SSIGIRSZ SETF
INRISZHEERYIRE | HEREESEREERNIRE.

o LXE ActiveX $B(H4E( , Internet Explorer AIRER BR—RL£ELE, BITRL ActiveX IBELEE D18 | WIRFE Internet
Explorer B @ ZHIRRIIES ActiveX 1244,

o NREHESMEINZHEI ERTENER Unknown Publisher ( RHIRHIER ) |, NFTRERHTEHIANBEZIERERES
B, EfRIER | SR NSk EH, AREERSIZERIEER Symantec 16958 , HEMNERERPILER Symantec
pdut AT BEI THRE.

Windows Vista SEEFAY Microsoft IR{ERFRIIIMZE

Windows Vista BLEEFTAERIEZRFHAY Internet Explorer NILSE88E—IFRA Protected Mode ( R#F#EEL ) HIBTINR £ INEE,

{558 ARAPHEEUHE Internet Explorer NISSERH/ZaNFIETT ActiveX NFIFER

1. EAEERIET IE,

2. % Tools (TE ) > Internet Options ( Internet %I ) > Security ( €2 ) > Trusted Sites ( AJ{Sik= ) .

3. FRRIRBNEEIAR XL Enable Protected Mode ( BAZFRIPIRES ) IR, &i# , AILUK iDRAC HEUERANZE! Intranet [X
Rt e, BUABRT |, SEPEIUSERT Intranet XiFIRT(Suh s X g A9t s X .

BT,

IS MG RINFIR =R+ | 77500 IDRAC A9tBlE , SAEERERIN.

BEEXA  AERTRE.

KRAFEH BN RS FEREEX.

N o o b

AR R ERET

R TREMEHEIHIEE (BEEEER  BEAEE ) | WAEHRNERINEERET | BIREMRRS CTseFErEM
B A EERRFER.

(D|iE: R SR RAURA RSB SR ER,

iBkR Java BHIRA
5k Windows 8%, Linux HRIBRRASHY Java BEE2E | IBHUTLATRE

1. ERSIRTRET , 1B1T javaws-viewer Bf javaws-uninstall,
kA& R 7R Java Cache ( Java BiEETF ) 5L,

2. MBRHRERJS IDRAC EEEHIE & iHI e

1 CAIEBSAERL

SEHEER SSRGS | REKERGIDERIETR. WEBEEX Web RSZEFIES , METLABIER CA IERSAE] Java 8
ActivexX Z{EEANEBFIEX FERIX L.

BXEMEREM (ACE) FUEEER | BSRE LB RE_EAY 101

1§ CAEB ST Java Z{FIEHEE

Eig CAIFBE AT Java EBFEFEX :
1. J2&} Java Control Panel ( Java iE$IHE#HR ) .

2. BRERSEIR  RERTIEB.
J5 87 Certificates (IEd ) XIEIE,

3. M Certificate type ( IFHZEEY ) TR EED |, %% Trusted Certificates ({S{EANER ) .

4. B Import (8N ) |, EFHIEER CAUEP ( LA Basebd fRESIS ) , AAIS5EE Open ($IFF) .
EEAREBIESAZ Web BEIEYS(BIEBEFMEX.
5. Bk , AEERLAE. Java Control Panel ( Java #EHIHEIR ) 015X,
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1§ CAIEBSEA ActiveX SHFIEBEE

184S OpenSSL ST TERFAZEIRHEL (SHA) SIBIEREFIE. EIER OpenSSL TE 1.0x IESIRA , BATEK

IASEFE SHA, CAIEBWIKF Baseb4 4wA8HY PEM 18R, XESAE CAIEBI—RMITE,

EE CAIERENA ActiveX BIfSIERE

1. ¥JFF OpenSSL <&,

2. FRUTHSETERY FXRIEEERR CAEPR 8 FHEBIEL : openssl x509 -in (name of CA cert) -
noout -hash

RFpSER— M, fig0 , 205K CAERXHEZ ) cacert.pem , XA
openssl x509 -in cacert.pem -noout —-hash

RBELERMSELITF “431db322" RIS ST,
3. B CAXMHEGBABMENER  FEF EBEHRRm— "0 . g0, 431db322.0,
4. BEGZHN CAINEEHZIENERSR. il , C:\Documents and Settings\<user> directory,

BE Web REINFHBILIRE

iIDRAC Web REXIFLATES :

e IE (en-us)

EIE (fr)

BIE (de)

FEIEFIE (es)

BiE (ja)

o BRI (zh-cn)

%Aﬁbﬁiﬁ%qﬂﬂ’ﬂ ISO FRNRRFERAZIFNES TR, WTRUSZSHFIIES | BNRSBOEMAREA 1024 REESEEEME
BEo

iDRAC Web REISES AV ERE SFEALSIHES TR, iDRAC Web RERIFELIIAE ( WEHISEHE ) TJREEEIIMILEA

BN ERIIhREE . HittREASIFETESHEINA,

(D i%: BRI SESY T AR B i BARMIESHEE AR AR iDRAC Web FE,

SEFnEEE

{s5F3 iIDRAC BJLAEEHT iDRAC, BIOS FFEf&EN Lifecycle Controller s FRIIR SR ENS , Hian
o NEHEE (FC) R

R
BIERSIREIEFE
MO (NIC)

RAID $=HII28

FEIRIZE (PSU)

NVMe PCle &%
SAS/SATA FE#ZIRESE
REBFNIMNEBIERY SR E ST
OS 588

PSU B EFRIER /LS #hEdE , RIFIVRFRZRESHM PSU 8IS, A TERRIA PSU , £ PSU B EHEIEER
BERF LRYhETE TS IR iE.

TSR BRIEN L343 iDRAC, fEEHSTAE | S ERTRARE LRIEHRIZRIMRAFIEENBIRA. RIEE EHAIE
HEN , WEBR—FERER. frhemns | SNERRVINA, FERRENSISHNERSOMEBRHITIHER | LMEETR
RREHSISHIET. RAFRERENS ISETHITREEHH.
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o WNEREHIZE FIEAT SEKM &R , MIFEM SEKM RRA%EEZE93E SEKM IDRAC IRANG IDRAC EWARER/ARE=NIEEM. £
SEKM hRZASei#1T iIDRAC EWGFH/ BB,

o 7EEFH SEKM HYERT , PERC EH4BEIIGES.

EEEEHE  RREREMEE~EFNEEMRAFHERAE.

SRV EI S S S RIEE
e .exe — ETF Windows B9 Dell Update Package (DUP), Wi iiEaTHIFNEt BN IR 8E(FE L MYSSTE42ERY,
o .d9— H5 IDRAC FQ Lifecycle Controller —ZBIE14E

STFIREA . exe N | BREBRGHEFIBIR, YRERASTF A ITiZE S EFINEER Lifecycle Controller,

SIFYREA .49 lIE |, 1EwvinBE "EE" R.

(D|iE: TEFH4% IDRAC B |, 1&ATRER &I Lifecycle Controller HEAFR/RAIATRIBAR , EZfER NTP EE DRAC BffE, £E
& IDRAC RJE]ZA&l , Lifecycle HERE 3 BIOS A&,

ISR LUERLAT A A TE A B
o MNAHIRFEMEHLENFHZSHFHMGSER , BRINE—FpEE,
o EEZEFTP, TFTP, HTTP B HTTPS uhmekMEFERE ( EPEE Windows DUP FIHEMAIBRE ) .

A]{sEFE Dell Repository Manager B BENFEE. BXEZER | 15SR Dell Repository Manager ZHEH 1\ E 755, iIDRAC
AILURMHR S E 407 BIOS FEHZ [BRIERIR SR FEEFRIR BEH. FEETSSNMEEREMISNBTRS.
LtEINEETEHRA IDRAC Enterprise FRIIERYIER FRIF.
(D HTTP/HTTPS (XSRS TIIE,
o BEIIFERERHFBE N FHEET KBRS ohE &,
ESMEATES DRAC BT EMEO. THRUEMRT DRAC B, RiBFIHTSHHED. MSSESEEIIR Lifecycle
Controller BT ERARSI A S EHEH.

| 11: BRYESTHFRBIIIAR

.D9 g iDRAC DUP

L] x5 FELCEREHE X5 FELCEREE
BMCFW64.exe A |2 = = ER
EF

Racadm FWUpdate 2 e & AEFR
(18R )

Racadm Update (7 |2 = = =
hi )

iDRAC Ul 2 = = =
WSMan 2 = = =
TEIRIER S DUP & RNER =2 &
Redfish = ~ER = ER

TREM T KT EESE AN BN RS R EEHNENRENEE.

(D|i*: WBTEIMS R AS MNEEE , BV ATEeSSIRFFHET X &R | LU D AN EN RSB,

+=. 12: B R — ISA0AEH
izl s o ZIFEMER? ( "B | B — RREEENR |HH — RATEEHR | Lifecycle Controller

® s ) &2 h? SJU; — EESHE

ZHTER B B 5 S
BIERFEEFE B B 5 S
iDRAC 2 & 7 =
BIOS 2 = = =
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. 12: B SE# — SSROEM (4)

AR FREEEE? ( "B |8 — RRATESHE |HH — FRATEEHRE | Lifecycle Controller
F ) 7 h? %u; — BEEHR

RAD f2AIEE 2 £ = =

BOSS 2 = 2 =

NVDIMM & = 2 =

HiR = = = =

D|iE: WFENER , EEEFENERS. ITLREREWR , X 4.00.00.00 RESIRATISEZEEH  ZARANRSSNEES
=8

HAE 2 2 S =
NIC 2 = = b=
FERIS S 2 2 2 2
CPLD B = = =
| i#: CPLD B FHRSERE | IDRAC SEEHIED.

FC& = = = 2
NVMe PCle SSD IKzngg |2 = = =
SAS/SATA FE&ZIRN=E B = = B
OS Wrsess & B & a
CMC ( fiIF PowerEdge |& 2 = =
FX2 fR55e8L)

(D 3% MX FRNEXIFBIHIIHMES | HEEE .
= 13: BIFEH — MX PaZssan

BRI SIFEMER ? ( "B | B — RRTEEHR (N — RABEEMRE | Lifecycle Controller
% "|" ) &2 2 ieﬂu; — REEHR
HERR B B B B
BMERRRNEFE S B B B
iDRAC 2 B B* =
BIOS = = = =
RAID =28 = =z = =z
BOSS 2 = = =
NVDIMM B = = =
HiR = = = =
e = = S =
NIC 2 = = =
BIRISE S B = B
CPLD B = = =
FCE 2 2 = =
NVMe PCle SSD IEzhEE (2 ) ) a
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. 13: EFSEH — MX EERZEZIFAM (£)

BHE-RTR XIBEMER? ( "B | B — RRFEENR | A — ZRABEENR | Lifecycle Controller
=+ rE 2 & ? z_(;JU; — REEHRE

SAS/SATA WEE2IREES a = =z B

O e == a a B a

* RTEANEEETFHENERS  BLREHEE) DRAC FHERAEH. AIagER-RRT iDRAC BISFIEIIhEE.

LIEREEHN | ANCAUBIRAH AR EETRNRITRAE. JIEREEHR , FHRIEER L FEIMRA L LRI
g@?ﬁo SNERE=H IDRAC HEUEIRIRRAS , 15{ERT Dell Repository Manager (DRM) BISZTESIfF#EEHECE IDRAC LAUERIZFEEE
BEH.

{§F iDRAC Web REEIENE

1AL FE A R S h el BB ARG MR LS ( CIFS, NFS, HTTP B HTTP ) 17f4REEEk FTP B3mRSE .

EFERMEEEN

EFERBEMISEHA LEHEM 28 , EHESEEAME FRIIANRS IS,
(D |iE: BUFRT BB DUP IISTH-E R D SHAZSE,

B iDRAC Web RETEFTEREMEEEL :
1. HEEYHP > S RETET.
LR BB SR FATImE.
2. TEEFREIIRA | SRS EARAIESEE.
()| iE: ANFEEEEAM | FHRERBEHRE TR LREMIE, SEREFE DRAC LABTEM— M. ATkl
BEIRE FHEF IDRAC BOBTANSIE , —R— N3, XESZHE EEE iDRAC EH—NERF=E , ERKIMNREHIAL
300MB,

3. BENE , ARTREMMEEREIRES Y | AieRE L.
4. EHseafE | BEEMRFAERE S B8 E LHE] iDRAC BB REIRE.

SNREHHMESUHE BRI ERII LR , RRFIEER—MNSER T BiR , I FZEHME N HENEL, BHZEFTEER
B8, SETRANEEREES.

5. IEEREFBEM S HITIATEREZ—
o WTFAREENRFENSISHEIRG  [SRERE. Hla0, iDRAC B M.
o XMTHREINRGENS ISHIEHRG  BREREHENSISH TREMSISHEE.
o EELGHE4EH , BEREEH.
HERERE. REHEMSISESTRERSISHERN , $ERER vpdating Job Queue,
6. ERMEIPATINE , SREMEWAS. ERLREEEHEES M REG EHE R ERER M SR NEAEEEHEFTIRE.
Dfi: K EEEFREFNTE , USBT—RESEEHEMEE LRINESHEERL.

it MREEREEE GRS | SIS TEE:. ReeEid RACADM B URAFRILLIARE,

®
itz E R

1ZRILAYY IDRAC B ERIEF T RILWEERIIEMA . it IR B HAFIRTAE) | iDRAC SIEERSEN B , EMRIEN  Fi
FREREMAERNEN. BEmiEikSes LEE— AEN  EPEaBXRSH[LARMNESEEHEHAIEE.

FNIE(ER Dell Repository Manager (DRM) B 1ZAEREFNELE iDRAC LAERBLUEE S BV TR B, (FRREREMERELL
f&4=H) IDRAC AT FRRIEMAFORRZA | FHSEnE R IR MIE B,

®

i*: X DRM NEZ(EE |, 152158 www.dell.com/openmanagemanuals > Repository Manager,
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TTRIEEFHFE DRAC (RIARIFETIE,
RTLASEFS IDRAC Web FREIER RACADM 4l EahE4 E#T.

(D |iE: iR 1Pv6 BRI S FNEE S,

{5 Web REiYIBzNEIHE

E{HA Web REH BoEHFERT , iEHUTLATRE
DliF: nBELEZIR , WABHIZEHMEFELN TRITRISH. BaBELFHRIEL,
1. 1E£DRAC Web REF , ¥5ZF Maintenance ( 4 ) > System Update ( RAREFf ) > Automatic Update ( BHEIEH ) .
LEATIE &7~ Firmware Update ( [E{485r ) TTE.
2. B Automatic Update ( BEIEHT ) 1EIT=.
3. 1%1%E Enable Automatic Update ( EFREEIEHT ) 1EIR,
4. BEU MR e g e e AR EEN s | SRR ¢
o HRISEH — BEENEN  BFREHRSI1SRS:S.
o HRIEHHEHSISIRSEE — TEFEUENEERRGSH[ERSIS.
5. IEFEUME—ILUEEEHRMEINIE
e Network ( R4 ) — (FRSREMEEIEZ (CIFS, NFS. HTTP B HTTPS, TFTP ) FIERXH. BAREHZEANFME

S0

D)|iF: EEEMBHZIREN , BUAENBFBSREREGER | BRERESD SRR TR.
o FTP —{EFRE FTP WFRAIB R, WA FTP WimiiFmES.
o HTTP & HTTPS — RIFERIHRAERMFNED HTTP F1 HTTPS STHEH,
6. TRIZTELER b PHITHIERE | MANZIRE FTP IRE.
BEXZFERIMER |, 15518 IDRAC Online Help ( iDRAC BAMNEEED ) .
7. 7E Update Window Schedule ( EF&EOITL ) S5 | IEEEHEFHRIENTHARBMETHEE (8X. 8AxBBE—RX).
BXEFRIER | 218 IDRAC Online Help ( IDRAC BAHLESES ) .
8. BEitRIEH.
AL AZI B F—MTRIB L. ESIEVNE—NIAFRESHE | SeIE T R ERRREL,

{§EF RACADM itXIBzhEHd-EF#

B EMEEER  BERU TS
o ESREMEHEHR

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
o EEEBMEHEHIIRE :
racadm get lifecycleController.lcattributes.AutoUpdate

o EHRIEWEFTIRIFROFFIRRIEFOSRER -

racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time
< hh:mm> [-dom < 1 - 28,L,"*"> -wom <1-4,L,’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | 0O-disabled)>

flgn
o EfEf CIFs HEBEME

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —-f cat.xml -
time 14:30 -wom 1 -dow sun -rp 5 -a 1
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o Z(HM FTP BahEHEH :

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser -pp puser -

po 8080 -pt http -f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

o EEEIFIEMHERTL :

racadm AutoUpdateScheduler view
o EZHBMEHER

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
o EFRITHIFAER

racadm AutoUpdateScheduler clear

{§F RACADM EmgSEH

(M RACADM EFTREENY | 15EM update FaL. BXESER , I5SH IDRAC RACADM CLI 75H.H 1) https://

www.dell.com/idracmanuals,

=~
o MNITRE HTTP HZ= FEEEHH -

racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share
MITFE HTTPS = P

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

BEREHFEEERIRIRS | BERUTHS

racadm update -f catalog.xml -1 //192.168.1.1 -u test -p passwd --verifycatalog

BHEFER nyfile. xnl {EABRNHHIER FAEHEHEERTITEERNER , FHTIEREHSIS  BERUTSHS

racadm update -f “myfile.xml” -b “graceful” -1 //192.168.1.1 —-u test -p passwd

racadm update —-f “Catalog.xml” -t FTP -e 192.168.1.20/Repository/Catalog

{EF CMC Web R EEFIEF

AT LASER CMC Web RETEHTAAT 7] HERSS 8887 iDRAC [Ef4.
BEB(FF CMC Web SREEHT iDRAC [Ef4F :
1. BEFE CMC Web FmE,
2. %% iDRAC Settings (iDRAC i§E ) > Settings (8% ) > CMC,
fEEP£ 27 Deploy iDRAC ( &#BE iDRAC ) TUH.
3. Bifi Launch iDRAC ( [55f1 iIDRAC ) Web REIFH#117 iDRAC Firmware Update ( iDRAC [E{4&HT ) .

{£F DUP SBFhEI14+

{s5FE Dell EBFFIRMHE, (DUP) EFrEGZRY , iBFRIR
o TRFHBH IPMI FIZE RFIRTERF.
o WNRIBHESFIEIT Windows IBIERSE , BRAFESEN Windows Management Instrumentation (WMI) IRSS.

®

read/64, error -71 ZZEHURIRHER , DML,

EIEFA Catalog. xnl ERNBRARIER T FTP BT ERTIEERIET  BERUTHS

i*: 7 Linux #{sEF DUP SEARFERAEEHT iDRAC [EfRT , aNREFREHISHIE/R usb 5-2: device descriptor

RESERR
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o WMRRFLRIT ESX EERER , NXSTEIZITHI DUP X4 | IBHHRERLA TS ELE "usbarbitrator” BRSS : service

usbarbitrator stop

HUCERARR) DUP S4B SR, BEERTIENERS | HeIEMRARRERT , SREXMIER. BRI se B rHEFIREH
i, ARERIN T X EMSRHE. Flun , EEFA DUP : Network_Firmware_NDT09_WN64_21.60.5.EXE 0
Network_Firmware_8J1P7_WN64_21.60.27.50.EXE, XLt DUP ZIFAUIRE D=4,

o HA BEFHIRE , N NDT09 i,
e %H B 2 NDT09 F1 8J1P7 ¥R
e %8 C £{¥ 8J1P7 ISHIFNREE.

BEEEE—IHEMRE (RBHAA. B C PRIE— ) AIRSE. WRERER— DUP , NINGZEEYSAIN. £/ NDTO9
ABSEHAE A FIHE B PRIIRE. £/ 8J1P7 ABEHE B fI4H C PHViRE. BR  IRESHRIERAXAA DUP , NagEs
SHERT A B IRECIER D ER, XTESKN , ARTEMRNER | "WIREARLEFE" . EFELEFRIATRR
NG DUP RIRS=IHARREIRE ERITR N EER. BT, FER DUP STFE A FIH CiRE. PR RERNRE
PATERR. REMER  BINEBRREREA DUP,

ZE{FH DUP 857 iDRAC :

1. ETLENRERFZTE, DUP HEZERFZ LIETE.
2. i&17 DUP,
EEEER. EEEHRETEENEIERS.

(EITIE RACADM EHES

1. EEHSBMETEEI TFTP 8 FTP BRS58S , 5l , C:\downloads\firmimg.d9
2. =TLAT RACADM 5%

TFTP fR$5ES -

e {ffH fwupdate A< :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>

path
2 TFTP IR L1 firmimg. 49 BIRIE,
o fEF update B :

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP PRS3EE -
e (FF fwupdate 4p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —-f <ftpserver IP>
<ftpserver username> <ftpserver password> —-d <path>

path
B FTP RSB LS firming. 49 HIRIE,
o (FFH update 3% :

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXEZEE , 555 IDRAC RACADM CLI #53 , RIE : https://www.del.com/idracmanuals,

(5[ Lifecycle Controller i=fE RS HFTEY

BXfEM Lifecycle Controller — Ii2IRFZEFENLANS R, | 1BBIR) L /BEHEHIESm e RS EN THEE , M4l . https://

www.dell.com/idracmanuals,
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M iDRAC i CMC [Elf

1£ PowerEdge FX2/FX2s #1589 , BTLAM iDRAC g Chassis Management Controller LAR AT CMC B FIRS BHE= AR
B,

NAREHZA , SR

o I CMC FFIEiRSESHIE.

o T LCD ANEMRER—FKIER "EEEH" NHE.

o AT LCD BIMFEJRfER LED INMMER R REFHTHE.

o TEEIMIREF , VFBIRIERIR SR,

iﬁ;i‘%%%ﬁﬁﬁﬂﬁ%%&%ﬂz%ﬂ%ﬁﬁﬂE’\Jéﬂ{fF (40 10M B Programmable System-on-Chip (PSoC) ) BISEHT , ISFEHE MRIBEEFF
VRS LA,

i&E CMC L} iDRAC i CMC Elf%

£ PowerEdge FX2/FX2s #lf65 , TEM IDRAC B3 CMC MEHZAAEILGRT , iBAHITLATIRIE
1. 25 CMC Web RE

2. $Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
BERI<E7 Deploy iDRAC ( &% iDRAC ) TUH.

3. M Chassis Management at Server Mode ( JRSSESHEI FAEEIE ) ThEEES |, 1% Manage and Monitor ( EIEF1E
) |, ST Apply (RZF ) .

%8 iDRAC LIS CMC Bl

£ PowerEdge FX2/FX2s Hl#89 , 1B5%1E IDRAC IHTLATRE | SAIEHEM IDRAC B CMC REHZHAAIEH
1. $Z iDRAC Settings (iDRAC igE ) > Settings (i&& ) > CMC,

2. BT Chassis Management Controller Firmware Update ( {85 TRz 5SS B3R )
tF34% 27~ Chassis Management Controller Firmware Update Settings ( Chassis Management Controller E{4E#1ZE ) T
EO

3. X3F Allow CMC Updates Through OS and Lifecycle Controller ( S8IF@IS{EZRFH] Lifecycle Controller 5 CMC ) |, i&ik
% Enabled ( [5A ) LASFIM iDRAC &3 CMC Elf4,

4. 7E Current CMC Setting ( 2§fi CMC i&& ) T , TR Chassis Management at Server Mode ( [RSSZEEI FANFAEEIE ) 1%
IREE7x Manage and Monitor ( ETEFIMEN ) . &RILATE CMC i E ISR,

SEMEESHESEM

153%%%*[]%%&2%’9@% , EIEREMEHEL. XE—TURINAIIHEE. RS F—REHS | SHIEEI TRIRTE/RILER
BILARRARS.

{5 iDRAC Web REI B ER O MEEF

E(FF iIDRAC Web REEECIHEINIEIFIZE | i55EZ Maintenance ( 4P ) > Job Queue ( {EILPAFI ) . Job Queue ( {ENEBA
5l ) T"ES 87 Lifecycle Controller {ENVBAFIRENAPIRTS. BXIERNFERANEE | B2 iIDRAC Online Help ( IDRAC BXHES
Bi).

EpRAEAL |, FEEZAEAL |, FASERTE Delete ( HlBR ) . M/ETAEISRIFET | EPBIELIEM Lifecycle Controller YENEBAZIHREER, &
HLAE N—REHS I SHEAEMBRETEIEBAT, A BeMiR T EsMRSaEN , BB IFAEET7 FEHRZSAEL.,

VIREBIRSS AR IE IR BEMIBR(FL.

{{fF RACADM BEEHER M EEFh

E(HA RACADM BEDMERERT , 1B jobqueue Fipe. BXEEER , IB5E IDRAC RACADM CLI #5/ , WL : https://
www.dell.com/idracmanuals,
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&S EH

&ALAENZR iDRAC %, Lifecycle Controller Frszi58Y iDRAC B{HENEEEY , RBMELRIFERS —MNREHRIT T HHR. Fla0 , RE
TEE{EFH Lifecycle Controller GUI F+4% , f&RTLAfERS iDRAC Web REIEIREWY. EaLBIT—XRSGEHS | SHITS MREZEER]
;ﬁo

TEEBE IDRAC F] Lifecycle Controller EY4AY Dell 58 14 {X PowerEdge fR5588 L |, [B1iR iDRAC E4ARIGIENZR Lifecycle Controller [&
&,

BN ESRER . LRREEERMINAENZEEH. NREEFHEEINTMIEM , NaTseEERI AT TR RIRA.
B BRRA |, 1B Lifecycle Controller SRIGE EFHFHEREELELANRA.

SRR TR TEGRELR

T Lifecycle Controller BY iDRAC

BIOS

MIZ&HEEO& (NIC)

FBIRIRE (PSU)

RAID 15188

Bk

()| i%: FRESIZUER. IRENEREH CPLD HTEHELE,

EIREEZ AT, SRR

o 1ZA[EIR DRAC EHHY "RE" 1XR.

o BH "IRSSESEH" RPRHBI/ZMA Lifecycle Controller SRELRRR iDRAC LAFMYEEIEMBIZFAIEIL .
o MR NICEXRENHEZ LOM , BZEXELHE.

BRI LAERLA MRS RS EHRELRR 2 B AIhR A

e DRAC Web R

e CMC Web Rl ( &£ MX FELERTH )

e OME-Modular Web B\ ( £ MX FELEARTZIE)

e CMC RACADM CLI ( £ MX & ARSI )

iDRAC RACADM CLI
Lifecycle Controller GUI
Lifecycle Controller JTf2IRSS

(M iDRAC Web RELEZENS

ERIREREL |, BHITLATRE :
1. £ DRAC Web REF , ¥5ZF Maintenance ( 4 ) > System Update ( ZAEF{ ) > Rollback (B ) .
Rtillll;;ck (% ) TEBERUANEEREAHRNRS. B BEEREBE/IR. KRS, HaiLErIEARAFI] BEEE
RhRA.
2. EFE—HEZNEIELBIREIGANESE.
3. BETF&RE , B Install and Reboot ( ZHRHEHHSIS ) 5L Install Next Reboot ( TIREFSISHIRE ) . MIR(ULE
iDRAC , BRAEET Install (R4E) .
LRGFREHEMS|ISE FAEHSISHERN  BE R "[EEEHEUNT" B,
4. B Job Queue ( {EALBAFY ) .
IR B~ EIBATITRE | Eaf IS EF ISR S FRIEL B3,
QliE:
o HEEIRETH , BMEEEFILINE , BIRHELSTEREREINIT,

EUTBERTSERERER

o BSHEMELR DRAC LAWMIAIEIHHIIRS ESH=HIIIR | 2R B[EIR DRAC EHHIEESIR.

o EHEIREES— M RIEFHIIT.

o CDEFEETHNEMHEMCATETRE.

WNER Lifecycle Controller BERAZHANTFIRERT , FEEZI9 DRAC LMY RS HITEHELR , MFEFA Lifecycle
Controller R E~MENIESER.



{EF CMC Web R EEIREF

E{FFA CMC Web REELR :
1. EFE CMC Web FmE,
2. %% iDRAC Settings ( iDRAC i&E ) > Settings (i&& ) > CMC,
fERI= 27~ Deploy iDRAC ( #$& iDRAC ) TUH.
3. B Launch iDRAC ( J851 iDRAC ) 14T {8 IDRAC Web HREELZE W LA 80 REMARNISEEHER,

{£F RACADM [EL;REH4

1. {8 swinventory AStREBIFRZSH FQDD :
racadm swinventory
SIFENEEREF0IEE  Rollback Version ([ERMEA ) #/RA Available (BIF ). 5B4b, BicS FQDD,
2. ERLTRLEIRIREEY
racadm rollback <FQDD>

BXELZER , i85 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

{§F8 Lifecycle Controller BI;EE{4
BXER | B2A £m/BEHEHE B EE , MUl - https://www.dell.com/idracmanuals,

{5 Lifecycle Controller i=fEiRZ BIEEBE Y
BRIEE | [E50 LB S f RS IEN TSR , R4t : https://www.dell.com/idracmanuals,

k& iDRAC

i{I,DERAC TIFRMRERFE |, LRRAT51SH DRAC, EHAFLEMINREMEIRFEEELTNS|1SIEER | BHTLAITER
e DRAC 5|SIE2FSENZIRE 5 |1 SHMER.

o EFEERIASHIRB LED 8T LKA 172 FOAEZRANE,  ( LED 38R FHIRRF SRS SB/AUSHE |, T/ FTUIRS M
EED )

5| SIEFIELEfERIA) SD RIEHE.

{$5F Windows MERGERE SD R8N FAT 8T | SkE R Linux BMERFISENE UL EXT3 182X,

% firmimg.d9 £%Z SD k.

¥ SD RIENIRSSEE.

5|SEFSIEN SD & |, iLAMRAY LED IERTEERARERITRIAE | IEBY firmimg.d9 , EEFYRAE IDRAC , SAIBE#5|S IDRAC,

(EAEMRFSET RSN iDRAC

BT LA Dell Management Console B Dell OpenManage Essentials Zx#F1Mll iDRAC, &tBETLA{ER Dell Remote Access
Configuration Tool (DRACT) K&# iDRAC, EEFFEHFIIRE Active Directory, BRESER |, iBSRENANBFSE.,

iFiRSHREERENMH — SAHNSL

IRSSB/ECERCE X (SCP) RIFESANFISHIRSS FECE M.
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(D|i*: CE=EEEERRRITEHMS A SCP {15,

SRR ETRULFOMEHE ( CIFS, NFS, HTTP B HTTPS ) SAFISH. FR SCP , FalLUEFEHFSAESH BIOS, NIC ]
RAID NEHRFIES. EILUE SCP SAISHEAERINEE CIFS. NFS, HTTP Ef HTTPS MEHRE, LIS A ISH
iDRAC. BIOS. NIC #1 RAID FUEANELE G EE B WERBR—IIE IS H.

SR LUEEIEWIEEEITHY SCP TS SARSEH  SEREEER |, (BEASNARE.

BT GUI BEhSABSHERISIE L., aTE/EASTITTESEEFIIAE.

(DliF: BFEIHUEZENZE P i,
®
(DliF: HIESHAEHER (EATEN ) | T RBIESERI. HIfN , export_system_config.xml,

(D |i%: SCP LA PHEMBan R ENG eI BN AT R MElL. BE—ERFRET REBUHSUKEREIRIFEL | B8
SIZEEHEMRTIRE. HILERE  SCPAURREERMELFRAREIRE. BEFI ConfigResult £H |, LIFIR
HIFLENEEIRE.

SCP SE¥HERESZ M RGAHIER xml/json SUHFHUTEIERFEERE (0SD). WSt , IARILA—RMEPUTIVEIRIE | WIECEMFIEESE
SCP EFHFSHHFIS NG IDRAC FBFRY SSH AHEEA. JETERIFRAL 4 4> SSH A=A,
LA 2ER SCP I TRMFRFRPENLE

SH SCP 34

SCP S4EEHT OSD FrEtFraisIE .

YmiE/EH OSD Bl AEHUITSNERIE.

SRIG |, X OSD BIEH SCP HiESsH{TIRIIE.

SCP #3i&88H4T SCP {4 hisEM B BT IEEE .

SREENETE , ENBRERGEA.

(D) i: CIFs 1 NFS SSREEHURIERGNELH.

SCP Orchestrator JBIT IR ERFHVIREIFEREEE OSD |, SAEXT NFS/Share RIFTEHNRER AN RB— R IEEE.
LCL BEll#EE.

. BIOS 5|SERERANRE . SCP ELEBRATTHK.

0. 7£ 65535 #48% 0SD. 1 #ExposeDuration BIHSENIFEMNERE , RSB0 BEENINRIIRMERANR.

{iEF iDRAC Web RESNIRSAAECEECE ¥

SNRSERERE Y
1. HZERE > RSSSEEREREXN
VISR FE= i == 4 DTET
2. EERUTME—TEEN A
o FISNFFEARMIRENEEFRIEE 4.
o MBI CIFS 8 NFS HZ=h S NELE S,
e HTTP & HTTPS (/A HTTP/HTTPS 3{4&Ek , NSRS NE B4,

it B LN SENSEMVESANRSHREEX . BEERFEESANNIERRSSREEX M. fl, SN xml,

oo s aN =

© ® N

=

(D i%: IRIBERIERA | BOTUANREEIZER HTTP/HTTPS iR E, WEREYT HTTP/HTTPS BERIE , FEERIEBEE,
3. RS ANEEEITIHAYEH,
4. BEIRRMEE,
5. EERERKEFNELISES AT EER G XARIHIEEATE.
6. BAEEA.
{5 iDRAC Web REIS RS Gc Ak EaXF
SHIRS SR AR AN



1 RERE > RSSREREXY
BB R SS SE A B AR X T
2. EERHESH,
3. BERRI T TSR
o Aith BB AMIRENES L.
o RLEILELIZE CIFS 5 NFS 2= HRFRES M,
e HTTP & HTTPS fif HTTP/HTTPS X{H&EH) , HEENHRFEIA I,
@ iE: RIBAIERE |, BN NEIRES HTTP/HTTPS i85, SNREXS HTTP/HTTPS BEBAIE , AFEREIRE.

4. EFREFESHRENSMN.

5. RSN, LI/ ABANEDT :
o EE
o RS
o RESH

6. IEESHHHER.

7. EEEMSHIRE.

8. FRESH.

BIOS & &5k F2 Y25 SEE

UEFI Secure Boot 2—ILA |, BIHMRTE UEFI E{4FN UEFI #ER S (0S) RiZHIE T se BMIBIEARZ £, £ UEFI Secure Boot
o, PRSNGSRS EIE P TIOIEAIEIN |, AR RIFINEENETT. Secure Boot AIEREM , HES I SHNENEEF
RERESHIEE - FEaE. - RIIRERSRS | SINEER.

FE—aly REMHED (UEF) 1815 - — IR ISTERERM TN | b7 UEF HEHEN T Secure Boot, IHEARSMAN
Eégggf&ﬁﬁ%ﬂTEM’E%éﬁh‘%ﬁ%ﬁ@mtt%m?ﬁﬁﬁ’m’ﬁL‘,{{EHET;'TM’ETSEO B UEFI HISBAY—EF% , Secure Boot RE 75 |1S3ME
YT,

J2FRT , UEFI Secure Boot £HIEINERZ A UEF IZRIEIER , BB IRERHBARRIFESIET. B EEH Secure Boot
ZBENNE R R B RIRE IR EIRERS.

£ Dell 55 14 RFIE SR ARY PowerEdge fRSGZ85 L, BRI LUFERARRERIFRE ( RACADM, WSMAN, REDFISH, #1 LC-UI ) RIZFEkZE
H3 Secure Boot THEE,

AR AT

Secure Boot SRHETE PK FXBE—EIR | (BRIBEESNERAT KEK th, FEIREER T , FatiERsSFailaE4ErS R
PK XIRIAGFAIR, SB8=77 ( PINRERFRMHATIRERME ) HHP5 KEK PROAHLERMINATAR, XF—k , FafmBESE=
FRIERER ST db &% dox i INEkREEE.,

Secure Boot SREE(EFE db 1 dox RAXFAS | SIRESTHATT. AT FERNBESAILIHIT , BRRS db PRISREEISIEREX , T
FES dox PRYZIFEESIERER. FH db Bl dox FIRSHYHAZRER BT T/ PK B KEK &8, F#T PK Bl KEK RERIET
SEBIS TR PK &R,

+=. 14: TESASEHEI

REgEM TSRS AESZHNMET BE RIFIRKXICR
PK X.509 JEF ({RBR—IHH) DER |, cor —F
%K) .
2. .der
3. .crt
KEK X509 EH ({WPRZHHHIDER |1 cor 2
%)
NHRREE 2. .der
3. .crt
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& 14: AHESEASUHER (£2)

SRE&EMH AHESZRISHHER AHESZRISUtHT RA RFIRKICR
4, .pbk
DB #1 DBX X509 EH ({URTHHI DER |1 car 20N
&)
EFI & ( K% BIOS it &EFF |20 .der
SANMGRHE )
3. .crt
4., .efi

J?}J}i%ﬁ..t%éﬁ BIOS RETHIRFAZ LI LINARESISIREFRERE. BH_ERR BIOSIRE | FAFNBERIRETERATHIR
A% F2,

o ZANBRT , ZA%Z25|S  HEBLZ25|ISRIKRENINE, BEEELES|ISHKRE , BUWABAZRE5IS.

o ULB |SEIRENINE , CRARAEE Y NSNS SR ERSGIE. WRDSTHERMS. Rahiemrs. kit
ROM #05 | SINEEFHZ 2 M.

o EEIRSBEE FiSEAIREIIE R E M , WRFE Secure Boot IFBFAEXAY DB M EAKER, FEit , #4408 “Secure Boot
R BEEH "BEX .

¥ "Secure Boot FRHE" BLEA "BENX" I, ESWEIABR FEFTINEFAFREERIME (ST MEEIX R EIEFFIm
%) . ¥ "Secure Boot ZKEE" BLEAN "BENX" AFEHITENLATHERIE . &5, SH. SA. k. 23k, ES5MNEE
B, ERXERE , EaLIEE “Secure Boot ZREE" .

& "Secure Boot (RIR" EcEN "BEN" REA—LIEI , LASSIFE PK. KEK, DB #1 DBX LiBidfEMEaILA FAIS RS FEIIE
PEX : SH. SN Bk 2580k, EENLPEE. SULIBERERNATHEERERSFHHTIE S BRIV (PK/
KEK / DB/ DBX). BN EIOEISEEATHITSA. S, MRMIEERERHE. HZETERMEEA  MERANBRRTH
HRIECE. “=EMR 1 "eREE" EEENMERIRISETINRE. 2R 2Bk "BEX" REFRFEIERM
ERE, "£PEE" SER "WE" 5 "L IEREEXPRREIE B EGREE.

BIOS k&

BIOS REMREAIFENFEMEHFoNIRE BIOS, FERFRNEF BIOS , ANRIGNEHRIATARIARY BIOS , NS BRERER.
pEfS {8 RACADM 8251 BIOS #WEiHFE. EHITFEN BIOS RE , 15215 https://www.dell.com/idracmanuals 2T iDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM #p{THESEISE ) .
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fics iDRAC

BT iDRAC TJEEE iDRAC BiE. IRERFPLUNRIZEER  HITInEEIRES.

FEBCE IDRAC ZHI , IEHRIREECE iDRAC MEZIZBEFNZSHFAINILGES , FEESERZZEMTHILE, BX DRAC FREFRIFAIRITIEERY
EZEE , 5519 DRAC FaNIE TUHE LAY 23,

SR LAMERLAT AiABCE iDRAC :

e DRAC Web BRE

o RACADM

o TFEARSS (&£ Lifecycle Controller Remote Services fEFEE )

e |IPMITool ( i5&[5 Baseboard Management Controller EFEZMNERE/F B 155 )

ERLE IDRAC :
1. EREDRAC,
2. IBKE , BHNEIEE.

@l it AIREEECE IDRAC MERIRE |, 1B1E IDRAC IP SHR B TEPEER DRAC IRENFTER | ARRBIRILLLE,

EeEiAa) iDRAC RYFRME.,

ECERIERER.

NEVE  BERFAUE.

WEVE , BERXFMEATEIY (NTP),
#37Z] iDRAC LA MERIZIEBESE ¢

e IPMIEE RAC 81T

e IPMILAN E&R1T

e LAN L IPMI

e SSH

8. IRENFRFRIET.

9. AMIIFEREEBNRAY DRAC FBF.

10. ECEFN/S B FHMEFER. SNMP FERHEL IPMI 24,
N MEHE | REINE LIRS,

12. BREXBEERER.

13. MBWE , REEIIEH ST IEIIERE,

4. IEWE |, BtE vFlash SD K.

5. MBAKE , REFE—S|ISIRE.

16. AIEWE |, 1§ 0S 8B N IDRAC Hil,

£/

BZE DRAC (58
BEIRE

A e G

FIPS #&,

FEIRS

5 VNC ZFin SRR S ES
BCERIERE

EeERT XA NTP
REFE—5I58E

JEFEEZEA OS Z iDRAC Hil
SREGES

{s5F8 RACADM F2&B £ iDRAC

N o o N o
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ZRmRILUERENR S LR DRAC EcEIRE

EE iDRAC [5R-

AT ESE iDRAC IR A,

{EF Web REHES iDRAC (58

£ IDRAC Web SRES , #Z iDRAC Settings (iDRAC i8E ) > Overview (i) , LIBES DRAC IBXHILITER., BXEMH
SR , E&05 IDRAC Online Help ( iDRAC BXH#BED ) .

iDRAC ¥Hi(E2
RERRR

R AR

ES{EST%N

EHEHr

RAC B8]

IPMI R
ATRERISTESL
HEISTES

IPMI RS

iDRAC fRSZ1&ER

o KT

EEE

o K&

o MEMIERE ID

o MR ERE ID
LFIMERE

e DRAC MAC itk

o EEIHINIC EO

o DNS i#Z

XFi IPV4 iIRE

IPv4 B2

DHCP

BT P bk
LIRS
HBIRK

{5F3 DHCP 3XEX DNS fr5588ibit
HBTENE DNS IRSSE8
HAETEE A DNS IRSSE8

L4E0 IPv6 i8S

BH IPv6

BrifcE

A0 1P it

A0 1P X

HERRA bt

{8F DHCPv6 $£EX DNS
MBIENE DNS RSSEE
1B DNS fRS5EE
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{iFH RACADM &% iDRAC (§&

ZE(FHF RACADM ZEF& iDRAC {58 , 155158 IDRAC RACADM CLI #55 , ML : https://www.dell.com/idracmanuals Fr3Z2{HS
getsysinfo B get FapSIEHAEE.

(EraMLEiEE

{5F3 IDRAC iR B\ FITEFECE iDRAC MEZIREST , EHArTLAUEIT IDRAC Web HHE. RACADM, Lifecycle Controller, Dell Deployment
Toolkit 1 Server Administrator ( 5|SZEBERFST ) EHUIZE. BXTEMBIRZBENFMER  BSIENNEFSRR.

Z(5F IDRAC Web FRHEL RACADM EIMKRIRE |, BB BEENR.
(D|i: FERMBIRETEES ISR DRAC RISRIRLERZETH.

EF Web REEIMEZREH

E(BH DRAC MZIZE -
1. X iDRAC Web HRE S , % iDRAC iBE > FEIEM > M4 > NSRS,
VNN T = DT
2. IRIECHNEKIEEMBZIRE. ERIRE. IPv4, IPv6, IPMIF1/8; VLAN iREFEERMA.
WSREREERLEIZE FHBEIER NIC , M2 DRAC 1EE NIC ER(EAHE LOM (1. 2. 38,4 ) FEE iDRAC EFRNIC +1&
MZIHEERT , IDRAC SEE NIC BEERFEREH NIC, WIREEH NIC HENAZISEEE , M DRAC RHE LOM, NH=
{NEIC PIHEEIE A NIC BURBRTATR , TIMNEHE NIC YHAZIHE NIC gUBRT 9 30 72, #ReTLASEFE RACADM &% WSMan EEB IBRT
EXBFRINER , 15217 IDRAC HH1E55),
(D) |i%: 25R IDRAC IEAE(sER DHCP FEEMMAE IP ik , NITESEA NIC 8 IPv4 B DHCP J5 , 1% DHCP FR£JH4R A AI(E DHCP
RSSEEH A,

[EFA it RACADM (EXMLZ8 S

BERATAMERMEIIER , ERIZSS
racadm get iDRAC.Nic

Z(5F3 DHCP 3X15 1P ithllk , 1B TEAIGGSE NS DHCPEnable FEFILLIEE.
racadm set i1iDRAC.IPv4.DHCPEnable 1

AR BN BN E s SECERTRRAY LAN REEHY

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set 1iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set i1iDRAC.IPv4.DNS2 192.168.0.6
racadm set 1iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

®

i¥: A15R%% iDRAC.Nic.Enable 8 iDRAC.Nic.Enable iR& 79 0 , MIEMEF A DHCP |, iDRAC LAN tB&bFERIKRE.
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ficE IP pik

bBRT FAFIIEZSL |, 1518) iIDRAC BYfERLA MIAINA Rt E s iR et

o P EEpREIGIA) IDRAC RIZFimAY IP HEACEE. ERENERE IP it SIEEASEEHTR  ARAPEREEES (2P
YT ZSBER ) B9 IDRAC iiE), AT EMERIEREDISHIEE.

o MISE P MIERAEESERAMAY , NESMEILZIHETEAIR EHKERESR DRAC, MNREEREMEZIERIR , MR FIHEE
30 WEERER, MREERKIMSIAR , WNFIHEE 60 EBRXER.

®

iE: WINREERZS2HF 5 1 IPSBEl. A LAERS RACADM 7 Redfish B&/IRELLINRE.

géﬁgg HHPERABOREERTR | BIDREUSERSITEEEPICR. IBRFPMRINERE  KWARICRERER | FERIRT

HRBEE.

(D |iE: MRKRBEEF i P S RZAWIALL | D SSH EPIRSERLATER : ssh exchange identification:
Connection closed by remote host,

@®

iE: ANERE(ER Dell Deployment Toolkit (DTK) , BXRINRAUEEIEE I OpenManage B5E T EE/FF 755 , WAL : https://
www.dell.com/openmanagemanuals,

{§5F iDRAC Web REELE IP ik

EWRER "BEE" R TXEEE,

EELE IP ik

1. 7E iDRAC Web FREY , #Z iDRAC I8 EiEIEEMEMLZIS E S RMEZISE.
VNS AN = DT

2. BEEEMESE,
BEENS B MR S I mE.

3. {£F IP EhSEER IP SeElFMEESIsE 1P MEiRE.
BEXBEMIESZEE |, 158158 iIDRAC Oniine Help ( iDRAC BXHIESED ) .

4. BEEBEFLE,

BDSRALIEIRME — FIPS REEBUFIANASRAERN—EinE. FIPS RRETERME FIPS 140-2 1 RAVEK. BXFIPSHY
FE(5E , BSFIBT DRAC i FIPS FBFHERIFIATIE MX AR CMC,

(D|iF: FBE FIPS 858 , 45 iDRAC EZHZKIAIRE.,

{5/ RACADM g8 IP fiGik

EwinEE "TRE" NIRASEHITIXESE,
FRE IP %1% , {FH iDRAC. IPBlocking AHHILLT RACADM I35 :

e RangeEnable
e RangeAddr
e RangeMask

RangeMask BHIHEN IP HIEFN Rangeaddr BHEIHER. MNRERER , WATHENERIEKIGE DRAC. MIBESMY IP it
WERSSEGER.

(D)|3%: BLE IP ik IFSiA 5 1 IPSEEL
MRUTREARETS , BRELME

RangeMask & (<incoming-IP-address> ~ RangeAddr)

&
BRAUMEE

BADRA - 8
IP fiRY )
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LU RACADM #pS4 AL 192.168.0.57 LASMYFTE 1P bl :

racadm set i1iDRAC.IPBlocking.RangeEnable 1
racadm set i1DRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.255

EERIREIE—LAPT- MBS 1P ithak (FI4N , 192.168.0.212 £ 192.168.0.215 ) , NS EFIHIREARFMILAIMIFTENL -

racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212

racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.252
SEEEIERREFTIRE 252 , TiHIEE/ 1M1100b,
BXESEE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

hDLHIREE

"BRDARERE" oTFITFE IDRAC B FimB(ETIREIER , RS IERZeER. SR T ImEERAIERS TLS BRENS
— PR, XIS ETNEIT iDRAC Web 5RE. RACADM 1 WSMAN #pS${THREEE.

{£F3 iDRAC Web S EIECE i3 4H%RE

{{EF OpenSSL EBar SHRBMBEET WM F TR TS SELIMEIMER.

()i R BRTEER, EEEHIERZE  EHEREREIATAENSERIR :
e OpenSSL BB FRFEELANEFMRERGE.
o 'TEMSLE LISIE~EHFRARE  IIRFERERGTETHIIEX.,

(0| i%: 1EEFE TLS BRANSRKISE R , SHREERN 2SI Web UK

ERINEENEBFHE
1. 7EiDRAC Web FE , #Z iDRAC iZEIRSS Web [RS3EE.

2. BEAEXEBRFHIREN FHRERIBFHA.
LR BB B E X EEF BN,

3. FEEXEBRFHRFEY  IABRNFHE | AERHSERBFHEE.
(D|i*: BXEHEEHENESEE , B2 : www.openssl.org/docs/mant.0.2/man1/ciphers.htm,

4. EThmA.
REBENZEFHELRIEYF DRAC £1F. S5/15% , REBEFIFFFH DRAC £iF,

{£F RACADM Fig &3 H %

E(FF RACADM ELEZRIAER |, BFERUTHSZ

® racadm set idraC.webServer.customClpherString ALL: !DHE-RSA-AES256-GCM-SHA384: ! DHE-RSA-AES256-
GCM-SHA384

® racadm set idraC.webServer.customCipherString ALL:-DHE-RSA-CAMELLIA256-SHA

racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-AES256-
SHA256:+AES256-GCM-SHA384 : -DHE-RSA-CAMELLIA256-SHA

BXXEFIENES(SE |, 585 del.com/idracmanuals _EI2HY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM a3 {TRESETERM ) .

FIPS {23}

FIPS EXEBRAEISAA/RERITENNZ 28, MIRAS IDRAC 2.40.40.40 FHE |, iDRAC ST FIPS &,
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¥53E iDRAC 183RIBIETUAELISTS FIPS 12,

ZF5RY FIPS =208 FIPS JSIERYASE
EiBIT AN S TIOEROI AR FIPS SAE. FRTF55A FIPS FRABAORE) , FHAERFARRAHY IDRAC HBRINE. A%

iDRAC B FIPS MRS STHASIERZE |, 15558 NIST Web i A “Cryptographic Module Validation Program” (N2 RIS IR
FF ) TH.

SR FIPS &3\

[EF FIPS {RzUR148 iDRAC EigAHRARE. MREEMERE | SHINRSREENM (SCP) , ABEH FIPS 18
3\ , H{EES iDRAC [5H#&E SCP.

D |iF: MREEEFLRERFHR DRAC Bt , FIPS AL,

{EF Web RHEIEH FIPS 1R,

1. 7£IDRAC Web REF , SfnZE iDRAC Settings (iDRAC i&E ) > Connectivity (%% ) > Network ( {48 ) > Network
Settings ( fI4&i&E ) > Advanced Network Settings ( BRMIEIES ) .

2. TEFIPS &3 | EIERRHRERA.
(D|3%: [BA FIPS 2% DRAC g HZHAIRE.

3. RGeBRER | IRREHIAER., B OK (fE) .
iDRAC 7£ FIPS #Rz{hEFEsN. SEFEL 608 , AEREIMEEZE DRAC,

4, Z%EDRAC IZS(BIEP.

(D|5: BRiAmy SSLIFBTE FIPS R A,
(D|5%: K DRAC SR , 21 IPMI F] SNMP BRAESRZSSENG | ARSI53EE FIPS,
{5F RACADM [2H FIPS &}

{§8F8 RACADM CLI LT TSRS -

racadm set 1iDRAC.Security.FIPSMode <Enable>

Z=F FIPS 123\

FEEFA FIPS #R3 , BuwlE IDRAC EiR A BUAIRE.

BcEARSS

1EATLATE iDRAC EECEFIBRLITIRS !

FihEE A RACADM #[1 IDRAC IRE N FEFEELE ( NEHERS ) 7518 iDRAC BLE.

MRS 2 FEVFIAIR) IDRAC Web 5RiHl, SNREEERIZ Web R , MimfE RACADM tIS#HEEA. EFANE RACADM &
B F Web fRSSESFIITFE RACADM,

SEKM Fe& (FEAZPIHIRBSEBIRRLEIIE DRAC EEBR e ZPEIREINEE,

SSH BIIEE RACADM i8] iDRAC.

iEf2 RACADM TFEAIE) IDRAC,
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SNMP {{IE 1£ iDRAC H/EHXT SNMP &8 ( GET. GETNEXT 1 GETBULK 12(E ) 89573,
BIERIKERE BRLDXRFHEEFS.

EF
Redfish JEF8 Redfish RESTful API U374,
VNC R385 BREwaETH AT SSL N2 89 VNC IRSSES,

{EH Web REfcERS

B iIDRAC Web REBCERS :

1. 7EDRAC Web RE , ¥%Z iDRAC iHE > RS3.
BERIRSTTmE.

2. IEEFEER , AaBERA.
BEXBIRBHNSE | 15218 DRAC BHZE8),

@ i AEERRHIE L TR SR INRRIBIES IEIE. IERIERSE ISR EIRS.
FEEILAM “DRAC IE" TWHEECE SEKM, 25 iDRAC i8H > RS > SEKM fitE.
(D|i%: BFEE SEKM FIEMESIBIETIR | 15508 IDRAC BHIZH).

(QD|iE: SRt (N2 ) BEXANTEL SEKM [T, SERHEARTR. EEEHANESRFWIIER. AT, ZzREUA
SEKM EXAFERT , SERHELVERI.

%SESZ jg%Seoure fRSSEE L "EFIRIER" o FRAPREFERAYMER , fI80  BEMNBRER (CN) EZCHIABR ID (UID) AT, 3§
LA
a. {EFRIBMKFR
e TEIDRAC SSLUFRH , KIFARRFE (MIBBAEBMTE ) 285 KMS _EHIEHEF&EE. MRE(IARLE , 1
BIATRE "HEPE" FE , FHERESR4ERL SSLIFP | FEE KMS & BFHER HEF iDRAC,
b. {ERFEIBFHKFRY
o MFAPEZFAFHES DRAC SSLIFPEHE "AFRYE" FEMEITHL.
o MNRETNIAIE , NEEESEHES DRACKMS B (B, "HPE" 1 "Zm" ).
. %E-Eﬁiﬂﬁiiﬁ%’aéﬁﬁ}ﬂ% . BEHTHH—ENEEEEENNBRRESIFER |, LALEHEIER KMS BF

TE{EH Vormetric Data Security Manager {EJ9 KMS B , i5HB{R iDRAC SSL IEEHHNEAZFR (CN) FERSHINZI Vormetric Data
Security Manager B9FEANZ1BICES. BN , AT8EF RIS NIES.

iE:

© e X racadm sekm getstatus IRENKMAET , EFINZETVEER.

o WFEFIHIP TENAREFE  SEKM (CZHHEBR&AT. R ID siAR% T,

o NREFEASE=7 CA I IDRAC CSR IHTER , NRRE=7 CA SFEFIMIERFRAREFENE VID, NNREASZ
¥ AERBASIRMEIBRaFRNE.

o MREFEAZE "AFE" M "Bl FB , BHR KVS RS SRIXLEN,

(D) |i%: XF KeySecure HIRETRMRISES |

o GUE SSLIUFRiERA , WA ERBZARMFTERTESFPEIRRSS Y 1P bt

o P HBIEATERFILATAETL 1 P XXX XXX XXX,

{8 RACADM Et &hRSS

E(§F RACADM [SRIFIZEFRIRSS | 1B(EM set SFILATXSARRINISR
e iDRAC.LocalSecurity

e DRAC.LocalSecurity

e DRAC.SSH

e iDRAC.Webserver
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e DRAC.Racadm
e (DRAC.SNMP

BRIXLENEMNEZ(EE , BS5 iIDRAC RACADM CLI #5& , R3IL : https://www.dell.com/idracmanuals,

BRZXEE HTTPS &M

WNERATFEE0A iDRAC IEPEXELSARMAEN HTTP BaEERZE HTTPS BENIIIRERTERERN | ST LURIRIUTS
TNECE iDRAC : Z2AM http imO ( KA 80 ) EXEME https im[ ( ERIAS 443 ) . BABAT | BT ERRES. S EFHF
ZRE|DRAC LMELLIREAM. WMRZALINEE  SBF~—FKEHER.

SWBEE "ECE iDRAC" IRABEBAEA HTTPS ExEME.,
SR ZE R INEERT | 187 Lifecycle Controller HEM4HIER—N 54
EEE HTTP B HTTPS BEEM :

racadm set i1iDRAC.Webserver.HttpsRedirection Disabled
LFSF HTTP E HTTPS RIEER) :

racadm set 1iDRAC.Webserver.HttpsRedirection Enabled
BEHEE HTTP B HTTPS WEERAVAE :

racadm get 1DRAC.Webserver.HttpsRedirection

(M VNC ERinEEixiziRSEE

el LUERFMEFE, VNC ZFinR e R R AR EmiIEaniRes ( 4 DELL Wyse PocketCloud ) HUIZfERRSSEs, LR/
RS ESE1EIE1TRT , IDRAC EIRMERSoMETRL FAEHIARIXER. BHABRBMMRSAXESRSEEENIEFapEa;

SMS |, AiEEEEILHEE VNC BESMNAER. VNC 50 LUEERIIRS S ERRER S/ E1EER | FHRAT VIR S8
S MSENSARESS SRS T ERANGE . TE/EE) VNC BRI ET , SRS VNC JRSEZSEHELS iDRAC FEY VNC R
£EEIGE |, WIS, VNC i[OS, SSL INZFIEAHE. SaILAEA iDRAC Web FREIEL RACADM RELEIXHGE,

(D)|3%: VNC ThEeEEREFaIRIThAE , 7E IDRAC Enterprise IFalE-R#2{L,

EAILANIFZ VNC RS EE i (40 Real VNC 8, Dell Wyse PocketCloud FRRHERIIRN ) AR TRz,

AIERTEGE 2 1 VNC BFInRIE. B PMREGTRIEER,

MR VNC RIEER , WRBEEREMEIESIEMAREIIEH S BE = REENN R,

WMRSZEAISIING | U VNC BFimGEZSE RFB IEFIIE , HFELHHIT SSLIEF. & VNC ZFiHEF ( RFB 8% SSL ) 1972
B, WRB— VNC RUEGTENRE | siFRIUEHIEIELFFIFRE |, W VNC BFIRRTEGIRIESR, EEmiliREFS

E}E . \I/SZNC RSS2 ARIIEHAEHRARFEREUNE. 7 NC £F&RIEZE |, VNC IRESEEIRE EIIEHI SRR
( [BAE %ﬁﬁ ) o

©) iE:

o 351 VNC £iERT , MIREBE) RFB NUEIR | 1518 NC ZFIRIRBEXAN "BEE" | ARENEIISIE.

o HIDRAC NIC &b FHEAEKFHXAEENENRESRT , MEEZRSFEIIH, EXEBRINEA , NREEEN YNC ZF
I HATIHRIE . VNC 2IERTBER X, =Rt ( X7 iDRAC Web REBRSBE+ VNC RE=REFEEN
B)  AEEMET VNC &,

o MR VNC ZFiREO&/IMEGEE 60 ¥ , ZERWEOESKEA. BT VNC 21, BT VNC 21F. 1
RIB1E 60 WARSRAMN VNC ZFIREN |, BRARTLASRELHER.

{$EF iDRAC Web FREECE VNC IRSSE%

FRCE VNC IRSZ=RIRE |, IBHUTLATRE

1. 7E£iDRAC Web RE A , %% Configuration ( tE ) > Virtual Console ( EEIESIE ) .
B &7 Virtual Console ( EEHMEHIS ) TUE.
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2. 7E£ VNC Serve ( VNC fz5328 ) 3o , B VNC IRSE:  I5ERB. wAS |, FHEMAEMA SSL N,
BXEFRINEE. , 15205 iDRAC Online Help (iDRAC BXHEEE] ) «

3. BEMA.
VNC fRS5EREIERCE.

{F RACADM fic& VNC iRS585

EfeE VNC fRSZES | 1B set 39 F0 vNCserver FRINIER,
BXEZERE , 15215 IDRAC RACADM CLI #4537 , Rt : https://www.dell.com/idracmanuals,

12E% SSL INZAY VNC BE=E

TEFCE iDRAC Y VNC IRSSESIZERT , 215 SSL II%E EMERA |, MW/fER SSL FHEMN BfEFLAR VNC BERELETS
iDRAC VNC BRSSE8HY SSL INZEAYESR.

(D|i#: AB# VNG BFIHEEPER] SSL INELH.

EFeE SSL BN FEER

1. BB SSL BFELMES <localhost>:<localport number> FRJERE, 140 , 127.0.0.1:5930,

2. BRE SSL pRELUEES <iDRAC IP address>:<VNC server port Number>, 5%l , 192.168.0.120:5901,
3. [BEibER FBER.

EET SSL INZRYSELS iDRAC YNC BRSEEEEIER: | NG VNC EEESSEEE AN ( SRR IP il ) FiAtmEOS
(127.0.0.1: < AHERASE > )

IZE A SSL INZERY VNC BE=E

—RRIERT , FrERSTEnEmE T (RFB) BY VNC ARSI VNC IRFSE3ECER iDRAC IP HBltFNiRO SR VNC iR
4228, WIERELE IDRAC HAY VNC BRSBZEEISEBRTES SSL INZNETR , MBTLA TRIELUERESI VNC BESE ¢

£ VNC 538 XHEIEF , /£ VNC PR3338 =ERhi iDRAC IP #EltFNiR O S,
T8 <iDRAC IP address:VNC port number>
5Ig0 , FNER IDRAC IP iR 192.168.0.120 , i VNC ig[O5-2 5901, MEAN 192.168.0.120:5901,

EeERERETRRE

(AT R E S E RABIRENR LCD 7 LED iR,

STFHERFNER RS ES | BFFEEAIRIEIRT A
e | CD BIEHMFNZS: ID LED
e LED BIEIMRFIZRS ID LED

SWFIEIRSEE | RSEaER EREZRS% D LED A , BRI EXHEEA LCD,

ftE LCD 88

ERLESERAN LCD RIER LiREMNERECGAZRE (520 DRAC BFR. 1P ) SiFPENIIFERTE,

{5 Web 5{EEIE LCD 18

EREIRSZEE LCD BIERES

1. 1£ IDRAC Web FRES , #Z Configuration ( itE ) > System Settings ( ZHZE ) > Hardware Settings ( f@#{4igsH ) >
Front Panel configuration ( BIEREIS ) .

2. 7£ LCD Settings ( LCD i ) 885> , M Set Home Message (IRBTFEHEE ) ThERb | EFE TSR — !
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o [RBIRE (BIN)
o BFFIRES

e DRAC MAC it
o DRAC IPv4 Hitit

o DRAC IPv6 1tttk

o ZRRINHE

o NERE

o RFHIES

o EHIEZ

e AFENX

e I

WNERIEISERE User Defined ( FAFEN ) | IBEXAEFHAEHEE.
WNERIEISESE None ( 5 ) |, MIASTEIRSSES LCD RIEIR L ExEREHE.

3. EBREMEHEES (A% ) . NREE  WARSSES LAY Live Front Panel Feed ( BIEIRECAHMER ) B0 F1 LCD RS TS
FEIIEHIBSIER SR virtual console session active ( EIUIEHIESIEED ) BE.

4, BERMA.
fR%588 LCD RIEREREENTEREHA.

{5 RACADM Eg& LCD &8

ERCERSSES LCD BIEMRER , #F system. LCD HHRINISR,
BXEZERE , 15215 IDRAC RACADM CLI #537 , Rt : https://www.dell.com/idracmanuals,

{fF iDRAC 1R B 2 HiE~FElE LCD %8

ERIERSSEE LCD BIEIRER

1. 1£IDRAC IRBLFBFEFET , #Z Front Panel Security ( BIERZESME ) .
AT S R iDRAC Settings.Front Panel Security ( iDRAC @ BRIERZESM ) «

2. SRR IRIZHE.
3. IBELTEIm :
o XIBIEHRATAIR)
e LCDBHE=fEH
o ZRSHREE. MEBRERESNEIRET
4. BRsEZREIEHIETET.
EXZ21EMPEE , 15507 IDRAC Settings Utility Online Help ( iDRAC & &2 FATRRFERESE ) .
5. {fkxEE Back (/5B ) . Finish (586% ) fl Yes (&) .

ACER% ID LED 28

FRRIRSRE  BEXERS LEREEER D LED Ak,

{EF Web REECERS ID LED 28

ECE RS ID LED B ¢
1. £ DRAC Web REF , #Z Configuration ( ig& ) > System Settings ( ZHI®E ) > Hardware Settings ( TE{iEEH ) >
Front Panel configuration ( BUEtRECE ) . 7 System ID LED Settings ( 5% ID LED i&8 ) TA.
2. 7E System ID LED Settings ( &% ID LED i&8 ) Xige , SR\ TMERETLAS AR LED (UM :
o [AKRK
o [NMEFF
o [ANRFT 1 KiERT
o [NNRFT 1 FEfERT
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o NI 1 BiERY

3. BEMA.
BIEMR LAY LED (AR ECE TSRk,

(s RACADM EgEZ% ID LED 128

ERERS IDLED , {#FH setled @d.
BXESEE |, 58158 IDRAC RACADM CLI #5537 , RIHE : https://www.dell.com/idracmanuals,

BeEAYXFI NTP

IEATLAEEFRM SRS EY (NTP) M3E BIOS BENLERSERTIBE iDRAC EACERTXFREL iDRAC AA.
WRE AR ENRA AR BT X NTP IR E.

{F iDRAC Web FRHEECERIXFI NTP

Z (A IDRAC Web FREECERXHINTP , IBHATLATERE

1. %5%| iDRAC Settings (iDRAC i®E ) > Settings (i®E ) > Time zone and NTP Settings ( FIXHI NTPiRE ) .
FEEP &7~ Time zone and NTP ( B X#1 NTP ) TUA,

2. ERERKX , iBM Time Zone ( X ) THISREFIEFFAFINNX , AFERE Apply ( KA ) .

3. EECENTP, BB NTP, JA NTP fRSSesitlt , 2A/S8E Apply (RZAR) .
BXREFRINER , 15218 IDRAC Online Help (IDRAC BXHVAESES ) «

{£F RACADM g ERIXFA NTP

BREEMXFINTP , 15#MH set #5<#0] iDRAC. Time ] 1DRAC.NTPConfigGroup HFAIRIER,
BXEZEE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

(D)|iE: IDRAC SEHEHSASAE) ( AH0ATE) ) . FHit , il IDRAC FIEHEEIERIIX |, LUSERBRESIER. NSRS
X, WFRZEAEEHIH DRAC LEBEXE , AEREEHMENE.

IZBB—5ISREH

LI T—IRE 1S BB EMNS ISIREE—5 158 E. IREREEZENMEERS ISERZIRE . E8/E/ BIOS
HNE—515i8E , BRIBRM IDRAC Web FREIEM BIOS 5|SIRFEX.
LS E—S |1 Sg BB AT :

o IFESIS

PXE

BIOS & &

AHEERER/ FEABEINR

Z5tth CD/DVD

TEEIREES

EIERE

EE#L CD/DVD/ISO

A SD &

Lifecycle Controller

BIOS 5| SEEes

UEFI IREIEE

UEFI HTTP

i*:

©
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e BIOSiZE& (F2). Lifecycle Controller (F10) # BIOS Boot Manager (F11) AREIZBIESIKAS |1 SiEEE.
e DRAC Web REHHIE—5|SIRBIRERBERS BIOS 51218 E.

(£ Web REIZEF—5I1S8H

EfH iDRAC Web RENREFE 515185
1. %5Z Configuration ( it& ) > System Settings ( Z#i&H ) > Hardware Settings ( f#{#iZ% ) > First Boot Device ( —

BISigH) .
27 First Boot Device ( $§—5|Si8% ) TUH.

2. WTAEBIRFIEERENE—5I1SIRE , IS8T Apply (R ) .
RO NI N EH TIREEHS | SHRESIS.

3. BETN—IRSISHMNATEIRESIS—IX | i5i%E Boot Once ( 518—iX) . LL/E  REGM BIOS 3|1SIAFHAIE—5ISRES]
=1

=~Jo
BXZEMPTESER |, 1557 IDRAC Online Help ( iDRAC BXALESED ) .

{EF RACADM i EF—5IGiRHF

o HEGEFE—5|518%% . (£ iDRAC.ServerBoot.FirstBootDevice Y&,
o ENIRFEHA—IXE|& , M iDRAC. ServerBoot .BootOnce XI5,

BRIXUEWEMEZ(EE | B2 IDRAC RACADM CLI #5& , ®1LE : https://www.dell.com/idracmanuals,

(EHEMIERSIRESE—SI1SiRE

RSB HS | SIRFHITS IS 2T | SR EEIIEH A B AR PEERSEMNIESENBMEERHITEIS. 5I8—RF 8EF—
3|55 TAE LR 95 FRFINETEIRE SIS,

EFAEIEFIAIRESE S ISIRE |, BHUTIATRE

1. [EEIEIESE.

2. EEPIEHEEESEF , M Next Boot ( MRS5S ) KHEFPIEEMENRBIENESISRE.

B LXeEERRR

BEWSERFERINRERTHEERS | ST LAGER iDRAC SRR R SR E &,
@ iF: % Server Administrator FIEESZ{SE. , 15215 OpenManage £2&/55 , ML : https://www.dell.com/openmanagemanuals,

FHRFMNES Windows BIERF 5 A EFLLINRE,

QiE:
o IHINAETE Linux RFEEFIER.
o WINEEM FEARIERE M.

EFskEEHE oS 7 iDRAC Hil

EEBMEF & (NDC) BErR AL EMR LAY LAN (LOM) i&EBAIRSSES+ |, IEa]LUSH OS &l iDRAC Ei@ThRE. ItIhREaETHE
LOM., &R NIC 8 USB NIC £ iDRAC FIFHIRER S 2 ER RN AT RIES. ItWIHEEMEHA iDRAC Enterprise IFAIEAMER T
E’%U

(i)|i%: IDRAC Service Module (iSM) 12t TEZHITIRE , AT EIERMERFAEEE DRAC. BXREZER | iIB5H www.del.com/
idracservicemodule _E32AY iDRAC Service Module User's Guide ( iDRAC Service Module FEF$ERET )

BT NC B , B LUEENRIERFRENGEES | A8 iDRAC Web R, EBF7IRRSEFAER NIC Bt

Chassis Management Controller ¥4,

&R NIC it = LOM Z BN IR REFTEEIEEIR EHRFRSTE iDRAC,

96 ficE& iDRAC


https://www.dell.com/idracmanuals
https://www.dell.com/openmanagemanuals
https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module
https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

EILIEBS AT AR ERLEE

e DRAC Web R

e RACADM & WSMan ( [GIR{ERFINE )
o DRACIRENHER (THRIERSIAE )

ANERIEIT iIDRAC Web REEN T MEBHE , NHREDERF 10 #4882 OS E) iDRAC HiE.

WNERIEIEIT RACADM, WSMan 8% Redfish (F RGBS ESELE X RECEIRS ST | FENRNXAFFHIINEZRERETH , WEwRE
%5 15 #EFE OS 3l iDRAC EiEINREEIRE OS E4 IP ik,

1E/EF OS | iDRAC il Al , iBHR(R :

e DRAC EEENFERAER NIC Bt =& ( B NIC SRS EEIFEA LOM ),

FHBRIER G IDRAC A FRE—FRFIRE— VLAN &,

BECEFIRIERS 1P Bk,

BLETIHEERKRZE DRAC HiBINEEHE.

1CEEEENR.

ES Rt ThEERT

o TEHEENT , BERIHIRIERSD 1P HBiE,

o ELAENF , BRIRMHENIRIERFAIERT 1P Hilt, RS LOM LTFESIHRE . NEHASE— LOM 89 IP Hbit,
WRETABRIERSZ DRAC HIEIBINREEZINAEATIE |, B MBI TIRE -

e DRAC LFY NIC EBUSE IFRERS,

o E/D—LOM TFEIRE.

(D |i%: SEFBBRIARY IP il HAER USB NIC 32O IP #BIESKAE IDRAC BREHL OS IP MBAFRFERRI— ML 7. 305 IP btk 5 =+
HR S A ML EMEOR 1P Hetibhss | MUASIEXKIL, 1P Hbtit,

iE: WNERFE USB M-RACTEERMASAIEIR TS5 IDRAC BRSSHRIR |, U IDRAC RSSHEIREIE USB WK IP HlEEE XA
169.254.0.1,

®

(D)|i%: i&4Df8EH 169.254.0.3 F1 169.254.0.4 IP ik, XLE |P MhHHE L(EF A/A EBLRRT , M FAIEMR_EAY USB NIC S C1{RERHY.

(D|iE: BRI NIC HRARY , AIREFIAEY LOM BB EHARSS 2RISR DRAC, 25 , RILAER IDRAC USB NIC NEHARSS SHRIER
k@i IDRAC EH NIC £4MEERIZEIA1E) iDRAC,

. A £

F15 0S Z) iDRAC ELiEINELHy =
TRIBH T SZHAEIEA LOM L OS &) iDRAC BEIiBINEERIRRIFIER.
. 15: iBiF{EFH LOM LI OS 3 iDRAC B — ZiSmE

£S5 ]| HliEr £
NDC Broadcom e 5720 QP rNDC 1G BASE-T
Intel e x520/i350 QP rNDC 1G BASE-T

WERY LOM 3745 OS F iDRAC EiEIIEE.

32§5 USB NIC RHR(ERSR

245 USB NIC RUIRMER RIS -

Server 2012 R2 Foundation Edition

Server 2012 R2 Essentials Edition

Server 2012 R2 Standard Edition

Server 2012 R2 Datacenter Edition

Server 2012 for Embedded Systems ( Base f17s SP1HJ R2 )
Server 2016 Essentials Edition

Server 2016 Standard Edition

Server 2016 Datacenter Edition

RHEL 7.3
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RHEL 6.9
SLES 12 SP2
ESXi 6.0 U3
vSphere 2016
XenServer 7.1

XTF Linux BERS |, IBECEENIRIERS LI USB NIC EZE N DHCP , AfGHBEH USB NIC,
XJTF vSphere , WAZEE VIB XA, SARESA USB NIC,

(D) %: BFE Linux BERSEL XenServer H1f§ USB NIC BLE DHCP , {ES 1R IE RS SRR 3Th.

% VIB Xf¥

XJF vSphere BMERS , FEISA USB NIC ZAI , RIS VIB 314,
B VIB XM, IBHUTLATERE

1. {sEF Win-SCP ¥ VIB SU4EHIEI ESX-i EHURERSFR /trp/ XL,
2. B3| ESXi fRAFHEFIEITLAT < ¢

esxcli software vib 1insta -v /tm 1DRAC USB NIC-1.0.0- X .V1ib --no-sig-chec
14 f ib i 11 /tmp/ 1 i B 1.0.0-799733X03 ib i g-check
Bt

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

3. EH5ISIRSEE.
4. 7 ESXi R HNEITLAT @S @ esxcfg-vmknic -1,
IS E2R usb0 ££H.

R Web REIISHDZEHA OS %l iDRAC HiE

EEF Web REEA OS E iDRAC B |, isHUTLATRIE

1. %% iDRACIRE > &EE > 4% > 0S Zl iDRAC Ei&.
Lt 2~ OS F iDRAC BT,

2. BRSEZNERA.
3. NEEEEEL TR
e LOM — DRAC 5FHURERFZ BRI ERSZE DRAC BEiEHHZCDIEIY LOM 8 NDC #37,
e USB NIC — iDRAC 5FHURERAZ BRIERAZE DRAC BEFHZCBIIAER USB BLLE L,
()| iE: NREHEBEXIREN LOM , BEHREHUTIATERE :
o IRVEZRSH IDRAC FR—FMA
o BMBKIZEPAY NIC EFIZE N LOM

4. WREHZM LOM B FEE TIRSES | NIRMERS P tht=EIS SR,
(D|3%: WNSREE IDRAC LA VAN , I LOM ES@SRAETH EEE T VLAN #REHAEHRE LOM X TE.
©) iE:
o IEEBEIREN LOM B , TR BRI ENENURIERFSE] DRAC,
o HAMTEMIR T EREREININEEN LOM HiE.

5. YNSRi%ERE USB NIC fENEIEECE | NI USB NIC £ IP 3tihk,

i{(ﬁﬁi 1ii9.254.1.1e EEINEFROA 1P ElE, (BR , WNRIE 1P it SENRFEAW SRR ORY 1P ithbhse , MeinE
IP o
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6.
7.

DI 169.254.0.3 ] 169.254.0.4 XA/ 1P thrtik, (X4b 1P bt 27EGEFE A/A BB4aRT , AT RimEiR LAY USB NIC i [{REE
E’\Jo

®

i UNERENE IPVE |, MIBRIAMELES fde1:53ba:e9a0:det::1, HIEREE |, Al{E idrac.0S-BMC.UsbNicULA 1B A&tk itt, 40
5 USB NIC EAFEE IPve , NIeTLUBITISEHIIERA " REZERTE

BTN,
BEMXMEERELMCE P 2E7E , LIRESTEHE DRAC MIENIRMERGEZAEIHHE.

{#8F§ RACADM B2 OS %l iDRAC Hi

E(fif RACADM JEFEEZEFE OS 2l iDRAC Eil , {#F iDRAC.0S-BMC AFAIRISR.
BXEZER , B85 IDRAC BHEEAFFE , ML : https://www.dell.com/idracmanuals,

{EF iDRAC i B2 Fi=FIE A ZEA OS % iDRAC Hi

E(FF iDRAC IRB .\ AEFEAEZER 0S 3| iDRAC Bl |, IBHTLATERE -

1.

2,

7£ DRAC IRB L FERY , BEIBENR.
X R/~ iDRAC & BiB(SHPRIT@E.
BEELATME—EILAS A OS £ iDRAC Bl :
e LOM — DRAC S5FHURIERF BRI ERSZE DRAC BEiEHHZEDEIY LOM B NDC 37,
e USB NIC — iDRAC 5ZHIEMFRAZ BRIRIERAZ DRAC EBHEHECEITAER USB L2,
()| iE: NREHEBEXIREN LOM , BEHREHUTIATRE
o RVEZRSH DRAC M FR—FMA
o BMKIZEDPAYNIC ERIZE N LOM

ZEFILIIRE | BIREFCHA.
®|i$: REERS: "BFRRZE DRAC EB" THEERT , A HEIEE LOM BN, BN , ZEEERAKE.

SNSRI LOM (ENEBRE | FEMEREMEERIRSSE  WRNRIERSHY IPv4 ithit,
(DliF: tsEHSa LOM B FER TIRS S . NHRERS 1P il ERIS 2R,

SNERIEHEE USB NIC {FAEIBECE , WA USB NIC Y IP Bk,

ZHAER 169.254.1.1, B , WRI IP it SEN R F e A bmEaEtZORY 1P #bibhss |, MASERIL (P #Bit, B2
169.254.0.3 1 169.254.0.4 IXFEA™ IP bilk, XL P #BUHREFER A/A BBYIRT , A FEIER_EAY USB NIC imO{REERY.

@ 3% UNERENE IPVE |, MIBRIAMELES fde1:53ba:e9a0:det::1, HIEREE , Al{E idrac.0S-BMC.UsbNicULA i& B A&t ittt, 4
R USBNIC EAREE IPve , IITJLUBITISHBILER S " RERE

WRBEFIR. SRR,
ZFREERSRE.

SRAVIE

TR TETESSERNETEE,
+&. 16: EFERABNEHRE

BFRER IEH KA RESE

{s5F8 Active Directory FIERE R a5 CAIMES A% CSR FMIERIMANMIZRENE R
SHA-2 IF Rt T§,

KHEE, Active Directory FIFRGSEEE | @ FAFSES o FPIED - SR RUNRTIRM

ol T e T caEs R SRR S EEE ERPERS

HAET 64 (I4RABRIS
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F+®.16: BT SRIEBRGEHREB (&)

BRAER IEHE RAGE

e TJ{F CAIES - IWIEBH CA k.
SHA-2 IEBF 235,

Active Directory FAP& S aJ{s CAIFH I CA filvk,
SHA-2 IF Rt §F,
KHRPER SSLiEH 4Rk CSR FHMEIE CA SREER

(D|i%: IDRAC MHHERARIBER SSL
ARSSERIE. IDRAC Web fRSSEE.
REAUA T ERAD R S FRILIE
.

SHA-2 IF B 5375,

SSL BRSSEHIEP

iDRAC B1&— Web IRS328 , iZIRSARECE NEMRTUANE SSL 2l , LUBIMEERINZEE. =T SSL INZEmLAREA
REFERI, SSL ETIETRINERAMRZ | iz AT EEFintIARS 8 ERESISIIEAIINZRIERS | LABGLEERES EE507.

B SSL IRG T LT RIINESS -
o [HEF SSL NEFIHRIGIEES
o RN RFEINZANERE

(D) |iE: W2 SSL MR ED 256 (ELESIAR 168 fENEH , NISHIEIIHIME (JVM. IcedTea ) RIS RFFME AT fEF R %<
Unlimited Strength Java Cryptography Extension Policy Files LAFi#F4 iDRAC &4 ( g0 vConsole ) FATFILRABINIZ. BRELESR
BESHAHER | 1ESIH Java BUIRAESIH,

ZHAIBERT , IDRAC Web RSZEEEH Dell BEBHUME— SSL H=EE. EalLUBERA SSLIFRBFRAABIAIRAE (CA) 21
. INEMEEEESATIGARTHEWELR | aiEEEinENREEEE. REFEMEERSINE. 80, Thwate F1
VeriSign 198 CA, EZsh3REN CA BEFIEPAVRE | iBFERENASEEIET iDRAC Web RS RACADM REAERMIERERIBFXK
(CSR) , SARRFEAERLAY CSR 124145 CA (%0 VeriSign B Thawte ) , CA BILLEIR CA gmhia] CA, W CA B2 SSLIERE , BH
_HEZ iDRAC,

XIFETRLEERIEA DRAC |, 1% IDRAC HY SSLIEBUMA SRR BFIEX. —BEMIL F%2A SSUIERE | STFINIGE
BILAISIA] IDRAC MiAS BaEHEs,

AL HEBENEZIEBLIRE SSLIER , MARKBRTEIANESZIEBHITIHINEE. BITE—  EENEZIIRENTEE
L, FRBENXSZIEEAYETA DRAC ERE=EE. MRASHFEARENX SSLIEPRIBER T LEBEXERIER | NIBENX SSL
AR ER— A EEER B EREN S RZITEHH SSLIFH, S THEEN SIS ( TEASE ) . Sl
NENEENEZILEE. BREEXERZIEPE , DRAC BESERHBEMEMFIEES SSLIEE. NREHFEMR—IBEEZIE
B, MAIRFEZ DRAC FIEE T EubZ RIS (E(E. B4 SSLIEBEFEZHAEEMIA EET—X , FTHARERTE
E—X ($XIERLEF] DRAC L ARMIRNXIZSE ) .

HERGIEBEERIBEK (CSR) B, IDRAC Web fRS58% SSLIERSHFESTFR (*) (FABBRIRRAMNAMEIERD. HIa0 *.ga.com &
*.company.qa.com, IXFRIBECFTIET. WNSRTE DRAC LISMERGEBECRF CSR , A LEXGE R RIBR MEEFT SSLIERHAZ
iDRAC EAEIZIEH | FEFTA iDRAC BREIZSTHFAINIERAVEE. EASHFHBEFPERAIZSIFNMRREZES] IDRAC Web HH
RY , IDRAC 1SR EINISERAVEIE. TEEHEERRT , IDRAC BREIEERZ iRk EE.

ERFAERERIE:

CSR ZEIAIEHIAE (CA) $23ZRY SSL IRSZFIEPRIEFIERK. SSL RSP ERSEEFinteBSERS /IS NI SRS ENE

IERIE,

CA 7212l CSR [RLHAFNIIE CSR FEEBRIER. MRHBARS CA NREIRE  CA SR HHFERAY SSL RSZIETS , L6
BARIBRSSEES Management Station EIZATHINIEERREESZ SSL IEERT , IZIER I HE—HRRERIBEARIIRS .

CA #ititE CSR Filik SSL fRSZ2RIETR /T , IZIEPBAI_E&E] IDRAC, FITAERK CSR ( fZHEFE iIDRAC Bl L ) RUEEWIRS SSL ARSS =8
IERhESRERIE , AMZERYIUET iDRAC BIEAY CSR M.
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{5F Web SREI%ERE CSR

HERGHT CSR ¢
(D |iE: B CSR BEEEFHIFHERYEILARIAY CSR #iE. CSR hAYEEWIRILES SSL fRSZEMERHAIES. B, DRAC
AEEZZIER.
1. 7E IDRAC Web FREF , 4% iDRAC i&E > BRSS > Web [E5388 > SSLIEH | ERERIEPERIER (CSR) , ARBET—H.
B ERER— M HEPEZERTME.
2. BMAEA CSR BHRYE.
BXEZER | B2 IDRAC BHI#EA),

3. BE4ERL.
IERTIGAERLETRY CSR, BEIRFEIETRL,

{§iFl RACADM 4R CSR

B(FHF RACADM 45% CSR , 1B set apSLAK iDRAC.Security HPEITS , SARER sslcsrgen apS4ERE CSR,
BXELZER , i555 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

iEH Bzl

z;; iDRA:g o | B B EMIAL AT A B AZ NS T Web FRSS SSEERAOED, ERIIIANT , TV Web PR SSTPISHES
HEED,
Ol
o FBEIMIME—TUFIINEE | FE Datacenter IFAJIE,
o LTIRSETPESIEEMAI NDES (RSB EMRES ) .
TFRIFBEIEMERESE -
o FEF/EF
e SCEP R53E8 URL
o FETIG
(D] BEXLSHNESEE |, {55 DRAC BHIZS,
TR EEEARIRT RS -
TS — B ET MR, THAS S a BIEN S7EnE.
I — B E MR RENhEAR.
HiR — NDES RS E8HI )RR,
Fo — BRIME,

it: ERIEREHEME . Web lRBIEEHEE  FESITHTENE Web RiE.

®
L EARSRHIED

%ERK CSR Ja , EALUGERRY SSL ARSS=RIET LG IDRAC ElfY. iIDRAC RRERIRLANAIIES. IDRAC RS2 X509, Base 64 %7
TOHY Web JRSZERIER. SHA-2 IEBHZTH.

EigHAE , iDRAC TE/LAHARRIA,

{8 Web R _EFIRSS=[IED

3 SSL IRSSEIES -
1. 7EIDRAC Web REH , 2% iDRAC Settings (iDRAC i&& ) > Connectivity ( &% ) > SSL > SSL certificate ( SSLiiE

$ ) |, %&8F Upload Server Certificate ( L{EIRSSZZIEP ) FEd Next ( T—4) .
1557 Certificate Upload (iEH_E3 ) TT@E.
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2. 7E File Path ( 3248812 ) T , B2 Browse (¥ ) FH%E#%E Management Station EHSIES,

3. BARRA.
SSL IRSS=EPBES EHE DRAC,

4. BeBr—5RHER , BEXXEUAIEFEEEIR DRAC, RIEEE , B Reset iDRAC ( Eif iDRAC ) T Reset iDRAC Later
(ffSEig iDRAC) ,
iDRAC 5 EIRHESMNBIFER., DRAC EiRHESTE LD AT A,

®| i¥: WIREEIR IDRAC A BENIFEFTIETR, IDRAC EigZRl . MEIFPLTENIRE.

{EF RACADM _L#IRSSEEiEH

B % SSL RSB ESIER |, 15 sslcertview e, BXESEE , B8 IDRAC RACADM CLI #5737 , Mkt : https://

www.dell.com/idracmanuals,

NSREEATTFFATHAY IDRAC SMBAERL T CSR , MFEIE _E2EF] iDRAC :
1. 8 CSR RIEERIARIR CA, CAREE CSR. CSRIEENBIIESR.
2. {EFEIRFE racadm sslkeyupload fpd EEFAH.

3. {EFRITFE racadm sslcertupload GpiERERIEH _EEZ iDRAC,
MHGERBM EEE DRAC, BRETR—REHR  BXKEFIR DRAC,
4, j=f7racadm racreset RS ERIE IDRAC,
iDRAC BLEIRHMNAFNER. FigiAE , iDRAC /L2 HAARTA.
(D)|3%: 1B/REIR IDRAC ZHERIFFNED, 7E IDRAC FiRZHT , MG SRS TR,

SEIRSRIED

SR LAEE ZRITE IDRAC HfEFERY SSL ARSSFIES.

(£ Web REEEIRSSHIED

£ IDRAC Web REH , #Z iDRAC iR HE > IRSZ > Web JR5328 > SSLIFH. SSL REEREINZBR AR SSL ARSZSSIE
:Bo

(A RACADM B2 EREZRIEH

EEE SSLIREFIEF |, 15FEF sslcertview @<,
BXES(EE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

LHEEXERIER

S P BENSZIEBEEE SSLIEP. SHA-2 IEHBhSETH,

(£ Web Rl EHBAEXZRIED

B iDRAC Web FRHE_EHBEMNEZIUES ¢

1. #5Z% iDRAC Settings (iDRAC iZE ) > Connectivity (%% ) > SSL,
AT E7~ SSL TUH.

2. T:T: Custom SSL Certificate Signing Certificate ( HiEENX SSLiIEBERIEF ) , 558 Upload Signing Certificate ( H{EER
JILEI:;?‘J%?._E— Upload Custom SSL Certificate Signing Certificate ( 3B E N SSLIEBEEIEE ) M.

3. B Choose File (E#E#EX ) FHEREEN SSLIERSZIER 4.
RFFRHEREMERE #12 (PKCS #12) BRET.

4. WISIEBZEBFRF | 1B7E PKCS#12 Password ( PKCS#12 B8 ) FERPMAE,

5. BAERIA.
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Pt E2E] DRAC,

6. BLRBT—KMHEE , EREIAHAYSER DRAC, 1RIEEE , 8 Reset iDRAC ( Eif iDRAC ) Hf Reset iDRAC Later
(#HIBEig iDRAC) ,
% iDRAC [FA BRI FEFFaEE. iDRAC EiRHESE) Lo AATTH,

®| i1 JREIG IDRAC A BERIFISMES. DRAC HEZRT , VBT ENRS.

{§5F RACADM EZBENX SSLiIEBERIED

B(FEF RACADM FEHBEEN SSLIUFBERZIUEP |, i5{FH sslcertupload ;s , REEF racreset fpSLAEIR iIDRAC,
BXES(EE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

THBEENX SSLIEBERIES

EETLASER] IDRAC Web FRiEIER RACADM T BEENXERIES.

THEEXERIED

E(#F iDRAC Web RE FEBEENEZIUES :

1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E# ) > SSL,
AT S SSL T,

2. {E Custom SSL Certificate Signing Certificate ( HTENX SSLIFREFZIEF ) T , i%#F Download Custom SSL Certificate
Signing Certificate ( TE{EENX SSL UFPERUEH ) FESE Next ( T—F ) .
HWRSEr—FEHER | BRI UEEEN SRR REFEIMENS.

{5 RACADM THHAEX SSL IEFBERIEH

ETRHEEN SSLIFBEZIUEP |, 5 sslcertdownload Fapd. BXES(ER , 588 IDRAC RACADM CLI #5535 , WAL :

https://www.dell.com/idracmanuals,

HIEEBEENX SSLIFBERIER

TRIERTLASERS iIDRAC Web FREIE, RACADM MIBRIIBRIBE N EZIET.

{E/ iDRAC Web RHMIFFEEXERIEP

EfEF iDRAC Web REMIREENERZIUES :

1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E# ) > SSL,
ItEATiE S~ SSL Tam.

2. 7E Custom SSL Certificate Signing Certificate ( BEX SSLIFREZUEHE ) T , 1% Delete Custom SSL Certificate
Signing Certificate ( filfREENX SSLIFHEZUEP ) FHETE Next (T—£) .

3. BB —&KHHEE , BEXREIASEEEIR DRAC, 1RIEEE |, B Reset iDRAC ( ZEiR iDRAC ) B Reset iDRAC Later
(/= iDRAC) .
Hig DRAC Zfg . BeEMMNBERIESR.

{EF RACADM HIFFEEX SSL IEBERIEH

(& RACADM MIBRBEEN SSLUFREZIUEH |, 15 sslcertdelete Fapd, REEMA racreset @S EIR IDRAC,
BXEZEE , 1B2% IDRAC RACADM CLI #57 , L : https://www.dell.com/idracmanuals,
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{5 RACADM Eg&Z 1" iDRAC

185 RACADM BILABCE— M Z N EEHEREAY DRAC, ZEEEFEELA D FOXIR ID EiANEE DRAC B , RACADM SIRIERER
FRSERIEE ofg BB, BXHESNEMD DRAC , LAREHERNA R SGHTERE.
©) i*:

o MENHESERTIFERSENER. XUEEEARAFXNSRE THTAR.

o /MDHEIESMHESIE—N IDRAC B8 , BIHNEEZS IP il , SIS BUIHE BB A BEIESHES N FIEAE IDRAC,

AR {E&Bh RACADM (FER AR BEE {4 (SCP) BLE %/ iDRAC, SCP 4G SHHREEE. B LUFERNSIE T HE
NBFRESRMA BIOS, iDRAC, RADFINIC UEE. BXEEER | B8R XML ETE7EART , ML : https://

www.dell.com/manuals,
EFAEENABECES IDRAC :
1. FERUTHSEEEARRERENAIBRIDRAC

racadm get -f <file name>.xml -t xml -c iDRAC.Embedded.l
ZAnSEK IDRAC BCEF MBS 4.
(D|3%: M get -t 15 DRAC BB EEMEIHEAMFNTIE RACADM RETZHiE,
(D|iE: ERMRE 2 EFES.
get S BNA (BIEBFRRSIEE ) PERERMEH EnEFNFEEERE.

2. FERMARERENRENY (MRFE).
() |iE: BN EREER X AGRIERR MBI . RACADM RFIRERAER ASCI XADHTES. (HABIURIFER ST otrasH

BERRIAR RACADM ¥iERE,

3. EBE#RIDRAC EFERLTaHRSERIRE :

racadm set -f <file name>.xml -t xml

XBEEINEEIEAM DRAC, ERILAER set FaSBRAFMEREIRES Server Administrator @45,
4, {FBL Tar<$EIRB#RIDRAC : racadm racreset

SFIBRLMERENRS LAY iDRAC REIZE

EAT L ZAIFRLUEID A RACADM B, iDRAC iIREAFITEFFEN DRAC BLEIRE. BR , S LIEEXLEREIRE. BHTIE
-
1. 7£iDRAC Web REF , 2% iDRAC Settings (iDRAC i&& ) > Services ( fR53 ) > Local Configurations ( S ) .
2. EERLUTRIZ —5/E
e Disable the iDRAC Local Configuration using iDRAC Settings ( {if iDRAC i&E%XF iDRAC FithficE ) — 7€ iDRACI8RE

NAREFPERLRLMENRERE.
e Disable the iDRAC Local Configuration using RACADM ( {§f] RACADM %2R iDRAC FithFeE ) — 7EANih RACADM Fzk

BipELMEN R EIRE.
3. BAEMA.
(0| i%: tSRIBEIEEER |, 1B5T AR Server Administrator 5 IPMITool $14F iDRAC BR&, B2 , SETLAMER LAN Lk IPMI,
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{EF OAuth 2.0 BIZIRIZIN

BERIRENINEE , P EEEH ST LUERESMRIRSSZRIREAT OAuth 2.0 JSON Web <Sh& (JWT) i738) iDRAC AP, —HE OAuth
JWT AR . AP SEEHIERAILAEREEA DRAC AP, XIFLHIEERFBMEBHATIER AP,

@l iE: LWIIRE(NER T IR OIFANE. SFEEBECE DRAC EECERFIPRZ BEEALLINEE.

iDRAC SHFECERZ 2 MENRSES. BEEEXKAFISEUTENIRSSIFHES.
B — txR IDRAC LHUSINIRSSBEAIFFTER.

ToEE URL — fRS3EE1EESHY OpenlD Connect 3¥& URL,

HTTPS if¥ — iDRAC R BT SiREHRBEENIRS = H.

B&EIH — BIRSSE WK IR E XY,

BE&MAE — EAURSSMUANSEPERIA S F/FE.

STFEAHECE

o TEECERINARSSRRAT , IDRAC ETERFEIR DRAC BEEXIRINARSS sRIEL ML IR,
e UNR IDRAC TEBDENRIIRSSRE | BCERAN  FAERMEERERICHE | BE=IHiAE) iDRAC AP BRI,
T BE&EE !

o DRAC AFEESEMURSHFTIRE  MECBAREEL TRATAIRFREEHTRE. JIHTHLEER , DRAC BEES
BIRNAHERS | FAEITLUERERIRINIRS SREIMEIERZRIER FIIESHE,
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B55 iDRAC fIZERAER

ERILAEE DRAC fIRERFANETINGAIEM. BAFEHRIREMN, ERSETINR. FHERE. NWERREUNREEMEZILA
RE. WFDRRSES  GERILIEE Flex ltaimiEH Bttt ((VERF MX TS ) .

E 2N

BEESERFETIRAEN
FE R IRE:

BERGRREM

BEERSEER

WS CPU, fFFDE N BB AT RET SR
TRIRS 2R

GPU ( IiERES ) B
SBERFFESSATEM
BEHLRELE
BEFHIRIERS Lo BRIz O

5F3 RACADM BEE T HIRIER S _ErT BRIMLE RO
BEE FlexAddress ZE-RYLAER:
BEERKRLE IDRAC £1F

=z 4 s—s=yes
BEEERAGETINRTIEE
FEBS IDRAC Web RERY , B RAMERET IS EZERAIOSTRRI DRAC (NEASE , FSEIERIE  FIMEET

fEER , IRREEHES (WFTHEKRHE. ER. EEEE. EFMNEREN. FIFEKARmER LED LIREIR DRACE ) .

EFORARERH , BRERS > 8IS > BHE. BAISE/: System Summary ( RARKE ) TTH. BXESEE | 15515 IDRAC
Online Help ( iIDRAC BX#1#581 ) .

TSIRTILAMER DRAC IREAFIRRFEEEARZARERER. EXIX—R |, iI5/ DRAC RELFEFTERERRRE. MIISER
iDRAC Settings System Summary ( iDRAC IBBRAHE ) TWE. BXESER , 55 IDRAC Settings Utility Online Help ( IDRAC
REAFEFEIESE ) .

BB R~ IRER

iDRAC HFfY "&F=iRER" INEEFEEBEE SRS EEXNSMEN. XEEENRE. #ME. RSZENER.

(D)|i%: IDRAC Y "B ERER" ZLLTF OpenManage Server Administrator FRf “"Z37F=1R&" INgE. B2 , HMEXR N TREPHIA
MABHER | LULeHREEFNE=HIE.

BRE "SrEIRER | B TIATRE

1. 1£ DRAC REY , ¥EEE > BRI,

2. BAERRIMBENGER | LIRNEOAER FARELRE HEEEEMInELE.

3. MANRSEEFNABIEXER  ARRERNA.

4. BEEE "ErRINRE | BRERFFAES > > FERE.

SERAR RS

(BT B X BRSO IEHEAISE., BHITIIRME , 7E DRAC Web R , BRERS > WEEMN, 5XH
ERNEHIIEE , 15518 DRAC BYIZE.

EHRIREMES BRERREHLUTIRAHIER
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iDRAC

RAID $&Hl88

=zhi)

CPU

DIMM

HDD

db*&

RO~ ( SERREVFIERAR )

IR

SDE

BRI (PSU)

X5

HEHEIE HBA

USB

NVMe PCle SSD i&%&
EEREMER D BRA T AREIE R A

BIOS

Lifecycle Controller

iDRAC

BERRIREFRE

32 [ZHER

% CPLD

PERC f=lI28

=21

A

=2h

NIC

SerEiE

ﬁb*}i

A

PCle SSD

iE:
o R FEEMNBETEEHMRANRS 4 ME=DHHRAEEER. Ha0 , REHARAZ FLVDLO6 , NEW SR SHEER
DLO6,

o {3 Redfish FEWEIRARIRBMAET | (XX STFHRIRAVAHEThABEER.

(D) |i%: £ Dell PowerEdge FX2/FX2s fg5588 £ , IDRAC GUI FREE7RAY CMC MRANEIAR B LIRES CMC GUI REERASRRAARRE. i,
AR RR—hRA,

HIGEIR T MR A S EEAIRAR | BREEEFETENS | SRERSEREM (CSIOR) EMLAEEHS | SIKERS
%ilagm%ﬁ\%’F ERIDRAC , RAESMERFZRRBEMIIEEEFAEE. FEEUREERIA b o480 H , BEAUIRS
LEEAYR E

()| 3%: CSIOR MEBUEZAE R FERBH.

D|iE: PUTIRSSBEE AT , FERIER AN AR E EXAIEM BT A S ER RIS AR R,
BHESHTEEHEREMA XML SR SHFHRERISENE.

BEERZEER

THRRTRTFENSERAMNETRR
. mm-h@%$§%WCWBWEWTﬁWmﬁmeL%mm%%,
C*ERE%%%EE@@%%%MNBN,ﬁ%mmm%ﬁ&%ﬁﬂ%,

o RB ({RNERTHZRIAENRSSR ) - BREXTRENBRIER | BEKETRIETNEEEMEERNETIZE.
e CPU - [ERZERSGH CPU FUEPIRTAIRE. BEREIERSBaET TSI,

©
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o AF - BRFERFHEEANGERXRFER (DMM) IR PIRTFIIRES.
o B - BHEXNBHER.
o HREH ({(NEATNEAMNELIRSES ) - BRHXTRREENBRIFIRNSHES.
i mMBRGHRE—NBERE , NBBREETRRE SR,
o TIRBEINENTR - IR TFPIED SD &R ( vFlash FOPIEBIY SD &5k (IDSDM) ) BIER.
o MNREF IDSDM 4 , MERRLAT IDSDM {EREEEIRE — IDSDM AR, IDSDM SD1, IDSDM SD2, RS , (N8
5% IDSDM SD1,
o WRHBRFFHEL iDRAC EHiRfE , IDSDM TTREHISTFEFPIRZ | IDSDM SDERBESRSEBA KR 28R,
o WNER/SF IDSDM JTsRE IDSDM HEEMAN SD & , HEEAP— SD RAPRESZE , MB— N RIVRESEN. SFESE
51 RS A BEIRE IDSDM 4 SD RZERITTRME. RETTRMERE , IDSDM 4 SD RAPKSEPS T REL.
o TEEERIBELURE IDSDM R4 SD RZ BT RMERT , BT IDSDM {ERkesEXE , AtASER IDSDM K.
(D |iE: MRENFRGHE IDSOM ERZ(FHARERS|S | IDRAC BARER IDSOM (58, ERRRIART , {SEIRERE IDSDM
HEEIR iDRAC,
o 7t IDSDM ke , EESHRIFEIRIAT SD RINRFASEHHE (SEL) A2EE | IRIERIEHRIFA SD = BIHTEHER

g EEER.
(D|iE: = IDRAC EMHM 3.30.30.30 ZRIRIRRASEHTHT , IDRAC TEREEAFIAME | LUE IDSDM IRERRIE Server Administrator
S EETERET,

o BE - RUEKTREMAOEENAFSIEE ((NERTHZRIRSS ) HER. EERISRSIETRNRSRIRSRE M TR
EENTEREEER.
o H[E - RSN RGAN ERBEERERIPASHIEEL.
‘gfﬂ%ﬁi\ﬁ KFUF3 IDRAC Web FREFI RACADM BEEERERERIIER. BXAE Web RE LETHEMRIER | ESIH IDRAC &1
3

D) i#: BTN ETRRS - EMAEREEIIE.

. 17: {8 Web SEF1 RACADM KIfERESR

BEEERBEER {5 Web RE {i5F RACADM

it &R > RFSTIRR > Bith {#F getsensorinfo B,
XN FEIRRE  BERLAGER
Qj\tem. Power.Supply ApSHl get F
GRS
BXEZER 155 IDRAC RACADM
CLI #57 , ML : https://www.dell.com/
idracmanuals,

Fan IXFRIR > > RRESITIRR > RS

CPU IXFRIR > RFEIEITINR > CPU

LE2 IXFRIR > RRISTIRR > BEF

(=N TR > RRSTKR > BA

HIRIRE > T > BiFRSE

BIBRRINE MR IXEER > RRSITIRR > AIBHNEN R

BE féﬁﬁ > RRIETIOR > BiR/ER > iR

FBIE giﬂi > RFRISTIRR > BiE/Eih > B

sl CPU., PITEFISE N Sa AR IR AV (EREER

55 144X, Dell PowerEdge R385 | Intel ME SIFEFRMTHE (I (CUPS) AUTHEE, CUPS THRERTSEATISIIZRZAY CPU, WIFFFD 170
FRBERUARRFERFIEZERENR. Intel ME fSiFH5 (00B) 8l , HEASSHA CPU &R, Intel ME BB RSt CUPS {&/%:8 |,
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BEEELA "CUPS j5fr" RUFZZURMITE. WEM 170 RIRFIAZHAYE. DRAC INEARFFIFEERAY CUPS 1541 , il CPU, &
#0170 RYBESFIFAZRISEL.

(D) |iE: CUPS THREfELA T ARS3 88 EASESTHF
e PowerEdge R240

e PowerEdge R240xd

e PowerEdge R340

e PowerEdge R6415

e PowerEdge R7415

e PowerEdge R7425

e PowerEdge T140

CPU IS HEEBEZAERSMITEES (RMC), EifiXL RMC PRIEIRLBRERARRRIFIAEER, XL RMC HiERTRE
LR LEEHPESMRARFIRIFIBR (ERIARIREEHBIM DRAC I, NmETH/MEIR R ORI BT
=) .

Intel {E/RAERMHATMRES AN ERS BN E 2R RSE. FILFRE ERMEEIER TN TEMIERS , AERACEL

REFEES N EMENEETT,

BRRURESE |, IRSSEE L ITFEES STSNEREE.

IUNEFF RS HEIE

e CPU FIFE — $13381 CPU Y RMC HUEIRHTER S | LURMMRSRTFARONERFIER, WA BRETUTENRE
FIRT RN FIEESIASAORT 8, B7 TP EE— N RMC #A,

o AFFIEZE - RMC BHES I NEBESNEEH LA ERENRERE. X RMC RERRNIRGEERK LFrEREEE
NETRERE. EHEENERNFEHROAE | MIEREAAE. DRAC BR—OERA—XRITEE: , Bt , ESHEMRERS
TE (%0 Linux B top ) FFERIIRFRIFAERTRE— , thAJREA—2. iDRAC B HINF Tl BREE = LIERERE N
WEZER TR,

e /0 FJAZE —PCl Express Root Complex FHIE/MRIHROBE— RMC , LANIE MRS OFNERERE HEE N PCl Express ik
2. BREXL RMC FREIELANEN KA EEHIIFTE PCl Express E&HY PCI Express iftE. XERFR I/0 wEafBERE
5=,

o ZEZK CUPS I8HF - CUPS IBIREIRIEB N RAR RV ENNRE RS , BIYRE CPU. WEFH 170 BtnmitEEH. 7%
EHBAT RS ETEREHROMR. CUPS IBinE RSB LTRITERRENRE. Eit , IREZFZEFREBM CUPS 18R
B WiZzZRFELoTBETEINTERBENRETEEIR. BERRBERERL . &S CUPS ISIREM(E. i CUPS ISTMERIBIRS
B FEAEAETERRRE  AWZRSSETEABKGI LIEREHE TR TIERERENEEER  HETREFERESLE
%EEI;J&%E ARG IEENSUEPOFR AL TEREEN | LUREEIRT O T ERENESRME , NRHEESEEEHO

BRAE.

(D)|iE: CPU. M7 I/0 FIRRIEIRE — D T —RERE. Bt , MREXISR- R EARIIEE | XEIEERTRERIE.

ElIRTFERRIEREERMIER R BE.

WEAZEIF BRIERREHE S REREEEM | 5L IPMI. SEL 1 SNMP fakt, BRMABRT | (GREEEHrSC 2, afEl
o IPMI OB BiZiRE.

FrEsfIsREsE

o UEMIMREEIRAT TR ERIUR.

o WEEEREERDLISEMNFENRENIR.

o BRIIRMDARF R RS EUE,

{EF Web REMEN CPU. AIFHISA SRR EGEISIR

7T iIDRAC Web SREIAPUSI CPU, FITFHD I/0 1RERAVMEREIETR |, 1B5EZE System ( &t ) > Performance ( &) .
o ZRFAMHEES - EEIFNEISRER CPU, EH 170 FIFARIEIRMIRSSR CUPS iRl LS 154,
o RFIEHEHBEUEES
o 12t CPU. WTF. 10 FIBERLURRSZHK CUPS IEHMIAITEIR. MNRENARARE KT  NEFREENMET 0% BIK L.
o gﬁjl«liiﬁﬁﬁ%@%ﬂ’ﬂmﬁﬁﬂﬁﬁ54"—.50 EAT: Reset Historical Peak ( EiRGPIEE ) . FWER "WE" SURAREERIE
o MEEEIBIRESS -
o BRIKSHIHANER
o BREIEEZEEMRRRRERS. SUMEERSERESIRTERERE.

BXETETRRIEMRIER |, 1ES1¥ IDRAC Online Help (IDRAC BXHLEEE] ) .
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{EF RACADM 5Eilll CPU. AIFHIME NSRRI EEETEIR

{#F SystemPerfStatistics FapS il CPU, AN I/0 HRIRATMREIEIR. BXESIER | 15515 IDRAC RACADM CLI 757 , W
ik : https://www.dell.com/idracmanuals,

FRBRSS =

iDRAC 12{HARS 2844 (40 CPU, P97FF0 170 ) B MEREIEIIZRS .
fRSSE84K% 51 CUPS 25 |l FiC REUER T HNIRS B 2RI EFE RS TR, INRIRSEEERE AR BB ( LA/
HEN ) BERZLFIABRNBEXRETIEERE | WEHEIREATHIRSSS.
LEINEE(RIERE CUPS IHAEERY Intel SEE L3748, & CUPS ThEEHY AMD F0 Intel SEEARSTIFILINGE.
©) i*:
o IWINREEEEE Datacenter FE]IE,
o EFNTARSHEESHNEE  BEEERIIRHHMENETE DRAC EEERIRIISEL,
EEESRENSH  ESNEERE > BRRIRE.
RIEU TS EIRERIRSESEM
o TRIRSEEFRE (%) — EMANKES 20% , HEABEEN 0% &l 50%., EBRESBREIRES 20%.
o FTRIRFEHAIFEIE ( LU RN ) — XRWES/ NI RENREE  ATFRETHIRSES. BARE 240 /M, HEAT
BEEE9 13 9000 /id, EERESIEHTEIEREIRES 240 /Mt
o [REBEFIAFREDLL (%) — MRS LLERNIRE N 80% & 100%, EUAEBER 80%, 1R 80% K&/t HEAEHMETFIFARER
B WEEN AT HRSS.

{£F RACADM 2= RIf S 2@l 248

racadm get system.idleServerDetection

{§£F3 Redfish {ZXIR EIRSS 2 NISEL

https://<iDRAC IP>/redfish/vl/Managers/System.Embedded.l/Attributes

{EF WSMAN (Z A E AR SS =10l 248

winrm e http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/DCIM SystemAttribute -
u:root -p:calvin -r:https://<iDRAC IP>/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -
a:basic

®

GPU ( INiE=s ) E1E

g;;; F{’SVéerEdge RS ERECE ERAERTT (GPU), GPU BIREEROILIEEEREIRFANST GPU , IR GPU BIThER. JREM
()| i XR—IMHEEIFRIMITHEE | LLIThEERBEERH IDRAC Datacenter ¥RNERTRIA. LAT/BIERE Datacenter ¥FANE , BIfEIR
& Datacenter #FFANE , tEEFIHEEMBEM
o HUNEIR
o GPU BtREE
o GPUEHERR(NEE

iE: IDRAC GUI A ZIFEFTISHUBL.
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o GPUXTRE

o NEREEBTERE

o A GPUIRERE

o HIVERINES

o ENHHEIRES
o HFISHE :

o HmZEINR

o FIREIFRRFAIRE
o B — FrE GPU ENBREEUE
(D)|i#: ST GPU £FIH GPU B , HERSHITE o,
ESIEREERZET , GPU AT REIRE. BESATEY GPUStatus FERER GPU BTN R GPU i8S EFME., N8R GPU
REA "FEE” | W GPUStatus B~ "IEE" |, BURESETRA "FaA" .
G.F”{;J( f%f%ﬁz‘zﬁ%ﬁ%ﬁi , AJLAEIY NVIDIA $2512869 SMBPB 2. ILkINALR NVIDIA K, LAITEM GPU RSB ERIINZ
TRRS3L
o INE
o BE
o HUR
(0| 3%: LIARE(BR NVIDIA E, HSBERERTFIRSEaAeIFATEEM GPU, 7E PBI 48 GPU -EH9REIEIMREH 5 72,
FHRFVILZEFFIZIT NVIDIA IRSIEF A BEEAINFE. GPU BimEE. GPU BERGEE. GPUBEKERE. NEEREIEITRE
 GPU BEEiTRESINAE, WRKZE GPU IKEigR , NIXEIE R N/A,
£ Linux &, SKEFRAT , IREIERISRA THEZE T , LTEED. EEBERT , Ik, GPU BiREE. GPU BERKEE.
GPU XiTiRE. AEFEREETEEMN GPU REETRESIEATA. MARSEEESES , LUBREE. SILER®S
nvidia-smi -pm 1 %Eﬁﬁ]ﬂﬁIEo
SO LMERIENAERL GPU iR, BXENINRENESER | 1585 &Rt TUm LAY 190

(D)|i%: £ Recadm 1 , ERIRESBEIEAERIEMN GPU 5B, 21R{E DRAC E1f) GPU IRE PRSI EEAREEIFTTTAN
Rz, METRERREXMIER. BHAT IDRAC racrest BELIRRILLIEIRR,

FPGA il

fmiﬁfjégﬁil‘ EF (FPGA) IRBFELIEEEREENN , AAXMSSEEFERRNSTERERE. RITIUTEEBLSKE FPGA &R
BER

RIDPRSS AREEIR.
fEIRFHR L %% FPGA 1278,
FEIRS .

FEFN BE5EK.

ZS DRAC GUI,

SInERS > BEE > MiESE. SULIEER GPU #1 FPGA 2%
BIFHSE FPGA BHLIBERLITMERKSEES

o I

o BEFMER

it: BWEA IDRAC BRINRABEIR) FPGA (ER.

®
®

NERANHEFESAFSHE

RS EEFERINESRSHEIRT OFHNES. FEFtESnENRSUES THEEMET/BEENEE NElT
(IBESIA N3°F [45°C) .

iE: AR REHNVER T35 FPGA | |, FFBE{XAR Datacenter ¥FAJIERTAI A,
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@ it RU RS e iRG SR EN A e Sing. FEREANIRSSFM | TREFEHSSASHERINFMER | 5
FBELR Dell LBXEEZFMER.

BRBERFNMEHSSHEMNE

1. 7£ IDRAC Web REH , #Z System ( & ) > Overview (#EES ) > Cooling ( B#%k ) > Temperature overview ( iREHE
H ) o
IthAt &7~ Temperature overview ( iRFEHLES ) TAME.

2. EEMHESID | ZE0IENRSHEESEEMETSHEME.

SE8hEEEE

GRS NRSH RIS IER SIS = R E R EINEERE NEiTRREE S, B—RAERERNE SRR EE RIS |

l«l,{h"nilamglﬁg R fE BT E RN ESEE. RERRER i —EREAETRME. B LIRGIF#EIEEE

WNRSEE.

() |iE: CEEATLUREAREHRHS S EHNRFNADRER L. B2  SEERPMFEFSSEXNESERE TSN
FEROBRHIAERK. BRIV 420C BHTES | 47°C AFER, XLHES 40°C F1 45°C FHtF=SERENIM |, = 2°C LAFBRERR
.

BIREM N SHEFsSIREXBENEEREETE

. %é%# — AR REBTEREERRESHIE (42°C) BIER Nz TRIFHERE. REEATLIE 12 DRARIERY 10% HEESHRER

o TEHW — UARRTETEEERITERIE (47°C) WIERN METRUSENE. RETATLME 12 MRRIER 1% KF-EHAE
1 BRILAEESTREK.

W ERROEERLABIRAL A ZUIRERLASR AR 10% #11% al. REEENT REEZAISRRFTNCRAGEEETE.

SRR G SHSHIE R REBIE DI TIEEIE TaE) | BEMSH., NRBIIEEETHENHYEERTHEFTES

&3l (>= 8%) HFERA (>= 0.8%) , MEEEREESPICRSEM | FAEMMENEI SNMP B, =4

o IAENERANBA , BREXTESHENFEBIATHET 8%/ |, BEMEEEM.

o IHEENERABA, BREXTELHENFEBIATHET 10% 8 |, SEMTES Y.

o HETERANBAR , BEXTFERENFEMEATEET 08% 8, BERESEM.

o HHENERABA , REXTFERENFEBIATRET 1% 8, BERTESH-

EERJLARCE IDRAC LAERMIINS . BXESER | 551 REZREISM RHE LR 161 89,

{EF3 iDRAC Web REIEEHEIREEIR

BEERHLIRELUE

1. £ DRAC Web REF , BRERS > BT > 1230 > iREHE.
[lidn =11 DTN

2. BERRRIGEERPEIESS  HRRHTIEE—X. 9% 30 KiISX—FHEENEE ( EENERE ) NETET.
BXEZER , 15215 iIDRAC Online Help ( iIDRAC BAHEEED ) .

()| i%: 7E4h47 IDRAC EWFEE#IaL iDRAC g2 /5 , FLGEEHUIRAIAL RS BEERH,
®

#F: WX3200 AMD GPU RYEIASHSEEERRSEM 12C #2200, At , EHEEISEEHTSEM iDRAC REFLE.

{§5F RACADM BEE[HBiBELIE

EfHEH RACADM BEHEEEE |, 15 inlettemphistory <,
BXEZER , 15218 IDRAC RACADM CLI 753 , RE : https://www.dell.com/idracmanuals,

12 BE iDRAC ISEZEFRIER


https://www.dell.com/idracmanuals

EREAOERENESHE

EEILMER RGN DIREERERAIR/VIR AL S EE. WMRERNANRE  WEEREFRENRIME. BLRES "
B" APR  Ae8RENOREERERIESEE.

{5 Web REBRENOREESEHE

BRENIEEEEEE |, BHITLATERE

1. 7E£iDRAC Web RES , BERS > HLS > 1240 > iBEHS.
ItitE BraEBRE .

2. ERERNENY  ERFARHSILBETUIBKRESCREMNSSHENS/IVIRAE., IRECHNEBRER , RFEIEEE
HENHETREEKEE, SN, IRSMALKEE  ZRAELLEREREE.

3. BEMA.
EEEE.
(D |iE: UABRHENESLASRIREDSLEUREIET | EAERMRAIE = SREE. BHEENRENESTRTEX

B SEENES.

SEFNIRMERT LT AIMSEED

BRI BEE R TNIRER S LT BB MEIZEONGEER | FIiNoERIRS 28T IP Htlk, iIDRAC Service Module I EEIRHHE
iDRAC, IRERS P HIHESEEE IPv4 F0 Ipv6 Hilt, MAC Hblit, FIIBSRBEEIEZRISE. MLKIREAY FQDD, MEIEOZFR. Mg
EOWBE, MEEORS, MEZEORE (LAKM, BE. AR ) . Mocisht, DNS JRSSe8HEEFN DHCP ARSSE8EE,

@ iE: Lk THRERE iIDRAC Express # Enterprise AT IEIE(L,

EEEIRERFAER | BRIEHEUTEXK :

o BBEH "BEFR" MR

e iDRAC Service Module BEENIRIER S L REHIEFEIRT.

e I {E iDRAC Settings ( iDRACiZE ) > Overview ( #%%5) > iDRAC Service Module TRETF/ZH “OS Information”  ( EXR
FEE ) 1R,

IDRAC AJ BrENIRER S EEECERIFTERZORT IPv4 7 IPv6 ithilk,

FERIAY IPv4 B IPv6 DHCP [REEEIBIIA—ERLR/R . IXBURTEHIRIER SN DHCP RS S,

£ Web REISEEEHURMERF LT ARIMLEEDO

Z(EA Web REEEFTNURMFRE LATARIMEIED | iSHITLITRE

1. %% System ( 4 ) > Host OS ( EHUREERESA ) > Network Interfaces ( M&ZIEN ) .
PEIEORNESEER IR ER R LB BRIMEEEO.

2. BEEESMEIRSEREMIMBIZEONGIER , BNRILEIEE FQDD ThEEA ISR ZIREH BT,
BEENIMERARIIMEIZEOS S P ERBERSN P IFMER.
3. Mig&# FQDD 7l/h , BT MLEIR B AVERE.,

HENAYIREREESEM Hardware ( T@#{4 ) > Network Devices ( IR ) {7 Ex I LVEHPEERSINFME
B. BXEMRISE , i5505 IDRAC Online Help ( iIDRAC BX#1#58N ) .

4. BpHEFBREZIFMER.
[E#E , BJLAM Hardware ( @4 ) > Network Devices ( RIZ5i8% ) THTEESMERFRKNETIRERFZNIMERZO(E
B. Bk View Host OS Network Interfaces ( EEEHURMERAMLZIEO ) .
@ iF: XJF IDRAC Service Module v2.3.0 Bt EEEIRAAAY ESXi EHIRIEZR ST , Additional Details ( BHIIFEMEE ) 51R+HY

Description ( ##i# ) FIRABLITEIUET :

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-name>
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{£F RACADM E&FHIRMERF LT ARIMLEIED

BILAfER RACADM 18id gethostnetworkinterfaces (e SEEFHURERF LATARIMEEN, BXESER | iB5H DRAC
RACADM CLI #5357 , ML : https://www.dell.com/idracmanuals,

BE FlexAddress EE-RHFERE

EJIRTUIRSSE8S |, FlexAddress RIFNE NS EIRSERHIERFERKA. MFAESEHEEKZTRI0 MAC itk (WWN/MAC),
AL I EREE N TEIRA KNI IERE RGO TER ¢

o RIEEFIRYEET.

o JEFRAEY,

o REBF|HE. MAEDBEHSITIESELAY MAC HitiE,

EZZE iIDRAC By Flex Address {S&. , i&1E Chassis Management Controller (CMC) _EEEEBFIE A Flex Address THEE, BXES(S

B, B3R Y aETRsSIsSEPiERs , ML - https://www.del.com/cmemanuals, SNEREFIEEEA FlexAddress iRE , TG
EMEHEQSEMN RRIESEIE

Dli: ERRAESHTEFESERANEER | SN B O o TR EE,

FlexAddress THRESFERNESELRY MAC I ERIEARSZ 85 ELRY MAC ik , FBESJIAT LOM, FZE£F11/0 f&EHR—42/9 iDRAC
3Cfie. iIDRAC FlexAddress THEESZIFAHFETAY iDRAC {REBFEIESFER MAC HtEliE, #AESECEY MAC HEUEFRETE CMC IES LM%
g2ch | HE7E iDRAC B|1SdF2ha 4 B /= CMC FlexAddress At |, $5i%Z MAC Hit%&1%3] iDRAC,

SR CMC ERVAESERY MAC HtiliE , iIDRAC €87 N HAEITRE _EAY MAC ittt
o ZRFFHM(SH iDRAC IEMISE.

o ZEHIRSS3E WWN/MAC,

e iDRACIgH > i > LHIMLKIRE.

5 FlexAddress [ , SIRMBRSSEES BohY MAC HELHDISZINESECRY MAC itilitst##HR , iDRAC IP libtitth 235k,

BHoLELE iDRAC £iF

A EELHERE iDRAC AP EHARZLLAPAIE.,

{EF Web REZZ1E iDRAC £1F

REEESIRIERP YIRS "BiE iDRAC” IPRZ8EFH iDRAC Web FRHEZR 1L iDRAC &1,
BEERIE DRAC £1F :
1. £ DRAC Web RES , #Z iDRAC Settings (iDRAC i&E ) > users (IR ) > Sessions ( &%) .

Sessions ( &% ) RASETRIE ID. AFA. IPHIIFISIEELE, BXRXEBUNESER 15218 IDRAC Online Help
(IDRAC BXH#5ED ) .

2. BERIFRIE , £ Terminate (£21E) 5T, BAERIERIEIKILERR.

(i RACADM ££1F iDRAC &£iF

BB B EE RN R 8EFEA RACADM ££1F iIDRAC RiF,

EBELRIAFPRIE | 15#F getssninfo B,

BERIFAPRIE | 1B closessn B3,

BXEZEE , 13258 IDRAC RACADM CLI #5837 , ®E : https://www.dell.com/idracmanuals,
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188 iDRAC 1&E(=

AJLMER TR Z —5 IDRAC 1815 :

iDRAC Web

{s5F3 DB BB ( RAC EBfTEL IPMI BB1T ) BHTERITIER: - (WEATFVIZE RS EsFIE T IRSSES.
IPMI LAN &84T

LAN L IPMI

12 RACADM

it RACADM

2RSS

(D |iE: EHRRAM RACADM SABSHASAIIEETF , BHifR USB AREEHENERIFRSATCREM. BXEM USB FiEE

MEER | RSB ERSANRA .

T TEREGA T SHFRIMIN. SRR SFNRREM -
*. 18: BEER - HE

BiEEDN TIFAIY RIFNHS SoRE
iDRAC Web RH Internet tY (https) ER MIZE RSS2
{EFR{TIE(S DB BEEAIERTT | R1THMY RACADM iDRAC BUAHOERRERSS
&0 IPMI RAC E3178% IPMI 31722
IPMI LAN L&B1T ERET A ETR SN IPMI IPMITool E%%E IPMI LAN £
RITERH
SSH
LAN E IPMI P AR &IMNY IPMI IPMITool B&R%H IPMIZEE
I=;3]
iTfE RACADM https 1FE RACADM ITF2 RACADM BEZREEHEHA
Ef4 RACADM SSH & RACADM Eftt RACADM B2zt A.
ZAith RACADM IPMI i RACADM Ath RACADM BZgde
b £ e WSMan WinRM (Windows) WinRM B4 (Windows) &
_ OpenWSMan BZzZE (Linux)
OpenWSMan (Linux)
Redfish EMPNLSESERA. CURL BLEEH. CURL, Python
( Windows F Linux ) . Python | &R,
TBERFI JSON feth

M BXESER | 5210 L BREHEE 155 , Ml  https://www.dell.com/idracmanuals,

E 2

{s5F5 DB FB4IEIT BB1TiEES IDRAC HTBE
{s5F DB FBSEAYTE RAC BB{TRIEBTIEHI B Z [Etik
{8 IPMI SOL 5 iDRAC #HT@E(S

858 LAN _E IPMI 5 iDRAC S@(S

[E P EEFRinAE RACADM

A RACADM

EBRZERZ LR IPMI

79 RHEL 6 5| SHAESRITEHISEE Linux

1£ RHEL 7 PECESHRITHRIR
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SKRFRY SSH 752

{£F DB9 H4LEId Fh1TiEiRS iDRAC H{TE(S

S LMER LA MR E A AR R RN RSN B TEEFTRAE RIS

e RAC 817

o |PMI EB1T - EEEEENE N EEERZIRE

@ iE: W FDRXIRS S | BUVEELBTER. BXESER | B EEEstzsErisr |, il - https://
www.dell.com/cmemanuals ( FMERTF MX 4 ) 1I&HATF PowerEdge MX7000 #1#889 OME - Modular FBF$8REa , ML : https://
www.dell.com/openmanagemanuals ( IEFEF MX E& ) ,

ERE RITER | IBIVTIATRE

1. BEE BIOS LASFSRTIER:.

2. BETIE(E DBY AN BRI BT IEEEISE R FRIINBERITERESS,
(D|3%: M vConsole Bt GUI iSRS EXABBEER | LIHEERITEEREN.

®

3. FRREEILRFER AR ER T ERLAT™MHI—IAY SR TER -
o Xterm HHY Linux Minicom
e Hilgraeve B HyperTerminal Private Edition ( jRZS 6.3 )

RIESERFGTEHS ISIIETNAE | SuERI BRI ERFERE. XETFLUTES : SAC (IEATF Windows )
0 Linux XAERES (1ERTF Linux ) .

4. 1£IDRAC /SR RAC ER{TiERREL IPMI BRI TIERR.

FTXIERITIEEACE BIOS

iE: ANERELAT IDRAC ERTIERBMIOIE , MRS TRAFERPAYEAER , EBFEE IDRAC racreset,

TSR TIERECE BIOS :

()i R AVEFITF AR IR B DRAC,

1. HEHEFHEHERSR.

2. &F2,

3. ktZF| System BIOS Settings ( 5%t BIOS i& ) > Serial Communication ( R{TiE(E ) .

4. &% Remote Access device (IZFZifIFiRE ) A External Serial Connector ( SMEBERTTIEIERR ) .
5. #IXEAE Back (/5IB ) . Finish (556% ) Ml Yes (&) .

6. 1% Esc $EYH System Setup ( EHIRT ) .

IS RAC HRiTi&EE

£ BIOS ShEgEERITIERES | £ iDRAC Bf5H RAC 17,
(D) 3% XIUEATFHLEANEARSS 82HAY iDRAC,

{EF Web REIRHH RAC HRITiER

[EF RAC BR1Ti%HE -

1. 7£IDRAC Web REH , 2% iDRAC Settings (iDRAC i&H& ) > Network ( 4§ ) > Serial ( R1T) .
BERNS B ~ER{T M.

2. 7£ RAC Serial (RAC &13) T , %% Enabled ( BEBH ) FHEEEHIYE.

3. ETEMIA.
RAC BT ECEE.
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{5 RACADM B RAC BRITEE

E(FF RACADM [SF RAC BBfTiER: | 1516 set <SF0 iDRAC. Serial HAFPHIRIER,

BH IPMI RITEZEBEARTEIFIRT

ZEJ5H BIOS F| iDRAC B9 IPMI BB{TIEH |, B TMEEAEINAY iDRAC HRECE IPMI BB1T :

®

it X(UER TSRS 25T IDRAC,
IPMI AR, — STFFEFLIRR — SO |, FI40kE Baseboard Management Utility (BMU) Bif#HY IPMI shell (ipmish). 140
ZE IPMI EARMEIUER ipmish FTEDRASMATE | BETA TSRS

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

(D|iE: BRIA IDRAC B IIEE SR ORISR M,

IPMI £2imtRT — ST BITRIGARIER ASCI @3S,  MWRZUSTIFER+H7 N E ASCI ZFFRANBRHMENTS ( SERRE
&) FIEES IPMI 559, ERFEEiET SSH 5 Telnet ZR iDRAC INEEIRER A |1SN/F LZE BIOS, BEE[FA [sys pwd
-x] M IPMI ZimiEss |, LUTR IPMI ZiniEzap SAIRA).

[e)

sys tmode]

[
0 [sys pwd -u root calvin]
0 [sys health query -v]
o [18 00 01]
0 [sys pwd -x]

EF Web REBHRITIERE

FRIFEEF RAC S8fTZOLUER IPMI 81740,
S IPMI BRI TIRE -

1.

2,
3.

1£ IDRAC Web REH , #Z iDRAC Settings (iDRAC iZE ) > Connectivity ( i ) > Serial ( #817) .
£ IPMI Serial ( RAC &R1T) T , IEEEBMHIE. BXZETER , 1B iIDRAC Online Help ( iDRAC BXHLESES ) .
BERA.

{5 RACADM [SH=R{TiE IPMI 1830

BRE IPMI &3 | 185EA RAC BB1TIEM | RREA IPMI &L

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — £RiRiET
n=1— EAE

{EF RACADM [SER1TiEZ IPMI BRIT&E

1.

2,

FERLATHSR IPMI B TERR ERUEN AR E.
racadm set iDRAC.Serial.Enable 0
{FAGSIRE IPMI BITIRIER,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>
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£ FEFRY(E (5B : bps)

<baud_rate> 9600, 19200, 57600 #0 115200,

3. (ER</ER IPMI B TRBHAT R,

racadm set i1iDRAC.IPMISerial.FlowContro 1

4. (FRGSIRE IPMI BITBER/IMURKS.

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

o R
<level>=2 FAF
<level>=3 BMER
<level>=4 BER

5. PRERIT MUX (JNEBERTIEIEES ) 7E BIOS R B EMIQE ARSI S/ TIEREE BIOS,
BRUEREAEARER | S IPMI 2.0 FLE.

IPMI RITFEIGIRICAOMILEE

RS IPMI BB TRIGRIHIE A EIRE.

{5/ Web RERSE IPMI BFLIFEEXHIMIMEE

B ERInERIRE

1. 7EIDRAC Web SR , $57 iDRAC Settings (iDRAC iRE ) > Connectivity (&€ ) > Serial ( &17) .
FEENS R Serial ( 81T ) WA,

2. [BF IPMI 817,

3. BA Terminal Mode Settings ( £RiHEiIZE ) .
WEEPSE7R Terminal Mode Settings ( £2iH1E50iEE ) THE,

4. I8ELATE :
e Line Editing ( {T4m48 )

Delete control ( BRIz )

Bl

Handshaking Control ( 1234541 )

New Line Sequence ( #1751 )

Input new line sequences ( ¥ AT )

BXFJ[EMANSE | 15217 IDRAC Online Help ( iDRAC BX#E3ED ) .

5. BEMNA,
Kt IR BRI ECE TTh.
6. FHIRERTT MUX (SNERERTIESZRS ) 1£ BIOS IREEFHIEMHRENITIE IR E LA R R TIEEECE BIOS.

{EF RACADM EgE IPMI SR{TRIGIEIVAIMIIME R

B ERIGRNIRE | BffH set S0 idrac. ipmiserial HPHINIER,
BXESEE , 555 IDRAC RACADM CLI #53 , RIE : https://www.del.com/idracmanuals,

{F DB9 H4IRITE RAC BRiTHIRRITIZHI&ZENiHRk

IDRAC 3z#F Esc 875! , 7B EAIFENZETAIEZUIRSS 28 LAY RAC ERTIZOIB(E SR TizRlss < AR,
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MeRiTiERIS %Sl RAC BT

BERITEHIRMEINPIIRE RAC SITHREB(ERT | 151 Esc+Shift, 9,

LA F#EFAISERE] iDRAC Login BT ( 415 IDRAC I8E 4 RAC Serial [RAC 817] =, ) 8% Serial Connection ( BB{T&ERE ) &
=, , EZEX A LARIELKHRDS (U8R iDRAC IZEJ9 IPMI Serial Direct Connect Terminal Mode [IPMI BR{TEIREERERIHIETC] ) «

M RAC HRiTINREIRITIEFIS

B RAC BRTIROIBERICHRZISRITIEHI G | 181K Esc+Shift, Q.
FERIGRIT | ERERR B TER SR | 151 Esc+Shift, Q.
ERITEHIERA TR , ERELZRENAER | 1518 Esc+Shift, 9,

(58 IPMI SOL 5 iDRAC i#{Til(5

IPMI LAN _EEB1T (SOL) ftiFiEid iDRAC (N EASHERINAKMEEME REEAZERAPET ARIEHISBITEUE. £H
SOL , R LABATLATERAE

o IEIEHIERERF AR,

e 7 Windows U2 ETEIRSS (EMS) 8% Special Administrator Console (SAC) LB Linux Shell B2 EHE S,

o FHEMIEFTEERSESEIHEFEHECE BIOS IRERER.

®E SOL BEER -

1. EcEES{TIERRT BIOS,

2. EEE iDRAC LA SOL,

3. EEHHHMY (SSH. IPMitool ) ,

HXIERITEREIE BIOS
o)

i X(UERT RS TUIRSS RERY IDRAC,

PAN = E =TI S5
& r2,
1% System BIOS Settings ( 54t BIOS i&H ) > Serial Communication ( BITiE(E ) .
IBELATE :
e Serial Communication ( 8{TiE{S ) — On With Console Redirection
e Serial Port Address ( 8{TiR [k ) — COM2,
@ i ERBITIROMIEFERSRBRITIES 2 HIREN com! , BATLUSRITEEFRIRENFE | @id com1 #H1THIT
BEM.
External serial connector ( #NERER{TIEERESR ) -- Serial device 2 ( BB 2)
Failsafe Baud Rate ( =R ) — 115200
Remote Terminal Type ( IZE#IH3ERY ) — VT100/VT220
e Redirection After Boot ( 5|S/5E%EM ) — Enabled ( B )
5. B Back ( F—#&) , A/FEE Finish (58H% ) .
6. B Yes (2 ) LMRGEEHK.
7. ¥R <Esc> IR H System Setup ( EFIEH ) .
(D)|iE: BIOS FFRLA 25 x 80 BItETUAIXERITHIE. MTIEA console com2 ap<H SSH BAWRIRET 25 x 80, A5 , BRE
BN FEEE T LA SR,

i AN | SRR ER AR MR TERM (0 GRUB 8§ Linux ) , Tl BIOS Redirection After Boot ( B|SfFEE
[ ) iIREVNREER, XaLAESR S MA R BT TSNS RIE .

ENIENIEN

®
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EeE iDRAC LAf#EH SOL

A LASERS Web FE. RACADM BY;, iDRAC IR E 2N FIFEF3K181E IDRAC HRY SOL IR &,

{5 iDRAC Web R HfCE iDRAC LAEFE SOL

B
1.

2,

3.

4.

& IPMI LAN EE 1T (SOL) :
1£ IDRAC Web R , #Z iDRAC Settings ( iDRAC iZE ) > Connectivity ( i%3% ) > Serial Over LAN ( LAN L&17) .
REEIS R Serial Over LAN ( LAN 847 ) TOE.

BA SOL , 18 ERE , AR Apply (BRI ) .

IPMI SOL iR ERNE E5E.

B EFRRARMEMEAAXERE |, {55%E Advanced Settings ( BRIEE ) .
FEEN< &7~ Serial Over LAN Advanced Settings ( LAN EHR{ITR&KISE ) TUME.
IBEEEMHAYEFRE Apply (BIA) .

IPMI SOL B4R ERNEL BT, XBEER TR ERE.

BXRBEMAHSE |, 1BS7 IDRAC Online Help ( iDRAC BXHIESE] ) »

{§EF RACADM {igE& iDRAC LAfEF SOL

ECE IPMI LAN _E&9T (SOL) :

1.

EARHSER IPMI LAN &7,

racadm set iDRAC.IPMISol.Enable 1

2. fERSER IPMISOL SRR,

racadm set iDRAC.IPMISol.MinPrivilege <level>

88 REA

<level>=2 BF

<level>=3 BER

<level> =4 EER

(D|iF: BHE IPMISOL , BREHE IMPI SOL BN HISERIR. BXESER , 555 IPMI 2.0 #I7E,

3. (ERAR<CEH IPMI SOL iR4FER,

racadm set iDRAC.IPMISol.BaudRate <baud rate>

D|iF: ZEEM LAN LRTEHIE | BHHIF SOL ISR S ERANRERTLER,
28 FEVFRIE ( BB{ : bps)
<baud_rate> 9600, 19200, 57600 F1 115200,

4. ERHSHETAEFER SOL

racadm set iDRAC.Users.<id>.SolEnable 2

8% i5t88
<id> H—B9EF ID
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®
5 ASZIFRITHY

XFEFAIEIE IPMIFD SSH,

{5/ Web FHEREASZHHINNY

HESF SSH |, 5% ZE iDRAC 88 > IRSS | A/579 SSH iERBRBH.

ZJ5F IPMI, i55% iDRAC IRE > &R | AEIEE IPMIZE. RRRIIEZRESHT SR RESRERITHEELCIZT
F.

{§5F RACADM 3 FSZ#5A9MN

ESA SSH , BERLUTHS.
SSH

i*: BEEM LAN _LERITEHE | BR SOL BIFR 5SS ER AT E2ER.

racadm set iDRAC.SSH.Enable 1
EEK SSH im[ ¢
racadm set iDRAC.SSH.Port <port number>

SR LAMERIN TR !
e IPMitool (iEBFEER IPMI % )
e Putty/OpenSSH ( iIERFH#EA SSH 1Y )

5/ IPMI 13X AY SOL

EF IPMI B9 SOL 2> FFERFF0ER RMCP+ 89 IPMitool i@iY UDP HUBIRIEMZIHO 623, £ IPMI 2.0 B , RMCP+ IREXGHIIS D
IOUE, BUESSEEMIEE. INBLANREZSTERETRENIINEE. BXESEE | I521H http://ipmitool.sourceforge.net/
manpage.html,

RMCP+ {8 40 NEFRIH7SHHIFRIE (/5 0-9. a-f F1 A-F ) INEBEESHHITEMHIIE. FKIMES 40 MNEERNFRIE.

WREFEINEEE ( BEAERMEEEE ) X RMCP+ 5 iDRAC BUEESHITINE, &alLAER iDRAC Web FRHEEY IDRAC & E2BIEFET
EnE=A.

EM Management Station {3 IPMItool 25l SOL £1F :

D|i*: tnENE , HELLSIT iDRAC 188 > BRSSE SOL 48R,

1. M Dell Systems Management Tools and Documentation DVD &ZE IPMITool,
BXREERA  1BEBR (S RELR5E) .

2. ESIREAFEOF (Windows B Linux ) , IE{TIATESLAM iDRAC FFHiA SOL :

ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate

e $2H5 Management Station HEEEISERAMSTHO
3. TM IPMiool IBH SOL &% , & ~ , WEERT . (8S) .,

(D|3#: aNSR SOL £IFRALE |, {EEIR DRAC FESR A HLMESHEIS.

(D |iE: MizfTHI Windows BERZRIE PIRGA BN ASHIZENETT Linux BAFRGRIEAAS , IPMI SOL RTEATRERLELE, B
RAERREIL | BIHIRB AR T UNIX BT,
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(D|iE: aNFRAFTERER RACADM TREIERY SOL 2iF , WER IPMI TREE5S— SOL RIEIRARE~EXNESERITEE
FEEEIR.

(D |i%: BBF Windows FRZANRE , FEREIG , 1B SSH 1 IPMI TRIEZK SOL RIEAIRESHENZEHRR. BT HENE
1 SOL SMELURE] SAC 171,

{5 SSH Ry SOL

Secure Shell (SSH) 2FFHITEI iDRAC BIaSTEEHIMEIMY. ERILUEIT O TTiE RACADM @,

SSH B 72e M, IDRAC (NS EmERIEN SSH A 2 , HEBMAEEHA. DRAC RTREZXEREIINA SSH £iF,

(D) |i%: M\ IDRAC 7 4.40.00.00 FF4g , telnet TIRERG#HMNER . RILEAMEXEMEMRBIEEGIN. BRRTN—LRIHE

iDRAC HY3eTF |, LAMESIBREHIE M AEFTIHARFAEFREM | B DRAC B2 ZISHENANRE.,

()| 3%: 2837 SSH AT , BEF—£XLNE "SEH—SHTSHOIIE . B 2FA HEH,

()| iE: JTF MXPEsRiE , —1 SSH SIEGAT DRAC BfS. MRFIERIEEEERYF , M DRAC A2EH  BEEHAZRS
.

{EFB7E Management Station =373F SSH FIFFRAERS (540 PuTTY B¢ OpenSSH ) 1ZE$ZE! IDRAC,

(D |iE: A\ Windows EAJ VT100 B¢ ANS| ZIm{EREFHIEST OpenssH, fE Windows GiiRT TEST OpenssH RSEUINRETTIA

TRIEFEET (B, REERNINFHEARERER ) .

A3 SSH 5 IDRAC @S2l , i8R :

1. BCE BIOS LASRERTEHIE.

2. 7£iDRAC #fZE SOL,

3. {F3 IDRAC Web 5{EEE RACADM JEFH SSH,
SSH (% 22 ) 2 <——> WAN iZE#E <——> iDRAC
BIIFER SSH MY BETF IPMI Y SOL , TEBFERTUMIAFREER | ENBRTEIMESEERTTE DRAC i, &EMAY SSH 1=
HE BRI A RS ERFEHRTIHONEIR. BTROEEEZRINSE ANSI 8 VT100/VT220 £&ighY Shell £, &
TIEHIE<BEEERE SSH.

M Windows _ER/Y Putty {5 SOL

Dli: wBEME , BEILUBT iDRAC 18 > IRSSEML SSH AT,

M Windows Management Station =AY Putty Bz IPMI SOL :
1. BfFLATaRSLUEZEE iDRAC

putty.exe [-ssh] <login name>@<iDRAC-ip-address> <port number>

®

2. i51745% console com2 B connect LARE] SOL #3 | SSERA.

4%?1@?&%‘5!;%@]&%%2}38’& {5573 SSH 1YY SOL R1&F. FEifiA) IDRAC spfTHEHIG | I5HUT Esc EFFIEME, Putty 7

SOL EEAT -

o TEFFNBEIIIEFEY putty IGRZERFR , AR putty LAITHEERANRASETURE S
o VTI00+—F2i@id , {8 F12 TiEEd,
o ESC[n~—F12i@d , 18 F2 Tiki@id.

e 7E Windows # , {IRESJEERS (EMS) =HQEEHESISEIZRITF . W Special Admin Console (SAC) £2imAIBERIR
R, B SOL 21& , XKilis , AR — "% , AERERNGSE SOL RiE.

()| iE: BT Windows BMERFRINRE , HENE BT SSH 7l IPMI TEZEZA) SOL SIEATRESHATERS. BEHFHER
E#E SOL 21ELURIE] SAC 1274,

it OS2, NEEHoERH S FTEZII.
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M Linux _EAY OpenSSH {§F8 SOL

M Linux E85%5 FAY OpenSSH /B51 SOL :
O a5 | EFTLUB IDRAC IR > RSSEREIA SSH RIFER,
1. 25 shell,
2. FARLITHSIEES IDRAC : ssh <iDRAC-ip-address> -| <login name>
3. IR MAL TS Z—/a80 SOL :
® connect

® console com2

X2F5 DRAC IHZRIRERSAY SOL w1, —Bf2Y SOL 21Ef5 , IDRAC apTIEHISISARI A, &R N FYIIERRIELIFT
FFIDRAC i3 {TiEHlA. —B SOL RiEEER | RN FIIHSERE LITH., SERFXDRT , #37 SOL KIEFE—LAE.

(D |iF: EETLAEREEIA com! FRIEIE com? 35 SOL, a8 SRS SBINEIER.

console -h com2 &Y ERFHFREBMNICKE B TR FRSRTHLICRETRNRE.
BSEERERKAIFOA (FIERK ) KN 8192 FFF, ERILUMERLA T SIBILEERENB/INGIE

racadm set 1iDRAC.Serial.HistorySize <number>
4. 1Bt SOL K1ELAKIFESIR SOL £1&.

{£ iDRAC ap S1TIEHIGHRIERFT SOL ik

WA SOL IEIEEAGSET ABER. X3 SOL RiETELR I A BEREARERF.
W SOL £IFIERE | i5M IDRAC @S TEHIA&RIE SOL £iF -

o ERH SOLEFEM , # % Enter #. Esc . T.
SOL &iFE XA,

NERARIERHRY SOL 2EIRBTTEEIE , WEM SOL 2AEATREAT A, ERFRILARR , 57 Web FETH iDRAC iRE > &

> LAN EBRITTERIEGSTIEHRIE.

{6 LAN _E IPMI 5 iDRAC i&(E

1S REBCE IDRAC RY LAN L IPMI LAS FISREERIRHE(IINEBR LAY LAN (F18 LAY IPMI 5<%, JNERKRECE LAN £ IPMI, MISNERER ST

FosFAE R IPMI #5415 IDRAC BRS3 88115,
(DliE: IPMIEAET Linux BRIERSERAL IPV6 MMM,

5 Web RHEEIE LAN E IPMI

L& LAN Lk IPMI :

1. £ IDRAC Web RE , #Z iDRAC Settings (iDRAC igE ) > Connectivity (&) .
BERNS R ML TIE.

2. 7£ IPMI Settings ( IPMIRE ) T , ISEEMHE | ASRE Apply (RIA ) .
BXRZEIINER | 15217 IDRAC Online Help ( iIDRAC BRHIAEEED ) «

LAN k£ IPMIIEECE S,

(R iDRAC 1ZB 2 HfERELE LAN £ IPMI

FEE LAN L IPMI ;

1. 7 iDRAC Settings Utility (iDRAC i BXBER ) & , %= Network (145 ) .
1557 iDRAC Settings Network ( iDRAC i8BRI4E ) TME.

iRE iDRAC i&(§
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2. ¥JF IPMI Settings ( IPMIZE ) |, IEE(E.
EXBEPEE. | 15217 IDRAC Settings Utility Online Help ( iDRAC I8B 2\ FATEREAHESED ) .

3. {kxEaT Back (J5iB ) . Finish (526K ) flYes (£) .
LAN £ IPMI B CES.

{siFH RACADM EZ& LAN L IPMI

1. BF LAN Lk IPMI

racadm set iDRAC.IPMILan.Enable 1

®
2. B IPMISERUR,

it IR EAHEEER LAN £ IPMHEOFTH IPMI <. BXEZER , 1520 intel.com E£AJ IPMI 2.0 FIHE,

racadm set iDRAC.IPMILan.PrivLimit <level>

B RS
<level>=2 BF
<level>=3 BIER
<level>=4 BER

3. WRFE , IRE IPMI LAN [FEER.

racadm set iDRAC.IPMILan.EncryptionKey <key>

24 %88
<key> 20 DTSRRI 7 HIE.

®

B ZE iz RACADM

#ATLAMSERR iDRAC Web FREIER RACADM [SFERZEFITIE RACADM : BRI LAF TS TRES A/ MEIE RACADM &1,
(D|i*: WABRT . BEMITE RACADM,

{EF Web FE = AskEEAiziE RACADM

1. £ IDRAC Web RET , 4% iDRAC Settings ( iDRAC i&E ) > Services ( fRS3 ) .

2. fEimfE RACADM T, IEFEFFFEIEIN , ASRERTRIA.
A2 RACADM SARIE S B s A,

{5 RACADM 5 k22 iz RACADM

(D |5%: @iEAZA M RACADM SEHF RACADM IB{TIXER S,

o EEATIE RACADM :

3¥: iIDRAC IPMI 235 RMCP+ i, BXxEZ=E |, 1555 intel.com £/ IPMI 2.0 #I#&.

racadm set iDRAC.Racadm.Enable 0
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o EFHITFE RACADM :

racadm set iDRAC.Racadm.Enable 1

Z 4 it RACADM

BOABRT | Aith RACADM EER. BER | B5H FERRELUERENZS LAY DRAC ECEIRE TUE ERY 104,

BERZERSA LR IPMI

'EZ

S L, {FF Dell Open Manage Server Administrator R][2FIEEEF IPMI, BXES(EE |, 1525 OpenManage Server

Administrator JBF#SET , M4l : https://www.dell.com/openmanagemanuals,

®

3 RHEL 6 2| St

i¥: B iDRAC v2.30.30.30 B{EEEhRAEL , IPMI JFFET Linux BIERER S IPv6 il

B RITIEFISECE Linux

o

AT B4FET Linux GRand Unified Bootloader (GRUB). AISRERARERISISINEIER , NIFTEEEAIEL.
() |iE: EEREEFIR V00 (FREON |, $EREERENEHSNENSAMREFRIREN 25 17 x 80 FILIMRAERET. &

W, BEXAFEEAIRESHNER. &N , BENAFEREITRSHNESE.

BB N iiAB4REE /etc/grub.conf ST :

1.

M GRUB HEFZ R EFAEAET XARIARE.
splashimage FFERYTT.

AT RGERE T 7M1 Zete/grub.conf X4 , B/RELISFEFIBBRISEX,

HEIXMHRERIRES D FIAIILLTAE

serial --unit=1 --speed=57600 terminal --timeout=10 serial

FERZAT DB INREANELN -

kernel ............. console=ttyS1,115200n8r console=ttyl

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hdo0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

S e o e o e

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

iZH iDRAC iEfF

BN, GRUB FEARERE RAC EEIEFIES, EXRERAE BT

125


https://www.dell.com/openmanagemanuals

4. EFERMZ GRUBIETERIEY RAC BRTERBMEINEHERIE BT TRINEIREIE :
console=ttyS1,115200n8r console=ttyl

AR console=ttys1, 57600 FINEI T E— LR,

()| iE: QR3S FERFRSHRMAEBTEER (HIR01 GRUB B Linux ) , T BIOS SISBERMIRELMEER. XA

RENMEMLRBR TROEENSAER.

AFESISRERIIEIIZEHS

TESU4 /ete/inittab /|, FE—1TLAE COM2 BBfTim LACE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
AN BB a7 A0S

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5
:2345:respawn:/sbin/mingetty tty6

o Ul W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TE344 /etc/securetty F |, 1R COM2 BIERT tty BFRFTIE—1T -
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ttySl
VAN RBIS R E RS TAREIS .
(D|iE: EFAFEERS (~B) FESRTHEIA LR IPMI TEHIT Linux Magic SysRq 244,

ve/l
ve/2
ve/3
ve/4
ve/5
vc/6
ve/7
vec/8
ve/9
ve/10
ve/11l
ttyl
tty2
tty3
tty4d
tty5
tty6b
tty7
tty8
tty9
ttyl0
ttyll
ttySl

{£ RHEL 7 FRfic B &R {T¢E iR

£ RHEL 7 PECERITRIR , EHITLATERE
1. HINEEFILATITE /etc/default/grub :

GRUB CMDLINE LINUX DEFAULT="console=tty0 console=ttyS0,115200n8"
GRUB_TERMINAL="console serial"

GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop=1"

GRUB_CMDLINE_ LINUX DEFAULT {JGIEEMNATEIASESE |, £/ GRUB_CMDLINE LINUX {GENFBEIFEREEE.

B MTRNAE /etc/default/grub PHI—IR, MRZTEEFE , WNEHTERLIERERES. Bt , RerF
GRUB_CMDLINE LINUX DEFAULT —4T,

2. E# /boot/grub2/grub.cfg BEBEXM , AR T ATUEIT grub2-mkconfig -o s :
o EETFTBIOSHRZL :

~1# grub2-mkconfig -o /boot/grub2/grub.cfg
o HAEET UEFIWIREL :

~]1# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

BXEZ=E , &A1 redhat.com £5) RHEL 7 KA ETERISE.

MeafFizHla=F] GRUB

ﬁ?%ﬁﬂ% GRUB LAERSTIEHIETIARZ VA =68, XATHETS | SHEFISEEMMZERINNZESE , fls|SEEA
=i
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ZRCE GRUB LIERBRTIEHG |, FAVBEIGRINER 718 serial fl terminal IEIHHINZE grub. conf :

[root@localhost ~]# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=0

timeout=10

#splashimage=(hd0,0) /grub/splash.xpm.gz

serial --unit=0 --speed=1152001

®

321519 SSH MN&ERHE

E(FEF SSH Y5 iDRAC 1&(E |, B335 MR HINSHEZR5 2,
%.19: SSH EBAR

it BEFERRLUFRELE.

P ESi] =173
JEXIERINES
NG ssh-rsa

ecdsa-sha2-nistp256

b1

RRGERS curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256
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#+=.19: SSH EBHEE (&)
yoF -+ i) Hix

diffie-hellman-group14-sha’l

Encryption ( I ) chacha20-poly1305@openssh.com
aes’128-ctr

aes’192-ctr

aes256-ctr
aes128-gcm@openssh.com

aes256-gcm@openssh.com

MAC hmac-shal
hmac-ripemd160

umac-64@openssh.com

[E48 7c

(D) |i%: WERISF OpenSSH 7.0 BNEERKRA | DSA AHEFEXFFEEM. A THR DRAC EFAIZ2M |, Dol BIAEA DSA 2
HEEZR.

XJ SSH {25 $HISIIE

iDRAC 3Z#5HEIT SSH BIAHEEHIGHE (PKA), IXE2—TUSREIINEE. [EFREFFERTET SSH Y PKA BT , B NER
iDRAC BTBIFIFPE. XWTFREBIMALNTEMINEEHEEER. HENZRMITRR RFC 4716 8¢ OpenSSH &=, &N , &%
TR ZIETNRYEESA.,
EEAIERT |, WRE Management Station _E4ERE—SIFABIIATEH, HAHEH _FER iDRAC AHEFIFF] SSH ZFina (A
FAEZAEN BTN S iDRAC ZBIRNEERE.
SR LUBE LA T A EE R AT FABEZ AR
o XFI=1T Windows B9 ik , {8 PuTTY Key Generator N FRIERF
o XFIz1T Linux B9 Fim , {8 ssh-keygen CLI,

i#EH iDRAC LEFEESHAFRARSNARRSEZGE. ERHSHBIRSEETF "BEX" BREARAR. B8

SRR LMESEURFMESR. XIECETIRMEMABR. AP ssH ZPERE. Eib  REES EIER.

L&, SEH/XMIR SSH AR FREAFMAFSIR. WRIRATFAFREREMAFN SSH &, SRIE
TRIZFUARER.

H 41T Windows FR{EEFY 2 %55H

B[ PUTTY Key Generator i FAfEFF R B AR
1. [SEIRIBRERFFFIERE RSA MEAEREAEEL,
2. BINESBRUIEL. WIENTF 2048 F1 4096 i EAIEL.
3. B4R | RIEEE ORI,
FERRIS AL,
4. 1ERILMEME R,
5. BMNBREEIELMRIPEE.
6. REFEAHIIFABTESR.

i8S iDRAC @I85 129




HERYTE Linux REER 2HE34E

B ssh-keygen NFAFERFBIEEARESH | BFIHLIREOFE shel IR |, #IA ssh-keygen -t rsa -b 2048 —C
testing

Hep
o -tErsa,
o b IEIMERENTF 2048 F1 4096 Z [BIRINNZE(EL.
o —C RIFERAHER TR A IEN.
O EHRHANS,
RERIRBAERME. OHUTRE | B ALY,
{5F ssh-keygen M Linux EIBIGERRIZIARZ 4716 8z, (M ssh-keygen -e -f /root/.ssh/id_rsa.pub
> std_rsa.pub iSRRI 4716 18, AEEZASAAIGR, L AERENABRE{TIER,

iE: IDRAC A3ZH5F=$ARY ssh-agent $#84%.,

®
L& sSH 24H

1.’5:?1«‘)\?9 AL LRSI RHEZRLME SSH 2O EERA. ERNAHERZA  FHAEERIPRECKRE  LIRBIIMNES
Tﬁhl‘ HO

NIET AR | ISHRRIIBRIE AR T #EZ RIS . IDRAC AUTIEELIBRIEMIFZBMRC AIER. TR
DNFTERRT , ANSREA SSH EOKIAFEE .

{5 Web RE L&k SSH %48

3 SSH %48

1. £ iDRAC Web HRES , = iDRAC Settings (iDRAC i&& ) > Users ( FHFR ) > Local Users ( AR ) .
AT TR Local Users ( AitEFF ) TUEL.

2. fEUserID (AP ID) %le , BBTEAF ID RS,
1B E7R Users Main Menu ( BRESRE ) TT@E.

3. 1E SSH Key Configurations ( SSH Z2$AfitE ) T , 1%5#% Upload SSH Key(s) ( £5 SSH#$R ) , AE8E Next (T—4) .
27K Upload SSH Key(s) ( £& SSH ¥R ) T,

4, BILNTFHNZ—EE SSH 248 -
o EUEHNE,
o BEENHHNHNBERZEINAE.

BXEZ(ER , 1555 iDRAC Online Help ( iDRAC BA#ESED ) .
5. BFERNA.

{68F RACADM _k&% SSH £%H
B 1 SSH 248 , EETIATRS |
®| i PN BAR AR BT,

e YJFAMHE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
e XJFimFE RACADM , {FFH SSH : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

BN, BRI ERER LHEIE— N ERZEFRY IDRAC FIF ID 2, IBIETIA TSRS ¢

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

®

iE: - £ EIRIE ssh/ER{T RACADM EARZ#:,
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&E SSH 248
B EEC LHE iDRAC 9248,

{5 Web REEE SSH #5A

BE SSH A
1. £ Web REF , ¥5% iDRAC Settings (iDRACiIEE ) > Users (AR) .
IS 7R Local Users ( A5iFF ) TRE.

2. f£UserID (FBF ID) %9 , BBEEFF ID RS,
15 E 7 Users Main Menu ( BRE3EE ) TA.

3. 7£ SSH ZAMET , LFEEE/MR SSH iR | ARBRET—F.

15 E7R View/Remove SSH Key(s) ( E&/MIb& SSH #55A ) MENZHIEMER.

fHBS: SSH 234H

EMRRAHERZE  FHREEEARGRREN , LRIRMEA.

{5/ Web S EMIFR SSH #4A

EffiBR SSH 248
1. £ Web AT , %% iDRAC Settings (iDRACi&E ) > Users (FIF) .
IHtAt& @7 Local Users ( FitIFAF ) TUE.

2. DA, EEFEAF D RS, ARG8T Edit (4RI ) .
BE7R Edit User ( fRIEAP ) TUAE.

3. 7E SSH Key Configurations ( SSH Z4HECE ) & , %51% SSH 2540 , SAGRE Edit (fRiE ) .

SSH Key ( SSH #4H ) WA 27~ Edit From ( i8R ) i¥iB.

4. HYEMFRAYE AR Remove (T85R ) | A% Apply (RIR) .
v e

{§5F3 RACADM HHlfg SSH 234A

EffipR SSH 4R | IBIEITIA TS :
o YFEZIH — racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
e FE%%H — racadm sshpkauth -i <2 to 16> -d -k all

iRE iDRAC i&(§
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BoE A P IIKPFISR

B LR BEEEENIR ( EFEEAHSY) BIFFIKF , LUER DRAC BEEBRFAIIRERALS. BINSRT , iDRAC SR
EERKFHTEE. BUA DRAC BPEIERESRFAHE—ITIRME. (EASER  BYLUKERFKF, |, LUiFE B iEE
iDRAC, BXEZERE | IB2IAIRSEE Y,

AL LS EA B SERBRIRS (40 Microsoft Active Directory 8, LDAP ) SRIRBEBEFHF., (FHEERRSBEH— N EHME
SREEEIEIREF K/,

iDRAC IFETAGIHIIEE—HBXIRNEF. ARTAEER. BMER. RERFSLAR. ABENTRISEAISR.
3

iDRAC FEFf&FIAR

EUERN AP EERES

BeEAHEAF

ECE Active Directory FBF
BcE1BF LDAP FAF

iDRAC AR EFI1NE

IDRAC FEBHIBREFREMBI—IRSREN. ABEN

7. 20: iDRAC s

Baix—{ a—X BUR

EER BIER BR kE. BEEAF. AF. ReEE. HEEIEHe. HEEnS,
R, RFEERE. B

BER =HRAERF %ﬁ\_’i WE. Rt paEiEha. BREMNR. RERME B
7

RiE SEERF BR

7c 7c 7c

TR T PR

. 21: iDRAC FIFHR

Baix—X ai—ft %88

ER 5 IDRAC FRIFARFEREI IDRAC,

=1 fitE iDRAC FFFAFECE DRAC, BITZAUR , APALIECERIREIER. RS
B. EUNE. Tl RAEIRE. FHER%T. BIOSIRE. SCP%,

O|i#: EERAEEEERAALAREIIR , Fii0 BIOS B,

ECERF ECERF ERF LA ERFILARS.
A& =iy = R ERFATLARBRERSESEHEE (SEL).
BRGeiz EHRIFECERS A ENRGERISHEFHL
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. 21: iDRAC FHFHUR (48)

Brix—~ a— %88
IDREMESIS inEEIERSEER (&R | R TLUEITEMESE.
FORIRSR)
INEEREGIE (ERTHZE
TUMIEETUIRSS S )
HEERIN R IHRERN R ERFRTLASITAEREMN .
RO AR USRS B S TURE B KEMERBISEHHARERFHITICR.
) PTISHE<S ERFATLAZITIZHTER <.

EiN(ERNAPBHIERFR

AR X E SIS F P B AN ISR S AN AR E S,
D|iE: ZLXABE—NASFEN—MINEFE, — M M.
BIZFAF ST | ER T -

= 22: BiYERNAREFS

FH KE
0-9 1-16
A-Z

a-z

AHES%&()*2[N]A_ |}~ <=>

. 23: BiUERNEEFT

F3 KE
0-9 1-40
A-Z
a-z

S % &)K./ 2@IN]A [~ <=

DliF: BElgRES it FNAr SN, B8  ATHRIFESHEEORS , Dol EUUEMILLG HH=H,
(D |iE: REHZHNRFATIEBPATHNFIFRNEHLZRARE, DRAC SHFBIHZRAE U NMEHL=ERNEHFHE B8
<. >, (ESHMRE) B,

ODliE: ATREZREY  BER/\TRESFRNSRES  HFERNEFE. XEFE. QFATR. MRAENE , 5
BN ERIE S,

BeEZAR

ERTLABISRFESIIBRTE iDRAC FRECEZIA 16 MR, EEIZ— IDRAC BRI , IBMIERESFEEHISRAR. &ALl
FERAXLHAFIONIRIRERFE. BERMNAR,. ERLUEREE iDRAC fRIFFRE (B Web FHEH. RACADM 8 WSMan ) BXAFE
M. 1SRRG RSEERE AP SNMPVS IGIE,
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{iEF iDRAC Web REEEF AR

EAIIANECE At DRAC FBF
(D|i#: e/ REVEEERIFHURA BE0IE DRAC AR,

1. 7£ iDRAC Web REY , % iDRAC Settings (iDRACIZE ) > User (HIF) .
KBTS R7R Local Users ( A ) T,

2. TEFAF IDBh |, SR D R, RISHE Edit (5HiF) .
(D|i*: AP 1 AT IPMI BB | G sE8IES.

7R User Configuration ( FFEIE ) WA,
3. #NHN User Account Settings ( FIFIKFi&E ) 70 Advanced Settings ( BRIRE ) IFHHREREERFHKS.

(D|iE: BRMAF D FHEERFRAFE. BRMAFAE (R ) . SHBAILUSRAFR LAN SEREH. B1TinIEERE
B, LAN EERTIRES. SNMPv 3 3GIE, IUESRBIFNRERASKEY, BXRIATAIEZ(SE | 15208 IDRAC Online Help ( IDRAC
BXHESED ) .

4. B Save (#1F) . HISCIZESREIIRAIAR.

{8 RACADM BB AR

(D) i%: AR root ERABHERE Linux K45 EHT RACADM 64,

{EAT LSS RACADM BLE—/ 8% IDRAC FBF.

EFAEREERERRIATLSRECES DRAC BF
o SERTIHHI RACADM 7l , Bl RACADM apSHMMAMES M | RSN ZERR LHUTIZMAIE 4,
o EERE—EEXHNZEERRS LOIZ DRAC BEEXMFHIT racadn set Fi<,

WIREEEREHRT DRAC BB EEE(FER racadm racresetcfg e , IPANNERFENE FRIBAIA IDRAC BF&FIZE.
racadm racresetcfg $4F iDRAC IR AEIAE.

(DiE: anRARsS 2 LERBA SEKM , MTEERIA<SZA , BEMA racadn sekn disable Ap%EA SEKM, MFEILHATLLES
M IDRAC HIBIRT SEKM I8 , RIXFTLUBEEH DRAC (RIPEIFTEF IR S IBIE.

(D|i*: WETLUSHESERBF. Bt , 841 DRAC L, AP EARNESIRE,
BEITRAFRREEE  BIRSEN—IXUTHS (1-16) :

racadm get 1iDRAC.Users.<index>.UserName

SNBSS D S5HEEFE—RSIH. BEFERE iDRAC. Users.UserName=, 1R "=" BRR7HAFER  1ZHR5 |58
BULFEFEEERE.

(0| i: #ERTLARIFD
racadm get -f <myfile.cfg>
HEESRE

myfile.cfg

X4, 8RR IDRAC BEES#,

JIFBFER SNMP v3 BIEIE | 158 SNMPv3AuthenticationType, SNMPv3Enable, SNMPv3PrivacyType X5, BXE%
58 , i5218 IDRAC RACADM CLI #5837 , R : https://www.dell.com/idracmanuals,

R IR S SR A BB kEEE A, , 15/ AuthenticationProtocol, ProtocolEnable F[] PrivacyProtocol EtkE
SNMPv3 38iIF,
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{s5F RACADM 7l iDRAC FHR
1 RERSIFMABFE.

racadm set idrac.users.<index>.username <user name>

B8 58
<index> W—HIREFZS|
<user_name> ﬁﬁ):'g

2. BT,

racadm set idrac.users.<index>.password <password>

3. IXRERAFPNR.
BXEZEE , 15218 IDRAC RACADM CLI #5737 , ®L : https://www.dell.com/idracmanuals,

4. [ZEAR.

racadm set.idrac.users.<index>.enable 1

ZIOUF , BEALI TSRS
racadm get idrac.users.<index>

BXEZER , 152815 IDRAC RACADM CLI #53 , RE : https://www.dell.com/idracmanuals,

EREANIRE iDRAC BF

EREERNEEENRNAR (ETHBIEN)
1. BERTBAFERSL

racadm get iDRAC.Users <index>

2. ERFAPRIIERRALUTGS.

racadm set i1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

(DiE: BAURME 0, RRAFREEREEISIR. BXREERFPIIRIEMAHEIHERTIZR | ESH IDRAC RACADM CLI

757 , BAE : https://www.dell.com/idracmanuals,

ficE Active Directory FIF

WNRISHI N EIER Microsoft Active Directory 2144, BRARLAELEIZAALIRMRT iDRAC BUIHIEIER , MinFtiF e B RIRS I
BAF%I0 IDRAC FPSPRFF#H TS, X2 —TUEAIIHEE,

BT LAEIE Active Directory BCBEFIF SMHIIFLIAEREI iDRAC, SHFAILURMETAENIEN , ERREAEMNAFESEEN
PR

(D|iE: MFiEE MX B TEHEAERE | FEEEIRTERT CARWIE , BRLERRERE L€ CAIES | SfERSHIIE
BRSSM LDAP B Active Directory ( RZIMA ) ZBIESE CAER.

%} iDRAC {#F Active Directory JSiFRIBIIR SR (4

(5 iIDRAC HY Active Directory BHRIRIEINEE | iSHRREHIT FFHRIE
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o EBEH Active Directory BIiZEHE, BXEZSERE , 15515 Microsoft ki,

o 15 PKI ££5kF! Active Directory EhiZEH), iDRAC SEFEFRAENIBERIZEM (PK)) HLHISRZ2IEIE Active Directory, BXEZER |
52057 Microsoft ik,

o 1% IDRAC EREZINFMEEIEHEE FERZEERTE (SSL) , LSRG EizHEsi<ekt.

{Eiski=Hzs LS SsL

24 IDRAC 1&@id Active Directory 13 HIsSIIERFRT , EEFEREIEHIEEE— SSL &1F. EXERNBEN | EiEHlss R mEIA
FHAS (CA) BERGED — EfRIFHt HEZ iDRAC, NZE iDRAC IR /F/aE54128 — T 2IRAE FIalistss — izimiss|sem
MEGHE CAEZEEAT SSLAEH,

WNERIE{EA Microsoft Enterprise Root CA AZASEHIFT Gz HIs o EcEl SSLIES | MR

1. T MEEHIES B4 SSLIER.

2. BiEIEHIER CAMEBSHEI DRAC,

3. S\ IDRAC [E{f4 SSLiEH.

LETEIEFIEERY SSLIEH

LREMIFEHIEERY SSLUET ¢
1. B Start (FH4R ) > Administrative Tools ( T E ) > Domain Security Policy ( {22508 ) .

2. EFF Public Key Policies ( AILEMARME ) S22 , A48T Automatic Certificate Request Settings ( IEEHEHISIRE )
BT Automatic Certificate Request ( BEIEHBHIS ) .
157~ Automatic Certificate Request Setup Wizard ( BEiE BHIBEERS ) .

B Next ( F—#F ) 7% Domain Controller ( fai=HI28 ) .
4. BT Next (F—%) ., A8 Finish (3R ) . SSLIFBEZE,

FSaiEHIEER CA IEBSHE iDRAC

EIS IR EISER CAFBSHE DRAC :

¥ ZE4T Microsoft Enterprise CA BRSZAVIFIZHSE,

BTG > 1517,

BN mmc , ASRERE.

AERE 1 (VMMC) BOF |, BEXH (SdEHE ) FHEFERIN/MFREEETT,

R/ mR SRRSO+ |, BRI,

e ERETEOT | SERERHFRERM.

EERTRINHRET—2.

RS EN | LRk AERTHE.

wEERs 1809 , BEREBPMANERBSUEE,
KEFHEREBEERE CAUEE | EEMBES  ARRESHE....
1. EERSERSY  BHET—SHEER , FSHIAERIA.
12. BET—SFHIEERETF 64 (4RI X.509 (.cer)EAIE.
13. BERET—EHBIERFREERFZ LNER.
4. BELE 13 PREFAGIER LEHE DRAC,

E )\ iDRAC Elf4 SSL iEH

iDRAC SSL IEHBEMTF iDRAC Web IRSZ23A9ERIER. FTH DRAC EHIESEFECEABERIES.

4N Active Directory fRS5E5IREITE SSL REVIAUMBINIEEFin , 1EFEENR DRAC IRS3ERIET _L1&E] Active Directory faizH

B8, NER Active Directory 7 SSL SIEVIIAHEIEAHITEFIRIGIE , NATEX—EWMEE.

()| iE: 2N IDRAC [Ef SSLIERR CA EBAIFEZ CA BIEBEEMN THisH=RN "SEERINENE" JIERT | B2HTA
TSR,

o

© O NDO NN =

=
o
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15 IDRAC B4 SSLIEBSAZIFTB =z EEaNERFIE
1. {EFLLT RACADM #nd &k iDRAC SSL P :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

oA NN

EEEFIRE L F17F MMC ERIEE DA ERED > SEERRIMENE.
EREHED  EERBESHREEA.
BET—EFHREE SSLIEREXM.

B MR REERIRIMENIE %% DRAC SSLIES.

REREECHIES | FHARMEPERN CA T RISAMRIEBHUES RS, MRZAWIAEFIRT , WERTBRIEE

Hlgs L=,

6. BET—SHIEERERE Windows FRIFIEBREBENGFEREMHEK | BNl mRIFmEFiEX.
7. BAESAHERERE. & DRAC B SSLIEBSAZIFEEEHEMEEIRERIIZ.

23589 Active Directory ISIEHLE]

fEe] LB R 5 AR Active Directory XE X iIDRAC FEFIAIAIAR
o EmEZEHRRIRZE , {EF Microsoft BIZRIA Active Directory ZBXJ52,

o VIRZHIRRFEEEBENH Active Directory XI5, FTBIRIEHEHINISRERTE Active Directory iR, BIRETRANRE
M, LIEEEEMPRASIARE iDRAC EEERFAEIIR,

tT /SRS Active Directory HEES

W TFEFR , /9 Active Directory SERU{FFIFMELSETEETE Active Directory 31 iDRAC LEBHITELE.

1: {5 Active Directory fRH5EAECE iDRAC

1E Active Directory 7 , (SFEFRMEEXNS/ENRAEE, BE DRAC IHINRNAFEAGBAEANKRR. ENEFREMISE iDRAC BIA
AR , BEMESE DRAC TEEAEHZMNERSZ. TE DRAC ( TIE Active Directory ) FEXABEIISIREKS. EaTLAE
81 DRAC hEtEZIATRMNARYE. XESEREERMABEHNISER.

& 24: AR BAENR

faed

RRIASUBRZRR!

EFRIR

2T

g 1

%

ZF% DRAC, BLE iDRAC,
EERF. BERAE. TR
SEEEHITS. IBREIEE

0x000001ff

B EFFPH PR
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*. 24: BAABEBIR (48)

faed AR PR EFRIR 2L

8. pEEINER. WE
&R, PUTIZHTER S

fata 2 % ERF) DRAC, ECE DRAC, | 0x000000f9
PTIRSS ARz blan <. IRl
=dla, mEEU TR W

HER. PUTISHE<S

fEtAE 3 7 EF3 DRAC, 0x00000001
BEE 4 7 EEDEIR 0x00000000
fatEs ¥ EEDEIR 0x00000000
DliE: "RHars” ERBIER RACADM I8 BHRELEHIAT A3,

BigfISRER

MRFAEERAFTIAEE (BERER ) mERET , WNFEAR DRAC LEcEEZHSbit, AXFREERS |, SHSREE

KA,

WRFIBERAFPMAGE (8EHRESR ) KBS MEP  MRTE DRAC LEESBERRS /L. AXMESEHBERT G
ABENRER (WRE ) LINERAAERE.

EeEtRESEHS Active Directory

TEBCETNVEZRAS Active Directory Z AT , iBHRR

o B iDRAC Enterprise iFaJiE,

o ZECETEIFIIEHIESIRSEE LT,

o ARSESEE LM dat, AYEFIRSXIEHETIR.

e DRAC MZIZECHELE , BiETE IDRAC Web FRE 4%l iDRAC Settings > Connectivity > Network > Common Settings LABC
EMEIRE.

ERLE IDRAC LUH{T Active Directory BRif(a) :

1. 7E Active Directory R$388 (133=%88 ) £ , FIFF Active Directory FEFPFIITEH EIERHEIT.

2. Bl iDRAC AR,

3. 7£iDRAC _LfEF iDRAC Web REE; RACADM EREHE. HEFAENIE.

{#FH iDRAC Web R mEEIE B BIFESIIAY Active Directory
®

1. 7EIDRAC Web RES , 2% iDRAC Settings (iDRAC i&& ) > Users ( R ) > Directory Services ( BRIRSS ) .
DEEIERAN = b3 S E=DUER

2. %1% Microsoft Active Directory %Il , AFERT: Edit (M) .
BEBNEZ 7 Active Directory FR B SEIERH,

3. Bk Configure Active Directory ( & Active Directory ) ,
J5E7R Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEFIEIEE 145, £4 ¥ ) ITE.

4. 5 Active Directory (AD) JRSZESEISRT | AIIEIREAEPIRIEF E3 SSL iEEIa W EIRRT BN EEENEFIES. X
Tt WIEEEEGIRNEBER FQDN . XBET— TRk, B, NEMEIREFIEREE DNS .

5. Bf Next (T—#£) .,
1B &7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEFIEIESE 2

iE: BRBRFERANEE | 158158 IDRAC Online Help ( iDRAC BXHIEEED ) .

 H4¥) WAL

N
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10.

1.

12.

J2F8 Active Directory FHEEXT Active Directory IRZEEFIEFIKFPHINESE. Ltk , IBETE iDRAC BERIIFES iDRAC W%

#5328 Active Directory BINARIASATE,

(| MBEBMIEER | BiSERRHIRIRS BIBUFILB4MS: FQDN, 37 iDRAC Settings (iDRAC i ) > Network
(ML) .

B Next ( F—2 ) . 157 Active Directory Configuration and Management Step 3 of 4 ( Active Directory BLEFIE R
B3, #HaP) mm.

%42 Standard Schema ( #REZ24 ) HEADS Next ( T—2) &
J%E7R Active Directory Configuration and Management Step 4a of 4 ( Active Directory FREISIESE a5 , H£4$ )X

.
I Active Directory £BRFIRSZ SN EFHEERATIENEFHIRAE.

EA Role Group ( i ) EeEINEZRIMIER T P AUSHIRIGRES.
15 E 7 Active Directory Configuration and Management Step 4b of 4 ( Active Directory BEEFIEIESE 4b &, HL4E ) T
H.

TEERPRFF AT Apply (RIFE) .

BRI AIREFH B7R Active Directory Configuration and Management Step 4a of 4 ( Active Directory BEeEBIEIESE 4a i , &
4% ) WA,

EpRSERk. FRAEZRMIAY Active Directory IR BRIELESTH.

{6 RACADM Ge B E B ESEII/Y Active Directory

1.

FERUT®HS :

racadm set i1iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set i1DRAC.ADGroup.Name <common name of the role group>

racadm set iDRAC.ADGroup.Domain <fully qualified domain name>

racadm set 1iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set 1DRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address
of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address
of the domain controller>

racadm set i1iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address
of the domain controller>

BNEIEHIEEAI2FRIER (FQDN) |, MAREAY FQDN, fl40 , HN servername.dell.com AR dell.com,
BXRSEARBENRANHEIHE , BEREAREENE,
DR =M HIRIE PRI —N, IDRAC SRMORERZIE MCERIMIE | ERISCIIAThIERLE, (ERRER
HERT | XL R AP KR A BLE TR SIS RRATML,

o RERPFKFMABALTAEER  NWEREAFTELRRRIRSHE. ESMERBRT | (NILERERE.

o MNSRIERINECERA , EBEFEEHIEER FQDN 5 IP Mt S it sSiEBhYF-RRay /% A FRFER ITHT.

o TfE SSLIEFAILEPLRERIIE , FRLTHS

racadm set 1iDRAC.ActiveDirectory.CertValidationEnable 0

FUERT . TR LEIAENAE (CA) IEH.
o Eff SSL EFEEPEFIHFUTIERIIE (7% ) | ERLITSS !

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 1
FUERT , HRERLI T < L2 CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>
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(D[iE: MRIEBWIECER | IBiEEEI=H2RIRSS U2 F%T FQDN, #R DNS E/E#IES > iDRAC iZE > M4 TIE
HECE.

LA RACADM S afist .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. 9N DRAC LEfSH DHCP HEGFE(ER DHCP IRSB3IRAAY DNS |, MEALI TGS ¢

racadm set iDRAC.IPv4.DNSFromDHCP 1

3. Y05 IDRAC _EEZEFS DHCP BB EAEFERNHA DNS IP itk |, 1B ALAT RACADM #5< :

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFRERFIEFIRIMEEERE Web RENREMABRFE , UWBAUT®HS

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

IBRETIRE 40 NP , F3URSNT 13140 Z/A,

" B4244 Active Directory H:S
EFRY RERMARRIR T ZRFEE Active Directory ZEHAY R,

I R RERE

¥ FELRHI(# A Dell KEAXISRINN iDRAC FIIR, IXIS(FEEREETIZ FRUEBARPR{ER iDRAC, Dell KEAXISHIBLASEIEHIFIZER
(ACL) AFEHEE RN EEREE DRAC NEAISIRIEE.

FOAMBIET | Dell RERRIRALKER Active Directory SIRAIFTENIR. AISRESA Dell RERXIGRARZ , NIZRERRISRAILR ARG
BT AmEAFMA. XaJESSE DRAC IREIMUR.

BREMERT R |, Del BINAETEY REMISCIEF/SR Dell RERRISRAIAR,

Active Directory ZR3¥ &

Active Directory B2 /B4 195 L2, Active Directory ZEA9E SMNILBERLMIE 8 STEEUEE+FIOSUESEE., BF
EEHIBREDFHEN NG, BFREEHIN—YREISERFPNEE. ®K. BIESEE. S9LIESRNESHSHN B
FO2E51 /& Active Directory #iE)E , LUHBISEENR. Del I BTEHE , IEEVEREN , STIFFR Active Directory #HTITiEE
SIS,

AINZEIENETEE) B RER BN B M SR BT E— 1D #HTEN. N TIFRE D EEAMTUAIME—ME | Microsoft 4R T —4
Active Directory SISIRBIRF (OID) #UEE | LMEASEEYT BiRNEIZRAITa LREH—EHEARAS SR AT AL MR, B E
Microsoft Active Directory HHAYZRS , Dell W ZI 7 7002 B RIRSHVEMFISEAIME— OID. H—¥ ERLUNKEE—XEXEM D,

o HEBR  dell

e BaseOD&E:1.2.840.113556.1.8000.1280

e RACLINkKIDIBEIR : 12070 to 12079

iDRAC JE43H LS
Dell 7 R TAHLABIEXEL. WA AREIE. XAREITBTRES —ASESRIVMAESEMEZEI—18Z 1 DRAC 8. It
REHNEBRRRHTIRANREN | EME EXFSMARM/. DRAC R DRAC IREAEE , +HEIE.

STFEABES Active Directory EERLUHTIEEFIHSNAIMLE RIS MR IDRAC 175 | IBRIEED— 1 RERIRII— DRAC 8%
g, EALIEIES N KBNS 80 KENRETLIREEHERNTES NEP. B DRAC IREXISER. FF#1IDRAC BFR4A
AILAR B AR AIRL R,
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Y, SN RBEOSE RS (B, TLEHERAF. FPER DRAC IRENS ) B MURNS., IWRAIAiFrERRstISE
iDRAC &% RIS NNEBFNUR.

iDRAC IRBXISEE] IDRAC EW4HAYSEE , FBTFEIA Active Directory LUBTISIEFIRMA, 18 iDRAC iMINEIMLEE |, ERRMIER
Active Directory BFRECE iIDRAC RELIZEXS , LMERAFTILUEIY Active Directory HUATIGIEFIIFIN, LA , BB RIRMIUE IDRAC
A= D — N RESIERLMERF sEEE TI0IE.

TEIR RIS PRI REA ISR,

( iDRAC
\ Association Object

.

e \ / B i p ’
A / iDRAC
[ Userts| [ Privilege Object ( i
A Groupl(s) Device Object(s)

2: Active Directory XISRRYHBYGH

SRR ECI2ISHENXREISR. BR  BWREIEED— RIS , FEME LES Active Directory EERLAEIT
iDRAC ISAEFIHEIAIE IDRAC I8FWEBE— IDRAC 18315,

RESISRATFEESHERRF/EALR DRAC IREXMR. M  BNKERABE—IMUIRNSR. REIKAEREE DRAC
RE CABIERRIAR.

£1XF ADUC MMC ETEETTH Dell f R R ATHIS R EHEEIEAPRIISAN IDRAC MR SXREIRIITRER. Del 7 EARIFERER
fibikAI4EER IDRAC MG IN/IRERR ISR A FRRL R

IR EAREIRAEAER |, BeIE— N EEBAEERIKEAXIS, Dell Schema Extender 23 FIFERBUEEAIBAIA KBRS B I A Ith
B, FeeSkEEMEAERE—RER.

REEAEERF. BPESHENRFAESTLURINEIRERIS S, ¥ RERERRTT =37 FHHRETE Microsoft Active Directory f8iF
KIS M2 BRYFE AR BRI 4E.

KIERT RERERIR

T RIS BT ARXBRY R SE—RFEXE A RESPRS S TR ER, M52 , ¥ RIS LARRER | LA
RFRFPRESR—AP XA ESIRSSI NI EDERIRIBRES.

TEHRM T —MERT RE RIRIRAITA.

Domain 1 Domain 2

\
j\

il o e
.;\USJ [ User2 /iDHACI ( iDRAC 2

3: PRI
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ZE BRFAN KBTS — AOTF0 A02, User! BISTENKEAIISR S IDRAC2 XKEX,
T FRERHIIIER RER B P REXAI A RSPRM S E S EAR | EAURINARR | NERFAERARSIRES.

EATRES , User! #5 iDRAC2 EBY Privi F0 Priv2 #3288, User! {4878 iDRACT LB Priv1 B8R, User2 3% iDRACT 1 iDRAC2 B4
Privi BFR. B4, WEER Userl alEE g , BT ARARR.

o= %2443 Active Directory

BEfEZE Active Directory LAIF1E] iDRAC :

1. ¥R Active Directory 2844,

2. ¥R Active Directory FBFFITEH EER&TT,

3. 1% iDRAC BB RESEHGHRINE Active Directory,

4, {#F iDRAC Web 5iHE = RACADM BtE iDRAC Active Directory &k,

3" R& Active Directory 284

¥ B Active Directory ZE¥JIGSTE Active Directory ZB¥IZIN0 Dell B4RETT. ZEHIEFNE AN RIBEFIXET S, ¥ REEfEZ
B3I , TR EEMIZE S FSMO AEREE HIREEMEIERIUR,

Dl =Ry BSaVERAR. RENREAREETFIH=SR,
(D|i%: ¥ B RS EIN Z FIR AR5,

AIfERLATME—T3AY FEEEHS
e Dell Schema Extender \FfEF
o LDIF BIASZi

WIER(FF LDIF A , MASHE Dell BERERTTHRINEIZREH,

LDIF 3Z44#0 Dell Schema Extender 43 B\ F Dell Systems Management Tools and Documentation DVD FILATFBEFEH ¢

e DVDdrive : \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced
\LDIF Files

e <DVDdrive>: \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools
\Remote Management Advanced\Schema Extender

E{FF LDIF 314 , 15515 LDIF_Files B R+ BRI H AR,
ALAMEEEEHIFHIZIT Schema Extender 8 LDIF 3744,

{§H Dell Schema Extender

Dell Schema Extender {#if] SchemaExtenderOem.ini 3{#. ZEff{R Dell Schema Extender 2 HIEFIEE TIE , i50(E
USRI ZFR.

1. £ Welcome (¥R ) FE L , Bd5 Next (T—%) .

2. RAEHTHES  RERET—E.

3. 1% Use Current Log In Credentials ( ElZRIERER ) S\ B EROEESAPRAFATEE.

4. BFHET—=17 Dell Schema Extender.,

5. BE5Ehk.
LRI R, EIRIFZRMY R | 51 MMC F Active Directory 2RSS TREATTRIGHE EAEY TUE LM 142 EBEFE. GXfF
F8 MMC #0 Active Directory ZRMIEIREITTANEMER |, 15217 Microsoft BES {4,

e 1=k

Z&. 25: iKINZ Active Directory Z2fathZERYKEN

£ PEMRIFIRS (OID)

delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
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7. 25: iiRHNZY Active Directory SRR EN (£E)

KB

PEHIMRITIAS (OID)

delliDRACAssociation

1.2.840.113556.1.8000.1280.1.7.1.2

dellRACA4Privileges

1.2.840.113556.1.8000.1280.1.1.1.3

dellPrivileges

1.2.840.113556.1.8000.1280.1.1.1.4

dellProduct

1.2.840.113556.1.8000.1280.1.1.1.5

#R. 26: DelliDRACdevice

oID 1.2.840.113556.1.8000.1280.1.7.1.1

$i8E X3 Dell IDRAC &%, IDRAC WJRTE Active Directory HECE S
delliDRACDevice, IERE(F IDRAC AIERE% B FH Y
(LDAP) Eif&I1XE! Active Directory,

e 0ESid] AR

FiEeES dellProduct

B dellSchemaVersion

dellRacType

Z%. 27: delliDRACAssociationObject 2

oID 1.2.840.113556.1.8000.1280.1.7.1.2
1588 AR Dell KBNS, KECSSATFRIEAFSREZENEE.
ESEpSid] EEAES

3L A

B dellProductMembers

dellPrivilegeMember

ZR. 28: dellRAC4Privileges 3£

oID 1.2.840.113556.1.8000.1280.1.1.1.3
izl 79 IDRAC TE AR ( SAUARBR )
SRAIRE HENE

FEEES 7

Bt dellisLoginUser

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser

delllsVirtualMediaUser

Be B FPHFFIER
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ZR. 28: dellRAC4Privileges 3£ ( 4£)

oID

1.2.840.113556.1.8000.1280.1.1.1.3

delllsTestAlertUser

delllsDebugCommandAdmin

K. 29: dellPrivileges 3§

oID 1.2.840.113556.1.8000.1280.1.1.1.4
15288 FEAE Dell #BR ( AR ) AOE=EK.
KAYRE EAES

[EEES FBF

B dellRAC4Privileges

Z&. 30: dellProduct 3

oiD 1.2.840.113556.1.8000.1280.1.1.1.5
5iEA Frf& Dell F=GRiREFFKIBAIEZE,
ES:0ESit] LR S

B &

Btk dellAssociationMembers
Z&. 31: iRINZ Active Directory 2239 E 1ERIFIFE

EiEa#R/i%eA SECRY OID/EERIRITIRFT BE
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
BT UEER dellPriviege XIERAYF BAI 5 ¥FETR (LDAPTYPE_DN
o 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE
BT ittAEA delRacDevice F1 B9 ¥ZFR (LDAPTYPE_DN

DeliDRACDevice XJSRATFIZR, LEME | 1.3.6.1.4.1.1466.115.121.1.12)

B8/ dellAssociationMembers [FIE5E

ERUIEMaEE,

§E82 1D : 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
MRAFEERENERIR , WA | F/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
WRAFPEERENRERENIR . NN | #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WRAFEERENAFEERIR , W | #/R{E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

144 BB P IKFFISER




#=. 31: iRINZ Active Directory ZRIIRIEMRIFIR (£E)

EiEa#R/i%eA 4Tk OID/EENISIFIRG BE

dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE

MERAFPEERENEETEIRIGR , W | 77R{E (LDAPTYPE_BOOLEAN

759 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE

MRAFEERENRSSEERZNIR . | F/R{E (LDAPTYPE_BOOLEAN

M7 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE

WMERAFEERENEIEHIENIR , | #/R(E (LDAPTYPE_BOOLEAN

M7 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

WMRBFEERBNEIUN IR , W | f57RE (LDAPTYPE_BOOLEAN

73 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE

WRAFEEREINZER AN #0/R{E (LDAPTYPE_BOOLEAN

PR , W3 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.1 TRUE

WRAFPEERENEAHSEERN | F/R(E (LDAPTYPE_BOOLEAN

fR ., WJ9 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

LRSI A R T LR, R NEFFTER
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE

/B4R deliDRACDevice XIRMIZRT | BEEAK/NEFRFER

RAC BRI F (LDAPTYPE_CASEIGNORESTRING

dellAssociationObjectMembers Bijdt§ERE | 1.2.840.113556.1.4.905)

NEEEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE

BFLREE Al #FEFR (LDAPTYPE_DN

dellAssociationObjectMembers B9FIFR, | 1.3.6.1.4.1.1466.115.121.1.12)

LtEMEZ dellProductMembers §%33

BRI AR,

§E#E 1D ;12071

TZHTF Active Directory RIS SR8 ThY Dell i B

¥ RE Active Directory FRRYZEMIRT | iF
F4H. iDRAC SKEXF iIDRAC #XIR.

{8F8 Dell Systems Management Tools and Documentation DVD LR FAEIRIERT , BJLATEZZESF2i5%51% Active Directory Users
and Computers Snap-in ( Active Directory BRIt B SRt ) SISk REEEIT, BF5H "Dell OpenManage Software
Quick Installation Guide” ( {Dell OpenManage R4 HRIEZIEIERT) ) , H—S THRINILERKETRM, XTF 64 {5 Windows £
ERG R |, EERTEEERUT

<DVD IRE)EE>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIin64

W& Active Directory FEFFIITENEERRTT , LMFSIEREERER DRAC 8%, BFTIE
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B3 Active Directory FBFFIITEAEEERTAESER | 1558158 Microsoft BA {4,

4% iDRAC FHFFI#BRRNNZEI Active Directory

{8 Dell 7 FEHY Active Directory FEFPFIITENEIRSTT , FaILABL ORIRE. FKEFIRPRIISIAIN iDRAC FFFIRUR. ERINE
DRI, IBHITLATIRE

o BlfE DRAC BB XIS

o CUEIRYIS

o BUFEXEANISR

o EXISIRMNZBURERITSR

8l iDRAC igZSR

0 IDRAC IRENIR , IBHUTLATHELE |
1. £ MMC HJ Console Root ({Z#IBHRER ) EO+ , ARBLE— 1 B=R.

2. %1 New (§2) > Dell Remote Management Object Advanced ( Dell BT EIESR ) .
B 87~ New Object ( FiiENSR ) E0O.

3. NFIRMAEIR, ZBRUNRSEIERER iIDRAC Web REBCLE Active Directory BIERTEINAY iIDRAC BFR22EE,
4. 1%&4% iDRAC Device Object (IRTMHR ) , REHRT OK (HBE ) .

BUEEIPRRIS

EOUEBPRMIS
@| it BRI E— M BRI SR,

1. EEHESRTR (MMC) BOF , ARBRE— SRR

2. %% New ( #ii# ) > Dell Remote Management Object Advanced ( Dell S{RITIEEIENR ) .
527~ New Object ( ¥EId%R ) &0,

TIFISIMANETR.

1%54F Privilege Object ( #RXIS )  REET OK (HAE ) .
ARBEECEINIRYSHISEREE.

Ea7F Remote Management Privileges (iZiEEIBINIR ) - FH AR EAS BERIR.

BUEEKEARI SR

BOIREENS | BT TR -
®|;z: DRAC XSS METRATISE , ESEEIGES Al

1. THEHI&IRDE (MMC) BI04 , GRBEE— S,

2. 1%&#% New ( #ii# ) > Dell Remote Management Object Advanced ( Dell S{RITIEEIENR ) .
R B mENRE.

3. BIAFTISREIBIRAERREAR.
4. j%&HE Association Object ( XEAXISR ) KB , ZA/FEE OK (HE ) .
5. AR FREHIEEIRAIKERSSRATT MR,

AXRERIIRIRER PIBIRIER

BRI R R RIREAI SATHIRINR

1. %% Administrative Tools ( ZI2TH ) > ADSI Edit ( ADSI 448 ) . 1557~ ADSI Edit ( ADSI 4348 ) &
2. EANEES , SMECIEIXENNSR | AP EFIERE Properties (B ) .

3. EREEI<F , BFERM.

4, ¥\ Authenticated Users , BAd; Check Names (18BRH ) , ASET OK (T#E ) . WIFHIAF 5502 Groups and
user names ( HFIAREAHR ) 7%,

o o N o
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5. BT OK (HfRE) .

LEPSE FANIESI P S INE

{EFIXBISBIEE D , ATLAKBRPEAFE. HURISA DRAC 25, IDRAC IREA.
EATLARINFAF4EAN iDRAC R4,

IR A FA

ERNARSARE | BHUTLUTRE |

1. ERBEXENSFEEEE.

2. IEEFERPIEI-RAH RS,

3. WMABFERFEARFERT OK (IHE ) .

A NEXBR

ERINSIR | BEHUTLATRE -

B3 Privilege Object ( BRI ) IR E£ | SHPRITSRIRINZIISIE iDRAC IRERITE X AP s AP ASPRAIXER S, REeE— MY
(ERSEFIEIESESOEN

1. 1E#E Privileges Object ( #XPRYISR ) &I~ , FFEAE Add (iR00) .

2. BNBIRIISREFRHRERE.

3. Epi: Privilege Object ( PRIISR ) IXIIF , ISIPRIISIARINEILIE iIDRAC IRERTE X BFE AP EMIRAIRE ., REgs—
PUESSESAIIEIPS:SNE S

0l iDRAC 255X, iDRAC R4

EEIN IDRAC 18858 IDRAC R84 :

1. CEEFERIEI-EH R TR,

2. I IDRAC i85 iDRAC 1RBZAZFRHE B TIRHE.

3. ERMEOS , fRBRENA. RE.

4. B Products (&M ) B ELARII— N EEEZITBTFATE B A EIMLERY DRAC 8%, ERILUES/ DRAC IR
BRINEI— N REIRR,

{6 iDRAC Web REECEBR B BE2E13AY Active Directory

BE(FEH Web RELY RERHEIELE Active Directory :
DliF: BEEFERINER , 528 IDRAC Online Help ( IDRAC BXH#BED ) .
1. £ DRAC Web REF , ¥ iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >

Microsoft Active Directory, E5 Edit ( 4miE )
J&E7R Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEIEIRE 145, H4 ¥ ) @A,

2. Z5 Active Directory (AD) BRSSE:BIERT , PIUERE LRI E3 SSL EEAAHAER BN AE WS EZRIEEHIES.

3. B Next (T—#) .
15T 7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEIEEE 2% , H4F ) IumA.

4. FEEXT Active Directory (AD) IRSZERFIRAFIKFRINIERR. Lot , IEEERHAIE IDRAC RRFFRF AD MERAYRTIE.

Q|
o WMBEBWTTHER , HiEEEIHSIRS SN FODN, FHR(E IDRAC Settings (iDRAC 12 ) > Network (Bl
4 ) TFIERSERE DNS

o HNRFAFF IDRAC MM FAERES , NIARZEIEEE User Domain from Login ( SREISFRRIAALE ) %50, TANELE
Specify a Domain ( f§iEl ) EIHEI IR iDRAC XISATEE.
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5. BBE Next T—4%) . B8 Active Directory Configuration and Management Step 3 of 4 ( Active Directory FtEFI1EIE
£33, #H4aF) ﬁ@

6. W RERIEH T Next (T—H) .
15 E 7 Active Directory Configuration and Management Step 4 of 4” ( Active Directory ECEFIEEE 4E , H4F ) T

EO

7. I Active Directory (AD) HAY iDRAC IR EXISRAIBTRIAMIE | FFEiE Finish (5868 ) .
¥ RERIEZLHY Active Directory 1R B ETTH.

{6 RACADM BeEEEH BEEf3/Y Active Directory

{$F3 RACADM BB BB EZEfIAY Active Directory :
1. FRLUT®HS :

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set i1iDRAC.ActiveDirectory.Schema 2

racadm set 1iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set 1DRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o INIEIEHISEHETRIE (FQDN) , MIAREIEHAY FQDN, 40 , B servername.dell.com AR dell.com,

o EIAREMRHEINT=/MEUEFRI—. IDRAC ERXRREREZIS M ERMIE , BRSCIIRINIEZ AL, (FRY ERE
B, XL IDRAC IR ATFERVIEF=HIZEAY FQDN B IP ik,

o E7E SSLIEFRIEEPERIERIGIE , FRLATHS :

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 0

FEERT | BFTFE L CAER,
e 71f SSLIEFT ﬁfq:aﬁum TUEBIRIE (k)

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 1

HFEERT , HEEFEALIT RACADM 54 £ CA RS :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Dl EEHWTEEA |, SEethi I SeiRS 8N FQDN, (R iDRAC i&E > M4 T DNS EFHES.

LA RACADM %< a5k

racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. 3N DRAC EBEJSH DHCP HERFH LA DHCP RS589 DNS , MBALA TS -

racadm set iDRAC.IPv4.DNSFromDHCP 1

3. Y05 IDRAC EEZEFS DHCP Bf&HREFaNMA DNS IP #telit |, IBMALATSS

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. WREFLERERFEFIRIEEERE] DRAC Web RERREBHANBFE , BERAUTHS :

racadm set 1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BEREAEE 40 MRAPE , R5IHSNT 18] 40 Z(E,

148 fic & A P FFIBGR



izt Active Directory i35

EAT LA Active Directory IRBEIISIHERIECEZR B IEN , Sii2#T Active Directory BERAMAVIRIR,

{5 iDRAC Web izt Active Directory 128

Mzt Active Directory IR 8 :
1. f£IDRAC Web RE# , %2 iDRAC Settings (iDRAC iZ& ) > Users (FHF ) > Directory Services ( BRiES ) >

Microsoft Active Directory , B85 Test (illix ) .
FEEDE 7= Test Active Directory Settings ( illlit} Active Directory i&5 ) TUH.

2. BEliE,

3. iﬁ)jf)n:giitiﬂi):ﬂggw ( 5140 username@domain.com ) 1245 , AJSERE Start Test ( FFRMIK ) . MERISEMFMENINER
MR HE.

WNRTHTERENY |, FEENIN B ERIFREE L RE R0 sEAIRR 5 2=,

(D|iE: AFRECDiE "Enable Certificate Validation”  ( [RFREBIIE ) RIS Ml Active Directory IRE , I iIDRAC ZK
Active Directory RSSE8# FQDN ( TIASE IP Btk ) xR, 205 Active Directory fRZEHIE IP H#BlARR , RMEPRIIESRE S
iDRAC &5 Active Directory PREZ S8 E(STILM,

{&F RACADM it Active Directory 1258

ML Active Directory I8 |, i6f#F testfeature 5%,
BXEZER |, 15215 IDRAC RACADM CLI 753 , Rt : https://www.dell.com/idracmanuals,

BcEiEF LDAP R

IDRAC IRELBRRREZRSHFETRERB LAY (LDAP) BIIE, HINREATEEBRIRS LRI TEAZY R,
797 % IDRAC LDAP sEHEIEA | 1§FIFAR B RIRS 2 ARIEBAM BA BT EF RSB -AXER. BRRSIUNTERIERR
B, fian , AR, BURBFNAZBIEERERRNEMIERMR. XER(FRITE DRAC T E.

(Dli%: 1BF3 LDAP B RIRS A ISR T EAL-EHINERIE (TFA) FIE—ER (SSO),

R iDRAC EF Web B HECH B LDAP BRIRSS

E(HF Web REESBIEMA LDAP BRIRS , BHUTUATERE
@| *: BXEFEBRIEE , 15808 IDRAC Online Help (iDRAC BEHLEREN ) |

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic

LDAP Directory Service ( i@F LDAP BRBRS ) , BB Edit (4HiE) .
Generic LDAP Configuration and Management Step 1 of 3 (JEH LDAP REBHIEIEE 14 . 3 ¥ ) TETERSFINER
LDAP IZ &,

2. BFE 5B LDAP [RSESEEMAY SSL iERYIA ISR /S I RIIEH L FERNEFIES.

()| i%: TEIRAS |, ROSETFIE SSLIHOM LDAP 4558, X378 SSL LAY LDAP,
3. B Next (T—%).

18 &7~ Generic LDAP Configuration and Management Step 2 of 3 (i&@F] LDAP EeEIEEE 24 , L3 ¥ ) i@,
4. JSFIER LDAP MiFFHEREXTB LDAP IRSS=EFAFIKFIIUEER.

(D |iE: MEIETRIIECERA | BHEE LOAP k532569 FQDN FHHBR DNS 7£ iDRAC Settings (iDRAC i&& ) > Network (X
&) TIEHEE.

iE: TERA T | AR ESR. BWHSERSAF ON ARk ENERMR. B R, RFFEXE.

®
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5. B Next ( T—£) .,
1587 Generic LDAP Configuration and Management Step 3a of 3 ( iEH LDAP BeEfISIEE 3a s , 3% ) TTA.

6. B2 Role Group (24 ) .
587K Generic LDAP Configuration and Management Step 3b of 3 (iBH LDAP e SHIEEE b , £ 35 ) TTAE.

7. IEEURADHNEIR , SRBXRKAUR , A/F8E Apply (R ) .
(D |iE: aNZR1HER Novell eDirectory H3FH DN BFKMERTLATFR - # (HS) . "(WEI5) . ((B5) . > (KF5). .
(85) &< (INT5) , Nmbes,

fHEEIREIS{RTF. Generic LDAP Configuration and Management Step 3a of 3 (J@F LDAP BeBEHIEEE 3a s , H3 )
NHEETHREHRE.

8. WREFREEMBEE , BEEF 7 SHE 8 L.

9. BERRE. EA LDAP BRRSEEH.

{£F RACADM EcEiEH LDAP HFHRSS

ERLE LDAP BREIRSS , (£ iDRAC.LDAP #] iDRAC.LDAPRole HHHIIIER,
BXEZEE , 15215 IDRAC RACADM CLI #537 , Rt : https://www.dell.com/idracmanuals,

izt LDAP BRARSSIZE

EEILAGE LOAP BRIRFIRELISIFERIEE R RIEN , SUSkT LOAP BERAMAEIRE.

{3 iDRAC Web R milllizl LDAP BHRIESSIRE

EN LDAP BRIRZIRE -

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service ( i#F LDAP BRIRSS) .
Generic LDAP Configuration and Management ( j&F] LDAP EeSHIEIE ) TETE~SaIANER LDAP IZE.,

2. B,

3. %fs)\ii?ﬂ;mﬂiit LOAP IRER B RAFHRFEMER. BBRTERN A ERETERNNRF YRS FTIERIEIET

(D|i%: FEE itk Enable Certificate Validation ( FEFEFSISIIE ) BOIE S T LDAP 18 &Rt , iDRAC EK LDAP IR S84
FQDN fIAE IP #EHERB. aNER LDAP BRSZE8H 1P MRS , NNEHIGIELM , B8 iDRAC FoikS LDAP RS 2EIE(E.

(D|i%: tISEFHEA LDAP , IDRAC BIESSIXIUBRAFPNSHERAR. MRAY  NAERAAHERER,
BRSBTS AT,

{EF RACADM iflliz{ LDAP B RARSSIRE

FE LDAP BRIRFIRE | 1BEF testfeature ¥, BXEEER , 1SR IDRAC RACADM CLI #57 , WLt : https://
www.dell.com/idracmanuals,
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RRECEMNEIRT

B EWER BN TERREE AR LS/ EN. MERNERTEREMEHER. SRFRUER | HUNERFEE
E’%%E%‘B%%&BHJL RSHERRBRIRE | WEEEREE. BRRANEEIUEHELERHNE TREHITHE=75 /0 K
BT

FAMEENERT RIIFIRER.

£ 4.40.00.00 hRAH , REBIEINREDRH RE NIC,
(DliE: NIC RUHESESE REIERF LB EHA0EM i, FSIFEE (x-UEF) S,

DiE: BRRAHEERST  CAZENMHIRERE, FARBETERAZRRES,

B AT RIS s EER#iER

e DRAC Web RE

RACADM

WSMan

SCP ( RAFEERENH )

Redfish

EFEaHREGER F2 FHi%ERE DRAC IRE
T RGeiks

it EEAMERL | W EH iDRAC Enterprise 8% Datacenter FRIEFIEHI SEE R TR

®
®
(D)|i#: OMSA, SysCfg Fl USC SO HAMEIRE , (EREHEKES.

TEFIH T SRR MBS TS THIhAS. REFARRER :

(0| i: StEHEtEmE | FS2HHER IDRAC BXGISIRR. B2 | vConsole SEAAIRM T 3ISIHIIEIR , & DRAC SbFHIERE
i, IR

=. 32: BHIERN IR

it BEILIER S T HIERTIETIAE) vMedia , ERITFRCEIREN 4=,

(Shodi:] RSIEETIE
o HHERIFRTIE o HBIRIR(E - FHL/ KA. EiR
o DUP & o INE FRIGE
e SCPEA o EEIRILSER
o FHRNEINE o RBIRE (#FEEL PERC)
e OMSA/OMSS o ERHEME. BIMRRLUIRAEFIRER
o IPMI o TITIZURTER
e DRAC/LC o EH{IBLE ( FlexAddress BRITF2 S ERitbilt )
e DTK-Syscfg e Group Manager %13
e Redfish o TTEFNENRENBMHAF TR ( HEBRETE NIC )
e OpenManage Essentials o IFONESH
e BIOS (F2 IRETHHIE) e PERC
e Group Manager o PERCCLI
o HEERE o DTK-RAIDCFG
o F2/Ctrl+R
o TIERIAANRBNAMEHNE TR
o NVMe
o DTK-RAIDCFG
o F2/Ctrl+R

RREEEMNERDT
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. 32: FHESRAZINAIRE

[SEodi

RISIEET(E

e BOSS-S1
o Marvell CLI
o F2/Ctrl+R

e ISM/OMSAZE (0S BMC [EF. WETER ping. 0S &FR. 0S
A )

®
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i*: ERBMEEAY , A&7E iDRAC BRIUEFE OpenlD Connect EFFI%EIN,




fcE iDRAC LAHITHE—SRAEEEFER

ATIRMHECE iDRAC LURTEEERESR (1IEBTAMAFFI Active Directory B ) 18— (SSO) R (i&FTF Active Directory F
) BER. SSO ISR FERECIFIMITEE.

iDRAC SZ$FETF Kerberos B3 Active Directory 3&IFES71558E-£F0 SSO BR. BX Kerberos BHSE. , 15515 Microsoft Rk,
£/

Active Directory BB—ERE S RERIRHREM

79 Active Directory FAPBECE IDRAC SSO B

RS ERATEERER

FEEGRER

FERSEERER

Active Directory BE—E& R e RERAIRIERM

ET Active Directory B SSO B ERERERATBIIRSKMEE ¢

e IDRAC BYfE]5 Active Directory 1gizsIsentiaRs, BN , iIDRAC LAY kerberos IIMFAEM, #RETLAEEERYXFN NTP ShEERSAY
8, BEHITIIRME B85 BB XA NTP Tm LAY 95.

o 5 IDRAC jFAB9 Active Directory fRIZHHITEH.

o {#FH ktpass TEAER keytab 314,

o ENT REMEAR—ER , ISHRIE Delegation ( FR ) £ L keytab FIF%EH T Trust this user for delegation to

any service (Kerberos only) ( X{EARRSSZFIRINSEMER (R Kerberos ) ) i, ZIEM-KXEFE ktpass AFHERF
BUEE keytab MHEA AT A,

o FEENSERLAUSH SSO BR.

o BU# Active Directory XSS FHZALATRINR.

e XIF SSO, 1579 IDRAC FFEFMIAY DNS RS ERECE R A EIAIKI.
(D) i: NREHNE SR DNS ZRRIVER , Kerberos SHMIERSM,

o EMENISELISHEF SSO HR., BXELER | BEH 5—55 TWELM 318,
@liEE: Google Chrome #] Safari <3735 Active Directory 1T SSO &R,

2 E % L iDRAC

1£ Active Directory tRig=EAf iDRAC :

1. EBE5 iDRACISH > EIEM > M.
FER< B RRI4ETE.

SO LRI (P IR EIERR IPv4 18 B IPv6 188,

RHEMAER/EH DNS BRS3E3 1P ik, ZER(FHRIRERERDAIER DNS fRSSER P ietlt,
%642 DNS i*#ff iDRAC,

RLBE DNS {F7E.

ISNEMIZE DNS BiES Active Directory DNS (SR ILEL,

BEXBHRNELZEE | 152815 IDRAC BYIE74).

NN NI NN
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Bl#E Active Directory XSRFHIZHINPR

ERFIET Active Directory tREFTZERY SSO

SIETF Active Directory fvEA Y SSO BERHTUTEER ¢
1. BIERFE,
2. FnERECIE— AR,

()| i%: ERIAR AD FIF4ERN AD FBF.

EFEIETF Active Directory I B ZH) SSO

SIETF Active Directory I FRZEHEH SSO BERHTLUTESE !
1. 1 Active Directory JRSZESFOIRRIRRITR. NIRITRFKLELITIR,
2. REFCIENRSATE AR,
O] BUTFBRHEBRIUR , EAXTHERGT XL,

3. (ERXREISRKEKIEN RIS,
4. BZREIK SSO AR (BRAF ) MINERENR.
5. NIZIEAFREEHIESIR | LUDRICIEAIRERRIR.

E35F Active Directory SSO

%9 Active Directory SSO BRHITIATEE :
1. BlFE— Kerberos keytab FBF , EFRF6IEE keytab 314,

(D|i*: 7984 DRAC IP BIEEHTHY KERBROS %348,

73 Active Directory FHFitE& iDRAC SSO &

7E9 Active Directory SSO ZRELE iDRAC ZH1 , iR AR,
LIRELT Active Directory iIREFIFIKFET , BTLAY Active Directory SSO BE iDRAC,

£ Active Directory IR RLL#{T SSO &F

£ Active Directory H8IFEFEFLUHIT SSO BR |, iBHUTLATRIE

1. ERERRMPREFRER.
2. %% Kerberos B > Bl > 1P > JlbHF{EE Kerberos AES fIEZ3¢RY
3. {ERLATSTE Active Directory IRSSE8EERY, Kerberos Keytab :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapop set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

/N =YSESEI_E AN

e FA Kerberos FAFH "&iIR" ®E.
o £Z Kerberos AR > B > HilR > IHEUIRSHZFIRIISEIAR (R Kerberos )

DliF: ERLALIRSESS | iLEHI, Active Directory FIFHEABERE R,
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4#ERY Kerberos Keytab {4

JI37HF SSO FIERERERBMIIE , IDRAC STHFIENAYECE , LATE Windows Kerberos f%%_EEFEEB{E/ Kerberos fRS3, IDRAC
A Kerberos BEREiF RAIEESIZAE Windows Server Kerberos JREZELE /9 Windows Server Active Directory HfZee A8,

ktpass TE ( HH Microsoft {E MRS E§Z4E CD/DVD H—EBn 1Mt ) BTFeIZRIBFFPIIRS EAREBTR (SPN) 482 , HIBEEE
BSHHE] MIT 2, Kerberos ZEN R , XEISIUNMBARSEAS SHAARP (KOC) ZEAEELR, BRI ATNEE
8, BFIIERSSEEF0 KOC ZBIRYEEH(TINE. Ktpass TEAITFET UNIX BIBRSS ( 373F Kerberos BRIEIE ) R Windows
Server Kerberos KDC BRSFIRHMAVEIRIEINGE. BX ktpass SLFEREFRIFMERS. | 1EE1R Microsoft Rk :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

TEERESRRE 2R |, EmeIE—1 Active Directory FAFHKP , LMES ktpass @AY -mapuser SEI— A, L5k, @4
MEE SEBERZESEFRE _ EEZIRY iDRAC DNS 18EIAIEFR.

{8 ktpass TE4RY, keytab {4 :

1. TEFEE1E IDRAC REIE! Active Directory RSP RIIEIEHIES ( Active Directory fR$32S ) LIE1T ktpass ~FTERR.

2. {ERELLT ktpass ap$ Bl Kerberos keytab 314 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapop set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

INERSEAYA AES256-SHAT, FERSEELS KRBS_NT_PRINCIPAL, RS EARBFRGHS R BEmAFKFPNELE MRS R AL KA
M AES 256 INZRXRBE .,

®|5$: 33T iDRACname RSB EBETR , BEANEFH. BXNEHBERATFE , MG,

BER— keytab 34,
(D |iE: MRAFNHLIZEFRRIMAT IDRAC AR | BelE— MNP — MERRX . MRBRIUTR
MIelENRE—=EEE , NG EIERERE.

{5 Web /3 Active Directory FAFfitE iDRAC SSO &%

ERLE IDRAC LUH{T Active Directory SSO &5 :
®|55E: BXFZEMAYSE | 15217 IDRAC Online Help ( iDRAC BX#E3ED ) .

1. BGIF iDRAC DNS F#R5 iDRAC STEIREMNIEHB 2B L. EHITIRIE | i57E iIDRAC Web REF , 3% iDRAC i8E > M4 >
BEigE , A/5£(% DNS iDRAC Bff/ElE.
2. BCE Active Directory LIETFAMERRNTEY REMIIRERFIKFR |, BHITIA TN EESRECE SSO -
e 7f Active Directory Configuration and Management Step 1 of 4 ( Active Directory BeBFIEEE 145 . 4% ) tE+
% keytab ST,
e 7f Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEIEEE 2% , L4 F ) mE+
EERBR—EFRIEIN.

{6 RACADM 3 Active Directory FHFtE& iDRAC SSO &%

EEE SSO |, ZRSEELBLS Active Directory , FHEITIA TS ¢

racadm set i1iDRAC.ActiveDirectory.SSOEnable 1

SRS E

739 Active Directory FIPBLE SSO BRIG , BHUTUTEER :

1. 7E "ME" BHEIRE DNS RS ES IP FHEMALE % DNS IRSSEE IP,

2. ®%ZE "HAEBIN" R0 *domain.tid 1,

3. 4%‘ éctive Directory IR IIEZEEER ( 2SS EFEAVEBME > EI128 > FithAPA > 8 > B8R ) |, 700 Active Directory
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4. FHZRFFER Active Directory AP EIREER.
5. 7E Internet Explorer IREH , AN *domain.tid 18 , ANFA7
a. ¥%ZTH > Internet &Il > 2 > FHMl Internet > I | BUHIEFBINER Intranet MEIRE. EEFEERN=11EN A K5
pEREEKLEAZIN *domain.tid,
b. £ IE FIFHENO , FH{EA DRAC EHAZFEN IDRAC GUI,
6. T Mozilla Firefox &9 , 70 *domain.tld 1af
e =&/ Firefox ¥IYa88F7E URL N about:config,
o EILIEES N AMERFERNE. WHEE auth.trusted.uris BIER., BNZE | (REFIREFRIANEES.
o 7E Firefox SRFTFFED , FHEEA iDRAC FEHIBAEHN iDRAC GUI,

BERSZAEERER

EISFIEZE A IDRAC RUESRERE R 2RI, 1IBHRR !

o BEAH "BELE IDRAC" NJR,

o EHEHERNEPAY IDRAC AR ECERL Active Directory FIFECEE 55k,

i IR EEREEA , M SSH. Telnet, LAN _E IPMI, LAN ER{TFITFE RACADM IO ZEF, Ithoh , (RIS
ER, WEAFR<BmEE.

{5/ Web REISREABEFER

B EREERERINEE
1. 1£ IDRAC Web 5RE , #£% iDRAC Settings ( iDRAC iZE& ) > Users (P ) > Smart Card ( EER) .
FEENS &~ Smart Card ( E86-E ) TTE.

2. M Configure Smart Card Logon ( BEEERE-REFR ) THISERF , 5%F Enabled (B ) LIBRERFER | SiE %R
Enabled With Remote RACADM ( {#ifixfE RACADM B ) . &Nl , 1%E#¥ Disabled ( 2%H ) .

BXRBIEMRIES(ER | 1BS¥ IDRAC Online Help (IDRAC BXHLASE] ) .

3. BFEMANARE.
{5 iDRAC Web REFTHAGLEEREAN | RASRREGHITEERER.

{EF RACADM SREkE=R&ERFER

ECHERERER , 15 set @SLIK iDRAC. SmartCard BRI,
BXEZEE , 52818 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

{EF iDRAC BB FEANFAEEFER

EERARERERRERIE

1. £ DRAC IEELFBTERF , ¥ % Smart Card ( 8BHEF) .
1557~ iDRAC Settings Smart Card ( iDRAC i&EE#EE ) TTME.

2. %+E Enabled (BREH) LSASEEEESE. BN , %1 Disabled ( BEM ) . BXEINESELR | 55173 iDRAC Settings
Utility Online Help ( iDRAC iZB/\FITEFFEEAE5E] ) .

3. {fxead Back (J/SiB ) . Finish (526K ) flYes (£).
BB EERINBISRIBIER S HEEA.

BB SR rER
®

iE: X3JF Active Directory EigERECE , WERINESETT BHE SSO BRELE DRAC,
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73 Active Directory FHFficE iDRAC B K& 5

73 Active Directory FAFBCE iIDRAC BB RER A , IBFREE AT EIVRTRSE.
EFCE iDRAC LARTERERER ¢
1. 7EDRAC Web REF , ELE Active Directory LURBEE T IREZTE RO HKFHT , 7E Active Directory ECEFISEIES
B1/4mEYT
o SRFEIGIF.
o _E/EEN CASEIER.
o 2 Keytab 3{4.
2. CRERRER. BXSZERER | 155178 IDRAC Online Help (iIDRAC BXHNASED ) .

FAEABPEE iDRAC Bt RER

ERLE DRAC AIBARLUHITERERER :
1. BEREERPIERINSME CAER EEF DRAC,
2. BESEEER.

LFHERFAPIED
FHAPESZE , EIRRRE SR RHTRIRFERIL Baseod 1SS, SHA2 EBBEH,

{EF Web FRE EHEE-FRAFIER

R RAIFIES -
1. £ IDRAC Web R , %2 iDRAC g8 > FIF > B#ER.
(D)|i#: EHeFERINEBEAEER/ 3 Active Directory FIFIES.

2. CEESEKFERT  LE5IiniE RACADM —BRLISHEE.
3. IRERIANBAEEE-EERA CRLEE,
4, BEMA.

{F RACADM L#E&E-<EAFIES
E FEERERAFIET | 15(#H usercertupload X5, BXES(ERE | 15505 IDRAC RACADM CLI 75/ , WL : https://

www.dell.com/idracmanuals,

imRAFHITERE RTMASES

PUTUA TS RUARBRTHTERE-REMANES
1 BER NEEEEFRRAH LR ERIRERFAIER

2. EREEERPIERSERIRTS.

3. ENSRR S R RiEAM CIEET.

4. MABPBNEE  AERERE.

5. BREHBRIESR.

6. BERRERIER.

7. BEEREREREREMY  ARS— AP REEE RIERIES.
8. EYRLEREAPRIEEEIMIIER.

9. BEEMAMAGRERRERE.

10. MAERER PIN, FFERAHRR.

ficE iDRAC LA ITHR—ERN B RER 157


https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

L ERE-RRISIE CAIED

E# CAIMEBZAT , iSHRRIAA CA ERBRILES.

{EF Web R _EFEEE-RAISE(S CAIIER

T ERATEEREFINZ(E CAIED
1. £ DRAC Web REF , = iDRAC Settings (iDRAC i&E& ) > Network ( fJ4& ) > User Authentication ( FHPI&IE ) > Local

Users ( FitIAR) .
[lidinpEdnian: : [N

2. f£UserID (FBF ID) %4 , BBEEFF ID RS,
1B &7~ Users Main Menu ( BREEEE ) TA.

3. {E Smart Card Configurations ( &8E-REIE ) T . 1%5#¥ Upload Trusted CA Certificate ( LE(Z{5 CAIEH ) , REBRE
Next (TF—%) .
1S8R Trusted CA Certificate Upload ( == CAEB L ) TTE.

4. NESFHIERZE CAIES , ARBRERMA.

{§5F RACADM A8 gE-RLEHZ(S CAIEH
B AT EERESISE CAES |, 55 usercertupload X5, BXEZ(EE. , i5£17 IDRAC RACADM CLI #5737 , WLt

https://www.dell.com/idracmanuals,

(RS RER

(D|3%: R Internet Explorer T EREER,

BEAEERER

[EFIESEEES , M IDRAC GUI iESH,

f8F http: // 1P/ FEENER{ERY FQDN http: //FODN/ fEH
THEREFETE  BhRER.

BMANERER PIN |, FRTIRER.

IDRAC ¥ {sEFIEERE RAIIEER.

S IFNENENIES
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ficE iDRAC LAKRIZEESR

ER L ESERSIR BN ES N EIRFNIRE. BRFEHIRIATIIEN &M , siekESH. NREHSEHHiEsrT
EHBGCEEZEs IR ER (BTFHRMF. SNMP [ER. IPMI 2R, InfERFEHE. Redfish 4aE WS B ) |, RAREIRE
RER—HEZ N EEER. NRE—SHHESAFEE SHTIRE (HINERS IS, XNEEEFHXARFRE ) , WEHT
ZEME, BREENBNBHRE—MRIE.
ERLE IDRAC LARIEENR , IBHUTLATIRIE
1. BEER.
2. 1R E]LIMRYER B s e B E I R,
3. ECEEEFHMAEER. IPMIEEHR, SNMP (8. TR S HE. Redfish 4, BMERFEREH/8E WS HHHEE,
4. SHEEHZRMRE, W
o GEITFHMAEER. IPMIZEHR. SNMP (&R, ITiRRFRE. Redfish B, BMERZAEE WS BHAZRICEENER.
o WRERFAWITEMSIS. KNSKTEEFIRIE.
E&
B RER
IR
RESHEIR
REEREIEY
RESRME
FLES L FHEAESRE. SNMP BaBta) IPMI BaBHE S
s WS B4
F2E Redfish {4
RN FES
ZREE D

BRRSZERAEER

IFBERAXIEENETHREITSHEE  BOAEREREREN. WRESERRENPNEIREEHEE.

{EF Web FE S BEkEERAER

BEAERERER  BHITIATRE

1. 7EIDRAC Web REF , RERE > RRMIRE > ZIREE.
BERNS B RERIAE .

2. EERIHD
o EERRBRLISFEREMREHITEHRIE.
o EIEFEERUASRIEIRAE A SR HRE.

3. BENBRTIRE.

RiEERECE

EEREER  BHTLATERE
1. BEERREENE FYREEREE.
2. TEREEREESD T  FUTLATERE
o EEFENRH].
o IEEFARETEMEA.
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o BRI EEIXIENINAIE,
3. BEMAERELE.
)| iE: ABERZED 1 ANER. 1 ANT=EM BB N AR E.
AR BRSNS~ ERRERET.

{§5F RACADM 2SR

(ERLATE<

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — B2H
n=1— B/

{EF iDRAC iRB 2RIz FREASERER

[E P EEFRE IR R AR

1. £ IDRACIRELFRERS , X Alerts (Z4R) .
}5E7 iDRAC Settings Alerts ( iDRAC i8EZ4R ) T,

2. 7E Platform Events ( SEE5{ ) T , 1% Enabled (BB ) | LISHZIREMTEHRIE. BN , 1% Disabled ( B2
H) . BRETNEZER | 1E51% IDRAC Settings Utility Online Help ( IDRAC IRB N FITEFFEANESEN ) .

3. {floxrBad Back (/51 ) . Finish (52R% ) #lYes (2) .
B RIRERL BT,

TSR

ERTLAMRIESSBIFIFE M mIL E R,

{EF iDRAC Web RETFIZEZR

EHUEASINEIHTTER
i B REEREURIAR | LALISRER.

1. 7£iDRAC Web RE S , 2= Configuration ( igE& ) > System Settings ( R#i&EH ) > Alerts and Remote System Log
Configuration ( EHRfIIZERZABTESE ) .
2. 1 Alerts and Remote System Log Configuration ( ZIRIIiZiER R AEEE ) 259 | 1%HE Filter ( Hi%sE)
o EFEITINR — BRREFNAANSHEHEXNFEEENRERE TINRER. RISEREMNE. BESE. REHER.
o FHEEITINR — FEE TR T SEHRFREFEXNER. ~FIEEEHEER. MEREER. EUEER.
o MHLE — iﬁ‘};—ﬁﬁ,@#s B A B E BRI EIRECE SR, THIBERIN/BERE PCI-E R, EX¥HIRAD ECE. EXH
iDRAC FHTIE,

o W — EREHASNERED. TOOERPER TG, TS, SiEE8. BERS.
o B — BRI TR IR TR MR IR,
(O FRREH RS,
o TiEIE
3. BETHI—ARS N EENELE -
o B

° e d==4
El=]
. =&

a. BERA,
Alert Results ( ZHREER ) B0 HIRIEAENXRIN B R TER.,
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{iEF RACADM ffi%EH

B | i5(FH eventfilters .S, BXEZ(EE | 15217 IDRAC RACADM CLI #5F , ML : https://www.dell.com/
idracmanuals,

IESRHER

ﬁﬂl«ﬁﬁ%ﬁﬁ%ﬁéﬁﬂ%Eﬁﬂ’\]?#ﬁéﬁ , BIANEBFEMAEIR. IPMIEIR. SNMP fEbf, ITERFAE. BIERERTM WS F

B Web REIZERHER

BEER Web RENRESHMHEIR -
1. BREELRETEFIMEER. IPVIEIR. SNMP [EHEEF/ SR HEIRE.
2. 7£IDRAC Web REY+ , #EEE > FRIRE > SRMTERAASEE.
3. EERT , ERUTHRESEEN— N SrEER
o ETFMRH
SNMP BaB
IPMI 2545
TRERFGHE
WS 4
BERFZAE
Redfish E5{4
4. IGFHEE.
EERISRE.

5. (Hk) BALIKENAEM. EHER 1D BiAEMAFRS  MAZMIAER D (MNRESERER ) | FaElid. XK
FEMINE ( BTREURRAN ) ERNFHIEREENESER | 18519 DRACManuals ERFEH ISR EEESZ75H.

{8 RACADM ZEHHER

E(FH eventfilters HSIREEHER., BXFZERE |, 15217 IDRAC RACADM CLI #5E7 , Wik : https://www.dell.com/
idracmanuals,

BRSNS

MRAEFBEFAXTHSFIRERERFIRNEE 5T , BFLIECE DRAC LIEEEHRFEERAIMINSEM. BOAERA 30X, B
MCEER 0§ 366 R, BN "0" R-FEASHEI.

(D|iE: 15 RES "BS DRAC" BUR , 7858 BEIRESIE,

{§5F§ RACADM i BZiIRSMHE

BEfFF RACADM IREZIREMEM |, 155 eventfilters ip$, BXEESEE | 1551H IDRAC RACADM CLI 157 , Wk : https://
www.dell.com/idracmanuals,

{£FH iDRAC Web REISEZHREMEH

REZIREWE :
1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( Ri&EH ) > Alert Recurrence ( ZREM ) .
2. EEWMSIF , PATERER. BRI EMSEEIMAZIRIERE.

ERES iDRAC LA&£ER 161


https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/support/home/us/en/19/product-support/product/idrac9-lifecycle-controller-v3.30.30.30/docs
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

BXEZ(ER 15218 IDRAC Online Help (IDRAC EXHLEEED ) .

3. BEHERA.
BREFERSMRE.

IBSHEE

CEILOREEMHEF | IINERR LHTERSIS. RSB, KSR HITIERE.

{EF Web RENSEFHHRE

REEMHEE
1. 1£ IDRAC Web FRES , #Z Configuration ( figE ) > System Settings ( ZHiZE ) > Alert and Remote System Log
Configuration ( ZiRMIITZRABATESR ) .
2. 7t Actions (1) THIUREY , IEISHEE—MEE -
o ESIS
o XHHBREES
e Power Off ( XIFJEEJE )
o FIRE
3. HFRA.
RENSFRE.

{F RACADM 2B SHE(E

BRI ERMRIE , 1BFH eventfilters apd, BXEZ(ER |, 1BE7 IDRAC RACADM CLI 157 , M1LE : https://www.dell.com/
idracmanuals,

GBS FHRMEER. SNMP BEBHEE IPMI &S S

EIRULE RS MEEERNY (SNMP) FIEREFEAEERED (IPM) FEF IDRAC EIKEERE. XNTHEABTRIVAS SRS
BMETRERERIERICIHE IDRAC FRERERE, Fla0 , ST LS EIERIGET RZ BN AHFESEI TS M IIERE
HESRT R HER., SNMP v, v2 f v3 ISR 5.

TR LABCE IPv4 70 1Pv6 iR EMR. FBFEMHRER SMTP IRBHR[IRE |, FUAXEIRE., BETLISEEDEAE SNMP BEREI
SNMP v3 F3F.

EECERFHEE, SNMP B IPMI JEFHREZRT |, 1BHRIR
e 1REH Configure RAC ( EZE RAC ) BIRR.
o EEBIEH{IHILRS,

fiesE IP ZiRBtR

TERILARCE 1PV6 Bl IPvA HEHELAERIL IPMI EREY SNMP BERA,

BXFEA SNMVP EENIBRSSESATFTEEAY IDRAC MIB BIEZ(ER. | 1215 Dell EMC OpenManage SNMP £2Z755 , ftl . https:.//
www.dell.com/openmanagemanuals,

{5/ Web REZE IP EiRAR

Z(HA Web FEEEZREMRE  BHUTIATRE

1. 7EIDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( ZHiZE ) > SNMP and E-mail Settings ( SNMP
IR FHEEE ) .

2. J%&HF State (R ) IBUSAERBMR (I1Pv4 ik, 1Pv6 NSRS LPREES (FQDN) ) SRiZUBERH.
BEESALMEE/\Bfrtit. BXRZFEMYES(ER |, 15215 IDRAC Online Help (IDRAC BXHIESEN ) .
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3. SEIREEEAE SNMP FERHEY SNMP v3 FBF,
4. N IDRAC SNMP BfA=ZMFE ( RiERTF SNMPVI 1 SNMP v2 ) #1 SNMP Z4RisOE,

BRBIEMNEZER | 15578 IDRAC Online Help ( IDRAC BXHAEED ) o

() |iE: ARFRFESERTEEN DRAC RIXHIEFRMEEIERMNY (SNMP) BRI P ERNEAFRIR. BHRERBTRAGFR
5 DRAC BEIRFFFEE1ER. EOAMER "Public” (2a1t).

5. B IP HEAER AR IEIERIT IPMI B SNMP FaBft , 158 Send (&IX ) (BT Test IPMI Trap (Uil IPMI BB ) #0 Test
SNMP Trap (Uil SNMP BB ) T ) .

6. BTRMA.
24 BrRENSERELE.

7. 7£ SNMP [gpHER ot | ERERTAXIEM Bir_ EFEMHaOMYARZS - SNMP vi, SNMP v2 B, SNMP v3 , AR,
i¥: SNMP Trap Format ( SNMP P&EBH&0 ) SEIIERT SNMP BERH , NERT IPMI BEBR, IPMI FERHIEZELAL SNMP V1 1§
HEE  FEETFESH SNMP Trap Format ( SNMP FERHSE ) 15517,

SNMP Bl IS ARAE.
{F RACADM EcH IP ERBR

ELEFEMHERIRE
1. S FERERH

racadm set idrac.SNMP.Alert.<index>.Enable <n>

pem o

<index> Btrz51, EFRIER 158,
<n>=0 S FAbERH

<n>=1 FEFEBERH

2. EcERERHBFRIBLL :

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

88 i
<index> E*ﬂ_‘%@gh j‘ﬁl"FE"J{EjJ 1%l 8,
<Address> B IPv4, IPv6 B FQDN ik

3. BCE SNMP REZFRFRIE

racadm set idrac.ipmilan.communityname <community name>

B84 e
<community name> SNMP FI{REZ TR,

4, EfE SNMP BFr :
o iRE SNMPv3 89 SNMP BEBHBER

racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>

o PEMBEIRZE SNMPV3 A ¢

racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
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o JHFSH SNMPV3 :
racadm set idrac.users.<index>.SNMPv3Enable Enabled
5. WIBEHE , iENFEH

racadm testtrap -i <index>

BXELZERE | i5558 iIDRAC RACADM CLI #5& , WL : https://www.dell.com/idracmanuals,

{EF iDRAC 1R B 2 HiEFELE 1P ZiRBR

EATLAER iDRAC IREAFTEFECEZIRBMR (IPv4, IPv6 B FQDN ) . EHITIHIRIE

1. 1£ iDRAC Settings utility (iDRAC iIRBAFIERFTH ) h , = Alerts ( 4R ) .
1557~ iDRAC Settings Alerts ( iDRAC IZEZ4R ) TWH.

2. IﬁTraP Settings ( [ERHRE ) T  ERERPERAT IP Bk , FFHEIA IPv4, IPv6 B FQDN Bttt EREZILIERE 8 M

3. BMANBUWKAFRIEER,
BXEHRMINER | 15517 IDRAC Settings Utility Online Help ( iDRAC 188 FEfER-BLAHEED ) .

4. {fforBA: Back (J5IB ) . Finish (525% ) #lYes (2) .
24 BtRENE B E.

AeERFIRMFERIE

ERILARCE R AR FHB A IR ( BAR ) BB FEREBIE LUK FHMAEIR, oh , BCE SMTP IRSSEHENRE.
(D|#: EBFHBAEIRSTHS IPv4 71 IPV6 Mbhik, {F3 IPV6 B , 47RFERE IDRAC DNS 1743,

®

¥ ANSRIEFERERIMER SMTP IRS5E8 | 1BFHIR DRAC T 5iZIRSZEEE(E. WRIZIRSZETLEAE , MESN A=At S
BREIR RAC0225,

{5 Web REEER FHRMFERIZE

E(FEA Web REBEBFHMFZIRIRE | BHUTIATERE
1. 7E£DRAC Web RES , BEEE > RFRE > SMTP ( BFHRY ) BiE.
ENEHIEE FHBAbIE,
BN FaRME THRENNEENE FIMFZIRIZE.
BFRA.
B SMTP ( BBFHbY ) IRSBESEREUTFEER
e SMTP ( EBFHRHE ) ARSSEE IP Htikak FQDN/DNS &ZFR
o BHTENMKMEAMU - FEREESLTEIR
o BRIA - FoIdmiE "Bl FER
o BEX - el LSBT M izt A ZEHRAYEE F /B4 ID
o BEENHMEERRAIL - hFERESZLATER
o BRIA - ReTYRIEEAIARBIF
o BEX - BaLiERERE FIMFERTHRERITER
o SMTPimOE - AfLANNEER: | HEFLIBIE im0 AIEE FIME
o o - imM 25 (EOAE)
o SSL— i 465
o IEENIE - AN LEIRBE FIMFIRS SN |, el LMERET=IIB FARMEIRSSESE SMTP Ahdk, ERcE=HE IR
B8, Il LAMNTRIZIZRPIBIIEERE AU TERE ¢
o % -5 SMTP IRGZHBINEHRBINE. XEHAE.
o SSL— jEid SSLI&{T SMTP ¥

Ol

oA NN
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o IR REEIHEIEEEE.
o XR—INFREVFRIAIINEE , 1 IDRAC Basic IFRIIERAA A,
o BwiE%E "EiE DRAC" HURABEERILLINEE.

o IGIF

e BF&

WFRSERE | inOERBERBUETF connectionencryptiontype , FFEREEFER RACADM H1THEE.
6. BERMA. BXZEMNESEE | 15858 IDRAC BHI#E).

{F RACADM FtERFEMFEIRIZE

1. EERRFEMEER

BHATLATRE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

28 1588
index EBFEMEBEIRERS . SVFRYEN 18 4.
n=0 SRR ER,
n=1 [EFREEFHMAER.
2. ERERFHMHRE  BHITLATERE
racadm set iDRAC.EmailAlert.Address.[index] [email-address]
o %88
index BFEMEBIRERS . SVFRYEN 138 4,
email-address BRI ESHEMRAY B RO FERABiL,
3. ERERMABTUMHRE  BHRTIATEE
racadm set i1iDRAC.RemoteHosts.[index] [email-address]
28 i8R
index RN FHMAHBIEERS ],
email-address RIEFEEMERAIR NBFERAHEIL,
4. EREBENER :
racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]
8% 1588
index BFEMEBIRERS . SFRYEN 13 4.
custom-message BENHEE
5. BMXEENBRFEMIER (WBEBE) |, BHITIATERE

racadm testemail -i [index]

24 i8R

index LRI FEMEERERS]. STFRIE S 13 4,

ERES iDRAC LA&£ER
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BXEZEE , 15215 IDRAC RACADM CLI #5837 , ®E : https://www.dell.com/idracmanuals,

fcE SMTP BB F AR =BG B

G RECE SMTP IRSSEstbit LIS EE FlpM SR AXEIISE B .

{5 iDRAC Web RHEEE SMTP BB FHR4IRS SIS B

& SMTP IRSS St

1. 7£iDRAC Web RE S , 2= Configuaration ( it ) > System Settings ( R4i&EH ) > Alert Configuration ( ZiREiE ) >
SNMP (E-mail Configuration) ( SNMP [EBFHB4ERE] ) .

2. MAEEEEPERN SMTP RSB IP bl akse 2 REHZ (FQDN),
3. %% Enable Authentication ( [SRIE ) 1510 , ASIRMEAAEBFZE (BRAERE SMTP RSHRNBPIBFREFIZERS ) .
4. BN SMTP R[OS,

BXREFBRINEZER , 15815 IDRAC Online Help (iIDRAC BXH/1E5EN ) .

5. EAEERIF.
SMTP IZEEEE.

{5 RACADM Bt & SMTP BB FHpHARSSES e &
EEE SVTP B FAREIRSS S | IBHUTIATHRIE -

racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

fies WS =4

WS BN ABTERRIRSS (B ) MiRS=S (SR ) IEMECE (TR ) RS . NRKE SRSH[FHER (BAEE
HHHR ) . BXEERI WS BHEBRIZFRILUITE iDRAC FHEIS Lifecycle Controller {EAVAERAISR.

BCE WS BEHINRELARILS Lifecycle Controller {RMIAERAYZEERY WS BHHEEFTRRILZ BAE T iDRAC 1.30.30 A Web IRSZHMAZ
RGBT RA TR, FRTAME , 1§55 DSP0226 ( DMTF WS EIEAEE ) . #B% 10 B8R (4 ) 308, LATRESSEAI WS
EHYAYER. E DCIM {RIHEHIBCE XA STEPNA T Lifecycle Controller #HK4FL,

foE Redfish {4

Redfish ST ERIRIRS (1TEE ) LIRSS (B4R ) iTMFEE (1T5) | BB S Redfish SHAIES (BRIEESH
HE ) o XHRIL Redfish HHEE RSBV FRILATIR iIDRAC FHEWTSS4HEXRAT Lifecycle Controller {Fik,

s HNAESEH

1E PowerEdge FX2/FX2s #lf89 , #BJLATE IDRAC Hif2H Chassis Management and Monitoring ( L8 EIEFOMEM ) |, LUAITHIAE
SIRFYSIMES |, fit0 , WS AEEH. ELEEYR. (6 iDRAC RACADM f&i% CMC RACADM SIS SRR, HigE R
i?%&*ﬂfﬁ*%ﬁ?ﬁ%%% , BIfsE CMC KIEMLZH, EaTLUSILEIZE D Disabled ( BEH ) LIEATESEM. BABRT | thgE
12/9 Enabled (25 ) .

D|iF: FiLRBER , WIHRIRIE CMC & |, (SIRSSBIST FRME SRR S IR NN E BN,
24 Chassis Management and Monitoring ( HIFEEIEFIMETN ) JETTIZ = Enabled ( BB ) , N iDRAC &4 RFICRHES4.
RIS HSERE IDRAC EHT RS | FEEMESREHRUNS N ENRER,

CMC iR EERRIEMEER R DRAC, TEIRSSES L IDRAC THEIEE TIERIER T . CMC 581 16 NEHHEABATIFE CMC BEH
1ICREARZF4. Chassis monitoring ( HlFENEN ) i¥EH Enabled ( BB ) | X 16 NEHEARIXE iDRAC,

£ IDRAC IEIER/ TR CMC THEERIAS |, BETREEHR  BAEIIRAFH CMC B | FLINRERIRETTEET.
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{EF iDRAC Web R ESENHHESM

E(fF IDRAC Web FRESNHIESH , BHUTIATEER |
iE: AEBD(NERT PowerEdge FX2/FX2s #l48 , FENETE CMC iSRS SRR FRINEEIEIRE N IS SR NS 7

®

H:Ilimo

DN~

£ CMC BT , B Chassis Overview ( H$8H%ES ) > Setup (i&F ) > General (Eil) .
. MNIRSSRMEX TRINESIE TR | EREEMEN |, AFREMA.
. [B5hiDRAC Web R , B Overview ( #(58 ) > iDRAC Settings (iDRACIZE ) > CMC,

. EIRSHEXTRNEEESS T | #(R1G iDRAC HEIIIEE T RIZIRERENCREA.

{5F RACADM YsiIiNsEss4

IR E{NIERT PowerEdge FX2/FX2s BRS38% . FENHEE CMC FUS RSN TRMEERIR E NN SRS &R,

Z($5F IDRAC RACADM #a AR :

racadm get system.chassiscontrol.chassismanagementmonitoring

BXES(=EE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

ZRiER D

TREMT ERERAIER ID 1951,
+®. 33: ERIER ID

{E2 1D 1588 i%BB (FAF MX E&)
AMP ZiE R

ASR BEERR BEERSR
BAT ENCEES BRIt
BIOS BIOS &I BIOS &I#
515 5154z 5|54z
CBL ==EH 2R

CPU plSELES abiEes

CPUA BT BT
CTL i) et

DH FREE IEREE

DIS ERi=iz4 Ei=Es9
ENC FhETE FhEIAE
FAN YEEE S MBS
FSD AR B

HWC EHEE EHEE

ERES iDRAC LA&i£ER
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*. 33: ERIERID (&)

(21D 1588 i%B8 (FAF MX E&)
IPA DRAC IP B3 DRAC IP E83

ITR (=N =A

Jcp ] (G

LC Lifecycle Controller Lifecycle Controller
LiC ) )

LNK HERRIRTS SRS

LOG AEEM =i

MEM NE2 E3

NDR NIC BAERGTIKIER NIC B ERGIXNERF
NIC NIC Bt& NIC Bt&

0SD BERATE BERFEE
OSE BRERGSM BERGSG

PCI PCl g% PCl iR

PDR VIR VIR R

PR EpHziR BB AR

PST BIOS FHHlBt& BIOS FFB#&
PSU B B

PSUA PSU A7 PSU RMFE

PWR FIRER FRIR{EA

RAC RAC Z5#4 RAC S5

RDU TR TUR

RED B T BT

RFL IDSDM 1R IDSDM 1R

RFLA IDSDM FRAFFE IDSDM AFF7E
RFM FlexAddress SD TEF

RRDU IDSDM JT4 IDSDM JT4

RSI 2RSS ITFERRSS

SEC TeE M B
RpEHEE RpEMHEE REEHAE
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+*. 33:

ZiRIERID (48)

{2 1D 1588 i%B8 (FAF MX E&)
SRD 4tk RAID 44 RAID
SSD PCle SSD PCle SSD
STOR #hiE =&

SUP B EEHTEAL B HTEAl
swc RHECE RHECE
SwWu R4EY B EN

SYsS RRER REER
T™P BE B

TST MR EER MR EER
UEFI UEFI 5544 UEFI 5544
USR FAFERER FAFERER
VDR REfARE SR REfBE R

VF vFlash SD & vFlash SD &
VFL vFlash {4 vFlash B4
VFLA vFlash ANE1E VFlash RIZ(E
VLT BE FBE

VME REMNER RES TR
VRM RS RS
WRK TR TR

BCE iDRAC LARIXER
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IDRAC 9 Group Manager

Group Manager {FRFEILUAE S/ MEFIEALE | FEREMHEILAER DRAC B,

Dell 55 14 KBRS EEATLAFI A iDRAC AETRSRTHACEL ETE(HA iIDRAC GUI BN T AR FAY IDRAC FIXELIRSSEE, HETHEER
H—ISIE AN | A RERNNERER. EAFREFPETHTERANINAEEE —ARSSE/NFAEE , MAZRENMS
ERSeS S N FEREMFEN S A,

EEEEER—INIFAIAIINEE | tLR2EIHRIFIE—387. KRB iDRAC EIB R EILLAIR Group Manager THEE,
®
E5 -

Group Manager
HERE

LB EEK
EEER

BEEEIR

S
BHREIRRSERIE
eV ARE]

Rl SH

Group Information ( B8 ) EHR
RHigEH
FERmIEARSS 28 ERYIRE
iDRAC HEH4EH

Group Manager
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IDRAC SFHEImNRFFRITFEF B FFITHR(E

IR EMIRFREIE.

ST, IEENRLIEER.

BI—VNE, BI—RE E— AR,

Y. BIVIERATIR.

[ SR BRI ERT L,

IEEREMGITREE (FXINIRINERIRSE ) .

(D|ix: BoThEES (S0, BX. SR ) WESEINFE DRAC IEfTRHEFLURE. WIS DRAC EF , NIBNIESEES
ERMESEHISERFA.

i*: DRAC BFEFEE S | B EHIRGR/EE.

®
{5 Web FHEEN CPU. AFHISABLRRAITEREIEIR

E7E iIDRAC Web FREHUSN CPU, I I/0 1RERAIMEEEIETR , 1B5EZE System ( R4t ) > Performance ( T£8E ) .
o ZEFIEEEIES - EEFMEHR SR CPU, KITFFN 1/0 FIFSRIEIRFIR AR CUPS FEImAY XS &4,
o RFIEHEHBEIEID
o IRECPU. WFE. 10 FIBRLKRZRSZR CUPS I88894tTHEERE. NRFNERDXKA , WEFREERETF 0% 89Xk,
o gﬁfLliiﬁ%iﬁﬁé@%%ﬂ’ﬂm%ﬁﬂ%& EA: Reset Historical Peak ( EiZABIEE ) . BWES "BE" SERAEERIE
o MEEBIRESD -
o BTSN ZBNER
o BTREISTEZEMABRFERE. BREERSSEEENREAEEHREIRE.

BXFIEREMAERE |, 15815 IDRAC Online Help ( iIDRAC BXHLESED ) .
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{5 RACADM Hi5illl CPU, AEFMmAEHIRRAYEEEISIR

{#5F3 SystemPerfStatistics Fas<Ciailll CPU, PI7FH0 I/0 RIRAIMBEIEIR. BXEZER |, 1557 IDRAC RACADM CLI 75/ , M
ik : https://www.dell.com/idracmanuals,

IRBEUFNESEE

B SR E AR PRI REREE S HE. YIRTMEARRNES/ TENREETESERFRFEERMEN X
BURT PSU REFITREM. (B2 , BMEURREBNERRESEREEYN , EEHEDAEBHEHRE.

TDRRGNFREERSEIREN CMC (T MXFEER ) 5 OME R (XTF MX TS ) BITIERSE.
NERERNFANRE | NIHREERFIRENFIAE.
TwinBA "RERF R BEREINF RN ESEEE.

(D|i%: $T racreset B IDRAC BT , EERIEAEEIZABIAME.

{ER Web RENZBFHESHIE

1. 1£ IDRAC Web FRES , 5% System ( 4t ) > Overview ( #I¥S ) > Present Power Reading and Thresholds ( 4Bi#9Th==iE
HFNRE) .
2. 7£ Present Power Reading and Thresholds ( ZBIAITNZRIEEFNENE ) 2% , 825 Edit Warning Threshold ( {RiEZEE&E

{E ) o
IthAY& T Edit Warning Threshold ( g2 &H(E ) TU@.

3. 7E Warning Threshold ( Z&E(E ) 74 , LIRAFE BTU/IMNR AR E.
ZEVETHERE. XYESADRELNHE 14 BRE. REBARE  ZEREEmNtEHER BTU/ZMIIE. Sit
), WNREEMANRE BTU//NT , N B REAFHYE.

4. B Save (IRfF) . (BEEE.

MATERIFIEHIHR(E

fs5F3 Web FRHEE, RACADM , #RJLARY iDRAC IZFEHATHL. KA. F|ik. EFEX. JERE#HPRT (NM) SRANEBEF L.
&t AT LA{E Lifecycle Controller Remote Services 8% WSMan H{TiXEHER(E, BRESER , 15505 https://www.dell.com/support.

R L B S SRR AR S EN | TR, F94L - https://www.dell.com/idracmanuals 1 Dell Power State Management
Profile ( Dell EBiRKSEIRELE Y ) HBES .

M IDRAC [ERIRIBRSS sRERIRF=HR BRI T7E BIOS FPECERIRBIFIZHITA, A LIERHRHIRERIER XASFIHRS | RIfE
BIOS B & /9% T EFReR IR AT AR HAHE et A I5h,

{5 Web R HNITHIFIEHIEE

ERTIIRIEHIRIE
1. fE£IDRAC Web REYF , #EEE > BIFEIE > BiFEH. NS EBiREFIER,
2. EIRFTEEERIRIRE
o FTHZRSHEIR
KARFEIR
NMI ( JEEERRRET )
EEXML
BRER (H5|8)
KARFHEBFEERS (123515)

3. BERA. BXEZEE | 15208 iDRAC Online Help (IDRAC BXHASED ) .
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{EF RACADM MiTHRIFE=HIHRIE

EHITERIRIR(E | 158 serveraction T3,
BXEZEE , 15218 IDRAC RACADM CLI #537 , ®E : https://www.dell.com/idracmanuals,

IIZEPREm

BRI EERHRERS , XEFEIHETOFESRBERFRIZRMERINFER. XE—TURINAITIEE.

TR ARSS=EHRAITNER LR

FEFIATDRHIRSEZAT , RIEERAVEHEIRER | IDRAC 2157] RIRSHRIVEIREKRMAYEEIERS, RIS
o, FERSFEFERIIREE D ECRISRATIIZR | IDRAC AIBERIER CMC ( BTIE MX F& ) B OME ( BT MX & ) HEIN&RKA
BETORE . NMIEATHESEE. X(UEINFRIRERIER. WRIIFERLD  EARSERBIFEH.

RREohFHIANE | IDRAC SARIESCRRAVREAHECE LT EHFRIBIRE R, BIfE CMC (FRABT MXFE ) 8 OME Modular ( RATF
MX R ) TEDEHABIRERK , REABSRIFHIIRE.

CMC 8¢ OME Modular MEASERARSS RREIBHEIRAINER | FHSH S BA RS ITRATEMIRE IR IR S 35,

EEMECEIEE LIRS

LEFTIE FIRERERRY , ISXIRITEREIHUTRFEXAITZIRS, WIRAKERIE LR, NERTOAREHEEIRRIFRE, IR
RIFERIIRSI TR E NSRS, REMR SRR LSS IS ERE.

SERRIDFEER T TEfRE. TEMRERE TR Rl | SEIRFERTRER SR EIE. it , RE— N R/IVIRABTEIFEES 579 500
\E/g ;;]%OO WHIRSE. ERILISEZEMESELAEEIIFESR 525 W, EEIIIFERERE  REMESSEEELURRF 525 W SE(R
INRERERTIE FIRIFRENENMEEREIFES , WEERASEERRR , A EEEgIhE LR,

INFRRENER FIRERTHEFNRNSRIE | DRAC RIBELERIAERAIIIE LIR(E.

R LAAEAS. BTU/hr BRLUEZFINR CIRMIB S HLRIEEIZ(E.

LA BTU/hr AERARETNR FRRBIERT , BHRAIARAT SBRNMIESIS AANRRARNEL. NREEETR LIREIER , ANEAF
%9 BTU/hr (BEBSIREN. BTENTTIE | ShMERTERERE.

{EH Web RHECEINZE LIRERAR

EEEEERIRRE  BHTIATRE

1. f£IDRAC Web REF , %EEE > BIFEE > I LIRS,
SRIFRIRRISIRG & B e L IRFREIEES .

2. EFEME ERTRIEA.
3. EThEE LFRERS |, AR BTU/ hr BRLUEF R SRGIR_EFRE D HEATIR EIR.
4. BENMALNAEZE.

{8 RACADM Fc B IN=RRENRER

EEEMEEURIIE LRME , BUTHRES set s A,
e System.Power.Cap.Enable

e System.Power.Cap.Watts

e System.Power.Cap.Btuhr

e System.Power.Cap.Percent

BXEZER , 15218 IDRAC RACADM CLI #53 , RAE : https://www.dell.com/idracmanuals,
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M iDRAC & B2 BfZ Rl BV _ L PRSRMAK

EEENRERIRREE | BHTLATERE
1. 1 DRACIRELFERFT , % Power Configuration ( B3RS ) .

()| i%: 1M ARSS SR IR SIS FIEISTIRT , Power Configuration ( FEJEELE ) $E4 a1,

ItbEHE & 7= iDRAC Settings Power Configuration ( iDRAC iR EFERECE ) TUA.
2. EERRLSRNE LR, BN, SEEEA.
3. [ERFRNANRE | SERPEXRIINE LPRERIE TR AR,
EXREMPEZER , 518 IDRAC Settings Utility Online Help ( iDRAC & B/ FITEFEAHE58) ) .

4, {fxead Back (/iR ) . Finish (526K ) flYes (£) .
HIRREVECES.

BoEFiFIR & iEIR

A\ EERIRIZRIED |, WNTRERE. RS HEMNIERRERSURIE.

PEBERRLZEINEE , JEERBIRES (POVU) RIBIRSSBMEAT. Xt EHfR PSUBALUKIEESREHEEGHE, X
BRI IR BT eI UETFH LAY PSU,

TEFA PSU EZih |, PSU1 BY PSU2 BT LABCE 9= PSU,

BREREAE , PSU aIiRIERENIERZENENINSEHNERRS. MERBRETHER  BERA PSU ZBBRIFITREREE.
—NPSU bFHABRZ |, FHEMLKERSER | B—1 PSU A TFEIRES | FHEM/VERR, XBERATER PSU A 1+0 &
I, HEESEREHE. RS PSU-1 TR A £, B PSU-2 (I FHRIE B+, NECEENSEINENERT ( BRARNE R
HBHEES ) , BB NSRS | HefREE, IRZATHER . NI PSU Z/EB S BIIRM 50% BRE= , #E
FBER A FIERES B BEEEHEERTA.

IEREHRLIREFEINE ST IZRALER, SEREREHIRER | RSB[BEATVRIEEDOEBATNER, BABRT , X
REEIERERS =R IHEEIERA.

{E Web FEfCEMIFIZEiELR

B EBERIZRIEDN , BHITLATERE :
1. 7EIDRAC Web REF , 2= Configuration ( BE& ) > Power Management ( EBiEETE ) > Power Configuration ( E8;RED
H).

2. 7E£ Power Redundancy Policy ( BiETRERIE ) T , IRAENI%IN, BXESEE , 525 IDRAC Online Help ( IDRAC BX#L
%gﬁb ) o
3. BERA. BREFIENERE.

{F RACADM Er BRI EFikIR

ERERRIZEIEN , IBEIUTHRES get/set FERA
e System.Power.RedundancyPolicy

e System.Power.Hotspare.Enable

e System.Power.Hotspare.PrimaryPSU

e System.Power.PFC.Enable

BXEZEE , 1B2% IDRAC RACADM CLI #5837 , ®E : https://www.dell.com/idracmanuals,

M iDRAC &8 2 i FEC SR FL &%

ERERIRISEIEN , BHITLATRE
1. 1E£ IDRAC iIRE/\FFER , #£ % Power Configuration ( FBJRE(E ) .
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2,

3.

®

15 %7~ iDRAC Settings Power Configuration ( iDRAC IREERELE ) TAH.

RIS FEIE T

o [SFEZER power supply redundancy ( EBJEIRE IR ) .

o [SFIEKZEERE hot spare (&R ) .

o i&E primary power supply unit ( TEBJRIZE ) .

o [SHEERINREIIKIE. BXEMNESER | 15217 IDRAC Settings Utility Online Help (IDRAC iR &2\ FIfEFE 155
B).

{fkxEaE Back ( [5iR ) . Finish (586 ) #lYes (2) .
=M=y i =

¥ (VMRS eSSBS AT , Power Configuration ( BEjEACE ) 440 A,

=z EEsd R Mg

ZEANERAZERR LABIRZHE

1.

2,
3.

1£ DRAC & BN FTERFH , 2% Front Panel Security ( BIEREZ2M ) .
ttFT4& 27~ iDRAC Settings Front Panel Security ( iDRAC IRERIEREZ SN ) RH.

1&4% Enabled ( B/ ) LISFREIRIZHEL Disabled ( E£F ) LAZERZI%EH.

#OREAE Back ([51B ) . Finish (5E6% ) Ml Yes (&) .
BREFRE.

ZRERED

Z[REISED BJ7E Dell EMC IRFB2FFEFRASZSETT TRIREEITE. BAILUBIY iDRAC Web REREZEERIER , 5i5ES
EEE > RARE > BHHeE, > NBERE. ©81F (BRRT)

AERMERES (BUR. IR, JREM)  JLUERBRRSSEAS MEBENINRASFINR. EMMREREET™ /55
EFRERBXRERES.

o ERSFBEEN A EETMUCKBIIALRFEGER. BETLHENEEINRE. SImBFEMERES.
o BEIERKBEKEMRE  BEAUHFEREIEGENSE. Bt , XA~ ERAMREMAS SR IRF AERAIRER,
o 1RIE LFMIEHR ( MR/ O - BRESZITUARE | BIEE PCle RIZSIMEER ) | BHHRIE MEIEN PCle SR,

fEEf DRAC REHERIERERFEE
1 THRRSHRASMEERIRAKX LFM 8870,
2. THREEERY PCle IAIRBEMUTIE ([iniEH). BEEH ) .
3. WMRFERFB=FSF (BREXHBEXT) , THEEEIIHENRE LAV,
4. RES=HZFHEER/N LFM B , LMEEERE X SRAFPFTAIEE X RASERFI-RIREIFER.
= DRAC REFEMBFBRERRESRIER (CFM |, SIHRR/SH ) |, NIRRT RAIRSS S CFM HRERIRETI
RS,
RTEENHFIRE | BB E N ( ZKMRESEAMR/ERS , FaLiR)  BEXXERESER ( & NERE , KE
EERE ) UREEHSIEEIRE.
1. ABSEHXEREE A NERE EERRIEESAIREIUMISE  ERRIFNBEERTRRSHNER.
(D |iE: NI EEEIFFRAFE—MIISN , BBRRAE=75 PCle RNINNXEIRE. BEEIENE=)7 FRHSIAATRELLSIIR
M RRAFBREZEED , MEEFABEBASHE =73 RIINAY LFM HER3-RAIE AL
2. "BEMESIEE" ERALUSHFSIREREIEEFRRIIRE.
() |if: FLBER , ERERENTERET | SHSRLCRERIRERIA TR AT (FIa0  EREENHRIR
BiREN 45°C , (BAEEEHSIRRE [FI40 30°C] IRMNEEE SRS  [{SR)  XMER FHMARIT)
3. "AELR" EIES 1418 PowerEdge IRSZERAVFTIERE. BRIRG CPU IIFEFAEHIXBERENRS LR, XRREHE
ER  FARESIHERSTIERE.
REMBIITATHRESRESE (BIRITENR ) MEERFAEE. TAURMEDIRFAIRGFESIEEE.
1 EHRSREIERNSIRSNEFELER,
BEXNBEMREESIER,. EEMEE. ERIEGNEDHIR. EXTRUEFIIRSER.
1. BMENESIRZRIFERIEE | EERRKIERSSD (—RMsS  CULUEKEBEISF) .
BE NP EELURR (2% ) (BrsFEttst CPU S EMRANER.
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IDRAC fR{HH5MOREREHT PowerEdge RS 2RAIZFMEMIIENY. IDRAC BEREEHEMTHEEFIAEHREF R,

g2 | IDRAC EREFEHRENAMIEES. MIhRATFR  EEEHRCNAT PSU MR, EREREHIERTLERE
ERAVEHT. T PSU , AJLUBR—IREHEH ( BTGRNEER ) | FERRERSNEMA LU TEH.

BT DRAC RYEEEFINEE , LU BEFNE—RENG6). BUREFNEEREEASEH , IRFZEBL/EIRTES
HTEMAIERIS , IDRAC EiBXEF.
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| -
1 )
| =

MWREERFRITEIRGM,. ENHECERE

A TN R S TEREM. ENFIEEERE

mZgEEO-= (NIC)

REMEIEHES (CNA)

HREM-E (LAN On Motherboards, LOM)

RIZEF (NDC)

FER (Mezzanine cards , {(IERTFIRHIRSES )

Z5F9 NPAR B CNA IRZ ERNEMS X ZET , MIRERITE /0 BN (HI0 : 1P itk EPutit. FshEsfiEEE R ) Fin X%k
B (fgn - RS ) . BRI VirtualizationMode BHIRE N NPAR S EZEAS X ERIFMBMEIRE | IERSKX.
IRIEEREE0Y CNA RS ER |, TR LEN DX TF RSSO KRB XEMIIRE. BRSXE , iIREBRE /0 fiRESEFS
XEXHNEE. FaILUE VirtualizationMode B E I NPAR 5iE BAS X ERIFFE/ MEIZEE (5180 : NicMode ) , LABFRS
X,

£/ -
BEEMANMSIM LIRS
HEBEAMFOLT FC HBA 185
HIRSEMFILEN SFP A SRR
B
EBITEUREER
ASEEREIMEIE,. BassfiEEERgE

FilFa MR

SR LIRSS S KA TN TR HEE R RS,
SHFEMEE |, T AEERREOFMBANSXNLUTER -

o HEEIRZS

B

REFTHEE

Receive and Transmit Statistics ( FEWFMEEFITEGE )

iSCSI. FCoE BaissfiEnMER

{EF Web SRESENMLEIZE

E(FF Web REIEEMKIZEEE | 155 ZE System (FEH ) > Overview (5 ) > Network Devices ( FIERE ) . ST
RENHE. BXETHNERENEZER | 527 IDRAC Online Help ( iDRAC BXAARED ) .

{5 RACADM M5iMIMI4EZig s

EEERAXMERENER |, iBFA hwinventory flnicstatistics @<,
BXEZEE |, 15218 IDRAC RACADM CLI #55 , RE : https://www.dell.com/idracmanuals,
&7 IDRAC Web REFERAVEMELSN , fF RACADM B WSMan FHARTRERRE M.

EEE

X ARSS BRAIM B TF ot SRR EAUE P DIMER A S8, IDRACO 15181 iIDRAC EEEANEIRICLLT LY., LtHIhEER
IENRTERE. B, USRS S[IE— N EFI GUI RXIRIEERH TIZROEHMIEARR. IDRACO RS "IEEME"
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R T A i O RUBR S5 25 A9 48 im I AU FRBRETFO iDRAC (integrated Dell Remote Access Controller) & FimHIEZINFMER. T
ESTRIOMERTICERMHAGRE & EENE" P&,

FEXIRS BN BIEZH TFMOESERR | MENEEEENEEMEBRIEE,

EREIR AUEREIIRSS 2RO IDRAC ERIKOMARIIRAESE. RSRMEIROREIBLIE PowerEdge LOM, NDC, XKE+R
1 PCle Bi$IN-RA%MRA.

BEEEMBIREERIE  FSNERR > S > NELH > ERNELEE EE0E" .
S AILABAE iDRAC IRE > &k > M4 > BRIRE > ERMELSAsEAERNE.

"EEEE" ]8I racadm SwitchConnection View Al , o] LUBII /A $EE.

FERERIEIR i%8E

=1=]:: EFCEARERERMNE. FABRT  EEeRE BRI,
RE SNSRI IDRAC IRE TRIEERE S RERNERD , NSEReREH.

FHRHNERE ID BRAHE SRR O TIERAISHAY LLDP 4148 1D,
THNIROERE ID B EinIEEE3cHE im0/ LLDP i%0 1D,

(D|iE: —BEENEERHERREER | NSEHIER D Mm% D AT/, REKIME RRESERNERS. (B
A IDRAC Bc BRI AT LIS SUERMEIR E.

#£ IDRACS 4.00.00.00 FIEFIRAS L, iIDRAC SZHFIGHRAE LLDP IR AIXZEIINRASHEN, SORGIREATERMLS EEH iDRAC RJIE

I, IDRAC SKFIFIZEEIR) LLDP $URELARIEE] HuEMLE |

o 1A# LLDP - 7EItLINAET , LLDP UBREISESFIASSISNIIRSES NIC w0 , LUMEINIBISIH BT LABE A HCARSS88. NDC w0
[NIC FQDD]. IOM 7EHFEHRHIRIE. JIEXHAERSIFES, £ iDRACI 4.00.00.00 FIESkRAS , 3R$h LLDP BI/ERFRE
PowerEdge IRSSEEANEINIRML. LLDP $EEE SRS BMBZIREZIERER , FH /0 HEHRiNER BT EFEEE.

@ iE:
o WRSFRFM LLDP , LUE MX HIiEECBIEE T (E.
o IGbE =28 EARSTIHAIN LLDP |, 15688 10GbE #2428 ( Intel X520, Qlogic 578xx ) .

o E LLDP - fEIbIHEET , LLDP $UEE (BT FERTHIER] DRAC NIC IO ( EANIC = LOM ) |, EHIt , #89BAYRSHRA AT
LATEIZ A 3R iDRAC &SRO, & LLDP (FETIERN iDRAC MKim0 , FaERESRBHIEMEKIHO LT, &
LLDP 557 iDRAC HI—LEiFMISE ( tban 1P Heht, MAC Hblit, IRSBHIRES ) |, LMERAATLABShAT SEABIZER DRAC 18
£ LR IDRAC HURLESURE,
®| i NREERO /DX DB T Bl MAC bt |, MIESHL MAC #BHEES MAC HBHHER.

BS a2 A LLDP , I5SAnE iDRAC IRE > EEH > R4 > EAIRE > 1afh LLDP LUS AR LLDP, BNABRT |

1 MX [RSSEEERIEE | HAEEMMIRSHIEALIRE.

SR IDRAC B3 LLDP |, i5SinZ iDRAC iRE > &M > M4 > BMAIRE > iDRAC B LLDP, BUABRT , &%
Enabled ( EfEFA ) &L,

M IDRAC %2R LLDP $UEE AT SERLA T as S MATIIHITES : show 11dp neighbors,

RIFEENE]

(EFARIFMERAREREN A AIERE D FIATEH IR OIERE ID NEHER.

(D) |iE: 215R IDRAC BERRSS 28 M4RIREK IDRAC MIEZimIRSHANERAISIIRER(EE  FEATEMRR | Sl
FIZEimEREREE 5 DHARBIHET , NARHIEEA A iR EEE R TAE AR REHE S AEREE (&5
MEMNESHE) . EAFPREY  GEIEGBRNS  BREAVAETR  TRRMHIES.

EEOE A ReRE
TN 150

't
seHEER HEEET AT | BB R REFTE.
FoskiR R SRR O XA REE D XA,
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AJHERYEEIEIRE iRER

&im

A0 ezt ERER LLDP, MEREE I IRH EERT LLDP,

3285 MBI IR SR EI TS

I RIRYERE REMENESHIE  ANEEHRRROIEHECXARRERE K. ERRFTERRFEENEFREELL
SRENERFTHIEE.

BHREIE ETERIRER D FISSH IR OER D 58,

A E ST 5 =S

VAT -REdzhlRe S FHERMEIRE.

HliSRE xRE

57414 rNDC 25GE
57416/5720 rNDC 10GbE
57412/5720 rNDC 10GbE
57414 PCle FH/LP 25GE

57412 PCle FH/LP 10GbE
57416 PCle FH/LP 10GbE

X710 bNDC 10Gb
X710 DP PCle 10Gb

X710 QP PCle 10Gb

X710 + 1350 rNDC 10Gb+1Gb
X710 rNDC 10Gb

X710 bNDC 10Gb

XL710 PCle 40Gb

XL710 OCP FEE-k 10Gb
X710 PCle 10Gb

MT27710 rNDC 40Gb
MT27710 PCle 40Gb
MT27700 PCle 100Gb

QLogic e QL4162 PCle 10GE 2P
QL4112 PCle 10GE 2P
QL41262 PCle 25GE 2P

FRSMMN FC HBA 188

Y S %ifEEF‘ﬁ‘éi?LL \RIERCES (FC HBA) BREBNIETIRAHEEHEREM. 23F Emulex F1 QLogic FC HBA, X4
?&3/\ FC HBA 8% , BRILIEEROMNLITER :
o HHESHER
o IHAEM
e Receive and Transmit Statistics ( EEWFUEIZEFITEUE )

®
{5 Web RSN FC HBA &8

BE(HRE Web REEZE FC HBA IRFEE 15 ZE System ( &4 ) > Overview (IS ) > Network Devices ( fM4Zi&#% ) > Fibre
Channel ( BFHEIE ) . BXETHRUNESES | 15205 IDRAC Online Help ( IDRAC BXHIESES )

I TUEE B SRS ( FC HBA BT FRRET ) 1 FC HBA i85 HIZEEY,

Broadcom

Intel

Mellanox

i¥: Emulex FC8 HBA A=y 1,

MMERENITIFEM. WNMERSRE 189



{6 RACADM ¥l FC HBA 128

Z (M RACADM BE FC HBA IREfER , 1B hwinventory a<.
BXEZEE , 15218 IDRAC RACADM CLI #5737 , Rt : https://www.dell.com/idracmanuals,

FESHAINEN SFP IR RIRES

fERTLARARME BRI R AR SFP IR BIRE OB TR B RAN, LTRSS kRs -
e SFP

SFP+

SFP28

SFP-DD

QSFP

QSFP+

QSFP28

QSFP-DD

Base-T f&iR

AOC #[ DAC EB4§

{SERLAKRIERAT RJ-45 Base-T

S

1B IEAEH

B AR RRER AR EPROM RIFRFISTHIZMES. G E e R TR AR B R A =8, T E
A SFP TRERRE BT LIEERONLUUTER
N EFRR

BHS

121Thik

FHS

REITRRAR/REUER

BREACE (LKA )

{EF Web REUEN SFP IAZZ1RE

EEA Web REEE SFP WASRRER | IBEERS > S > NIRRT  ARRTIFEIRE. AXRAREMENESER | 581
IDRAC BXH1ZEH),

RESFRAEROFHER T BRI ARSI BIEERS.

{§5Fd RACADM U5l SFP YAz 828188

B RACADM BEE SFP W ARRIREES. . B hwinventory @i,
BXEZER , 15215 IDRAC RACADM CLI #5737 , ®iL : https://www.dell.com/idracmanuals,

ol T K )

BTEN , AFRTLANM PowerEdge ARSSERUNEESCRTIR S IEIR. BHFNEUE B SIS EIRIVERZI MBI R Fins RS 23N A2
Fr. EREN , SR LOREFEE AR SRR,

(D|i%: WINRERE A LS 34E . BEE IDRAC Datacenter i,

EBUR —XE" BRLE , BTMA—18E" PowerEdge BR558% (DRAC) IEESLRI RAEIEFSERIERRIEST "TERS
BRI, DWFIERIRSS" . WIHBER TSR RN,

ENEIRSEREN EEFAS/ S, BIERTLUA DRAC IRZUEHE (R ) BUNEEITIZRZES (4 Redfish ZFIRFITIERSH
TARSSES ) BEHELM IDRAC R EMEILEE. IRATLAIR M iIDRAC SupportAssist Data Collector 32HENIEUE. HIRKEERIREIATR
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TENHY Redfish IBMAEIR. A SSFIRSE N OEA, TLUET RACADM, SCP. Redfish FIIRSSESMBEE {4 (SCP) B &R

EEIRE.

ZREED  BEARIAREE NMIERER T ATBIERMERERENES. FEERE > RRRENELEREEN. T5H

ENZE , 2B TEIERIVE.
TR T A LAMERENE AR S

*B =1 | HilRiEH (ERkER FitEuE (=1 =17
170 %% NIC B = = B =
FC HBA oy = = a B
fRSSegiReE CPU & 2 B B z
WNF B = B B =
X5 B = B B B
PSU B B B ) =
1ERkes B = B B B
7N AR B = B B =
e B B = B S
DEEss GPU B B = B =

BETREXRENTDHFERIRER | {5258 IDRAC B Hl#5E],

@ iE:

e StorageDiskSMARTDATA {RTEEE SAS/SATA REMYFN BOSS #=54%I28/5H9 SSD IKzNEE i,

o (ERIAbTF s/ BXH1/3E RAID xR EAME BOSS =28 /aHI3RENES R StorageSensor EUE.

o NVMeSMARTData {X=ZEH PCle BEEHY ( REIE SWRAID & ) B SSD (PCleSSD / NVMe Express) IXah8837 4,
o GPGPUStatistics BURRIESI: ECC RFINEERNSE GPGPU BUEha] A,

e PSUMetrics FERRHLEE AR .

o FUESEORIXIEINERF PCle EERIEIRAIAEERA O,

e £ 4.40.00.00 krAH , CUPS IREERZ SystemUsage , FEFE INTEL 1 AMD & HYZ s,

EN IR

1. &% Datacenter FAJIE ( NRHFXTE ) .
2. BEBEERENRE  BIE{#FF RACADM, Redfish, SCP 8 iDRAC GUI [SFENFD Rsyslog BRSZ 88 MIZEHBHERNIR .
3. {3 RACADM &, Redfish REFEFMBIREIREHHE LB TEURERSE
e EnableTelemetry
e Reportinterval
e ReportTriggers
D HTREMIR SRS ER R DRAC EIRAN Redfish .
4. Redfish ZFiRefE iIDRAC & H Redfish EventService 1J5IEXK.
5. HHEMENRIRNASRMES , IDRAC SERMIEIMRER B/ SHEUEHEEHEXENTIRNE i,
ThiEEPRE
1. HFZRL2FA | DRAC (IS EFmEITET HTTPS KE(E.
2. HFREMRE , DRAC HEZIFMTE.,
3. {XiBid Redfish REMRZZIFA0THE , EE2ATLABEEER TR,
ENIHEERYTTH -
o LFHETEMAMMIASMAT | IDRAC REMIEIMESE H S/ SR BEREX (HTTP POST) ERTRFMERN BRI HER
i, B IERTHRIERTT SRt A SRR EUE.
o MRIFWEREUER | 1Eir8UEE S 1SO 1&VAIRTEE.
o EFimTILAEIT Redfish FREIG HTTP DELETE [JBERIEZETTREIRRY URI SREZLHTR.,
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) QD%J iDRAC 2= Fimfflb& 71T . W iDRAC Ae&IX (HTTP POST) RS, MNRAEEREGEL TTENXAEIE . N iDRAC A8
SRIBRITIR.

MRAFEEESERIR , NREEED Redfish REMIERITISE.

iDRAC Tl A&X "TiREIL" BEHEARE—FBERRBIEFimE X RLIERER.

TRk AR , BME7E iDRAC EFSEIEINAIRE. BE |, afLUBISHIT racresetcfg B LCwipe BEIGEMIFR.

RACADM, Redfish, SCP #0 iDRAC A REEREF I IRNSEHIAE.

R TEET IR

iDRAC FeiFFE RS TEIRMIRIIRERITHI S EEmE T , LUEREIRER. HINEEEE iDRAC Datacenter ¥FAJIE,
BITHIRIRIIREN BN A AFFIEUEHEEEMEER | MEEFREEE TR BICE.

f&e]LAfSEF RACADM., Redfish, IDRAC REIGASHZRSRTEHIERIR. WEMSHERT , DRAC ERET NS TIRE 2 LiRKHE
TRE  MAEERSET Mux BEIRE.

E(EF IDRAC GUI B/ SBTHURRK | [BEEYHP > 128 > BRTEIEAEE , FrdhSniEL SRR,

Qi

o [L/EMTE DRAC B3I SEIRIFAZS,

o EHEIRAKNBEBERILINEE.

o [SRSBITEIRREAN  BPKEREMINGERIEANE. NRAFPZEASBITRIEHEXREA . W IiDRAC SN EIREFHFFIAMIN.
HAFMHITREERSTEEEIRINCE |, RASITEIRMIRRIFSE. DRAC BiEEEshEuEmsk  HFHERIE 512 KB FHIRE!
HHZ=EWEH, ESXKIEER.

Qi
o E(FEMINEEIFETIF , AR UMEBERIIRIIRAEHINR,
o WINEEEEEE iDARC Datacenter FATIIE,

siSEcEENE, EiEFERNEE

EHLaSHEEMEEEIMI, SHssiiFEERRE  ANBRAERE. SATNAEFETHERINSENNRIRE
(B, BMERFEEHEY. AER, RERFXARER ) , BRETUETZERASHFALERIRRE, XIEHTERIEEH

Z | BEBREN T FREREEFELER S — P ERIFK.

REAUIER

o EHL MAC ik

FEHL ISCSI MAC btk

FEHL FIP MAC btk

RE#L WWN

FEHL WWPN

)| i#: FEERBFAMERSS | FrAEItHE SIS G EAEIAK A L,

(D |iE: EEAEM FIP. 2l WWN FNEEHL WWPN MAC EMEATSRER L | 2l WWN FOEEHL WWPN MAC B STESECE R
FIP BT EEIECE.

BIL{E 10 FRRINAE , ST LARITLATRE -

o EEMBLEMEZFIYHEEIRE (HIa0 , NIC, CNA, FC HBA ) AIREHAMELE,

o BLEFHNES ( XIRTF iSCSI F FCoE ) FIFHEBEIRRE ( XIRF iISCSI. FCoEFIFC) .

o SRS AC W, RFS/AEGHREH EHERSNE.

ZREbLE, BahsstiEiE BinEc ERVER SRR RERIAE ERIRASMES VR EER , SERIE NIC, CNA B FC HBA IR
SEAEEHBREMAEEY. TRIEET DRAC £AAIRIIZ BRI I/0 FRRIE BN,

XZER 170 tRRTIEERT | FAMRIA 2EN. SRERERSFH , XLEEHRERERERETER.
Dix: BEERE , BETRBMFLZA , SETEEHNAE,
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& =20 {4 &
3215 1/0 tRRMRACIIEERY R
THRBHTIIE 170 FRRH IR E.

. 43: 3285 170 tRAMRALThEER =

Hli&Rs

X8

Broadcom

5719 XEK 1GB
5720 PCle 1GB
5720 bNDC 1GB
5720 rNDC 1GB
57414 PCle 25GbE

Intel

i350 DP FH PCle 1GB

i350 QP PCle 1GB

i350 QP rNDC 1GB

i350 22K 1GB

i350 bNDC 1GB

x520 PCle 10GB

x520 bNDC 10GB

x520 S2-& 10GB

x520 + 1350 rNDC 10GB+1GB
X710 bNDC 10GB

X710 QP bNDC 10GB

X710 PCle 10 GB

X710 + 1350 rNDC 10GB+1GB
X710 rNDC 10GB

XL710 QSFP DP LP PCle 40GE
XL710 QSFP DP FH PCle 40GE
X550 DP BT PCle 2 x 10 Gb
X550 DP BT LP PCle 2 x 10 Gb
XXV710 Fab A/B 2k 25 Gb ( HFMX FEE)

Mellanox

ConnectX-3 Pro 10G 32+ 10GB

ConnectX-4 LX 25GE SFP DP rNDC 25GB

ConnectX-4 LX 25GE DP FH PCle 25GB

ConnectX-4 LX 25GE DP LP PCle 25GB

ConnectX-4 LX Fab A/B JZE-K 25GB ( AHAFMX FEE)

Qlogic

57810 PCle 10GB
57810 bNDC 10GB

57810 £E& 10GB

57800 rNDC 10GB+1GB

57840 rNDC 10GB

57840 bNDC 10GB

QME2662 2k FC16

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16

SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16

DP FC16 Gen 6 HBA LP PCle FC16

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32

DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32

QME2692-DEL Fab C 22k FC16 ( X/ FMX EE)
QME2742-DEL Fab C ZE2-K FC32 ( XfFMX FEE)
QL41262HMKR-DE Fab A/B 2Bk 25 Gb ( X/FMX EE)
QL41232HMKR-DE Fab A/B 2Bk 25 Gb ( X/FMX EE)
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. 43: 3785 170 1RAMMALThEER R (88)

HliEr ESi
e QLogic 1x32Gb QLE2770 FC HBA
e Qlogic 2x32Gb QLE2772 FC HBA
Emulex LPe15002B-M8 (FH) PCle FC8

LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32
LPe31002 -D Fab C EE-k FC16 ( X/FMX FE)
LPe32002 -D Fab C 2K FC32 ( X/ FMX FE&)
LPe35002-M2 FC32 2 i
LPe35000-M2 FC32 1 i

3215 170 tRiR{RACIIEERY NIC Bl5hRZ

1£55 14 fX Dell PowerEdge B384 , BAER FTERHEHMTFEH NIC Ef4,
TERM T 170 FmRLACThEER NIC E{HRRA.,

iDRAC 1% B Aixtz H el iR ekiz H SR IR EH b/ iniz S Hcit
HEFIES R TESRRE1T /0

TEREA I ETR (VAM) BeEFIRFAMSRIR T ALARAR R,

&. 44: B/ itz S B S RIBERTT A

OME Modular Hff§j | iDRAC HiZERIE |10 #RiH7E iDRAC 1 [ SCP AR SRS R SRS -
%Eﬁﬁﬂtﬂ!ﬂtlﬂﬁ‘é ® THEEIRTS it
EEBnESEN |EESEINESX | 28R TR EER VAM 38R 1F | 1RENITEDEiit
b (VAM) BEE = b
EEAnESEN | mESEHIHER, | EEF KECE VAM WENTESEN | TEAL-IRES
pi g HE RS BBt
EEAnESEN | ImEoEHIHER, | E2A {558 Lifecycle WENMZBEHNE | TEAL-IRES
pil g Controller IRty | FEoECHBE R Bttt
BIREE
EEFH‘@*E%EE% e EctitiER, | E2A FRECE VAM iﬁﬁﬁivﬁﬁj\ﬁﬂi& iﬁﬁﬁiﬁ&ﬁﬁﬂiﬂ}
EEMAnESEN | ZEoEIHER | E8F VAM EBCE ELERY VAM 39ATF | (NBRISAM: - ARE
pil = Bk
EEMAnESEN | EoEHIHER | E8F RECE VAM REEE MAC | ASZHEASAME. B
pil g pi RFEITR
CERTESE |iTEoEibiHES | 28 {558 Lifecycle ZEHARY Lifecycle | ASFRFAME. BX
bl Controller F$24HAY | Controller BEE&E{BIA | RTEITH
BIREE ==
Ei—%‘)ﬂ@&ﬁ:\ﬁﬂiﬂ% wieoEcibitiEs, | EZE KELE VAM }iﬁ?{l@ﬁ: MAC it 1%%79@14: MAC 1B
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. 44: B/ B FIS ABERTT A (48)

OME Modular B | iDRAC shigBaYtE | 10 #7R{E iDRAC B | SCP HA SRR BRI R EERRE -
;Ilﬁf%ﬁﬁﬂﬂ!’.ﬂtlbﬁﬁ =® HITHREIRZS Bk
EEREESEM | FERAER =)=z VAM BEE ERER VAM 354 7F | w/RRRIERIFA
il ® HFNERR
ﬂEtEFﬁ‘@iiﬁﬁEﬂﬁ AR =)=z FRECE VAM ﬁ%ﬂa@ﬁ: MAC itb ﬁ%ﬂﬂ@ﬁi MAC it
BEBEELE | FRIUER E2H {5 Lifecycle ZEHRY Lifecycle | ASZFFRFAME. BX
bl Controller F$24HAY | Controller BEE&E{BIA | RTFEITH
BREE FE
CEMATESER | FEHIER [S)=):E! VAM EECE ECERY VAM ATE | W/REIRTERFA
il = HFDERR
Eﬁ—%ﬁﬁﬁ&ﬁﬁﬂi& TERAAEZC [=)=)zE! KELE VAM ﬁ%ﬂs@# MAC it ﬁ%ﬂaﬁﬁ# MAC 18
CEMATESEM | FEHIER [ {EF8 Lifecycle ZEHERY Lifecycle | ANSZHEFAME, B
il Controller 4248A9 | Controller BE{BA | RTFEITH
BEEE ==
Eﬁﬁ%‘@&ﬁﬁﬂi& AR E2H FRECE VAM ﬁ%ﬁ@# MAC 1th ﬁ%ﬂa@# MAC b
FlexAddress 1 10 #FBEIRFAITH
#. 45: FlexAddress 1 170 {RRHRFRITH
FlexAddress £ | 10 #RiR{E iDRAC H | EFSISREHREIE o ESISEH VA I
xa CMC EOTNEERS | WOVBEKS | REVAmamE | VA RERAS AT H
B FAREEAN |EEE B M CMC FlexAddress | fRIE FlexAddress 1
RIARSS 28 &
NER , EBEs |EBE 2 - EsiEA IEFECEEIMELE | 1RIE FlexAddress #1
B & EeeEE |
B2 B2
B VAM AR |EEE [y M CMC FlexAddress | #R3E FlexAddress il
BRIhAEERYIRSS 28 %
=)=z =)=z 2 - EaiEA mEIEEMELE | IRIE TSRS
r®E
= M CMC FlexAddress | #R¥E FlexAddress 3
%
B2 =)=z 2 - #igaiEA AR IR L TE?EJ‘EEPCIE%IH%
= BT |
B2 E2H

S FAEKEEA 170 tRiR{EILINEE

BE  IRSBERGS|ISEHREE | ARERRENSISERDGEN. ERILUSA /0 A" ThRELISEISISMt. MRS

Th8E

BE—RRGENMTL , FHEI5 I SRR T,
B8 170 FRRMAALIOREZ BT | TEHRER
o THBER. BREMRAEHIR,
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e BIOS. DRAC FiM-FESEFIEFTEI.

[EF 170 FRRULTNEERS |, M IDRAC SHIRSERECERCE N | £ SCP MHHEXFRHER I/0 tnREMY | AEBHXXHEHRSA
iDRAC,

BX SCP HhAMEMR] I/0 FRRIMIIREREIERISIZR | ESIR https://www.dell.com/support EIRHERT NIC Profile ( NIC BCESL
4 ) WBES A

(DliE: FEIEKE 170 FRRAHIIRLRL,

{EF Web RERAmEERA 1/0 fRAMIATIEE

B[S /0 fRRMUINEE | iEHITLATRE -
1. 7 iDRAC Web REH , %% Configuration ( B2& ) > System Settings ( ZHi8E ) > Hardware Settings (IE48E ) >
1/0 Identity Optimization ( 170 #RiBflfL ) .
FEEP< 7 170 Identity Optimization ( 170 B3t ) TUA.
2. BT 170 Identity Optimization ( 170 B3k ) 1EIIR , 1564 Enable ( B ) IEILASFLLINEE. B2 , NIERIIEDR,
3. BENMRATNARE.

{8 RACADM [SHEAEA 170 HRRThEE
ZEA /0 tRRMIHEE | BERLITSS

racadm set idrac.ioidopt.IOIDOptEnable Enabled
BRILLIIREE | S REFR B R A REEREER.

FEF /O tRRMTIRE | BERLI TS

racadm set idrac.ioidopt.IOIDOptEnable Disabled
BEE /0 NRMULIIRERE | BFERUTHS

racadm get i1iDRAC.IOIDOpt

SSD EiRER{E

iDRAC fSEI&EEBECERTE SSD HRIRTUES NEBRIRE , LA NVMe PCle SSD rTASEE.

L "SSD RIRENEBEANED" 1 "NVMe PCle SSD AJABRE" BT HIER , DRAC REIEMHCRE LC HEF | IRIFEIRSEE
BEHE | IDRAC RSHITHFEMEFZIR. SNMP FER. IPMI 23R, miERFREPNEEKCR. WS BHTHRMERZKRE.

L "SSD RAFMEB NS [KTIRBAEHERT , iDRAC £IEEERF | IMERSEERTLUIT SSD BHEEk.

{X33F NVMe PCle SSD , IDRAC R/-AIFBEEER , FHREGIESENE. XITF PERC 7l HBA HIEIERAY SSD , AIAERT A,

{EF Web REECE SSD BIRBEZRINEE

E(FFA Web FEEBERIRIES NG BEEEREIE  BHRITIUTEE

1. 7£DRAC Web AEF , BERE > RHIRE > BHIE > SSD ERFE.
K27 ssD EREENE.

2. FIRMEBANE - EILUSEIREN 1-99%. AER 10%.

LEINRERVEEIRZEEL ) SSD EEIRE NS . HEHRTHES M , SHReBRNES.
3. TTASERZRENE - SULUBEIREN 1-99%. ZAER 10%,

IEINEEAIEEIREETY ) SSD BRI KRR , HEBRTHRESH , SHX2TIRMIES.
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{5 RACADM Et & SSD EIRFIEZERINEE
EREFRIMEENSD  BERAUTHS
racadm set System.Storage.RemainingRatedWriteEnduranceAlertThreshold n

, Eehn= 17 99%,
ERETRASEZIREE  BEBUATHS

racadm System.Storage.AvailableSpareAlertThreshold n

, Hepn=1Z 99%,

ReERAERIRRE

BIIERA 10 fnRTheE |, S AR EREUABTRERFAERMBIFEERTA  NREEIILL, SassflEEBimg SR REB

:ﬁl‘zﬁ_ﬁ N EERIFA MR REE N BT RATPEERRENFEROMNS X, RIS SIHFEHBIREZ IR ET

©) iE: RIS AMERIEIIEEREAIINME | NIZINEEE FAUIER FH8ERAIEE TIE : WI5R1E iDRAC £
VirtualAddressManagement 1412 & /5 FlexAddress ( IF MX S£& ) 5 RemoteAssignedAddress ( MX SE& ) &2, , #H
YNERFE CMC ( I MX & ) 5 OME Modular ( MX & ) HZEF FlexAddress 8 Remote-Assigned Address IHEE ; 1EHRIRE
iDRAC 5% VirtualAddressManagement B iR E/9EHIEED , 3i&E7E CMC 5 OME Modular $1f5F FlexAddress Bf
Remote-Assigned Address IgE,

AILARCE LA THRFA M RES

o R : HEBNHARISE

o [EHUMBLE . FFAEEIHEBIRS

o [BnhEs

FHEBR

TER P AR A |, SRR

o NIREEHE/HITIREREM B, BE "EERKERSZEREM" BE.
o S I/0 FRREICINEE,

FELUTERT , HMIEIERE Lifecycle Controller Hi :

o EHEEEER I/0 FRRSILINEE.

o BFAMKIAEETH,

o g?ﬁlﬂﬂﬂh BRI N ENMESRIBISAMRISRE. BRI NERERIRE NN AL R IR &R EEICR R — X EER

T3 SNMP,  EBFHREEL WS-eventing IBXISFEMHHE(E. BEBEEETERREEF.

A ERISRIBONME
. 46: A MERIIBIAE

R Mg AC KfE8 i251% mels
REHAMBAE © SRENMLERIRE Rideh Bk Bk
REftbtL - AFEHBNAtFEIRE Higer g Bk
=i [=)vici=2 Bk Bk
&R [=)vic=s Bk [®vics

(D|iE: ZRFAMSRBHIVTEEREMBI AR | ERERFA SRR SIGREIMEIL., SRR AMRIEE
BIRRERMMIE,

(D |iE: MREFAMRBEEESFBE CNA REDX DIRE 7RI, FalsssiFiEBiR , WEEH VirtualizationMode B
BOXNNMANREZR , FEEELARAEINIIE, SassflEiE BB E. ERFALRI  BEIHITZEE. &
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BRI LAEREREEI SRS EtEIEEYBRIRE N Os , HIRIEPHE IR B SohEsfIFME BirAYE iSCS| BaigsflEiE BirEk
TAME TUE_LEAY 198,

{£F iDRAC Web REEHIFAERIERE

ERCERFAMRE , BHUTLUTERE
1. £ IDRAC Web RETH , HERE > RFIRE > BHHKE > 170 fRRMAL.
2. AT 170 fRRIRMGIAIN R,
3. EISAMRIERO T A MNSAERIRIEE N FIEP—TIa SN
o AER - ERERERIMREEIBIIEBIRRE.
o REIR - ERERERMMREEIIIEBIRRE.
o AC Hfif8 - fER4E AC BTEB AT REE EEHIEII S BRI E.

4, BEMA.
BECERFA MR,

{£F RACADM B EiF R IERIFIZE

BIGEFAMREE |, BIBLLT racadm JWHS set FaSESER ¢
o XITFREHMBLE , 15{#EFE iDRAC.I0IDOpt.VirtualAddressPersistencePolicyAuxPwrd #[]
iDRAC.I0IDOpt.VirtualAddressPersistencePolicyNonAuxPwrd 75

o YJT/Z5NEE , i5{¥F] iDRAC.IOIDOPT.InitiatorPersistencePolicy X35
o YWFFERR , i5(#F3 iDRAC.I0IDOpt.StorageTargetPersistencePolicy XI5
BXEZEE , 152158 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,

iISCSI Bz f{FEBIREGAME
TRIZH T BSAMERR 2 B ISCS| [EahSeflFiE BAnmIBuAMERNTIER.
K. 47:iSCSI [B5IEE - BAiAE

iSCSI Initiator (iSCSI 38 ) IPv4 & FRIBKIAME IPv6 &30 FRIBKIA(E
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0

IscsilnitiatorlpvBAddr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0
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7. 47:iSCSI BNEE - BiME (&)

iSCSI Initiator (iSCSI B&lE8 ) IPv4 1 TRFKIAME IPv6 153 TRIBKIA(E
Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6SecDns
IscsilnitiatorName EiEkRE EiEkRE
IscsilnitiatorChapld EiakRE EinkE
IscsilnitiatorChapPwd EiakRE EiEkRE
IPVer lpv4 lpv6

. 48: isCs| IFiEBtREM: - BiAME
iscsl FigBirEt IPv4 1550 FROFRAME IPv6 RV TRIRRIAE
ConnectFirstTgt [Eed=s! [Eed=s!
FirstTgtlpAddress 0.0.0.0
FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName EiEkRE EiEkRE
FirstTgtChapld EinkRE EinkR{E
FirstTgtChapPwd EiEkRE EiEkRE
FirstTgtlpVer lpv4
ConnectSecondTgt E£H E£H
SecondTgtlpAddress 0.0.0.0
SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EinkE EinkRE
SecondTgtChapld EiEkRE EiEkRE
SecondTgtChapPwd EiEkRE EiEkRE
SecondTgtlpVer lpv4
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=i

B IR e &

M IDRAC 3.15.15.15 jRATFFHS |, iDRAC #E55 141X, PowerEdge IRSS 2RSS | S IFIERRR S (BOSS) 12488, BOSS 1248857
EIETE I SIRBENRIER S, XLHSRHEIRAY RAID RSN SRS,

M IDRAC 4.30.30.30 hRASFF4R |, iDRAC ZHFHEFRTF AMD ER4taY PERC 11, HBA 11 #0 BOSS 1.5,
(D|5%: BOSS #535I88{X 3245 RAID 481 1.

®
(D|iF: PERC 1 B ARAAHR SIS SHFEHEER (RoT),

DRACH B THRAIEEE  LIEEEREAE PERC 2Hl88. EAITSREETHITEREEEIRAFMEANL. XEBAHEE RAD
FOHE RAID $=HIssLARIEEEIER0EE, wH. HAEFMLE. PowerEdge Rxdxx/Cxdxx ARSSEESIHF PERC 9 #1 PERC 10 #=HII28.
PowerEdge Rxbxx/Cxbxx AMD & IRS588 3715 PERC 11,

SENGHETFRFENSEK. B ESTRRENIEESESESHRANERE (CEM) B+ . FEARET 12C EOEE MCTP th

WS REBFNSMEB PERC 1=HIESHTIB(E, X FSEAYECE | CEM SZFF PERCO =HIESIE ShRA. PERCO f=Hiss EAIEIFIRAVIE

9.1 HESIRA.

()| i: #R{H RAID (SWRAID) 752 CEM 375% , EILLFE IDRAC GUI hANEESzHs, AILAERS RACADM, WSMan &Y, Redfish SRETE
SWRAID,

1BIL{FER IDRAC , #EAJLAIT OpenManage Storage Management R A SZETHEE , BIELHY ( EEEHSIS ) BEEEWS (H

W, BEREIE ) . BHLUELRRIERAZ RIS MEE RAID,

1&F&EhiR) BIOS RIRJ AL EFNETRIEHIEsIhRE. XLIhREIERCE R AETR A RAID RAIFIE BTSRRI, EaLUSE)

W HAbIEHIESIhEE | FIMNERFEEEEER. S LIBHE EEIR UReE D B RS FRIRPEYE.

EFEREEE

o IBHIEE — ASHUMFRATZEENEETEHIE  MBKEBFIBENRBEAIXEEHEE. BHRERAHSHAERRREN
BHELBATIGREUE. EHREEEEE— 1SS WIEY A B SRR ERIERNEESS (E8aim0 ) . RAID &=HI28
ALEHHENR  FRSMMENSECE— LY ENEET S, EHEsReetiTEMES | thiSshEEN
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£ PERC 9.1 {IEShRARYZHIRE £, FIEBIISRIUN RAID 11#Z] HBA SREXIEHIRSAMHIE. Iti=hIsRaRiES HBA FEHIZAEI |
RIIKEHE BT R ER S EE. EHIRMRNESE— Mo ERATIEIN , ARESCRI N,
PERC 10 REBHRAAIEHISESIFEEE HBA R | BUUT SRiizHlssEzUsInhay HBA, {BR | PERC 9 {HAAMRELST IS HBA 1R

.

Q|
o 1E3RAY HBA SZH5E RAID PD FIFA RAID 43 VD,
o TREEZIFEIZEE RAIDO, RAID1#1 RAID10 VD,

o IEIEA HBA 7£ PERC 1 _EARS 1%,

15809 HBA HEUIRALATINEE |

{s5F8 RAID %51 0. 18K 10 BlIFEREHIARLER.
MFEVLERIE RAID BLER.

B ENSRARSREFRISEE N TIENES.
S EISEF0AE RAID BB E NBMIIE I SIRE.
BESRrE RECERIREREEHRIIE RAD ¢

o HERFBEmRT

o TERHISSEIRAY
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o SRUBRNRECERIMLERS

()| iE: AZFFEBRESA RAD S, 6. 50 B¢ 60 R, S5t , EIE5EE HBAIRIUT , SELATHAFHERFICEEF RAID BIEER | FLARE
FRIFF#EE RAID 45,

TERHIRRATIETUM RAID B89 HBA ZHi , 15HIR

RAID s szisizhlemtEzlE M. £ RAID FHEFEIFANEAYEHER L | IR B Sz HIas R AIEDT.
IR BN RE AR AR .

R RBRERE BRI A,

W RREGBRR MBI E.

DI ATE T HIRASHIEE | TR AR EESRET.

VTR EES SED XKEAA R 2R4R,

EHIB A REBNEEER.

R HIRRETRIBRSS R AR,

D|iF: EREETHHER T AIESHINIERS. RETH. RSNG| EXLSOEEREm,

(D |iE: 1RHHREESU=HIBMRIUZ AT , 33 PERC FD33xS #l FD33xD {FAAIEEERRH CMC YFAIE ( RERT MX 8 ) . BXFHIE
EE CMC FeIENEZ(ER , 1B2H dell.com/cmemanuals RS ZAFF PowerEdge FX2/FX2s HY Dell Chassis Management
Controller JgZK1.2 FBF5E.,

Nz s R R RIBU

LATRSIZRIZ (A iDRAC 5RE (5140 Web 5RE. RACADM F1 WSMan ) IR E1=HIZEZUATAIBISH -

o UM PERC $ZHIEETF RAD B, , MIARSCEMRITEEN#E. AEH. JINIERE. ITHESEsRBNERESR  REFHE
ZIEE M9 HBA 1R,

o IREIHISE AT , RASECEE D RAID 2E, G0 , FN5R PERC &bF RAID 8z, , B4 PERC RIFEEIRE N HBA 12, , TR
=IIRE BGl Bl | Wt SFEEARAB.

o 1% PERC =HI25 M HBA t#E] RAID tRI(CAY , XENESBETIE RAD RS, MBABHEREN "ME" KRS, ot
RAIDEnhancedAutolmportForeignConfig EfSEEIRE I Enabled ( BEH ) .

AT ZRIZ (M IR S 2R B B 34 ThRLEIT WSMan 8 RACADM FREIZ BEisH =& ARG |

o [RBEFEENHINEERITF MR EIEHIEHMERITECE S RAID BE. HI80, , 213 PERC $=HI28bTF HBA &R | EelLURIESH
RS ESECE {4 (SCP) LUBEHIESENE R RAD |, SRR st HEIZ R E.

o MIETM RAID BN HBA BY , RAIDaction pseudo [BIHSIRENEHT 9 BIATH ) . REKENBEHEEITHEIE—NEIR
8, EHERUEEN  BR (R EHITSRTEIER. BRALEM |, ST SCP 4R RAIDaction B,

o 4 PERC $=H884bF HBA AT , ANERIITRIEHBIEHIZMRENER I RAD ISH SCPIETEATE |, F=ik{elE vD , Ntz
EIESEY. SATRASIFEIEERIEH SR AV RAID 21/E.

{F3 iDRAC Web FRHEJIRIZFIZFRTL

ERFIRsE |, BHRITIUTEER
1. 7EIDRAC Web RES , BATETERE > HEES > IS,

2. THERIRRNELE | REIRME > RiE.
LEIE S BT HIRR A HANRE.

3. WTFhERBPEEFETIHRZIREFIRMRL | AR S TREHS IS,
BEISISRRLAEEREN,

{5 RACADM 1]k seiEst

(M RACADM iz hlsstRl , =T T5la<.
o EEERHIRFLRIE

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
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REKBERUTEL
RequestedControllerMode = NONE
o EEIEHIBENIRE HBA

$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

o EEE—MRUFANAEN

$ racadm jobqueue create <Controller Instance ID> -s TIME NOW -r pwrcycle

BXEZEE |, 1521 dell.com/idracmanuals 12 iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @ {TRESEIEE ) .

12Gbps SAS HBA iEEIS2IRE

Dell PowerEdge RSB 2SN ML SIS ER ST I IERANREIRNFER | LUE Dell HBA i&1T, POST F8Rk/E . HBA iR IS EEHA.
HBA IREIRGEFMEESE HBA HATFHIROIEZIITFEIRE. IRRBRIERSR  BASIERNER , FETFAFIE DRAC 8
i B RiERER Dell HBA HITEHEIRES.

JE RAID #4288 2B/ RAID THEERI HBA, BMASTSEIE.
14G IDRAC FRE3Z#5 12 Gbps SAS HBA 288, HBA330 ( SEpkfNiEECes ) #&HI88. HBA330 MMZ #1 HBA330 MX J&HCES.
AMD SE&37HF HBA355i HilimAll HBA35Si 1&AC R =S,

B934k RAID FZHIRSHAT FURME -
o BEEMATIE RAD ZHIERYEHIRE. VIEHEMIVERM. Lo , EFESHTUEXREA EMM, XE. BIRIRETIERRNERE
. BIREEGRREEEE TR,

o EEW ISR TREMER.
e 7912 Gbps SAS HBA I=HIESEHIHIEEFEL ( PMERGL)
o TEIMZITERAT , Mo MAIRRLES SMART il RS a0 IR ES e asTER
o ISR AAIRIREAEIRIRTE
o [NNFEEEINNK LED
Q|
o 1EXTE RAID IS8 TRIE B ISIHRIEZ R , RHITES | SHERSE RS (CSIOR) 24E,
o {X&79 12 Gbps SAS HBA 1=HI28F0 HBA330 EBIEHIESNITEHXIEBE SMART AYARENESFO SES ARG RAE8AUSCRT IS,
(0| 3%: RSZI5H6 SAS HBA 15|58 IS IR EIRhEE,

LRI e ol ol R o b

FEEESFHECEA SMART fWE#HE FHTERIENSHTIIRERAR (SMART),

SMART AIfES MR EHUTTIUNESIES T TN MR SIS AR SR, EHRRS SR anETEiul  (R%E , WS
ISR ER84S IDRAC, IDRAC MEMER—MEIR.,

JE RAID tRz\EK HBA 1Rz, TFRYEHIZSFE

ANERIEHIBERLTIE RAD #8 (HBA KRR ) |, W :
o ENHESHREAARTA.
o IZHIEEMIL IS IEEA.
o FREYIERELTIE RAD &,
WNERIEHIZZAETIE RAID 48 | IEeT LAHATLATRIE -
o NN/ EGHEINMRYIIEHLER.
o FEENFFERMN  SELAT®ENR
o TEHFEIER
o ME—HMHEN

EHEFHeE 233



o MKIEGIERUELL

o [ESELR

o IEHIEES |SHER

o IEBINBMSAIINBEE
o EEXR

o ME—HR

o EMR

o 5B (BGI) =

o HUAEEERIER
KAGTERR B E X 15

o BEEAT RAD I=HIZRHIFFEEE ( BIIHERRI ) .
o ERIIMNEPECE

D|iF: tNREVETEE RAD P AS Y , 2B R—KIEIRNE,
Wseoh o RAID AT, ToASTUNIEEERNISE . KSHIEERE.

ES/ M =hiiEhlER Eis1T RAID EeEFIK

HMHAZZSHFAY IDRAC RENITE ML ERIFREEHIRSHATIROERY | BIHR
o BN MEIRREITRL. FRHE MRS  AEBFHRE F—MEERE D TR EM eI Rk,
o (ERHIETUS S MBI AELIEE NS T,

EEFRENSREF

ZERBINSEREFIIEREHINAI , AlitAFIGERGFEHRSRETE. ARSIRET  ZEEAIEERETT A5
SNYE#HE. NREMEE R THUREZ ISR - WSEREFPRSIRSHMIER.

FEFEIRHFRECFBATHTITRT |, PREC i=HleR G RES N REBHNSHIENBSREF TSR | ERIBF RS RSEHRSERER.
EHRRICNSZABNSRETN. REHRCRESRET  WisHSETRNERR. (NEBEUTHEREN , A48
NFHREBNESRER

o EHIRRRBHIINPEE.

o IEHIERIRBEARY SRR EIEE.

o EREHAEMHEERIBRBITITIER.

518 PCle SSD

HNELREBENEIR (PCle) EZRE (SSD) B—MEMAeEERE , BRTEKXEDR. BarsimNaEHRIES (10PS) il
eI SR ANMEP R S R HRYRIRTS . PCle SSD 2ETFHREZEHIT (SLC) FIZEHRIT (MLC) NAND INEAMmZITH , EE=E
PCle 2.0, PCle 3.0 8 PCle 4.0 382540, 1£55 14 /X PowerEdge fRE e+ . HE=FARNFGARERE SSD., ErlLMFERY EsiE
I EHERE SSD | (FREELMERS SSD NEIREEEIFIR ( TEERY ESE) | DARMERMFERLEA HHHL (BEmM ) &.
@ iE:

o %5 14X PowerEdge RSB 2T IFE T IRAE NVMe-MI #IHEHI NVMe SSD

e PERC 11 32#F PERC BREMIEMAIECE TH PCle SSD/NVMe i%#3.

1B sEF iDRAC FRE , alLAEEFIBCE NVMe PCle SSD,

PCle SSD RYEZEIhRE

o HUEIRTHAE

o SMEERE

M/DEEE 14 1 PowerEdge IRSFBZEERZ A 24+ 32 I NVMe SSD,

A9 PCle SSD HUTLATRME -

o XIERSZEEH PCle SSD BUEI PR TR RS RITIZ N
e 1T PCle SSD I TN HER

o LEHHEIREIE

[¢]
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o 8% LED (NMFERENEINME (1RRIRE )
A9 HHHL SSD HUTLATERE -

o YIPRSZSEANAY HHHL SSD T B SARFOSCAT W
e 7EIDRAC #1 OMSS FiR&EFICRHEEAER
o LREREUEHEITEE

o TTY HEIRE
80T 9 SSD HUTLATRME -
o IREIXFNBBIRZ , FIGNERHN. HEEFORIN

@ i PIEIRThRE. EITNAERLIRIZSE LED 18R INFEBGHINMRAER T HHHL PCle SSD 1R%%,

(D)|5%: 24 NVMe IEIHITE S140 ZJERT , Ay MR 1 "INEHER" BE , SOSIFIBCE NG,
j PCle SSD =) \:Eﬂﬂ'ﬂ]%ﬁu

U TRIRESMFIENEEERTF PCle SSD :

o TSR

o PCleSSD¥EE
o PCle SSD &#x

NBERFEEEH PCle 1R , IBEFA FQDD, —/ FQDD BFEHIEEIEE , TE—MNEF SSD., (8RR (
) , (XBF=— FQDD, UNSREEEERE SSD, ?ﬁ%J%‘% FQDD JRE/9 CPU.1, iX3Rx SSD EiEEREZE CPU,

o MUFRBMHMXEIERT PCle SSD HIEHhRA.

{EF Web SEXS PCle SSD #{TRilRiEAFIL N

E3T PCle SSD IREHITRIRBMFILEN , {555 % Storage ( #Ffi ) > Overview (#iX ) > Physical Disks ( ¥JIBgiR ) . LANSE
~EMR. XJF PCle SSD , Name ( &¥R ) 5158/ PCle SSD, BHAIEEREM.

{5 RACADM ¥ PCle SSD i#{3:& I ESMAF1NM

{$f racadm storage get controllers:<PcieSSD controller FQDD> ApSEiRiaMFNLsll PCle SSD,

EEEFE PCle SSD IRzfIes , IBEFALUAT®HS :
racadm storage get pdisks

EEF PCle @+~ , BEALITHS
racadm storage get controllers

ZEE PCle SSD BIRAYER. , IBERL TS
racadm storage get enclosures

O|iF: ERFFE AR , #28R PERC 1RE.

BXEZ(ER |, 15219 dell.com/idracmanuals _F12{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEIEmR ) .

HEEFTZBR PCle SSD

(D |iE: FEHIA TR ARSTIFLERME
o BMFH S140 #=HIESHECE PCle SSD,
e NVMe i&F7E PERC 11 UISH.
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PCle SSD XA FHRAZTIRIRE | RIFIERINERIEERRE , MAMEIEEEHSHLRXLIRENRS. NHIEEIERR | WRSThE
A "EEBIR BF  AEBRBIRRE.

%= PCle SSD R TIEI TR STFHRIFRFAIZ T Dell RFE LRSI R, ERRIEAY PCle SSD BRIEMAVEAEE | 5
SRRFHTENRFFM.

VMware vSphere (ESXi) &ZtHf PCle SSD AR, HHHL PCle SSD i8R A i B BRI E.
(D) |3%: 18 ESXi 6.0 ] iDRAC Service Module 2.1 KRB, B A MR AN R G S i S TE IR IRIE,

YEEZRIRIRET LR iDRAC Service Module SERTHAT.
"EERR BESEILRTBERE BRI BIEDHT I/0 &) , LMET AR EMBIRIRE. WRIEESEIRSE LIS LED N
Kk, 851 "ERBR BEE  JUNTIIRETHREFLZEBIRISSE :
e PCle SSD LAZR£#kR LED 2K ( 2RMERIER) .
o ZRITAEEENZIHIR PCle SSD,
TEAERR PCle SSD LUSRERR 280 , iBHR
o %% iDRAC Service Module,
e BFA Lifecycle Controller,
o BEBRSHITHISPRFAERIUR.

{5 Web REHSFTZ% PCle SSD

EHETR PCle SSD LARFSRR | IBHUTLATRME |

1. £ DRAC Web RE S , 5% Storage ( 1Ffiff ) > Overview ( %3 ) > Physical Disks ( #)IBf#&2 ) .
LA Eag BB R Ta .

2. MISHISE RS | YEIR ESLIEE B PCle SSD,
3. MTHEEsG , A—PEiEA PCle SSD HEiRfERIZIE.
NECYERREBE | HEEEE NS IEAT | BSARRNE | AR NS S E AR,
(D) i#: BIREZEHBET SM LT preparetoremove HHE,

4. FEMFHRMEE TR | R BRI LAST BD R P L8R4 F,
NRFEETTRANESS | LHATUS K E.
(D|i%: 34F PCle SSD 8% , R75 Apply Now ( SZBIRIF ) IR, MRIEEEFERHAZTI,

5. BAFERA.
MBRGEEN , BER—FHE , BHIZEVEIEEN. B BERREE D FIEINAIE RIS,
MBIRIV BTN , BRER—FKER |, IgH AAmGiEHsseUZAI R 1D, BAEVEIBATI , T7EENRASIRE R EEIZ/E AT

IS0

INRAREURFSIRRE , BETRNERER. NRHOIRRERIIABEIEERAT  WEET—FKERER.

{#F RACADM E&#Zk& PCle SSD
R PCleSSD IXaNZRLASERR | iIBHUTIATR(E
racadm storage preparetoremove:<PCIeSSD FQDD>

YT preparetoremove @&/ , BIEBIREW :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime
ZEHIRERYFIL D

racadm jobqueue view -i <job ID>

BXEZEE , 52815 IDRAC RACADM CLI #53 , RE : https://www.dell.com/idracmanuals,
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#2f% PCle SSD 1=l

()| 3%: 2458 SWRAID 24880 E PCle SSD A , RIS ILIRIE,

"INERRR" K AR E FINBRIFRBEUE. 7 PCle SSD _EHUTINERIRET | BEBEAMBEIERIFSEIZ PCle SSD _LRIFRE
R K AMESL, EIEEREES |, FHIEBEIZ PCle SSD, BRUSERREHSISHEMAE.
WIRASBENNZIRRAEIERS | STIBZIMTE , WIZIREEHENE. SRENS |ISERHERIINTRE,

TEHEBR PCle SSD IREBEUEZ A , 1BHAIR -
e BFA Lifecycle Controller,
o HEBIRSSSIEHINRANERIR.
@ iE:
o 1BER PCle SSD REE(EAMERMHRIENIT.
o TEEEBRIRGNESS | RS THIRERFEP T RN , (BRVA. SWREFVIRNFERMEIREEE | REA8eFER
.
o TERMEIK PCle SSD J5 , AIRERELF/LIIR | iZ PCle SSD ARE7RE Web REF.

{§5F8 Web REIE: PCle SSD iR

ERER PCle SSD 1888 FAYENRE | BHUTLATIRIE -
1. 7£IDRAC Web REF , 2= Storage ( fFfiff ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
LB 27 Physical Disk ( ¥3ER{RR ) TUH.
2. NIEHIBS THIZEERF | EFEEHIRELABEB XE PCle SSD.
3. WTREREH , JW— a2 SSD i%&#E Cryptographic Erase ( Z218% ) £,
WNRIETIESR Cryptographic Erase ( Z218k% ) | FEEEE TMHEREARIE BRI , {5%E Action (IR(E) | RERIT I
B EEEMBE,
4. MBIFMEEN TR RS | EEU TSR — -
e At Next Reboot ( F/REHSISH ) - SFIEIRE N X RREHS | SHER FERIE.
o TEIHRIRYAIIE - HEIRILSETNAT R X80 B BRFORS B S FRIRAE
o FHARIEFILERAYE - B HBERHEEARE. NTHRESERAY | EENE. REEEF Rl EfiERNEZ BRI,
o MThIEERP , iEEEH5I1SHKE .
» REHS|S (FHEHSIEER)

= IEEXH

= RGN

» XARFRFEER (R31S)
5. EATHMA.

INEREIE(R , BEF—FER |, BHixRleIEE. B/ TREREE D FBENAIBAERE,
NR(RILBIERT)  BER—FHR | ISHapmkizhlssel@ad el ID. SEAEIBATY , ATEfRILBAS REFEE XL AHE

E.

INRAEURFIRRE , BERNERER. RAOIHRERIIABREIEERAT  WEET—FERER.

{5 RACADM &} PCle SSD 1R &FEURE

BRI PCle SSD R4
racadm storage secureerase:<PCIeSSD FQDD>

BIEHIT secureerase SFEEEBIREL :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start_ time>
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ZEERERIEIL D

racadm jobqueue view -i <job ID>

BXEZEE |, 15209 dell.com/idracmanuals 12 iDRAC RACADM Command Line Reference Guide ( iIDRAC RACADM #p$4T
SEIER) .

EEEN SR

AILARIHEE A HRHUTLA THERLE -
aERM

e ER— R TR D&
BEEEER (BAmHEE
®E SGPIO &1
RERIRE

BB

AeERRIE

58 144X Dell PowerEdge AR5 2ESTIFRHIRERZAEFN | Hehm MztEizH=s (PERC) AlBI BN FRaRiEiZE—ARERIREI8R. Lt

ECERTIREHIREHEER A (HA) THRERIEMEEE. ¥ RSER MRS 2B o NEPIKan=EMs !, EXFMET

E#HEIERASEREEHERE M EEHR00I8s. WIIREAFEAFIER, IR BRIFRR L2505,

BIRCHFLUTER

] iﬁ;@ﬁ — WEXAFMET, £E PERC EHIRRERINEMEIEEESIRAIERS | AIEE%RETHE 1 PERC EHIghE
AL,

o IRFHIED - —MZHISEENART 12 MNEENEE | B—MNEHISEENAAE 12 NS, EEESE— NSRS mE N 0-11,
R T MEHISRIIRENER RS/ 12-23,

o RPN 4:20 - —MEHIBERTIHIEIET 4 NKFIEE , B—MEHIEEANSIAE 20 NREEE. EERESE—MEHISENIRTIEEES AN
0-3 , EEES M HISIREE RS/ 4-23,

o IFOIER 816 - —MEHISEATISITRT 8 NIRENEE , B—MEFISEILIAE 16 NKENES. EEESE—MEHIRHIREEE RSN
0-7 , IEEEFE MEHIRERIKENEERS I 8-23,

o FDIER 16:8 - —MEHISEAIISIARET 16 NRENEE , B—MEFISEEIAAE 8 NIKENEE. EERES—MEHIRIRENEE RSN
0-15 , IEEEE M HIRERIRENEEmE N 16-23,

o DR 20:4 - —MEFIBEEIHAIET 20 MNIKENEE , B—MEFIREEIAAGE 4 NEEES. EEEE—MEFIEENIKEERE N
0-19 , IEREEE M HIRIREEs RS/ 20-23,

o DR 6:6:6:6 ——MBETEINIFE  BNIFHE 6 MNIRENES. RN PowerEdge C RFUJI R IRS 88 L3745

o (SEARTA - BHIEEEARTA.

MR REEE LA ERINAL | U iDRAC AFFSENIRE. BIREXES Nt REALER., DRAC £ERTFERE

B 2 RISl BesIhRE , HFEASRERSRFEE ) PERC =488,

(D[iE: MREFERRENFOEXBRERE 77— PERC , BIEBERREN R R | FHER T PERC , NATESHEIL
SRR ( BCHEAMEIR ) .

BENXLIRE | B REBRS IR,

WERMFfATEAD RAID B TFHERRES | SiBBIHITHA RAD fRl , NIARBEEXERIER. Ef , MNRLIZEGTIEERES |

MABETHRIEAE RAID {EL,

Q|iFE:

o AFENIREMSERESHE  EATRSREHIERX.

o |C PR DRAC EIIREASERUIEIRTY BEIRE.

o IHRHIELAEZSHT |, R M BRIE AT,

o EOILIZIRENEIRECE.

o MR REAMN—MEHIREEZNB—MEHIRS | BRI RFO RS SEEEERH R ENEH.

o HIRIFDIRIEIET , RAD BCETRESZEIRN , BARBURTIRENEEKEX.
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REERFHERERRE  MIGRENHIENASEN. MRMFOEXENFE—RI £ VRS ISHEER—

ABAERIRERZEARRE. Wi, F—IEHERGERYMIRE. RZIIGER  NWREEMEESSER.

{EF Web REEESRIZ

Z(FF IDRAC Web REECERIIET , BHUTIATERE

1.

2.
3.

4,

£ IDRAC Web RET , #EEHE > (FiHEiiE > H1EEE.
MEFISE e | IR ER EE KB IEAUEHIZS.
MIRMETRER RS | RRETEIER.

LR B miEtBIR R TR m.

FLEIEY T ARSI SRS | IREMNISIEE
o F—iER

o IRDIE

HaEL 4:20

Ho1EL 8116

HH1EL 16:8

Ho1EL 20:4

®

=+ /N

iE: X$TF C6420 , AJARHRIUA « IR DRIIFDIRT-6:6:6:6, FLFE ERTRENST

S B2

FIERHE

XFF R740xd F1 R940 , FFEMRSZIRAWTHEIREBRABRELUANAFEIRS X , 3T C6420. JTIRHIFER A/C RHUVSHEFHLLL

MNEFEIRD X,

BERINEFLIBIRE..

BeUER(EL 1D,

EATRS7BIRIFR.

HEEELPAFITIE , FIEEFEEEEIRSETRS "B5K" .
KARFRFRED , LUFIREER.

{£F RACADM EtEH1E

EREVIES SR , 15 set @< #1 BackplaneMode FAIXIER,
54N , 4% BackplaneMode BIEIREAIFRDED, | IBHATLATERE !

1.

BT T e REE SRS IRIE

racadm get storage.enclosure.l.backplanecurrentmode
eI

BackplaneCurrentMode=UnifiedMode
BT TS KEBRHEDN

racadm get storage.enclosure.l.backplanerequestedmode
il ap

BackplaneRequestedMode=None
BT T SRR ERIREE AR oER

racadm set storage.enclosure.l.backplanerequestedmode

BRZHE | RS,

"splitmode"

BEFEeE

239



4. BT TSRS RIGIEE AR BN backplanerequestedmode EIHIZE/HIRDIER

racadm get storage.enclosure.l.backplanerequestedmode

e
BackplaneRequestedMode=None (Pending=SplitMode)

5. 1&1T storage get controllers fpSFHCRIEHIZESLA ID,
6. IEITLATASRAEIEL

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

BIREWEI D,
7. BITLATRSREAEIAIRE

racadm jobqueue view -1 JID XXXXXXXX
Hrb, J1D_xxxxxxxx 2ELER 6 FERBAIEL ID,

geEafEll ID , BERIRR "Bk RS (WEIBRSTREERE 3 8EtE ) .
8. ié?T_rL\X—Fﬁi/v\EEEE backplanerequestedmode E‘E{Ea

racadm get storage.enclosure.l.backplanerequestedmode
Bt
BackplaneRequestedMode=SplitMode
9. BEITLUATHSKRLSENS SRS
racadm serveraction powercycle
10. HBEF5THL POST #1 CSIOR [§ , BALAT &< REGIE backplanerequestedmode :
racadm get storage.enclosure.l.backplanerequestedmode
o
BackplaneRequestedMode=None
N BITU TS REIESRIEEERENFOER
racadm get storage.enclosure.l.backplanecurrentmode
eI
BackplaneCurrentMode=SplitMode
12. IBTLA T SHEIERE R BnIKa8s 0-11
racadm storage get pdisks

B% RACADM #p$HIEZ(=R |, i55(9 dell.com/idracmanuals _H32{HHY iDRAC RACADM Command Line Interface Reference
Guide ( IDRAC RACADM #p$f{TRES %15 ) .«

290 EEGFEHmESE



SHIERHE

HEs 14 {8 PowerEdge FRSZSEESHRATERI— MEEFHS SAS/SATA F PCle SSD IRGNEE, IXLUHIER A BEIFEHEEETER

figd=H88 (PERC), CPU BiRETERY PCle ¥ B RE EIEE S TR SIS HEIEREFAY SAS/SATA 5, PCle SSD IRFNEE. EHRENHE

A X TIRZINEERRERS R, SRS SAS/SATA RifaE PCle SSD, BEBRT . UMRERENIGE2BAERE, Fiu

TESTHE 24 NMERENSE AR |, 1E 0-19 {5785 SAS/SATA BiER | 1518 20-23 MIAJ 37 SAS/SATA 8 PCle SSD,

HABRS LRI PIRR M THVEP BRSNS FHETIRR. RINTE_ EAWIEHET B2 BIUEER  MAICHESHNME

giigggf%&imﬂﬁﬁﬁ%ﬁg ( PERC # PCle ¥ /288 ) AEEZER— &R , BERKEEEMRE NS ERS PERC 438
VB

=6E > e > BiEES | YIBHEME IS BRI TED

o IRIERT — MRIEENZ.

o ¥ PCle — NRRATIF PCle HIIEHE | iZIEZALSER.

o SL&INN — NRBEAEENR , BEAES—NMEEPLRET PCle SSD |, iZF=2E7R PCle,

o T —iZI=FERT PCle SSD,

(D) |i%: B FHRIESIFASTHRIIAE. WREBER PCle SSD IXFIRFHHGHEIRA SAS/SATA JRFEE , IBHHERSTXS PCle SSD JRARE5S
Pk SRR E5. WRAMTZES  ENRFRFIRSBERRD , MER,. ERE,

i8E SGPIO t&xt

TREEHIREAIERE 12C 121 ( Dell HIRAVFVAIRE ) BiERTIEABA /L (SGPIO) IV FAYSTR. BINNMKaIs EAY LED , T/
MIERE, Dell PERC fZHIERAIEIRAI RIS SHXMAMEN., EXFRLEEERRS  DAUSEIRIENERY SGPIO &,

INFTREMRAISZRF SGPIO R, AT MR PIETY REAEIREERERASFHUER., SREMHSREEXRIE. Sprk
SHFTRRSHIER.

AT LC BERIR(EEIE IDRAC EEIRAENAMESS | SGPIO X EIRAFEANE. BELHR DRAC IRESHERIRE. MRERER
B9 SGPIO 23\ , IDRAC 2HIREEN N SERIREILET.

BEHAREEREN , BIRKARSSHEREER.
BB BIRSS SREHISRA BEIEBUIRE.

(D)|i%: F 85 IDRAC Web REHZE SGPIO 183,

{s5F RACADM 128 SGPIO {&3{

HEFEE SGPIO 1R |, {F set @3S LAK SGPIOMode AFHINISR.
MREEHIGEANEEZA , M 2C #., MREEBRA , WiRES SGPIO &,

BXEZER |, 15517 dell.com/idracmanuals H32{tAY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM a3 {TREISETERM ) .

IRBEEE~RE

RENER RS RIS EF RN .

B L ESHERN R RS R IELORBITE, XEFRIYEERTEMANE  FENRBA T THE , NEBTER, XEFR
EVEEHRI—ED | IR EmEG P REFIE.

(D|i*: BrFrSE— N =/REIH 10, HhEHE NULL 4,
®

IRBHIER~ B

RENWER T BMMER RS R B RE 2R,

i RN WE BB AR S .
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B LESHER 2 MREELARINRBITE, XEFRIYEIERTANENE  AENREBANT THE  WEER, XEF
ERENEEHHI—ERD | SRS EEGHRFIIE.

O|i: BF=ERE—NFHIREN 52, HFEHIE NULL 24,
®

e =N S BRI

ERIEMEREMHERIREYIEHE. THEs. TUEEEREFIREN S ENRSIREZ AR FE. B, BexX
RERINARTIA)

it RN BB ARSI .

o I7RD

o TRESKEFNSISHE

o TEITXIAYATIE)

o (ERERAMEA—ERD P LARNANIERZZU R FERTIEEIRIE.

{8 Web FREIEFFFIRIU

ERFRERUNERSE | BHITLATERE
1. BUFLA™EERE LR aERRERL
e Storage ( TFfif ) > Physical Disks ( #3882 ) .
e Storage ( TFfif ) > Virtual Disks ( EEIGLER )
e Storage ( fFfi% ) > Controllers ( #5#1Ig8 )
e Storage ( TFfif ) > Enclosures ( 218 )
2. NRIPREE THEERAPEE TYME—IN ¢
e Apply Now ( IZBIREF ) — SEIRIEA SZAIM AR E. HETYNERTF PERC 9 5HES. WMNRGFEEMANES | ik
BRE. WEISEZRDERS 2 D188,
e At Next Reboot ( F/REHGISH ) - EEFEHEIAE T ARFERS I SHAEMNEIRE.
o TEIHRIROAIE - HERIEINA AT XI8Y B ERFORT R IR E -
o FHAREFLRANE - BREHHERFEERE. N THREERS | ERaE. SEFrRiaiERMEz BMNERE.
o MThIZEES | EREH5|ISKE
= REFSIS (FhEHSIGRS)
= IEEXHL
= SEEHIRAL
» XHRGHEEBEERS (1251%)
e Add to Pending Operations ( iRINZUFFAIRIRIE ) - SEIFIETTA CIRRSFGIBIRELUR IR E., &AJLAE Storage ( Ffi# )
> Overview (#f¥8 ) > Pending Operations ( fHMEBIRIE ) NHESEHRR IR AF IR,
@ i*:
e Add to Pending Operations ( #RINZEFFLIBIR(E ) IEIIERT Pending Operations ( f0IBIRIE ) T0mE |, LAK
Physical Disks ( I8 ) > Setup (i8E ) @AY PCle SSD,
o HEHUERETHEY  RAEMEIRAEIA A,

3. ERIA.
BAtRIERMERIR RN IR E,

{{EF RACADM & E(FIRZ

EERIBEET | 1B6EA jobqueue .
BXEZEE , B85 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,
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SER BERIEE

BRI EEFRR IR A FNIRERE, AIRER NAENS I SHAESRIEIE BRI AR B Z B A, &aT
LABIBRZHIRRAIRT AT IRIR . (S REEMIPREANM R IRIRE,

BBt (nEHIEs. TUE. YIEHEMENEE ) ColEERRF.

Rz HIRs LeIEECE(FL. 33T PCle SSD , £ PCle SSD HLERMAF PCle I a8 L BRIk,

B Web REIEE. NMASKMIFFEEIE(E

1. 7£iDRAC Web RE S , 2= Storage ( fFfif ) > Overview (1% ) > Pending Operations ( fSLIBIRIE) .
BERERRMERE.

2. EBRHETRERRF | EEFEEE. ERESMREEREREREHIES.
B ENEEE bR AERRERSIR.
Qi
o ASNINTEE. BIRINPEE. RETIRRFMINZREIMECE TEERE. (B2  THERBMERNE "Hit
" BHBERPRERXLARE,
o TEMIERIR(ETEEIE PCle SSD AIFIL
3. EMIpREEEHISSATEREERE | BRGNS IR ERRE.
4. NTREREH | EEUTEZ— |, ARRERMABRAIERERE
e Apply Now ( IZBDRIFR ) — ISR IEINE] 7 BRI FAEIRIE. ETNERTEERHEHRARY PERC 9 =HI88.
e At Next Reboot ( E REFSISHS ) — IEFUINEAIE T —RRREHS | SHABHRRRFABIRIE.
e At Scheduled Time ( TEITRIAYEIE) ) — SEIRILHEIRAT LT RIAY B HAFORY ) S FRRAE.
o FHRRIEFNLERENE - REHRERFREREE. NTHRERES | EENE. BRIEBEFF R EfnERN B Z B A,
o MTHEEERA , EFEHSISRE
" AEHEIS (FHEMSISER)
= TEEXL
= SERHIKAL

» XHRFRFEER (R31S)
5. WMNSRKREFRAMFIL , BETR—FKHER  EHZIFIEIEEAW. Fih , BEERER 10 M AIRLERIE.

6. ANSRIEAFILBIEERTH , BETR—RER | FEHIFmEEHIRREUZAY L ID, BT Job Queue ({EILRAFY ) , EIE Job Queue
(fEdLPATY ) NEHEEIRFIAIHE.

NERBRRINPECE. SAINPEE. 2T PRFEINEEMEEIR PG TRNERES | ABNRXEZ(NARIFEERE B0
AIEAHEMN Pending Operations ( fFRIEIR(E ) MEF ORI, SR TIHIEMMIFIEECER(F | SiEEA RACADM B
WSMan £ HIRE LRI ERIECEFL.

1&TCIETE Pending Operations ( {FMIBEHR(E ) TUEFEEATLAR PCle SSD BUFAMIRIRIE, (#F racadm @S Ak PCle SSD
BIFERLIRIRIE.

{5 RACADM EE N FHERIE(E

BN FRIECIR(E , 15EM jobqueue d5<,

BXEZ(ER |, 15219 dell.com/idracmanuals _FI2{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEIEmR ) .

FHERE - MBIRERE

£F 1 : CEFE—TRAERE ( "MEIMA" . "ETAERSISH” % "EHINEET ) | HRSEHAENERRE
NREEE T BN, ETREHSISHETETINEE  ARRENA B AFMERFiEi R PR ERRF.
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o NFUERIFEMT) , FFEIRBTRIFERVERERE , WSl Rl MREWEEEMNT) , BEF—FER , BHAMMEREeIE
AR 1D, ERTEAENLRASY , SIFEAEMLPASITTEHESZ(FIATHE. NRAKEIEIFL , BET—HRER | Szl elZEN,
B, REERER D FEENAIRRARIE,

o NFREINCIEIERERF , FERIRBTRIFEIEREE  BET—FERER  HPE83 ID MIEINAIR AR,

£ 2 : SEFE—TRRABRE ( "MMA" . "ETAERSISHR" & "ENEET ) | HEFERAERRE

WREEE TMEIRA. ETXEHSISHSETRINEE  ASRERA , B0 mMEFiEE SR EOIEERIRE.
o INRIEHERIFEHINCIE , HENRGFEIGIHERIRE  WBER—KER.
o BFEEEERIRMFEEIEESRIETERE.
o HA Create Job ( 8UEB{ENL ) LUAFMEIRBEIEBIEL. SNRIEWAIEMT , BETR—FKER | EH TR S eI EL
ID, BREEALBASY | ATTEAEALPASITREFEFZIEWATHE. MEBEKRCIEEL  BEF—FER | BHizFleEEK. 5
Ah , WERNEE 1D FNERY AR R,
o BAFHEGEASCIEIE , HEBEZTEL  LTESFEEEIRE.
o WNERRAINEIFREEIRGE , FEUNRGENEHHERIREE  WBETR—FKIERER.
o BHHERIRME  TTEEIRSIERIRE.
o BFAMINRECR(EW AT AT ERVERIRIECIIEL. WRIEICIEMT)  BETR—FER | IEHAMERECIENEL
ID, ERE(EILBATY , AITEARALPAFITREFEEZIFATHE. MERKZEL  BEF—KER | Bzl eEEK. 5
Gb  BEERNER 1D RN RRE,
o BFEHARCIEEL , FHEBEZRE L , LHITESFMHEEEIRE.
=6 3 : BikiE RIMEHERIRET | FRISBUBRIERIRE
WREEEFRNEFHERIRE  AERERA , B8 AMENFIEE SR FRIEIERIRE,
o MNREMINCIEIERIRE  HENRSEUEIHERIRE  WEETR—KEEER
o BFHRErEEEZNAEL  LITESFEEERIE.
o BFHERIME TEESSIEEIRE. BRIERMEETIEE LB TR , AN RIXLERTIRE,
o WNERKAINGIEERIRME , FEUNRSENERUERRE , WEER—KERER.
R 4 : SiER RMFRERIRME" | HEB%NFERERIRE
WRESEFRNFHERIRE  AERENA , B8 AMEIFMEE B IR FRRIERIRE,
o WREMINGIFEEEIRME , FEUNRGFENEHHERIRE BB~ ERER .
o BHMENEBREZNA L  LTESTFEEREIRE.
o EATRHRRIRME  TEEIRSIERIRE.
o INRKAINCIEIERIRE , HENRGFEIGIHERIRE  WEEFR—KBRER.
o BEMENEBREZNAL  LTESTFEEREIRE.
o EATHRIRME  TEEIRSMERIRE.
Q|iE:
o TEHIRME , MNRIEFREZRTFEFEEERE _LCIZRIEIAYEI  BEEEFMEEIE > HERIRERE  LEENEERE
E | FHEFTRAYIEHIES ERUEIEL,
o {NZ1%021EAF PCle SSD., IETIEEE PCle SSD RUFFALIRIR(E , ALtk Add to Pending Operations ( ZRINZIFLIR
1R4E ) EIUATTA. (A8 racadm @S ENIERR PCle SSD RISHNEIRIE,

KRR ENH I KRBT LED

ALAES LA PR HRES (LED) Z—REIWAERRYIER R, BB AIKEEER] PCle SSD,
B REE B FAR A 8L RIRER B N LED,

PR ARSI ORI TR, STITHAERYSERY STRHMYAE PERC 9.1 FIESARAEG-HaT A,

(D] i%: WFFEERIBSE | A TINGEBGEIGRIE,

{5/ Web FEIPINFEREGEHIINEEM LED

EBFERBUEINMRALE LED |, iEHTLATRME
1. £ iDRAC Web RES , iRIEEXREZTNFIE—0H :
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e Storage ({Ffif) > Overview ( #E¥5 ) > Physical Disks ( IR ) > Status (K7 ) - B RRBINY BRI TIE |, 50
LTEIZRE AR B H IR IR £ FN PCle SSD,
e Storage ({FfiE ) > Overview (1% ) > Physical Disks ( EE#IEERR ) > Status (XS ) - B RBINEIRETIE |, &AL
EZ A PRGN RRE R
2. WNRIEERYIIENIE |
o EFRHEVHIEETEAM LED - 5£1¥F Select/Deselect All ( £i%/BUELi% ) 5511 , ARS8 TS Blink ( 1A% ) RIFFAINNEA
489 LED, E# , BREBGEINNER S LEIRMREARY LED,
o IEESEUEIEERREMAMAY LED - EE—NERESNEN | ARRTRIFEIFRINRRTIERMAA LED, B , BREEGEARET
{Z1EIAKRZE44HY LED,
3. UNSRIGEIREIE
o IEIREEGHIGIRITEYIEHFIIRENE8EL PCle SSD - j5%6#% Select/Deselect All ( £i%/BUESi% ) %17 , FA/SETS Blink (1A
15 ) RGN E YRR A2 IR ENEEF0 PCle SSD, [EI#f , BARBGEMNE Rl (=LA LED,
o IERSEUHIERR MIEHEIREIRTEL PCle SSD - IEE— NS MITERAIRAES | AER TR RN IR S IKE)
g5} PCle SSD Y LED, [E@#f , BEHEGENNRRT (= LEINME LED,
4. NRAFRBIEBEEIE L
o EIREEESHIRATA LR - 551R Select/Deselect All ( £i%/HAUESE ) 1%L , SASET Blink (1A%R ) LAFFEINIGERE
EWH#EN LED, Rt , BEEGEANRE{S LA LED,
o é{%ﬁﬂ%ﬁ)iﬁ%’l\ﬁmﬁiﬁ - IERE—ANEE N EIEE | RERHAMRLATTAINNREIAERY LED, B  BREEGHNNE
a]{Z 1K)k LED,

SNERINKFEEGE N ERAT , NSBERER.

{818 RACADM [UYFEXENBIANRZEH LED
ENMGRECEINREM LED , IBERLTHS ¢
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZ=E , 529 dell.com/idracmanuals _F2{HHY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5547
2%Ei5Mm ) .
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BIOS 1Z&

(EETLIZE BIOS 18 FEERTRERSBOS VB, EALML B0 EEQEEXES M BILITRSY, —BELE— R
t ERRSTEERILEENRRSS, CALER—RENS SH , FEEESARREANATY, MEPETESR
6 | BELRTEIRFER.

@ iE:
o EMRIIFBENESSNSER.
o BIFEEFTHATA USB % , {AEI{EEA iDRAC Direct USB i1 , BFLREEH=RsEM.

Rz

BBIZHEREER  EEENET—MENE. —BESREX—MEL  AERENA CSEATFEIEEMEELHTIER. R
IBRAEIRE BIOS BIE | SHItHRES SMIL AP SEIRELFIL BUEZRIERAVAERL HTTP IMRAZSCHBRItER, LR | EMFH BT —F
HE. BXESER  B50Y % 14 X Dell EMC PowerEdge JRSZ=RIVSMHAIERIBEESE 8/ . RUL : https://www.dell.com/

idracmanuals,

3=

MFEUMAREREET  EEERER—MENL. URECRTHFENZE  BIGTEREEY , FRRNTRISAIAE.

N BB S

SAPERRIEERS ISIUFR | BFRESEERMNARRNARE | RAMERSISSE FAERSISHRA. EE—NAER
& BPREHREEEZN RIS TE A SZSE R A E.

BRALEES LC BES BIOS BiBHEXMNEIHEE.

IREETNAMERMSIS RS AIENSHRSHEUEBEEMEEY. MRERTTERE BIOS & | SilHERST SMIL API
SR AL B ERAVAERL HTTP IACAMURBAUEIR, LY, A ER—5 EEMIER.

£ NREHS ISENA

SAPENRIEERS ISIUFR | BFRESEERMNARRNARE | RAMERSISSE FRERSISHRA. EE—NAEER
& BPREHREEEZN RIS TE A SZE E R A E.

BFRALEES LC BER BIOS BiBHEXMNEIHEE.

MRCRTEETREMSISHEA | ©RHE NXENSHRSHFINEEMEMEEYN. RIERFHLEEN , B ABENEHAED
&2 , EERMIHHITT—RENS|S. MRBRTERE BIOS B | SHIHRET SMIL AP $EIRE RV BIZERAGHER. HT TP AL
WSHIBRIER, R | BERFER—%K EEMIEE.

WFRFFESEE

NETEFEEENFEESEEN , BRMRREHFEERE. RAFPRXEANBREEN , AT REMRFrE S EERH
SERIEFTEIEM. WNERIERITEMIES BIOS B | 1S HEET SMIL API $iRa/ENV SIEEEIRAGMERL HTTP TECASAIBEIR, 1t
it , BERHETR—5 EEMIER.
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ERUSELE]

&8 iIDRAC RY BIOS BHAIECERASBIEHZE BIOS, BEREHSISRSBHF[HITER. UEEK BIOS BIERT , BAKEHRF
EE. IREMCEEREE (BREE)  BRETEGU L.

134 BIOS BRE

£ BIOS BEEEXSHEHWAL LC BEPEZAERE.

BIOS SCHY 3%

LHENIEERREHEAHTAVERER , BIOS SERHIMSIEIE BIOS 3 ROM & BIOS BYEHISTEEMFNE M.
©) iE:
o IVIHREEEEE IDRAC Datacenter FATIE,
o BEZEFFEINSIRAEEEITIINEE,
ELTIERT , iDRAC £B#IXT BIOS YRR 2 2R THIIE
o WRBIRXAGER/2B5
o IRRBFFHERITRIT
o IXFE (HAFER)
BRI SERH IS SRIGICRE LC BEd, #EARIGIERE LCL #1 SEL,
-
BIOS SCAYI##
BIOS xEFIREHE(EIR (RoT)

e . -

BIOS R34
HENIEERREERHTHVEER , BIOS SERHIMSISIE BIOS 3 ROM 1 BIOS BYSHISTEEMFNE ST,
Q|iE:

o IIVIHREEEEE IDRAC Datacenter FATIE,

o EEEEFENSIRABEZITILINGE,
ELUTERT , iDRAC 2B 50Xt BIOS BYSIARR 2R/ TISIE
o WRERXAGER/LBE
o IZERFIFFEITRIIT
o IZFE (HARPAR)
BINFE SRR IR RIS RS LC BEh, HMIEERIEICSFEE LCL #0 SEL,

BIOS kEFIE(HSIEIR (RoT)

EEER G ERBES T EMA TN SEASE BIOS MYSIRIAESRG | PowerEdge PRSSESMIRE BIOS, RE BIOS EERHM

BIOS BM& , LA PowerEdge IRSBZEEMN T EBHIEXREREREZITE. HHEF/RE BIOS FAEEXE SPI /b (53 BIOS SPI@

T MUX %882 )

HLUBELATAiEZ—EBsRERF5 |, ¥ iDRAC F{E BIOS IE(ESHIERIESS -

1. BIOS EMS/IRSMUSBERNIKE — 7E Intelboot Guard B, BIOS B 2#&iUZEI BIOS IRAfE , RFSEFHSIIEFEIKRE
BIOS My,

2. BIOS E/kSMSSEHIIRE — B AFRRERT BIOS B 00B &K, BHEEHRTHAFAHIEH BIOS , 5i# BIOS RERTXEE)
1)z 0
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3. = BIOS ROM E#i — B/ ROM 175 %UE ROM FIfLES ROM, iDRAC Y3fX#8 ROM BEER2mR/=4. LB , BR
T0# MUX LATBEHES ROM,

4. BIOS FE{HSEIR (RoT) — IWTINREARIS )Y RXEX, CX5XX #] TX6X HIMRSSEFEIAH. EENENEMIEF (RSB
MEBFEXAEER , AERER ) | IDRAC KRR RoT 94T, RoT REMIETT , AFLAEREHIRESNE. I iDRAC
B EBREESRRREIRXAGEESMENEREIRXAGERIEEN BIOS ROM RS, ISFERH#HR BIOS lN%E
BaFH—2 AP EN S hdiE.

©) iF: BXEEE RoT BEEERE | B2RLATHEE © https://downloads.dell.com/Manuals/Common/dell-emc-idrac9-security-root-

of-trust-bios-live-scanning.pdf
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EeEFHEAEIEHS

iDRAC 7£ vConsole HHZIN T 1E3EAY HTMLS 18I0 , R VNC PR ES3F vKVM  ( EEfSRER. SIANEEAS ) « EAJLAGERRREINE
HlakEd SR CRYRE. WIIRAEETERS , LEEFIZERS:S LRNANRE. XEERTHIZEIEURS AT
BIThRE, 1ZIIREET] R UIRSSREFENART A, BFEE IDRAC BeENURZ BEHIAEINEHIS LAIRTEECE.

LI REMEHIEHREERREMSY I

vConsole B — BEEH/B&2H

BRASIEE —1-6

ESTEE — 0-6

IR

WA — EER/B2A

ARSI — EER/BZH

FEEZER — eHTMLS ( BRIA ) . ActiveX. Java, HTML5
HEERBIENEISRE — T2HRRR. RiEHaARFIHELRSRSGR
BHRSGHE — BBR/BEZA

BE/FINERIRTS — BahiEE. EEIDE

FEINEE

o TERSHSRENMNEINEFIESE. FIESIERNEER— N FERSEEHAE.
o ZENEIS(ER Java, ActiveX, HTMLS 8 eHTMLS FRIFTESZIFAT Web NS BENEIIEFIA.
®| i BOABRT | EIEHIAREUREN eHTMLS,

®| iE: Web [RSESEEENHIERE S SEIE EEHESIEELL.

FIFERIEHEREN | SERSSHIRENEHEEEEEM.

AL BERSFIFFM— Management Station Bl— P EZ NS ERFANZS N EIISHIESIE.

BB FERAEEFTFFM Management Station IS EIRSZ LI N ELIEHELIE,

WMREZMAFEKREIEFHERE | F—APRSKEIBAIFTLUERES A%, FRIEhINRSESTF e =R
i, 52 MAFPtEHENB—REREEREIN, F—BPYIE 32 PR , FUEERBRIEETEAREIE 5 (A
F. NREARE—MEAREZ N AFEEEEENRE , NERIE— N AFNSIESEmELEE " NBEFNSIE.

B BEMEEEEERAAIAET | FRE MPEGT 8=,

BRI JPEG X4,

ERTEEHESOFEAER.

EFEIREERSOFEEZ. THRE ActiveX F Java FRAFSRIAIRTIZE

. 57: ActiveX Fl Java il ZISAYERE

Mac ZRii Win Z ik Linux i
Ctrl-Al-Del Ctrl-Alt-Del Ctrl-Alt-Del
Alt-SysRqg-B Alt-SysRg-B Alt-SysRg-B

Win-P -

Ctrl-Alt-F<1-12>

Alt-SysRq - -

SysRq - _

PrtScrn - -

Alt-PrtScrn - -
= - ]
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(DliF: BXE HTML R PSTSA0REE | BEIET HIMLS MEEHIE—P.

(D|iE: Web REFERIGENEMNZH ESEREBENEHXIEHNN Web RESIE. ZEUEAEIERE SSH Ml RACADM FHEthHE
ARISTEEL.

it BREENSSRLUDREMNEFHIERER | B2 & Web NSss AEREIIZH S TE £ 69,

®
(D)|3%: B KVM i) , 58 OME Modular Web SRETFREINIAEIS B FHE R,
E5 -

N RS PERNRIFRER

BRIz A

TS EIEHIE

BENEMERIS
ERENEHEEERR

ZIFHIFR S HERFIRIFRER

TRIH T TR ERS S LIS TRIEIES & SIETSHSRF RO PERIEN AR,
R. 58: IFHIRE B PEFIRIFRER

REDHE RIFRZE (Hz)
720x400 70

640x480 60, 72. 75. 85
800x600 60, 70, 72. 75. 85
1024x768 60, 70, 72, 75, 85
1280x1024 60

1920x1200 60

ENE RSB RO PHERECE /9 1920x1200 &K,

FERIFREEA 60 Hz BY , BRI &SHFHRAKIBRASIER A 1920x1200, BEAFIS IR  ZHE TG

o KVM/E/RESIEREEISTHF 1920x1200 ¥HERAY VGA

o 53 Matrox YSTBREIRERE (iEFTF Windows )

BERRDIHRLT 1920x1200 SIS KVM/ BReSiERERNE— VGA i8R , BEREEIIEH AP IFNRE XS YR,

iDRAC FEHUEHIEFIFEREL Matrox G200 B zHIes Rk ifE IR B esiiE N B iIR Ao R, HEREEIF 1920x1200

BES DR | EIIEHIESTF 19201200 9HER, IREENETRESHFERNEAD PR (IFS KWM) |, NEIERaR
ROWWESZEIIRE.

BEFEFREFHENEXEIISHISSHEE

o 16:10 B7REE : 1920x1200 B HEADHER

o 16:9 EB7REE : 1920x1080 AR A D TR

LY RRESRIEEZIIRS 2R LAVER VGA IR O , RENIRMERFSISRELIEH NI BRRA R,

BEF ENIMERS (TYIEINES ) MEAELIEHa o -

e Windows : 1600x1200 ( 1600x1200. 1280x1024. 1152x864, 1024x768. 800x600 )

e Linux : 1024x768 ( 1024x768. 800x600, 848x480. 640x480 )

()| iE: ANREYE KVM SRR FAEN R EET ISR EIIESND YR | WAILUER VeA BRFHEEEFIEREIS
EEREIA 1920x1080 HHMEB R RSE It E,
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©) i NRBATFEISHEIMRFIESE | HERESHRERSEEEEEEINEHS | NRESSIRHENERnfiaES
( MNREAHIESIS FIAFTIRSEE ) . WRRAIFMELT Linux BIER S , WEAHEREE FOTRETEAEE XN 2448, &
iDRAC EflisslE iR <Ctrl><Alt><F1> LUE Linux YA AIsEHIE,

BB =S

EEERIIEHIE 28T , iBIRREELE Management Station,
#EET LA iIDRAC Web FREE;, RACADM < {TRER B EIUSHIE,

{ER Web REECEERIEHIS

(3 IDRAC Web FEFRCEREMEFIE
1 HERE > BRSNS, BERMEMIERSEE  ARSERENEHETE.
2. BRENMEHGFISEMRIE. BXBIERER | BS1Y IDRAC K178,

(D|iE: NSRIEEEREFD Nano HMFRS , RIS HATAN B RABMENEE.
3. BERNA. EiEtackE.

{£F RACADM FtEEHI=HIE

ERERIIETE |, BEA set @3S LUK iDRAC.VirtualConsole AAINISR,
BXEZEE , 155058 IDRAC RACADM CLI #5737 , WilE : https://www.dell.com/idracmanuals,

eSS &

BEEHEZA] , SR LATE System ( R4t ) > Properties ([E1%) > System Summary ( RRRE ) WE LFUSEIIETIE
E’wc;f}* \Elar;thl Console Preview ( ElEHIGTHRIE ) S0 Bx— 1 EG , REAEIMIEHISHRE. EGE 30 RIF—R. X2
— IR AIIOEE.

@| i zERE e EGEE SRR SR AT A.

REIEIESI S
TRETLAER] IDRAC Web FREIER URL BalEIIEHISA.

@) i#: FENSERF LR Web S EMEIIEHESIE.

BaiEiiEHa e | BHER

o HEEEERIIR.

o Web NILSEEBRE S9fERE HTMLS, eHTML5, Java BY ActiveX ¥4,
o TR\ HE 1 MB/FD,

(D) 3%: ISR EISETE BIOS hEZF , ARTEHEIISEIE , NEIsHaEERITAa,
{5 32 {3iEk 64 {3 IE NSSEEEaNERIEHIGRT |, (FH HTMLS/eHTMLS sk {FEREMERN SEes+ ] ARVRTSEA ( Java B
ActiveX ) ,  “Internet I IREXIFAENGEEHER.

R Java FRMAEMEINEHIGRS , EAEERSEE Java wiFEIR. BRI , 55 E Java IZHIEIR > Bl > MERE | 7
R EEEE.

SIREFIEHIGECE HERA ActiveX flilt | FIRATRERIESE). XERNMESEREISF BIGIHIES ( EEHERTER ) #Brdh
PDH. ActiveX ZFinfEt FEATEIFT RGBT LLRTE. A T EGEEE | BRI LIERSaIEIESI S,

F(HEA HTMLS/eHTMLS SR EEMIERS | st E =g .
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fEETIE B  A PR RN BT Fial R .
B ARE TR AR |

1B — EIULIRERER, BRI,

2. KVM — GEILIREIER, 5. EAFIAIRaEE,

3. PEAE — TR R E AR R,

4. FFFIE — G BB ARG,

(R Web REIRIERIEHE

ERILAEE S EEIEHE

o HEEE > ElEHE. fEEMELIENGNE. BB ENEHR ST,

EBUEHSEERERTERANRE. FRLESSS  EULUNEBRGEHIRER SRR ETIEE.

HEEEMLN RRFERRESERS NERIE, AT HIERENGEZMNAERER  BE=ZSTRNEXLHERE. Bl , BBEE
EEoIN RER.

NRERNEERNET—PIHSIREERED | BREELAEL.

BEERBEOURSERRMERAEE | — P EREERSSNENET  B— 1 EEERIERERSH.

{EF URL ExiESiEH S

EfF URL [EFEMIRHIE
1 FTFFSESTISHY Web RIMSSFHEMAERMALLT URL (/NS ) : https://iDRAC_ip/console
2. RIEEREE  RENENAY Login (B3R ) UH :
o MNREMAM—SRMEAAM, Active Directory, LDAP BEREEER , MABENA Login ( HF ) AL

o WNRERAE—ER , WK/F5N Virtual Console Viewer ( EEHMEHISEBESSE ) | HEFEER Virtual Console ( EEHUEH]
&) IUHE.

@ iE: Internet Explorer 373N, Active Directory, LDAP, EREE (SC) fIEE—&F (SSO) BR, EET Windows HIIR{EZRS
_E Firefox Sz#5ANttE. AD #1 SSO &R , TEET Linux BUERMEZR S L Firefox ST, Active Directory ] LDAP B3R,

(D |iE: AREERRELEFH SHSUR  (BREBHREMN FRASER , NIRIEERLL URL FHEMNR | EFEEEaEIE
#Ha.

{5 Java 8§ ActiveX iR Z A ERIEFI BRI RB NI IERAYES
HE

ETLAEPR Java SIS FRFE RIS A S R RIS .

@ it BB E Java 8 SEBARALMERILLINEE | FHEIT IPv6 MLES5EN iDRAC EHUEFIE.

1. HERET Java EEEHEIMEHESEMNNRE | SEFRTRIERTHNRTED. BER.
SET—RIIPESER | BHARBREIZEEINES.
@|i$: MRRTERFRGANERFEX PRIV | BEURHEENBAUETREI TIES | BA2ERUESER.

2. BAT BRER,
BEmsEEt e EEREENIN REERR.

®|;z: IRESHATER | SRS REEE.

M Tools ( TH ) 384 , i%iF Session Options ( £iFi% ) , FAGUERE Certificate (I ) %K.

EATE Browse Path ( JIMSEER ) | IBEATEEEFIERAME | OREBT Apply (K ) F1OK (TAE ) , AR EBHEESRS.
EEEINESS.

EEPELEEEF | 5EF Always trust this certificate ( JRZMS(EILIET ) 1%IR , A5 Continue ( 4£4% )

BHEE:S.

HIEEEMEINEHIEN | BA2EREESRER.

©® N O oA
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WE i AN oo
FHEMENSEE:S
EiEH e EESRRHSTMES |, fIRREES. BIEHET B, BIRER., #87%=. BREE. TXRG|ISgSINEIN R
BYiAEl, BXRERXLINEEINES. , IESI1R IDRAC Online Help (IDRAC BH1#E) )
DiF: MRITERSEXT , WLEREE "NoSignal” (TS ),
ERES S BEE ST BN ETRUEEREAY iDRAC BY DNS ZFRak IP ik, 405 iDRAC (%8 DNS &FR , NS = IP bk, &=

N
S

o SFFHZEFNE LIRSS RS
<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

o XWF7IATUIRSSSS

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, EiEHEEESURSENEREWN. XERTEEIIEH G NEIEREIESHER— M MR, BE

BATEYSIFISIH R ENEE | PUTIATME—R(E -

e 7 System Summary ( ZFIHEE ) TWEIPAY Virtual Console Preview ( FEHIEHIETAN ) 2% , B Refresh ( FlFT ) .

e 7E Virtual Console Viewer ( FEHISHIEEESE ) PHY Performance ( fAE ) EINE |, FERIZE S Maximum Video Quality
( EEBRE ) .

HTF eHTML5 BIERUEHIS

(D iE: R eHTMLS IFEIIEHIERT , EEFIRIAR BIRERMR. BERFANNGERZ BER—HENES. 0, LR
RBRIE (XE ) HISHFIES.

ES5) eHTMLS FEHUEHIE | BN IDRAC BRI S TRES RIS ATIEE , FHEHRIERELEITZ S cHTMLS,
D|iE: WABRT |, EBUSHAEEIGE S eHTMLS,

FRIBRLA T iz — SRS SE R EE O

e T1EDRAC W , REHEHIETSSEFTANERERIEH &z
o I\ DRAC EEHMZHIETRE , B ashERIERaHE,

o M IDRAC ZHRIET , )\ https//<iDRAC IP>/console, Itt/5iER B,
£ eHTMLS FEHl=HIE IR ML T SRERIEIN

o Ip=

5%

LIPS

B

iR

ik

£

W EERRRIERE

EHEEY

REHANER

BRE SRR EEREIRSERIEITE eHTMLS EBHIEHIE EATSIT. FraliseRERRENEER.
o Bl —
o IEH&EN - WINBEBLATECEIE
R — IXTE eHTMLS BRI IE  HRFIALT SRS, REMAUTEIRSES R BFmE#AS.
- Ctrl+Alt+Del
Ctrl+Alt+F1
Ctrl+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
Ctrl+Alt+F5
Ctrl+Alt+F6
Ctrl+Alt+F7
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Ctrl+Alt+F8
Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F1
Ctri+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ZSHEHE
Alt+Enter
AltHEFSHE
Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+F5
Alt+F6
Alt+F7
Alt+F8
Alt+F9
Alt+F10
Alt+F1
Alt+F12
PrntScrn
Alt+PrntScrn
F1
Hiz
IR
Ctrl+Enter
SysRq
Alt+SysRqg

- Win-P

" YIHELL — eHTMLS EEHMEHIETREIG S EhEE X/ , LMEEGRAI . LITEEERERA TSI

- P

TRIF

BERMALEIRSS 28 ENFARmEIRE.

. BB — o TMLS RIS T, L FRESRE T RS -
s
el
W AILEIRSS S MR,
o BRI - SR AN S S S BT A G L HEE] DRAC AR, RS EaILE
505 UEH S FIRMER AT, KRN P 118 D B EORRIANE. BTSRRI
o R e A B RS S R e,
o M vConsole Fh B SISz,
o (AR WTCMAIN: (MATEPHRRS ) SHBERAISRERNS, 08 ST
o EEISBIMRAIETIEN.
o WE , AT RS EEHEO,
oiE:
o B REEE RIS R R,
o IWINEENSZHF ASCI XK,
o REIEBHTE,
o EREHHTITSES.
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o SAERNEAISE 4000 1A,
o MBHMEIESHBEIRAE , I DRAC GUl HURIEELS BN ISAEINE AN,
o KVM - ISEEE AL T RURARH0FIE -
o YR
o #E
o
o HiEtEE
18E - G B AR AR B R A SRR,
FIF5I - BT UE SIS R BRI SRRPAFIE,
R - MERRLRRNKEIE , BRSNS B S AR,
BN - SEEEEA BAT SR ERIE,
o EBEMINE - IRBOARTRIT CO/OVD, METAIBHR. METEHRETIER USE M,
o EMNRATHER - ISEARTEHEE () , Uyl , BYERR CD/DVD FITEEIRAEAEE , FIIBehEms
B RS (R ) . RAEER S,

o BURBIRE - LEKERARITHEIERAM A | FHERANMI I RABLER FolderName.img 3Z{4

() |iE: HFREMFR |, f£ eHTMLS FRipREIEH GRS/ SHRCHRMA. £/ Java 5 ActiveX (T | ERILIEABIHR T
X/ BRRZAIIER R EHR.

ZIFATNESER

FELAT SR E328F eHTMLS [EHMEHIE -
e Internet Explorer 11

e Chrome 78/79

e Firefox 70/71

e Safari13.1

(D)|#: EIERSDZEE Mac OS KA 10.10.2 ( SRESERA ) .
BEISIIIESEMANE SIEMSE |, B2 IDRAC &77585 , MI4L : hitps://www.dell.com/idracmanuals,

EF HTML5 RIEERIS

(D iE: R HTMLS I5RIEEEHI BT, KREEFinlAR BiRERHRE. BIERFSANNEEEZEER—HRNES. a0, L
RHE (XEE ) JHUFINES.

S5 HTMLS EEUEHIE | W IDRAC EEfliEH @ NEEREEHIGINEE | FHSHREFRBUEAINREN HTMLS,

EaIEBLAT AiEZ —BEEs arE B E OB ¢

e TEIDRAC I+ , BREIEHEMRRIET T AN B ERIES &tz

e MIDRAC EHMEHIETRHE , RERmIEIIEHaEE,

o M IDRAC ZRTIET , A\ https//<iDRAC IP>/console, Ut/5iEFRNEIEEH.

FE HTMLS SR S el T SReaisET -
5l
TIPS
e
PRI
Iz
ey
EARSTaL =
sl
BN
PTG RS RIIRSSRETIE HTMLS FAUSHIA DRSS, FTAARERRaiIRa R,
o IBIEIE - WREAL TRERE
o §REE — XAE HTMLS ERHUSHIATE , HEFINNT FEFIREN. SEmmIERSSE RS,
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Ctrl+Alt+Del
Ctri+Alt+F1
Ctrl+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
Ctrl+Alt+F5
Ctrl+Alt+F6
Ctrl+Alt+F7
Ctrl+Alt+F8
Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F1
Ctrl+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ZSHEHE
Alt+Enter
At+iEFS§E
Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+Fb
Alt+F6
Alt+F7
Alt+F8
Alt+F9
Alt+F10
Alt+F11
Alt+F12
PrntScrn
Alt+PrntScrn
F1
Hiz
IR
Ctrl+Enter
SysRq
Alt+SysRq
Win-P
o YMELL — HTMLS ERHIEFIS R GBshAR )N , LMEGI . LITEEISRER A TR

= 4R

" MR

BAFENALERS S N AMEIRE.

o FMEIRT( — HTMLS EHUEHIESHtEEThEE, LI TR EIRIE RN TSI
. HiE
= 8

BEMALEIRSS S N AFMEIRE.
o FEIIBENNR - EIBIUGREEEB MEIMIEHI QBN AEFRBFHBESH/FEE] DRAC RS, EHIRSZIRTLE

EIOS, UEFI SR TR ERFIR T, XE(PRMZ iR EE] iDRAC FHIIRSSEHIBEMEIRIE, BIRIBLA TS B AR EIN,
X

o BEIRGrEREERNETETNRSSEEE ENREEOTD.
o M vConsole FristiFiEHl &tk E,
o %ﬁ!iﬁé%m%ﬁ BAREAERE S (IR TEPIRRIERS ) SHIRERARIMREFANS. 3F , BULUEXAEFFD
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o BHIGEMHR&EREM.
o AfE , XABEREFNIRSASEELOF.
@ iE:
o IIhEEREEEIRA SR IFaIERYE R Nl .
o IINEE{NSZHF ASCIl TA,
o AFFHEFIFR.
o NIFHMTIIREETR.
o NMAZMABK/NAEEEIT 4000 MNFERF.
o NERMMENETHBIBTRAM , M iDRAC GUI RHIRIBIESIEEEM R AE THE AN,
o R - YIEMEIMEENXIIR  EBRERENGEESENETS.
o BB  HTVLS ERLSHIaSRIs NN, L R ESRE T R |
o HiE
o #axs
BHEMALATEIRS S ERBFNEIRE.
o FARIME - IRIBRFRAEERFIDR. U TEESRMERATRFIE
o #&33 ( Windows, EIThRANAY Linux, Mac OS-X )
o 1EXY , FhniE
o #EXY ( RHEL. Linux BERRA )
o Linux RHEL 6.x #] SUSE Linux Enterprise Server 11 BB ShRA
BEMALERSS: ENAMERE.

. Eiuf&tlz - BEEREMN RSN EEMNRRIE. EREINRE  ELEERES CO/DVD, BRI EER
USB FigIil.

(D|iE HTFREMFRER | £ HTMLS FiSRIEIZH ST/ SihRIESRMA. R Java B ActiveX f&(HT , ERTLATE /iR IHE T/
ERRZBIEZZEHE.

SZIFATNESER

FELAFGEES E52RF HTMLS ERHUESE
e Internet Explorer 11

e Chrome 78/79

e Firefox 70/71

e Safari13.1

()| i%: BVIER SR LS Mac OS fiAs 10.10.2 ( SiEEIRA ) .
BRI EFIRANESIEMER |, 15217 IDRAC L7785 , M4l : https://www.dell.com/idracmanuals,

R Etriast

%g??gﬂ?ﬁﬂﬁﬁﬁ@%gﬁﬁﬁ . FERG LHERNESESE R FREIMERARS | AteTEEEREOTPE TR

1™ BEVI7N: E °

{88F8 Red Hat Enterprise Linux &%, Novell SUSE Linux B , ISTEEaIEPUEHIEEEESZAIA Linux EEBEIMEL. BIERRNKIAR

Mg ERTEEIEH ST RSP HIE IRk,

HEMEHEEERPHURNEIRGRT | WRRIRS SR ERASHFENEN. XEHARY Linux BIERSE, Lifecycle

Controller &R , HESERSEEEIRIERE SEIIEH S s L AERIER BN RN SR BRI GR. SRR

BHRE— M RrAEE S ERFES S FAYRFRINEIEITES.

o EEEIFRMEE , iBM Tools ( TH ) ZEEAI%ERE Single Cursor ( BB MEE ) .

o ELEFEITINE , i5%5Z= Tools (THE ) > Session Options ( £iEi%lf ) > Mouse ( B#E ) . 7£ Mouse Acceleration ( EBiFH0
iH ) BT |, RIBRERSEE Windows B Linux,

ZREBNEREHHRI | 5% <FO> SECERVLR IR,
(DliF: XIHE(T Windows IRERANISERANER , EAKRERASIHEXIENRL,
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LRSI SERERILE 7 Linux RITIIBMERANIZER AN , BreBREmELEE, XrTae2H GNOME EEA]
FRUHESTIMETIRESERY, ZEHIE IDRAC REHMEHISFRIBIRRILEIRE , HREERItIIRE, EZERTRUHEETINRE | 15
1E /etc/X11/xorg.conf S{HAIERARERHN -

Option "AccelerationScheme" "lightweight",

WRBAHINELARR |, I51E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 34T TR I0E
%

B motion threshold flmotion acceleration BYEENA -1,

WNERE GNOME SE EXABIFINE | BEEIMIEHIEEEEET |, 4% Tools (THB) > Session Options ( &iFi&N ) > Mouse
(4% ) . 7£ Mouse Acceleration ( BRHRINE ) 1EII-R | 1%4% None (%) .

?975%5335@%%)1&%%%}?%@ . WREEFA RS S FFE Virtual Console ( EEMEHIE ) TUE LIS Max Sessions ( RARIEE] )
EFECEN 1.

Bid Java 5% ActiveX HR{FRIEIMESI & EFIEEE

1&B]LAS A Pass all keystrokes to server ( {GFTEREERFIRSS:E ) EIHHELEIEH S EESERTINRAES N ETRL
KXISERS., MRTCEA  CoEESEREASENZEEETEINEFASENETRY, BEREREERERS

B IBEEIUEHEESRT , %X Tools (TR ) > Session Options ( Ri&iEIA ) > General (8B ) LI~ , S Pass all
keystrokes to server ( {GFRBREE(EREIIRSSE ) £ , LSS BEMNBHERIISERS.

Pass all keystrokes to server ( {EFrERHIEEZIIRS:Y ) I8 TABUART ¢

o EIUEFIEIEETHRREZEE ( Java B ActiveX ) [B51.
SIF Java BFUS , WAINERERERE | LMESHERTEBRARSESEHBERRGMERIERE TIE. WMRFKMEFERE | NEGHE
1% Pass all keystrokes to server ( SEfEREEETIIRSZEE ) 7 Single Cursor ( BAYEHR ) 6T, MNRIESSH ISR LAY
— , USBr—&ERER | B rmMEiNEAZ 2.
IIF ActiveX B g , WINERIRERE | AREEMEREERAERSEIII6E , LUEETIE., WMRKRMNBFERE , NEGHIELRE Pass
aﬁll;;eystrokes to server (ISFFEREEERIRSSES ) EI. MRESHEREDR , NeBr—KEREE | IERZIERS

vﬂ

STF MAC $BEZ S , [2F Universal Access (1Bfi5iE ) THI Enable access of assistive device ( JSFEXEENZEZAFE ) 1%
I, Pass all keystrokes to server ( {ERrERTHEIRZIIRSES ) DR SEIEA.

o RMERGEEEINZERF LEiT. WTEEE IR ERAERNNEAATLEREATERS.
o EHUEHEERIEN—Windowed (&0 ) 8% Full Screen ( 25 ) .

£ Full Screen ( 25% ) #27UF , Pass all keystrokes to server ( GG RHEERIRSES ) EEERIABR FEEE.
£ Windowed ( B0 ) BT , (NYEIUEH GEE ST WH BB A SERIRE.
M Full Screen ( 2R ) #zUERI Windowed ( O ) #=UAY , LABIHUE ST BIREIRSHEIRE.

£ Windows {#{ERFE _LISTHIET Java FIEIUEHIERIE

o RFALIE Cul+Alt+Del BEXFIZSE RS , (BRIBELSIET Management Station IH{THRRE,

o WNERESH Pass All Keystrokes to Server ( BB REEIRLARSES )  UTREASRXIZERSR
o NEEESREILSE

N EEsRTHRE

Pl SllEa e

NSEEs =1 EigiE

PSR

Pl

NETES AT TR

EE=tis

NS EIRE

EAEERE

TR B

e B

ELEN IR

B/ BN Rk

o 0O 0O 0o o 0O 0o 0o o o o o o
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o [EENHbERE
o EENRIRE
o [SHRIRIFERER 11%%
o [SEIRIFEER 2 iR

o FIAHMAVEE (ARAEREES  MERRTHE ) BRERXIIZTERS. XEEMEIEEHE. Shift, Alt, Ctrl #fIZkER
#, Hoph— R om eIl S R S E R .
Fgn , INREBILIISERAISITHE Windows BERFHFHE "Pass AllKeys” ({S#BFTEKE ) 2R , NXEH Windows &
LITHFHASE R |, FRARREESEENSERATESITH. B2, IR "Pass Al Keys” ({EBFERE ) ©i5B  WFHA
FKEEBVESERAMIFEERN T,

o WNIRZEF Pass All Keys ((EIBFIARE ) , NEURTIZ FTHESEIAFIRESH Management Station ERIEMFRFTHITHER.

{£ Linux R{ERF _LIETRIETF Java HEIUEFIESIE

BRTEJLASN . FA Windows B ERSRAVTAEIERT Linux BERS ¢
o UNERISFH Pass all keystrokes to server ( EFTERTHEIREIRSGRT ) | RRAIIE <Ctrl+Alt+Del> EIBEZER R FIVRIER K.
e Magic SysRq $#2 Linux PIZFFERRIASHE. NREBLSSERS LA ERFELNNFEEFERERS , ©IEEEE.
ERILAMERLAT AiAZ —1&E Linux B{ER S LIS Magic SysRq ## :
o B—1EBiRINE Zetc/sysctl.conf
o echo"1" > /proc/sys/kernel/sysrq
o WER/SF "Pass all keystrokes to server” ({SFIBREEIBRLERSES ) | RARIE Magic SysRq BIEBREZERA LANRER
%7, BERRERANRINFTA (EREESRSHNER FTEHS IS ) BUATFEERY FREEREAEEM Magic SysRq ## :
o Y& Management Station EE/EH SysRq , M| <Ctrl+Alt+SysRg+b> B <Alt+SysRg+b> &EEE Management Station , TIAE
R4 NN
o N5 Management Station LB ZERS SysRq , M <Ctrl+Alt+SysRqg+b> Bl <Alt+SysRa+b> IRBESBEESE R A AR ERS.
o RFLIGESM SysRq HEES (B0, <Alt+SysRg+k>. <Ctri+Alt+SysRa+m> & ) (EIBETE RS , TIAE Management
Station L2&EFR SysRq 1%,

BT intzi=hl &fER SysRq BARE

EelLMERLAMER— M AR BT TR s &5 SysRq BAE
e Opensoure IPMI TR
o {F SSH EHMERERT TIE SRS

{8 Opensource IPMI TH

HafR BIOS/IDRAC IR B> # M SOL BEERHEHIA.
1 ERSRTFT | BT SOL BiEa<

Ipmitool -I lanplus -H <ipaddr> -U <username> -P <passwd> sol activate

SOL 1B BHEIE.

REEE8S ISERFRAIS , B8R localhost. localdomain BEFIERM, [FRABRERFAFPSNZHRER,
WNER SysRq RKEH , MIfERE echo 1 >/proc/sys/kernel/sysrq BB,

BTN ~B.

f$5F8 SysRq BEANES A SysRa Thge. B0 , LU FaSBEEHEER~NEER :

oA NN

echo m > /proc/sysrg-trigger displays

{S5F8 SSH ERMEBERITIERRS (B RITHNERER)

1. XJF telnet/SSH & , {FFH iIDRAC FAFBFIZRBERRE | 1 /adnin> IRFHMNEITEES console com2,
localhost.localdomain #27~. BENVIGER localhost. localdomain R,

2. WTEHEEER BB THRACERIMIHRITERRERERIRS RS ISERFRRE  BETERER

localhost.localdomain,

3. (ERRERFRFSMEEER.
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4, WIRFKEF SysRq , iB5{#H echo 1 >/proc/sys/kernel/sysrq B,
5. {FRBEAYEH SysRq IheE. flaN , FRLATHRSEERS |ISRSES

echo b > /proc/sysrg-trigger

(D] i 1B RE TRIRIRARIEI R SysRq BEAREE,

£ Windows IERHRE LIES{TAIETF ActiveX BIEERIZHI S SIS

XTFFE Windows #EFRZ LIZITRIET ActiveX RUEIIEHIERIE | BIERERIERIHEPIIIRSSERIIEEAYTHSHE Windows
Management Station EIZ{THIET Java RUEEHMEHI S RIENRMAIT/AR , (B TEILRBRIM :
o YNSREEA Pass All Keys (fEIBFTEIERE ) |, Wik F1 2REISE5N Management Station FIZRE RS LRINAREFHE , HAERUT
HE
Click Help on the Virtual Console page to view the online Help

o RFTTREASBAMHE LRI,

o ZEFEFENE <Alt + Space>, <Ctrl + Alt + +> F <Ctrl + Alt + -> RIFZISFERS , XELEEHSH Management Station AR
RFEHITIRTE.
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{6/ iDRAC BRSS1RIR

IDRAC Service Module — MM FER , @MISHTREERS S L (AAMER TARRER) . LWNAERF/I IDRAC STEIRER
SFRIENER. EUBRITRHEIIMGELRT DRAC FiE (fI40 , Web RE. RACADM 1 WSMan ) 3582 iDRAC, ERILIRCER
IDRAC Service Module STlIRITHRELUEHIARSS B IRIFRFERI CPU FIRESMA. EIINENRIFRGHTRE , LUSREEER PSU
LUOMNIFrERFRATEBIRERIRE.

()| 3%: IDRACO {78 ISM KRN 3.01 RESIRA,

()| 3%: {RAEB 2% IDRAC Express 8§, iIDRAC Enterprise ¥ERIEZJS , ZREf#ER IDRAC BRESHESR,

{550 IDRAC BRSSHELRET | iBFHIR -

o (&I IDRAC HIEER. BELEMIRSEHTHISER , LUSFEEER iDRAC Service Module IhgE,
o RARBEEFA(EFAEER RACADM Y iDRAC EREIEIN,

o BEZR%E IDRAC EIB(SER1E iDRAC SiEid &R USB B&kER.

(D3 tnEHYT LC IR, idrac.servicemodule {ERTRESBARRIAME.
QliE:

o HIDRAC IRSBIERENRIZITHT , BUABN NSE iDRAC #/SH OS I iDRAC BEBEIE. WRERE DRAC IRSBERGZEA
EINEE , MWSRTE iDRAC REREIZINEE
o WIERBEET DRAC HfY LOM JEF OS Zl| iDRAC Ei@iEIE , MIFSiA{EA iDRAC Service Module,

E 2

2225 IDRAC RS #5R

iDRAC Service Module SR ERF

iDRAC Service Module ¥5lIThEE

M IDRAC Web FE/#H iDRAC Service Module
M RACADM Hh{#H iDRAC Service Module

%% iDRAC [RSREIR

f&E] LA dell.com/support TEFH %4 iDRAC fRSBIER, BWATUIREEERDIR | A EEEIRSESAIRIER S L5 iDRAC IRSBHE
R, BXEZLEER |, 55 www.dell.com/idracservicemodule EHEMHHY IDRAC Service Module User's Guide ( iDRAC Service
Module FBF$8Fs )

i*: KIhE T@%:.F Dell Precision PR7910 Z4.

M iDRAC Express #ll Basic T3 iDRAC Service Module

1£ iDRAC Service Module Setup ( iDRAC Service Module iZE ) TWHEM , B Install Service Module ( &3% Service
Module ) ,

1. Service Module Z2EF2FFE] FBF7E IDRAC el FHIRIERGAEL.,
FF Microsoft Windows ¥EMERFE Linux IR(ERS , IBITiEaAIERENZIRSES.

2. BEHIFRIIFEDFRCH “SMINST” 1% , REETHEMAIFA
e 7£ Windows Lt , e SRR FHIETT ISM-Win.bat #IME4,
e 7ELinux Lk, $TFF shel IR FFHZIT ISM-Lx.sh IS,

3. RISohkfE | IDRAC SIGIRSBRIRETRTT Installed ( BRE ) LIRZRAH.
(DliF: ZERZRAGTE 30 DERRTETURIERARIR, WISAE 30 DENFENRE | EX/REHEE Service Module T4,
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https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

M iDRAC Enterprise Z£%s iDRAC Service Module

1. 7E£ SupportAssist Registration ( SupportAssist i ) ESF , B2 Next (T—%) .

2. £ iDRAC Service Module Setup ( iDRAC Service Module i&E ) TWET , B35 Install Service Module ( %% Service
Module ) .

3. Eif Launch Virtual Console ( BEIEEUEHIS ) , AAJSEE Continue ( 4 ) T2 EEXIIEIE.

4. BB iSM ZRERFRXY | IR AEREZIRS .

(D|iE: TEIZREIE 30 DRI ENURIERAT A, MRE 30 SHNREHLLE | EUREFENRLE,

5. ERIGRFIERTIFCH "SMINST' H9% , REIEITHERAMA
e 7 Windows k , s SRR FTFHEIT ISM-Win.bat HEAMEI{4,
o TE Linux £ , ¥TFF shell I&7F FFHIZETT ISM-Lx.sh BIASI {4,
6. HIBERE LANRIER SR,
1£ iDRAC Service Module Setup ( iDRAC Service Module i&E ) Ti[H , Install Service Module ( &% Service Module ) 1&5H
BELETHEZER 7B Service Module A E7~/9 Running ( IETEIETT ) .

iDRAC Service Module XiSHIRIER T

B iDRAC Service Module STISHRIERZNIFZ |, 15518 www.dell.com/idracservicemodule 32459 iDRAC Service Module User's
Guide ( iDRAC Service Module FBF3ERE ) .

iDRAC Service Module ¥:MIhgE

IDRAC ARSSHELR (ISM) LA USINEE -

o Redfish BEEMXAXTF ML EHNSIS

e DRAC HEE

ZHENIRERFH IDRAC 3518 ( SCIRMETHES

FHR iDRAC SNMP 245

BERERZ (0S) 58

1% Lifecycle Controller BEEHIZHRERZHE

MITENRFIREIEIN

2% Windows Management Instrumentation (WMI) EIEEHERE

5 SupportAssist Collection £eff,, IX{NIERTZLZER iIDRAC Service Module 2.0 HREE B IRANHIIE L,
AEZEIT NVMe PCle SSD, W& THRIES | IBEE https://www.dell.com/support/article/sin310557,
EIRSEEER

Redfish BRE 43 F AR RILHISHS

iDRAC Service Module v2.3 BB ShRA 79 IDRAC IRAHERIMIMSEEN | IXEMEREIEATEIHRE DRAC #Y REST ZFumikE. BX
BEZIFMESE | 152058 IDRAC Redfish BLEX 43755,

EMERREE

OpenManage Server Administrator 24575 iDRAC HEERERFSEFENE. IDRAC Service Module 1245 iIDRAC ZEURHSE | Hi
WHRERFBIR. BERFRETFTEIREHSZ (FAQDN), BIANBERT SRS, MREEETIRERF &3
OpenManage Server Administrator , NJARSZEFRILGISEIR,

£ iSM 7S 2.0 SkEShRAS , EBIERIERFAEEINGE , EINTRERFEMEZZOENRZS. 15 iDRAC 2.00.00.00 5 iDRAC
Service Module 2.0 BB S hRAE SRR , SRS ERFMEIZEO. SR iDRAC Web 5RE. RACADM B WSMan &
BIER,
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https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module
https://www.dell.com/support/article/sln310557

& Lifecycle HESHIZIMERAZBHE

1£ IDRAC ERIZTHEERT , &a]LUE Lifecycle Controller HESHIRIRERFAE. XSEUTFH OpenManage Server Administrator
PTHRFASMHHEE (SEL) E4l. EEFERMERFERTETUEABIR (E2IRINEF , 5iE7E RACADM 8 WSMan HREAIZHUTIE
&) %FEE ?#%‘BEFH iDRAC Service Module EFIZEERFHES . BEERERFEHETIEABEES S SNMP ZiRakbEmH
EeERYHEAERE.

BERFTEIEE T/ERT , iDRAC Service Module IRISICRAERIEE. H IDRAC Service Module HUTHIRER Z R EICRIGERE
F Linux BORAERGFR{ERIRY IETF syslog ¥k,

® i%: M IDRAC Service Module 2.1 BRFFE4 , Windows OS Haf Lifecycle Controller BES &I IE R LA{ER iDRAC Service Module &2
RIREEHITES., 1E%3E iDRAC Service Module SEHI iDRAC Service Module Z22Ef2FRT , S AR EIZAIS.
WNERBZ%E OpenManage Server Administrator , MIEZAILLISNINGE , LUBRRERZAESHIMESR SEL 8.

(i)|i%: £ Microsoft Windows H , 3[R iSM BHERZHE TCR , MARNBEIERFER , EHE5N Windows B HEIRFSEHE
#rEEhEM, OS.

REtEHIREIEIR

EHMERKRSINEEE—METRMATAIRE. WRHIEHEE  WETEEREIER , ERSIGER , BFREIR RS 7 —
Ff. ASR (ERIHATERSCIL , ESFFEE. BTSSR | LBHLEEEEAT. MR ASREENT , WRE
BFRARCHEFERRSBNZRERS.

SR LMITRAZENRERE | fINERRENHEERERENS|S. EERXARESE. RERFRAREITNEEER , 148
FRILLINAE. ANEREZ%E OpenManage Server Administrator , N BZEFAILLESTHRE , LLka HIES RS HATEE.

Windows Management Instrumentation 12{HFERF7

WMI 2—E5%T Windows IRFIFEFFREATY & | mHRHIRMERARE | LMENERAAGEEPIREEEFER. WMI 2 Microsoft 32
IRk E SN EEREGES/NME (DMTF) BIETF Web BITRIVETE (WBEM) FIAREEEREE (COM) tnfE |, IEERIRSSESEY. BIERR
N e, WM IEHEFEE TSR AEIEEHES (540 Microsoft System Center ) 5% , FRIREIRHIAETR Microsoft
Windows PRS3E8,

AL B AR iDRAC #EY WMI I, iDRAC 81T iDRAC Service Module 7= WMI 2% |, IRRSZEH9IETIRRMEE. BHABR
T, WMI{EEIHEEE /SR, iDRAC Service Module £ iDRAC @I WMI 7R WSMan SZUEAYSE, SEE/RE root/cimv2/deim
NS PN

nD%flﬂE—'_IEF'o

ATLAER AR WM ZEFiRiEORSEEHTIHE. BXESER | BEREE Y,

ZAKRZ(EF DCIM_IDRACCardString ] DCIM_iDRACCardInteger 23588 WMI {SEINEETE iDRAC Service Module FRIZHAITH
B8, BRSIFHENEEEHYFRS | 1B21E WSMan EEESARBASE , MILEA https://www.dell.com/support,

SRR TECERPIKFRATEAISIR -

AttributeName WSMAN-Class R VFRJIE i8R IFRYIRIE
P& DCIM_iDRACCardSt | S \BR : %N 16 MR Enum, Get, Invoke
fng ConfigUsers, 3 Users.1#UserName
AR : B £
Users.16#UserName
A DCIM_IDRACCardSt | S A\ BB =Y/ Users.1#Password | Enum, Get, Invoke
ring ConfigUsers, &% 3l
. Users.16#Password
AR : R
R DCIM_IDRACCardint | 5 A\ BB =Y/ Users.1#Password | Enum, Get, Invoke
eger ConfigUsers, B £

Users.16#Password

AR - &5

e Enumerate XNFTHRRAVEMN cet HAFERHEMBREUE.
o TJLUEIIM DCIM_iDRACCardService 25 ApplyAttribute 8 SetAttribute HpSFIRERBME,
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@ iE: L WSMAN il T DCIM_Account £ , FHEIS B IHEREURMHILIIEE, DCIM_iDRACCardString F]
DCIM_iDRACCardInteger Z2H3LIRYSTIFRECE IDRAC FBFIKF,

F2 IDRAC IEEEE
1Ei3{EH DRAC , LSS 9IRS 88 , LA THRTENRZAEE. EEsiEdai, BT , iDRAC AlgteRZMREZ BN
B, IEXFMERT , S RETIRSEEHEIR IDRAC, EEIZ iDRAC CPU |, IBWFAeTHFIRSEE , B TSR ER.,

BT {EFRITAE iIDRAC FEEIRINAE , FoiBAlRT iDRAC BTN , FERT LIITIAZ IDRAC ERIRIRIE , BEREER, BiniEHiR
iDRAC , IEFRIGETHIRER S LB EESIR. BABRT | ITi2 DRAC EEEIRIIAECE. EaJLAER iDRAC Web FH.
RACADM # WSMan 11 Ticf2 iDRAC FEEIR,

WX
TSR Windows,  Linux F1 ESXi #BERGFHIT IDRAC FEEENGSERAIE.
e Windows

o {EFZAME Windows Management Instrumentation (WMI) :

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstancelD="
iSMExportedFunctions”

o (FFTE WM R\ :

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck -
skipCNCheck

o B&IEAEESER Windows PowerShell BIZ :

Invoke-iDRACHardReset —-force

Invoke-iDRACHardReset

o (FFEIEFFREBRES
JREEFIME | iSM 1E Windows IBERFHRERFREBIRMPIES . HEEEITIE iIDRAC EEIRIEIN , RASIEREH
IALIEEIZ iDRAC, EHEIAIS , IDRAC B EIRHE S BRIBIEEER,

() |if: EERAEFESSI THNEHEERTSETUTESERS. WESAFRHMH—SHERE.

A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account
is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

e Linux
iSM AITEFAE iISM Y Linux B ER S EIREFHITE S, EalLUBILER SSH SRR T EEZRIBMERFLIETIHSS.

Invoke-iDRACHardReset

Invoke-iDRACHardReset —-f
e ESXi

TEFFE ISM S2H5R9 ESXI BMFRGFE L |, iSM 2.3 IRSIFIBRETRRIESE (CMPI) J3iARMIER | LAMER WinRM JTf2an SImiEif
17 IDRAC EE&,

winrm i1 iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstancelID=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

®

i¥: 7EE S iDRAC 2871, VMware ESXi BERFZAS K HIBNER.
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®
7. 59: fHIZIE

i¥: BF VMware ESXi IBERZRIIRE] , IDRAC BIREASTEIREFERE, WIREFIEIR DRAC,

£ L

0 BREh

1 A32$5 IDRAC EEEMY BIOS kA
2 THFFE

3 HiaE

4 iDRAC BRI

%3 IDRAC SNMP ZRASHIN I

1BId {55 iDRAC Service Module 2.3 ki , ATLATRISCR B FHRIER S SNMP 224z ( Z5{UF iDRAC S4ERAVESR ) .«

BB RTLAEAECE IDRAC RIIEIR RSl iDRAC SNMP Z4 | FHBEAEEHURIFR S LECE SNMP [aIBinnZEERSE. &
iDRAC Service Module v2.3 BRERIRATF , LLIIRERISIRER Gt AP EHIRIFTEEmREH AEHEIRA SNMP BaEb.

(D |5%: ZIHEENIE Lifecycle AEESIHALRFEE.

(D |iF: 7E Linux IBMERG L |, ZTHRLEEEIT SNMP SEEEF (SMUX) MY S AT ESIRERSE SNMP,

EOABRT | WINEE TS, REHN SNMP IREWHIE S iIDRAC SNMP IRENFIHT |, (EEICRATHREGREXR
IRAYTTAR SNMP E47, I ERTR BT IMNED , A 2R ERME.

wSHE

AT5HRME Windows,  Linux F1 ESXi BMER S SERSIE.

o Windows I#ERH
o fEFZAHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstancelID="iSMExportedFunctions" @{state="[0/1]1"}

o (HFHTE WM R :

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstancelID="iSMExportedFunctions" Q@{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck -skipCNCheck

o Linux IBMERSR
TEFR iSM ST5H9 Linux BERSE L | isM BRIt TIHITHS . ETLUESFA SSH siFX TEERIBFRFLISTIGS.
LLISM 2.4.0 FFARY , alLMFERLAT SIS Agent-x EREABRIAINY |, SZ3FHSP iDRAC SNMP HRZE -

./Enable-iDRACSNMPTrap.sh 1l/agentx -force

WNRFKIBE - force , HHREBLE Net-SNMP HEFFSEN snmpd IRSS.
o EEFIINAE , BHUTIATRE

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
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o EZRILINEE , BEHUTLATERME |

Enable-iDRACSNMPTrap.sh 0

Enable-i1DRACSNMPTrap.sh disable

()| 3%: --force YEINATALE Net-SNMP LU FEN, (BE , S /REL e BiR.
e VMware ESXi iR{ERFK

Eﬁg’% igl\/l SR ESXi M ER S L | iSM 2.3 ISHFEAEEMERE (CMP)) I5iARMEER | LAMER WinRM IZfEmSinies
FEiZIhEE.

winrm i1 EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

)| i#: ERRAIEHHEEFERS VMware ESXi RS SNMP 88,
i BXESHERER |, BSRAT https://www.dell.com/support B In-BandSNMPAlerts 5 ARAHBARE .

®
BT EHURIER SR IDRAC

BISERAINAE |, eI LAERTEEM P &Y iDRAC Web FRE. WSMan #1 RedFish REBCEFIMSNEESE , TTEEE IDRAC IP
Mok, NER IDRAC BRSZE8HRED B a4k EF AR — iDRAC EiEa# IDRAC RS ZRICELE | ST LUFEAZIAR DRAC EiE,

£2H Windows IR{ERHAY iDRAC i1
ST LMERLA RS EZ —HITIHAESS -
o {&Hf) webpack &% iDRAC ih[EJTh8E.
e {5 iSM PowerShell B TECE

BiIER MSI 3R

AT IBISEA Web B ZEININEE, IWINREEERY iSM LEF B, MREER | NENANINiEOSE 1266, EHRJLITE 1024
7 65535 KREEIRIESULIROS, iSM SISEEEEMZE DRAC, ARG |, iISM BEIE—MNIGBE XS OS2IDRAC, {lilfisOSiHk
INENRERFHAY OS2DRAC BEXIEENINIE | HARFHENER. WINEEEBMR |, BiXENNEEsERE.

LAiSM 2.4.0 FFaRT , @3 EERLAT Powershell cmdlet , RILME R BRI ISR ORE

Enable-iDRACAccessHostRoute —-status get
E SRR TEACEANCERIINE, MREEAZME  ERENMUNROS.
(DliF: BILIIHAEERTIE , BHHIR Microsoft IP Helper FRSS IEAE/SAIR A LIEAT.

i8] iIDRAC Web 5RE , AIENEES{HEAEME https: //<host-name> B} 0S-IP>:443/login.html , B :

e <host-name>— TE 7 iISM HECENIET OS 1Ai7) iDRAC THEEAIARSS S LAYTE TR . MRIFNBAFE , S LAHEREE
YEZRSE |P ik,

o 443 —BUADRAC KOS, XFMRNERKOS | kOS5 ENREENERSBEEERRIZIKROS. ERLUET iDRAC Web
SE. WSMAN F1 RACADM REEHIHOES,

B2 (#EF iSM PowerShell cmdlet EEiE

WNR %% iSM FTZERILLTHRE | EaTLAER iSM FEAILLT Windows PowerShell d5 <& iBBiZINEE :

Enable-iDRACAccessHostRoute

MREBREETINEE , B LUEIEER PowerShell f5<S LARBRM AL AsEX e, A BRNETEIT :
o WE - IWBEAVEIR, EFARHSANEBRERLIE True, False 5 get.
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o w0 - XEMITRHS. MREKRRMROS  WERRIARES (1266), WMRIRESEHIEN "FALSE" | BPAEHRIRSHEY
HARED, B \N— " RALIIEEERFIRORS. HinOSREDBZRINER OS2DRAC HRFGXKIENN , FEERLA
ERFTAYIR O SEZS] DRAC, (BAYEEIR 1024 El 65535,

e IPRange - L2412 0%  CRESTFEBIEEHURFRITERE! DRAC By IP #ADEE. 1P tCBERSIVETSEBINIAER S
(CIDR) #&z(, | & IP A N7 MEIBaES. FI30 , 10.94.111.21/24, 3¢ DRAC HIiARNRTFAEEEMAY IP Hbtik,

(0| i%: HIHRERSHS IPv4 HBhE,

£/ Linux IRERFAY iDRAC i51T

feTLAEid R Web BHETAIRY setup . sh MAZIRILINRE. ILINREFEROASGEREY iSM 5 FEEA. ZIRBILINRERIRT | B
LTS

Enable-iDRACAccessHostRoute get-status
BR ERARBEIIEE  BEMRLITHS

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable-Flag>=0

=322

<source-port> fl] <source-IP-range/source-ip-range-mask> A2 ITHY,
<Enable-Flag>=1

[ER

<source-port> B , <source-ip-range-mask> 2%,

<source-IP-range>

IPSBEISRA <IP tthtl/ FhgiEss> 1§z, ~fFl : 10.95.146.98/24

OpenManage Server Administrator 1 iDRAC Service Module B93E#F

HEZRZEH , OpenManage Server Administrator #1 iIDRAC RSBZIRIRATLAESR | FFrT4rERIF ettt riET T,

YNERRELE iIDRAC Service Module 2ERAEISAMSITIAE , MITESERLEESS |, W15 iIDRAC Service Module & UZEIEE OpenManage
Server Administrator , MISZAESHMENINEEE, WER OpenManage Server Administrator IEfEI&{T , Ml iIDRAC Service Module 1&1E
ERFNRERSH IDRAC [FZEAESMIENINEE,

HELUSET DRAC REEHBAXLITNINEERT | SHTHEBIMEE . FRIE OpenManage Server Administrator BB IEFHIEI TR
[EFAThEE.

M iDRAC Web R E{$FH iDRAC Service Module

B IDRAC Web FREfEA iDRAC Service Module , TEHITLATRIE
1. %#Z IDRAC i&H > #iiE > iDRAC Service Module > FeEIRSSIEIR,
15 E7 iDRAC IRSBIERIGETIH .
2. EALAERLATIR
o BEENIRIERS L R4EAY DRAC IRSZIEHARA
e DRAC HfY iDRAC IRSBSIERANERIRTS.
()| iE: Y—BIRSH LS MEERABMBRMERSIIZRILT DRAC Service Module i , iIDRAC {NZEZFTERERATAIR
#MISM 3L, XIFEMISMERS LAYRER iSM 3Ll , BERER. ETEC%REE iSM BHIEMIRERS LIS iSM 5 iDRAC
&R, B ERER A LHEFERLLE SV,

3. BEHTHINEUIORE , BEEIAT— S MAR
o BERFER — EERFRHENVER.
o THRERHRTHEHEMRAMBET — 15 Lifecycle Controller HEBAZHRMERFESP. MRCERF LZ=

OpenManage Server Administrator , 522,
o WMIER — 8 WMIEE.
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o BNEFRIRSIRME — TIEENE ( LWWAEA ) BERS ENTEMNREERE
o EMEIS
o XKHRFHIR
o RMBIBEXHABER
WRBERS %% OpenManage Server Administrator , 1525 ISR,

M RACADM Hi{§ g iDRAC Service Module

EM RACADM {2 iDRAC Service Module , 5§ ServiceModule HAFRIXIE,
BXEZER , 15218 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,
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([ USB ig[Ii#1TIRSH=1E

7555 14 RIRSS 28 L . AI{EREH Micro USB imO3RECE iIDRAC, {#H Micro USB imA#ATLATRINEE
o {HFH USB MEEOEZRRFLUFRNRFAESIET R |, /5140 iDRAC Web FREF] RACADM,
o EII{FERTFHETE USB IXahEE LAY SCP X4EL EiRSSEE.

(Dli: ZE USB RO , MEBTIE USB IR F SRS BEE X (SCP) XHRELEIRS S | B REE RS HIIR.

(D|#: #B USB iBERT , BEREIR/ARS, WIHAERET Intel AIIRSSSE EATFA.

BRI EEE USBIZE , i5/E iDRAC IEHE > 188 > EH UsSB ig&8. LATEINE A :
o USB %M - iZCRALUSEHOER USB IREISEI S SCP X4 , sifsF Micro USB ##[iA1E IDRAC,
(D) i%: 5HR USB IREhEEE Y SCP 3T,

()| 3%: 3 OTG IEELZEM Type-A B8 Micro-B USB, RZHSM USB SE4RS8iH TS,
e iDRAC EIE : USB SCP - IEELITME—FEDN , LABESAFETE USB IRENES LAY SCP MR ER S
o CEM-ZEA SCP8A
o (RHESHEBHAEIREEMNBRA - WNREPILEI , NIFTF IR , (REKEHEIAZBIIABESN SCP :
= BIOS
= DRAC Web R
o (REHMIELERIEENHRA - SRS ST EGBEUaT 7 i SCP S,
(D| i ERIET T SRS AP LR850, ERTLAER Zip RIS RSIE U N EIE R RIZ .
o CREH - BRSNS A ERITIIEIESA SCP M MAEITIRE.
E&
BB USB iEESAA iDRAC FRHE
55F8 USB 2% _ERIIRSSESECE U4 ELE iDRAC

EiZ Hi%k USB iEEzihlE iDRAC

iDRAC Direct IHEEAIFHEEIZIG R LRI BN ERGERE] DRAC AY USB in. ILINRERIFEERRS DRAC FRiE (40 Web FRE.
RACADM #11 WSMan ) 2B LA TERIRSS 2R ETEAILEFIRE.

BTSSR IR ERFRFIZR | 15SI% IDRAC &775d85 , Fdf - nttps:.//www.dell.com/idracmanuals,
(D) i%: MEBEERAE Windows IVERS GETREEEZRE— RNDIS IRaHEFLAUERIINAE,

B USB imAi51a) iDRAC R | IBHUTLATRIE

KAFBTLEMLE | FTFFSHEHTEELAMENIEE.

BHREEA USBind. BXESER | 15585 A& USB E12inigE TWE L/ 270,

E1FIR EENTEHASREN P #elik 169.254.0.4, TIEeFEEEFEILIREY 1P ik, iDRAC BRSSESIREX IP ik 169.254.0.3,

FriA{EF iDRAC RIZRERE , %0 Web BRE. RACADM, Redfish 8 WSMan,
flan , Ei1a) iDRAC Web R , iBFTH—INSHFAUNILEES | |AMBIL 169.254.0.3 , JAfGHZ Enter $,

2 IDRAC {3 USB iR , LED SIMRLARTAE T BN, IWRREZE SR,

6. STRXFTRIRIERE . NRGTALMTFF USB FB4K.
#AI= LED 15X,

IS

o
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(£ USB iZ & LRIARSSZRECENAHECE iDRAC

BId iDRAC USB ETRim , #EILAXS iDRAC #1TARSSESECE. 7 IDRAC HRECE USB BEImIRE , FHEANSBIRSSEEXHN
USB iR% , AAfE¥F USB IREPRIRRSSBRECE S SAE IDRAC,

(D|i*: RBETELEET USB IREEEIRSSERT , ARYER DRAC EEMIRE USB SRS,

foE USB ERiR[iZE

ISR LAERZSE BIOS 2 FEZER iDRAC Direct USB im. SHRZEZRHSE BIOS > SRS, ISR | 1EEXHTZEH iDRAC
Direct USB i,

£ IDRAC & , BB IRSEISHINR A 8EELE USB B im0, /OEE USBIREE | RRSHREMIEEE "BEHEREMm"
O T ER USBIREFEE,

HETMERT , 1 Lifecycle Controller HE&EFICR—1EM -

o IRFATF "BEN" = DRAC #E , FH USB iIREBEHENETEHR.

o USB EHImOEXEEH,

o RFZERIM IDRAC IIHREHRER S,

o G DRAC SIRIERZEH

HiEBE USB HISFrIFIRIREKAT | IhgEEEE | FESBEUTEHERTEREY

%5 RFEEITIRR

A USBiRER

ERS 2

FOUFRSER] | EBFHRE. SNMP PR, ImiERSHE WS B4

BIE T

AETHERT , BEREREEFERICRE Lifecycle Controller B :

o BIEL "IRSSESIEH AANIRAVBER TEINEE USB E1RiRA.

e USBIRfRIEH DRAC {£f , HEEZEINEK USB EIRiH O,

e USBIRfRIEH DRAC {f , HEEBIRIZE.

{EF Web SR EEIE USB ERixO

EFEE USB im0 , BHUTLATRE
1. £ iDRAC Web FREY , #Z iDRAC iRE > > &I8 USB iRE.
2. UsSB EEBIROIRENEEA.
3. M iDRAC I : USB SCP BB MR BETIEREBERS S (BESNAFMHETE USB IXaNss RS ESGTI ) -
o BEH
o (NERSHAEGKASESENER
o (NEREMEMIEEH
e BEH
BEXEFRINMER | 155174 IDRAC Online Help ( iDRAC BRHIESED ) «
QD |iE: TR (X ERNEENHER" LMESARIEEXHZ/E | IDRACO AYHEEREBRIPELEAI . EATLAE
B "Zip HHIERS" ST N RS SRARPZ L.

4. BEMANARE.

{§fF§ RACADM {igE& USB &&ixO

HfgE USB im0 |, iBFEALLT RACADM FapS$HINTER !
o EHEE USBiR[IRE :

racadm get 1DRAC.USB.PortStatus
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o ETE USBIROMRE :

racadm get 1DRAC.USB.ManagementPortMode

o EEE USBIRBHEIRSH :

racadm hwinventory

o EFIEIEREE LHTIRE

racadm eventfilters

BXEZER , 152158 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,

M iDRAC & B 2 BiEFEtE USB ERixO

ERLE USB im , IBHUTLATRE -

1.

£ IDRAC IRENFIRERT , BZE7EH USB iR IRE.

}$ &7 iDRAC iR E7&EH USB iR Ci&ETH.

M iDRAC Direct : USB EgE XML THSRAPISHERLRERS S (1BISNEFHETE USB IRaIgehRIMRSS 2RECE 4S8
m) :

o BEH

o (RUESHEBRIATEIENEA

o (NEREMREMEENH

e BRBH

BXZFRISE , 555 iDRAC Settings Utility Online Help ( iIDRAC iRB/\FRFERFEAHEERD ) .

BHEt—#. =R, AERERUNARE.

M USB iZZSAIRS=HREEXH

HRE USB IRBAIIRBRPEIE—EBFRA system Configuration xMi BBR , iZBRES config 1 control 3Xf4 :

RS ERECES MY (SCP) T USB IREHRER THY system Configuration xML FERP, WXHPERRSZH[FFERENE
{BxJ. HE$E IDRAC, PERC, RAID f1BIOS RIBME. ERILURIBIL LA EIRSS 38 LAYEREMS. XHRAILIE
<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-
config.json, config.xml 8% config.json,

BHIX M - SIE—LESHUEHSNRE , 7818 DRAC BRZSZHHIECAGNEN. s d+rEE8=1841:
o ShutdownType - IEE. 3BFl. AEH5|S.

o TimeToWait (#) - &/MEA 300 , B A{E7 3600,

o EndHostPowerState - FF/3%.

control.xml M3 :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>
</InstructionRow>
<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>
</InstructionRow>
<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>

5 USB ini#1{TIRSHREIE 271


https://www.dell.com/idracmanuals

<Instruction>EndHostPowerState</Instruction>

<Value>On</Value>

<ValuePossibilities>On,O0ff</ValuePossibilities>
</InstructionRow>

</InstructionTable>

BB B IRSS SR HIR A BEHU TR,
(D|iE: TESA SCP Bt , SNEEM SCP Xf4+hH) USB EIFIRE , SSHIFIAMEFl B5eBAE TH#HIR. EATLAY SCP FAYE

MERILERE | LABEREEIRATRE.

EEIRFBEERE G USB i8S N IDRAC :

1.

8.

BtE USB SHRELR

o & usB EEIRORIVIRE /IEREL iDRAC,

o J5iDRAC B : USB XML B EIRE HERRKIASREAZEHA.

BEE configuration.xml ] control.xml SAFHJ USB [NTFEEHEN iIDRAC USB ixm,

(DliF: XML ISR ERER S ANEH. BREHEINE.
$6#£ USB IREIRBR Y System Configuration xuL FERFAMIRSIFEEM. RERIATIFRKINZG

® <servicetag>-config.xml /<servicetag>-config.json

® <modelnum>-config.xml / <modelnum>-config.json

e config.xml/config.json

RS RBRECENHSNEWIETA.

MERKEIECE S | BIERIFLL.

W5 iDRAC ETE : USB XML BEBEIREHERKIAEIRBRAHE BIOS REEBAAT , EMREF— DRAC AFIKFE
WEH  NEBR—RIERBEEFFIHRE,

LCD [E#RF LED (4NRE ) 2BTIRE - ERsSARIL,

MRFEFOMEREE , FEEHGPIXARBCIEENAEMSIS | NAERS|1SKkSHRURERE. B , RS
KBEHSIS  FNARE. (NERSHEXDT , SNAESHMRNEE | AIECEEREMSISIE.

ESAEISERE | LCD/LED BiEmxfRl B, MNRFEEHSIS | LCO BiXESIPRSETN "85 , FRHEHS

EJ"

SNR USB IRBABENERS 2T | WESNRERERSICRAE USB IREHHY results.xml X4,

LCD iHR

SN LCO ERAA  EREINFERUTHER |

1.

2
3
4
5

S - [EfE M USB IREEHIIRSSRRECE 4R,

. RZFS - {RVIETERATRT.

. B - R ERIhSERRT.

. BRAERERER - (Rl EmEREERET.
. BRI - fRIFERY.

BXEZHFMER | 1555 USB g% LRGSR,

LED PI¥K1T /3
USB LED JRARIEAENSF USB HOHITHORSSRE S HRMEIRE. I LED SRENEMTITaRE.

EXBRESE - IEEMN USB IREEHIIRSRECE M.
EE6BINNF - EEHITIELL.

o EIRMGIIE - (RUKN , BEEREIR.
o ERBIRERIE - (RILTHIITEK.
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(i) |i%: £ PowerEdge R840 71 R940xa 1 , WNSRAFAE LCD , ZAfEA] USB im BT ANBRMERT , USB LED A2k, (R LCD &
BRI,

BEXHESER

BASANBIEEEUTER -
e E7E Lifecycle Controller BRESUERERM USB HIITEEISNATIRIE,
o WIER USBIBRIFFHNIBENIRD , &1 USB (WfFH FRERMPIERIEIER,

BEFESTEFRHOIE—EH Results. xnl FIERNY , EHESUTES
o REBIRE - EENRIBRENELL D SiREERZ SICREUE.

o R ID - EENEEREWE D Z/5IEREUE.

o {EAVAIFFIE B ERFRGE) - EENBRIEREWEL D ZFICREUE.

o KT - EENERBREWEL ID (S ERTEHEREUR.
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{5 Quick Sync 2

FIFATE Android B i0S 5k _EiE1THY Dell OpenManage Mobile , #XETLURFAMET5/518)80183Z OpenManage Essentials 5§
OpenManage Enterprise (OME) =#I&15EMRSS 2. EAIFEEERSHFENSR. BF LCHRAFHHE. M OME ZHIEIK
BEXBNRENIRIEM. i 1P MIEFER IDRAC Z3. BIEEE BIOS Bt | LIRIRRREESHER. SthaLERRS
25, TRRGEHEETIAE) iDRAC GUI,

OMM BTLAM Apple App Store BY; Google Play Store 228 &,
TR TERG TR %% OpenManage Mobile RIFBFERR ( 373 Android 5.0+ Fi0S 9.0+ BENi&#E ) LAFFE iDRAC Quick Sync 2 5
EEIRS .

D|iF: FEHHNERTFIENEEE LEA Quick Sync 2 IR,

(D|i: IS ERMESRFR Android BEZRS Apple i0S RIBENIRE F F3H%,

FELEIRAS |, HINBEEFRESE 14 fX PowerEdge FRSSE8 EEBRTA. BHE Quick Sync 2 AMIIEHIER ( RN\ EEMNZERES ) 1
EEBEIREES (LR Wi-Fi ) BIBaiReE. Bt , S HTEE | FHEEEARKIS DRAC ZRIEFH].,

()| iE: BRE MX FERFHEE Quick Sync2 BIFMER. , 1S5 (OpenMoanage Enterprise #Ee#L/EF757) Fl {OpenManage
Mobile fBF#57) , WL : dell.com/support/manuals,

iDRAC Quick Sync 2 FLEITEE :
@|i#: MERTF MX FA,

& Quick Sync f§ , BEGEAMIEHIENR_EAY Quick Sync 2 %50, (R Quick Sync 2 35 RIT =S, BIIRBENIREIHIA Quick Sync 2
{ZB ( Android 5.0+ 8 10S 9.0+, OMM 2.0 S{EEMRA ) .

BT OpenManage Mobile , BTLAFATIATRIE
o BEBFHRER

o EBEUMEE

o FEEAK IDRAC MKIZE

Bk OpenManage Mobile BiERSE , 15215 Dell EMC OpenManage Mobile B #5E , M4 : https://www.del.com/
openmanagemanuals,

X5 -

B2 E iIDRAC Quick Sync 2
FERBMIREES DRAC B8R

ficE iDRAC Quick Sync 2

i {#F iIDRAC Web FE. RACADM, WSMan F1IiDRAC HIl , #RETLABLE iDRAC Quick Sync 2 IHERELARIBENEE

o ihE - EEAES. RIFNEEA. E5EMIAET,

B - EEANCEHESREZR. BWAEMEEEA,

HBRIPRE! - ZREH Quick Sync 2 2 fSHYIATE]. BUAIEIRAFD. BOAER 120 %, SEEY 120 B 3600 7,

1. WMREBHA , EaILUEEEXA Quick Sync 2 iR Z BROATIE., BFHFF , BERIREITSGERH.

2. NREEF | TSRS NER IR,

o EHWISE - |BEN "BEA" | XEBIALI.

e WiFi-BEHN "EBRA" | XRIAER,

S mBEE "IRGSEHEH SRR EXEIRE. TEENSISERIMFREEN. BEZE . S LEEMiEHmiR EEGE
Quick Sync 2 #%Z4H. HBR Quick Sync BRI =iE. AR , BIIBENE&EIAA Quick Sync (8.

FEEEREIEKET , £1F Lifecycle Controller HEHIERE—1H.
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(5 Web FREfitE iDRAC Quick Sync 2 i8&

ERLE IDRAC Quick Sync 2 :

1. 7£iDRAC Web RE S = Configuration ( it ) > System Settings ( RiZE ) > Hardware Settings ( B Hi&E ) >
iDRAC Quick Sync,

2. 7£iDRAC Quick Sync Z855% , M Access (ihld ) THERERFIEFE FFIIEIZ —LAIE] Android B I0S Bl :
e Read-write (i£5 )
e Read-only ( RiE)
e BZH
3. [BRITAYES.
4. I5EEAIPRE.
BXZFRNESEE , i551% IDRAC Online Help ( IDRAC BXHLZEEN ) .
5. BEMANARE.

£ RACADM Fig & iDRAC HRiERZ 2 18E

EFLE iDRAC RERIS 2 THaE , 755 System.QuickSync AfY racadm X5, BXELZ(ER , 15505 iIDRAC RACADM CLI 75
&, ML : https://www.dell.com/idracmanuals,

{5 iDRAC 12 B2 FfcE iDRAC Quick Sync 2 188

EFEE iDRAC Quick Sync 2 :

1. 7£iDRAC GUI 5 5% Configuration ( fit& ) > Systems Settings ( Z#i®E ) > Hardware Settings ( f@{#i&= ) > iDRAC
Quick Sync,

2. 7£iDRAC {RiERIEERD G -
o IEEAAILRE,
o [SHIEAY.
o IEEFFEXHIERRS (SEERZ 120 ) 3600F> )
BEXEBFRINESZEE | 158158 IDRAC Oniine Help ( iDRAC BXHIESED ) .

3. {foREE Back (/5IB ) . Finish (588K ) flYes (2 ).
BRI AIRE.

(EREHIZEES iDRAC (58

BENBIIZREE DRAC (58 , i8558+ Dell EMC OpenManage Mobile [BF 45T, fJtL - https://www.dell.com/
openmanagemanuals,
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=i

= 'lﬁ'?ﬂfl\u!

IDRAC {EFBEAZ ISO #1 IMG M4, iZAZ 1SO # IMG ASTHFRIET HTMLS BB FIRIREEIUNER. EUN R ERS S
3518 Management Station _EAIN BRIRRERE ML ILERY 1SO CD/DVD MG , MiiF S ESEIRS S LRIRSE—H. BEEHEH DRAC
ECERRA REIE B E.

TEIERENEL

BEENEER — EER/EXR

EBET — B, AR

BRARIEH —1

EERIEE — 1

TR — EEA (FOA)

RERPE — EFMA (BN)

Bash—RX — EER/EEMA

EERS — BB/l

(EFRRERANT RENRE | &AL

o EIMBEITIEFIEREITIERSHINR

o TRMNAER

o EFTIKEER

o EZERFLLEBRFRR

XEBERATHRIEUIRS SBANTAII6E. T RUIRSES | ZIIREEOARTA.

FEINRE

o EMNBIFEMIEIK (CD/DVD) 1 USB INfFER.

o RHRASERERSEHY Management Station EMFAI—4> USB (7R, YR, BHE—MCEIERE. SIFHOCENIREERS
— NI BRIYCERIRENRREL 1SO BRI
TEERTBERENNRIRE.

EZERSL | ([HUERNEIUN R SEIUIRIE S,

EETF Windows ISERF £ , MNREIN FRIRIEE EMINFECBEIREES | MBI,

EEERERENET Lnux WZERS L , BN RSB ASENE. EFFNEIKNEE | SERMEGS.

NZFE R R BB REIIREIEHA S KEPIBIL ML A ZE Management Station,

ERHBETSELTENFRNZERS L | EINIRSSBR AP MNIRENEE,

ISR LERNSE RBEEFHE Management Station CD/DVD IRzhEE ( RiE ) |, {BAEEHE USB E.

BN RZEDFE 128 Kops BIAJ FIME .

WNER LOM B NIC 5K, BN RSIERIRES R,

B s SN RMES | IRENSS AR £ BT Windows EHIRIER S, 7E Windows 1852 ETRSE RIS B FTE AR
FEFMHRE. ARRERNSEHEMIRER | SR EEHRERF. ERFHEMERE vWedia [5 | 1ZIREIEH Windows iR

Bl

Managed System Management Station

f—/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw REmotE FIonDy

4: BN RRE

-
IEHIRENBEF IR
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FEEEIUNR
AR R
BT BIOS R &ES | SIiF
BRE—XEEIN RS 1S

ZIFHYIR = FNIR e
DI T BTN B IEENES,
%. 60: ISR BRI E

IRENEE TISHEENR
REHEIR e CD-ROM
e DVD
e CD-RW
e ©48 CD-ROM NEIISSIXENEE

#H1 CD-ROM 1}M&EAY USB CD-ROM JRE158
e [S09660 t&TAY USB [NTFEMYE STt

USB iz

BB REI 9T IR

BRI\ RLEEE] , BIECES Web X'ASELIEEH Java 5§ ActiveX 3G,

{iEF iDRAC Web REECEEHII R

BREEIUNRIZE :
IBITEMNRSIEIEDEIR iDRAC, FNEFEEARER , GIFEIEESK,
1. £ DRAC Web REF , ¥£ZF Configuration ( ft& ) > Virtual Media ( E#IR @ ) > Attached Media (EERINE) .
2. IEEFTEINRE. BXEEEE | 155815 IDRAC Online Help ( iDRAC BXHLESED ) .
3. B Apply ( NZA ) (REFIRE.

{8 RACADM EeEEHIT TR

EBRIEEINE | {8 set d5SLAR iDRAC.VirtualMedia ISR,
BXEZ(ER , 152158 IDRAC RACADM CLI #55 , ®1E : https://www.dell.com/idracmanuals,

{EF iDRAC iR B2 BiEFECE R TR

A5 iDRAC IREAFTERFMIIN. D ESEMMINEMNER. EHATIHIRIE

1. £ DRAC BB FRERT  BRENTR USB in[igE.
B 87~ iDRAC & /Bl USB IR M&ETIE.

2. 7f Virtual Media ( IR ) 309 , IRIEEKELE Detach (IFE ) . Attach ( fffill ) 2 Auto Attach ( BIEIKIIA ) . BEIR
WEZ(EE. | i5217 iIDRAC Settings Utility Online Help ( iDRAC 18 &/ FITERERESE) ) .

3. {&kxepd Back ( [5IB ) . Finish (58K ) flYes ().
BN RIZERTHEE.

EERN N RIS R ST

TR T E TN RIRERIR SR,
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. 61: EERNN RRSH R R

FEINAYT T BRIRTS RRIME

nE TR IREIZI R St

i X7 Client View ( EFIRiRE ) FEZEhAILIRGIN R,

BHnE Client View ( ZFIRRE ) FIFRIMREI MR , BFIRIIEKAR RS,

BFEEEEN R ELIS SRS NRE

A BRI MR ELAASIFEIKEIEE AT I, EHITIIRIE | iB1E Windows FRETEEEAY Organize ( B ) KA
BAE Folder and search options ( S{4FFHIEZEIT ) . 7£ View (B ) EI£+ , BUEES Hide empty drives in the
Computer folder ( [EHETEHNIHFRIIZIRENES ) LI EE OK (TRE) .

Bl EE N9 TR

ERILMERSAMEREMEHSMEEI R, HEEMNRZAE  SUEEEEHT Web XI%S

BUNGES RFS 2ERFMY. (1R RFS EEGT BN | IPAREBEAEEMN RZ RS |, ﬁ%J:’l%ETU\—F%EBEE =
Virtual Media is currently unavailable ( T NESE~EI/E ), A Virtual Media or Remote File Share session is in use. ( EEHTNFEELTT
XM ELFIFEEEF, )

YNR RFS IERATIRERE | BBASESHEMEMN EREF iR |, AILAIEaIEFin. ARERTLUEREMUN FREFmEiR
B BRET RN BRI AR

(EREEIEHI SR E TR

B EIEH S BHEIAN R ERR

o EEREMIEHA.

o RFAFMEBNFIERTIKGNES — 7E Windows BRETERSF , SnZEl Folder Options ( {¥3Fi&IR ) , F5kR Hide empty drives
in the Computer folder ( BEfEit BN A4FARIZIREZS ) £ , ASRT OK (HRE ) .

B(FREIERSTEREINER

1. 7E£ IDRAC Web REF , = Configuration ( fit& ) > Virtual Console ( EIUZHIE )
B &7 Virtual Console ( EEHEHIS ) TU@E.

2. B Launch Virtual Console ( EaEIREIE )
Virtual Console Viewer ( [EHUSHISEEEE ) BILE5.
@ i 7 Linux £, JAVA ZRFHEEIIERISRIS0AEGEEE, & Windows k|, 3IFF . 9nlp S4LAER Java BEIEIES!

PAN
Ho

3. EAfh Virtual Media ( E#I/YEE ) > Connect Virtual Media ( ZEEERINE) .
BEMEUNRSIE , FA Virtual Media ( EEINR ) SIS SR IETHIIRSBRIFTIZR.

(D|3#: BIGIERHINERRT | Virtual Console Viewer ( ERUEHIAEESE ) BOMFURSED.

AMEAEEHI SRR EEIN R

SEREUERIEN  EEMEUN TR, FRACKRAREN BTN, EFUTIHRIE , IB1E Windows HIREIERRHE
EX IR Ialléfﬂﬂﬁtfﬁiﬂiﬁgéﬁhﬂgﬁﬁﬁﬂﬁﬁﬁlﬁ ISR TIRE.

SEREIEFIER , BNREMNR

1. £ iDRAC Web REYF , BREGE > EBEINE.
2. BAREBRERINTE.

§E  CHOAIIBSXELREMNEINE
1. RERE > ERERS.
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N

. BEEHEMIENS. EREERUTHER
Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?

. BERE. ITSERERNREN.

W

4. FEEMANEEEBES |, BEIRGY CD/DVD SREIRIRSaIE. BXESER | BSIRGIEIIK=S,
5. BRI RFIHEREREMENEAIFIR. HIRGY, K& (RIEEEERIE ) | EESEatE. &/ 5F e miEE,

®

(0| i#E: 1T Windows IMERFEMIRS L , WISRFA Internet Explorer Enhanced Security ( Internet Explorer JESRIR SRS ) | &
PN RATRETDALEE T, ERRRIIEIRT , 1555 Microsoft BERANEHKARRZAEER,

AN EEHEA 9 R ARG

BRI RAIN RIS |, FHISENEA USB REEEEIRESBIRIERS., ERINEMNRIME | BHITLUTRE
1. BAd5 Virtual Media ( EE#/Y&R ) > Create Image... ( BIEEMYE... ) .

2. 7£ Source Folder (iEX{#% ) =B+ , B Browse (i) | RIRIEEERIFREXMHRINHHER. Sk FRIBRES
HEZERS LR C KNS,

3. EBMEXHERFRT  SETRATEEEZMESHIIENARR (BERREER ) . EEXZNME 55 Browse (il
8) FNREINE.

4. BEEIEIRER.

GBS, WRREMHMUTIRX kS , RASBRESHER | I8 RESHUT IR RN SETTREIR | Bt
BRIGEURTTIEMER, ARG AR XA |, NIBREG AR S LR,

BIEMERZ IS | RRESETRITEE.
5. BE5ERk.
ISO BMEEIE BlI%E,

VERMERINSI AR , RASTEETRLRISEE IR [img SUALAGERAILLINGE, ANSRFSENEMIBRIE, img 324 , BRATE Virtual
Media ( BHINE ) AU ENASBANEIER. Bt , N IEEFERMEIRAEZBohaiiiR .img 324, 8
2, .img XHT LS —REEEFEXZ B RHERRR | AREF Remove Image ( #8ERIUS ) LITBIREE.

SEEISEFHER

BREREPIRETAER | REEUEFHIEEERT , B Tools (TR ) > Stats (RitHER ) . 7£ Stats (KRiIHER ) EOF
Virtual Media ( BN ) SO HERRETREINRBEUREEIRENE/5iE. MREMUNREEE  BETRLER. NRRE
EEEUNE  BER "REEEIUNR" HR.

gg;%g%{ﬁﬁﬁ@uﬁﬁuéﬁﬁ’%}R‘FEEBEMﬁE , M Virtual Media ( BINE ) SBOBETHA—NNEIE , SIRMEHETOMEHEE

211 Elem b S e
Dell EMC PowerEdge fR5S S8 S E S SR ER RIRTIEFMNERAING D, 5/ DRAC , BRI s IS IRENTE
7, LATEEAIRSS 5 FERBIRIER AR,
ERHIRAER | BT TR ;
1. 1E£ DRAC Web RES , #£=EE > EBHEINE.
0. BATREEEIRENIER.
3. MEHEORERIBERS: , A RIS,
®|s$: BAMERT , AT ERtiER 18 /N,
B ERS RS | BT RIRE ;
1 RERE > ENE.

2. EATEIEIRENIERE.
3. TERHENOFERERE.

it: FERF LRENIREIRFNRESS Management Station LAIMIIRIRENEESF—EL.
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(D |iE: MRIPNEFBERF LAAIA | NATRERSBrRHIRATERFEIN. #ERM hitps://www.del.com/support T EFF %%
BHHIKEEFE.

Eig USB

EHE USBIRE :

1 EEPEHEESSRT , B Tools (TR) > Stats (HiHER) .
K& stats (FiHER ) EO.

2. 7£ Virtual Media ( EI/YE ) ™, B5 USB Reset (USB&Ei& ) .

RAXEr—KHEREEHF | (IRESE USB & | WS BErmgRiEraEmA |, BEEUN R, BEMNER.
3. BER.

USB FERIREE.

®| i BIEIEESS IDRAC Web RIEIRTE , DRAC I ERIIRLLELE,

BRET AR ED RS

R EPIIKFIRS

(D |iE: EERET ActiveX BiET Java RIRRIINERAT , QU RE SEEAPRZ AEIRETIRER St DVD B¢ USB INfFIXEN8S ( BDEREE]
B ) , EIRGIIXANER | LIETERBDE) IE 505 iDRAC IP HEUEFINEISRL IR,

1 BEVENINRSE AN R AP A TERELINT R,

M FENITFNENIRS EMIIRVIRE | TR EER TH B KR, ZRRIERIER SR GEN | fia
e [EF CD/DVD

o MREIEIRSENRL AR

BR§s DVD/CD JEIREILARTF 1SO 314 | BRI eIiSEhRE R eI m] A TR

QliE:
o BRABIFERET HTMLS RIREIMEHISIRETYIEENR | HIRIETF USB AY3REES. CD & DVD,
o BTiKIEIT ROP IEFEBEIIEEHI G/ BN S USB INTEE e N R,

o BABEAE ehtm| BIFBENNERAPIRET NTFS HETCROIERNR | 1BfEF FAT 8k exFAT 188

2. BEECEMGIRNIREEE,

()| MREUNRSBLRIENRE ( BEATLSRE ST Web FOSIE | tAlLSREEASB— Web FHORE , WEER
EIRIE.
3. TEIRENER/BREXMHFERD  NTHIZIRPIEFRE.

PIRPE ST RTIREIRYT A ( SRBRET ) IRE (CD/DVD., FIRSEIHLER ) LUK ATBREFAIBRESIIHSEEY (1ISO B IMG ) . BRIGSZHH
UTEARGEXHER (BEANBFREH ) . URREFMETHRSIRT  BREANREERE.

S3F CD/DVD , IEMBRIS{F2EELR 1SO ; I FIReahfias , WA IMG,
WMERARARRR (RH ) POERE  SESEMRGINIBAEERN , oI NhEkRFEES N,
MEEARNECIERE  WEEEMGITIBaIEN , TiEE MR PIERCoIZRME. RENELISERE.
@ iE:
o TEET ehtml5 Y JAVA AIBHNRF , RIEEEEAKE,
o ehtml IEHAIFREHE.
4. EERIETLUST SIS A RIEEE.
X4F CD/DVD %% , BIAER NERZEmFEAEEA.
(D| i QNSRIE(EA HTMLS EHlEHEIEIRET 1SO 0 IMG 315 |, MISBENWER RIESLFmRET,

5. BEMRIREEIISIREIRGIEIENIRSS R,
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BETIRE/ e ERMABESRAINEMREREZWN |, LUSTRESRR. a0, (NRER CO/DVD REMEIZIEA foo. iso
Eg;%f%‘d’—‘r )RR SEEAREY CD/DVD KE IR A foo.iso BFIEI CD/DVD, ZEBEIMEE — NSNS RECH
BRET,

R RIETRRYEIR R R T IRGd

FEET Linux IR E , BN RERREOUERUBIHE , BIAETERY. EREEIERIELIRNEETLET , HR
[ERREERE SATA FERIKENEEIHRIIRE. EHITIIRME

1. =S | SETR EANRMERS. TIERIERES | 17 <F2> EHARRIRE.

2. ®Z SATARE. MAISERKEOFEMES.

3. BN EH R RE R IREEsAR O,

4. PREMNEEPIREO. %808 R0 MSIAIIERIREIES.

BV BRaS EEH DR T =S

EECHRST MRS
1. £ Virtual Media ( FEHANMR ) 38H , HUTLATE—RME -
o BHEEVHMEIANIRE.
e EAT: Disconnect Virtual Media ( BiFFEIANTER ) .
RA2BEaRImAER.
2. BER.
ZEEBRIMNEIEIRCSESK | LSRRI R EH RS ES.
(D|iE: MiafT Macintosh Z{ERFRIEFimASEGHIRGIERE] vKVM B9 USB IRE)R , BUHIRSIRNIREEEFin LA g4 AT
H. EfERERSEEFnES L FRTREUEERE.

iE: EEUEIET Linux ERS ERIEHL DVD IKGN8S | TBEIEIRENES G R,

®
E1Z BIOS & B 5| S

ERRS BIOS REARER | BRLISZERS RENNELCRIRHREEINREIKNES S,
(D|iF: EEEBEaFESENN RS E LRAS | SITRF.

EFESFERATIASIS

1. 3ISZERR.

2. & <F2> j# )\ System Setup ( RFiRE ) A,

3. %EZ System BIOS Settings ( 4t BIOS i2E& ) > Boot Settings ( 5|%i&E ) > BIOS Boot Settings ( BIOS 5|88 ) >

Boot Sequence ( 5| ) .
EREEOS |, BRI IR IR SES | SRR FITE—{E.

4. TREMRNRCERATINTSISNRIE—NMRE. NRFE | BEEFRE LAORBENS ST,
5. BEHRE , IREIFRS BIOS iIRENE , ARRELRMHK.
6. B Yes () RIFEXFHEH,

ZERRENSIS.

ZE= RIESISINENAISISIRES 1S, MREMRECERABRISISNE  RASSISEZENRE. BN, RRSR
BRILEIRE — KT IRETS 1SN RIIRRE.

BR—XEEUNRSIS

HEERTEREUNTRIREZE | BREEEN—IXEISIF.

ERR—XMYS SIS/l , iBHiR
o BB Configure User ( EREFRF ) 1R,
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o {EF Virtual Media ( BEHAMNR ) IR , $5AMMERREHAIRANRE ( CD/DVD, 3R#REE USB INFIRE ) BETZIET5 1S/ EREE.
o ERINERLT Attached ( EMIIN ) KZS | LMEEINIRENEEES ISIRFHER.

BRI SEFNEIIN RS ISZE RS

1. 7EIDRAC Web REF , 2 EHEE > IRS3EE > SMIINNE.

f£ Virtual Media ( EZH#1/7/&R ) T , 1%&#% Enable Boot Once ( EF—IXM5|S ) SAIFEE Apply ( RZA ) .

75| SHIE TR E R RFHZ <F2>,

55 1SR E S NERE BN R ES S

BEH5 SRS,

SERFBINEUNRRMS1S.

oA oN
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d vFlash SD &<

=
=

(D)|i%: AMD ARS8 vFlash,

vFlash SD REAM L ITMAILERNZ S (SD) R, EALIUERRK 16 GB BEIIR. BAZ NG , BIUSHA vFlash THEELE!
EMEEDKX. vFlash 2—IURINAIIIEE.

(D|iE: SD FHIXNAZIRS , EAILUTHHRAERSEN SD REB%H Z5=H SD K. BT vFlash fEF FAT32 XHRS , Bt
SAHR/INBRI S 4GB,

ANERZ-FFERSEH vFlash SD FHEERAAIA |, 181E iDRAC Web REAIHRLS > BRSSEE > vFlash TERUUTEIZHER

SD card not detected. Please insert an SD card of size 256MB or greater.

(D) |iE: HHERIXAE IDRAC vFlash RIEREFIBEAFRE vFlash B SD K. ARSI SO+ , Miaz RIPEERATERH
B . e SD FATKR LR,

FEIRE

o IRMIFHETSAFENL USB IRE.
o CERZ 16 MDX. XESXEMMNNRAET T AREREE. BRI CO/DVD Wajss , BALEERIEIIEET

E.
o NZFRISXHRFZBLONEDX, S8 img i8ATIRE. .iso AT CD/DVD LAK .iso 1 .img 18I0 TRERAAEHASEEY,
o BIEAI5ISHI USBIRE.
o —IRMSISEIENIRT USB iRE.

(D|i%: vFlash #2EHAIE] vFlash FFANEATAESITHR. MSRHPULER , MIEEHTH vFlash BIFRIERTEM.

(D|i%: tnE FIPS BXEBME | BI AT vFlash B4E,
E 5

ECE& VvFlash SD £
S8 vFlash X

figE vFlash SD &£

fEECE vFlash ZAIBHERIG vFlash SD RERFRAERS L. XTIMINRRLENBIERAVER | BER RMIRS T, KL

https://www.dell.com/poweredgemanuals,

Dlix: wREE “HEEMNE SR AR vFlash T8 , IURKT-EHUTHIAIRIE,

B& vFlash SD kg%

B vFlash THEES | (EaTLAfSER iDRAC Web FiEak RACADM &E SD £Et.

{fH Web REEZS vFlash SD KE%

BEEE vFlash SD £EE , 157 IDRAC Web REF , = Configuration ( it& ) > System Settings ( Z#i&E ) > Hardware
Settings (@& &E ) > vFlash, BERISTE7R Card Properties (g ) E. BXRAETHIBMAIER | 1§51 IDRAC Online
Help ( iDRAC BX#LE5E] ) .
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{#F RACADM &5 vFlash SD k@t

Z (i RACADM & vFlash SD K@M | B get SHELAITSR !
iDRAC.vflashsd.AvailableSize

iDRAC.vflashsd.Health

iDRAC.vflashsd.Licensed

iDRAC.vflashsd.Size

iDRAC.vflashsd.WriteProtect

BRIXENEMEZ(EE , 1B215% iIDRAC RACADM CLI 5 , ®1LE : https://www.dell.com/idracmanuals,

£ iDRAC iR B 2 FERFE%H vFlash SD RIEE
EHE vFlash SD KM , £ iDRAC Settings Utility (iDRAC iRB2ARIERE ) § , %= Media and USB Port Settings ( 11 /&Hl

USB ix[Ji&E ) . Media and USB Port Settings ( /[&#1 USB IR[1i88 ) TETE=EE. BXEFHNEMRER | 55
iDRAC Settings Utility Online Help ( iDRAC i& &2\ FBFEFErMIAEED ) .

IR FsZEH vFlash IhEE

WIS vFlash THREA BEHU T X ETE,

{5 Web SR EIIGFEk22H vFlash 1&g

ESFIEE vFlash THAE :

1. 7EIDRAC Web REF , 2= Configuration ( BEE& ) > System Settings ( R#i&E ) > Hardware Settings ( FE{ZE ) >
vFlash,
fEEI< 7= SD Card Properties ( SD E[E{% ) 7@,

2. i%ehEyiEkR vFlash Enabled ( BfSH vFlash ) G ARZEEA vFlash THEE, WNRIEEE(EA vFlash DX |, EAREEEM vFlash
HESBREIREHE.
(D|3#F: tnEELF vFlash THEE , MIARLETR SD EEMH.

3. BAaTERIA, vFlash THRCEDIRIEIEIR SRS,

{6 RACADM EHEk2:H vFlash IjgE
HE($FH RACADM [EFEERZEMA vFlash THAE

racadm set iDRAC.vflashsd.Enable [n]

n=0
228
n=1
[==]zE
@ i*: RBTE(E vFlash SD &Y , RACADM 8 A E1EA. MNRAEFET , WESE/RLATEE | ERROR: SD Card not present ( #5
% SD FARFFE) .

{EF iDRAC i B2 FBtE 2 X EEA vFlash TJEE

ESFEEEH vFlash THAE :

1. £ DRAC IRBEXFRERY  BRENTE USB in[igE.
iDRAC Settings (iDRAC i&HE ) . 527~ Media and USB Port Settings ( 7} /&¥] USB i [1ig = ) Tam.

2. 1E vFlash NEEPOH | HERBASKEA vFlash TS EIREE RS AR vFlash THRE,
3. {ffoxrEads Back (J5I1B ) . Finish (585% ) #lYes (2 ) .
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vFlash THRERMRIEIEEE = FAEEE .

#4844 vFlash SD £
ANBIELEEL SD EHERB - LIOHIA VFlash RESE.

®

iE: QIR SD RATERIPRE | K25 "Rl ®I.

{6 Web RH#1ME4 vFlash SD &

EYIALY, vFlash SD & :

1.

{8

1E IDRAC Web SREH , = Configuration ( fit& ) > System Settings ( RRiRE ) > Hardware Settings (E{H&H ) >
vFlash,

BERISE R SD Card Properties ( SD K@l ) TIME.
JEF vVFLASH F B Initialize (#1381 ) .

FREIIENEERISHMNER | RISERIRY vFlesh RAEEEHMEIL.
INERERBE vFlash DX, MBI FBEEEAEHBESBERER.

F RACADM #3a{% vFlash SD &

E(FFH RACADM #J381K, vFlash SD & :

racadm set iDRAC.vflashsd.Initialized 1

RSB IE o XKHEFSIZE.
BXELZER , i555 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

{8

A iDRAC B2 BiEF#1iaft vFlash SD R

E(FF iDRAC RE /N FIfERRAIIRIE vFlash SD R -

1.

2.
3.
4.

£ DRAC IRELFERH , B ZE1r&#H USB ikOiRE.

iDRAC Settings (iDRAC i&E ) . 57 Media and USB Port Settings ( 7} /&fl USB ix[1i&H ) TU@E.

B Initialize vFlash ( #1884k vFlash ) .

BER. VIBRIEEEDN.

B Back (iB[E] ) #541EE— iDRAC Settings (iDRAC i&E ) . Media and USB Port Settings ( /}/&H1 USB i# i8S )
NEITEERNES.

FRrEE NS EREHMER | RIGERFRY vFlash RREREIMERL.

{£F8 RACADM ZREY_EIRIRTS

BIRE EIRAIXLS vFlash SD REWIIRH AR SHPIRE

1.
2.

3.
4.

FIF RSN SSH S EBTIEFIaHER.

BANLLTAS : racadm vFlashsd status

FEEISRRAIELS SD RRIGSHIAT.

BIREVFRA vilash DB LRIRE | iBER&S : racadm vflashpartition status -a
BREUSES R LRIRZ | 15#EAa<S : racadm vflashpartition status -i (index)

(D)|i%: fNEREZ DRAC , ERDRIBIEAIRELES,
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&=I# vFlash X

ETLEF iDRAC Web FREEL RACADM HfTLATIR/E !

(D |iE: EERRATLAE vFlash DX EHUTEIEERME. BN, A Access Virtual Media (iHIRIEEBITTER ) SR BECE.
B, BIUb. BN, oBEHEHISXIAA.

tlE=As X

ERMREGS G EIES X

BHUPK

BEUASKX

s X

EEETH DX

prIRE DX

THLRAS

5I18EHKX

iE: ANSRERFIER (Blg WSMean, iDRAC iR E 2\ FBfERFak RACADM ) {85 vFlash BtERH: vFlash TREI_EAY(EEIEIR | BSAREl
GUI SRy ELt—LETRE , iIDRAC AJRESBRLA SR : vFlash is currently in use by another process. Try

again after some time ( vFlash EIIEMEMHIEEER, B—RENEERI=EH. ).

B EMBIEFEFHITAY vFlash 2E (BIg0 , 18U, MIINS XS ) BY | vFlash BESBHTIRIES X OUEE. EILE , EIEERTE e
A9 IR EZRTESRRIZFE DK,

SE=APX

LTAPXKEEIRFELTFTH USB (NFIREIRS. ERILATE vFlash SD R ESIBTEHD X, ErTLASIE 2047, 22521975
X, {FRMSEIERS XEHSHED X CD,

BT AS XA , B

e B Access Virtual Media (iFIEEBIN R ) ™R

o REWIAK.

o RRBEZERIP.

o [ERX-RIITHIIAIIRIE.

®

{EF Web REEETHSEX

HEETH vFlash X :

1. 7EIDRAC Web REF , 2= Configuration ( BEE ) > Systems Settings ( RHIZE ) > Hardware Settings ( fE{th&H ) >
vFlash > Create Empty Partition ( 8} 2= 95K ) .
154575 Create Empty Partition ( 8l EZ=HSX ) TIE.
2. IEEFTEER  ASERE Apply (BIF ) . BXFBETNER | 15815 IDRAC Online Help ( iDRAC BAHESED ) .
IABRT | BelE— EERESIRIFNRIEMHTAS X, BErUEE~HERD. TER TaEREREE
o RUTEHRIPIRE.
o BIRBMREIME D XEEIR—E.
o APERANEGANTIEEHE , %EBE R ERETRATE , 8o XA/NKTF 4GB,
o IFTEXSRIMITHIGAIRIE.

{EF RACADM glIiE=SHS X

ZeEFADK :
1. R SSH BB TIZHRIEERES.
2. BMANLATAS

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatlé -s [n]

Hrh [n] 2O/,
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RHAMERT | A RAREEEREM.
MFEKRERRFR/ EREERS | WNFEERSLUEEN

—u anonymous -—-p anonymous

(ERREHEIED X

&EILAE vFlash SD -K_EfERABRESIE ( LA .img B .iso FETUIRME ) BIEH DX, XEDRKARMUKEE : 3RE (.img). HEE (.img) B¢
CD (.is0), BIEAISD XA/NGTRRESIHAK/,

MBRES A BIE S X2/, BHHR

BB Access Virtual Media ( i5RIEE ) 1R,

~EWHt.

RITEZERP.

BRI TR CIRIE.

RG2S S 2R BYITRL,

@ i EERMYGSEBI S(FESEBIAAITES. iDRAC (FEIREITBYSSEEIRIERSHINRE, FIa0 , anSREER 1SO MUkEIED

XHBFEFBSENER |, N BIOS TTiENZIMES 1S,

o BMEHRIVINTEHET R ERIRTRAZEL.

o MESHXIVNFEZEFET 4GB, WFHIRAKDEXK/NA 4GB, BE | A Web NEEESRIES XA |, BYSSUER/INATUNT 2
GB,

®
®

{EF Web RE{ERREHEIRSX

MBRESZ{4BIEE vFlash 53X :

1. £ DRAC Web REF , ¥Z= Configuration ( fitE ) > System Settings ( RHi®E ) > Hardware Settings ( TE{Hi&H ) >
vFlash > Create From Image ( MBRYGEIZE ) .

1557 Create Partition from Image File ( MBRMEIZ{EIESEK ) TTE.

2. MARTERIER  ARRE Apply (IR ) . BXZIEIAYER | 15505 IDRAC Online Help ( iIDRAC BXHA5ED ) .
2%@%;4\%&53\80 XFF CD {FESEE |, BolgERES K, NWTFREFFRFEXE , BElE—EEPK. MIERTER
eSS

REZEFRP.

SIEMREINE D XBER—E.

UGS A/INAT 4GB sl < ERIRT FBB=Sia.

UGS AFAE R BME ST BEEAZE .img tBARZ .iso,

EEEX-RIITHIIAIRIE.

iE: vFlash 23X FAT32 SRS LRIBRESE. FEltt , BUESHHRS 4 GB RIBRE.

it AUF e RBIRMER AR,

{8 RACADM MRS eI DX

{8 RACADM MBRIESZ (Bl DX
1. fEF SSH EERTIZHRIEERES.
2. WAL

racadm vflashpartition create -i 1 -o drivel -e HDD -t image -1 //myserver/sharedfolder/
foo.iso -u root —-p mypassword

BABRT | QNS XARE. WTFREXMA RS |, WSRO ANS, MR RBAKXEFEF (FIa0 FOO.ISO ,
MIFE FOO iso ) , ManSHHREEEEIR.

®| Sk 75 RACADM FRIRSTISIETHAE,
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(DliF: RSB CFS 5 NFS IPv6 FIMILEIEE FEIBMESTIE-CIER VFlash £ X,

MFKRERRFR/ EREERS | NFEERSLUEEN

-U anonymous -p anonymous

HBRAURE

AT LMRIE S R GBS AL vFlash SD R EATIIBE DX, SHFASUERFEEIZ EXT2, EXT3, FATI16 §1 FAT32, ERILUMNEEN
BETREHEE LXK , TIAR CD. RIESXITEREL.

EERMYEHG RIS X 2R , R

o BB Access Virtual Media (iFIRIEINE ) BUE.

o FEWMRIL.

o RIRBEBFR.

o [HFRXT-RHTHIARMIRIE.

B vFlash X -

1. 1£ IDRAC Web FREH , #Z Configuration ( igE ) > System Settings ( ZHISE ) > Hardware Settings ( f@#{HigEH ) >
vFlash > Format (&%) .
B4 E7~ Format Partition ( #§3{{t X ) TamE.

2. MNFRERIER  AS8E Apply (A ) .
BXRRETMANSE | B2 iDRAC Online Help (iDRAC BEHIESE] ) .
BEREEER | B0 XPHTESIREHEER.

3. B OK (HfE) .
Fri&n KBS AEENXEREARE., TIBRTSERERBES
o ETFEHRIFRE.
o BEEXNRIUTHIRNIRIE.

SEUHSEK

HafR vFlash THRECER | LMETEETAS XATIE.

£ Web REEETAHSKX

BEEETRAR vFlash X , 1B7E iIDRAC Web FRE , ¥ = Configuration ( fif& ) > System Settings ( ZHi&H ) > Hardware
Settings ( TE{$i&E ) > vFlash > Manage ( EI# ) . LIPS E/R Manage Partitions ( EI29X ) tim , H5IHATAS XIS
SRIBEXRERS. BXROXAIER | BZ05 IDRAC Online Help ( IDRAC BXHLEEED ) .

{EF RACADM &EEJHSX

E(EF RACADM BEEADXKREEM
1. FIF RSN SSH SRBITIRFIEHER.
2. WALITEGS
o BIHABNELKKEREN :
racadm vflashpartition list
o EREURES R 1 AU :
racadm vflashpartition status -i 1
o EREAMBIESXAMR :

racadm vflashpartition status -a
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D|iF: -a MEIRAEEFRIRSIREREL.

(54 3

EO LB RIESXERAES DK  RZIMR. EEOXABZA , iR
e VFlash IhEEESH.

o E7% Access Virtual Media (iGRERINR ) BIBTR.

D BAERIES K.,

§EF Web SRE{EMRSX

BEIOKX

1. £ DRAC Web RE , ¥Z= Configuration ( fitE ) > System Settings ( RHi&E ) > Hardware Settings ( TE{HiZH ) >
vFlash > Manage ( &2 ) ,

5457 Manage Partitions ( EIE%X ) T,
2. 1 Read-Only ( RiE ) #ld :
o IEEHXHSIFRIE  AFFRE Apply ( RIF ) XA read-only ( RiE) .
o BROXRIEIRE  AFSRE Apply ( RIA ) BEXUA read-write (1E5 ) .
D XIRERTMRIEREE A RIEHES.

iE MRDXEAR CD , MPREARIE. TEEREELNES. MRS XEEE , NERESRTRAKE,

®

{EH RACADM {EXH X

ZEE N ENTASRRERY
1. A3 SSH EERTIEHIEERRS.
2. EIfEARUATGEZ—:
o (£ set CERDKANEENRE
o ERRESXEXNEESK :
racadm set iDRAC.vflashpartition.<index>.AccessType 1
o ERBEESXEXARESKX
racadm set iDRAC.vflashpartition.<index>.AccessType O

o {fM set apPIEERERE

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

EfRE 3 X

SEW— NS MDRES , TAWER USB ASBIFISETHEMERGH B0S AL, HEMINSIHEE , RESENRS, B
NTEEBMERGEA BIOS 3 IS IR R RLIFHFFIH,

MRHBHE , NS RREBFERERGH BI0S 3|SITFES,

LERMRSEH KA , SERGPL USB AELTR. XRMMIELRF vFlash MEFIER | FELUTFF DRAC BUNESIE,

BN D B o XAl , BHREFE

e VFlash IhEEEEH.

o ERX-RHITHIIAIRIE.

e B Access Virtual Media ( iBIRIEEEINER ) AIRER.
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{EF Web RHEHEEHEIFSDEX

BT o XiEs

1. 1£ IDRAC Web FRES , #Z Configuration ( fitE ) > System Settings ( ZHZE ) > Hardware Settings ( f@#{igEH ) >
vFlash > Manage (£ ) .
54 87K Manage Partitions ( SIE5'X ) A,

2. 7& Attached ( SN ) FI4 :
o EHDXIEIEE  FAFRE Apply ( B ) MINDX.
o Bl XIEIERE  ASEE Apply (B ) DEDK.
o KARE AT AR N D =,

{EF RACADM EEs i3 X

BT 5 XIEE
1. R SSH BB TIRHRIEERARSE.
2. {ERALTESS :

o EERSKX:

racadm set iDRAC.vflashpartition.<index>.AttachState 1
o EWIHOKIEE

racadm set iDRAC.vflashpartition.<index>.AttachState 0

RMERFXIMIM S XAYT A

S4F Windows F1 Linux E{EERSE :

o BERGEHIFIDEMIINS XAVESRT.

o RFESXERMERFHHIREEIKENE,

o BERFMICHFEMMAXIXERS. B | BTEMNSERFEZEEEH S XOAS. Fla0 , 7 Windows IREF |, BER
fﬁ%iiiﬁﬂy Linux ZRGTFE4ER EXT2 KR, o , 1F Linux IMEH | IRERFTTEIER Windows RFEFRER NTFS X3

o VFlash DXIFESIHE USB 8% LU RFNERITAR. BATLUNREREAERHE USB IREHNER. BE , BAYEN
iDRAC HHFEMN D XBIRESETR.

BERIME S X

HERMBE 2 XA , EHR

e VFlash IhEEEEH.

o RIRBEZERIF.

o HIXKHFAN.

o [ERXT-RIITHIIAICIRIE.

(£ Web REHIFMES X

BB E DX :
1. 1£ IDRAC Web FREH , #Z Configuration ( figE ) > System Settings ( ZHiSE ) > Hardware Settings ( f@#{4igsH ) >
vFlash > Manage ( &12 ) ,
154 87K Manage Partitions ( SI25'X ) .
2. 7t Delete ( iR ) 7U , BHEERBRAYD XEIBIBRER.
BE&ER  RRWRESKAMRZ D X,
3. B OK (RE) .
5 XED#EAIRR.
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{Ef RACADM HIFFMES X

MRS X -
1. FIFFRSGH SSH B TiEHEHER.
2. MALUTHS:

o MfRHKX :

racadm vflashpartition delete -i 1

o EMRFTESKX , IBEFHIAW vFlash SD K.

THEHPEAS

eI img 5 .iso FETUAY VvFlash D XAE TEE

o TEZRH (IDRAC TEHTIEITHIRS )

o [RE4Z| management station HIRILEIE,

TELIXABZA , BHRR

e EH Access Virtual Media ( iBAREENER ) BIRER,

e VFlash IHEEC B,

o [ERXRHITHIANIRIE.

o ESHXABEMNIIN.

ETE vFlash D XHIAZA :

1. 7£iDRAC Web RE S = Configuration ( it ) > System Settings ( ZiZE ) > Hardware Settings ( B Hi&E ) >

vFlash > Download ( F&) .
154 B~ Download Partition ( T2 K ) ITE.

2. M Label ( #tR ) THEERAY , IBFETHNSKX |, SAFFH5 Download ( TE ) .
(D|i*: FIEIENS KX (MMSXERS ) BRRMEFIES, BABR TERE— DK,

3. IEEREHNNE.

EESXNIANSE THIENSEME.

(| iE: REIEET XRME | eBO REFMEAXMHER , CD MERRES KA BEN .iso , REFIRERRES KA
B/ .img,

SISESK

AILAEEMINN vFlash D XIREA TR SHRIERE I Si8E.

5|89 XA, EHHiR

o VFlash HXFEEA5|ISHIE ( .img B .iso 1T ) LINIRESIS,
e VFlash IHEEE B,

e BH Access Virtual Media ( IAIEIREHANE ) BIRUE.

{EF Web RESISZESEX

B vFlash D XIBENE—SIRRET , B8R ([FH Web RES IS ZES X TRHE LAY 291,
(D)|3%: tNRSE—B|SHFE FHEEEAPFFIHEMING vFlash X , iEHE BIOS EEFHRIIRA,

{Ef RACADM 5ISEHKX

g vFlash D XIRBENE—NS ISR , (M iDRAC.ServerBoot X&,
BXEZER |, 15215 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,
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iE: BT A SR |, vFlash D XARESEINKE NG5S —IR ( iDRAC. ServerBoot .BootOnce I®EN 1) ., 3l
—RM5 1829 K  HEASBEXRAREES I SIRFHIE—AL
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{f SMCLP

(D)|i#: SMCLP {RFEEF 4.00.00.00 f IDRAC KRA-FSESTH%,

Server Management Command Line Protocol ( IRZ2FE R SITHNY , SMCLP ) #EEASEIET CL NEREE. BENX TETE
EVEFFRR RN EIRR SN, NUERERANGSERARLALERERTREES (CIMOM), SMCLP 2ohHEE
{E554H (DMTF) SMASH I+ RIFREIN ZEE R ASIERN— N FE4. SMCLP #IEBLAR Managed Element Addressing Specification

( ZETRIUALT ) 1 SMCLP MEHEBAYT SR E X HEA T SMEBESHTRY &SR B iR,

©) iF: BEEEE Systems Management Architecture for Server Hardware ( IRSSESIEHIRFETREEH , SMASH ) FRELAK Server
Management Working Group (SMWG) SMCLP #i5&.

SM-CLP ££75= TR (DMTF) SVASH (ESFIREI S PARSSEEN— FAM, SMCLP AELIRSETESUE
I SM-CLP BSTHIBATH ST XA T &R E S TR i,

M IDRAC #=4IB8EUSEFHAIEE SMCLP #3723 SSH fIETFTHRITHRE. iDRAC SMCLP REET DMTF HLUEHAY SMCLP fSEhRAS
1.0,

@ iE: 7E https://www.dell.com/support HIRHT X FEEEH. ¥ B MOF lY(EE , 7£ dmtf.org/standards/profiles/ Li2{it
TFE DMTF (58,

SM-CLP 85>RI 7 Al RACADM aSHI— M FE, XEapSMHARSIFEGR  EAEAEILAM Management Station a5 THUT
Xape, EALESRIFASEPRRXEGHSIEE (8F XML) |, NTTEUHAREH SIEIREMEETREMN.

X5 -

{E5F3 SMCLP YRS EIRINAE
1217 SMCLP @&

iDRAC SMCLP iBi%

S MAP HtizsiE]

{5/ show Ef1id)

Rl

{£F SMCLP RHRERIFE

iDRAC SMCLP FiFEHITLATRIE ¢

o TIEIRFIEBIR — HIH. XFHEFHS SRS
o BERHFMHHE (SEL) — BBk SELiER
e EEIDRAC K

o BERGEM

== PAPNS

1217 SMCLP ap <

1EELA#EA SSH REiEfT SMCLP #34., $T7F SSH REHUSIERBHESR iDRAC, B ER SMCLP B7RFT (admin ->),
SMCLP &7 :

o yxIx JJHARSEEFER -5,

o yxIx HIZEFNETLARSZES(FA admin-—>,
o y2x JJF. WZRINEIRSESFEMA adnin->,

Hep |, vy EFBHFFR  fli0M (RRDRRSES) . R (RAVNERIRSES ) M1 T (FRBERRSEE ) | M x AT ZE8FFzx
Dell PowerEdge IRSSE.HET LK.

(Dli: 78 - MMATNSXLRT yix R ; BM yxox REFHA | (8 adnin-> KMHATRTIA. TIEEMERRSS.
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iDRAC SMCLP i&i%

iDRAC SMCLP {ERshiafl BfrAIS: , 8T CLI IRHRGEEIRINEE. AR EHTHIRNE | MBERRE T BIE TIRIFRISTK (5

R ) .

SMCLP aATiEX :

<verb> [<options>] [<target>] [<properties>]

TREHTIAREEX.
. 62: SMCLP zjlia

i EX
cd {553 Shell S MAP
set KRR EEEE
#BBf BIEE BIRAIESED
reset HigBR
show SREREYE. SnEflFER
start FIF B
stop XiABR
exit M SMCLP shell £1EEH
RA BRBERNRAE M
load BB — URL BBESE Bfnitbit
RIS T BindIR.
7. 63: SMCLP BtF
Bix EX
adminl EERE
adminl/profilesl IDRAC s AAIBCE S+
adminl/hdwrl s
adminl/systeml RERFRIR

adminl/systeml/capabilitiesl

SE RS SMASH IEETHRE

adminl/systeml/capabilitiesl/elecapl

ZERFERIE

adminl/systeml/logsl

IERATWERR
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#.63: SMCLP B#F (&)

BiR

EX

adminl/systeml/logsl/logl

RFEHEMHHE (SEL) iBRKH

adminl/systeml/logsl/logl/record*

ZERS LAYEIR SEL ICREHI

adminl/systeml/settingsl

FERS SMASH EIRE

adminl/systeml/capacitiesl

ZERGRINEE SMASH 5

adminl/systeml/consolesl

ZERREHEE SMASH &

adminl/systeml/spl/capabilitiesl/clpcapl

adminl/systeml/spl ARSS4bIERS

adminl/systeml/spl/timesvcl RS EEBERT AR SS

adminl/systeml/spl/capabilitiesl BRISAIERRINAE SMASH IK5=
CLP fR$5ThaE

adminl/systeml/spl/capabilitiesl/pwrmgtcapl

RTINS EERS IR

adminl/systeml/spl/clpsvcl/clpendpt*

adminl/systeml/spl/capabilitiesl/acctmgtcap* WP EERSS TRe
adminl/systeml/spl/capabilitiesl/rolemgtcap* ETMtfAEIEEEE
adminl/systeml/spl/capabilitiesl/elecapl SEIELRE
adminl/systeml/spl/settingsl fRssabIERR IR B S
adminl/systeml/spl/settingsl/clpsettingl CLP [RSBZREEIE
adminl/systeml/spl/clpsvcl CLP BRS3 X ARSS

CLP BRS3thiNim R

adminl/systeml/spl/clpsvcl/tcpendpt*

CLP BRSS1MY TCP =

adminl/systeml/spl/jobgl

CLP FRSEMUENL AT

{6 SMCLP
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#.63: SMCLP B#F (&)

adminl/systeml/spl/pwrmgtsvcl

Bix EX
adminl/systeml/spl/jobgl/job* CLP B kARl
BIRRSEERS

adminl/systeml/spl/accountl-16

Local user account ( ZNHBEFHKF )

adminl/sysetml/spl/accountl-16/identityl

KRR B

adminl/sysetml/spl/accountl-16/identity?2

IPMI B47 (LAN) T

adminl/sysetml/spl/accountl-16/identity3

IPMI &4 ( 81T ) TKF

adminl/sysetml/spl/accountl-16/identity4

CLP B4k

adminl/systeml/spl/acctsvc2

IPMI B EIRIRSS

adminl/systeml/spl/rolesvc2/Rolel-3

adminl/systeml/spl/acctsvc3 CLP IR ETRIRSS
adminl/systeml/spl/rolesvcl ZME%@EM*%W (RBA) HE%
adminl/systeml/spl/rolesvcl/Rolel-16 BN
adminl/systeml/spl/rolesvcl/Rolel-16/ AR
privilegel
adminl/systeml/spl/rolesvc2 IPMI RBA BZ55

IPMI Bt

adminl/systeml/spl/rolesvc2/Roled

IPMI LAN &84T (SOL) At

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

adminl/systeml/spl/rolesvc3 CLP RBA B55
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
CLP RE&RR
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Sfiit MAP libit=sa

BJLAER SM-CLP EIERISIBEASEEE (FRARTEEEAAR [MAP] tbitZsE) ) I BinkR. HIREEEMIEIE
[EAHRE A 2B hRISRAYERIZE.

(DiE: #% (/) MRMEZ (\) 7£ SM-CLP I EFALAEHR, BR , SiTERINRMEARTmSE M {TREFEES S
AT 2R

BN, ESMBIRRSHEE (SEL) PRIE=MCR , WALUT®HS :

->cd /adminl/systeml/logsl/logl/record3

i@gzzzﬁﬁjﬁﬂ’ﬂ cd FAAFEIE AP EREZERINE, . . 1 . 85IR07E Windows 1 Linux R—HEAIE(ER © . . 18R,
CEIES G

{5 show Zfidl

ETHRRTETNESER |, B show shiE. WNASREFRIENE. FBIR. KEFNZUERITRI SM-CLP slaslzk.

{$2F -display 1%EIR

show -display IIAIFIREIGESEMEEI— SN EMY. <. XEFaNE. fin , ERERIRMUBEMRER , R
Tap<

show -display properties, targets

FE(BIHELREY |, ZUATHSFLRE !

show -d properties=(userid,name) /adminl/systeml/spl/accountl

MRARBET—NEN  ATLISRES.

{6 H -level IR
show -level METHESE B FAUEHBRE LHUT shov, BEBEMHSERIORTE EAFFIRNE , (60 -1 al1 A

{8 -output iEIR

—output MBEIUERE SM-CLP shimisiHAIPufEziz— : text. clpesv, keyword #[] clpxml,

ZOABRT | B0 text , HAXZEHANENHEE. clpesv IEXNREEDIRIE | EEMNBEIR FEUEREFF. keyword 1=t
HIEEE keyword=value JIRIFIZE , BIT—. clpxml {&T, XML M4 , HPES response XML 75, DMTF §E T clpesv F
clpxml 18z, , FEEHEEAILE DMTF /g (dmtf.org) E3E!,

LUTRBIRAR T a0E LA XML fit SEL IS
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

AiEzbl

L3R4 SMCLP IR ERABITTEE ¢
o [RESESFEIRETE UM LAY 298
o SEL =72 TUE_EAY 298

o METEHIRSAN TAE LAY 299
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ARSS =M EE

ARG R TS E RS LA SMCLP SRITHRIREEIRME.
F1E SMCLP SRR FRA TS -
o EXFIRSSHS

stop /systeml

EFRELBERUTER

systeml has been stopped successfully
o EFEMRSE

start /systeml

FRELBERUTER

systeml has been started successfully
o EEHSISMRSS

reset /systeml

FREEBERUTER

systeml has been reset successfully

SEL &8

TS RTESE RS LuaER SMCLP 11T SEL #BKIRE, 1B7E SMCLP SR~ AL TGS -
o TEZE SEL:

show/systeml/logsl/logl
RAGRRLATREL
/systeml/logsl/logl
Targets:

Recordl

Record?2

Record3

Record4

Recordb

Properties:

InstanceID = IPMI:BMCl SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL
Description = IPMI SEL
ElementName = IPMI SEL
Commands:

cd

show
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help
exit
version
o BHESELICR:
show/systeml/logsl/logl
REBERUTREY -
/systeml/logsl/logl/record4
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1
MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record
Commands:
cd
show
help
exit

version

BRE3 B R SHn

AT 73R cd shalSin MAP, EFRERGIT |, BREVIRRIZGABIRA /.
BT SMCLP s FALIT <
o SMBIRKBTRHENSIS
cd system reset HEIBIABIRA /.
o SinZl SEL BinAERATICR
cd systeml
cd logsl/logl
show
o ERRIFIBEMR:
%éﬁ%cd
o ER LB :
?éﬁgcd
o ERH:

exit
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BREIRIER SR

EaILEBLUTNMEE N BREF R ER GBS E RS
o IENHHE
o ITHE
-
{EREENHEERERER S

(EREUN BRI ER S
£ SD R EEREMATBRER S

(ERIEEXHEEAERMERSR

(EFRTEX LS (RFS) BBIRMFRFEZAT , BHIR :
o IAFER IDRAC RIECE R PFIBIREM BUR.
o MBHZEILNFIRERN (IR0 .img 5% .iso ) IRHHIIRENEFFHRIFR SR 5 | SHRESL.

()| iE: BUEEBRESZ AT |, IRIRET NEANESRRS R TIME | FIEHBMREIRNCARE | LIBREN BIRRA5ISHIUT
EEETELSE,
BE(FHF RFS SPEIRER S

1. FERITFEMH= (RFS) , I NFS, CIFS, HTTP B HTTPs 5 ISO 8 IMG BRMESIHEREIZERS.
(D|#: RIFER HTTP, BEARBEIIIN RFS , BELWIE. MTF HTTPS , REEEAWIT , (CHSBERTSAE.

HERE > RAIRE > BHHEE > $—5ISi8H.

EE—SISIBE MFIRFIRES|ISINF  LUEERKE. CD. DVD 8 ISO SN TR,
HEEBIS—IRER , BRAZERRLMERMRE UGS T— N EBIEHS 1S
BRI,

B 1SR ERRFHZERES FANREATHERE.

EEEENHHEE

B FERAEESXHHE (RFS) e , AU BEMZHE Y 1SO 8 IMG BUESIH | FHEE(EAEIIIREEs S EIRSSIVRIER
GeER (AR NFS, CIFS, HTTP B HTTPs $HE{F/9 CD 8¢ DVD i#tfTiEH ) . RFS 2—FRFAIAITHEE.

®

ITFEX M HEZ(NEEF img F .iso BUESIHHE(. 15 .img HEERAEIIRE | 1§ .iso HEEM RN CDROM,
WA REIAN BRAN PR A BEIER, RFS,
RFS FIEEH T RINBER B /AT,
o MREHNEZFIBAATERGS | MZEERET RFS EER |, ATLENEEH B E UM ER AP ERITIEME,
o MREHINREFHBGTENRS | WHESHET RFS EEH , SERUTHEIRER
[T NSt AR 5 ES B F R gt A /T,
RFS EREASTE IDRAC HEH AT, —BiERE | L3 RFS RURIIRNEE AU | RIS iDRAC tBAFISh, GNREIR IDRAC B,

MEIERERITT |, RFS IEZES XA, Web REFNIASITIEINAAE CMCOME Modular 1 IDRAC H{#H , LA RFS i&EZ. CMC
RFS EZIARAEE iDRAC HEAR RFS,

O

SRS NIV

iF: AEHEIT HTTP 8¢ HTTPs B9 RFS
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e CIFS #F IPv4 0 IPv6 Ik |, {B NFS {X3z43 IPv4 ik,

e WIS DRACECET IPv4 #0IPv6 , DNS JRSSEETLAE &5 iDRAC A SF MBUEXREANCER. G158 DRAC HZEH
IPv4 $EIR , M IDRAC BTREFCIEIGIAONGD IPve HE, XZFEJ DNS IRBZBETRENE S IPv4 18R . FH DNS FFRfEFT I LUK
[B] 1PvA ftBliE, XFREIRT , Z5F3 iIDRAC AREY IPv4 IEIRAY , $EIA DNS ARSS 28I IPv4 DNS iER.

o WNERIEHER CIFS # Active Directory IRAJ—8EBS | IBTEMMESUGER ISP P ik,

o MNEREBEM NFS HEFEMH , MEELUTHENPR. EJ9 iDRAC REIEIFRIER TiEfT , FiAREXEAR,
o Linux : FRAEEPREIHMKFIEE HE /DT,
o Windows : #EHZRUHNRSIEMRHESMAFNEEGIEMFRGTIURNEZAREFE.

o WR ESXi EZFERF LIEIT , FEWNREER RFS FERIREME ((img) , N ESXi B ERFABE(ERERAVIREME,

e DRAC vFlash IIEES RFS iRBXEX.

o MEHEHIRIFNIFRN ASCI FF,

o {5 RFS ERZEHINRAT | /32 OS IR HINEE.

e BT HTTP B HTTPs TH&EAY RFS £ CMC Web RE EAETA,

{5 Web REEEEEXHHL=

BT S
1. £ DRAC Web REH , HEEE > BN > SHIINAE.
St =1 VDTS

2. EEMMAERT | SNz E k0.

3. %ﬁﬁl‘(ﬁﬁg"l: IEEMREMIRER. B, BPENER. BXZFFRINER , 15208 IDRAC Online Help ( iDRAC BXHLES
).

BRGSTIRRZA

o CIFS— //<IP to connect for CIFS file system>/<file path>/<image name>
e NFS—< TP to connect for NFS file system>:/<file path>/<image name>
e HTTP—http://<URL>/<file path>/<image name>

e HTTPs—nhttps://<URL>/<file path>/<image name>

@® i 9B 170 2R |, EFRTE Windows 7 Rt LIEERY CIFS HE=RY , iBEMUATIEMZERIR
e & HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache & 1
e & HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iIR& A 3

@l /" & "\" FHYRTRT MR,

CIFS 37§55 IPv4 F1 IPv6 $BHiE , {B NFS {]3285 IPv4 itblit,

WRFERANFS HE , BFASXDANE | BRI EUERRY <SUHFRE> 1 <BGEFR> .

DliF: BXEPESNELIGENFREE | 5218 S E RN ER SIS0 TE.ER 133,

()| iE: MEHZRRFBNEET TR FAHMEITERIIRE, DRAC SHHETHZRAE NG = ERITE T
T B< >, (EE0R) &b,

4. BEHA, REBEEE,

EETERT | EERSETATEE,

®| i (M ERETE S | HFRLER , Web REH SR EREEE,

(D |iE: MRMEFEEEBERPRIE | 18R HTTPS LUBREREE GUI A RACADM A, JNRTE URL FEAEE | iSER{E
A Q" 7S, ERXE— WA
STF Linux 5% , TEETREN init 3 IBMERT | WINASTTALE B TREAS. HOMEENT -

mount /dev/OS specific device / user defined mount point

Hep, user_defined mount_point ZEFRISEHAUERGSEUNATERNEHIER.
XtF RHEL , CD IR% ( .iso EEHIIREE ) & /dev/scd0 , IEFIRE (.img EBHIIZEE ) & /dev/sdc,
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IJF SLES , CDiREBER /dev/sr0 , HEBIRE R /dev/sde, AT HRFERIEMANZE ( BT SLES By RHEL ) , ZI&IE Linux 3
VE%%J:&?%}*‘MW%HT 1% ,Z‘?J\_Laﬂiéﬁ'ﬁﬁ%\ :

tail /var/log/messages | grep SCSI

XRERRANRBNRE (HI90 , SCSI 8% sdc ) KINA, fEETHRA! init 3 PER Linux RITHRAE , ILIREBERTREMNR. 3K
LME/R'F Y_Inlt3¢'}§$u EAR AEE)J;‘zzE*

{EF RACADM ELBEiEX 4=

HE(FF RACADM EEBImfEM = | 1B -
racadm remoteimage

racadm remoteimage <options>
HEIE

-c  IERIRR

-d : BFTBRIG GRS

—u<fAPE> : BFRRNEHEZNRAFE
-p<EHE> . FATFIREMEHEENER

é§l<ﬂg&ﬁ{%{ﬁ§> BYSTEREHRE FAWIE ; (FRNE | SHBAEEER. BE "FH Web AR ERENAHRR" BoBEEMEIE
FR97A

-s @ BRHEAES

@ iE: BPa. BiRfimGg UETFERRUTFRMIEEMTR ( 8588 RE) ' (B518). " (5]
5)..(88). <(/INFB)F>(XKFS).

@ E: JoiEes 170 $5IR | TR Windows 7 R&t_EIEERY CIFS =AY |, BRI

e & HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache i{& 4 1

e 18 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size i &7/ 3

(EREUN REPEIRMERS

EFRRENN ARSI ER R ZRT , 1B

o EHINEALT Attached ( BMIIN ) KT , LMEREINIKENRSTES ISR+ 2.

o WIREWNEARLT Auto Attached ( Hzpiinn ) IRz . NEEIAN BN FREFLEE) , RIGAEESISER.
o MEHEGZLNFHRERT (40 .img 5% .iso ) IRMHAVIRITEFINRIER AR5 |1 SMYESIH.

EEEIBERS , WIREREINE
1. IEHUTLAT R IUERE
o ISR{ERSrZEE CD 8y DVD AN Management Station CD Bg DVD JRzhEEH,
o [IMRIERFIMER.
2. J15%&#E Management Station FEBTRIRGIVIREIEELARETE.
3. FERUTAEZ—S|1SRIFERE :
o {3 IDRAC Web RENE5 | SIS E N EEERE B CD/DVD/ISO 5|5—R,

o BITTES|SudiEIR <F2> §# . M System Setup ( BEiRE ) > System BIOS Settings ( R4 BIOS i858 ) IRE5 SN
go

4. B |ISEERFHIRRFR LARATAERE.

NS HEBREFRMERR

1. BUHMETEIAR CD/DVD,
2. B T—3K CD/DVD iENIZFE IR .
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3. EFiREY CD/DVD IREISE,

£ SD R LEREMAIVRIERSR

£ SD R EZIMANEIRER

1. A SD RIEEARFHIAEBI SD Rk (IDSDM) FEEF.

2. 7£BIOS HfSF SD #ERFNTTR (WBLE ) .

3. 5| SadfEHIR <F11> $ERIE SD REHRAP—MNEENEE EEETA.
4. BPERAVBR RS R ERELZIRPAHTRE.

{£ BIOS /S H SD 1&IRFITTR

£ BIOS /5 SD BRRFNTTAR :

1. 5|SEEH R <F2> .,

5% System Setup ( RRIRE ) > System BIOS Settings ( R4t BIOS i&& ) > Integrated Devices ( EEREHISTH ) .
1% Internal USB Port ( A8 USB i ) iRE0 ON (¥JH ) . (IREIRE N Off (XH ) , W IDSDM FTiERIES IS8,
MBEARFER (B SDR) |, i5%EAEB SD RIKIIRE HFHEAEE SD RARISENEEH.

MBEERSR (WSDE) , 545 Internal SD Card Port ( BEB SD KO ) i¥=7 On (FF ) 35 Internal SD Card
Redundancy ( &B SD ETUSR ) iIRE I Mirror (481§ ) .

6. B Back (iE[E] ) FHES Finish ( 58RE ) .
7. B Yes () (RFIREFHIZ <Esc> #1BH System Setup ( RHIRE ) .

S NI VIEN

*xF IDSDM

PIERIY SD &R (IDSDM) RESEIERRIFS L. IDSDM BidFERHEEE— SD EHRBHE—1 SD £ , IEEUVIEISER
SD R HIRMHITR.

P SD RPRUER— M AIEAER. BI0 , 205R7E IDSOM 2@ MY SD K, W SD1J93Ea (£ ) £, M SD2 AEAR. ¥
EBRERBEARNR |, B SO IEREE. AR , WNR SO REMIESHRBE , W SD2 HENEREN (£) +.

&aTLA(EFE iDRAC Web FREE, RACADM B IDSDM AU, =1TIRRFIET AN, SD RTRIRSHIHIESAHEICRE SEL , B/
ERTEWR E , FAER PET 254 (MRERTER) .
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:d

AEAU TABHZEZ E RS TISTEEERR -

ZhERE
FNBEEAHS
[EEIFNE R EAIAT
PREGERRR
RREHEE
Lifecycle Hi&
BUEIRIAZS
HBEERT
AERETIRR

E 2

ERZHTEHE
BEFNEERE
BE5|1SMEEEHIRIR
BERE
BELDRRGHEERS
BERFRS
FRHEPETE7RIT

BERFRE TR
HERSSERSHERE LIEEERER
E#fS5 iDRAC
ERRSFRFEYE

15 IDRAC iR AH BIAIRE

(ERZER=SI S

iDRAC IRt THREMLEZIZIT T EE | SETF Microsoft Windows 8% Linux FIRFEIEANT RS, {#F iDRAC Web FRH , BILAGIER
K TE.

BIGERZETESIS

1. 7E£IDRAC Web RE , $Z Maintenance ( 4#P ) > Diagnostics (iZH#f ) .
fEEI< &7 Diagnostics Console Command (iZBHE§I&HS ) WA,

2. FEGRSNAET  MARSHBEIRRE. BXaHIER , IEEIH IDRAC Online Help ( iDRAC BXHI#BE] ) .

MERNERSBER—IRE L.

H iDRAC HIIFZE R AIE

618 iDRAC #J% iDRAC EiFHENNIRE

1. f£IDRAC Web RIEIH , 5EZ=HER > i2H.
AR LUZERLA TIRIN

°
iDRAC,

EATRERIR IDRAC LAEEIR IDRAC, 7E IDRAC FHUTIEEEHSISIRE. Ef5I1SE | RIFRsSUEMERHERE
EATRYE iDRAC EiRPAERNRELUE IDRAC IR ABIAIRE. B TIE iDRAC EiRHEINRES | 1§ iDRAC F=iRAHI

BMREEBER, IRFE DRAC BRI BUARE., EELITE—IAD

a. REAFMIMZIZE.

b. WHMBIREFISAFEIRAHI E (root/KER(E ) .

c. WHRRBEREFEERFSNES.

2. EEPRER—RESHE. BEMEMRLE.

304

{£F iDRAC HERZER RIS



itilizizBani2kh

Eel LRSS 88 Eint2 AR B oiiIZ R EA—R MBS HFHREIER. NRIZWTEFREEHS|S | EoLAZBIER5 I1S5HD
MERHITIREEERS | SEAEFEH (RUUTERN ) . ZHEREITH | SREBWEHFHETENES IDRAC Fif., REETTLUER
diagnostics export racadm fpSIGERSHE NFS, CIFS, HTTP 8¢ HTTPs MEHEE, SHeTLU{EREMNAY WSMan 65 $IE1T
2HRER. BXIFE | 15515 WSMan iBE3 4.
1w /B IDRAC Express FANE , A REERIIEBohiZiER.
AILASZEME TIZWAER | BiSETRIATERFE HEBFIRTENETT | LARIEEIZSM R BLRE5 | S8,
EHER , JLUEELATRE -
o ﬁ?ﬁ‘ﬂ?l‘ﬂ - SRR B BRI EE TS WTERs. TNEREISE "TIME NOW"  ( M4BIRTE ) |, BE F—REHRS |ISIHEI TS

¥

o ZARAYA - FEFHAREENAEAISE M TIZER. MREREERFME , WBTET SR RSEBRSARE. R
B8 "TIMENA" (HERER ) | NFEHERNER.

IZHTTHAYSREL IR

o REMIK

o IR

o RIMFFHITXME

BH5ISEEE

o XHARFHFRER

o IEEXM ( FFRHMERAEXDNEFRSZ )

o SERIEEXY (FERBERAXRDAEFE 10 0. MRBERFHRXE , W DRAC KEERRS )

—RRALATH RIS T— M2 EL. 2BHEN AT LB ISR, , SSh{EEEIRERM. 2 (B4R ) IDRE Lifecycle
Controller HEmR, BRI LMERITIE RACADM B WSMan 828 EIRiZhr i TaVER.,

ALUSERREIT RN LR SEANZ R EA AN R R SHBIMEHE (FI90 CIFS. NFS, HTTPE{ HTTPS ) , RASEA/NA 5
MB,

SIRAPRES AR RIS ETTXIRS | BRI LEGHIZIi R, WIRSHERFIEEET  NEHEMRFELABEIFIL,

N—g—y—

e BEH Lifecycle Controller,
o EHEERMIRSGSEFINR.

{£F RACADM it¥liztz BziZ i
o EETIEWREFHEAMRR HREFER | BEALUTHS

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e <Expiration Time>
o ESH DNETHIREISIER | BERLIT®HS !

racadm diagnostics export -f <file name> -1 <NFS / CIFS / HTTP / HTTPs share> -u
<username> -p <password>

BRIEINEZ(EE , 5215 iIDRAC RACADM CLI #5& , BilL : https://www.dell.com/idracmanuals,

SEANERAE

FHNEERERRERSE BIOS hAGHESR , I\ EBREMTHARIS ISIRFRIS MR |, FEATFESEH S RAEEXRANETLE
f&, Post Codes ( FHIE#EMEE ) WEES | SERERFN B DRREFN BT,

EEEFERARE , 155 ZE Maintenance (4R ) > Troubleshooting ( $IFEHEER ) > Post Code ( FHLEHEATHT ) .
Post Codes ( FHBEHETE ) RAISREFEITIRMIEIR. 78I BFAA SR,
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S85|SHBERIRIRR

EEILAEE TFIRHER -

o REZIRSISER — 5ISEIMUBRCR 75 I1SERNEMFF. 5I1SEBISHEMSRTE&IBRIIRFRES.
o R RERISA — FERIBRIC R SEEIRRIS M.

XE—TURINAIIIRE.

iDRAC 7£5|SHHERATMl. BB —IMRIEERENG ISFRE. WRER DRAC , SISHSRIBIISABETA , B/xiinztE
£ RAM pFEEMRIER.

o

o ERRREIREE AN SRR SN SRR SRR TR,

» IDRAC GUI {RSTEMES R AT TRET TR T B MBS P R EOMRAHRATIAL IDRAC GUI MTEMEE
R IDRAC RSRAGRTTE) , TATA AT B s MR R ORI A,

(O : DVC 3ISREETHTRIBE, SIIRERSES|I SITEFHTIREFS (S MIEERIE ) . OVC BRETRILRLR

B, OSSR, LM DVC (ELHRIRRIES, ) SN mov ( SEIRAUR ) 130T | Tt R SRAIRSRESA I

FIRIS SRR . BRI RS SIS,

O IS mE A B DR RE RS S RE DA SR TS,

BEEESISHIRFER | [SREMHP > MISHHR > MERHIR.
THRFEERRER. BXESER | 15551 IDRAC BHIEE.

()| iE: HERAXBTE RS AR IR S EE NIRRT , FUt3 ISHERSHIETER. Eit  SE TREBRPICRN
SAHY POST ZEEREE.

=g bt ERnea =]

EREISERSE | BHITLATRME :
1. £ DRAC Web REF , ¥5ZF Maintenance ( 4 ) > Troubleshooting ( #[&HE& ) > Video Capture ( {RSTI#HIX ) .
BERSRIHIRTIE .
2. MWIUSTESRIEE THEERT | R THIE—EN
o ZH — 5|15k,
o i3k , EEEMREH — K5 I1BINF  EERIETIXEE.
o 13X , X POST LR — K5 |SIR , HE POST ( FHLEH ) 455K,

3. BEMANARE.

=e=1=F3

ERILEERGEHESE (SEL) EREHES. BXEZER | BEREERASHHTHNEEEREED.

SR LR R ER=

R EREREINE R R RANR SR EFERE |, HE DRAC RERNZEE., XE—TUEIAIINEE.

BEE DREERS

1. R EXEERREIEEER.

2. 7 DRAC Web REH , %% Overview ( #E¥S ) > Server ( BR5352 ) > Troubleshooting ( #ZFEHEES ) > Last Crash Screen
(LEXBEERE) .
Last Crash Screen ( L)XERERFER ) RHEETRERS LRIAFNREERES.
a7 Clear (&R ) TR ERBERRES.
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(Dli: —B IDRAC EERM AL RAREESE , NSEM S kE,

SERRNE

FERRSLCETRETUATEMGAORES
mE

FEth

AR

CPU

BITEIR

N

RE

PRI R
FIRIRE

BE
ARBRIAEN R
HiaEHES

TAILIEERERGHIRES
o XITHNZRFIETURRSS RS « LCD RIEHRFNIZLS ID LED IRZEK LED RIEHRFIZRSE ID LED R,
o XITTIRARSSRS : {XBRESE ID LED,

SERFEIER LCD RS

EEERNTZEFAIEIRSSEEM LCD BIEMRIRES | 151 IDRAC Web REHHERT > #1 > BIER. LTSS oimiRamE.
BIEREZRS B-2B07E LCD RiEiR = B-AUSCRHEE. UERSER T/ERT ((@d LCD BiEFHEEKEERR ) |, NISEHER e
HISREIRK T,

(D) 3% BB LI ZRANIE = IR SS Se e Rk B e iR,

RIBLSEE , XAESERYEIE. NREERBFEY  BEXMMETHNATEER., FRIE0REITE 62 LIR, WNR%EREEL , LCD
RSB RMEHAETGER,

E(EFA RACADM BE LCD BIEMIAT | i&(EA system. LD HPITS, BXESER , 5518 iIDRAC RACADM CLI #5732, ™

HE : https://www.dell.com/idracmanuals,

SERFIER LED AT

BEELREIRS ID LED K% | 157X IDRAC Web REF |, 2E && > #IiC > 5ifEtR. SIERED B RZERIRIERIAR

o BEEKR - ZERRLIZERER.

o NI - SEARIIELN ( TCREFESERABIR) .

o FIBKS - SERRATFEBURFIE.

IRIAGINE - SERK LFEER.

RRIEFEIR(TH ((@T LED RIER LN EEETIREINMET | ISEamfIBGEISER R E. e AR Z2eFntE LIRSS ES0a0E
S EGHREGEIR. Ea] LIS RS Be bR e B B R IR.

EfHH RACADM BERS ID LED KRE |, iBfFH getled 2.

BXEZEE , 15215 IDRAC RACADM CLI #5737 , Rt : https://www.dell.com/idracmanuals,

ISR T

HEARXIRIREEE
o REEEER
o NBEHRIES
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ZEIEZEESS
HERIKFRREE
USB 1=
YIEIRIA

RIBEMAERER TS AR A

o EEEBEAUHEFEHNES

o XNFIRIRSEEE | BHEERERBEAVEPARIEE.
o TFHAERAIRZNESEY USB (NfFEE

o EiMEREEFEIREIRFILZERL

AR ABRTEE | 1BSE LEMRSFAM |, RIUE : https://www.del.com/poweredgemanuals TR R HVREEEIEHR S
IS

ISR BEIRIEF iR A RO | SXETERANEEBIEIRSSHISISEIPA RIS S T {THIEHIR TR RS, (EAKEZ Dell
IEIEBRSS PR SHRMRIMIRERIETERZS]. BRNEHEE~RIHEIHRSIRA.

SERRETINR

EELVEE iDRAC. CMC F1 OME-Modular Web R LA AR
FEith

CPU

BA

w7

HIRIRS

AIREBRINTEN R

BE

Hit

BHRSIETRRBOMEHTRAER | IIEEXTIHAARIFEER.

ERSRINSHRE LINERRER

% LED ERMABNIGAFEIFERSH[EIERAT , LCD ENERZFNSERBUMEEERERZHMAIRSE. (£A LCD SR
HUSRERRZMARSS  ARREHERE. BES 2 TEMERIESER. BX LC0 ER LETRERERYIR B
SRS (BRPFM) .

EFi/SE) iDRAC

R LA TIR/T8 iIDRAC EEMAE R TIRSGES ¢
o THEDH — EIRSBEST , 1&{F LED #5015 7L,
o RERET — {FH IDRAC Web RiEak RACADM,

{5 iDRAC Web SRHEES iDRAC

EFHSH) IDRAC , IB7E iIDRAC Web REIFHUTLATERIEZ— !
e Z Maintenance (43 ) > Diagnostics (iZHTER ) . EATHEEIR iDRAC,

{5F RACADM EEig iDRAC

EEHEE iDRAC , 15{EM racreset 15, BXESER | 1551 VAESIEIEHES RACADM CLI$8F8 , ML - https://
www.dell.com/cmemanuals, BXBEZ(ER , 15217 &/ F PowerEdge MX7000 #1#EHT OME - Modular RACADM CLI #5537 , Mk
https://www.dell.com/openmanagemanuals
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BIRRARPEE

(D)|i#: FR3Z$5 M IDRAC GUI S R BN PSR,

SO LR R SR EFILA ARG B EUE.
e Lifecycle Controller (i

o BMARNZHIER

o BRANBRFRAWNEFE

o BIOS HIRAEIAME

e DRAC EIRAENAME
PATRFEIRZ AT | BHRER

o ZUHE DRAC IRSBESIEHINER.
e BFHA Lifecycle Controller,

'Egggyde ?Ogro”er HIRETUSEREIRE |, fli0 LC B, EEHIEE. EREM. S MHRTLAR FP SPI ( SrEERRFR )
JECERER.

()| 3%: Lifecycle Controller BB SEXRFERIERINSE , LURTE IDRAC EEAAERINEEISE., FiEZRiSEELmEL,
f&o] LA A SystemErase iy SHHFREBENHZSNRFALN

racadm systemErase <BIOS | DIAG | DRVPACK | LCDATA | IDRAC >

He,

e BIOS - BIOS HiZNEIAE

DIAG - BRATLIZBTTER

DRVPACK - SR AT ER FIRTEFE

LCDATA - &% Lifecycle Controller #iE

iDRAC - iIDRAC & NENIAE

overwritepd —B A IFRIRTR LR (ISE) FUEREIRENEE
percnvcache — ERIRIZHIBEEIREF

vflash — E&i&% vFLASH

secureerasepd — ERIRSZHF ISE AUREAIKENZE. SSD #1 NVMes
allapps — {EIRATB IR ER SR FBfER

@ iE: NRIRSBEE 2B SEKM , NIFEFERL S ZEI , B racadm sekm disable apSEER SEKM, WISRESHITILL A
S M IDRAC HR#IR Y SEKM IRE , MIXATLUEGEH iDRAC (RIPRET B R IEIR S HBIE.

BXEZEE , 1B2% IDRAC RACADM CLI #537 , ®E : https://www.dell.com/idracmanuals,

@ iE: Dell BRI IHZERE Dell RAEZRSE LAY IDRAC GUI A, JNERIEFER WSMan e IBRREREUE | ARBIZEEERR
W, BEFEMEFHSISEN , FERF CSIOR 51T,

it BEITREERE | VO AR NARER. STRERREIRFEHSIS DRAC /5 , 1517 CSIOR,

®
}& iDRAC EEiR A A 8E

EETLUE iDRAC IR BNFFEREEL iDRAC Web RIS iDRAC iR W BHAIRE.

{1 iDRAC Web SRS iDRAC Fighti FASE

E(#FH IDRAC Web REIE DRAC B AL BRAIRE | iBHUTLATEE !
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1. %Z Maintenance ( {P ) > Diagnostics (iZERER ) .
BERN< 7 Diagnostics Console (IZifi=HlE ) A,

2. B Reset iDRAC to Default Settings ( 15 iIDRAC EIZHEIAIRE ) .
SRS B St ER. DRAC BEHS ISHERZEH BUAIRE. DRAC IP BEIRBEAAGE, ELFEREIERE: BIOS &
£ IP,

{EM iDRAC iR B AHIER1E iDRAC Eig AL HiAigE

E(HH iDRAC IRB A RS DRAC @ N BAME , BT TERE

1. $Z Reset iDRAC configurations to defaults ( 1§ iDRAC BCBEIZAEIAE ) .
IEATE R iDRAC Settings Reset iDRAC configurations to defaults ( iIDRAC & &1 iDRAC BB HIZNEIAE ) THE.

2. BER,
iDRAC EiREEN.

3. B Back (_F—% ) SfnZERE— Reset iDRAC configurations to defaults ( {5 iDRAC IREEIRNEIAE ) TUE , EEHKITE
I%‘o
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iDRAC HAfl§ SupportAssist £Epk

SupportAssist F8IFEEI#E SupportAssist IZEE , FHFIFE( SupportAssist HEELUS IR R FFEEES (), IDRAC 12 T— NS
FiEO , BFWEBRSIFRSIFEAER | BHTERAEAEIIRADM. DRAC BEITFEERMIRSESAY SupportAssist ITEE |, 2
BBz ESHEIETRY (At ) ER—MUE | ZSZ-@.':HEU—A#\;E'JW%LLE (30 FTP, EEASHEEIMY (TFTP). HTTP,
HTTPS. 18 Internet 3XHERSFE (CIFS) BRRILEIAHEE (NFS) ) . LEELIERE ZIP 1&z0ERL. LIS REERASEEN i
Iﬁélﬂﬁﬂﬁfﬂ?‘ﬂi%ﬁﬁ:ﬁﬂﬂ

SupportAssist ;R
LRARSS R
RSESERAREER
SupportAssist
HER BEXIIA

E :t
EEE SupportAssist &
®E
WEIRE
BRRER

SupportAssist ¥

E7IF3 SupportAssist (IEIENL. FEFMEFTEMNETIEE | /1R SupportAssist IEAREAIZREE.
IERTLATEA IS EAERFHRIFSES | BATLURIEES Del EMC TITEER.

BREAMKIZER

TSR , R R ARRIZER.

FEERRAGR

MARBIRR, BRI, 7 @K BiESHS . SASHEMEFIREHE. REFREEEREREHMEER (1R
TERREEIFER ) .

* RNZF R IR,

F_ERRAER

@)\%%ﬁ—\ YEEG. FBIESTY. SRABIESHMB ML, FREFMEEERERER A AERE T IFRATERTIE

(D ETUBERMRE RS

ElYINIES

ZiEIT EXS SupportAssist ;AR IDRAC @ Del-EMC fiREF"ESHRT , AlgEREaIBaRETERE. W IIEMEETITHEARY
SR EMNRE SupportAssist fRIERB]. £ SupportAssist ;EMHTIEF , BB NIREER S BEERAEMRETERE. WNRE
BIVISIFRIREE S | NCEEIIA S RIRERR .
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(D)|i%: TEEH IDRAC Service Module (iSM) v3.4.0 for Windows BIZRGFEFIER T BElRE. 1#RAT ISM BINRAR S BRI FR ST
FERE.

IRIE
NSBHEREEBRETT
im AP 1Y

REFEAEINESRE  ERFERZERAATFIMNY (EULA) LISSRGEMNIRE. ELUSRFTED EULA LU TH—EESE, &8
LABBRIBUHAIZR I EANI AR,

LRSS IRIR

EEMFOMER SupportAssist , ATERSE %% IDRAC JRSSRER (SM), —EERIRSIRRER | EJLIBRIZ5R. Next
(T—%) RAB—BERIFER , BERIEMIIZE iSM.,

IRS=HRMERFEER

NRHIERIARE , WISRTAFRERERFAEEE. BARSEH. kO, BRAMNEE , LEERERE.

SupportAssist

SupportAssist BEE7epkfE  1ERILMEE SupportAssist (URIRIMNEERSSIERIBE. (RIEIRS. SupportAssist Hilid. ARSSIERMNL
SHE. EERRERERSITE M.

ARSSIEXIIRA

ESSERFARER TS NSHAE (F17F/XF ) . WA, iR (FHE/EBiE ) . BRSSIERK ID. FIFRMBMXARR. SaTLisiE
MEES M BMIH—ZFE. BULIEFEGERS ERIFUEEEHIRNR=FNEEER.

£a88E

WEE AT E RN EHATNRS, URERSERY ( Fa). itk BETEM) | WEEREIR ( BEE. EHE) . WEIRE (B
BAHER. 7o) . {Flk ID. RFRSNRERHHBEFAESE. ETLUS DRAC TRIRE—MFAEERIEE Del.

®| iE: SR WEASFRERBHITIE | LURERFIEERR T ASHER (PI).

A Bk SupportAssist Y&

BB ERSANEEFRES

o WRTEENIRERFHLEAIZTT IDRAC Service Module,

e OS Collector HH]”Z=%7E iDRAC # , INREMER | NIWREE4ETE iDRAC |,

MRS SR ATISEIERRIRS S |, (BL2RIBREIEESER nternet , BBAERI LU ASHHEM M EREEE | LUETH0EHE
FRIBIRR |, AV LEEEEEM Del THTE , b TTENRSSERIER S iDRAC 1A Internet,

IERT VR IRSBHNETINNIRES | RRSHKERE -

o ZIEHLL (AL ) EH—MUE.
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o ZFIHEMEMNE , HIGNER Internet AAHERSE (CIFS) BYMEEIHHE (NFS), BESHFIMEHE (W CIFSENFS ) |, TEEE
BT RILRIEIER iIDRAC =i ERMKIR,
o 53¢ Dell EMC,

SupportAssist Collection ¥LAFRAE ZIP 18Rk, WERTREE ST SR

J E{jﬁ@#ﬂ’\]ﬁfﬂ#’ﬁiﬁ%ﬂﬂ (BERREGEEMNEHFRES. SIREFKEMHHES. DRAC IKEMSEH Lifecycle Controller B
).

o BERFMNBRERFER.

o TFiEEHIZRAS.

e DRACEHIXAE

o EHEABWESTHERIFTHITIER HTMLS E5=R.

o WELIBPRIFAMSIURM T RENFARREEMES | TRBUE LEFIRASHSMutRIA#TEE.

AR | EUILUEEEFTEE S XML XGRS SHEER.

ggﬁgiﬁ%ﬂiﬁﬁ? . 7% Lifecycle Controller HEHFIER—1"SE4. SHEENIRERERAP. FrERrIEOLINRSH BABFIRT
£ Windows £ , ¥158 WMI B£5F , M OS Collector WEERMESZLE , HET—FKIEIZEA,

REEMNANRARS , FHRERE SN2 B LS TR AR,

EERIETIRIRER | 1SR

e BEHA Lifecycle Controller,

e E/EH Collect System Inventory On Reboot (CSIOR) ( B35 | SRTIER S A BREM [CSIOR] ) .
o BEERMIRSGEEHIR,

{5 iDRAC Web REIFENSEERL SupportAssist ULEE

EFNAERK SupportAssist ER | IEHUTLATERE
1£ iDRAC Web RE , 25E24EP > SupportAssist,
WNERFKAI SupportAssist iEAARSSES . MR SupportAssist iEAAES, FBHEENE > BGHIEM.
BFFIRIREE.
EEREQSERETRIEIRSE.
TEETLAUSERETSIE Pl SR,
BEREEEIE Collection (RFEIRIB TR,
a. WIRIRS[CIEEREERN , FEURXENEER , NISRIEIEKEHESHE] Dell EMC SupportAssist,
b. FREEFMERAFEERNERFFRFERMA Collection,
c. {REFRIRLESEITAEAERR Collection {(RFZIFFENX A CIFS 8% NFS HEE,
() |iE: MREER FRFZMERIE T RIBUANE | NIATRAIINETFRE SRS RFEIRRICENROAE, WMRIAN
BECEE  WKEBUEREENER—IX.
élgﬁ%%ﬁﬁﬁﬂéﬁﬁlﬁ , NAFREIMNESERERESEARIAME (NRKEEZBNNELZNE ) | LBTSEHT
7. BATHUEEL AR Y Collection,
8. WIRHIUET , ISEZREAPRANMY (EULA)LA4REE,
WMERFELITRR . W OS FIR A2 ARt AR B A Ak
o FHIBRERFEPRLIEFHIZITISM |, 5
o M IDRAC FhfEk& OS Collector , B
e 7£iDRAC HHEZEH 0S-BMC EHIEBINEE |, 8
o ZRINENEFIRER G BIEFEURTE DRAC A

%8

LA EREESIRE , MRCEM , WETLEHRAATFREE  ERNERABEFEMEN , UREESIRE.

SRS IF NI NI
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WERRE

RIS E SRR ENEHIMEAIE, {#F3 Set Archive Directory (IRBETFEER ) FTLUREMRNME., EaILUSKEFRERIEIE
BORZEATE. R “Set Archive Directory”  (IREFFRYER ) LURBNEE, MXMEEEZH] , BRAEESEOMHiIER
(CIFS/NFS), 1ENAY IP ittit, HEZZFR, &R, BFEFRMER,  “Test Network Connection”  ( UNHMIZSESRE ) RASGHIAS
B,

NSRESEM , #EEILIE “Collection Settings”  ( IIEEIRE ) AR MRS XE) Del ATEIEIRRISE.

SRS FERNIH Automatic Collection ( EIEIIEE ) ETILUBSATAFATH , FHRSHRANEIMAE. KMERT , FEaL
HEUFHOIRSIFERAIAT , SupportAssist SEENEHNEREIRF LEE Dell SEIERARE. CLUSHRZRETSAH
EEIE. EAILTTRRTSENEREKE, TRSINSE. 85, STERMR. I, SETRETRINEBEHOR
HRFOAYIE], FEoEBEmUEERT , el UEIREFE2E A ProSupport Plus Recommendation Report ( ProSupport Plus iR ) .

BRRER

HRERRT M SupportAssist ITRAREIMEERCRIES. | FHAVFEMTER,
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DAL

3k

AREHFIH T FHE LA
EBESHEE
MEZe e
Active Directory
BEHR
ERERER
RIS
REPANNER

vFlash SD &
SNMP 3&ilE
FhERE
iDRAC RS 1ER
RACADM

Hifth

E 21

RREMHEE

IDRAC EiRIIEEN R A FHMHECE
Mg Z et

ENRER

Active Directory

B—EF

nab_ =
s':Ea BE |\§>

EREsE
EHINER

vFlash SD &
SNMP I&iF
FHiRE

GPU ( JImi®zs )
iDRAC RS HRR
RACADM

KARBEIAZRBZE calvin
Hith

LS Loy = P

18iZ Internet Explorer {§if iDRAC Web RER} , A{t4 SEL AMER “"HBEA" SHITIRTEF ?
XEHRTFNEELE, ERRIERT , EHRITLUTRE -

1. £ Internet Explorer & , % Tools ( TE ) > Internet Options ( Internet %I ) > Security (&2 ) , EEREZR THEHT
X1,

g0 , 4NER IDRAC IREAITAHPAERM S | NILEEF I Intranet , AFETEEXRH.- -

2. ARLIGEFONTET  HRERLITER :
e Automatic prompting for file downloads ( 34 TFEMBEEHER ) ( WRLERATR )
o File download ( ST4ETE; )

ERFRATHE iDRAC FIiTEINRS | EAEERM TEREMMAEFNAR SR,
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iDRAC ERHIEEX R4 AR FEBHFEcE

EIRERAIBFIRME AR REEET AR FHBHIRS LR EMNBE X R A BFHR .
EEEBI ISR FM=EB T  Support.google.com,

L e

i5ld iDRAC Web RERY , RRLBFR—RELEEISBFIEBIMENIG (CA) A& SSLIEBATIE.

iDRAC B2 —NBAIARY IDRAC BRSSESIERKHHMFEBISET Web FIFREFITIE RACADM BHTIAAMME LS, IWEBAEHAT
g gcé%sﬁ]‘%ﬁﬁ’ga ERRILIEIRT |, 15 EE— RS CA (%0 , Microsoft Certificate Authority, Thawte B, Verisign ) ffi&ZHY iDRAC R
73+ 4 DNs RS328A4 it iDRAC ?

FL DNS RSSamEMBEZIX 31 MFIFHY IDRAC BFR.

ifE iDRAC EF Web FIRER , RASRT—FRRLE GRS SSLIEBEHRS iDRAC ENBFILTE.

iDRAC B&— KA IDRAC BRSZSESIE R RIBREEIE T Web FIFEFNITIE RACADM H{TIHARHNIMNE LS., MRERZIE
B, Web JISEESBTR—EKLLEE |, WAMKL DRAC FIBIAIERS iDRAC 1A (Bi40 , IP ibik ) APTES,

ERRIIEE | B EEH— TR L81Z P #Elita) iDRAC 414500 IDRAC IRSBESIFB. 4R CSR ( BFMRAMED ) BT , B3R CSR
AR (CN) 5 iDRAC IP #tBlit ( aNSRUEBIARLS IP ) BiiEARAY DNS IDRAC BFR ( MISRIERMALS iIDRAC iEARAYRFR ) PITELD.

EfR CSR 5iFAAHY DNS iDRAC ZFRITEL
1. 7EIDRAC Web REF , %= > iDRAC iRE > M4, [EEI<E~R&ETIHE.
2. EEREENY -
o EFE{E DNS _LiFff iDRAC 1IN,
e 7£ DNSiDRAC B¥R=E&T , #i\ iDRAC BFR.
3. BAThRiA.

P LBTEMER Web MEEES5IE iDRAC?

WNRFAT HTTP Strict Transport Security (HSTS) , MIATRESHINLLIEIR, HSTS 2—F Web Z2AE , BERIF Web XEEEREH
LZERI HTTPS MY AR HTTP #1732 E,

FEIFRNIESEE EFE R HTTPS HERE! iDRAC LARRILEIER,

P AT TTETTRE RITAE CIFS HEHYR(E ?

WRAFEA SMBV1, MK CIFS HEMS N/ SHEUHIEMITES SR EERSAN. BRIRETERAL SMB/CIFS HEMIIRS
28 B SMBV2 Y., BXEAMEEE SMBvV2 HMYBNEE. | 58 RERFSTHY.

ol T K k)

{EifzV&8 Reyslog BRSS=RAGEMIRSR | LEREERIRE.
BREMRARY rsyslog fRBAFATRERERLIREPBRRA D BIREEIE. ERILIFHREBEHhRA | LAB I,

Active Directory

Active Directory BFKM, IN{TRZRILIDE ?
EX g TIZHT Active Directory Configuration and Management ( Active Directory BEEETE ) T , BEd5 Test Settings
(MifigdE ) . KENSERHEETE. ENREFHETUR  BERINEBEFESRICE.
BE , JaETmE
o ERAET , IEMREFEFAEMIIAFEES (AR NetBIOS BFR ) . WMIREGAIM DRAC BFIKF |, iSERARHEREER
iDRAC, BRfg . BHR
o fE Active Directory e EF1ERIIE L5+ B Active Directory j5%IT,
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iDRAC PI4EECETIE LAY DNS i E1FH.

WNREERIEBYIE , MISIER Active Directory 18 CA IF _E#F iDRAC,

WNRIGEERYT BERM |, IDRAC BFRF0 iDRAC 13485 Active Directory ¥t & I,

WRE(FERIRELEN |, BEFIAEES Active Directory Bt EILEL.,

WIERAFF] IDRAC SIS F AR , MAEEEE User Domain from Login ( EREIAALE ) 0, TRNEFE Specify a
Domain ( $§RElY ) SN IDRAC SISRATERIES.

o TEIHITHIES SSLIEPBLAFR(R iDRAC FNEIEIEREXEHIA.

Active Directory KXW , BMECERIERGE. MXSEREBRUTHEREE. ATASREIMER , MARR ?

O O O O O

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller
Address configured in iDRAC matches the subject of the Directory Server Certificate.

WMEREBRIEPIIE , 24 iDRAC SERIRSZE8ET SSLERERT , iDRAC BERE LER CAERIRIEE RRSH/IEH. SECERR

IFRMRY SR E WREEIE

e DRAC HEAARTERRSSEHIEREL CA IMERIERAATEERA. MEIEPAY iDRAC BRI EIFIERIATBER.

e 7T DRAC HEERIEIEHIEE IS B RIRS I PH T, AR AARAILE., NRIEER P el |, BRET—NaI&. @
SRIG(EFS FQDN |, iBHARIE(FERRISIEIEHIZERY FQDN |, AR, 540 , 2 servername.example.com A2

example.com,
BN{E(EF 1P Hthhib{EJotkiaslzsitht | EBISIFtR SN, ANfEIRERILIDES ?

SEEFEHEIESIERAY “Subject or Subject Alternative Name”  ( FRRE{FREZ AR ) FER. IEFEBER T | Active Directory SEFENL
ZIRMAREIEHIZSETBAY “Subject or Subject Alternative Name”  ( ZERRER A AZIR ) FERPIEIEHIEEAY 1P Hblt, EfRRILE)
B, BT TREZ— !

o 7 DRAC L5z HIgsiENSE (FQDN) BeBE R Ltis#stett , L SRS SIEPHI R, & A FRITEL.

o EIMUARSENEBLAE "T@" 5 "THEFHEBR" FERPLER P it , NTIS7E iDRAC FECER] IP it ITEE,

o WNERIEIRSEIIHISSIEMAEAE SSL EFITEFIIBIES | iEERIFHIIT.,

HESIHIMERERT BRIGE | IR SRRt 2

IXWITUE IDRAC SYSRFRTEIHPIEkiEHIERAYEH 1S (FQDN) 5 IP ik,

{TRIBECE Global Catalog Address ( £BHRFMtht ) ?

MEREERNEREBRFAGERERNENE  WARESLERRII, FERT  SREEERERE.
MERFERNENEEEERERFPTIABELSEERES , WAKEELBRIRMIL.

WMREERNEY BERE , WAERE BRI,

IRERENERLGNRMA ?

iDRAC B5oiEiERIFrEcERYEEHIss b, MRAFMASENTZES , WRESER.

WMREE T £EiEHIssiti , N DRAC BEERLEHRR. NRNEFHFREREEIMITIR , N RMNXLR,
iDRAC #a427E SSL Ef&EF LDAP 13 ?

ALA, FrEfEHmEiBiT % im0 636 F/8; 3269 #H{TEH., ENIXIREIDTES , iDRAC {¥H1T LDAP CONNECT LAFRRSiZIal , M
AEFEIELSEZE 1T LDAP BIND,

714 iDRAC BRIAS FREHISIIE ?

IDRAC SEHISETIRARIZ SN | LAR IDRAC IEERIEI=HIRS (. IRBIEBWIE , BEALARIREIEHRE A0 SSL &k, i
RIGAR IR SNARNNATEEIEFIREMA RIS |, BBALENET Web FREaK RACADM BEHEEF,

iDRAC 2% %35 NetBIOS &R ?
AR AR ST 1.
4 (ER Active Directory B—E Rk B EE RERITEAMN S #A 85 FE iDRAC ?

Active Directory EB—EFINEEEEFEEREEAZ 10 #Pmiaesnt , BRUNRITISE 7Bk DNS RS 25715 DNS IRSSEE |
=] 5%Ns H%%%%E?iiﬁﬂwﬁ , MWaTBEEBERIAID HABEESR. DNS IRSSHEAAITREIS HEL DNS #8hd. iDRAC J5EFESE
DNS RSBZESIHIEER,

Active Directory figE 79 Windows Server 2008 Active Directory FR{E{ERIE, izidrhE—/NFisk . BRHIBFE—FiEFFEA
FEAMRS. SilEEFRhEFE3 iDRAC B, Active Directory Ei—EFIG5M,

XATREE F4EEBYARIER. Active Directory fRSSEEHAEFIFPAEZEE! -
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e Security (%%) - REAREEERFAERTENNIHZRRANFRAREIRE.
o DK - PRARMATREFEHEDRIIZE.

IRERRRZBXERER S, BAREERAS RATHINR EDENR | ERUTLMEREIIRFAARIKRE.

{£ Windows Server 2008 R2 x64 L SSO ZR%M, fFRLLIDSEFEEEETA?

1. tEdtEEFNiE S5 ARIETT technet.microsoft.com/en-us/library/dd560670(WS.10).aspx 1/ MBR9EE,

2. BECEITENILAFER DES-CBC-MD5 ZH34H,
XL B RS INEHIMERE Finit B RS SN BEFIIFRES M. Kerberos SRR E MFAIBCENNZEEET -
Computer Configuration ( iTE#lEIE ) > Security Settings ( Z2i&& ) > Local Policies ( A515:Hg ) > Security Options
(RLER) .

BRI EFREE R GPO,

ESSITRE |, B gpupdate /force F{ER klist purge apSIF&IH Keytab,
B# GPO Jg , BIEEHHY keytab,

. 1% keytab _EZZ! iDRAC,

BITERTLAfERE SSO B35 iDRAC,
JtHATE Windows 7 1 Windows Server 2008 R2 L , Active Directory AR {TE—BFEKN ?

ERIB R Windows 7 1 Windows Server 2008 R2 FUNNEZZEEY, EEAINZESEE .

1. UEBERSEEEENRNEFSNER.

2. BEEFRFHZIT gpedit.msc, 15 E 7 ocal Group Policy Editor ( Aith4HRIRHRIESE ) &,

3. ¥&Z Local Computer Settings ( AT EHIZE ) > Windows Settings ( Windows iZE ) > Security Settings ( Z2i8HE )
> Local Policies ( A~5it1550& ) > Security Options ( Z£i%IR ) .

4. A}EETE Network Security: Configure encryption types allowed for kerberos ( FI4&& 2 : BB Kerberos fIFRINNERSEEY )
FHi%#% Properties (Bt ) .

5. BSFERTBE,

6. B OK (HR%E ) . IFERTLAfERS SSO ER iDRAC,

Xt+F Extended Schema (¥ FRZEH ) , HFUTLATHIIMZE :

1. 7 Local Group Policy Editor ( A5 t14HSRAEREESS ) BT . SHNZE Local Computer Settings ( AiitE#HiIZE ) > Windows
Settings ( Windows i&E ) > Security Settings ( Z£i&E ) > Local Policies ( A5th5Elg ) > Security Options ( Z£i#%
).

2. a2 Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ( FI4E%2 : REI NTLM : REiniSiR

S3ERRYEUL NTLM JB{SE ) FH%HE Properties (&It ) .

5HE Allow all ( £8B7eiF ) |, 82 OK (A% ) , #A/5XH] Local Group Policy Editor ( Aith/HSREERIERS ) B,

BEFAFIZET omd, WEITEERSSIRRFEO.

15175 gpupdate /force, HKRMEEH. KAMSRERTFEL.

HEFIRFIEIT regedit, NS R Registry Editor (iEM&RmER ) B0,

SfinZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,

EENERE , GEEaEHI%ERE New (#73E ) > DWORD (32-bit) Value ( DWORD [32 {i] &) .

9. SR B I SuppressExtendedProtection,

10. AT SuppressExtendedProtection 785 Modify ({€2K) .

1. £ Value data ({EE#E ) FERHPEN 1 FH8E OK (I8E ) .

12. 7] Registry Editor B[, INFERJLAEA SSO &F iDRAC,

YN5R73 iDRAC [SAT SSO F{EH Internet Explorer &3 iDRAC , SSO 2XMFHRTMAFARSMEG. INMIERLLD® ?

(R iIDRAC IP 41t 517E Tools ( TEL) > Internet Options ( i#%I# ) > Security ( 2 ) > Trusted sites ( AI{Fifism ) . MR
FHIH | SSO BEWFHRMNBFEMZME. B Cancel ( BUH ) FHREE,

BEERER

f&5F8 Active Directory BHE-RERINEEE R iDRAC EERZMSHAIE.

oo n o
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IEEHRY Active Directory FHERERIBBHEAEN 107 , (EIREEMEETIEIEE 7 Bk DNS IRSS25F1%F ONS IRSS: , 7B
Bt DNS BRS5ERKAM , NAJRERZEIIAIISH. DNS IRSSEHEHRITHASHIN ONS #8RY. iDRAC 1§ DNS IRSS=F/LEE
o

ActiveX 4T ES MBI EHE-RFDIERE.
HalR Microsoft Windows BMERFSHFERER. Windows SFEIRIY U EBE-RINZEIRSIRHTER (CSP).

—RSRIR , BN EISEEEF i EERFESEREE CSP , EHI Windows ER (Ctrl-Alt-Del) REIPEEERIBANIEREHES
Windows 2R NEIEEEEH B PIN JEIE,

E#EF PIN AIEfR.
TEHIETEEEALERR PIN VRIS SMEE. EXMERT | RREERE A T WEREETHIEE R,

=S

BRIEPERSEEH A Java jRA?

8B E Java 8 ESIRALAGEALINEEET IPv6 MLE/E5 IDRAC EHUEHIE.
BIEEZE M iDRAC Web REIFH , REMEHISSIR(IMARISED. X2MEIA(T AN ?
Akl XAEES S EERE O LIS HENRIE.

1EBRS3 88 LAY AR AR A LARB R FRRDIEIRIZ H S ISALIES ?

aTLA.

P AEREAFHNTETE 15 B A GEXAIRSEE LAIFBRSE 2
AP B ST IR REE AR,

FTRFSARERIRGER ?

%8, IDRAC WEIAHASTF TFHEKRSE | MR IZZIFTF

At PRI AT FFRSANS 2

LAHISFHISZERNT |, AP AR TSR,

KAF IR S XA ERETIER ?

.

KXAFER SRERXATEER a5 LAIRST ?

& | FIFSKRAR ARSI SR ERIET XK,

iDRAC AF¥TAE XA A RS SRR E =T AR ?

HIEH IDRAC ECERRA B &SR] LAF T a KA t=HI &,

MRS A RS SNSRI TR 2

WhREE B MEEIEH AL,

EERIE iDRAC.VirtualConsole.AttachState BIRE |, BEFERAUTGS :

racadm get idrac.virtualconsole.attachstate
BE M SSH SILFERIAERA TS -
racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState

FERFHUESIE OSCAR B tBheBEIRE. FitiEHEERE  SERSHEFFLERZENRTS. BA , BEE/RZFRT IDRAC
ELMEA =TI,

At aEEIEF S EOPERIRARFREEE ?

1R Management Station FYR7REEHDHIZRIZE /I 1280x1024,

Hft4 Virtual Console Viewer BfA7E Linux {2{ERF B HINELRS ?

Linux FROIEHIEEEREE UTF-8 TR, MBERFREHFRFAE (URFE).

F{t4 Lifecycle Controller FA Linux XAEH S THIBITARSE ?
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E%ﬁ%‘ BFEE USB BIFIKEIER | {8 USB BARIKEIERFRIE X-Window EMERF FaTF. EEIMEHAEESRT , BUTTIE—
ES .

o HETH > RFIEI > BAFEIR. EERME , & Linux,

o HETHRHET  iLFBE—HITILIN.

WAI{E Virtual Console Viewer BiCAFRREEITIEE ?

EEEINEHIERIER  WIRIERERRISE T IERRER.

RELIEH DRAC EEHIEHI S B Fin L AIEBR—MHRIEIT (77 DRAC EHIEHIERENTIEAT ) . BUASIOEIHER.
B EIUEHSIEIER IR Microsoft IRERFRY , RILIERSEEKERS ?

B, BT BIOS FEBHEIIZFISNRS DInfE st Microsoft BERGFRT | RAERIE EMS ERER , BKIRITIREE
e, TWIRESHTERS DIFERE  SEENETEEENRSEE BRI AUSTE BIOS hXAEMEFIS.

HAEE R Microsoft 45, , FSEIREEFF RIS TEA, SHERTRILES , BE4%H DRAC 1B/ FIER IR
& | REBTRIERMERA,

7+ 4 Management Station LRI FHIEIRT AT A RERIIEIEIRSS 28 L EFHIERIRES ?

LE@id iDRAC 51alAT , ETRuh FAY Num Lock BRI A—ESImiZiRSEE8 EHY Num Lock £R3F—21, Num Lock APIRSEUA T iEET
ESIEMTERSEEIRE | SEIEL FAY Num Lock IRETX.

A ANFEENEZEPUZFISSIERI RRS A Session Viewer B[ ?

BEEMNARRE ERINEHERIE, HHREASZSTH,
MREEHSRIEEEHTHEEAARLEISERSSE F— " AREESIEIZEER?
B, NRTWAFBIERS  REEB RSN,

BETEMENSRIERESIER?

FN(ER 5 MBPS IEZLIRIERIFIHEE. RIRMAEHEE 1 MBPS EHREE.
EBRINETEMEHNEEH ARBRERAER ?

management station ZE3K Intel Pentium Il 500 MHz &EE8FNZE/D 256 MB RAM,
BMraEpizflaEEREOENSER "XTES" WiER?

BEIEEATRSRRE N DRAC ERIEHI SR ERIZKNEITIERSHREEIUN. —RERT , SITERSRXAN |, eIl
177, B, TREERAITIEIRSS SRR IR EE B ItiE R,

Hft+4 Virtual Console Viewer EOBR&SEFEBHBERNEE ?

EBERISE AR RE MR BRISEEN DRAC BEBMRIIETEE. BRoHERSRIERSFSHIBTSEHELEER
B BE  YIERE (FINIBIRENEFER ) JiRESHNEER.

M iDRAC Web RERENELHEHERIEN , DHASET ActiveX Z2HEN ?

E’?A%Egﬁigﬁﬁﬁﬁ'ﬂﬁﬁﬁﬂiqﬂo ERIAESREMNENEHSRIEN BT S HED | 151 DRAC FINEIEFimX 5E89
SR :

1. BAETH > Internet #IR > B2 > Al{SihE.

2. BEHISRFIN DRAC Y IP ithiFEl DNS Z#R

3. BEE.

4. BEEEXEN.

5. ERLIREEFNF , T FEEREBR ActiveX I FIEIFIRT.

#{t4 Virtual Console Viewer Bi[1A%H ?
MEEERINRRSR | (BEREREINEHETNIR | AIATTLUSIEERGREIUNRINE | EFEnZERSH|IUEHE.
EREERE |, BHHARIFE DOS RARE ?

Dell BIOS Y& EARIREIEFFARIN PS/2 Birm. RIBIRIT , PS/2 BiMERBRSHRVEINE , XRNEMFESIER, DRAC T8 USB
BARIRENIER | SIHEREIEH BB RAMIEEEIRNEREEHIRER. BIE DRAC 1§ USB RUAEII AR EEBLS Dell BIOS |,
BIOS AR SKHEEHRAEUEF BT ARIEAR. BEENER  AEREFETHEAMEIREN "USC/Diags” .

BiELIEHEE | BirRSnEEERaRaED  BEFRFAPREN. AHA2REZMER  MEFR ?

NERISEIRMRINIRE /I USC/Diags , MIEREXMER. &T Alt+M RERIDEAER S EERER. BIXIRT Alt + M A ERE
EHla LRI,

BRIEIIERISZ B2 CMC 350 iDRAC RER , A4 GUI SiERHERT ?
M CMC Web SREE3 IDRAC RIEEHIZHI GRS | ISFTFHRHBEOLSENESIE. ENEHEITHRAASHESXA.



EER FEIIE— iDRAC RFt/25h GUI FIEHIEHIEHT  (NRMEEHENOXFZEI GUI Bf530 , U iDRAC GUI £iFiERt. (IRAE
BB FEIIESIS X FEM CMC Web REES] IDRAC GUI |, IthE)EAS HER,

D|i*: FEATF MX EA.

#tt4 Linux SysRq $7E Internet Explorer LTSS ?

Linux SysRq #1795 M Internet Explorer {FREEIMEHRIGI AR, EA&IX SysRq §2 , TE1Z{E Ctrl F1 Alt $#8YERT , =R Print
Screen EERHIESER Internet Explorer BIERY , @it iDRAC 45 SysRq $E&EZITE Linux FREZSE | IBHTLUTRIE
1. EGERITRE Linux IRSZE8_ERIBARTIRE, ERILUFERALITESTE Linux Ris HHTEGE

echo 1 > /proc/sys/kernel/sysrq
BE Active X Viewer RUREEBIET .
& Ctrl+Alt+Print Screen,

{SEERY Print Screen,
¥ZF Print Screen+Ctrl+Alt.

oMo

@ iE: Internet Explorer # Java ZBiA3z3F SysRq IHAE,

A 2ERMIEHISRSBER "EEPHT BER?

EIRS A ERS I SUEPERAEEMEIHONT , iDRAC BEiFE:R , [T BIOS EigM-K. MRFHERANE 10 Go MK | tHiFEataEs
B, MIEINSEENME TS ERERNIINY (STP) , MFEHEESIEREK, EXMERT , EEEER RS SRS
ImOfSH PortFast, EAZSEIERT | EEIEHIESBETER.

3 iDRAC EIf4I5 | BB Java IEtEEHERIEHI & KM,
kR Java BIRER | RRENEMEFIE.
{5 Web IRS32RiIR0O (443) BAEHISEER

racadm>>set iDRAC.VirtualConsole.WebRedirect Enabled

BXAIMNBEIEE QIR0 (5900) |, HIRELLT IDRAC B,
BXFSNBEPIEFIEIRN (5900) , MAEATER iDRAC. VirtualConsole.WebRedirect Fl
iDRAC.VirtualConsole.CloseUnusedPort,

racadm>>set 1iDRAC.VirtualConsole.CloseUnusedPort Enabled

©) iE:
o WMERZATEMNFRIRD , WABESHEIMZAEUNR |, EalLiEd EiliEs aFEREUN R,
e JSF “CloseUnusedPort” B , BF Java #1 ActiveX FIERIMEHISTIRIAN IS LAET | BAEIESEERIMNRRA.
5 HTMLS SR ERRRIEIE S S FIEN BB iDRAC Web IRSZE8IRO (443) LizfT.

R R

AT ZEHN BREFIREEBRSERT ?
HIIESHERTSS | IDRAC BHFMTFHERE | ST IRSS SR IR SRR BRI,

REEFRARSEPELY CD , H# CO BEBEMEITIIRE. EXMER T , MREFIRARFBRIKASENER C0 , B JREE
RS | RS, SISERMTTT | TLAUN GUI EESmEEF a2 RIRTERME,

E;& iDRAC Web FREFFELEIT A RACADM ApS B "ENMTR" EEIRE  ANALEEENE  (HICERN T RS
EENEREMNIRES | BERENUN REFIREEED.
Pt LB RN REER Windows E{ERAEREEFRRIEE ?

YWNER{EA Dell Systems Management Tools and Documentation DVD &% Windows IR{EZR S , HEMBIEEKIE , B TMEIER , &
IR e EE E K MIATE A BESIE) IDRAC Web REl, REBOAFRSISRLEHE,

SRR SR E TSI SRE ?
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ESERS , 158 BIOS IREFHEZES | S5, RSN CD. B vFlash FHRIBEEEEXIRES|ISINF. Lok , FaTLAE

Sp’\él'?% iﬁ%pgg%nm%q:ﬁ "SR B BEIUSSIRENAES, Bilf0 , EM CD IKEIEE5|S , EEE CD IRFNBRE B N3 ISR
JE—PNIRE.

IRRLE N BR2EBITI LA B IS Sig R ?

iDRAC fSSIFEMNATAS ISNREIS: -

e CDROM/DVD HUENE

ISO 9660 Bf{&

1.44 EREBEIREZ RIS

IR ERGIAERBEIRIERRT USB (NfFE

USB [NfFE2 &

WfTiE USB IFRIE ARSI SRS ?
EEILAEIE Windows 98 BaNE51S , FHS RS MNSEIEEHIZ USB INfFE. N, 7£ DOS IR~ , A TSES

sys a: x: /s

B, x EEERENTS|SIKEN USB INFE.

ERN R EMMAEIRRITIERE. (BE2FTAEIETT Red Hat Enterprise Linux 8 SUSE Linux IE{ERFRIR R LIXEI EEIERER/
BBl CDigs. WuiRRItRRE ?

R |inux IRAAS(FERERG EEINEEEREIRENESFIRENL CD IREhEs. EMEEIVREIRENES | TR Linux DECEIE
PR IR NSRBI . ENNEEIREIRENES

1. FIFF Linux SRR EHHEITUTSS ¢

grep "Virtual Floppy" /var/log/messages

2. FENZERRIRFBHIC AL,
3. fE Linux I~ FfHbEITIA TGS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep 28 11REHS 289 EIEL.
4. LB, 3, BF grep mSIERHIREIE F EINREAISES.
TR M INFHEEE B AR SB IR TS,
6. fE Linux I ~"fHbiEfTA T &S -

o

mount /dev/sdx /mnt/floppy

Heh | /dev/sdx BB 4HPENNIEESB . /mnt/floppy BIIESR.
ENNFREHL CD IkENes | TEIKE! Linux DECEIREHA CD IXF=shYiRE TR, EMNEREHL CD IXEES
1. ¥TFF Linux ap SRR TIA T @< ¢
grep "Virtual CD" /var/log/messages

2. RKEZERNEFHEZBHIC TEIE.
3. 7E Linux IR HNETIA TS ¢

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep 28 11REIS28IATEIEL.
4. EXB I, BF grep mSHIERFHLEIES Dell £24( CD BNIRES.
MRS INFRERZREL CD XS,
6. 7E Linux I~ FHbETUA TSRS ¢

o

mount /dev/sdx /mnt/CD

At A7EER iDRAC Web REHTIZRRZEMEHZE | EEZIRSSFAIEMIRHNZESMMIER ?
B EHSSEDRAC BiR | WiFiRfE s eI IKaN=8, IDRAC SeREIRfE RIS B HIL.
At 2EE USBIREZIE | FiBHY USB IREFERIIFHER ?
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REMN FRIZEF vFlash IREIFASE S USB IREIEEEIEN] USB B4 , BIIH=E—MEMA USB in, S=HAREHILNEEL vFlash
USB i&EEREZIFEN] USB BEalriERs , FrE AN A vFlash IR EBEMEN USB BAERMITFIER: | ARTIEEME
ga WRENRFRAEREMNRIRE | BABEEHDB— MRS MEIMNRE vFlesh 125, EINSTERTARER USB IR

. PRI TFLAER.

USB SEigiztIB T AER ?
BRI EIRIEREDIIRSS AT USB 1I8&F 14 USB 184,
WASEIR AT FRAORAE ERE ?
BRI RISIENRE | BEIER T EIIEHISREIN R | ST FINE—RE
o BMEEBHEERARE.,
o ZEREHIIN ARSI SR,
®| it EERT | SERSSMEUN R EINEHSRY IDRAC ZAINERERMASZRIP.

o YNER{HEREE Windows IRBEHRIERS , iBZ1E Windows BRSS Windows Event Collector, EHITIIRIE , BEHR > BB T
B > RS, AT Windows Event Collector , AIGEETELE,

EEERRIRZE USB IFRIHIASE , BidERINT REER—MEDRR | At ASHIERKWER ?
FAVFRRSGAEMIRINRE. ETEWCIKIRRZR BB TEERNSERENNAERER.

EEHER EROR RN RS L STIHAMOC R GT2EE 2

REMSRERIRFNRTSIRF FAT16 B FAT32 SUHRE,

P AEED BT R&EE DVD/USB BY , BIEREIMNRARIARGER , (ARTERES ?

NRITARMHLLZTINGE (RFS) IEEER | BEERERERE. SR(NSIFHER RFS UEMNR—ERESY— , FeERAER.
EP{iE iDRAC BEHIN R EEATRTR A EF , BN BREEERE.

% IDRAC FHEIIRR IR B AMRFRT | ANSRIEEIREER ActiveX 8% Java FRIFIAIAIEIINGR  MIERRSAERRACERE. KRS
N ESCOEEESERLOGEETN .

vFlash SD &

vFlash SD ={aJAJ4HEE ?
BRAEIEEH{TRRY vFlash SD REBIE. HIa0 , AR ARIEETES.

SNMP ISiE

PAH4LEREE “Remote Access: SNMP Authentication Failure” (i&fEiflE : SNMP ISIEXRM ) ?

FEERIIESF | IT Assistant RERIUFZER get F set BREFR, 7E IT Assistant # , get BIREFR = public , 1 set BUAZFR =
private, ERIAERT , FBF IDRAC REEFZFRY SNMP REERRFEIAEZFRZ public, =5 IT Assistant &t set IEKET , IDRAC KERER
SERY SNMP ISR | BABUEZRERIR = public BIEK.

EGLIEAERE SNMP SGIFEIR | SN IERRFESHEREFR. BT DRAC RAF—EWAER | S iEHERIAY get 0 set
FUAZFRAT IT Assistant EIRIRE.

AL A
FHheE
FREERBIRFRIFHISEERRET . FE OpenManage Storage Management R/RAIFiEZELL iDRAC B, B4 ?

iDRAC (RBRGEMARERE (CEM) FifiREnEaE.,

3F HBA [SEAYIMER JBOD/Insight , {§{#EF EEMI ;&R ID ENCA42 &ERf SAS iEiE25/I0M HIFRAY EEMI ER , (BRSLERL SAS iE
{%22/10M PRERY EEMI S ENCA1,

HIATE IDRAC Web REHIRE IOM |, IBHUTLATRE

1. HEFE > = > UE

2. EFHUE,

3. EREFEET  BRTREBENERENFE  AEHIA IOM TR,
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GPU ( NiEz= )

IDRAC GUI H CPU/INiERE FRINNIERSE SRR IRE.
Y4 Redfish RRSFEREIEEEERRT , GUI RV SR BT fEAS B RTREAm Nz,

iDRAC BRS1EIR

FU PowerEdge IRS3E22AY iDRAC GUI TIEFRAY iSM ¥ (S R TRk /K IETREFR
LEPESETHRMF NCH , BELY. XESEiISM TALERMES iDRAC B&(E.
{E&R%5})IE1T iDRAC Service Module Bi , E&MiEIEE OpenManage Server Administrator ?

B IEAEEEE,; Server Administrator, fEZLZERIETT IDRAC Service Module ZHi , iBHRRE/ZLE IDRAC Service Module $244HY
Server Administrator &g,

TR EENURERFPES SR iDRAC Service Module ?

EIfRERFHFET DL IDRAC Service Module
o {FIE{T Windows lIZRF L -

FIFHEHIER | I8IE IDRAC Service Module £EFITFE&REIEFRIFIZE.
o TEIE(T Linux IRZA L :
B1T6% rom —qi deism, WEREZEE DRAC Service Module , BRIRSEEERE,

o MEE{TESXiNESK L , EEHN LIE1TAS esxcli software vib list|grep -i open, WHHERER IDRAC Service
Module,

©) i¥: B Red Hat Enterprise Linux 7 E2&/ &% 7 iDRAC Service Module , 15§ systemctl status
dcismeng.service 82, MAE init.d apd.
WMAIS B RFhZEER) iDRAC Service Module fIRAS ?

BB RSP iDRAC Service Module BIERZAS | IEHTLATIE—IRIE -
o {RORERTEFFIG > IEHIEIR > TBFHMINEE. B%%E iDRAC Service Module BORRAISFITERRASIETR £,
o EEFAVMBY > HIEENIER.

%24 iDRAC IRSSIERFFEIREBIRERIZHA ?
EL4E IDRAC Service Module , 8RB BEERKIIAISTR,

{£ iDRAC Service Module 2.0 R ERIRAH , %% iDRAC Service Module B} , 2R EIZER |, IBHIVIRSRASIIS. 5
XERISNRSHBHWESER | 520 (AFISE) . INfRIER ?

%% IDRAC Service Module ZR1 , i5HH{RIRSSZRESE 12 X PowerEdge IRSZFEESIRA. 5, HRESERIZ 64 (RS,
ERMERFATPIBERUTES , BIESERES “EF USBNIC #Y 0S 3 iDRAC HiE" IhsEtE2ule. AL ?
The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iIDRAC Service Module {#FIE-TF USB NIC IH&EHY OS I iDRAC B , #1375 iDRAC HNIE(S, B , KRE USB NIC #Z0OEE T IEHRY
IPimm , (E@EENREY., JAENRERFERARESR— BinsiiE1 5B LK USB NIC BiRK5 HEEHBIRFISE—NBiR
Bt , BTReSHILXFNE .,

. 64: HLlARTRG)

B#R mES PILE RS 15E EEf8iR &% EAEO
HINME 10.94.148.1 0.0.0.0 UG 1024 0 0eml
10.94.148.0 0.0.0.0 255.255.255.0 | U 0 0 0eml

link-local 0.0.0.0 255.255.255.0 | U 0 0 0eml

link-local 0.0.0.0 255.255.255.0 U 0 0 0 enp0s20u12u3

5l , enp0s20u12u3 2 USB NIC $%[, #E- At EIREIBREESHY 7B USB NIC FEIFHAESE—. XS DRAC
Service Module BT FZRSEEI IDRAC FYEIRS IDRAC BSEZHINRIE. BSHTERRR , BHRRAT NENRIERZIR IDRAC
USBNIC IPv4 #tifit ( BRIAMEIER 169.254.11)
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BN, BPITLATERE
o TEM—RYE RIS _EEE IDRAC USB NIC b,
o MNIBHRRTMEAEENSEE | LIFREEEHEA iDRAC USB NIC IPv4 HEhHRT |, B&ERIGI%ES USB NIC,

{£ iDRAC Service Module 2.0 fTSERRIERA L , £ VMware ESXi fR53220h{EIZt iDRAC Service Module B , EHIZSIBNEGE2 A
vSwitchiDRACvusb , i%[14A7E vSphere EFif_E#ia& /9 iDRAC Network, J{AIISEIES ?
1E VMware ESXi R5588 223 iDRAC Service Module VIB B , iDRAC Service Module &8l vSwtich #1 PortGroup , LAfEfE USB NIC
B TETF OS 2l iDRAC BiBS iDRAC HTBIE. H#HfE , B3I vSwitchiDRACvusb Flix2H iDRAC MG~ #HMiR. &
FEIMER  BRITUATERZ—
o %ZE vSphere EFIRECEMS , AEMIREE.
o HEZE Esxcli HEANUT®S -

o EipguROA - esxcfg-vmknic -d -p "iDRAC Network"

o EEEE vSwitch : esxcfg-vswitch -d vSwitchiDRACvusb

(D|i: EATLAME VMware ESXi BRS3 58 E E#iZesE IDRAC Service Module , BRI IRSS S8 1E M IIALIEIE,

SHIAY LifeCycle BEMFIRERFRIIH L IE ?
EEEEH LifeCycle HE :

. 65: £aFHIREAE
BERR s

EMHBEESE > Windows BE > &4 FiG iDRAC Service Module
AR ESERE S HIZIRZFR iDRAC Service Module T,
()| iF: FE isM 21 FIEEhAH |, £EmERETEEHZ
Lifecycle Controller BEIBRZFRT. £ iSM 2.0 FIE(KiRA
Microsoft Windows b, HEEEHIE iDRAC Service Module JEZBFR T,

()| iF: EmEHAETRIRERTLAFER iIDRAC Service Module &

LREFHITRCE. &1E%%E iDRAC Service Module BY&M%&
LR, OB EIE.

Red Hat Enterprise Linux, SUSE Linux, CentOS #[ Citrix /var/log/messages
XenServer
VMware ESXi /var/log/syslog.log

TE5ERX Linux ZERAIRIRARMPLE Linux MIBERHEERRTITN ?

BEE Linux NBREEMFIZE | 15215 IDRAC Service Module B #55 , ML : https://www.dell.com/idracmanuals Y Linux #5
FM—15,

IR LA ERY GPU THEE ?

BIOS RiFMRERCE )R E 1tRE

£ QIR IRET B NPSIREN 4, FIE CCXigEA auto
B NBiEs/)N 1 DIMM

IOmmu = Linux OS _EREIE

RACADM

17 iDRAC Ei& (BidfEF racadm racreset < ) [ , IRKHEMGS , SBTUTHE., XRFTLAER?
ERROR: Unable to connect to RAC at specified IP address

IEHRIE WSS IDRAC STREIRfE | AREREE— 1<,

{iEF RACADM @ SHIFa SRS , FLLEIRARBRH.

{#5F3 RACADM & BY , AJRERBEILI T — S MER

e /Kith RACADM fEIREE — WEA. ENRIEIRFNSFREIREIDRR,
o TFE RACADM $EiR(SE — 0 IP #ElHEIR. AP IRo D iR F)5],
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¥} iDRAC i##1T Ping llilHRIE , MNREEAIRNNHSAEN Z EHEREZE , MiRHE Ping IR,
BIMRARS LRI ARP 3K,

i=fE RACADM F5iEM SUSE Linux Enterprise Server (SLES) 11 SP1 %355 iDRAC,
BIHREZIETIRY openss! #1 libopenss! hRA. IETLATa< AR % RPM E{44E

rpm -ivh --force < filename >

Erh | filename 2 openss| 8 libopenss! rpm {43714,
fgn

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

B AEREENE | it RACADM FIEF Web HIIRSZEESAIA ?

EHi% IDRAC Web fRS5E8fE | FIRER RS/ Lo | InfE RACADM IRSHIET Web RIREA ST AR,
FELITIER FEEIR iIDRAC Web IRSSES -

{s5F3 IDRAC Web FEF R EEXMEBE T MELZT B MHRT.

iDRAC.Webserver.HttpsPort B2 8EX , 83F racadm set -f <config file> XEMITHIER,
{#/ racresetcfqg 4,

iDRAC BEEEiRHT.

FE T SSL BRSSSRIET.

fEA#ith RACADM BIEEE . NREXERRS X  MARFRERER ?

XEFRNCIES KIEEIEASRTH, AT, SRE—RIEESHENE  AEBERS XEMIROEE. MRZEETER 55
el KigMremEBEiRZo X,

KA ZEEAZRIIZE calvin

WNRERRFREMIME—RY IDRAC BUAZRS |, (B8R calvin IRENBVAERS | BRERRAR LRI bk,
MR EIG K X BIRIAZIES calvin, BMEIS iDRAC EigAMINRE | BT ERSEIME—EE.
BRRELAENLRIVER | BESIUEAIRS RN | WAL : https://www.dell.com/support,

Hifth

TR B AN TR R
®

i#: 3.30.30.30 EFHREIESRALY 4.00.00.00/4.10.10.10 FrEHI5{E iDRAC RS,

IR IDRAC fa , IDRAC GUI AJBEAEERFIBIE,
®

EBRERERGN TN RIERSBNER/EH.

BREMIER

o BN LEIRERSRT DRAC REREHENR. EEES DRAC —fEZEE OMSA 8 iSM LURBLFHZ.

o BN 2 DRAC EERFERERFNENBFEEZES— M EERERS | ARNENANARRAIEENEMABEEN
Z. HERERINZERERERFHER | DRAC (URFEE. RCREHNIURIERS , DRAC BLEERFHZME. B
B | BRI E R RS I NIRERFSENEREERT iDRAC HRYFEHZ.

iE: RETRUFEASFIR T DRAC , IBHRREEIR DRAC ZEEVEFMOH , LAUARERIER iDRAC FAUEEIRE.
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an{aIE 7] F=UARS5280Y iIDRAC IP iBiE ?

®

i¥: Chassis Management Controller (CMC) i&IYXIERT /] FIRSSES.

{§F CMC Web 58 :
®ZE 8 > IRSSEE > 188 > BB EETRNRIET , EERSEN P ek,

(ERERIEHE | =50 SIRSEIUEFESTIESRES DRAC IP #ilit, 7F OSCAR FREHEE “Del CMC” 25414 , LUBT
AHEBTEEZRE CMC, CMC RACADM S A LAMIZIEER X,

BX CMC RACADM i SHIES(ER | 155 S EREHI8E RACADM CLI #5888 , AL . https://www.dell.com/cmemanuals,
BX IDRAC RACADM @ SHIEZ(ER. | 155I% IDRAC RACADM CLI #5875 , R : https://www.del.com/idracmanuals,
{41t RACADM

FEARLITES : racadm getsysinfo, {540 :

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1

Subnet Mask = 255.255.255.0

Gateway = 192.168.0.1
{EF LCD :

EEXE L SRERRSHAIRGERE | AREEMENRS S MEERE.

SMAIEFTI R TUIRSS23HY IDRAC IP HBAIE ?

®

iF: OME-Modular Web RENETNIERTF MX F&.

{&F OME-Modular Web R :
E 85 > iTHEIEFTEYUKEE , DRAC IP BB -AER IP,

o {F OMM RIS , 1525 Dell EMC OpenManage Mobile FB/#57 , M4L - https://www.dell.com/openmanagemanuals
o (HARITIERE
o (HALCD: AFXE L A SEETRSHEOERE  AEEREAENRSSEFHE MOERHE,

MIEKST] FTURSS 2R TERAY CMC IP ik ?

®

it NMERT MX FA,

M iDRAC Web R :

#Z iDRAC i®E > CMC It CMC #EREISZ7R CMC IP ik,

MEBEHS

£ OSCAR SFREFIEE "Dell CMC” 125l& , LUBE A MBI TIEREREI CMC, CMC RACADM @S aILANIZIERE A H.

$ racadm getniccfg -m chassis

NIC Enabled =1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0

Current Gateway 10.35.155.1
Speed Autonegotiate
Duplex Autonegotiate
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()| i%: tE]fEMITE RACADM HTIHIRIE,

H% CMC RACADM S EZ(ER |, 15217 YIfaETRIsHI28 RACADM CLI #8F5 , ML . https://www.del.com/cmemanuals,
B>% iIDRAC RACADM #pSHIE SR |, 1555 IDRAC RACADM CLI #5535 , ML : https://www.dell.com/idracmanuals,

aN{a[ &I OME Modular P btk 2

)| i*: (UEATF MX EA.
e M iDRAC Web 5 :
%% iDRAC IZE > EIRENR EBERMMEIE B OME Modular IP Bk,

AN EFANZRT RSS2 FtETUIRSS 850 iIDRAC IP Mttt 2

e MZFith RACADM :

{Ef#< racadm getsysinfo,
e MLCD:

YRR S L |, (3 LCD ERSARIAEE iDRAC IP tihit, #Z=iRHIE > ME > iDRAC IP > IPv4 & IPv6 > IP,
e M OpenManage [RSHREER :

£ Server Administrator Web REH , %= {RIRGHIE > RA/IRSH[IER > ERRNBE/ E5ZR > imiFihHE.

IDRAC ME1E=ATAE,

XTI TUBRSSSS
o TBIR LAN EBESEIEEEI CMC, ( NERT MX &
o MHRENMBERANICIRE. IPv4ELIPV6IRE , LAREFSE DHCP,

STFNZRLF B IRSSES

o TEHZHEIG , HHRE LAN BBIEEERI NIC w0 |, isOhEIRFIFE.
o EELMAENT , TR LAN EB45EIEREES] iDRAC LAN %,

o MFEHIMEEANICIEE. IPV4F]IPVEIRE , LAKREERSTL DHCP,

iDRAC fEHE= LOM 3 Eif|E]

I%E_\i%;ﬂ?%’ﬁ%%*ﬁ&?i@ﬁﬁ ( 590 Windows FREYEEFESEANSEIR ) |, IDRAC RIBERIAIGIA. EihA) iDRAC | IBEFBEIENLLA
IREIER.

[EFSEIRER S 1EFINY (LACP) [ , &= LOM TiEIFE TAE.

WIESR LACP ZRINIE MBS BRI EN IR ERGINER. (BR | WIRIEEERH LACP BE | TEINEENBRERFIRNE
FrZHl , H= LOB FIREIERTF. BX LACP ECE | 55 RATR .

(0| i%: INERIHHNELE T LACP , BFATETIS | SR7A518) IDRAC FUFEE LOM IP,

BRI RIS ESBANAE | FHETEIRFX | ERXAASERE,

o [RSZEEEEERT , IDRAC RESEEWOEHH TN,
o #EE CMC F1 OME Modular ( {IERTF MX F& ) EBIERE., #iEEEREnfEs.
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W{ETFeZR iIDRAC BIRFEPZFIZS ?

WG IDRAC IRERBRNAIRE., BXES(EE | 521015 DRAC iR EOUAIRE E /Y 309,

AMATEE S FE R R FHITRIE TR ?

®|i$: FERF MX F4&,

1. BF CMC Web REFHEZ N > RSS2 > 188
2. TERRSSEEAYITRIM N IRIERF TR AT R A,

TR AR$558 LAY iDRAC 75 | SERBIRIM AL,

ETHEREARSS.

S8 CMC ( MERT MX F& ) ] OME Modular (BT MXF& ) Web REILAEE DRAC EBEBTATFREM. RE 5
EIR(ER CMC Web FEEFHEN TTELRY 77 SPROSBAERTEI

(D|i#: EFTMRETERT MX FA,
MRIEBRATE , WHRBARLH,

=5 SR ERSGRET , BIRET RS , (BERRARETIEREM
51,

IS RIS :

. WEREESRAHAL

o CPUPERZERATIAL

o UEEERERSARIEFRESE.
[ERY , f5F8 IDRAC Web RETEMARSSEE LCD [HiE iDRAC HEHRKERES.

7E Linux B¢ Ubuntu _E 7oA Firefox NILSSEZFE! iDRAC Web R, 7o
IERINZE,

ERERILIARE |, IFEFHLIRETR Firefox XILTRS.

£ SLES #0 Ubuntu FpFGiAIEID USB M-<ij3(a) iDRAC

@lii: 1£ SLES 7, 4% iDRAC $Z[iR &9 DHCP,

£ Ubuntu &, {$5F8 Netplan 2FBFERR#% IDRAC #EMECE 9 DHCP 183, EECE DHCP |, IBHUTLATRE -
1. {§H /etc/netplan/0l-netcfg.yaml,

2. JJF IDRACDHCP, I8& "&" .

3. NAECE.
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= describes the network interfaces avallable an your syztem
ire information, see netplan(S)
network

version
renderer . networkd
cthernets

cno

dhepl: yes
idrai

dhcpd: yes

"retcsnetplanc@l-netcfg . oyaml™ 10L, Z221C

5: £ Ubuntu H14& iDRAC RHEECE /7 DHCP &=

R1E Redfish RFIHERATNNZEECRIVEL S, FliamiiE bR

ERATVIRER FRU FRERRASER. BMAEER LAREBASEEE FRUNSR. Elt , (RBEIES A SHI.
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1z ES

ABEE S EA S NS ENET R TISERFIEGIER.
E 3

HZERFAAILIARIHEE
RNRFEEMBERFE TR

REERIBECERE FHRMEER
BEEASHASREMETMERERES

FBFEE# IDRAC EW4HIFRE

PATIER XA

A EE R AP
[BENIRSS TR HI S FNERL USB IXE1ss
(EFRERRIE N AN X =R RFR S
EEYIREE

TR FIFANE
FE—RENREKEFHSISPAS PN RNA /0 ImREERE

HEF R ERFA A RRAYEE

WZIKE OpenManage Essentials BYEZHRSS | Dell B RH SaAEFEMHHIEESE. SURRSHOFRY 5 MRSEEITERE , HIIZE
LM ER SRS S LRI, EEEF DRAC BIRERE LA THIEHESHFIR S BRI E.

HERAaTAIa R SetiERmT | iBHRRE L TSR

o EBRLREERE

e B DRAC HEFEER

ZEARE , BEE DRAC Web REFHILITAE , AEIMEEIIRSR

(D |iE: WNSRIEAHENIF) IDRAC Web FRH |, BHZEMRSSES 417 LCD HtR , FHCT IP MIEE S | ASEAEIRAE DRAC
Web FREHITLATIRME :

ARS528A9 LED RS — MMRAVIRIA B ERSEIRIA ..

AUEMR LCD ASEEIRER — IRIAE LCD HHERHEE.
figﬁéﬁﬂk{%ﬂﬁﬁﬁuﬁéﬂéﬁgo IRALIBERIRG  BEERR (A5 ) ABRRER. MREAILIER , WiZEEESER
PRk,

[EEEERAST.

BRI IABAIIAR.

RSB TINN — A6 x BiRE RSB E TR,

TRHERESIRTS — FE5 AT RERBLE TN

SRFEHFIEIHFBEXIEESH Lifecycle BER RRFIRITICRIBETSRE.
ERRARSIHR EFEERTKERIEEE.

{%£F8 IDRAC BRSSIEIR FriRAtAIETNITHRE

RNRFEEHHRRRFESITINR

ERNEFREEMHERFE TR

e £ IDRAC Web SE , ¥% Overview (i) > Summary (% ) IEERFMHERFAILE CRS MEZLOLRZRS
BTRR. e, L EENERERE TR,

o EERRILIECENIAEIRNEE LED , RIERGEMERAIIE TR,
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o WNREXRM DRAC IRBHER | BETRERFENER.

I EERECE R FHMHEHR

ERBEZIRMECER THMEEIR | BHITLATIRIE

1. BREER.

2. EERTEMFZIRIEERO.

3. WSERFNTENSIS. KUESKVSBEFHIRE.
4. RIEMHEER,

SEHSLERSHASMEm

BEHSH Lifecycle HFEFRSEMHE (SEL) :

HAIE®

1. 7 iDRAC Web REH , %% Maintenance ( 4} ) > System Event Logs ( RAEMAL ) LAEE SEL , &ZE Lifecycle Log

(4EREIAE ) UEEEHEHEE.
(D|iF: SEL th2iCSEESEAS . FAMEAIRAES SEL,

2. SEL tamEPESEY XML S{SHESMNME (E1ih, USB, MEHESE)
NElE R R SRS B BENE ‘5)\ IEEERITIEIRSS =R,

3. WISRIEIETESER iDRAC Service Module , NS4SR HESHERRERFRE.

FAF 585 iDRAC BRI E

EFRLATNREE ST iDRAC B4

iDRAC Web FH

Redfish AP

RACADM CLI (iDRAC_) #1 CMC ( NERF MX &)

Dell EHEX{FE, (DUP)

CMC ( NERBF MX & ) OME Modular ( {UERF MX & ) Web BRE
Lifecycle Controller — L%zﬂﬁﬂ

Lifecycle Controller

Dell iIZfEisialEcE T2 (DRACT)

HMATIEE X

EHIFIERE RN , iB7E iIDRAC Web REFHEE FHF—NE :

. BE | BOULERERERFIER  MES

e 7f Dashboard ({XZEHR ) & , 1%4% Graceful Shutdown ( IEEX# ) , SASET Apply (KA ) .

BXEZ(ER | 15215 IDRAC Online Help ( iIDRAC BAHEEED ) .

SEFRIEIER AP IKR

EELUESEOARN R EIR R BFIKFSIEMNVERERAFKS. EEXAMERRBIKS | BERENAEERIKFIR
.

BN EERK, | BERETED
o MEAHAER,

o FCE Active Directory FHF

o FCEIEMA LDAP AP
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REhiRSSeRmisizHl SIS USB JXEI=S

EETAEEHI SO0 USB IXE8s

1.

2.

3.
4.

5.

1% USB (175 ( EBFEMS: ) 1%E2E] Management Station,
EFEALITAEED DRAC Web REFBEIEINEHIE | BHUTIATERIE :

e FEZ Dashboard ({NZ&#R ) > Virtual Console ( EIEHIE ) . /AIFE D Launch Virtual Console ( BEiERIEHIE ) .

FEEIS 7R Virtual Console Viewer ( EEEHIEEER ) .
M File (3% ) 32E4 , B Virtual Media ( EE#IE(F ) > Launch Virtual Media ( BEIERIEE ) .

EATE Add Image ( FRIIBRKE ) FHEFT USB INTFEE LRIBRE,
IZBRE BN 2RINZI AT RIKRNRRAIZ IR,

EREMETZIMEAYIRANES. USB N7 RGBT SIEI RIS E RS,

(ERERNERT RFITE X EZ R RIURERSR
BEH ERTEXHHEAERERR" 0.
EIENAREE

FEHNZRZEMIINIRSS2/AT | e 2R P IRIRE B,
ZHIHIRBELUEINEI MIBRSS RS

1.

2,

BERS AR RIRCE AR D L REFE AR,
RIBXLEEE. BIREAMZMATIBEARSRIRE , REF LIRRIBAHIREFE LRME.

D|iE: BB REENRAE  AEER LMK TRENE LRSS OB B BT EINE SRS S,

LRI FIFaNE

BERFRIHRMETRESER.

E—IRENRAEFHSISPAZSAMM-FRA 1/0 tRAEE

%8

WIERAITF BRI (SAN) FMEHHIIRSGSEHEEZ N E |

B, 7R /0 iR IR ARG EC B FRAIRTIE), TR

1.

o AN

TBHRR BIOS, IDRAC FIM-REEFHT NREHFMRA.
[EF3 10 #RRLINEE.

M IDRAC EEB 14 (SCP) X4+ SH RS 88 BCE 14,
£ SCP {4h#tE I/0 FRRMILIRE.

5 SCP XH& A\ IDRAC,

(ERZEAIA=

FEEERXE-RNAREREI I, AEEFIBREER
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