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Types of licenses

iDRAC Basic or iDRAC Express are the standard licenses available by default on your system. iDRAC Enterprise license includes all the
licensed features and can be purchased at any time. The types of Enterprise license offered are:

e 30-day evaluation—Evaluation licenses are duration-based and the timer runs when power is applied to the system. This license
cannot be extended.

* Perpetual—The license is bound to the Service Tag and is permanent.

Following table lists the default license available in the YY4X generation servers:

Table 1. Default License

iDRAC Basic License iDRAC Express License
¢ PowerEdge RAXX * PowerEdge C41XX

¢ PowerEdge R5XX * PowerEdge FC6XX

¢ PowerkEdge T4XX * PowerEdge R6XX

* PowerEdge R64XX

* PowerEdge R7XX

* PowerEdge R74XX

* PowerEdge R74XX

¢ Powerkdge R8XX

* Powerkdge ROXX

¢ PowerEdge ROXX

e Powerkdge T6XX

* Dell Precision Rack R7920

NOTE: The default license available with PowerEdge C64XX systems is Basic Plus. The Basic Plus license was custom
made for C64XX systems.

(D | NOTE: Express for Blades license is the default license for PowerEdge M6XX and MXXXX systems.
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The following table lists IDRAC9 features that are enabled based on the license purchased:
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Table 2. Licensed features in iDRAC9

Feature iDRACY iDRACY iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades

Interfaces / Standards

iDRAC RESTful APl and Redfish Yes Yes Yes Yes

IPMI2.0 Yes Yes Yes Yes

DCMI1.5 Yes Yes Yes Yes

Web-based GUI Yes Yes Yes Yes

RACADM command line (local/ Yes Yes Yes Yes

remote)




Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
SMASH-CLP (SSH-only) Yes Yes Yes Yes
Telnet Yes Yes Yes Yes
SSH Yes Yes Yes Yes
Serial Redirection Yes Yes Yes Yes
WSMan Yes Yes Yes Yes
Network Time Protocol No Yes Yes Yes
Connectivity
Shared NIC (LOM) Yes Yes N/A Yes
Dedicated NIC Yes Yes Yes Yes
VLAN tagging Yes Yes Yes Yes
IPv4 Yes Yes Yes Yes
IPv6 Yes Yes Yes Yes
DHCP Yes Yes Yes Yes
DHCP with zero touch No No No Yes
Dynamic DNS Yes Yes Yes Yes
OS pass-through Yes Yes Yes Yes
iDRAC Direct -Front panel USB Yes Yes Yes Yes
Connection View Yes Yes No Yes
Security
Role-based authority Yes Yes Yes Yes
Local users Yes Yes Yes Yes
SSL encryption Yes Yes Yes Yes
IP blocking No Yes Yes Yes
Directory services (AD, LDAP) No No No Yes
Two-factor authentication (smart | No No No Yes
card)
Single sign-On No No No Yes
PK authentication (for SSH) No Yes Yes Yes
FIPS 140-2 Yes Yes Yes Yes
Secure UEFI boot - certificate Yes Yes Yes Yes
management
Lock down mode No No No Yes
Customizable Security Policy Yes Yes Yes Yes
Banner - login page
iDRAC Quick Sync 2 - optional Yes Yes Yes Yes
auth for read operations
iDRAC Quick Sync 2 - add mobile | Yes Yes Yes Yes
device number to LCL
System Erase of internal storage | Yes Yes Yes Yes

devices
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Configurable thresholds

Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
Remote Presence
Power control Yes Yes Yes Yes
Boot control Yes Yes Yes Yes
Serial-over-LAN Yes Yes Yes Yes
Virtual Media No No Yes Yes
Virtual Folders No No No Yes
Remote File Share No No No Yes
HTMLD access to Virtual Console | No No Yes Yes
Virtual Console No No Yes Yes
VNC connection to OS No No No Yes
Quality/bandwidth control No No No Yes
Virtual Console collaboration (up No No No (One user only) Yes
to six simultaneous users)
Virtual Console chat No No No Yes
Virtual Flash partitions No No No Yes
Group Manager No No No Yes
HTTP / HTTPS support along Yes Yes Yes Yes
with NFS/CIFS
Power and Thermal
Real-time power meter Yes Yes Yes Yes
Power thresholds and alerts No Yes Yes Yes
Real-time power graphing No Yes Yes Yes
Historical power counters No Yes Yes Yes
Power capping No No No Yes
Power Center integration No No No Yes
Temperature monitoring Yes Yes Yes Yes
Temperature graphing No Yes Yes Yes
Health Monitoring
Full agent-free monitoring Yes Yes Yes Yes
Predictive failure monitoring Yes Yes Yes Yes
SNMPV1, v2, and v3 (traps and Yes Yes Yes Yes
gets)
Email Alerting No Yes Yes Yes
Yes Yes Yes Yes
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Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades
Fan monitoring Yes Yes Yes Yes
Power Supply monitoring Yes Yes Yes Yes
Memory monitoring Yes Yes Yes Yes
CPU monitoring Yes Yes Yes Yes
RAID monitoring Yes Yes Yes Yes
NIC monitoring Yes Yes Yes Yes
HD monitoring (enclosure) Yes Yes Yes Yes
Out of Band Performance No No No Yes
Monitoring
Alerts for excessive SSD wear Yes Yes Yes Yes
Customizable settings for Exhaust | Yes Yes Yes Yes
Temperature
Update
Remote agent-free update' Yes Yes Yes Yes
Embedded update tools Yes Yes Yes Yes
Update from repository (Auto- No No No Yes
Update)
Schedule update from repository No No No Yes
Improved PSU firmware updates | Yes Yes Yes Yes
Deployment and Configuration
Local configuration via F10 Yes Yes Yes Yes
Embedded OS deployment tools | Y€s Yes Yes Yes
Embedded configuration tools Yes Yes Yes Yes
Auto-Discovery No Yes Yes Yes
Remote OS deployment No Yes Yes Yes
Embedded driver pack Yes Yes Yes Yes
Full configuration inventory Yes Yes Yes Yes
Inventory export Yes Yes Yes Yes
Remote configuration Yes Yes Yes Yes
Zero-touch configuration No No No Yes
System Retire/Repurpose Yes Yes Yes Yes
Server Configuration Profile in GUI | Yes Yes Yes Yes
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Part Replacement

Feature iDRAC9 iDRAC9 iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades

Add BIOS configuration to iDRAC | Yes Yes Yes Yes

GUI

Diagnostics, Service, and Logging

Embedded diagnostic tools Yes Yes Yes Yes
No Yes Yes Yes

@ NOTE: After performing part replacement on RAID hardware, and the process is complete for replacing firmware and
configuration, Lifecycle Logs reports double part replacement entries which is expected behavior.

System Event Log

Server Configuration Backup No No No Yes

Easy Restore (system Yes Yes Yes Yes

configuration)

Server Configuration Restore Yes Yes Yes Yes

Easy Restore Auto Timeout Yes Yes Yes Yes

LED Health status indicators Yes Yes N/A Yes

LCD screen (iDRACS requires Yes Yes N/A Yes

optional)

Quick Sync (require NFC bezel, [ N/A N/A N/A N/A

13G only)

iDRAC Quick Sync 2 (BLE/Wi-Fi | Yes Yes Yes Yes

hardware)

iDRAC Direct (front USB Yes Yes Yes Yes

management port)

iDRAC Service Module Yes Yes Yes Yes

(iSM) embedded

iSM to in-band alert forwarding to | Yes Yes Yes Yes

consoles

SupportAssist Collection Yes Yes Yes Yes

(embedded)

Crash screen capture No Yes Yes Yes

Crash video capture? No No No Yes

Boot capture No No No Yes

Manual reset for iDRAC (LCDID | Yes Yes Yes Yes

pbutton)

Remote reset for iDRAC (requires | Yes Yes Yes Yes

iSM)

Virtual NMI Yes Yes Yes Yes

OS watchdog? Yes Yes Yes Yes
Yes Yes Yes Yes
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Feature iDRACY iDRACY iDRAC9 Express for iDRAC9 Enterprise
Basic Express Blades

Lifecycle Log Yes Yes Yes Yes

Enhanced Logging in Lifecycle Yes Yes Yes Yes

Controller Log

Work notes Yes Yes Yes Yes

Remote Syslog No No No Yes

License management Yes Yes Yes Yes

[1] Remote agent-free update feature is available only using IPMI.

[2] Available only using IPMI.

[3] Requires OMSA agent on target server.
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i+ ZISWEET OpenDS [ LDAP I8, DH Z4AMRATF 768 {ii,

BPAAMAARF . Active Directory FAFEL LDAP FEFRB{H&R iDRAC :

1.

2,

FIFFSZ35H9 Web NIBSE8,

1£ Address ( ittt ) =2E8= , N\ https:// [iDRAC-IP-address] 3% Enter,

(D iE: WNREKA HTTPS IROS (%[ 443 ) B8 , 55 : https://[iDRAC-IP-address] : [port-number] , Ef
[iDRAC-IP-address] & iDRAC IPv4 B IPv6 {tilit , [port-number] 2 HTTPS ix[S.

BERERA.

STF AR,

s ERARSMNZEBPZERT , SINEGH DRAC BFPEFI%.

» M Domain (13 ) THIZEEA , %8 This iDRAC ( LtHiDRAC) .

JF Active Directory FEF , I51E User name ( B ) 70 Password ( Z2f3 ) ==E&+ , i\ Active Directory FEFP& 12513, a0
RECEEBIEENRPEN—ES , MM THEEEIER This iDRAC (IIk iDRAC ) . BFPEERAATUR <tE>\<BFPE>. <5
>/<FAP&> 8 <AP>@<E>.

f5l%0 , dell.com\john_doe & JOHN_DOE@DELL.COM,

SNRAKTERFBIEEL, , i5M Domain (15 ) TTHEEEAHIESE Active Directory 1.

YIF LDAP AP , £ Username ( B ) #[ Password ( B8 ) R , MINIEGAY LDAP FIFPEMZERS. XTF LDAPER , &
EEMAERZ. BABRT , THEEESDH] This iDRAC (It iDRAC ) Bk,

BEHRR. SEERMEIIAFTIRERE] DRAC,

WNERIELA Configure Users ( EEEREF ) SURFIZVAKAFERER | HEUNRESSAMAEIREEINEE | NS E7R Default
Password Warning ( BiAZREEEE ) TUH , AFEENERER.

(EHEEREATHARER iDRAC

ERERREATRFRERZA , BHR

B AP ERERIEBIZEERTAENAS (CA) IEH _EEF DRAC,
ERERERER.
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iDRAC Web REIRBEEHEAEE FNBFETERFERR.
@ [iE: IRIBSESBEAR , FRERNRIEER | SIRTETRHTEEE-RERE ActiveX 1EH.

EFERERERIEAXIMRFER DRAC :
1. {EFE4ERE https:// [IP address] ifiE IDRAC Web S

XER7R iDRAC BRITA , IREIBNSEHER.

O]k WNEREHGA HTTPS IROS (IR0 443 ) 288K , i5H#A : https://[IP address]: [port number] , EHF [IP
address] &2 iDRAC Y IP ittllt , [port number] 2 HTTPS izOS.

2. KBERFBNEEERTPHEATE Login (BER) .
BERMAERER PIN BRI . THER.

3. BAAMERE-RAFPIERER PIN 18,
SBEZESR DRAC,
iE: WNREE S Enable CRL check for Smart Card Logon ( BRI §E £S5 CRLIEE ) MIFHAF , iDRAC 28X T

HiF BByl (CRL) HEERAIEBAI CRL, WMBIEBE CRL hyhCHEsRMFEMREARGETE CRL , MBFIGk
mO

(BFESEER{E/I Active Directory FIR &5 iDRAC

WAS(EFREEE-E/ES Active Directory FAIPESR 2RI , 1BHIRE
BREEIVAUENAE (CA) UEH (AEHAEEEZAT Active Directory IEP ) E#E] iDRAC,
ELE DNS fRS3E8,
J2F8 Active Directory R,
- CHERERER.
EAFEREEIES Active Directory FAF 25 iDRAC :
1. {EFBPERE nttps://[IP address] ER DRAC,
X5 77 iDRAC BRTE | RSB,
@ |iE: SNRIKARI HTTPS 8R0S (K0 443 ) BEX , B : https://[IP address]:[port number] , HfR, [IP
address] £ iDRAC IP ittfit , /il [port number] & HTTPS i[OS,

2. BAERERAREER.

BEREMANEREE PIN BR9ER |
3. WIAPIN , FEadigss,
EERRIEEY Active Directory EIEZRET iDRAC,

@ [i*:

YNER Active Directory RIFEIZERE AR, , MIATEZRL N Active Directory Z13,

(FHE—EFREF iDRAC

BRB—ER (SS0) l5 , BALIEEER DRAC MAFRBAGIUHAFIGIEESE ( fIaIBFEMERD ) .

{5 iDRAC Web FREEF iDRAC SSO

(FFB—ERINEEE R IDRAC ZAT , i5HHR

SEEREMH Active Directory BFIKFEREIRSAR.
BAEFISIE Active Directory ltEIdE2H E/EHE.

BE(FH Web FREES iDRAC :

1. {EABR Active Directory I ERE TR,
2. 7E Web XI5S88= , # A\ https://[FQODN address],
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iE: WNREKA HTTPS IO (i 443 ) B8 , i5#A : https://[FODN address]: [port number] , EF [FODN
address] & iDRAC FQDN (iDRACdnsname.domain.name) , [port number] £ HTTPS ix[S.,

)

() |i%: tNERAEFD IP HENETGAAE FQDN , SSO 155,

iDRAC {ERILAMERIAY Microsoft Active Directory R FRES , FREEIEHERY Active Directory KPP ERITERIERFHEFNE
;EO

(i CMC Web REEF iDRAC SSO

@ [5%: HEINEETE MX & ERTIA,

f5M SSO Ihee , TJLAM CMC Web REIFE iDRAC Web FRE., CMC FIFM CMC [35/ iDRAC BTEH CMC FIBR. WNRAFH
PEETF CMC HhiiiAFAET iDRAC 1, iZFAF3a] A CMC j35 iIDRAC,

WNERZEFH IDRAC PI4E LAN (LAN BEEA =& ) , M SSO AHJH.

E;%HE%%EMHL%EPEDF iDRAC IP #BIEA 4T AR, Bl iDRAC MLZZIEZFFER , N CMC Web FREFAIFEN iDRAC I &
TR,

BXESER |, 135158 Chassis Management Controller User's Guide ( HlIfa S 142 HI88FAFI8R ) AT M www.dell.com/cmemanuals
SREX,

| ‘_ n ‘ ‘ -
{8 FixfE RACADM ij5l8] iDRAC
1&ETLUEIT RACADM 2 FRFERFEFEITiZ RACADM i8] IDRAC,
BXES(ER |, 15215 IDRAC RACADM CLI Guide (IDRAC RACADM CLI 875 ) BT www.dell.com/idracmanuals +3KBX,
?ﬁ%ﬁi@ﬁﬁiﬁﬁ#’% iDRAC Y SSLIEBTAHERIEBUARIERFET | HE1T RACADM Sl ERESER. BR | i<

?i’o

(D) |iE: iDRAC iE:2 iDRAC Ki%4G RACADM EFIRLAZ ZERIFANEY. HIEHH CA MAKHBESIES. EE—RR
T . MREBBIETEIRR CA HEZHG , EBPERTES.

BEIE CA MEBLAE Linux E{EMAixiE RACADM

EIE1TImiE RACADM &2l , WIEARTZR2E(EH CAER,
B AITFE RACADM HBET :
1. %% DER #&ANIEP#EHE PEM = (R openssl ds 1T TR )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem -out
[outcertfileinpemformat.pem] -text

2. EEE FEKEGA CAIEREMRIME, FI80 , 3JF RHELS (641 ) , B2 /etc/pki/tls/cert.pem,
3. & PEM 1&=UAY CA IEFFFINEI] Management Station CA iIET,
f5g0 , 888 cat command: cat testcacert.pem >> cert.pem

4. ERRSEIEPBFHIEE L1EF iDRAC,

{EEZA i RACADM ifjla] iDRAC

BX(ERAZM RACADM i3 IDRAC BHSR. , 215 iDRAC RACADM CLI Guide (iDRAC RACADM CLI #5783 ) T www.dell.com/
idracmanuals _E3REY,

(EFHE% RACADM ]85 iDRAC

#EATLAMER SSH 8 Telnet REiS(A] iDRAC FHEfTEIE RACADM 5, BXEHB(SE. |, {555 iDRAC RACADM CLI Guide ( iDRAC
RACADM CLI #8&g ) "M www.dell.com/idracmanuals _E3KEX,
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SERASTIAR

ERITES SRR EHZAT , ERILAER RACADM LIGERARBLTELAPRE. EM RACADM BEEIRERSZIE | 15

. AN
getremoteservicesstatus np/v\,

. 6: REVIASHITIREE

FINFES Lifecycle Controller (LC) SERMATS BINIRES
. X - miZE . migE - FigE
o EFBEEF . KA . K% . KHitE
- BTG -  IFEEHINEEUE
- WERGRREM - BEH
- BitESHIT . IFEWRE
 Lifecycle Controller Unified « I1EfE{$H

Server Configurator

o [RSSEETE FI/F2 SERIRRAT
HiE , FJ/9 POST $EiR

o RSBERTE FI/F2/FN $ERAT
gﬁ . RTINS S

- RSSEREHA F2IRERR

- RSBB|EHA F1I5|ISER

BKE

/5 HiE

BFRRIR : Z2REF

FREERYIFFRJILE : iIDRAC Express Bf iDRAC Enterprise
LEPS e

T A .
(B AHEETAISIES S iDRAC
ERILUEIT SSH B3R iIDRAC , MIARBIAERS. EHalLUSE RACADM @S {EAMSITEEURIXE SSH NRER. Tkl
IR FRITIE RACADM —#f |, BASIEES ST EER.
fgn -
BR:

FNISTNES

ssh username@<domain>
517
ssh username@<IP_address>

He, IP address f&IiDRAC BY 1P 3Bk,
&i%X RACADM S :

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

Z4" iDRAC &if

TERREM T AIREERSMAEAY DRAC 2TEHE.
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#.7: 3/ iDRAC &iF

L0 SiEH

iDRAC Web HE 6

iTFE RACADM 4

&4 RACADM/SMCLP SSH -4
Telnet - 2
ER1T -1

{f SMCLP ijja) iDRAC

HI&(EF Telnet B SSH Z5 iDRAC BT , SMCLP 2EVANGSITIRTR. BXEZER |, B8R (F SMCLP,

o | g 5"'!

Z2EAZS

eSS R SHET iDRAC BIME—BUAZES |, BRIAESEITMERFINEIRIE calvin IRE AERE, H—ZR0EEITIES DRAC FIIRSS
BiLett, B —TIRERSN , BNEENENAZE,

BRANKE—ENERAREETE LR, ERERS | BEREIRS2RANRA , WL : www.dell.com/support,
@

(D |i#: 18 iDRAC Eig A BN ELISIIATIRE SRS SRR,
RESICES | FEFRENARAERIRE | B/MS AR thEnZEIRE R,

EFHEIZFRIARY IDRAC 13

MREEARFHWIERLENIR , ETLERUTASERES

IDRAC IREXFER ( RRIRERER )
ZNih RACADM
OpenManage Mobile

AR5 EEETE USB i
USB - NIC

{EF iDRAC iR B2 HIEFEIRFNAZS

,\izguﬁﬁﬁ,@ﬂﬁ%agﬂ’ﬂ,‘%éﬁﬁaﬁllﬂ iDRAC IRE/NFTERF. G DRAC IR NENARTAINEE | EaTLLE IDRAC BEFEIREIR NEK
L o

Al 245 18 iDRAC HiRPEIALED | iX1% iDRAC EiRBHHIEIAE.
{s5F3 IDRAC iR BN FIfERFEIR iDRAC :
. EHEISIRSBEEFHIET <F2>,

1
2. ERGHEENH , B35 iDRACIRE.
3. B8 iDRAC FeEEIZHEIALEE,
4
5

i¥: ¥F PowerEdge C6420, M640 F1 FC640 , BXIAZZM3 9 calvin,

. BERLUA  ARERE.
. BAE5ERL.

HFTE DRAC IREFIRNMANRES | ERRSES.

(4t RACADM EiZEASRE

1. BRIZENRR LLENRIERA,
2. iAEIZS L RACADM #2,
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3. 1&RR (HF RACADM BM RIS BREIAS TG PHIRBREIE.

{5 OpenManage Mobile FEiZEKIAZZD

EA]LAER OpenManage Mobile (OMM) BRHFERENAZRD., E{FRH OMM EF iDRAC , iBEEREFAEERS LAY QR 18, B*X
{EF OMM INEZ(E R , 1525 OME - Modular for PowerEdge MX7000 Chassis User's Guide ( FBF PowerEdge MX7000 ¥158HY
OME - Modular FBF$8RE3 ) ®JTM www.dell.com/openmanagemanuals F¥REX 8 OMM 15 BESCRY,

@ |iE: (NHEAEIRPEGAER | 33 GR KIBAFAMWE iDRAC, MPEFERBISEHMEGAEHITEY , ISWMABHETIE.

(EFARSSEEE1E USB iR OEREAZ

Q) |i#: ey BpEREREMES USB SEEO,

{EFIBRSS =R EC & SXHHRYST

BIEARSSRRECE (4 (SCP) X4 ( EBRUAMPRIH BiE ) | HEREEATEHEL  FAEERRSE LAIIRSHREE USBisO L
& SCP X4, BXREBENHNESER , 155 £/ USB in it 7RSS EE,

(kR LB EHNiA1E iDRAC

B EENTENIEREIRSSRETE USB InOFH5R) DRAC LIEXETS. BXEZER  B80Y BUER USB EEA DRAC 7
18

{ER USB-NIC SEENIA TS

NREREXEE. BMIERFRENHENER | 1566 USB-NIC iEEEIIRSSRELATIA) iIDRAC FEFH EBENAZE.

| BREEEERS,
2. fHFISTHEAONIMSSELUERD IDRAC IP i75i) IDRAG SRE.
3. B (EF Web REEMIIAS R0 chaHABRIE,

§ = oy gy . s e .
ii2EI1ZE A iDRAC 85
RSB R GHIRIGENIR |, BBAERRILUSIEEIRENAZERD,

=iz — BENRE

NBEEHRG: FZURS: , ERTRARE SIS R RSE, CERERSEE  THREARE (F,
RACADM &%, Web FRH ) LAEXIE,

=tz - RECEMNRSR

NRARS B LIRBELRERERS , 7B PXEREAA |, 15 PXE , AAJEA RACADM LIEIRER.

SHFNAE R

FEUTRRT | ERarEEEAZRHNESER |

o BV ERERP SPRERE iDRAC,
AR EEIIREE .
“System Information”  ( RFER ) tr&s HIRATERARY iDRAC FIFPAFIZR.

#&{s5M SSH, Telnet, TTFE RACADM B, Web REEFRE! iDRAC BFHESBR—KEEHR, T Web FiE. SSH 0 Telnet , 15E17S
BNAEET—KEEHE, XWFIEE RACADM |, B5HdE M m$ERES(ER.

() |i*: BXAPESNTHNENESES | B2E EUEENBERSINEEEY,

(R Web SRESEENAESRERT

SEER IDRAC Web SRHERT , J15RER Default Password Warning ( RUASIBES ) TUHE |, ISATLAENERD. BEHFUTLGRE
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1. 1%#% Change Default Password ( EEXEMAZTL ) IR0
2. 1£ New Password ( $1%#5 ) FE&H , BIAFERD.
@ [i+: BXAPSINSHYENFHES | Bl SVERNERSNZETE.
3. 7E Confirm Password ( HIAZES ) FERH , FREIANERD.
4. B 4REE,
FIEERAMELAECE | HRIRH{EEER DRAC,
+: RB7E New Password ( #iZ5H3 ) #l Confirm Password ( fiAZEHS ) FERILERIERT . Continue ( 44E ) AFR
R,

EXHMFRIMEE , 15503 IDRAC Online Help ( iIDRAC BEH1#3EN ) .

{£F RACADM BN RRIEEFFINERZS

EEXF |, BT RACADM #5% :

racadm set 1DRAC.Users.<index>.Password <Password>

Hefr | <index> M 1E 16 B9E (LRABFIKF ) |, <password> EFHIBFEXKIE
@ [iE: BRIAMFAIZSIR 2,

BXEZ(ER |, 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BIM www.dell.com/idracmanuals 3KEX,
Q) |iF: BXHYAPENSBOENSENES | B2E EERNBREMERED,

{£H iDRAC iR B2 AiEFEIFIAS R EH5

E(FF DRAC IRE L AREFENENABERER | iBHITLATERE

1. £ IDRAC IRBENFERFH , 6% User Configuration ( FIFEE ) .
FEEP<F]FF iDRAC Settings User Configuration (iDRAC iZE R FEE ) TUA.

2. {E Change Password ( EXZHT ) FERS , WA
@ |i: BXBPIMSHBIBNFHER | E8H EERNEPENSHETE.

3. {&kxepd Back ( [3IB ) . Finish (58% ) flYes ().
AE TSI e

B ZARAZBRESIHR

BRI S RENASREES HRNE R, BHITILHIRIE , S HE Configure Users ( ERE AR ) AR,

IP BHIE

Cﬂﬁ{gm IP BB LEZNSHES R EYSE 1P MU B SRAAMUREL EIR | FR5LE ( ZFELE ) iZ 1P BUHEFUsEAYRT BB I E R iDRACY,
IP BE. &

RFBEREMBOREL.

WRHBLX LM AIRTERERE (e ) .

BT IFEMAEUREYS | FRLE 1P HHENT SERRIRTE (IS .
){l’ﬁgléa’%ﬁ P it RFNELRERAMOREY . BISHAEN TR RE. JSAPANERE KA RICEERFERE TR
SEIR.

() |iE: SRBEER IP IRERSRINAERHERN | BL SSH EPRIRIBTLUTHER :

ssh exchange identification: Connection closed by remote host
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*.

8: EREiIREIEME

Bk EX

SR 1P FEIETIRE. M— IP sBHEZEERCT

iDRAC.IPBlocking.BlockEnable

iDRAC.IPBlocking.FailCount
B (FESERYRTE) ) |
iDRAC.IPBlocking.FailWindow

WprAH—E NZHIEE T 2RI AR (TEERIRY
18 )

iDRAC.IPBlocking.PenaltyTime

IREREERZMRIAEA P AR RERBUREL.

iDRAC.IPRlocking.FailCount

RHEILARDMEAL | FELLLRBIERIRG MR BE T4, SRIUREL

iDRAC.IPBlocking.FailWindow BT I AT EIERRT | RIS EIR,

BN MNENKBOREGSZHY P iR B SR EB B ELE AR

iDRAC.IPBlocking.PenaltyTime EEE ( LARDEGT )
7 o

{EF Web RHIFFHZZ:H OS %l iDRAC Bi#

E(HA Web FREZA 0S & iDRAC HIB , BHTLATIRIE :

1.

2,
3.

38

%2 iDRAC iR BiEIENMELE OS Fl iDRAC Hil.
LR 27~ OS Fl iDRAC EilIH.

BIRESES BB,
HEGEETSIRIA A%
LOM — iDRAC S5 ERFZZENNEIERFZ iDRAC BHiEfEHEC BT LOM 8 NDC #&37,
USB NIC — iDRAC 5FHUIRERFZ BRHREFR S ZE iDRAC BiBsHECIBITNED USB S&iENT,
@ [iE: MRSHEERNRES LOM , iSIREFRAITIATRE :
REZ S8 iDRAC (FE—F MK
SRS ERAY NIC IBIFIZE I LOM
WREHZAY LOM = TEE TIRSSES | NHIRMERS 1P =S 2R,

() |i*: tNEE7E iDRAC LFEF VLAN , I LOM Ei@ISREEH LERET VLAN fRicHAEHRE LOM EX TEH,

@ iE:
« LBEEENIREN LOM B , FELBMBTENENIRMERRARBE iDRAC,
NS T EREMENIEERY LOM BiE.
WNERIEHE USB NIC {ENELEECE , WA USB NIC Y IP Hiit,
iﬂ(i}e{ﬁi 1ii5t9.254.1.1., EUEREOA IP Hblt, (B2, (1R 1P it SENARFEAHRZRIEMbIZORY P #hibhss |, MRE
P .
%%Eﬁ)\ 169.254.0.3 ¥ 169.254.0.4 iIXFAA P #bilk, XL P {2 AEER A/A BBERRT . A TFRIER LAY USB NIC iFO4RES
=5 vz
BAFEMAMEEELEE P Z2EAHE , LINREEEE DRAC FIFEHURIER A BRE EE.
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{#F RACADM jSHskZERER

ERLATa<

I

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — BZH
n=1— E2R=H
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IZERERSR

WMRIFEEIRITAN RACADM BB DR ERRFEEIR . M Dell Systems Management Tools and Documentation DVD ZRZELAT4R
(G

Zith RACADM
- RBHFEER

B3k Server Administrator EZ{SE , 152158 OpenManage Server Administrator User's Guide ( OpenManage Server Administrator FJ
48R ) TTM www.dell.com/openmanagemanuals _E3REY,

E5

e IEE IDRAC IP itk
(B AEIRRKPIEE

- RESERFNE

o (RCERSIEREANTHEE

- IREEML

o BEESTFAY Web LSS

. EFMKEEN

-  BEENEESMERE

o ERIREEG

- BDIRSBEEESUSF

. SNRSSEEY
FEREMMRFEEET BN iDRAC
RS ESEERE XS — SATISE
BIOS iR&8) F2 HIL L5 S E
BIOS k&

I8 = iDRAC IP ithitit

R TRIE ISR R E 2R AL BB MBZIRE LIEHRS DRAC RIEE. EaLUMER TERN—MHZEOSRIES iDRAC IP Ik -
iDRAC 8B 2R

Lifecycle Controller ( {55 Lifecycle Controller fH 455 )

Dell 3BTRS (1559 OpenManage AFE T HEI/FHF 757 )

WAEEkIRSSES LCD IR (IBSRRRN ZLHRSFH )

@ iE: ENRRSHRL | EILLEZ RN LCD MIRREMEEE(NE CMC Wi EE. SBEINER . BREEERINGE
LCD mEtREFHELE iDRAC,

« CMC Web FBE ( MERF MXEE ) (1B8I5 Chassis Management Controller FEF15E )

STFHZEXFNEIRSZEE |, BT LUSE P ittt | SifERABAIAL iDRAC IP HEdik 192.168.0.120 RECEVIIAMKZIRE , 157 DRAC I8
&= DHCP s34 IP,

SHFTIRRSES | BOABER TSR iDRAC MLE5HH.
MEELE T IDRAC IP HIlIEZ 5
s ERREELENABFENEG.
o BELTMERREE DRAC :
o (FRAZIFAINILEEE (Internet Explorer, Firefox, Chrome B Safari ) B iDRAC Web SR
*  Secure Shell (SSH) - FE4N Windows £ PUTTY IXEERIZ s, BUABRT  SSH TRTASH Linux BE , BILAHEH
i,
« Tenet ( HFRIABR TEHREZER  ELAREEEE )

IPMITool ( 55/ IPMI #5< ) & Shell 327~4F ( 7£ Windows &, Linux FIEEEE Dell EHIZEEFER . BTLAM Systems Management
Documentation and Tools DVD 8 www.dell.com/support 318 )
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{§fF iDRAC 2B 2 HEF1% 5 iDRAC IP

ERE iDRAC IP HBtlF :

1.

2.
3.

4,

IRASERS.
FHEM (POST) HAjENZ <F2>,
1£ System Setup Main Menu ( RRIZEE5EEE ) TUHE , 245 iDRAC Settings (iDRACIRE ) .
BEENSE 7 iDRAC Settings ( iDRAC iRE ) TIH.
Bt Network ( FI4%) .
BERNS B MILE TR .,
BEUUTEE :
WL E
BEEE
IPv4 iR E
IPv6 iIRE
IPMIEE
VLAN iR &

{Z‘E/AEEFJE FERAIR.
MEERSRFHERRLENSIS.

AeEMEHEE

EREMEIRE
©) | i+ BEREERAEE |, 15218 iDRAC Settings Utility Online Help ( iDRAC i85 2 BIEFEAEER) ) .

1.
2.

FRERANIC T, iEFEEEA.
IRIERSRTEE , M NIC S FHEREH | BEUTROZ— !

Q) | i%: ILIEIRIE MX E& EFRTA,

EH— EniEneiR S F BTEnaEEIes (RAC) ENEAMSEO. WEOFRSENRERAHRE  FABEERE
DREVBIRAIMIENL | EEEBMNREFRETSBELR.

LTSRS IDRAC RIT MR SRIRRAERE | SIRSSRRA0 LOM 8 NIC in[55E. SELLEN LOM 8 NIC LIEE
PIZEFRERT IP HEALAELE | TREIITA IDRAC SECK B R—FMEAREF /AT 1P HBlk,

@ i+ WFDEESE . €A sRSETHNE (§H).
LOM1
LOM2
LOM3
LOMA4

iF: WFHNZEXFNEKRSSEE | RIEIRSRES |, n{EEM4 LOM %G (LOM1 #l LOM2 ) SE L3I/ LOM %Ik, 7£8
B4 NDC iROR7I R UBRS3EEH |, T{EAFE4 LOM IR (LOM1f1LoM2) , EEHBM4 NDC inORBRSEL | 258
g4 LOM %IRETF,

(D | iE: MFEEFA NDC HLEIRSFPER LOM , N Intel 2P X520~k bNDC 10 G RIS LOM , EREHIRISEE
.

®

. TE NIC EF MABREAT | EENPIZELRRRNRA  IITREHAS

@
@

iE: bIDEETE MX E5 ERTTH.

it B LAEEEBMEEOR | e LAMMiEOxNIEORE-RPIRE LOM FIFRiH{TiERE.

N (E8)  FTEHISAEERITIEHaEHES (RAC) HIRHMNERMERENO. EOFRSFEIRIERAHRE
FREERED REIRIMFWIENGE | EHEBNNAEFRETOBHE,

IHEIERRE iDRAC BIE MmO RMEHEERE | SRSEE0 LOM 5 NIC isODE. S59ELLFH LOM 5 NIC LIS
RILEARERY 1P HBIHELL | T RSN iDRAC S ERERE—FMEARF /AT 1P ik,

EAFMiKOE - LOM1-LOM16

ERAFWiKOE - LOM1, LOM2, LOM5, LOM6, LOM9, LOM10, LOM13, LOM14
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4. MEERILE ThIZEET | EIERISA LOM Z2—, WNERMERERRE , WiRE ST MIEERMSHTIRE.
FlEn , BEIE LOM1 KLEHFERHEIY LOM2 EE&H iDRAC MIEEIRE |, 1BXd NIC BEIFI%ERE LOM1 , XTREEIBMmILEI%RE LOM2,

() |i%: NS NIC HEIZG B HEH , MILILIHEEEHE,
5. W15 DRAC XRBFNIEEW TEXIIMEEE , WEBIIME T , 2.

HSEITUERTFEMER. MREEER . 1) DRAC SETFMEEEEMLIERIZEH 10, 100 & 1000 Mbps,
6. TEMEGERET , ¥4 10 Mbps & 100 Mbps,

D |iF: BREFIEMLESERIZSH 1000 MBps, MEFRERMNEERSEBNER TIA.
7. EWMTHERT , ERENTHSWTIER,

Q) |i*: N EMDEHSBEREE , MR,

@ [iE: NRERS NIC EFERNMEEREANENRMERRREME LA | WiERIZEREMEIEEMLE. NIC EFMNIRE
RGN ERERE MG EISIIRO. NEBITHEMEOREMSEZEN—ES | NESIEHERESEER D "L .
8. TENICMTU T, #iA\ NIC RIS AIEHEETT (MTU) K/,

@ |i#: NIC ERY MTU ERAEFIRARREIER 1500, MX EARISIVER 1280 , HftilRSS3EE 576.

EigE

AR ML ERZEEE DNS fRS32S | 1B7E DNS _LiEff iDRAC, XLESRINBEAIWIRIREEK , FISNBRARSS ( Active Directory B,
LDAP) . B—ERIIEREREBRITEE.

EiE iDRAC :

1. JEF8 Register DRAC on DNS ( [ DNS ;¥ DRAC ) .

2. )\ DNS DRAC Name ( DNS DRAC &¥7) .

3. %1% Auto Config Domain Name ( BEiiEtElH% ) LABZIM DHCP KB &, BN , 24t DNS Domain Name ( DNS 1% ) .

ficE IPv4 128

S IPv4 RS :
1. 7£ Enable IPv4 ( [3H IPv4 ) Ti%i% Enabled ( [3A ) %I,
(D |3*: 7£55 14 1€ PowerEdge fR5388rh , DHCP BHAEREH.

2. 7% Enable DHCP ( J3F DHCP ) Ti%#% Enabled ( [BF ) £l , L& DHCP 8E5I5 P Htehik, MEFANFRIEIE B oS
iDRAC, &N , {&51%1% Disabled ( 2H ) FHENATZIANE :
B4 1P HliE
FEENITE S
ST ES

3. (\%) , 3 Use DHCP to obtain DNS server address ( {if§ DHCP 3XEY DNS JRs$3ggithtit ) , L@ DHCP RSB EERILASED
Static Preferred DNS Server ( §i75E% DNS PRE5388 ) 7 Static Alternate DNS Server ( F5SH DNS IRSSEE ) . BN, &
) Static Preferred DNS Server ( ##7553% DNS R5388 ) # Static Alternate DNS Server ( #7585 H DNS RSS2 ) i IP it
i.IJ:o

s IPv6 188

ETERNRE | E0JLAER IPv6 ittty
BLE IPv6 IRE :

1. 7£ Enable IPv6 ( 2R IPv6 ) TN%#% Enabled ( BFE ) &I,

2. 371k DHCPv6 fRSZEEE#NM iDRAC 1ER IP HEhE, RISKFOITFIIEHS , BIiEHE Enable Auto-configuration ( FRIBEIELE ) T
Enabled ( B ) %I,
@ |i*: BRI FRELESSS 1P #1 DHCP IP,

3. 1E Static IP Address 1 ( 3575 IP itk 1) &R |, SNBSS IPv6 ik,
4. 7 Prefix Length ( BISRIKE ) 124 , A 0 71128 Z[ERY(E.
5. 7t Gateway ( X ) 1B , BARISCHBLE,
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@ iE: NREBEERRS 1P, WEE0R0 1P et 1 RS IP |, M IP Hellk 2 BREE 1P, MNREERES IPIRE , MZ5E) IP it
WRRENE IP,
6. UNER{#EFE DHCP , 2P Use DHCPv6 to obtain DNS Server addresses ( {#f§ DHCPv6 3XBY DNS [Rs3g8ithilt ) M DHCPV6 R
SSESFRENTE DNS FR55E8F0R DNS fRsSestttt, EofLIEEUTARE (WRFE)
+ £ Static Preferred DNS Server ( 553 Ei% DNS %5588 ) 1B , #IN\ESZS DNS BRSSES IPv6 Hbtik,
o 7E Static Alternate DNS Server ( 32585 DNS JR$EE8 ) 1EF |, I ANERSSS A DNS IRS3EE,

ficE IPMIig &

B IPMIEE :

1. {E£ Enable IPMI Over LAN ( [EH LAN E IPMI) T, i%i¥ Enabled ([EH) .

2. fE Channel Privilege Limit ( {SEIXBRPREEI ) T , £5E Administrator ( Z¥R ) . Operator ({#{FR ) & User (BBP).

3. 1 Encryption Key ( IZE®A ) 1EF , WA 0 B 40 NM7SHHZR ( AHEASEERS ) (INEER. BAEILE,

VLAN i858

AL iDRAC BEEA VLAN EitigiE, BERCE VLANIRE | IBHUTUTEE
Q) |iE: EREHNE (TR) MDRRSHEL  VLAN IRERRIER , HEkfER CMC #1TEN. MRBREHSRATRERS
22 . WTJLATE iDRAC HIHEE FELE VLAN iRE.

1. 7B VLANID T, %iZREH.
2. £ VLAN ID 1E , BIN—MEREEE (M 134094 )
3. FEMRFERIET , MIA—NET 0 B 7 ZEHNE=FLUZE VLAN ID BULSR.

(D |i*: FBF VLAN ZJ5 , iDRAC IP TE—ERES IR A TTik1,

{f5F CMC Web 5{Hi%ZE iDRAC IP

E{FF Chassis Management Controller (CMC) Web FREIZE iDRAC IP ittt :
O |i: B AEENBERESESRIPRZEEM CMC I8H iDRAC FILEIRE. CMC SILERTIAESE.

1. EF CMC Web FRHE.,
2. #Z% iDRAC ig=i&HE CMC,
FERNS B7~ERE iDRAC T
3. % iDRAC IR B+ , IRIBEKIEZEFBA LAN LIREMBMESE, BXEZER , iB51H CMC online help ( CMC BXH1IES
) o
4. BRESETETIRRSEAMMMEIRE | St EIRSE32 i <server names,
DEIES A =15 DT
5. BZHIREN iDRAC FH4£Z iDRAC ig iSRS,
6. FEMLERE | I8 FIIRE :
IR
HIGE
IPv4 188
IPv6 IRE
IPMI IS
o VLANIEE
. BRMERE

@ |i*: BXES(ER , 5B IDRAC Online Help (iDRAC BXHL#EED ) .

7. BREFMNEES RGN,

EXEZER , 517 Chassis Management Controller User's Guide ( HEEIRiEIZRAFHER ) ATM www.dell.com/cmemanuals
IREN,




B &R

B FRRERS SIS | TR IRSEHE N BBt e %A EIRS SR EEIRITHIE. MERSEE N DRAC IR TH
EXNERAFEE | MEERAREENIRSSS | HINEBEHAEEIZRSEE. BEXRERSHNESER | 15819 Lifecycle
Controller Remote Services Quick Start Guide ( Lifecycle Controller iTfEIRSE IR 38 ) T M www.dell.com/idracmanuals LEFKE

FEERSSESTESERS P HBlb{(FF., DHCP, DNS IRSZE5EEIARY DNS FHI BT EKECEIRS RS, WRIBET DNS , M DNS &
RECERSSES P, TEH{T DHCP IRE. WIRIEE TR ERSES , WIEEhdE K , ELt DHCP #1 DNS 1IXFIRE.

1EATLAER iDRAC iR E A FIFERFEL{#ERE Lifecycle Controller [BFRECEIRSSEEINEE. B XfEM Lifecycle Controller FIEE. | B2
Lifecycle Controller User's Guide ( Lifecycle Controller FF$8REg ) AT M www.dell.com/idracmanuals _EFREY,

MRB NEFKREHERERS 6L , WEBSAASERKF ( RFiahE HRHETE0A DRAC FREMEE ) . BREEERS
%EZEU , Eﬁ%{%ﬁﬁﬁﬁtﬁéﬁﬁm&ﬁ YRR Lifecycle Controller B TECEIRSERINAE , TS iIDRAC AFKFISER , EEEHKE
ZELERSSES.

E(FF DRAC IRE L FEFERECERSSSS | BHUTLATRIE
1. FIRAZERSA.
2. EFBERERET , &2, AGHZE iDRACIEE > iImi2iB M.
B 57~ iDRAC 1R E=IE B FTUHE.
3. CRBmEX  MARERSES P ittt AERELE—P.
@ |i*: iEEEBIRSE P STikh0. MPIGEIRE , 18EM DHCP 3 DNS iRB#HTER ($B7) .

4, BETERILg,
15 E7 iDRAC iR BRI TR,
5. BRANIC,
6. 2 IPv4,
Q) |i*: BIEhES AR KIS IPv6,
7. [5F3 DHCP FM DHCP 3XBUE . DNS BRSSESHELEFN DNS 153,

Q) |i%: INPARERSSEE IP otk (S 3 ) TIRE , NS 7 2Tk,

(EABzEEIaEHc EiRS R MRS AN

BB ENRET e RXRMF PR E—aIRSETIEAN. XEEAESE BIOS, IDRAC F1 PERC, BifcEINREREBHSA
??Zﬁﬂﬁﬂ%@%ﬁﬂ’ﬂﬂﬁ%%ﬁﬁﬂ%ﬁ# (SCP) XML B JSON 3Z#4, fAZRy e IP ibtibAY DHCP BRSSEFBIRAL TIE1% SCP S4ATF
—E glm\a

BUEE—S "HeikE" IRS=REE SCP X, BiZEESHEHRZ NFS, CIFS, HTTP B HTTPS MB(E |, tuErET
DHCP FRSSasLAN ATECERRSSA3HY IDRAC i5iE), SCP XA RIET BiniRSHHIIRSFENES |, (B LUEISEEAEM. DHCP
AR5 88(F DHCP BRS3SRIBLUEEIX SCP XM (7Iik ) . SCP MBI HEhZ X HU BRI F1E.

= iIDRAC \E#H{TERNECERT DHCP ARSSERIREN 1P #bhithY , iDRAC 153 SCP KECERSARAYIRE. RB7E IDRAC M DHCP fRSS
ERERENE P it/ | A2VEREMECE. JRFRKEIRE DHCP IRSSERAIBAIEY IP ithit , NASEREmEE.

HTTP 1 HTTPS {4t E5%105F iDRAC Bt 3.00.00.00 S ESHRA S, =ERMHt HTTP 5f HTTPS HEUHASEMEE., WRERS
B2 FEEARE  UAFPSERHEHE—SCHRIBIRELAEF HTTP 8 HTTPS (6 E8. -s ETUREEHN ¢

. 9: FARIRYFHZHEI pass in (H

-s (ShareType) pass in
NFS 0B nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 8 https
@ | BHEERLS HTTPS iES. HHRBEREHES,

LUTHIERNAT B ES=RENVNEFINESE
-f (Filename) : BSHARSBRESE S HFNEMR. XTF 2.20.20.20 ZFHIHY IDRAC BEhRA , XEMHIEFER,
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-n (Sharename) : MBHEMNEZFR, X2 NFS 8¢ CIFS FrE,

-s (ShareType) : SIF NFSIEH 0, }TF CIFS{&5i# 2 , ISF HTTP{EiE 5 , I TF HTTPS {5 6, IXE iDRAC EW4hRZS
3.00.00.00 A9HEFER,

-i (IPAddress) : MIBHZRY IP Yk, XEMEFER.

-u (Username) : FAPFAYLUAEIMEHE, XZE CIFS FIEFER,

-p (Password) FAPEBRALILAMEHRE, X2 CIFS BT,

-d (ShutdownType) : 0 FRRIEFEX , 1 RTSEHKYL (BOARE : 0) . XEAEFER,

-t (Timetowait) : FERFENXANIME (FIANRE : 300 ) . XEEFER.

-e (EndHostPowerState) : 0 FRKA , 1FR_FFTF (BUARE 1) . XERIEFER,

7£ iDRAC [E{# 3.00.00.00 B EBhRAFZIFMINEINS | LUSH HTTP RIEBSHMREFHIREHINEE XHHIEIIERT
—pd (ProxyDefault) : fERENARIRNERIRE. XENEFR.

—pt (ProxyType) : FAFPAILME® http B socks ( BRIANRE http ) . IXEANEFER.

—ph (ProxyHost) : fCIEFAAY IP #utlt, XEANHEFER,

—pu (ProxyUserName) : BRUHAINRERSSHENAFE. NTFRESS  XEVIEFR.

—pp (ProxyPassword) : BRLIEMERRSSHNAFENE. NFREXR  XEVEFR.

—po (ProxyPort) : RIBARSSERMIRO ( BUARER 80) . XERIEFER,

—to (Timeout) : IEEFTFRENECE XMHHIEIHER ( LADHREAL ) ( BUAMES 60 2% ) .

X3F iDRAC B4 3.00.00.00 B EESIRA |, 3285 JSON AEHECEX . IR "XHE" SEAFE , NEERUTXHE -

<PRSBARE>-config.xml , 7=l : CDVH7R1-config.xml

<BUIE>-config.xml , 73~ : R640-config.xml

config.xml

<BRSBHFES>-config.json , 7xffll : CDVH7R1-config.json

<BIE>-config.json , 7~ : R630-config.json

config.json

(D i*: BX HTTP WEZ(SEBUILATE 794G Support for HTTP and HTTPS across IDRAC9 with Lifecycle Controller Interfaces
( HTTP 1 HTTPS A9 IDRACY with Lifecycle Controller Interface BI5E 14 {3235 ) HEHIkE) , Rk
www.dell.com/support,

@ [iE:
. {YXM4SEH DHCPv4 1 Enable IPV4 %IRRT , A8EEH "BiiiE" .
- BEEMEEHBNEREEEHIR. EEESTANESNE , YAxEamEE.
IESSEEMTT "BHEE" 1BFE . 1582E "BiiE" k.
WNER DHCP fRSSE8tPAYARA Dell PowerEdge IRSSEEEFHEREI SSRGS | WEEFEHE— SCP U4 (config.xml),
config.xml X{ZBIEERIA SCP XHR. BRT .xml 25, . json MHBAILISEE 14 KEFGIBEFR. X4 AILLE

config.json,

FPeILAMERIRS SRS IS e IRSZESES | RE EEEMSNAREEHRIRMRSES. W TEEAERSSEAXLRSEEE
BREEKRNE |, TLAERARRER SCP MHFEZ RN BIRFETHIRSZRE., EMIF  MREREXM N ELSHIIRSSS -
PowerEdge R740s #1 PowerEdge R540s AILAER R740-config.xml M R540-config.xml IXFE> SCP 344,

(D |i%: iDRAC BB R ENRELHRARSREMNESITE. BSKEMAMS config. xnl , RENEFREHE,
)

BztcEIRFF

1. BEESIEMFITFELE Dell FRSSEERBIEAY SCP 3T,

2. Btk SCP HMBIE—MLZ=ME | ZHLE=EB R H DHCP RSB 2ELAR A 2i@id DHCP ARSZE:5HEE IP HiltAY Dell fRSSE8IS
ial,

3. 7E DHCP PRSSESAIALMAIEIN 43 FERFPISELL SCP X IE.

it RMEHE Fe BRI | RSHREENHSMEIISHEIRCHRE | [REZERATI .



https://www.dell.com/support

4. FREXIP HBttRY , iIDRAC BAMMNEERART. (%I 60 )

5. DHCP fRSZERGMMNEIZRS dhepd. conf HARRIBEREIEIUAITIVES , F7) IDRAC KiX SCP MHHEF SCP XHZFR (1N
BiEE) .

6. IDRAC #54b38 SCP XHFHECEIZ XM hFIHRIFIE R,

DHCP &I

DHCPv4 fFBFZ £ BENX NS EUE#E] DHCP EFin, S MSHEN— DHCP &I, S/MNEIET— MEIRE (B 1 =%
B) toR, EIRES 0 #0255 R | KBIRTEFRGRIER. FrBEMEERT AT EIER,

DHCP 1517 43 FAFM DHCP RSB ERISEEKIXLS DHCP ZE iR, IMEIMEEN AI— NN AZER R, N AFZFRIZENES SCP
XiE, HEMBNBRThEAENEENE. Fia -

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 ({
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

Hef | - DEEXHHFMNE | - AFRFRERIX S IIRE X HER TR,

DHCP IR 60 AlIRBIFNXEARFEMRIATAY DHCP Z %, BEAETE IR ID REURIEAYE(T DHCP IRSEIN A &%
I 60 FMiFEIR 43, fEF Dell PowerEdge BRS325AY , iDRAC B[iEISLATHERES ID #H{TIREB : iDRAC, ALt , Euamin— ey "t
NIEgRE" HAEETEXY (K58 60" BIE— "BEIEI" , #Af5/9 DHCP iRSS 8BRS EREIEIL,

£ Windows EELE%IR 43
B7E Windows EECEFETN 43 , IBHITLATRIE
1. 7E£DHCP RS , #6Z Start (FFI& ) > Administration Tools ( &I THE ) > DHCP , LA3TFF DHCP [REBEEETAH,
2. HIARSBHEFHRAETRIMBWE.
3. 3BT Scope Options ( SBENEIN ) Hi%iE Configure Options ( BLEIEIN ) .
IHATE R Scope Options ( SEENEL ) MEHE,
4. ATEEhF%EE 043 Vendor Specific Info ( 043 {LRFHSEREE ) .

5. EEIIDJataiErilut:ry (BHEEA ) = |, B ASCll TAXIENAWERME , REWANEEHREMNE (HEHEa SCP X ) BUIRS
2P .
LT ASCl TENER , BERFEANE , FEZERSUTHF X ERELN.

6. Bi; OK (HE ) (RFECE.

£ Windows EECEIXIR 60

E1F Windows _FEZEIEIN 60 , IBHTLATRIE -

1. TEDHCP [RS8 L , ®ZEFa > BT H > DHCP LUTF DHCP RSS2 EETH,
2. ERRSHEHFRAETRImME.

3. gD IPv4 %1% Define Vendor Classes ( EEMERIESE ) .
4. BTN,

FERNSE B RE AT FERAINNEIE

- BREW:

« %BR :

o ID: Zi#il: ASCIl:

HERREW : FBRP , A iDRAC,

TERBR : FRRT , SBABLRIR K,

BatE ASCIl: D FEN iDRAC,

BEHRE  AEEREXHA.
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9.
10
1.

12

13.
14.
15.
16.
17.

£ DHCP BOh , AiEtad IPv4 Fi%iR Set Predefined Options ( @ BEFRESGEIR ) .

. (IR TR |, %1% iDRAC ( BESE 4 el ) |, AEET .
TEEIRSEBIHFIET  MALTER
« 8- ibrac
o EUERB - TR
« {888 - 060

*  i5BB - Dell (ARIFFEITRRT
. BBEHIfERR , LURE] DHCP &,
EARSHZMFRTRMEIME  AEREEERIR , ARISEEREIRIR,
BESRERR,
181 Vendor class ( M5 ) THEZE |, %R iDRAC, 060 iDRAC JESE7~1E Available Options ( BIFBIEIR ) 7!,
1%4% 060 iDRAC &I,
ENIRIEE] iDRAC BOFRFE(E ( LARIME DHCP 124149 1P itbllk ) . ZFREBET RIS ANIERRY SCP 314,
BXIZIE DATA kB, FHRERE | BEREGUTZERIFENXASE
* Filename (-f) —FRSHIRSIREEM (SCP) BIETR,
¢ Sharename (-n) —3IERMEEZNEFR,
e ShareType (-s) —

B& T S2i5ET NFS #1 CIFS RIS |, iDRAC B 3.00.00.00 BB ShRANSASZ @IS (A HTTP 8¢ HTTPS iAaEtE L

{, -s option FREEHIN

-s (ShareType) : 28 nfs 8 0 1EAT NFS ; cifs B, 2 i&MTF CIFS ; http 8 5 I&FTF HTTP ; https 8, 6 i&FTF HTTPS

(384 ) .
s IPAddress (-i) —IERXEHERY IP HBE,

(D) |i*: sharename (-n). ShareType (-s) fll IPAddress (-i) BYRTEMNLERIE. -n K2 HTTP B§ HTTPs Fif

* Username (-u) — fEnAAMEHEMEBRRAFSE. X CIFS FEHER.
« Password (-p) —IERBAMEREZMFNER. X CIFS FEMER.
¢ ShutdownType (-d) —ERANANER. 0 XRIEEX , 1 T EHIK.
@ |iE: BikigER o,
¢ Timetowait (-t) —IERFENEARXAZBIEFNE. KIANZER 300,
+ EndHostPowerState (-e) — IERENMIBRRE. 0 F=XA , 1 F~FTH. BARES 1.
@ i*: ShutdownType (-d). Timetowait (-t) ll EndHostPowerState (-e) EAliERIEH.

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 192.168.1.101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.168.1.101 -s https

{£ Linux EECE %R 43 FiELR 60
& /etc/dhepd. conf X, XESERNEEHES Windows SEHE(L -

1.
2.

BRHHRTHAItL DHCP ARSS 885> BCRUMIE SR Ay I,
BRI 43 , F/91%EIR 60 EFREFRENESEITRRT.
option myname code 43 = text;

subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system_config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -t 500";
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range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max-lease-time 43200;
}
}

AT 2N ERIRRR R R PSRN B S EFNIRIES 2
o XHE (- — F2RSHRSEREE X HRIE TR,
® | iE: BANHGEMNNESER | 520 EHAERE R ERSHERSEA M.
Sharename (-n) - IBRMEBIHLEZFR,
*  ShareType (-s) — IERHEZ=HA, 0FRNFS, 2R CIFS, 5 FRHTTP , 6 "R HTTPS,
() |iE: Linux NFS, CIFS, HTTP, HTTPS HZRfl :

* NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

ifR79 NFS RILEILZ(ER NFS2 3 NFS3,
*+ CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400
* HTTP: -f system config.xml -i 192.168.1.101 -s http -n http_share
* HTTPS: -f system config.json -i 192.168.1.101 -s https
*  IPAddress (-i) - FERIHHEAY P HBAE,
(D i*: Sharename (-n). ShareType (-s) #l IPAddress (-i) JAUERRIEIE, -n 3F HTTP & HTTPS FEXEE,
+ Username () — IERBIAMES LR FTBAOAIFS, (X CFS BEULER.
*  Password (-p) — JAAIMNEHEZRTFAFRAVER. X CIFS FELER.
+  ShutdownType (-d) — IBRENANE. 0 BRIEERNL , 1 RamHIFE.
O |z: minizEs o,
«  Timetowait (-t) - IERENREFRAZAIFFAIETE. BOARES 300,
* EndHostPowerState (-e) — fERENAIEIRIAS. 0 TR XA , 1 RJTHH. BAREN 1.
@ i¥: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) JInlikE ¥,

LATEM dhepd.conf SZH{REBEES DHCP 89741

host my host {

host my host {

hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}
(D |i%: 4W48 dhepd . conf NG , IRREHISEN dhepd BRSSLARIFISERY.

=)= =t T e

HEEFABmECEIIRER , BIHRESHTINTRE :

TIEHIMBHE (NFS, CIFS, HTTP #1HTTPS ) 7£5 iDRAC #1 DHCP RRSS85HERINFM LR, MiXMBHZLREEaET
Pk EH BRI RIR EIER.

IRSSEEHENHESHEAIMEBHE, IWINAERR SCP BTV ENEN , LUEEEB it E 2T al LN FIEFRIR
&.

FRIE iDRAC BUESKIZE T DHCP IRSZEEF1EH 7 DHCP B2E , LMERAIRSEEsEhEEINEE.

{§5F8 iDRAC Web REEHBGIEEINEE

HRE/SA DHCPvA # Enable IPv4 ( [R IPv4 ) &I , FEERABERIIEE.
ZEABMECEINRE  IBHUTLATRE :



1. 1E£DRAC Web RE T , ¥5Z iDRAC Settings (iDRAC i&E ) > Connectivity ( i%#% ) > Network ( f4& ) > Auto Config ( B
HEcE ) .
BERS B ~RI4ETImE.

2. EBMERELY . M\ESH DHCP Bl NS hEE FEN—NER
+ Enable Once ( BB—IR ) — {XfEF3 DHCP BRSSESFAS |FRY SCP SUASRECEAM—IR. WRERER | BEAaEE.
 Enable once after reset ( ZEEIRERE—IX ) — 7£ DRAC Ei&f5 , {X{EFI DHCP BRSZS8RTE | AU SCP S{4SkAL B A 4—

R, WRERER  BZABES.

« 2P — ZHBEmEEINE.

3. BERMATTRARE.
M4E T RE 2 B EIRIET.

{£F RACADM S EzEIECELIEE

E(FEH RACADM EHBEFNECEINEE , 15 iDRAC.NIC.AutoConfig XW&R,
BXEZER | 5515 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals 3REX,

BXREMEEINEENESEE , 132158 www.dell.com/support 2 Zero-Touch, bare-metal server provisioning using the Dell EMC
iDRAC with Lifecycle Controller Auto Config feature ( {88 Dell EMC iDRAC with Lifecycle Controller B shfic B ThREiEMECERIAR
SESECE ) AP,

D2 =] —Ns g =
R ZEIREESN 2T

£ iIDRAC WA 3.00.00.00 B9 PowerEdge fR5Ses £ |, BRI LA AEGIRRIKERFZIEH BIOS B8, FAFMISHISUETH
REZR 0 ( SNMPV3 F1 IPMIBRSL ), ST LR MATST AR RZRL,

BITFAZRSEFIThAE -

o IEETLAERIGE TR SHA256 BIFHELIRE IDRAC FIFERSH] BIOS 8. IXAIFEEIRSSSEECE 4. RACADM F] WSMan &
1244 SHA256 &, 12{t SHA256 ZR3ERT , FISTTRIBIT SNMPV3 #1 IPMI I TIRIIE,
(i) | i%: i=#8 RACADM = WSMan 5 Redfish i F iDRAC RIEFIRTBECE/Eifk. EAILARER SCP {EixfE RACADM =
WSMan & Redfish it {78520 BB/ Hif,

o IBOTLUKE—MENRIRSS S | HhEiFERHIgXAYHIAYETA DRAC BP0 BIOS 218, IRSERER | B9 LISHE
EEEBRAENRSSEEENE. SHEE SNMPV3 1 IPMENEREIEGIE. SANESNXERE | WIERRHE Del IPMI
TE , NREARIARANIE , NETFRETEGIZDENRF | IPMI SHIIEEEM,

E5RmE (i iDRAC GUI ) S REBF KA E2EE.

ST LAER SHA256 £ EEFIAEE Salt AYETIZER.
S mBEE "IRSEEH" MR REEIEIISHEGIEE.
WNRKETIIFEKFANHIEIR | 156/ iDRAC IRE A FFERFEA 1 RACADM J& IDRAC IR NENAES.

ANER{NfEMA SHA256 ZREEISIIRE IDRAC FAFHKFRYEERS |, MRBEREMEED ( SHAIV3Key B MD5v3Key B IPMIKey ) , BBAIKETC
JRIBIT SNMP v3 # IPMI 3 T36IE,

{8 RACADM RYER5I%5HS
BRERGIEE , BEUTIRES ot SO

iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

ER TS AS | BB A S HRIIRS B E S

racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -
t <filetype> --includePH

IS EXBAIEEIRT , MIRNRE Salt Bk,
Q) |i*: XEEERSEF INI BB,

ARSSRREC & S PRIEISI RS

LU IR SS AR ECE X 4 h SRR IS,
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LSNRSHREEHRS | BILUEEIRNAEEEMSHEEaGIERYE. MREMECIH TR , NaEraIERATEED
RNRE. SANBENMENATRFEREL.

AMEH SNMPv3 1 IPMI &I RER512305

TSR SNMPV3 F1 IPMI BAIE ( DNERANER ) BIRTAEREIGIRTE, PREHRHE SHA256,
BNNERERALS RS -
1. X3F IDRAC FBFIKF | ©64{sEFE SHA256 XYERBIHAITINERERIF.

HEJIEINERE , BN 16 FHTHEIFAR. Satt KR 16 MFTRIKE (RRM ) . —BMIN, BB 32 MR
e, 820 BT+ TInER" |, B0

288 = SOMEPASSWORD
£ = ALITTLEBITOFSALT—RNRY 16 N2iF
2. FI7F Linux SR RFHETIA TS S ¢

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd -p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

3. ESAIRSEFECEXM. RACADM 5<%, Redfish B WAMAN SRiR@4tEGIEFIINEL.
Q) |[iE: MRIEHETIF—FCHINNZERIZTS | SHRREEMELIPIREEHZFTE , B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06£f1lc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4. iﬁ%@:ﬁ%}%ﬁﬁ%ﬁﬂ’%@iz&ﬂﬁﬁ%ﬁiﬁ%%ﬂuﬁﬁﬁ , {8 SNMP v3 1 IPMI SIEARE R T EA RS EiAH T EHAIEIER
iDRAC PP,

(St EE QAR E

IRE IDRAC IP itilIEfE , &ATLAER iDRAC IRE N FREFENAMERRIKAIRE (BIRF 2) . ERATIHERE
1. £ DRAC iRE/FTERFT , 2= User Configuration ( BPEE ) .

FEEP<F]FF iDRAC Settings User Configuration ( iDRAC iZ BRI FEIER ) TWAE.
2. IEERRA. LAN BAFBBR. SB1TiRO0RFPRIIEMEBIEMER.

BXREMIMEE. , 15513 IDRAC Settings Utility Online Help ( iIDRAC & B/\FFER-EAH1#58) ) .

3. {fkoxrB Back (J5IB ) . Finish (52R% ) #lYes (2 ) .
AhEIRERKPIS B E K.

KERERRME

&aTLA(EFE iDRAC Web FREEY iDRAC iIRE A FEFIEEEET O ZE RFANMNEIFMER.

(£ Web REIZEZERFANUE

EIEERAMNEFMER

1. 1EIDRAC Web REH , 3% System ( &4t ) > Details (i£15 ) > System Details ( ZHiEE ) .
BEEDE R System Details ( RFAFMER ) TIH.

2. 7z System Location ( RHUE ) T , HIAZUBFOPZERFEIIBIFMER.
BXRBIEMAMER | 1B5(7 IDRAC Online Help ( iIDRAC BX#EEED ) o
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3. BERNA. FRUEFAEEISSREE] DRAC H,

{f RACADM 8BS ERF(UE

EIEERFANEFMER | BfFH System.Location HYIER,
BXEZER , i5815 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BJM www.dell.com/idracmanuals 3REX,

{£M iDRAC iR B2 BIEFRERERRE
BISERARELAE

1. 7£ DRAC iRENFITERH , ¥ZE System Location ( RFEIE ) .
fEEP< 7~ iDRAC Settings System Location ( iDRAC iRBERFNE ) .

2. MASIETOFZERFIEFMER. BXZEHMANSR , 15207 IDRAC Settings Utility Online Help ( IDRAC B2 iR
BXHVERED ) .

3. {&kxepd Back ( [5IB ) . Finish (58A% ) flYes ().
ZEME B RISRE,

& —
426 =
AL E R TEEEFNTIFE
BHIRSEEFAEHRFES HEAEMNEARRERR. BEHBEINERENRFARRESEIMEERA SN  BERFEIE , B
HNREFVCEAZNE. BEXMRESESEHH. S LEEEEEHIRBHIRIER S0 ERETFELL ESGH T
{§ A3 iDRAC Web FHE. RACADM & iDRAC IR BAFBER , ol EMLA TEES -
o fiftEse

UERS=NIES
REFATSHIGREE

RFE  BUENEBERBENSR
B RESRENBEERENSR

{{EF iDRAC Web RE{ZEHNEE

BIEWEFIRE -
1. f£IDRAC Web REF , ¥EEHE > RHRE > BHHLE > BIAGEE.
2. FEELITEIN :

«  BUABCESIHHA - ISERERECE N

AIARAEREXHEE (RINE) - EREAERXSHERRER BIOS > RE BIOS iIRERABREMHHEENH ME
MR "REEREXM" RE.

BAMERT | LOETURENFANRERENHHRE. ShrEFMT T BOS EENHNEENEE. TRERS :
«  EKTERE (TEEESHKL)
+  PTFEL CPU T5ifAY AT REIERE(R.
«  Turbo EUEERIATREMHRE.
—RIERT | SRFAEDEE FRBEERRS.

=R (BRMEREML)
RIERERXBERIFASEHT T IMCLERERIERRIIRE.

—RRIERT . SRFEDHA FXBEERRYE,
AERE — FEREARDIRSSES Y | BRI AN, BR "FERE" ATReaiEN GB=ETa
IRS RIS TR BB | EAEEEENNE R SR N AR,
() | R MEEERINE | ISEERS BIOS > R BIOS RE. RAREXMHRERHE "RAREXH" REMEX
mEigE.
« BAHSIBEERS — NTREEG | BREAHSIEE. XEESIRERAET.
BRAEJIRRIME |, 70°C (158°F),
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4.

)

LS RGENBEREY |, FEHFRIEENBIMEIHFSIERERS. BTRRTRADHNRFASEES , EbX
FARBETERTERIRGTR(F TE/R'Fﬂn,J;EfEJ{%E

RBEEE RS - lttxilﬁjjﬁl?z%a%?m{ oML AIRE ), SISO T REMHRE (IR0, #RAJ PCle ) LJ_JE‘EE-'EE%MI*E’J
BEH. NUBEEERR :SU"U*‘JEKtbLﬂ?ﬂi&?ﬁJﬁlfﬁﬁﬁ’J%&HF‘JEK? (REEOESHE ) . FIEOEEIE -

(ERBEEE — 5 HFEKTE*‘UJ@F MR,
PERBIRE — KX BERIESIIRATE.
BREER — SNEERESRIRAEE,
© BARBEE — BXBERESIIEE.
« KA - RBEEREIRNXA. XEEME. WRIREHNXE  WARTES. BERRKBEHURBHIEANEER. 1§
R BRREBEREXBUARKERET.
NEERFEEENSH  ARETRS. SMBINBERESES BTSN
NEERREESIENEERESERNEDtL. RIBRNMESIER , KBEEARE TE%EUﬁﬁ{ﬁ%ii%e BIRR
FINFETLT G0,
NEEREE RSB NNSHIEEERSRANEERER, XELHEERS[/RGXSIHREEERR SR AERER L E]
ks, REEHERESSERESIEENEER , #MSEEREEANERNRE A ERARE.
& WAYERREAIZIRRE PCle BEcaneil. AT | Iz AT REH I ERIRTETARE

- EE

« K PCle A\OiREBRH - BUAE/ 55°C. NFEERIRNDRERSE=77 PCle RHIEE 45°C NBYKIRE.
«  HISIBERE - ST LB ESIA MERIRERFSIRERS
RERKHISIEERT
- RETSIEE LR
« PWM HHIREREER (RAENESLL ) - ERIIEIXXEEERERHTRHAE, BIIER , SrLIREESNEER
SZNBEIERE , FENREMEE X NBRFIENTTELZIFAENESNEERE , AJLAFEREICR RS R RN EERE,
« B - RIERRBPEXER/N\RNBEERZEHEIANME,
« BEX - ANCEENHNKEEZERNES . SEER 9-100,
REXEER PWM ﬁﬁfﬁiﬂ’ﬂ?ﬁ@’fﬁ?&%iﬁﬁﬂ%ﬂ’ﬂxIﬁﬁ'ﬁﬁﬁﬁﬁﬂﬁa F—MEANTHEENE - MERRERAE (HA
BER AR R BT RAARE )
RENX B LMRERRRISIREK |, L,Lm:_FJtl:JEKEI’JJEKL  EMETFRREXNSRESR, Fla0 , & "SI XEEER"
REN 36% BoRFINEEREKITASET 35% PWM,
@ [iE: 0% PWM RERFREXH., XERETIEEHSEREEE,
XUGERRAMN  BRE—BHTIREHNA , BEMEASERRENSIS. XHSBFHL. DRAC 8% BIOS BEFHAEIRG
BERNERIANRE., BENBUNEAIREHAERMERS S L2500, REMAESST | BAreBra BT ARMtBEE N E.
BEMBNAERE.
EAEBERLUTER
It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BRSNS S ZBEHSIS.
it WREHS I SRFLAEREEA.

{EF RACADM (ZER &

B(EMEIIZE | 1515 system.thermalsettings HAHAIXISH S TERTIRMHM set FpSESFEA,
#+=.10: RS

bOES L EAfER il
AirExhaustTemp BTRESAHSEERS. gEnUTHIE (2FR 2 ENERSTHIEIRE
4 .
%) : _ racadm get
0-3R40°C system.thermalsettin
1-F=45° C gs.AirExhaustTemp



POE 1588 EAER 5l
+ 2-FR50°C B

FanSpeedHighOffsetVal

FERIEEEESIL %PWM
El "ESNEEREE 1’
ENXEERERRERE.
IEBRF RS,

15{#M FanSpeedOffset
g SRS E 1R EL

e 3-3F/R5BH°C
. 4-F:600C
+ 255-37R70°C (BKIN)

{8 0-100

AirExhaustTemp=70

ZHEHERERACRENE
ESHGEERRS/ 70°C,
BRERFRIRELUSEIRS
60°C :

racadm set
system.thermalsettin
gs.AlrExhaustTemp 4

A

Object value
modified
successfully.

SRR FEASFHFERIZSHE
IUREMRS , BRANIZIZITLL

Tis

racadm set
system.thermalsettin
gs.AirExhaustTemp 0

FRELEBERUTERER

ERROR: RAC947:
Invalid object
value specified.

HRRIE SRS EE.

BXEZER , B2
RACADM %38,

EBIREIRENIIAE -

racadm set
system.thermalsettin
gs.AirExhaustTemp
255

racadm get
system.thermalsettin
gs
FanSpeedHighOffsetVa
1

IasSIRE—ME |, 10

"66" . XEREEFERUT
ot , BENEETEEX,
FEIRENNEERREE &
& (66% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 1



PO 588

EAER

5l

FanSpeedLowOffsetVal .

FanSpeedMaxOffsetVal .

FanSpeedMediumOffsetVal

FanSpeedOffset

54 BESERSR

FEREEBaL %Pwm B4 0-100
R EXEEEREE 1]
ENKEEREREE.

HEBRT RS,

15{#/ FanSpeedOffset
g%ﬁ?mEO%ﬁﬁﬂ

Rt RIE AL %PwWM  fE790-100
R "ERANKEIERERE"
RENXBEEERZE.

IHEBURTF RS,

1&5{#H FanSpeedOoffset
g%m%a@3%&%%

RS %PwMm B9 0-100
EH P EX R R
RENNBEEREEREE.
IEBURFERS.

BIFEH FanSpeedOffset

XSRS |E 2 KREUME

(RIS get BB BN
%ﬁﬁﬁ%ﬂ@ﬁ%ﬁ% . 0 (EREEE

° o - BNEE=ER
LIRS sot HORANE | | i
A, LIS EFRERKEEE =

HIRBIE. . 5 BARREE
FSHERE T AR -+ 255-%

FanSpeedLowOffsetVal
FanSpeedMaxOffsetVal

FanSpeedHighOffsetVa

racadm get
system.thermalsettin

gs
FanSpeedLowOffsetVal

AR SIREI—ME , W

23" . XEHREEFERALT
R |, BN ARTEEX
RIRFRINEEEREERE K

B" (23% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset O

racadm get
system.thermalsettin

gs
FanSpeedMaxOffsetVal

A $iREI—ME , 10
"100" . XEMREEFERUT
T | BENEHEARER
(R (BILE , 100%
PWM) ., BE , HRESSE
NERRIESEI SR,

racadm set
system.thermalsettin
gs FanSpeedOffset 3

racadm get
system.thermalsettin
gs
FanSpeedMediumOffset
Val

tamSIRE—ME , 10

47" . XEWREEFERLT
o, BN BT EENR
FEIRENNEEERERE "+
B" (47% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 2

EEENARE !

racadm get
system.thermalsettin
gs.FanSpeedOffset

BRNEERREREN "B
B" (m

FanSpeedHighOffsetVal

SFRFEX )

racadm set
system.thermalsettin
gs.FanSpeedOffset 1



PSS 588 ERER il
170
FanSpeedMediumOffset
Val MR (AIEENX ) 2
AT R RS RI(E.,
MFSMaximumLimit EEEY MFS BISRA(EFRS! B9 1-100 BRI LAER
MinimumFanSpeed iEINSEH
HIERAIE
racadm get
system.thermalsettin
gs.MFSMaximumLimit
MFSMinimumLimit 1B MFS 195/ MEBR {BIM O Bl MFSMaximumLimit BEERaLEE
N N _ MinimumFanSpeed iGN E
FIAEN 255 ( eV ) HE/IME.,
racadm get
system.thermalsettin
gs.MFSMinimumLimit
MinimumFanSpeed s AFRERFETHAENSR MvrsMinimnunlinit B  EREFERFEREEESASHD
EXBRIEXR, MFSMaximumLimit {KTF 45% PWM ( 45 A2
o EEMNEEZRNEE (IR P MmiI==g F MFSMinimumLimit 2
) B HERSERTENES ggﬁ%%ggag%{%ﬁB%' M= MFSMaximumLimit Z[E]HY
R ItE X AXUEEERSRE, ’ B) :
«  IHERXEBEIEZRR %PWM
&, racadm set
system.thermalsettin
gs.MinimumFanSpeed
45
ThermalProfile - niFEE hEEsm & BEEIEHRRREHR
emERELEE | o =
. IHEIRIERE LA R
XBRIOBRTARBRAR | _HETEE%J;% racadm get |
=714, EX system.thermalsettin
gs.ThermalProfile
EEEPVCEXHHREN "R
racadm set
system.thermalsettin
gs.ThermalProfile 1
ThirdPartyPCIFanRespons . gg=y; pCl RAGHEAER, fE: ELFREATOARIR SRR
© o RFEERNRERENEN . 1- B8 MIRE , LISHHeNEIRE=
$=75 PCIRIBUARGR, . o8 FPCIR:

SN,

&R LAEE Lifecycle
Controller HEHHRJEE ID
PCI3018 , SREIARRTRE
=7 PCI &,

O |: BRiAfER 1.

{EF iDRAC & & 2~ FHiEFIE B E

BIENETIRE

1. £ DRAC IXENFIERFH , 2 ZE Thermal (i) .

racadm set
system.thermalsettin
gs.ThirdPartyPCIFanR
esponse 0
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fEENS &7~ iDRAC Settings Thermal ( iDRAC i&E iR ) W@,
2. BEUTEIm:
REREXH
BRAHESIEERS
« Fan Speed Offset ( X|/BIERZR(RE )
o ERIEXEESR
BEBKAGRE , XEF—BRENNAT] , BlIIASERFEEMNS|IS. EFEEN. DRAC 8¢ BIOS B EAIEIEEIESAZIA
RE., —L Dell RSB BT RESTIF BRI REASTIFB DB TENEEX AFSANET. AMRAIFXLEDR , EliIBA2BET~HER
BLERHEENE.
3. {foxrBAds Back (J5I1B ) . Finish (5SR% ) #lYes (2) .
Mi#R BERNEC B,

{FH iDRAC Web REIZY PCle SiifiZ&

BN BT PCle - EEIZEHEAIRAT , 5/ PCle STHRE.
® |i$: PCle SFHRETE MX & E R,

BIEH PCle STIRE :
1. £ IDRAC Web REH , HERE > RFIRE > BIHHRE > BREE.
PCle SRIRENEREERENERERD .
2. IEELATEIN
LFM 185, — i AEXEUSAEENX LFM %I,
BEX LFM —BA LFM (B,
3. BENANARE.
REBERUTHER
It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BT RE RN S A ENEIS.
® | i WRERE| SRAINEEEEN.

B S

ELEATIHE DRAC RERITEN , AT s FIEE PowerEdge IRS58E.

FREEH

1. TERIHFRERSR. BXESER | 15519 Release Notes ( R1THHA ) .

2. REHEHABE ST Web SRR, BXEZ(ER | 5SIH Release Notes ( RATIHHA ) .

3. LEESFIHY Java Runtime Environment (JRE) ( SNER{SHAE Java Fiftr 2B sk Web IYSSEH9 iDRAC , NIEE ) ,
@ |iF: BRE Java 8 KESAIMEAILLIIEEES 1Pv6 FILEEE iDRAC EIMEHIE.

4, M Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT 3 {4S2Z24EmfE RACADM 1 VMCLI, & , 1=17
DVD RS E B BAIAFIE E OpenManage HAZEEITFE RACADM, B% RACADM HIEH(SE , 1555 iIDRAC RACADM CLI
Guide ( iDRAC RACADM CLI $8Fg ) ®J M\ www.dell.com/idracmanuals LE3KEX,

5. IRIEEERZE THAM
Telnet
SSH 22 i
TFTP
Dell OpenManage Essentials

izfEifl iDRAC

ZNERUGITAZISE) iDRAC Web FRH , IBEHHRETRILS IDRAC (U FR—MEH. fian :




TR ARSSES - EXuhWS CMC F1 OME Modular i FE—M4EEH., BXiE CMC MESSTERANMNERENESEE | 58
5% Chassis Management Controller User's Guide ( HIf8 S IEtEHIBS ISR ) M www.dell.com/cmemanuals E3REX,

HZRFIEETURRSS RS - 45 DRAC NICIREN "ER" 8 LOMI FHREIRILS IDRAC (T E—M45H,
ENERIGHARERFAIEHE | 158D DRAC Web REERBEIMEHIE.

Ao SZIFHY Web NIESES

Q) |+ BAZISHVEERERFHESES |, 525 www.dell.com/idracmanuals HE2HHY Release Notes ( R1Fi58B ) ,

ALFEREEEIARERINEESHE iDRAC Web REMIKSZSEINEE. EFARLINEE  SUNEN—ERE, XEFEEERZERM
HEORELEFRERE. 5 Java, ActiveX B HTMLS 1A STIEE.

IR MBI IBIRSS 881EZR Internet Y Management Station ZE#&Z! iDRAC Web FRE , MFEEFLE Web NEELAMIZIRSE8515)

Internet,

(@) |iE: SNSRIEHER Internet Explorer B Firefox L1ifiiE iDRAC Web R , FAtRERBFEBHHARENERE. BRILUE
ARSZ RN RRERARE.

it EREREHAESTENE.

®

BicE Internet Explorer

AETIRMTHEXEE Internet Explorer (IE) BFMEE . LABBREaTLAAIEFNER iDRAC Web REIRIFFAIIRE. XLIREEIE !
. EREREIRE

% IDRAC IP i IIERMEER b=

EeE IE LASH Active Directory SSO

£H |E iEaiL e s

EFMSE Internet Explorer T2188

HR{R Internet Explorer (IE) iIRBEIRE Microsoft HEFHNENAREBIZBAEDTNMENABTEENIRE.

1. SBREMITF E, sERSERak,,

2. B TH Internet IR KL ARSI 451t FiaR.

3. B Custom Level ( HEXESI ) | 1%5F Medium-Low ( B{ELR ) , B Reset (FEif ) . B OK (e ) LARAIA.

13 iDRAC IP FINEIZSFUR =TT

518 iDRAC Web SRERT , MIERSZEEEFIZRFE IDRAC IP itk , IRFSIRREEZ P IBRIIES RS, RE | Bt
R;E;T%EF RISR ) SLEFEED Web RIYSE2LAzE 73] iDRAC Web REIBNERE., WRFIRTRESHIN 1P, @NEFENE IP HINEIS ST
|

®|;$: LEEETENEREANESEEDR iDRAC Web RER , TEIHIASRESR | THiSBRARRIESRERERES
1% iDRAC IP #EUERINEIZEEERFIER

1. Bi5 Tools (TE ) > Internet Options ( Internet #Elfi ) > Security (&£ ) > Trusted sites ( Z(F{Ei4m ) > Sites (¥4
=).

EISZMBE RN EI XK IDRAC IP ik,
3. B Add (i) , BE OK (HRE)  AA/SETE Close (XH)) .
4. BT OK (#RRE) , ASERIFETNLE

EcE Internet Explorer D}Em Active Directory SSO

F2E Internet Explorer BINIYRESIEE -
1. £ Internet Explorer 1 , SfnZE Local Intranet ( Al Intranet ) &85 Sites (g ) .
2. USRI

* Include all local (intranet) sites not listed on other zones ( E3ESEFIFEELtHKIFHIFFE MY [Intranet] #5R ) .
 Include all sites that bypass the proxy server ( BIEFIBEAMERANIEIRS B9 )

N
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3. B Advanced (B4 ) .
4. FINFrEEHEIE SSO BLE—ERoHY iDRAC SLHRYMERIELE (4170 , myhost.example.com ) ,
5. BAZ Close ( %] ) F5FE OK (HE ) FR.

2:H Internet Explorer IR LZ £l H

FIHRRET LR Web RE Tk BESHAFIE A MTTE |, I Windows 22 Internet Explorer Iag8 LR EINEE, BFXEHA
Windows higzs_EILKTHRERHSE | 15515 Microsoft iAES{E,

AiE Mozilla Firefox

FEDNBTHXEE Firefox BIFMER | LABRETTLASEF0(ER iDRAC Web FREERIFTAIIRE. IXLIREEE

HHHREINEE
B & Firefox LAJBAE Active Directory SSO

XM Firefox RRYE R ERTIEE

Firefox B "BER" L2 , FERPIERRATEERGFNE MR TERE Y. REEHA  HRRssEREAETN
3IAIAY IDRAC REEINEHIEEESS | AIFEESEIRAEMER.

BEZRRE R IER LT NIV ENES  BHIT ST

1. ¥TFF Firefox Web S 28E5 1.

2. TEHUE=RERH |, BN about:config FH& <Enter> #,

3. 1t Preference Name ( Efi&IARTR ) 5h , #ZEFH W xpinstall.whitelist.required,

Preference Name ( EiIRE#R ) . Status (A7) . Type (KEB) 1 Value ({H) FIEREXIHEAIIA, Status (KRE)
REIEZ R FEFIREFE Value ({H ) 2355 False,

4, TE Preferences Name ( BiZEIRZFR ) 54 , $Z| xpinstall.enabled,
TR Value ({& ) 9 True., WNRAE , Wik xpinstall.enabled L% Value ({8 ) i&& /I True,

ficE& Firefox LAIBH Active Directory SSO
BeE Firefox AUNIRESIRE :
1E Firefox HtHF=da , I\ about:config,
. TE Filter (13jE88 ) &, #\ network.negotiate,
. BB FRINZE network.negotiate-auth.trusted-uris ( EFRIES SRR ) .
. BIHAFRINZE network.negotiate-auth.delegation-uris ( FEIESHIRAYSIER ) .

fc& Web iSRLAEBEIZEFIS

ST FEREINETS

1. THIRELIENLEES (Internet Explorer (Windows) B Mozilla Firefox ( Windows 8% Linux ) . Google Chrome, Safari ) BISZiFhRA .
XSS R ARNESB(EE |, 5518 www.dell.com/idracmanuals _E32{HHY Release Notes ( &4Ti5ER ) «

2. EfEM Internet Explorer , 5% IE iIREHRIEBREDIET.
3. BEE Web It g2LAER ActiveX, Java B HTMLS #&14,

ActiveX Viewer R5% Internet Explorer 323&, HTML5 8 Java S5 S8 HANILaSs FEF=13,

@ |i%: 1BEE Java 8 KESREIAEALLINEEE 1Pve MLMRE) iDRAC EHUSHIA.
4. EZERFLSARIES  Detilin e Baosat=sn.
5. &L#5 compat-libstdc++-33-3.2.3-61 FE XA,

® i*: f£ Windows E , 5 compat-libstdc++-33-3.2.3-61 {HXARHEAIEEEESTE .NET IEZEE QKR ER S
@mo

6. WNERIG(ER MAC BMERZ |, i51%#E Universal Access ( i@FRi/51a) ) B[O THY Enable access for assistive devices ( [SFAX4EEN
EERHYIAAE ) BRI,

—

DN N N
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BXEZER | BS0 MAC BERGFIRIAX 4.

L& Internet Explorer LAfERIETF HTML 5 RYiE(

HTMLS RS EFNEM AN AP ATIBIS R HTMLS SARREIE. HTMLS SRR

AREEEF iR T 2K,
FREMRETNERMIHRFRANERRIEM.
« REXSHENBHFE.
«  RIEEBEBFNZFIR{ES Web TUEAI—HBD TE.

EWISTECE Internet Explorer (IB) IRE , RREHFHEITET HTMLS RUEIMEHI SHIEUN RABER. BERENRHRE

1. %Fﬁﬁ%ﬂjﬂ}éﬁ&fi Jltt , BT8R Tools ( TE ) > Internet Options ( Internet %I ) > Privacy ( BgFA ) 738 Turn on
Pop-up Blocker ( ¥ TFREHEOI=EER ) SiFiE.
2. FRLAMMHEGEZ—B&) HTMLS EliEHEE

fEIEH , B Tools ( TE ) > Compatibility View Settings ( R IHMEIZE ) 7557 Display intranet sites in
Compatibility View ( EFRFHMNEPRTATMIESR ) SiEiE.
£ IE {ER IPv6 itk |, 3RANTRRMERL IPVE B

https://[fe80::d267:e5ff:fefd4:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/

£ IE Hh{ER IPv6 #BIES IS HTMLS ERIEHIE | IRAN RS 1Pv6 ik

https://[fe80::d267:e5ff:fefd4:2fe9] /console to https://fe80--d267-e5ff-fefd4-2fe9.ipv6-
literal.net/console

3. BT IE NSt Bririi=SE , vJ4:%] Control Panel (#5#IE#R ) > Appearance and Personalization ( §MRFIMEL ) >
Personalization ( M%) > Windows Classic ( Windows £281 )

BoE Microsoft Edge LAM{ERETF HTMLS5 BYifEH

HRWRSTERE Edge 188 , AEABUEEIFIETETF HTMLS HUEisSIaf SN EN EER. ERENINEERE
1. BBEHIRE > BERREEH IS HEOIEIR.
2. FBLATAZUEH 1PV il

https://2607:f2b1:£f083:147::1eb.ipv6:1literal.net/restgui to https://2607-f2bl-
f083-147--1eb.ipv6-literal.net/restgui

EoE Web NIESZELAEHR Java ihfE

WNSRIE(ER Firefox 8% IE FrEABE(EF Java BEEEE , I5ZEE Java Runtime Environment (JRE),
Q) |i%: 7£ 64 (HRIERF L AT 2222 32 (45K 64 {51 JRE kR , SE7E 32 (HEERF LA 32 (i JRE BRA,

EFeE IE LMER Java 4 :

 7E Internet Explorer AR FERIBEIHETR.
o 1£ Internet Explorer B2£F8 Enhanced Security Mode ( 1Z8H9% = ) «

EE% IE LAfSEFH ActiveX fifift

TWIRSCECE IE NIMEERIRE | SAE A RSB TR T ActiveX BUEHIEHI SFIEMN R FEER. ActiveX NFEFEIEASEAMN
CAB {HM IDRAC BRSSESIRML. MNSRMEEIIEHI S IERESEENT BN Native-ActiveX 288! | M HIEEXEHIERIEHIGHRT , CAB
NHETHEEFRRFAFBEET ActiveX BIRIMEHIEEE5. Internet Explorer &4 ﬂ%ﬁbﬁﬂﬁ ZFEETE. TEHIETET
XL ActiveX HIN FEFERR.

£ 64 (HMERSG L | BaTLAREE 32 gl 64 IhRAAY Internet Explorer, f&RJLAER 32 fik 64 {i , (BRENRLIAERMAVELE.
a0 , GNERIGTE 64 (LNEEEE e aEtEt | RISTE 32 (UNUSEE T EARE | IPAWER LG,

i*: BATILAE ActiveX 1%L Internet Explorer —2({$H,
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https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://[fe80::d267:e5ff:fef4:2fe9]/
https://[fe80::d267:e5ff:fef4:2fe9]/
https://[fe80::d267:e5ff:fef4:2fe9]/

@ i*: E{E(EF Explorer 9 B E{EFH ActiveX Jififth , fEECE Internet Explorer Bl , BIf{RTE Windows Server {E{ER S

Internet Explorer S{iRs3EE E IR RIRENRZ IR,

34T Windows 7, Windows 2008 1 Windows 10 BEEHRY ActiveX N FIFER: , FBBLE T4 Internet Explorer IR ELAER ActiveX 1

(53
1.

2
3.
4

BN R IR,

. 1% iDRAC IP E{EH1225I0Z] Local Internet site ( 54l Internet Hi§sS ) 5.

BEENIREEE Medium-low ( - ) BLESIRELASIFLEE R ActiveX .

. HENREE T EHIINEHIN S HERAE =SNG B, B TIIR(E . 15%ZE Tools (TR ) > Internet Options ( Internet i

Ii ) >Advanced (7®4% ) . i5Fk Do not save encrypted pages to disk (iEZISIMNBAITTERFRIRLER ) EIT , RS
Enable third-party browser extensions ( [BRSE=5 ISR BR ) %I,

@ i*: EEHR3EN Internet Explorer LA{# Enable third-party browser extensions ( BREE=ANWERT B ) igB5EH,

4:Z= Tools ( TE ) > Internet Options ( Internet %1% ) > Security ( £ ) FEREEIETZMNERFNXIS,
FATH Custom Level ( HREX %5 ) . 7 Security Settings ( Z2188 ) O , HUTTFIRIE -

¥J Automatic prompting for ActiveX controls ( ActiveX B TR ) %1% Enable (BH) .

% Download signed ActiveX controls ( FEiE&R&AY ActiveX I ) 1%1FE Prompt (1871 ) .

XHELT ActiveX I FHGRFILE R ATIRT.

SIAHFICH TR LIMITHRIARY ActiveX IE(HHIITHIAIEZBASIRTR.
B OK ( #%E ) <17 Security Settings ( ®L1i8E ) &M

8. EAd; OK ( TfizE ) <[] Internet Options ( Internet 3%l ) &1,

@ i*: {£{$H Internet Explorer 11 IR % L , fffFi@EiZEE Tools ( TE) > Compatibility View settings ( ERERELS
B ) &0 iDRAC IP,

Q@ [iE:
o ZANMNABERRASHY Internet Explorer E518FEAY Internet Options ( Internet i%1% ) . Bt , TEEHI—FhiNIESRBIGIRSSES

RINSELRFIERRE | BttilEeRSERERMRE.

T4 ActiveX $2{4A1 , Internet Explorer AIfESBTR—RHTLEE, ETh ActiveX IE(TIETIE | WRTE Internet

Explorer B RESEHIZRINHES ActiveX 124,

MNEBERTNEIUEH SENLFIEER Unknown Publisher ( RHIRZHIER ) . WagRAFENHNBERIEBEES

Y. ERRRIGER | B TR TSR, (ERSESIERIEER Symantec 16958 , HEMIERER DL

Symantec P _EASIRABHITIRIE.

Windows Vista S EEFif Microsoft IR{EXRFHIMTINE R
Windows Vista B{EETHIERER ZE A Internet Explorer NS 28B—IFR/ Protected Mode ( {R#4F#EZL ) HIMIINZ£INEE,
EFR RAPFETIIE Internet Explorer XIS EEhEaNFHHETT ActiveX R FEFER? :

1.
2,
3.

N o o b

EREERIZIT E.

%2 Tools (TE ) > Internet Options ( Internet #%I% ) > Security (&£ ) > Trusted Sites ( BJ{Si4s ) .

BRI AR SR XIS Enable Protected Mode ( BAISRIPIRER ) IR, & , BTLIE iIDRAC HIMEZRANZY Intranet X
Hroute., BABRT |, SEPENEHXT Intranet KigiFIaT{Sih s Xigdh Ak s 57,

BATRUbE,

RIS ZMESRINBI X FEE+ | 7700 IDRAC AUttbiE | FAIFERTGERAN.

BEXHE  AEREIHE.

KAHEFBNEREREEL.

AR RS

IRE TREMEF GRITHEEE (BHTEEER  BEAlE ) | NASHRNERMEERET | BIRESMRRS C s ER
|BhRAEERFE.

®

it B RA EERURA GEiEIR RN EIRER.

iBkR Java BHIRA
Bk Windows 8% Linux HRIBRRASHY Java BEESE | IBHUTLATRE



1. ERSIERFT , BT javaws-viewer BY javaws-uninstall,
AT B Java Cache ( Java SiEERF ) 5.
2. MIBRIRESS IDRAC EIEHIE S int I E .

. sate Y

1% CAIE P S\ ERuL

HISEEIEHIEEHEUUN RN | REaERERUEIEEFR., REEEEENM Web IRFZE8IEH |, EoJLUETE CAERS
N\ Java Bf ActiveX SH{SIFPERERIXLARTR,

1§ CAEBEAET Java SHEIEBEF

g CAIEBEAG Java ESETFBFEKX

1. [35) Java Control Panel ( Java IEHIE#HR ) .

2. BERIEMR  AERHIER.
1B 57 Certificates (IEH ) XHFHE,

3. M Certificate type (UEHSEE! ) FH(ZEF |, %1 Trusted Certificates ({SERNER ) .

4. B Import (SN ) |, NEEFRIERE CAMEP (LA Basetd fRiBIE ) | AT Open (F1F) .
EEAREBIESAZ Web BEIEYES(BIEFBEFMEX.
5. EAERKE , AASEREIfAE. Java Control Panel ( Java {EHIEHR ) BOISXA.

& CAIEBSA ActiveX Z{FIEBEE

18R OpenSSL i T LERFERTLIRHEIL (SHA) SIBIEREGHE. EIER OpenSSL TR 1.0.x IEEMA , AT
IMER SHA, CA MERW/RSEA Base64 4RA3HY PEM 18, XESAE) CAIEBI—RMEITTE.

EE CAIEBENA ActiveX BI{SIEPEE :

1. ¥TFF OpenSSL e tRmE .

2. FRLTHSETER FAEIEEFERR CAMEPRR 8 EHEFIE% : openssl x509 -in (name of CA cert) -

noout -hash

RAESER— M. a0, 205 CAMERX4E 7 cacert.pem , iZ@mSA

openssl x509 -in cacert.pem -noout -hash

RRELERMELITF "431db322" RUEH ST,
3. 1 CANHEMBEAWMEXMHE  HE BEFHMm— "0" . flal, 431db322.0,
4. BEHEMN CAINESHIZEEHNEER. B0, C:\Documents and Settings\<user> directory,

5E& Web RERF LIRS

iDRAC Web RESIFLUTES :

IEE (en-us)

EIE (fr)

=1 (de)

FEHISFE (es)

BiE (ja)

&R (zh-cn)
%%E?E%EF'E’\J ISO FRRAFRTRSSINESTE, WTRELESHIFNIES | BNEEEOEFEER 1024 GXEAEEERE
Ihge,
iDRAC Web REISHESAM AR SFERIHRESTE, iDRAC Web REINIFLETIRE ( HNEHISHS ) TTReEESIMOSEA
BEhIEMSEIhRE =&, B AT I E RS EINI.

Q) | i%: ST T RINAE BN e B AR S HE S A ILER A1 iDRAC Web R,

EFnEEEH

{55 A8 iIDRAC BJLAEET iDRAC. BIOS FNRTAE{EED Lifecycle Controller BB IHISEEMA: |, 5I4N0 :

RESERSR 61



. NXEHEE (FC) R
. 2WER
. BERFRIGHERS
o MZLEEOR (NIC)
RAID #5138
FEIRIZE (PSU)
NVMe PCle 188%
SAS/SATA TEE2IKEN2E
A ERFIS N HAE RIS RS
OS WrEess

PSU B BT EN S 40EE , RFIRFRZFESM PSU BIS, A TEGIRIR PSU , £ PSU BSEFHHEER
BERE LRYRETE TS IR EiE.

S TR RIEI E3E IDRAC, FELHSTRE RSB REARE EREHAIZSBIRAFIEER FAROMA, WNRIEE EEAIE
B NEBR—FRIEREE. AREENs SHEHVINA. FERRENS|ISHNEFZOMRITIIREE | LMEETX
RREEHSISHIET. AT RERENS ISETHITREEH.

EEWSEEFE | System Inventory ( RFEREM ) THEEEFNEHRAFHERHEE.
TR EI S SR EAE

.exe — HTF Windows B3 Dell Update Package (DUP)
e .d9— 7% iDRAC #0 Lifecycle Controller —Z&HBIE4

TR . exe I , EVREERFEFBIR, YRERARIFTRTIEEIGEHINAEH Lifecycle Controller,
ST B .49 B, BumBs "Ea" ™R,
(D |iE: TEFHR iDRAC BEIf4IE , BRIEERRIR Lifecycle Controller HERRRAANARAR , HZEREF NTP EE iDRAC JH. #
E5 iDRAC FHEZHI , Lifecycle HEE R BIOS A,
ISR LAMERLA T A A TE A
MR G B HENNE T SIFHMMEET | SIRINE—FP3EEL,
BEEZE FTP, TFTP, HTTP B¢ HTTPS uhraei M FiERE ( EfE 4 Windows DUP FIMERAIB R ) .

A5 Dell Repository Manager SR BENFIEE. BXEZER |, 1217 Dell Repository Manager Data Center User's Guide

( Dell Repository Manager UESAFIERT ) . IDRAC BILURE RS EZ4hY BIOS FIEIH 2 BN ERIR S AR FIEE+FRIST B
. HEEPESNMEEREYISMEBTRSR. INEEEHH DRAC Enterprise FrIIEAYIER FRI A,
B ERER XA E N FEET KBRS sESEH.

EZMABETEH DRAC BN TEMEO., THR{UEAT DRAC B, FRERHIHE 7SO, MYSSHEEEILIR Lifecycle
Controller EEMATF BB ARSI A S EFHEE.

/. 11 BSOS SEBIFIRR T

.D9 BR% iDRAC DUP

R\ x5 EELCEEB XI5 FEELCEEH
BMCFW64.exe N2 2 S ) TNEH
F

Racadm FWUpdate £ & B NER

( 1Bk )

Racadm Update (7 =& = = =
bR )

iDRAC Ul 2 = = =
WSMan 2 = = =
EERERSGDUP B RNER = S

TERER T X TEEF R EAMIEH N EEREENENRENER.
O [ix: HiETHHFREBS BB | SRS BAOIRRFHE X LSS | NSO R LB RAEHIEE.




. 12: EFSEH — SSR0AN

BIHETR iﬁl#lﬁh& 2 ("B W —FERTEEMRE TR — RRFEEFHRF Lifecycle Controller
T 2 & ? GUI — REENR

ZHTER £ B £ £
BERRIREFS £ B £ £

& Lifecycle Controller i 2 &5 &G* =

iDRAC

BIOS b~ = = =

RAID =528 = = = =

BOSS 2 = = =

NVDIMM B = = =

HiR 2 2 2 2

HAE 2 2 S 2

NIC 2 = = =

RIS 2 2 2 2

CPLD B = = =

@®|#: cPLD EM4-FR5SHLSS | iDRAC ISEIENESRREN.

FC £ 2 2 = 2

NVMe PCle SSD IRzI88 =2 B B B
SAS/SATATEEIRAIZE & = = B

OS Wggess B B £ B

CMC ( fifF PowerEdge & 2 = =

FX2 fR&5=8L£ )
& 13: B4 — ZISAAH

BB IFEMEIR? ( "B" T —ERTEETHR R — RATEEMRE Lifecycle Controller

= ;2 2 GUI — REEH

HERR S B S S
BERRIRERE S B S S

& Lifecycle Controller i 2 & &* =

iDRAC
BIOS

RAID =lI28

BOSS

NVDIMM

HiR

e

NIC

FBEIRIRE

CPLD

FCE

NVMe PCle SSD IKz/28

fD WO DY FAD WD MO AD ON HWO A O

DN A0 MD AD MD AD MD AD MDD AD RO

DN R0 AD AD AD DN WD AD AD AD MO
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BEHETR ZHEMOR? ( "B" W — FRFEEME TR — REFTEEMRE Lifecycle Controller
g uznzn ) ED 2 5’] ? GUI — %EE?EE

SAS/SATA HEEEIKARR a = = a

OS gt B & a &

* RTBEANEEEFHENERS  BLREHEE) DRAC FEENFAEH. AIaCER-RRT iDRAC B{SFIMEIIhEE.

SSNEEHN | ARCHTRRAH SRS ERR AISHIRA. SEREEHA] , ISHRSERLRIRA LSRR
gg*ﬁ SNERE=H) IDRAC HUEIRIRRAS , 35{EF3 Dell Repository Manager (DRM) B2 TEHIfF#EFHECE IDRAC LAERIZF RS
B8,

Updating firmware using iDRAC web interface

You can update the device firmware using firmware images available on the local system, from a repository on a network share (CIFS,
NFS, HTTP or HTTPS), or from FTP.

Updating single device firmware

Before updating the firmware using single device update method, make sure that you have downloaded the firmware image to a location
on the local system.

@ | NOTE: Ensure that the file name for the single component DUP does not have any blank space.

To update single device firmware using iDRAC web interface:
1. Go to Maintenance > System Update.

The Firmware Update page is displayed.
2. On the Update tab, select Local as the Location Type.
NOTE: If you select Local, ensure that you download the firmware image to a location on the local system. Select one
file to be staged to iDRAC for update. You can select additional files one file at a time, for uploading to iDRAC. The
files are uploaded to a temporary space on iDRAC and is limited to approximately 300MB.
3. Click Browse, select the firmware image file for the required component, and then click Upload.
4. After the upload is complete, the Update Details section displays each firmware file uploaded to iDRAC and its status.

If the firmware image file is valid and was successfully uploaded, the Contents column displays a plus icon (F1) icon next to the
firmware image file name. Expand the name to view the Device Name, Current, and Available firmware version information.

5. Select the required firmware file and do one of the following:

» For firmware images that do not require a host system reboot, click Install. For example, iDRAC firmware file.
e For firmware images that require a host system reboot, click Install and Reboot or Install Next Reboot.
* To cancel the firmware update, click Cancel.

When you click Install, Install and Reboot, or Install Next Reboot, the message Updating Job Queue is displayed.

6. To display the Job Queue page, click Job Queue. Use this page to view and manage the staged firmware updates or click OK to
refresh the current page and view the status of the firmware update.
@ NOTE: If you navigate away from the page without saving the updates, an error message is displayed and all the

uploaded content is lost.

NOTE: You will not be able to proceed further, if the session gets expired after uploading the firmware file. This issue
can be only resolved by RACADM reset.

it IB s EHEFh

ZEILAYY IDRAC B ERIEF T RILWEEFAIEAEHT. it IRIEEFIRIE , iDRAC SIEREHEERIBR Tﬁ§¥EEﬁETﬁ FHR
FEREMBERNERN. BEEiDiEikSs LEE—ATXH  EhEaBXRSEH[/LANRMNEMRERHGEHIIER

ZIWIEMER Dell Repository Manager (DRM) B2 1FAEZEEFIECE IDRAC LA ME B SRASEFN A TEIS ST, ﬁﬁﬁ?\]ﬁﬂﬁﬁ%ﬁﬁﬁt
&4zl IDRAC RTFBRIEIAAOMRA | FHEE BB MIBH L.

)

®

i*: 5% DRM HEZ(EE , i52 www.dell.com/openmanagemanuals > Repository Manager,

64 BESERSR
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TTRIEEFHFE DRAC (RIARIFETIE,
RTLASEFS IDRAC Web FREIER RACADM 4l BahE4 E#T.

)

iE: ASZISEA 1Pv6 kit R B EnE B,

{E/ Web R ETXIEEZIE4EF

BEFA Web FRETHHIBNEESH , IBHTLATRE
® | i MRELBEiIHY  WAREZBHEREIH TR RSN, eeBESLRHIEMEL,

1.

2.
3.

1£ IDRAC Web REH , #5ZF Maintenance ( 4k ) > System Update ( RAEFf ) > Automatic Update ( BEIEH ) .
ItEFEE7R Firmware Update ( Ef48837T ) T

BaTE Automatic Update ( BEIEEHT ) iEIT R
1%5#% Enable Automatic Update ( EFAEmIEHT ) 1%I0,
EEU MG e e e R R namm s SRS
RIS — BEEEER | BAEHNS SRS,
HHRISEIRHERSISRSESE — T8 FEGENEERRSSEENSS.
EEUT™ME— LS EESHRERIAIE
Network (ML ) — (FRREMEHEZ (CIFS, NFS, HTTP B HTTPS, TFTP ) FIERX. BAREHZIEANFME

(D it EREMSHZEEN  BNAENARSNESBERSHFE | BAEAE 2 SREBITHFT.
FTP — (EF3ER FTP ifmiB R, WA FTP WimiiFmER.
HTTP & HTTPS — ST BRI RFIEE HTTP #1 HTTPS SUAHEH.
*E}ET‘ HE5 EPWTE’J&h MAMEIRER FTP IRE,
BXEFRIEER , 15505 iDRAC Online Help ( iIDRAC BXHASE] )
f£ Update Window Schedule ( EFE&ENITH ) &5+ |, 18 EI#ETH;J’EE’JF&“EJWEﬁuﬁrﬁﬁ < (BX. BA%BE—
BXEFEBNEE , 158158 iDRAC Online Help |DRAC EXHVASED )
Bt RIS,
BAECEWAFIFEEE T —MARIREL, ESIFLNE—NIHIFRRSHE | BEE T EEE AL,

{£F RACADM itXIEzIE4EFh

B EMEEER  BERU TS

ZEEABHEEESR
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
EEEEMEHEFHIORE
racadm get lifecycleController.lcattributes.AutoUpdate
T B4 EHTRFROFHART EAISRER
racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time

< hh:mm> [-dom < 1 - 28,L,"*"> -wom <1-4,L,’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | 0O-disabled)>

fugn
E(F/ CIFS H=BNEHE

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —-f cat.xml -
time 14:30 -wom 1 -dow sun -rp 5 -a 1

E(EM FTP BahE#EH -

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser -pp puser —
po 8080 -pt http —-f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1



EEELRIEEERTTY
racadm AutoUpdateScheduler view
- EFREHEHE
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
EERITFRER
racadm AutoUpdateScheduler clear
MIZFE HTTP H= HEEHH
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share
MIZAE HTTPS = EEEHTH

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

{£F RACADM Sz EEIF

B RACADM BFNEE , IBFERAEHFmS. BXESER | 158 www.del.com/idracmanuals. R iDRAC RACADM CLI #5
.

=~

BEAENEEEMICBIRS | BERLUTGHS
racadm update -f catalog.xml -1 //192.168.1.1 -u test -p passwd --verifycatalog
o EAFEA nyfile.xnl EABRHHIBR TNEFFEENTIIEERNES  FHUTIEREHSIS  BERLTHS !
racadm update -f “myfile.xml” -b “graceful” -1 //192.168.1.1 -u test -p passwd
B catalog. xml {EAEREHIER TN FTP BiFFEERTIEERNES: , BERUTHS

racadm update —-f “Catalog.xml” -t FTP -e 192.168.1.20/Repository/Catalog

{EF CMC Web R ESEFIENF

EATLAER CMC Web SRETEFAT 7] HIRSS28Y iDRAC [Elf4,
E(#H CMC Web FREET iDRAC B4 :

1. BEFRZF| CMC Web F@E.

2. %% iDRAC Settings ( iDRAC i&E ) > Settings (i&& ) > CMC,
fERI= 27~ Deploy iDRAC ( #3& iDRAC ) TIH.
3. B Launch iDRAC ( [231iDRAC ) Web REF#14/T iDRAC Firmware Update ( iDRAC E{4EEF ) .

{$£F DUP SEFREH%

{52F3 Dell BHTERAE (DUP) BEEHZ AT , IBHAR :

ZEHBHA IPM IS ERFIRER.

WNERIRN R FITIT Windows IBEZRFE . BFEFHREDN Windows Management Instrumentation (WMI) BRSS.

@ i¥: 7£ Linux FR{§EFH DUP A HTEFE#T iDRAC El(4RT , MNRERN=FIEHRER usb 5-2: device descriptor
read/64, error -71 ZEAUHZEE , B,

NRRFZET ESX EEER , N TEIEITHY DUP 34 | IBRIRMERLAT®S{ELE “usbarbitrator” RS : service

usbarbitrator stop

(3 DUP 85 IDRAC :
1. BT REBRFRSE T8 DUP HESER R LIETE.

66 BESERSR
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2. =17 DUP,
EH-EER. EEEFRETEERRRSR.

(T2 RACADM EEIE4

1. EEHBMETEE TFTP 8 FTP AR5588 | fflaN , C:\downloads\firmimg.d9
2. =17LALT RACADM 755 -
TFTP fR55E8 -

o (FF fwupdate #p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>

o (FF update 5% :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP IRS3EE -
+ (#EM fwupdate 4p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -f <ftpserver IP>
<ftpserver username> <ftpserver password> -d <path>

« f{#F update @3 :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXEZ(ER , 152158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§Fg ) BAIM www.dell.com/idracmanuals 3KEX,

{§H Lifecycle Controller i=fEIRSZHFRIE4

HX(#EH Lifecycle Controller — ITFEIREFHHEHRIER | 15518 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle
Controller IfERSESHUENI 8 ) BTM www.dell.com/idracmanuals _E3KEX,

M iDRAC i CMC Elf
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1. JB51 CMC Web R
2. %% iDRAC Settings ( iDRAC i&E ) > Settings (i&& ) > CMC,
BRI E7R Deploy iDRAC ( #FE iDRAC ) TTH.

3. M Chassis Management at Server Mode ( [RSZZHET FRIHNEEIE ) ThSEEF |, 1%4% Manage and Monitor ( EFEf1S
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EfHH RACADM BESMNEREFT . 1B jobqueue Fid. BXEZER |, B2 IDRAC RACADM CLI Guide ( iDRAC RACADM
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iDRAC Web SRE

CMC Web 5 ( £ MX EEERZHF)
OME-Modular Web B ( £ MX & LRSI )
CMC RACADM CLI ( 7 MX & LRSI )
iDRAC RACADM CLI

Lifecycle Controller GUI

Lifecycle Controller iTf2IRS

(£ iDRAC Web REELZE4E:

BRIRZEES | BHUTIATERE

1.

1 iIDRAC Web FRET , % Maintenance ( 4#F ) > System Update ( RHEEHT ) > Rollback ([Bi& ) .
RCI;II;;ck ([EiE ) REBERTUUANEBIREHERIRS. BTUEELSEEMR. FERE. Yl EnEdRAF I BEEE
i§ & (-]
EE—ANREANENEEIREAHRE.
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E(FA CMC Web FHEMELR :

1.
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SFEHIEBREIGAYIZER , Rollback Version ( [BIRARA ) 8 Available (AIF ) . F5b , iBIEH FQDD,

2. ERLATa<SERIREE
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BXEZEE , 555 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI R ) BT www.dell.com/idracmanuals _E3EEX,
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Windows IJfE/3 NFS SZFifk.

{£F iDRAC Web R EF{IRSS=RECE I
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5. B Backup Now ( SZEPE% ) .

RIS | R TR IEORETR BB R T ERFL. ESIMRVRE— P ILAFRRDHE | BEET
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W23 |SHERITENNE | CERZAEEH IINEEGNEBFIMEHEERSFIE. WIDPSERY. KRR, &
ROM #05 | SIIEHEFIIZ 2.
BEEIRSSEE PV EIIE R ENL , WIE Secure Boot IFBEEXAY DB M BERIES. Bt , 508 “Secure Boot
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%) . 1§ “Secure Boot $EH&" EEBN "HEN" AIFEHITENLITHIRE &5, SH. SA. ik, 23k, ESNSIE
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S INFIECE R BIPRAY IDRAC FF.
FLEBFIE R FHRMAEER. SNMP FEREL IPMI 2545,
WBERE , RENER IR,
BRLREERER.

WBEVE , BEEEIIEHISFIEIAE.
MEWE , BtE vFlash SD K,

WIBEYE | REFE5ISRE.

CWERE |, 5 OS iRE N IDRAC HiE.

£ -

BE DRAC (28
BB E

BRROE IR

FIPS &zt

B ERS

& TLS

£ VNC ZEFin IR RS 28
REERERETRE
FeERTXFO NTP

WEE 5|28 %
B OS E) IDRAC EiE
SREGES
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{55F3 RACADM EZE S IDRAC
SRLIELUMERENZR S LAY IDRAC BLEIRE

Bf iDRAC (582

BRI EE iDRAC IIEARE M.

{HH Web REEZE iDRAC (GB

7£ IDRAC Web REH , %% iDRAC Settings ( iDRAC i&5 ) > Overview ( S )

BISE , 55058 IDRAC Online Help ( iDRAC BAALESED ) .
iDRAC i¥i(E2
. IRBHER
o TEHRRA
o EHRA

E4-EHr

RAC B&]
o IPMIBRA
o OIRERISIEEL
- HEISIEH

= VN7
iDRAC fRSZ1ER
EEIEE
o AMENIERE D
ML CIERE 1D
LEIMIEIRE
o iDRAC MAC itk
SESIRY NIC 20
. DNSEE
LT IPV4 188
IPv4 BiER
DHCP
2481 1P btk
LIRS
E TS
{#F3 DHCP $XEX DNS AR5 88iit
HBUE% DNS IRSSE8
LB A DNS fR$3S:

L0 IPv6 iIR8

B IPv6

BaificE

4ET P ik
EEINITES
PERS A B

{85F3 DHCPV6 $XBX DNS
4BTENE DNS RSSEE
4B DNS fRS5EE
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{(iFH RACADM &5 iDRAC (E&

E(#HH RACADM &ZE iDRAC 88 , 155157 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 387 ) & )\ www.dell.com/idracmanuals
FIREX AR getsysinfo B get FanSIFMER.

(EpmiLEiz s

{3 IDRAC iIRBE /N FIEFELE iDRAC RMRIRESS , BIAaILUEID iDRAC Web HH. RACADM, Lifecycle Controller, Dell Deployment
Toolkit #1 Server Administrator ( 5|SZEBRERAR ) EXIRE. BXTETSPRZENFMERS | BSRIENIBFiERE.

E(#F IDRAC Web FREEL RACADM {EHMLBIRE |, H B A EENR,
Q) |+ EXMERETEESEISR iDRAC RILBIRIEIEERET,

{EF Web REEIMEZIZE

2 IDRAC REIRE

1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Connectivity ( iE#& ) > Network ( 4% ) > Network
Settings ( PILISHE ) .
FEEDS B RMIEETamE.

2. RIRGNEKRIEEMKIZE. BHIESE. IPv4. IPv6, IPMIF1/8L VLAN igBFHEE Apply ( BZA ) .

UNER1%E Network Settings ( PI4&i2 8 ) THY Auto Dedicated NIC ( BEIEH NIC ) , 24 iDRAC A9 NIC 35EITg LOM (1.

2. 38 4) FHETE DRAC TFRY NIC A& NZI5EERT , IDRAC &8 X NIC EILMERERAY NIC, WNERSEEER NIC L&)

?g”*ﬁ , B4R IDRAC fEFH= LOM, NEETIAER@BIT AT , kA 30 #, ERILAER RACADM 8 WSMan EEELL
nH‘{ o

BXEFRINESE , 15205 iDRAC Online Help ( iDRAC BXHEEE] ) «

{EF it RACADM (2oL &

BT RAMNSBREMTIR | ERZBS

racadm get iDRAC.Nic

E(FF DHCP 3K IP itk , SR TEN®SEAXSR DHCPEnable FEFLLINEE.

racadm set iDRAC.IPv4.DHCPEnable 1

LAl Ean e FRan S BECERTRHY LAN RSENE |

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set i1iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set i1iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

®
fBoE IP fisit

BRT FFIRIEZSL | i73i8) IDRAC BIERLA MR iR ESHIZ 2

i*: Y154 iDRAC . Nic.Enable 8% iDRAC.Nic.Enable &3 0 , NIBD{E/ZA DHCP , iDRAC LAN th&4h FEERIATS.
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IP fEIZEPR&I51A) iIDRAC ROZFimAY IP HHIBTE. BEMENERA P It SIEEASEEHTIR  FRAVPREEEE (HIP
WHHITFIZEER ) B IDRAC imiE). FrEEMERIEREBIGHIEE,
SR IP DR A ES SRR , MEMHEINZI TR ERERER DRAC, MIREERAMSIAR , MeIHEE
30 WEBRER. NREERKUWSIEFR , WNRIFHEE 60 WEBRER.
giﬁgg HHPERARMOREHIRIR | RINREUSENRRIHEERTICR. SRPRIIERE KWL RICRGHER , FERRRT
T—r o

Q) |iE: MRKEEFG P ISR IZXEELE | V8 SSH ERREETRLATSER : ssh exchange identification:

Connection closed by remote host,

iE: WNRIE(ER Dell Deployment Toolkit (DTK) , BXBURANSEIEEI OpenManage Deployment Toolkit User's Guide
( OpenManage SPET ELGRHRIERE ) AIM www.dell.com/openmanagemanuals L3R,

{§5F iDRAC Web RETCE IP ik

BB E "BE" NRAREHITIX R,

ERLE IP ik

1. 1EIDRAC Web T , 4% iDRAC i BiEiE L ME MG S ES RMESE,
SN = DR

2. BAESHRMEIRE.
D AN e e A | DU

3. {#F 1P HELEEERD 1P SEEFMIEIEIEE IP iHTiRE.
BXZEMNIESER | 1S5 IDRAC Online Help ( iDRAC BXHLESED ) .

4. BENRFEFLE.

BIBERLIBIRE — FIPS REEBUFHAIIASEAERN—BRE. FIPS B E7EHE FIPS 140-2 1 RIER, BX FIPSHY
FE(EE , 528FET DRAC (19 FIPS BFEREFIATIE MX EE&H CMC,

® | i+ 2R FIPS 123t , 18 iDRAC g HSAIRE,

{5F RACADM Eg & IP i§ik

B inBEE "RE" NIRZSEHITIXLESE,
F2E P %1% , {88 iDRAC. IPBlocking HFHILAT RACADM XG5 :

RangeEnable
RangeAddr
RangeMask

RangeMask BHEXHEN IP HIFN Rangerddr BIIIER. NRERER , WATHEANBERIZKIAE DRAC. MIEEESMI IP ith
WERESEGER.

MRUTREANFTE BRI

)

RangeMask & (<incoming-IP-address> ~ RangeAddr)

IP iR eI
LA RACADM #3$4fEZE 192.168.0.57 LASMERF 1P ik :
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set i1DRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.255

EIGERIRFIE—LEPY MBS 1P etk (BIaN , 192.168.0.212 £ 192.168.0.216 ) , NIIEEEAIHIREARF MILAIMIFRERL
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set i1iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEEBNREFTIREN 2562 , HHEEHEIEE 111111000,
BXEZER |, B85 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI #5878 ) AT M www.dell.com/idracmanuals _E3£EY,
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| N

BRI

"BREEEERE" ATATE DRAC BRE FImBEETIRHER . HREWNRERZSEE. CRETHIEEMROFERS TLS ZrEEmNS
—/NRRI, IXESGET]EIT iIDRAC Web FRE. RACADM F] WSMAN 65T REBCE.

{5 iDRAC Web KRG EZIIHERE

{8F OpenSSL EiBar SRBMEZLANIFATHE TS SHLIMEIMNGR.

) [iE: BRI SHERLEWN. EREIWEERZAE , SRESERBLU T EN2EENA -

» OpenSSL ZERFFHRIEGERHERGE.
- "TEMSE SIEFENZRERS | MRERERFTSRIIER,

Q) |i*: (EIEERE TLS ZRENSRISEZH , EREEERINESHISM Web JIISE,

ERINEENEBFHE
1. 7£ iDRAC Web FE , #Z iDRAC iZEIRSS Web [RS3EE.

2. BHEAEXEBRFFRERN N ERBFHH.
LR BB B E X SBEF RN,

3. FEEXEBRFFEFERYT  BAGSNE=RS | AERTREFEFHE.
(D it BXZEFEITRESER |, iI5201 . www.openssl.org/docs/man1.0.2/man1/ciphers.html,

4. BFRMHA.
REBENZBFTRAERIENE] DRAC 18, F&5/104 , ASBIIFFHIN DRAC £1F.

{5 RACADM Ec B BRh04H%HE

E{EFA RACADM EeEZRREIERE |, BFERUTSSZ—:

racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-AES256-
GCM-SHA384

racadm set idraC.webServer.customCipherString ALL:-DHE-RSA-CAMELLIA256-SHA

* racadm set idraC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-AES256-
SHA256:+AES256-GCM-SHA384 : -DHE-RSA-CAMELLIA256-SHA

BRXLENEINESZ(ER. , iI5815) del.com/idracmanuals _E32HY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM i {TRES®IER ) .

FIPS {23}

FIPS REEBMRAREMSLIS LAERITENRIR2iRE. MR iDRAC 2.40.40.40 FH45 |, iIDRAC 3ZHFE A FIPS #&z,
&3k IDRAC 1EERIBIETUAIELASZHF FIPS 182,

32§59 FIPS fRIVFN3X1S FIPS ISIERIARRE

BB RN RIS P TIAERY AR FIPS TAME, HITF5ERk FIPS FTERRYATIE] , FFIFFTBMRARY iDRAC ERLGIE, BX
iDRAC 4 FIPS IFRISRSTIASIERE R , E55 NIST Web i FHY “Cryptographic Module Validation Program”  ( fINZ&EIRIGIEFE
F ) WE.

[SH FIPS &3\

2R FIPS #{0]1§ iDRAC FEig@ A KIAIRE. MEEEREIRE | KHNIRSZSH[/EEXY (SCP) , FAIBEH FIPS #
I . HEER iDRAC [FIRE SCP,
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https://www.openssl.org/docs/man1.0.2/man1/ciphers.html
https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt

)
EFH Web RHIEH FIPS &3

1E£ IDRAC Web REH , SAnZ=E iDRAC Settings (iDRAC i&HE ) > Connectivity (iE} ) > Network ( 4% ) > Network
Settings ( fI4%i&E ) > Advanced Network Settings ( BZRMILEIEE ) .

2. EFIPS R+ , EIEBEHEERE.
() |i*: FBH FIPS 1834218 iDRAC EigHEGAIEE.

3. RRRENHER , IBREHAEN. BE OK (18E ) .
IDRAC 7£ FIPS R EHEH. FHEED 607> , RIFEFEEE DRAC,

4, % DRAC IZE(EES.
@ [i%: BRiARY SSLIEBTE FIPS ISR hARAIF.

iE: 5L iDRAC il , 40 IPMI Fl SNMP ROIRHEFRESENE , RSZIFH]E FIPS,

it MREESETRELAR iDRAC B , FIPS iZX&ZEA.,

@
{8FH RACADM [3H FIPS &,

{888 RACADM CLI LABTLAT#S -

racadm set 1iDRAC.Security.FIPSMode <Enable>

ZH FIPS &=\

ZEEFH FIPS 122 | Bt iDRAC EiR AW BUAIRE.

BcEiRS

AT LATE iDRAC EECEFERLUTRS !

FitEE (At RACADM #[1 iDRAC IRELFERFELE ( NENRSR ) 7518 iDRAC EBE.

MLEERSS 2R [EFEXY iIDRAC Web RERVIAA], SNREEERiZ Web R, 2 RACADM tEHREER., BERA M RACADM
EHEA Web IRSSERFIITFE RACADM,

SSH BT EY RACADM 18] iDRAC,

Telnet BT EH RACADM if5/a] iDRAC,

ix#E RACADM 218 iDRAC,

Redfish S Redfish RESTful APl 3235,

SNMP {12 £ IDRAC Hr/E A% SNMP &3] ( GET. GETNEXT F1 GETBULK 1#2/E ) BISZ#.

BIIERIRERE BSRLDRERHEERRE.

EF

VNC fR$328 [EFSBEEAT SSL % A9 VNC ARSSEE.

(£ Web RHEECEIRSS

E(FF iDRAC Web REBREIRS :

1. 1EIDRAC Web HE , 2= iDRAC Settings (iDRAC i&& ) > Services ( I§535 )

B &7 Services ( BRSS ) M.
2. IEERTHRER | AG8E Apply (RZF ) .

BXBIZEMMESRE | 1557 IDRAC Online Help ( IDRAC BXH#5EN )

@ i¥: i520i%rh Prevent this page from creating additional dialogs ( BELEECTREGUZEMIINAIRNEIE ) SikiE, EIFLEIRS
FELHEERERRSS .
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{£F RACADM ficEhRSS

E{EH RACADM BAMNZEARS | 1B set mSFILATIREFHINIER :

e iDRAC.LocalSecurity
e iDRAC.LocalSecurity
» iDRAC.SSH

e iDRAC.Webserver

e iDRAC.Telnet

e iDRAC.Racadm

* iDRAC.SNMP

BRXLENEINESZ(ER. , iI5515 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§E3 ) BIM www.dell.com/idracmanuals 3%
B,

BESEE HTTPS EEE

WNERATFEE0A iDRAC IEPEXHEL ARMAEN HTTP BaIEERZE HTTPS BENIRIRIRERTERERN | ST LURIRIUTS
ECE iDRAC : Z2AM http imO ( A 80 ) EXEME https im[ ( ERIAS 443 ) . BABAT | BT ERRES. S FEFHF
ZRE|DRAC LMELLIREA. WMRZALINEE  SBF—FEHER.
S MER "EE DRAC" R REZAEEER HTTPS EEF.,
RS R ZE R INEERT | 187 Lifecycle Controller BEM4HIER—N 54

R HTTP B HTTPS IEEM :

racadm set 1iDRAC.Webserver.HttpsRedirection Disabled

EREA HTTP B HTTPS IEEH :

racadm set 1DRAC.Webserver.HttpsRedirection Enabled

EEZE HTTP E HTTPS NEERIIRE :

racadm get 1DRAC.Webserver.HttpsRedirection

FBgE TLS

BOABIRT | IDRAC ECENMER TLS 11 FIESIRA. EAJLAECE iDRAC LAERLAT™MES—IN :

«  TLS1.0 MIEShRA
« TLS1IFIESMRA
« (PR TLS1.2

Q) |i*: SIRRRLIEE , Dell BINER TLS 1.1 HIESIRA.,

{5 Web RHEIECE TLS

1. #%Z% iDRAC Settings (iDRACiZE ) > Services (RS3) .
2. ERik Services ( |g5% ) 1EIME . SA/B 85 Web Server ( Web iR5388) .
3. TE TLS Protocol ( TLS Y ) FHIFIFE | iE8F TLS hRA , SA/F8E Apply ( BIA ) .

{#F RACADM Eg& TLS

EIEE TLS B ERINRA :

racadm get idrac.webserver.tlsprotocol

fig& iDRAC 83



e TLS R4 :

racadm set idrac.webserver.tlsprotocol <n>

{£M VNC ERinEIRintziRSsR

ISR LAERFRAETE, VNC R iEREE RS ERSEEANBENRE (%0 DELL Wyse PocketCloud ) RUITiZiRSS88. HEIRH ORI
IR ES(E1EIE1TRT , IDRAC SIRERSoMETR FAEHIARIZER. BHABRBMIREAZESRHEEEIE TRt

SMS , AREEEILFER NC BEEENAER. VNC BEESETLIEERIIRS S LRI ER G/ BIHER | FHEATENIRS BN
S ISENSARESS SRSV T A ERRNSE . TE/EBE) VNC BREZET , WS VNC JREZSEHELS iDRAC FEY VNC R
SERRE | WM. VNC i[OS, SSL INZFIERTE. EaTLAFEHR iDRAC Web FRiEal RACADM KE B XL E,

@ [3#: VNC ThEEREIRSIFTRITIEE , 7E iDRAC Enterprise #FRIEAIRIL,

AT UMNIFSZ YNC R BRERFE S mZ % ( 40 RealVNC B Dell Wyse PocketCloud ARESHERILR ) ARt TisEiR,

AIRERTEGE 2 4 VNC BRIRSIE. FNSIEbTFRIEER.

R VNC 2IEER , NRBEREMEEH AMAREIIEH A EE B REEMN R,

WIREERUSIINE , N VNC BEFiREEEEH RFB IEFHE | FELFH{T SSLIEF. 7 VNC BEFIHIEF ( RFB & SSL ) 378

, WRB— VNC SIELTFEIRTS |, SiFERIEHESIETHFRES | WEHT VNC BRIRSIRSHIES. EemilREFT

f2fE , VNC RS BEEZAEIIEHAH R AHERREIUNER. £ VNC £iF&RIEZ [ |, VNC RS SBBIRE EIUEEI S rIRIBIRE

(SHEZER) .

@ iE:

+ B VNC £iERY , INREBF RFB HHUEIR | 1518 VNC BRIRIEEEXN "BERE" | RAEEHRINSIE.

+ %4 iDRAC NIC e FHERRHXABBHNENRFAN , MEEESPRNIH. EXERMER , NRSEEDN VNC R
IRRMATIETIRIE . VNC 2iETTRES XM, B MEEHIBRY ( $13% iDRAC Web REIRSTET VNC IRSHRIS BT ER
{H) . ABEFEL VNC &%,

+ WK VNC EFIREORIVEIEE 60 b , ERIREOEEXA. BRIFTHME VNC £iF. BT VNC &iF.
WNSRIETE 60 FARAN VNC ZFIRED |, BBATTLAGSEER.

{£F iDRAC Web RHEECE VNC iRSSsR

FRCE VNC IRSZRIRE | IBHUTLATRE

1. 1E IDRAC Web RES , #Z Configuration ( fit& ) > Virtual Console ( =SS ) .
#& 27 Virtual Console ( EEHUEHIS ) TUH.

2. 1E VNC Serve ( VNC R$328 ) Zp4>eh , F2H VNC RSSEE | ISERL. OS2 , FHEMAsEEA SSL N,
BXEFERIMER | 15217 IDRAC Online Help ( iDRAC BRHIEEED ) «

3. BEEMIA.
VNC RS E5RIBELE.

{8 RACADM fc& VNC fR5585

HEFEE VNC IRS588 | 15fEH set mEFI vNCserver AIRIER,
BXEZ(ER |, i581% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $§E8 ) RIM www.dell.com/idracmanuals E3KEX,

1287 SSL &Y VNC E5EE

fEECE IDRAC HRRY VNC BRSSERIRERT , Y15 SSL MR iEIE/=A [ MwiRfEm SSL BHENAERFLAR VNC BERRIUENS
IDRAC VNC fRS388HY SSL INEEATESR.

® | i+ ABH VNC BPisigEAE SSL INEXS.

HEFE SSL FFHEN R
1. BRE SSL BFBELIES: <localhost>:<localport number> ERAUEREE, 40 , 127.0.0.1:5930,
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2. BLE SSL BFELUEEE <iDRAC IP address>:<VNC server port Number>, f5I& , 192.168.0.120:5901,
3. [BEbER BER.

EEIT SSL INZEHIERES iDRAC VNC IRSBEEERIER: , MG VNC BESRIEEEA TN ( SERSACHE Pttt ) FlAMHOS
(127.0.0.1: < AtHOS > ) &

IREAT SSL INEERI VNC EEES

—MERT |, FTERSITETEME S (RFB) B9 VNC BEREEBRIER/ VNC RSSESECER iDRAC IP MMM S1ZEREI VNC iR
5288, WNRECE iDRAC AT VNC IRSSESIRERTEE SSL INZREIN , MIBITLATERIELUERERI VNC BEEES

£ VNC BE:E XHEIET , £ VNC IRS3E8 FERHHIN DRAC IP HtFNiRCS,

9 <iDRAC IP address:VNC port number>

%0 , 705 iDRAC IP #EER 192.168.0.120 , ) VNC isO52 5901, M 192.168.0.120:5901,

BcERIER R

ERILIECE R E R AAYRIENR LCD 1 LED Bk,
XIFAHNERFIETUIRSS RS | BRFHEEUAIRIER A -
LCD RIEMRFIZSE ID LED
LED RUEMRFIZSE ID LED
MFTDRTIRSS RS | IRSF|AIER ERBHRS 0 LED I , BATIRHAIFEESE LCD.

ficE LCD iRE

ERILAMERER SR LCD RIER DIREFBTFIAFATER (HI80 IDRAC BFR. 1P F ) BCRFENXHIFHE.

R Web REEIE LCD 188

BRI ERSSES LCD BIERET :
1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&E ) > Hardware Settings ( fE{iZE ) >
Front Panel configuration ( BIEtRECR ) .
2. TELCD Settings ( LCDiZE ) 8% , M Set Home Message (iIEBTFENE ) ThsEES , R TFINERZ— !
o IRSBIFE (BOA)
. AR
DRAC MAC itbiit
DRAC IPv4 ik
DRAC IPv6 ik
. REMR
. INEERE
. RRIS
Fi=
- BAFEX
e K
UNERIEIESE User Defined ( FIFEN ) | IBEMAEFTBANRHS.
YNERIGIESE None ( 5 ) |, MIASEIRSSES LCD BIER EERTEREEE.
3. SEREIEHIEER (A% ) . WRER , NIRSSE EHY Live Front Panel Feed ( BIEIRSCATER ) 2895F0 LCD EHRSEREE
FEIEHIESIERER virtual console session active ( EHIEHIGESIEED ) BE.
4, BERMA.
fRS5E8 LCD RIEREREENTEREER.

{8 RACADM [gE&E LCD 188

FRcEMRSS2R LCD RIEARER , A system.1.CD APAIRISR.

fig& iDRAC 85



BXESER | 13518 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI 88 ) AT www.dell.com/idracmanuals E3KEX,

{§EF iDRAC 1B 2 HiE~ElE LCD 128

EFEIRSSEE LCD FIERET ¢

1. 1E IDRAC IRB/ANFIER , = Front Panel Security ( BIEIIREZEM ) .
I RT1& R 7 iDRAC Settings.Front Panel Security ( iDRAC i@ ERIERZEM ) «

2. JSFIEEEFREIRIRE.,
3. IBEUTSI:

o XIRIEHRATAE]

« LCDBE=Fff&H

ZERFRE. MERERENERER

4. ERSZREMEDIEiER.

EXBEEE. | i5£17 IDRAC Settings Utility Online Help ( iDRAC I8B /. FATEREAHESED ) .
5. {KREE Back (f5IB ) . Finish (586% ) flYes ().

BcE %% ID LED iZ&

EZRFIRSEE  BESERSR LSHEEA ID LED U,

{EFH Web REBCEZRS ID LED i858

FEBEZRS ID LED B RE ¢

1. £ DRAC Web RE , ¥Z= Configuration ( fitE ) > System Settings ( RHiZE ) > Hardware Settings ( TE{HiEH ) >
Front Panel configuration ( BIEHRECE ) . T/ System ID LED Settings ( 5% ID LED i&5& ) TUH.

2. 1 System ID LED Settings ( & ID LED 188 ) Xig+ , iEELA MEREMLAS AR LED Ak :
NIGSS

INKRFF

RNEFF 1 RABRT

IRNEFF 1 FERERT

AKEFF 1 B8Rt

3. BRIA.

BUER_EAY LED (AXREPEC B SERK.

(i RACADM ECEBZE% ID LED 128

EREEZRS IDLED |, {FFH setled @id.
BXEZ(ER |, 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§& ) BAIM www.dell.com/idracmanuals 3KEX,

ECEAJXFI NTP

ST LAE R SR ENY (NTP) IE BIOS B EHLRFATEIE iDRAC EECERTXFFREL iDRAC AE.
BB ENR A REE BT XE NTP I8,

{£F iDRAC Web RHECHRIXFA NTP

Z(§F3 IDRAC Web REECERXHI NTP , IBHATIATERIE

1. %% iDRAC Settings (iDRAC i&H& ) > Settings (iZE ) > Time zone and NTP Settings ( BIXFI NTPiZH ) .
FERNE7 Time zone and NTP ( BfXF0 NTP ) @,

2. ERERX , {EM Time Zone ( ATX ) THEREATEIZAEINKX | ARG8T Apply (KA ) .
3. EfRS NTP, BEANTP, B\ NTP RSe&ttt , ASH8T Apply (KA ) .
BXZFRIVSE , 1528 IDRAC Online Help (IDRAC BXHLESE] ) .
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{F RACADM EcERIXFI NTP

EREMXFNTP , i5{#F set #5<5F] iDRAC. Time F] 1DRAC.NTPConfigGroup AHRINISR,
BXEZER |, 158158 iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8&g ) BAIM www.dell.com/idracmanuals E3KEX,

IREE—5|8I8ET

SRS T —IRE 1S BRI EHS ISIREE 5 |SiRE. IREGREEZ ENEEHS ISFERZIRE . EIS/ER BIOS &b
E’J%—%Ivﬁ% EFEXM IDRAC Web FREELM BIOS 5ISfFEX,
SIS E—S |1 SRR ENLAT—H .
EE3S
PXE
BIOS IRE&

AR ER/ FEABNNR
ZNith CD/DVD

FEE2IR =S

REHAER R

B2l CD/DVD/ISO

it SD &

Lifecycle Controller

BIOS 5|S/&1288

UEFI IZREER

UEFIHTTP

@ i*:
« BIOS i&E (F2), Lifecycle Controller (F10) #1 BIOS Boot Manager (F11) REEIZBIEIXKABISiEHE.
+ iDRAC Web RAIFRHE—SISIEFHEEREBEE RS BIOS 5|Si8E.

(£ Web REIZEE—5I1S8E

E(F IDRAC Web RHEIRESE 51518 :
1. #%Z Configuration ( BE ) > System Settings ( ZHiZE ) > Hardware Settings ( ##{4i&8 ) > First Boot Device ( 56—
o
?%Ir%agir)st Boot Device ( $—3|Si%& ) TWA.
2. NTHFIFRAPIEFRFEIE—5I1298% | ASET Apply (B ) .
AR ER TR TEEENRS I SANRES 1S,
3. EE—F—}/’@|§'—Eﬁ}AFﬁﬁi§%§|ﬁ-—}ﬂ , TBI%E4E Boot Once ( 5185—iR) . LE . RFEIEM BIOS 5|SINF+HHE—3 1SiRES|

BXBIGMIES(EE. | 15205 IDRAC Online Help (IDRAC EXHLEEED ) .

{£F RACADM B —5|Si8&

. %lﬁ%%_gke_'rlﬁ% , {8 iDRAC.ServerBoot.FirstBootDevice FOER
EBNREBE—XE8|5 , {8 iDRAC. ServerBoot .BootOnce XI&,

BHXXLWERINESZ(=E |, 55058 iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI 185 ) AT www.dell.com/idracmanuals 3k
BX.

FREIEHSREE—S IS8T

IRBESEITEHS |SINFHIT5 ISR |, S AEEIIEH BRSSP EERSEEINEEMNPMEERTEIS. 5I18—RZ REFE—
5| Si%%E FRFRIFE RS,

EEAEIEHSRES—SISIRE | BHIITLUTERE
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1. EaEEE.
2. EEPIEHGESSET , M Next Boot ( MIR3|S ) REFIREMENIREIFASE—SISRE.

So s pg ey
BRLRBBERS
BN E RS RNRE I THERRS |, Sl LAER iDRAC AR S EEREIE.

@ i*: B3X Server Administrator BIBZ(ER , iI52IR OpenManage Installation Guide ( OpenManage Z3E5F3 ) AT M
www.dell.com/openmanagemanuals L3REY,

1. M Dell Systems Management Tools and Documentation DVD ZZM Dell St | 2SR % LIRS S STRfER; iDRAC
Service Module (iSM),

2. 7E£ Windows FIfIkE&E S , FERIEREIENRS| SR,
BXEZER |, B85 Windows BES .

3. M Server Administrator B][SFIEIEREERTES. BEMKRERIFREBNER. KNk XINEAN . FHLR SRR EERTES
(60 -480 Z/ERIE) .

4. ERLATEIZ —EREXATRS (ASR)IED :

Server Administrator — 1525 OpenManage Server Administrator fZiE e TEH 155,
At RACADM - ERELATES racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. BHRANERIKSNRERER. THTIR(F 155X iDRACIRE > B > BHRERRSRERER  SFEEH  AHEMA.

B2 H 0S Fl iDRAC Hil

EEBMSTR (NDC) BERATVENR LAY LAN (LOM) igEfIRS=5+ , LIS OS 2 iDRAC HiEIRE. LLINRERIBITHE
LOM, 3 NIC B USB NIC £ IDRAC FIEHIRFRAZ HIREENEHRIES. LLIIREFEE iDRAC Enterprise FFEIERIER T
AT,

() |iE: iDRAC Service Module (iSM) {2 7TEESRIINEE . TRAFETRERFEE iDRAC, BXESER | 55N
www.dell.com/idracservicemodule _#2{#fY iDRAC Service Module User's Guide ( iDRAC Service Module FBFIERE ) .

BIEANIC BRI, SRILEETREREPEaINNES | 2517 iDRAC Web FiEl. ERT/IHIRS[HITA NIC BT

Chassis Management Controller 3551,

FEEH NIC B = LOM Z B HEAEREFENEE IR ENRIER S iDRAC,
LB AT A REALEE -

« iDRAC Web RE

+ RACADM E{ WSMan ( [SIR{ERFINE )
+ IDRACIREAFITER ( TISERSEAE )

WNERIEIT IDRAC Web RETEX 7 MLEHEE , MIWRZE/DERF 10 A BEEA OS 2 iDRAC Eil.

WNERIEEIT RACADM, WSMan Y Redfish {FARIRSS S8 BCE M4 RACERSSEE | FEINRI X FIIMEIRERETN | NigwnE
515 ¥ OS & iDRAC EIBIhREERE OS EH# IP Hbhit,
1E/5F8 OS | iDRAC BBl Al , 5% :
iDRAC ECEAFRAE A NIC sit=1&R, ( B) NIC RS BCEIREA LOM )
FHRIERSGHD iDRAC A FR—FMFIR— VLAN /i,
BEEFIRIERS P Mk,
. CLRRETEHRBERSZE DRAC HiBINRERIE.
. BEEERENR.
EE Rt IThRERT
EHEEAT | BEREVRERSHY P Hbit,
ETREXS , SO REENIRERFIE P tblk, INRE4 LOM SFESPRES |, MEAFE— LOM B9 IP Bk,
WRESRBRIERSZ iDRAC MEIBIIEESIZINEEATIE | S UEELITIRE -
- DRAC L FEHY NIC EBUSE IEFERS,
o ED—LOM FEIRE.
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ENFRFEAMMLERIE thIROIRY 1P HhlibihsE , WAL 1P ik,

169.254.0.1,

BgO

© © 0 06

R#iskiEid iDRAC EH NIC 24MBRILEiIE iDRAC,

F3$% 0S Zl| iDRAC ENEBINRERYE
TRIEHT SIS (EA LOM LI OS 2 iDRAC EEIHEERI-RIIFIER.

. 15: i@idfEA LOM 3£ OS Fl| iDRAC Hil — 3ZiSHIR

iE: SNR7E USB M-RAFEARESHIER TR iDRAC BESSHRIR , M iDRAC BRSSHRIRGIS USB MK IP itk SEeh

iE: (EFBRAIARY IP tbtik. R USB NIC $201RY P #ulESR7E iDRAC SEH OS IP MBILFRTERIE—RILSFR. WKL 1P libtikS

i¥: I5/D(6EF 169.254.0.3 #1 169.254.0.4 IP ik, XLt IP ihhit 2 25{EFE A/A BBESRT , A FEIEIR LAY USB NIC iR 1R

it: B NIC {HPARY , JREFLZiBIE LOM EiBMEHBRSSERIAHE iDRAC, PRI , RILAGEFE iDRAC USB NIC MEHBRSSERFE

£S5 HliEm ESi]
NDC Broadcom « 5720 QP rNDC 1G BASE-T
Intel o x520/i350 QP rNDC 1G BASE-T

AER LOM £t37# 0S | iDRAC BHilBIhaL,

3215 USB NIC RHRIERS

¥ USB NIC FUMERFE4E -

Server 2012 R2 Foundation Edition
Server 2012 R2 Essentials Edition
Server 2012 R2 Standard Edition
Server 2012 R2 Datacenter Edition
Server 2012 for Embedded Systems ( Base FI&s SP1HI R2 )
Server 2016 Essentials Edition
Server 2016 Standard Edition
Server 2016 Datacenter Edition
RHEL 7.3
RHEL 6.9
SLES 12 SP2

e ESXi6.0U3

e vSphere 2016

e XenServer 7.1

T Linux BERSE , BBEFAETHURFRS LI USB NIC BEcE N DHCP , 2AIEB/ER USB NIC,

X$TF vSphere , W% VIB 34, AJEFEA USB NIC,

)

%% VIB X4

XIF vSphere B{ER S , 7E/5A USB NIC ZHl , MRZEE VIB XX,
BREE VB XM, IBHTLATRE -

1. {#F8 Win-SCP ¥ VIB {4 E#I2) ESX-i FHURIERFRY / tmp/ K,
2. $E| ESXi IS TLA TSRS ¢

i¥: BBYE Linux IR{ERSaE XenServer H1§& USB NIC ERE % DHCP |, {52 iR (ER Siek EIBIEFETHY,

esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check
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Bt

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.
Reboot Required: true
VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03
VIBs Removed:
VIBs Skipped:
3. BEF5ISRSEE.
4. & ESXi R FHNEITIAT®S | esxcfg-vmknic -1,
BB R usb0 &£ H.

s Web REIGHZZ2H OS %l iDRAC HiiE

EfHF Web REEA OS E iDRAC Bl |, IBHUTLATRE

1. %%ZE iDRAC iREEIEMLE OS Fl iDRAC B,
Lt 2~ OS Fl iDRAC B,

2. BRSELNBER.
3. FNEEEIUEERL TMEEER

+ LOM — iDRAC 5EHBMFRFZ BIHRFR AR iDRAC ELEsHECEIY LOM B NDC #37,
» USB NIC — iDRAC 5 IR ERAZBAINRER S ZE iDRAC EBHEZECIBITIES USB BT,

Q) [iE: MRS EERNIZER LOM , iSTRERAITIATIRIE :
BRERFAF iDRAC (IFRE—FRA
BRI E R NIC SRR E A LOM
4. IREHZER LOM R TERTIRSS ST | WIRIERS 1P {=FIS 5.

() |i*: tNERSTE iDRAC EFEF VLAN , ] LOM EiESREEH LERET VLAN iFcHBERE LOM EX TEH.
@ iE:

LIEEBEERIZEEN LOM B , IELBINBTENEIRIERFKBE iDRAC,
o HAMSENERT EREMEININEER LOM Hif,
5. WNSRIEREE USB NIC {EAEIERCE |, NI USB NIC BY IP itbit,

ERINMER 169.254.11, EE(ERAERA P ik, {BE , WSRL P it SEH R A ARG E RO/ 1P thhbhss |, N4RE
Ol 1P ik,

BN 169.254.0.3 1 169.254.0.4 iIXFEAN IP Hbtik, XLE P iR E(ER AZA BBASAT , AT RImEIR_ERY USB NIC {78
1.

6. BERMA.

7. BFEMRRERELEE P 2EAAE , UNRERERE DRAC FIEVUIRIER G BREHEHE.

{5 RACADM S HHEkZEH OS %l iDRAC HiiE

E{FH RACADM jZFEEZER OS &l iDRAC Ej#@ , {#F iDpRAC.0S-BMC HPHINIER,
BXEZER |, i5815 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals E3REY,

{EF iDRAC iZB 2= E Ak OS % iDRAC Hi&#

E(FF DRAC IRE 2 fEFE A ZER OS | iDRAC Bl , IBHTIATRME ¢
1. 7£ DRAC iRE L FERFT , HEE(EHUR.
X T iDRAC B BiB(SHRTImE.
2. ERLATME—SIRLASH OS &l iDRAC EiJE :
+ LOM — iDRAC S5EH B FRFZ BIHR{FR A S iIDRAC ELEfEEDEIY LOM B NDC #37,
+ USB NIC — iDRAC 5FHIRFRFZBINRER S ZE iDRAC BEBYEHZECIBITES USB BT,
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Q) |iE: MRSHEERNIZESD LOM , iSHHRAITIATIRIE :

1REZR S iDRAC (UFRE—FMA
. IEmLIRERAY NIC EIFIRE S LOM

ZERILIIRE | BFILECEA.

®|i$: RBEERZS "1RMERRE DRAC HiE" IR , ZHEi%IE LOM IR, BN , ZERIERRAKE.
3. WIREE LOM (EAEBEE  FAECERTAENNERRSS , WEARERRH 1Pv4 ik,

®

iE: MNREHEM LOM EX TERTIRSSEE | WIRERS 1P bl =FERISZEA.
4. YNGR USB NIC {EANELEBCE |, NI USB NIC AY IP itbit,

ZOAER 169.254.1.1, {BE , TN IP il SFH R Fa A BRIE b ORY 1P itilibdss |, MREEEIL IP hlik, B8N
169.254.0.3 ¥ 169.254.0.4 IP, XLt |P 2 24{EM A/A BBESRT , SR FRIEHR_EAI USB NIC i O{REBEY,

5. XBERIER. SRR,
ZFRER ISR,

SREVIETS

TR TETESSERNETEEL,
. 16: BEFERABGIEHRE

ERAE IEHEE FENSiE
fs5F8 Active Directory FUBRRE R a5 CAMES 4Bk CSR HMIERIUANIMIZREE R
SHA-2 IF B2,
ﬁﬂﬁﬁi Active Directory FEFHIEREE BRI gﬂ;iiﬂié ﬁj@%‘ﬁ%ﬂﬁgﬁﬁ{ﬁ
ER A= CAMER I REBREEERERRPIERS
' AT 64 KBRS,
A5 CAMEH - IFBH CA ik,
SHA-2 IFPthF 74,
Active Directory AP &R A= CAEH LIFRE CA k.
SHA-2 IFPthZs7 4%,
KRR ER SSLEHE 4ERY CSR HMENE CA SRENE R

SSL fRSS=niEt

(D |i%: iDRAC HIHFEARIBZER SSL
BESSESES. iDRAC Web BRSS
. BN EMEREESERLL
IEB.

SHA-2 IEBtH7#F.

IDRAC B1&—> Web fRS32% , iZIRSSERECE HEMAITAARE SSL 2y , LUBIMRERIIZEE. RIEET SSL NZERmMLAZRA

RE5EM. SSL ETIRITRINERAME | [ iZATESFIRIIRS R AR

SR SSL BYRGERTLAFT FINESS

[EEA SSL NEFRIGIEE S
TN RGN AT

ez

7X=T.

S EAEFIINZERIE(E | LABS LR 230,

@ iE: SNER SSL MNZERE /T 256 {skErILAR 168 kY , MBAIERBHNIFE (JVM, IcedTea ) BB RANIRAIREER
#£ Unlimited Strength Java Cryptography Extension Policy Files LA7tiF{& iDRAC #H{tk ( 5J40 vConsole ) FI-FILRBINNES,
BXRZERIEUFRIER | 1551 Java ROREASZH.

ZUABNT | IDRAC Web [RES88EH Del BEEMIME— SSL HFIER. ETLUGEIA SSLIUEBEIEALNARIAIEA (CA) 28
IR, N ERERRAITICATREISR , einESmERNTREEE. RBFIERMEREZSWE, 180, Thwate 7
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VeriSign 198 CA, EFZsh3REN CA EFIEBAVRE | BFERENASEEIET iDRAC Web R, RACADM REAEMIERERIBFK
(CSR) , PAEIEAERLAY CSR 124145 CA ( 40 VeriSign B, Thawte ) . CA ATLAZEAR CA 5¢RIE] CA, IEI CA &2/ SSLIEBE | BH
&3 iDRAC,

ITFERULE(EAIE IDRAC |, 1% iIDRAC B9 SSLIEPHAMESEMASEREEX, —E S8 FZR%E SSLIERR | SN
FLAE iDRAC MASERIERESE.

AL HEBENEZIEBLIRE SSLIEH , MARKBMTEANESZIEBHITIIHINEE. BTE— 1 EENEZIIRENTEE
L , FREENXSZIUIRAYETA DRAC ERE3EE. MRASFEARENX SSLIUFPRRIER T LEBEXERIER | NBENX SSL
A RERHER— A EEER B EREN S ZITFHH SSLIFH, S THEEN SIS ( TEFAE ) . Sl
NENBEENERILR, MMEEXERIEPEE , IDRAC BLEISHBEINEMITIBEES SSLIFE, NREHRER—IBEERIE
H , WATEZ DRAC FISIETEuhZ BIEFENEE. BE4EMN SSLIEEEFERFEEREIAtFEE—X  FHARENIEE
E—X ($XIERLEF] DRAC L ARMIRNXIESE ) .

HERGIEBEERIBEK (CSR) B, IDRAC Web fRS58% SSLIERSHFESFH (*) (FABBRIRRAMNAHEIEBD. HIa0 *.qa.com &
*.company.qa.com, IXFRIBECFTIET. WNSRTE DRAC LISMERGBECRT CSR , R LEXGE R IR MERFT SSLIERHAZ
IDRAC EAEZIES , FERTE DRAC ERZRIZSTHFATNERRAIEE. (ERASHSHBECRAEBRISZ SRS HIEEER] iDRAC Web RH
At , IDRAC B EINIERRAIEIE. EEESRRR , DRAC BREIEEREFIRAYEE.

ERFREBERIBR

CSR ZEIAIEHAE (CA) $23ZRY SSL ARSBZFIEPRIEFIERK. SSL RSP ERSEEFinteBSERS /IS O SRS ENE

IERIE,

CA 7212 CSR [ELHFNIIE CSR FEERIER. MRHBARS CA NTEiRE  CA SR HHFERAY SSL IRSZMETS , L6
BARIBRSSEES Management Station EIZ{TRINISSERENZ SSL IEERT | IZIER A ME—HARR BB ARIIRSS 25,

CA #t/f CSR AR SSL BRSSERIERIE |, IZIEBA] E#E iDRAC, FF4ERK CSR ( ##E7E iDRAC Eft £ ) RIERWMRS SSL RSS#:
IERHEAAYERTE , BMZERLEY iDRAC SIEH CSR &4Rk.

fEF Web RHE4%RL CSR

“ERkET CSR ¢
(D |iE: 84N CSR BREREH LIAFIKIER CSR BiiE. CSR HEERLARITE SSL RSHEHPER. BN , iDRAC K&
ZZER.

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&E ) > Connectivity ( i%#% ) > SSL > SSL certificate ( SSLilE
) , 1%4R Generate Certificate Signing Request (CSR) ( ERIEBERiGK (CSR) ) , AREET Next ( T—3 ) .
1557~ Generate a New Certificate Signing Request ( Ap— MNREBEZiEXK ) TT@E.

2. BIAE CSR BHRIE.
BXEZ(ER | 15215 IDRAC Online Help ( IDRAC BAHEEED ) .
3. Bt Generate ( 45%) .

BER— 1Y CSR, BEREFRIEEL,
{8F RACADM 4/ CSR

E(HH RACADM 4&h% CSR |, i5{ER set @S LAR iDRAC. Security BPRINSE , SARFEH sslcsrgen apS AL CSR,
BXEZ(ER , 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BIM www.dell.com/idracmanuals 3KEX,

cAE s BRs
L IRS=RIED
4R CSR & |, I LUEERMI SSL IRSSEIEP _LEZF iDRAC B4, iDRAC H/RERIRLANFIIEF. IDRAC RiESF X509, Base 64 4
TBRY Web IRSSEEIFE, SHA-2 IFHSZE,

EigHAE , iDRAC TE/LAHARRIA,

LY +
{5 Web RE _LFHIRSS[IED
F# SSL RSBESIES ¢
1. 7E£DRAC Web RE , %= iDRAC Settings (iDRAC i&H ) > Connectivity ( i%#% ) > SSL > SSL certificate ( SSLilE

$ ) , E#E Upload Server Certificate ( L{EIRSZEREP ) HEBEE Next (T—F) .
1587 Certificate Upload (iEH. L% ) TTE.
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2. 7E File Path ( 3248812 ) T , B2 Browse (¥ ) FH%E#%E Management Station EHSIES,

3. BARRA.
SSL IRSS=EPBES EHE DRAC,

4, BEER—&BMEEE |, EREIAIEREEEIS DRAC, RIEEE , B3 Reset iDRAC ( Eig iDRAC ) Ff Reset iDRAC Later
(f§fSEig iDRAC) ,
iDRAC $§EigHESMNEHIIEH. iDRAC EigHIASE/NSENAT A,

® |i.=E: WIREEIR iDRAC ZBERIFEFMET. iDRAC EigZhl , MEIEBLFEMNIRE.

{§5F RACADM L IRZSEiEH

B 3 SSL RS SRR |, 1B sslcertview 88, BXBEEER , B85 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI #§
) B M www.dell.com/idracmanuals _3KEY,
WRFEEB A FFATHRY IDRAC FMEBEERL Y CSR |, MIMSIET EE iDRAC :
1. & CSR RIEENINRIR CA, CABEE CSR, CSREZNBIILES,
2. {EFIRFE racadm sslkeyupload fp& EEFATH.
3. {HFITFE racadm sslcertupload ApSIGEZRNIEPR _EEE iDRAC,
FRGEBESW EEE DRAC, BeBr—&KHEE , EXKEER DRAC,
4, 51T racadm racreset &S EIR DRAC,
iDRAC B2EIRFFM EFER. TREAE | iDRAC FEJLo AT,
® |i$: 1BWJREEIR iDRAC A RERIMFHER. 7 iDRAC EiRZAEI , MBIEBEFEIHENRE.

SERSERIED

SR LAEE ZRITE IDRAC AT SSL ARSSEFIES.

(£ Web REEERSSRIED

1£ IDRAC Web R , #5% iDRAC Settings ( iDRAC i&E ) > Connectivity (%% ) > SSL > SSL Certificate ( SSLIEH ) . 1%
SSL H A £ NENTRE 2SR IEEEFR SSL RSS2SR,

{8 RACADM BEERSS=RIED

EEE SSLIRSEESUER |, 15 sslcertview i3,
BXEZER |, i5815% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BJM www.dell.com/idracmanuals 3REX,

LTHBEENZZIED
Gl EHRBENERIUERREE SSLIUER, SHA-2 IFHthEEs7EF.,

{EF Web RH LHBEEXERIED

EfH iDRAC Web REIEHBENERIUES :

1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E} ) > SSL,
LAY B~ SSL TUm.

2. {£ Custom SSL Certificate Signing Certificate ( HEX SSLIEFPBERIEH ) , i58FE Upload Signing Certificate ( E{EZER
iEH) .
IAHE SR Upload Custom SSL Certificate Signing Certificate ( _F2iEEN SSLIFBEEZIEH ) TH.

3. BAif Choose File (i#EEXH ) FHi%EEEN SSLIFBEEZIEE3H.
RTBFRENBEINEAE #12 (PKCS #12) BIEB.

4., WMBFPSHRFEP | 757 PKCS#12 Password ( PKCS#12 B35 ) FERRHINEG,

5. BRI,
UFBIES EEHEF iDRAC,

6. BLBT—KHHEE , EREZAIFHRASEEIR IDRAC, tRIEEE , 83 Reset iDRAC ( Ei& iDRAC ) & Reset iDRAC Later
(F4FEIR iDRAC) ,
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Ei% IDRAC BABEN AAFAGIES. iDRAC EEiREIESE/NSHRAT A,
@ |i$: WIREEIR iDRAC A HEMNBEMIES. iDRAC EigZHl , MAIEBLFFINIRE,

{§fF RACADM LEHENX SSLIFBERIEDH

E({FHFH RACADM EEBEEN SSLIFPREZIUEP |, i5#M sslcertupload 458 , AE{EM racreset S LAEIR iDRAC,
BXEZER |, i581% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals 3REX,

THBEX SSLIEBERIER
EATLLER DRAC Web RIS, RACADM THRIERENSEIES,

. puley 4 % s

THEEXERIED

E(FF IDRAC Web REI FHBEENEZIUEP :

1. %% iDRAC Settings (iDRAC i&& ) > Connectivity (&} ) > SSL,
AT SR SSL TR,

2. 7E Custom SSL Certificate Signing Certificate ( BEWX SSLIEBEZIEH ) T , %82 Download Custom SSL Certificate
Signing Certificate ( FE;EENX SSLIFPBEZUEH ) F8E Next ( T— )
HRSER—EHEER | BRI EEN SRR REEIMENS.

{8 RACADM T#HBEX SSLIEBERIEDH

ETHEEN SSLIFBEEZIEE |, 5 sslcertdownload Fapd. BXEHBEE , 5515 IDRAC RACADM CLI Guide ( iIDRAC
RACADM CLI 8§88 ) ®JM www.dell.com/idracmanuals 3KEY,

HERBEEN SSLIEBEFZIED

SRR LA{ERS iIDRAC Web FREIEE RACADM MBI BEN SZIEE,

{3 iDRAC Web REMIREAENX ERIEH

B iIDRAC Web REMIRBEENSEZIEF -

1. #%Z% iDRAC Settings (iDRAC i&E ) > Connectivity ( i&E#% ) > SSL,
IEFTS SR SSL TR,

2. 7E Custom SSL Certificate Signing Certificate ( BENX SSL IFHEZIEH ) T , 1% Delete Custom SSL Certificate
Signing Certificate ( B EEN SSLIFBERZIEH ) 78t Next (T—% ),

3. BEER—KMEEE |, EREIAIEREEEIR DRAC, IRIEEE , BT Reset iDRAC ( &i& iDRAC ) & Reset iDRAC Later
(/=R iDRAC) ,
EiR DRAC ZJ5 , BeERGINBEERIES.

{8 RACADM MIFfBEX SSLIEBERIED

E(#HF RACADM MHIBREEN SSLIFBSZIEP , iB{FEF sslcertdelete Fipd., JAGERA racreset sp$EIR iDRAC,
EXEE(EE |, 15808 IDRAC RACADM CLI Guide (IDRAC RACADM CLI 3575 ) BT M www.dell.com/idracmanuals E3kEX,

{5l RACADM EgEZ 4 iDRAC

1&{F RACADM BB E— M e Z N EEHEREEAT iDRAC, ZEEEHEELA 1D FOXIE ID EiAEE DRAC B , RACADM £IRIEMER
FRISEOIE ofg BRBESUE, BXHSANEM DRAC , LIRBHERNARIGHTEE.

@® i*:
- EENXHESERTISERSSHENER. XEEEEARNNREA T HITHE,
o DOHERENHESIE—IY IDRAC (B8 , GIMNERS P ittt , BRSNS 2 AR EIE S A RIE t iDRAC,

94 ficE& iDRAC



SRR L {&B RACADM (R AR BB {4 (SCP) BLE %/ iDRAC, SCP M-S HEMHRBEE, B LUERN BT HE
NBHRESFEMF BIOS, iDRAC, RAD#INIC HEEE. BXESER | 5218 XML ETEZFEARS , Mk : www.dell.com/

manuals,

EFREENMHBCE S iIDRAC !

1.

4,

ERATH<SERNE S HEERENIIBIR DRAC

racadm get -f <file name>.xml -t xml -c iDRAC.Embedded.l

1Zm$EK IDRAC EREFHARELE S,
() |i*: {8M get -£ §5 iDRAC REBEEREXHRESFITIE RACADM REHSXIE.

Q) |i*: ERMREHAESEASE,
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iDRAC Settings System Summary ( iDRAC IEERFRE ) WH. BXEZEE , IS8 IDRAC Settings Utility Online Help ( iDRAC
RELFIEFENER ) .

BoB R~ IRER

iDRAC Fhfy “&7F=IRER" THASEIGAESECE SRS SBXNZMELE. XEEENRE. RE. REZXENER.
() |iE: iDRAC FRRY “BF=IRER" X{UTF OpenManage Server Administrator Iy “8F={5&" Ik, (BR , HAEXM)TRH
BISABIEER | ML BilRSHEXAEEIE.

ERRE "SrEIRER | B TIATRE

1. £ IDRAC REH , BEE > Er-iRir.
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RAC B81T
IPMI 8547 - EIRIERE AR E R ERRIRRT

@ [iE: WFDREESSEE | BIHEERTERE. BXES(ER , I§8M Chassis Management Controller User's Guide ( Hl4#

S HIZEAFYER ) T M www.dell.com/cmcmanuals E3RBY ( FEBF MX & ) OME - Modular for PowerEdge
MX7000 Chassis User's Guide ( FF PowerEdge MX7000 #/18# OME - Modular FHF$8RE3 ) aI)A www.dell.com/
openmanagemanuals E3REY (iERF MX F§& ).

EETERITIER | IBHUTIATRME

1.
2,

4,

Ec & BIOS LS FSBTERE.
1EEBTE(S DB 4N BTRILAY SR TR IEEEIS E R/ RITEESE.
(D |i%: M vConsole 5 GUI iSRS RXABERER , LI TRISEERES,

(D |i%: tNREFT iDRAC BITEESHIGT , M FRISEAPRIEMER , #BFTE iDRAC racreset,
HBRERSRIS R RN ER TR ™I — RIS TIER

o Xterm 583 Linux Minicom
Hilgraeve BY HyperTerminal Private Edition ( fRZS 6.3 )

RESERFNTHS |SIIREFHINE |, BB BRRESRMERSFERE. XEFLATESE : SAC (1&FF Windows )
0 Linux XAERES (ERTF Linux ) .
1£ IDRAC HR[EH RAC SBfTiEiEay IPMI 8B TiEERE,

Y RITEREELE BIOS

TR TIERECE BIOS !

®

SIS IF NI

B RAC BiTiEE

it XAUSATFHRMIEIRSS2RHAY iDRAC,

FESERENRSA.

% F2,

4:%l System BIOS Settings ( % BIOS iZ& ) > Serial Communication ( BRITIE(E ) .

1%5#2% Remote Access device ( IEF2i5ENEES ) B9 External Serial Connector ( JMEBERITEIESE) .
#ORERE Back (fSIB ) . Finish (556 ) flYes () .

1% Esc $#IEH System Setup ( RFIRE ) .

£ BIOS e EHR{TIEET , 7 iIDRAC F/3H RAC #1T

®

104

iE: RNERTFNEMEZUIRSS22RY iDRAC,

iHE iDRAC iBfE



{EFH Web REISH RAC BR1TiEHE

JBH RAC STiEE -

1. 7E iDRAC Web R , #%Z iDRAC Settings (iDRAC i8% ) > Network ( F4& ) > Serial ( 81T)
FEES B/~ T UM,
2. {E£ RAC Serial ( RAC 81T ) T , 15#% Enabled ( EFH ) FHEEEMAYE.

3. BThRIA.
RAC BBTIREBCEE.

(5 RACADM [5H RAC HRiTiEE
E(HF RACADM [EFE RAC EB1TiEE | 15 set #pdF] 1DRAC. Serial AHINTS,

B IPMI BITEEREPRNLIFIET

S H BIOS | iDRAC BY IPMI BB1TE8H | IBTELA ™MESEIUAY iDRAC HECE IPMI B 1T :
Q) | i%: XLERFNLEMIEXIRSS 2Ry iDRAC,

o IPMI ERER, — SEFTiEIEORTEFSE | 530 Baseboard Management Utility (BMU) EREIEERY IPMI shell (ipmish), 45l
w, EEE IPMI EAMEA ipmish FIEIRAEHEE | BEiT M lee

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

@ [i: BAERT ?.ﬁﬁﬂﬂti&ﬂ%?%kikﬂg iDRAC FIFR&Z I8,

o IPMI iR, — ﬁhM% IR ARIEHY ASCI 5, IR SHEEIRENGS ( BIERRES ) %ﬂ1’E73-|-/\L#%IJ ASCIl =45
BARER PMI @<, éuu_ SSH &, Telnet ﬁ%ﬁu DRAC , ERIFEEERIERSSI1SFY  &S%IBIOS, HEEFA
[sys pwd -x] M IPMI &imEHEET , LITE IPMI £ *ﬁ‘tuva’JﬂﬁJ

[sys tmode]

[sys pwd -u root calvin]
* [sys health query -v]

[18 00 01]

[sys pwd -x]

{EF Web REIERHRITEER

HREREER RAC B1T#20O0LUSH IPMI 881780,

ELE IPMI BBITIRE -

1. 1EIDRAC Web FREH , 2% iDRAC Settings ( iDRAC i&% ) > Connectivity (&E#£ ) > Serial ( HBT) .

2. 7£ IPMI Serial (RAC #1T) T , IEERMIE. BXRFZEIMNEE | 15515 IDRAC Online Help ( IDRAC BXHVESED ) .
3. BTERIA.

{EF RACADM 5 ER1TIERE IPMI {&E30

ERLE IPMI R , 52 RAC BiT#EO , ARREA IPMI .,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — iR
n=1— EE=

{F RACADM SR {TEE IPMI B{7iRE
. BERUTHOR PV SR BRI,

racadm set iDRAC.Serial.Enable 0
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2. (FEHSITE IPMI BITIREER,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

24 FEVFRYE ( BAf3 : bps)
<baud_rate> 9600, 19200, 57600 1 115200,

3. (ERHSER IPMI BTRERES.
racadm set iDRAC.IPMISerial.FlowContro 1
4. ([FRGHIRE IPMI BITBER/IIRES.

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

o R
<level>=2 FAF
<level>=3 BMER
<level>=4 BEER

5. BRIRER(T MUX (SMIBER{TIERESS ) 7E BIOS IR B -hIEMIS B iTIRinaigE s 1 ST EEERLE BIOS,
BHRRLBIATEAEE | BSF IPMI 20 JE,

IPMI RRITERIGIEZCRIBTIME E

ATHRAE IPMI BTSSR R .
{5 Web REEE IPMI BRITEIRIEVRIMIILRE

FRERIHENIRE :

1. 7£ IDRAC Web FRE , 3= iDRAC Settings (iDRAC i&& ) > Connectivity (&%) > Serial ( &{T) .
BERIS B Serial ( 1T ) TUA.

2. 3R IPMI &7,

3. Ef{h Terminal Mode Settings ( £2imptR0iZE ) .
fERI<E 7~ Terminal Mode Settings ( (2iFtEIViZE ) T,

4. I8ELATE :
Line Editing ( 1T4w4E )
Delete control ( fpgTEl )
Bl
Handshaking Control ( 1234541 )
New Line Sequence ( #{TE51 )
Input new line sequences ( BIAFTTTES )
BRBEIMAER , 1558 IDRAC Online Help (IDRAC BXHIASE] ) .
5. BEHEMA.
iR IR EREC BTk
6. FRRERTT MUX ( JMEBERITIERERS ) 7E BIOS IR EfEFHIEMIR B NITiE IS TS LA B TERE E BIOS.
{5 RACADM g & IPMI BRITEIRIEVAIMTIME B
B ERIHEIRE | BfEH set @S0 idrac. ipmiserial HPHIRTER,
BXES(EE. | {5508 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $55 ) BTM www.dell.com/idracmanuals 3B,

{($5F8 DB9 HH4AYTE RAC fRITHIRITIEHI& ZEt]ik

IDRAC 3z#% Esc 875! , 7B ERIFEN 2R UAIEZUIRSS 25 LAY RAC ERTIRMIBS SR TiRlss < AR,
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MER{TIERISTNIREI RAC HBiT

EERITEREEPIIEE RAC BITREBEERET | 1518 Esc+Shift, 9,

A EBEFFISERR iDRAC Login R (18R IDRAC BB RAC Serial [RAC E81T) #&={ ) 8 Serial Connection ( EB{TIERE ) 18
=, EZER AT LARIERIHS ( W15R IDRAC I®E&E /I IPMI Serial Direct Connect Terminal Mode [IPMI BR{TEIEEERIHIET] ) .

M RAC BiFtJinEIRITIEHIS

FfE RAC BRTIEIBERICHRZI BRI TIEHI G | 1B1% Esc+Shift, Q,
ERWRIT | ERERIRA R TIERIER | 1§1% Esc+Shift, Q.
EHRITEHIEGEA TR , BREZREEE | 151 Esc+Shift, 9,

(& IPMI SOL 5 iDRAC #t{E(=

IPMI L?N LER1T (SOL) foFEIY iDRAC NERBHERINAAMEEME LEEATE RATET AN S STE0E, FH
SOL , #&a]LA -

o IEFEHIRERERFTASTERT,

o 1E£ Windows FYZSETEIRSS (EMS) B Special Administrator Console (SAC) &k Linux Shell B2 EHNZR 4.

s FBEREESEERSBOHEFEFREE BIOS IRETEFF.

RE SOL @5 -

1. BCESR1TiERER BIOS,

2. B iDRAC LA SOL,

3. BREHY ( SSH. Telnet, IPMitool ) ,

FTXJER1TIEIRECE BIOS

Q) | i%: XLERFMNLEMIZXIRSS22hAY iDRAC,

HESEHBERES.
& F2,
4£%| System BIOS Settings ( 4t BIOS i88 ) > Serial Communication ( RITIEIE ) .
IBELATE :
Serial Communication ( 8{TiE{S ) — On With Console Redirection
* Serial Port Address ( 8{Tiw itk ) — COM2,
@ iE: NRRTIROMNFERRIRITIESR 2 tHiREH com1 , PATLUSHITEEFERIZREAFR | 8T com! #H{THIT
BEM,
External serial connector ( JMZBER{TIZERESE ) -- Serial device 2 ( BBITIRE 2)
Failsafe Baud Rate ( #FE{RIFR4EFER ) — 115200
Remote Terminal Type ( ITAE£LIREEY ) — VT100/VT220
Redirection After Boot ( 5| SfEE&%EM ) — Enabled ( B )
5. B Back ( F—#&) , SA/FHE Finish (58H% ) .
6. B Yes (2) LUREEHK.
7. & <Esc> R System Setup ( BERIZH ) .
(D |i%: BIOS LA 25 x 80 RIREINRIXHITHIE, FATFREM console com2 AFSHY SSH BINWARE 25 x 80, Al . B
ENNRFEETULIERESR.

iE: RS SINEEFKIMERFIRMEBITEER ( H140 GRUB B Linux ) , M BIOS Redirection After Boot ( 5I1SfSFEE
[ ) REWRZA. XaLlgaZ N MEEEERETIRONEBENSRIBENR.

FNIENIN

)
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fidE iDRAC LS SOL

#RETLA(EA Web FRE. RACADM B, iDRAC 8B FIFRFRIERE iDRAC Hfd SOL iR E,

{5 iDRAC Web SREIECE iDRAC LA SOL

EZE IPMI LAN E81T (SOL) :

1. £ IDRAC Web RE , 5% iDRAC Settings (iDRAC i&E ) > Connectivity ( %% ) > Serial Over LAN ( LAN k&1T) .
BERISE R Serial Over LAN ( LAN EH13 ) T0@E.

2. BESOL, 1IBE®E , AAERT Apply (R ) .
IPMI SOL & ERDBCESShk.

3. BiREFHRREERNEFIFAIRIEZEE | 151555 Advanced Settings ( SRIEE ) .
fERI<E 7~ Serial Over LAN Advanced Settings ( LAN EEBR{TEHEE ) TTH.

4. IEESRMREHSRE Apply (A ) .
IPMI SOL BRiIR BB ETN. XE{ETETIRFERE.
BRBEMAHEE. , 1BE18 IDRAC Online Help ( iDRAC BXHLESE] ) .

{§6F§ RACADM g & iDRAC LA SOL

ELE IPMI LAN 8847 (SOL) :
1. {EEa<S B IPMILAN E&B1T.

racadm set iDRAC.IPMISol.Enable 1
2. {ERa<SEH IPMI SOL SRR,

racadm set iDRAC.IPMISol.MinPrivilege <level>

B8 PR%5!

<level>=2 BF

<level>=3 BIER

<level>=4 SRR
@ [i*: B%5E 1PMI SOL , B REE IMPI SOL ENXMIRIRIPR. BXESER , iS21H IPMI 2.0 1T,

3. {EFFa<SEEHET IPMI SOL RiEER,

racadm set iDRAC.IPMISol.BaudRate <baud rate>

Q) |i+: EEEM LAN ERFEHE | BRE SoL S S SERANSERLER.,
2% FEVFRO(E ( B4 : bps)
<baud_rate> 9600, 19200, 57600 F0 115200,

4. ERHSAETAFERA SOL.

racadm set iDRAC.Users.<id>.SolEnable 2

288 o]
<id> H—H9EF ID

(© |i#: SEEM LAN EHRTEHE | SR soL MRS SERANRISERER.
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= RSZIFRIHY

SHEAOENY Y IPMI, SSH 0 Telnet,

R Web REIGBZIFA1NY

R SSH 8 Telnet , i545%! iDRAC Settings (iDRAC i&& ) > Services ( JR3Z ) , 79 SSH 8, Telnet 1HR7IEI%ER Enabled ( B
BA).

EFHA IPMI, {5%5 %= iDRAC Settings (iDRAC iZH& ) > Connectivity (iF$& ) , 7% IPMI Settings ( IPMIIEE ) . TR(F
Encryption Key ( IIZBE$A ) E2HT | B RERELISHRHBEESATFRH.

{8 RACADM S AIsZ#5RIY

HEEHA SSH 8 Telnet , iB{FEEL TGS,

e Telnet

racadm set iDRAC.Telnet.Enable 1

SSH

racadm set iDRAC.SSH.Enable 1

EFEY SSH imM :

racadm set 1iDRAC.SSH.Port <port number>

EEILMERITRITA ¢

« IPMitool (1IERRTFER IPMI ti¥ )
« Putty/OpenSSH ( i&RF{ER SSH 8% Telnet MY )

{£F IPMI {7})AY SOL

T IPMI B9 SOL 2 FIFERFFO{ER RMCP+ BY IPMItool i@id UDP $iEiREmENR O 623, £ IPMI 2.0 B , RMCP+ {2t SIS 1
A, BUESEMNE. MELNRAHSHEREERENE. BXESER | 550 http://ipmitool.sourceforge.net/

manpage.html,
RMCP+ {8 40 NFERRIT7SHEIFRIER (/5 0-9, a-f F1 A-F ) INEERHITEMIIE. FIMES 40 MNEERIFRIE,

%ﬁﬁﬁﬁgn@%ﬁ%ﬂ ( BRYERERZEE ) X RMCP+ 5 iDRAC BUEIEHITING. EATLASERE iDRAC Web 5REEL iDRAC iRE 2 FHERED
NE=%4H,

EM Management Station {3 IPMItool 25l SOL £1F :
@ [i: ERE , BAILUET iDRAC iRE > IRSSEM SOL #2HT.

1. M Dell Systems Management Tools and Documentation DVD Z%& IPMITool,
BXRLERR | 1580 (1 RELESE) .
2. ESIEARFEOP (Windows B Linux ) , IETTLIATERSLAM iDRAC FHia SOL :

ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
ZE S Management Station IEZEISE RFHIBTIRO.
3. EM IPMitool 1IBH SOL &iF |, & ~ , REETF . (A5).
© |i%: R soL SiFRLIL , IFER iDRAC HERFWAHIUERASIS.
() |iE: MIETTH) Windows FRAMNZFFIHISARBAXFEHIENIETT Linux IERFROENE , IPMI SOL RHETTHESLLLL,
ERASIERAEIL | BIMEMARNFEEBDETF UNIX BI1T5RER,

iE: MMRIFEREA RACADM TREVEERY SOL &iF , NEEA IPMI TREES—1 SOL RIERREFAREFREXMESIEAEM
BHIEER.

)
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{5 SSH 5§ Telnet HHXAY SOL

Secure Shell (SSH) #0 Telnet 2FFHITE! iDRAC Bas SITBERIMEINY. ETLUBITE—ZEOETITiE RACADM #1 SMCLP &5
A\

~o

SSH BT Telnet f9Z2&tE, IDRAC (RSZISFHEERIIIFAY SSH hRAs 2 , HEZIAREA. DRAC SR SHEFRAS. U4 SSHE
E%mg Telnet £1F, EIERH SSH , EA Telnet HIER DM, (NATiEL%E SSH BEFIHEEHNMEEMZEEMLZLNBERT | &
WSS Telnet,

@ |iE: WF MX FaFiit , —4 SSH RiEKATF iDRAC BfS. MRFABRIEMEMEMS , W iDRAC FEEH  EELNZHS
i&.

{8EFTE Management Station 373 SSH # Telnet MBI AIFRERIER (5140 PUTTY B OpenSSH ) iZE#ZE iDRAC,

(D |iE: M Windows &Y VT100 B ANSI (£iR{REFHIETT OpenssH, {E Windows SRS IR7RFF FIE{T openssH SSEINEER
ERRERET (B, RERAMNHBEARTER ) .

{#F8 SSH &, Telnet 55 IDRAC @ISR , BHHR :

1. E2E BIOS LUSHESTEHA.
2. 7£iDRAC HfEE SOL,
3. {#F3 iDRAC Web FREa; RACADM 2 SSH & Telnet,

Telnet (Um0 23 ) /SSH (i%M 22 ) ZFif <——> WAN & <—-> IDRAC

1BITfEA SSH B, Telnet MY BETF IPMI B9 SOL , TTHEEEREVMNMIAFRER , EABTRIMEEIRE iDRAC Wi T, EFER
SSH B¢ Telnet & MRS RN SEE S E A FINSMEONEEE. STiROEEEZRNAE ANSI 8¢ VT100/VT220 £8
iwAY Shell £, ER1TIEHIEBmhEREMAE SSH 5 Telnet =HI5.

M Windows R Putty [ SOL
() |3%: tNEEWE , #BEILAE iDRAC Settings (iDRAC i8E ) > Services ( BRS3 ) THEEEIARY SSH Bt Telnet {20,

M Windows Management Station =AY Putty Bz IPMI SOL :
1. BfFLATHSLUEZEE iDRAC

putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
@O |i: HOSEEL. MEEHSRFEOSHELEN.

2. 1&17%5< console com2 8y connect LABEI SOL H3 |1 SSE R,
{3 SSH B, Telnet MY M ETBULFISE RS SOL 2IEEITF. B0 iDRAC fiS{THEHIE | 1BE1E Esc /5. Putty
SOL BT -
EFFBEMISEET putty JHIRIZEERGRT , 18R putty ERITHRSEFNBEEETIUEEN

« VTI00+ — F2 18T , {8 F12 TiRiEi.
« ESC[n~—F12 {8 , {B F2 TikiEid,

« £ Windows & , tNREFHEFHS I SEMEHIAES2EERS (EMS) IHHE | NESHISEREHE (SAC) KinnlsEeiR
A, iBH SOL £iF. kA%, FITHE—M&% , RRFERRE—H<SESR SOL &iF.

M Linux A OpenSSH &8 Telnet {§f SOL

M Linux E38i4 FBY OpenSSH & Telnet B3 SOL ¢

@ iE: INBWE , BoJLATE iDRAC Settings (iDRAC IZE ) > Services ( JR5S ) THEMEKIA SSH & Telnet £iEiERT,
1. F23f shell,

2. {ERUTSERE iDRAC :

¥3F SSH : ssh <iDRAC-ip-address> -| <login name>
¥3F Telnet : telnet <iDRAC-ip-address>

@ |i: MEEKT Telnet IRSHBARDOS (WO 23) , NISHOSTHE Telnet HSLEEE.
3. ERSIRTE TR THSZ—Ea SoL :

connect
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e console com2

XATLA iDRAC IEERIZE RS SOL im0, Y SOL &IEfE |, iIDRAC ipSfTisHIEARTH. [FHBEtE FFILFIFF iDRAC
woTERIE. BEE SOL2IEE | BENFIItSBRERE L. SERFFEFN , #3 SOL SIRFEE—ERAYE,

@ |i%: EEILAEFEEIE coml SEIEHI& com2 LARSEN SOL., E#iE|SIRSELIETESE.

console -h com? M B REFFREMATKEBTHRONHERZAIBTHT CRETXHNRE.
FARIEREFXHZGA (FIFK ) AN 8192 N, FTLUERLU T HSBIENE B NE/\IE -

racadm set iDRAC.Serial.HistorySize <number>
4. 1B SOL 21ELAKIFLESIR SOL 21&.
{EF Telnet EEHUZHIS

79 VT100/VT220 {HEIRE BIOS EBHUZEHIERT , Microsoft BER S EHIRLE Telnet ZFIRAIBELAIEMRER BIOS IRERE. R
REWERT | 7515 BIOS 1=HIETERUI ANSI EEXUAEFER. B7E BIOS IRERRFHITIEER | 15IERE Virtual Console ( ERIUE
#l& ) > Remote Terminal Type ( IZIEEIRAEEY ) > ANSI,

AFECEZE iR V100 (EEON , BEREEREMNEHSHENSNARERIRERN 25 17 x 80 JILIRRYAERET. &1, B
A REARER HIALRD.

B Telnet EIMEHIS :
1. 7E£ Windows Component Services ( Windows {B{%lR53 ) /= Telnet,
2. {ERd<SERR IDRAC

telnet <IP address>:<port number>

S8 i5tBE
<IP address> iDRAC IP it
<port number> Telnet i&[S ( AISREEAEREA#HTIKRO )

7 Telnet £1EECE Backspace f#

IRYE Telnet Z i , 8 Backspace $SEAJRES =TT ETRRIER. HIa0 , 2IEATEEERX ~h, B2 , K% Microsoft [ Linux
Telnet ZFixEF LABCE /918 Backspace &,

BEHEIE Linux Telnet 1R <Backspace> ## , ¥ SIRRTHEN stty erase ~h, TEIRRMAT NMEA telnet,
BEIE Microsoft Telnet ZFigLA{EEFE Backspace (1B1& ) % :

1. FIFGHREAED (NRFE) .
2. WRESLEIET Telnet £1F , MEBEA telnet, WREEEIT Telnet £1F , IBIET Ctrl + |,
3. EIRRF BN set bsasdel,

4%@7}_%5%,.%Backspace will be sent as delete,

£ iDRAC mp S$1TizHISHEF SOL SiEER
WrFF SOL STREENGSETARER. XY SOL SiFme&IEA T LIRHARER.
ERIFF SOL 2EIERE |, IBM iDRAC G| a2RIE SOL 24F -

o ERH SOL&EEM , KEnter . Esc . T,
SOL 2iFEE XA,
o M Linux LAY Telnet iIBH SOL , #{E Ctrl+],
AT ER—4% Telnet 3278, A quit LURH Telnet .

WNRFKTELEILLE SOL 2IEFHABRER |, NEM SOL S1ETIREATTAH, BRI | iB7E Web 5HEAY iDRAC Settings ( iDRAC
i&E ) > Connectivity (i%#E ) > Serial Over LAN ( LAN 817 ) TZ&LIHpSiTisHIE.
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{5 LAN I IPMI 5 iDRAC i&(=

RWARECE IDRAC B9 LAN _E IPMI LIS s ZEFIRHE A MEBER 4ehY LAN {58 LAY IPMI 855, TNSRKRECE LAN £ IPMI, MISMERERSE
ToiE(ER IPMI 85$5 iDRAC IRSSS8iE(S,

@ [iE: IPMIUERETF Linux BHRERGRME 1Pv6 HEUHHNSEH,

fEF Web S{HIELE LAN L IPMI

& LAN £ IPMI :

1. 1£iDRAC Web FRE™+ , %% iDRAC Settings ( iDRAC i&8 ) > Connectivity (&) .
VElIES s i Dl

2. 1£IPMI Settings (IPMIi&E ) T , ISEEME , A5 Apply (B ) .
BXZETMIMEE. , 15213 IDRAC Online Help (iDRAC BEHESE] ) .

LAN Lt IPMIIEBEEE S,

{5 iDRAC 1B 2 HEFELE LAN L IPMI

& LAN Lk IPMI :

1. 7E iDRAC Settings Utility ( iDRAC iRBE 2 ER ) # . 5% Network (48 ) .
#5537 iDRAC Settings Network ( iDRAC i&EBMI4E ) @,

2. X3F IPMI Settings ( IPMIigE ) , I5E(E,
EXRZIEMPEE , 5517 IDRAC Settings Utility Online Help ( iDRAC & &4 FATRRFRERESED ) .

3. {fXEaE Back (/5iB ) . Finish (585K ) flYes (2) .
LAN k£ IPMIIEEEE S,

{f:F RACADM {it& LAN L IPMI

1. B LAN Lk IPMI

racadm set iDRAC.IPMILan.Enable 1

Q) | i%: G ETHEMSE LAN £ IPMIHECIHITH IPMI S, BXESER , 521 intel.com Y IPMI 2.0 ##8,
2. B IPMI(SERUR,

racadm set iDRAC.IPMILan.PrivLimit <level>

B8 R
<level>=2 FAF
<level>=3 BMER
<level>=4 BEER

3. WMRFE, iRE IPMI LAN (FEH.

racadm set iDRAC.IPMILan.EncryptionKey <key>

24 588
<key> 20 NFFFRERARRI 7 EHHE.

®

i¥: iDRAC IPMI 3Z3§ RMCP+ i}, BXES(EE , i5Z intel.com _LHJ IPMI 2.0 #118,
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] X FH TS

5 Ak 22 AHixfE RACADM

AT LAERD iIDRAC Web FREE; RACADM [EREZEFETIZ RACADM : RILAFHTIEI TRE R MEIE RACADM £iF,
@ [i*: BAERT . ©REFIEIE RACADM,

{8 Web 5 AskEERiEiE RACADM

1. 7E£DRAC Web REF , %= iDRAC Settings ( iDRAC i&HE ) > Services (R3S ) .

2. 7Ei&iE RACADM T |, iSEIEFRTEEIN , RieEtMA.
1EFE RACADM EARIEIEIR S A,

{5 RACADM S FHE 22 e RACADM

() |i%: @BiEMAitE RACADM EEE{4 RACADM iEFXERHS,

o  EEAE RACADM :

racadm set iDRAC.Racadm.Enable 0
EFHiTfE RACADM :

racadm set iDRAC.Racadm.Enable 1

& At RACADM

BAMBERT . A3 RACADM EFRA. BHA | B2 ZEANELUENENZRSE L/ IDRAC BEEIRE.

BRZERS LR IPMI

ESERS L, (£ Dell Open Manage Server Administrator BRI AR IPMI, BXESEE , 15517 OpenManage Server
Administrator User's Guide ( OpenManage Server Administrator FEF$8E3 ) BT www.dell.com/openmanagemanuals _3KEY,

(D i¥: B iDRAC v2.30.30.30 xS kRA#E , IPMI SFETF Linux BHRERFEZIS IPv6 ittt

73 RHEL 6 5| SHiERIRITIERISELE Linux

AT BAFET Linux GRand Unified Bootloader (GRUB), SNEREEFARERISISMBAER , MFESURIEX,

() |iE: EREEFIK VT100 (fEEON , BRFEEEEMEHSHEOXNNMAERZESR 25 17 x 80 FILRERXFERET.
BN, GENFRETHSLINERL. U , BEXERETHESBMELS.

1ZHBLA T BRYRAE /etc/grub.conf 31 :

1. REHERIEERSFHRMUATRES -

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. FERIZIT LB MEIR
kernel ............. console=ttyS1,115200n8r console=ttyl

3. %P3 GRUS MEAEFHEMETANRE, 0, GRUB RRFSBE RAC EAEHAD, BRFENFE , R
splashimage FHAHITT.

AT RGIRE T 7M1 /ete/grub.conf X4 , B/RELISFEFIHBBRIEX,

# grub.conf generated by anaconda
# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You do not have a /boot partition. This means that all

iRE iDRAC B(S 13



kernel and initrd paths are relative to /, e.g.
root (hdo0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal
initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10
#splashimage= (hd0,2) /grub/splash.xpm.gz

+= o o

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0O
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4. EFRAZA GRUBIEISKIEY RAC BRTIEREHMEIEHERE | BT TRIIZIFTEIER :

console=ttyS1,115200n8r console=ttyl

AR console=ttyS1, 57600 IR T E—MEIR,

(D |iE: RS SIFEFRIFERRIRMBITEER (FI40 GRUB H Linux ) , T BIOS SISEEEMBLAEEM. XL
BRSMAER R TR OEEN S BER.

ARSI SRERIIEIEH S

FESfH Zete/inittab H | FriE—1TLATE COM2 EBfTim [ LACE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
TR B R E RS TRIRGIS .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)
id:3:initdefault:

#System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
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#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttyS1l ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5
:2345:respawn:/sbin/mingetty tty6

o Ul W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn: /etc/X11/prefdm -nodaemon

TE31H /etc/securetty 7, {5/ COM2 BIEB1T tty BFRFTIE—T :

ttySl

AT B B HTS TR A,
© |i#: (EMPEERSI (~B) ERTIEH& LM 1PMI TEHIT Linux Magic SysRq &<,

ve/l
ve/2
ve/3
ve/4
ve/5
vc/6
ve/7
vc/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
tty5
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttySl

£ RHEL 7 HRfig EeR1T42iR

£ RHEL 7 PECESBITEG , BHUTLATERIE
1. INECEFILATITE /etc/default/grub :

GRUB_CMDLINE LINUX DEFAULT="console=tty0 console=ttysS0,115200n8"
GRUB_TERMINAL="console serial"

GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop=1"

GRUB_CMDLINE LINUX DEFAULT {GULtECERMATFEIAZESE | £/ GRUB_CMDLINE LINUX {SENAZIFEREEE
BMTRRAE /etc/default/grub FHIM—IR, MRZITEEFE , WNEHTERLIEREXEH. Bt , R

GRUB_CMDLINE_LINUX_DEFAULT _15'0
2. E#E /poot/grub2/grub.ctg BeEMM , HIEARBIITAIET grub2-mkconfig -o & :
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« EETFBIOSHRFZFL :
~]# grub2-mkconfig -o /boot/grub2/grub.cfg
. TEET UEFIWRSZL :

~]# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

BXEZER |, BAa redhat.com £ RHEL 7 KA EIRRISHE.

e o S P2
MeRiTiEHI&=H GRUB
ﬁg%ﬁﬂﬁ GRUB LA SR{TIEFHIATIAR VoA IFHE. XAYHEFRTS | SHEFSREMAZERINNZESE , flansISEER
=1\
ERLE GRUB LMFERSETIEHE | FAVBEGRINERE 718 serial fl terminal BIHAIIZE grub. conf :

[root@localhost ~]# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=0

timeout=10
#splashimage= (hd0,0) /grub/splash.xpm.gz

serial --unit=0 --speed=1152001

@
21509 SSH INT|B=E

E(FF SSH 1MYS IDRAC B | BXF FERDFIESHEZRE .
#%.19: SSH BEAE=E
E x5} =73

it: EFRIRRLAEREEH.

E| oL 15

116 i8S iDRAC i&(5



HEXE 8ix

NE ssh-rsa

ecdsa-sha2-nistp256

XIFRINEE

AR curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-sha’l

Encryption ( fIN% ) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes128-gcm@openssh.com

aes256-gcm@openssh.com

MAC hmac-sha’l
hmac-ripemd160

umac-64@openssh.com

[E48 7o

() |iE: WNSREEF OpenSSH 7.0 SR . DSA AHBASIIFISRA. AT iDRAC RISEIFRIREM | Dell BXFSRI DSA
[HTFZIS,

%J SSH {EAHERIIE

IDRAC 3Z#581d SSH RIAHEEIAIGIE (PKA), IXE—TUEANAIINEE, [EFRIREMER TET SSHAY PKART , IRBIIANER
IDRAC BIRIAFE . X3 TIREEHMMALPTEIINEEAFEER. LIERSERYRA RFC 4716 B OpenSSH 18z, &N , &
LR INZAET IR,

AT T | WIRTE Management Station LAER—XIFABTIATEEH, HAHLEA LEE!] DRAC AR SSH 2R ER
FAEEHREIRILS IDRAC ZERIEEXR.

A LABIE LA T AR ER AT S FAT AR ¢
=TT Windows B9 il , {$ PuTTY Key Generator N FRTER
S FIETT Linux B9Z i , {88 ssh-keygen CLI,
BE DRAC LETFEERSHAFARSNBRESZHIR. EEmSHBIRAERTF "BEX” BREAPHER. B
IWHBRAIB R LMESYE TR REE. XEIECHEFMEMETEBA. BFRY SSH HASEEE. Bt , RiZES EIHGE.

L&, EEH/MER SSH BANEEIRFRERFPHAFPSR. LIRATFHAFIER AP SSH A, BME
R FUARER.

A RETE Windows HAfSE R 2 3L 5345H

E(#HFY PUTTY Key Generator R FEFERERIRE AR
1. [EEhRIBFERFFFI%EIE RSA VENZESAREL,
2. WINESRAUMIEL. WRENTF 2048 #0 4096 L BRI,

3. BEAER , BiEMEE TR
FRESERK.
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4. EALUENEREEFER.
5. WIAEBEIELIRIFES.
6. REFEAHIFBEESR.

A RKTE Linux FR{EARIAHERER

E{5EH ssh-keygen N FFFEFEIRREARRR | BFIFHRIREOHE shel IR , HIAN ssh-keygen -t rsa -b 2048 —C
testing

Hep
-t 2rsa,
b ETUEENTF 2048 F 4096 ZIEHIINELEL.
-C RHERAHERER | 1WEE TR,
@ |iE: ERRAKNE,
RERRABIRE. STHITE  BLEAHU,
{5F ssh-keygen M Linux EIBIGERERIZARZ 4716 8z, (A ssh-keygen -e -f /root/.ssh/id_rsa.pub
> std_rsa.pub {SEAERA 4716 18T, AEELEANHRIR. LAERRGMUBREI TR,

i*: iDRAC A3ZIFHIAAY ssh-agent §842,

®
& SSH 234A

1@:%3]1«‘)\?9 EMAF LRSI RHERLE SSH 2O EERA. ERNAHERZA  FHAEERIPRGCKRE  LIRB/IMNE=
Tﬁhl‘ HO

NIET AR | ISHRRIIBRIEARIENMI T #EZ RIS . IDRAC AUTIRELIBREMIFZBMRC AIER. TR
DNFFERRT |, ANSREA SSH EOKIAFEE .

{5 Web RHE_L&; SSH &40

3 SSH 48 -

1. 1£ IDRAC Web FREH , #Z iDRAC Settings ( iDRAC i&E ) > Users (FHF ) > Local Users ( AR ) .
AT/ Local Users ( AittFF ) TUEL.

2. fEUserID (A ID) %e , BBEAF ID /S,
B &7~ Users Main Menu ( FIPESRE ) TUH.

3. 7 SSH Key Configurations ( SSH Z$AELE ) T , 1% Upload SSH Key(s) ( &k SSH 240 ) , ABET Next (T—%) .
$5E7= Upload SSH Key(s) ( L&k SSH %558 ) 7M.

4, BELATARZ— % SSHZ4A -

EREEN.
BRI IR B E RN AE,

BXEZER |, 15573 iDRAC Online Help ( iDRAC BX#ESED ) .
5. EATERIA.

{#5F RACADM L& SSH %8
3 SSH B8 | IEETIUTHS
Q) |i#: FHMS AT,

o ¥FFAHE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
S4FsEFE Telnet Bf SSH AYITFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

BN, BRI ERER L HEISE— N ERZETRY IDRAC FIF ID 2, IBIETIAT WS ¢

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

®

i*: - £ #EIRTE telnet/ssh/serial RACADM ARSI,
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&BE SSH =4A
AL EERE LEE iDRAC B9Z$H,

{5 Web REEH SSH F4H

BE SSHZ4A -

1. 7E Web RiE= , #Z iDRAC Settings (iDRAC &8 ) > Users (FAF) .
AT T/ Local Users ( AitEFF ) TUE.

2. fEUserID (P ID) 5dh , BaERF ID RS,
#EE7/R Users Main Menu ( FIRESRE ) TTH.

3. 7£ SSH BAEET , LEFEEE/MER SSH &38| ARBRET—F.

G E7~ View/Remove SSH Key(s) ( E&/HiIf® SSH BiH ) TENRZHFMES.

HIER SSH #$H

EMRRAHLZRZ A FHREEEAREGRIREN  LIRIRMEA.

{5 Web REMIES SSH %548
RS SSH 248

1. £ Web REF , ¥5% iDRAC Settings (iDRACiIEE ) > Users (AR) .
IATE TR Local Users ( AittFEF ) TO@.

2. EIDFIF , EEAF 1D wS , AR Edit (4RIE ) .
¥6 527 Edit User ( 4R58RIF ) TUE.

3. £ SSH Key Configurations ( SSH Z$AfeE ) 7 , %8¢ SSH %48 , A8 Edit (4748 ) .

SSH Key ( SSH A ) WHEEE7R Edit From ( fRIER ) iF15.
4. FIEMFRAIETEERE Remove (8RR ) | A/ Apply (RZA ) .

Friseas SRR RIER.
{6 RACADM lp§ SSH 2358
EffiER SSH 248 |, IJEfTIAT®S ¢

YEERH — racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
o FB%%H — racadm sshpkauth -i <2 to 16> -d -k all

iRE iDRAC i&(§
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BoE A P IIKPFISGR

RIS EEBISESIRNAFIKF ( BEFAEAMHER) | LMER DRAC EERENARSHHERR AR M, BABR T , BidAl
EERMKFECE DRAC, EUARBRT , IDRAC AP BFIEEEERAERM. (FAEER  BRLURERFIKF , LIRirHEMA
Fi7iE) iDRAC, BXEZER , ESIIRS AR,

LA EA A SAF BRIRS | 5190 Microsoft Active Directory B LDAP , LUSBRFIKF. (FHBERIRSIRE— N EFRY
VEREERRINAIRFKF.

iDRAC THFETABIHIES—EXFENIRNEF. AEAESEER. BER. RiExxL. ARTENTANEANE.
S

+ IDRAC FF&BEMNR

o EFERNBREINZEREER

. EEAMAR

ECE Active Directory FHF
BeEiEFA LDAP AR

iDRAC FHRfABHIHR

iDRAC FEMIREMRENBI—UIRSH{EN. BRI

. 20: iDRAC f2

Baix—t B— 1R

BER EER BR kE REMF. BF. &Ko, pREBEsE. BN
R, RGRE. Bid

BER BHRAF ﬁi BE. ReeEdl. DREUERS. MEENUNR. RRERE. 8
7

Rig KRR BR

7 7o 7

TR T BPIUR

. 21: iDRAC FBFHR

Baix—t Bi— 1588

BR 5 DRAC FFFFERE DRAC,

[ B2 E IDRAC SAVFRFECE IDRAC, BITIZAUR , AR LIECERIRERE. EEH

B, BUNER. Ik RRRE. FHERE. BIOSIRE. SCPE.,
O|it: BERAESESEHMAHOFEIR . HItN BIOS REM.

ECERF ECERF ERFRILARHSFER PR,
A& i = ERFAILARBMEREAEM B (SEL).
PRl EHRIMECERS A ENRGEREEFHL
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Brix—K m—ft 1588

pEERERIE maEERaEED (B ERFAILIETEEHE.
FORIRSR )
NEEREGIE (ERTHIZR
A TUIRSS RS )
RN THRERI R e A LAS THE BRI TR,
Rt WA RFUAR S BN VRSB KEMERBISEHHARERFHITICR.
A PITISHRER < ERFATLAZITIZHER <.

BN ERNARAMNERFR
FEREEXREIEMERR RN E RN RN RN FFFAER.

O [it: SBYALF—AVASFEN—MIEFE, —MEFH—MEHES,
IR EFEET | ERLITFR

& 22: BNERNAR2FH

FF KE
0-9 1-16
A-Z
a-z

SHES%O)*/;?2@N]IA_ [} ~r+<=>

& 23: BiUERNBBFRT

F5 KE
0-9 1-20
A-Z
a-z

I ES%&()F L/ 2@IN]A_ (| rt<=>

O |i#: maEmseBREERMFFIMAESMEZE, B, Del BUERLLIILHF , NRERAEEONESIE
() |iE: MEHENAFPSNHEPATFINFTEHMEHSRERER. iDRAC ZFEIHSERBENNMEHEEREPIHENF
FEFRGE< >, (BS).

Q) |iE: BERE)/\ M RESFHNEREN  #FESVEFE. AEFE. YFINHFT  LIRSRLN. ERINEHENE
3 (4nRaIHEE) .

EcEAHRER

A LABI e ANRTE iIDRAC PECESIA 16 MAHEAF. EEIE— IDRAC FBFAI  ISSIEREFEEMSRIAA. Sl
EFRXLAPIIPRIRERFE. BOMAE, aILAEREME DRAC RIFFRE (B Web FE. RACADM B WSMan ) BEXIFFE
MRS, SRR LS REERE N RPE SNMPY3 3iIE,

{5/ iDRAC Web REHCE AR

ERINFIERE A iDRAC AP -
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() |i*: BB EEERPIFRA 5462 iDRAC HF,

1. 7£iIDRAC Web FRES , % iDRAC Settings (iDRACi&E ) > User (FHF) .
AT T/ Local Users ( AitEFF ) TUEL.

2. 7R ID %% | EEFEF 1D RS, RfG8RE Edit (458 ) .
@ [i*: BP 1 BF PMIEZBR |, SXEEMLES.
7~ User Configuration ( FHFELE ) TUA.

3. 0 User Account Settings ( FIFPMFIZE ) 71 Advanced Settings ( BHRIEE ) FHSELES AR,
() |iE: BRAF ID FHEERFNARE. ZRHRAFAS (HMRRE ) . SRalISRERAFR LAN (ERER. SBiTinORR
KA. LAN ERITIRZS. SNMPv 3 58IE. ISIERBIFNISTARE, BXSZERES(ER | iS5l /DRAC Online Help
(iDRAC BX#1#58D ) .
4. B save ({#1F) . IS BIEEERRENIRAVER.

{£F RACADM EcE AR

() | i%: WALAFRA root R AHAEIEE Linux R LT RACADM &S,

AT LA RACADM ERE—NaEZ N iIDRAC AR,
BEERERRERERBIUTESBEES IDRAC AP :

SEART5PRI RACADM 7-f7l | BlliE RACADM apSAUMAMEN 4 | RSN ZERF LHITIRIAIE 4,
EERR—EEX RIS EERS L8 DRAC BEBEXMF YT racadn set Fap<,

WRISIEERCE Y IDRAC BB BREL(FEHT racadm racresetcfq s, IFAMRBEZRSZH ERIELA iIDRAC FHFP&F1Z6S,
racadm racresetcfqg apdig iDRAC EIZHENIAE,

Q) |i*: WETUBHNZAEER, B, E84 iDRAC L , BAT§EEARANESIRS,
BIOWFRAPEEEE  8NES AR TGS (1-16) -

racadm get 1DRAC.Users.<index>.UserName

ZNSHIINS D S5HEEFE—RSIH. BHHFERE iDRAC. Users.UserName=, ¥R "=" BR/R7HAFER  1ZHR5|158%
WL E R,

@ |i: EEIRIA
racadm get -f <myfile.cfg>

HERXRE

myfile.cfg

X4 , Hrh&HEFR% iDRAC BEESH.

FBFER SNMP v3 BHIGIIE , i&5FEF SNMPv3AuthenticationType, SNMPv3Enable, SNMPv3PrivacyType X5, BXE%
{E8. , iI5&1% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals 3REX,

WP EIRS SR A BR B S kEE A , 15 AuthenticationProtocol., ProtocolEnable F[] PrivacyProtocol EtkE
SNMPv3 IGiIE,

{5 RACADM 7l iDRAC FHR

1. RERSIFAFE.

racadm set idrac.users.<index>.username <user name>

2% i5Bg
<index> H—AIRPZES|
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24 1588

<user_name> }EH):'%

2. RE®.
racadm set idrac.users.<index>.password <password>
3. REAFUR.

BXEZ(ER , 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§Fg ) BIM www.dell.com/idracmanuals 3KEX,
4. BRERRF.

racadm set.idrac.users.<index>.enable 1
EIOE , BEAUTSS
racadm get idrac.users.<index>

BXESER |, 13518 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8Fa ) AT www.dell.com/idracmanuals E3KEX,

EREBERAY iDRAC AR

EREEREEEMRNAR (ETHABRIRN)
1. HEBABRES

racadm get i1iDRAC.Users <index>
2. (FRAMAFRZMEBRREALUT®S.

racadm set i1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

Q) |iE: BIMRR(ER 0, RRAFSEEREUIRR. EXEERFBIRINERAISIERSIR . i8S IDRAC RACADM CLI

Guide (iDRAC RACADM CLI $§&5 ) ®JM www.dell.com/idracmanuals 3KEY,

ficE Active Directory FF

WNRIGHI N EIER Microsoft Active Directory 34 , BBATTLABLEIZEKGLIRMERT iDRAC BUIEEISER , MinfeiFam B RS eI
BRI DRAC BFSURFHHITIESl, XE2—TEAIIN8EE.

@ iF: Microsoft Windows 2000, Windows Server 2003 1 Windows Server 2008 I{EZR #5235 H Active Directory 3EiR3l
iDRAC R,

1] LIS Active Directory EeEFIF SNIRIELIERE] iDRAC, SRALURMMETAEEN | EEREANSUAFERERTEN
PR,

X iDRAC {#F Active Directory JSIERIBIIR SRS

Z($5F IDRAC Y Active Directory BAIRIETIRE | IBHREREHUT FHHR(E :

« EBEA Active Directory ERtZRH, BXEZ(EE , IS Microsoft ik,
& PKI 25k Active Directory EfitiZ44, iDRAC EEFITRAEATAERIZEN (PKI) HHISRELLIGIUE Active Directory, BXEZER |
E&%) Microsoft i,

+ 1% iDRAC EEZINFrEIIEHIEE L ERRZEERFE (SSL) . LASIEFrE st et

ezl EFR A SSL

4 iDRAC J&@1Z Active Directory Isi#=HIS830UEFFRT , ©ISFEREIRFIEEEm—1 SSL £1E. EXERATEN | EiEflIss AT HIA
IENA (CA) BEA9IFP — EMRIEBE_HER] DRAC, U1 IDRAC ISIE AF/aA154I58 — o 2R 2 Figinsse — izimissse
JMEHEHE CA EEBFEAT SSLASESR.

WNER{EM$EF Microsoft Enterprise Root CA AaM&EHIFRBIRIEHIEs D EeE SSLIES |, MAJR
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1. EE/MYEHES EZaE SSLIEH.
2. EiEiHIsER CA IEBSHE DRAC,
3. B\ iDRAC Ef4 SSL iEH.

ey O] == X LY

TEE/MEETIZER) SSLIER

TEEMIIEHIEEAY SSLIUEP ¢

1. B Start (FF4E ) > Administrative Tools ( T E ) > Domain Security Policy ( I 22508 ) .

2. [EFF Public Key Policies ( 23ZAKRAE ) S04 , /5T Automatic Certificate Request Settings ( EIEIEBHIEIRE )
FET Automatic Certificate Request ( BEIEBEIS ) .
E 27~ Automatic Certificate Request Setup Wizard ( BEiE BHRIEEERS ) .

3. B Next ( F—# ) F+i%i% Domain Controller ( ldi=HIgE ) .
4. B Next (T—%) , REEE Finish (5% ) . SSLIFRBERE.

1§tki=HIEERE CA IE B SHZE iDRAC
Q) |iF: INBRFHETT Windows 2000 SHIEHERMIIAY CA , INTEETLEAR.

ESigiHIEeR CA IEBSHZE iDRAC :

1. FE=1T Microsoft Enterprise CA BRSZHIITIZ HIZE,
2. BAEFR > IB1T,

3. BN mmc , AfFET OK (H#E ) .

4

. TE Console 1 ({Z#I& 1) (MMC) O+ , B2 File (X4 ) ( 7£ Windows 2000 Rt LREH Console (1EHI& ) ) FhkiE
Add/Remove Snap-in ( ZFEil/HIF&EEETT ) .

5. 7£ Add/Remove Snap-in (i#NI/MIBREEERT ) O , B2d Add (GR0) .

6. ff Standalone Snap-in ( JMIZEEEATT ) BT , 1%IF Certificates (EP ) FEads Add (iR00) .
7. %% Computer (i18#l ) FET Next (T—2) .
8
9

. IEEFRUTEN | BESR | ASRERE.
. 7E£ Console 1 (¥E#I& 1) O , #£ZFl Certificates (iEH ) Personal ( A ) Certificates (iEP ) 3243k,
10. HEIHGEELEIR CAUES | EFMEES | RERESH....

1. 7E Certificate Export Wizard (iEBSHMAS ) £, 5 Next ( F—& ) Hi%#E No do not export the private key ( £ , £&
HIEEH) .

12. BT Next ( F—# ) FHi%#% Base-64 encoded X.509 (.cer) ( BT 64 {i4HFBHY X.509 [.cer] ) {EAEH.
13. B Next (T—8 ) FHIIBREFERF LNER.
14. LR 13 PRIFAIES L2E] DRAC,

S\ iDRAC [E{4 SSLiEH

iDRAC SSL IEBEMTF iDRAC Web JRSZ23A9ERIER. BB DRAC IEHIESEREc B MABE RIS,

N8R Active Directory JRSZEHIRENTE SSL SIRVIRUMERISIEE PR , SFEENE iDRAC IRSSESIEH _L1EF Active Directory 1aizH
B8, W1 Active Directory 7£ SSL SIERVIAHREAMITE FIRIGIE , NASTEX—EIMEE.

@ [i*: INPREHHET Windows 2000 , A FEEEIRERR.

@ i¥: 4N5R iDRAC Elf4 SSLiIFBE CA EFZMFHHIZ CA BEBEEA Fiai=Hzn "SEEAMBAENE" FUFkD |, ST
FHHRHSE.

15 iDRAC [Elt4 SSLIFBSAZIFrEIEEH e ST TR

1. {EFELLT RACADM %34 &, iDRAC SSLFH :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

mEiEEsEs L | T MMC RIS B OFHEEER > SEERMRIAMENG,

GHBEHIER | SEREESHEESA.

BEFET—EHNEE SSLIEHIH,

EENMEEHIEEHIZEITEAMRIAENIE 2% iDRAC SSLIEH,

S

124 Eio & B P RFNER



%iiﬁﬁﬁ SHOTS , BHREEBEE CA (T EISHIREBIUESIES, MR UARIES ST , NAERBREE
122 P2,

6. BET—SHIEEERE Windows RIFIERREEMBRERFHER |, SN SRImEFHEX.
7. BEFERFHERETIRE. 1§ DRAC B SSLIEBSARIFrEEEH S EEERSIR.

3509 Active Directory 3811l

ISR LUBIE RS AR Active Directory FEX iDRAC BB RIRIER

o EmBZEHRRIRFE , {EF Microsoft BYZRIA Active Directory 2B3152.
o VIRZEHIRRFEEBBENH Active Directory 318, FTAIRIEHEHINISRERTE Active Directory iR, BREATRANRE
%, LIEEESHBERAKBIARE iDRAC LEERFIHIENR,

SR Active Directory S

UWNTFEFf7R , /9 Active Directory SERY{sEFAFREZEMITEEIE Active Directory 1 iDRAC E#BHITHECE.

1: {#if Active Directory {TREZ24ECE iDRAC

£ Active Directory 7 , ¥REETSAIEAEE. BB DRAC IHINIRINBFPEiZABEHNAR. A TEFIZAFISE DRAC Hi5
BRIR , FEERFE DRAC LECERBEBRRER. AEINIRKIIEE DRAC EEX , AR Active Directory 1, ERZH]
LATESEA IDRAC HHERE 5 MERE, R3IARSERTEANAGREANIR,

&. 24: AR BENR
faed AR PR EFRIR 2T

=z j=rE ¥ E5% DRAC, EEEIDRAC.,  0x000001ff
EERF. BREE. BTk
SEitlmsS, IhEEIIEEH
[ Va1 1=1 55 O A
R, PUTEHRS

BEE? 7 E5% DRAC, BLE IDRAC, 0x000000f9
HITIRSS eI S, IPaE
EHIE. whEEsNE. W

R, PUTIZHE<S

BEE 3 7 R iDRAC, 0x00000001
fatail 4 % EEDEIR 0x00000000
AEAES b REDEHRIR 0x00000000
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faed AR PRE 5! EFRIUR V2T

)
R FNZ RIS

WRFIBERAFMAed

iF: “RHEES” (ERETEE RACADM g BRI ESSER) A {EHA.

(BERESR) AEEEF | MWRFEE DRAC LEcEEI=Hastil, EXMBRERT  SIFHE4E
WMERATEERAFMAGA (
REEIIHRER (NRE ) &

BeEtR SRS Active Directory

TEECERHEERA Active Directory Z R , iBHBIR :
« RBEH iDRAC Enterprise iFaJiE,
ZBCE T R EEE I BEAIARSS 28 LT,
fR5528 LAY dat, RYEIFIRNXIERTIR.
iDRAC MIBIREEELE , SiE7E IDRAC Web RE4E%] iDRAC Settings > Connectivity > Network > Common Settings LABC
BMEIRE.
ERE iDRAC LT Active Directory B2RiAiA) :

1. 7E Active Directory IR$388 ( 133=#U88 ) £ , FIFF Active Directory FEFFIITEH B BT,
2. BlEE DRAC HFNEF.
3. 7£iDRAC 1 iDRAC Web REE; RACADM ELBHE. HBFAEENR.

{5 iDRAC Web R AticBEBRELEIIAY Active Directory

() |i+: BXEFEMSE , {52 /DRAC Online Help (iDRAC BXHLEEED ) .

1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Users ( FBF ) > Directory Services ( BRIRSS ) .
BERNE B RIRSSTImE.

2. %1% Microsoft Active Directory %I , JAFERT: Edit (M) .
BERNEE7x Active Directory BB SEIEH.

3. Bk Configure Active Directory ( & Active Directory ) ,
J5 87K Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEFIEIEE 145, H4 ¥ ) @A,

4. 25 Active Directory (AD) BRSSESE(SHT , RISEREAIERISIEF L& SSL iERWIRENBr A AME IS EIER. X
Fitt , wiEEEEHIERf 2B ER FQDN . XEBE TS B7k. ALt , REMZIZEFIERLCE DNS .

5. Bf Next (T—%) .,
18 &7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECBHIESEE 2% , #H 4% ) TimE.

6. FSF8 Active Directory FHEEXT Active Directory RSFERFIFIFIKFRMUEES. ItHh , $8EFE DRAC BERIIFEH IDRAC W%
#5328 Active Directory BINARIASATE,
Q) [iE: MREBRIECER | iSiEEEHRIRSS B2 /4T FQDN, iRR iDRAC Settings (iDRACIZHE ) >

Network ( M%&) .

7. B Next ( T—2 ) . 157~ Active Directory Configuration and Management Step 3 of 4 ( Active Directory ECEFf1EE

838, Ha¥) WAL

8. 1%3#% Standard Schema ( #fEZEHE ) HED Next ( F—% ) .
J%E7R Active Directory Configuration and Management Step 4a of 4 ( Active Directory FREIEIESE da s , H£4$ )T
]

9. #iA Active Directory £BRFIRFZ SN EFHEERATENEFHISRAE.
10. 2 Role Group ( &4 ) BeEFREZRMET T AP HIISIGRES.

15 E 7 Active Directory Configuration and Management Step 4b of 4 ( Active Directory BEEFIEIESE 4b 3 , L4 F ) T

.
N, IEERPRFAERD Apply (BIF ) .

8
BEHRESH ) KBS MEF  MRTE DRAC tERCESBBERRSS /b, EXFEZEERS , 5
IMIEFIYEZEEL,
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BRI EF S Active Directory Configuration and Management Step 4a of 4 ( Active Directory FtBIEIESE da f , i
4) TOH.

12. BAE5ERE.

FRAEZRFIAY Active Directory iR EEIBCE Fel.

(£ RACADM EEBEEBIR &334/ Active Directory
I ERELTSS

racadm
racadm
racadm
racadm
racadm
racadm

racadm

set iDRAC.ActiveDirectory.Enable 1
set iDRAC.ActiveDirectory.Schema 2
set iDRAC.ADGroup.Name <common name of the role group>
set iDRAC.ADGroup.Domain <fully qualified domain name>

set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name

address of the domain controller>

racadm

set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name

address of the domain controller>

racadm
of the
racadm
of the
racadm
of the

set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or
domain controller>
set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or
domain controller>
set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or
domain controller>

or

or

IP

IP

IP

IP

IP

address

address

address

o ENIEIEHIZESRIEE (FQDN) , MIARIEAY FQDN, 40 , B servername.dell.com AR dell.com,
s BXEEARBENRNAEHEE | BSRNAREENE,

1R

BB R =M HIREI PRI —N, IDRAC SRHORIEREIS MCERIMIE | ERISCIIATHIERILE, (ERRER
XL R IR PN A B A RTERYEE I RRATIELIL

« RERPKFMABALTAEER  iWERNAFTELRRRIRSGE. ESMERBERT | (NILERERE.
o WMRIEBRIIEEA | SIEFERFIEEN FQDN B, 1P telbwiii SidistlshiE P A sk B A E R ERILEL.,
« g SSLIEFAISEPERIERGE , FRLTHS

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 0

BN T . THELEBINENHY (CA) IEH.
o B SSLEFIIREDBERITIERRIE (7% ) |, FRUTHS

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | WERLATa< EH CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

@ [iE: MREBIECREA |, ISIEEMZH RS BMUTIL B4R FQDN, R DNS S7EMES > iDRAC iZHE > ML T
IEtRECE.

LA RACADM a4 ATi5%FE,

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

2. YNER iDRAC EJZHA DHCP HEZFHLE(FF DHCP IRSSEEIZMAAY DNS |, MEMALIT®S -

racadm

set iDRAC.IPv4.DNSFromDHCP 1

3. Y05 iDRAC _EEZ5F3 DHCP BB EAEFENHIA DNS IP ik |, 1B ALAT RACADM @3

racadm

set iDRAC.IPv4.DNSFromDHCP O

racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>
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4. MREFRERFESIRIEEERE Web RENREMABFE , WBAUTHS

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BREZ0EE 40 NP . R5IRENTF 13 40 Z/E.

{2243 Active Directory #fi5

(EFRY RERMIMRIR S EEE Active Directory B2 &,

i RS RIEME
i RSB0 Dol XBSISMA DRAC RAUR, BOS(EEAES RTIETFABAURIER DRAC, Dol XBSMIBIATAITEHIFIE
(ACL) AAHF BB RN EERETE DRAC WSAIRIRFTSE,

BB T | Dell KEAIFSRALHES Active Directory IIRAIFTEIIR. AIRESA Dell REXXIGRARF , NIZREXRISR AV ARG
BRFAMEAFMA. XoJ8ERSE DRAC REIMUR.

BReMERT RN |, Dell BINAEIEY FREMISCHEF/SR Dell REXRISRAIE,

Active Directory 22439 &

Active Directory SRR BN 22095 Azt 848/, Active Directory ZE{AE ARINILARRER M INE & R TEEUBEEFISUESE. BF
KEHUREPEFHENE—VRE. BREREN—YRPISERFNEF. BK. BIESR%E. SULEERNE SN &
&7 J& Active Directory #ifE/% , LIRBASEEK. Dell I RTERHY , IGIERLEREN , SHER Active Directory HHTIZIEE
EEHISIFRIEI,
INRIIETEEN B REMGhEN M SR BIS E— D #TEN. A THE D EEAMTIAIE—M , Microsoft 4P T —1
Active Directory SISRIREBIFF (OID) #UEE , LMEATEEY BRNZIZRIMal LRIEE—EHBEARS SEMATIALE MR, B E
Microsoft Active Directory HRRIZEFS , Dell W EI 7 R INZI B RIRSHVEMFIEAIE— OID, HE—¥ EBRUUKKE—XEEM D,
TREE : dell
e BaseOD&E:1.2.840.113556.1.8000.1280
RAC LinkIDSBEIR : 12070 to 12079

iDRAC 32131 RIS
Dell T ZRALIIE XK. REM KRR, XERMIRTRES — BN e RNBFEEZEI— T 8Z 1 DRAC IRE. It
BSHEERREHTRANREN  ERE LSISSMARMR. DRAC FRAN DRAC IREHE , +H{EHE.

STFEHBES Active Directory SERLLAMTIMEAIISAAIMLE LRSS MR iDRAC 1RE | IBEIERED— N EEEISRFI— IDRAC iR%
&, ETLIEIES N KBNS | 8N KBENRETLIREHERENTES AP, FFPZESL DRAC IREXIR. FIFF1 DRAC BFR4A
LR M EEHAIR R,

Y, SN RBEOSE RS (8, TLGEERAF. FFPER iDRACIREXNS ) B MURES., IRAIAFrERREHISE
iDRAC &% RIS NNEBFAUR.

iDRAC IRBXISEE] IDRAC EW4HAYSEE , BT I8 Active Directory LUBTISIEFIRMA, 18 iDRAC iMINZIMLEE | ERRMIER
Active Directory BFRECE iIDRAC RELIZEXS , LMERAFEILUEID Active Directory HUATIGIEFIIRIN, LA , BB RIRMIUE IDRAC
INRZED— MRS LMERFeEEE 1 TI0IE.

TEIRR RIS P BRI REARI SR,
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(/ iDRAC
\ Association Object

e e & P

[ Users) d ST /" iDRAC
A Groupl(s) HYIgER e Device Object(s)

2: Active Directory XS AYBIENSH

SR IRIEEECIZ IR HENXRENISR. BR , BWREIEZED— KBTS , FEME LES Active Directory SERLAEIT
iDRAC IAIFFIFAEYE IDRAC IREZ W E— iIDRAC 8B XIS,

REIRAVFEESAENRFT/SELNR DRAC IREIIR. M , BPRENRREE—MMURNESR. KEKISKAERZAE DRAC
RE LAEIERIIAF.

£1XJ ADUC MMC EIRETTHY Dell i R R YIS EERIHAIPRIISAN iDRAC R SKERIRIITKER. Dell 7 BARIFRERER
fibiAY4EER IDRAC MR IN/IRERR I RAVF R R .

IR EAEIRAYEAER | BElE— M EREBATEERIXEAISR. Del Schema Extender 23 FITEFBIEZRIFNARERI S ZE At
B, FRESREREEAERE—EER.

REEAERIRF. BRANBRENRF AR LIRMIZIRERISR . 7 REMRRTT ZE5TFFIRETE Microsoft Active Directory FeiF
IZ M BRI EREMERRFA.

KIERI REERIR

I RS BSFHBIS A BRSNS SE—B AN A RSPRN SR TR R, B2, ¥ REEIIEILIRIRIR | LA
AP RESE—BF RERRIAE R SIS AIETE E D EARAVERES.

TERM T —MERY R RIRRAIA.

Domain 1 Domain 2

/,/ —7 B
P - Ve o
(\US_EJ [ User2 @( iDRAC 2

ZE B RN RIS — A0 FI A02, User! IBIZ N EENTS S iIDRAC2 KBk,
¥ RERIEIER) iR R B KB ARBERII R E S ER | SBERIMLARR , NERFHRERAIIBIRES.

EARGIG , User! #88 iDRAC2 AT Priv1 0 Priv2 18, User1 {488 iDRACT _EAY Privi R, User2 #8 iDRAC1 ] iDRAC2 Y
Privi R, B4 , WWESE R User! al{EE thtgh , mETLIEB/KR.

3: APIRER
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BeEH B4 Active Directory

ERIE Active Directory LAIAIE] iDRAC :

¥ F& Active Directory 2844,
. ¥'R& Active Directory FAFFIit BHIEERTT.
1% iDRAC FIP R EAERGHINE] Active Directory,
. {#F3 IDRAC Web Fimak RACADM BLE iDRAC Active Directory /&1,

}"B& Active Directory 283

R Active Directory ZEXJIGSTE Active Directory ZEXIRZRIN Dell 4B4R8TT. ZRMEFEM AR S~ RIIF<EES S, ¥ R
B, FRREEMEIZRMEESHE FSMO ARIREE CIREEHEIERRUR.

@ [iE: P=RAsET BRSEIVRERTR. RENEETRLERTI~S.

D |i#F: i BEEEF LN Z HIR AR,

AERAT™ME—TSET BERE :
o Dell Schema Extender 2R
 LDIF B34

WNER{HEA LDIF BIASS , WA Dell BRBTTRINZIZEIAH,
LDIF 3Z{4#0 Dell Schema Extender 3B\ F Dell Systems Management Tools and Documentation DVD FJLATBEHEH ¢

=N

NN

DVDdrive : \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced
\LDIF Files

* <DVDdrive>: \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools
\Remote Management Advanced\Schema Extender

(A LDIF 3214 , 7555 LDIF_Files B R EARSI4AT5A,
FLAMEREEHIFHIZETT Schema Extender 8 LDIF 3244,
{&FH Dell Schema Extender

Dell Schema Extender {8} SchemaExtenderOem.ini 3{#. ZEff{F Dell Schema Extender 2 HIEFIEE TIE , i50(E
B SRR FR.

1. 7E£ Welcome (¥R ) FE L , 5 Next (T—%) .
2. FAEHTHES  RERET—E.
3. 1E#E Use Current Log In Credentials ( {FAZaIERER ) S \EEREIERNRBAZTIZE.
4. BFHET—=1T Dell Schema Extender.,
5. BEATR5ERK.
AR R. BISIFZREY R |, B1EH MMC F Active Directory ZRMEIREATTRISE S5HEN EEEE. BXFEHE MMC
Active Directory ZE{IEIRRTTANFMEE. | 15215 Microsoft 5BE3 {4,
ZEHEM
. 25: #xINZN Active Directory Z2frhRISEN
E 34 HEHMRIFHRS (0ID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.7.1.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5
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#%. 26: DelliDRACdevice 3

oID 1.2.840.113556.1.8000.1280.1.7.1.1

15468 {X3E Dell IDRAC i85, iDRAC WJR{E Active Directory EEE
deliDRACDevice, IEEE(F IDRAC Al{EEER B RIAAMNY
(LDAP) &EifJ&1%£%| Active Directory,

e e EETVAES

g dellProduct

B dellSchemaVersion

Z8. 27: delliDRACAssociationObject 2

dellRacType

oID 1.2.840.113556.1.8000.1280.1.7.1.2
15888 F Dell KBNS, KEISATFRIEAFSREZENERE.
KpAY L AES

FEEES |

=4 dellProductMembers

. 28: dellRAC4Privileges 2

dellPrivilegeMember

oD 1.2.840.113556.1.8000.1280.1.1.1.3
1588 79 IDRAC TEXARBR ( AR )
ESEpSid] L= TIES

FEEES %

B dellisLoginUser

K. 29: dellPrivileges 3

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

oID 1.2.840.113556.1.8000.1280.1.1.1.4
183 FA{'F Dell 28R ( AR ) BIE=RE.
ESINESS L AES

[EES AR

B EFFPH PR
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oD

1.2.840.113556.1.8000.1280.1.1.1.4

Bt

Z&. 30: dellProduct 3

dellRAC4Privileges

oID 1.2.840.113556.1.8000.1280.1.1.1.5
Al Fr& Dell FGRiREFTRIBAESS,

S iESidl LSS

FEEES TTEM

= dellAssociationMembers

. 31: iFINZ Active Directory ZRHAHE 1EAYFIE

[BiE=#R/i%0A $3fichY OID/iE R SHFIRGGT BA(E
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
BFHEMR delPriviege XtS2E9% I ¥FEFR (LDAPTYPE_DN

=. 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE
BT ItAEER dellRacDevice 1 AT B FR (LDAPTYPE_DN

DelliDRACDevice 3TERAVFIZR. LLEME  1.3.6.1.4.1.1466.115.121.1.12)

48[ dellAssociationMembers [5i1E§E

EIEESEE.

$&42 1D : 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
WRAFPEERENERIIR , M8 #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
WRAFPEERENFERESIR , N #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WMRAFEERENEFEENR , N fH7~E (LDAPTYPE_BOOLEAN

39 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
WMRAFEEREFNEEERINR , M #H7RE (LDAPTYPE_BOOLEAN

35 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
WRAFPEEREBNRSEEERNIR ,  /RE (LDAPTYPE_BOOLEAN

M¥ TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
WRAFPEERENEIIEHESIR ,  #/RE (LDAPTYPE_BOOLEAN

Mg TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

AIRABFEERERIEIN TR ,
79 TRUE,
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BIHERTR/ 588 $3E2RY OID/IEEMIRITIATT HE

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
MRAFEERSOMHERAFN  #/R{E (LDAPTYPE_BOOLEAN

R . M9 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
MRAFEERENENGSEERN  #/R(E (LDAPTYPE_BOOLEAN

fR ., W59 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE
LRSI A T EEA, BREK/NEFRFER

(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
It/E MR deliDRACDevice SERAIHAT RREANEFRE

RAC ZEBILIRF (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers Bijdt§ERE 1.2.840.113556.1.4.905)

NEEEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BTt mRa AI D EEATR (LDAPTYPE_DN

dellAssociationObjectMembers B9FIZR,  1.3.6.1.4.1.1466.115.121.1.12)
EMER dellProductMembers 452
MR AL,

&4 1D @ 12071

T=MBF Active Directory BFP#IiTEN SR TH Dell i R

#"'R& Active Directory HHRIZEAERT , IR & Active Directory FIFFITEANERETT , LMFEEREEBETE iDRAC %%, AFFIF
F4H. iDRAC KEAF iDRAC #XR.

{8F8 Dell Systems Management Tools and Documentation DVD L3R AT IRIERT , nJLATEZZE 2 i5%1Z Active Directory Users
and Computers Snap-in ( Active Directory BRIt EHEERET ) SISk BREEEIT, BSH "Dell OpenManage Software
Quick Installation Guide” ( {Dell OpenManage {4 HIEZIEIERT) ) , H—S THRIILERZETRM, XTF 64 {5 Windows £
ERG R |, EERTTEER T

<DVD IRENEE>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIin64
B2X Active Directory FAFFITENEERRITHNEZER | 1559 Microsoft i34,

15 iDRAC FBBFFIHPR#NNZI Active Directory

{58 Dell T FEHY Active Directory FEFFIITENEIRRTT , FOILABL ORIRE. FKEFIRPRIISIAIN iDRAC FFFIRUR. ERINE
IS |, BHRITLATIRE

B3 DRAC iR &8

BRI PRXI SR

BUEE KBTS

BRISRINRI KBRS

Bl iDRAC & I5R
E0UE DRAC IREXIR , IBHUTIATHRIE -
1. 7E MMC KJ Console Root ({ZHIGHREIR ) B0+ , GRET—EH.

2. j%#% New ( #iZ2 ) > Dell Remote Management Object Advanced ( Dell SRITIEEIENSR ) .
B New Object ( HEWR ) BHO.

3. JIFIEEABTR. 1ZBFIRSETERER DRAC Web SREBCE Active Directory EMERIHIAGT iIDRAC BFRSTEHHME.,
4. 1% IDRAC Device Object (IZEWHR ) , AFHRT OK (HE ) .
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BUERPRIISR
ORISR :
O |i: B AEEXRHHRGR— MRS,

1 EEHEeETR (MMC) BOY , ARBE— 1 a8,

2. 1%3% New ( ##2 ) > Dell Remote Management Object Advanced ( Dell B{RIEIEEIENSR ) .
27 New Object ( FMEXR ) EO.

IR NEFR,

1E#% Privilege Object ( HPR¥MISR ) , AFRE OK (HE ) .

BRPECENBIRN SRR,

B2 Remote Management Privileges ( iZf2 SRR ) EIM~HAAPEED EIR.

BUEEKEARI SR

BOIRXBRIR , BHUTIATIRE -
® | i+: iIDRAC XEISMETRERR , EEEigs) Sl .

1. EEHESRTS (VMO BO4 , GRERE— B8

2. 1%#E New ( ##2 ) > Dell Remote Management Object Advanced ( Dell SRITIEEIEWSR ) .
RAEERRE.

3. BINFTXISAIBTRIIERREATIR,

4. 1%$E Association Object ( XKEXYIR ) BSEE , REHT OK (FAE ) .

5. EIRUERFREEE IR KBS SRANSE MR,

RIS SER LA RGBSR

ERIIER R IR REAISRATHIRINR

1. %%l Administrative Tools ( EI2TE ) > ADSI Edit ( ADSI #gig ) . 15E7~ ADSI Edit ( ADSI 4gig ) &.
2. EENEEF  SMECIRRIXEKNSR , GEEBEFIERE Properties (BIE) .

3. EREIRTF | BERN.
4

. A\ Authenticated Users , A5 Check Names (I8BBHR ) , AGHED OK (T#E ) . WIFAIAFE RN Groups and
user names ( AFIAREZR ) 7K.

5. BT OK (HfRE) .

IEXISRINZYSCEAT R
EAXBISKBHED , JLLKEAFEAFA. RIS DRAC 18558K iDRAC iRE4H.
BRI LUGRINA P 4EF0 iDRAC 18584,

MR A PE
SFNFAFEARE | BT TR -

I ARBERBNSHEERI.

2. WHERPSET- R BRI,

3. MARPSBPEEIHEE OK (1) .

AR
BRIUR | BHUTLATHRIE

EAF; Privilege Object ( #PRIIR ) LTI~ , EURIISIFINRIIGIUE iIDRAC IRERTTE X AR S AP ENPRAIKER S, REeE—MY
BRSSO INR KBRS

1. 1&#% Privileges Object ( BRYIR ) iELIT £ , FEE Add (FIA) .

2. MAPRIGS B REIRE.

3. Epik Privilege Object ( PRIIR ) IR~ , SHPRIISIARINEVILIE iDRAC REITE X BFE AP EMIRAIRE ., REgs—
PUESSESAIEIPS:SRE S

o oA o
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=DM iDRAC i85k iDRAC iZ&FH
Z7 N IDRAC 1R#&8L IDRAC IRE4A !

1. IEEFRIEI-RF R R,

2. N iDRAC iR} IDRAC IREZAE BRI RALRE.
3. ERMEOF , fRBEMNA. WE.

4. B Products ( F=fg ) IEIRLARII— BIEEEIRAT AT ATE XA AR ERIMERAT IDRAC IRE. EEILUEEA IDRAC IR
BIRINEI—RERIR,

{6 iDRAC Web R AtEcBEEEY BEEf3a) Active Directory

BE(HEH Web RELY RERHEIELE Active Directory :
@ |i3£: BXEFERIER | 1531 iDRAC Online Help ( iDRAC BXHESEN ) .

1. £ DRAC Web REF , ¥ iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory, Ed5 Edit ( 4miE )
J5 7R Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEIEIEE 145, H4 ¥ ) @A,

2. 245 Active Directory (AD) ARSS2RIB(SAT , ANSEBEREBIGIEF E8 SSL IEEAIA L EABRT AR AN I EEZ R EIES,

3. BfiNext (T—),
15T 7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEIEEE 2$ , H 4% ) TmA.

4. $BTEXT Active Directory (AD) IRSESFIFRFIKFEINERER. Ik . IEEERERE IDRAC LRSS AD IHRAYATIE],
Q|

- WMBFBIGTCHEA | iSfeERiEHIZERSEMLE FQDN, #f{R7E iDRAC Settings (iDRAC i&& ) > Network ( [l
% ) TIEfRECE DNS

«  WNEAFF iDRAC WREEFARRYEEH , MAEEEE User Domain from Login (RESFRAIAFLE ) i#IR. moR6EE
Specify a Domain ( f§iEl ) EIRFIRA IR iDRAC WRAEE.

5. AT Next ( T2 ) . S &7~ Active Directory Configuration and Management Step 3 of 4 ( Active Directory ECEIEIE
g3, Ha%) Imm.

6. W REREH T Next (T—H) .
1B &7 Active Directory Configuration and Management Step 4 of 4” ( Active Directory BCEFIEIEE 4% , H4$ ) @
EO

7. BN Active Directory (AD) Y iDRAC IRBXISRIRFRFIME , FFEATS Finish ( 58RE ) .
¥ RBERMIEZLHY Active Directory 1R BEELE5TH.

(£ RACADM EEBEE B E323/) Active Directory

{$/ RACADM BB BB ELEFIAHY Active Directory :
1. EFRUT®HS

racadm set i1iDRAC.ActiveDirectory.Enable 1

racadm set i1iDRAC.ActiveDirectory.Schema 2

racadm set i1iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set i1DRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set i1iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o ENIEIEHIZENSRIEE (FQDN) , MIARIEAY FQDN, 40 , M servername.dell.com AR dell.com,

o BWIREDREALIT=MBIERAS—. iDRAC S OREEZIS ML EREUE , BRISCHIRINEZ L. EREY ELE
B, IXLERI IDRAC IREEFITERYIEEHISEAY FQDN ¢ IP itehit,

«  EfE SSLEFRIIERPEMERIIE , FRUTHS !

racadm set i1DRAC.ActiveDirectory.CertValidationEnable 0

FUERT | 8 F L3 CAES.
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«  f£ SSLIEFURHEFIFUTIERIGE (7L )

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | SFEFERLLT RACADM a5 L&k CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Q) |i*: NBE-RINECREA | ElsEtt 2RSSl il FQDN, R iDRAC i&H > M4 T DNS BERERS.
LA RACADM #nafis

racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. W5 DRAC EEB/EF DHCP FEEGHE(ER DHCP IRS3E:EMHAY DNS |, AL T &<
racadm set 1iDRAC.IPv4.DNSFromDHCP 1
3. W05 IDRAC EEZEA DHCP SEFREFHIMEA DNS IP itk , IEMALIT &<

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFHLEREAFIFIRIMEEERE] DRAC Web REINREHANBFE | BERUTHS :

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

ERZHEE 40 MNP B3 I1mENT 128140 28l

izt Active Directory i88

&AL Active Directory IRBLASGIHEAIELE 2R IEM , Sii2#T Active Directory B MAYIRIRR,

{§H iDRAC Web Rzt Active Directory 1888

B Active Directory i85 :

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory , B85 Test ( jlllizf ) .
FERPER R Test Active Directory Settings ( illift Active Directory i&5 ) TUH.

2. B,

3. E@J\J‘}@giﬁ;@)ﬁ'ﬂ’\]ﬁfﬂ"\ (5140 username@domain.com ) F1ZHY , A/FETE Start Test (FHRAR ) . FERISERFMEUHER
G = F

MREAE BRI | FEENN BSOS RARE AR SRR 5.

@ iE: MNBRESQiE “Enable Certificate Validation” ( [RFBIEHISIE ) AYIER Fillix Active Directory i&E , M iDRAC &
3R Active Directory iRS388# FQDN ( foA=2 IP itk ) #7iR. U5 Active Directory fRS3ERiEid IP lhlitRiR , MEHIGIIE
£BEJ3 iDRAC Ei%5 Active Directory [RSZE2@ (ST,

{5 RACADM illlizt Active Directory 128

MR Active Directory I8 |, i6f#F testfeature 3%,
BXEZER , i5815 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BJM www.dell.com/idracmanuals _3REX,

BcEiEH LDAP IR

IDRAC 1RBRRRTT ZRSHFERTRER BRVIANMN (LOAP) HIIIIE. LINREATEE B RIRSS B THAZRAET R,

797 IDRAC LDAP sCiEiEA | 1§FIFAR B RIRS Z ARIERAME BF BT EF RSB -AXER. BRIRSINTERIERR
. fian , AR, BURBFIAZBIEERERRNEMIERMR. XER(FRITE DRAC i TR E.
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®
{5 iDRAC EF Web HIREECE B LDAP BRIRS

E(HF Web REEEEMA LDAP BRIRS | iBHUTLATERE
@ |;$: BXEFERNSE , i§2K iDRAC Online Help ( iDRAC BXHN#SED ) .

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service (i#F LDAP BRHES3 ) . B Edit (i) .
Generic LDAP Configuration and Management Step 1 of 3 (i@ LDAP e BEHIEEE1 4 , £ 3 ¥ ) A+ ERUIER
LDAP IRE.
2. B 5B LDAP IRSESESHTHY SSL IERMIAE 2 /B FERISIEH EEFERIEEIES.
@ |iF: TR ASR , FZIFETFIE SSL IRORY LDAP 485, (X353 SSL /Y LDAP,
3. B Next (T—% ).,
$$ B Generic LDAP Configuration and Management Step 2 of 3 (i&EF LDAP BRBIEEE 24, X34 ) A,
4. [SRBH LDAP BAlFFHEEXTIB LDAP fRSSESFIAFKFRIUERES.
(D |iE: MFEBIIESHEM | EISTE LDAP IRS528/Y FQDN FififR DNS 7£ iDRAC Settings (iDRAC i&E ) > Network ()
%) TIETRECE.

i*: B LDAP BRIESAISETFEHERHIWEIRIE (TFA) fIa—&F (SS0),

(D |3%: TERRA , RAZISRES, BHH3ES5HEM DN HCROAMNEERR. B, (iSat, REFes,
5. BF Next (T—% ),

18 &7~ Generic LDAP Configuration and Management Step 3a of 3 (i@F LDAP EEEfIEEE 3a 5, £ 3% ) IA.
6. B Role Group (84 ) .

& E 7~ Generic LDAP Configuration and Management Step 3b of 3 (i LDAP i BHIEEE b , £ 35 ) ITAE.

7. IEEIRADPHIBTR , SIZAXRERISER  SARRE Apply (KA ) .
() |iE: WNSRISER Novell eDirectory #3348 DN BFRMERTLATFR : # (HS) . " (W315) . ;(H5). > (XF
8).,(E8)FH< (MFS) , WpmEX.
ABAIZE{RF. Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP BeBHIEEE 3a s, 3% )
TESETAGAHIZE.
8. MREBFREHMABE  BEEE 7 HFFE 8 4.
9. BTSSRk, 1BM LDAP BRIRSE ST,

{£F RACADM fg&iEH LDAP BRARSS

EFE LDAP BHRARS , (£ iDRAC. LDAP ] iDRAC. LDAPRole APMIRISE,
BXEZER |, i5815% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals _E3REX,

Alisl LDAP BRiRSZ&E

EEILAGL LOAP BRIRFIRELISIFEHIEERRIEN , SUSkT LOAP ERKMAYEIRE.

{83 iDRAC Web FE izl LDAP EFRIRSSIEE

ENi LDAP BRIRZIRE

1. 7£DRAC Web RE , = iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service ( i@H LDAP BRES) .
Generic LDAP Configuration and Management ( j&F] LDAP EeBHIEIE ) TETE~SaIANER LDAP IZE.,

2. BFHEuE,

3. BINE LDAP IRERIBRAFINAFEIIES. SBRTERNAFERE T EBARBR R LR S ImEiEETT
Ac.
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@ i*: fZEB8 4% Enable Certificate Validation ( [REERISIE ) B9ER Tt LDAP IREAY , iDRAC ZE3R LDAP IRSSEEH
FQDN AR IP itthiRAl. $N5R LDAP RSSE3H 1P HEIESRIRAI , MEERISIERY , BEJ iDRAC FTikS LDAP RS3EEE

(@ |i#: MSRAFER LDAP , iDRAC E%EAEIBRAFNSHERBR, WRAY  WSRBAFHAFER,
BERIS B ASSRAE B .

{£F RACADM illlist LDAP BRiES31&E

iz LDAP BRIESIRE | 15 testfeature M. BXEZER | 1585 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI
888 ) AT M www.dell.com/idracmanuals E3REY,
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RAEUERT

REAMEE SN TERREEHEMIEEINEN. WINRERTLIEEIRIFRAR R ABEEEIEN. WERERTEEME
s, SRGEWNER , HINZRARENZNEBSWAEL. IRZAELCBRFRE | WSETERER.

@ |i#: ERRAMEERE  BELEMINRELE. FASEFRIZARS,

B AT RIS e R SiER
iDRAC Web SE
RACADM
WSMan
SCP ( RAREERENH )
Redfish
EFFNBEHREGER F2 7R DRAC IRE

Q) |i*: EEMEE , S 58% iDRAC Enterprise FFEIERIRFiz5I4R.,

BIERFEATEEE | IR TS -
= FIRIRE
REBRIBME (FIF/XDBR. EE)
EEIRILSER

« RBIRME (HFEEK PERC)

- EP4EHE

o BITIZEER

«  REYLIRIF ( FlexAddress BUITAZSECHEAL )

»  Group Manager %513

@ |i#: GEUERRLFHEHEARBE vMedia , BRAFRBITEMHHE,

THRIIH T RUMEREABRNE THIRIETAIINRE. FREMARRER
() |iE: MERSAR | R3ZIH{ER iDRAC SEHEISIARE. {BR , vConsole SREAFIR{HY 5| SHZHIEIR , & iDRAC &bFHIER
RS | ZEIRTH.

+*. 32: BHERARINAIRE

S2H RISIEETIE

« OMSA/OMSS - OEELNRSENFIEHNETIE
o IPMI . PERC

* DRAC/LC « PERCCU

. DTK—lSysofg « DTK-RAIDCFG

* Redfish « F2/Ctrl+R

¢ OpenManage Essentials . NVMe

BIOS (F2 REZARER) ¢ DTK-RAIDCFG

e F2/Ctrl+R
* BOSS-S1

¢  Marvell CLI

e F2/Ctr+R

BRI, BINERLAR RS
ThE=PRER

RIFFEIRRE (FF. X, FR)
RBIIREE (#AEF0 PERC)
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2 RISIERETI(E

o ISM/OMSAIZE ( 0S BMC [EF. K2R ping. 0S &FR. 0S
hRA )
o 1EHIIRIE ( FlexAddress BRTREELL )

*  Group Manager Z15

®

it CEREHERNE , A&7 iDRAC ERIWHPER OpenlD Connect EHFiKIR,
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fcE iDRAC LAHITHE—SRAEHEFER

ATIRMHECE iDRAC LURTEEERESR (1IEBTAMAFFI Active Directory B ) 18— (SSO) R (i&FTF Active Directory F
) BER. SSO ISR FERECIFIMITEE.

iDRAC R Kerberos B3 Active Directory IGIFLASTEERE-RF1 SSO BR., BX Kerberos BSE. , i5E15 Microsoft ki,
£/
s Active Directory B—E R &b RERIIBHRSEY
* 9 Active Directory FHFERE IDRAC SSO &R
s SFEEZERERRER
- FEETERER
FERSEERER

Active Directory EBE—E R B RS FAIRNRSEHF

EF Active Directory A SSO S E e RERAIRHERAEIE

+ IDRAC R85 Active Directory HEfz#I2ardiaEE. BN , iIDRAC LAY kerberos IIFLML, eI LA AR XA NTP IHAEEIERT
8, EHITIHRIE 1555 BERXFINTP,

o 15 iDRAC jEff}9 Active Directory fRIgHHIHEA.

o {8 ktpass TEARK keytab 314,

. EhY EENERRE—ES , i5TR(RTE Delegation ( HiR ) iEH-E 7 keytab FBF%EHT Trust this user for delegation to

any service (Kerberos only) ( ¥{EAIBRSSHIZIRINSEMAR (PR Kerberos ) ) IR, ZIEIM-RXEFER ktpass NFHERF
Bl keytab MXFEA AT,

EeENtaes LS SSO &R,
B Active Directory SSRFHRAFTRINIR,
Y3F SSO , B/ IDRAC FREFMEY DNS RSB E R MERXIE,
O |i: MBEMBSR ONS EHIRIE , Kerberos SHHIIERKM,
- EENEB[LSHF SSO BR, BXEZER | 58N 55,
©) |i$: Google Chrome fll Safari A~3%}{#H Active Directory i#{T SSO &3,

1% iDRAC ;A9 Active Directory RIZHESITERN

1£ Active Directory tRig=FAf iDRAC :

1. B2 iDRAC Settings (iDRAC i&E ) > Connectivity ( i%E#% ) > Network ( FI4% ) .
FERNS B RMISE T AL

2. REILIRIE IP iR EB15%HE IPv4 Settings ( IPv4 183 ) 5% IPv6 Settings ( IPv6 88 ) .

3. IRHEHY Preferred/Alternate DNS Server ( Ejift/£5i% DNS IRS388 ) P ittht, Z(ERHEAY DNS IRSSS8 IP it , BF
root IAI—ER5.

4, 1%#% Register iDRAC on DNS ( [@ DNS j¥#f} iDRAC) .

5. 2(t5% DNS Domain Name ( DNS if#& ) .

6. IGIER4E DNS ERES Active Directory DNS {SEITEL,
BXRBIEMNEZERE | 15517 IDRAC Online Help ( IDRAC BXHLESEN ) o
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Bl#2 Active Directory SSRFHHZHSUR

EB5ZIEF Active Directory frER R SSO

SIETF Active Directory FET 2 SSO BERHTIUTEE
1. BIERFE.,
2. FREREE—NEF.

() |i%: (EEMAR AD FAFEF AD R,

EB5FEF Active Directory I BB =R SSO

SIETF Active Directory I FREEHIAY SSO BRHTUIUTEE -

1. 7E Active Directory PRS2 EIEIRENTSR. PRSI KETSR,
2. REFRCIESPRXSSANHEINR,

® |i$: BYAERHUERRNR , BAZTReRI—LEReRE.,
3. (ERXREISKEKIRE I SRIMPRIISR.
4. BZEIKY SSO AF (BRAF ) FIIERENR.
5. NIUFAEFREEHABER | LUBIREZAIRERRISR.

&35l Active Directory SSO

3 Active Directory SSO BRHTLATEEE ¢
1. BIE— Kerberos keytab FBF , EEFF6l# keytab 314,

() |i*: P854 iDRAC IP §Ii2§f#Y KERBROS A,

73 Active Directory FHPfit& iDRAC SSO &F

TE£/9 Active Directory SSO BRECE iDRAC ZHI , BRFRE S FTERIERE.
LIRET Active Directory iREFRFIKFEY , ATLAJ Active Directory SSO Bt& iDRAC,

{£ Active Directory HREI;ZHRLLiHTIT SSO &5

£ Active Directory H8JFEFEFLUHIT SSO BR |, iBHUTIATRE !

1. FERELRMPEIEAR.
2. % Kerberos i > Bl > Mk > Bt~ {#EH Kerberos DES 3325
3. {FHRALAI T4 7E Active Directory BRSSE854ERK, Kerberos Keytab :

ktpass -princ HOST/idracname.domainname.com@DOMAINNAME.COM -mapuser keytabuser -crypto DES-
CBC-MD5 -ptype KRB5 NT PRINCIPAL -pass * -out c:\krbkeytab

=Y S S A

+  EEX Kerberos AFH "&HIR" KE.
» 4Z Kerberos AR > B > HiR > IHETIRSHZFIRIISEIAR (VR Kerberos )

@ |+ BXLALIBESE | iLEEIY Active Directory FIFHNABERER.

4B, Kerberos Keytab 3Z{4

NT 3 SSO MNEREREREMIIE | IDRAC ZFPHTECE | EBSAL/I Windows Kerberos fI48 /Y kerberize fRS5. iIDRAC LAY
Kerberos it BEIESIEIE Windows Server Kerberos JREZHEZE /I Windows Server Active Directory FfZ e {AMEREE,
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ktpass TR ( AJM Microsoft {EiRSS 88 %%E CD/DVD RI—EBSIREN ) AT EIE4FERIBFPIKFRIIRS EAETR (SPN) FHBEEE
BEHE| MIT 25809 Kerberos keytab X484 , MTITEIMEBFAFELER SRS Key Distribution Centre (KDC) Z BN {S{ERR., 1% keytab
XS EEE . AT YIRS KDC Z RS R TINE. ktpass TEFITSIRF Kerberos SHAIIERIET UNIX AIBRSSfEF
Windows Server Kerberos KDC IRSZIZBHIIEIZ(EIETINEE, BX ktpass ANFIFEFIIES(EE. | 155157 Microsoft fjud; :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4ERY keytab XFZHI , fEWARBIE—A Active Directory FIFIKF |, LIES ktpass ap<HY -mapuser IEIRECE /M. LS , U
BEB5EEEMRR keytab 34 EEZIRY iDRAC DNS ZFRERRIEZTR.

{5 ktpass TEARY keytab {4 -
1. TEFREEYE IDRAC BRETE! Active Directory FRFBFPIKFRVIEIEFIRS ( Active Directory fRS588 ) EIE1T ktpass 22 FBFERF.
2. {ERELLT ktpass ap Bl Kerberos keytab 314 :
C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME

\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

DOZESRAYY AES256-SHAT, FARERIR KRB5_NT_PRINCIPAL, RS ERZFRIGHEIZINEF KRB XEEHA Use AES
256 encryption types for this account ( {ELLHFAY AES 256 INZRHKBY ) B,

(D) |i*: %3F iDRACname Fll Service Principal Name ( BRSSEMETR) | BERNSFE, EHEPERASFE , MRFIR
FR7R.

3. BITLATEGS :

C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 34,
@ [iE: MREBRMAELE keytab X {4 iDRAC FIFBIEMITRE , iSCUIEFHAFTIHH keytab X, MRERMITRICER
[F— keytab {4 , MIFEIEIRECE.

{5FH Web REJJ Active Directory FIFficE iDRAC SSO &
5

ERE iDRAC LUH{T Active Directory SSO B :

@ |i$: BRZEIRASE |, 158 /DRAC Online Help (iDRAC BXHEEEN ) .

1. BGIE iDRAC DNS F#R5 iDRAC TEREMNE B 2B L. EHITIRIE | iB7E iIDRAC Web SREF , 3% iDRAC iRE > M4 >
BEigE , A/52(% DNS iDRAC Bff/E L.

2. BEE& Active Directory IEFIRAEZREeY REDIRERFHFR |, BHTIA TR MIINLSEERECE SSO :

1E Active Directory Configuration and Management Step 1 of 4 ( Active Directory EEEFIEEE 145 , 4 F ) mEE
% keytab ST,

1E Active Directory Configuration and Management Step 2 of 4 ( Active Directory BtBfIEIESE 24 , 4% ) mEm-+
R IR R —ESEIT,

{#5F§ RACADM 7 Active Directory FHFftE iDRAC SSO &
3

ESH SSO |, e BLARLE Active Directory , FHE{TLAT#S :

racadm set i1iDRAC.ActiveDirectory.SSOEnable 1

ST
BIBIg s
/3 Active Directory FAFBCE SSO BEFRE , IBHUTIUTESE :

1. £ "W BMEHIRE DNS IRSSES IP FHEMEIR DNS RSS5ER IP,
2. ¥E "AYBIK" FHAI0 tiger.com 1,
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3B )éctive Directory IR IIZEEER ( HiA2ShE BB > 12 > AthAPfA > 8 > B8R ) |, 7700 Active Directory
% -]

4. JFERFFER Active Directory AR EIEER.

B. TE Internet Explorer iR&H , AN *.tiger.com 15 , ANTFF7R -

a. ¥%ZTH > Internet &Il > 2 > FHM Internet > I | BUHIETBTNEN Intranet MILZIRE. EEFEERN=11EI A K5
EATREERLAZI0 * tiger.com
b. £ IE ¥JFFEHENO , F#EFA DRAC EHIREH IDRAC GUI,
6. 1E Mozilla Firefox & , 70 * .tiger.com 1 :

25 Firefox NISEEFH7E URL B\ about:config,
o EILIEESAMERFERME. WHES outh.trusted.uris BILEERFEN tiger.com 15 , (RFIREBFH XN LTSS,
s 1L Firefox R¥JFRREN , FHER DRAC MR B0 IDRAC GUI,

() |iE: TEIB1T Windows 7. Windows Vista 5 Windows 2000 IFRAMERILL | [SIREFEEMRPETLATEY -

o WFRERER , & AR RIEEPIF Kerberos INFTEHBLFIIMNE NTLM iRE |, ARHIT “HIRRE" |,
« WFRAR , EiMRwiERPe)E DWORD #iA.

B ZEREERER

IS FIEZE A IDRAC RYESRERERZHT , 1IBFRR

REHE "EE iDRAC" FR.

BEBHERIEBRY iDRAC AP ECERL Active Directory FEFECE E5ehk.
() |i: MRCEMAEEERER , B84 SSH. Telnet. LAN L IPMI HB{TFIiEiE RACADM #RiEEM. BIX , MREEMEMEFE
2, WRAAFASBHEHA.

(£ Web REIEAHNZEREREFER

B FARFSE TR RIEE
1. £ iDRAC Web FmE= , #%| iDRAC Settings (iDRAC i8E ) >Users (FBF) >Smart Card (E8EE).
BERIS B/~ Smart Card ( 886k ) TUm.

2. M Configure Smart Card Logon ( BEEEEEREFR ) THEET | {5%1% Enabled (B ) LUSHERERES |, 5i&i%E
Enabled With Remote RACADM ( {EFHiEfE RACADM B ) . &M , i%i¥ Disabled ( B2H ) .

BRBEMNESER | 15515 iIDRAC Online Help (iDRAC BXH1E5ED ) .

3. BENANARE.
{&£F IDRAC Web REFTHAELEER=NR , RASRTEHTERRER.

{£F RACADM BRIk B RER

EEAERRER , 1B set @<SLAK iDRAC. SmartCard HAPHINR,
BXEZEE , S5 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI #8785 ) ATM www.dell.com/idracmanuals E3KEX,

{£H iDRAC B2 HiEFE Rk FAEE FER

BEANZERERERERINEE

1. 7£ DRACIZELFERF , %= Smart Card ( B« ) .
}5 57 iDRAC Settings Smart Card ( iDRAC ig&EfEK ) TUE.

2. %% Enabled (BBH ) LIEEEERER, BN , 1%iF Disabled ( B[ ) . BXEINES(SE |, i5505 IDRAC Settings
Utility Online Help ( iIDRAC iR B/\FITERFEAIESED ) .

3. {fkoxrBA: Back (J5IB ) . Finish (58R% ) #lYes (2) .
R EERINRGIRIE RS A EEA.
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EEBEERER

®
7 Active Directory FHFfitE iDRAC BBt RER

739 Active Directory FAPBECE iIDRAC B EER2ZHT , IBRRIECHFAEIIEHESE M.
EFLE iDRAC LARTERERER ¢

1. £ iDRAC Web RES , BLE Active Directory LU BEETHRAZIE RIMIRIFEFH—HY , 7£ Active Directory EEBHIEIRS
B1/7400@Y

o [SRRIFBISE,
. EEEN CASRIES.
o & Keytab {4,
2. DS RER. BXBERIRNER | 15215 iIDRAC Online Help ( iIDRAC BAHEEED ) .

HEBAFTEIE iDRAC Bit kB3R

HEFLE iDRAC AR LURITEEERESR
1. BEREEBPIEPIISME CA P _EEEI DRAC,
2. BHBREEER.

LREEFRRES

EBAPIERZAE , BRREE SRR ENAFIETRLA Basetd 8 S, SHA-2 IERHERF.

{5 Web R LHE&E-RRAPIED
FEERERRAPIES
1. #£IDRAC Web REY , ¥Z iDRAC iR&E > AP > 8&EF.
@ |i*: BeeEERMEEBEXIES/k Active Directory FIFIES.

2. HEESERERT  &FE5iciE RACADM —EEALISARE.
3. REGAEBEEFERN CRLEE.
4. BFEMNA.

{5 RACADM L#HEsE-RHERIED

B FEEREERAPIEP | 15(# A usercertupload 395, BXEZ(EE , iBE1W iIDRAC RACADM CLI Guide ( iDRAC RACADM CLI #§
B9 ) ATM www.dell.com/idracmanuals E3KEX,

. Sl = &) > .
BXRAFHITEEERITMASED
HWATUA TS BRSBTS EMANES -

1. BEEEEEEEF IR R AR EIR SR RO,
2. EREEIEEPGIFIKIEFIRS.

3. ENSEE BRI IEER,

4. MNBPRIRTNZRE , AERGHEE.

5. BERIESR.
6
7
8
9

iE: }F Active Directory BEEFELE , W AEMITES RN RS E SSO BREE iDRAC,

. AESRIEBIER.

. BYEREREREREME AR — AR REERE-FIERIES.
. B REEEAFREEE EMIRN.

. BAEEMFRAGEERER.
10. MAERER PIN | FrEATEIREL.
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LR ERERAYS(E CAIMED

& CAIERZAT , iBIHRAE CA ERAEE.

[ Web RE_LFHEBERAIZ(S CAIED
T EHBATFEERERNZ(E CAIES :
1. 1E£DRAC Web RET , ¥5Z iDRAC Settings (iDRAC i&E ) > Network ( 4% ) > User Authentication ( FBF3&IE ) > Local

Users ( Fi1AR) .
idippedyan: : | ShER

2. fEUserID (P ID) 5dh , BaERF ID RS,
$5 7~ Users Main Menu ( FIPEEEE8A ) TOE.

3. 7£ Smart Card Configurations ( &#¢-KEE ) T , 164 Upload Trusted CA Certificate ( E#32(5 CAIEH ) , AFHE
Next ( -F_$ ) °
J5 &7 Trusted CA Certificate Upload ( {5 CAEB.L& ) T@E.

4. RRFHIERESZE CAEP , ARHREMA.

{5 RACADM J&EER< LSS CAIEP

B ATEEEERISS CAUER |, 15(FF usercertupload X5, HXEZ(EE , 1528 iIDRAC RACADM CLI Guide ( iDRAC
RACADM CLI #8Eg ) 5] M\ www.dell.com/idracmanuals 3REX,

(EHERRER
(D) |i*: F15 Internet Explorer L3zi5&6eE&

REREERE

EmgagﬂsF , M IDRAC GUI ;E4H,

fEf http:// 1P/ RN FQDN http: //FODN/ 54
TESRETE  RERE,

BNEREE PIN |, FFEATIRAL.

iDRAC 5 {EFIEERE R INER.

SNSRI
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ficE iDRAC LARIEESR

ER L ESERSIR BN ES N EIRFNIRE. BRFEHIRIATIIEN &M , siekESH. NREHSEHHiEsrT
BeHESCEEZIFIEss AN ER (BFARME. SNMP FER. IPMI 2R, ITfERFEHE. Redfish B4ak WS B ) |, AEEIRE
RIZE—N S NEEBR. NRE—SHTRESAEEENPTRE (HINEHRSIS. XNEEEHXARFARIE ) |, WEHT
ZIRE, 1BREENBNEHHEE—MRIE.
EREE iDRAC LARIZEIR |, IBHUTLATIRIE
1. BEER.
2. BRI LRIEZE s B R E IR R,
3. BECERTFHMAER. IPMIZER. SNMP FER. 2R % A&, Redfish B, BIFRFEEH/ /8 WS BHHRE.
4. SHEEHZRMRE, W
o BETFHMEER. IPMIEER. SNMP [ER. ITiRRFRE. Redfish B4, BMERFZAEE WS BHAZRICEENER.
o NRERFAHITENSIS. IR EEFURE.
E5 -
s CREZRAZR
o THEEER
. IREEAER
. RETREMSEY
o IREEMHRME
FCEE FHMEZIR. SNMP FERHEL IPMI GBS S
ELE WS =44
o FERE Redfish B4
o WENHAESG
- EREE D

ERSZERER

IBBERALXZIEENBRRETUTEHRF  CNEREREREN. WEMSESRENRNERIEHELE.

(£ Web Rl AZERER

BREARSRERER , BT TRE
1. 7EIDRAC Web SRS , $ZHRE > RUEHE > BIRRE.
HRP A B R IR .
2. TEEHRES
HE R RIS PSR P T R,
. ERRLE R R
3. BERRIRFRE.

REERECE
BIERESR , TR
| R R,
2. TEHEEERESS T, JUTI TR
. RS,
R AR,
BB R,
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3. BEMBRFRE.
@ [iF: BIBEEED 1 0K50. 1 A TEER 1 A EIRRRINARE.
A EEREERNEHEREERMERET.

{§F RACADM 5 sk ZEAZR

(ERLATE<

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — B2H
n=1— B/

{#H iDRAC ig B B Ak FERER
SRR FRE R S AR
1. £ DRAC IRELFERT , X Alerts (Z4R) .

1527 iDRAC Settings Alerts ( iDRAC I8 B4R ) T,

2. 7E Platform Events (3E&Z4 ) T , &% Enabled ( B8 ) | LISFZIREMEEHEIE., BN | i5%4F Disabled ( 82
). BREINESER | B85 IDRAC Settings Utility Online Help ( iDRAC IRE 2 FIREFEXESED ) .

3. {foRBAT Back (/5I1B ) . Finish (585K ) flYes (£) .
IR E R BT,

TEREEER

R LRIESSRIF B M R E R,

{F iDRAC Web R HEFIEEHR

THREASIN B IHPER
O | PEERRERERRNER | EANLEEER,

1. 7£iDRAC Web RE S , 2= Configuration ( igE& ) > System Settings ( R#i&EH ) > Alerts and Remote System Log
Configuration ( ZiRIIIZERARTEE ) .
2. 1% Alerts and Remote System Log Configuration ( ZIRIIiZiER A AEEE ) 259 . 1%HE Filter ( Hi%sE)
o RFETNR — BREFNBAASHEEXNEZEENRERE TIORER. RISERENIE. BESE. REER.
s FEETIRR — FEEE TR TS EHRFREFEXNER. R FIEEEHEER. YIEHEER. EUEER.
o BLE — q?_fﬁ‘f@{? B A B E BRI EIRECEZES. THIBERIN/BERE PCI-E R, EX¥HI RAD ECE. EXHY
iDRAC FHTIIE,

B — EREEAEREREKR, RIEERPERSNEE. TRRITHE. SFE8. BERS.
T — ERRE R TEN AR EE R FH R/ R A RTEEIR,
Q) |iF: XAERESEESH,
. TIETR
3. EETRH— NSRS E S -
. B
. mE
o=}
4. BRI,
Alert Results ( ZREER ) S BIRIBRDEIR RSN BrE R,
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{£F RACADM FHixE4

EIHREIR | 5 eventfilters 5<, BXEZ(SE , i551% IDRAC RACADM CLI Guide ( iDRAC RACADM CLI #5585 ) ATM
www.dell.com/idracmanuals E3KEX,

IRESHER

ﬁﬂl«liﬁ%ﬁ?ﬁiﬁéﬁﬂ%ﬁﬁﬂ’\]?#’%ﬁ , GIANFEFEBAER. IPMIEEIR. SNMP BEA, ITiERAES. BERFATHM WS F

{EH Web REIZBSHER

BFEF Web REREEMER
1. HRECERE TR TIMEER. IPMI R, SNMP [EHHREN/ R AHERE.
2. 7£IDRAC Web REH , %ERE > RAIRE > BRNTERAOTERE.
3. EEBIT |, EFUTHRESMI— A ER :
FE B
SNMP Bept
. IPMIER
. EREEKBEE
. WSEHH
- BERZEE
Redfish Z5{4

4. EEHRME,
RESRE.

5. (Hk) BALIKENIAEM. EHR 1D BilAEHFRY  MABUXIES D (NRSEMER )  FREME. BXE
FZEMFCE ( BTRNRSAN ) EASHIBRERRNEE | BE2R BRI, ML @ grl.dell.com,

{8 RACADM iR BEHEIR

E(F ] eventfilters (s SIRBEMER. BXESER | 15219 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI ¥8/g ) ATM
www.dell.com/idracmanuals E3REY,

B ERENEH

MRRFHEEATHSFUEERERGAGEE NET | EalLIEE DRAC AR E SR EElRAIMiiINELt. BAERA 30X, §
YCEER 0 B 366 K, {HA "0" REZAZHEI.

) |i+: w585 “HE DRAC” BUR , AL EZIRSME,

{FF RACADM 1B ZIREMSHG

E(FFH RACADM & BZIREMEM |, {5 eventfilters 5, BXESZEE. , &5 IDRAC RACADM CLI Guide ( iDRAC
RACADM CLI #8& ) ®J M www.dell.com/idracmanuals _3KEX,

{£F iDRAC Web RENRBEEHRSMSMH

REZIREUE -
1. £ DRAC Web REF , #Z Configuration ( igE ) > System Settings ( ZHi®E ) > Alert Recurrence ( ZiREM ) .
2. EEMFIH , AFFRAIEE. ERFIM™EMEEMNERIERE.
BXEZ(ER , 15515 IDRAC Online Help ( iDRAC BXHESED ) .
3. BEMA,
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BREFERSMRE.

IZBSEMRE

EELIRESEMHRME | OIIERR LHITENSIS. KUUEBF. RANEAHITIRE.

{8 Web REIZEFMHRE

REEMHRE
1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&EH ) > Alert and Remote System Log
Configuration ( ZiRIIiTERFATES ) .
2. 7E Actions (1) THIZKEF , I SEEFE—MEE
- EH5IS
s XIBREREER
«  Power Off ( (A& )
. JFoHRME

3. BEMA,
RESRE.

{£F RACADM & ERHRIE

ERESEHEIE , iR cventfilters %, BXESEE , B2 DRAC RACADM CLI Guide ( IDRAC RACADM CLI 1578 ) &
M www.dell.com/idracmanuals _3REN,

EcERFHMFER. SNMP fEBHER IPMI EPRE

SRLFRERMEERNY (SNMP) FIEEEFEEEREO (IPMI) FEBHM DRAC BHIEUE. WTFHEAETRNES , SR
BMOTRERERIEREIAEA DRAC BUSEREE. B0 , SAEM T LIRSS IR R B R E P e B I e n A%
PR A HEEHR, SNMP VI, v2 § v3 i8IS i,

T LR E |;v4 A 1Pve ER AR, FFHMHREN SMTP RS3E0RE | FAKNXEIRE, SETLIEERREAIX SNMP FERHE
SNMP v3 F3F,

FEECERFHEF. SNMP B IPMI BERHREZAT | BHHR -

#REH Configure RAC ( BEE& RAC ) RIRIR,
B EHEHIFIEES.

ficE IP ZiRBR

TERILARCE 1PV6 Bl IPvA HEHELARIL IPMI EEREL SNMP BERA.

BX{FH SNMP YSiNIARSS2ERTRREERY iIDRAC MIB NEZ(ER. , 1B2(R Dell EMC OpenManage SNMP Reference Guide ( Dell EMC
OpenManage SNMP £&4577 ) 5] M www.dell.com/openmanagemanuals E¥KEY,

{EF Web RENRE IP EREF

E(FEA Web REBEZIRBIFKE | iEHUTLATRE

1. 7EIDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( ZHiZE ) > SNMP and E-mail Settings ( SNMP
FIERFHRHHEE ) .

2. E#% State (TS ) MIUSAHZIRBEMR (IPv4 Hblik, 1Pv6 HbltElFe2REHS (FQDN) ) SRIZUPERH.
EREZALIEE/\ 1 Birttit, BXZERNESER | 15517 iIDRAC Online Help (iIDRAC BXHNASED ) .

3. EEREmEAIZE SNMP &Y SNMP v BBF,

4. %N IDRAC SNMP B{A==#FER ( RiERAT SNMPVI #1 SNMP v2 ) #1 SNMP Z4RiR S,
BRBEMNESER | 15515 iIDRAC Online Help (iDRAC BXHE5ED ) .
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() |iE: B FrIRERTEEMN iDRAC ZiZRIRPMESIRIIN (SNMP) EiRFEMHPERNBISFTE. SRESIREIISF

555 iDRAC BliF=15HEER. EABER "Public” (2a3),

5. B 1P R ARIEERIT IPMI B SNMP FERH |, iB5E Send ( &IX ) ( DBUAITF Test IPMI Trap (UK IPMI FEBH ) 0 Test
SNMP Trap ( JU= SNMP &Rt ) ) .

6. EATRIA.
TR EtrRIoRECE.

7. £ SNMP [EpHENE D | IREZERTRXMEH BR EREHAUMUARZ - SNMP vi, SNMP v2 5 SNMP v3 , A58 T RA.
() |iE: SNMP Trap Format ( SNMP [&B##E= ) EBUERT SNMP [ , RiERTF IPMI fiEk. 1PMI FERHIGLELL SNMP v1
BgxlLix | FEETFEERI SNMP Trap Format ( SNMP [EFHEE ) iEIR,

SNMP PEBHE X RIS &,
{{fF RACADM it & IP ZiRBix
FCEMRHERIRE -
1. BFErER

racadm set idrac.SNMP.Alert.<index>.Enable <n>

88 i8R

<index> BirE5l. RFRIER 158,
<n>=0 LR FAbERH

<n>=1 IS FEBERH

2. EcERERHBFRIBLL -

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

84 o]
<index> BirE5l. RFRER 1388,
<Address> B IPv4, IPv6 B¢ FQDN ittt

3. BCE SNMP ANHBZFRFRFER

racadm set idrac.ipmilan.communityname <community name>

B8 58
<community name> SNMP FUARZTFR,

4. EfgE SNMP B¥FF :
e 18T SNMPV3 B SNMP FEBE R

racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>
- NFEHBTRZE SNMPV3 FIF
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
« AFFEE SNMPV3 :
racadm set idrac.users.<index>.SNMPv3Enable Enabled
5. BLE , BWHEH
racadm testtrap -i <index>

BXEZER |, i5815 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals E3REX,
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{£F iDRAC iR B2 HiZFEcE IP ERAR

EETLAMER IDRAC IREXFAREFECEZIRBMR (1Pv4, IPV6 B FQDN ) . BEHATILERME

7E iDRAC Settings utility (DRAC IRBAFIERFT ) &, % Alerts (1R ) .
¥557 iDRAC Settings Alerts ( IDRAC iR BE4R ) TaE.

YJJ_: Trap Settings ( FEMHRE ) T , ERZIRERAAY 1P 4L, FHAN IPv4, IPv6 B¢ FQDN BfRitblit, SE&RZSEILUERE 8 it

BMANBRERT R,
BRBIEMANSE , 1525 IDRAC Settings Utility Online Help ( iDRAC 1R &2\ FTEFEAESE ) .

KRBT Back ( f5IB ) . Finish (5Sh% ) flYes (£) .
3R BRI E.

EeERFHMFERIZE

EETLABCE A FRMAE LRI IR IR, 5t BCE SMTP IRS=sHbbR E.,

®

@
®

it: SNRERIHARSSRRRE Microsoft Exchange Server 2007 , iSTR{RIBBHARSSZRACE iDRAC fi% , LAEM iDRAC RIS FHR
HER.

iE: FBFHBHFERRSTE \Pv4 #1 1Pve ltblik. (R IPv6 B ZRETE iDRAC DNS 13,

it MIREAEABRYRIMER SMTP BRS3ER,i5HR(R iDRAC AIS5iZMRS5=REE. MRESHATIFE , ESHRE NGNS ER
$8i% RAC0225,

(£ Web REfCERFHIMFEIRIEZE

Z(HEFA Web FEEERFEMERIRE  BHUTIATERE

1.

o AN

6.

1E£ IDRAC Web REH , #ZF Configuration ( fitE& ) > System Settings ( RRiIZE ) > SMTP (E-mail) Configuration
( SMTP [EBFHBI¥] BoE ) .

NG FHpAbL,
BaE Test Email ( UEXEEFHBE ) THY Send ( &% ) MK ECERVE FAMGEIRIGE.,
PR,

SHF SMTP ( EBF#b4 ) IRBEHSE | IRMEUTFEAER
+  SMTP ( EBFHBY ) ARSSEE IP Hbltal FQDN/DNS ZFR
. SMTPEROE
o IGUF
BR&
BENE. BXREINESER | 15215 IDRAC Online Help ( IDRAC BXHEEED ) .

{£F RACADM ﬁEﬁ%?lﬂI!ﬁ:ﬁg?Elﬁﬁ

1.

BERRFEMEER  BHRTLIATERE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

SH it8H

index BFEMEBEIRERS . SVFRYEN 138 4,
n=0 SRR FHMAER,

n=1 [ERREEFHMELR,

2.

152

EREBRTFHMRE | BHUTLATERE

racadm set iDRAC.EmailAlert.Address. [index] [email-address]
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SH i5ER

index BFERMEBRERS]. RIFRYEN 13 4,
email-address BRACF S ERAY B RTHEAFERA-hL,

3. BEBEMNEER:

racadm set i1DRAC.EmailAlert.CustomMsg.[index] [custom-message]

S i8R
index EEFERMEEIRZRS]. RUFRIEN 15 4,
custom-message BENER

4. BEWARENETFHMEER (NBYE) | BHTLATERE

racadm testemail -i [index]

24 1588
index LRI FEMEERERS]. SIFRIES 13 4,

BXESER |, 13518 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8F8 ) AT www.dell.com/idracmanuals E3KEX,

ficE SMTP BB FHpHARSS =t INS &

G IRECE SMTP ARSS SR LIS FHM SR X RIS E B .

{§5F iDRAC Web RHEECE SMTP BB F 4IRS EStILG S
ELE SMTP IRSSEEHbHL

1. £ DRAC Web REF , ¥6Z Configuaration ( fitE ) > System Settings ( RRiIZE ) > Alert Configuration ( Z4REIE ) >
SNMP (E-mail Configuration) ( SNMP [EBFHB4ERE] ) .

2. WMAEEEEPERN SMTP RSB IP i akSe 2 RERK S (FQDN),
3. 1%&HE Enable Authentication ( [SRIE ) 1510 , ASRMAAEIER (BNAEE SMTP RSH[NBFPINHBFREFIERS ) .
4, B SMTP iwOS,

BXREFEBNEZER | 155178 IDRAC Online Help ( IDRAC BX#NASED ) .

5. BRI,
SMTP igEERE.

{§F RACADM EZE SMTP R FER4ARSSE IR S
SR SMTP BT HRHHIRSSEE  BHUTIUTIRIE

racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

BcE WS i

WS BAYABTERRIRSS (AR ) BIRS=S (SR ) IEMESHE (TR ) RS . NRKRE SRZS[FHER (BREE
HHEE ) . BXEBERK WS SHERAIEF LT IDRAC FHEIS Lifecycle Controller {RMIABRAIEM.

ELE WS SEIHRELUZEIRS Lifecycle Controller {ENMBRAIZEERT WS B ERTEAEBEERY iIDRAC 1.30.30 A9 Web FRSEHA4Z
ORI TR, BT ANKE , 155173 DSP0226 ( DMTF WS EIEHISE ) . B9 10 851 ( =44 ) TRy, ATIRS=ERI WS
EHMYEYER. 7 DCIM {RAEHIBCE X4 AR T Lifecycle Controller #E&AEL,

foE Redfish {4

Redfish EEMYBTEFRRS (ITRE ) LUOIRSES (SR ) FMRE (1718 ) |, BE S Redfish EHHVER ((BREEM
BE ) . IR Redfish EHERRSGEBIZE AT LATT R iDRAC FHEWSZEH4EXAY Lifecycle Controller {E)k,
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LRI EEE S o

1E PowerEdge FX2/FX2s flf89 , #BJLATE IDRAC H/ZF Chassis Management and Monitoring ( #li8EIEFOMEM ) |, LUAITHIME
SIRFYSIMES |, fit0 , WS AEEH. EEEYR. 6 iDRAC RACADM &1 CMC RACADM SIS SEE 4, HigER
i?%&*ﬂfﬁ*%ﬁ?ﬁ%%% , BPfsE CMC KIEMZH, EaTLUSIEIZE D Disabled ( BEH ) LIEATESM. BABRT | thgE
12/9 Enabled (25 ) .

@ [iE: LG EEN . BAWRRTE CMC W, JSIESS 815 FRONEEIBS B o I sk SRR,

24 Chassis Management and Monitoring ( HSEIRFNNST ) XIT&E /9 Enabled ( BB ) , N iDRAC &4 RFICRES .
RIS HREME DRAC BHFESR , HEEREREHRINAREREIR.

CMC GRS R B IDRAC, TEIRSS2E LRI IDRAC TGEERET/ERIEN T , CMC 1481 16 NEAHHENBATIFTE CMC Bi&s
1ICFEREH., Chassis monitoring ( #lFHN ) iIRE N Enabled ( BB ) , 1X 16 NEHIEAIXE IDRAC,

£ IDRAC 1EIER/ DA TE CMC THEERIZS | BETRESHER , BREUMRAFHR CMC B | FLTHEERTRETIRIETT.

{5 iDRAC Web RE SNG4

B iDRAC Web RENUANESH , BHUTLATEER !
Q) |iE: AERUEATF PowerEdge FX2/FX2s 13 , HENHTE CMC PIZIRSESIEX TROWE SRR B H N SEMESE
7.
£ CMC REF , BT Chassis Overview ( H#8H%EE ) > Setup (i8& ) > General (Eill) .
. MNIESSSHEX TRNESIE TR | EREEEN | AEREMA.
. /350 IDRAC Web R , B Overview ( #i8 ) > iDRAC Settings (iDRACiZE ) > CMC,
. ERSSSHERTHNESEETS T | HRE iDRAC RPIIEE TRIFIRIERENCEH.

{§F RACADM MM s5s5(4

IR B(BERTF PowerEdge FX2/FX2s JREBEE , HE(UMSTE CMC g IRS S iEt RO A SRR = 0 M=, S BN M R S .
{1 IDRAC RACADM HUHAEES -

DN NN

racadm get system.chassiscontrol.chassismanagementmonitoring

BXESER |, 13518 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 88 ) AT www.dell.com/idracmanuals E3KEX,

EiRiER 1D

TEREH T ERERIER D A9,
+®. 33: TRIER ID

E2 1D L %8 (AF MX E&
AMP R R

ASR BaIEERS BaIEERS

BAR iR/ IR BiD/EIR

BAT it SR BRIt

BIOS BIOS &8 BIOS 18

BOOT 5S4l 5| S4=H

CBL =R =EH

CPU P AbIEER
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=5ID L %88 ( AF MX F&5
CPUA BB BB
CTL itz it
DH IEREE IEPEE
DIS Slli=t24 S[i=t2
ENC FHENIE TFiEIAE
FAN NEEEES NE=ESS
FSD & B
HWC B ECE W ECE
IPA DRAC IP EE3 DRAC IP EE3
ITR (EIN BA
Jcp Sz el
LC Lifecycle Controller Lifecycle Controller
LIC ¥FE] ac)

LNK HERRTS RIS

LOG AEEM4 AEEMG
MEM WE &2

NDR NIC B ERGIXNERF NIC B ERGIXNERF
NIC NIC Bc& NIC Bc&

0sD BERRHE IRMERATE
OSE BRERRSMN BERRBM
PCI PCl g% PCl iR

PDR VTR R YIERRL R

PR BRI BRI

PST BIOS FHLB1E BIOS FHLEE
PSU BIR FEIR

PSUA PSU A F1E PSU R Z7E
PWR FEIRER FEIRER

RAC RAC B4 RAC B4

RDU TR TUR

RED iR BT E

RFL IDSDM 1M IDSDM 1M

ERES iDRAC LA&£ER
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521D 1588 %88 ( AF MX E&
RFLA IDSDM A<7F1E IDSDM ARFF1E
RFM FlexAddress SD &R

RRDU IDSDM JT£ IDSDM JT£
RSI IFRARSS IFRARSS
SEC TR RLHEM
ReBMHEE ReBMHEE REEHEE
SRD 4tk RAID 4tk RAID
SSD PCle SSD PCle SSD
STOR =k FhiE

supP BRI L E R
swc WHERE WHERE
SWu BIHER BEEN
SYs RARER RFEER
T™P BE BE

TST WA EHR MR EHR
UEFI UEFI 3544 UEFI S84
USR FAFERER FAFERER
VDR REPAREL AR REFAREL AR

VF vFlash SD & VFlash SD &
VFL VFlash Z5{4 VFlash S84
VFLA VFlash RTZ7E vFlash RZ7E
VLT BE FBIE

VME N R REA TR
VRM RERE EHEEE
WRK THEERE TEERE
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) .
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iDRAC 9 Group Manager 157



WEE

EHREEGEERMRAENOAEERETE. MRIFEERRBFERE DRAC , NAEEFMIFT2ERSENER. AEER
FI (HENE ) KEDA=ZNED . F— B0 B CEREUNCHEFRES.
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FHE BRIRSSEEEFR,

iDRAC IP itk SREALIAY IPV4 F IPV6 i,

RSIRE BRRSIFEER.

B 7 Dell BRS588H0ELS,

iDRAC 7 IDRAC FRA,

PRREERH BRIRSS RS DREF IR EE.
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WMRAFFEFE W% DRAC BREMIIMER. Group Manager GUI FRRRAIAFFIZRE T 7824 1518809 iDRAC HA9X4AT
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iDRAC , RIfEE iDRAC H/SFEETEEIIEE. EREINIRSSSHIE B R ER—RMLE EAEMZEIRY iDRAC FIZR |, BATTLAREAEN

—&89>. SNR DRAC B HIAEKEINESSIFRS , NEFLRERENFEDN DRAC FIIAA. BIE4EAY DRAC BERAEMMNR
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BETR BRIZERIEZR,

RpHE ERZATHNRRESE.

BlEERY A A ERAFRER.

ellfee) EAEERIFRES.
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PSR R EEEERRR IDRAC FIEREERRKFIIR. iDRACs 5 <user>-<SVCTAG> iIBRAEREINNEMRAIEF.

<SVCTAG> 2RIFSE—IRERAY iDRAC RIBRSBIFE.,
.
Group Manager RIS — E=HIRS
BahfEh — BABR T . 55— DRAC EZ& 9 Group Manager,
27T Group Manager GUI T{ERIE,
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SapEHARERIA/MAE 800 KB B, BEBEEMF. BREEEARFHNASER  ReNARERASERFENES. B
BEETENAEE B EN EnEHASSHEIRS LA— M.

& :
Viewing System Event Log
&HE Lifecycle HE
B Lifecycle Controller Hi&

o AINIIEERE
. EE%L&%?EEI DR

Viewing System Event Log

When a system event occurs on a managed system, it is recorded in the System Event Log (SEL). The same SEL entry is also available in
the LC log.

(D | NOTE: SEL and LC logs may have mismatch in timestamp when iDRAC is rebooting.

EB7E iDRAC Web FEHEE SEL , i5%ZE Maintenance ( ##P ) > System Event Log ( ZHRHMHAT ) .

System Event Log ( RAHMHAF ) TESREFRETIRERT. HEHNEMCREMANRE. BXFESER |, 5287 DRAC
Online Help ( iIDRAC BX#EBES ) «

EAT: Save As ( BTFN ) 15 SEL (RFEIEGFMEAINIE,

(@ |iE: MRIESERIAYR Internet Explorer , FEIRIERFRIEINIDE , I5TF Internet Explorer FIRRRLEH. ErILIMLL
T Microsoft 3235t T% : support.microsoft.com,

EERET | B Clear Log (iBkRHEE) .
O |i#: REERSERESREN . BRET 1287,
5k SEL RER , 7 Lifecycle Controller BERIFIEBR—MRE, BREEIEEMER SELHIMFET P i,

{EF RACADM EFRAHMHEE

HE SEL:

racadm getsel <options>

MRLBIEESY  BERENEE.

BN SEL &£H% : racadm getsel -i

AR SEL £H : racadm clrsel

BXESEE , 1528 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8R8 ) "I www.dell.com/idracmanuals _E3KEY,
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EAILAER IDRAC IRE LN FIEFEERASMHE (SEL) FIERINEEFHEMREE. ERITIHHRE
1. £ DRAC IREAXFRERYF  BERFFHEZE.
iDRAC Settings.System Event Log ( iDRAC iRBR%FHE{FHE ) &7 Total Number of Records ( iCRAIEET ) .
2. BERICR BEE Yes (2) . B, BEENo (F/) .
3. EEERFRSEM , i58F Display System Event Log ( B RE&AKEMHEE ) .
4. {K)REAT Back (fSIB ) . Finish (52X ) #lYes (2) .
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Lifecycle Controller HRHBEXZER R LR RAHNERHFIER. BEAIUESNEEEEFRRITIEERE.
U TFEHFIENIEIER ¢
[TiE=]
EFREITINR — JRRESH AR SR HEXNE ZIRNARE TIRRRE,
=it — FHEETIRREIRESEHE T RFERITER.
B3 — EERRIR T ENG AR EIRE R/ PR R A AT EE R,
Btz — FEiZE SR,
o BB —FrEmt. B IREETEE SRR EIRECERE.
. T{EIRE
HIRERLI™ME—REEREGEHE IDRAC BY |, $B1E Lifecycle HEFIERER. i THBERAWEH -
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SSH
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RACADM
Redfish
SM-CLP
« LAN _E IPMI
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. EiEHE
o ENR
SR LRI BIFIE A EENFEEE. SR LUEREEEH RIS TIEFRE.

(D |iE: 4iEiRatay Lifecycle HEEMRIRIEEHAIAS | SHAEER.

%ﬁ;ﬁggg RACADM CLI 8 iDRAC Web REENECE(FIL , Lifecycle HEEBERBXAR. ERNFELIENFIAIRSRT P

@ [iE: £ MX EA L , Lifecycle Controller £5133{8F OME - Modular SI3EHE B ZE=EIicRSMEN ID, BXEHITIEIL
WEZ(EE , 5515 OME - Modular BHE,

{6 Web RAIEE Lifecycle HE

BEEE4mAEEEE | B Maintenance (4P ) > Lifecycle Log ( &£as/@HIRR ) . WWHTEE R Lifecycle Log ( EfEHIARE )
TUHE., BXZEMNESEER |, B2 IDRAC Online Help ( iIDRAC BXHIERED ) .

1% Lifecycle B

TEILAMRIESS). FEY. XRFaAEFEEmEAE.

%1% Lifecycle A :

1. 7 Lifecycle Log ( Lifecycle HE ) TUHEHY Log Filter ( Hi&E ) it , $UTLAEREFIEIRIE

M THRITFIZFRAIERE Log Type ( &AL ),
M Severity ( P& ) NhFIFRAPEIZETELERE.
BMAN— K,
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JE&JiTRIMNE Lifecycle HE
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1. 7 Lifecycle Log ( Lifecycle B ) TWEYF , BiATEHEEEN + EfR.
RS RRER D EHAEER

2. £ Comment ( &it) *EEPEEJ)\QEI%:\%EE'\J%EO
#ZiTLBRE Comment ( &if ) 1EH,

{§f RACADM &% Lifecycle H&E

BEE Lifecycle HE | 1B 1clog ©%.
BXEZER |, i581% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§E8 ) BIM www.dell.com/idracmanuals E3REY,

£ Lifecycle Controller HE

B LUEIS BNEAER) XML SXEHGEEA Lifecycle Controller B (iEEAMFIEI%EE ) SHEIMSHEAMERS. E4809 XML 30
TEERE xnl.gz. XHFEREINFRSZIVFES ME&fEEE’JJIIﬁY“ ZIESHIRFRHS.

{Ef Web RE S Lifecycle Controller HE

Z(EF Web FESH Lifecycle Controller B , IEHUTLATRME
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Local ( Zsith ) — 35 Lifecycle Controller BESH B AR % FEIAIE.
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BXREFRIVER | 1519 IDRAC Online Help (IDRAC BXHAEEES ) .
3. B Export (& ) BHESHEREEMNE.

{§fF RACADM &M Lifecycle Controller HE

BB Lifecycle Controller B& , {3 1clog export <,
BXEZ(ER |, i581% IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $§R8 ) RIM www.dell.com/idracmanuals 3KEX,
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ERE| DRAC 9B MR ERILARINTIFER | FETRTRSAFASBIHEIMEEDREMBE . BWURE DRAC BERIRAHE
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1. T£IDRAC Web RHEH , 2% Dashboard ( {{Z&#R ) > Notes (;EEE ) > add note ( FILERE) .
EATIS S~ Work Notes ( TEiEER ) Tam.

2. £ Work Notes ( TIFit#E ) T , E=AXFEFTMAIE.
@ [i: BUREERAASHEHFE.

3. B Save (#1F) .
TEERERIZIEES. BXESER , 15217 iIDRAC Online Help ( iDRAC BX#ESED ) .
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2. BREERAES. EENRSSIEIROS, BXZIRMAYSE , 1555 IDRAC Online Help (IDRAC BXHLEEED ) .
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{s5F8 SystemPerfStatistics Fap<$Uailll CPU, AITERD I/0 HEERAUMEREIER. BXES(ER |, 15513 IDRAC RACADM CLI Guide
( iIDRAC RACADM CLI $§88 ) ®JM www.dell.com/idracmanuals 3KEX,

IZBIFENESEE

B SR E AR PRI REREE S EHE. YIRTEARRNES/ TENREEVESERFRRERMREN X
BURT PSU REFITRRM. (B2 , BMEURRBNERRESEREEYN , E5HEDAEBHEHE.

TR RFHIHRZELFREREN CMC ( JWTFIE MX FH ) 5 OME YL ( XF MX EE ) BITIERSEL.
MRFIRAANRE | NIRFEBRENEIAE.
B E "EEERF" SR BER BTN ERESNEEFHE.

(D |i%: 447 racreset B iDRAC BHif5 , EEREMESIZIEKIAE.

EFH Web REiZENFHESEE

1E IDRAC Web SREH , 5% System ( &%t ) > Overview ( #!5 ) > Present Power Reading and Thresholds ( Z4BIHITHZERE
HMEE) .
2. 7E Present Power Reading and Thresholds ( ZiFiITNSRiEEFNENE ) 2F4% . 25 Edit Warning Threshold ( R ZSH

#H).
AT S 7R Edit Warning Threshold ( fRiBZ5IE(H ) TTHE.

3. £ Warning Threshold ( 2458 ) 5+ , LARSF BTU/IMNITASEGERNE.

IZEETHEERE. XLESAIREIMER 14 BRIE. MREHARYE  RA8ETEHER BTU/MERIE. Sitt
L, MNREMNE BTU//NGT |, N EREHSHE.

. B save ({R1F) . BEEERE.

#l, THIFIEHIER(E

{£F Web FiEEL RACADM , #EAJLARY IDRAC IAZHRATHFL. K. EIR. IEEXHL. IEFFRPET (NM) BRASEF L.

1B ATLAER Lifecycle Controller Remote Services 8 WSMan H#IfTIXLE#(E, BXEZERE , IS www.del.com/support. LR
B4 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller ITf2IRSEZIRIENI J38E ) BJM www.dell.com/
idracmanuals =5KEX ] Dell Power State Management Profile ( Dell EBJEIRSEIRBECE Y ) 1BES4.

M IDRAC [EnIRIBRSS s BRI HR BB T7E BIOS SPECERIFBIRREIT. B LUERRAIRERIERE XA IFRSE , RIfE
BIOS BCE& /IR T SEFRFE IR RS AREVE AR FE B ABISh,

{8 Web REHNITRIBREHHE(E

EHTIIERITHIRE
1. TEIDRAC Web REH , BEEE > BIFEE > BiFEH. S E~EBiRIEHIE,
2. IEEATRERIREE
s FIHRSHER
s XARFKEIR
«  NMI ( JE/F#RAgT )
o IEEXM
BRRESR (M515)
KARFBFEEERS ( §|w—
3. %EEEFE BXEZERE | 1B2(% IDRAC Online Help ( iDRAC BX¥1E5E] ) .

{5 RACADM H1TER[I=HIIRIE

EHITRRIRIR(E | iB5{FH serveraction i<,

168 EMFN SRR


https://www.dell.com/support

BXESER | 13518 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI 88 ) AT www.dell.com/idracmanuals E3KEX,

IR PREN

EHLUEENRRERS  XEEIHED OFESAHRSERNIARAER R, X2 —TURNAIIIEE.

TR ARSSEEPRIIIZE LR

EFIF IR TURSS R AT, IRIERIRAVEEMGEIRAM | IDRAC 2X87] HIRSSSRAIRBIFERIZHAT A ETER. WRIIFEHEERTEE
o, FERSREFERIINRZITDERIRAINZR , iDRAC AJRERIERK CMC ( BFIE MX ¥4 ) 8 OME ( BT MX & ) &KX
BETOFE  NMIEATHESEE. X(UEINFRIRERER. WRFERLD  EASBERBIFEH.

REBNFIANE | IDRAC AESLIRVRHECE T EHAYRIRER. BIfE CMC (ARRATF MX S ) B OME Modular ( AT
MX G ) TEDEHRIRIREK , RRESRFFIE.

CMC B OME Modular MEEMLFERARSS BREMUEAIRAINER | FHEE S ARSI TR R IR EIRSS 85,

BEHECEINEE LIRSS

SRR EIRERIRRT , ISXIRGEREIHUTRAEXAITHZRIRS], WRAKERR LR, NERFAREEHERIRRIFRE, LWHEIR
RIPSRIBIRS T RFENREE. RIS AR B RiEERE.

SCRARINFEBUR T TARAR. fEIEREREEeAAl , SERRIDRE T Re ERIEBTEE. gl , WE— P R/IMIRABIEIFEES 5179 500
%2]%00 WRIRSE, SR LISERME SELASEEIIFESE 525 W, EEIIIFERERE  REMESSEELURRF 525 W 5E(R
T °

IRER BRI FIRIFRRNENEEREIFES , WEERASEERR , I sEEEgIhE LR,
INFIRERIThE FRRMERTHEFAISR/NSEE |, IDRAC ETRERARIFAEKAIIIE LIR(E.
ERILARIEURS. BTU/hr BRLAEFIDER EIRMB D URIEEZ(E.

LA BTU/hr AERAARETIER FRRBIERT , BERAILIRA ABRNMIESIS DA NRRINERN. NRIUEITH=R LIREIER , NEAF
IR0 BTU/hr (BEBIIREN. BTENTTIE , EMERTREREARE.

{EF Web REECEINZE LIRSS

BEEEEERIRRE , SHTIATRE

1. £ IDRAC Web REH , HEEE > BIREE > T2 LIRS,
R IRRIS RS & B EIER _LBRPRHIES .

2. IEEFEINE ERTHER.
3. FEMNE ERRERS . LARAFHD BTU/ hr SRLUEF R SRR _EFRE S AT LR,
4. BEMNALNEZE.

{F RACADM Ec B 1I=RRENRAS
SEENRELATIE LIRE , S TORES st DO,

System.Power.Cap.Enable
System.Power.Cap.Watts
System.Power.Cap.Btuhr
System.Power.Cap.Percent

BXEZ(ER |, 1580158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§Fg ) BIM www.dell.com/idracmanuals 3KEX,

{EF iDRAC i B i FEC BN L PRERHS

EEENRERIFRE | iSHUTLUTERE |
1. 1E IDRAC iIRBE/\FFER , #£= Power Configuration ( FBJRE(E ) .
@ |iE: (NHARSSRAImR ISR , Power Configuration ( BIEEE ) §5EA M.

ItbEH% 7= iDRAC Settings Power Configuration ( iDRAC iR EFEEECE ) TUH.
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2. EEBBULISEINELIRERE. BN, EEEA.
3. [FRFTENANRE | S BPEXRIINE LIRRRE T ENFTEAIRS.
EXRIEMPEZER , 518 IDRAC Settings Utility Online Help ( iDRAC & B2 FITEFEAHE5E ) .

4. {fXEaE Back (/5iB ) . Finish (585K ) flYes (2) .
BEIFREVECEE.

Ao BRI EiEIR

SR BCEERIRIR SR , ITTRRES. AERINRESURIE.

AEREBRFREEE , YEENRBIRRE (PSVU) iRIBIRSSSETXA. Xf , ER PSUBIRILUVRIEESREHEREERE. X
BRI IR EA eI UEFFH LAY PSU,

EFA PSU E&idh |, PSU1 R PSU2 #Ba]LIERE = PSU,

BRE#RERE , PSU TIRIEGREERZAESIASEIRNEIRRTS. WRERTHGER , BER PSU 2 BB RIEIfRERIES.,
—NPSU FHABRZ |, FHEELKERSER | B—1 PSU LTFEIRES, | FHEMVERR., XBEMRABTERD PSU Y 1+0 &
X, HEEEREE. RS PSU-1 IFEBIE A £, B PSU-2 I FHRE B £, NECEERSEEINENERT ( BHANE R
FBHEES ) , BB NSRS |, HefhkEE, MRZATHER | NI PSU Z[EES BIIRM 50% RIBRHE= , #B
FEER A FIHEER B B EEHEENGE.

DIEREEEIPREFTR SR IRAGLER, SEAREAURIER , IRSB[BLATVRIRHEDOERITIR, BABRT , X
RHE LRSS IHEEIERA.

(£ Web S EfCEMAIFIZEFEIR

ERERIRIREIEN , EHTLATERE |
1. 1E IDRAC Web RES , = Configuration ( fit& ) > Power Management ( EiEEIE ) > Power Configuration ( E3iEHED
).

2. 7t Power Redundancy Policy ( BBiBETURIEHE ) T, (EIRATERISIN,. BXESEE , 155805 IDRAC Online Help ( iDRAC B,
) .
3. BTmA. BRREENEERES.

{fFF RACADM g BB i[Fig & 1%IR

ERCEBIRIREIATR , BBUTHRES get/set <R

* System.Power.RedundancyPolicy
e System.Power.Hotspare.Enable

e System.Power.Hotspare.PrimaryPSU
* System.Power.PFC.Enable

BXEZ(ER |, 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BIM www.dell.com/idracmanuals 3KEX,

(] iDRAC 12 B2 HiEFEE BRI & xR

TR ERIFREIE , BHTIATERE :
1. £ DRACRBLFIERT , = Power Configuration ( BIRECE ) ,
@ |i#: MAPBSSEAIEREZISHIELTA , Power Configuration ( F3JEERE ) §EEA I,

15 S~ iDRAC Settings Power Configuration ( iDRAC IREERELE ) TAH.
2. EHBFESHFERT

JEFEEEER power supply redundancy ( BBIRIRETTR ) «

JEFEEZEER hot spare ( &R ) .

& E primary power supply unit ( TEBJRIZE ) .

BRI EE R RREURIE. BXRIEMNES(ER | 15505 IDRAC Settings Utility Online Help ( iDRAC & &2\ FIf2FREXHLES
B).

3. {foxrBAs Back (/5IB ) . Finish (525% ) #lYes (2) .
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R EZERRIRE

FEIRIREIEINERE.

EEARERAZERR LAIREIRZH

1.

2.
3.

1£ IDRAC B FTEFH , 2% Front Panel Security ( BIERZEM ) .
ttF14% 27~ iDRAC Settings Front Panel Security ( iDRAC IREBRIEIREZEM ) RA.

1%53% Enabled ( EEH ) LIS AMRERIZHEL Disabled ( B2 ) LIZHiZIRH.
{fxEAE Back ( [51B ) . Finish (526% ) #lYes (2).
BIRFIRE.

= s/‘\ﬁﬂ
ZHRES
ZEELH A7 Del EMC IRSB2FFETRASETT FHRMZHT A, EATLUET iDRAC Web REECEZ MERANED , 75i52%
MmIEE > RARE > BHRE, > NEERE. ©8E (BFRRT) -

REAVERES (AU, IR, BIREM )  JLUERERRSSRAS MIBNIRNRRERNE. SUMREREER—/NEDS
BERERIERAERRES.

BRI BER FAMES B AR KB LGRS EMRE, SRR LREREBEINRE. SImEERE.
B ERNEXIERIRET |, SERNHFENTIRIEMESE. BEit XA ERAMREMAS R IE R AZRATIER,
RIE LFM 3815 ( MRR/ D1 - SBEZAMTIANE | BiEE PCle RIIZSIREEK ) |, HBHthFRE MERER PCle SiF.
R DRAC REHERIISIRERF#E
1. THRSSRAENEERREKA LFM 881,
2. THEEATEER PCle REAIRBEMSTE ([iiEh. IREEH ) .
3. WMRFERFB=HSF (BREXHBEXT) , THEECEIEENRE LFM,
4. REF=HFHNBEENS/N LFM B , LIEEEHNE X SAF AN EE X RASHERFI-RSEEX,
M IDRAC REFEAFBREREAEFSRER (CFM |, MARR/2H ) | AR T8RS CFM iHERIRGLH
iR OSITE.
AIFEENARIRE  MBREEN M ( RAMRESRAMRE/EFS  FE LR )  BEXXBEEEIRN ( &/WXEEE , XE
EERE ) IIREEXHFSIEEIRE.
1. REBYXLREAIF ARG EZERRIEESIMRHEIMISH , ERARFNERERTRRIEK.,
Q) |iE: A LERFFRFE—MS , BBFRRAE=T5 PCle RFMMNBEEE. BARZEAE=SRRHSKAIEELLR
FRAFRESHEL , MAZFAUBIRASEZTRYRMAI LFM RERX-RAIERL.
2. "BERMHSIEE" EHALSHSIEEREIESPEIRE.
() |iE: suEIE , ERERBMNIEGHESD  SHSEOHIESSE [P TAISLIRHADT (f/0 , SEREEXHSE
BigEA 45°C , (BEHNEAHHSIEE [FI90 30°C] ARINBRE[RFRFRINFE  BSE] . SHERTHRAILT)
3. "AELR" EIES 1418 PowerEdge fRSERAVFTIEANE. CRIIRSI CPU IIRFEHINBREMNIRES LR, XRREHE
KRR |, FATRERiFRRFIESE.
EAHBIRIAHESSASE (BEIRTER ) IBERARE. KAURHELNRRIRTIFHRESIREE.
1. EHRSREREMRISIRSKEEIFELE,
BEXNBEMXEESIINER. EEME. ERNGHINEDHR. ERAREEIIFIIRSER.
1. BMENEERZRITERIzE | EERRKIERSG (—RMS  CULEEEBEI6F) .
BENER=RSEURE (2% ) (BASFEiteE CPU RS AEMSARER.
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MHRERFRITEIRGM,. ENHECEEE
AR FRIRGESE AT AT, RIREIRE

mE&IEOR (NIC)

REMBIEHCET (CNA)

REZME (LAN On Motherboards, LOM)

MZEFE (NDC)

FZER (Mezzanine cards , {IERTFI R IR )

ZEF NPAR B¢ CNA IR ERIBRIRS X Z AT, BRIRIEIRATE I/0 AR (a0 : 1P ibhk, EHUtil, SaissfiEiEBR ) o RK
JBYE (64D : FHEFIDE ) o BEAILUS VirtualizationMode BIEIRE S NPAR BRE RS X LRIFEMEWIRE | ISR,

RIEE %Y CNA IREEE | AREREN DRAFENRENO KRB, XKBHNRE, BRASXAE , REMA I/0 tRRBEIHMS
XHEXAVBME. EATLUE VirtualizationMode BHEIREH NPAR SiE RS X EAIFEMEWIRE (g : NicMode ) , LABRS
X.

X5 -

BESMMNENIMNEIESE
«  RESHNYEN FC HBA iR
o FISESEPUELE. EhESFIEEEIRRE

FilFe NSRS

RIS E R A PRI EREE TPINAHEERR IR SM.
MTFEMNRE  EULEEROTNERNSRILUTER

o HERRIRTS
- B
- IREFIEE
Receive and Transmit Statistics ( 3EWFIMEEFRITEUE )
iSCSI. FCoE BaissfiEnMER

{EF Web REENMENS S

E(FF Web AEBEEMKZIREBEE | 155 ZE System (RS ) > Overview (5 ) > Network Devices ( ISR ) . ST
IRBNH. BXETHNEMHRNEZER | 15517 IDRAC Online Help ( IDRAC BXHNESED ) .

{§5F RACADM J5iMIpI43ig e

EEEEXAMEZZENEE |, 15 hwinventory fl nicstatistics 4p,
BXEZER , i5515 IDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§E8 ) BJM www.dell.com/idracmanuals 3REX,
B&7T IDRAC Web REFERIEBMELAIL , R RACADM 8 WSMan R eI gE B nE B M.

A =y £

EEME

XIIRSS BRI B T FAG EAIEE AR AR OISR AR B, IDRAC 9 151E1T iIDRAC IEEAN BRI FL., ItEINRE
ERHEMNEATEE, B, WUFIEPRSENE—EDT GUI hXIRRIEEH TG EAISIEHS. iDRAC 9 HhRg &
B R TSmO ZIRRSS SRR MR O AIHITERRETF0 IDRAC (integrated Dell Remote Access Controller) & FRuR CIEZEAYIFMRIS
B. FEEXHHINEREICRHTAmE £ "EENE" FEa I,

FEMIRS AR SRS TR MO EMEPERR | MEVACEEENEEMNEELNEE.
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EEMEIRANEEEIIRSSE8IROF iDRAC TAHROMNIHHIHOEE. IRSEEMLZiHOEIEIPLTE PowerEdge LOM, NDC, EEF
#0 PCle Bt h0-~A%I®RA.

EEEMNBRSERNE  FSNERR > MK > MERS > MERS FADD > ikKOMSXiKO.
EHJL BT iDRAC IRE > S > ERIE L EEERNE.
ZRILABAE iDRAC IRE > Rl > BERIRE > STENERNELSRASEERERNE.

"EEE" Bli@id racadm SwitchConnection View AplLe , BAJLUEBIT winrm ApSEE.

FERERIEIR il

=1=1 EEFCEAEREENE. FABRT  EFEeBREE.
RE GNERIEIN IDRAC IRE THIEENE /S AEEIEER , WSEREER.

&R 1D ERAHIR S im I TIEZATISSHALAY LLDP 148 ID.
THENIKROER 1D RS EinEEEIRR IR ORY LLDP ixH 1D,

() |iE: —BERNEERHEERCER | WIZGHIER 10 fI3HRIEOERE 1D TR, XEKNNERRESEERRERS. IR
5 iDRAC EE SN BRAI AR R LMERERIMEIRE.

RlFEIEARE]
SRR B S D HESHA e 0 (RS,

(@ |i%: WER iDRAC BEIRSS2EMILEIHIEE iDRAC ML IHORIZHRNERFIZIRMNIGOERER . HFERTFREWERE | STRiEE
MEENIROEREE R 5 SRR , WASRNEENZIGROEREENTRERFRREHETHEROEE (&6
MEMIERLRE) . EEFRET  SENEERNS , CREARAETR  FRTEMNES.

R E I EERY(E
EIBEROEISINE 159

iz

e EEMETIRSERER | IS EIERNESIRE I,

FohkE N TS e W S LT SN

A9H I LREF LLDP, 1B R AEREN RO EEAT LLDP,

-2 MBI BB A STRIEREAE TR,

ISAIRENIE REAENESESEE , AMNEEHESROTEHEEXARRREX. ERRIFNEIRRFNEEMEFMEEIL
RENERFTHISUE.

BUAIERE S AIAIRHNIERE 1D FOIEA IR ER D 58,

AR E TIPSR RS

LA REdEHlse SR E T Re.

HiER xRE
Broadcom 57414 rNDC 25GE

57416/5720 rNDC 10GbE
57412/5720 rNDC 10GbE
57414 PCle FH/LP 25GE
57412 PCle FH/LP 10GbE
57416 PCle FH/LP 10GbE

Intel X710 bNDC 10Gb

X710 DP PCle 10Gb
X710 QP PCle 10Gb
X710 + 1350 rNDC 10Gb+1Gb
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HliERS RE

e X710 rNDC 10Gb
e X710 bNDC 10Gb

e XL710 PCle 40Gb

»  XL710 OCP =k 10Gb
e X710 PCle 10Gb

Mellanox «  MT27710 rNDC 40Gb
e MT27710 PCle 40Gb
e MT27700 PCle 100Gb

QLogic e QL4162 PCle 10GE 2P
e QL4M12 PCle 10GE 2P
¢ QL41262 PCle 25GE 2P

oL ] Ty

o, L L 2 O

B *um;l)ll FC HBA

RTINS S R AT S EERSE (FC HBA) IBRINE TR HEEEAESM. 2 Emulex ] Qlogic FC HBA, Xt
FE FCHBA KT , BalIEERONLUTESR -

. SEEIRSHIER

- ImOEY
+ Receive and Transmit Statistics ( FEKFMEIEFTTEUE )
(D |i#: Emulex FC8 HBA A= %15,

{EF Web RELEN FC HBA ig&

E(HE Web REEE FC HBA IRZB(=E 15 ZE System ( Rt ) > Overview ( #Z%S ) > Network Devices ( PI4%i%& ) > Fibre
Channel ( XAHEE ) . EXETFNEMHNESER | 15513 IDRAC Online Help ( iDRAC BXHEEED ) .

I EERENEERS ( FC HBA BTERT ) #1 FC HBA i8R HY3EEY,

{§F RACADM 5l FC HBA 188

E{FMA RACADM &F FC HBA IRFIES. , 1B{#MA hwinventory %,
BEXEZ(ER | 15819 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8R5 ) ATM www.dell.com/idracmanuals _E$EER,

iSicEERE, BHsRHEFEENEE

RIS EENEEEIIIL. SaifiFEENRE | ANBSAMRE. EXTNAREFETRRRSENNAERE
(B, BERFEEHEY, RAER, RERIRXARER ) , BRETUETZERERRASHFAERIRE, XEHTERIEEH
E | BEBREN T FREREEFHELER S — P RERIEK.

RIS -

REHL MAC 1tk

FEHLL ISCSI MAC Hhit
2L FIP MAC ittt
FEHL WWN

2L WWPN

D [iF: EEMIS AR | FIEEBIEIHS S A H S BBAK R ikt

@ i EEEE FIP, E#L WWN FIE# WWPN MAC EHRIELE-RE | Bl WWN FlIEI WWPN MAC BHSESEERER
FIP BIEEIECE.

BISAER 10 #RRTIAE | AT LAY TLATRE
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- BEEMBEMEFIYEHEEIRE (HI20 , NIC, CNA, FC HBA ) AUREEHAMELE,
o FEEFDIRE ( XRTF iSCSI F1 FCok ) FIFEBIRMEE ( WK F iSCSI, FCoEFQFC) .
. IEEERS AC K. RAS/AEIRIREH SR EESHE.

ZRELE, BahssfiEiE BinEc ERVERT e ARERIAEN ERIRAMES TUREER , SERIE NIC, CNA B FC HBA IR

SEAEEHBREMAEEY. TRIEET DRAC £RAIREIZE RS I/0 FRRIG BRI,
XZER 170 tRRTIEER | FAMRIA 2EN. SREREREI , XLEFHRERERERETER.
D |iE: BEERE | EETREMFELZE , ST EERNAE.

32§ 170 tRRUALTNEERY =
TRIBHT A /0 FRRHINEETE.
. 43: 3785 170 fRRIRILINEERI R

HliERS i)
Broadcom « 5719 KEEK1GB

e 5720PCle1GB

e 5720bNDC 1GB

e 5720rNDC1GB

e 57414 PCle 25GbE

Intel « {350 DP FH PCle 1GB
* 350 QP PCle 1GB
« {350 QP rNDC 1GB
« 350 ZEE1GB
« {350 bNDC 1GB
« xb520 PCle 10GB
«  x520 bNDC 10GB
o x520 =& 10GB
o x520 +i350 rNDC 10GB+1GB
« X710 bNDC 10GB
« X710 QP bNDC 10GB
« X710 PCle 10 GB
o X710 + 1350 rNDC 10GB+1GB
« X710 rNDC 10GB
«  XL710 QSFP DP LP PCle 40GE
«  XL710 QSFP DP FH PCle 40GE
« X550 DP BT PCle 2 x 10 Gb
« X550 DP BT LP PCle 2 x 10 Gb
o XXV710 Fab A/B 22 25 Gb ( FFMX EE)

Mellanox e ConnectX-3 Pro 10G 3£Z+& 10GB
¢ ConnectX-4 LX 25GE SFP DP rNDC 25GB
¢ ConnectX-4 LX 25GE DP FH PCle 25GB
¢ ConnectX-4 LX 25GE DP LP PCle 25GB
o ConnectX-4 LX Fab A/B 22K 25GB ( fHFFMX EE)

Qlogic « 57810 PCle 10GB
« 57810 bNDC 10GB
« 57810 ZE+K 10GB
¢ 57800 rNDC 10GB+1GB
« 57840 rNDC 10GB
« 57840 bNDC 10GB
« QME2662 EEE FC16

MRS EHITERSM. ENMERERE
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1+

Emulex

X5 170 fRIRUETHEERT NIC BE{SFRRAS

7£58 141X Dell PowerEdge RS328 , BUABER FERALMER NIC B
TRIBHT 2 170 R IR NIC B4R AN,

iDRAC 12 B HixiE s otttz skizHl StEzU i Y 2ttt /
IiE S Bt F IS R SRR IT A

TREARDMEIETR (VAM) BECBEFIFA MR T LSRR,
&. 44: B/ imiE S Rt S A BERITA

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32
QME2692-DEL Fab C 3£EF FC16 ( XfFMX EE)
QME2742-DEL Fab C £EF FC32 ( XfF MX FE)
QL41262HMKR-DE Fab A/B B 25 Gb ( XfFMX EE)
QL41232HMKR-DE Fab A/B KBk 25 Gb ( XfFMX EE)

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32
LPe31002 -D Fab C SEE-k& FC16 ( X/FMX FEE)
LPe32002 -D Fab C EBK FC32 ( A/ FMX FEE)

OME Modular 1§ iDRAC FRigERIE 10 #RiHTEiDRAC B SCP R MRS ERIS A SRS - B
Eﬁ%ﬁﬁﬂﬂbﬂtﬂ]ﬁ% ® BIINEEIRTS #litbit
BERnESEN mESEINEX EB8HA Etu e BN VAM 35 1F  IRENITEDEii
b1 (VAM) BEE = b
EEAnES R ImESEHIER SEEBA RECE VAM RENTESER  TEAM - IREIT
pi g bl Eo bt
CERiEiEsfit imESEiHESX S22 {8 Lifecycle RENMZEHOE FTEAL - IRENT
ik Controller FRigtHy  FEHEcitbit B EcHbit
BREE
CEBnESEN EESEINESX EZ2HA RELE VAM RENTESE IREATESE
bl g e HE
Ei%’éﬁﬁ‘@%ﬁ:‘ﬁaim mESECIHER,  EREHE VAM BEtE g@%ﬂ’g VAM 35A1F  (XBRIFAME - A e85E
& 53
EEREnESEN mESEINEX S8 KECE VAM REEME MAC B ASTIFEFAME. BX
it i RFRTA
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OME Modular i iDRAC FRiZERIIE 10 #RIR7E iDRAC B SCP AR BRIF A RS - BB
%Eﬁﬁﬂi&ﬂtﬁ]ﬁ% = HITHEEIRTS il
EERERESEN  ImESEIHELS = A8 Lifecycle ZEHERY Lifecycle ASzipEAME, BY
it Controller H24it8Y  Controller EEB{3%A ARFEITH
BEARE ey
iJE'Ei—*T"éFH‘JL_UiFEﬁﬁEi& RS IR, BEZ2[A FRECE VAM 1%%?9@1’—? MAC itb iﬁ%%@ﬁ: MAC it
CEREESEM  RER == VAM BEcE ECERI VAM AATE  W/REIRTERFA
pilg = MHFDERR
ﬂEtE}ﬂﬁﬁﬁj\ﬁﬂﬂﬂ AR =)= KECE VAM ﬁ%%@ﬁi MAC 1t iﬁﬁﬁﬁﬁ# MAC it
EEBTEARN A B8 MR Litecycle BN Litecycle  TSTSFAME, B
pilg Controller F$2{HAY  Controller BEE{BIA RTETH
BEARCE ey
EERRESEE  ERUER == VAM BEEE EER VAM 398 7F  w/RRERIEREA
it = HFNERR
E%’s)%ﬁ&ﬁﬁaim TERAAELC [=)=)zE! KELE VAM iﬁ%ﬁarﬁﬁt MAC it ﬁ%ﬂaﬁﬁ# MAC 18
EERERESE  FERER BZH {EF8 Lifecycle ZEHERY Lifecycle  ASzipEAME, BX
i Controller FH2{HAY  Controller BEE{FA RTETH
BEARE ey
iJE'EEFﬁ‘@FEﬁJ\EEﬂB AR B2 REE VAM 1%%?9@1’—? MAC 1t iﬁ%%@ﬁ: MAC 1B
—-— ) =
FlexAddress 1 10 }{FRBIZE SR 1TH
. 45: FlexAddress 1 170 RRBIRFKITH
FlexAddress f£ 10 #RiR{E iDRAC i EFS|SREHREIE o ESISEH VA 5
%8 CMC hETIEERS WOVBEKS = REVAmmmE VA REERAS AMEiT%
B& FAREHAY BER EEA M CMC FlexAddress R4 FlexAddress #
RUARSS S %
Z:Eﬁﬁ , BERs BEHA 2 - EsdiFA REAIEEIUBIE  HRIE FlexAddress #
B=H = ol
B8 B8
B& VAM AR ERER E5H M CMC FlexAddress R4 FlexAddress #1
BRINEERIARSSEE %
(=)= =)=z 2 - FiEedEA EREEINMNE RIETE IR
w®E
B M CMC FlexAddress FE#E FlexAddress il
1
B2 == 2 - ISR IR L TETEJ‘EEFCIE%H%
= el S
[y [y

B REXEER 170 tRiRINEE

BE  REAERRS|ISEHREE | ARERRENSISERDGN. BRILUSRA "I/0 fRRAMA" ThEELISEISISMt. RS

Th8g

BE—RRGENMTS , FHEI5 I SRR T,
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FER 170 tRRALTIREZ R , IBHHIR

- BREER. KENRSEHNIR.
* BIOS, IDRAC fIM-REEH/IERHE.

FER 170 tRRAALTIRES . M IDRAC SHIRS=RECEREN M | £ SCP XEPIEXFTERT I/0 fmREM: , AR HEHRS
iDRAC,

BX SCP XHehal gAY I/0 FRRILCINRERBIERIFIZR | 182 www.dell.com/support EHREA NIC Profile ( NIC BECES 4 ) 1588
M,

Q) |iF: FBIEREE 170 FRAGAIIEERE I,

R Web REISHZZEH 170 tRREACIIEE

EEASER /0 RMAIIRE | BHUTLATERME |

1. 7EiDRAC Web REH , %% Configuration ( BE& ) > System Settings ( Z#i8E ) > Hardware Settings (IE48E ) >
1/0 Identity Optimization ( 170 #RiRflEfL ) .
FERISE 7= 170 Identity Optimization ( 170 B4tk ) TE.
2. B35 170 Identity Optimization ( 170 BBtk ) 1IN~ | %#F Enable ( BR ) IEMLUSFELINEE. EZRA |, NiERRLIEIT.
3. BENANAIRE.

{£F RACADM [SFHEEER 170 tRiR{NILIIEE

ZEA /0 tRRMTIRE | BERLUTHS

racadm set idrac.ioidopt.IOIDOptEnable Enabled

ERItINRES | B MEMEMNRA A BEFEREER.
EZE 1/0 FRRLIHEE | BRI T RS ¢

racadm set idrac.ioidopt.IOIDOptEnable Disabled
EEE /0 FRRMHINEERE | AL TS ¢

racadm get i1iDRAC.IOIDOpt

BB ERIEE

BEFER 10 fnRThEE | S LB BRI BT RERAERIBRERITA , NfEEItEil, SosfiFEEmgERREM

fﬁ;ﬂ BNRMSA MRS ATFEAPAEERRENEROMDX. MR RS SIHEIERIREZ BNRET

Q) [iE: MBRISHAMERIENEGREHROME | MIZINEEE FINRR FIREEEIER T - MR{E iDRAC LI§
VirtualAddressManagement [E1$i2 B /7 FlexAddress ( IE MX & ) 5k RemoteAssignedAddress ( MX &) &, , #H
MERTE CMC (JE MX FEA ) = OME Modular ( MX & ) RE2H FlexAddress & Remote-Assigned Address INEE ; iSTRIR
{£ iDRAC Hi1§ VirtualAddressManagement [Bl$iZBBiEHISERN | S/ TE CMC 5 OME Modular A5 FlexAddress B
Remote-Assigned Address IJEE,

ATLARCE LA T REAMESRES

o REPMBIE  EENRERIRE
«  RERUBAE - AFEBNAtERIREE

=
FhEBR
RN R AMERIRZ B | IBHEIR -
© MEBEEOHTOREFEN B B "ERNKERFRIRTEM BIF.

«  3H 170 FRRMLLTHEE,
EUTERT , EHI5I2FE! Lifecycle Controller B :
BRsER 170 fRRILIIhEE,
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© BAERBREEL.
. g?ﬂiﬂaﬂh EahgEf BMEIRIERAMRIRRE., R ARENREN AKX ERERENVECRE—FRATHE

FTXS SNMP, EBFH#EBI4EL WS-eventing IBAEASMERE. ASEEETEERFSEREH.

A ESREERIEGAME

. 46: IR MERIERIRIAE

R MESRRE AC BfiF8 i251% #a1S
REfAMAE - ABOAtFEIREE Rideh Bk Bk
REfBAE © AFmBn AR HRigerh HRiger [S5rizs
[Bzhes [=)rigzs BiE BitE
FHERR [=)rigzs BiE Bt

Q) |iE: FRISAMEEREFTSER BN AR | SREMEBA HERBRNRENIIL, SURERBISAMRERG
BIRig BBt

@ [iE: MREHAMERBIEEESHEAE CNA REHSR LRE TRt BMENFHEIR | WIESY VirtualizationMode &
MR EHPAIRBEZE , AEEFKERAEENE. BHBREEBITERENE. 2RISR |, SEMRITZIFME.

ETLAMERR BRI RIS ELIILEERNIRE N 0s , FHRIEPHERBERNRMEFEBEIRIE isCs| BMzEiEFHERT
RRIME.

{3 iDRAC Web REECEIFA RIS E

EREISAMREE | IEHUTLATRE
1. £ DRAC Web REF , ¥Z Configuration ( fitE ) > System Settings ( RRIZE ) > 170 Identity Optimization ( 170 xR
k) .
2. B 170 tRiRMIGIETT R,
3. ERAMRESS T, AEMNFATRISEE T EP—INEZ I
o EIR - EREAERIESE B B E.
o REIR - ERESEIRIMESE B B E.
+ AC HiE8 - TER4E AC BERIERETREB Ut e B RR &,

4. BENA,
FEECEFRIAMERES.

{8 RACADM Bt EfFA RIS E

EGEIEAMER |, 5B racadm WHR5 set FapSESHEH

SHFEEFAMEIE | 15/EF8 iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #[]
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd 75

ST /2EheE , 15{#F iDRAC.IOIDOPT.InitiatorPersistencePolicy X152
SHFTEEE#R , i5{#F iDRAC.I0IDOpt.StorageTargetPersistencePolicy XI5

BXEZER |, 1520178 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI 1878 ) BT M www.dell.com/idracmanuals 3REX,

iISCS| BzEfIfFEBIREAME

THEEH T ERIFA SRR [BHY iSCS| [BEaseiNiziz BirBhAENFIE.
. 47:iSCSI [3Th2E - BRiME

iSCSI Initiator (iSCSI 3128 ) IPv4 1850 FRYERAE IPv6 &3 FRIBKIA(E
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0
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iSCSI Initiator ( iSCSI [BEIg8 ) IPv4 & FRIBKAE IPv6 & FRIZAME

Iscsilnitiatorlpv6Addr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6SecDns

IscsilnitiatorName EiskE EiskE
IscsilnitiatorChapld [Sh=5 =] [Sh=5 =]
IscsilnitiatorChapPwd [Sh=5 =] [Sh=5 =]
IPVer lov4 lpv6

. 48: isCs| IFERITEE - BME

iSCsI Fi BtrEE IPvA 1550 FRIERAME IPv6 &3V TRIRRIAE
ConnectFirstTgt E£H E£H
FirstTgtlpAddress 0.0.0.0

FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName EinkRE EiEkRE
FirstTgtChapld EiakRE EiEkRE
FirstTgtChapPwd EinkRE EiEkRE
FirstTgtlpVer lpv4

ConnectSecondTgt E£H E£H
SecondTgtlpAddress 0.0.0.0

SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EinkRE EiEkRE
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iSCS| FFiERiTEE IPv4 RV TROFRAME IPv6 1R FRIRKIAE

SecondTgtChapld EiEkRE EinkRE
SecondTgtChapPwd EiEkRE EinkRE
SecondTgtlpVer lpv4
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B IR S &

M IDRAC 3.15.15.15 jRATFFHS |, iDRAC 7E55 141X, PowerEdge IRSS 2RSS | S IFIERRR TS (BOSS) 12488, BOSS 1248857
EIETE I SIRBENRIER S, XLHSRHEIRAY RAID RSN SRS,

(@ |i#: BOSS #I28{R3#% RAID 451 1,

IDRAC ¥ e T SUIEEIR | LIBEERECE PERC =688, BRATFEEZITIIZZE EEERRARIFMEANL. XLAMAEE RAD
FIHE RAID #=HISSLINERERIEIREE. w0, JUEFIHER. XT38 14 /€ PowerEdge BRS58% | 3235 PERCI F1 PERCI0 =28,
TENFETRENSERK. BN EPRRENARESEGSIRANERE (CEM) BR85S , 75/ERET 12C EFOEI MCTP #
i)‘i'—?z W%B*Egbfﬁ PERC #2885, XFSCAIECE , CEM 3235 PERCO $2HIS8F BB ARA. PERCO 12428 FAE IR AMIE
9.1 EKEShRA.

() |i#: $140 4K RAID (SWRAID) 73 CEM 1§ , EIUILTE iDRAC GUI FRARESHS. SWRAID FILAER WSMan API Fl
RACADM i#{FETE,

BIIEA DRAC , fEATLAHAT OpenManage Storage Management FREERIRZE(THRE | BIELRT ( TREMSIS ) KBS (Al
W, QI ) . SRR ERERRZ BITTRIE S RAD,

1&TCFEHIR) BIOS AlalBe EFfNEEnHISE IR, IXETHRLEIRE & IR FH N RAID KBIFIAEBUSTIEUREIP. EaLUSE)

Y EftbiaHIgsIheE | FIMNEEMETERNR. S LIRS B EEIE TR B ARRIPEIE.

FhEREERE

o EHIER — XESHRERFATTEEENUEEEHIE , MEEERINENRIAREZNEHEE. BHEERRATSHEREREN
BELUSANIRERENE. BHSEEEEE— S VIR A E S YRR ERNEESS (S85iR0 ) . RAID =488
HLEHHEINR  FRSMEENSECE— AT ENFETEE S, EHIERseTEMES | tkilBsiE=ZEN
VIRHRE., BxmiTss | RS SRR AR IRSREFINSHRRE., ATIEETIE , B8 E AR EE ALK
SIERFRRA. ARAEHIES SRS ASUEUNR I TES T EEEARNSHIE. BRXIIsEE TR et EIREFE.
YRR EIIRIRSE — (T HIENEOEEENSSISE, £ RAID 255458 | | YIRS IR BT o2 e,
EEE — RAD I=HIBSN— e S MRS CERIEME. EAENHETEHS MIEWECE BRI ERFEEEHN AR
MR, RIEGERN RAD &5, IRFEHEMIESEESEIMERNY | B ETRESREBIREE. EBIHAEREE
RAID &85 EOIEE,

o HAE - EDEEFIRSAOINED | MR BN TSR,

o Bk — EEIERE. FEEiRT , BHIESEEEIIYIEREEEENIE | BEEAERSINEMWERBRIEIREINEE (RERT
5. BIRE ) . MEMETLIESEIIES , BT LUERRIRFSIR.

®

iF: BB ERERTF MX F8. Bk, £ MX E& LAY iDRAC Web R , ZISHEETE FROEEE(E,

BT EERHVEP A SHOMIEHE | BETLUSIHAEFAINE. BIRKESIEERNSICRES. SaILERIVE, PEKMEE
BRGNS THRHRG A RINZIR S+,

EREEHIRSRMIRIREVIMEE RMMIEN. WREMINZSIFEY | BRREHIIRS R,

TAAESHI PERC BRESE! SNMP BEBHF0 WSMan 544 (WNSRIER ) . XFHEECERTMAVEAESEBGICRIA Lifecycle BEH,

. 49: PERC IJJ§E

PERC Ijj&E 32§55 CEM ECERYZHIZE ( PERC 9.1588E A3Z#5 CEM EEERYZHIZE ( PERC 9.0 kR
=hRE ) FSE{RARES )
SCAY @ |iE: }F5E 14 1§ PowerEdge BRSS BRARE. B —RKERER.
52 , %% PERCO F] PERC10 $28 BIEES KRBT | HEETEFER Web R
58 EEESCREL,

NREFIR R MEER R TR
Rk, Nz FRECE.

Rz IR A RHMR R E BT RIAY
PR, MATGERRIXLA Y | SE IR
FREXEARI e  AEBHEIE TRIN A
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PERC Ifjg€ 32§53 CEM ERERYIZHIEE (PERC 9.1 K8  A32#5 CEM ECERYIEHIZE ( PERC 9.0 kR
BhRE ) FSEERRZS )

BE. ZITHEEIERE  AEEEN

B350,
DIER NREIRENFERIESISMERRT , N BEEHSISENEERE
RESXEDMESR , HEERSISE
e AT B R A,
-
. IEfR RADHES
TR R TES
SRR

o XIEFNEEREIIEERREE
- AREMEUEERE
BEFHERERI
EERYIEWE
BRI

RAID EEEThRE

EIREHIER

E18 PCle SSD
EENEEER

< IEERENARERFEN
- EEMMNAERERF

o FhERE - NRERMESR

«  IAMREREGHINNREM LED

BfZ RAID HBI&:

Storage Management {EFRIMIZ R TTRIES! (RAID) B AIRMIFMEESIRINGE., T HE Storage Management , fFEEIE/Z RAID AL
B#GE RAD 1258 IR ER ST EE SRR LR,

{42 RAID

RAID 2— /BT EEHBEEREIRGAIMIEEE CRISIRFERR. RAD — M EESEEEEIEEE , LMETLUS S ME
HERNASEESENABNY RIMETE. RAD ZA—EELEIMBHEFTTRIE IR THEREHEHIEI RS HIE.
RAID EFBAREAHRA | HlaNSHR. FEMEHERIE , LUFMEFIEENE. AR RAD RBERRRRITIE | LAESREMA
EEEE. RAD RAIEEL/ BI4RE. SUERIFIIFHEESELEESARGNE. FAERE RAD RAFLEFURENE  XEK
£ FL RAD RRIERMNEIRTIAKE. EIEEN RAD RBIBUATENRAREMRE. RIPEEFESE.

(D) |iE: RAID Advisory Board (RAB) FEX ¥ F3F-2Eit RAID RIMIE. SPA RAB EEX T RAID 5l , (BARRAIMHREIRTRT RAID 5EIAY
Ik SCHR SECER RAID HSTIRESBFTAR. EISEMRASNAISG EUESINENTIS A\ EaEfEBIRTTRERE.

FEHFFNER IS RAID

RAID BTLAUBIT R4 EARI4FSErE. EFRE(H RAID RS EBLHE T RAID 3IAY RAID 25188 | HEETAMER IR SRS RIS EA
SN, ERRERFRHEAVRM RAD B , BAERFTUSII RAD K31, Et , SN RAID RERIEEREFMRE. AT, SRILUE
FRER{4 RAID RBEM4 RAID % , LASEIREIFRIMEREAIZFD RAID BECE. U0 , ERTLABSTEA RAD i=HI8RiRR—XIt@E 4 RAD 5 % |,
LA RAID 288 TUR.

RAID H#f&

RAID EFEAIRANEEIEE N, XERAME RAD BEBIRIASUR U REEFAMRE. XA

« BE— HENIERES RIS IEEE, REETER I EYIEHE FEAREIERNRA B ARMEBIE TR, WRE
BRI —MEEHIEE | WRFR RS ERARZ NI ERITIRME. RENMRNEESEELE. RBERAEHEI—imE
LAE/9iE TR, $RIRAY RAID #EHS RAD 5 HEBMELY | EUREPAIMRESRIL , (EENERERRIMEREER,
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D — MBS ELSEENHETFEYIEHE FENSE. 81 o&IEESNEHELIREIENE | FIEREESHE R
XN RIS ZE BRI PV MR, Fla0 , IREIHEEE 5 MIEBHE | WD ERSBEES N \YIEHE 12
5, MASIHHIYIBHENITESERIE. BN PRESNIEWE SBNTEELHERE. NTYEME FD 529 RIH 5T
£, DEABTRESIETR. PESFERKESIRHEEIRTR.
KA — BT ( AEESFERIEHE ) FRANSHETE. fi0 , RREHESR 64 KB HETE , HEESTHHEN
£ 5 16 KB JIEUE. TELERT  £HKIMNE 64 KB , MREETTER AN 16 KB,

s JTE™ — TTEmaM TR MRS FAEHED.

s FHTEANN — EERFERANEETER. i BREETES 64 KB#ERTE , FEERTHNE M 5 16 KB U5
B, EERT  £HTa /N2 16 KB, B A/NE 64 KB,

. rﬁ@%ﬁ%ﬁ;@%ﬁﬁﬁ% EERAEESERESHNATNERTIREIE. S— MO EHERENIER , AILERZEENFBRIE
S EHTA °

o BEE—EEEHRAD A , BTSRRI ANEFESEES S RAD 10, 50 8 60 B,

RAID 535l

SR RAD RBIEBFERAFEFER. DEEERINAS  LIBEHEIENRIIRSEBFIEA L. BXE RAD KIINFEER |
BEBFI%RE RAID 231,

A7 SRR ERE R R EET=E

RAID RECREIRSEEL RAID REISKHISURERIZE, SEL RAD RENRETANIE | LUSERA LIS EALUIRSIR, a0

RAID BB SHEAGH) /0 (BEFISN ) HHEEREEE(E.

RETAMEREERMMONIENE, WEMESEE , RONMELERENTEIEES, BT /0 HETANAR , &

> RAD BTG E— N BIBA | WU T R ER PR A AR,

MRS RAD REUR | BRI TR

- EIRMEEE — ARMEABREN R — MRS | RO HRSIRAITN0R. 1E RAD SR, AR
SEEVEFTAKETIL. TAKEOTRG (EENE ) ISBRRES (ER—EAERLE ) .

+ EBE — RIS AMESETLURA AR , BATUAT G RAD 5. K2 RAD RIS A TR e,

+ FANIEE — HHPIS RAD SRR MBS S BRI SR BEIYMOBRSE. MRMIRRIGNN. TRAERERREIY
B, SRR AR SIEN,

+ TASHEEEIRATIE) (VMTEF) — MRERIMOBASPSRTAN | FEETATINT | SN T HERE =, REERE
TUARKIEROIR PSR R8E, | (B AR PR ARNTIERE,
% — BRIEBMHRAIE RAD BRI, EAILUER O-ROM <Cui> <r> SHNBARIFOIRIS, Storage Management R3i
Sk, T LB BRSNS T B SR ST S A RIS Y R (002
(RRATREE) .

s =

1%54E RAID 45l

IS LAER RAID LIES MR HISFISURETME. B RAID RAIs R EE AR ISR RIS =.
(D) | i%: H3xx PERC #5128 A 3255 RAID 43l 6 Z= 60,

AT BB E T = RAD REFFHEEIENAR | LURZERMEERRIAES
RAID &5 0 ( 9%%)
RAID 2511 ( 1% )
RAID 251 6 ( FED T BRIEHI DS )
RAID 251 6 ( HFBEUVIM R EHBIRIGAID 5 )
RAID %51 50 ( 7£ RAID 5 48 F53%% )
RAID &5l 60 ( £ RAID 6 4B F534% )
RAID 451 10 ( EHREH LD )

RAID #&35ll 0 - 535%
RAID O SERBUES S , AR A MITERE HIGIESANKER E, RAD O TG,
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Strip

RAID 0 4§53 :

B n MEBESH—NAREMEE | EREN (SRR ) *n MR,
HIERBTFIERE L.

"RTFETUREIE. MR—HERRESNE  KENHESESRENE AR AEENE.
BFRIES AL,

RAID 5l 1 - $Ri%

RAID 1 R4EFTREUERIRBEIEN . £ RAD 1§, BIRSREEEN— S WHE#HE L. NRVIBHEAENE , AR
BEB—IRIIEIRE AR,

Mirror

RAID 1453 :

B n+ n MEESEI—NEE n MHEESENREIRE. ZRIH Storage Management XIFAEHIEEFRITAECIEE RAID 1 BHIEEE
RN, HTFXEHEESRE  SEESERIT WA,

HIER S HIZNIXFAE.

LHERENER |, RIRERINE TIE, SRS SIEH ARG -PIZEL,

EMREEYF | (EEMRRE.

FTFRPEERNTTR.

RAID 1 FERER = AAERAR S . BARRFESIEN AL E 2 MERTTRITIRE.
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RAID Z%5l 5 % 8 2 HI BRI F

RAID 5 BIZE & EREED SIS BRIERIREEIE TR, SBRRRESEHEATHMEYIERERTOR  MARKEEM
EHETRTHERE.

Strip

RAID 5 4% :

¥ n MEREEI—TEE () MHEES BRI,

TIRER (BRI ) REFHEMEHEL.

MR HERENE  ENHEEIISTE  ERSERPRETET. BMDESR TR EETOEESTE.
IEMREEYF | (EEMRERIE.

BT RIPEIRRITTR.

RAID 5l 6 ( FAIMIM N SFBEIEAIND SR )

RAID 6 BIS & FERSIES RIS BRINERIRHEEIRTIR. 5 RAD 5L, SHERESHTEMEP. B=F RAD 6 fFEAHTIN
ROYDERRE SRS EHBRGG , NTIESHIRATAIES MEFAES LR BRIE RN M HEER. MINNEHERIGAI AR MR
EHPERRMEIRRIP. ETEY | SREASFERRERFRAN P Q.

Strip

Data Flow Starts Here

RAID 6 4553 :
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¥ n MEEEEH—NEE (0-2) MRS ENIAEIIE.

TIRER (FHBRER ) XEFHEEMEHE L.

REMMHERESIER , ENHEESESIE. SMIESSTHRE SR EE.
SEMREEYF | (EEMRERIE.

BT RIFEIRERRSRITR.

BNERFEOM M HERTHBRE. RAD 6 EHETESEAARE.

RAID £%5l 50 ( £ RAID 5 tH E95%)

RAID 50 EEZMIEHESTIIS 5. g , —PSEhE 7 = MIERLEAY RAD 5 #RAE | RERERERIN = TMIERHERIHEAM
£ RAID 50,

BIERMYARRSGFE |, tARTRESEIL RAID 50, FEIXFREIR T |, EAJLASKHEZ S RAID 5 REIIHLE , PARRHXL RAID 5 BAREEIRA
SHRE. A EELIEE—NEERETE RAID 5 EEERIEISE.

RAID 50 4355 :
1 n*s MEREBH—DREMHEE | FEN s*(n-) DHE | Heb s RIEEEE , n RN EEPIIHEL,
« TTRER (FHBIRE ) XBFEES RAD b BIEINFIEHAZ L.
o EMEEEYT | BSMLEERIE.
. FEEIOE RAD 5 —HESHEHERIGER.
. HUBEBERTAEE S, RADLO EHETEAEKRAES.

RAID Z&%l 60 ( £ RAID 6 £H E935% )

RAID 60 7EBCE I RAID 6 NS MBI ISIE ST . Hlan , —NSCHE T PO MR RAID 6 BB EIEER E— N BB R/
PO IR AR R AR 4HAL R RAID 60,
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Data Flow Starts Haro b

RAID 60 455 :

& n*s PMEBEGA— I REMNHEE 2N s*(n-2) MR , B s ZERE, n R8N BEETOHEL.
TURIER (BRI ) REFMEEE RAD 6 BIRAIFTEHE L.

IEMREEYF | (EEMRERIE.

IEMNMTUARIZ A TEE RAID 50 EEHISURRI.

IRHELEAI , FES RAD 6 —HSHEHERIGESR.

BNEEFEOM MEAT BRI, RAID 60 EHEZ A EMRIRE.

RAID £55l 10 - FRRIRIIDF

RAB 1§ RAID £l 10 #19 RAID Zk51 1 RISCHE. RAID 10 RRE4IRMEER (RAID 1) SEED % (RAID 0) 8455, R RAD 10, ¥R
BEZMIRHMES R, Ae  DERNHEREBRESIS—EYE#E £, RAD 10 AN S FAIEE.
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RAID 10 4% :

© Bn MHEEEEA—NREINEE  BEH (0/2) MEE  He n 2—MBEEH
«  HIERREGREGISE —AYIEHED K.

HRBESRERE TR,

o SHERRESER  EHEERIHS TR SRS REIEIERS SRR P,
- ESHUREYBRIES.
«  BTHRIPEIERTIR.

ELER RAID K5IV TERE

;itbﬁ?—%ﬁm RAID RBIRIIEMREIE M. LERIB M TEEE RAID RBIAV—ARIEN, #564% RAID REIZHET , TMHEEMAEIAEE
. 50: RAID BItEREELE:
RAID &3 HIETR iEMaE =41 Bt FREMRER | EBRIAE
RAID O 7 ReF 1Ry RNER B FEEHIE.
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WMRKGEREXEIREAF o |, BERU TSR EFHE LEKAGTEREL
racadm storage patrolread:<Controller FQDD> -state {start|stop}

Q) [iE: MREHBPRIELEEAR TR , WA "Bih” f "EL” FSIEIRzURE. BIEEILAER iDRAC FERKI
FBIRE . SKERIELL B BhRHEERIS R,

BEigE— N4 EET, , 75 Storage.Controller.CheckConsistencyMode %452,

BEAmZARISET, , 5% Storage.Controller.CopybackMode X152,

EEAsEZAMETEEL , {55 Storage.Controller.PossibleloadBalancedMode 3152,

BEEERTYEMTREEN T MR ENRFERRE DL , 15 Storage.Controller.CheckConsistencyRate 5%,

BIEETRTEEMEHEMEHERIRE DL | 15# A Storage.Controller.RebuildRate 315

BEEETRTREEEIHZSENTEEIRN (BG) NiEtlsssRa Dt , BFER

Storage.Controller.BackgroundInitializationRate X152

EIEETRTEMNMIEEEEE N EA IR RAD K3 SEMMEANEHRERE DL  i5ER

Storage.Controller.ReconstructRate X%,
BEisHI2E S e RSN EC B B S \IDEE | 15{£F Storage.Controller.EnhancedAutolmportForeignConfig X452
Z0E. BN EMrEeZBLINERIIKEES | BRI T B

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>
racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old
passphrase> -newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>

SASBEHSAIMEIEE

HNERECEREBAEMN—MEHIREREI S —Mehasr IR E FRSIE. CRMINBREYIEEE FRET RN IR E.

EEILASNINGRECE | LAEEYIEHMER AT REUHE, NIINIEETESLT M4 s "BR" INSHEUEE |
FEETATISASCFENEMHENAERE | 78ESNZIMBRE.

FrE M EEIRGEFE | (BINRENMHEIEEERUR RAD K3l NATERIMITRETE.
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B0, ANRINSPECEP R B S RAD 1 EEMH#EETRIREN—in | BPARMBELTERPIKSHETUSA. WRINBEENEE—
MRAMER="ERHEECE) RAID 5 RIMIIEHEE | ABAIZ RAD 5 MM ELTHIRIKSEAREESA.

PREEFNRHLERSN , SMBECER R RER S — MEHIRR Lo B ARG AR ER — MNzHlsstWIE#E. SNINPEEES IS
BHEIFIREASA. MRZYIEHEEL RIS DRENTRRER | BRERR D ERRENHEEI NP ER B
£ NWSZBHRFA2BRERSA.

ARG R ERAHZAETESE (LKM) SIEAEIIMNRECE | MITELCARAAY IDRAC &, SANINBECEIRIEARTTR, Swii@Ed
CTRL-R fi#5IRENES , SATSUELEEM IDRAC SNINSPECE.

RAEHERASNZEIRIIMBEER | A2BRSNIIMNEEES. SRaLiBIaEYIEH SRR E PR R SN E
( EEMBEREAER ) . MNRIBHEISOINER | NABEHE S STAEE D MRS DT 7 A& A,

D [iE: SAIBEREES QSN RS0 RS FHENMERME, REESMMIELNE , WSNFFEERE.
PERCY ZEHISSTFENSNINPERE , TFAFRXE. BSAILERREA. INREEA | PERC ZHlsRaT BsSNENEIRY
HESMNRECE  MAFTFaITIR. WREEA W PERC A2BMSNHIINBEE.

BB SR RAIRSS 2RI R A BES N INBECE.

£ HBA R FIE1THY PERC 1= 88 EASTIFZITS.

@ |i#: RALARERREMSTH | FRNSHRIMBIERY. EEMEEENBIRRUTIaEar £/ NIERE,

AEELTMERPAIIMEECE

B EPRIPTEYIE#H R CE N EFEA.

B E RIS YIEHE T E N EHEA.
REMHEETRIFTEYIEEEE A RRIEET |, AREHEA.
FUREN R P RYIEH R TE T,

AT BRENERTHSARIER#EE

MFESMEBECERISEFRSNERIE) | YIE#HERIIKHMERNSHREREREE., RBEAELT "Unconfigured Good”  ( RECE | REF ) K
ShY , IRENEE LA BEHITINGBEA.

TR SN IEEE A TR SHIIXAES .

B ARIFSNEL/ \MIFMNRECE.

{EFH Web RESAIMERECE

)

@ [i*: FEISS A BOSS {4ISEA05MEPELS,

SNINEBECE | IBHUTIATIRE
1. 7EIDRAC Web REYF , HERE > 1FfitficE.
2. MEHISE THEERF | IBREEAES NI R ENIEHIES.
3. BHRIMPERETHSA  ARRERA.

{EF RACADM S A\/MERECE

ESNINBECE | BHUTLATERE

it MRRAPEFERZENINIHEBERS | WA XS ABRINEREENRSESRRAINRRE.

racadm storage importconfig:<Controller FQDD>

BXEZ(EE , 1555 dell.com/idracmanuals HI2{HH) iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #$1T
SEEE ) .

isbRIMERECE

YRR EN—MERISREEIS— NG | BURES RS SETEEERD BN EYIEHE (INPEE ) . BrLIEgeEYE
HERANSRBILRIERIYIEREESE SN E (RIUHE ) . RMIRHENSHING , NYIEHEEESAEERD U
Wi, SRILANIERA IR A IR EURIR IR E R,
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BRRIMNPECE IR PR A BRI B M IR EH =R A WEERR FRIRTEEUE. NREESMINBEIEE | NFERERHIE
bR, EAJREERESNEMUHMEMAIALIE. EITINBEIRI LRPTIRMN. WRBEITESNNATZEINDPEE | FJLAER
BRI MEREC B TR PRI L R RS NEBETE.

{5/ Web REIREIRIMIECE

ZERRIINBECE | EHTLATERME

1. 7£iDRAC Web RES , EHE > IFEEcE > =HIzSHEE.
iy AR 5t T T DTN

2. WISHISETHIZzsrh | SR E N AN S R SE,
() |*: Ei588 BOSS #=$I28 L/MEpEE |, St "HiRRE" .

3. BEEREE.

4, BERMA.
ERIBENR R R YIRNSE ORISR,

{£F RACADM i&fRIMERECE

BIERINEBECE

racadm storage clearconfig:<Controller FQDD>

BXEZ(ER |, 15219 dell.com/idracmanuals _F12{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEIER) .

EigiEHlzEE

TR EIREGIRREE. WRESHREMEERINS  FEETEESRR LRER. SRS NEEPESINHRE 2 SN
17, EREEASMIMEAINERECE. XIULIDRERYSERISTRMIIERT PERC 9.1 BEift, BIRECEFSERETEIE. TLIEMEEST
SHERNEEMAUTIRNERE | DIRCERFTRSSEEIERIRE. SWREEIRSSEHIR.

O |i%: BEEHERER IS NS, EHRNGEE , BHTARRERE,
(£ Web REEIRIZHIEEEE
EEQEHIEAE

1. £ DRAC Web RET , 5% Storage ( {Ffif ) > Overview ( #%S ) > Controllers (IE=HI88) .
2. M Actions (I#{F ) THIZEERF , I— IS MEHIEEEHEE Reset Configuration ( EiREE ) .
3. XNFEM=HIEE | EMBRMEERN TR RS | 1EEREN IR ERIRE.,
4. BEHEMA,

BRIEEENRM R AR YIRE.

{EF RACADM HFigiZHIzEfcE
EEIRITHIRREE
racadm storage resetconfig:<Controller FQDD>

BXEZ(EE | 58019 dell.com/idracmanuals _E32{HHY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p<1T
S%EiEm ) .

= oo J-
gt s s =
1E£ PERC 9.1 {1ESRARII=HIZS E |, AHEISETUM RAID HIRE! HBA SR MUSHISSHI4SFAE, IthisHIgSA9R{ES HBA =528 FR(N |
BIRENE B ER S EE, 1THIESEERE— O M ERAIEIR , ANBESCATERAL,
PERC 10 K EE Sk ARIfa 88 ST #51E0m Al HBA 1T, , B 7 LpiisHIssEztiklntAy HBA, B2 , PERC 9 {35A4KEEST 13 HBA 18

.
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ESERY HBA RzUIRMHLATI08E

« {FFE RAID 458 0. 18k 10 CIEREEIARIE,

o AFHETIE RAID iR,

o BEIEENRASREFRISEE A HTENES,
B EIEFIAE RAID BIEBEE ARG ISIRE.
B A RE B EEERITE RAD ¢

HTERFEEAS
o TEEHIREEIREY
SFENREC BRI AT

(@) |iE: FZISLVEHSA RAID 5, 6, 50 Bk 60 MR, 5350 , TEIESEES HBA IRXT | SKLAFHFHEFIZESIE RAID BERR | BLA
FEFIREIEE RAID 3,

RS EHIRSRIRIUN RAID B9 HBA ZAT , 1BH#IR :

*+  RAID ZHIRSSTRHEHIRMEINEN. £ RAID FHMERZIFANERIEHIRR L | IREE S HR SRz UAEI.
©  RIMBRERSRRET R RE IR
« RIBRERERRAE .
©  WIRREGERRIMNPECE.
DIRERRRTA L THIRRSAIEERE | BB TR SHREESRER.
ITMBRE(AS SED KEANA R 2 H4R.
«  EHIBRTEERENEEES.
- RERIEEIRRI AR S AR IR,

T IEIRRESME Z RS HINPERE. REHA. ERHMEBMASEA  EAXLgiESHn.

(D) | iE: ETRMRIEERUEHIZREN AT , X PERC FD33xS fll FD33xD TZHEREER{H CMC FEIE ( REMTF MX F& ) . BXFHE
JEEE CMC FRIEMEZ(ER , i521 dell.com/cmcmanuals EIRIRHY Dell Chassis Management Controller Version 1.2 for
PowerEdge FX2/FX2s User's Guide ( i&PF PowerEdge FX2/FX2s [ Dell Chassis Management Controller i 1.2 FHR

e ) .

iD= FI=R RV RIRY GBI

LATRFIZRIZ MR iDRAC FRE ( 510 Web 5RE. RACADM F1 WSMan ) 1R E1EHIZSEZUATAIGIAH -
WIER PERC #=HIgs4hT RAID 123 | MIWIRSTBRRATE IR, &R, INRECE. 1EHssZASRBIIERER  AEEE
RN EEI HBA 1R,
IREIEHIEHETRY | A eEECEE M RAID #4E. U0 , AR PERC 4T RAID 18R, , B PERC RYFEEIRE /S HBA 18T , MR
ZIIRE BGI B | NIFFEERRE,

5 PERC $=HIE8M HBA t1#E] RAID &Y |, IXEN=sRhFIE RAD K MBEASBEMEEN "ME" KRS, Wi,
RAIDEnhancedAutolmportForeignConfig Et<BzNi& &0 Enabled ( BI85 ) .

AT SRR EARIRSS SR & S {4 ThAGIEIT WSMan Y RACADM REIR B HISS R AT HIFIIM
IRSSERECE M INRERIT AR IR B HIsS Rl BECE 2™ RAID 2E. a0, , #15R PERC $=Hl88bF HBA R |, EeLARESH
IRSSESECE S (SCP) LABIEHIRSEINERUN RAID | iRk A eE T QIR R,
MIEZLI RAID B39 HBA B , RAIDaction pseudo BIHGIRENER 9 BUAMTH ) . REKERBIHEEIZI THEIE— N RV
£, EHRERNEEY  BR | (P EHRASIEREEIR. ERRLER , S /RIE SCP 34 RAIDaction &,

« 4 PERC =884 F HBA ffETHJ‘ R RIE ISR ERCN RAD IS SCP Iz{TEATIE |, HEikslEE vD , Nl
EHEAEN. SATREASIFIGIEE Bz H S E AR RAID 12(E.

{3 iDRAC Web FREIIHEHIZEU

EiintIesE |, BHRITIUTEE

1. 7EIDRAC Web REF , BRI5TFME > BT > fiHsS.

2. EiEHIETUE L | BEiRE > EHIESIRR.
LEHEY IS B SsRNR E.

3. W THERERGRENGREINEHIEER , ARRETREMRSISH.
B I SRFLAEEREL.

EIREERE 21


https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/rmte_ent_sys_chassis_mgmt_cntrllr

{85F8 RACADM 1]JifaiHlSeiE

Z(HF RACADM iz HlIsst&l , BT Tola<.

EEEEHIRRLRER

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
REBERUTEL

RequestedControllerMode = NONE
ERIEHERMRIVIRE I HBA ¢

$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]
ZeE—MEWFFRAEER

$ racadm jobqueue create <Controller Instance ID> -s TIME NOW -r pwrcycle

BXES(EE |, 5219 dell.com/idracmanuals _HiEHHY iDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM fpfTHRESEIER ) .

12Gbps SAS HBA 1EHESSIR{E

Dell PowerEdge IRSZ 8RR IIRIFR G I IERBRIR B IXGNFER , LUE Dell HBA iZ1T, POST Fepkfa . HBA in G #KEER.
HBA IREBIRANIEFAREE HBA FHRITHIRHIEREIFEIRE. MRRBERERE , BASMERNER | FFETEMRIE DRAC B8
BREREE! Dell HBA RITFIEIRTE.

JE RAID 15438 2B H /D RAID THRERY HBA, BAIIASIEEIRLLE,
14G iDRAC SRESZHF 12 Gbps SAS HBA #=HII88F0 HBA330 ( SERRAMIEHECRS ) =528,
A99E RAID 1HIBS AT RFHIRIE

BEEATIE RAD EHIZRATEHIRS. MEHSITERN. it EESHTUEXER EMM, X5, BRREINEERNERE

. BIREEHRRERE TR,

EERHIRHRRIREMER.

7912 Gbps SAS HBA I=HIRRERINEESEH ( HIMERTI )

TERMZIEXAT | YYIIERLER SMART ARSI IR Eal A SRR

SRR SO RIR B RETRRRTS

IRMFREREHIRNE LED

iE:

«  TEXHHE RAID ZHIZEITEIRSIMFIMENIREZ AT | RTINS | SENSERAREFSM (CSIOR) #4E.

« ENTEHSEHREENSISRR.

+ {X&79 12 Gbps SAS HBA {Z=Iz5F1 HBA330 FIER=HIZRMITEHIIC B A SMART RIIRENZEH] SES HAE(ERERRAISERT IS
.

s IR EN =S ROFRN S PR S 4

FHEESFHECEA SMART FWIE#HE FHTERIENSHTIIRERAR (SMART),

SMART AIfES MR EHUTTIUNESIES T TN MR SIS RAXER. EHRRS SR anSIEun | (R%E , WIS
(S E &85 IDRAC, IDRAC MENMER—MEIR,

3E RAID tRz\,Bk HBA 183\ FRIEHIZRR(E

SNSRi=HIRRATIE RAD #&23 (HBA#R=L) |, I :
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FrEYpEEms 2 FIE RAID 123K,
WNERIEHIEEAATFIE RAID 48, | & LAATLATRIE
MR/ BGEIRRRIIERL.
EEENEREME  SiELITER
o TRETEEIR
s HEEHMER
o XKIEIERELS
EIS&E
. =HIEES 1SHER
o EERNBEMSNINPEE
. EER
B
B
- [5B1%RK (BGH) =
o HUAEEERIER
KAG TR R A & X 15
BEIEAT RAD =HIZSHIRTERMY ( BEIRERRIN ) «
BERRIMNEBECE

() | i%: INEEIRIEIEIE RAID ERXRFASHIS , SEF—RIIZNS,
Wiseoh o RAID AT, ToXSTUNIEEERNISE . KSHIEERE.

EZMFEEFIRE_BiE1T RAID BoE{EIl

BMHAIZESZHHHY IDRAC REIMNA LRI TIROERT | IBHRR

« BREMEBIRNE TR, FEEMEST  AEBFRE T MEEIRR H TECEM SRk,
o ERTHRIEINS S MBI R AELIE R M ST,

M B’J e —
ERENEEEF
SE RN REFINRERIEHIESEIR , it IERNEEHSEEREFIUE. ARERFERT , ZESAIEEREFD , AR
SA\YIIE#E, NMREEERETEUREZ AR S , USEREFEREUEEEMR.
(EEE RS EE SiRTFFAY , PREC 1488 13{R BB N TR BIEESENSIREFTENE | BERIBFPIRE B S St miRETT.
EAISERSSRBNEREFTIN, REHEEIRBERET , UiSHIRBSRSETRNERE., (NYHRATRRESMEN , A8
NERBNERERF

28 S B AN B,
o ISHIEE SRR B R RO,
o EEFE BB S BT TRERE,

=i

E1F¥ PCle SSD

SMNELREBENEIE (PCle) EIZNRE (SSD) B—MEMAeEERE , BRTEXEDR. Barsim N HiR ES (10PS) fuiildk
e SR EANMEP R SR IMERYRRIRTS 2. PCle SSD RFRERIT (SLC) F1ZERTT (MLC) NAND INFERIAIRITTIR . ma iR
PCle 2.0 8% PCle 3.0 3854, 7£55 14 {X PowerEdge fRSZE8+ . HAIBI=MARAIAESE SSD. BAILUFERY BesLUBE SR
1%E3% SSD. RIS EIRSS ( NERY REE ) BiENEIRIG SSD EERIER |, LAREREIR ER HHHL (BN ) &.

(D) |iE: %8 14 f{ PowerEdge BE5588 2SR FULFHTE NVMe-MI HIFERI NVMe SSD, Fid , 55 13 {4 PowerEdge BRSSEELAESZ
ISETF Dell EEHIBHY SSD. MMETRI{EARSSEZERIN SSD A% iDRACI %35,

B3 {FF iDRAC 5@ , ATLABEEFIBCE NVMe PCle SSD,
PCle SSD RYEZEIhAE

IIERIRTRE
SRR
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TEDEIEE 14 1€ PowerEdge BRSSERF |, STIFRZ 32 > NVMe SSD,
A9 PCle SSD HUTLATERE -
SIIRSS 88 PCle SSD FUEI TR TR RS RITZ SN
17 PCle SSD &1 TS
LR EIE
INMREEGEINMRIZ S LED (IRBIRE )
A9 HHHL SSD HUTLATEE -

o XIERSZEEHEY HHHL SSD BT E S AFISTAT S
+ 7E£DRAC 1 OMSS HiREFTiCRHEEAIE £
RRERHIEHETER
TTY BH&RE

1&RILAY9 SSD HUTLATELE
o IREWENEPATS  GINERHL. HPEFOBAL
D [iE: simipTEE. B TESIURIEE LED ISR INFHEGEINEARIEMTF HHHL PCle SSD 8%,

@
%J PCle SSD i#{T&[FiSAFI sl

T RIRSMAEIESERT PCle SSD :
BHER

« PCle SSD¥BE
e PCle SSD &1R

NBERFEEEH PCle 1R , IBEFA FQDD, —/ FQDD BFEHIEEIEE , TE— BT SSD., WREREE (&
) , NE87=— FQDD, MEREESERE SSD , #5428 FQDD BHRE 9 CPU.1 , iXFRx SSD BESEREZE CPU,
o BRGETREIMNEIERT PCle SSD HIEMAARAS.

{8 Web SREXI PCle SSD #{TEilRimAFA Ll

ERY PCle SSD R B TRIRSMFILEN , 1555 Z Storage ( 7Ffif ) > Overview ( #}i£ ) > Physical Disks ( ¥JEBRER ) . LATER
BT, 33F PCle SSD , Name ( &R ) 5IHIEE PCle SSD. BHIIEERE!.

,_’ N e
{#F RACADM 33 PCle SSD #{3&Fi[F aMF1LN
{$f racadm storage get controllers:<PcieSSD controller FQDD> ApSEXiRiaMFNLSl PCle SSD,

ZEEMA PCle SSD Wzhgs | IBEBUAT®RS :

iE: B 5140 $25] NVMe RS , ESEIRMBRRIEERZ ST | SHSVIIRHIBLGENE.

racadm storage get pdisks
EEE PCle {7 B+ | IBEAUTHS :
racadm storage get controllers
EEE PCle SSD BIRAVER. , BEAL TGS :
racadm storage get enclosures

() |i*: ([EEFE LGS , #$L&8R PERC i,

BXEZ(EE |, 555 dell.com/idracmanuals HZ2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5817
SEEMm ) .
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HEEFTZBR PCle SSD

(D |i£: (%R 5140 E=5IS2ALS PCle SSD RIILRIERS IS,
PCle SSD XiFEF#AcH , AL EE L EHS | SR SR BN R A ARINEREIRIRE., HNHLEEIEERL , WRScERES
TBRRIRIE | RSB ChRBRRIRES.

X2 PCle SSD LTI TRSIHHMFRANZHFRSR LISHFEFAGIR. EHREN PCle SSD BRIEMIEE | BERAERR
KSERRPF.

VMware vSphere (ESXi) ZZEHH] PCle SSD AR HHHL PCle SSD i@ B ARSI ERTEIRIRE,
(D |i*: {#F3 ESXi 6.0 F1 iDRAC Service Module 2.1 A S SR AR AL IS ESISIMBIE,

YERTEIRIBRVERTLASEA iDRAC Service Module SCRTHAT.
EEER R EEE LEREENTTUEERHTH /0 FE) , MEAZEHTNZIESE. ZIZBESBUEE LAORR LED (A,
EEESBIREER  EFIBERT | EALUNRFEHFZSEH RS !
«  PCle SSD LAZR£#M LED 12NNk ( IRIAGINNE ) &
RFEAFFeEBEa PCle SSD.
1O PCle SSD LAfE#ERR 2R , IBHAIR

2 %%E iIDRAC Service Module,
B/EH Lifecycle Controller,
s BEARSSREFISIRFAEFZNR,

{5 Web REHEFTEER PCle SSD

EfERR PCle SSD LARHERR | IBHUTLATHRIE -

1. 7EIDRAC Web REH , 4% Storage ( 7Ffi ) > Overview ( #¥8 ) > Physical Disks ( $)IBf#ER ) .
[lid:npEasaniea—c b Ld: A DN

2. MIEBIETHERRD | Y R LAEF XA PCle SSD,

3. WTHEEEAF , A—EiEA PCle SSD I HSBIEIR.
MREEFESER  HEEEE TR IEMED  SIERIRE ARG MR EEEMIER,
@ |iF: WIRCREFHIETT iSM LT preparetoremove IBME.

4. TERIRIRMEEN TR | EESZBIRIA LA RO R FRIX LA,
WMRFEETHAMES | ETUERE.
O |i2: 14F Pcle SSD i , 5 Apply Now ( ZEVRIF ) HIRFIF. RMFREE RS,

5 BTRA.
WMERKCIREN , BRR—KHR , ISHIZELAIEELKR, B/, TEERER D IV AIRRIRE,
WSRIEN BT |, BER—ER | IS AFmEEHEs e EL 1D, BIELPAT , cTEFPASIRE P EEIZ LA

E.

INRACIBFFIRRE , BER—NERER. NRHIRRERIIHBEMEWVEIERAET  WEER—FKERER.

{6 RACADM #K#2E& PCle SSD
R PCleSSD IKRIBELASIERR | IBHUTLATRE -

racadm storage preparetoremove:<PCIeSSD FQDD>

EH1T preparetoremove @35 , RIEEBHRMEL :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EEEIREIRYEIL 1D :
racadm jobqueue view —-i <job ID>

BXEZER |, 1520178 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI 878 ) AT M www.dell.com/idracmanuals 3REX,
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2% PCle SSD 12 =&

(D |i£: (%R 5140 E=5IS2ALS PCle SSD RIILRIERS IS,
IR 5k A ERRLAR FIEFRAEUE. 1E PCle SSD TN RSB A SRR SE PCle SSD FAFEEURKA
MEL, EINSEIRERE , FHTTEE PCle SSD. BXUISERAEDEISEMA.
RN A R A E N | SEBRIE |, NS EEEY. SRS I SRAHEBIRE.
TEES: PCle SSD RS EUEZ Y , BHE -

B2 /2F8 Lifecycle Controller,
s BEARSSRIERISPRFAEFZNR.

Q|
B PCle SSD HEE(EHMERTHRIEINIT.
BRRIREEE | BEIRMERAPETREN  (BEFRDR. BRABRMIRETIERAIRNEE | AEBERT.
+  TEiRIEIR PCle SSD |5 , IHEEESE /LI , i% PCle SSD A& ERTE Web REA.
«  {UEATFE 14 X PowerEdge IRSZEERIIIEIR PCle SSD ZIFMZRRIRINEE.

{EF Web FRERFR PCle SSD iZ &

ZHRIR PCle SSD 1REF LAYEUE | iBHUTLATERE

1. 7EIDRAC Web REF , 2= Storage ( fFfiff ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
LERTEE R Physical Disk ( #13BE4ER ) T,

2. MIEBIETREERG | EEEHIzs L AEE XA PCle SSD,

3. WTREEREH , JW— a2 SSD i%&#E Cryptographic Erase ( Z218% ) KL,

YNFRIZE LS Cryptographic Erase ( R£8R ) , FFEEEE MEKBEHRIEAEE , i5EE Action (#8(E) | RRBE T
RELEEHEIEI,

4. MRIFMHRERI ThERET | SRS —

* At Next Reboot ( FXEHSISHY ) - IFIIATNRIE FRREREHS | SHABR AR,
TEURIRORIIE) - BERICEINAI TR RIRD B HAFORS TR S AR

FraRIEIFNLSRAIE - AL A BEREEAR. W THREES , WEFaE. BPSEardEaSRTE A,
MRS | EREHS|1SSE

REHSIS (FHEHSISER )

« IEEXH

.« ERBIRH

« XARFHFREE (R351%)
5. BEMA.

NERREIR(EN , BEFR—FHER | SRl elEiy. B BERER D FBENAINAERE,
IR BEERTH BB —FEE | R APmEEHRR SR L 1D, BEIEWAGY , SJTEMRBASIREHEE X FILATH

E.

INRABUBRFIRRE , BER—NERER. RHIRRERIIH BV EIERAET  WEER—FKERER.

{5F RACADM #Zf% PCle SSD i85 40E

B MIRR PCle SSD 184 :

racadm storage secureerase:<PCIeSSD FQDD>

BT secureerase P REIEBEIRMEL

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

EEEIRERYFIL D

racadm jobqueue view -i <job ID>
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BXEZ(EE , i559 dell.com/idracmanuals Hi2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5$1T
SEEE) .

EZTHh 26
=B SR
BT AR I TLA T RE -
BEREM
EESG—E EiR o E
EEGEEE (BAsTEE)
iZ8 SGPIO &=,
o IRERTIRE
o BIEEWR

E1=3 =3
Ao tRIRT
Dell 55 14 fX; PowerEdge IRSZEEIEFAIASBFEIRIS , HhMEFMHEIEFIZE (PERC) TJLUBIT BN EEEETI—HIZPIKEIEE.
WWEET BT EteeED | (BSEHEERa B (HA) ThEE, ¥ ESSaEm MEEEHIZs 2 B RIERERanEs0E5, EiziED
, BIEEIHEENEREERIRE MEFI2SRIRENEE, IhEERF AT EK, (NSRSt IhRE,
B TER,
. E—*ﬁiﬁ — XEEAER, FE PERC 488G RGAI0FIE EEE S IRAEKENEE |, BFEELETE "/ PERC =428t 290
o FoEX — —MEHESERGAEERT 12 MEIEE | ETAMEHISSENAERS 12 NRENES. EERIE—MEHIEEIRIRE RS
790 - 1A, EERIE MR HISSHIRENES RS 12 - 23,
o RHEI 420 — —MEHIESERULERT 4 MRS | FMEHIZRERGEIRRAG 20 MERIEE. EHEFIE—MEH EEHYIREIEE R
5R0- 30, EERIE T MEHIREAYIREISR RS 4 - 23,
RO 8:16 — —/MEHIBEERGAIAE]T 8 MNERISE | FAMEFISEERUARIRSS 16 MREhEE. EERIFE—MEFIZEHIIEEEE%R
S5 0- 70, EERSE T/ MEHEEIRENEE RS 8 - 23,
RO 16:8 — — MEHIBEERIFIAE] 16 NMERISE | FMSHIBENATIRG 8 MNRahEE. EERIFE—MEFIZEHIIREEER
5790-15 i, EERIE MEHIZEHIIRENEE RS 16 - 23,
o RDEL 204 — —MEHIBEERULEET 20 MNRENEE | FEo/MEFIRRERGHRRG 4 MNERIEE. EERIE—MEHIEEAYIREEESR
59 0-19 it , EERIE M HISEHYIRENEE RS /9 20 - 23,
o (SEATTH - 1=HEMEEA] .
WNRY RESREIESTIZECE |, IDRAC RIFFRDIENNIRE. WFREBRIENZE] , SBELEE _MEHISE. DRAC EHITY BINEESE
B, AeBRFREED | (BEREERABFES 1 PERC &HE,

Q) [iE: MREEREER—1 PERC ISR THEIRENFORAREEEF A PERC WIER THEIRBEAS—EX | Taeahill
FIAREEIR ( EKELfIEIR ) .
BEYUIXLIRE | B REBIRS EEHINGR,

INSHTESh RAID BELTHFLIENSEETH T RAD fRlL , BRLTZENEREN. B  NREREBGTFCERTS , &
BAgET-IE D RAID Rk,

@ iE:

« EENRENSRERESHR  BATRSRELHEERX.
*  LC 25X iDRAC EiIFMEASHARULRIR0Y BeRRE.

o UGRMEREERHRNE S | EAMBRIRRRESIS.

« BB RENEIREE.

©  WMRIBENZEREAM—MEFISRERAS—MEHER | BRESIRMETRSSHBIRERNREREH.
«  BiRIFSFEEDRED , RAID BEETRESZIIRN , RIFAUVRFIRENZEXER.

IR EPIUHIERNERRRFEREEN. WRENFORIAELAR—EN , WE TR ISHEET—FERER  BNE
ARSI ZNEAIRENRR. LAh  FMEHERSERSINMRE. WRBIRIER  WEREMEESER.

{5 Web RHEECEFIRIZI

(3 IDRAC Web REECERIIRT , ISHUTLATRE
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1. 7£iDRAC Web RiES , EEE > IFi4EcE > IEERSE.
2. MEHIggsEsT | ERER EEXEEAYEHIEE.

3. WRETHEREF | GRmEEeR.
LERTRS B migtEIRZ T,

4, TELEHESIT , RS UESRFETEES, | I2AHETIEIE
. Gi—ER
. FOHER
O 4:20
O 8:16
RO 16:8
OB 204
() |i%: ®WF c6420 , FAIMIER B : IFRSIEXTIFHIE-6:6:6:6,

JX_E‘E; T;A%d #0 R940 , FEIRS NI FRFEEEXARFELUNAFEIRDX |, IIF C6420, JTIRHIFER A/C KHEBEFLIL
&

5. Eiiﬁhuiﬁ&tﬂﬁ’:{'ﬁw
BeIER{EAL D,

6. EAEZBEIRIA.
7. RERWENLRASITIE , AIEEFEERBEIRESETRA "B .
8. XMRFHEFRERS , LIEREE.

{8 RACADM EgE1/IE

EFRBHIESRER , 15EF set <] BackplaneMode FfIx1S:,
fgn , 4 BackplaneMode BIHRENHFDIER | BHUTLATRIE
1. BITUTSRSKEELRERER

racadm get storage.enclosure.l.backplanecurrentmode
A
BackplaneCurrentMode=UnifiedMode
2. BITUATHRSKEERFEL
racadm get storage.enclosure.l.backplanerequestedmode
Bt
BackplaneRequestedMode=None
3. BITUATGSRBARERIREEA AFOER

racadm set storage.enclosure.l.backplanerequestedmode "splitmode"

BRZiBR | =Sk,
4. BITATRSRIIERE S backplanerequestedmode EMHRENFHIE

racadm get storage.enclosure.l.backplanerequestedmode
eI
BackplaneRequestedMode=None (Pending=SplitMode)

5. J&1T storage get controllers fpSFHCRITHIZELA] D,
6. BITLAT A KEIZE(FIL -

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime
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BIREWEI D,
7. BITLAT RS REEIATIRE

racadm jobqueue view -i JID XXXXXXXX
Hrb, J1D_xxxxxxxx ZELE 6 FEREAIEL ID,

PEFEEWEI 1D, BERIER "B WS (WTERZSTREEE 3 o8EE ) .
8. IZITLATASKESE backplanerequestedmode BIE(E,

racadm get storage.enclosure.l.backplanerequestedmode
eI
BackplaneRequestedMode=SplitMode
9. BITUATBSHKSERS ISR
racadm serveraction powercycle

10. HEFZERL POST F1 CSIOR & , BALIT&HSHIGUE backplanerequestedmode :
racadm get storage.enclosure.l.backplanerequestedmode
eI
BackplaneRequestedMode=None
N BITUATRSREESRIEXETRENFOER
racadm get storage.enclosure.l.backplanecurrentmode
Bt
BackplaneCurrentMode=SplitMode
12. BITUATRSHBERER BRIKaI=E 0-11
racadm storage get pdisks

B% RACADM #p$HIEZ(=R , i5219 dell.com/idracmanuals _H32{HHY iDRAC RACADM Command Line Interface Reference
Guide ( IDRAC RACADM #${TRES %15 ) .«

SHIEREE

—LE55 14§ PowerEdge BRSSEE S HRIERI—IEEhS7 5 SAS/SATA #1 PCle SSD IKFNEE. XLHHIEFR B AEEH IEAE T EF(E
1= 8§(PERC) #1 PCle ¥ B+, SIREUHEMR ¥ BXSHFIHINEEAMEENER. BIRSIF SAS/SATA HiEE s, PCle SSD., BEIER
T DN ESmSHEEREAN. 10, 525 24 MEERIEAEIRT |, @18 0-19 (XSZkF SAS/SATA #ifR | MiERE 20-23 37
SAS/SATA 8% PCle SSD,

HAERS LRI TR R B TR AT A IR IR IS SIE TN, Topology ( #A#h ) TRE _EMWIEIEHZERREMUEREE , TASHAN
RIS SEBXEL. BT NMFEEHISS ( PERC #1 PCle ¥ fE88 ) RILAERERIE—EMR . Bt , System Inventory ( RAEIRE
# ) TWE+ R ERS PERC 12HI88 X EXAIE R,

1£ Storage ( TFfifi ) > Enclosures (#/l#E ) > Properties ( [E1%¥ ) TAE , Physical Disks Overview ( #)IBfEHLE ) BB ET
AN

o iEEhE — NREE N,

+ 3% PCle — WIRIRBEZIE PCle BUIEHE | IZI=AS R,

- B&hi — MREEREEIR , BEHP—MEESLEET PCle SSD |, 1Zi=2 7R PCle,

« &M —1ZI=NERT PCle SSD,
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Q) |iE: EPHEESI IR, MREEBER PCle SSD IRAIZEFHISHERY) SAS/SATA IRalIEE | ISIRERESE5TAL PCle SSD IRE])
B ESEBIRT E5. MRRITZES | ERERRTEBIDE , FUNER. HRTEIERE.

i88 SGPIO &3¢

FhEEFIEE T LATE 12C #82 ( Del BHRAIBNAIRE ) BRRITERMA /G (SGPIO) B MEERIER., WinBEaIERE , Ikzist
79 LED 87T A 88K, Dell PERC 1=HIBEF IS IRSIFXFfiED,, BXISHL(EEIEESE , BIRENMER SGPIO 11,

E@F;IE% {Lﬁg&iﬁ%ﬁ%bﬁo EASHFETY REEMERE TR PRILRSTR. SREGTREXTI0R. SapSHERE

LC EFRIRIERL iIDRAC IR NENAMESS | SGPIO IV EIRNEZAIRE. EALE DRAC IREEEIRIRE. IIREREIREN
SGPIO &= , M iDRAC S ENEHIZEANESIRIRE.

EHHTREERER , WIARKDRSHEFEES.
BB BRI HINRA BEEBUIRE.

(D) | i%: A&E(EFA iDRAC Web RERE SGPIO 138,

{8 RACADM i&E& SGPIO 1=}

HRLE SGPIO &=, |, {F set @3S LAK SGPIOMode AFHINIS,
WRGHITENCEZR , WA 2C R, WREBH  WiZEH SGPIO &,

BXEZEE , 525 dell.com/idracmanuals 1Rt iIDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM #pfTRESEIERE ) »

IRBEE~IRE

RENER RS BT B .

B LESHERN R RS R IELORBITE, XEFRIYEERTENANE  FENRBATTHHIE , NEBER, XEFR
EIVEEHRI—ERD | SRRV EmE P REFIE.

Q) |i*: BFEFSE—MFERER 10, HehEiE NULL F5,
®

IRBEEE~ER

RENWER T BMMER RS R B RE 2R,
PR RS VER = FRE M LURINRBINE, XLFEIYESPINaNE  FENREAANT THE  NEERER, X8F
ERENEEHH—ERS | SRS EEGHRFIE.

@ |iE: BrEBHE—NFEREA 32, HPEIE NULL 3,
)

3 ..z =] ¢ = o
e E SV A 2
ERIEMEREMHERIREYIEHE. THEs. TBEEREHIRRN SN RSIREZRISERFE. B, Bexy
IRERIN FRHT(A)
« 3ZAD
« NRRFEHSISHA
«  fEUHKIRgETE)
TERTE R MBI —BRS SR LALA IR RS 20N PR RS

i IXUEHRMETEE MR A Z 58,

it XEHRMETEE MR AR Z 58,
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(R Web REDEFIE(EIEIL

BEFREE N AIRE | BT TRE

1. BUFLA™EAETRE LR | aEERRERL
Storage ( fFfi& ) > Physical Disks ( {JIEf4ER ) .
Storage ( fFfi& ) > Virtual Disks ( EE3IEER )

Storage ( fFfif ) > Controllers ( #=i#lg8 )
Storage ( fFfi& ) > Enclosures ( £1E)
2. MEIFBIREE TR SR TYME—IN
« Apply Now ( SZBDRIF] ) — SEiRIEIR A S BDR AR E . IHEI)GER T PERC O =428, WNRFEESTSRAVESS | LI
BXRE., WEIEEEDERF 2 DEAEETTHK.
At Next Reboot ( FIREHSISAY ) - ERIEIAIE F—REGE=HS | SHEMNEIRE.
EiHRIBORTIE - SRS AT i RIEY B RO B R IR &
o FHUARYEIFNLESRATE - o HEERFHEEEEE. WTHEEERS | SEEAE. BEF R EFRE R E B EIRE.
o MTHZEERAF | EFEEHRS ISR
REFES (FHEHSIBRS )
IEEXM
o SEFHEIKA
s XFRSGEEFERER (15351%)
+ Add to Pending Operations ( ZRINZIFFAMIRIEIE ) - ERUEIN ] QISR ELAR IR E., &0JLATE Storage ( =fi% )
> Overview ( #f£E ) > Pending Operations ( FHLIBIR(E ) THESIEHIESAIFTEFGIRIR(E.
@ iE:
+ Add to Pending Operations ( i#RINIZIFLIRIE(E ) EIAAIERTF Pending Operations ( f5LIRBIE(E ) Tamm , PAR:
Physical Disks ( {)IBf##& ) > Setup (iZE ) TWEAAY PCle SSD,
o FEIEZEREAF , REMZARAERTE.

3. ERMIA.
BAtRIERMERR RN IR E,

{5 RACADM i&iFE{FIRIL

FIRFRFRT | 15EM jobqueue @<,
BXEZER | 15818 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI#5F8 ) ATM www.dell.com/idracmanuals E3REX,

.:t =

BE 1N BEIERIEE

A E R FHIR B HISSAIFTE BRI E, FrEIRERE NAEHS | SHasiRIEISEANEIET RIS ENGSIRIN . 157
LIS 0Rr B F M IEIRIE. (S BEMIFREMFIEIR(E.

BIEREEM (anEkls. YR, YIBHZEFIEINE ) EOIERIEIRE,

NeTeisse ol E/Ell. XF PCle SSD , $51E PCle SSD B2 TTAE PCle I 238 FBIER{El.,

{5 Web REES. RNFAkHIFREEIE(E

1. 7£iDRAC Web RE S , 2= Storage ( fFfi§ ) > Overview (1% ) > Pending Operations ( fLIBIZIE) .
BENEREERHE.

2. EAHTIERERES | EEETE, ERSMBREERR RO,
KRt EE bR RR FIT IR,

@ iE:
BAENIMEBECE. BERIMPECE. TLFIAEENMNZBELEECE TIERIEE. (B2  EiERRERE =R
" hiEERERERIXLIRE.
o TiEMIERIZMEREAEIZE PCle SSD AY{FIL
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3. ERpREEEHIssaERR(E SR TR ERIRE.
4. WTFAEREH | EEUTERZ — , ARG NIRRT -
Apply Now ( 3ZBDRIF ) — IR BMRSRATE . WIRI(NERTERRHEHRARI PERC 9 f2Hlgs.
At Next Reboot ( fEFREHTSISH ) — IEFRIEINAIE F—RRFEEHS I SHIERRRATERE.
At Scheduled Time ( fEiRIAYRSE ) — IERRILGEIAI AR B EAFORTEIN FRER(E.
FraRIEIFNLSRANE - LA HEREEAR. W THRERES , EFAE. BESErard eI RTE B A,
MRS | EREEHSI1SEE
« FEHSIS (FHEHSISER)
« IEEXM
SERHIAKAN
KARFGHRREER (1951%)
5. MNEREBEREARIL , BB —FHEE  EHZIRIEIEIW. S5, BEERER 10 FIENAIRLERIE.

6. UWNSRIFAAFALEUERLTD , BRI —FHEE | fEHARMEEHIZE AL ID, BE Job Queue ({ELPATYI ) , AJ7E Job Queue
({ENLBAFY ) TWEHEEZIFIRIHE.

MRBERINPECE. SANINPEE. T2EPRFEINBREMERIBFLE TN | FEINRXEZNERMFIRERE 36
AIEAEEN Pending Operations ( fFRIEIR(E ) mEFEIERL. ST HIEMFHEECERE | SifEER RACADM &
WSMan fERTRRIEHIRS eI BRIECEFIL.

1&TCIATE Pending Operations ( {FCIBESR(E ) TUEFEETLER PCle SSD RURFMIRIRIE, (#F3 racadm & A]iERR PCle SSD
ROFERLIRIRIE,

{5 RACADM BE I IERIRE

B RIS | 15 jobqueue AL,

BXEZ(EE | 1555 dell.com/idracmanuals HI2{HH) iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #$1T
SEEE) .

FHERE - NRIRMELE

£ 1 : SEF—TRAERE ( "MEIRA" . "ETAERSISH” % "EHINEET ) | HRSEIHAENERRE
NREEE T ZBINA. ETREHSISHETEHINEE  AERENA B AFMEn i BRI FEUEERRE.

. REERIERT) , SRR SO, RPN  FRT—EEE , EHAERE0E
BOEL 1D, BRI , SIEMRIASIREFE BRI AGHE. MERORIE , SRr—%NE , SRR AT,
Boh , FERRHEE D MR AR ARAE,

SISRAIGIREEERIRE | FEIREAIHENERIRE  SRT—SEDEE , HhEs D AR RIRE,

602 : SRE—TANARE ( “URSEAT . ETRENGISH" 5 EHHNRE" ) | HEFEEERRE

ISR T SZEDRA. T RESISHETE IR | AERENA , BN R R I,
MRERIRFEAOE , FENSRFEIENERRE  ERT—RHEa,

. R TR QR ERE,

+  Biif Create Job ( BUERIEN ) LUNFHEIRECIRRIEL, WSYPIBIERT  BRT—EEE , IRHAFER SN
D. BEAEWIAS , AR RE RSB R PIAGHE, MERCIRIED  GRr—SNE , ISRl O, B
5, EBRREE 1D AR IRIE,

SEEEFLORIR , FHEBERRE L , LTESHERRRIE,

SISRAIGIREEERIRE | FENSFEIANERERT , EBT—REDEE,

SRR | TEERS R,

PSRRI T ISR FOIRR L, WSYRIBERT BRI —EEE , IR S AR
D. SRS , AIEME AP RE RS E R PIAHE, MERORIED , BRT—HE | IRzl ORel. 2
5, BBRREE 1D AR RIRIE,

SRR , FHEBERRA L , LVTESFHmRREE,

603 : THEiE RMEHERIME | HEICEIIE IR

URETHEETIBERIEE  AWEAHNA | BN R BRI RE,

. MRCHIICIREREE  FENBEREIEEERE , WEET—REREE

222 EEREFEHES



SHERETEEEZNAL  LHTESFHERERRF.
PRI TEERSIEERE. EREMmEESEE LOIE TRl AN RIXEERERE,
SNERAREINCIEIERIRE , FENRREIWEERERE , WEET—FEREE.
4 : BikF "HRMEERIEE" | HEBSITFERERIRE
NERECHIFRMEERIRE  ARRENA | BB NG EEC BRI FEEERRE.
WNREMRNEIRIERRE , HEMREFENAELRE , WEET—RERER
- BERECEETZREL  DHITESTFHERCERRE.
- BEERIEE  TEERSIERERE.
© ANFRSREIHEIRIERIRE  FENRFENAEIEREE , WEET—FERER.
- BERENEBEZREL  UHTESFHEEERE.
- BEERIEE  TEERBAERERE.

@ iE:

EEEEHE . MREREFRFEFHEERE - LEBR(FILANEIR | SEEFMEMT > ERIBMFRE  EFUERERE
{E . FEFRFRRYIEHIES LEUZRIEIL,

X1 1#0 2 iIEATF PCle SSD, fBISFTEES PCle SSD RIFFALIBIR(E , It Add to Pending Operations ( RIIZUFFLL
IR ) EIRATIA. (EF racadm s $aliEkR PCle SSD RYFALIRIRIE.

IIXGERBGEIIREM LED

AILABIT MRS ERYARYEIRE (LED) Z—HEINTVERRIMIIEHE. RIMEIRENEEF PCle SSD.
T REBE RN R BEINKREEGHINNE LED,

BRI FFSERIECE., MJILTHRERYSERTSTIFNAE PERC 9.1 FIE ShRAE 4+ AI A,

@ [iE: WFFHSIRAESES | FZISRITIVGREGEIIRRIE,

A Y oy 745 Y
(R Web SREIAFEEGEHNRAM LED
B BUENMREH LED |, iSHTLATHRIE |
1. {EIDRAC Web Rl , IRIBEREE FFUE—THE :
Storage ( Ffi ) > Overview (1% ) > Physical Disks ( 1B ) > Status (K7 ) - ERBIRIRRIEZTRmE |, &0
PATEZ TR E IR E B E IR DIER A2 R0 PCle SSD,
Storage ( Ffif ) > Overview (#{E ) > Physical Disks ( EEIfER ) > Status (IR ) - B RIRBIAIEIARLETRE | &RTLA
EZRE PINRER B E IR R AR .
2. UNRIGIEIRYIBHLILS
o EIESECEISRITEAMLR LED - i%iE Select/Deselect All ( £i%/BUELi% ) 1510 , SASETE Blink (YR ) STFHAINIRE
489 LED, ERE , EREBGHIANEA] S LEIRNRAEARY LED,
VEIZEEGHIERE MNMALAY LED - i R— S MNAN | ARG T AIRNREEEHER LED, B# , BaBGHRNES
{=1EIMRBHRY LED,
3. WNRIGEIREEIARLL
o R EGEIGRATE YRR ENEEEY, PCle SSD - %1% Select/Deselect All ( £i%/BUE£% ) %10 , A58 Blink (A
15 ) STFFEIRNGER S YRR, A2 IR ENE8F0 PCle SSD, [EKE , A hBE IRl /= LE K. LED,
IR R EGHIE IR MR 2 X BNE8EL PCle SSD - R —MNa S MR IKENES | RSB INE T ARG IR A2 R R
888( PCle SSD {9 LED, [E#f , BATRENEMINRET{Z LI LED,
4. WMRFRBIEIETRE -
o EIEEBUHISIRATA SRR - 551F Select/Deselect All ( £3%/BGE 1% ) EIN , ST Blink (%R ) LAFHEIRIRERES
REMRERAY LED, BRE , ERTBEIAYEA] S LEIYR LED,
. iﬁi%ﬁﬂyiﬁiﬁ%%ﬁ\@uﬂﬁ— TR SN RIS | AEBRERGEATFARNREIRERN LED, B8, BaEGERE
A 1EN¥ER LED,

NRIVFEEGHEINRRERAT) , NEBMERER.
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{$F RACADM WGk ENiEMN R4 LED
BUFEIIRAL ED , BEALTHS |

racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZ=E , 15209 dell.com/idracmanuals 12 iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5347
SEEE ) .
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BIOS 1Z&

(EETLIZE BIOS 18 FEERTRERSBOS VB, EALML B0 EEQEEXES M BILITRSY, —BELE— R
t ERRSTEERILEENRRSS, CALER—RENS SH , FEEESARREANATY, MEPETESR
6 | BELRTEIRFER.

O |1 miemRIEEmE SN ER,

WY H:

MAEHERGER  BEEEMIE—FENL. —BEMEN—FEY  AEREMA cERTEBMRE RS TER. WR
BKTCEIRE BIOS Bt |, BHbHIRET SMIL AP $EIRE AL SIEERAVIER HTTP IIALACIBAYEIR. AT , BERFER—F
HE. BXEZ(ER | 1B2H Event and Error Message Reference Guide for 14th Generation Dell EMC PowerEdge Servers ( 88 141X
Dell EMC PowerEdge RSS2V EHFIEIREESEIER ) ®IM www.dell.com/idracmanuals _$KEY,

3 E= 0

HEFEZAKBERBER , EEEEE—FEILE. WREHRTHFENRE  BEFERIEEN , FiERASRIEIGE.

v FHERS IS

SRFESRIHESS I SINFRS | BPERSERm MNEEENARE ;| MBAMERSISSETRAERSISRRA. EE—NAEER
&+, BPSREEEEN RS TTELASIZ E PRI E.

FRFEIEES LC B BIOS BRERXMHEIHES.

RERENANERSIS , RS AIENSHRSHEUEEMEMERY. MNRERTARE BIOS B | SRS SMIL API
RS R BIEEERRAVEN HTTP IALRSARBAUEIR, LR, BERF ET—5% EEMIER.

EFIREFS| SRIRIFE

LRPENEIHESS ISIRFR , BFPERSER MNEEENARE ;| MAMERSISSETRERSISREA. EEF—NAEER
& BPREHREEEZEN RIS TE A SNZS E L AR E.

BFRALEES LC BES BIOS BLBHEXMNEITHEE.

MREREETREMSISHNA | BT NXEHNEHRSHENEEMEMEEY. RIERFREEN , BEABENEHAIZE
&2 , EEMIHHIT T —REHS|S. MRBRFTERE BIOS B | SIS SMIL AP EIRE R SIERERAVAERL HT TP 1AL
WSHIBRIER, R | BENFRT—%K EEMIEE.

MIERFREFEE

NETEHFEEENFESEEN , SENMRAEHFEERE. IRAFPRAEANAEEEXN , APT L BEGHRRE S EERH
SRRIERTEIEM, WNERIERITEMIES BIOS B | 1S ERET SMIL API $EIRES /B QI EIRAGIERL HTTP THELRSCIBAEIR, It
it , BERHETR—5 EEMIER,

FLIE(E

1Bid iDRAC B9 BIOS BB BB A AIEFZE BIOS, BEKEFHS |ISIRSEEHITER. HEEH BIOS BIRT , BRAKSEHE
EE. WREMCESSEE (CHkE )  BiEEREGU L.
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{2 BIOS it &

& BIOS BEeEXSHEWAL LC AEPEZAEEE.
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EeBFHEAEIEHS

EEERRIISHARBI IR LIRS, IWFIRTEBTERS SRS EReE DOuSE, KBERTFER
FIHESUIRSS SAOMFAT AL, IZODBEAET] A oURSS R ERA R .
E=:200
ARNSRE A M EISHARIE. ELERNEER— SRS SEENA,
SERIBIER Java, ActiveX B HTMLS SEHHESTISH) Web RUSSEFEEIEIEHEA.
O |i: BAERT . ERUEHIARRISED HTMLS,
IRENEHNGLET  SERSETLERRNaCaEEn,
(ERILARIRSTFFA—A Management Station SIS SERSHISNMEIEHADIE.
(BRI FBIEIRMOIEHTIT M Mansgement Station SIS RS SHIR N EIURHIARTE,
MRE_MAPEREUEHASIE | AP SKEIBAHETSEEEATER, AR A2 LS
8. 3 2 (AP S REME— AP =E RN, $—IRPLRE 52 BRI , SUBERREE TR BIET %1
F. BASERELTEDRSE | S—BRLEE_ MRS EILENREE LA —REE. IREFEE D
TRE_NEFEEEERIES  WLIHE— M EROSER eI S [RFNRIE.
« EFTBIRIESIREAR, FER Activex 7l Java FEHFSTSHIARBIE -

. 57: ActiveX fll Java iHHZISHREE

Mac B R Win EPiR Linux iR
Ctrl-Al-Del Ctrl-Alt-Del Ctrl-Alt-Del
Alt-SysRqg-B Alt-SysRg-B Alt-SysRg-B
Win-P

Ctrl-Alt-F<1-12>
Alt-SysRq
SysRq
PrtScrn
Alt-PrtScrn

#giE
(@ |i%: BRTE HTML FEHRISHBRE | i5SH HTMLS based virtual console ( BF HTMLS RIERBUEHIE ) —5.

(@ |iE: Web REFPRFAIENELIZHISRIEMMENHINFI Web RERIE, ZEEFEIERE Telnet, SSH Fll RACADM
FHEEOMNSIEL.

@ |i#: ExmENSRLLBESEHALES  ESH EE web M EREIEA,
(@ |i%: S22 KVM i5iE , i&{EE OME Modular Web SEFASHIAEIEE TROLEFRIEIA,

*5 -

s XHENEESPERMRIFTER

-  BEEEIEHIE

< FUSEPEHS
- EalEiiEe
- (EREMEREEES
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IR S PR IRIFREE
TR T TR ERS 8 LIS TRIEIES E SIERTSHRF B o PERAEN A RIHTR,
. 58: SRR R DRI

REDHE RIFRZE (Hz)
720x400 70

640x480 60. 72, 75. 85
800x600 60. 70, 72, 75. 85
1024x768 60. 70, 72. 75. 85
1280x1024 60

19201200 60

WS BB E RO PERECE ) 1920x1200 BE.

Q) |iE: MREENEREN A EHF BRI SEE TRIESWENR RS | WEESFibiEH S L OEFRSEMIER TIE
IRIRSBRIZH AN, MRERSTHE Linux IFMERR , WAMEZRE LRIRETEEES X1 258, 1T iDRAC EHI=H
& /Y < Ctrl >< Alt ><F1> @14 Linux IREIXAEHE

BB EIIEHIS

BCERMIEHEZAT  BHIREECE Management Station,
1] LA iIDRAC Web FREE RACADM @it REEEEIMIEHIS.

{EF Web REECEREIIEFIS

E{FF IDRAC Web REBCERIIEHIE
1. %#%Z Configuration ( igE& ) > Virtual Console ( EHUE=FIE ) . 5 E7R Virtual Console ( ERUSHIE ) 7@,
2. SREIEHIEFHECFIRIE. BXZEMAER | /BER IDRAC Online Help ( IDRAC BXHLESE] ) .
@ ¥ MNRIBIETEER Nano iR(EZRFE , 2K Virtual Console ( EEHMEHIE ) TIERY Automatic System Lock ( BRI RS
iE ) ThgE.
3. BEMA. EPEHEERE.

{£F RACADM ftEEHI=HI&

ERERIIEHIE | 1BEA set @3S LUK iDRAC.VirtualConsole HRINISR,
BXEZER |, 1580158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8Fg ) BIM www.dell.com/idracmanuals 3KEX,

TES R H

BaiEiiEHIa el SR LTE System ( R4 ) > Properties (B ) > System Summary ( RRHE ) WE LTS EIEHS
E’ka;.fjf El’;r;Juabl Console Preview ( EIUEHIGTRIE ) S0 Ex— 1 EG , REAERIIEHISHIRE. WEGE 30 BRF—R. X2
— IS AYIOEE,

D [iE: izEsiEH S EIREERBELEH SRR,
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BREIEIESS

&R LAER iIDRAC Web REEL URL BEIEINEFIA.
@ |it: FENSERF LM Web HIKSEEHELIEHASIE,
SRR, BRE -

. BEAEEANER.
o Web NIE2EECE IEH HTMLS, Java B ActiveX 34,
o OTFRNR/)\WETEES 1 MB/FD,

Q) |i%: INRERANNIMSTIEHISETE BIOS HEEZA , AREELIEHE | NEisHaEERIEA,
{sEFE 32 {iEk 64 i IE NS EsNEREEHIaRT , F HTMLS eiE(ERERN el FRIFR TG ( Java B ActiveX )
“Internet IR REXWFIENSESER.

{53 Java FRIEMEINEHIGRT | EREERSEE Java WiFEIR. BRI , IS5 E Java IZHIEIR > Bl > MERE | 7
G EEEE.

SIREFEHIGECE LR ActiveX fltt | ¥IRATRERIESD). XERNMESERESF BIGIHIES ( EEHERTER ) A
PO, ActiveX ZFinfEHG NEATEIFT BT LLRYE. A T EEEE | BRI LIEREaIEIESa.

B HTMLS R EEIEHE | SRR E =g,

{EF Web REISEIELIEHIS

GBS S EsEIEHE

¥ Z Configuration (E& ) > Virtual Console ( ERHEHIS ) . 1S E7R Virtual Console ( EEHUEFIS ) TT@E. 55 Launch
Virtual Console ( BElIEEHUEEHIE ) . Virtual Console Viewer ( FEIEHIEEEESE ) BISE5E0.

Virtual Console ( EIEHIEEER ) KERCERFNRE. BEERLESS  JUNERNEHITEER SRR

ab
BEe

HEEEMLN RREFER RS ERS NERIE, ATHIERENGEZMN AR  BEZSHANEXLERIE, Bl , BEEE
EEIN RER.

MREEHNEERNET—MHS N R2ERED | BRE Yes (2 ) LAER,

Eﬁ%@ﬂﬂﬁ?@ﬁﬁﬁ’l\ﬂ*ﬁﬁﬁ I EEERSHENEINET B ERERENERET. BRENE 15215 L ER
BTlo

(€M URL BEIEEHIS

(R URL BaiEiliEslE
1. FIFFSEIEA Web IBEESHEMIMHAZHRMALIT URL (/N5 ) : https://iDRAC_ip/console
2. RIEBREE  REMERNAY Login (&R ) IUH :
s MRZABR—ERMERAM. Active Directory, LDAP SERERER , NKEEMNA Login ( E53# ) THE.

s WMEREBRABR—ES , WS35 Virtual Console Viewer ( EIEHIGEERE ) | HESEER Virtual Console ( EHEH
&) AL

i¥: Internet Explorer 373545, Active Directory, LDAP, £ftE (SC) flEg—&FH (SS0) &R, f£ETF Windows HIiE
{EZRF L Firefox XI5AiH, AD 1 SSO BHFR , EET Linux BYRERES L Firefox SZIFAM. Active Directory fl LDAP

=4
Q) [iE: MREEEHRELERI SRR | (EREEHEM T RAIER | WeIERLL URL BRERINE | (BRGERMETE
Ha.
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{EF Java B, ActiveX H{FZERESIEFI SRR BRI
EPNESHRE

AL Java FEFSFE RN SR R AT,
O |2 #5782 Java 8 UERARALMERILLINGE , FHEIT IPv6 FLER) DRAC EERMEHIE.

1. BERVBEE Java EEHEHMEIMEHISSEIN R , BERATRIERITHENEREO. BER.
LER—HIIPELEE | BHEAREISESEES.
@ |it: NBKRTERERANIEBFERRIIES | XEUSENRPEERREITIED , SFEBRIEEES,
2. BT 4R,
BRIt B ERSEIN REER.
@ |3 MBEBUEHATEZA  BENELNEEES.
M Tools ( TR ) 3B , % Session Options ( R1FEIEI ) , AGI%ERE Certificate (IF ) EIIR,
EAT: Browse Path ( MiSE&1R ) | ISERTEREAFERAME | foxad Apply (KA ) F1OK (HE ) , ABEBHEESS.
EiEIEINEHE.
EERELEHE S |, 5% Always trust this certificate ( JRZ(S(FULIER ) %I , SARERT Continue ( 444% )
BHEESS.
LISEFEMEEHEN | BAaBEREESER,

[EHEE S EERR

EEFIEEERRMUSIEY |, fUIEmES. Eilzflal R, PRGN, B8R, BFREE T RSISREMIEUNER
A93IE). BXERXLINEERYER | 15205 IDRAC Online Help (IDRAC BHI7#4) ) .

@ |+ NPTRIRSEXA , WELETEE “No Signal” (FEEE).
BRI EE A na= B RN ETRLERAY iDRAC B9 DNS BFRag 1P iblit, #N5R iDRAC ;&8 DNS &#R , MIE7R IP #Btk, 8=
5

® N O O Ao

SFFNZEF IR IRSSES
<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>
XFTIRHARSS S

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, ENEHEEESRUESEREREIM. XEATEMENEH ERENMNSERERSHER— SR M. 2%
BRTESRNFISOH R EAURE | FUTLATE—RE

o 7£ System Summary ( ZFIFE ) TAERPHY Virtual Console Preview ( FEHLUSHISTRS ) 234> , B2d5 Refresh ( FlET ) .
o 7E Virtual Console Viewer ( FEHIZHIEEESE ) PHY Performance ( EE ) EINE , &ERIZE I Maximum Video Quality
(EERE ) .

HF HTML5 BEIESIS
@ [3%: 8B4 HTMLS BOF RIBERA ISR TR,

(@ |iE: R HTMLS IGERISHAE | WAERFRIREIFRETR. BMERAMNKEZAEA—MINES. G0, %58
E3E (£E ) HMEAZISMES.

EEFN HTMLS FERESEIE , B IDRAC BEREEI A TUERERIISEIATI | FHS RIS &R BLETNIRE S HTMLS,

Q) |i*: AERT , EBUSH&XEIGE I HTMLS,

EaIEBLA T Az —BEiEE aE B E OB ¢
£ IDRAC E£0+ , BREHEFIETSSIETA ANERDHEE
£ iDRAC EHI=FIE T  REREIERS.
M IDRAC ZXRTTES , &\ https//<iDRAC IP>/console, Wtt75iAFRAEEEH.
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7 HTMLS SR TP FoResIATR
« I

. 3ISIF

S

. BE

. FRE

© R

. 2R

. WFTEERIEE

s

. EUNR

RIS RBIIRSSRIETE HTVLS RS LRSS, FraieREmRameRs.
« BRI - WREAI FRER -

B

SRR
. EEL

fiErss(

BARIME
B — RRERFRNE. SYEBRNARET , S%/SH Caps Lock BT , I BISTIEASHTR. MRESH
Caps Lock ZRIER FMERAFR , NIIBRISAZHESBANETF.
R — IXTE HTMLS EPiEHas2sTRs , FEIIALIT MRAIFRER, REMABLTERS S R ARMERES.
Ctrl+Alt+Del
Ctri+Alt+F1
Ctri+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
Ctrl+Alt+F5
Ctrl+Alt+F6
Ctrl+Alt+F7
Ctrl+Alt+F8
Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F11
Ctrl+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ &5
Alt+Enter
AltHEFSHE
Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+F5
Alt+F6
Alt+F7
Alt+F8
Alt+F9
Alt+F10
Alt+F11
Alt+F12
PrntScrn
Alt+PrntScrn
F1
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.
o JEINR
e Ctrl+Enter
SysRq
Alt+SysRq
e  Win-P
YMELY, — HTMLS EBEUSHI SRS BanAZRE N, MEEGET. U TFEEIEMERA TSI
P
. MREF
BHEMALAEIRS S ERBFTEIRE.
ARRERT, — HTMLS EBEUEHI G IFsE(I0gE. LI TREEIMER A TRFIZE
B
=S
BEMNALERSS: N AMERE.
o BARIDE — RIBRERFERERIAINE. U TEREENETA TR
#2837 ( Windows, FRFTARZASEY Linux, Mac OS-X )
1%t , FohImE
FBX$ ( RHEL. Linux 3REhRA )
Linux RHEL 6.x # SUSE Linux Enterprise Server 11 BB ShR4A
BHEMNALATEIRS S ERMBFNEIRE.
o BHNER — BREEEEUN RIEIA SHEUNRSIE. BN RS B REEILN T FRET 1SO #1 IMG 3214,

@ [it: BEHES ERETF HTMLS REBISHSMEMIEN . FINETF USB AIEENSE. CD & DVD,

() |iE: HFRLFE | £ HTMLS RiFREINEHSHIE/SIENE5RMA. (B Java 5 ActiveX iR , IEAILAEIRHHES
i/ BRRZAEZREHS.

ZIFAYNIESES
FELL TSRS LS HTMLS ERiSsIss

Internet Explorer 11
Chrome 36

Firefox 30

Safari 7.0

Q) |F: BIERFHZE Mac OS BRAS 10.10.2 ( KESIRE ) .

BXATHEHNSSEFRANE ZIFMER |, 15505 IDRAC Release Notes ( iDRAC &1T15B8 ) BTM www.dell.com/idracmanuals 3%
B,

=11l E3d+—4=

Eﬂavm%ﬁﬁﬁaif

%ﬁ&iﬁ}igmﬁﬁué‘ﬁ?ﬁ%ﬂ%ﬁ%éﬁw . SERF ENBRAINE e SER FNRREHAREE | AteEEEREONE™H
NRARIEET .

{§5F Red Hat Enterprise Linux &, Novell SUSE Linux B , IETERSRIE RS @B BER AR Linux EBEIFE, BIERANBAR
R B T A B B SR h s SR ARETL.

HEMEFEEERTPHMRENEARGRT | WRRIRSSSIIRERFSHFENEN. X2HARY Linux BIERSE, Lifecycle
Controller &% , HFESERSSNERINERE SENEHEZEFin LA ERINER SRR SRR Bintin. EfALEE |
BIRE— MRS E RS S SR _FAYRRFRINEEITED.

B IREIEMEE , 1M Tools ( TH ) 3EEI%ESR Single Cursor ( BBMEET ) .

EIQERAIRINE , 1545= Tools ( TEL) > Session Options ( £iFi&ll ) > Mouse ( f&#F ) . £ Mouse Acceleration ( B4R

iE ) IR |, IRIBRIERSIERE Windows Ef Linux,

FZREBNEIREEHRI | 1Bi% <FO> SECERILR IR,
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(© | i: XIHEST Windows EFRANSERATER . BHZIRIERAIFBRIE(L,

HEAEIISH SEERIZE T B Lnux RITHIBERFANSERFR , BEBRIERELSRE, XaseRH GNOME Sma]
FUNSE INERINEESEY. EEIE iDRAC EHIEHIEPIERELERER |, MRt IhEE, BEZERnFUUSEINE | 15
1E /etc/X11/xorg.conf SHAIERARERSHN -

Option "AccelerationScheme" "lightweight",

WERPBAHINE L RIRR |, i51E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml {47 i INEE
M

pe=d motion threshold 0 motion acceleration HEENA -1,

WNERTE GNOME SE EXABEIFINE , BEEIEFIEEERET |, $Z Tools (TB) > Session Options ( £iFi&IN ) > Mouse
(4% ) . 7£ Mouse Acceleration ( EB#RINE ) 1EII-R | 1%4% None (%) .

?37@;5335@%%‘.‘%%%%}?%%‘ . ANREEFAMIEHIEFFE Virtual Console ( EEIERIES ) TUE LIS Max Sessions ( mASIEE] )
EECEAN 1.

Bid Java Bk ActiveX {hftFHIEINEHI SEEFIBREE

1&B]LAS A Pass all keystrokes to server ( {GFiEREERFIRSS:E ) EIHHELEIEH S BEESERITINRES N ETRL
RZFSERZ., MRCEER  CoEESMEREASERRFEaTEIIZH ESIENEE, BEAREERIRS

2 BEEIUEHIEEESET |, $XE Tools (TR ) > Session Options ( SiEi%IA ) > General (iBH ) 1B+ , AfFIEE Pass all
keystrokes to server ( {SFAEEH(EIRTIIRSSEE ) 1IN , LUGEBRRTEREIZERSA.

Pass all keystrokes to server ( FFTERGEREIIRSSES ) TIRERITAEBUET -

o EIUSHIESIEETHREREGZEE ( Java B ActiveX ) [B51.
SIF Java BFIS , WAINEREREE | LMESHERTESRARSEEHBERRMERIERE TIE. WMRFKMEFERE | NEGHE
1% Pass all keystrokes to server ( {GFiEREEL{Z2ZIIRSSS] ) F1 Single Cursor ( EEYEHR ) 1EIN, MREEIHIEFXLIENZ
— , W£BT—&EREE | B RmMEiNERAZ i,
IIF ActiveX B , WIINERARE | A 8SIGRTARTERAIRSEETHEE | LUEETIE. NRKAINFHRRERE | NWEGHIEER Pass
aﬁll;ieystrokes to server (ISFFERBEEETIRSSES ) L. MRESHERIER , NSBR—KEREHE | IERZIErs

10

IFF MAC #EEZE S , [EFE Universal Access (J@Fi5/8] ) THY Enable access of assistive device ( [ERXIEHENEEEIGE ) &
Il , Pass all keystrokes to server (EFrEREERTIIRSES ) IheEA SEE/ER.

o BERAREERILIISERA ST, NFEE R ERAERE NV REAASAFSERETERR.

. EEHEEESRER —Windowed (&0 ) 8 Full Screen (25 )

7 Full Screen ( 2B ) #8=UT | Pass all keystrokes to server ( EFTERHEIRZEIIRS:S ) eeEERANBER TEER.
£ Windowed (B0 ) BT , (NYEIEH S EE BT NH BB 7 SERIRE,
M Full Screen ( 2R ) i &zUEKI Windowed ( B0 ) #&=UAY , LABIBUE BRI BIREIVRSHEIRE.

£ Windows IZ{ERH LISTHIRT Java HESIEHISSIE

RFASE Ctrl+Alt+Del AXEIZERSR | (BRIREZSEIT Management Station 1 THERE.
WNERBSH Pass Al Keystrokes to Server (1ERTBRELRGRSEE )  UTREASREIZERS
N ETESIREIZE
o NYSESHIFHRE
o NIYSEERIFTIRGE
NSTEE IR
o NETESIERILE
o NIYSESWIESRIRSE
o NESESFHAFIE TR
iR
. RNEERE
. EXEEIRHE
- T—HiBERE
e B
EIEN iR
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.« B EENRRE
S = o

o EERNBURE

«  [SEINFRRER 1R

«  [BENAERER 2 R

FTESRANRE ( FEARRRAES  MERFRER ) BIRRXEIZERS. XBEAEIEER. shift, At, Ctrl FI3KR
@, Hp—SRgo i mnE iR ERER.

BN , tNERSIRILIISERASITHE Windows HMERFFHE “Pass Al Keys” ({EIRFTEILEE ) O©2H , NIXHEdL Windows
VI3THFHASE AT |, FHARREEENISERRPESITH. B2 | IR "Pass Al Keys” ({EBFrEIRE ) EBH  WFHE
KERENESERFMIFSEL .

o WNERZEFH Pass All Keys ({BEFrEIEE ) |, NBGRATIR THASEINSIHRASH Management Station EAYRIERFHITHER.

£ Linux IMERF LIESTHIET Java HIEIMEHISRIE
BRELAS , A& Windows BUERGEHITHERT Lo SRS

o YNERSSFH Pass all keystrokes to server (1SFFEREHERAIRSEE ) | BRSIE <Crrl+Alt+Del> (EIBATE Rt EAVRIERS.
»  Magic SysRq $#2 Linux RIZFFIAESH. IREBNSSERS LN ERAELNNFREZERER S , ©IEEERE.
A LMERLAT ARz —7E Linux BEERFE_ LS Magic SysRq $# :

o B—/\%BiHINzl Zetc/sysctl.conf
e echo"1" > /proc/sys/kernel/sysrq

o YNERfSF "Pass all keystrokes to server” ( {EFTERSIEIRAIRSSEE ) | RFatE Magic SysRq SEIRAEZERF LAVRER
%5, ERIBMERFNIBINFITA (TEREEELSNBER TEHS|IS ) RATESRL FEEEAIKREEEA Magic SysRq i :

»  UNER Management Station FEJZFE SysRq , M <Ctrl+Alt+SysRg+b> B, <Alt+SysRqg+b> £EH Management Station , TIAE
RS,

s Y% Management Station EEZEF SysRq , M <Ctrl+Alt+SysRg+b> B <Alt+SysRa+b> IZRESBEESE RS LAVRMERSA.

o RFLIGHEAM SysRq IHEAES (a0 , <Alt+SysRg+k>, <Ctrl+Alt+SysRg+m> £F ) (GIRESE RS , MIAE Management
Station ER2EFA SysRq 1&#E.

B intziztl S fEH SysRq BARE
FAILERUTMEE—MA B ITEEH &5 A SysRg BAR
» Opensoure IPMI TH
« {53 SSH/Telnet BRHMNIBERT TS
{&#HH Opensource IPMI TH
TR BIOS/IDRAC IRESZHFEM SOL EEMEFIA.
1. ESIERHAT 1517 SOL BiEHm< -
Ipmitool -I lanplus -H <ipaddr> -U <username> -P <passwd> sol activate
SOL RIERKHALE.
RSERE ISERMERAE , BE/R Llocalhost. localdomain BRERT. ERRERZAFPBSMNEEESR.
WNER SysRq RKBF , MIfERE echo 1 >/proc/sys/kernel/sysrq BB,
B THHIRE ~B.
f$5F8 SysRq BEARNEFS A SysRa Thge. B0 , LU TFaSBEEHEEmNEER

o AN

echo m > /proc/sysrg-trigger displays

&5 SSH 2 Telnet BLSfSBER1TIE/ZRS (BT B THAERER )

1. IIF telnet/SSH £iF , {EFE iDRAC AFPZMZREESRS | & /adnin> IBRAAMNEITHS console com2, IIEER
localhost.localdomain B~ F.

2. WFEHEEER , BIBRTEAERINIRTEERSREREERIIRS  TRESS5ISERMERARE  BET
localhost.localdomain ZRIETR.

3. [FRBERFGHAPBINEREER.

4, Y8R SysRq KEH , MIfERE echo 1 >/proc/sys/kernel/sysrq /BHE.
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5. fEFREARSA SysRaIhgE. AN , LIT<SREHNSISRS:S

echo b > /proc/sysrg-trigger

@
£ Windows IR{ERF_LIESTAIET ActiveX HIEHIEHISRIE

X$TFTE Windows IRERF LIETTRIET Activex RIEEIIZHIERIE | ISATEREAIERIEPRIIRSSRRINEEAYTASTE Windows
Management Station EiZfTHIET Java RIEEIEHI ERIEHIFMAIT AL , (B TFELRERI -
. &ﬁﬂﬁ’—%‘ﬁﬁ Pass All Keys ({EIEFTEIRHE ) | Wik F1 2EESE5) Management Station IR ERF LHIRNBEFHE) , FRRLT
Click Help on the Virtual Console page to view the online Help
RO Re A RIARRE L RIMZ R,

RFEALIE <Alt + Space>, <Ctrl + Alt + +> F] <Ctrl + Alt + -> RIEFISE RS , IXEARFEEASH Management Station IR
REHITIRR.

it BARRIETTHRERIRREI IR SysRq BEARE.
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{6/ iDRAC BRSS1RIR

iDRAC FRSFHEIRZ—FIXMN RS  ENERERRIRSSR L (BOABR PARTER ) . BULMRMREBRERFNEWER |, LY
IDRAC 1#1T#N7einBE. Bl RAEIMISIRELAECS A IDRAC 5@ (fI40 , Web S{E. Redfish, RACADM #1 WSMAN ) , MifIxd
IDRAC 3 T#h7EiiBE. REJLABCE iIDRAC BRSZIERIZNAIINGE , LI CPU FIIRSSERAMBMFR A LHINEHRE. B3INEHURIER
FRESITRE  LUSHEEER PSU LUMIFME RAEMHITEBIRERITRE.

(@ |i*: iDRACO {EFH iSM kRZs 3.01 FIESHRA.

(D) | i*: {(RIES 2 iDRAC Express 5 iDRAC Enterprise iFaiF 2[5 , Z#E(HE iDRAC fRSSHEHR,

{$FH IDRAC FRSS1ELRAT , iBHaiR

« 187E IDRAC HEBEER. MEMRSEHAIR , LUSFEEER iDRAC Service Module TH8E,

« 1B BEEEF iDRAC Configuration using local RACADM ( {{EFA/S&8 RACADM £ iDRAC EeE ) £,
« BERHE DRAC NEB(SERTE iDRAC HiBIIAEB USB BLkiE .

Q@ [iE:
+  B/XiB1T iDRAC BRSSIEIRAT , BKAMBRT . B&1E iDRAC FHRiZH OS Zll iDRAC BiEiEiE. WNREELE iDRAC IREBERE
EHIbINEE , WISWTE iDRAC RFERIBHTE.
« WEREE T iDRAC HIfY LOM B2 OS Fl iDRAC HiEiEiE , MFSE{EH iDRAC Service Module,

E 2

4% iDRAC JRSSHER

iDRAC Service Module SHFHHRER S

iDRAC Service Module Y5 TIThaEE

M IDRAC Web FRmE{EF iDRAC Service Module
M RACADM =h{sEFH IDRAC Service Module

1% IDRAC IRSZHEHRFETF Windows Nano OS

e S - e
%< iDRAC fRSS1=EIR

EATLAM dell.com/support TEFF&4E DRAC IRSHEIR, S /ilEEERINIR , 7 8EEIRSESHNRIERF L %% iDRAC IRSSHE
R, BXESLEER , 52158 www.dell.com/idracservicemodule LE32AY iDRAC Service Module User's Guide ( iDRAC Service

Module FBF$8E ) .
() |3%: INEERIBERTF Dell Precision PR7910 &,

M iDRAC Express ¥l Basic &% iDRAC Service Module

1£ iDRAC Service Module Setup ( iDRAC Service Module iZE& ) TWEM , B Install Service Module ( &3 Service
Module ) ,

1. Service Module Z3EFER70] FiF7E IDRAC F8IEHIENURIERFFIE L,
X3F Microsoft Windows #ERGFT Linux BIERS |, BIniEa At ERENZARSS 2.
2. ERIRERGIRPIRCAH "SMINST' 9% , SABSEITHEMNAMZA
7£ Windows £ , I SIRRIIHHETT ISM-Win.bat HEE{,
£ Linux £, $TFF shell I27~FF FHHIETT ISM-Lx.sh BIASZ 4,
3. LISTRG , IDRAC SIEIRSEHETR/T Installed ( BEER ) LARTEAE.

@ | i REBIZRISEE 30 PPN ENIRERATA. MR 30 SHARBHNEE | BYAEHEEN Service Module T24&,
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https://www.dell.com/support/home/us/en/19/products/software_int/software_ent_systems_mgmt/remote_ent_sys_mgmt/ent_sys_mgmt_idrac_svc_module

M iDRAC Enterprise 3% iDRAC Service Module

1. £ SupportAssist Registration ( SupportAssist i} ) @S , 235 Next ( T—%) .

2. £ iDRAC Service Module Setup ( iDRAC Service Module i&& ) TWEY , 8235 Install Service Module ( 3% Service
Module ) ,

3. B Launch Virtual Console ( BEIEBIEEIE ) |, A5HT Continue ( 4E4E ) L2 EENHFIE.,

4. BB ISM ZREERXY | ImiEHAHERIIZIRSES.

Q) | i%: REIEFISE 30 PEANENIRERATH, NBE 30 PPHARBINRE , BUREHEINEE,
5. BHISRIIEDFROH “SMINST” §9% , REEITHEMAIFIAE

£ Windows £ , 3 TH&®SIRFHETT ISM-Win.bat #tMES 4,
£ Linux k£, $TFF shell 327~FF FHHETT ISM-Lx.sh ARSI,
6. 1REBFE RIS ZeiETTE,
1£ iDRAC Service Module Setup ( iDRAC Service Module iZE ) T3 , Install Service Module ( %% Service Module ) %50
BELETHEZER  FB Service Module A E7R/9 Running ( IETEIETT ) .

iDRAC Service Module ZiSHRIERS

B =% iDRAC Service Module S3EFRIRERFRIFIZE , iEE1H www.dell.com/idracservicemodule _E32HY iDRAC Service Module User's
Guide ( IDRAC Service Module FBF$ERE )

iDRAC Service Module ¥5:MITH&E

IDRAC BRS51EER (iSM) IRALLATHENTO6E :

Redfish BB S4XT T MK B RIS IS

iDRAC IHEEE

ZHFHIRERFRY IDRAC i8] ( SCIRIEINAE

N iIDRAC SNMP 2845

BEIBERS (0S) 58

5 Lifecycle Controller BEE4IZHRERZRTE
MITESNRFIREEN

Z4E Windows Management Instrumentation (WMI) EIR12HIEF
5 SupportAssist Collection 8%, 1X{UEEFZEEE iDRAC Service Module 2.0 MRa B iR ASHI S 5.
ST NVMe PCle SSD, T HRIFEMER.

miERSERER

Redfish fig & 34X FMILEE 1HEADSZHS

iDRAC Service Module v2.3 B E SR~ 79 iIDRAC IRMHERIMIRSEEN | IXEMERBIEAEIHRE DRAC #Y REST ZFimikE. BX
BZIFMESE | 15205 IDRAC Redfish BLEX 43755,

BMERFER

OpenManage Server Administrator 2455 iDRAC HEMERFSEFNTENE. iIDRAC Service Module 125 iDRAC ZEURIER |, 51

WA ERFBIR. BIERFAIRAFITLIREESZ (FADN), FKIANERT , WIEEREER. NREEFVEMERSZ L=
OpenManage Server Administrator , MIARSZEFIIEIR,

£ iSM FRA 2.0 SNESIRAT |, BIEIERMFRFAEEIEE , EINT RERFAMEZOWNAZA. 5 DRAC 2.00.00.00 5 IDRAC
Service Module 2.0 BiEESIRAECEERRT , BRI FRAMEIZEND, EAJLIER DRAC Web FE. RACADM B WSMan &
BIER.
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1% Lifecycle HESEFIZNEERARSE

1 iIDRAC FREFZINAERT , A LS Lifecycle Controller BEEHIZHEERFHE. XHE{LTFH OpenManage Server Administrator
PUTHIRSEMHEE (SEL) EF. EEFMERFERTETUENBIR ( E2IRITEY , 8iEE RACADM B WSMan FREHISHUTIE
) Egﬁﬁﬁ?#%ﬂ{@fﬁ iDRAC Service Module EFIZIERFRABEF. BEERFRAEEPNEAEEESH SNMP ZRakEMH
e ERHEEER.

BERSTAIERTERT , iIDRAC Service Module RSB RAARIZEF. H IDRAC Service Module BUTHHRIER S HHICTIGBREE
F Linux BUIRERSRT{#ERERY IETF syslog ¥R,

@ i¥: M iDRAC Service Module 2.1 iRFFi& . Windows OS HIff§ Lifecycle Controller HES#I{:ERILA#EFH iDRAC Service
Module REEFHITEE, 1EZ3E iDRAC Service Module S§{E2 iDRAC Service Module ZEE12FRT , IEuILABRRBIZAIE .
AR B L% OpenManage Server Administrator , MIBZEFLLEENITHEE | LABGRIBERFZRHEPHIMESHI SEL &8.

(D) |iE: ¥ Microsoft Windows F1 , JIR iSM EHERFKRET TSR . IARKAMNERAE , EMREM Windows SHFHEIRSS
HKEFRBTNEM oS,

REANIREIEIR

EHMEARKRSNEE—METRHATTEIRE. WRHIEIHEE  WETsERBEN , BRSIGEIR , BUFHREIRTXBE 7 —
#. ASR ERIHATEESCIN , BRI, ESPIKARNSAEENNEICHEES  LBEEEEAT. MR ASREENT , WRE
BIERREUEHBERFAEIERAENSIS,

ERILMITRZERERE | flNEEENEERREHS|IS. EEEXARSE. RERERAREIISEEEH , 1728
FRItIhEE. WIREZ % OpenManage Server Administrator , NI BZEFHILLESNTHEE | LUka HIMES VR ETTHITRS.

Windows Management Instrumentation {2{{{EF

WMI 2—B%T Windows IRZHEFIREAYY B | HRHRERARE |, LE(GRCEAEEPREEEFERN. WMI Z Microsoft 3E
IEARBE S HREIRLZEE/NA (DMTF) BIET Web RITRIETE (WBEM) FIARESIREL (CM) v | LIEIEIRS 2SS, 1BERR
FINBRERF. WM IRHFEFREMF SR AERIESES (I8 Microsoft System Center ) A% , HAVRHETHIAETE Microsoft
Windows fRS3E8.

EET LS FEAE A iDRAC HREY WMI 35%IR, iDRAC f@iZ iDRAC Service Module B WMI 2 | 12HIRBSEBINSTIRER. BABR
T, WMI{EBINEEEERA, iDRAC Service Module ££ iDRAC =i@ 1D WMI B7x WSMan SZUSMIggZE, K EBRE root/cimv2/dcim
WRTES,

AILAMEREHARAER WM ZFiRZOXSSHTIOR. BXESER | BEREEE IS,

AT DCIM_account ZELAEE WMI {SEUFETE iDRAC Service Module HRiRHAITHAE,
BEE WSMan BEESX4REESCE , RIHES www.dell.com/support,

Z&. 59: DCIM_account class 7=l

BREFFHISSNEE X HNFS |

CIM &0 WinRM WMIC PowerShell

¥ EEEsE ) , , . o
winrm e wmi/root/ wmic /namespace:\ Get-WmiObject
cimv2/dcim/ \root\cimv2\dcim dcim account -
dcim account PATH dcim account namespace root/

cimv2/dcim

IRENSEAYSESE) , , . o
winrm g wmi/root/ wmic /namespace:\ Get-WmiObject -
cimv2/dcim/ \root\cimv2\dcim Namespace root
DCIM Account? PATH dcim account \cimv2\dcim -Class
CreationClassName=DC where dcim account -
IM Account Name="1iDRAC.Embedded filter
+Name=1DRAC.Embedded .1#Users.16" "Name="'1iDRAC.Embedde
.1#Users.2+SystemCre d.1l#Users.16""
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc
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CiM 0O

WinRM

WMIC

PowerShell

TRENSEBIRYKERSERY

IRENLBIRYSIA

winrm e wmi/root/
cimv2/dcim/* -
dialect:association
-filter:
{object=DCIM Account
(5]

CreationClassName=DC
IM Account
+Name=1DRAC .Embedded
.1#Users.l+SystemCre
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

}

winrm e wmi/root/
cimv2/dcim/* -
dialect:association
—-associations -
filter:

{object=DCIM Account
?

CreationClassName=DC
IM Account
+Name=1DRAC . Embedded
.1#Users.l+SystemCre
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

}

wmic /namespace:\
\root\cimv2\dcim
PATH dcim_ account
where

Name="'iDRAC.Embedded
.1#Users.2' ASSOC

Get-Wmiobject -
Query "ASSOCIATORS
OF

{DCIM Account.Creati
onClassName='DCIM Ac
count',Name="'iDRAC.E
mbedded.1#Users.2',S
ystemCreationClassNa
me="'DCIM SPComputerS
ystem', SystemName="s
ystemmc'}" -
namespace root/
cimv2/dcim

Get-Wmiobject -
Query "REFERENCES
OF

{DCIM Account.Creati
onClassName='DCIM Ac
count',Name='iDRAC.E
mbedded.1#Users.2',S
ystemCreationClassNa
me="'DCIM SPComputerS
ystem', SystemName="s
ystemmc'}" -
namespace root/
cimv2/dcim

gy,

=2 iDRAC [EEE

BIT(FER DRAC |, IFaTLASNISTHAAIIRSSEE | LU T B R SR . EEai4af, BhY , iDRAC ATaEeEEMIREE SN
N, EXFERT , S REFIRSZEEHEIR iDRAC, EEIR iDRAC CPU , IARKIAsITFIRSSE | siEHITRREERS.

1B {FFETFE iIDRAC FEEIRINAE , Foit(aAY iDRAC TEFLNINL , BERRILIIITIEAE IDRAC EiRIR(E . TEXMEER, EinfEEig
iDRAC , IBFREETIRER S LIREEEMIR, BUABR T | 12 iDRAC WEIRINEEC/ERA. &R LA#ER iDRAC Web SR

\—

RACADM #1 WSMan #14TiFE iDRAC FEEEIS,

S HiE

AR Windows,  Linux 1 ESXi #{FRFHT IDRAC EEEENIGSEAG .
*  Windows

« {ERZRHE Windows Management Instrumentation (WMI) :

winrm i iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

« {ERIZE WMI R
winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-

passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck -
skipCNCheck

o IB%IskIEEEAIER Windows PowerShell BN :

Invoke-iDRACHardReset -force

Invoke-iDRACHardReset

- [EFRERRERES

{iEF iDRAC BRS518IR 239



JHESERME | iISM 7E Windows RIERFHY Program Menu ( 25 ) iRHHESR. 2/&5EE Remote iDRAC Hard
Reset ( itf% iDRAC [@EI& ) iETHT , RASIEREHIALIEIR iDRAC, FHBHIAS | IDRAC BEIGHBSEREIERIZER,

() |i*: ¥£ Application Logs ( IFIfZRFHE ) ZXAITRI Event Viewer ( BHESR ) FERTUTESHE. HESFTEE
(Wit —ERY¥ERE.

A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account
is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

¢ Linux
iSM AITEFTE iISM Y Linux BERF EIREFHITE S, ERILUBILER SSH SiRE T EERIBMERFLIETIHSS.

Invoke-iDRACHardReset

Invoke-iDRACHardReset -f
e ESXi

TEFRE iSM SIS0 ESXi BER S £ | iISM 2.3 IS BREIRRIESRE (CMP) AIEREIER | LUER WinRM IZfi2f $imiEh
17 DRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstancelD=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

)

®
%. 60: HHRALIE

i¥: fEEE iDRAC 28 , VMware ESXi IR EEHAS R HIBANER.

it: BF VMware ESXi IR{ERFRIBRS , iDRAC BIREF2RLEFEE. WIREFNER iDRAC,

ot 3 1568

0 v

1 A3z#5 IDRAC EEEMY BIOS k4~
2 RIFFE

3 Pl

4 iDRAC EEiREM

%J iDRAC SNMP E3RAYHE AT

1BId {55 iDRAC Service Module 2.3 b , RTLARISCR B FHIRIERFHI SNMP 224% ( Z5{U1F iDRAC &ERRAVESIR )

BRI LATEAECE iIDRAC RIIEI R iIDRAC SNMP 4z , FHEITEENRER S LECE SNMP [EHIBnniE EERS. &
iDRAC Service Module v2.3 BiERMAS | LLIIRESGBRIER S A EHERNFTEERE AT SNMP BB,

Q) | i%: IZIDEELRE Lifecycle AEESINELEBINE,

() |i%: 7 Linux IMERG L | iZNEEEEET SNMP SIS (SMUX) thiXEEEERIZIERS SNMP,

ABRT | WWIEEFERRS. REWA SNMP IRZHNHIRS iDRAC SNMP IREZNHIHET , (BEicRBETEEEREXAN
IRAYTUAR SNMP E4R, BN ERFRIETINEIR , AR ERARE .

S HiE

1R Windows,  Linux #1 ESXi B ERFRIGSEERATTIE.

+  Windows EEESR
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« {ERZAMHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]1"}

. (EFRERE WMI R
winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck -skipCNCheck

« Linux IMERSR
FEFRA iSM I Linux BBER S L | iISM IR T EIHITH <, SIS SSH siEX T ESRIBMERFALLE TGS,
LALiSM 2.4.0 FFIaRT |, 1EeTLMERLAT @4 Agent-x EEEAZIAMNIN | K355 IDRAC SNMP #RZ -

./Enable-iDRACSNMPTrap.sh 1/agentx —-force

WNERKISE -force , MIRREEE Net-SNMP HEFZE snmpd RS
- ESAILIHAE , iEHITLATIRE

Enable-iDRACSNMPTrap.sh 1

Enable-i1DRACSNMPTrap.sh enable
- EZERITIRE |, IBHUTLATERE

Enable-iDRACSNMPTrap.sh 0O

Enable-iDRACSNMPTrap.sh disable

@ |i#: --force HIAAIELE Net-SNMP LA RIAM. (BR , By AEREHMHET.
+  VMware ESXi i#{EES

Efg% iISM 3ZHFRY ESXi BMER G L |, iISM 2.3 IS nBREIRRIERE (CMP)) JAIREER | LAFER WinRM IZf2m<Sinizg
FHiZINEE.

winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

®
iE: BXEZIFEMEER |, iBSPITF www.dell.com/support. Y In-BandSNMPAlerts Hi AR EH.

iE: BRAEBHEEHEIE VMware ESXi RFR SNMP 188,

®
B FHIRERGIIE iDRAC

BT ERLLINEE | SR LAERENL IP #ElbiEid iDRAC Web FRE. WSMan # RedFish REBCEFUSNE LSS , TEBCE iDRAC IP
btk NER IDRAC BRS3 S8 REC B ek eFAER— DRAC EiEaE DRAC IRSEEZAICHEIE | ST LAFEAZAIAR DRAC EiE.
£2[ Windows IE{EZR Y iDRAC iflE

ERILMERLIT AR — T ES

» (8B webpack ZZE iDRAC aITHEE,
o {#H iSM PowerShell I H{TE S

B EMR MSI 3%
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IEEILUEISEF Web G%Z5ITHRE, LHINAE/EEARY iSM LaEh B2, WREFA , NECANMITHROSR 1266, FaTLAE 1024
7 65535 KREEIRIESUILIROS, ISM SISEEEEMRZE DRAC, ARG , iISM EEIE— MNILRHKEHIN OS2IDRAC, {IFiHmOSHk
INEHRIER G OS2IDRAC BEXIERING |, BRI ENERE. IWINEEERAER , BXERNIEEEEA.

LAiSM 2.4.0 FFeaRT , @3 EERLAT Powershell cmdlet , ERILME R HRIASF ISR ORE

Enable-i1iDRACAccessHostRoute —-status get

HHSMEERESDEEREEmLINE. NREBEIZINEE  CaRRMITROE,
@ |iF: BiLLIEEIER THE , iSHF Microsoft IP Helper FRSSIETEBHIER S HIETT.

Fi51a) iDRAC Web RE , BIENESEEHEAEMET, format https://<host-name> Bf 0S-IP>:443/login.html , H :

+ <host-name> — &7 iSM HEERIED OS 1518 iDRAC IHEERIIRSSES LA ENE., MRFNEREE , Eol AR
{EZ S 1P Hbtlk,

« 443 —BUAN DRAC KOS, XMFAEEROS , MinsOS EAREENEEEEEEREIZROS. EaJLUBIY iDRAC
Web FRE. WSMAN F] RACADM REEXIHOE,

1Bi3{EF iSM PowerShell cmdlet Rt H
WIRLEE iSM RTZERILTHEE | SR LAER iSM IREAILLT Windows PowerShell 5 /S FiZINEE

Enable-iDRACAccessHostRoute

RELEE TINRE , BRI LUBIIER PowerShell f3 S LARABNANEIEEREIENE. ATRRIETNT

o KE - BEOER, BEARSANSEERILLE True, False B get,

o B0 - XEMITROE, MREREHHOE , NFEHEERIA OME BOE (1266), WERIKESSEESN "FALSE” |, BRAEE 2R
SHERED. BUTEA— N RALIEEEENFIRORS. finOSRETBERIER 0S2IDRAC TR XIENN , FE
SRR O SEES DRAC, {BRTBER 1024 £l 65535,

+ IpRange - ILSEE %R | SREAASIPETEVURIERSHEES DRAC #Y IP HEUEERE. 1P e EREETC2EREIEERH
(CIDR) #&=t , 2 IP N FMIEISHIAS. FIa0 , 10.94.11.21/24, 3T DRAC ISR R FATESEEIFIAT IP i,

®

iE: IIDRERSZHS 1Pv4 titik,

£2[H Linux IFERSHY iDRAC ihld

EET LI fER Web AT FIAY setup. sh MELREEITINAL, IWINASEZRIABELEY iSM 24 B, BSFBILINAEAIRE | Bl
BUT&®S

Enable-iDRACAccessHostRoute get-status

BRI, BRFAEELINGE  BERUTHS

./Enable-i1DRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

OpenManage Server Administrator 1 iDRAC Service
Module BJ1=

ERSt+ , OpenManage Server Administrator #1 IDRAC IRSZAEIR AT |, FFoT4R R IFftIEsriz]T,

WNERIGBTE iDRAC Service Module Z2EHAEIEAYIIIGE , MITESSRZZESR |, ¥NER iDRAC Service Module F&UEITETE OpenManage
Server Administrator , NS AESMSNTIEEEE, @05 OpenManage Server Administrator IEFEIZ{T , M iDRAC Service Module 157E
ERINRERST DRAC FREAESMNIENIIEE,

éi&le«‘,{}ﬁbﬁﬂ iDRAC SREIEHE XS NINEERT , EHITHEREAMEE , HiRIE OpenManage Server Administrator 2B IEEIZI TR
= FAIEE,

M iDRAC Web R H{#F iDRAC Service Module

EM IDRAC Web 5RE{#A iDRAC Service Module , IEHTLATIERIE
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1. %5Z iDRAC Settings (iDRAC i&& ) > Overview ( %S ) > iDRAC Service Module > Configure Service Module ( fit&
Service Module ) ,
15571 iDRAC Service Module Setup ( iDRAC IRSZHEIRIGE ) TaM.

2. oI EELTIN
EEFHURIER S EZ%E0 iDRAC IRSHERRAS
iDRAC HhfY iIDRAC IRSHRIRAGERSIRZ.,

3. BERITHINENINAE , BERIAT—NERS NG

OS Information (B{ERAEE ) - BEERMEERANEE.
Replicate Lifecycle Log in OS Log ( EFHEERFAETRIEDBEIAE ) — &1F Lifecycle Controller HEEHIZRRIER S
BE. MREERSE LZ%E OpenManage Server Administrator , 1§28 FAIL%EIR,

« WMIER - 8§ WM ER.

* Auto System Recovery Action ( BENRRIREIRE ) - THEEE ( LIMARM ) FAERF EHITENIRSIRE :

- Effi5IS

. XHARFKHIE

. EEBFEXHARER

WRBERS 2% OpenManage Server Administrator , 1525 ISR,

M RACADM H{tiH iDRAC Service Module

ZEM RACADM {5 IDRAC Service Module , {5 ServiceModule HPHIXIER,
BXEZ(ER , 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BIM www.dell.com/idracmanuals 3KEX,

1% iDRAC BRZ1EIREF Windows Nano OS

BRI | 15215 www.dell.com/idracservicemodule _E3EHAY iDRAC Service Module User's Guide ( iDRAC Service Module F§F
18 ) .

B85 ISM [RBRBIEDET | iBERLATE< cmdlet :

Get-Service "iDRAC Service Module"
{5 WMI B¢ Windows PowerShell &if) , #&RILABEEEHIN Lifecycle HE :

GetCimInstance -Namespace root/cimv2 - className win32 NTLogEvent

BAMERT  BEESRENERNAREFSESBERET.
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([ USB ig[Ii#1TIRSH=SIE

7555 14 RIRSS 28 L . AI{EREH Micro USB imO3RECE iIDRAC, {#H Micro USB imA#ATLATRINEE
« {FF USB MEEOERRRFLUFRNRFESIETE |, /5140 iDRAC Web FREFN RACADM,
o EI{ERFMEE USB IXshEE ERY SCP X4 EL EiRSSEE.

() |i*: 2EE UsB IR0 , KEBIE USB IahzE ESANIRSREERENH (SCP) XIFREEIRSE | BURRBRAEHISR.
BXEE USB isONEZ(ER , BINiERRP 158 13 K ESHRESHRA LS E UsB isOFISTE usB IRENEE" .
EREETE USBIRE , 5% E iDRACIRE > 188 > B8 USBiRE. LI TEIRATA :

USB E1ix0 - EFeBALISRinOEERE USB IXshEERT S SCP X4 |, gifFFE Micro USB im[ifia) iDRAC,

Q) |#+: &R USB IREIERE S EMAI SCP 3.

(@ |i%: (M OTG iEELEEM Type-A E5EH Micro-B USB, REIFM USB SELESRHITER.
iDRAC &8 : USB SCP - IEEL I ™ME—FPIEDT , LUBIESAFHETE USB IRzhES EAY SCP X RECE RS,
- BEB-ZHSCPEA
o (NLIRSHEGKASIELEREBR - RIEFIEDT , NXTF FFNER |, (REKREHEAZBI A BES SCP :
BIOS
iDRAC Web RHE
N EREMEE MR - SRS ST E4at&T0R 2 FeiF SCP XS,
Q) | i%: IR AR A S IRIA EARRIS . ETLMEE Zip SHAUSEEETRE A\ S RIEMZ Y.
SR - EFRIETE F ST HIES A SCP M4 MAIZTIEE.
£/ -
BT B USB iEERA iDRAC FRHE
55F8 USB 12% _EAIARSSESECE 4 ELE iDRAC

Eid Hi% USB iE%i1E iDRAC RE

IDRAC Direct THREAYFRET RS AL H BN ESREEREE) IDRAC Y USB 301, IKINBEAYFREIES DRAC SR ( 4 Web .
RACADM &1 WSMan ) S8BT AR IR S S B TERIAE IR,

BXTHEHNSSERIBERZIFIZE |, 5515 IDRAC Release Notes ( iDRAC &1T588 ) BJTM www.dell.com/idracmanuals 3KEX,
Q) |i%: INREEAIIE Windows IMERS, BT HEEERE—/ RNDIS IEHIZFLMERILINEE,

EEiT USB i[iA1a) iDRAC 5B , iBHITLATRIE |

KIAFTE &ML , FHETFSHE TR ZATER.

BERERERA USBImO. BXESER , B8R iE USB EEIRORE.

EFR EENTENLEREN P #Bik 169.254.0.4, TIREFEEEFLELIREN IP ik, iDRAC BRSSESIREN 1P #blik 169.254.0.3,

FHA(ER IDRAC MZRFRE , 5I80 Web FE. RACADM, Redfish 8f WSMan,
540 , B8] iDRAC Web FRHE , IBFTH—NSAONIEEES | SBAMEYE 160.254.0.3 , $AJG3% Enter .

24 iDRAC fsEF USB im AR , LED NIRRT FEEIRE. INSRERESFIDR,
6. STRFTEIRIERS . MNERSRbMRTT USB EB4S,
SRS LED ¥%14.

{5 USB 12& LRYIIRSS=EHCE (4GS iDRAC

& iIDRAC USB BR[O , EAJLAXY IDRAC B TERSSASECE. £ iDRAC FECE USB EIRImMIRE , FHEASBRSHREEXMR
USB iR , A1 USB IREFHIIRSZRECENHSAE DRAC,

ENIENIEN

o
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T: ABERBEM USB iRFERIRSSRAT , AHEREMA IDRAC EOIRTE USB ERIRMIRE.

ficEe USB ElRIR[h&E

ST LAERZRSE BIOS [BAEEEA iDRAC Direct USB imH. SAZEZREE BIOS > EMIRE. EFITHTER | EEXHT SR iDRAC
Direct USB %[,

£ iDRAC & , BB A IRSSRIEFINRA BEECE USB BRIk, EiEE USBIRER , EREHEMREISE "BE4RRSEm"
RO T ER USBIRBER,
ETHIERT , 7 Lifecycle Controller B&HER— NS -
RELTF "BE1" 5 DRAC IR , FFH USB iIRECEATBER.
USB ERim RN 18K,
B EM IDRAC tIHREHRERS.
IREM IDRAC SR ER S
HiZFHBEE USB HIUSEr A EIREKAT | RSB ITTEE | HFESBSUTEMERTERES
25 . BEFiaiTIRR
7Y - USB u%
FEER T ;&
fﬁiiFE’\JJ‘@_%D : EE?EB#F‘ SNMP &R, ImFE&R G HEF0 WS =4
BE . %K
ETERT  BEREREEHIEEIZRE Lifecycle Controller HE :
o BT "IRSSESEE AFPRURAVER TEINECE USB ST IRO.
USB iR#&1EH iDRAC M , HEEEiHgK USB EBimOER,.
USB i8%Z1IEH iDRAC A , HEEBKRISSE.

R Web REEIE USB ERiRO

EFLE USB iwO , IEHUTIATIRE

1. 7£DRAC Web FES , %% iDRAC igH > > &1# USB iRH.

2. UsB BIEIROIRENEEH.

3. M IDRAC &2 : USB SCP EL&E MR PSRk ERSSSE (BESNFHETE USB IRass FAARSSSECE4SC )
- X[
. (REESHEEHRAEELENEH

(= FEERIEE S
=1

EXEFERINER | i5513 iIDRAC Online Help ( iDRAC BEH1EEED ) «
@) |iE: EESER "(EEENREXGER" ESAREEXHZE | iDRACI AVFEERZIERIFERIH. EaILL
M “Zip XHAIRE" RITHN\ I RIRIZ I,

4. BFRARNARE.

(5F RACADM [Ei& USB E1Hifs

HRIE USB EHiH0 , IBFERLAT RACADM FiSFfIXdsR :
EEE USB RIS :

racadm get i1iDRAC.USB.PortStatus
o BEBHEE USBIROES :

racadm get 1DRAC.USB.ManagementPortMode
- EBE USBIRBIEIREM :

racadm hwinventory

5 USB iGiH{TIRSZSREE 245



< EESEEREE LHITRE

racadm eventfilters

BXEZER , 5515 IDRAC RACADM CLI Guide ( IDRAC RACADM CLI $8§Eg ) BJM www.dell.com/idracmanuals 3REX,

{5 iDRAC 1R B2 HiEFEcE USB BEfixO

ZRCE USB im | IBHUTLATHRE

1. 7 DRAC IRBAFRERF+ | BZEN K USB iRiRE.
557 iDRAC i8 B/ EFH] USB iR [1i8BTE.

2. M iDRAC Direct : USB Eg& XML THREREHEFEMLAEERS S ( BIESAFEE USB IXaNZsPRIIRSS R ECE 4
W)
- BEH
« (REESHEEHRAEELENEH

«  (NEREENEE
- BiEH

BXEFEBIER | 1525 iDRAC Settings Utility Online Help ( iDRAC & &2\ FRTEFERHEEED )
3. BiE—2 =R AERGRUNERE.

M USB @S ANIRS=EEE

HER1E USB IRFBRIBEE R EE—PNEFRA System_Configuration xML BIBER , iZBREE config F control 344 :

+  IRSSESECE A (SCP) 1T USB iRZRE R THY System Configuration xur FERF, WEHHESRESSENFFERG
&3, HpEHE iDRAC, PERC. RAID 1 BIOS HEM., SaILlmEBISH R ERSSE FMEHaEYE. SUEBrILIE

<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-
config.json, config. xml_f,config.json°

o BRI - BF-LSHUIERISNRE | FEE DRAC IRAPHIRBAGNEN. SR EhEa=154%:

+ ShutdownType - IEE. &%, FEH5IS.
«  TimeToWait () - &/MEH 300 , &= K{EJ 3600,
o EndHostPowerState - FF/3%.

control.xml {43 :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

BB BIRSS SRR BEPU TR,
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() |iE: ESA SCP BY , ANSERY SCP X{4RpY USB BIRiRE | RSHUFILRMS{FILRMERE TR, EILIXT SCP FRIE

TERINERE | LABREIRAIRE.

EEIRS SR E M USB iZF S IDRAC :

1.

8.

FRE USB STEfEHR -

1% UsB BRI IR E HA@NEL iDRAC,
« J5iDRAC EI2 : USB XML BB IR ENERKIAEIRER=EHA.
BEE configuration.xml F] control.xml SA4HJ USB [NTFEEHEN iIDRAC USB i,

@ [3F: XML RIS AR BER S ANSH, RIE—SHE)E,
BT USB IRBIRERTHI system Configuration XML FEHRTEAMRSESEE. BRUTIEAINZSUL

<servicetag>-config.xml / <servicetag>-config.json

¢ <modelnum>-config.xml / <modelnum>-config.json
config.xml / config.json
IRSSREE XM ENRSEFA,
MRAKENCECEN M | BFRIFLE.
305K iDRAC EH : USB XML EEEBEIRE HERFNASREBREE BOS REFEANT , BiEWRHEH— IDRAC AAFIKFE
WIER  NEBR—FIEREEFHE LRE,
LCD [E#RF LED (4NRE ) 2B - EBRsSAFIL.

MRFEFOMEREE , FEEHMGPIXARBCIEENAEMSIS | NSRS ISkSRULERE. B, RS
KBEHSIS  FNAERE. (NERSHEXDT , SNAESMRNEE | AIECEERENSISIEN.

SR ZERE | LCD/LED BEmzZ P BT, MRFEEHSIS  LCO B%ESHIREE TN "&iF  FRHEEHSI
=

=7

SNR USB IRBBNERS ST | WESNERERERSICRAE USB IREHHY results.xml X4,

LCD B2
WS LCO WIRATA , ERRIMFBRATRE :

ISR

SN - IEEM USB IR EEHIIRS 2RECE X 4RT.
RZFE - VRV IEFEHATRT.

B5eh - 1R EMRIh5ERAT.

ERERERR - (R EFemRERERIR,
BN - Rl EXRW.

BXEZFMER | 1RSI USB IRE LRIERX .

LED UXK4TA

USB LED f&/RIEFEfER USB i HATRIBRSS 2RECESUHRFRVATS. It LED AIRERNERTRIERS.

ERBIRESE - IETEMN USB IREEHIIRSRECE 4.
EEBINNF - EEHITIFRLL.

EIRIFENE - (RN |, SETHEREIR.
EFBRESE - (R EMThEH.

Q) i*: f£ PowerEdge R840 #l1 R940xa H1 , ¥ISR{FTE LCD , 2§{#F USB ix[i#{TSNIZ{ER) , USB LED A&k, {6 LCD 1§

BIRMERS.

HESHERT

BRSNRFCRIATMER

81 Lifecycle Controller BESHAEFIEREM USB HITETISNRIRIE.
R USB IRFIRIFNIBEANIRT | &7 USB NEE ERNER IR ER,

BEFERTEFHEAE—NEA Results. xnl PHERNMY , HPEEUTES

IREHIRE - EENBREREWEL ID 8REERZ [FICREUE.
{EAL ID - EENEBEREEL ID ZEIEREUE.
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{EAVAIFFA B EBFORT(E) - IESANREREEL ID Z/FICRETE.
R - ESNERIEREFL ID s ESER T AN REUE.
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{§F Quick Sync 2

FIFATE Android B i0S 5k _EiE1THY Dell OpenManage Mobile , #XETLURFAMET5/518)80183Z OpenManage Essentials 5§
OpenManage Enterprise (OME) =#I&15EMRSS 2. EAIFEEERSHFENSR. BF LCHRAFHHE. M OME ZHIEIK
BEXBNRENIRIEM. i 1P MIEFER IDRAC Z3. BIEEE BIOS Bt | LIRIRRREESHER. SthaLERRS
25, TRRGEHEETIAE) iDRAC GUI,

OMM BTLAM Apple App Store BY; Google Play Store 228 &,
TR TIERG TR %% OpenManage Mobile RIFBFERR ( 373 Android 5.0+ Fi0S 9.0+ BENi&#E ) LAFF iDRAC Quick Sync 2 5
EEIRS .

@ |i*: FBHRBEFRFENLE LEE Quick Sync 2 EIRAIIRSEEH.

Q) |+ IhEEEBITESRA Android IE{ERFH Apple i0S RIIBENRE EZXIS,
FELEIRAS |, HINBEEFRESE 14 fX PowerEdge FRSSE8 EEBRTA. BHE Quick Sync 2 AMIIEHIER ( RN\ EEMNZERES ) 1
EERRIEES (LR Wi-Fi ) BOBEn18%E. Bt , CEEE HTHE , FEIIRMKE iDRAC HRI4FET,

@ i*: BXE MX EERERTPEE Quick Sync 2 BY¥E . i5Z1 OpenManage Enterprise Modular User's Guide
( OpenManage Enterprise Modular FB/#5/2 ) 1 OpenManage Mobile User’ s Guide ( OpenManage Mobile FF#5
/) , Rl : dell.com/support/manuals,

iDRAC Quick Sync 2 FLEITEE :

@ |iE: FERF Mx Fa,

& Quick Sync f§ , BEGEAMIEHIEIR_EAY Quick Sync 2 %50, (R Quick Sync 2 I5RIT =S, BIIRENIREIHA Quick Sync 2
{EE ( Android 5.0+ & 10S 9.0+, OMM 2.0 S{EEARA ) »

BT OpenManage Mobile , BTLAFATIATRIE

. BEBRER

BEGWER
FEBEA DRAC MZIZE

Bk OpenManage Mobile RIS |, 15217 Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FHF38Eg ) B
M www.dell.com/openmanagemanuals +3KEX,

E 2

EEE iDRAC Quick Sync 2
(ERBENERES DRAC 58

ficE iDRAC Quick Sync 2

1BIT{EF iDRAC Web RiE. RACADM. WSMan #1iDRAC HIl , #aTLELE iDRAC Quick Sync 2 THEELLS aREahiRes -
o Bl - EEAES. RENEER. E52IA%E.
- B - EEENEEHEHEZA, BAEMECERE.
o BAYERE - FREEF Quick Sync 2 2 [GRYRTE]. ERAEER R, BOAMBER 120 7, SBEY 120 F 3600 P,
1. WMREBR , EILUEEREXA Quick Sync 2 IR Z GHIRTE. B3 H | IBRXIREFTEIER.
2. MREEH | TSRS N BRI,
EEISIE - Bc BN "BERT | XA,
WiFi - &8 "EBR" | XEIAEI.
EWEE "IRSEEHE" SRR EXEIRE. TEENSISEFIMFREEY. BEZRE . EHLEAMiEEmik EEGE
Quick Sync 2 #¥£$H. IR Quick Sync 8-S, ARG | BEBEREIHA Quick Sync E8.
HEERBERLEIEKAS , £7F Lifecycle Controller HEHIER—1NEE.
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{5 Web 2 MAicE iDRAC Quick Sync 2 188

ERi S iDRAC Quick Sync 2 :

1. 7£iDRAC Web REH #ZE Configuration ( BiE ) > System Settings ( RHIZE ) > Hardware Settings ( #{th&EH ) >
iDRAC Quick Sync,
2. 7£ iDRAC Quick Sync ZB5H , M Access ( ihI8 ) THRISEEAIEE TFEILZ —LATIE) Android B, i0S #BaNiRE :
Read-write (1£5 )
Read-only ( RiE)
E22H
3. [SFITAYES.
4. 1EEERRE.
BXREFBRINEZER , 15515 IDRAC Online Help (iIDRAC BXH/1E5EN ) .
5. BEMANAIRE.

{F RACADM it & iDRAC RiERZ 2 188

EFCE iDRAC HIERRE 2 THRE , i5fFEA System.QuickSync Ay racadm Xigk, BXEZER | B2 IDRAC RACADM CLI
Guide ( iDRAC RACADM CLI 18§ ) ®JM www.dell.com/idracmanuals L3KEX,

{6 iDRAC 12 B2 HIEHE= iDRAC Quick Sync 2 iRE

ERLE IDRAC Quick Sync 2 :

1. 7£iDRAC GUI H %= Configuration ( BEE ) > Systems Settings ( RHIRE ) > Hardware Settings ( f@{%i&% ) > iDRAC
Quick Sync,

2. 7£iDRAC {RERIEZR S -
EiSyaatal =L ]| B
S FEERT,
B E X AYERPRE (SEER 120 ) 36007 ) .
EXBFRINEZEE |, 158158 IDRAC Oniine Help ( iDRAC BXHIESED ) .

3. {foxrBAs Back (/51 ) . Finish (525% ) #lYes (2) .
BRI AIRE.

(EREHIREES iDRAC (ER

BENBINEFEE DRAC (SR , B EL BRI Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FBF38
) AT M www.dell.com/openmanagemanuals E3REY,
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=i

= i,ﬂﬁu;uﬁi by

Eiféﬂﬁﬁﬁ%%ﬂﬁ%%%iﬁ &) Management Station LAY/ ERIREEE ML ZRY ISO CD/DVD B , BUFHEER EIRS R LANIRE

{EFBRERATRTDRE | 1&EJLL
B RS AR RN R SRIN R
RN R
< EHREER
« EXERRLLREFRR
XBERTIRINEIRS ST, ERUARR MERT IR .
FEIIRE

o EHENERSHSERIER (CD/DVD)., HEIKENES ( BIFET USB HYIEENES ) 70 USB INFEE.

o BRALUEERERG FR—MRE. USB RSIREIES. MGESEALAR— M ERIEMSREEIISERR. IFREIRENEEEIE
MG — N FREIRIES. SSRGS EERES — NI R R IREIRTE—1 1SO UGS,
TEERTHENENINRIZE.

T EMEERANLIAIE] IDRAC BUREHIEREE N R,

AESERS L |, HEEENEUN RS SEIRIES.

EETF Windows IZERGF L, IIREIN RIS EMINHEERMEES | NSENE.
EHARERENET Lnux WZERSK L , BN RIRSIRSRB TR, EF LIRS , BFEA mount f<,
MNZERF R BIFRE EPEREESHIREKE BT ML A ZE Management Station,

ERGNEE TG ELENRNZER S L , EINRES BRI NEEIES.

BRI LITERN R E RFEHE Management Station CD/DVD 3Rzhgs ( R ) |, {BAREEHER USB MME.

AN TRZEDFE 128 Kbps BIRTFRILEHER.

WNER LOM 8 NIC 5Kl , BN R RIE I RES .

Managed System Management Station

f/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw Remote Floppy

4: BN RRE

E 2

o ISHUIRENESFOIRE

s BEEUNER

o ipAENER

. BT BIOSIEES SEE
s BEREEIINRES

SZFFRYIREIRE TS &

TR T B U RS9I A RR.
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. 61: SZIFHIIREN RIS

IRENES TISHFEENR
B s B 144 RERES 1.44 IREIXTNES
+ CD-ROM
DVD
CD-RW
48 CD-ROM NEME &S IKENEE
BRI T EE « 1S09660 #&HI CD-ROM/DVD MG
+ 1S09660 EILHIIREZ MG
USB [ 8 CD-ROM MMEAY USB CD-ROM IKz/ES

* 1509660 t8TUAY USB INTFERBME ST

BeEERII TR

BEEMNRIZER  BIRCHEE Web NLTEELUER Java B¢ ActiveX 1EE.

{§5F iDRAC Web RETCEERINE

BREENUNTRE :
BITEMN ERIEREZER iDRAC, BUSFEFRER | BIFHIREER.

1. 1£ IDRAC Web RES , #Z Configuration ( fg& ) > Virtual Media ( EIIRE ) > Attached Media (EERINTER) .
2. IEEATHRIRE. BXEZER | 15815 IDRAC Online Help ( iDRAC BXH/1IE5EN ) .
3. B Apply ( NIFR ) (RFIRE.

{£F RACADM EcEB RV R

EREEEINGR | £/ set as$LAK iDRAC.VirtualMedia HHAIRISR,
BXEZ(ER |, 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BAIM www.dell.com/idracmanuals 3KEX,

(£ iDRAC 2B 2 HiEFEEEMER

B IDRAC IREANFITEFMIIN. DEEEEIMNNEMNE. EHRATIHRE

1. 7E£ DRAC IREXNFIERYF , BEN K USB IRMRE.
557~ iDRAC i8 B\ &FH] USB iR [1ig B T@E.

2. 1E Virtual Media ( BN ) 359 , tRIEEKIESE Detach (IFE ) . Attach ( Bffhll ) 5 Auto Attach ( BEDFfIIN ) . BXIEIR
MEZ(ER |, 15505 IDRAC Settings Utility Online Help ( iDRAC I8 B2\ FIRERFEAH1EEE) ) .

3. {fkXEA Back ( J5IB ) . Finish (585 ) flYes (2).
BN Jﬁuﬁﬁﬂmﬁzﬁaﬁ

Egﬂg I ,ﬁ ’Ik:u*ﬂ %ﬁ ﬂﬁlﬁ_“z

TEFRIRA T ETHINN IR ERIRSIEAL
. 62: EEMINRRSHR AR

FEINAYTT BRIRTS RS IR
nE TR IREIZI R 5.
iy Xi7] Client View ( ZPIRRE ) FHEZEAILIREINER.
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MBS BRIRTS AR
BN E Client View ( ZFiRilE ) FTHEIRGINER , BFIRIRE A RS,

BFEEEM T RPER RS EE

Bt ENE BRI  TRELIFSIKEhEs eI W, EHTIRIE | 187 Windows FEETEZEHHY Organize ( 4H4R ) KHEAG
EAE Folder and search options ( S{4FFBEZEIT ) . 7 View (B ) EInE+ , BUEES Hide empty drives in the
Computer folder ( BEfEitEHNATPRIZIREZT ) FEIHERT OK (HE ) .

IBIAEPLI TR

(BRI R NSRS SRR R, BRI EZAD , SUEREEN Web JIKE,

BINGRS RFS 2ERFM. IR RFS EEATEIRE | MAHEEREMEMNRERiGE B LEERUTEIRES
Virtual Media is currently unavailable ( ETNE2SEIF<E]/H ) ., A Virtual Media or Remote File Share session is in use. ( EETNFEEL T
BEXARERF I FAEEFT, )

YNSR RFS IERFIRENRTS | BALEGEXEMEUNRZ P , FILAREE G, REELUERRUNREFmER
BRI BRET RN BRI A=E,

(ER EIE S SR ER TR

B EIEH S EHEIUNRRT | EHRR
SEREIEHE.
REABE NIRRT IRGNES — £ Windows ZRETEESH , SfnZ| Folder Options ( X{#¥FiElR ) , FEkR Hide empty drives
in the Computer folder ( [EiEGTEHIHFARAITIRENES ) 1IN , REHE OK (IRE) .
BERAEIEFSEREINE
1. 7£IDRAC Web REF , 2= Configuration ( BZ& ) > Virtual Console ( BIEHIE ) .
B &7 Virtual Console ( EEHMEHIS ) TUE.
2. EA; Launch Virtual Console ( EIEIISHIE ) .
Virtual Console Viewer ( FEIISHIEEES ) BISE50.
Q) [iFE {£ Linux £ , JAVA 2EFFEELISHEREGAREZE, £ Windows Lk, 3TFF . yn1p XHELMER Java BEERUESE
#Ha.

3. EAfh Virtual Media ( E#I/YEE ) > Connect Virtual Media ( iZEEERINE) .
B ENRSIE - 7B Virtual Media ( BN ) KRB EROTIETRIISEAIFIZR.

@ |i$: WGIAEEE Y ERRT |, Virtual Console Viewer ( ERUZHISEES ) O MRISIED.

AMEREPIERISREIEITT R

SEREUERIEN | TEEMEMN R , B

REUNERET HIARTS. EHUTICRE | W AR ER 2N,
« BREABRENETTIKANEE., BHUTILERE | 157 Windows RIREIERRRPHEEMIGELR | SRR RN RIS IRERS
I, A REIRE.

LEREERIER  EhEEMUNE

1. £ IDRAC Web REH , HEEE > EIMNE.
2. BEEEELNTE.

BE |, BEIBTXE L REMEUNR

1. RERE > ERIERS.
2. BERMEIERE. FEBETRUTHEE

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?

3. BERE. WHSEREMARED.
4. FEEMANEERES |, BEIREY CD/DVD SIREIAISaR. BXEZER , SR Mepping virtual drive ( BRETEEIMIRERS ) .
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() |i*: SERF LRELIEEEMNEESS Management Station EAIIIRIREIES A—5,

i¥: fEIE1T Windows IMERFANZRSA L , M1RFBA Internet Explorer Enhanced Security ( Internet Explorer IE8AIR 2D
B)  EUNREUREEESIE. SHRIRE , 53S0 Microsoft IMERANEHRERASTER.

DN EEHAT T ERER{SR

EETLABIEIEAZ S RAON RBR G | FHGELED USB IRBIEREIRSHAVRERR. BENNEMNEIRE | BHITLATERE :

1. ER{ Virtual Media ( /Y& ) > Create Image... ( BIZEMYE... ) .

2. 71f Source Folder (iFE34% ) e , B Browse (i) | AEEEERFREHRIXEHBER. S5 FAIIRESL
HEZERS LR C KA,

3. EMEXHBWRFERT  RETRATEMEEEEMESHIEARR (BEREREER ) . EERZME | BH T Browse (il
8) FNEENE.
4. BEEEIRER.

GEIRSTREER. MRREHI TR EEF , RRRBRESHR | ERRESHU TR SRR SETTRER | Bt
BRIGEURTTIZMER, ANRBMESHATERIRA |, NIBREGEIZE SR,

AiEME TS , RASETHRITEE.
5. EATE5ERE.
ISO BUEENE 8lIE.

VERBMERINS RS , RESESIRENRE R .img SMELUFEALLIIAE, INERMBENEMRLL img U4 , FBATE Virtual
Media ( BN ) B TIIASPEMNISEARNRIER. FEit | @ EEFERYGIAEBEIE MR .img X4, B
£, .img XHE[LAESE—REUEIETEXSEEHREE . G Remove Image ( BRI ) LIBEREE.

SEESFIFMHER

EEEEIISEIHMER | BEEMIEFIEESERT , B8 Tools (THR) > Stats (FiHER ) . 7E Stats (FiHER ) EOF
Virtual Media ( EIYR ) 2P0 B RSIEINRE LN BEIRENE/ BiEs). MRENUNREERE , BETLER. RS
EREUNE  BER "REREIUNR" HR.

gg;%gﬂe{ﬁﬁﬁﬁm}%uéﬁﬂ’t%}ﬁ?ﬁﬁ@?uﬁﬁ , M Virtual Media ( BN ) SBOBERA—INEIE , SIREXTEME S

. \ - [ = |
B3R ENEE =
Dell EMC PowerEdge RS 28 EIGFE S SS B ER AIRTEFMNERFAINGEH, (/A DRAC , IEaTL RN E S EN S IR TR
B, LATERAOBRSS S8 P ERBIgER S,
ERERIREER | BHTLUTIRME
1. 7EIDRAC Web REH , £EME > EENE.
2. BEREHIRER.
3. NBHEOFERRMERS | KSR TEHIRNIER,
O [iF: BMERT . "AFF ISEEIEE 18 I,
EEERERSEEIRAER | BT TIRE -

1. REERE > BUNE.
2. BEEEIRNIER.
3. TERHENFERERE.

Q) [iE: MREDEFSERFALFTA  WIRFASRTRERENEFER. BERM www.dell.com/support RTEHHRIREHRY
REhERFE.

&Eig USB

EHE USBIRE :
1. EEIIEHISEEREET , B Tools (TR ) > Stats (FHiHER) .
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https://www.dell.com/support

K27 stats (FHHER ) BO.
7E Virtual Media ( B2/ ) T , 255 USB Reset (USB &Eig ) .
RSB —RHERESHP  REE USB & , WaMBERSSNMERA | SEEUN R, BENER.

RN
USB BERI<EE.
® | - BMEMEEH iDRAC Web RESIE , iDRAC BT RBRSLLE,

BRET EEHABK =S

ERRESREUIRANRS |
() |iE: EERET ActiveX XETF Java RIERINERES , S SURE SRR sEIRGHR(ER SR DVD 5k USB ITFIRENES ( BPERE

FIESTEYY ) . EMgIREhES |, ISR BREEN IE 5§18 iDRAC IP HLERINENS{EIL=FIFRR,

EREVEUNRSE | BNEMN RS EEEEELNE.

STTFENIFNENIRSSESMETIIRE |, BSEEMNTRERE AR KR, 1ZRRIEREESEE a2, fia
iR&Y CD/DVD
BREY O RS TR R

o MREIERE

() [iE: MRSECHMARIAERRZFREER , SEFIRPETRGRERPIN. NRCEARRGE | SERARGIRE

=g B R E LA

k&3 DVD/CD IZITRILART 1SO 344 , BREFRIFSahfiRIc T =) FA TR (&,
O |i#: BEEESERET HTML5 FEBISHQMETMIENT , HINIET USB IREIEE. CD & DVD,

D |it: BFExiEiE ROP SIEFERAEIUSHE/ BN RIS USB NERIET R RIS,
BRI EIRGTHIREEEL,
@ |iE: MBEERMNESIEEFTELE Web BORIE. B—4 Web BOKIFHTE VMCLI PR-FEFENIRE , WRRFENRIE.

EIRahER/BMESUFFERT , W TRIZIRPIEFIRE.

FIRTESFTERIREIAIRTA ( RBRST ) %% ( CD/DVD, FIRMENiiER. W& ) LUK ATBRGIAIBRESIMRAY (1ISO B IMG ) . BR
BT EROARE AR R (BEARFEHE ) F. MRREHE FFIFRTS | BRENEEERE.

3$F CD/DVD , IEFBRISUEERIR ISO ; X FaIReahfi a2 fEs , WA IMG,

WMEREBARER ( R\ ) FPOIEME  HEEEMEITIBMEERANT , oJE MR FEEC IR,
MEEARAINECIEME , WIEIEFIREI ISR | TiAE FhEERPIERCOIZAME. BEELIEERE.
R RIE LS SR &S A RIER .

3F CD/DVD 8% , BOAER FEBiZEmF BT AR,

() | i%: INERLBER HTMLS BEIE=HI&IRET 1S0 F IMG X8 , MISISEIER RiET4mET,
BAFMSHEELUS IR ERTEI IR 58,

BREtIRE/ e ERMA TSRS REZN , LUSTRERR. a0, (NRER CO/DVD IREMEIZIEA foo. iso
Egg%@ﬁd# PR SEEHRAY CD/DVD KEINERE /I foo.iso BREIEI CD/DVD, ZXBMASBE —MNESERCiERESH
BRET,

2 IE TR EPIR D=8 A T BRET

=
A 172

AET Linux RIEIERIL E |, BN Client ( BFIR ) B0 B AET SRR AIBAMEETIRE. 797 R ARSI IEFRAIEEU
IKaNEE |, BN EIERER SATA ERIKANERERRIRE. EHUTIHRF

1.

BH5ISER CRVRERS. EHNBETRES | 8 <F2> N\ System Setup ( RRIRE ) .

2. B.E SATA settings ( SATAIRE ) . WEPKERROFMAESR.
3.
4. HEERSTER Client ( FPiR ) BH. K2 B LARSIRIIERIKEIES.

[BRSERFEF EiEER AR I a2 AR .
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b . — T
BUGE IRET EEASR TN =8
BEEIRSTEIAIREIES
1. £ Virtual Media ( EEHINR ) KEF , FUTLATEIRE -
o BPFEEEEGTHNRE.
» B Disconnect Virtual Media ( BiFFEEHIUNE ) .
RASETNEKRBAER.
2. BER.
ZEERIMPNEIEIRCSIESK | LSRRI EN RS ES.
Q) |iE: MIZE1T Macintosh IE{ERFAIZT i RAEGEHMINHEETI vKVM B USB 18515 | BRSNS SEZ Pis ErIgEAR ]
H. EMERMRSAHEEZFPIRERA LFNETIZUETLS.

it ERVEMRGT Linux E#ERF _ERYERI DVD IRENZE | i5EISIRENZRFHHSHAH.

®
1&g BIOS iZ&5| 2k

EAERSE BOS REXARER , BHLKBZERS RENNEM RIS EI R E KR5S,
@ |iE: EEEBHERENN RE SRR SRR,

EFZERAFASIS
1. 3ISZERR.
2. & <F2> #\ System Setup ( ZAIRE ) TTH.

3. F&ZE System BIOS Settings ( 54t BIOS i&8 ) > Boot Settings ( 5|5i&& ) > BIOS Boot Settings ( BIOS 5|&i&8 ) >
Boot Sequence ( 5|SfE ) .
mEEHEOS |, BRI I IR e SVES | S8 B FITE—ie.

4. HREMRSIBEBRAHIIATSISNRENE—NEE. MRFE , BEEFRE LANRBEKE|ISINF.
5. BAFIRE , REIRS BIOS iIRE A , ARRT5MEK.
6. B Yes (&) (RFEZFHEL.

SZERFENSIS.

ZEIL RESISIFENTSI1SIRE51S. MRENRFCEERHBEISISNR  FRISISEZENRE. Bl RESR
BRLEIRE — KT IRETS 1SN RIWIRIRE.

BR—XIEENTREIS

EERTERUNRIREZE | BREEN X |1SIRF.

FEBA—RMS 1SS Al , i5HBiR

« 1®BA Configure User ( BBERF ) TR,

* {8 Virtual Media ( BEHANR ) 1B , A MEREIAIRERE ( CD/DVD, ¥K&EE,, USB INFIRE ) BESIZIRT 5| S REE.
o EEINERET Attached ( BN ) KES , LUERIAIREIEEES ISIRFEF .

BEGA—RMS ISEIFNEIN RS ISZERR

1. f£IDRAC Web REH , %ZHES > IRS3ES > SN .

fE Virtual Media ( AN ) T , 1% Enable Boot Once ( BF—XI45|S ) A58 Apply ( R ) .

5| SHIE TS E R R FHHZ <F2>,

55| SIRFES A NTREIUN RIZES S,

BH5ISRSRE.
ZERFNEUN TR,

o AN
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TEMER VMCLI 2BERF

REfl T RASATHRE (VMCLI) AFBERFIRARE  NEBIEAZE RS LR DRAC IREEMANEIIRE. R RER &1L
IBRIEEMANERTIRE | BIERRESUHFIYIIEIRENRS | LUBT MSES MNEE RSt LARE R ER L.

VMCLI 2~ RIS LA IORE ¢
o EHEENETEIN AR B S e .
+  [3F iDRAC EHHISIS—IREIZ BEEBEERIESIE.
. [FAZRSEREFE (SSL) RS DRAC NEERE.
4T v™MCU S, B3 -
o EEEEmAILL,
s BERGERINZHIE.
@ |F: E21E Windows HIRIHE | iEEMATSEEEE,
E5
222 VMCL
1B1T VMCLI N FHfER
VMCLI iBi%

ey S

7 VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD H,

B3 VMCLI A FRFER -

1. Y& Dell Systems Management Tools and Documentation DVD i Management Station B9 DVD X528,

2. BfEFEELANREBZ % DRAC T A,

3. FINZESS | 18E install\Dell\SysMgt\rac5 {4 LAFBIRIFIE vmcli.exe, [FFE , 87 UNIX FUHERIESER,
VMCLl AFREFRIEREER S L.

S = /"\ I ::,rn-
&1 VMCLI 2 2R
MRS ERATERFESPRSAERR | NIETEERIAINIR A 88217 VMCL &<,
£ Windows &% L , IEETRRWMINEEH Power User ( BRER ) IRAEEETT VMCLI 2~ FBfER.
£ Linux &&trh |, Eifa) iDRAC |, 181517 VMCL AFREFHERAF®S | IEEERBP YIS sudo I8 VMCLI a5$HIER.
B , ERNedwE VMCL EIBERATRIFEF |, BFMH visudo &%,

S5
VMCLI 13;
Windows F] Linux 24t E8Y VMCLI RE=2HEE., VMCLIEER :

VMCLI [parameter] [operating system shell options]

{590 , vmcli -r iDRAC-IP-address:iDRAC-SSL-port
S#FE VMCLI BEBIEREEIIEERIIRSS RS | 1518 iDRAC HIRETZEWEEEIIN R,
O | WML EER S XIS,

ATHREE  #EEERTI VMCL 241
« vmeli -1 — BABEH VMCL BIRZREHGE. EXLUBRIEEMAREEHEN AR SEEAT L.
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vmcli —-r <iDRAC-IP-address|[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -
c {<device-name> | <image-file>} — FRNEA IDRAC CAIFBEEEN., MRIFPTH , NLEE TGS ETR—
FEHHR. B | ZodBRIHITHESEY VMCL 21&, BX VMCL S#NEZER | 158H VMCL #78=%, VMCLI
Man Z/E.

iBRE T RAY VMCLI a5
TSRS E R RN R VCL B9,

. 63: VMCLI i3S

EEIT R we

RIS

vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [iDRAC user password] -f [device
name ]

- N N
ﬂg|—%§A§E‘Z usB Iﬂﬁﬁﬂﬂ{% vmcli -r [1DRAC IP address] [iDRAC user

name]
-p [iDRAC password] -f [floppy.img]

CD SRafig&{sEF - IR vmcli -r [iDRAC IP address] -u [iDRAC user
name |
-p [iDRAC password] -f [device name] | [image

file]-f [cdrom - dev

]

=
ﬂgvaD/DVD Hg&{% vmcli -r [1DRAC IP address] -u [1DRAC user
name ]
-p [iDRAC password] -c [DVD.img]

RNHREERIF  WEMN FISEE ARG, ERREUNRALRENE | BHITLUTRE

BB PRI S RIF AR S SR EIRE S
« (EFARENSRIFIIEE.

FEMMCRIERRE SR | ZAREATLAHZER—REN .
REHIIREIRENRRES | —RRBEE— P R1ENE— Ma YRR RS,

VMCLI {Z#{EZE S Shell il

VMCLI {EF8 Shell SEIRERE Y HRIERSINAE
stderr/stdout M — SHHEITENA ISR L E R MR,
B | EERATEM () BEEZELL VMCL 2B TENR H B e
® | i: VMCLI AR AEAUREMA (stdin), EIb , FEE stdin B,
. BAWT — BABRT , VMCLI ARTESIERIAET. FREIRERSIIGS Shel TR , AEREEAES.

flgn | £ Linux BAERFET | apL/RIRINS (&) FRREREFEMA— M FREEHE. WRATEHNAEFHRERA  EAEH
XF VMCLl ap L fEafTHiEE . BRIFHARERIZT (BN , WASMELE 52 VMCL FEFAELL ) .

MERBHEA VMCL 21F | iSRRI ERFHTERN TR HNLIEHIE.
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=18 vFlash SD &

vFlash SD RE— P& 23 (SD) + , AILIN T TS, ELIERRS 16 GB RERIER. BARE , BLIU=A vFlash
DIREKEIEMEES X, vFlash REZRGEINAIINEE.

() |iE: SD RAIKUVZBRE | ERILATIIFHRE | FHERSEERAY SD REEL 2709 SD K. BT vFlash (R FAT32 X
HRSF , ELSXHEXIRES 4 GB,

WNERZEFEZRS vFlash SD RHEEHAT R , JE1E IDRAC Web SR Overview ( BEEE ) > Server ( BRS388 ) > vFlash TE/REL
TEIRER
SD card not detected. Please insert an SD card of size 256MB or greater.
Q) |iE: ISHRERIG(RTE IDRAC vFlash RIEHEFHEAIRE vFlash B SD K, MIREBARTREM SD F , MilaHZREHSRTRIUT
$8IR(SB : An error has occurred while initializing SD card ( #T45H SD FAIZEEIR ) .
FERE

REAFREZSEIFHENL USB 1R,

BIESZE 16 MO, RESREMIMINRARTVREIRRE. BaEiKalak CO/DVD Walgk , BAMUEERIRIRT

Eo
M RSO SK, 35 img (8T, iso #&=UATF CD/DVD LU .iso F .img &=\ FF B IEILEY,
BIEETT5|SHY USB 1875,
—RMEE | SEERRY USB 184,
©) |s$: BTHEETE vFlash IZETIEH vFlash FTECITH, MBESXMER , WEEHITL vFlash BEISERTEA.
() |i*: tnR FIPS X BEA | BT EMITIEM vFlash F{E,
E 5

e FEE vFlash SD &
o &8 vFlash X

Bt vFlash SD &

TEBCE vFlash ZHIBHBRIG vFlash SD FEREERF L. XTFNAINRFELERRERER | 152159 Installation and Service
Manual ( ZZEFNIRSFEM ) "I www.dell.com/poweredgemanuals E$KEX,

@ |iE: BREE “HEEMNER" SR SRR vFlash T8 , ARI-RIATIIALIRME.

&% vFlash SD RE ¢

JEFE vFlash THEES | T LAfSEA iDRAC Web RiEak RACADM &E SD K@,

{EF Web SRE&E vFlash SD K%

BEEE vFlash SD KB , 157E IDRAC Web 5REF , = Configuration ( it& ) > System Settings ( Z#i&E ) > Hardware
Settings ( l{#HZE ) > vFlash, BERISR7R Card Properties (RIEM ) IWH, BXMERNEMAIER | 1551 IDRAC Online
Help ( IDRAC BXHESED ) .

{§fF RACADM &% vFlash SD kg%

E(§EH RACADM &% VFlash SD K@Mt |, 1B(FH get apSHIATS -

¢ iDRAC.vflashsd.AvailableSize
* iDRAC.vflashsd.Health
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iDRAC.vflashsd.Licensed
iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BRAXLENEINESZ(ER. , i85 IDRAC RACADM CLI Guide ( iDRAC RACADM CLI $8§E3 ) BIM www.dell.com/idracmanuals 3%
B,

{5 iDRAC 2B 2 HIEFEE vFlash SD kg%

BEHE vFlash SD K/E1% , 1£ iDRAC Settings Utility (iDRAC iZBARTER ) 4 ., 2% Media and USB Port Settings ( 9} [&R#
USB ii8E ) . Media and USB Port Settings ( 11[&# USB iR[1i88 ) TETEREN. EXERNEMNER | 55
iIDRAC Settings Utility Online Help ( iDRAC & B2\ FRfERFEAH1#5E8) ) .

IR vFlash IfJ&E¢

WIREA vFlash THEEA BEHIT D KB,

R Web REIGHHEEMA vFlash )&

EEAEEE vFlash IHAE

1. 7£IDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&EH ) > Hardware Settings ( fE{RE ) >
vFlash,
BERISE R SD Card Properties ( SD K@l ) TIM.

2. iEhELiERR vFlash Enabled ( B2 vFlash ) LS AEEEA vFlash TheE, MRIEZRE(EA vFlash 21X |, EAREEEM vFlash
HEHELEREIRHA.

Q) |+: tNEEEF vFlash ThEE , WIALER SD £ElLE.
3. BThRIRD. vFlash TIACEMRIEEIR S .

{s:F RACADM |3 FHEk22H vFlash IjJgE

HE(EA RACADM [EHEEEA vFlash THEE :

racadm set iDRAC.vflashsd.Enable [n]

i¥: QBTFE vFlash SD £AJ , RACADM S AR{EH. MNRAFEE . WEEBRUATIEER : ERROR: SD Card not present
(8% : SD FFFE) .

{EF iDRAC iR B A FT=FIE X 5EA vFlash L)EE

ESFIEEEA vFlash THAE :

1. #E DRAC IREL FRERY , BENEH USB iROIRE.
iDRAC Settings (iDRAC i8HE ) . 57 Media and USB Port Settings ( 7}l USB iR[1i&E ) WA,

2. f£ vFlash RNRERD S, IEFBAREA vFlash THREEILIREERREER vFlash TI8E.

3. {foREE Back (/5IB ) . Finish (585K ) flYes (2 ).
vFlash THEERDIRIBSEIR S ek ZE A,

&4%, vFlash SD &<

TIAIIRIEL TSR SD -EHELEIZ-E_LAOMIHA VFlash RFHSE.,
Q) |i+: tnE sD ER-FSRIPKS |, ISS2M "IIak" &R,

{6 Web R mE#J154% vFlash SD &

BYNUA1Y, vFlash SD F :

®
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1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > Hardware Settings ( f#HZE ) >
vFlash,

fEEN<E7< SD Card Properties ( SD EE{% ) TiA.
2. [SF vFLASH F & Initialize ( #1318 ) .

FREEIENEERSHINER | FSERFHY vFlesh REEEEHEIL.
INREEBIET vFlesh X, MIAHEREESANFESERERER.

{siFH RACADM #0414t vFlash SD &

E (A RACADM #J481 vFlash SD & :

racadm set 1DRAC.vflashsd.Initialized 1

EAMASBIBRATEIA D RAEFEHIZ R,
BXES(ER |, 15215 IDRAC RACADM CLI Guide (IDRAC RACADM CLI 875 ) BTM www.dell.com/idracmanuals 3KBX,

{£F iDRAC iZE 2 IEF#IR{L vFlash SD |

E(FF IDRAC IR B/ FFRERRAIIRM vFlash SD £

1. TE£ IDRAC RELFERFS  %ENHH USB iKOi8E.
iDRAC Settings (iDRAC i&& ) . 1527~ Media and USB Port Settings ( 7} &¥] USB i [1ig = ) Tum.

2. B Initialize vFlash ( #J¥&4% vFlash ) .

3. BER. YnHEREEE.

4, B Back (IB[E] ) H54iiZ=F— iDRAC Settings (iDRAC i&® ) . Media and USB Port Settings ( 7} /&Fl USB IR[1iZE )
NHAEERNBER.
FrEBABERIGHMIER | FIBERFHY vFlash RAEEEFIEIL.

{5 RACADM ZREY_EIRIRTS

EIREN_EIRRIELS vFlash SD REGKIIA AR SHIRE -
1. FIFFZRZHY telnet, SSH EyER{TISHIEHER,
2. MIALLTA5Z : racadm vFlashsd status
BERIS BnAIELA SD MM SHIRE.
3. EFFEVERA vilash SRR |, BFEALATES : racadm vflashpartition status -a
4, BIFEUSES XL , BFEALL TS  racadm vflashpartition status -i (index)

(@ |;: tNPE\IG iDRAC , ERPRIZERIKRSEEE.,

=&

|
=18 vFlash X
&R LA(EFE iDRAC Web SREIEL RACADM HfTLATIRAE -
() |iE: EBRTILME vFlash SR ERITFFEIRIE. BN , S ZHEE Access Virtual Media (IGIIEMTER ) IBRARECUEE. HI
iR, 180, oD, PEHSHSRMIAER.
. SIETFASKX
o (FRABRMESEEIESX
s BioX
- BEUASK

¢ BESK

o EEREMTFOX
« BRRESK

« TERORRE

5ISESK
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Q) |iE: MNRERAIERF (40 WSMan, iDRAC i@ E2AITERFEk RACADM ) {R] vFlash BIERTE vFlash SE ERUEER , XS
fnZl GUI rhpgEfth—LtTam , iDRAC AIEER R RUATISEE : vFlash is currently in use by another process.
Try again after some time ( vFlash HEIEMEHH#HIEZER. S—REBAEERSX. ).

IREEMBIEFEFHATAY vFlash 2BF (BI40 , 8TUK. MIINSOXSE ) BY | vFlash BESSHTIRIES X EIEE. EIE , @IEERTHE bR
RS XEBEZRIERIEME DX,

fEFEASK

BFAS KIEERNRFRI T H USB INFERENEE., EaILAE vFlash SD £ EBIBTAS KX, EaILACIRE 20478, sFa2E219 %
X, (FRREEIED XAH{]SZiFD X8 CD,

SIE=ES XA, BRR

« EA Access Virtual Media (i5EIEIINE ) SR,

- FEWRK.

. RRBEZERP.

o ERXRHITHIANIRIE.

{EH Web REEIEFTASK

EETH vFlash X :

1. 7£iDRAC Web REF , 2= Configuration ( BEE ) > Systems Settings ( ZRHIRE ) > Hardware Settings ( fE{th&EH ) >
vFlash > Create Empty Partition ( 8li25=4K ) .

B4 B Create Empty Partition ( i ZFH %X ) 7M.
2. ISEFRER  ARERE Apply (B ) . BXBIEAIER | BES19 IDRAC Online Help (IDRAC BXHESED ) .
KINBERT |, BoE— EERERRIFIRIEHEES X, BERUEENAERDLE. TER FTEERERERE
RUETFERPRE.
o BIrBMREUE XA —F.
o ADRKNANTIEEHE  ZEBI R ELNTRTE , 5 XKNKTF 4GB,
o IEFEXRBITHISAERE.

{F RACADM giZ=HB K

ZeETAPK :
1. fEF3 Telnet. SSH EERITIZHIGERRSR.
2. BMALITaS

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatlé -s [n]

Heh [n] BRI/,
ZHABRT | QENE=ES XK AEREEREM.

(ERREHEIED X

#EBJLATE vFlash SD < _E{HERMMESIE (LA .img 5 .iso 18TURM ) SIEEFTD X, XD XOEHISEE | 3E (\img). TF& (.img) 5
CD (.is0). BUEEAYD X A/NETFIYEIIEKN,
MBMESHERIE D X 2R, 1BIRIR :
o B% Access Virtual Media ( iF[R)EHI R ) IR,
- REMRK.
. REEZERP.
o ERYRHITHIAERE.
Afg SR BY SHEa SERIDURL,
@® iE: EERIBMGEB SRR RICEL. iDRAC (FEISFIIMGRERIERSHMAE, G0, NREA 1SO BKEES
EHBEFEXEBISENER | W BIOS TiEMZMESIS.
g R AVINF ST ERIRT =S,
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BREESIRAVINTBET 4GB |, SUSHIRAD XA/ 4GB, B |, A Web SISSERESESXAT | BUESHERIMGIUNT 2
GB,

(D) |i%: vFlash $XE FAT32 XX % ERoMgSTE, BElb , BUSSIEE%E 4 GB RIBRE.

)
{EF Web FRE{ERARFHEIR DX

MBRESZ Bl vFlash DX

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( fE{iRE ) >
vFlash > Create From Image ( MBRGEIZE ) .
15 E7R Create Partition from Image File ( MBS (B2 S X ) TIHE.

2. MARTHRIER  ARERE Apply (BIA ) . BXBETANER , 15519 IDRAC Online Help ( IDRAC BXHIEEE] )
i_—:ﬁ]%;/\?ﬁ PK. ¥WF COBREEE , BAERIESK. XT?E)\EJZTJEEWE B BlE—MNEESK. 'FEJ BN FRER
IS
~XERIF.
BIrEMREINE D KAUBIR—F.
BRGSZIER/INAT 4GB SiBid < ERIRT FAZS(Al,
HM%SZ#FT ARSI REEAZ img AR .iso,
EESTRHUTHIRIGRIE,

{8 RACADM MBRESZIHEER K

{#F3 RACADM MBRMESZ Bl 5 X
1. R Telnet, SSH EKERITIZHIEERARSE.
2. WAL

it AR ERARER.

racadm vflashpartition create —-i 1 -o drivel -e HDD -t image -1 //myserver/sharedfolder/
foo.iso —-u root -p mypassword

BMERT | SRS RARE, WHSERDMREXHT BRENANS. MR BEAKE | Fia079 FOO.1SO AR

FOO.iso , N#pSSIRENEEEIR.

(@ |i%: #ith RACADM FRZISIHINEE,
®

B D X

TEETLMRIES R GRS BUHE T vFlash SD J:J:E’Jf)uﬁ X, STHFRIXARFRERE EXT2, EXT3, FATI6 3 FAT32, EALUEN
ERIEIEBEEINO X , AR CD. RiEn XKTERIL.

FEERIRE SIS X 2R |, FRfR -

B Access Virtual Media ( i5EIEEINE ) SR,
~ERL.
RIREZSIRP.
o ERX-EHATEIRLRE,
EREHAL vFlash DX
1. 7£ IDRAC Web RES , #Z Configuration ( itE ) > System Settings ( ZHEE ) > Hardware Settings ( f@#{4igEH ) >

vFlash > Format (&= ) .
B2 W/ Format Partition (x4 P X ) TE.

2. WMAFRBAUER /R8T Apply (A ) .

i¥: AZIFMIBSH CFS Bk NFS IPv6 RIMILEHE FRIIS SRR vFlash BX,

BRBEMANSE. , 1525 IDRAC Online Help ( iDRAC BAHEEEN )
BEREEER | Bro XPHrEERISEHER.
3. B OK (ffE )

A BBV IS BRI R ZREL. TIIBR FTEERERER
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© RETERPRE.
«  BEEN-RTRERE.

SEUHBEK

TR vFlash THEEE B A , METFTEETHES XHIFIE.

i Web RHEEIASK

BEETRAR vFlash X , 1B7E iIDRAC Web BEF , ¥Z= Configuration ( fifE& ) > System Settings ( RHi&H ) > Hardware
Settings ( fE{#Fi&E ) > vFlash > Manage ( 12 ) . IHATIEE/R Manage Partitions ( B9 X ) IWHE , E+H5IHATAS X8
PRAEXER. BXRPXAUSE. , 15215 IDRAC Online Help ( iDRAC BXHLEEED ) .

{£F RACADM EFASK

Z(FF RACADM BEEAD R RHEEM! !
1. FTFRSAY Telnet, SSH EER{TIEHRIGHER,
2. WALIT&S :
- EIHMERNESRREREN
racadm vflashpartition list
EIRBURMED X 1 HORR
racadm vflashpartition status -i 1
- ERBRBNESRARNR :

racadm vflashpartition status -a

@ [iF: -a IETRREERASIEENEY.

B pX

EALERESKERNEE LK |, RZIMA. BEOXABZH , 1BRER :
vFlash THEEE/SHE.

BB Access Virtual Media (iBIAEEITE ) AINSR.

Q) |i*: HASEREN K,

{EF Web REEMN X
BEAHK

1. £ IDRAC Web FRES , = Configuration ( fit& ) > System Settings ( RFIZE ) > Hardware Settings ( i#{HiRE ) >
vFlash > Manage ( S# ) .

154 87K Manage Partitions ( ZI2%'X ) .
2. £ Read-Only ( RiE ) 7l :

o IEESRNSISEE  AFRE Apply ( RIA ) EHUA read-only ( RiE) .
o EMRORNSIEE  AERE Apply ( RIA ) EXUA read-write (1E5 ) .

2 AR ERTMREER B RS,
i MRS EABRE CD, WIASHRIE. TEBRSELHES. MRSEXCER  WSHEBETRARE,

®
{8 RACADM €S K

BEEERINATASXRERY
1. {FH Telnet, SSH BB TIEHIAERES.
2. AIfERLATGEZ—:

© fEM set MYERD XAUEENRE
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ERREPKEHHEESK

racadm set iDRAC.vflashpartition.<index>.AccessType 1
- EESESKENARESKX

racadm set iDRAC.vflashpartition.<index>.AccessType O
£/ set ApLIEEREEE :

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

R P X

SEMRIN—NES P XE |, BN USB ABEFMEREXIIRERFA BIOS . JEMINSMoXE , IRIESENZRS| , B
IHERER SR BIOS 3|SIRFREFLLAFFFILH.

MRDBHX , MO RALBERIFRSEH BIOS 5|SIUFREAT,

HERINSEDBOXE , SERAPH USB BEELEIR, XRUMIEEER vFlash RS , FHESETFT DRAC EHINRSIE.
MNEk oS XA , BHER

vFlash ZHEEE/ZME.
o ERIRHITHIIARICIRE.
« E7% Access Virtual Media (iBRIEEIE ) BIR.

{8 Web SHENEENEIHZ K
BRI o X%
1. 1£ IDRAC Web FREH , #Z Configuration ( figE ) > System Settings ( ZHSE ) > Hardware Settings ( f@#{4igEH ) >

vFlash > Manage (1) .
154 87K Manage Partitions ( SIE4'X ) .

2. 7& Attached ( SN ) FI4 :

GO XAISIHE | 2AREE Apply ( R ) MDD,
SR XAISIE | 2AREE Apply (IR ) DBOKX.

7 ARERTHEIEEMI I D .

(£ RACADM &2 X
B EET o XEs:
1. {8 Telnet, SSH B ERITIZHIEERES.
2. FALIT®HS :
HEEsKX
racadm set iDRAC.vflashpartition.<index>.AttachState 1
BT XIER

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRERFAIMIINS KAI1T A

IFF Windows F[ Linux ¥2EZRS:

BERFIEHIFID TN KAER.

HRiES XERBERF I RIEIKENEE.

BERFNITRHEM NS KA ERE. BN, BTEMNRERFENHEH D XN, FI80 , 7 Windows IRMEAH |, 1BER
iﬁj:%iiiiﬂl Linux RGRFEAR EXT2 XY, thAh , 7 Linux BEF |, BIERFFAEER Windows RFFRAER NTFS X2

Bl
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vFlash D Xr&SS5{5E USB 8% PN RFAIIEZTRAR. EHLUMNBERAERHE USB #ZMEE. BE , BEALEY
iDRAC iFtiEHID XEIRERTR.

BEFMBE R X

HERIMBE S XaET , iEHRE
vFlash THEEE 2 A,

. REEZERP.

o XK.
RIS TR CIRLE.

{5 Web REMIRMBEREX

pFRIE DK :

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( E{iRZE ) >
vFlash > Manage ( B2 ) ,
54 B~ Manage Partitions ( EESKX ) TUH.

2. 7f Delete ( #lig ) 5Urh , BEEEMFRAID KAIMBRERR.
BEFR—FER  RALRMFRXAMRZI X,

3. B OK (@R ) .
2 XEPHRIRR.

{£F RACADM HffIRBH X

MRS X -
1. FTHERS telnet, SSH BER{TIEHISHESR,
2. MALUTHS:

o MRRSKX :

racadm vflashpartition delete -i 1

o EWRETESKX | IBEFIAW vFlash SD K.

THAXAR

&EI A% .img 5 .iso F8THY vFlash XA NEE ¢
SERSK (IDRAC EHPIEITIERS )
BRI management station FIRIZR{IE,
TELIXABZA , BHRR

« BB Access Virtual Media ( iFBIEINER ) BIBGR,
+ vFlash ID8EEEH.
RIS THIRCIRIE.
EE S XAEEMN.
ETE vFlash D XBIAS :
1. 7£iDRAC Web REH, #ZE Configuration ( BiE ) > System Settings ( RHiZE ) > Hardware Settings ( B {#i&8H ) >

vFlash > Download ( F%%) .
B4R/~ Download Partition ( T4 K ) WM.

2. M Label ( #it5 ) THERES , EBFETHNSKX , SAF5HD Download ( &) .

Q) |i*: FAEMANREK (HINS XS ) BEFREFIER, BABSRTEESE—IMOEK,
3. IEEREHRE.

BES XA THENSENE.

Q) |iE: AERET XHRME  ReBSRERMEAX MBI, CD MIRRARBSRA BB .iso , REBTIERIRIS AN
B&A .img,
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5ISERK

HLUSEEMIN vFlash S RIRENT—IR5 I SBIFRISISRE.
SIS0 XKZAET , BHMR

vFlash S XRS5 | SHIME ( .img 8% .iso &=, ) LINIRESIS.
vFlash ZHEEE /B
BA Access Virtual Media ( iBaEEIAN R ) BIBUER.

{EH Web RESISESEX

g vFlash D XIRENFE—S IS8T , B2 (FH Web RESISESD X,
() |i*: iR E—3ISigE TR SRR HEHINAY vFlash S , iR BIOS SEIARHIRAE.

(5 RACADM 3|&ESHSK

g vFlash D XIRBENE—S5 1SR , (M iDRAC. ServerBoot X&,
BXEZ(ER |, 158158 iDRAC RACADM CLI Guide ( iIDRAC RACADM CLI $8§&g ) BAIM www.dell.com/idracmanuals 3KEX,

Q) |iE: BATULASHE , vFlash FRIFEBENIZEASIS—IX ( iDRAC. ServerBoot.BootOnce iREM 1) . SIS—RABIGEE
—RHSISESEK , HFEASBEXAREESSIEFRIE—(L.
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{f SMCLP

Server Management Command Line Protocol ( fRSZEEEIRRSITIMY , SMCLP) #ERIELHMET CL NEAEE, BEXN TEYE
EREFFFRERINEERR Y, Y ERERANGSERBRIALEEEERETERS (CIMOM), SMCLP 25 hiEE
{F554H (DMTF) SMASH ISk EL S RASIEN—NFEEE, SMCLP #i5BLAK Managed Element Addressing Specification

( ZETRIUATT ) 1 SMCLP MBS R E X HEA T SMERESHTRI R ENE B iR,
Q@ [iE: {BREIZ#E Systems Management Architecture for Server Hardware ( [RSSEEHNRAEIESE , SMASH ) HREMR
Server Management Working Group (SMWG) SMCLP {158,

SM-CLP 27 H X EIEITSHE (DMTF) SMASH (ESAXEHYZSFRIRSHBEEN— N FEM. SM-CLP HELURZETESUILTE
#0 SM-CLP BRETH BRI S B & 4t T S E RIS TR RESNTFI B iR,

M IDRAC #=HIBSEUETTIAIEE SMCLP H373F Telnet, SSH FIETFE{TAYISRME. iDRAC SMCLP REETF DMTF ALU4EHAY SMCLP
HSBRRAS 1.0,

(D i¥: £ www.dell.com/support 2T XFEEN{E. B MOF BY{S8E . f£ dmtf.org/standards/profiles/ Ei2{LTFR
B DMTF (58,

SM-CLP 3SR 7T Aith RACADM SSH— N F&E, XEGSIHARSIEFEER , BAZATLIM Management Station fgS{THIIT
XS, ERUEERFNX G PRERXEaSHIEmE (85 XML ) , NMTBIHHARSH S EIRENEET EERWN.

X/

5 SMCLP IR G ETRINAEE
1517 SMCLP 5%

iDRAC SMCLP iBi%

Sy MAP H31HZS(g)

{$ 3 show zhiFE

FEiEf)

{EF SMCLP HIRREIELIEE

iDRAC SMCLP FIFEHATLATIRE -

SRS EEBIR — . XARERS SRS
EERAHMHEE (SEL) — B/Rakiak SELIER
&BE DRAC B/

BERSEN

Aol BN

1217 SMCLP ap S

IEATLAER SSH 8¢ Telnet REIZETT SMCLP #3%. $JFF SSH 5 Telnet REHIAEERBHERE iDRAC. BE2ER SMCLP 127
(admin ->),

SMCLP 12775 :

yxIx JJRZUIRSBESEER -5.
o yxIx HIZEFNE LRSS ES(F A admin-—>,
yx2x J1 A, HZRFIEEARSS2S(FER admin—>,

Heh vy BFEHFFR , fIIOM (FRRTDFERSEE) . R (FZAZEIRS:S ) T (FERIRSRS ) | M x BEF. 28 EFRx
Dell PowerEdge IRSSE8 B,

@ |iE: (M -5 MBRIFTIGIXLAT yxix K4 ; (B yx2x RAFHA , B admin-> HFTRAFIH. NEMERIESE.
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https://www.dell.com/support

iDRAC SMCLP iEi%

iDRAC SMCLP fEFzmal BirAIS: , BT CLI IR R EIRINRE,

X5 ) .

SMCLP 8TIEIA :

<verb> [<options>] [<target>] [<properties>]
TRRETShEREEX.

. 64: SMCLP A

SMARTEHUTHRE | TERHE 7 BB TRFRILIK (5

i EX
cd {$5F3 Shell S MAP
set BRMERENFEE
B8 BNEEBRRIEEED
reset HigBR
show SrEREYE. ShEfFER
start FIF B
stop KABR
exit M SMCLP shell 2iFIBH
IRA EREFRRA RS
load B EIE N — URL BESE B iRt
TR T BIFFIR,
#. 65: SMCLP BiF
BiR EX
adminl B
adminl/profilesl IDRAC HREEMHIECE S+
adminl/hdwrl R
adminl/systeml RERKBER

adminl/systeml/capabilitiesl

adminl/systeml/capabilitiesl/elecapl

adminl/systeml/logsl

adminl/systeml/logsl/logl

ZEFRSE SMASH UTEEThEE

ZERFERIEE

IERATWERR

RHBEMEE (SEL) iIBREB

{6 SMCLP
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Btx X

E
<7 b £ =5
adminl/systeml/logsl/logl/record* RERG AR SEL IDRLH)

SISz el
adminl/systeml/settingsl RERG SMASH ERIRE

SR THAL -
adminl/systeml/capacitiesl SERSRINEE SMASH WEE

e T PN =
adminl/systeml/consolesl ERFU=HIE SMASH 5

Az, =]
adminl/systeml/spl RS54 IEER

RS AL I RRASRIARSS

adminl/systeml/spl/timesvcl

Az, g ob =
adminl/systeml/spl/capabilitiesl PRSBZALTRERINEE SMASH WiEe

A2 Thab
adminl/systeml/spl/capabilitiesl/clpcapl CLP fR55T08e

Y SR Az That
adminl/systeml/spl/capabilitiesl/pwrmgtcapl RS EIERS TIAE

adminl/systeml/spl/capabilitiesl/acctmgtcap* P EEIRFSTIRE
adminl/systeml/spl/capabilitiesl/rolemgtcap* ETMERABNEEDEE
adminl/systeml/spl/capabilitiesl/elecapl SETIRE
adminl/systeml/spl/settingsl IRSsAt IR B
adminl/systeml/spl/settingsl/clpsettingl CLP IR EEURE
adminl/systeml/spl/clpsvcl CLP RS MY IRSS
adminl/systeml/spl/clpsvcl/clpendpt* CLP RSB iR =

CLP ARSSHY TCP im

adminl/systeml/spl/clpsvcl/tcpendpt*

adminl/systeml/spl/jobgl CLP BRSS TN FLLRASY

CLP ARSS YA FL

adminl/systeml/spl/jobgl/job*

Nr=3Y ‘j\{\M Az
adminl/systeml/spl/pwrmgtsvcl FRIRIASETEARSS

Local user account ( AHEFIFH )

adminl/systeml/spl/accountl-16
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Btx EX
AR S0

adminl/sysetml/spl/accountl-16/identityl

IPMI 47 (LAN)

adminl/sysetml/spl/accountl-16/identity?2

IPMI B ( BT ) tkF

adminl/sysetml/spl/accountl-16/identity3

CLP B4k

adminl/sysetml/spl/accountl-16/identity4

IPMI P ETRIRSS

adminl/systeml/spl/acctsvc2

CLP MR EIERSS

adminl/systeml/spl/acctsve3

A BEAR (RBA) IR

adminl/systeml/spl/rolesvcl

adminl/systeml/spl/rolesvcl/Rolel-16 AHBHE

adminl/systeml/spl/rolesvcl/Rolel-16/ AR

privilegel

adminl/systeml/spl/rolesvc? IPMI RBA g5
IPMI fats

adminl/systeml/spl/rolesvc2/Rolel-3

adminl/systeml/spl/rolesvc2/Roled IPMILAN E&:4T (SOL) fats

adminl/systeml/spl/rolesvc3 CLP RBA 55
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
CLP &R

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

=T T

Siin MAP it =S[8)

BILAMEA SM-CLP BN SBE AL ESTE ( FRARTEEMEREER [MAP] #Et=SE] ) RLHRIBRRR. HUEREEEMN I
[ERUAR R =SB RIS AVER R,

REFEIRIZ (/) Bk (\) TR, XEEFR DRAC FTHBUARIAR, £ cd ST NRE TSR,

@ [iE: ¥ () IR (\) 7 SM-CLP HEtitEEERTILARKR, (BR  fSTERNRMARTHSET —TREHRBES TGS
B 2208.

gD , BESMEIRFSEEHRE (SEL) PIE=MER , BAUTHS

->cd /adminl/systeml/logsl/logl/record3

AT B cd shia et aSE s ERANNRIUE. . . F . E5E07E Windows # Linux FI—HERIEIER : . . I8R%
=TI
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{5 show Zfid]

ETHRRTETNESER | B show ahia. WANREREGIBLE. FEIR. XEFZUE IR SM-CLP sfhadlak.

- .
{8 -display IR
show -display IEHCIFIREIGSRLEI— NS NEY. ¢, KEFIshiE, fiun , ERBrISriuSNEMEER , AL
T
show -display properties, targets
EWIHFELEY | ZUTHSFLIRE :
show —-d properties=(userid,name) /adminl/systeml/spl/accountl

MRABER—NEN  JLERES.

(6 -level %I

show -level EIEFEEBIR FRIEMRAI EHUT show, BEEEMNEFRIFFEBEFIBENY , £/ -1 all &I,

{5 -output IR

—output IEIHEE SM-CLP shial#iHaIrgFE=iz— : text, clpcsv. keyword F[ clpxml,

ZABRT | B0 text , HEXEHRUENHEH. clpesv IEXRBIES /RIS | EAMNEEIRTEIEREFF. keyword 846
HIEERE keyword=value XIIFIFER , B1T— . clpxml {8 XML X1 , HFE S response XML JtE., DMTF IEET clpesv 1
clpxml 1&=, , FEEMSEEILATE DMTF [i (dmtf.org) H3%F,

LATRBIER T UMELL XML Bt SEL R -
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

¥, —
JiEa Bl
R4t SMCLP B9 E B2 -
IRSSEEEIRETR
SEL 13
gt BinSAn

oo N Fop e
iRSS=aBIEEE
LUINTRPINE T EZERF EAMEIER SMCLP SEHATHIRETRRF.
B7E SMCLP s FALIT &< ¢
< EXARSE

stop /systeml

FELBETRUTER :

systeml has been stopped successfully

ERERSES

start /systeml

EREEBERUTER

systeml has been started successfully
- EEHSISRSS

reset /systeml

FRELBETRUTER :
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systeml has been reset successfully

SEL 18

UTROIERT ESE RS EAAFER SMCLP kAT SEL #8KIRME. 1B1E SMCLP SRR MEAUT®S

« BESEL:
show/systeml/logsl/logl
REBERUTEL -
/systeml/logsl/logl
Targets:
Recordl
Record2
Record3
Record4
Recordb
Properties:
InstancelID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL

Description = IPMI SEL

ElementName IPMI SEL
Commands:
cd
show
help
exit
version
« BESELIER:
show/systeml/logsl/logl
REBERUTRES -
/systeml/logsl/logl/record4d
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1
MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure

ElementName= IPMI SEL Record
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Commands :
cd

show
help
exit

version

BRET ER SN

U RBISR T WME{ER cd shiaSHin MAP, ERTERBIF , BREVIRIEABIRA /.
B SMCLP ST FIALI T &< -
- SIMBIRKBRHERSIS
cd system1 reset ZEIZMABIRS /.
- SinZl SEL BinAErEAECR
cd systeml
cd logsl/logl

show

< ERRERIER
%Eﬁ!cd .

< EE RS
géﬁgcd ..

- HERiH:

exit
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BREIRIER SR

EaILEBLUTNMEE N BREF R ER GBS E RS
o IRENHHE
=EHE
5
o ([FRTEXHHREEERERS
o ([FHRAERMUNREBERIERSR
e T SDREEERANLEBERSR

(ERITEM =R E IR ERS

(EFRFESHEE (RFS) BRBIRER G2 AT , 1BHIR

79FAFFEF IDRAC AR B FFFNBIERIN AR,

MR E A SRR (5140 .img 55 .iso ) IRAtHIREIEFFFIRIERFTRI S | SHME ST,

Q) |iE: CUEBRESIIHES | IRIREFMEIRER RS EHITIRE | FISHBRGITCHRIE , LRESBIRRASISHIT
HEMBESR.
B RFS BPERERS
1. (EFRERESHHE (RFS) , 18I NFS, CIFS, HTTP 8 HTTPs # 1SO 8% IMG BUE X HHEBEIZE RS,
(D |3#: i&id iDRAC Web FEH] iDRAC RACADM @S {TRE , XIFEMA HTTP % HTTPs II&EH RFS,
HERE > RALE > BiHHeE > F—51S88.
AE—BISRETHIIRFIRES ISINF , LUSERE, CD. DVD & 1SO EREHIN R,
EESIS—IRIAR , ERZERFALUMERRESH I T LHIEHS IS,
TR,
B I SEERGHIRRFER LAYRETTRERE.

fofcTE S — T3 =
BIRRiENHH=

BT ERITFES = (RFS) IhAE , e LURBMKZHEE FAY 1SO & IMG IS |, HEEVENEIIIREISE S S IRB EANRIER
SR ( FARMER NFS, CIFS, HTTP 8¢ HTTPs $EE{E8 CD 5 DVD i#f7EEL ) . RFS 2—FhFAIRYThEE.

(D |3%: FXISiBiZ HTTP 5% HTTPs Y RFS

AR HHEF{EZHFF img 1 .iso BRESIHREL. 5 .img UHEEMNEMIE | 1 .iso IFEEMIEENL COROM,
IR N B PR BEFERK RFS.
RFS FIEMN ERIIRER ERFAY.

MREINREFim AL TENRES |, VWBESIHET RFS EEAT |, AL LEEF B AR ER R ERITERE.
MREINEREFIRETENRS |, WABEEAET RFS &R |, SERUTERRER

BRI TS AT I S s T T A .

RFS ZERASTE IDRAC HEHETH., —BiER: | L3 RFS RUEHIRENEEASUMTTT | BIEEE iDRAC tBAfIsh, GNREIR iIDRAC &
RIBIEEWTTT , RFS iEESXF, Web REFIGSITETUARE CMCOME Modular 1 iDRAC H{sF , LA RFS &2, CMC i
RFS EERAR B iDRAC EBRI RFS,

©) i*:
o CIFS 3735 IPv4 1 1Pv6 il , {B NFS {3zi% 1Pv4 bk,

RN FNEY NN
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%05k iDRAC EEEY IPv4 Fll IPv6 , DNS BRS325ILAB S48 iDRAC EN B SH/MBILIAXERAYCR. WNR{E iDRAC hEEH
IPv4 $EIR , M iDRAC AIREFRLIGIEIMER IPve H=, iXEEJI DNS IRSSZEAIEERES IPv4 iCF , 7H DNS SFRFFHFTILL
iR[E] IPvA ftbtik, XFMERT . 55F iDRAC Rl IPv4 SETRAT , Z2iXM DNS IRS323PHIER 1Pv4 DNS igR,

WNSRIS(ER CIFS #ll Active Directory I9—ERS , ISTEBME ISR R 1P ik,

MBREAEEI NFS HEBIEY , WESUTHERR, B iDRAC REEIHRERTIET | FALAEEXLEANR,

*  Linux : IRHESHPREXIE KRB EINER,
«  Windows : EEHZEHMNZLERFHISSM A RN AEEIMMTIRINASK AR EFER.
MR ESXi ERERRLIET , HEMRESER RFS ERIRBIR (.img) , W ESXi IERAALEMERERAIREIE.
iDRAC vFlash IS RFS i§HEXEX.
o MEHE=HIREIFEX ASCIl F7,
« (#EM RFS EEEMNRE , 73%1F 0S IREDEEEHINEE,
+ iBid HTTP B HTTPs II#ERY RFS £ CMC Web RE_EARTH.

(£ Web REACEITIEXHHE

BRI =

1. f£IDRAC Web REH , %EEE > BRI > ST,
K Eremn BERmE.

2. ECHMAERT | SN E sk,

3. EEEX#;E%"F  IEEBRMESHIRR. HE. APRMERE. BXEFRIVER , 159 IDRAC Online Help (IDRAC BXHIAS
).

BRSSP

CIFS— //<IP to connect for CIFS file system>/<file path>/<image name>

e NFS—< IP to connect for NFS file system>:/<file path>/<image name>
HTTP — http://<URL>/<file path>/<image name>
e HTTPs—https://<URL>/<file path>/<image name>

Q) |iE: 7985 170 $5ix , (EFITE Windows 7 R EFEER) CIFS HEHT | iSIETILATEMRIA :

1& HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache i
BA1
1§ HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ& /3 3

D liFE: "7 2%\ FHSTHEFIER,

CIFS 3245 IPv4 F IPv6 Btk |, 1B NFS {328 IPv4 HBlk,

WNRFEANFS HE |, RASKS KNG | SRR EHER <SUERER> 0 <BGEEFR> .

O i+ BXBEPESNSHEYFHER | ESH EVEBNERENSHEE,

@ iE: MEHEMNARSNERPAIFIFTHMEHSRERE. iDRAC ZiFETHERRE N HMEHEEIRNEHF
&F.B< >, (ESSE) .

4. BFEMNA , AERTEE.

EREEE  EERSETACEER.
®|i$: BEERETEXHHE  HFRLER , Web REBASERARERES.

Q) [iE: MRRGHEEEIAAREIE | SER HTTPS LIBREIEERE GUI Fl RACADM Hi, MIRTE URL FREAKHE | S8R
EH "@” 7S, EAXR— I SRH.

XITF Linux &, FEEITHRE] init 3 BAERT | LLINRERTREREFaEdan<. PRIERNT

mount /dev/OS_specific_device / user defined mount point

HAp, user_defined mount_point EEVEFENSHTEERGSHUNATERNEEER.
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$3F RHEL , CDi8%% ( .iso FEHIREE ) 2 /dev/scd0 , IR ( .img IS ) 2 /dev/sdc,
SIF SLES , CDIRERE /dev/sr0 , FREIRE R /dev/sde. ATHIRMERERINZSE ( BF SLES 8t RHEL ) , Z&E Linux 12
ER G HEZEINE SN | I ENE TiZSS

tail /var/log/messages | grep SCSI

XGBRERBIIRE (a0 , SCSI iR sdc ) RISA, EEfT4RE! init 3 {ER Linux RITARART , ISR BIERTEUN R, K
INMERT | # init 3 FEINRA BT,

{£F RACADM it BinfE X {HH=

Z(FF RACADM ELEIRFEN (L= | 15/ -
racadm remoteimage

racadm remoteimage <options>
EIE

-c : EERE

-d : WIFFBMEIERE

~u<fPE> | BTNEMESHENERS
-p<EE> : AFREMEHEENERS

fzgldé!g%ﬁ§> : BMBIERMSHE FRIVE ; (ERXNEISHAUEREER. BE "ER Web REEEIEHHE" BoEERENN
=S

-5 BREEIAE

O [iE: BPE. SRHTRE_(CETERRLUTFHMIFMBRLFS (SEFBRFISHFS) - (8515). " (W3l
5).,(E8). <(FB)H> (XKFB).

(@) |iE: J9iE%s 170 iR , ERTE Windows 7 R LIEERY CIFS H2RY , iBEPHIATIEMRIT :

* 4§ HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache iZ&
1

¢ 48 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ&/ 3

(EREVN REPEIRERSR

SEREMN REBIRMER A AT, 1BHRR
BN ERLTF Attached ( BIIIN ) RS  LMEERIIIREIRSES | BINF+HER.
WIREEHIN R T Auto Attached ( Ea0fHT ) 1835 , NIEPAN RN FRRFUREE , AR 8E5 1SR S,
MR HEZE S L EFIRERT (5150 .img 58 .iso ) 1RHAIRAFEFRIRER S0l 2 | SIG ST,
EERERMERS  WIUERENE
1. EHITLATREDHR(E
BHRER ZZe%E CD 8; DVD #E Management Station CD &, DVD 3Xzh88h,
o FINNRIERGZRE.
2. %% Management Station REBFTHMSAIRENESLABETE.
3. FRUTEEZ—SISRIRRIRE :
{s5F8 iIDRAC Web REE5 1SINFRE NN ERIER BRI CD/DVD/ISO 5|§—X,

BIS1ES | Sidf8rhig <F2> 82, M System Setup ( 458 E ) > System BIOS Settings ( Z4; BIOS igH® ) iRES | SR
}%o

4. B |ISEERFHIRRER LARIATRERE.

NN HUBRRFIHMERSR
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1. BUHEMETEIAER CD/DVD,
2. B T—3K CD/DVD IENITIEYEERIKENEEH,
3. ==Y CD/DVD JRENEE,

{£ SD R LEEBMRANIRIER R

£ SD R EZIMANEIRER

1. B SD RIEEARFHIAIEBI SD &Rk (IDSDM) FHEF,

2. 7£BIOS HfSF SD #RFNTTR (WBLE ) .

3. 3ISidEiR <F11> $EOIE SD RAEHEP—MEENEE LR B,
4. BERANBR RS RRIRMERELZIRAHTRE.

{£ BIOS HAEH SD {&EiRfiISR

£ BIOS H/=F3 SD &R ¢

1. 5SS <F2> #,

HEZE System Setup ( RFIZE ) > System BIOS Settings ( 4% BIOS iZE ) > Integrated Devices ( SERETIZE )
% Internal USB Port ( 35 USB i%0 ) iIRE/9 ON ($IH) . JIREIRE Off (XFA ) , N IDSDM FTiERIESISIRE.
WRAEELR (B SD|) | i5EMEB SD RiRORENFHIEASEE SD RRRIKENSEH.

MBRZETSR (WSDEK) , 545 Internal SD Card Port ( PIEB SD K ) iR=75 On ( FF ) 715 Internal SD Card
Redundancy ( P8B SD -RTT5 ) iIRE/9 Mirror ($51§) .

6. BA Back (iB[E] ) FEE Finish (5ER% ) .

7. BB Yes (B ) RFIREFHIR <Esc> H#EH System Setup ( RFIRE ) .

*xF IDSDM

PIERIN SD #&5R (IDSDM) REEEERRES E(FER. IDSDM BIIFERRESE— SD RIRENS— SD £ | EEMISERER
SD R EIRMHITR.

P~ SD RPRYER—EIEAER, BIa0 , 205RFE IDSOM 2/ MY SD =, M SD1797&a) (£ ) &, M SD2 AR, ¥
EBERBARNR , BN SD1IEEREYE. EIHEUEHE | 2R SO1REHIES#HER , N SD2 BHMERE (£) .

1&ATLAfsER iDRAC Web SREIEE RACADM & IDSDM APIRE. BTN BN, SD ERsiSiItiE=(H%Ic=El SEL , B
FERIENR £, FHAERL PET 4R (ANRERTER ) .

SIS
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:d

AFERAU TSRS E R R T2 BaiEERER
. PiREEE

FEEAHS

[EEhFOEE R

PREGERRR

R SEHEE

Lifecycle Hi&

BUERIAZS

. EEETRT

. RFEEITIRR

X5
ERZEHSHE
- BEEFNERARE
o BES|ISHIERBERIR
- BEHE
s BELXRRFRBRFES

- BERHURS

o FEY4HUEIETRIT

o BEERFEITRR

s ERSBISERE LEEERER
E#fE5 iDRAC
EREFAEFEE
5 IDRAC iR A BNANIRE

ERSHRIEHE

H iDRAC HIIRZE R RIS

iDRAC IRt THRERMZISHT T EE | SETF Microsoft Windows &% Linux IRAEIEIN TR, {#F iDRAC Web Rl , aTLAAEIM

KiFATHE.
ZipEZHEEE

1. 7E£DRAC Web REF , ¥5ZF Maintenance ( 4 ) > Diagnostics (iZHf ) .
fERP< E 7~ Diagnostics Console Command ( iZEHSHI&HS ) TE.

2. EaRSNAET  MAGSHPLIRRE., BXpSHIER , B2 IDRAC Online Help ( iDRAC EXHI#BE] ) .

FERNERS B ER—ITE L.

518 iDRAC #J% iDRAC i HEIAE

1. 7£ IDRAC Web FRES , % Maintenance ( #k3F ) > Diagnostics (2K ) .

AT LASHEELATIRIN -

+ Ak Reset iDRAC ( EEif iDRAC ) TJEiR iDRAC, 7E IDRAC ERTLTIESEHS |SigiE, EHSI1SE , RIFrisse S

EZFERE IDRAC,

BAT Reset iDRAC to Default Settings ( 1§ iDRAC EiZHEKAIRE ) LUE iDRAC IR HENAIRE. B8 Reset iDRAC to
Default Settings ( 4§ iDRAC FEiZ/IEIAI&E ) [5 , Reset iDRAC to factory default (& iDRAC EHEigJIHI BkiANE ) O
BER. WBRESIE DRAC HEiRAH BUAIRE., LTS — !

a. WHFBIRE  BREBFINEZIRE.

b. MERAREFEIIANAFPZEIRN root , BEBERAHE (R/H1E) .
c. WFEFBIREFEEIIABFPEEIRA root , EERBEIRA calvin (root/calvin),
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2. ATk 4kEE,

'Y AT R = | - \A 9]

1y B A o = F Y]

ST LAERRS &8 L2 AR BRI LZEREREA— XS EHRMIZGR,. NRZHEFEEEHS|S | I LLZRIERS |1S5n
MEOHTRLEENS | SEdErERR (BT EH ) . SHIEFEITH | SRIBIEHFAETEREE DRAC 768, SAEELAER
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BE , BieETymE

o ERE , SHREEERERAFES (TARZ NetBIOS BFR ) . WMEREBAIM DRAC BFIKF |, ISR EEREER

iDRAC, BEFRG . B8R

7E Active Directory EeEHIEIRIH %+ B Active Directory %I,

iDRAC PIL&ECETIE LAY DNS IR E1FH.

WNREERIEPBISIE , NISIEM Active Directory R CA IFH_EZkZ! iDRAC,

WNERIEMEFRY LA , IDRAC ZFRF0 IDRAC 185 Active Directory FMEECEILAL,

WNERIE(ERTNAELRNS |, BRFNAEIHKSZS Active Directory ECEILEL,

WA IDRAC S FARERES , NARE%E User Domain from Login ( ZRAIEAIE ) 1%L0., TANEE Specify a
Domain ( ¥§5ElS ) BEIFHHIN IDRAC JISFRTEAVEA.

o IEEIFIEHIEE SSLIEPBLARRR iDRAC RHEIEIEREXREIA.

Active Directory KXW , BMECERIEBGE. MXSRERUTHEREE. ATASREIMER , MARR ?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller
Address configured in iDRAC matches the subject of the Directory Server Certificate.

WMREFFIEPINIE . 2 DRAC 5B RARSEEFEL SSL ERAT , IDRAC E{ERE LEHY CAEPIRIFERRSEHIEY. SEUEBR
IERMAI B W RE 8
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iDRAC HEAARTERRSSSHIEFEL CA IAMIEYBXATEEAN. 1EEIERAY iIDRAC RHEIFIBRETEER.
£ iDRAC HEeERigizHes it 5 B RIRSEHIE PRI TR EAEBEFRALE., MNREFER P i, BEE T — NI, @0
RI&(FF FQDN |, {EFARIEEREREEIEHIESEY FQDN |, iAEE. a0 . 2 servername.example.com AE

example.com,
EPE(EF 1P sthhib(EJotdia=hlzatll | IEBISIERSRN, WNMRFRILEDRE ?

FeEEFEHIBSIERAY “Subject or Subject Alternative Name”  ( ERRERFEAEZAETR ) R, IEEER T | Active Directory {EFREA
BFRMARIEEHIZHERAY “Subject or Subject Alternative Name”  ( ZERRE TR AAR ) FERAIHIZTHIZEAY P ik, ERRRLR
=, BT TR EZ— !

7£ IDRAC i5Hali#aHB8aYEH22 (FQDN) BCE A atA2#88tdl | L\ SRS EEIEP AT Mak s A2 FRITEL.,

BHMARSEHERLAE "£/" 5 "ERERER" FERPMER P it . \in5S7E DRAC FECERY IP 1B IUES,

RS SRR HISE M ACETE SSL BRI RPIRED | IS2EIEBSIE.

HEZIMERERT REGE |, Wi EikiEE Sttt 2

XWZR IDRAC SYSRFFTE R AP = HIZsAIEA12 (FQDN) 5% IP Hbdik,

{IRIEEEE Global Catalog Address ( £BRFHAL ) ?

MREFEAVEREEBFACERERENE , UHHESLERRIBIE, THERT , SREERBEAA.
WMERFERNENERNERERFPIABAESEEREY  , WAKEELBRFMIL.

MREERNZEY B , WAERERRmRtiLt,

IRERENERLGNRMA ?

iDRAC BfciEiEEIFrie BRvidEhIzsitit, MRBPIABEMTZIETS , WHRESTR.

WMREE 7 2EEFIEEHIE | N DRAC SREEHLBRR. MRNEBRRICEIEIMITER |, NS RNMXLAR,
iDRAC #5£27E SSL &R LDAP 3 ?

LA, FrEfEmEhEidgein0 636 F1/8k 3269 #H{TEH. EUXIREITTET , iIDRAC (X117 LDAP CONNECT LAPRENZIAIRY |,
AEEIEZSEE FHT LDAP BIND,

At 4 iDRAC ERIAS FEBISIIE ?

IDRAC SEHISETIEARIZ S | LAR iDRAC IEERIEI=HI2RS (. IRBIEBWIE , BREA LA REIEHIREF 405 SSL &, i
RGREER2N R AN EIEHIRMIARRIDET | APARAIET Web FEEL RACADM EHEEER,

iDRAC 2&E%}F NetBIOS Zffi ?
IR AT,
Jt+A{EH Active Directory Bi—E R H - FERINEEIKIAMN S 5EEFRE iDRAC ?

Active Directory B—EFRINEBREREFBEEREEAZ 10 #hmiaeschk , (BRUNREIEE 7 Hi5k DNS IRSS28F0%5 F DNS IRSSEE |
=P %NS %%%EEEE&BE , NATEEBERKIAND A REER. DNS IRSEHEAAITAEIS HIN DNS #8hd, iDRAC $EFEREA
DNS BRSELIBER,

Active Directory EgE 79 Windows Server 2008 Active Directory F{E{ERIE. zikhE—1NFi& . BRATFE—FiEFEB
REANKR. SitERFAAIREFRES iDRAC B , Active Directory EA—EFIGKM,

XA aEEF4EEBIARIER. Active Directory fRSSE§ P ERFPZEZEEL

« Security (£2) - REEAMTFEEERPHERTENHRIRZRRURFEERIKZE.

s DK - DREERTEFIMGS RTIE.

RERFZARBIER SN, ERRERS KEEFHINS ESEASR |, (BRI LMFERTI Mt ERIgE.,

A—E R

{£ Windows Server 2008 R2 x64 & SSO BR%M, fRRLIDRFEIEEETA?

1. et SR FNiE SEARIETT technet.microsoft.com/en-us/library/dd560670(WS.10).aspx 1 MBR9EE,

2. ECEITEHLAFER DES-CBC-MD5 %34,
XLIR EN RE SN SHIME R E PRI B RS SRR FIFESM. Kerberos SRIGIK B IFIIBCEINZZEENT ¢
Computer Configuration ( iTE#lEIE ) > Security Settings ( Z2i&H& ) > Local Policies ( A51156Hg ) > Security Options
(RN ) .

3. ERREEFIREEEHN GPO,

4, EwpSITa , A gpupdate /force H{EM klist purge apSMIERIH Keytab,
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5. EH GPO 5 , BUERHTAY keytab,
6. 15 keytab E#Z iDRAC,

IEAJLAERE SSO B IDRAC,
F+ATE Windows 7 #1 Windows Server 2008 R2 L , Active Directory FIF#{TEA—EFR KM ?
RIS Windows 7 1 Windows Server 2008 R2 FUfNERERY, EESFINZRER .

1. UEBRHEEEEMNRNBFRSHESR.

2. BEFRIIZEIT gpedit.msc, SRR ocal Group Policy Editor ( Aith4ASRIEHRIEES ) B0,

3. %5Z Local Computer Settings ( Attt E4HiSE ) > Windows Settings ( Windows i858 ) > Security Settings ( 2188 )
> Local Policies ( A5it15EHE ) > Security Options ( &Z£i#%lR ) .

4, AiEETE Network Security: Configure encryption types allowed for kerberos ( FI4&& 2 : EiE Kerberos FSIFRINNZZSEEY )
FHi#HE Properties (JEBIE) .

5. [BRFTEE,

6. BAE OK (HR%E ) . IAERLAER SSO EHR iDRAC,

SFF Extended Schema ( TBEZRM ) |, BUTLATHIINZE :

1. 7£ Local Group Policy Editor ( AR HRIEES ) B+ , SAZE Local Computer Settings ( AT EHIEE ) > Windows
Settings ( Windows i&8& ) > Security Settings ( L85 ) > Local Policies ( A550E ) > Security Options ( 2%
).

2. BB Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ( fIE&E 2 : fREI NTLM : RiF=iZR

SRS NTLM IB(S& ) FHEE Properties (BT ) .

155 Allow all ( £8BFeiF ) | B OK (8% ) , A/5XH] Local Group Policy Editor ( Zith/HSREERIERS ) B,

BZEFHIET omd, WP ERGSIERATEO.

1217 gpupdate /force, ARMEE. XAGSIERTEL.

BEFIAFHZEIT regedit, LHATE R/ Registry Editor (iEiZRSmiE:s ) &0

SfinZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,

EANEEF  ARBGLFHIERE New (§iE2 ) > DWORD (32-bit) Value ( DWORD [32 {i] {H ) .

9. S EMERINA B Y SuppressExtendedProtection,

10. A8 SuppressExtendedProtection 7535 Modify (€8 ) .

1. 7E Value data ( {BEE ) FERPHEN 1 H 85 OK (THE ) «

12. %7 Registry Editor &, I/ERTLAER SSO & iDRAC,

AN5RJ3 iDRAC ST SSO H{EH Internet Explorer &3 iDRAC , SSO 2XMAIRTIMAAFRBMNEE. MWRRRILLDEE ?

(R iIDRAC IP #t31t517F Tools ( TEL) > Internet Options ( #%I& ) > Security ( 21 ) > Trusted sites ( AI{Fifism ) . R
Ry | SSO BEAMFHRTMARFPEFZRS., B Cancel ( BUHE ) FHUAEL,

HEERER

{EEF Active Directory EHE-RERINGEER iDRAC EER SIS FhATE.

IEERY Active Directory EHRERERISTEBEEN 10 7 , (BUIREAEMLE A RISE 7 Bt DNS IRS52:F15F ONS fiR5:% , #H
BNt DNS BRS5ERKAM , NATRERZEIAIISH. DNS IRSSEHFHRITUHASHIN ONS #8AY. iDRAC 1E{EFI A DNS IRSS=FLEE
io

ActiveX FR{TCEAIS MBI E #E-RITiERS.
Ha{R Microsoft Windows BMERFSHFERER. Windows SFEIRAY U EBE-RINEIRFIRHTER (CSP).

—RERi , BRESER PR LERFEEEER CSP, fEHH Windows BR (Ctrl-Alt-Del) BT EERBANIE REBHES
Windows Z2ENEIERERF TR PIN XHEHE.

E#ER PIN AIEfR.
SEERE REAEAERN PN ZUREIZME. AXMERT | BRREE A RWIREGIVEER.

EiEHS

BalELIEH SR EM 4 Java lRE?
BRE Java 8 SNESMALIEAILINEEET 1Pv6 MLRE5) IDRAC EHNEHEIA.
EPEZEM iDRAC Web REiEH , ERMEHSSIBARFEND. XEMEIRYITHIS ?

© NN
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Ll XAEMEHEEEREAT S HENRIE.

TERESS =8 LR hIRSRCED RS I LA R s FR RIS H S ISAEIEIS ?
LA

P AERKXAF RS HE 15 A BEXFAIRESS 2R LAY hIRLT ?
ERt AP BN SEMSIR RIS LRE.

FI A thiRSRRI R RIEIRERS ?

%A | IDRAC BRI TINERG | SRR ZIFTHF.

Pt PRI LAK S TFHRIANS ?

LA LR | AR ARERASF T,
KAFHATRE XA IR EBMET ?

@=
[

KAFEH SREXMTRER SIS LA ?

& | FIHEKRAAISRSIEES 2T XK.

iDRAC FIF$IFEE XA hBRSS RRAMSAHB =T AR ?

HIEH IDRAC Ee BRI &I LA THE K IAA =SS,

MAIBRIS A 1thARSS 2RARSTRY RRVIANR 2

WRERENMEEINEHIETE L.

BRERYS iDRAC.VirtualConsole.AttachState HRZ , iIBFERLUUTHS :

racadm get idrac.virtualconsole.attachstate

FEM Telnet, SSH BIERESIEFERA TGS ¢

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState
EREIEHIES OSCAR B tbeEEINE. FitiEHeRRE  SERSHRSEMFUETEERS. SR, EBERFRR DRAC
EEMERERA.
At aEEHEHEEOPERRAFFRED ?
1R Management Station FYRZ7ReEHDHIZERIZE /I 12801024,
J3t+4 Virtual Console Viewer BI{E Linux I2{ERFRHINELED ?
Linux EAHEHIEEERRE UTF-8 &, NBEKHIREHERFHE (NRFE) .
J$3{t+4 Lifecycle Controller F Linux X541 & THIBIREARSE ?

})f_..%éﬁ?ﬁﬂ‘aﬁ?% USB EEARIKaNFERF | 1B USB BRARIKEIERFRAE X-Window EMFRF FIA. EEIEHEESSRTS  FUTTIIIIE—

HETHESIRRIREIRIAI R, EERIE | %5 Linux,
AETRKET , iEFa—HIRIE,

UN{AI7E Virtual Console Viewer BRSBTS ?

HEEEIIEEIESER , BRI ERRIEE T IERIER.

RRBEET DRAC EHIUEHIEEFin LAVE—NIRIEIR (T DRAC ERIEHIERBEMNIRT ) . AR HREN.
B B USSR IEREE Microsoft RERGRT , TLAERERKEIRS ?

. HIEBE BIOS FESRAEIIEHENA S IR RESTRIY Microsoft BERFRY , KRFBAIE EMS EZER | BEXRETRIEE
e, TWRESTRS DIRERE  SEENETEEENRSEE BRI RS BIOS hXAEMETIS.

IHASEE Microsoft 4E5;, , FRSRIEREFIFPEAISHIATEMA. EREASTRILES | BS%T DRAC BB AR HIREIIRS)
&, AEBRRERERERS,

7+ 4 Management Station LRI FHIEIRTAT A RERMIEIEIRSS =8 LEFHIERIRES ?

Zi@id iDRAC (AR , ETRIA EAY Num Lock 8RNI A—ESITiERS3 28 EAY Num Lock £REFF—E. Num Lock APIRSEUR TRz
ERIEMITZIRSH|AVIRE | SEIRS LA Num Lock JRASTXK.
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BT ANFBENE S EUET S SIETRRE A Session Viewer B[ ?
BIEENTIR R EEINEHIESIE, WEREARZSHT.
MREEHSRNEIEEHITHEEREAFLEIZSERSSE | F— 1 HARESSIEIZEEER?
B. NMRAEFBRNRS , REESERRITHI.

BETEMENERIERESIEER?

EINER 5 MBPS ERELURISRIFIHRE. RIEMEERE 1 MBPS EHHHE,
ERNETEMIEFISBEHTARBRAER?

management station 23K Intel Pentium Il 500 MHz 4MEBEEF1Z/ 256 MB RAM,
HH2EMIENSEEREONESRET "XTES” WiER?

TEZILLEERTRERR /9 IDRAC ElEH SRR EITERSHRREMR. —RBR T , SITERSRXAN | eIl
1778, B , AR NEERS SRR EISMREEET R IE S,

F{t4 Virtual Console Viewer EOBNESEREHEEREE ?

TEZSE AR ER ARSI RIS AR iDRAC BEBERITAYEE. BRoiRaRHRESNIETSSEBHEER
B B YIRS (FINIBIRTANETE ) JiRESHINEAER.

M iDRAC Web RERHNELIEHERIEN , AHA2ET ActiveX Z2IHEN ?

IDRAC AJREARTERZ(EERIILRFIFRT. ERIESRENEIEHERIER B REEMHED | 1518 DRAC iRINEIZFimX 5889
ZEuhRFIRF

BAFETH > Internet i%IR > ££ > 0J{Sihs.

—

2. BATEuEEHEN iDRAC [ IP HBtbal DNS &R
3. B,

4. BFEENER.

5

. ER2IZEFOF , A FEREBR ActiveX IEH TIEFRT.

731t 4 Virtual Console Viewer BO73%H ?

MREBEUNBARER | EREEUEFIETUR | BBARLISHEERNREINERIE | BABRZERSS=MES.
EREILNZHISRT , A ABIRE DOS HARRLE ?

Dell BIOS 1SRRI EIAE R/ PS/2 AR, RIEIRLT , PS/2 BAREREIMSHAMEIE , XRIEMFRIFIER. DRAC 8 USB
EARKEIER | RIFERE B Hati iRAMIEEEIRAISIMEEHRER. B IDRAC 1§ USB RUEIEARIEEBLS Dell BIOS |,
BIOS (BEESKHEERNEUEF BITHRIFAE. BEEWTH , AREFBETHRBERIMEINIREN "USC/Diags” .

BiELIEHEE | BIFRSnEEERaRaED  BEFRFPREN. AHASREZMER  MAFER ?

MREBHMERIZE S USC/Diags , S REXFPER. X T Alt+M PRI EA MRS EERER. BXIRT Alt + M AT ERE
MEH & _ERIERFR.

BEEEFI&ZEZZIM CMC [3E) iDRAC RER , BZ GUI SiE&iERT ?
M CMC Web FRES5] iIDRAC RIEEIIZHIGRT , BT aHENLISaIEIESRS. Rl TFER A GRHEISXA.

EETE FEHIIE— iDRAC RSB GUI FIEHIEFEIEHT , (NERMEEHEOXFZEI GUI Bf530 , T iDRAC GUI &iFiERt. IR7AE
BHE OFIEIIESISXFEM CMC Web REES iDRAC GUI |, LtHEEALHIR,

@ |i: FiEBF MX FE&,
F+4 Linux SysRq $#7E Internet Explorer i {#F ?

Linux SysRq $#4T785M Internet Explorer (FRIEIUEHIGRIIAR. EARIX SysRq 2 , 7E1%/E Ctrl 70 Alt $2RY[ERT , #2F Print
Screen $EERERTE(FER Internet Explorer BIEIRY , Z@I1T iDRAC 5 SysRq SEAIXENTAE Linux fRSSES | IBHITLATRIE ¢

1. BUETAE Linux ARSSEE EAUBEARIEINGE. I LMERLA T a<STE Linux 2% ETEGE

echo 1 > /proc/sys/kernel/sysrq

BE Active X Viewer RUBREEEIER .
¥ Ctrl+Alt+Print Screen,

{XFERL Print Screen,

T Print Screen+Ctrl+Alt.

o b onN

®

i¥: Internet Explorer fl Java 2yBiA323F SysRq THEE,
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At zEEMIEFISRSBER "EEPET BER?

EIRS A ERS I SUEPERAEEMEIHONT , iDRAC BEFER , [ET BIOS EigM-<. MRFHEANZ 10 Gb MK , tHiFsaas
B, MBEINSRIEEIMNBITHE ERAERY (STP) , ISR ESIEEK., EXMIERT , BVEEERIRS SRR
iHOfSFE PortFast, EAZHIER T . EIUSHIE&HEETER.

ISR EDINER TLS 1.0 BY , [FEIRA HTMLS RIEBUEFIS XMW,
IBHRIRENIERIRE IR TLS 11 BE SRS,

SE#i iDRAC EIf4/5 | f&EN Java iR EEHEHIS KM,

kR Java BRER | AREMEMEHSE.

REHAT TR

A 2N REFIRERER SR ?
HIMIESHERTSS | IDRAC BHFMTFHERE | ISETFTIRSS SR IR SRR BRI,

RS PR RSP EN CD |, i CO BRIREEBEmMITIATIE. EIXFER |, IREFIRASFIEE CO FrffIiiaAR | E
HEJREEBRIF EIERIGRR. MREREK | B GUI EFNEEF R ZRIRERIF.

Eé& iDRAC Web FREFFELEITAM RACADM Ap ¢ EH "ENMR" EERE  ANALEEENSE  (HICERN T RS
EEIMEREMNIKES | BERENR Client View ( ZFIRRE ) EO.
Pt LB R RREE Windows IMERAERFEERKAEE ?

WNER{FEH Dell Systems Management Tools and Documentation DVD %% Windows {EERF , FFEMEZIERRIE , AT MZEIEL
AR N REE E T K HORTaIA BE1(8] IDRAC Web R, ZEBOFASISTRLEHRE.

WS ELR S E BN IS ISR E ?

AEZERS L, 150 BIOS IREHEZES |SE, HKEEHL CD. EHIERED vFlash FHRIEFEEXIRES|ISINF. ot , 7 CMOS
Eéﬁqna@@ SRR TasigE | LMFERINRETE1S, fit0 , ZEM CD IKzhEE5|S |, & CD RaheEfReE 3 | SIRFETHE—NME
IBRLE 7Y RSB TILAIR B AT 5| SR eE ?

iDRAC SYFHEMNLAT AT SN RS -

CDROM/DVD BB &

ISO 9660 B&:

1.44 SREZER IR AR MR

BHRERFOANERIREEhRLERAY USB (NTFE2

USB N2 &

WN{I4E USB IIERIR A TSI SR ?

EEILAthEIE Windows 98 BahE 5 ISFHS RGN EaIEEHE USB INFE. fliN , M DOS IRFHERALIT G

form]

R

[

sys a: x: /s

Hr , x ZRERENT5ISIRER USB NFE.

EERIT ROMIMAEERSTERR. (BEIE1T Red Hat Enterprise Linux 5 SUSE Linux i#{FRAMNRF L TEHKE R R/ =
CDi&&. WMfURRRLLEE ?

T Linux IRAF2ERERANTT % B s INEEN R EIXENRAIREI CD WXales. EMBEMRERRE  FEKE Linux DECEIE
MR IRFRRANRETI R, EINHETREIKEES :

1. $TFF Linux sp IR BT TIA T <
grep "Virtual Floppy" /var/log/messages

2. KAZEEIRHZEHICTRIE.
3. 1E Linux IR fHbEiT A TS S

grep "hh:mm:ss" /var/log/messages

hh:mm:ss & grep L 1 IREHSERIATEIE.



4. EXB 3G, BFE grep mSHERHHAIE T EINREINIRER.
5. HBRCMIIFEERIEREIKEESE.
6. 7E Linux IB-fHbiaiTATHS -

mount /dev/sdx /mnt/floppy

ZNNEEEHA CO Rafzg , FHEIKE Linux DECEIRENL CD WENZRANIRE TR, ENIEEEM CD IKaf=s

1. ¥TFF Linux sp RIS T LA T < ¢
grep "Virtual CD" /var/log/messages

2. FEZERRIRFBHIC AL,
3. fE Linux IR FHbEITIA TGS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep ZE£ R 1 IREHS S RYATEIEL.
4. EER I, BE grep mPHNERIHKEIMEF Dell &4 CD BNIRER.
RREEMINFHERZRENL CD IKaEs.
6. fE Linux IR ~"FfINEITLAT SRS ¢

o

mount /dev/sdx /mnt/CD

Hep : /dev/sdx BB 4 PRIANIREE , /mnt/floppy BRER.
Ftt ATE(ER iDRAC Web REMTIZIZEFEMZIE | EETIIRS EEAIEIIRIZE S URMIER ?
EFEFHSIER DRAC Eig. MERITEERHE TEMIRGNES. DRAC BiRREREESEI .
Pt A% USB i8R ZIE . FRAARY USB iRSEEPRAFFER: ?

N FRISEH vFlash IRFIENES USB IRFEERIFH USB Bk , HEEIHE=R— USB g, SX{TaEIN RS vFlash
USB IR EIERE TN USB IBRa T USB BLLBFER: | FrE BB vFlash IREEBIE NI USB LGS HEMRTT | HiEE
EINEETEl]. IREVBERSEER—MNEUNFRIESR | B2MINsn BI— NS MR EREL vFlash 185, BINSCEERE

WEE USB iRE , AEEHERAXIRE.

USB Reset ( Eif ) RHABHA(ER ?
BRIEIRIERERIIRSS SZATE USB iIR&FI4 USB 125,
WNSEMEIUTY FRAOEAEERE 2
BELIEIANRARIENRE | B2 T R SRR |, ST TIINE—RE
- BlitREBRREERANRE.
o AR ARSI SN,
® |i$: FEUWERT  SERSSBMELINERERIEHSR) iDRAC ZEEIRERAZHRIA,

WNR(FFRREE Windows [RBESHRIERS , iBELLBFR/ Windows Event Collector BY Windows fRSS. EHUTUHRIE | iBEE
Start ( Ff¥#& ) > Administrative Tools ( E¥ERTH ) > Service ( [§5% ) . A#EE D Windows Event Collector 78 Stop
().

EEEREIRNEEDN USB IFERNASE | BdEMNREER—MEMEE | B ASBIEREMATES ?
ARG REIREIRENEE. XARTEERMBNTHNRERER  REEERXEIMIREIEE.

R R IREES LTI RFHRE 2

REPMERARIRENESSTHF FATI6 B FAT32 SRS,

Pt AEE T BT RERE DVD/USB BY , BMERMN RLSAIRER , (PARTERER ?
MERAFEFTREX M (RFS) IhRE , NS EREIREE. BT, S LAER RFS SN R | (BREERRIER.
LNEEERE B HRER TLS 1.0 BIEEIER HTMLS BIEEINREM.

BRI ERRENFEA TLS 11 HESRA.

EBINRFEXLGE , BME iDRAC BREBINGE EEAT" h "SiEE” .
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YNEREIAVERT ActiveX BY Java FRIFIAIAIEIN B BT iDRAC FRSHIIMEINIRESIRF | BIAERRSTRETRN "BER” . 15
BINARENEE 00 B ENBAAEKRHAN . LAGIRIEEMAN .

vFlash SD &

vFlash SD -={ARI4H7E ?
BAEIEEH{ThAY vFlash SD REBIE. B8 , TR ERIEETED,

A\
SNMP 3§iE
PAHALEREE “Remote Access: SNMP Authentication Failure” (iEfEillE : SNMP ISIELRM ) ?

FEERIIEF | IT Assistant REIUFZ R get F set BRBFR, 7E IT Assistant # , get BIREFR = public , 1 set BUAZFR =
private, ERIAIER T , F3F IDRAC {IFFERFRY SNMP RIERZFEHAETRE public, 2 IT Assistant &2 H set IFKAT , iIDRAC KIEFER
SHERE SNMP IFEIR | BAB{UESRBREIAK = public AYIEK.,

EGLIEAERE SNMP SGIFEIR | S AR IERRFESZHEREFR. BT DRAC RAF—MEWAEIR | S iSHERIAY get 0 set
FUAZFIRAT IT Assistant EIRIRE.

FHnes

FREEER ZANFRIENERRESR . FH OpenManage Storage Management RRAIF#IREHLL iDRAC B, HHA?
iDRAC (XBRGEMAVEE (CEM) ArZiFiRENER.

{£558 HBA 330MMZ F1FE4 IOM A MX &R , ([ ID ENC42 Apk 7T IO0M 8529 EEMI ER , (BAS4ERATF IOM kS
B9 EEMI jER (ENCA1),

FRIATE iDRAC Web SREIFIRE IOM |, IBHITLATIRE

1. HEFERENE
2. EFAE,
3. EREBEHET  BRTURBENERENFE  ARHEA IOM ER,

iDRAC Service Module

Before installing or running the iDRAC Service Module, should the OpenManage Server Administrator be uninstalled?

No you do not have to uninstall Server Administrator. Before you install or run the iDRAC Service Module, make sure that you have
stopped the features of Server Administrator that the iIDRAC Service Module provides.

How to check whether iDRAC Service Module is installed in the host operating system?
To know if the iIDRAC Service Module is installed on the system,
e On systems running Windows:

Open the Control Panel, verify if IDRAC Service Module is listed in the list of installed programs displayed.
e On systems running Linux:

Run the command rpm —gi dcism. If the IDRAC Service Module is installed, the status displayed is installed.

e On systems running ESXi: Run the command esxcli software vib list|grep -i open on the host. iIDRAC Service module
is displayed.

@ NOTE: To check if the iDRAC Service Module is installed on Red Hat Enterprise Linux 7, use the systemctl status
dcismeng.service command instead of the init.d command.

How to check the version number of the iDRAC Service Module installed in the system?

To check the version of the IDRAC Service Module in the system, do any of the following:

e (lick Start > Control Panel > Programs and Features. The version of the installed iDRAC Service Module is listed in the Version
tab.

e Go to My Computer > Uninstall or change a program.

What is the minimum permission level required to install the iDRAC Service Module?
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To install the iDRAC Service Module, you must have administrator level privileges.

On iDRAC Service Module version 2.0 and earlier, while installing the iDRAC Service Module, an error message is displayed
stating this is not a supported server. Consult the User Guide for additional information about the supported servers. How
to resolve this error?

Before installing the iDRAC Service Module, make sure that the server is a 12th generation PowerEdge server or later. Also, make sure
that you have a 64-bit system.

The following message is displayed in the OS log, even when the OS to iDRAC Pass-through over USBNIC is configured
properly. Why?

The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iDRAC Service Module uses the OS to iIDRAC pass-through over USB NIC feature to establish the communication with iDRAC.
Sometimes, the communication is not established though the USB NIC interface is configured with the correct IP endpoints. This may

happen when the host operating system routing table has multiple entries for the same destination mask and the USB NIC destination is
not listed as the first one in routing order.

Table 66. Example of a routing order

Destination Gateway Genmask Flags Metric Ref Use Iface
default 10.94.148.1 0.0.0.0 UG 1024 0 Oem1
10.94.148.0 0.0.0.0 255.255.255.0 u 0 0 0 em?

link-local 0.0.0.0 255.255.255.0 U 0 0 Oeml

link-local 0.0.0.0 255.255.255.0 U 0 0 0 enp0s20u12u3

In the example enp0s20u12u3 is the USB NIC interface. The link-local destination mask is repeated and the USB NIC is not the first one
in the order. This results in the connectivity issue between iDRAC Service Module and iDRAC over the OS to iDRAC Pass-through. To
troubleshoot the connectivity issue, make sure that the iDRAC USBNIC IPv4 address (by default it is 169.254.1.1) is reachable from the
host operating system.

If not:

» Change the iDRAC USBNIC address on a unique destination mask.

» Delete the entries that are not required from the routing table to make sure that USB NIC is chosen by route when the host wants to
reach the iDRAC USB NIC IPv4 address.

On iDRAC Service Module version 2.0 and earlier, when uninstalling iDRAC Service Module from a VMware ESXi server, the
virtual switch is named as vSwitchiDRACvusb and port group as iDRAC Network on the vSphere client. How to delete them?

While installing iDRAC Service Module VIB on a VMware ESXi server, iDRAC Service Module creates the vSwtich and Portgroup to
communicate with iDRAC over the OS to iDRAC Pass-through in USB NIC mode. After the uninstallation, the virtual switch
vSwitchiDRACvusb and the port group iDRAC Network are not deleted. To delete it manually, perform one of the following steps:

* Go to vSphere Client Configuration wizard and delete the entries.
* (o to the Esxcli and type the following commands:

¢ Toremove port group: esxcfg-vmknic -d -p "iDRAC Network"
e Toremove vSwitch: esxcfg-vswitch -d vSwitchiDRACvusb

@ NOTE: You can reinstall iDRAC Service Module on the VMware ESXi server as this is not a functional issue for the
server.

Where is the Replicated Lifecycle log available on the operating system?

To view the replicated Lifecycle logs:

Table 67. Lifecycle logs location

Operating System Location

Event viewer > Windows Logs > System. All the IDRAC Service
Module Lifecycle logs are replicated under the source name iDRAC

Microsoft Windows Service Module.
(D NOTE: In iSM version 2.1 and later, Lifecycle logs are

replicated under the Lifecycle Controller Log source
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Operating System Location

name. In iSM version 2.0 and earlier, the logs are
replicated under iDRAC Service Module source name.

() |NOTE: The location of the Lifecycle log can be
configured using the iDRAC Service Module installer.
You can configure the location while installing iDRAC
Service Module or modifying the installer.

Red Hat Enterprise Linux, SUSE Linux, CentOS, and Citrix /var/log/messages
XenServer
VMware ESXi /var/log/syslog.log

What are the Linux-dependent packages or executables available for installation while completing the Linux installation?

To see the list of Linux-dependent packages, see the Linux Dependencies section in the iDRAC Service Module B #57 , ML :
www.dell.com/idracmanuals.

How to increase GPU performance for certain configuration?
BIOS system performance profile set to performance

Under Processor Settings, set NPS to 4 and CCX to auto

Minimum 1 DIMM per channel

IOmmu=passthrough on Linux OS

RACADM

17 iDRAC Ei& (iBiZ{EM racadm racreset i< ) |7 , MIRRBIEAGHS , SEFUTHE. XEFHTLZER?

ERROR: Unable to connect to RAC at specified IP address

B EIE IS MEE IDRAC SR EIRfE , AReAkHB— 1<,
{5 RACADM ‘nﬁ@*ﬂ?rﬁ@ﬂj ey N
58 RACADM @3S HT , ATRESIBRILA T— N EZ MEIR

. ZISﬂB RACADM fBIRMEE — WiB%. EDRIEIRFIBFREIRE IR,
+ 2 RACADM fEIREE — O IP &R, AP REREEIEREnE,

X} iDRAC i#1T Ping llilHRIE , MNREEAIRNNHSAEN Z EHERIEZE , MiRH Ping MR,
BIMRARS LRI ARP 3K,

iZFE RACADM 7Gi% I SUSE Linux Enterprise Server (SLES) 11 SP1 &% iDRAC,
BIHREZRIEIRY openss! #1 libopenss! iR, IE{TLATa<LAZE RPM B{4E

rpm -ivh --force < filename >

Erh | filename 2 openss| 8 libopenss! rpm {43714,
a0 -

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

St ATEMIEERIS , iEH2 RACADM FIEF Web MBS 2 TERTM ?
i DRAC Web JRSEEIE , ATRERES(S/ 9% | iR RACADM IRSSFIET Web HOREA 2R,
FELI TR FRER DRAC Web RSS2

+ {§F IDRAC Web BB REE S MEE B ME LT B IR,
» iDRAC.Webserver.HttpsPort BEEEN , BFF racadm set -f <config file> XJELHITHIE,
o (FFH racresetcfg W,
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iDRAC B EiZHT,
FE T SSL RS SEIER,

fEF#ith RACADM S EE | MIRESHERIRS X , MARRERER ?

XERNEIES KB FIEERTH. AT, PRE—RIEESHMNER  AEBERS XERIRES. MRLEETER 5%
FelEo KigrFelEBEiRZo X.

KRAZEEIAZIGZE calvin

WMRERRFREMIME—RY IDRAC BUAZRY |, (B8R calvin IRENBUAERS | B /RERARSR LRI Bk,

BEHEIRBIGK X EBAIAZRIA calvin, BIEIE iDRAC EigPHITRE | BNLERSEIE—ED.

BRBEAEERIER | BSERIIRS AR , LA www.dell.com/support,

Miscellaneous

When an OS is installed, hostname may or may not appear/
change automatically.

There are two scenarios:

Scenario 1: iDRAC is not showing the latest hostname once you install an OS. You need to install OMSA or iSM along with the iDRAC
to get the hostname reflected.

Scenario 2: iDRAC had a hostname for a specific OS and another different OS has been installed and still the hostname is appearing as
the old hostname without overwriting the hostname. The reason behind, hostname is an information which is coming from the OS,
iDRAC only saves the information. If there is a new OS has been installed, iDRAC does not reset the value of the hostname. However,
newer versions of the OSs are capable to update the hostname in iDRAC during the 1st OS startup.

How to find an iDRAC IP address for a blade server?

@ | NOTE: The Chassis Management Controller (CMC) option is applicable only for Blade servers.

Using CMC web interface:

Go to Chassis > Servers > Setup > Deploy. In the table that is displayed, view the IP address for the server.

Using the Virtual Console: Reboot the server to view the iDRAC IP address during POST. Select the "Dell CMC" console in the
OSCAR interface to log in to CMC through a local serial connection. CMC RACADM commands can be sent from this connection.

For more information on CMC RACADM commands, see the Chassis Management Controller RACADM CLI Guide ( {fEE %88
RACADM CLI $888 ) aJ M www.dell.com/cmemanuals _E3REX.

For more information on iDRAC RACADM commands, see the iDRAC RACADM CLI Guide ( iDRAC RACADM CLI $§&g ) aTM
www.dell.com/idracmanuals _3EEY.
Using local RACADM

Use the command: racadm getsysinfo For example:

$ racadm getniccfg -m server-1

DHCP Enabled = 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1
Using LCD:

On the main menu, highlight the server, press the check button, select the required server, and press the check button.
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How to find an iDRAC IP address for a blade server ?

@ | NOTE: The OME-Modular web interface option is applicable only for MX platforms.

Using OME-Modular web interface:

Go to Devices > Compute. Select the computer sled and iDRAC IP is displayed as Management IP.

Using OMM Application: see the Dell EMC OpenManage Mobile User's Guide ( Dell EMC OpenManage Mobile FAF$8RE3 ) BTM
www.dell.com/openmanagemanuals _3KEX

Using Serial Connection

Using LCD: On the main menu, highlight the server, press the check button, select the required server, and press the check button.

How to find the CMC IP address related to the blade
server?

)

| NOTE: Not applicable for MX platforms.

From iDRAC web interface:

Go to iDRAC Settings > CMC. The CMC Summary page displays the CMC IP address.
From the Virtual Console:

Select the "Dell CMC" console in the OSCAR interface to log in to CMC through a local serial connection. CMC RACADM commands
can be issued from this connection.

$ racadm getniccfg -m chassis

NIC Enabled =1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0

Current Gateway 10.35.155.1
Speed Autonegotiate
Duplex Autonegotiate

(D | NOTE: You can also perform this using remote RACADM.
For more information on CMC RACADM commands, see the Chassis Management Controller RACADM CLI Guide ( HfEETR=HIZE
RACADM CLI #8Fg ) "M www.dell.com/cmcmanuals LEFEEX.

For more information on iDRAC RACADM commands, see the iDRAC RACADM CLI Guide ( iDRAC RACADM CLI 88 ) =TM
www.dell.com/idracmanuals _EFREY.

How to find the OME Modular IP address?

(D | NOTE: Applicable only for MX platforms.

From iDRAC web interface:

Go to iDRAC Settings > Management Module. The Managment Module page displays the OME Modular IP address.

How to find iDRAC IP address for rack and tower server?

From Local RACADM:
Use the command racadm getsysinfo.
From LCD:

On the physical server, use the LCD panel navigation buttons to view the iDRAC IP address. Go to Setup View > View > iDRAC IP >
IPv4 or IPv6 > IP.
From OpenManage Server Administrator:
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In the Server Administrator web interface, go to Modular Enclosure > System/Server Module > Main System Chassis/Main
System > Remote Access.

IDRAC network connection is not working.

For blade servers:

» Ensure that the LAN cable is connected to CMC. (not for MX platforms)
» Ensure that NIC settings, IPv4 or IPv6 settings, and either Static or DHCP is enabled for your network.

For rack and tower servers:

¢ In shared mode, ensure that the LAN cable is connected to the NIC port where the wrench symbol is present.
¢ In Dedicated mode, ensure that the LAN cable is connected to the iDRAC LAN port.
¢ Ensure that NIC settings, IPv4 and IPv6 settings and either Static or DHCP is enabled for your network.

iIDRAC not accessible in shared LOM

iDRAC may be inaccessible if there are fatal errors in host OS such as BSOD error in Windows. To access iDRAC, reboot the host to
recover the connection.

Shared LOM not functional after enabling Link
Aggregation Control Protocol (LACP).

The host OS driver for the network adapter must be loaded before LACP is enabled. However, if a passive LACP configuration is in use,
the shared LOM may be functional before the host OS driver is loaded. See the switch documentation for LACP configuration.

@ | NOTE: Shared LOM IP of iDRAC is not accessible in pre-boot state when the switch is configured with LACP.

Inserted the blade server into the chassis and pressed the
power switch, but it did not power on.

¢ iDRAC requires up to two minutes to initialize before the server can power on.
¢ Check CMC, andOME Modular (only for MX platforms) power budget. The chassis power budget may have exceeded.

How to retrieve an iDRAC administrative user name and
password?

You must restore iDRAC to its default settings. For more information, see 1§ iDRAC Ei& I BHAIZE.

How to change the name of the slot for the system in a
chassis?

(D | NOTE: Not applicable for MX platforms.

1. Login to CMC web interface and go to Chassis > Servers > Setup.
2. Enter the new name for the slot in the row for your server and click Apply.

IDRAC on blade server is not responding during boot.

Remove and reinsert the server.
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Check CMC (not for MX platforms), and OME Modular (Applicable for MX platforms) web interface to see if iDRAC is displayed as an
upgradable component. If it does, follow the instructions in {§8F3 CMC Web FREE#[E4F update the firmware.

(D | NOTE: Update feature not applicable for MX platforms.

If the problem persists, contact technical support.

When attempting to boot the managed server, the power
indicator is green, but there is no POST or no video.

This happens due to any of the following conditions:

« Memory is not installed or is inaccessible.
¢ CPU is not installed or is inaccessible
e Video riser card is missing or not connected properly.

Also, see error messages in iDRAC log using iDRAC web interface or from the server LCD.

Unable to login to iDRAC web interface using Firefox
browser on Linux or Ubuntu. Unable to enter the
password.

To resolve this issue, reinstall or upgrade the Firefox browser.

Unable to access iDRAC through USB NIC in SLES and
Ubuntu

@ | NOTE: In SLES, set the iDRAC interface to DHCP.

In Ubuntu, use the Netplan utility to configure iDRAC interface into DHCP mode. To configure the DHCP:

1. Use /etc/netplan/0l-netcfg.yaml.
2. Specify Yes for iDRAC DHCP.
3. Apply the configuration.
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A o aAuallable Oon your sSysitem

network
version
renderer . networkd
cthernets
cnnl
dhepl: yes
1 I'I L

dhcpd: yes

"retcsnetplanc@l-netcfg . oyaml™ 10L, Z221C

Figure 5. Configuring iDRAC interface to DHCP mode in Ubuntu

Model, Manufacturer and other properties are not listing
for Embedded Network Adapters in Redfish

FRU details for embedded devices will not be displayed. There will not be any FRU object for devices which are embedded on
Motherboard. Hence dependent property will not be there.
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