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Licensable features in Lifecycle Controller

Lifecycle Controller features are available based on the type of license (Basic Management with IPMI, iDRAC Express, iDRAC Express for
Blades, or iDRAC Enterprise) that you purchase. Only licensed features are available in the Lifecycle Controller GUI. For more information
about managing licenses, see the iDRAC User’ s Guide (iDRAC B #5 ) BTM www.dell.com/idracmanuals 388X . The following
table lists the Lifecycle Controller features available based on the license purchased.
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Table 1. Licensable Features in Lifecycle Controller

Feature iDRAC Basic iDRAC Express (Rack and iDRAC Express (Blade iDRAC Enterprise
Tower Servers) Servers)

Firmware Update Yes Yes Yes Yes

Secure Enterprise Key — — — Yes (With SEKM license)

Manager

Operating system Yes Yes Yes Yes

deployment

Device configuration ~ Yes Yes Yes Yes

Diagnostics Yes Yes Yes Yes

Server profile backup — — — Yes

and export

Server profile import ~ Yes Yes Yes Yes

Part replacement — Yes Yes Yes

Local updates Yes Yes Yes Yes

Driver packs Yes Yes Yes Yes

Hardware inventory Yes Yes Yes Yes

Remote services — Yes Yes Yes

(through WS-MAN)

SupportAssist Yes Yes Yes Yes

Collection

Repurpose or retire Yes Yes Yes Yes

system
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Updating firmware

You can update to the latest version of Lifecycle Controller using the Firmware Update wizard. It is recommended that you run the
Firmware Update wizard regularly to access the latest updates. You can update the component firmware by either using update
repositories or individual DUPs—single component DUP.

@ | NOTE:

e The firmware for iDRAC and Lifecycle Controller is combined in a single package.
¢ Make sure that the file name for the single component DUPs does not have any blank space.

¢ |If Collect System Inventory On Restart (CSIOR) is disabled while performing an update, Lifecycle Controller automatically updates
the system inventory.

¢ Both 32-bit and 64—bit DUPs and catalog are supported. If both the 32-bit and 64-bit DUPs are available in a catalog, the 64-bit
DUP is preferred for the firmware update. 32-bit DUP is used for firmware update only when 64-bit DUP is not available in a
catalog.

* When you check for updates, all compatible versions are listed. Before you install the update, ensure that you select the latest
available version and also ensure that it is newer than the version currently installed. If you want to control the version that iDRAC
detects, create a custom repository using Dell Repository Manager (DRM) and configure iDRAC to use that repository to check for
updates.

@ | NOTE:

e When SEKM mode is enabled on a controller, iDRAC Firmware downgrade/upgrade shall fail when tried from a SEKM to a non-
SEKM iDRAC version. iDRAC Firmware upgrade/downgrade shall pass when done within the SEKM versions.

» PERC firmware downgrade to a non-SEKM version shall fail when SEKM encryption mode is enabled on PERC controller.

To update the firmware:

Start Lifecycle Controller. For more information, see Starting Lifecycle Controller.
In the left pane, click Firmware Update.
In the right pane, click Launch Firmware Update.

Select any one of these update repositories: FTP Server, Local Drive (CD, DVD, or USB), or Network Share (CIFS, NFS, HTTP, or
HTTPS), and click Next.

The Enter Access Details page is displayed.

DN -

®| NOTE: If you select FTP Server, you can verify the connection by clicking Test Network Connection. If the domain
name is provided, then the server IP address and the domain name is displayed. If proxy IP is provided, then the proxy
IP along with the server IP is displayed.

@ NOTE: If you select Network Share (CIFS, NFS, HTTP, or HTTPS), you can verify the connection by clicking Test
Network Connection. By default, Lifecycle Controller pings the host and proxy IP.



5  Type or select the appropriate data.

(| NOTE: In the FilePath or Update Package Path field, you can directly enter the customized name for the catalog file.
For example DUP\adc.xml.

6  Click Next.

The Select Updates page is displayed with the catalog file, catalog version, and component names for which the updates are available.
7 Select the components that require an update, and then click Apply.

The update process is initiated, and the firmware update is completed. After restart, the system is ready to use.

®| NOTE: The system does not restart if operating system driver packs, OS collector tool, or hardware diagnostics are
updated.

NOTE: When applying more than one update, the system may restart between updates. In this case, Lifecycle Controller
restarts the server and automatically continues the update process.

0)
(| NOTE: IDRAC resets while updating iDRAC. If the iDRAC firmware update is interrupted for any reason, wait for up to
30 minutes before you attempt another firmware update.

®

NOTE: After the CPLD firmware is updated on the modular servers, on the View Current Versions page, under Firmware
Update, the firmware update date is displayed as 2000-01-01, regardless of the actual update date. The updated date
and time are displayed based on the time zone that is configured on the server.

©

NOTE: On a PowerEdge server, if you use Lifecycle Controller to update the Intel network card firmware from version
15.0.xx to 16.5.xx or conversely, reboot the server to view the updated firmware.

®| NOTE: If you update the Intel Network Card firmware from version 14.5.x to 16.5.xx or vice versa on a PowerEdge
server by using Lifecycle Controller, the Firmware Rollback page may display the firmware version as 15.0.xxinstead of
14.5.x . However, the Firmware Rollback page displays the version 14.5.x if you update the firmware by using the Intel
Network firmware DUPs on the OS.
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EFABELEH DUP
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Controller e EEE e EAYE T,
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7E: {8 Lifecycle Controller EHEEiRiZ & (PSV) Elfff, REWES—MESTREXH. B PSU BHFE/LS whivet
18, #AkESBHTHIRSSE.

Firmware rollback

Lifecycle Controller allows you to roll back to a previously installed version of component firmware such as BIOS, iDRAC with Lifecycle
Controller, RAID Controller, NIC, Enclosure, Backplane, Fibre Channel cards, BOSS-S1, NVDIMM, and Power Supply Unit (PSU). Use this
feature if you are facing an issue in the current version, and want to revert to the previously-installed version.

0]
0)

All servers supported by this release have a single iDRAC and Lifecycle Controller firmware. Rolling back the iDRAC firmware also rolls back
the Lifecycle Controller firmware.

« Dell Diagnostics, operating system driver packs, CPLD, and operating system collector tool cannot be rolled back to earlier versions.
e The earlier version is available only if the component firmware is updated at least once to a different version.

e Except for IDRAC firmware, the earlier version of the firmware is not displayed if the current version and the earlier version are the
same.

* Every time a firmware image is updated, the earlier version of the firmware image is backed up.

* Every time a rollback operation is performed, the previously installed firmware becomes the current version. However, for iDRAC, the
previously installed version becomes the current version and the current version is stored as the previous version.

¢ The earlier version of the firmware is available only if any of the following tools are used to update the firmware: Lifecycle Controller
Firmware Update feature, Lifecycle Controller-Remote Services, or the Dell Update Package (DUP) from operating system.
®|NoTE:

—  When SEKM mode is enabled on a controller, iDRAC Firmware rollback shall fail when tried from a SEKM to a non-SEKM
iDRAC version. iDRAC Firmware rollback shall pass when done within the SEKM versions.

— PERC firmware rollback to a non-SEKM version shall fail when SEKM encryption mode is enabled on PERC controller.
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DN -

(@ | 3%: M System Setup (FE%i%E) > Advanced Hardware Configuration (Fm&EHECE) > Device Settings (IZFIRE) XIS
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FEEMEES  BEEGEE.

NSRS  BEREES,

EF#EEEEST , B2E RAD BEELISHHES.

BETREEIHAIN RAID ELE HiEFTHIBER.

1E4% Windows 5% Linux RAID JELAZEAB AR E RS, IIRINET ATk RAID 2588 | RETENRMY RAD I=HIReS35F
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| 3%: Windows RAID % RAID 242 0, 1. 5 #110, {E Linux RAID {X 3 RAID 3 1. RAID XBFEWE, HEHRE
LCUI 827 5E. EEH RAID £, #%Z BIOS F2 8, 15 RAID 2Bt % IE RAID F#.

5 EFZEHlsRARE T8,

®| ;%: tnsR3E RAID FEARIRRNE HEIEBIEIRMISHISE, £1FIE RAID MEMEIERISE, REAGT T—SUMBHXERE.
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7 YRS R E T 5.
EERENHERET,

IR NVMe tEEBILUS B NVMe B2 ERYEE RAID 632, EEREY RAD |, 1B ZE BIOS F2 iIRE |, FEEMOXREKWA
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8 IEEEMHESHEFRET .
RBETBER.

9 ENMARADEE , Bh5em.
Creating a secure virtual disk on a RAID controller

Make sure that the controller is set to use either Local Key Management (LKM) or Secure Enterprise Key Manager (SEKM).
To create a secure virtual disk on a RAID controller:

Start Lifecycle Controller. For more information, see Starting Lifecycle Controller.

In the left pane, click Hardware Configuration.

In the right pane, click Configuration Wizards.

Under Storage Configuration Wizards, click RAID Configuration to launch the wizard.

DN -

The View Current RAID Configuration and Select Controller page is displayed along with the information on whether the displayed
virtual disk is secure.
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(| NOTE: PERC controller name will be associated with phrase SEKM, if the controller is set to Secure Enterprise Key
Manager (SEKM) mode.

Select a security capable controller and click Next.

If the non-RAID disks are attached to the selected controller, select the non-RAID physical disk-drives, and then click Next to initialize
them. Else, the Select RAID Level page is displayed.

®| NOTE: During initialization, all the data on the non-RAID disk drives are deleted.
Select the RAID level and click Next.
The Select Physical Disks page is displayed.

(| NOTE: Create boot virtual disks only from disk drives populated across slots O - 3 of the system. For slot information,
see the system Owner’ s Manual.

From the Encryption Capability drop-down menu, select Self-encryption.

The self-encryption disks (SEDs) are displayed.

Select the SEDs and specify the properties, and then click Next.

The Virtual Disk Attributes page is displayed.

Select the virtual disk parameters, select the Secure Virtual Disk option, and click Next.
The Summary page is displayed.

To apply the RAID configuration, click Finish.

Key encryption

Use the Key Encryption feature to:

®

Apply local encryption for PERC H730, H730P, H740, H740P, H840 RAID controllers.
Delete the local encryption key.

Encrypt the existing unsecure virtual drives.

To change an existing encryption key to another one.

NOTE: When PERC controllers H740 and H740P are set to Secure Enterprise Key Manager (SEKM) mode, they will not be listed
under Key Encryption feature.
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Z2H Console Redirection (I=4|GEEM ) , 7 System Setup ( RFIRE ) ik System BIOS (%% BIOS) > 7E Serial
Communication (R{TEIS) R&EFi%FF > Serial Communication (H{THE(E) , FHi%#E On with Console Redirection ( 7 , SR
HEeEED ) .

®|5I: RNEAT, MEFROFEIXEERERRIERS . BEXKANE[PERBUE, 5 <F1>.
*

[

EERT S | S8
HEANREFRIRE
RAEEIREEEINEE
B UEFI 5| SE1E8E
BRARRAEIE

iDRAC IREAFITERR



EFERGS|FR

RAREEF LSS ERET— M ATRERERANS I SEN ¢
BIOS 5848, ( BAIA ) 2FnER BIOS 45|84% M.

@| 5*: Dell NAS X323 BIOS 5| S8R . BEARBHIISER TR N UEF, BAREFL3IS.
. Gi—EREED (UEF) 5| SHEEI%m 64 (13| S420, MREDIERARENEISE UEF B, NATEHRERS BIOS,

O | #: R BIOS 3IFHER.

1 BEAGREEFIRETHSISRE ARSI ISEA.
2 IEEEHRERFSISER UEF 5S4

MRFERGFRER—MSISEATRE, WS ISEXTESMEIERSESS.
3 HERFLUEESISERISISE  NZIERLZERIERE.

@ | iF: BERGHFS UEFI FEAAEEM UEFI 31 S8R %22 . DOS M 32 fIRMER AT X3 UEFI, REEEE BIOS 3I1BER#ITR
%,
® | i ARXFHRERGMWRFER, EIHIE Dell.com/ossupport.

ﬂA?%&E

FEHEFEHRS.
2 ERUATHERZEMZ F2
F2 = System Setup

INSFE <F2> EZBIBTFHABRNEERSR , BULRRTHSISITRE | ARENEHRFHER.

H 323
I]rlﬂ F{- H ]il IL.\
MRAERFS ISHERBRER , B MZER. 8XFE  BERERERER.

® | T REAFARHZBEERBIHZRGR, RERER—FHE, XREEMN.

ERRZREREFFANRE

&. 15 ARG RERFSNE

g BME

EEi BE—FE.

THFKE BET—FE.

<Enter> & FVFIEERMEFER (AER ) PRNEHREFERPATGEE,
=g EFSirE TRER (&R ) .

<Tab> i BEIT— BRXIE,

@ | E: SUER T AR R .


https://www.dell.com/ossupport

<Esc> # BEL—TEIETERS. EEFSETH <Eso> BET—FKHEE | BRRERERERRFNEN , A5
EERS.

<F1> g ETRRFREEFRIRSE .
@ [iE: HTFRSHER, BRMNEMELPBRICRTR, BEESFHNERRNRLERT EEX.

ARG EiEFiEm

ARG EREFEIRS

| % & <Alt><F> i BIOS 5 UEFI RENHMINZE.

KEIR "B

System BIOS ( &% AR TEEGLE BIOS IRE.
BIOS )

iDRAC 88 AT EEFECE DRAC IRE.
Device Settings (i WEATEENREIREFIRE.
=:gE)

2% BIOS BR&

O RERENEALET RARERETH.
O | % EAFASF, RERBNRAREHES BERTFIIEH MRE) .

REAIR 1508
System Information EREXZRFANEE , MRFBLERFR. BIOS IRAE. RSBIFEE.
(RGER)
Memory Settings B RSILENTR XS EFIET.
(AEEE)
Processor Settings E/RSAMEESEXNEEFIED , NEE. SEREFANE,
(W IEREE)
SATA Settings FRFZIEILAS A FEERAY SATA f=Hlssfim .
(SATA R &) ®| : SATA i B 7f PowerEdge R720xd fRZ & EARTTH.

Boot Settings (3| ERFETLASES|IS4EIL ( BIOS 8¢ UEFI ) . AILEEMER UEFI # BIOS 5| SR E.

S®sE)

Integrated Devices ERFZIEILAS S ZEREMIREIEHESF RO , LARIEEHEXAITHEERNIEIT.
(&R

Serial B RZISIMLAS s EE A B Tin O LA IS AR X THEEREIR,

Communication

CRITIEIE)



AR i8R

System Profile ERFENLAES N EERREEFIRE. AFEE,
Settings (RGELE
XHRE)

System Security =~ BTRHGEHLEERAREIRE , IRHKED. REZD. TPM Z2%F, ErIERAEEEAXIAHE BIOS B
(RgERE) AISZIFLAR Z458 L RORBIRIZEHFN NMI $%4H.

Hinig & ETrEETIENRFRE. HE%.

ARG EER%

1&ATLAEF System Information ( RFAEE ) FRREERAREN | MRS InE. RABIEH BIOS hrA.,

EHE System Information (RZER) FE , i58E System Setup Main Menu (RZGERFEFH) > System BIOS (E%E
BIOS) > System Information (BE&{ELE) .

System Information ( RFEEE ) FEFMEEWNT :

SREAIR 588

RARSEM BTRERFGNEEER,

FR4E BIOS kRAE BRERGELEA BIOS WA,
RRIRSIRE BRRFRSIRE,

RAHISERS BRARFHIERERIRR.
RAHERIRREA ETRATIEHNKRER.
==

Memory Settings (HFIZE) RE

REAIR "B

System Memory BREFRTLENNEFRE.
Size ( RARFEK

)

System Memory BREFPZERINTFEE,
Type ( RREAEFER

B)

System Memory BREGHFEE,

Speed ( RRAFE

E)

System Memory BRESFNFBRE.

Voltage ( RANTEF

HBE)

TR BRARTESE.

System Memory IBERGENEUXERERSS|ISEAEIzT. EIEIE Enabled ( [ ) #0 Disabled ( ZF ) . BNABRT ,
Testing ( RFMTFE  System Memory Testing ( RFERFENIL, ) 1EIUZE /9 Disabled ( 2 ) .
i )



AR
RFEEITIRI

Node Interleaving

(PREXEF)

BRiTRitEL

i5AB
IEENEETER,. BJA%EITA Optimizer Mode (ffifkz5#&%,) . Advanced ECC Mode (&%} ECC 1%
) . Mirror Mode ($5{R#E3) . Spare Mode (#ZFI#&3) . Spare with Advanced ECC Mode (4% ECC

1% & M) 0 Dell Fault Resilient Mode (Dell HFE#HEEN) . FIABERT . Memory Operating Mode (A
FETER) EIHEEH Optimizer Mode (i 1L351E) .

q 7£: Memory Operating Mode (REEITER) RFBGERENAFEETAREFFENBIA R EF T AL
T,

q 3E: Dell Fault Resilient Mode (Dell iR EER) BIUHERSENFEXE. EXTHISMELEN
BREFXBRARERENZIIGRNRERSGER, USRKHRETAMY.

WNRILFET Enabled (BEA) |, WEZENFRNFEERNER F3UFHFRXFEL. W15/ Disabled ( 2
B) , BEESFESSaEEE (NUMA) (IEXNFR ) RFECE. EUABR T . Node Interleaving (T5 532X
BY) IEINEE S Disabled (BEM) .

BNRENERA.

AR E R

O FERETHLER, HTETER, RSUNLATE.

RERIR
iBiEakiEas

QP jE=R

#HHA RTID (BRI
FEE D) 188

EEfUEEAR

HHBREETFT
mskintE

LS ES

DCU ifi&{t2SFREN
=B

DCU IP FREYXES
hiT2H

2R IEREE A

5 AB

VIS E e ZERZEN IR BB IR H . QN5R Logical Processor ( iZ4EAMEES ) IEINIREN
Enabled ( /5 ) . BIOS B EFrEBEAEES. WNRILIETNRZE /I Disabled ( Z2F3 ) , W BIOS XMz
REFR—NBIELESE, BRUABRT | Logical Processor ( IBIE4MEEE ) ¥EIIZ S Enabled ( [BF ) .

IR E QuickPath Interconnect (QPI) FEERIZE., ENABERT . QPI Speed ( QP R ) iEINIRE N
Maximum data rate ( R AFIEER ) ,

®| 7¥: QPI Speed (QPIE®E) EINERIRREFMLIEBN A BR.

FVFIEXITAEEEDBECEZ A RTID , LMESUHHEREEISIREFIESE | 2 NUMA ZEIEEE U THRE. BAB
AR, Alternate RTID (Requestor Transaction ID) Setting ( 22/ RTID [I53 K2R3 5 D] 1RE ) IREN
Disabled ( 2K ) .

S E R ER R IRENETEETIIEE. BUABRT |, Virtualization Technology ( EEHIUEIA ) i
TZE ) Enabled ( 2A) .

RIHERMUARRTEINFERFLRSFI AR ARER. BIABRT | Adjiacent Cache Line Prefetch ( 1H
PSS REFTINCIHTF ) EHURE S Enabled ([5F ) . BoIL EREEAEFAEIARELIINNEER
AOIEEISEIR,

RS RSB LETRAIAEEAR. BUABRT , Hardware Prefetcher ( FE{FRSCIATRIA ) IR E S
Enabled ( ER) .

SRR AR SRETFIRS (DCU) RS RSTRsiAE AR, BABT T , DCU Streamer Prefetcher
( DCU AL BT RN ) EIUR E /S Enabled ( E2/5H ) .

RIS ERSERRIESREFIRS (DCU) IP FSEIHERAR. BUAERT , DCU IP Prefetcher ( DCU IP FliSt
IR ) EIREI Enabled (/5 .

RIFHEERSERITERREFRIFRA. BIABRT | Execute Disable (HU{THM) 1ETURE /Y Enabled
(0=]:: D

TS E SRR ERARELIEZENIERETERNRES , NTFREINFEE. BABRT | SR E
73 Disabled ( ZH ) .



SRR
SMLERGZC
2

SIS 64 (Ui
SIEREZ LR

Processor Bus

Speed (L IERR %
1 )

SL3EEE 1

Y- BS-SHES

ahd

2 FRREF
3 BEEET
Zil e

Dell Controlled Turbo
( Dell SHZimEL )

i5EH
ARFEIEHE NIRRT ERREOEE. FABERT , Number of Cores per Processor ( S/MME2EAIZ
IHEE ) EINZEN Al (£86) .

HRREANER RS 64 (I TR,

TTANBRIRAR SRR,

TTANBRIREE,

@) % BB BLREETERI LR LIBRE A 7R

@ & A TFRERNRAFRENSILERE .

2R Intel AUENX BIERAIRS. BSHILHRES.
BRI SRR TR,

TR L2 BIREFD.

TR L3 BEREFSH.

B MR,

FEVHISIEHIRECSZRF. WINRERFRYY Dell AMERSIMESRA (DPAT),

O| & RERMTELETR, TEFER, ASRTPATE.

SATA Settings (SATAIRE) RE

SRERIR
BRAZL SATA

Port A (i A)
Port B (i B)

Port C (#%EA C)
Port D (#E D)
Port E (#®E E)
Port F (#%E1 F)

5B
DUFIBHRATL SATA RS "%F" . "ATA" . "AHCI” 8 "RAD " . BRHABRT , Embedded SATA
( #RAZL SATA ) iRE 9 AHCI Mode (AHCI ) .

BEIFNEFIEEE SATA im0 A ANIRER BIOS St BUABR T , Port A (im0 A ) IRE ) Auto (BED) .
Auto ( B3 ) [ERIEEZE SATA i#0 B BREMY BIOS 3, BUAER T, Port B (i B) i8E 7 Auto ( B
).
BsSHEEZEE SATA i C AUIRERY BIOS 5. BUABRT | iw0 CikEH Auto (BEh) .
BEIRIEREREE SATA % D AUIRSEAY BIOS 3%, EUABRT |, I8 DIREAN Auto (BEEN) .
BsEHEEEE SATA ik E AYIREH BIOS 328F. BUABERT | iw0 Ei®REN Auto (BF)) .

Auto ( Bl ) [EFIEEZE SATA s F AYIRERY BIOS XF. BUAIERT |, Port F (w0 F ) IREH Auto ( B
).

.
Sz
.
Sz

® | SE: 3880 A, B, C#1D BT &E#RIEzNEE, O E AT %&2IEz)2E (CD/DVD), MikO F BT REIREHSS.

Boot Settings (5| E) RE

SREATR
Boot Mode ( 5| &%
X)

L

R ERSRIS 1SHE.
WRBMEREIRER M5 FEATRE, WNR5ISRATESHEERESISR.



AR

Boot Sequence
Retry ( Eidl 51l
F)

BIOS Boot Settings
(BIOS B|%i%& )

UEFI Boot Settings
( UEFI 5|SigHE )

One-Time Boot (—
RHEBIR)

i5EH
WNRIBIER G UEF , NIaNELEIRIRE A UEF, BIL=FERZE N BIOS /5 , 53k UEF IBERFHFHA.
ZIABERT , Boot Mode ( 5S4 ) IEIRIRE /9 BIOS.,

SE: 5P ER R E A UEFI 4§25 F BIOS Boot Settings (BIOS 5118 E) &, J§ILE=FEERER BIOS 1§
£/ UEFI Boot Settings (UEFI 3| §i&=) K.

A ERESRERERS ISINFINE. NREBALFERERFASISEAM , RFIBE 30 WEEHZENG ISR
F. BRAERT , Boot Sequence Retry ( EEIX SIS/ ) 1%INIRE /I Disabled ( Z5F5 ) .

FVFERFIEEEA BIOS Boot (BIOS 315 ) BEI,
@ #: B#IRRES| FHEK 49 BIOS B,

VB REEER UEFI Boot ( UEFI 5|§ ) I, 5|Su%ELIIEE IPv4 PXE # 1Pv6 PXE, ERIAER T , UEFI
PXE boot protocol (UEFI PXE 5| S#3) iRE 7 IPv4,

@] & WETRINEES | SHER % UEFI BB A

RIFENMEREBRSER—RIESIS.

R EFH

RN

Integrated RAID
Controller ( £Ep%
RAID =128 )

User Accessible USB
Ports ( FAFENAIE
USB i%A )

Internal USB Port

( PIER USB i%0 )

PIEB SD RikOl

PIEB SD kRS

Integrated Network
Card 1 ( EERERIE
1)

OS Watchdog Timer
(M ERFEIPE
Fithdss )

i71:):]
SR E B EEFIEERK RAID 1288, BAIAIBEIMT | Integrated RAID Controller ( £55% RAID 1588 ) EINIRE
79 Enabled ( )EF) .

RS E RS EB AR USB i, 15%#% Only Back Ports On ( {X/SREEMNEC ) Al ARIEH
USB i/ , 563% All Ports Off ( XFIFTBIRN ) FBEFRIEFIEEA USB inH. BRIABERT , User
Accessible USB Ports ( FAFE]51AIAY USB %0 ) 1ETHEE /9 All Ports On ( FJFFETERO ) .

SIS REEEERAEE USB A, ERABRT | Internal USB Port ( FIEE USB i%M ) BEIRIZE On
(F) .

EASZARFARNER SD K. BIABRT , Internal SD Card Port (B SD ki) 1%INIZRE A On
> .

@ : HERNE RGN L %23 IDSDM B ER.
ANSIE A Mirror ( B(R ) 1820, BURISFRISARSEK SD . WIRHA—3K SD RHIME , LUBKSNH

&R SD K. W RPRISIRIGE TRS I SRERIZIER SD K. BUABRT | Internal SD Card Redundancy
( B SD RTUAR ) IEIURES Mirror (=15 ) .

®| F: HETUE RGN _E R4 IDSDM B &ER.

MRS RS RERME 1. BHABRT | Integrated Network Card 1 ( 255/ 1) 1EIRIZE /9 Enabled
(BA).

AT C SRR ERFRIFERFITIEE. BRILEFERE , BERSIBITETRE , HERERF R
FiTHATSRESEIRSIRIER F. ERANIER T , OS Watchdog Timer ( #{ERFISIFTEFITATES ) ETUEE N
Disabled ( ZH ) .



SREAIR
Embedded Video
Controller ( #RATC
ST HIZE )
SR-IOV Global

Enable ( SR-IOV £
BREA)

ATFIRGISTF 4GB
B /fait

Slot Disablement

(#BIBZER )

i5EH
&S FEEZEF Embedded Video Controller ( SR ATLASTIEHIZE ) . BUABRT , RARASEHIZSEE
79 Enabled (FH) .

RS EREHZERREIERR /0 ML (SR-I0V) i&%EHI BIOS BtE. ZIIAERT , SR-IOV Global Enable
(SR-IOV £ 5B H) %R E 7 Disabled (B2H) .

RFEBAERAERFH PCle ZERISRF. BABRT , WEIUKES Enabled (2R .

VB R R % L eI FARY PCle #&fE. Slot Disablement (FREIEZEM) INREI=HIEEIRIEH LRSI PCle
~HIECE.

REYRENIINEFTES I SERERGR IR ARAB LR, AVAFERBEZHAIIG. MR
#FAHiE, Option ROM (L7 ROM) M UEFI BEiieFEHiaitzEm.

RITHERS

FREAIR

Serial
Communication ( &&
7iEE)

SRiTiR Ot

External Serial
Connector ( ¥MaRER
TiEESR)
HERIFRIS =R

ImFRERIEE

SISREER

5B

SIS BIOS EREBTBERSE (BMER 1 F18MRE 2) . BETLUSH BIOS I=HEaEER , HA
BrEimtiE, BRIABRT | Serial Communication (SB{Ti@{E) 1EITIKE /I On without Console (FF, A&
BiERa) .

YIS EETIESHEOMNE, BHIABRT , Serial Port Address ( S31Tim it ) IS E A Serial
Device 1=COM2, Serial Device 2=COM1 ( S8{Ti&%& 1=COM1 , B{TiREE 2=COM2 ) ,

(D‘ i Qg sTiR% 2 BT LAN E51T (SOL). EiFid SOL EREHAEREM, HhittHAEREMES

T EEEHRA O bt

UGN RITEZEE S BRTIRE 1. $1T 2 SuniEihanRSEEXEk. BABR T , External Serial

Connector (JMEBERITIEEIERS) IETURE ) Serial Devicel (BITIRE1) .

(D‘ E AARTEE 2 TAT SOL. EEd SOL FRBFIAEER, EAEHAEEEMEITREEEN
[F8Yi% A it .

ErATEHEEERNHMIEFRIFRIFER, BIOS Bl EsIfERTR. (NS KA 7 SRR RS

KREREFHRILE, BIABNT , Failsafe Baud Rate ( BiIEFIPRIEER ) HETHHE SN 116520,

ARFERETIEEH E&RIREE, ABRT , Remote Terminal Type (GEfELLIHREH) HEINIKE S VT
100/VT 220,

RFEEBNEERFS SR BIOS I=FI8EEM. BKNABRT , Redirection After Boot ( 5|S/5EE
[ ) EINZE N Enabled (/58 ) .

System Profile Settings (RZELEVHIZE) RE

1GETLAfEFS System Profile Settings ( RAREXMHRE ) FREARERAAIEREIRE | WHRIREHE,

ERERGHEXHRERESR , 158 S System Setup Main Menu (RZGEFRFEEYE) > System BIOS (FE%: BIOS) > System
Profile Settings (RZEIEXHIRE) .

System Profile Settings ( RAEENHIRE ) RREIFHEEWTANA



1EEIR
RAREXH

CPU HiFEH
AEmE

Turbo Boost
C States

Monitor/Mwait

AFRKRE
ATERIFE
AFRIERE

CPU 1E&EMEHHI

i5AB

REBRAMB . GG System Profile ( RATE XM ) LEIHRE kR Custom ( EHEN ) JMIEEHE
X, BIOS BEINEBERER, (NEERIZEN Custom ( BEN ) BY , A oTEXNERER. EANERT .,
%I B /9 Performance Per Watt Optimized (DAPC) (&3 {i{tA9tEEEThELL [DAPC]) . DAPC & Dell
Active Power 188, THRETHFELL (OS).

@‘ i RGRE IR ERE FXY System Profile (RGREH) IR EH Custom (HEX) B
ARFRESH

RE CPU RS, BUABRT , %IIEE System DBPM (DAPC) (Z#%t DBPM [DAPC]) OS
DBPM. DBPM 2ETFFHKIEBRERE.,

BERANEFINEE, S LUER Maximum Performance ( 52{EMEBE ) . Maximum Reliability ( 2 AR 52
%) | BERE.

SR ZE AR RRLATE turbo boost #R2T( FIE T, LHEIENIAIRE /Y Enabled ( E/8H ) .
Bz R IEEERE T ABRRES a7, ERBIAIREN Enabled (ESH ) .

B PAIREE ] Monitor/Mwait 3§, BUABRT | IETERIME KA E R EN Enabled (BB
F) , Custom (BEMNX) &5k,

q JE: {24 C States (C WK#A) EINFE Custom (HEX) HATIRE AN disabled (BEMA) B, FHEEA
IEIETR .

7: & C States 7£ (CR7S) Custom (HEN) EHXT®&E R Enabled (BEEHA) B, FEX Monitor/
Mwait ¥ ERSEM RS HIFEI M.

REANFRKEEIER, ZEMIIAIRES Standard (FRfE) .

B "NERIEER" IREH Ix 8 2x, 1ZDERERVAIRE A X,

RE DIMM EB[EEEHE, WIRIREN Auto ( BF) |, RRSBEmNRIE DIMM BEF1L%ER DIMM BB RS
[FRBEAFERE. BIANERT . Memory Operating Voltage ( RIFHEEREE ) EIUREN Auto (Baf) .

JSREELES CPU BERETE, HiIRE Enabled (ERBMA) BT, CPU BBRETIER OS DBPM FI&K 4t DBPM
(DAPC ) #=H#l, 1Z%IRERIAIRE S Disabled ( B ) .

RGRER®

SREAIR
Intel AES-NI

System Password

( RFEE3 )

Setup Password

(IRE%H)

Password Status

(ZBUE)
TPM Security

15288
B ERERINERERE S EHTINERE RSN AEFEE. BIARES Enabled (BRI .
RIFCRERATNE. ATFOAREN Enabled ( B/5A ) , AENRRS EARTREEHE | LOATAR

iﬁo

AUFERTEIREFL, NREF ERLTEFLN L , ETARIEE,
RFEBIERAZE, BIASNT , Password Status ( ZFBIRZ ) IR E A Unlocked ( BERREIE ) «

FFEIESIREFEER (TPM) FRER. BUAER T . TPM Security ( TPM Z2(RIP ) IBINZE A Off
(X[ ) . 9NER TPM Status ( TPM A7 ) FEXIZE /9 On with Pre-boot Measurements ( 71 , #7705 S
£ ) 8¢ On without Pre-boot Measurements ( F7F , N TF5 | SE ) , M{LAIEH TPM Status ( TPM 3R
&) . TPM Activation ( TPM BGE ) 1 Intel TXT =FE&,



SREATR

TPM #G5E

TPM Status ( TPM
RE)

TPM i&5k&

Intel TXT

BIOS izl

FaiF%
NMI $z2¢H

RikABIERE

AC Power Recovery
Delay ( ZZimEBiERk
SR )

User Defined Delay
( BREXRYZE
iB) (60%3 240
)

Hithig &

REAIR
System Time
System Date
(v
R EEIHIE

iR
FEVFAEEERL TPM HUREIRTS. BOAERT . TPM Activation ( TPM % ) ¥EBURE No Change (K&
¥ .

BR TPM IR,

R TPM 2538 TPM PRIFRAEIAEL. K TPM BIATEEX S| S ERERG LN,
FVFEERR TPM RIFFBNE. BUABRT . TPM Clear ( TPM i&BR ) EIIZE I No (F) .

SRS BEZER Intel Trusted Execution Technology (TXT). ZEEH Intel TXT , &JREH Virtualization
Technology ( EEFMEIEAR ) |, FEMMER TPM Security ( TPM 2547 ) B9 Pre-boot measurements ( Ffi3 |
SNE). BAMERT , Intel TXT EINEE S Off (X)) .

FVFEMEERIET DOS & UEF! shell RIRIFT A FIFERFEEHT BIOS, XIFAFEAIM BIOS EHVIAE , Bl
U E /9 Disabled (BEH) . BUATERT , BIOS Update Control (BIOS FE#iEh]) kIR E A
Unlocked (SfERRHIE) .

@) £: 1A Dell Update Package i BIOS E#i 7RSI sEIHIRN .
SRS ZEERARERIEIRIZH. ZAERT , Power Button ( EBJRIZSH ) ETURE A Enabled ( |2
B).

AVHEERESRARSRIER NMI %, BOABRT , NMI Button ( NMI %4 ) 1ETIRE /T Disabled ( 5%
).

RIFERERFNERBIFERIRL. BIABRT , AC Power Recovery ( ZfFEIRIKE ) IETURE S Last
(E=%).

q i B REFERSIRTRE AR E—R B AR F RS TR IR

AR ERFGIRE R REIRE RS STIFEINEAS. EUABRT , AC Power Recovery Delay ( 3Zi7REE
TRIREIER ) IR E /9 Immediate ( 3780 ) .

q i B REF RS ER AR E A AU SRR A E X HERIER .

7£79 AC Power Recovery Delay ( ZZREEIRIRSIEIR ) 554F User Defined ( AP EENX ) EIAT , ALK E
User Defined Delay ( FBPENRIZER ) .

15288

IR EFR S LRIRTIE,

RFEIRERS LRIBER.

BTREFRE | AR HTRERIFTRIRE USSR 5.

ARFERERFS I SEAREAEER NumLock ( SHEHIE ) . SUABR T , Keyboard NumLock ( $EE2ERDHl
E)IEEHAOn (3 JF) .

@ % WETRTERAT 84 A



SREAIR 1508

RERRER AR BERAS | SHEREIRESHREG XIEIRES. HKIAMBERT , Report Keyboard Errors (3R #2#%
HIR) FRIZEN Report (R .

F1/F2 Prompt on AR RS RS EIRIT FI/F2 1277, BUAERT , FI/F2 Prompt on Error ( &4ESEIRAT FI/F2 187 ) 18

Error ( R4ESEIREY =79 Enabled (5 ) .

FI/F2 2% )

BB IR E] S FAEEERT In-System Characterization ( ZAER4FIE ) . ZRIAER T , In-System Characterization
( BRAW4FME ) IRE 9 Enabled (A ) .

ARG BN EFELINEE

JEZRATEMETDRAIFENRE ST, ERARATNMRETRCE  BRRZuRENER. BXREBIEIREN
5 | BEH "RARELIRE" .

System password WU ALLERE A BES | SR G,
(RARZE)

BB TN ILEERR A BRI ERUR 649 BIOS B UEFI 1RE,
BEETAEFOWR TULRGRIFET. BRBBHETIRGHORERIERNRERY.
O | & EHRGH HERARGHDAE BB,

A R A o

WERGERIEE B

TR BATERSRZRERAERINREFININE. BXERHAIRBNFE , BEH "EIORERE" .

® | E:

REEEBHEIRES Enabled ( E/2A ) B Password Status (BBIRT) iIRE Unlocked (BfESI) BY , ARNRERNRSZEIL/

REFRESEENINERERAEL/IREFR. AR Password Status ( BRBIAR ) IRE N Locked (BHIE) , MTLEENRFAEIDEL
REZD.

IRFBRELRECER  BHRNENERERINIRERN  THEHRREERAEISREA.

ERANRGRERERF , FSENRS|ISEAMR <F2>,
£ System Setup Main Menu (RGEE F3%H) b, %% System BIOS (F4: BIOS) Fi% Enter,
£ System BIOS (&% BIOS) F&ET , 1%54% System Security (RERERIP) FHiL Enter,
7 System Security (RGLLRIP) FEET , I0IE Password Status (ZBREIKZS) 9 Unlocked (B ) .
154% System Password ( RAEERD ) , MARREN , RS Enter B Tab 2,
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