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Licensable features in Lifecycle Controller

Lifecycle Controller features are available based on the type of license (Basic Management with IPMI, iDRAC Express, iDRAC Express for
Blades, or iDRAC Enterprise) that you purchase. Only licensed features are available in the Lifecycle Controller GUI. For more information
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about managing licenses, see the NDRAC 1—H—X #4 Rll&. www.dell.com/idracmanuals [C&DET , . The following table lists the
Lifecycle Controller features available based on the license purchased.

Table 1. Licensable Features in Lifecycle Controller

Feature iDRAC Basic iDRAC Express (Rack and iDRAC Express (Blade iDRAC Enterprise
Tower Servers) Servers)

Firmware Update Yes Yes Yes Yes

Secure Enterprise Key — — — Yes (With SEKM license)

Manager

Operating system Yes Yes Yes Yes

deployment

Device configuration ~ Yes Yes Yes Yes

Diagnostics Yes Yes Yes Yes

Server profile backup — — — Yes

and export

Server profile import ~ Yes Yes Yes Yes

Part replacement — Yes Yes Yes

Local updates Yes Yes Yes Yes

Driver packs Yes Yes Yes Yes

Hardware inventory Yes Yes Yes Yes

Remote services — Yes Yes Yes

(through WS-MAN)

SupportAssist Yes Yes Yes Yes
Collection

Repurpose or retire Yes Yes Yes Yes
system
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Updating firmware

You can update to the latest version of Lifecycle Controller using the Firmware Update wizard. It is recommended that you run the
Firmware Update wizard regularly to access the latest updates. You can update the component firmware by either using update
repositories or individual DUPs—single component DUP.

@ | NOTE:

The firmware for iDRAC and Lifecycle Controller is combined in a single package.
Make sure that the file name for the single component DUPs does not have any blank space.

If Collect System Inventory On Restart (CSIOR) is disabled while performing an update, Lifecycle Controller automatically updates
the system inventory.

Both 32-bit and 64—bit DUPs and catalog are supported. If both the 32-bit and 64-bit DUPs are available in a catalog, the 64-bit
DUP is preferred for the firmware update. 32-bit DUP is used for firmware update only when 64-bit DUP is not available in a
catalog.

When you check for updates, all compatible versions are listed. Before you install the update, ensure that you select the latest
available version and also ensure that it is newer than the version currently installed. If you want to control the version that iDRAC
detects, create a custom repository using Dell Repository Manager (DRM) and configure iDRAC to use that repository to check for
updates.

® | NOTE:

When SEKM mode is enabled on a controller, iDRAC Firmware downgrade/upgrade shall fail when tried from a SEKM to a non-
SEKM iDRAC version. iDRAC Firmware upgrade/downgrade shall pass when done within the SEKM versions.

PERC firmware downgrade to a non-SEKM version shall fail when SEKM encryption mode is enabled on PERC controller.

To update the firmware:

1 Start Lifecycle Controller. For more information, see Starting Lifecycle Controller.

2 Inthe left pane, click Firmware Update.

3 Inthe right pane, click Launch Firmware Update.



4 Select any one of these update repositories: FTP Server, Local Drive (CD, DVD, or USB), or Network Share (CIFS, NFS, HTTP, or
HTTPS), and click Next.

The Enter Access Details page is displayed.

®

0)

5 Typeor

®

NOTE: If you select FTP Server, you can verify the connection by clicking Test Network Connection. If the domain
name is provided, then the server IP address and the domain name is displayed. If proxy IP is provided, then the proxy
IP along with the server IP is displayed.

NOTE: If you select Network Share (CIFS, NFS, HTTP, or HTTPS), you can verify the connection by clicking Test
Network Connection. By default, Lifecycle Controller pings the host and proxy IP.

select the appropriate data.

NOTE: In the FilePath or Update Package Path field, you can directly enter the customized name for the catalog file.
For example DUP\adc.xml.

6  Click Next.
The Select Updates page is displayed with the catalog file, catalog version, and component names for which the updates are available.

7 Select the components that require an update, and then click Apply.

The update process is initiated, and the firmware update is completed. After restart, the system is ready to use.

0]

0]
0)
0]

©

NOTE: The system does not restart if operating system driver packs, OS collector tool, or hardware diagnostics are
updated.

NOTE: When applying more than one update, the system may restart between updates. In this case, Lifecycle
Controller restarts the server and automatically continues the update process.

NOTE: iDRAC resets while updating iDRAC. If the iDRAC firmware update is interrupted for any reason, wait for up to
30 minutes before you attempt another firmware update.

NOTE: After the CPLD firmware is updated on the modular servers, on the View Current Versions page, under Firmware
Update, the firmware update date is displayed as 2000-01-01, regardless of the actual update date. The updated date
and time are displayed based on the time zone that is configured on the server.

NOTE: On a PowerEdge server, if you use Lifecycle Controller to update the Intel network card firmware from version
15.0.xx to 16.5.xx or conversely, reboot the server to view the updated firmware.

NOTE: If you update the Intel Network Card firmware from version 14.5.x to 16.5.xx or vice versa on a PowerEdge
server by using Lifecycle Controller, the Firmware Rollback page may display the firmware version as 15.0.xxinstead of
14.5.x . However, the Firmware Rollback page displays the version 14.5.x if you update the firmware by using the Intel
Network firmware DUPs on the OS.
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Firmware rollback

Lifecycle Controller allows you to roll back to a previously installed version of component firmware such as BIOS, iDRAC with Lifecycle
Controller, RAID Controller, NIC, Enclosure, Backplane, Fibre Channel cards, BOSS-S1, NVDIMM, and Power Supply Unit (PSU). Use this
feature if you are facing an issue in the current version, and want to revert to the previously-installed version.

All servers supported by this release have a single iDRAC and Lifecycle Controller firmware. Rolling back the iDRAC firmware also rolls back
the Lifecycle Controller firmware.

» Dell Diagnostics, operating system driver packs, CPLD, and operating system collector tool cannot be rolled back to earlier versions.
» The earlier version is available only if the component firmware is updated at least once to a different version.

» Except for IDRAC firmware, the earlier version of the firmware is not displayed if the current version and the earlier version are the
same.

» Every time a firmware image is updated, the earlier version of the firmware image is backed up.

» Every time a rollback operation is performed, the previously installed firmware becomes the current version. However, for iDRAC, the
previously installed version becomes the current version and the current version is stored as the previous version.

« The earlier version of the firmware is available only if any of the following tools are used to update the firmware: Lifecycle Controller
Firmware Update feature, Lifecycle Controller-Remote Services, or the Dell Update Package (DUP) from operating system.

®| NOTE:

—  When SEKM mode is enabled on a controller, iDRAC Firmware rollback shall fail when tried from a SEKM to a non-SEKM
iDRAC version. iDRAC Firmware rollback shall pass when done within the SEKM versions.

— PERC firmware rollback to a non-SEKM version shall fail when SEKM encryption mode is enabled on PERC controller.
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Creating a secure virtual disk on a RAID controller

Make sure that the controller is set to use either Local Key Management (LKM) or Secure Enterprise Key Manager (SEKM).
To create a secure virtual disk on a RAID controller:

Start Lifecycle Controller. For more information, see Starting Lifecycle Controller.

In the left pane, click Hardware Configuration.

In the right pane, click Configuration Wizards.

Under Storage Configuration Wizards, click RAID Configuration to launch the wizard.

DN -

The View Current RAID Configuration and Select Controller page is displayed along with the information on whether the displayed
virtual disk is secure.

® NOTE: PERC controller name will be associated with phrase SEKM, if the controller is set to Secure Enterprise Key
Manager (SEKM) mode.

5  Select a security capable controller and click Next.

If the non-RAID disks are attached to the selected controller, select the non-RAID physical disk-drives, and then click Next to initialize
them. Else, the Select RAID Level page is displayed.

®| NOTE: During initialization, all the data on the non-RAID disk drives are deleted.
6  Select the RAID level and click Next.
The Select Physical Disks page is displayed.

(| NOTE: Create boot virtual disks only from disk drives populated across slots 0-3 of the system. For slot information,
see the system Owner’s Manual.

7 From the Encryption Capability drop-down menu, select Self-encryption.
The self-encryption disks (SEDs) are displayed.

8  Select the SEDs and specify the properties, and then click Next.
The Virtual Disk Attributes page is displayed.

9  Select the virtual disk parameters, select the Secure Virtual Disk option, and click Next.
The Summary page is displayed.

10 To apply the RAID configuration, click Finish.

Key encryption

Use the Key Encryption feature to:

* Apply local encryption for PERC H730, H730P, H740, H740F, H840 RAID controllers.
* Delete the local encryption key.

» Encrypt the existing unsecure virtual drives.

» To change an existing encryption key to another one.

(| NOTE: When PERC controllers H740 and H740P are set to Secure Enterprise Key Manager (SEKM) mode, they will not be listed

under Key Encryption feature.
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3y
SATAY—ERSY

&II

B3
ST LETNEERRUETS .
SAFLCAZAM=LENTNS BIOS N-TaviRRENFT .

327 hOY-ERYINRRENET

SATLhEEST FRU X—h—D&aIZ2&zR<UET .
YATLABEETDE ST LARETOEELIFRI T RINET,
1BEEH
Erureis
AEVESTE [EH
AXA=1-I8H A
SATLARAEVDYA SAFAICEDFIBNTUORABEIDBEN R RSNET,
2
SATFAAEBIDHA  SRATLAICEDHIFBNTOBXEIDIA THERRENET,
-
SATAAEVEE 2T WA ORENFR RENET,
SATAAEVERE AT LABIDEBENERREINET .
EFAAEY EFAXBUOBENEKREINET .
YAFAREUTADN SRFAREIECIZATANEITAMERITI BN EIBEELET . A>3 (4 Enabled ( 5% ) 40 Disabled ( £
%) TH. TIA4INT(E. System Memory Testing ( AT AXEUFTAN ) A723>(3 Disabled ( %) ) (SERESNT
(/\ga_o
AEUEEFE—R AEUDEMEE— REIBELET . BIEVDI AT LAOATEBRK SO TERTIEERA T3> (3. Optimizer Mode ( A 75

{NAHE—R ). Advanced ECC Mode ( 7F/{>>X ECC £—R ). Mirror Mode ( S5—%—R ). Spare Mode ( 27
—R. Spare with Advanced ECC Mode ( 77R/{>Z ECC E—RDAAXRT ) $&LU Dell Fault Resilient Mode ( Dell i



A=Z1-I8H

%ﬂ

BA
EEME-R) TI. TIAILNT Memory Operating Mode ( AEVEIMEE—FK ) A7>3> (4 Optimizer Mode ( A0
TANAYE—R ) [ERESNTVET,

AE: Memory Operating Mode ( AEUENMEE—R ) [l BEVDIATADAEVEEEICEDIVT, BR37TI
AW NS LT FATEAT SN BDFT,

AE: Dell Fault Resilient Mode ( Dell THIEEME—FK ) (3. MEZHEIFOACVUMHEIREHEIILETS, COE—R
. COMEERYR— NI BARL—FTAVIIATAICED EERFIVI—3>00—- R, FEEARL—-T1>
DIATAh—-2IN OB DTS DERNTIEET. SATAOTRMERERXIELET,

J=RL42HU=T ZDI1—ILRH Enabled ( B% ) (C-TWRIBE. JFRBRXEURBENA > A M—ILENTOBIEEICAEIDA 24—
E> IS R— haNE T, 2OT1—J)L RN Disabled( X ITERESNTULDE, S ZXF Al NUMA( Non-Uniform Memory
Architecture ) ( IEXIHR ) XEURBRREDR—NUET . TIA4)LNT(E. Node Interleaving ( J—RA>AU=T'AT>3> )
(& Disabled ( #%h ) ((FRFESNTLET,

Serial Debug Output 7 IA)L FCIFEENERESNTVET

(SUZNTN\YIH
)
o Srurins
J OtYYEEE
@| AE: FSYNIA—-AIL LTI —BOBENTRENBVMEELHDET,
AZ1-IaH anid
wREIORYY AIBTOyB0BER / BhEUIDEX. MIBIOtyH0OEERRI 2N TEET . Logical Processor ( s Oty

Y ) A7 3> 0 Enabled ( 5% ) (CERESNTLWBE, BIOS [CEFTARTORIES Oy HRRENET , COATZ >N
Disabled ( %) ) [(ERTEINTWLBE, BIOS ([CEAPTEIC 1 20@RIBIOYHOHHERREINET . T T4 RTIE,
Logical Processor ( s#IE0twt ) #7>3>(4 Enabled ( B%) ) (RESNTLET,

QPI Speed ( QPI3# QuickPath Interconnect ( QP ) DT —REZFETETEEY, T IALNT(E. QPI Speed ( QPI AE—R ) AT>a>(&
E) Maximum data rate ( AT —%EE ) [ERESNTVET,

q AE: QPIEE AT7°53aY(8. mAOT Oy DN TVIIESICOHTRFENET,

KB RTID (VIR YE-HMJIYMD RTID OEIDHTEIEPLL TYYMEOF vy 1\ TA—Y 2 A% EHDEE NUMA DIFEE—-RTS
ARSIYD33> ID) AFLEBESEBLETEET, Alternate RTID (Requestor Transaction ID) Setting ( A& RTID ( xRt bt
FRIE 723> D) 5&7E ) (&7 JAINT Disabled ( XD ) (GEESINTLETD,

{R38{E7o./0v RAE L DI DITIRBESN TVBIEND/\— RIUTTHEEEDER) / N ETIDEX LN TEET . Virtualization
Technology ( {RA8{L574./02 ) AT23(3FTJ4)LNT Enabled ( B3 ) [ERESNTVETD,

BHEFYYY15MY ST IvIARIT I RDSEERERENBET R T VT -3 B AT A E{b T BN TEET ., TIAIT

DIVIIVF (. Adjacent Cache Line Prefetch ( BiiE+ vy 154> 0DTUITvF ) A>3 (4 Enabled ( B3 ) ICERESNTUVE
T TOILBATRITHEADSEEN S VTSI -3 3= ERIBIBEE. COATI % ECTEET,

N=RDOIF7IVUITY N—-RITTFOTVITYFrDER / ENEYIDEZ 34N TEEY . Hardware Prefetcher ( /\—RIT7)J1vFv ) A

Fv 723237 T4 NT Enabled ( B%) ) (BRESNTVET,
DCU AMNJ—=YIVUT F—HtpwIa1d1-wh (DCU ) AN—-YUIvFraEMLERIEMLITBENTEEY . DCU Streamer
IVFv Prefetcher ( DCU ZANJ—YUTIvFv ) AT 3. TI4 T Enabled ( B%) ) ([LERESNTVET,

DCUIP FUIIYF¥ T—4Fvw>ad1=wh (DCU ) IP JUIIvFvDER) / BN EYINEZZENTEE Y. DCU IP Prefetcher ( DCU IP
JUIIYFv ) AT23aUFFTTIAIVKNT Enabled ( B%) ) (EEESNTVET,



A=1-I8H
me{bD=EIT

REIOTYSO74A
kU>Y

J’Otydsizbma
T

J’'0tvy 64 Evhy
K-k

JotyyI7EE
JOtyYOINAERRE

Processor 1( 2’'0tY
H1)

SY-X-FFN-A
FyEY)

ISUR

LRI 2 ¥vyoa
LAV 3 Fryoa
J7¥

Dell Controlled Turbo

%ﬂ

BA
ARIED—REITRHLECLBABVREMAEDER) / ExIRUIDE X 22EN TEE T, Execute Disable ( HEMNELEITAYS
23> ) (37 7AI KT Enabled ( B%) ) (BRESNTLET,

SHBEHRHELRKT B0, RIBSOyHET7A RIVIREEITS OS #EeaEML £z (3B LI BTENTEFT, 2D
#A7232135J4)L KT Disabled ( #%)) ) (CERESNTVET,

ZT0tyBROBENRIT O EHIET 2L TEEY . TI4)L M T(E. Number of Cores per Processor( JOtwH
EDITEL) ATZAUE Al (TAT ) ([BREINTVETD,

Jotyoh 64 EyMESRZYR— I BNEINEIEELET .

TotySORAI7EIREHIFRRENET .
ToeyHONZRENRRENET .
q AE: TORYBNRAREAT AV mAOT Oy IEDFIISNTVIIESICOHTRTENET,

q AE: SAFACEDAFENTVR R OEYHIOWT, ROBENRRENET,

Intel (L&D TERESNTWS, TOYvHDI-X, EFIL. BLUERTYELIHERRSNET .

TOEyB (LI TRESN DT T RENTRRENET,

L2 Fry210EFTHERRENE T,

L3 Fry>10EFTHERTREINE T,

JotyYZEDI7ENRRENET,

H—ROEMEZFITEITDCENTEET . COMEBE(L Dell Processor Acceleration Technology ( DPAT ) EBIF(ENET,

® | AE: TSYRIA-LILEOTR. —BOBENRRENBVMEEDNHDET,

SATA 55 E &I [H

A=1-I8H
PIiE SATA

R—kA

K—bB

K—hkC

R—hkD

R—KE

%II

e SATA OE— K%, Off ( A7 ) ATA. AHCI, Fz(d RAID [CERTEULET . T4 M TId, A& SATA (& AHCI Mode
(AHCI E—R) (IEFESNTVET,

Auto ( BEN ) (CERTEI DL, SATA R— b A [TIEHINTVBT /A XTHTT S BIOS Bh— M ERNCRDET . TIAIL S
Tld. R—MA (X Auto (BB ) ([SERTESNTULET,

Auto ( BE) ) (CERTEIBE. SATA R—B B ([LEHINTWBTN\A RIS BIOS Hiv— MEZNCRDET . TIAIL S
Tld. Port B (/R—bh B) (& Auto ( BEf) ) (LERTESNTVLET,

Auto ( BB ) (CERTET L. SATA R— b C [LEHINTLBT /A RICHT S BIOS Bh— M ERNCRDET . TIAIL S
Tl R—bC (Z Auto ( BB ) (EHRTESNTVET,

Auto ( BEh ) (CERTETBE. SATA R— b D ([TEHSNTWBTNA RIS BIOS Hik— MEZICRDET . TIAI
Tl R—b D (F Auto ( BIEh ) (ERESNTVETD,

Auto ( B8 ) (CERTET BL. SATA R— b E ([LEHSNTVWBTNA R TS BIOS Bih— MEZNCRDET . TIAI B
Tld. Port E (R—FE) (L Auto ( BEY ) [ERESNTVET,



A=1-I8H
R—bMF
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B3

Auto ( B8 ) (SERETBE. SATA R— b F (LIEHSNTWBT NS RIS BIOS Hh— MEZNCRDET, TIAI S
Tl R—FF (2 Auto ( BB ) (SERESNTVET,

® | AE: R—bMAB. C. D ZI\YITV—YR5/4T A, R—b E BATFT1HIVRS4T (CD/DVD ) A R—b F BF—TRSA1TAHTT,

#CEB)EAE B
XZ1-18H s BA
EBE-K S 25 hORBIE- RERETEET.

BE>-7>28H
=T

BIOS #2EhESTE

UEF| E2Ehs%7E

0S 1AMV DEENE— RI'RBBJIBE. BEBE— REUDERAZLIATANEERVLBLRBIZEN'S
hEY,

ARL—=F4>5 327 LN UEFI ZHR— NUTWRIBEI(F. ZOATSa>% UEFI [CERETEFT . COT1—)LR% BIOS (T
SREIBE. UEFI IETIEDARL —F4 > S AT LD EIRENERICRDEY . Boot Mode ( F2EIE—R ) AT>a (T
JA) KT BIOS (CERESNTVET.
AE: ZOT1—J)VR% UEFI [CEEET S E. BIOS Boot Settings ( BIOS REIFRTE ) A=1—hEXICRDFT . C
DI1—JVR% BIOS [CEEFE T B&. UEFI Boot Settings ( UEFI EBE)ERTE ) A=1—hH"EENICRDET,

EBEFFOBRITIEEDER / ERIRIDBZ2ENTEET, COTA—ILRBERIERESNTVT, SATLHCE)
[CRBILIESE. AT A 30 BEICESZBERITUE S . 7 4L hTlL. Boot Sequence Retry ( fELBIERFEt4T ) A4
72324 Disabled ( %) ) [CFRESNTVET.

BIOS Boot ( BIOS #2&) ) AT 3>0E%) / ENEINEXZENTEEY.

®| AE: TOATYaVE, #BEIE— KA BIOS DIB&ICOHEIICRDET,

UEFI Boot ( UEFI i28) ) AT>3>08%) / EEINBEZZENTEET , i2EAT>3V(C(3 IPv4 PXE & IPv6 PXE
H&DET , T4 NTlE. UEFI PXE boot protocol ( UEFI PXE &E12°'0MI)V ) (3 IPv4 (ERESNTVET,

q AE: TOATIIVIE, EEIE— RD' UEFI DIBSCOHEHCRDET.

1 EIBRDDFEED BIRUIET NAANSD 1 BIRDOEBIDERD / EShEIDBEX2ENTEET,

k7 I\ 1 AEIE

A=1-I8H Bl

PiEk RAID I>bO— A RAID O> hO—-S0E%R) / EhRIDB X 2ENTEET, T I4)LNT(Z. Integrated RAID Controller ( P&

5 RAID O>hO—3 ) #7234 Enabled ( B%) ) [(SERESNTVET,

1-Y=7HovAa#e 1-Y—0O7IEINTRER USB R— hDBER) / BN ZTIDE X B¢ TEE T . Only Back Ports On ( SEIR— MDA
USB iR—h A VRRIRI BRI USB — MMESHICRD. All Ports Off( SATOR— AT ) &2iBIRI 2EHIEH LUSE USB

PIiEk USB R—b

P SD h—RR—b

R— NOBAHERNCRDFT, T IAILKTIE. User Accessible USB Ports ( 1—H—0O7/Z AN BIAER USB /R— I )
A723>(E All Ports On ( SARTOMR— A ) ([ERESNTVET,

e USB iRk— hDBER) / SR IDEXZENTEET ., TI4) T, Internal USB Port ( & USB h— b ) A>
AL On (AY) [BGEEINTVET,

S 2FLAOWE SD h—Rh—b0ER) 7 ExNEIDEZE . T I KT, Internal SD Card Port ( /& SD h— KR
—N) AT232(F0n (AY) ([SHRESNTVET,



A=Z1-I8H

A SD h— KR
3

ARy NI—oh—
R

0S UAYF Ry) 54
7_

AEEF AT bO—
5

SR-IoV JO0-N\)L&
B/

4GB %23 I/0 A

E2LE
@] *E: TOATYAVIE, YATABIRIC IDSDM HEOMFBSNTVBBAILOBRTENET,

Mirror ( 25— ) T—RIGZRET L. T—HEMAD SD H—RICESAFNET, E550D SD H—RIFESENFRELULS
B, T-AREER SD h—RIBFAFNET, COH—RNIEBSFAFNIT 5L, REIOEENIFCZIIRAD SD 71— R(C
J¥—anzx9. T I NT(E. Internal SD Card Redundancy ( /& SD h—ROTTEE ) #2313 Mirror ( 25— )
[ERTESNTVEY,

®| AE: COATYAVE SATAEIRIC IDSDM AED{FFSNTVWBIBAICDOHRFENET,
ARy ~NI—Ih—R1 OB / EEUTIDEZBTENTEFT . ABERYNI—Ih—R1AT2aVE TIAILRT
Enabled ( 5% ) [(SR3TEINTVET,

OS UAYF RyH I —DER / BN RIDEZZTENTEET ., COT—ILRBNERIDIHE. 0S HM1/Y—&#IHAE
U. OS UAYF Ry A4 —h 0S OUA/\UESZIBLE Y . T T4 NTlE. OS Watchdog Timer OS JAYF Ry 5(<— )
#7323 (3 Disabled ( #3) ) (SRESNTVED,

Embedded Video Controller ( REET A>T MNI—5 ) OBRY / ENEVIDEZZENTEET, TIAILNTIE, AEE
FAI>MI—3(4 Enabled ( B%h ) [E&ESNTLETD,

SR-I0V ( Single Root 170 Virtualization ) T/\AZ®D BIOS & ENHEZ / BhatIDEXDENTEET TIAIKT
(. SR-IOV Global Enable ( SR-IOV J0—/\)VE#h ) #7334 Disabled ( #&%h ) (RESINTLFT,

ARBEXEVENELT D PCle T/M ADY R~ MEETRE(CLE T . COATZaV(E, TI4ILNT Enabled (8% ) (SRE

TUIYIiL ENTVEY,
A0v MESHE BEVDIRT A LEICHZFIBRIEER PCle 20V DERD / BN ZTIDEXBENTEET . Slot Disablement ( 20~
R ) HEEICLD, FBEDZADY MIEDFFIFBNTUWS PCle 1— ROIEBR & HIHITEET .
A0vY MESHIE BRDIFISNTWSEDHEE (IL3E ) H—RICEDT 0S DREDIGIFSNTVWAD. Fit

FI AT ADEEISEENFEEL TVWRIEECOHIMEBLTEE V. A0Y MYEZNICIRB L. Option ROM &
UEFI RSANDEAHEHICRDET

N A f—

U7 ) B{ESEmE

A=1-I8H L)z

SUFIEE BIOS TIMTILEBIET NAR( SVTINTINAZ 1 BLUIUTITINAR 2 VBEIRTEE T, BIOS V-GS YNER

SUFPIR—BM7 R
A

SMSFSUTNIRD
5

LT R—MFRLZAZIEETEFY . T IAILNTIL. Serial Communication ( YUPJLEIE ) A723>(3 Console
Redirection ( AYY—=)ILOUSLLIMRLTAY ) (ERESNTVED,

STFINTIAZADIR— KNP RURAZEGTE S DENTEFT , T IAILMT(E. Serial Port Address ( YU7JIiRK—BRPRLR )
#7234 Serial Device 1=COM2, Serial Device 2=COM1( U7 LT I\1 A 1=COM2, SUFJLFI\A A 2=COM1)
[CERTEENTVEY,

AE: SOL ( Serial Over LAN ) [C[& Serial Device 2 ( SUZIFINAA 2) OHERTEXT, SOL TIAVY-=-I
DUSLL I M eERTBCIE. AOY=-ILDUFLLIREIVTITFINA RAICAUR— M RUAZERELET

AEBTINIARIEE SVTINTIAZ N SUTIVTIAR 2, FIe(ZUE—- NI RATNA R BB IR ENTEET, T
J#)LNTlE. External Serial Connector ( #MEBSUFPIIRIHS ) AT>3>(4 Serial Devicel ( SUFPIFINAA 1) (C
RESNTVEY,

AE: SOL [ERSUFPINFTNAR 2 DHEATEET . SOL TIAVY-IDOUS(LIMERTBICIE. VY-I
OUILLIRESUP VT INA RICRUR— P RUAZRELEF T



AZ1-IAH G1L
IIANE-TR-L  DDV-ILOUIALINTEREN TV I~ IR~ — MERENET. BIOS [FEEINITR—L — MOREZ
-h &9, ZOITANE-TR-L—MNE. ZORIDRBUBEICOHERENET . . BEFEELBVTIZEN, 774

JUNTIZ. Failsafe Baud Rate ( JI1/)LlZ—JR—L—K ) AT3a>(E 11620 (LEEESNTLET.

UE=MI=ZFNIAL VE-PIDY-INA-ZFIDIA TR RETEES . T4 MTIE. Remote Terminal Type ( VE— M —=ZFINDILT)
7 AT VT 100/VT 220 ([SERESNTVET,

REEDOUIILIN 0S DFEHAHEC BIOS IDV-ILOUFALLINDESR) / EEIDEZB2ENTEFT, T J4)L M T3, Redirection
After Boot ( E2ENEOUAAL I ) AT>3>(3 Enabled ( B%) ) (CERESNTVLET,

oy F— ° Srur=n
SAT LI 0774 )V S EEIH
System Profile Settings ( AT ATOTP/IEETE ) BIEZERL T, BREELREDIFEDI AT LNTA -V AKELZEICTEE,

System Profile Settings ( YATAJTOI7MIVERE ) EE%ZEFR I 3(CE. System Setup Main Menu ( BYMPYIT 1—-FAUFA AL AZ]
— ) >System BIOS ( ¥A7 L BIOS ) > System Profile Settings ( YATAITOI7AIVERE ) DIECIUYILET,

System Profile Settings ( AT ATOT7/IVEETE ) BIEOSEMIERDENTY .

%II

AT>3ay A

SAFAIOT7AN  SAFTLATOT7AIVEERTELET . System Profile ( AT AJTOI74IL ) AT>3>% Custom ( hRYL ) KIIMOE—RIC
SRTETBE. BIOS HADOA T3> 2 BEINICERTELE S . T— R Custom ( RS L ) [SERELTWVWBIBEITIRD, 50
DATI A HEEBTEFT ., CDATI3VE. T4 NT Performance Per Watt Optimized ( DAPC ) ( 9v ’&7=D®D
KIA=YOARBYE ( DAPC)) (ERTESNTWVET, DAPC (& Dell Active Power Controller DB& T, Performance
Per Watt ( 0S ) ( DY b&EDDITA—-IY X ) (0OS )

AE: SAFAIOT7AIWEEBEERDIRTDINSA—H(E, System Profile ( SAFAITOT7AIV ) AT'Savhs
Custom ( DAY L) [CERESNTVWRIZEDHEBTIEETY,

CPU ERER CPU BHOEEZETELEFT . COATI 3. TI4)NT System DBPM ( DAPC ) ( ¥ A5 A®D DBPM ( DAPC ))
0S DBPM [CERTESN TWEY, DBPM (& Demand-Based Power Management ( 7Y R—-ZDEHEIR ) OIET
3-0

AEVELRE I 2T LWABYDEERSTELET . Maximum Performance ( ] X/{JA—Y> X ). Maximum Reliability ( XS5
B ) BEOREZTEIRT BN TEET,

H—RT—=Ab H—RT-ZANE—RTEMETZTOCYHOER) / ENEIDEXE T, COATaV(E. TI4)LNT Enabled (B3 ) (T
ERESNTVEET,

CiRiE IRTOEATIEEREFIRRETEMET 2OV HOER) / EEIDEXET, COATa>(E. TI4)LNT Enabled

(B [EESNTLFET,

&R /Mwaitlld.  JOtvH O Monitor/Mwait e85 E2BEMNCLET . COATZaE. TIAIRT, Custom ( hRAFA ) ZERSIARTOIR
FLSOT7AIICHUT Enabled ( B%h) [CEREINTVET,

AE: CDATY3VIE. Custom ( hASL ) T—RD C States A7°S3>h" Disabled ( % ) [CERFESThTWVWD
BEICERD, ERHICERETEFY,

AE: Custom ( HDAH L ) E—RT C States H" Enabled ( B%h ) [CSRESN TWBBAIC. Monitor/Mwait 5%
EEZEUTE YATADEBNFRIINIA-I VA IREEZIEEA.
AEVKEIRIST XEUKEIRISTOREIEEZRTEVET . TIAINTE COATZ3 (4 Standard (FREE ) (REINTLEFET.

AEBUUILYSIL—  XEUILYS Il — M Ix Feld 2x (EREVFET . TIAIRTIE, COATIaVE Ix [SERESNTVET,
b



A>3y
AEVUEMEEE

CPU J{\JA=T>A
17 ER U4
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B3

DIMM BEZRELET . BE (CREIDE. SZATAN DIMM BE2EEDMIFESN TS DIMM OAEUCIEU T, 25
LERZRBCEHEBERELET . XEVBWEERE AT>a(E TIAILNT BE) (RESNTVET,

CPU BHOEENESR) / Exh&IDEXE Y, Enabled ( B%h ) ((ERFEISL. CPU BHOEIEN OS DBPM HELU
325710 DBPM ( DAPC ) (C&oTHIEIZINF S, COAT>a>(E, TIA KT Disabled ( R ) (FEESNTVETS

SATATF1VFT(EmE

A=1-I8H
Intel AES-NI

SATLIRAT—R

Yy PYTIRAT—R

KRD—RRAT—HR

TPM tF1UF1

TPM 7957474t

TPM AF7—45 2
TPM OYU7

Intel TXT

BIOS Pv'F—h1>
rO-J

NMI AR5 >

AC EBIRYAHNY

%II

Advanced Encryption Standard Instruction Set Z{ERU THESIELBLMES ZITICLCLLT, 7IVr—2a>0RE
%z _ESEFET, TNIEFTIAINT Enabled ( B%) ) (ERESNTVETD,

I2AF LA T— REHTETRIENTEFT ., COAT>3>F. TIA)NT Enabled ( A% ) (ERESNTHD, SXFTAITC
2= RSy )UHESIFBSNTORWEEE. SiAHEDERICRDED,

Y NPV TINAD— REESTES BIENTEFT , VAT AN T— RSv I HEDAFBNTURWMES, 2OATIaV(E
SRAHEDERATY,

I2AF LT —REOYISBIENTEFT, T I RTIE, Password Status ( /\AT—RXF—HZAT3> ) Hf
Unlocked ( Ov/7#EBR ) (BRESNTVLET,

EFEEHTIYNTA—LES 1)L ( TPM ) DIRET—REHIEIFTZTENTEET . TIAILNTIE. TPM Security ( TPM
tF1UF¢ ) AT2a2F Off (AT ) [ERESNTWVEY, TPM Status ( TPM Z7—42Z ) J14—JLR, TPM Activation

( TPM OBFME ) T4=ILER LU Intel TXT J4—ILRIE. TPM Status ( TPM X7—=42X ) J4—JLRH' On with Pre-
boot Measurements ( AZ2ENERITEHNDTA ) £z(d On without Pre-boot Measurements ( E2EETRIERLTAY )
DVITNNIFETEENTUVRIHEICIRD, ZEETEET,

TPM QOEMEIREERZEE I BN TEET, TI4) NTlE. TPM Activation ( TPM OB ) A723>(3 No Change
(EERL ) IFEESNTVET,

TPM DIRRENTRRENE T,
TPM Z29U79 3L TPM ADTARTDF—HEbnEd,. TPM F—-hkbh3e. 0S DEREICRETS
BTNDHBDFET,

TPM O2IZTIVEIVT S BENTEF T, TIAIL T TPM Clear ( TPM OJU7 ) A3 No ( 3L ) ([SERTE
ENTVEY.

Intel Trusted Execution Technology ( TXT ) OBl / FExhZtINEZBENTEF T, Intel TXT ZBRCTBICE. IR
L7005 BMEL. TPM 1T ZREIFTRIE(TE T Enabled ( B3 ) (REIINENGDDET . TIAIL S
Tld. Intel TXT AF>3>(3 Off ( AT ) (BRESNTVET,

DOS Ffzld UEFI ST AR=Z2DT5v> 11 —FAUT1DWSNHEERLT BIOS 27y S5 — N 3ZENTEET, O-hiL
BIOS 77— M b BEURVRIBEDIZE . COAT 3% Disabled ( #%h ) [LERTEIITENHEEINTT ., BIOS
Update Control ( BIOS 7vJ7°5F—MlfHl ) A723>(357J4)L 8T Unlocked ( OVJfEER ) (CERESNTLEY.

®| SAE: Dell Update Package Z{EM U BIOS DFPYTF— Mt COAT 3> DHEEZ I Ao
325 LETEOEBRI>OER) / ENEIDEZ3IENTEET, T4 NTlE. Power Button ( EEMRY> ) A>3
>(d Enabled ( B%) ) (BRESNTVET,

ST LATEO NMIRT>DBR) / BNt ZBIENTEET . TI4)LKTIE NMI Button ( NMIRT> ) AT 23>
(3 Disabled ( #E%) ) ([BREINTVET

AC BENEHEUZEDI AT LAOENEZRTEI BENTEET . T IAINTIL. AC Power Recovery ( AC EJRO[O]
8) AT>32ld Last (#IE] ) ([CERESNTVETD,



X=1-18H Bzl
AE: AC BRUANUIEBE AT°S3> 2 BMEFRIIIMIETBICIE. AC BRVHNY AT2a>% A F2id
A [CEEELET

AC EBRUNMNUEE AC BRI EHELRE. BIEEAOREIZ S AT LADNEDLSCHR— NI ZNERETEET, TI4IMNT. AC Power
Recovery Delay ( AC AC TRUD/NBZE ) A7>3>(3 Immediate ( BB ) [CERTESNTUVET,
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