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Controller FF$ER)

& FH =2 RACADM ifj|a] iDRAC

&R LLBIT RACADM A2 I 2 RACADM /(8] iDRAC.
BEEZER, 1559 dell.com/idracmanuals 32 H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HYITRESEER) .

MREIEHRAR DRAC i) SSUEBHIHBIHBAMIEBEIF, SR RACAOM SOMBERESER. BR, LHSRHH
.

( | i%: IDRAC iEH 2 iDRAC K i%% RACADM BRI REQIFMIES . HIEHH CAELXRBER. AE—MERT, MR

EELTZRS CARERNA, BETFES.

I&E CA iFH LL#E Linux {2 RACADM

fEBITIRAE RACADM &2 fl, WIEATREERFM CAIEH.
FEIIERE T2 RACADM HIIEH :

1 1% DER RXAYER N PEM 183K (£ openssl ®<S1TTR) :

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] —outform pem -out
[outcertfileinpemformat.pem] —text

BRI FEREIA CAIEREHMNAIE. B, 3F RHELS (6441) , E= /etc/pki/tis/cert.pem.
3 4% PEM &R AY CA IEBHMIMNZE) Management Station CA IEH .

515A, R cat command: cat testcacert.pem >> cert.pem

4 ERREFIERHFHE L%EE]IDRAC.



(£ A& RACADM ijfj|g] iDRAC

BX{FERAAH RACADM ifa] iDRAC {582, 15217 dell.com/idracmanuals _L12{# iDRAC RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM #&{TRES®£15/E) .

(&£ FH & RACADM ijj|a] iDRAC

#EEIAER SSH B Telnet RES1E) iIDRAC FHZ1TEI RACADM #4 . BXEELEE, 15217 dell.com/idracmanuals 12 {AY
IDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADI\/I wSITARAESEIER) .

EBRGEITRA

EPITESHMEAEM AT, BALUER RACADM B RGRELTELIRS. EN RACADM BEEZZMFS KT, FEM

getremoteservicesstatus 54 .

R. 5 RGRSHITTRE(E

FHARG Lifecycle Controller (LC) SERPRAS BHORAS
X © W © W © W&
EFNBRIIEF © REK © Rmig © KW
© EFHBRENME © EEEHMEKE
© WERGHREM - CBEA
© BERESHT © EAERE

Lifecycle Controller Unified  « IE#EfEH
Server Configurator

AR& 22 7E FI/F2 $2iRIB/RAT
iz, EA POST &%

o BRSBEBTE FI/F2/FN $RRAT
%1%, EAFATANSIFi&

RSF|EHEN F2IRERS
BRBI|EHN F11 5| FELR
AR E

/5 Rig

RAPNR: BRBR

FREEBYIFATIE: iIDRAC Express By iDRAC Enterprise
XM I

EA AL UEE 5 iDRAC

&R LUBIT SSH B3R IDRAC, MAMIANZIE, BHALUEEA RACADM S {EAGSITS A X E| SSH ARERF
RIS RAIRITIE RACADM —#, FASIEERSTRZEER.

{540 :
BF:

ssh username@<domain>

5%

DN -

e
2
Jqi

il

ssh username@<IP_address>

—
=



He, 1P address 2 iDRAC B IP ik,

%1% RACADM %4 :

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

. A A
§7/|\ iDRAC 2:13
TRBH T ATREE A R MFEAY IDRAC RTEMHE.

#*. 6: Z1 iDRAC =&

~E 2EH

iDRAC Web E& 6

=2 RACADM 4

& ¥ RACADM/SMCLP SSH -2
Telnet - 2
BT -1

& A SMCLP i}jg] iDRAC

LIEER Telnet 8¢ SSH &3 IDRAC Bf, SMCLP 2BUIANSSITIRRT. BXELEE, B2 #H SMCLP.

®IFRIAE Y

B Z X FHNRGREMA— HE—R DRAC BUAER, FMRIFGAEITTWRGENERN cavin RERER. ZHE—EBEHTRS
iDRAC FfailR SR et . ATH-—PREREM, BIVEENRIAED,

THAGHNE—FEAERGERRE LK. EREIFRZE, 15507 del.com/support/manuals |t i& AT 1Ea AR 55 22 01 AR ST
® | +: % PowerEdge C6420. M640 F1 FC640, ERINKIERE calvin.

® | 7E: 4§ IDRAC Eig A RN G B AISRRIA T 15 1 & 2 AR S5 85 M Y B RG

MREICEL AR R ARG ESARZE, WE/LMGER IEARMSTIE SR,

FEARHERFAINR IDRAC EHE

MREEBRGHIRH R, ETUERUATARERED:

DRAC WELRERF (RAFRERERF)
7K RACADM
OpenManage Mobile
AR EREE USB im0
* USB-NIC



£/ iDRAC B A EFEIXFIAED

ERERNRSFENZRREREFHELLREF. BXEZER, 1H£7 del.com/support/manuals L&) System Setup (FR%ti%
&) B85

£ Az tth RACADM =& ER 1A B255

1 BFRIZENERLRENRIERS.
2 ifjElA s RACADM #E00.
3 I%RBB (£ RACADM B EIAE F R haYikABiRE.

{88 FH OpenManage Mobile EiZERIA 1S

&R LA A OpenManage Mobile (OMM) B ZEH B EIAZR . EFEA OMM &R DRAC, BEIRASEFEERE LN QR KB, F%
£/ OMM INE %155, &5 Dell.com/openmanagemanuals _E124##) OMM it RE3C#Y .

@ | F: AEYBANEFEREARIAER, 3 OR KEA SILEER B IDRAC. MIREELE R THRIME, WRMAEHNE
.

EFAMRSAREIE USB in O EZAIAEE
@ | & xieHWER & AFEE USB EIEHO.

{5 i Bl S5 sR BC B ST RIS

QAR ERECE XM (SCP) Xt (ARBRIAKFET ZB) , BEKEERNFEAL, FAEMAKRSHFLARSHFER USB kO L
& SCP XX, BXRUEXHNESER, FSR £/ USB in it TSR EE.

{EFA B AT E #7518 iDRAC

BB R EHIEZEZRESFEIE USB i OH A0 DRAC IEXNZR. BXEEELR, BER Bid i USB iEZ0) iDRAC #
[0

£ USB-NIC BRI\

MREMBENEE . BAFNERFRZZHIHER, EEMA USB-NIC E#2IBR 5535 LA715] iDRAC FHH EeEIAER .

1 BREEEERS
2 {ERAZERN SR LUER iDRAC IP i/518) iDRAC RHE.
3 IRBR(EF Web RHEE XN EINE FEZRL YRR E.

EFEE 12NN iDRAC 5

WMRERBNRGIR R, BAEATURREERRIAED.




ZiE —EBEENARS

MREBAERF L RERERS, BEFEATEREZAIHRUIEREIZRESR. BEFRERESE, IFEATMALIRE (Hln,
RACADM % Web FRH) WE KR,

iz - RECER RS

MRS LRBREBFRERG, HEPXERETH, HEM PXE, REER RACADM IEIRZB.

EUMRANEREDG

HEUATEAT, ERATFEERRAERNESHE:

BB E F A RBRE R 2 IDRAC,
BINERESRERR.
+  “System Information” (RZFER) #xE LIRHE T EIAR DRAC AP R FER.

#{F M SSH. Telnet, IEFE RACADM B Web REEFE| iDRAC £ B R—FKELHE . XT Web RE. SSH # Telnet, IF§txt
FALIERER—RESHE ., WTFIEiE RACADM, ¥ 8 S ERESER.

@ | FXAPEREENRNFRESR, B3R ZWERNRFENEDFH.

£ Web A HEXRINEREN

LIREF IDRAC Web RERT, R E /R Default Password Warning (BRINBBEES) TiHE, BAIUENEE. EHITIHERE:

1 1%3% Change Default Password (E{ENIAZL) EIT.
2 7£ New Password (F[Z553) FEH, HMIAFEHL.

@| F BXAFPENEBNENERESR, F2R 2 ERANAAEMERERF.
3 7t Confirm Password (FiA\ZERY) FEEth, BRI,

4 B gk,
MEEABLEE, HREIMESRESR DRAC.
®| 5%: A#57E New Password (#i#%#5) 1 Confirm Password (FiAZERE) FERIAAMER T, Continue (k4E) A4FEHA

:{kﬁa
BXHMFEIES, 1527 IDRAC Online Help (iDRAC BXHLEEED) .

£ RACADM E X BHA SR

ETQHRE, FEITLT RACADM 4 :
racadm set iDRAC.Users.<index>.Password <Password>

Hh, <index>RM1E 16 ME (REAPIKF) , <password> A FEXAIZ.
O | 7 BIABKAEFRS|H 2.




BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

@ | #: AXAPENEENBLFHES, SR 2iERANA 2 NEETHE,

£H iDRAC I E " AREFEXRINERE

ZEM DRAC RE L MEFEMENATRER, FEHITUTHRE:

1 7£ DRACZELATERFH, % ZE User Configuration (AFELE)
FEEN<$TFF IDRAC Settings User Configuration (iDRAC & & FEIRE) T1HE.
2  7£ Change Password (EX#HE) FEHF, MAFZHG.

@| FE:AXAPEANEBNENEFER, B8R EERANA R EBEN.
3  fkead Back (JRIR) . Finish (58Ak) #1Yes (&) .
ZFEME RS RE.

BEREZEHRABEEESER

AR ERRANERESHENER. ERUTILIRIE, BW5U8E Configure Users (BCERMF) R.

IP FH1E

EETLAER IP FRAEFIZSTRAE SR BYFE P b B FRMUR B LR, FHBrik (SFELE) 1% IP Hik 7 7k AV B EISE Bl A& 3 iDRACY.
IP BRIEEIE:

ﬁ:ﬁﬂ’]’*i%ﬁ& Ko
P IX L R WA ESE R GRFHED
© BEAFEAMARREE, B IP it SIERARE GRITE) .

EARBHE IP it RREEEREAMRYE, ENSBREITHSFRE. SRPRNERRE, KMALIEREERF BRI HSF
HER.

@ | F: HREEPW P IHHESEREREEIEMAN, HLk SSH EFRSERTUTHR:

ssh exchange identification: Connection closed by remote host

x®. 7. BREWNRFBM
B EX

iDRAC.IPBlocking.BlockEnable BH IPREIEINEE. M—A IP Mt E S 40
iDRAC.IPBlocking.FailCount

B (FE4FERVRTIED

iDRAC.IPBlocking.FailWindow

WERBHE—SMZMIHE T TEN RS WIELE (FEHRERET
&)

1iDRAC.IPBlocking.PenaltyTime

iDRAC.IPBlocking.FailCount REHELERZHXAMNED 1P i BERERBORE



B EX

iDRAC.IPBlocking.FailWindow IS BT, ZEML AT B IR S TR St T . SRR
RIT U, R BRER.
iDRAC.IPBlocking.PenaltyTime RSN ETORHE S 1P S AT A8 3 22 b B 4 R

B3R (R AR .

£ Web RHE/E AR OS % iDRAC Ei#

ZE(FH Web RE/SH OS 3 iDRAC Hif, HEHITIATERE:

1 % Z iDRAC L& > E#: > Mg > OS 2 iDRAC Eil.
ItEE% & 7R OS 3 iDRAC Eif T .
BRESERHERB.
AEIBENIEE LT ERNED:
LOM — DRAC S5XHIRIER G Z BMIRIER L E DRAC HiBHIZE®iE LOM =% NDC E31.
USB NIC — iDRAC S5E#IRERZZ BMRIER S E DRAC HiREZECEITNER USB REkES .
4 MREE LOM EAEBARE, HAFRAETRABEREZRSE, MANRIERSR Pv4 i,

O| s: st Em LOM BRATER TIRSE, WRERS P it FEIEEA.

@| 7E: WSR2 IDRAC L/SF VLAN, Il LOM Ei# R EEH EARLE T VLAN fridH HERZ LOM EXTHEH.
5 WRiEFEF USBNIC {EAEIBECE, M USBNIC 89 IP ik,

BOUAMER 169.25411. EIUEREGA IP sk, (B, IRk P it 5F N AFHAMMEHE RO 1P #ibhse, NwsiE
B 1P k.

BN 169.254.0.3 F1169.254.04 IP, XLk IP BUER A/A B4R, AATRTEHR _EAY USB NIC i DR EEAY .
BERA.
BHEMRMERERE IP ZEAAE, UREEEE DRAC MENBRIERFE BB HEE.

Eﬁl RACADM /3 el Z=FHEHR

FERUT®S:
racadm set iDRAC.IPMILan.AlertEnable <n>

n=0— 8ZH

n=1—2iEH



REZERS

MREBEEEITAN RACADM BB B LR EEsRFSHIR, 1B M Dell Systems Management Tools and Documentation DVD 235 L TN 4R
-

<t RACADM
+ REREER

B % Server Administrator IE %52, 15217 dell.com/support/manuals 32 #tH Dell OpenManage Server Administrator User” s
Guide (Dell OpenManage Server Administrator Fi F35REG) -

% E IDRAC IP Hifit

B A EIR AR E
RETERGNE

ARG EFTNFE

WEEEM

AL & 3R Web i) 5T 88

B EE
EEMEESMEES

BRI EEH

EFNRESHRECEH
SABRFHRECEXH
FRHEMRZERET RN IDRAC
TEHERSREEREXH — SANSY
M BIOS & B F2 #1TRL3|ISEE
BIOS k&

% E iDRAC IP Hhiit

B IURE ISR W R B R MEC VAN IR E, UBAS DRAC ZBMRE. BAUERUTEOZ—IRE P -

iDRAC & B A RER
« Lifecycle Controller (i&% 5 Lifecycle Controller User’ s Guide (Lifecycle Controller Fi F#8E) )
Dell Deployment Toolkit (3§ Dell Deployment Toolkit User’ s Guide (Dell Deployment Toolkit B FA#&REg) )
AR S5 2E LCD miR GBS IRER%H Hardware Owner” s Manual (BEHERAFM D
Ol i#: HFNIERRESE, ENAUE CMC VAR S HEE RIS LCD BREENEEENENMRE, EREERLE LCD
HEREHBECE iDRAC.
CI\;IECFEJ_/\gek; RmE (EBH Dell Chassis Management Controller Firmware User’ s Guide (Dell Chassis Management Controller &1
Jati=1Ea

SHFHEXFIERRSEE, EBAILGSE P i, siEAEIAR DRAC IP Hiflt 192168.0120 RECE#MIAMLLE S, BI1EA DRACIBE
DHCP (&% IP.



SFTIRRERE, BABRTSZMA DRAC MK RE.

LIGEIE T iDRAC IP H#itt > f5 -

EHRE AR P BAED,
BE U TEERE D DRAC:

- {EAZ AN EE (Internet Explorer, Firefox, Chrome 8% Safari) 4 iDRAC Web &l
- Secure Shell (SSH) - 2 Windows L8 PuTTY & Fiff. SSH BRMNER TEASH Linux R EATH, AT EEZ iR,
- Telnet (BTERUANBRATEHEZR, B REBHAE)

- IPMITool (f£F IPMI 454) 8% Shell #27R%F (¥ Windows % Linux EZ Dell EHLEIEF, AN Systems Management
Documentation and Tools DVD =% dell.com/support 3£15)

£ iDRAC i E A A EFi1%E iDRAC IP

G E IDRAC IP it :

1

HRAZERS.
FEHLEN (POST) HAlE)E <F2>,
1£ System Setup Main Menu (R4&EFIEH) TiM, 5 iDRAC Settings (iDRAC iZE) -
B4 &/~ IDRAC Settings (iDRAC i E) TiH.
B Network (FI4R) .
i IE TN iR
BEUTHE:
© FEIRE
ERE
IPv4 & E
IPv6 1% E
IPMI & &
+ VLANIZE
freERIB. FEHFRZ.
MEEBNSREHBRESEHSS.

BLEMRIRE

EREMEKRE:
@ | BXAEERNER, BSH (IDRAC RELFEFBHFL) -

1
2

7£ Enable NIC T, i%#% Enabled.

IRIBMKBEZE, M NIC Selection (NIC i) THEEEF, ERUTHOZ—:

Dedicated (EMH) — fEixi2ifiolig &R0 FI M i2iiaiEHI28 (RAC) ERIEAMGKEO . HEOFHRSENRIERGH
=, AREERES R BMHNYEENL, FHEBNNRIEFRETTEHRK.

HIETERE IDRAC IEAMKIHR O RMERBERE, ShES[MIOMENCIHONE. SHECLAEN LOM 3 NIC AT
WL RER P #itEEL, ERET 2R IDRAC Hfiisk B R —F MR EF/ay 1P ik,

Q| HFIEBESE, “LA” AMEERINE (TA) .
LOM1
LOM2



oS

LOM3
LOMA

O iF: HFNEAFSRMEER, RIEMEZERS, TEAF LOMEHR (LOM1F1 LOM2) KELMUA LOM %R, &L
B NDC O TIBF X ARSEEEDH, AIERRE4 LOM %I (LOM1# LOM2) , FEEAMA NDC imOmMRSEE E, &3
P4 LOM £ AT A .

@ %: tnRESTEA NDC LB EREZEchEH LOM, M /ntel 2P X520 - k bNDC 10 G X iFHE LOM, ENEIIFZHEYS
1.

M Failover Network (®BERI%E) THISEE A, EEREH LOM 22—, MNRMELERIE, N7 Eid S Mg Te

o

f5lgn, ZEFE LOMN & FIFERTEIT LOM2 RERE IDRAC MERE, 1BEXT NIC EHEEE LOM1, JTEREEBMLEEEFE LOM2,

| i#: MBIEFE NIC HE TREESAEE TSR, WKEAEER.

R iDRAC A EFNEEN TERFMLEERE, N7E Auto (BEh) Negotiation (Hrig) T, i#E#FE On (3TFH) .
WETUNER T ERER. WREBM, N DRAC SETMEZREIFMLEREIREH 10, 100 5 1000 Mbps.
AEMEEE T, %% 10 Mbps 5§ 100 Mbps.

®| i BREFENEMLIEE IR E 5 1000 MBps. IEiETR{NFE Auto Negotiation (EZIHE) EMEBRANERATAH.
7 Duplex Mode (M THER) T, i%#¥ Half Duplex (¥ TL) =k Full Duplex (£X L) i£Ii.

| 5: ISR AEM Auto Negotiation (EZIHE) , LT .

@ | #: mREMS NIC EIFHEEMMEER S N ENRERGREMESHE, NERHZR BRFEEBRLE. NIC EIFMMEEE
BN EAEENRMEERS RO . NRELFH ROREMEEN—EBS, NWEBERMEEENA “£8B” .

WisgE

R EEALZHI A DNS BRS5ES, 1H7E DNS LA iDRAC. X2 ERIIEERIVBIEEER, HINBFRS (Active Directory 3§
LDAP) \ B—ERMEBEFESRINGE.
551 iDRAC:

1

2
3

/2 F Register DRAC on DNS ([ DNS ¥/ DRAC) .
# )\ DNS DRAC Name (DNS DRAC &#R) .
i%#¥ Auto Config Domain Name (BZIECEIE &) LIENM DHCP 3kEUHZ. &N, 12{% DNS Domain Name (DNS iH&) .

BE IPv4 & E

BLE IPVAiRE:

1

7£ Enable IPv4 (B IPv4) Ti%#¥ Enabled (JBR) %R,

®| 5: #£%8 14 /& PowerEdge BR%& B, DHCP BRAEEA.

7£ Enable DHCP (/A DHCP) T i%#¥ Enabled (BR) £, LUE DHCP BRI IP Mok, WICANFMHERBSES
iDRAC. &M, 1&%#E Disabled (M) HMALUTETHE:

F87S P it
FRS T MIERD

(FAIi£) , /BF Use DHCP to obtain DNS server address ({#F DHCP #REX DNS fR%5u4it) , LA{E DHCP BRE:5AI A ED
Static Preferred DNS Server (3#75&i% DNS JR%28) 70 Static Alternate DNS Server (5%75#% F DNS BRE ) . &M, HA
Static Preferred DNS Server (3%75i7i% DNS JR%538) #0 Static Alternate DNS Server (5475 DNS BR%Z88) 9 P it



BB IPv6 i E

BETEMIMNZE, EAILUER IPv6 itk thill.
BLE IPv6 g E:

1 £ Enable IPv6 (BF IPv6) TiZ#¥ Enabled (FH) iEIN.
2 AT1ik DHCPv6 RS 38 B N6 iDRAC F7EC IP itk PIXFN-FHERS, AJiE#F Enable Auto-configuration (SR BEZNACE) THY
Enabled (BF) &I,
O|#: EAIFREELS IP 1 DHCP IP.
7E Static IP Address 1 (E&7s IP #thtlk 1) #Erh, MyNERZS IPVE Hidik,
£ Prefix Length (RTZ3KE) #EF, A O #1128 ZEHIE.
7£ Gateway (%) #EH, HAMSKHBLL.
O|5%: mREEERS P, WARTH IP it 1 BREE IP, T IP dbbk 2 BREN7S IP. MRBEHRES IPRE, WUHT P i
1 B REES IP.

6 INSR{FEFH DHCP, /&M Use DHCPvV6 to obtain DNS Server addresses ({§F DHCPv6 3B DNS AR %58&ihiit) M DHCPv6 BRS%
2ZIRENE DNS BRSS=5F0)% DNS PRttt BAIUBBEUTHES (MREHE)

* 7f Static Preferred DNS Server (3%7SE 3% DNS BR%28) 1ES, AERZS DNS AR5 IPv6 Hbtlt.
£ Static Alternate DNS Server (527525 DNS BR%%85) B, MINERSF DNS RS,

ACE IPMI i E

BRIPMI&E:

1 7 Enable IPMI Over LAN (JBF LAN L IPMI) T, %1% Enabled (BH) -
2 7£ Channel Privilege Limit ({5:EXPRFREHI) T, 1%#¥ Administrator (BTER) . Operator (#{EHR) = User (AAF) .
3 £ Encryption Key (INZE4R) £, MAERA 0 B 40 NM-ARE#HFEF (FHERAZBFER) BHMEZH. BRANEALE.

VLAN & &

ATLAYE iDRAC BLE N VLAN EHitzEH . ERE VLAN RE, HERITUTHE:

@ | 7*: FEIE A Chassis (Dedicated) (Hl48 [£H]) BITIRREF L, VLAN ®BARE, HARATUERH CMC BH{TER. WRAR
KRR BRI EHER, HEATUZE IDRAC B EER PEE VLAN B E.

1 TERAVLANID T, &EBH.
7£ VLAN ID #ER, SIN—DNEHHEFE (128 4094) .
£ Priority (HLE4R) #EH, MA—NET 0 2| 7 Z B FLUE E VLAN ID BIMEEE.

O©|3#: BR VLAN 2 /5, iDRAC IP ZE—ERERIEIPI TR AT 6.

£ CMC Web FH1i&%E iDRAC IP

E{# A Chassis Management Controller (CMC) Web REi& & iDRAC IP Huiit :
® | AN AR EEERMPRABEM CMC i&E iDRAC M4Ei%E . CMC ERIUERF 71 R%EEE.

1 BZF CMC Web AH,
2 %% iDRAC Settings (iDRAC i &) > Settings (iE8) >CMC.



FEEN4 £ 7~ Deploy iDRAC (#32 iDRAC) TiMH.

3  7£ iDRAC Network Settings (iDRAC RI4Ei%E) T, RWEKIEHE Enable LAN (B LAN) UREMREEH . BXELE
B, BB CMC BHL#E).

4 BEEFETRIIFRSSEZHMMMLIEE, 5% E Server Overview (BRETIRIR) > <RE[RH>.
FEEI< &7~ Server Status (FREZBRA) TE.
#3 Launch iDRAC (/B3 iDRAC) # 4% % iDRAC Settings (iDRAC i&E) > Connectivity (GE#EM) > Network (RI%E) .
7£ Network (M4%) TIEF, RETFNLE:
c MEIRE
- BREE
IPv4 R E
IPv6 1% &
IPMI & &
VLAN & &
SRMEIEE

@| FE: BAXERELR, BE17 IDRAC Online Help (iDRAC BEHLEEEN)
7 EREMSKES, B8RS Apply (A

BXEZER, 1557 dell.com/support/manuals E1Z#£AY Chassis Management Controller User’ s Guide (Chassis Management
Controller FHP#5R)

B RBCE PR 2%

B ERRSSERE AT RENRSEE N ERAETR ERSBNEIEEIRTH S, ICEREESR DRAC REBENEEGRAFAE
B, UEAUNEBIEHEERNEEREENRSS. BXEZEE, 1SR dell.com/idracmanuals 124589 Lifecycle Controller

Remote Services User’ s Guide (Lifecycle Controller Remote Services B P$8E) -

Be B AR5 2R RE A5 IRIT B% 7S IP #ullbiE1T. DHCP. DNS ARS5 25 BAIARY DNS EH BT EHRELE RS . WMRIEE DNS, NIEEARS:
B IP ADNS #%&, HFEFREE DHCP Wi E. MREIE L ERSEE, MPkiZERk, HHEFRFZE DHCP 5 DNS.

&R LUER iIDRAC B A FTERFfE A Lifecycle Controller /B RBLEREERIIEE. BXFEM Lifecycle Controller FIE 2., B2
dell.com/idracmanuals _E#4 Lifecycle Controller User’ s Guide (Lifecycle Controller FA F$5Fg) -

WMRAEL X ENFES EREREERSBFRINEE, NANEERKS (RS EREEUAS DRAC APRRMER) EBM. B
ARERSRZA, BRAZEFAREERKS. SR Lifecycle Controller /B TELERRF23T8E, MM FRA DRAC A Pk
P, BEEERIEERSSE.

EER DRAC RELAREFBRARERS S, HRITUUTERE:

1 THAZERS.

2 AEFHBKIEIET, & F2, SAEHZE iDRAC Settings (iDRAC &) > Remote Enablement GE2EA) -
1% £ 7% iDRAC Settings Remote Enablement (iDRAC R EZIZRMA) M.

3 BRAmTH, MARBRSE P lt, AESE Back (F—H) .

®| 7 REBERSS IP RAHER. MRRBHGE, §4ER DHCP 5 DNS I EHITER (BB .
4 B Network (fI4g) .

1% £ 7% iDRAC Settings Network (iDRAC & B M%&) TiH -
5 RBANILC.

BHA IPv4,

| ix: BAHEHTLHE IPv6.
7  JBFI DHCP # M DHCP 3%EUg#& . DNS AR&SE8 it Fn DNS 155 .



O mBERERSE P it (SW3) TIRH, WHR7 BTHN.

{£ F B ahfc ETheehc & Ak 555 N Ak 52340 14

Bk EEERBE —RRERER MRS B FMAAAY. XLEHEHE BIOS, IDRAC #1 PERC. B ER BEISARS R
EX M (SCP) XML 5 JSON X2 f¢, HhESMARRENSH. 7 IP itk DHCP RS [ERME T AT 518 SCP XHHIIEMIE

5N o

SCP XH B ALE Gold BELERR S SR 0E, AR5, KEEBFSHEIEZ NFS, CIFS, HTTP 2% HTTPS BIMEME, (L E R LLH
DHCP BR&E5 N IEERC EAVAR 552509 iIDRAC i8], SCP & IAET BiriRESHEMRSFE R SHWIT FIBAZIR. DHCP AR
£528{¢ F DHCP BRS5231X T4 E SCP X & R (FiE)  SCP I E U RIFEIZE L BB A ER.

X DRAC MELE A BNEL B B DHCP ARG 2854 EX IP H#ilitAT, iDRAC {F M SCP Skl BRRZEHiIEE . BEIELE (N iDRAC M DHCP
BRSZEEIREVE P it /A #ER . MR ERIKERE DHCP BRZ BN S (P ik, MBEzEEFSEIEA.

HTTP #1 HTTPS 44 F £ 3 iDRAC [El 3.00.00.00 S E ShRA . FTEEIRH HTTP 5t HTTPS #ulitHiFMmIs 2. ERSSE L
BEERARENELAT, APEEREESKRIBIGEUALIFHTTP 5 HTTPS FHifE 2. —s RS EHA:

R 8 FEKEFRBNEZEHE

-s (HEAH) HEHAR
NFS 08 nfs
CIFS 28 cifs
HTTP 5 8 http
HTTPS 6 ® https

O | %: EREHREFRTLH HTTPS iEH. ANRESBMIIHEE.
MUTFIRNAT TR ERBERNTESH

~f (Filename): SHAIMSBEE MBI, KT 2202020 ZHTH DRAC B HIA R LT
-n (Sharename): PMEIZEZTR. X2 NFS 5 CIFS e FHY.

-s (ShareType): JANFS{&E 0, A CIFS1ZiE 2, AHTTPZiE 5, A HTTPS %i$ 6, X2 iDRAC E AR 3.00.00.00 Hy1E
FE.

-i (IPAddress): PEHZRY IP ik, XRWAMEFE.

-u (Username): FAMEHZIFENRMAFE. X2 CIFS HwIEFR.

-p (Password): HBEMEILZIHEIRAMAFAER. X2 CIFS HXEFE.

-d (ShutdownType): O RIEE, 1A%EEH (BUAKE: 0) . XEWUEFE.

-t (Timetowait): FFFENXKAAETE (FROIARE: 300) . XRANEFE.

-e (EndHostPowerState): 0 AXH, 1ATF BUAKRE: 1) . XZAEFE.

iDRAC Elf4 3.00.00.00 8¢ & SR A F HFMIMEBURE, LUBRA HTTP RIEBSHEEH R ESE XN ISR &4

—pd (ProxyDefault): FHABIAMRIEBRE. XEAEFK.



—pt (ProxyType): FIFPHLUEE http 3 socks (BUARE: http) . XZAIIEFE.

—ph (ProxyHost): {RIBEMAY IP #bik., X2 FEFEL.

—pu (ProxyUserName) : FBRIBIRSZF[HEIRBAFL . I TREIFRLEN.

—pp (ProxyPassword) : FBNRIBIRSF/HERMAFZEN. I TREZFIELEN.

—po (ProxyPort): REEFRZH[/ANKO (BUARER 80) . XEFANEFE.

—to (Timeout): REAFRIMEEXHMERER (USMAREAMA) (BUAMER 60 24 .

XtF IDRAC [Elff 3.00.00.00 S EERA, XH JSON R E . MRXHESHAEFE, WERAUTCHER:

<BREHRZE >-config.xml, 7Rffl: CDVH7RI-config.xml
<5 >-config.xml, 7~ff: R640-config.xml
config.xml

<BRF5#R%>-configjson, 7~fjl: CDVH7R1-config.json
<BIS>-config.json, ~ffl: R630-config.json

* config.json
©) | F: BX HTTP WE %58, TI7E delltechcenter.com £/ IDRAC/LC F & LXxF HTTP # HTTPS # 14G % 73E Bk F .
@ |

+ 34 DHCPv4 #1 Enable IPV4 (B IPV4) kIS AR, BsEEAATRAR.

- BIEEMEHNERIIEEERN. EHEMERE, WEEAHERESIE.

- YUREB[BEMITEINREBIRER, BEABEIERE.

nER DHCP AR&5 &5t 9T A Dell PowerEdge BRER EBHEIMNE S KB MNEmS, MEZEFEH—4 SCP X (config.xml). config .
xml LB FRAVEBRVIA SCP XF& . BRT xml 32, json XHWATAT 14G &% . XHATLLRZ config . json.

ARPAIAER AN RSFJNRSIFESRSRES, BEFERHFEREXHNENRSHE. EFERSHEFHFEERNINE
d, ALUERATRREMN SCP XHEBXN TN RSEHMSELE, fin, MREEEHEMPARSEES — PowerEdge R740 F1
PowerFdge R540, MIfEMAREA SCP 32ff: R740-config.xml 1 R540-config.xml.

@ | #%: iDRAC BB REERELEARSEMSIRE. BSHMIAHE — config.xml BFNEREEXHE.
@ | & MRMEXZ LR AR POETH, REBJREHSAELSRITEHEEE, FERETRXH.

B shiic E 5 F

1 BESIEKATEE Dell RS 22BMEHI SCP 3Tt

2 Ik SCP XHMBA—NMHREME, ZHZENME AR DHCP REZ R UKL FIECIET DHCP IRFZE S ED IP ki Dell AR 552515
18],
7£ DHCP BR& 22 R R 1R IR 43 FE h#sE It SCP XU E .
FRER IP Btk iDRAC MmN EEIFIRAF. (GEIN 60)
DHCP BRB a1 R P35 dhepd.conf ST AR AU R BT S TS TILED, F18] iIDRAC %1% SCP XX EF SCP XXt& R (WHE
EBE) .

6 iDRAC 1§42 SCP MHHELEZ XX HHIEHErEE 4.



DHCP &I

DHCPvA R FIEIT S £ /BE XS HLi$EE] DHCP BFik. BNSHIEA— DHCP L. BMETURE —METRE (B 1FT
B) #riR. EBURE 0 #1255 BRE, SHIMTEAMERIED. FRAERMERTRTEXED.

DHCP i%£17 43 Fi-F M DHCP BRZBEIFEE L% 4 DHCP ZFif. RIS EXN H—PMXAFEF R, WX AFFRIZEHE S SCP
XHE, HEMEMATFHLOMNEMNERENE. Fa:

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC",
set vendor-string = option vendor-class-identifier,
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -
t 500";

Her, - AREXHHZNMNE, f AFFERXOXHRMTECHLZNER.

DHCP 3151 60 B[R AIF1 < BX4F E LR P A DHCP B R . BLBE AR TE PRI 1D REURIERIIER DHCP AR5 881 AL B i%
I 60 FAIEIRT 43. £ Dell PowerEdge BR$528AT, iDRAC AIE@IT AR R ID #4TIRA]: iDRAC. Bk, ELFURM—NHHE “H#
MR HEETEIT “R55 60" SIE— “SEEEI” , A% DHCP BR$2EE AFASERIE.

£ Windows i EixIn 43
EE Windows EECEIRIN 43, HEHITUATIRIE:

1 7£ DHCP BR%#% L, # % Start (FF#4) > Administration Tools (BT H) >DHCP, U#T7F DHCP fREZ=EEET &,
2 KRIEMRSHHRAETHHAETR.

G #2E& Scope Options (GEEIELN) Hi%#E Configure Options (FLEIXLT) -

It A4 2 7~ Scope Options GEREIEIT) XiFIE.

B TRENH1%EF 043 Vendor Specific Info (043 #tNEIFERER)

7t Data Entry (BEHIN) FE P, B2E ASCI THXBAMEEME, RAEWARGHEME (HHhEE SCPxxH) #IRS
R2HY IP ik,

YIE4 ASCIl FRNER, BERABEANE, FEZELSUZHIIERAEREEN.
6 BEHOK (HE) REEE.

1£ Windows _tECEiIn 60
EIE Windows EBLE D 60, HHITIATIRIE:

£ DHCP FR$ = £, ¥ ZEFE > EHE T A > DHCP LUTH DHCP IRFZH[/EET A,
ERBRESEHRAELTHIRE.
28 & IPv4 3i%4F Define Vendor Classes (EX #RES) .
BEFRm.
FEENE B R B & AT FELAIRHERE :
+ BRABW:
BiER:

DN NN -



12
13
14
15
16
7

ID: —3##l: ASCII:
ERREMR: FEHP, A iDRAC,
iR FEEH, BABLRIFZ.
B ASCII: #B4 HBEN 1DRAC.
BEHME, REREXE.
£ DHCP B h, A#EH D IPv4 FHi%$F Set Predefined Options (I EFE SIET)
ERDIA TR RS T, i%£3F IDRAC (BELE 4 FelE) , REHET FM.
EETABIIHEES, WAUTES:
&% - iDRAC
BHEER - FFH
85 - 060
BiBA - Dell #£ 57 / 4RIRTF
BHMEMKR, LURE DHCP &0,
RABRSH B THAENE, GRETEEIATN, RREFEEET.
BHREHRATF.
85T Vendor class (HERIE) THisEs, %% iDRAC. 060 iDRAC J4E7R7E Available Options (FTAEMR) 7+,
1%£3$% 060 iDRAC i£1iT .
BN AEE] DRAC HFTFFEE (LIKR#FRAE DHCP 12 1P #hih) . ZFFFEERIEEM SN IR SCP .
BXRIZIETIH DATA %H. FHFRERE, BFEAEEUTERERAENTASE:
Filename (—f) — RNSFHAIBRSF[ECE L (SCP) HIETR.
Sharename (-n) — fERMELZHIZFR,
ShareType (-s) —

BT X HET NFS #1 CIFS B93cfEdt =, iDRAC B 3.00.00.00 5 E = kAT L@ A HTTP 5 HTTPS iFiElEL & 3¢
. -s option FREEH A

-s (ShareType): 2! nfs 3¢ 0 &M F NFS; cifs 8¢ 2 i&FF CIFS; http 5t 5 i&AF HTTP; https 8¢ 6 i&AF HTTPS (5&
) .
IPAddress (-i) — ERICEHHZRY IP ik,

®|3%: sharename (-n)+ ShareType (-s) Ml IPAddress (-i) BUAEBENVHERBM. -n A2 HTTP 5 HTTPs Fias
.
Username (-u) — IBRIFOIMEHEZMTFHRFAE. X CIFSFEEZRER.
Password (-p) — BRIFBIMEBEZMENZE. X CFSTELESR.
ShutdownType (-d) — IBRENAIRTN . O RRIEE XKML, 1FRREHIKH.

@| & BNRER 0.
Timetowait (-t) —BRENNRFEXAZIEFFRETE. BOIARE K 300,
EndHostPowerState (-e) — IBREHNBIBIFERES. 0 "ixXHl, 1FTITH. BAREAR 1.

®| 7*: ShutdownType (-d). Timetowait (-t) ¥ EndHostPowerState (-e) BAIEREBM.
NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1
CIFS: -f system_config.xml -i 1921681101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 1921681101 -s 5
HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.1681.101 -s http -n http_share



1
2

HTTPS: -f system_config.json -i 192.1681.101 -s https

1£ Linux g &% 43 FiEIn 60

E# /etc/dnepd.conf 321, X LR E B S Windows SEEHEL :

BA i AT ER Itk DHCP AR S5 28 S B Ry stk R ek st ik it .
WEIRIN 43, FAED 60 5 H &R R FEFRRF.

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d

0 -t 500";

}

range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;

max—lease-time 43200;

}

AT R HNE LR FH R P IEEN L ES R ESH
© XHR (- ) — RRSHARSSFEEXHFRIBTR.

0]

EAXXHGBANNESER, HSR EHEEERELERSHFMRSHAEN.

*  Sharename (-n) - IERMBILZZ TR,
*  ShareType (-s) — e REZ A, 0 R/RNFS, 2 TR CIFS, 5FRR HTTP, 6 %R HTTPS.

0]

3¥: Linux NFS, CIFS, HTTP., HTTPS #%ZRfl:
- NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500
W7 NFS M4 ZfE M NFS2 8 NFS3,

- CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400

- HTTP: -f system config.xml -i 192.168.1.101 -s http -n http share
- HTTPS: -f system config.json -i 192.168.1.101 -s https

+ |IPAddress (-i) - $§R3CEHLERY 1P Hbiik,

0)

7¥: Sharename (-n). ShareType (-s) 1 IPAddress (-i) AXEIERNBME. -n X F HTTP 5 HTTPS FE4 5.

+  Username (-u) — IBRIFEIME L ZREFENA PR, X CIFS FEREE.
*  Password (-p) — I [A)MKZ L ZRTFAERZRB, X CIFSEERES.
*  ShutdownType (-d) — FBRXHHIER . 0 RRIEE XM, 1FRFEFIX.

0]

F:BRINRE RO,

*  Timetowait (-1) - ¥§REWRZ XA BIFEFRIETE. EBIAZEHA 300.
* EndHostPowerState (-e) — 8 REHNMEIRKES. 0 RixkHl, 1R~ H. BRIAREHN 1.

0]

7¥: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) ATiEE M.

AT 2 M dnepd.conf R EEEEZS DHCP B9 :

host my host {
host my host {



hardware ethernet b8:2a:72:fb:e6:56;

fixed-address 192.168.0.211;

option host-name "my host",

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}

@ | 5 %8 dhepd.conf X/, WHREHIEEN dhopd A% MR B,

= D=k T T S o

EEABEERERT, BRREBHITUTRE:
THFEIMLZ L= (NFS, CIFS. HTTP #1 HTTPS) 7£5 iIDRAC #1 DHCP BR &% SRR FM LRt . MIXMK L= AR E IR
B A5 B PR % B IE .

© REFEEXHHSHIINELEZ. WINEZHR SCP XHERITRENEY, UEAERZNBNEEIIZFR TN A IEREIR
B

HR#E IDRAC REKIZE T DHCP BRSS2BEMEH T DHCP ECE, UEERRSB[MBE BB EINEE.

£ iDRAC Web A H /8 BaIE EIh&E

fRIRES /B DHCPvA 1 Enable IPv4 (B IPv4) %15, HHEZHABshEHRINEE.
EREH B EThRE, EHITUUTRERIE:

1 7£iDRAC Web REH, % = iDRAC Settings (iDRAC iZE) > Connectivity (ZE#) > Network (f%4&) > Auto Config (BZ)
BE) .

FEEN < B4R TIE -
2 #EBSEERS, AERA DHCP ELE Thsks Pk F TEa—/METR:
Enable Once (BRA—R) — &M DHCP AR5 2[FTSI AR SCP X RECEAH—R. WRARER, BERBEE.

Enable once after reset (FEER/FRBA—X) — £ DRAC Ei&/5, {XN{¥H DHCP BR&528Fr5| ARy SCP XX sREL B A H—
e WARBELER, ¥WE2ERABME.

#/H — XA A EINEE.
3 BENRTNMAKRE.
4% ST BB B BRI -

£ RACADM B BB EThkE

EFH RACADM EH BEshBc ETNAE, 1EER iDRAC.NIC.AutoConfig F&K.

BXEZER, 15519 dell.com/idracmanuals 128 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
DS ITRESEIER) .

EXEFEENHNESER, 51 delltechcenter.com/idrac _E12 1A Zero-Touch Bare Metal Server Provisioning using Dell IDRAC
with Lifecycle Controller Auto Config ({# 8 Dell iDRAC with Lifecycle Controller i B ZIliC B hAE TS E B ENRSR) BAEB.

ERESZELRERESNREM

7£75 iIDRAC K7k 3.00.00.00 B9 PowerEdge B85 £, ERTLUER B EEFIEIRILE A P ZEEH BIOS 5. A PRSHEIENS]
TEZRZM (SNMPV3 F1IPMIBRSM) , AT LUR A ST AR AR .



BT TR BERD AL T I RE :

o AT RSB OB SHA256 BiFI{E LR B iDRAC I PZ5RLFN BIOS 2L, X I ERR SR ELE k. RACADM F1 WSMan =
R SHA256 1. R4 SHA256 BHIBERT, 4% T ABE SNMPY3 F1 IPMI 1 TI8E .

®| 5%: 338 RACADM = WSMan ; Redfish 3% F iDRAC fE5IRISE B/ €. EAEH SCP #iEi2 RACADM 5
WSMan = Redfish Fift{TE{F|Z AR/ Eik.

B AR E— MERR SRS, EFSIEFRHAI4EAYHIRFRE DRAC A Atk F BIOS 15, RE[FEER, BAUUSHEA
BEEZRMAENRSSEEXH. SHEHE SNMPV3 1 IPMITAIERF ERESIE. SAREESXHRE, SHERRH Dell IPMI
TE, MRFEARIBRANTIE, NHFEETHIZBEMAR, IPM SHEIEFLY.

HthF@E (a0 iDRAC GUD #ERAFKAEEA.
ERTLAGE A SHA256 £ Bl A B S Salt BUERTIZED
BB “BRESF|ITH)” WRA EEIEMS HELT) B,
MRKET MEEMAEEIR, EER IDRAC R E A RREFI A RACADM H¥ IDRAC Eig AFIAES.

R ER SHA256 HZREELF & E IDRAC A Ptk P RIZETS, MAREREMES] (SHAIV3Key 3k MD5v3Key 3k IPMIKey) , ARAIE T
sE1BIE SNMP v3 1 IPMI #HTI8E .

% F§ RACADM #0832 58

EREHINER, BERUTHRES set ahSEM:

iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

FERUT G ZENEIEE SR SREE X4+
racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -t
<filetype> --includePH

IREXBNBTIN, LFURE Salt Bl
@ | & RERETERT INIREH.

Ak 5575 0 & 3L PRSI E T

A LUEAR7E AR 55 2R B B SO 1 S FT Y BS ) BED
HENRSHREEXHE, SUUEIRNAEREMLSHELHIERMN. MRAENHEIHEIR, WatmrERA BEBR
BE. SAHERNSEAIRNEY.

AEH SNMPv3 1 IPMI 3654 B ELS 2565

{EH SNMPV3 #1 IPMIBEIE (IRERAANER) BRI 4 iE5IEE .. MEEREZE SHA256.
EmEA RESIES:

1 3T DRAC PP, @AfEH SHA256 xRS TINERIR1E .
LIEAFTRMER, BEMm 16 FPH_#HIFEFH. Salt BAE 16 MFEHWKE (NREM) . —BMim, Bi%kk 321F
TFHIFRTE, &30 “BB” + “mE” , flan:

ZH = SOMEPASSWORD

th = ALITTLEBITOFSALT—HMifNEg 16 NEH



2 {TH Linux HSERRFTHETUTHS:
Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd —p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>
3 HESAWMRSHREEMH. RACADM #< . Redfish f WAMAN HiZ{EFI{EFIMNEL

O | i#: MR ERBER—MERTMEED, EHREDNAAHEENSFHE, 0,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4 BEBEFRZE, TEMNASAEBEEIENATLUER, {8 SNMP V3 1 IPMI BIERE BT EEFERSEL#HITERNZEH
iDRAC R Pl

A EE KPR E

IRE IDRAC IP HblitfE, EaJLUER IDRAC R B AR ENAEIERKAIEE (BIAF 2) . EHITICRE:

1 7£ DRAC & E L ATERFH, 3 ZE User Configuration (AFELE) .

FEEN 43T FF iDRAC Settings User Configuration (iDRAC RERFEIE) TNH.
2 {8ZEMPA. LAN APRUR. ST 08 PARMEREBNIFMER.

BXREETER, &SI IDRAC Settings Utility Online Help (iDRAC &8 /A BIZFEEA AR
3 fkxEid Back (JFiR) . Finish (5ERk) #Yes (&) .

A EERM IR EREETTMK.

REZERGVE

EET AR IDRAC Web R EEL iDRAC IRE A AREFIEEHERT O ZERENMEIFMER.

fEH Web AHREZERFMNE

ERERGMNEITEER:

1 7£ iIDRAC Web R, % ZE System (&%) > Details (i¥1§) > System Details (ZZiEE) -
BEENE 7~ System Details (RZFMEER) TTHE.

2  {f System Location (RZHIB) T, MIANBBEFLTZERFENAIBIFMER.
BEEZETMES, 1EE18 iIDRAC Online Help (iDRAC BXHLESEN)

3 BHMA. RENEIFERESIESRESR IDRAC #.

£ RACADM I ESZ ERZNE

ERERGNEFMER, EEH system. Location AR,
BXEZELR, 1559 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
WSITRAESERE) .



£ iDRAC B NAEEFRESERGNMNE

ERERGUEIFARES:

1 7£ DRAC & E/\FAEF, % ZE System Location (RZMNE)
FEEN< 2 7= iIDRAC Settings System Location (iDRAC @ BRGHE)

2 HMABBEPLOIZERZEHNMNEFAGEE. AXZETINER, 1ES1H IDRAC Settings Utility Online Help (iDRAC & E2\RIEF
BXHLEREN)

3 fkk#iE Back (FRIR) .\ Finish (5ER%) #0Yes (&) .
ZitiE RS RE.

MU RS REFTIFE

AEHRESFAENHEESHEAXENEFRFHEIR. SRITHBIXEREREMRZEREEEENERRG LA, HRRGEAE, ER
RERBLVEZINE. BRMRZEEEHL . BALLUEHATHIZE HRIERZEME MR THFEELERFITHAL .
{&£F iDRAC Web R+ RACADM BX iDRAC IR E NIRRT, TAIMAE A TERIEE

fliertse
RtA TNy ES
REGATSHHREE
© MRFE, BINBERBEMSR
- BERESRENEREREMSR

£/ iDRAC Web A HEEMEIIZE

EIEMHINLE
1 7£ iDRAC Web R, #ZE Configuration (L&) > System Settings (REZti&E) > Hardware Settings (& E) > Fans
configuration (RBECE) .
X ERRRSEETE.
2 EEUTEI:
BB E S - IR EUARC B S0

- BUABMREBEEXHRE — EWREAEEXIGE A System BIOS (FH%: BIOS) > System BIOS Settings (F%: BIOS i%
&) > System Profile Settings (RZEEXHEE) ME FEXKER “REREXH" ®E.

BRINERT, ZETREARANABRLELHRE. BHMEEMT T BI0S REXHMBEEXEZE. TRIENRE:
- RAMEE (SR -
R CPU TR A AT REMEFEAR -
Turbo BRI HIEI AT REMIRS
—RIERT, ERMENHET TREERRS.
- BRODIER (BRtESHRL) -
RIFREMXERIFERSHET T MU LR ERE ARG,
—MRIERT, ERFEANHE TRERERR.
0) Eﬁ iiﬁ&%kﬁﬁﬁﬁi%d\ﬂ]$, BEE R4 BIOS > R4t BIOS W E.RAGEEVHRENE “RAEREXH" REMHEXRA
BiRE.
BRAHSBERS — NTHRRES, EFEEAHSIEE. XEERRERGER



ZIAEABRINE, 70°C (158 ° F).
R R PRGN BRETL, FEHSEETBERENHISEERS. ATEORTREAFEMAGHISENRES, Eitbix
HABERENRGHRIEB R THREBERIE.

REERE W — EIFIET AR S SR IR M ESNDQANRE 1. SNSRI T REMHIR % (flgn, #heh PCle &) , MIATEER
'%ﬁ%lt;lgé‘iﬂﬁ‘éjﬂo REBEEREESSHNEEREBLTASRFIEETENEERNBERRES (RBHNESLE) . ATER

- RRBEXR — SABERERESIEENERE.

- PERBEE — BRBERESEIRAETE,

- BREERE — BXBRRRESIIELLE.

- BRARBRE — HBERRESEEER.

- XA — NBEERERBRIRAXE. XZRINME. MRREARXH, WARTESL. BEARKEEARBHBRIAREGEE
£, AR, RRAREBERERBEURKREET.

RBEERERBEDSH, HEETRE. SMRBHINBERRRESES ERESMEBEL.

RBEEERZLBAENBERESHEENE L. RIBEMEAHFLANER, NEEXTHSRSIHBIREBER. BER
GRS,

REEZERZ RIFEBREONSHEERERSAGNEER. IESHEARSTRGNEHARBLERESHERNERZ (6
FHxIy. REBUHRESSHESHEERNBREER, EMSBRERAERNEBIERARS.
R B RHERRGIZIEFRE PCle BECEILA. A, ZINEARTRSRGRANENULINERIE.

R/AOXREE PWM (RAER %) — RFIERARAKNERE. EAILEDR, SO EESNEERGNEEE TS
MAGZREERE - IREAM B E XREERETRER A FRRS R EREE.

- R - RERGHABEERRNRBERERIZE ARAE.
- BEX —HBIABESHE.

RIRNEEE PWM Fr R IFRSEERE7SH, BURTRGEE. E—MEAREEE, E-MEARERKE XAER
100%, ATRERE, BEBURTRGEE) -

RIBAGHHAER, RENBETEEAUSTIGEE, EFERRTEXHSRREE. flM, RNRBERERER H% =
1 XU PRI KT 2R T 35% PWM.

@| 3£ 0% PWM FRRRBINLH. ©RERBIAUAZI 0 RIE R BHRE .

WEHRKAMN, XRTN—BREMMA, ERFEHSIS. EFEEN. DRAC % BIOS EFHE, BT LBIER AR

WRE. BEORENEATREHIEEMBMS R LZ X, MRFXLEENFZIRH, BT ETHEERER”BENE.
3 BENRNMARE.

BRHEEBERUTESR:

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

B EEER SHIMERIS.
O| i AR SREUEREEN.

{£F RACADM &R s g &

EEMERIEE, 1518 system.thermalsettings A IR 5 TR PR set FHSEAFR.



R=.9: BRIRE

IR UL fERAtER =Bl
AlrExhaustTemp AT RESRKHSEERS. ERBRGPHIBRE:

FanSpeedHighOffsetVal

Z%;E%I«XTEEHE (BT &

+ 0-%Fm40°C
« 1-FR45°C
+ 2-%R5B0°C
+ 3-FmRbBBOC
* 4-3%R60°C
« 255 -3k 70°C (EN)

ERULTEH L %BPWM 1845 0 - 100

ZE ¢ mﬂ)a*‘aﬁ%fﬁ%%” ®
ENNERERBE.

« WHEEURTF RS

- i5¥H FanSpeedOffset
?‘ET%%H%'T%HE 1RIEE I

racadm get
system.thermalsettings.
AirExhaustTemp

M7

AirExhaustTemp=70

ZHHERER G S RENG
ZSHRUREFRFI A 700C,

BIREHSIERELUFHEIRSI
60°C:

racadm set
system.thermalsettings.
AirExhaustTemp 4

Mt A
Object value modified
successfully.

WMREBAGA IR ENTSH
MUB PRI, ABANIZIEITIA
T#<:

racadm set
system.thermalsettings.
AirExhaustTemp 0O

R&EEBERUATHERES

ERROR: RAC947: Invalid
object value specified.

BIRIRIE R B IR EE.

BXEZER, EE2H
RACADM %88/,

ERRHIRERERINE:

racadm set
system.thermalsettings.
AirExhaustTemp 255

racadm get
system.thermalsettings
FanSpeedHighOffsetVal

th#r & IREl—/ME,

“66” . XEBMEERMUT
W, BoNRABEEER
BREEHNBERERE ‘S
&” (66% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 1



MR iR fERER il
FanSpeedLowOffsetVal E?;Ikt%%ﬁ?%%)%\mwﬁ {85 0-100 23;3?;? g}elie:rmalsettings
EH “EREREES” 1
EHR R RRE. FanSpeedLowOffsetVal
HAERURT R4k HSEE_1E W
B{F R FanSpeedoffset 237 o XN L1 [’ N
JRFNESTME O RIEE ﬂpvﬁ'f % Fiﬁﬁi’g’ﬁ%/m
&, BEREN N BEEREERE K
E” (23% PWM).
racadm set
system.thermalsettings
FanSpeedOffset 0
FanSpeedMaxOffsetVal %?}ﬂ#ﬁ%ﬁg%%{%%’w &% 0-100 giZiZQ gigrmalsettings
R “SARXBEREEE”
iﬁﬁﬂ'\]ﬁikﬁﬁﬁﬁﬁ{ﬁo FanSpeedMaxOffsetVal
HAERURT R4k HOEE M
151E R FanSpeedOffset 100” . XN 1+ l" N
MHRIRSE 3 KIGE I MR, B Fﬁwﬁﬂﬁﬁ
fE. EHB (B£R, 100%
PWM) . B, IR
RRERESE 2IE.
racadm set
system.thermalsettings
FanSpeedOffset 3
FanSpeedMediumOffsetval &4 0-100 racadm get

FanSpeedOffset

FERAETEFSLL %PWM
R e A
WENNXERERBE.
HEEURET RS-

15fE R FanSpeedOffset
STRIES|ME 2 KK B IE

EREI SR FD get B
%ﬁﬁﬁmmﬁ*ﬁﬁ%

BHNRE set HLBELETRE
A, FILlg B TR RUEEIE
RmBIE.

y %%Hﬁ&i?ﬁﬁﬁ:‘z}ﬂ 91
Fa’nSpeedLowOffsetVal
\FanSpeedMaxOffsetVal

\FanSpeedHighOffsetVa
1 %A
FanSpeedMediumOffset
val & (WAIEEN) =
B AR AZ R (B

BEA:

0 - R EEIRE
1- ERERE
© 2- hERRBRE
© 3- RARBEER

+ 255-F%

system.thermalsettings
FanSpeedMediumOffsetVal

e $RE—1ME, W
“q7” 1z EREEFERUT
ST, BeNBABEEEX

BREH X ERRRE “Hh
B” (47% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 2

EEFNARE:

racadm get
system.thermalsettings.
FanSpeedOffset

BRRREERERES “F
B”
FanSpeedHighOffsetVal

HRETE )

racadm set
system.thermalsettings.
FanSpeedOffset 1



MR iR fERHER Pl
MFSMaximumLimit B MFS By s K{EBR I &% 1-100 EERALUER
MinimumFanSpeed &I E
R KIE:
racadm get
system.thermalsettings.
MFSMaximumLimit
MFSMinimumLimit i MFS By 5/ MERRE {EM 0 8| MFSMaximumLimit BERRATLUER
MinimumFanSpeed EHIEE
BRIAMER 255 (FRT) B /ME.
racadm get
system.thermalsettings.
MEFSMinimumLimit
MinimumFanSpeed = —cramerem M MFSMinimumLimit E{E EMRAGRREETISH D
%ﬁ}ﬁ%%;%ﬁ AR & MFSMaximumLimit {&F 45% PWM (45 Ll\{,‘?zﬁ%ﬁ
SRy MEEEGE O F MFSMinimumLimit %
CEENPEENSE T MR got HOIRE 265, MFEM MrsuaximumLinit ZEKY
EFEYREERE. ~EARCRENRES. f8) :
A8 2 KB %PWM A ETENEEE
8. system.thermalsettings.
MinimumFanSpeed 45
ThermalProfile 1&:

ThirdPartyPCIFanRespons .

e

SIFHE AREEN

© RUERESEANRENH
KERRV R T AR E R BB
BEXf.

$=7 PCl FHIBUAES.
RIFE B A AR IR
=75 PCl REIBVIA RGN
B .

#RATLAEE Lifecycle
Controller HFESFHIEE ID
PCI3018, RMIARBFE
$£ =7 PCl &,

1- wmtERE

2 - &iKThEE

&:

1-BH
0-%#H

© | 3%: RiktER 1.

£ iDRAC ¥ E N FEFIE MR E

EIEHEARE:

1

2 iBE

1£ IDRAC R E TR

Frh, #%Z Thermal (fif#k) .

FEEN< & 7~ iIDRAC Settings Thermal (iDRAC i&Ei#k) M.

AT &I :
© REREXH
RAHSIEE RS

gﬁ%ﬂﬁ HUBAAEC B SR

racadm get
system.thermalsettings.
ThermalProfile

E’{E‘ﬁgiﬂﬁﬂﬁiﬁiﬁﬁﬂa “B

racadm set
system.thermalsettings.
ThermalProfile 1

EHBEAZGARNXEERZRE
NIRE, UXHFRMNBIME=
75 PCl

racadm set
system.thermalsettings.
ThirdPartyPCIFanRespons
e 0



Fan Speed Offset (RUBIRZERFS)

BEBKAGE, XRF—BREMNAEN, ENFASERKEHIS. EEFFBN. iDRAC 3k BIOS EFHAIE BNESAZIA
WE. —L Dell REFBIEAEZFUAEAIHRIXFAENEEXAFLENER., MRFAZHXEER, BEIEFASERFEE
W IERB B ENE,

3 {kxEE Back (FJE) . Finish (52@) #1Yes (&)
it ERACE

&E%EH

BBk 2R TFi518) DRAC RERITEN, BTFZZMNAEIE PowerEdge PRE 8.
BB

RETHNBRERS. AXEZEE, BBRRARA.
RREHFIETIHFN Web M5T2E. BXEZER, BESRMAURR.
LRI Java Runtime Environment (JRE) (ZnSR{ER Java il 2B ARG EIEA Web HI5igEHY iDRAC, MEE) .

O | 5t: BHE Java 8 HEBMMAMERULIIGE, 3iE5T IPv6 I S3N DRAC EHUZHIE,

4 & Dell Systems Management Tools and Documentation DVD #1, M SYSMGMT 343t &2 4552 RACADM #1 VMCLI. &M, BT
DVD _EHY Setup MZRIA L 3EIEFE RACADM FE M OpenManage 4. B3 RACADM MEZ{E8, 1S I% IDRAC RACADM
Command Line Interface Reference Guide (IDRAC RACADM /TR EZE#57) , Mik: del.com/idracmanuals.

5 IRIBEKRLRETHIAY:
Telnet
SSH & Fif
« TFTP
Dell OpenManage Essentials

1

M i o 8 SRS .
iiZi5ia) iDRAC
ENEIBUEIIZISE) iIDRAC Web BH, 1HEHREIRINS iDRAC L TFR—MEH ., 5lan:

TIRRS R — BEEWuL N T CMC FREME—M%EH. X% CMC MESZERGHMNEEIBNESER, E2H
dell.com/support/manuals £ Chassis Management Controller User” s Guide (mﬁ BT AR .

HZEFNE R BRSSES - 4% IDRACNICIRE R “EMA” I LOM1 HIHREIRL S iDRAC L FRI—M 4% .
ENEBUHOZERGNITHEG, 5@ iDRAC Web REFHEMITHIE .

e E X #7HY Web XI5E

® | FAEXHNNEEREMANESIESR, 15219 del.com/idracmanuals EIE#£H Release Notes (E{TiRER) .

iDRAC Web RHEBIAZHINAERTLAE A Xt B EERINEE RN TS5 #HTiAE). EFEMAFLINEE, BUOMER—LRE. XERES
¥E: HRMWMEELTERE. B Java. ActiveX 3% HTMLDG #EfE L1552,

R MBI R IR AR 55 2511 E Internet BY Management Station ZE3%2] iDRAC Web FE, MHEERE Web H5E5AMIZARF251H18]
Internet.,

@ | 7F: tnSRI&{ER Internet Explorer 5% Firefox LAiJ5io] iDRAC Web R, EAIAEEERBAZVHHAEERFERE. BETLUER

HitF TR RABRARE.
O | = =EMRERERA N TRE.




fic E Internet Explorer

AEBRME T BREE Internet Explorer (IE) MIMES, LABRERILIAEIFER DRAC Web RERIFTBINAE. XEGETIE:
EILERERE
1% iDRAC IP RN EZEER U=
Bt & IE LUB A Active Directory SSO
2/ IEEENReEE

EHNEE Internet Explorer Z£igE

R Internet Explorer (IE) % & B % & A Microsoft HEFRBIANZE BIRBAETINBNASTEEXKE.

1 UEERSWMITFE, XIEASEAKA.
2 BT H Internet il L&A HbPILE sk A b Simi .
3 B Custom Level (AENXZEH) , 1% Medium-Low (F{EZR) , 2 Reset (Fif) . 8 OK (FaE) LUFAIA.

1% iDRAC IP ;RSB Z{EEuh = 55R

17i8] iDRAC Web RERT, ARZFEEEFTIFRTFERLD IDRAC IP Hbllt, NRFKLEREIFZ P UERMBIFIRS . THRE, BF
Refresh (RBIFT) SEFB 5 Web H 5228 LIE LB iDRAC Web RERIEE. MRKRIBRERM P, EIEFINE P AMEIZ ST
ByERF,

® | i HEEEHENRRAEEIER A iDRAC Web RER, EFRIAEXESE, THSBAERMESFIEBERES.
E4% IDRAC IP bR MBI 5w 2 5%

#3 Tools (T ) > Internet Options (Internet #£1%) > Security (&%) > Trusted sites (F{E{E#S) > Sites (¥55) .
FERZ AR B X5 s\ iDRAC IP it

BF Add G , #E OK (ME) , AREE Close (XHD .

B OK (HRB) , ARERIFNYS

DN -

ECE Internet Explorer LA/3 A Active Directory SSO

Bt & Internet Explorer BN SE 2518 B

N

£ Internet Explorer #1, S ZE Local Intranet (Zi Intranet) 32 Sites (355) .

2 {UEELITIER:
Include all local (intranet) sites not listed on other zones (BIEEBFIFEEMMXIFAIFFE AR [Intranet] 3h2) .
Include all sites that bypass the proxy server (BIEFTARFERRIERZEBAHS) -

#3 Advanced (B4) .

ANIMET B4 FE SSO BLE —ER 47 iDRAC SLfI9tE%1 = (5140, myhost.example.com) .

B Close (kM) #HE OK (HaE) MR



A Internet Explorer &8 R £l &

HERRETLUER Web RAE TE ARG MEMAMITE, EILA Windows Z Internet Explorer i8R AL EINRE. X2
Windows i _ELLTHEERIIE R, 1HS (R Microsoft BRI -

At E Mozilla Firefox

AETNETHXREE Firefox BIFAIES, LUBRERT LA EIFER iIDRAC Web FE _EHIETBINRE. XLZEEE:

BRABRZBEINGE
+ B E Firefox LAUEH Active Directory SSO

#F Firefox HRYE 2 HINEE

Firefox 8 “A&8B” 22, FEAFPNRRARERENS MRS RRKET. WREREH, ARBRDEIEREREN
Bl IDRAC ZEREMIEHI G EER, BIEEEHFMAEER.

EXR R BIEME R RETLENIENS, HT TSR

1 #TFF Firefox Web M8 E 0.
EHUEFEE S, I about:config FHi% <Enter> #.
7t Preference Name (ENiZETEHR) 54, IHXE|FH W xpinstall.whitelist.required.

Preference Name (EZEIAZFR) . Status CKRZ) . Type (HKH!) F1Value (ff) HIESEXAMMKINAK, Status CKRE) BY
EBTHRAFREHE Value () £ False.

4 7£ Preferences Name (EiZI&ZFR) 54, 1%Z| xpinstall.enabled.
iR Value () 7 True. TARTFZE, Wi xpinstall.enabled LUi% Value () % E X True.

ECE Firefox LL/3 A Active Directory SSO

B E Firefox BIRISEERIRE -

1 £ Firefox #itib#= s, #IAN about:config.

2 ff Filter (G3i88%) 1, #IA network.negotiate,

3 RN E network.negotiate-auth.trusted-uris (EIES 2 RATIER) .

4 BERRIMZE network.negotiate-auth.delegation-uris ({EFREE S FRAITIER) .

Ao E Web 35228 LAE F EETUEHI &

BAEEEN FEAEESE:

1 FRIRERER S (nternet Explorer (Windows) 8¢ Mozilla Firefox (Windows B Linux) + Google Chrome. Safari) HYSZHEREZN.
BXIHNFERANEZES, 5517 dell.com/idracmanuals _E32{AY Release Notes (& 1THEA)
E{F A Internet Explorer, &% IE R EAUBERENEIT.

3 BLE Web NIERRLAER ActiveX. Java 3t HTMLS #ff.
ActiveX Viewer {X3% Internet Explorer #. HTML5 8 Java & 28 S {E )%l ba 88 S 4%,



O|#: BEE Java 8 HAEEMANEAULIIEE, 3B IPv6 M4 B3 DRAC HEIIEHIA .
ESBRGELSMRES, NE I RERIDEBOBERAEN.
L% 5 compat-libstdc++-33-3.2.3-61 1 U6

@ %: 7 Windows £, 5 compat-libstdc++-33-3.2.3-61 £ M4kt (LT AL ATE NET EALE HALTRIE RGN FE AR,

MREFER MAC 21ER S, 151%3F Universal Access GEMiAIE]) & O T~ H Enable access for assistive devices (/3 F x4 B1%
EZHiFE) £,
BEXEZER, 555 MAC 1{ERZKIHBAT .

Bt E Internet Explorer LU{# & HTML 5 BO¥E#F

HTML5 E#EHI S FERI TR AP 8@ ER HTMLS 3R 6IE . HTMLS FARRMMBINT :

TEEAERPIR IS LR,
REMEETIRRMIRERGHERENAL
REXSHERNMBHTE,

PRIEEREMZE FiRfEA Web NEAI—FBS TH.

S B E Internet Explorer (IE) &, AERBINFHBITET HTMLS HEMIZHIEFEMN REAEF. ERENRE/LE:

1

2

SHHMHE SRR, Ak, AT#E Tools (THA) > Internet Options (Internet i%£1%) > Privacy (F&fA) F5&B& Turn on

Pop-up Blocker (TN OZ#EifERF) ELIE.

ERUTER A EZ—BE) HTMLS EHESIE :

+ ZEIEH, BE Tools (THR) > Compatibility View Settings (FRA1HMELE) H75FR Display intranet sites in
Compatibility View (ZERBZMMNE B RATMMLEL) SikiE.

© FEIEHER IPv6 HitiE, $RUNTERRIZEL IPVE Mk
https://[fe80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/

© 7EIE PER IPV6 ML S HTMLS EHUTHIE, HRINTAARIER IPVE il
https://[fe80::d267:e5ff:fefd:2fe9]/console to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/console

B ENRERPERFEEESR, "4%Z] Control Panel (JEHIER) > Appearance and Personalization (4pFI{MEMN) >
Personalization (P4£) > Windows Classic (Windows 22 41)

B E Web X528 LAER Java 1

R IEER Firefox 3% IE H BB EF M Java TEEHRE, 1ER % Java Runtime Environment (JRE).

@ | #%: 7£ 64 fRfE ARG R4 32 5k 64 { JRE A, FE 32 (iR ARG LR % 32 i JRE M.
BRCE IE LUER Java HlifF:

£ Internet Explorer P2 A H TEHABENIER.
£ Internet Explorer 125 Enhanced Security Mode (#E5g(9%2#zt) .

ECE IE LU{ER ActiveX fhfE

BAERLE IE MRERE, REFEBINFMBITET ActiveX BIERIEHI S FIEMN RN AERF. ActveX RRREFZIEAZRN
CAB M iDRAC RRSZE3IR M. NRAEERUTHI & PISH ML B A Native-ActiveX K81, N HE2K B EEIETI &), CAB
XHEETHIEPinREFEET ActiveX FIEIUEHISIFE S0, Internet Explorer BELZIT KL E, FRETEH. REHBITETX
L ActiveX HIRFHTEF -


https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

7 64 RERGE L, WRIAREK 32 {5k 64 ALARAHY Internet Explorer. $ERATLAER 32 sk 64 1, {BREAMR %8RBI
flgn, MREAE 64 (LHEeE EREEN, REHE 2 NS HRPITHERSR, BABLABRREEN.

@ | ##: R ActiveX #E#5 Internet Explorer —i2f&H -

@ | 3%: E#(F M Explorer 9 B9&ZE E{F R ActiveX &, ZBLE Internet Explorer Fi, Rf{R# Windows Server #2{ERZiHHY
Internet Explorer B{ R 5 EIEE P E A AN T2 EN.

it F Windows 7. Windows 2008 F1 Windows 10 B2 & 84 ActiveX M FBFERE, EHLE T % Internet Explorer 1% & LUER ActiveX Hhifs:

1 BRNERNERER.

2  J% iDRAC IP 8{ E£#1& 5% Local Internet site (A1t Internet 35 F13&.

3 BEEXREEEAN Medium-low (F-f€) HEXRZEURITFREZ R ActiveX Hfk.

4 ZFAERTEHNZNASHBRAE=FRNEET R, E#ITIRE, 5% % Tools (LR) > Internet Options (Internet i

L) >Advanced (&%) , ;5 Do not save encrypted pages to disk (GEZ1EMBHTHERFRIGE) ®EW, AS1%£#F Enable
third-party browser extensions (8RS =AHR RBR) %,

®| +: E#1B N Internet Explorer BL{# Enable third-party browser extensions (/B RSE=5K82 R) BEH.
5 %% Tools (TH) > Internet Options (Internet i1) > Security (R£) HEFREEEITZNBREFAIXE.
B &7 Custom Level (AENXZEH) . 7 Security Settings (Z&RE) BOH, HITTIIRIE:
3} Automatic prompting for ActiveX controls (ActiveX #{EB1HER) %1% Enable (BR) -
%t Download signed ActiveX controls (T E,EZ&BY ActiveX #4F) %1% Prompt (3B7R) -
ITIBLT ActiveX M AR A FE B AR .
SRERIE R AT R EFITHIAR ActiveX FEHBITHIA RS AHER.
7 B OK (HEE) i Security Settings (R&EE) B0.
3 OK (F7E) %] Internet Options (Internet 3%I) & M.

| 3%: #4658 Internet Explorer 11 B1A% F, HyfiiEid & Tools (TE) > Compatibility View settings (ERMMENEE) F
n iDRAC IP.

®|3%:
« BANTRERRARY Internet Explorer 25 #8[EAY Internet Options (Internet I£1) . FEtt, 7ESX—Hhilmes i8R S%=E:5R
MB|ZEMma5RE, EthEisERERMEE.

23 ActiveX #2HEHT, Internet Explorer ATgE S B R— £ REES, BT ActiveX ISR EHIE, L7 Internet
Explorer B R Z&EHIZRAHER ActiveX 21+,

WRIEE B SRS & UL E]$ER Unknown Publisher (REAIEHBIER) , NAREREHTERIRBEEZIEIRERE
By, ERRIER, BOATHARZH. FHIEERSIZEREZE Symantec 16958, H HMIERLER $i%8 Symantec
Pk B9 BRI TIRAE

Windows Vista 3§ & #TH Microsoft I2{ERZZHIMIMNIZE

Windows Vista Sk EHTHIRIERFE A Internet Explorer HISTE8H—IAA Protected Mode (fR#F#Rzt) BIMIIN R & THEE.
1 A (R#F#ETCIE Internet Explorer ST 28 B ENFIBIT ActiveX RLFTERF:

1 {EREBRIEITIE

2 #7Z%E Tools (TE) > Internet Options (Internet i£YA) > Security (£%) > Trusted Sites (FA{EHHA) -

3 IERRARTIESRXEER Enable Protected Mode (BRZEMRIFIRRN) i£51. JF, RJLUK IDRAC HIERINE] Intranet (X
W uha. BOANBERT, SAEPERIFEIT Intranet XIgA0 AT {554 < X8 A Ak s 55

4 BEH¥ER.

5 ERZRERMEIXEFEL S, RN DRAC ROtblt, AFEBERM.

6 BEHxH, RAEREHE.

7 KAHEFBIEREREEY.



/8 /\Iguuk —iﬁ

mR

BITEMEEGITHIIEE GBEERER, BEEEE) , WABRINKRRNSREET, BRIMRRG LTEFHNERIR

WASERFER.
O | i e AR AEERIRA BRI BOERES.

JBRR Java R HRARRAS

E3EM Windows B¢ Linux IBARARY Java TESS, BFHITUTHE:

1

2

EHSERTT, BT javaws-viewer Bf javaws-uninstall.
IttAt4 &7~ Java Cache (Java BiRERF) TESS.

MIBRHRRER A IDRAC /EMFIEHI G & it E

¥ CAIEBSNETRY,

L BEEMER A HEMUN R, RESERERURIDTER. MREESEENXH Web BREZEIES, EBAILUELIE CAIERE
A Java 2 ActiveX ZIEIEH FE SR G X LR 7R o

¥ CAIEBSAE| Java ZI5IEHE
B4% CAEBSNE Java (EEEBEHEK:

1
2

5

A5} Java Control Panel (Java iZ&IER) -

BHREETF, RELTIEB.

1% 8 7R Certificates GEH) XHFIE.

M Certificate type GEHZER!) THRIXIEHE S, %1F Trusted Certificates ((SERYIEFR) .

B Import () , FSEHIEREE CAER (UL Basebd #wE3H&R) , A8 & Open (3TH)
HEEMIERIE SN Web BRBEEIEBEEEX.

BE%E, AEBEEHE. Java Control Panel (Java I=$IER) & O1%%H.

1% CAEB SN ActiveX Z{SIEBE

B ER OpenSSL S TLERERREMABEL (SHA) BB IEBHTIE. BIUER OpenSSL TR 10x MESRA, EAEE
JAMER SHA. CAIEB 7R Baseb4 RILH) PEM 1. XESANEA CAIEBH—RMEIE.
EJE CAIEB BN ActiveX FJ{SIEHBE:

1
2

FTFF OpenSSL 3 & HERE M.
FRAUTHSEITEIRN FHATEAFARN CAIERH 8 FHEFIEL: openssl x509 -in (name of CA cert) -

noout -hash

ARG — s, B, R CAIERXHE A cacert.pem, Z@B<SH:

openssl x509 —in cacert.pem —noout —hash

RESERBMUT “431d0322” BYMIHTHE
% CAXHESRARMEXHR, HET RAFRM— “0” . fla, 431db322.0,
BESRM CAINEEFZIEMERF. N, C:\Documents and Settings\<user> directory.



EE Web FEAIAHILRA

iDRAC Web REZHUTIES:

HiE (en-us)
SEVE (fr)

f&=1E (de)
FHEZFE (es)
HiE (ja)

fa 3L (zh-cn)

BEEEESHH ISO AT RAZFNESLE. NTREZIHIES, BAEFREOEMERA 1024 GZRAEEEFRE
Thie

iDRAC Web REEES AU EARMSFERAUZIFESETE. DRAC Web FEMFLINEE (MEMITHIE) AREEFIMITES
RETTEMFEMITIRER F . HARESZ I FF AW RESH RSN,

@ | #: ESENERA T RN ERGEFFNTE H LB MUIRAL IDRAC Web FTH .

ERR B

£ iDRAC RTLLE T iDRAC. BIOS FFTAEE] Lifecycle Controller B #a0I% & ElfE, f5lan:

HAEE (FC) F

© BERER

c BRERZRHEFS

+ WgEO+R (NIC)

RAID #5328

+ HIERS (PSU)

+ NVMe PCle i&%&
SAS/SATA T2 IR TS
REBFISNERHAE R ES AR B 3
OS WrsEzs

PSU B4 EFHAsemE/LoshatE, REBRTREGEEM PSU RS, KBRIIF PSU, H27E PSU Bl EFTHAIE hih
B ER ARG R,

TR EME L5 2] DRAC. EETERGE, BREFRE LRRENWESHNHATMAMTEAMEA. WRE HENEHT,
NS BERBRER. TEEEHISHEINEIANA. SERGEHNSISHEFCEFEHEET REEZEHNSISHEEBIT. HITH
ﬁﬁ*ﬁ, /\Fﬁi*ﬁgl—rgiﬁ_lk

HEEHEHIE, System Inventory (REFIFEM) NEEREMPEHRAHIEREE.

SR E ARG S KB B -

.exe — E-TF Windows BY Dell Update Package (DUP)
+ .d9 — &% iDRAC #1 Lifecycle Controller Z# BIE 4

ST REZ 7 exe U, BXMAR “RGiITH]” R, LB RHLFTEZEHEFHIIGE, B3R Lifecycle Controller,
SFHREN A9 B, BAFER “BBE” SUR.



@ | 3%: #4% iDRAC BElttE, BTTaE4EE S Lifecycle Controller BiEsh B rAVEH BB B AE, EZE#FRA NTP Ei& iDRAC Btal.
4 AR AR BIOS FflE, HZ iDRAC FIEZEig.

ERILME R T A ERITE S EH:
A HE B2 G Sk 4R T Z NSNS ST HERARIG 26 RY, B mE— R,
EREE FTP. TFTPy HTTP 2k HTTPS #h msk Mg Fi#EE (HHE & Windows DUP FIER A BRXXH) .
A F Dell Repository Manager Sl 2B E X FiEE. BXELELR, 1527 Dell Repository Manager Data Center User's Guide

(Dell Repository epository Manager #5010 /F 75/ ) . iIDRAC AJLAE &% L 2%/ BIOS MEH S E#E PR AT A Bz (618
HARMIRE . FHEETESHEERENMIERT RS, LIstfERA iDRAC Enterprise FRIEAIE R AT .

B0 1 B R SR R AV R R S B A

BEANTEMEOTEFES DRAC Bl#. TERIGERTF DRAC B, THRIIE T XHMED . BUYSSTHEHXRIPR Lifecycle
Controller BT E BRRESH A S EFHEH:

. 10: BR{GSCHFSEBIRAE 1

.D9 BU%K iDRAC DUP

AH x5 EEZICERBH 25 FEICEEH
BMCFW64.exe NFATE 2 S FS TER
F
Racadm FWUpdate 2 & & TER

(IBRRD
Racadm Update (#1 =2 = = =
hi)
iDRAC U 2 2 = =
WSMan 2 = = =
W NER(E RS DUP & NEA 2 =

TREH T XTEEMHEEANEHHEEFTEENRIRENIES.
@ | & HBI WA RMA SN EGEHA, FURTESHRIFFHIXLER, UROTLENREEHEE.

= 1: BEIGEFH — HNAH

AHER IREHEZR? (‘R W — RETEEFNR HH —RETEZFHRE  Lifecycle Controller
3 iz 22 2 %u; — HEEMR

BHiEF = = S &
BIERGRINIZFE & & & &

# Lifecycle Controller B9 £ ES E* =

iDRAC

BIOS 2 = = =

RAID #5128 2 z = =

BOSS g2 2 = =

NVDIMM & 2 = =

iR = = 3 =

H4E = = ES =

NIC g2 2 = =



AR IHEHEER? (‘R Wh— RETEEFTR WA —RZHFEEHRE  Lifecycle Controller
g “®") B? B2 %U_i —BEENR

IR & = = = =

CPLD & B 2 2

FC 2 = = =

NVMe PCle SSD IRzigs =& = = =

SAS/SATA FE 3 IKENEE & = = =

CMC (fiF PowerEdge & = = =

FX2 BR&a8 L)

OS W& = = S =

* RINBATEEENBNASG, BLMEFMBH DRAC A HEFAER. HE BB DRAC BISFIMNTh e

WEFEHAT, FRICH Available (FTH) BIMAHTRRERZTERUHANSIIRA. REFHA, BHREEEREPRALL HFIR
ERMAEH. MREEIEF] IDRAC MBIAIRERA, M{ER Dell Repository Manager (DRM) 813 B & X % EHELE IDRAC KUEFH
ZEEEREER.

£ F iDRAC Web ZEH EHiE {4+

AU A fE A R g b A] A OBl A8 = (CIFS. NFS, HTTP 8k HTTPS) fZiEEsk FTP B &E .

EFBE ML E

EFRENEEEH S EEHEH AT, EHRTEE GG TREIA RS LORMIE.
@ | iE: WRAF A MAH DUP MIXHE T A ST,
EfE IDRAC Web & BB ME &E

1

% ZE Maintenance (##P) > System Update (REFEHD) .
A% 2 7R Firmware Update (E#4E%) T1HE.
1£ Update (FE#f) %I+~ , %#¥ Local (Aih) {£4 File Location (XHME) -
B Browse GHIYE) , AFMMFAMFEZFE MG, AFHEE Upload (L) .
E#HFERIE, $7E Update Details (BFFMAER) HBH7ERENELEZ DRAC WEH T R EKES.
MR ERIGSCHEEHF TR, Contents (RR) FIFMEHMEXHEBHESBET—MMSER (F) . BIFZEMR
A[&%E Device Name (i&#&%&) . Current (XH]) #1 Available firmware version (FATREEEIRZE) 52
EEEEA S HRITUTREZ—:
HFAFEENRAEHN S| SHEHBE, B8 E Install (R3K) . a0, DRAC B
WNFE gi$nz;2;z§qeﬁgl_,m@1¢ﬂ%1% R & Install and Reboot (ZEHEHT51F) 5 Install Next Reboot (T REH5|

E.H—j—-—‘- Jt

EERIEJEH#E%E, 158 F Cancel (BUH) .

BT Install (£3) . Install and Reboot (RFEHEHS5|S) = Install Next Reboot (TXEHS|SHZRE) B, BRERHE
B Updating Job Queue (IEFEFEHIEUMTD .

E R~ Job Queue ({EMFPAFI) TimE, EE & Job Queue (FEMMPATY) . FEALLTTEEEHEESMEBEHEFHSE T OK (7
) URIFHETEHEEE GRS,

Ot mBRREEMREFLTE, NEER—REDEEHEFREE LENRARSEE.



I B EEHE

TR AA IDRAC $E B E AT RILUG B E B #. fEiTRIAY BEARETE], IDRAC ERZIEEME IR, WERNERHF R AR
SMEBRNRAAEERNER. ARERSH[ LE—EEXH, HhEaaXmE[NaNE ZEHERNER.

L EE R Dell Repository Manager (DRM) BIliE7F6iRE, HELE iDRAC LUE R It iR EFMITEEE. FHAMREMEER
L& H] IDRAC BIRT B FRR A, HEMTREEMEIMEGEXK.

©) | 3: 5% DRM NEZ{ER, i delltechcenter.com/repositorymanager .
R B EFHFEE DRAC A ARIFATIE.

ERIAE A IDRAC Web FRES RACADM X B shEl 4+ E #i.

@ | 3 R IPv6 kiR B NEH EHi.

EF Web A E X B =hE 4 E#

EER Web FETRIBEHEHH, BRITUUTERME:
@ | mREMBEITY, WAENREDEHEUNTRTRIEN. BLBESRLRHRIMEL.

1 7£ iIDRAC Web RE®, #Z Maintenance (#3#*) > System Update (HEZiE#) > Automatic Update (BAZIES) .
A% B 7R Firmware Update (E#E#) TH.
g Automatic Update (BZhEHT) ®EI+.
3 i%#% Enable Automatic Update (ZRABFIEL) X,
4 EEUTEMEREEEE R ENMERETEENISRE:
HRIEH — EEEGEMH, BRAEHMSISRSSE.
HRERHEMSIShRES — CEFEGHENMERBRSREHNSIS.
5 EBUTE—TLHEEEHMRIGRIGE
I;etwork (M%) — EAREMKILE (CIFS. NFS, HTTP 8 HTTPS, TFTP) MIBRX M. BIAMELZMEIFMAE

Oz mEmMELEgEN, ENFENAASNEBERSREY, tAEREN SREBBHTE.
FTP — fEARA FTP iR B RXXH. WA FTP MimiiFAES.
HTTP 5 HTTPS — R B R MANRIET HTTP A1 HTTPS 3T &4,
6 IRIBESE D FHITHIERE, MAMEEERX FTPRE.
BXEFERMIER, E517 DRAC Online Help (iDRAC BEHLEEEN) .
7 7£ Update Window Schedule (EF&E ORI Ha+, EEBEGEHRENFRFEMNEFINE (B8R, SAREA—R .
BEEFERINES, 5557 IDRAC Online Help (iDRAC BX#EEEN)
8 BEHIRIEH.
BEEL TR T—MXIAEL. EEMELNE—NZGFBRAESWE, BOET—/EE R EL.

£ RACADM it¥Xl| BzhE &= #

BRI BB EH, BEAUATHS:
BERRBE N E#H:

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1



EEEBHEHEHRIRE:

racadm get lifecycleController.lcattributes.AutoUpdate

EiTRIE ¢ BRI T IR B FOSRE «

racadm AutoUpdateScheduler create -u username —p password —1 <location> [-f catalogfilename -
pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time < hh:mm> [-dom < 1

- 28,L,’*> -wom <1-4,L,*> -dow <sun-sat,’*’>] -rp <1-366> -a <applyserverReboot (l-enabled | 0-
disabled) >

a0 :

- EFf CIFS =AM FEHEH:

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —f cat.xml -time
14:30 -wom 1 -dow sun -rp 5 -a 1

- EERA FTP BahEHEH:

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser —pp puser —
po 8080 —pt http —f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

BEEEYRIEE#ITR:

racadm AutoUpdateScheduler view

EZRBEENEH:

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0

EEMRITRIERER:

racadm AutoUpdateScheduler clear

Mg HTTP = EE B
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

M2 HTTPS #= ER B
racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

£ RACADM % #i% & E ¢

E{FH RACADM EF& B, &E# M update T4 . BXiEMIESR, 15217 dell.com/idracmanuals 121 RACADM
Reference Guide for iDRAC and CMC ( (iZ/HF iIDRAC #1 CMC f9 RACADM ZZE#5/) ) .

=l

EEAERFEEERILERE, BERUTHS:
racadm update —f catalog.xml -1 //192.168.1.1 —u test —p passwd --verifycatalog

EEER myfilexml 54 BRXHBERA TAEREEENTRAEERNERH, HMITEREHSIS, BERAUTHS:
racadm update —f “‘myfile.xml” —b “graceful” -1 //192.168.1.1 —u test —p passwd

EFE(E R Catalogxml {EABRXEHMBERA TN FTP EFEEEMNTEREERANES, BERAUTHS:
racadm update —f “Catalog.xml” —t FTP —e 192.168.1.20/Repository/Catalog

£ CMC Web R HE#E 4

BRI UER CMC Web REEFTA T 71 RS8R iDRAC EH.
ZE{FEFH CMC Web R TEE#T iDRAC El:

1
2

ZF 3| CMC Web FH .

%% Z iDRAC Settings (iDRAC #itE&) > Settings (IX¥E) >CMC.

FEE14 &7~ Deploy iDRAC (&3 iDRAC) TiM.

&3 Launch iDRAC (/F57IDRAC) Web FEFHA1T iDRAC Firmware Update (iDRAC E#E#H) .



&£ F DUP & {4

£ Dell BT HHE (DUP) BHE 2 /I, 1E#HR:

c REHBH IPM MZERGIENIERF
s MBREPRLIEIT Windows ERZ, BAHEEN Windows Management Instrumentation (WMI) AR5 .
@/ 5%: £ Linux S DUP /A FIT2FF 47 iDRAC B, INEBEISHIAPER usb 5-2: device descriptor
read/64, error -71 ZHASEIRHER, 1B2K.
© MRARGRET ESX BEERF, WXTEESITH DUP X, EMERERUTHSFIE “usbarbitrator” fRS%: service

usbarbitrator stop

ZE(FH DUP E#f iDRAC:

1 BETREMNRERETH DUP HEZERSE LEITE.
2 BT DUP,
EHEEH. BHEHERELSEHRIRS.

£ =2 RACADM & & E 4+

1 HEHRETEE TFTP 5k FTP ARS588. 140, C:\downloads\firmimg.d9
2 EBfTLAT RACADM #4:
TFTP BR%585:
+ {¥H fwupdate @54 :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
path TFTP R %525 £ &% firmimg.d9 BIf E .
« {#/ update @4

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP AR 5#%:
« f$H fwupdate 4 :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —f <ftpserver IP>
<ftpserver username> <ftpserver password> —d <path>

path FTP fR$588 L5 4# firmimg.d9 B E .
+ {#F update ®%:

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

EXE%EE, 1557 dell.com/idracmanuals _H1Z24# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER)

&£ Lifecycle Controller 2R 5 & & 14

X {FH Lifecycle Controller - Remote Services EFEHRIEER, 15217 dell.com/idracmanuals _E2£HY Lifecycle Controller Remote
Services Quick Start Guide (Lifecycle Controller Remote Services RIERNITIERE) -



M iDRAC E# CMC [E &

7 PowerEdge FX2/FX2s #l#87, ATLAM iIDRAC Jg Chassis Management Controller AR AIE CMC E#FIAR S B ZAAHFH
Bl

IR EHZ AT, HHR:

R CMC FBARSS %%@if

© i LCDO MR B R—&iER “EEEHR" BIHS.

* AHLCD E’\J’fﬂ%"a’u‘é\fﬁﬁﬁl LED INKMRA R EHHILER -
FEEHLRED, NERERRSSHER.

ST RLEEERGIRSBLATZRIRSHAIELE (41 10M &Y Programmable System-on-Chip (PSoC)) BIEHT, GHENE TREEF
HLETA R o

BE CMC LM iDRAC ¥ CMC E

1£ PowerEdge FX2/FX2s #lf6, 7EM iDRAC E# CMC REXLXZHRHRIEHRT, HEFLHITULTRIE:

1 BEh CMC Web R HE
2 %% iDRAC Settings (iDRAC i &) > Settings (i%¥E) >CMC.
FEEN< £ 7~ Deploy iDRAC (#32 iDRAC) TiiH.

3 M Chassis Management at Server Mode (BRSS&54E\THIHFEEE) THhEHH, 1£3F Manage and Monitor (EIRFIMT) |
SR8 Apply (RERD) -

% E iDRAC LLEHT CMC [E#

1£ PowerEdge FX2/FX2s #LfEH, 1B5ETE IDRAC R ITUATIRE, AEHEM DRAC B#H CMC REAZHAEEH:

1 % Z iDRAC Settings (iDRAC i &) > Settings (&) >CMC.
2  Hi Chassis Management Controller Firmware Update (HlFE&IRIEHIRE S HT)
IttB$4% & 7= Chassis Management Controller Firmware Update Settings (Chassis Management Controller Bl E 1% &) T1H.

3 ¥tF Allow CMC Updates Through OS and Lifecycle Controller (4 ifFifid#{EZ %t Lifecycle Controller 3 CMC) , i&i%#¥
Enabled (/FF) LUSFAM IDRAC E#i CMC El#.

4 7£ Current CMC Setting (Z§Rj CMC &) T, % Chassis Management at Server Mode (BRZZHRR FEIHFAEIR) RIS
7~ Manage and Monitor (ZIRFINEHI) . EATLAE CMC i B IR

EEMEE M EREN

ERAIAEF MR, SEEEMEHEL. XR—TURMEIINE. ENIIPRET—REHNS|ISHEETHA BRI ER AT
AR AR -

£/ iDRAC Web A HIEFMEIESTMEEH

ZE{FH iDRAC Web REEE S RIMEWFIZER, 54 ZE Maintenance (43) > Job Queue (4EdLBAF) . Job Queue (fEMNEEAFI)
TES 87w Lifecycle Controller /ENLRATIHR{ENL IR . BRIERNFENIESR, 1HEH IDRAC Online Help (iIDRAC BE#LEEEN)



EMIRRIEN, TTEAIZIE, SR8 Delete (MHFR) . METTEAFRIF, EPHIVELIEM Lifecycle Controller {EMLBAT S FERR. &
A LAE T —REHFHS| SHIB MR EIEABAT. EREERERETEERSHEN, BIEBIFAEIT FERESHIELL.

TR B RR S5 BRI BR 7 REMMBRAE L .

£ RACADM &EEMEER M B EFh

EFA RACADM EESMEEEHT, 15EM jobqueue Fid. BAELER, 15257 dell.com/idracmanuals tE{#H iDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TRESE4E5/) .

Bl i & E

&7 AR iDRAC g Lifecycle Controller S #BEIEZHIE S, EMEURIERS— N EREHITHR. Fian, MmREGHSFER
Lifecycle Controller GUI A%, #ERLAER iDRAC Web RHEELREH. SR LIRS —RASEHSISMITEZ MEEHNEHER.

EE B E/ IDRAC F Lifecycle Controller ElF#Y Dell 58 14 X PowerEdge BR$525 L, [ELR iDRAC Bl & EIR Lifecycle Controller [
.

Ei)ﬁ%&ulil#@?ﬁ U RERERNMNENRZEEH. MREEHFEBEEMOE, EEEERREFRRERENREA. BER
KEEHRA, EEA Lifecycle Controller AEBEH, HERERERENRA.

ISR AL A S TE HELR:
i Lifecycle Controller B iDRAC
BIOS
MgZEOF (NIC)

HIERS (PSU)

+  RAID #&%#I28

+ BHiR

@ | #: FHEXSHITERF . WahI2FFEA CPLD RITEAEIR.

ELRE AT, ERR:

© BAERIDRAC BElHH “BLE” MR,

168 “REBIEH" WIRH BB A Lifecycle Controller SRIEIRER iDRAC AMAEMH 1% ZHIE .
© MR NICHEXZEHRE LOM, FiZEXELAER.
TR A A TR 73 RS B ERE 2 BT R R HIAR A -

iDRAC Web R

CMC Web R@E

RACADM CLI - iDRAC #1 CMC
Lifecycle Controller GUI
Lifecycle Controller iZF2AR 55

£ F iDRAC Web R [ERE 14

ERREEE S, EHITUUTERE:
1 7£iDRAC Web REH, % ZE Maintenance (#iF) > System Update (RZEH1) > Rollback (EIiR) .



Rollback (EF) TTENEERATUAEEIREHMRE. BAIMERREEM, KHKRE, HRIRENEMRANTRE G
R
EFE—PNRENEAHEIRE AR E.

ET k%%, % Install and Reboot (ZEHFHTIS) = Install Next Reboot (TREHSIFHIZRE) . MRULEF
iDRAC, B4 Install (R%%) .

LB FREFETHSISHITRENSISAREN, BER “EEEFELNT” EE.
4 B Job Queue ({EMIPAFI) .
LB B RENBASIT E, ERIELRAEEMEREEE ENESHEH.

@
c EERREXTHE, BMESEFILT®E, BRHEEESERSHERIT.
EUTERTHERERES:
#% BEIR IDRAC IUIMEIE - HIAR 55 2315 HIARBR, S8 A E5% iDRAC BElHHIE ERUR .
- BHEREBES—ISIEFHIT.
EEEERITHENREFHF LA TFEITRES.
R Lifecycle Controller B2 AHATFRERT, FEAEEEIR A DRAC LUSMNIEMIEZFHITEEER, NERR Lifecycle

Controller B B R ENHIEHHE .

£ CMC Web R ERE %

E(#FH CMC Web REERZR:

1 BRF CMC Web BE.
2 %% iDRAC Settings (iDRAC i &) > Settings (i#&) >CMC.
FEEN< £ 7~ Deploy iDRAC (#32 iDRAC) TifE.
3  #3 Launch iDRAC (/BEhIDRAC) FHiIT £ iIDRAC Web FEELREI HEridai&&EHELR.

% F§ RACADM [E;Z[E &

1 £ swinventory & ERRIR7ZSF FQDD:

racadm swinventory

SFEAHEIZEHNIE®, Rollback Version WA%lE Available. BN, 1HEIE T FQDD,
2 FERUTHSEIREEEH:

racadm rollback <FQDD>

BXEZEE, 15217 dell.com/idracmanuals _EIR Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& {TAREESE /M) .

{£F Lifecycle Controller EI;R[E

BXER, 15517 dell.com/idracmanuals 32484 Lifecycle Controller User’ s Guide (Lifecycle Controller B8 F38R5)



{£H Lifecycle Controller T2k 55 [E;RE

BXEER, 1B52H dell.com/idracmanuals 12 1iAY Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller
Remote Services fRIENITIER)

k& iDRAC
iDRAC XA MRMERZIG, LUARAISISH iDRAC. EEIMTEFT N REMEIRH B BELA NS FEEN, HFHITUTER
1E:

iDRAC 5| SEFSNERBT 3| SHIRRE
?%1@%%*%1 175 LED $57RATIAKR L) 172 FORER MR,  (LED #ERATARL TR FERIRSHFOEE, LTTIARARSERN

ﬁlgﬁz D IETER 1A SD RIEHE.

£/ Windows #{ERZ4E SD R8N 1LA FAT 483X, sEHERMA Linux IERGFHARR LA EXT3 8K

1% firmimg.d9 £#%) SD .

% SD FHEANBRSS=E.

S5ISIEFRMN SD &, iLAKRAY LED $R/RkKTERISEMIRIA®, AL firmimg.d9, EH4IZ DRAC, AFEHSIS IDRAC.

%ﬁﬂﬁ%ﬁ%ﬁﬂﬁiﬁi

ERIAEMBRKEE, 1% BOS. RAID. NIC. IDRAC. Lifecycle Controller FF4&F-F (NDC) F&MAM £ B REREHIRG R
z&éﬁ#ﬂﬁ@ﬂﬁuﬁ ENRETOIEERMELR. TWMERHOBE. FHTORENIN, BALUEIHREE] vFash SD F
HMKHLZ (CIFS. NFS. HTTP B HTTPS)

ERABRAMIRETE—X. BsBNEHMRSHFEENEHRED
A LAE R IDRAC, BIERRSR/ACE X &N ST RIRMEEEHIT.
N INEEC KBIFR, IDRAC Enterprise IFFTIE R tE ThAE
ERITRIPIRIEZRT, BTHR:
Collect System Inventory On Reboot (CSIOR) (E#i5| SRS EIEEM [CSIOR]) BRM. WRE CSIOR ZARBRNEH R

1€, BERUTHER:
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

EFE vFlash SD * ERITED, BERITUUATERIE:
- vFlash SD FEB#A. BAMYIEWL.
- vFlash SD FHEZE7 100 MB RI& =B T HREZ D TE.

EMXHEESEMNZENAAEEREE. BEEE, URTRATSARSHREE CHIRIEMEHIE.
EZMEHTIEFRE Lifecycle HE

@ | 3F: anRIEFE Windows 10 BIER G LB NFS S PR 258 B X A+ B W B S MRS/ E BRI, EE
Windows Ih&Es /2 A NFS E .



£ iDRAC Web & H #&17 Hk 5 e iic & 4

ZE{FF iDRAC Web RE &R 55250 & 3015 -

1 %t Z iDRAC Settings (iDRAC i &) > Settings (i#E) > Backup and Export Server Profile (Z{3MSHRSB/ESTH) -
Itk A$4% & 7~ Backup and Export Server Profile ({315 H RS =BEEXH) M.
2 EBUTERNZ —RESH TR
Network Share (RIZRIE) : 7£ CIFS 8 NFS £Z HREZ MBS
HTTP =X HTTPS: &id HTTP/S STH&4E & 10 ST BRGAR TF B A HE ST

O | 5: %% NFS #£% /5, 7 IDRAC %, FMRASATEEEALE. XBNTIRER DRAC ZeH.

3 HINE{2HE File Name (3Zf4%&) . Backup File Passphrase (Z#43c4-#EBEE) (k) . Confirm Passphrase (FiAFiLE
iB) #iE.

4 IRIEEF Network (FI4R) 1EASTHALE, BMNERAMEILE.
®| i EREMERERERN, BYUTEMNAREZNERERRGRTEY, STEREY SKREBEHTR.

BEEFEBWIESR, 18517 IDRAC Online Help (DRAC BEWLEREN) .

£ RACADM #RRS=SHECE

Z A RACADM &N ARFRECE L, &R systemconfig backup 4.
BEXEZEE, 557 dell.com/idracmanuals H1Z2{## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

I BRI E B RS FECE XK

ABRFTETR—X. ARARITHESFRSREEEHAEH.
I RIRS[REEXHBE &N 28T, HHRRK:

B /8 A Lifecycle Controller #1 Collect System Inventory on Reboot (CSIOR) i%&IR .

2 /8 A MEETEY (NTP), F88ERE A SIS T RIVE A SEFRIE TR E AR R — M RIVEL A 61 32 B8] .
E7E vFlash SD R EBUTER, BHUTATIR(E:

- A BRI Dell R vFlash SD .

- VFlash SD FBH E BB F &0 .

@ | i%: FHER IPv6 IBTRIRSBRE AN EH .

£ Web 7 iRk 55258 &3 B zh &4

B RIBRSREEXHERED, BERITUTRIE:

1 £ iDRAC Web R #, %% iDRAC Settings (iDRAC i&&E) > Settings (i E) > Backup and Export Server Profile (FZ{}F1S:
HARFREEXH) .
ItkB34% 2 7= Backup and Export Server Profile (Z S HARSSBEEH) M-

2 EFUTEIZ —REFZOHRE:



Network (%) , LUZE CIFS 2 NFS #Z HREFZ Mm%,
* HTTPor HTTPS (HTTP 3 HTTPS) £/ HTTP/S X EHIRIRTFZ 0 TR
3 HIANZ{2H9 File Name (32#£4Z) . Backup File Passphrase (optional) (4} 3cfHE154E1E [AIi£]) #0 Confirm Passphrase (#f§
INEEETIE) .
4 INRIEFE Network (WLE) {EAMHANE, EMIAMEEE.
®|}$ EREMELZHEN, BYUAENARANBBERSHRTET, CTERESSRELEFHRTR-.

BXEFHINER, &SI IDRAC Online Help (iDRAC Bx#1L#E5EH)
5 i Backup Now (ZEN&) -

FEARABATIR, HE TR HRIET t6 HEAREE R Rl Fn B ARl . EEIUENHE— NGBS WE, HEET
—MESE AR R . #143BR S5 RRE E XX HHRIEC AT RIEY B EARES BT

{5 RACADM itXIARF S E X Bai& 7

ERRABEX&ED, BERAUTHS:

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

B RIBRFEREEXHER, BEAUATHS:

racadm systemconfig backup —f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom <1-28,L,’*
> —-dow<*,Sun-Sat> -wom <1-4, L,’*> -rp <1-366>-mb <Max Backups>

EEFLRNEMITR, BFEAUTHS:

racadm systemconfig getbackupscheduler

BRRABEENINGE, ERAUTHS:

racadm set LifeCycleController.lcattributes.autobackup Disabled

BAEREDITR, BEERUTHS:

racadm systemconfig clearbackupscheduler

BXxEZEE, 15517 dell.com/idracmanuals _E3E{HY iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HITRESEER) .

FAIRSARECE X

AERENREXHESAIERE—aRSENEEMEHMEFTENSISMSBE-.
FANINEERRIFZIN

@ | F: TFERRE, RERSEEMEHXEFHRBRSIFELTIER. ERFEER TREERNRZEASH BT &H3HF
FHRAMERE EREE. MREAHFERAEERNE, ENFRRESHFAERAMIFIERIAEFEHEE

WITENBREZTT, HWIRBR T Lifecycle Controller. 3MREZE Lifecycle Controller BIEEISNRIE, BERUTHEHE:

Lifecycle Controller is not enabled, cannot create Configuration job.

HSNREERITHE, MREBREHNSANEE, BERUTHRER:

Restore is already running

SANEHBIERTE Lifecycle HE



BANER

AERRS[/PNERRE, BREREAILEBHNERATEHE:

RERFIRE

PFATIES R

UEFI Diagnostics iz FI 2
RGELEIRE—BIOS, IDRAC F1NIC

Easy Restore f£F Easy Restore [NEREZ M HIE. HEFRERHTFE RS, BIOS 2&Eif] iDRAC, HEREXREZMNHIE. F—
A BIOS RESRRETLRRSHIFE .. FANEM UEF 2R AEF. 521 BI0S RRESRERELRAZEERE. MREBEFEST
FE— BIOS FH LMHEH AT EAEMSFELERSHFSE, WEHRXERE—BIOS FH. E21 BOS RHERGEER—X.

O)E:=
+ NHEBHA CSIORMASEZEMAZEHERE. RIRE/EH Lifecycle Controller #1 CSIOR,

© RBEBRISNBERTRIRIEE F SR IERLIE.
© BRZERTASENHMEIE, HIINEHR K. vFlash BHESEFHIE.

£ iDRAC Web F H =Bk Faic & X4

FE R IDRAC Web BESARS BEE -

1 %t % iDRAC Settings (iDRAC i%E) > Settings (X E) > Import Server Profile (BAMREERECESCH) -
1 27 Import Server Profile (SARFBREEXH) M.
2 EEUTE—TEEZNTHRNE:
Network Share (RI#&3£Z) : 7£ CIFS 5 NFS #Z HRE& MR
HTTP/HTTPS: @3 HTTP/S SCHARMNIG & BRI (R F 2B A3 .
3 ﬁj)\%%{lﬁﬂ’g File Name (3Cf#) . Backup File Passphrase (£ #r%mBiEiE) (Fi£) F1 Confirm Passphrase (ffiAEHSE
iB) A
HWAE A File Name (3CHFR) FIMEZEZRRIE (L)
INRIEFE Network (M48) fEAXHLE, BMIAMEIRE.

@|}$ HEIREMEXZREN, EULENAFAMBBERSREN, UTIERES SREBHRFEMN.

BERFERIER, ESRIDRAC Online Help (IDRAC BEHLEEEN) .
6 3 Virtual disks configuration and hard disk data (EIfZEEFERHIE) EEUTHEP—IN:

l;;]res;nj;jiﬁ%) — REB RAD &5\ EIMHE. EHREEMAGHIBERERE, HFHREHREIHERGTRE S
P E 17 ’I\L\O

Delete and Replace (ffiFRH&#2) — 1§ RAID 3. EMHE. 1THIRBUMASTHNEEREFESMER, HAZHIRIET
R RIRE .

7 BEEBA.
REERETHSNRECEH.

£ RACADM § A\ R 552880 & 304

E{FH RACADM SARFSHRECE XM, &% systemconfig restore w4



BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

i SRR AE IR R

B RIRAENR 79 -

1 ENRGEXA.

2 BN XHEERTITIR Lifecycle Controllero
3 ENRGITH.

4 RENEHMEERRSIETTR.

5 FEWNERZXH.

6 IDRAC EfFBLE T FRITIES

7 IDRAC EFiEzH.

8 HEEMNENARSGITHFUREERETE.

EREMARZERET RN IDRAC

&) LR Dell Management Console 8% Dell OpenManage Essentials Z4% 11450 iDRAC. &t a] LA Dell Remote Access
Configuration Tool (DRACT) 3E& 4% IDRAC. EHFEHF1i&E Active Directory. BXE 5L, BSRAENIAFESE.

MR FREEREXH — SAMFH

BREEEERE XK (SCP) RIFESAMS RS S[E B HF.

AR AN A IR G Z (CIFS, NFS, HTTP 8 HTTPS) SAFMEH. #H SCP, WmAILUEREHSANTFHSHE BIOS, NIC
1 RAD FAHRAEE . ERILUE SCP SAFMSEEAMEIRILEHE CIFS. NFS. HTTP 3¢ HTTPS M&H=Z. ERILISAMSH
iDRAC. BIOS. NIC #1 RAD MM EXHRIFENERNE—NXHE2IBEH.

BT BB R EFIEITA) SOP TR SARSE, S4RRESR, BT2NARE.
Bt GUI BENS A S REIIR I , AIE{EL SR E P EE R

O | & I RER AR IP ik

O | & SAUNKBSEUBASARS JEET . CREEFESANERRSJEETH. i, SA xml,
O | F: RIBSUMIAER (EAEN) , REFEEHRM. HIf, export_system config.xml,

@® | E: SCP AR HEFBREBEREENA TR MEL. BE—LERGRED, RERYSUTGIHREEN, HETE
EAAHEMNTRE. HIWIFRN, SCPWREEERMELFNAMARE. EF{FIA ConfigResult B, RURR
EMFLENEERE.

M BIOS & B F2 i TR 45| SHE

UEFI 45| SR ARTHRE S EHAE, 7 UEF BHS UEF #1ERSE (OS) 2 B MM EAREIRA. £ UEF £3589, 1%
RIBSEIE R AP EMNMAGEHITIRIEMFER, REF R IFNERIEITELG. R25ISI5ERE, HESISEETHNENLTER
IR RRIE — AR, E-EFRMERSSISNEIERF.



S—mH REMED (UEF) RIER—MEIERS | SREEXIRERNITLNME, £ UEFI HSEhEN T RE51S. HENRGHNE.
FRAMEFMRERGRETSIEFEUATE, URATRIEME. 157 UEF BEN—82, RE5ISRARUAXTHSISHEH
HREMIRE.

BRE, UEF 2£5|SSBIERFRH UEF IRFRIEFME, EF—FHERES, HFATARAITREERET. BUHERRES]
FLUMBRE B HIRERENIERT .

1E Dell 3 14 RFNESIRARY PowerEdge ARG L, ERLUBEERAARMNAE (RACADM, WSMAN, REDFISH #1 LC-UI) B
2HRE5IFIEE.

GIE: 3:3: 0074 -5

LS| SRENEE PK FR—1Z4H, B KEK FAIEEESZIEH. BEBAT, LEAHESXTEFREEHEIFS QA PK SR
FhtH. B=7 (fflan OS R ME ZFIRMEE) %P5 KEK FRHAAR RAFAE. BEXMAR, FEAREERE=ZATUERE
REGRRMIEFEE do 3% dox &K E.

RE5| SRIEER do F1 dox RGNS | SARIGSTEHIIT. ST TFERITHREGCH, ELMS do AN ZPXBIEXE, HEFE
5 dbx A MEZARBINEREL, BEIRNEH do 5% dox AR, LHHEER PK 3k KEK #HITHE R . BEREH PK X KEK AZE, BA
HEM PK #ITEZ.

®. 12 TERFHXHER

KRRAH AR HRBRN AEZHT RS ARFNRKIDEE
PK X509 EH (RPRZ#HIDER | —/&
130 2 .der
.crt
KEK X.509 JEH (PR DER 1 — ZA
#®X) :
2 .der
NAEE 3 .crt
4 .pbk
DB %1 DBX X509 EH (NPRZIHI DER cor E2dN
(-5 )
2 .der
EFI BRiG (R BIOSHHEH 3 ot
SNBUSIHE) y —

AT L@ B “System BIOS Settings” (&%t BIOS®E) THY “System Security” (RZEREM) HRIREL3|ISEEhRE. BHE

“System BIOS Settings” (&%t BIOS % &) , EEFI BRITFEH ERARHIREIR F2.

. %ﬁﬁﬂ;, lg%?l%iﬁﬁ% “Disabled” (BZH) , ®23|5%KITEHN “Standard” () . ERLBXR 25| SHEK, B
2J~|:| ﬁ g ~Fo

o Y223 BERRNREBARER, ERTAZE HEMBAEBMESGHESHEIIE. AT RIPFRER G, IBEIEF. iE
I ROM 5| EMEBIEFHNR L.
EARSH LXFHNERSEFIE S, PAERESISIEREMEXE DB FEMEMAMER. Bk, “Secure Boot Policy”
(Z£5| 55K HIMECEA “Custom” (HEX)

&4 “Secure Boot Policy” (Z&£5|5%B8) BLER “Custom” (BENX) B, BEBIAGERRZETMEBHIELBIBSHEE (&
AUENENTD - & “Secure Boot Policy” (RZ£3|15KEE) BLEN “Custom” (BEX) B, BEIUMITEER. SH. EA #
f&. RIS, ERUREEIRFTHRME. FHXLEREE, BUUBEER25|SKE.

4 “Secure Boot Policy” (Z£315%MK) BER “Custom” (HENX) B, AISASEIEREMEENED, AIERSH, &
A MRk, 2Rk, ERMEFEREFSHREH#ITEIER. ETLIEEEERRIRE (PK/ KEK/ DB/ DBX), ARBEEHHEN



HEEHRPITESRRE. 8 BOBREIITSAN. SH,. BRAMERREOEE. BZETERMER, EFBRURTYHNHEE.
MR BEREX A REMBZMEIRE. SBMERSMEREESCRBEPHABIEBMRGHEE, MERERS MRESRR
EB i R E T BIEB ARG IHE.

BIOS k&

BIOS 1R E Ih&E £ IF EMTEHERIBRIE F a1 E BIOS. IR RS FHLAT BIOS Bk BMEIRIAH ZFEIF A BIOS, N4 ERE
RER. EALAREREA RACADM B3 BIOS RE /T E. EMITF o BIOS RE, 15515 iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM #&1TARMEE%16R) , Milt: Dell.com/idracmanuals.



fid & iDRAC

B2 iIDRAC AJECE IDRAC B, RERFAUKIEEER, LITRIEEETS.
SBLE IDRAC Z /I, IBRIREEE IDRAC MG EMZT FHNNMES, HEFAZLIFIIE. B DRAC hAIRIFATMINGENES
=8, 1&5% DRAC iFA[IiF.

SR LUER LT 5 ARCE iDRAC:

* iDRAC Web RTH
RACADM

s mIERRE (3EFE7 Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller Remote Services Fi F#57g) )
IPMITool (3£ 15 Baseboard Management Controller Management Utilities User’ s Guide (Baseboard Management Controller &2
~REFAFERE D

ERfE DRAC:

1 BRE|IDRAC,
2 WMBELE, BHMEEE.

O| 5: mPHEERE DRAC FUHEE, 4 IDRAC IP i1 Bigi2s i/ IDRAC RBAFER, RELKILSE.
Ei Eif5ia] iDRAC BUR @ .
EEERTERER.
mevE, BEERGNE.
mBVE, BLERXMMEREEYL (NTP).
33 2| DRAC A NI &R BIE 4!
IPMI 8 RAC 1T
IPMI Serial Over LAN (IPMI LAN £ &4T)
LAN E IPMI
SSH 5% Telnet % i
8 REVFREIER.
9  AmMFEEEBWMRA IDRAC AP,
10 FELEFEABEFIEER. SNMP BRI IPMIE3R.
N MELE, HENE LIRKEE.
12 BRALREZERE.
13 WMBELE, BEREIEHIEMEINEE.
4 MBELE, BLE vFlash SD .
15 WELE, REESISEE.
16 WMAEVE, ¥ 0Si&E AN IDRAC Hif.

N OO o N

F:

&HEIDRAC E8
1B MBS E
FIPS 15,



FLEMRSS

FcE TLS

£ VNC BPin BRI fEAR 5528

AL ERIERE R

BLERTX AN NTP

BEE—SI5EE

BHE%EA 0S 3| DRAC Hi&

FREGIE

f#Fl RACADM BLE %> IDRAC
ZRIAFEILMEREN RS LR DRAC LB R E

QE l D RAC 1I=I JTEXS

AT LB E iDRAC IEARE .

£ Web R HZE®E iDRAC 52

7 IDRAC Web R #, %% iDRAC Settings (iDRAC i&E) > Overview (H¥1)
B, i&E2I% iDRAC Online Help (iDRAC BX#£58M) .

iDRAC 4152

WELER
R A
[E] 4R A

- EHE#H

* RAC B/g]
IPMI B 2K
AEERNSIEH
LRISIER
IPMI Rz A<

iDRAC PR &515i5Rr
EENE
ZHHLERE ID
AR OEHE 1D
WETMRIRE

iDRAC MAC #titik
SERNE NIC ##0
DNS 5%

LB IPv4 R E
IPv4 2B H

, AEES IDRAC XKL TER.

BXEMNE



DHCP
+ 487 IP bk
LET TSR
* {3 DHCP 3XEX DNS BR & =&ttt
LATE % DNS ARS8
LATE A DNS fR% %

BT IPv6 I E

« BR IPvB
SE =
LET P itk
LHT IP [
SRR A Motk
{#F DHCPv6 3XEX DNS
LBTEE DNS fR% 2

« LETEF DNS BRSSES

{5 RACADM &% iDRAC 8

E{F RACADM &% iDRAC 58, iH% % dell.com/idracmanuals _t iDRAC RACADM Command Line Interface Reference Guide
(IDRAC RACADM @S 1{TREZZ£757E) PRI getsysinfo B get F@H.

(E T

{£F DRAC ix B AFHEFELE DRAC MEBIRER, ISR LIEE iDRAC Web R RACADM, Lifecycle Controller, Dell Deployment
Toolkit 1 Server Administrator (5|SZRIRMERGER) BXUEE. EXTEFMNREENIFMESR, BSRBRIMEPEE.

E{FH iDRAC Web A HEE RACADM MR E, HMEBEEMNIR.
@ | % EHMKIRE A 4E S E451H IDRAC B9 BT LR ERE R -

{EH Web FEIZEIML I E

EEK% IDRAC Mg S :

1 7£ iDRAC Web REH, % Z iDRAC Settings (iDRAC i& &) > Connectivity (%) > Network (M%&) > Network Settings
(MERE) .

MR B RM4E T .

2 WREGHERIEEMBEE. EHIEE. IPv4. IPv6. IPMI F1/88 VLAN & EFH 83 Apply (MA) -
AR %E Network Settings (421§ &) T Y Auto Dedicated NIC (BzhEM NIC) , M/ iDRAC B NIC i1 LOM (1, 2. 3
5 4) FE7E DRAC EAHI NIC E&MZB$ERERT, iDRAC SE X NIC ELUERE AR NIC. SREBEEMA NIC LNz 4
¥, M4 DRAC EAHEE LOM. NEZYHRAETRB AT, KA 30 #. EATLUER RACADM 3 WSMan BL & L BAT
.

BXEFHRIER, 1S IDRAC Online Help (iDRAC BX#L#5EN) .



(FH At RACADM &M E

EERATAMERMETIER, ERIZHS

racadm get iDRAC.Nic

E{F M DHCP 3k15 IP #titik, BEA THER G LSS XS DHCPEnable /5 A L IN#E.
racadm set iDRAC.IPv4.DHCPEnable 1

AT RBINBanfa e Mar SECEMTR LAN MR :

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

©) | SE: 2N5R4% iDRAC.Nic.Enable 5% iDRAC.Nic.Enable i&'E 73 0, M|BI{# /5 DHCP, iDRAC LAN & TFEZEARS.

BE IP fFik

FRT AFIEIEZ SN, 0 iDRAC FHMER A NI AR E SR L :
IP < BRHI7IE] IDRAC MIZ PRkl 1P HIlESEE. BESSMEAERMN P thit 515 eBE#ITH, HNAFAE P it BT
ENEERUATE] DRAC. EAFTAERIFERESWIBLE.
LHEE P it ES R EEREANAT, SEIEZHAETUERAEHKERESR DRAC. BREAMRZFAE, BREEE 0 WEH
REFR. MREFREMBIFR, XAIFEOMERRER.
FEEYFE P #ilt B REBURE AR R, XLEESHRIFITHEEIE. SAPKRNERG, SMERLILRIEHERHFBRIBITH
BHEER.
@ | 7F: Rk EF I P A B FRRWHEILE, L# SSH ZFins BRI T/ER ssh exchange identification:
Connection closed by remote host (sshexchange #RiR: EEHIZEEN XA -

®|;‘£: R1E{EF Dell Deployment Toolkit (DTK), BXIRAIERIESR (Dell Deployment Toolkit /775 E) -

£ iDRAC Web RHEELE IP ik

EARAE “RE” RIRSERITRESE,
THE IP ik

1 7£iDRAC Web REH, % % iDRAC Settings (iDRAC iZE) > Connectivity GERE) > Network (R4%) > Network Settings
(M4&iZE) > Advanced Network Settings (BHEMEFIEE) -

i IE TN iR
2 i Advanced Port Settings (&% E) -
FEE4 &7~ Network Security (&R £1t) THE.
3 {#£/ IP Range Address (IP HbiiESER) #0 IP Range Subnet Mask (IP FRIMSHEIEED & IP fFEiZE.



BXEETMESEE, E57 IDRAC Online Help (iDRAC BA#1ESEN)
4 BENRARELE.

EERIPERLEIRE - FIPS E—AHEEBANMAMEA5FERANRE. FIPS B EERE FIPS 140-2 &5 1 EXR. H%
FIPS IERER, iB2E “FIPS User Guide for iDRAC and CMC”  ( {(i&FF iDRAC 1 CMC & FIPS BB F3ER) ) -

E: B FIPS #RX£1% iDRAC EiZ HEIARE.

£ RACADM Bt & IP ik

BB “ILE” RURA BEMITIXLE DR,
Bt E IP %1k, 1M iDRAC.IPBlocking A9 &A™ RACADM %5k :

* RangeEnable
* RangeAddr
* RangeMask

RangeMask B A FHENRY IP #bibFn RangeAddr B1E. tIRLERMER, MENNEBERIERFEETBIFIC) DRAC. SERESMY IP i
ijtyﬂki" ﬁ%alfo

MBUTRARETE, BRESME:

RangeMask & (<incoming-IP-address> ~ RangeAddr)

& BT E
A AL - 5
IP fFiEA9 =BG

LT RACADM %544 PR 192.168.0.57 LASMNIFRAE P Hudlt:

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.255

BB FIREIB—HEIDNESE 1P Hut (54, 192168.0.212 &) 192168.0.215) , MEIFBRD PR HIRAMILASNYER B AL :

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEHRNSEFTIRE RN 252, Ti#HI%F R 111111000,

BEEZEL, 15519 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175
Eigrm) o

FIPS &3

FIPS 2EXEBRIBMAAS L TIERITENNRSFRE. MAZA iDRAC 2404040 FF4, iDRAC X#/EH FIPS #&#3.

153k iDRAC 53R BIERIAIELLZ #5 FIPS 183K,



X ¥R FIPS 3\ F13k 15 FIPS IGiERYAS[E]

BB FER I IR R IR R # TR FR A FIPS TAE. EATF5ERK FIPS FRsefuetiEl, HIEFTBRAR iDRAC H<IiE. B%
iDRAC B9 FIPS BEMIRFTIRSHXER, 1SR NIST Web 35 EAY “Cryptographic Module Validation Program” (N Z4EHRIEIEFE
F) Tid.

B FIPS &3¢

B FIPS #5Xm% iDRAC Eit A BN E. MELERERE, ASWRSH[HEEH (SCP), RS2 FIPS #
X, HZES iDRAC F1E SCP.

@ | i MREBEFMREHFAR DRAC Elff, FIPS ERLEA.

5F Web FH /B FIPS 185

1 7£ iIDRAC Web ZEH, S#iZE iDRAC Settings (iDRAC &) > Connectivity (GE#E) > Network (f4&) > Network Settings
(M4%&iRE) > Advanced Network Settings (SHMEIRE) -

2 HEFAPSKRRXA, EIFEAFRENA.

O| s B FIPS A 21§ DRAC ERHBRIARE.
3 RHLETHE, BREWATER. B35 OK (HRE) .

iDRAC £ FIPS R P EFEoN. FHZEL 60, REEMEEE DRAC.
4 R DRAC HZEEIES.

®| 5=: Bikng sSLiEHE FIPS ERAHF 2 i
® | 3¥: $U iDRAC RE, #n IPMIF1 SNMP MR RSN, AXIEHA FIPS.

&£/ RACADM EH FIPS &5,

{£F RACADM CLI IBUTA T 44 :

racadm set iDRAC.Security.FIPSMode <Enable>

#= M FIPS &3

EEH FIPS #&3, Bw9l% iDRAC EiR AR BIALE.

BCERRSS

fEETLATE iIDRAC LECEFE AU TARS :

A LER E fER A&t RACADM #1 iDRAC IRE A HEFZIE (NEHERS) /518 iDRAC BLE.
M4 AR %5 B A%t DRAC Web REAYIAE]. IREEZEMZ Web R . IFE RACADM tHIF#E2R . 1BER A RACADM

E#1/8 A Web BR &5 Fiziz RACADM,
SSH 1Bt @ RACADM i8] iDRAC.



Telnet 1Bt E % RACADM i8] iDRAC.

FT#2 RACADM m#Eifial IDRAC.

Redfish /B Redfish RESTful APl Y.

SNMP K38 7£ IDRAC H1 /3 A% SNMP 2§ (GET. GETNEXT #1 GETBULK 1) B93#5.
BERRGRENRE BRALXRGHRRSR.

=R

VNC BR%588 BRAHEHAT SSL M B VNC BREES.

£/ Web AHEECERS

E({#F iDRAC Web REALE RS :

1 £ IiDRAC Web R, %% iDRAC Settings (iDRAC i#E) > Services (FR%) -
1B &7~ Services (R%) M.

2 IEEMEER, REET Apply (RAD .
BXBEENER, 15517 IDRAC Online Help (iIDRAC BX#LEEEN) -

| 3%: iB4i%h Prevent this page from creating additional dialogs (B 1Lt T ESIEMMEIRHEIE) HikiE. HERETRSME

LA ERRSS

£ F RACADM B¢ & fR %

Z{EM RACADM ERMBAMRS, BEM set LFMUATHREF IR :

iDRAC.LocalSecurity
iDRAC.LocalSecurity
iDRAC.SSH
iDRAC.Webserver
iDRACTelnet
iDRAC.Racadm

* iDRAC.SNMP

BXXLEFNRNEZESR, 1587 dell.com/idracmanuals 12t #) iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM #&1TREESEER) -

BRZHE HTTPS EE(4]

WMRATFSEIA DRAC IEBHEXMEL QMM AEN HTTP BHEERZE HTTPS SEAIGEHEE A TR B/, EBRLURRUTA
RECE DRAC: ZRM http i 0 (BRIAK 80) EEME https #O (BRINF 443) . BUINBERT, BRATERRES. BoFUEHEH
ERE DRAC LUFEIIRBER. mMREZALINGE, SET—FEHES.

B AE “ILE DRAC” WRA REBAEER HTTPS EEM.

EB A RIZINEERT, 87E Lifecycle Controller BEXHHiiZ—NEH.

EHHHTTP 2 HTTPS EEE:

racadm set iDRAC.Webserver.HttpsRedirection Disabled



EERAHTTP B HTTPS MEZEH:

racadm set iDRAC.Webserver.HttpsRedirection Enabled

EEF HTTP Bl HTTPS MEE EAVIRAS:
racadm get iDRAC.Webserver.HttpsRedirection

BCE TLS

ZANBRT, DRAC BCERFER TLS 11 FMESARA . ERILELE iDRAC LUMER AT EE—IN:

TLS 1.0 FiE SR A
o TLSUMESARA
PR TLS 1.2

O | % EMRRLTERE, Dell IR TLS 11 MESIA.

£ Web AHEAECE TLS

1 %t Z iDRAC Settings (iDRAC % &) > Services (BR%) -
2 B Services (BRS5) U+, SRS Web Server (Web BR%E3) -
3 £ TLS Protocol (TLS #hi§0) THiFIF, %£#F TLS bRA, AFEE Apply (RZAD .

£ RACADM Bit & TLS

EHRE TLS BLERIMAR:

racadm get idrac.webserver.tlsprotocol

BT TLS kA

racadm set idrac.webserver.tlsprotocol <n>
<n>=0 TLS 1.0 FIESAEA
<n>=1 TLS 11 FE SRR A
<n>=2 PR TLS 1.2

€M VNC ZFin SR mizlk 5525

A Dell Wyse PocketCloud F& XN MG FZET, ERILUERRENTH VNC BRinREIBRERSEE. LEEHOPAIIRSES

=1L THERT, DRAC HIRMERZSBERAEIE EEJHLH’J&%I 1&. =582 BE TS SMS £ X B BT UIRMVENER

FHEEER EH YNC EEENAERF. Itk VNC EE%@‘ML%%@JH& B FRIRMERG/ ENWISIEIER, FHIREXRE. SRk

RAREN RS2 RVIHRIBPR R T L ERA K. BE) VNC BRiGZE], BAFUEH VNC BRSEEHEE iDRAC 189 VNC REEZEE
(f5ign, W, VNC i[OS, SSL MEFEBEME) . A LUFER iDRAC Web FHEZk RACADM RELE XL E .

@|}EE VNC ThER B XSG aTRYIhEE, 7 iDRAC Enterprise #FAIER R .

TSR AMIFE VNC R ATZF sk R E & Fif (30 RealVNC 3 Dell Wyse PocketCloud FRESFERIIN) i TiE#E .
24N UNC EFimIE R LAER—REHIE. B E T RigEN.

MR VNC £iEEN, WREEERBEEH amA 2 EEH S EF R RBIEMUN K.



WMRMSTMZEEZR, N VNC B EZEEE RFBIEF, HALEZE SSLIEF. £ VNC ZFimiEF (RFB =k SSL) HiEl, R
H— UNC ST AT T E EITHI S SIEEFTH, MFHK VNC BERIHSIEEHIES. AERVGIEFRE, YNC REH=E
SHAEMIEH A H B NATFEMNER. VNC 2154 1EE, VNC RESJ[HTEEMNSH aMERRES (EEAEZA) .

O)E:=

« 4 iDRACNIC Lﬁté%ﬂi‘t#ﬂazm%ﬁiﬁﬁ, MEEIGERILI . FEXERERN, WRERITEMIRIERIED)
VNC Z g, N VNC £iEFsEaxH. B EiBat (5 iDRAC Web EE® Services (BR%) T1EEI VNC fRZ G E
BLERE) , REEHET VNC EE,

* R VNC BRinE O&/MEEBE 60 #, WEFIREDFRXH. BLFHTIFHE VNC 2iE. WREAE 60 A&EA VNC
BRIRE O, LG ARG TR

£ iDRAC Web A HECE VNC fR5525

BRE VNC BREBILE, ERITUUTIRIE:

1 7£ iDRAC Web R, % Z Configuration (E2E) > Virtual Console (FEIUEHIE) .
1% 2 7% Virtual Console (EIMEHIA) T1E.

2 fE£VNC Serve (VNC FR%=3) o, BR VNC BRSEE, BEEB. wOS, FEHARER SSL mE.
BXEFHRINER, 15817 IDRAC Online Help (iIDRAC BAHLEEEN)

3 BEHNA.
VNC BREHREEEE

£ RACADM B E VNC PR 5535

EREE VNC BREE, EFH set LR VNCserver FHIRTER .,

BXEZEL, 15217 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
DS ITRESEIER) -

W E T SSL INEFR VNC BEERS

TEBCE iDRAC B9 VNC FRSS 251K ERT, WR SSLNE £ EBH, NER SSL B ENAERF N NC BESJMUENS
iDRAC VNC BRr%%2589 SSL mnzxaYiERE.
® | E: KEH VNC BAin@ ENE R SSL MEXFH.

ERE SSL BN AIERF

1 FgE SSL BKEWIES <localhost>:<localport number> EHIZEIE. g, 127.0.0.1:5930.
B E SSL BXIELUEIES <iDRAC IP address>:<VNC server port Number>. f§l#0, 192.168.0120:5901.
BEEENRERF.
E@IT SSL MFEMIEIES IDRAC VNC RRS2FEMERE, M VNC EEFEZZAMEN (HEREAN 1P thil) fAibizO
(1270.01: < AHIHAS >)

WE T SSL MEH VNC EEH

—MRIERT, AERBSERETIEWLE N (RFB) B VNC TESHAIFEA A VNC BREEE E /Y iIDRAC IP HilibFius O Si%E3E S VNC RS
22, WRALE iDRAC HH VNC BREZEEiG B ATEE SSL INZEEIN, MBITUL TIRELUEIER VNC BEE:



7£ VNC &2 xHEES, 7£ VNC BRFZEE FE PN DRAC IP #ihitfnin O .
&3 J <iDRAC IP address:VNC port number>

5120, 405 iDRAC IP #itit 2 192168.0120, T VNC OS2 5901, M 192.168.0.120:5901.
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BRI ERE RS HRTE R LCD A LED B7REF.

M FHZRFERIRS S, ARMPLRBRTER™ R

LCD BiEMRFFHSZ ID LED
LED RiE#RFIFR L ID LED

SFTIARARS R, REF[ETER ERERS IDLED ATA, EATIFXAMEES LCD.

BicE LCD ®E

ERESE RS LCO ATER LR EMBERBVNFERE (a0 iDRAC &R, IP %) APEXMFERE.

£/ Web AHACE LCD & &

ERLERRSS 2 LCD RIERE K-

1 7 IDRAC Web R, % ZE Configuration (BlE) > System Settings (R4t E) > Hardware Settings (FE#-1&E) > Front
Panel configuration (BITEREE) -

2 7ELCDSettings (LCDi&E) %84, M Set Home Message (iR E T REEE) Thiskgd, EFETIETZ—:

BREFFE (BN
BERE
DRAC MAC #ttik
DRAC IPv4 ik

* DRAC IPv6 itk

© RBEINE

- ERE
RGRS
FHE
AREX
T
IR EESE User Defined (AFPEX) , BEXAIEFHMNREER.

INRIEESE None () , MIALERSS LCO ATERLEREREHE.
3 BREWEHIaER (%) . mREM, MARSE LM Live Front Panel Feed (BTEIMRSERHMER) #B43H1 LCD MRS EEFE
HERIEHIESIERE /R Virtual console session active (EBRUSHIESSIEED EHE.
4 BERR.
FR5588 LCD AIHEIREREEMEREHE.



£ RACADM it & LCD & &

ERLERSE LCD AIEM RN, £ System.LCD A HIFT R
BXEZER, 15217 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
I=rl < ?Tﬁﬁf‘%*a ﬁ)

£/ iDRAC It E FIZFELE LCD &

ERLERSS LCD AIEIRE R

1 7 iDRACIRELAAIEFH, 4 ZE Front Panel Security (RIEIRRZ M)
I BT4% & 7~ iDRAC Settings.Front Panel Security (iDRAC i@ ERTEREZ L) .
BRSRERABIFERA.
EEMTEI:
S AIE R AT 8]
LCD iHEF
s RGHRFEREE. MEEEEENHRER
4 BRSZAEMTH&ER
BXBIZTINER, B5S Ifﬂ iDRAC Settings Utility Online Help (iDRAC & & 2\ FRIEFBEHLE5E)
5 fikxEd Back ([FiB) . Finish (5EAL) #1Yes (2) .

Bt E &A% IDLED iZE

BiIRFBRFSEE, FAEXERG LEMANEM ID LED AR,

EF Web RHEBGCE R% ID LED & E

BEE A% D LED BRE:

1 7£ IDRAC Web R, #ZE Configuration (L&) > System Settings (REZti&E) > Hardware Settings (FfFi%&E) > Front
Panel configuration (BIERECE) . &7~ System ID LED Settings (&% ID LED i&E) TiH.

2  f£ System ID LED Settings (&% ID LED iZE) Xigid, @&FUTEEETIAEHSER LED INKk:
SN} TP S
* [NERFF
IRIRFF 1 KBt
IRYRTF 1 BBt
INKRFF 1 BBt
3 BENA.
BIER LA LED INtRENAE B 52

£ RACADM Eit & %% ID LED i &

EREFRS IDLED, EF setled 5%
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BSITRESERRE) .

AL EBTXAN NTP

FEOT LA F I 4& BT E] B (NTP) T3k BIOS st E£4 2 4iBF18)#E iDRAC B BT X H[E] 25 iIDRAC BE].

LA BEENRA GEEER XS NTP R E.

{ i iDRAC Web REECERIXF NTP

ZE{FH iDRAC Web REBC B X NTP, HFHITUTHE:

1 %%Z|iDRAC Settings (iDRAC i &) > Settings (&) > Time zone and NTP Settings (FXF1 NTP&&) .
BEEN R 7~ Time zone and NTP (BF[X#1 NTP) TifH.
ERCERX, 1EM Time Zone (AX) THIZEFHIEZFFREHNX, REHRE Apply (RA)
EEE NTP, EEA NTP, A NTP fRSSEithlt, AEHE Apply (RA)
BXREFERMESR, 1217 IDRAC Online Help (iDRAC BX#LESEN)

£ RACADM B EFFXF1 NTP

EREXF NTP, i&{FER set 454 F1 iDRACTime 1 iDRAC.NTPConfigGroup £E I3 &K -

BXE%ER, 15217 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

REE—5IFRF

BRI T —RE I SR BB EHSISREFE —SISRE. MRGREEZENFREEHSISFERIZ LS, HIFEHR BIOS F
HE—5|5i&%, BERE XM IDRAC Web EEZHM BIOS 5| SIRFEEX .

AU E—5| SR EFIRE AU T —F:
E#E3S
PXE
BIOS & &
AR/ FEABEN R
3 CD/DVD

+ BEIRENEE

c ERERE

- & CD/DVD/ISO

« ZKibSDF

» Lifecycle Controller
BIOS 5| S &2
UEFI % & 8515
UEFIHTTP



® [ #:
+ BIOSI®E (F2). Lifecycle Controller (F10) 1 BIOS Boot Manager (F11) NEEIR BI1E AKX ASIS&E .
* DRAC Web AHHME—3ISRERELEBERS BIOS 5|FRE.

EH Web FEIXEE—5| 1”&

ZE{FH DRAC Web AEEF—3| 5% %:

1 % Z Configuration (BZE) > System Settings (R4ti&E) > Hardware Settings (FE#+i&E) > First Boot Device (55—3|5
wE) .

1% & 7R First Boot Device (—3|2i8%&) TH.
2 NTHRIIRFEZRFFNE—SI SRS, REET Apply (BAD .
RGEBMRIEFEAERITREEHISMNEESIS.
3 %ET—D’GITErHTJ‘})\FEiEiQ%WTEr—)T\, i51£#% Boot Once (B|f—XR) . ILfE, RGN BIOS 5| FIRFHHIE—5| S8 %3

~F

BABIXRMNELIES, ES17 IDRAC Online Help (iDRAC BEHLEEBEN) .

£ RACADM B E—35| 5%

. EREE—S|5%%, {FH DRACServerBoot.FirstBootDevice X% .
ERHEERA—X5S, £/ iDRAC.ServerBoot.BootOnce ¥ .

AERXEMNRNESEE, 15517 dell.com/idracmanuals L2t H iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM @& 1TREEEIERE)

ERHEMEHERES—5ISRE

BRSERBS HSIFIRFRTS IS 20, BRAUEELEH 8ERRTEERSRAERNPMEEHITSIS. 5IS—RZF REE—
SIS% % PRSI AR &,

BEEREMTRISRESE-5ISRE, BPITUTHRE:

1 BIEMEEIES.
2 HEEMMTHIEESZRT, M NextBoot (TIR31%) REPREMBNREFEAE—3IFRE.

B R LIRS FER

ENZERGERROEREITHEHR, ERLER DRAC RBRAGHHRER.

@ | 3E: B3 Server Administrator IE LS8, iH2 7 dell.com/support/manuals &9 Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage FRE2SEERRLIER) .

1 M Dell Systems Management Tools and Documentation DVD SEM Dell Z#Mig, S E RS FRERSRBEEIZF DRAC
Service Module (iSM).

2 £ Windows BEifIkEE O F, WFRREFEBNEHIFED.
BXEZER, HEH Windows A .

3 {¥H Server Administrator A] /3 A Auto Recovery (BziikE) EREE. 1% Auto Recovery (BalikE) 12{Ei%E 5 Reset (&
%) . Power Off (3X#1) = Power Cycle (EHLEFHL) , FHUFABMIREERTEE (60 - 480 Z[EHIE) .



4  {#FRALATi£I <z — /3 A Auto Shutdown and Recovery (ASR) (B #XHIFRE (ASR)) ELT:
R REEIEF — i5S 15 Dell OpenManage AR 22 EHEFE/F 15/,
K RACADM - £ ® % racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5 2 F Automated System Recovery Agent (BZIRAZMERIBIER) . Zif{TILIRIE, 1545 E iDRAC Settings (iDRAC i#8) >
Services (FR%) > Automated System Recovery Agent (HZ)RZMENRIE) , i%£#F Enabled (BBH) , AFHE Apply (K

BAZEHA OS # iDRAC HiE

EEEMETFR (NDC) HRARNER LAY LAN (LOM) & ZHIBRS 5+, ERILUSH OS Z DRAC B Ih&E. I @gH£E
LOM. £H NIC ¢ USB NIC 7£ iDRAC FIEHRIER G 2 B EESENEFHIEE. LLITEEFEE iDRAC Enterprise IFAIEAYIER T
A,

(D | 7*: iIDRAC Service Module (iISM) 12t T E L RIIhEE, FTHFBETIRERLETR IDRAC. EXEZ[ER, 152 dell.com/
support/manuals E3R#tH /DRAC Service Module User's Guide (iDRAC Service Module i F#5/)

B ERA NIC BRE, SBRUEENRERG BN, RE1IE) IDRAC Web Rl ERTTIRRSFEHER NIC @id Chassis

Management Controller 2%,

AL NIC 53 Z LOM Z B BREH B R ERENIRIERZ K IDRAC.

FERAIIBE AT A RE AL EE:

iDRAC Web R
RACADM 8% WSMan ([FiR{ERGIME)
+ DRACIRELNHERF (FIRMERSGTFER)

INRIBIT IDRAC Web REE X T MEELE, MM EDFF 10 A 8B OS &) iDRAC HiEE.

R 1EBIT RACADM, WSMan 3k Redfish EFABRSERELE XA RECEPRS RS, HEWMRILTHHHIMERELETL, NELRE
F 15 # B 0S 2| iDRAC HiBIhREE IR E OS E 4 IP Hbtlk,

EE R OS #| iDRAC HiBZ B, i&HR:

iDRAC ELE AfEF &£ A NIC SiH=iEX (B) NIC IEN TR FEA LOM) .
EHBRIER LG DRAC L FRE—FMFIE— VLAN H,
BEEEHIRMIERS P it

© BRETIFRERSE DRAC HiBIHAEHF.
CABRERR.

BRIk ThaERT:

EHEREXT, BEREVIRERSH P ik,

HEAERGD, BOFTUREEIIRERZENEN P thit. RS LOM LT ESIRTS, MEAE— LOM B IP ik,
MREBABRERSZE DRAC MEBINERZINESRLE, BSLRBUTHIE:

iDRAC & F Y NIC B4 2 IEfAERE.
o Eb—A LOM RTFEIKTS.

@ | 5%: EARRIARY IP Hbtit. FfR USB NIC BEORY IP ibhik 5k 7E iDRAC siZE41 OS IP Hihit FREE IR — RIS F M. SASRIE IP it 53
HARGR AR EBEEOR 1P dhbhsE, MaAFEZE IP ik,

® | S iB0E R 169.254.0.3 Fn 169.254.04 IP it Xk IP #ihit 2 L {ER A/A BEIRT, AMTFRIEIR LA USB NIC SR OREH.




@ | 3%: BRI NIC ¢4HBARY, TTREFCXi@IT LOM BB M EHARE S0 iDRAC. $#AfE, TTRAfER iDRAC USB NIC \EHLARESFIRIER

Yiskifit iDRAC % A NIC £4MEBRIZEi75i8] iDRAC.

Y ¥ OS %) iDRAC EiBINEEHF

TRIBH T @I ER LOM LI OS 2 iDRAC EiBIhAERFRIFIR.

. 13: Bt {E A LOM I OS F iDRAC Hif — X #+
&5 &R £l
NDC Broadcom

5720 QP rNDC 1G BASE-T

Intel * x520/i350 QP rNDC 1G BASE-T

AER LOM Kt OS 2| iDRAC EiBIhkE.

¥ #F USB NIC BI{ER S

S #F USB NIC B ER K BIE:

Server 2012 R2 Foundation Edition
Server 2012 R2 Essentials Edition
Server 2012 R2 Standard Edition
Server 2012 R2 Datacenter Edition
*  Server 2012 for Embedded Systems (Base #1% SP1 #J R2)
Server 2016 Essentials Edition
* Server 2016 Standard Edition
Server 2016 Datacenter Edition
RHEL 7.3
RHEL 6.9
SLES 12 SP2
 ESXi6OU3
vSphere 2016

e XenServer 71
JHF Linux 3RS, EESEEIIRERZ LIE USBNIC BLE X DHCP, A/EHEBM USBNIC.
3+F vSphere, Wik VIB XX, SREBRBMA USBNIC,

® | 7+ B27E Linux #{E RSG5, XenServer 113 USB NIC ELE 5 DHCP, #S R (E RGN EEEF .

3 VIB i

%tF vSphere ##1E£& %, /B USBNIC ZHI, WE%E VIB xxH.



BRE VIB XM, EHITUUTHRIE:

f# /8 Win-SCP ¥4 VIB 3Tt 8 I3 ESX-i THUIRIER SR /tmp/ 3Tk,
%2 ESX R HBITUA T @4
esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check

-

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

EH5ISREEE.
1£ ESXi BRFFIEITIU T4 : esxcfg-vmknic —1lo
w8 R R usbO &8,

5 Web FE/GAHEEF OS #| iDRAC EHi#

EFH Web REEA OS 2| iDRAC B, BEHITULTIRE:

1

¥ % IDRAC % E > i&# > W% > OS 3| iDRAC Hil.
LteEHI% & /< OS #| iDRAC Hifi Tl H .
BRESERHERB.
HEBERIEF T E ML :
LOM — DRAC 5 HIRER G Z AMIRIER K E DRAC HIBHEIZE B LOM 2k NDC B3z,
USB NIC — iDRAC 5EHIRMER G < BHIRIER S E IDRAC HiBfEEE BT A8 USB RERESL.
MREE LOM EAEBEE, HAFERETREREZRSSE, MWMNRIERSH Pv4 k.

O| s st =y LOM A TEB TIRES, WRERS IP it FEERA.

@ | 2: tRE % DRAC EER VLAN, | LOM Bl Rz EREE T VLAN 4Rics A4 LOM SR TEH.
INREE USBNIC EAEIBELE, NI USB NIC #9 1P Hdit,

EABE 169.25411. ERUERAZIA IP Hililt. (B2, Rt 1P it SEH ARG A SR E IO 1P #hlbmhss, NWAGE
Mt 1P btk

BN 169.254.0.3 1 169.254.04 1P, XL P 2HER A/A BEER, AMTFRIER LA USB NIC ix OfREH.
BENA.
BEMANEREE RE IP 2ERNAE, UREEEE DRAC MENIRERG < BB HEE.

£ RACADM S A& OS | iDRAC B

E($F A RACADM BRI &M OS % iDRAC HiE, ¥ iDRACOS-BMC AH 715 .
BXE %R, 1559 dell.com/idracmanuals 312 #H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HSITRAESERE) -



£/ iDRAC ZE/ RAIEF B H=ZEA OS | iDRAC Hif

ZE{FH DRAC I ENAEF BB A 0S 2 iDRAC Hi, HFHITUTHE:

1 TEDRACIRELAHRRERF, HEEEMUR.
X% %7~ iIDRAC & BIBEMNRTTE
2 EELUATE—EILUZA OS 2 iDRAC Hif:
LOM — DRAC 5XHIBRIER G Z BIMIRIER L E DRAC HiBHIEE @i LOM 2% NDC E31.
USB NIC — iDRAC 5EHIRMER G Z BRIRIER S E DRAC HiR$HZCRIT SR USB BRI .

EEHIkIhEE, 1K Disabled (M) .

O|5x: RAEEFLE “BRIERYZ DRAC EiE” AR, 78I LOM W, &0, ZtMBEnhKe.
3 MBIE LOM (ENEBERE, HEEAEMEREBRSE, WANBERGH PvA i,

O| s st 2y LOM BRATHEIE TIRS S, WHRERS IP it FEFRA.
4 INRiEE USB NIC {EREIBELE, M USBNIC A9 IP Hitik.

ZUAER 160.25411, BE, Rtk IP it 5FH ARG AL EiEORY 1P iz, MwASE St IP dbtik. 20N
169.254.0.3 1 169.254.04 IP, XLk |P 2L {HEH A/A BT, A FRIEHR_EH USB NIC i% R EE

5 {k)x#d Back (JFIB) . Finish (58%) FYes (&) .
ZFEREBRRSRE.
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TRIE T ETERLBMIERRE.

R4 BT HERIBIEH X

BRAEH HE KR AT R
£ F Active Directory RIS &R AJ{5 CAEP 4 A CSR FHMIEPB ML HFREE R
SHA-2 IEH X $E.
Zitk dctve Drectory IFMERETE . mpips © AR - R AR
g A1 CA SEH At PN i
= HAET 64 AL4RAEHISTHE .
AJ{& CAEP - liEH R CA k.
SHA-2 IEPthZ X #F.
Active Directory IR &R AJ{E CAER IIEHH CA Mk .
SHA-2 IEEthZ X .
KA AER SSLiEH 4 A CSR FHM S CA SKENE &

(@ | i*: iDRAC M RINBEE S
SSL fR%523iE$H . iDRAC Web AR
F8 . ERNTRAMEREHIAE
RIER.



BRER UEFAEE RENF5 %

SHA-2 IEH =X I,

SSL AR FaxiEH

iDRAC B1&—> Web AR$528, ZARFZIRECE AEMITUARME SSL 2, BT MEEMMBLIE. BHtT SSL MEETUAZH
RSBEB. SSL ATIEMMMEBLAME, I ZRATESRFWMIRS SR ERHETIEMMERIRE, UREEMS G,

B SSL B RFE AT LUAIT T HES

B8 SSL K& FiRItiER &
RV R GE SN Y

(D | 7 WnSR SSL MERE K 256 (K EFHLAK 168 Uk Eek, WBHERHIFEE (WM, IcedTea) WBMRAGHEAIREFER K
Unlimited Strength Java Cryptography Extension Policy Files LA 521§ iDRAC i (f§l#m vConsole) AFIEEFME. HXR
KREXHHNER, 15517 Java FRIAH.

EUABER T, iDRAC Web fR$SE8E A Dell BE B BIME— SSL IFIEH . ERLUEEIA SSLIEP FE#ALNAIAIEN (CA) Z& 1
HEH . AEHMRERREARITUATTR R SEE, EESiRENTTEMEE., RAMEMCEERSIME. 5190, Thwate F0
VeriSign ¥ CA. ERENIREL CA 2 IEPMRIE, BEFEREMNARERIET iDRAC Web R RACADM FREAERBGER EZIEK
(CSR), PREIEE LY CSR #2144 CA (4 VeriSign B Thawte) . CA BILAE#R CA s (a] CA. UNEI CA B&1 SSLIERGE, BE L
5% iDRAC.

T ERIKEERS DRAC, 1% iDRAC By SSL IF B A SR ESIENANEBEF#X . —EEEMh F%R%E SSLiFRGE, IRt ss
AT LA E) iIDRAC MA S B iERES.

AT EEBEXERIEBUAEE SSLIER, MARKBTRANZEZIERIITILINE. BEE—ITEEXERIEBSANMEE
By, ERBEXZERIEBHIFAA DRAC BRZEE. MRACHERABEX SSLIEPMER T LEBEXZRIER, MBEX SSL
EPSWEAHEA—AMEHNERAEFTEEENERZIEEM SSLIER. BAUTHEENERIER (TFFHA) . Sk
MEMBEEXERIES. MREEXZERIERRE, DRAC BSERHBINEMFBEESR SSLIEH. MREHER—IEERIE
P, WwfifEiz DRAC FIEIE TIEuhZ BIEMELEE. BatEMK SSLIEREFTEAH EAYNRALFE—X, FrBHITE
FE—R (St EESF DRAC EARIMFXIZE) .

HEMIEP BERIEK (CSR) B, iDRAC Web fR55# SSLIEBXHESFH () IEAERBMEALMEHMERSY. 5190 *ga.com 3
* company.ga.com. XFRABELFIES. R IDRAC LISME BUBECRT CSR, BAILUKEE RN BANRELST SSLIEEHAZA
iDRAC Ef&iZIE+H, FHEFFA iDRAC B3 EIZ X HMNISERIEE. FRXFERRMEBNT N EEER iDRAC Web FHE
Bf, iDRAC ¥R EINRERMEE. EENEESHEMN, DRAC BRAEEREIHNEE.

& BETHIER R IEK

CSR RENAIEHHE (CA) 123289 SSL IRFB|EBMBFIHERK. SSL IRFIJ|EBERFZF/R P iHEEBEERSZB[NS N HSRSZ[NE

MERE,

CA fEIMZ] CSR S HZMIUE CSR FEESMER. MRBIFBAFTE CANREIRE, CASLHBFEZR SSL REF|IEH, HE
B ABIBRSS 885 Management Station _EIEITHINI A 8238 37 SSL EERT, ZIEB ATHE—thiRIRERIE ARIBR 25,

CA it CSR & SSL RS =2iEBiE, ZIEB A 2 E] iDRAC. ATF4 R CSR (fF457E IDRAC Bl L) KIEEMAS SSL R$5:5
EREFEESHEREE, BNZIEHX Ui iDRAC BIIEA CSR £ k.



£ Web FHE 4R CSR

& AT CSR:
@ | ;*: 8411 CSR S4B =E# ELARTAYET CSR ##E. CSR RSB NFITE SSL RS RJ/IFEFHER. [N, iDRAC FE
1 £ iDRAC Web R, %% iDRAC Settings (iDRAC &) > Connectivity (iE3%) > SSL > SSL certificate (SSLiIFH) , i%
#% Generate Certificate Signing Request (CSR) ((ERIEBERIER (CSR)) , AEH# & Next (T—H) .
18 &7~ Generate a New Certificate Signing Request (4 f{— MEHFBZEZiEK) TH.
2 HIANEA CSRBMHHIE.
BEXESER, 5S8R IDRAC Online Help (iIDRAC BXHLEREN)
3 B Generate ((ERR)
B4 R —NETED CSR. S HRGFRIEIR .

8 F RACADM 4 i CSR

ZE{FH RACADM 4 5% CSR, i&1E M set A8 $ LA iIDRAC.Security LAFRBIXTR, SRE{ER sslcsrgen 544 AX CSR.
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4R CSRfE, BAILUGE R A SSL ARSZESIEH 153 iDRAC E#. iDRAC AME IR AN AR . iDRAC RIES X509, Base 64 4H3
B Web BRESESIER . SHA-2 iFB =,

EigHAME, iDRAC /LS #AFRTTH.

£ Web 7 H L&Ak 525 1E+H

L2 SSL BRFEIES:
1 7£iDRAC Web REH, %% iDRAC Settings (iDRAC iZE) > Connectivity (iE#) > SSL > SSL certificate (SSLIE+H) , i&
#% Upload Server Certificate ( Ef&ARZRFIEH) FHH T Next (T—H) .
18 &7~ Certificate Upload (GEH.F#) TiE.
£ File Path (3C#B&E) T, B Browse (M) FHiE#EE Management Station EHIIES .
3 BENA.
SSL BRBFIEH ¥ £ F] IDRAC.

4 PBERBR—EHBHEE, BEXEMAHMEFEER DRAC, RIEFE, Hit Reset iDRAC (Ei& iIDRAC) =} Reset iDRAC Later
(FYISE® iDRAC) .

iDRAC ¥ EigH ELNAFIER. DRAC ZRHBSIE/LS AR,
O®| =: w5i%i8 DRAC A BERIRSFES. IDRAC iR 24, MAEBLTEIRAE.
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F 1% SSL RS EIEP, 1BHFE sslcertupload 5%, BXEZEE, 152 F dell.com/idracmanuals EIE#EA RACADM Command
Line Reference Guide for iDRAC (JEFIF iDRAC HJ RACADM #&1T&E45/) .

WRAE BB AFALARY DRAC SMERERL T CSR, MIYEIER E#H F| iDRAC:
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RSB EEME R EHAib DRAC. ERILAEA set 7SI PAZEBHEIEES Server Administrator [
FRUTH#SEIRZBLR IDRAC: racadm racreset

’M‘FH FRIMEXEN RS LR iDRAC Bl E & E

BT AZE R A8 LAUBE A RACADM g iDRAC R E A RIEF18X DRAC ELEIRE. BEE, BAUEEXEREIRE. EMITIE
1’E

1 7£ iIDRAC Web RHEH, % Z iDRAC Settings (iDRAC &) > Services (fE35) > Local Configurations (FMFEIE) .
2 EBEUTRR—HEE:




Disable the iDRAC Local Configuration using iDRAC Settings ({£F iDRAC ¥ &% iDRAC AibEl®) — 7£ DRACIRELR
BREFHERHEUENEERE.
Disable the iDRAC Local Configuration using RACADM (f{£fl RACADM %£f iDRAC ZAithfid &) — 7E7cith RACADM HZEF
HELMEREEERE .

3 BEHNA.

@| JE: RGO RA, S TEER Server Administrator 5 IPMITool $11T iDRACECE. B2, #EATLUER LAN £ IPMI.
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7E Dell B928 14 fX Dell PowerEdge BRS585 £, Intel ME ZEHSFITEFIAZE (CUPS) ThiE. CUPS IhgeiREseatisi CPU. WITEF 170
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ETIR BRSSP, FlexAddress RIFABNZFERSETIHEZFER KX, HESEASIKZFRF MAC Hblit (WWN/MAC),

BAIUEEGMRENBRARNUXMAMATEREFHOMNUTER:
FIEEBINALT
FAFLER,
BREESEH . WA ECMISIRIZSBCA MAC ik,
EEE IDRAC R Flex Address {82, 1B7E Chassis Management Controller (CMC) EEEEF1/E F Flex Address ThéE. AXE ZIFME

2, 1557 dell.com/support/manuals _E&Y Dell Chassis Management Controller User Guide (Dell Chassis Management Controller Fi A
EE) . WREBAKEEHA FlexAddress BE, MHEMEHBRELIZHI A EMN RRIEH L.

@ | #: ERETESHLEARZERGZNHR, SMIOMASERBLFREERLBVHREF.



FlexAddress ThaEIFE M D ECRY MAC it & AR S22 9 ECAY MAC Hitib, F4tXT iDRAC AR TIF LOM. KEFRH /0 #EHR#T
SCjf. IDRAC FlexAddress ThRE ZIFTENLFE /9 iDRAC IR EBIfREYFER) MAC Hitik, #FESECHY MAC il FiE#E CMC EGERMRTE
th, 37 IDRAC 515885 2 /B Bl CMC FlexAddress BI1E R T & 1% 4 iDRAC.

tHER CMC B RHES R MAC i, iIDRAC £ERx TFHI{EAITIE L/ MAC Hitlt:

System (&#t) > Details (G¥4A{5/2) >IDRAC Details (iDRAC #¥ZHER)
System (&%) >Server (FRSEE) >WWN/MAC.
iDRAC Settings (iDRAC &) > Overview (#£¥%) > Current Network Settings (ZATRIEIRE) .

/B A FlexAddress J&, MR MIRSE B HEIA MAC IR ZIMN B S B MAC Hblitsi 4K, IDRAC IP it th&3sik.,

&HEFIH LI IDRAC £1F

BRI EYAIE RS iDRAC B PEUAR LR IR ARSIE.

£ Web R E% 1 iDRAC £1&

RAESEEMRMAPA IS EE “BLE iIDRAC” HPRAEER IDRAC Web R EZ IE IDRAC £1F.
EHEML I DRAC £1iF:

1 7 IDRAC Web REH, % Z iDRAC Settings (iDRAC i& &) >users (FIF) > Sessions (£18) -

Sessions (£18) TASETRSIEID. AFE. IPHIIFISIERRE, BXXEBHNEZER, 15EH IDRAC Online Help
(iDRAC BEWLEBEN)

2 EIEXIE, 7 Terminate (£81b) 3T, BEHIERIEIWIEELR.

{5 RACADM #& 1t iDRAC £1iFE

AR EERWIRA 8EEF RACADM ££1F IDRAC iE.
EEHEYFAFLRIE, 1HEMR getssninfo 4.

FRIEBFPSIE, 15FH closessn @94

’ﬁ XEZER, 1527 dell.com/idracmanuals 32 {itAY iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
DS ITRESEIER) -



AR T5#R 2 —5 IDRAC &5 :

* iDRAC Web R H

A DBY HB4E (RAC B1TZ IPMI B1T) BHTHRITER - (UEA TN RRIRSHFIEXRSEEE.

IPMI Serial Over LAN (IPMI LAN _E&4T)

IPMI Over LAN (LAN _E IPMD)

IFE RACADM
ZS#1 RACADM
mIERR S

% E iDRAC 1B

@ | i*: EfpfREH RACADM SAHFHGSAIERE T, EMARBRERETERM USB AZBEMEN. AXRBMA USB FiEE#H
MRS, ESREHRERERIRASH .

T TREUR T TR TR ar SRFRFZ M

*.16: BIERN - HE

BEEX B2 5117 B2 5 ) TR

iDRAC Web F & Internet 1Y (https) TEH M2 AR 55 2%

£ RITIRIS DBY BRI RIT  HRITHY RACADM iDRAC [ElHyLE AR EB 5>

&0 SMCLP RAC 8178% IPMI B{TE R

IPMI

IPMI Serial Over LAN (IPMI  E#HFAEE 2L IPMI IPMITool E%®% B IPMI LAN £

LAN E&1T) s RITEBR
Telnet

LAN E IPMI HRETAEERRLMY IPMI IPMITool ER % H IPMIIREE

B

SMCLP SSH SMCLP iDRAC _EHY SSH 5 Telnet 2/
Telnet i

T72 RACADM https T RACADM TFE RACADM BR%EH BB

Elf+ RACADM SSH El#F RACADM El# RACADM BEREHEH.
Telnet

Zith RACADM IPMI i RACADM K ith RACADM BR %

EREARSE 1 WSMean WinRM (Windows) WinRM B %% (Windows) B¢

OpenWSMan (Linux)

OpenWSMan B %3¢ (Linux)



BERR STHFHINL XHFNHS FREH

Redfish EMN TR M. CURL B R &M, CURL, Python &

(Windows #A Linux) + Python 3R,
IEK A JSON #ERr

M BXEZER, 1551 del.com/idracmanuals 32 H Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller

Remote Services Fl F#5E)

£/ DB9 B45i8Id BR1TIEHES IDRAC #HITIBIE
{3 DBY EL4EAT7E RAC SRITHMBITIERI A Z B
£/ IPMI SOL 5 iDRAC #1TiEfE

A LAN L IPMI 5 iDRAC 1B1&

BRAZ%ZRIITIZ RACADM

## F 7 th RACADM

BRZERZ LM IPMI

A RHEL 6 5| SEABAY B1TIEHIBELE Linux

7f£ RHEL 7 P E RITR IR

X HEY SSH EZH £

Eﬁi DB9 B 4uiE i R 1TiERES iDRAC #HiTIR{E

ERIAME A NEMBE A AR BN RAE RS RN BITERENITRAREEES:
* RAC #1T
IPMI 81T - EREREARRMEREEREIHER
F R FIIRRRSE, BITEEEINAEL. EXELER, HSH dell.com/support/manuals L12{tH) Chassis
Management Controller User’ s Guide (Chassis Management Controller fi F3&E)
EEBITERE, BERTUTHRE:

1 BE BIOS LU B1TERE.
2 B EHITIE(E DB AN BB RITiR O EIZEIZE RGN R BITIEESS.

O 5: A= EMEZBEZM vConsole 5 GUI FHITER.
3 HRREEWENARAEREEERATER LT ER—IRANSITEE:
« Xterm H# Linux Minicom
Hilgraeve Y HyperTerminal Private Edition (RR7s 6.3)

0]

RBZERFGLATHSISIRETHUE, BUURIFNERFSIRERGHFE. FETUTERE: SAC GERAT Windows)

0 Linux XA, GEAF Linux) .
4  7£ iDRAC /8 RAC SBITEED IPMI BITiERE.

3T ERITIEREACE BIOS

3T BITIEROCE BIOS:



@ | & X RBEATFNRAE RS RFH DRAC.

FEREHBHNRSL.

% F2,

4£3| System BIOS Settings (%% BIOS i2E) > Serial Communication (SB{TifEfE) -

1%4%% Remote Access device GEFRISE)i%#&) {9 External Serial Connector (SMBEE{TEEIESS) .
k)% Back (J5IR) . Finish (5EEX) #1Yes (2)

% Esc $21B Y System Setup (BEZIXE)

B RAC S{T&iE

£ BIOS HECE $H1TERG, £ IDRAC H/EH RAC H1T
@ | 7 XOUERFHLEMERIRE T+ DRAC.

5 Web R H/BH RAC H1TiEE

B RAC HB1TiEZ:

() IN@) BN RGN S

1 7£iDRAC Web RE =, % % iDRAC Settings (iDRAC I &) > Network (f4%) > Serial (HB1T)
MEEl < BR BT E.
7£ RAC Serial (RAC $£1T) T, i%#¥ Enabled (BEBHA) HiEEBEMMIE.
BEHRA.
RAC RITREERE.

£ RACADM S H RAC H1TiE#

ZE{#H RACADM B RAC B1TERE, 1H{FH set a9S#1 IDRAC.Serial tAF RIS .

B IPMI BITEEERMLIFER

ZE S H BIOS # iDRAC B9 IPMI 881TE8H, EEUTEEEAA iDRAC FELE IPMI BT
@ | & XOUERFHLEME RIS DRAC.

IPMI AR — T #FEO B TEFAI, 440 Baseboard Management Utility (BMU) shEL¥ERY IPMI shell (ipmish). {5140,
EBiI IPMI ERER A ipmish FTENRZEHHZE, BEITRII®S:

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

O| s BNMERT, RLAmECIRE T DRAC BAEMER.

IPMI 2R — M BITRIB L XM ASCI 4. WERXTIHFEREENGS (BIFER &%IJ) %M’Ejj-l—,\:&%u ASCIl 755
AHESE IPMI 654 . HIEiAIT SSH 5 Telnet B3R E| DRAC , EAFEEBRIERSISFT, |mFEBIOS. EFEMEHM [sys
pwd -x] A IPMI £ E $5RT, AT R IPMI ZLintER SRl

- [sys tmode]

- [sys pwd -u root calvin]
- [sys health query -v]

- [1800 01]

- [sys pwd -x]



£ Web F /3 A B1TER

RIRZA RAC BITIEOER IPMI 81710,
fE IPM| £ITEE:

1 £ iDRAC Web B, %t % iDRAC Settings (iDRAC iZE) > Connectivity (iF{%) > Serial (HBT) -
2  f£ IPMI Serial (RAC #1T) T, {EERBMHE. EXEZETMNIESR, 1EEIH IDRAC Online Help (iDRAC BXHEEEN) -
3 BERNA.

£ RACADM 3 A 4T IPMI 53K

ERE IPMI R, E2H RAC B1THEO, RABER IPMI#R .,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — &IFIER

n=1— EfER

£ RACADM B R BT IPMI B1TiZE

1 FERAUTHSE IPMI S ITEEERE N AENIRE .
racadm set iDRAC.Serial.Enable 0

2 (FERASSIEE IPM BITEER.

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

s SEVTHO{E (Bf: bps)

<baud_rate> 9600, 19200, 57600 #A 115200,

3 [ERSSER IPM BITEERES,
racadm set iDRAC.IPMISerial.FlowContro 1

4 FRASHSIKE IPMI BITBER/NMUREH .
racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

e PR F
<level> =2 BF
<level>=3 BIER
<level>=4 TR

5  WIREBIT MUX (JMERERITIEIERS) 7£ BIOS R EEF P IEFRILE AIZIEIHEIE & 3T B ITIERELCE BIOS.
BRXEEHNIEAES, BFSHE IPMI2.0 e

IPMI B1TR IR RIMNEE

ATifeft IPMI B ITRIREXHWEMEERE.



£ Web RHEACE IPMI B1TLRIFEXAIMIMIEE
ERERmRENIRE:
1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZ&) > Connectivity (iE#%) > Serial (B{T) .
MEEI4 2R Serial (F&1T) TH.
2 BHIPMI $4T
g Terminal Mode Settings (RIRIERIFE) .
FEEN4 &7~ Terminal Mode Settings (Z&igiERIZE) TH.
4 IEETE:
* Line Editing ({T4R%8)
Delete control (ffiRg4Z=#1)
=] A
*  Handshaking Control GiBFiZ#I)
New Line Sequence (F{TFF!)
*  Input new line sequences CMINFTITREFI)

BEAEEIMMER, 1BHSI% iDRAC Online Help (iDRAC BX#LESER)

5 HBEHEMA.
BigtEN IR B ETRK .
6 HREBIT MUX (UMEBERITIEIERS) 7£ BIOS W EREFFIEMRISE AIZIEHEIZF T BITERECE BIOS.

{£F RACADM L & IPMI H{TLRIiBER Mg E

EfRBAIRIERIEE, B set 454 idrac.ipmiserial A AIXTE .
BEEZER, 1559 dell.com/idracmanuals 32 H) iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

£ DB9 HH4GRT7E RAC RITHM R ITITHI & Z [E]#%k

iDRAC 3#¥ Esc #2751, ZFFFHRME R ITAEN R FE RS L RAC RITHEOBES SITIEHIERZETI%k.

MEBITIZHI B Y)RE] RAC H1T

EABITIEHREXPYHIRE RAC BITAEBIERN, 1HIR Esc+Shift, 9.

U LEEFFISERF iDRAC Loqin R (3R DRAC & E A RAC Serial [RAC #1T] #23%) 3k Serial Connection (BTiE#E) &
R, FIZERATULZELHSS (AR IDRAC EE 7 IPMI Serial Direct Connect Terminal Mode [IPMI SB{TEIEERELRIHIER]) .

M RAC &R1TY1#3| R 1TEHI &

EE RAC BITEOBFEEAVIRE BITIEHI 81K, 1532 Esc+Shift, Q.
FRIFRAT, EERYIRABITIEFSER, 1§ Esc+Shift, Q.

FEHRITIEFIEER T, ERELKIFEXHIE, 1§ Esc+Shift, 9.



£/ IPMI SOL 5 iDRAC i#{TiE{S

IPMI LAN £ &84T (SOL) f21Fi#id iDRAC MERAREZHFIIMNAXMEEME REEEZE RGP ETXANEHIE BITHIE. /8
SOL, #&mILA:
AR EIRIE R G M A <8R .
7£ Windows 9 X A& IEARS (EMS) 3% Special Administrator Console (SAC) 3% Linux Shell FHig B 41 &%k .
FHERIRREFEERSRNHAEHENELE BIOS RERRRF.

FE SOL @fEtE=:

1 FEE®BITEES BIOS.
2  FE DRAC LUER SOL.
3 BRYEAH (SSH. Telhety IPMitool)

3T ERITIEEACE BIOS

@ | & XOUERTHEME RIS DRAC.

FEREMBINERS.
% F2,
43| System BIOS Settings (%%t BIOS i& &) > Serial Communication (HR{Ti#{E) .
BRI TE:
Serial Communication (E{Ti#{E) — On With Console Redirection
Serial Port Address (& {TimA#elE) — COM2,
® %ﬁﬂ%$ﬁﬁﬁ“ﬁ'ﬂi&ﬂ?—ﬁi¢ﬁ@$ﬁiﬁ% 2 g EH coml, MAFLLERITREFRRBEAFE, BT coml #HITHITE
External serial connector (JMERERITIEIERS) -- Serial device 2 (BITIRZ 2)
Failsafe Baud Rate (#IBERIFEFFER) — 115200
Remote Terminal Type (IZFELRiHZER!) — VT100/VT220
Redirection After Boot (5| S /FZEEE) - Enabled (BHR)
5 B#Back (T—%) , fAFET Finish (FERD -
6 HBiYes (B) UREENK.
7 & <Esc> ##EH System Setup (R4iEH) .

DN -

®| 3% BIOS RHELL 25 x 80 KM% % £1TH#E. AT console com2 M4 HI SSH BOMFURE N 25x80. RiF, =
EENREETUEHER.
@5 R SMBIEFHBERGIEMBITEREM (H20 GRUB = Linux) , M BIOS Redirection After Boot (3|S/EEE

) REAREER . XTI % SME IR B1TiR ORBERNFRER.

Bt 2 iDRAC LAfEF SOL

ERIER Web A E. RACADM 8§ iDRAC & B N IEFki5E IDRAC FAY SOL EE.




£ iDRAC Web FHECE iDRAC LUER SOL

BLE IPMI LAN &84T (SOL):

1 £ iDRAC Web R, %% iDRAC Settings (iDRAC &) > Connectivity (i%E3%) > Serial Over LAN (LAN E&$1T) .
FEE< & 7~ Serial Over LAN (LAN L&$47) TE.
2 RBRASOL, EE&E, RigET Apply (A -
IPMI SOL & B BN B M -
3 EREFHINZEMREEFFET4IXEFE, 1HEEF Advanced Settings (SRIZE) -
REEN4 &7~ Serial Over LAN Advanced Settings (LAN F£{TE%&RE) TH.
4 IEEZSBEMREHS2E Apply (REA)
IPMI SOL SR IR EREL BTk . XLEERBMTHRA R

BERETIIESR, 1ES7IDRAC Online Help (iDRAC BEHLEEEN)

£ RACADM B & iDRAC LA SOL

& IPMI LAN & 1T (SOL):

1 ERA®SBHA IPMILAN EB1T.
racadm set iDRAC.IPMISol.Enable 1

2  {FASSEH IPMI SOL R{EMRES .
racadm set iDRAC.IPMISol.MinPrivilege <level>

2% PR
<level>=2 AP
<level>=3 BIER
<level>=4 EER

®|5E: EHE IPMISOL, B4R A IMPI SOL hEXMREMR. BXESER, HEH IPMI 2.0 H3E.
3 [ERGSERH IPMISOL KiFR,

racadm set iDRAC.IPMISol.BaudRate <baud rate>
O| = BEem LAN E2f7614, EHIR SOL MR 5SS REMRISET AR,
2% SLVTHME (4i: bps)

<baud_rate> 9600, 19200. 57600 #A 115200,

4 ERAGSASNMARREA SOL.
racadm set iDRAC.Users.<id>.SolEnable 2

2 iR
<id> ME—BIAF D

® | 7F: EEEME LAN ERITIRFG, §MHF SOL B 5ZERGMRFETEMER.



J& RS il

T IPMI, SSH #1 Telnet.

£ Web F 1 /8 A FHFRY1MY

ZE B SSH 8¢ Telnet, i5%£%] iDRAC Settings (iDRAC i &) > Services (JR%) , 3 SSH = Telnet 18R 1%£3% Enabled (23
B .

EZA IPMI, 545 % iDRAC Settings (iDRAC i&E) > Connectivity (E3%) , FHi%i¥ IPMI Settings (IPMIZE) . iR
Encryption Key (MNEBHH) ELAE, HREBBELUERFEEESATZFER.

{5 RACADM /3 A3 2 #a018L

EBH SSH 8 Telnet, iBFERAUT®HS.

Telnet

racadm set iDRAC.Telnet.Enable 1
SSH

racadm set iDRAC.SSH.Enable 1

EFM SSH /0
racadm set iDRAC.SSH.Port <port number>

A LUERM T IR

*  IPMitool GERFER IPMI #1380
Putty/OpenSSH GERFFH SSH 3k Telnet t#180)

£ IPMI 17 #Y SOL

T IPMI B9 SOL 2 RFEFF{ER RMCP+ B IPMItool @it UDP @ik fEimElim O 623, £ IPMI 2.0 Bf, RMCP+ IeEsuitin 545
INE. BIRSTEEMRE. MEUREABSHENSGARENIIE. BXEZER, 1557 http:/ipmitool.sourceforge.net/
manpage.html,

RMCP+ f£F 40 M FFM+HH#FIFFE (FFF 0-9, a-f M A-F) MEBHHITEMIIE. BUAER 0 M EEMMFFFE.

WERMEEH EHEREEEH) 3 RMCP+ 5 iDRAC BIEIZEFHITINE . EATLAER iDRAC Web A HE DL iIDRAC & E N AERFEC
EMEZRHA.

ZE M Management Station f£F IPMitool /Bl SOL &1&:
@ | E: BEBE, ERLLET IDRAC BB > FR%HEXK SOL 8HT.

1 M Dell Systems Management Tools and Documentation DVD %% IPMITool.
BERRERA, BSH (AHREZRIER)

2 HESSERFEOF (Windows B Linux) , BITIAT &S IUM IDRAC FFih SOL:
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
Z %4218 Management Station BRI E RGN BITIHO.

3 ZEM IPMitool B SOL £1&F, & ~, REET . (AS) .



O | 5%: MR SOL £EKLLL, HER DRAC HZRHAHUERRIIS.

@ | E: MB1THY Windows 1R{ERZHIE AR KBMACAZHIB)IETT Linux RIERZH TN, IPMISOL RIETRERLEIE. &

BROIBEFRRAL, HRHEMRBXFERAET UNIX BTHRIR.

s nR7EAE(E A RACADM T Efi2f) SOL 21, MER IPMI TEBZISE—4 SOL £iFMI§ AL R REXNELENEME
MR

®

% SSH 5§ Telnet 173 i SOL

Secure Shell (SSH) #0 Telnet 2 F#1TZ iDRAC K& SITIBERIME TN . BRI LU E—ZE O Tz E RACADM #1 SMCLP
A

<o

SSH K T Telnet IR £ . IDRAC X Z#FH ARG IER SSH IR A 2, FHEIAEEH. DRAC RZREFZ#HFHHEA. SSH £iEHM
A Telnet 1&. EIUER SSH, E X Telnet HIER SN NETERE SSH ZEFHRBHIMEEMEMRENIFRAT, B
FUER Telnet.

{8 FI7E Management Station £ #F SSH #1 Telnet MLE Y BIFFEIZR (5140 PUTTY 3k OpenSSH) iZE##E! iDRAC.

@ [ 3F: M Windows Y VT100 5 ANSI &ii{AEFEFFIEIT OpenSSH. 7E Windows SRR IF FIE1T OpenssH £ SHINRET X
SELEEET (A, FESERMEHEFRERER) .

{$ 3 SSH =% Telnet 5 iDRAC 15281, 15H1R:

1 BE BIOS IERHBITESIA.
7£ iDRAC HfiE SOL.
£ iDRAC Web E 8 RACADM B SSH & Telnet.
Telnet (30 23) /SSH (%0 22) Z ik <—> WAN i <—> iDRAC

BT EMA SSH 3k Telnet MY BET IPMI B3 SOL, TEBFERFINILARIERF, EAHRITEIMEEEHRAE DRAC NiiT. EERA
B SSH Bk Telnet $5HI & AFAE B R B T ERZENBITHONEIE. BITHOEEERERHAE ANSI 5 VT100/VT220
£2iHEY Shell £. SRITIEHIEBEIEERE SSH 5 Telnet 1FHI& .

M Windows _EHJ Putty {£FH SOL

©) | E: AN E, AL iDRAC Settings (iDRAC iR E) > Services (FRSS) TELBAIAR) SSH = Telnet #8ET.
M Windows Management Station & Putty B3) IPMI SOL:

1 BT TS LUEREER iDRAC
putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>

Ot WO S RN, REEHHRE0SHEARN,
2 1B17%% console com2 B connect LAIBEI SOL HIIEZFERY.

5/ SSH =k Telnet MHY N EIRIL B FE RS SOL S1EEFTF. Eifin] DRAC & 1TIEHIG, 1581 Esc #F%. Putty #0
SOL #E#E(T A

EFH BRI IZ DB putty I5EIFE RS, R putty EEITHAERAERIATIRE A
- VTI100+ — F2 j@3Z, 1B F12 @i,
- ESC[n~—F12 @3id, 1B F2 XiBid.

?"WlndowsEF' MRETNEHSISEIITHFEZLEHAS (EMS) 1414, N4E3EIRRITH A (SAC) KiRATRES R
IBYE SOL £1E. xA%im. FIAF—1E&im, REFEAR—®S B3 SOL 2.

M Linux &) OpenSSH = Telnet {#/ SOL

M Linux B2 _ERY OpenSSH % Telnet /55 SOL:



® | E: NEWE, EATLLEE iDRAC Settings (iDRAC &) > Services (FR%E) TEXERIA SSH  Telnet £iE#BHT .

1 B5hshel.

2 (ERAAT < EEER IDRAC:
FtF SSH: ssh <iDRAC-ip-address> -I <login name>
FFF Telnet: telnet <iDRAC-ip-address>

O = MBEKT Telnet RESHWBIAKOS GO 23) , WHHEOSHFME Telnet HSERE.
3 EHSEFHTRAANTHSZ—/EH SOL:
connect

console com2

XA L% IDRAC EIZEIZE RSH SOL K. I SOL 2iEf5, DRAC S TIEFIAA . IEFRETELE XFFILFTF iDRAC
HYITIEEIE. BEESOL 21EE, EXFIHEERERE L. SERGAXFE, #EI SOL SIEEE—ERE,

®| SE: BATLUE A coml SiFHI4 com2 BLER) SOL. EH S| FIRFFULE I ERE.

console -h com2 ﬁ%&n‘v%ﬁi@ﬁiﬁﬁ)\ﬁbﬁﬁ $ﬁﬁ%|:|E@%ﬁ?—ﬁtﬁﬁ%ﬁﬁiiﬂi%ﬂl@’m&

RRIRREAXBEIN (FIRX) KA 8192 MFERF. ALUERUTHSBILERERENE:

racadm set iDRAC.Serial.HistorySize <number>

4 B SOL RIEUKHIERIE) SOL 21F.

£/ Telnet [ERMEHIE

J3 VT100/VT220 A EIR E BIOS ERIITHISET, Microsoft #IER L ERIFR L Telnet BRI RETAEFARE R BIOS IRERE. MR
AEHEIE, 5% BIOS ITHI A E M ANSI XU EFH B R, E7E BIOS i ERAFHITILETE, 1F1%F Virtual Console (EEHIEH
&) > Remote Terminal Type (EIZZ&iwAEA) > ANSI.

AEEZ IR VTI00 HEE O, BEREEEREMEHENEORNAREFRER 2517 x 80 JIBEAXAEHET. EM, B
EXKFREARES LA

EFA Telnet ERITHIE

1 7 Windows Component Services (Windows fA#4-f8%) /2 Telnet.
2 fERHSEREET IDRAC
telnet <IP address>:<port number>

S8 PiER
<IP address> iDRAC IP it
<port number> Telnet 35O 5 (ANRGEEFERFIHO)

73 Telnet £1EBCE Backspace ##

R4 Telnet Z i, f$M Backspace BAIRES AT R . Fln, SIEREEEIE ~h. B2, KXZH Microsoft 0 Linux
Telnet & FPun B A LABCE A1 F Backspace #.
ERLE Linux Telnet R1E{ER <Backspace> #, A BLSRRFTHENAN stty erase ~h. FERRF NEA telneto

Ef E Microsoft Telnet 2 s A {# Fl Backspace (IR1&) #:

1 THAGSRATEAD (WREFE) .
2 MREREITIT Telnet 21F, NN telnet. MREEITIT Telnet £1F, FLT Ctrl + 1.
3 FERTETEN set bsasdel.



B R R—%HE Backspace will be sent as deletes

7£ iDRAC S 1TEHI & Rl SOL £idEE
B FF SOL 25 EZENHSET ARRER. XY SOL 2iEFwe&IE AT UEE ABRERF
EWTFF SOL £iEEE, 15 M iDRAC fd{TiRHI 4L 1t SOL £1iF:

ERY SOL £, #ZEnter ##. Esc . T

SOL £1EF KA.

M Linux ERY Telnet IR SOL, =1E Ctrl+].
LERTIE B R—4% Telnet 327R. BN quit LURH Telnet .

MRKRFTEL L SOL RIEFHMARIERF, MEM SOL SEFIEARATA. ERRILEI, 1H7E Web 5 HEHAY IDRAC Settings (iDRAC
®E) > Connectivity (i%3##) > Serial Over LAN (LAN #1T) T&IEHSITEHIS.

/A LAN t IPMI 5 iDRAC &=

B IELE IDRAC B9 LAN L IPMI LU A s 2 A XHME(TIMNEB R LR LAN (FiE LR IPMI #94. INRAKBLE LAN L IPMI, MINERRSE
FoEER IPMI 4545 iDRAC BREBE31EB1S

@ | #&: IPMIZEAET Linux BIRIERGHRH IPv6 ML TR .

£ Web R HELE LAN E IPMI

B&E LAN £ IPMI:

1 #£ IDRAC Web RS, % Z iDRAC Settings (iDRAC i#E) > Connectivity (&) .
i IE TN iR

2 £ IPMI Settings (IPMI&ZE) T, 5EBEME, REET Apply (RA)
BXAEETMESR, 1BESR IDRAC Online Help (iDRAC BX#HLEEEN)

LAN £ IPMIEEERE

£/ iDRAC ZE/ A EFECE LAN E IPMI

L& LAN £ IPMI:

1 7£ iDRAC Settings Utility (iDRAC i&#EFTERF) F, % Z Network (R%8) .

1% & 7~ iDRAC Settings Network (iDRAC i&EM4) T1H.
2 3F IPMI Settings (IPMI&E) , {EEE.

BXREEER, &S IDRAC Settings Utility Online Help (iDRAC i& & A RIEFEEH SR .
3 fkxEid Back (JFIR) . Finish (5ER) #Yes (2) .

LAN E IPMIZECEE -



£ RACADM ECE LAN E IPMI

1 BHLAN EIPMI
racadm set iDRAC.IPMILan.Enable 1

®| 7 I ERESA LAN £ IPMIEORITH IPMI 684, BXEZER, ESH intel.com L/ IPMI 2.0 H4&.

2 EIHIPMI{EERR.
racadm set iDRAC.IPMILan.PrivLimit <level>

B RUPRLR A
<level>=2 AP
<level>=3 BIER
<level>=4 SRR

3 WMREE, RE IPMILAN FEEA.
racadm set iDRAC.IPMILan.EncryptionKey <key>

2% i5EA

<key> 20 NFFFREAR BB+t HIAE .

| : IDRAC IPMI 3255 RMCP+ 18l AXE &R, H5H intel.com K IPMI 2.0 H#.

B ZHix{E RACADM

A LE A iDRAC Web Bz RACADM B Ak 2 FITiE RACADM: EAUHITEITRZ A MEFE RACADM 21,

@ | % BRIAMERT, SHEAIZE RACADM.

£/ Web A E /G A ZHiziZ RACADM

1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZ&) > Services (BR%) -
2 {EXf8 RACADM T, Z#REFEIET, AREBTRNA.
ILFE RACADM #iRiEEFE B AHER.

£ RACADM jZ A ZHizfE RACADM

@ | 3%: @£ FA A RACADM HEft RACADM T &M% .

EHAIRiE RACADM:
racadm set iDRAC.Racadm.Enable 0
EEAIEFE RACADM:
racadm set iDRAC.Racadm.Enable 1

% FH ZA ith RACADM

ANBART, Kith RACADM EBA. EZH, ESR Z2HHELUENEN RS LAY DRAC BLERE.



BRSZERZ LM IPMI

EZERGH, 1FFE M Dell Open Manage Server Administrator LABFRZER IPMI . BXEXER, 152 dell.com/support/
manuals _E# Dell Open Manage Server Administrator’ s User Guide (Dell Open Manage BR$528EIE R PIER) -

3¥: B iDRAC v2.30.30.30 K ES AL, IPMI XTFETF Linux BRERSG X% IPve Hilitthil .

73 RHEL 6 5| SHAg) A R 1T B ECE Linux

U T $£845ETF Linux GRand Unified Bootloader (GRUB). tAR{ERARRERIGISMEIERF, NWEEXMUMNEK.

@ | #: ZEEEF# VT00 iEEON, SETEEAELMEHSNEOREREFZER 25 1T x 80 SILIMAXEERETR. &
W, ALYERRUESHIREL. &, FEXARRTESHIEN.

2B T tRRYR4E Jetc/grub.conf 3T :

1 REXHHERREBIHRMATAE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2 ERZITEEMRAMED
kernel ............. console=ttyS1,115200n8r console=ttyl

3 ZHGRUBHIBEMAEFERAETCANAER. BN, GRUB REFSETRTE RAC EREHI&ET. EXRERAT, HEIFBU
splashimage FFHRBYIT.

AT R T 7Rl Zetc/grub.conf 32, RRTELITIZHIABIE

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage= (hd0,2) /grub/splash.xpm.gz

S e o e o e

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4 EFRZA GRUB ETIRED RAC BITERBELIEHERIE, BUATITRMEBIFF AL :
console=ttyS1,115200n8r console=ttyl
AR console=ttySl, 57600 RINE] T E—MED.

@ 5 PR3 SMBIEFHRBERGIRMBITEER (Hlin GRUB = Linux) , M BIOS 3| SEERMIEE LALLM, XA
BRZMASHESaTRORBERNSRBR.



ARSI FEEREEMEH &

TEXH Jetc/inittab 1, FIE—ITLAE COM2 HiTin O LR E agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

AT R B R BB THIRGISC .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 halt (Do NOT set initdefault to this)

#1 Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
14:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty ttyb
:2345:respawn:/sbin/mingetty tty6

o U WN

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TESTHE sete/securetty F1, 1 COM2 Y8 1T tty ZFRFTIE—IT:

ttysi

AT R B R BT IR GISC .



E: ERPHTRFS (~B) EHITIEFIA LR IPMI TRHT Linux Magic SysRq #4< .

ve/l
ve/2
ve/3
ve/4
ve/5
ve/6
ve/7
ve/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
ttyb5
tty6
tty7
tty8
tty9
ttylO
ttyll
ttySl

£ RHEL 7 il & R 1T um

£ RHEL 7 hECE BITAIR, HHITUUTRE:
1 ARMBHEFHLUTITE /etc/default/grub:
GRUB_CMDLINE LINUX DEFAULT="console=tty0 console=ttyS0,115200n8"
GRUB_ TERMINAL="console serial"
GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop=1"

GRUB_CMDLINE_LINUX DEFAULT {USItECER A TEUASELKHE, £/ GRUB_CMDLINE_LINUX EHNAZIFFAREE
=P

BMTRNAE /etc/default/grub FHIL—R. WMRIZITELEFE, NWMEEITERABEERES . Eitk, RaF
GRUB_CMDLINE LINUX DEFAULT —fT.

2 E}E /boot/grub2/grub.cfqBEEXH, FERRBUTARIETT grub2-mkeonfig -o 34 :

« EETBIOS MRS L:
~]1# grub2-mkconfig -o /boot/grub2/grub.cfg

- HEET UEFIHERZ L
~]# grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

BXELEL, 1558 redhat.com £%] RHEL 7 RE &R RIER.



M E{TIEH| &1F%) GRUB

TR LA E GRUB LUMER RITIZEIEMA R VA ITH & . XA B S| SHZHEREMARSIRMARSH, HlmsISELR
P&,
ERLE GRUB LUER BITIEHIE, FAVMBEGRMERE, ¥ serial M terminal EBURME grub. conf:
[root@localhost ~]# cat /boot/grub/grub.conf
# grub.conf generated by anaconda
#
# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda2

# initrd /initrd-version.img

#boot=/dev/hda

default=0

timeout=10
#splashimage=(hd0, 0) /grub/splash.xpm.gz
serial --unit=0 --speed=1152001

@| 3 EFEHREUEREEY.

SR SSH B/ X

E{F M SSH Y5 IDRAC 1818, EXR THRFIIENZMER TR,

. 17: SSH B/ L

FRAR %
EXFHRME
YNz ssh-rsa

ecdsa-sha2-nistp256

XHERINE

AT curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256



HRAER 573
diffie-hellman-group14-shal

Encryption (iNZ5) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes’128-gcm@openssh.com

aes256-gcm@openssh.com
MAC hmac-shal

hmac-ripemd160

umac-64@openssh.com
E48 7

@ | i: IR A OpenSSH 7.0 KES KA, DSA ARBAXIFEEM. KT HIR IDRAC WEFHRLM, Dell BT SA DSA 2

HEAZHE.

% SSH s AL Z AL UE

iDRAC X #H@id SSH B9 ZAIIE (PKA). X2—TIRRAIThEE. EFZEMER TET SSH B PKA B, EAMEINE SR iIDRAC
AR E. XMTFEEBSHAURITEMIDIGIEEER. J:ﬁﬁ’]?‘%ﬁuz\zjﬁ%ﬁﬁ RFC 4716 3¢ OpenSSH &3, BN, HuhnsEi
MZIERBIEA.

EEIFERT, ST Management Station EER—XRABMAELEH. FAOHLEH E15F DRAC A AF1 SSH BEFIHSERAT
BEPEEHINE iDRAC ZEIMEEXA.

EAILUBE A T AR A A Z AR -
3+ FIEIT Windows B Fifs, £ PuTTY Key Generator R FRTEFF
SFIELT Linux B9 s, {3 ssh-keygen CLIs
% iDRAC ERTEHEGARAFERRNAPRBIZAUR. B MFHICRPERT “BEX” AREASHAA. A6
BRMA AT LUESEMAAHECE. XaEEMMBREMA~. AFK SSH BAEHEE. FEit, MiEHENE AR

Lf&. EEM/ZHAMBR SSH BIANMERRTEERFHAFIIR. ERATAFEERAFH SSH Bif. BRIEH
T ULALBR o

4 R AE Windows R {sE F Y2 L 25 £

BE(FH PUTTY Key Generator N FATEF Al iE E AR %54R

1 BIIRMARERFHEE RSAERBHARE.
BNBRNA . ®RENT 2048 F1 4096 Lz B % .
BERER, BETEEOTBIRT.

BIRRSE M
4 ERMENEREEFR.



5 HMABRERIEURIPESR.
6 REAHMLBENA.

4 RAE Linux P{ER B LA

ZE{FH ssh-keygen N FATEFOIEE AR, BT HLRIRE OHAE shel 2R T, M ssh-keygen —t rsa —b 2048 —C
testing

Hep:
-t 72 I'SQs
—b IEIIRE T 2048 F1 4096 Z [EHYINERIE
—C RIFERAHEBRER, ZEMEAERN.
® | EEMR KIS,
RRBUARRIE. GSMITE, BLEAHETH.
%/ ssh-keygen M Linux BI23tHE A F AT 2 4716 183X £ ssh-keygen -e -f /root/.ssh/id rsa.pub >
std_rsa.pub FHHEBRA 4716 X . TEERBHAHOPIR. LFEARABPRHF TR %
@ | 7%: IDRAC T F5#4A Y ssh-agent %

% SSH F$A

EBAIAA FE A ARSI RELEAUE SSH O LER. ERMALERAZH, BHATEEAREERE, UEBINES
R

RINER AT ZRART, BRI A ZARERN T HZANESIF . iDRAC THITIRE AR ERMETZAMBR Z BTE0ZE4R. 2R
AR, WRBH SSHIEOBIEEER.

&£ Web A E L% SSH #$A
L& SSH =4A:

1 7 iIDRAC Web R, # Z iDRAC Settings (iDRAC & &) > Users (FBF) > Local Users (ZHFF)
ItkAf& B 7R Local Users (AH#bAF) TiHE.
2 f£UserID (AR ID) %lfh, BHEAF IDHKS.
1% 2 7R Users Main Menu (FAREHH) TTE.
3 7t SSH Key Configurations (SSH ZB$AACE) T, %1% Upload SSH Key(s) (_E#i SSH #$H) , AE&E T Next (T—F) .
18 &7~ Upload SSH Key(s) (_E#; SSH #48) Ti@.
4 BEUTARZ—L# SSH %4A:
EHEHZHH
HERHIAEE HI BT AE.

BXEZER, 15S% DRAC Online Help (iDRAC BXHLEEN -
5 BHNA.

{£F RACADM _L#; SSH #4H

FE L# SSH &4, EBITUATHS:
O) | FE: EEAMEHZAR R T



FFFAH RACADM: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
3t F1E Telnet 5% SSH BYIEFE RACADM: racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

flan, EERAXHERERERLBBE—NEHZEFH IDRAC AR D2, BEITUATHL:

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key
® | 5¥: - £ EIRZE telnet/ssh/serial RACADM £ %5

#FE SSH F4H
ERIEELE £32) iDRAC HIZ4H.
ffEF Web REESE SSH %44

&F SSH %48

1 £ Web RE, % % iDRAC Settings (iDRAC & &) >Users () .
IttFt4 8 7R Local Users (A#BRF) TiE.

2 fUserlD (BFID) %%, BEAFIDHS.
1% &7~ Users Main Menu (FIPESE8) T1E.

3 ESSHEAEET, ®FEE/ME SSH E4, REEFT—H.
152~ View/Remove SSH Key(s) (E&/Mkk SSH B$H) A LZFHIFMEE.

fips: SSH %74

AR ARZRZA, FRAREEEARERREN, URIRMER.

£ Web A mEMER SSH %A
IR SSH 4R -

1 £ Web RE, % Z iDRAC Settings (iDRAC i&E) > Users (AAF) .
ItkAt& B 7R Local Users (A#bAF) TiHE.
2 ZEIDFH, EERFID &S, REET Edit (RE) -
1% &7~ Edit User (4R3BHAA) TTME.
3 7£ SSH Key Configurations (SSH Z4ARIE) =, i£#¥ SSH &4, ARS8 H Edit (RE) -
SSH Key (SSH %) T £~ Edit From (%3 H) #1%.
4 SIEMLRIZEEIE Remove (BB , AE%T Apply (A .
FFr 12 2548 B4R B -

{£F RACADM ffif& SSH #4H
R SSH 4R, BT TS

BEZEH — racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
* FFEZ$H — racadm sshpkauth -i <2 to 16> -d -k all



B E FH P A AR

AR B A B EPIRMAPIKF (BEFAEAREH) , LUER DRAC EREMAGHEF RER M. BABAT, B
EHESMKAFECE DRAC, FUABAT, DRAC RRZMEBRIRGREREE. (FAEER, BULURERFIKS, URITHMERA
i7718] DRAC. BXEZER, ESRMSRMBRAN

TRV E AR PSR P ERRS, 30 Microsoft Active Directory 3% LDAP, LUSER K, A BRBRSARE— N EFH
B RERFZIE A KA

iDRAC X #ETABITBIAEG—EXKNIRNAR. ABRAUEEER. #ER. RiESE. ABRATEXTRIRANR.

iDRAC A PR &It R
BERNR P2 NERTR
BLE A A A

EZ & Active Directory A3
feZiBMA LDAP P

iDRAC F P &R

iDRAC B IR BFRENBT—RIRSZREK. BREA:

#<.18: iDRAC At

Banx—K A—R PR

EIER EHER Bx. BE EERAF. BE. REEH. HEEMTSIE. HEEBN
B RGe#ERE Bl

BIER St ’fsﬁti BE. RgiH. HEELNESIE. WEEMNR. REHRE B
i

Rz RERR BR

x P x

TRIEAT A FIR:



. 19: iDRAC PR

Barx—& B— A
B3R 3 iDRAC SIFRA PERE| IDRAC.
B E fi & iDRAC RIFAFEE DRAC. BitiZiR, BPRATEERFEEIE. ERIEH

a. ERNR. FAHE. RERE. FhE%E. BIOSiEE. SCP .

O | & BERAERESBAORERR, §iiBIOS REHD.

RERR BEERF M AR AR VFHRE A P E R G
H& AERREE ERAPALRERRREMHE (SEL).
s IR E RS A ENNRFXIEHF.
inEEREH & mEENEHaEER B EAFPATEBITEMEHE.
TRk
gy oo
B EEM AT B B EEMAT B e PR LS TAE R EMAT B
Rl MR E R AFUFELBANFR L ZRA P LEMERNEHEUREBRHHATIER.
iR WITISHR S A FRLUEITISE &<

EWEANAR2MERFRH

AT R XA QR AE R A A R R R E R PR IAIER.

| i#: BESREFE—IASTFEN—NMIEFE, —MFN—MHFH.
BIE A% FOERRY, AU 2

% 20: RWUBERANAPEFH

FH KE
0-9 1-16
A-Z
a-z

THES%&()F/2@[N]A_ (|} ~t<=>

R 21 B AN EBFR
FF KE

0-9 1-20

A-Z



FHF KE

a-z

I HES%&(O)K, /2@ [N]AZ T { Y~ =

® | T GHBUESERMFFNRAFAEMER. B2, Del BIUERLLATIHNFH, URRMEAEONFZSM.

@ | F: MEXENA P RNBLP LA TNFHFERMELZREVRERN. iDRAC TiFiBidHEHAE W AMELZEREPHEYF
FEFEFE <, >, GBES) .

i BYUERB/\IMRESFHNEREN, FESIEFE. AEFE, HFNEHHRFH, UEEReN. CEUENELE
B (RATEE

BB 73t A P

BT LU 45 E I B PR 7E IDRAC HECE %14 16 NAMA R . AEBIZ— IDRAC AR, BRIEREFAEMHERTAA. BAILfE
AXERAFMRRISER RS, BEffAE. ERLUEREM DRAC RIFAE (B) Web FE. RACADM 3k WSMan) B A P& F
B, HETERSERS A A SNMPV3 BE.

£/ iDRAC Web R HEECE AR~

ERMANECE A M iDRAC R -
@ | & B RABEE R FRIRZ SR DRAC A,

0]

1 7£iDRAC Web E M, %% iDRAC Settings (iDRAC &) >User (FAF) .
ItkBt4 27~ Local Users (AMFA/) TE.
2 AP IDFH, EFEAFDHSS, REST Edit (G .

Ol BA1BT PMIESRR, EREESHRE.

&7~ User Configuration (FIFELE) T HE.
3 /0 User Account Settings (F ik AiZE) F1 Advanced Settings (BRIEE) FMIEEUE BRI,

Olx: ERAA D #EEAANAAL. ERHEARE GHOBR) . EhTUSARAN LAN SURES]. BT O40R
50, LAN ERITIRES. SNMPv 3 i, ISIFRBFRFARE., FXEERMWEZER, 18E1R /IDRAC Online Help
(iDRAC EX#1#3Bh)

4 B Save (R7F) . HISBIEABMENIRMAF.

£ RACADM ECE At~

® | E: DI F root B3R BT Linux 2% E3T RACADM 4.
&R LAfE F RACADM BLE—4 3k %4> IDRAC A F.
EFEREREERERBUTSEBEESZ () IDRAC AF:

SEATIHHI RACADM 7R fl, 8I# RACADM #r SHIMALIESCf, REAZNZERG ERITIZHAE .
EFERAR—EEXHHNEEE R % L 63 DRAC BLE SUHFHIT racadm set FH< .

IRIGEABLEFA DRAC S E BB A racadm racresetcfy ©9%, MIIERE REEHE _LBIAR iDRAC AR &FER., racadm
racresetcfg a4 &A% IDRAC Eig AERIAE



O | E: E—EeEE, TUERMERRF. Bk, ARES] IDRAC LTRSBTRRNESS.
EWERFRREREE, BIRSIFADRUTHS (1-16):

racadm get iDRAC.Users.<index>.UserName

ZANSHINXR D 2E5HYFIE—LZIIE. FIHFE R iDRAC.Users.UserName=. IRAPRBERE =/, WERAESIH
S

® | i EAFIA

racadm get -f <myfile.cfg>

FEERMmE
myfile.cfg

X, HPBEHRE DRACEESH.

EHAFEA SNMP V3 383, &R SNMPv3AuthenticationType. SNMPv3Enable. SNMPv3PrivacyType 3% . BXEZLER,
15415 dell.com/idracmanuals _£ i RACADM Command Line Interface Reference Guide (RACADM &S {TRESEEE) -

MRGERARSEEECHREERF, i&5EH AuthenticationProtocol. ProtocolEnable 1 PrivacyProtocol B 143 /2 SNMPv3
I63iF .

&£ RACADM 77m iDRAC Fi

1T RERSIMARE.

racadm set idrac.users.<index>.username <user name>

2 iR
<index> E—HREPZES|
<user name> RR&

2 WEH.
racadm set idrac.users.<index>.password <password>

3 RERFPIUR.
BXEZER, 1557 dell.com/idracmanuals L3i21itH iDRAC RACADM Command Line Interface Reference Guide (iIDRAC
RACADM & 1TRESEER)

4 BRRARF.

racadm set.idrac.users.<index>.enable 1
EWE, BERUTHS:
racadm get idrac.users.<index>

BEEZEL, 1559 dell.com/idracmanuals 312 H iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

B EBNRA iDRAC AP

EREAHEEEMNRNAR (ETHERIRND
1T HRETRAARFPRS.

racadm get iDRAC.Users <index>

2 ERFAPBMEBEREANUATHS.

racadm set iDRAC.Users.<index>.Privilege <user privilege bit mask value>



@ |3 RIABUREN 0, TRMAFRERAEMR. WBEERFSURNARRLENSIZE, 1§25 dell.com/

idracmanuals _E# /DRAC RACADM Command Line Interface Reference Guide (IDRAC RACADM & & {1 R FSE458) .

AL E Active Directory i

WRER A BEM Microsoft Active Directory B, ARARI AR E1ZEK {4 LIRS IDRAC BITIEIMNBR, MM 2 fm B RARS vl
AR PR IDRAC A PHRFZTIZS. X R —BURAHIINEE

®

3E: Microsoft Windows 2000, Windows Server 2003 #1 Windows Server 2008 &{E &%t 35 Active Directory iRl
iDRAC A .

fErT L@ Active Directory BLE Al P MIEIELIERE] IDRAC. BEFLURHETABMIRN, FEEREASMAFEERFER
R

%f iDRAC {$ F Active Directory I&iF BYRIIR &4

ZE{FF iIDRAC By Active Directory B3 IEIEINEE, IBFREMITTIIERIE:

EBE A Active Directory EAliZ2H), BXEZEE, 1HEF Microsoft M.

1% PKI &34 Z| Active Directory EAiliZ244. iDRAC {F FFrELHERZEH (PKI) HLHISREZ£IIE Active Directory, BXEZEE,
15517 Microsoft Wik .

£ DRAC ERZIMFBEIESIR LERREERFE (SSU), UMIEFRAEEHISRNR 2.

Al HIsE EE H SSL

14 iIDRAC j&id Active Directory 1HiEHI 2R I8 IE A RS, BIERIEITHISBEI—1 SSL 218, EXERATEAN, BiEHsEAmELmEiA
JEHLA (CA) BERIEP — BRIEB b 53] iDRAC. 0 IDRAC I8E AF/aAEEHI88 — it BHRIT 2 FIisHIs — ixduisH|sgas
MEHFRE CAXEBRRBAT SSL WIER.

R 1EEF Microsoft Enterprise Root CA A4 BRI R B IBIEHIZS B2 SSLIE+H, MwAsn:

N

FEEMIEIEHIEE LR 3% SSLIE.

2 BEETHISER CAIER S HE DRAC.
3 5\ IDRAC Ef SSLEH.

REBMYIEHIRFHY SSL IEH
%45 MEAHIBR) SSLIE

g Start (FF43) > Administrative Tools (BT H) > Domain Security Policy (JfZ£5%H) .

RN

2 [RFF Public Key Policies (AH#EAKEE) X3k, A#EE T Automatic Certificate Request Settings (EEIEBHIFRE) H 5
5 Automatic Certificate Request (BEENFHHRIE) .
18 &7~ Automatic Certificate Request Setup Wizard (BahFHBRIFREES) .

3 B Next (T—2#) Hi%3¥ Domain Controller (IiiEHlIgE) -

4 B Next (T—2b) , AAFE S Finish (5ER) . SSLIEBEZR%E.

R HIER IR CA JEH S ZE iDRAC

@ | 3% MRRGIE(T Windows 2000 SEEAMIIM CA, UTFHETHERR.



ST HIZE R CAIEB S = iDRAC:

235 1T Microsoft Enterprise CA RR S RIS EHI2S .
BEFE > BT
HIN nme, R8T OK (HXE) .

7 Console 1 (FFI& 1) (MMC) BO, 2 File (32fF) (F£ Windows 2000 &%t LM% Console (FFHIE) ) Hikiz
Add/Remove Snap-in GRM/MERERESTT)

5 7 Add/Remove Snap-in GiEi/MiFAERET) EOF, #E Add GRM) -

6 7 Standalone Snap-in (i EIEHIT) BHOF, i£IF Certificates GEH) FH &t Add GFm) -
7 1% Computer GitEHL) FHEF Next (F—%) .
8
9

DN -

EERHEN, 255K, AERTHE.
7£ Console 1 (#&#HI& 1) BOF, %3 Certificates (JEF) Personal (™ A) Certificates GIEH) xiF*.
10 HEFABEETIR CAIER, EEFEES, RELHBE....

1 f£ Certificate Export Wizard GEBESHES) , #i Next (T—H) Hi£#F No do not export the private key (5, T2 H
BEER .

12 B3 Next (F—25) FHi%ki% Base-64 encoded X.509 (.cer) (T 64 fr4mfday X.509 [.cer]) 1A .
13 B Next (T—®) HIFEBREFEZRFE LHER.
14 BELER 13 PRFIES LEE] DRAC.

B\ iDRAC [E {4 SSL iE$H

iDRAC SSL iEH 2T iDRAC Web AR ZE5HIMERIER . FTE iDRAC 1ZH| 58 L BBUAB ERIES.

405 Active Directory BRZ5 3518 B H7E SSL SIEVA UM BRIIER ik, EHEEHR DRAC AR SIS L15%) Active Directory 3
#%. R Active Directory £ SSL AV EABI A MITE PIRIEIE, MAFTEX—FINSE.

O | i MRRGLEST Windows 2000, M FHBAEETF.

@ | 7%: a5 iDRAC [E# SSLiIEH = CA FREFH HiZ CA RIER LM THIEHIRN “SEEMRINENG" JIkP, HIRITE
gLl B

% IDRAC El# SSLIEH SN BB EIEHIZREEMIERTIR:

1 {ERALT RACADM #5< T3 iDRAC SSL S :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

FEIEHIZR £, $TFF MMC 251 8% OFHEFIEP > SEERHRINENA

ARPEIER, ERREESHEEIAN.

BET—PHRNETE SSLIERTH.

EBMIIEH R ZEENRIAEN M+ R 5K DRAC SSLIEH.

MREREBCHIER, FRERAIEBZZN CA LTAMENRIEBNATIRT . WRZNARETIFRS, NLRERBHEIE
R EREE.

BETFT—HHEFEREBE Windows RIFIER LR AR FIEPFHEE, HXTEIFMEFMEEX.

BEHESERFBTME. ¥ DRAC B SSLIEHR SR EEIEHIREEMIERTIx.

S #5189 Active Directory I&3EH1 &I

AT U AR 75 3% B Active Directory E X iDRAC B b a1 iR :

o DN NN

T EZFHBRRF R, {NEH Microsoft RIZRIA Active Directory AXH &R .



FIRZEHIER T REA B E XM Active Directory 3t .. R A RIEHIITREE Active Directory P, BIRHETHRAMRIEM,
BB EMIRE R E IDRAC LB E A FifEI 4t bR .

¥r/HEZE49 Active Directory #E3T

W B 7R, A Active Directory SERR {5 FAFR/EZRMIZEE7E Active Directory #1 iDRAC &8 TELE -

1: & Active Directory #7/E424E2 S iDRAC

1E Active Directory 1, FRfEEXMRAERELHE. BB DRAC ITRIFSRMA PR IZAGRENRRA. A TIRFIZA P4 E IDRAC BITh
BIHPR, FHEEFE DRAC LR EARGEZMEEER. AEMREAEE IDRAC EENX, MAR Active Directory H. %1
IEEA IDRAC FELE 5 Ma&E. RIIARSERTRIANBEERIR.

&. 22: AR BARR
2 poti:] RRIABL PR RS T H0R UEE T

AEE" x E 3 iDRAC. BZE iDRAC, 0x000001ff
BEERAF. BBRAE. TR
St s. THaELEH
a. WiEEMN R MR
R MITIZHISS

AtE 2 x %3F3F| iDRAC. BLE iDRAC, 0x000000f9
HITHRS BRizH 44, HEE
EF A WEEMA R,
ER, TSRS

AEES3 x %% iDRAC. 0x00000001
Al 4 x RAE DR 0x00000000
AEE s ¥ BESENR 0x00000000

@ | “firims” {ERE7ERA RACADM & BRES MR A .



BB EFR

MRMBERAFPMNAGE (BFEHREH) EHEEEY, MNEEE DRAC LR EFEHSFbit. EXMEERP, XRHHFAE
e it

WRFAAERAFAMARE (BIEHREH) REBZ MNP, WAZ7FE DRAC EEELFBERRSHF L. EXMEZEFRD, FE
AEeEMRER (NRE) LI ABREER,

it E¥5HEZ22449 Active Directory

TR SHRELEH Active Directory Z A, 15H{R:

« 1&E7 iDRAC Enterprise Al IE.
ZECEE AIEIEHISR A AR 5588 LT

© FR%HEE LAY dat. BHERAFRXERELIR.

+ DRAC MEI&EEEE, 3(&E7E iIDRAC Web FHE+H45Z|] iDRAC Settings > Connectivity > Network > Common Settings LAFC & M
EIZE.

EfLE iDRAC LL#1T Active Directory B Rifial:

1 £ Active Directory BR %588 (18iZHI88) £, 3TFF Active Directory I PHITTEHLEIRETT.
2  fli DRAC HfA .
3 7 iIDRAC _Ef# M iDRAC Web FiEsl RACADM BLEHZ . WA ENIR.

&£ iDRAC Web A it E B Arr/ELRIRY Active Directory

@ | #: AXREFRIES, HS 5 IDRAC Online Help (iDRAC BXHLEEED) -

1 7£iDRAC Web REH, % = iDRAC Settings (iDRAC iZ&) > Users (FIP) > Directory Services (BFR%) -
FEEN 2~ BRIREZRE.

2 1%#% Microsoft Active Directory i£1i, A58 Edit (RfA) .
FEEN 2 7= Active Directory B E S&IETIH .

3 B Configure Active Directory (BZE Active Directory)
1% 2 7~ Active Directory Configuration and Management Step 10of 4 (Active Directory ELEMEIESE 145, k4 E) E.

4 %5 Active Directory (AD) BR 5 =2 1B{ERT, AIEFERAIEBIRUEH L3 SSL EZEVIRLERE R A RAEN A S BB FIESR . 3
Tk, StEEEITHIRME/ER FADN . XEET—NMEBTEKR. Eitk, NEMEZEEPIEHECE DNS .

5 Hf Next (T—£) .
1% &7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory BLEMEEE 2 4, £4$) A,

6 B Active Directory 35 *TF Active Directory IREHBFMA KM ERFE . tksh, I5ETE DRAC ERiTFEH IDRAC WA
35k B8 Active Directory BN 5z AATE] .

O| s MBIEPRIFT B, ERERSHERSBBI A2 F4% 5 FQDN. HfR IDRAC Settings (iDRAC &) > Network
(%8 .
7  B#EH Next (T—#) . ¥4 E7R Active Directory Configuration and Management Step 3 of 4 (Active Directory Bt EFIETHEE 3
*, H£4%) mm.
8  1%i% Standard Schema (#RfEZRH) HEE Next (T—H)
1% 2 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory ELEMEIEE 4da £, £ 4 %) A,

9 ¥ Active Directory 2 B4R Ik 5538 UL B H 5 E A THRAVA PRIIUREAE.



10 E Role Group (Ff4R) ELEMREZMIER T A PRIIEHIRHURES .
% &7 Active Directory Configuration and Management Step 4b of 4 (Active Directory L EMEIELE 4b 2, £ 4H) TTE.
1 IEEMRH LT Apply (RIF) -
18 % B H &7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory EL EFIEIREE da 2, 4
) M.
12 BEHETER. FEZRMA Active Directory % & BNEL B 26 .

{5 RACADM it & R G #rHEZRHEY Active Directory

1T ERAUATHL:
racadm set iDRAC.ActiveDirectory.Enable 1
racadm set iDRAC.ActiveDirectory.Schema 2
racadm set iDRAC.ADGroup.Name <common name of the role group>
racadm set iDRAC.ADGroup.Domain <fully qualified domain name>
racadm set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address
of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address
of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address
of the domain controller>

o MINIEITHIZSHE RIS (FQDN), MA =AY FQDN. 80, AN servername.dell.com MA s dell.com.
- BXBEAGEANRNAIERLE, FSRSAAGHNER,

o BRRECRE=DEIESIS I R — 1. DRAC ZIMERZR SN ECERMIE, ERSIMIIERE AL, ERRER
HaRt, XLEF R AR & BT FERYIEIEE BR At .

« RERPKAMARELTAEEN, fRERNFFEERHERMSE. AL MEHNERT, RATUERERE.
- MRIEPEIECEM, BAELFERPIEER FQDN =% IP ik ws 515 mii5H IE B A E sk F 2 % A & iR F R ITEC .
© EESSLEFHIETERIEREIE, ERAUTHS:

racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

AT, THLBNENS (CA) TS,
© E7E SSLIEFIREPEEHITIEREIE (FIiE) , ERAUTH<:

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FURERT, LOERUTHS L CAIEHR:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

® %ﬁ é“?';iif*‘gﬁﬁﬁﬁm’ IBE BT SR AR S A5 it F1 2 B4R T FQDN. R DNS 43T > iDRAC R E > M4 TIE
AT RACADM & a[ER .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2 R DRAC EE/ZH DHCP # B E&HEFER DHCP AR 5251 AY DNS, MEMIAU T 64 :
racadm set 1DRAC.IPv4.DNSFromDHCP 1
3 SR DRAC LEZH DHCP & &8 F i DNS IP tifik, EH@ALLT RACADM %4

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>



4 MREERERFEHIIRUEAERE Web FARIAFTMARFZ, WRMAUTHS:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

B ZAALE 40 MRAFE, RIHSNT 12140 2 (8.

3 R 4544 Active Directory k%

R R IRHMAEER S REZE Active Directory 22493 & .

i RAR R EMIE

R ZaH(E A Dell KEAXTR AN IDRAC PR . XIFFEEEEWBE TR FHEEFIPREER iDRAC. Dell XEAXTRBIZRIA TS B4EHI T2k
(ACL) A IFEEE AN EIERETE iDRAC WM RAIRFEE.

FOAERT, Dell KEEIFR AR Active Directory STREVEF IR, WREZ A Dell REAITR A E, MiZRBLST R BV ENPRIFIR
FIMEAPFE. XS SFEA DRAC IRIEEIMIUR.

BREWERY REM, Dell EBWAZRAEY RIS E A Dell KEAXT R ALK

Active Directory 22433 &

Active Directory #¥E 2 /& 1450 2664957 7 zC##5 /% . Active Directory RS & MM LUAZE LA 8 S ERIRE PRI HIERE ., AP
REREREENLN—NRG. BPRPEABMEN—ERGISFERFANEE. BK, BIESEE. SaLURERNE MmN E4Hm X
FH & Active Directory ##5/E, LUBESFEEXR. Del I BT M, UBHFELENEY, Z#HFEA Active Directory #HTIRIEEIRS
RIGIERIRAN .

AMBIMEENEREAFEAN B EEH 0BT E— D #TEN . AT RE D EEMTIAIM—, Microsoft 437 T —
Active Directory STRIRFIFF (OID) #iEEE, LUEARERT BAMBIZAHT LUREE—EHF BT EHMARLENRK., B R
Microsoft Active Directory HHRY4EHS, Dell YL EI T7RMNEI B RARSRIBMHEMLERIME— OID. M—¥ BB URM—XEEM D.

c PFRBABRE: dell

* BaseOID&: 1.2.840.113556.1.8000.1280
RAC LinkID SEEl&: 12070 to 12079

iDRAC Z49# R 52

Dell # R T ZRMIANBIE KB REMWFRMN . XEBUAIRTHEE A ENIRMNA A SAEER — 1521 IDRAC 8 & . ILE
SHEBRREETRANREN, ANE LXFZHAEMF. DRAC 1RF DRAC R&EHE, +HEIRE.

STFEIBES Active Directory 2R LA I TH IR BIMLE LRI E IR DRAC %%, BEIBE L — P XKBETRFI— DRAC &%
R, EAIUBEZNKHENR, SNRBENREBATILZEHZIEEZNHEA. AFAES DRAC IRENR. FAFFIIDRAC AFAA
A AR R AR 5

i, BNKRBEXIREAENEE (8, ATLUEERAR. AFPESE DRAC IREZMR) Bl— MR R, REISIFEIRRIEFNFE
iDRAC % & EBIEANFH PHUR.

iDRAC & & X 2% iDRAC ElfrY5E3E, BT & Active Directory I TIIERIZIN . 1% DRAC iRMBIM®K G, BB RLIER
Active Directory Z#RECE IDRAC REIEE XS, LUER A& Active Directory $UITIIEFIZI . ok, BIRRITAHIE iIDRAC
AMBZE D — KRBT R LUER P REB I TINE



TE R R AR MBI FERR KT

(/ iDRAC
\ Association Object

e ™~ e s ~

[ Users) d ST /" iDRAC
A Groupl(s) HYIgER e Device Object(s)

2: Active Directory XS EyHLBIG E

GAIURBEEEVETERENXHENR, B, BUANEEL—PXBHENER, FAMK ELES Active Directory R IEIT
iDRAC I&iEFIFAIE A IDRAC & ZWAFIA—1 iIDRAC I Z 3T K.

KEMRATEEEHENRAAM/FHEUR DRAC REXR. AT, BMRENRRABE—MURIR . KEEXTRATERZT DRAC
& LRARIRMA R,

37 ADUC MMC E32 B 7T Dell 3 R R 2 1155k B AR AR X & F0 iDRAC SRS XBAITRIH#AITREL. Del I BARIFIERBEH
fthig A2 SR IDRAC SHERIN AR BT KRB TR R

AR BN EEERAER, FE—EBERAEERXIKXR. Dell Schema Extender 22 FTZF B2 BIBIA KB R 2 A
‘B, TaeSkEHMEBRE—EER.

RBEMEMAR. BPASBRENAFPERTLURMBI XS R P . I RIEMBIRS RZIFIREE Microsoft Active Directory ft i
B 2 AN 2z (B RO AR {RT F PR 28 BU RN E (] F 4.

KRERI REArIR

1 RAEMIEN S SR TR XK R SE—RA FEXHA R R RAETRER. REZ, ¥ REGEIEATURBANIR, U
WRPHASRE—R P XN RRG RS A S SR BRIBRES .

TERME T —MERY R RINRA =B



Domain 1 Domain 2

& 3: AR R
ZERRANERETS — A1 F1 A02. Userl Bid A EBENTR S iDRAC2 £EE.
¥ R ZMIEER AR B A XA R PR R A E S ECASR, SBPRMUARR, NmERFPRERANBIRES.

EK%M¢,%aWﬁamMDLMHMﬂPmNWEmeﬂﬁﬁ@mmrumMw&U%Qﬁﬁmmmﬁmmmmtw
Privi iR . B, WERR Userl ATEE Mg, MARTURAERS.

BLE 3 B 424 Active Directory

ERfPE Active Directory LLij5[a] iDRAC:

1 #RE Active Directory 2244,

2 ¥R Active Directory Fl FFITEHETREATT.

3 ¥% iDRAC A P REFHURME] Active Directory.

4 {$/ iIDRAC Web &3k RACADM EZ & iDRAC Active Directory B4

@ Active Directory %244

3 Active Directory Z2#IE S 7 Active Directory Z2#Hh7 N Dell 4A4R 8 5T, FHEFBM UL RIBRI B R. I BEEZ
BT, FRREEMNESESHE FSMO ARREE EHARMEERIUR.

@ | #: e RHRSYT REFLREMTRE. REHRETERTF®~S.
@ | & I RIAEBT LI ZBARAR =5
AERTME—T Y R :

Dell Schema Extender 2\ FT2F

LDIF Bz
WRER LDIF BIASCHE, MASY Dell AR B TRMEIZE S,

LDIF 3zf4%0 Dell Schema Extender 43 BI4LF Dell Systems Management Tools and Documentation DVD RS T B R :



* DVvDdrive A\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\LDIF_Files

* <DVDdrive>: \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\Schema
Extender

E(FH LDIF 3, 1557 LDIF_Files BF % BiA 4493508

AT LAMEEALLE E5I33IE1T Schema Extender 8 LDIF 324

{85 A3 Dell Schema Extender

Dell Schema Extender £ SchemaExtenderOem.ini 3Z{F. ZEf#f{k Dell Schema Extender 22 iZ2FFIEE T1E, H2ESUt
XHERETR.

1 7£ Welcome (Fill) & L, B Next (T—%) .
2 REHTERESL, RAEREFT—F.
3 1% Use Current Log In Credentials (fEFi HAIRERER) N EBLRMEERNIRMA 2 F1ZL.
4  BEFHET—HE1T Dell Schema Extenders
5 BEHEER.
BT R EWIFEMYR, 5FE A MMC $1 Active Directory ZEHIETE 8 TT3RIGIE HKFEM BB GHE. BXEFER MMC 1
Active Directory 22 EIR B TRIEMAE R, 152 1% Microsoft I BE3Z .
RKFBEM
<. 23: Fn3 Active Directory ZE#rh 3 zE &
KB SEHFTRIFIRES (OID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.711
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.71.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.11.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.11.5

%%. 24: DelliDRACdevice 3£

oID 1.2.840.113556.1.8000.1280.1.7.11
iHRR X3 Dell IDRAC % #& . iIDRAC WAZ7E Active Directory FECE J3

deliDRACDevice. IELE {# iDRAC AI§R 2% B FiA AN
(LDAP) &if) % 1% 2| Active Directory.

el e
Bk dellProduct
B dellSchemaVersion

dellRacType



2. 25: delliDRACAssociationObject 3
oID

1.2.840.113556.1.8000.1280.1.7.1.2

LA
et
FE

B

%%. 26: dellRACAPrivileges 2
oD

R Dell XXM R . KEMNRATREA PSR & ZEHEE.

LA
28
dellProductMembers

dellPrivilegeMember

1.2.840.113556.1.8000.1280.1.1.1.3

LA
et
FEE

B

. 27: dellPrivileges 3¢

73 IDRAC EXAXBR (RAALFR)
L ENES

T

delllsLoginUser
delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

oD 1.2.840.113556.1.8000.1280.1.1.1.4
ERA FA1E Del £BR (IRAUANBR) AOEAFA.
e bt EY B

B AR

Bt dellRAC4Privileges



5. 28: dellProduct 2

oD 1.2.840.113556.1.8000.1280.1.1.1.5
L Fi B Dell = MikE FrRIERIE .
N DESid £ AR

FE HEN

B dellAssociationMembers

5=. 29: i#/n#| Active Directory a0 B B9F1F=

BEaFR/5REA SECHY OID/BEX RARIRAT E:-0 |- |
dellPrivilegeMember 1.2.840.113556.1.8000.12801.1.2.1 FALSE
BTt E M dellPrivilege %5 A% A5 HEZFR (LDAPTYPE_DN

%=. 1.3.61.411466115.121112)

dellProductMembers 1.2.840.113556.1.8000.12801.1.2.2 FALSE
BTt A &EH dellRacDevice AT HEZ R (LDAPTYPE_DN

DeliDRACDevice & 5. LLEMRZ 13.61411466.115121112)

$&18] dellAssociationMembers 5 I1E §E15

RYIE [ 55HE .

$&32 1D: 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
MRAFPEGEENEREBR, WA % /R1E (LDAPTYPE_BOOLEAN

TRUE. 1.3.61.4.11466.115.1211.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
MRAFPEGRENREEMR, M)A  /R{E (LDAPTYPE_BOOLEAN

TRUE. 1.3.61.4.11466115.1211.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.12801.1.2.5 TRUE
MRAFPEFRENRAFEENR, N #H/R{E (LDAPTYPE_BOOLEAN

33 TRUE. 1.3.61.4.11466115.1211.7)

dellsLogClearAdmin 1.2.840.113556.1.80001280.1.1.2.6 TRUE
MRAFPEFRENHEEBBRNR, N #H/R{E (LDAPTYPE_BOOLEAN

33 TRUE. 1.3.61.4.11466115.1211.7)

delllsServerResetUser 1.2.840.113556.1.8000.12801.1.2.7 TRUE
MRAFPEAEENRSFZERNR, H/R{E (LDAPTYPE_BOOLEAN

¥ TRUE. 1.3.61.4.11466115.1211.7)

delllsConsoleRedirectUser 1.2.840.113556.1.80001280.1.1.2.8 TRUE

MRAFEFRSHEIITH AR,
% TRUE.

5 /R{8 (LDAPTYPE_BOOLEAN
1.361411466.1151211.7)



Bt/ SER OID/EET REFRFF BE

delllsVirtualMediaUser 1.2.840.113556.1.80001280.1.1.2.9 TRUE

MRAFPEFEENEMN RAR, N #H/R{E (LDAPTYPE_BOOLEAN

# TRUE. 1.3.61.4.11466115.1211.7)

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE

MEAFPEFEZFMRERAAN f/RIE (LDAPTYPE_BOOLEAN

BR, MI% TRUE. 1.3.61.4.11466115.1211.7)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAFPEFEENERGSEERIN H/R{E (LDAPTYPE_BOOLEAN

FR, MI% TRUE. 1.3.61.4.11466115.1211.7)

dellSchemaVersion 1.2.840.113556.1.80001280.1.1.2.12 TRUE

LHIZRMRRAN R T B 5H. ZEEKIINEFRT &
(LDAPTYPE_CASEIGNORESTRING
1.2.840.13556.1.4.905)

dellRacType 1.2.840:113556.1.8000.12801.1.2.13 TRUE

Itt/E 12 deliDRACDevice WKRHIHAT ZERA/NSFHH

RAC 28I &% 5 (LDAPTYPE_CASEIGNORESTRING

dellAssociationObjectMembers Hii#t§EiE 1.2.840.113556.1.4.905)

ERGEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE

BTt =& AT 55 HEZ R (LDAPTYPE_DN

dellAssociationObjectMembers B9%1IZR.  1.3.6.1.411466.115.1211.12)
B 23 dellProductMembers $53E/2
4 I (B $E R

$EHE ID: 12071

Z 4T Active Directory i PFIITEHEIRE TTH Dell # B

3" Active Directory FREVZEHET, EaAS & Active Directory P BN EIR ST, UFEEEREBETE DRACIKE. APMA
F¢H. IDRAC XEXF1 IDRAC 1R .

£ Dell Systems Management Tools and Documentation DVD 23 R G EIREART, AT R EEi3525i%F Active Directory Users
and Computers Snap-in (Active Directory FAPAIITEHLERE L) ETURT REEHE L. 1ESH “Dell OpenManage Software Quick
Installation Guide” ( {Dell OpenManage ¥ IREFREIGFE) ) , H—F THRIMTRRERZEIRRME. 3F 64 {iL Windows IR1ER %K
ki, BEBTREREFNT:

<DVD 5Ezh8&>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIn64

A3 Active Directory A PAIH BN EREATHNEZIER, 1ESH Microsoft BERRSC .

1% iDRAC A P#n# PR 7 NZ Active Directory

{2/ Dell # FRHY Active Directory I P EHEE ST, B LIRSS KEKMMRITEARM IDRAC A FAFIR. ZRME
MR, BEPATLATHRIE:



B3 iDRAC B &I HR
BEPRIT SR

B KB R
FESOEFNIEI P FFOES

] iDRAC i & X%

E0/32 DRAC ®RENER, HEBITLATHRE:

1 7£ MMC # Console Root (#ZHI&MER) HO+, ARBEE AR

2  i%%¥ New (¥1#) > Dell Remote Management Object Advanced (Dell SZEEIEIR) -
15 &~ New Object (HTEXR) BO.

RGN B IR ZBHRLASEAEFEH DRAC Web REELE Active Directory /B MR K iDRAC BT HEE.
1%£#% iDRAC Device Object (iZ&FIR) , AFEE OK (FAE) -

B IPRIT R

EOEAIRIIR -
@ | i#: b REARL KB R Y E— DB SRR R

1 AEFIERYA (MMO) BOT, AREF—IAE.

2 i%3#% New (FTE) > Dell Remote Management Object Advanced (Dell BT IEEERTR) -
1% 27~ New Object GFEXMR) H0O.

AT RN BIR

i%#% Privilege Object (#UBRXR) , AFEE OK (FEE) »

AR EHEEMNBOR R EEBM.

& Remote Management Privileges GEFEEIEMPR) ETT-FH A M P EE SR

B KRR

BOEREMR, ERITUUTHRE:
@ | #: IDRAC XBAMRMABIRETIR, HEERZER K" .

> o1 N W

1 EEHSRTA (MMC) B0, ARSHF—IER.

2 i%3#% New (HH) > Dell Remote Management Object Advanced (Dell BEIEEERTR) -
RGESBRHENRED.
N R B IR HIE IR KB R
%% Association Object (REEXT&R) HISEE, SAFEE OK (FAZE) -

5 [EYIER PRI E) 8 2 A S Bk X 5 AT i) AR .

AR R P17 EIAR
B EER PR 5 01 A SRR RO IR

% 3| Administrative Tools CEHET R) > ADSI Edit (ADS| #&%8) . 14 &7~ ADSI Edit (ADSI 4&48) & .
EAMERS, SMEEBHXENR, AERTHILE Properties (Bi4) -
EREETF, BHFM.

# N Authenticated Users, Hifi Check Names (EZFR) , AB/HEE OK (ME) . WIEHIFA A% 1Z] Groups and
user names (AR &) 7%k,

5 HB#OK (H:E) -

DN -



XTSRRI B X EEXT &
FAXBEMNKRBYED, ATXBBAASAAE. MRS IDRAC & &8 iDRAC & &4H.

SRR LU N 4B AN iIDRAC & & 4.

i) el Pt
ERMARFRSAFAE, BERITUUTERE:

1 ARBREXREMSIERREM.
2 EFERPEDR R TRM.
3 WARPSAPARMRIEE OK (RE) .

AR INALBR

ERMAR, BRITUUT4E:
# Privilege Object (FUBRXTER) I+, ISR ERMEBIIIE DRAC B &ZIHE X A A A AR XD . REE— MR
POESAYIE| P E SO

1 1%E¥ Privileges Object (#RBR¥IR) EI+, HEH Add GRMD
2 AR REBRFRERE.

3 HE& Privilege Object (FPRXMFR) £, IFPRITERMEBILEIE DRAC & EX AP A AARREI KB . REEE—1
BSOE-SIEIESESOE -

751N iDRAC &% #k iDRAC & #&4H
ZER N iDRAC % #& 3k IDRAC & %40 :

1 EFESEERFFEERm.

2 M\ IDRAC % &8k iDRAC B &HBIRH B HHE.
3 EBRMEOS, RXBEENA. BE.
4

B Products (7)) ETIRLURIN—NEEZR A BT AE BB P A FEBMEE) iDRAC €& . BRILUEZ A IDRAC &
ERME—D R R

5 iDRAC Web R ML E 2B BRI Active Directory

EFER Web FE I REEMBELE Active Directory:
O | 3% BXETRIES, HS IDRAC Online Help (DRAC BXHLEED) .

1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZE) > Users (FI/) > Directory Services (BFR%) > Microsoft
Active Directory. H3; Edit (4R48)

18 8 7~ Active Directory Configuration and Management Step 1of 4 (Active Directory BB EMEIEE 15, 4 %) TH.

&5 Active Directory (AD) BR$S=51B150T, MNEREHAIEBEIEH B3 SSL EZEMR A HAE A PAIEN S ENEFIES.

B Next (T—%) .

1% E 7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory ELEFIEEE 25, #*£45) TE.
4 $5EXT Active Directory (AD) BRZE5FIF Atk PRI EE 2. kS, 3IBEEFHIIE iIDRAC AAHFE S AD Na R HETE]



®| %
c WMRIEBWIICEH, EiEEEEHIsERS el R FQDN. #{R7E iDRAC Settings (iDRAC &) > Network (X
#%) TIE#HECE DNS

« WMRAFFIDRAC MEMTAEREF, MAZEEEE User Domain from Login (REZFHA A %I, mMREE
Specify a Domain (JE7EIH) £IFMINIR{H iIDRAC XK AVEE .

#B# Next (T—2) . 1527 Active Directory Configuration and Management Step 3 of 4 (Active Directory Bt EFIETHEE 3
*, £4%) mm.

EIFT REMFH B E Next (T—H) .

1% &7~ Active Directory Configuration and Management Step 4 of 4” (Active Directory ELEMEIEE 4%, £ 4P) m@E.
I\ Active Directory (AD) HAY iDRAC & & X REVZFRFMALE, FH & Finish (FERR) -

TR ZEMER Y Active Directory 1% BEL B T2

£ RACADM fic 2 B B# R ZEHIRY Active Directory

£ RACADM Bt E BB R 22495 Active Directory:

1

ERAUT®L:

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o HMINIEBITHIZE SRR (FQDN), MA A FQDN. #lgA, AN servername.dell.com MAsE dell.com.

o BRELCRBUTZAMMIER R —4 . IDRAC Sk fONERRBI SN ENE, ERISSIRINEZE AL, ERT EEM
B, XLtk iDRAC & & AT TERYISTHIZSAY FQDN B IP bk,

© E7E SSLIEFHERRPERIERRIE, ERAUTHS:
racadm set iDRAC.ActiveDirectory.CertValidationEnable O
HERFERT, BRFELSE CAMES.

©  F£ SSLEFIEHBEBUTIERIE (RAIE) -
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FERFERT, BEZEEALT RACADM @4 £3 CAES:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

O s BIERWIEC AR, HHEEEEHI%ARSBHR FQDN. #{7 iDRAC 88 > M4 T & DNS B EREE.
AT RACADM 4 Hi%k :
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
WN5R IDRAC LE B DHCP # &AM DHCP BRS=74=H#EA0 DNS, NN T®%:
racadm set iDRAC.IPv4.DNSFromDHCP 1
301 IDRAC EE % F DHCP StiE#AEFENMAN DNS IP Hitik, FMANUATHS:

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

NRIEHERE B FEFIRIUEEERE DRAC Web REMRAFMANAFLE, BFERAUT®S:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

B ZAALE 40 MR FE, RIS NT 12140 2 (8.




jix Active Directory 1% &

&R UM Active Directory I E MABNESHIECE 2T IER, ZIZET Active Directory B3R KLMAIEIE .

{&£F iDRAC Web R Mz Active Directory i &

MK Active Directory &5 :

1 7£ IDRAC Web REF, 4 Z iDRAC Settings (iDRAC i&E) >Users (FIF) > Directory Services (E3RAR%) > Microsoft
Active Directory, £ Test GHlR)
FEEN &7~ Test Active Directory Settings (llif Active Directory i%E) T1H-

2 BFER.
§ﬁl)_\t5ﬂlliiﬁﬁﬁ)f'ﬂ’\l4%fd’"\ ({5120 username@domain.com) FEEHG, SR/GE S Start Test (FFEAR) . FEENS B/RIEMMLR LR
Mk AR
MRS ENY, BEEMNR BEPIFME S LS E O AR g R T R

®| 3+ tnRET Q% “Enable Certificate Validation” (EFIERRIE) AR R Active Directory i E, N iDRAC B3k
Active Directory [ 35884 FQDN (TiA& IP #hik) #7iR. SR Active Directory fRS588IET IP #bk#xiR, RNERRIESE
73 iDRAC J&3%5 Active Directory fRZ BB ST LM

{#F RACADM iz Active Directory i &

MR Active Directory 188, 151 testfeature 4

BEEZEL, 1559 dell.com/idracmanuals 32 H) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HYITRESEER) .

ECEi@F LDAP B

iDRAC R#tIB AR R IFETRERBRIFENNY (LDAP) RIIGIE. HINEEFFEE HRRS LHITEATRGYT K.

AT £ DRAC LDAP i@, RFARAAEBERIRS 2 ERERA XA RHITOEARGSAFP-EXR. BRRSHFERIERLE
. i, AR HUKRFRMEAZ BEEEARNEME AR, XERERTE DRAC FHITRE.

@ | %: 8 LDAP BRMBE T XRHET BaEFHNEBIE (TFA) F1L—FF (SSO).

£ iDRAC ET Web AR HHAECE B LDAP BERFE

EIER Web AEECEER LDAP HRERS, BEHITIATRIE:
® | i BEKFERNES, B4 IDRAC Online Help (iDRAC BEHLEEEN) -

1 7£iDRAC Web RE ™, %% % iDRAC Settings (iDRAC i#&) >Users (i) > Directory Services (B#fk%) > Generic
LDAP Directory Service (iifl LDAP H3®MR%) , # Edit (%) -

Generic LDAP Configuration and Management Step 10f 3 (GEF LDAP EeEFIEIRE 14, £35$) mEtERLSFIHER
LDAP % & .

2 HE, £58A LDAP IR EFBERAY SSL EEAIB T2 B AIEBIIEH ERERANBFIES.



O©|#: ZEiteiA, Fx#ETIE SSL IO LDAP 485, {X%# SSL L#Y LDAP.
3 B Next (T—b) .

1% E 7~ Generic LDAP Configuration and Management Step 2 of 3 (ifif LDAP ELEMEEE 2 45, £ 3+) TIAE.
4  BRIER LDAP IEHEE X TiEA LDAP fRSZ2RMA Pk ERR.

O 5% MBIEPRIFT B, 18H5E LDAP fRZSSH FQDN 371% DNS 7 iDRAC Settings (iDRAC &) > Network (P
%) TIEWEE.

®| i EMERET, TERHHEL. EHFEFESHAP DN HREMNANERME. S, NiFpE. T,
5 B Next (T—#) .

1% & 7~ Generic LDAP Configuration and Management Step 3a of 3 (i LDAP i EMEIEE 3a b, £ 3HP) WM.
6 B Role Group (Ffa4H) .

1% £ 7~ Generic LDAP Configuration and Management Step 3b of 3 (iEF] LDAP EREMEIRE 3b &, 3 ) TMH.
7 IEEFHRESVENEBIR, SIZEXBERNR, RERE Apply (KA .

@ | 5%: tnRLEHEF Novell eDirectory 37348 DN BRMEA TIATER: # (#2) . " (MBIB) . ; (H2) . > CAF2) .,
(GES) Z< UM FB) , MLFEEN.

fEEIEERRE. Generic LDAP Configuration and Management Step 3a of 3 (ififl LDAP FLEMEEE 3a 4, #3$H) .
HEETABAKE.

8 WMREGEHMAGA, HEEF7LMES L.

9 BEH5Em. BA LDAP BRRBEETMK.

£ RACADM ELE & LDAP HERS

HEEIE LDAP B#AR%, {F/H iDRAC.LDAP %1 iDRAC.LDAPRole A HI%} % .

BEEZER, 1559 dell.com/idracmanuals 312 #H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

i LDAP BRBRFBZ&E

AT LDAP B RARSZS R EBMIEEHE ERBIEM, ST LDAP BRAMHAYEN .

{£ A iDRAC Web A Eillixl LDAP H3RiRF & E

ER LDAP BRIRFZIEE :

1 7 IDRAC Web RE ™, % ZE iIDRAC Settings (iDRAC &) > Users (FI/) > Directory Services (HF/Rk%) > Generic
LDAP Directory Service (iEF LDAP BRE%) -
Generic LDAP Configuration and Management (iff LDAP Bt EMEIE) TAE B RYATHER LDAP R E.
BH .
HWNIEAMIK LDAP R EMNBRAANAFRZMER. BB TERNAAERE I BRANE P 2YisS i g
BL.

| ;*: Z£B 4% Enable Certificate Validation (BFIEHKIE) #I1ER TR LDAP i EkF, iDRAC Z3R LDAP fR&5 B4
FQDN fAZ IP iR 5. iR LDAP AR&-836h IP itbhibsikiR B, NEPIEIrLR, BEJ iDRAC Tik5S LDAP fRE 58

fgo



@|5$: WMR/SRIEM LDAP, iDRAC BASERUBERAFNSHBERAF. MRKY, NeBAXBRFER.

BERN & B MR A RFIX BE.

£ RACADM i LDAP B RIRGHE

EMR LDAP BRBRFZIE, 1EF M testfeature 4. BXEZIER, 15S1H dell.com/idracmanuals 1249 iDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM #&{TAEEZ1E/M) -



REHERN

RAGHERA BN TERREETHEMHIEENER. RINEAUEMFRIFRAEEZLERTENEN. HMERNERH TEEME
Eiff. HRZWHER, EMXZRZEENZRAASWEL. MRZAFLXRAGKE, WERERHER,

® | F: BRRGHEERE, ELEERENEERE. RERBFERAIZARES.
BEUATEEAT S AR ZASEER:
iDRAC Web &M@
* RACADM
WSMan
+ SCP (RGECEBLEXH)

Redfish
EFFH EREAEER F2 Hi%E DRAC&E

©) | T ERAYEER, S SIA%E iDRAC Enterprise IFAIIERM BG4 $I4L PR -
ERFLTHEER, UT2MAHRITH—LLES:

hEFRIEE
REGHEIFERE JTH/<FRE, EB)
IR SER
RRIERIE (HLF PERC)
i E R
© EITISHIER
BIRLIRIE (Vien BLE, flex address)

*  Group Manager 5

TR T ZHEEAFMMEEITRESITHIINEE,. FEMLARERF:

@ | 7 HERRBRAR, FXFFEM IDRAC EX5ISF. B2, vConsole EH hiRHt T 5| SHEHIEM, & iDRAC AT HERR
B, R

R. 30: FHEEALWHTE

25H RIFEEIME
OMSA/OMSS - WEEALOEENAMEHEEIA
IPMI + PERC
DRAC/LC - PERCCLI
+  DTK-Syscfg - DTK-RAIDCFG
Redfish - F2/Ctrl+R
OpenManage Essentials * NVMe
BIOS (F2 BT ARIL) - DTK-RAIDCFG
- F2/Ctrl+R

* BOSS-31



E 3

RIFEHTIE

- Marvell CLI
- F2/Ctr+R
BHESR. BRTRURRGRER

« IhERE
c RGHFERME (FFHL. £, TR
« RAN&E (HLFEF PERC)

%\%)MSA ®E (OSBMC BH. WE#ER ping. OS &#R. OS

EHLIRME (VLANELE. Flex Address)
Group Manager 215



B E iDRAC I ITR—ERUEEFER

AVRMALE IDRAC LURITEREFERE GERTAMA P Active Directory FAF) Fi#— (SSO) BF (i&MT Active Directory B
F) W{ER. SSO MERFERECIFTHIINEE

iDRAC ¥ -TF Kerberos BY Active Directory BELA T3 E fERH1 SSO BHR. BX Kerberos BIEE, 1EE % Microsoft Wik .

i

Active Directory B —& R B i FERIARZH
73 Active Directory Fi FECE IDRAC SSO &%

A FELE DRAC BEERESR

A Active Directory B PHECE IDRAC K& F
BRASERAEEFRER

Active Directory B —&F o E R FEZHAIRESEGE

£-TF Active Directory B9 SSO B & sEF & RHBTIR L HEIE:

iDRAC Rt[E] 5 Active Directory 1gia %I 28R AR . TN, iDRAC _EHY kerberos I&IFSLI. EATLAE FARTX F0 NTP TheeE S at
8. EHITELIRME, BSH BERXA NTP,

1% iDRAC ;¥ 5 Active Directory tR1Z; B9+ E 41
«  {EH ktpass TE4 R keytab 2.

ERTREMBARE—ER, BRI Delegation (FJK) EIK LA keytab A FIEH T Trust this user for delegation to any
service (Kerberos only) (Rﬂ?’cﬁﬂﬁ%ﬁ’]if BEEA R (PR Kerberos) ) IR, 1ZIET-F{NEER kipass N AEFEIE
keytab XHEA AT A

ELENmEE LB A SSO BF.
B Active Directory Xf &R IR T EIR.
«  X}F SSO, iEH iDRAC FR#ETMIE DNS AR5 56 B R B Eif X1 .

O| i#: R EH B 5K H DNS ZifRILA, Kerberos SHAMIEA KR,
- WBERIMBLLE SSO BR. BEELEE, BEH 2 —BF,

@| 3: Google Chrome F1 Safari 753 {% M Active Directory 3T SSO B#.

1% iDRAC ;¥ it & Active Directory R 1 gYi+E#1

7E Active Directory fR18 533 iDRAC:

1 Ei5 iDRAC Settings (iDRAC i&E) > Connectivity (#3£) > Network (FI%8)
REEN & B RRI4ETIH .
B LURYE 1P 1% B 1% $E IPv4 Settings (IPv4 i&E) X IPv6 Settings (IPv6 =) .

3 RHAEE Preferred/Alternate DNS Server (#53%/4%1% DNS FREE8) IP ik, Z{E2 B DNS FREZ 2 P #utik, BT root
BE—ER5



4 1£3% Register iDRAC on DNS ([5] DNS ;¥fif iDRAC) .

5  $2{#75% DNS Domain Name (DNS i4%&) .
ISUEM4E DNS ELE 5 Active Directory DNS {5 2 ILHL .
BERETMEZIER, 15517 IDRAC Online Help (iDRAC BEWLEEBEN) .

4 R Kerberos Keytab 37

AT SSO MBHEFREREMIIE, DRAC XHHITELE, FEBEMA Windows Kerberos f#&_E#Y kerberize BR$%. iDRAC LAY
Kerberos fit & B13% 54%3F Windows Server Kerberos AR S5 & 3 Windows Server Active Directory i & & A HEEIRSE.

ktpass TE (RIM Microsoft {fE AR ZET R4 CD/DVD BMI—E 7 3KED AT I EEI A KA RIRS EAEZFR (SPN) HIFEEER
SHE MIT 2888 Kerberos keytab X, MMESNBA P RSt S Key Distribution Centre (KDC) Z [BJBII51EXF. 1% keytab X
BE5%H, BTXIREEEFM KDC 2 BRE2FITINE . ktpass TR 1 #F Kerberos SRIEIERIETF UNIX BIBRSS A Windows
Server Kerberos KDC BRSZIZ AV ERIEMTHEE. B X ktpass XAEFHESER, 1BHE1% Microsoft Mk :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4 /% keytab STHEZ AT, EAHE)E—4 Active Directory K, LUES ktpass 4H) -mapuser i IE &1FE M. o, Hasm
BB SIS BB keytab 34 E1E IR IDRAC DNS &R HERIFI & FR.

£ F ktpass TE4Y% X keytab SC1:

1 EFHEF IDRAC BRETE Active Directory # i Ptk R EUIgiIRHISE (Active Directory BR$588) _EIB1T ktpass A FTERF.
2 {FERLLT ktpass #5448l Kerberos keytab 34 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out c:
\krbkeytab

fNZE R Ay AES256-SHAL, EFZERIE KRBS_NT_PRINCIPAL. AR EFRZFISHSTZIFI A Ak AR B A S22 F Use AES
256 encryption types for this account ({Fitkik A AES 256 MEH{RA) BiE.

@| 5%: 3+F iDRACname 0 Service Principal Name ([REEHEH) , HERNEFE. EHLATEHASESE, MRHIHHR
o
3 BITUATH%:

C:\>setspn -a HTTP/iDRACname.domainname.com username

B R —A keytab Xt

O i tRELTAHE AR keytab ST IDRAC I AETEMEIE, HEIEHA PRI keytab X#. MEBRNIITRACIZH
[Fl— keytab 32#F, MFAIERRECE .

Bl Active Directory X5 H12 4R

FETF Active Directory I R ZRHAY SSO BEFHITIUT S :

1E Active Directory RS8P EI BRI R . RITK KL K .

REENBPR R B IHENR. BUAERBETEANR, AATEATRSEKTRLERENE,
155 R L BART R R BRI B X RANBUR TR

HZAH SSO AR (BERAP) FMERETR.

NI AR R RIRR, LUREI IR KBRIT R .

o DN NN



73 Active Directory A PiLE iDRAC SSO &R

1EA Active Directory SSO B RELE iDRAC Z i, iEMRIRCERFAAIHESR M.

HIGET Active Directory & & B Pk BT, RTLLA Active Directory SSO B & iDRAC.

{#F Web R A Active Directory Fi Fit & iDRAC SSO &3

R B iDRAC LLI#F4T Active Directory SSO &R
O | % BXEIEMOES, #SI IDRAC Online Help (DRAC FXHLEED) .

1 I&F iDRAC B9 DNS IR 2B ILE iDRAC T2 fREMIBIE . EHITILERIE, 157 DRAC Web BRE S, % Z iDRAC Settings
(iDRAC &) > Network (%) > Common Settings (GEARE) , 3% & DNSIDRAC Name (DNS iDRAC &¥R) E%.

2 BLE Active Directory IAETHRAERIGSY RN E R FIKFE, BHITUATEANMMSEREE SSO:

£ Active Directory Configuration and Management Step 1of 4 (Active Directory ELEMEIRE 1, H£4E) mEm+ LEH
keytab .

£ Active Directory Configuration and Management Step 2 of 4 (Active Directory BREMETEE 2 25, £ 45) TumpikF
Enable Single Sign-On (BRB—&F) %®IN,

&£ RACADM A4 Active Directory F§ A & iDRAC SSO &5

ZEEMA SSO, SERSEELE Active Directory, HiE{TUA T4 :
racadm set iDRAC.ActiveDirectory.SSOEnable 1

FAH A A E iDRAC SiEFE %R

ERCE iDRAC AR FUEITERERER:

1T RBERFAPIEBMEE CAIEH E3HE DRAC.
2 EBREEFRER

EEHEREFRAPIER

EHBAAIERZAT, EHRKEEEFHERIAFIES L Base6d G . SHA-2 IEH B H.

5/ Web RHE _EHEsEFRAIED
EEEgEFAAIER:
1 £ iDRAC Web EE ™, %% iDRAC Settings (iDRAC iZE) >Users (/) >Smart Card (EEEE) .

®| i Bt FERMETER EA M/ Active Directory I FIES .

2  f£ Configure Smart Card Logon (EZE&E&EFER) T, 1%IF Enabled With Remote RACADM (iEidit#E2 RACADM BH) UE
AEE.

/& F Enable CRL Check for Smart Card Logon (B g+F5R CRLAE) .
BEHEMNA.



£ RACADM EHEgEFHAIEP

ELREERAPIED, 1EEMA usercertupload X% . HXE%ER, 15 dell.com/idracmanuals 12 1##) iDRACRACADM
Command Line Interface Reference Guide (iDRACRACADM #&{TRESEIER) .

EHEREFHEE CAUES

£33 CAIEB 2RI, EHRAAE CA ZZRIES.

LY = A3 h N
£ Web AHE LEE s FRIZIE CAUEH
THATERFERNZE CAES:
1 7£ IDRAC Web AT ®, %t ZE iDRAC Settings (iDRAC &) > Network ([4%) > User Authentication (F/58iF) > Local
Users (E#AF) .
HEHE R RAATUE.
2 fEUserlD (BFID) 3ith, BFEBFIDKS.

1% 27~ Users Main Menu (FIRE3EH) TTE.

3 7 Smart Card Configurations (&gtkECE) T, i%#¥ Upload Trusted CA Certificate (L& {& CAF+H) , RFHE Next
(F—H) .
1% 2 7~ Trusted CA Certificate Upload (15 CAEH L#) 7.
4 FSEFHIEFEZE CAER, RERERA.

%/ RACADM 35 & 85-£ L85 CA JEH

EAHEREFEF LMETE CAER, 1B#F M usercertupload 3% . BXEZEE, 1HEH dell.com/idracmanuals _E2 A iDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TREEEEI8R) .

73 Active Directory FH Pl & iDRAC E8EF&EFE

73 Active Directory Fl PECE DRAC BEeFERZHI, BRREETHIENEEY.
EfLE DRAC UFHITEEERER:
1 7£iDRAC Web REH, ELE Active Directory LUS B ETFHRERMS I REMAAI A Ak 28T, 7 Active Directory BL EFNIETES
B1/4EF:
BRIEBIIE.
EHEEH CA ZBRIEH,
& Keytab 2.
2 RBRASERER. BXERATNEE, B3 IDRAC Online Help (iDRAC BEWLESEN) .

FERSZEHERFER

RS DRAC WERERERZHI, HEHE:

mEH “BLE IDRAC” HBR.
BEEHEMNIEPR iDRAC A ~HEEE 5k Active Directory i PECE B 5/ -



FMREEAERFEER, B4 SSH. Telnet. LAN E IPMI E{THIEFE RACADM ##EH. Bk, MREEHAEFEER,
NAEASBZBH.

{EH Web FEHEHRERHEREFER

ERRSERERFERE

1 7 IDRAC Web R, %:%|iDRAC Settings (iDRAC i®E) >Users (FHF) >Smart Card (EEEF) .
MEEN4 &< Smart Card (£288-F) Fi@E-

2 M) Configure Smart Card Logon (ELEEREFER) THSKEF, i5iE#F Enabled (BR) LUIBABRFER, IHEEF
Enabled With Remote RACADM ({f£fix#E RACADM BM) . &N, i%#% Disabled (BEA) .

BARIEMMEZIER, ES17 IDRAC Online Help (iDRAC BEHLESEN) .
3 BENRANREE.
fEF IDRAC Web REHITREMEEERZNEN, RESREREHITEREER.

£ RACADM B ZHERFER

EEREEFESR, BFMA set LUK iDRAC.SmartCard AP BIXT &R
?ﬁ XEZER, 1527 dell.com/idracmanuals _Ei2{£AY iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

A iDRACIZE AHIEFEHXZHERFER

BRRREREREFERE

1  {EDRACIEEAFIEFTH, # = Smart Card (EEEF) .
1% &7~ iIDRAC Settings Smart Card (iDRAC i#E&#t+k) 7M.

2 %i% Enabled (BBRA) UERAEHFEF. BN, %% Disabled (BHH) . BXEMMNEZEE, 1ESIR IDRAC Settings
Utility Online Help (iDRAC i& & 2\ T2 FEEANEEE)

3 fkx#idBack ([FIB) . Finish (5EEk) #Yes (&) .
B FERIGFIRBEFEBARER.

0]




fii E iDRAC DA% ZER

A EZERFISENISEESHMNERIIRE. SRFHEENRARTIRENEER, LSS H. MREHSE4THIESELTER
HE GO B ZMIER I ERER (BFERE. SNMP FERE. IPMIE4R, TR HE. Redfish EfEsk WS E4) , REZREE
RE—NHEZNEE BFF. MRE—FHFIERTHEEAPITRIE BINMEFHSIS. XHNEEBRXHRZHIR) , MFHITIZE
€. BREATINEHFRE—MEE.

EfE DRAC KAIKIXELR, BEPITIATIRIE:

BRZR.
T8 AT AR IE R R = B2 I ER .
ELE TR, IPMIEHR. SNMP Bal,. mERGHEK, Redfish F. BIERZHEF/ZH WS BHEE.
BREHEIRMIRME, W:
B FHREER. IPMIER, SNMP FaR. TEIERZGHE. Redfish B, BIERZG RS WS B4 L% ICHEENBFF.
WRERGEHITEMSIS . KA EEIHIRIE,

DN -

BRSERER
TR ER
WEEHER
WEEREMEH
W EEHRE
it B B FHREER . SNMP BaREL IPMI BERHE &
BB WS E
fit B Redfish E14
BN FEE
« EREEID

BB ERER

MFEHERLEFEENBRLENTEHRE, CLABEREFHERED. LEMSERRENBNERIEMHEE.

£ Web FHE /3 A ZHER

ERRARERERER, FPITUATRE:

1 7£iDRAC Web EE™, %% Configuration (AZE) > System Settings (R4 E) > Alert Configuration (E4RELE) .
fEENS 7~ Alerts (23R) mH.
2 FEAlerts (E3R) Ih4y:
%% Enable (BR) LUEFAEIRERFTIMITEHIRE.
i%4% Disable (ZF) DAZRAZIRE M ZEAEHRE.
3 BENARERE.



{£F RACADM B sk =&

FRAUT®S:
racadm set iDRAC.IPMILan.AlertEnable <n>

n=0— 2&H

n=1—28BHR

£ iDRAC & E NRHIEF G A ZAER

BRSERERBEMEMIRE:

1 7 DRACIEEARBIEFH, %% Alerts (BiR)
15 &7~ iDRAC Settings Alerts (iDRAC &EE) 7M.

2  1f Platform Events (FA&EH) T, i£#¥ Enabled (BEBA) , UEBHAEREMFEGHERIE. TN, 1£#F Disabled (BEEM) -
BERETNEZIER, &S5 iIDRAC Settings Utility Online Help (iDRAC & & /A IEFEEHASEN)

3 {kk#d Back (JFIB) . Finish (52R%) #1Yes (2) .
EARIRELE TR

&R

TR DRI A A= E M TH I ER -

&£ F iDRAC Web EH THikE4R

BIRBLHIT BT EER:
O | #: BEERATRIERNAM, WATLUTRER.

1 £ iDRAC Web R H, % % Configuration (EZE) > System Settings (% E) > Alerts and Remote System Log
Configuration (ZRFTERGHEESR) .

2 £ Alerts and Remote System Log Configuration (BEHRMIZEIRRZLHZBESE) 24y, i%IF Fiter (FFEER)
RGBT — RRAGHNHEASEHEXNAEERNAZSITIRALR. REOSIERESE. BESE. H&EER.
FREITRR — BHREBTRALINIRKREFRFREEANER. ROSFETHSRER MBEHMEER. ERHAER.

BE — FrS5EH. BHMRHEREESHEXNERICESL . ROUSIERM/ B PCI-EF. EXH RADEE. X
Y iDRAC 1 AJIiE.

Wiz — RrEZBESHEZER . TEEERRER/EHER. BREIENE. 2EEFER. BIRRKES.
BT — BN T B/ REIEFFR/FERE BEER.

Q32 gTRTE LA FEMR
TR
3 EETI—ARENTENEZR:
ST

H
i

&
4  BEHFA.



Alert Results (BFREER) BMIGRIBEFEN LA EMERER.

% F§ RACADM ffikE4R

EiFRER, BHFE M eventfilters 4. BXEZEE, 15217 dell.com/idracmanuals 312£AY iDRAC RACADM Command Line
Interface Reference Guide (iDRAC RACADM ®&{TRESEIER) -

EREHER

TRV BEELZ R AR E BN SHER, GIEFa4E®R. IPM E4HR. SNMP &R ZRERZEAR. BIERFAEM WS =
.

£ Web A H1ZESHER

B Web FEIREFHER:

1 HIREERKEE THFHEER, IPMI ER, SNMP EHEEMN/RERRAGEHERE.

2 £ iDRAC Web REH, % Z Configuration (BIE) > System Settings (RZiXE) > Alerts and Remote System Log
Configuration (ERFIZERZEHEEE) .

3 7t Alerts Results (BEIRGER) T, EEFUTHAESHMN— P SAEER:
« BT
*  SNMP &R
IPMI 3%
mIERGEAE
WS E4
BRIERGHE
Redfish Zft
4 1&3% Action (IB1E) .
BENSRE.

5  (WE) mAILAK %M E M. 7 Message ID to Test Event CRUXZEHEIES ID) FEH, MAEE D LUKIZERESRCE
&, REEE Test GUIX) . BXEE ID BI%I%, 1557 dell.com/support/manuals £ &Y Event Messages Guide (FEHEHS#E
A .

£ RACADM % E EHEIR

EREEMHER, EE eventfilters 84, BXESES, 15E17 dell.com/idracmanuals _E3RH#£# iDRAC RACADM Command Line
Interface Reference Guide (iDRAC RACADM & {TREESEIER) .

KEEREUEH

MRAGHEAEXRTHSFLRESERFIEFEE TIZIT, BAURE DRAC UIERARHEERIMMNESY. BRiNERA 30X §
HOEER 0 ) 366 XK. fHA “0” RABEAEHEN.

@ | & v FRE “FEIDRAC” 1R, FEEREERTHE.



£ RACADM & EEHREWEH

E{FH RACADM g EZIREIMEH, 1F71EH eventfilters 4. BXEZIER, 15517 dell.com/idracmanuals 12 {i#9 iDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TRES2E15/) -

5/ iDRAC Web R HEEERSENEH

REEREINE:

1 7 IDRAC Web Riith, #ZE Configuration (L&) > System Settings (R4t E) > Alert Recurrence (EREI)
2 TESEMIIH, AEFHEF . ERATEESLEBGANERINEE.

BXEEER, B8 IDRAC Online Help (IDRAC BXHLESEN) .
3 BENA.

BREEREMEE.

I ERHRE

BRILURESFMHRE, IERGEERITERSIS XIEHEFN. KNKTNITERE.

£ Web 7 H 1% &= H#R1E

WEEHERE:
1 7£ iDRAC Web REH, %% Configuration (BlE) > System Settings (R4ii&E) > Alert and Remote System Log
Configuration (EBRFIZIERZEHEERE) .
2 7£ Actions (3{E) THRIRFERFP, AENEHEE—MRE:
EH5IS
XABFEEER
Power Off (XHIEIE)
THR1E
3 BENA.
WENSKRE.

£ RACADM & B S 441k

ERBEIRE, 15 eventfilters 4. BXEEER, 15217 dell.com/idracmanuals E1Z A iIDRAC RACADM Command Line
Interface Reference Guide (iDRAC RACADM &&{TRESEIERE) -

it 2 B FHPZER . SNMP FEBEEL IPMI PEBHS B

ETRAE A R W ETR YL (SNMP) FIE8E L AEIEED (IPMD) BEREA IDRAC Bli#iiE. M THBEXRETRNAS, B
B EEL EMNIERLIEE IDRAC BURERRK. B0, EHMEMTIIEIEIRGAD S B AH FERBEESNIRIELE
HIPERT & HEAR . SNMP v, v2 1 v3 18R I9Z .



ERIAECE 1Pv4 70 1Pv6 ER B4R, BTEMHZEN SMTP RSN E, HFMRXERE. BEFLUIEEREHRLE SNMP &R
SNMP v3 A /.

EEERFERE. SNMP 3 IPMIBERHZ B 2 A, E#R:

& E# Configure RAC (ELE RAC) RUFLIR.
BEEMEEHIFIES.

ALE IP ER B

BRI ABCE IPV6 3 IPv4 HEHEDUZT IPMI 23R 3 SNMP BERH.

B XFEH SNMP M1m R 528 ERY iIDRAC MIB BI1E 2, 15217 dell.com/support/manuals 1) SNMP Reference Guide (SNMP &%
5D o

EF Web AHIXE IP EHR B 5

EER Web FHEREERBFRE, BRITUTERE:

1

7 IDRAC Web B EH, % Z Configuration (A& ) > System Settings (EZi%E) > SNMP and E-mail Settings (SNMP Fig
FHBHZE) .

3% State CIR7S) ETIBRERBRF (IPv4 Hufik, 1Pv6 HilitsiSE £ R EZ (FQDN)) SkIZUBERF .
BEEZAEE/N\EfFti, EXBRMMELIER, 1S IDRAC Online Help (iDRAC BXHLEEEN)
EFEEELE SNMP FEHHR SNMP v3 A,

I\ IDRAC SNMP FliAZfFE (REMRTF SNMPvI #1 SNMP v2) 1 SNMP E4Ris 02
BEERTNESLEE, E250H IDRAC Online Help (IDRAC BEHLEEEN) .

@ i: BT RERTEEMN IDRAC & 2% 2 ML FEHY (SNMP) E4R5EB R EA N EEFHE. EHEDFEEE
85 iDRAC Bltk=FrEHE. BUIAEE “Public” (2A3) .

EMK P it 25 F 73U IPMI 8% SNMP BaBH, 3583 Send (&%) (S BT Test IPMI Trap GIU3z IPMI BERE) F0 Test
SNMP Trap GiK SNMP &) T) &

BN,
iR BFrENSERELE
7£ SNMP BEMFEREB >, EERER T L EMEM B s EFERE YR A - SNMP v, SNMP v2 5 SNMP v3, AFBERA.

| 5%: SNMP Trap Format (SNMP BaBitgst) 3ETI{UER T SNMP [k, TiERAT IPMIFEEE. IPMI FERHELE L SNMP v1 %
REE, FLETEEH SNMP Trap Format (SNMP PaBh#g=) %R .

SNMP BB &N ENSEREC & -

£ RACADM Bt & IP iR B 5

P EFERHEIRIZE -

1 BFrERE:
racadm set idrac.SNMP.Alert.<index>.Enable <n>
% tEA
<index> B#&E5l. AIFHRER1E 8.

<n>=0 Rkt



S i5H3

<n>=1 B &bk

2 ECERERE AL

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

S8 AR
<index> B#rER5l. AFRMER1ZE 8.
<Address> B IPv4. IPv6 3k FQDN ik

3 ELE SNMP AHBZRFRHEH:

racadm set idrac.ipmilan.communityname <community name>

S BiERA
<community name> SNMP BE&FR.

4 ERIE SNMP B#r:

% E SNMPv3 B SNMP [ER B #F:
racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>

ABEREFRZE SNMPV3
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
© ARAPBEMH SNMPVS:

racadm set idrac.users.<index>.SNMPv3Enable Enabled
5 WMALE, HNRXEH:

racadm testtrap -i <index>

EXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERR) .

£F iDRAC RE L RIEFEE IP ERBR

BT AER DRAC IR B A RREFELEZERBIR (Pv4. IPv6 5 FQDN) . EMITILIRIE:

1 7 iDRAC Settings utility (iDRAC i&ENFIEFH) F, £ ZE Alerts (E3R) .
1% £ 7% iDRAC Settings Alerts (iDRAC i@ BEZ4R) T H.
£ Trap Settings (PEBHIEE) T, BRIZULFERAY IP Hitlk, FAN IPv4. IPv6 3¢ FQDN Bfrititt. E& B AILUEE 8 /Mibit,
WMANRGRFFFE R
BREEMER, &S IDRAC Settings Utility Online Help (iDRAC i& & A RIEFEAH SR .
4 kR Back (JFIR) . Finish (5ERX) #Yes (2) .
2243 BirBEISER AL E -

e & FER A E R E

AT AR B B FEp A ik DR F R E R . S5, ECE SMTP BRSBI|[UILRE

@ | 7*: tnSRApHAR%EES 2 Microsoft Exchange Server 2007, iE#fi{R AR ESFECE iDRAC 155, LUEM iDRAC IEWIH FiBHE

#.
@ | & B TFHBABHR IR IPv4 A0 1PV Hotik. P IPv6 B4 74 IDRAC DNS 8%«

@ | E: REERZIND SMTP iR % 25,75 H{R IDRAC TSIZMRE[ER. MRMS[IFAAHE, ERRREWLBHRFER
$#i% RAC0225,




£ Web FHECEHE FHHERIZE

EfER Web FERER FHEIHFERIRE, HNITUATHRE:

1 7£ iIDRAC Web RE®, #Z Configuration (it&E) > System Settings (Z%;i&&E) > SMTP (E-mail) Configuration (SMTP
[FEFip] ioE) .

WG T iRt
#:f Test Email GRXEEFHRfE) THY Send (%i%) MR B AV FHREHFEIRINE.
BEHEMA.
SFF SMTP (BF#R#F) ARFGE|IEE, REUTIEAES:
SMTP (EB-FERH) BRZ52E IP Hfiksk FQDN/DNS & #R
SMTP #O=
+ OGN
ARZ
6 BEHNA. BXSETNESES, 1558 IDRAC Online Help (iIDRAC BXHLEREH) .

£ RACADM it & BB TR &L E

1 ERRETEMFER, BRITUUTRE:

racadm set 1DRAC.EmailAlert.Enable. [index] [n]

o DN NN

S8 15 AR

index BFEFBIRERS. RVFHIER1E 4.
n=0 R B FHHER.

n=1 BRBFHEER.

2 EREBETHMHRE, BPITUUTERE:

racadm set iDRAC.EmailAlert.Address.[index] [email-address]

2% LEA
index B P BfRESl. RIFHERTE 4.
email-address WA EHERE RbE TRt

3 EEAEXER:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

S iRf
index HBFiERmESl. RIFNERTE 4
custom-message BEMHEE

4 EMNARENEFEEER (MBLE) , FRITUTRE:

racadm testemail -1 [index]

2% 53
index MR FEEBRRS. RTFHER1E 4.

BEXEZEE, 1557 dell.com/idracmanuals 124t iIDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @i &1TRESEIER)



B E SMTP BB FHR AR 525t ig &

E B E SMTP BR35 25 bk DU e F R AHE R & X BiE E BAR.

{£H iDRAC Web RHEEIE SMTP B FiREAR 525t g =

BLE SMTP BR&% a8 bit :

1 7 IDRAC Web R, % ZE Configuaration (ALE) > System Settings (£4i&E) > Alert Configuration (BRECE) >
SNMP (E-mail Configuration) (SNMP [FBFEREEECR]) -

WMAEEREPFERAR SMTP IRFSJ|AEH P it KT LREHE (FADN).
1£#¥ Enable Authentication (/8 FIEIE) £, ABREHAPBMER (AUAE SMTP BREFZHAFAHRAPZFEE) .
BN SMTP 02
BXRFHRINESIEE, ESE DRAC Online Help (iDRAC BXHLEEEN)
5 BEHENA.
SMTP IR EERE.

{£F RACADM it & SMTP BB FHf h AR 5 25 btk 18 B
EffE SMTP BB FERHAR S ES, T TIRIE:

racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

ieE WS E4

WS B ATEFHRS (BFP) ERESE (FEHR) GEMEGE GTRD HAE, NMmBZRESRES[SEM4EE (BHSE
HHE) . HMBIEW WS EEEEMNZE A ATITIR IDRAC F#EUS Lifecycle Controller 1EMl #E X RIS 4.

BLE WS BT LIZEWS Lifecycle Controller 1Rl FEXHIZE A WS B4 H SRS EES T IDRAC 1.30.30 B Web FRS B4
M IR TR, BT AR, 15508 DSP0226 (DMTF WS ZIBHITE) « 24 10 @4 (FH) 8y, WL THESSEM WS
EHEMYUEIER. 7 DCIM (Rl HIEL B ST SC R 4B T Lifecycle Controller #8134l .

fid & Redfish B

Redfish B A TEAIKRSE GTRE) LRSS (FHR) EMAE GTRD , BENES Redfish EHAEE GBHM=SEYS
HE) o XHEUL Redfish E4HH B RSGBRIE PR AT IR iDRAC HIEW S E 4855 Lifecycle Controller 4E:l.

AR

7 PowerEdge FX2/FX2s #l#h, A7 IDRAC &1 /2 A Chassis Management and Monitoring (HLiE&IRFAUEM) , LUAITHLEE
EMMSIES, Fiin, MUHFAEEL. BEEER. £/ DRAC RACADM f£i% CMC RACADM w4 FIEHNEEIEE . HigERF
IEENFEPEIRIRS RS, BIE CMC RAEMES ., ERJLUFILEIZE A Disabled (BEA) LU LIEESH. BABAT, HIZER
% Enabled (BERA) .

@ | & RiLLRBEEN, LABIRE CMC &, KRSBJEA THNEEDE QAR ERM L.

%4 Chassis Management and Monitoring (HLFEEERMUTN) £ E A Enabled (BEBMH) , N IDRAC SERMIEENAEEH. &
MEVEHSERE DRAC EHFARS, HE5EREREHEMUNS N ERER.



CMC B354 RV E 3L & 3] iIDRAC. 7ERRSSEE LAY IDRAC A IEE TIERIER T, CMC 3587 16 NEHHENTIFHAE CMC BE
IBFHAE#. Chassis monitoring (HLFEMM)) & E A Enabled (2BA) , X 16 MEIGL%E] IDRAC,

£ IDRAC #MEIER D AT CMC ThEERIIA S, BETESHR, BRMEMRAFALR CMC B, RLINEERTRETIEIET.

£/ iDRAC Web A HE MM FHE 4

ZE (£ DRAC Web AHE MM FEEH, BHHITUTSE:

® }; r::k%ﬂﬁﬂiﬁﬁﬁﬂ: PowerEdge FX2/FX2s #1#, B X7 CMC FiFR SRR RN TR SRR B A =k R A et A
.

7£ CMC A, i Chassis Overview (HlFH#E%) > Setup (i&E) > General (EM)

MRES[EXTHNHEETR TR RS, SEFEEHIEN, RERHNA.

BT IDRAC Web R, i Overview (HE¥) >iDRAC Settings (iDRACi&E) > CMC.

EREZFSZEA THIAEERS T, RIS IDRAC PRI TRFIFIELENEBBH.

£ F§ RACADM 5mi# F5 514

IHi% B (& T PowerEdge FX2/FX2s BRES 28, HAXHE CMC RS aSER THHAEIRS B A MM ST MY A E M .
ZE(#F iDRAC RACADM &ML 55554

DN -

racadm get system.chassiscontrol.chassismanagementmonitoring

BXEZER, 15519 dell.com/idracmanuals 312 #H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BHSITRESERE) -

EZREE ID

THRIEHRTETERNER 1D B5I%R.

*=.3: EREBEE D

521D AR

AMP o

ASR BEhEBE RS
BAR #n/2TIR
BAT Bt E M
BIOS BIOS &1
BOOT 31 Sz

CBL 22k

CPU AR

CPUA AIBBERTFAE



8D 2

CTL g

DH IERERE

DIS B &I

ENC TFHEHLAE

FAN R

FSD i

HWC BWHRE

IPA DRAC IP EiX
ITR NG

JCP Rl =51

LC Lifecycle Controller
LIC WA

LNK SRS

LOG HESEH
MEM St

NDR NIC #R{ER G RNTZFF
NIC NIC B &

0SD BIERGEHE
OSE BIERGEH
PCI PCl &%

PDR IR

PR Rz

PST BIOS FrilB#&
PSU BRI
PSUA PSU R 27
PWR BRI

RAC RAC Ef4



Z2 1D PER

RDU TR

RED BT E

RFL IDSDM 17 &
RFLA IDSDM 77 1E
RFM FlexAddress SD
RRDU IDSDM L&
RSI 2RSS
SEC REEH
RGEHAE RGEEHAE
SRD B RAD
SSD PCle SSD
STOR i

SuUP B Bl
swc RHERE
SWU RHEX
SYS REER
T™MP B

TST M ER
UEFI UEFI &4
USR P PERER
VDR R

VF VFlash SD
VFL vFlash 4
VFLA VFlash N E7E
VLT B

VME REHAAT R
VRM ERUEE &



81D 2
WRK

TiEER

174 BEE iDRAC LUK EER



iDRAC 9 Group Manager

iDRAC Group Manager THAERT T Dell 5 14 RRBRSS2S, LUFEM iDRAC GUI ZTEA 4R Y < B AR 5 25 IR 8 1L AY IDRAC FR<BEAR
EEEMEREIE. Group Manager f£1F IXMany £F &7, THEFEARMHMARERF. EAITFRAPBERITERKNIIGEE—H
RESFBMIFMER, MAREN M T RS EHEFIEREMFRTE,

Group Manager =—IRIFRIThEEFH H 2 Enterprise IFAIIERI—&R4T. R iDRAC EIE 53 F PRI LA/ E] Group Manager Th&E.

O) | S ATIRUEEFAAHFEE, Group Manager #5514 100 MREEH A

FH:

Group Manager
FEEE

EEER

AL EZR

S

TR B AR S RIE
1l AR

NS

Group Information (4A{E8) EIR
HEE
TEFTIERR 5588 L HOIRIE

Group Manager

Z{FH Group Manager 1&g, MEZEM IDRAC E3|TT1E X Group Manager ¥l F% /2 Group Manager. Group Manager Xtill i
BIRETRATIAED

<. 32: Group Manager HFH9ETR

T YiER
PN k=] AIFEMANDERE, BFEET#E GroupName (LHZFR) F1

Passcode (FE) LUIMAYFERIAE.

@ |i*: ®B5 DRAC AP ERXE. &M, —IEBB5—
AAXEE, UMEER—EAFHAE IDRAC Z BB 21T 5

MR EIEE.
BIEFhE RFEOIETE. SOEEMNFIE DRAC HEHEME (FiEH
B .
= i% A SR Group Manager MRERBENFERZMNEATAR, HExRFIET. T2, &

AT LA iIDRAC &S| HEERE “Open Group Manager”  (3TF
Group Manager) , LAZEfEfaIA (8] &if18] Group Manager. —B#&
%A Group Manager, FIPFEEEAF 60 #h%h, FaeITEMEH
—2 Group Manager ##1E.



—B Group Manager ThEeE2 /B A, M iDRAC FIiLBiEFAIZE S MA—1 IDRAC AthiH. AMLEFFTLIRE %4 IDRAC 4H, B4
iDRAC B HEER—MAMM R . EEXE (MAFHLE) , iDRAC AITEAEFHYAIA, REEMAFE. BOABEAT, QETHE
Y iIDRAC 153k E R4 155128 . AP T EE X% M Group Manager I8 DUEHEIIZ4E . FHEHI22I44E% Group Manager Web &
H, FREET GUIMIIERIE. MRHFNEITFIRBLEAKRE, N DRAC HRSAIZEBE—IMHNETTE, EXTSE
MR AP. @M IDRAC &3ITTEE D Group Manager, EATLAMETA iDRAC B R IE & i8] Group Manager.

HEME

EEEZEAAEESNIRABEIHEIAEERNE. MRIEEESAAFAERE DRAC, NEEERMIFASETEENER. AEERE
N GHEAE) ABHAZNET . F—TH7ERCEREUL LS HEFRES.
FIAFIRSZBFREE.
ERBMRSHFESHRSZF[HENER.
* Doughnut EIFIZBITIRARSE TS H (RHERBYAUHERSFIIR, UERETEFMESITRAHRSR) -
© MREAMMEDONBESHE, WERESE. EEMNEE~EFHERNRR, EEBAE. RIAEENEH, NFER

HEEE,
ERESIAR DRAC (EEFMREITHIZE)

FINEORME T ERENME ERITIRERIRE, E=18SERTHBFH DRAC BFI%.
ERERATHRARERELSINSITIRART, FARTRAFRERMEER K. RSB[EMFET TRPIRNMKSS.

*. 33 R F=REM

REREY L

BITIRR RAFHERSHFNZITRR.
FHA BRIRFSERBR.

iDRAC IP it ERHYIA IPVA F0 1PV6 it

BR &S HR%E BERBRSHFEER.

S £/~ Dell [REF|MBS,

iDRAC /R iDRAC k7.

LRREEM ERREF|RE DR EHORTEE .

“System Information” (RFED) ERIEHXTIRESBAIEMAESR, Fln, DRAC MLERERES. RE[EVEFERE. PER
SR, BERSE. EFFE. 551D, IDRAC DNS ZFfR. BRSES BIOS liA&. BREEE CPUBE. RENEFEURMEREER. EAIL
EITEWTS, REBETEENDRAC 1#%24, UHITE—XZEREEEEFIE DRAC R3|HE. 7EFMERSSELE, TR “More
Actions” (EH#HIE) ThFIRIFEERES AR NITIRS SR IFERE.

EIH IDRAC APE R, EREEMARFEEMS L A IFEIRE.

BEER

{EFA LR AT 7ELE & Add New User GRINETAA) . Change User Password (i R#BHS) #1 Delete User (HHERAF) -

EE (BIEEIRERE) ERSEBM—RMECE . Group Manager #/ SCP F{EW#HTEMEX. XTFEA Group Manager 1Ell,
4AFR YA IDRAC TEEAEABAFIF £ H—MEL . Group Manager ToiE#MBIRL 5 iDRAC FVE XS HIERRBEE .

@ | & el AR B B B4 E IDRAC MBIEER.
FRE—MATSER AN A PRE KRS DRAC ERIRE.



A INFTA A

ERLL IR A% AP R R SR LI EFMRMIAFEE . SECEAMELLIGRAARMEZBFRFRBERSEE. TTUE
GroupManager > Jobs (fE:dl) TTE K BILAIELHKRTS .

@ | & RAMERT, BIAHEERNKARE DRAC. EAETARERRK AEDSMSHNESES.
BXIFEE, BEREER KRR,

*&. 34: FHAFAER

IR L]

FRAPER RIFIEREI A FESIEE.

iDRAC 1R RIFEE N AP fREUEIERER.

SEAFRE SR E (IPM) APIBR, HEBEER SNMP.

O | BFA—AEBRARGHENEMRR DRAC HiEE— A FHEBAEHHR.

EXHPERE
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BR#EAR, PSUATLURBASINESIRERRS. MRBATHRER, WEMK PSU 2 BILAZEMIRERESERH.

PSU &bF BaEHE, HIRHASHER; 5—1 PSU LTERRSHIERVEBRR. XBEHRA1+0, HFA PSU #Fﬁlm%
H. WRRAE PSU-1£BATFERE A R, MATA PSU-2 BT B 1, MLAECBARER EUARERE BEE) WERT, B
BBHMHHS P REFESMEAES. MEAZHEEM, MEA PSU ZEMERIEZH 50-50, FHERKR A FBK B BEEESHE
IR E .

DERAHRIINERNRSAMRINRNLE R, BRRERKRER, EENXAN, REF[LIHERDEDR, ABRT, HRSH
HITE, ERBMRERKIE.

5/ Web F AL E BRI ZFIEN

ERERIFZEED, HHITUUTRE:

1 7£iDRAC Web EE™, % Z Configuration (AfZ) > Power Management (EjE%ETH) > Power Configuration (ELJREIE) .

2 7 Power Redundancy Policy (FBJRTTRRME) T, EIFFAEMIET. BXEZELR, 152H IDRAC Online Help (iDRAC BX#1#S
B .

3 BENR. BREEETELRE.

£ RACADM Fi¢ & BB 7% &k In

EERERFREEDN, HFUTHRES set SEM:

System.Power.RedundancyPolicy

System.Power.Hotspare.Enable

System.Power.Hotspare.PrimaryPSU
* System.Power.PFC.Enable

EXE%EE, 1557 dell.com/idracmanuals 12 # iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

{£H iDRAC 2 &/ HiZFEC B IR ik

ER SRR EIET, BHHITUATRRE:
1 7£ DRAC & E\ATERF, % ZE Power Configuration (FEIREALE) .

O 3F: (N MPR %S0 IEIE & L UAMAT, Power Configuration (ELRERE) $EHEA
H.

1% & 7~ iDRAC Settings Power Configuration (iDRAC i ERIRECE) TH.
2 EHRFEEZFERT:
s BHEEZH power supply redundancy (BIRIEZTTR)
BRAEZH hot spare (&) -
B E primary power supply unit (FEBFIEE) .



3

BRASREZERANEREBIKRE. BXEHINELZESR, 15S7 IDRAC Settings Utility Online Help (iDRAC & E 2\ FHTZFEAHL 5
B .

kB Back (JFiB) . Finish (52@) #AYes (&) .
HREZETEERE.

B N R RS

ERRASZERAZERS LHRIREE:

1

7£ iDRAC BB N AEF®, #Z Front Panel Security (RTERZEM)

Itk % & 7~ iDRAC Settings Front Panel Security (iDRAC R BEBIERZ L M) T1H.
%% Enabled (EEH) LIBHAHRIFEIZHE Disabled (E2H) UERIZI%E.

fikx gt Back (J5iR) . Finish (5ERX) #1Yes (&) .

BREEE.

ZEEBERA

ZEERANE 3 Dell EMC AR S5 35 F & FEVEIAZHISINE T 24EM 75 %. E81E (BERRT) -

REUERLERE (B, B, BREMS) , AVPERRERSSEAS MIENIRRFHARS. ENREREETE5RFRE
RIBXREI— BB R RS

R BB A ER EA T AR ERN EFA R E. i, EXETUTERERIR. SIRIEEME
ERARES XRE, JUEFTENABAGERNSE. Eit, HEMEAMRE, ™ %?ﬁﬂﬂ%,E$IJFﬁ$E9x&$a

BT LFM Efr (B WM& R - XTWHEE PCle FEMERAAIEZITAARAE) RIEFMBRRIGEEN PCle BRIER. E&
1 DRAC FEF ERILIEFRRITRAF:

a THERSZBFAFMEETHSA LFM .

b THEESMEEPH PCle QAR AFE (SRS BEEHD .

c THREBRIEBEPHED LFM - MREFE=FiEF (BREXHBEXFR) -
d

a;&‘)\ﬁ%‘ ZATHBREXRE LFM E, URFRAEEREXFSAER, AL BB AEX FREEFDT
i

E& DRAC RET HARERIMARZGENIESRE (CFM, B FER) , IBEREEMREHEN CFM RS IR
Ao 8 X1
ARIFEENERIGE, GIUHAREYH (RAMESEREXMEE,. 5 LR « BEXXBEERZRER (R/IXNERE. XE
RERE) MEBEXHISREERE.
a  REBBOXLEGE R IFBRIEBRERE B AL AFHITEINAAL, HARAERBERERETRGASENENK,

@O i#: ERFBIAH—IGISMERE, 318 3 75 PCle BRMANMEER. 315 3 RS AE IR E BN T4 5 ThRY
KREFERBAAR, EATETEBREIMANSE 3 5 FHEREM LFM B -FANR .
b HBEXHSEEEMSEHISEEREAZFPEREMNILE.

O EBrENR, ERERENTEAST, THEEETYESREHSEEREIRENEEE BImaEXHS
BEIEER 45C, ANOBERE (614030C), HAmMETHE (BENASEE, KEA)D .

c 5814 PowerEdge BRS52EHHFMET “Sound Cap” (FBEELMR) & EXRE| CPU IhFEHZFINBEREMAES LR, X
T EERREZME— E’J FAFRESMERRSEEE

EomRINOHHRESENGESN (BERTSIER) MESRERREE. TRETECHRSEIRGIFHEM T IERE.
a f"eﬁ%ﬁ‘]ﬁlﬂﬂ#&%?ﬁl%l«)([‘%ﬁﬁﬂ)a*‘alﬂﬁl:t%o

BEXNES ERESHERMMEEE, EKEGHBRDRE. EXRATSERABHFHEZTHR,

a BE—EBEERET, NBEHERFEKNERES® (—RITBITS5FUL) .

BEXHAREEUSKMRE (BX) MBRMLARRA, BxXFSMEE CPU,




X PR FHRATHRIBUEM . B AN ER(E

A TR ZFMITEREM . M AEC ERME:

+ MgEO+R (NIC)
+ BEMEERLEE (CNA)
«  #REM (LAN On Motherboards, LOM)
M&F+ (NDC)
« RE-+ (Mezzanine cards, {UERTIIRRIRSSE)

= NPAR 2 CNA & & LB M S X Z 87, HRERAE /0 fmREM (Flan: 1P i#bht, Eiltbit, BEh8RFEEERR) MOXH
B (fFlan: HEMSED o ERILF VirtualizationMode B IR E N NPAR SR E 2 AN X LRI EMEHIZE, UZANRX.

RIBEREM CNARZRE, ARETZEN X TEHRSHIRAESXBEMNLE. BRASYXA, &ERE /0 FRREHEF S
X#ExmEM. BELUE VirtualizationMode BT E A NPAR SiEBR X EHFRENMEWRIZRE (Hl: NicMode) , UBRAH
X.

BRIR RN N 4R 1%
BiEEMFNSN FC HBA & &
BN EENIL. BEIRMEEERRE

FLIR AN L P 4R A%

A ARSI ZERZ PN ZENEITRAFEEELREEM.
HFEMEE, BOUUERHROMBANSEHUATER:
- B
« REFMINEE
+  Receive and Transmit Statistics (GEULFI{EE LT EIR)
iSCSI\ FCoE BaisgfMBRER

{£FH Web 7 H MR &

EFEH Web REEEMEIRZIEE, 155 E System (FE%) >Overview (#E%) > Network Devices (i) . 4R RMLEE
ENHE. BXETHBEMNELIER, 15215 IDRAC Online Help (iIDRAC BEHLEEEN) .

£ F RACADM L& 2815 &%

EBEFAMEIRZNEE, EF A hwinventory F0 nicstatistics #54 .



BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

F27 IDRAC Web REH R/RAVBMELISM, 8 RACADM 5§ WSMan BHE ATt R REMBE 4.

EEE

FRIREMTEHIR R S RN EEEARET OFETR T ERE, iDRACO @il iDRAC EZEMEIB L TiZ/Edl. INEERiLEMER
. B WML RSHEERANE— M EFR GUI Eiﬂﬁﬁﬂlﬁﬂimlﬁﬂéﬁﬁﬁ IDRACY = Ry ZEHe 4 B AT 2 (R4 3Z el i O 21
BR %5 B2 HO R 4% i 1 B4 EBRR ST F1 iDRAC (Integrated Dell Remote Access Controller) & Fifs O EIZRIFMIE S . FTA IHNMEREE
BEMERHAII, NiemhEAf.

FERAIRIEERMEEME B LER, MATFFNCEMMEEHRRS SR MBER,

EIEM EREEIZRR RS 5m AR EALIm O DRAC ERHOMESR . IRSFFMEiH O BIFEA LT PowerEdge LOM, NDC, 3
B PCle AR T ERIMLEIR O

EHREMEIRZEENE, E5SMZE System (£E%) > Network Device ([I45i%%) > Network Device FQDD ([4%i%# FQDD)
> Ports and Partitioned ports (3 OF5XiKO) -

5 AT L B IDRAC Settings (iDRACiZE) > Overview (#E3T) > Connection View GERALE) UEBZEENE.

itegh, &AL 7 iDRAC Settings (iDRAC &) > Connectivity (GE3%{$) > Common Settings (Ei%E) > Switch Connection
View GGZIEHIEIEME) LIS B ZAEENE.

AT LLEIT racadm SwitchConnection View & EiEiEME, tHATLUEE winrm §SEE.

F R AR

== i%3% Enabled (BBRA) AIBAEENE. RIAERT, BikE Enabled (BBA) EH.
W& £7% Enabled (2EBH) - 15 M iDRAC % E /Y Connection View (GEEME) B A EENEIED,

3T ERE ID BRI & im O E R3S ALAY LLDP 4148 ID.
ZHEHIROZERE ID  BRR &R OEREB R HLFO LLOP 3% 1 1D,

@ | 7F: EEENECRAHA#SROCEENEAT, THLEE ID 3B OEE ID ATH. XBENR-FRESEEER
A. X2 F iDRAC B ENURMA AT MEREIENEIRE .

RIFTEZEE

{5 Fi Refresh Connection View (RIFTERALE) TR SATHRAIZERE D A% OERE D NRFHES.
®

7E: 4R iIDRAC 2B AR S5EE M4 iR 5K iDRAC Mgk iR M HY IR EEHE M 3T 38 O RS Bt B T R MR B 323t 1 f 3z
Beblin OGS 5 SEAKREIET, MoZERMZRIEDEREERXNAERPAEHRERAZHN (DRNEMES
YR B ERAPRED, SEIREHRERSE, EXE—MBARRT, HAERETES.

ERALE AT RERY{E

ATRERYERENLE KRR
wiE

REERH ERNERCER, EERERIELKE, BEMIZME.




AT REROEIRALE iRH
i

To kR Fn S5 ML IEHI SR O X BRI 55 B X M.

AR LLDP XA LR BA. REX KO LREE R LLDP.

S E MBI HIRE A X FREEE AL .

PULIRN: O 67 EROEMERHE, MERHI2RmOEEEXARREE XM FHARIFNED AT RFNEEN EIFRER
PASK BN SR FT A B4

BHHHE BRAYRZRNERE 1D FIRHIROERE D EE.

AR E ST R RO P 28 42 51 2]
AT S SR A

HE R RE

Broadcom
57414 rNDC 25GE

*  57416/5720 rNDC 10 GbE
e 57412/5720 rNDC 10 GbE
* 57414 PCle FH/LP 25GE

e 57412 PCle FH/LP 10 GbE
* 57416 PCle FH/LP 10 GbE

Intel
* X710 bNDC 10GB

+ X710 DP PCle 10 Gb

+ X710 QP PCle 10 Gb

+ X710 + 1350 rNDC 10 Gb + 1 Gb
+ X710 rNDC 10 Gb

+ X710 bNDC 10GB

+  XL710 PCle 40 Gb

*  XL710 OCP E-+ 10 Gb

+ X710 PCle 10GB

Mellanox
*  MT27710 rNDC 40 Gb

*  MT27710 PCle 40 Gb
*  MT27700 PCle 100 Gb

QLogic
*  QLAM62 PCle 10GE 2P

* QL4112 PCle 10GE 2P
*  QL41262 PCle 25GE 2P



FIREFNLSN FC HBA 1255

ERIR IR NS E RGP A BE R LSS (FC HBA) B Z B TR AHEEREIFESEM. ¥ Emulex 1 Qlogic FC HBA. 3T
B FCHBA®®E, BAUERBHRONUATER

© HIERSHER
« AN
*  Receive and Transmit Statistics (GEUFIE XL EIR)

@ | #%: Emulex FC8 HBA RE 3T H¥.

EF Web A MM FC HBA &%

EFEH Web REEE FCHBA BRIEEBRE System (&%) >Overview (%) > Network Devices (fZ%i%%) > Fibre
Channel (X&EE) . BXETHEMNEZIER, 1ESIF IDRAC Online Help (IDRAC BX#LEEEN) .

W TUEIE R RiEESRS (FC HBA RTHRY) 0 FC HBA & & RIERY,

£ RACADM U5 FC HBA &%

EF A RACADM &E FC HBA I &Z{ER, BEEA hwinventory &4 .
EXELEE, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERRE) .

HSECEEMMUL. BaIEMEFEEBREE

ERESHERMEEEM DI, BRIFMNEFHEMRE, AEAFAMER. EATNARFETRRERSELZMAEE (B,
BRIERGEHBD, AER. RERIXRRER) , FENTEAUETZERRSHBAMKIKIE. XEHTERENRE, HE
BAGH TEARREEHNLER S — M RENFKR.

FEAER -

3L MAC ik
FEHLISCSI MAC #ifik
&L FIP MAC bt
E#L WWN

E WWPN

@ | #: BRI ARG, MARLMINEER TR B HBIA KA ML

@ | *: £EREBEH FIP, E# WWN FIEH WWPN MAC BHEAIEL R E, E#l WWN FIEH WWPN MAC BHSEEE B ER
FIP R ESHECE .

B> ER 10 #RIRThEE, &R AITIA T #4E:

EE MO E MEFMATFERSZ (Flan, NIC. CNA, FC HBA) HIRE#MbHE,
FLERBzhas (XMRTF iSCSI #1 FCoE) FEFEfEEIREE (XFRTF iSCSI. FCoE #1FC) .
IEEERSG AC BT, RE4S/ARERNARERFREEENE.

AEEIMLE . BERIRMEFEBREENETRSBAGERMEN ERRMLEBLFRLEEN, HEHERENC. CNA S FCHBA & &
EEEBEMBIEMAEFTR. ATREET DRAC £ RAIREIZERSII I/0 #rIRIEERFAM.




HEEM 170 #RRThEERT, HAMRKEA SEN. BRRRERIII, XLEEHRERBCERBIER.
@ | F BEERE, ETEREFLZH, BELEEHEAE.

Y Fr 170 vRiRPLLThEERY =

TR T A 2 HF 1/0 FRRIM AL TRERY

= A1: #1170 FRiREALThEE O£
HEwE e

Broadcom s B/9REK1GB

. 5720 PCle 1GB
- 5720 bNDC 1 GB
- 5720 fNDC1GB
- 57414 PCle 25 GbE
Intel - 350 DP FH PCle 1GB
- PCle1GB
- {350 QP INDC 1 GB
- 1350 2+ 1GB
- 1350 bNDC 1GB
- x520 PCle 10GB
- x520 bNDC 10GB
. X520 &2+ 10 GB
- x520 + 350 rNDC 10 GB + 1 GB
- X710 bNDC 10 GB
- X710 QP bNDC 10 GB
- X710 PCle 10 GB
- X710 + 1350 rNDC 10 GB + 1GB
- X710 rNDC 10 GB
- XL710 QSFP DP LP PCle 40 GE
- XL710 QSFP DP FH PCle 40 GE
- X550 DP BT PCle 2 x 10 Gb
- X550 DP BT LP PCle 2 x 10 Gb

Mellanox « ConnectX-3 Pro 10G %2+ 10 GB
*  ConnectX-4 LX 26GE SFP DP rNDC 25 GB
*  ConnectX-4 LX 25GE DP FH PCle 25 GB
*  ConnectX-4 LX 25GE DP LP PCle 25 GB
Qlogic

+ 57810 PCle 10 GB

+ 57810 bNDC 10 GB

+ 57810 REF 10GB

+ 57800 rNDC 10 GB + 1GB
+ 57840 rNDC 10 GB

+ 57840 bNDC 10 GB

+ QME2662 E-k FC16



ISR

xE

Emulex

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FCS8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32

3F 170 #RIRALTIRERY NIC [EfFhig 28

TE2E 144X Dell PowerEdge BR$5=8, BUAER TERELFEN NIC B,
TR T X 170 FRIRMALTIEERY NIC BRI .

iDRAC 1% & /3 Flex Address &=, 3 i=#l & 12 1\ B Y EE Fol i ik %
Flex Address Fi3F X M4 3RBEITH

TRNMBTHERIEIR (VAM) BEEFFAMRIEITHUAREXM,

. 42: [EH1/Flex Address Fli% A BUEITH

CMC $ 1 Flex iDRAC HiZERIEE 10 #5iRfE IDRAC 1 SCP A MREg EREAMERE - E
Address ThgEIRES = AIThEEIR 7S bk
Flex Address B2/8H  FlexAddress &3 [=8=1;t Elh i 2T ELE R VAM i8R 7FE 1 E A Flex Address
(VAM) BEELE T
Flex Address E/8F  FlexAddress &3 [=Y=1:] KRELE VAM REA Flex Address  TTiFAM - REA
Flex Address
Flex Address BE/8H  FlexAddress 23 [SE-d £ Lifecycle BERIZEERE Flex THAM -EERN
Controller #2{tay  Address Flex Address
RERE
Flex Address 2/2H  FlexAddress &5 (S ARECE VAM B E J9 Flex Address 1% E 3 Flex Address
Flex Address B2 F  FlexAddress #&3{ [=Y=133 VAM BE B EEEN VAM AT (BRIFAM - TEEF
bid 53
Flex Address B2  FlexAddress f&3{ [=Y=13E KREE VAM WEAEHE MAC #h TXEFHFAM. BUR
1t FRI1TH



CMC hfi§ Flex iDRAC Rif ERYHE 10 #7iNfE iDRAC f SCP P A MR SERAEE A M - R
Address TIgEIRS R HIhgERTS ik
Flex Address B2  FlexAddress 1& 5 2%HA {£F Lifecycle ZEHAEY Lifecycle A IEFAM. BUR
Controller H#24tf9 Controller iEE{SR TFITH
BERE =i
Flex Address B2  FlexAddress {23 [SE3 ABLE VAM BEAEGE MAC H 8 E A MAC #b
bl bl
Flex Address BB A HXHER 2BH VAM BEE ELER VAM i8A7E W AERHMERZFAM
1= FsE R
Flex Address EBH X AER [=Y=3:5! KRECE VAM WEAEMGE MAC H R E I MAC #b
hils bila
Flex Address BRBA XM HER =H A Lifecycle ZEHAMY Lifecycle  A#EHFAM. BUR
Controller H#24tf#9  Controller BEE{ISR T FI1TH
BERE =FiE
Flex Address B2 H HXHER [&Y=]::] VAM BEE ELER VAM 8k 7E WS AEFHMERZFAM
1 FsERE
Flex Address B2 i AlER [=Y=3: KRECE VAM WEAEGE MAC # 8 REH MAC #b
bl bl
Flex Address B2 H HXMHER =H {3 Lifecycle ZEHREY Lifecycle I AM. BUR
Controller H#24tf#9 Controller BEE{SR TFI1TH
BERE =i
Flex Address BB iFHER [SE=d AECE VAM BERESE MAC R E RREH MAC ith
bl bl
/ —
FlexAddress 1 10 #RiIREI R Z1TH
#2. 43: FlexAddress # 1/0 #RAMN R SITH
\ FlexAddress #£ 10 #RiR#E iDRAC E%ﬁl% A Fﬁfﬁ K o BEWSIFEH VA
%A CMC EITIEERA  BITHAERAS VA VARERRE AT
BEZFAREHAM SR [SE-3] M CMC FlexAddress #R#E FlexAddress #1
BUAR 5525 1%
&M, eBRzsE eBHF = - FEgEFA TIEARIEERMIE BB FlexAddress
*Fk
H & e
B2 B2H
BEZEVAMEBALR SBH B2H M CMC FlexAddress #R#E FlexAddress #i
B IhEERIAR 525 1%
[&y=)::] [SY=2:! = - FEgEA mIERIBEMMLE  RIBZERIEREIL
=1
& M CMC FlexAddress #R#E FlexAddress #1
1&
2#%HA 28 A = - FEgEA EIEAREERMN RIBTERIERRE
B

=

ERIE ERR



\ FlexAddress 7E 10 #7iR7E iDRAC &f  EF5| SAHTER o e EXNCISAH VAR
S CMC SREITEERA  BHBERA BVAMA AN VAREIERE TR

2%/ 2%/

BHA®ER 170 Rt ThEE

BE, REERKSISERLE, ARERZENSISEEMNABL. BAILUER “I/0 FRRMA” ThEEKIM5ISMHIL. MRERIL
ke, EREREBERIERMALCANEEELMIE . BaEMEMEBREYE, AMIFEL R BIOS BER. REAREMSISERE
st

\ar.

BE—RERGRIHMITH, FHET3IFHEIMEREEITIHIL.
BR /0 tmRMALThEEZ /T, TBHHIR:

TEREESR. BEEMRGIEHIRR,
* BIOS. iDRAC FfM-FE E#H ZE mNE 4.

BR 170 #FRRIMLTHEE/S, M IDRAC SHIRRSHRECEINH, 7 SCP XHHEXFEN /0 RAEMY, REHLXHEHRIA
iDRAC,

HXIE SCP STH R AIMEBA 1/0 FRRIL LA BIERFIR, %S delitechcenter.com/idrac IR () NIC AZE X AERRBSC#.
@ | 3% TEfEHEE 1/0 FRRMEATHEER Y .

5F Web FH/BRAEZEMA 170 #riRt L IhEE

ERRER 170 FRRMAKLIIEE, FHITUATHRE:

1 7 iIDRAC Web RE®, #Z Configuration (At&E) > System Settings (Z%% &) > Hardware Settings (FHHi&E) >1/0
Identity Optimization (170 #RiIRHLHL) .
REEN< £ 7% 170 Identity Optimization (1/0 i) TE.
B3 1/0 Identity Optimization (I/0 &#3ift) EIK, £ Enable (BA) EWMLUBALLINEE. BEEA, MERRLLIET.
BENATNARE.

{5 RACADM BRI 170 #riR i IhaE

ZERRA /0 R MLThRE, BERUTHS:
racadm set idrac.ioidopt.IOIDOptEnable Enabled

BRLIRER, BOREHMBHNRRLERREEYL.

E2/ /0 R ThEE, BEAUTHS:
racadm set idrac.ioidopt.IOIDOptEnable Disabled

EEER /O RRMUTIERE, BERUTHS:
racadm get iDRAC.IOIDOpt

Ao EFF A R E

A 04, BRAIUEERTHRERGERMEBITHRKE, BEELML. BRMEEBRIENFAMIERT. 88—
FAMKEBEENATARAGTRAERRENABROMOX. HEHERESIFHBEREZEMRETATE.



@ | *: tn5# IDRAC _t VirtualAddressManagement J&14i% & J FlexAddress .3 A # CMC 1 FlexAddress Thgt B2/, XigE
FBRIAERT, Persistence Policy (#AMSRRE) ThREATRETTAER . #AIRTE IDRAC $3% VirtualAddressManagement B4 E
Console (3E#l&) t#5E7E CMC 2 FlexAddress IhEE.

AT AR E LA TR A SR -

Rt : FHENHERIRE
RERIMLE : AERBN MR IR &
BEIEE

FiEBHR

FENRAFAERBE A, HRE:

B EDHITOREREMR, B, BR “ERRERFITREMR" R,
B R 170 FRRLTIEE

EUTERT, EHIEIEFER Lifecycle Controller Hi&:

BRAZER 170 frRMR LT
FFAMEREE R E B
RS, BRI BRESIRERBIRE. REEARENRE LA LRBIXLRERENECRE——FBEERE.

$t3f SNMP. EFHEBfFEL WS-eventing BHE A EHH##(E. AStLBRERERRERZEREF.

Fr A REEHIRAME

R, 44: HAMRIRAIBIAE

Fr A MRS AC BfEg RIS A3l
RS : FHBNHER IR & ARk BikF Bik#EF
RESUtiE: JEHBN iR & Aifeep ARk Bik#EF
BEnE Bik#EF BikF Bik#EF
FHEBE Bik#EF BikF Bik#EF
O | iE: SRFAMRRERAF ANTRIESBEREAMIEY, EHERARAMKRTIRREL I, ELTERRHFA MR

BERERGEEMMIL

A MREFEEYNFA MR BE CNA RESX ERE T Rl BaISRNEEEIR, BAEEK VirtualizationMode
FRMMENREZ AT, BOERERAELNLIE, SESMEFEEFLEENE. FRFAMRBENEEIITRE. SHRaTe
ERA—MEEE LU ERIbI R HERFEIZ B A 0s FHH2H iSCSI Fahzafnizif B ARR0AME T BT R B iR shas M F i B R {E.

£ iDRAC Web R HBALEHFA M RIGIZE

EREFARE, FHITUATERE:
1 7£ IDRAC Web R, % ZE Configuration (AlE) > System Settings (R4iiZE) > 1/0 Identity Optimization (170 #RiRftE
®) .
2 BEH 10 FRRMmAIETTF.
3 HERAMREIST, ARMEAMRBIEETHEh—INZ Z:
MBI - ERERERAREBEM I BFRZE.
RER - ELREAERFREEPIE S B R E

0)




« ACHRH - 454 AC BReE1E MR E ELIbIE s BARIEE -
4 BEHENA.
B E S A MRS

£ RACADM L ERFF A MRIKIZE

FIRBEFAMEREE, 1BHELLT racadm SRS set TS EAER:

o XHFREEMMLLE, 5{$ER iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd X} %

« XFBzheE, i51FF iDRAC.IOIDOPT. InitiatorPersistencePolicy 1%
s T E#BAR, iEEH iDRAC.I0IDOpt.Storage TargetPersistencePolicy %15

BEEZEL, 1559 dell.com/esmmanuals 3124/ iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

iISCS| BEhssMEFEME BRI E

TRIBMH T BRI AM SRS BH ISCS| BaRiEEERNEAENTIR.
%%.45:iSCSI 33155 - BAE

iSCS| Initiator (iSCSI B5H8%) IPv4 18X TRIRRIAE IPv6 X TRIRRIAE
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OCE/RLM BR#$IA#ZAHRREBE— VD BIENR.

RAID50 #1 RAID60 A~3z#F OCE. RAID10. RAID50 #1 RAID60 R+ RLM.,
MRFHFRCENEMHERECEARAE, WA EIHEZFHIT RAD £AITBHETET R
EHIBR ISR B IEE#1T RLM/OCE MENIEEMBEANSREFRBEXANETS, HE| RLM/OCE K.

BN EENMEEESE MR, EEEMIERIETRK.

TR LH PR B R BN BRI 32 4

MREMBERE (W0 BGI/ER/EE/KGIRED SEMHEMA VD/PD LIET, WA FEXEMECE (OCE/RLM).



£5 VD XEHERNEE EEAHITEMECE (OCE/RLM) BRHATEM A BFEERITH (OCE/RLM) ML SBEHEE LM

EESMRE, A OCE/RLM FRIMEIREIEE &S B A EINFEE R — 8BSy . (BEXEFEEEN RS S EERFREERA
“Online”  (BX#) -

HVIIA

LEIhREREMSEUHEENI R R a¥tatL. £ PERC =65 L, TREMHMENEEVEHREEENHESIZEEMEE. TRIE
MHENEEEUSEEENHE, MRETERVESHESEANMEE. BR, FEVHGRNLEALITH, SIZEMMASRLT
BIEEIT. BURIRHEEB FEEUHE M. —BEUH, BaVIHRHSE 03 5 MABHERBD.

©| & FAMKRLTERT RAID 0 B

{EH Web F EEEEMHE

1 £ iDRAC Web R, %% Storage (#Ffi%) > Overview (#£%2) > Virtual Disks (FEI\##2) > Advanced Filter ((F&THiE

28 .
M Virtual Disks (EIIREER) &, SERGRESEEENMENITHIE.
SF—NS BN ERHEE, NEMRMETRSE R PEFE—MRE.
TS LA ERIIREN SRR E 2 MEIE. HIGER—MRIER, G ERMIMA Action (BBME) THIEHE . NTHEAIEE—THRE.
Mifnky Action GRME) THRBEHPASEREIEFAIRIE. I, FHERIEFIDIEER Remove (FBBR) $E3%. BIZHEIEA 1S
Uk EIRAE

i[53

REREE: ESRER - BESREFRBENXAUATIERZ —:

- TWE — "R TAENE, TRATTRIEERE.

- T - "R TRENE, 1EHIRRINFZEERNEIRZ AT BEEF MMM EREFRESEETFAED, MItEREE
Ko FEAIMRIEEUESHBIRE, BTEREIEEN, BRERSIHAE.

- BEBENWE - RN THRENS, MREEENEXPHARNSEEETRRE, WEGRERMTIZIESEEFRE.
WMFRIZENEK ARE, MHZITHIRFiE R E XA IREER

IER: EREET - HEoREFTRMELAUTERZ —:
- HE —RrNTHRENE, HMETRAGUEIRZRZTHRERIER, RSB EEEATHENESLZETNRS.

- BE - RN THRENE, EHRSREFRERZSPHRAERIER, EHHEFREENTRINESKEEINRAR. R
EESREEREFNREEAZGEENE#RE.

- BHIEE - FAEHESSRESFN, BATEASREZTF (FERFIRETEFRM) . MRIEHRLTEEECSERARS
FIEEERER, HIMBIFRMER, TRLAERREES.

RERE: MAREET - BHASEEFRBELAUTERZ—:
- BOME - REMEEAERAERASASEEFEN. XT SATA#E, EXEBM; XT SAS #ii, HRXER
A

- BRA-RAHENSEASREFCEA. MRETE, MWIEMBIREEKREEREE.
- BEM - ZTHENSEASREZFEER. SRREEEAMEEEMTEE.

MpaeuE — SRR HE FRTROR, UEAHATEITRATIUENERIE. AN ETRAIRETR, ERYE
B FOANEREREER, REUENERIESESVIEHE HRENEMES.

Miatk: TF - BRINANEIBIENXH RS

O 5% Miate: ELETAERT PERC H330 1512
RE—NM - SREELEEN—KY, NERN TREEhEFRE—5E.

@ | 5%: BNT|IFE N RAIDO ERBF LiF—BtiR S,
MEBEBHEE - MEENHERHE. NBEHEEEMBENE, ETUNE. FXRMBRLEA.

@| ;#: RA#EER Self-Encrypting Drive (SED) IRZhE SR IR, B EMMEETSTH.



EERETHAEH - PRRBCESEREE AAZHNYEEE. NETERNERAAERH. MRSEEMMERAEA, N
THREPRL BRI .

BEXLERTMES(EE, 1ES% IDRAC Online Help (iIDRAC BEHLEEEN) .

ENRAFREERX TR e S, EEENRRENRE.

BEHEMNA.

BIRBEEWBREERNAXERE.

HAtEmA:

RAID AT — B RS ER. LER RAD RRIFEMHMEBHARDN . RIFEEE—/FH RAD £3. ARTREEEENS
ERIEE DR mMEINIR SN2 LUT RS BIETHY RAID &5, tkIhgEFiEAF RAID 10, 50 #0 60.

£l RACADM EIE E\fE &

AIERUAT S EREMHE
© EMIBREINEE
racadm storage deletevd:<VD FQDD>

EIR UL -

racadm storage init:<VD FQDD> -speed {fast|full}
EREEMHARN—HME (RADO ERZH)

racadm storage ccheck:<vdisk fqgdd>

EEE MRS

racadm storage cancelcheck: <vdisks fqgdd>

© BEMEEMEE:

racadm storage encryptvd:<VD FQDD>

© ENRSEBUHAEERAENS:

racadm storage hotspare:<Physical Disk FQDD> -assign <option> -type dhs -vdkey: <FQDD of VD>

<option>=ye SECHREH
]
<Option>=no BGE B

BIEHIRS

AR FERIBE AT AT 384 -

=gl

© SARBEHIINIMPEE

© BRRIMBECE
EiRiEHIREE
2. BEXEMRRE®EA
EFRENERER

Ao B HI=E R 1T

XPFEHIES, AEEUTEM.:



KAIZEUER (BEIFE
BN EIEKARIEE (AR IEEURR A FahiER)
M AR AL & XI5
BE-HMEER

E SRR

E T EER
WE-HME

BER
EEB¥AL (BG) &

E LB

R B SNIMIEE
EREHREEH

B AT FANPRFIAR 55 22 B R 7 GEEC Ef=HI R B 14

M 3 B 3=
KRR IVE RS
KRB SIRA MR E R B R RIS, BIRFLTIF. EVASE SAS M SATAHDD EB#IET—X.

KM A S AL T AT IR R IRH A EE1T:

YIRHLE A SSD.

YIEHRS B BIEE R IR PR A E A RED .
YIEHR OB EENITUT —BURMIEM E I E S -
- B

- BEFEEREMAE

- EAVIERK

- RE—HM

IS, AIRERMIES M B M/ MEER B S, FERAN/ MR RETRERE.
@PE%*E“Eﬂ”ﬁﬁ?ﬂﬁﬁﬂﬁﬁ%ﬁﬁﬁﬁmﬁgﬁ%,%%Wﬁﬁ%ﬁﬂ%ﬁmiﬁc

@ [ mREHIRFEMRET TR, WAZHBIMELFCRIEERRE. BEETLUER iDRAC RERIIERRME, &
BRIXBRELIRMER SR .

ST

DETE R M RET B s fE ERRIF — BRI A MEHIER i O SE AR &% 1/0 15K . HLBMNAE SAS #=HIss LT .

FEEe#MK (BGI) =

£ PERC #ZHI2 £, MREMHEENFESVMIRUBEEM#EEEIRESE 0 2 6 2WABFE. TREMHENESMIRKSEEN
AT R, UERTREIEFRSENMRE. 50, RADS EMMENESVIRKERETHE, FEREERENHL. RADI
FEMHENE SR IRETRE, YBMEREIRR.




FEEeMEH SR HEIEHIERRAMUERNRBESBEIRLENRE. AXA5H, FEEMRHIESHRE-HMEIRERMN. R
AR LIEITAEEERIZEE. MREGH, FEVHGEHKIE 0 R S oMANBNEHBD. SEEVIRKEESITH, THELXER
LFIE (GIMEEFAIENRE) . HtidiE (FImel@EMHEE) BLES5RaVBHRERET. XETRSSHESMIRLEH.
FEEa¥EHERAEER 0% 2 100%, KEERTEITEEMGBELESHNEERRNBE L. 8RR 0% B, XTiEHI2E, FadlE
HEARMRMER, FTEBRKHFEIAETR, HARMRFEMESZWRNIRE. FEEMIRNLER 0% FARTEEVMHEILEFLES
15, BRHA100% B, xTEHs, RailatEaesiirg. FEMEHREERE, FERMNAGHEZERAIRE.

BE—HM

SE-HMEZSTRIERK (FERE) FEMERE. RESNERTRREMHEE. MRFTE, RE-BUESTERRFY
. HEMHELT “KAMHTR” KSR, STRE—HMETEEILENHEIEEZIHMERTS.

BE-HMRAEER 0% B 100%, KREATEITRE-HMESHAGTENE DL, ERA 0% B, XTEHIRE, B
MAEBRREMEAR, FERKHNELETR, FERMRAGHEZERNIIRE. RE-BMERR 0% FRIEE—HMHEFLR
g5, BRHA100% B, MTiEHR, RE-BUHEAESMER. RE-HMMEERE, FERMAGHEFZBRAIRE.

BERENREEA

EEFIREMN, SUUERRERREEN. THRERMEBARYELMRBES SED MifiEl. BRAUASNEBEME
DIRERIEHIRR O — N ME R ERAAERER (LKM) R UEERZEEN. KM AT R TERFRIFEN#ZRFREH 1D
TR ER. WREM LKM, Niudd it nZ B ARFFELRIERIZMEER.

£ HBA R T B1THY PERC MEH-EHIE LA HFHZIES .
WMREE RMEEERE BRATEREEAERURES, HEZRURMRZREEH, NWSBEREIERERAELEE.

£ Web # B EfEHI25 R 14

1 7£iDRAC Web REH, % = Storage (#fi%) > Overview (#i%Z) > Controllers (JZHIEE) -
RS BN EIRHIRRTE.
£ Controller (¥Z§Ig8) #o, EFEEERERITHIR.
3 ARTEMHEERENER.
Current Value (HFHE) FIEERESNEMIMBIE. ETLUBENENEER Action GRIE) THRESERPEFIETERIZIE.
BEEFERIES, 1E5I17 IDRAC Online Help (IDRAC BX#LESEN)
7t Apply Operation Mode (FiFRIR(EER) ThSE&h, ®IFERNAIREMNATIE.
BEHEMNA.
IR IR EMBRIEEANAXEEE.

£ RACADM Bt EiTHIZZ B¢

FigEKRIEEEN
racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}
MRKIFEER B R EAFE, BEFERAUTHLRENAE LK IREER

racadm storage patrolread:<Controller FQDD> -state {start|stop}

O3 mREHBETOENBARTR, WAXH “Ba” M “EL” SKRRIERBE. BIEETIER IDRAC RERKII
FRHME, SXRBHELEEIIFHEERIFRN.

. EF—HMKEEIER, 5FEH Storage.Controller.CheckConsistencyMode X% .



ERASZAL SR, 1&$EA Storage.Controller.CopybackMode 315 .

ERRSZRAAHTEER, 15FE M Storage.Controller.PossibleloadBalancedMode %1% .
EEETATHEMAAHMENI T HHERENRFERFEE 7L, 1A Storage.Controller.CheckConsistencyRate 315
ERETRTERNEHENIEHIRRFET YL, 1B Storage.Controller.RebuildRate X15

ERETATEUEZEMHEEARNERNITREEMEL (BG) BizFlRZREa S, FER
Storage.Controller.BackgroundinitializationRate X5

ERET R TERMIEH A o 40 FEMEAER RAD RyIEEMHAENERIRERE L, EEA
Storage.Controller.ReconstructRate 1% .

ERiTHIRE A2 AEEAINRE B BEhS A\ INEE, 1B51EMA Storage.Controller.EnhancedAutolmportForeignConfig %15
Z0Z. BUIMRRLZAUMBENRRE, HERUTHS:

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>

racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old passphrase> -
newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>

SABBZNFAINEREE

SMERECE R BEMN— MRS B S —MEFISS YIRS LR, ERINEEAYIEHE R EMHERI AINIERE.

EAIASNSMREE, WEEYBHEBNETSERENHEE. NHIMMRETEILT "B s “BR” KESHEMHEE, =
BEERTASASCHEENENHENAERAN, FESNZINPERE.

B EMHEERROAEE, BNREMHEBEAERISR RAD &7, NAFZHSINITRELE.

flgn, MRSMPEEFREE RAD 1 EMHBETHREHN—ik, MBAEMHEELTERERSHETUSN. IRIMBEENEE—
MRAER=MIBHEEERN RAD 5 BWIEHEE, AP4iZ RAID 5 EMHELTHIERSATRESAN,

FREEFIEERSN, SNPEELTREESE—MEFIR AR AARAERAREBES —MEFIROIEHE . SAIMBEE ESTIGHYE
HBEARERSAN. MRZYIBHEEUNNEFISR EREATAAER, BRAERASEINEMHEEINPEETTBEEE,
MR zEHEIEAERRERIN.

RN BE A A ZEAETERS (LKM) SIERIEMINBECE, M7ELLAIAR DRAC , SNIINFEERIERTH, BATHERT
CTRL-R f#$ioRE2E, SRIFHFEIIN iIDRAC SNINERELE -

REIEHIZREMBI R SNBECER, A SERSNIMBEERES . BB ZREYIEHSIKS R YIEHEhES A NPRE
(EMMESRAER) . WRYIEHERS RN, WEHES SRR EMHMERSE TAER.

@ | & SAIMBEEESLSNFEMISHIROERE FHBOAAEMNMEE. UREESMIMNBELBE, WSARERE.

PERCO FHISRXFEMSNIMNBERE, TERAFRXE. BRISATUEREER. MREBM, PERC I=HIRTBIHSAENEE
ESNPEE, MEFFIHFH. MREZEM, M PERC A BHNFNEMIMNBEE

BB BERWRAAR S FJITHIR A BES NN ARECE

£ HBA X TE1THY PERC MEfHEHIZE LR L HHZIES .

@ | i#: RG LAMERGERETR, TENBERSMNIVIERS. EEREEENBRARTHLTENFRE.
AIEETER FRISMIELE -

B EPRIAM BRI S H T HEREAN
REPHRBOMERECHTHEREA.



ERHEE TN AYIEHEERERMNBET, AEEHREA.
ERREUEZTNIIERBEET,
PATBRE A T SR IRRE AR -
MM REC B B SEPR SN A, YIRHERNIRRRRTSATRE AT . RAELT “Unconfigured Good”  (KRECE, RIF) K
SES, DEENER B REFHTIMIBIN
TESN PSS AL T BRANRSHIIRENS -
BRSNS/ \MHISMBECE

£/ Web FESASMRECE

@ | MRBEHEETTENIMBHERE, V- IRSMERNEMBENRS LR RRIIRRES.
BINIMBEE, EHITUATERE:

1 7EIDRAC Web R, ¥ ZE7FE > B > 12H135.
2 f£ Enhanced Auto Import Foreign Config (38 BEISAIMNBECE) B85, M Controller (IFHISS) KEF, EEFEEER
BRIEHISE.
ENRFREEX TSRS, EESANBRERE.
BREBAMNIEE.
BHRBEBEENBRIEERSNEE.

EAHMSNINPEE, BERELHREYE BoTEM EENAHSNMIEELED, EENRARERN, REEHNA.

O3+ ERAMENEDSANIMERELERZE, BRETUEHISREUSNIMIRE. MREHSAREHISER
X, MIZEFE iDRAC REF S AN, HHIT racreset LEFTE RN iDRAC.

£ RACADM SA\IMPELE

BINIMBEE, ERITIUTHRE:

racadm storage importconfig:<Controller FQDD>

BEEZEL, 15219 dell.com/idracmanuals 32 [9 iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigrm) o

AERINBECE

BBRHEN— M EHREBHE R -G, BURESANESMANBSY EMHMENYIEHE OMNIERE) . B IBIREYIRH
BRRSRAURIERANYEHARTEINNERE (EIME) . MRMEBHMEARTSRHING, WYEHEE S FRENMI ELH
£, BRI TERNYIBHE P ERSEREMHEERES.

TERRINBECERIER Kk A BRI AR MBI HI BRI R L BRIE. MREESMIMNBENEE, WABREMIENE
Mo BRAIREEARLESNEMHMEMIERIARIE. BTINBEBERUIBITIRL. MRBRTESANNATEIINBEE, FTUERE
FRONEPEC B TR FRIDIERE R LRSI EUR .



£ Web #HE P EFRIMNBECE

EERINBELE, EMITLUTRE:
1 7 iIDRAC Web RS, % ZE Overview (#f3%) > Storage (7fi#) > Controllers ($%#3%) > Setup (I&E) .
Rt BN RISHIBRTTE .
EIMBECE S, MIEHIER ThSR B ik iR E R EBRIMNIBEC B M1 IS
ENAFREEX TSRS, EEEEREIRMNATIE.
4 BEER.
FBHRIBIEE WIRMEIR N IERR YRR AR

£ RACADM &E[RSMERECE

EEMRINPECE -

racadm storage clearconfig:<Controller FQDD>

BXE%EE, 1557 dell.com/idracmanuals E12{#t#4 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #5474
Eigm) .

BT Hl i E

TR ERITHIREE. WRESRBREMM AR, HIUHAMBRSIR LAZR. EXS N E P ERBIREE 2 SNEME
', ERMEFSHBRERINIELE. WULIEERSER X RUER T PERC 91 B, EREETEMRIEMEIE. ATUAEHCET
SHRRREEMARITRLERE, MEHXRETRESSBRENRE. BLRBRFZHFIZHNR.

@ | #: ERRHBREETSMBRIMFEE. EMRIMBEE, FRTEREER?E.

£ Web F HEi&ZHIaRHCE

EERITHIRAE:

7£ iIDRAC Web REH, #% E Storage (#fif) > Overview (#E%) > Controllers (JZHIEF) -
M Actions (#E) ThIEESF, A—NHEMEFIZEEE Reset Configuration (ERACE) -
MNFENMEHIRE, ENRBREERA TSRS, REENRBREMNIE.

BHMA.

FIRBEEWRIERANAXERE,

£ RACADM E R #ZHlIzFAcE

EERITHIREE:

racadm storage resetconfig:<Controller FQDD>

DN -

BEEZER, 1559 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175
Eigm) .



BT HI 2R

@ | 3: YIHRHIRERE PERC 10 #5418 L F 2 X #¥.

£ PERC 91 #2188 £, ZBRILUEID R RAD R 179 HBA 83, EXUTHIBRMMEMRE . HEHIRRHIEITARS HBA f2HlssE
ik, HfxLipzpigrdidRERg RS, EHRRAELRIMEEIRIE, FTASIEEE. BITFISM RAD RXEX A HBA 2
B, EHR:

RAID #=Hl 28 STFFEHIZR RN E . 7 RAID $HEFREITAIEAEHIRE £, R AERTHIsH R AL .
AU RR SR F5 R BT RE PR 2R
© WA SRR
© IIBREERRINBECE -
AL THIERSHIERE R L%, REEBNSREFTERER.
DIMBRAER 5 SED KB A Z £ %A,
ERIRTRAERENSRER.
MBI H R KR S ST AR .

@ | & ERARETEEXZHAEMNBERE. REVH. RUBENAEZR, ElXERmEEmR.

@ | 7: #afRk CMC I RIERT AT PERC FD33xS f1 FD33XD FiEKEE, RAEBEEIUTHFER . HXERTHERKER CMC IFHNHE
MEZ{ER, 1EEH dell.com/support/manuals £ Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/FX2s
User's Guide (i&/5F PowerEdge FX2/FX2s £ Dell Chassis Management Controller /g2 1.2 JHF#5E) -

Vi AR R B 5h

T % RIZMER iDRAC BE (5120 Web R, RACADM F1 WSMan) & B 15 # 85&E R BTaY 515 -

NS PERC #£#I8840F RAID 12, MwmseERMARMEE. RER. IMNIERE. THRBAIRENSRET, REHEF
ZENE A HBA 8.
WEEHEERE, TaEEHM RAD #1E. lZn, MR PERC &F RAD 3, BJ% PERC MFEEIRE N HBA EX, ME
ZIMIEE BGI B, NEFEETRBE,
1% PERC =8 M HBA H1#:E] RAID 3R, IRaNgR AL TIE RAID K7, METSBINEEA “BE” K. 1ib,
RAIDEnhancedAutolmportForeignConfig B 15 & B#1i& & /v Enabled (B2RA) -

TSI RAR 1 A AR S 8500 B ST ThAEIET WSMan 2% RACADM RHE% B s 2= AT A9 BIoh :

+ BRES[EECHNEAFEEEERHSEAREE S RAD #84E, a0, 1R PERC 54254 F HBA R, BHURESY
BR 522 ELE X4 (SCP) LUHESIZR R E it RAD, IR g AMEH OB EIHIE.

MR RAID 244 HBA BF, RAlDaction pseudo BHI5i& E NEFH 9 BIAITAH) « KEBFERBMISEITHEIE—NEIMRE
B2, ERRERIEEK, B2, EUECTRNSRREEIR. BElRILEE, BHP7E SCP X+ RAIDaction B4 .

L PERC 1THIZ3 4T HBA #23XET, R 4GEAIFITHISFERXNER A RAD FSH SCP BITEATRE, H2iHEIE vD, NelE
EHMELSEM. SATISAR I IEE Sz H 3R AUHER RAID 21k,

{85/ iDRAC Web R E Yz HI2E=

BT HIRRN, FRITUT SR

1 7£ iDRAC Web R, 2 Storage (7£fif) > Overview (#E3%) > Controllers (35HIE%)
2  7f Controllers (35#I8%8) Tim £, %5 Setup (I®XE) > Controller Mode (iE#IsSHER)
LHEMETIEE RIEHISEMNLANEE.



3 AThERBPIRFEYIRBFEHIZRRN, RERENA.
EWSISRRUEERER

£ RACADM tJ]#aiss 2848t

E{FH RACADM liizH5 BN, BITTIH4S.

EEEITFIRYAER
$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]

RGRERUATHL:
RequestedControllerMode = NONE

ERITHISERIR E A HBA:
$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

BXE%ER, 15519 dell.com/idracmanuals 128 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
DS ITRESEIER) -

12Gbps SAS HBA &t 284%4E

3E RAID #i88 2 B A% /D RAID THEER HBA. BN HERIMEE,
14G iDRAC ## [ 3#F 12 Gbps SAS HBA 1=HI85H1 HBAZ30 (ERFIEHECES) 1=HISE.

A 733E RAID =528 T R 51 3%1E:

EETHIER . MERHMAMNERMERIFERTIE RAD #2515, 1S, ERTUEFSHIEXREKRN EMM, K5, BRZEEREMNER
BERNERRMN. RBEFINLEERTEM.

TEREGMNENEREMER.
79 12 Gbps SAS HBA 1= HIRERINAEEFEH (MM EFD
ERMEIE R, MNYIIEREE SMART & R7S8V4ERES 2 1a5T R
M FR Rl B O AR IR S A EIBRAR TS
AR EGE AR LED

O)k:=

+  FEXEE RAID BHISSHITRIEEMAMMSMIRIEZ AT, HIMITERN S| SENERGEIREM (CSIOR) #{E.
 EWNTEIGEFREHIISES.
* X% 12 Gbps SAS HBA 188 F1 HBA330 MEMZHISEMITS X E /2 A SMART BIIRENEZF1 SES #1AE1E REES HISSRTIEM o

B IR R =S _E BT 14 E R S A
FREEXFAECEM SMART RIYEE#Z EITEREN IR FRERAR (SMART),

SMART RIfE S EHITHUN SRS A H UM B 2 PR 2 X B iR . 12513 TR Z AEETN, mREE, WiE
HAE 25184 IDRAC, iIDRAC M ANEFE—MER.

JE RAID X8 HBA &= T HU¥5$ 88481k

NRIEHIZFLTIE RAD R (HBA &) , M.



ERNEESRAZEHAATH,
EHIRN R RSEEZER,
Fr 438 R 2 F4E RAID #R3K,

WMRITHI AT AE RAD 183K, B RUIATRUTHRAE:

IR/ BUEIN R
BEENRERMY, SFUTER:
- ETEES

- RE-EMES

- KEIEEUESR

- EB#ENX

- EHES I SER

- HEMBEHFENINREE

- BEEXR

- RE—EMR

- EWME

- BE&VIEE (BGH) E

- HES EIRER

- MASIEEUREL E X1
EEHERT RAD IBHIEMEI BB (EHAHERRIN
ERRINBELE

@PEW%%&&E*RND%ﬁ*X%iﬁ,%i%—%%ﬁﬁﬁo
LITHIRR A TIE RAID #RAR, TRMMHERERNR. NBEMRIRERE.

EZ N EEIEHIZE E1E1T RAID ELE{EAL

Y MRS Y IDRAC FEX AL L E TSI SR BATIRIER, 1§#R:

B MEFRETIRL. FESMElER, REBEFIEET— MG EHTEREMEEL.
T R RIETUE 2 MEW H R A E R BT EIETT.

BIEAENSRER

ZTERENSREGRRITHRRER, MiLAFEERFENRSREFRE. EEEXKRED, HEEAISREFTS, RAES
NAIRH R . WNREMHE R TEMRE L AR SEMIR, WESEEfFHrO R mER.
RS R AT RS, PREC 1ZHIZR S REBEANERENIMENSEEFTHRE, BEAPREEMHMESERSRER.
ERIRPREZRENSREFEW. MREHRCHRESRES, VWEHERASETAERR. NHHEEUATHAREN, FAH
FREBNSRER:

IR BEMIMNBECE

EHIRR R BB SRR A BN .
ESERE M E B R R AU B TR .

&18 PCle SSD

SMNELEH EEAESIR (PCle) BEIZSR & (SSD) R—ME MR F#iRE, ERTERRKER. KSHSHMARLIEER (10PS) Fdilf
EHERT RGP R EMERIMBIRS R, PCle SSD RABRE T (SLC) FMFEHATT (MLC) NAND INERARITTRK, HHSIR



PCle 2.0 3k PCle 3.0 3k =#% 0. 7£% 141X PowerEdge BREZ&F, HNBE=FARNFNZEE SSD. EFLIFERY BHFIBTER
EHE SSD. [FRMKEBELS (FERYER) HENEE SSD EEREHR, URERFRR LR HHHL (B +.

@ | 3%: £ 14 X PowerEdge BR %88 E X #ET A BiFAE NVMe-MI #135H9 NVMe SSD. i, £ 13 X PowerEdge ARZSZ LT XIS
ET Dell EHHIEA) SSD. M IEMIFIKARSS 77 SSD 73 iDRACY X #¥.

i#83 EM IDRAC FE, AIIAEFEFMEE NVMe PCle SSD.
PCle SSD HIEZEThEE
ARk ThRE
EEaERE
FELHE 14 X PowerEdge fR 3284, XHFHRE 32 M NVMe SSD.
AT PCle SSD #ATLATRHR1E:

AR EEH PCle SSD RUIB TR EHT IR B IA B IZFE ]
«  3#1T PCle SSD I /&

L MR
o NFRSBGEANRIR % LED GRAENLE)

A A HHHL SSD BT T4k :

AR 5588 Sh A HHHL SSD #HT &R 5 A A0 SCaT el
+  7£ iDRAC F1 OMSS H#R & Fnic R H #PEHIHE
c REERBEHHTHEF
< TTY BiERS

FERTEL SSD HATRL T #1E :
REWHBRE, HIIBH. MEERBH

@ | i AImHIRE . BTREMNRIRE LED HRATIIFRBUEIETER T HHHL PCle SSD 1%

@ | 3%: E3E SO 5] NVMe &S, BEBRAMMEMIMBMETR ISR, SHSRRAEGEINIE.

%} PCle SSD #1788 75 M Fn A5

TR IEE YOI ESE AT PCle SSD:

BHES:

- PCle SSD 'R+

- PCle SSD &#)
MRAGEBEEH PCle &R, 1FE =M1 FQDD. —/ FQDD AT EMAVIEENEE, MB—1HTF SSD. REHRLEE (&
), ¥IXER— FQDD. 4R SSD REHEHR:, 1THI88 FQDD #iR&E R CPUI, X kR SSD HHEHEEI CPU.

RHEFFEMXEERT PCle SSD BIE R A

£ Web ZH %} PCle SSD #{7T3&iE 535 A Fnlsml

E3t PCle SSD R &#ITERIREMININ, 1BH4EE Storage (1) > Overview (#iR) > Physical Disks (3I3Bf##E) . FHEER
BT, 3F PCle SSD, Name (Z#R) 5|+ ¥ E 7~ PCle SSD. RARIEERE M.



£ F RACADM %} PCle SSD #{T3&iE & A F0L5:3m)

{£H racadm storage get controllers:<PcieSSD controller FQDD> fipZ&iREMFNLLN PCle SSD.
E&EEFFE PCle SSD IREhES, BFRAUTHS:

racadm storage get pdisks

BEE PCle R+, AEAUTHS:

racadm storage get controllers

EEE PCle SSD EHRMESR, BFERUTHS:

racadm storage get enclosures

@ | & ERAmA Lk ASr, H2RR PERC &,

BEEZEL, 1559 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigrm) .

HEZ BB PCle SSD

@ | 5%: £/ S140 {24IREE PCle SSD FHILIRER B35

PCle SSD X BFHH, WiLEXHFFLERENSISHRRRENAGHIRMABIRRE. ABLERIEER, LHALERES
BRRIRIE, REBILMBIRILE.

X% PCle SSD ZRTEBITE XIFHRMEARNZ I RAR LN FHAFAZR. ERERER PCle SSD ABEMIEER, HEERASR
HERAPFM.

VMware vSphere (ESXi) &%t H i PCle SSD L& HHHL PCle SSD & & X #iE &R R IR1E.

@ | 5E: {5/ ESXi 6.0 #1 iDRAC Service Module 2.1 RS E S AR RS 5 E X RIRIE.
HEZ TR E AT LUE A IDRAC Service Module SEBTHUIT

EEBRFEERFLRBRGENFEAEALTH /0 &R, UEATUREHZESE. ZEFHISHILE LRRMR LED AR,
BolEEBRRIER, ETIERT, BUUNREHREHTRE:

PCle SSD &£ #8 LED X A4k (IEAE N .
RGN BRENEIIE) PCle SSD.

& PCle SSD ik 2B, ETHR:

+ B %% iDRAC Service Module,
B2 /2 Lifecycle Controller,
BB REEBITHIB R FIE FBUR

§5F Web R =& PCle SSD

E % PCle SSD LAFHRR, IFMITIATRIE:

1 7£iDRAC Web RE$, 4 = Storage (7Efif) > Overview (#E¥%) > Physical Disks (H#IIR##Z) -
LTS B R ik B TR A TUm .
2 MEHISETREESD, EET REUESKBER PCle SSD.



3 MThiE#ES , Z—PHEA PCle SSD ik FEEBE.
MREEFESFBR, HAETETREATHNEMIET, HFEFRME, RARETTREAUSEHL LD,

® E: BRE REHIBIT iSM LUIHIT preparetoremove 1,
4 ENAREERTRESRERS, EESIRIR A IR A X E4E.
NMREAEETTARES, HIETUEKE.

| 3#: 54F PCle SSD %%, R Apply Now (EVRIF) HRAM. WREETHERPTEZH.
5 BENA.
MBKORIEL, WER—FHE, RELELOIREN. S50, THEFHEE D AR KRR,

MRIEW BT, BER—FIHER, BERFMEEHIZRCIZAEL ID. BHEWRT, AIEELAIITTE D EFZIEL A
E.

MRARBBRFAIIRE, BER—NERES . MRFHFLBRIERTIFH BV EIERED, WEER—FEBRHER.

£ RACADM & #%[% PCle SSD

FHEH PCleSSD WRENB AR, HHMITLUT#RE:

racadm storage preparetoremove:<PCIeSSD FQDD>

FE1T preparetoremove %5, BB AREL:
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EEREIAFL ID:

racadm jobqueue view -i <job ID>

BXE%ELR, 1557 dell.com/idracmanuals H12{#tf4 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #5474
Eig/E) .

#p& PCle SSD & &#iE

@ | 3%: R S10 {2458 E E PCle SSD FHILIRMET 2 X #¥.

“TREEAERR” kA EMRME EI AN BHRIE. 7E PCle SSD EHITMEEIE B EMBHIERI T PCle SSD LR AHIRKA
MEKR. EMZERIABE, EHTETE PCle SSD. B ERZEMSISHENA.

WMREMBERABRGEN S SSBRIME, WIZREREE BLREHSISRGEHERLRE.
TE#R% PCle SSD R HIE 2 BI, IHFHAMR:

2 /3 H Lifecycle Controller,

ERBRS[ITFIRFERIUR.
o=

* 12 PCle SSD R BE1E R EL IEHRIEMIT .

« EREXRE, BERERZDERABN, BERMEK. BARBAVGCAERTIER, RAEBFERE.
©  TEMJEIR PCle SSD /&, FIEEHRZEER/LIHM, 1% PCle SSD A< B/R1E Web FREH.

o {LUEATEE 14 1K PowerEdge ARS2509#4HR R PCle SSD X M EERINGE




5 Web FH [ PCle SSD & & H#E

IR PCle SSD IR & LHVRURE, BHITIAT#RE:

1 7 iIDRAC Web R, % ZE Storage (¥#fif) > Overview (#f3%5) > Physical Disks (¥13E##) .
B8 B 7~ Physical Disk (¥38E4#E) T1HE.
MBI TR, EEFITHIER I EF XA PCle SSD.
MTREE G, —a% 4 SSD £ Cryptographic Erase (R£#R) IR,
WREE1%FE Cryptographic Erase (R£#) , HEAEEE TS hMEMEDT, FiEEF Action (GRIE) , RBEBEL TR
FKBUEFRHMIE.
4 MNERBRMEEXTRESRES, EEUTERZ—:
At Next Reboot (TOXREFTS| SR - EFNIETIAIE T — X REEFH 5| SHAB RN AERE.
e RUAIRE] - %8R AR TR AT 723X A B HAFNRRH B8] 2 AR #R4 :
- FrARTEIFNGERET A - B AAERGHEFERS. NTHEEEG, EFERE. RIEFEFERIEMERAEZENA.
- MWTHESES, EESEHISHKE.
FEHSS (FHhEHISERS)
EEXH
SR KA
(ARGHERER (08351
5 BENA.
MRREEEL, MER—FER, HHZELEELRY. B, TIFERELS 1D AN R ERE.
MRIEA BTN, BRER—FER, BEAMEEHIZEMENIEL D. BEMELRAT], "TEELFIE S EFIZIELAZH
E.

WMRARGZFLIERIRE, BET—NVERES. WRFLEBRERINFEMELLZRRD, WEER—FBRES.

55 RACADM #E[% PCle SSD & & #4E

HELR SRR PCle SSD &% :

racadm storage secureerase:<PCIeSSD FQDD>

EEHIT secureerase B4 S EBIFIEL -
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

EEREIAEAL 1D:

racadm jobqueue view -i <job ID>

BEEZEL, 15519 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigrm) .

BEEERER

AT HAE S B AR T A T4 -

TERM

BB —ERXEHIER
EEFEES (BRAESR)
®E SGPIO 1z



BERIRE
HFEBR

mw»

\J>i &5

fe & HHRiEN

Dell 8 14 X PowerEdge AR 5588 BV AEREIEIATN, HhMEEM#ITHISE (PERC) WTLURE BN REERKE—HAARIRFI -
HEETATSMERR, EREHEEBISARAMY (HA) 6. M RB[AERNEFHIET R ZEFS AR EiZER
B, EZEMBENE REEIEMTRIRORENE. KRETITFAIER. (ROYRF IR
BIRSFFU TR :
E—ER — XEZARN. TE PERC IZFIR BN BB EZEEROERR, MESRETHE -/ PERC FHIRtHEN
It
HORN — —MEBIRABOLEIR 12 MERE, B MERRARAERE 12 MR, EREE—MERRNRERS A
0- 18, EHEBIE - MTFIRHRINB[ES A 12 - 23,

FHRR 4:20 — —MEHIFARGEET 4 MREHER, B NMEHIREREIRE 20 MR, ERDE— MR H
SH0-38, ERFEZ/MEHIRRMERRES 423,

HFHER 816 — —MEHIZBTENET 8 MNEFZE, B MTFIRANHERG 16 MR . ERBE—MEHIBRMIERNR R
SHO0-78, EERE-_MTHIRHRENBRS A 8 - 23,

TR 16:8 — —MEHIFBMENET 16 MIEFNER, B MERIRBNAERG 8 MNRFNE. EEBE—MEHIRRHERI R
SR 0-15 8, EREEMEHERMIERRES 16 - 23.

FHRR 20:4 — —MEFIFARFEET 20 MNEFNRE, EMTHEIRBENABRRE 4 MBI ERHE— MR R
SR 0-19 B, EEBE/MEHIERMERRES R 20 - 23,

EERT - BHIEERTAR.

MR REBFREBIZECE, DRAC RITIFRPRNIRE . MREBRALENZH], REREKEZMEHIR. DRAC £HITH RINGER
=, ARBATERELRERN, EFREREHFAESE - PERC f=H35.

@JEW%MERﬁﬁ—APmCmF&Tﬁ SHREANFESER REEREF PERC HEA THEEREANGE—ER, THESHIE
gz (HMBEIR) .

EERXLRE, BUEARSFHITHIUR.

WRIEME M RAID #RAEL T RCIERTSHEHRIEST RAD 1Rk, BRI EAENERENR. B, MRURELTHFLERS, &
BARETTRIE A RAID Rk,

@ |&*:

c AEXEEMSEBERESEHEE, BATRSAERIEEL.

*  LC #R=k iDRAC BRIRMEFA S EBURA N RBFIRE.

o IRRMEESMERZ X H, ESMEERPRIZIH.

¢ ERLASREREREE.

© MREFNBFXRBFEN—MTHIBER A B —MEHIZE, SRR RETRSSBBBERLIREFER.
« BIRFESRMETREDR, RADEEFVHSTEEN, EARBUATIREIZEXEE.

R EPHEMERNERFEREREEN. MREMFSERXELAG—RN, WETRSISHEET—FIERER, BAEZ
MESIREABNEMIERNRR . o, F—MEHRSEISMNBEE. MRZBILER, WANEMHMERER.




£ Web F HELEERREN

E(FH iDRAC Web REBELEHIRIER, BERITUATIRIE:

1 7 IDRAC Web A H, 3 ZE Storage (7Ffif) >Overview (#£33) > Enclosures (#1#E)
M Enclosures (H48) e, EZFZEALE H KBEHAERITHIZE
EEYP, AT EIRSEIEFAFEN:
F—IER
+ ROER
© F/AER 4:20
+ IROIER 816
+ /FOER 16:8
« IRAMER 204
EEAHH

O©|i#: 5T C6420, TAEANR: FHEATMIFHER-6:6:6:6..

it F R740xd #1 R940, EEE R RS FZIUAN AFHWEIRXE, F C6420, EEISGRBER GtXTIANE) UNBHAEIR
X5
4  MERBMEERThEEES, RFEINNARIENARE, RERERA.
B8Rl 1D,
ERAUENBATITIE, HEIFEFEEEMELREERA “B=X” .
6 X<ARZHERER, UFEREEN.

£ RACADM iz EH14E

ERENMERER, EEA set ©94 50 BackplaneMode IR
f5lan, ZE4% BackplaneMode BMHI% E AR SHER, IHHMITUUTIRIE:
1 BITUTHSREEYRERER:

racadm get storage.enclosure.l.backplanecurrentmode

w7

BackplaneCurrentMode=UnifiedMode
2 BITUATHSREERFERN:
racadm get storage.enclosure.l.backplanerequestedmode

ek

BackplaneRequestedMode=None
3 BITUTHSEAREERREERAFESRN:
racadm set storage.enclosure.l.backplanerequestedmode "splitmode"
ERZHER, RnaSmI.
4 BITUTHSREIFREE S backplanerequestedmode & 1418 B AR DR -
racadm get storage.enclosure.l.backplanerequestedmode

-

BackplaneRequestedMode=None (Pending=SplitMode)
5 J&fT storage get controllers #p&FHiCFIEHIZESEM ID.



6 BITUATaSRZMEL:

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

iR EE ID.
7 BITUTHSEREEELIRE:

racadm jobqueue view -i JID XXXXXXXX

He1, JID xxxxxxxx TEHE 6 FREMEL D,

REETRA “HEE” .
gragEm el ID, BERER “BEM” KE (WIERZIREE 3 75 aTED .
8 BITUU TS REE backplanerequestedmode BMHE{HE.

racadm get storage.enclosure.l.backplanerequestedmode

PSR
BackplaneRequestedMode=SplitMode
9  BITUTHSRKALEMSISRSHE
racadm serveraction powercycle
10 HELSER POST F CSIOR /&, WAL TS RIIE backplanerequestedmode:

racadm get storage.enclosure.l.backplanerequestedmode

kbR
BackplaneRequestedMode=None
1 BITUATHSKREIEEREXRBREAFSRN:

racadm get storage.enclosure.l.backplanecurrentmode

PSR
BackplaneCurrentMode=SplitMode
12 BITUTHSHBIERE R ERIEFNZE 0-1:

racadm storage get pdisks

A% RACADM S HIE L5 R, 1BEE 17 dell.com/idracmanuals _E321iAY iDRAC RACADM Command Line Interface Reference
Guide (iDRAC RACADM #&{TRES%$E/) »

EREHEE

—L 88 14 X PowerEdge BR 5 82 & #R7E B —1HE B s 3% SAS/SATA F PCle SSD UEEhZS . X LIHEIR NBEREEF LELE T EEE
&5l 85(PERC) #1 PCle 'R F. HIREHRE T AXIHILINENIGENER. SR SAS/SATA HifEsk PCle SSD. BEIER
T, INESHSHEEEERAN. o, FEXH 24 MEENBAERD, 11 010 (X #F SAS/SATA fifg, MiHEHE 20-23 Z#F
SAS/SATA 5% PCle SSD.

HAERSL R B ITIR IR ENAE R B RIRNLESEITIRIL. Topology (#h) TE LAIMAEIEERE RENMEER, MALHNE
HIFSHEHEXE. ATEANEEIETHIEE (PERC 1 PCle ¥ R8S) FLUEIZZIR—54R, Eit, System Inventory (RGEHFIEFM) T
EHRERS PERC 2488 X BAAI & R

£ Storage (#Ffi#) > Enclosures (#14E) > Properties (JB1) T1E, Physical Disks Overview ($IIBREFERN) MBAFERUT
RN :

« EEAE — NREERE.
+ X#r PCle — IREHE X PCle BIIEHE, ZEFASETR.
c BN — RZBEARGR, BEHP—NMEEFSRET PCle SSD, ZZSE TR PCle.



REH — ZETERT PCle SSD.

I BRAESRIEE. MRIEER PCle SSD IRENESHIGH EFikA SAS/SATA IRRNEE, BHIRESL5EM PCle SSD IREhZE
B EZRBR” £5. MEFHITZES, TNRERSETHLBIEM, kR, AETESRE.

HE SGPIO &5

TEiEFEHIRR A AL 12C #8230 (Dell BIRHIFVAIRE) SBTEMAMN/HL (SGPIO) X T EKEIER. LNAERILEE, RaFL
B9 LED #87RATA BEIAKR. Dell PERC ZHIZRFME IR TFIXMMIER . EXFFRLEEERSE, SRR LIMER A SGPIO &R

0]

SGPIO RN ZFTLREN. EFTRHETT REFENERI THERXFHTRER. SRETTRAXTINE. SarRSIERE

RENER.

LC 1EPR#R(EDL DRAC B AEIAER, SGPIO HEXBERACEART. ELLLR DRACKESEIRNLE. MRERESKERS
SGPIO 3%, N iDRAC SERHGEULESRIKE.

BEFEEMEETNEN, PIMXARSEERRER.
BB B RREFHTHITUR A BRI IR E -
@ | %: THESER IDRAC Web RERE SGPIO .

£ RACADM i&E SGPIO &5,

EfLE SGPIO &R, £ set 54 UK SGPIOMode A HIXF &R
MRGHIEEHRCEA, N 2C#ER. MRESBH, MIRER SGPIO &1,

BEEZEL, 1559 dell.com/idracmanuals 3124 #9 iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

W EHERE~RE

WENEE~RE AT EEEFRIIBEN S~ 5.
AP EAERN S~ RS R LURAE. XEFERIEERDTHNE, FEWMREGATTHNE, NSERER. XEFRE
HAEE I —E8 5 ; BIEKYERE P HREFNE.

O | 7 BFAREA—NFHIRHN 10, HPEENULL FH.
O | & XERMEENIENBTE L.

EHETR AR

WEIES = A TR M PR B EC E F B~ B R,
RAAPAAERAER =2 IRE M ABENRAINE. XLEFRISEPEYNE, FEMRANT RYHE, W2ERER. XEFR
EVEE I —85; BRI RE S PRENE,

O | i BEEEHRE—F RN 32, HPEE NULL F5.
O | & REBMEENIERBTE LR,



EFEN H % B RRIERT

EREMEEEMME R IR EYIRE .. ITHI8E . VIIERERITHISEN, SO MERBAEMEE 2 antEREE. B, REXLE
BRI FRTE]

hvi:ll

TRARGEHSISHAE

it
e

X e a]
FEBAMEA—ER S R AR AL IR TS 3 R F Y HEE 4R A

£ Web 7 EiZFHIERN

ERFREEXUNARE, HRITUTIRIE:
1 HETFATEMRE LR, AREFRREER:

Storage (7Ff%) > Physical Disks (HIF8RE#E) .
Storage (7Ef%) > Virtual Disks (FEH#IR%E)
Storage (7£f%) > Controllers (k38)
Storage (7#f%) > Enclosures (#4E)

2 MERHBRERR TR i F TIIE—IN:

®

Apply Now (3ZBIRZF3) —ii?%lttiilﬁT_LEﬂf“Fﬁiﬁﬁe HEEIE R T PERC O #2828 . IIREFAEZTTAMIES, LHEH
BRE. IEWFEEDEFRF 2 NP ST

At Next Reboot (TREFHISH) - ﬂq:lﬂ:ﬁlﬁﬁﬁj—:??—)i?ﬁﬁi%ﬁl\—Erlﬂﬂl‘ﬂﬁﬁﬁiﬁﬁo
FEHRIRYRTIE - L ETTAT 723X A9 B EAFNRT B R R & -
- FHARBRIANLEREE - B A RERFEFAL. ATREEES, EEFRE. FEFBRREMEREZEBNARE.
- WTRESRSS, EESEHISAR.
REHEG (FEEHSISHRG)
IEEXA
SR
XARGHBERER (4315

Add to Pending Operations GRIMZIFFAERIE) - EF IR O R FOIBRIEUAN AR E . AT LLTE Storage (%) >
Overview ({§£%5) > Pending Operations (fFAMEIRME) TTEEETHIBRRIFREFLIERRE.

F:
* Add to Pending Operations CGHRINE|#F40IRIRIE) ETITE AT Pending Operations (#4bE#R4E) T, LK Physical
Disks CHIEE®4#) > Setup (i&E) TIEFAY PCle SSD.

© EHHERETEYS, RAVENRIERAA.

3 BERNA.

%

SIREMENRIFEX N AR E.

£ RACADM i%&#FE#R{EER

EERFRIEEN, £ jobqueue WL,

BEXE%ER, 15517 dell.com/idracmanuals _Hi2{## iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4115

i8R .



EEMNHEEHRIE

ER I ERHER FRITHIZRM A FLIBERE. MAREAE TRENS|I SHIESREEEIETE TR BN I BN A . &L
BRIZHIBR A ET B AR ER1E . 1B REMIRR SRR AL ERIRAE .

BIEREAYE (AEHIZE. HAE, YIRMAEMNELESE) FolEERRE.
R&EESIZE LB E(El . 3T PCle SSD, Y§7E PCle SSD #i&ZMIE PCle 3 a5 _EOIE{El .

EH Web AEEER. NHIMERERHRIE

1 £ IDRAC Web REH, %% Storage (7Ff%) > Overview (#%) > Pending Operations (f3bI#ER(E)
HERERRERT.
2 FEEMBThERSF, ZEERETE. BXIABBREECRENTTIE.
R ik E IS HI R R IRER IR
®| 5%
ASNIPERE, BRI E . REFBHBENMMBEMNESLETERRE. BR, HHEEREREM “Eieg
E” HiE R R R RE,
Tk MR HRETTE F 8132 PCle SSD AIEL
EMIpRiEEITFIZENIERRIE, B LS IERERE.
MRS, ERUTERZ—, RERERARECERRE:
Apply Now (SZBIRIFH) — &R MIAIRN AT BIR X AR B R, ETE T REARHME A PERC 9 15HI28.
At Next Reboot (FE T XEFSISH) — EIFWETAIAE TR REEZHS | SHIENRR A EHRIE.
At Scheduled Time (ZEFHRIBORHED — %R ILIRIR AT £ 11%1 &9 B HAFRT (8] B2 AR #R 4%
- FHAREIFNGERE A - B AREFFEFEAR. NTHEEEG, EFE. RESEFRIEMERMAEZ B .
- MWTHESS, EmESHISHE.
AEHSS (FHEHIISESR)
EE X
SR
*XNRGHEERER (4315
5 MRROBREZEAL, BER—FER, BEIZELSIEEY. B, THEERES D FEINAERIRE.
MRBPZAEWCGERD, BER—FHEHE, EHAMERHIZECIENMEL D. #F JobQueue (EJLEAFI) , FT7E Job Queue
(PEMLBAFY) T EEIZIEA A .
MRFERIMDRE . SAIIMPEE, REFIABEIMBEDHERELTEHLERS, HEMRXEZNEGHFLCIERE,
L IETEEM Pending Operations (#5450 BHRME) TUEFEIEIE. EARPUTEMHMEMEICERIE, EA RACADM =
WSMean 7EFR B AUEHI2E I E A EMELE(/E L.
14 Fc 34 7E Pending Operations (#F4bIEESHR4E) TNE P EBERM PCle SSD HIEALIRR(E. M racadm 4 a7k PCle SSD
R IRIRIE

£ RACADM &EE MM FEEEE

ENAERRE, 15FH jobqueue 4.
BXEZER, 15519 dell.com/idracmanuals 12 {#tf iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4115
Eig/E) o



FiaRE - NARELR

FH11: BEFE—MERRE ( “VMEA” . “ETREFHRISH” & “ERSRE" ) , FERERENEERE
MREER T MENR . ETREHISHRETRINE, ARRENA, &8 AMENFREERIECIZIEERE.

WMFRAERHRIERTY, FRRBAAIFENERRE, WFeIZEl. mRELSIZRD, HER—FHE, HHAPMERECE
Bl 1D, BEAEMLBATY, ARSI E EEFZEWHZHE. MRREZEL, BER—FHES, HHIZELLEEK.
S, ERFERES 1D FARRI AN BHEAE .

MRRMINCRIEERME, FEARBEANGFENEERE, BET—FHERER, HEPES D MEWAMRREE.
#f2: BEF—REARE ( “VAER” . “ETXREHRSISH” ® “ETRNEE" ) , FAFERANERRE
MREERT VMR ETREHISHRETRINE, RAREENA, &8 AMEHFREERIECIZIEERE.

MREEHRECREE, FENMREENANEERE, WRER—FHS.
- BEERERRMEEIETERRSENERRE,

- i Create Job (RIEMEML) LUSFrIERZBIZMEN . MRMEWAERD), HRRA—FKIHR, EHAMERECZEEL
ID. BFAEAEATY, RIZE(EUPAFITTAFEFZEURHE . MRAKOBIEL, BER—FHEHR, BEZIELIERK. 5
5, IR RIHEE ID FEIWLAIND R HRIE.

- BHEGHA SO, FHEBEZITAE L, MNITESFREERE.
WMRARBINBIR IR, HEMREENANERRE, WRER—FHERES.
- BEHEERE, TERERESHERRE.

- BEHRAMIHREQEMEW T AMARERRESIZIEL. MREWSIZMRI), BER—FKEE, BHAMEREZ/EL
ID. BFEABAT, RAIZE(EAPAFITTE P EFTIZIEWRHE . MRAKOBIEL, BER—FHR, BHZELIERK. 5
4, EFRIRIES 1D FIEI AN RIIRAE .

- BREGHA SRR, HEBEZTAE L, MNITES FREERE.
R6I3: BikF FMBHEERE" , FERAUANERRE

MREEEFRMBPEEERE, RERTNA, HARAMMENFHEERERERRE.

MRERINBIRERRE, HEWRIBUNBIERERE, WEET—L£ERHEE:

- BEMEFFBEAEZNEL, URITESFRECERE.

- BEEERE, TEAERSIEERE. EREMERHR LR THEL, FSRAXEERIRE.
WMRARBINEIREERIRIE, FEMRRBENANIEERE, WRER—FHRHES.

£H14: BiEF “FMEEEERE" , ARBANFENEERE

MREEIEFRMBNERRE, RERHNA, HABAMMENFHEERERIEERE.

MREMRINCBIERRE, FEMREFAERANELRE, WRET—FESHE:
- BEMEREBEZNEL, UBITE S FMRECERE.

- BEEERE, TERRFOEERE.

WMRARRINBIRFERIRE, HEMREENBNEERE, WRER—FHERES.
- BEMEFSEAZIEL, UMITESEREIERE.

- BEEERME, TERERSIEERE.

O)E:=

EEEHE, MREARBIATAEEBEERE LOEEIARED, BEEEMHERE > EERERR, UEEMENERE
18, FHAEFRERIEHIZE E8IEMEL.

{RZH) 1502 ERTF PCle SSD. 4T 5EF PCle SSD RIFF4LIE#R1E, [F itk Add to Pending Operations (7NN 4038 %
1E) EMA A, ¥/ racadm 4 A5 PCle SSD R IRIRIE



INKRE B H IR KREE £ LED

] LUB IS ARk R A ZRE (LED) < —#HRBINIEAMNYIIEHE . EMHEZIRENESH PCle SSD.

B AR BERIIRA GEINIRSEUHAKE LED.

R R LI FFSERECE . ST RERY SR SN A PERC 91 MESMAR A A .
@ | & HFFHERORS R, FZIRITINRREGH DRRERAE

£ Web FH AR BGHINKRZEH LED

ZINMRSEGHNRE S LED, EHITUATRAE:

1

7£ IDRAC Web A EHF, RIBEKZZTIE—TNE:
Storage (7%fi%) >Overview (#(3%) > Physical Disks (¥JIBRi#) > Status CRD) - ERIRBINYIEHETE, ST
EZTUE P INKRS BUHIN KRR A0 PCle SSD.
Storage (##f%) >Overview (#3%) > Physical Disks (EEEEA) > Status CIR7S) - B/ RIRBIAEMSETIE, BAIUE
% DU P IRKR SR BGE R KR E LR

N RIGE YRR -

o EFSRECHEIRETAEMH LED - %1% Select/Deselect All (£i%/BUESME) %I, AFET Blink ((AKR) AT RANRAL
B LED. [E14f, BEEGENERRTELLIAYRLEHRY LED.
IS BUHIEE R NMANM LED - BEFE— MRS NAY, RBERENRAIFIRINRETEE A LED. Eif, BHBGERNRR
{Z1EIAHRLB B LED.

IR ISE R ER SR
RS EGHIE R AR IEENSE 5, PCle SSD - %1% Select/Deselect All (£i%/BUGH£R) %1, A/F#ET Blink (A
¥R FIFFUAINKR R B IR R A2 IR 3E R PCle SSD. [E#%, B HEGHNIRFIE AR LED,
S BUH IR R NIRRT PCle SSD - IBFE— NS MIRMEIRENER, AREEENRAIFRINRIEEEZIER)
g8k PCle SSD B9 LED. R4, BEBGHRNKATELLERALR LED.

ﬁu%h%ﬂ%mﬁwwﬁﬁﬁi

RS BUHIE R T A E UL - %1% Select/Deselect All (£iE/BUE£IE) £1N, AEHE Blink (AKF) UFFIANLRETBE
MHER) LED. FI#, BEEGHIRRRATSLIEIALR LED.

EERECEIRFER N EMEE - RS NEMEE, RERGEARUUIERAMREMREZRN LED. FEH, BEBGHNR
AJ{Z1E AR LED.

WMRINIRRBUHINLMRIER BTN, W2 EREIRERS.

£ RACADM AR BGHINKRZE {4 LED

EINRSBUHINREH LED, BRI T4
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXELELR, 1557 dell.com/idracmanuals Hi2{#tf iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #5475
Ei5m) .



BIOS & E

A LAEE BIOS &Eqﬂﬁmﬂﬁ%ﬁﬁﬁﬁﬁﬂ’l%’\ﬁﬁ AT BIOS Rl ERBEENBNMEBHENARSH . &EFE—1EBMEE, #5
ETSZBERMEXNARSY. BUUMEN—MBENS M SHHANAEY, AEBEXHMEEN. HAFERA—INEES,
BHSERFRIAFER.

O© | 7 RIERABENRELTSER.

KA

Apply (RF) #BHERFRE, BEEERIEERM. —BEERELENBMEH2E Apply (KA) , BRIFEZRBRAFESTBIEHEIT
1828, FRERKRAERE BIOS B, WEBTR—FEREE, EPEIRGE SMIL AP SEIRSAE B2 FRIRAIXTRHY HTTP 5L
KSR, FREERHER—FIER. ﬁ *FLIEE, 15257 dell.com/openmanagemanuals Y Event and Error Message
Reference Guide for 14th Generation Dell EMC PowerEdge Servers (£ 14 4% Dell EMC PowerEdge IRSZ 82U E ML IRIHE S £
& .

FFE L

Discard Changes (JFER) IRMBFERE, BEEERIEREM. MREHLT Discard Changes (MFEX) 124, NAARILNE
BEME I F TR A B E S VIR E.

NMEAFMEHSIS

ARERESESSISIRFR, RE2ERMMETILSFAEE: Apply and Reboot (REFAMHE#S[S) =t Apply on Next Reboot
(FREFHSISHER) . AET—NAETF, APEEEE2EWATITTE, MUENZEEELHEE.

RAAEES LC HiEFH BIOS L EMXHEZIER.

N R1E B & Apply and Reboot (RIFIHEHFEIR) , B EFMBIIRSESE, UREMENMEER. MRIGFEKKEELE BIOS |
%, MEER—E&BIREE, EPESHEE SMIL AP $ERSE S Z IR A HTTP R RS . ENSERHBER—F
EEMIEE.

TXREHSIFNMA

BAREXEEESSIZINFEN, RESE R~ METANFALE: Apply and Reboot (RIFHE#S5IS) =t Apply on Next Reboot
(FRE#MSISHMA) . AE—NAETYS, BPEEEEEEWASITIE, UMZEFE/ELRZE.

RARAEES LC HiEFH BIOS L EMEXHHEZIER.

R & B & Apply on Next Reboot (TOREHSISHRA) , NEERSETNREFBIFNEERENAEEN. BEFASEIET
RICREFT XM ENMEN, BRI T—XREHSISSERI. MRIFREKEEILE BIOS B, WEET—FKERES, HPFESSMmEE
SMIL API $E RSB B B S8 IRAUFT RI A HTTP M RUIRS AR AT, EHSE A B R—5 EEMIEE.



MIFRET B EE

Delete All pending Values (IBRErE#FEE) BRAREGEETRIREFNNFEENASBA. EXMBERAT, ARPRAETNA
FeEE L, MATLLEE Delete All pending Values (MFREFBSEME) UL IEFAEEK. MRIEKRKERR BIOS B, NSER—F
HIREE, HEhESmEE SMIL AP $EiRe (B S IRMXT R AT HTTP MaRCRSA . ENSERHER—5 EEMIEE.

FALEE

18311 IDRAC BLE BIOS BMA S BN E BIOS. ERREHSIFMBF[ULELEN. HEEK—1 BIOS BHAT, Pending
Value (fF4MEME) 1 E#H. MREMERGHZEE (AERE) , ESEREGU L.

&% BIOS Bii &

£ BIOS BLESE M E#ZALEEZE (FHA LC HRE) .




fic B H (£ H TS &

ERILUERERIEFI aRE T B FREE . ISNNRGRERTRERS, WEEHZERSF LANNRE. XEERTIRERM
BRIRSIRAFAITIRE . ZIIREAETI R XARSZ B[P EROATA.

FEIRE

AIER X FHREANEIMEHERIE. I ERNEER—IZERSZHITHE.
TEANBIIEMA Java. ActiveX 3 HTMLS $R{F7EZ R Web JIST 25 B IERITHIE

O RIMERT, RIUEHIA3EIEE N HTMLS.

T EMIEHIESIERN, SERSBASERETHEELEER.

&R ARIRTFT FF A — Management Station Bl— N N ZFEREN SN ERIEFIESIE.

A REE A MR BYIE T FF A Management Station B & RS BHA M ELITHI A S,

WREZMAAEKRELES ASE, E—URAPWRBAHA AT LUEEIEEENETR, £IFRIREMRS R It e =)
ie]o 52 APPSR ENBZ—ARZEEEER. E—AFPYHRE 32 AR, SMHENRIEETRARERTE MR
Fo. AMRERNATESRSH, E—NRAFSAEE-IMRAFPEAENISENFSALARE—FKHEE. MRETEREE— I
TREZNRAFREAEEANRE, WEIFE-—IMRAFNSIESBRNEILEE_NAFPNSIE

iE: Web FE B REFE SRS &S EHNEE NS EEIE Web RESIE. ZBEAEIERH Telnet. SSH #1 RACADM =
HibZEONSIER.

@ | FXERNTBUFAELEHANES, EHSH LE Web HIREUERRUZHE.

®

E3

R R R R MR R
R EEMEHE

T EMIES &
BoEIEIMEHIE
EREMNEHEEER

iﬁﬂﬁlﬁ%ﬁ#ﬂfﬁiﬂﬂﬂ%ﬁﬁ

TRIH T TZERS R LBITHEMTH 8 S EMFNRES O PERENE R

&. 53: XFHNRBOWERIFHE

REDHE BRI (Hz)

720x400 70

640x480 60\ 72. 75, 85
800x600 60, 70. 72\ 75. 85

1024x768 60, 70, 72\ 75. 85



BRSO RIFE (Hz)

1280x1024 60

1920x1200 60

BB E R PERECE 7 1920x1200 & &

@ | 7F: mMREEHELIEH ESEH LELIEH S EETRESHRNE RS, NEEdxibizhs FERERSSNERLTIE
WREHRFHESHHE, MRRAGEITHR Linux BERYS, NAE RS EATEETEAEE X154, & T iDRAC EIEHI&
L&Y < Ctrl >< Alt ><F1> T4 Linux Y133 Sc A4 .

o & TS &

BLEERMERI & 2 /I, EMRCELE Management Station.

&R LAE S iIDRAC Web AT X RACADM & &1TH EEL B EIMEHI&

£ Web A HEC & EMEHIG

Z{FH iDRAC Web REAL B EINITHIA

1 %5 Z Configuration (BZZE) > Virtual Console (FEHMEHIA) . 1§ E 7R Virtual Console (EEMZEHIA) TE.
2 RBREMTHEHIEERENE. BXSEMMNER, E§SIF IDRAC Online Help (iDRAC BX#LESEN)

®| 5%: tnRIEEFEMEM Nano 32{ERZ, 2 Virtual Console (FEIUE$IE) TIE MY Automatic System Lock (EENZRLEHE)
Ik,
3 HBENA. EEHeCEE.

£ RACADM [ & [ElizEH &

BEREEPITEHEIE, BEER set 94 LUK iDRACVirtualConsole 2HFHIFTER o
BXxEZEE, 15517 dell.com/idracmanuals 32 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

e FE T I &

BEEMERI& 28T, B LI System (R%) > Properties (JB1E) > System Summary (R&EHE) TTE EFTEIIEHISBIR
#S. Virtual Console Preview (EHURHIATN) BHER—IEIER, RAEMEHEIRE. LEIES 30 BRIFT—X. X2—T%
EIThEE -

@ | % T & BRI A A ERIEH AR T A,

BENEMZEHS

EATAE A IDRAC Web RHES URL BEIERIESIA .
O | FTERZERE LM Web XM BBINERILHI 421
BENERIEHI A ZE, EHIR:




HEHERRNR.
s Web X 2EHECE FER HTMLS, Java Bk ActiveX &t
A ARR/NME TN 1MB/Fb,
®|3I: IMERARAIEHIZLE BIOS FEZH, FERBaIERMIEHEE, NEMEHAEER(ATH.

f#F 32 {38 64 i IE RSB EIERMEHI ST, R HTMLS s E RN R h T BRI ERHE (Java 3t ActiveX) .
“Internet Options”  (Internet EIR) & E XA ENISETEEEA .

£/ Java - BEIENMEFI ST, BREAEESEER Java fwIFFEIR. ERRLLIERE, % ZE Java control panel (Java {F§IER) >
General (i@F) > Network Settings (M4 E) , A5 Direct Connection (EHEER) .

MREDEHEEEEARER ActiveX fiff, MLAEARINSESE —HEER. XREANEEHEEER, FHIGHERE GERUE
FIEERZER) BRARD M. ActiveX B FIRIEITHI T EI A RET HLATE]. tEIRTFRIN TG, BWIERBIEMEHIE.

EEMA HTMLS A EsEES e, LRERBEEOESERF.

£ Web A EEEIEMZEH &

TR LURE T AR EEERIESIE :

« %% Configuration (EZ&) > Virtual Console (FEEHUFHIE) . 1¥ 2 7R Virtual Console (EEHUSHIA) T1HE. & Launch Virtual
Console (EzNEHLIIEHIE) . Virtual Console Viewer (EHlIZFHISETER) LB,

Virtual Console (E#ITHIAEER) BEITERGHRE. BIERLEESR, WUNERGTHTRERFORIRMBEIIE.

EEEHENAREFEARSEISNMNERE. ATHIERBENGEZEAER, BEZSWATEXLHSE. BN, BHEEE
BT AR

MREBHEERMET IR NIREERED, HET Yes (B) AL

EEREOTRIETAMIBRMRES: —TREERSHFNEMAES, S5-I REERGORRE. ZERDAMR, BER FLER
$EEt.

{£H URL BaiEUEH &

EFEMA URL BRIERIEHIS

1 $THZ N Web JSTREH MU= BN LLT URL (UNB) : https:/iDRAC_ip/console
2 IRIFEREE, SERERNA Login (BR) TUHE:
MREAS—EFZMBRAAM. Active Directory, LDAP S EsEF&E R, NS ERHERA Login (BF) NA.

MRBEREBE—EF, NS E5H Virtual Console Viewer (ERITHIAEERR) , H7ERF A E7R Virtual Console (EIMEHIE)
TiH.

@ | 3%: Internet Explorer 3#54M, Active Directory, LDAP. &5+ (SC) M —BF (SSO) ¥F. EET Windows HUIRIE
Z% I Firefox #5AHh. AD 1 SSO B3R, #FEHET Linux BER{ER % L Firefox #%aAcit. Active Directory #1 LDAP &

=
A MREFRAEERIES &R, ERAFHEEMTROMR, WATERL URL BRIERIN R, ENEBRERIE

HlE.

®




£ Java 5§ ActiveX -2 H ERIEHI & EN BB ENE 12
FHESEHR

AJLMER Java T2 RE R SERIEH A HEBN R E RHESHE.
@ | i*: BRE Java 8 RESMAUEALLTIEE, HiEiT IPve Mk E=h iDRAC ERIEHI&

1 HEmdEE Jave EHEBHEMERGSEMNRE, BETATHRIEXITHNRAED. 2HE.
SER—FIEPEEHESR, BHRKEZEENIES.

®| I MRRERMERGEREEXPRENES, REUFHEENAPUESRREITIES, BFASEREELER.
2 B E.
BREIEH AEERBRENUNREEE,

O st mBEASHATER, BEIEHUNREES.

M Tools (L&) 3z&arh, i%$F Session Options (SiEiEIN) , FAFi%IF Certificate GEH) HEITF.

B3 Browse Path GHISEERZ) , EEATEMKAAIERENAE, foxBE Apply (RIF) FOK (FAZE) , RAEREEERE.
BB NELNEHIE .

EIEPELEEBS, %1F Always trust this certificate (JRZRSEILIER) %N, SAFE T Continue (44E) .

RHEER

LICEMBHNEIEFI AR, BRSBEREESER.

EHEMNEHEERRS

EEH AT ERIEHEMTE, AURFRS. EMEHAT R, BIRER, #2855, BFRE. TXRSIS/EFTEMUN R
Wla. BEERXLLINEERER, 1S IDRAC Online Help (DRAC BH1Z5E)) .

®|35E: IMREFERSEERA, WESERES “No Signal” (EfES) .
EREH B EERZiras B R MNETRINEZR) DRAC B9 DNS Z#R5k IP ik, 205 iDRAC /&8 DNS &#R, ME/R IP k. &
A

sFMZERFIERIRSE:

<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

T TR RARS -

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

0 N OO o N W

B, ENEHAEERTHEIETRRENN. XEHTRIEMEH S ERNMEERERSFHER—IIE M. ZEM
FR BTN S R AR E, BATIA T E—R1E:

7f System Summary (R&HE) TE A Virtual Console Preview (ERUZHISTE) B4y, BF Refresh (RIET) -

+ 7E Virtual Console Viewer ([EiliZF|&&ESE) A Performance (M4EE) EIEH, 1584118 E 5 Maximum Video Quality
(REWSRE) .

ET HTMLS HIEHIEFI &

@ | 7: s stat HTMLS Bl RIBIER G R R TR,

@ | E: £ HTMLS IFREBIERI G, @AER UL BFRERR. REAGMANERZEER—HMIES. Flm, LA
BEE (XED REMFHIES.




ER# HTMLS ERMTHIE, BN IDRAC ERUEHIS TUH B BEMIEHI G IhEE, HIBERIESISRBIETRE A HTMLS.
@ | #: BRAERT, ERUEHIAXEIGER HTMLS.
EREBMUATAZZ —REMEF e AREE0RE):

7£ iDRAC s, BEHIFHIEMRSIER A AN BEhEE
7£ DRAC ENMEHIE T E, BHBIIEIESE.
M IDRAC BRI ES, %N https//<iDRAC IP>/console. It75 %5 M N EEBF,

£ HTMLS EHMEH] & iR (I TS8R :

o ANMINERES
© 5IFmF

LIFN

A

B imie

B
- 2R
© B EEREER
- EfleiEt
RN R

BIRAETRIRMESBRIRS AL HTMLS ERUEHIE X Z 8. MARREARENERE.

EHaEM - A B U TE &R
- BE
- BER
- Bek
- ARERR
SRR INIE

B2 — ERSERAFRRE. SYIERBNFREET, HEEH Caps Lock §it, HFRGVIMRATIHKTFF. RERBA Caps
Lock SZEVTRL MR F, WINRERFALHASWARF.

R — X HTMLS [ERMERI &R 2R, HEFIAUT TRIIRIER. RENBUERS R ENAMARES.
- Ctrl+Alt+Del
- Ctrl+Alt+F1
- Ctrl+Alt+F2
- Ctrl+Alt+F3
- Ctrl+Alt+F4
- Ctrl+Alt+Fb5
- Ctrl+Alt+F6
- Ctrl+Alt+F7
- Ctrl+Alt+F8
- Ctrl+Alt+F9
- Ctrl+Alt+F10
- Ctrl+Alt+F1
- Ctrl+Alt+F12
- Alt+Tab



- AR+ESC
- Ctrl+ESC
- A+ AR
- Alt+Enter
- AtHEFS
- Alt+F1

- Alt+F2

- Alt+F3

- Alt+F4

- Alt+F5

- Alt+F6

- Alt+F7

- Alt+F8

- Alt+F9

- Alt+F10

- Alt+FNM

- Alt+F12

- PrntScrn
- Alt+PrntScrn
- F

- &

- R

- Ctrl+Enter
- SysRq

- Alt+SysRq
YELE — HTMLS EEBITHI G MSNEIG 2 BanEE X/, UERGAIR. UATEERRNE RATRIIR:
- Y

- TREE

BHENRUERSR ENAMERE.

SRR — HTMLS ERES & iz g, UTEERNE R~ A TRIIR:
- HiE
- Exf

BENRAUAERSSE ENBMERE.

BARINE — RIBIRERFAERARNE. UTRERXME RATHIFR:
- A% (Windows, BFTARZAEY Linux. Mac OS-X)

- A%, ThnE

- 8% (RHEL. Linux BRARA)

- Linux RHEL 6.x #1 SUSE Linux Enterprise Server 11 8¢ & S kA

PHENRAUERSRE ENAMERE.
RPN B — BEER BT BOE AT SRR RS, EM BRI STiE I LUK 5T AR ST 1ISO #1 IMG 32

@ | i#: FEBi EAET HTMLS MERIEH ABSHIEN R, FINET USB MRS, CD = DVD.

O | E: HTREMEE, % HTMLS RifEELEG SFE/ SR E#A. &M Java 5 ActiveX flfFit, AT ERRHETFIZ/
ERRZAHEZREHE.




SFFRORE

AT £ #F HTMLS EHUEH & -
Internet Explorer 11
Chrome 36

* Firefox 30
Safari 7.0

@ | 7 BWEREF RS Mac OS i 10102 (REBEA) .
BRIFRNANRRBAMEANE ZI1FMESR, 15217 dell.com/idracmanuals 8 iIDRAC £ 771584,

—] 1 E3 +—4b
G2 RARfEST
LB ERIEH S EERATERGN, TSERGE LNBERNRTESEE Y FMNRFEHAES, AtSEEEZEEZHTOSERED

RARHE .

f F Red Hat Enterprise Linux 3% Novell SUSE Linux B, iE7EBIEMIEHIEEFIRZAIA Linux BLERIFER . BRIERGHBINRFR
& ERTEELIEH & EE R PITH R ARE k.

LEINTHIAEERPHIBE N RARARER, NRTBSFNIRBERFT AN EL. XI2HBM Linux BIERK K Lifecycle
Controller 148, B S7ERSHBHIBRIRMNIELE S EINEH A E P DN RARNIRE EFERNSBFEANRIRLIR. ERRLER,
BYIRE— MRS E RS S TR AR AR R TAL

EURE| BB, 1EM Tools (THR) St Ai%#E Single Cursor (EMEE) -

FiRERFRMIE, 155 ZE Tools (TLR) > Session Options (£1ZEM) >Mouse (FRER) . 7E£ Mouse Acceleration (ER#x/M

B) ‘RS, RIFBRIERZILE Windows 3¢ Linux.

FRHBNFARIEHER, i <FO> HMBERILILH.
@ | ##: ZAHE(T Windows RIERGNZERETER, FENZBPMERGLIBABIIENL.

LiEAEINTHI S ERRIRE T & Lnux ZITHIRMERGHNZE RGN, GRS BRIRRRESEIM. XAT4E2H GNOME KEA]
FUNEE MR EESH A . EEIE IDRAC [ERMEHI G PRI RAREIZORE, SMEMIIhEE. ERERARAIFUNIESNE, 57 /fete/X1/
xorg.conf 1A FEARER S 7RI -

Option "AccelerationScheme" "lightweight"o.
WMRMAHIE L BIRE, B1E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 3ZEE i T IA T Mg 2k :
#¥ motion threshold M motion acceleration HIEEXA -1.

IR GNOME SE _EXARFME, BEEELIEHEEESRE P, % Tools (TE) > Session Options (£151%IR) > Mouse (R
#5) . 7£ Mouse Acceleration (FR#RMIE) LI, £#H None (F)

AT HEIFEZERSHRITH G, LM AMIZS &7 Virtual Console (FEHIIEHIE) TimE 1% Max Sessions (B ASTERD)
EMEEN 1.

B Java B ActiveX flfFHIEERIEHI BRI RT

FEFT LU A Pass all keystrokes to server CFFARIEEBBIRSE) MIHELEMSH A EEBBHARENRAS NEDHL
BEEER%G. MRCEEM, TREBERERRAAERBEAETENHNARENERE. BRNERTOLHREE, &



EERIZHIEEESRD, % ZE Tools (TE) > Session Options (£1%%H) > General (GBA) %I+, SAGi%{F Passall
keystrokes to server CIEFTHRBIHEIBEIIRSSE) £, LUSFEIBMNBEHERETERS.

Pass all keystrokes to server CEEFGBEEIBEIIRSES) ThEERITABURT:

EEH &S EE TSB! (Java 3¢ ActiveX) BEl.

T Java B PR, LRMBREE, UEFAERTHEARSEHRBREXIERERTIE. MRAMBEERE, MECHIERE
Pass all keystrokes to server Ci§Fiatdi 5 ERARSEE) 70 Single Cursor (BE3EAR) %I, MNRMEEKEF XL ETZ—, M
SER—FERER, ERMENERTZIEF.

3FF ActiveX B Fim, BHMBIRERE, FaiSmERTEHRARSHEINGE, UEEITIE. MRRMBFEERE, MEGHIEE Pass
all keystrokes to server (i{§FrEEHEERIREES) EN. MREERNEFIER, MNEER—EEBIREE, BRZDERTX
.

3t F MAC #{E& %, B Universal Access (GEMi/7iE]) TAY Enable access of assistive device (/& FX4#HBNi% & AYIAE]) 1%
151, Pass all keystrokes to server CIEFFBRERIBZEIRSSR) a4 <EER.

BRIERAGEEEBBMZTE RS LEIT. TSRS LNRMERAZEENNBRAEFISEBETERS.

ERUEF ST ERER—Windowed (B [) 5 Full Screen (£R) .

1 Full Screen (£/®) #&R T, Pass all keystrokes to server (A EIHBIIRSER) WEERANBATEER.

7£ Windowed (B 0O) AT, NYEMNTH EEEHSZNHBENN A SEBIRE,
M Full Screen (£F#) ##:NFE A Windowed (BA) #ERXET, LAIHIEERBIZENKRSBERE.

#£ Windows #{E &% L E{TRIET Java RIERIIZEHI &

BREASIE Ctri+Alt+Del L X B FE RS, (BRIBLSIEIT Management Station #1THERE .
WNREB A Pass All Keystrokes to Server (FTBREMRIBHRER) , UTRBISLZIZTERS:
- NSEERIREREE

- ST EREUERE

- ST ERRIFIRGE

- NEE TR

- NEER R

- ST AR SR R

- ST AR E TR

- BT

- BNEEIRE

- EAESIRE

- T—HERE

- t—E%RE

- BN iR

- B/ EEN R

- [BEhER iR

- EEN IR

- BohNRER 1%

- BohNRER 2 1%

© FAERMPIRE (FEREIAEREES, MBERAER) BIRALKXITERG. XEAEMAIEER. Shifty Aty Ctrl RIS
. Heh— i SR NSRS R



f5l4n, MREEMFTERLIBITAR Windows IRERZFH B “Pass Al Keys” (RiBrAIRE) B2H, NHEIE Windows
PETHRRFEER, THARREEBGNTEREDHELITH. B2, MR “Pass Al Keys” (BT ARE) SBH, NHHE
BENEZERGEMIEEIEY FFTTF.

WREER Pass All Keys (fRIBFRAHZE) , NWEURTIZTHEEEIEHE S H Management Station LHJIRIERFIHITHER

£ Linux BMER G LB THET Java B ERIITHI &GS

FRTFEJL=SN, BTE Windows HBAERFRITAEER T Linux #R1EHR St

SR 3 F Pass all keystrokes to server CIGERBEITEIHRLREEE) , RESIF <Cul+Alt+Del> FiB AT E RS ERIRERS.

Magic SysRq #22 Linux FIZEREREEE. MREBNRFERE LNRERSEELIMEFBEEERERS, CEEEH. &
ALUER LR 55A 2 —7E Linux #4E &% £ /B A Magic SysRq #:

- B—1E&BiRME letc/sysctl.conf
- echo "" > /proc/sys/kernel/sysrq

WRBA “Pass all keystrokes to server”  CIEFIBETRIEHLREER) , RHESIE Magic SysRq BIEBRBTERZ EMRER

%, BERRIERGNBINFITH (EXRHEZESHERATEHSS) BATESERE ELRERBATEERA Magic SysRq #:

- R Management Station =B/ SysRq, M <Ctrl+Alt+SysRg+b> 5% <Alt+SysRg+b> £ EE Management Station, MAE &
FARTS A,

- 3NE Management Station £ 22 SysRq, M <Ctrl+Alt+SysRg+b> 8% <Alt+SysRa+b> IRBESEE T E R K FINIRERZK.

- RGBS HEM SysRq IREEE S (5, <Alt+SysRa+k>. <Ctrl+Alt+SysRa+m> %) EBRATERL, MAE Management
Station LGB SysRq 1£#E.

BT mIEEH B e SysRq BARE

EAIERAUA T EE—MANBS TS 82 H SysRq BAHE:

Opensoure IPMI T &
f£F SSH/Telnet SEIMER BRI TIE RS

& Opensource IPMI TE
faf® BIOS/IDRAC I E X 15 A SOL EEREITHIA -

1

a DN wNN

TEHSIRRFTT, BT SOL HEDS:

Ipmitool —I lanplus —H <ipaddr> -U <username> -P <passwd> sol activate

SOL KTESHIAIE.

RERwESISERIERSE, ¥ETR localhost.localdomain BRERF. ERBRERGZAPZMEDER.
R SysRq KB, M{EM echo 1 >/proc/sys/kernel/sysrq REAE.

BITHERIRF ~B.

€M SysRq BARE A SysRq haE. BN, UTHLSEERFIEETAFRER:

echo m > /proc/sysrg-trigger displays

£/ SSH = Telnet ESMBERITE R (BT RITREERERR)

1

FF telnet/SSH &1, (£ iIDRAC AIRPBMEBZBERRE, £ /admin> RRFLIEITHS console com2. SRR
localhost.localdomain R

MTERIaEER, BT HITRERMAMPRITERSERERIRS, ERSH[ISERERGE, BER

localhost.localdomain BRI
FRRMERGRA R EMELEER.
R SysRq KBH, M{EM echo 1 >/proc/sys/kernel/sysrq BRE.



5 (FRABEAREEM SysRg heE. Hlan, UUTHSSEHISRESSS:
echo b > /proc/sysrg-trigger

O | &: BB THUIRAFEITER SysRq BARE.

£ Windows ##{E& % LBITHET ActiveX HEMIEHI B S
XF7E Windows ##RIERLG LIBITHET ActiveX FIEMIEHIES1E, BB KRELZEIEPHIRSZB[INEENITHSE Windows
Management Station FIE1THIET Java BIERHTHI A SEMIEFAITAZEM, (BTEJLEERI:
g%%ﬁﬁ Pass All Keys (1RIEFTAIRHE) , WL F1 2EFE3) Management Station MIZE &% LR BIZFRE, HERUTH
gi:ick Help on the Virtual Console page to view the online Help

ARG RET S FRTME LR IR .

BREARENE <Alt + Space>, <Ctrl + Alt + +> F1 <Ctrl + Alt + -> ZEB|FTE RS, XLIR#LA S H Management Station FHJIRIER
BT .



{7 iDRAC fR%E &R

iDRAC BREZERE—RR R AIEF, BNEREIRESHL (BOABATARRE) . EALURHRERERZNENESR, U
iDRAC #1T#PFE1RER. BETREHIMNOEIRIABLS(EH DRAC R E (fflan, Web JME. Redfish, RACADM 1 WSMAN) , Mt
iDRAC i#1T#PFEUHER. IERTLAECE iDRAC BRZIERISMAIINGE, LUTHI CPU MRS HF[MIRERGE LHNAEFER. S5IAENRER
FZWHSITRE, UWBARZA PSU LUMIFTERGAEHNTEHBEERNRKS.

@ | 7%: iDRACS /1 iSM Kz 3.01 MEEARA .
@ | #%: {RIEB R IDRAC Express 5 iDRAC Enterprise FAIEZ /G, &EM iDRAC BRSHELR.
/3 IDRAC BRSSIESRAT, 1Bk

f&7E IDRAC FiiEE R, BEMRESZITHIRBR, LUSAHEA iDRAC Service Module Lh&E
+ BT #eF iDRAC Configuration using local RACADM ({£F3/S%B RACADM 9 iDRAC BEE) &I,
BIER S E| DRAC HIEIB{SIE A7 iDRAC BB AEE USB R4 B .
O] p:=
* EORIZIT IDRAC BREELRET, BUABAT, B2 IDRAC /2 OS B iDRAC HiBi#iE. MREZR L iDRAC REIEREE
FItkIhRE, MEATFE DRAC REFIEATE.
+ WMRBIET IDRAC FEy LOM B OS & iDRAC HifigiE, MW Fci&FE A iDRAC Service Module.

i

L% IDRAC BRS 1R

iDRAC Service Module 1%V {ER S

iDRAC Service Module ¥ Th5E

M IDRAC Web F {8 F iIDRAC Service Module
M RACADM = {§ A iDRAC Service Module

1% IDRAC BR$5#EH AT Windows Nano OS

ﬁéé iDRAC AR5 1EHR

FERTAM dell. com/support TEHHRE DRAC BRFIER. EAHMIBBEEERINIR, AREERSRBIVIRIERE LRE DRAC IRFBE
i;& BXEZLZERER, 1ESH dell.com/support/manuals J:#mﬁiﬁ’] iDRAC Service Module User's Guide (iDRAC Service Module F§
iEE) .

® | 5 e ThEEARIE A F Dell Precision PR7910 #%:.

M iDRAC Express Fl1 Basic & %< iDRAC Service Module

7£ iDRAC Service Module Setup (iDRAC Service Module & &) TiiEsh, 4 Install Service Module (2235 Service Module) .
1 Service Module 22325 0] F§F7E iDRAC ® Al ENIRIER G E .



3+ F Microsoft Windows R{ER S Linux BIERSE, BRIER A EREZRES.
2 BHRIREFIRTPIRICH “SMINST” #9%, ARBEZITHRABIZ:
+  7£ Windows k£, $TH&SIRRFHFHIEIT ISM-Win.bat #EIE
1 Linux £, FTFF shell I27RAF NHIE1T ISM-Lx.sh BRI .
3 REFTAME, DRAC REMRBIERERA Installed (BRE) URREBH.

@| 7 RETRFFIFE 30 2HAM ENRERZTA. WRE 30 FHAFEIIRE, BLMEHSEN Service Module 3.

M iDRAC Enterprise Z 4% iDRAC Service Module

1 7E SupportAssist Registration (SupportAssist ;X)) [E5 4, #d Next (T—25) .

2 7 iDRAC Service Module Setup (iDRAC Service Module i&&) T1E®, 7 Install Service Module (223 Service
Module) .

B3 Launch Virtual Console (BRIEEUEHIE) , SA/FH# & Continue (4kE) RLEHIEIE.
EEH ISM REEFE, TESRBERIIZRSESE.

®| I REEFEE 30 SR ENIRIERSETH. WMRTE 30 AT BIRE, BULAEFHRIRE-
5 BRIRZEFIRPIRCH “SMINST” #i%, RETITHMAMBIZA:
7£ Windows £, 3ITHASSIRRFHIEIT ISM-Win.bat LA IESC#F.
7E Linux £, #TFF shell I27RFF T HIZIT ISM-Lx.sh BIA ST,
6 RERSLMNEPERRELRE.
7t iDRAC Service Module Setup (iDRAC Service Module 3% &) T, Install Service Module (&3 Service Module) %Z$H%7E
REFTREEZR, F# A Service Module K718 £ R4 Running (EEFEETT) .

iDRAC Service Module #1012 1ER St

% iIDRAC Service Module X #HVRIER SRR, 52517 dell.com/openmanagemanuals _E32{AY iDRAC Service Module User's
Guide (iDRAC Service Module FI F35/) .

iDRAC Service Module Y530 Th &k

iDRAC Service Module (iSM) 124t LA T MM ThEE -

*  Redfish B E XTI E M X
* DRACHEEE
ZAFHIRIERSH IDRAC 18] (SIS IIRE
A iIDRAC SNMP 3§
EEHFRMERSG (0S) ER
4% Lifecycle Controller HEEHIZIZMERZEHE
PUTE RN RS IRE IR
« &% Windows Management Instrumentation (WMI) EIBIZ 2 F
5 SupportAssist Collection £Efk. X1Xi&E T %% iIDRAC Service Module 2.0 R 3 B S IRABIIE L -
HEZEIT NVMe PCle SSD. T fRi$4R{E 2.
EERSHRER



Redfish fic & 3 & TR B ERI X H#F

iDRAC Service Module v2.3 B E & kR4 J3 iDRAC I2IEERIMNLE B, XEEMKB M RTIBIE R E IDRAC B REST B FimIKE. X
EZIEMER, 1HSR DRAC Redfish BLE X X #5.

BRIERGER

OpenManage Server Administrator 24775 IDRAC #£ZIRMERGEEFMEHNZ . IDRAC Service Module 1245 IDRAC £MBIER, B0
BAERGRIR BIERGEMAFRTLREE S (FAQDN). FAFRT, HIENEBEER. MREEFNRERG LRE
OpenManage Server Administrator, MRS ItbiEDT.

EiSM20 EEMRAT, SERRERGEMEZOKIEERIERSGIERINGE. 4% iDRAC 2.00.00.00 5 iDRAC Service Module 2.0
HESMAE S FERE, BABRYSNIRMEREMEED. EAILUER iDRAC Web RE. RACADM B WSMan & ILEE .

)l% LifGCYCle H :L.s§$u E‘J *;Eﬂz ?2}‘5 H ITEXY

7£ iDRAC H 2 FiZIngeRT, BRI Lifecycle Controller BESHIZIIRMER L HRE. X ZETFH OpenManage Server Administrator 3
ITHARSGEMHHR (SEL) EFl. B OS Log RERZERR) ETEANBFR (£ Alerts (B4R) Tim, ZH7E RACADM %
WSMan REAIRMUTIE ) AT AEHERER DRAC Service Module S5IZ#{ERGHE . B3 ERERZHETMEAEEE
57 SNMP ER s faRic ErY A5MEE.

BIERGTEIE E TERT, IDRAC Service Module iR R & EBIE . H IDRAC Service Module HUTHIIRIER S HRIC RIS B EE
T Linux BIIRMER G FRE A BY IETF syslog ¥R

(@ | 3E: M iIDRAC Service Module 2.1 [RFF#4, Windows OS 1#§ Lifecycle Controller B %I B AT A= iDRAC Service Module
REEFH{TECE. 7ERZ iIDRAC Service Module 257 iDRAC Service Module Z&2FE, BAIUEEIZE.

IR E R4 OpenManage Server Administrator, MEZMAILMNINGE, UBRBRERGHEPHIMES M SEL £8.

@ | 3%: £ Microsoft Windows 1, MR iSM BEERZHETICR, MARKBAXEFHE, EFB3) Windows EHHABRSE
EHBaEH OS.

ARG ERE IR

BAGRENER—METRELITEEE. MREMEHSEE, WBHEATR, ERRSZ[HIER, MIFGERFTREHET —
. ASR ERITATRESENE, ESFFEIE. BITRALNFMEEMMETHE, UBEEEEAT. MRASREEAE, WRE
BRERGEHEH ERZSBHZHAEMIS.

ERIAPITR G BEMRERIE, flanEisEmetaEREEEMSIS. ERHXHRSHR. AERERAGEBHNREEM, 75B8H
Itk ThEE. IR ER%E OpenManage Server Administrator, ME 2B MMINEE, LIS HIIE S SIS,

Windows Management Instrumentation {2

WMI E—483%F Windows IEFNFEFERIAY R, WIRMHRERSGRE, WEMRLABEEDIZHESFMBA. WM E Microsoft St
MERIRE 2 HRNEIRES A (DMTF) BIETF Web g9l EIE (WBEM) FIAAESAREL (CIM) o, UEIERSSEBEH. BIERK



FMERER. WM IRHIEFA TSR AEIBITHIE (530 Microsoft System Center) &£/, F2iFBid AT Microsoft

Windows BR%8E.

EAT LB s 2 A iDRAC H1 Y WMI IR . iDRAC 1@3T iDRAC Service Module &7r WMI 2, I2ERESEMETRRAEE. BIABR
T, WMIEEThEEE B . iDRAC Service Module £ iDRAC Hifid WMI B7r WSMan Z MM . 2K R RTE root/cimv2/dcim 5 &

ZEH,

AAEREFRER WM B RimiZ Ox € TR BXESER, HSREEXHXE.

AT =411 B DCIM_account ZELLEER WM 15 24354 7E iDRAC Service Module HIR{REITNAE. B X T L IFRILE B STHRIERE,
BEER Dell AR FOIRAEARY WSMan BL & SRS .

%%. 54: DCIM_account 2¢7= 451

CIM #QO WinRM WMIC PowerShell

i3S winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject
dcim/dcim account \cimv2\dcim PATH dcim account -

dcim account namespace root/cimv2/
dcim

AR E S winrm g wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject -
dcim/DCIM Account? \cimv2\dcim PATH Namespace root
CreationClassName=DCIM dcim account where \cimv2\dcim -Class
Account ~ Name="iDRAC.Embedded. dcim account -filter
+Name=iDRAC.Embedded. 1#Users.16" "Name="'iDRAC.Embedded.
l#Users. 1#Users.16"'"
2+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc

by ks E sl 1] winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-Wmiobject -
decim/* - \cimv2\dcim PATH Query "ASSOCIATORS OF
dialect:association - dcim account where {DCIM Account.CreationC
filter: Name="'iDRAC.Embedded. lassName='DCIM Account'
{object=DCIM Account? 1#Users.2' ASSOC , Name="'1iDRAC.Embedded.
CreationClassName=DCIM 1#Users.
Account N 2',SystemCreationClassN
+Name=1DRAC.Embedded. ame="'DCIM SPComputerSys
1#Users. tem', SystemName='system
1+SystemCreationClassNa mc'}" -namespace root/
me=DCIM SPComputerSyste cimv2/dcim
m+SystemName=systemmc}

RIS HIags| B winrm e wmi/root/cimv2/ &R Get-Wmiobject -Query

dcim/* -
dialect:association —
associations -filter:
{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1iDRAC.Embedded.
l#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc}

"REFERENCES OF

{DCIM Account.CreationC
lassName='DCIM Account'
, Name="'1DRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim



TF2 iDRAC TEEE

BiSEA DRAC, BTN MRS RS, UTHREENRSEESH. EHkEoi. 58, iDRAC ATt E&#REZZ ST
r“ EXMERT, BT LAARSHZHEIR DRAC, EEF iDRAC CPU, BEAMERHKITHRSE, XHEHITXRBER.

BT FRIRFE IDRAC FEE IR INEE, Fibfahd iDRAC BE XML, EBETLIAITIRE DRAC EiRiRIE, TEXRBER. EXRiZER
iDRAC, EMREEZIRERZ LIREEEMR. BABAT, =2 DRAC BEIRINGEEBH. ELIER iDRAC Web A,
RACADM #1 WSMan $#14Tiz#2 iDRAC B Ei% .

WS A%
AR Windows, Linux F1 ESXi #ER ST DRAC BEEMHSER 5.

*  Windows
- fER A Windows Management Instrumentation (WMI):

winrm 1 1iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

- ERAZE WM AE:

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck —
skipCNCheck

- sR&IERIEREI{FE A Windows PowerShell BZs :

Invoke-iDRACHardReset —force
Invoke-iDRACHardReset
- {#F Program Menu (I2FE3E8) RiESR

HIEEEFME, ISM 7 Windows #R{ER LAY Program Menu (F2FF3EH) hiZ iR\, L18i%#HF Remote iDRAC Hard
Reset (iTfZ iDRAC EE ) XY, RASIRTEMIALIEIR DRAC. Ei#AE, DRAC BERH AL ETRBRIENER

®| ;%: # Application Logs (FIFITRFHE) 35/ TAY Event Viewer (EHEEE) hL R RN TEE EE, HESTESEM
i E - 8
A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account is
privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

* Linux

iSM HIZEFR A ISM FFEY Linux #R{ERF LREARITHS. BAILIBEER SSH AEIX T RS RRERFLUETIH®S.

Invoke-iDRACHardReset

Invoke-iDRACHardReset —f
* ESXi

FEFRA ISM XHHH) ESX RS L, ISM 2.3 X FFBEAEERMIZFE (CMP) FERMIERF, UER WinRM ZIZ6HSIZIENIT
iDRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstanceID=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -a:basic -
encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

3¥: fEEE IDRAC Z BT, VMware ESXi #MERZE T2 % HEAIAET.



@ | 3 BT VMware ESXi #2{E R ZiH0BRE], IDRAC ERETASELEEERE. WiRETFNER iDRAC.

. 55: SHIRALIE

#R HER

0 I

1 X ¥ DRAC EEH BIOS hR A
2 IPEFHTEE

3 ek E

4 iDRAC Ei% kM

%T iDRAC SNMP &3t A X #r

B33 {# F IDRAC Service Module 2.3 ki, AJLUZEWSR B ENBRIERSR SNMP 4R (LF iDRAC £ BRBVER) -

BRI FEAELE IDRAC BV TS IDRAC SNMP 23R, HiBidEFHNIRIERS LA E SNMP (&R Biric e EIERE8E. 7
iDRAC Service Module v2.3 SiE s kA, ILINEESIFRIERG HEDEFHINET A4 & B HEiE#R I SNMP &R,

O | 3% TR Lifecycle BRE S EERS FIFTHGE.
@ | F: & Linux BERGL, SZUEEHERT SNMP SHE A (SMUX) il BB EERR(ERLE SNMP.

BABAT, I EREM. RESWHN SNMP REHHI A 5 iDRAC SNMP #RE#LFIH7E, (EEIRRBESHEGREXBEMNREHTT
& SNMP &R BIUERHEASEHEIMER, MAZENERRE.

wSRE
AT Windows. Linux 1 ESXi #B{ER GG S EA %,

Windows #{E& %

- {ERAH Windows Management Instrumentation (WMI):

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM_iSMService?InstanceID="iSMExportedFunctions" Q{state="[0/11"}

- [ERZE wM RE:

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck —skipCNCheck

+  Linux #MERS
EFRA ISM X Linux IER % L, SMIBETAIHITH S . ERILUREFER SSH siER T EEFIRERGLUSEITIH®S .

BLISM 240 FFE&RT, EALUER AT 498 Agent-x BLE RERIAMY, ZHFHA iIDRAC SNMP 3RE .
./Enable-iDRACSNMPTrap.sh 1/agentx —force

MRAKIEE —Fforce, NHIREEE Net-SNMP FHEFHE BN snmpd BRS.

- ERRILINEE, BHITUUTHRE:
Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable



- EZFILINEE, FMITUUTRE:
Enable-iDRACSNMPTrap.sh 0

Enable-iDRACSNMPTrap.sh disable

@ 3%: -force EMATAE Net-SNMP LUt LR . BR, HHARBIEHEIR.
*  VMware ESXi #{E%R %t
FERRA iSM FE) ESXi #RERZ £, ISM 23 M FFBAEREHIEFRE (CMPI) FERMIERF, LUER WinRM Zi2ar S1i2R A
ZINEE.
winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/

dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck
@{state="[0/1]1"}

®

F: BXEZFMER, ES AT http://en.community.dell.com/techcenter/extras/m/white_papers &J In-BandSNMPAlerts
¥ARBEH.

B EHRIERS 18] iDRAC

Bt EAThEE, ERILUER M IP &g iDRAC Web EE . WSMan #1 RedFish R EELE fMSMNEHS S, TEBE DRACIP
Hotib. 05R iDRAC FRESESIARACE Sk a4 A [E]— iDRAC EIETE iDRAC IREF[/AICEE, ERILUFERBIAL iDRAC &E1#.

S B RPES B HELE VMware ESXi 244 SNMP i & .
®

#2(h Windows #4{E £tk iDRAC 1]
HRIUER A T 552 — T ES

+ {&Bf webpack &% iDRAC ifialThEE.
«  f$/ iSM PowerShell BIA#{TECE

imiE A MSI &%

B LUBIFE A Web B8R4 INEE. LEThREEHA iSM ZEFEEZEH. REBH, MBIARMITIRO SR 1266, ERLIFE 1024
3| 65535 FSERIREKILIR OIS . iISM £ EEEFE M ZE IDRAC. G, ISM BB —MNuEFTAEEHN| OS2IDRAC. 0ilFiR OS5
TENBRIERG S H OS2IDRAC B AEMNE, FRFENEE. kIS B, BAERNEEsER.

BLISM 24.0 FFigsRe, @538 Powershell cmdlet, #8a] I ER HRTIRA T AT OB E -
Enable-iDRACAccessHostRoute —status get

ltHSHmHRTERERANEEALIIGE. MREBAZEE, ERERUFTHKOS.
0)

ZEij)a) iDRAC Web RE, AJZENREEHFEAIER https://<host-name> 8 0S-IP>:443/login.html, HH:

s EFRTIgEERE T {E, i8R Microsoft IP Helper IRE EEBHN RS L1ET.

* <host-name>— R%E 7T iISM HBLE HiEid OS i8] IDRAC ThEEHIARSE S LR XN & . MRENBFEE, BILUERERE
ZY P Hutlk,

* 443 —BAN DRAC IFEOS . XMAFERFEROS, MITKOS EMAEEAEERSEEEERZIKOS. ERLUBET iDRAC
Web E£HE. WSMAN 1 RACADM R HEEXIHOS,

&2 iISM PowerShell cmdlet RHL B



IRZ AR ISM RZERA I TIEE, ERLUER iSM 28 /ILIT Windows PowerShell /54 /8 FiZ T EE :
Enable-iDRACAccessHostRoute

MRELEE TIHEE, ERILUBIEER PowerShell SRR MNIEMZRSIEE. ATRAMIERIT:

Status (AA) - WSHEALER. BEFXSK/NEBETLLZ True. False I get.

Port (350) - X2MTHOS. MREREHRIKOS, NFEHREIA OME OS5 (1266). 1R Status CIRTS) SHIER
“FALSE” , ABAZBREHNERIS . BATEMA—NRALERENFNFORS. FFO0SRETEENEN
OS2iDRAC TR ASEFN, FH B &7 LUE B a0 0515353 iDRAC. {EHISERER 1024 &l 65535,

IpRange - LS EFEN, ERELIFETENIRMERZIEREER IDRAC B9 1P #hibsEE . P #hhtseEaIEN 2T 38 E HH
(CIDR) #&xX, 2 IP HiltFnFR#ALANES . B, 1094111.21/24. %t iDRAC BB R FAZESEE A P ik,

O© | : ThBER I 45 1Pv Hirkt
£ Linux HR{FRZH) iDRAC 115
SET B E R Web BTG setup.sh ST RAEILTIAE. HLINAEZERRASRAARY iSM R FESM. BRGUIEMRT, EER

AT

Enable-iDRACAccessHostRoute get-status

BERE. BRAFEELINGE, BEAUTHS:
./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable- Disable (Z:F)

Flag>=0 <source-port> f <source-IP-range/source-ip-range-mask> P
0

<Enable- BH

Flag>=1 <source-port> B IR, M <source-ip-range-mask> =A[IEAY.

<source-IP- \PSEREIRA <IP ekt FRIE> 13, ~f: 10.95.146.98/24

range>

OpenManage Server Administrator 1 iDRAC Service Module
HITF

EA%H, OpenManage Server Administrator 1 iDRAC Service Module AT AL 7E, F AT 4L IF #att I0 37 35T

IR IZELE IDRAC Service Module REHAE/E FAMEMIThEE, MESRETER, MR iDRAC Service Module %3 IIZ7F7E OpenManage
Server Administrator, M&EHAESRMNIIAESE. MR OpenManage Server Administrator IEEIETT, M| iDRAC Service Module J§ 7
BFIRMERSM DRAC BERAEBHENIHEE.

LHEBUGIEIT IDRAC REEHE X LS ThgeRt, FHITHRENKEZE, FHIiRHE OpenManage Server Administrator & IEEIEITHR
BRI,

M iDRAC Web F H{#EH iDRAC Service Module

E N IDRAC Web EE{#H iDRAC Service Module, iEHITLL THR{E:

1 %% iDRAC Settings (iDRAC i&2Z) > Overview (#f%) >IiDRAC Service Module > Configure Service Module (BCE Service
Module) .



1% E 7~ iDRAC Service Module Setup (iDRAC FRSZHEIRIGE) TIH.
2 EAIEBRLTI:
BEENIRMER S ERER IDRAC FREIRHARZA
iDRAC & iDRAC AR FZRIRAVIERRTS
3 ERITEINENINEE, EEEUT MRS NEDR:
OS Information RERFFER) - EERIERGZMER.

. Repllcate Lifecycle Log in OS Log (SHI#ERGHZFENARAR) — 817 Lifecycle Controller HEEHIZIRIERSH
. MRBAERY L% OpenManage Server Administrator, 1§ ithi% 1.

+© WMIER - 81 WMIEE.

«  Auto System Recovery Action (EZIRGIRERME) - fEIEERE (UM KB BERGLHITEDRSBE:
- BEFEIS
- XHARGHRIR
- RGHEXARER

MR BEFR LK £ 2% OpenManage Server Administrator, 1§22 B Itk £

M RACADM 1 {£F iDRAC Service Module

Z M) RACADM f£F iDRAC Service Module, &% ServiceModule B %15 .
BXEZELR, 1559 dell.com/idracmanuals 312 {#tf iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERE) -

1% iDRAC BR&51EH FH-F Windows Nano OS

BERERRA, 1555 IDRAC Service Module User's Guide (IDRAC BR&IERFA ¥/ -

EEE ISM BRFEBIEAEIT, HERUTHS cmdlet:

Get-Service "iDRAC Service Module"

£ WMI 2 Windows PowerShell &it], ERIIAEREFIRY Lifecycle BS

GetCimInstance —Namespace root/cimv2 — className win32 NTLogEvent

RNEAT, ASESHNEE > MAEFSREEE > RE+.



£ USB im Ot THR 53 &= 18

7EH IDRAC BS1ER0EE 13 KUK EMAAR S+, &R LIFE USB i O USB JR=185_ EHITIA T #84E:

=

S FRTE USB ik O/ USB IRENEE E EHER SO RECERR SRS, AR FEANHEMHETE USB IRFISEEAZEI USB im0, HA
iDRAC l&i#z,

@| ;: iIDRACY 323 Micro B USB #[.
Ol
- EEEUSBIHO, HEBRIAE USB IREIZE ESANRESHBECE M (SCP) MHRELERSRE, BLAREERGEITHIRR.

BXEB USBIRmOMESZEER, BHRIEBKEPB “Assigning USB Ports and Managing USB drives on 13th Generation Servers
and Later”  (7£58 13 RFMESMARI RS A7 L2 USB inOFEIR USB IREHER)

BMAUTER, REET KA.
USB &% R - 758 14 XAR$EEE L, iDRAC Direct R A1FECE USB ik AR :

- {XIDRAC B — iR#FIIATFRAR USB if O A iDRAC £/ . & USB it O H iDRAC ERE, TeEEEEFH DAL
BIERS

iDRAC &8

{ IDRAC B — 4RI EITIFRAR USB i O 441X E iDRAC . 24 USB @3 iDRAC AT, TEEGEEHHNEARE

- BER — EFRIETUR RN ESSNRS REE X RIS

@ | 3#F: HImES N ZEiEH Enabled only for compressed configuration files ({43 EAERIE B ITRA) E4ESCHET,
iDRACY A iFiEE BRARIFESRN . EAUMNEBLER Password for Zip file (Zip SCHRIERE) ERRIPSCE .

-

Bid 5% USB i&E#EiA18] iDRAC RE
fEF USB 1% % L AYBR SR E XHECE iDRAC

B3 H#E USB E#517410) iDRAC A HE

iDRAC Direct T8E /0 RIS L BT EH B 1E%3E3) iDRAC USB i 0. EINEERIFES Web RHE . RACADM 1 WSMan % iDRAC &
HEEXE, USNESRRSFEEMEEIIGE.

BEIEFNR R EBMIRMERZENTIR, 5517 Del.com/idracmanuals EIZ#EY “Release Notes”  (&4TitER) .
©) | 7 MREERARRE Windows BR{ERSE, ERTREFER K RNDIS IRENFEFLAERA LIhRE.
Ei@;T USB #% 3518 iDRAC RHE, EHITIAT#HE:

1 KHFFBEXENE, HETFSEEEMEELIMENER.
2 WREBAUSBIKO. BXERER, HEHEE USBEEKOKRE.
3 &R EBRTENFN IDRAC BUKER IP ik 169.254.04 F1 169.254.0.3, AIEEEEHF4hETE) A EFR1S IP Motk


http://dell.com/idracmanuals

4 FFYR1ER IDRAC MK A, 540 Web FE. RACADM, Redfish 5 WSMan.

5 iDRAC f#/ USB ixOFf, LED ARIARRETFIERNRES. AR EX.
SERFTERIEE, Wi USB BEES R ZaERE,
S5 LED ¥§%H.

{£F USB 1z & ERIAR 5258 & X HEC E iDRAC

183 ##Y IDRAC Direct ThEE, A LAFERRSS3S LECE DRAC. B IDRAC FECE USB EIRIRORE, HEASARSHLEXH
B9 USB &%, AEHF USB IREFFHIMRSSRECEXHF AT IDRAC.

@ | #: REER AN USB BEERMBRA, FaEMEM IDRAC EENORE USB BRHORE.

ficE USB Eim X E

AT LATE iIDRAC HFECE USB im0 :
£/ BIOS & BEF A A A 2 ARG USB if 0. ISHIZE X All Ports off (FRAIROSH) Bt Front ports off (RIZ iK%
M) Bf, iIDRAC RSERAFE USB ifd. EALUER iDRAC AEEFIHOMANRS. MRRSEEZH:
- IDRAC FAIEB EZEZEFE USB ik AAY USB I Z R EM.
- HLMEMFER USBELE, BRRBEE BIOS FEMABER USBIROZE, FITHIREFSEY.
BB USB BIRis O, iz IS HE USB ik 02 iDRAC E2HRSEIRERSGFER:

- B3 (BUAE) : R USB & &AF S iDRAC ZHFHUMR&EZ EAFHERSH[EESH, MATLIM DRAC 498 USB im0 H %
HiEERIRSE. NRSRBPBHRIEEE, wmOBBHFER, LB IDRAC .

- FOERMERSGER: USBIREBAHBRIERSGER.
- {¥PR iDRAC Direct: USB i&&154&H iDRAC £H.

BB BRRSHRITHINR A SR B USB BIRim O,
EiEE USB &R, “REFREM nEEE “BHREEM BHTER USBERERER.
ETHERT, 187 Lifecycle Controller B iER—1NE#:

« REFLATF “B31 3 DRAC X, FH USBREBHEALBE.
+ USB ERimOENEEK.

W& BEIM DRAC Y BIRIE R %

W& M IDRAC SIRIER G

Hig &8 USB MARFT A ITRYBRIRESKRES, LRSI ERE, HFASBIUTREE R BREY:

+ HKF: REBITHRR
« A USBIRE
MmELRH: &
SRIFHOIEEN: EBFER. SNMP &M, mERZGHEM WS E.
BIE: T

ETHERT, BEREREHEHFIFEIZREE Lifecycle Controller H:

EET “BREBEH” BABPRMERTEXEE USB E1Ris0.
USB i& % 1EFH iDRAC /8, FHAGEER1E USB BIRiHOER.
USB i& % 1EEH iDRAC £/, HEAGEBRIEE.



£ Web FHEBCE USB E1Eum

ERE USB im0, EHITIATERE:

1 7 IDRAC Web AT, % Z iDRAC Settings (iDRAC &) > Settings ({xE) > Management USB Settings (T2 USB i&
B) .
1% USB Management Port Mode (USB Z3EixO1E5\) 1% E A1 iDRAC Direct.

I\ iDRAC Managed: USB SCP (iDRAC &IE: USB SCP) THIKEFIEIFEME ERSE (B SANFMHEE USB IEshgs A
BR&S2ZBLE TR -

- BEEH
RS /AFRANRERENE R
S EZR R BCE X B
=3=1

BXAEFERWER, 1BSRIDRAC Online Help (iDRAC BX#HLEEEN)
4 BENRANAKRE.

£ RACADM ECE USB E1Rir [

ERE USB BEIRiRO, HEMILT RACADM FHLMM R :
EEF USB mORS:
racadm get iDRAC.USB.PortStatus
EEF USBmARE:
racadm get iDRAC.USB.ManagementPortMode
EEE USB R EMEIREM:
racadm hwinventory

%uﬁl_um%ﬁﬁﬂﬁ

racadm eventfilters

BEEZER, 1559 dell.com/idracmanuals 312 H iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HP 4 ?T%Eé“%?a TL_J)

£/ iDRAC I E A BIEFBLE USB EHixm0
ERE USB im0, iBHITIATERE:

1 £ DRACHEARERT, HENRF USBROKE.
%2/~ iDRAC I E /R USB i O ER @
2 M USB EHiROSRN TS T, HITUTIRE:
« B#)- USBiHOMH DRAC SRS BIRMERKIEM .
ERERGER - USB MO BRSRBIERFEFER.
{X R iDRAC Direct - USB i 1B iDRAC £ /.

3 M IDRAC Direct: USBBLE XML THISEEFEFEDIARERS R (BT SANEFHE USB BaharhrIfRSH[/AETH
) -
[BE:350
© REUBSHAFRARERERNSA



- BRA

BEAREFEIER, E517 iDRAC Settings Utility Online Help (iIDRAC & & /A FBIZF BRI A5
4 BEE—¥%. TR, RAERLERUNAKRE.

M USB iZZF S NBRS S E

TRIR7E USB R ERIRBE R EIE—1BFRA System_Configuration_ XML FIB %, ZBERE & config # control 3T :

*  Server Configuration Profile (SCP) fii-F USB & &#R B = T A9 System_Configuration_ XML FEZE® . XHHEIERSHENFRE
BMEXT. X5 DRAC. PERC. RAID #1 BIOS M. BRI LARBILH R EEMARFZHZLHEY. XHEBFTUR
<servicetag>-config.xml. <servicetag>-config.json. <modelnumber>-config.xml. <modelnumber>-config.json. config.xml 2%
config.json.

« Control XX - SESBUSNEE, TEEF% T DRAC SiF R EMELRBEM. tiZFIxEHFaE=12%:
- ShutdownType - IE&E . &&l. REHGIS.
- TimeToWait (%) - &/MEX 300, &AK{EH 3600,
- EndHostPowerState - 7/,

control.xml 3R 451 -

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is

3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

B B RRSBITHITR A sEMITILLIRIE .

@ | i*: B\ SCP B, F SCP 3t {4y USB BB SHEW LMK Z/EWSSRBLHSE. ETLIE SCP FEREM, Us
iR

EIERFBECETHMM USB & &SN iDRAC:

1 BLE USB BIRMER:
+ ¥% UsB EEuRORN & E A ERN iDRAC.
* Y% IDRAC BHE: USBXMLEEREAFEARNETREBEAZIEA.
2 B8%E configuration.xml F1 control.xml Z#AY USB A7E&1E N iDRAC USB i M.
H7E USB % &R B R THY System_Configuration_ XML FERHP L IMARFBEE . RBLATIRGF & INZICH

* <servicetag>-config.xml / <servicetag>-config.json



<modelnum>-config.xml / <modelnum>-config.json
* config.xml / config.json
4 MRBB|EEXHESINMEWEHE.
MBRLBEE G, BESFL.
905k iDRAC EHE: USBXMLEEEEIRE AEMAMINEREBMAIE BIOS BEFEMBAHZE, HEMREF—1 IDRAC AFKkFE
wig, W ER—FEREBHELERE.
LCD E#R# LED (RAB) SBRRT, RRFMELEESD.

6 WMREGEEEELHEMEEH B control 3C#EH Shut Down Type (X#13¢R)) 35E 4 No Reboot (LEHEIS) , BAFEHSI
SREBAGEEXLEINE, BN, BRESBEEHSISHNBAES. RYRSHS XN, AoNAEENESE, BFESEE
No Reboot (EEHFSIT) £,

7 SAEASERSE, LCD/LED RinizfElEsen. MRFZEHSIS, LCO BZESHRTETRA “EESFHERIIS" .
8 4R USB BREZFMBAEMRSERT, MSARIEMERIICRTE USB REPHY results.xml ST,

LCD ;HE
MR LCO WA, CHEMFERATHE:

1 |- EAEM USB REEFIMRSF[ECE AT,
2 NA - ElIEARITE,

3 B - fElEmIhTERE .

4  BEREXREHER - FlLERMKELEHIRA.
5 BXM-1FlEky.

BXEZFMIER, FSH USB ’RE LHLERXH

LED IN¥R1TH
USB LED f&5/RIEZEfER USB i OMITHIAR 525 ECE SCHFIRIERVIRTS . Itk LED AIRERNERTHRBE RS-

EFERERIE - E7EMN USB & &S IR 55350 & X .
2FENRE - EERITIEL,

SRBEINLE - MRk, HETHREFER.
ERERERE - FUEKIITEM.

3E: 7€ PowerEdge R840 #1 R940xa &1, #MR7FZ LCD, {EMA USB g OB TSNER(ER, USBLED A< iAtk. £/ LCD AE
BIERT.

HE ML R

BAEANBREREUATER:

1% 7E Lifecycle Controller HEXH-FIZFEM USB MUITEHEISABIIRIE.
o IR USB BERIFERBAKS, 27 USB NEE FHERTHPIEFEIELER.
BEFESZFHEHHANE—PEH Resultsxml UL R, HPEEUTEE:

BRS5HRE - ESANBRIEREEL ID SHREEIRZ EIEREIE.
Ml ID - ZESNRMEREE 1D 2 I8 REHE.
Rl Y FF 45 B HAFRTIE] - ESANBRIERESE ID 2 FIEREHE.

®
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{& A iDRAC Quick Sync 2

FIFE Android B i0S #&1i& & _£iz1TAY Dell OpenManage Mobile, 7T U32#s i B335 9] %1833 OpenManage Essentials &
OpenManage Enterprise (OME) =l &iH 181k F 2. EAFEEERSH[HIFMHEILMEEEM. EF LC MASGEHHE. N OMEE
FIRRMBEE LMBEN@EH. S P it HE DRAC Z5. BLE %A BIOS B LU RIRIBRERIAN KIS . EHATIER
ARS5ER. AR R GiEHI S 378 iDRAC GUI.

OMM I & 28 M Apple App Store 8¢ Google Play Store &,

WA RE TS ENIR & 2% OpenManage Mobile FZBF25 (#F Android 5.0+ #1 10S 9.0+ #&hi% &) , A8EfER iDRAC Quick Sync 2
AEEIBIRSE.

0) | S I ESRELE MM EH L3 T Quick Sync 2 #E#HRHIRSBHER.
® | E: IkIhaE BRI Android #R{ER 440 Apple iOS B EhE& LR HF.

EHATRAS, WINEEEFRESE 14 K PowerEdge BRF25 LRTA . BEE Quick Sync 2 ZMIEHIER ANELZRNEES) ARG
R TIREEREIEST (FiAJik Wi-F) B9Ehig&. Eit, ER—FEMEENELY, HAEBXETKBT DRAC ST,

iDRAC Quick Sync 2 B &xfe:

- iIDRAC Quick Sync iAIE)ECE (if3id iDRAC GUI. iDRAC HIl. RACADM. WSMan)

a > Quick Sync ijjia] —BLEAIE-B, XEIAIET.

b > Quick Sync 3EFEENIHETEE — BLE N Enabled (2B , XEBIAED.

c ;?uick Sync E5EENEBR — FRREEM Quick Sync 2 IR Z FHIRTE . BOAEFEAR . BIAER 120 #. SEEH 120 2 3600
b

d >Quick Sync EEUESE — BLE 9 Enabled (BB , XE2BIAIE.

e  Quick Sync WiFi — B2 & g Enabled (2BH) , XE2EIAET.

BER, BUEAMEEIER £ Quick Sync 2 325 . R Quick Sync 2 FERkT=#E. BEBEN& &) Quick Sync 2 {52 (Android
50+ 3% 10S 9.0+« OMM 20 SREEMA)

i#id OpenManage Mobile, TJIAHUITIA T #24E:

EEREEMER
EEENER
il E &K iDRAC MR E

A% OpenManage Mobile I Z{E2, 1527 dell.com/support/manuals 12 {tH9 OpenManage Mobile User's Guide (OpenManage
Mobile Fi P37 -

i

f & IDRAC Quick Sync 2
FRABHNEEEER DRAC EE



B & iDRAC Quick Sync 2

B33 1 F iDRAC Web RS, RACADM, TAJLUELE iDRAC Quick Sync 2 ThaELAA B #8ahi% &

Quick Sync ifiial — EBLE AiE-5, X2EIAIET.
*  Quick Sync IE5ERNITHETEE — BCE A Enabled (B2RBA) , XEZRINED
Quick Sync JEiERIBRT — TR Quick Sync 2 R Z [FRIETE. BUAEFEAF. BUIAMER 120 #. SEEJ 120 &) 3600 Fb.
a  RIFEIEEE XA Quick Sync 2 MR ATHFSFHATE. BITH, EEREMRERE.
b WREEH, ITAEER AIFEMNBR R,
Quick Sync JEEVEEE — BLE X Enabled (2B , XEBRIAET.
Quick Sync WiFi — BCE 5 Fnabled (BB A) , XEZIAET.

B HAR “REHFEH NRAEEREXLRE. FFEMRSZ[EHSIS, XERENTEN. BER, BULUREELMNESER
EHY Quick Sync 2 %4, 1E#fR Quick Syn fERKT=#E. AfE, BEHENZETIE Quick Sync fE2.

EEE A% E1EKAT, S7E Lifecycle Controller HEHIZE—1M4E.

£/ Web RHEELE iDRAC Quick Sync 2 i &

ERE iDRAC Quick Sync 2:

1 £ iDRAC Web R 44 = Configuration (BLE) > System Settings (% E) > Hardware Settings (i E) >iDRAC
Quick Sync.

2  1£ iDRAC Quick Sync 5> 9, M Access (iffia]) THISEHE Fik$F RHIET . —LAifE] Android B i0S #ahift & :
Read-write (i£5)
* Read-only (Ri%)
E2%MH
BRITATER.
¥ 7€ BAT BRI .
BXEFHENESIES, ESR IDRAC Online Help (IDRAC BXHLEEEN)
5 BENRAMARE.

% RACADM [ & iDRAC Quick Sync 2 i &

R E iDRAC Quick Sync 2 ThaE, 1&5{#H System.QuickSync AHAY racadm &R . BEXELIEE, 152 del.com/esmmanuals -
A iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175 %E45/) .

£ /A iDRAC i E /2B & iDRAC Quick Sync 2 i &

EREE iDRAC Quick Sync 2:

1 7£ iDRAC GUI B # Z Configuration (BCE) > Systems Settings (%% E) > Hardware Settings (48 E) >iDRAC
Quick Sync.

2 7£ iDRAC RiER]LER 5 o -
BEEIRA .
B Rigr.



18R P E X RYEBRIRE] GEER 120 £ 3600 #) .

BXERFHRINESIES, ESE DRAC Online Help (iDRAC BXHLESEN)
3 &k Back (JFIR) . Finish (58R%) #Yes (&) .
BNARE.

EABELEFEE IDRAC B2

ENBREE R DRAC 52, 152 dell.com/support/manuals _E12{A) OpenManage Mobile User's Guide (OpenManage Mobile
AFigm) RREMRTER.



BIEEIIT R

BN RATFZE MRS 2F1715 Management Station ERYAT BRI &2 E ML ZHY ISO CD/DVD BRI, BFEREZERS R LAIRE
—#.

ERERIN FRINEE, &AL

1813 MR ITAZ T B EIT IR R R RI N R
RENRRERF

© EHIRENIERF

© GEXERGLRERMERS

EXEERTIRAMERXRSFOITAINEE. RRABATERTIIRAMRSEE.
FERE

RPN BRI FFEERILYR (CD/DVD) BBURZNER (BEET USB HYIEZNER) #1 USB INFR.

ERALUSER FR— MR, USB RIEEIRZNER . REHERAUAR— I ARENRERDZERG. IFNRERNFEHE
RERGR— N TRRERENE. FOABRNFEERS—NITRHBLERENEFR— 1SO BRIGCH.

TEERTABKEMUNRIEE.
TosE M EERIHLI 18] IDRAC BUREINEREZ AN R .
ERERG L, EERENEMN REBSEIELE.
EET Windows MZERG L, MRENNRIREFEHMHEERNRS, WSEME.
EFARLEREEMNET Lnux WRERG L, EUNREIRREIRE. EFHhREEFE, FFERH mount 4.
* MWNERERGZLZLAEEMIRENE T EIEKRBSEE ML L E Management Station.
© ERHBPRERENENZERG L, ENERESERAAIERNE.
AT AN 22 B St 18 #£ = Management Station CD/DVD IRZ188 (Ri%) , {BFREHZ USB 1 &R.
EUNREDFE 128 Kops BIAT ALK H3E -
IR LOM 5 NIC K, RN RKIERRERMIF .

Managed System Management Station

f‘/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw REmotE FIonDy

4: EERTRIEE

-
SRR ENER AL
A& ERN R

el EEHA T B



Bt BIOS % E 5| i+
BR—XMEEMN RS

S FFRIR B SR A &

TRIIN 7@ ERAN B FFRIIRENES -

. 56: TFHIMRRNBR AL &

e EROERNR

R H575 144 BOELEFE G 144 R ELIREN S
CD-ROM
DVD
CD-RW

w48 CD-ROM TR E S IEshE:
AR IR AR ISO9660 482t CD-ROM/DVD BM& T
ISO9660 1& 2\ HIER £ A% ST 14

USB iR #:45 CD-ROM &9 USB CD-ROM IRz 28

ISO9660 &3 AT USB INFZ M STt

Fo & REF T R

BEREMNFIRER, WHREEE Web XSTERLUER Java 3 ActiveX Hifk.

&£/ iDRAC Web REELEEIN R

ERBEMNRIRE:
EBITERNT RLIEREER DRAC. SNEEETFTRGR, SFEHIBES.
1 £ iDRAC Web EEH, % Z Configuration (AZE) > Virtual Media (E#IRE) > Attached Media GEIEMINTER) -

2 EEFMEMRE. AXESER, 15518 IDRAC Online Help (iDRAC BXHLEREN) .
3 B Apply (RA) RERE.

£ RACADM B EHI/T R

EREEMUNR, FH set 94 LUK iDRAC.VirtualMedia B HIFT & .
BXE%ER, 1557 dell.com/idracmanuals 1249 RACADM Command Line Reference Guide for iDRAC (i& BT iDRAC B
RACADM &4 1T8E3ERE) -



£ iDRAC LB \AERFEEERINT R

A fEM DRAC RE R RREFHMIM. HEHBFMMEIT . ERITIHERE:

1 TEDRACIRELARERF, HENHRMUSBIKORE.
1% 2 '~ iDRAC i E /1 F1 USB s O E T @ .

2 f£ Virtual Media (ERINRR) 304y, RIBEKi%IE Detach (JFEE) . Attach (Fifm) = Auto Attach (EZIMIM) . BFXEHAY
EHEE, &S IDRAC Settings Utility Online Help (iDRAC i&E A RIEFEAI AR .

3 {kx#dE Back ([FiIR) . Finish (5ERK) #Yes () .
BN R ETREE.

EFERI T BRZS T R Gl B
TR T EFHIMA TR BRI,

&. 57 BRI RSN RGE A

MBS BRARTS RY MR

nE To RIS MG AT B R 5

Ff$m %) Client View (ZFimiLE) BE = th Al LABRET /R

BHNE Client View (EFimilE) FTHRBREN R, FTAmILE <A RSt .

RTEEEMN RPEMNRZFHRSFRE

TR ENEENPHUATEEUAARFERENF[AIN . EHITHIRIE, BT Windows FIFEERE M Organize (4H4) g,
i—:l:— Folder and search options (SC{fRFHEFIA) . 7 View (RLED) #EIF, BUHES Hide empty drives in the Computer
folder (Bt HH I RPIZERNER) ETFH 2L OK (B .

iE) EEFU 9T R

TR A A A E R EREES Q1 B EM T B, IHEEMNRZE, SeEREER Web HITE

BN RS RFS ZEERM. R RFS EELTENNRT, BLAHESZRBHEUNREFHN, REEEERUTERER
Virtual Media is currently unavailable (AN FEZEIAATAH) - A Virtual Media or Remote File Share session is in use. ( /fzi“/(/\/f“f SLITFE
XHREFTIFEREHF. )

R RFS EFATIEERNRT, PALYERKXBENNREFRE, TURINEEFR. REERTLUEREMN RE R
EFNSCHHBRET B BTN BRUEEMIRENZS -

e EMIEHI & B R EMIT R

B EMIES & BEERIN BT, HHIR:
EBREEEIE.



RGEE AN EETIREIEE — 7 Windows FIFEIERES, SH1Z| Folder Options (SCHERIEM) , H & Hide empty drives in
the Computer folder (BEiEiitEHICHRARIZSIRFNRS) EIN, AFEE OK (HE) -

EEREPIEHI BT BN R :

1

£ iDRAC Web EiE s, # Z Configuration (BZE) > Virtual Console (FERUEHIE) .
1% & 7R Virtual Console (ERl#EHIA) TE.

# 3 Launch Virtual Console (BFIERHEHIA) -

Virtual Console Viewer (EHZHI&EER) AsE5h.

@|#: 2 Linux £, JAVA RETiHEEAEHQMBAEHXE. 7 Windows £, $TFF jnip SCEEUER Java BREHES]
AN

Be

#3 Virtual Media (BE#I/vBE) > Connect Virtual Media GEREERINRR) -
BEIEMNRSYE, A Virtual Media (FEHINTR) 2SS RATETAIEZINTIR.

®| E: BRI BRES, Virtual Console Viewer (ERMEHIAEEDR) BOLFIREESN.

ANMEH EEMES & B EIERT R

42/ Virtual Console (EEHMEHIA) B, EBIEBNRAT, HHR:

RN AT Attach (B K7

RGE B AIGHER RS . EHMITIIRIE, B Windows BREIEEEH SA1E Folder Options (TR , &% Hide
empty drives in the Computer folder (FRETENCHRPHZIRGNRT) £, ARFHET OK (BE) .

LEF Virtual Console (ERUEHIA) B, EBIEMNR:

1
2

£ iDRAC Web EiE®, # Z Configuration (BZE) > Virtual Console (JERUFEHIE) .

#3 Launch (JB%1) Virtual Console (REIIEHIA) .

BFELEERUTER:

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?
B OK (M) »

HEP$ R R Virtual Media (EBIANED BO.

7 Virtual Media (RE#ITR) K&, HiF MAP CD/DVD (BR4f CD/DVD) i Map Removable Disk (RREFRIFSZNREE) .
BXREZER, BSRMRGEMURRZ.

O| i#: BE RS LIRSS 5 Management Station L AIEBIREHEE S F—E .

@) s#: AR E T Internet Explorer #3RR 2 Windows BERGE A L, BN RTETAESET. ERRILEE, &8
i#] Microsoft F{ERZIHIANHRBERRAEER.

O : M MEBA R ZH HTMLS Fif.

A I EETUT BTAR &

TR AGEEAE S RN B R, FSEAER USB REEREMSTIRIERG . EBRMEUNRRE, FPITUUTIRE:

1
2

3

B Virtual Media (BE34T/R) > Create Image... (SIZEBRR...) .

7t Source Folder GEX#3%) FE, B Browse (HN) , REHEZRERGETHRIXHRER. BRI _EHRRIGTH
FZERG LR C EENH.

EREXHBRFERS, SERATEEAIEREXHNERIARE (BERKEER) . ERXZE, 58E Browse ()
) FHRERE.



4 BLAEME.

R EIRIIBGEE. MRREHATRXHRD, RESERESHR, ERREXGHATRXHRASELREF, Fit
RRGBIR TTSR M EE . WRBRIGSCH AR RA, NRRGEIZ LR,

BIEMRZ G, RELERBIEE.
5 HBEHEEmR.
ISO MUK ENE B3

{EARRMGIRINSC KRBT, RGoAERRRE LEE img SXHLUERALLIIEE. RBEMIBRL img 32, AT Virtual
Media (EERI/TER) SRE T HRPERMFZETEER. Bit, ZIVEEERRGFRNEZB MR img . B2, .img
XHAIAESE —REGHIEFIEXF B AWM, RE1ER Remove Image (FBRRERIR) LIFIREE.

EEEMNEFIEAEE

EEEEMERIEMER, BERINEHAEERP, 23 Tools (LHE) >Stats (iiHER) . 7 Stats (%iHER) EO+,
Virtual Media (EBITR) B ERREIERIRE UL ERREMIE/ 5ER. MREUNTREEE, BERLER. MR%RAE
ERENNR, BER “REZEUNR HE.

NRERERELTH SWBERATBNEUNER, W Virtual Media (EIATER) FBAFERA—NIEE, SREXTEMFZEMN

1%!&\ o

Ei% USB

ESE USBIRE:

1 EEMSHAEERS, B Tools (THR) >Stats (FHER) -

¥ &~ Stats (ZEHHER) EO.
2  ff Virtual Media (FEHIVEE) T, % USB Reset (USB Eig) -

RGESBER—KEERESHA, MREE USB &R, NS MBIFEEMNREHAN, SFEEUNR. BEFRER.
3 BER.

USBRERIREE.

O | %: EDBEtEE Y DRAC Web REL1E, IDRAC EHIN REFL%K

BRET R IR B 2%

ERRGT IR BN«

@ | 3F: EEHET ActiveX LET Java HERIN KA, BLFREEIEINIRA 6EISTIR(ER S DVD 5 USB N7FIRENES (BNEEER]
=) . EETIREIES, BB RS B3N IE 54§ iDRAC IP Ml F B SEiL S5R D,

1 ERMEMNRSE, BEANET RS D R HEEEUN R
MTFENATFNENRSBRFNEE, BREEUMTRRETHER—MRATL, IZRATRRFEREXEGEE, Hlm:
BR&+ CD/DVD
BRESAI RS BN R R
BRETER £

@ mRBECHMARRHERREHIGER, BEFIRTERRGRARAT. MREEAREHE, HEAMSRE
BIRG A BRIEE




MRSt DVD/CD £ AT LA F 1ISO 32, BRETRIFEEhmE kI AT A T av% .

®| i BITRE ERET HTMLS BEREEH GBREIYIEN R, BIIET USB KYIEzIRF. CD B DVD,

@| 7 B FikilmiE ROP 215 1€ R EEMUES &/ M/ Bi% USB INFFERRG 0.
BHREERGHIRELE.

®| E: NRERIN FRLIEEBIE LB Web EEOL1E. B— Web EOLIEHE VMCLI T ESRE, NEBREFSIE.
EIREN /USRI H TR+, WNTRIIFRFEFES.

FIRDESEAARARET AT A (GRARET) %% (CD/DVD. AIBohifiid. ) AR ATRRSTAIRRME ST A (ISO 5 IMG) . AR
BXHATRARGEXHER (BEAAFAEE) F. URBEFETRIIERSD, BREMEEERE.

3F CD/DVD, IEFABISCHEEEZ 1SO; ST RI#BshEmesE, A MG,

MRARAERE (RE) FOERE, HEEFRGUBINEERT, FTETRREFEREFECRIRE.

MRENEIONECERIE, MAEFRMAIBINHER, TOEE TRERAPRFCOIZRMRE. BENELUEERE.
R R USRI iR &R R & .
¥ CD/DVD &%, BIAERTEBIZERHETEER.

@| 7 MRERER HTMLS EHUEHIAIRSGT 1ISO 71 IMG 30, WSFEf1EA RS HRE .
BEMRGHEE LU BRI ENARSF .

G &/ XM E, HEBMARTETNBMSKETN, DIERRERMR. flM, MRER CO/DVD REZRGIE|E A foo.iso Y
MUEsSCHE, T “EMAR” B F R CD/DVD KB I& & K foo.iso BGTEI CD/DVD. iZRBIMSB—MNEIEIRICIE R SR
5o

B R IEFRRIRE DR RNES A T aRSE

FEET Lnux WERUE £, EN R Client (PR BOFERARTERMMATBHERMKRE. BT HHRFT LRSS EMRERL
RzhEE, BB CEER SATA BERH[EMRORE. ERITIRE:

DNy -

EMSISERM LNRERSG. EFAVBKREIES, 3% <F2> #i# N System Setup (REWE)
¥ ZE SATA settings (SATARE) . AP E RImOIFHAES.
BREREEHCEEIEEERMNEO.

HEERAY R Client (BFE) BO. < ERATLBRSTHIERIRNES.

B HBR S FE IR T 25

RAUHBRST EEIIR BT :

1

2

£ Virtual Media (GERINR) FHd, PITUUTE—RIE:
B EEIGERET RS
# 3 Disconnect Virtual Media (BiFFEEHINR) .
RESEREKRFAER.
BER.
ZRBEMEIEFRICSIHEK, LR RAMSTEIENARSS

| 3%: MEST Macintosh $RIERZIES i R EGEREHESS] vKVM 9 USB & &5, EUHBSTANIS&ES P g
A. EFBSIREREEHARE L FHBEREUERRSE.

® | 7 ERUHMRSS Linux $R{ERS LAOREH DVD IRahEE, IHEIEHIERNSRHIG HEH .



BT BIOS & &S| &I~

ARG BIOS REARRERF, THMRZERS RENMENKXREERENRRENESS.
@ | iF: TR ERENN REFILRGS | SIFE.
EEFERETIE3S:

1 SIRRERL.
$& <F2> i# )\ System Setup (R4RE) TNH.

3¢ & System BIOS Settings (%% BIOS &) > Boot Settings (515i&E) > BIOS Boot Settings (BIOS 5|5$#% &) > Boot
Sequence (5IRIHFF) .

wREEOS, EMABEHSEMEMNRBIRENESFRES | S &TIE—E.
BIREMRSRCBRAHIATSIENRE—MEE. MREFE, HEERRE LARAEXKEISIRF.
BEME, REIRYS BIOS®ERHE, AEHEEHER.

HfYes (B) REEXHFIRE.

ZERGEMIS.

ZEZN RFESISIAFNT S| FRESIF. MREMRECERHBEUSISNR, REISISEZENRE. B, RE=
IR & — KIUTRETSI SN ROIERE.

BR—XEEMUINTRES

EERTEEMNRREZE, BREFX—KRITINTF.
ERRA—RMSISEBZ AT, ERR:

#8745 Configure User (BLERF) R,
£ Virtual Media (EIANBR) £IR, $§AHEENIIRENEE (CD/DVD. sk USB INFFILE) BRETBITS| S R,
EMAN BRALT Attached (BEMIIN) K7, LUMEEMERESISIFFER.

ERRA—RMSISETHMNELN RS SZERS:

7 iIDRAC Web FEH, ¥ ZEHEE > FRES=R > EMmMAR.

£ Virtual Media (FE#U/vE) T, 1% Enable Boot Once (BR—XI45|5) RiG8E Apply (RZA) .
5| SHEHTAZERGH IR <F2>,

B SINFERANTRREBNREESS.

BHEISmREE.

FERGEMNEUN R—R M5,

(@2 N "G NI O R



LZAEMER VMCLI 2 BIEF

RN RGSITRE (VWMCL) AREFTRHEFE, NEREZERG LK DRAC IRBEMN RINE. EALLRER, B
EERN RINEE, BIERESCHERYNEREREIRE, BETMNEESMTERS LBERERS

VMCLI X A2 SR AT IhRE

EIEA BT E BIRE A R NI S ARG
* B DRAC B#MSIS—REMZ FH<BRILLESIE,
s FRARSEREFE (SSL) MRS DRAC HIBERL.
« BT VMCL %%, HE:

- EEEEHRILE.

- BRIERGRIZIFE.

®|;I ZE4&IE Windows FRY#HIE, EERESETERS.

FE:

23 VMCLI
1T VMCLI 218K
VMCLI i&3%

23 VMCLI

VMCLI A EF8&1E Dell Systems Management Tools and Documentation DVD i,
ER%EE VMCL ARER:

1 ¥% Dell Systems Management Tools and Documentation DVD X Management Station B DVD IRZf25 .

2 BfFFEHE LIRS DRAC TH.

3 MIMERERE, % install\Del\SysMgt\rac5 {4 R LUFf{RTFE7E vimcli.exe. [F#E, #ZE UNIX BIHER KR,
VMCLI ~REEFEIEREERZ L.

\ = [ |
BT VMCLI 2\ 2R
o WMRFMERZEESFENRSAM T, NEEZRNRINIR A EEIEIT VMCLI 54

7E Windows &% L, EEERLMES Power User (BEAP) WRAEEEIT VMCL ABTER

«  fE Linux &% ®, Zifjja] iDRAC, i&EIT VMCL AREFHEFEAF®S, EEEAR YT sudo i8R VMCL 44H1E. (B
2, ERME4HE VMCL S REFRIA A, BFER visudo .

VMCLI i&3%

Windows # Linux &%t £ VMCLI REELHEE. VMCLIEE R

VMCLI [parameter] [operating system shell options]



f5lZn, vmcli -r iDRAC-IP-address:iDRAC-SSL-port

SHME VMCLI BEBEERIE ERIBR S5 2T, 18] IDRAC HERGTEIHE B RN K.

@ | #: VMCLI AR S ANE

ATHERRE, HEHEERTY VMCL 2%

* vmcli -i —BARBE VMCL WX ERFZE. ERUMRYEMAPEEFHENA P ZMBEDLRA .

vmcli -r <iDRAC-IP-address|[:1iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -c

{<device- name> | <image-file>} — R IDRAC CAIEBREBN. MRIEPBEI, NeEEBITHHSHER—%

S, B, ZHSERITHASEN VMCL £1&. BX VMCL BRNESER, H2% VMCL #8488 VMCLI Man
TTE,

i7ia) EEFU 9T BRHY VMCL ﬁ/_;,\

THIRASR T B AR EA T BB ER VMCLI 5%

. 58: VMCLI #54

ERN R we

B IRENEE vmcli -r [RAC IP or hostname] -u [iDRAC user
name] -p [1DRAC user password] -f [device name]

A 5| S iZek USB INFEME vmcli -r [iDRAC IP address] [iDRAC user name]
-p [iDRAC password] -f [floppy.img]

CD URGhEe(E A -f £ vmcli -r [1iDRAC IP address] -u [1DRAC user
name ]
-p [iDRAC password] -f [device name] | [image
file]-f [cdrom - dev
]

Al 3|5 CD/DVD & vmcli -r [iDRAC IP address] -u [iDRAC user

name ]
-p [iDRAC password] -c [DVD.img]

WRXHREERF, MEMNFRREARG . BMREVUNRASENER, BRITUTRIE:

© BEERERGRERIPTNKEREREHT
AR &S RIFTIEE

FERME RIEBRIG SR, SNERUEZR RGN R,
EAECIRIR IR, —RRABEBA—NEHE— A EYIRERIR

VMCLI #1EFR % Shell 1£IR

VMCLI {#F Shell i£ IR/ B TR IER G ThRE

stderr/stdout EE A — BEMITENN N RRZFMEEERZEN .
Blan, ERXRTSFFH (o) BEXHRFBLL VMCL 2 BIEFITENRM L B S X .

@ | 5#: vMCL ARBRTEEBURERA (stdin). FEit, FTEE stdin EEH.



FEHIT — BNERT, VMCL 2REFEAET. ERBRERLZHNGS Shel 118, EARRBFERRIET.

B5lgn, & Lnux BMERST, #SBRME () ZHSFEEFERAI—INHNGEEHE. KEARENAEFHRER, EhEs
3t VMCLI 64 BEhEni#tiels, ©RFMARESsiT (TN, MASMELE, HE VMCL EFL&LL) .

WMRBENZAD VMCL 21E, IFERABRERGHEN LR H L IEH#E,



%18 yFlash SD &

VFlash SD *R—MREHF (SD) &, AMMNI iTaM=RE. BALUEMRRS 16 GB FEMEF. AAKE, BB vFlash
IhEERGIZFMEIRS[X . vFlash RERBRINAITNEE.

@ | i%: SD FHIA/NRAIRE), ETUBITHFERE, HEMFEEEH SD FREM REH SD K. BT vFlash £/ FAT32 3¢
&g, BETHER/NREIN 4GB.

WNRIZREZR S vFlash SD RIGEFARATH, 157 iDRAC Web EEH Overview (#E4%) > Server (BE%88) > vFlash TERUT

%i%fﬁ,%\ H

SD card not detected. Please insert an SD card of size 256MB or greater.

@ | 3F: iEMRE{TE iDRAC vFlash RIGHEPIHA IS vFlash B SD k. JIREFANTEREM SD £, MINEKZEIEERUA T

R{ER: An error has occurred while initializing SD card (#J#6H SD FAfZ£5EiR) -
FEINRE

RMEMETEF R USB R &
ERE 16 M XK. XESXAEMMEIT RGE RAKERNE . EEAWEFNE CO/DVD B, EAFIEEREMENRT

=

Eo
NEZHNXHRGEXRBEESX. T .img #&XATHRE. .iso 1§ AT CD/DVD LA .iso Fl .img #& X TREZIELI KA,
AR5 FHY USB & &

—R 15| SRIRHIR USB & &

®| FE: HARERTE vFlash #{EIFEH vFlash IFAEE T HA. MREXMIER, WIEFEHITH vFlash {EFEET
@ | i*: R FIPS HABRA, BFTERITEM vFlash 3k,

i

B & VFlash SD &
I8 vFlash 9 [X

Bt E vFlash SD k£

EBCE vFlash 2 8, E#IRIE vFlash SD FREEZRG L. BXWAINEHNRZEREFNBRFHESR, 1EH2F del.com/support/
manuals Lt R 5t 8 481 5 7 F A

@ | #: AERE “HEEBTR" RA GER AR vFlash ThaE, MURI-RAITHIRILERIE.

#&5E vFlash SD @

B vFlash ThEEE, EATLUER iDRAC Web BHEE; RACADM &E SD FE.



{£F Web REZE vFlash SD k@1t

EHFE vFlash SD *EM, 157 IDRAC Web RE S, % Z Configuration (BLE) > System Settings (RZIi%E) > Hardware
Settings (A E) > vFlash. FERISE 7R Card Properties (KEM) TNH. BXRABERHEMESR, 1557 IDRAC Online Help
(iDRAC BEWLEBEN)

{£F RACADM ZE%& vFlash SD K@

ZE{#H RACADM & vFlash SD KB M, 1EFEH get S REUTHR:

iDRAC.vflashsd.AvailableSize
iDRAC.vflashsd.Health
iDRAC.vflashsd.Licensed

* iDRAC.flashsd.Size
iDRAC.vflashsd.WriteProtect

BERXLEMNRIEZESE, 1ESF dell.com/idracmanuals HIg#t# iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM @& 1TREEEIERE)

£ iDRAC &t BE A2 F&%& vFlash SD FE¥

E#E vFlash SD £/, 7£ iDRAC Settings Utility (iDRAC B /AMIER) &, %% Media and USB Port Settmgs (frFR#%0 USB
0% E) . Media and USB Port Settings (/IBi#1 USB 5 QR E) MATEREM. BXERHNEMMNESR, 1HSR IDRAC
Settings Utility Online Help (iDRAC i&& /A RIEFEEH AR -

R vFlash ThgE

WIE R vFlash THEEA BEMIT Y X ETE.

5/ Web R B ZH vFlash Th&E

EERAEMA vFlash ThaE

1 7 IDRAC Web R, % ZE Configuration (AlE) > System Settings (R4t E) > Hardware Settings (FEH&E) >
vFlash.
FEEN< 27~ SD Card Properties (SD FRM) @.

2 1&# kAR vFlash Enabled (2/EH vFlash) EILLE A2 vFlash 186, MREZEFEM vFlash 51X, HFEEZR vFlash
HESERERES.
O[5 A vFiash Tk, WFLER SD FRiL.

3 BERNMA. vFlash ThEEENIRBIEIZ B A ER.

£ RACADM B R Z M vFlash ThiE

E{FH RACADM A= E M vFlash &g
racadm set i1DRAC.vflashsd.Enable [n]



n=0 S9!
n=1 [&Y=1:!

® | 7: REFE vFlash SD £Ff, RACADM ®<¢AEIER. MRAFEF, WEERUTIER: ERROR: SD Card not present (&
&®’: SD FIFH) .

£ iDRAC R E 2 RIEF B AR vFlash ThiE

EE RS vFlash Thik:

1 HEDRACEREARERF, HRENKRM USBIHEOKE.
iDRAC Settings (iDRAC &) . 1¥ &7~ Media and USB Port Settings (41/&#1 USB iz 0% E) T @E.
1£ vFlash RIS, EIFFBAKEA vFlash ThREsEFER K vFlash ThgE.
fk)x & Back (J5IB) . Finish (SERX) #1Yes (&) .
vFlash THEEENIRIEEIZFE AR EZEH.

#1441 vFlash SD &

M RE S EFERM SO FHEEZF LHHILA vFlash RAEER.
@ | i%: R SD FATFERFRT, WLRA “PEL” =R,

£ Web R HE #1851t vFlash SD &

FEIE1E vFlash SD F:
1 £ IiDRAC Web R, % ZE Configuration (AlZE) > System Settings (R4 HE) > Hardware Settings (EfHZE) >
vFlash.

BEEN4 &7~ SD Card Properties (SD &%) T @E.
2 J3F VFLASH H## i Initialize (#F]381L) -
FrEIMERNEEIGHMBE, FISEREMN vFash REE2EHERAL.

WMRERBEM vFlash X, FBHIRIERSAMHA BSETRERER.

£ RACADM #1#5% vFlash SD £

E{#FH RACADM #1444t vFlash SD
racadm set iDRAC.vflashsd.Initialized 1

RigER MR B E S XHEMRNMIZF

BEEZER, 1559 dell.com/idracmanuals 312 #E iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERE) -

£ iDRAC & & 2\ RIEF #1151k vFlash SD

E(F M DRAC R E N BEF#MIE vFlash SD
1 FEDRACKRELAHERY, ZHENHRHM USB HOKE.



iDRAC Settings (iDRAC % &) . J4E 7~ Media and USB Port Settings (ft/&# USB ix 0@ E) 7M.
B Initialize vFlash (¥]1351k vFlash) .
3 BEHR. MRCERERER.
4 B Back GEE) }HS#iZE[E— iDRAC Settings (iDRAC i&E) . Media and USB Port Settings (471 USB #&OiE) TimE
AIEERIER.
R BMBRNSEIGHMBR, FIFERFMN vFlash REEREHERKL.

£ RACADM ZREX_LIXIKTS

BIRE R K 24 vFlash SD REIFIIA L A SHIIRES

1 FTFERLE telnet, SSH S BITIEHI S H B R.

2 MIANMLT#%: racadm vFlashsd status
FEENS B &% SD FHGSHTIRES

3 EIREUPRE vlash 9 XA EXRIRE, 1ﬁ1§ﬁ5]l«){—|?’n°p‘§\: racadm vflashpartition status -a
EREUEES X RS, BERAUT®HS: racadn vflashpartition status -i (index)

O®| 3 =g DRAC, RS EBIEMRELER.

=I8 yFlash 9 [X

&R LAEF iDRAC Web A3k RACADM #ITLA TN #R1E:

i EE R vFlash 54X EHATERE#RIE. B, B Access Virtual Media GHEIERITR) BERAGERIZE.
BRI M. SEXEHSTXEAE.
- EZ=ASKX

ﬁﬂqﬂyﬁ?ﬁiﬁ-ﬁlﬁiﬁj\lz

BRUH

EE_IFE

B X

EFES WX
< HBRMESX
s THAXAR
+ 5&EENKX

@ | : tRRER ARAF (I WSMan, iDRAC i E/AFIT2FFEk RACADM) fF] vFlash Bf 8 vFlash FUE _EAMEMMIET, RS
2| GUI Ry Efth—LEETTTH, iDRAC AIgESE R T{ER: vFlash is currently in use by another process. Try

again after some time (vFlash HETIE#HEMFEFER. F—HKHBEEERER. ) .

RBEMEAFITH vFlash 2 (Blgn, #BR14L. MIMSXE) BF, vFlash SEBHITIRIES X OIE. Eit, BIEERITHMSM
Mo XRECRIE R IRAB DX,

fEZEHSX

HEASXEERB RGN EUT=E USB NFIRFNET. AL vFlash SD R L= B SX. &7 LG 478 4 £ 25
X, {ERRIGEIE S XEHX S R XEE CD.

=B XE, ERR:



B Access Virtual Media (IR ) H2BR.
FEMBEL.

FREZERP.

AR R AT IRAE .

£ Web FEGZEZHTX

EH)EZEH vFlash X :

1

7 IDRAC Web R #, # % Configuration (ElE) > Systems Settings (BE%i®E) > Hardware Settings (FE#HZE) >
vFlash > Create Empty Partition (SIZEZ4YK) .

184 &7~ Create Empty Partition (SI2E2H4YX) FME.
IEEREEE, RESE Apply (RA) . BXE%ETIMSE, 15218 IDRAC Online Help (iDRAC BEMLEEEN) .
BINERT, BUE—ITEERIESRMANARRUEASX. BERTEERHAEESLE. THEATEERERES:
FRFERIFRE.
BIRBRESNE S XWER—.
ATXKNINT IERHE, ZEBS R EMATRATE, H5XAXNKF 4GB,
IEEFRHATHIIRLIRIE

£ RACADM fl|Zz=g 49X

EHREASK:

1
2

£ Telnet. SSH HEBRITIEHIEERRS.

MAUATHL:

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatl6 -s [n]
Hep [n] KK

RANBERAT, GZN=ASTXAEREEREN.

e ARG ST RIE 7 X

TR LATE vFlash SD - EEMBRGSCHE (KX .img 2 Liso AR H) RIEFHDX. XLSXAEMAER: KA (img), B (img) 2
CD (\is0). BIEEY XA NFTERIGTHA N

MBRIE ST RIS X Z 1T, ERIR:

B3 Access Virtual Media GERIE#INER) BUR.

FEMEL.

TREZERP,

AR F I TR AR -

ARIG B SRR LR

O s#: EferBig RS HRARKFNE. iDRAC (ERENBRELMAERSLIEAM. Hitn, MRER 1SO BREHESX

FEHERBIEERER, W BIOS TTENZRESIS.
BRIGSCHE RNV TFRFT R ER TR =E,

BRGSCHRIVNTHFT 4GB, IFHHEATEKRNAAGCB. BZ, £/ Web RISERAZS XA, BGSTHRNBIUNT 2
GB.

@ | #%: vFlash 53X 2 FAT32 XHR% LRSS H. B, BiSSCHRA 4GB KIRRE



@ | FHEERERFRE.

£ Web FE ARG HEIESTX

MBRIG ST B vFlash 53X :

1 {£iDRAC Web R+, % % Configuration (EZZE) > System Settings (R%®E) > Hardware Settings (i E) > vFlash
> Create From Image (MBRMEEIE) .

1% 27~ Create Partition from Image File (ABMKITHAIZESX) TH.

2 HANFTEMER, RE8RE Apply (FA) . BAERIMIES, 1SR IDRAC Online Help (iDRAC BXHLEEEN) .
BRIE— P X. WF CDOREREE, BUERENX. HTREIBEMELE, KUE—MEIS/IX. TIERATSER
HiRHS:

2R

EREMEMB N XNER—H.

U R/NVAT 4GB Stk LT A ERiE.
MUSSCHE AR FERMGSHET BEA 2 img B AR iso.
BAENFHITHIRLIRE.

{5 RACADM MBR{GSCH B 5 X

{5 RACADM MBRG ST Il 5 X -

1 fEH Telnet, SSH S BITIEHIGBEF RS
2 HA®S

racadm vflashpartition create —i 1 —o drivel —e HDD —t image —1 //myserver/sharedfolder/
foo.iso —u root —p mypassword

BRNEAT, (ENSXARE. KGSERSREHT RANANE. MR REAXE, Hlink FOOISO MAR

FOOiso, &4 LIEEIEAER.
| #: & RACADM SR H5 L INEE
O | s: TEHMEF CFS 5 NFS IPv6 HIRIZ 2 FRIBIK S4B vFlash H1K.

BT X

&R LURIE S R G L BUAE AL vFlash SD R LB R X . ZIFHXHRFABZ EXT2, EXT3, FATI6 F1 FAT32, EATLUNEAN
EENREHMERALIX, MAZ CD. RiESXIESAK.
EFAMGEIENES X2, Bfk:

B4 Access Virtual Media GAIEJEHINER) MR

FEVIIRIL.

K EEZSRF.

AR ITFHITIIRILERIE

ERAAL vFlash X :

1 7£ IDRAC Web RE*, 4 ZE Configuration (AiZE) > System Settings (R4t E) > Hardware Settings (HEHF&E) > vFlash
>Format (=) .



154 R 7R Format Partition (#8xX{£5X) @E-
2 HMIANFREMER, REHE Apply (A .
BEARIETIESR, ES17 iDRAC Online Help (iDRAC BEHLEREN)

BETEERR, EBRSXTPNRERIESEIER.
3 BEHEOK (FxE) -
Pk KR ARENH RS XE,. TIEALT HIRIHE
FRTFTEFRIFRES.
BEAEMNFHRITIIRLERIE.

EEFARASEX

Wtk vFlash THREE B M, UETEETRSXMTIR.

£ Web REEEBETHYX

EBETAM vFlash X, 57 iIDRAC Web RE®, #Z Configuration (BEE) > System Settings (HZii&E) > Hardware
Settings (FE4®E) > vFlash > Manage () . LATEE R Manage Partitions (BIEHX) i@, HPFIETASXFEFN S
XHHEXER. BXPXBES, 1HER DRAC Online Help (iDRAC BE#LEREN)

£ RACADM &R &7 X

E{FH RACADM EERA XK HEEM:

1 $THRLH Telnet. SSH 3 RITIZHIEHER.
2 MAMUTHL:
© BILMBERESIXEHEEM:

racadm vflashpartition list

BIRERIEDX 189K :

racadm vflashpartition status -i 1

© ERBAERESXAPIRR:

racadm vflashpartition status -a

O| 3 -2 AR EE RS BIET AR,

(576 P

BAUBRIESEEXAEENX, RZITFR. BRSEXABTZHE], EHR:

vFlash ThaEE B .
B Access Virtual Media GHEIERINER) BIRUR.

O | = RrBIBRENER.



{fEF Web FHEEZ5TX

ZEERSEX:
1 £ DRAC Web HHEF, % Z Configuration (ACE) > System Settings (F%4ti&E) > Hardware Settings (4% E) > vFlash
> Manage (EIE) .
1%4 &7~ Manage Partitions (EIE4X) Ti@E.
2 £ Read-Only (Ri% ) %ldh:
EFSXNEIRIE, REEE Apply (RF) EA read-only (Rif) o
. EBERPXIERIE, REET Apply (BA) FEXH read-write (IEE)
DXIREFA AR EE R A RIEHIEE.

O| i MBHEXBE CD, MRARRiE. TABRETXNES. NRHEOEE, WTHERERARE.

£ RACADM &% 4 X

BEEEFLIWTRSREREREM:
1 {£H Telnet, SSH B BITIZFIEBEFERLK.
2 AFERAUTEEZ—:
* (FH set HSEHPEXAEBRE:
- ng/\HﬁEE&hb’-%ﬁj\

racadm set 1iDRAC. vflashpartition.<index>.AccessType 1

- BEREENRERARESK

racadm set iDRAC. vflashpartition.<index>.AccessType 0
£/ set WL EMEAER:

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

ERREET T 5 X

HEMM—I RSN XE, EfEA USB AREFMZEIHRERZM BIOS T HEMMSMIXE, REFEIENRS, €M
FEBRIER G BIOS 3|1 RIRFREHLUFAFFILH.

WRABNX, NoEASBRERIERZM BIOS 5| FIRFREF
HEMMENBELEE, FERGHH USB REALER. XSFMIEAEER vFlash W AIERF, HHEKEF DRAC BT RETE.

Minsk o By Xal, xR

vFlash ThEEE B A -
BRI -EHITIELIRIE.
B.7 Access Virtual Media GHEIERINTER) BINUR.

£ Web FHEFEZLEIFA DX

BRI X EE:

1 {1£iDRAC Web R+, % % Configuration (AZE) > System Settings (R4®E) > Hardware Settings (F4Fi%E) > vFlash
> Manage (EIE) .



154 &7~ Manage Partitions (BIEHX) TIHE.
2 f£ Attached (EMIHN) Fli:
ERSXEIRIE, RFET Apply (RZA) Mo X.
BEROXEIEIE, REERT Apply (A SBESX.
o X ARPBET A AE M NS S

{£F RACADM FZEHEE T FF 47X

BRI X EE:

1 {£H Telnet, SSH B BITIEHIEBEFRK.
2 FERUT®H%:
EEEsX:
racadm set iDRAC.vflashpartition.<index>.AttachState 1

BT 47 XESE:

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRAERGXIHM S X BT A
3+ F Windows F0 Linux #{EZR %k :

BIERGHEHIF D ECH N 9 X B9 FF .

RENXRBIERG D RIEIRENEE.

BERGUAZHEMMARHXERSG. BN, GBIENRERGENSIER S XMAZE. Fln, 7 Windows ¥FiEd, #IER
G IERIEE Linux RGEIRERY EXT2 XA, 1tk4h, 7E Linux SR, BERGICEIEZE Windows RERAER NTFS X%

iU

VFlash P XFESHE USB & & LRI HRENERIHRARE. BAIUNRERZENAE USBIREHNER. BR, EALEX
iDRAC FEIEHI 5 X EFREZFR.

HIERIAE 57 X

HIFRELE 2 XAT, EHHR:

vFlash ThEEE B M.
FRBEZSRIF,

S XARM.

R FHATIIR L ERIE

£ Web FEMFRIMB X

THIBRIRE 73 X «

1 7£ iDRAC Web R, #ZE Configuration (L&) > System Settings (REZii&E) > Hardware Settings (fE£Fi&E) > vFlash
>Manage (EIH) .
154 B 7% Manage Partitions (BIE4X) THE.

2 7 Delete (BMER) 7, BHEEMIFRE S XAMIPRELR.
BER—XER, RPUBESKAMBRIZIX.

3 BEHOK (HRE) .



53 XD AIRR -

£ RACADM HEIME 4 X

BRI X -

1 FTFRL telnet. SSH S HBITIZHI G HFR.
2 HMAMUTHL:
HBR X -

racadm vflashpartition delete -i 1

EMPRTE R X, BEHERNK vFlash SD F.

THIXAR

IERTLAY% img TX .iso 8 TNAY vFlash P XAETHE:
ZERY (DRAC EHEHIBITHARS)
ARETE management station BIRILELE .
TEAXAB AT, BHR:

B Access Virtual Media GFRIEBINR) AR .
vFlash ThaEE B A

AR ITFHITIIIRILERIE

EE XA sEHmM.

ETH vFlash P XHIAE:

1 7 iIDRAC Web RE ™ 3 = Configuration (BLE) > System Settings (RZi%E) > Hardware Settings (&% &) > vFlash >
Download (T%;) .
154 £~ Download Partition (T#4%X) .

2 M Label (&H#R) THESEH, EFEETHNSKX, SAFET Download (TE) .

O EMBRSE (HMSREN) BEFEFIRS. RAMER TREES—AHE.
3 EEREHLE.
S KRR TR E.

O RERETIHRAE, REEHRXESRERTHEM, CD MERAB XN REH iso, REMBEARHRiH
B’&A .img.

5IFENX

A LUEE M vFlash 3 XIRE A T—IREIFHRERSI R’ E.

SIS X, EHR:

vFlash X EES A5 SHIME (img 5 .iso 18RX) LINIEEZSIS.
vFlash ThEEE B -
B Access Virtual Media G BJEBIN ) BIIR.



fEH Web AHE5ISESX

EJ% vFlash S XIEERE—SIFEE, BHSH FH Web RESISESX.
©) | i NRE—5| SR F T REEHPRTIHE KA vFlash 91X, &R BIOS BEHIFHIMA.

¥ RACADM 5| & Z 44X

4% vFlash HXIEE AE—N515i% %, £ iDRAC.ServerBoot X% .
BXE%ER, 15519 dell.com/idracmanuals 312 H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERE) -

@ | 3F: BT @SR, vFlash S XIFZEBEENEE ARG S—% (iDRAC.ServerBoot.BootOnce WEH 1. ) 55— X HgEiHig&
— X3S X, HEFRSHHKAREBES SIRFHRE—4L.




{#F SMCLP

REEEE G ST (SMCLP) MIBXEET CL NALEE. EEX T —MESfREFEFEEREMEEG SN inisth
EER AN EE S EIT O ALEEERMNREIRSE (CIMOM). SMCLP 9HREIRLES/\E (DMTF) SMASH XIS F4HEHE, AT
BZANTEEURSEEIE. SMCLP HTEURZETESUMEA &M SMCLP BRETIIRE B, A T SMERIESIITHIRE
A B iR,

@ | 5%: BEET Systems Management Architecture for Server Hardware (RSB ESBELEHIRGIEIREH), SMASH) #RER
Server Management Working Group (SMWG) SMCLP #¥E.

SM-CLP A XNEIRES/\H (DMTF) SMASH HXIBFLAH, AIBES M EEEURSZHFEE. SM-CLP HEURZFETRI UM

SEANE M SM-CLP BT MIASECE XX, IR T SMEIRESHITH RESIRM B iR,

SMCLP M IDRAC #=HIZSE - 4EE, FH$% Telnet. SSH FEF HITHIEND . iIDRAC SMCLP #ZOETF DMTF L2 #tH SMCLP
HFEREA 1.00

(@ | 5: £ delltechcenter.com Hi24t T X FECESC#E. # RH1 MOF HI{ER, 7E dmtf.org/standards/profiles/ 124t T Fi5 DMTF
E'%\O

SM-CLP & EhtA M RACADM # S F&. ATEAUNERMGSITHITIL® S, AXEGESMNTHARSIEEER. &H

IR E XA ARG SmE (81 XML , WEEZBMHARSUARSNEREMEETEHITER.

5/ SMCLP W RS &R T 5E
}E1T SMCLP @4

iDRAC SMCLP &%

S MAP Hititzs8]

{£F show Bfid]

&R G

A SMCLP B RS &1

iDRAC SMCLP #IFEHMITIA T IRME:

« BIWRE[BIFE —TH. XHAREHSISES

- EEARGEHHEZ (SEL) — BRECER SELiEE
#E IDRAC A Ak
EERGREM

1T SMCLP %

AT LUE R SSH 8 Telnet REIEIT SMCLP 454 . #TH SSH B¢ Telnet REEHUEE R FHERE] DRAC. B2 8R SMCLP 1BR1F
(admin ->),

E
3

SMCLP 1&7R7%F:



yxIx TIF ARG #EFEA -3,
yxIx MLZRFIIEN AR 2 E A admin->.
o yx2x J1H . MIBRAERARSEFFEH admin->,

Hep, v EFHBEFFRH, M (RRTIARSESE) « R GERIERSR) MT (RRERXBRSR) ; M x ARF. ZBFRT
Dell PowerEdge AR 8§ ALK,

@ | %: R -3 WHATEXERTF yxix BRE; BN yxx REFE, £8 admin-> WHATRTIIA . NEMEXRSE.

iDRAC SMCLP &%

iDRAC SMCLP £ FshiRIf BArpIiES, @i CLI R ALK ERINGE. SNARTENITHERIE, MERHE T EEITHRIENSIE (5
TE) .

SMCLP #4178 !
<verb> [<options>] [<target>] [<properties>]

THRERTENAREEX.

. 59: SMCLP hid

i) EX

cd {18 Shell i MAP

set BERMIEENEE

A EriaE BRI

reset ER B

show ERBREME. AT ER
start B

stop KHABHR

exit M SMCLP shell £1FiR H

TS BRI AR

load 15— BEHIBRIG M — URL % = 5 B ARHELE

TR T BT

#<. 60: SMCLP B#x

Bir EX
adminl SRR

adminl/profilesl iDRAC HFEF MHEL & 304



B#x EX
adminl/hdwrl i
adminl/systeml SZERZ B

adminl/systeml/capabilitiesl
adminl/systeml/capabilitiesl/elecapl
adminl/systeml/logsl
adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl

adminl/systeml/spl/capabilitiesl

ZERGEIRIIAE
iIeRAEWEERR
R EMHAE (SEL) i2REKH

K

TE R ERY B SEL i8R SE)

[

TERY SMASH INEIRE

gl

ZERGIHE SMASH U5
TERGITHIE SMASH L&
RR 5 AbERRS

R 55 b 2 2 At (8] AR 55
BRS5ALIRERTNEE SMASH Y88

adminl/systeml/spl/capabilitiesl/clpcapl CLP BR%5Ih&E

adminl/systeml/spl/capabilitiesl/pwrmgtcapl RGP HFERSEIEIRSINEE

adminl/systeml/spl/capabilitiesl/acctmgtcap* i P EIERR S INRE
adminl/systeml/spl/capabilitiesl/rolemgtcap* HEF Kb EaEiETRIhRE
adminl/systeml/spl/capabilitiesl/elecapl wFIhRE
adminl/systeml/spl/settingsl RSB IESFIEEWE
adminl/systeml/spl/settingsl/clpsettingl CLP fR&EZIZEHIE
adminl/systeml/spl/clpsvcl CLP BRE Wi BRS
adminl/systeml/spl/clpsvcl/clpendpt* CLP BREhisim =
adminl/systeml/spl/clpsvcl/tcpendpt* CLP BR&5 1Yl TCP ifim
adminl/systeml/spl/jobqgl CLP BR & Wi {E BAF
adminl/systeml/spl/jobgl/job* CLP R & hisl4Ell
adminl/systeml/spl/pwrmgtsvcl BiEIRASEIERS

adminl/systeml/spl/accountl-16 Local user account (At ik ~)



Bix EX

adminl/sysetml/spl/accountl-16/identityl At F P &k A
adminl/sysetml/spl/accountl-16/identity?2 IPMI &5 (LAN) M~
adminl/sysetml/spl/accountl-16/identity3 IPMI & (B1T) kA
adminl/sysetml/spl/accountl-16/identity4 CLP Sffik
adminl/systeml/spl/acctsvc2 IPMI i A EIRAR 55
adminl/systeml/spl/acctsvc3 CLP tkPEERS
adminl/systeml/spl/rolesvcl A h A A (RBA) RS
adminl/systeml/spl/rolesvcl/Rolel-16 Kb

adminl/systeml/spl/rolesvcl/Rolel-16/privilegel ZAHFAEEINR

adminl/systeml/spl/rolesvc2 IPMI RBA AR %%
adminl/systeml/spl/rolesvc2/Rolel-3 IPMI & &
adminl/systeml/spl/rolesvc2/Role4 IPMILAN 84T (SOL) At
adminl/systeml/spl/rolesvc3 CLP RBA BR%%
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &®&

adminl/systeml/spl/rolesvc3/Rolel-3/privilegel CLP &R

241 MAP HiitZs|8]

ALUER SM-CLP BRI RBEEED B=E FRAFEEMIER [MAP] ittt ==[E) 2R EfRRR. ikigEHEE Ntz
B AR 2 1k = (8] T X R BN R AR

REMBRIERNE (/) IRFE () TR, XR2EF DRAC FHIECAEIRS. EA cd shiarfT MREI TS,

® | iE: ¥k /) FRBELL (\) £ SM-CLP #ilit R AT LI E . BR, #SITERNRMERTHSET—ITREFBES TS
AR R -

Blan, ESMBRFEEMHHE (SEL) dHE=MER, AAUTHS:

->cd /adminl/systeml/logsl/logl/record3

BARNE BN cd iFA AN = Eh ERENEFIME. .. # . H5IF0M7E Windows # Linux P— L IEEM: .. BRE, .
EEEEIES SR

& show Thid

ETRATERNESER, FEM show zhidl. EHNAERERNEYE. FER. XEKMIZMERIFH SM-CLP Zhigdlsk.



& -display &I

show —display EIAIFRHEGSMEB—IHZANBEM. &< XEMNE. fln, ZERERISFNENBEREMELR, ERAUT

we:
show -display properties, targets
EWHRELREM, RUTHLSTLURE:

show —d properties=(userid,name) /adminl/systeml/spl/accountl

WRABER—NEMN, TUHRES.

F A -level &R

show -level IZIN7EISE B#F FRHIEMG R LT show. BEEFHtz=E TG EREMY, FH -1 all %I,

&£/ -output £

-output IELEE SM-CLP mhiAlifd f gz —: text. clpcsv. keyword 1 clpxml.

EOANBART, XA text, HAXZHRAIEMHAIL . clpesv iIFRERESHIRIEN, EEMEBEEFHRIEREFT . keyword Bt
E 22 keyword=value 3FHIFIZR, BIT— . clpxml & XML 3244, HFE A response XML 7tE. DMTF #6527 clpesv #01 clpxml
R, FEEMEAUE DMTF [k (dmtf.org) £ E].

UTRGIERT AL XML i SEL A :

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

=B

TR SMCLP MRERBIA R:

PR EEHIFETE
SEL &1
BRET B RS

AR S5 IR EEE

UTRRGINBTEZFERG LAER SMCLP KHUTHIREIRRIE.
1E7E SMCLP S RF THAUTHS:

E-PSili T
stop /systeml

RELBERUATER:



systeml has been stopped successfully

« EFBRSEH:

start /systeml

RELBERUATER:

systeml has been started successfully

© EEWSISRSE:

reset /systeml

RELBERUTER:

systeml has been reset successfully

SEL &8

UTREIERTEZERG LIAEA SMCLP k1T SEL #8X381E. 1H7E SMCLP #4112

* EE SEL:
show/systeml/logsl/logl

REEERUTESL :
/systeml/logsl/logl
Targets:

Recordl

Record?2

Record3

Record4

Record5

Properties:

InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL

— Ky

FF

THRALAT@RS:



Description = IPMI SEL
ElementName = IPMI SEL
Commands:

cd

show

help

exit

version

« TEHSELIEH:
show/systeml/logsl/logl

R RERATAL
/systeml/logsl/logl/record4

Properties:

LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record

Commands:

cd

show

help

exit

version

Hy&ﬁd- E *l-.l‘w—rﬁﬂ
UTRRGIERTAER cd ShiR S MAP. ERERGIT, BREMBHIBRIAETFRA /.
JB7E SMCLP SR RHF TRAUT &S

© SHMEBIRZBRHERS:



cd system1 reset HATERIAE A /.
S#ng SEL BisHERERIER:
cd systeml

cd logsl/logl

show

ER LR B
A g .
KA g ..
ERE:

exit



RRERIER S

EALERATEELARREFRRMERGRERNZERS:

mMENHHE
=HE
i

ERZEHLZBERERS
EREUN RBERIERS
£ SD R EBEBRARBIERSG

ERTEXHLEZMRERIERS

ERTmEXHHE (RFS) BEBRIERG A, HHR:

B IDRAC BIBLE A A5 B BRABR
M= EE PO BB (140 img 5% .iso) IREAIIERNIEFFIRIER G AT 5| SR ST .

® %ﬁiﬂiﬂgﬁﬁﬁiﬁﬁ, RRETRMENRERZSTETRE, FEBERBIFCHRE, URESIERRESISHNTHE

EfER RFS BERIERS:

1 ERIIEXHEE (RFS), i NFS. CIFS. HTTP B HTTPs 4% ISO 5 IMG RGBS E R % .

@ | 52 it IDRAC Web REF iDRAC RACADM ®447RE, #{EF HTTP 5 HTTPs T RFS.
HERE > RERE > BHRE > £-3I198RE.

EFESISRETRIRPRESISNF, PUEERE, CD. DVD % I1SO FEMUNR.
EEFIGRER, BRZERGERRGSH U T— L BIEHF.

BHNH.

ESISZERGHERFR LRRATRDE.

BETENHLE

B ERTIAE S (RFS) ThaE, SRS B MEBHE Fi 1SO 5% IMG BRESTHE, HEEEAENRIRET SRS EMIRER
GER (F53ER[EA NFS. CIFS, HTTP 5k HTTPs J$H4E% CD 3 DVD #1TH#E3) . RFS 2—MiFrTHIThEE .

D O N NN

@ | 3% R HiBIT HTTP 5 HTTPs B RFS
WAL Z N img F0 .iso BRIFICHFART . 1§ .img XHEEEAEMEE, ¥ .iso XHEERAEM COROM,
HPURA TS BN R 7 BEHER RFS.

RFS FEEIN RINEER B RHY.



WMREUNRBEFPHALTENIRS, WHERIET RFS EHEA, ATLURILER BRI ENIRER G P BRITZRE.
MREWN REFFRLTENRT, WHEZLET RFS E#M, SERUTHRESR:

LEIRIN IS BT U T 5 25 B T 7 2 B GE [T -

RFS EZIRASTE DRAC BERRI . —BiEE, RE RFS MEMIRSISFASEIFF, BEE$H DRAC HAFISN, R E R iDRAC %
PHLRIEFERTFF, RFS EIESXH. £ CMC 1 iDRAC Fti Af AfEE R Web R EFAA SITIRISR XM RFS %E#E. CMC FIRY RFS &5
RETEE DRAC FEAH RFS.

O)p:=

« CIFS x#F IPv4 #1 IPv6 Hilik, 1B NFS {X32#F IPv4 Hbtit,

- R DRACHEIET IPv4 1 IPv6, DNS BREZEBFAILIE SIS IDRAC EH B 5/ Mt ABXBERIE R . ARE iDRAC hEEH IPv4
I, M) IDRAC RAIRETC EIHBI9MER IPVvE #£=. X 2F )3 DNS R 5 8EE S IPv4 iE%, FHH DNS &R LR E]
IPv4 #ilik. XMIERT, ZH IDRAC hfd IPv4 £ IET, EILAM DNS BR 5525 kR IPv4 DNS iE5% .

o INRIE{FEF CIFS F1 Active Directory 1 HI—2R4y, iEEMSTHREFEDEANEZ R P Hitl.
o WRMEGIEEM NFS £EifEcH, MNREUTHEENR. EHIDRAC AEAIERER TIET, AAEEXLEMIR,
- Linux: FREZPCORE T EAM LS S ZE DS,
- Windows: ¥#Z#HZRBMMREZTFHFEMIARME B FEMABPITIRMEZ BB FE.
o MR ESXi EZRERGZLIEIT, FEMREMFEM RFS HEHEBMUR ((img), N ESXi BIERF A BERE A IEZENKEMIE.
+ iDRAC vFlash I8 5 RFS B KBk,
o MEHEHERRNTIFE ASCI FF7F.
o f$M RFS EEEMN R, RN OS IREhEEMH TN,
« @3 HTTP 8 HTTPs Th#tHY RFS £ CMC Web RE EAA .

5 Web AEALE ZfEXHHEZ

BRTEXHHLE:

1 f£iDRAC Web R+, #ZEE > ENN R > SHmMAE.
BEREHMARTE.
EEMINARET, EIFMME Az

EREXHHET, HEREXHRRE. 58, BRINEL. BXEFERNESR, ESIR IDRAC Oniline Help (iDRAC BXHL#E
B .

BRI S 1 B 12 7 A1

* CIFS— //<IP to connect for CIFS file system>/<file path>/<image name>

NFS— < IP to connect for NFS file system>:/<file path>/<image name>
HTTP —http://<URL>/<file path>/<image name>
HTTPs —https://<URL>/<file path>/<image name>

O| i#: A% 1/0 $8i2, A% Windows 7 AL HEEH CIFS AT, BB TEMER:
* 3% HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache i & A 1
* 3% HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size i¥ & /3 3

®| g7 8\ WA CHER.
CIFS 3% IPv4 #0 IPv6 Hbtik, 1B NFS {X3#% IPv4 bk,

MREMNFS £Z, BASESKNE, ERRZHER STHRES 1 <BREBIR> .

®| A AXAFENEBNEUFHER, B8R EWERNARZNEDTH.



@ | 3#: Mg Z R PE MBI VA EFRME R ERARE . IDRAC THHEIT S ZHMF W MEH T ERNELT

F, B< >#, GZESR) B

4 BEMRA, RELHEE.
ERVERRE, ERRSERADEE.
O pEEREEREHLE, HTFRLEHE, Web REBFLERAFERES.
®

H “@” 15, BAXR—I 9.
X Linux 93%, HEBITRA init 3 #BIERS, WINREERREREFoERSS. SSHIBEENT:

mount /dev/0OS specific device / user defined mount point

HA, user defined mount point & IR SEMES G S XU A FESRNETER.

3F RHEL, CD &% (iso E#IE®E) & /dev/scd0, HEEE (img EIMNEE) £ /dev/sdc.

A MRRGEEAERAFER, BER HTTPS LB R KHREE R4 GUI #1 RACADM H1, MNR7E URL AR, HElk

3+F SLES, CD &&= /dev/sr0, REIKZRZ /dev/sdce ATHRRFEHAEMRILE (BT SLES 3% RHEL) , HIETE Linux #

{ER G ERELNR R, BUSRIAEITIZ®S:
tail /var/log/messages | grep SCSI

XEERANRARIEE (Flan, SCSI%#&F sde) BINA. FEEBITHRA init 3 PIER Linux ZITHRART, LIz thiE B FERN R
INBERT, 7Einit 3 FEMNTRASBEITIRE

£ RACADM F EimfE 4=

R RACADM EcEm e 4%, HERM:

racadm remoteimage

racadm remoteimage <options>
priAlibes

—c: ERRR

—d: BrFFRR1GERE

—u<APE>: AFHRNEEZNAPE

—p<EWE>: ATFIHRIMEEZNERD

—1<BRENAIE>: BRIGEMERZ EMME; EANGISHUEREE. BE “€R Web REEETEHHE" BHEEMRIGH

- XEd: DN ]|
-s: BAAEHATKRE

®|iF: ARE. BRARE_CETERBRUTFFMBFERMFTR (BRFEBRFMERFTR : ° (#3518 .7 (W3]
=), ES) « < UpFS) > (KFS) .

® | 7 A% 1/0 iR, EMFE Windows 7 &%t LIEER) CIFS H#EZH, HESUATEMRM:

o 38 HKLM\SYSTEM\CurrentControlSet\ControN\Session Manager\Memory Management\LargeSystemCache i & A 1

o 3% HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size i & /3 3




EHEMT REBZRIER S

ERENMN REBERIERG A, HHRF:

RPN BT Attached (BN KA, WUBEMIRENZRESISINFFER.
MREWN BT Auto Attached (Ezpffiam) X, MEBNREAREFLHER, REFTHESISRE.
WEHZ AL LA FFRER (130 img 3k .iso) 1RMAVIRENIZFFIRIER G AT 5| SRUE S

BEABHRERG, LIUERELNER:

1 EBUTATREIUERME:
o JBIRMERG L% CD 5 DVD i\ Management Station CD 8 DVD IEEgE e,
MINERIE R GERRE
2 i%3% Management Station F1 B 75 Ff ERUR AVIEEN 2 LABRET E .
FRAUTHEZ—5ISRRELE:
1/ iDRAC Web R 3| SIRF% B A M EHER A R CD/DVD/ISO 515 —K.
© BEAESISEIETIR <F2> 4, M System Setup (BRZEIRE) > System BIOS Settings (H%: BIOS % &) ®ESIFIRF.
4 EFMSISEZERGHIRBRER LARATEREE.

MENMEEREFRERS

1 BEGEMRETIIARY CD/DVD,
2 ¥ T —3k CD/DVD N EIENZIEFNEEF .
3 EEMRST CD/DVD IREhEE .

£ SD F LAREZEMANRIER S

£ SD R EREBAXNERETF:

BFFEA SD FREANRGRIAER SD R (IDSDM) 1EHE .

£ BIOS 2 M SD BT E (MBELE) .

51 SIS 2% <F11> BIGIE SD FAEHP—NEFHF LRETH.
BEBRARBRIERGHIZRIRMER R R H AT TIRIE.

1£ BIOS /3 SD MK

7£ BIOS 2 SD #RA T :

51 BT iEFIE <F2> .

3 E System Setup (REZtiZE) > System BIOS Settings (% BIOS i E) > Integrated Devices (ERRIZE) -

% Internal USB Port (98 USB #%) %R EA ON (JTH) . MR EIREAR Off (XH) , M IDSDM xRS ISi&&.
MREAFERSR (B SDF) , HBAE SD FROXREAFHIEAE SD FAKREANCEA,

MREFERTSR (WSDFK) , iF¥ Internal SD Card Port (FIFE SD kiFO) & EJ On (FF) F#4% Internal SD Card Redundancy
(FIEB SD ET&K) R EA Mirror (&)

i Back (RE]) FH & Finish (FERR) -
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B, Web JEESBR—IMREEE, FEH DRAC MAMEIAMERS DRAC EHLE (a0, 1P H#blt) ROTEL.

BRI, i EEMAL P sk iDRAC 4124 iDRAC BREZEEIEH. L4 CSR (ATMAIES) K, &R CSRINER
# (CN) 5 DRAC IP titit (ZRSRIERMEL LS IP) SEMEY DNS DRAC B (ZRRIEPML L4 iDRAC SEMENEFR) T

E#% CSR 53E MK DNS iDRAC & FRITHL :

1 £ iDRAC Web HEH, #Z Overview (i%%) >iDRAC Settings (iDRAC iZ'E) > Network (F%%) . KB4 7~ Network
(I%%) T
2 7£ Common Settings (EMiEE) 5 -
*  i%#F7E DNS EiF# iDRAC £ .
* 7£ DNSIDRAC &#rFEH, HIA IDRAC &R,
3 BEHNA.

LB T ETTRGE B itz CIFS X ZEaVR(E ?

B R CIFS £HEMEN/SHBEMTHMTIECHHZIRELY - MBENUER SMBv1. EHREMR SMB / CIFS £#ZHRKEHF LR
B SMBv2 thill. ESRBRIERG IS T Bl /ia A SMBv2 il .

Active Directory

Active Directory &R AN{ARER LG ?

ExFa) g1 TI2 BT Active Directory Configuration and Management (Active Directory Bt @ &) 71, i Test Settings GUiRi%
B . eENRAERFEENE. EREEHSITUR, BEMRKAPBTRSE.
BE, HRETYmE:

TRE, FWREERERABAEE (MAZ NetBIOS BFR) . MREHAM DRAC AFKF, HEAAXMERER DRAC.
BRE, BHE:

- ¥£ Active Directory it B M1 B 711 L% /5 A Active Directory %1



- iDRAC MI4&HCE sim A DNS 1% 5 IE .

- MRS BEIEBIEIE, MIFIEHR Active Directory 18 CA JEH _E#ZI iDRAC.

- WMREFERYRLH, iDRAC &FRFNIDRAC Hi& 5 Active Directory IMERL & ILE .
- WMREFERFRERY, ARFAEFZS Active Directory BL & ILAL .

- WMBEMA P IDRAC MERAT AR AE H, NAZE%EEF User Domain from Login (BREVA FIE) %10, %R Specify a
Domain (J5EH) EIHHIN IDRAC R ETTERIEE .

S I IEHIZR SSLEP LARA{R IDRAC FHEZEIEB BREIA.
Active Directory H3RKN, BMEERRBIEBRIE. MXERERUTHERER. AftASKEXFER, WMARR?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller Address
configured in iDRAC matches the subject of the Directory Server Certificate.

MREFAMERIIE, & DRAC SERMRSFIFEL SSL EZAT, DRAC BEME L& CAIERIIEB RIRZH[IER. SBUERR
BRI R E RRESE:

+ IDRAC BEATFERR S EFIEP L CA NIERMBHETEEE M. REIEFAY iDRAC RHEFIBETIEEL .
7£ iDRAC FELERIgITH St SERRS|IEPWET R EAZAZRACE . MREFERA 1P i, BHEIET—MEE.
RIGEM FQDN, 1HHRESE A2 HISE8 FQDN, MA R, 5141, =2 servername.example.com A~ 2 example.com.
BERER P bt (ER sl bht, ERBIIFtE S kM. nfaTfRLEE]E ?

& 25 i3IBS IE P Y “Subject or Subject Alternative Name” (S FH&H &) FB. EZIERT, Active Directory R EH
ZIMA S ITHIZIER I “Subject or Subject Alternative Name” (RS EEi& A &) FEEHEITHIZRA P ik, EZRIE]
B, AT T#Ez—:

*  7£ IDRAC Li$EiEHIsREN B (FQDN) BcB A A2 #/Z 1), VIS ARSS BFIEPH Y E Rk 3/ & F B AR AL .
EFMARSIFIEBLUE “FB” R “EEERBR FERPER P ik, NS DRAC ECER) IP it PLE,
NREAFEE TSI M A EE SSLEFIRPWILER, BERIERRIE,

YESEHAE P ERY RN, ARG R ML ?

X A5 IDRAC 3R BT 7EIS BT HIRR AU EHLZ (FQDN) 3% IP k.

{JRIECE Global Catalog Address (£ RémFibll) ?

MREBERFERMBERFANAREREAREMNE, NAIUES L BRI, FERT, BREEFERBAA.
MREANRRERMBRER P ARERERRE S, WALRELRmFRibit.

NREANRY R, WA ERERRML.

mERBNEGSRNENA?

iDRAC & STt EIFTAC E RVigiEHIzs thit . WRAAMABAMTZES, MRERR,

NREE T L2 BHITHIERMIE, N DRAC SBETRLEHRE. WRNLFFEFRERIIFINIBIR, M< RN LAUR.
iDRAC #4%%# SSL L{/ LDAP I ?

L. FrAEHEEIT REiH0 636 F1/8; 3260 #iTiEMH. AMIKI&EiTIES, IDRAC {X#1T LDAP CONNECT IUPRSEiZEIE,
AREEZ2EZE EIIT LDAP BIND,

Jaft24. iDRAC BRiA B RIEBISE ?



iDRAC SEHISHTIB AR R 2, LIHFR IDRAC EREISHZHIRHSM . RBIEBWIE, REAUERREEEHISEH 05 SSL &k, W
REEREEREDFANFFAEIEHREMAFTRIEESR, BABERED Web FHEZ RACADM HFHER.

iDRAC & #F NetBIOS Z R ?
R AR A 4
Jat+ 2448 Active Directory A—&E R B FEFHNBEKIEN A 457 E iDRAC ?

Active Directory E—ERMBEFERBERFESE 10 st ak, BRMREIEE T &L DNS frEEF& M DNS ARS8,
MEE DNS lREF/ELKEMEE, NAREFEKEMS A EEER. DNS IRESFIEHATEIS LI DNS #8t. iDRAC BER&EH
DNS BR &5 &R iLIEER.

Active Directory B2 & J3 Windows Server 2008 Active Directory 7EFERIE .. ZiHHhE—FiE, BAMAMTFR—FEFARFR
SRR, SR EATFEPHAFER IDRAC i, Active Directory J1—& Fi§5 M.

XA e TR BIRNIER. Active Directory BRE 22 h EFFhZE LAY,

Security (%) - REARFEEER FHERTEAINEIHZ SRR FEAREIRE.
D& - PRANERATRFHET LTIR.

IRAMRZAXBIRREN. BIREERD L EAEEMANR LSRR, BR2TLUERENIRIFEERKZE.

B—5FR

£ Windows Server 2008 R2 x64 L SSO &Rk M. BRILEIBAFHNEERMTA ?

1 Jolgied 22 A9 SRR 15 1T technet.microsoft.com/en-us/library/dd560670(WS.10).aspx & 1\ B34k .

2 EEEHLER DES-CBC-MD5 Zh54

W B R MENIMEFEFmITEN SRS SRAREFNREM. Kerberos FREFIZE L IFMBCE MNZ LB T
Computer Configuration (G+E#LEIE) > Security Settings (£ &) > Local Policies (A5REE) > Security Options (&
2RI .

EHRREEPHRESEEHN GPO.

EHSITA, A gpupdate /force FHEM klist purge HEMIERIR Keytab.

B GPO [/, BIEFHY keytab.

1% keytab L#(F| iDRAC.

[©) NG BN NG}

INZE AT LUME A SSO &% iDRAC.
At 47 Windows 7 1 Windows Server 2008 R2 L, Active Directory f P TE—& 550y ?
s a B Windows 7 F1 Windows Server 2008 R2 BN 8, ESHMMEKRAE .

1 UEHERAREEEEIRNARENESR.
¥ ZFRIIEIT gpedit.msc. 1§ &7~ ocal Group Policy Editor (312 5RIR4R3EE8) B .

3 % Local Computer Settings (&M EHIZE) > Windows Settings (Windows i E) > Security Settings (£2i&E) >
Local Policies (Zii55M&) > Security Options (R£iEI) .

4  AHE T Network Security: Configure encryption types allowed for kerberos (f4&Z%: BLE Kerberos £ IFRIMBRAR) H
%1% Properties (B .

BRRAIE
B OK (FE) . BERLIER SSO &% DRAC.

3}F Extended Schema ('BZE#) , HUTUATHIMIRE



1 7£ Local Group Policy Editor (Aih4iRMESwIHaS) & O+, SA1ZE Local Computer Settings (AhitEHHEE) > Windows
Settings (Windows #2&) > Security Settings (££i8HF) > Local Policies (A M15EME) > Security Options (R£iEIR) .

2 H##E i Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ([4&%& 4 : PR#I NTLM: Z{ETiER%E
EFHOLH L NTLM (B1S8) Hi%k#¥ Properties () -

3 iE¥E Allow all (£EAWF) , B OK (FRE) , #A/E%H] Local Group Policy Editor (A ib4HREERIEEE) &HO.
4 HEEFHFIEITomd. BEEERGSERFED.

5 &{T%% gpupdate /force. AFRMIGEH. LAGSERHTED.

6 HEFIEIIZIT regedit. LLATIFER Registry Editor GEfftFR4miE:s) B0

7  SfiiE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA.

8 FEAMEHKD, ABRAIHIERE New (FiEZ) > DWORD (32-bit) Value (DWORD [32 {i] fH) -

9  BEEMERIG S SuppressExtendedProtection.

10 4A%% T SuppressExtendedProtection 35 & Modify (E50) .

1 7£ Value data ({E¥(#E) FELHEAN 18T OK (FHXE) -

12 k] Registry Editor & . IZERTLAfER SSO &3 iDRAC.

I8 Y iDRAC BA T SSO #f# M Internet Explorer 3% iDRAC, SSO £5&MHRTMNEAZMBB. NARRILEIRE ?

FafR IDRAC IP i3It 51 7E Tools (TH) > Internet Options (i£X]) > Security (R£1) > Trusted sites (FI{E¥A) F. WRKF|
H, SSO BEMHHRBTMARFZIMER. Bd Cancel (BUH) FHaks.

BEFER

R Active Directory & g+ RINEEE R IDRAC FER SIS #HETIH .

IEE Y Active Directory i REFRIIZEENET 10 #, BNREERLITE PIEE T &i%k DNS fRFSR[MEZ M DNS fRFs=%, HE
B ik DNS BRE ek, M aEREKIAM . DNS BRE=FEH AT A< H I DNS #8At. iDRAC J§EM &M DNS & &iLiEs
o

ActiveX fafHTo A NE] & gEF RI%E.

iR Microsoft Windows {ERZETIFEEEF. Windows IFHIRMJLINE GEFMBIRSIRIMIZRF (CSP).

—fckit, ERNTIFER PR EEREFEESEER CSP, EHIT Windows B3R (Ctrl-Alt-Del) REIS St FIBN L FRHASE
Windows & MBI B ERHER PIN 3HFIE.

HEEF PIN TIEM.
KELEFEEETERN PN ZURBI ZMHE. EXMIERT, BRAGEFL IR EEEF.

EMES &

BIERES &R Java RARMT 4 ?

BEE Java 8 AESRALUEMLLINGE, Fidid IPv6 MLEE) IDRAC EHRUEHIE
EM{EEE M iDRAC Web R HETH, ERUIZHIGRENARIED. XEFHITAL ?
Ao XH] Virtual Console Viewer (EMIEHIEEER) BOTUBHENNRIE.
R %28 LR AHAR ST S AR AT LUB R YR AR S A 1R ?

AT



A AER ARG TE 16 A 8EXHAMR S/ _LRA AT ?
ezttt F PR LSRR ARTSRBUR L 4R4F o

FTFEA AR SRR A B [E]E AR S, 2

%8, IDRAC B AT IFEKE, SARMILIZIFTF -
s P AT A K ST FE ARSI 2

LAMITHI SRR, AR AT EEXASITHRL.

RAX AR E L & XA RBERIR ?

B

RAXWITEH G BB S RXATIEEG & 2E LREM ?

‘=, IS RARMISREERH e SELX.

iDRAC I PATFFER KA1 A 1 fR 55 2R ARSI M B+ AR ?

R R E DRAC BECERRAI A FER AT LT FF s X A A HEAEHI &
nfeT R4S A b AR 3 RR AL SME AR R ?

WIS 2 B/RTE Virtual Console (ERIZEHIA) WA L.

ERRXWR iDRAC.VirtualConsole.AttachState BIRES, BFERAUTGS:

racadm get idrac.virtualconsole.attachstate

FHHM Telnet. SSH HIBLSIRERTIwS:

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState

ZIRESE A UEREIIEHIE OSCAR B RFEE. AiTHIEERE, SERSH[IAMBZIBERFERES. AN, BEESFETR
iDRAC E&fiEARHITHIA .

AL ERMERH AT OP BRI REFRREE ?

#afk Management Station KR 7R &8 7 #¥1% B 75 1280x1024.

Aft4 Virtual Console Viewer & 7 Linux #{ER S+ HIELRS ?

Linux ERIZEFIAEERTFE UTF-8 FHE. REXIHREHRBETEZRFTE.
Ja£t4. Lifecycle Controller & Linux 3 AIE$I & THBRFEARS ?

EREH & FEE USB BARRENTERE, 1B USB RARIREIFERF{NAE X-Window #{ERZ TAIA. 7 Virtual Console Viewer #1, iEHITT
FE—121E:

« %Z Tools (T E) > Session Options (£IFIR) > Mouse (FR#R) X F. 7£ Mouse Acceleration (FR#RME) &, ®iF
Linux.

HEIA¥SET, EEA—RIRER.
Yn{aT£E Virtual Console Viewer 5 O EFBiriast ?
ERFEMITHESIEE, MRABIERZEET EHRIR.



MIREZ1%E T DRAC EIUSHIAZ Fin B —RFRET (GITF iDRAC EIEHIAKANTAET) . RIAATLIFER.
B B & EIE R % Microsoft #IIER SR, TTLAEREESBRL ?

E. Y7 BIOS HE EAEIMEH @M AL LRIERE X IHFM Microsoft IRERZRT, REFLE EMS ERER, ERETIEEE
OK (#E) . B MEAMARL LiEF OK (F) HEEHMBNTREERHIRSR. EFRE, ABE BIOS HXHEMTHIA.

A5 2 Microsoft £ /%, FARIEERFELEHEEREM. EMRTERLIER, BESLE DRAC REARBEFPIHEXHAELNE
Hla, RAEBRRRKBRERS.

J3ft2 Management Station _E&J Num Lock (BIF8ixE) $57~KTF 68 AT F2AR 5588 Num Lock BIRZS ?

4i@id IDRAC iiE)R, EMuf FMBFHMERTAITESTRERS [ LB FHERTSRIF—H. EETESENRFHENRK
SEURTZIERS B/ LANRE, TIRER LR FHERTS AT,

AL MA K E S EHEF & 2VER B /RZ 4 Session Viewer B[ ?
BEENRMARGREELTHIS . HBRERZ I,

MREMEH ESBEERHTHAAEHAFIHROZERSSR, F—IMAPRGSRBIESER?
B, MRAMAFIFREIRG, BELLEREEHIR.

BITRUMEFHESERTESDFER ?

BIAEB— 5 MBPS IR LIRS RIFIERE. RIRMEAETE 1 MBPS &%,
EREEITRMEN AFHARRAZER ?

management station Z3K Intel Pentium Il 500 MHz 4328 F1Z /L 256 MB RAM.
AftoRBERHAEERTEOANSER “£ES” WiER?

HEBLHSARERE R DRAC EMIEHI G A RIZWE TR FZH/REAM. —fRIBERAT, HTEMSFXAN, AJESHIL
1TH. BRLESTREHTZRERS FRERTREEEMNE R

J34t4 Virtual Console Viewer & A< & /R"Out of Range" (BHIERE) HIER?

EEIESUREE AR FNSHBL DRAC BEBHRIINAER. ERAPERHABHESFSHISSSEEBLCEMN
fBi. BE, ¥MERE (FIRREXNRER) TRESHN&EATER.

M iDRAC Web A H B EIERIEHIASIER, AHASER ActiveX REMHEN ?

iDRAC AIREREZ R RTIFRY . EFLEFSABIENEFEERNERREBEEO, EIF IDRAC MBI Fimx T aRa0 51
Rk

8 Tools (TE) > Internet Options (Internet i) > Security (££) > Trusted sites (Z{RIR)

B EIE BN IDRAC B IP Htilibsk DNS & #7

BEARmM.

2 Custom Level (HENEH) -

£ Security Settings (€2} &) O, 7& Download unsigned ActiveX Controls ( TEikZZ A ActiveX $EfF) Tik#F
Prompt (3&7R) -

il

a DN NN

394+ Virtual Console Viewer BOA%H ?

WREBEUN AR, ERBEMEHEUR, BLATUSHEERNEEMNRIEE, BEFRERZERSHHITFS.



EREMERGR, RftARIRE DOS FFRREE ?

Dell BIOS A ERARIEBIIEF A PS/2 AR, RIEKIT, PS/2 BAMERABRIREEHIEMNMUE, XSEKEDEIR. DRAC wH USB R
IREER, ARIFFERMET A EH B REBIREEMNENRARIRIREE. BIfF iDRAC 1§ USB BIEXT RARL B 15i% 45 Dell BIOS, BIOS
HESEREBEMUEF BITARERT. EBEIEE E “Configuration” (ELE) REPERFERIEEH USC/Diags.

BRIELERARE, BARNXREEBIZRG P ES), BEAMREHRER. AHASREXMIER, WARR?

R AF Mouse Mode (FRARIER) iXEJ USC/Diags, Bk EXMERL. X T Alt + M RELUEAN A RE EMER. BRET
Alt + M LUE R RIS & _ERIRAR.

BaIERIEH & Z B ZM CMC Web JH /S iDRAC Web RHERY, A4 GUI £iES#EET ?
M CMC Web R HEEZN IDRAC RUERUEHIS R, HITHREEOUBHERIEFHIE . EIITH ST AR AAMEE 4% <H.

EEIB FE— IDRAC R4 EE5) GUI FEIEHI&R, MRAEEFOXAZAIBE GUl, N IDRAC GUI L& B R&1&#BET.
R IDRAC GUI FEERIITHI G E O XFB M CMC Web REBSN, LEIEASHIL.

J3ft+2 Linux SysRq $27E Internet Explorer EF&3EER ?

Linux SysRq 81T 5 M Internet Explorer A EIIEHI ST E. B4 1% SysRq ¥, 1% T Print Screen /58, FAtiR{E Ctrl Fn
Alt §. 7ZE{# M Internet Explorer B, ZEif@id iDRAC 1% SysRq #2 %&£ FiEFE Linux ARS 28 :

1 BURIREE Linux ARSSEE ERBEAREDIEE. ERLUER TS 7E Linux 2% E#HITHUE:
echo 1 > /proc/sys/kernel/sysrq

BE Active X Viewer BB EBR .

#£ T Ctrl+Alt+Print Screen.

{X#2#4 Print Screen.

#£ T Print Screen+Ctrl+Alt.

g DN NN

©) | 3¥: Internet Explorer 1 Java & B[4~ 3z #F SysRq ThiE.

A ALEERIER &K E R"Link Interrupted” ( “FEIEFH” ) BEER?

LR SR EFS | SLIEREALZMLIHOR, DRAC 7 BIOS ZiRMERATEIFF. HIFERTEKAE 10GB Wi FLEK, HAE
EEM ML A LB B A E R (STP) MIERA TRIEEK. EXMERT, BSCAERERIRS [ EHIHOE A PortFast.
EXZHBERT, EEHIE¥BEITER.

LTI E AMNGER TLS 1.0 B, i@id HTMLS /SRR HMESI & M.

EHRNERREAER TLS 11 HESRA.

W5 IDRAC Elfta, BT Java B EINELIESI & K.

R Java miRER, REBIENEHIE.

FEUIT R

At ARERN RE FIRER GRS ?
HINFLREBAT /S, IDRAC BIfF Wi FFIESR, BRI AR S5 35 A EEOR B 2% (B A0 TE S .

MREBERFIHRAGHER CO, ) COBUREAAEINFRINGE. EXMEALT, WREFIHFRGIEN CO FAFHAIEIXRK, E
AT RERBRS H BRI R R . MRERER, BN GUI EFNEIRH ML Z ATHIRE,



WNSRTE IDRAC Web FE il A RACADM LT “ERNR” EERE, ANALEEENE, EAEEENNREEE
.

ESEEERIERNES, EFEREMN R Client View (BFIHMAE) 0.
S LB EI R Windows #{ERAEL B KHRTE ?

INEREFA Dell Systems Management Tools and Documentation DVD &3 Windows #{ER %, HHMEIEIERIE, ATFMEER, &
TR A AR E S K RATE A 8L T] IDRAC Web Bl . REBF ORI RRERE,

W EMREEEATSISRE ?

AEZERG L, 7 BOS REHEESISIEA, HREEN CO. EMIKEDN vFlash HRBEEFRIRESIFIAF. L5, 7 CMOS
BETHSIFINFHRTERE, UEEMRETSIST. flan, EN COWEIESIT, ¥ CD BaREERITINFHHE—MR
#o

WRLE A FRABVAT LR B AT 5| Sk & ?
iDRAC AFIEM LA TR S| SN RG5!

CDROM/DVD #iiE N R
ISO 9660 Rf{&

© 144 BE SR EME
WIERMERGIMERT B ohEi R USB INFR
USB INTF A&

Wi USB NERRATSIFR#E ?
AT ABiEE Windows 98 BEIESISHBRGEXHNEEEHE USB iNfFE. fli, M DOS{ERfFABAUT&H<S:

sys a: x: /s

Hep, x 2EREREAASISREN USB NEE.

ERNRE M HEERETEEA . {BEET Red Hat Enterprise Linux 5; SUSE Linux 3#{ER 40 &% L To sk B Bl an it/ il
CD & &. I{ARRERITERE ?

T Linux AT < ERBERN A ZEB s E SR EE IR MENL CD IFags. EMFELERERRE, FEHKE Linux HEEIE
PRSI AIEE T R EMSELREIRENE
1 #TF Linux SR RFHEBITUATHS:
grep "Virtual Floppy" /var/log/messages
KENZE B RIHFBHICTHIE.
£ Linux 2R FFALIBITIA T & <
grep "hh:mm:ss" /var/log/messages
hh:mm:ss 2 grep R 1R E1E 2 HIETE 2.
LB, BF grep LA RH KB FEMRENZEE.
TR T M H R R AR R IR B 2R
7E Linux 8 RFFLEITAT G4
mount /dev/sdx /mnt/floppy
He, /dev/sdx @HE A4 PLIMMZER, /mnt/floppy RRER.

EMHEN CO IREp2E, FEHE Linux SECEE CO RENFRMIRETI . EMAUEHL CD IREHER:



1 $TH Linux SRR FFHIBITUU R &4
grep "Virtual CD" /var/log/messages
KEIZIE B R B HIC THTIE
# Linux IRFFLIBITAT &S
grep "hh:mm:ss" /var/log/messages

hh:mm:ss & grep 1% 1 iR Bl{5 289682 .

ELB 3T, EF grep MR HIREIRF Dell #Z# CD HIREZ-
iR LM HEREENL CD R

7E Linux R FFLIEITIA T &% :

mount /dev/sdx /mnt/CD

Hep: /dev/sdx BRHPWA PRI EH, /mnt/floppy BRER.
At 4tEEM IDRAC Web REHITRREEHEM /A, HEEDIRSHOEMIEzESWMER ?
Bl E#FHSIER IDRAC Eig. MFEiZERIE T EMIERIZR. iDRAC ERFTTREEMFBEEMBIN.
At AFERE USB & ZIE, FIAK) USB & &4&RUIFIERE ?

BN BUR &M vFlash R E(ERESE USB REEEEIEN USB B2k, FEEMNHZE— USBiKO. BHEMENTEEL vFlash
USB iR & BT USB LS M EN USB B ER, FARENINRH vFlash REEEMEN USB D& E HEFF, HbEE
EfmEETi. MRENBRERGER—NEUNRIRE, BIMMES BN —DHENEBNRE vFlash B &. BIEERMA
HFE USBiRE, REBERARXLRE.

USB Reset (Ei®) IRAHAIEM ?

ERA EREERIRR S RATIE USB &M AM USB &

ISR AT R R AR AE 2

ESMEMN ROREMNEE, BRIERTEMESISHNEMNR, SBITTIIE—BRE:

BHREBRIAER KRR
SR ENT RFERES Q8 mE .

®| FEEEAT, TERSBRIELNYTREEITEH & iDRAC ZEIMNEIRMEMA 2RI

«  WMRFEANZEM Windows BRFF|IRIERSE, 1BEEIERBFRA Windows Event Collector B Windows ARSS. EMITILIERIE, BEE
Start (F¥) > Administrative Tools (BIERTH) > Service (fR%) . A& T Windows Event Collector 237 Stop ({5
1) .

EEBERERRNRR USB AFENAEE, BT BN REEE—ERIEE, ItASHRERRMAHER ?

T iFERA R EMRERNE. XA TEERDIBRASHNARERE, REBZRXEMLRE.

R BIRRN 2R b RS R G HE ?

B BIRENES S #F FAT16 3k FAT32 ST R 4.

At AFEET ER /T RERE DVD/USB B, BIEERITRYBIREER, MREREIRER?

MNP RERATELHHEE (RFS) I, NS EREIRES. B, ERLUER RFS sEMN R, BFEERER.
LHNBTR I E ANGER TLS 1.0 B EEER HTMLS BB B K.

BRI EE E HIER TLS 11 AEEAA.

BN RIEE, BiE iDRAC BREMNR “FRAKE" A "BEE”



WRERER ActiveX B Java FEHIHEIE/T Bt B7E iDRAC FEMIMRRREAHFT, BLAERRTSARETH “CEE - B
P HRARS B B BB AN BEAR, AR B

vFlash SD &

vFlash SD £ E ?
BRAEIEAE S ITHET vFlash SD FEHIE. B0, EVHRLRETIES.

SNMP 3&3E

HHLBREE “Remote Access: SNMP Authentication Failure” GEIZiFE]: SNMP IiELK) ?

EERIED, IT Assistant SEIRIE IR B get F set F{KZFR. 7 IT Assistant #, get Fl{RRZFR = public, T set FRZFR =
private. BRIANER T, FF iDRAC RIEFERFA) SNMP KIBRERFHFZ IR 2 public. 2 IT Assistant &t set iEKET, iDRAC RIBFZFF
SR SNMP iE$E1R, ERENIEZRBEK = public BIIEX .

ERHIESE R SNMP BHESEIR, BN RIBIZEFEZEZHEARETR. BT DRAC R A F— 1N EARETR, BLIU5HERIAY get 0 set
F AT IT Assistant I E .

1} \
Figw &
B EER RGN EMEZNEREKRER, HH OpenManage Storage Management B REI#E (& &L IDRAC £. R4 ?

iDRAC (R ERELZABRARNER (CEM) FIXFHMRENIES.

iDRAC PR 5151R

FELRKWIZT iIDRAC Service Module &, 27 REI% OpenManage Server Administrator ?

5, IBAEZEEE, Server Administrator. FERZEZKIETT IDRAC Service Module Z B, iBH{RE =1L IDRAC Service Module 3289
Server Administrator Th&E.

MR ETHIRER G P R BHE L% iDRAC Service Module ?

BEHERFZFTEE S R L IDRAC Service Module,
TEIE1T Windows B R % L :
FTFHESHIER, 381 iDRAC Service Module 25 5T B R Ei12FHFIFRP.
BT Linux RS L
BEITE4 rpm —qi dcism. REB R iIDRAC Service Module, BRAVIKZASIZE installed (BRE) .
@ | 7*: Z#ZE Red Hat Enterprise Linux 7 _E2E %% T iDRAC Service Module, &M systemctl status
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