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+ M Domain (17 ) ThIZZE |, 15%#%F This iDRAC ( it iDRAC) ,
4 33FF Active Directory FIF7 , 1%5?_ User name (FAP#) ] Password (E#) FE& , HA Active Directory FIFEFIZRD. MR

FeBEREENEREN— , MM TR %EE This iDRAC (It iDRAC) . FAPBIRILAILAR <if>\<APEB>. <1F
>/<FAPE> 8 <FHF'>@<iJZ>

5140 , dell.com\john_doe 8 JOHN_DOE@DELL.COM,

WRFKEAFBHIERE, , iBM Domain (15 ) THISZERAIERE Active Directory 13,

5 XJ7F LDAP FHF , £ Username (FAF7&) #1 Password (FH8) =FERh , WINEZAY LDAP B ZMIZM. XTF LDAP ER , A&
E@ANEE., FABERT , THREERFH] This iDRAC (it iDRAC) BikiE.

6 BEIREX. BEERMBEIAFIRERE] DRAC,



ANERIELL Configure Users ( EcEFEF ) IRFIENAKPEIEER | HEUNRESAENAZREETIEE , NS R R Default
Password Warning ( BUAZBELS ) TUH , AFEEMNERER.

SEHEEFRIEAEXA PSR IDRAC

ERERERIFAREBFERZAT , iBHHR

o BAPERERIERIZEEASAIENG (CA) P E{EF) DRAC,

- EREERERER.

iDRAC Web REIRMAEE NFEAEERIBFR 2SR RERR,

@ | & R\ENRFRQBEOTFE, FREMEIIEERN, FRRETHEH REEF IS Activex 1t
EEAEREREARMAFER DRAC :

1 {EFEERE https://[IP address] i5[a) iDRAC Web 5RiH.
XIEE2< IDRAC BRIUE , IRSEAEREE.

O RBIAHTTPS HOS (350 443) BEHK, HEA: https://[IP address]:[port number] , Hrh [IP

address] & iDRAC Y IP #illt, [port number] & HTTPS i[OS
2 BERERENENESEPHERT Login (BR) .

BEREANERE PIN BAYRR | THFE.
3 BARHERERFFRIERER PIN 15,

BB B R IDRAC,

0]

i+ REEE B H Enable CRL check for Smart Card Logon (BRE&EFE R CRLEE) fAHAF, iDRAC 2ERTH
iEH B$EFI5R (CRL) H#&#E M AIiEHAY CRL. MRIEHE CRL FFIACHERBTEMREEREETE CRL, MBRIGE
.

£ A& sEK1EH Active Directory F§ P& 5% iDRAC

HIE(EFRERERIEA Active Directory FAFPERZHI , 1BMRERE

BEZEERTAENAE (CA) IEB (GAENIHMEZERY Active Directory iEH ) _EEZF iDRAC,
+ EE DNS RSB S,
« [2H Active Directory &%,
- ERERERER.

BE(HEAEEERIES Active Directory AP &SR iDRAC :

1 {HEFRHEE https:// [IP address] BEZH iDRAC,
X& 27~ IDRAC BRIUH , IREIEAERER.
@55 tPBRIAR HTTPS BHOS (0 443) BFXK, EEA: https://[IP address]:[port number], Hf, [IP
address] 2 iDRAC IP #tilit, T [port number] 2 HTTPS #OS.
2 EASgERHERELEER.
BERMANEREE PIN 1389187 |
3 HINPIN, FEER?E,
RB(EIEHY Active Directory EIEERZT iDRAC,

®|}$



U8R Active Directory HIFEIZEEEERAF , NATEEL Active Directory 243,

FEHBRE—FFERIDRAC

BRBE—ER (SSO) 5 , BAJLIEEER DRAC MAFBMANSHISABFIERERE (INBREMEE ) .

£ iDRAC Web A H &% iDRAC SSO

(B —ERINAEET IDRAC 2B , IBH(R

REERERA Active Directory BFIKFEREIRSAR.
BB RERRIEINAE Active Directory Be BT ERR.

BE(FA Web REIES DRAC :
1 {EFEER Active Directory KB RETHRIL,
2  TEWeb NIEE8d , # N\ https://[FODN address],

@ 5%: EBIA HTTPS #0012 (850 443) BEX, HEN: https://[FQDN address]: [port number], Hf [FODN

address] /2 iDRAC FQDN (iDRACdnsname.domain.name), [port number] & HTTPS ix[ 5.

O| 5: IR 1P 1ITFE FQDN, SSO HEM.
iDRAC {EELERIAY Microsoft Active Directory I PRER , EREIT B Active Directory It ERISERIERFHEFIE

.
(E %2 RACADM ifja] iDRAC

ERJLUBIE RACADM X FRFE A FEITFE RACADM if3{a] iDRAC,

BXEHER | 152815 dell.com/idracmanuals 32 iDRAC RACADM Command Line Interface Reference Guide ( iIDRAC RACADM
WwSITRESEIED) .

INREEBULZHIE DRAC 1Y SSLIEBFEREIEEGARRERFHET , ZEUE1T RACADM B ERESER. BE | %Sl
17,

(D | 7%: iDRAC iE$H 2 iDRAC Ri%%: RACADM ZEFin AR RESIFAIESR . WIEHH CAERFZAZER. EF—MERT, MR

EWRILTEIRA CARERNG, BERES.

I&F CA #EH PLFE Linux {2 RACADM

HEIE1TIEfE RACADM S ZAl , WIEFTLEiBERY CA IR,
EIIFERITFE RACADM BHET :

1 ¥% DER {&ASERFEIRA PEM &, ( (£ openssl 5517 TH )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] —outform pem -out
[outcertfileinpemformat.pem] —text

EETR FEIREOA CAIEREHRIME. B0, 39F RHELS (64 1) , B2 /etc/pki/tls/cert.pem,
3 & PEM #&zUHY CA IEBMIN0ZI Management Station CA iEH,
f5Ia0 , {88 cat command: cat testcacert.pem >> cert.pem

4 ERARSERIERFHGHE LIE2] DRAC,



(£ A& RACADM ijfj|g] iDRAC

B {EFZAM RACADM i8] iDRAC BIEE. | 152517 dell.com/idracmanuals 328 iDRAC RACADM Command Line Interface
Reference Guide ( iDRAC8 RACADM np/v\ﬁ'ﬁﬁi‘}%ﬁaﬁﬁ ) .

(& FHE 4 RACADM ijj|a] iDRAC

AT LA# A SSH &f Telnet FREAIE]) iDRAC FiEfTENY: RACADM €54, BXES(ER , 155815 dell.com/idracmanuals H12{HHY
iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM #pd{TRES#ISE ) .

ERRGEEITRRA

T?ﬂﬁ&%:%ﬂii%ﬁZﬁu EEILAER RACADM LI ERFRELTESAIAE. EMN RACADM BEEITIEIRZINE | 158

getremoteservicesstatus np v

R. 6: RGRSHI T REE

TNERES Lifecycle Controller (LC) SERPRAS BRRES
o XM . W . W4 . W
. EFNBERREES o XM . KWt o K4
. HEFBENRTRE - IFEEFINEEUE
. WERSERSH - BZH
- BEmiESIHT - IFEKRE

« Lifecycle Controller Unified = IFfE{SF
Server Configurator

o [RSBESE FI/F2 $5IRIE AT
g{'—' .73 POST "EEEE

o BRSSESTE FI/F2/F1 IRTRAY
%’;{% , BAXAA51SIR

o IRSBEBEHA F2IREXRA
. RBBEEHANFNSISEE
AR

1B RiE
2 FFR : ERAR
3 FREAYFANILE : iDRAC Express BY IDRAC Enterprise
4 BXM:.E
A
Rt # AT IS 3% iDRAC
BRILAUBIY SSH 3R IDRAC , MIABRMAERS, SHEATLUSEA RACADM e ENm 1T EIKRIXE SSH N AR, an<1Tiln
BIERBRITIE RACADM — , HARIEER ST EER.
Bign
%

ssh username@<domain>
5%

ssh username@<IP_address>



Hop, IP_address 2 iDRAC Y IP ik,

%1% RACADM %4 :

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel
. A .

%1 iDRAC &1%

TERIRAE T TR ASFRERY DRAC R1EHE.

3.7: %1 IDRAC £i&

A SER

iDRAC Web 5E 6

PTFE RACADM 4

Ef4 RACADM/SMCLP SSH - 4
Telnet - 2
EB1T -1

£ SMCLP ijig) iDRAC

SR Telnet B¢ SSH R IDRAC B , SMCLP 2EUARIG TR, BXESER , 1B5H (£ SMCLP,

RIFRAE Y

FrEZRSGREMTE —ME—AY DRAC BUAZRS | FRAFGEIT AR FRNEES cavin IRENENE. ZE—EREHTRS
iDRAC FIEHIIRSZ SR e, ATH—LREREN , BWEELRIAES.

ENRARIE—E I ERAEEIRS LHE), BRINFE , 5245 dell.com/support/manuals &R TEAIIRSSESHIR A4
® | 3F: ¥ F PowerEdge C6420. M640 F1 FC640, ERARIERERE calvin.

® | 7E: ¥ IDRAC B A RIAGEATIFRIA R HRE 210k %5 S5 MIHH R .
RESCEBELEHARAERTE | NG MITE LR T2 EIRE .

EAMEIZEIAR iDRAC i

NREEERFRMIFLENR , EEILERUTREEREN !

« IDRAC RBAFRER (RARIRERER )
+ 7B RACADM
¢ OpenManage Mobile

ARS5ESETE USB im

USB - NIC



£ iDRAC R B/ RIEF BRI\ B

RS BN R B SR AFIET, BXESES , 2 dell.com/support/manuals HHJ System Setup ( R
B) 9.

A RACADM EiZERIA R

| SSRGS LR R,

2 i[AAH RACADM 0.

3 IR (EF RACADM EEBNABRETS PATHITRIE,

{88 FH OpenManage Mobile EZERIA 1T

BT LA#E A OpenManage Mobile (OMM) BERHEMEIAZRD. BEF OMM ER iDRAC , iIBRBRAESRE LA R 8. BX
5 OMM RIE (=R , 1525 Dell.com/openmanagemanuals 12T OMM 5BESZRY,

@ | F: RAAEHRANEFEEEARINER, 13 R KBEA SiLBERD IDRAC. WREBLER T HMIME, NWMAEHNE
7.

EAARSAFELE USB in O EiZAIA B
O | & X HBEREAMEE USB EZHO.

15 Fi B 55 2R BEC B ST RIS

BUEIRSSRRECE (4 (SCP) 3 ( BBEUANKF RS 265 ) | SENEENFERL  FAREARSS LHIRSHRERE USB kA L
& SCP X4, BXEIBXHINESERE  BSH (FF USB in TR EE,

fER B & EHiAI5] iDRAC
B EENTENIERERSEEETE USB imOFFA1A iDRAC LAEXERS. BXESER | B2 @I ERE USB &8 iDRAC
Eo

£ USB-NIC EBI\ZHE

NRERENERE. BIMIERFIREHIANR | 1568/ USB-NIC iEERIIRSS25LAIE) IDRAC REFEXENAZE.

1 BRBEEERSA.
2 (EFSTIERONSEEELAERT iDRAC IP i/3a] iDRAC FH.
3 IRER (FF Web REEXNENAERER FAIREBIRIE.

EFEEI%ERNIA iDRAC HHE

NRERBXIRFRIIRLAR | BRABAILUTEEIRBIAERS.




ZiE —EBEENARS

MREGEERF LLRERERS , BEACEREEF RIS RAZRSEE. BEFRFIRSSEE | IEREAARSE (540,
RACADM &, Web RiHE ) LAEXEZRS,

Ttz - RECERN RS

INRARSS 2 IR REBRERS , FE PXEIREAR | 1BEMA PXE , 2SR RACADM LIEIRERS.

EUMANEREDG

FEUTERT , ERAFEEXNZNASBRNESHES

o EFE'ERERF"SIRESRE DRAC,

. BUASIREEINEEEA.

«  "System Information” ( RFER ) IrE HIRM T EARY iDRAC FAFRZFNZRS,

18{s5FH SSH. Telnet, T2 RACADM BE Web REERE iDRAC FIBEBErn—REEHE, T Web RE. SSH 0 Telnet , 15513
FNLEET—REEHE, WHTEE RACADM , B E GO RESER,

@ | AXRFEREBNEYFRES, 80 BUERNAF2NEBFE.

£ Web A HEXNFIANE REH

WIREF IDRAC Web FRERT , ANSRE R Default Password Warning (BRIANBRZES) TUE , S AEMEEE, EHITIHERIE

1 i%#% Change Default Password ( SEEEAIAZERY ) 1EIR,
2 7E New Password ( #1%5%8 ) FER , BIAFIZERL.

(D| FAEXARENEBNENENER, B2 2ERANAREEEE.
3 7E Confirm Password ( FBIAZHD ) FERT , BREGIAERL,

4  BE @4,
FERSRELARCE | HEIREEER DRAC,
| 5%: A7 New Password (¥ H) F1 Confirm Password (BHIAZER) FEILAMERT, Continue (#4E) F4FEH

1*&0
BXREMFERIYESE , 15559 IDRAC Online Help (IDRAC BXH#SED ) .

£ RACADM EXBNAE FEN

EENZR |, 15a17LAT RACADM #5% -

racadm set iDRAC.Users.<index>.Password <Password>
Hrh , <index> 2M 17516 BOE (RFFPIKS ) | <password> EHFMIFFME X0,
@ | & BRI BFRS|H 2

BXEZEE | 1528 dell.com/idracmanuals H12HHT iDRAC RACADM Command Line Interface Reference Guide (iIDRAC RACADM
wITRESEIERD ) .



@ | AXRFEREENEYFRES, 80 BUERNAF2NEBFE.

£H iDRAC It B " FAREFEXNRINERE

Z(HF IDRAC IREXFEFENEUASERER | ISHITLATERE

1 7£IDRAC IZBAFFRREH , $#Z User Configuration ( FAFELE ) .
FEEIS3+TFF IDRAC Settings User Configuration (iDRAC i&EfR FEE) TImE.
2 ff Change Password ( XS ) FERY , MIAFEDE,

O BxAAERBBHENTRER, HSH BERNREERBnEY,
3 foxEd Back (f5IB) . Finish (586% ) flYes (2) .
SRS,

BERSZEHRANEEESIHR

SR S S ZEAERES ERNER. ENITIHRE , & lE Configure Users ( BEEERF ) MR,

IP FH1E

ERILAER 1P FELEESHESR BAFRE P Mt ROERAAMORE IR |, FF5LE (BRELE ) % IP b FRERIRS A BRI E R iDRACY,
P BELEEIFE

FVFRIERARURE.
© WRHINX WA ERBE (IRRIHE ) .
o BESITFAMAIEURENS | FELE P IR T SIERRIRTE) (FERRTE) .

VESSkBISE P I BRFRIESEE RAMUREL , BISHENERHEEERE. BAFNIIERE , KMHRICRIG ERFENPITEEE
BEIR,

@ | F: HREEPW P I HESERERERIEMAN, HLk SSH EFHRSERUTHR:

ssh exchange identification: Connection closed by remote host

& 8: ERERIRFIREM

B EX
iDRAC.IPBlocking.BlockEnable B IPRIEIHEE, M— IP HitibZESeScg
iDRAC.IPBlocking.FailCount
B ( FEREERYRTE )

iDRAC.IPBlocking.FailWindow
NprEFH—E NZIHEE T 2IERIZNEB SRR (TEERIRT
&)

iDRAC.IPBlocking.PenaltyTime

iDRAC.IPBlocking.FailCount REEGEREHFINED IP ISR EMURE.
iDRAC.IPBlocking.FailWindow AR 8N |, 7EIERT EIER RIS T80, KUK EL

BT IEREERAT | IHEERSHREIR.



B EX

iDRAC.IPBlocking.PenaltyTime EXMENEBOREUS 209 1P BB R AR R 4R
EFEE (LR ) .

£ Web R HE /G H=ZEH OS Zl iDRAC Ei#

EfEF Web FREFSF OS 2l iDRAC BIB , IBHUTLATER(E -

1 %Z iDRAC L& > % > W& > OS Zl iDRAC Hil.
ItATE &7 OS 2l iDRAC EiliTumA.
BRESERHERA.
3 HEEEIERIA TSR
LOM — iDRAC 5:AIRERFZEIFNRIER St = iDRAC BEi@HHZEEEIT LOM B NDC 337,
USB NIC — iDRAC SEHURIER G [BRUIRIER A E IDRAC EIEHHECEIT SR USB B8N,

O| i#: MBLBEBERIZE Y LOM, EHREHITUTRME:
. IB{ERSH] DRAC T A—F AR
BRI B NIC RIS E S LOM
4 ISR LOM (ENEERE , HEMMAEHEREERSS , WRNRERGHI PvA fBit,
O| s st = LOM BRATEB TIRS S, WHRERS IP it FEFEA.

@ | 2: tRE % DRAC LA VLAN, T LOM Bl RZEE#H ERE T VLAN #Rics A4 LOM SR TEH,
5 3NSRIKHE USB NIC fEAEIERCE , M USB NIC A9 IP ik,

ERINMER 169.254.11, FEEERERA P iitt, B2, MR IP it SFEH RS AL E IO 1P Hlhhss , MRS
M, 1P bk,

BN 169.254.0.3 1 169.254.04 IP, XLk |P 24{EF A/A BBERAT , AT RIER_EAY USB NIC imC{REEY.
BTN,
BHMRAMEEREELMSE IP 2E0AE , LREEER DRAC MIENUIRER Gt BRI 58,

1@% RACADM B A Z=FHER

FRUT®HS

racadm set iDRAC.IPMILan.AlertEnable <n>
n=0 — 2ZH
n=1— B/2H8



REZERS

WNREBEER{TAM RACADM S _REEFERR . i5M Dell Systems Management Tools and Documentation DVD 222\ 4R
%

o ZKith RACADM
- REB[REER

B3 Server Administrator FIEEZ{5H. , 1527 dell.com/support/manuals 2 Dell OpenManage Server Administrator User” s
Guide ( Dell OpenManage Server Administrator FHF8R ) .

=
185 iDRAC IP itk
(ERAMEIRRKPIEE
REZERANUE
RCES M BERITIFE
REETEL

o BLESTRI Web RLaES
BEimgSES

. BENSESMEREN

o [EIRIREEH

. BIDIRSSEREENXHE
SRS RE B
EREMARAEETEIEN DRAC
MRS SREEREX Y — SATISH

+  BIOSiREH F2 vH% L5 | SEE

. BIOSIRE

% E iDRAC IP it

TSR FRIE RIS E RS RMEC BV RISE LSS DRAC RUB(S. EalLAEA TEA—FMEOSRIZE iDRAC IP it :
- DRACIRBL FER
Lifecycle Controller ( 525 Lifecycle Controller User* s Guide ( Lifecycle Controller FBF$§g ) )
« Dell Deployment Toolkit ( 15£5) Dell Deployment Toolkit User* s Guide ( Dell Deployment Toolkit FEFP48RES ) )
HIfEEARSSES LCD iR (BESRRSRH Hardware Owner " s Manual ( EE4FRFPFEM ) )

SHFHNZEFIUEIRSEE |, EalLUSE IP itk |, sifEEEERIARY iDRAC IP itk 1921680120 SRELEBWIAMLZISE , G5 DRAC 188
DHCP B#%7s IP,

[

SFTIRIRSES . BUAER TSR iDRAC MLE5RMH.
WIRFIE T iIDRAC IP HBlEZ f5 -

. BIRREENENABPZFES,
o B TMEERMGIA DRAC :



- (FRSSIFRUNISEES ( Internet Explorer, Firefox, Chrome B Safari ) fY iDRAC Web 5RE

— Secure Shell (SSH) - TZ40 Windows LAY PUTTY IXHFHIZFim, BOAMERT , SSH ATRTAZH Lnux RS, EILTHEEF
e

- Telnet ( BTFEOABR FEREER |, BEILLOICERE )

— IPMITool ( 5/ IPMI 855 ) B Shell 127~7F ( £ Windows 8 Linux FEEEE Dell SEFILEERERE , TILAM Systems Management
Documentation and Tools DVD B, dell.com/support 3515 )

M iDRAC iE N H#ZF1%XE iDRAC IP

S iDRAC IP ik :

1 FZERSA.
FHNEW (POST) HAjElZ <F2>,
£ System Setup Main Menu (R EF3EH) TNHE , B35 iDRAC Settings (iDRAC & E) .
fEEI< &7~ iIDRAC Settings (iDRAC iZE) WM.
4 EAdE Network (HI4R) .
BRI 7 R4E TaH] .
5 IBEUTRE:
. MLRIRE
- EBIRE
IPV4 IR &
IPv6 IRE
PMI R E
VLAN I8
6 W/A%fﬁl: B, MR
M EBHSREHERASENS S,

BCEMSEIE

EREMBKIZE :
Q| BAEETNESR, BSH (IDRAC RELFEFBHFE) -

1 7£ Enable NIC T , %% Enabled,
2 7£ NIC Selection THZEA , IHEREENFIRIEHDRFIRO , LITTE2EINES !

O©| 3#: AT LIRS AMEEDF, HATIUAPI OIS AR O R E-E T F 4 LOM SUSRHETIEE.

N (BR) . iR E e ERTiEinREEEs (RAC) ERENEMMSIED. WEOFRSENRMERTHE
FISEERES RABIRIIENG | AR R R T Bk,

IHEIERE iDRAC IERAMKinCRIMEAERE | SRS LOM 5 NIC isADE. SHELLEFE LOM B NIC AT
ERLERER P #BUELL , TRIEIAIT N IDRAC HBECRE R—FMEAREFRAY 1P ek,

& FMiEOFk - LOM1-LOM16
o JEMAFIEHKOFR - LOM1, LOM2, LOM5, LOM6, LOM9, LOM10, LOM13. LOM14

3 }é\Fallover Network (FEEERILZE) THIEEEAT | EERISH LOM 22—, IIRMEEERE , MRS BTSRRI EZHIT

flen , BE LOM1 KAHIFERHET LOM2 SEEEH iDRAC MLZRE | iBXT NIC HEIFEE LOMT |, XIHBEETE M RIERE LOM2,

O| s R NIC B TR FHIET M, WikkTEER
4 HNER iDRAC WREENEBEW TE{FIMLZEE , N7 Auto (BEEh) Negotiation (&) T, &EFEon (3T .



HOETMERTERER. REEA , U DRAC SETMEZEEEMLEIERRZIRES 10, 100 & 1000 Mbps,
5 HEREEET , 15&#% 10 Mbps & 100 Mbps,

®| i BREFENEMLIEEIRE 5 1000 MBps. IEiETR{NFE Auto Negotiation (EZIHhE) EMEBAMNERA TATH.
6 1E Duplex Mode (M T#&R) T, %% Half Duplex ((EXT) &Y Full Duplex (£WT) i%IA,

®| 3E: ISR B A Auto Negotiation (BAZIHE) , XIETEK.

@ | 3#: mRERS NIC RS S N ENRERGREMENE, NERHLR BiFEEBRL%. NIC EIEMMREE
BRI N EREERMEERBS RO . MRBI A iR OREMEHN—ES, WSEERMEEEFN “28B” .

BHE

SNERMILRERZEMDH DNS ARS38% | 57 DNS EiEf iDRAC, IXEZEHRINEEATIMREEK , HISIBRARSS ( Active Directory
LDAP) . B—ERMERERESRITEE,
I iDRAC :

1 JSF3 Register DRAC on DNS ([5] DNS ;I fif DRAC) .
2 i)\ DNS DRAC Name (DNS DRAC &#R) .
3 1% Auto Config Domain Name (BZIACE %) LIEEIM DHCP 3KEUHKE. &N , #2 DNS Domain Name (DNS &) .

BE IPv4 K E

BE IPVAIRE
1 £ Enable IPv4 (B IPv4) Ti%#% Enabled (BRI 1%IR,

®| 3E: %5 14 & PowerEdge Br%2%h, DHCP BMAEBHA.

2  ff Enable DHCP (/5F DHCP) TFi%#¥ Enabled (JRF) £ , LA{E DHCP BEfEI5 1P Hthtlk, MIKFNFMISBEshD LS
iDRAC, &N , %% Disabled (EF) FMALTZIRANE :
o BRSSP bhE
o ERERIX
. ERSTMNERS
3 (®|%) , IS Use DHCP to obtain DNS server address (f§£f DHCP 3:EX DNS fR&#5ithiit) , LAf& DHCP fR55E8nILASEL

Static Preferred DNS Server (E#7511% DNS fR%%28) # Static Alternate DNS Server (E:75#%F DNS JR&E) . TN , BN
Static Preferred DNS Server (53#75&1% DNS fR%85) # Static Alternate DNS Server (E#75% F3 DNS BR&588) 19 IP ik,

FCE IPv6 &

ETEMEMNRE | BT LUER IPv6 Y,
BLE IPV6 IRE :

1 {EEnable IPv6 ( 2 IPv6 ) Ti%#% Enabled ( SF ) i%ET0,

2 JTiL DHCPv6 BRSSS8EENA IDRAC £ER IP Hsht, RISCFNFIHEAD , Alik#E Enable Auto-configuration (BRAERNEE) THY
Enabled (BF) 1%EIR.

O| sz: mETErE E#S7S IP F1 DHCP IP.

7£ Static IP Address 1 ( 575 IP #tbliE 1) 48, SNESZS IPv6 HbllE,
7£ Prefix Length ( BUZH<E ) #E9 , #A 0 F1128 ZIEHYE.

£ Gateway ( 3K ) 1B , BIARISCHELE,



O 5#: tnPHEREES P, WAETH IP ik 1 BR3P, T IP #bhik 2 BoREhAs IP. MBEASHERRERS IPIRE, ML IP i
IR REIES IP.

6 WNE{FEF DHCP , JSFH Use DHCPV6 to obtain DNS Server addresses ({f§F] DHCPv6 3£BY DNS fR&$5a8Hbdit) M DHCPV6 RS
BEFRENTE DNS fRSSEEF1IX DNS fRSSetutt, EalLIEELITHE (REE)
* 7 Static Preferred DNS Server ( 5#25 8% DNS fR558% ) 1B+ , HIAERE DNS fRS5ES IPv6 ik,
{£ Static Alternate DNS Server ( $#7525 P DNS IRSSE8 ) 1B , My \EFEST5FE DNS IRSSEE.

BCE IPMI & E

B IPMIZE :

1 7 Enable IPMI Over LAN (JBF LAN L IPMI) T, i%#Z Enabled (BR) .
2  7£ Channel Privilege Limit ({SiE4XPREREI) T , 1% Administrator (Z¥E5) . Operator (3EESR) & User (AAF) .
3 Tt EncryptionKey (MEBEEA) 1ES , BMAIEILH 0 B 40 M7SEHZR ( FHEASEZR ) (MEESR. RAEALE.,

VLAN &

FJLUE iDRAC BEE VLAN Bhitighia, EicE VLAN IRE | iBHITUATEER ¢

1 EEBVLANID T, %iZEHA.
£ VLAN ID 1ER , BIAN— BT (1514094 )
£ Priority (Hi%E4%) 1EF , MIN—NETF 0 B 7 ZIEEFLUKE VLAN ID BEHER.

O®| 5 A VLAN 25, iDRAC IP ZE—ERFEIR R T3],

1% F§ OME-Modular Web &% Z iDRAC IP

H(FHF OME-Modular Web REIRE iDRAC IP #tilk , i5£5 OME Modular User's Guide ( OME Modular FEF$8Ra ) HAY "Configuring
compute network settings" ( EEBiTEMRIE ) 2% , ML : del.com/support/manuals,

ERBECERRS5ES

B B RS B TR A T L IR S B B BT E R EIRS EEITE SRR H S, ELERSEESM DRAC IRHBENEERREFE
1’ LMETUNEREEHSBERIEEREENIRSES. BXEZER , 152817 dell.com/idracmanuals _EIRAY Lifecycle Controller

Remote Services User’ s Guide ( Lifecycle Controller Remote Services FHF38E ) .

BCERSSEREEMBIBIASS IP IHETT, DHCP, DNS ARSSEREEAIAR DNS EH BT EHKECEMRSEE. WRIEE DNS , NECERSS =S
B9 1P M DNS #&% , FFEAFE DHCP RIIRE. WNREIEERERS=S , NBhIEK , FEFFZE DHCP & DNS,

&OTLAfER iDRAC IR B FBFERFEL{# A Lifecycle Controller JZFRECEIRSSEEII8E. BXfER Lifecycle Controller BHEE. |, 15217
dell.com/idracmanuals _Ef3 Lifecycle Controller User’ s Guide ( Lifecycle Controller FAFP$8Eg )

WMRET] KENERFE L REREERSSEINAE , NZUANEERKF ( REtiRE HREZNAN iDRAC BFEMZHN ) EEA. B
FECEIRSSEE AT IETRRERLEERM,., MR Lifecycle Controller AT L EIRS 28088 . NISZEAFAE DRAC AP
P EEERIEERSEE,

Z(HR IDRAC IREXFEFE AR ERSSR | IBHITIATERE :

1 IARERSA.
2 EFHBERIZRED , & F2 , JAFSH:ZE iDRAC Settings (iDRAC i#E) > Remote Enablement GEFZBH) .
J%E7~ iDRAC Settings Remote Enablement ( iDRAC i BiTiZ=A ) TRE.



3 jSFBmER  MAREMRSER P il , SAfF8E Back (E—5) .

®| 7 REMERSS IP RAHER. WRRHRE, 1§4ER DHCP 5 DNS R EHITER (BB .
4 BATE Network (RI4R) .

1557 IDRAC Settings Network ( iDRAC & EBRM4E ) TTH.
5 BENC,
6 B2 IP4,

| x: BAHERTZHE IPv6.
7 [=F3 DHCP FM DHCP 3REXE#5. DNS fR55aaithiit#l DNS 1542,

O mBRERSE P i (SW3) TIRH, WHE7 BTHMN.

{£ F B =hfc EThaehc & Ak 555 Ak 552348 14

BB B AE BRI Fh iR E— A IRS S THIFEEM. XEARHEIE BIOS, iDRAC # PERC, Bt EINALEITBIISAN
BEEIEESEHNIIRSESECE N4 (SCP) XML 8 JSON 3{4, fREEsES IP HBitAY DHCP IRSSEEHIRM TiAaiZ SCP S4A%1F
HER.

BYEE—S "EeiE" IRSEOUE SCP M, BiZzEtBESHEIE NFS, CIFS, HTTP BE HTTPS RIEAIE |, Iy EahEd
DHCP BR&528LAN ATBic &2 IR 552801 iDRAC /18], SCP M4& I BT BiriRSZ MRS IrEn LS |, thal LU AEISEEA®FR. DHCP
BRS588(EFE DHCP fRSSERIEIUEREIZ SCP AHBFR ( 7]k ) . SCP MU ELARIBIENZ M BRI R ERE.

= IDRAC \E#TEFNECER) DHCP JRZ=53KEN IP HEULAT , IDRAC 58 SCP RECERSS=5HIIRE. RBTE IDRAC M DHCP BRSS
EIRENE P ihitfS , ASRREMEE. WRKRWEISRE DHCP IRSSIAINMMEL IP bt , NIASRRAEHEE.

HTTP #1 HTTPS S EIEINE iIDRAC Elff 3.00.00.00 EYESMAS . HEEM HTTP 8 HTTPS #hitrFMAER. MNRERS
s= FEERNE  NAFPFERMH—PIIRIERELSIF HTTP B HTTPS &5 58, -s EIREEHA

. 9: FRIMILZAAIF pass in {E

-s (ShareType) pass in
NFS 08¢ nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 Bf https

O | %: BHEEFLH HTTPS iEH. BIRBELMIEHES.
LATFUIRANB T BT ESF R ERUFETIRIESE

-f (Filename) : BSHAYRSHREEREHAIBIR. 3T 2.20.20.20 ZHIAY IDRAC BHHRA , XEWEFER.
-n (Sharename) : PEEHZRIZFR, X2 NFS 8 CIFS Fi.

-s (ShareType) : ST NFS{E# 0, [T CIFS & 2 , [WF HTTP{EE 5, XF HTTPS £33 6, X2 iDRAC E4hRZ 3.00.00.00
AT,

-i (IPAddress) : PEEHEZRY IP bt XEWIEFER,
-u (Username) : FFFATLIAGAMNEHRE, X2 CIFS fOWETFES.

-p (Password) FIFEBHTLUAAMEHRE, X2 CIFS fIETFE:.



-d (shutdownType) : 0 FRRIEEXN , 1 FEHIXN (BIARE : 0) . XZANEFER,

-t (Timetowait) : FFENXARIASE (FOANRE : 300 ) . X2AEFER.

-e (EndHostPowerState) : 0 FRnKA , 1R TH (BUAIRE 1 1) . XRAIRFER.

7£ IDRAC [Ef# 3.00.00.00 S ShRAFSHFHIINETURE , LIS HTTP RSB EHIZE i HaR & X HNEINER
—pd (ProxyDefault) : (EFENARNIERIRE, XEAIAFR.

—pt (ProxyType) : FBFAJLUMER http B socks (BVAIRE http ) . XEANEFER.

—ph (ProxyHost) : fREREAAY IP itbllt, XENEFR.

—pu (ProxyUserName) : BRUARIERSSHIAFE., WTFRESHS , XRVIEFR,

—pp (ProxyPassword) : BRUGRNERSSBOAFER. WTFREHS , XRVIEFR.

—po (ProxyPort) : fRERIRSEEATRO] (EUAIRER 80) . XEANEFR.

—to (Timeout) : IEEMATREEEXHHIEIER (LADHARA) (BUMER 60 D) .

X3F IDRAC [Ef4 3.00.00.00 BiESARA , XHF JSON ASHEE . MR "NHE" SEARE , WERUTXHE :

<IRSBHIRES>-config.xml , 71:451 : CDVH7R1-config.xm
<BIS>-config.xml , 717451 : R640-config.xml
e config.xml
o <RSEHFRE>-config.json , 7=ffll : CDVH7R1-config.json
o <BIE>-configjson , 7:45ll : R630-config.json

* config.json

O | 3F: X HTTP WE S BT LUFE 714G Support for HTTP and HTTPS across IDRAC9 with Lifecycle Controller Interfaces (HTTP
F1 HTTPS BYE IDRACY with Lifecycle Controller Interface BI85 14 X 33%) BEHEHHKE], MILHA dell.com/support.

(O] p:=

{4 2= A DHCPv4 [ Enable IPV4 i&TRAY , A8EE "BEohEE” .

By EsE I EshEXINseEEH R, BEIEEETEMNREIRE , WREREmEK.

RSSEEHIT "BohEE" 1BFT  BER "BicE" N8k,

4NER DHCP fRS3E51BHAIFRE Dell PowerEdge IRFZE:EBHEBENESEEFRS | WHEEFER— SCP X4 (config.xml),
config.xml 321482 FIEBAIA SCP XX {4&. BRT xml {25 , . json IHBRILASES 14 RAGBEER. U4ETLAZ configjson,

BRY LSRRGS SRS IFETHIRSESES | R ESTEMFATEEXHIRHIRSEEE. WTEEAERSEAXLIRSEEES
SEEKRIIME | ATLUERARR SCP KX DERSeSaHARSEERE. #FMIF , REREXHRESHIRS:S -
PowerEdge R740s 1 PowerEdge R540s , BILA{#EF R740-config.xml 1 R540-config.xml XN SCP {4,

@ | 7%: iDRAC lRBHREERELEARSROMSFRE, HSHERIAHE configxml, RENEREEHE.
@ | & MRMEXZ LR AR POETH, REBJREAHSAELFRIFEIEEE, FERETRXH.

Bl EIn

1 RUEEEMFETACE Dell IRSSERBIEAT SCP 314,
2 Ik SCP MMMEBEE—MHENE | ZHZAIERTH DHCP RSB[R B EEIE DHCP fRS5285EC 1P AT Dell BRS52815
i,



£ DHCP BRS32RRIALRIRSIRIN 43 SFRRPISTELL SCP MU E.

SREX P HEHERY , iIDRAC JGATARRISITART, (%1 60 )

;E)HCF’ ARSS BISMRIS25 5 dhepd.conf SZARRIAERIEEIUATTILEC , A IDRAC &iX SCP SAAIER SCP MR (U5
BRE ) -

6 IDRAC #4b38 SCP M FHEEIZ 45 HEFrE B,

DHCP i&Ii

DHCPvA RRYFSIFZ £ REX RIS EEEE] DHCP ZFim, BMS4FA— DHCP B, S MEIuEE—METRE (B 15715
18) tmiR, EIWRES 0 7 255 #RE , DRIRTIEAMERER. ERMEEA BT ENEN.

DHCP 1T 43 F3FM DHCP RS 8:IGIERRIXLS DHCP B g, HWEMBEN A— M NAFRH, WNAFHFHRENBS SCP
Xit&., HEUEMRTHAMEREREE. 6140 :

option myname code 43 = text,;
subnet 192.168.0.0 netmask 255.255.255.0 ({
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC",
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -
t 500";

Heph , - AIREHHEERNE | - AFAFRBIRI XA B NITE X =R,

DHCP 151 60 AR BIFNXERSEMRRAY DHCP Z %, BEENETEFIHANMERE ID REUR(ERE(T DHCP RS 2B N EL Bk
I 60 FO5EIN 43, f#FE Dell PowerEdge BRSS28AT , IDRAC BLEIILA AR ID #4TIRE! | iDRAC, HEILE , SARIN—1NahAY "4t
MNEZER" HEETHY K18 60" tlE—1 “BEIEH” | #A/579 DHCP RS2 /E BT EIE.

1£ Windows i Ei%In 43
E1E Windows EBECEIEIN 43 , IEHATLATERE -

1  {EDHCP JR$ZSE L |, #Z Start (FF44) > Administration Tools (& T E) >DHCP , LTFF DHCP RZEEEIET A,
2 KARSSHHEAETHREImE.
3 FiEERT Scope Options ( SEEEIEIN ) Fisk#E Configure Options ( BLEI%EIN ) .

TS S~ Scope Options ( SBEIELN ) YHEHE.

M TiRENFHERE 043 Vendor Specific Info ( 043 (R EHFERR ) -

EEI’JJatailiiﬂrLttry (BIEMAN) FRR , B ASCI TARERNERNME , AEBMARBHEMNE (HPES SCP M) BIRSS
2509 1P o

SIETE ASCI MENER , BETATRARE  MSZEBRU—HHR BTN,
6 B OK (HiE ) (RFECE.

£ Windows L& ixIn 60

FEfE Windows EECEIRIN 60 , IBHATLATEME :

£ DHCP fR$588 L , #ZE T4 > IR T A > DHCP LUFTFF DHCP fRSEsEET A,
BRRSHRHEFETRIME.

Gz IPv4 FEi5%E Define Vendor Classes (GEN {RIE53) .

BFRm,

DN Ny -



12
13
4
15
16
17

MRS BB B LA T FERAIRHEAE

. RREWH:
o AR

o ID: Z—j#Hl: ASCIL:

FERREMR: FEHP , #A iDRAC,

FEULRA: R, NBLRRGE,

EAds ASCII: ZoFH#AN iDRAC,

BEHE  REREXHA,

£ DHCP B[O , AT IPv4 FHi%#E Set Predefined Options (i E Wi SGETR) .
R TR F |, 1%4F IDRAC ( BELPR 4 eliE ) |, ARHRE &m.
ETIARBNHFES , MALUTER :

o« ¥R - iDRAC

o WIEAB - FFRFE

« {85 - 060

*  WiRA - Dell AN EISEIRIRTT

BEREMIX , LURE] DHCP &0,

EFRSHERTHREIME , ARREEERIEN , ASIEEARE IR,
BESRIER.

BT Vendor class (SERIRIE) THISEE |, $5#% iDRAC, 060 iDRAC JEEE7R7E Available Options (FTFRIET) FIh,
15642 060 iDRAC 1517,

BNDIURIEE! IDRAC RUFRFER(E ( LARARAE DHCP 12489 IP tthhil ) . iZF RS (ERTE B S IERERY SCP 3214,
BXRIZEIR DATA %H. FHEERE  SEAEGUTFEHEIFIBENXASE :
¢ Filename (—f) —FrSHIBRGZREEH (SCP) RIETR.

¢ Sharename (-n) — IERMEEENER.

¢ ShareType (-s) —

BT STHEELT NFS F] CIFS BUSIHAEE |, iDRAC Bl 3.00.00.00 S EESARAIESTIZHET A HTTP & HTTPS iHaEi ST
1%, -s option tREEHNA

-s (ShareType) : 258! nfs 8% 0 1I&FTF NFS ; cifs 8 2 i&FF CIFS ; http B, 5 I&FF HTTP ; https B, 6 I@AF HTTPS ( 38
&) .
s IPAddress (-1i) — ERNEHER P Bk,

®|;%: sharename (-n). ShareType (-s) Ml IPAddress (-i) 2UAEBHNLERM. -n A2 HTTP X HTTPs Fiis
=Y.
* Username (-u) —ERABNEHZMFNAFE. X CIFS TELER.
+ Password (-p) — IEVAIEIMBEHZMFTAER. X CIFS FELER.
* ShutdownType (-d) —ERAHAHRIN. 0 RRIEBKI , 1R2558FIKH,

@|sx: BNRENR 0.
¢ Timetowait (-t) —IBRFENRFXRAZEEFNEE. BIAREA 300,
+ EndHostPowerState (-e) —IBRENMIEIERE, 0 FXRFHA , 1 FTRFTF. BHAREN 1.

®| 3¥: ShutdownType (-d). Timetowait (-t) ¥l EndHostPowerState (-e) RAEREM.
NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1
CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1-t 400
HTTP: -f system_config.json -i 1921681101 -s 5

HTTP: -f http_share/system_config.xml -i 1921681101 -s http



1
2

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 1921681101 -s https

£ Linux EEZ B %IN 43 F0i%10 60
BB /etc/dhopd.conf 3214, IXLESETRAIELE S Windows AR

BB HH eI DHCP BRSS 884 Echytbhit BRayibhitith,
G EIRIN 43 , FHA%kIR 60 ERSREN AR,

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC",;
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d

0 -t 500";

}

range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max-lease-time 43200;

}

AT BN SRR F AR USSR ES AR AL SEL
© XHB () — BRSHIRSEREE X MRIER.

T BAXXGHRAVNESER, FSR EF B EEIERSHMRSHRARL,

+ Sharename (-n) - IERMEHLZZFR,
*  ShareType (-s) — HEREFRE, 0FRNFS, 25K/ CIFS, 5 TR HTTP, 6 RIR HTTPS,

0]

3%: Linux NFS. CIFS. HTTP. HTTPS #ZE/Rfl:
— NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

TERY9 NFS R ER NFS2 B NFS3,

— CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400

— HTTP:-f system config.xml -i 192.168.1.101 -s http -n http share
— HTTPS: -f system config.json -i 192.168.1.101 -s https

« IPAddress (-i) - 38 HHEERY IP ik,

3¥: Sharename (-n), ShareType (-s) #0l IPAddress (-i) g AAEERIEM. -n 3T HTTP 5 HTTPS JE4E.

+ Username (-u) — I8RIARIMEHEMAENREFSE. X CIFS ZELEA.
*  Password ( p)—tﬁlﬂlﬂ*ﬁ,\¥ﬂjﬁﬁmﬂﬁzﬁ% X CIFS EEILEE.,
ShutdownType (-d) — FEREANANE. 0 RRIEFEXM , 1 F"aBHIF.

A BARER 0,

+ Timetowait (-t) - IBRENRER KD BIFFAIATE. EIARE S 300,
» EndHostPowerState (-e) — I8 RENAIERIFIRGS. 0 XR-FA , 1 F=~F1FF. BUAIREN 1.

7E: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) A TiEE .

LUTF2M dhepd.conf SX4H{REEERS DHCP 897331

host my host {
host my host {



hardware ethernet b8:2a:72:fb:e6:56;

fixed-address 192.168.0.211;

option host-name "my host",

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}

@ | 5 %8 dhepd.conf X/, WHREHIEEN dhopd A% MR B,

= D=k T T S o

EERBEsIEEINEERT , BREEHITUTRE :

o ZEHIMEEIHEZ (NFS, CIFS, HTTP 1 HTTPS ) £5 iDRAC #1 DHCP IR E8HEREAYFM iR, MXMEHZELBREAIET
B X iEH B FPIRIZEIER.
g%%%@ﬂ%xﬂ#i%%ﬂﬁﬂlﬂ%ﬁ%i IEAINEERR(R SCP M4BT EREN , LMEEEEaIE B3 Er T AR EIERANR

HRIE IDRAC IIZEKIRE 7 DHCP fRS38FEHT 7 DHCP EcE | LUERARSSMEIEsEcEIhkE.

{£F iDRAC Web # /5 F B ZhBECE ThAE

HRERR DHCPv4 ] Enable IPv4 (S8 IPv4 ) &I , FFEERRBEMEKIIRE.
EEABMECEINRE  BHUTLATERE

1 7EIDRAC Web HE™ , %% IDRAC Settings (iDRAC i&E) > Connectivity (3#) > Network ([4Z) > Auto Config (BEh
EE) o

FERNS B MI4% T
2 TEBEsEEERS . MEB A DHCP BLE THSEEAIEE FEAT—MEIR
Enable Once (BR—X) — {X{#F8 DHCP fRS328AS IABRY SCP MSRECERH—IR. WRECESE , BEFBEMEE.

« Enable once after reset (EERFBHA—R) — £ DRAC Figfg , {Y{FFI DHCP IRSSE5FT5 | FIRY SCP {4 kfc B HH—
R, WORERER  BFEEEMES.

- BR — ZAEHEERE.
3 BENMMARNARE.
MR EREZ BERIFET.

£ RACADM SR Bahfic EThEE

E(FH RACADM BRBEENECEINRE , i5{FM iDRAC.NIC.AutoConfig XTI,
BXEZER , 5217 dell.com/idracmanuals _EI2HY iDRAC RACADM Command Line Interface Reference Guide ( IDRAC RACADM
wITRESEED) .

BXEMRENRENEZES , 1E5(H dell.com/support iZ{H-RY Zero-Touch, bare-metal server provisioning using the Dell EMC
iDRAC with Lifecycle Controller Auto Config feature ( {§8F8 Dell EMC iDRAC with Lifecycle Controller BB shfic EIhaERiEE SR VIR
SHE ) HEB.

ERESERRREESHREMN

£ IDRAC bR 3.00.00.00 B9 PowerEdge fRSSe8 L , ERTLAERIERMBE IS RIRE A EHR5F0 BIOS 8. FIFRISHIQUEH
REZREE (SNMPV3 F1 IPMI RS ) |, SR LIRS AHE RO ZEES.



B HRIEISRFITIEE |

o IEETLALERSE O/ SHA256 BFIBELIZE IDRAC FAFZ5R5F BIOS 251, XA SEIRSSSECE 4. RACADM F1 WSMan &
1Rt SHA256 B, 12Mit SHA256 ZRRERT , FIETTEET SNMPV3 #1 IPMIHEATEEIIE.,

| 5%: 378 RACADM = WSMan ; Redfish 3% T iDRAC MBS RIBE B/ E#. EAEH SCP #iEi2 RACADM 5
WSMan % Redfish Fi#{T8{FIHEE B/ F#k.

« BAILIRE—MERIRS RS | HPaEFRZSRIASAYGIRIFTE IDRAC FIFIKFH] BIOS 283, RS=FRERE  BHLISHA
BERLHENRSSREEX Y, SHEE SNMPV3 1 IPMIINERTEIEGIE. SALEEXMHE , HRERSRERY Dell IPMI
TH, MREARIBRANTIE , WNTFRETESIERENRER | IPM SHKIESKH,

«  EthFRE ( §I40 iDRAC GUI ) B ERAFKFEEA.

1ERILAERS SHA256 £k B SFIAEE Salt BT,

BRMER "IRSHRED" MRS REEIE IS LA,

NREE T IATEMFAIHIEIER | i5(EF IDRAC IRE /A FFERFEAH RACADM 15 iIDRAC EIRABIAMES.

WNER(X(EF SHA256 ZEREENFIIRE IDRAC AAFMPEIZERS |, MAREREMAD ( SHAV3Key B MD5v3Key B, IPMIKey ) , BBAKET
iRIEIE SNMP v3 F IPMI HH TG,

£ RACADM HYE% 2358

ERERGIER , BRLUTHRES set Ap<fERA

iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

R TGS E R EEE S HRIRS AR ES A+

racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password> -t
<filetype> --includePH

REXBAHGIR | LAURE Salt [BIE.
@ | & xERETERT INIEEXH.

AR 35 R BC B S RV RS S

A LUEEREIRSS RECE X S HFTRIEG .
LSNRSBSHRECEXHRS , BALEHIENAENEMSHEEEGERYE. NRE M EHEIHERE , NaEraIERA BEER
RE. SAHENMENATRNEL.

~EH SNMPv3 #1 IPMI 3654 B 81512585

AMEF SNMPV3 #1 IPMI B3I ( INEAANER ) BIRTAERRERSIEERD. MEERE SHA256,
EINEAEREIETD

1 34T IDRAC FBFIKF , /RIER SHA256 JIEERBHTINE R,
HENEEIIERT , SN 16 F 15 THEIFRE, Salt WE 16 MFRRIKE (WIRIRM ) . —BMin , e8mh 32 MF
FFROFFFER, M3V "EERS" + "DOER 0

285 = SOMEPASSWORD

b = ALITTLEBITOFSALT—RNRY 16 NFiF



FIFF Linux e3P FHEITIA T
Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd —p —-> <HEX-SALT>

set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

ESNRIIRSARECE . RACADM 5. Redfish B WAMAN riZHEFIEFNINES.
@ i#: REREER— DRI ED, FHRBLNEFHEERSTHE, B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

iﬁ%@%}%ﬁ)ﬁ%J‘EE’\J?@?ZZK?E‘ESE@IE1B%EJL‘A{@% . {B SNMP v3 1 IPMI B3IERNER T BB RS S A TEFHHIEEN
iDRAC KF.

B A EE RPN E

I8 IDRAC IP 3tblitf5 , #ERTLAGER IDRAC IREAREFIESAEIRRIKAIRE (BIBF 2) . EHUTIHRE

1

£ IDRAC IREB /AR , = User Configuration ( FBFEIE ) .

FEEDSFTFF iIDRAC Settings User Configuration (iDRAC BRI AFEE) U@,

IEEMPE. LAN AFPR, $1T80 R PARFIE SEBANEAER.

EXZIEIMAEE , 15208 IDRAC Settings Utility Online Help ( iDRAC & &2\ FBFEFEIASED ) .
#ORERTE Back (fSIR ) . Finish (5E6k) flYes (&) .

AHERRKFIREREETTK.

REXERGNVE

EETLASERS IDRAC Web FREEY iDRAC IREXFEFIEEEIET OPZERFRIMNEFAEE.

{EH Web FEHREZERGIVE

EEERGNEFAER

1

£ iIDRAC Web REH , % System (H%t) > Details (i¥1§) > System Details (RZi%18) .
REENEE < System Details (ZZIEHAER) A,

£ System Location (R4 E) T , MAFEROHZERFZNIEFBER.
BXRBEMANSE | 1BE(7 IDRAC Online Help ( iIDRAC BXHLESE] ) .

BFHENA. EFMEFERERESMREFE DRAC H,

£ RACADM &£ ESZERGNMNE

BEIEERRUEFMER  BfEM system. Location HYWE,
BXELER | 152815 dell.com/idracmanuals 32 iDRAC RACADM Command Line Interface Reference Guide ( iIDRAC RACADM
WwSITRESEIED) .



{EH iDRAC R E AHEFREXERGIVE

BIEERRMNEFAES

1 1 DRAC IREBZFERF , 2= System Location (RENE) .
BEENSE77 IDRAC Settings System Location (iDRAC iZB RN E) .

2 BASEPOPZERFZUSFEMRER. BRZIEIIER | 15517 IDRAC Settings Utility Online Help ( IDRAC IRELXFIFER
EXHLERED ) .

3 {fkoxEiE Back (f5iB ) . Finish (586% ) flYes () .
ZHAEERSRE.

MU RG M REFITIFE

RERSSEFENRRSHARENRBARFHER, FEEHEIXESRENEZALRREEINEERFLE , BMREKE , FE
RERDVREFNFE. BRIIRFESHE. SaLABBEIREHIREHIRER RN sE IRt BT,
{s5F IDRAC Web FHE. RACADM &Y iDRAC iRB/AFER , Al AEKIATERRE

fAtEge

BRI

RERATSHREE

WRFE , BIXSRBIEINSR

BiiEEREXEREREINSR

£/ iDRAC Web A HEEMEIZE

BENBPRE

1 7EIDRAC Web BREH , #Z Configuration (AlZE) > System Settings (FRZiXHE) > Hardware Settings (EfFiZE) > Fans
configuration (KBELE) .
XEERRFEEERH.,

2 IBEUTEM:
o BUARLE M - EIEEEAEE XY

- BUABRAEBEEHEE — ERENEE XIS System BIOS (F&%: BIOS) > System BIOS Settings (%% BIOS &
&) > System Profile Settings (RGEEXHRE) NHEH FEXNIER "EARENH" RE.

BANMBERT  ZEIREARANASMEXHFRE. SEAERIRTT BIOS EEXHIBENEE. JRENA
- RAMRE (HaEEMK)

° fFEL CPU TimATAT REMERF(R.

o Turbo tRZUBLERIRTREMEIRS.

o —RIERT , ERMEDHE TNBERRS.
- RIDHE (BRMESRNL

o IRIERERINBERIPIRSHEHT T MHLERERER SR,

o —RERT , SRAEDBE TEERRR.

@[x: i&ﬁ#ﬁkﬂﬁﬁiﬁ%d\m& BEERYS BIOS > 2% BIOS R E. ARG EXHRERE “REAREXH” BEMHEXR
BiRE.
SAHSEERE — NTHZESES | EREEHREE. XEEBRBRAER.



RUMEIRRIAE, 70°C (158 ° F),
ST RN BEERET |, FEHFSIEENES MR FSIERERS. ATRRTRARBARRRICEIEES , L
FHABEFTBRRFRFIRER MALEEIRIL.

R B s — IR AIRSS SRR AN AIRE ], SISRANIN TR (Hldn , H7AY PCle R ) |, MIAJRERS
}éﬁﬁ%‘%fﬁﬂﬁ%bo REERFEEESENEERBEAEEHE AT ENEENEERES (RENEDTHE ) . T8

- RRBER —BXBERESIEEXBERE,

- PERBREER —BXBERRESIEEPSE.

- BRBEEREE —BXBERRESIIRLRE.

- BARBRR — BXBERESIIEE.

- XA — NEERERBHRIRARA. XEFHME. NRRENXET , WABTEDL. BERBEHIRBHIIFAXEERE
xR, AR , RNRERBEREXBIARKEREETT.

REERFEEENSH , FEETRS. S8 MRBHINBERESESR BEREES NEIGEA.

NEBEEERERBENBREESHERNE St RIERMEHSAEK , NBEERRTRSRESEBS HEEE. BARR
RINFET LB,

NEERRER SRS M HIEEERSRANEER, XLLHEERSHRRGENBIHEEERR SRAEER L E]
ks, REEHERESSEREIEENEER , #MSEERERAERNREAZRAH?Z.
RENRIEREMIZIFNE PCle BECRRSE. NI , B AT IRES ARSI LASTIEM A,

/M RBEEE PWM (RAER %) — SRR MEXEERE. FRLEN , BrLIREESHNEERGNEREIE
INFEFRBEEE - MREfEE R BERETRAZ R ErI X EERE.

- R - RIERGERERGR/N NEERIRENRIAE.
- BEX —BABSHE.

RENBEE PWM Bt IFAeEEaSH  BUATRESFES. $—MEAMREEE , ST MENEERAE (X8R
100% , tBETEEARE | EREVATRREE ) .

RERFRIBAER , RANBIETEEILSTIEE |, EFREETEXNRREE. fil , R/NXBEEREN 35% =
BB EREIEKITAR(ET 35% PWM,

Ol 3: 0% PWM FRERBEHNEH. EERFETLLEEMSERBREE.

REBRKAMN  XRF—BERENNA , ERREHNS|S. EHE6. DRAC 5 BIOS EFHiE , BIIEFaBHESER

NRE., BENSIERAEHIMEERSHE L35, MRXWEAZSF | SISF2BETHE B ERERENE.
3 BEMANARE.

FELEBETRUTER :

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

BRSNS NENIIS.
O 5x: pAEHEISREUEREER.

£ RACADM & XEUAIRE

BEKEPIEE | 1515 system.thermalsettings B HI3TSR S5 NRPIEMAY set FapSESFE.



. 10: BRI E

TR UL 5k P =Bl
AirExhaustTemp BT RERAHSIERERE. ERBERRPHORNERE :

FanSpeedHighOffsetvVal

ERILEFEERIL %PWM
B "SXEBEREREE" 1’
EfNNBEEREERBE.

o IEBRVRATRE.

+ 1&{#M FanSpeedOffset

%‘%uﬁa & 13RiREIL

2%%7;1«)?&@% (BET&H

0-3R740°C
1-3RA45° C
2-Fm;R50°C
3-Fm55°C
4-ZRx60°C
255 - F7= 70°C ( BRiN)

{89 0-100

racadm get
system.thermalsettings.
AirExhaustTemp

i

AirExhaustTemp=70

ZRHERERACIRENE
ESHGRERRS/ 70°C,

%?éﬁﬁt%ﬁﬁ)ﬁuﬂ%ﬁﬁﬂ?ﬁlﬂﬂ

racadm set
system.thermalsettings.
AirExhaustTemp 4

s
Object value modified
successfully.

YRR FHFERISSHE
RS , BRARNGZIZITLA

T :

racadm set
system.thermalsettings.
AirExhaustTemp 0

FEEBERUTERER

ERROR: RAC947: Invalid
object value specified.

HRRIEI RSB E(E.

BXES(ER | BEH
RACADM #5Ef1,

EISIRENIRENFIAE

racadm set
system.thermalsettings.
AirExhaustTemp 255

racadm get
system.thermalsettings
FanSpeedHighOffsetVal

A <HREI—ME ,

66" , XEMHREEERLLT
P, BN REITEEN
RERIIXBEERRE &
" (66% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 1



MR RA fERHER Pl
FanSpeedLowOffsetVal . N {E/90-100 racadm get
! %@Egﬁﬁggkéﬂé%\{yh{l“ system.thermalsettings
%E@mﬁ&%ﬁ%{g, X FanSpeedLowOffsetVal
- MERRTERS, UBPEE_E W
. E o X [+
G i o SR SON, BB TR
B RERONEERRE "
BH" (23% PWM),
racadm set
system.thermalsettings
FanSpeedOffset O
FanSpeedMaxOffsetVal - o {E/90-100 racadm get
- {%@Jt %ﬁgu\_ﬁ/ﬁ){;\%\ﬂ system.thermalsettings
1235;_—]%,—_3@%}?%{5 FanSpeedMaxOffsetVal
«  EEBRTESR, Jttn‘ﬁ’—gz\i@@;/l\f% #EEFH S
. = "00" , XED [t y
L DY | BRTBRANSE
=8 ES(EA Ellé , 100%
PWM) . 8% , Jttﬂ*'
RSSO
racadm set
system.thermalsettings
FanSpeedOffset 3
FanSpeedMediumOffsetVal EEEJHZEP e ;LX%A){;%M {85 0-100 ;32322 gizrmalsettings
IXEE’JH%J;(_E ga}F%z{g FanSpeedMediumOffsetVal
o EBRTES. Etﬁ%ﬁ@_;%g?"%%u?
. B 47" . XR a y
ARSI > e A DO GEMHBIREN
" (47% PWM),
racadm set
system.thermalsettings
FanSpeedOffset 2
FanSpeedOffset BhH ERENERE :

.+ ERTEN GBS
%mammnéﬁzf@

© BHNRE sot HOEAME
B, AILUR ERRRAIXUEEE
ESAER

. %é {ERTE T TR BRI
FaﬁSpeedLowOffsetVal
fanSpeedMaxOffsetVal

fanSpeedHighOffsetVa
170

FanSpeedMediumOffset
val MR (WRIBENX ) &
Pt FRRYRAZRYE.

+ 0 - {EXEEER

o - SXEER

o 2 - PERREER
o 3- RANBEER
. 255-F

racadm get
system.thermalsettings.
FanSpeedOffset

TENBEERERRBEEN "B
' (m

FanSpeedHighOffsetVal
HFRTENX )

racadm set
system.thermalsettings.
FanSpeedOffset 1



R AR ik -ps )

MFSMaximumLimit EEY MFS BISA{EPRS! B9 1-100 ERRALMER
MinimumFanSpeed IEINIRE
BIRXE :

racadm get
system.thermalsettings.

MEFSMaximumLimit
MFSMinimumLimit EEE MFS B9/ IMEPRH {BM 0 Bl MFsMaximumLimit BE7Ra]LAER
MinimumFanSpeed IEINZE
EINMBES 255 (T ) I&/IME.

racadm get
system.thermalsettings.

MESMinimumLimit
- o P e IR /I\

F MFSMinimumLimit EIJ

. éﬂﬁ@zﬂﬁ%ﬁ (408 get SR 255 , MFA MFSMaximumLinit ZEH

/E ) 1 #E%éﬁﬁ: fFD—(U:' o T .
. Jtt{EZEHFQJEﬂI—E’J %PVVM racadm set
E. system.thermalsettings.
MinimumFanSpeed 45
ThermalProfile . jﬁ':l;qqgﬁi "B A & %ﬁ%mﬁﬁ’ﬁi?&@aﬁjﬁ’—hﬁ
o - 0-BZ
 SEEREREEEL | aus e
TRIRE RS m. rm ings.
B . 2 BENE Thermaiprotite o
BRI ENREN "&
=itae

racadm set
system.thermalsettings.
ThermalProfile 1

ThirdPartyPCIFanRespons — I = BERHARAIARIXEIRERT
e =77 POl RAIHRVER. RORE , LISsteNElagE=
. I F‘)ﬂ:‘zmﬁﬁfﬁﬂﬂﬂﬁuw . 1-F2H 7 PCIE:
$=75 POl FRBARGN . (o mm
E=LIN - racadm set
o FOILIEEFE Lifecycle 3. BRS L system.thermalsettings.
CO?';r:)LllerEE,L, EF'E'J HE D ® | E: RAMER 1. ThirdPartyPCIFanRespons
PCI3018 , ;EﬁﬁLAET\T 1= e 0
F= EPQ o

£/ iDRAC & E /N HIEF IS EFRLE

BIENETIRE

1 £ DRAC IRELFIFERFT |, BZE Thermal (Mi#k) .

FEEIS &7 iDRAC Settings Thermal (iDRAC R &) R,
2 IEEUTEIM:

. REREXY

o EARHESIRERS



Fan Speed Offset ( XFIEZRRZ )
AKX EEIERER
REBKARRE  XERA—BIRENMMEATE] , ClIIF2ERAERS1S. =B, DRAC 5 BIOS EiHAEIEsIESUNEIA
RE., —L Dell RSB RS RESIF BRI BEASF S D BB BEX BFISENEI, MRAIFXLER , BfiIEFA=2EnFHER
hTEREBENE.
3 KRBT Back (fSIR ) . Finish (556 ) fYes () .
iR &R EC BTk,

B BRI

ERuLEATIHA DRAC REMTEN, , AT =R EUFIETE Powerkdge IR55E8.
EiGEEE,

| RESTEMIBERG. BXTSER , BEERANE.
LEFEBSIH Web RIS, AXTSER , EEMRAHI.
5 ZREEREH Java Runtime Environment (JRE) ( NS4SR Java I ELFBSEIIRERR Web HUSE5HT DRAC , TIE )

O|#: HE Java 8 HEEMANERULIIEE, 3B IPv6 M4 B5 DRAC HEIIEHIA .

4 1 Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT S{4RL e RACADI\/I fovMmcL, &N, =17
DVD _ERY Setup LABRIAZ2ETRE RACADM FIELE OpenManage #XftE, % RACADM HEZ(SE. | i5£17 IDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM s S7TREEZEISE ) , WL : dell. com/ldracmanuals

5 IRIEESRZAE NIIEMH :
e Telnet
+ SSHZERig
o TFTP

Dell OpenManage Essentials

S=— TPy s A .
iEif10] iDRAC
HENETEuLITETE) iIDRAC Web FRE , {BFRRE RS DRAC (U TFRE—M&&, a0

TIF RS EE -ERIEMRE OME Modular i1 FRE—RZ& R,
«  HZEFIETUARSSES - 15 DRACNICIRE S """ 5 LOM1 FREIRILS IDRAC I FR—MEH,

BNEHILH S ERFINEHES | BB iDRAC Web REFEREIEHIE.

fie & 2R Web ¥ 53

©) | F AETHNNEEREMANTESESR, 15318 dell.com/idracmanuals 12409 Release Notes (B {TiiER) .

iDRAC Web RERIARZHINEET LAERIXLEEEIARERTNSESHITIHE. BEARLINEE , S IEN—LigE, XEEER
3E - SEmHHELIERERS. [BH Java. ActiveX B HTMLG $GEASTIFEs,

NSRBI IBIRSSEHEZE! Internet BY Management Station %2l iDRAC Web RHE , NFBEHE Web N LANZIRS25151E

Internet,

@ | 3F: anR4#E4ER Internet Explorer 5% Firefox KAiJia] iDRAC Web RH, SRR ERBEATHIMARERERE. BTLUER

Hith 23 ST ae R ERINRE .
@ | #: EANREREHAATRE.




fic E Internet Explorer

AEDIRM THXEE Internet Explorer (IE) AFEMER. | LARREETLABEFIFER iDRAC Web RERIATEINEE. XLIREEHE
ENREREIRE
5 IDRAC IP R INEZEENLER

o BEE IE LABH Active Directory SSO

« B[ EiEENTeiE

EHEE Internet Explorer Z£1% 8
IR Internet Explorer (IE) 8B BIRE A Microsoft HEFHIENAIRE BIEBAETNEBNNSEENIRE.

1 UEBBRRSMITH E, SiEREERK,,
2 BT H Internet IR R A UMLK A1 FiE M,
3 B Custom Level (EENES) |, 1% Medium-Low (F{EZK) , B Reset (Fi%) . T OK (HiE ) LAFGIA,

1% iDRAC IP ;RN BZ S Euh =5k

57(8) iDRAC Web FERT , ANERZHS(HHFIFRDED DRAC IP ik , MRFSIEREIEIZ P IERINRIGIERD., =S, BE
:afr;g;’: (RIFE) EEHFHEED Web XISEEELAEEIIZE! iIDRAC Web REAVIERE. WRFKIRTEHM P, BINIEFERE P iRINEISEE
RS,

® | I BEREHFENERAEEIESE A IDRAC Web RERM, EHRIAERELSE, THABAETRIRHIEPERES.

% IDRAC IP HEUERINEISEEM RS

BaT; Tools (T.H) > Internet Options (Internet £1%) > Security (24) > Trusted sites (F{S{Eifi&) > Sites GifA) .
Rz R MBI X RN iDRAC IP ik,

BATh Add G |, BATE OK (FXE) |, ZAJ5EAh Close (3KHD .
Bt OK (HRE) , ARRIFTNLEES,

DNy -

BCE Internet Explorer L1/3 A Active Directory SSO

BLE Internet Explorer FUNISSERIRE -

1 7E Internet Explorer 91 , B4iZE Local Intranet (Z# Intranet) FE4:5 Sites (iF&) .
2 {EELITED
+ Include all local (intranet) sites not listed on other zones ( B&RBFITEEMXIFAIFFTE A’ [Intranet] s ) ,
 Include all sites that bypass the proxy server ( BiEFrENMERNRIEIRS BN ) &
Ea7: Advanced (BI4R) .
HINRTEBHEE SSO BcE—EBRY IDRAC SLFIRYMEXI® ( fIaN , myhost.example.com ) ,
5 B Close (%(H]) FHE#E OK (FE) PR,

M Internet Explorer &8 Z £l &

FRFEETLUER Web FRE T BESUGFIEMARBITE | IV Windows ZEF Internet Explorer 15892 £E EINEE. BXEMA
Windows k7 EIEINBERYER | iBE1% Microsoft B34,



fid & Mozilla Firefox

REDNETHXEE Firefox IFMAER | LIFRRIETTLALIEFGER DRAC Web RE_EAIFFETIRE. XEREEIE

ZHBEREINEE
B & Firefox LA Active Directory SSO

M Firefox FHIE R P INEE

Firefox B "BRB" 28 , FERFIRR SRS ML REZEEN. WRCER  BRBNRESEKRENED
DAY IDRAC REREMEHIE TSRS | RIEEERRAEHER.

EZAARRNRENEREALEIES  BHRITTIIEER

1 ¥TFF Firefox Web NILE2EE .
FEHENEZESh |, B\ about :config FHE <Enter> #2,
1E Preference Name (EiZIBIR) Fth , $FFIFW T xpinstall.whitelist.required,

Preference Name (EIEIIZHR) . Status CIRZS) . Type (HE) F0Value () HESEHMUNMEINXNA, Status CIR7ES) 19
(BEETHRAFIEEFE Value () £3TH False,

4 7E Preferences Name (EHEIETR) 55 , 3 ZF| xpinstall.enabled,
iBIR Value (&) A True, FIRAFZ , Wi xpinstall.enabled L5 Value ({&) i8EH True,

BCE Firefox LL/3 A Active Directory SSO
BLE Firefox AURILSERE

1E Firefox itlb#=rh , BN about: config,

1E Filter (333E88) &, #I network.negotiate,

BIHZRINZE network.negotiate-auth.trusted-uris ( SEFIEESTRIIFIER ) .
11825 INZE network.negotiate-auth.delegation-uris ( {FRAES4SRAIFIER ) .

B E Web |55 8% LUE A EEE S &

B eI EEREMERIE

1 HBRCLENREE (Internet Explorer (Windows) B Mozilla Firefox ( Windows 8§ Linux ) . Google Chrome. Safari ) FYSZFhRZS,
BEXATIBITNSSERANES(EE |, 15519 dell.com/idracmanuals H12{HAY Release Notes ( E1THEE ) .

2 E(EH Internet Explorer , 1545 IE RENUEE R FHIET.
ELE Web IS 2ELAERE ActiveX, Java 8% HTMLS 34,
ActiveX Viewer (X5 Internet Explorer 3243, HTMLS 8 Java BB G 28N ie 287 35,

DNy -

O|%: BEE Java 8 HEEMANERULIIEE, 3B IPv6 M4 B DRAC EIIEHIA .
ESER%ELSNRES | UGS REBE B RED.
L4 5 compat-libstdc++-33-3.2.3-61 FE XA,

@ %: 7 Windows £, 5 compat-libstdc++-33-3.2.3-61 {04k ELTT S AL A7E NET B4R H LSRRG FE AR,

6 ANERIFER MAC IRIERSE , 1515%#F Universal Access ( IEAif51a) ) B0 ™HY Enable access for assistive devices ( [EFEXIHENR
FhHE ) I,



BXEZER | B5RH MAC BERSFRBEN .

BLE Internet Explorer LAEAAET HTML 5 BO3EH

HTMLS EEEHIEFIERAN R AP ATEII R HTMLS SARKEIE, HTMLS SRR

AEEAEEFin TIFuh E&%.
FRAEMRETNERMIERM ERANCZENEM.
RERSHETNBNTE.

HIERERBFNE FRIEA Web TREA—EBH .

B IRGTEECE Internet Explorer (IE) IRE , ARBMFIETET HTMLS RIEIEH GBI R BER. EERENIERIRE

1 EFEHEOEEER. AUt , 9783 Tools (THA) > Internet Options (Internet 3%£137) > Privacy (F2fA) FHi5k Turn on
Pop-up Blocker (3TF#HE OE=&EERF) SitiE.

2 ERUMEESEEZ B HTMLS ElEHE

fEIEh, 855 Tools (TH) > Compatibility View Settlngs (GRAMUMEIRE) F+i5kR Display intranet sites in
Compatibility View (ZERABZMMEFERAEBMELSR) SIFIE,

£ |E fEF IPv6 HEHE | FRANTREDL IPV6 MBIk

https://[feB80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6—
literal.net/

o 1 IE B{EA IPv6 #HHES |5 HTMLS BEEflisEE | IR FRIEET IPv6 Hhitik :

https://[fe80::d267:e5ff:fefd:2fe9] /console to https://fe80--d267-e5ff-fefd-2fe9.ipvo-
literal.net/console

3 B ENSSENEREE=EE , IF5E Control Panel (JE#IE4HR) > Appearance and Personalization (SbMFIME1L) >
Personalization (™M&4£) > Windows Classic (Windows 22 #)

ACE Web 5T 25 LAER Java flft

WNERIE(EFR Firefox 8 IE FHEAEE(ER Java BEEE , i5%%E Java Runtime Environment (JRE),

@ | 3: #£ 64 fiRfE RG: L TR % 32 {3k 64 fif JRE K, HAE 32 (e RS LR 32 i JRE KA.
EFRCE IE LAER Java flfh -

£ Internet Explorer FEEFN 4 TR B BIRR
1 Internet Explorer F22F3 Enhanced Security Mode ( IZBH9Z T ) «

ECE IE LU{ER ActiveX ffift

TSWNIRSEERE IE NSRS E |, AT A BEEITNIEITET ActiveX R HI SFIEIUN R FER. ActiveX NFFREFREFAEZN
CAB X{4M iDRAC BRSSE3IRML. ANREEIUIEHIETISHRZERUZE /I Native-ActiveX 58 |, M5 QITFEJJJ’E’M&%JAET CAB
NHBE THIAEFPIRRFEHBET ActiveX IEINEHISIEEE. Internet Explorer FEE4 Li‘“@ﬂ% TEETE. TEHBETETIX
& ActiveX IR FHFERR.

£ 64 HRMERGF L | eI LAZE 32 {18k 64 [UkRANRY Internet Explorer, #RTLAERT 32 gk 64 fi , {BR2E WA ZSE RIS,
FIa0 , ANERIGTE 64 (LN EE ER%EH | AETE 32 (NG RBRhTHEERS | AW EREMT.

@ | ##: R ActiveX #E#5 Internet Explorer —i2f&H -

@ | 3%: E#(F M Explorer 9 B9&Z L {FE R ActiveX 1, #BLE Internet Explorer Fi, Rf{R# Windows Server #2{ER G HY
Internet Explorer S iR &5 BB h X MBI R 1R .



https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

3F Windows 7, Windows 2008 1 Windows 10 BE&HHY ActiveX N FIFERS , BBELE T4 Internet Explorer IRELAER ActiveX 14 -

DNy -

BRI EIRE .

1% IDRAC IP B=EN1Z5NZ! Local Internet site (A3 Internet 5 25) FI3K,

BERENIREEEN Medium-low (Fh-f) EEHIRELIAITFLESZM ActiveX Haft,

SIS TRINENANSHERSE =SS B, BHTIIRIE , 155 ZE Tools (TA) > Internet Options (Internet i%

I7) >Advanced (&%) , i&5k& Do not save encrypted pages to disk (IS MBI EREFEIEE) KN , JA/SIEE Enable
third-party browser extensions (BRAE=ANEE REA) %I,

@| 3¥: E#B 3N Internet Explorer LL{$ Enable third-party browser extensions (BRE=AR%RETE) BEEH.
32 Tools (TH) > Internet Options (Internet ¥£17) > Security (£%) FGREERITZNEREFHNXIE,
EAZ: Custom Level (BEXEF) . 7E Security Settings (R2i§E) BOH , FUTTIIERE
« X7 Automatic prompting for ActiveX controls (ActiveX IZ{&EEIER) %1% Enable (BR) .
*  XJ Download signed ActiveX controls (T # 2% &8 ActiveX #£{4) 1%#E Prompt (3#7R) .
XHIETT ActiveX TR FiELHER R ekt
o XIRHFRIB AT REHITHIARY ActiveX IEHRITHIA IR AEiRR.
BaTH OK (#xE) 5</7] Security Settings (££1igE) &0,
EATE OK (ffiiE) <M Internet Options (Internet i%£I) &,

@ | 3%: #£1E R Internet Explorer 11 B9& % £, HifRiEid# % Tools (TH) > Compatibility View settings (RAMMEZE) 5
fm iDRAC IP.

®|3#:
B NRERRART Internet Explorer EA51EEIRY Internet Options (Internet i&41) . Ft , FEFHXI—FNISERIG RS 2RH
NRIZEERYIRE | HERSEESERERNIRE.

L% ActiveX 4RT , Internet Explorer TR BR—RTEZEE., BSH ActiveX IBHREETFE | HIRE Internet
Explorer @R e EIRRITEES ActiveX 1244,

NREESELIES SETKEIFRIR Unknown Publisher (REIRHTERF) |, NEJReRATFEIAIRIBEZIEBIRES
BBy, ERERICER | W N EER, (ERRZRS | ERIEER Symantec 16958 , FEMIEZRERFRAR Symantec
Pty ERSBRRE TIRAE.

Windows Vista 3 & #TH Microsoft I2{ERZRIMI NI E

Windows Vista B{EHTHIERERZ R Internet Explorer NS EEE—IRFR S Protected Mode ( RHEZL ) BIMTINL £IHEE,
{SEFE ARAFHETUAE Internet Explorer NIERERFIBEIFHETT ActiveX RIFEFER !

1

NN

N OO o N

EREERIEIT IE.
4% Tools (THR) > Internet Options (Internet #£I) > Security (£%£) > Trusted Sites (F[{E¥H) .

BRELRE NAEuh R X %R Enable Protected Mode (BRAZMRIPHER) I, 2 , LS iDRAC HEUEZRINZ! Intranet X
Rk, TABRT , SERPEVISETT Intranet KIFIA ik A XL R,

MR INBIX SRR | 30 IDRAC AUtbil , ZAFREATARN.
BEXA , AERERE.
RAFEFENNGRREREEN.

AR SRET

YIS TREMEF GRHIIEE (BHEEER , BLAEE ) | NALSHRNEIEEET , BREMIRERS s faryE@H
IRAEERAEL.

@ | i#: AR EERERRA BRI RS EEE.



JEBR Java REIRRA
AR Windows 8% Linux HR|BARANRY Java BEESS , ImHTLATERE ¢

1

2

Eﬁi@f&?}f&? , \@?5' javaws-viewer ESZ javaws-uninstall,
At B7R Java Cache (Java SiXER) BEEE.
HHIBRRER S IDRAC EAFEHIEEFimHIE .

¥ CAIEBSNEHE,

LISEHEMIEHETENN R , RERsERERLESEER. MNREEERENA Web RESIIES |, EalLUETE CAIERES
A Java B ActiveX S{EUET SR RIXLARTR,

1% CAEB S AR Java Z{EIEBEE
g CAIFBENG Java (SBEPEEXK :

1
2

5

JE% Java Control Panel (Java ¥R .

BFERLENR , AEREHIES.

JEE 7 Certificates GFH) XHEFHE,

M Certificate type (UEFRZEE! ) TR |, 1555 Trusted Certificates ({S{ERVER) .

B Import (BN) | RIESFHRHERR CAUE (LA Basebd fRIBIEL ) , AFFHTE Open GITH) .
EERREBIES AT Web EIRSEEREFMHEXK,

BEkid , AFSERTEME. Java Control Panel (Java #2HIER) BEXHE.

1% CAIEFB SN ActiveX ZEiFHE

1AM OpenSSL a3 T LERFRLZERHEE (SHA) SIERIEREGIE. ENFEMA OpenSSL TE 10x FIESRA , EAEE
IAMEA SHA, CA IFBW4JR A Baseb4 4RIBHY PEM &3, IXESANE/ CA IEBH—RIETE.

FZ CAIEBE N ActiveX BI{SIEBE :

1
2

FTFF OpenSSL artenE .
FERL TSI TE I Y EIEEERR CA EBM 8 FHHFIEX : openssl x509 -in (name of CA cert) -

noout -hash
RESEp—NaH . i , 208 CAIERIHERE A cacert.pem |, iZ&<$ /9 ¢

openssl x509 —in cacert.pem —noout —hash

RBELLERELITF "431d0322" BIEH ST,
1 CA X EmMB NS | FET REFRI— "0" . filgl, 431db322.0,
BEMB CAINESHIRIERIEBSR. a0, C:\Documents and Settings\<user> directory,

EE Web FERBIAMILIRA

iDRAC Web REIIFIUTES :

ZE (en-us)
EIE ()
&=18 (de)

FRHIZFiE (es)



HiE (ja)
&R (zh-cn)

BEEEESTR ISO InRFRTESHFIIES XRE. MTRESSHFNES | BN SSREOENERN 1024 GBS EEENS
ThRE.

iDRAC Web REISESAMMYBEERSFERLSHFHES TR, DRAC Web RERIFLINEE (MENUEFHIE ) TREREFUNISEA
BEDEMSERTIREE . HttREAZSIFE I SEEINTE.

@ | #: BB FRRRH T RNARER G ERFNES HLE AR LIAK iDRAC Web R .

R EE

{s5F9 IDRAC RTLAEEST IDRAC, BIOS FIERE1EES Lifecycle Controller EETSTIFANS S ENL: , 4N :

. NHHEE (FO) R

. ZHTER

. BERAWEFE

o RZgEEOFR (NIC)
RAID 154128
EEIRIREE (PSV)
NVMe PCle i%%%
SAS/SATA FEE2IRTNES
BB NS MNEBHAERY SR E T
OS IEEss

PSU E#-EH A EE /LRt E, BEFIATRSGE S PSU RS, X TiB%IRIE PSU, 7 PSU B4 EHHEEAE
EX oLl e Pug =R

BRI ATRE L E] DRAC, ELHSEME , RBRLEERE FAIEAIMRIRAFIEEN FAROMRA., MNRIEE FHAIEH
3 MEBT—FEREE. FTHEENS ISHEMSMNAE. FERREHSISHNERSOMBRIHITIIER | LMEENXRS
BFSI1SMET. RERRRENSISETHITATEER.

EELEFTE , System Inventory ( RARFEM ) REEREMNEMREAHERAE.
ST ENA ARG SR B AT

.exe — BT Windows B Dell Update Package (DUP)
d9 — B85 iDRAC # Lifecycle Controller —ZBIE{4

ST RBRB A exe I | IEW/RBERFIEHNIR. YRS REF oI RTiEE 4 EHTHEER] Lifecycle Controller,
ST ERA AN, BB R "EBEE R
@ | 3F: EHS IDRAC BEl-iE, BATaES &I Lifecycle Controller B+ B/rabt BB AE, HEZEEF NTP 8 iDRAC Kg. #E
E iDRAC Bt Z B, Lifecycle Hi& R~ BIOS BHid].
S LMERL T AERITEG AT :
MR G ML INEST TR ERY | EIRINE—FPREL,
BEEZE FTP, TFTP, HTTP 8 HTTPS UhmakMEFiERE ( B EE Windows DUP FIHERMAIBE R ) .
AJ{sEA Dell Repository Manager SIEEHENFEE. BXESEE , 158217 Dell Repository Manager Data Center User's Guide

( Dell Repository Manager #3E-H/OEF1ER ) . IDRAC IJLURER S EZ223hY BIOS FlE4 < [BRIERIRSIARFEEFRIST B
T, FHEEDESHNMEERENYSNBTRS. WINEEERE iDRAC Enterprise FFAIERYE R T .

B B RN B E X E T R ER B s B 3.



BT AT E DRAC BRI TEMEN. TE(USHET DRAC B, FHEFIH T390, BMUSSTEESERIIR Lifecycle
Controller EEMAGTERBRIRSH 4 SEHEL,

& M BRGHFARBIFEX

.D9 B iDRAC DUP
A T EEILCEBH X TEILCERH
BMCFW64.exe NFEfE 2 &= B ER
F
Racadm FWUpdate 2 & = AEFR
(IBhR )
Racadm Update (¥ =& = = =
hi )
iDRAC U 2 = = =
WSMan 2 = = =
WRRMERFZDUP B NER 2 B

TREH T X T EEFFERAHNEH N ESFTEENSHRRIER.
@ | #: BT HNA ARSI EHEHA, FURTESBRIFHTXLER, WAL TLENREEHEE.

& 12: BB — FRROA Y

AR IREHFEER? (‘R Wh— RETEEFTR wH —RZHREEHRB  Lifecycle Controller
3 iz ) 2 7 %U; — REENR

HER B B B S
BERFIRNEFE S & B B

& Lifecycle Controller B 2 &= &a* =

iDRAC

BIOS = = = =

RAID #2128 = 2 2 2

BOSS 2 = = =

NVDIMM B = = =

Hik = 2 2 =

e = 2 £ =

NIC 2 = = =

FIRIRE = 2 = =

CPLD B = = =

FC+& = = = =

NVMe PCle SSD IFzhggs 2 & & &

SAS/SATA TEE2IR =S a = = a

OS s S S B B

* RABEATBEENENRS , (BLREFHS6) DRAC Z BN AEERT, BIREERTRET iDRAC BSFLTNIIEE,



LIEMEFHN , IMCATARNRAARSERREZABRIRITRA, SELEEHR , BRRGEERANRAS L AR ARAIMRA
ST, ANSREESEH IDRAC HUZUAIRRAS , 15{EF3 Dell Repository Manager (DRM) BIZEFITF#ZEFHECE IDRAC LAERIZIFIEEFERE
B,

£ F iDRAC Web FH E#iE {4

R FTE A R SR e] B E MG MRLEEEE ( CIFS. NFS, HTTP B HTTPS ) 17i%EEE; FTP B3mRSE L.

EFR MR EE S

EERBRMREEHEENES R  ITHRETSKEIRME THEIA RS ERRAMIE.

@ | #: BIRATFR2AMAM DUP WX HE R B EEMEE.
Z(#F IDRAC Web RETEHEMIEES

1 %Z Maintenance (##P) > System Update (RZEH) .
IATE R Firmware Update ( E{485T ) TTH.
£ Update ( 557 ) IEII-RH , 568 Local ( Alth ) 9 File Location ( XHUE ) .
EAT Browse (NI%S ) |, AATRAMHSREEGIMESIY | AAFFET Upload ( L% ) .
E#5ERE | 7 Update Details ( EFTIFES ) #0281 B L3E IDRAC RIEMHSHRELRTE.
MREEGIMESUFEBFEMIN LI | Contents (R FIFHEHMUESIHBIRESER—MNSER (1) . BFZER
A]EA Device Name (i&®&) . Current (ZF() F Available firmware version (FTAEIFMIA) E5.
5 EEREEESUEFHITIATREZ— !
o WFAZEENRRENS I SHEFBYE , 18T Install (R3%) . 30, DRAC B34,

. gﬂ;ﬁ?ﬁﬂ)ﬂﬂ?iﬁiﬁﬁ |SAVELYE , {EETE Install and Reboot ( Z3FHEH5|S ) Tk Install Next Reboot ( TIREF5|
“J’H\ ?Q °
BEGEEILEFT , 1B Cancel (BUE ) .

R Install (R3£) . Install and Reboot (ZEHEFH5|S) 5 Install Next Reboot (T REHSISRRE) i, BERY
,% Updating Job Queue (IEEE%H’E%B)\&U ) .

6 ZEE7R Job Queue (fEMVEASI) TN , iBEAE Job Queue (fEMLPATI) . (ERILLTNEAEEHEESMEREHEF AL OK (H
B) LARFSRIREAEE R EHRES.

O+ mBRREEHREFRTE, NLER—REREEA ARG LENRARSEX.

TR B EE - E

EEJLLYY IDRAC B EHIE T RIS E R RIEI G &R, EiH IR BEARIRTE) , iIDRAC SEZEIEERIB R , IaEAVEST , FN
FREEEMEERNERN. BEEniERSS LEE—AETXH | EhEaBXREH[/LANRMNERZEEEGEHIER.

FEWIE(FEFE Dell Repository Manager (DRM) BIFETFERFIECE iDRAC LUE R FMEESRIG BRI TEIS 5. (RN EIEERLL
&4zl IDRAC RTRRIENAFONRA , FHRS BN IR MIBHA E L.

® | i: A% DRM NELER, 1H21@ www.dell.com/support/article/sin283183/,
HRIBHEHEE DRAC RAARIFATIE,

1&EJLAfSEFE IDRAC Web FRiEIEY RACADM T BEhEH4 S,

@ | 3E: LR IPV6 ikt %) S NE B


https://www.dell.com/support/article/sln283183/

£ Web A E X B BhE 4 E#

B Web RE RIS NENEH , BHUTLATERE
@ | & MR BEITH, WAENBEHEHEUNT—SRHRIEN. CLBERLRHRIMEL.

1 7E£IDRAC Web RE™H , ¥ Maintenance (#37) > System Update (FEZiEF) > Automatic Update (BEIEFH) .
ItbA+1% &7~ Firmware Update ( [E{48 5T ) TUA.
Epd5 Automatic Update ( BEIEEHT ) EITR.
1%5#% Enable Automatic Update ( [SFIEENTEHT ) %R,
4 EEUMHISR S e RN R a ka5 | SREA
HRIEfH — BEFENER |, BFEHR5ISRSES.
HRIEFHENSIShRER — TEFENEHEERRGSEENSS.
5 EELUTME—TLASEEGIYRAIUE
l;etwork (M%) — ERREMNKHEE (CIFS. NFS, HTTP B HTTPS, TFTP ) NBRI4. MAMEHEAEANFHE

O i: EEEMBLEGER, BUFENAASARBERBEEY, tIERAESSREBISEER.
FTP — 3R A FTP BhmMBRSU4E. BN FTP RANFAER.
HTTP 8¢ HTTPS — AT BRIERERFIEIE HTTP #1 HTTPS S4HEHI.
6 IRIBEEER 5 PHUTANGE , MIAMEIZER FTPIRE.
BXEFERINSE . 157 IDRAC Online Help ( iDRAC BXHLESED ) .
7 7E Update Window Schedule ( EF&E Ot ) &30 , IEEEHEFIRENTAREIEF R (B8R 8F%BA—X) .
BXEFRINER , 15517 IDRAC Online Help ( IDRAC BXHTLESEN ) .
8 B RIEH.
BEEWBATIPEIE T — MR, FESIELMNE— LIRS MG | BEIE T — M dERELREL,

£ RACADM itXI| B EhE {4 E #h
B BsEGER , iBERLA TSRS
B ABEES

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1

EEEBRMEMERINE

racadm get lifecycleController.lcattributes.AutoUpdate

EHR B R FROFF AR AR ISRER

racadm AutoUpdateScheduler create -u username —p password —1 <location> [-f catalogfilename -
pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time < hh:mm> [-dom < 1

- 28,L,’*’> -wom <1-4,L,’*’> -dow <sun-sat,’*>] -rp <1-366> -a <applyserverReboot (l-enabled | 0-
disabled) >

fign

- Z(FM CIFs H=BmEHEN
racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —f cat.xml -time
14:30 -wom 1 -dow sun -rp 5 -a 1

- Z(EF FTP BEHEHY
racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser —pp puser —
po 8080 —pt http —f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

. EEELHEGERT

racadm AutoUpdateScheduler view



BEREMNEER
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
EERITFRER -
racadm AutoUpdateScheduler clear
o MITFE HTTP H= HEEF U4 :
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

o MITFE HTTPS = HEEFUS -
racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

£ RACADM S #1i% & &4

H(FEH RACADM FHNRE , BEEEMFDS. BXFESER |, 52817 dell.com/idracmanuals _HIR{HHI RACADM Reference Guide
for iIDRAC ( F3F iDRAC #l1 CI\/IC B9 RACADM £#455 ) .

5l
BFEAERFEEERIEIRS | BFERUTHS

racadm update —f catalog.xml —1 //192.168.1.1 —u test —p passwd —--verifycatalog

«  EERER myfilexml {EABRIUHIER TNEFRTEEERTITEIERNES , AHTIEREHSIS  BERUTHS :

racadm update —f “‘myfile.xml” —b “graceful” -1 //192.168.1.1 —u test —p passwd

EFE(HEF Catalog.xml fEABRIHAIER M FTP EFFEERTIEERNEST , BERUTHS

racadm update —f “Catalog.xml” —t FTP —e 192.168.1.20/Repository/Catalog

1% F§ OME-Modular Web % & & [E 14+

1&eTLASE R OME-Modular Web RETE#FITF 7] RS 250Y iDRAC &4,
E($F OME-Modular Web FREIEEHT iDRAC E4 , 15258 OME Modular #H{CBFISREg , ML : dell.com/support/manuals,

& DUP E&E 4

{3573 Dell BHEK(AHE, (DUP) BBHEIFZAT | 1SR -

TEHBH PV FISERFIKEER.

WNRIGHEREFIETIT Windows BERES , BAFRESN Windows Management Instrumentation (WMI) IRSS .

@/ 5%: £ Linux ®{E I DUP A T2 E 57 iDRAC B4R, SRBEISHIAHPER usb 5-2: device descriptor
read/64, error -71 ZAWEIRBEE, 52K,

WMRRALZET ESX BEEER , WXFFEZITAY DUP XX |, iSRRI THSIELE “usbarbitrator” BRSS @ service
usbarbitrator stop

E(F DUP B3 iDRAC :

1 BETLENRERFTE DUP AEZERA LIEITE
2 izf7DUP,
B EH. B EHERENENRS.




£ iz 2 RACADM EZE

1 BEEBETEEI TFTP 8 FTP fRS328. 40 , C:\downloads\firmimg.d9
2 1Bf7LAT RACADM @
TFTP fR$5E8 -
« {ifH fwupdate a5< :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
path TFTP PRSZ 2R _L7Z6# firmimg.d9 IS,
« {#FH update 5% :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP ARSSES -
« {fiFH fwupdate &5< :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —f <ftpserver IP>
<ftpserver username> <ftpserver password> —d <path>

path FTP BR5588 L77fi# firmimg.d9 RIE.
{3 update 5<% :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

EXESER |, 1529 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM @@ {THRESEISmR ) .

&£ Lifecycle Controller T2k 55 & #i[E &

B XA Lifecycle Controller—Remote Services BETEAASE , 1555 dell.com/idracmanuals _HI2{8AY Lifecycle Controller Remote
Services Quick Start Guide ( Lifecycle Controller Remote Services FUEN[JI8F ) »

EEMER M EER

SR EEMMRRT IR, BREENEH R, XE—TURAITIRE. ERFIPISE N —REHS | SHEETIRERLER
LASSRIPR

£/ iDRAC Web A HIEEMEIR M EEF

E(FA iDRAC Web REIEECITRIGENFIZE |, i555Z Maintenance (#31) > Job Queue (YENLBAEI) . Job Queue ({EMLBAFI)
THES B Lifecycle Controller {EMBAFIREIV SRS, BXRFIERNFERAIEE , 15818 IDRAC Online Help ( iIDRAC BX#ESED ) .

ZRRAEAL , APz RAl |, PASSERT Delete (MR . M/ETREASRIFET , GerhAURLLREM Lifecycle Controller {EMLBATIARFERR, &
ALMET—REHS I SHBEMBRATEEALBAS. EARERPRETEPRERN RN | BDEBEAET 78 FEARSHIEIL,

WIREB RS SRR SRR Rl

5 RACADM &EMEE 7ML=

E(FF RACADM BBESMEREST , 151 jobqueve T, BXEZ(ER , 1527 dell.com/idracmanuals _H124tH iDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM #p${TRES %ISR ) .«



s7l< \
Bl & E 4
1&aTLAELR iDRAC B Lifecycle Controller Arsz335#Y iDRAC BUHANZ SRR | BMELEHFERB—MNREHIT T F4k. Fla0 , NREH
BE{# 3 Lifecycle Controller GUI F+&% , &R LAERE IDRAC Web REIRRE, EaL@ET—RERFEHRS ISHITESMRENEHRIR,

EEBEA IDRAC #[ Lifecycle Controller E{489 Dell 58 14 1, PowerEdge ARS%88 L , [BIiR iDRAC BEIFHERIEE]ZR Lifecycle Controller [&
%,

ENGEHESRS | LRERCEERNTIENLZEEH. NREEFEEINE[RE , N it BRI AT ERRORA, &
TREBBNRA |, B Lifecycle Controller SRAGE B R EELRRANRA,

SRR T EERITESENR

5 Lifecycle Controller BY iDRAC

BIOS

&A= (NIC)

BBRIZE (PSU)

RAID 1=HIES

EiR
® | E: TR ICHERERF . EEIFERFEM CPLD HufTEHEIR.
ERESZET , iBFER

« 1&B[ELR DRAC EiHHY "HE" 1R,
58 "RSeEEH" SERHBBH Lifecycle Controller SRERRR iDRAC LASMYE I E g R AYE .
B NIC #ERIZRBHHZ LOM , BizEEL LR,

BRI LAERIA TS ES B EIRE 2 AT B0 A

iDRAC Web RE
OME-Modular Web FHE
iDRAC RACADM CLI
Lifecycle Controller GUI
Lifecycle Controller JTfEIRE

£ F iDRAC Web FH ERE 4+

ERIRREEY | BHUTLATERE

1 7£iDRAC Web REH , #Z Maintenance (##P) > System Update (RZE#H) > Rollback (ER) .
I'\PHIJI;%ck (ER) TEBERILAAEHEBIREHRIIRSE. BILUEEREEBMR. KRKIRE. SpiLEERAFI0] BEHE]
P °
ERE—NRENBENEEIREGRYIZE.
ET A% , B Install and Reboot (R%#EHEHI51S) B Install Next Reboot (TREHSISHRE) . WR(VEEF
iDRAC , ABARRE Install (Z3) .
LHPEFREHBHEISHTREMSISHREN , B8R "[EEEFELNG" BR.
4 EA{ Job Queue ({FAVBAFY ) .
AT S MEATITIE , SR EEIEIECE RN E.



®|5%:
o EEIRE TR, BEEEFLRE | BiRHEESTEERSEHIT.
EUTERTEETRERER :
&% BELR iDRAC LIMHAIEHAIIRSESIEFIRIR |, kB ER iDRAC EHHAIECENIR.
BHEIREES— M S1EFHIT.
- CEEEETHNESZEFEOTETIRE.

WNER Lifecycle Controller BZ2FEFIRENRT | FEEEEA DRAC LISMUEMREHIITEHELR , NFESH Lifecycle
Controller FHE B MENAIESEHR.,

{# Fl OME-Modular Web & B3R E 4

[ElZEER OME-Modular Web 5E , 1525 OME Modular &34, 5 , MLt : del.com/support/manuals,

£ RACADM [BI:&[E &

1 {8 swinventory AR HEERZIAZSF] FQDD :

racadm swinventory

SSTFEREBIREGANIZE , Rollback Version WJRE Available, 5B4h, iHIC T FQDD,
2  (FERLTHSERIRIZSEELY :

racadm rollback <FQDD>

EXESER |, 529 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM #{THRESEIER ) .

{#F Lifecycle Controller [EI;&RE £

BXER , 5205 dell.com/idracmanuals _E12{tHY Lifecycle Controller User” s Guide ( Lifecycle Controller FAF¥8F ) .

{£F Lifecycle Controller iIZfE/Rk 35 EliRE &

BXER , 15509 dell.com/idracmanuals H2{AY Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller
Remote Services TR T8 ) »

Pk & iDRAC

iDRAC SZHFIMNEIERZIME | LIRS SAY DRAC, FEHIITTEFANAIKHEMEEIRFT BIEEAA 5 SRR | BHITLUTER

1E:
iDRAC 5| SEEFSMNERE 5| SAIME,

%%@%ﬁﬁfﬂiﬂ%ﬂ LED $ERITLAKEY 172 FORGEERINNR,  ( LED I T TR AETURSS =RVEHE | 1T 70 R TURSS 210

« S|SERIELEERN SD R,
+ {3 Windows BFRSEHG SD RI&ZUILID FAT 1830 | BREER Linux IBERGUSEEZUIL)I EXTS 18K,



1% firmimg.d9 £%% SD K.
¥ SD RIEAIRSES.
5| SRS SD & | 1EAMREY LED 18T e EfIEEIAE |, 8N firmimg.d9 , EEFi¥RAE IDRAC , SAJGEH5|S DRAC,

#H RS ARECE X

BRI RSEE , B4E BIOS, RAID, NIC, iDRAC, Lifecycle Controller fIRI4EFK (NDC) E&MAM EEREAIEHELAR
XEBANEERE. SHRFIEEEERENIE. TRNERIEMT. SOTIERNM , ERTLUGSIHRFE vFlash SD £
BB EEE (CIFS, NFS, HTTP B HTTPS) .

ERILASAfIHRIETFRE—X. B BREHF RS SR ENERED.
ERTLAZEIR IDRAC , RDfERRSS RRECE S 1 SR RIS EIEADT,
EHTNRECFRBIFT |, IDRAC Enterprise ¥FAJIERALLLINAE,
TEHUTEMIBRIEZAT , BIRR -

Collect System Inventory On Reboot (CSIOR) ( &5 | SATER SRS [CSIOR] ) E/E8M. MR CSIOR ZRNEmM&EHIE
e, BERUTER :
System Inventory with iDRAC may be stale,start CSIOR for updated inventory
% vFlash SD REHUTEMD | IEHUTLATRLE
— VFlash SD REHEA. BREFREKL.
— VFlash SD RBZE/) 100 MB RIR=TEIATFMESED X4

ENHBESTINZNAPEEEIE. BEEER , NIRRT RSSEH S HR/EREEIRE,
BIDEHBICHE Lifecycle HEH,

@ | 3%: IREFE Windows 10 IRIERL LA NFS S RS #FE B X B E 0 S H AR SR B X B2 913, B7E
Windows IhgEs B A NFS Bk

5 iDRAC Web # H #&17 ARk 5 25 ic & 4

Z(#R IDRAC Web AEEMDIRSARECE XM

1 %£Z iDRAC Settings (iDRAC i%&) > Settings (i%Z) > Backup and Export Server Profile (Z{3MSHRST[AEICH) .
ILER#$ 27 Backup and Export Server Profile ( &0 1SHARS=RECEN 4 ) TWA.
2 ERUUTSRIZ — (RS0 R
Network Share (RI%3£E) : £ CIFS B¢ NFS H= HRFEMDIHIRE.
HTTP 8 HTTPS : 18id HTTP/S MAHERMIG R M SIS IRIFEIA IS4,

O | 5%: %% NFS #£% /5, 7 iDRAC %, IEMRFSATEEEALE. XN TIREH DRAC ZeH.

3 MINESHI File Name (3z#48) . Backup File Passphrase (&Z#434-#0IEIE) (@i% ) . Confirm Passphrase (#iA®EHLE
18) #F15.

4 WNSRIERE Network (RI4R) {EASUHIE | ERMINENAINGIRE.
®| i EIREMEHEZER, BUAENARANEBRERTREN, CTERT S SKREBITHRERN.

BREFRIVSE | 1525 IDRAC Online Help (IDRAC BEXHI#BED ) .




£ RACADM #RSEECE

(5 RACADM F1DIRSSSRECE XM |, 15{E systemconfig backup &5<%.
BXELEE |, 555 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
WwSITRESEIED) .

I B F B IRFFECE XX

JLSAMIIETE—X. BERBTHEMIRS sSRECEEED.
i IIRSSRECE XM EMEDZAT , BHHR

« B2J3H Lifecycle Controller I Collect System Inventory on Reboot (CSIOR) 1517,
« EEAREIEY (NTP) , (SN ERBASFTINE TR FAISSFRZE TR LR T— MR A9 IR A,
% vFlash SD REHUTEMD | IEHUTLATHRLE

- A, BRFM#FIAMN Del SZH5AY vFlash SD R,

— VFlash SD REB BT EIFESE DT,

@ | 3%: FXHHER IPv6 IBTRIRSBRE BN EH -

£ Web 7 XAk 552858 B XX B sh& 43

B RIRSREEX G ENED |, BHRTIATRE

1 7E£IDRAC Web R , $Z iDRAC Settings (iDRAC i&E) > Settings (i E) > Backup and Export Server Profile ({315
HARFREECH) .
ItA% 27 Backup and Export Server Profile ( &Hf1SHARSSSFECENY ) TWHE.
2 ERUTSRIZ —RESEH XGRE
Network (FI4%) , LATE CIFS B NFS HZ= HEFRN A,
HTTP or HTTPS (HTTP 8 HTTPS) {5/ HTTP/S M/ EMIS{RIZRD SCIFIE,

3 EINERIDH File Name (37f£48) . Backup File Passphrase (optional) (#3518 [AIi%£]) F1 Confirm Passphrase (#§
INFIEEE) .
4 SNEREREE Network ( W48 ) EASHAIE | IBRIANBIRE.

@| A EIREMERZREN, ENIENAFAINEGERTRFN, UAERES SKREDFHRFER.

BXAEFRANSE , 15215 IDRAC Online Help ( IDRAC BXHLESEN )
5  BAT Backup Now (SZED&) .

EMRBAFIG | A TR RIEHEBRE R BRI IREN R RTER L. AEIMFIVASE— LT RAES S  BOET
— P ESEEERR L. FDIRSSRECE X HRFOAEI IR B IREHAT.

{£/ RACADM XAk 55 s EC E X B ah &4

EEREMED  BERUT®HS :

racadm set lifecyclecontroller.lcattributes.autobackup Enabled



EHRIRSRECEXHED | BEAUTEHS

racadm systemconfig backup —f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom <1-28,L,’*
> —-dow<*,Sun-Sat> -wom <1-4, L,’*> -rp <1-366>-mb <Max Backups>

EEELRNEMNIL , BERUTSHS

racadm systemconfig getbackupscheduler

EERBEMEMINEE , BEAUTHS :

racadm set LifeCycleController.lcattributes.autobackup Disabled

FEEREMDITK  BERUTHS :

racadm systemconfig clearbackupscheduler

BXEHER | 15215 dell.com/idracmanuals _H32{f iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wITHRESEERE ) .

FABRFAFECE S

A ERENREXAS AR RE—aRS RNk ENEMMATENS ISIRSH.

SNIREERFEN,
@ | F: MTFTRBE, REMSFEMZHCHPORBFZLHER. TRFEERTREERNH BT EHHHEREE

—(IERFEENRGEYE. MREGFTHERAER—MIE, BIMETEETESAERSFELSFNEGFHAS
PITSNE(EZRT , #RIBAT Lifecycle Controller, YN5RTEZER Lifecycle Controller BISEISANERME , BERUTER :

Lifecycle Controller is not enabled, cannot create Configuration job.

LSNBEEH TR |, IREERENSNRE  BETUTHERES

Restore is already running

ENEHEICRE Lifecycle HEH.

\
L2 N Y
EERRSHTETNERE , BIRNERINEER LGB NIRRT EUE

o RBIRFITE
BRI
FERIESUE
UEFI Diagnostics N FIf&f%
RABLEIRE—BIOS, iDRAC FINIC

Easy Restore {FH Easy Restore [NfF/FERERBDEUE. UIEFREMAGTHBERSNRT , BIOS 2EiF IDRAC FHRRIGERSFDHIE
. B— BIOS FESEREAFRIRSIRE. AU UEF 2N EER. 551 BIOS RESIERERREAEBIRE, WRE
FEFE— BIOS FE ERAREIE , HEUNRERBYEMARRERSFE , WESBXERE—1 BIOS F&E. 51 BIOS

BERLETR—R.
®|#*:
NHB/ERH CSIOR Y , A28 MESAMEIRE. FHIRERH Lifecycle Controller £ CSIOR,

REERA 2 NBIERRIES F iR AR ETE.
BIERASEMEMETE , FINEMIR &, vFlash HUEEIE-FEUE.



£ iDRAC Web F H SNk Fac & X4

(3 IDRAC Web AH SRS ARECEX M

1

45 % iDRAC Settings (iDRAC iZE) > Settings (iZE) > Import Server Profile (SAREF[EEXH) .

¥ E7 Import Server Profile ( S \RSSE8AECE /4 ) TUAL

ERAT™ME—TUEESR D] HRME :

+ Network Share (RI#3L=) : 7£ CIFS B NFS HE _HREEMH .

« HTTP/HTTPS : BId HTTP/S M{HMERIS &M S IEGRFRI A M

EINZOHY File Name (3Cf£48) . Backup File Passphrase (&30 #4F%i581E) (A1) F0 Confirm Passphrase (#f§i\#iL5E
B #E.

BMANFDH File Name (3C#h8) FIINZEZMBAEIE (71E ) .

ANERIEE Network ( FILE ) EASMIHUE | iBMAMBKIRE.

®| i IR EMERAFEEN, ENTESAFINEBEANRTEN, UAERES SREDFHFR.

BXAEFERISE , 215 IDRAC Online Help ( IDRAC BXH1#5EN ) .
79 Virtual disks configuration and hard disk data ( I EEF LR ) R TES—IN :

EP’JreE's,;E\‘J,; 7(k fRER ) — (REE RAID 3. EMHE. HIRRBUARKPAVEREE | F A RS ORGSR FEREIS R

+ Delete and Replace ( IPRFHE iR ) — 4§ RAID k31, EMHE. EHREMMARTIREREEEMAR  FRSHEX
(BRSIENESEE =5

BEIA.
RS ERECEXMSNFFERD.

{5 RACADM § A\ B 552380 & 304

E(HA RACADM B NRFSERECE XY , 1B systemconfig restore #5<>,
BXEZER , 527 dell.com/idracmanuals _HI2(HY iDRAC RACADM Command Line Interface Reference Guide ( IDRAC RACADM
WwITRESEIED) .

i SR BRAE NG

WIEEEIRFS

1 ENERXA.

2 BN ESERTIER Lifecycle Controller,
3 FNRRFTFF.

4 IRENEHNEER RS ETTK.

5 FHRHXH.

6 IDRAC E{ffiERFEEETK.

7 IDRAC EFiEH.

8  HEHNENRSFITHLUKEERET(E.



EREMARZERET RN IDRAC

AT LA{EF Dell Management Console &, Dell OpenManage Essentials ZR3EF0MN iDRAC, AT LA{EF Dell Remote Access
Configuration Tool (DRACT) k&4 iDRAC. EFTEHFIIRE Active Directory, BXBLZ(EE , 58IEEMIIEBFIER.

RS RECER EX M — SAMFH

RS ESECER BN/ (SCP) AFESATISHIRS 2sE B 4.

BRI LA EIRIEFIMEEHEE (CIFS, NFS, HTTP & HTTPS ) EAFISH. {#H SCP, S LUEEHEASHEE BIOS. NIC
0 RAID NEMHRBIECE. EILUE SCP BAMSHEAMETRIEE CIFS. NFS, HTTP 8 HTTPS MEHZ, EaJLISAFISH
iDRAC. BIOS. NIC 1 RAID FIBNECE X H TS Bl WESR—BIG2EBSH.

PSR IEEESTH SCP M S AR S , SERRESR | EFSNARE.
BIY GUI ERIS AR SHERICIEIFL, BIZE(FUFIREFEERIATS.

O© | 7: BFrHREZ LR P it

O | i SAUNEBEEMRASARS REE . CRELEESANERRSJEEH. 5, SA xml,
O | i MIESHAHER (EALL) , FREFLEIFM. P, export_system config.xml.

® | iE: SCP UZPMEFHBIHRBETREENAT A MEL., BE—LRGEED, RERUSHTREHRERN, REFTHE
YEAFHEMNTRE. HARERE, SCPWREZEERMELFHAMARE. EF{FIE ConfigResult B, LURERR
EMFLENIERE.

BIOS ¥ &3k F2 PR 25| SEE

UEFI Secure Boot 2—IAN , BL;EERTE UEFI E{4FN UEFI {ER S (OS) RiFHAE s IIREAR LT £ K. & UEFI Secure Boot
PR EMNMAG B EIE P TIOIEAIEI |, S S INEENETT. Secure Boot AEMRER , HES |ISHNENEET
BHTEBHIEE - FeEE. S RIRERRS | SIEHER.

FE—oIi REWHZO (UEFD) 1817 - —SRIFATRS |SAREFRERITILAIA |, fB07E UEFI SISBERENX T Secure Boot, T EHLRSGTALN
. ¥R HNEHRERARMUBPEATEH TIMELMEE ERFIE. {F UEF SSER—HB% , Secure Boot 3R 7 TA5 S R
R TR,

JBART , UEFI Secure Boot PEIENNERERZRY UEF IZRRIRGNTER , B BEEHEARITFREBIT. W MZEEH Secure Boot 4
BEIIE AR E R RIR B IREIERT.

7 Dell 55 14 (RANERMRASHY PowerEdge ARS8 L |, ERILAERARRISE ( RACADM, WSMAN, REDFISH, #1 LC-UI ) RIS
FH Secure Boot IHAE,

GIE: 3:3: 008 E R -5

Secure Boot HRIETE PK HREE—NEHA |, (BATEEE S NEAMNT KEK th, TEHEERIERT , FathismsiEailastir5/,H PK
SIRIAIFALR. SB=7 ( BN ERFHREMBETIRFIRME ) 48P 5 KEK PR HBAXMAIFALE. XE—K , FEREESRSE=S
BRI R AR db &, dbx iRINEiREE.

Secure Boot FBEfER db F dbx MRS | SMUESEFNIT. AT EEMUESUET LT . BRRS do PEESHEEGIERE , M
25 dox PEVESHEEIEXRER. &3 db 8¢ dox BINBHAUH TN ER BT T A PK 8 KEK 848, B3 PK 8t KEK AEHYE(A
S EBH MBI ER PK 2.



&. 13 ATREZ AR

p—— R S TEBHNXT RS RIFBAIER
PK X.SQQ W (PRSI DER 1 .cer =
ﬁ:zuit ) .der
3 crt
KEK %@%9) ES (RIR—#HI OER =T
* 2 .der
NHEARE 3 .crt
4 .pbk
DB #1 DBX XW‘E%Q) UEH (BRI DER 1 .cer =1
=T 2 .der
EFI Y& ( &%t BIOS 1B3itEH 3 .crt
SAMGHEE ) 4 ofi

BIEBERS BOS RE FTNRRAZEHULILRARE5ISIRERENE. BRERSR BIOS RE , BN BRSETETA SR
AR F2.

MANMERT  FRARE5IS , FERKRESISRKRENNE. BERERE5ISHRE  BWBRARE5(S.
L2225 |SBNIRBANE | ERAAFGESH [INENIAEBMEGREERETIE. WDStVER. IKafER. 5t
ROM #05 | Si#fEFIZ 21T,

o EERRSSER LSRERIOSRAIFEREE S | WIRFE Secure Boot IEBFMEXA DB FiEMEBEANESR, F , #7045 “Secure Boot
RIR" BCEN "BEX" .

¥ "Secure Boot Zklg" EEEN "BEN" B , EEWREBIAER FRETIMNEFARELEPIIMEG (EaT LSS EARAEEBTIM
&) . ¥ "Secure Boot HRHE" BLEA "BENX" AFEHTEWNLTHRE : EE. SH. SA. Hik. 23R, ESMNEIE
B, FRXEERE , STLAEE “Secure Boot FKH&" .

1 "Secure Boot tRlE" BEEN "BEN" LSBT , LASSIFE PK. KEK, DB #1 DBX L@ FEREIIL FTHSFME(FEIRIE
PEIEX - SH. B k. 230k, EENSPESE. SULIETRTENAGHESREEXNFRITESRIEIREE (PK /
KEK / DB/ DBX)., B0 ENSEERTHITESA. BH. RRNESRIENEE. HRETERRBEER  MmERRBBATH
HEE. “"2£2MiR" 1 "2XEE" REENERKEETMANRIE. "M Skt "BEX" RIEPRREIERIm
GRE, "FEE" SR toE 8 "BOA" IEPEEX PHREIEPAMGEE,

BIOS k&

BIOS RkENREAIFENFIERIBGFEIRE BIOS, MRERFFET BIOS EihFHEIGNERIASZEIF WA BIOS , MEERE
BHEE., ETLBEEER RACADM B BIOS IkEHNTE. EHITFELN BIOS kS , 15505 iDRAC RACADM Command Line Interface
Reference Guide ( iDRAC RACADM a3 {THREZS %15/ ) , ML : Dell.com/idracmanuals,



fid & iDRAC

BT DRAC AJECE DRAC B, REFRFLIRIREER , LITIZEEEES.
1&ELE IDRAC Z a1 , I5TRREELE iDRAC MEZIRBINSSTIFAUNINEEE , FEFHAFANFANE. BX DRAC FaIZKIFaIHIINEERIES
58 , {528 iDRAC ¥FaIE,

1SR LAMERLA T AIEECE iDRAC ¢

iDRAC Web RE

RACADM

IFEIRSS (1B&19) Lifecycle Controller Remote Services User” s Guide ( Lifecycle Controller Remote Services FEFP$8Rg ) )
IPMITool ( i5&[5 Baseboard Management Controller Management U'tilities User* s Guide ( Baseboard Management Controller &8

RAEFAFER) )

BERELE IDRAC :

N O o N W

ERE| IDRAC,
WERE  ZMNBIRE.

@ |32: tnREEEE DRAC ZAEE, 7E IDRAC IP #HHR BT /@b (/0 IDRAC iR E AR, RERKILSE.
BcE131a) iDRAC RISRH.
ECERERER.
MBRE  BEERANE.
MBVE , ELERXFIREEEINY (NTP),
#217%| iDRAC RILAMHISIEBES A
IPMI 8 RAC &84T
IPMI Serial Over LAN ( IPMI LAN 8347 )
LAN _E IPMI
SSH 8 Telnet 2 i
IRENFRERIET.
RINFIECE BB PRAY DRAC AF.
ECEFS AR FHMAZIR. SNMP BaERtak IPMI 224,
MBEVE |, IRBINE FIRFEEE.
BRLXERRER.
MBYE , EERINEHISFIEIRAE.
NBME |, B vFlash SD &,
MBRE , REE—5I188E.
MBEVE , 1§ 0S IRE ) DRAC Hil.

Ht
&

BE DRAC 28
ERMEIZE
FIPS t&=;
ECERSS

BCE TLS



5 VNC ZFinEIRiniE RS a8
ECERIEREE

ECERT XA NTP

REFSISIRE

[EFEERZEA OS 3 iDRAC BHi@
SKEGIEH

{s5F8 RACADM EgEZ ™ IDRAC
ERpRLMERENZRS LAY DRAC BLE

EE iDRAC 52

AL EE iDRAC IEAEM.

£ Web R HZ%E iDRAC 2

£ iIDRAC Web FREH , 5% iDRAC Settings (iDRAC i&E) > Overview (#f¥)
B, 1325 IDRAC Online Help ( iDRAC BXALEEES ) .

iDRAC 4152

o IREHED

o BE{FhRA

o EHRRA

- [EHEH

« RAC Rt
IPMI B2
BTRERISIEEN
HRISTEE
IPMI Bz

iDRAC PR &515i5R
EEME

STHRHESE 1D
ST SR 1D

LTI E
« iDRAC MAC i1t

SEEDRY NIC 0O
DNS &4

BT IPV4 T

. IPVAEEH
« DHCP

o HEIIP HEE
o HREIFREERS

, LIEES iDRAC HBXAILATMER.

BXEME



EEI[ZES

+ {s5F3 DHCP 3XBX DNS fR&388ibit
MBTENE DNS fRssee

«  LEi%5H DNS fRS5EE

HET IPVv6 B

- BRIPvE

- BfE

o T IP Bk

© EEIIP X

o HERSZHBIBNE

+ {3 DHCPv6 $XBY DNS
LFIEI% DNS fRS5 88
LF0#5F DNS fRSS28

{£F RACADM Z&E iDRAC 8

H(FF RACADM &% iDRAC 58 , 15215 dell.com/idracmanuals _ iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM #%> fﬁﬁzﬁ%%}‘a/%' ) HRMHY getsysinfo & get F@pd,

(P

{53 IDRAC IR B/ FTEFECE IDRAC MZIRETS , BUAEJLUEIT iDRAC Web 5RE. RACADM, Lifecycle Controller, Dell Deployment
Toolkit 1 Server Administrator ( 5|SZEEMERAR ) EXURE. BXTEISREENFMER | BSRENAYEFIEE.

E($F3 IDRAC Web FHEEY RACADM 1EIMBIRE , W ME BRI,
® | i BRI E A sk (4R ) iIDRAC B9 BTRI48 1 h T .

£ Web FHEIZEMKZIZE

EZHUIDRAC MLRIRE :
1 £ IDRAC Web SRE"H , ¥ Z iDRAC Settings (iDRAC i# &) > Connectivity (%3#%) > Network (f4%) > Network Settings
(MERE) .

VEEIE AN AT

2 IRIECHERIEENSEIRE. ERIRE. IPv4. IPv6, IPMIFI/E; VLAN IREFHET Apply ( A ) .
UNER35%EH% Network Settings (FI421%E) THY Auto Dedicated NIC (BEZ1E A NIC) , N2 iDRAC AI NIC IETTH LOM (1, 2. 3
8 4 ) 7B iDRAC £ NIC H4&iNZI5EERT , iIDRAC R NIC IEILAERERI NIC, MNRKBHEER NIC HialE5E
¥, ABARR IDRAC (FBH= LOM, NEZEATRER AR , kK28 30 7, EaILAER RACADM &, WSMan BiE It
E.

BXZFRIER , i5£05 iDRAC Online Help ( IDRAC BXHLESEN ) .

At RACADM &M E

BRI AMERMSYIE , ERxmS

racadm get iDRAC.Nic



EE{HF DHCP 3k18 IP ttblit , 15 THEHAIMSEAXIS DHCPEnable /3 FALLINEE.
racadm set iDRAC.IPv4.DHCPEnable 1

ATRBIN B FE RSB ERTRR LAN &R
racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP O

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

® | 7+: 254§ iDRAC.Nic.Enable 3§ iDRAC.Nic.Enable i & % 0, MIBEIf#/E A DHCP, iDRAC LAN &2 FERARE.

P el
Ao E IP ifik
BRT FAFSIEZ SN | 5i8]) iDRAC BRI TSR ESNR SN :
o P FEESIREIVAE] iIDRAC FIZEFiRRY 1P HIBTE. BERBENERA IP it SIEEEEHTIIL  FHMUITFAE P RS
ElRREELLEE) iDRAC, HittFrEERIEKEPSWIEE,
o T P MBS RESRAMET , SEINZIIHEFUAIEEKERER DRAC, BRAMEZRRE |, BHEHE 30 WEB
RER, IRERKMGBIRIR , (NFE 60 ERRER.

BEEISE |P Ml ERARURE AR | XEESHRIBIEEREC. SRPAERE | SRR LICRISHIBIM T ERERTE
ARIGEIR.

@ | 3*: tnRKkBE Fin IP it BEFEREHEIE, L% SSH BRI B RTS8 ssh exchange identification:

Connection closed by remote host (sshexchange #riH: ZEEHIZEBENXHAD) .
® | 3E: MR %(EM Dell Deployment Toolkit (DTK), HXMRHIEE1E2 (Dell Deployment Toolkit /5 #5E) -

£ iDRAC Web RHEELE IP ik

BWRER "BE" SERZBEHITIXLEER,
EFE IP % :

1 £ IDRAC Web HES , %% iDRAC % E > HEHM > W% > M4BT E > SHMEKEE.
PN DT

2 BEEERMERE.
REEN£E 2~ Network Security (gL £) @,

3 {EA 1P MESEERD 1P SEEFRIEEISE P ffEiRE.
BXZRIMESEE , 5518 iDRAC Online Help ( IDRAC BAHEEES ) .

4 EBENAREFERE.

BEFPE LB — FIPS EEEBAFNAIZAGSBERN—ENE, FIPS B EEHE FIPS 140-2 1 RIVEK, WFEX
FIPS (NEZ(EE. | iB2IRFTF DRAC MY FIPS FAF4ER.

O|3x: B FIPS 83, ¥ iDRAC ERABINRE.



£/ RACADM B & IP ik

BB E "BE" R BEITIXESE,
ELE P %1% , {s8F8 iDRAC.IPBlocking BRI T RACADM X445 :
¢ RangeEnable

e RangeAddr
RangeMask

RangeMask B4R AFENAY IP #EHEFN RangeAddr B4, WNIRELRER , MHENIERIEKFEEISIEE] iDRAC, SEEISMNY IP i
WEFRESHEER.

MRUTHRANSETE , EREMER

RangeMask & (<incoming-IP-address> ~ RangeAddr)

& RAUMEE
” BADRA - 5
IP 97~

LU RACADM €542 82 192.168.0.57 LISMGRRA IP Hiflt

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.255

ESEFRIRHEIRI—EAIY/MESB IP Bk ( FI%0 , 192168.0.212 F| 192.168.0.215 ) , MISEIEERE P IRERRF MILASMIFRENAL
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEEENREFHIREN 252 , H#HFIEF/9 111111000,

BXEZ(ER |, 555 dell.com/idracmanuals HI24tAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #8175
58 ) .

FIPS &3¢

FIPS REEBFRIBIISAAVRERTHENNLZSIRE, MR iDRAC 2404040 FHA , IDRAC SZH5EF FIPS 183X,
153k IDRAC JS3R1BIERIAMELASTH FIPS 183,

Y B FIPS #=3\F13% 15 FIPS I&iERIA[E]

BB SRR RIIER R TIERVAFR /9 FIPS TAIE. TSRk FIPS ATsRIRTE) , FHEERTBMRAE iDRAC EBaLIE. BX
iDRAC K9 FIPS ISIFRIRFTIASHEREE |, 1555 NIST Web st EAY “Cryptographic Module Validation Program”  ( JIEEHEEREG TR
) WH.

BH FIPS &1

B FIPS £ 7% iDRAC EiZ A BANIRE . MREBERERE, STEMREH[EESCH (SCP), ARBEH FIPS &
&, H7EE iDRAC FHE SCP.




@ | MREEEMRLRIR DRAC BEfF, FIPS B,

5 Web Fm/EH FIPS &5

1 7£iDRAC Web REH , SfnZE iDRAC Settings (iDRAC i&E) > Connectivity (IE#E) > Network (f4%) > Network Settings
(M4 E) > Advanced Network Settings (FHEMEKIXE) .

2 fEFPS AT, HEBEAFRAENA,

O®| 3 B FIPS #A 21 DRAC EiZNBIALE.
3 RGATTAS  EREHAER, BE oK (BR) .

IDRAC 7E FIPS RS, S50 607 , ABEIERES DRAC,
4 2 DRAC MUHSIBIS.

O©| 5 BRikey SSL IR FIPS BRHFR A .
® | S¥: Fu DRAC BE, 0 IPMI 1 SNMP B R ASHE, FXEES FIPS,

£ RACADM EF FIPS &=

{58 RACADM CLI LABATLAT#S -

racadm set iDRAC.Security.FIPSMode <Enable>

#* M FIPS &3¢

BEA FIPS R, f8uwiiig iDRAC iR BUAIRE.

BCEARSS

1&B]LATE iDRAC EECEREALITIRS ¢

AibEeE EFANIE RACADM #[1 DRAC I E N FIRERFZELE ( NEHES ) 58] IDRAC ELE.

MILEERSS S [EFEXY iIDRAC Web RERIIAIE, WNSREEEFHIZ Web FH. ITfE RACADM AR, 1B RACADM
EFEF Web IRSSE8FIITFE RACADM,

SSH WiZEfY RACADM i8] iDRAC,

Telnet 1BIdE4 RACADM /58] IDRAC,

iTF2 RACADM AE5A) iIDRAC,

Redfish [E A Redfish RESTful APl BU3Z4,

SNMP {12 £ IDRAC HfEFEXT SNMP 2if) ( GET. GETNEXT 1 GETBULK 182 ) AUSZI,

BHNERHRERE BRLXEFHERFEES.

EF

VNC R332 BRHEEHAE SSL 1N B9 VNC BRSSEE,



£ Web A EECE RS

FE(FHF IDRAC Web REE SRS :

1 7EDRAC Web R , $Z IDRAC Settings (iDRAC i&E) > Services (FR%) .
B R Services (FR%%) TaM.

2 IBEFHREER ., SR Apply (A .
BXRZIRENERE | 15217 IDRAC Online Help (IDRAC BXH1E5ED ) .

| 3%: #&273%h Prevent this page from creating additional dialogs (PRI I TTEBIMIMAIRHEIE) HIEIE. HEIBHIETRSE

LA ERRSS -

£ F RACADM B B R %

Z(#EF RACADM JSFEFNZERRARSS | 151 set ApSHILA FRISAFAIRIR :

¢ iDRAC.LocalSecurity
¢ iDRAC.LocalSecurity
» DRAC.SSH

¢ iDRAC.Webserver

¢ iDRACTelnet

¢ iDRAC.Racadm

* DRAC.SNMP

BXAXEHRINEZSE |, 1527 dell.com/idracmanuals _H124HY iDRAC RACADM Command Line Interface Reference Guide
(IDRAC RACADM #{TRESHIEmM ) .

BRZHE HTTPS EE(4]

ANERETFSEIA IDRAC IEBHEXATEES ERMAEMN HTTP BEIEERZE HTTPS SEAIRIHEBERTEX B/ , EalLURRRLATS
ECE iDRAC : ZEFAM http iR ( BRIA 80 ) EEEME https im[ ( BRIAA 443 ) . BRAER T , BROTERIRE. Bt
ERE IDRAC LUFLLZBEX. MRZALINEE , 2B~ —FKEHER.

1EWRER "ELE iDRAC" R BEEFIEEEA HTTPS EEME.,

TE/S Pk 22 i INRERT |, 87K Lifecycle Controller BESSHIER—N 514,

FEF HTTP B HTTPS HEEM :

racadm set iDRAC.Webserver.HttpsRedirection Disabled

EFA HTTP 2 HTTPS EEM :
racadm set iDRAC.Webserver.HttpsRedirection Enabled

EEE HTTP 2 HTTPS NEEMAARE :

racadm get 1iDRAC.Webserver.HttpsRedirection

BCE TLS

BOAMBESRT | IDRAC BCENER TLS 11 FIESIRA. ERILAECE iDRAC LAERLI™ES—IN



TLS 1.0 HIEShRA
TLS 11 FIEShRA
PR TLS 1.2

O | % BRRR LR, Del @IER TLS 11 MERIA.

£ Web RAEECE TLS

1 %£Z iDRAC Settings (iDRAC % &) > Services (JR%E) .
2  BAf; Services (BRS%) 1%INF , SA/S5EE Web Server (Web fR3588) .
3 TETLS Protocol (TLS ) THIFIZE , &8 TLS kA , ARG Apply (RZF) .

1A RACADM fit & TLS

BT TLS FRERIARA :

racadm get idrac.webserver.tlsprotocol

BRE TLShRA

racadm set idrac.webserver.tlsprotocol <n>
<n>=0 TLS 1.0 FIEShRA
<n>=1 TLS 11 FIEBIRAE
<n>=2 PR TLS 1.2

{£H VNC B RinEIRmizAk 5525

{s5F8 Dell Wyse PocketCloud EE&TANARBENKERT . EaILAFERMENTTR VNC BRI REIRIRiERSes. SERPOFHIRSE:

{ZIET{ERT , iIDRAC SR ERASHEIRAXEIER L FAEHIR. RSB RTFHMts SMS BXEIBsmgELRAVENER

HENEIRL FAY VNC EEBNBER. Itk VNC BEESETLUEERIIRSSS AR ERS/ ELWISIRER | FHEMERSERE, YR
BAREN RS 2SAGHIIRRSEH T ENN. B3I VNC BFiRZAT , ISR VNC IRSEHECE iDRAC FfY VNC fRBESISE
(f5an , BB, YNC w8, SSL INZEFMERE ) . EHTLAERS iDRAC Web FRHE, RACADM RECEIXLIRE.

@ | ##: VNC ThEERERBIFATRITIAE, 7E IDRAC Enterprise FFAIE R .

RETLAMNIGF S VNC R FBfERFa s E 2 i (4 RealVNC & Dell Wyse PocketCloud FREIFBRIIR ) AR TiseE,
2N UNC BFIHSIER LIRS, SNRIE0FTREER,

90 VNC 1EERD , W REEEREaEIIER A MR EIIEH BB R KB aEMUN R,

WNRMBTINZCEZERA |, N VNC ZEFIRIEEERDE) RFB IBF , H#EAEE SSLIEF. £ YNC EFimiEF (RFB B SSL ) HAlE , anER
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o ED— LOM STFEFIE.

Q| F: (ERABRIAR IP itk #fR USB NIC #O8Y IP #iiit5k7E iDRAC X341 OS IP Hulit FREERIE— ML FR. R IP it 5+
ARG A RE RO 1P HuhibhsE, MG sul 1P Hbtit.

@ | #%: %215 F 169.254.0.3 71 169.254.0.4 IP it . XLk Pttt R4 A/A BAYERY, ST TRIER LA USB NIC SEOREZ.

@ | 3¥: BRI NIC ¢ABARY, TTREFZi@iT LOM EEM EHLARE S50 iDRAC. S, TTRAfER iDRAC USB NIC \EHLIRES[RIER
4i5kifid iDRAC £ F NIC £4pEBRIZE175i8] iDRAC.

Y3 OS F| iDRAC EHiBINRERF

TRIEM T SEHEId A LOM LI OS 2 iDRAC EIBINAERI-RHIFIER.

. 14: @2/ FH LOM L3} OS 3 iDRAC Hif — Z#FHF
%7 HIER il
NDC Broadcom

* 5720 QP rNDC 1G BASE-T

Intel . x520/i350 QP rNDC 1G BASE-T

A& LOM Rt3r#E 0S Zl iDRAC E@INRE.



¥ #% USB NIC BV 1ER S

4 USB NIC B ERFB4E -

e Server 2012 R2 Foundation Edition

e Server 2012 R2 Essentials Edition

e Server 2012 R2 Standard Edition

e Server 2012 R2 Datacenter Edition

+  Server 2012 for Embedded Systems ( Base I SP1HI R2 )
e Server 2016 Essentials Edition

e Server 2016 Standard Edition

e Server 2016 Datacenter Edition

« RHEL73

e RHELG6S9

e SLES12 SP2
« ESXi60OU3

e vSphere 2016
e XenServer 71

T Linux BMER G | iEESEEHIRIER S LIS USB NIC EEE 9 DHCP , SARBEH USB NIC,
XJF vSphere , %% VIB X4, SAFSHBEA USBNIC,
®

L4 VIB 30

3T vSphere ##ER% , 7E/EFE USB NIC ZRBl , %% VIB 3T,
BRAEEVIB X, BHUTLATRE

1 fEF8 Win-SCP 1§ VIB XIHEHIZ ESX-i EHRIERSERT /tmp/ K,
2 BEE| ESXi R TIA TS
esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check

SN

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03
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2a7F View Host OS Network Interfaces (& EHIR(ERZEMLED) .

| 5: %1F iDRAC Service Module v2.3.0 5 B &S5 iRA b i ESXi EH32{EZR S, Additional Details (HHMIEMESR) Fiskhag
Description (##if) FIRAUTHERER:

<List-of—Up1inks—Configured-on—the—vSwitch>/<Port-Group>/<Interface-name>

£ RACADM EEF X RIER G ETAHRIMLEEEO

{58 gethostnetworkinterfaces < LA RACADM BEEFHURERF L aTBRIMEZIELN, §XESER |, 15505 dell.com/
esmmanuals _H2{HfY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM G817 8EIER ) .

BERIZHEC I R R R AT

ETDRIRS ST | RS EHIE RIS ZEIRSS Rin IR AR ABIERN MAC Htbtik (WWN/MAC),

RIS BRIl R RO TSR -
HEREINHA,
. e,

RS EEDERY. ITFESDECHY MAC bk,

E£ iDRAC HEE "ImESERIMH" E8 , IB7E OME Modular FEEBEHERITES ERIITHEE. BXFEE , B8N T
dell.com/support/manuals {4 Dell OME Modular User's Guide ( Dell OME Modular FBFP38RE ) . MR ERSZAITiE S Etiibg s |
NHHITIRE EEH SR RESIESELE

@ | ERETESHLEFERERENER, SMIDMAMNERBLFREEHABHREF.

D Bt THRE S B HRARSS RO ECRY MAC ttbtiE , FFESTIRT0 LOM, RERFI I/0 #&R—iE/9 IDRAC L. iDRAC IZF2H ECit
HETHRESTF AR AT IDRAC (REBFRIERFERY MAC ttbtit, (NRERASERIRESEHINRE | NHINEEIEH Q8 EUN RS

IESIE

WNER OME Modular f[EFEITFEHELAY MAC ittt , IDRAC 287~ FFHHAITIE EHI MAC it :



&% > 452 > iDRAC =8,
o ZRY> BRSEE > WWN/MAC,
iDRAC & E > % > HRAIMSEE.

EE‘JZ IF iDRAC &1/

EELIEESRIERE DRAC HIRFPHIARELLBRAIE.

£ Web A E%X 1k iDRAC £1F

SEEENRAAFR RS "B E iDRAC" NRABE[HEFE IDRAC Web FREZ 1L iIDRAC £1F,
EHEEMNZRLE DRAC &1F

1 7EIDRAC Web HE7F , #= iDRAC Settings (iDRAC & &) >users (FIF) > Sessions (£1i&) .
Sessions (R1E) NARETSIE ID. AFE. P HUFISERE, BRXXEBEURIESER | 15505 IDRAC Online Help
(IDRAC BXHVEEED ) .

2 BERIFSE, 7 Terminate (£1E) 5T , BHERIEIEIELELR.

{£F RACADM #£& 1t iDRAC £

B EBEERINRA 88(F A RACADM £1F iDRAC 1.
BEELMFIAFPSIE , B getssninfo 4%,

BER|FRAPSIE |, 1B closessn <.

ﬁ%ﬁ%’rr &5 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
G ﬁ??@’*%?aﬁ ) o



% E iDRAC 1B

ALAERTFENZ—5 iDRAC 1B :

iDRAC Web 5
{55F3 DB EB4S ( RAC EB1TaK IPMI BB1T ) BHTERITIERE - (NER TR RS SFFBER RS .

 IPMI Serial Over LAN ( IPMI LAN £831T)

o IPMIOver LAN ( LAN E IPMI)

+ JZFE RACADM

«  ZKith RACADM

. ImfElRSS

@ | 7*: EfREM RACADM SARKSHGSAEE T, HWRBRMERETEEA USB XEEEMEN. HXBA USB FiEE#
HER, HSRENRIERGRIVIASC .

T TREDA TS0, S5 SR &M

®7: BEER - BR

BEEN B = 0hviand XEHwS SEREH
iDRAC Web &M Internet 1Y (https) NERA MBIRSSEE
{FR®RITES DB B HIT BITHMNY RACADM iDRAC EM4-A92BRLERD
&0 SMCLP RAC EBf7EL IPMI BB{TE 2R
IPMI
IPMI Serial Over LAN (IPMI  EEEFAEER IPMI IPMITool BE&%EHE IPMI LAN £
LAN E&£17) BITESH
SSH
Telnet
LAN L IPMI e A s IPMI IPMITool BEZR%H IPMI iIK&E
=]z
SMCLP SSH SMCLP iDRAC _tHY SSH &k Telnet /5
B
Telnet
i=fE RACADM https ITFE RACADM T2 RACADM BLEHEA
[Elf+ RACADM SSH &4 RACADM Ef4 RACADM BEREFFEH.
Telnet
A ith RACADM IPMI Zith RACADM At RACADM B2t
EIRIRE WSMan WinRM (Windows) WinRM B%&%E (Windows) B

OpenWSMan (Linux)

OpenWSMan BE%&%E (Linux)



BERR STHFHINL XHFNHS FREH

Redfish EFNILEER . CURL E&4HHH. CURL, Python &
( Windows #[ Linux ) . Python &,
ESKFN JSON #&ith

1 BXEZEE , 15517 dell.com/idracmanuals _F12{AY Lifecycle Controller Remote Services User” s Guide ( Lifecycle Controller
Remote Services FAF$8R ) .

T
{$5F5 DBY EB4SIEIT BR1TIERES IDRAC HTE(E
{5/ DB9 EB4RATTE RAC SR{THISR{TIEHIG Zia iR
{#H IPMI SOL 5 iDRAC {TB(S
{#H LAN E IPMI 5 iDRAC iBf&
BB FBirfE RACADM
ESFRZNIE RACADM
BRZEERS LR IPMI
79 RHEL 6 5| SHABIRIEITIEHIGECE Linux
o SZIHHY SSH NS E

. 4= 5 4= —
% DB9 4518 Y R 1TFEES iDRAC #HiTiRE
eI L ERLA ™ME @ E S A R 2R E R RS SNSRI TEEN TR A S RIS -
RAC 81T
IPMI 8817 - BiEEEEMER BB EERIRED,

E A TFIIRRRSSE, BENBEREILRITEE. BXEZES, ES1H del.com/support/manuals i #£H) OME Modular
User’ s Guide (Chassis Management Controller OME Modular /i F#5/)

EENTERITIERE | IBHVTLATRE
1 BLE BIOS LUSASRITIEE,
2 BE1TIE(S DB EB4I N ETRIEAVERITIR EER S B R FHIIMNB R TIEEESE.

@ 5%: M vConsole B GUI Hi§MR% B XAMBRER, MUHEMREEEREY.
3 HREEGARRFERHECER T ERUT™HI—IAy s TiEs
Xterm HEY Linux Minicom
Hilgraeve HY HyperTerminal Private Edition ( iRZ~ 6.3 )

RESERFLNTES ISIETHNE | S BEIF EREESIRMERA RS, XETLUTES : SAC (1ERTF Windows )
0 Linux XAEIES (1&RTF Linux ) .
4 7T iDRAC H[SF RAC 8B1TiERzE) IPMI BRI TiES:,

3T ERITIEREACE BIOS

PRI ERITEEIRECE BIOS ¢
@ | & XOUERTFHEMIE IR+ DRAC.
1 FESENERE.

2 $RF2,
3 %% System BIOS Settings (%&%: BIOS &) > Serial Communication (E{T#EE) .

0]




4 1%#%% Remote Access device GEFRIFEli%&) Y External Serial Connector (4MEBERfTIERERS) .
5 {&kREd; Back (/5B ) . Finish (=) #MYes (£).
6 3% Esc #HEE System Setup (BRZAIEE) .

B RAC HTiER

£ BIOS HECE I TIERES | £ IDRAC /S RAC BB1T,
@ | & XUERFHNLEME RS DRAC,

4\
{5/ Web R /5 RAC B1TiER
[EF RAC BB1Ti%HE -
1 1E£IDRAC Web RE , 2% iDRAC Settings (iDRAC i &) > Network (M%&) > Serial (B{T) .
BERD S B/ BITIRE.
7£ RAC Serial (RAC #1T) T, %% Enabled (2BH) FHEEEERIE.

Bt .
RAC SBTIRECEEE.

£ RACADM S F RAC H1TiE#

E(§FH RACADM [5FE RAC BB1TiESE |, iB{FF set i< #0 iDRAC.Serial BRAIRISR,

B R IPMI SRITERERFLIRIRT

ESH BIOS B iDRAC B9 IPMI BR1TEEH , IBELA MESERAY iDRAC ELE IPMI 81T :
@ | & XOUERFHLEFERIRE T+ iDRAC.

IPMI B4, — i T HliEORTFREREE |, 40 Baseboard Management Utility (BMU) HRE33ERY IPMI shell (ipmish), fFIg0
ZET IPMI EAMERA ipmish FTENRASHEE | BT M -

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

O| = RINMERT, RYonE L6 TR iDRAC FBAEMER.

IPMI £2ImAR T, — ST TERImAIXAT ASCIl 85>, IRTUSTIFEIRERIM<S ( BIERIRES) ) FUWE/17itH) ASCI F7FiE
ARIRSA IPMI 6<%, 8081 SSH Bf; Telnet ZRE! IDRAC , ERIFEEBRIRERRSISFS , &EE BIOS, HHEER [sys
pwd -x] M IPMI £&imiEHRT , LATR IPMI & imtE A S R,

—  [sys tmode]

— [sys pwd -u root calvin]
— [sys health query -v]

- [180001]

- [sys pwd -X]

£ Web F /S A B1TERE

THREEF RAC BB{THEOLUSAE IPMI R T30,



S IPMI B1TIRE .

1 £ iDRAC Web FEH , #5Z iDRAC Settings (iDRAC ##E) > Connectivity (ZEJE) > Serial (HB{T) .
2 7EIPMI Serial (RAC $1T) T, IEEEMRIE. BXBETNER , 15215 IDRAC Online Help (iIDRAC BXHLEEEN ) .
3  EBENA.

{5 RACADM /5 FH H1TiE$E IPMI R R

EEE PV, EEEF RAC BTN, RIEEA IPMI RS,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — &umtE

n=1— EftE

£ RACADM B A & 1TE#E IPMI 1T E

1 ERLUTHSRE IPMI B TERE N E S ENAYRE.

racadm set iDRAC.Serial.Enable 0

2 [HERHGSIEE IPMI BBITREER,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

S8 SVFRIE (BL: bps)

<baud_rate> 9600, 19200, 57600 #0 115200,

3 (ERWSER IPMI BT,

racadm set iDRAC.IPMISerial.FlowContro 1

4 (ERAGSEE IPMI BITEER/I VRS,

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

2% PRE
<level>=2 BF
<level>=3 BIER
<level>=4 EER

5 HRERERIT MUX ( FMNERERITIEERR ) 7E BIOS IREEFHIEMIR ENIRIEHITR E LA X SBITERERE BIOS,
BXRXLBEMHAGFMER | BSHR IPMI 20 #E.

IPMI BT IR INZE

AR IPMI BB TRIRRIAIE B E IR E.

5 Web REEE IPMI RITRIFGER M ML E

R ERIEENIRE

1 £ DRAC Web FE™ , ¥Z iDRAC Settings (iDRAC ¥ E) > Connectivity (JE) > Serial (H£1T) .
FEEN& S Serial (£1T) T@E.

BR IPMI 17,
B4 Terminal Mode Settings (£2RiEiGE)



BEENE B Terminal Mode Settings (& iHiERIZE) THE.
4 (EELAME:
«  Line Editing ( {74m48 )
Delete control ( flpsdEs )
Bl
Handshaking Control ( 24 )
New Line Sequence ( #1755 )
« Input new line sequences ( EINETITREF )
BXZIEMANSE. , 15205 IDRAC Online Help ( IDRAC BXHLESEN ) .
5 BFENA.
KinE iR B E K.
6  HRERERTT MUX ( FMBERTTIEREES ) 7E BIOS IR B IEMRIR B AITEH RS LS X B TEREECE BIOS,

{£F RACADM Bt & IPMI £ TR IBERWMIMIEE

ERBEXRIRENIRE | 1B set a5 idrac.ipmiserial AHAIXISR,
BXEH(EE |, 555 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wITHRESEER ) .

(£ DB9 BB4ERTE RAC 1T R ITIEHI & Z[8]11#%

iDRAC 32§ Esc 875 , IZFF IR ERIF ISR AIIETUBRSS 25 LAY RAC SR{TIEMNBESHTIEHIRR Z AR,

MEBITIEHI G112 RAC £1T

FERITERIRRIPIIRE RAC BITREBERT | 1518 Esc+Shift, 9,

LA E8EE5ISEME iDRAC Login 27 ({15 iDRAC I8 E A RAC Serial [RAC 8347] #8328, ) 8% Serial Connection ( 821714 ) 14
=, IEziEE R ELEHS (G058 iDRAC I&EF IPMI Serial Direct Connect Terminal Mode [IPMI EB{TETiaEEimtE] ) .

4= 4=
M RAC sS{TYIRE| B1TIEHI S

FE RAC SB{TEOBEEIREIBR TIERIGER | 151 Esc+Shift, Q,
ERIGRAT | EEERABRTEHEERN | i51% Esc+Shift, Q.

ERTEHERIT , BREEHREIEE | 181% Esc+Shift, 9,

£/ IPMI SOL 5 iDRAC i#{TiE{S

IPMI L;{AN &7 (SOL) iFiEE iDRAC NERHHEERINAKMERME REENZERATPETXANEHEBITEERE. FH
SOL , f&a7LA :

o IR ERATASHER.

o 7E Windows B Z2=THIRSS (EMS) 8 Special Administrator Console (SAC) L&k Linux Shell HRiZHTEANZR S,

. FNBEREETEERSSEEFEHECE BIOS RERER.



BE SoL EEiE

1
2
3

Fo B SR /TEZAY BIOS,
ERE iDRAC LAEEA SOL,
RSN ( SSH. Telnet. IPMItool ) .

3T ERITIEREOCE BIOS

@ | & XOUERFHLEMERIRSEHE K DRAC.

DN NN -

FEREFEHNESR.

% F2,

4£%|) System BIOS Settings (&% BIOS &) > Serial Communication (F{TiEfE) .
EEUATE :

Serial Communication ( 8{T&E({5 ) — On With Console Redirection
Serial Port Address ( BT [bilt ) — COM2,
® %ﬁﬂ%$ﬁﬁﬁ“ﬁ'ﬂﬂbﬂ?—ﬁi*ﬂ@$ﬁﬁ§ 2 i EH coml, MARLLERITREEFRREAFR, B coml #HITHITE

o External serial connector ( #MZBERITIZERZEE ) -- Serial device 2 ( EBITIREZ 2)
 Failsafe Baud Rate ( #ifE{RIFRIEER ) — 115200

Remote Terminal Type (ITFEZiRZERY ) — VT100/VT220

Redirection After Boot ( 5|Sf5E%EM ) — Enabled ( B2 )
%E& Back (T—2%) , AJGHE Finish (5ERR) .
B Yes (B) LUREEHKL,
& <Esc> $BEH System Setup (RZRE) .

®| 3%: BIOS RHLL 25 x 80 KM %% £1THIE. AT console com2 H4HI SSH BIONFIRE N 25x80. Rig, =
ERNERETUERER.
@\ 3% tnR3| SMBIEFRIRERZIRM BITEREM (B0 GRUB 5 Linux) , M BIOS Redirection After Boot (3|S/E5EE

) ESASER. XA % SMA IR BT OB ER S RER.

B = iDRAC LM SOL

RILAERS Web FRE. RACADM & iDRAC IR B/ FRFERF3KIERE IDRAC HIRY SOL IR &,

£/ iDRAC Web FHEZE iDRAC LAER SOL

ECE IPMI LAN EER1T (SOL) :

1

£ iDRAC Web FEH , #5Z iDRAC Settings (iDRAC i2E) > Connectivity (%#E) > Serial Over LAN (LAN EH1T) .
BEENS &7 Serial Over LAN (LAN LE&#1T) TUHE.

JBFE SOL , 18ER{E , RGHE Apply (RZAD) .

IPMI SOL iR EBPECE ST

BiREFARREMRIEMFRARXRE , i5151F Advanced Settings (HRIZE) .

FEEIA &7 Serial Over LAN Advanced Settings (LAN +£/T5%&i%E) U@,

IEESREMURIEH R Apply (RZAD .



IPMI SOL BRIRERIECE o, XEETMTRIHERE.

BXZIEMANSE | 1BE(R IDRAC Online Help ( iIDRAC BXHLESED ) .

&£ RACADM ® & iDRAC LA SOL

EeE IPMI LAN &84T (SOL) :

1 ERE®SER IPMILAN &7,
racadm set iDRAC.IPMISol.Enable 1

2 (ERAEar<EHT IPMI SOL SR{FAURARS].

racadm set iDRAC.IPMISol.MinPrivilege <level>

¥ PR
<level>=2 P
<level>=3 BMER
<level> =4 EHER

O| s =45 1PMI SOL, FEAMIAE IMPI SOL REX MIBIEIUR. BXESER, H£5 IPMI 20 5.
3 (EASOER IPMISOL IREE,

racadm set iDRAC.IPMISol.BaudRate <baud rate>
O | st EEER LAN ERTHHE, HHR SOLHHESEERGMRITRE AR,
B SLVFHME (E4i: bps)

<baud_rate> 9600, 19200, 57600 0 115200,

4 (ERHSHENREFER SOL.

racadm set iDRAC.Users.<id>.SolEnable 2

8% i
<id> M—HIEF ID

® | 7F: EEEME LAN EBRITIEHIE, §R SOL B 5ZERGIRFETEMARE.

J& RS s

SZHEEOEMY 9 IPMI, SSH ] Telnet,

5 Web A1 /8 AR 1Y

EESA SSH 8 Telnet , i5%5%! iDRAC Settings (iDRAC X E) > Services (BR%) , 319 SSH & Telnet $8Rz1thi%#E Enabled (BB
B .

EEF IPMI, i5%5% iDRAC Settings (iDRAC i&E) > Connectivity (E#E) , F5%#E IPMI Settings (IPMI&E) . iR
Encryption Key (IEZES) BELAT , EFRERBLIESRTEEELATFH.

{5 RACADM /3 A3 2 #a018L

B SSH 8 Telnet , iI5EALL TGS,



Telnet

racadm set iDRAC.Telnet.Enable 1
SSH

racadm set iDRAC.SSH.Enable 1

EHEY SSH imA -

racadm set iDRAC.SSH.Port <port number>
EEILMERITRITA !

IPMItool (ZERFER IPMI ) )
Putty/OpenSSH (1&FF{#FE SSH 8 Telnet 1Y )

£/ IPMI 3L B9 SOL

EF IPMI B9 SOL 2 FRfE N RMCP+ B9 IPMitool ilid UDP #iEiiEmElim 623, A IPMI 2.0 BY , RMCP+ 12 SUHAIS D
IUE, HIRSTEMICE. MBLANEREZSTHERETRENINEE. BXEZERE |, 1521 http:/ipmitool.sourceforge.net/
manpage.html,

RMCP+ {$£F8 40 NERIH7SEHIFRE (FR/F 0-9. a-f F1 A-F ) INEREHTHMHIIE. BUMER 40 NMEAMNFRFE.

WTERINE SR ( BEEREREE ) 3T RMCP+ 5 iDRAC AUIEESHTIN., EaTLAER iDRAC Web 5REERL iDRAC IRE /N FIFERFHLD
BN,

M Management Station {8 IPMItool 25 SOL £1F :
@ | % wEBE, BANED DRAC RE > BREEX SOL BA.
1 M Dell Systems Management Tools and Documentation DVD 4 IPMITool,
BXLERA | BN (UHRELRIEE) .
2 FESSIEAFEOF (Windows B Linux ) |, IE{TLATa<SLAM IDRAC FFiA SOL :
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
ZE S SIS Management Station EZEISZE RFAIBTIRA.
3 EMIPMitool B SOL 21F , i ~ , AREKRT . (95).
@ 5%: IR SOL 2iFskeL1k, EER IDRAC HZHEHEIHUERRE S
|

3E: MIETTHY Windows #{ER AT PG AR SCEA EHIFET Linux RIERGRENET, IPMISOL £IEARES K. B
BRSIEFRARKIE, BEEMARSCAERAET UNIX BT,

s IR {E A RACADM T Efi2f) SOL 21, MER IPMI TEBEIE—4 SOL 2iFMI§F AR REXNELENEME
MR .

0]

®

£/ SSH = Telnet 173 &Y SOL

Secure Shell (SSH) # Telnet 2FFHITE IDRAC KIS SITESHIMGEINMY. S LUBTE—IZOMRTTIE RACADM F1 SMCLP &5
A

o

SSH BUH# T Telnet % £, IDRAC (S EZREIIEAY SSH RS 2 , FEEVASER. iDRAC HEBEATSHE. 94 SSH £iEH
A Telnet £iF, BINFEA SSH , B Telnet FHIER SN, (NUTiELEE SSH B IREISIIMEEMINLZLIERT |, &4
JRER Telnet,

@ | iF: 3F MX E&¥kiE, —1 SSH R1F¥ AT iDRAC i#ifs. MRAESIEMEERAD, NiDRAC T2BSE), EEHMEHRS
W&o
EFB7E Management Station _E373F SSH #0 Telnet PIZEHMYAITFIRIZER ( 5140 PUTTY B OpenSSH ) iE#EZ! iIDRAC,



@ | 3F: M Windows _ERJ VT100 B¢ ANSI Lin{iRFERFHIETT OpenssH. 7E Windows fr &2/~ FIE1T OpenssH S S BIIRET A
TEIERET (), FERTWEHETRRER) .

{58 SSH 8¢ Telnet .5 iIDRAC 1B(S 281 , 1BTHIF

1 EcE BIOS LUSAHRTIEHIA.
£ IDRAC HECE SOL,
3  {$5F3 iDRAC Web REs RACADM [EFH SSH 8 Telnet,
Telnet (¥ 23 ) /SSH (¥ 22 ) ZFium <——-> WAN & <- —> iDRAC

BIIER SSH 8¢ Telnet MY BETF IPMI B9 SOL , TEBFERFMIARTER | RASBTEIMEEERTE DRAC W7, 1&ER
EI’J SSH 8§ Telnet 3= & BEE AR SEE S E R FRIBRTIHOMEIE., BITROEREEZEENFE ANSI & VT100/VT220
imAY Shell £, B{TEHIEBmIEEREI SSH 8 Telnet 15,

M Windows R Putty {8 SOL

® | i InEWE, IBATLILE iDRAC Settings (iDRAC i&E) > Services (FRE) TEMERIALY SSH B Telnet #8AT.
M Windows Management Station _ERY Putty 2a1 IPMI SOL :

1 BITLATaSLAEREE iDRAC
putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
O wneRmWith. REEHHREOSHEAEN.
2  B1785% console com?2 Y connect LAIEE] SOL F35|SZE RS,
{$5F3 SSH &, Telnet MM\ ETRIAEIZERAN SOL KNEEHTFF. EifIE) iDRAC apfTiEHlE | 1B1B1E Esc #7751, Putty f
SOL &7/ :
o I BERIIREREE putty GRSZERFR , AR putty ERITHEERARAKTURE S :
- VT100+ —F2 @3 , {8 F12 TEE,
- ESCIn~—FR2 1B , {8 F2 TEE,

* 1E Windows 1 , WIREEHEHS ISELAFITRIEERS (EMS) ZHle | WSBIEEREHE (SAC) BRI AERIR
i, iBH SOL &, XK. ITHB— & , AREAR—H<E SOL S

M Linux _E#Y OpenSSH = Telnet {#f SOL

M Linux ETRiE FAY OpenSSH 8%, Telnet fS5H SOL :

® | E: MEYE, BRI iDRAC Settings (iDRAC i E) > Services (AR%%) T EBAIA SSH # Telnet S1E#BHT.
1 350 shell,

2 fEALIT &S iDRAC !

o XFTF SSH : ssh <iDRAC-ip-address> -| <login name>
o XFTF Telnet : telnet <iDRAC-ip-address>

O 5 MREHT Telnet REMBMIAKOS GRO 23) , MHHOSHFME Telnet HSLRE.
3 ESSIEREFRAUTSSZ—EE SOL :
* connect

e console com?2

XATLAK IDRAC IEEERISZERSAY SOL M. 37 SOL =iEE | |DRAC HMTEHERTA. EFEREE X FILFTF DRAC
pfTENE. BiEE SOL2iEE , RNFIIBKETRERRE L. SERFXANT , B SOL 2IAFE—RATEL,

@ | 5t: AT RUEFIHIE com! SuEHIA com2 USRI SOL. E73| SARSS 28 MU ¥,
console -h com? B4 BNERHERMASRE TR O FH AT DB R R AR,



ASRICRERKAIFIA (FIEK ) KON 8192 PFFF, AILAERLA TSIt ERENE/IYE !

racadm set iDRAC.Serial.HistorySize <number>

4 B SOL SIELAKMAERRY SOL 2iE.

£/ Telnet [ERMTHI A

79 VT100/VT220 {FEIRE BIOS EHUIEHIGHT , Microsoft BEER S EHIRLE Telnet BFRAIRET ZIEMET BIOS IREFE. R
REIRIRR |, 5% BIOS HHISEX A ANSI R LAEFEXR. B7E BIOS IREEEHTHITILEE | 151%1F Virtual Console (EEH
&) > Remote Terminal Type (ZF2LRiREE!) > ANSI,

EREEF G VTI00 (FEEON , SErREERELIEHSNEORNEREFIREN 25 17 x 80 JILIBERNAERExR. &N, B
Y KRR e HIELS.

B Telnet EIMEHIES :

1 £ Windows Component Services (Windows tAfFBR%) F/SFH Telnet,
2 fERmSEREE DRAC
telnet <IP address>:<port number>

B eRR
<IP address> iDRAC IP itk
<port number> Telnet i[5S ( ANREEEFRHFIRO )

73 Telnet &iEHC E Backspace ##
TR Telnet s , A8 Backspace $ERJREST-ETATRINER. Hla0 , 2TETEEENE ~h, B , KZE{ Microsoft F Linux

Telnet ZFimERaT LABCE /9{# A Backspace .,
ERLE Linux Telnet £1E{$F3 <Backspace> & , FIHGSIRTRIHEAN stty erase “h, TERETRAF MENA telnet,

ERLE Microsoft Telnet 2 iml {5 Backspace (1EHG ) §2 :

1 IAGSERFED (URFTE).
2 WNBRHERESEIEIT Telnet £iF , MEN telnet, WREEIE(T Telnet £1F , HHE R Ctrl + ],
3 TERSRGTEN set bsasdel,

BRER—%EHE Backspace will be sent as delete,

7£ iDRAC & 1TiTH| B BT SOL S5 ER
WrFF SOL SiREENGSETARER. (X3 SOL SiEReRIEA I LARHE AFER.
EWFFF SOL 2iEER: , 1M IDRAC HSTIRHIE&1E SOL 245 ¢
o FEHRH SOLEEM , ZEnter . Esc . T.
SOL &iE% X414,
ZEM Linux £AY Telnet IR SOL , 3&4E Ctri+],
AT ER—5% Telnet 1275, A quit LUBH Telnet,

WRAKTTEEILE SOL 2IEFHILNBRER |, MEM SOL £IERTREATA, BEfERIE |, 151E Web 5EAY iDRAC Settings (iDRAC
&E) > Connectivity (3&3%) > Serial Over LAN (LAN £1T) T&RIEGSTRES.

£/ LAN t IPMI 5 iDRAC &1z

18 /RECE IDRAC B9 LAN _E IPMI LS FIsRZEFEXHERIFMBERSR LAN (S8 LAY IPMI @3, A1SRFKEE LAN £ IPMI, MISNBRS
FoAER IPMI 545 iDRAC RS EEE(E.



@ | #%: IPMIZEAET Linux BIRIERGHRH IPv6 LR

£ Web R HELE LAN E IPMI

ECE LAN E IPMI :

1 fEiDRAC Web SR , ¥Z iDRAC Settings (iDRAC i#E) > Connectivity () .,
IS AN T DT

2 7EIPMISettings (IPMIEE) T, IEEEIHHE , AEHRE Apply (A .
BXZERANSE , 15513 IDRAC Online Help ( iDRAC BXHLESE ) .

LAN E IPMIIEBEEESE,

£ iDRAC iIZE A HIZFHBCE LAN E IPMI

FEE LAN £ IPMI :

1 7 iDRAC Settings Utility (iDRAC i&E/\FFEFF) & , %% Network (FI48) .

J5 27~ iDRAC Settings Network (iDRAC i&E M%) TUME.
2 XJF IPMI Settings (IPMI&E) , {5E(E.

BRBZEMANER |, 15257 IDRAC Settings Utility Online Help ( iIDRAC & &2\ FIfERRERIERED ) .
3 {fREa Back (JSI1B ) . Finish (525 ) flYes (2) .

LAN Lt IPMIiREEEE.

£ RACADM fit & LAN L IPMI

1 BHELAN EIPMI

racadm set iDRAC.IPMILan.Enable 1

®| FE: I ERIHEEA LAN £ IPMIEORITH IPMI 4. BXEZER, ESH intel.com £ IPMI 2.0 #4%.
2 IPMI(SERUR.

racadm set iDRAC.IPMILan.PrivLimit <level>

B8 PREF
<level>=2 R
<level>=3 BIER
<level>=4 EHER

3 WRFE , RE IPMILAN FBEZR.
racadm set iDRAC.IPMILan.EncryptionKey <key>

B8 5 EA
<key> 20 DNFFFAR BB 7 EHIS .

©) | 7£: iIDRAC IPMI X ¥ RMCP+ hifl. BXEZER, 1§81 intel.com L&Y IPMI 2.0 i



RAZEHiziE RACADM

#EaTLA{EFE iDRAC Web FHEE, RACADM [EFEEEITE RACADM : el LIFH T THREZ A MNEE RACADM &4,

@ | % RIAMERT, SRAIZE RACADM.

£ Web A H/E A EZHiziE RACADM

1 7£iDRAC Web R , #Z iDRAC Settings (iDRAC i&&) > Services (FR%) .
2 7fix?E RACADM T , SEIEFRFRIEIN , REEREMHA.
1F2 RACADM 1SRIEIEIR S .

£ RACADM 2 B ZHizfE RACADM

@ | i%: BEM A RACADM BB RACADM E{TiXLERS.

o EZRIRFE RACADM :

racadm set iDRAC.Racadm.Enable 0
« ESHITE RACADM :

racadm set iDRAC.Racadm.Enable 1

= H A #h RACADM

MBS T . Aith RACADM BiSA. EEA | 1528 FRABAILUENENRS LAY DRAC BLEIRE.

BRSZERZ LM IPMI

EZERFY , 15 Dell Open Manage Server Administrator LUSFIEZER IPMI, BXEZ(EE. , 15215 dell.com/support/
manuals _FfY Dell Open Manage Server Administrator” s User Guide ( Dell Open Manage IRSSe8EIERAFIEE ) »

@ | ##: & iDRAC v2.30.30.30 XEBMAE, IPMI XTFET Linux MRIERGLFE IPv6 Hibikihill.

73 RHEL 6 5| SHi8) /Y R 1TIEHI B ECE Linux

AT B4SET Linux GRand Unified Bootloader (GRUB), WISRERARERIS ISIIEAER  NFEERLIAEL,

@ | *: ZEEE P VT100 AREOR, #ETEEEELEHANEOXEREFEER 25 17 x 80 FILIMHRLAFERETR. &
W, ALEXEFRUESHRED. &Y, FEXFFRTESHIED.

1ZHRLA T BBYREE /etc/grub.conf SZ14 :
1 KESEMEIRESSFHRINLUTARE

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2 FERZIT EIENNRNEDR
kernel ............. console=ttyS1,115200n8r console=ttyl

5 5P GRUB MER/RE HEBETCRORE, T , GRUB REFSTE RAC BIlSHIath, ERAERRE , HHEl
splashimage FFEHITT.



ARG T 7M1 /etc/grub.conf 314 , ERELSFEFIREBRIER.

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

S e o e o e

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0O
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4 EFERSA GRUBIZISKET RAC BRTIEEEMEIEHERIE , BT TRNZIFTEER :
console=ttyS1,115200n8r console=ttyl

AHIR7R console=ttys1, 57600 FRINEITHE— %I,

@5 P SMBEFHRBERZRMBITERER (Fl20 GRUB 5 Linux) , M BIOS 3|1 SEERMGE LM, XA

B S MAIFRSITROMNEEN S RER.

RFES|ISEERIERES &

S /etc/inittab |, FIE—(TLATE COM2 B3Tim [ LACE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

U A g TR .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 halt (Do NOT set initdefault to this)

#1 Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0
11l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.



ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4

:2345:respawn: /sbin/mingetty tty5

:2345:respawn: /sbin/mingetty tty6

o Ul W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TE3Z14 setc/securetty |, S5 COM2 FYERAT tty BFRFTIE—1T :

ttySl
AT B s E s THO G35
@ | *: EATETRFS (~B) R ITIEHI& _LEM 1IPMI TRHT Linux Magic SysRq ##4 .

ve/l
ve/2
ve/3
ve/4
ve/5
vec/6
ve/7
ve/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
tty5
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttysSl

TR0 SSH IBTBA R

(M SSH 19X 5 IDRAC 18(5 , B2iF MRTIIHINSMEIEL .




$2.18: SSH WA E

FRAER 553
JEXFRINE
NGE ssh-rsa

ecdsa-sha2-nistp256

ERINE
ZERZTIR curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-shat
Encryption ( JNZ% ) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes128-gcm@openssh.com
aes256-gcm@openssh.com
MAC hmac-shal
hmac-ripemd160
umac-64@openssh.com
PR %
@ | E: IR/ZF OpenSSH 7.0 EERA, DSA QB AZFEHEM . AT Htk iIDRAC HIEFHIR S, Dell ILAFAM DSA 22

HBIAXS.

% SSH s A L5 $AL8uF

IDRAC 3Z#81d SSH BIAHZRINIE (PKA), XE—TURAIHEE. [EMREMERTET SSH /Y PKA BT, B NE R IDRAC
RAFE. XMNTREEMEALUSITSMINEEAEEEA. LENERLIERA RFC 4716 B OpenSSH 182X, &N, fEuwsjiéi
TNZAET IR,

BRI T | ©JR{E Management Station EAER—SIFAEFIAHER. SAHER &R IDRAC AHFEFH SSH ZEFimSE A
BEEREEILS DRAC ZERIEEXRR.

ERILABE LA T i EE R A HEEFAE AT

o IFFIEIT Windows I i , (58 PuTTY Key Generator N FIfERE



X FIZEAT Linux B9% i , f88F ssh-keygen CLI,

i@ A IDRAC LR TEEGAFEARANAFFREZNR. BRRKSRSERT “BEX” BRATHRAR. AL
RRMA AT UEREMAFPHERE. XAEEMBREMAF. BFK SSH BAEES. Eit, MERS AR,

L&, EFEM/HMER SSH BIANEBRTEERFHAFIIR. R FAFEER AP SSH Bif. BNIEHR
BT AR o

H B AE Windows 51 F B9\ L %75A

E(EFY PUTTY Key Generator N FEFERFOIEEARZTSE

1 [EEIRFRERFHIERE RSA fENETAEL,
MANERRIEL. WENT 2048 1 4096 L ZBRIAEL.
BEERN  REEEOPBET.
BRRIREM.
ERILMEN RS EFR.
MNEISEIELAMRIPEA.
6 (RIFLIEAREER.

4 RAE Linux FR{EARIZ \é%%"“éﬂ

BE(FHH ssh-keygen NFEFOIEEAT |, BHFRIREOHE shel I27R-FT T , #IA ssh-keygen —t rsa —-b 2048 —C

testing
Hrep:

-t & rsa,
o b EIHEENT 2048 1 4096 Z|ARINNZZ AL,
—C BRI ANHEZEER |, ZEIEANE.,

O | BARSANS.
ARSI, MOWVTIE | W LIEARH,

%/ ssh-keygen M Linux BI23tE A F AT 2 4716 183X £ ssh-keygen -e -f /root/.ssh/id rsa.pub >
std_rsa.pub FHHEBRA 4716 X . TEERBHATHIPIR. L ARABRPRE TR %

® | it iDRAC R ## A M ssh-agent % .

% SSH #$A

BRI AR VA EERSUNATEIBUAE SSH # O LA, ARIAREZHZE , ERFEERHAREERE | LRRINES
z@ﬁ

I AHERN | IBHRRINERIEBARERIN T FHERAVZRS . IDRAC MUTIEELBRENIFZRMRZBIRER, R0
FrESART , WNREA SSH BOKIAFEER.

{5/ Web FHE L% SSH %4
i SSHEA -
1 1E£iDRAC Web HREH , 2% iDRAC Settings (iDRAC &) > Users (/) > Local Users (FMFFA) .



A4S Local Users (it FAF) TUME.
2 fEUserID (FBF ID) %4, BBEEAEF ID RS,
15 57R Users Main Menu (FEAEESE8) T,
3 7£ SSH Key Configurations (SSH Z4ARCE) T , %42 Upload SSH Key(s) (k% SSH #48) , SA/58 T Next (T—2)
$5E7 Upload SSH Key(s) (_E#i SSH #4f) .
4 BELATFAZ—E# SSH #48 -
o EEEHENS.
o BEANHNANEEHEINAE,

BXEEER , 5205 IDRAC Online Help (iDRAC BEHLESED ) .
5 BAHRA.
{#F RACADM L% SSH %44
E F# SSH &8 , IEETIUT®S
@ | & LBMEREATRERRHET

o XJFAHI RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
SFFEF Telnet B, SSH AYITFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

Bian , BEERXHEENEE L HEIE— N EPTAFH DRAC R D 2, BIEITIAT®S :
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key
@ | i#: -£ AT telnet/ssh/serial RACADM EF ¥ % #¥.

#&E SSH %4A
ol EEE EEE iDRAC FIEH.

£ Web R HEZEE SSH &$A
BE SSH 248 .

1 £ Web REH , 5% iDRAC Settings (iDRAC iZE) >Users (FBF) .
ItAT4 B Local Users (A A) TRE,
2 fEUserID (FBF ID) %I , BBEHAF ID RS,
587 Users Main Menu (FAFZE3E8) T,
3 TESSHEHARET , iGIREE/MEE SSH B4 , ARRET—5.
G E7R View/Remove SSH Key(s) (ZE&/MER SSH BH) MHERERFMER.

Ips SSH 4R
EMSRATZRZEH , BREEEZEETRIREN , UBiRM=ZA,
{EH Web A EMIBE SSH #4A

b SSH 2348 -
1 7E Web RE , 2% iDRAC Settings (iDRAC iZE) > Users () ,



A4S Local Users (it FAF) TUME.
2 7 IDF , EEAF D RS AERT Edit (458 .
S8R Edit User ((REH ) TUE.
3 fE SSH Key Configurations (SSH Z4AELE) + , 58 SSH &40 , G Edit (4RE) .
SSH Key (SSH #4A) WWHEE = Edit From (4&388) i#15,
4 S ERIRSHIEREERE Remove (F8B) |, SAGEATS Apply (RIAD)
Fise s R BN 4IRS

{£F RACADM fflf%: SSH #4H
iR SSH 238 |, iIJ\ia1TLA TS -

o 4EEE$H — racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
5240 — racadm sshpkauth -i <2 to 16> -d -k all



B E FH P A AR

ERILIREEBENRIBFIKF ( EFAELHER)  LMER DRAC EERENRFHHFRALT SN, BWABRT , BidAt
EERMKFECE DRAC. BUABRT , IDRAC BFRIZREITRRMERM. FABER  BRLIRERFIKF, , LSiFEMEAER
i73i8) DRAC, BXESER , IBSIUIRSS SRR

S LA EA AP S AR BRIRS | FI40 Microsoft Active Directory B, LDAP , LUZBRFIKF. FHBERRSIRE— N EFRY
VEREERRIAIRFIKF.

iDRAC SHFETREHIEE—EXHIIRNEF. AEeTEEER. BFR. RiEsik. AerEX T BAINRANIR.
FR

+ IDRAC AFAEFIAR
o BEUERNAPESMERTR
- FEEAMAR
Bt & Active Directory FAF
EcEiBFR LDAP FF

iDRAC A P& & FHR

iDRAC FBAIRUIRERENIT—UIRSZSHEL. HEEN

[

%%.19: iDRAC fa &

Banx—& A—R BUR

SRR SR ZR. BB, BEERAF. AE. ZFEH. HhREiiEsa. HaEin
. RFEEE. B

BER SEEES ﬁti B, ReEH. HaERuEse. BaEiNR. ZRRRE. 3
11l

HisE RkERRF BER

7 7c 7

TFRIREBT BFRIR :

. 20: iDRAC FI AR

Banx—K B—K iR

=g ZR IDRAC AFRPERE DRAC,

=T FiE iDRAC FCFFFECE DRAC, BITZAIR , BFrILARCERIREIE. BRSS!

B. ENR. el RRIRE. 78IRS\, BIOSIRE. SCPE,



Banx—K A— WiAR

® | T BERARREEH AR EIRR, $i0BI0S REHEN.
EERF EERF

A& ==

ROt EHMEERSR RIESEEN SV =E: By I

INREREHE naEEHaEER (1ER ERFPILUET
FRURSS=R )
2o

RS R IDRIEERA TR

RGRE MR

L) wiTighae< ERFRILUE T2,

B (EHRNAE P RMEBFH

AURHE X IENERRF S NER RN ERNFAINFRER.

O| & BBLABFE—NASFEN—MIEFE, —MEFH— MR,

BIEEFFRFNEERT , ERALUITFR
.21 BUEANAREFR

ERFRILARHSERFIEERS.
ERFPATLURIBRRESRSEMHES (SEL).

ERFRILAS TAEREIN R,
FFASR AR S UAIE AP AERAIE ISR E B HHITIER.

FH KE
0-9 1-16
A-Z
a-z

AHS%&()*/;?7@IN]A_ ([ }~t<=>

. 22: BWERNERFF

FH KE
0-9 1-20
A-Z
a-z

ISR & ()KL /@ NN ()=

® | 7 B EERMFHFNRAAEMER. (B2, Dell BUERIILATILHNFH, UBRMAEONFZSM.

0]

T EFraE< >, GES) .

F: MEHZHA P ENBERD LT FHEHMERZREORFRN. iDRAC IRHET I F IR E WML

#ERZ

BRHERF



O | F: BUERB/\IM"RESFHNERER, FESIEFE. AEFE. BFNEHRFEH, URESRe4. TRUEHENS

B (ARATHE)

BCEAMA P

IERTL BT E VIR TE IDRAC FRECESIX 16 NN, ELIE—N iDRAC FFHI , BRIIESFE(EALEIE,. EaTLME
XL APISRISERFE. BRMme. ETLUER(ET iDRAC {F4P5HE ( B) Web 5E. RACADM B WSMan ) EXIFEFEFI
FR, SAYLABHEERZES MNEFH SNMPY3 18I,

£/ iDRAC Web R HEECE AR~

ENINFIBCE AN iDRAC FAF
O | % e ARAEE R PR 4E0I2 iDRAC A,

1 7E£IDRAC Web R , #Z iDRAC Settings (iDRAC i&E) > User (BF) ,
A4 5E7R Local Users (ZA&MA ) Tam.
2 TERRFIDFIF , EEAF DRS  RERE Edit (w8 .

Ol BA1AT PMIEERR, EREESHEE.
&7 User Configuration (FAPEEE) TUME.
3 AN User Account Settings (P& E) #1 Advanced Settings (B&IEE) FMSELARERBPK,,

Olx: BRAA D HEEAANAAE. ERHAAAE GHEONR) . ShTSARAN LAN SURES). BT8R
FAl. LAN ESBITIRES. SNMPv 3 I8F, IiFKBFIERRAKT, EXZIEMMNEZER, 1217 IDRAC Online Help
(iDRAC EX#1#38h)

4 B save (RfF) . BISEEEBMHELURIVAER.

£ RACADM ELE At

@ | 3%: SAFAF A root BRA HEEITFE Linux RE EHIT RACADM # 4.
ERJLAER RACADM EEE—EiZ 1 IDRAC FBF.
EFRERRERBRBIUTSREES DRAC AP :

o BEARTHAY RACADM 7=l , Bl RACADM fSHIIAMEN |, REER NS ER T LHITIZIA IR,
EERE—REN IR EE RS 632 iDRAC EEE4FHHIT racadm set F#5<.

WRIEEEECEHHY iDRAC BiE S8 racadm racresetefg < , NIBIEERFHE LEIAR iDRAC BBPEFNZHS. racadm
racresetcfg #5<$ AN IDRAC EiZHBRIAE,

O | % E—getEE, TUSAMERAA. Bit, AAESD DRAC LTRSATRNESIS.
BIERFESHFE  STRSBEA—XRUATSRS (1-16)

racadm get iDRAC.Users.<index>.UserName

SNSEFIIR 1D 2 5HAFHE—EIH. THFERE iDRAC.Users.UserName=, MMIRAFPFERE = 5, WSXEBES|HR

=1



@ | #E: EAAFIA
racadm get -f <myfile.cfg>

HEENMmE
myfile.cfg
X, HhaiER#A DRAC EBESH.

E P EA SNMP V3 I8 |, 1515 SNMPv3AuthenticationType. SNMPv3Enable, SNMPv3PrivacyType X%, BXE&(EE
527 dell.com/idracmanuals _fJ RACADM Command Line Interface Reference Guide ( RACADM #p${THRESEISE ) .

W FEIR S S BB 4 RBCE A , 15{#H AuthenticationProtocol, ProtocolEnable #[] PrivacyProtocol [E{43RE A SNMPV3
IGUE,

{§ F§ RACADM 7 iDRAC R
1 RERSIFIARFA.

racadm set idrac.users.<index>.username <user name>

&% ViAE
<index> H—AYAREFZES|
<user_ name> FBR&

2 IRETE,

racadm set idrac.users.<index>.password <password>

3 RERAFIR.
BEXEEZER |, 5507 dell.com/idracmanuals _EIR{EAY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM apS{TARESEEM ) »

4 BEERF.
racadm set.idrac.users.<index>.enable 1

EIOUF , BEALITHS

racadm get idrac.users.<index>

BXES(ER |, 15819 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wITRESEIERD ) .

BREBWIRAR iDRAC AR

ERERRHEESEMIRAAR (ETHABRIEN) !
1 HERIARRRERS

racadm get iDRAC.Users <index>
2 (ERHRAPSMERRALTGHS.

racadm set 1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

Of = BIUPRIER 0, TRAAZEREBEMIIR. MBEISE A ARIRNARAIEBENTIZR, 525 dell.com/
idracmanuals _E# /DRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM & 1T R ESE457) .

Bt E Active Directory A A

SNERIERIZAENER Microsoft Active Directory ZRf4 , ABARJLABCEIZIXALARALYT iDRAC ROSIEIINER , MTISSIFER B RIRSS A
BRI IDRAC RFPIBRF TS, XE—TURNAITIEE.




@ | #: Microsoft Windows 2000, Windows Server 2003 #1 Windows Server 2008 #{E %%t 373§ Active Directory iR 5|

iDRAC A,

EILABIT Active Directory BECEFIFSMIIELIERE! DRAC, BYARTLURMETRBRIEN , FEEREENEMAFEEEEN
PR

%} iDRAC {£F Active Directory & iERYRIE S {4

Z(#HF IDRAC B9 Active Directory BpIEIETHEE |, IBIBIREHIT TIRIE :

EBEH Active Directory EIiZHE, BXESER , iI5EIR Microsoft /i,

1% PKI &8 Active Directory EAHZH), IDRAC EEFIREAEEMEZR (PK)) MHISRZ LI Active Directory, BXESER ,
BE5 Microsoft fid,

£ IDRAC IEZEIRNFTEEIEHIR LERREEEFE (SSL) , ISIERTAEEH R e,

iR HIsE EE A SSL

24 iDRAC 81T Active Directory 1= HISSIIEEFRT , ©EEREEFIESE—1 SSL &1F. EXERMER | EiEflssvnRmHIA
UEATAE (CA) BSZ2HEH — EHRIEHtE_HEZ iDRAC, NZE iDRAC IGIE /F/aAFin4I28 — Tt EIREE FIaahss — izisisHlse v
MEBRE, CASEZHBET SSL AIES.

WNERIE(ER Microsoft Enterprise Root CA EAGERIFTBTEHIES DB SSLIES |, MWk

1 ESMMEIERIES ERd SSLIES.
2 EIEEHIRER CAEBSHE] DRAC,
3 SN IDRAC B4 SSL IEH.

LR MEIEFIRFAY SSL IEH
S M8 SSLIES

1 BAd; Start (FF4R) > Administrative Tools (EJET H) > Domain Security Policy (I &Z£%HE) .

2 EFF Public Key Policies (A3LBEAEM) 43 , AEET: Automatic Certificate Request Settings (BENEHERIFIRE) F8
5 Automatic Certificate Request (BERIIEHHIE) .

1587~ Automatic Certificate Request Setup Wizard (EZEEHIFEERS) .
3  EAfh Next (F—35) FHi%k#E Domain Controller (iFif&HIg8) .
BaE Next (T—3) |, ARG Finish (5ERR) . SSLIEBEZRE.

R HIER IR CA EH S ZE iDRAC

@ | & WMRRGIEIT Windows 2000 S EAMIIH CA, U TFHETHTRE.
B HIEE R CA IFBESHE iDRAC :

¥ EFE1T Microsoft Enterprise CA RSSHIEI=HIZE.
B > BIT.
B mmc , A58E OK (BB .

7 Console 1 (i&%1& 1) (MMC) B , B File (3Z#F) (7 Windows 2000 &% FME T Console (FEHIE) ) HikiE
Add/Remove Snap-in GRiN/MEEEHT)

7£ Add/Remove Snap-in GFiN/HRERSET) BHOF , Bl Add GRmM) .
£ Standalone Snap-in (JRM EIBHIT) B , %&HF Certificates GEH) FEds Add GRM) .

DN -

(o)l e)]



7 5%&8E Computer (3TEHL) FHEATS Next (T—) .

8 IEEAMVEY , BEEA  ARRTHAE.

9 7EConsole1 (JF#HI& 1) BOS , 2&F| Certificates (JEF) Personal (M A) Certificates (IEH) {43,
10 REFHEHRETIRE CALE | EEREES  XERTESY....

1 7E Certificate Export Wizard GEESHES) &, B35 Next (T—25) FHi%iE No do not export the private key (5, T2 H
BEEA) .

12 Bad Next (T—2#) Fi%iR Base-64 encoded X.509 (.cer) (E-T 64 fI4wHGH) X.509 [.cer]) {EMIE.
13 B Next (T—%) HRBIEBREERALNER.
14 BELE 13 PRIFASES EEE DRAC,

B2 )\ iDRAC [E# SSL iE$H

iDRAC SSL IFB2ATF iDRAC Web IRSEZ2RIMEREIES, FiE iDRAC EHIEsEfEc B MABSRIETE.
WNER Active Directory IRSZE8IZRENTE SSL SIFVIRIMERIGIEZ Fif , ISFEENS IDRAC IRSSESIET L{EZ Active Directory 1aizH
BS. W Active Directory 7£ SSL SIRVIAEREANITE FIRIGIE , MAZTEX—EIMEE.

@ | 3: SRALIEST Windows 2000, KU T HBATRERTE.

(| % W05R IDRAC Elft SSLIEH R CA & HIH HiZ CA BIEE BAM TiEHEFIRM “SEENRINENE" JIRSD, BEARITE
Rl e B

5 IDRAC Elff SSLIEBSAZIFrE EEHRHMEEINERSIE

1 {ERRLLT RACADM #5< & iDRAC SSLES :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

feEd=HIsg £ | $17F MMC 2§l BB OFHERIES > REEHRINEIA.

ORBEIES  BEREESFRERA.

BET—DIHNEER SSLIUEB4.

EENMEIEHIRRRZEERRIMENHhZ2E IDRAC SSLIEH,

iﬂjﬁigﬁa CHIES | BEFRDIEBSEN CA I FRMENBIEBNBZIERS, MRZTWIRETIERS , NSRBI
B8 FZEE.

BET—FHREREEE Windows HRIFIEBEEAMEBRIERFHEEX , SiXSSEIFmEFEX.

BESERHHRERE. 5 DRAC B SSLIFBSARIFEEEH s EEANERIIE.

¥ $8Y Active Directory & HEHL &I

SR LB REF /SRR Active Directory REX IDRAC FAFIEIEINER :

ErEZERRIF T , {ER Microsoft BIZRIA Active Directory XIS,

RAR R R EE XA Active Directory XI5, FTVHIEHEHIXISERTE Active Directory Fip, EHRMT BANIRIEM ,
LU B SHRIRAEIRE DRAC HEREFFAIRRIR,

o DN NN

FrESRE 4 Active Directory HE %S

W TFEFf7R , /9 Active Directory SER{SEFEFRNAEZRIITEEFE Active Directory # iDRAC LEBIH{TECE.



1: {8 Active Directory #R/EZE#IET & iDRAC

7E Active Directory /R, FVERNISRAEREE. BE DRAC IHIINRNAFRRZAGENMRR. A TIRFIZAFISE DRAC BIIE
AIPR |, FFEEGE DRAC LR ERBABRNARES. AEIINIRKEITES DRAC EXEX , MAE Active Directory H1, BRZH]

LATESA IDRAC HECE 5 MERAE, R3IBRSER T RARNBEANIR,

R. 23: R & ERUR
el

RN PR 5

RFHRUR

WECLT

faEE

fAfE 2

BfE 3
AR 4
faEfa s

©|3#: “Hm” ERATER RACADM B RHIET 4 .

RIS B EFR

7c

cH o of

EFF IDRAC, EZE IDRAC,

EERF. BHRAE. TR
Seazhlan<. NAEES
a. pEEINE WHE

R, BiTiZhra<S

5% DRAC, BLE iDRAC,
TR RIS, TR
PIEHE. BREINE. W
HER, BITshidms
Z5E IDRAC,
REDER

IREDEAR

0x000001ff

0x000000f9

0x00000001

0x00000000

0x00000000

MRAMBEERAFPNACEA (BERESR ) TEEET |, WNFEE DRAC CEEEIEHIRStLL, HEXFREHERT  SIsEaE

MRFFEERAFMAGE (8EHRESR ) KBS ET  MY/RTE DRAC LEESBERIRSFIL. EXMESEHERT G
AEANRESR (WRE ) LIUNBRAHERE,



B0 = Fr 2244 Active Directory

AECEIMEZRM Active Directory ZB1 , BRI :

B iDRAC Enterprise IFaM1IE,
ZECE T BT HIEshIiR S 28 LT,
IR$S25 EHY dat, AY{EIFOIRTXIEFRTGIR.

QRA% MEZIGECEE , BiEE IDRAC Web REF45%! iDRAC Settings > Connectivity > Network > Common Settings LABCE
TIRE,

ERLE iDRAC LT Active Directory ZX5ij519] :

1
2
3

£ Active Directory fR5388 ( fzHl88 ) L , $TFF Active Directory FAFFIITENEEETT,
€l IDRAC 4BF0AR.
£ IDRAC _f#F iDRAC Web FHEIEL, RACADM FRBA. EHEFIRESTR.

£ iDRAC Web A M fic 2 B AR L8 Active Directory

@ | & BEBFRIES, ESH IDRAC Online Help (DRAC BRHLEEEN) .

1

10

M

12

£ iIDRAC Web REH , #5Z iDRAC Settings (iDRAC i& &) > Users (FHF) > Directory Services (BFR%E) .
MERNE B RIRS T,

%1% Microsoft Active Directory %11 , AT Edit () .

FEENE = Active Directory EL 8 58T,

EA Configure Active Directory (B E Active Directory) ,

1% B/~ Active Directory Configuration and Management Step 10f 4 (Active Directory BLEMEIEE 14, £ 4%) 7@,

245 Active Directory (AD) fRSSESIBIERT , AIUEERERMERIIEH 3 SSL iEE A ERBRT BRSNS E0EFIER. XI
Fit | wEEEEFIEEf 2B BR FQDN . XBET— BTk, Ft , RAENZIREHIERECE DNS .

BT Next (F—25 ) .

1587 Active Directory Configuration and Management Step 2 of 4 (Active Directory BREFEIRE 2 &, #*4$) A,

B Active Directory FHEREXRTF Active Directory fRSZESHIFFIKFRIIEER. It , I8XE7E iDRAC BERISFEF IDRAC %
38 Active Directory BUNMRYRT ],

O i tnRIERWIET A, HiEmEHIRRS B I FI25%5 FQDN. #{R iDRAC Settings (iDRAC i E) > Network
(M%) .

85 Next ( F—4 ) . 5 E7R Active Directory Configuration and Management Step 3 of 4 (Active Directory B 2 FIEFTREE 3

¥, #£4%) ITA.

J%&#% Standard Schema (FRAERRHE) FFEETS Next (T—25)

1587 Active Directory Configuration and Management Step 4a of 4 (Active Directory BLEMEHEE 4a &, 4 $) TUE.

B Active Directory 2/84RRIRSS 2RI EFHEE BT IR RISPRAE.

EA Role Group (Ffa4l) ELEINEZIIET TR RYEHIRECRES.

J& 2R Active Directory Configuration and Management Step 4b of 4 (Active Directory BEeEMEIESE 4b 2, £ 4 %) 7M.

IEEPRFEEADE Apply (BZFR) .

SR IS EF E7 Active Directory Configuration and Management Step 4a of 4 (Active Directory ELEFEIESE 4a &, 3£ 4

*) WAL

BAFTER. TREZRMIRY Active Directory IR ERIBCE ST



£ RACADM fi & R B #rHEZEHIAY Active Directory

1T ERLTESRS
racadm set iDRAC.ActiveDirectory.Enable 1
racadm set iDRAC.ActiveDirectory.Schema 2
racadm set iDRAC.ADGroup.Name <common name of the role group>
racadm set iDRAC.ADGroup.Domain <fully qualified domain name>
racadm set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address

of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address

of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address

of the domain controller>

o ISR STREE (FQDN) , TIARIEAY FQDN, 40, M servername.dell. com MAE dell.com,
s BXREFERGHESIRIHEILE , BRI AREENR,

o EIREDRM=DEIEHIEREI A —D, IDRAC SIXREREIE N ECERIE | BRISCIIAThEZ L, (ERMESR

1A, IXERRAFKFIIAGERERREHRR AL,
« REBPKFMABELTAREN  IWERNAFTEERRRRSH. ESMIIERT | (NATLMERERE.
o WMRIEBRIEEER | SEFEHIEER FQDN 8 1P tshibwsii Stz siE B A el /% B FRFERILEL,
« B SSLEFANIEPEMIERIIE , FRAUT®SS

racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

FULCERT | ZF LHIAEAG (CA) IEH.

«  Eff SSLIEFIEPEEIHTERIE (7% ) | FRUT®S !
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FLERT |, WAL Tar< b3 CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

O s mBERBIECRA, R8RS SIS BMHT FADN. #R DNS EZE#HIK > IDRAC iRE > Mk TiE

WECE .
LA RACADM #3<a]ist .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2 Y05 DRAC EEEHR DHCP FEEFHE(ER DHCP IRS32FIZAAY DNS , ML T <
racadm set iDRAC.IPv4.DNSFromDHCP 1

3 W05 iDRAC EEZEH DHCP EiEE 48 o DNS IP itk , iEMALLT RACADM 75 :

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4 WRERBAFEGIRMEEERE Web RERREMANBFE , WEMALTHS

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of
domain controller>

1R

BERZEEE 10 MR, R5IHWSNT 13 40 ZIa.

1 & 244 Active Directory #E5E

ERY ELRMIARERTTSEEE Active Directory ZBHaY &,

the



I R RAEMIR

1 FRERHME R Dell KEATISAON IDRAC FIRUR, X EEREBE TR FRIBIAMNRAER iDRAC, Dell KEXISRAIBIAILRIEHIZIZR
(ACL) RIFEEERIIEEEREE DRAC MRAIFRIEE.

BB T | Dell REAMISRALHE Active Directory SISREIFTERIR. SIRESA Dell KEATISRAR , NIZKEISRAVMARPRIGE
FRTERFAE. XAIRESSEY iDRAC IRIEEIMIUR.

BLREMERY R | Del @INAEEY RIMISLHE-/EA Dell KREXXISRAVAE,

Active Directory 22433 &

Active Directory 0B B4 28195 oL 20/, Active Directory ZRAE RN LAMER RINEE S EEUREFISUERE., BFE
BEEUEESFENZE— R, BAFPEERN—ERISERAFNE=E. MK, BiESHESE. SallBTRng s /4 E
e Active Directory 2#E/% , LUBBISEE K. Del ¥ ETZH , AEEVERNEN , STIFER Active Directory I TIZiEE B S
DIEFIISIN,

AINRIIETER B R T BN FE SR BT E— ID HHTEN. A THE D EEAMTUAIE—ME |, Microsoft 4B T —1
Active Directory SSRIRBIFF (OID) $UEE , LMEATERY BRIEIZR G LR E—EHEASSEMATRE TR, B E
Microsoft Active Directory HRYZRYS , Dell EITHI0ZI B RIRSZAVBMFNSEAME— OID, M— BRUAREE—XELEM D,

VREER : dell
e BaseOD&:1.2.840.113556.1.8000.1280
RAC LinkID BRI : 12070 to 12079

iDRAC 22434 R #E 3

Dell i R T SRMLIRIE XS, REAREE. XEREIBTHES —BISERNBASAIHEEI— 1 EiZ 1 IDRAC IRE. 1A
SHEERRRTIRARIRIENE | ENE LXIFEFARAR. iDRAC fRM DRACIREAS , +H1EfE.

SFFIEAEES Active Directory EERLUHTIGIEFISNAIMLE FAYS MR IDRAC 185 , IBEIEED— N REISII— IDRAC IR
g, EALSIESMNRENS , 8N KNSRI LIREHERIES NEF. B 4ESL DRAC IREXISR. FF#0IDRAC FFA
LRI E gAY R.

Y, ENKBEOREREHEE (5 , TTLSHEAF. BPES iDRAC IRENTSR ) B MRS, IRfIaiFrERRistiSE
iDRAC &% _ RS NEFPIR.

iDRAC iR X5 2% iDRAC EM4EYE:E , FBTF&iA Active Directory LUSTIIFFIFEAN, 18 iDRAC IFINZIMLEE , SRRV ER
Active Directory BHRECE IDRAC RELIREXSR , LMERFELUEIY Active Directory HUTAGTEFIEN, LtHh , EERIEMIE iDRAC
INRIE D — PR SR LME R P Eeas IR E.

TE SRR RN EIEZAI RIS,



( iDRAC
\ Association Object

o g - 9

- b
[ Users) 4 T — /  iDRAC
\ Group(s) fiyliega.coiee Device Object(s)

2: Active Directory ¥R RYELEG B

FEOLRIEEEEIEHENXENS. B | SO MEIEED— KBS , HEME LES Active Directory SR LAEIT
iDRAC ISEFIIZAAIE ) IDRAC IBFMIE— iDRAC IREIE,

KRR AP HERNRF/EALR DRAC IREXMR. M  BMKRERNRABE—MURMIR. REKIRAERE DRAC
R CHRANIRNAR.

$tX$ ADUC MMC ETRERTTHY Dell 7 R RAviFIS R B FEREIERISIRIISAN iIDRAC MR SKEKISRIEFITKER. Dell I BASIFHEREH
fittskFILEEY IDRAC ISR RERRISRATTFRAL R

IR E AR EIERAEAER , BeE— N EEEAEERIXREIR. Dell Schema Extender 22 FRFERFBIEEAIENIARERXS B HA
B, FeESkERMRRIBAE R,

REEEERAR. BRASEBRENRBF AT LIRIZIRIRISR . T REMEMRRTT =5 FEE Microsoft Active Directory FBiF
REMEZERMHIRRAREMEHIRFE.

KRERT REArIR

T REMEIIEN IS FHB S A RXBRR SE—AF AR ARSIRN SR TR RR. RE<Z , ¥ REISIIE IR | Lt
FRFRESRE—BF RERIAE R SIS AIETE ED EARAVERES.

TERAE T —MERYT R RFBRAYRG.

Domain 1 Domain 2

\

u;\uS-eJ [ User2 /iDRACI ( iDRAC 2

& 3: AFPRRR



ZE RN KBRS — A0TF0 A02, User! BISFINKEARISS IDRAC2 KB4,
I RS IIIER AR AP REARI AR RGN E S EAUR | ISHERIILAZRR , NMERFAERARIBIRES.

TEATBIFR | User! 38755 IDRAC2 LAY Privi 0 Priv2 #BR. User! {4f% IDRACT £AY Privi i8R, User2 ##% iIDRACT #] iDRAC2 £f
Privi R, 535, WEIRR Userl BJfEE G , MERTLIZERR.

B E 1 R 22449 Active Directory

HEFEZE Active Directory LAif5ia] iDRAC :

¥ Active Directory Z22#4,

#°F& Active Directory FAFFIHEH STHE T,

15 iDRAC FIFP R EUFRGHRINZ! Active Directory,

{85F8 IDRAC Web R HEak RACADM EZE IDRAC Active Directory &4,

DN -

}"F& Active Directory %244

"R Active Directory ZRFMIIGSTE Active Directory ZEHHRi7RIN Dell LB4R8A5T, ZRMIEFBMLAR R~EISERFIRE TSR, I REHZ
81, FREEMAIZEE 4 FSMO AR E HRE RSB RIUR,

O | i = SR aY REFLREFHTRE. BENRETERATIESS.
@ | 5 §r REERT LML BIRRAL 8.
AR THE—T5 A8 RS -

 Dell Schema Extender 2\FIf2RFF
e LDIF A

WNSR{EFE LDIF BIASE |, MIASNE Dell HERERSTIRINEIZRME R,
LDIF 3Z{4#0 Dell Schema Extender 2BI\zF Dell Systems Management Tools and Documentation DVD BILA B RS :

e DVDdrive \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\LDIF_Files

e <DVDdrive>: \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\Schema
Extender

E(FF LDIF 324 |, 1525 LDIF_Files B R+ BEiAS{4ATIEA.
FLMNERMEERFHIZEIT Schema Extender B¢ LDIF 314,

{85 A3 Dell Schema Extender

Dell Schema Extender £ SchemaExtenderOem.ini 3Z{F. ZE#f{k Dell Schema Extender 22 I2FFIEE T1E, H2E&E%ut
XHERETR.

£ Welcome (3kill) FE&E L , B2 Next (T—%) .

FIEHTRES  RERET—H.

1##% Use Current Log In Credentials (£ HRIERER) SN AEBRMEERIIRINAFRSMZENE,
B3 TF—#%1=1T Dell Schema Extender,

BFEER.

DAY R, EIRUFZRAY R |, 1B MMC 00 Active Directory ZRAEIRERITRIGUE 2B BEFE. BXEFER MMCHI
Active Directory ZEMEIRRTTHNEMIER | 15217 Microsoft IRBE3 14,

g DN NN



K=

<. 24: /N3 Active Directory ZEt#rh 3¢ E &

RKBFR

SRR RFFIRES (OID)

deliDRACDevice
delliDRACAssociation
dellRACA4Privileges
dellPrivileges

dellProduct

<. 25: DelliDRACdevice 3

1.2.840.113556.1.8000.1280.1.711

1.2.840.113556.1.8000.1280.1.7.1.2

1.2.840113556.1.8000.1280.1.1.1.3

1.2.840.113556.1.8000.1280.111.4

1.2.840.113556.1.8000.1280.11.1.5

(e]]») 1.2.840.113556.1.8000.1280.1.7.11

=l {3 Dell IDRAC 1&%%. iDRAC WAZRTE Active Directory FECE S
deliDRACDevice, IEEE(E iIDRAC BIERERBRiAENNN
(LDAP) &Eif1&1%£Z| Active Directory,

ESiNESid] LRSS

EoES dellProduct

B dellSchemaVersion

5. 26: delliDRACAssociationObject 3¢

dellRacType

oD 1.2.840.113556.1.8000.1280.1.71.2

15288 3R Dell KEGWR., KEKWSRATRUAFSREZIENEE.
eSSt L IAES

FEES 2|

=33 dellProductMembers

%K. 27: dellIRACA4Privileges &
oID

dellPrivilegeMember

1.2.840.113556.1.8000.1280.1.1.1.3

1AA

ESENESi

79 IDRAC MR ( 1SR )
LTS



oD 1.2.840.113556.1.8000.1280.1.1.1.3

[EES 7

B delllsLoginUser
delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

5. 28: dellPrivileges ¢

oIb 1.2.840.113556.1.8000.1280.1.1.1.4
15eB8 FBA'E Dell 1BR ( SR ) FIBARK.
&SNSt LIRS

FEEES FaF

Bt dellRAC4Privileges

<. 29: dellProduct 2

(0][»] 1.2.840.113556.1.8000.1280.1.1.1.5
BiRE Frf8 Dell F=RiREFTIKIEAIE.
ESioESil) PR VAR

EEES ITHENL

B dellAssociationMembers

. 30: % n#| Active Directory ZE# B0 B 1ERYFIFR

BB/ SECH) OID/BEXT R ERRFF LA
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.21 FALSE
BT LB dellPriviege X355 B3R (LDAPTYPE_DN

= 1.3.6.1.4.11466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE



B2 TR/ HELHI OID/ B A RARIRRF B{E

BFtAEH delRacDevice F DR (LDAPTYPE_DN

DelliDRACDevice SI5RIFIZR. LEMER 1.3.61411466115121112)

18 dellAssociationMembers [FiE§EEE

AOIEMASERE.

§E#z 1D : 12070

delllsLoginUser 1.2.840.113556.1.800012801.1.2.3 TRUE

MRAFEGRBNERIR , WA f/RE (LDAPTYPE_BOOLEAN

TRUE, 1.3.614.11466115.1211.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE

WRAFPEERENFERESSR . WA fH/R(E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.11466.115.1211.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.11.2.5 TRUE

WRAFPEERENAFEESIR , W #H/R({E (LDAPTYPE_BOOLEAN

9 TRUE, 136141146611512117)

dellsLogClearAdmin 1.2.840.113556.1.80001280.1.1.2.6 TRUE

NRAFEERENEEBRAE , N #5/R{E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.61.411466115.1211.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE

WMERAFEERENRSSEERNIR ,  #H/KE (LDAPTYPE_BOOLEAN

N3 TRUE, 136141146611512117)

delllsConsoleRedirectUser 1.2.840.113556.1.80001280.1.1.2.8 TRUE

WMRAFPEEREBNEIEHERIR ,  fH/R({E (LDAPTYPE_BOOLEAN

M3 TRUE, 1.3.6.14.11466115.1211.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

WRAFPEERENEMUNESR , W #/R{E (LDAPTYPE_BOOLEAN

39 TRUE, 1.3.6.1.4.11466115.1211.7)

delllsTestAlertUser 1.2.840.113556.1.8000:1280.1:1.2.10 TRUE

WRAFPEERENNEREFI fH/R({E (LDAPTYPE_BOOLEAN

FR ., W9 TRUE, 136141146611512117)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAFEGERENANGOEERN  /RE (LDAPTYPE_BOOLEAN

FR , MY TRUE, 1.3.61.411466115.1211.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

HBIZAhR AR EEEAA, REEK/NEFFFER
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.80001280.1.1.2.13 TRUE



Bt/ SER OID/EET REFRFF B{E
IEMER deliDRACDevice WS RT  RERA/NEZFTEH

RAC B R E (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers BiH§EE 1.2.840.113556.1.4.905)

NEIB .

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BFitr=ma A PEETR (LDAPTYPE_DN

dellAssociationObjectMembers F9%IIZR,  1.3.6.1.411466.115.121112)
IE/EMRZE] dellProductMembers §EH/E
AR M5k,

§EE D 2 12071

L3 AT Active Directory Fi AFIiTE#H EIE & TTRY Dell § B

R Active Directory FIRIZEHARY , IEWJRH & Active Directory FEFPFITENEESIT , LMFEIRREUEETE iDRAC 12%. BAFPMA
FF4H. iDRAC XBAFI iDRAC 1R,

{5/ Dell Systems Management Tools and Documentation DVD ZEERFETRIRRT , SILATELEESFE i8R Active Directory Users
and Computers Snap-in (Active Directory i AFIITRAIEIR A TT) SIS EEIEEIT. 15218 "Dell OpenManage Software Quick
Installation Guide” ( {Dell OpenManage R{FIRELEIER) ) , H—EL TIRNALTERASEERME. XTF 64 i Windows EIERSR
kin , EIERTTREERAT :

<DVD IR Eh8&>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIn64

X Active Directory FIFFILTEN SR RTHES(ER |, 15517 Microsoft AN {4,

1% iDRAC F P#NPR:A& 1% Active Directory

{558 Dell 7 F&RY Active Directory FEFPFITENEESETT , SR LABIOIERIRE. KEFISPRIISIAIN DRAC BFFIRIR. ERINE
ISR, BEHUTLATRE :

Bl IDRAC 8B 3I5

L EHENES

E[ESSSOES

EESSEFIIENSSNE

f)22 iDRAC & & XI5

Z0UE DRAC IRENIR , IBHUTLATERE

1 £ MMC i Console Root (FHI&HRER) BO+ , AEHAT—/ 8L,

2 %8 New (HE) > Dell Remote Management Object Advanced (Dell BT FEEEXR) .
$8 27~ New Object (HTiEXR) &HO.
TFISEANBIR. 1ZBIRURSEIEFER iIDRAC Web REECE Active Directory [EMERIHIARY IDRAC BFR5T2ER.
1%5#% iIDRAC Device Object GE&EMR) , AEHEE OK (HHE ) .

BUEMBRIT R
BORIRNS -



@ | & BB REER XA R —MEh BIR R R .

1 AEEFIAERTR (MMC) BOF , ARBEFE—BH,

5% New (#7%) > Dell Remote Management Object Advanced (Dell BEFREEINR) .
$6 27~ New Object (HTEXIR) &HO.

TSGR EFR,

155#% Privilege Object (FPRMR) , AIFET OK (HBE ) .
AERLECAEMSIRNSFIEER Y.

B2 Remote Management Privileges GEREEIBRIR) SEN-~FH AP SASERIR.

BIE KRBT R

ZOIEREISR |, BHUTLATERE
@ | 7%: IDRAC XEARTRMEITRETIR, HEERER Kb .

N

[0) NN &) BN AN GN]

1 EERIART R (MMC) B4 , BRBTE—AHE,
2  1%58E New (¥7#) > Dell Remote Management Object Advanced (Dell SRIZEEENR) .
RASBTRFENREO.,
NSRRI BFRFFIEEXBRITR.
155 Association Object (REXX&R) ATEE , ARHE OK (H#E ) .
3G R ) SR AR BRI SR AT (A PR

AR RIZHEA P17 IR

E AR R AR SIEAIREIISRATER :

4% Administrative Tools (ZHTHR) >ADSI Edit (ADS| %%8) . 5§/~ ADSI Edit (ADSI 4#8) &,
EENEET , SMEZIIXERSR , GRBELFIERE Properties (BRI .
ER2EIES , BERM.

#N Authenticated Users , B Check Names (ZERMR) , AFED OK (FE) . WIEHAFIEHIIZ Groups and
user names (AFMIFA &R 7K.

5 BFHOK (HE) .

B R AR B XA R
FERXBEFNREMED , ILKBEFERFE. RIS iDRAC i&$88) iDRAC iR%&4A,
R LARINE 4B iDRAC iR 4A.

AN PEA FE
ERIFAPSAFE , BHTL TR

1 ARBEXRNRIITERMY.
2 EERAPEIRHERERM,
3 BWABFERFPESTARE OK (H|E) .

A AR
BFIUR | EHATIA TR

DNy -



EA; Privilege Object (FBRXTER) JELI , BRI SIAINZEIGIE iDRAC IREITE X A ERIRAVKES . REgE—IMUR
ISEENIIEIPSISNE

1 %R Privileges Object (AUPRIIHR) HEIR , FEDE Add GRm) .
2 BABURNRETRHBETHE,

3 B Privilege Object (FUBRMR) 1B , BAPRXISIFINEILIE iDRAC IRERTE N AP AP ESRIKEF. RegE—
BUESSESAIIE PSS SRE S

71N iDRAC & # % iDRAC & #&4H
B0 iDRAC 188k iDRAC IR&4A :

1 R RIEIR-RH R,

2 N IDRAC i8%RE iDRAC i8R BB B EHIE.
3 EREEOG , foXBENE. BE.
4

B3 Products (7%@R) IET-RLAGII— BIEZEIRT BT ATE X AIBF SR ERIMLRT IDRAC IRE. BHLUES DRAC R
BIRINEI— M REAYR,

£ iDRAC Web AL E BB REL4IEY Active Directory

E(FER Web SEILAY FREMAIBECE Active Directory :
@ | & BEBFRIES, ESH IDRAC Online Help (DRAC BXHLEEEN) .

1 TEIDRAC Web FREH , 2% iDRAC Settings (iDRAC i#&) > Users (FH/) > Directory Services (B3#ik%) > Microsoft
Active Directory, EAi; Edit (4R48)

1% B/~ Active Directory Configuration and Management Step 10of 4 (Active Directory BLEMEIEE 14, £ 4 %) 7@,

245 Active Directory (AD) IRSZESE(SHT , Bl ERIEPISIEF F&; SSL EEVIREBERr RS A N ESZIEEIE.
3 B Next (T—#),

1% B8R Active Directory Configuration and Management Step 2 of 4 (Active Directory BREMEIEE 2 &5, £ 4%) 7@,
4 $8EXT Active Directory (AD) fRSZE5FIBFPIKFRIERER. ot , IEEEREPE iDRAC ARFERF AD IMRZAIATEL,

®|5%:

o MR PWIECER | Sl EEinsISS RS s8N FQDN, HB{R1E iDRAC Settings (iDRAC i E) > Network (I
) TIEFRECE DNS

«  YNRFFFN DRAC SIS FABANMEH . NIAZEEEE User Domain from Login CREBRMMAFE) BN, miRERE
Specify a Domain (38EH) HEITFHBEINIRG iDRAC XIRMEHE.

5 BE Next (T—4 ) . 18R Active Directory Configuration and Management Step 3 of 4 (Active Directory il EMEIRE 3
%, #4%) WAL
6 IEEHS REMFERTE Next (T—2) .
& &7 Active Directory Configuration and Management Step 4 of 4” (Active Directory EREMEIEE 4 2, 4 %) THE.
7 B Active Directory (AD) F1fY IDRAC IREZXISHIBFRFONIE , FHea Finish (SERR) .
1 REEHIETURY Active Directory IR BECE T,



£ RACADM i & B 54 BRI Active Directory

f#F RACADM BB EHBY REEFIRY Active Directory :
1 FAEUTHS

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o ENIEISHIZERI SRS (FQDN) , TIARIEAY FQDN, 40, BN servername.dell . com AR dell. com,

o EWIREDIRHLAT =/ MBI —A, iDRAC S OREZZISNECERMEHE , BRISCIRIhIEZELE. (FRY RELRE
B, IXLERL iDRAC IREFITERVIEIEHIESAY FQDN g% IP bk,

«  Eff SSLIEFRITRETERAIEREIE , ERUT®HS !
racadm set iDRAC.ActiveDirectory.CertValidationEnable 0
FULERT | BRFELH CAUER.

« £ SSLEFEREPIESIHUTIERIIE (A% ) -
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

HEUERT | SFEERLAT RACADM 65 £ CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

O s RIEPRIEC B, B EmHEHIRRSBHIA FQDN. #{R iDRAC iR E > M4 T DNS B EHREE.
LA RACADM 6p4a]i%k :
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2 WNER iDRAC EESH DHCP HEEFALE(F A DHCP IRFSESEMAY DNS |, ML TS :
racadm set iDRAC.IPv4.DNSFromDHCP 1
3 WNER IDRAC EEEEF DHCP sif&#F oA DNS IP Hlit , iEMALA TS ¢

racadm set iDRAC.IPv4.DNSFromDHCP O
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4 WMNRIEFHEEEAFEFIRIEEERE DRAC Web RERREFMABRFS | iBERUTHS :

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BERZEECE 40 MR, R5IHWSNT 13 40 Z[E,

iz, Active Directory ¥ E

f&aTLAT Active Directory iRBLAIIEISBCE R FIER . B2k Active Directory EREMAVIEIRE,

{5} iDRAC Web AE MR Active Directory & &

izt Active Directory iR :

1 1 DRAC Web A& , 2% iDRAC Settings (iDRAC iZ&) > Users (FI/) > Directory Services (HFR%) > Microsoft
Active Directory , BT Test GRlizt) .



FEEP 27 Test Active Directory Settings (lllifl Active Directory &2 ) T,

EATRIANR,,

%Aj)_\tiﬂﬂitﬁﬁ}t'ﬂ'ﬂ%ffﬂ ( 15140 username@domain.com ) F1Z515 , FA/RERD: Start Test (FFHMR) . FEEIS B FEENNR SR
WxAE.

WNSRHEEREM | FEEND BEPIFEER LSRRI seafr S =,

@O|x: tnREB Q% “Enable Certificate Validation” (8 FIEHRIIE) #Y1E R T Active Directory i E, M iDRAC B3R
Active Directory iR 558848 FQDN (TIAR IP ihik) #7i%. MR Active Directory FRSZE5iEN IP thikAxiR, NMHEEREIESE
9 iDRAC F&3%5 Active Directory R & 23 iB ST .

£ RACADM iz Active Directory 12 &

iz Active Directory I8 |, 151 testfeature i<,

BXESER |, 1524 dell.com/idracmanuals 12t iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
WwSITRESEED) .

ECEiEH LDAP B

iDRAC IRIB AR A R SHFETREREFIHANMY (LDAP) RUIGIE. HIHREARFEE B RRS D TEAZT R,

797 {5 IDRAC LDAP SCiEER | BFAAAR B RIRS ZEERME BT EHREAF-AXR. BRIRSIMGERIFRR
1, BUEn , AR, BLURBFAZ EREEERRNENERMR, XEBRIEAE DRAC (TR E.

@ | #%: &M LDAP BRBSFIHET BEEFHNERIE (TFA) FE—FR (SSO).

£ iDRAC ET Web R HAECE B LDAP BERFE

E(EF Web REECEBA LDAP BRIRS | BHUTLATRE :
O | % BXEFTRIES, WS IDRAC Online Help (DRAC BXHLIEER) .

1 7£IDRAC Web SEA , #Z iDRAC Settings (iDRAC i& &) > Users (FIF) > Directory Services (HRRSS) > Generic
LDAP Directory Service (B LDAP HRRE) , B Edit (438) .

Generic LDAP Configuration and Management Step 1of 3 (i LDAP ERBFfIEIRE 14, #3$) REPERYaIHNER
LDAP IZE.,

2 #&E  E5iER LOAP [RS=RE(STRY SSL SRR+ B IR ERERREIET.

O©| 3 ZEieRA, FxrETE SSL IO LDAP 455, {X%# SSL L4y LDAP.
3 B Next (T—%).

¥4 E 7~ Generic LDAP Configuration and Management Step 2 of 3 (jF LDAP BeEMERE 2 4, # 3 $H) T@A.
4 [SFHIER LDAP IGIFHHEREXTIEF LDAP IRSSESFIAFIKFRIUEREE.

O| % MBIELRITT B, 1BI5%E LDAP FRSEH FQDN H#{% DNS 7£ iDRAC Settings (iDRAC &) > Network ([
#®) FIEMEE.

®| FE: AR AT, TXHRES. EHEEESHF DN HRENENEERR. 550, CiHFaE. TR,
5 HEHENext( T—%F).

18R Generic LDAP Configuration and Management Step 3a of 3 (ifif] LDAP EeEMEEE 3a 5, 3 $) TME.
6 BB Role Group (ffath) .

¥ &7 Generic LDAP Configuration and Management Step 3b of 3 (ifif} LDAP ECE fIEIEEE 3b 5, £ 3 5) TA.



7 IBEARASHIIBIR , SIZAXBKAISIR , R8RS Apply (LA .

@ | 5%: tnSR#EHEF Novell eDirectory 33148 DN BRAEM TIUTER: # (#2) . " (MBIB) . ; (H2) . > CAF2) .,
(GES) Z< UM FB) , MLFEEN.

fAEAIREISRTE. Generic LDAP Configuration and Management Step 3a of 3 (iff] LDAP ECEMEEE 3a £, #£3E) I
HERTHBHIZE.

NREREHMARE  BESH 7 SHE 8 L.

Bdserl. @A LOAP BRIRSEE T,

£ RACADM ELE&EF LDAP HERS

ERS LDAP BRIRS , (¥ iDRAC.LDAP #[1 iDRAC.LDAPRole BH i3IS,

EXES(=ER |, 1589 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wITRESEIERD) .

i LDAP BR RS &E

ERILUIL LDAP BRIRSZRELIGIEEHECE RERIEH | B2t LDAP BERAMAYEE,

£ iDRAC Web FHEMix LDAP BRRFZIZE

Ei LDAP BRIRFIRE :

1 7EIDRAC Web REIF , #% iDRAC Settings (iDRAC % &) >Users (FIF) > Directory Services (BRk%) > Generic
LDAP Directory Service (iff LDAP EHFME%) .
Generic LDAP Configuration and Management (il LDAP it EMEIE) WA ERUFIAGER LDAP IRE.

2 B,
%ﬂg)\iﬁﬁiﬂﬂﬁt LDAP iR ERNBRAFIRAFEMIER. BXBATERNAFEREGTERNNAFRZ2 YRSt ET

| ;*: Z£B 4% Enable Certificate Validation (JSFIEHIIE) AI1ER TR LDAP i Eft, iDRAC Z3k LDAP AR$5 284
FQDN WA Z IP H#ibR 5. iR LDAP AR%856 IP #bhiksikiR B, NLEPIEIELR, BEJ3iDRAC k5 LDAP fRE 58

fgo
@ | 5x: RS FIEM LDAP, IDRAC B2 SRNARAANSNERAS. WRKK, NoBEAFEAAER.
RIS BT SR B,

& RACADM i LDAP B #RFZIEE

Bl LDAP BRIRBIE S , 15(F testfeature ;. BXELER , 15217 dell.com/idracmanuals _EI2EHI iIDRAC RACADM
Command Line Interface Reference Guide ( iDRAC RACADM #p${THRESEISE ) »



REHERN

REENERNABM T ERREETH/EMIEEINEN, IR LIS RFRARZ LR ESAIEN. HEEERTEEME
B, SRGWHER |, HINZRREENSNEBSREL. IRZAELCBRFRE | WSETHERER.

Q| BRRGHEEAR, SEAEREMNRERE. REAREFRAIEARS.

BEUTREA SRS EERERE

iDRAC Web RHE
RACADM
WSMan
SCP ( RAECEmRENY )
¢ Redfish
- TEFFHEIREBIEERD F2 FHBEIR DRAC IRE

® | T ERRAYESER, BUSE% iDRAC Enterprise HFAIIEM AL $I4UR .

BIERGATHEERR | TR TI—LESS

Ih= FIRIRE

RGHERRE (FTH/XABE. EE)

ERIRILSER

RBRE (#1FEEK PERC )

BB R
o BITIZHTER
o HEHRKIRIE (Vian BEE. Remote-Assigned Address )
»  Group Manager 2513

TR T ZEMEEAWANE TR TRII0E. RELBEERF
@ | SiEENR AR, TXFHER IDRAC EX5IFHF. {82, vConsole EFIRH T 5| S4THIE, & iDRAC AT HIEERN

B, ZETTEH

& 3 IPERAR MBI R

25/ RIFEETIHE
«  OMSA/OMSS - IEERERENFEHNE TR
o |PMI » PERC
e DRAC/LC — PERCCLI
e DTK-Syscfg — DTK-RAIDCFG
¢ Redfish - F2/Ctrl+R
¢ OpenManage Essentials * NVMe
+ BIOS (F2IRBETHRIE) - DTK-RAIDCFG
- F2/Ctrl+R
* BOSS-$1

—  Marvell CLI



E5R RIFEETE

- F2/Ctrl+R

BB ERR, BIRRR RS R E R

TERPRER

ROREIRIR(E (FFIL. XL EiR)
« IRBIRE (HAEF PERC)

. }%\%/?MSA RE (OSBMC [BH. WEHEFRF ping. OS BFR. OS

TEHRILIRME ( VLAN BCE , Remote-Assigned Addressing )
Group Manager Z15

O©| % ERRMEHRN, F4E DRAC BRAE R OpenlD Connect HF .



B E iDRAC I ITR—ERUEEFER

ATIRMECE IDRAC LA TEBERER (ERTAMEFF] Active Directory A ) F182— (SSO) &R ( 1I&FT Active Directory F
) BER. SSO ISR REREEIFIHIIEE.

iDRAC SZ#EFETF Kerberos B Active Directory IGUFLASTIFEEBE-RF] SSO R, BX Kerberos BIEE. , 1517 Microsoft Rid,
R

Active Directory BB —E R E e RERAIRHERMF
79 Active Directory FFPECE iIDRAC SSO BEH
AR ELE DRAC HEEFER

79 Active Directory FFPBCE iIDRAC BEEEER
[ERSEREERER

Active Directory £—& F o B FE RIS H

ETF Active Directory B9 SSO B & BE RERHIBHESAEIE
iDRAC Bif[&]5 Active Directory 1EisI|28Rt R4, M , iDRAC Y kerberos IGUFSRML, AT LAEFIRTXFN NTP ThEeRIERT
8. BEHITICE(E , B8R BERXA NTP,

« 5 DRAC jEffil Active Directory fRIFZHEIITEA.

+ {EFH ktpass TEAR keytab {4,

BT EEMERR—ER | BRI Delegation (FEJK) U</ keytab FBFiE9 T Trust this user for delegation to any
service ngl?;;gezr?s only) (FHEFIREHEIRIVEFEMAS (PR Kerberos) ) 1EIRN, 1ZEI-E{NIE{ER kipass \FFEFE
keytab =40/,

o BLENWSEELUEHA SSO &R,
Bl Active Directory SYSRFHRMATER,
« XIF SSO, i5/9 IDRAC FRTEFMIAY DNS RS et ERAEIXI,

O 5% BEH B 5RE DNS EfFRIE, Kerberos SHABIFL KM,
BCENRERELIIF SSO BR, AXESER  FER 2 5%,
@| 3: Google Chrome F1 Safari 753 (% Active Directory i#{T SSO B

1% iDRAC ¥t /3 Active Directory 1R 1g a0+ E#1

1£ Active Directory tRig=3A# iDRAC :

1 BT iDRAC Settings (iDRAC i&#E) > Connectivity (¥E3¥) > Network (P48) .
PEEIE N DAl
IGEETLAARE P iR E15%61% IPv4 Settings (IPv4 & &) & IPv6 Settings (IPv6 &) .

1RMEAT Preferred/Alternate DNS Server (&if/#&i% DNS fRS328) 1P itk Z(ERBZEI DNS ARSSES IP iht , BT root
BAY—EB5 .

%% Register iDRAC on DNS ([5) DNS ¥ #} iDRAC) ,

1253 DNS Domain Name (DNS #4) .



6 ISIUFMZZE DNS Ee&5 Active Directory DNS {52 PTHE,
BEXZ2EMNESER |, 155157 IDRAC Online Help ( IDRAC BEHESED ) .

4 B% Kerberos Keytab 34

T 3ZHF SSO FIERERERBMIIIE | IDRAC SFRHTECE | (FEB/I Windows Kerberos [I4&_ERY kerberize fR55. iDRAC LRI
Kerberos EREEIESIE3E Windows Server Kerberos PRSZHECE /9 Windows Server Active Directory FiZE A EERILSE,

ktpass TE ( BT Microsoft {E/IBRSS 88 %4 CD/DVD HI—ERD3REN ) FAFEIE4FERIBFIKFRIIRS EAEFR (SPN) HEEEER
SHE| MIT 258989 Kerberos keytab 344 , MITTTENEBREFELESE S Key Distribution Centre (KDC) Z[BEEN{S{EFXZR, 1% keytab {4
BEEH , BTFXIRSESH KDC Z[BHSERTINE. ktpass TEMIFZIF Kerberos BHIGIEAIET UNIX BIARSSBERE Windows
Server Kerberos KDC BRFBZIZARIEIRIEIINEE. B X ktpass N FBEFHIEZ(ER. , 1SR Microsoft jid
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4R keytab XIEZ AT, IEREIEER— Active Directory FAFHKP , LMES ktpass @AY -mapuser IEECS AR, ot , f&w/m
BB SISEERR keytab {4 LEZIRY IDRAC DNS ZFRIERIAIEFR.

{858 ktpass TEAFL keytab 314 :

1 TEFREIE DRAC M5IZEI Active Directory R K RItEkEHIZE ( Active Directory BRSS88 ) _HIB1T ktpass 23 FIFER?.
2 {ERLLT ktpass apSBllFE Kerberos keytab 344 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out c:
\krbkeytab

DNZEREYY AES256-SHAT, EARSEELZE KRBS_NT_PRINCIPAL, BRSZEABFRIGHSTZIRIAF KRB X/RESR Use AES
256 encryption types for this account ({£F LM A AES 256 MMBZHRA) FiL,

@| 5%: %+F iDRACname # Service Principal Name ([REEHEH) , HERANSFE. EHL&TEHASEE, MRHIHHR
o
3 BITLAT®HS :

C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 3T,

O 53: tRIELTMAE I keytab 3T iDRAC FIAEEMEIE, HOIREHAAFIHE keytab XH. MREXAITROIZL
[E— keytab 3, M AEMECE .

8l Active Directory X5 HHE AR

XIETF Active Directory ¥ FREZEHEH SSO BERTIUATE R -

fE Active Directory fRZE8H BRI ENIR. RURISAXEANISR,

HEIEHIRPRIISISE IS AR, ENAERAEIERIIR , AASERNRSRT R LR SRS,
(FFRBANT SR RERIZ B RIS FN RIS,

BZEINY SSO AF (BRAR ) FINERENR.

RIUEBAAREERIARER |, LARA SR KE TSR,

73 Active Directory A Pit & iDRAC SSO &3E

#£9 Active Directory SSO B-RECE iDRAC ZHl , iR O ATB Rl .

g DN -

LIZET Active Directory iIREFIFMKFHET , BTLAJ Active Directory SSO Ei& iDRAC,



{#F Web R A Active Directory F FEL B iDRAC SSO & 3F

EFCE IDRAC LABHT Active Directory SSO B :
@ | % BXEETMES, %805 IDRAC Online Help (DRAC BXHLIEE) .

1 GIE iDRAC Y DNS ZFREEILEL iDRAC REfREMIHEZ. EHITIIRIE , i57E DRAC Web REH , ¥ % iDRAC Settings
(iDRAC i#&) > Network (£%) > Common Settings (B E) , 725 DNSIDRAC Name (DNSiDRAC Z#3) /Eit.

2 & Active Directory AETFHRAEZRMEEH REMIZER PR , BHRITLATRANMINREEREE SSO :

« 7T Active Directory Configuration and Management Step 1 of 4 (Active Directory EEEMEHEE 1, #£4P) TERPLE
keytab {4,

« 7E Active Directory Configuration and Management Step 2 of 4 (Active Directory R EMEIEE 2 5, £ 45) REFIEE
Enable Single Sign-On (BRI #—&F) %N,

% RACADM J Active Directory F§ At & iDRAC SSO B3

ZFH SSO , STRREERLAECE Active Directory , FHEITLAT @< :
racadm set iDRAC.ActiveDirectory.SSOEnable 1

FA M B E iDRAC EREFEF

EFCE DRAC A RF LU TERERER ¢

1 RBERFRAPIEBR(E CA MR EHE DRAC,
2 CRERERER.

EHEREFRAPIESR

EHAAIEBZA , BHREE S RAENBIAFIETRLL Baseod I8TVSH. SHA-2 IEBBEETH.

£ Web FH_EHErEFHPIEP
EEEREREPIES :
1 1EIDRAC Web REF , %= iIDRAC Settings (iDRAC &) >Users (FI/) >Smart Card (H&EF) .

®| I BeeEE RINEETERLE A A /5k Active Directory A FiE$ .

2 £ Configure Smart Card Logon (EZE&E#FEFE) T , i£#E Enabled With Remote RACADM (i&iditiE RACADM BH) LIE
FEE.

S Enable CRL Check for Smart Card Logon (& &8F&% CRLEE) ,
BEEMA.

£ RACADM L# E&E-FHFIEH

E HEEEERAPIUET | 15(FF usercertupload 315, BXEZ(EE , 15217 dell.com/idracmanuals 329 iDRACRACADM
Command Line Interface Reference Guide ( iDRACRACADM s {TRES &SR ) .



EEHEREFHIEE CAIUES

E# CAERZAT , IBHHRIAE CA ERAGIES.

£ Web AE L EEFRIZIE CAMED

TEATERRERNZE CAUES :

1 1 IDRAC Web REH , 2% iIDRAC Settings (iDRAC iZE) > Network ([4%) > User Authentication (FJFI&iE) > Local
Users (EH#RAF) .
BT B~ ATUEL

2 fEUserID (AP ID) %% , BAkFF ID RS,
187K Users Main Menu (FAAES) M.

3 7 Smart Card Configurations (&#t-EBLE) T , %% Upload Trusted CA Certificate ( L#{3{& CAFH) , A/SEAT Next
(=) .
14527 Trusted CA Certificate Upload (=45 CAEH %) TTmE.

4 NISFHIEESZE CAIUES , ARRERA.

%/ RACADM 3 £ 85-£ 85 CA JEH

EEREEER HETS CAEP |, 5% usercertupload 315, BXEZ(EE. , 15517 dell.com/idracmanuals IR iIDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM mpS{TRESEIER ) .

73 Active Directory Fi FHCE iDRAC e F&F

79 Active Directory FEFPECE IDRAC B EE R , IBHRRIECHFAEIEIHREM.
EFLE DRAC LARTERERER ¢

1 7£iDRAC Web REF , BLE Active Directory AR BEETFHMELRIERY RLEHIAFF KRS , 7E Active Directory BL EFEE L
®1/470ET :

o  BRUEBRSIE,
o FEEERN CABRILE.
&K Keytab 315,
ERERER, BXRIEINER , 555 IDRAC Online Help ( iDRAC BAHLESE] ) .

RRASEREEFER
TEfSFAEEER IDRAC RUEERERERZAT | 1BHAMR

1GEHE "FE DRAC" TR,
- EBEHEMGERA iDRAC AR ELEE] Active Directory AP ELE B 5chK.

Q| E: mRESBAGEEESR, B4 SSH. Telnet, LAN _E IPMI E4THIZEFE RACADM H# &M . BX, MREEATSHFER,
NEmA<Bz1B8A.



{EH Web FHEHXEREREFER

BEFEERAERE RERIAE

1

£ iIDRAC Web 5REH , #5Z iDRAC Settings (iDRAC X&) > Users (FIF) >Smart Card (B&EF) .
FEENSE = Smart Card (2E:F) TE.

M Configure Smart Card Logon (ELEEREFER) THELET , Hi%E Enabled (BR) LIEAERERER , SEEE
Enabled With Remote RACADM (f§FIiZ#E RACADM EBf) ., &N , i%#% Disabled (2ZH) .

BXRBRMIES(ERE. , 1§84 IDRAC Online Help (IDRAC EXHABED ) .
BENANARE.
{%£F3 IDRAC Web REHTHIRLER=HN , RASRREHITERERER.

£ RACADM EHE ZHEH®FER

EEAERERESR | 15(EM set i SLUKR iIDRAC.SmartCard HAISTISR.
EXEZER , 555 dell.com/idracmanuals _EI2EHY iDRAC RACADM Command Line Interface Reference Guide ( iIDRAC RACADM
wSITRESEIED) .

{£H iDRAC R E AHIEF EHEHEREFER

BEFESERERE RERIAE

1

£ iDRAC IRBE N FEF , % Smart Card (HHEF) .

1} &7 iDRAC Settings Smart Card (iDRAC & B&&E+) I,

%% Enabled (BRH) LUSHAEREESR, BN , i%i¥ Disabled (BE£R) . BXERIMESZSE |, iB217 iDRAC Settings
Utility Online Help ( IDRAC i&E2\FIfEFFEAHEEE] ) «

xR EATE Back (/IR ) . Finish (55A%) Al Yes () .

B RE RIS IRIEEIR S AR,



fid & iDRAC LI & EER

ERLEZERFREATESHRIERAIRE, SRREAGINIATRENSME  ieaRESH, MREMSEUIHERIVA
HEGECREZMHEIESLAEREZR (BBFAMEF. SNMP FER. IPMI 4R, mfERSHHE. Redfish Bk WS B4 ) |, REZRIER
BRI WS MEERR. MREA—SMHERIEREE IR TRE (FINEFHSIS. XEERSKARRRE )  WSHTZER
5. BREATIEMHRE—NERIE

ZFECE DRAC LAKIXESR | IBHUTLATERE

1T BRER.

2 IEETLMRESRI ST BRI R,

3 ECERFHMFER. IPMIER, SNMP BB, mRRFHT. Redfish 4, BIERFHETH/5H WS BHRE,

4 [EREMERMEE, o
o BETHMEZIR. IPMIZHR. SNMP [ERF. ImRERFZHE. Redfish B, BERFHES WS BHRXZIEESNER.
« MNRERGHUTERSIS. KBRS EFIERE.

==

[E LR
TR ER
REEHEIR
REZIREIEH
IREEHEE
FCER FHRAESR. SNMP PafHaEk IPMI BEHE S
s WS =4
FiE Redfish 54
- ERBSD

BB ERER

BB ERRKXZEENBRESETTEMHRME , CEREREREN. WEMSESRENANMERSEHEE.

£ Web #F /S HEERER

EERSERENER , BHITLUTEE

1 £ iDRAC Web FEH , #6Z Configuration (AfZE) > System Settings (R4 E) > Alert Configuration (ERACE) .
FEENS R Alerts ( 2548 ) T
2  TEAlerts (4R ) 5 :
%% Enable (/3 ) LUSFZIRERSHITEHEE.
1543 Disable ( Z5F ) LABERERA pERZEFISEAHRAE.
3 BENMRRERE.



{£F RACADM B sk =&

R THS
racadm set iDRAC.IPMILan.AlertEnable <n>
n=0 — EZH
n=1— BB

M iDRAC R E A HIEF B A ZHER

[E PR B B A AR

1 £ DRAC IRELFRERFF , BZE Alerts (B .
1557 iDRAC Settings Alerts (iDRAC ¥ E&4R) 0.

2  7£ Platform Events (E&E) T, i%i¥ Enabled (BEER) , LISAZIRAEMEEHR(E, BN , 1% Disabled (BEMA) .
BXETNESZEE |, 15805 iDRAC Settings Utility Online Help (iIDRAC 18 B/\FIFERFEAE5E ) .

3 {fcEaE Back (JSIB ) . Finish (525 ) flYes (2) .
BRI E R E T,

fiprin i

ERILMRESRB IR E M IR E R,

&£ FH iDRAC Web R HiH X &EH

EIRERBIFF B ER
@ | #: BMEERAFRIERNAN, BATRERER.

1 7EIDRAC Web RER , #£Z Configuration (EZE) > System Settings (R%®E) > Alerts and Remote System Log
Configuration (ERFTEBRGHELE) .

2  7£ Alerts and Remote System Log Configuration (BRMTIERLHEEE) 585 , 1%iF Filter (7Hi%s%)
o EFUBITION — BRREGH BN SEEXRIMEEIRNARIZTINRES. ~FIEEEESIE,. BESE. RRER.
. FEETRR — EEETRREIRERSFEFRAERNER. ~ISEEHESER. MIEEEER. BUHMERER.

o BE— FrSEY. EEFIREREESHEXINEREESRT. HIEERD/BRE PCI-E £, BN RADEE. X
B iDRAC iFaTIIE,

Bz — FrmZATNEZE. MISERAFRER/THER. BRRIENE. SIEEE. BIRRE.
B — EFERBIRRER TES KRR TR/ PR A PRI ER.

O 51 BT RFEEHFRER.
TIEERE
3 RTINS SR
. @
. mE
. f=E
4 EAEHRA,
Alert Results (BFREER) SO EIRIEFMEAVEEIFITENERER.



1 FH RACADM fEikE3R

EREER | iS5 eventfilters 15, BXTZ(=R , 1555 dell.com/idracmanuals _H3Z2{HH9 iIDRAC RACADM Command Line
Interface Reference Guide ( iIDRAC RACADM #p{TRESEISE ) .

WEEHER

EALIREERX AR EBTAISMER , fINBFEMER. IPMIEIR. SNMP (&, ITERERT. BERZAEEM WS H
.

£ Web A HIZESHER

Z(EF Web AHIRESFMHER -

1 HBRECKEE T FEMER. IPMIER, SNMP BEHHREN/ BURERFEHTIRE.

2 7 IDRAC Web R , #Z Configuration (it®E) > System Settings (F%ii&E) > Alerts and Remote System Log
Configuration (BERMEZEERZGHLES) .

3 7t Alerts Results (BERER) T , RUTHBEMHN— I HMEER :
o EBFHBMHF
o SNMP F&BH
IPMI 2245
ERSRAE
WS B4
BERFERE
Redfish 54
4 9&?:.: Action (I2F) .
RENSHRE.
5 (B FELARIENRREE Y, 7E Message ID to Test Event GURE4AIEE ID) FERTh , BINER D LUIKiZERER L
E/%ZJ_ ,) SAIEERTE Test GUIIR) . BXER ID B9%7IF , 1525 dell.com/support/manuals _FFY Event Messages Guide ( FEEEE

{£F RACADM & EHH-E4R

EREEMEIR |, {5 eventfilters 5. BXEZER , 555 dell.com/idracmanuals 329 iDRAC RACADM Command Line
Interface Reference Guide ( iDRAC RACADM #p${THRES %ISR ) .

REEREINEH

NRARGBEAATHSFURESERFIREE NE1T , BILIECE DRAC LIAEREEREARAIMINE M. BIAERA 30X, B
HEER 0 &l 366 K, BEA 0" RrEREHEN.

@ | i*: bR E “EEIDRAC” IR, FaRBEERENME.



£ RACADM & EEHREWEH

E(EF RACADM IREEIREIMEH | 15(EF eventfilters 75, BXREZER | 1557 dell.com/idracmanuals H2{HY iDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM A3 {THRES %ISR ) »

£/ iDRAC Web R HEEERENEH

REERENE :

1 7EiDRAC Web FEH , #Z Configuration (AZE) > System Settings (R4 E) > Alert Recurrence (EREI) .
2 HESEMHIF , FAERIEE. BRI EERBAERINEE.

BXEZ(ER | 1555 IDRAC Online Help ( iDRAC BXHLESED ) o
3 BRENA.

BRELIREMRE.

BB RE

EEILORBEMHEE  INERR LHUTERSIS. RSB, KN RITERIE.

£ Web A Mm%z &= H#R1E

IREEMHRE

1 £ DRAC Web SREH , ¥Z Configuration (BZE) > System Settings (F%ii&E) > Alert and Remote System Log
Configuration (E#RFTERZEALEE) .
2 1 Actions (1) THFEES , ABNSHEE—MEE
- EHsIE
KABFEER
Power Off ( S[FIEEIE )
. FBRE
3 BHNA.
RERSRE.

£ RACADM & B Sk

EFEEERE , i5{HA eventfilters 7. BXEZ(=E , 1553 dell.com/idracmanuals 12889 iDRAC RACADM Command Line
Interface Reference Guide ( iIDRAC RACADM ap${TRESEISE ) .

it 2 B FHPEZER . SNMP FEBEE: IPMI PEBHSE S

BIRuLERERMEEIRENNY (SNMP) FIEEEEEIREO (IPMI) FEH DRAC BIREHRE. T HEAETRNRES , SRR
BHMOREREBERELIEE DRAC BIBEREMR. B0 , BRI LRSS R R 2 B E FEsEd TSItk E
R A HER, SNMP VI, v2 § v3 IS4,

EAJLAECE 1PvA 71 1Pv6 Bk BIfR. FBFEMAREMN SMTP IRS5ERE , FNMXEIRE, SIAATLASEREREAIX SNMP FERHET
SNMP v3 F3F,



EECEFE TR, SNMP B IPMIBEBHREZRD , iSHEIR

#REA Configure RAC ( BLE RAC ) BIBUR,
B BB ke,

B E IP iR B

SR LABCE IPv6 B IPv4 HELELUIZIT IPMI Z23RER SNMP BB,

BX(FEA SNMP SRS 2EFrERY iDRAC MIB BYEE |, 15217 dell.com/support/manuals =AY SNMP Reference Guide ( SNMP &%
75/ ) .

FF Web R HIZE IP ZiRB¥r

Z(HERA Web AEREZIRENRE | BHUTIATERE :

1

2

£ iDRAC Web FEH , #6Z Configuration (AZZE) > System Settings (R E) > SNMP and E-mail Settings (SNMP Figg
FupfFgE) .

EHE State (IR ) EDUSAZIRENR (IPv4 HBlik, 1Pv6 HblitakSeSRIER® (FQDN) ) SRIZIPERH.
BERZAILASE/ \ 1N Birttit, BXREMNES(ER. | 1525 IDRAC Online Help ( iIDRAC BXHIESE] ) .
WREEEAIE SNMP FERHET SNMP v3 P,

I\ iIDRAC SNMP FfAFFEE ( RIEFTF SNMPvI 1 SNMP v2 ) §I SNMP Z4Ris 02,
BXRZIEMNEZ(ER | 1§57 IDRAC Online Help ( iDRAC BXHLESED ) .

@ i: B RERTELMN IDRAC & 21 2 ML BN (SNMP) E4RMEB R ERNBEFHE. BHEBFEET
55 iDRAC Hlix=FFEER . BIAER “Public” () .

B 1P R AR IEEZI IPMI 8 SNMP BB |, 1558 Send ( &3%X ) ( D BIAIT Test IPMI Trap (UL IPMI BgERH ) #0 Test
SNMP Trap ( Uiz SNMP B&R ) T ) «

BHEA,
4 B EIE .
1E SNMP IEBHRR 053k , BT R A B LIAHIROMITE - SNMP Vi, SNMPv2 5 SNMP V3 , /AR,

®| ¥: SNMP Trap Format (SNMP FER4&E) ETIOUEAT SNMP B&Rt, TEAT IPMIBaRE. IPMI FERHEZE L SNMP v 4%
R&E, TELETFHEEH SNMP Trap Format (SNMP FEBHER) &I .

SNMP BEBHEZURIZE A E.

£ RACADM Bt & IP E3R B#5

BCEEMHERIRE :

1 IEFEER
racadm set idrac.SNMP.Alert.<index>.Enable <n>
28 L
<index> BirZ&5l. RFER1ES,

<n>=0 ZEFHRE R



S i5H3

<n>=1 ===l

2 ECERHEREIL

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

2% AR
<index> BirE5|. AFRER1ES,
<Address> B3 IPv4, IPv6 B FQDN it

3 ECE SNMP RHEBFRFFTER
racadm set idrac.ipmilan.communityname <community name>

B L]
<community name> SNMP BRETFR,

4  EELE SNMP BiR -

s iZE SNMPV3 B9 SNMP FEB B 1R
racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>

FPEHBFREE SNMPV3 FF :

racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>

JEFEH SNMPV3 :

racadm set idrac.users.<index>.SNMPv3Enable Enabled
5 WEXE, BN

racadm testtrap -i <index>

BXELER |, 5805 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wSITRESEIED) .

£/ IDRAC R ENARFEE IP EiRE#R

1EATLAER iDRAC IRB N RSB EZIRBMR (IPv4, IPv6 B FQDN ) , EHTIHIRE -

1 fE iDRAC Settings utility ( DRAC iIRBAFEFT ) & , £ Alerts (4R ) .
15 &7 iIDRAC Settings Alerts ( iDRAC IREBZ4R ) TTH.
2 7E Trap Settings (FEBHSE) T , [SEEKEARHAY 1P Bk , FHEEIN IPv4, IPv6 3% FQDN BfRitilit, S&RZEILMERE 8 Mibtt,
3 BABRRFRIEER,
BEXZEMEE , 155158 IDRAC Settings Utility Online Help ( IDRAC 1R B\ FIFERFEEHEEEN ) .
4 {foREE Back (f51B ) . Finish (586% ) flYes (2 ) .
2R BB ECE.

AoE B FHHERRE

ERJLARCEFE FHB AU LIRS FEME IR, S5, BiE SMTP IRSSERIUNRE.

@ | 3F: InRAREFIR %252 Microsoft Exchange Server 2007, BT AMIEIRESECE iDRAC 15i8, LUEM IDRAC HEWH FRR &
.

® | 7 BB FERER I IPv4 1 IPv6 Hihit. {£F IPv6 Bwssii3E £ iDRAC DNS 154 .

@ | 7 REERHRIND SMTP AR %25, 15 H{R IDRAC TSIZMRBE[ER. MRRBZ[AAHE, EZRLEWLEBHRGER
%R RAC0225.




£ Web FHECEHE FHHERIZE

E(EF Web AEECER FHMFEIRIZE | BHUTLATELE

1 1E£IDRAC Web RE , #Z Configuration (AlE) > System Settings (R4ti&E) > SMTP (E-mail) Configuration (SMTP
[FBFHRe] iLE) .

NI TR HbE,
B Test Email ( USKEEFHBA ) THY Send ( &% ) MR EBHIE FHREEZIRISES,
BERA.
XIF SMTP ( BB FHMY ) IRSZESIRE | IRHLTHERER ¢
SMTP ( EBFHB ) ARSSEE IP Hbtikal FQDN/DNS BH#R
SMTP O2
o ISIE
. APE
6 BENA. BXBZERNESER | 15505 IDRAC Online Help (iIDRAC BXHLESE] ) .

{5 RACADM fit & B FHp &R E

1 EERETFEMEER  BHUTIATERE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

O DN NN

2% AR

index FEFERBEIRZRS . RIFRNEN 1 E 4.
n=0 S REEFHMAER,

n=1 SRR FHRAEHR,

2 ERERTHMPRE , BHTLAITERME

racadm set iDRAC.EmailAlert.Address.[index] [email-address]

BH iR
index BFHMFBERERS]. RITRIER1E 4,
email-address EW$@$1¢%§EE@EE@%EE¥EM¢WJL

3 EEEENER:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

S PiEA
index EFHMFBERERS|, RIFRIER1E 4.
custom-message QIFE)‘(II%%

4 BNEEREFEMAER (MNBLE) |, BHRITLUTEE

racadm testemail -1 [index]

2% AR
index ENHAIEEFEMEBIRRS]. RVFRIEN1E 4.

BXEZER |, 15587 dell.com/idracmanuals 129 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM fp@{TREISEISmE ) .



B E SMTP BB FHR AR 525t ig &

B IRECE SMTP RSS2 LIS FIME B IR AX IS E B,

{5} iDRAC Web EREEE SMTP B FHB IR S b ig =
& SMTP RSSE8HbHLE -

1 £ iDRAC Web HEH , #6Z Configuaration (BZE) > System Settings (R4ti%=E) > Alert Configuration (E4RELE) >
SNMP (E-mail Configuration) (SNMP [F8 FEREACE]) .

2 BWANEEEEDPERN SMTP RSZ[AVER 1P T 2REE®S (FQDN),
1#6#% Enable Authentication ( SFGIE ) %I , ARIRMAFSIIEE (BRGE SMTP IRSSRNAFPINAFEERS ) .
N SMTP S,
BXEFRINESER , 157 IDRAC Online Help ( IDRAC BXHEEEN ) .

5 BFENA.
SMTP IREEEE.

{£F RACADM fit & SMTP B Fi {h AR 5 25 btk i8 B
EfcE SMTP BB FHRMAIRSSES | IBHITLATIRIE

racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

ACE WS E

WS YT EFIRIRS (AP ) FRSEE (BER ) EMESGR (1758 ) RS , NMiERE SRS SESEHHEE (1BEE
HER) . BREEElR WS BHEERNZEFELAITIR iIDRAC FHEIS Lifecycle Controller {EMBHIZE,

LB WS SEINRELURINLS Lifecycle Controller {ENIAERHIEEERY WS B BRTERISBERT iDRAC 1.30.30 A9 Web IRBZHM4

LTI TR, BRTAREE | 15519 DSP0226 ( DMTF WS EIEHISE ) . &B% 108X ( 54 ) 308 , LATHESTEERI WS
EHMNAYER. 7E DCIM {EAZFIBTE 4 SRFME T Lifecycle Controller FE5&{ENL,

Bt & Redfish B

Redfish Y ABTEFIRIRSS (1THE ) LU9IRSSS: (B4R ) EMAE (175) |, BB S Redfish BHATIER (EREEM
HE ) . XHRUL Redfish SBHHERREKEIRIZ FRTLAIT5 iDRAC FHEWKSSEMHHEXAY Lifecycle Controller £k,

EREHEID

TREHT ETRERAER D AT,

#=.32:ERISEID

E81D BiAR
AMP i
ASR BiEERS

BAR B /xR



Z2 1D B8R

BAT B SR
BIOS BIOS E1#
BOOT 5|1 S4=H)
CBL R4

CPU Rh¥EEs

CPUA SMBERAFE
CTL il

DH IEREE

DIS BaEHk
ENC AR

FAN XS4

FSD @i

HWC EHECE

IPA DRAC IP &%
ITR (=N

JCP %z

LC Lifecycle Controller
LIC e

LNK HEERINS
LOG BEEH
MEM L2

NDR NIC EERFIXNE
NIC NIC Bc&
0sD BIERFHE
OSE BIERRSEM
PCI PCIRE

PDR YA

PR LRSS



52 1D PER

PST BIOS F#lB1ta
PSU FER

PSUA PSU FF1E
PWR FEIR{ER
RAC RAC S4
RDU TUR

RED BT

RFL IDSDM 7J&R
RFLA IDSDM R1F1E
RRDU IDSDM TR
RS ITF2ARSS
SEC TEEN
RAEEHEE REBHEE
SRD {4 RAID
SsSD PCle SSD
STOR =i

SuUP B4R FAl
Se WHEE
SWuU BIFEN

SYs RRER
T™P BE

TST MR
UEFI UEFI S544
USR FAFRER
VDR REPARL R

VF vFlash SD +&
VFL VFlash 254



R D L

VFLA vFlash ANE1E
VLT BE

VME BINER
VRM ERuEsE
WRK TEFRE



iDRAC 9 Group Manager

iDRAC Group Manager IBERT AT Dell 55 14 {UBRSS RS , LAERS iDRAC GUI TEAHBIES_ERIKEXIRSS 25 EIRALELAT IDRAC FIREXAR
SZERAVEAEIE, Group Manager FeiF XMany £HI& AL , THREMPIRNNAREF. SRTREFESHITERANIGEEE A
IRSBEBANFMES | MARENIGEIRS SIS IR FaTTE.

Group Manager 2—IRIFAIIHEEH B R Enterprise FFAIERI—EBS . RB iDRAC BIERAFEILATAIR) Group Manager ThgE,
® | E: AT RGEFHAPEL, Group Manager %A 100 MRFET = .

I
Group Manager
HEE
EEER
BCEZR
S
B FRIIRSSEIE
{ELVARE]
el S
Group Information (B8 ) ER
- HgE
FERmEARSS 88 L AVRIE

Group Manager

(% Group Manager I8 , #EE M iDRAC 225 |TEE,, Group Manager ¥GHMEE S Group Manager, Group Manager ¥l
IR TRFAZIBNEDN,

. 33: Group Manager 1 {9i% 15

IR WA
IV =EE] FRFHENNIERIE | BFEETHE GroupName (LHEFR) 1

Passcode (FRE) LUINASFERIE.,

@ |i*: B85 iDRAC FAERXE. &AW, — 1M EB5—41
LAHEXE, LUEER—EAFRIAFE IDRAC Z BN &t &

BEIERIREEIERE.
elfEEs sl RFECIEFE. ELIEREANSE DRAC IEREENE (Fi=H
B8,
HEIZZZH Group Manager NRIENMEBEMNFERFIMNETE | HEFIER, Y, &

ATLAM IDRAC ZE3|TRE%EE “"Open Group Manager”  ( $1FF
Group Manager ) , LAFEAEfEIRYE]mRi%518) Group Manager, —Bf&
£ER Group Manager , FAFFRESF 60 Mot , ABEHUTIHABE
—2£ Group Manager 2{E.

—H Group Manager JIgEE/SF , W iDRAC RILEENSIEBIERANAN— IDRAC AttiE, AiRIKEHRILUZES N IDRAC H , (B
iDRAC IR REER—MERIRALGR. BEFEXAE (INAFFAE ) , iDRAC WABSLEFHEHSEIA  AREMAFE. ABRT , SIET4A



1Y IDRAC #isE HEREEHIEE. FFPZTHREN T Group Manager HiEHIgsLAEHIZH, FI=HIEREEE Group Manager Web R
@, FHEHEET GUI T/ERE. MNRYaIIERHISEE&RIKHTE , N iDRAC FRESMZABIE— NI EEFIEE |, (BXAaE
TERLZAF. BidM iDRAC Z3|TaEEd Group Manager , #EBILAMFRE iIDRAC RRRIEE A Group Manager,

HENE

EREEEAEERMIRAELAAEERNE. MRIFEERAFERE] ORAC , NEEERBOT2EFSENERE. AEHERE
T (BENE ) KD A=NED. F— R0 Bl EUNRCEREEFAES.

Kb BEHIRSS AR,

ErE MRS HRESHRSSRMENER.

Doughnut EIFRIZEITININEERIRSS S ( REERERD A TmitiRSRIZR | LB EREBMEE TINTRIIRSR ) .
. ﬁﬂiﬁ%ﬂ@éﬁ**ﬁﬂﬂ%ﬂ%ﬁﬂ%ﬂ  NBREESE. ESENAEFEEHERNET , BEEAE. URKEEENE , WAER

=R io

EEHIER IDRAC ( EEFIREEHIRS ) .
BTANERDIRM T ERME EHTIRERMRE | B=1NE80 B 7B iDRAC RIFIER.
ERENETRMEREREISRE TRV , FEARITTRFRERIEERE. RSF[EERTET FRPAMARIIRS .

*. 34: REEEM
REREY BiER
ETRR R ERS SRS TR,
FNE TR EEEFR,
iDRAC IP it SRIEINY IPVA F0 IPV6 b,
ARSSIRES ERRSIREER.
BE 7 Dell fR55E8HVBLE,
iDRAC 7~ iIDRAC FRA,
EIRREEH BRIRS IS DREFRHET B,
“System Information”  ( RFER ) EIRIRHXTIRS[ANFMES. | FIa0 , DRAC MEIERDIAS. IRSBB|EVBIRIRE. RER

SRMIE. BIERSZ. Brir®. T ID. IDRAC DNS ZfR. IRSSES BIOS M4, fRSSE8 CPU (SR, EZREFEURMEESR, EHaJll
T ENE |, S8R EEEN IDRAC 124 |, LITR—RRERETEBEME DRAC FR3|TRE. ERMERSEL , aTLU “More
Actions” ( BSRE ) TRIFIFRIBREIEE SaHTIRSSSETRISE.

S8 DRAC AIFER. BiREBEE REMSHTIFNERE,
foter 2%
SPLik=a

{ERILLERSEI7EZE+ Add New User GRINETH A1) . Change User Password (SEi{f F#H0) F Delete User (MERRF) .

AiEl (BIEEEESR ) 2IRSEBI—RMECE. Group Manager 83 SCP FI/EVH TEAIEN. IFTFEA Group Manager {Eil ,
APEIE IDRAC TEEAEALAAFIFEBE—MEIL. Group Manager FoiEHEMIZEIRLR iDRAC LAVEXESIEMRRECE.

@ | & BAEl o AR B 5B 2 (452 iDRAC RUSERR .
RE—MAFSERAM AP RERALR DRAC LHIRE.



A INFTA A

FRALER D AT XA EIRS S LEIEFIRIIF R EE X . BEQRAEW LSRR RINEIZAFrIREIRS:S. FJLE
GroupManager > Jobs (fEdk) TREIREIE/EIVAVIRE.

@ | RAMERT, BIAHERRKARE DRAC. HAETAMERRK A5 SHNESES.
BXIFE | BEREERF KPR,

&. 35: #iA IR

EIR WA

HABPER R RPRERIFS.

iDRAC 1XBR RIHEEX P ABLMRERER.

BRAFRE FEVHEIRE (IPMI) PR | FFAEENEEA SNMP,

O | #: RFA—AABRARGHEMEMRR DRAC HiEE— A A EBREMNHR.

B HPED

FERILES T EXNAFERER. ELIES Users (AP) #HER , HPEIESEMNEFR User Name (FIA&) . Role (f
&) 1 Domain () 8. EECIEE(EWAEXZETFEIRSESMEFERS, vJLAE GroupManager > Jobs (1Bl TREIKE]
PRI APIRTS.

MRAFERE  NIEHER. BT ZHBCERRRMEIMTAIMRR DRAC BRE—MHFERAREHRIER, WRBFARF
£ . ARIREEEIRE] Group Manager , IEHAFPERRHARFAE, Group Manager GUI AP SIRE T 75 EiHI88AY iDRAC
ERZRIAFSIR. EARERATE DRAC RIFFERF.

R

{ERLLER D AT NITRAIRS 2R IRRAEF. FTECRB(RILANEAIRS S FMIREF. JLME GroupManager > Jobs (fEil) T
EFEBE R AR,

AN R DRAC LEFERF , WAFPTLEMR. BT %ABEERRESIENIEHIMR DRAC ERE— MNP ARMRAYER.
WRAPAREFE , MEETHZ DRAC B7REMIIMER. Group Manager GUI RIS FIFRE T 724 F15458AY iDRAC R ET
FBF%I&. BEARERATE DRAC RTERF.

fi B ik

ERLLHO FTEER FIMFER. FABR T , EIRCER. B2, BALERNERER. AIRSEE , LUSHEFERMEEiREEN
FREIFFEERSSEE. EIFIAYASAE GroupManager > Jobs ({EMl) TUEIFH TSN, Group Manager BB FHR4ZERAIECERMTEMR
ERBFEMAER. ERRER—ATRIEMRM SMTP [RZ/RE. 51 DRAC BB E. HFHMMEEFSERBRE. SnE
BETREEEHIRER DRAC, RE—MEFSEHECERE FHMER.

BXREEELRNES(ER  BSEE DRAC LURIEER,



. 36: FL B EIRIKIN

i tEA

SMTP ( EBFHM4 ) BRSSeHEINRE AYFEECERSSSE P Hblt, SMTP IROSHERSNIIE. E&
ERSHIERERT , GEEREAFBIE.

ARttt FFEEEZ M EBEFHRME 1D LIRS T REPIREE SRR FHE
B, ERILANRSE R BRI AIE—EH IR TR

EtieSil TSRS N E RSB LA R F R HEA.

® | i+ BFE—H BB RRAARGHENEMRS iDRAC #¥iEE—1 A RERAEMIER.

S

FRLERS B ERESHEIAMRSE. TLASH CSV HSHNER. BEE5HTNE N ERNERBXAEE. SHEELL
TLACSY IEHIER. IRS[FMER :
. BfTRR
FNE
iDRAC IPV4 it
iDRAC IPV6 tthitit
BRI
s
+ iDRAC E{4hA
o DRIRESEH
o HUEARSSLES
- iDRAC iR
. BRERE
. BMERR
ARSSIREE
= ID
iDRAC DNS &R
BIOS ik~
+ CPUFHER
. RZHENF (MB)
. (IEFHER

@ | %: MRIEEFKZ Internet Explore, HRAMBNR LR E UL TH CsV Xt

BB AR S UE

BUERAHIENS , IDRAC ETEESSTEAIA NS FAOFEUY DRAC , IStHE IR — T, T AEREINRSSE FRRN
DRAC , RIFES DRAC SPSFRBEIZEETIEL, EHEINIRSSNER TR —mMLS HIRWE DRAC 3IE , BTAILURIHAN
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- RZgEOFR (NIC)

o REMEIERES (CNA)

»  HREME (LAN On Motherboards, LOM)

s MZEFR (NDC)

«  KER (Mezzanine cards , {{IERF7IRRIRSEE )

M NPAR BE CNA i85 LRSS X 28T , FRIREMRERA 1/0 AmREM (580 : P ithilit, ittt EEhsEfiEERR ) oK%K
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55 F§ RACADM Y53M 48 1% %%
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BESXRFNMERTICENAmE , & "EHE0E" PEEL.

AR RS SEMNMEBIEREH T NMOETINIEHER | MErLAITEEE TSR MERRIER.

EERANEHRAERZEIIRSS 25 im L7 iDRAC ERRORIATEIROESE. IRSSAEM SR BIEARLAE PowerEdge LOM, NDC. XREFR
#0 PCle Bi¥IN-RA%GRA.

EEEMNERFEENE , EEMERYE > BX > MEIEE > M%IE& FQDD > mOMaX&Ed.
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S ET AR IDRAC R E > R > B RIEE > TR E LS EEEZREENE,

“EEEE" B8 racadm SwitchConnection View fpSilis , BATLUEIT winrm G EE.

FERERIEIR L

=)=} EEERAAUEREERNE. BAERT , EFER R,
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SRENER RIS,

BHHHIE BERAIRIRNIER 1D AR OER D 5.

EEFEAL B ST A R P 4R 45 Il 2R
TR SIS RN,
HiER E 53]

Broadcom
e 57414 rNDC 25GE
«  57416/5720 rNDC 10GbE
«  57412/5720 rNDC 10GbE
« 57414 PCle FH/LP 25GE
e 57412 PCle FH/LP 10GbE
* 57416 PCle FH/LP 10GbE

Intel
e X710 bNDC 10Gb

* X710 DP PCle 10Gb

* X710 QP PCle 10Gb

e X710 + 1350 rNDC 10Gb+1Gb
» X710 rNDC 10Gb

* X710 bNDC 10Gb

*  XL710 PCle 40Gb

« XL710 OCP =k 10Gb

* X710 PCle 10Gb

Mellanox
e MT27710 rNDC 40Gb

*  MT27710 PCle 40Gb
*  MT27700 PCle 100Gb

QLogic
e QLAMG2 PCle 10GE 2P

*  QL4M2 PCle 10GE 2P
*  QL41262 PCle 25GE 2P

FRFMAILEN FC HBA & &

SRR NS S R AT EE R AIEELSE (FC HBA) BB TN HEEERIREM. S23F Emulex #1 Qlogic FC HBA, XJF
81 FC HBA IRE , B ABERIRONLUTER :

o HHERSHER
o WOEM
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£ RACADM Y57 FC HBA & %&
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HIER il
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Glogic .« QME2692-DEL Fab C S22 FC16
e  QME2742-DEL Fab C £E-E FC32
e QL41262HMKR-DE Fab A/B K 25 Gb
e QL41232HMKR-DE Fab A/B 322K 25 Gb
Emulex

LPe31002-D Fab C 2K FC16
LPe32002-D Fab C J22-& FC32
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BE  REERRSISEREE  ARERRENS ISERIBMN. ERLUSA "1/O tRRML" THEELASSIS ISM. MRERIL
I8E | ESERBERZERIGHZANREEINL. SassiiFEBErEY  EfAHESE IR BIOS BER. RERENS IS
BT —RRGENTTR , FHEI5 I SaEMERER T,

SR8 170 FRRMLLINREZ BT | iBHAMR

REER. BEENRFEEHNIR,
BIOS. iDRAC FIM-REEFHNEFE.

[BF8 I/70 FRRMULTIRERS | M IDRAC SHIRSSEECERE XM | 7 SCP XHHMEKFRHRRN I/0 tRREH | AEBILXHEHRSA
iDRAC,

BX SCP XHhrMEMAY I/0 FRRLICINREREIERIZIZR | 1555 dell.com/support LIRAAY NIC Profile ( NIC EEESXfY ) BE
@ | #: FEEZEE 10 R TR R .

£/ Web FH/BRZZA 170 FriRt L Ihge

EEAEHEER /0 fRRMLATIEE | IBHATLATERE

1 7EIDRAC Web FEF , #£Z Configuration (AIE) > System Settings (R4 E) > Hardware Settings (FBHFI&E) > 170
Identity Optimization (170 ¥RIRHEIL) .
FEEN< 7R 1/0 Identity Optimization (170 S 4t4L) TRH.
EA75 1/0 Identity Optimization (1/0 &ii{k) &£ , 1%63% Enable (BR) EHLUSAILLINEE. EZEA , NiEKRILIET.
BFENATNERE.

£ RACADM BRI 170 #riRLLIhsE

ZFRA /0 tRRULTORE | BERLAT < ¢

racadm set idrac.ioidopt.IOIDOptEnable Enabled
BRIINEEE | BB ENRERA ReEREE.
FEF /0 tRRUAIHEE | BERLI TS

racadm set idrac.ioidopt.IOIDOptEnable Disabled

FEE /0 tRRMUHINEERE , BERUTHS

racadm get iDRAC.IOIDOpt

Ao E A RIRIZE

TEEREF 10 FRADIEE , EEREERBTRERAESHEEERTA NI, BB AR S BREM
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Fr A MRS AC HEE 5% #3512
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REfUMtBAE - AFAmBN AR AigeH ARideh Bt
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@ [ MRBHAMKRKEEAERHAE CNA RESX ERE T ERbE, BIRKFEER, WAEER VirtualizationMode B 1%
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BRI AR EAFI R ELII RS ER G E R 0s, HR\HIE X REREB[/MFHEBIRHME iSCSI BaNZEFEFHEERA
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EFCERAMRES | BHUTLATRE

1 7E£IDRAC Web R , #Z Configuration (BRE) > System Settings (FZZi%E) > 170 Identity Optimization (170 #FiR{E

#® .
B 170 #RREHIRTIE R,
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BB AR,

£ RACADM L EFFAMRIKIZE

ERERAMRES , BIBLAT racadm MRS set FHSEAFER ¢

o XFTFREEHMtEE , 155 iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #[1
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd X35

o IIF/EEHEE , i5{$FH iDRAC.IOIDOPT.InitiatorPersistencePolicy X152
. YFEEE+R , 5{5F iIDRAC.IOIDOpt.StorageTargetPersistencePolicy X152

BXEZEE , 5215 dell.com/esmmanuals F32{H iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
weTRESEREE) .

iSCS| BEIEMEMEBFAIAE

TRIBH T SR SRR 2 B89 iISCS| [Boh2efi7ziE BiraVENA BT,
3. 46:iSCSI 55hs% - BAE

iSCS| Initiator (iSCSI BzH8%) IPv4 R THRRIAE IPv6 X THIRRIAE
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.00 0.0.00

Iscsilnitiatorlpv6Addr

IscsilnitiatorSubnet 0.0.0.0 0.0.00
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.00 0.0.00
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.000
Iscsilnitiatorlpv6SecDns

IscsilnitiatorName EinkR{E EiEkRE
IscsilnitiatorChapld EiEkR{E EiEkRE

IscsilnitiatorChapPwd EiakRE EiakRE



iSCSI Initiator (iSCSI F&h28) IPv4 1830 T EORAIAE IPv6 &3\ T EIRAIAE
IPVer lpv4
. 47:1SCS| FiEERR Y - RIAE

iSCS| iz BirE1: IPva X T EYRRINE IPv6 R THIRRIAE
ConnectFirstTgt 228 e
FirstTgtlpAddress 0.0.0.0

FirstTgtTcpPort 3260 3260

FirstTgtBootLun 0 0

FirstTgtlscsiName EiBkRE EiEkR{E
FirstTgtChapld EiakRE EiEkRE
FirstTgtChapPwd EinkRE EiEkRE
FirstTgtlpVer lpv4

ConnectSecondTgt BE2H B8
SecondTgtlpAddress 0.0.00

SecondTgtTepPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EinkRE EiEkRE
SecondTgtChapld EinkRE EinkR{E
SecondTgtChapPwd EinkRE EinkRE
SecondTgtlpVer lpv4
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BENRERBE R Eh S R .

ST

TS R REHE B EFIEERIR — BRI MESRRin O BERERRARIX I/0 B3R, IEBMHNIE SAS =18 LrTA,

Ea#wkit (BGI) =

£ PERC =28 £, WAREMHEENE SRR ENEECIEE 0 2 5 DHRNBMITE. TARENHEENEEIRHSEENL
WEMTER DS TREIEHIRSEAMEE, Fl90 , RAD 5 ERIHENEEVIRNTRERRE | SBRIVEREMIAK. RAD
REMHEENEESYIRTERFTME | YIRS REE.

e RS IERT R B HER RN IE U REUE SRR REAERIIARE. EXT5H , FEVRtTESRE -SRI MaiF
EEVIRHIET A BESSRIZITRE, RECH | FEYIRHATE 0 8 5 SHNBNENSH. SEEVRNKIERETH  AlseRER
LIRE (HIMSEEFISNRE ) . BEfRITE (GIRNEIZENEE ) BREASEENRHRIIET. XETERSHREWBHTEIE.
EERHERRTECE N 0% & 100% , ARERTEITRENRUESHRARFENEStL. B8 0% /Y, JFizklss , Failn

HWEBREMER  FTERKHIMNEZgEM , FERMERRMEMNGE/NIRE. BEMBREEN 0% ARFEERTERLE
HiF. B 100% /Y, TGRS | REMRtEERSNLR. FERUREERE  FEENRFEMEIRAIIRE.

BE—HM

ME—EIHESTRIETR (568158 ) ER80ERE. WESNERT IREMNHEE. NRFE  RE—NMHESTEEZTRY
1B SEMEELT KEHTR KSH | B TieE SRR LRI R R EIEIM AR,

SE—HMRAEE 0% 1 100% , KRERTETHRE— ISR RNEDL. BN 0% B, JFizdlss  RE—H
HEARMEMER  FTERKHINEZ g , FERMARMEM NG/ IRE. E—BMEERN 0% ARMIE—HHEFLEE
HiF. B 100% B, JTEGRE  RE—HMEEESNGR. HE—EMRERE , FEENRFEMERINRAIIRE.

HEREFNREENA

ECEERIRREMR , BRLICESENREER, EH R ERINEERRMESHRERMERT SED RYihE. BRAILIASNEEINE
DhRERYI=HIRR B — MINEEESH, (ERAEREE (LK) TIRERLIEERR2ER. KM JRTERRIPREMEEZTFRRIZER D
TEHEEE. MRER LKV, N s TR IS E R IR E R e N = A,

7£ HBA tR=, iE1THY PERC FE{AHIEHI28 EARTIAZITS.
NRETE "AINEHERIEE B TEEReERRRERES  AEZRURNNZZE®R , WS AREET S TIPEREE.



fEM Web FHEBECEZHIZEE M

1

7 IDRAC Web FREH , #£% Storage (#5fif) > Overview (#£5) > Controllers (¥51588) .

At S B BiEFISETUmE.

£ Controller ($2HIg%) #o , EEEEERERIITHES.

RAENBIHEEFRBIER.

Current Value (Hai{E) FIEE~ENEHNENE. ETLIBEBTINENEMAY Action GRE) THEZERPIEIFETEHIZIE.
BXEFRINSE , 15205 iDRAC Online Help ( IDRAC BXHLESEN ) .

£ Apply Operation Mode (RIF#REHER) THEE=EF | EEENHIKEMIRTE,

BFRNA.

BREEER RN AR IR E.

£ RACADM Bt BT HIZE B¢

g EKIOIERRS :
racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}
MERKAEIEBIRENF D , BERU TS REFIHE LEKAGEREE

racadm storage patrolread:<Controller FQDD> -state {start|stop}

O 5%: tnREsIBhMERMETTH, NRLHE B0 M B SR ERERSE. BMEETUER IDRAC RERLIE
FME, LHXBERNEIEBIIFHEEBIFLM.
BieE—HMREER, , i5{EH Storage.Controller.CheckConsistencyMode 3352,

BEASHZERSER, , 55 Storage.Controller.CopybackMode X115,

B ARETEE , 153 Storage.Controller.PossibleloadBalancedMode Y15z,
EEETRTYRM T REEI T B ENRRARIRR LY . 15{%EF Storage.Controller.CheckConsistencyRate XI5z,
EEETRTEENEHENEFISSRIFEE 2L , 155 Storage.Controller.RebuildRate X15%

EEETRTRREEIMHERENENTEEVIAM (BG) MiEFsERIRE St |, BER
Storage.Controller.BackgroundinitializationRate 152

ST ATAEMIWI IR R E SR A RER RAD KA EEMHMEENERRERE L , BER
Storage.Controller.ReconstructRate X752,

Byt es o R IR N EC E B IS \INEE |, i5{# A Storage.Controller.EnhancedAutolmportForeignConfig X452
ZOIEE. EXEMirLeZALUINEEPRENRS | iAW

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>

racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old passphrase> -

newpasswd <new passphrase>
racadm storage deletesecuritykey:<Controller FQDD>

FARBENFANIEREE

HMEPECERHEAEN—MEHRERRI B — NS IR FROSE. SRR EEYIEAE FREIIREN I NECE.

ERILISNIMNRECE | LMEEYIEMERNEASERENHER,. (NIIMPEETEINT "ME" 5 "BER" INSHEUHE | 5
BEERTISAKCEFERENHRENREAEN , 7S ANZIMEEE.

FTE R E IR | (BINRENHEIEEERITR RAD K5l , WATERIMITREGE.



fFIan , ANRIMNPEETRE S RAID 1 EIETHEGII—IE | BBAEMHEGTRIKSHBTTUSA., IRINIRENESE—
MRVIER=MIEHEEE S RAID 5 IR | BBAIZ RAD b B HEMTHIEKSBERESA.

PREEINGHARSL | SMRECEEATREE S — MEHRE Lo B ARE AR ER— MEHIRsrIR#HE. SNINPEEES SR
HRFARERASN. NRZYEHEELRERS CRENTRRER | BASAEMD IR NEMHEEINIRETREFE |
NERZMEBHREAEBRERSA.

SNSRI MENERAZREERS (LKV) BIErYEESMNIECE | NIFELLhRART IDRAC F, SAIMBEER(ERTA. Sy
CTRL-R 3RS , AARHEEM IDRAC SNINBECE.

REEEFIFCNZIRINEER , A 2ERSNIMNIEEES. StEallEdeEYE# SR ERE P EEESIMNIEE
( ERMMHREAER ) . INSRIEHEINS9IND |, NAEH R S AEE D RIMHET O ES 7 &R,

@ | & SAIMPEEESLSNFMEISHIBROWERE FRBOAERMNEE. NREESMMNEELSEE, WSAFERE.

PERCO {ZHIRFSTFEMSNINBEE | THEAFXE. BHSATLUSASERA. MNREEMA | PERC I=HBaSAENEIR
HESMERECE , MAR T TR, WREZEA , W PERC F2BMSNHIAINBEE.

B MEBE R RIRS SR BES IR E.
£ HBA R\ MIE1THY PERC BE(HHEHIRE EATIFZIES.
@ | #: RELWRMERGEASITH, TRUBRIMBIIEES. EEMEIEENBRENTEL=ENIEE.
A EELA™MERPRIFNPECE
«  EETRREYIEEEECEH T HENEA.
BCEPRIR DR R CH T EHEA.
REMHEEPRIFTEYIEREE A RRMEET , AREHEA.
o ERREMEEPAYIEEECET.
LU BRSER T SARMWIE#HE

« MNAESNPECERISCRRSNEAE | YR EIRHMERINETRERERE. REAELT "Unconfigured Good”  ( RECE , REF ) K
SH , IRENEE EABEHITINGBENA.

TSN HIEFEE TR IASATIXANES.
EHASRIFSNEL/ \MISNERECE.

€ Web AHE S ASMBECE

O | MRRGHEEFERONIHARE, U RS M REHHEMHRORS O S RRISORTS.
@ | 3E: RSN BOSS IS HISMEEE.

ESNIPEE | EHUTIATHRIE -

1 TEIDRAC Web REH , HERE > FHAECE.

2 MEBIRTHEERED  IEFEEENES NI EREHER.
3 BEMNPEETHSAN  RERENA.

£ RACADM S\ SMERECE

SNIMRECE |, BEHUTLATERE

racadm storage importconfig:<Controller FQDD>



BXEZER |, 15219 dell.com/idracmanuals _H12tH iIDRAC RACADM Command Line Reference Guide ( iIDRAC RACADM #3<1T5
15/ ) .

JAFRINERECE

BEHEN—MEHRERIRIR—NE | BRSNS SFEEE D EMHENYIEEE (INIRE ) . BTLIEBIREYE#
SRPRERBILARIERNYIEHEESESINEMGE (ENHE ) . RYBEHENESNING , NYIEEE S SFrEEERo B
2. BRI IERRYIERG R P SRR IR EI RS R,

iSPRIMERECE IR PR A BRR I BRI 2R A0nOYIERL R FRIPTEEUE. REFASMINBEMNERE | NG EIIEHRIR
bR, EIREERESNEMHEMAIALIE. ETINPEIRILTIIRN. RBEITESNNATEINDEE , AILAERE
BRONEREC EETSRIRPRYIIRME S ERISMEBETRE.

£ Web #HE P EFRIMBECE

EERHNDEE | EHUTLIUTRE -
1 7EiDRAC Web RES , HERE > FHEECE > ISHI8EE.
RS B E E T,
0 RIS RIS | WREE AR MR E S,
O©| s =m8 BoSS =4I LIMVIELE, HeE “EREE" .
3 BELEREE.

BENA.
FRIEC AR PR IR ERORE IR .

£ RACADM E[RSMNERECE

EERINEBECE

racadm storage clearconfig:<Controller FQDD>

BXEZER | i555 dell.com/idracmanuals _H32{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #8175
EiEM) .

EiTHIsRECE

ERILEIRIEHIRRECE. WRPSHIREI NS , FARUEARSEE LAER. B NEEPEIRBEIREE 2 /NI
7. EREEASMBMEIINPECE. MILTHRERYSERISTIFNERT PERC 91 B, EREEASERITENE. TLAEHCIES
EHERNEEMATIRNERE , MIRRIFTRSSERUERIRE. TW/RERRS [ =R,

@ | & EREHBEETLMEMFRE. EMEMNIRE, FHTEREERE.

£ Web FHEigiZHlaRAcE

EEIREHIRREE

1 fEIDRAC Web SREF , %= Storage (#fif) >Overview (#%) > Controllers (#%#18%) .
2 M Actions (#1E) THIZERAF , I—NEEZMNEFIZS1%EE Reset Configuration (ERELE) .
3 NFENMEHES  ENAREERTREEES | EREN IR ENATE.



4 BEMA.
FSRIEEER R RN X IR E.

£ RACADM Eg#ZHIzFAcE

EEIRIEHIREE

racadm storage resetconfig:<Controller FQDD>

BXEZ(ER | i558% dell.com/idracmanuals _H32{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #8175
EiEM) .

AT HI 2R

@ | 7%: PERC 10 #2528 R I RIRR R .

£ PERC 91 FIEESARAAIIESISE |, SHEITIBHETUN RAID 10#2%! HBA SEEMUSSISEAORE, IHisHISSHURIES HBA =428/ |,
BNIRSIEF BRI ERFEIR. EHEEERRE— oM ERAUEDT , ARECATEM. TiSEHIssavE=UM RAID XA HBA 231,
BHRR :

*+  RAD EHIRSSTHERIRMENEN. £ RAID FHERZEITANEREHIRE L | IR ERUEHIRs R UA0IEII,
©  IRMIBREEERRET R RE IR
©  RIRMIBRESRRAE .
« WIRIRREGERRINIRECE.
WIREPRITA L THIEINSHYIEHE | B RESREESRER.
VIR EES SED KEXIA R 2 Z5R,
Rl RERREBREIRER.
AR BRI RIBRSS SR ISR,

@ | & FRAEETER AL EMIERE,. 22T, EUMENAER, ElXERERHERIR.

Y AR CET Ry B 5h

LAT5IZR2M4 R iDRAC RimE ( k0 Web 5. RACADM F1 WSMan ) & BEisH| s tEATaOMISH

3R PERC f=HI2RAbTF RAD R , MRSTERRFTE RIS, @M. INMRE. EHRBAsRBNERER  REHE
ZIETVE S HBA 1R,
REEHIESEIE , AREEEE D RAID BE, 5190 , AN PERC &F RAID 183t , B PERC MFEEIZE N HBA 1 , fIi&
=INIRE BGI BlE | NIFFEERSED.

& PERC =588 M HBA 11521 RAID 1RRT |, IRENE4TIE RAD RS , MBEARBEMREN "ME" KRS, ok,
RAIDEnhancedAutolmportForeignConfig Bt~ E&MZE I Enabled (BFA) .

LA ZR R FRBR S 28 EC & A D AGIEIT WSMan B RACADM SRR EiaHstE=tada9fish
o IRBEREXHINREAYHSES EEHISEAEE S/ RAD B(E, FIa0, , 215 PERC 41284 T HBA L, |, AT LURIESH

IRSSEEFEE M4 (SCP) LUSSHISSE BN RAD |, 1RSSR M oI R FLAE.,

MIEZUA RAID B30 HBA B, RAIDaction pseudo BIEHRENEHT 9 BUATH ) . REMIENBILEETHEIE— MR
2, EHEEEEN , BR |, (B EHINSRTEER. BlEILaRT , SWIIE SCP 4R RAIDaction [E .

2 PERC #=HIESAT HBA BT , AIERXIGREE/IEEHIEHMETE BN RAID IS H SCPIEfTE8ATR , H=HEIZE VD, MBIEE
EIHEEAEN., SATRSA SO ERUEH SRR RAID 1824E,



£ iDRAC Web F HJ#iTHI5IET

BYNRIEHIRRE  BUTIATER

1 1EIDRAC Web RER , BAth Storage (7£fif) > Overview (#3Z) > Controllers (3EHIg%) .
2 7 Controllers (32#88) TUE.L , B Setup (&E) > Controller Mode (3F$I884#%x) .
LEMESIE B EHIEERI AR E.
3 MWTFHEERPIEEFEEHRRIREHESE  AERERA.
EIE I SRR LUMEERE.

£ RACADM 1J#a35 428488

Z(#F RACADM )itz HIgst&sl , BIT TS,
BEEEEHIRRLERRL

$ racadm get Storage.Controller.l.RequestedControllerMode [key=<Controller FQDD>]
RKABERUTHEYE

RequestedControllerMode = NONE

EEHIRMEIRE /9 HBA ¢

$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]
BXEZER | 15218 dell.com/idracmanuals H12HHT iDRAC RACADM Command Line Interface Reference Guide (iIDRAC RACADM
mITRESERER) .

12Gbps SAS HBA &t 284%4E

3E RAID =488 2B H1/D RAID THRERY HBA, BRI EIRLE,
14G iDRAC #3745 12 Gbps SAS HBA 1=HI88F0 HBA330 ( SERFIIEHACSS ) F=Hes.

BIAE RAID 35BS AT RFIRAE ¢
o EERHE. YIBEHSMTEBRERMERTIE RAD 1528, IAh , IRRTLABE SHIEXRER EMM, XE. BIRIXSESNR
EIRNSSEN. RIEEHIss R REN.
. BEEBEEHRNRENERESMEE.
+ 7912 Gbps SAS HBA ¥HIBERAWIEEFHE L ( DPMERS)
o TEIEISERAT , MSTAIRRLAR SMART A A SR IR ES S0 HsRER
o USRS R PEIR EEREIRR RS
o [NMFELEGHINME LED
® |
EXFE RAID =488 TRIE S NSIIRIEZ B , RHITERS | SHERS RS (CSIOR) #21F,

ERTEE EFHEEHS I SES.
N9 12 Gbps SAS HBA #2850 HBA330 PUERHISEHITEHRIE S SMART HI3RENEEFN SES #AE(E/RESAVSCRT IS,

HSAMERZh RS RO TN 1 S 53 4

FHEETESECER SMART (B EHITERENSTTRHRERA (SMART),



SMART SJTES/MEE THATTRIMSIES T HETUNRIREHIET X R, HSSISEEYIEREZ AR , aERER , W5
IH{EE (5548 iIDRAC, iDRAC MEHER—PEIR.

JE RAID &2 HBA &= T aVIEHI 38R (E

gnSRI=HIRRALTIE RAD R (HBA KRR ) | T -

© ENHEEEREHERYA.
RSN R e NEIRER.
PRI SR TR RAID 183,

SNSRI HIRRALTAE RAID #E2 , A LABTLATERLE

o NN/ ECEINMRIEER,
- EENFERM , SELTER
- fEFEiES
- HRE-EHER
- KGHESERUET
- EBEL
- EHEEs1SEN
- IBENBESNIINEBEE
- EEX
- EEER
- Bl=
- [EEWIANK (BG)
- HESEIRIER
GELEE Si={Re o
- BEIERAT RAD =HIZRHIFTEBM ( EIBERI ) .
o BERIIMNEBECE

@ | #: MRFRIELE RAD B PR LH, 2ER—FEIRHE.
EHIRRA TR RAID 180T , TERUNVERERNES. KSHEIRIRE.

EZMEIEIEHIEE EE1T RAID BLE{Ek

HMHAZZSHFRY IDRAC FREXIFMA LA HIZE R TIRIERT | iSHRIR

« PERMENMEHEE TR, FEEMElsTR  AEBFRE T MR TR EeURE R,
ERTHIETS S MBI I AELUE R EIETT.

BEIRRENSRET

ZERBIBRETIIEREHRRER , NLAFIRNFEHRSRETYE. AESARRY  JEEANESEREEFT KRS
NYDERRE AR, MR NEEL AR R T REZ BN ERRS | NSRS PRSI HMILR.
TEFEIREFRE B AT | PREC RS REEB NERENEEENSEREF TSR | BRIRF RS EINHEESIRSRET.

EHERIPASZABNEREFN. IREHRCRESERET  WEHRRREETACHER. XIHBATHERMN , 2K
FRENBIRET



EHIRL BN E.
R B AR B ER R A R U
RN AR U R RIB ST B M IEE.

‘&=18 PCle SSD

HSMNEBMEESIE (PCle) BERNRE (SSD) B— St ERE  BRTERKER. REISHENEHERIEL (10PS) Fdilf
TFIETSEERNEEPRITSEIERIMRRTTZ. PCle SSD RAEEERTT (SLC) MIZEHTT (MLC) NAND INFFRAIRITTIA , FHEE
PCle 2.0 8 PCle 3.0 & M. £55 14 1€ PowerEdge BRSS25+ , Bl BT =FARAISUER SSD. B LUERYT LB EIR
&% SSD. (EFRYBIKELERYR ( NEMRY RS ) EIZRNEHRIG SSD IEREIFEMR , LUREMREIR LAY HHHL (BIIN) &

| 3%: & 14 4% PowerEdge BR% 85k X3 E T\ BHRE NVMe-MI F3EH NVMe SSD. 5d, £ 13 4 PowerEdge BRF BT X #
T Dell E5H36HI SSD. M EMATRIREZRTHRM SSD 1°5Z iDRACI T #5.

B {3EF IDRAC FRE , SJLABEFELE NVMe PCle SSD,
PCle SSD RIEZEINRE
PERTIRE
EEREIRE
TEDEEE 14 X PowerEdge fRSZE8H , XIFRE 32 1 NVMe SSD,
A9 PCle SSD HUTLATERAE :

3ARS5887F PCle SSD HIEITRMIH T ARSI ARITAZ M
BT PCle SSD HI &SR

LEMIRIREUE

INKRER B EINNRZ S LED (IRBIIRE )

A9 HHHL SSD $UTLATRE

o IARSZEEHHY HHHL SSD HH TR S AFSLAT Ml
£ iIDRAC #0 OMSS REFICRHEERYE R
REEBREIEF I TER
TTY BERS

EAJLAT9 SSD HUTLATHR(E

REIRNBIRTS | GIANECHL. SRSFIBAL
@ | i AIEHTRE . B TRENRIZE LED HRATIIFRBUEINMETEM T HHHL PCle SSD 8%
@ | iF: 3T SMO #5] NVMe &R, EEBRAMMEAMBMETEXSR, SHSRAEGHITE.

Xt PCle SSD i# 1T 2%:[5 /5 At A0 M

U TRIREMFIEIEEERT PCle SSD :

BHER

- PCle SSD &1k
MRRFEEERA PCle MR , BR/E/™ FQDD, —4> FQDD FIFEMIKEIEE , B — 1T SSD. MNEREIRE= (1B
) , XEZ=~— FQDD, NRERERE SSD , =8 FQDD BRE CPU. |, X3/~ SSD EiEREZE CPU,

MU RS EIERT PCle SSD FOEIARAS.



£/ Web R HEH %} PCle SSD i#{T3&iE 55 A Fn s

3T PCle SSD iREZHATRIREMAIMN |, i545% Storage (77f%) > Overview (i) > Physical Disks (¥I¥RR§#E) . WATEER
BT, XIF PCle SSD , Name (&#R) 7IFiE R/ PCle SSD., EHOIEEREE.

£ F§ RACADM %} PCle SSD #{T3&iE & A 0150

{#F racadm storage get controllers:<PcieSSD controller FQDD> ip&&RiRamFIEM PCle SSD,
EBEEFE PCle SSD IXFNES , BRI THS :

racadm storage get pdisks

EBE PCe ¥ B, BERAUTHS :

racadm storage get controllers

FHE PCle SSD BIRAVER. | IBERLUT®HS :

racadm storage get enclosures

@ | i ERFAA LRGSR, 48R PERC &,

BEXEH(ER , i5505 dell.com/idracmanuals H2{£HY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #4175
Ei5/ ) .

HEZ TR PCle SSD

@ | 3: R S10 {2458 E & PCle SSD FYILIRETZ X #¥.

PCle SSD 3B F#aLE , AliLERHE LS ENS I SRR ENRRH AIMISRIRRE, ABIEEEERL | SR ERES
IR | RIEBhMEIRIZE.

X=4 PCle SSD AT IE(TRSIFRIFRFANZSHFR S LISHFRRAHR. EMRIEAT PCle SSD BRIEHIEE | IB2RRS
FERRPFM.

VMware vSphere (ESXi) ZZEHHY PCle SSD LK HHHL PCle SSD &8 A xR BiRiR/E.

® | £ f£F) ESXi 6.0 1 iDRAC Service Module 2.1 i A5 B SRR ARG T FF EZBERERIE.
TERTEIRIRIERTLABERT iIDRAC Service Module SERTH4T,

EERRRMERE AR EEAEREERTA /0 &) , METURSHTZIRE, 1ZESESHIRE LAPIRR LED Ak,
[EESBIMEEE  ETIERT  BALUMNRRFLEHNRE

PCle SSD LAZz£#bR LED =20k (IRIAGINNE) .
RS AEBagIEIaIR) PCle SSD.

TEfEE PCle SSD LARS#ERR Z Al , 1BHHIR -

o  B%ZE iDRAC Service Module,
E/2H Lifecycle Controller,
B EEIRSESEFINRFIE RINR.



£ Web R H#EZTZFR PCle SSD

ZUHERR PCle SSD LARFBRR | IBHUTLATRE

1 7EIDRAC Web REr , #£Z Storage (#f%) > Overview (#£3%) > Physical Disks (#I3R#2) .
IAHE R B YRR TUE.,
MIZFIBE THISERH | SR REBRLIEF X PCle SSD,
MTREEEF | I—PEIEA PCle SSD IREESE.
MREEFEERR , FEEEETHREERPINEMIET , iSEERE ARG NRERRUEFHMIEI,

@ | 5: BIRE REFHIFIT ISM BUAIT preparetoremove ik,
4 TERFRMEER ThEEST | Wi AR A LAST B R AR Lo,
INBIFIEESRANTS | ST RS,

@ | 2: 34F PCle SSD %%, 27 Apply Now (ZEIRIFI) HIRFIF. WR{EEEFEAPTELHR,
5 EBEKA,
ANSROERIEL , BRR—EE. , ISR IR, B FERTEE D MEINIHRHRLE,
?E%’EMQUEESZIJJ  BRET—RUE , IS FTARRIS IR 1D, LT, AL RE P EE L A

SNSRREEAHMEIRME , BER—NERER. WNRACBR(ERIIF BRI IERATD , WEER—FEBRER.

£ RACADM &R PCle SSD
R PCleSSD IRzNZELAFIB: | iBHITLATRE ¢

racadm storage preparetoremove:<PCIeSSD FQDD>

TEHAT preparetoremove d S5 , BIEEREL

racadm jobgqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EEEREIRIEL D :

racadm jobqueue view -i <job ID>

BXEZ(ER , 15507 dell.com/idracmanuals 2 iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5&1T&
Ei5/ ) .

184 PCle SSD i & #i3

@ | 3: R S10 {5458 E PCle SSD FHILIBET 2 X #¥.

"INEERRR" KX AR EIMBATEEEE. 7 PCle SSD _EHUTINEEIRSEEMBEIERIASE PCle SSD _ERTEHIREXA
MEKX. ENERREAE , EHFE IR PCle SSD, BXUSERRENSISENA.

WNERENNFEGEE R A EHS | SEBEIRTE , NIZRESENH. SWRERS |ISESHERLRE.
TE#BR PCle SSD iREZBEUEZ R , 1BHHIEFE

« BJE2H Lifecycle Controller,
. BEERSSHRIEFIRIRFIZEINIR,



E:

o ¥8BR PCle SSD REEIEAM BRMRIENAIT,

o BRGNS  CERERFATFERAKYL  BERVBNK. SNRBRYIBHIIME RS , AEBERE.
TEIERIR PCle SSD [& , ATREEEERF/ LI |, iZ PCle SSD A2 B/~ E Web REF.
{UERTFE 14 X PowerEdge BRFS2SAVMEIR PCle SSD STIFINZRIRINEE.

£/ Web R mE#E[& PCle SSD & & iR

R PCle SSD IR _FRIEHRE | iBHITLATEME !

1

£ iIDRAC Web RE S , 6% Storage (1Ffi) > Overview (#E%) > Physical Disks (¥JFBR4E) .
I AHE B 7R Physical Disk (4JFR#4#) TUmE.
MIZHIRE ThISEERS | ERIEHIESIAE R XE R PCle SSD,
MWTRISEEES |, 3JF—PEEZ ™ SSD %% Cryptographic Erase (Z£#) %10,
ANERIEE1%ESE Cryptographic Erase (R£#Er) , HEHEEE MEKEPIIEAMIEIR , 151565 Action (BF) |, AERETH
KR EEH S,
ME R#BEENTREES | ISR TSERZ—
+ At Next Reboot (TXREFSISA) - ERINERNAIE T —RRFEHS | SHABIN RERIE.
I RIMET ) - SERIEIRRT LT XI A0 B HAFOAT B R AR
-  FriarEFNARRE - BEHBERFEERE. WTREERF | EiEE, BESE R Ef SR a2z BN,
- MThEd | EEEHE 1SR
o AEHEIS (FHEMIISESR)
o IEEXH
o BRI
o XHRFEBFFES (1251%)
BHRA,
MERKCIEELW , BER—FBER , IBHIZFUEEREM. 5, TERRER 1D FIENANE AR,
g%#ﬂk@ﬂﬁﬁﬁlﬂ BETA—FER | IEHAMMEIEHIESIZERI R 1D, BEE{EILBAF , AT/ TE P EE I ELATH

SNERARBIEAHMBIRE  BER—NERER. WRGLIERERIIFBIRIEIERAT , NGB —FERER.

£ RACADM #E[k PCle SSD & & ##E

EL MRS PCle SSD 8% :

racadm storage secureerase:<PCIeSSD FQDD>

BIEHUT secureerase a3 LI RIEBIRFL :
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start_ time>

ZEERERIIEIL D

racadm jobqueue view -i <job ID>

BXEZ=R | 5215 dell.com/idracmanuals _H32{HY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #3175
5/ ) .

BEEERER

ALRIHBEE IR TIATERE |



BEEM
EER—EHFIER
BEGREER (BAEH=E)
B8 SGPIO 1=

. RBETIRNES

. BFEERR

EREHEE

—L58 14 X PowerEdge ARG RE A IRTERI—IETE-RSIHF SAS/SATA #1 PCle SSD IXafies. XLIHEIRNERBEF BELETEFE
1=l 28(PERC) #1 PCle &R, BREMHEM THXRSHFILINRERIEERIER. BIRSTF SAS/SATA #iEE PCle SSD., BEEIR
T DN ESRmSHEEZERRY. B0 , 3755 24 MEERBARIRT , 7518 019 (X32fF SAS/SATA Hifs , TIHEE 20-23 32
SAS/SATA g, PCle SSD,

MHERS LRI TR R B T I a2 SIE TN, Topology (FA#h) TUHE _EAIHEHERREMUEER | MACE M2
HRR SEARXREL. BT MFAEESIRS ( PERC #0 PCle T /RR ) ATLAEEEIE—EHR , ELL , System Inventory (RZFTFFEM) &
EHRERS PERC =HIZE KBS R,

£ Storage (7£4%) > Enclosures (#lE) > Properties (/Bf) TE™ , Physical Disks Overview (MBS OB ERUT
THEI0 :

o AT — NREEND,
+ X3 PCle — INREIF PCle NIEE | ZEASET.

B — NREEARER , BEESP—MEEFLET PCle SSD |, ZIZRER PCle,
o AEH —IZIEARNERT PCle SSD,

@ | 7F: ERAE SRR, MRIEERE PCle SSD IRzNESH IS HE iy SAS/SATA IRZNEE, BFRE SL5EAK PCle SSD IRzhE:
B “EEBRT £%. MREFPITIZES, TNRERLTESBICE, flNER,. AZTCERRSE.

FE SGPIO &5

TRBI=HIBE AT LATE 12C 182 ( Dell SRAVBNAIRE ) BRI TERBN/HH (SGPIO) 12 MEEEIER. YWREBIEE | IKaisg
B9 LED 87 RIT A BEINNE. Dell PERC EHIBSFIEIRSIHX MR, EXIFRLEEENES , BRIENWIERA SGPIO 12,

SGPIO #RIUNSHFLRER. EAFFETY RIS IRE MR PERER. SIREMATRHAXTING. SRPSHIERE
RERHER.

LC BpRiR{ERL IDRAC BIRANBUAMESRS |, SGPIO BEUEEIZHEEARE. B4R IDRAC IRBSEIRIZRE, MREREIRES
SGPIO 1%, , M iDRAC 2B NHEIRELIE S IRIZE.

BEHTREERREN  BAKARSHEFEER.
BB ARSI ISR RIS SUIR E.,
@ | %: T#EfE M IDRAC Web FHEILE SGPIO R,

£ RACADM i&E SGPIO &5

FEFCE SGPIO &3t |, {5 set apS LA SGPIOMode BHAIRIS.
RBHIRENEFRA WA 2C &, WREERA  MiRESN SGPIO &,
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e, ﬁﬁﬁﬁ%ﬁaﬁ ) o

EFEN F % B RRIERT

EOEMEEEMHERIREYIRHLE. =HEE. TUEEERIEHIEEN , SN ASMIREZAICRRFEN, B, EEXeiR
ERIN FRHT(E) |

IZBp

TNRRGEHSISHAE

e KRR E)

{ENER MW —BRD P LARLAERZZUN FR RV IR,

{EF Web F EIEFHRIERI

BRRRMPERLANAIRE | IBHITIATEE

1 BEFLA™MEERE LA, ensER el
+ Storage (7£fi%) > Physical Disks (33ER#) .
Storage (7£f#%) > Virtual Disks (EERIR%E)
Storage (7Ff%) > Controllers (38%)
« Storage (#fi%¥) > Enclosures (#1E)
2 MEAREER THEERPEETYME—I

Apply Now (ZRIRIF) — 5'5}4=ﬂ:t1$1ﬁ_f_LE|]f‘_ FBigE. WEIJUERTF PERC 9 1=%I88. WRFEETHAMES | Lk
BXRE. EVEESEDERF 2 DA RESE

« At Next Reboot (T)REHSIBE) - 96?¢JibJ_IﬁEIT£—F—FK§%E%ﬁ§|§Eﬁlﬂﬂ’tﬁﬁiﬁ§o
o ZEMRIMOATIE - SEEREINA T RAY B ERFIR B IR E -
- FriartEFNg R E - BEHBERFEERE. WTREERF |, EiEE, SEFREfERNEZ B ARE.
- MTREREA | BRSNS 1528
o AEHEIS (FHEMIISESR)
o IEEXML
o BEHIKA
XARRBFEER (251%)
+ Add to Pending Operations CGRMZFFBIRIE) - SERILEINATOIRFIBSIELAN IR E, &0JLAE Storage (FfE) >
Overview (#i5%) > Pending Operations (fMER(E) UEEEEHIENTEEIEERE.
®| 5%
Add to Pending Operations CGHiNZ|#F5EIRERIE) EIIASERT Pending Operations (f54b3B#:4E) TIE , LAK Physical
Disks (H1HB#4#) >Setup (IRE) TWEFHI PCle SSD,
HENERERET , RBEZAMAERA A,
3 BHRA.
BatRIERMER R PR IR E.

£ FH RACADM & (e

BISEIRFE | £/ jobqueue B3
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EEMNHERRE

BRI EEFHRR AR RRNEERE. IEIREE NXENS | SHASRIEEEANETET KIRIREHSZRIN A, &aJLL
PR EIRRHORT B FFALIRIRIE, A REMIPRE MFRLIRIR(F.

BIEEEEM (Wi, Vi, YIRS ) EoIEERRME,
(NeTeizsse FOIREFRRSIE. YF PCle SSD |, J57E PCle SSD #£A2THIE PCle 3 S oIz {Ell.

£H Web FEHEER. NMASMPRIEERIE

1 7E£IDRAC Web R , #Z Storage (#i) >Overview (#£¥1) > Pending Operations ({FERIR{E) .
B ERRET@E.
2 TEHEBTREREREY | EEFEEE. ERXESMREERRERETIRS.
BEEEEHRAERRENTIR.
®| 5%
RNENINEPEE. BIRINPEE. TeTRREINEEIHECETERERE. B2  mERRAEREN HER
{E" SRHER PR ERXLHRE,
FToEMEERZETUE S PCle SSD AL
EfpRIEEIEHIZSAIERRIE , BRERMREIBERIRE.
MRS | SR TSR — |, AR BIRERERE -
Apply Now (MZBIRIFI) — iEfRIEINAIZ BN RFAEIRIE. ETNERTEBRHNE MR PERC 9 =HI88.
At Next Reboot (ETXREHIFA) — ERIINERAIE F—RRKES | SHAIRRFIEIRIE.
At Scheduled Time (ZEFTRIRIETIED — IERILIEINAT I XA B EAFORT (B Rz FR R4
- FrRE R0 R E - B HBERFHEER. WTHEERF |, EiEnE, BIESEFaadEF0aERe a2z BN,
- MTHEAd |, EEEH5ISKE
o AREHSIS (FNEHMSISER)
o IEEXM
o BEHIKA
o XARFEBEREER (12351%)
WMERKCIEIRRME , BEBTR—FKER , B EleIEEM. B/, FEERER D FIEINAIRARE,
NERIBAZAEALBIERRLTD | BER—FKER | I8 ApmEEHRStUEAYEL 1D, B Job Queue (ENFRAZY) , AJ7E Job Queue
ELPAF]) TIEHEEZIELAIHE.,
MRBERINPEE. SNIIMNTEE. ZEBFRIFESINZEIMEEIRELTFHNRRES | FRNRXLZNERIHEIERERE |, 36
LIEABEM Pending Operations (f54CTBHR4E) TREEIRERIEL. BRMITEAIEMFEECERIE | SiF A RACADM B
WSMan fERT A= HIES_ERUERT R AYBCEIFL.
18T A7E Pending Operations (fRALIERR#RME) TEITPEEBBRR PCle SSD FIFMEIR(E, {5 racadm dpSANIERR PCle SSD
RO IRIR(E,

{£F RACADM EEH N AR #HRIE

R FRIERRE | 15(FH jobqueue @<,
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FiRE - NRAREAR

611 BEEE-—DNARE ( “VENER” . “ETXEHRSISH ® “EitRIgeE” ) , FRRENEERRE
NREEE T MBI, ETRERI SHEETRINEE , AERENA B AFMERFiEi BRI PO,

©  AISEREBERT)  FARIRESCAIERMERERE  NiSelEfRll, WMREWEIERD , $ER—FHEE | BHAMmEiREelE
AR ID, BATEAFMLPAS , ATEEAEALASIRE A EEZ(FIASERE. MNRREIZ(EL , BBER—5KHEE | EHI R EIERK.
Bh , EEEES 1D TR RHIRE,

SNERARBRINCIERERIRIF , FFRIRBRIFEIERRE , BET—FEREE  HPES D MZNAImAIERE,
R602: BEF-TNRARE ( “VRRA" « “ETRERSISH” X “EHORE" ) , FAFEERARNERERE
SNERENEE T MBI A, ETORER S| SHEETRINEE  AERENA BRI R PRI ERER .

SRR EERINEIE | FENREFENEREERE , WEET—FHEE.
- BEEEEEREEHETTEERSIERERE.

— B3 Create Job (BIEEML) LUSFTGiREeIEEL. WNR(EIEIERT)  BER—FHR , I5HpmEREIEa Rl
ID, BREAEMLPASY , AJTEAEMBASITRE R EEZIFWAIHE. MRKEZEFL , BB T—FKER | EHZ/FIeIEAW. 5
A, MEBEHES ID IR RHRE,

- BERHAStIE(RL , FMEEEZNEL , HTESFHEECERE.
o WNSSRALTNEIEERIRE , AENRFENAIUEREE , UEET—FKERHER.
- BEHEERE  TEERSIERIEE.

- BEARMIHREIRIEW AT AIMERERREFEEIEL., WRMREIERD  BET—F{EE | IEHAMmEREeEFL
ID, SAEARMPATY , TSR BAIIRE HEEZIFIAGERE, MNRKREIZE(EL , BBER—FHEE , B EIEAY. 5
Hb, BEERBR D A AIN R,

- BEREAStI(Rl , FHMEEEZNEL , DHTESFHEEICERF.
®OI3: CikiF “HRMBHEERE" , FERBUBHNERRE
RECEFRMBERRE  AERENA |, BB AmEREEECE IR PRl ERR(E.

SNSRERIICIRIERIRE , HEMRSEMEELERE , WEET—&ERES

- BERETEEEZREL  LMTESEEEERE.

- BEEERE  TEERSIOEREERF. EREMERHIER LEE TR, AN AR LRI E,
SNERARRRINCIER RIS  FEMNRREIEREERE , WEET—FERHEE.

Rl4: BikF FMEFEEERE" , ARBANEENEERIE
REEEFRMBNERRE  AERENA |, BB AMMERFEECE IR PRI IERER(E.

«  WNREAINEEERERF , AENRFENAIUEERE  UEET—FERHER
- BEMETEEEZREL  LITESEHEEERF.
- BEIEERE  JEERSHEREE.
SNSRARRLIICIERIERIRE . HEMREFENEIELERE , WEEr—KEREE.
- BERETEEEZREL  LTESEHEECERE.
- BEHEERE  TEEREIEREE.



O):=
AR | INRIERER AT EFHEERERE ORIV ANER , BREFERRE > HERERE  UEENEEER
1 . FHERTRROZEHIRE L e Rk,

{22 1 #0 2 IEAT PCle SSD., S TiEEE PCle SSD RUFFALIRIR(E , Itk Add to Pending Operations CZR/NEI AL IRiE
fE) IEARI R, £ racadm ap$EIERR PCle SSD HURFMIRIR(E,

INKREBLH IR KREE £ LED

ALUBE MR FRUAEIRE (LED) Z—HEWUERRIIRME. R EIKaN=EF] PCle SSD,
BRMERERINRA BENNREEGHINKE LED,

EHIBR S SERTECE. XJILLTHRERISERTSZIFNAE PERC 91 IEShRA R+ A,

@ | & HFFHEARNIRSE, FLFRITIVRREGE DRRRAE

£ Web A HE AR EGHINKRZEH LED

EUNREEGEINNREM LED |, iBHATLATRE

1 1E£DRAC Web RERF , IRIBEKEETSIE—M :

Storage (7Ffi#) >Overview (#£3%) > Physical Disks (¥JIBEi#L) > Status CIRA) - BRBIRIERETIE , ELL
EZTUEFINNREEUE IR0 PCle SSD,
Storage (7Zf%) > Overview (i#£%1) > Physical Disks (FEIFER) > Status CIRES) - B RBINEIIRERRE , S0 LE
Z A FINKRE G IR RRE A

2 NERENSEIRYIIRRIER |

EREECHEIEERTEEAA] LED - 5% Select/Deselect All (£ik/BUHSIE) &N , ST Blink (JAXR) AJFHAINRAM
B9 LED, [E#F , SREEBGHINRRATZ ILIAMREHAAY LED,

VEIFREREGEISIR A NMEMERY LED - R — SN | SR EIRKREI FHAIRKREmEEMHAY LED, B , BT BGE AR
(Z1EIRMREHEARY LED,
3 UNSRISEIREIARE

GRS ISR YRR 2 IR EEEE,, PCle SSD - %3 Select/Deselect All (£i%/BUE4L%E) 150 , A/58E Blink (A
%) BIFRAINMRET B YRR AR ENEER0 PCle SSD, [EFE , BARAGHINKRE] (= EIRYR LED,

R BB R MR R IRENESEL PCle SSD - R — ek S MIIBHEIRENZS | A SRR ANREI RN ISR 23R 50
g88% PCle SSD BY LED, A% , B BGHINMRET{Z1EINME LED,

4 NRATRAEREATNE L

o IEIRELEGEIGIRATE RERLER - 551R Select/Deselect All (£3IE/BGESIE) 1%IN , SA/FE D Blink (JKR) LIFFAINIRFRERE
PAWERRY LED, B4 , SREBGEINRA{S LI LED,

. %ﬁ%ﬁﬂ%ﬁ&%ﬁ/PEMWﬁ - IEFRE— N EE N EMHE | RIS R TRINKRLATIRINKREEIAAZAY LED, RR , SRTEHEINKE
aJ{S1CIAMK LED,

SISRINKFEREGHEIIMRRERMT MR ERER.

£ RACADM AR HEINKRZE & LED

FANREBUEINREM LED | IBFERLATSS :
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>
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BIOS & E

EEILAEE BIOS IREHFEIRSSEFERNSNEN. EaLUNL BIOS BEERBENEMNEENAESH. EE—BHE B2
ETSZSERMEEXNARSH. BALEN— BN M SHANAEY  ABENHEMER. SAFSRA—KES |
Bt EINT E.

O© | 7 BUERAMENRE LB E R

Rz F

Apply (RIF) 1ZEBRFRE , BEEENIERENE. —BEEXENENHFRE Apply (LA | SR EBSREsy BT
&M, ANRIBFKFKEEZE BIOS Bl , WEEr—KERES , EP SR SMIL AP EIRE Al SUEREIRAIFIRIAT HT TP N sz
KERD, IWISERAST—5EHR., BXESER |, 15517 dell.com/openmanagemanuals [ Event and Error Message
Reference Guide for 14th Generation Dell EMC PowerEdge Servers ( 85 14 {X; Dell EMC PowerEdge IRSZESHEHFIEIREESETE

M)
-
MAEEX
Discard Changes (IIFEEX) KK ERE , EEEX{IFEREMY. WNEREEDT Discard Changes (MF B % , NFAEHRIEHE
KEBGHEFRR N Z BRI EEHIAE.

MEMEHSIS

BREXEMES I SIRFER , RASERAMERLANFBEE : Apply and Reboot (MM EHS|S) X Apply on Next Reboot
(TREHSISHMA ) . EE—NAERT , BREEERENEWAFITRE , LUSIZEEELASHE.,

FRFAILIESS LC BEHR) BIOS BcERXAIHRIZES.
YNSRISEATE Apply and Reboot (RFIFHEHIZIR) , BRUIEHEHMIRSSE  LECERFAIFMEERN. IRIERAKEEIRE BOS B

H, NSB7F—&KERER , EHaSMEIZ] SMIL AP &R/l SR EIRAIIIRIAY HTTP IR, WISERHBT~—5%
EEMIEA,

TXREFHSIFIINA

B IEXNEMESRSISINER | RAESERmMETLARN FEELE : Apply and Reboot (REFIHEHSIS) = Apply on Next Reboot
(TREFSISFRA ) . EE—NEERY , BREEERENEIASITIE , LSz E/EIASHE,

BRALEESS LC BEHH BIOS BEERENFZEE.
WNSRIE BT Apply on Next Reboot ( TREFHSISHRA ) , NSERSE NAEFENEERRSIEER. TEAERET

RAEEENRIZEMEN , BRI T —REHSISSIEMN. RIBEIKREERE BOS Bit | WSBT~—FEREE  HhE3IRa1E!
SMIL API $EIRER(FAL BIERSEIRAIRI IR HT TP IMECAZSAID. IETSERFF BR—5% EEMITER.



MIFRET B EE

Delete All pending Values ( IFzFrE#EE) RNEFEETROAREFNNGFEENASEAH. EXMERT , BPREARLA
BCESEM , METLARTS Delete All pending Values ( BIFAFF B EME) LIRIEFBIEK. WIRIEKFAELER BIOS B , MR —5
HiRHE , HPESMETE] SMIL AP #EReEl U ERAIRIRIAY HTTP ALASARE. WANSERFHER—5% EEMIER.

AL EE

1#id IDRAC BLE BIOS BMAREINAZE BIOS, BEKERS|ISIRFB[ULEREN. HEIEHR— BIOS BI4ART , Pending
Value (FFIEME) KEH. IREMCESRHEE (HBEE)  BREBTEGU L.

&% BIOS fiP &

&2 BIOS EEERERMEZASER (A LCBE) .




fic B H (£ H TS &

EEILAEAEE e BT BT FAOEE. TUTHEMRERTERE , EEHZERS S HENAIRE, XEER TN
EIUIRSSERAVFRITIRE. ZThREE ] R TUIRSS 2R ENATT A,

FEINRE

« ARFRSA M EIENERIE. ESERRNEER— R ERSHEHS.
«  IEENEBIEER Java, ActiveX B¢ HTMLS fRAHESTIFAT Web NISSRRHEENEMIZETIS.

Of3E: BAERT, RBUEHQKEIGE R HTMLS,

IFEISHaLEN , SERSEFLBTEHABEETMN.

AT LARIBHTFFAA—A Management Station Bl— PSS BERANS N EIISHIERIE,
1A BeE FEAERIROIE IS TFF M Management Station 2SS & RS ST N IS ALIE,

MRBMNAABSREMEFHERE | FAARAPSEENATLUGEEETAEIR, LSRRI e =1
B, 52 VAP ENS—AFREREEEI. F—UBAPSE 32 AN , ZNGESRISETERONRER TS A
F. MASERRLTEIRSH  S—UBAPSEE_ T BREGENSENFES0 LAEE—FEE. NRFEAES—MbE
FRENARESEERIIRE , NEIEE— N BARNSIESEMRIEE _MAFNRIE.

3E: Web RE S B RENFESIERIEH & S IENBE S FERIA Web RESIE. ZH{EAEIENRE Telnet. SSH #1 RACADM &
HibEONSIER.

@ | FXEBRNTBUFEAELEHANES, EHSH BLE Web MR UERRUZHE.

®

@ | £ MX P&, FEAER DRAC SMAMISHMNA. EFM KM 157, 4 OME Modular Web REFHHARE
THOLT.
£
SRR YRR
REEIEHA
MsEEHA

«  EnlEEdE
«  [EREMEReEERS

X FFH B O IR R R R

TR T TR ERS R LIS TRIEIEH e SEUsNRER D PN AR,

R. 54: THHNRERE T HEMRIFZE

RESHRE RI#TE (Hz)
720x400 70
640x480 60, 72, 75, 85

800x600 60, 70, 72, 75, 85



BRSO RIFh# (Hz)

1024x768 60, 70, 72, 75, 85
1280x1024 60
1920x1200 60

BN TN ETROPHERECE /Y 1920x1200 &K,

@ | 7F: MR EEIELITH ESEH BELIEH G EETRESHENE RS, NEBdxiish s FERERE[SNELTAIE
RRSHFHEo#HE, MRAGEEITHR Linux IERS, NEAE RS ETRETEES XM IFH&. X T iDRAC EIEHIE
B < Ctrl >< Alt ><F1> A4 Linux $1#3) 32 K425 -

Ao B TSI &

EEERIIEHE 2R , BREREEE Management Station,
BT LAfER iDRAC Web SRHEIE RACADM S {TR AR EREIIEHIA.

£ Web A HEL & EMIEHE

E(#H IDRAC Web REECEEIMEHIE :

1 %% Configuration (EZ&) > Virtual Console (JERIFHIE) . S 7R Virtual Console (FEHMEHIA) TUmE.
2 CSRERPUERIEHIEEFRENE. BXFEMANSE. | 15217 iIDRAC Online Help (iDRAC BXHESED ) .

®| 3%: tnREELEREF Nano #2{ERS:, £ Virtual Console (FEHUFHIA) TIEAY Automatic System Lock (EEhRZHE)
IhgE,

3 BENA. EMEHEEERE.

£ RACADM [ & [ElITHI &

ERERINEHIE | 15 set d5<C LUK IDRACVirtualConsole HHIXI5R,
ﬁ XELZ(=E , 5519 dell.com/idracmanuals 32 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
wITRESEIERD) .

M U H &

BehEiisHle el , BaLATE System (R%t) > Properties (JB1t) > System Summary (R4H2E) TRE TS EIEEISH0A
. Virtual Console Preview (EEHliEHI&TN) HoBr— 1 EG , REAEIMIEHISHIRES. WEGE 30 RF—R., X2
WE’JI)J

@ | R & BRI FE 1S A RS T A

BN EMEHS

ERJLAER IDRAC Web FREIEL URL BRIEIIEHIE.
@ | FEAZERZ LM Web B R BHEMRBH G




[EENEMEFIEZR , HHHR

. CEEEERNE,
o Web NIiSSEECE A{HEH HTMLS., Java Bf ActiveX 4.
o OTRENR/I\WETEE 1 MB/RL,

@ | #: MBHARVIASHIR L BIOS HERA, FHBHERISHE, WELEHAEERAZH,

{8 32 fifak 64 i |E NREEEINEHIERT |, R HTMLS s (FRIERINILSEE R r] FIRIFREE ( Java B ActiveX ) .
“Internet Options”  ( Internet IR ) B XA NS EA.

{3 Java FRIGERIEPIEHIERT , BRETTEESER Java fMiFHEIR. BRI , $Z Java control panel (Java #2HIER) >
General GEFI) > Network Settings (R4 E) , FAMSI%HE Direct Connection (EHEER) .

REPNEHIECEENER Activex it | BBACTRASES —IEE. XERNWMKERREERE  FRIGTERE (B
HIEERER ) BT AMD . ActiveX ZFURIEHHEY N EATRIFT BT LR A, AERII TG , B LUEREaEESa.

B HTMLS iR EsEMERS | SRSt EN=aET.

£ Web A HEEBIEMZEH &

ErLiEd PSR MENERS

4%ZE Configuration (BZE) > Virtual Console (FEIMFHIE) . 157 Virtual Console (FEHMFHIA) TRE. B2 Launch Virtual
Console ( [FaEEHIEHIE ) . Virtual Console Viewer ( EHEFHIEEERS ) BB,

Virtual Console (FEHUFHAEER) KBEIRERRNRE. BIERLEES  JUNERGEHIRERANEANREIEE.

EEEMLN REF AR HMS NEEE. ATHIERERDEZNAEER  FE=21PRNEXLEHEE. &, BEFEEE
BN R

MREEHEERHET PRSI REEIRED |, BRE Yes (Z) LA,

BEEREOTRSERR N EREH | — P REERSSNENET | 5— 1 EERNERSH. BESrR  B52R RALRR
=i

{€H URL BaiEUEH &

B URL BaiEEHE

1 FTFFSSZIEAY Web ISSEEFHEMEIF= s AL URL (/NS ) : https://iDRAC_ip/console

2 IRIEEREE  2TVMERNA Login (BF) I :
WIREZERBE—ERMGAAM. Active Directory, LDAP SERERER , NEEB~ERAY Login (BR) TUH.
gg%}é‘ﬁﬁ%—féi , MI&ZE Virtual Console Viewer (EREHIAEER) , HERSER Virtual Console (ERIITHIA)
TUH.

@ | 3%: Internet Explorer 3454, Active Directory, LDAP, &5+ (SC) M —B R (SSO) ¥#. EET Windows HIIRIE
Z%i I Firefox %A, AD 1 SSO B3R, #FEET Linux HER{ER S L Firefox #%aAci. Active Directory #1 LDAP &

=
A MREFR AV EERIES &R, EREFWHEEMTRMR, AR URL BRIERIN R, ENEBRERIE

Hl&.

®




£ Java T ActiveX HEEZAHEMITHI S ELT REBEHTIE
FHESEHE

ATLAER Java IGHZBESENE S EIUN RIY BN EESEHE,

® | T REE Java 8 SLE SARALIGER L TIRE, FHiEid IPv6 M4 BEN iDRAC EREFIS .

1 SERVIBEY Jave B EHMEIEHESENNRE  SERRTRIDLTHINRTEN. BERE.
SET—HRIIEPESHE | EHRBEIZEEADES.

®| i MRKRERERGNIEBEMREXPRENEE, SEUFEENAPMNEFREITIER, BASEREESHES.
2 ERE R
BEEEH SEERSEUN REES.

O = mBEssaEEA, BEIEUNREES.

M Tools ( TE ) &b , 1%3% Session Options ( £IEEI ) , JASEHE Certificate (IE ) 1EIE,

EAF; Browse Path ( MIMSEER ) |, IEEATEMERAFIERIAE |, ORET Apply (KA ) 1 OK (e )  REIRHESES.
EHEIEIIEEE.

EIFPEEEES |, 552 Always trust this certificate ( $BZ{S(EULUFH ) 1%IT , FA/5H T Continue ( 4K4E )

BHEER.

LiSEHREEIIEH A | BAeERESER.

EREMNEHEERRS

EUEHEEERRUSTEY |, AINEARELS. ElEtar B, BIREm, fE2R, BFERME. TX3ISIREMIEMNER
iniE, BXRERXLINEEINER | SR IDRAC Online Help (IDRAC BHI#E) ) .

O N OO o N W

@|5EE: MREFEMRSBRFRH, WLERHEZR “No Signal” (EfFS) .

EIEH e B AR = BN ETRLIEEAY iDRAC BY DNS ZAFRe) 1P ik, 405 iDRAC i&8 DNS BfR , NS IP #etk, &=
S I
SFFANZRAFIE T IRSSES ¢

<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

HFTIRRSSES

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, EMEFHEEERTRSENMIREIL. XEHTEHMEIEHESERMESEREESHERL— R M. EEHE
FrESFNSOH IR EURE | FUTIATE—R(E -

1£ System Summary ( ZFHEE ) TAEAAY Virtual Console Preview ( FEHUIEHIS TR ) 2f4% , B Refresh ( FlFET ) .

= Virtual Console Viewer ( BEPUSHIEEESE ) B9 Performance ( f4RE ) EIIE |, 158HRIEE 9 Maximum Video Quality
(==BRE ) .

ET HTMLS RIEMIESI &

@ | % #Estat HTMLS B RIBIERGT R R (TS,

@ | E: £ HTMLS IFREBERI AN, “AEZFRURBSRETR. REAGMANIR[ZEER—HMIES. Flm, L58
BEE (XE) REMXFHIES.




/55 HTMLS EIUSHIE | BRI DRAC EISHIATREE FEIUEHIAIIEE , FHS RIS & R BETRRE A HTMLS,
@ | & RAMERT, EBURHIEXEGESN HTMLS.
IEEIMERILA TRz — SRS A E R E NS |

£ IDRAC £+ , BEH ST SIEF 0] Bl E shhERs
« 7L iDRAC EHUZHIETRE , B RIIEIEEHE.
« M IDRAC ERTUET , &\ https//<iDRAC IP>/console, It/5iEFRAEEREE.

£ HTMLS FEfFH & R LA T S SRkl

ANINTER
5| SEF
LIPS
- B
- FREmE
< RRUER
- 2R
« W EESREER
. EHeEM
RN

HE AT RFERRRIRSFATE HTMLS EEH S EAZTE. AR EARaEEaR.

« EHeEY - WIREELI TR EER :
- R
- BER
- Bt
- RaER
kA ES

e — IRRERTIRIE. SYRERENAEET , S% /SR Caps Lock AT , MIFRGIIRARIAFR. WRIEER Caps
Lock 2RIIBIR MEEAFRT | NIHBERIFAEHBSBASF.

BERR — IXTE HTMLS Rl eSSz | ARSI MZIRER, BN ALUERSS 8 ENARTERES.
—  Ctrl+Alt+Del
- Ctrl+Alt+F1
- Ctrl+Alt+F2
- Ctrl+Alt+F3
-  Ctrl+Alt+F4
- Ctrl+Alt+F5
- Ctrl+Alt+F6
-  Ctrl+Alt+F7
—  Ctrl+Alt+F8
—  Ctrl+Alt+F9
- Ctrl+Alt+F10
- Ctrl+Alt+F11
—  Ctrl+Alt+F12
— Alt+Tab

- Alt+ESC



— Ctrl+ESC

- AIt+ZSHEIR

— Alt+Enter

- AtHEFSHE

- Alt+H1

- Alt+F2

- Alt+F3

- Alt+F4

— Alt+Fb

— Alt+F6

- Alt+F7

- Alt+F8

— Alt+F9

— Alt+F10

- Alt+F1

- Alt+F12

- PrntScrn

— Alt+PrntScrn

- K

- &

- &R

— Ctrl+Enter

- SysRqg

— Alt+SysRq
o GMELE — HTMLS ERIESI SRS EEER) , LIERGTR., DTEREERIERATHZIE

e

- NMREF

BTN A LAERRSS 28 DN FRFTIAIR &

AR — HTMLS e & iz iE(Ihee. U TEREIEIERA TFIFIE
- BE

- fBaxd

BEMRALERSS S LR BmMEIRE.

BARIE — RIS FRAEEEAINE, DA TREERERA TSI

— 4% (Windows, BFTHRAAY Linux, Mac OS-X )

- 18X, FTohhE

- FB%Y (RHEL. Linux BERRA )
— Linux RHEL 6.x 0 SUSE Linux Enterprise Server 11 B{EE ShRA

TR A LAERRSS 88 DN FRFMAIR E.
RN — BREEEENN RIETA SaIEIN RER1E, BT EERES Bl SETLA S FBRET 1SO #1 IMG {4
@ | #: eXxEE ERET HTMLS BERIEHI AREYEN R, FIIET USB RN, CD =X DVD.

@ |E: HTREMEE, £ HTMLS RifEELER GFE/SiHRE M. M Java 5 ActiveX ilifFE, EAIERBHHRETFIZ/
SRR AR REHE.




SFFRORE

FELAT SRS E323%F HTMLS ERliEsIE
¢ Internet Explorer 11
Chrome 36
e Firefox 30
e Safari 7.0

@ | F: BWERGHRE Mac 0S KA 1010.2 (REBIA) .
BRSHHAINEREFIRARESIHFMER |, 1555 dell.com/idracmanuals E#Y iDRAC L7755,

=11k i 12N
Fﬂavﬁi*$*a%*
LB RS SRS E RSN | SERE HNRIAINETA S S LRINEHARS | At S TEERENFE A

EisiEs.

fs5F3 Red Hat Enterprise Linux 8 Novell SUSE Linux B , ISEBIEIMEHIEERREZ A1 Linux BEERIMER. BIERANEIARIR
RERTFEEIIEHIEEERSPIEHINRRSEL.

ZEMER e EERTHRAR N EROGRT | NRRIRS S[ABRERFSHHAEIEN. XE2HERT Linux BERSEE Lifecycle
Controller 185¢ , FESERSHRAVEIMINERIRE SEUEH & s ERIEAINEIR EAR I SER N ER R, ERRILTR ,
IBREI— N ERRES R E R S EIRL ERIRARILEE A,

EHAEIEMEET , 1BM Tools ( TR ) 3% Single Cursor ( BMEE ) .
ESERIRINE , 5% ZE Tools (T E) > Session Options (£iEi&W) > Mouse (FR#R) . 7£ Mouse Acceleration (ERARIM
) SRS, RIBRIERSEE Windows B Linux,

FRHANMEIRETE | B <F9> BECERRILRE.

@ | i EIHEIT Windows SBIERGNTERGTER, BN LBERGRENZIL

HEREIMEHEEERIZE T & Lnux RITIREMFRFENZERRN , B BEIRIrEL R, XA8E2H GNOME KHEA]
FRMEEHILERTNRES A, ZEEIE iDRAC ERMEHIEPRIEAREIL AR , L/REEFILIIeE. EXATRNISEHINE , B Zetc/X11/
xorg.conf S HRIFEARER AN -

Option "AccelerationScheme" "lightweight",

WSRAAL ISR , 7E#E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml {4 TLATHIINEER :

#H motion threshold #lmotion acceleration AYEERI -1,

WNERAE GNOME S£H EXAEAINE | BEEIIEHEEERREF , 3&ZE Tools (TLH) > Session Options (£iFI%I) > Mouse (R
#5) . 1E Mouse Acceleration (FRARINE) &£ , 15%8E None () .

KT HGHISERSSEINFE | WSS EFTE Virtual Console (JEEUSHIE) TIE LIS Max Sessions (B ALIEH)
EHEERN 1.

#id Java B ActiveX HR{FHIEINES| SRET AEE

EETLUEFR Pass all keystrokes to server CRFTAREIEBMSE) I ELBIISHASESSMOREIRAANEELS
RASERS. NRCORM , CAERLNERREAENNEEETENEHARITOERE. BETEREGCEIRSESE &



EEUsHAEEESET , #ZF Tools (LE) > Session Options (£1E%T) > General (GBM) %I , SAG%IE Pass all
keystrokes to server ({§EFAREREREIRSS) %K , LUSEEINBEHERIISERSR.

Pass all keystrokes to server ( ERTERHEEEIIRS2Y ) THEERVT BT :

BT S EE T HEFERAFREL ( Java B ActiveX ) [Bafl.

XIF Java BFUR , MRINEIRERE | LMEEREREEIRARSSEFRERIMEXIERE TIE. WRFKIERERE , NETBEEE
Pass all keystrokes to server ({FFFH LR TIER%ES) F1 Single Cursor (EA3E#R) 1EN, WREERIERXEETRZ— , N
SETR—HKBRER  IERAMEASSEIRAZ SIS,

FF ActiveX s , WIINEIRERE , ZEeEaRLEIREIRS3T08E , LUEETIE. WMRKMEFLERE , NEGHEEE Pass
all keystrokes to server CIEFTERITEIBEIRFEE) KN, MRESLEFILER , WSEBR—5EREE | IBNZEATY
5.

S F MAC 3#/EZ % , JSF Universal Access ( @351 ) A Enable access of assistive device ( JS X EENIZZATAE ) 1%
I, Pass all keystrokes to server ({FFrEEHERZIIRSES ) IREFSEIEA.

BERSFEEEIISER A LET. STER IR ERGERNNRBESRSERESTERS.
EIEH e EERRIN—Windowed (B[ ) B Full Screen (£ ) »
£ Full Screen ( £ ) ##2\F , Pass all keystrokes to server ( SFiEREEEHEZIIRSES ) HEEERANBER TERE.

£ Windowed (&1 ) t&\T , (NEEIEHIEEER U WA RGN A SAEBIER,
M Full Screen ( £ ) RIVEX/I Windowed (B ) RzUH , LABIRIEBBEEZIVPRSHIRE.

£ Windows #{E £ % L B1THET Java HERIEHIE ST

RFERSIE Ctri+Alt+Del BRIZZISE RS , (BREBEZRSIEIT Management Station I THEER,
SNERESF Pass All Keystrokes to Server ( {GFTEREEIEGRSES ) | UTMIEASREEIZERS
- NEESREHEE

- NLEESAIsHRE

- ESESRIFERSE

- NESESE LR

- MBS RIERE

- NSSESWTE TR

- NLSESFFIATNIETURE

- EEE

- RINEEIRE

- EBAEEIRE

- T—HhBEiE

- —hBiE

- EIENERRE

- B/EEN TR

- [EEhEpHRiE

- EENRIRE

- [EEIRFERER 1 iRE

- [ESERFERER 2 R

FTARIRRYIRE ( TRAEREAS  MERXER ) BRELXIZERS. XOEMAINEERE. Shiftt Ait, Ctrl {BFIRKE
. Hp—LmgRsmERniIZERR.



Bign , AREBLIZERRIZITHIRZ Windows BIERFFHE "Pass Al Keys”  (ZIBATEIRE ) BEA , WZEUR Windows #
LIFTHFFREERRT , FFRRBEEIRIMZERRPESITI. B2 , (IR "PassAlKeys” ((EEFTARE ) BEA MK
B EZERGMIAFEERLM T,

WNREEFH Pass All Keys (fEIBFFBEIREE ) |, MIBA TR FTHESEINSIHRESH Management Station FABRIERFTHITHER.

£ Linux #MER S LEITRIET Java RIEEMIZHI 621

PREJLSRSL , B Windows EERZFEHITAHIERT Linux BERSE

SNERFSF Pass all keystrokes to server ( {GFTEREZIBGEIRSEEE ) | RRSE <Ctri+Alt+Del> (EBEZERR LHHMERR.
Magic SysRq $#2 Linux PIZRNASHE., NREBUSSZERSA LIRMERAEFELRAFEREEERERS , BIFEERH. &
ALUERLATAEZ —E Linux #2F R 5 L IEF Magic SysRq $2 :

- B—1%BHN0Z| Zetc/sysctl.conf

— echo"1" > /proc/sys/kernel/sysrq

SNZR/SA. "Pass all keystrokes to server” (GATEREGHIGEAIRT R ) , RAESN Magic SysRq BIGERIEFERT LAVRER
%, ERBFRFNRIVF TN (FEREHEELNERTERS S ) NRTEERM EREERIEESA Magic SysRa #

— Y05 Management Station EBEA SysRq , M| <Ctrl+Alt+SysRa+b> Y <Alt+SysRg+b> SEEE Management Station , TIAE Z&
GRS oM.

- 4NER Management Station B2 SysRq , M <Ctrl+Alt+SysRg+b> 8% <Alt+SysRq+b> IHELEBSERA I NBRIERA.

- RBEEBHEM SysRq IEEAS (HI40 , <Alt+SysRg+k>, <Ctri+Alt+SysRa+m> £ ) EIBETE RS , TIAE Management
Station L2 &SR SysRq 1R,

BEmizEHI &£ M SysRq BAHE
EEILMERI ARy BIER R AR SysRa BEARE :

Opensoure IPMI TE
{$5F3 SSH/ Telnet B/IMEBERITIE ERS

{5 Opensource IPMI TH
TR BIOS/IDRAC IRE XI5 SOL EEMEHEHIE.

1

g DN NN

FERSIRTAT |, 1517 SOL &< -

Ipmitool —I lanplus —H <ipaddr> -U <username> -P <passwd> sol activate

SOL 21BN,

IRSSEE5 ISEIRER AT , BB localhost. localdomain BFRETRE. FRBERFRFPSITLER.
YR SysRq kB , M{EMA echo 1 >/proc/sys/kernel/sysrq BAE.

B TR ~B.

{£F8 SysRq BEARRSA SysRq TgE. HlaN , AR iEEHa BT AEER

echo m > /proc/sysrg-trigger displays

{8 SSH =X Telnet BR/MEBERTTIEIERS (BT RITHRIATEEER )

1

2

3FTF telnet/SSH £1E , A IDRAC FBFBIZINERE , 7 /adnin> EHMEITHES console com2, WWHIIEERR
localhost.localdomain &,

SFEHIGEER | BT BTRAFERIINIRTIEERSEERERIRS | TIREEE5|I1SERERAE | BER
localhost.localdomain BRER.

FERRMERABPENERESR.
YR SysRq KB , M{EMA echo 1 >/proc/sys/kernel/sysrq BB,



5 (EFBEEARRESH SysRa IhgE. fBlaN , LITa<aEHSISRSES

echo b > /proc/sysrg-trigger

O| : R EfTHIIRFRFRIRTER SysRq AR,

£ Windows #{ER % L B1THET ActiveX HERIIEHIESIE

XFFE Windows IRFRL LIFITHIET ActiveX NEEHIEHIERIE | BATEREAXEIETIIIRS2RINEERYTASTE Windows
Management Station EizfTHIET Java RIEIIEHIESTERIFTIA T , (B NEJLSRIM

m%ﬁﬁ%%mmm(%ﬁﬁﬁﬁﬁ),MEH%ﬁﬁ%ﬁmemwﬂ&mmmﬁﬁﬁﬁth%ﬁﬁﬁm,#EﬁuF%

[

Click Help on the Virtual Console page to view the online Help
«  REFAJREASIFREME LER AR,

o RFEARELIE <Alt + Space>, <Ctrl + Alt + +> F1 <Ctrl + Alt + -> RIFBISERS , IXELEESH Management Station EHIRIEZR
FHITHERE.



{7 iDRAC fR%E &R

iDRAC IRSZHERZ—FNIMN RS ENERERRIIRS S L (BABR TAREER ) . EULURMRERERFRIEUER , LY
iDRAC #{T#h7EinAA. EETRAHIIMISIELAECSER iDRAC FRE (40 , Web . Redfish, RACADM 1 WSMAN ) , MifaxS
iDRAC #t{T#NFE1iRE. ERILABCE iIDRAC BRSSERETAIIHEE , LAEH CPU FIARSZ2RAVIR(FRF LAIRFHFE. ESIANENRER
SR SITRE [ LUSRASEER PSU LUMIME R A EHRITEBIRERRIAE.

@ | % IDRACS R iSM kA 3.01 MIEEHIA -
® | 7 VI E R % iIDRAC Express 5 iDRAC Enterprise #FRIEZ J§, F&EfEH iDRAC BREHEHR.
{550 IDRAC BRSSHEIRAT , 1BHRER :

« 187 DRAC HIEBEER. MEMRSH[IEHISER , LASFEEER iDRAC Service Module ZBE,
15785223 iDRAC Configuration using local RACADM ({# i 5&B8 RACADM 17 iDRAC BL &) i%IR,
BERRE IDRAC NEIB(SERI{E IDRAC B SR USB B /E .

O)F:=

E/ALH iDRAC BRSZHEHET , ZUABIR T , ©ES7E iDRAC H/5H OS 2 iDRAC ElEE. MRELE DRAC IRBREHRFEE
FRILLINEE , MIEJRTE IDRAC FFEIBHE I:.

- WNEEET iDRAC HfY LOM B OS Zl iDRAC EiEi@iE , MIFTA(FF iDRAC Service Module,

L% IDRAC fRSS1EIR

iDRAC Service Module SZIFHIRIER ST

iDRAC Service Module ¥SIITHAE

M IDRAC Web 5RmEI{#H iDRAC Service Module
M RACADM ={sEFE iDRAC Service Module

1% iIDRAC BRSSHEERF Windows Nano OS

ﬁé@ iIDRAC Al 551511

1&TLAM dell.com/support FEFFZ4E iDRAC IRBIER. W iREERRENIR | 4 8EEiRSESANRIER S L &% iDRAC IRSIE
R, BRXESLTEEE , 1525 dell.com/support/manuals H32{tHY iDRAC Service Module User's Guide ( iIDRAC Service Module FAF
1B/ ) .

® | 5E: e ThEEAIE AT Dell Precision PR7910 &%,

kd

M iDRAC Express #l1 Basic &% iDRAC Service Module

7E iDRAC Service Module Setup (iDRAC Service Module i &) TWEH, # Install Service Module (R3< Service Module) .

1 Service Module Z3F2FFA] FIF1E IDRAC HREIZERIFHURIER A FLL,
XJF Microsoft Windows $R{ERFL Linux EERS , IBIfES A ERENZIRS:.
2 BERISRFIFETINEH "SMINST' (9% , AESEITHEMNAMA
£ Windows t , ¥JH @SR TFHEIT ISM-Win.bat RS {4,



£ Linux £, $TFF shell I27~F FHHETT ISM-Lx.sh SIS (4,
3 LESERS |, IDRAC £EIREBIEHRERS Installed (BRE) LINTEEHES.

@| 7 REEFISE 30 SHANENRIERZT . NRE 30 FHAFEIRE, BUHEHRED Service Module R

M iDRAC Enterprise Z % iDRAC Service Module

1 7E SupportAssist Registration (SupportAssist iX}) S , BF Next (T—%) .

2 £ iDRAC Service Module Setup ( iDRAC Service Module 2 &) TIE™ , B2 Install Service Module ( &2 Service
Module ) .

3 BB Launch Virtual Console (BEIEHUEHIE) , AR Continue (4k4E) L LEEEIHEIE,
4 EEISM TEEFE |, TERAE REZIRSES.

@| i REEFSE 30 AN ENRIERGT . MRE 30 SAFRBHIRE, BOTEHBHIRE.
5 BRIRBYVIRPIFCH "SMINST' 195 , REEITHENAVHIA
« TE Windows L , ¥JH @ SIRMHIEIT ISM-Win.bat #EAMESZ{4,
£ Linux L, ¥TFF shell 127 FHHIZETT ISM-Lx.sh B3 {4,
6 IREEEE AR RRITTE,
£ iDRAC Service Module Setup (iDRAC Service Module i E) T , Install Service Module (%% Service Module) ZfHIG7E
THESSRREEER |, FEH Service Module JRZIEERA Running (EEFEET) .

iDRAC Service Module S #FHI{ER %

H% IDRAC Service Module STIEHRERFHIFIZR | 1525 dell.com/openmanagemanuals _H2{AY iDRAC Service Module User's
Guide ( iDRAC Service Module FBF18R )

iDRAC Service Module Y¥55mTh gk

IDRAC fRSSRER (ISM) FRELATETTOEE -

* Redfish BEEX AR TFREEIHAIIF
« DRAC I&EE
o ZREENURIERSERY IDRAC i8] ( SEAGIETHAE
A iIDRAC SNMP 24z
BERERS (0S) 52
15 Lifecycle Controller BES &2 ERFZAE
HTEhRAREEIT
224t Windows Management Instrumentation (WMI) ETRIRIHFER
o 5 SupportAssist Collection EERX, IX{IEFRTZL2EH IDRAC Service Module 2.0 HRELE ShRAHIIE .
o OERREIT NVMe PCle SSD.  THRIEMIEE.
- IniERSBERER

Redfish Bt B 43T T RE R MR #F

IDRAC Service Module v2.3 BRERFSARAS ) IDRAC IREHERIMURILE B , IXLMEEIEAIBITRE DRAC B REST BFIHIRE, HX
FELZEMER | 15505 iDRAC Redfish BRB {44,



BRIERGER

OpenManage Server Administrator 2485 iIDRAC HEIZERFEEFIENE. iDRAC Service Module $24t5 iDRAC ZE{LIBYEE | Hia0
BERRER. BERRIRAZLIREDZS (FQDN), BABRT , ISNEREEA. IREEFTRERFE LRE
OpenManage Server Administrator , MIASZEFAIIEIR,

£ ISM FRZS 2.0 SR EERA+ |, ERIERMERFEEINGE | BN TERERFAMEZOWENAZ. 15 iDRAC 2.00.00.00 5 DRAC
Service Module 2.0 B ESIRAECSFERR , BHREMSRERFMEED., FoJLAFER DRAC Web 5RHE. RACADM 8 WSMan BB&
EE.

1% Lifecycle HEEF2REREHE

£ iDRAC /g BiZINEERT , AT Lifecycle Controller HESHIZHRERFHE. XZELUTFH OpenManage Server Administrator $#
THESRSMHEE (SEL) Efl. BikiE OS Log (BIERZGHL) EIWEABMR (1 Alerts (BR) TUETF , 5tE7E RACADM 5
WSMan FRERIRUTREH ) BFrESEHEENMER iDRAC Service Module SHIZEHMERFREH . SRERERFERTTPHNIIABEE
579 SNMP ZiRebapEc B HEEE.

BFRGETEIER TIERS , iDRAC Service Module IRRFIERAERIZEM. H IDRAC Service Module FUTHYR{ERFATICRIGEREE
T Linux ROBRMERSERTERBRY IETF syslog #RiE,

(| *: I iDRAC Service Module 2.1 fiFF#&, Windows OS H1Y Lifecycle Controller H &8 %4 & 7T A F iDRAC Service Module
LRERFHTELE. 2% iDRAC Service Module B &% iDRAC Service Module 2% 12F50f, ERAIUELEIZME .
WNERBE %% OpenManage Server Administrator , NIEZFILIENIINEE , LIBGRIRERSIAEHHIMESH SEL £8.

(@ | 7*: £ Microsoft Windows F, 1R iSM EHERZHETIER, MARNANXERFBXE, EFB3) Windows EfFHERSEH
EHBREMN OS.

R B EREiET

EHMARRENRER—METRMA0TRIRS. WRHIEHEE  NETEERBEEN , BRSHFEER , BFREBIRFRBNE 7 —
#f. ASR {EFEIHIERSEIL , ERRHEHE. IETINRIENEENINEITAES | LBLEEEENT. MR ASREEAT , NRE
BMERFAEUEHBRASBIEAERIS.

EEILTREEMRERE  INEISERNBEREEHSIS. EREKARSHE. AR ERARETNRCER 7258
ItEThRE. WNSRE %% OpenManage Server Administrator , NIEZERLLESINGE , LABR HINES N E LRI,

Windows Management Instrumentation 12 {tEF

WMI 2—H%T Windows IREHFEFEEATY B |, FREIRMERARE , LMEEAEHEHEPRAEEFIER. WMI Z Microsoft 32
SR B S R EIEES/NE (DMTF) BUETF Web BIENIETR (WBEM) FIAFEEEEE (CIM) i , LISIRIRSESER Y. BIERR
IR FERERF. WMl IRHIEFEI TS RAEEEHE (HI40 Microsoft System Center ) £E5%, , HAITFIBIZHIAETE Microsoft
Windows PRS3EE,

RETLAS FAaAE A IDRAC HRAY WM IETR, iDRAC i8id iDRAC Service Module B78 WMI 25 |, 2RSS SBIEITINRER. BIAMER
T, WMI{EEINEEEEH. iDRAC Service Module 1E iDRAC HjEid WMI B7x WSMan Z WS MRS, K B/R1E root/cimv2/dcim A5
=ad,



ALAEREERER WM Z RO TR, BXESER | BEREEX .

AT DCIM_account 54588 WM {SE4FIEZE IDRAC Service Module FRZIEITHRE, B XIS IR ESHES |
1525 dell.com/support A9 WSMan Be& {45t BSE,

%=. 55: DCIM_account class 5% {5

(o]| VE:Im| WinRM WMIC PowerShell

Mg winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject
dcim/dcim account \cimv2\dcim PATH dcim account -

dcim_account namespace root/cimv2/
dcim

AR E S winrm g wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject -
dcim/DCIM Account? \cimv2\dcim PATH Namespace root
CreationClassName=DCIM dcim account where \cimv2\dcim -Class
Account " Name="iDRAC.Embedded. dcim account -filter
+Name=1iDRAC.Embedded. 1#Users.16" "Name="'iDRAC.Embedded.
l#Users. 1#Users.16"'"
2+SystemCreationClassNa
me=DCIM SPComputerSyste
mt+SystemName=systemmc

FRENSL {5 g4 S BE ST 5 winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-Wmiobject -

RENSEHIE 5|

dcim/* -
dialect:association -
filter:

{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1iDRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
mt+SystemName=systemmc}

winrm e wmi/root/cimv2/
dcim/* -
dialect:association —
associations -filter:
{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1DRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc}

EF2 iDRACTEEE

B IDRAC , IERTLAMSISTIFROBRSS RS |, AT - ERVRSREG. B4 a4, AR, iDRAC AIRES RS HREZSTTIE

Rz, FEXFPERT , B

B EFEITAE iDRAC FEERIRTNRE , Fo1B{alRT iDRAC 8L
 BIRRSETIERERSG LIREEESIR. BABRT | Ixi2 iDRAC BEIRIIBEE SR

iDRAC

RACADM #1 WSMan HI{TIZ iDRAC FEEIR.

W%

\cimv2\dcim PATH

dcim account where
Name="'iDRAC.Embedded.
1#Users.2' ASSOC

Query "ASSOCIATORS OF
{DCIM Account.CreationC
lassName="'DCIM Account'
,Name="'iDRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim

Get-Wmiobject -Query
"REFERENCES OF

{DCIM Account.CreationC
lassName='DCIM Account'
,Name="'iDRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim

IR AIRSSEEFFEIR IDRAC, EEIR IDRAC CPU , IKIAEFTFHRSS S  ShEHUTIORBES.

, IEERET LM TIEAE DRAC EBIRIR(E , TEXRMBER. BinfEER
. ¥RE[LA{EFE iIDRAC Web FREL.



AT Windows, Linux 1 ESXi BER 1T DRAC BEERIGSERSGIE.

Windows
— {FZAM Windows Management Instrumentation (WMI) :

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

- (ERIE WMI R :

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck —
skipCNCheck

- B&Is3EsBEEER Windows PowerShell BHIZN :

Invoke-iDRACHardReset —force

Invoke-iDRACHardReset

— {#5FH Program Menu (2FF3E8) REEHT

JHREERIME | iISM 7E Windows B{EZRSFEHY Program Menu (F2FF3EE) RiRftiiEA=. Z1895%E1F Remote iDRAC Hard
Reset (J#Z iDRAC BEEY) IR , RAIEREHALIEIR IDRAC, EHIAE , DRAC BEIRFESENEENER.

®| ;%: # Application Logs (RFATZRFAE) 25T Event Viewer (EHZEER) hoBRUTES NS, KEBLFESEM
i 7 UE ) A
A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account is
privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

Linux

iSM BJTEFRE iSM SZHFAY Linux B ER S IR HITH S, BaILUBEER SSH slEX TRERBERAINTIHHS.
Invoke-iDRACHardReset

Invoke-iDRACHardReset —f
ESXi

AT iISM SZHERY ESXi 3 ER G L | iSM 2.3 ISiSBAEIEHERE (CMP) FiERHER | LAFER WinkRM IZf2d SimfiEiiT
iDRAC B8,

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? ~__cimnamespace=root/cimv2/dcim+InstancelD=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -a:basic -
encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

3E: fEEE IDRAC 287, VMware ESXi #2{ERGT 2% HFAIART.
3E: BIF VMware ESXi #2ERZHIPREI, iDRAC R GALTEERERERE. HIREFIEIR IDRAC.

. 56: HHIRAIE
%R WA

0
1

DN N

5%

3235 IDRAC EEEMY BIOS kA
RTHHES

AR

IDRAC IR



%t iDRAC SNMP €3 Mm A Z 15

1B {#F iDRAC Service Module 2.3 iR , ATLASEWISRE FHUIRIER ST SNMP 2245 ( S5{U1F iDRAC AERKAVESR ) .

EHRTLATEARECE IDRAC AITEIR Tl iDRAC SNMP &R | FBIIEENRMFRR LEE SNMP A BRTEEERS =S, &
iDRAC Service Module v2.3 SYEShRAS , WINRESIGERER S AT EHIRETE AR HEEERR SNMP Fakt.

O | i#: EThBERE Lifecycle AREE IR AMHUE.
O©| i & Linux BMERGEE, ZUREREEL SNMP SHEA (SMUX) il I X ERIR{ERS SNMP.

FABRT | I TFERRE., REHN SNMP IREHHIRT 5 iIDRAC SNMP IREHHIHE | (BEICRBATTREBSREXFEN
IREYTUR SNMP EiR, RINERTHRETHEIMER , AR ERRE.

W%
ANTIRME Windows,  Linux F1 ESXi M ERFMISSFERTTIE.

+  Windows 2{ERSE
- {ERZAHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]"}

- (FRITE WMI R :

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstancelID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck —skipCNCheck

o Linux BERS
TERTE ISM SRS Linux IMER S L |, iSM BT IHITHS. EalLiEid#E SSH siEX T ESRIBMER AU TIHH S,

LAiSM 240 FHgRT |, 1R LAERRLA T a4 Agent-x BCENRUAMMY , STFRFHH IDRAC SNMP 1RE
./Enable-iDRACSNMPTrap.sh 1/agentx —force

WMEFKIEE —force , WFHREEE Net-SNMP HEFF5 snmpd RS,
- BERIINEE , EHUTLATERE

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
- EERITINRE |, EHUTLATERE

Enable-iDRACSNMPTrap.sh 0O

Enable-iDRACSNMPTrap.sh disable

@ 5#: -force HITATLE Net-SNMP LAs &bt . B2, B BMEHEAR.

o VMware ESXi i#{ERZ:
EFRA ISM IFH ESXI BER G L |, iSM 2.3 Mt RNB R ETRRIZESARE (CMPI) J3iARIEHER | LAER WinRM Infga SIni2E A
%IR8,
winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?



___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck
@{state="[0/1]1"}

Q| #: mrAAEHHREHTE VMware ESXi %% SNMP 8.
® | i AXEZEMER, ESFAIT dell.com/support B In-BandSNMPAlerts AR BHEZ .

B3 EVERIER S50 IDRAC

BISERLLTNAE |, eI LAEARTEA IP &Y iDRAC Web FRE. WSMan #1 RedFish REECEFNWNEESE , TEEE iDRAC IP
Hitik, #N5R IDRAC IRSSEaHREL B Rk 4L{ERIFE— iDRAC EiEE#E iDRAC IRESBZRICE S , I LUFREHARY iDRAC &R,

£/ Windows #{ERZHY IDRAC 1715)
BRILAERLAT AEZ —HUTINESS -

« f&Bf webpack %% iIDRAC iIEJIHEE.
o {3 iSM PowerShell A TEC S
B fER MSI 2%

EOTLAEIS R Web BRIt INgE. HWINASEEEY iSM REFEZH, NRERH |, NBNARITHEOSE 1266, ERJLITE 1024
B 65535 KSEEIREHItIROS, iISM SEEEEERZE iDRAC, RS , iSM IGEIE—MNILBEXIEMN OS2IDRAC, {lilfimESiR
INEHNURERZEAT OS2IDRAC B KIERINIS | SAUHMENERE. WIHEEEBERT | XSS EEEH.

LLiSM 2.4.0 FF&RT , @i {HEFELLT Powershell cmdiet , #Ea] LS R MLBIASHIE IS OB

Enable-iDRACAccessHostRoute —status get

ISRt R~EECERANEZAIIEE. MRESAZMEE | ESBnMUTiROS,

® | FEEILRINSEEE T {E, E#{R Microsoft IP Helper BR %% [E &R RS EIEIT.

EEifia) iDRAC Web 5RH , BJTENISESH{ERMET, format https://<host-name> 8 0S-IP>:443/login.html , H :

. <h;§ St—irﬁjrtn@ — LT iISM FECE BT OS 118 iDRAC THEEAIRSSES LRYE IR, MRENBAEE | EaILUERERE
RGP .

e 443 —BUAAN DRAC IHOS., XMRAERKROS , insOS LB ENEESBEEREZROS. EalLUE T DRAC
Web @, WSMAN 1 RACADM REEHXiRAS.

1853 iISM PowerShell cmdlet 3&EC &

NRLEE ISM ITZEFAIEINRE | BRTLAER iISM RMHAYLAT Windows PowerShell a3 fEFIZIIRE :
Enable-iDRACAccessHostRoute

WIRBLECE TIIRE , BT LUBIEER PowerShell @3 SLARAEMNANEREEAEIENE. AIRAEIAT

+ Status CIRZS) - WSEIER, BARARSANSEETLIR True, False B get,

+ Port (kM) - XEMIMHEAS, WMREKREIHROS , NEEHEIA OME i[5 (1266), 1R Status CRRAS) SHUEH
“FALSE" |, BRAIGEI RESSEIERIBY . BN — R AL IIEEE EFIRORS. xS RETBESINEN
OS2iDRAC FHHIBEXIEMN , HEEaTLMERFIROSERES iDRAC, {BATEEIR 1024 Bl 65535,

+ IpRange - It SEEMNEN , SREAASIPETEVIRIERSHEZER DRAC B9 IP #biESBRE. P ISEERNSN 2P EH
(CIDR) &= , 2 IP it NFRISIEANES. FIa0 , 10.94111.21/24, ¥t iDRAC BUSIEHRFATESEEIAIAY 1P Hbtt,

@ | #: HIHRER R 1Pvd itk



£/ Linux #{ER K iDRAC i1a]

ERTLABII (e Web BRI AERY setup.sh MAZIERILTNRE. ITHREFERIAKELEY iSM 23k FEEA, ERBILTIEEAINT | iBER
L/L—FHDV :
Enable-iDRACAccessHostRoute get-status

B BRAESIINGE , BERUTHES

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable- £H/H

Flag>=0 <source-port> fl] <source-IP-range/source-ip-range-mask> AEMHM
El\Jo

<Enable- =)z

Flag>=1 <source-port> BWIHY , M <source-ip-range-mask> EaI%EH,

<source-IP- IPSBEEISRA <IP et/ FriEed> 18, 7~ 1 10.95146.98/24

range>

OpenManage Server Administrator #1 iDRAC Service Module
77

FERZF , OpenManage Server Administrator 1 iDRAC ARSZAIEHRATLARER |, FFaI S ER Ittt riETT.

WNERIGETE iIDRAC Service Module Z22EEAIEERRYSNITHEE , MITESSR LS , W5R IDRAC Service Module #&iUEITESE OpenManage
Server Administrator , MISEABESMENITHEEE. UNER OpenManage Server Administrator IE{EIZ{T , M iDRAC Service Module J&1E
BREWRERS DRAC [FEAEERENIINEEL,

HIELEET DRAC REEHSAXLTNINEER , SHITHEREAMEE , HiRIE OpenManage Server Administrator 2B IEIEI TR
===

M iDRAC Web E s iDRAC Service Module

FE M IDRAC Web FRE{#EFE iDRAC Service Module , iSH/TLATERIE

1 %5Z iDRAC Settings (iDRAC i&Z) > Overview (#3Z) >IiDRAC Service Module > Configure Service Module (B ZE Service
Module) .

1557 IDRAC Service Module Setup ( iDRAC RSBIEHISE ) TUM.
2 EELUEELTT

o EETTHRERS ELERY iDRAC BRSSIEMRRA

+ IDRAC H9 IDRAC FRSZFHEIRANERARTS.
3 EPITHEIMENINEE | iEIEEL T S ANER

- OS Information (IRERAER ) - BEERIERZANER.

. Repllcate Lifecycle Log in OS Log (S#IiR{ERZG AL N4 GEARAR) — SIF Lifecycle Controller HESHIZHEERKH
EH. WMREBAERS %% OpenManage Server Administrator , $2EFAII%EIR,

« WMIER - 81F WMI 58,
 Auto System Recovery Action ( BEIRGIRERE ) - FEISERE ( LA RRA ) BERZ LHITEIREIRE
- EHEIS



- XHARZAER
- RGHRREXARER

WRBEZRS LZHE OpenManage Server Administrator , {522 %R,

M RACADM H{EH iDRAC Service Module

EM RACADM {#H iDRAC Service Module , i&{F ServiceModule HRIXS:,
EXES(ER |, 1559 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wITRESEIERD ) .

1% iDRAC AR FB1E3RFF Windows Nano OS

BERLELRE |, 152058 iIDRAC Service Module User's Guide ( iDRAC IREZIEREFISE ) .

ZBE ISM RBRBIEEET , iBEALATE<S cmdet :

Get-Service "iDRAC Service Module"

5 WMI 8¢ Windows PowerShell &if] , #&R]LABEEEFIRY Lifecycle HE :

GetCimInstance —Namespace root/cimv2 — className win32 NTLogEvent

BABERT , BEESRMEE > NAEFSREEE > 2.



£ USB im Q1 TAR SR &= 1R

£55 14 {UBRSS =8 L | RIfERIE A Micro USB i HSRECE IDRAC, {83 Micro USB IR HATLATINAE

f5FE USB MEZEMIERZIRALILARAEETER , fIa0 DRAC Web FREF] RACADM,
o EI(FEREMETE USB IRzNE8 _ERY SCP M4 FL ERRSSES.

@ | 3*: EEIE USB s, B IFHITE USB IRENE FSNIREH/ECE M (SCP) XY REERSE, BUOTEERGEHRENIR. &
XEE USB isAMELER, FREAERP “EF 13 RRSB/[RESHA EHE USB s OFETE USB IEEIEE" .

EREETE USBIRE |, 154X iDRAC ZE > 38 > B USBiRE., LI &R :

=

« USB &#ix0 - 5RE B ALUSHROMERE USB IREhEEATS SCP 3244 , BifsEMA Micro USB im[ifa] iDRAC,
@| 5 iHMIR USB IRzhT|EA S EHM SCP -

@| 5% (#£/0 OTG BEEEM Type-A 5549 Micro-B USB. 5 M USB 5B TIEIE.

iDRAC = : USB SCP - IEELATE—FNEIN , LUBITSATFIETE USB IRzN2S EAY SCP M{RELEFR S,

- BEH-ZAHSCPEA

RUPREF[EFRNEREZ BB - WNREPIETT , MXSF TR | (NEEREREIAZBIS A EESN SCP !
o BIOS

o iDRAC Web BE

St ERNEEXHE A - ERILEIMLMRE S AT R8BS A o1 SCP XS,

O 3#: BREER R FEELRFERNIE . ETUER Zip XHHBBATINELRRFZIHE
- BRR - BRERIERITFEETIEESA SCP XU MANE TIEE.

=

BT EE USB &EE518] iDRAC FRHE
{5 USB iR LAYARSSSSECE AL E iDRAC

1B B USB &E#5i710) iDRAC R H

iDRAC Direct INEEF IS EIZE R R B EISEES IDRAC B9 USB ix0. IWINAEAIFEEES iDRAC Rl (40 Web .
RACADM #1 WSMan ) RELMHITERIRSS 28 ETRFILEFIRE.
BTN SE IRERFZRIFIZE , 5505 Del.com/idracmanuals H32{HAY Release Notes ( &Z1TiAR ) .

@ | #%: MREHER R Windows 3{ERLE ST EERER K — RNDIS IEZI2RF L% AL THEE.
@ USB i 0351a] iDRAC R |, iBHTLUTRE :

KAFTB LML  HITFSH e AELIIMEHIER.,

BIRREEM USBinM. BXEZER , B5H IiE USB EfiIR1IZE,

E15R FENTENILARER P ik 169.264.04, FIRERZEEFDEHLASRER P ik, iDRAC ARSSESIREN IP Hbilk 169.254.0.3,
FFUAMEF IDRAC MIZR5RE |, 540 Web 5iH. RACADM, Redfish B} WSMan,

fgn , Zija) iDRAC Web FRE , iBFIF—NSIFHUNIEEES | AL 169.254.0.3 , SAJG1% Enter .

24 iIDRAC {8 USB iiw R , LED SANRLARTEFENRES. ARARE IR,

6 SoRFTRIRIER . MRFMTFF USB EB4X,

DN NN -

(&)}


https://dell.com/idracmanuals

#AI5 LED 15K,

£ USB &t ERIAR FZ a5 B 4B E iDRAC

Bid iDRAC USB &8s , EalLAXt IDRAC #H{TIRSZEEEIE. £ iDRAC HhELE USB BEEIRIRE , FHEASERSBEEHH
USB iR% , AAEIE USB iIRBFHIIRS BEEXHSAE iDRAC,

@ | & REERAIEN USB REEHEMBRAM, AEHEM DRAC ORE USB BEHORE.

AcE USB BEin 1 E

AT LAEFEZ S BIOS [EFaKZERS iIDRAC Direct USB im[d. SHARZEZ %t BIOS > SEig &, ERTHRIEA | %R ZEA iDRAC
Direct USB i,

£ IDRAC mh , BB ARG EBIEHISPRAREELE USB BIIRO. 1EiElE USBIREE | REUEREMTEESE "BEEREM" 2B
STETR USBIRREA,

FETFMERT , #FE Lifecycle Controller BEFIER—1EM :

RELT "B 5 DRAC 22 , HH USB RSB EBmATBER.
USB Ein ORI E&8L.

« IRFZBEIIM IDRAC HREIRMERS,

« IREM IDRAC BiiMFR S8 H

HIGHEHBH USB ST IR EKRRET |, RS EhEE , HESEBEIUTEMERTERREM
o EF ZFEITRR

KA - USBIRE

FERG : BE

FHRERD : EBFERE. SNMP BaBE. ImRERFERER WS =4

BE T

ATHERT , BERERERHIEEICRE Lifecycle Controller B :

o IBET "RSEESEEE" BPRRIER TEINES USB S1RikO.
+ USBIRfEIEH DRAC fFH , F#EEZZEIXEN USB EiRER,.
+ USBIRfRIEMH iDRAC R , HEEBIRIZE.

f£F Web A HEHECE USB EiRix [

ERELE USB i , iIBHUTLATRIE

1 7EiDRAC Web RE , %= iDRAC % B > > &% USB % E.
USB EiK OIRENEEH.
3 M IDRAC BH: USB SCP & MR TSEFEMARERSSS ( BISNFHEE USB IRahes MRS esEEM 4L ) -
B[
. NUBRSHEESRAEERERNBR
X8 A ES R BCE S
=1=];

BXZFRANSE , {558 IDRAC Online Help ( IDRAC BXHLEEEN ) .



4

@ % FEEikiE “SHERNREXHRA” UESNFEHIHZIE, DRACO 5t VFAE(ERBIDRAEMRNX . BT
R “Zip HFHIEB” ETUN BRI

BENRNARE.

£ RACADM EC & USB &EHix [
ERLE USB x| i5{EALLT RACADM FipSHIdER -

BEE USB AR :
racadm get iDRAC.USB.PortStatus

EEE USB inO&E :

racadm get iDRAC.USB.ManagementPortMode
FEEH USB iREBNRIFEM

racadm hwinventory

glxgl_l)lulﬁ:.z?ﬁ@a%

racadm eventfilters

E%E%?{E B, 1525 dell.com/idracmanuals _F12{H) iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
W ﬁ'ﬁﬁ’%d’%ﬁaﬁ ) o

5/ iDRAC B \REFECE USB E1Euwm O

FEFCE USB iin , IBHUTLATERLE |

1

£ DRAC IREAFERFT , HENFRM USB im O E.
1527~ iDRAC & E /Y FF1 USB &k O E TTm.

M IDRAC Direct: USB ECE XML THEREBAPIEFIATILARERS = (1BIY SAFHTE USB IXahesPrIBRSS RRECE S 4L
m) :
- BEA
NEBBBFRERAEERERSH
REAERNEEXH
- ERA

BXZFRANSE , 1558 IDRAC Settings Utility Online Help ( iDRAC IR B/ FFERFEAHIEEE] ) o
B E—F. =R, AERERUNABRE.

M USB & F RS ECE X

TRIRTE USB iIRZHRBE R — M EFRA System_Configuration_ XML BB R , iZB R8-S config 1 control 3744 :

Server Configuration Profile (SCP) {7 F USB & IRE R THJ System_Configuration_ XML FEZREH, WGP EIERSSENE
[BHEERS, XE4EIDRAC, PERC, RAID #l BIOS R, ERILUREIL 4R EE RS LREE. XHRAILIE
<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-config.json, config.xml %
config.json,

Control 344 - BIFESHLISNEE , NS ESFF DRAC SHIEMBENEMNE. WsHISEha =183
— ShutdownType - IE&E. &%), AEH51S.

- TimeToWait (%) - &/MEZ 300 , FAEH 3600,

— EndHostPowerState - FF/%,

control.xml S{F3~1 :

<InstructionTable>



<InstructionRow>

<InstructionType>Configuration XML import Host control Instruction
</InstructionType>

<Instruction>ShutdownType</Instruction>

<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>
<InstructionRow>

<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>

</InstructionRow>
<InstructionRow>

<InstructionType>Configuration XML import Host control Instruction
</InstructionType>

<Instruction>EndHostPowerState</Instruction>

<Value>On</Value>

<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>
BB BIRSS eI PR A BEHA TIHARAE.
@ |*: B SCP B, EX SCP XX#hiy USB B E S FHRIEI LM EIEWSTTRIEL$E. ERILIE SCP FiEBREMY, igs

HiRo

EEIRS/ECE M USB IS IDRAC :

1

BtE USB SE1RMER

- 5 UsB ERixO#ENIZE N EBNE iDRAC,

+ J5iDRAC EE: USB XML ELBIZENERRINERBRAZEA.

BB S configuration.xml 1 control.xml SZ{&HY USB [NIfEERTEA iDRAC USB i[O,

JE1E USB 2B RE R ThY System_Configuration_ XML FBE RHAMIRSSSECE 4., RIBLITIRF AINZIE
e <servicetag>-config.xml / <servicetag>-config.json

e <modelnum>-config.xml / <modelnum>-config.json

e config.xml / config.json

RS HRECENHFSNELIEFA.

NSRRI BIECE N |, BIERIFLE,

9N5R iDRAC EH: USB XML BLBEIREHEMRINEREB AFHE BIOS REEBA AT , REMREF— DRAC FFIKFE
WIEH , WEER—FREREEFHELIRE.

LCD E#RFN LED (WRE ) KBTS  FRENEL B,

WMREFAEZEEFIEEH B control 345 Shut Down Type (XK#L3E]) IEE No Reboot (EEFSIR) |, BWMEFSI
SRSBAEEXEISE. BN , [RESEFEENSISHNBRE. (NERSEEXNE , 7oNFEFNRE | BIFEiEE
No Reboot (LEH51S) %A,

SARFERfE | LCD/LED RN ETTHK. MREFEEFMSIT , LCD BZASZHREETRS "GEFEEHNIIS" .
YR USB IRENBNEIRS ST |, WS NBRERERSICRAE USB IREHHY resultsxml 34,

LCD ;HZR

SNSR LCO EARAA |, EREINFERUATER |

1

2
3

S - IEEM USB IR EEHIIRSS 2RECE X 4AT.
RZFE - RV IEFEHATHY.
B5ehk - fEALERIhTERkET .



4 BremEREER - (Pl EFREREEIRRA.
5 BRI - RlLEXM.

BXREZIFAES | 1521 USB iIrE LRIERN M.

LED \ARITH
USB LED $87<IE{E(ER USB s OHTHIIRSS B8t B SRR ERVIRES. Itk LED RIRERNERTRIE &R 4.

EEERESE - IE1EM USB 8B SRS SR E 4.
« 2RI - IEERTEL.
< EIRIAGINE - 1Rl , BiETREaER.
« ERORESE - (R EHTITEM.

i+: £ PowerEdge R840 #1 R940xa &, #REE LCD, LfEMA USB in it TS NRIER, USBLED &A%k, /A LCD RE
BAERTS.

B HRER
RS NREBRIUTER -

« &1E Lifecycle Controller HEI4AIERM USB HITENSNAHEE.
o ISR USB i8FREABANINGE | &1F USB (N1FE SRR RIEWER,

BEFERPEHRHLE—E Resultsxml NERMH , HPEESLITER

IRS3H7ES - TS NBREREWEL 1D SiREERZ SICREUE.
Rl 1D - ESNBERERL 1D Z[EIERETE.
{EAVAIFFE B EAFORT(E) - FESANBRIBREWRL 1D Z/ECRETE.
WS - EENEBREEL ID SIS 4R FACREUE.

®




{& A Quick Sync 2

24 Dell OpenManage Mobile IETE Android 8% i0S #8888 LinfTht , EalLASMBEEHRIRSSSS | ai&E @Y OpenManage Essentials
8, OpenManage Enterprise (OME) ZH&15A. XAFEEERSSIFHEEINRREM. BE LC RAEHHEHE. M OME =4
BIRB RS BB, S P ik, (% IDRAC 3. EEXHE BIOS B IRIEREREGMNUEE. EHAILAKARS
FEER. HRRGAES AL DRAC GUI,

OMM BIM Apple App Store Bf, Google Play Store $a# &%,

WIRTEREENREE ( S23% Android 5.0+ 1 i0S 9.0+ BEDiR%S ) %% OpenManage Mobile RiFEFERE , 7 fE{# A iDRAC Quick Sync 2 &
ED

@ | & B REFEEWHEBEFRE Quick Sync 2 HEIRIOABLAR S8 .
@ | #%: L3hBEERIZERA Android ${EZRSiHN Apple I0S TS RNR & L F 3 H.

TEZRIhRAS | LEDIRE(NRTSE 14 4K PowerEdge IRSBZ=FATA. B©HREC/EA Quick Sync 2 ZEUEHER ( SRAEEMNERES ) #
IRZHIRAERE (FORTIERY Wi-Fi ) RORSENIREE. B, XE—FNEIEERVEG , HIIREAMKERT iDRAC BRIEFA],

@ | i*: ZE MX LA RSB E Quick Sync 2, 15218 OpenManage Enterprise Modular User's Guide (OpenManage Enterprise
Modular i F#EES) 1 OpenManage Mobile User’ s Guide (OpenManage Mobile Fi F36Eg) , ATMEATRILL3RS: dell.com/
support/manuals

REZE , EAMEHER_EEGE Quick Sync 2 50, #{F Quick Sync 2 IR =2, BIFFEaNiEsS ( Android 5.0+ 8 10S 9.0+,
OMM 2.0 SREShRA ) 1518 Quick Sync 2 5.

&g OpenManage Mobile , ATLABATLATRAE :

- EETRRAHMER
- BEERNER
+ ECEEZR DRAC MEIRE

B3k OpenManage Mobile FUEEZ(ER , 15215 dell.com/support/manuals _F12{AY OpenManage Mobile User's Guide ( OpenManage
Mobile FBF1883 ) .

EA#ZINERZESE IDRAC 52

EMNBENIREEE DRAC (S8 , 15215 dell.com/support/manuals _HE{tHY OpenManage Mobile User's Guide ( OpenManage Mobile
FAF18ms ) PRUEN R,



BIEEIIT R

EUN R EIRSS 51118 Management Station LRI BUIREEE MEZHLZRY 1ISO CO/DVD MG , MiiFGRZERS R LANRE
—*.

{ERREMS T RERE , EATLA

BT PSRRI AR RN R GAIN R
RN FRER

EHIKNIER

EZERFR LLRRRERS

XRERTHRAERIRSS /AT IEE. BEROABR MERT RIS,
FEIIRE

© ERMNESHFERSEIK (CD/DVD), REIKaNss ( BIEET USB RIIRENRS ) 1 USB IRFE.

< EBRALUGERIL FR—PMRE. USB RIZEIRRS, RESEBLUINR— M EEIESERAIZERS, SISHREKREE
REREE— T RRERER. SRR EERS — I BIYCRIRERRE—1 1SO MG,

TESRT BENEINRIZE.

o TSEMEERINLIAIE) iIDRAC HIREIIIREZ N R,

. EZERSL  HUERNEUN RE SSRGS,

o TEET Windows FIZERA L , NREVINEEREIECHMINHEERNES | NSBRnE.

« TEEBERSEBMNET Lnux NZERS L , BN RIS RBMNTEE. BRGNS | B mount <,
NZERG R HHIRTE EPER RS HREREPIBIIT M8 A ZE Management Station,
FERHBEPEELENRNZERS L, EIIRESER AR NIREIEE.

EEIAER NS E R FEHEE Management Station CD/DVD IXEIS8 ( RisE) |, {BFBEHE USB V&,

o EINREDFEE 128 Kops RYB] AN TR

« WS LOM 8 NIC KM , BN REIECTRERMTTT.

Managed System Management Station

f‘/\ Remote CD/DVD/USB
: Network —
iDRAC 9 Sewerw REmotE FIonDy

4: R RIEE

n

SISRIRE SR IR
ECE RN R
IAIEREHAN R

&id BIOS IR E5|SINF
BR—X RN RS 1S



YRR NI &

TERFIH T B U BSTFRIIREES.

&. 57: XFHRFIAEMR &

REHE TRNEHAR
R . W 144 IREOME S 144 HeARIRTNEE
¢« CD-ROM
« DVD
« CD-RW

8 CD-ROM N EME & IKENES
REAER R =E . 1SO9660 #&=tH CD-ROM/DVD BMEST{E
o 1S09660 IEILHIEREZMYSSI{F

USB fFe « 758 CD-ROM 1&EHAY USB CD-ROM IKZ/ESE

1809660 1&TLAY USB [NfFEBRMESIIF

Be & RE T R

BCEEMNRIZER , FRCEE Web JISTEELAERA Java B ActiveX #E{4.

&£/ iDRAC Web RHEECEEIT R

BEREEUNTIRE
BITEMNTRR/NEFEZNER IDRAC. FUSFETRER, GFEREEX.

1 £ iDRAC Web FHEH , #6Z Configuration (AZZE) > Virtual Media (Bl R HE) > Attached Media (GEREMIMER) .
2 IBEFERIRE. BXEZER , 15518 IDRAC Online Help ( IDRAC BAHEEED ) .
3 B Apply (A ) (REFIRE.

£ RACADM Et B EHI/T R

BREIEEWNE , (£ set apS LA iDRAC.VirtualMedia 28RS SR,
BXEZER , 5505 dell.com/idracmanuals _HEHAY RACADM Command Line Reference Guide for iDRAC ( i&FBTF iDRAC i
RACADM #p&{T8%1EM ) .

£ iDRAC I E N AEEFEEERINT R

BI{#F IDRAC IRBAFIEFMIIN. o BESEmMIINENR. SHITIHRIE
1 7EDRAC IREXLFRERY , BENRF USB O E.



15277~ iDRAC & E /v BRF0 USB 5k 1% & Tam.

2 £ Virtual Media (EINTRR) 359 , IRIEEKILHE Detach (3FE) . Attach (Ffiin) ¢ Auto Attach (BEIFEIN) . BXRIETAY
BEE(EE. , ISR IDRAC Settings Utility Online Help ( iDRAC IREBAFBFEFEAHASEN ) .

3 foxEaTE Back (/5IB ) . Finish (586 ) M Yes (2) .
BN RIZEETHERE.

EEFERY T B S A R el AL
TSR T ET N RS BRI,

. 58: FERAN RS RN A Gehia B

M N B9 9y BRARTS RYi00RL

nE T RS IRGTEIR ST,

B Xi7) Client View (FFIRMLE) RHEZEAILBRSINE.

Efbay] Client View (ZFIRHLE) FTFRIIREINE | Z P RMEKFIRI IR,

RTEEEMN R EMNLZFHIRSFRE

SRR B SRR TR B SFSIKENEE T W, EHITIRE | I57E Windows BIREEEEHH] Organize ((H4R) A,
BAT: Folder and search options (SZ{ERFIEFRIET) . £ View (FE) i%&In-£ , BGHI%EF Hide empty drives in the Computer
folder (BRITHA XM RPAIZIRENZE) ETFFRE OK (M) .

TiE) ST R

BRI LMEREAMEREMERISEAEIN R, BEEM T RZA , SUEECEZRY Web RIS

BEHUNERS RFS EERFM. 1R RFS EEGTFEIRS | SIAXEERENEUNRE R , FRLEERUTERER
Virtual Med/a is currently unavailable ( B TINESEIFEIH ), A Virtual Media or Remote File Share session is in use. ( EZINEELTTRE
XHREZLZIFIEEEF, )

SNER RFS IR FAREDIRTS | BBALEEREHEUNRZFiRE , AT EIE i, ARSI LAERRUNREFiRER
B BRET R AN R AR R

e EMIEHI & B RN EMIT IR

B EEUEH SRR R , SR

- BEREEHE.
RAFENRRTIRGNES — 7E Windows BRETERSH , SAnZ Folder Options (LX) |, 75k Hide empty drives in
the Computer folder (BREITEM P HZSIRRNEE) LI , AFHET OK (FEE) .

B(FEAEEH S5 EEIUNE

1 7E£IDRAC Web REH , #Z Configuration (AZE) > Virtual Console (FEHIIEHIA) .
& E7R Virtual Console (FERUEHIA) R,
2 Bk Launch Virtual Console ( EaiEfliEslE )



Virtual Console Viewer ( [EHISHISEESE ) BI&E5E.
®| 3% # Linux £, JAVA 2RTHBEERIEH SHBAEEXE, % Windows £, FTFF jnip SCEELUER Java SNBSS
PAN

Bo

3 BAd Virtual Media (EEHI/TER) > Connect Virtual Media GEERIINTFR) .
BESITENERSIE | 78 Virtual Media (ERINTER) KBS BRalIEtHRERFIE.

®| S hEI RIS BRRT, Virtual Console Viewer (FERUEHIAEERR) WOLFARREER.

T ERERES & BENEIIT R

4Z5F Virtual Console (FEIMEHIA) B , EEINEIUNEAET , BHEFE

o FENERSNT Attach ( #900 ) IRTS.
RAFE NI IRGNEE. ERITIHRIE | 157 Windows BREIEEEHSANZE Folder Options (SZHFIZE) |, i&FR Hide
empty drives in the Computer folder (FEEHEHCHRPAZIRZNET) ST , AFHRE OK (FBE) .

4E5F Virtual Console ( EEHAEHIS ) Y , EGSEIEMINE :

1 7EIDRAC Web R , #Z Configuration (F2&E) > Virtual Console (ERIIEHIE) .
2 BEd; Launch (JBB)) Virtual Console (FEHIIZEFIA) .
BEREEERUTER :
Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?
3 B OK (M) .
LHEATS B Virtual Media (EHAYER) BO.
4 71 Virtual Media (FEIISTR) 328, 833 MAP CD/DVD (B&f CD/DVD) Bj; Map Removable Disk (BRETAIT&EZhREA ) .
BXEZER , BERENE RIS,

O| 5= BER% ErEINIE S WRES 5 Management Station | HIHIFRIR) 2 S F—5.

@ 53: ZERE T Internet Explorer 13322 #) Windows RIERLEAH L, EMNRTETEESET. ERRILDE, &8
[#] Microsoft B{ERGHFANXHRBARRLEEESR.

O| 5 MU MEBN RAZH HTMLS it

A I EETUT BTAR &

ERI AR S ARAIN IR G | FHGEE)S USB IRBIERERSH/AVRERS. EMNEINRIRE | iSHITLATERE

1 B Virtual Media (FE3U/T/R) > Create Image... (SIEB{R...) .

2 7x Source Folder GEXX#3%) FErh , B Browse (M) , AEIEEEMRIFRESHRIIHHER, EIRL ARG
BEERF LR C K8,

3 EREXHEHRFRT  SRETFRTEERERMESGHNRNARR (BERREER ) . EEXNZAE , 55T Browse (il
) FNREE.
4 BEAERE.

EGEIRIIEREH. WRREXHA TR XS , RASBRESHER | ERRESUHTIRXAR R SETTIRERR | EiLt
BRGEIR TR, ARG AR A |, NG AR Sk ER,

tIEMEZ S , RRSEREITEE.
5 BiER.
ISO BUSEIE BlIEE.




VBRGNS KRS , RASEEIRISHSRE EOIR .img SMALAERLLINGE. MNRBaEMIFRIL img X4 , BRATE Virtual
Media CREFI/TER) SRETICISRPENAIFREANEER. Bt , @VEAEERREI A EZRIEMIBR img X4, BZ , .img
NHERILMES —REGHIEPEX S B IEHiehR , A/ Remove Image (FBERERIR) LITBIRFR.

ERENZFFARGR

EEEEIISEIHMER  BEEMISHEEERT , B Tools (TLR) >Stats (4iHER) . 7E Stats (ZIHER) BOF
Virtual Media (EEfINER) 2P RSIHEINIREUNEBEIRENE/ BiEs). MRENMNREERE , BETLEE. RS
EREUNE  BER "REREUNR" HE.

NRIEREREMIEHERER FashEMANE |, U Virtual Media (RIINAER) BOBEERA—NWEIE , SIEHXTEMEHREN
=5

BSe

=1 USB

HEEE USBIRE :

1 EEESeEESES , B Tools (TH) > Stats (ZiiHER) .

BB stats (ZHHER) HO.
2 7% Virtual Media (FB#I/T/R ) T . B2 USB Reset (USB Ei%) .

RARE—FBERKREERF  MREE USB iEEE |, S BERRBENFEHA | SEEIUNER. BEMRR.
3 BER.

USB BERISEE.

@ | 5%: BVESESES IDRAC Web RES1E, IDRAC EHARETRSLILL.

BR S EE TUDE B 25

EIRETEIAIRENES :
@ | 3F: EEHET ActiveX RET Java HERIN KA, SRS EIENIRA 6EIGTR(ER S DVD 5 USB N7FIRENES (BN
i) . ESIREIEE, EIR RS B3N IE 54§ iDRAC IP i FmBSEiL S5R D,
1 BESEUINERSE  BANERY REEF RS EREN A,
STTFENARIFNENIRSEEMETANR S , BSEEMNRERETABT— N ERI, ZERNERIBRSEE SR, flu0
« BR&T CD/DVD
BRES R e TR AR
RRaTaRER

O mREECHMNRRDEAREHEER, BEFIRTETRGRARET. NRCEFREHE, HERMSKE
BRSPS RIME .

BR&t DVD/CD EIRA LAFTF 1ISO 324, BREF AT S &5 10 n] FE %,

O|i#: eTskBmE ERET HTMLS BESITH AREIEN R, SIMET USB HIEEIE. CD 5 DVD.

®| 7 KR ROP S5 R EMIES &/ M/ B USB INFRERS 0B
2 BEEERGIRIRERE,

O | 5t MBEIMN RLIE LB Web IO LIE, H— Web HOLIERE VMCLI FRFERRE, WaEFENSIE.
3 TERENER/MESHTERT , W RAIRSRIRE.



FRPEESFREUTMEAIRI R ( RBET ) iR% ( CD/DVD, TIBahiiiid. & ) LARETBRETHIMMESCEEEEY (ISO & IMG ) , B
BT ERARGNEER (EENEFPER ) . NRIEEAE MBIERT | SREKIEERS.
X3F CD/DVD , IERRBISIASEEIR 1SO ; XS FrIFBatAFEE , W9 IMG,

SNSRFEROARER (R ) PEEEIRG , ST T BaHERN , FIE TR RPIEET EZATRG.

NRERRRECIEIRG , NIRRT Ba#ER | TEE MERETEEFE ARG, RENRLISERE.
4 EEREULSTSIRERIT A RIERE.
X$F CD/DVD iRE , BUAER FERZsmFBIEER.
®| 7 GNERIEHER HTMLS RERUEHI SRR 1SO 71 IMG XX, ML EIIER RESTHBRE .
5 EAEMRENZELUSIREMGTRIENIRSS S,
BEHRE/XHfE RSN BRI REZN , LUERRERMR. a0, (NRER CO/DVD RERGIZEIE T foo.so AY

BUESZEF , W “ERHAYR" SEAPAY CD/DVD SRERINEE A foo.iso BRETE) CD/DVD, IZEREIASE — NERIFCIERE M
5%

2R IE BRI IR T 2E A TR
FEET Linu (OBTEIA £ , BEIAVE Cllont (B3 Bl Do R T EISIAETERBATINR, T R LR R
WS , TN CIERAY SATA SRS RAIRCIRE, BT

S 1SS FRRIERSR. TFVEMRERESF | 1% <F2> §## )\ System Setup (RGRE) .
4% SATA settings (SATARE) . WITEERHEOIFMRES.

B EH O R AR IR 5 EE AR O

IHREHIN R Client (BFE) BO. BT LABEIAIIEREIREES.

B HRRE FE IR T 25

DN -

EHMIEIRENES -
1 1E Virtual Media ( BEHIAE ) 52885 , HUTLTAE—HRME -
BT,

BAF; Disconnect Virtual Media ( BrFFEANE ) .

RERSERBEKREAER.
2 BER.
ZREMNSIRRCRIFE | USRI ENARSS 2.

@| #: MEST Macintosh #{ERGHIZ Pk ARG BULBET 2] vKVM B USB 1845, BUNBTIR &R ik LAl g R
A. ENRHRAERETPRASL L FHREREFUERESE.

® | 7E: ERGHBRGS Linux BMER S ERIERL DVD IRzheER, BEHERIRR I HsH .

i#id BIOS & & 3| &I~

EFAELE BIOS REARER | BALUSRERS RENMEMNRRHREEIREIRNEES S,
@ | i*: TEEEEERRN BB RGS | SRR




EFEZERAFRSIS

1 5|ISRERS.
& <F2> #H\ System Setup (RSiZE) WA,

%52 System BIOS Settings (%% BIOS i®E) > Boot Settings (515i&E) > BIOS Boot Settings (BIOS 5|5$#% &) > Boot
Sequence (5|RIRF) .

EHEOF | RIS IR R R IRGEs SRS | SR B FITE—iE.

HREIIRENEE EEBHFIAT S ISNENE—NEE. IRFE | BEERRE LIRBEXE ISIF.
BAFRRE | IREIARY BIOS W ERE , ARHEETMK.

B Yes (B) REEXFHEL.

SERKEHNSS.

ZESE RIESISINFNATEI1SRES 1S, IRENRECEERAEEUSISNE , RASSISEZENRE. Bl , &K
RIRIIRE — KUTIRBAUSISNRAMIERIRE.

BR—XEEMUINTREF

EERTEREUNTREZE | BREEN—IXSISIRfF.
EER—RMS |1 SHETZ Al , BHHR

1&B%H Configure User ( EBERIF ) 1XBR.
« {FH Virtual Media ( BN ) 5810 , 1S AR EIAIRENEE ( CD/DVD, 3REE USB INTFIREE ) METEIATS | S FREkivE.
o EHINRET Attached ( EMIIN ) K7, LMEEIKENEETES ISIRFH BR.

ERR—RMES ISR MEIN R ISZERS

£ IDRAC Web REF , HEHE > BR%5#8 > EMITFR.

f£ Virtual Media ( [EHA/ME ) T , 1%64% Enable Boot Once ( [5F—IXM51S ) SATGERSE Apply ( RZF ) .
5 |ISHEIASERAIHR <F2>,

155 |SIRF BB NTE RN RIRES 5.

51 SRS,

SERFBMNEINFE—RMES IS,

g D NN



ZIEF{ER VMCLI 2 BIERF

RN ERARSATHRE (VMCL) AREFAIRMFRE , NEIREEZERS LAY DRAC IREEMANEINEE. ERLARER , BFLL
TDIRIEEM MERDRE | BIERRE S FIMIIEIKANES | LABITMSES MR RSt LA B IR ERSE.

VMCLI A FFERF LA INEE ¢

o  EHEEETEUN SRR E SR S aiE,
« JEF IDRAC EHHIBI B —RERZ IS EHMRIESIE,
. ERAREEREFE (SSL) RS DRAC NBERE.
o HUTVMCL %, BE :
- EEEamEL,
- BERGARILZHE.

0) | 3E: Bk Windows he)i#Hig, HEFTSEEE.

;W
Z2%E VMCLI
1217 VMCLI N FBfER
VMCLI iEj%

223 VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD A,
B4 VMCL NFBER ¢

[

1 48 Dell Systems Management Tools and Documentation DVD ¥\ Management Station fY DVD JXzf88,

2 BiERFE LIRS DRAC TH,

3 HWEES , 19E install\Del\SysMgt\rac5 S {FELFHIRIFE vimcli.exe, [FFE , 188 UNIX FIFERIERR,
VMCLI 2RI EXEER A L.

N [ |
E{T VMCLI 2 FB12FF
NRIBERATEEENRRAMR , NEEEEONEABEE{T VMCL <,

« 7E Windows &4t L , IFEERWNESR Power User (B&AF) PRABEZEIT VMCL 28R

£ Linux &4t , Eifa) iDRAC |, iBIE1T VMCLI AFEREFHERAF S | IFEBRBAPIIIE sudo i&A VMCL a5$a14R. B
2, EineiRE VMCL BB REARIBF |, 5 visudo 4.

‘.
VMCLI &%
Windows #[ Linux &% _EH VMCLI RiE=24EE. VMCLI LS :

VMCLI [parameter] [operating system shell options]

5040 , vmcli -r iDRAC-IP-address:iDRAC-SSL-port



S VMCLI BRI ERRIIEERIARSS S | 1518 IDRAC FHISTEIE RN R,
@ | = VMCLI AR A KNS
ATHRES  HEEERTS VMCL 241

vmeli -i — BREEN VMCLI IR B AL, SRR SEAREEHEN B2 ZEBAT R,

vmcli -r <iDRAC—IP—address[:iDRAC—SSL—port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -c
{<device-name> | <image-file>} — F/REZ IDRAC CAIEBREEB. MRIIEPT , WESEETHHGSHER—%

ZEHER. B2 ZaSBRITHEREY Vl\/ICI_I 4iF, BF* VMCL 8¥IESEE |, B518 VMCL #8588, VMCLI Man

.

AR EMNYT R VMCL %

THIRSIRAIGAARREMN BRATEER VMCL 5%,

. 59: VMCLI 9%

BB R we

i’xﬁg[ﬁﬂ%& vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [1DRAC user password] -f [device name]

o] 5 | B2, USB INFENYE vmcli -r [iDRAC IP address] [iDRAC user name]
-p [iDRAC password] -f [floppy.img]

CD IXEhEE(sHM -f 1%6IR vmcli -r [iDRAC IP address] -u [iDRAC user
name ]

-p [iDRAC password] -f [device name] | [image
file]-f [cdrom - dev

]

n]5|5: CD/DVD Mg vmcli -r [iDRAC IP address] -u [iDRAC user

name ]
-p [iDRAC password] -c [DVD.img]

MRHREEHRP | WENIN RSB ARG, EHREUNRASENE | BT TERE

BB R FRICR S RIP AN S SRR EIRE S
ERIRERISRIFIIRE.

FEAMCIRIRE SRS | S REATLAHER—REN .
REMIEIREIRERS | —RRBEB— P REnE— MaE RS,

VMCLI #{E &% Shell 1£IRN

VMCLI {8 Shell TSRS Y IRIERSINEE :

stderr/stdout EBER — FHTFTENN A REFBHERRE .
Blan , FERATEER ) BIEUGRELAL VMCL 2 R TENAS KB s Is IS4,

@ | 5#: vMCU ARBRTEEERRERA (stdin). Fit, FEE stdin EEH.
BERIT —BABRT . VMCL AFBEFERISIET. ERRERSZIGHS Shel THEE , (FLBREFERSIET.

BIgn | £ Linux BAERFET , @ SEIIRMS () FRMEEFERA—MFREEHE. WRAENREFHRER | Bt
X$ VMCLI a2 IEaFitiefs | ERFIAREET (BN, MASMHELE , 52 VMCL ZFRELE) .



SIRBHNEA VMCL 21 | IBERRERFHSERN TENRFIHMEIEHIE,



%18 yFlash SD &

VFlash SD RE—MLLHF (SD) & , JUN I ITWiILRE. EJLMERRS 16 GB BEAER. BARE WIS vFlash
IEEREIEIEES X, vFlash EEFRSHEIINEE.

® | 7%: SD FHIA/NRAIRE), BRTUBITHFERME, HEMFEETEH SD FREM R SD . BT vFlash £/ FAT32 32
&g, BEHERNREIN 4GB.

WNERIZ-REZRFH vFlash SD RIHEERARIR |, 1E IDRAC Web FHEIRY Overview (#E%5) > Server (BR%E%) > vFlash FERUUT
BIRER

SD card not detected. Please insert an SD card of size 256MB or greater.

@ | 3F: {EMRIBUFE iDRAC vFlash RIGHE hIB NS vFlash B SD k. REFANTFEEE SD £, MINEHZFITEERU T

R{ER: An error has occurred while initializing SD card (#J#5H# SD FA1ZE55IR) -
FEIhRE

IR EIFHENL USB 1258,
BIRERZ 16 MoK, XLHXEMMITNRFRER/REIRE, FRIRARTE CO/DVD e | EAILEEAEIIET
RE.

MW R SRR S X, 235 img HRICATERER. .iso BT CD/DVD LA .iso F .img HET I REERfE SRy,
EIERI5|SHY USB 178,
—IRMES | SRR USB i858,
@ | 5#: BAEERE vFlash BRAETTR vFlash {FAER S . MR RXFER, WIEEH#ITH vFlash RIEFERES
@ | #: MR FIPS BRBREA, BEERITIEM vFlash #4E.
&

B & vFlash SD £
=18 vFlash X

BdE vFlash SD k

TEBLE VFlash ZHI , IBHARIG vFlash SD EZEAERF L. BRUHINENRFELZEFBIREIHSSE. | 15217 dell.com/support/
manuals G0 484LEFH.

@ | & BREH “HERMAR" WRA GEE AR vFlash ThaE, MURKFRITIMELRIE.

&%F vFlash SD k2%

FEF vFlash HBESS , #EATLASERR IDRAC Web SRR RACADM 255 SD /B,



{£F Web REZE vFlash SD k@1t

EEFE vFlash SD K@M , i57E IDRAC Web REF , = Configuration (BZE) > System Settings (RS E) > Hardware
Settings (FE{EIRE) > vFlash, BERISE/R Card Properties ( £EM ) TWHE. BXAERIIBEMERSE , 15815 iIDRAC Online Help
(IDRAC BXHLESED ) »

{£F RACADM Z % vFlash SD F/E14

E($F RACADM & vFlash SD K@M , B1H get S REUTHS :

¢ iDRAC.vflashsd.AvailableSize

¢ iDRAC.vflashsd.Health

¢ iDRAC.vflashsd.Licensed

« iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BXRXENRNEZEE |, 15217 dell.com/idracmanuals 12T IDRAC RACADM Command Line Interface Reference Guide
(IDRAC RACADM #pfTHREISEIERE ) »

£/ iDRAC & N EF&EH vFlash SD FE1%

EEE vFlash SD R/EM , £ iDRAC Settings Utility (iDRAC B AMTER) F , % Media and USB Port Settings (451 USB
$OE) . Media and USB Port Settings (f/tiR# USB if 02 8) WA ETREN. BXETNEMHINSE | 15217 DRAC
Settings Utility Online Help ( IDRAC 1&E 2\ FITEFEIIERE] ) .«

B vFlash ThiE

WIS vFlash THREA BEHIT D R EIE,

5 Web R B ZH vFlash ThgE

Z/SRsEEA vFlash THRE

1 7EiDRAC Web FEH , #Z Configuration (AfZE) > System Settings (R4 E) > Hardware Settings (FfHgE) >
vFlash,

FBEIS R/~ SD Card Properties (SD £E) WM.

2 %ELiEkR vFlash Enabled (28R vFlash) SIS AR vFlash THRE, SNSRIEEREA vFlash DX |, EBAREEEA vFlash
HESREREIRER.
O®| : tnREEM vFlash ek, MFLER SD REM.

3 BRI, vFlash THEERMRIEIGIR B AR,

{£f RACADM /5 Ak vFlash Ih&e
(5 RACADM J=FEEEERT vFlash THEE

racadm set 1DRAC.vflashsd.Enable [n]

n=0 BZH



n=1 =)=z

@ | 7F: RETETE vFlash SD k£Rf, RACADM ®&AE(ER. MMELRFELEER, NERRUTHE: ERROR: SD Card not present (3%
:kn-' SD -FZ\-#E) o

£ iDRAC R E R 1EF B AR vFlash IhgE

EEFaEA vFlash THAE :

1 £ DRAC IRELFRERFY , BENHRM USB K ORE.

iDRAC Settings (iDRAC &) . 5%/~ Media and USB Port Settings (4t /&#1 USB iz i&E) TNME.
2 7E vFlash frBRERD , 1ERBAREA vFlash THEEESER S FKEER vFlash THEE,
3 fRxEpdE Back (/5IB ) . Finish (58R% ) flYes (2 ) .

vFlash ThaeEPRIEIER S .

#141¢ vFlash SD &

YRR FEEFETUE SD RAECEIZ R LAY vFlash RFEER.
@ | i%: R SD FATFERFRT, WLHA “MBL” ER.

FF Web R HE #1851t vFlash SD &

YA vFlash SD & :

1 7E£IDRAC Web R , #Z Configuration (ARE) > System Settings (FE%i% &) > Hardware Settings (FHHZE) >
vFlash,

REEPS 7R SD Card Properties (SD £EM) TUE.
2  JSH vFLASH FH& Initialize (#1351k) .
FrEIlENEERIEHMER , RISFERHIY vFash RREREMIEL.

REEBE vFlesh DX |, IBHERIERSANF ESEERER.

£ RACADM #1#5% vFlash SD £

HE(FHF RACADM {08844 vFlash SD & :
racadm set iDRAC.vflashsd.Initialized 1

R MR A A £ KFEFEIIZ K.

BXES(ER |, 1528 dell.com/idracmanuals 12t iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM
wSITRESEIER) .

£ iDRAC & & s HFEF #1514k vFlash SD &

E(FF DRAC IRENFIfEFHISAL vFlash SD & :
1 7E DRAC IREXFRERT , BENRF USB O E.



iDRAC Settings (iDRAC % &) . 1$Z7~ Media and USB Port Settings (#t/&# USB iz & E) TUE,
BATS Initialize vFlash (#]344K vFlash) ,
BER. VBHERIEEEa.

g Back (JRE]) FHSHnZE[E— iDRAC Settings (iDRAC i E) . Media and USB Port Settings (4} 5H USB i1i& =) TIH
aEENINES.
FrEEREEDSHMER , FISERH vFash RFESEEREL.

£ RACADM ZREX_LIRIR7ES

EHRE_EIRRIXLES vFlash SD REKIIAH AR SHPIRE :

1 FIFERSH telnet, SSH BiEBTIRFIEHESR.

2 HIANLAT#S : racadm vFlashsd status
FERISBRAELS SD RIGMSHIRE.

3 EFREVFRA vflash D XY LRIRE |, iBFERLAL TS : racadm vflashpartition status -a
BIREUSES X LRIRE , BEABLLTES  racadm vflashpartition status -i (index)

Ol 5x: mRER DRAC, ERAFBEMRELEE.

=18 vFlash 99X

&R LASER iDRAC Web SREIEY, RACADM HATLATERIE -

@ | *: BB AT vFlash S X ERITEIERIE. BN, BAFHAE Access Virtual Media GAIEIERINTR) MPRAGESIZE, M

B, 14, B DEXEFTXHEAS.

- fE=ESK

o [ERMESUSRIES X

o KBHUOX

- BEITASKX

. [BMHK
EEERTF DX

o HBMESX

. THHRAR

- 5IBEHK

@ | *: WRER AR (i WSMan, iDRAC & E/AFIT2FF5k RACADM) f#F vFlash Bt 8 i vFlash TE EAEMMIET, RS
3 GUI by Eth—LTaH, iDRAC ATRERRE/RULT{ER: vFlash is currently in use by another process. Try
again after some time (vFlash HATEHHMFHIEFER. F—HMEEEIRK. ) .

IREEMEIETEHATRY vFlash 2F (FI40 , 8zUK. BIINOXSE ) B, vFlash BEBEHTIRES XEUEE. BEILE , EINEEHITEbSR
P XEBEZATERIEME DX,

fEZ=EASX

HEAH RIEEFIRARIRIUT=H USB N, EAJLAE vFlash SD R EBIEAD K. ERILAGER a7y 52095
X, {ERmE&EIE S KNS5 X8 CD,

BIE=EH XA, BRER
B Access Virtual Media GHiEEBINR) BSPR.




REMEK.
RRBEXERF.
BRI RHUTHIIA IR,

£ Web FEAZEZHTX

E6iE%5H vFlash X :

1 TE£IDRAC Web HREH , 2% Configuration (ALZE) > Systems Settings (RZL®E) > Hardware Settings (FEHHEE) >
vFlash > Create Empty Partition (BIZZ=4HKX) .

15457~ Create Empty Partition (fIESERH4X) XH.
2 IEERTRER RSB Apply (BA) . BXZEMANER | 1S3 IDRAC Online Help ( iDRAC BXHTLESED ) .
KINBRT , BRlE—EEREMIRFIIFRENEZE S XK. BERUEERAEES. TBEATSERERER
RUEFEFRPRE.
SIrERSUE S XKIER—E.
APERK/INBANTIEEEE | ZEBI R EETATE , i XKNKF 4GB,
o IETEX-RHTHIMAMGIRIE.

£ RACADM Bl A5 X
BFETESKX :

1 {5 Telnet, SSH EE{TIEHIEERERER.

2 BWALIF&S :
racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatl6 -s [n]
Hep [n] 9RXK/N.
HABERT | tEN=AsKAEEESREM.

e HBR G RIS X

ERJLAE vFlash SD R EERBRESIA (LA img B .iso FRZURM ) BIBHM DK, XESKEMSEE « IKE (img). BEE (img) &
CD (.is0). BUEAISD XANEFTHRESIIHERN,

MRS B D X ZRY | 1BHBR

« B&B Access Virtual Media ( iFEIEINE ) R,
. RE#BIK.

RITEZERF.

EARX-RHATHIRIRIE.

IR SEBY S5 SR BYITRE,

@5 Femmig R SHEARAFTE . iDRAC {FEGEMRMIE KRR ERSHINEE. G0, MEER IS0 MEIESR
HEAEAAILERNERE, N BIOS TEMNZMUESIS.
o BREEFXRIVNFSEFET R ENTRTE.
. Egg%ﬁﬁ-ﬁd\d\?ﬁzgﬂz 4GB, 3FIRARDXK/INA 4GB, BF , {FF Web JEESCIED XA , BYEIHER/INGIVINT 2

@ | 3: vFlash 53X FAT32 X R% LG #. Bk, BUSHRE 4GB MR
@ | & FXHERERERFRE.



£ Web FEERARGHEIESTX

MBRIESZH4-BYEE vFlash X

1 7EIDRAC Web REH , #Z Configuration (AZZE) > System Settings (R%%E) > Hardware Settings (EHFZE) > vFlash
> Create From Image (MBRREIZE)

¥4 57 Create Partition from Image File (MBRM&IC#EEIESX) TTH.
2 BWAFTENGER  RERE Apply (A) . BXZEMAYEE | 15213 iDRAC Online Help (iIDRAC BXHA5ED ) .
BRRE— MO X, T CDAERE , BEIERIES X, MNTFREFFERFELDE , BUE—NEESX. TIIBERTSER
HEIRER
REERP,
ErERESUE S KIEIR—E.
BMESIEA/INAT 4GB BB £ _ERIRT FRES|A],
UGS ATFES MG ST REEARZ img AR .iso.
EAEXRIITYIIRIGIRIE.

{5 F RACADM MBR{G B X

{85FH RACADM MBRMESTHBIFE X -
1 {#F Telnet, SSH BERITEHIEEBERERS.

2 BAGBS
racadm vflashpartition create —i 1 —o drivel —e HDD —t image -1 //myserver/sharedfolder/
foo.iso —u root —p mypassword

BAMERT | QNS EKARE. WaSEXSREMHT REBNANS., R REAAE | flin FOOISO AR

FOOQ.iso , Map$SIRENEFEIR.
O©| 5% At RACADM R 5 K gL
O®| = Fx#MEM CFS 5k NFS IPv6 HIRILE LS | BLE SOOI vFlash 5K,

BT X

ERTLMRE SR G EUET L vFlash SD R ERIIIE DX, SUFAMRFRELE EXT2, EXT3, FAT6 #1 FAT32, EALUNBEN
EREEREMEENLSX , AR CD. RIESRIERI.

TE(FFMME SO S X 2R | R
BB Access Virtual Media GHBIELITER) R,

KEWBL.

FEEZSHEP.

AR EHITHIRAICIRIE.
B L vFlash DK :

1 7EiDRAC Web FEH , #Z Configuration (AZZE) > System Settings (B4 E) > Hardware Settings (B =E) > vFlash
> Format (1&x) .

54 57R Format Partition (344 X) .
2 BNFTERNER , RREE Apply (KA .
BXZIEMAMEE. , 15508 iDRAC Online Help ( iDRAC BAHESED ) .



BETEEER B0 XPRFmEEIREHIER.
3 HBEHEOK (M) .
A D RSB NIEERIX R AR, THIBR FaENERHEE
© RETERPRE.
« BEEN-RTRLERE.

EFTRHMX

R vFlash TRECEERA | LMETEETRAS XAWIE.

£ Web REEEFTHYX

EEEAAK vFlash X , I51E iIDRAC Web REF , #Z Configuration (BLE) > System Settings (R%i®&E) > Hardware
Settings (f#$i%E) > vFlash>Manage (EI8) ., IWATEER Manage Partitions (B4 X) T@E , EPFIHATAS XIS N
XHEXES. BXAXIER | B85 IDRAC Online Help ( IDRAC BXHLESE] ) .

£ RACADM =& A S X

Z(# RACADM EEAS X MEREM
1 FIHEREFEM Telnet, SSH B EBITIEFIEHER.
2 BWALIT&S:

- BHAERNESRREEN :

racadm vflashpartition list

EIRERMED X 1 APIRR

racadm vflashpartition status -i 1

- EFRBENESXANR :

racadm vflashpartition status -a

| 2: -a AR BERRAS AR A5

ZEaX

EOLEREDKEREED X , RZTFA. EMoXKABZAE , iBEFHR :
vFlash THEEE 2.

+ E% Access Virtual Media GHIEIEMNER) KNSR,
@ | & RABIRRIZHE.

£/ Web FEEH 5 X

BEHIOK

1 £ iDRAC Web HEH , #Z Configuration (AZZE) > System Settings (EZ % E) > Hardware Settings (& E) > vFlash
>Manage (EH) ,



1545 57R Manage Partitions (4 X) XA,
2 £ Read-Only (RiE) %l :
EED KAISIRE |, SARERT Apply (MR) ¥ read-only ( RiE) .
o EROKHSIRE  AERE Apply (KR FEHUS read-write (IE5 ) .
S X IR EATMHAEEE S N RIEHIEE.

®|53‘:: MRSGXABRE CD, MRBHRE. TEFREELAES. IRTEXEEE, WEEERERAKE.

85 F) RACADM &4 [X

EEEF LIRS XEEEN

1 f&EF Telnet, SSH B ERTIEFIEERRR.
2 EIfERLATAEZ—
£ set ITERDRANEERE :
- BERRESKEXHEESK :
racadm set iDRAC.vflashpartition.<index>.AccessType 1
- BEREESKERNRESK :
racadm set iDRAC.vflashpartition.<index>.AccessType O
« {5 set aOTEERERE
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

BT 47 X

SEI— SN DX, EMWEA USB REEFHIREXR(ERSH BOS I, SEMMS MoK, RIESERIZRS] , Ef)
TERERSE BIOS 5|1SIFRBHRLTF S H.

MRDSBEHKX , WD RASBRERERSFH BIOS 5|SIUFREF,

LMD BOXE , FERFTHI USB DESER, XSFMIEEER vFlash FINEER , FFESETF DRAC BN RRIE.
NSRS B XA , EHHR

+ VFlash IHEEEREMA.

o ERXRHITHIRIRIE.
« B Access Virtual Media GHEIEERITR) IR,

£/ Web FHEERSEHH 79X
BRI o X%k
1 7EiDRAC Web FEH , #Z Configuration (AZZE) > System Settings (EZ % E) > Hardware Settings (& E) > vFlash
>Manage (EH) ,
1547~ Manage Partitions (B4 X) TUE.
2 1E Attached (2t i :
o EPHXNEEE , AERE Apply (RZA) MiMoX.
BRDXKNESIEE , SAS8T Apply (A 5EBESKX.
2 XIRIERT SRS NS 5 .



{£F RACADM ZEIZi i 57 X

BEREMTT O X

1 fEF Telnet, SSH EER{TIEHIEERERR.

2 fERALIT®HS :
BEESKX :
racadm set iDRAC.vflashpartition.<index>.AttachState 1
FWFF o X%

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BAERG XM X BT A
3T Windows [0 Linux ¥{EZ S :

«  BERGEHIS IS RAYERT.
« RESKEEFRAPAIRIEIRGRS.
«  RERGWISFEMIND XA RS, BN, BREAMNRERFUEEEH D XAINE. B0, £ Windows 3G | BFR

éfﬁ%iiiﬁﬂy Linux RETRERT EXT2 DR, IEHh , 7 Linux SR, BERGITTIEERE Windows RGERER NTFS 73X
B,

VFlash D XIRE S{HE USB 8% LI HRANEEHRAE., SR ERAELULE USB RENESR. BE  BEAREHR
iDRAC SRR D REIRE B,

HIERIRA/ 2 X

MEsIE DX , Bk

vFlash THEECEH.
RIEEZERF,
2 XARBAN,

o ERXRRUTHIIRIRE.

5 Web REMERM A 57X

MBS X :
1 EIDRAC Web RE , #6Z Configuration (EZE) > System Settings (R%®E) > Hardware Settings (F4Fi&E) > vFlash
> Manage (EIE) ,
154 7R Manage Partitions (EE4X) TTE.
2 7t Delete (HMBR) 77 , BREEEMBRAVD XAIMBRENT.
BE—HKER KPR FSXAMRZS X.
3 B oK (f) .
pa) S



£ RACADM MRIAE 4o X

HIBRDX :
1 FJFFESY telnet. SSH EER{TIRSIEHE R,
2 EALLT®HS

RS X :

racadm vflashpartition delete -i 1

BMERATE DX |, IBEHHIEI vFlash SD K.

THIXAR

1EEILAY .img B .iso #ETUAY vFlash DX AT TEE! :
o« ZEZRS (IDRAC EHPETHERS )

o BEFE] management station BIRILRIE .,
THEHSXHNEZH , BHR

BA Access Virtual Media ( AIBIREHASTER ) BIRSR.
vFlash THEEE B .

E AR RHITHISRIIRIE.

ES 5 XAEEHN.

ETE vFlash D XHIINSA :

1 7EDRAC Web R #Z Configuration (ELE) > System Settings (EZI®E) > Hardware Settings (FE{i%E) > vFlash >
Download (T%) .
154 B~ Download Partition (T#;4X) @,

2 M Label (##5) THEEERG , EEETHNSKX , ST Download (TEH) .

@|5£: FBERANSE (MmMSXERSN) BERETRT. RAERTEESE S,
3 IBEREXMHRINE.
EED KRS THESEME.

O RERETIHRAE, RLESXERERTHZH, CD MBEAB XN REH iso, RERMBEXR SR
B8 .img.

5IFEHX

HLUSEMIN vFlash SEKIRENT—IR5ISERIERIS ISIRE.
5182 KZAI, Btk

vFlash D XHE 75 |SAI8ME ( .img 5% .iso 18 ) LINIRESIS.
vFlash THEEE /S .
B& Access Virtual Media ( IBIREINE ) BIRGR,




fEH Web AHE5ISESX

245 vFlash PXIRENFE—SISIRE , BB (£ Web FESISEDKX,
@ | i MRE—3ISRE TRRLFARTILEMME vFlash SX, THH{R BIOS EEF N RHFALA -

£FH RACADM 5|FZ#7[X

B vFlash P XIZENE—5S518% , {#F IDRAC.ServerBoot XI5,

BXEZER |, 527 dell.com/idracmanuals _EI2HY iDRAC RACADM Command Line Interface Reference Guide ( IDRAC RACADM
WwITRESEIED) .

@ | 3F: BTt $H, vFlash S XIFEEENEE H5IS—X (iDRAC.ServerBoot.BootOnce B K 1. ) 3|H—RRERKET
—RE51585 X, HATBHAKARBESISEFHRE—AL.




{#F SMCLP

Server Management Command Line Protocol ( [RSZ85EIRGS1TIMY , SMCLP ) #SErIsLMET CL NRAEE., BEX TEYHE
EVEFFARORERNEEG SN, HHUERARANGSERALAREEEERTRETESS (CIMOM), SMCLP 2omNEE
{F5548 (DMTF) SMASH I+ RIFBEREH ZFEERAEEIN—NFEM. SMCLP #SBLAK Managed Element Addressing Specification

( ZETESUFEE ) F1 SMCLP S HEBANT SR E S HEA 7 EMEERES TR EsnaflBix.

@ | 3F: BEEME Systems Management Architecture for Server Hardware (IR ST ARG ETRLH, SMASH) FREMR
Server Management Working Group (SMWG) SMCLP #3& .

SM-CLP 25V EIRES4E (DMTF) SMASH ESAXENSFaRSH[EEN—NFEM. SM-CLP FEBLIRZETEZSUAGTE
1 SM-CLP BRGIFGBANT S ECE N (Hiid T SMERES TR ENIM B fr.

M IDRAC #5238 EHFFHIRIEET SMCLP F373F Telnet, SSH FIETBTAIRME. iDRAC SMCLP REHETF DMTF HLURHAY SMCLP
HiSEhREA 1.0,

@ | 5%: £ dell.com/support ig4t T X FE 4. BRI MOF {58, 7 dmtf.org/standards/profiles/ 121t T Fi& DMTF 15
l%\o

SM-CLP #p<>RF 7 A RACADM #ShI— N FE&R, RSN RSIFEER , AR LA Management Station a3 &fTHIT

XS, EaLIESTRIFI AP RXLHSAEE (8iE XML ) |, NTEHHAREHSIERETIEE TREEMN.

FR
{5/ SMCLP IR K EIRINEE
1517 SMCLP @3>
iDRAC SMCLP iEj%
Sfin MAP HtZS|g)
«  {#F3 show zhid)
o FiERG

¥ SMCLP I R G &

iDRAC SMCLP fiFEHATLATIRE

. SIEIRSEEHEIR — . XANEFRS SRS

. EBRAHEMHHAE (SEL) — BRaEaks SELIER
« & DRAC FBFIKF

. BEZRGEM

=1T SMCLP 5%

1ERILAERS SSH BY, Telnet REZAT SMCLP #5<2, #TFF SSH BY, Telnet REHLUEERSMHERE DRAC, HRER SMCLP fR74F
(admin ->),

E'
3

SMCLP 18775 :

yxIx DR BRSESEER - 5.



yxIx HZRF BT IRS A admin->,
o y2x . HZBAEIRSSESFEMA admin->,

Heh , v EFBHFFR, Al0M (FRRDFIRSES) . R (FNEZRIRSSS ) N T (R EBRIRSER ) | M x AEFE. Z8FFzR
Dell PowerEdge RSB ENFE LK.

@ | % £ -3 WHATRXERT yxix RS B0 yx REFE, £H admin-> WHATRATIIA, NEMEXRSE.

iDRAC SMCLP &%

iDRAC SMCLP EFshiAfBfFA0ES: , BT CL RHRREIRINEE. AR EITHVRME | MERRE T BB TIRFRISTR (5
MR ) .

SMCLP @ TiB% :
<verb> [<options>] [<target>] [<properties>]

TREHTHEAREENX.

#<. 60: SMCLP hid

A EX

cd {8 Shell S MAP

set BRMRENFEE

B ERIEEBRRIREED

reset =R BiR

show EREEY. TR
start FIFBER

stop KB

exit M SMCLP shell £1EBH
RS ERERRSEME

load BTHEBREN— URL BERSE B iRt
TREMT BIFFIR.

#. 61: SMCLP B#F

B EX
adminl %fgﬁiﬁ
adminl/profilesl iDRAC HE VB E S

adminl/hdwrl i fad



Bz EX

adminl/systeml SERFBIR
adminl/systeml/capabilitiesl FERS SMASH WEETHEE
adminl/systeml/capabilitiesl/elecapl SERFG BRI
adminl/systeml/logsl ICRBEWERR

adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl

adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl
adminl/systeml/spl/capabilitiesl/clpcapl
adminl/systeml/spl/capabilitiesl/pwrmgtcapl
adminl/systeml/spl/capabilitiesl/acctmgtcap*
adminl/systeml/spl/capabilitiesl/rolemgtcap*
adminl/systeml/spl/capabilitiesl/elecapl
adminl/systeml/spl/settingsl
adminl/systeml/spl/settingsl/clpsettingl
adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/identityl

RFBHHTE (SEL) iI2RE%EB
SEREF LAY SEL IR
SERS SMASH ILEEIRE
SERGINEE SMASH igEE
ZERGIEHES SMASH I8
e lsEds
ARSSRbIRERATRIARSS
ARSSALIEERTIRE SMASH e
CLP fRS$5Thae
REFRBPRSEERS I
M ETERSSTIRE

BT A vaenNSEIgeg
IIFINRE

RS IS B

CLP [RBIZEEHUE

CLP BRS5tdARSS

CLP FRSS N

CLP BRSSHMY TCP A

CLP BRI ELEAT

CLP BRSStHN 1Rl
BIRRSEERS

Local user account ( Z<itEFEFHEF )

P BHMS



Bix

EX

adminl/sysetml/spl/accountl-16/identity2
adminl/sysetml/spl/accountl-16/identity3
adminl/sysetml/spl/accountl-16/identity4
adminl/systeml/spl/acctsvc2
adminl/systeml/spl/acctsvc3
adminl/systeml/spl/rolesvcl
adminl/systeml/spl/rolesvcl/Rolel-16
adminl/systeml/spl/rolesvcl/Rolel-16/privilegel
adminl/systeml/spl/rolesvc2
adminl/systeml/spl/rolesvc2/Rolel-3
adminl/systeml/spl/rolesvc2/Roled
adminl/systeml/spl/rolesvc3
adminl/systeml/spl/rolesvc3/Rolel-3

adminl/systeml/spl/rolesvc3/Rolel-3/privilegel

S8 MAP b1k Z315]

IPMI S5 (LAN) BKF

IPMI 547 ( 8817 ) Bk

CLP S5k

IPMI K EERIRSS

CLP WK ETRIRSS

it AEERIEN (RBA) RS
PN y=2] )

A EUR

IPMI RBA RS

IPMI B8

IPMI LAN _EER1T (SOL) fate
CLP RBA fRS

CLP faf®

CLP &R

HJLAER SM-CLP BEIEISIEBEEDETE ( FRARTEEMAAR [MAP] itz ) eI Bincn. HiREEEMIEIEE

IBAIHREA 2SRRI SRAYERIR.

O | iE: ¥k (/) MRBELL (\) £ SM-CLP #lit B =PRI E . BR, #SITEENRBRRTHSET—ITREFBES TS

AR 72 o

Blan , ESMEIRFEMHAE (SEL) PRIB=NMCR , MALTHS :

->cd /adminl/systeml/logsl/logl/record3

AT B cd sHaR eI AR ERENSAIE. . . . 85iE07E Windows # Linux R—HERIE(ER © .. 18R%

E=RIRAl.

{£ A show 7]

BETHRTETNESER | 1BEA show hiF. WANARRERENE. FBIR. KEKMIZERIFRI SM-CLP FHaslZk.



& -display &I

show —display EATHRGEGSBEE— IS MEMY. <. XEMaNE, i, ERETIRMENRENBR , ERLT

e

show -display properties, targets

B(PIHELEN , ZATHSTFLRE :

show —d properties=(userid,name) /adminl/systeml/spl/accountl

MRARBET—NEY | ATLERIES.

EF -level i£In

show -level IEIVEIERE BN FRIEMMRAI_ EHAT show. EEEMUITSEPRATEETRIEN | A -1 all EI.

{$F -output 1EIR

-output BEIUEE SM-CLP shiafHAPUfHEZ— : text. clpcsv. keyword F clpxml,

FIABRT | 1808 text , FHFEXERAZAVEE. clpesv IEXNRIESHIRIEI | EEMEBEIBFEIEREFF. keyword FEI{HIL
(EBR keyword=value ITHIFIFE , BT . clpxml 8= XML 324 , EFE S response XML 75, DMTF 5 T clpesv #1 clpxml
B . FEERGERILAE DMTF [ (dmtf.org) E3E.

PATFRBGIRZR T IMaLA XML it SEL W% :

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

b Nl

54t SMCLP BIRIERAISZE

IR 2REEIREE
SEL &
BRES EAT S

AR S5 AR IR ETE

T REMET RS RS HATER SVCLP R TAREIRIRE,
JB7E SMCLP SO FRALL THS :

BEXAIRSSS

stop /systeml

FELLBETRUTER :



systeml has been stopped successfully

- EFEIRSES

start /systeml

FRLBERUTER

systeml has been started successfully

- EEHSISRSS

reset /systeml
FEEBEBRUTER

systeml has been reset successfully

SEL &8

NIRRT EZERF LR SMCLP k4T SEL HBXIRME. BT SMCLP iR AL T®HS :

o BHFESEL:
show/systeml/logsl/logl

REBERUTREL
/systeml/logsl/logl
Targets:

Recordl

Record2

Record3

Record4

Record5

Properties:

InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL



Description = IPMI SEL
ElementName = IPMI SEL
Commands:

cd

show

help

exit

version

« BESELIER:
show/systeml/logsl/logl

RFEBERUATHE -
/systeml/logsl/logl/record4

Properties:

LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record

Commands:

cd

show

help

exit

version

BRS B AR AN

ARG T AMEHER cd alaSin MAP, TEFBTGIF | REDBRIEABRA /.
I57E SMCLP s FALIT &< -

- SMAIRREFHEHNIS



cd system1 reset ZRIEMABTRA /.
Sfnzl SEL BirHFERAEER :
cd systeml

cd logsl/logl

show
BERRYEFIBER
258 cd

Em) Eh—R :
B cd

FEH :

exit



RRERIER S

ERLMERU T IR AREFRRERANEINZERSR -

° L*ESZ#F/\?
. EHE

F5

ﬁﬂﬂiﬁﬁl{#é%;%%fi{’ﬁ B3
{ERREMUNN BB R RS
fE£SD LL“B%EZ)\‘ET;M’E%ZE

ERHZEXHLEERERERS

{EFRITIES HHEE (RFS) BRBRFRFZAT , 1BHR

7RISR IDRAC RIECE A FPFNTIE] B/ BAUPR.
RIBHEE LN FHRERT (G0 img 5% .iso ) IRMEAIIREITE FFAIRIER ST 5 | SMME T,

® %ﬁiﬂ%ﬂgﬁ‘c#ﬁ, RRBETRNENIRERRDBRATRE, HBBBREHRCARE, UBRFRENBEFERESISHNTHE

E(§FH RFS 2R
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FRIARR , TR EERAEE M Dell TE TR , (B EHEMIRSEIRIER ZiEL iDRAC 14(] Internet,

SR ERIRS RN TINIRES | ARSHKERE !
BIEEG (A ) ER—IMIE,
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BT MLRIEEE DRAC HESHERMEIRA.
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EpEER | ERLEERPE IS XML AR B ESHRIEEE.
BRPUTEIRWERRT | J§7E Lifecycle Controller AEFICR—1ME4. SHESENRELERF. FEREOLINSH B8

BEER.

£ Windows £ , 3N WMI E£:F3 , T OS Collector KEIRMEFRELL , HEF—FKERER.
REAERATBPRAR S , FHIRERD X SRR SR BRI KSR IR,
FEEREITIRRIRER , BHHR

« BJEH Lifecycle Controller,
E/3H Collect System Inventory On Reboot (CSIOR) ( EEH5 | SHTWER ZRIREM [CSIOR] ) .
BEERMIRS S=EHINR.
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EFRARK SupportAssist IEE , IBHITLATIRE -

ERTLAEHR I PIl ITEE.,

HERET Collection (REEIRIEHR.

o WNSRSHOEEBIENRT , FEUNRREROER ISR EHSSHE] Del EMC SupportAssist.
b REERMERAFEA RS EIEER Collection,

o REBIMEEGTITISAER Colection (HFEIFBFEN CIFS 5 NFS #EIE,
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MRFELATRR |, AJ OS FORL A FEURIEIEZE AR E BAATIE
FNBRIERRPRLIEHIZIT ISM |, B,
EM IDRAC Hf&k& OS Collector , B,
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3 EATRFTRAMEE.

4 EEEESTEWETRISIESE.

5

6



N
wWE
RESIFSEEWRERETRE , NREEM , WETLIEFHBREAIEREE , EBHEZERAEFIMEEN , UREXIESIZE.

WK% E

RIS ESREFRIEEAIMERIE., R Set Archive Directory (IREFER) AILUSEMBNE. BAILUGSKERFRIEIEN
MEAIE, R “Set Archive Directory” (IREFEER ) MIREMBME, MAWEERZA , BRNEEIEFAMINEE (CIFS/
NFS), 1HRIAY IP ik, HEEFR, HEFR. AFPEFRFIZERS.  “Test Network Connection”  ( IHMZSZERE ) IRAEGHIASBintt

ERIER.

SNEREIEM , BRILIE “Collection Settings”  ( WEEIRE ) FISEFELEISHIERIEE! Dol HEFERAES.

FCEFEE BFNTX! Automatic Collection ( BEIEE) EIMLUES(EHIFHN T , HRIRFRIEHICE. KANBERT , TEitksS
HHEIERSTIFZE=AIRT , SupportAssist RECE N BFINENERH LEZE Del FIRRBWERFRE. EHLISHExZERETFEHNE
., FRLUTNETSENERBMWE. TRESIAERE. 88, 8FEFINA. I, SETEREIINESEA BT
AtiE), ECEERIMEERT , el LUskiR S FaZEF ProSupport Plus Recommendation Report (ProSupport Plus Zi{# &) .
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- EHRERER
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BN R
vFlash SD &
SNMP 3&iE
FhEeE
iDRAC FRS5HER
RACADM
o KAMEHEERAZRDIRE A calvin
. Hifth

RGERAHE

i@id Internet Explorer {3 iDRAC Web FHRf, Aft4 SELAER “SHEA" EHITRE ?
XEHTNEEIRE, BRRALEE , EHITLATERE

1 T:Eilgtemet Explorer B2 , #Z= Tools (TE) > Internet Options (Internet ¥EH1) > Security (£%£) , ERESX FHEEDH
Xid,
fign , GN5R iDRAC IREBALTAMBIIERR A , NIFEEEAHE Intranet , SAFREBEXRI....
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Automatic prompting for file downloads ( A TENBINHETR ) ( WIRIIETATA )
File download ( X4 % )

EMIRATHE iDRAC Mt EHLNR 2, BTEERMBTERRINRAEFMAREXHER.

MR EN

7518] IDRAC Web RER, RG2RER—FREEELUFPIERIALENN (CA) ALK SSLIEBAAE.

iDRAC Bl&— NEAIAMY iIDRAC IRSBESIES , BFEEITET Web BUREFITIE RACADM BT A FREME ZE, ZREFBAEH
TS CA MM, BRI | 5 HEHEHS CA (50, Microsoft IAMEAAE. Thawte 8§, Verisign ) 5TARY iDRAC BRSZSEIES,

J3tH2. DNS BR&E85 451 iDRAC ?
L6 DNS [RSSESTMEEZIX 31 NFRFAY iDRAC &FR.
78] iDRAC &TF Web R EE, RESBR—K RSB KA SSLIFHEEN RS iDRAC &I

iDRAC &5 — N ERARY IDRAC RSB EEIFE , BFEETET Web BUREFNTIE RACADM HHTAEIRHIREME LS. FERALGES
BY , Web ISEESBR—1L2EE |, F DRAC MARBIAIERS iDRAC A& (HIa0 , 1P etk ) APLEL,

BRI |, B HEMALS P HBER iDRAC EHIZA iDRAC IREZESIER. L4ERL CSR ( BFIAILES ) AT, iBH1R CSR NER
% (CN) 5 iDRAC IP itk ( WNSRIFBMAELS IP) SiEARAY DNS iDRAC EFR ( MISRIEFBRMALS iDRAC ;EAINETR ) ITHE.

EHHR CSR 5;FARAY DNS iDRAC B FRITHL

1 1£iDRAC Web REH , $Z= Overview (#%5) >iDRAC Settings (iDRAC i&E) > Network (%) . BERISE7R Network
(L) TUmE.
2 £ Common Settings (EMIZE) o :
* J%EIRFE DNS L3t iDRAC %I,
£ DNS iDRAC Z#FERH , H IDRAC BFR,
3 BERNA.

A . S 2 N1 S— T —3 =

R LFTETRAT K itz CIFS X ZAVHR(E ?

R CIFS HEMNSN/SH BT EATIE S EIRERN - AR UER SMBY, BHRFEIRHL SMB / CIFS HEHIRSE LS
JBF SMBV2 thill., TESRHRERF R T FRAAEE SMBV2 MY,

Active Directory

Active Directory BRKM . AAIARR I E]ER ?

BN aIRRH T2 | Active Directory Configuration and Management (Active Directory BELEETE) TUHE , B Test Settings CGRIiXi&
B) . RENLERHMEERR. EXEEHETUH , BEIKBEAEEENER.

B BRETIImE :

TR, SHRREERERIABFES (TAZ NetBIOS BFR ) . ANREBAM DRAC FFIKF | BFERAAMIEIEER DRAC,
ERE , BHRIE
— 1% Active Directory fit EF1E R IIE L%+ /8 F Active Directory %I,

- IDRAC MI4&ECE TAE LAY DNS IR EIEH.



- YNREFAMEBIEIE , MIEIER Active Directory 1R CA IEH EZE! iDRAC,
- WIRE(ERY EEE , iDRAC BFR#0 iDRAC 13735 Active Directory FNEHC & ILHC.
- UNEREMERNRNEZRE |, BEFAHES Active Directory Bt & PUHL,

- WISRFFH iDRAC [WHRUTF AR+ , MAZEEEE User Domain from Login (BRI FIE) 1B, ToRIERR Specify a
Domain (3§EH) EIHHIN iIDRAC NSRTEAEE.

TR BT HISE SSL IFFHLARR(R IDRAC BHENEIEHEBEIN.
Active Directory B#%M, BMFERRAIEBRIE. MRERERUTHEIRHZE. AFASKEXTIER, MEIHR ?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller Address
configured in iDRAC matches the subject of the Directory Server Certificate.

NREBFIEBRIE , & iDRAC 5B RIRSS S SSL IEREAT , iDRAC BERE LER CAUEBRIEBRIRSG[IESR. SEUERR
IERWAYERE WREELE

iDRAC HEBARERRSSERIEBEL CA INERIEBIIERM, HQEIEHH IDRAC BHEFIE AT HER.

£ IDRAC HREC BRI IEHIEs b 5 B RIS SN BRYE FRE A FRAICE, MREGER P bt | BIET— M, 0

SRIEGMER FQDN |, iSHBRIEFE RIS FIZERY FQDN |, AR, Bi40 , 2 servername.example.com A< example.com,
BMEGER P b igiaFlsgibht, IEPEIFtES M. IfATRURILEE ?
I ETIEIEHIBSIEBAY “Subject or Subject Alternative Name”  ( ERRSEMEFBEM ) FE. EHIER T , Active Directory B
BFRTAZEFEHIZIETAY “Subject or Subject Alternative Name”  ( ERENERRE RGN ) FERPBIZHIZEAT 1P ik, ZRRRIHE
A, BT TR EZ— -

£ IDRAC EIStiZHIRSRIENS (FQDN) BEeBE N iaasittal | LASERSS s PRIEE £ AR,
EFARSSIEBLME £/ 8 "EEREAENR" FRPER 1P bt , M-S7E DRAC HPECERT IP Bl ITEE,
o WISREREEIEIEHIESMARE SSL EFIRPIIBIES | BERIERRIE.

HESEMEPERY REGE, BRI ?

XWITR2 IDRAC SYSRATFEEHIEEHIZRRYEN 1S (FQDN) B IP ik,

I FZ E Global Catalog Address (£ E4mRitbit) ?

NERMERN ARG E AP TABERERENE , WA/RESSBRRIEE. EERT , SREERERE.
NRFEANERINER BB BFPIAGEEEEREF , WrKEE BRI,

ANREEFRRIEY RN , NAERERR Rt

RERBNERSRRLA?

iDRAC BFoiEiEEIFEc ERYEHZHIR b, NRBFMIABRMTZET , NRFNIR.

NRECE T 2BEHge i , N DRAC RREERLERR. NRNEBRFICEEIFIMIBIR , NSREIMXLAUR,
iDRAC ##2 7 SSL L&A LDAP 13 ?

ALA, FrEefEmEhE im0 636 F0/8; 3269 #HiTiEH., ENXIRETFES , iDRAC {XH11T LDAP CONNECT LIPREIZIaRR ,
REFEIERSEE 1T LDAP BIND,

#ft2 IDRAC BRiA S FIELRIE ?

iDRAC SEHISATIRARIREME | LAHHR IDRAC IEEZEIEIEHIERAISM. IRBIERIIE , BETTLURIREGEHIRSFA05F SSLiER. W
RIGEFEERSINR NN HIEEMARIBIED |, FBAKEEY Web FREL RACADM EHEEEA,



iDRAC 27 X ¥ NetBIOS &R ?
LR ARSI,
HHH4ER Active Directory B—B R R B et FERHTEEKIEAM 5 404 485 R3] iDRAC ?

Active Directory BE—EFHNERE REFBEEREEAZ 10 PPHHiRETthk , (BRUNREIERE T Bk DNS IRS5E8F0%5 3 DNS IRSSEE
TES% DNS IRSB B REHE | NaTAEEERAMD A REE R, DNS RSSEFEHIITREASHI DNS #8EF, IDRAC EEREH
DNS RSB E/HEER,

Active Directory B & 7 Windows Server 2008 Active Directory hE#&ERIE. ZiBHhE—1MFi, BRAMAMNTR—FEHARFZE
HMRRG. ERERFEDNE PSR IDRAC B, Active Directory B—&FIG5L1.

XET8EFT4EZEEIARIER. Active Directory IRSSEEFRATFPLAZER! ¢

Security (2 ) - ®eBRFEEERAFPAER ENLARERFRNGIERERKIZE.,
DK - PRAREATREFEHGDRTIZE.

IRRIRRZ AR R R 2. BAREERD RAEHTNR EDEAUR |, BRAUTLUEREiIRFEARIIRE.

B—ER

7E Windows Server 2008 R2 x64 L SSO &F&M. RLEEMENEERAA ?

1 AIEEEHI R NESRERIZT technet.microsoft.com/en-us/library/dd560670(WS.10).aspx FR1 MARMR(E,

2 BeEiHEHLAER DES-CBC-MD5 ZH54H,

XS E R RSN RINIMNEFE Pinit BN SRS SR AREFIFRAM. Kerberos REKIZRERITAIBCEMNZRZLEN T -
Computer Configuration (3+EHEIE) > Security Settings (£ E) > Local Policies (Zith3k#g&) > Security Options (&
2IET)

BRI EFIREEEH GPO,

HEa21Tht , A gpupdate /force FEM klist purge FSMIBRIA Keytab,

BEHTGPO f5 , BUEEHTHY keytab,

5 keytab E#4F| iDRAC,

IERTLAER SSO &R iDRAC,

> o N W

Jat+ 47 Windows 7 1 Windows Server 2008 R2 |, Active Directory Fi Fift{ T8 —& F2km ?

AR A Windows 7 1 Windows Server 2008 R2 BUINZRZERY, EEAINZRZEEY -

1 LEBERSEEEEMIRNBFRESHER.
HEEFFRFIET gpedit.msc, ST ocal Group Policy Editor (AR 35k 4w4E8%) H.

%2 Local Computer Settings (A& E#HIEE) > Windows Settings (Windows 1) > Security Settings (Z£ig&E) >
Local Policies (Z<ifi#%M&) > Security Options (ZR£i%%) .,

4 A¥EETE Network Security: Configure encryption types allowed for kerberos ([4&2%24:: E2E Kerberos #iFRIINZRAR)
1%3% Properties (Bi¢) .

===l spranil
B OK (#xE) . MAETLAER SSO &R iDRAC,

XJF Extended Schema (¥ EZEHE ) , HUTLATHINRE :
1 1% Local Group Policy Editor (ZithZHREE4RiERR) B+ , SHNZE Local Computer Settings (A ibitEHHEE) > Windows
Settings (Windows &) > Security Settings (Z£i%E) > Local Policies (Z&M1%KME) > Security Options (R£IE) ,

2  A%#ET Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server (R#%=4: REI NTLM: X{EEERS
EREY S NTLM B{58) FiLER Properties (&BtE) .



3 1%ERE Allow all (ZFAVF) | B OK (FAE) |, #A/5XM] Local Group Policy Editor (Z<ib2AREEmIERR) &,
4 HBEFHRFE!T omd, WITEERGSIRRAFEO.

5 Bf7%< gpupdate /force, HRIGIEEH. XAGSRFTEO.

6 EHEEFHRIHEIT regedit, WATIEE R Registry Editor GEZRimia38) &0,

7  SHiRZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,

8 EAMNEE+S , ARATFHEE New (Fi#) > DWORD (32-bit) Value (DWORD [32 {i] &) .

9 BHLEMERIA B9 SuppressExtendedProtection,

10 AT SuppressExtendedProtection 783 Modify (f&%) .

1 £ Value data ({E¥(#E) FERHHEAN 1FF5E OK (FRE) .

12 %4 Registry Editor B[, IFERTLAERA SSO &H iDRAC,

#n5R% iDRAC B T SSO 3% Internet Explorer &3 iDRAC, SSO £4MFHIZ MR PBMBIS. AR EE ?

HBIR iDRAC IP t3t%I7E Tools (THA) > Internet Options (GET) > Security (Z£1M) > Trusted sites (A[{S#hm) 1, WRFKF!
1, SSO BEMFHRRANARRAFIZRE, B Cancel (BUH) FFarsE,

BREFER

[ Active Directory £ FERINAEE R IDRAC FEZ T4 #rtH.

1IEEH] Active Directory EaEEERITIRBEARNEIY 107 , (BAIREEMEREHISE 7 =%k DNS IRSSE5F05 M DNS k528 , HE
1% DNS IRFSEEM , NIATREREIAM S . DNS RFSEHEAAITRERS N DNS #8AT. IDRAC #&{EF%F DNS RS 51LIEE
=

ActiveX i Jo L4 NB) & 6E-F Ri%E8.

TR Microsoft Windows BMERGFZIFERER. Windows SFEIRAN LA sERINEIRBIREFER (CSP),

—RRiR , BRERSEEFin LEBFESEER CSP, I Windows ER (Ctrl-Alt-Del) RIS EERIBNZREHEE
Windows 2EHUEIERE-RH TR PIN IHEE.

086k PIN SIE®.

HMEER-TESEAERR PIN SRS SMME. EXFER T , BEREEE A FTEREERIEER.

EPES &

BIELNEH & TEH 4 Java A2

BHRE Java 8 ESIRALAERILLINEEE IPv6 MILRE5 IDRAC EIIEHIS.
BM{EEE M iDRAC Web RS, EMIEHIGRENRKRIES. XRTMHNTAL?
AL KAEMEHEEEREAT LS HENNSIE.

FE B %5 8% _E YA ALST S AR T LS Shf BT AR S M2 ?

LA

AT LAERXARBRINETE 16 A REXHMRS I/ LRA 5T ?

AR AP BN SRR ARIREGF LR,



FTFE A H AL SR A B [EJ LR 2

iR, DRAC WEIZRHAISTF TFERSG | SRR T .
s P AT A K ST FE AR 2

LARMERI QRN AR ARRERAEF TR
RAFHMARE b2 XAXRBREMEAR ?

a.

RAXWITH G RES XATIEEG & 2E LREM ?
A2 FTHSKAR ISR SITEEF A RIETX.
iDRAC I PATFFal X1 A 1 BR 55 2R ARSI R AR ?
HEEA DRAC ECENRAIBFERI LA THE R ARtz HI &,
I3RS 2 3 AR 5 AR AL SR A SRR R 2
WREREREEEH G R L.

BRRXS iDRAC.VirtualConsole.AttachState ARZ , BFERLUL TGS :

racadm get idrac.virtualconsole.attachstate

BEM Telnet, SSH BURIERIEERA TS :

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState

EREUIEHIE OSCAR B tHEEIME. AtEHERARE  SERSSHENFUERFENRTS. SR , BBERET DRAC
[SEZSTZNI A =R

At L EEMEFH AR OPETIRGRRBRS ?

B3R Management Station FEREEDIHZRIGE F9 1280x1024,

Jft4 Virtual Console Viewer B (7 Linux 3{ER G HINELS ?

Linux FROEFIEEERHRE UTF-8 AR, RBERFIREHERTME (NRFE) .
1t Lifecycle Controller 5 Linux 3CAEHI & THRIFTRESE ?

EHIEHEEE USB BIRIREER: | (B USB BHRIKENFERHXIE X-Window ¥MERSA FaIH. EEIUSSIaEEEY , T FIHE—
BE

HETEHR > 2% > RAMEINE. ERARME |, 1% Linux,
o HEIRYET , SR —tFR%En,

YRfATFE Virtual Console Viewer & O H[E5 R R ?

ERHEEHARIER , BRRERGIEE T ERIET.

RIRBEEH DRAC EBHIIEHIAEE i EAVE —RARIER (7T DRAC EHUEHIARBENTIAT ) . BASHMER.
B R QmfER % Microsoft BIERGR, FIRAERARERBRIRSG ?



B. HIEE BIOS FEBAERIIZFHISHN RS DInf2 4711 Microsoft IBERFRT , RFEARIX EMS IERER | ERGITfREER
WE. CWIERERSE DIERE | EENSTEEENRSSE Bk | ST BIOS hXIAEMEFIE.

HAEEE Microsoft () , FIRIZERRIFRISHIA TR, EWMERT RIS | HSSXH DRAC IREA R RIIEIIE)
B  MEBTRREIMERS.

J3f+2 Management Station EEI#FHEIE AT A SERITFEARSS 28 LB FHEMRES ?

ZiEBId IDRAC i[alRd , ETR4_ EAY Num Lock BRI A—ESIEFEARSS 88 LAY Num Lock fRIF—E. Num Lock APIRZSENR F iz
EREIIZIZIRSSHANRE | SEIRS EAY Num Lock IREFTK.

At LA NA M EH S EBIEFI & RIERT R R Z A Session Viewer B ?
BEENAHRARERIEHESE. HHRMERZ.
WREREHABEEEHTHAARMAFGARERSER, F—TAPRERRBIESER?
B, RAMAFIBRIRS , BEEERFEHIN,

BITEMEHAEREEESDHER ?

FRI{EFE 5 MBPS LIRS RIFIERE. SARMAEEE 1 MBPS ERRE,
EENETEMENAEHARRRAER ?

management station E3K Intel Pentium Il 500 MHz &MEBSEFNZE/ 256 MB RAM,

A LAEBEFHAETESTOANSETR “TES" MR ?

BBRZILEETRERERI DRAC EEH SR RRNEITERSSRREIM. —RERT , SITEIRSHXA |, TeESHILT
17789, B , TRaEANRERS SRREISHREESEN ERIEE.

3ft+4. Virtual Console Viewer B O S <ERREEENGES ?

BEIEEFTRERESRBRAMFT RRIS AU IDRAC BEBSBIAIUIRTERE. BmoifRaRHfRESds2SEBHEEN
B, 8%  YIERE (FIIMIBRRE/NSTE ) JiRESHNRATEE.

M iDRAC Web RAEBENERIEHIASIER, AHASER ActiveX REHWHEN ?

iDRAC FIREREZ(EEANLRFIFRT. B LESREMENEHEREN EREERHEN |, 1515 iDRAC R INEIE FimXIsasid
Z{EuRFIRT

1 BT H > Internet &I > &4 > A[fS i A,

2 BaRuE SIS iDRAC BY IP ithhitay DNS BFR
3 BAEAm.

4  BHEBEENEF.

5

AREQEFOD , T THRIERH ActiveX B TIEFRER.

At Virtual Console Viewer §OAEA ?

INREEERIUNRIIR | (ERBEINEFISTUR | BFARLIUSHEEFHEREUNRINE | BEFrRERZERSHENEH S,
EAERESR AR, AFARKRE DOS FAREL ?

Dell BIOS S EARIKFERFARINA PS/2 Btw. RIEIRIT , PS/2 BAREREMMEHAVERIAE , XSIEMELSIER. iDRAC 8 USB

FBARIKEIER | SAIHEREHUEH BREBIRMHIEE BIARIEASEHIRER. BRI IDRAC 5 USB RIS ERIRIE(ZiHE4S Dell BIOS ,
BIOS (AR SHEIEEAEMUEF BT ARIFAR. BEELER , AREFETBRIMERIREN "USC/Diags” .



BRIEMERER, RIFNAREELMEHEPIER, BEAMRGHFIER. IFASREIMITR, MATRR?

WMNMERIGRARERISE /) USC/Diags , iAKREIXFIIE R, KT Alt+M BEEIEIEAR % HERER. BRET Alt+ M BI5RE
P& ERIEEAR.

3924 Linux SysRq $27E Internet Explorer EF&3EER ?

Linux SysRq $817 -5 M Internet Explorer SEFIEIIEHIGHIARE. BRIX SysRq §& , TE1Z/E Ctrl 70 Alt §2A9/EHT , &F Print Screen
SEETFIAESER Internet Explorer BIERT , Ej@Id IDRAC 1§ SysRq AIXZNTIE Linux IRSSES |, IBHUTLATIRIE
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