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BREEEPAENAE (CA) IEF GAEHMEZR Active Directory IE$ ) EEE] iDRAC,
ECE DNS RS5E8.
2R Active Directory B,
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- CHERERER.
E(FEREREE{ES Active Directory AP &S iIDRAC :
1. {$F4ERE https://[TP address] Z55 DRAC,
IXi$ 7T iDRAC BRITE , IFEEANEEEE.
(@ |iE: SNRIKIARY HTTPS 8R0S (4RO 443 ) BEX , B : https://[IP address]:[port number] , HfR, [IP
address] 2 iDRAC IP itiilt , T [port number] 2 HTTPS ixOS.

2. BAEREFHBRLER.

BEREMANEREE PIN IBR9ER |
3. BINPIN, FEaHigss,
REERRIEEY Active Directory EIEZRET iDRAC,

@ |i*:

YN Active Directory FEFEIZEBE R, , MAZEHIN Active Directory 5,

(FHPE—EFREFR iDRAC

BRB—ER (SSO) l5 , BHLIEEER DRAC MARBAGIHAFIGIEERE ( fIIBFEMERS ) .

{5 iDRAC Web REEF iDRAC SSO

(FFB—ERINEEER IDRAC ZAl , 1SR

SEERAEMH Active Directory FBFIKFEREIRS.
BB FIEIVE Active Directory EEEIEHERF.

EfER Web REER iDRAC :

1. {FFBR Active Directory TKPERETHY,
2. £ Web N¥5g8d , 8\ https://[FODN address],

@ iE: INREBKIA HTTPS iROS (%1443 ) B8 , iS58 : https://[FQDN address]: [port number] , EF [FODN
address] &2 iDRAC FQDN (iDRACdnsname.domain.name) , [port number] £ HTTPS ix[0S.

() |3%: tNRAEF 1P HuhtTTAE FQDN , SSO i§5%M,

iDRAC fEIZRIAMBRIAY Microsoft Active Directory 1 RER , EREEIT B Active Directory KR ERITHR(ER AP EFIIE
.

(s CMC Web RHEEF iDRAC SSO

{88 SSO IhgE , TTLUM CMC Web FREIEE iDRAC Web FRE., CMC FIFPM CMC 85 iDRAC ITEH CMC BFPHR. tNSRAF MK
FFETF CMC HMiAMFET DRAC &, iZFFE M CMC JZ5 iDRAC,

ANEREEF IDRAC MI4E LAN (LAN BB =& ) |, U SSO AaJA.

ZE;%HE%%%E‘MUL?@EPED'R iDRAC IP bt 4 73840, B¢ IDRAC WISSIEREPFAERIRE , N CMC Web REFHISHE IDRAC iEI &
52K

BXEL(ER , 155805 Chassis Management Controller BBF4ERI 5T , RIHES © www.dell.com/cmemanuals,

A — o = | S e g .
{EHixiE RACADM ijj8] iDRAC
EALAEIT RACADM 2 FFER{EAImiE RACADM if5ia] iDRAC,
BXEZE=E , 525 iDRAC RACADM CLI 38F 5T , MUEA : www.dell.com/idracmanuals,
?Eiﬁé‘i@ﬁﬁiﬁﬁ 5 IDRAC B9 SSL IEREFERIEBNARSEREES , 285517 RACADM ST EREEEE. BR | 1ZaSiIh

7.

©) i*: iDRAC iEH 2 iDRAC Ki%f8 RACADM ERIRLIETZLSSIEATER, WIEBH CA ks HEERIEE, EEI—BR
F . iNREIRIETEING CA B2 , PIEETES,
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ISIE CA IEBLAE Linux =2 RACADM
FIBITIZFE RACADM & ZHl , WIFFATLRLBER CA IER.

EISHEFTAE RACADM HHES :

1. 45 DER tETVAGIEBEEHES PEM 18Z( ( 3 openssl @ S4TTR )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem -out
[outcertfileinpemformat.pem] -text

2. TEETEuL FEREUA CAIEPEMRIMNE. HI80 , I3F RHELS (641Z) , B2 /ete/pki/tls/cert.pem,
3. & PEM =AY CA IEFHIINEI Management Station CA IE,
5190 , f#F8 cat command: cat testcacert.pem >> cert.pem

4. ERIRSERIERFIGEE E1EF iDRAC,

(EH A RACADM ijj8] iDRAC

BX{EAZAM RACADM ifal iDRAC ISR , 525 iDRAC RACADM CLI #88 aTH , WuEA : www.dell.com/idracmanuals,

(EFEEE RACADM ij]8] iDRAC

eI LA SSH 8%, Telnet 5RE5A) iDRAC FHZ{TEH RACADM @<, BXEZ(ER . 15515 iIDRAC RACADM CLI #5785 BTA , Wit
73 : www.dell.com/idracmanuals,

SERAETIRR

ERITES SRR SEH AR, ERILAER RACADM LISERARELTESAPRE. EM RACADM BEEIRERSIE | 15EA8

. AN
getremoteservicesstatus np/v\,

*. 7: RPIRSHAIEEE

ENRSR Lifecycle Controller (LC) SRS BRI
S . B - e . B
« EFBEREES « KRHa < R S
« EFBEESEE o IEEEHINEEUE
- WERFERREH - BZH
«  BaESHT o IFERE

IE7E(ER

Lifecycle Controller Unified
Server Configurator

o IRSSERTE FI/F2 $EiRIERAT
2, BJ9 POST $Hix

o BRSSERTE FI/F2/FN $27RAY
fg’j% , AT eT RS S

o IRSBBEHN F2IREEH
o RESEBCHANFNSISERE
e

5 RiE

BFPIIR . AP

ErEEHTIFRTAE : IDRAC Express 8 iDRAC Enterprise
GEPS

Nop o
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T A .
(B AHEFAIGIES S iDRAC
ERILUEIT SSH B3R iIDRAC , MIARBIAERS. EHalLUSE RACADM @S {EAMSITEEIRIXE SSH MR, Tkl
AR FLEITFE RACADM —#f , AASIEEDS TR GER.
fgn -
BF:

ssh username@<domain>
517
ssh username@<IP_address>

Hrh |, 1P address 2 iDRAC Y IP ik,
&i%X RACADM s :

ssh username@<domain> racadm getversion
ssh username@<domain> racadm getsel
Z/ iDRAC &i&

TRRMH T JaEFERSHAMEAY DRAC S1EHIEE.
%.8: 2/ iDRAC &iF

SRE SiEs

iDRAC Web R 6

IFE RACADM 4

&t RACADM/SMCLP SSH -2
Telnet - 2
BT -1

(& SMCLP i}j8] iDRAC

SR Telnet 8¢ SSH &R IDRAC Bt , SMCLP 2RUARIR LTI, BRESER | 15511 (£ SMCLP,

REIINZE

TSRO RSERENT IDRAC RUME—BUARERS | FRAFGIEIT RGNS cavin IRENEE. H—ERETIES DRAC MRS
Bl BH—PiREREN  BNEEREOAEE.

BRENE—FRERRERTE LA, BEXREE | B2REIRSRANRANE , ML © www.del.com/support,
®
(D |i#: ¥ iDRAC Eig A BN ERISEIATIOIRE SRS S2hERIR =T,

RETICER | FETENORAEEGE | B/ EE M EIREEIRER.

EFMEIZFRIAR iDRAC ZH3

MREEERFHMWNIEL ISR , EELERUTREERED !

i*: 33F PowerEdge C6420, M640 1 FC640 , EXIAZZREA calvin,

34 EF iDRAC
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iDRAC IREXNFRER ( RRIRERER )
Zith RACADM
OpenManage Mobile
IRSSEEE USB im0
e USB-NIC

- AJ A s &
{EM iDRAC i B 2 REFEIRAIAET
(OIS SRS ORC REARER. (915 DRAC ERNBIATEINE , ST DRAC BRTEEL A
WIE.
/\|E5: 15 DRAC EIRHERARE , 148 IDRAC BRI BRIAME.

{5/ iDRAC IRBE A FIFEFEIR iDRAC :

1. ESISIRSEEFHET <F2>,

2. ERGHEETHE , B iDRACIRE.

3. EATRYE iDRAC BLEEIGHELALER.

4. BHERUMIA , ARERERME.,

5. PRk,

HFE DRAC IRBEIRNANRER | EERSESE.

{EFA4 1 RACADM EigENARES

1. BRINZENRR L LRANRERS.
2. ijiajAis RACADM $#.,
3. R (A RACADM BN EFR ERIAERE PaiReRRE,

{8 OpenManage Mobile EiZZKIA T

18] LASEFS OpenManage Mobile (OMM) BERFAERENIAZERD, EfEA OMM &R IDRAC |, iBFIHRAREEFRE LAY QR 18, BX
{EH OMM INEZ(EE. , 15258 FBF PowerEdge MX7000 H158HJ OME - Modular FBF¥8R8 aTA3 , MR - www.dell.com/
openmanagemanuals _EAY OMM 15iBE 34,

@ |iF: UHBEASIRABIAER | 45 GR KBHEIME iDRAC, NBBSZISEMBAEHTER , ERAEHIERE.

(EAIRSSEEEE USB inOEIGEAZ

() |i*: xS BEREEHES USB SEEikN,

{ERRSSRRECESIHFRIN (4

CIRRBRSSSSREL S (SCP) St ( EVBRANF IS 570 ) WRUREHENTRA L , FEGERIRIS S LROIRSS SR EE USS IR0 1
6 SCP P, BXURIHNESER , WEH £/ Ut KOs EEE,

{EFE: LB EHIAI iDRAC

Yol LA SR IRSS R BT USB BRI IDRAC LAER(ES, BXES(ER. , WEH BRI USE A DRAC 5
&L

{lEF USB-NIC SEeiRAIAEHS

MREHEXRE, BAAFERFRENENIR , 1B USB-NIC EEEIRSS2RLATE) iDRAC REFH ESENAZERS,
1. BREEEERER.

2. [ERSTFFAINESRRLAGERS IDRAC IP i73/8) IDRAC FRiHL.

3. IRHR (M Web FREIEXNEUAS RERD FAGTAFERTE,

IEFEEIZFAIA iDRAC Eh3

IRERBRERWBEERIIR | BPACHLIRIEEIRFOAER.
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=tz — BeERNRS

MREEAERS LRERERS | BEATEREEF RS RENZRSR. BERIIRSHE  IEREEARFE (FHia
RACADM &, Web 5 ) LASESIERD,

=tz - RECERNRS

NRARSS B LIRBELERERS , 7B PXEREAA | 15 PXE , AJEA RACADM LIEIRER.

SHFNAE RN

HFEUTRRT , ERarEEENAZRHNESER |

o BV ERERP ISPRERE iDRAC,
AR EEIIREE B .
“System Information”  ( RFER ) Ir&s HIRATERARY iDRAC FIFPRFIZR.
1845 SSH, Telnet, ITTFE RACADM B Web REEFRE! iDRAC FHEESBR—KEEHR, T Web FiE. SSH 0 Telnet , 15E17S
BNAEET—KEEHE, WFIEE RACADM |, B5HdE M m$ERES(ER.

() |i*: BXBPSNZHRNENESES | B2E EUEENBERSINEEEY,

{EF Web SRESEENAERET

HIEER IDRAC Web FHAT , JNRE7R Default Password Warning ( BNARIBES ) IWH , SRILIENER., EHITICERE
1. 1%#E Change Default Password ( EREAATRED ) 151N,
2. £ New Password ( $1Z15 ) FERH , WATEDL,

@ |it: BXAPINSBURNFHER | 5250 BERNRPENSHETE.

3. 7t Confirm Password ( #HAZS ) FERH , BIXBAEDR.
4. B HREE,

FEBEAMSLARCE | HRIRT{EERER DRAC,

(D) |iE: RBTE New Password ( §i&3 ) fll Confirm Password ( iiAZHS ) FERLHAIGRT , Continue (448 ) ZLTFF
RIS,

BXREMFERAIER | i5S15 IDRAC Online Help ( iIDRAC BX#NEEED ) .

{£F RACADM BN REFISRTIIAEFES

FENER | BIETLAT RACADM #5<

racadm set iDRAC.Users.<index>.Password <Password>
Hep, <index> @M 1ZE 16 FIE (KFRAFIKF ) |, <password> ZHHIAFENAIED.
@ |iF: BINKPRIZSIR 2.
BHXELZEE |, 15508 iDRAC RACADM CLI 1E/5 5] , Rt © www.dell.com/idracmanuals,
@ |3 BXHARSNZMLBNFHOER | 550 EERNBPENZREM,

(i iDRAC 12 B 2 HEFRBEIENIASE RS

Z(EM IDRAC RENFEFENEUASRER | iBHATLATERE :

1. £ DRAC iIRB\FITERT , %= User Configuration ( FBFELE ) .
FERP<F]FF iDRAC Settings User Configuration ( iDRAC iREBFFEIE ) TUHE.

2. 7E Change Password ( E%H5 ) FE&H , MIAFERS.
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@ |i#: BXBPESHSBOEYFENER | SR B ERNBPSHIZHES,

3. {foXEE Back (/5IB ) . Finish (585K ) flYes (2 ).
LM ERISRE.

B EZRAEIAZBHEESEHE

AL SRS ZAASHEESEHENER, EHTIERE |, B 9UAE Configure Users ( BLERF ) R,

IP BHLE

ST LAER P BELEShSHERBYSE 1P M ABERAMUREL LR |, FFP5LE ( ZFELE ) 1% 1P HHHEFUEAYRT BB EIPE R iDRACS,
IP BEIFEFE -

o DIFHNEFREMURE,

o WRHILXLEMAIRTEREE (EFNTE ) .

o BRI MAEUREYS | FELE 1P ST SERRORYE (RTE) .
gﬁ%aﬁﬁPﬁmgﬁﬁﬁﬁikmmﬁ,Em%mmﬁﬁﬁ%ﬁﬁo%%meﬁiﬁ,%Mﬁiﬁiﬁ%%#ﬂmﬁﬁﬁ%
SEIR.

() |iE: HREEFFR P BIRELSREXEINERN , B sSH ERHSRTLATER :

ssh exchange identification: Connection closed by remote host

#*. o: EREIREIEME
Bl EX
SR P BEIETORE. M— 1P thiHZEERskiy

iDRAC.IPBlocking.BlockEnable
iDRAC.IPBlocking.FailCount

Y (TEfSERYRTED ) |
iDRAC.IPBlocking.FailWindow

WprEH—E NZHIEE T IR EBSRIRYE (TESERIRY
18 )

iDRAC.IPBlocking.PenaltyTime

IREREERZMRIAEA IP RIS RABUREL.

iDRAC.IPBlocking.FailCount

RIEILARD9ERAL |, FELERTTBIERAIRIEMAYSIRH TITHER. RIBUREL

iDRAC.IPBlocking.FailWindow BT AT EIERRT | RIS SIS,
. . . EXMNENKBOREIT 2 1P IR BRI SR ELEA0aT
iDRAC.IPBlocking.PenaltyTime SR ( LR AERT ) .

5 Web REFHNZEH OS #l iDRAC HiE

BE(HF Web RESF OS Z iDRAC EIE |, iBHTLATIRIE

1. #Z iDRACIgH > iEi% > M4E > OS T iDRAC Hif.
ItATEE7= OS El iDRAC EiEIH.

2. BIRSERNEREA.

3. NEEEIEEL Tk
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LOM — iDRAC SEHURFRAZBRURFRRAE DRAC BEBHHEZECET LOM B NDC #37,
USB NIC — iDRAC SEHRERGZERIRERFE DRAC EBIHECEIIWAR USB DRI,
4. WMFREE LOM (EAEREE  FAEERTHARINERRSS , NENRERFAT IPv4 HBiE,

@ [iE: NREHZH LOM EX TEE TIRSS | MHRIERS 1P ik FENSEA,

(D |i%: iSRS iDRAC LISF VLAN , Tl LOM Hili§REEH LAEET VLAN IRCHEERS LOM EX TEH.

5. INER%EE USB NIC {EAEIBELE , M USB NIC B9 IP ik,

EOMER 169.254.11, ZNEREAA P itbiE, (B2 , SNSRI 1P it SENRFEAEMSAIE RO 1P thbhse | s
UL 1P Bk,

BDEIN 169.254.0.3 §1 169.254.0.4 IP, XL IP 2L{EMA A/A BBYRT , A FRIEIR_EAY USB NIC iO{REERY.
6. BN,
7. BEMSMERBLMCE P 2ERAE , UREBRER DRAC MIFENURER T BRI HEHE.

{£F RACADM [E s ZERER

(ERLAT <

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — EZH
n=1— B
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IZERERSR

WERBEBIRITAN RACADM 8B bR iEERfE* , iBM Dell Systems Management Tools and Documentation DVD Z23ELLT4H
-

ZKith RACADM
- [REEEEER

B3k Server Administrator EZ{SE , 15258 OpenManage Server Administrator FHF$8E3 BT , MR - www.dell.com/
openmanagemanuals,

X5 -

o iZE IDRAC IP ik
(B A EIRRKPIEE

- RESERFNE

o RICRSGIERERITHFE

- IREEEL

o FEESISHY Web RILTES

. EFMKEENE

-  EENEESMERE

o [ERIREEG

.  BDIRSESERECESUSF

. SNRSSHEEY
FEREMRFEIET BN iDRAC
RS ESEERE XS — SATISE
M BIOS & & F2 i TREe5 IS8 E
BIOS k&

I8 = iDRAC IP ithitit

TR FRIE (BRI R B ERHIEL B AN IR E LUSFS iDRAC HIE(S. EaILMEA TFE—FEOKIEE DRAC IP Hblt
iDRAC I8 B NFIfEF

Lifecycle Controller ( 525 Lifecycle Controller FBF$8EE )

Dell #BE RS (5S4 OpenManage BRE LEBAFIERM )

HAEEARSSE8 LCD EIR (1IBSRRRN LRMRSFM )

@ iE: WFTD RS BaLlESERE LCD miREEMEIRENE CMC MIRECEHAE. BFENER. EAREEERINE
LCD mEtREFHELE iDRAC,

+ CMC Web 5RH (155157 Chassis Management Controller FAFP$5R )

STFHZEXFNEIRSZEE |, BT LUSE P ittt | SifERABAIAL iDRAC IP HEdik 192.168.0.120 RECEVIIAMKZIRE , 157 DRAC I8
&= DHCP s34 IP,

SHFTIRRSES | BOABER TSR iDRAC MLE5HH.
LMISFELE T IDRAC IP it f5 -
s ERREELENABFENEG.
o B TMEESRmEAE DRAC :
o (FRAZIFAINILEEE (Internet Explorer, Firefox, Chrome B Safari ) B iDRAC Web SR
*  Secure Shell (SSH) - FE4N Windows £ PUTTY IXEERIZ s, BUABRT  SSH TRTASH Linux BE , BILAHEH
i,
« Tenet ( HFRIABR TEHREZER  ELAREEEE )

IPMITool ( 55/ IPMI #5< ) & Shell 327~4F ( 7£ Windows &, Linux FIEEEE Dell EHIZEEFER . BTLAM Systems Management
Documentation and Tools DVD 8 www.dell.com/support 318 )
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{§fF iDRAC 2B 2 HEF1% 5 iDRAC IP

ERE iDRAC IP HBtlF :

1.

2.
3.

4,

IRASERS.
FHEM (POST) HAjENZ <F2>,
1£ System Setup Main Menu ( RRIZEE5EEE ) TUHE , 245 iDRAC Settings (iDRACIRE ) .
BEENSE 7 iDRAC Settings ( iDRAC iRE ) TIH.
Bt Network ( FI4%) .
BERNS B MILE TR .,
BEUUTEE :
WL E
BEEE
IPv4 iR E
IPv6 iIRE
IPMIEE
VLAN iR &

{Z‘E/AEEFJE FERAIR.
MEERSRFHERRLENSIS.

AeEMEHEE

EREMEIRE
® | it BRERER | i8SR (IDRAC IRELFEFBHIFE) .

1.

2.

1£ Enable NIC T , %1% Enabled,
TRIERILETEE , M NIC Selection ( NIC i##§ ) THSEESF , R TROZ— :

Dedicated ( €[ ) — (ETAZHAIREHEBFBITIESAEHES (RAC) LRITAMEEO. WROFARSENRIERS T
= FIREERESRZIRIRAMIENG | EHEBMNREFRRETSBLXR.

IR IDRAC (SRS IRIEMEL R , SR5SEEM0 LOM 5 NIC BOSE, SHELEEN LOM 5 NIC LIEHE
RIS TRERD P HEHHAEEY, | SASIRAIFA IDRAC £tk E R —FMZ AR TR 1P i,
Q) |i*F: WFDEESE . "SH” *REERPNE (SH).

LOM1
LOM2
LOM3
LOM4

iF: WFNZEKFIEK RS |, IRIEIRSERE | T{EFBFH/ LOM #EIR ( LOM1 F1 LOM2 ) sE L2/, LOM %Ik, B
B/ NDC iROTIFTUIRSEER , TIEAFHE/ LOM iEIR (LOM1 #1LOM2) , EEEMA NDC ixORMRSSSEE | 288
94 LOM iEIRAI .,

() |iE: MREBMA NDC iILSHRSSZEHER LOM , W Inte/ 2P X520~k bNDC 10 G RZHFHE LOM , EIABHIARSZH M
L=

ééFallover Network ( BIERILE ) THRIERES , EFRIRAT LOM Z2—, WIRWELRELSE , WS HIEEmMEH T

FlEn , BEIE LOM1 KLEHFERHEIT LOM2 RE&H iDRAC MIEIRE |, 1BXT NIC #EIFI%ERE LOM1 , XTREETIBMILEI%RE LOM2,
() |i%: INRLELE NIC ISR RS TER , NiZEIRISER,

WNER iIDRAC HREEME BN THERFIMLRIRE , N7 Auto ( EEf) ) Negotiation (117 ) T, %&E on ($1F) .
HETYIERTERER. MREFBA U iDRAC SETMEIEEFMEZEEIZE 10, 100 & 1000 Mbps,
FERILEEE T | 1768 10 Mbps 5 100 Mbps,

+: BTEFNISREEREIRE 1000 MBps, LEIEIR{NTE Auto Negotiation ( & ) EIREREANER FTUH.
£ Duplex Mode ( WT#&st ) T , 1563% Half Duplex ( 33X ) 5% Full Duplex ( £ ) %IA,
() | i%: tNERLEREA Auto Negotiation ( EIEIE ) | IWEIRETIE,

®




Q) |iE: WMNRMERS NIC iEFERNMEERR N ENIHMERARENESE | WERIZTEMIIEEMLE. NIC EETMERE
BRERIERIENMEERS RO, MREIHMEOBERSEN—5ES  WMEIRmMEEENSD “288" .

BigE

WIRMEERIZEMTHE DNS fRSSES . 1B1E DNS LA iDRAC, XEESHRINEENVIISREEK , FIMNBRIRSS ( Active Directory
LDAP) . B—ERIIEREREBRITEE.

EE iDRAC :

1. JSFH Register DRAC on DNS ( [J DNS i¥fif DRAC ) .,

2. )\ DNS DRAC Name ( DNS DRAC &#7 ) .

3. %2 Auto Config Domain Name ( BEIEtElRXR ) LABEIM DHCP SKEUE . BN , 12{t DNS Domain Name ( DNS {&%& ) .

e IPv4 188

BeE IPV4IRE :
1. 7£ Enable IPv4 ( [3H IPv4 ) Ti%#% Enabled ( [3A ) %I,
(D |3F: 7£55 14 1€ PowerEdge fR5388rh , DHCP BHAEREH.

2. 7E Enable DHCP ( [3F DHCP ) Ti%#¥ Enabled ( FFF ) 151 , LME DHCP 88845 1P itslit, MIKANF RIS EahoEcs
iDRAC, &N , i&i%#Z Disabled ( #H ) FH AT ZIHE :
o ES P bht
o BESKX
ST IERS

3. (A%) , 3 Use DHCP to obtain DNS server address ( {if§ DHCP 3XEY DNS JRs$3gsithitit ) , L@ DHCP RSB EEAILASED
Static Preferred DNS Server ( §i75E% DNS PRE5388 ) 70 Static Alternate DNS Server ( 5 H DNS RS ) . BN, &
) Static Preferred DNS Server ( #75551% DNS R5388 ) #[ Static Alternate DNS Server ( #7585 DNS RSS2 ) i IP it
ik,

fiE IPv6 188

ETEAMRNRE | EEJLUER IPv6 kY.
BB IPV6IRE -

1. 7£ Enable IPv6 ( S IPv6 ) Ti%&#Z Enabled ( 3 ) 1%,

2. JT7ik DHCPv6 BRSSEREENM IDRAC £ED IP ibhik, PISEFIFRIFEES , Fi%HE Enable Auto-configuration ( EFERIEE ) THY
Enabled ([5R ) &I,

@ |i#: ZEIFRYELEESS 1P #] DHCP IP,
3. 7I Static IP Address 1 ( 527 IP ik 1) 1B , SINERS IPv6 ik,
4. 7z Prefix Length ( BIZRIKE ) &4 , A 0 71128 Z[ERY(E.
B. 1 Gateway ( X ) 1B , HIARISKiIE,
@) [iE: MRBEERS 1P, W=FIRY 1P itht 1 RREHS 1P, T 1P fohik 2 RRENE 1P, MREERGHS 1P IRE , W=F 1P it
Lt RRENE 1P,

6. UNER{EHEF DHCP , f[5FH Use DHCPv6 to obtain DNS Server addresses ( {8 DHCPv6 3XBY DNS [R5388ithit ) M DHCPV6 R
SZEEFRENE DNS fRSSEEFIIR DNS RSttt EolLIEEUTAR (NREE)

1£ Static Preferred DNS Server ( 5581% DNS R5328 ) 1B |, HIAERZS DNS JRSSEE IPv6 Hidit,
1£ Static Alternate DNS Server ( 255 F DNS IRS3E8 ) B0 |, I NFRSS A DNS IRS3EE,

EE IPMI B8

B IPMIEE :

1. 1E£ Enable IPMI Over LAN ( [ LAN EIPMI) T, %1% Enabled (B ) .

2. 1£ Channel Privilege Limit ( {SIEHREIRH) ) T , 5% Administrator ( BI85 ) . Operator (¥R{ER ) 8 User (AR ) .

3. £ Encryption Key ( IIZZZBH ) EF , MAEINA 0 B 40 M73#HHFR ( FHEREASEFR ) NINEER. BAMEAZE,
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VLAN 1R &

AL iDRAC BEEA VLAN EitigiE, BEBCE VLANIRE | IBHUTUTESE
Q) |iE: EREHNE (TR ) MDRESEL  VLAN IRERRIER , HEkfER CMC #{TEN. MRBREHSRATRERS
22 . WTJLATE iDRAC HIHEE FELE VLAN iRE.

1. BB VLANID T, %iZREH.
2. FEVLAN ID 1E , BIN—MEREEE (M 134094 )
3. 7E Priority (564K ) 1ED , MIA—NET 0 B 7 ZEE=ELURE VLAN ID AUSCER.

(D |i*: FBF VLAN 2[5 , iDRAC IP TE—ERESHIRI A TTiA1,

{5 CMC Web 5{Hi%ZE iDRAC IP

E(FF Chassis Management Controller (CMC) Web REIKE iDRAC IP it :
@ |iF: wAEENEREZSESMRAEEM CMC RS iDRAC MEIRE. CMC #IREBFIRRSE.

1. B CMC Web Fi.,
2. #Z% iDRAC igH > i8E > CMC,
fEE< B/~aRE iDRAC TUHE.
3. % iDRAC Mg ET , RIBEKILIEREA LAN IR EMNESE., EXESER , 1521 CMC online help ( CMC BXHLES
) e
4. BREETETIRRESENMMNEIRE | BEERZEA > <server name>,
fEEI< B IR EIRSIUE.
5. EFE5h iDRAC H4£ZE iDRAC iR > iEiEl > MK,
6. ERLEIRET , I5E FIIRE -
MR E
BIRE
IPva4 g8
IPv6 iRE
IPMI RS
. VLANIRE
. BRMERE
@ |i: BXES(ER , 531 IDRAC Online Help (iDRAC BXHL#EED ) .

7. BREFWSKER  BREMA.

BXESER , 15515 dell.com/support/manuals 12 Chassis Management Controller User” s Guide ( Chassis
Management Controller FAF4ER ) .

Bt ERSS=R

B AR ERSEEINEE | SRS eHEN BaiEitE i BRSEFETEEIEEHE. BERSEE N DRACIRtTH
EXNEBRAFEE  MEERRRENIRSSS  HINEEEHAEEIZRESEE. BXRERSHNEZER | 155819 Lifecycle
Controller iIZf2IRSSHRIEN 18/ vJ B , MUEA : www.del.com/idracmanuals

FERSSEESES IP bR, DHCP, DNS JRSSS5aELARY DNS FH R EKEEIRSES. WERISE T DNS |, JSM DNS &
RECEMRSSES 1P, THiH{T DHCPIRE., MRIEE TEERSSEE  WKHidE , Eitk DHCP %1 DNS IILHIRE.

T LA{sEF iDRAC iR B /N FFERsEk{# M Lifecycle Controller [EFBBCEIRSSSEINRE., BX{ER Lifecycle Controller BER |, 5515
Lifecycle Controller P8R aJF , ®IEA : www.dell.com/idracmanuals,

MR NEGARSHEERSESEE | NISEARMASERKF ( K58k LIRA T 20N iDRAC FF&FIERS ) . BREERS
EEZETJ . Eﬁﬁﬁ%ﬁﬁtbﬁiﬂﬁm&)ﬂo UNER Lifecycle Controller /SR TBECEIRSFIIIEE | FrE DRAC BFIKFISWER , EE&EKE
ZEERSSEE.

Z(FF IDRAC IRELFEFEAECERSS S , IBHUTLATRE :

1. FIFZERR.

2. EFVEEIERET |, & F2 , A% ZE iDRAC I8 > iniEBH.
B8~ iDRAC 1R B imiEEATUHE.
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3. EREmMEXK  BARERSS P it AeREE—2.
@ |i#: IEERBIRSS 1P 2E%EAY, MFSEIRE | 156/ DHCP 5 DNS 8Bl {TEH ($&]7).

4, BETERILg,
15 E7 iDRAC iR ERILETRE.
5. B NIC,
6. 2R IPv4,
Q) |i*: BIEhESHE AR KIS IPv6,
7. [5F3 DHCP FM DHCP 3XBUE . DNS BRSSESHELEFN DNS 153,

O [iE: REERS 1P it (B 3 ) SiRM , WEE 7 2ok,

(EABzEcEIEEHc EiRS R ARSS A

B ERER LIERXIRM PR E— B IRSERTRIFTEEM. XEAMEIE BIOS, iDRAC #] PERC, B@iEtEINEEEEBaISA
@{%ﬁgﬁﬁﬂﬁﬂ%@%ﬁﬂ’ﬂﬂﬁ%%&ﬁﬂ%ﬁ# (SCP) XML 8, JSON {4, fassEe IP ik DHCP BRSS 2R tEiR Mt T iia)Z SCP SX4RYIF
MR

BUEE—S "HeikE" IRS=REE SCP X, KBizEESHEHRZ NFS, CIFS, HTTP B HTTPS MBS |, tuErET
DHCP FRSSasLAN ATECERRSSARHY IDRAC i5iE), SCP XA RIET BiniRS SRS FENES | (B LIRS EAEM. DHCP
AR5 88(F DHCP BRS3SRIBLUEEIX SCP XMHRFR (7Iik ) . SCP MBI HEha X HU BRI F1E.

= iIDRAC \E#H{TERNECERT DHCP ARSSERIREN 1P #hhithY , iDRAC 153 SCP KECERSA:AYIRE. RBTE IDRAC M DHCP fRSS
ERERENE P bt/ |, A2VEREMEE. JRFRKEIRE DHCP IRSSERAIBAEY IP ithit , NASEREMEE.

HTTP F1 HTTPS S{4HE5%105F iDRAC Bt 3.00.00.00 S ESHRAS S, =ERMH HTTP 5f HTTPS HEHASEMEE., WRERS
2 FEEARE  UAFRSEREH—SCHRIBIRELAEF HTTP 8 HTTPS (5 E8. -s ETUREEHN ¢

&. 10: REIRYHLZ KB pass in (H

-s (ShareType) pass in
NFS 0 B¢ nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 8 https
@ | BHEEFRLS HTTPS iES. HHRBERIHES,

UTFIRNE T BTHEBFRSENOFNIESE
-f (Filename) : ESHHIRFREERESIHRIZTR. XIF 2.20.20.20 ZHIRY IDRAC EHMRA , XEEFR.
-n (Sharename) : MEHZRIRFR, XZ NFS 8 CIFS Aifs.

-s (ShareType) : XF NFS &R0, ST CIFS €2, XWF HTTP & 5, XIF HTTPS &8 6, X2 IDRAC EffhiAs
3.00.00.00 RILMEFER,

-i (IPAddress) : WEHZM IP ihht, XEWEFER.

-u (Username) : FAFFALUAAIMEHRE, X2 CIFS AT,

-p (Password) :FAPEBALUGEMEHE, X2 CIFS HEFER,

-d (ShutdownType) : 0 FTRIEEXN , 1 FEEHRYL (BANRE : 0) . XEAEFER,

-t (Timetowait) : FRFENKARIAE (FINRE : 300) . XERIEFER,

-e (EndHostPowerState) : 0 FTnkA , 1R (BOARE 1) . XEOEFER,

£ IDRAC [Ef# 3.00.00.00 SR ESRAFZIFMNNETRS | LASH HTTP RESHNREFSEHNEE 4SBT
—pd (ProxyDefault) : {EFEVARINIEIRE. XEREFR.

—pt  (ProxyType) : FAFELUMES http B socks ( BRIAIRE http ) , IXEENEFR.

—ph (ProxyHost) : fREEEANAY IP bk, XERTEFER.
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(ProxyUserName) : BIUHANRERSENAFE. NTREXS  XERVEFER.

—pp (ProxyPassword) : BRUAIARIERSSENAFERD. WFRESE  XEVEFR.
(ProxypPort) : NERIRSSEEMNIRO ( FAIREBR 80) . XEANEFER.

—to (Timeout) : IEEATHEEE RSB (LADTHARNAL ) (ZAER 60 ).

X9F iDRAC E{4 3.00.00.00 SESARA , 378 JSON IEHEEX M. IR "XHE" SHAFE , WESFERLTHEE !

<ARSZHRE>-config.xml , 71:451l : CDVH7R1-config.xml
<BIE>-config.xml , 7:fll : R640-config.xml
config.xml

<fRSBZHRE>-config.json , 7=l : CDVH7R1-config.json
<BI5>-config.json , 7:ffll : R630-config.json
config.json

@ i*: X HTTP BEZ(SERILATE 749G Support for HTTP and HTTPS across IDRAC9 with Lifecycle Controller Interfaces
( HTTP #1 HTTPS BY¥E IDRACY with Lifecycle Controller Interface BJ58 14 X323 ) BEEB#%EE , Mith

www.dell.com/support,

Q|

{1 SEHE DHCPvA # Enable IPV4 i&IGAY , AgEBA "BiifRE" .

BshGEsE B chERINsEEEHIR. BIEESTEEENEE | W ZRAEhEk.

RSEET "BhiE” 1#MEE | 1$SER "BuiitE" k.

WNER DHCP IRESE8MPAYRRA Dell PowerEdge IRSSEEEEHBINIEISHBITNRS | NEEFEH— SCP U4 (config.xml),
config.xml XHZFEEEAIA SCP R, BRT .xml XEFZH , . json MEWBRILASE 14 REFRIBEGER. XEHTLE

config.json,

BRI LERIRES SRS IFEHIRGZEIES | R ESEMS AR E X HIRMIRSEE. W TEEAERSEEAXLIRSEEE
B EERIIME | TLAMERARR SCP &R XD ZIRB e THIRS T EE., FMMITF  MREREXFM N ESAIIRS=S -
PowerEdge R740s #[1 PowerEdge R540s , ATLAf#ER R740-config.xml F1 R540-config.xml IXF4S SCP {4,

(D |i%: iDRAC RS BERERBELERRSENESITE. BSKEHMAIMS config. xnl , REANEFREXHE.
)

=iT=1l1E2

1. QUSRS BTEE Dell [RSZEEEMH SCP 314,

2. Bl SCP MHMBE—MEEMNE | ZHEMNEATH DHCP IRS LN G EIEIY DHCP ARS8 ES IP HEUEAY Dell fRSZE8S
rl:Uo

3. 7E£ DHCP IRSSEERIMLM RSN 43 FERPISRELL SCP MHIE,

4. FREY IP #BUEAT , IDRAC S AN ERIRART. (1EIR 60 )

it NRMEHZ ERBEEPIEMNH |, RSHBEENHSMEIISHEITCHEE | RERERIINHE.

5. DHCP HE&%@H{?U" I3RS dhepd. conf A RRIBERNRSIEIUAITICAD , R IDRAC A&IX SCP 4B SCP SAEFR (10
BiEE

6. IDRAC Fl%ﬂ‘ﬁ SCP X4FHECEIZ XM HFIHRIFE B,

DHCP &l

DHCPv4 REYFISIF S REXAISHIEEE] DHCP ZFi%, S MSEEN— DHCP B, S/MNEIUEE—MERRE (B) 1575

) $RR. BEURERES 0 A1 255 RE , SRIMTEFHATOAT, Fr S ELA AT AT,

DHCP %I 43 F3F-M DHCP IRS3ERISERERIXLS DHCP ZFiR, IEMEEYA— I XAFRH, IWNXAFFHFRRENES SCP
XitE, HEUEMATHRMERNEREE. fi0

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
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option domain-name-servers 192.168.1.1;

option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d

0 -t 500";

Hep , [ PRfEHHERNE | - AFREER R BITE s = EE.

DHCP 5510 60 RIRBIFNKEFFEAN AT DHCP & i,

BB VR T E P IRAMIRRS ID REURIFRYEE DHCP ARS8 NACEL:

I3 60 FI%EIA 43, A8 Dell PowerEdge BRS528AT , iIDRAC BI@I LA TMIMRE] ID BHTIRA : iDRAC, EIL , BRI—1N R “fit
RIEgsal” FHEETES 53 60" BZ— EENEI" |, #A/SJ9 DHCP BRSS=8/2 A BEIEI.

{£ Windows _EfigEi%In 43
T Windows EREBEIA 43 , HUTIATIRIE -

1£ DHCP fR5358 + , #Z Start ( F4 ) > Administration Tools ( ZI2TE ) > DHCP , LT DHCP REZSESETH,

2. KEPRSESHEFETHFEIE.

3. AT Scope Options ( JBEI%LIN ) Fi%#FE Configure Options ( ELEEIT ) .
LB 27 Scope Options (SBEIAIN ) XEHE,

4. ATAEIFHI%ERF 043 Vendor Specific Info ( 043 (ERIFISEEE ) .

5. EEE)JataiEr;J:ry (EUBMAA ) R |, B ASCI FAXIBRNESME  AEMAEEHREMNE ( HPES SCP X4 ) HRS
=AY 1P .
BT ASCH TRNER , BETFMEANE | AEZERSUTHEIF B REEN.

6. B OK (HE ) (RFEE.

£ Windows EgEi%IR 60

ZIE Windows EECEIERIN 60 , ISHATLATERIE

1.

Hoo N

12.
13.
14.
15.
16.

1

~

f£ DHCP fRS588 £ | BEFR > BB TR > DHCP LUFTH DHCP RS EETH,

BRIRSSEHEFETHIIME.
AR IPv4 Hi%#E Define Vendor Classes ( FEM RN ) .
=R 18
FERNE BB AL T =ERAIRNIEIE ¢
ExRE
A :
ID: —i#il: ASCII:

ERREM : FEBH , ¥ iDRAC,
FEIREE - R, LK,
Bath ASCII: Z35FHEEN iDRAC,
BEIRE  REREXA.
7£ DHCP & , Al IPv4 Fi%iR Set Predefined Options ( iZEFRESNIEIR ) .
. ORI RIS | %8R iDRAC ( BELE 4 el ) |, AASE .
. FESEIREBIHEIED , MALITER !
2% - iDRrRAC
EREY - RTE
{83 - 060

15488 - Dell (AN FSRFRRTRT
BFREMIX , LAURE] DHCP &0,
RARSHEFRTHFAEIME  ARPHEERR |, AGIEERERIA,
BFERREIR,
1BiZ Vendor class ( {{REF ) THSEE | %R iDRAC, 060 iDRAC JSEE7R7E Available Options ( AJFBi%IR ) 5,
%% 060 iDRAC 11T,
. BINAIURIEE] IDRAC NFFRFER(E ( LANFRAE DHCP 124809 IP Btk ) . 1IZFRIEBEREHEISAIERR SCP 34,
BXRIZETH DATA £H. FHHRERE | SEAEGUTFEEIFIENXASE]
Filename (-f) — RSHIIRSSEEEE {4 (SCP) HIBFR.

45



s Sharename (-n) — IETRMEHERER,

¢ ShareType (—s)—

P& T STHHELT NFS # CIFS AUSZiHEE= |, IDRAC 4 3.00.00.00 B S hRANESTHEABIT (R HTTP B¢ HTTPS iAalE B X
. -s option IR&EHMA :
-s (ShareType) : 2B nfs 8% 0 I&FTF NFS ; cifs 8¢ 2 i&FT CIFS ; http B 8 5 iEHETFHTTP ; https B Bt 6 i&FHTF HTTPS
(384 )
+ IPAddress (-i) —IERS4IEEHT IP HEdlE,
@ i¥: Sharename (-n), ShareType (-s) fll IPAddress (-i) BWIERHNVERMYE, -n AR HTTP X HTTPs Ff

* Username (-u) —IERFRIMEHERENAFE. X CIFS FEIER.
s Password (-p) — IEARIMEHEZRENZRS. (X CIFS FELER
. ShutdownType (-d) —IBRNAVER., 0 FRIEEXM | 1%8?@%]957%9

@® |i: BiLgER O,
* Timetowait (-t) —?ET‘EEHL?%?EI‘ZHZEU%&E'JETIEL FINRE A 300,
* EndHostPowerState (-e) —IERENMBIRAR. 0FRXA , 1FZ-TH. BAREN 1.
@ iE: ShutdownType (-d). Timetowait (-t) fll EndHostPowerState (-e) EAEHIEE.

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1-t 400
HTTP: -f system_config.json -i 192.168.1.101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.168.1.101 -s https

f£ Linux EFECE%IR 43 F1iELR 60
83 /etc/dhcpd. conf X, XEEABECELERS Windows SERIE(

1. BRHHETEAILE DHCP BRS3 282 BohOMEEERE B,
2. IREIRIN 43 , FF/9IEIN 60 ERARFRENERIRAT.

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system_config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -t 500";
range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max-lease-time 43200;

}
}

AT RN R SRR F A R UG BRI RS EFN RTINS 4L
© NXHE () — RESHRRS SR E S HRIZ R,
@ |iE: BXMHSAVNESER | 55 EHEDREVLRERSSEMESEAM,

» Sharename (-n) - IERMEHZEZFR,
*  ShareType (-s) — fERHEZREL, 0FRNFS, 23R CIFS , 5 TR HTTP , 6 RIR HTTPS,
® iF: Linux NFS, CIFS, HTTP, HTTPS XZ7Rfl :

* NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

ffaRJa NFS MILEIL={ER NFS2 5 NFS3,

*+ CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400




HTTP: -f system config.xml -i 192.168.1.101 -s http -n http share
* HTTPS: -f system config.json -i 192.168.1.101 -s https
*  IPAddress (-i) - FERIUEHEAY P HBhE,

(D i*: Sharename (-n). ShareType (-s) #l IPAddress (-i) JAUERRIEIE, -n 3F HTTP & HTTPS FEXEE,

Username (-u) — SRR HSRFABNARE., (2 OFs BEILEE.

Password (-p) — TABIMEHZRTAAEINER. (X CIFS FEHER.

ShutdownType (-d) — FERAAAIRR, 0 RREFERX , 1 RTSEHI K.

@ [i*: BRiAigE R 0,

Timetowait (-t) - IERENRFRAZ AIFRFAIATE., BOAIRE A 300,

EndHostPowerState (-e) — $EREHAIBIRIRT., 0 FRR-KA , 1 F27-HFH. BAREN 1,

@ i¥: ShutdownType (-d). Timetowait (-t) ¥l EndHostPowerState (-e) J3alik/E ¥,

LATEM dhepd.conf SZH{REBESS DHCP 89741

host my host {

host my host {

hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}
(D |i#: 4348 dhepd . conf NG , IRREHISEN dhepd FRSSLARIFISERY.

=)= I =t e e e

HEERBEMECETIRERT , FHREHTU™RE

« SHSAIRERIEE (NFS. CIFS, HTTP #1HTTPS ) #£5 iDRAC F1 DHCP iRSSERERIASFM LRt MiXMEHZLMREAET
Bk 57 B P AURIZ E1EHS.

« RBFEEXHESHIIMEHS, HWINEERR SCP XU EHTHENEY , LMEES Bk B2 LN BIERANR
=1

« 1RHE IDRAC RIEEKIRE T DHCP fRS3ERFISEHT 7 DHCP BCE |, LAMEEAIRS SRS BshECEINEE.

{§5F8 iDRAC Web REEHBGIECEINEE

HIREFSFE DHCPvA # Enable IPV4 ( JSFE IPv4 ) 310 , FFEEZRABNEKINEE.
BEHAEEEINEE , BHITLATERE :
1. 7EIDRAC Web REF , 2% iDRAC Settings (iDRAC i&& ) > Connectivity ( i} ) > Network ( 4% ) > Auto Config ( B
e ) .
FEEDS B RMIEETamE.
2. EEHMERESS . MBS DHCP BB NS SR FERY— %I -
Enable Once ( BRH—IR ) — {X{#F3 DHCP BRSSE8FAS |FBAY SCP A RECERH—IR., WREER , BEHEBMEE.
Enable once after reset ( EEIZFRBA—IX ) — £ DRAC Fi&fg , {X{#F DHCP BRS325AT5 | FRY SCP {4 kEcE4E4—
R, WRECER | BERABEMEE.
- 2 — ZHEmEEINRE.
3. BEFEMATTRARE.
L& T EBEZ BERET.

{£F RACADM S EzENECELIEE

BE(FF RACADM B EIECEINEE |, i5{F iDRAC.NIC.AutoConfig X,
BXEZ(ER , 5558 iDRAC RACADM CLI 3R T , LA : www.dell.com/idracmanuals,

BXEmERENENESER | B2 www.dell.com/support ERHAY Zero-Touch, bare-metal server provisioning using the Dell EMC
iDRAC with Lifecycle Controller Auto Config feature ( {§F8 Dell EMC iDRAC with Lifecycle Controller BB shfic 2 IhRERiEitE SRR
SEEE ) HRB.
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fri2d = — iy |
R Z LR RS2
£ IDRAC RS 3.00.00.00 B9 PowerEdge BRSS88 £ | &I LMERRAEBGIEISRIRERFZEEH0 BIOS =18, FFPHNSDISIENH
AESZREE ( SNMPV3 F0 IPMI RSN ), 1Se] LR M SRS RIERS.
BT FHIZREEFIIHEE -
BRI RIS E 2RI SHA256 BiFI(ELISE iDRAC FFZEESFN BIOS B8, XA AEIRSSREE {4, RACADM F1 WSMan
124t SHAD56 (&, 12t SHA256 BRB(ERT , EISTTREBIY SNMPV3 F1 IPMI i TIIIE,
® i*: 152 RACADM 8} WSMan 5§ Redfish FoiEBF iDRAC RIE5IZBEeE /=i, @JLAER SCP 7EiTfE RACADM &
WSMan & Redfish it {TEI5IZR M3 AL E /iR,

«  BILIRE—MERRS S | HhaECER SRR DRAC FBFMKFF] BIOS i3, RB{RER  BHLISHA
BEBRAENRSSEE X M. SHEE SNMPV3 1 IPMEIAERTEIETIE. SAREEXHE . WRERERHHY Del IPMI
TR, MNREARIBRANTIE , WFRE TEFIERENRR | IPM SHIIEEAY,

HAhFHE (fI20 iDRAC GUI ) BERRAFIKFEREARA.

EATLAER SHA256 &R EEFIAEE Salt AYEG .
EWREE "IRSEREE" SR REEIEIISHEGIZM.
WNREETITEEMFAYAHIENIR |, i5ER DRAC iIRE2BEREA RACADM 15 iIDRAC FHiR NEUAES.

ANER{NfERA SHA256 ZRIEISIIRE IDRAC FBFKFRYEERS |, MARBEREMES ( SHAIV3Key B MD5v3Key B IPMIKey ) , BBAIKETS
FEIEE SNMP v3 F IPMI #ATIEIIE,

{§F RACADM (98455355

BREFVIER  BRUTHRES set R

¢ iDRAC.Users.SHA256Password
¢ iDRAC.Users.SHA256PasswordSalt

ERLAT e S BRGE R ERAESHIRS SRR EX 4+

racadm get -f <file name> -1 <NFS / CIFS share> -u <username> -p <password> -t <filetype> --
includePH

ISBEBEGIRT , HNEE Salt B,
Q) | REEBUREHATF INI BB,

ARSS=REC B ARSI S

BILAG IR SS RREC &S (4 S YRGS,

SSNRSHREEHR |, EILUEGEIRNAEEEMEHEEaGIERE. MREMECIH TR , NaEraIERATEED
KNRE. SANPEMENATRFEREL.

AAEFH SNMPv3 F IPMI B8iF4E R B51 2265

R SNMP 7 IPMI 33T ( DERANSS ) BDRTAERRARSIRID, FEE4RmE SHA2SE.
E NNkt GRS
1. X3F IDRAC FBFIKF , WAZRIERS SHA256 RIBRBHATANERIRIE,

LIENEREINERAT | BN 16 FH THEIFRER, Sat KRR 16 NMFETRIKE (RIEMH ) . —BKN, BiEks 32 NFR
MR, 180 "ER + UInE | Bl

20 = SOMEPASSWORD
£ = ALITTLEBITOFSALT—RI08Y 16 =24
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2. ¥JFF Linux SRR HFHEITUTSS

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT|sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd -p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

3. ESNRIIRSERECESF. RACADM a3%. Redfish B WAMAN sRigHERSIEFNINES.
@ [iE: MREHEFIR—FRIMNZERIZET | SIRRSIIMEPMEERZFTE B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4. iﬁ%ﬁﬁﬁ%}%ﬁ#%ﬁﬁ’\]i@iﬁ@ﬁ%ﬁiﬂﬁ%ﬂﬂiﬁ% , {8 SNMP v3 71 IPMI BENER T RE RS S A TEFHIEERY
iDRAC AP,

(St EERARE

IRE IDRAC IP ithiitfs , EAJLAER IDRAC IREXFREFEXAEERIKFIRE (BB 2) . EHITLLERE

1. 1EIDRAC IRBAFFERFS , % User Configuration ( FAFEE ) .
FEEP<+TFF iDRAC Settings User Configuration ( iDRAC i BRI FEIE ) TUE.

2. I5EAPRA. LAN BFRBER. SiTiO0RRBERIIEMESBINFHEER.
BXEZETINSE | 15517 IDRAC Settings Utility Online Help ( iDRAC 1882\ FAfER-BLHE5E) ) .

3. {fxead Back (J/5iB ) . Finish (526K ) flYes (£) .
A EERKFIR BB E K.

IKERERFNVE

EEJLAER IDRAC Web FREIEY iIDRAC IREXFREFIEEHIET O ZERFRINEITFMER.

(£ Web REIZEZERFAE

EREERGNEFMER

1. 7E£DRAC Web RES , ¥ System ( 4t ) > Details (i¥lF ) > System Details ( RRiI¥lE ) .
BEEPE7 System Details ( RAFMSE ) TTH.,

2. 7E System Location ( RFAIE ) T , WAZIESROPZERFNUSIFMES.
BEXZEIENSR | 15217 iIDRAC Online Help ( iDRAC BXHEEED ) .
3. BENA. RFENBFEMESEIESREE DRAC /,

{5 RACADM 8BS EXZF{(IB

BIEERRMEFMES , 18 systen. Location AR,

BXEZ(EE |, 1521 dell.com/idracmanuals H12{HH) iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @ {TRESEIEE ) .

{f iDRAC 2B -2 HEFSESERFRUE

BIEERFNEFMER
1. 1 DRAC iRBE.AERH , = System Location ( RHUE ) .

RERERR



fEEN<S 7~ iDRAC Settings System Location ( iDRAC iSBERF(IH ) .

2. MAFIREPOPZERANMNEIFMREE. BRAZHEIAIEE | 15517 IDRAC Settings Utility Online Help ( iDRAC IRE X FITER
EXHESED ) o

3. {fkREad: Back (JGIB ) . Finish (586K ) flYes (2 ).
AR SIS GIESPEN

ACRFIEREFNINFE

REIRS B/ATRAFEIRS SAAENBARRREE., REHEINBERENRFRREEENERRRCH  BRARKURE , [
HRERVRAFE. BRARKESTEHLH. SRRt EFRIER SRR REThFLL R T,

{550 iDRAC Web FE. RACADM &Y iDRAC IRBAFER , EalLIENUATEZE -
o {RIEMERE
o (REERNIIER
RERATSHREE
o URFTE  BEIXEBRBEINSR
- BEEREXERERENSR

{£F iDRAC Web REZPAEISE

BIERERE -

1. 1£ IDRAC Web FREH , #Z Configuration ( itE ) > System Settings ( ZHSE ) > Hardware Settings ( f#{HigEH ) >
Fans configuration ( XESECH ) .
XEErMEEETHE.

2. EEEUTSI:
o HUAECESY - EREEAECE Y

KNSR EXHEE — BWRENEELEEF System BIOS ( R4 BIOS ) > System BIOS Settings ( &4t BIOS
iRE ) > System Profile Settings ( RAEEXMHHEE ) TUA NEXAVER "EREEXH" RE.

BABRT | ZAMRENFGANRERENHHRE. SRR T BI0S REXHHBEENFE. JRIENE :
EAMERE (HEREEMK) -
RTFEL CPU TimAY AT BEMERE(ER.
Turbo RIVELERIRTREMRS.
« —RIERT  SROEDHA FXEERES.
- =NE (BREESHL)
RIERERNBERIFRIASHT T LR ERIRRFINRE.
—RRIERT | SRMEDHR FXUBEERRR.

(O |iE: EERAMEREE RN | BEERS BIOS > R BIOS iRE. FARBENMHRERNE "RARENG" REMEX
MEIRE,
. RAHSIEERS — NTHEERES | ERESEAHSEE. XUESRERATE .
EANBESBRIAE , 70 ° C (158 ° F),
ST RAXEERERTAY, , (FEHSBENBIFTEHESIEERS. BTFEATRARBFRRFSEEESD , EX
HABEET BRI ERER FAZERNRIE.
REIEE RS — ERLETITF SRS HEETOMIS AN, BRI THEERSE (HIa0 , FRIPCle &) , NATEETH
{Eéﬁg?’ﬂ}’v‘\fﬂﬁ‘éjl NEEREBSSHNERRNBIAERHEATENEENEERRES (RBNEDLHE ) . T8N
=
BREEE — EXEERIESEEENEER,
REREEE — ENEERESEIEEPE.
ERBEEE — X EERRES ISR,
RANBEREE — EXEERESEISE,
XM — NERERBHIE AKX, XERAE. NMRREHIXA , WARREDL. BERREHRBRIEANER
X, Bk  RAXREBFERENBEURKEREIET.
NEEERBENSH , HEETRESR. S MeBHXEERESERENEENEIEA.




RBEERESBEXEERESHERENEDtL. RIBEMFSINEK , NBEERERRSHBIREEER, BRR
SEIIFETRITSIEN.

NEBEEREEREEAIHRBE NN P HIERERSREANEERE, XELHEARSHARXBIIHREERR SRAEREZE
ks, REEHRESSERENEENEER , #MSEEREENEXRNREAZRA L.
RENNERREMIZIMNE PCle BECRSH. N | XA AT IRERRAENUATREMAER.
RREEEE PWM (RAER % ) — ESRIEIAAENEERE, FRLUER , BLIREESHEERFXBEESIE
IMERRBEE - MNREfEE XX BERETRAR RSN EERE.

A - IRIERSECAE RS R NEERIRENEAME.

BEX —BABSE.
RENBEE PWM FIRIFSEERHEH  BUATRGEE. F—MEARERE , FMENEERAE (XARERE
100% , tBAJREARR | BERBURTRSEE ) .

RERFHIBAER | RAXBETEETUSTIERE , EFRERTEXNRREE. fil , &I XEEEREN 35% =
BXEEREIFERIZAR(ET 35% PWM,

() |i*: 0% PWM FEFREIXH. CERBTLATNSEREEE.

REBRKRAMR , XEr—BIRENNA , EREEHSIS. EFEH. DRAC & BIOS EiHlE , SNSA=BENEXRIIER

WRE., BENSINENAEFIFEERSSR L5, MRXWIEIAESF | BISF2ERREERARERENE.
3. BEMRANARE.

FRELBETRUTER

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

SEREENEISHIENIIS,
O |i#: pAEMISRAUBEBES,

{£F RACADM (2 &

B(EMEIMZE | 1515 system.thermalsettings HAHAIXISH S TERTIZMN set FpSESFEA,
= 1 g E

PO L ERER il
AirExhaustTemp BTFRESAHSEERT. g=nUTHIE (BEFR EMERFTHIINERE !

4 .

%) : _ racadm get
0-3R40°C system.thermalsettin
1-F=45° C gs.AirExhaustTemp
2-3FmR50°C i
3 - 55°C A -
4-3R60°C

AirExhaustTemp=70
ZRHERERACRENE
TSHMGRRERREA 700C,

BREAFRBEELUSHEIRS
60°C :

255 - F=7R= 70°C ( BRIA)

racadm set
system.thermalsettin
gs.AirExhaustTemp 4

=

Object value
modified
successfully.
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POE

1588 EAER

5l

FanSpeedHighOffsetVal

FanSpeedLowOffsetVal

FanSpeedMaxOffsetVal

ERLEEEaL %PwMm  {E790-100
El "ESNEEEREE 1’
ENXEERERRERE.

IEBRTF RS,

18£8 FanSpeedOoffset

g SRS E 1K EL

R EIEALL %PWwM B9 0-100
EE "RNEEERRE 17
ENXEERERRERE.

HEEBRTFERS.

18£8 FanSpeedOffset

g SHNES|E 0 RiREIL

R RISALl %Pwv B9 0-100
BRI
RRANEEE R,

UHERRAT RS

MRERASIFHSERNZSHE
IGRERRS |, BRANIZIZITLL

T :

racadm set
system.thermalsettin
gs.AirExhaustTemp 0

FREEEERUTERER

ERROR: RAC947:
Invalid object
value specified.

TRRIE S EE(E.

BXEZER , BB
RACADM %38,

EBIREIRENFIAE :

racadm set
system.thermalsettin
gs.AirExhaustTemp
255

racadm get
system.thermalsettin
gs
FanSpeedHighOffsetVa
1

IasSIRE—ME , 10

"66" . XEREEFERUT
Sl | BEMNBEEEX
FEENNEEE RS =
& (66% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 1

racadm get
system.thermalsettin
gs
FanSpeedLowOffsetVal

tan<SRE—ME , W
23", XEWREEERLUT
Y, BENBEEEEX
FRERFINEERRE K
B (23% PWM),

racadm set
system.thermalsettin
gs FanSpeedOffset 0

racadm get
system.thermalsettin
gs
FanSpeedMaxOffsetVal



PSS 588 ERER il
o 5{#H FanSpeedOffset ISR E—ME |, 0
MRFAZRFE 3 KRB 100" , XEWREEERALT
=8 <l , BN RARANXEE
w5 (RILE , 100%
PWM) ., BE , lRBESSE
NEBEEFRESEIDIE,
racadm set
system.thermalsettin
gs FanSpeedOffset 3
FanSpeedMediumOffsetVal . (HENIFEFESLL %PWM {E90-100 B .
EEY " PEREIRRRE zizieﬁ.giermalsettin
RENNXEEERREE. gs
o IEBRTERE. FanSpeedMediumOffset
o 1&f#FEM FanSpeedoffset Val
SHEANZRE (E 2 SRR B S EE—E 40
Py — '
A7, XEREEERUT
Pl |, BN ABTEEN
BERFIXEERREE "
B" (47% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset 2
FanSpeedOffset . (ERISA get KBS EA: EBEYEILE :
gﬁﬁﬁﬁﬂ@ﬂ%ﬁ%ﬁfg . 0-EREEE
o = sasEz racadm get
o BitXgS set inSECS(E © - ﬁmﬁgg% system.thermalsettin
s == . o 2 - FEREER gs.FanSpeedOffset
E{};géuﬁﬁﬁﬁﬁﬂgmﬁﬁ . 3 BANEEE
2% -5 55 <
=R ° 2 X EIEEER 3 S =]
- melErETRRROR 2P % ZINSEHRERES 8
EASpeedLowOffsetVal FanSpeedHighOffsetVal
FRTENX )
%anSpeedMaxOffsetVal racadm set
N ) system.thermalsettin
FanSpeedHighOffsetVa gs.FanSpeedOffset 1
170
FanSpeedMediumOffset
Val MR (HRIEENX ) 2
AT FERYRAEHIME.
MFSMaximumLimit EEEN MFS RIS KIEPRH {E791-100 EERALAER
MinimumFanSpeed iGN EH
HIERAE
racadm get
system.thermalsettin
gs.MFSMaximumLimit
MFSMinimumLimit 1A MFS B9/ VEBRE

{BM 0 B MFSMaximumLimit

BUAMED 255 (FRRE)

EERALAMER
MinimumFanSpeed iGN E

AIER/IME.

racadm get
system.thermalsettin
gs.MFSMinimumLimit



R 1568 EAER a5l
MinimumFanSpeed o AUERBRFSTHENS MMFSMinimumLinit Ef  ERERFREERERSHD
XIS, MFSMaximumLimit &F 45% PWM ( 45 SREN
- CENREERNEE (17 sttt ops misegy T MFSMinimunLimit F
) B FERFSEARIFXE iﬁ%%ggag%{%%' TR MFSMaximumLimit Z[EfY
T LIERE X RIXUESIERER(E. ° ) :
o IERKBERERN %PWM
=R racadm set
system.thermalsettin
gs.MinimumFanSpeed
45
ThermalProfile . f&: EEENENEREE XS

g}fr?‘éx"ﬁ "PEREAE

B . ) . 0-Bz =
. ﬁi%fﬁ*ﬁﬁ%%@@ﬂ%?# . - EEiteE 3 i
%i}é{ﬂgﬁﬁ,mﬁ'jﬂlxﬁg_ﬁﬁa .« 2- RfETFE g?iie?. tggrmalsettin
° gs.ThermalProfile
EEBEEXHREN 'R
racadm set
system.thermalsettin
gs.ThermalProfile 1
ThirdPartyPCIFanRespons . =75 pol RiogiEs, E: B2 FRETRARIRESEER
© - RFEERSARRNEN . 1o EE RORE , LISHSENEINEE=
=75 PCI REGEUARSZN, . .= 75 PCI £

RN R,

&e]LA&EE Lifecycle
Controller HEFHIEE ID
PCI3018 , EHMARTEFE
gE=7 PCIE,

O |: BRiAfER 1.

(M iDRAC iRB 2 HEEFENEI LR

BIZWAFIRE

1. £ IDRAC IRELNFEFH , ¥E Thermal ( fi#k) .
fEEI< &7 iDRAC Settings Thermal ( iDRAC i&E& i ) TH.

2. FEELATEIN :
- REREXH

racadm set
system.thermalsettin
gs.ThirdPartyPCIFanR
esponse 0

RAHFSIEERS
Fan Speed Offset ( XIERIEZ{HS )

REBKRAFRE  XERF—BRENNAEN] , BIIFA2ERREN51S. EFE6N. DRAC By BIOS BEHHAEIEmNERIIEIA
RE. —L Dell IR/ RESHF AR SHFROHAMBRNEEX AFSMIAT, MRAHFXLER , BiIIBF2E~AEE
thRERHEENE.

3. KRBT Back (JFIR) .
MiFAiR ERDECE Tehk.

B ERT
EEUEERATINA IDRAC REAVHTEN , BT 2 mlFIER PowerEdge JR5=5.
TREEH,

1. RESHFRERR. BXEZER

Finish (526% ) f0Yes (£) .

IEERRANTEA.
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2. REFHEESTEN Web NS, BXESER | HSFIRARE.
3. LRI Java Runtime Environment (JRE) ( ANSR{EF Java {2 AL FESRIIEIGER Web RIESERAT DRAC , NIBE ) .
@ |iE: BRE Java 8 KEEIRFIMERAILINEE | FHED 1Pve FLEREE) iDRAC EIUSHIA,

4. 7E Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT {432Z245FE RACADM 1 VMCLI, &/ , 517
DVD £/ Setup LABNAZERITAE RACADM FIEAtE OpenManage k4. X RACADM HIEZ(ER | 1§57 IDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM 1T REZZEEE ) , Wil : dell.com/idracmanuals,

5. HRIFERZETIIEN
Telnet

SSH Z i

TFTP

Dell OpenManage Essentials

§ m— $ A\ ™
iEi151a) iDRAC
BMNERNTFEAR) iDRAC Web 5RHE |, iIBMHIRE LS DRAC MFRE—MLZH, a0 :

o JIAIRSSES — EIRULARAITF CMC FRIERIR—MZEH, BXIE CMC MESZERFHINEELBENESER | 55H
dell.com/support/manuals _E Chassis Management Controller User” s Guide ( A iEE R4S FAFIEET ) «

HZRFIETUIRSS RS - %5 DRAC NICIREAN "ER" 8 LOMI FHREIRILS IDRAC (T E—ME5H,
ENERIGTHARERFIEHE | 158D IDRAC Web REERBEINZHIA.

BoESZIFAY Web LGRS

O |i#: BAZIBHNEERERFHESES |, {555 dell.com/idracmanuals 2 Release Notes ( E1TiAE ) .

iDRAC Web RERIAZENEERILAFRXLEBIIANZENNEEEHTIHN. BFEARLINRE  BUREN—LRE, XWGES
15 - AR RLIERERR. BF Java, ActiveX B, HTMLS iR iEESE,

WRNBEITRIEIRSS 251EEE Internet Y Management Station ZE$£Zl iDRAC Web FRHE , MFERCE Web NS LAMNIZIRSS25H(R]

Internet,

() | iE: MSREBHEF Internet Explorer B, Firefox LifIE iDRAC Web RH , ZAIGtREREF EHMMARBITERE. SIUE
REMZ ISR REAIRE.

it ERPRELERATNE.

)

EoE Internet Explorer

AEDIRMETHXKEE Internet Explorer (IE) BIFMER , LSRG LAAIIFIEER iDRAC Web RERIFFEINEE. XERERIE :
EHRELEIRE

15 IDRAC IP iR INEZEEAIuE R

EeE IE LS Active Directory SSO

2 E EeNTehitE

EFMSE Internet Explorer T£1%8

HBIR Internet Explorer (IE) iRBEIRE Microsoft HEFHENAREBIZRBAEDTNMENABTEENIRE.

1. SBREMITF E, SEREERIK,,

2. BETH Internet IR KA MRS A1t FHiakR .

3. Bif; Custom Level ( HEXESGI ) | 1%5F Medium-Low ( H{ELR ) , B Reset (FEif ) . i OK (e ) LARRIA.

- e —_ _L_ e
1& iDRAC IP iRINEIZ (SR RTIR
i5ia] iIDRAC Web SREIRT , #NERSHSEIRFIZRFELD IDRAC IP Hllt , NIRFLIRREEIZ P HIHRINEFIRS, STRE | BE

Il?;ge]s%g: RIR ) ECEHTEnN Web RINSEELAZESIE iDRAC Web FREIRIIEE, MRKIRTERNN P, EEFE 1P FMNEIZEE
‘; I\\\EI o
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®| i MR TSN SIHERRY iDRAC Web RER , EMIASREETE , TaaBE AR RIS HEinees

% iDRAC IP HEERINBISSFIL =5 -

1. Bi5 Tools (TE ) > Internet Options ( Internet #Elfi ) > Security (&£ ) > Trusted sites ( Z{F{E4m ) > Sites (¥4
=),

2. ERZMIERIMEIRIE A DRAC IP itbik,
3. Bd Add (i) , BE OK (HRRE)  AASHTE Close (XH)) .
4. BT OK (#RRE) , ASERIFETNLE

EcE Internet Explorer L‘)EFH Active Directory SSO

F2E Internet Explorer BUIYRERIEE -

1. £ Internet Explorer 1 , SfnZE Local Intranet ( Al Intranet ) &85 Sites (Ufig ) .

2. {(SOEFELATED
« Include all local (intranet) sites not listed on other zones ( EERBFITEEMMKIBAIFTE A [Intranet] 5 ) .
 Include all sites that bypass the proxy server ( BiEFIEAMERANIEIRSSEA9IER ) &

3. B Advanced (B ) .

4. FINETEBHEE SSO EeE—EP2RY iDRAC SLBIRYHERIE ( /5140 , myhost.example.com ) ,

5. B Close ( XM ) HEd OK () BR,

£5H Internet Explorer 1&g Z 2t H

FFHRIETLAGER Web FRE M BEMFIEMASEITER | I Windows ZEF Internet Explorer I838HRSECEINRE. BXEM
Windows hizZs_EILIIBERMER | 15515 Microsoft BRI (4,

fAeE Mozilla Firefox

RETNBTHREE Firefox FIFAER | LAFBRERILATIRIFNAER iDRAC Web FRE_EAIFTEINGE, XLRERLE

ZHRZHINEE
F2E Firefox LAEH Active Directory SSO

ZEF Firefox RRYERELIGE

Firefox B "BER" R2IEE  FSERAPNRRAEERENE MSLRLERG. REEHE  BBRESEXREAETN
AIE)RY IDRAC L EHIEHIE B ERR | BB ESRRAEMER.

EZXRAS R R TRV EES | BHIT TS TR

1. ¥TFF Firefox Web NISg8E .

2. TEMBHESRERT | I\ about:config Hi& <Enter> &2,

3. 1t Preference Name ( BiEIRRTR ) 7 , #FZFIFF W5 xpinstall.whitelist.required,

Preference Name ( Bi%IRZHi ) . Status (A7) . Type (2B ) f Value ({H) NESEBUIHAMENA. Status (IRTE)
BB R IR EFER Value ( (B ) £355K False.,

4. 7E Preferences Name ( BEi%IRZFR ) 74 , #ZF xpinstall.enabled,
(R Value ({H ) 9 True, WIRAZ , Wik xpinstall.enabled Ui Value ({8 ) iRE9 True,

fcE& Firefox LAISH Active Directory SSO

ELE Firefox AUNIEEESIRE -

1£ Firefox HhtibA=dh | 81\ about : config,

1E Filter (iZiE88 ) F , #N network.negotiate,

. BB FINZE network.negotiate-auth.trusted-uris ( (ERIES 9 FRAVZIER )

. PBEHEZAINZE network.negotiate-auth.delegation-uris ( EFAIES \BnE’_‘JﬁJ%

—
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BoE Web NiSERLAEREZHIS

B e FEREIERS
1. TRIRELEENEEE (Internet Explorer (Windows) BY, Mozilla Firefox ( Windows 8§ Linux ) . Google Chrome. Safari ) BSZiZEhRAN.

ﬁ?&ﬁ%ﬂ’ﬂ]”’“%%ﬁ&zkﬂﬁﬁé’?{* , 'B&(7 dell.com/idracmanuals H12{HAY Release Notes ( &1T15ER ) «
2. EfHH Internet Explorer , 154 IE 1&%%1«‘1‘%‘1&5&&@?1
3. BLE Web NISS2SLA#EA ActiveX, Java Bf HTMLS ffift.

ActiveX Viewer {52 Internet Explorer x4, HTML5 8% Java R 5SS (NS 8843,

D |iE: BRE Java 8 HEEIRALMERILINEE | Filid 1Pve FILLMRE) iDRAC EIIEHIA,

4. EZERF LSRR | DI ReseinirRaose a0,
5. %45 compat-libstdc++-33-3.2.3-61 {EXHIER{4E,
@ i*: f£ Windows k£ , 5 compat-libstdc++-33-3.2.3-61 {HXAYREERTEEESTE .NET {ESR G R ER RS
2,
6. WRIGEER MAC BEZRS , 1515 Universal Access ( iEifIa) ) B THJ Enable access for assistive devices ( JZAXJ#HED
REAYAIA ) IR
BXEESER | B2 MAC BIERFIRBES.

ELE Internet Explorer LAfERIETF HTML 5 RYiE(H

HTMLS FEfli=HI FNEM AN AP ATIBIS R HTMLS SARREIE. HTMLS BoRRMASAIT

AEEEEFimL{FiL E23,
o FAURETNRSEMIFRERARSTENALN.
o FRAERZSHEINAIBHES.
o PUEREBBFEFIRIES Web F'TEE'J—*‘B T,
G IRSCHECE Internet Explorer (IE) 1IRE , REBEHFHEITET HTMLS BEIEH STEUN R BER. BEhENNERE
1. ZREMHEOEEER. Al , 778D Tools (TE ) > Internet Options ( Internet i%I& ) > Privacy ( BgFA ) F£i&E& Turnon
Pop-up Blocker ( ¥JRSHEI=&IZRF ) SiF1E.
2. FRLA™MEHEGEZ —BE) HTMLS EiliEHEE -
fEIEH , B Tools ( TE ) > Compatibility View Settings ( ERIHNEIZE ) 7587 Display intranet sites in
Compatibility View ( fZEIRSEREIPRRAIEERIELS ) SiEE.,
£ IE FPfsEFT 1PV Hill | FEANTRATRIEST 1PV6 it

https://[fe80::d267:e5ff:fefd4:2fe9]/ to https://fe80--d267-e5ff-fefd4-2fe9.ipv6—
literal.net/

£ IE Hh{ER IPv6 #BIES IS HTMLS EIEHIE | IRAN T RMES 1PvE ik

https://[fe80::d267:e5ff:fefd4:2fe9] /console to https://fe80--d267-e5ff-fefd4-2fe9.ipv6—
literal.net/console

3. BT IE NSt Bririii=(SE , nJ4:Z) Control Panel ($5#IE#R ) > Appearance and Personalization ( §MRFIMEL ) >
Personalization ( M%) > Windows Classic ( Windows £81 )

ficE Web IEEERLAER Java flfH

WNERIR(EFR Firefox 8%, |IE FFEABE(FF Java BEEEE , i5%3E Java Runtime Environment (JRE),
() |i%: 7£ 64 (LRIERS: L AT 32 (45K 64 {5 JRE KRS , SK7E 32 RUEMERF LA 32 {3 JRE FRA,

EFeE IE LR Java ffe :

7E Internet Explorer PR H FEHIBHRTR
1E Internet Explorer FHZ2F§ Enhanced Security Mode ( 1Z#EHIZ T ) .
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https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

FoE IE LA{EH ActiveX HE{H

T SeECE IE WRERRE | AAIEA RSB TR T ActiveX RIEEIEHIGFIREMN RN BIER. ActiveX NARERFEIEAEERT
CAB STFM IDRAC RSSERIRAL, ANSUERNUSHIE TRIEAEEIRE N Native-Activex KB | NILIESASBIUSHAR , CAB
XHETEHEIEFPmRAHEET ActiveX IEHIZEHISEE, Internet Explorer BEZIRLIE | AR TE. TEHETET
IXLEE ActiveX BIR FRTER.

£ 64 (HRMERSZ L | 1ETILIZREE 32 (uaf 64 (IARARY Internet Explorer, #EEJLASEAR 32 fi78), 64 i , {BRENRL LSRN ANEL .
Bign , ANRETE 64 fONILSEE FEEm | AARTE 32 AINSEESPITHESSS | AR,

() |3%: #BRFLUIZ ActiveX HEtES Internet Explorer —i2{Ei,

@ i*: BIE(EF Explorer 9 BIES _L{EF ActiveX itk , 7EECE Internet Explorer B , RIffifR{E Windows Server IE{ERFHFARY
Internet Explorer S BRS3 22 E1RRS P AILIRAIR 2R,

37 Windows 7. Windows 2008 F Windows 10 ECE I ActiveX N FIFERE , EHCE T4 Internet Explorer I B LAER ActiveX I
.

1. ERRNSEESIERET.

2. ¥ iDRAC IP 8{F#1Z% N2 Local Internet site ( A5t Internet #55T ) 53,

3. BEENEZEEE Medium-low ( - ) SLEXISELAIFLEE R ActiveX 4.

4. TENSEE TEHINBNABHEBRAE=SNWNEET B, B TIRIE , 15% = Tools (TR ) > Internet Options ( Internet i%

I&) > Advanced (5% ) . i5kR Do not save encrypted pages to disk ( {EZ0ISMNBAIRERFRIREE ) 1500 , AEIERE
Enable third-party browser extensions ( [EHE=5 R BE ) &I,

@ i*: EEHFIFREN Internet Explorer LA Enable third-party browser extensions ( BRSE=HGEEST R ) 884X,
5. #Z Tools ( TH ) > Internet Options ( Internet I ) > Security ( 22 ) FHEREE I TIZN AEFHXIE,
6. AT Custom Level ( BEXRE! ) . 7E Security Settings ( R2iI8E ) BOF , HUTTIHRIE

« XJ Automatic prompting for ActiveX controls ( ActiveX (4B TR ) 1%1F Enable (B ) .

+ %I Download signed ActiveX controls ( TEBE R ActiveX = ) i%#F Prompt (IE7%) .

«  XHEBET ActiveX {4 FNIH{FEE B AEIRT.

o IHRCHATRZLRMITHIAE ActiveX IE{FRITHIAIEIZ B BEIRS .
7. BB OK (Hf7E ) X7 Security Settings ( Z2i8E ) &HO.
8. EAd; OK ( Ii7E ) <[] Internet Options ( Internet i%I& ) &1,

@ i¥: fEfEF Internet Explorer 11 IRSR L , IBFETEDE Tools (TH ) > Compatibility View settings ( FESHRENSZ
B ) 0 iDRAC IP,

Q@ [iE:

« BIMAERRERY Internet Explorer IF51HFIRY Internet Options ( Internet i&IR ) . B , EEXI—MhiiILIERISIRS 2]
RINFZEISFIERRE | HittISEISERERRSE.

o T ActiveX ¥{4H0 , Internet Explorer AJfEEBR—RELEL, BRR ActiveX IEHREIIIE , WIITE Internet
Explorer B RTLELEIRTAHES ActiveX 14,

o WMNBREERHELEH SRR Unknown Publisher ( REIAZHIER ) , WAt ERFENHABEZIBRES
Ay, ERRRIEER BT TR, (EREESIZERIEER Symantec 16958 , HEMISTRER IR
Symantec R4 EASIRBBHITIRE.

Windows Vista s{EEFif Microsoft I EXRFHIMINMEE

Windows Vista BB ETAIER/ER ZHHY Internet Explorer NIa 888 —IR/ Protected Mode ( fR#F#EZL ) NI INZ 2INEE.
{EF RAFZZUE Internet Explorer SIS RSENFHIETT ActiveX R FRFER

1. {EAEIERIEIT IE,

2. ¥ZE Tools (TE ) > Internet Options ( Internet &Il ) > Security ( &Z2 ) > Trusted Sites ( AI{Fik ) .

3. BRIREEATEIL R XIE%ER Enable Protected Mode ( BAZRIPIER ) 1IN, 2¢E | TLAE iDRAC HEUEZRANZE! Intranet X
e, BABRT , SEPMEEET Intranet KIFFNET{S 5 m K FAE R < F.

5. EASZMIERINEIRIEFERF | 70 IDRAC RO , 2RI EAEEERAN.
6. EEXHE , ARBRELRE.



7. RIAFEFEIN SRR EER.

RbRA SRR

UBE TR AR LI (BUHTTEER , FRSaRS ) | WAERISSENERET  BRauli R et
Bl A BB,

O | S AmEEE SR AR B RES.

iabk Java BHRRRAF

EERR Windows B Linux B|BERANEY Java BERE | iSHUTIATIRIE

1. TERSIERTT , IB1T javaws-viewer BY javaws-uninstall,
AT/ Java Cache ( Java BiEERF ) 5.

2. MIBRRRRN IDRAC EIEEIE E iR E.,

s fafeTm

1§ CAEBSAE =i

‘_—"I‘H):'ﬁ]}JéM}EefEJAZEféTU\ A, RAESBRERUSIRER., REEEEENA Web RFEIIES |, ETLUELE CAIERS
N Java & ActiveX = 1IE:BF_ KB R IX LARTR,

1% CAIEBEAE Java ZHEIEPEE
B CAIEBEAE Java (SHBEPEEK :
1. J2&h Java Control Panel ( Java IE$IHE#HR ) .

2. PERHEN+  AERHIER.
G E7R Certificates (EH ) XHEIE,

3. M Certificate type ( UEPZEEY ) TR ZEERF , %4F Trusted Certificates ( {F{EANEP ) .

4. B Import (8N ) | MLEFFIESEE CAIET (LA Base64 4REZTET ) , ZA/FERT Open ($1FF) .
EEANERESAZ Web BERIEEHERFMHEX.

5. BEXE , ASSREMAE. Java Control Panel ( Java 1E§IHR ) BON5KHE.

1§ CAIEBENA ActiveX ZHSIEPEE

& fsER OpenSSL M ST LERFERTEIRFHE L (SHA) BIEEIEREDIE. ZEiINER OpenSSL TE 1.0.x FIESRAE , EAEE
IAER SHA, CAIEHAISRA Baseb4 fRiBAY PEM 18z(. XRSAE CAIEBEHN—RIEIE,

i CAIFBEA ActiveX BI{SIUFBEE :

1. $JFF OpenSsL ap R EH.

2. FARAUTHSIZTEIR FMEIEEFERAR CA IEBR 8 FHEFIESL : openssl %509 -in (name of CA cert) -

noout -hash

RFELER—MaEITEE, 50, N8 CAMEBIUER S cacert.pem |, iZmSH -

openssl x509 —-in cacert.pem —noout -—hash

RFLDHREETF "431db322" B9 ST,
3. B CAXMHEGRBABMENEE  FEFEBEHRRM— "0 . a0, 431db322.0,
4. BEGZHN CAINEEHZIENERSR. il , C:\Documents and Settings\<user> directory,

55 Web ﬁEE’JZISﬂMhHﬁZIS

iDRAC Web RESIFLUTIES :

IHiE (en-us)
;ﬁln (fr)
Tll:l (de)
FIEAE (es)

« HiE (a)

«  fERFIL (zh-cn)
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%é.:&%%qﬂﬂ’\] ISO FRRAFRTRSSNESTE, WTRESHIFNIES | BNEEEOEFEER 1024 GXEAEEERE
Ihge,

iDRAC Web REISTESAM AR SFERIRESTE, iDRAC Web REINIFLETHRE ( tNEHISHS ) TR EMIMOSEA
BEHIEMEENIhRE =, B AS T IEE RS EINI.

Q) | i%: ST T RN AR Bk EARAE S HE S A LARARY iDRAC Web R,

EFnEEEH

{s5F8 iIDRAC BILATEHT iDRAC, BIOS FIRTEEEN Lifecycle Controller TSRS ENL: , HUa0

. NEHEE (FC) &

. 2WER
BIERSIREIEFE
RIE&IEO R (NIC)

RAID $=HII28
ERZ S (PSU)
NVMe PCle &%

«  SAS/SATA FEfEIRzHES

o PIESFOSNEH BRI SR E

« OS lIizgess

PSU B SEFRIRERE/ Lo MAIE , RISEVRFRABREM PSU BIS, AERMRIE PSU , i527E PSU Bt EFHAEH
HSE R IRk R,

ISR RRIEN LA€RI IDRAC, EfE5ERkfE , BeBmRE LRRAIEHRISRIMATIFT A ABARA. IRE CEREE
M, NEBREREE. AhEads SNEFEIAINA. SERRERS|ISNENCEFHBE N —XRRENSI1SHEIET.
WITEEEH  REEFSISRA R,

EEWSGEHE | System Inventory ( RFEZFREM ) THEESEFNEHRAFHEEHEE.
TR E MG SRR EAE

.exe — EF Windows HY Dell Update Package (DUP)
.d9 — % iDRAC #[ Lifecycle Controller ZZ&HIE14F

MFREEA exe M, BRRMEE "REEH" MR, BBASITIRTEEGEHIIEE  BWSH Lifecycle

Controller,
SIFIREA .49 I |, 1EwinBE "EE" ™R.
() |iE: % iDRAC Bt} , {ERIHERIEBE Lifecycle Controller AFEFMERMBNEEEFTAR , EXEfEFM NTP Ei& iDRAC B
[d., 4&EHAZEER BIOS KfE , E=E iDRAC RIEEIR,
ISR LAMERLA T A A TEA B
WA R F e SIS SHFIIMYER IR | ERINE—FhRE,
BEZEZE FTP, TFTP, HTTP 8 HTTPS uhraaie&izisE ( EHE A Windows DUP FIHERAIE R ) .

A]{sEFE Dell Repository Manager B BENF#ERE. BXES(ER , 1585 Dell Repository Manager Data Center User's Guide

( Dell Repository epository Manager 235 B 155 ) . iIDRAC AILERF E2e3ERY BIOS B STRiEERIe AE 2 iE
RUEAENIRE. FHEETSANFEEREMYERTERS. WINEEERT iDRAC Enterprise FaNIERIE R FaT A.
B ERER XM E N FEET KBRS sE S EH.

BN IEMEOSTATERN DRAC B, THR(VERT DRAC Eff, TRIIE TSRO, MESUSERILIR Lifecycle
Controller BRWtTERRRSI A S EHEIH :

. 12: BYSSTHFSBIFIRR

.D9 % iDRAC DUP
Ui ] E-2 5 FELCERER X5 FELCEREB
BMCFW64.exe ANFETE 2 ) ) ANEF
&
Racadm FWUpdate £ & B NER
( 1Bk )



.D9 BR% iDRAC DUP
FE x5 EELCEREH x5 FELCERHE
Racadm Update (7 =& = = =
hR )
iDRAC UI = = = =
WSMan = P = =
HHREMERFDUP B NEA = &

TERER T AT EEFS At EH N EEREENE N RSN ER.

®

. 13: EFSEH — SSRAN

it HBITHIHREAS/NEFEHET , ISLARTTRERBMIAFHXLER , RO REEHRRERER.

HHRTR ZHEMDER? ( "BR" T —FRFEEHE TR — RETEEHRE Lifecycle Controller
& g ) & ? & ? iC;JU?I — BEENE

ZRTER = = B B

BERFIREEFE = = B B

& Lifecycle Controller i 2 & a5 =

iDRAC
BIOS

RAID #5188

BOSS

NVDIMM

HiR

e

NIC

RIS E

CPLD

FC&

NVMe PCle SSD IKz/28
SAS/SATA FEE2IXFNES

CMC ( ffF PowerEdge
FX2 fRS528 L)

OS Wge=s

* RRERTFEENENRSR  BV/REFSHN IDRAC Z RN AEERT, &Rk DRAC BEF1NINEE.

DI Of A0 WD DY AD WD MO AD DN HWD MO IO

o

fl A0 DN WD RD RO AD AD AD AD AD RO AOD

oy

fl FAD DM WD RD RO AD DM AD AD AD RO RO

iy

A0 0¥ DN WD MD FAD WD MO MO AD HWD MO IO

iy

IREEHAT , FRICH Available ( TR ) FRAHASEFR R R ANRIIRA., REFHE , BHERIGERLENRALL Ha1%
RAMRAEH. NREESEH iDRAC HEMZEIAIMRA , WEER Dell Repository Manager (DRM) Bl EE X FiEEEHECE iDRAC LAER

Z IR E .

{5/ iDRAC Web FRETSEFIEF

ERILAERAERN R R AT FRRIEH G MRLRELS ( CIFS, NFS, HTTP B HTTPS ) f7#EsL FTP EHRE R,

SR MEEEF

EERRMREEFTEEMEGZE | BRRCSEEARE T HREI RS LRIENMIE.

RESERR
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Q) |+ WIREF A MEHE DUP BB R B SE@ZESE,

E(f[H IDRAC Web HREEFE/MLEES
1. #ZE Maintenance ( 4P ) > System Update ( ZHEHT ) .
AT S R Firmware Update ( E{4ESE ST ) TUME.
2. £ Update ( 583 ) IBIIRH , 1%&4E Local ( Aith ) £E9 File Location ( SHUE ) «

BT Browse (XI%E) | AFTRRMIEREHIMGSIY , AJRET Upload ( £3) .
4. E#5eRk/E | $87E Update Details ( EFTIFAER ) S0 ERENELEE] iDRAC RIBEH AR ELRE.

ANREHRE S BFHERIIESE | Contents ( AE ) FIFHEAMYGEIHBIRESBR—MNSE (1) . BIFRZER
B]&E Device Name (i8%8% ) . Current ( 2581 ) #1 Available firmware version ( TFEHE4IRA ) 5.

5. IEEFBEM S HIITIATREZ—

WFAZEENRRETHC SRR , iBRE Install (&%) . HI40 , iDRAC EH3Z4.
WFREFNNRERENS | SAEHFIYE , B85 Install and Reboot ( Z3FFEFT5|S ) 5 Install Next Reboot ( NIXEHT
5|1STE) .
BEEEIGESHT |, 1558TE Cancel (EUH ) .
EIREATE Install (&%) . Install and Reboot ( REEHEFS|S: ) 5 Install Next Reboot ( F/REFISISHILRE ) BT , BER
{HE Updating Job Queue ( IETEEHMEIUPBAFY ) .

6. ZEE7 Job Queue ({EILRATY ) TTE , i5EAE Job Queue ({ENLEATY ) . (ERLLREEEFAEESHREM EHHAE OK (i
) LRFSRIREAEE R EFHIRES.

® | T MRKRFEFEHREALREE  WeBEFR—FMERERHEREE LENAEEHeER.

it IB s EEh

&aJLA79 IDRAC FEEEHEFTT RILUSEHRIEN &S, EIXIRIBRIAIRIIE , iDRAC IEREHEERIB R, MEHAEHF N A
SMERNFAFTEIERER. EniERSs LegE— AT  EhE a8 XRESHnaiEFEMGEHRIER.

FINEMEF Dell Repository Manager (DRM) BIETFHERE , FECE iDRAC LAERINFEERICERTEIS E#. FRNEMFMEED
1L %] iIDRAC RIRT BEMFOMA | AR TR RS MIBEH B,

)

I BIFEHES DRAC VAR ATIE,
ST LAER iDRAC Web 5REIER RACADM it BshEEEHT.

QD |i#: FZIS(ER 1Pv6 kb EEh B,

{EF Web R ETXIEEIE4EF

E(EF Web REITXIBNEFEST | iEHITLATERE
® |iEE: MRENEZiTR , WAELIZBMEFHFELHT—RITRISH. e2BEESRiTRIAEL.
1. £ DRAC Web REF , ¥5ZF Maintenance ( 4 ) > System Update ( ZAEF ) > Automatic Update ( BHEIEH ) .
ILET& &7 Firmware Update ( Ef48&E3T ) TUHE.
2. BAd5 Automatic Update ( BRIEHT ) 1EIT R,
3. 1%#% Enable Automatic Update ( EFERITFEHT ) iR,
4. BEEU NS e E g R e Ra R Eam s | SRR
RIS — EEEEER | BAEHNS 18RS,
HRIEHRHERSISRSSE — TEFEGENEERRSSEETNSIS.
5. EERUMME—ILUEEEHIGHAIE
Network ( B4 ) — (FRSREMLZHE (CIFS. NFS, HTTPEE HTTPS, TFTP ) BRI, MAMNEREEIFME

o

it: BX DRM BYEEZ(SE , i5ih18 delltechcenter.com/repositorymanager,

o

O [i: EHEEMEHZLEN , BNASHAFSNZSREREGEY  UTERAES SREHBIEHFEE.

« FTP— XA FTP B RSUE. A FTP i ER.
« HTTP 8 HTTPS — RIFBRXEREHFIEL HTTP F1 HTTPS 3X{4-EH,




6. HRIEAELE b FHUTHIEE , MARKIRES FTP RE,
BXAEFEMER , BS18 IDRAC Online Help (IDRAC BXHIESE] ) .

7. 7£ Update Window Schedule ( EFE i ) B0 , IEEEHEIRFRIFAMEMETRE (58X, 8FxEBA—R).
BXREFRIVER , 12158 IDRAC Online Help (IDRAC BXHEEED ) .

8. it RISEH.
B BAT PRI T— MR R, FESIELAISE— N IHIFHATR S G | eI T — e EEERR L.

{£F RACADM it ¥ B=IEHEH
FEHEEEEST  BERLI TGS
- BERABmHEEER
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
- EEEEMEHEHIRES
racadm get lifecycleController.lcattributes.AutoUpdate
« BB ERTR R RRT RN
racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time

< hh:mm> [-dom < 1 - 28,L,"*"> -wom <1-4,L,’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | 0O-disabled)>

a0
«  E{HM CIFS HEEFIEHREN :

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —-f cat.xml -
time 14:30 -wom 1 -dow sun -rp 5 -a 1

«  E(FA FTP BalEHEH

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser -pp puser -
po 8080 -pt http -f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

- EEEIFIEEERTL
racadm AutoUpdateScheduler view
- EZHEHEEER
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
- ERRITFERER
racadm AutoUpdateScheduler clear
o MImFE HTTP H= TS -
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

o NITFE HTTPS H= HETHHUY

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

{£F RACADM EFm&&EHF

E(FF RACADM K EEY | iBFEMA update T, BXRIFMER . 15217 dell.com/idracmanuals H1Z{HAY RACADM
Reference Guide for iDRAC and CMC ( (1Z#FF IDRAC FJCMC HIRACADM ZE15Z) ).

5
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- EFAENRFEEEACEIRS | BERLI TGS
racadm update -f catalog.xml -1 //192.168.1.1 -u test -p passwd --verifycatalog
o EAEFA nyfile.xnl EABRHHIBR TNEFFEEFTIIEERNES  FHTIERERSIS  BEALTSHS !
racadm update -f “myfile.xml” -b “graceful” -1 //192.168.1.1 -u test -p passwd
o E7EfER catalog. xml {EAERXEIER TN FTP EFMEENITATEERNES , BEBUTHS :

racadm update —-f “Catalog.xml” -t FTP —e 192.168.1.20/Repository/Catalog

{£F CMC Web R ESEFIEHF

EATLASER CMC Web RETEHTAT 7] HBRSS88AY IDRAC [Ef4.
E(§F CMC Web RETEEHT iDRAC B :
1. EFRE CMC Web FmE,
2. *:Z iDRAC Settings (iDRAC i&E ) > Settings (i8& ) > CMC,
BERNS 57 Deploy iDRAC ( ZF2 iDRAC ) T,
3. B Launch iDRAC ( [55f1 iIDRAC ) Web REIFH#11T iDRAC Firmware Update ( iDRAC [E{4&HT ) .

{£F8 DUP SEFREH%

{55F3 Dell BHTERAE (DUP) BEEHZ AT , IBHAR :

s REFER PM MIZERRINER.
o WMBRIBNERSEIT Windows IRER % , BEREFRERN Windows Management Instrumentation (WMI) BR%Z.,
@ i¥: 7£ Linux FR{§EFH DUP A HTEFE#T iDRAC El4RT , MNRER=FIEHER usb 5-2: device descriptor
read/64, error -71 ZEAUHZEE , BRME.
s WRRKRLET ESX EIEER  WXIFEEITH DUP X4 | iETRIRERLUTMS(ZLE “usbarbitrator” BRSS : service
usbarbitrator stop
E(FH DUP 857 iDRAC :
1. BETLTENRIERFTE DUP HESERF LiETE.
2. i&17 DUP,
BEEEH. BHERRETEETEESR.

{EiztE RACADM SBFAEIHF

1. BEEMYSETEE] TFTP L FTP iRS388, 490 , c:\downloads\firmimg.d9
2. 1B1TLAT RACADM #5% :

TFTP IRS3E8 -

« (M fwupdate 5% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
e f#Ef update @< :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP IRSSES -
o (#FF fwupdate 4p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -f <ftpserver IP>
<ftpserver username> <ftpserver password> -d <path>
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{#FH update @3 :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXELEE , B2 dell.com/idracmanuals R IDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM #p{THRESE1ER ) .

{#F Lifecycle Controller i=f2iRZBFEH

BX{FH Lifecycle Controller—Remote Services BEIEWFRISE , 15215 dell.com/idracmanuals _E32{EfY Lifecycle Controller
Remote Services Quick Start Guide ( Lifecycle Controller Remote Services HRIEN [ J#EE ) .

M iDRAC i CMC Elf¥

7 PowerEdge FX2/FX2s #1385 , BILAM iDRAC 79 Chassis Management Controller AR {F{EIBIH CMC EifIRS S = A AT
B,

NFAEH A, iSHRER

AT CMC FEIRSS SRR,

5 LCD AR B~ —&KigR "IEEEH" BEE.

R #H LCD BOHFEXR(ERE LED INMER R REHHGHE,

EEFNIRES | AR ERRDSWER.

;ﬁ?;%}‘f:‘f%ﬁﬁgﬁﬁﬁﬂﬁ%%ﬁﬂ:?iI‘ﬂ’iﬁ:’éiﬂ'\]ﬁ’ﬂiﬂ# (%0 10M B Programmable System-on-Chip (PSoC) ) RYSEHT , 1SEHAE FXIBEEFF
iz R

iZE CMC LA iDRAC i CMC Elf4

£ PowerEdge FX2/FX2s #l#&H , TEM IDRAC E#f CMC REHZBMHIEIFRET , IBFHUTLATERIE |

1. [BE1 CMC Web FRE
2. %% iDRAC Settings (iDRAC i&HE ) > Settings (ig&H ) > CMC,
BERPSE 7 Deploy iDRAC ( %82 iDRAC ) TTH,

3. M Chassis Management at Server Mode ( [RSZESHEIN TAINFASIE ) THISEEF | 5% Manage and Monitor ( SR
) | AT Apply (RIF) .

%5 iDRAC LISEF CMC Elf%

& PowerEdge FX2/FX2s #lf89 , I5561E IDRAC FHTLATIRE | SAIREM IDRAC B CMC REHZHMHAIE S
1. %Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,

2. B Chassis Management Controller Firmware Update ( #lfE RIS HIZSEHESh )
ItbEHE &7~ Chassis Management Controller Firmware Update Settings ( Chassis Management Controller E{4-E#RE ) T
EO

3. 4T Allow CMC Updates Through OS and Lifecycle Controller ( SRiFEISIR{EZR SN Lifecycle Controller 857 CMC ) , i5i%
% Enabled ( [5F ) LASFEM iDRAC & CMC [Ef4,

4. 7E Current CMC Setting ( 2iHl CMC i&& ) T , H4{R Chassis Management at Server Mode ( BRSZSE8= FRINASIE ) 15
IRE7~ Manage and Monitor ( EIEFIYEN ) . &RTLATE CMC IR EILIEIN,

SEMERSHESEMH

@E%%EWWJB%:I'*ZUE’M’E&I& , BIEEEMEHRIL, XE—TURAIIHEE. EFIPRIE N —REHS | SHIEETAIRTE RS
BTLARRANRSR.

{£F iDRAC Web RHIEEHERDHIEREH

(A iDRAC Web REIEECITHRIBELFIZE | 5% ZE Maintenance ( 45 ) > Job Queue ( {EEAGI ) . Job Queue ( {EMLBA
5l ) TWES 87 Lifecycle Controller fEAVEAFIENVAVIRZS. BXRATERINFERIER | 15818 iDRAC Online Help ( iIDRAC BXH1E5
B).

n
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ZRREA | AEEZAEAL |, PAJSERT Delete (MIER ) . TM/STRENSHIFT | EEPRIIEIIAGM Lifecycle Controller fRMIEAFYH#SRR, 12
BILAME T —IREHTS | SEBEMBRRTE LS, EAREMPRE T EASRY RN | BNEE [FAE T8 FEARSAI R,

VIREBIRSS AR IE IR BEMIBR(EAL.

{£F RACADM EEHIER B HEE

E(FF RACADM BEEDMEREH . 15/ jobqueue Fad., BXES(ER , 15817 dell.com/idracmanuals E32{AY iDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM &3 {TRES %ISR ) .

szies
L 2
ELZIg R ES
1&AILAENZR iDRAC 8 Lifecycle Controller SAFAUHMZEIENL , BMFELRIERS— N FREHITHR. Fla0  sNREHEEFER
Lifecycle Controller GUI F+4k , #&aTLA# A iDRAC Web REIEIRES. ElLABE —RERFEHS | SHITES/MEEHEHEIR.
TEEHE IDRAC F] Lifecycle Controller B4 Dell 58 14 {X PowerEdge IRS388 L |, [B1iR iDRAC EHIFL(ELE Lifecycle Controller [&
%,
EIRBEGER | LIRERGHEERIIAILZEEH. WREFHEEINTITE , ST ERIAFHHLTERBIRA, &
TREBIMA |, iB{#H Lifecycle Controller AR EFT , FEIFEAEELRANRA.
SR LA T RETEIGERR

5 Lifecycle Controller B9 iDRAC

BIOS

&= O-E (NIC)

ERZ S (PSU)
«  RAID i&HI28
. BiR
@ [i*: FeExdicHAiER. IRENIERFEH CPLD TEIHELR.

ELRESZ AT, BHBR
SBM[ELR DRAC B "EeE" BUR.
g "IRSEEEH" SERHEREMA Lifecycle Controller SEEJZRR iIDRAC LAGMUMHITEAIS FHIE 4.
N NIC HIREBHHE LOM |, BiztEEXHER.
AT LAERLA MRS A G EGELRE Z BIZSeARRA
iDRAC Web &RHE
CMC Web FRHE
RACADM CLI - iDRAC #1 CMC
Lifecycle Controller GUI
Lifecycle Controller Jtf2RSS

- N
£ iDRAC Web 5 H[EIiZENS
BEEIREREE | BHITLATRE :
1. T£IDRAC Web RE , #Z Maintenance ( 4P ) > System Update ( ZZ4EHT ) > Rollback ([Ei% ) .
B*(;%I),IQI;;Ck (B ) TEBERTUAEEREHANRS. FOUBEEREEIR. KHFANRE. HaiLEiEARAF00] BEAE
iR o
2. ER—AHESNENEEREHIIRE.
3. ETFFhi%&iR% , B Install and Reboot ( ZEHEHSIS ) 5k Install Next Reboot ( FIXEMEISHIIRE ) . MNFRUEE

iDRAC , BPAE T Install (&2 ) .
HREFREHFENSISE FRAENSISHEREN , BEx "EEEFIELAG" BE.

4. B Job Queue ( {FAEATI ) .
IAHEEENBASITRE | S LESEEIESEE S FEG .
@ [iE:
- EEEREX TR , AESEFIEE | BiR#ERREESHENT.




HELUTER MEERERER -
«  IHRBELR DRAC UMHAEHHIARSS SRR | BiRBEIR iDRAC EHAIECERIR.
« EMEIREES— I RIEFHIT.

EEFEETHENMSEHN AT EITRE.

YN Lifecycle Controller BZRENTFIREIRT | FFEEEA DRAC LISMWE MRS HITELELR , MFERF Lifecycle
Controller FHEE~ENATELER,

{EF CMC Web R EELRENF

(A CMC Web RHEELZR :

1. BFF CMC Web R,
2. $Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
BERI<E7 Deploy iDRAC ( &% iDRAC ) TN,
3. BA Launch iDRAC ( 2l iDRAC ) F#14T (£ iDRAC Web FEEIZEE bPARIREEHESER,

{{EF RACADM [EIiEEN4+

1. {#H swinventory apSHRBERRINESH] FQDD :
racadm swinventory

SHFEHEEREERIRES , Rollback Version MR Available, B4b, B\ F FQDD,
2. FERUTHSEIRZREL

racadm rollback <FQDD>

EXEZER , 5207 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM @S fTRESEIEH ) «

{5 Lifecycle Controller Bi&E{4

BXER , B25 dell.com/idracmanuals 32t Lifecycle Controller User” s Guide ( Lifecycle Controller FBF$SET ) &

{#5F Lifecycle Controller ici2IRZOIEE4

BXEE |, 1525 dell.com/idracmanuals _H12HAY Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller
Remote Services RIBN|JIEFE ) »

W& iDRAC
i{I,DERAC SIEFRMRERAWE , LRRE 5158 DRAC, EHIRTEMNNKREMEIRFFEEELRNS|1SEER | BHITLAITR
+ IDRAC 5| SiE2FSENZIRE 5 |1 SAMER.
o RSEERSHHRE LED T LKA 172 FOAGEZRANE,  ( LED 38R FHIZRR SRS SBAUSHE |, (T /I FTUIRS M
EED )
5| SEFIELEERIA SD RIEHE.
{$5F Windows MERGRE SD R8N FAT 8T | SiE R Linux BMERFISEE UL EXT3 182X,
1% firmimg.d9 £%Z SD k.
¥ SD RIENIRSSEE.
5|SEFSIEN SD & |, iLAMRAY LED FE T EERARERITRIAE | RBY firmimg.d9 , EEFYRAE IDRAC , SAIBE# SIS IDRAC,
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FHnIRSREENIF

EHLEHRSEE , ©4E BIOS. RAID. NIC, IDRAC, Lifecycle Controller IR FE (NDC) H&MAM FELEERIEHBUSEIAR
XEAHNEERE. SHRFLOEERIELIE. ERNEREMT. SHCIRRNMY , ETLUEHRTFE] vFlash SD £
BRI (CIFS, NFS, HTTPEHTTPS) .

ERTLABAMtIETE—X. BB NEM RS SFEENTEHRED.
ZEILAEEIR IDRAC |, RIfERRSS SRECE M & D Bk RIB(FIEFEHT.
FIDTHEECIREIF T | IDRAC Enterprise FRIIEHRALLLIIEE.
ERITRIDIRFZAT , BHIR -
Collect System Inventory On Reboot (CSIOR) ( EE#5 | SAKNER A RIRSM [CSIOR] ) EEFHE. MR CSIOR ZASEIRHIE
5, BERUTHEE :
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

£ vFlash SD R EHUTED |, BHATLATRIE

vFlash SD REEAN. SREMIHIIEK.
vFlash SD RBEZE/ 100 MB RIRTRIBT RN X4,

FHNHEAENZRAFSEEIRE. BEER | UINRTBTSNIRS S &R ERIENL YR,
FINHEHEICRTE Lifecycle R,

@ iE: WNESRIBTE Windows 10 IRER S _LIER NFS SHIRSSSREREXHHBEHRNSHAIESSEEE SR | i51E
Windows IIEErhB A NFS E iR,

{EF3 iDRAC Web REEF{BARSSZRECE I

(3 IDRAC Web FREEMDIRSSZECE M

1. %EZ iDRAC Settings (iDRAC i&E ) > Settings (& ) > Backup and Export Server Profile ( {1 SHIRSEEEENX
%),
RS E 7 Backup and Export Server Profile ( SHMISHIRSSSFECEY ) TE.

2. GRS —(REFEOGREG

Network Share ( FI4EHE ) : 7£ CIFS 5f NFS 1= HRIFE D SE,
HTTP 8¢ HTTPS : 18T HTTP/S SX{HEMIS RO X BYRRFEI A B34,

() |i%: %% NFs #HE[F , £ iDRAC f , JHRAPEEBARE, XEHATIZESH iDRAC B2,

3. BEE{DAY File Name ( X{## ) . Backup File Passphrase ( & X{#&18%8i& ) (™i&) . Confirm Passphrase ( #iiAZH3
B ) #5,

4. WSRIEFE Network (FIEE ) 1ENSHIE | BRNBNAIMEIRE.
@ |it: EEEMEHEREN , BNAENAPSNZBERRGTY . EFERAES SREDIHTY.

EXEFERIEE , 1557 IDRAC Online Help ( iDRAC BX#E581 ) .

{EF RACADM &F{ARS=ECE S

EfFH RACADM B0 IRSEREE N4 | 1B systemconfig backup <,

BXEZEFER | 557 dell.com/idracmanuals 2{#f9 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM & TRESE1EM ) .

it B &N AR 2EEE

LR HETFE—X. BB TR RSB E S0,
T RIRSSSEE MBS ZA , BER
E/2H Lifecycle Controller [ Collect System Inventory on Reboot (CSIOR) 1%EIR,
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EEBMERENNY (NTP) , EERIERE AN ETH I EAISERRET TRIELIR F— iR LAY B RTE.
Zfx vFlash SD R EHUTED  BHUTLATERME

o A, BRFI¥IAM Dell 235 vFlash SD K,
* VFlash SD £EB BB EFES D,

(D [i%: RzIH{ER 1Pv6 i+ RIBRSS SBEE X EEH.

{EF Web REITRIIRSSSRECEXIFBHNEN

B RS [EEX M EED | BHUTLATERE

1. 7E£DRAC Web RE , 5= iDRAC Settings (iDRAC i&HE ) > Settings (i&H ) > Backup and Export Server Profile ( £F{#

MSHIRSESEHENH ) .
ItAE E7R Backup and Export Server Profile ( &1 1S MRS ERACE 4 ) WAL

2. EFRLITEIZ —(REFE0GIREG

Network ( RI4& ) , LATE CIFS 8¢ NFS H= HEFSD UM,
HTTP or HTTPS ( HTTP B} HTTPS ) {§f8 HTTP/S X{HEHISIFIEZ O 4,

3. MNP File Name ( 4% ) . Backup File Passphrase (optional) ( {33 {4 8i5Ei5 [F]i%] ) #1 Confirm Passphrase

(HAEIBEE) -
4. WNSRERE Network ( W% ) {EAXHE | IBRIAMSIRE.
@ |i#: EIEEMEHEEEN , BENASHBFRSHSHEREHEY | EFRERAES SREDISHFY.

BXZFRIVSE , 528 IDRAC Online Help ( iDRAC BXHLESE] )
5. Bk Backup Now ( 3ZB#{% ) .

RIS | HE TR RIEOREF R AR R R R EREl ., SRS — P LAFHEASHE | BelET

— M EEERROEL. FiDIRSSRRECE S IHRFE AT XIRI B HAFOR AT,
{$F RACADM itXlIBRSEEEEXFERFR
ESRBEMED | BERLTHS

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

B RIIRSREEXAED | BERUT®S

racadm systemconfig backup -f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom
<1-28,L,’*’> —-dow<*,Sun-Sat> -wom <1-4, L,’*’'> -rp <1-366>-mb <Max Backups>

ZEELANEMITY | BERLITSHS

racadm systemconfig getbackupscheduler
ZEHBMENIEE  BEALU TS

racadm set LifeCycleController.lcattributes.autobackup Disabled
ZEbREmIHR | BERUTSRS

racadm systemconfig clearbackupscheduler

BXEZER | 1557 dell.com/idracmanuals 2{#f9 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM &% TRESE 1SR ) .

SAESSHCE N

AIEREDIRME X SANTIRRE—a RSN ENE AT EN5 I SRSHE.
SAIREERFN.

RERERR
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@ [iE: WFERRE | RERSTFENSHXHPROESITELRER. ERFMFERTHRBERNRRAHHBUTSHXHH
{REEHRGENIEE. MRAHARXAEHERMLE  SiIFHENHEERIBISICRIEGRABETH.

PITSNIREZRT , #RIEAT Lifecycle Controller, YNERTEZER Lifecycle Controller FYSEHNSNIRE  BERUTHER :
Lifecycle Controller is not enabled, cannot create Configuration job.
LSNEFERITHR |, MREEREHESNEE  BERUTHERER
Restore is already running

SANEHEIZRIE Lifecycle BEH,

& IAM
2 YN
EEIRRSSEPERE | BIERINsERHEE AR TSR
o RFERGIRE
SR
UEF! Diagnostics [ FBfER
RAEFLEIRE—BIOS, iDRAC FINIC

Easy Restore {#Fg Easy Restore [NFREBHEIRE. SEEHRIIRHFBRSM , BIOS £Eif DRAC , FHERGERSZDEUE. F—
N BIOS FRESIENEARIRSGIRES., iR UEF 2R AERF. 51 BIOS RRSRRERREAREEIRE. WREEERNE
F%— BIOS BR LHEIEHERNEREMGIFRERSIFE | WERXBTRE— BIOS BE&E. £/ BIOS FREREEE—
xR,
@ iE:
XL EREMA CSIOR WASBMAREEIRE. HIRESREH Lifecycle Controller ¥ CSIOR,
o EFEBRASNERERIRESFEERERENE.
o BIRERASEFMEMENE , GIMNEHEMR (&, vFlash iEskIHE-REIE.

{£F iDRAC Web REIGAIRSSERECE %

Z(§F IDRAC Web RESAIRSHEEXY

1. %5Z iDRAC Settings (iDRAC iZE ) > Settings (i&= ) > Import Server Profile ( SNIRSREEH ) .
B 27K Import Server Profile ( S N\RSEsECEY ) TUAL.

2. ERUTMME—TUSESRDXEHHIE
Network Share ( FIZEHE ) : 7£ CIFS & NFS &= HRE&DSUHEIYE,
HTTP/HTTPS : IBid HTTP/S MHEMIS RN X USRFEIA 1B 14,
3. BAFIDHY File Name ( XXf4% ) . Backup File Passphrase ( & 4Z358i8 ) ( ®i% ) F1 Confirm Passphrase ( fiAS
BIEiE ) iF15.
4. BINEDHI File Name ( X8 ) FIINZEZMLEE (2% ) »
5. ANERI%ERE Network ( %% ) {EAXERIE | BRINAMEIRE.

O [i: EHEEMSHZLEN , BNASHAFSNZSREREGEY  UFTERAES SREHEHFE.

BXEFRISE , {5215 iDRAC Online Help ( iDRAC BXHESES ) .
6. 79 Virtual disks configuration and hard disk data ( FE B ECEFIEEEGE ) R TEH—IT

Preserve ({RE ) — {REE RAID Bl. REMMHAER. EHISEEMMRSHIVREEE A BE ORGSR ETREIS TR

HEAPIRE.
Delete and Replace ( fliifH &R ) — ¥& RAD K5I, EIHE. BHEEMNRSTIERESEEME: | FRASHME
X REEE R,

7. B8,

RSB EX M SNRFER.
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{£F RACADM SRS &N

B RACADM SNRSEEEE Y | BfFF systemconfig restore &%,

BXEZ(ER , 15817 dell.com/idracmanuals 28 IDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @3 {TRESE 15 ) .

& [RIRIEIR

WIRIBEIRE

1. ENRFEXA.

FEHHEEBTIERIR Lifecycle Controller,
FNERITF.
RENEE R SRR ETT K.
FNEFXE.

iDRAC EM4FIBCEIR UL FESThK.

iDRAC EFE50.
EENFNAERFTFFLUKEEETE,

(EAEMRFESET RIS iDRAC

e LA Dell Management Console B, Dell OpenManage Essentials Zx#F0%0 iDRAC, &t aJLAERE Dell Remote Access
Configuration Tool (DRACT) 3£&#k iDRAC., EFIEMHFIIESE Active Directory, BXEZEE , iHSHENBF{SHE.

2 iFiRSSRIBERENE — SAHISH

IRSSRECERCE X (SCP) RIFESANTISHIRSS HEE X,

FBRPE AN EIRIEFIMRIES ( CIFS, NFS, HTTP & HTTPS ) BAFISH. M SCP , EalLUGEHEASHSE BIOS, NIC
0 RAID FUEHREIERE. EaTLAE SCP BANISHEAERIGEE CIFS, NFS, HTTP B HTTPS RMEHE, EalLASAIISH
iDRAC. BIOS. NIC 1 RAID FUEENELE G EE E WERBR—IIE IS H.

FRFELEEE(RIEFEIZITHY SCP IS SAESY , SEREEER  EFSNAEE.
BT GUI BESABSHEEIEIE Fll, B "Job Queue” ({EABATY ) MEHFEEIFIRTE.

@ |i#: BfEtIHRES NS P ikt
®
®

M BIOS iZ&Tk F2 #1725 ISE R

UEFI 225 | S AREGHERESXAE |, £ URF EiS UEFH EZRSE (0S) ZiAnRE N E AL 2FE. E UEFI 225184, B

RIS EIE RIS MAERH TR | ReA RUFINEENETARYE. L25|SEERE , FHES I SIIBFIENEE

REEHRBIGE — FaES. EIR-FURERSS | SINEER.

Z—aY REHED (UEF) ISR — MEIETRS | SR RARER TN | £ UEFI IBEREN TRE5 S, BN RSN,

%%g&gﬁ%nﬁwﬁ%iﬁ?%ﬁ%ﬁﬁﬁ%ﬂfﬁﬁtiﬂﬁ , LURFEIRENE. {ER UEFI ABEM—E89 | £25|18RRIRXTFiNG|SHRiEH
\§ | /j_—\; o

BRERT , UEFI 223|154 EIERE M UEF IRBIRNERINE, , EFx—RKERHE , HEARFRERERIET. SO mERL 25|

SLINERERNIE B IRGIFER.

1E Dell 55 14 (XFIEShRARY PowerEdge BRSZES E | ST LUEEERARRISRE ( RACADM, WSMAN, REDFISH 0 LC-Ul ) [EREk

ZR%L 23|15k,

® N oA ODN

it BALANSENFEMEIAS A RS REEX . SEEEFESANNIERESHEEXM. ., SA xml,

iE: IRIESHAUEHER (1BERiERY ) | TERISSBRM. fi0 , export_system config.xml,
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SRR

Z25|SRENES PKHR—PER | B KEK FaJE S EH. BRERT | FatliEasFamaEtr S R PK A
Fh$A. =77 (a0 OS RMUBFIMIFIRMR ) 48P 5 KEK PRIRAXIMAFAR. BIEXMEN , FEMEERE =TI LIERSE
RFEhiNINEBhR db 8 dox VAU E.

LE5| SRR do F dbx NI | SRMESIHHT. ITERITRIBMESE | RS db ISTRIEEEEGIEXEL | FF RS
?3 %bx *%ﬁi’ﬂ%"iﬁéiﬁ&ﬁﬂ@%ﬁ%o EZIERT do B dox R, WRHRER PK Bl KEK 788, H=INERH PKEKEK RS , B3
FA PK H{TER.

& 14: AlEZASUHE

REgLRM EFANHER ESHNET RS FRFNRKICRE
PK X.509 iEH ( {XFR i DER —F=
&) 1. .cer
2. .der
3. .crt
KEK X.500 TEH ({RPR—HtH) DER cer 20
%) " B
NEEX 2. .der
3. .crt
4. .pbk
DB §1 DBX X509 FH ( (PRI DER er E2
) " IR
EFIBRM&: ( RAE BIOSEIHHEFH 2. .der
SANBEHE )
3. .crt
4, .efi

ALUBITERSE “System BIOS Settings”  ( &4t BIOS 188 ) FAY “System Security”  ( RAZREM ) ihiRRE5|1SiIRENEE. BHEE
"System BIOS Settings” ( Z# BIOSIRE ) , BAFHBEHITEF B ABIRIRITZ F2,

ABRT , Z25|898EA "Disabled” ( BZF)  TE5ISHKIIREN "Standard” (T ) . EfcETES|ISKEE |, &
MEAZe5|8.

L5 |SERIRENNERN  ERAESH WENSANEBRFIEGEESAYIE. WETRIPER. IRIERF. &
I ROM #5 | SIIHFERFRIZ 2.

BHIRS e L STIFFVIREE e EL | MR S5 | SIEREFEXAY DB FEMHERANIER. AL, “Secure Boot Policy”
(Z25|S5KE ) WRBCEN “"Custom” (BENX) .

& "Secure Boot Policy” ( Z£5|55kHE ) BEEA "Custom” ( BENX ) it , BEEHARERRHIIEARELBIIMERE (&
ALABAEL]) . & "Secure Boot Policy” ( &£5|S5KME ) BEEN “Custom” ( BEN ) i, BHALBITER. B, 8 #l
. 2EkR. ERURESTEREIRE. FRAXWRE , BB ERS5 SRS,

24 "Secure Boot Policy” ( Z£5|S5KHE ) BBER "Custom” ( BREX ) B, JSHEIRBIEPEEEINER , JLAMERSH. &
A, Mg, £2Mikk. ERTNSTERSZISERITERE. EULUSREENAISRE (PK / KEK / DB / DBX) , AGBiTEHHEMN
FEHERITEXIRIE. S EoEMRENITEAN. SH. BRFIEBRENNEE. FEEETERYER | BREUR T 2RTHIE
B. 2RI EIREN A RISESETNINRIE. 25MrSRREE RTINS EEIBMEHEE  MEBEIRSMR
TR BOAE B FE RSB BIMEHEE,

BIOS &8
BIOS IREINRERIHENFHERIBRETFANIRE BIOS, WIRERFF AT BIOS BithFEIaNEHRIAEZEIFNAY BIOS , MR8

BEE., SHLREE{ER RACADM 551 BIOS k&SR, EHITESRN BIOS kS , 1555 iIDRAC RACADM Command Line Interface
Reference Guide ( iDRAC RACADM f${TREES%$5R ) , it : Dell.com/idracmanuals,
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figE iDRAC

BT iDRAC TJEEE iDRAC B, IRERFPLURIZEER , HITInESEIRES.

1SFCE IDRAC ZHT , IBFBIREECE DRAC MR BN STIFAINILEES , HEFMAEANFANIE. B iDRAC FralsKiFalAITheerE S
E8. , 1557 iDRAC FaJilE,

EETLMERLA T 737AECE IDRAC

iDRAC Web FRmE

RACADM

IFEARSS (iE&05 Lifecycle Controller Remote Services User’ s Guide ( Lifecycle Controller Remote Services FEF1EE ) )
IPMITool ( i5£5 Baseboard Management Controller Management Utilities User ” s Guide ( Baseboard Management Controller 18

NEREFRFER) )

ERLE IDRAC :

1.
2.

N O o N o

8.
9.

10.

1.

12.
13.
14.

15
16

ERE| IDRAC,
WELE | IEXNEBIRE.

® |iEE: WMRESHEE iDRAC MR E , i57E iDRAC IP jtthiig Eidi2rh (M iDRAC IRB N MER | ARRHRILEE.

BCEi/3i8] iDRAC RS,

FCERIER .

WBEVE  EERRNE.

WBEVE , EEENXFINERIEINY (NTP),
#1372 iDRAC FILAMEHIRIEBIESE
IPMI 8, RAC 17

IPMI Serial Over LAN ( IPMI LAN _E881T)
LAN _E IPMI

SSH & Telnet 2 i

SREXFTERUES.

S INFIECE R BIPRAY IDRAC FF.
FLEBFIE R FHRMAEER. SNMP FEREL IPMI 2545,
WBERE , RENER IR,
BRLREERER.

WBEVE , BEEEIIEHISFIEIAE.
MEWE , BtE vFlash SD K,

WIBEYE | REFE5ISRE.

CWERE |, 5 OS iRE N IDRAC HiE.

£ -

BE DRAC (28
BRNEIRE

FIPS &5

RS

& TLS

5 VNC ZFin EIRIieiRSES
EEEREIRETRR

FCERTXFI NTP
REFE—5I58E

EFEEEF OS B iDRAC HiE
SEREGIEH

{88 RACADM EEEZ ) IDRAC
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ZRmRILUERENR S LA DRAC BEIRE

8% iDRAC (58

S LAEE DRAC NEAEM.

{HH Web REEZE iDRAC (GE

1£ IDRAC Web REH , #Z iDRAC Settings (iDRAC iZE ) > Overview ( #}:8 )

BISE , 5505 IDRAC Online Help ( iDRAC BAALESED ) .
iDRAC i¥i(E2
. IREHEH
o TE{HRRA
o EHRRA

E4-EH

RAC B&]
o IPMIBRAS
o OIRERISIEEL
- HEISiEH
o IPMIBRAS
iDRAC fRSZ1ER
EEIEE
o AMENIERE D
ML OIS 1D
LEIMIEIRE
o iDRAC MAC itk
SESIRY NIC 20
. DNSEE
LA IPVv4 188
IPv4 B2
DHCP
2481 1P btk
LIRS
EENEES
{#F3 DHCP $XEX DNS fR53e8iit
HBUE% DNS IRSSE8
4BI%E A DNS IRSSE8

L@ IPv6 iR8

B IPv6

BalficE

481 P ik

LET P [
PERS A BB

{85F3 DHCPV6 $XBX DNS
LBTEN% DNS RS S:
4B DNS fRS5EE
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{(iFH RACADM &5 iDRAC (E&

B(F RACADM &ZE iDRAC {E8 , 1525 iDRAC RACADM CLI #8888 5JA , WIS © www.dell.com/idracmanuals HREHRY
getsysinfo B get FapSiFEMAER,

(EeamEhseE

{53 iDRAC iR B/ FIFEFEIE IDRAC MEIREfS , BIARRTLUEIT iDRAC Web FE. RACADM, Lifecycle Controller, Dell Deployment
Toolkit #1 Server Administrator ( 5|SZEBRERAR ) EXIRE. BXTETSPRZENFMERS | BSRIEMNNBFiERE.

E{#HFH IDRAC Web 5EEE RACADM [ERNEZIRE |, S EBEENR.
Q) |+ EXMERETEESEISR iDRAC RILBIRIEIEERET,

{EF Web REEIMEZIZE

2 IDRAC REIRE

1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Connectivity ( iE#& ) > Network ( 4% ) > Network
Settings ( PILISHE ) .
FEEDS B RMIEETamE.

2. RIRGNEKRIEEMKIZE. BHIESE. IPv4. IPv6, IPMIF1/8L VLAN igBFHEE Apply ( BZA ) .

UNER1%E Network Settings ( PI4&i2 8 ) THY Auto Dedicated NIC ( BEIEH NIC ) , 24 iDRAC A9 NIC 35EITg LOM (1.

2. 38 4) FHETE DRAC TFRY NIC A& NZI5EERT , IDRAC &8 X NIC EILMERERAY NIC, WNERSEEER NIC L&)

?g”*ﬁ , B4R IDRAC fEFH= LOM, NEETIAER@BIT AT , kA 30 #, ERILAER RACADM 8 WSMan EEELL
nH‘{ o

BXEFRINESE , 15205 iDRAC Online Help ( iDRAC BXHEEE] ) «

{EF it RACADM (2oL &

BT RAMNSBREMTIR | ERZBS

racadm get iDRAC.Nic

E(FF DHCP 3K IP itk , SR TEN®SEAXSR DHCPEnable FEFLLINEE.

racadm set iDRAC.IPv4.DHCPEnable 1

LAl Ean e FRan S BECERTRHY LAN RSENE |

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set i1iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set i1iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

®
fBoE IP fisit

BRT FFIRIEZSL | i73i8) IDRAC BIERLA MR iR ESHIZ 2

i*: Y154 iDRAC . Nic.Enable 8% iDRAC.Nic.Enable &3 0 , NIBD{E/ZA DHCP , iDRAC LAN th&4h FEERIATS.

fig& iDRAC 75


https://www.dell.com/idracmanuals

IP fEIZEPR&I51A) iIDRAC ROZFimAY IP HHIBTE. BEMENERA P It SIEEASEEHTIR  FRAVPREEEE (HIP
WHHITFIZEER ) B IDRAC imiE). FrEEMERIEREBIGHIEE,
SR IP DR A ES SRR , MEMHEINZI TR ERERER DRAC, MIREERAMSIAR , MeIHEE
30 WEBRER. NREERKUWSIEFR , WNRIFHEE 60 WEBRER.
ggﬁg P IS RAMORERTR | RIDREBERSRHERETICR. SRPAIHERE , KWALICREHER  FAERSRT
HERBEE.
Q) |iE: MRKEEFG P ISR IZXEELE | V8 SSH ERREETRLATSER : ssh exchange identification:

Connection closed by remote host,

iE: UNSRIE(EA Dell Deployment Toolkit (DTK) , BXINRANSEIESH OpenManage ERETREAFIER 7TA | ML :

www.dell.com/openmanagemanuals,

{§5F iDRAC Web RETCE IP ik

BB E "BE" NRAREHITIX R,

ERLE IP ik

1. 7EDRAC Web RE A , #%Z iDRAC i858 > IS > ML > MEHSE > SRMEIEE.
SN = DR

2. BEERMEIEE.
BERNSE7R Network Security ( ISR 21 ) TTmE.

3. A 1P HtEEA 1P SEEFREIBIERE P HitiRE.
BXBZIGMIEZS(EE. | 15205 IDRAC Online Help (IDRAC EXHLEEED ) .
4. BENBRFRE.

B ERS B IBRE — FIPS EEEBFF ARG EATFERIN—ENE, FIPS B EEHEE FIPS 140-2 1 RIER, MFEX
FIPS IR , 55T iDRAC 1 CMC B FIPS FBBF4E

O |i: R FIPS i3t , 3% iDRAC EIRMERIAIRE.

{5F RACADM [ & IP ik

W mBE "BE" R SEHIITIXLESE,
ERE IP %k , (£ iDRAC. IPBlocking BHHILLT RACADM IT& :

RangeEnable
RangeAddr
RangeMask

RangeMask BHXHEN IP HIEF] Rangeaddr BIEIIER. MNRERERE , WATHENERIBKIGE DRAC. MIBESMY IP it

WERSSHGER,

MRUTREADNFTE BRI

)

RangeMask & (<incoming-IP-address> ~ RangeAddr)

IP TR
LA RACADM #3544 BEZE 192.168.0.57 LASMYRRT IP Hbiik
racadm set iDRAC.IPBlocking.RangeEnable 1

racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set 1DRAC.IPBlocking.RangeMask 255.255.255.255

BEEFRIRHIZ—HIT/MESE 1P Hutk (5140 , 192.168.0.212 F| 192.168.0.215 ) , MRS R RRE(RA MILAIMIRFERL |
racadm set 1iDRAC.IPBlocking.RangeEnable 1

racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set 1iDRAC.IPBlocking.RangeMask 255.255.255.252

SEEERBRIREFTIIRE S 262 , Hi#HIEE 1MN00b,
BEXEZER |, {525 iDRAC RACADM CLI 88 =T , ML : www.dell.com/idracmanuals,
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FIPS {23}

FIPS REEBARIBNSAS VIERITENNZ2RE. MERZS IDRAC 2.40.40.40 FFHA , iDRAC STHFEHA FIPS 1,
153E IDRAC FBERIBIETVAELASZHS FIPS 18,

32§59 FIPS fRz\FN3X1S FIPS ISIERIARRE

BB S N R SR IGIERE SR  TIIERYIRAFR A FIPS IAE. ERTF5eRk FIPS FrasfuRtial . HIEFrBhRANEY iDRAC #BRIGIE, BX
iDRAC 4 FIPS IiFRISRSTIASIEREE. , 555 NIST Web i FH “Cryptographic Module Validation Program”  ( INZEIRIGIEFE
FF ) TH.

[=2H FIPS {53

B FIPS ##{0]§ iDRAC iR PHI HINMRE. MBREBBIREIRE | FTRINIRSHREE XY (SCP) , AGBHA FIPS 18
I , HTEER iDRAC [FIRE SCP,

O [iE: RSB BHEEXFHR iDRAC Blff , FIPS SRR,

EFH Web RHEIEH FIPS &z

£ iIDRAC Web 5REF , SHiZE iDRAC Settings (iDRAC i&& ) > Connectivity ( %% ) > Network ( {45 ) > Network
Settings ( PI4ZiZE ) > Advanced Network Settings ( BRMILZIEH ) .

2. EEFIPS £+ , EEBBHEERA.
() |i*: BH FIPS 83413 iDRAC EiZHEAIRE,

3. RRRENHEE | IREHIAEN, B OK (##E ) .
iDRAC 7£ FIPS Rz EHTBH. FRHED 601, AIFEFEEE DRAC,

4, L% DRAC BISE(BIES.
(D) |3%: BKIARY SSLIEBTE FIPS 8t f8iF.

i¥: Ut iDRAC A , i1 IPMI #l SNMP BONRAEIEESSENE , FAISIER FIPS,

@
i RACADM [3H FIPS &3

{88 RACADM CLI LIBTLATSS -

racadm set 1DRAC.Security.FIPSMode <Enable>

£:H FIPS &3\

EEH FIPS #R= | it iDRAC Eig AW BUAIRE,

BcEARSS

18R] LAE IDRAC EECEMBERBLATARS !

FihEE {3 RACADM #1 iDRAC IREAFERFZELE ( MENLERS ) 1518 iDRAC BLE.

PILEARSS 2R SFE%Y IDRAC Web RERIIIE], SNREZERZ Web R, IZfE RACADM tISH#FZEF, 15{ERAZAN i RACADM
=TSR Web fRS3ESFIITTE RACADM,

SSH BITE4 RACADM 18] iDRAC,

Telnet BT E4 RACADM if5]a] iDRAC,

X2 RACADM #2151 iDRAC,
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Redfish JEF Redfish RESTful APl B937 43,

SNMP {{IE 1Z iDRAC H/EFEXT SNMP &1 ( GET. GETNEXT I GETBULK 12{E ) 89374z,
BMREFIRSKE BRLDXERBERFES.

EF

VNC R385 BEHEEEHAYE SSL N B9 VNC IRSSEE,

(£ Web RHEACEIRSS

BE(EH iDRAC Web REMERS :

1. 7EDRAC Web SR+ , %% iDRAC Settings (iDRAC i&E ) > Services (BRSS ) .
1587 Services ( IBSZ ) TUE.

2. ISEFHRER  REHET Apply (B ) .

BXREHREMNESE , 15218 IDRAC Online Help (IDRAC BXHASES ) «

@ iE: i570i%h Prevent this page from creating additional dialogs ( BELEUCTREIGUZEMTINAIRHEIE ) SikiE, EIFULEIRS
BEIEZBERERRSS.

{£F RACADM fic&hRS3

Z(FF RACADM [SRIFNEEAMRSS | 1B set apSFILATRATAIRISR :

iDRAC.LocalSecurity
iDRAC.LocalSecurity
iDRAC.SSH
iDRAC.Webserver
iDRAC.Telnet
iDRAC.Racadm
iDRAC.SNMP

BRXLIIEINEZER |, 15217 iDRAC RACADM CLI #8F aTF , MIHESS : www.dell.com/idracmanuals,

[EFSEEA HTTPS EEM

NREATSEOA DRAC IEREXINESAIAEN HTTP BHEEBE HTTPS S AIRINRERTEXER , BRI LUERRLITS
TUBCE IDRAC : ZEFM http im [ ( BAAJ9 80 ) EREAE! https iiwH (EAIAJ9 443 ) . BUABR T , ERTERRE. BEHEFF
ERE| IDRAC LIELLIREER. WRZEAILINE  2Br—FESHE.

HWRES "FiE iDRAC" BIRA GBS ASER HTTPS XM,
SRR INEERT | 187 Lifecycle Controller BESM4HIER—1N 4.
EZE HTTP B HTTPS FIEEM :

racadm set 1iDRAC.Webserver.HttpsRedirection Disabled

EEA HTTP B HTTPS IEEM :

racadm set 1DRAC.Webserver.HttpsRedirection Enabled

BEE HTTP | HTTPS REERAPRE :

racadm get 1DRAC.Webserver.HttpsRedirection

foE TLS

ZUABERT | iIDRAC BeEAER TLS 11 FIESRA. EeJLAELE iDRAC LMERLATNMEE—IN :
TLS 1.0 FIEShRA
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TLS 11 FIEShRA
PR TLS 1.2

Q) i+ ERIERLSIEE , Dell BIVSHEME TLS 1.1 HIESIRE,

{58 Web RHEECE TLS

1. %#%Z% iDRAC Settings (iDRACiZE ) > Services (R53) .
2. ERik Services ( |g5% ) 1EIME . SA/5E D5 Web Server ( Web R5388) .
3. 7E TLS Protocol ( TLS ¥ ) THIFIZE | iEF TLS hRA , SA/FHTE Apply ( BEA ) .

(i RACADM Eg& TLS

EIGE TLS B ERINRA

racadm get idrac.webserver.tlsprotocol

BFIQE TLS higAs :

racadm set idrac.webserver.tlsprotocol <n>

{£A VNC EPFinEEixiziR5S R

{53 Dell Wyse PocketCloud FETWIAIRaMRERT , ERILMERRERTTIN VNC ZRinkEIRTERSE. SEREPOPRIRSSS

ZIETAFRY , IDRAC B FRASKEIRRXT SR FAEEIS. EHERBHEFMFE; SMS RXEIBMRELUIRMBEIIER

FEERL FRY VNC EERNARER. It VNC BERALUEERIIRS 8 ERRERS/ EIWISIEER | FHEAXIRE. TR
BARENIRSSRANHIESPRMI T ERIF NG, Bal VNC ZEFIRZAT , BWSA VNC BRSS=FFHECE IDRAC HRY VNC BRSZERIRE
(fIgn , =88, VNC imHS. SSL INEFNERNE ) . ERTLASERS iDRAC Web SREEL RACADM RECEIXEIRE.,

() |i%: VNC 52 E3RSIFRIAYINGE , 7 iDRAC Enterprise VFaliERIR{E,

R UAMIFZ VNC RIS ma /i (40 Real VNC B Dell Wyse PocketCloud FREGAERIIR ) FRid TR,

2 N VNC BFmRIEALIER—REEE. S-Sl T RisE.

BN VNC £1&EN , MR BeEREmEIIEH SMmAREIIEH 8BRS RIEEIMN R,

MEIVRINZEZERA |, U VNC BRImREGEEER RFB 12F , HEAFE SSLIEF. & VNC BFImIESF (RFBEL SSL ) HAE , 1R

B— VNC STEATEIRSEHE ENER G SIECHTF , WHHR VNC ZRmSIBRFHIEME, E5epdliniEFRE . VNC IRS:15
ZREIIEFIEHBENATFEINR. VNC RUFLLEE | VNC IRBEETNEREINEFHI SRS ( BERxEER ) .

©) iE:

» ZiDRAC NIC & FHEEXNHBEINERERE | MEERIEERNLM, EXEREAR | NEENTEMIRERRYEDD
VNC ERif , M VNC £iFTJgERXH. B RESI8AY ( 79 iDRAC Web SREFA Services ( JRS3 ) AT VNC IRSSERiE
BERENE )  AREFREIZ VNC EE,

« WX VNC EFiREORIMEIEE 60 f , WEFIREOISEXHA. SHFFTHHN VNC 2iF. REBE 60 PRRKK
VNC BERIREO , SRS LA =RH{TER,

{FH iDRAC Web RHEECE VNC BRS58%

ERLE VNC IRSB5E8IRE | IBHUTLATRIE

1. 1E£IDRAC Web FRES , 6= Configuration ( fitE ) > Virtual Console ( EI=FI& ) .
G E7R Virtual Console ( ERUEHIE ) TU@.

2. 7£ VNC Serve ( VNC fRS328 ) #B9 , JSF8 VNC IRSS8: | 1EER. WS | FHSHEEERA SSL %,
BXREFERIMSE | 1558 IDRAC Online Help ( iIDRAC BXHAERD ) o

3. ETEMIA.
VNC RS E5RIBELE.

1T
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{F RACADM Ec& VNC fR55E5

HEALE VNC IRSSE8 | 1B set a3 VNCserver HRIRTER,
BEXEZ(ZE , 525 iDRAC RACADM CLI #Erg BT , MLEA : www.dell.com/idracmanuals,

L Y il [ =] =]
2B SSL NZHI VNC =S
TEELE IDRAC thfY VNC IRSSEEIRERT , W15 SSL INER I =2 | MW7RER SSL BREM FIfERFRLAKR YNC BEEEELEY S

iDRAC VNC BRS38889 SSL InZavE:.
® | it ABH VNC ZPiSeEREN SSL NEEis.

ERCE SSL BER R

1. BCE SSL BFELAES <localhost>:<localport number> ERJERE, 4140 , 127.0.0.1:5930,

2. BB SSL BFELUEIEE <iDRAC IP address>:<VNC server port Number>, {580 , 192.168.0.120:5901,
3. EubFERFRER.

BT SSL INZHSIES iDRAC VNC RSB EEIETIERE , Mg YNC BEESSEESAM TN, ( I8N 1P it ) FiAthimOS
(127.0.0.1: < AR OS > )

IREAT SSL IEERY VNC EEES

—MRBERT , FrERAITETENE T (RFB) B VNC BEERSEBRIE0 VNC IRZESECER iDRAC IP HBltFNin O S&ZE VNC ik
$288, GNERECE IDRAC HHY VNC IRSSERIGERTEE SSL INZHAIR , MHYTIA TRELUERSI VNC BEEE -

f£ VNC &85 XIEETF , 7£ VNC BRS58% FERPHIN iDRAC IP iBiEfNimAS.
=W <iDRAC IP address:VNC port number>

50 , #NER iDRAC IP HtFR 192.168.0.120 , T VNC ix[IS2 5901, M#AN 192.168.0.120:5901,

BcERIER R

AR ESERFAIRIER LCD f1 LED BRE.
SIFHERFNERIRSES | EFFEEAIRIEIRT AR

LCD BIEHRFIZSS ID LED
LED BIEIMRFOIZ S ID LED

SFFIDRIRSSES | IRSESAIEmR EREZRS D LED 5JF , BRI ARAMEES LCD,

ficE LCDigB

ERILAMER ER SR LCD RIER LIREFBTEAFATER (190 IDRAC BFR. 1P F ) BRFENXRIFHER.

EF Web R HEIE LCD 188

EfgERSES LCD BIERET :

1. 7£IDRAC Web RES , 2= Configuration ( Bg& ) > System Settings ( R#i&E ) > Hardware Settings ( E{ZE ) >
Front Panel configuration ( BIEREIR ) .

2. 7E LCD Settings ( LCD iZE ) 2% , M Set Home Message (IRBETREENE ) THigEad |, R THERZ— :
IRSBHRES (ZHA)
BIEiRes
DRAC MAC itbiit
DRAC IPv4 bk
« DRAC IPv6 bt
- INERE

80 ficE& iDRAC


https://www.dell.com/idracmanuals

. REFEIE

. EHIA

« BAFRENX
7c
UNERIEELR User Defined ( AFPEN ) |, BEXAMEFEMAFREEHE,
WNERIEIESE None ( 5 ) |, MIASEIRSSES LCD BIER EERTEREEE.

3. EFEEREHSIET (%) . NEER , NRSSE Y Live Front Panel Feed ( BIEINRSEATEE ) 2B9F0 LCD EIRASTERES
FEIEHIBSIERE/R virtual console session active ( EIEHIESIEED ) BE.

4. BiERiA.
IR$5E8 LCD sk BB BN EREER.

{5F RACADM Ft& LCD &8

ERIEIRSSES LCD RIEMRED , {#F system. LCD HAAINIER,
BXEZER |, 1555 iDRAC RACADM CLI 18 aJ A , MR : www.dell.com/idracmanuals,

(R iDRAC 1B 2 HiE~ElE LCD 188

EREIRSSEE LCD BIERER

1. £ IDRAC iRBAFERT , #= Front Panel Security ( BIEIREZEM ) .
IAHE SR iDRAC Settings.Front Panel Security ( iDRAC i ERIERZ M ) .
. [EFs AR IRIREH.
. FEELATEIM
XIRIERATIIA]
LCD JHRFFFER
EERFERE. NMERERENERER
. BRsERARERaiETR.
BXRZEIMANSE |, 15208 IDRAC Settings Utility Online Help ( iIDRAC iR B /\FRFEFFEXHEEED ) .
5. HOREAE Back (fSIE ) . Finish (52A%) fll Yes () .

BcE %% ID LED IRE

ZRFIRSSEE | BESERS LSAEEER ID LED (U,

{EFH Web REECEZRS ID LED 125

BCEZRSE D LED B35 -
1. 1£ IDRAC Web RES , #Z Configuration ( figE ) > System Settings ( RH5ZE ) > Hardware Settings ( f#{4igsH ) >
Front Panel configuration ( BIT#RECE ) . 7= System ID LED Settings ( &%t ID LED i&E& ) U@,
2. £ System ID LED Settings ( % ID LED 188 ) Xig+ , EELATMEIRERLAS AR LED ANk :
o AMREX
o [RMEFF
IRMEFF 1 KBRS
RXRFF 1 FEER R
o [NKRFF 1 B8R
3. BEmA,
BIEMR_ERY LED [NXREPEL B2k,

{5 RACADM Ee&ZE% ID LED 18 &

EFREEZRS IDLED |, {#FH setled <.
BXEZ(=R , 5558 iDRAC RACADM CLI 3R T , LS : www.dell.com/idracmanuals,

NN

D
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BCERIXFI NTP

TSR LA(E PR ERETIEIINY (NTP) M3E BIOS S EH A FAIEIE iDRAC LECERTXFHEZS iDRAC BT,
WREBEENRA AR BT X NTP IR E.

{F iDRAC Web RHECERIXHI NTP

E(FF iDRAC Web REBCEMXFINTP |, iEHATLA TR ¢

1. %% iDRAC Settings (iDRAC i&H& ) > Settings (iZ8& ) > Time zone and NTP Settings ( BIXFI NTPiZH ) .
BERDEE R Time zone and NTP ( FfX#0 NTP ) TUmE.

2. EFREMKX , i5M Time Zone ( BIX ) THEERFIEEMBNNK |, SARRE Apply ( KA

3. EERENTP, BERANTP , A NTP fR55esitiit , SAF8 T Apply ( A ) .
BXEFRIEE. , 15215 iDRAC Online Help ( iDRAC BXHEEE] ) «

{F RACADM EcHRIXFN NTP

EREMXFNTP , iB{FHH set <] iDRAC. Time #] 1DRAC . NTPConfigGroup AHHINTS,
BEXEZ(ER , i55(5 iDRAC RACADM CLI g oTA , Mt : www.dell.com/idracmanuals,

BB —5|SIRF

RIS T—IRE 1S BB EMNS SIREE 5 15i8E. IREREEZENMEERS ISERZIRE . E8/EH BIOS
NE—3|8i8% , BRI DRAC Web RETM BIOS 2| SRFFEX.
LS E—S |1 Sg g g AT :

E#ESE

PXE

BIOS & &

AHERE/ FECBEINR

ZNith CD/DVD

TR IRTES

EHIERE

E#1 CD/DVD/ISO

At SD &

Lifecycle Controller

BIOS 5| SE1HEE

UEFI IZ&E&EE

UEFI HTTP

©) i*:
« BIOS &8 (F2). Lifecycle Controller (F10) 1 BIOS Boot Manager (F11) A8ERBEIEHXKARSISIRE.
+ iDRAC Web REFPRIE—SISIRFEBELESERS BIOS 5|1Hi8HE.

{EFH Web RENEEF—5|S18F

E(sEA iDRAC Web RENREFE—5 1SR

1. %5Z Configuration ( it& ) > System Settings ( ZR#i&H ) > Hardware Settings ( f#{#iZ% ) > First Boot Device ( §—
51SEE) .
¥ E7 First Boot Device ( $—3|Si8%& ) TUA.

2. NTHFRPIERAEINSE—5I1SRE . A5RE Apply (B ) .
RIS AER TREEHS I SHNRES S,

3. BETXRS|ISHMIMEIRES|IS—IX , i5i%EE Boot Once ( 5|8—IR) . WG . EFIEM BIOS 5|SIRF+HRIE—51Si8ES|

=1
~To
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BXRBIEMRIESER | IES9 IDRAC Online Help (IDRAC BXHLASE] ) .

{fF RACADM 8B E—S|SI8HT

ERESE—I|548%% , [ iDRAC. ServerBoot.FirstBootDevice Y&,
BRIREERA—IXE|5 , {§F iDRAC.ServerBoot .BootOnce &,

BRXLENEIESZ(EE , 525 iDRAC RACADM CLI3ER oJA , ’EA : www.del.com/idracmanuals,

FRHEMEHSREFE—SISIRT

RSB HES I SINFHIT5I1SZ01 , SRR EERTEERSHINEENBMREHRTIIS. 3IS—RE REF—
5|51 PAFIRATEIRE .

BEREMUEHEIRES—5I1SIRE | IBHITLITERE
1 BsEEsa.
2. FEEEHIGEERT M Next Boot ( NIX3|S ) REPREMBIIRE(FANFE—SISIRE.

Sy ikt SEp ===
B LR =R
ENZERRIRAREH THIERRR | SAILUER iDRAC RBRA AR EIR.
©) i¥: 3K Server Administrator fIEZ(SE , 55 OpenManage T35/ 7IA , MIiEH : www.dell.com/

openmanagemanuals,

1. M Dell Systems Management Tools and Documentation DVD ZZM Dell St | S R it iRS S SIRfER; iDRAC
Service Module (ISM),

2. £ Windows SaifIkEEOF , BIRKEIEEINEHS|SEI
BXEZER |, B85 Windows HBES .

3. {#F Server Administrator B[S FEITIREERES. BEKERERENEIR. KNk XINEFN , HUAR RBANZEERES
(60 -480 ZiEHYE ) .

4. {FERLUTEIC —ERBEMXAMKE (ASR)ELT :

Server Administrator — 1525 OpenManage Server Administrator fZ{i&E 18R,
i RACADM - {ERRLATES racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. BRANERIKSNRIERER. THTIR(F 155X iDRACIRE > RS > BHREARSRERER  SFEEH  FHEMA.

B HEk22H 0S %l iDRAC HifE

EEBMSBFR (NDC) BERATVENR LAY LAN (LOM) iRERIIRS=R+ , ERJLISA OS 2 iDRAC HiEIRE. LtIhRERIBIg =
LOM, EF3 NIC B USB NIC £ iIDRAC IEHRFRAZ MIRIEENEHRIES. LIIEEEHE DRAC Eﬂterpr ise ﬂ:_JlIEE’J BT~
aTHA.

(i) |i%: iDRAC Service Module (iSM) {2t TEZRIINEE , TRAITFEZIRFRAER iDRAC, BXES(SR | 5217 iDRAC [R55
t5RAFISE oA |, Mtk : www.dell.com/esmmanuals,

BEEMANIC B , BRILIEEN R FREHENEES | #AE58 iDRAC Web RiH, ERTJIRIRSSH[AIER NIC BT

Chassis Management Controller $5l,

FEE R NIC BiHE= LOM Z AR EREHENEIREN R FR S DRAC,
EaBE LA T AR EE

« iDRAC Web fm|E

+ RACADM E{ WSMan ( [SIR{ERFINE )
+ DRACIRBNFRER (TURERFAE )

SNSRI iIDRAC Web REEX 7 MKECE , NEDERF 10 WA BEEH OS E iDRAC HIE.

YNER1ZEIY RACADM, WSMan 8 Redfish {EFBARSSARECE XASRECEMRSS R | FFEMRIHFIIMZRERETN , WERF
15 15 ®IER OS 2 iDRAC EIBEINREEIRE OS AL IP ithilk,

1E/5F OS 2l iDRAC iRl | iR :
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iDRAC BeENFERERA NIC B HZE ( B) NIC RS EEIFEA LOM ) .
FHIRIER SN iDRAC A FE—FMFIE— VLAN A,
EEEEVURIERS P b,

s BREHRERSE DRAC EIBINEERIE.

. BEBEENR.

S FILLThRERY

FHZ=ET | BERENRFERSR P ik,
FEEREIT , SRMENRERFIER P itk JIRZ LOM AETFERES , MEASFE— LOM B9 IP HBil,

INREERIRFR SR IDRAC NEIBINRERIZIIREARTIE | B UMEELITIE !

« iDRAC LR NIC BB4s B IEHEIERE,
o ED—LOM FEIRE.

() |iE: CEFAEAIARY 1P Mutit. #RER USB NIC $R1RY IP ittikSK7E iDRAC SZEH OS IP EMEFRTERIF—MIZSFR. NS 1P ithtS
ENRAHFIMERE IR0 1P uhbspze , WSl 1P ik,

() |iE: 1E/DfER 169.254.0.3 1 169.254.0.4 IP ithhik, XLE 1P HutiE=4{ERI A/A EBERRY , JOUFAUER LAY USB NIC iRCIRE
K,

() |i£: IBF NIC {BPARY , IREX LB LOM EiBM EHBRSS=RIAIE iDRAC, PARS , WILAERE iDRAC USB NIC MEHBRS3 SRR
E&aiEid iDRAC EH NIC Z5MRMILEiAIE iDRAC,

F1% 0S Z| iDRAC EN@INEENY-E
TRBMH T SIFELFER LOM 2T OS F| iDRAC EEINRERI-RAVFIZE.

. 15: iBid (A LOM 3L OS Ell iDRAC Hil — ZHiIF

e HIERS £S5
NDC Broadcom + 5720 QP rNDC 1G BASE-T
Intel »  x520/i350 QP rNDC 1G BASE-T

MER LOM kth3#F OS Zl IDRAC BEiEIhEE.

32§5 USB NIC RIMERS

4 USB NIC BB ERFHIE -

Server 2012 R2 Foundation Edition
Server 2012 R2 Essentials Edition
Server 2012 R2 Standard Edition
Server 2012 R2 Datacenter Edition
Server 2012 for Embedded Systems ( Base f1t SP1HJ R2 )
Server 2016 Essentials Edition
Server 2016 Standard Edition
Server 2016 Datacenter Edition
RHEL 7.3

RHEL 6.9

SLES 12 SP2

ESXi 6.0 U3

vSphere 2016

XenServer 7.1

SIF Linux #MERS |, IBESSEENURIER S LIS USB NIC BZE /9 DHCP |, ARSI USB NIC,
S3F vSphere , AZEE VIB 14, SAEEER USB NIC,

(D |i%: B Linux IRERHAH XenServer H§§ USB NIC B2 D DHCP , iESITRER RS EIRIZREHY,
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L% VIB X4

X3TF vSphere B{ERSE , E/2F8 USB NIC ZRl , W% VIB 314,
BRI VIBXMY | BHUTLATERE

1.

2,

{s5F9 Win-SCP 5 VIB S4-E%IF ESX-i FHURIERSAM /tmp/ X4,
3| ESXi IR FEITIAT SRS ¢

esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check
B

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

BHi5|1SRSE.
£ ESXi IR fHNEITLAT @S © esxcfg-vmknic -1,
IR usbo &8,

{EH Web REIFSA=EEMA OS % iDRAC Hil

B Web REEF 0S E iDRAC EIE , EHUTLATIRME

1.

2.
3.

6.
7.

t£Z5 iDRAC IRE > iE#E > (42 > OS Zl iDRAC Hil,
IR 27~ OS El iDRAC EiEIH.

BIRESELHERBH.

NEEE ISR TN
LOM — iDRAC SEHHBERFZ BIHNRIERFZE iDRAC BEiEHHECIEY LOM 8 NDC &1z,
USB NIC — iDRAC 5FHURERFZ BHHRERAZE iDRAC BEiBHZCEITAES USB ki,

. YRR LOM EAEBEEE | FEMEREMENIERRS  WRNRIERSH Pv4 ithit,

)

() |i*: tNERSE iDRAC LiEH VLAN , ] LOM EiEISREEH LERET VLAN iFcHBERE LOM EX TEH.
WNERIEHE USB NIC {ENELEECE , N USB NIC Y IP ik,

it MIRIEHERY LOM R T TERSSEE | MIRERS 1P U EVSZEM.

EOMER 169.254.11, ZNEREAA P itblE, (B2 | SNSRI 1P #lE SENRFEAEMSAIE IR ORY 1P thbhse | MesiE

UL 1P ek,

TB70%IN 169.254.0.3 #1169.254.04 1P, iX& IP 2= A/A FBBEGRT , JUTRIEMR LAY USB NIC inRERRY.
BEMNA.
BENARMEERELMSE 1P EEAER | LURZE T DRAC IENIRFRAZ AR,

{(sF RACADM [ HskZ22H OS %l iDRAC HiE

B RACADM [2FEEEA OS 2 IDRAC Hil , {8 1DRAC. 0S-BMC AHRHIRTER,
EXEB(EE , 555 iDRAC RACADM CLI #8F T , RIS : www.dell.com/idracmanuals,

{£H iDRAC iz B2 HiEFiE FskZEA OS | iDRAC Hi&

E(HF IDRAC IR B\ FITEFEAEEER 0S 2 iDRAC HIE , iBHUTLATRME -

1.

2.

£ IDRAC IRBAFERT |, HEE(SHR.
XIS R/ iDRAC iEEiBEHPRITE.

R TNME—EILAS A OS £l iDRAC BHil :

fig& iDRAC
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LOM — iDRAC SEHURFRAZBRURFRRAE DRAC BEBHHEZECET LOM B NDC #37,
USB NIC — iDRAC SEHRERGZERIRERFE DRAC EBIHECEIIWAR USB DRI,

EEAININEE , i5i%R Disabled ( 25F ) .
®|i$: OBEEXRS RERHE iDRAC BHiFE" THEERT , AREERE LOM EIR, BN , iZiElUSERARE,

3. WNREE LOM (EAEBEE  FAEERTRAENERIRSS , WEANRERFH IPv4 ithik,
@ |iE: MREHZHY LOM BN THEE TIRSEE | WHRERS 1P I FEISIA,

4. YN USB NIC {EAEEACE | MHIA USB NIC AY IP HEAE,
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o REMHEEHBREIEDS
Bt CPU, WFE. 10 FIBERLUKRRZSR CUPS IBHHIFHEUE. MNRFVNEFEHRE , NEREERET 0% B9%.
gﬁﬂ«‘)\iiﬁﬁiﬁ{%@%?ﬂmﬁﬁﬂﬁﬁgo EA75 Reset Historical Peak ( EiRAEIEHE ) . EWEE "BEE" NRABEERIE
THHEIBIRED S
o BRIRGSHIZAENES
BREisEEE A BRRERE. S B EIRSSERENRA R EILLFE.
BXFrETEMHANSE |, 15217 IDRAC Online Help ( iDRAC BXHLESED ) .

{£F RACADM &5l CPU, RTFFIEAmERRAYIEEETEIR

{§ P8 SystemPerfStatistics Fap< Wl CPU, ATEAD I/0 EHRAVIEREISIR. BXAESER |, 15207 iDRAC RACADM CLI 8§/ &
B, BMiESA : www.dell.com/idracmanuals,

NERFIMEFESTSMHE

?ﬁﬁg%}@fﬂg?ﬁﬁﬁﬁ?Fﬁﬁ?ﬁ?@fﬂ%ﬁ%qﬂ’bqﬂE’ﬂ%éfﬁo FFEFEsSNENREY U ES TEHEERET/EEEN&E ST
(BEBIAN3°F[45°C ),
(D i FLiRSSSRok RS SRR E VAT ANHEZSINE. SSREMNRSSHEFM | TESHESSTSHEXNEMER | 5%
HEXE Dell LIIRBESIFHEE.
B ERFGHIFEHESSTEMN
1. 7EIDRAC Web RES , 2= System ( R ) > Overview (#EEE ) > Cooling ( ##% ) > Temperature overview ( iREHE
).
thA &7~ Temperature overview (iREHLLE ) TA@E.
2. EEHTESEHY  ZPoETIRSEEREENHTS/AEMT.

e aN=R=3 Jvi
BEHhBEELHIE
el S MR SRR EE T iEHtt =S R ERENERE NeTHIREE S, [ I—RETERIARN R AR REREH |,
I«I‘,{L"ﬁ;améﬁﬁgo REH B, BRI HEREFRNESEE., RERFGEE , i—EREHEREEE. SLURIFfIEETEGE
ﬁinl \;E.Xo
@ it SEETLIRIEAESHSESTSENEANAORERE., (BER , SEERFIMNFtI=SIEXHESISEF S

ISHOPRBIAERE. PREID 42°C H1TEL |, 47°C JHf=ER, XLEHS 40°C F 45°C FEF=SERFIRIMN , (RZE 2°C LATRIRER
¥,
BRI S S REIXB N EERETE :

%E%%* — ERRREBTREERRRESHIE (42°C) BIER NEITRIFHENE. REEATLIE 12 DRARIER 10% HEESTRER
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EH — A RRTETEEEREETERIE (47°C) UIER METRUSERE. RERTLME 12 MRRIER 1% BF-EHPE
1 BRILAEESTREK.

W ERROBIRABIRAL A ZUIRERLASR AR 10% #11% al. REEENT REEZAIBRRFATNCRAGEEEUE.

MRRFA A SIFIERIRERE DTSl TETiE | BEmEMS. RESEENETHENEIREXTSHEFTES

&3l (>= 8%) FERA (>= 0.8%) , MEEEREESPICRSEM | FAEMAEREI SNMP B, =4

HESE 2NAR  REATESHRENRFEEBEATHET 8% B, BERESSEM.

HESE 2NAR | IREATESSRENREEEBEATHET 10% B, BERFESEM.

HEIE 2 NAR  IREXTERENRENEATHET 08% Y |, BEMEEEMH,

HESE 2ANAR  IREATEREINREEREATHET 1% 8, BERTEEH.

TERTLABCER IDRAC LIERMIINSE G, BXESER | B2 WETRENS 882,

{£F iDRAC Web REEEHLRELE

BERLEREERIE

1. 7E£iDRAC Web RES , 2= System ( i ) > Overview (18 ) > Cooling ( #{##% ) > Temperature overview ( iREHE
B).
thAt= &7~ Temperature overview ( iREHLES ) TUmE.

2. BERRFIRBERPEIEND , EHREETIEE K. I% 30 KIS EXZ—FHEFENEE (FEMEE ) HEFESR.
BXEZ(ER |, i5515 IDRAC Online Help ( IDRAC BA#EEEN ) .

(D) | i%: 7E4117 iDRAC EIftkE#Ask iDRAC Hig 2[5 , R BEIETHAL BREEEHR,

{5 RACADM BEAHEELIE

EfHH RACADM BEHEEEE , 15/ inlettemphistory <,
BXEZ(ER , 55158 iDRAC RACADM CLI 3R T , MEA : www.dell.com/idracmanuals,

EEEAORENESEE

EALUEN RGN OEEERBS/NIRAESEHE. MRERAMARE  WEEREHRENANME. BLREES "E
B" APPSR, AeERENOIREERESINESEE.

(£ Web RERENEEESHIE

BEREBEANOBEZERE , BHTLATERE

1. {:’t: iDRAC Web SRET , 4% System ( ¥ ) > Overview (% ) > Cooling (122 ) > Temperature overview ( iRFEHE
j?ljﬁ)a‘f%ﬁa_x Temperature overview ( iREHES ) TI@E.

2. £ Temperature Probes ( iREIFNZE ) 25+ , 33F System Board Inlet Temp ( RFERMALRE ) |, i\ Warning
Threshold ( E&HEE ) WRIVEFIRAE ( LUBEREFELREARN ) . MREMNERE  ZAKEMNTEHEREERERN
B, S, NREmANNEEKE  NERNEREE.

3. HFRA.

BEEEE.
() |iE: ESRNARER 2 RMEHBICREERRP , BHERRENATFHREZSENE BLAEXHENESFRTE

IS =S EEXIKNES.

SR FIURERFA LT BrIMLEEL

SR BEEE XTI ER S Lol ARFrEMEEONEE | fliloECRIARSSEEAY IP HEtE, iDRAC Service Module $EItHE IR M4
iDRAC, EMEZRS: IP HHSEEIE IPv4 7 Ipv6 Hblit, MAC Hblit, FREIEBERISRIKE. MRS FQDD, MBEOZTR, Mg
EORE, MEEORE, MEEOSRE (LK, BE. REE ) . Rk, DNS ARSSE8 NN DHCP ARS3 28 HE1E,

(D iE: IbIBERE iDRAC Express 1 Enterprise 1 aJiER{L,
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EEERMFRAER | FHRBEUTEKX

- BBRE "BER" R

+ iDRAC Service Module BEEHRIER R L ZEHIEFEIEIT.
E{E iDRAC Settings (iDRACiZE ) > Overview ( %5 ) > iDRAC Service Module TAEIFEA "OS Information” ( IB{E&R
F=E ) %A,

iDRAC Al B~ ENIRIER AR L EBCERIFrEIEORY IPv4 70 IPv6 Hitik,
HERIAY IPv4 B, IPv6 DHCP IRESBHIEA—ES R | IXBURAT EHIRIERFean{aliall DHCP IRSSEE.

(£ Web REEEEHURIER S LT ARIMLSIED

EERA Web REEEFHIRER G LT AL | IBHITLATRIE -

1. $&ZE System ( ZRHE ) > Host OS ( EHUREZRS ) > Network Interfaces ( RIZZIEN ) .
PEIEORNESER IR ER R LA BRIMEEEO.

2. EEEEMEIREXRBAIMERZONTIZ | EMNMEIESE FADD THIBEFIEEMEIGEH BT,
BRI ERFNMEEO TS FEREERFEN P FHER.

3. Mi&# FQDD Fl/h , BT MLEIRBAVERE,
ERANREREES M Hardware (184 ) > Network Devices ( I8 ) B30 B , BHLUEESYEFRSHIFME
B. BXEMRIER | 15505 IDRAC Online Help ( IDRAC BX#A5EN ) .

4. BFEFERESIFMER.
[EI# | BJLAM Hardware ( &%) > Network Devices ( FIL&IRE ) WETEE SMEIREKEBIENIRIERFERIMEEOIE
B, BAF View Host OS Network Interfaces ( BETHURMERAMLLIED ) .
@ i¥: ¥F iDRAC Service Module v2.3.0 SXEShRAFHAT ESXi EHIRIEZRS , Additional Details ( fiIli¥HAEE ) FIFTP

B9 Description ( 1#i% ) 55 RAUTENED :

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-name>

{fF RACADM BFFHIRER R LT HAMLEEO

A LR RACADM J@IT gethostnetworkinterfaces SBEEFVURERFA LTHANMEIZRO. BXESEE | 15217 DRAC
RACADM CLI 388 BI 8 , WS : www.dell.com/idracmanuals,

BE FlexAddress KE R EE

FETIR TR ST | FloxAddress Y NS M SEMRSBISCERERKA. VAEATAILIRETRA MAC HHE (WWN/MAC),
BRI EES M RSN ARAIT R - RO FEE

BRI,

IRSSEAT. BSOS A MAC i,

EEE IDRAC B3R Flex Address {S&. , i57E Chassis Management Controller (CMC) _EECEFIZA Flex Address THRE, BXES(S
B, B2 Chassis Management Controller FBF¥5R 8T , MILES : www.dell.com/cmemanuals, dN5REFAEEEA FlexAddress &
B, WHIEIEEIEH e BN mSIESE1E.

@ |i#: BHRTHSHEIFRSERAMER | SMROMATEEN LR R ERAENEEE,

FlexAddress THRESFERNAESELRY MAC I ERIEIRSZ 85 ELRY MAC ik , FBESJIAR LOM, FZE£F1 170 EHR—42/9 iDRAC
5L, IDRAC FlexAddress THEESZHF AN IFETAY iIDRAC fREBIERESEER MAC HBliE, HIFEDECHI MAC MBHHFAETE CMC JERKIEFIE
s2ch | HE7E iDRAC B|1Sd 24 B /E A CMC FlexAddress At |, $5i%Z MAC #BiE%&1%3] iDRAC,

R CMC BRNAESEIRY MAC il , iDRAC €87 FHI{FETIE LAY MAC Hihit

RAIEMSE iDRAC SR,
RIIRSSEE WWN/MAC,
« iDRACIgE > HIiS > LAIMLZIRE.

J5H FlexAddress [5 , 1SR MIRSSEZNECAY MAC HblHDREINFE S ECRY MAC HlitskE+HE/R |, iDRAC IP bl &35k,
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BEFHZIL iDRAC &iF

A EELHERE iDRAC AP EARZLEAPAIE.

{EF Web REZZ1E iDRAC &i1F

SEEENRIAR RS "BE DRAC" IR BE[EH iDRAC Web FREZILL iDRAC &1&,
EEEMARILE IDRAC £1F :

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&E ) > users (FHR ) > Sessions (&i&) .
Sessions ( &if ) THSERASIE ID. AFA. P HIHISIEET, EXXEEMINESER | 1§21 IDRAC Online Help
( iDRAC BX#ERED )

2. BEIIRIE , £ Terminate (£21E) 51T, BAESIERIEIKLLELT,

{5 RACADM ££1F iDRAC &if

BB G EERINRA B RACADM ££1F IDRAC i,

EEESRIAFRIE | 158 getssninfo <.

BERIFPAPSE | 1B#A closessn e,

BXEZEE |, 15505 iDRAC RACADM CLI ERg 5T , MHEA : www.dell.com/idracmanuals,
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ALAMFER TR Z—5 iDRAC &5 :

iDRAC Web 5

1FE RACADM
Aith RACADM
FERSS

188 iDRAC 1&E(=

{5573 DBO FBSR ( RAC ER1TEK IPMI &51T ) MHTERTIER - (BTN IR s ItETURSS 5.
IPMI Serial Over LAN ( IPMI LAN L8847 )
IPMI Over LAN ( LAN £ IPMI )

() |i%: EiRRFHE RACADM SASSILSSUIERTE  iSHRRERANCRER USB XBEFEEN. BXER UsB FiEE
MBER | BESRESHIRERFRRIEG.

T REGA T SR, SO SFNRREM -

. 18: BEER - HE

iBERN SIS SIS FoRFM
iDRAC Web RA Internet MY (https) NEH MLEERSES
{EFERITIE(S DB BBAIRIERTT HITHMY RACADM iDRAC EM4AILERLER S
%0 SMCLP RAC EB178% IPMI 8817 2R
IPMI
IPMI Serial Over LAN ( IPMI o457 & eI s s iy IPMI IPMITool BZ%H IPMI LAN £
LAN t&17) - BITEER
Telnet
LAN L IPMI EReTFaEER &MY IPMI IPMITool ER%H IPMI IREB
BH
SMCLP SSH SMCLP iDRAC _EAY SSH &, Telnet B/
Telnet &
iTfE RACADM https 152 RACADM iTF2 RACADM BE%ZEFHEHA
Elf# RACADM SSH B RACADM Bt RACADM B2 3.
Telnet
it RACADM IPMI 753t RACADM i RACADM Bt
b 0 WSMan WinRM (Windows) WinRM B%2%£ (Windows) 5%
OpenWSMan (Linux) Open'WSMan B2 (Linux)
Redfish BHMIRIEEREM. CURL LR, CURL, Python &

( Windows F[ Linux ) .
FB3KF0 JSON #&EtR

Python 3R,

N BXESZER |, 15807 dell.com/idracmanuals Y Lifecycle Controller Remote Services User” s Guide ( Lifecycle
Controller Remote Services FBF$8EE ) .

£/

« {§FH DB9 EBZIEIY BRI TIERES IDRAC HTERE
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{s5F3 DB9 EB4IAYTE RAC ER{TRISR TR & ZiaiR
&5 IPMI SOL 5 iDRAC #Ti@(S
§F8 LAN _E IPMI 5 IDRAC J@(=
= e ZE AifE RACADM
ESFRACHE RACADM
s BHEEERZLIRIPMI
s J9RHEL 6 5|SHIBEITIEHIGEE Linux
o A9 SSH NS E

{£F DB9 H45iEd hiTiEHRS iDRAC HITE(S

SR LER LA M@ A B BN SR RS ESA B TERNTRAE IS -
RAC B17
IPMI 8817 - BEEEEENE N EEEE IR
@ [iE: WFDREESS | BIHERHRTERE. BXES(ER  iI§5M Chassis Management Controller FIFERI WA |
1t : www.dell.com/cmcmanuals,
BT BRTIERE | IBITLATERE
1. BEE BIOS LIBHSBTEE.
2. {EER1TIE(S DB BB M ETRULAY R TIR IERRIS E R FHIIMNERER I TIEIZES.
(D |i#: M vConsole 3t GUI FIZIRS X MBERER , LIHEMRISEEREY.
3. RSB RIRFERGEE R T ERUAMHI—IR R TiE:E -

o Xterm 583 Linux Minicom
+ Hilgraeve B9 HyperTerminal Private Edition ( jRZ~ 6.3 )

RESERFNTHS |SIIEFHINE | BULERIF BRRESMERSFRE. XEFLATESE : SAC (1&FF Windows )
0 Linux XAHEFES (ERTF Linux) .

4. £ IDRAC HIfSF RAC BR{TIEEE) IPMI BRI TIEEE,

Y RITEREEIE BIOS

FTERITIERRECE BIOS :
Q) | i%: XLERFMNLEMIEX RSS2 iDRAC,

FESERENRSR.

& F2,

4% System BIOS Settings ( 54t BIOS i&& ) > Serial Communication ( BITiE(E ) .

1%1%% Remote Access device ( iEIEiHEi&E ) BY External Serial Connector ( #MEBER{TIEIERE ) .
&R BT Back ( JFIB ) . Finish (526 ) flYes (£) .

1% Esc IR System Setup ( ZRIRE ) .

) = \
[2H RAC HBITERE
£ BIOS HhECERITIERS | £ IDRAC H/ZH RAC B1T
@ |i%: BRVERFHLMIE RS iDRAC,

{EF Web REISF RAC BRITiER

JEFB RAC ER1Ti%EsE

1. £ DRAC Web RE , ¥ iDRAC Settings (iDRAC i&& ) > Network ( fI4& ) > Serial ( #8817 )
fEEI< E/~ER{TIAME.
2. £ RAC Serial ( RAC 17 ) T, 1%{% Enabled ( BREH ) FHEEEMME.

SIS IFNE SIS
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3. BEEMIA.
RAC BRTIREERE.

{5F RACADM 2 RAC BRiTEE
E({FFH RACADM JBFE RAC SR1TiER | 15fFF set ap$#0 iDRAC. Serial AFRIRIER,

g KYTTpr >
B IPMI BIEEEFFILiRRI
EZH BIOS &l iDRAC B9 IPMI B34788H |, IBTELA MESAETUAY iIDRAC HhELE IPMI 1T :
Q) | FUSAF LB RIS 2AY iDRAC,

IPMI EAMET, — T3 T iHsHEORTFEREE |, HI40 Baseboard Management Utility (BMU) HaELFERY IPMI shell (ipmish), 15l
o, EEe IPMI EAREILA ipmish FTENRASMAS | iBET M

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

O i+ BNMSRT . Reiirhe H2ATEGAR iDRAC BFEHIZME,

IPMI iR, — ﬁ?*%)\%ni@i#&?iiza’g ASCI @<, WWEISTIFEIREENSS ( SIEBRIREE ) FIVEA+H7#HH ASCI =R/F
FENBIELS IPMI 655, BB SSH 5 Telnet 223 iDRAC , ERFEEEIRMER RS 1S5 , 553 BIOS, BEE[FH
[sys pwd -x] M IPMI &RigFiHEE , IR IPMI ZRigtER ap <SRG,

sys tmode]
sys pwd -u root calvin]

18 00 01]

[
[
[sys health query -v]
[
[sys pwd -x]

{EF Web REIEBHRITIEE

HREER RAC BR{THEOLAUSH IPMI 831780,

ELE IPMI SRR E -

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&E ) > Connectivity ( iZE#% ) > Serial ( R1T) .

2. 7£ IPMI Serial (RAC #17) T , EERMAIE. BXFEMAER , 1555 IDRAC Online Help ( IDRAC BXHLESED ) .
3. BERA,

{8 RACADM [ HI{TiEH IPMI {230

ZRCE IPMI & | 1B55EF RAC BB1TED , RRER IPMIER.,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — £RiRiET
n=1— EAE

{F RACADM SRS {TiEE IPMI B{7iRE
| TS PV SRR BAARSE,

racadm set iDRAC.Serial.Enable 0
2 EEGGRE PV ETREE,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

288 FEVFRYE ( B3 : bps)
<baud_rate> 9600, 19200, 57600 F0 115200,
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3. fERHSER IPMI BT,
racadm set iDRAC.IPMISerial.FlowContro 1
4. (FRGSIRE IPMI BRITEER/IMIRES.

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

B8 R
<level>=2 FAF
<level>=3 BER
<level>=4 BEER

5. HRARER(T MUX ( SMERERTIERESR ) 7 BIOS 1R BIRRF - IEIG B i S XTSI AL BIOS,
BXRXLBIEREMEE , E2 IPM 2.0 H5E.

IPM| BITEiIRIRIURIMTIME &

ATIRM IPMI BB TRIRE I EECEIRE.

$5F8 Web RAEFCE IPMI BT IHEAIMIINEE

BgERIEIRE

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Connectivity ( iE#% ) > Serial ( R1T) .
BERI= TR~ Serial ( T ) TUM.

2. JBF IPMI &1T,

3. B Terminal Mode Settings ( &RiRtEz0igE ) .
fERI4 &7~ Terminal Mode Settings ( £2iFtEIViZE ) 7@,

4. IBEUTE :
 Line Editing ( 1T4R48 )
+ Delete control ( flIfgIz%H] )
o [EEfEH
Handshaking Control ( {234 )
New Line Sequence ( {7551 )
Input new line sequences ( INFTITFES )

BXZIGMAYESR. | 1525 IDRAC Online Help (IDRAC BXHLEEED ) .

5. EARIF.
BRitE IR BRI B 5T,
6. FBRERTT MUX ( JMERERITIEIZES ) 7E BIOS IR EEFPIEMIR B NITiEH g S LA TSR TERE & BIOS.

{5/ RACADM Bt E IPMI BRiTEIRIEAIFTIIMEE
ERERIRENIRE | 156 set MPF idrac. ipmiserial APHIIR,
BXEZ(EE | i5205%) iDRAC RACADM CLI 388 oJA , fEA : www.dell.com/idracmanuals,

{(5F DB9 HH4EAYTE RAC BBITHIRITIEHI& ZEt]ik

IDRAC 32§F Esc $#FF5 | iZFF BRI EAFEN RIS TUBRSS 28 LAY RAC BRTIOIE(E SR TIEHIRR < B HE.

MER{TiERISIREI RAC HiT

EERITEREEPIRE RAC BITREBERT | 1518 Esc+Shift, 9,

L EEFFISEMAE iDRAC Login 3R (N8R IDRAC & RAC Serial [RAC E31T) #8= ) 8% Serial Connection ( ERTiZEdE ) 18

X, EREX I AAERIEDS (AN iDRAC I&E& I IPMI Serial Direct Connect Terminal Mode [IPMI BB{TEIEERARIRIES] ) «

iZH iDRAC iEfF

101
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M RAC RiFIHEIRITIEHS

it RAC BRTIREOIBERICHRZI SR TIEHI G | 1B1% Esc+Shift, Q.
ERRRIT | ERERIRN R TIERI SR | 151% Esc+Shift, Q.
EHRITEHIEEA T , BEREZREEE | 151 Esc+Shift, 9,

{F IPMI SOL 5 iDRAC i#{FiE(5

IPMI L?N 1T (SOL) BT iIDRAC IERHHESEHINAANEENEREERZERFETET ARG SRTHIE, £
SOL , f&ald -
TR R ER ST AR,
1£ Windows BYE2EIRIRS (EMS) 5 Special Administrator Console (SAC) &, Linux Shell FRiZHT RS,
o FNBEEIETEERS SN EFEFREE BIOS REER.
88 SOL EfEER
1. ECESBITIEEM BIOS,
2. E2E iDRAC LUER SOL,
3. [EEXEAY ( SSH. Telnet, IPMItool ) o

FTXJER1TIEIRECE BIOS

Q) |iF: XLERFNLEMIZXIBSS 2Ry iDRAC,

HFESEHBERES.
®r2,
1% System BIOS Settings ( 54t BIOS i&H ) > Serial Communication ( B{TiE(E ) .
IBELATE :
Serial Communication ( E8{TiE{S ) — On With Console Redirection
Serial Port Address ( 81Tttt ) — COM2,
@ iE: NRRTIROMUFERRIRITIES 2 tHiREH comt , PATLUSHITEEFERIREAFAR | @i com! #H{THT
BEEM,
External serial connector ( #NERER{THEERESR ) -- Serial device 2 ( BB 2)
Failsafe Baud Rate ( #FE{RIFIEEZR ) — 115200
Remote Terminal Type ( ITAE£LIREEY ) — VT100/VT220
Redirection After Boot ( 5| SfEE&%EM ) — Enabled ( B )
5. B Back (T—% ) , SAJ5EE Finish (58hk ) .
6. B Yes (&) LMRFEX.
7. & <Esc> R System Setup ( BFRIZH ) .
(D) |iE: BIOS =LA 25 x 80 RUERIZRITHIE. ATFAM console com2 AFSA) SSH BMWAZES 25x 80, AT, &
ENNRSEETULIERESR.

Q@ [iFE MRS SNBEFFIMERFIRMEBITEER (FI1 GRUB B Linux ) , M BIOS Redirection After Boot ( SIS/EEE
[ ) REVHRZA. XTLl#aZS N MEEEERETIRONEBENSBER.

ficE iDRAC LAfEF SOL

A LASERS Web FE. RACADM BY;, iDRAC IRE 2N FIFEFKH8RE IDRAC HHY SOL IR &,

{5 iDRAC Web REfIE iDRAC LA SOL

ECE IPMI LAN 8347 (SOL) :

1. 7 iDRAC Web RE , %% iDRAC Settings (iDRAC i8& ) > Connectivity ( iEi& ) > Serial Over LAN ( LAN E&13) .
REEN4S B~ Serial Over LAN ( LAN 8847 ) T0E.

ENIENIENE
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2. [BRSOL, IBERE , 58T Apply (KA ) .
IPMI SOL & ERDBCE5Shk.

3. BEREFRERRREIZEAAILERE | 1515%HE Advanced Settings ( BRIRE ) .
FEEN< &7 Serial Over LAN Advanced Settings ( LAN EHR{ITR&RISE ) TUME.

4. IEEZEMNEFH RS Apply (R ) .
IPMI SOL B4R ERNEL BT, XEBE TR ERE.
BXFZEMANSE | 15217 iIDRAC Online Help ( iDRAC BX#E3ED ) .

{5 RACADM {g& iDRAC LA{$EF SOL

EC & IPMI LAN 847 (SOL) :
1. {FRESSEHE IPMILAN E&1T,

racadm set iDRAC.IPMISol.Enable 1
2. {ERa<SEH IPMI SOL SRR,

racadm set i1iDRAC.IPMISol.MinPrivilege <level>

88 PRLR5!

<level>=2 BF

<level>=3 BER

<level>=4 EHR
@ |i*: E#iE IPMI SOL , B AR IMPI SOL REXMIREIIR. BXESEE | 5SH IPMI 2.0 1158,

3. (ERAfR<TEH IPMI SOL iR4FER,

racadm set iDRAC.IPMISol.BaudRate <baud rate>

(D |i#: BEEM LAN ERTEHE | SRR SOL SR SS ERAMRITERER.
88 FEITRI(E ( BR{L : bps)
<baud_rate> 9600, 19200, 57600 F 115200,

4. ERHSAEITABFER SOL.

racadm set i1iDRAC.Users.<id>.SolEnable 2

8% %0
<id> E—H9EF ID

®
5 RSZHFRIHY

SHEAOENY Y IPMI, SSH 0 Telnet,

{5 Web RERBBZISAIMNY

EE[SF SSH 8, Telnet , i5%%5% iDRAC Settings (iDRAC i&& ) > Services ( JRSZ ) , 375 SSH & Telnet f8R1t5%61% Enabled ( &
BA).

EEH IPMI, 15%5 % iDRAC Settings (iDRAC iZE ) > Connectivity (i&E#E ) , FHi%iR IPMI Settings ( IPMIiEE ) . TR
Encryption Key ( IIE&EA ) ELAT , FEFRESRIABRAGEENNTFH.

it: BEEM LAN ERITEHE | SR SOL RISRS5ZERANRITERSER.
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{8 RACADM S R3Z#5AIDY
EE[SF SSH 8, Telnet , i&EALATES.
e Telnet

racadm set iDRAC.Telnet.Enable 1

SSH

racadm set iDRAC.SSH.Enable 1

EFE SSH im M :

racadm set 1iDRAC.SSH.Port <port number>

EEILAMERIN T RITA ¢

+ IPMIitool (iZFBFBER IPMI 1Y )
« Putty/OpenSSH ( i&RF{ER SSH 8% Telnet tiM¥ )

{£F IPMI {7})AY SOL

ETF IPMI B9 SOL 2 FBFERFFI{ER RMCP+ RS IPMItool i@id UDP #iEiREmENRC 623, R IPMI 2.0 B , RMCP+ {25051
I, BUESSEMNE. MELNRASSTHEREERENIEE. BXESEE | i5S0Y http://ipmitool.sourceforge.net/

manpage.html,
RMCP+ {8 40 NFRFAY+7 BB/ (265 0-9, a-f F1 A-F ) INERBHITHMIGIE. EOTAE 40 DMEAERBIFFFER.

M\%Jﬁﬁﬁﬁ%]ﬂ??}%’% ( BREMERETA ) 3 RMCP+ 5 IDRAC RUERSHITINE, 1SRILASER IDRAC Web FRHEIEK iDRAC IRE N FFEFEC
BEINEER.

M Management Station {3 IPMItool 25l SOL £1F :
@ |i*: EYE , BALLEE iDRAC I8 > IRSEH SOL #Bh.

1. M Dell Systems Management Tools and Documentation DVD Z%& IPMITool,
BXRLERR |, BN (HHREZEEEE) .
2. EASEAGEOS ( Windows 8F Linux ) , IE{TLATESLAM iDRAC FFE4 SOL :

ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate

Zip S 2 Management Station IEERIZERANETIRO.
3. EM IPMitool 1B SOL =1E , KT ~ , AREKRT . (858).

(D |i%: tnR soL LiFkRLLIE , iEFig iDRAC HESHSMLMESHIS

() |iE: MIETTHY Windows ERAMNZFFIRISARBAXFEHIENIETT Linux IERFROENE , IPMI SOL RHETTHESLLLL,
BERRIERREIL | EBEAABNFEIEAET UNIX B91TKIR.

() |iE: SNSRIFTERER RACADM THEVERY SOL £iF , WIEM IPMI TRENSE—4 SOL RIEMIEFA 2 EREXMERIENEA
B IR,

{6 SSH 8§ Telnet FJi}AY SOL

Seoure Shell (SSH) #0 Telnet 2FF#147ZE] iIDRAC UG SITBERIMEIY,. S LUBIT{E—ZOETIZFE RACADM #0 SMCLP &
7 °

SSH BUHTY Telnet B9%£ME, iDRAC (NSZiFmAZREIGIEAY SSH IRA 2 , FEBIAESER. iDRAC —XIF&SH SSH £1&F1H
{ !E Telnet £1F., EINFF SSH , B Telnet HIFR LMY, {Eé%/ﬁk’"z&t SSH ZFiREEHIMEEMISEZEIER T | A WR
A Telnet,

{§EFTE Management Station 3745 SSH # Telnet MZEHMYAYTHRFIZER (140 PuTTY B OpenSSH ) 1&E#EZ! iDRAC,

(D |iE: M Windows &Y VT100 B ANSI L£im{REFHIETT OpenssH, {E Windows SR S$HR7RF FIE{T OpenssH SSEINEET
ER2IEEIET (B, REEARNHFBERERRER ) .
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{§F8 SSH Bf Telnet 5 IDRAC BISZHI , i5HR(R :

1. ECE BIOS LASRSRTEHES.
2. 7£iDRAC #f#ZHE SOL,
3. {#FH iDRAC Web FE = RACADM 2 SSH & Telnet,

Telnet (w0 23 ) /SSH ( i%H 22 ) &P <——> WAN & <——> iDRAC
BII{FER SSH 8% Telnet MY BEETF IPMI B9 SOL , ToHEEHERSWMIARER , FASBTEIMEFEIRE iDRAC Wi T, &R
SSH B¢ Telnet & MBS ERFIN A SEE S E R AR TnONEEE. BTiROEFEEZRNAE ANSI 8 VT100/VT220 £2
i%AY Shell £, SBiTEHIEERERERE SSH 8 Telnet I=HIE.

M Windows _ERY Putty {5 SOL

() |i*: (e E , SFALUZE iDRAC Settings (iDRAC iBE ) > Services ( JESS ) TEMEKIAL SSH 5§ Telnet 3207,

M Windows Management Station =AY Putty Bz IPMI SOL :
1. BfTA TS LAERER iDRAC

putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>

@ |iF: KOS 2k, NESHSERROSHEY S,
2. 151785< console com2 By connect LAIBEN SOL #5152 ERSA.
85F8 SSH &, Telnet MMM EBWMEISERARMN SOL SFCFIF. Eifia) iDRAC mdfTiEHlE | 1B81E Esc 5. Putty #1
SOL JEEEATH -
o EFFERETESET putty IHIRISERSFRT , 11K putty LAYTHEEREFNEEETURE S
« VTI00+ —F2 8 |, {8 F12 L@,
« ESCIn~—F12i& , 18 F2 TiXiEd.
+  1E Windows # , ANRAEEHEHS |ISEUEFIAESSEEERS (EMS) IBHE , MISHISERIEHE (SAC) KinnlfEaiR
IR, BH SOL &iF. XAKE. IS — 1 &G , REERE—H<SEE SOL &iF.
M Linux _EAY OpenSSH 8f Telnet {§f SOL
M Linux B854 EAJ OpenSSH B, Telnet f§5 SOL :
@ iE: EWE | Ea]LATE iDRAC Settings (iDRAC iZE ) > Services ( R53 ) TEHXEAIA SSH & Telnet £iFEitERT,
1. B30 shell,
2. {ERAT<IERE iDRAC :

o XFF SSH : ssh <iDRAC-ip-address> -I <login name>
o XTF Telnet : telnet <iDRAC-ip-address>

@ [i*: NPEHT Telnet [RSHEAROS (IR0 23 ) , WISIHOSHMT Telnet HSER.,
3. ESRSIEAMT MRANUTSSZ—E5E) SOL ¢

* connect

e console com2

IXAEJLARE iDRAC IERERIZE R SOL imM, #3Z SOL R1EfS | IDRAC fpfTiEHIE AT, [EfBER L FFILIFTF iDRAC
afTiEHE. BEZ SOL RiEE  BXNFIINSERERE L. SERFXAN , 83 SOL 2IEFE—ERHATAE.

@ [iF: BALAEREHIE com1 SEEHI& com2 LAEE) SOL, EHisISRSEIELEE,
console -h com2 AL BRFFREBNTCKE R TR FRHZRIBTHRICRETXNAE.
BRICRERXAIEIA (FIRK ) KN 8192 NFRF, AJLAERLA T SBILEIRENE/NIE

racadm set iDRAC.Serial.HistorySize <number>

4. 1B SOL K1ELIKAERR SOL 2iE.
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{5 Telnet EHUZHIS

79 VTI00/VT220 {FEIRE BIOS EBHUZEHIERT , Microsoft BER S EAIRLE Telnet ZFIRAIBELAIEMRER BIOS RERE. R
KREWERR | 751 BIOS I=HIETEM A ANSI B AEFHBR. BT BIOS IR ERBAFHITILESE | 151 Virtual Console ( BEIUE
#l& ) > Remote Terminal Type ( IZfEEIRAEEY ) > ANSI,

AFECEZE iR V100 (EEON  BEREEAEMNEHSHENSNARERRER 25 17 x 80 JILIRRYAERETR. &1, B
AR RE R HIALRD.

BEfHF Telnet EIMEHIS -
1. 7E£ Windows Component Services ( Windows {B{%lR53 ) /= Telnet,
2. {ERa<SERE DRAC

telnet <IP address>:<port number>

e 588
<IP address> iDRAC IP it
<port number> Telnet ﬁﬁ‘ﬁu% ( uuﬁng?f{iﬁﬁ%ﬁﬁ%D )

7 Telnet £1EECE Backspace f#

IR Telnet Z i , F Backspace $EAJRES T ToETRRIER. HIa0 , 2IERTEEENX ~h, B2 , K2 Microsoft [ Linux
Telnet ZFixEF LABCE /918 Backspace &,

BEIE Linux Telnet £1&EF <Backspace> & , 3T SIERTHIEAN stty erase “h, TEERFT FEA telnet,
BRELE Microsoft Telnet ZFigLA{SEFE Backspace (1B1& ) % :

1. FIFGSREAGED (NRFE) .
2. MEREZEIEIT Telnet 21F , WA telnet, WMREFET Telnet RF , IBIE T Ctrl + |,
3. EIRRFTFEEN set bsasdel,

1{%@7}—%5%,%Backspace will be sent as delete,

£ iDRAC 1Tz S SOL SifiER
WrFF SOL SIREENGSET ABRER. XY SOL SiRTeRIEA LR A FRER.
ERIFF SOL 23EERE , M iDRAC §d s8I SOL 24F -

R SOL EEXEM |, & Enter §#. Esc . T.
SOL &iFE XA,
o M Linux LAY Telnet iIBH SOL , (% Ctrl+],
AT ER—4% Telnet 3278, A quit LUBH Telnet

WNRFKTEELLE SOL 2IEFHABRER |, NEM SOL S1ETIREARTT A, BEfEARILLRIRR | 1B7E Web 5HEAY iDRAC Settings ( iDRAC
iZE ) > Connectivity (i%#E ) > Serial Over LAN ( LAN 817 ) TZ&LHSITizHIE.

X - A 3 J_-
{EH LAN _E IPMI 5 iDRAC &=
RWARERE IDRAC B9 LAN _E IPMI LUB SR FARHEMEIMBERSEAY LAN {Si8 L IPMI §54, HNSEKERS LAN Lk IPMI, ISNERERS:
FoifER IPMI §545 iDRAC IRSBEE(S,
@ [iF: 1IPMIERETF Linux BIRERFIRE 1Pve HENHDNEIS,

5 Web SR HELE LAN L IPMI

& LAN Lk IPMI ;

1. £ IDRAC Web RE , #Z iDRAC Settings (iDRAC i&E ) > Connectivity (&) .
BERNS RIS TIE.
2. 7 IPMI Settings ( IPMIi88 ) T , I5EEHE | AASHEE Apply (B ) .

BXZHRIANER | 15217 IDRAC Online Help ( iDRAC BRHIEEED ) «
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LAN £ IPMI iRBECES.

{§F iDRAC 2B 2 EELE LAN Lk IPMI

FEE LAN L IPMI :

1. 1E iDRAC Settings Utility (iDRAC iZB2AFIER ) F , = Network ( fI4% ) .
1557 iDRAC Settings Network ( iDRAC i&EMI4E ) TUE.

2. J3F IPMI Settings ( IPMIigE ) , I8EE.
BXRFIEIIVEE |, 15215 iDRAC Settings Utility Online Help ( iDRAC 18 &2\ FETERFEIESET ) .

3. {fkxEads Back (JGIB ) . Finish (586K ) flYes (2 ).
LAN Lt IPMIEEEE S,

{5 F RACADM Eg& LAN Lt IPMI
1. B LAN Lk IPMI

racadm set iDRAC.IPMILan.Enable 1

@ |i#: R ERTEEMER LAN | IPMIECTHITE IPMI &S, SXESEE , iS5 intel.com LAY IPMI 2.0 418,
2. FE IPMIEERER.

racadm set iDRAC.IPMILan.PrivLimit <level>

B8H R
<level>=2 FAF
<level>=3 BER
<level>=4 SR

3. WRFEE , iRE IPMI LAN (SiEZA.

racadm set i1iDRAC.IPMILan.EncryptionKey <key>

o %88

<key> 20 NEFRIMARABERAI 7 IS,

®
[E sk ZEAiziE RACADM

AT LAE IDRAC Web FREIER RACADM JEFERZEFITFE RACADM : A LA TG TR S A MEIE RACADM £iF,
@ [i: BIABERT . CREFIEE RACADM,

(£ Web s AskZERiEiE RACADM

1. 7£ IDRAC Web FRES , 4% iDRAC Settings ( iDRAC i&& ) > Services (%) .

2. 7EinfE RACADM T , SEIRFTEEIN , SAFGETRA.
ITFE RACADM (SR IEISIR S ek ZE .

i¥: iDRAC IPMI 3z3% RMCP+ thi{. BXEZ(SE | i5Z intel.com LAY IPMI 2.0 $I1#8.

iRE iDRAC i&(§

107



(i RACADM 5 a2 ixfE RACADM

@ |5%: @iNEMAH RACADM SKE{ RACADM iS{FXLERS,

o  EEAIIE RACADM :

racadm set iDRAC.Racadm.Enable 0
«  EFHITfE RACADM :

racadm set iDRAC.Racadm.Enable 1

=K

At RACADM

BAMBERT | A3 RACADM EFR. BEA | B2 ZANELUENENZESE L/ IDRAC EEEIRE.

BERZERSA LR IPMI

ESEZRSLE |, {#H Dell Open Manage Server Administrator BJ[SFEEER IPMI, BXES(ER |, 15557 OpenManage Server
Administrator FAF$SE &JF , RIHES : www.dell.com/openmanagemanuals,

(D |i*: & iDRAC v2.30.30.30 SEEESIRAEE , IPMI JFETF Linux RHRIERSFZIS 1Pv6 HiliHiiy,

73 RHEL 6 5| SHAERYSR{TIESISECE Linux

UL BAFET Linux GRand Unified Bootloader (GRUB), SNEREEFARRIS I SMBAER , MFESURIEX,

() |iE: EREEFK VT100 (fEEON , BRFEEMEMEHSNEOXNMAERZESR 25 17 x 80 FILRERXFERET.
BN, GENFRETHSHINER. U , BEXERETESBMELS.

1RERLA TN BB4RES /ete/grub.conf {4 :

1. B ENNIRBEDFRILATRE

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. FERIZIT LB MEIR
kernel ............. console=ttyS1,115200n8r console=ttyl

3. %7 GRUB WEF REFHEMET XANRE. A0 , GRUB FREFSERIE RAC EliSsIAT, SRMAEVAE , Wil
splashimage FHAHITT.

LATRBBZEM T~ /etc/grub.conf 3244 , BiRfEIISFEiRABRITERL,

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

T

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)
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kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s
initrd /boot/initrd-2.4.9-e.3.im

4. EFRMZ GRUBIETERIEY RAC BRTERBMEINEHIERIE BT TRINEIFEIE :
console=ttyS1,115200n8r console=ttyl

ABIT/R console=ttysl, 57600 FMINEITHE—IER,

ERZMAMERRTIROEENRAER.

@ ‘iEE: MESISNBEFFIRERFIRMBITEER (H40 GRUB 5 Linux ) , M BIOS S| SEEEMISEY MM, XaLL

ARSI SRERIIENEH S

TESUH /ete/inittab 1 |, FIE—1TLATE COM2 BfTimO LALE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttyS1l ansi
Y NN S == A T IBYE o

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttyS1l ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5
:2345:respawn:/sbin/mingetty tty6

o Ul W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11l/prefdm -nodaemon

iRE iDRAC i&(§
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TE37{4 /etc/securetty &, {55F COM2 RYERT tty BFRETIE—IT

ttySl
AN B B HTS TR IS A,

®

ve/l
ve/2
ve/3
ve/4
ve/5
vc/6
ve/7
vc/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
tty5
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttySl

21509 SSH INT|H=E

i*: (ArhEREERES (~B) ERTIEHE L 1IPMI TE#T Linux Magic SysRq #65S.

Z(HEF SSH 115 IDRAC 18(5 , B30F MRTFIHINSMEEL .

%.19: SSH &A=

HEXE Hix

AEXIFRINEE

NGE] ssh-rsa
ecdsa-sha2-nistp256

PO

RAZELS

Encryption ( i0%% )

MAC

110 i35 iDRAC i&(Z

curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-shal

chacha20-poly1305@openssh.com
aes128-ctr

aes192-ctr

aes256-ctr
aes128-gcm@openssh.com

aes256-gcm@openssh.com

hmac-shal



HEXE 8ix

hmac-ripemd160

umac-64@openssh.com

[E48 7c

() |iE: WNSREEF OpenSSH 7.0 SR . DSA AHBIASIIFISRA. ATHRER iDRAC RISEIFRIREM | Dell BXFSR DSA
DHTFZIS.

%J SSH {EAHERINIE

IDRAC SZ#5i81d SSH RIAHEEIAIGIE (PKA), IXE—TUEANAIINEE, EFRIREMER TET SSH Y PKA R , RBIIANER
IDRAC BRI, X3TIREEHMMALPUTEMINEEAFERER. LIERSAYRA RFC 4716 B OpenSSH 18z, &N , &
IR INZAET IR,

EHIERT , WA Management Station EAER—IIFABIIAHEA. BAHEA HER iDRAC A#EFFHI SSH ZFimaER
FAEZSEEISTEILS iDRAC ZEIRNE(EXR.

A LUBIE LA T AR ER AT S FAT AR ¢
F=1T Windows B9 il , {$/ PuTTY Key Generator N FRTERR
S FIETT Linux B9Z i , {88 ssh-keygen CLI,
iBE DRAC LETFEERSHAFARSNBRESIZHIR. EEmSHRIRAERTF "BEX" BREAPHER. B
IWHBRAB R LMESYEH TR REE. XEIECHEFMEMETBA. BFRY SSH ZHASEEE. Bt , RiZES EHEE.

L&, EEH/MER SSH BANEEIRFRERFPHAFPSR. LIRATFAFEIER AP SSH A, BME
R FUARER.

A RETE Windows HRfSEFHREY 2 3L 5345H

BB PUTTY Key Generator N FTRRFEIFEELAZSA
1. [EEhNFERERFFIERE RSA (EAETHREL,
2. WINESBRIEL. WENT 2048 F 4096 L2 [BIRIEL.
3. B |, IEEEOPBHER.
ZERRNSAERK.
4. EALENESARIEFER.
5. BINEREEIERFZHE.,
6. (REFEAHIIFABESA.

HE RS TE Linux FR{EARIAHERTR

B(FFH ssh-keygen N IR RIEEARR | BFIFFRIRE OFHE shel 127~ , I ssh-keygen -t rsa -b 2048 -C

testing

Hrp !
-t Brsa,

«  —b WEIUEENTF 2048 F0 4096 ZAIRINNEE(IEL.
-C FHEM AR R | iETE .

Q) |i*: BIAR S KNS,
IREBHEPIERE, SOWITE | B LA,

{8F ssh-keygen M Linux ETEIG4ERERIZRIARE 4716 #83K. {8 ssh-keygen -e -f /root/.ssh/id rsa.pub
> std_rsa.pub |G 4716 1830, FAEENZAHAINIR. HRAERIASPRH{TIZIR,

i¥: iIDRAC A 3ZIF5H5AAY ssh-agent 5542,

)
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& sSH 23%A
%*:%Ejuﬂa FNEF HERZINATEZELTE SSH O HER., EninATEZH2El , BHEREERAEREEIRE | LIRSINES
Tﬁhl\ ﬁe

NIIFT AR | ISHRRIIBRIE AR T #EZRRIZRS . IDRAC AUTIRELIBREMIFZBMR AIER. TR
DNFTERRT |, ANSREA SSH EOKAFEE .

{5 Web RHE_L&; SSH &40

3 SSH &48 -

1. £ DRAC Web RET , #5Z iDRAC Settings (iDRAC i&E ) > Users ( FBF ) > Local Users ( &R ) .
IRt 27R Local Users ( AR ) TUE.

2. fEUserID (P ID) %dh , BARAF ID RS,
#E7/R Users Main Menu ( FIFRZESRE ) TTH.

3. 7£ SSH Key Configurations ( SSH B$AEEE ) T , 1% Upload SSH Key(s) ( £# SSH #$H ) , 2AIGRE Next (T—F) .
$5E7= Upload SSH Key(s) ( L&k SSH $H ) 7M.

4. BYLATARZ— 3 SSH Z4A ¢

EREE.
BRI IR B E I AE,

BXEZER |, 15573 iDRAC Online Help ( iDRAC BX#E5EY ) .
5. EATERIF.

{#F RACADM L%} SSH 2348
3 SSH B4E | IEEITIUTHS
Q) |iF: FHMSHIZAREERH1T,

o ¥FFAHE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
SH T Telnet 8 SSH HIEFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

BN, BRI ERER L HEE— M ERZETRY DRAC FIF ID 2, IBIETIA TSRS ¢

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

)
E% SSH &$A

ERILAEEE L3E iDRAC BIZER.

EF Web RHEEZE SSH #$H
BE SSH 248

1. 7E Web RES , #Z iDRAC Settings (iDRAC i&E ) > Users (A1),
A4S 7R Local Users ( A5HtEFIF ) 7oA.

2. fEUserID (B ID) %dh , BAERF ID RS,
B E7R Users Main Menu ( FBREEEE ) 7@,

3. 7£ SSH ZiAEE T , GIXEE/MER SSH 848 , ASHRTET—E.
5 E7 View/Remove SSH Key(s) ( BE/HBf SSH Bl ) TR ZESHIFMES.

HipS SSH 224A
EMRAFHZRZHT , BRFREERHAEERIREN , LIRiRM=E,
{$5F Web RHEMIEE SSH 2548

IR SSH 2548 ¢

1. £ Web REF , ¥5% iDRAC Settings (iDRACiIEE ) > Users (AR) .
IS @ 7R Local Users ( A5itFIF ) TRE.

i*: - £ EIRTE telnet/ssh/serial RACADM LAZ T,
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2. EIDFIS , ERAF ID RS | AT Edit (FRIE) .
%2R Edit User ( fRIEFAP ) WA,

3. £ SSH Key Configurations ( SSH S$AfeE ) B , 1%64E SSH 548 , ARG Edit (4748 ) .
SSH Key ( SSH #%f ) TREIS Z 7 Edit From ( #giEH ) i¥15.

4. FEMFRAIERIEERE Remove (18R ) | /58T Apply (BIA ) .
sz E ]

{&5F RACADM HHif& SSH Z#4R

EffipR SSH %48 |, iBIEfTA TS ¢

o 4EEZSH — racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
BrE%%H — racadm sshpkauth -1 <2 to 16> -d -k all
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BoE A P IIKPFISGR

RIS EEBISESIRNAFIKF ( BEFAEAMHER) | LMER DRAC EERENARSHHERR AR M, BABR T , BidAl
EERMKFECE DRAC, EUARBRT , IDRAC AP BFIEEEERAERM. (FAEER  BRLURERFIKF , LIRirHEMA
Fi7iE) iDRAC, BXEZER , ESIIRS AR,

LA EA A SAF BRIRS | 5190 Microsoft Active Directory B LDAP , LUSBRFIKF. (FHBERIRSIRE— N EFRY
VEREERRINAIRFKF.

iDRAC ZHEFETHEIHIEE—HXHAIRNEF. FedlEEER. BER. RiExk. A TRINSEANR,
3

o BNFERNRAPEMELER
FeEA S
BEE Active Directory FHF
EcEiEA LDAP BB

N (ERNAPRZEET
FEREEXECIEMERRF SNE RN RN E RN F T RER.

® |i$: FRORBE-NABFEN—NMNEFE. — M EFHN—MIHF.
BIEERP RN , ERLITFR

. 20: BNEAMARAFH

F KE
0-9 116
A-Z
a-z

AHS%&()*/2@[N]A_ ([}~ <=>

& 21: EYERNERFET

FH KE
0-9 1-20
A-Z
a-z

ITES%&()F /2 @IN]A_ (|~ <=

@lii: SRR EIEEMFRTMMAAZERE. (B2, Dell EIUERLLFILNFR , IBRAEIEOMNESE.

@ |iE: MEHAZWAFRZNEEHAFHNFIREMEHZREREN, iDRAC ZHETHERBE N NNERSERPHERF
S.ExaiE< >, (1E2),

®|ii: BINERE/\ WM XESFHNSRED  #EANEFE. ASFE. HFNIISHTN , LIReRLN. SRINENSENS
3 (4NRATEE) .
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GeEAHAR

eI LABIS REEISIIBRAE IDRAC FRECEZIA 16 NAMAF., 18— iDRAC FFRI , IBRIEREFEHIZHRAR. &Ll
FERAXLAFIONIRIRERFS. BERMNAR, ERLUEREE iDRAC fRIFPFRE (B Web FHE. RACADM 8 WSMan ) BXAFE
M. SRS ASERE AP SNMPVS JGIE,

{§5FH iDRAC Web RE G E AR

ENINFIECE A Hth IDRAC FBF
O |i: EeARERERFIRIRA Sl DRAC AP,

1. 7E IDRAC Web R , 4% iDRAC Settings (iDRACi&E ) > User (FAF) .
IHEFER7R Local Users ( AStAA ) T,

2. TEFAF IDBh , SR D &R, RISHE Edit (5HF) .
O [iF: BA1BF IPMI EBRP |, B XERILERS.
7R User Configuration ( FBFELE ) U@,

3. 0 User Account Settings ( FHFMFIZE ) 71 Advanced Settings ( B&I&E ) FRSELESAFKF,

() |ix: BRRBP 1D FHEERFHAFE. ZBNEFP/AES CGHTRER ) . SRALISERAFE LAN $SERER]. BTHRONRR
KA. LAN EERITIAZS. SNMPv 3 38IE. ISIERBIFNISTARKE, BXSEMES(ERE | 1521l /DRAC Online Help
(iDRAC BX#N#58N ) .
4. B save (#1F) . AISCIEEBRESIRNARF.

{£F RACADM EeEZ R

() | i%: WAL root BRAHEEIRIE Linux K& LT RACADM &S,
#EE]LAfEF RACADM ERE—ANsE £/ iDRAC FAF,
BEFAERRSRSRBUTSEBESS DRAC FF

« SERTHHRI RACADM 77l , Bl RACADM apSHIMAMEN M | RSN ZE R LHITIZIMAIE 4,
- EFRAR—EEMHNSEERS LOE DRAC BEEXMFHHUT racadn set FH,

WRSIFERCE IR iDRAC SREREZ(FAT racadm racresetcfg s , BBAKRERFZNE FRIBLA IDRAC FAFEZFIZME,
racadm racresetcfq A% iDRAC EIZHEIAE.

O [iE: WEEIASHAZZMEAA, Bl , 854 iDRAC t , BFISEERRNESIRS.
ZWIFRAFPEEER  BPRSHARLUTESHS (1-16)

racadm get i1DRAC.Users.<index>.UserName

SNSEIIR ID SEHYFIE—RSIH. FHFERE iDRAC. Users.UserName=, {IR =" FERTHAFER , Z%3|1S5H0%
WP ER.

@ |i: LRI
racadm get -f <myfile.cfg>

HEHNRE

myfile.cfg

X, EREIEFRR iDRAC BEES#H.

JIBFER SNMP v3 BIIE , 55 SNMPv3AuthenticationType., SNMPv3Enable, SNMPv3PrivacyType X5, BXE%
{E82 , 157 iDRAC RACADM CLI ¥8§Fg BTFR , MIHEA : www.dell.com/idracmanuals,

WNEREHEIRE S BRI B XA B | i5($F AuthenticationProtocol. ProtocolEnable ] PrivacyProtocol Bt SH
SNMPv3 38iiF,
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https://www.dell.com/idracmanuals

{5 RACADM 7=l iDRAC FHR

1. RERSIFAFE.

racadm set idrac.users.<index>.username <user name>

88 izl
<index> H’E—E’\JﬁﬁFﬁﬁl
<user_name> BrFa

S, ==
2. IREEN.
racadm set idrac.users.<index>.password <password>

3. IRERAFPNR.
BXEZ(EE |, 15515 iDRAC RACADM CLI 1888 o] , ML : www.dell.com/idracmanuals,
4. BRARF.

racadm set.idrac.users.<index>.enable 1
IO | IBEALI TSRS
racadm get idrac.users.<index>

BEXEZER , 555 iDRAC RACADM CLI i8R oTA , MMt : www.dell.com/idracmanuals,

EREERRE iDRAC BIF

EREERNEEENRNAR (ETHBIEN)
1. BERBAFERSL

racadm get i1iDRAC.Users <index>
2. (ERFHAPBMEERALITGS.

racadm set i1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

@ [iE: BIAXPR(ER 0 , RFAFRBRERIEEIRE. BXEERFBIRINEMRIHEIERN5IE | 5217 iDRAC RACADM CLI

¥5rg oA , WAtk : www.dell.com/idracmanuals,

ficE Active Directory i

WREBAEER Microsoft Active Directory Bt |, BRARTLARCEIZERIELARRERT iDRAC BIIBERUR , MMifiFEm B RIRS+HHIEL
BFRIFHIN IDRAC AFRBRHHITIESI, XE—IHEINAITEE.

(D i¥: Microsoft Windows 2000, Windows Server 2003 f1 Windows Server 2008 $£{EZ %2 $5{E M Active Directory 3FiR5!
iDRAC AR,

f&aJLAEIT Active Directory ECEFIF SHIIELIERE] IDRAC, BEALURMMETAHEEN  EEREASUAFREREN
PR,

%} iDRAC {EF] Active Directory 3SIFRIRIIZ SR (4
E{#A IDRAC B Active Directory BHAIRIETNRE , iETRIREHIT NFHRIE

EBEH Active Directory EIZEE, BXEZER , 155 Microsoft ki,

18 PKI 5553 Active Directory ERtZEH, IDRAC EFFRAASAERIZRM (PKI) #HlEISkL£IGIE Active Directory, BXESER. |
1525 Microsoft R,

7 DRAC ERRINFTEIEIEHES L BT 2ERFE (SSL) , LISIEREiEHeEi=e M.
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https://www.dell.com/idracmanuals
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{Eisi= =5 EFR A SSL

24 IDRAC J&IZ Active Directory 1s#zHISEISIERFRT , EI3EREIEHIZEEE—1 SSL &iE. EXERATER | Eiskss A mEIA
IEA (CA) BERITEH — EMRIEBHE_HER] DRAC, H1EE IDRAC ISIE AF/aAi55I58 — o 2IRE 2 Fiainsse — zimissse
SMEHEHE CA REBEAT SSLASIEHR.

WNERIE(FEFE Microsoft Enterprise Root CA G SR8z HIEs o BCE) SSLIUEH |, MR -

1. FEEMEEHIEE E&Es SSLIEHR,

2. BigisHIsER CA IFBSHER iDRAC,

3. B\ iDRAC Ef4 SSL iEH.

ey O] == X +

TEE/MEIETIZER) SSLIER

TR MIIEHIEEAY SSLIUEP ¢

1. g Start (FHA ) > Administrative Tools ( E#TH ) > Domain Security Policy ( & 25HRHE ) .

2. [EFF Public Key Policies ( 23R AKRAE ) SU4L , /5T Automatic Certificate Request Settings ( EIEIEBHIEIRE )
FE$ Automatic Certificate Request ( BEIEBEIS ) .
1527~ Automatic Certificate Request Setup Wizard ( BEiE BHRIEEERS ) .

3. B Next ( F—# ) F7+i%#% Domain Controller ( lai=HIgE ) .
4. B Next (T—%) , RSEE Finish (5% ) . SSLIFRBERE.

15tki=HIEERE CA IE B SHZE iDRAC
@ |F: tNBEFHET Windows 2000 SEBEMAMITA CA , ITESETLERR.

EEIRIEHISER CAIEBSHZE DRAC ¢

1. FEZ=1T Microsoft Enterprise CA BRSZHIITIZ HIZE,
2. BEEFHE > IB1T.

3. A mmc , AT OK (H#E ) .

4

. TE Console 1 ({Z#lI& 1) (MMC) O+ , B2 File (X4 ) ( 7£ Windows 2000 Rt LREH; Console (1EHI& ) ) FrikiE
Add/Remove Snap-in ( FIN/HIBSEEIREATT ) .

5. 7£ Add/Remove Snap-in ( iRII/HIEREREIT ) EO+ , B Add (R0) .

6. 1 Standalone Snap-in ( MISZEFIREATT ) B , ¥EHE Certificates (IEH ) FEE Add (i5FH0) .
7. %% Computer (118# ) F5E Next (T—F) .
8
9

. IEEFEN | RERE  ARRERE.
. £ Console 1 (i=#l& 1) O , %l Certificates (ilE3 ) Personal ( A ) Certificates (iE¥H ) 37443k,
10. EIFHAREBEER CAUED | EEMBES  ARRESH....

1. 7E Certificate Export Wizard (iEBSHMRAS ) &, 5 Next ( T—4 ) Hi%#E No do not export the private key ( £ , £&
HIABEEER ) .

12. BAd5 Next ( F—# ) Fi%1% Base-64 encoded X.509 (.cer) ( EF 64 {i4mi53HY X.509 [.cer] ) {ENIER.
13. BE Next ( T—% ) HEIEPREERZ LB R.
4. BELSE 13 PEEFIER_EEE DRAC,

E )\ iDRAC [Elf4 SSLiFH

iDRAC SSL IEBEMTF iDRAC Web JRSZ2319ERNER. BB DRAC IEHIESERECEABERIES.

402 Active Directory fRS5EFIREITE SSL RTEAAUMBIGIEEFin | IEFHEENR DRAC IRS3ERIET _L&E] Active Directory faizH
8. 403 Active Directory 7£ SSL RIEHIAHIAIRHUTEFRIE  NIFAFTEX—FUME.

Q) |iF: INBRFHETT Windows 2000 , A FEHEREERR.,

() |iE: 4NR iDRAC Elf% SSLiIEHRE CA EZRIFEIZ CA RIERSEFIRIZHIEEN "SEEMMRMENG" JIFRP | BDHT
FHHRHSE.

1% IDRAC E{f SSLIEBSAZBIFTAIFEFIRMSEMERFIE

1. {FEALLT RACADM %<2k iDRAC SSLIES :
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racadm sslcertdownload -t 1 -f <RAC SSL certificate>

feEdEsiRR | FT7F MMC IERIEE NFHHSRES > SEEMRIAENG.

ARPEIES  EEEESHRESA.

BET—LHNER SSLIUERUH,

FEENMEEFIRRRIZEERRIMENE L iDRAC SSLIEH.

%@Egﬁ BSOS | WREAIEBSEM CA KT ASIORESIAIRE . MBUGTESIRT , NAIHERTEIE
R bBo

6. BET—LHEFESRE Windows IRIBIERXEBaIERIERFHEX |, i SRIRmEFEX.

7. BAEFRFFERTIRE. 1§ DRAC B SSLIEBSAZIFEEIEHIsHEERRERTIE.

1589 Active Directory JEiEHLHI

EETLIBIE ’RFh 5 AfER Active Directory REX iDRAC FAFIAIEIIGR :

F/EZEHIRR A E |, (FEH Microsoft BIZKIA Active Directory ZBXIS:,
Y RZEHRRR S EEEBEMNA Active Directory X8R, FraHaHEHIXISEBTE Active Directory R4EIR, BIRIHTRANRE
%, LIEEE SR FIAR iDRAC LECERFIHIENIR,

tT SRS Active Directory HieS

W TFEFR7 , /9 Active Directory SER{FFIFTMELSHITEETE Active Directory 31 iDRAC LEBHITELE.

oA NN

1: {5 Active Directory fRH#5RAECE iDRAC

£ Active Directory A, FEHENSBIEAERE. BE DRAC HIARHNARRIZABENKRR. A TEFIZAFIHERE DRAC Y
IR, FEARE DRAC LECERBHEBRREIGE. AENIRAKIIEE IDRAC EENX , MAZ Active Directory FR, BRZH
LITESA™ DRAC HELE 5 MEGHE. XR5|IBRSER T HANEEENR.

&. 22: AR BARR
faed RRIASUBRR! EFRIUR 2T

e 1 7 ZF7 DRAC, EZE IDRAC,  0x000001ff
EERF. BEREE. TR
SEEEHGS. haEEE
B, HREN R, Wl
&, BiTIZHERS

BEE 2 7c ZHRA IDRAC, BEEE iDRAC, 0x000000f9
WiTIRS TGS, haE
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faed AR PRE 5! EFRIGR V2T
Edla. BEEMR. W

HER. UTIZHSRS

BEE 3 7 EF3 DRAC, 0x00000001

a4 7 EEDEIR 0x00000000

fAtE s ¥ e ER 0x00000000

O |iF: e (ERS7ER RACADM (g BT ELHaRT A (R,

BigfiSidiEn
ﬂiﬁﬁﬁﬁiﬁﬁ)ﬂﬂﬁa@éﬂ ( BIEERER ) EHEEET , WNEEE DRAC LR EiFisHIsstlt, mEixXFheigE RS , SSmasE
NRFFEERAFTIACE (BERER ) KEZ M , NWIE DRAC EEESBBE RS tElt, mXMEiHER+ |, B8
BEANRESR (WNRE ) WINBREZEE,

BeE R SRS Active Directory

EER BRI Active Directory ZH , i5HF -
@B iDRAC Enterprise #¥FaT1IE,
ZBC BRIl H IR S 2 LT,
AR$SE8 EAY dat, A {EIFORTXIEFATGIR.
iDRAC MBI BECHEE , iE1E iDRAC Web FE4:Z! iDRAC Settings > Connectivity > Network > Common Settings LAEC
EMEIZE,
ERLE IDRAC LUH{T Active Directory ZRif(a) :

1. 7E Active Directory JRSSES (1354128 ) ., $IFF Active Directory BP0+ EA EIEHETT,
2. PR iDRAC AR,
3. £ DRAC _E{#H iDRAC Web HEaY, RACADM ECEHR. EHBFHEENR.,

{6 iDRAC Web R AtcBEEEIRHELEIIAY Active Directory

D |i: BXBFERIES , iESH iDRAC Online Help (iDRAC BAHLEEED ) .

1. £ DRAC Web REF , = iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) .
MERNE<BRIRS .

2. 15%&# Microsoft Active Directory 1% , SA/R8 T Edit ( RA ) .
BERNE 7 Active Directory FR B SEIERH.

3. BTk Configure Active Directory ( figE& Active Directory ) ,
15 E 7 Active Directory Configuration and Management Step 1 of 4 ( Active Directory ELEFIEEE 14, £4 ¥ ) mAE.

4. H5 Active Directory (AD) IRSZE5IEB(SHT | AIEREFHEPISIEFF B3 SSL EER RS AMEWESEa08 =il B. X
Tt , wEEEIEHIRR ISBBER FAQDN . XEHE 1SR k. At , REMKZIZERIEHHECE DNS .,
5. BF Next (T—% ),
& &7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory EeBEHIEIEE 245 , 4% ) 7M.
6. /SH Active Directory FHEREXT Active Directory fRSZ28FIFAFIKFPIIERR. b, 18XETE iDRAC BERIFFEH IDRAC LI
&3k 8 Active Directory BN MR E,
Q) [iE: MREBWIECER | iSiEEREHRIRSSEMI 2 /TR FQDN, iRER iDRAC Settings (iDRACIZHE ) >
Network ( %) .

7. BAd5 Next ( T—2 ) . 1S &7~ Active Directory Configuration and Management Step 3 of 4 ( Active Directory ECEFIEE
$38,Ha¥) Imm.
8. 1%5#% Standard Schema ( {FfESRH ) FETE Next ( F—4) .
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18 &7 Active Directory Configuration and Management Step 4a of 4 ( Active Directory FiBHIEIESE da s , H4F ) X

EO

9. A Active Directory £RBfRRIRFZ NN EFSERTIRIBRIINIRE.

10. B2 Role Group ( I ) BLETNESIIRTIL TP IE SRR,
J% 7R Active Directory Configuration and Management Step 4b of 4 ( Active Directory EiEBfIEIESE b £ , H4E ) T
.

1. IEEPRHERD: Apply (RIF ) .

BRI IS EFH B~ Active Directory Configuration and Management Step 4a of 4 ( Active Directory FeEfIEIES da & , &
4% ) WH.
12. BAETERE. TVESRHIRY Active Directory IR ERIECE TSR,

(£ RACADM BB Br &334/ Active Directory
1 EALTSS

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set 1DRAC.ADGroup.Name <common name of the role group>

racadm set iDRAC.ADGroup.Domain <fully qualified domain name>

racadm set i1iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address
of the domain controller>

racadm set i1iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address
of the domain controller>

racadm set i1iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address
of the domain controller>

o ENIEIEHIZESRIEE (FQDN) , MARIEAY FQDN, 40 , 8 servername.dell.com AR dell.com,

« BREERBASTRIMHEINE , B2RSARBENE,

o fBREMRH=MEdEHEE I PE— . IDRAC EIEOREREIS MBI , BEISCIIAINERE AL, FRRESR
R |, XEER PP ARG ERRENSEHI s AL,

« RERFPKFMABHLTAEERN  WERESTELRRRIRSS. ESNMIRERT | (XAILAERBRAE.

o WERIEPKIIEER , SERFERISER FQDN 5 P bR Siaias| seir B ey £ 5 F - FRFER ITEL,

o B SSLEFRIEEPERBIERIGIE , FRLATHS -

racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

FEUERT - THLHIAETAE (CA) IEH.
«  Bff SSLEFEIREFEFIFUTIERIIE (Fk ) | ERLITS»S

racadm set i1DRAC.ActiveDirectory.CertValidationEnable 1
FUERT | WERLAT < £ CAIES !
racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Q) [iE: MREBRIECER | iSiEESEHRRS B2 FH%HF FQDN, iRk DNS STEHLS > iDRACIZE > & T
IEfREEE.

LA RACADM 4 a]i% .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. Y08 DRAC LE/SH DHCP HEEFAERER DHCP fRSSESIZMAY DNS , MMALA TGRS ¢

racadm set iDRAC.IPv4.DNSFromDHCP 1
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3. YNER iDRAC -E25F3 DHCP Bi&EAEFERNEI DNS IP #biit | B ALLT RACADM 754 -

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFRERFEFIRIEEERE Web RENREHMABFE |, WBAUTHS

racadm set 1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BREZNEE 40 NP . R5IRENTF 13 40 2/,

" 2243 Active Directory #fi5

BT R ARRIR S ZRFE Active Directory ZEHEY R,

i RS RIEME
i RSB0 Dol KBS DRAC RAUR, BOS(EEAES RIS ABAURIER DRAC, Dol XBISMIBIATAITEIFIE
(ACL) AAHF BB RTIERRETE DRAC WSAIRIRFTEE,

ZUABRT |, Dell KEATIZRALRRLR Active Directory IISRAIFFENIR. AIRESF Dell KEAISRAAR , MIZKEAISRAIAFINRIS
BFIMERFIE. X252 iDRAC IREHEIMIR,

BReMERT R |, Dell BINAEIEY FREMISCHEF/SR Dell REXRISRAIHR,

Active Directory Z2459¥ &

Active Directory 0B /B 14 28195 2B/, Active Directory ZE SMNILAMEEC RIS B S EEUEESRIEUERE., BF
EEHIRENFHENEI— NG, BFERHN—YREISERFNEF. %K. BIESRE. SULIEERNE SN &
FN2&5Ey & Active Directory #01E/Z , LUBBISEER, Del BT , LEEVENEN , SXIFER Active Directory BHTIZEE
EEHISFRIEI,
INRIEETEEN B REMGhEAN M SR NRIT E— D #TEN. A THE D EEAMTIAIE—M , Microsoft 4P T —1
Active Directory SISRIREBIFF (OID) #UERE | LMEATEEY BRNZIZREIMal LMREE—EHBEARS SEMATIALE MR, B E
Microsoft Active Directory IHYZE4E , Dell UE) 7 iR INEI B RIRSHVBHEFISSHIME— OD, M— ERUUNE—XEEM D,

TREE : dell

Base OID&2 :1.2.840.113556.1.8000.1280

RAC LinkIDSBEEIR : 12070 to 12079

IDRAC 32131 RIS
Dell 7 R TARALADIE XA, WAl REIE. XERERIATHES —ASERIMFESEMEZEI—8Z 1 DRAC IR, It
BSHEERREHTRANREN | ERE LSISSMARMF. DRAC FRAN DRAC IREHE , +HEE.

STFEHBES Active Directory SERLLABHTIIMEAIISANAIMLE LRSS MR iDRAC 1R%E | IBEIERED— P REEISRFI— IDRAC iR
&, ETLIEIERS AN KBNS | 8N KBENRETLIREHRANTES AP, FFP4ESL DRAC IREXIR. FIFF1 iDRAC BFR4A
AR M EEHAIRL R,

A, ENRBEOSEREEEE (B, TLEHERAF. FPES DRAC IRENS ) B—MURNS., IWRAIAiFrESRRstISE
iDRAC &% RIS NNEBFUR.

iDRAC IRB XIS EE] IDRAC EW4HAYSEE , BT I8 Active Directory LUBTISIEFIRMA, 18 iDRAC iRMINZIMLEE | ERRMIER
Active Directory BFRECE iIDRAC RELIZEXS , LMERAFEILUEID Active Directory HUATIGIEFIIRIN., LAt , BB RIRMIUE IDRAC
INRED— N RESISRLMERFeEEE 1 TI0IE.

TEIRR RIS PRI REARI SR,
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(/ iDRAC
\ Association Object

e e & P

[ Users) d ST /" iDRAC
A Groupl(s) HYIgER e Device Object(s)

2: Active Directory XS AYBIENSH

SR IRIEEECIZ IR HENXRENISR. BR , BWREIEZED— KBTS , FEME LES Active Directory SERLAEIT
iDRAC IAIFFIFAEYE IDRAC IREZ W E— iIDRAC 8B XIS,

REIRAVFEESAENRFT/SELNR DRAC IREIIR. M , BPRENRREE—MMURNESR. KEKISKAERZAE DRAC
RE LAEIERIIAF.

£1XJ ADUC MMC EIRETTHY Dell i R R YIS EERIHAIPRIISAN iDRAC R SKERIRIITKER. Dell 7 BARIFRERER
fibiAY4EER IDRAC MR IN/IRERR I RAVF R R .

IR EAEIRAYEAER | BElE— M EREBATEERIXEAISR. Del Schema Extender 23 FITEFBIEZRIFNARERI S ZE At
B, FRESREREEAERE—EER.

REEAERIRF. BRANBRENRF AR LIRMIZIRERISR . 7 REMRRTT ZE5TFFIRETE Microsoft Active Directory FeiF
IZ M BRI EREMERRFA.

KIERI REERIR

I RS BSFHBIS A BRSNS SE—B AN A RSPRN SR TR R, B2, ¥ REEIIEILIRIRIR | LA
AP RESE—BF RERRIAE R SIS AIETE E D EARAVERES.

TERM T —MERY R RIRRAIA.

Domain 1 Domain 2

/,/ —7 B
P - Ve o
(\US_EJ [ User2 @( iDRAC 2

ZE B RN RIS — A0 FI A02, User! IBIZ N EENTS S iIDRAC2 KBk,
¥ RERIEIER) iR R B KB ARBERII R E S ER | SBERIMLARR , NERFHRERAIIBIRES.

EARGIG , User! #88 iDRAC2 AT Priv1 0 Priv2 18, User1 {488 iDRACT _EAY Privi R, User2 #8 iDRAC1 ] iDRAC2 Y
Privi R, B4 , WWESE R User! al{EE thtgh , mETLIEB/KR.

3: APIRER
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BeEH B4 Active Directory

ERIE Active Directory LAIAIE] iDRAC :

¥ F& Active Directory 2844,
. ¥'R& Active Directory FAFFIit BHIEERTT.
1% iDRAC FIP R EAERGHINE] Active Directory,
. {#F3 IDRAC Web Fimak RACADM BLE iDRAC Active Directory /&1,

}"B& Active Directory 283

R Active Directory ZEXJIGSTE Active Directory ZEXIRZRIN Dell 4B4R8TT. ZRMEFEM AR S~ RIIF<EES S, ¥ R
B, FRREEMEIZRMEESHE FSMO ARIREE CIREEHEIERRUR.

@ [iE: P=RAsET BRSEIVRERTR. RENEETRLERTI~S.

D |i#F: i BEEEF LN Z HIR AR,

AERAT™ME—TSET BERE :
o Dell Schema Extender 2R
 LDIF B34

WNER{HEA LDIF BIASS , WA Dell BRBTTRINZIZEIAH,
LDIF 3Z{4#0 Dell Schema Extender 3B\ F Dell Systems Management Tools and Documentation DVD FJLATBEHEH ¢

=N

NN

DVDdrive : \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced
\LDIF Files

* <DVDdrive>: \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools
\Remote Management Advanced\Schema Extender

(A LDIF 3214 , 7555 LDIF_Files B R EARSI4AT5A,
FLAMEREEHIFHIZETT Schema Extender 8 LDIF 3244,
{&FH Dell Schema Extender

Dell Schema Extender {8} SchemaExtenderOem.ini 3{#. ZEff{F Dell Schema Extender 2 HIEFIEE TIE , i50(E
B SRR FR.

1. 7E£ Welcome (¥R ) FE L , 5 Next (T—%) .
2. FAEHTHES  RERET—E.
3. 1E#E Use Current Log In Credentials ( {FAZaIERER ) S \EEREIERNRBAZTIZE.
4. BFHET—=1T Dell Schema Extender.,
5. BEATR5ERK.
AR R. BISIFZREY R |, B1EH MMC F Active Directory ZRMEIREATTRISE S5HEN EEEE. BXFEHE MMC
Active Directory ZE{IEIRRTTANFMEE. | 15215 Microsoft 5BE3 {4,
ZEHEM
. 23: 5103 Active Directory ZBgrh3EAI3EEN
E 34 HEHMRIFHRS (0ID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1
delliDRACAssociation 1.2.840.113556.1.8000.1280.1.7.1.2
dellRACA4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5

ECERPIKFHESER 123



. 24: DelliDRACdevice

oID 1.2.840.113556.1.8000.1280.1.7.1.1
15468 {X3E Dell IDRAC i85, iDRAC WJR{E Active Directory EEE

deliDRACDevice, IEEE(F IDRAC Al{EEER B RIAAMNY
(LDAP) &EifJ&1%£%| Active Directory,

£ eS| RIS

FEES dellProduct

B dellSchemaVersion
dellRacType

Z8. 25: delliDRACAssociationObject 3£

oID 1.2.840.113556.1.8000.1280.1.7.1.2
15888 F Dell KBNS, KEISATFRIEAFSREZENERE.
KpAY L AES

FEEES |

=4 dellProductMembers

dellPrivilegeMember

ZR. 26: dellRAC4Privileges 3

oD 1.2.840.113556.1.8000.1280.1.1.1.3
1588 79 IDRAC TEXARBR ( AR )
ESEpSid] L= TIES

FEEES %

B dellisLoginUser

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

K. 27: dellPrivileges 3

oID 1.2.840.113556.1.8000.1280.1.1.1.4
183 FA{'F Dell 28R ( AR ) BIE=RE.
ESINESS L AES

[EES AR
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oD

1.2.840.113556.1.8000.1280.1.1.1.4

Bt

5. 28: dellProduct 3

dellRAC4Privileges

oID 1.2.840.113556.1.8000.1280.1.1.1.5
Al Fr& Dell FGRiREFTRIBAESS,

S iESidl LSS

FEEES TTEM

= dellAssociationMembers

2. 29: i&INF Active Directory Z2{989E 4RI

[BiE=#R/i%0A $3fichY OID/iE R SHFIRGGT BA(E
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
BFHEMR delPriviege XtS2E9% I ¥FEFR (LDAPTYPE_DN

=. 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE
BT ItAEER dellRacDevice 1 AT B FR (LDAPTYPE_DN

DelliDRACDevice 3TERAVFIZR. LLEME  1.3.6.1.4.1.1466.115.121.1.12)

48[ dellAssociationMembers [5i1E§E

EIEESEE.

$&42 1D : 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
WRAFPEERENERIIR , M8 #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
WRAFPEERENFERESIR , N #/R{E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WMRAFEERENEFEENR , N fH7~E (LDAPTYPE_BOOLEAN

39 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
WMRAFEEREFNEEERINR , M #H7RE (LDAPTYPE_BOOLEAN

35 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
WRAFPEEREBNRSEEERNIR ,  /RE (LDAPTYPE_BOOLEAN

M¥ TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
WRAFPEERENEIIEHESIR ,  #/RE (LDAPTYPE_BOOLEAN

Mg TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

AIRABFEERERIEIN TR ,
79 TRUE,

/(& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

B & A P IKFFIER
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BIHERTR/ 588 $3E2RY OID/IEEMIRITIATT HE

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
MRAFEERSOMHERAFN  #/R{E (LDAPTYPE_BOOLEAN

R . M9 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
MRAFEERENENGSEERN  #/R(E (LDAPTYPE_BOOLEAN

fR ., W59 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE
LRSI A T EEA, BREK/NEFRFER

(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
It/E MR deliDRACDevice SERAIHAT RREANEFRE

RAC ZEBILIRF (LDAPTYPE_CASEIGNORESTRING
dellAssociationObjectMembers Bijdt§ERE 1.2.840.113556.1.4.905)

NEEEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE
BTt mRa AI D EEATR (LDAPTYPE_DN

dellAssociationObjectMembers B9FIZR,  1.3.6.1.4.1.1466.115.121.1.12)
EMER dellProductMembers 452
MR AL,

&4 1D @ 12071

T=MBF Active Directory BFP#IiTEN SR TH Dell i R

#"'R& Active Directory HHRIZEAERT , IR & Active Directory FIFFITEANERETT , LMFEEREEBETE iDRAC %%, AFFIF
F4H. iDRAC KEAF iDRAC #XR.

{8F8 Dell Systems Management Tools and Documentation DVD L3R AT IRIERT , nJLATEZZE 2 i5%1Z Active Directory Users
and Computers Snap-in ( Active Directory BRIt EHEERET ) SISk BREEEIT, BSH "Dell OpenManage Software
Quick Installation Guide” ( {Dell OpenManage {4 HIEZIEIERT) ) , H—S THRIILERZETRM, XTF 64 {5 Windows £
ERG R |, EERTTEER T

<DVD IRENEE>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIin64
B2X Active Directory FAFFITENEERRITHNEZER | 1559 Microsoft i34,

15 iDRAC FBBFFIHPR#NNZI Active Directory

{58 Dell T FEHY Active Directory FEFFIITENEIRRTT , FOILABL ORIRE. FKEFIRPRIISIAIN iDRAC FFFIRUR. ERINE
IS |, BHRITLATIRE

B3 DRAC iR &8

BRI PRXI SR

BUEE KBTS

BRISRINRI KBRS

Bl iDRAC & I5R
E0UE DRAC IREXIR , IBHUTIATHRIE -
1. 7E MMC KJ Console Root ({ZHIGHREIR ) B0+ , GRET—EH.

2. j%#% New ( #iZ2 ) > Dell Remote Management Object Advanced ( Dell SRITIEEIENSR ) .
B New Object ( HEWR ) BHO.

3. JIFIEEABTR. 1ZBFIRSETERER DRAC Web SREBCE Active Directory EMERIHIAGT iIDRAC BFRSTEHHME.,
4. 1% IDRAC Device Object (IZEWHR ) , AFHRT OK (HE ) .
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BUERIRRIS

BOESIRMIR
® | it BRI R AR — ME R EIEEBRYSR.

1 EEHEeETR (MMC) BOY , ARBE— 1 a8,

2. 1%3% New ( ##2 ) > Dell Remote Management Object Advanced ( Dell B{RIEIEEIENSR ) .
27 New Object ( FMEXR ) EO.

IR NEFR,

1E#% Privilege Object ( HPR¥MISR ) , AFRE OK (HE ) .

BRPECENBIRN SRR,

B2 Remote Management Privileges ( iZf2 SRR ) EIM~HAAPEED EIR.

BUFESEERNISR
BOIRXBRIR , BHUTIATIRE -
® | i+: iIDRAC XEISMETRERR , EEEigs) Sl .

1 EEHEeETR (MMC) B0, ARBE— a8,

2. 1%#% New ( #iZ ) > Dell Remote Management Object Advanced ( Dell B{RIEIEEIENSR ) .
RAEERRE.

3. BINFRIRIIBTRIIERKIATIR,
4. i%&#E Association Object ( KEXIISR ) BT EE , RERE OK (FBE ) .
5. [ALGIUEFAFRASIR IR AKX BRI EATHIERIR.

RIS SER LA RGBSR

ERIIER R IR REAISRATHIRINR

1. %%l Administrative Tools ( EI2TE ) > ADSI Edit ( ADSI #gig ) . 15E7~ ADSI Edit ( ADSI 4gig ) &.
2. EENEEF  SMECIRRIXEKNSR , GEEBEFIERE Properties (BIE) .

3. EREIRTF | BERN.
4

. A\ Authenticated Users , A5 Check Names (I8BBHR ) , AGHED OK (T#E ) . WIFAIAFE RN Groups and
user names ( AFIAREZR ) 7K.

5. BT OK (HfRE) .

IEXISRINZYSCEAT R
EAXBISKBHED , JLLKEAFEAFA. RIS DRAC 18558K iDRAC iRE4H.
BRI LUGRINA P 4EF0 iDRAC 18584,

MR A PE
SFNFAFEARE | BT TR -

I ARBERBNSHEERI.

2. WHERPSET- R BRI,

3. MARPSBPEEIHEE OK (1) .

AR
BRIUR | BHUTLATHRIE

EAF; Privilege Object ( #PRIIR ) LTI~ , EURIISIFINRIIGIUE iIDRAC IRERTTE X AR S AP ENPRAIKER S, REeE—MY
BRSSO INR KBRS

1. 1&#% Privileges Object ( BRYIR ) iELIT £ , FEE Add (FIA) .

2. MAPRIGS B REIRE.

3. Epik Privilege Object ( PRIIR ) IR~ , SHPRIISIARINEVILIE iDRAC REITE X BFE AP EMIRAIRE ., REgs—
PUESSESAIEIPS:SRE S

o oA o
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=il iDRAC 12X iDRAC 12 H

BN IDRAC IRl IDRAC iX&4H :

1.
2
3
4

pine . il a =ty |
. I\ IDRAC i8%%8L iDRAC iR B EBFRHHTIRE.
. EBMEEOG , RxBpENA. BE.

. B3 Products (78 ) EIRLARII— 1 EEERAT AT ATE XAIBFEA A AR DRAC 1885, BRILUEZ IDRAC iR
BIRINEI—RERIR,

{6 iDRAC Web R AtEcBEEEY BEEf3a) Active Directory

BE(HEH Web RELY RERHEIELE Active Directory :
@ |i3£: BXEFERIER | 1531 iDRAC Online Help ( iDRAC BXHESEN ) .

1.

1£ IDRAC Web REH , #5Z iDRAC Settings (iDRACiZE ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory, Ed5 Edit ( 4miE )

J5 7R Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEIEIEE 145, H4 ¥ ) @A,
245 Active Directory (AD) IRSZEEB(SAT , TNEREBIERIRIEF L& SSL iEEIa (BRI BRSAEN S EHEIET.
B Next (T—5% ) .

15T 7 Active Directory Configuration and Management Step 2 of 4 ( Active Directory ECEIEEE 2$ , H 4% ) TmA.

$BEXTF Active Directory (AD) [RZESFIAFIKFRIUEER. o, I8EERHAE iDRAC WIRERF AD lRAJATIE],

@ i*:

- WREBIECHER | iSiEEkEH2ERS 3 MLEF] FQDN, HR{RTE iDRAC Settings (iDRAC i&E& ) > Network ( [
% ) TIEfRECE DNS

« WA iDRAC MR{UFARERYMGEH , MAEEIE User Domain from Login ( REERAIAFIE ) IR, mRHESE
Specify a Domain ( f§iEl ) EIRFIRA IR iDRAC WRAEE.

BaTE Next ( F—2 ) . 1887 Active Directory Configuration and Management Step 3 of 4 ( Active Directory B EFIEE

g3, Ha%) Imm.

PEIRN REEFH T Next (T—25) .

1B &7 Active Directory Configuration and Management Step 4 of 4” ( Active Directory BCEFIEIEE 4% , H4$ ) @

EO

I Active Directory (AD) I iDRAC IREXIRIIZFRFINMIE , FE: Finish (5ER) .

¥ RRZRHA1ETRT Active Directory IR BECE ST,

(£ RACADM EEBEE B E323/) Active Directory

{$/ RACADM BB BB ELEFIAHY Active Directory :

1.

ERLAT <

racadm set i1iDRAC.ActiveDirectory.Enable 1

racadm set i1iDRAC.ActiveDirectory.Schema 2

racadm set i1iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set i1DRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set i1iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o ENIEIEHIZENSRIEE (FQDN) , MIARIEAY FQDN, 40 , M servername.dell.com AR dell.com,

o BWIREDREALIT=MBIERAS—. iDRAC S OREEZIS ML EREUE , BRISCHIRINEZ L. EREY ELE
B, IXLERI IDRAC IREEFITERYIEEHISEAY FQDN ¢ IP itehit,

«  EfE SSLEFRIIERPEMERIIE , FRUTHS !

racadm set i1DRAC.ActiveDirectory.CertValidationEnable 0

FUERT | 8 F L3 CAES.
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£ SSLIEFIRHEFIFUTIERIGE (AL ) -

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | SFEFERLLT RACADM a5 L&k CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Q) |i*: NBE-RINECREA | ElsEtt 2RSSl il FQDN, R iDRAC i&H > M4 T DNS BERERS.
LA RACADM #nafis

racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. W5 DRAC EEB/EF DHCP FEEGHE(ER DHCP IRS3E:EMHAY DNS |, AL T &<
racadm set 1iDRAC.IPv4.DNSFromDHCP 1
3. W05 IDRAC EEZEA DHCP SEFREFHIMEA DNS IP itk , IEMALIT &<

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFHLEREAFIFIRIMEEERE] DRAC Web REINREHANBFE | BERUTHS :

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

ERZHEE 40 MNP B3 I1mENT 128140 28l

izt Active Directory i88

&AL Active Directory IRBLASGIHEAIELE 2R IEM , Sii2#T Active Directory B MAYIRIRR,

{§H iDRAC Web Rzt Active Directory 1888

B Active Directory i85 :

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( BRIRS) >
Microsoft Active Directory , B85 Test ( jlllizf ) .
FERPER R Test Active Directory Settings ( illift Active Directory i&5 ) TUH.

2. B,

3. Eﬁﬁ)\Ji@giﬁEPE’\J%ﬁ"\ (5140 username@domain.com ) F1ZHY , A/FETE Start Test (FHRAR ) . FERISERFMEUHER
G = F

MREAE BRI | FEENN BSOS RARE AR SRR 5.

@ iE: MNBRESQiE “Enable Certificate Validation” ( [RFBIEHISIE ) AYIER Fillix Active Directory i&E , M iDRAC &
3R Active Directory iRS388# FQDN ( foA=2 IP itk ) #7iR. U5 Active Directory fRS3ERiEid IP lhlitRiR , MEHIGIIE
£BEJ3 iDRAC Ei%5 Active Directory [RSZE2@ (ST,

{5 RACADM illlizt Active Directory 128

MR Active Directory I8 |, i6f#F testfeature 3%,
BEXEZ(ER , 555 iDRAC RACADM CLI 8 oTA , Mt : www.dell.com/idracmanuals,

BcEiEH LDAP R

IDRAC 1RBRRRTE=ISHFETRER BRI (LOAP) HIIIIE. LINREATEE R RIRSS B THAZRAET .

797 % IDRAC LDAP sCEIEA | 1§FIFAR B RIRS Z ARIERAMBFHTHOEF RSB -AXR. BRIRSITERIERR
. fHian , BFR. BURBFAZBIEERERRNEMIRMR. XER(FRITE DRAC i TR E.
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®
{5 iDRAC EF Web HIREECE B LDAP BRIRS

E(HF Web REEEEMA LDAP BRIRS | iBHUTLATERE
@ |;$: BXEFERNSE , i§2K iDRAC Online Help ( iDRAC BXHN#SED ) .

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&E ) > Users ( R ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service (i#F LDAP BRHES3 ) . B Edit (i) .
Generic LDAP Configuration and Management Step 1 of 3 (i@ LDAP e BEHIEEE1 4 , £ 3 ¥ ) A+ ERUIER
LDAP IRE.
2. B 5B LDAP IRSESESHTHY SSL IERMIAE 2 /B FERISIEH EEFERIEEIES.
@ |iF: TR ASR , FZIFETFIE SSL IRORY LDAP 485, (X353 SSL /Y LDAP,
3. B Next (T—% ).,
$$ B Generic LDAP Configuration and Management Step 2 of 3 (i&EF LDAP BRBIEEE 24, X34 ) A,
4. [SRBH LDAP BAlFFHEEXTIB LDAP fRSSESFIAFKFRIUERES.
(D |iE: MFEBIIESHEM | EISTE LDAP IRS528/Y FQDN FififR DNS 7£ iDRAC Settings (iDRAC i&E ) > Network ()
%) TIETRECE.

i*: B LDAP BRIESAISETFEHERHIWEIRIE (TFA) fIa—&F (SS0),

(D |3%: TERRA , RAZISRES, BHH3ES5HEM DN HCROAMNEERR. B, (iSat, REFes,
5. BF Next (T—% ),

18 &7~ Generic LDAP Configuration and Management Step 3a of 3 (i@F LDAP EEEfIEEE 3a 5, £ 3% ) IA.
6. B Role Group (84 ) .

& E 7~ Generic LDAP Configuration and Management Step 3b of 3 (i LDAP i BHIEEE b , £ 35 ) ITAE.

7. IEEIRADPHIBTR , SIZAXRERISER  SARRE Apply (KA ) .
() |iE: WNSRISER Novell eDirectory #3348 DN BFRMERTLATFR : # (HS) . " (W315) . ;(H5). > (XF
8).,(E8)FH< (MFS) , WpmEX.
ABAIZE{RF. Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP BeBHIEEE 3a s, 3% )
TESETAGAHIZE.
8. MREBFREHMABE  BEEE 7 HFFE 8 4.
9. BTSSRk, 1BM LDAP BRIRSE ST,

{£F RACADM fg&iEH LDAP BRARSS

EFE LDAP BHRARS , (£ iDRAC. LDAP ] iDRAC. LDAPRole APMIRISE,
BXEZ(EE |, 555 iDRAC RACADM CLI ERg & , MHEA : www.dell.com/idracmanuals,

il LDAP BRIRSZ&E

AU LOAP BRIRFIRELISIFEREEERIEN , SUSlT LOAP ERAMAIEIRE.

{83 iDRAC Web FE izl LDAP EFRARSSIEE

EN LDAP BRIRZIRE

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic
LDAP Directory Service ( i@H LDAP BRES) .
Generic LDAP Configuration and Management ( j&F] LDAP EeBHIEIE ) TETERSaIANER LDAP IZE.,

2. BFHEuE,

3. BN LDAP IRENIBRAFINAFEIIES. SBRTERNAFAERE T EBABR R LR S AmEiEErT
Ac.
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@ i*: fZEB8 4% Enable Certificate Validation ( [REERISIE ) B9ER Tt LDAP IREAY , iDRAC ZE3R LDAP IRSSEEH
FQDN AR IP itthiRAl. $N5R LDAP RSSE3H 1P HEIESRIRAI , MEERISIERY , BEJ iDRAC FTikS LDAP RS3EEE

(@ |i#: MSRAFER LDAP , iDRAC E%EAEIBRAFNSHERBR, WRAY  WSRBAFHAFER,
BERIS B ASSRAE B .

{£F RACADM illlist LDAP BRiES31&E

iz LDAP BRIESIRE | 15 testfeature i<, BXEZEE. | 15515 IDRAC RACADM CLI 1883 ATH , ML :

www.dell.com/idracmanuals,

B EFFH PR 131
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RAEUERT

REMERAN T ERRE SR IEEINER, IR LIS RIFRARZ AR ESAIEN. HEEERTEEME
HEH. DREWRME , (HINZRRERENSAHBSATELL. MRZXESCKRRERRE | WSBHMERER.

@ |i#: ERRAMEERE  BELEMINRELE. FASEFRIZARS,

B AT RIS e R SiER
iDRAC Web SE
RACADM
WSMan
SCP ( RAREERENH )
Redfish
EFFNBEHREGER F2 7R DRAC IRE

Q) |i*: EEMEE , S 58% iDRAC Enterprise FFEIERIRFiz5I4R.,

BRSO TFHIERT | AT HTAI—EES -
IR FIRIgE
REBIRIRIE (FIH/XBE. E8)
FEIRIS R

« RBIRIE (#1148 PERC)

. BMHEIR

s IBTIZHTER

o EHKIR{E (VLian BCE. FlexAddress )

»  Group Manager %513

THRIIH T ZUEEABRNE TAIRIETAIIRE. FEAARRER
Q) |iE: SERE AR | A5ZH5{ER) iDRAC EEREISIRRF. (B2 , vConsole REAFRIRHT 5| SIZHIEN , 5 iDRAC LTFHIER
B | IZERT .

. 30: FHERATZWAYIRE

(55| RISIEETME

« OMSA/OMSS - AEELURENFEHAEEIE
o |PMI « PERC

* DRAC/LC « PERCCLI

. DTK—.Syscfg « DTK-RAIDCFG

* Redfish « F2/Ctrl+R

¢ OpenManage Essentials e NVMe

BIOS ( F2 i2BTARIE) « DTK-RAIDCFG

e F2/Ctrl+R
e BOSS-S1

¢ Marvell CLI

e F2/Ctr+R

BRI, BMNERLARE SR E R

IhEPRER

RERRIRRE (FFL. X, &T|R)

RAEE (#H1#8F0 PERC )

ISM/OMSA & ( 0S BMC [EF. MEFER ping. 0S &FR.
hRAS )
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2 RISIERETI(E

o IEBKIRIE ( VLAN BLE |, Flex Addressing )
«  Group Manager Z45

)

iF: CEREYEERA , A&7 iDRAC ERTHEPER OpenID Connect B Fi%IRA,
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fcE iDRAC LAHITHE—SRAEHEFER

ATIRMHECE iDRAC LURTEEERESR (1IEBTAMAFFI Active Directory B ) 18— (SSO) R (i&FTF Active Directory F
) BER. SSO ISR FERECIFIMITEE.

IDRAC Sz#ZETF Kerberos B Active Directory BIELASTIFEERERFN SSO &R, B Kerberos KSR , 1555 Microsoft i,
ES

Active Directory BB—ERa S RERIIRHRSEY

79 Active Directory FAPBECE IDRAC SSO B

NAHFAPEE DRAC EREFER

79 Active Directory FAPBECE IDRAC HEERER
ERSZEEERER

Active Directory E—E RN BB R = FAIRIRSEHF

ET Active Directory Y SSO e &g RERIIBHESHEIE
iDRAC R85 Active Directory 1ai54S8atialEs. TR , iDRAC _EEY kerberos IS, ERTLAEERNXE] NTP THagR4EaT
B, EHTIIRIE | B8 BEERNXF NTP,
15 IDRAC ;85 Active Directory fRIZHHITHE..
{8 ktpass TEARY keytab 314,

B FREMERR—ESR , i5HR1E Delegation ( &HiR ) EINE L7 keytab BB AT Trust this user for delegation to
any service (Kerberos only) ( ¥HEABRFZHIZIRINSITULLAR ({XBR Kerberos ) ) %R, 1ZIEI-R{NTEER ktpass A FBFER
BUEE keytab XA R A,

- EENEERLUSH SSO BER.
«  BUE Active Directory XYSFHZALATRIR.
« X$F SSO , 1579 IDRAC FRIfEFRIAJ DNS RS ERERAEIRXIE,
(| 2: 1SR4 SR DNS EHWFIE , Kerberos EHARIER M,
o EEENRNSRLIF SSOBR, BXEZER | e 2 —E5R,
(D |iEE: Google Chrome ¥l Safari A3z35{#F Active Directory i#{T SSO &,

1% iDRAC ;179 Active Directory BRI HESITEN,

1E Active Directory tRi#HFf7 iDRAC :

1. EA5 iDRAC Settings (iDRAC i&H& ) > Connectivity (iE} ) > Network ( FI4g) .
AN T DT

2. HROILURIE IP iR E1%#HE IPv4 Settings ( IPv4 i&8 ) 8 IPv6 Settings ( IPv6igHE ) .

3. RHEMAY Preferred/Alternate DNS Server ( Eji%/£5i% DNS RSS2 ) P bit, iZ([BEE2BERHY DNS JRSEEE IP itttk , BF
root fA—ER5.

4. %#% Register iDRAC on DNS ( [[] DNS j¥#if} iDRAC) ,

5. 1252 DNS Domain Name ( DNS {&#& ) .

6. I&IFMZE DNS EE&E 5 Active Directory DNS {SEITHL,
BRBEMNESER , 15515 IDRAC Online Help ( iDRAC BXH/1E5EN ) .

4Rk Kerberos Keytab 3Zf4

N7 7R SSO IS RERERBMIIIE | iDRAC IFHITECE |, EBS AL/ Windows Kerberos [4&_ERY kerberize fR55. iDRAC Y
Kerberos Bt BEIESI159E Windows Server Kerberos IREHBRE I Windows Server Active Directory FIZ 2 FAERNSE.
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ktpass TR ( AJM Microsoft {EiRSS 88 %%E CD/DVD RI—EBSIREN ) AT EIE4FERIBFPIKFRIIRS EAETR (SPN) FHBEEE
BESHE MIT 288UA9 Kerberos keytab 45 , NTITESMEBRIFELER S5 Key Distribution Centre (KDC) Z [BREIM{S{EXER. 1% keytab
XS EEE . AT YIRS KDC Z RS R TINE. ktpass TEFITSIRF Kerberos SHAIIERIET UNIX AIBRSSfEF
Windows Server Kerberos KDC IRFZIEHRIEIR{EMINEE, BX ktpass NFHRFINEZ(SE , 15215 Microsoft fjug; :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

Rk keytab X Z AT, W IRBIEE— Active Directory BB , LMES ktpass 5 <$RY -mapuser IEIMBCSER. Lo, AR
BESEEEMRY keytab 34 EEZIAY iDRAC DNS ZFFERIAIBEFR.

{5 ktpass TEARY keytab {4 -

1. TEFEEIE iDRAC BRETZE! Active Directory AR RIIIEHIES ( Active Directory BRES588 ) LIE1T ktpass A FITER.
2. {ERELLT ktpass ap Bl Kerberos keytab 314 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

DOZESRAYY AES256-SHAT, FARERIR KRB5_NT_PRINCIPAL, RS ERZFRIGHEIZINEF KRB XEEHA Use AES
256 encryption types for this account ( {ELLHFAY AES 256 INZRHKBY ) B,

(D) |i*: %3F iDRACname Fll Service Principal Name ( BRSSEMETR) | BERNSFE, EHEPERASFE , MRFIR
FR7R.

3. BITLATEGS :

C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 34,
@ [iE: MREBRMAELE keytab X {4 iDRAC FIFBIEMITRE , iSCUIEFHAFTIHH keytab X, MRERMITRICER
[F— keytab {4 , MIFEIEIRECE.

Bl#2 Active Directory SSRFHHZHPUR

XIEF Active Directory ¥ FEZRFIRY SSO BRHUTIATEE :

1. fE Active Directory fRZEEHF BRI ENIR. BRI SAXEANIR,

. POEMBIRNSRIEE IR, BINAEREEERNIR , RAEERNRSGIIR LR L0E,
. [ERXEIIR IR T RIIBPRITSR.

. BZEIRY SSO AF (ERAF ) RIIEIRER.

. REIFEFRAEEIARER | LUK eIERAIRERNT SR,

73 Active Directory FHFfit& iDRAC SSO &%

7£79 Active Directory SSO BRELE iDRAC 2RI , &R = ATARIRE .
LIET Active Directory iREFFIKFEY , ATLAS Active Directory SSO Bt& iDRAC,

(5[ Web FREJJ Active Directory FiFfitE iDRAC SSO &
s

EFIE iIDRAC LA T Active Directory SSO BH :
O |12 BXESIRIOES: , HSI IDRAC Online Help ( IDRAC BXHLEEEN ) .
1. BEIE iIDRAC B9 DNS BIREBILED iDRAC ST2IRERTEE . EHTIIRIE , 157X iDRAC Web RE , 5% iDRAC Settings

(iDRACiZHE ) > Network ( 4% ) > Common Settings (iERiI&E ) , 77&%& DNS iDRAC Name ( DNS iDRAC &R ) &
‘l‘io

2. EgE& Active Directory LABTFHRAESRIIEH REMGIRERFIKFRT | iSHITLAT RN ERRECE SSO

+ 1 Active Directory Configuration and Management Step 1 of 4 ( Active Directory EeBfIEIESE 14 , L4 ¥ ) mE+
L& keytab 344,

O DN NN
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1E Active Directory Configuration and Management Step 2 of 4 ( Active Directory EtBHIEIESE 24 , 4% ) mEm
1%$% Enable Single Sign-On ( BB —&5 ) %11,

{§H RACADM JJ Active Directory FlPficE iDRAC SSO &
5

B[S SSO |, TAEEBIBLE Active Directory , FHIE{TIAT®S ¢

racadm set i1iDRAC.ActiveDirectory.SSOEnable 1

AP FECE iDRAC HEERESR

EFeE iDRAC AR LU TEERES ¢
1. BEEERBEFIEBRTIZ(E CAMEB LEE iDRAC,
2. ERSERER.

S EO0LL = s
LE e RRARIED
FEHBPIEBZAT , BHRkREE RN EIAFEBLL Basebd (RS, SHA-2 IFH ST,

{5 Web Rl L& E G- RRAFIED

FHERRBPIES :

1. £ IDRAC Web REF , 5= iDRAC Settings (iDRACi&E ) > Users (R ) > Smart Card ( HfEE) .
@ |i*: BeeRERNEEERE S/ Active Directory FIFIES.

2. 7 Configure Smart Card Logon ( BeEEREEES ) T , 1551 Enabled With Remote RACADM ( iEidizfE RACADM B ) LA
BRikE.

3. JSH Enable CRL Check for Smart Card Logon ( BEREEEF CRLIEE ) .
4. BFRMA.

{§F RACADM _#HEse-EBAIED

£ FHERERMAFIES | 153 usercertupload XK., BXELSIER , 15501 IDRAC RACADM CLI #5F8 A3 , ML

www.dell.com/idracmanuals,

LEEEE-RRISIE CAMER

LF#E CAUERZET , iBHRFRIEE CA SRANEH.

LY A — = +
{5 Web RH L E6ERAVZ(S CAIED
T ERATFEEREFRNZ(E CAILES
1. £ DRAC Web REF , 6= iDRAC Settings (iDRAC i&E ) > Network ( f4% ) > User Authentication ( FHP3&IE ) > Local
Users ( FHtEAR ) .
[liginpEdTaN: : |2 D
2. T UserID (FBF ID) % , BBEEFF ID &S,
$5 B Users Main Menu ( FIPEEEE ) TO@E.
3. {E Smart Card Configurations ( &8E-REIE ) T , 1%5#¥ Upload Trusted CA Certificate ( LE{Z{5 CAIEH ) , AEBRE
Next (F—%#).
J$ B Trusted CA Certificate Upload ( Z{§ CAFH L% ) I,

4. NESFHIEEREZE CAIES , ARBRERMA.
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{£F RACADM AA&ERE~LEHZ(S CAIEH

Z FEATERIERIZ(E CAUES |, 5% usercertupload X35, BXES(EE | 1521 iIDRAC RACADM CLI #578 AJF , Mtk

7 : www.dell.com/idracmanuals,
73 Active Directory FHPfitE iDRAC BEeRE =

73 Active Directory FAFPBECE IDRAC HEERERZR , 1BIBIRIEETSHRATERIRIRS.
ERLE DRAC LUBITEREEES
1. £ iDRAC Web RES , BLE Active Directory LU EETHRAZE Y RIHIRIFE M- HY , 7£ Active Directory EEEHERL
B1/4T0ET
B FBUERIEIE,
HEME(ER CA BRIEB,
2 Keytab 32{4.
2. CRBHEEER. BXRFEIER | 158158 IDRAC Online Help (IDRAC BXHEED ) .

BERSZAEEFER

TS FEZEA iDRAC BYSSRERER 2RI, IBHR ¢

. BEH "BE DRAC" MR,

- BEBEHEREPRY IDRAC KB ELESY Active Directory FAFPBECLE B58K.

() |iE: MREEAEEEFER , B4 SSH. Telnet. LAN L IPMI B{THETE RACADM #RiEERA. BIX , NRESAEERE
2, WRAFRSBNEA.

B Web REREASSZASEGEFER

BEASERERERERINEE
1. £ DRAC Web RE , #%! iDRAC Settings (iDRACi&E ) > Users (P ) > Smart Card ( EgE<) .
BERISE7~ Smart Card ( E#6E ) TI@.

2. M Configure Smart Card Logon ( BEEE&E-REF ) ThISERF , [51%ZF Enabled (B ) LIBRERFER | SiE %R
Enabled With Remote RACADM ( {§fixfE RACADM B ) . &Nl , 1% Disabled ( 2%H ) .

BXRBIETRIESER | 1BS¥ IDRAC Online Help (IDRAC BXHLASES ) .

3. BFENMANARE.
{5F iDRAC Web REIFITHAGEEREAN | RASERNECHITEERER.

{fF RACADM SRS EZHEERER

BEREREER | 15FH set mSLARK iDRAC. SmartCard HAPRIRISR,

BXESER |, 15215 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iIDRAC
RACADM fpfTHRESEIER ) »

{ff iDRAC 2B - HiEFEH 2SR RESR

B ZAEERERIAEE

1. £ IDRAC IREFERFH , ¥% Smart Card ( 8EEFR) .
1557 iDRAC Settings Smart Card ( iDRAC iR & &EEEK ) TUE.

2. %#F Enabled ( BB ) LISEE8ERER. BN , %R Disabled ( BEM ) . BXEIIESZER | 155817 iDRAC Settings
Utility Online Help ( IDRAC 1RE&E2\FITEFEILERED )

3. {fXEE Back (/5iB ) . Finish (585K ) flYes (2) .
EREEERINRGIRIE IR S A EEA.
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ficE iDRAC LARIEESR

EILESERFARENSESHFIEIRINRE. DERFAHRTATIENZEN , iakES . WRBHFSEHIHIEET
BeHESCEEZIFIEss AN ER (BFARME. SNMP FER. IPMI 2R, ITfERFEHE. Redfish B4ak WS B ) |, AEEIRE
RIZE—N S NEEBR. NRE—SHTRESAEEENPTRE (HINEHRSIS. XNEEEHXARFARIE ) |, WEHT
ZIRE, 1BREENBNEHHEE—MRIE.
EREE iDRAC LARIZEIR |, IBHUTLATIRIE
1. BEER.
2. BRI LRIEZE s B R E IR R,
3. BCERTFHMAZR. IPMIZER, SNMP FERH. ImiERFHAE. Redfish B, BIERFHEH/ /2 WS BHRE.
4. SHEEHZRMRE, W
o BETFHMEER. IPMIEER. SNMP [ER. ITiRRFRE. Redfish B4, BMERFZAEE WS BHAZRICEENER.
o NRERFAHITENSIS. IR EEFURE.
E5 -
s CREZRAZR
o THEEER
. IREEAER
. RETREMSEY
o IREEMHRME
P FHMAE4R. SNMP FafHa: IPMI BERHE =
. FEE WS HHt
o FtE Redfish 4
o WENHAESG
- EREE D

ERSZERER

IBBERALXZIEENBRRETUTEHRF  CNEREREREN. WEMSESRENRNERIEHELE.

(£ Web Rl AZERER

BEAsSERERER , BHUTLATERE

1. 7£IDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( RHI&E ) > Alert Configuration ( Z4RElE ) .
BEEIS R Alerts ( Z24R ) TT@E.

2. TE Alerts (4R ) &% -
+ j%¥% Enable ( B ) LIS EZIREMEINITEHEIE.
+ 1%3% Disable ( Z£F ) LIZRZIRE SR E.

3. BFERMARERE.

{§F RACADM [5 FIskEEAZR

ERLAT <

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — B2H
n=1— BER2H
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{#F iDRAC ig B iR A FERER
SR EE PR R SR A PR
1. £ IDRAC IZELNFRERFH , 15X Alerts (Z4R ) ,

15 Z 7= iDRAC Settings Alerts ( iDRAC iREE4R ) TUH.,

2. 7E Platform Events ( SEE5{ ) T , 1% Enabled (BB ) | LISFZIREMTEHHRIE. BN , 1%E$% Disabled ( B2
H) . BRETNEZER | 1B51% IDRAC Settings Utility Online Help ( IDRAC IR BN FIFEFFENESEN ) .

3. {foxrBAd Back (/5IB ) . Finish (525% ) #lYes (2) .
BRI E R BT,

it ER

(T ARIER BRI B IR,

{F3 iDRAC Web HREIHIZER

ERIESSB IR E TR ER

O |i: eEERAERIERNER | BTN EEE.

1. 7£iDRAC Web RES , 2= Configuration ( Bg& ) > System Settings ( R#i&E ) > Alerts and Remote System Log

Configuration ( EiRfIZERABTESR ) .

2. 7£ Alerts and Remote System Log Configuration ( Z4RIIIZIERFHATEE ) 2% |, 1%#F Filter ( fHiks8)
RFEETINN — "R EFNER SHEEEANA RN RS TRORED, ~ISIEEENE. BENE. R5HHR.
FEETINR — EEETRREIRSEE T RFSEXINER. ~IEEEFEEIR. YIBHEER. ElHEER.
BB — j@n—?'—i?ﬁ{ﬁh EEF AR E RSB RIZIRECE RS, MIEERIN/FRE PCI-E <. BRI RAD B E. Bl
iDRAC FaTiE,

% — TREZEASNEZE, ROEERFERIIHEER. BHRRIEHE. £FE8. BRRE.
B — EEERIR AT ES /IR EE TR/ PR R A AR,
@ | iE: RRETEFESM.

o T{EFE

3. RTINS N ENER
bRl
e

. EE

4. BiHRMA.

Alert Results ( ZRER ) SO EIRIBIMERRBIFIEMERER.

{£F RACADM ifixEiR

BIFEER | 15(EFA eventfilters i, BXE LR , i5205% iIDRAC RACADM CLI 8/ T , RS : www.dell.com/
idracmanuals,

IKBESHER

i{iﬂl«liﬁ%ﬁ?ﬁﬁéﬁﬁﬂ%ﬁﬁ\E’\J%#%TE , GIANFEFERAER. IPMI IR, SNMP fEA, ITiERSES. BERFATHM WS

(£ Web REIZEFHER

E(HR Web RENRESHEIR -

1. HBFREELEE THEFIMIEIR. IPMI 2R, SNMP G EN/ SRR AHERE.
2. 7£DRAC Web REH , BERE > EMIiRE > BIRIEERKATES.
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3. ERAT , EERUTHESM— N SEER

o EETHRME

o SNMP [&BH

o IPMIZ4R
EERSAE
WS St
BERZAE
Redfish 54

4. JEIFRIRME.
RENSRE.

5. (T ) ETLIRENRNES. EEHE ID BKSEFES  BAZENRTER D (MREBERER )  HREMNK. §X&
E%iﬁlﬁlﬁ%ﬂﬁﬁ ( BFIENRFA M ) ERNEHFESREERSE | 555 Error Code Lookup page ( EiREEEHKR
B ) , ML grl.dell.com, ,

{EF RACADM iZEHHER

E(FEH eventfilters SIRBEH IR, BXES(SE | 152157 iIDRAC RACADM CLI 38R ATA , MWUEH : www.del.com/

idracmanuals,

B ERENEH

MRARFREEXTHSFIRESRERFIRNEE NE{T , S LECE DRAC LIEE BRI EERAIMIINSEM. BAERA 30X, B
HCEER 0 2 366 K, BEA 0" RrEAEHEN.

@ |i*: mpREHE "B DRAC” KR , AEHRSERESMIE.

{EH RACADM B EREMFH

Z(HF RACADM IREEIREMEH | 15 eventfilters 5. BXEZ(SE , 15515 iDRAC RACADM CLI §5/ ATAE , WIHESS

www.dell.com/idracmanuals,

{EF iDRAC Web REZBEEHRSMHM

REZIRSIE -
1. 7£IDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( R#i&E ) > Alert Recurrence ( ZiREM ) .
2. EEMFIH , AFAEAZEEI. BRI EMEREBNERITERE.

BXEZ(ER | 1557 IDRAC Online Help ( iIDRAC BX##EED ) o

3. EERIA.
BRFLREMKE.

IZBSMHRE

EELIRESMHRME | OIIERR LHITENSIS. XIEBF. RYNEAHITIRE.

{ER Web RESERHEE

IREEMHRE

1. 7£IDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( R#i&H ) > Alert and Remote System Log
Configuration ( ZEiIRHIIZERARTESR ) .

2. 7£ Actions (12 ) THIEUREH , AENEMHEE—MRE

=h51S
XABRRRER
Power Off ( XIZJEIR )
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. T

3. BERNA,
RESRE.

{£F RACADM & ER{HRIE

BRESMERE , B eventfilters s, BXES(EE , 1525 iIDRAC RACADM CLI 38/ =T , MItEA  www.dell.com/

idracmanuals,

EcERFHMFER. SNMP FEBHER IPMI SRS

BRI EERINY (SNMP) FIEREFAEIRZO (1IPMI) BEFA IDRAC ZIEE. WTHEXETRIIRS , EIRIAHR
BHARERERIBRECIAED IDRAC RISKRIE, HIa0 , ST EIRISE T R B AR THESB I TSN IERE
SRR HER. SNMP VI, v2 f v3 IETIISESHS.

EAI L ECE IPv4 0 IPv6 ZEiREiR. BBTFHMEKEF SMTP IRSZE5EE | HI{XEIGE, SAALUSEERERIX SNMP BaERHHY
SNMP v3 B,
ERCER FHEE, SNMP B IPMI JEFHRE AT , 1BHAIR

@B Configure RAC ( BitE RAC ) FITUR.
BT EEHiHikes.

foE IP EIRBR

EATLAECE IPv6 Y IPv4 HEHELAEI IPMI Z23Ra) SNMP BERH.

BXfERA SNMP IIIRSS 2=ATATREHY IDRAC MIB FUEZ(SE. | 1§28 Dell EMC OpenManage SNMP £3545R RT3 , 4L -
www.dell.com/openmanagemanuals,

{EF Web REZE IP EREAKR

E(EF Web REREERBEIFEE | BEHITLATERE
1. £ iDRAC Web HRES , #= Configuration ( fit& ) > System Settings ( ZHIRE ) > SNMP and E-mail Settings ( SNMP
FIERFHRHEE ) .
2. 1%E$F state (KT ) EIUSFRERENR (IPv4 itk 1Pv6 Bl REER (FQDN) ) SKEZIKFER .
EREZALEE/\ 1 Birttit, BXZERNESER | 1BSH IDRAC Online Help (iIDRAC BX#NASED ) o
3. IEREREKIEX SNMP FEHRY SNMP v3 FIF.,
4. BN IDRAC SNMP FfR=F#FE ( RIEFTF SNMPVI 1 SNMP v2 ) 1 SNMP Z5Ri% S,
BEXZIBRNESSR | 2178 IDRAC Online Help (iIDRAC BXHESED ) .
() |iE: B FRFRERTEEMN iDRAC RXRIFARMLEEENY (SNMP) ERIGHPERMBEFFIE. SiRERBITREEF
fF585 iDRAC BlifFfFHtERE. EKMER “Public” (2#).

5. EL IP R AIEARA IPMI B SNMP BEB |, i85 Send (&% ) ( 2BMUT Test IPMI Trap (Ui IPMI BEFH ) 7 Test
SNMP Trap (Uix SNMP &R ) )

6. BRI,
24 BtRENeREC &,

7. £ SNMP [ERBHENER D | ERERT AEEM B R LREMHEIMYARZ - SNMP vi, SNMP v2 B SNMP v3 | A5 BT RIA.

@ i*¥: SNMP Trap Format ( SNMP [EH3, ) SEIR{UEMRTF SNMP (G , FiERTF IPMI [EBRE. IPMI BEBRIALELA SNMP v1
B Eix , FEETFEER SNMP Trap Format ( SNMP P&EBH#ZEE ) 3EIR,

SNMP FEBHEZCRISESRECE.

{8 RACADM Bt & IP ER AR

EEMRHEZIRIRE -
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1. PR

racadm set idrac.SNMP.Alert.<index>.Enable <n>

P o

<index> Bir&5l. REFRIEN 158,
<n>=0 S RAbERH

<n>=1 = FapRaRH

2. EcERERHBIRIBE -

racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>

25 1588
<index> BfrE5l. AFREN1E 8,
<Address> B3 IPv4. IPv6 B FQDN itk

3. BCE SNMP REZFRFRIER

racadm set idrac.ipmilan.communityname <community name>

S8 15488
<community_ name> SNMP ZHAZTFR,

4, EfEE SNMP BFr
o I8 SNMPV3 B SNMP Fap B R

racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>
«  NFEMBERRE SNMPV3 B
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
«  JIFFER SNMPV3
racadm set idrac.users.<index>.SNMPv3Enable Enabled
5. WBWE , ISR -
racadm testtrap -i <index>

BXEZ(ER |, 15515 iDRAC RACADM CLI 1888 o] , Mt : www.dell.com/idracmanuals,

{EF iDRAC iR B2 HiZFECE IP EiR AR

EATLAER IDRAC IRE A FTEFECEZIRBMR (IPv4, IPv6 B FQDN ) . EHITIEIRIE

1. 7E iDRAC Settings utility (IDRAC IREXNFIEFRF )  , H£ZE Alerts ( £k )
1557 iDRAC Settings Alerts ( iDRAC IZEZ4R ) WA,

2. ﬁTraP Settings ( [ERHRE ) T , ERERIPERAT IP Bk , FFHEIA IPv4, IPv6 B FQDN Bt EREZLUERE 8 M

3. BMIANRREFEBEBR.
EXZEMEE , 15217 IDRAC Settings Utility Online Help ( iDRAC i& &2 FIFEFEAHE5E) )

4, {&k)xead Back (fSiB ) . Finish (526 ) #lYes ().
%giﬁﬁﬁiﬂﬂ%ﬁiﬁﬂﬁa
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AeERFHMFERIZE

YRR AR B EE F AR LRI PR ESR, B4, BLE SMTP RS SEHIHE S,

(@ |i£: tNSREBEEARSSER Microsoft Exchange Server 2007 , iTRIRIIMBHIRSSEEE iDRAC 14 , LMEM iDRAC HEIFE F iR
HER,

QD | i%: B FHBEFEIR IS 1Pva 70 IPv6 ik, (R IPv6 BW4/HERE iDRAC DNS 14,

®

iE: MIREAEARIRIMER SMTP BRS32R, 15K iDRAC AISiZMRS=REE. MRESHATIAE , ESIHRENXGHHRHEER
$8i% RACO0225,

{EF Web REECEHRE FHMEZIRigE

2 Web RERERFEMERIRE | iSHUTIATRE

1. 7£iDRAC Web RES , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > SMTP (E-mail) Configuration
( SMTP [EBFHB{] BeHE ) .

2. BINBRAYEE FHRF L,
3. B Test Email (UKEE TR ) T Send (&iX ) MIiHECEAIE FHRHEIRIRE.
4. BFRA,
5. XJF SMTP ( EBFHMY ) IRSBESIRE | IRELATHMER -

SMTP ( EB-FHR4 ) BRSSES IP Hbtikal FQDN/DNS ZFR

SMTP O

ISE

- FFE

6. BN, BXFEMNESEE | 152058 IDRAC Online Help (IDRAC BXHASEN ) .

{8 RACADM EtERFHMFEHRISE

1. BEEARFEMEER  BHITLUNERE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

24 588

index FEFERMEBERERS]. RIFRYEN 18 4,
n=0 SRR FHMAER,

n=1 SRR F AL,

2. ERERFHMHRE  BHATLITERE

racadm set iDRAC.EmailAlert.Address.[index] [email-address]

24 1588
index BFEMEERERS . SVFRYEN 138 4.
email-address BT ERAYE ATAEF Rt

3. REBAENER:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

S8 i=EE
index BTHMEBIRERS]. AFRER 18 4.
custom-message BENMER

BEE IDRAC LIBILEHR 143



4. BNARENBFERMEER (WELE) | BHUTLATEE

racadm testemail -i [index]

24 1588
index LRI FEMEERERS]. STFRIE S 13 4,

BXEZ(ER |, 15505 iDRAC RACADM CLI 1888 aJA , MR : www.dell.com/idracmanuals,

ficE SMTP B FHpHFARSS =t INS &

G IRBCE SMTP ARSS SR LIS FHM SR X RIS E B .

{EF iDRAC Web REECE SMTP EBFHB(FERSS S ILS E
BRE SMTP BRS5 a8ttt -

1. 1E£DRAC Web REF , ¥£Z Configuaration ( fitE ) > System Settings ( RRIZE ) > Alert Configuration ( Z4REIE ) >
SNMP (E-mail Configuration) ( SNMP [EBFHB4EEE] ) .

2. WMAEEEEPERN SMTP RSB IP bl sSe 2 RERHZ (FQDN),
3. 1%&#F Enable Authentication ( [SRIE ) 1510 , ASIRMAAEBFZER (BNAEE SMTP RSHRNBPIBFREFIZERS ) .
4. BN SMTPiROS,
BXREFERMNEZER | 155178 IDRAC Online Help ( IDRAC BX#NASED ) .
5. EATRA.

SMTP iREERE.
{5 RACADM EE& SMTP B4 RSS2 thHa E
HRLE SMTP FBTFHRM4IRSSES | IBHITLATRE

racadm set 1iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>
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@ |i#: HEEMEHEREN , BNAENAPSHNSHEREHTY | BFEAES SREDEHFY.

EXZFERIMER , 15518 IDRAC Online Help ( iIDRAC BEEERD ) »
3. B Export ( S ) BATSHIREENE.

{§f RACADM &t Lifecycle Controller HE

BB Lifecycle Controller B , {8 1clog export <,
BXEZ(ER |, 15515 iDRAC RACADM CLI 1888 o] , MR : www.dell.com/idracmanuals,

N S3=ER

,5\7JIJI1’E;$¥=|=

535 DRAC (G M EPEEILUFITEER | HE TR e S S A O ST, BB DRAC IR S
FIIT/EER. G TR S SS 055 20,

Q) | i%: BT EEMIBS TR,
ERINTIETRE

1. T£IDRAC Web RHET , 2% Dashboard ( {{F&#R ) > Notes (;E ) > add note ( FILERE) .
IATISE < Work Notes ( TEiEER ) Ta@.

2. £ Work Notes ( TAFiEfE ) T , E=AXFETRAIE.
@ |i: BUREERAASHEHFE.

3. B Save ({#1F) .
TETREMIZIEES. BXESER , 15805 IDRAC Online Help (iDRAC BXHLESED ) .

feEmiERAEHETICR

EEILSERRBEERIXRNITERSR., EFHAZAT , 5K

iDRAC FITiE R Bt [BEMLRIEE.
TEFERSFN iDRAC I FRE—RMLE,
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EFH Web ﬁﬁﬁﬂﬁ‘_ *E?% E IU\1E§

ERERERFHSRSH/RE

1. 7£iDRAC Web REF , 2= Configuration ( BE& ) > System Settings ( R#i&E ) > Remote Syslog Settings ( iIZfZR%H
FTigE) .
fEEI< &7~ Remote Syslog Settings ( IZlERARETIRE ) FE.

2. CHETRERFRE. BEIRSESEBIFIROS. BXZETANSR , 15207 IDRAC Online Help ( iDRAC BX#E3ED ) .

3. HFRA.
BREFRE. SBAEGAEETNAERERSRNBE AR ENITERSEE.

{£F RACADM Et&ixizRAHTICHE

ERERERFAHECRIZE | (£ set <SF] 1DRAC. SysLog HPHIRIER,
EXEZ(EE , {525 iDRAC RACADM CLI 8/ BT , MLEA : www.dell.com/idracmanuals,

EEAE 157


https://www.dell.com/idracmanuals

ISR

TZETLAER] IDRAC RSN EEZERANHEIRER. XEMTETEISHEERS LAITHFEL LR FHFE.
FEIIRE

* Power Monitoring ( BiFlE ) — EEZERANRRIS. BFREDLICRINSRTFHYE. BEF.

* Power Capping ( INZHR ) — EENIREZERRNNLRE | QEETE/IIRABEERE. XE—TURAIIIEE.

+ Power Control ( BiRZH] ) — ILERTLATIER TR ER S ERIBRIREHIERIE ( GIRDFL. Xil. REEE. XHUSHFHIMIE
BXRI) .

«  HREIN — ECEAIREIN , FINTTARRES, HE AR AUELE.

£/ -

TR
< REFENESEE
- HUTEEIRIEHIEE
«  INEEREN
«  EERRREIEN
< EREERRRRE
«  ZRERH

s 3
LRIIES
IDRAC SFFEIENRFFRITIFFA RN FHIHR(E
«  IDREESHIRFEE.
o Rt IBERURIEERTR.
« BV BI—RE E—ERAYTHERERE.
« Y. BIVIEATIRE.
A SRIEEFIEERT L,
EEREMBITREE (FXINIRINERIRSS ) .

(D) |iE: (XE iDRAC IZTHZ SR RAINRES (8. 8X. 8R ) WESE. WMREHSE iDRAC , MEMNIFESIERS
&% . HrE=E#HEE.

{EF Web REN CPU, RFHISEAELIRIRAYEGEREIR

E7F iDRAC Web SREFUEI CPU, AITEHD 170 HRERAYIEREISHR |, 1542 System ( &4t ) > Performance ( 1488 ) .
o RIS - EEIFMEF SRR CPU, WD 170 FlIFSRISHRNER St CUPS FehrAYZBNEEs 2454,
o REMEEHBREIEIS
o R CPU. WE. 10 FIBRLURRSR CUPS I8HHIFITHEER. MNRFNEHRE XA , NEREERMET 0% A% L.
. gﬁjl«liiﬁﬁﬁ%@%ﬂ’ﬂmﬁﬁﬂﬁﬁI—.% EAT: Reset Historical Peak ( EiRGPIEE ) . FWRER "WE" SURAREERIE
HEREIEIRSE S
BRSNS ENES
o BTREIEEZEEUARRRERE. S mEERSSEEENRETEEREIRE.
BXRMETRNEMAHSE | 15207 IDRAC Online Help ( IDRAC BXHVESEN ) .
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{£F RACADM &5l CPU, RTFFIEAMERRAYIEEETSIR

{5 SystemPerfStatistics i< UWSll CPU. PITEHD 170 1EEREIIEEISHR. BXE2EE |, 15218 iDRAC RACADM CLI 38R o]
A, KA www.dell.com/idracmanuals,

IZBEVHENESHE

B SR E AR PRI REREE S EHE. YIRTEARANES/ TEIREEVESERFRRERMREN X
BURT PSU REFITRRM. (B2 , BMEURREBNERRESEREEYN , E5HEDAEBHTEHE.

MRF 7] RSB SRR SFRINFE S HERIRE CMC BBIRDEC.
NERERNFANRE | NIHREERFIRENEIAE.
TwRER "BRERF" NIRABERENFEERERINESEHE.

(D |i%: 447 racreset B iDRAC BHif5 , EEREMESIZIEKIAE.

EFH Web REiZENFHESEE

1E IDRAC Web SREH , 5% System ( &%t ) > Overview ( #!5 ) > Present Power Reading and Thresholds ( Z4BIHITHZERE
HMEE) .

2. 7E Present Power Reading and Thresholds ( ZiFiITNSRiEEFNENE ) 2F4% . 25 Edit Warning Threshold ( R ZSH
#H).
AT S 7R Edit Warning Threshold ( fRiBZ5IE(H ) TTHE.

3. £ Warning Threshold ( 2458 ) 5+ , LARSF BTU/IMNITASEGERNE.

IZEETHEERE. XLESAIREIMER 14 BRIE. MREHARYE  RA8ETEHER BTU/MERIE. Sitt
L, MNREMNE BTU//NGT |, N EREHSHE.

. B save ({R1F) . BEEERE.

#l, THIREEHIRE

{£F Web FiEEL RACADM , #EAJLARY IDRAC IAZHRATHFL. K. EIR. IEEXHL. IEFFRPET (NM) BRASEF L.

1B ATLAER Lifecycle Controller Remote Services 8, WSMan H#IfTIXLE#(E, BXEZEE , IHSH www.del.com/support. L2
B9 Lifecycle Controller 2RSS RN 158 oI , M © www.del.com/idracmanuals [ Dell Power State Management Profile

( Dell EBJRIATSEIBACE S ) 1A,

M IDRAC [EnIRIBRSS s BRI HR BB T7E BIOS SPECERIFBIRREIT. B LUERRAIRERIERE XA IFRSE , RIfE
BIOS E&/9iR T SEFRERIRIR RS A REYHAERE A I5h,

{8 Web REHNITRIBREHHE(E

EHTIIERITHIRE
1. TEIDRAC Web REH , BEEE > BIFEE > BiFEH. S E~EBiRIEHIE,
2. IEEATRERIREE
s FIHRSHER
s XARFKEIR
«  NMI ( JE/F#RAgT )
o IEEXM
BRRESR (M515)
KARFBFEEERS ( §|w—
3. %EEEFE BXEZERE | 1B2(% IDRAC Online Help ( iDRAC BX¥1E5E] ) .

{5 RACADM H1TER[I=HIIRIE

EHITRRIRIR(E | iB5{FH serveraction i<,
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BXEZ(ER |, 15505 iDRAC RACADM CLI 1888 o] , ML : www.dell.com/idracmanuals,

IIE=BREN

EHLUEENRSRERS  XEEIAHED OFESAHRSRIRRAER R, X2 —TURNAIIIEE.

TR ARSSEEPRIINEE LR

TREFEHZAET , IDRAC HRIEEIRATEEH SR EMMERET] R R RRIREKRMHSTEETERR. MNRINFEREEIIHERS
DIFERARADEE , W IDRAC AJRESER CMC IBIIRABEIR , XESEINZSEEIEA. DRAC {NiFK CMC IEINFEIRER |
BANRINFEIFE | EARER CMC BHRREIRER. WRRBDEEBIEN W RETERD.

;‘f:%ﬁz?ﬂ#%ﬂﬂé‘{{ﬁ , IDRAC SARIESCAAAVIRHECE T BHRIRIRER, RIfE CMC FLEDECHRIBIRER , RSHSRHFFIUN

CMC MMEALSEERARSS 2SR RIARAINR |, FHSH O BL RS M T R RAEIR A IR S5 25,

SEMECELZE EIRSREE

LSRR EIRERERRY , ISXIRGEREIHUTRFEXAITHZRIRS], WRAKERE LR, NERFUAREHEIRRIFRE, WEIR
RIFERIIRSI TR E RIS, RO HSRE LSS ERE.

SCPRINFEBUR T TRfAR. fEitREREE Al , SERRIDRE T RE ERTEBTEE. Hlal , RIE— P R/IVIRABEIFEES 5179 500
;%2]%%00 WHIRSE, ERILISEERME SELAERIIFESR 525 W, EEIIIFERERE  REMESaSEELURRF 525 W SE(R
\T °

IRERERITIE FIRIFRRNENEEREIFES , WESRASEERRAN | e EEEgIhE LR,
INFRRENER FIRERTHEFNRNSRIE , IDRAC RIBERERIFERIIIE LIRE.
B LAAEAS. BTU/hr BRLUEFINR CIRMIBSHERIEEIZ(E.

LA BTU/hr ALK EINER FIRBYER , HIRAU RS ABRMUANESINE RN NRIRIEL. NRSEEEIIR CIREIER  WEF
%79 BTU/hr (BEHISIEAN. BTENGE | IMETREREARRE.

{5 Web R Htc ELEE L IRRRE

EEEEERIRRE , BHTLATRE

1. f£IDRAC Web REF , ¥EEE > BIFEE > IR LIRS,
SRR RS S B e EIRFREIEES .

2. EEINEFRTHRBA.
3. EIEE ERREES |, LARSSH0 BTU/ hr Bl LAEE R SR IR EIRBE S AINER LR,
4. BEFEMNALNRZE.

{F RACADM Ec B II=RpRENRAS
SEENRELAIIE LIRE , BUTORES st DO,

System.Power.Cap.Enable
System.Power.Cap.Watts
System.Power.Cap.Btuhr
System.Power.Cap.Percent

BEXEZ(ZE |, 1525 iDRAC RACADM CLI /g BT , MLEA : www.dell.com/idracmanuals,

{£F iDRAC i B A= FEC BN L RERHS

EEENRERIRRE  BHTLATERE
1. 7EiIDRAC B FTEFT , #Z Power Configuration ( BEjEELE ) ,
Q) | i%: (RAARSSERRER S ISHIERT , Power Configuration ( B3EEE ) HEEA T,

I AT15 &7~ iDRAC Settings Power Configuration ( iDRAC i BEEEALE ) WA,

160 ENFNEEER


https://www.dell.com/idracmanuals
https://www.dell.com/idracmanuals

2. EEBBULISEINELIRERE. BN, EEEA.
3. [FRFTENANRE | S BPEXRIINE LIRRRE T ENFTEAIRS.
EXRIEMPEZER , 518 IDRAC Settings Utility Online Help ( iDRAC & B2 FITEFEAHE5E ) .

4. {fXEaE Back (/5iB ) . Finish (585K ) flYes (2) .
BEIFREVECEE.

Ao BRI EiEIR

SR BCEERIRIR SR , ITTRRES. AERINRESURIE.

PEAERRIZEINGEE , UEETTREIRES (PSV) {RIBRSSEMETXF. X6, HR PSU BinlLUFKEESREHEEERER. X
BRI IR EA eI UEFFH LAY PSU,

EEAETA PSU BIERSH , PSU1 BE PSU2 ta]ECE 93 PSU,

BRE#EARG , PSUJLWRIEREHNESEERKS. MREATHER  WER/ PSU ZEREIFSHREREeEHE. —
PSU &bFIEEEAES , FHEMASHER | 5—1 PSU TFERIGSHIRHAOEER. XBEWRA 1+ 0, B PSU HERHRE
FH. WNISRFRTA PSU-1EB4bFHEERR A o, TIERA PSU-2 #R4bFHEEER B o, SRATECERERGER (SRARGRY BE ) NERT , B

ftﬁ%i?%ﬁ%@‘@%#ﬁ%ﬂﬁ%%o WIRAZHEER | WA PSU Z[BRYERIEE /9 50-50 , FHEBEK A LK B BEEGE
EIRYGE.

EREEELAREFEER ST R, ERRESRERN , EENXAR |, RSFZEEOBINE, BABERT |, ZRS
SRR, EERIRELIRIE.

(£ Web R EfcEMAIFIZEFEIR

ERIERIRISSEET |, IBHITLATRIE
1. 7£iDRAC Web RE S , 2= Configuration ( fit& ) > Power Management ( EBiFET#E ) > Power Configuration ( FBRHD
).

2. 7t Power Redundancy Policy ( BBiBETURIEHE ) T, (EIRATERISIN, BXESEE , 155805 IDRAC Online Help ( iDRAC B,
) .
3. BATEmA. BiRREENEES.

{fFF RACADM g BB i[Fig & 1%EIR

ERCERIRIREIETR , BBUTHRES get/set <R

System.Power.RedundancyPolicy
System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

BEXEZER |, {525 iDRAC RACADM CLI 88 aJ A , ML : www.dell.com/idracmanuals,

{EH iDRAC 12 B2 FHiEFEE BRI F1EIR

ERERFREIAT , BHTIATERE
1. £ DRAC IRBLFITERT , = Power Configuration ( B3RECE ) ,
@ |i#: MAPBSSEAIEREZISHIELTA , Power Configuration ( F3JEERE ) §EEA I,

15 S~ iDRAC Settings Power Configuration ( iDRAC IREERELE ) TAH.
2. EHBFESHFERT

JEFEEEER power supply redundancy ( BBIRIRETTR ) «

JEFEEZEER hot spare ( &R ) .

& E primary power supply unit ( TEBJRIZE ) .

BRI EE R RREURIE. BXRIEMNES(ER | 15505 IDRAC Settings Utility Online Help ( iDRAC & &2\ FIf2FREXHLES
B).

3. {foxrBAs Back (/5IB ) . Finish (525% ) #lYes (2) .
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R EZERRIRE

FEIRIREIEINERE.

EEARERAZERR LAIREIRZH

1.

2.
3.

1£ IDRAC B FTEFH , 2% Front Panel Security ( BIERZEM ) .
ttF14% 27~ iDRAC Settings Front Panel Security ( iDRAC IREBRIEIREZEM ) RA.

1%53% Enabled ( EEH ) LIS AMRERIZHEL Disabled ( B2 ) LIZHiZIRH.
{fxEAE Back ( [51B ) . Finish (526% ) #lYes (2).
BIRFIRE.

= s/‘\ﬁﬂ
ZHRES
ZEELH A7 Del EMC IRSB2FFETRASETT FHRMZHT A, EATLUET iDRAC Web REECEZ MERANED , 75i52%
MmIEE > RARE > BHRE, > NEERE. ©8E (BFRRT) -
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REAVERES (AU, IR, BIREM )  JLUERERRSSRAS MIBNIRNRRERNE. SUMREREER—/NEDS
BERERIERAERRES.

BRI BER FAMES B AR KB LGRS EMRE, SRR LREREBEINRE. SImEERE.
B ERNEXIERIRET |, SERNHFENTIRIEMESE. BEit XA ERAMREMAS R IE R AZRATIER,
RIE LFM 3815 ( MRR/ D1 - SBEZAMTIANE | BiEE PCle RIIZSIREEK ) |, HBHthFRE MERER PCle SiF.
R DRAC REHERIISIRERF#E
1. THRSSRAENEERREKA LFM 881,
2. THEEATEER PCle REAIRBEMSTE ([iiEh. IREEH ) .
3. WMRFERFB=HSF (BREXHBEXT) , THEECEIEENRE LFM,
4. REF=HFHNBEENS/N LFM B , LIEEEHNE X SAF AN EE X RASHERFI-RSEEX,
M IDRAC REFEAFBREREAEFSRER (CFM |, MARR/2H ) | AR T8RS CFM iHERIRGLH
iR OSITE.
AIFEENARIRE  MBREEN M ( RAMRESRAMRE/EFS  FE LR )  BEXXBEEEIRN ( &/WXEEE , XE
EERE ) IIREEXHFSIEEIRE.
1. REBYXLREAIF ARG EZERRIEESIMRHEIMISH , ERARFNERERTRRIEK.,
Q) |iE: A LERFFRFE—MS , BBFRRAE=T5 PCle RFMMNBEEE. BARZEAE=SRRHSKAIEELLR
FRAFRESHEL , MAZFAUBIRASEZTRYRMAI LFM RERX-RAIERL.
2. "BERMHSIEE" EHALSHSIEEREIESPEIRE.
() |iE: suEIE , ERERBMNIEGHESD  SHSEOHIESSE [P TAISLIRHADT (f/0 , SEREEXHSE
BigEA 45°C , (BEHNEAHHSIEE [FI90 30°C] ARINBRE[RFRFRINFE  BSE] . SHERTHRAILT)
3. "AELR" EIES 1418 PowerEdge fRSERAVFTIEANE. CRIIRSI CPU IIRFEHINBREMNIRES LR, XRREHE
KRR |, FATRERiFRRFIESE.
EAHBIRIAHESSASE (BEIRTER ) IBERARE. KAURHELNRRIRTIFHRESIREE.
1. EHRSREREMRISIRSKEEIFELE,
BEXNBEMXEESIINER. EEME. ERNGHINEDHR. ERAREEIIFIIRSER.
1. BMENEERZRITERIzE | EERRKIERSG (—RMS  CULEEEBEI6F) .
BENER=RSEURE (2% ) (BASFEiteE CPU RS AEMSARER.

BNFEEER



| -
)
| =

MHRERFRITEIRGM,. ENHECEEE
AR FRIRGESE AT AT, RIREIRE

mE&IEOR (NIC)

REMBIEHCET (CNA)

REZME (LAN On Motherboards, LOM)

MZEFE (NDC)

FZER (Mezzanine cards , {IERTFI R IR )

ZEF NPAR B¢ CNA IR ERIBRIRS X Z AT, BRIRIEIRATE I/0 AR (a0 : 1P ibhk, EHUtil, SaissfiEiEBR ) o RK
JBYE (64D : FHEFIDE ) o BEAILUS VirtualizationMode BIEIRE S NPAR BRE RS X LRIFEMEWIRE | ISR,

RIEE %Y CNA IREEE | AREREN DRAFENRENO KRB, XKBHNRE, BRASXAE , REMA I/0 tRRBEIHMS
XHEXAVBME. EATLUE VirtualizationMode BHEIREH NPAR SiE RS X EAIFEMEWIRE (g : NicMode ) , LABRS
X.

X5 -

BESMMNENIMNEIESE
«  RESHNYEN FC HBA iR
o FISESEPUELE. EhESFIEEEIRRE

FilFe NSRS

RIS E R A PRI EREE TPINAHEERR IR SM.
MTFEMNRE  EULEEROTNERNSRILUTER

o HERRIRTS
- B
- IREFIEE
Receive and Transmit Statistics ( 3EWFIMEEFRITEUE )
iSCSI. FCoE BaissfiEnMER

{EF Web REENMENS S

E(FF Web AEBEEMKZIREBEE | 155 ZE System (RS ) > Overview (5 ) > Network Devices ( ISR ) . ST
IRBNH. BXETHNEMHRNEZER | 15517 IDRAC Online Help ( IDRAC BXHNESED ) .

{§5F RACADM J5iMIpI43ig e

EEEEXAMEZZENEE |, 15 hwinventory fl nicstatistics 4p,
BEXEZER |, 525 iDRAC RACADM CLI $8Rg aJ A , ML : www.dell.com/idracmanuals,
BT IDRAC Web REIFERIIBEMELS , 5 RACADM B WSMan BHAT8E R EthEM.

A =y £

EEME

XIIRSS BRI B T FAG EAIEE AR AR OISR AR B, IDRAC 9 151E1T iIDRAC IEEAN BRI FL., ItEINRE
ERHEMNEATEE, B, WUFIEPRSENE—EDT GUI hXIRRIEEH TG EAISIEHS. iDRAC 9 HhRg &
B R TSmO ZIRRSS SRR MR O AIHITERRETF0 IDRAC (integrated Dell Remote Access Controller) & FRuR CIEZEAYIFMRIS
B. FEEXHHINEREICRHTAmE £ "EENE" FEa I,

FEMIRS AR SRS TR MO EMEPERR | MEVACEEENEEMNEELNEE.
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EEMEIRANEEEIIRSSE8IROF iDRAC TAHROMNIHHIHOEE. IRSEEMLZiHOEIEIPLTE PowerEdge LOM, NDC, EEF
#0 PCle Bt h0-~A%I®RA.

EEEMNBRSERNE  FSNERR > MK > MERS > MERS FADD > ikKOMSXiKO.
EHJL BT iDRAC IRE > S > ERIE L EEERNE.
ZRILABAE iDRAC IRE > Rl > BERIRE > STENERNELSRASEERERNE.

"EEE" Bli@id racadm SwitchConnection View AplLe , BAJLUEBIT winrm ApSEE.

FERERIEIR il

=1=1 EEFCEAEREENE. FABRT  EFEeBREE.
RE GNERIEIN IDRAC IRE THIEENE /S AEEIEER , WSEREER.

&R 1D ERAHIR S im I TIEZATISSHALAY LLDP 148 ID.
THENIKROER 1D RS EinEEEIRR IR ORY LLDP ixH 1D,

() |iE: —BERNEERHEERCER | WIZGHIER 10 fI3HRIEOERE 1D TR, XEKNNERRESEERRERS. IR
5 iDRAC EE SN BRAI AR R LMERERIMEIRE.

RlFEIEARE]
SRR B S D HESHA e 0 (RS,

(@ |i%: WER iDRAC BEIRSS2EMILEIHIEE iDRAC ML IHORIZHRNERFIZIRMNIGOERER . HFERTFREWERE | STRiEE
MEENIROEREE R 5 SRR , WASRNEENZIGROEREENTRERFRREHETHEROEE (&6
MEMIERLRE) . EEFRET  SENEERNS , CREARAETR  FRTEMNES.

R E I EERY(E
EIBEROEISINE 159

iz

e EEMETIRSERER | IS EIERNESIRE I,

FohkE N TS e W S LT SN

A9H I LREF LLDP, 1B R AEREN RO EEAT LLDP,

-2 MBI BB A STRIEREAE TR,

ISAIRENIE REAENESESEE , AMNEEHESROTEHEEXARRREX. ERRIFNEIRRFNEEMEFMEEIL
RENERFTHISUE.

BUAIERE S AIAIRHNIERE 1D FOIEA IR ER D 58,

AR E TIPSR RS

LA REdEHlse SR E T Re.

HiER xRE
Broadcom 57414 rNDC 25GE

57416/5720 rNDC 10GbE
57412/5720 rNDC 10GbE
57414 PCle FH/LP 25GE
57412 PCle FH/LP 10GbE
57416 PCle FH/LP 10GbE

Intel X710 bNDC 10Gb

X710 DP PCle 10Gb
X710 QP PCle 10Gb
X710 + 1350 rNDC 10Gb+1Gb
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HliERS RE

e X710 rNDC 10Gb
e X710 bNDC 10Gb

e XL710 PCle 40Gb

»  XL710 OCP =k 10Gb
e X710 PCle 10Gb

Mellanox «  MT27710 rNDC 40Gb
e MT27710 PCle 40Gb
e MT27700 PCle 100Gb

QLogic e QL4162 PCle 10GE 2P
e QL4M12 PCle 10GE 2P
¢ QL41262 PCle 25GE 2P

oL ] Ty

o, L L 2 O

B *um;l)ll FC HBA

RTINS S R AT S EERSE (FC HBA) IBRINE TR HEEEAESM. 2 Emulex ] Qlogic FC HBA, Xt
FE FCHBA KT , BalIEERONLUTESR -

. SEEIRSHIER

- ImOEY
+ Receive and Transmit Statistics ( FEKFMEIEFTTEUE )
(D |i#: Emulex FC8 HBA A= %15,

{EF Web RELEN FC HBA ig&

E(HE Web REEE FC HBA IRZB(=E 15 ZE System ( Rt ) > Overview ( #Z%S ) > Network Devices ( PI4%i%& ) > Fibre
Channel ( XAHEE ) . EXETFNEMHNESER | 15513 IDRAC Online Help ( iDRAC BXHEEED ) .

I EERENEERS ( FC HBA BTERT ) #1 FC HBA i8R HY3EEY,

{§F RACADM 5l FC HBA 188

E{FMA RACADM &F FC HBA IRFIES. , 1B{#MA hwinventory %,
BXEZ(ER |, 15505 iDRAC RACADM CLI 1888 o] , MR : www.dell.com/idracmanuals,

iSiiEERNE, BHsRHEFEENEE

RIS EENEEEIIIL. SaiffFEENRE | ANBSAMRE. EXTNAREFETRRRSENNERE
(B, BMERFEHEY, RAER, RERIXARER ) , BRETUETZEERRASHFAERIRE, XEH T ERIEEH
Z | BEBREN T FREREEFHLER S — P RERIE K.

RIS -

REHL MAC itk

FEHLL ISCSI MAC it
2L FIP MAC it
REHL WWN

FEHL WWPN

D [iF: EEMIS AR | FIEEBIEIHS S A H S BBAK R ikt

@ i EEEE FIP, E#L WWN FIE# WWPN MAC EHRIELE-RE | Bl WWN FlIEI WWPN MAC BHSESEERER
FIP BIEEIECE.

BISAER 10 #RRTIAE | AT LAY TLATRE
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- BEEMBEMEFIYEHEEIRE (HI20 , NIC, CNA, FC HBA ) AUREEHAMELE,
o FEEFDIRE ( XRTF iSCSI F1 FCok ) FIFEBIRMEE ( WK F iSCSI, FCoEFQFC) .
. IEEERS AC K. RAS/AEIRIREH SR EESHE.

ZRELE, BahssfiEiE BinEc ERVERT e ARERIAEN ERIRAMES TUREER , SERIE NIC, CNA B FC HBA IR
EROEEHMBERNAEER. IiREEY DRAC ARAIRKIS BRI /0 fRRIRERIFAML.

XZER 170 tRRTIEER | FAMRIA 2EN. SREREREI , XLEFHRERERERETER.
D |iE: BEERE | EETREMFELZE , ST EERNAE.

32§ 170 tRRUALTNEERY =
TRIBHT A /0 FRRHINEETE.
. 41: 3785 170 fRRILINEERIR

HliERS i)
Broadcom « 5719 KEEK1GB

e 5720PCle1GB

e 5720bNDC 1GB

e 5720rNDC1GB

e 57414 PCle 25GbE

Intel « {350 DP FH PCle 1GB
* 350 QP PCle 1GB
« {350 QP rNDC 1GB
« 350 ZEE1GB
« {350 bNDC 1GB
« xb520 PCle 10GB
«  x520 bNDC 10GB
o x520 =& 10GB
o x520 +i350 rNDC 10GB+1GB
« X710 bNDC 10GB
« X710 QP bNDC 10GB
« X710 PCle 10 GB
o X710 + 1350 rNDC 10GB+1GB
« X710 rNDC 10GB
«  XL710 QSFP DP LP PCle 40GE
«  XL710 QSFP DP FH PCle 40GE
« X550 DP BT PCle 2 x 10 Gb
« X550 DP BT LP PCle 2 x 10 Gb

Mellanox e ConnectX-3 Pro 10G 3£Z+k& 10GB
¢ ConnectX-4 LX 25GE SFP DP rNDC 25GB
¢ ConnectX-4 LX 25GE DP FH PCle 25GB
¢ ConnectX-4 LX 25GE DP LP PCle 25GB

Qlogic « 57810 PCle 10GB
« 57810 bNDC 10GB
. 57810 £E-E 10GB
« 57800 rNDC 10GB+1GB
« 57840 rNDC 10GB
« 57840 bNDC 10GB
. QME2662 ZE-E FC16
«  QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
« SPFC16 Gen 6 HBA LP PCle FC16
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b3

1+

Emulex

. 42: [Eil/Flex Address FIISRAKEEITH

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16
QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32

%35 170 tRREACTHEERT NIC BlERR A

7E55 14 fX, Dell PowerEdge fRSSa84 . BUAER FERHSTERI NIC B,
TFRIRM T2 170 FmRMATHRER NIC E{ERRA.

iDRAC i2E 9 Flex Address RV Eii=HI SR BTAY EAIBLE
5 Flex Address iR ERIR1TH

TERNMATREMEIERE (VAV) BEEM AR TALAREXME.

CMCHRgFlex  iDRAC FZERIR 10 fTifZE iDRACH SCP AR RIS A MRS - B
Address IEEE = BITHEEIRTS itk
Flex Address Bf8F FlexAddress &= =)=z R ST FEEHI VAM {35A1F 188 Flex Address
(VAM) BEcE& =
Flex Address BfS8F FlexAddress &=, =)=l RS VAM BEH Flex Address IR - 8BS
Flex Address
Flex Address BfSF  FlexAddress &zt BEEA {889 Lifecycle RENZEERRY Flex FTiFAM - 8BS
Controller 29 Address Flex Address
BEEE
Flex Address B/SH FlexAddress &=, 2EHA KELE VAM &E 9 Flex Address  iIREB I Flex Address
Flex Address B25F8  FlexAddress &1 = =)z2! VAM BEE ECER VAM (DRTE  (XRIFAM: - A e85
® R
Flex Address B25F  FlexAddress &, E2EA KECE VAM RERELE MAC B AdEEAM, B
il RFRITH
Flex Address B2 FlexAddress &=, [ {#F3 Lifecycle ZEHBEY Lifecycle  ASziEacft, B
Controller F32tH  Controller BB AT EITH
BEEE eZen
Flex Address B22F8  FlexAddress &=t [e=E! KEE VAM RENEE MAC ! 1REFEH MAC i
it bil
Flex Address g IERAER (=)= VAM EfcE ELERI VAM 3%A7F  W/RERTERRIFA
=" EIES
Flex Address B2 XS == KRECE VAM ﬁﬁﬂa@# MAC it ﬁ%ﬂa@# MAC ith

MRS EHITERSM. ENMERERE

167



CMC HRfj Flex iDRAC FRiZERIE 10 fFiR7E iDRACHR SCP IBA R BRI A EERRE - B
Address JHEEIKE = HITHEEIRTS Atk
Flex Address B  FFRAEL BZH {8 Lifecycle Z[EHARY Lifecycle  ASZFREAM. B
Controller F#2tHY  Controller BB AT EITH
BEEE F=E
Flex Address B2H  HEEAED =)=z VAM BEE ELERI VAM {3981 W/RERT A
= MHEFOERR
Flex Address B2 HEEAUED =)=z KECE VAM ﬁ%?ﬂ@ﬁ- MAC itb ﬁ%ﬂﬂ@# MAC it
Flex Address B2 A ED B2 {§F8 Lifecycle ZEERH] Lifecycle  ASZIFFAME. BX
Controller fF32MtH9  Controller BBEBZAX AT FRITH
BEEE F=E
Flex Address B2  HEAUED BZH KECE VAM iﬁ%?ﬂ@# MAC ith iﬁ%ﬁﬁ@# MAC b
—-— ,—
FlexAddress 1 10 {RRBNRFATTH
Z8. 43: FlexAddress 1 170 {FRRIR AT
FlexAdd £ I0{RiRTE iDRAC R EifiS| SREHREE oL EBHEISEE VA IS
xm CMC MBS WMRERS | REVAmTEE VA SEERES 0o N
B FARSEAN EEH E2H M CMC FlexAddress #RIE FlexAddress 1
AUIRSSES &
NER EEFE BEBEH = - FEEEEA IR HRIE FlexAddress #
B=H = el EEE O
B2 BZ2H
B& VAM EAMR BSBH E£H M CMC FlexAddress R4 FlexAddress #i
BEIhRERYIRSS 28 1%
=)=z [=)=)zE! 2 - ISR IR CER AL Tﬁfgﬁfﬂﬁﬁ%ﬂ@
®
& M CMC FlexAddress #E#E FlexAddress i
%
B2H =)=z 2 - IR IR E I TE?E‘LT_EEFCIE%H%
= ERELEER
BZH BZH

FRREEEA 170 TRRRACINRE

BE  IRSBERGS|ISEHREE | ARERRENSISERDGEN. ERILUSA /0 A" ThRELISEIS IS, MRS
IRE | ESERBERZENRUZENREEIELL. EufliFEEREN | BMARSE X BIOS ER. RELEMSISRE
BE—RRGENMTL , FHEI5 IS EERER T,

B8 170 FRRMAALIOREZ BT | TEHHER

- THRBER. RENRREHIIR,

* BIOS, iDRAC FIM-REEFT/IERFE.

FBR 170 tRRMALINRESS | M IDRAC SHHIRSSEEECERCE N | 7 SCP XMHHIEMATERRY /0 tiREY | REBISXHEHRSA
iDRAC,

BX SCP X HrhaMEMR] I/0 FmRIMILINRERIERFIZR | ESIR www .dell.com/support EIREEI NIC Profile ( NIC BEESZ4 ) B8
XA,

@ |i%: FEIEHAE 170 $FAGLAIIEEE L,
168  WRMEEGSMITEEEN. WNERSIRE


https://www.dell.com/support

R Web REISHZEH 170 tRREACIIEE

EERASER /0 RRMAIIRE | BHUTLATERE |

1. £ DRAC Web RES , #Z Configuration ( g& ) > System Settings ( Z#I®E ) > Hardware Settings ( TE{iEEH ) >
1/0 Identity Optimization ( 170 #RiBflfL ) .
FERPSE 7= 170 Identity Optimization ( 1/0 B4tk ) TE.

2. EATE 170 Identity Optimization ( 1/0 BHBiLA ) IEINK | i%#F Enable (/5 ) IETLASALLINRE. BEEA |, WiEFRILE.
3. BENMAYNARE.

{$Fl RACADM S HI=(EEH 170 fRiR{iE{LINEE
S /O R HIEE , WEERLTRS

racadm set idrac.ioidopt.IOIDOptEnable Enabled

BRLLINREE | W REF R RS REEREER.
BLEA /0 fRRILLINEE |, IBERLAT &S

racadm set idrac.ioidopt.IOIDOptEnable Disabled
EEE /0 FRRMHINEEIRE | AL TS ¢

racadm get i1iDRAC.IOIDOpt

BeEISA ERIEE

£/ 10 #xR |, SR LIEERTIEERGEIRMERI TR | BEEIELL. St BmRERFAMEERE. 81N
FAMRBRMENATRATIEERRENMEROMOK. HEMEIRESIHRIMBIRE ZENRETAFRE.

i¥: UN5RTE iDRAC _E VirtualAddressManagement [E1$iZE /I FlexAddress {8z HfEf CMC H FlexAddress JIREC 2 , &
IREHEAMERT , Persistence Policy ( $ X 1H5RRE ) ThEERIGET I A(EM. IHBIRTE iDRAC H§ VirtualAddressManagement [&
1#i&E B Console (1ZH& ) IR HKETE CMC HJSH FlexAddress TgE,

AL ELA TSR MRS

o FERUENE - fEENHEIREE

o REiMEnE - JESEEDGLERIRE
=TIk
HFiEBR

FERFSA MR A |, 1B

© MEREEOFHTOREIFEN B B "ERNKERFRIREM BIF.
SR /0 FRRILILINEE.

FELUTERT , BB RF Lifecycle Controller B :

«  JSFEEER I/0 tRRIILTIRE,
© BAERBREEL.

< Rl EMsEFERESIRERIFNRE. AR ARENRERN AKX ERERENECRE—FATERE.
FTXS SNMP, EEFH#EBI4EL WS-eventing IBABASMERE. ASEEEEEERFEREH.

A EREERIEGME

. 44: IHRHERIEAIRGAE

R MESRRE AC BfiFg 23S #a1S
REAAMAE : ABOAtEIREE Rideh Bk Bk
REfBAE © AFmBn AR HRigerh HRigerh [S5rizs
[Bzhes [=)rizs Bk [S5rigzs
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A MRS AC HfE 2518 #a1S
FHERR [=)rigzs [ShrizEs Bt

@ [iE: SRAMERBOSAFEITIRESHEXEIIBIR | SHEABA EREASRRELMEL. SR RTER BT RS
ERREEELIL.

Q) [iE: MRFEEZRSAEREHAE CNA RESR LRE TR, SaiEskiFERR  BBAEEN] VirtualizationMode
RS EMEHGREZR  EPERWERAERNELE. BiSETEFEERRENE. SRSAEREINERIMTIRE. Sthny
PAER—/MEEE(FA LS Rt E IR & 0s FHEER isCs| BaIEFMEEFRHIAERTE R ERMEEFEER
B

{5 iDRAC Web REGEIFA ERIRE
EFRERFAMREE |, BHIITLATRE
1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > 170 Identity Optimization ( 170 xR
flitt) .
2. B 170 tRRRAIEI .
3. EIFAMREES ST, AR NMSAMRIIEE T ES—INEZIm :
o REIR - EREAEIRIMESEL B B E.
o REIR - ERESEIRIEEEL B B E.
+ AC BRES - TER4E AC BREEIE AR it el B iRk &,

4. BENA,
FEECERFAMERES.

{£F RACADM EeEISA RIS E

ERERFAMRE , BIBLLT racadm MNHRS set FadEAHEA -

o NTFREEHABLE , 15(#FE iDRAC.1I0IDOpt.VirtualAddressPersistencePolicyAuxPwrd F]
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd I35

IS FEE0EE | 153 iDRAC.IOIDOPT.InitiatorPersistencePolicy 3352
STF1FiEB %R . i5(EF iDRAC.I0IDOpt.StorageTargetPersistencePolicy 315

BXESEE , i521% dell.com/esmmanuals F2{A9 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM @ {TRESEIEE ) .

iSCSI Rl fEEBIREAER
THEBE T EREAMER Z G iSCS| BahsEfNEiE B ENgIE.
. 45: iSCSI Bl - BiME

iSCSI Initiator ( iSCSI FBHf1SE ) IPv4 &, FRIZKAE IPv6 1853 FHIERAE
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0

IscsilnitiatorlpvBAddr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway
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iSCSI Initiator ( iSCSI [BEh2E ) IPv4 S TRIZGAE IPv6 &3V FRIBKIAME
IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6SecDns

IscsilnitiatorName EiEkRE EiEkRE
IscsilnitiatorChapld EinkR{E EinkRE
IscsilnitiatorChapPwd EinkR{E EinkRE
IPVer lpv4
. 46: isCs| IFiEBTE M - BiAME

iSCSI Fi BtrEE IPvA 1550 FRIERAME IPv6 tRzU TRORRIAE
ConnectFirstTgt E£H E£H
FirstTgtlpAddress 0.0.0.0

FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName EinkRE EiEkRE
FirstTgtChapld EiEkE EiEkRE
FirstTgtChapPwd EiEkE EiEkRE
FirstTgtlpVer lpv4

ConnectSecondTgt B2ZH E2ZH
SecondTgtlpAddress 0.0.0.0

SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EinkRE EiEkRE
SecondTgtChapld EinkRE EiEkRE
SecondTgtChapPwd EinkRE EiEkRE
SecondTgtlpVer lpv4
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=i

B IR S &

M IDRAC 3.15.15.15 jRATFFHS |, iDRAC 7E55 141X, PowerEdge IRSS 2RSS | S IFIERRR TS (BOSS) 12488, BOSS 1248857
EIETE I SIRBENRIER S, XLHSRHEIRAY RAID RSN SRS,

(@ |i#: BOSS #I28{R3#% RAID 451 1,

IDRAC ¥ e T SUIEEIR | LIBEERECE PERC =688, BRATFEEZITIIZZE EEERRARIFMEANL. XLAMAEE RAD
FIHE RAID #=HISSLINERERIEIREE. w0, JUEFIHER. XT38 14 /€ PowerEdge BRS58% | 3235 PERCI F1 PERCI0 =28,
TENFETRENSERK. BN EPRRENARESEGSIRANERE (CEM) BR85S , 75/ERET 12C EFOEI MCTP #
i)‘i'—?z W%B*Egbfﬁ PERC #2885, XFSCAIECE , CEM 3235 PERCO $2HIS8F BB ARA. PERCO 12428 FAE IR AMIE
9.1 EKEShRA.

() |i#: $140 4K RAID (SWRAID) 73 CEM 1§ , EIUILTE iDRAC GUI FRARESHS. SWRAID FILAER WSMan API Fl
RACADM i#{FETE,

BIIEA DRAC , fEATLAHAT OpenManage Storage Management FREERIRZE(THRE | BIELRT ( TREMSIS ) KBS (Al
W, QI ) . SRR ERERRZ BITTRIE S RAD,

1&TCFEHIR) BIOS AlalBe EFfNEEnHISE IR, IXETHRLEIRE & IR FH N RAID KBIFIAEBUSTIEUREIP. EaLUSE)

Y EftbiaHIgsIheE | FIMNEEMETERNR. S LIRS B EEIE TR B ARRIPEIE.

FhEREERE

o EHIER — XESHRERFATTEEENUEEEHIE , MEEERINENRIAREZNEHEE. BHEERRATSHEREREN
BELUSANIRERENE. BHSEEEEE— S VIR A E S YRR ERNEESS (S85iR0 ) . RAID =488
HLEHHEINR  FRSMEENSECE— AT ENFETEE S, EHIERseTEMES | tkilBsiE=ZEN
VIRHRE., BxmiTss | RS SRR AR IRSREFINSHRRE., ATIEETIE , B8 E AR EE ALK
SIERFRRA. ARAEHIES SRS ASUEUNR I TES T EEEARNSHIE. BRXIIsEE TR et EIREFE.
YRR EIIRIRSE — (T HIENEOEEENSSISE, £ RAID 255458 | | YIRS IR BT o2 e,
EEE — RAD I=HIBSN— e S MRS CERIEME. EAENHETEHS MIEWECE BRI ERFEEEHN AR
MR, RIEGERN RAD &5, IRFEHEMIESEESEIMERNY | B ETRESREBIREE. EBIHAEREE
RAID &85 EOIEE,

o HAE - EDEEFIRSAOINED | MR BN TSR,

o Bk — EEIERE. FEEiRT , BHIESEEEIIYIEREEEENIE | BEEAERSINEMWERBRIEIREINEE (RERT
5. BIRE ) . MEMETLIESEIIES , BT LUERRIRFSIR.

BT EENEhE SRS | SR LASINESRIXEE. BIRSSTHEERNSEAIRS. ERILERTIE, PERHET

BERG DRI THIRHERISEMERINEI R F .

EEREHIRRROIRR BV REE RHES. WFSRHAIZSHFE | SR REHIIRSS IR,
TAAESH I PERC BREJE! SNMP BEBHA0 WSMan 544 (WNSRIER ) . WFHEECERTMAVEAESEBGICRI Lifecycle &,
. 47: PERC IjJgE

PERC Ifj&g 4% CEM ECERYIEHIZS (PERC 9.1 K8  A3ZHS CEM ELEREHIZE ( PERC 9.0 kR
=hRE ) FESE{RARES )
SChY @ |iE: 33F 8 14 /X PowerEdge IES3 BRAES. R r—&ERER.
22 , %% PERCO F] PERC10 28 BUIEMES KRBT , HESTARFER Web R
e ECIERSEAEL,

NREFIRR A INE R EIE TR
ik, MRz FECE.

NRizZE IR EE AR R E BT RIAY
R, MAGERRIXEA RV | SE IR
EEXLARI SR, AIEBEIE TR
}E_E% BITHIESEREIRE | AEEEN
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PERC Ifjg€ 32§53 CEM ERERYIZHIEE (PERC 9.1 K8  A32#5 CEM ECERYIEHIZE ( PERC 9.0 kR
BhRE ) FSEERRZS )

DIER MRERENFFERIESSMEET , N BEEHSISENERE
EESXADMERAR , HEEHSISE
e SERY BRI .,
-
TEfE RAID HE&

« STFRYEHIRR
< STFHIUE

«  EREERETIRIREE
«  REAMIENEERS

-  EEFEREEH

- EIERYIEES

- EEENHE

EIREhHIER

E18 PCle SSD
EENIEEER

R EN IR ERERERL
EEMNBERERF
iR - MRS SR
INKRECENHINKRZE LED

BfZ RAID HiS:

Storage Management {SEFBIRS 7B TTRIES (RAID) BAIRMEFESIEINGE, THE Storage Management , fhiaE BIRfE RAID BIBLSIFF
BEE RAD 1IBHIBSF R ER S BEE SRS LA ETE.

{42 RAID

RAID 2— AT EEHBRSEREIRGAMIEEE CRISIEFERR. RAD N— " EESEEEEWIEEE , LUEJLUS S MR
HENBESFESENABNY RATHEETE. RAD ZR— I EELEERBHFTTREIE , IATEREHEHIEIKSETE.
RAID ERARRIAIRA | BINSHR. REMERE | LIMEHIETOEEYE. AR RAD RBERRRITE | ISR
EIMEEE. RAD RAIEIL/SitRE. SUERIFIIFHEASELEESTREE. FHEFE RAD RAEBLEFUREEE  XEK
£ FL RAD REIERMNEIRTAKE. EIEEN RAID RBIBUATEHRAREMRE. FIPEEFESE.

(D) |iE: RAID Advisory Board (RAB) FEX ¥ FIF2Eit RAID RIMIE. S=PA RAB EEX T RAID 5l , (BARRAIMHREIRSRT RAID £5IRY
FILSCHRSSERR RAID HASRIRERBFTAR. HISEMRASENG ETESINENTIS A\ ELEMEIETTRER.

BEHFFNER IS RAID

RAID BJLUBIS A e S0, (AFRREY RAID IR SKEEIE T RAID REIAY RAID #555488 |, 7+ H eI NRRWIRR, A2 A SUEIEEF]
B\, FRERERGHREAVIRGE RAD BT , BERFISSCI RAID 251, Rt , [#A%4E RAID ABLMEEASMRE. T, EaLUE
FE%{4 RAID RE84 RAID % |, LASCIRERIFAOIEREANS T RAID BECE., U0 , IATLAEEE RAID 154885 & —X @4 RAD S % |
LA RAID $HI28 U AR,

RAID &
RAID SEFHSEMRARKEIES B, XA RAD SEB IR A EITAONAL, SRR

HE — SEN—MIEHES RIS —MIEHE. RERETEP A EYIEHE CEEEERNR I NMEHEIE R, R
ERN— M EEHIEE | WRSA G EERARZ MR TERE. RENMRAZESHERSE. FERIVTI—mER
LRz TR, $RRAY RAID #E4HS RAID 5 HEAMELY | IEURIEPAIMRERIL , (BENRERRIMEREER.

© DF— HEDFLEEMHEMRNAEYIEEE CEAE. SM98YE MBS ETEI , A ERESEE
EA/NBRABRTE M E PRS- MIIEHE, a0 REMHEEE 5 MIB#E NS RSB EIEENYIEHEE 1 2
5, MASHHIVIEREITESEE. S DFES MWIEHE DRNSAEEER. MTYIE#E FRND FBORIDRT
2. DERAENMEMEIERR. SREFBRVGESREEUERR.
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FHAN— BET (AEESERIOHE ) FRNDHETE, 19, RRFHES 64 KB #HETE , FAEEFHFPRIES
#2516 KB RIEERE. EERT , FHAINE 64 KB , MHARITEREAIN 16 KB,

JTERTE — JTER e T B MR FRISEERD.

FHTERAN — FHETRERIMETEE. fIl , RRFHES 64 KB HETE , FARAEFHTRIE MEE 5 16 KB 1951
7. FUERT  SHETERANR 16 KB, TRHAIMNE 64 KB,

BB — SRR RIEEREASFHESHIA TP TREIE. S— D REERESIEN  ATLERZEZNGF BRI
SR ETR AR,

B — BEE— RAD XK , BT RYIEHEENFHETEES/ RAD 10, 50 8 60 EIIH#E.

RAID %35l

S RAID RAEMERREMERG. DRMEFERNAS  MIRHEETRIRSEEIMBALLE. BXE1 RAD RAEFERS |
BEIRIEE RAD 31,

A7 eI BN REE R EIRETFE
RAID IREARA73EEL RAID RBISRHES I ETFiE, FLE RAD RARFIUARENE | LMEAHEHNSIREETLIRSHEE. AR
RAID REBELSHERSFR 1/0 (ZBHIEAN ) MAERSHIFE.

REARMIETEERIVNYIERE. BEHENEEN SSNHARENENTRIHES. BT I/0 MREMTRERR , &
N RAID RAIFTRELL A —NEIES |, XEUATRFIME PRIN R AR iSRRI,

EEEA RAD R3lE | FEESLA T EREAIRAN R

ATAMESE — TR SSERESHEP— MR ERIER | REEHFREFHRHEURINRNEE . £ RAD B, TR
DEBIHHP TREIELI. NASESERG (ESHE ) I EREER (FR—MELAEEHUE) .

MRS — SRR NS LUREEMEE | EARBUR TG RAD 451, FLk RAID REITseEES THRIER FHfERF.
AR — 45 RAD BXREBN AR BRIEEEEEFMNINEZTE. NREIERIGNTHY. TR NEFREREEIED
B, JRTRMAAIEINTRERASIEN.

SEHIEPEEIRRATIE) (MTBF) — MNSREEFEMYMEBLHFEIRTTRY | THEAAEINZ , BIEINTHEKIEN/ X, RERESE
TUREIENBER PSR AES , (BRI MARPRASIFARNITERIE,

& — BRI NHANAE RAD EHIH#IE. ERTLUER O-ROM <Ctrl> <r> EHMBAFEFOIiES. Storage Management ANSZ3F
@H%ﬁo ggé,@ﬁjﬂﬁﬁgﬁgﬁ#ﬁﬁﬁgﬁqﬂE’\JEIXEJJ%%@HE%J?E’\JﬁfuﬁﬁﬁE’J%ﬁiiﬁbﬂuﬁE@Jﬁ?ﬂﬁ%ﬁﬁi&ﬁﬁ%ffn@%}ﬁ (OCE)
(HHRRETA=TE ) .

1#%#E RAID #5l

TETLAGER RAID LIES LR Hi=HIEURFRE. S RAID JRBISAREER RS AR RER ISR RIFE <.

®

i*: H3xx PERC {=HIZSA3Z#F RAID 43! 6 Z 60,

AN ERBEREME T & RAD RBIFHEEIRRIS | DIRZERIMREIRIFS R

RAID 51 0 ( 95%)

RAID 2511 ( (& )

RAID 51 5 ( HBRHTBIREASEE )
RAID 25l 6 ( mBEEFIIM TR EHBIRIEAID S )
RAID %51 50 ( £ RAD 5 A E5 %)

RAID %51 60 ( £ RAID 6 4B E95%% )

RAID 251 10 ( EHREHEDE )

RAID #35l 0 - 5357
RAID O SEFBES 3 , FHIETS S MIEERIR FAVIBSANKELE, RAID O TARIERS,
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Strip

RAID 0 4§53 :

B n MEBESH—NAREMEE | EREN (SRR ) *n MR,
HIERBTFIERE L.

"RTFETUREIE. MR—HERRESNE  KENHESESRENE AR AEENE.
BFRIES AL,

RAID 5l 1 - $Ri%

RAID 1 R4EFTREUERIRBEIEN . £ RAD 1§, BIRSREEEN— S WHE#HE L. NRVIBHEAENE , AR
BEB—IRIIEIRE AR,

Mirror

RAID 1453 :

B n+ n MEESEI—NEE n MHEESENREIRE. ZRIH Storage Management XIFAEHIEEFRITAECIEE RAID 1 BHIEEE
RN, HTFXEHEESRE  SEESERIT WA,

HIER S HIZNIXFAE.

LHERENER |, RIRERINE TIE, SRS SIEH ARG -PIZEL,

EMREEYF | (EEMRRE.

FTFRPEERNTTR.

RAID 1 FERER = AAERAR S . BARRFESIEN AL E 2 MERTTRITIRE.
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RAID Z%5l 5 % 8 2 HI BRI F

RAID 5 BIZE & EREED SIS BRIERIREEIE TR, SBRRRESEHEATHMEYIERERTOR  MARKEEM
EHETRTHERE.

Strip

RAID 5 4% :

¥ n MEREEI—TEE () MHEES BRI,
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SHRE. A EELIEE—NEERETE RAID 5 EEERIEISE.

RAID 50 4355 :
1 n*s MEREBH—DREMHEE | FEN s*(n-) DHE | Heb s RIEEEE , n RN EEPIIHEL,
« TTRER (FHBIRE ) XBFEES RAD b BIEINFIEHAZ L.
o EMEEEYT | BSMLEERIE.
. FEEIOE RAD 5 —HESHEHERIGER.
. HUBEBERTAEE S, RADLO EHETEAEKRAES.

RAID Z&%l 60 ( £ RAID 6 £H E935% )

RAID 60 7EBCE I RAID 6 NS MBI ISIE ST . Hlan , —NSCHE T PO MR RAID 6 BB EIEER E— N BB R/
PO IR AR R AR 4HAL R RAID 60,

EERFEMmRE 177



Data Flow Starts Haro b
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TR EEPARL AR &R R

TR NEA &M

X PCle SSD & &IE TR TEREMF] SCAT &R

poar 3 SH |

% PCle SSD LATE#8 SChY &R

LR PCle SSD REUE DHER &R

IANFEEGHINMRE S LED SCAY &M

FiFEMENFES S

A LAER IDRAC Web AEIZRISNZERRHLATERGEIRANER (CEM) IR BRIz TN AEERR RGN

RAID =588, 3F RAID $=HI8. BOSS #=HIg&F0 PCle ¥ a8
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g?'é’fﬁ?ﬁa?EQU@Fﬁ?%ﬁﬁﬁiﬁﬁ?ﬂﬁ%ﬁ?ﬂﬁ‘n‘% (BGI) B=HIssRIBEE DL | BER

Storage.Controller.BackgroundinitializationRate 3752

EISE T AT IR S LR E RRLER RAD KA EEMHMEANEHRERE DL | BER
Storage.Controller.ReconstructRate X152,

it es R e A R RH I MEPE B B IS \INEE | iB{£H Storage.Controller.EnhancedAutolmportForeignConfig XJ5:
ZoE. EXEMsLeBRLNIZRENIRIES | BERLITSS

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>
racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old
passphrase> -newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>
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SASBEHSAIMIEE

HNERECEREBAEN—MEHIREREI S — Mhasr IR R FRSIE. CRMMRHBREYIEEE FRET RN N E.

ERILASNINGPECE | LAMEEYIEMER AR REUHE, NIINTEETESNT M4 5 "RR" SRR |
HEETRATISASCHFERIENHENAERN , ZESANZIMEEE.

FTE M EEIRSFE | (BINRENMHEIEEERTUR RAD K5l , NATERIMITRETE.

g0 | ANRIMPECE R RE S RAD 1 EEMBERPIIREGR—in | BBAENHELTEFRSHEALUSA. WRINMEEREE—
MRAMER="MIERMEEECE ) RAID 5 ROMIIRHEE | BBAIZ RAD 5 S THIRIKEBEARES .

BREEIMEERS! | SNBE BRI ReE RE— MR O B ARG ARAEBER— MNEHRsaE#ER. SAINPEEESTHH
BHRIFAREASA. MRZYIEHEELRESE DRENTRRER | BRERR S BRI ENHEEINPEE R BE
£ Nz F A2 RREASA.

NFAEMEIERA M IRETERS (LKM) BIERYEAIINPECE | WIFELLARARY IDRAC F1 |, SASMBECEIRMFAAA. BwinEe
CTRL-R fFSIKz2E , SAFHEI IDRAC SAINEBECE.

RSEHSRNENIRER , 72ERSIRERES. GO SRS RS AR RO A R
(EREEEAER ) . MRERERSIOND , WEHR S ARER BRSNS T RS,

O i SAIPREESLSARMEIEHEOWENS FHROFEEMME. NRFHES MBEMEE , WSAFELRE.
PERCO SHIBXISEHNSNINIRE | TRAFZE, BHSATUSERAR. NREHA , PERC BHBTENS AR
FHASNPRCE , AT AT, MRCER , W PERC FRENSMETIEE.

B A BRI RIS B IIR A BES I BE .

7 HBA 120 FIE(TH9 PERC EAHSHISE BRSBTS,

@ |i#: RALARERREMSTR , FENISHRIMBIVERL. EEME IS SN BNrIsEar= £/ ERE.

AEELATERPRIINBECE

B ERIPTEYIE#HEE CE T EFEA.
- EETHSOVMEHECEN T ERBA.
« EUHEETHFTEYIEEEEARNEET , AREHEA.
© IETREMHEETRWIEEECET.

AR IRBIER TS ARWIE#HE

MFEIMBECERISEFRSNERIE) |, YR EAIRMERNSHREREREE., RBEAELT "Unconfigured Good”  ( RECE , REF ) K
ST, WXERE EA BB TINGBEN.

. FES AT TRV S,

. EERAR B\ M ERE,

{EF Web REISA/MPECE

O | MRRGHTER SRS SRR , W— A US4 AR R RS R RIS,

@ |i*: FELISS A BOSS {=5ISE05MEPELE,

ESNIMNIEE | BHUTLATRIE

1. TEIDRAC Web REH , BEEE > IFHEECE.

2. NI THS G | BREENESNINE ERTHIE.
3. BHMBERETHSA  AERGMA.

{£F RACADM &\ /M5RECE

SNINBECE | FHUTLATRE

racadm storage importconfig:<Controller FQDD>

BXEZ=E , 529 dell.com/idracmanuals _FR{HHY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5547
SEiEE ) .
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bR/ MERECE

BiEHEEN—MERIERE RIS — NG | BURES RS SFEEERD B EYIEHRE (INPEE ) . BTLIEgeEYE
HEANSRBILRIERIYIEREESE S/ E ( RIUHER ) . RMIRHERSHING , NYIEHEE SRR U
Wi, SRILANIERA YIRS PSR EURIR R R ER.

BRI MR E IR PR A BRI B E M IR H = fUAWEERR FRORTEEUE. MRGESMINBEIHE | NFrEREIRHIE
bR, EJREERESNEUHBMAIALIE, EITINBSIRR LTIIEN. RBEITESNNARTTEINBEE | FJLAER
iSRRI INEREC BTSRRI IR A EROSNED AR,

{EF Web REIREIRIMRECE

EERRINDBECE | HPUTIATRE

1. 1E£ DRAC Web REY , #EFE > FihicE > EHISEEE.
It S Bt S A E T,

2. MISBISETHEIET | IREE NSRRI NS A0 e,
() |i%: =i&k8 BOSS 5058 LMERERE | it “EiREE" .

3. BEEREE.

4. BTERIA.
ERIBEEIR R R AR ARSI,

{{EF RACADM i5fRIMERECE

EERRIMNRECE

racadm storage clearconfig:<Controller FQDD>

BXEZER |, 15219 dell.com/idracmanuals _F12{HJ iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM A& 4T
2EiEm ) .

EigiEFIRRAE

ERILAERIEHIRRECE. WIRPSHIIREM#ENNE , AEEATEEHRE LAER. EASNEETEIRBIREZ JMYTIE
7. EREEASMRMEAIINPEE. MIINRERISERISRHMNERT PERC 9.1 Elft. ERTEFSEMEEIEE. TLAENCES
SHEENEEM A TIRUERE | MRHRFTRESSEEERIRE. BB BRSRIEHIR,

O i#: WEEHERER LM N0RE, EHRMGEE , BATARREE,
(£ Web REEiRIZHIEEE
BEQIHIEEE

1. £ IDRAC Web REF , 5% Storage ( {Ffiff ) > Overview (%S ) > Controllers ($=HI8E) .
2. M Actions (I#{E ) THIZEERF , I—NEEZMEHIESEE Reset Configuration ( EiREHE ) .
3. WFENMEHIEE  EMARMER ThERRF | EERENRIRERIRE.,
4. BEHMNA,

BRIESEEIMR PR R AR E,

{$iFl RACADM iRz 5t E
EERIHIBRE

racadm storage resetconfig:<Controller FQDD>

BXEZ(EE , B21H dell.com/idracmanuals _H124#9 iIDRAC RACADM Command Line Reference Guide ( IDRAC RACADM #3347
SEIER ) .
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tNisiEHI=E R
(@ [i%: PERC 10 bS8 R SR bI SRR,

£ PERC 9.1 FIEBhRARNEHISE £, ANEITISEIUM RAID tHR2) HBA SEEXUEHISSAVRHIE. LimHISsAvRIES HBA FEHISSHE1L |
E'\ﬂglziﬂ%zﬁﬂfﬁ{’ﬁﬁiﬂgﬁo EHISSEXERE— D MERANEIT | FRESCRTEN., 1ESEHISSRIEIUM RAID XA HBA 2
B, SRR -

RAID $2HIBSSZIHEHIBSIENE M. 7 RAID FHIEEEFAiEAvEHIEs | | iIRAEEXUEHIHER AL,

WIBRER BRI R

WRBRER SRR .

BRI MNP EC .

B ATE L THIRASHIENE | i T SR EESRETE.

WITIBR(ETS SED XEXIA bR 2%5H.

EHIB AR BN ERER.

1SIRE T H SRR R S5 B8 AR,

@ |iE: EREREHER Z AL SRIMPERE. LT, ERMSMRER , ERXLsiRSEme.,

Q) |iE: EIRERESERUEHIBRIUZAY | %3 PERC FD33xS fll FD33xD fFEEEE R CMC IFrJiE. BXTFHEEEE CMC IFaliERISE
ZER |, 521 www.dell.com/support E3R{EHY Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/
FX2s User’'s Guide ( i&PF PowerEdge FX2/FX2s fi Dell Chassis Management Controller ii4s 1.2 FIF8RE ) .

D H RV RS R G

PATFIZRIR RS iDRAC FE (540 Web FiE. RACADM #1 WSMan ) i@ B4 2SRV BTHIBIS -
WNER PERC #=HIBsbT RAD 8=, , MIARSTERFIEREI#E. MER. JINETERE. EHETRNRBNEERETR , ReEE
ZIEXERH HBA 2=,

o IGERISSEAT , RAER B RAID #24E, BIt0 , QN8R PERC 4F RAID =, , B PERC HUFEEISE I HBA B, , TR
IR E BGlI B | NItFEEARSB.

+ 15 PERC =528 M HBA t#E! RAID tRzCHY , IXFNERPBAETIE RAD RS, MBASEEEN "FHE" KRS, ok,
RAIDEnhancedAutolmportForeignConfig B4 HEnNZE /I Enabled (BREBH) .

LAz IR SS SE AL B XA TR @IT WSMan B RACADM SRENE S5 sSa=At a9 FIsh

. REERE AR BIGISSER A E S/ RAD BE. Fl4, , 215 PERC 12412840 F HBA 18 , IRALURIBEH
ARSSESECE S (SCP) LUSISHIBSE RN RAID | RS LA & IR IR,

«  MIEZUM RAID X9 HBA BT , RAIDaction pseudo BIHFIREREH 9 BUATH ) . KENMERBIHSETHEIE— N ELIH#
82, EHREEEN  BR | Pl ERRSIRREER. BERLITE , S RIE SCP 4T RAIDaction B,
2 PERC #=Hl284hTF HBA #Rz(hY | SIRXIRIENEIEFIEMENERN RAID FISH SCPIZITSATULS | H=iHeliE VD, N
EEEEN, SATRSEA SIS S B ssR RO RAID 124E,

{£FH iDRAC Web FEIHEIZHIZRRT

BEFIERD | BITIATES R
1. £ DRAC Web RE S , B Storage ( {Ffi§ ) > Overview (%S ) > Controllers (=88 ) .

2. 7£ Controllers ( }=i#lg8 ) WAL , B35 Setup (i&E ) > Controller Mode ( FEHIZEET ) .
LEEY BN SSHENR A,

3. WNTREERPEFEREREIREHS RS, | RERGRE.
ES IS RFLAFERENE.

{§5F§ RACADM ti]Jiais$l 2845t

Z(HF RACADM iz HlIss&Rl , BT T ola<.
- EEEEHIRRSEME

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
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REBERUTRES
RequestedControllerMode = NONE
« EREHIRSREINIREN HBA
$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

EXELZER , 5217 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM fpfTHRESEIER ) .

12Gbps SAS HBA iEHeSRIE(E

JE RAID 15438 2B A1/D RAID THEERY HBA, B 1RSI EIRLAE,

14G IDRAC #3785 12 Gbps SAS HBA #8850 HBA330 ( SERAFMIEHETES ) 1HEE,

A /93E RAID 1=HIBSHIT RHIRIE

EEEHISE, WIEMESTIVEERERFERTIE RAD 54528, I , M LIEESHIEXER EMM, XE. BRISSESNR
EiRNzEEN. RIEEHEERRETREN.

BEFH I EREER.

7912 Gbps SAS HBA =HIS8RAINEEREYE ( HMERSR )

EFENZRIEXAT |, WS IRREE SMART Al R SaVE IHIRIER ISR

WM IR IR SR EIRRIRTS

INMREEGEINNR LED

Q@ [iE:

«  {EXJ3E RAID 1=HIZE T EIREMANEIREZEI . HIITEMNSISRINERFFIRSM (CSIOR) FME.
- EMCTEHEHREERSISRS.

«  {X£73 12 Gbps SAS HBA 52251 HBA330 EREHIZEHITHYTE R A SMART RI3RENEEFN SES HAE(ERESSHISCRTIS
ﬂj!l-lo

s R ENES EROFRN SRR S 4

FHEESHECEA SMART fWIIE#HE FHITEREENSHTHIRERR (SMART),

SMART AIfES MR EHUTIIUMESE D T ETINE MR SRS ER. EHRRSaEEmEnslEmn | (R%E , Wis
LH{SE &4, IDRAC, IDRAC MENCR—EIR.

JE RAID R3\sk HBA =3\ RIS HIZEIE(E

SNEREHIRETIE RAD H820 (HBARZC) | M -

« EUHEESHRERATTA.
© IEHRRRIRENEHEER.
«  FTEYIEEHEALTIF RAID #E.
SNERIEHIRSAETIE RAD #83 , AT LAATLATRE
IRKE/ BRGH IR MDA
EERFERENE  BELATER :
« GHTEREL
< RE-EHEER
© KARIEEURT
- ES&RN
. EHIEES ISR
«  IEERNEMSNINPEE
o IEEEME
- EBEfE=R
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o HUEEERIER
o KISEECRETE X
o BEERT RAD ZHIESHIFFEEN ( BIEERI ) .
. BERIINEERE

() | i%: INEEIREIEIE RAID ERRASHIS , SEF—RIBIRNS,
UisRohFE RAID SR , FTHATINE RN, KSHIEERE.

EZMFEIEFIRE_BiE1T RAID BeE{EIl

BMNHAIZESZHFHY IDRAC REITMNALRIFREEHISS R TIROERT | 1BHRR
BEIRXSEMERIRNE TR, FEEMEST , AEBFRE T MEHRs D TECEMEZ Rk,
o (ERTHRIEINS S MBI R AELIE R N ST,

M m e =
EIRRENEREF
S ERBNEREFINEEREHIESEIR , it AFIERNEEHSEEREFIUE. EEERFERT , ZESAIEEREFTD , AR
SA\YIIEHE, MRENMEER T EUREZ AR EMER , USEREFERNEUEEEMR.
(EEERHEaREE SIRTFFRY , PREC 154883 {R BB NTIRBHIEHSENSIREFTEGE | BRI IRE B S SR EF.
SRS ZRBNEREFEYIN, REHEEIRBERET , UiSHIBSRESETRHERE., (NYHRATRRESMEN , A8
MERBNERERF

28 S BRI ML B,

biar | e =L I NV N 2 i Y
o IEEFE B S B R E T TRERE,

=L

E1¥ PCle SSD

HMNELREBENEIR (PCle) EZNRE (SSD) 2—MEMAeEERE , BRTEKXEDR. BarsitmNEHiR ES (1oPs) fuildk
FETTSE I ANMEP R SR IERYRRTS 2. PCle SSD RFERERIT (SLC) M1ZERTT (MLC) NAND INFERIAIRITTIR . ma =R
PCle 2.0 B¢ PCle 3.0 3854, 7£55 14 1K PowerEdge IRSS88T | FAIBI=MARBRISTCERE SSD, S LUFERY REELIET SR
R SSD.,  {ERMKEIRLSS ( NERY ESR ) EIENEUE SSD EERIFR |, LARSEAER LAY HHHL (B ) k.
(D) |iE: %814 {{ PowerEdge BE5588 LIS R T UL FHTE NVMe-MI HIFERI NVMe SSD, Fid , 55 13 {4 PowerEdge BRSSEELAESZ
5ETF Dell EEHIBRY SSD. MMETRI{EARSSEZERIN SSD A% iDRACY %35,
B3 {FEF iDRAC 5@ , ATLABEEFBCE NVMe PCle SSD,
PCle SSD FIEEINELS -

ISR IR

SRR S
TEDEIEE 14 4 PowerEdge RSB+ | STIFHRE 32 4 NVMe SSD,
AT/ PCle SSD HUATLATHRIE -

ITIRSZ28 PCle SSD HIEf TR R TR SALA BT Ml

T PCle SSD I /&S

L HEIREEE

INMREREGHINNRIZSE LED (IRBIIRE )
A9 HHHL SSD HUTLATERE -

YHARSS S8 A HHHL SSD T4 B S AR FNSCAT
£ IDRAC # OMSS FHiR&EFICR HHERGE <
REEREIEHETEE

TTY BERES

1EBTLLS SSD HUTLATRME

200 EEEMHmESE



REWENERT | FIANERHL. EPEFORA

@ |i#: PuERIIEE. BTEELIRISE LED ISFRATPIGEAGEINFRERF HHHL PCle SSD iR,

®
%J PCle SSD i#{T&iFisARFI il

AT RIRBMAmIEEIERT PCle SSD
BHER

PCle SSD ¥ Bk
PCle SSD &1k

MREXFEBFER PCle B , ER7M FADD, —4 FQDD AT EMAYIKENEE , B — AT SSD. MREIRHEE (&
) . BXET— FQDD, 15 SSD REHER , 2HI8s FQDD iRE CPUT , iXFRR SSD Ei&ERE] CPU,
BRHRIRBMXEIERT PCle SSD RIEMHARA,

{£F Web SREXJ PCle SSD i#13&il5 s ARF1 kil

B3 PCle SSD IRFHTRRSMFILEN , 154 % Storage ( Ffi5 ) > Overview ( #iR ) > Physical Disks ( ¥JIBEiRR ) . LLETISE
BT, ¥3F PCle SSD , Name ( &R ) 5IHIEE PCle SSD. BHAIEEREM.

O =Sy ST S
{#F RACADM 33 PCle SSD #{T&IFiEMFI LN
{#F8 racadm storage get controllers:<PcieSSD controller FQDD> fp&iRiamiflill PCle SSD,

EEEFRRE PCle SSD IRzENEE |, BEALI TGS -

iE: B 140 5] NVMe RS | ESERAMBRREERZ T | SISVIIRIBLGENE.

racadm storage get pdisks

EEE PCe ¥ B, BERAUTHS

racadm storage get controllers
EEE PCle SSD BIRAWER | IBERLAT®S

racadm storage get enclosures

@ |it: EARE LRSS , BLER PERC i8S,

BXEZ(EE | 1559 dell.com/idracmanuals HI2{HH) iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #$1T
SEEE ) .

HEEFTZBR PCle SSD

() | i%: (A S140 $Z=5ISEEE PCle SSD BIMIEERSZ2I%.
PCle SSD XiFEF#ACH , AL EE L E S | SR SR SN RS AR INEREIRIRE., NIFLLEIEERL , WiRScERES
TEIRIBME | RSP E.

X= PCle SSD LA TIE{ TR SUFRFRFIZSHFRF LISHFRR AR, ERIGAT PCle SSD BRIEMIEE | B2RFRS%
SERRPF.

VMware vSphere (ESXi) RZEHH PCle SSD AR HHHL PCle SSD 8B ARSI ERTEIRIRME,
(D |i*: (&P ESXi 6.0 F1 iDRAC Service Module 2.1 A S EESR AN RA LIS ESTSIMRIE,

YEETBISIBRVERTLASE A iDRAC Service Module SCRTHAT.

EEBMRRERE L FEEaEFIEEEERTHN 1/0 &) , MERURSHTNZIRE., ZESESEIRE LASIRR LED [Fkk,
EEEEBIREEE A TIRRT  EILUNRRPRESET™RE

PCle SSD LAZ£#bR LED #&=UANE (RGN ) .
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REABREEA PCle SSD,
TEAERR PCle SSD LIS a0 , 1BHR

B 2% iDRAC Service Module,
BE2H Lifecycle Controller,
B BIRSEEHIBPRFIERIR.

R Web RENERFTZER PCle SSD

EfEEE PCle SSD LARFBBR , IBHUTLATHRIE -
1. 7EIDRAC Web REF , 2= Storage ( fFfiff ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
RS B IR R T,
2. MRS THERRH | T REBLIEFB XK PCle SSD,
3. WNTHEEREAF , I—EZ1 PCle SSD G HHTZER.
WREEFESFB  FEESE THEERPRIEMIER |, BEERME ARG TR EFHEIR,
® |iEE: RS ZHRFHIET iSM LIITT preparetoremove IR,
4. TERIFIRMERREN THRERER A | 1SESZ BRI A LA BN FRIX L84,
WRGFAEETHRANES | SR E.
(@ |i%: }F PCle SSD 18 , R% Apply Now ( SZBPRIFD ) #IRATA. MHEFESFEARATZIS.

5. BAFERA.
MBRGEREN , BER—FHE , BHIZEVEIEEN., S5 BEEREE D FIENAIE IR,
MBIRIV BTN  BRETR—FER |, I8 ARmEiEHsSeUZAI R 1D, BAE(EIBATI , T7EENRASIRE R EEIZ/E AT

E.

INRREIERHEIERIRE |, BB NERER, WRSCEBRIERIIF EIEWEEERMT) , WERr—RERER,

s RACADM K&k PCle SSD
Tt PCIeSSD ISR | BHVTLITIRE

racadm storage preparetoremove:<PCIeSSD FQDD>

EHAT preparetoremove Mfg , SIEEMEL

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

ZEHIRERIFIL D
racadm jobqueue view -i <job ID>

BXEZ(ER , 55158 iDRAC RACADM CLI 3R aTA , LA : www.dell.com/idracmanuals,

2% PCle SSD 1= &R

(@ |i#: HFA S140 #4$I3BEE PCle SSD FIIBIERS X%,
"IIEIRER" R AR AR FIVERFBEUE. 1 PCle SSD HHUTINEEIREB =B EURRIT S PCle SSD _LRTBEEIRKA
MEL, TEMNZHERRERE , EHTEGE PCle SSD. BXUSERAERSISEMA.
WMRENNERREARRAERS | STIBEIRTE , MIZRESEE. SWRERS I SRAHERIRE.
FEHRBR PCle SSD IR EHREZ AT , 1BHHIR
BfEH Lifecycle Controller,
. EEBRSSEIEHINRIIERIGR.
Q@ [iE:
B2 PCle SSD REHEHMERMEIRIENIT.
o BIRIRENEEE | CERMERFRZTHEN  BEFRDGKE. SRABRNBCTIEREIEDSE  ARBERTE.
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« TEEGIR PCle SSD [ , WIEEREFF/LIVH | iZ PCle SSD ZSRR{E Web HEH.
+ {UERATFS 14 {4 PowerEdge BRS5=RAAIHR PCle SSD SZFINZRERINGE.

{EF Web REREFR PCle SSD X &&=

BBk PCle SSD 1288 LRVEERE | BHUTLATIRIE -

1. 7£iDRAC Web RME S , 2= Storage ( f#fif ) > Overview (% ) > Physical Disks ( ¥JIBfER ) .
ILETEE7R Physical Disk ( #3EREER ) TUH.,

2. MIERIBETHERRF | sEEHIzs L AEE KB PCle SSD,

3. MWTHEEEAH , J§—/ a4 SSD i%#% Cryptographic Erase ( Z218i% ) £,

YNSRIETIEIE Cryptographic Erase ( 2§ ) | FEETE THEKRATRIEMIEIT , 151 Action (1#(E) | RERE T
RELEEEMIEIN,

4. NEIFBRERIV T RERET | mRA I —

At Next Reboot ( TIREEHIBISE ) - MR EIRAITE F— R SEEHS| SHAIaR AR,
TEHRIRBIE - SSRGS TRT7E 0 I BRFIAT SRR -

«  FHARNEFNLEIRENE - BERHEMHEEA. N THRERES  EFAE., BPSERrdEfIasRtE B A,
« MWThERESD | EFEHSISHEE

REHSIS (FNEHSISESR)

IEEXH
SEHIRA
< KHRFBFEEER (19351%)

5. BARIA.
MBKROERIEN , BEFR—FHE , BHIZEVEIEELN., S5 BERREE D FIEINAIa RIS,
MBIRIV BTN , BRETR—KER |, I5H ApmSiEHsseUZAI R 1D, BAEHEIBATI , T1E/EVBATIRE R EEIZ/E AT

E.

INRAEURFIRRE , BERNERER. NRHGIRR(ERIIABEIVEERAT  WEET—FKERER.

{8 RACADM I&[$ PCle SSD i85 #iB

BRI PCle SSD 187 :

racadm storage secureerase:<PCIeSSD FQDD>

EEHUT secureerase pPEEIEBRMEL :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

ZEHIRERIFAL D
racadm jobqueue view -i <job ID>

BXEZ(ER |, 15219 dell.com/idracmanuals _F12{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEER ) .
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B ER— RS ORI
EEREER (BRgHE)
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E1=) =3
Ao IRIREI
Dell 5 14 fX; PowerEdge RSB ESSTISHAIAEFMEIRTS . EFREEEIEHES (PERC) LB BN BESERE—HIIERIREEE.

IWECE T AT | (BiIREHIEEREE T B (HA) ThEE, ¥ ResulEm MRIEIEHI2s 2 B S IERIRENEsES, EixiEL

T, ClEEIHENENEERENMEHIZEAIKENEE. WINRERFTER, (NEERSISIINEE.

BIRSELATES,
E—Eiﬁ — XEENAER. FEE PERC IS8 E RO B EEE SRS |, BMFE LR TE /N PERC 1=HI28tB290
?FF;:\EEE — — IR ERGAEET 12 MRENES | B /MEHISSERGARRE 12 MRS, EERE— MEHI SIS RS
790 - 1A, EERIE A MEHISSHIRENES RS 12 - 23,

o IFRPEL 4:20 — —MEHIZEERGHTRET 4 MRENEE | B/ MEHIREERGEIRRE 20 NRENEE. EERIE—MEEI2EHIIREEER
SR0- 30, EERIE T MEHIRENIIKEIERE S 4 - 23,

o FROEL 816 — —MEHIREERGAIAIET 8 MNERIEE , FEAMEHIBERUAARSS 16 MNRENEE. EERIE—MEHIEAIIKEIEESR
SR 0- 78, EERIEMEEIREAIRENESRE S 8 - 23,
RO 16:8 — —MEHIBEFRGAIEET 16 MEFISE , FMESHIBRERUAAIRGE 8 MNKGhEE. EERIFE—MEFIZEAIIKEEE%R
5790-15 i, EHZRIE T MEHIEEAIIRENES RS /9 16 - 23,
RO 20:4 — —MEFIZEERUAIAIET 20 NMRENEE | F_/MEHESERUFARGE 4 MNREEE. EEEIFE—MEHI2ERIIREEER
S 0- 1908, EERIE A MEFIZEMIREIERE /9 20 - 23,

+ (EEARETA - B4R,

WERY FREsREETIZACE , IDRAC AMFHROIEIIRE. HIRCERIER 2R, LBLREE —NEHI28, iDRAC FHiTY RINAES

B AEBAFREER | (BEFEEREFES 1 PERC 124588,

@ [iE: MREEREE— PERC WIER THERENFIEAREEREM PERC WIERTRERENG—R | TS

4SRN (EMER) .

BEROXEISE | SV MEE RS SE=IEHINIR,

WSR(EAIE D RAID RETESAMBIRSEL B IMER RAID /R , BIETTEENSRER, B , RIIEECTHMNERES , &

BAREHRIEAD RAID /R,

@ iE:

- EEMIENSETRESHE  EATgaRELHIERLK.

+ LC iBIf5k iDRAC EiRIFMEASHIULIE AV BEiRE.

o IHEERECIHEN S | ERMMEBIENRAE RIS,

o IBTLSRENSIREE.

o WNRIRENEERERM—NMEFISRESCI S —MEFHIEE | SIRIFSIREUESSHEIREXRTREFEH.

o HiRIFSIE(EDESR , RAID BEETRES SIS , BSEURFIRENZERER.

LREFRYHIERRERKBFEREE. WREMNFORXELONSE—R  WETRGISHET—FBRER , FA%
TAEHIR AR ENE NGRS, Lot B NEHIRRSEENMNBRE. NRBMIER | WEREMHEREER.

{EF Web REEESIRIZI

EFF iIDRAC Web REBCESIRIEL, | IBHITIATRIE

1. 7£iDRAC Web REYF , BEEE > IFHEEE > NIEERE.

2. WIEHIgESEERY | R ER EEKEAERYIEHIES.

3. MIRETHISEES | SR mIHER.
[lid:apednan ==tk =t = WliE

4. EHEEYF , AEIRSFAVEEERAEIEEL | 12EANEIEE

F—E

RHIER

HHER 4:20

RHIE 8:16

1R 16:8

R 20:4

iE: }F C6420 , AIMIRERA : IFRHDIRAHNIF IR -6:6:6:6,

)
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6.
7.

8.

XJF R740xd 1 R940 , FEIRSZ AV THREIFREBXRDERANAEFERS X , 33F C6420, JTIRHIFERT A/C KHSBFHLL

NFFHERS X

BERINEFLIRIRE..

BEUZEEL D,

=SEoha: 1]v]::

HEWENPAFITIE |, FIEEFEEEEILRSETAS "B5K" .
KARFERREEERD | LUFIREEN.

{£F RACADM EgEt/IiE

EFRENEEETR , 5EH set an$H] BackplaneMode FHIXTS,
Wﬂﬁﬂ EJE BackplaneMode BHIRBENIFSIED | IBHITLATIRE -

1.

TUAT RS KEELRERER

racadm get storage.enclosure.l.backplanecurrentmode
eI

BackplaneCurrentMode=UnifiedMode
BT TS REEMRER

racadm get storage.enclosure.l.backplanerequestedmode
eI

BackplaneRequestedMode=None
BT T SBAREERIREEA AR oER

racadm set storage.enclosure.l.backplanerequestedmode "splitmode"
EBRzER | RS,
B TLA TS RIEIER BB backplanerequestedmode BIHSE AT SR :

racadm get storage.enclosure.l.backplanerequestedmode
eI

BackplaneRequestedMode=None (Pending=SplitMode)

T storage get controllers apSFFiCRITHISEsLAI D,
TLAT RO R

iz
iz

A\ -\

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

BIREWEI D,
BT TS REIEIATRE

racadm jobqueue view -1 JID XXXXXXXX

Hrh |, JID xxxxxxxx BELSE 6 FIREAUEIL D,

REETA RS

gregEnafEll 1D, BERIRR "B RS (LIRSS HREEE 3 S#adE )
EITLATEpSEEE backplanerequestedmode BIE(E,

racadm get storage.enclosure.l.backplanerequestedmode

BEFEeE
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it
BackplaneRequestedMode=SplitMode
9. BITUATRSHKSERS SRS
racadm serveraction powercycle

10. HES5ShE POST #1 CSIOR 5§ , ALI TSRS RIGIUE backplanerequestedmode :
racadm get storage.enclosure.l.backplanerequestedmode
B
BackplaneRequestedMode=None
N BTA TS REESRIEXETRENFOERN
racadm get storage.enclosure.l.backplanecurrentmode
e
BackplaneCurrentMode=SplitMode
12. BT TS HIGIER SR ERIRENEE 0-11
racadm storage get pdisks

X RACADM G HIES(EE , i55(5 dell.com/idracmanuals 28 iDRAC RACADM Command Line Interface Reference
Guide ( IDRAC RACADM #p${TRESEIEE ) .

SRS

—LbEE 14 48 PowerEdge PRS2 SIRTEE—HRiE 3% SAS/SATA 1 PCle SSD IRGNEE, IXLHHIEFRAIBEIFEH BiE%EE T ERE
124l B8(PERC) #1 PCle ¥ BF. BREUHRMA T HR SIS IINEANEENVSE. BSIRSTIF SAS/SATA Bi&2a) PCle SSD, @HEBERN
T I EEmSHUEEREAN. a0 , 3785 24 MEERSERLEIRT |, 118 0-19 ({575 SAS/SATA BiAR | MiERE 20-23 378F
SAS/SATA B, PCle SSD,

HUERS LR Is TR iR B AT B RIS N SIE TN, Topology (#AFh ) WA EAWIESEE R REMMIEEER | MASHA
BHIBE SHEIBXEE, BHTHANMEEEHISE ( PERC 1 PCle ¥ RS ) AILAEEEIR—51R , Eltt , System Inventory ( RAFRE
) TEHRERS PERC 2428 £ BEHIESHR.

1E Storage ( fZfi§ ) > Enclosures (#]l#6 ) > Properties ( B ) TAEm , Physical Disks Overview ( IBFLERILLS ) SDIBEET
LA -

iR — REE A,

45 PCle — WIRiI§HE ¥ PCle BIIEIE |, iZ=A2 B,

S8 — NRE2BRAREEIR , BEEP—MEEPRET PCle SSD |, iIZI=SER PCle,

IS — iZ=ANERT PCle SSD.

() |iE: EFRIRIESISIAEIR. MRISEBIR PCle SSD B FHISHERR SAS/SATA IRa)IZE | iSHRFRESS5ER PCle SSD IRE)
2B ST (E5. MRFNITZES | ENURFRATTESIBIIAE , GINER. PRTEEERE.

88 SGPIO &zt

FEEHISEaTLATE 12C 21 ( Dell SSHRAVENAIRE ) SRR iTERBMN/AE (SGPIO) #xl MEERISR, WREAIE:E | IRaiss L
B LED $87RIT A BEINME. Dell PERC IS8 IS ST EHXMiET, B RL(SIEIERRS | SIRERERCE SGPIO &1,

JSJS’ZE?J Eéﬁ&ﬁﬁ%ﬁ%’f&o EARFE T RSRVEIRE MR ARESR. SREGTRECTIEE. SapSAERR

LC #RRI%{(FaY IDRAC EIRIFIAMESS | SGPIO BRIVEEIRNERERANRTS. ERER DRAC IRESERIRE. MREREIREN
SGPIO #23( , I iIDRAC SEXHIRELILEEIRIRE.

BEHIREEREN , BIAKARSHERRER.
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S MEBIRS S HINR A 8RS MILIZ B,
(D) | i%: A&E(EF iDRAC Web REIEE SGPIO 138,

{5 RACADM i&& SGPIO 1=z}

ERE SGPIO 18z , {/ set A3 LAN SGPIOMode APIIXISE,
MREHIEEAEER , WA 2C #K, WNMREER  WiRES SGPIO &,

BXEZER , i5809 dell.com/idracmanuals 329 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC

RACADM #p{TRESEEE ) .

IZBIERMRE

RENER RS EFE RS rE.

BPA LSS ER SR rE B IELORBINE, XEFRIGERTIMENE , FENRAANTTRE  WEaBER, XEFR

EHEE—ERS ; SRSV B REHMEFIE,
Q) |i*: EBFEFSE—MFHREH 10 , HhEiE NULL 35,

®
IZBHER~&R

RENWERBMMER PSR B ETRE =R,

i XERETEAEPI SRR 5.

BRI UER BRI LR INRBIN AR, XEFERIICETPLMAYE  FENREBAN T TRE | WEBRER.

RENVEEHHI—ES ;| SUIRRNEREGHRFIE.
@ |ix: BFESWE— FERER 32, HPEHE NULL ¥,

®

e =M AIE B RIRFIRT

it XERETEAEPIERASZ 5.

e

ORI EIREMHER MR EYIRHE. £HI8s. YVESERITHIERNT , BN BRI EZ AR FEN. B, Eexe

IRERIN FRRT(E)
hvi:l
« NRRFEHSISHE
«  fErHKIRSETE)
o PERESRMEN—ERS R LA IR U FR AR IR

(£ Web SR EIEFIF(FIRI

ERFRIBMEPRAUNAIRE | iSHUTLATRE
1. BFLAMMHIURE LR | AERERER
» Storage ( TFfif ) > Physical Disks ( #1382 ) .
Storage ( f#fi§ ) > Virtual Disks ( EEIJfEER )
Storage ( fFfif ) > Controllers ( Z=i#lg8 )
Storage ( fZfi§ ) > Enclosures ( #218)
2. MBIFIRMEER PRk R FEE FINE—IN

* Apply Now ( IZBIRIFH ) — WEIRILIEINAISZ RPNV IR E. IWIETYRIERT PERC O =28, INRIFEESTRANESS | kTR

BRE. WRIVFEEDERT 2 DA RS,
At Next Reboot ( FIREHiSISH ) - EFINIRINAE T —RAFRENS ISHENAERE.
TETRIBYBTE - SEEIGATT A7 XIRY B HRFIRS BN IR E
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FHaRdEFNLERANE - SR HBERFREREE. WTRERSES | EEE), BEF RS R a2z BN AR E.
MWTFHEEERS | EFEHS ISR
s AEFHSS (FHEFRSISESR)
EFEX
SEHIRAL
FKARFHFEERS (12351%)
Add to Pending Operations ( RINEIFFMIBIRME ) - ERIGETR AT SIS IR ELIN IR E. #BILIE Storage ( 1=fif )
> Overview ( #£8 ) > Pending Operations ( FHLIRIR(E ) MHESIEHIRSETE G IRIR(E.

@ iE:
Add to Pending Operations ( iRINZIGFCIRIRE ) BIRAIERF Pending Operations ( f5LIEE(E ) Taim . LAK
Physical Disks ( I8 ) > Setup (iZE ) TWEAAY PCle SSD,
EEgEREPR , REZEIRABEEAA.

3. ETEMIA.
BatRiERmMERR RN IR E.

{EF RACADM iEiFR(FIRI\

ERRIBEER | B jobqueue .
BXEZ=E , 525 iDRAC RACADM CLI 38/ BT , MHEA ; www.dell.com/idracmanuals,

EEMR BIERIFEE

ERIL EEH IR BRI A IR, ArEIRERE NRERNS | SH s RIEEERIAIVE KRR ENGSZBDN A, &8
LARIBRZHIERRIRT AT IR, (SRREMIPREA MM IRIR(E,

Bk Bs (WnEHIEs. TUE, YIEHEMENEE ) ColERIRF.

R&fEEHIRE LEEECE(FL, X3F PCle SSD |, &4 PCle SSD #AETIIF PCle ¥ f@a8 LRI {FlL.,

{5 Web REES. RFAskiIFREEIZE(E

1. 7£iDRAC Web RES , 2= Storage ( fFfi§ ) > Overview (¥ ) > Pending Operations ( f5CIBIRIE) .
BEERIRMERE.

2. TR TRERS | EREEE, BRSNS EEERIERYSHIEE,
BRI SS AT RRERIFIER.
@ iE:
HENIMEREE. SERIMRECE. TLERIRMEMINZEEIEEIETIERIZE(E. (B2 | EiERIMFEREH "R
{E" BB RRETIXLRE.
FiEMERIZETTEAREUEE PCle SSD BRI
3. EfiiRiEEiEhEaiEERE | SR TR SERERIRE.
4. MWTHEEEaD | LA TSI — |, Aieat R AR E
» Apply Now ( SZBIRIFE ) — EEIRIETIA ST AR FrEIRIE. WETNERTEERFEIMRARY PERC 9 1HlES.
+ At Next Reboot ( ETREMGISHS ) — ERIEIAIE F—XRRREHS | SHIERFREIRIE.
+ At Scheduled Time ( {EiTRIRIRIE] ) — SRR ETRI89 B EBFORS AR PR E.
FriaRdEFNLERATE] - R H B ERFREREE. W TREZEERT | SERAE, BIESEF R Bf04EsRAT 8 B .
MWTHEEERG | EFEHS ISR
REHSS ( FHEHSISESR)
EEX
o SEFHISKAN
s XHARKRERER (251%)
5. WNERFEFEBERMEN , BET-—FKER | IBHIZIEEIELY., B BEEBREE D FIEINAITRIRE,
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6. UWNSRIFAAFALEUEATD BRI —5FHEE | EHARMEEHIRR A EL ID, BE Job Queue ({ELPATY ) , AJ7E Job Queue
({ENLRAZY ) TWEHEEZIFIAIHE.

NRBERRINPECE. SANINPEE. T2EPRFEINZREMERIBFL TN | ABINRXEZNERIFLREEE , 36
AIEAEEN Pending Operations ( fFRIEIR(E ) MEFEIRIFL. ST HIEMMFHEECER(E | SifEER RACADM &
WSMan fEFRRRYE RIS EOIRTRAYECEFIL,

1&FSiRAE Pending Operations ( fFbIEERE(E ) WEHEFERMR PCle SSD AYFFAMEIRE. R racadm a3<AIARR PCle SSD
AU IR,

{fF RACADM EEHIN AERIE(E

BN FAEERER(F | 15(EF jobqueue 3 <,

BXEZ(ER |, 15219 dell.com/idracmanuals _F12{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEER ) .

FHERE - MRIRMELE

601 : SEF-TRRARE (| "MENA" . "ETAEHRSISH” % "ETRINEET ) | HARSEIHAEMERRE

NEREEE T AN, ETREHSISHEETINEE  AERENA B M BRI FEUEERR .

« NSERIEMERT)  FEIRESTRIFERVERERE WSt Rl MREWEEENT) , $EF—FER , BHAMMERECIE
ARV ID, ERTEAENLBASY , SIFEAEMPASITREGESZ(FIATHE. NRAREIEIFL , BET—FER | SRl eIEEN,
B, FEEREE 1D TN RHRE,

SNERREINCIERIERIRE , FFRIRBTRIFEIEREE  BET—FRERER  HPE8S ID FIZINAIBAIERE,

£ 2 . SEF—TRRAERE ( "VBMA" . "ETAERSISHR" & "EHNEET ) | HEFERERERRE

NREEE T BN, ETRENSISHETETIRNEE  ARRENA B AFMERFiEi BRI PR ERRF.

© RERIBMFORINEE  FENMRFENEIEREE  WEET—FKER.

BEEEEHRIFFHEIEEREBNEERE,
EATE Create Job ( BUER{ENL ) LUSFIIRECIZIEIL, SIRMRIEIERD)  BER—FRER | ISHamERE IR
ID. EATAEMLRASY , A TE(EALPASITREFEEZ(FIAIHE. MRREEE(EL , BB —FER | BHixfRleIERK. 5
A EEERES D RN RIRE,
BEEEASEIR(RL , FHEEEmxUE L |, LHTES R ER(F.

WNERARINCIREECIRE | HENRFENGIHERIRE , WEER—RKIBIRER.
BRI TEERESIEEERE.
BEARRUNRECIERIEN AT A INERYEERIFEIZR L., WRMEWEIERD  BER—FKEE | ISt eIZA R
ID. EATAEMLRASY , AITE(EAPASITREFEEZ(FIAIHE. MRREEE(RL , BB —FER , BHixfFleIERK. 5
A EEERES D YA RHIRE,

- BEEETSCIEIRL  FHEEEZREL , LHTESFEECERRF.

£ 3 : SiEFE "RIMEERRE" | FRISENENERIRE

REEFRMEERIRE  ARREMA , BB NGRS IR FEEERRE,

NRERINEIEIEREF , FRNRLIEWEEREF , WEET—FERER

« BEREREEEZAE L  LHTESFEIERE.

BEEREE  TEERSVEERF. BEEMMSEHERR LR TR , AN AXEERERE,

WMERARINCIREECIRE | HFENRSENEIHERIEE , WEER—KEBRER.

£ 4 : SiEFE "RINEHERIRE" | FEASCHTFEERIRE

IRECIERINEHERIRE  ASREMA , B8 AMmMERFEIc BRI FRIRERERLE,

« WMMREATIEEEERIRE , AENRFENEEERE  UEET—FKERER

BEREFEEEZAEL , LHTESFEIERE.
BEERIEE  TEERSIEERF.
NRARINCRIERIRE | HEMREEINEELERE , WEET—RKERER.
BERENEEEZAEL , LHTESFHEICERE.
BRI TEERENERERE.
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o EEEEHE , MRESFREIRFEFHEESRELR(EILAEIR , SHEEFHEME > ERIRMERE . LESNEERIR
{E . FIEFRERYIEHIES LEUZRIEIL,

» (=6 1512 EAF PCle SSD, BISTLEE PCle SSD HIFSLIRIFE , EIlk Add to Pending Operations (ZRINEIFFLL
IBE(E ) IRATTA, {EF racadm S TERR PCle SSD RIS IBIR(E,

KRB ENHANREE(F LED

BILABIE KR AL ERIAC—IRE (LED) 2 —HEWERAIEME. EIHEIX84] PCle SSD,
T REBERINRA BENKREEGHINNE LED,

EHIRR IR SCRIECE.,  WJILThREAYSERTSTIFNAE PERC 9.1 FIEShRAE A A,

O [iE: WFFHEIRARSS | FZISRTIVREGEITGRIE,

{8 Web SREINKFELELHAIRLEE LED

B BUEINREME LED |, BHITLATERE :
1. 7£ iDRAC Web REF , iRIBEXREZTIIE—0H :
+ Storage (Ffi# ) > Overview (%8 ) > Physical Disks ( {JIEf%ER ) > Status (XD ) - B/ RBIRIYIIEM ST |, &9
L TEZTUE N MRE BB IR £ F0 PCle SSD,
Storage ( 7Ffi% ) > Overview ( (%8 ) > Physical Disks ( EE#IiEER ) > Status (AT ) - B RBIRVEMRELSTIE | &alld
EZTUE TG EGE IR,
2. INERENEIRYIIERLER |
o IEERSECHIEEFEAME LED - #51% Select/Deselect All ( £it/BELIE ) 50T , RS Blink (1A% ) Al FAINMREA
{489 LED, B , SREEGERANRA= IEIRNRZE(4AY LED,
o EFEEUEISERANMAGE LED - SBE—NEHSNEN | ARRRINNRE FHAINNREEEMARY LED, F#E , BEREGHINKRD]
{2 1EIRNREE4RY LED,
3. WNERIGIEIREMIRLE
RSB EIERTE IR EIRENES, PCle SSD - 15t#E Select/Deselect All ( £i%/BUE£I%E ) 5EIT , FARRT Blink (1A
15 ) STFRAIRRRTE YIRS IR ENEERN PCle SSD, [RIFE , BATREGEIRNEE] =LA LED,
o IEERSEUEHIEERR MR R IREIRSEL PCle SSD - EE— NS MIIERERIRAES | AR TR RN R IKE)
£88k PCle SSD B9 LED, [E#f , BHEGENMRRT{ZLEINME LED.,
4. WMRF RIS ETm -
SRS EUEIEIRETA EIARER - 554F Select/Deselect All ( £i%/BUESIE ) 51T , AEED Blink ( %% ) LAFFRINMRARE
EE#EN LED, Ff , REEGEARAZ 15K LED,
. &Eﬁﬂﬂﬁiﬂ%ﬁ’l\ﬁwwﬁ - RSN ENEE | RERGARLATTRINMREIIEER LED, E#  BREEGEINE
AJ{Z1ERAKR LED,

SNERINKFEEGE N ERAL , NEBERER.

{5 RACADM [A¥FEXEVE AR LED

ENREEUHEINNREM LED |, IBEFRLA TR

racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZ(ER |, 15219 dell.com/idracmanuals _FI2{HAY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p$ 1T
SEEE ) .
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BIOS 1Z&

(EETLIZE BIOS 18 FEERTRERSBOS VB, EALML B0 EEQEEXES M BILITRSY, —BELE— R
t ERRSTEERILEENRRSS, CALER—RENS SH , FEEESARREANATY, MEPETESR
6 | BELRTEIRFER.

O |1 miemRIEEmE SN ER,

WY H:

RBFHEREET , EEEIE—FEN. —BIEEN—fEN , AERERB ST eI EBrEEsutTENR. R
BRTTRIRE BIOS B |, S iRET SMIL API R Al SIEREIRAYIEN. HTTP IIRASBAYEIR. AT |, BERHETR—%
HE. BXEZER , 5218 5 14 1% Dell EMC Powerkdge IRGZESHNEHFIEIREESEIESm oJH , ML : www.del.com/

idracmanuals,

3=

HEFEZABERBER , BEEENEE—FEL. WREHRTHFERE  BEFERIIEN , FERASRIEIGE.

v FHERS IS

SR ESRIHESS 1SR | BPERSERm MEEENARE ;| MBAMERSISSETRAERSISRRA. TE—NAEER
&+, BPSEEEEEN RS TTELASIZ E PRI E.

FRFEIESS LC B BIOS BEERXMEHEIHES.

RERENANERSIS RS AIENSHRSHEUEEMEMEREY. MRERTARE BIOS B | SRS SMIL API
RS R BIEEERRATEN HTTP IALRSARBAUEIR, R, BERF Em—5% EEMIER.

E T REFS| SRIRIFE

LRPENBEIHESS I SIRFRS , BFPERSER MNEERNARE ;| MAMERSISSETRERSISREA. EHEF—NAEER
& BPEHREEEZN RIS TE I SNZS E R AHE.

BFRALEES LC BES BIOS BiBHEXMNEITHEE.

MREREETREMSISHNA | BT NXENEHRSHENEEMEMEEY. RIERHEKEEN , BEABENHIZE
&2 , EEMTHHITT—REHS|S. MRBRFTERE BIOS B | SIS SMIL AP EIRE RV SIZRERAVAER. HTTP AL
WSHIBRIER, WA |, BEMFRT—% EEMIEE.

HIERFFEFEE

NETEHFEEENFESEEN , SENMRFAEHFEERE. IRAFPRAEANAEEEXN , APT L BEGHRRE S EERH
SERIERTEIEM. WNERERITAEMIES BIOS B | 1S EET SMIL API $EIRES /B I EIRAGIERL HTTP THELRSCIBAEIR, It
it , BERHETR—5 EEMIER,

FLIE(E

1Bid iDRAC B9 BIOS BB BB A AIEFZE BIOS, BEKEFHS |ISIRFSEEHITER. HEEH BIOS BIRT , BRAEEHE
EE. MREMCEAFEE (CHkE )  BiEEREGU L,

BIOS i88 21
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{2 BIOS it &

& BIOS BEeEXSHEWAL LC AEPEZAEEE.
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EeBFHEAEIEHS

EEILAMEREME S RBE 1R ERRE. TUMMIEAERTERS  IMERFIRERS S LENARE., X2ERTZEN
FETUIRSS RRROFRITHRE. 1ZThREET] ATUIRSS =R ENAT A,

TERY
RIS E S A MEIEEASE, AL ERNEER—  SERESERA.
RIS Java. ActiveX 3 HTMLS FRIEEISHD Web SISt EaERURSIA,
® |sz: EAERT , ERUSHIAKELREY HTMLS,
TFEEEAREN , SEREETETR A EERM.
AT RIRHTFFM— Management Station El— M BN SERANS N EIISHASIE,
(R BEEFABRIRGHELETFEM Management Station B S E R4S SSH0TT AN SIS 24E,
RSB REEEHALE | S— AP KRR AT L RIEE A, folF SR e i
5. %2 (PSR SR — R EA RN, S—RPGTE 32 BRI , ZUENREETRAR SIS T &5 — (1
F. BALERRFENRSE , S—(APaEE M EREEENLENRES B —SEE, NREFAEE— M
FEE-ARAPEEEERNRD LIS EPNAES B B FFNATE,
@ |iE: Web REFRERMOENEIISHASIEMREBRE THEINM Web RERIE, ZMIERGIERE Telnet, SSH Fl RACADM
SEIECRSIEL,

(D |3%: BXERBNLELLATEBISHAREE | B2 MBS Web WSELIERERIERE,
E5 -

« SOFHIRS SRR

- EEENIENG

- FUREREHE
BENEMESIE

- EREIENaEES

SRS S HEEHIRIE

TEAIH T T S SRS S LTRSS A S BTSRRI RIS,
£. 53: SINRESWEARIFE

ARSI RIFRZE (Hz)
720x400 70

640x480 60, 72, 75, 85
800x600 60, 70. 72, 75, 85
1024x768 60, 70. 72, 75. 85
1280x1024 60

1920x1200 60

N ETRSRHE RO PERECE 1920x1200 3.

Q@ [iFE MREENEIEHSSIEHERIIEHSEETRIESHENERSE | WEESIFiEHE L ESdRRSHNERTIE
IRIRSHEHSOHE, MRERSTHR Linux BERS | WFR RSB ETGHELEES X1 IZH&. 1&T iDRAC EiHEH
& i < Ctrl >< Alt ><F1> T4% Linux RS AIEHE.
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=ty

ECERIEHEZAT  BREECE Management Station,
AT LASERS iIDRAC Web REE; RACADM #Sf{THRER EEMIETHIA.

{EF Web REECEREIIEHIS

E(§F iDRAC Web REBCERIMNEHIE
1. %#£Z Configuration ( itE ) > Virtual Console ( [EHUE=FIE ) . EE7R Virtual Console ( ERUSHIE ) 7@,
2. SREINEHIEFHECFIRINE. BXZEIIERS | 1BER IDRAC Online Help ( IDRAC BXHLESE] ) .
® i*: MNRISIETE(ER Nano I{ERFE , 25 Virtual Console ( EEIEHIE ) THEAY Automatic System Lock ( EIE R G
E ) gE.
3. BEMA. EPEHEERE.

{£F RACADM ftEEHI=HIE

EREREIIEEES | B5EA set @S LUK iDRAC.VirtualConsole HHAIITER,
BEXEZ(ZE , {525 iDRAC RACADM CLI /g BT , MILEA : www.dell.com/idracmanuals,

TS R H

BEEpEHEZA  ERILIE System ( R4 ) > Properties ([§1f ) > System Summary ( RFMWE ) WE LTS EIETIE
E’ka;.f,f [\al’;r;Juabl Console Preview ( EIUEHIGTRIE ) S0 Bx— 1 EG , REAEIMIEHISHIRE. WEGE 30 RF—R. X2
— IS AYIOEE,

® |iI: ZEE 8BRS R A EIER SR A,

RElEEH S

TRETLAER] iIDRAC Web FREIER URL EalEIIEHISE.
@ [iF: REMNSERS LR Web HIESEREIEMIEHARIE.

BaEiiEFIaZan , SR

. BEAEEANER.
o Web NILSEEHEE S9fERA HTMLS, Java Bf ActiveX 4.
o OTFRR/\MET B 1 MB/RD,

@ [iE: MRERANIYREHIZETE BIOS HOHA , ARSHHELISHE  NELisHaBERTA.

ﬁﬁﬁ 32 {38, 64 {3 IE NISSESEanEiEHIERt |, 8 HTMLS B & BRI baes el RIRT R IEF ( Java B ActiveX ) ,
“Internet Options”  ( Internet 3EIR ) IRBE XA NILESSEA.

5 Java FREBENEIIEHIGH | BRETTESER Java RIFEIR. EREALLEM , 22 Java control panel ( Java I=§IER ) >
General (iEF ) > Network Settings ( MI4ZiRE ) , A/5i%IF Direct Connection ( BiEEE) .

NREMEFIGEEENER ActiveX i | BPACHBASHES—HNEE. XEERAMSERREEE  FEIGIER ( EiE
FIEEEER ) B AR, ActiveX ZFIRIEMAI T HATEATRERITLRNE. HHEEMRIITERRE  ELIEREMENESS.

EEA HTMLS iR EEMERS | SRS E =g,

(£ Web RHEIBIIELIZSFS

R LIEE TS EHEIEHE

4% Configuration ( fit& ) > Virtual Console ( EEUEHIE ) . & E7 Virtual Console ( EEMESIE ) WA, #d5 Launch
Virtual Console ( SFIEIIEHIE ) . Virtual Console Viewer ( EIIEHISEELE ) BILSE5E.
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Virtual Console ( EEHIGEER ) KECERFNRE. BEFERLESRS  JUNERNEHITERFRIRAIEET)

ab
BEo

HEEEMLN RRFER RS IS NERIE. AT HIERERGEZNARERF  BEZS NS ERE. B, B5FE
EEaIN RER.

MRECHEERHNET—IHSIREERED | B8RS Yes (2 ) LUHEL,

}%ﬁ%ﬂjﬁgéfﬂ?ﬁ/l\ﬁﬁ?ﬁﬁ‘ A EEERSHENENET B ERERENRMEE. BERENR 1551 BLSER
BTlo

(£ URL EEIEMETIS

B(FF URL BaElizss
1. FIFSESTEM Web RIMEEsHEIBUH=FEALLT URL (/NE ) : https://iDRAC_ip/console
2. RIEEREE , SEMERAY Login (ES) A :

« WIRERASR—ERMBAAM,. Active Directory, LDAP S(ERERER , WKEMENAY Login ( B3 ) AL

. !iﬂ\%%gﬁ—ﬁi , MJ£F35) Virtual Console Viewer ( EUSHISEEE ) | FESESER Virtual Console ( EE#lEE

[=] o

() |iE: Internet Explorer 32§51, Active Directory, LDAP, EgE+R (SC) fI—EF (SS0) HR. EET Windows iR
{EZRF L Firefox XI5, AD 1 SSO BF , EET Linux BYRERESA L Firefox SZ3FAIM. Active Directory 1 LDAP
g3,

Q) [iE: MREEHRELERI SRR | (BRREHEM T RAISER | WeIERLL URL BRERINE , (BRGERMERTE
Ha.

{8/ Java B ActiveX SRR EPIEHI SRR EN T R EENE
EPRNESHR

BJLAER Java il SEFERAEIIEHI GEUEIN BRI ERRESHR.
® |i$: IBRE Java 8 XESIRALAERLLINGE , FHiET 1Pve MILEEE iDRAC EHIEHIS.

1. HESEVIET Java i EHMEINEHSIHENIN RN | SEBETRIERTHENEREN. BER.
LSBT —HKIIEREEER | BHARKIISEEHNES.
@ |it: NBHRTEHRERAMNIEBFERRIED | XEUSENRPEERRETIED | SFEBRIEEES,
2. B R,
BEmEEt e EERREUN REER.
@ | iE: MRERIZFISCEER | SRMIEMNTREERS.
M Tools ( TE ) 3z, 5'5}2 Session Options ( £IHIEIN ) , AEIEIR Certificate (IEH ) XTI,
B3 Browse Path ( MiSERR ) | IEERTHEREBAFIERRIMUE | fOXERE Apply (R ) F1OK (AE ) , AEEHEERS.
ENEEINEHIE.
EIEPEEEET | %R Always trust this certificate ( IBZ{S(EULIEF ) %R , FA/GED Continue ( 4%4%)
BHEES.
HIEENBMEIETE | BAERESES.

(EREEGSE SRR

EEH e E R M TMES | 1§J§Dﬁhﬂy EIEHET B, PIXKER. #2R, BREE. TXE|ISIRETIXEMIN R
BRI, BXERXLINEEINES , 1BS1E IDRAC Online Help (IDRAC BXH1#E) ) «

Q) |+ NPTTRIRSEXA , WL ETEE “No Signal” (FEES).
BT EE A na= B RN ETRLERAY iDRAC B9 DNS BFRag 1P itblit, #N5R iDRAC ;&8 DNS &FR , MIE7R IP #Btk, 8=
5

® N O o Ao

o ITFHERIFOETURSSES -
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<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>
o WFIIRHIRSES

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>
B , EIEHSEERURSENMEIRENM. XERTEMEINEH ESIERNEEEEESHEL— S MU, E(E
BFTATSIMFNSOA REASTRE | HFUTLATE—RE

1£ System Summary ( RFHEE ) TWETAY Virtual Console Preview ( FEHUSHIETN ) 254 , B Refresh ( FlIET ) «

1£ Virtual Console Viewer ( EIUSHIEEESE ) HHY Performance ( (488 ) &£ |, 1&BHRIZEI Maximum Video Quality
( REWIRE ) .

EF HTML5 BEIESIS
(D[ EERS HTMLS Bt IR SEISUUR TR,

() |iE: (BRI HTMLS IBFEHNERIGR , B AEEFRIAREIMERTR. RERFMNERZAER—BEGES. G, ©5RE
RWE (XA ) HEUHFIES.

EREEN HTMLS RIS , X/IM IDRAC BRI G TRESAEIISHIATIAE , FHS R QR BETNgE R HTMLS,
Q) |i*: BAMERT , EBUSH&XEIEE T HTMLS,

BT AR —BEIEH S FRHENEE)

« TEIDRAC XIH , BFEH SNSRI AR ERE

« 7£ DRAC EHM=FIETNE , RLEMERIEHE.

« M IDRAC BZRTAEF , $\ https//<iDRAC IP>/console, ltt/5 AR AEIEREE.
£ HTMLS RS iRt A TS BRIE IR

o ENINTOEREE

- 5|8IEFE

. WX

. BE

. EERBR

o JRlER
- =R

- WTFEESREE
. EHlEEG
o EINER
BREERIR(HERFIIRS RGN HTMLS BHUEHIE LA . FrEieeR AR aflgfs.
=HleEY - WIEELA TR BRI
. g
- RBER
- BE
o R
o EARINE
o R — WRSFERTRNAE. SYERENAEET | HESH Caps Lock $20T , BB =R. WRETEA
Caps Lock SZRIIER MEHRFRT | MTIRERISAEHESRBNETF.
o R — XTE HTMLS BENEHIEEZ32R , HESIAUT MFIFRER. BEMABLTERS S LN EmERES.
o Ctrl+Alt+Del
o Ctrl+Alt+F1
Ctrl+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
Ctrl+Alt+F5
Ctrl+Alt+F6
Ctri+Alt+F7
Ctrl+Alt+F8
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Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F1
Ctrl+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ZSHE IR
Alt+Enter
Alt+EFSH
Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+F5
Alt+F6
Alt+F7
Alt+F8
Alt+F9
Alt+F10
Alt+F11
Alt+F12
PrntScrn
Alt+PrntScrn
F1

gis
IR
Ctrl+Enter
SysRq
Alt+SysRq
J}Jfﬁtb — HTMLS EHUEHI SNBSS BaEE A/, LMFEEGA I, IUTEEERERA TR

“HEP

RIS
BERMALEIRSS# ENARmERE.
fiistE — HTMLS ERIEHIESHFsEThEE. AT BRI R A TR |
- HE
. 1Bxd

BEMALAEIRSS S LN ARSI E.
EARINE — fRIBRFERFEERAINE. A TEESRINERA TSI

#B%F (Windows, BRFTARZAHY Linux, Mac OS-X )
18xs , FohniE
«  #8% (RHEL. Linux BEHRA )
+ Linux RHEL 6.x #] SUSE Linux Enterprise Server 11 B{EE ShRA

BEMALAEIRSS=: LN TSR E.
REMUNE — SRR BRI EalEIN RIS, B TSR Rl SRS FBRET 1SO A1 IMG 34,

iF: BTRBIERAETF HTMLS fIEIiEH SmatYIB N | fIaNEF usB AY3REN2E. CD Bk DVD,

() |iE: HFRLFER , £ HTMLS RIFREINEFHSHIE/SHMESRA. (ER Java 5 ActiveX HEfHET , IEAILAEIBIHES
i/ ERRZAERRSHR.

ZIFRYNIES RS

FELUTRISERS 3285 HTMLS EEUEHIE -
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Internet Explorer 11
Chrome 36

Firefox 30

Safari 7.0

@ [iF: BINIERAPREE Mac OS ff# 10.10.2 ( KESHRE ) .
BXRISHNEESFINRAE ZIFMER | 15817 iDRAC &1Ti58E oTA , ML : www.dell.com/idracmanuals,

=]l Ed =4

ﬁw lsls\,*lﬂa'#

%ﬁ&;ﬁ?gmﬁﬁué‘&?%%ﬂ%%%éﬁﬁa‘ . SERF LNBRAINE e SER FNRREHARESE | AeEEEREONET™H
NRARIEET .

{#8A3 Red Hat Enterprise Linux &% Novell SUSE Linux Y , i6TEBEEMEHIGEERZRIN Linux ECERME. BIERFIEAR
MRERTEEMEN e EESRPiEHIEmEk.

R A EERTHRM N ERGRR , NFRRIRSSRARERFSHFEEN. XZHERT Linux BIERSEE Lifecycle
Controller f&5% , FFESAEIRSSRAIFMINEIRE SEIEH 6= Fin ERERINERER RN SERmN Emtn. BRI
BSRE— I EFES ZE R S E L FRYRARINEE I,

B IGEIEMEE , 1M Tools ( TH ) EEAI%ESR Single Cursor ( BBMEET) .
ERERIRINE , {55 % Tools ( TE ) > Session Options ( £iFikIi ) > Mouse ( B4R ) . 7£ Mouse Acceleration ( BAREAN
i) IR, RIBIRIERSIERE Windows f, Linux,

ZRHPANMEREHE | 5% <FO> SECERIRIEHE.,
(D [iE: XMHIETT Windows IHERAMSERATER , ERZRFRAZISBIELL

LEAERISH SEERIRE T &R Lnux ZITHIBMERFHNZSERFR , BOsEBRIRiRELSRE, XaagRH GNOME SEa]
FUNSE INERINEESEY. EEIE iDRAC EHIEHIE PRSI | WAt IhEE, BZERaITuUSENE | i3
1E /etc/X11/xorg.conf SHAIERARERSZN -

Option "AccelerationScheme" "lightweight",

WNRBALIEEIAIR |, I51E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 34T LA TRHIINE
M

B motion threshold flmotion acceleration BYEENA -1,

WERE GNOME S EXFBRFINE , BERIISHISESEET , 2% Tools (ITE ) > Session Options ( £iFi%IR ) > Mouse
(Bt ) . 7£ Mouse Acceleration ( EBHRANE ) KL= , 15%5E None () .«

ATHMEHIZERSESEHEG | WIRERAIEH ST Virtual Console ( FEINEHIS ) TUE LIS Max Sessions ( mARIEE] )
EEcEN 1.

1Bid Java Bk ActiveX {hf{tFHIEINEHI & EFIBREE

1&E]LAFSFE Pass all keystrokes to server ( {§FFERHERTIRSER ) KU HET EEH S EERISFHERENEASNETRY
RXESERS. MRCEER , CeEESMEREHSERIEEaTEIEH ESENERY., BEARTERIRS

2 BEEIUEHIEEESET , X Tools (TR ) > Session Options ( &iFi&IR ) > General (iBH ) B , AfFIEE Pass all
keystrokes to server ( {GFTEREERRIRSSEE ) £, LUSEBNNETREREISERSA.

Pass all keystrokes to server ( AR HIEREIIRSSEE ) THRERITAEURT -
EREHIESEETIRMEEZER ( Java 8 ActiveX ) [BE,

SF Java BFG , MRINERAE | LMESITER T ERAIRSSSHBREIMERIEE TIE. MRFRMEBFLEE | NEGHILE
1% Pass all keystrokes to server ( {FFBREEEEIIRSSES ) 71 Single Cursor ( YR ) £, MREEHIEFX LIRS
— NESBr—&ERER | IERMEASERAT IR,

SIF ActiveX EFin , WIUINERARE | A 8Si5ETB T ESAIRSSEEINRE | LUEETIE. MIRKINFHRERE | NEGHIERE Pass
all keystrokes to server ( {GFRERE(EZRETIIRSSST ) B, MRESNERIER  WSBT~—FERER | IBNZIIEEA®
.

ITF MAC $2{EZ S , 2R Universal Access ( IBFHi/31a) ) THY Enable access of assistive device ( [EFXIiEENIZFAAE ) i%E
IiT , Pass all keystrokes to server ( FFFrERHEIRZEIIRSES ) TIREASEIEA.

BERFESELNSERFE LE(T, WTFEmE AR ERFAEENNBESFSERETERE,
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fé}u}iﬁj‘*ﬁgﬁgffi_ﬁ—Wmdowed ) BX Full Screen ( €& ) .

f£ Full Screen ( ) #RZUT , Pass all keystrokes to server ( |SRTEREERZIIRSSEE ) THREERUARR FEEMA.
# Windowed ( *ET—F NSRS EEERUNH RSN SEBRE,

M Full Screen ( %ﬁ BEXERA Windowed ( B0 ) &8 , LABIFUEEMEIRERIIRSEIRE.

£ Windows E{ERF LiSTHIET Java HEPIEFISSIE

RFEASE Ctri+Alt+Del SEAXEIZERS | (BR2IRESTEIT Management Station 1 THERE.
YR EZH Pass All Keystrokes to Server (SFrERE(EREIRSES ) | UTREASRXISERS

N EEESR ERE
o SSESRTIHLE
o SSEERIFIRE
o NSSESE LR
o SSESE R
o SSESKIRTSIRE
o NESESFFATOE TG
. FrEriE
. RNEEERE
. EXEERE
. T—HhBEE
o F—HiERE
. BN
B/ EENRIRE
- [EEhpHRE
o EENRIERE
. [SEIRFERER 1R
BTN e 2 1R
Fﬁﬁ%ﬂﬂ’]?ﬁzﬁ_ AEAEREAS  MERREE ) BRERXIISERSR. XEEMEIEEHE. Shift, Alt, Ctrl iR
. HEF'—‘“GB:%LAI—JHT NSRS B R,

BIgn , AR EEILIISERFISITHIR Windows BERSFFHE "Pass AllKeys” ({E#BFEIEE ) OZA , NHEE Windows i
D THAASERE  FHARRAESHRIEISZERAPEHAFTH. B MR "PassAlKeys” (BEFEIEE) BEA AR
KREEBVESERFMIFEEN FFTF.

WNERZEFT Pass All Keys ({ZiBFrEHEHE ) | NEURA TR THIASEINETRESH Management Station ERMRIERFHITHERE.

{Z Linux IRERF LIESTRIETF Java HEEHISSIE

FRTFEILRSN , Frid Windows BERFRTREIERTF Linux BERS :

USRS Pass all keystrokes to server ({GFIBRHEBERSEE ) | RASE <Ctri+Alt+Del> BIBEZE RS LRI ER S,
Magic SysRq $#22 Linux PUZEENAESE. NRERLES %%LE’JME%%F I FHEEFSERERR , ©IEEEE.
ERILAMERLAT Az —1&E Linux B{ER S LIS Magic SysRq ## :
B— & BRINE Zete/sysctl.conf
echo "1" > /proc/sys/kernel/sysrq
WNERFEF “Pass all keystrokes to server”  (JGATEREEREIRSET )  RAERIE Magic SysRq BIEIRLETER T LANRER
&7, BRREERRNRINFTH (EREEHRESHNER FEHS IS ) BUATEERY FREERIEREER Magic SysRq ## :
HNER Management Station HE/E2F3 SysRq , M <Ctrl+Alt+SysRqg+b> B, <Alt+SysRg+b> B E Management Station , TIAE
2NNy SN
U5 Management Station FEB25F8 SysRq , M| <Ctrl+Alt+SysRa+b> B, <Alt+SysRq+b> IS B BSERA FHINRER A,
RFELIEES SysRa 1RAS (FIA0 , <Alt+SysRg+k>, <Ctrl+Alt+SysRa+m> &5 ) {EIRESE RS , MAE Management
Station FE2REF SysRq &,

B iniEEFl&(#EA SysRq BARE
] LUER LA ™MEE—fh A B St 8B A SysRg AR !

Opensoure IPMI TE
{553 SSH/ Telnet BMERERATIEERERS
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& Opensource IPMI TH
A1 BIOS/DRAC 1RSI SOL BRFHEHIA.
1. ESRT T | 1517 SOL BiEa<
Ipmitool -I lanplus -H <ipaddr> -U <username> -P <passwd> sol activate

SOL S1ERHIALE.

RSS2 | SEMFRARE |, BN localhost. localdomain BRIERAT. (FRRFRARFEERER.
SR SysRq KEH , MIfERE echo 1 >/proc/sys/kernel/sysrq BHEE.

BTN ~B.

{553 SysRq BEAISF SysRa Thge. flgn , AT anSHAEEHIaETREFER ¢

o A onN

echo m > /proc/sysrg-trigger displays

& SSH B¢ Telnet BLSfSBE{TIERESS ( MBIT B TREHEIZERE )
1. XGF telnet/SSH & , {FFH iIDRAC FAFBFIZRERRE , & /adnin> IBRFNEITHS console com2, LSRR
localhost.localdomain B,

2. WFEHAEEH , BiTHRTRESFERIINPBRTERSERERIRS RS ISERERAE | BER
localhost.localdomain BRIER.

3. (ERRMERRAFBNELNER.
4, IR SysRq FKEA , MIfER echo 1 >/proc/sys/kernel/sysrq BHE.
5. {FREBAYER SysRq IhEE. N , LITHSEH51SIRSES ¢

echo b > /proc/sysrg-trigger

@
£ Windows IR{ERF_LISTAIET ActiveX HIEHIEHISSIE

XTFFE Windows #EFRZE LIEITHIET ActiveX RUEIIEHIERIE | BB REARIEEIETAIIRSSERIIEERYTHSHE Windows
Management Station EIE{THIET Java RUEEHMEHIS RIENRMAIT/ARM , (B TEILRBRIM :
*  YNERZEF Pass All Keys ((EIBFTEIZE ) |, Wik F1 2ERIEE) Management Station FIZE RS LRINBERFRE) , FERUT
HE
Click Help on the Virtual Console page to view the online Help
o REEIREABPHARE LR,

o RFEALHE <Alt + Space>. <Ctrl + Alt + +> F[1 <Ctrl + Alt + -> BIEFISERS | XLE S H Management Station EHIR{E
REHITHERE.

it BARRIETTHRERIRREIRIEF SysRq B,
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{6/ iDRAC BRSS1RIR

iDRAC FRSFHEIRZ—FIXMN RS  ENERERRIRSSR L (BOABR PARTER ) . BULMRMREBRERFNEWER |, LY
IDRAC 1#1T#N7einBE. Bl RAEIMISIRELAECS A IDRAC 5@ (fI40 , Web S{E. Redfish, RACADM #1 WSMAN ) , MifIxd
IDRAC 3 T#h7EiiBE. REJLABCE iIDRAC BRSZIERIZNAIINGE , LI CPU FIIRSSERAMBMFR A LHINEHRE. B3INEHURIER
FRESITRE  LUSHEEER PSU LUMIFME RAEMHITEBIRERITRE.

(@ |i*: iDRACO {EFH iSM kRZs 3.01 FIESHRA.

(D) | i*: {(RIES 2 iDRAC Express 5 iDRAC Enterprise iFaiF 2[5 , Z#E(HE iDRAC fRSSHEHR,

{$FH IDRAC FRSS1ELRAT , iBHaiR

« 187E IDRAC HEBEER. MEMRSEHAIR , LUSFEEER iDRAC Service Module TH8E,

« 1B BEEEF iDRAC Configuration using local RACADM ( {{EFA/S&8 RACADM £ iDRAC EeE ) £,
« BERHE DRAC NEB(SERTE iDRAC HiBIIAEB USB BLkiE .

Q@ [iE:
+  B/XiB1T iDRAC BRSSIEIRAT , BKAMBRT . B&1E iDRAC FHRiZH OS Zll iDRAC BiEiEiE. WNREELE iDRAC IREBERE
EHIbINEE , WISWTE iDRAC RFERIBHTE.
« WEREE T iDRAC HIfY LOM B2 OS Fl iDRAC HiEiEiE , MFSE{EH iDRAC Service Module,

E 2

4% iDRAC JRSSHER

iDRAC Service Module SHFHHRER S

iDRAC Service Module Y5 TIThaEE

M IDRAC Web FRmE{EF iDRAC Service Module
M RACADM =h{sEFH IDRAC Service Module

1% IDRAC IRSZHEHRFETF Windows Nano OS

ety == = =

%< iDRAC JRSSIRIR

1EETLAM dell.com/support TEFHZ4E iDRAC IRSHELE, EWAVTAEEIRRIIR , FaSEIRS 2 IIRIER St L %%t iDRAC IRSBHE
R, BXEZLTEER | 521 DRAC IRSBHEHRAFIER I , ML/ : www.del.com/esmmanuals,

@ |;$: WINEERETF Dell Precision PR7910 X5,

M iDRAC Express #l] Basic Z£3%% iDRAC Service Module

1£ iDRAC Service Module Setup ( iDRAC Service Module iZE& ) WEM , B Install Service Module ( &3% Service
Module ) ,

1. Service Module Z4FERFA] FIF7E iDRAC H BRI URERFFELL,

X+F Microsoft Windows #MERGEY, Linux B{ER G , IBInfEsAMIERFIZIRSS .
2. EHIREFIRTARCA "SMINST' % , SAEE THENAIMIA

«  TE Windows L , I SHRRFHHIETT ISM-Win.bat #EAMESI4,

o TE Linux £, ¥JFF shell 127~ FFHIZ1T ISM-Lx.sh A4,
3. LESTRG . IDRAC SEIRSBIERERA Installed ( B4 ) LIRLEBE.

@ | i RBIZFISTE 30 PPN EHIRERATA. MR 30 SHARBNLRE , BYASBHIEEN Service Module T2,
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M iDRAC Enterprise 3% iDRAC Service Module

1. £ SupportAssist Registration ( SupportAssist i} ) @S , 235 Next ( T—%) .

2. £ iDRAC Service Module Setup ( iDRAC Service Module i&& ) TWEY , 8235 Install Service Module ( 3% Service
Module ) ,

3. B Launch Virtual Console ( BEIEBIEEIE ) |, A5HT Continue ( 4E4E ) L2 EENHFIE.,
4. BB ISM ZREERXY | ImiEHAHERIIZIRSES.
O |F: ZRIERFISTE 30 SPRWENURERATH, MR 30 DHATBMLRS , BURSHENEE,
5. EHIREFIRDPIFCA "SMINST' 9% , AT  TAANAIMIA
£ Windows £ , 3 TH&®SIRFHETT ISM-Win.bat #tMES 4,
£ Linux k£, $TFF shell 327~FF FHHETT ISM-Lx.sh ARSI,
6. 1REBFE RIS ZeiETTE,
1£ iDRAC Service Module Setup ( iDRAC Service Module iZE ) T3 , Install Service Module ( %% Service Module ) %50
BETRSTRREEER . 7B Service Module tRZ&EFE /9 Running ( IETEETT ) .

iDRAC Service Module ZiSHRIERS

A% iDRAC Service Module STHERRIERFRI%ZE |, 5205 DRAC IREZEHREFISE oTH , MUEA : www.dell.com/esmmanuals,

iDRAC Service Module ¥5:MIhgE

iDRAC BRSSH&ELR (iSM) FRALLATERUTORE

Redfish BEE M4 F MR B MHERISRF

iDRAC FEE

ZEEHRERFH IDRAC i8] ( SCIETMETHRE )

5N iIDRAC SNMP 2545

BEERIERS (0S) 58

¥ Lifecycle Controller HEE4ZRERZHE
PITENRFEIREIET

L% Windows Management Instrumentation (WMI) EIRIEHIEE
5 SupportAssist Collection 8k, IX{XIEFRFZ2EH iDRAC Service Module 2.0 iREXE ShRANHIE 5.
HEREIT NVMe PCle SSD,  THRIFMAIER.

ERSERER

Redfish Hg & 34X FMILEE AT

iDRAC Service Module v2.3 B, EEmhRAN/9 IDRAC 1ZHEIMIMLEEME |, IXLEMERBERIEERE iDRAC Y REST BEFimIREL. BX
EZIFMER , 15217 IDRAC Redfish BRE X425

BMERFER

OpenManage Server Administrator /5 iIDRAC HE#MERSRZRFENSE. DRAC Service Module 125 iIDRAC SLRIER |, I
IHRERFABIR. BMERFARAFTEIRESSZ (FAQDN), BIABERT | LIEMEINE/SA. MREEFETIRERF LT3
OpenManage Server Administrator , NIASZEFILLIEIR,

£ iISM bR 2.0 SREBIRAT , BEEERIERFAESEINAE , EINTRERFMEZEOENAZ. # DRAC 2.00.00.00 5 iDRAC
Service Module 2.0 By ESIRABLSERRT | BHBRENERMERFMEEO. EeTLAER iDRAC Web 5RE. RACADM 8 WSMan &
EtER.

1% Lifecycle HESEFIZNEERFARSE

7 IDRAC HfSFZINEERT |, #RaTLAE Lifecycle Controller BEESHIZNRERAZRE. XZUTFH OpenManage Server Administrator
PTHIRSEMREE (SEL) EF. EEFRMERFERTETUELBIR ( EBIRITEY , 8B T RACADM 8 WSMan FREHISHUTIE
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& ) RIFTES4-EB(ER IDRAC Service Module EHIZIBMERZESH. SEEERERFATHHEABETESS SNMP EiRabak
EERIRTHER.

BAERFTIEIEE T/ERT , iDRAC Service Module IRIGICRAERIEE. H iDRAC Service Module HUTHIRIER Z B EICRIGERE
F Linux HOIRERFERRERRAY IETF syslog #R/fE.

@ i¥: M iDRAC Service Module 2.1 lRFF& . Windows OS HAfj Lifecycle Controller BES I E LA iDRAC Service
Module REEIEFH{TAIE. 7E2%E iDRAC Service Module 5{Ep{ iDRAC Service Module Z22FAT , EaILABRBIZ{UE.
AR B %4 OpenManage Server Administrator , RIEZSFALLEENITNEE | LUBRIBERAZABEFHIESH) SEL £E.

() |iE: € Microsoft Windows H1 , #I:R iSM EHERFKRETTCR . AIFARRAMNERAE  EMRE Windows SFHEIRSS
HKEIHBTNEM oS,

R ARE %L

EHMERKRENEEE—METRMATAIRE. WRHIEHEE  WETEEREE , ERSIGER , BUFEREIR RS 7 —
Ff. ASR (ERIHATERSCIL , BRI, BTN EINSIHEES | LBHLEEEEAT. MR ASREENT , WRE
BIERACHEHBERAENERAENSIS,

SR UMITRAEENRERE | fINERRENHEERRENS|S. EERXARESE. RERFRAREITEEER , 1748
FRILLINEE. ANEREZ%E OpenManage Server Administrator , N BZERAILLESITIRE , LUka HIMES RS HATEE.

Windows Management Instrumentation {2{&{E/5

WMI 2—2B3T Windows IRZHEFIEEATY B | aHREURMERSRE | LMEGRCEMEETRMEEFEM. WMI Z Microsoft &
IERISRE SN EEES/NME (DMTF) ET Web RIRIVETE (WBEM) FIAREREREE (CM) tnfE |, LIETEIRSSESE Y. BIERSR
N EBRERE. WM IRHFEFRETFSRAEIRIESIES (FIE0 Microsoft System Center ) 6% , HAVRHETHIAEIE Microsoft
Windows fRS528,

e A S FBEEER iDRAC HRY WM 1%IR, iDRAC &g iDRAC Service Module B7x WMI 25 | IRHIREZEETINER. BRABR
T, WMI{EEIHEEE/ZA. iDRAC Service Module £ iDRAC Hi@id WMI B7x WSMan SIS, SEEB/RE root/cinv2/dcim
Py

CrEas ===

AILAMEREH AR WM ZFiREOREHTIHR. BXESER | BEREEXE .

LAT7RBI{EEF DCIM_account Z5LA35BE WMI {SEUFIEETE iDRAC Service Module FRIZHAITHRE, BAXZ SR MBECE SUHRFES |
B2% WSMan BLE& SX{4BASE , RIS www.dell.com/support,

Z%. 54: DCIM_account class 7=l

cIM &0 WinRM WMIC
T 2esLfl

PowerShell

winrm e wmi/root/
cimv2/dcim/
dcim account

wmic /namespace:\
\root\cimv2\dcim
PATH dcim_account

Get-WmiObject
dcim account -
namespace root/
cimv2/dcim

IRENERYISESES] _ , , _
winrm g wmi/root/ wmic /namespace:\ Get-WmiObject -
cimv2/dcim/ \root\cimv2\dcim Namespace root
DCIM Account? PATH dcim_account \cimv2\dcim -Class
CreationClassName=DC where dcim account -
IM Account Name="iDRAC.Embedded filter
+Name=1iDRAC.Embedded .1#Users.1l6" "Name="'1iDRAC.Embedde
.1#Users.2+SystemCre d.l#Users.16""
ationClassName=DCIM
SPComputerSystem
+SystemName=systemmc

IRENSEBIRYSCERSERY

winrm e wmi/root/
cimv2/dcim/* -
dialect:association
-filter:
{object=DCIM Account
?

wnic /namespace:\
\root\cimv2\dcim
PATH dcim account
where

Get-Wmiobject -
Query "ASSOCIATORS
OF

{DCIM Account.Creati
onClassName='DCIM Ac
count',Name='iDRAC.E

{iEF iDRAC BRS518IR 223


https://www.dell.com/support

CIM #01 WinRM WMIC PowerShell

CreationClassName=DC Name="'1iDRAC.Embedded mbedded.1#Users.2',S
IM Account .1#Users.2' ASSOC ystemCreationClassNa
+Name=iDRAC.Embedded me="'DCIM SPComputerS
.1#Users.1l+SystemCre ystem', SystemName="s
ationClassName=DCIM ystemmc'}" -
SPComputerSystem namespace root/
+SystemName=systemmc cimv2/dcim
}

IRENZEGIRYSIF _ , &R .
winrm e wmi/root/ Get-Wmiobject -
cimv2/dcim/* - Query "REFERENCES
dialect:association OF
—associations - {DCIM Account.Creati
filter: onClassName='DCIM Ac
{object=DCIM Account count',Name="iDRAC.E
? mbedded.1#Users.2',S
CreationClassName=DC ystemCreationClassNa
IM Account me="'DCIM SPComputerS
+Name=1DRAC . Embedded ystem', SystemName="s
.1#Users.1l+SystemCre ystemmc'}" -
ationClassName=DCIM namespace root/
SPComputerSystem cimv2/dcim

+SystemName=systemmc

}

At « = B

=2 iDRAC [@EE

1Ei3{EH DRAC , LU FOIRSS8E , LI THRTENRZE M. EEsidai, R , iDRAC iR ZMREZ BN
B, FEXFERT , BARETIRESEHEIR IDRAC, EEIR iIDRAC CPU |, S AatTHriRSESE , i ZHITSRBER.

1Bt (R iDRAC TRERIRINAE , Foit AT iDRAC ZXELIHN |, (FEPETLIMITIEFE IDRAC BRI , TEXRHER. EnfEEiR

iDRAC

, IRREEEIIRMFRE LR EEMIR, BOARRT | =8 DRAC EEIRTHEEE . &AL iIDRAC Web FH.

RACADM # WSMan H{TITFE iDRAC HEEIR,
WS
AR Windows, Linux #1 ESXi 2 ERFtH1T IDRAC EEEERGSFEAG L.

¢ Windows

224

{4t Windows Management Instrumentation (WMI) :

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstancelD="
iSMExportedFunctions”

{ERITE WM R :

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck -
skipCNCheck

3R HIERAEEHI{EER Windows PowerShell 17N :

Invoke-iDRACHardReset —-force

Invoke-iDRACHardReset

(EFTERFERERRIES T

HIREEFIME | iSM 7E Windows BIERZRT Program Menu ( F2RE3RER ) PIRMHHEES T, &% Remote iDRAC Hard
Reset ( i&#E iDRAC [EEiR ) £ , EASIETEALIEIR DRAC, EHEIAG , IDRAC BEIRF B ERNE(ERIERE,
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(D |: # Application Logs ( BIFIZREIR ) %BITH Event Viewer (BHERSE ) FRRTUTHENE. HEEFREE
itt— a1,

A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account

is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

¢ Linux
iSM BITERRT iSM SZRFY Linux M ER S IR HITH S, EaILUBEER SSH slEX TRERIBERA N TIHHS.

Invoke-iDRACHardReset

Invoke-iDRACHardReset -f
« ESXi

reie=] isr\:liﬁﬁa’ﬂ ESXi #MERZK L |, iSM 2.3 [RSIFBAEERRERE (CMP) AR MHER | LAER WinRM IZf2a SImfei
17 DRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstancelD=

1SMExportedFunctlons -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

)

@ |i#: BF VMware ESXi {2ERFARIPRE , iDRAC FiREASSSEEEE. WIREFINER iDRAC,
. 55: {mizihiE

i¥: f£5H iDRAC ZHi , VMware ESXi IM{EER AL L IHART.

et 3 L]

0 Ay

1 3745 iIDRAC EEEHRY BIOS hRA
2 THFEE

3 ] L1 =

4 iDRAC EiREMW

%J iDRAC SNMP E3RAYHE AT

BI85 iDRAC Service Module 2.3 ki , BTLASESR B FHIRIERFHI SNMP 2245 ( 22T iDRAC 4AZAVENR ) .«

IS AT LATEARELE iDRAC BIIENT RIS iIDRAC SNMP 24 |, FH@ISEFHURIER S LR E SNMP [EMf N Bircfe BIRiRSES. &
iDRAC Service Module v2.3 BkEEEhRAS |, WINEESISBRERFEREFSHINIFrEESERN R EEL SNMP BaEbH.

iE: IZINEEINTE Lifecycle HEERINEERE ARYEIE.

@ [iE: % Linux IMERA L |, ZMEEBSET SNMP SIS (SMUX) IHUERAESHIZERS SNMP,

KABRT |, IR TS, RETHHN SNMP HREHHIRT S iDRAC SNMP IREHNHIHE | BEICRETAIEEEXREXEN
TRRYTLAR SNMP Z34R, $EIERET Iiljz%"?l‘)ﬁ:ﬁ A 2R ERRE.
wSHE
A5t Windows,  Linux #1 ESXi BMERFRIGSFERGIE.
o  Windows {ERS
« {ERZAMHE Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]1"}
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. (EFRERE WMI R
winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck -skipCNCheck

« Linux IMERR
TEFE iSM Y Linux BER G L | iSM BT afiTaes. SR LUBI(ER SSH siRE T EERIBERFLUSI TGS,
LALiSM 2.4.0 FrIaRT |, fEe]LMERLAT @4 Agent-x EEEAZIAMNIN | S35 IDRAC SNMP #RZ

./Enable-iDRACSNMPTrap.sh 1/agentx —-force

WNERKISE - force , MIRREEE Net-SNMP HEFZE snmpd RS
o ESHITHRE , BHYTLATERIE

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
- EZFITINRE | IBHUTLATERE

Enable-iDRACSNMPTrap.sh 0

Enable-iDRACSNMPTrap.sh disable

@ |i#: --force HIAAIELE Net-SNMP AR, (BR , Sy AEREHHET.
+  VMware ESXi i#{EES

Efg% iISM 3ZHFRY ESXi BMER G L |, iISM 2.3 Wi nBREIRRIERE (CMP)) I3AREER | LAFER WinRM IZf2m<Sinizg
FHiZIhEE.

winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

®
iE: BXEZIFEMEER , iBSPITF www.dell.com/support. i In-BandSNMPAlerts HiABEH.

iE: BAEBHEEHEIE VMware ESXi RFR SNMP i8E.

®
B EHIRERGIIE iDRAC

BT EALLINEE | SR LAERENL IP #ElbiEid iDRAC Web 5RE. WSMan # RedFish REBCEMUENE LSS , TEBCE iDRAC IP
ik, N5 IDRAC BRSS S RECE T AL HEE— DRAC EiEEE DRAC IRSEsZRICELE | B LAFERZAIAR DRAC 1.
£2/H Windows IR{ERSHY iDRAC iK1

SR LMERLAT ALz — T ESS

» {&Hf) webpack Z4E iIDRAC i31a]ThHAE,

o {#H iSM PowerShell I H{TE S

B ER MSI &=

EETLABIS R Web BIZZRILINAE. ICINAEFEEARY iSM RPEFA. MREERA  MEVARIRITROSE 1266, EAJLIE 1024
%l 65535 RFBEINIEMILIROS, ISM SISEREERZE DRAC, RAJT , iSM FEIZ— N NUBIXEEMN OS2DRAC, flilfimH S
INENERERSEPHI OS2DRAC BIXIERNIG | HATHENER. LIIRECHERN X ERNISENEA.
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LLiISM 2.4.0 FFiaRd , i@id{ERELLT Powershell cmdlet , RS = MLFPASFISITE OERS -

Enable-iDRACAccessHostRoute —-status get

HHSHMEEREADEERE 2RI, NREEEIZNEE  CaRRITROE,
Q) |i%: BLINEEESTIE | i&H{R Microsoft IP Helper IRSIETEBIRF LIE1T,

Ei3a] iDRAC Web FE , BJ1ENI a8 {EERAREIL format https://<host-name> BY, 0S-IP>:443/login.html , HM :

+ <host-name> — L7 iSM HEERED OS i8] iDRAC TIREHIARSS 28 MR ENA, MNRENBERFE | EalLiEHER
VEZ S P Hitit,

o 443 —BUAN DRAC IHOS. XMRAEEROS | MrkOS EHNAEENEESREEERRiZROS. ELUET iDRAC
Web B, WSMAN #1 RACADM REEXiEOE,

1#BiF{EF iSM PowerShell cmdlet REiEH
WNRZ%E iSM FTZERILLTHEE | EaTLAER iSM EREAILAT Windows PowerShell f3 S B FiZINEE :

Enable-iDRACAccessHostRoute

MREEEETIRE , EAILUBIEER PowerShell fp SLARERMNANEIEERSEHE. oTHINEIINT

o RE - BECEIR, EARSANSEERILLE True, False B get,

o RO - XEITHOS, MBEESREHEOS , NERABIA OME 5[5 (1266), WMNERKSSEUES "FALSE" |, BPAREIZRS
SHERED. BTEMA— R ALIEREEENFIHOARS. MsOSRETERIER OS2DRAC THRIFEXEMN , FE
ERILA(FBETIIR O S1E52] DRAC, {BRYBEIR 1024 &l 65535,

 IpRange - L2 2%EH , SREADITFEITEHIRIERFIERER iDRAC £9 IP HIBBE. 1P #IBEEAMER 2725 IRiaH
(CIDR) #&=t , 2 IP N FRIEISEIAS. FIa0 , 10.94.11.21/24, 3T DRAC BOSIEH IR FATESEEIFIAT IP i,

®

iE: WEIIRER TS 1PvA Stitik,

£2[H Linux IRERSRY iDRAC ih1a

L@ R Web B EJFBRY setup . sh SERZEININAE, IWINAETEBAIABEERY iSM R4 FEEF, BEIXEINIHREAVIRE | iBfE
BUT&HS :

Enable-iDRACAccessHostRoute get-status

Bk, BRFEELINEE  BERUTHS

./Enable-i1DRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

OpenManage Server Administrator 1 iDRAC Service
Module B§&1=

HEZR%H , OpenManage Server Administrator F1 iIDRAC IRSBIERETLAIESR , FERT4kEETE Rttt 11T,

WNERAREE iIDRAC Service Module ZZ2EHARIEAMWNITIAE , MITESSRRZEES |, {15 iDRAC Service Module #&UIEIETE OpenManage
Server Administrator , M2 AESMSNITIAESE, MR OpenManage Server Administrator IFfEIET , M iDRAC Service Module 1E
EFENRERSGH DRAC RZHEEERVENINGE,

HIELEEY iDRAC REEFHHEAXLUSNINEERT | SHITHRINEE , FHiRIE OpenManage Server Administrator 2 & IEEIG TR
JSFAThEE,

M iDRAC Web S f{iH iDRAC Service Module

EM iDRAC Web FE(E iIDRAC Service Module , TEHTLATIRIE

1. %5Z iDRAC Settings (iDRAC iZE ) > Overview ( #% ) > iDRAC Service Module > Configure Service Module ( f2&
Service Module ) ,
$5Z7 iDRAC Service Module Setup ( iDRAC fRSZHEHRISE ) R,

2. EBREILIEEBLITI
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EAEETRIERR E%5HY IDRAC IRSBERIRE
IDRAC =PRY IDRAC IRSSHEIRATIEAZ.
3. BHTHIMNEUIORE , BEEIAT— S MER

OS Information (IERFAER ) - EEERERFIER.
Replicate Lifecycle Log in OS Log ( EFHEERRAETRNEDBEIARE ) — &1F Lifecycle Controller HEEHIZRRIER ST
BE. MNREERSE EZ2E OpenManage Server Administrator , J§Z8FILL%EIR,

«  WMIER - 858 WMIEE.
+ Auto System Recovery Action ( BEIRFRIREIRIE ) - TEISERE ( LAY RRNA ) FERS EWTEIREERIE

- EWEIS

s XHARFKHIE

- REBFEXHARER

NRBEEERS %% OpenManage Server Administrator , 1325 FRIHIEIR,

M RACADM Hi{tiF iDRAC Service Module

EM RACADM {8 iDRAC Service Module , 5§ ServiceModule HAFRIXIE,
BXEZ(ER , 5558 iDRAC RACADM CLI 3R T , LS : www.dell.com/idracmanuals,

1% iDRAC BRZ1EIREF Windows Nano OS

BELEEHE | 15208 iDRAC IREZBELLEBFIER vTH , MR : www.dell.com/esmmanuals,
BEE iISM RBEBIETET  iBFERLUT®ES cmdet :

Get-Service "iDRAC Service Module"
{5 WMI B¢ Windows PowerShell Zif) , #RILAEEEHIN Lifecycle HRE :

GetCimInstance -Namespace root/cimv2 - className win32 NTLogEvent

BMABRT , BEERNERRAEFSRSAERRT.
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([ USB ig[Ii#1TIRSH=SIE

7555 14 RIRSS 28 L . AI{EREH Micro USB imO3RECE iIDRAC, {#H Micro USB imA#ATLATRINEE
« {FF USB MEEOERRRFLUFRNRFESIETE |, /5140 iDRAC Web FREFN RACADM,
o EI{ERFMEE USB IXshEE ERY SCP X4 EL EiRSSEE.

() |i*: 2EE UsB IR0 , KEBIE USB IahzE ESANIRSREERENH (SCP) XIFREEIRSE | BURRBRAEHISR.
BXEE USB isONEZ(ER , BINiERRP 158 13 K ESHRESHRA LS E UsB isOFISTE usB IRENEE" .
EREETE USBIRE , 5% E iDRACIRE > 188 > B8 USBiRE. LI TEIRATA :

USB E1ix0 - EFeBALISRinOEERE USB IXshEERT S SCP X4 |, gifFFE Micro USB im[ifia) iDRAC,

Q) |#+: &R USB IREIERE S EMAI SCP 3.

(@ |i%: (M OTG iEELEEM Type-A E5EH Micro-B USB, REIFM USB SELESRHITER.
iDRAC &8 : USB SCP - IEEL I ™ME—FPIEDT , LUBIESAFHETE USB IRzhES EAY SCP X RECE RS,
- BEB-ZHSCPEA
o (NLIRSHEGKASIELEREBR - RIEFIEDT , NXTF FFNER |, (REKREHEAZBI A BES SCP :
BIOS
iDRAC Web RHE
N EREMEE MR - SRS ST E4at&T0R 2 FeiF SCP XS,
Q) | i%: IR AR A S IRIA EARRIS . ETLMEE Zip SHAUSEEETRE A\ S RIEMZ Y.
SR - EFRIETE F ST HIES A SCP M4 MAIZTIEE.
£/ -
BT B USB iEERA iDRAC FRHE
55F8 USB 12% _EAIARSSESECE 4 ELE iDRAC

A Y A i Soffem L $ \ ) -

EidE¥% USB iE#z1519) iDRAC R

iDRAC Direct THEEFSTF R E BT BN B RSZERES] iDRAC USB i, LEIIRESITARS Web FiE. RACADM #1 WSMan % iIDRAC
REEEXE , LIS RIRSEEIEIN4EEINGE.

BTSSR ERZIFIZE | 1555 Dell.com/idracmanuals _HIREHY “Release Notes”  ( &{Ti58R ) .
@ |#: tNBLEERE Windows MERS , BRIEEEE RS RNDIS IREIEFLAERILTIEE,

EBIT USB i[548 iDRAC FE , IBHUTLATERIE :

KIAFTE &ML , FHETFSHE TR ZATER.

HBIREEA USB w0, BXESER | 521 iiE USB EEiRLIRE.

135 FRIEHAD iDRAC LASKEN 1P bl 169.254.0.4 #1169.254.0.3, RIREEEEFIITHY A BEFRS IP Hbtlk,
FHA(ER IDRAC MZRFRE , 5I80 Web FE. RACADM, Redfish 8f WSMan,

iDRAC f#F8 USB im AT , LED NIRRT RIS, NETRESTIUR,

SERUFTRIRIERS | BT USB BBES SRFRVIER:.
AJ5 LED X,

(i USB i2& LRYIRSS=EHC & {4 HcE iDRAC

1Bid iDRAC USB BT8RO , LAY iDRAC HHTIRSEEECS. 1F iDRAC HELE USB BIRIRIRE | FHIEASBARSSEEE SN
USB 8% , AE1E USB IREBFTIIIRSBE[ELEXHSAE DRAC,

RN IF NI NI
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T: ABERBEM USB iRFERIRSSRAT , AHEREMA IDRAC EOIRTE USB ERIRMIRE.

ficEe USB ElRIR[h&E

ST LAERZRSE BIOS [BAEEEA iDRAC Direct USB imH. SAZEZREE BIOS > EMIRE. EFITHTER | EEXHT SR iDRAC
Direct USB %[,

£ iDRAC & , BB A IRSSRIEFINRA BEECE USB BRIk, EiEE USBIRER , EREHEMREISE "BE4RRSEm"
RO T ER USBIRBER,
ETHIERT , 7 Lifecycle Controller B&HER— NS -
RELTF "BE1" 5 DRAC IR , FFH USB iIRECEATBER.
USB ERim RN 18K,
B EM IDRAC tIHREHRERS.
IREM IDRAC SR ER S
HiZFHBEE USB HIUSEr A EIREKAT | RSB ITTEE | HFESBSUTEMERTERES
25 . BEFiaiTIRR
7Y - USB u%
FEER T ;&
fﬁiiFE’\JJ‘@_%D : EE?EB#F‘ SNMP &R, ImFE&R G HEF0 WS =4
BE . %K
ETERT  BEREREEHIEEIZRE Lifecycle Controller HE :
o BT "IRSSESEE AFPRURAVER TEINECE USB ST IRO.
USB iR#&1EH iDRAC M , HEEEiHgK USB EBimOER,.
USB i8%Z1IEH iDRAC A , HEEBKRISSE.

R Web REEIE USB ERiRO

EFLE USB iwO , IEHUTIATIRE

1. 7£DRAC Web FES , %% iDRAC igH > > &1# USB iRH.

2. UsB BIEIROIRENEEH.

3. M IDRAC &2 : USB SCP EL&E MR PSRk ERSSSE (BESNFHETE USB IRass FAARSSSECE4SC )
- X[
. (REESHEEHRAEELENEH

(= FEERIEE S
=1

EXEFERINER | i5513 iIDRAC Online Help ( iDRAC BEH1EEED ) «
@) |iE: EESER "(EEENREXGER" ESAREEXHZE | iDRACI AVFEERZIERIFERIH. EaILL
M “Zip XHAIRE" RITHN\ I RIRIZ I,

4. BFRARNARE.

(5F RACADM [Ei& USB E1Hifs

HRIE USB EHiH0 , IBFERLAT RACADM FiSFfIXdsR :
EEE USB RIS :

racadm get i1iDRAC.USB.PortStatus
o BEBHEE USBIROES :

racadm get 1DRAC.USB.ManagementPortMode
- EBE USBIRBIEIREM :

racadm hwinventory
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< EESEEREE LHITRE

racadm eventfilters

BXEZ(=R , 55158 iDRAC RACADM CLI 3R T , LA : www.dell.com/idracmanuals,

{5 iDRAC 1R B2 HiEFHcE USB Bk

ZRCE USB im , IBHUTLATHRE

1. 7 DRAC IRBAFRERF+ . BZENHEH USB iRiRE.
1527~ iDRAC i€ E 1 Bi#l USB iR & B TIH.

2. M iDRAC Direct : USB Eg& XML THREREHEFEMLAEERS SR ( BIESAFEE USB IXaNZsFRIIRSSRECE 4L
W)
- BEH
s (REESHEEHRAEELENEH
«  (REAEEMEREXH
- BEHE

BXZFEBIER | 1525 iDRAC Settings Utility Online Help ( iDRAC & &2\ FRTEFERHEEED )
3. BitE—2 =R AERGRUUNERE.

M USB @S ANIRS=EECE

HR1E USB IRFRIEE R EE—PNEFRA System_Configuration xML RIER , iZBRESE config # control 3744 :

» Server Configuration Profile (SCP) {i/F USB i BIRBR THI System Configuration XML FEZFEH, WP EERSEEN
FrEREMERS. XE4EIDRAC, PERC, RAID #1BIOS WEMH., ERILIRIBI S RECE(H RS LAEE. XHELIE

<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-
config.json, config.xmlﬁf,config.json°

+  Control X4 - SHESHUISNRE . FEESERS T DRAC SFHTEMAMNEN. EHXHhEE=188:

+ ShutdownType - IEE. &%, FEH5IS.
« TimeToWait () - &/MEH 300 , &= K{E9 3600,
o EndHostPowerState - Ff/3%.

control.xml {43 :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is

3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

BB BIRSS SR HIR A BEPU TR,
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() |iE: B SCP B , el SCP X{#fl USB ERIGESSEUFIL KM E(FILsTRk(BILE, EAILAE SCP HiERERIE | LR

Hix.

EIZIRSEEEE UM USB 1SN iIDRAC :

1.

FoE USB SR -
% usB BERBIROER & E 0 BEEL iDRAC,
15 iDRAC B2 : USB XML Bt E iR EHERIAERERAEA.
B85 configuration.xml ] control.xml 4R USB [NTEEFEN iIDRAC USB iwH.,

3. 151E USB IRFBIRERTHY system Configuration xML FERPAMIRZH/ELEN. RRATIRFAIIZY

e <servicetag>-config.xml / <servicetag>-config.json
<modelnum>-config.xml / <modelnum>-config.json
config.xml / config.json
IRSS B E XSRS FA,
NERAHENECEN Y | BFRFLE.
YN5R iDRAC EIE : USB XML BEE IR EHERARIAEIREAHE BIOS REEWRANT , SiEIIREF— DRAC AFIKFE
WEH  NEER—FIBRBRFEIRE.
LCD EARF] LED (415RA ) KBTS | FRSNELEEH.

WNRFEEESFHNESH B control 37445 Shut Down Type ( X#13E! ) 35779 No Reboot ( EEBIS ) , EwREN
5|1 SIRSEEA R EXLIRE., BN , REEEEFSISHNAES., NURSBEXNN  ANEEENEE | BFEEEE
No Reboot ( TEFS|S ) 1%EIT.

SNEIZERE | LCD/LED Rzl B5erk. WMRFEEHSIS | LCO BiESHNEETN "SEFHEFENSIS" .

8. NI USB REMBANERS T , MENBFRIERSICRTE USB IREFHY results. xml X,

LCD iHR
15 LOD EHRETRR , BRI BTN

SIFNENENIES

S - IEFEM USB iIREBEHIIRSS 2RECE SRS,
Rz - YRV TEAEHITRY,

B5eR - 1R ERIh5ERET.

BremERERR - (P EFREREEIRRA.
BRI - (R EXM.

BXEZHAER | 155 USB iIRE LRYSERYM.

LED UKR4TH

USB LED $8/~IEFE(ER USB imAHUTRIBRSS SRECE S HRMFRVIAE. Il LED AIBERNERTIE R,

EXRBRESE - IEEMN USB REEHIIRS/ECEN M.
SR - EEHUTELL.

SIRABINE - (R |, BETREBEIR.
EZERERE - (PSR,

(i) |iE: 7£ PowerEdge R840 1 R940xa 1 , YISR{FE LCD , M USB iROH{TSNIRERS , USB LED REMIKG. R LCD 48

ERERE.

HESHFILERF

BRSNEECRIATMER

1B7E Lifecycle Controller BEIMHHIERM USB HITEISNRIRIE.
WIER USB IBR{RIEIIENIRD , &1 USB (W78 FRE R 4hiE RIELER,

BETERTEFROE BN Results. xnl PERXE , EHFEEUTER !

IRSBITE - EENBRIERENE D S0REERZ FICREUE.
Rl ID - FESNBRIEREWF 1D Z/ECREGE.

1R RYFFIR B EBFORSE) - FESABRIERERI 1D Z[EICREUE.
R - ESNERERENEL ID SEES SR AR REUE.
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{5 Quick Sync 2

FIEBTE Android 2% i0S #BENi&%_EIE1THY Dell OpenManage Mobile , #RETLIRHAMBET1E55iR]ak1EIT OpenManage Essentials
OpenManage Enterprise (OME) =5 &1HRIRSEE. EATEEERSSHEFMAEEMNRREM. BE LCIRASHFHE. N OME
EHEREEE LRBEA. HES 1P MIEHEX DRAC &5, ELER$A BIOS BHLARIRIEREREGMGEE. BthalllE
EiRSSES. WRARGEFIAIEE DRAC GUI,

OMM A[R2EM Apple App Store B, Google Play Store T,

R RIEREENR TS _E L% OpenManage Mobile RIFBFERS ( 335 Android 5.0+ 1 10S 9.0+ BEhiRe% ) , 7 BE{®EA iDRAC Quick Sync 2
REETEIRSEE.

@ [iE: LeBRSNEAEMMIBEERZET Quick Sync 2 HIRMIESHBHER.

Q) |+ IhEEEBITESRA Android IE{ERFH Apple i0S RIIBENRE EZXIS,

EZRihRAS | LLIIREFERTASE 14 4K PowerEdge AR5 ERTAI. ©FE Quick Sync 2 ZMUIEHIEMNR (MRANEEMNEEER ) LIRS
FTREEREIES (FIRJiE Wi-Fi ) BIBBEnR®E. ALt , SR—FHEIHEREY | FEEXINBEAMKIT DRAC BRIFFA].

i*: BfE MX EERARPEIE Quick Sync 2, i5Z1 OpenManage Enterprise Modular J/F#5ER OpenManage Mobile 5/
757/ , WAL : dell.com/support/manuals

iDRAC Quick Sync 2 FRBIE -
- IDRAC Quick Sync I5ia)BiE ( i®iT IDRAC GUI. iDRAC HIl. RACADM. WSMan )
>Quick Sync il — BLENE-5 |, IXEENIALEIR,

N

2. >Quick Sync JEBENIHAYEE — ECE N Enabled ( EBA ) |, IXEBIAILEIN.
3. >Quick Sync EETN#BRY — TR Quick Sync 2 B2 RAIRTE]. BRAERAFY. ERAER 120 7. SBEA 120 2 3600

*ﬂ‘o
>Quick Sync IZEEWISIE — BLE Y Enabled ( B/8H ) | IXEBAIALETL,
5. Quick Sync WiFi — BtE Enabled ( BEEA ) , IX2ERAEIR,
BEEE | BiEEMiEHIER_EAY Quick Sync 2 3780, R Quick Sync 2 15T =S, B FBamEEIAIE Quick Sync 2 {58 ( Android
5.0+ 8 10S 9.0+, OMM 2.0 SEEARA ) .
&I OpenManage Mobile , ATLABITLATRLE :
EERREMEE
BEEBIER
FLEEA DRAC MEIZE

% OpenManage Mobile BJiE1E , 1525 Dell EMC OpenManage Mobile FAF$8RES AT , ®IiEA : www.dell.com/
openmanagemanuals,

£

+  FEZE iDRAC Quick Sync 2
o (EFBohREEE DRAC R

ficE iDRAC Quick Sync 2

1Bid{sEF iDRAC Web FREIEE RACADM , ATLAEEE iDRAC Quick Sync 2 THRELAHRIFEENIESE
Quick Sync ifll] — BLENIE-5 |, IXEEIALEIR,
Quick Sync IEiERNiIHAIEE — BCE 9 Enabled ( EEFR ) . XE2EIAED.
Quick Sync EEBEN RS — FREEA Quick Sync 2 R Z[FRIRTIE. BRAIGER AR, BUABER 120 7. SBEA 120 2 3600 74,
1. RFEISEEXA Quick Sync 2 IRIEIEFHATE., B4TH | iEEXIRETACEIRHE,
2. NREEH | TS AIF SR NER IR,
Quick Sync iEHBWSIE — BECE 9 Enabled ( B/ ) | IXEBAIALEDL.

e
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Quick Sync WiFi — EZEA Enabled ( B2 ) | IXEBHALIA,
W imBE "IRSEEEH" SRR EXLIEE. AEERSEENS|S  XEWGERTEY. BEE S LIBELNEHImE
R LAY Quick Sync 2 &80, 1EFIR Quick Syn I8 RIT=ikE. AR, BIREMEHIAA Quick Sync 8.
EEREARLEIEMET , £TF Lifecycle Controller HERIER—1N4%EH.

{5F Web REfZE iDRAC Quick Sync 2 i§&

RIS IDRAC Quick Sync 2 :

1. 1E£ iDRAC Web RE T = Configuration ( Bt& ) > System Settings ( Zi&E ) > Hardware Settings ( fE{iZEH ) >
iDRAC Quick Sync,

2. £ iDRAC Quick Sync ZB5H , M Access (il ) TRIREFIEE FHIEIZ —LATE Android B i0S #aliRe :
e Read-write (IE£5 )
e Read-only ( RiE)
[y
3. SAItAYES.
4. IEEERIPRE.
BREFEBNEZER | 15518 IDRAC Online Help ( iIDRAC BX#NASED ) .
5. BEMABNARE.

{£F RACADM fic & iDRAC RiEFF 2 ig&

HEFPE iDRAC ERIE 2 IhaE , 15 System.QuickSync Hf racadm 5. BXESER , 5218 IDRAC RACADM CLI 15
oA, MR : www.del.com/idracmanuals,

{5 iDRAC 1B 2~ HfE=HtE iDRAC Quick Sync 2188

EFEE iDRAC Quick Sync 2 :

1. £ iDRAC GUI H126Z Configuration ( fitE ) > Systems Settings ( RRiZE ) > Hardware Settings ( {@{%}i&% ) > iDRAC
Quick Sync,

2. 1% iDRAC tRIERZERDH :
- EEBERE.
[EF3tERT.
1EEFFE X AYERIRRE (SBEIRZ 120 F 36007 ) .
BXZFRNESEE , i551% IDRAC Online Help ( IDRAC BXHLESEN ) .

3. {&kxepds Back ( [3IB ) . Finish (58K ) flYes (2) .
BREIRE.

(EZENREES iDRAC [5R

ENBINEEEE DRAC (SR |, B LR Dell EMC OpenManage Mobile FAF4ERg BTFE , MIHEA : www.dell.com/
openmanagemanuals,
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=i

= i,ﬂﬁu;uﬁi by

Eiféﬂﬁﬁﬁ%%ﬂﬁ%%%iﬁ &) Management Station LAY/ ERIREEE ML ZRY ISO CD/DVD B , BUFHEER EIRS R LANIRE

{EFBRERATRTDRE | 1&EJLL
B RS AR RN R SRIN R
RN R
< EHREER
« EXERRLLREFRR
XBERTIRINEIRS ST, ERUARR MERT IR .
FEIIRE

o EHENERSHSERIER (CD/DVD)., HEIKENES ( BIFET USB HYIEENES ) 70 USB INFEE.

o BRALUEERERG FR—MRE. USB RSIREIES. MGESEALAR— M ERIEMSREEIISERR. IFREIRENEEEIE
MG — N FREIRIES. SSRGS EERES — NI R R IREIRTE—1 1SO UGS,
TEERTHENENINRIZE.

T EMEERANLIAIE] IDRAC BUREHIEREE N R,

AESERS L |, HEEENEUN RS SEIRIES.

EETF Windows IZERGF L, IIREIN RIS EMINHEERMEES | NSENE.
EHARERENET Lnux WZERSK L , BN RIRSIRSRB TR, EF LIRS , BFEA mount f<,
MNZERF R BIFRE EPEREESHIREKE BT ML A ZE Management Station,

ERGNEE TG ELENRNZER S L , EINRES BRI NEEIES.

BRI LITERN R E RFEHE Management Station CD/DVD 3Rzhgs ( R ) |, {BAREEHER USB MME.

AN TRZEDFE 128 Kbps BIRTFRILEHER.

WNER LOM 8 NIC 5Kl , BN R RIE I RES .

Managed System Management Station

A/«/\ Remote CD/DVD/USB
iDRAC7 Network —==—
IDRACT Server e OO =T Remote Fioppy

4: BN RRE

E 2

o ISHUIRENESFOIRE

s BEEUNER

o ipAENER

. BT BIOSIEES SEE
s BEREEIINRES

SZFFRYIREIRE TS &

TR T B U RS9I A RR.
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#=. 56: SZIFAYIRTHERTIE S

IRzhaR SEHSERESY R
REFAEEK « T 144 REANUESE 1.44 REIXaNRR
« CD-ROM
DVD
CD-RW
8 CD-ROM NERINESIXANRE
MRS IR AR +  1S09660 #&=X Y CD-ROM/DVD BMESZ14
*  1SO9660 HETUHIIREBRE S
USB [ 8 CD-ROM MMEAY USB CD-ROM IKz/ES

* 1509660 t8TUAY USB INTFERBME ST

BeEERII TR

BEEREIINRIZER , HIRCEE Web RIETEELMER Java 5% ActiveX fft.

{5/ iDRAC Web FREIECEREI TR

EREREUNTRE
BITEMN ERIEREZER iDRAC, BUSFEFRER | BIFHIREER.

1. 1£ IDRAC Web RES , #Z Configuration ( fg& ) > Virtual Media ( EIIRE ) > Attached Media (EERINTER) .
2. IBEFASEINRE. BXEZER | 15207 IDRAC Online Help ( iDRAC BX#E3ED ) .
3. Bk Apply ( RIF ) (RIFIRE.

{£F RACADM EeEEPIIT R

BRERIINGR | F set i3S LUK iDRAC.VirtualMedia BRI,
BXEZ(EE , 1555 iDRAC RACADM CLI ERg 5TH , MUEA : www.dell.com/idracmanuals,

{fF iDRAC 2B 2 HiEFEEEMER

B IDRAC IREANFITEFMIIN. SEEEEIMNNEMUNE. EHRATIHRE

1. 7E£ DRAC IRENFIERY , BEN K USB IRMMRE.
557~ iDRAC i8 B/ &FH] USB iR [1i8 B TE.

2. £ Virtual Media ( BHIYER ) 289 | tRIBESKIESE Detach (IFE ) . Attach (¥l ) = Auto Attach ( EIZHHfIHA ) . BXIEI
MEZ(ER |, 1555 IDRAC Settings Utility Online Help ( iDRAC i@ B2\ FIFERFELH1EEE) ) .

3. {fkoxrBa Back (/51 ) . Finish (525% ) #lYes (2) .
BN RIRERNFHEE.

EERIN RS R RN
TR T BT R BRI,
%. 57: ERINERSTRAI

FEINAYTT BRIRTS RRImE
nE TR IREIZI R 5.
iy X7 Client View ( EFIR{RE ) FEZEHAILIRGIN R,
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MBS BRIRTS AR
BN E Client View ( ZFiRilE ) FTHEIRGINER , BFIRIRE A RS,

BFEEEM T RPER RS EE

Bt ENE BRI  TRELIFSIKEhEs eI W, EHTIRIE | 187 Windows FEETEZEHHY Organize ( 4H4R ) KHEAG
EAE Folder and search options ( S{4FFBEZEIT ) . 7 View (B ) EInE+ , BUEES Hide empty drives in the
Computer folder ( BEfEitEHNATPRIZIREZT ) FEIHERT OK (HE ) .

IBIAEPLI TR

(BRI R NSRS SRR R, BRI EZAD , SUEREEN Web JIKE,

BINGRS RFS 2ERFM. IR RFS EEATEIRE | MAHEEREMEMNRERiGE B LEERUTEIRES
Virtual Media is currently unavailable ( ETNE2SEIF<E]/H ) ., A Virtual Media or Remote File Share session is in use. ( EETNFEEL T
BEXARERF I FAEEFT, )

YNSR RFS IERFIRENRTS | BALEGEXEMEUNRZ P , FILAREE G, REELUERRUNREFmER
BRI BRET RN BRI A=E,

(ER EIE S SR ER TR

B EIEH S EHEIUNRRT | EHRR
SEREIEHE.
REABE NIRRT IRGNES — £ Windows ZRETEESH , SfnZ| Folder Options ( X{#¥FiElR ) , FEkR Hide empty drives
in the Computer folder ( [EiEGTEHIHFARAITIRENES ) 1IN , REHE OK (IRE) .
BERAEIEFSEREINE
1. 7£IDRAC Web REF , 2= Configuration ( BZ& ) > Virtual Console ( BIEHIE ) .
B &7 Virtual Console ( EEHMEHIS ) TUE.
2. EA; Launch Virtual Console ( EIEIISHIE ) .
Virtual Console Viewer ( FEIISHIEEES ) BISE50.
Q) [iFE {£ Linux £ , JAVA 2EFFEELISHEREGAREZE, £ Windows Lk, 3TFF . yn1p XHELMER Java BEERUESE
#Ha.

3. EAfh Virtual Media ( E#I/YEE ) > Connect Virtual Media ( iZEEERINE) .
B ENRSIE - 7B Virtual Media ( BN ) KRB EROTIETRIISEAIFIZR.

@ |i$: WGIAEEE Y ERRT |, Virtual Console Viewer ( ERUZHISEES ) O MRISIED.

AMEREPIERISREIEITT R

425 Virtual Console ( EEHUEHIE ) B , FESNEINERRD , BHHR
BN BT Attach ( B0 ) RS

s REERENEHRETIRGIEE, BEHITIHRIE , 1517E Windows BIRETESEHSANZE Folder Options ( 4JEi&IR ) |, ;&R Hide
empty drives in the Computer folder ( [SFEITEHHIERRIZIRENES ) BT, ASETE OK (H#E) .

25 Virtual Console ( BEHUIEHIG ) iV, BEMEMNE !

1. 7£iDRAC Web REF , 2= Configuration ( g& ) > Virtual Console ( EIIEHIE ) .

2. EAf Launch ( J8&]1) Virtual Console ( EIEHIS ) .
FEBERUTER

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?
3. B OK (@) .
LRSS Virtual Media ( BEINE ) &0.
4, 7 Virtual Media ( EBINE ) 385 , 8835 MAP CD/DVD ( B§3 CD/DVD ) B Map Removable Disk ( IR§IaIf8aiEeE ) .
BXEZER | BERWGTEIIKEE.
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() | i*: SERF LRELIZEENEESS Management Station LRIIRIREISES A—5,

(D) |iE: EEET Internet Explorer {83832/ Windows IMERAZFFIR L | ERINRAIGRTXIERIST. ERRIAE , 5
S Microsoft IM{ERARPIH AR RRAEER.

Q) | i%: MSTRIEBIANEARZIS HTMLS 16,

AN EEHAT T ERER{S:

ST ASIRRITAE S RAI N RME | FHISEIEA USB IRBERERSENIRERE. ERINEIN RS , BT TRE
1. BAd5 Virtual Media ( EE#/Y& ) > Create Image... ( SUEEMYE... ) .

2. 7x Source Folder (iFE34X ) e , B Browse (i) | AEIEEERFREHRIEHER. SRS FAIIRESL
HEZERS LR C KNS,

3. EMMEXHBIHTRT  SERATEREEIEIMESUHIISIAER (BERREER ) . EEXZUE , 155 Browse (i}l
&) FNSEME.,
4. BEEEIRER.

BVSBIERISTREEE. MRESHI TR EF , RASBRESHR | ERMESHHU TR SRR SETTRER | Eit
BRIGEURTTIEMER, ARG AR XA |, NIBREG AR S EL,

SIS | RARETHINER.
5. BT,
ISO BRI E B,
TESIBRGIRINSARRT | RASEETRIEAYSRE _EOURE .img SUELIERILINGE, AISRABENEMIBRIL img X4 , BRATE Virtual

Media ( BN ) B TISASch NI EANRIER. FEit | @ IEEFERYGIAEBEIEMR .img X4, B
2, .img XHELAESE—REHIETEXA S EEHRER . ARG Remove Image ( #IRIUS ) LIEERSE.

SEEIMEEFFHER

BREAEIIREHRER | BEEUEFIEEERT , B Tools (TR ) > Stats (HitHS2 ) . 7£ Stats (HiHER ) HEOF
Virtual Media ( EEIVER ) SRS E LN BERENE/BiEs. MRENUNREEE  BETLER. RKE
EREUNE  BER "REEEIUNR" HE.

gg;%g%{ﬁﬁﬁﬁmﬁﬁué‘ﬁ@%}ﬁ?}é‘ﬁﬁwmﬁ , M Virtual Media ( BINE ) SBOBEFRA—INEIE , SIREXTOMET RS

L Y
g1z USB
BEEE USBIRE :
1. EEPUESIeEESES , B Tools (THB ) > Stats (FiHER) .
B8 stats (FHER ) EO.

2. 7E Virtual Media ( B/ ) T , 255 USB Reset (USB &Eig ) .
ERcBr—RHERESHEP  REE USB & , WaMBERSENMERA | SEEUN R, BENER.

3. HBEHE,
USB fERI&EE,
® | i: BMEMEEH iDRAC Web RESIE , iDRAC BT RBRSLLE,

BRET EEHABE =S

ERREIREUIRARS
() |iE: EERET ActiveX SXETF Java RIERINERES , S 5RE SRR sEIRGHR(ER SR DVD 5k USB PITFIRENEE ( BPERE
DS, ) . ERGIRENER | LIEERBHBEE IE 2018 iDRAC IP LR IMENS(Eus =5,

1 BEEVENNRSE AR R AT A TEEELINE.
MFFPRIFNENIRSSZRRITANIRE | HRERNRREA TS B — 3T, ZRPIERIERE XSGR, fin

238 SEEIN R



&Y CD/DVD
o REYOIREENRLEE
o IREIERE
@ [iE: MRCECHINNT RRPEAREHEER , SEFIRFETRGRERAIN. MRCERREGH | BERRGIRE
B eI AT IR R .

ik&3 DVD/CD IZITATLART 1SO 344 , BREFmIFSahfi Rt =) FB TR,
D |i#: BEEESERET HTML5 FEBISHQMETMIENTE , HItIET USB KIREIEE. CD & DVD,

O |i#: BEEES ROP SIEEMEELNSHE/ RN RIS USB IITRIET s,
BECEIRGTAIRELEL,
@ |iE: MEEMNESIEEFITELH Web BORIE. B—4 Web EOSIEHE VMCL G FENKS , WEBTENRIE.

TEIRENES /MG IHFER . N RIFIFRFIEFIRE.

JFRHPEESFETMETIA R ( REET ) %% (CD/DVD. RIRBEIEER. B ) LURPTIETHYBRIGSASEEY (I1ISO B IMG ) . R
BT EOAGSUFER (BEARFPER ) F. NREEAE TRFIFRS | BREIKRETRS.

XJF CD/DVD , IERBRIS2EELRE 1SO ; M FrRIRBalfEfIRaE , N IMG,

WMERABARER (RH ) POIEREG | HEEEMGIBaBEN , oI NMEkRFEECIENMRER.

MREABIINE OIS , NIRRT ISR | TiAE MEERPIERCIENME. RENELISERE,
EEREN LS S8 B IRET 8RR R,

XJF CD/DVD %% , BAER FemizEiF B 2.

() | i%: tNEREBER HTMLS BEIEHI&IRET 1S0 F IMG X8 , MILISEIER RIiET {41,

BERERE S LS IREIRGTBIEN RS =5,

BREHRE/ M | ERMABSERINEREREZN , LUSTRERR. a0, (NRER CO/DVD REMEIZIEA foo. iso
Egg%@i# W "EEAYEY" SRERFPRY CD/DVD EEINAERE /Y foo.iso MGHEI CD/DVD, IZEMEBE— M EIMRCIERHEEHK
BRET,

R RIERAEN KR =5 A IRGY

AEET Linux RIS E |, EHIANE Client (FFIR ) BRI B NET BRI AIBHEEIIRE. 7 R LRI ERRIEMN
IKaNEE |, BN EIERER SATA ERIKARERRIRE. EHUTIHRF

1.
2.
3.
4.

=5 | SEE FANRMERSR. EFFNBERIERET | 1K <F2> ¥\ System Setup ( RRIRE ) .
HEZE SATA settings ( SATAIRE ) . ISR REOFMEE.

BRI H EEERIER Km0,

HAEMNE Client ( BRR ) B0, S2EBRrILAMEIAIIERRIKENES.

YRGS IR ENES

EEHIRGTREIUIRARS

1.

2.

®

fE Virtual Media ( BIUNR ) EF , PUTLATEIRE -
BFREREMSTHNSE.
B Disconnect Virtual Media ( BiFFEIINE )
KRB REKRBAER.
BER.
ZERBRIMPISIEIRC SIS, | LSRRI RIENIRSS S,
(D i*: BT Macintosh I#{ERFAIT IR R FAGHIRSHEES] vKVM B9 USB i85 [E | BGEMSTINSFEZ i EalgiAa
B. ENRMESHESPIRRA LFNETEEISFLIBERIRS.

iE: EAGHERET Linux IRERS LAY DVD IREHES | iSEIEIRRNEEHISHEH,
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&g BIOS iZ&5|2IRFF

[EFRLE BI0S REARIER , EeILIESERS KBNS A5 S,
O |i#: EEEmRERE A BRI RIS,

BESERFTHRIIS
1. 5IBRERR.
2. ¥R <F2> # )\ System Setup ( ZHRIZE ) TUHE.

3. %5Z System BIOS Settings ( 54 BIOS &= ) > Boot Settings ( 5|5i&% ) > BIOS Boot Settings ( BIOS 5|Sig& ) >
Boot Sequence ( BI1SIiRE ) .
ERHEOF |, PRI R IR SES | SIRBFIE—iE.

4. WREMIREEEBAHIATSISENFENE—MEE. NIRFE , BEERE LARBEXE | SIRF.
5. BAEHEE , RMEFRS BIOS &§BTHE , ATBE5Em.
6. B Yes (&) REEZFHEL.

SERREMSS,

ZESN RES ISINFEAT S ISIRES|S. REMREEERFARETSISNE  RARSISEZENRE. B , RRSR
BRIEIRE — KUTIRET 3 |ISNMRAMWIEIRE.

4% = —;T\'Iiﬁﬁiufl\ akg I%

EERTEEIUNRIERZE | BREEN—XEISITF.
ERB—XMYE | Sk Fl , iBHRR
1&E8 Configure User ( BEEFEF ) TR,
{5 Virtual Media ( FEEHANER ) 510 |, IS4 HEREIIIRENEE ( CD/DVD, #k&a) USB NFRE ) MEIEIaT5 1S\ Rk s,
EIN BT Attached ( BHIIN ) K7, LUEEHIKENRRES ISINF+ER.
BRI SERHMNEUNRE I SSERS
£ iIDRAC Web R+ , ®ZEHEES > IRS3ES > ST E.
£ Virtual Media ( EBH#INE ) T , 1%4% Enable Boot Once ( [FF—XM5|S ) AR Apply ( KA ) .
5 | SHEF TS ERFFHIL <F2>,
B SIFERAMNEREEIUN RIEES S
EH5I1SIRSES.
SERFENEUNFR—XMES S,

oN N2
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TEMER VMCLI 2BERF

REfl T RASATHRE (VMCLI) AFBERFIRARE  NEBIEAZE RS LR DRAC IREEMANEIIRE. R RER &1L
IBRIEEMANERTIRE | BIERRESUHFIYIIEIRENRS | LUBT MSES MNEE RSt LARE R ER L.

VMCLI 2~ RIS LA IORE ¢
o EHEENETEIN AR B S e .
+  [3F iDRAC EHHISIS—IREIZ BEEBEERIESIE.
. [FAZRSEREFE (SSL) RS DRAC NEERE.
4T v™MCU S, B3 -
o EEEEmAILL,
s BERGERINZHIE.
@ |F: E21E Windows HIRIHE | iEEMATSEEEE,
E5
222 VMCL
1B1T VMCLI N FHfER
VMCLI iBi%

ey S

7 VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD H,

B3 VMCLI A FRFER -

1. Y& Dell Systems Management Tools and Documentation DVD i Management Station B9 DVD X528,

2. BfEFEELANREBZ % DRAC T A,

3. FINZESS | 18E install\Dell\SysMgt\rac5 {4 LAFBIRIFIE vmcli.exe, [FFE , 87 UNIX FUHERIESER,
VMCLl AFREFRIEREER S L.

S = /"\ I ::,rn-
&1 VMCLI 2 2R
MRS ERATERFESPRSAERR | NIETEERIAINIR A 88217 VMCL &<,
£ Windows &% L , IEETRRWMINEEH Power User ( BRER ) IRAEEETT VMCLI 2~ FBfER.
£ Linux &&trh |, Eifa) iDRAC |, 181517 VMCL AFREFHERAF®S | IEEERBP YIS sudo I8 VMCLI a5$HIER.
B , ERNedwE VMCL EIBERATRIFEF |, BFMH visudo &%,

S5
VMCLI 13;
Windows F] Linux 24t E8Y VMCLI RE=2HEE., VMCLIEER :

VMCLI [parameter] [operating system shell options]

{590 , vmcli -r iDRAC-IP-address:iDRAC-SSL-port
S#FE VMCLI BEBIEREEIIEERIIRSS RS | 1518 iDRAC HIRETZEWEEEIIN R,
O | WML EER S XIS,

ATHREE  #EEERTI VMCL 241
« vmeli -1 — BABEH VMCL BIRZREHGE. EXLUBRIEEMAREEHEN AR SEEAT L.
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vmcli —-r <iDRAC-IP-address|[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -
c {<device-name> | <image-file>} — FRNEA IDRAC CAIFBEEEN., MRIFPTH , NLEE TGS ETR—
FEHHR. B | ZodBRIHITHESEY VMCL 21&, BX VMCL S#NEZER | 158H VMCL #78=%, VMCLI
Man Z/E.

iBRE T RAY VMCLI a5
TSRS E R RN R VCL B9,

. 58: VMCLI S

EEIT R we

RIS

vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [iDRAC user password] -f [device
name ]

- N N
ﬂg|—%§A§E‘Z usB Iﬂﬁﬁﬂﬂ{% vmcli -r [1DRAC IP address] [iDRAC user

name]
-p [iDRAC password] -f [floppy.img]

CD SRafig&{sEF - IR vmcli -r [iDRAC IP address] -u [iDRAC user
name |
-p [iDRAC password] -f [device name] | [image

file]-f [cdrom - dev

]

=
ﬂgvaD/DVD Hg&{% vmcli -r [1DRAC IP address] -u [1DRAC user
name ]
-p [iDRAC password] -c [DVD.img]

RNHREERIF  WEMN FISEE ARG, ERREUNRALRENE | BHITLUTRE

BB PRI S RIF AR S SR EIRE S
« (EFARENSRIFIIEE.

FEMMCRIERRE SR | ZAREATLAHZER—REN .
REHIIREIRENRRES | —RRBEE— P R1ENE— Ma YRR RS,

VMCLI {Z#{EZE S Shell il

VMCLI {EF8 Shell SEIRERE Y HRIERSINAE
stderr/stdout M — SHHEITENA ISR L E R MR,
B | EERATEM () BEEZELL VMCL 2B TENR H B e
® | i: VMCLI AR AEAUREMA (stdin), EIb , FEE stdin B,
. BAWT — BABRT , VMCLI ARTESIERIAET. FREIRERSIIGS Shel TR , AEREEAES.

flgn | £ Linux BAERFET | apL/RIRINS (&) FRREREFEMA— M FREEHE. WRATEHNAEFHRERA  EAEH
XF VMCLl ap L fEafTHiEE . BRIFHARERIZT (BN , WASMELE 52 VMCL FEFAELL ) .

MERBHEA VMCL 21F | iSRRI ERFHTERN TR HNLIEHIE.
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=18 vFlash SD &

vFlash SD RE— P& 23 (SD) + , AILIN T TS, ELIERRS 16 GB RERIER. BARE , BLIU=A vFlash
DIREKEIEMEES X, vFlash REZRGEINAIINEE.

() |iE: SD RAIKUVZBRE | ERILATIIFHRE | FHERSEERAY SD REEL 2709 SD K. BT vFlash (R FAT32 X
HRSF , ELSXHEXIRES 4 GB,

WNERZEFEZRS vFlash SD RHEEHAT R , JE1E IDRAC Web SR Overview ( BEEE ) > Server ( BRS388 ) > vFlash TE/REL
TEIRER
SD card not detected. Please insert an SD card of size 256MB or greater.
Q) |iE: ISHRERIG(RTE IDRAC vFlash RIEHEFHEAIRE vFlash B SD K, MIREBARTREM SD F , MilaHZREHSRTRIUT
$8IR(SB : An error has occurred while initializing SD card ( #T45H SD FAIZEEIR ) .
FERE

REAFREZSEIFHENL USB 1R,

BIESZE 16 MO, RESREMIMINRARTVREIRRE. BaEiKalak CO/DVD Walgk , BAMUEERIRIRT

Eo
M RSO SK, 35 img (8T, iso #&=UATF CD/DVD LU .iso F .img &=\ FF B IEILEY,
BIEETT5|SHY USB 1875,
—RMEE | SEERRY USB 184,
©) |s$: BTHEETE vFlash IZETIEH vFlash FTECITH, MBESXMER , WEEHITL vFlash BEISERTEA.
() |i*: tnR FIPS X BEA | BT EMITIEM vFlash F{E,
E 5

e FEE vFlash SD &
o &8 vFlash X

Bt vFlash SD &

fEBCE vFlash ZATIBHERIG vFlash SO REREARS L. XTIMAINRRLZEABIERIER | 550 REMRSTFM TH , K

H1tA9 © www.dell.com/poweredgemanuals,

@ |iE: BREE “HERMNE" SR SRR vFlash T8 , ARI-RIMATIIALIRME.

&% vFlash SD RE ¢

JEFE vFlash THEES | T LAfSEA iDRAC Web RiEak RACADM &E SD K@,

{EF Web SRE&E vFlash SD K%

BEEE vFlash SD KB , 157E IDRAC Web 5REF , = Configuration ( it& ) > System Settings ( Z#i&E ) > Hardware
Settings ( l{#HZE ) > vFlash, BERISR7R Card Properties (RIEM ) IWH, BXMERNEMAIER | 1551 IDRAC Online
Help ( IDRAC BXHESED ) .

{§fF RACADM &% vFlash SD kg%

E(§EH RACADM &% VFlash SD K@Mt |, 1B(FH get apSHIATS -

¢ iDRAC.vflashsd.AvailableSize
* iDRAC.vflashsd.Health
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iDRAC.vflashsd.Licensed
iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BXRXLEHENELZER |, 5215 iDRAC RACADM CLI 188 aJF , ML : www.dell.com/idracmanuals,

{5 iDRAC 1R B 2 HIEFEE vFlash SD kg%

BEEE vFlash SD £/E14 , 1£ iDRAC Settings Utility (iDRAC iZBARTER ) 4 , 2= Media and USB Port Settings ( 9} [&R#
USB i%i%E ) . Media and USB Port Settings ( 11[&#l USB iR[1i88 ) TETEREN. EXERNEMNER | 55
iIDRAC Settings Utility Online Help ( iDRAC & B2\ FRfERFE 1558 ) .

IRk Z2H vFlash If)&¢

WIREAE vFlash IHEEA BEHIT D KB,

R Web REIGHHEEMA vFlash )&

EEAEEE vFlash IHAE

1. 7£IDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&EH ) > Hardware Settings ( E{RE ) >
vFlash,
KERISE R SD Card Properties ( SD K@l ) TIM.

2. EhELiERR vFlash Enabled ( B2 vFlash ) LS AEEEA vFlash ThEE, WRIEZRE(EA vFlash 21X |, EAEEEM vFlash
HBESBREIREE.

Q) |*: tNEEEF vFlash ThEE , WALER SD £ElLE.
3. EThRIRD. vFlash JIACEMRIEEIR S .

s RACADM |3 Ek22H vFlash IjJgE

HE(EA RACADM [EHEEEA vFlash THEE :

racadm set iDRAC.vflashsd.Enable [n]

i*+: QBFTFTE vFlash SD KiY , RACADM S ARIEA. MBAEEEL , WERRLUUTEE : ERROR: SD Card not present
( tEiR : SD FFFE) .

{EF iDRAC iR B2 FT=FIE A 5EA vFlash L)EE

ESFIEEEA vFlash THAE :

1. #E DRAC IREX FRERH , BENEH USB iRORE.
iDRAC Settings (iDRAC i8HE ) . 57 Media and USB Port Settings ( 7}l USB iR[1i&E ) WA,

2. f£ vFlash RNRERD S, IEFRBAREA vFlash THREEILIREERREER vFlash TI8E.

3. {foXEE Back (/5IR ) . Finish (585K ) flYes (2 ).
vFlash THEERDIRIBSIR B ek ZE A,

&4%, vFlash SD &<

TR EL TSR SD -EHELEIZ-E_LOHIHA VFlash RFHSE,
QD |i+: tnE sD ERL-FSRIPKS |, ISS2M "IIAk" &I,

{65 Web R @154t vFlash SD &

BYNUA1Y, vFlash SD F :

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( fE{iRE ) >
vFlash,

®
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fEEI< &7 SD Card Properties ( SD E[E{% ) Tv@.

2. 2P vFLASH FE Initialize ( #J481%) .
FrEIENBEMEEMER | REFERFN vRlash RFEEEEFREIL.
WNRIEFGET vFlash DX, ¥IIBIRIEESEWHBSETRERER.

{§5F RACADM #J1a4k vFlash SD &

E(FEFY RACADM #J981% vFlash SD & :

racadm set iDRAC.vflashsd.Initialized 1

AR MIBRFIEINE 2 KHEREIIZ .
BXEZ=E , 525 iDRAC RACADM CLI 38F 8T , MUEA ; www.dell.com/idracmanuals,

{£F iDRAC iz B X BTEF4454¢ vFlash SD |

E(FF iDRAC 1RE N FfERRAIIRIE vFlash SD R -

1. £ IDRACIRELFERT , %EHKH USB iKiRE.

iDRAC Settings ( iDRACiZE ) . 15 E7< Media and USB Port Settings ( 7M1 USB iz [1i&& ) TUH.
2. B Initialize vFlash ( #]¥#84% vFlash ) .
3. BER. YBRIEEEE.

4. B Back (iEBME ) HSHZE[R— iDRAC Settings (iDRAC i85 ) . Media and USB Port Settings ( 7}/&#l USB i[1i&H )
NEATEERNES.
FRrEIE NS EREHMER | RIGERFRY vFlash RREREFMEL.

{5F RACADM 3REX_EIRIRTS

BEREY PR &RI%LS vFlash SD ERIMIIR LA SHIIRE -
1. FIRRSHY telnet, SSH S BITIEFIEHER.
2. BMIALLTAS : racadm vFlashsd status
FERISBRAIXLS SD ERMmSHIRTE.
3. EIRENFRA vilash XY LRI | BFEBLATHS : racadm vflashpartition status -a
4, BIFEUSESXLRIAE , B5FEALL TS : racadm vflashpartition status -i (index)

(@ |;*: tNPEZ iDRAC , RS RIFEMIRSESEEL.

=i

=JH vFlash X

ETL{EF iDRAC Web FREEL RACADM HfTLATIR/E !

() |iE: EERAILME vFlash S X ERITFIEIRE. SN , SR ZHEH Access Virtual Media (IGIIEMITER ) IBRZHECUER. i
B, 180, IO, PEHSHSIRMIAR.

« QEFASK

s [FEREMGESUEEIES X

o BoX

s BEYRSKX

. B

o EEERTASX

. HBIMELX

s THOXAR

. 5IEEHK

() |iE: MNRIERIFITERF (40 WSMan, iDRAC iRE 227k RACADM ) fiEF] vFlash BYEEE vFlash TWEEAUEMER , XS
fnZl GUI FhpgE{th—Lttam , iDRAC AIEERRREATIEE : vFlash is currently in use by another process.
Try again after some time ( vFlash ZATIE#EMHIZER, B—RBEBBEEEXEHX. ).
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IEEMBIEFEHATAY vFlash 2BF (BI40 , 18TUE. MIINSO XS ) BY | vFlash BESSHTIRIES X EIEE. HILE , EIEERTHEh&R
RS REBEZRIERIEME DX,

fEFASEK

LA KIEZZRFAIZEUTZEA USB INFIRENEE. IS LAE vFlash SD EEBIBRZTAD X, EuTLABIE 20478 B4 25215
X, {EFMMEEIES XAHSZRF o XEE CD,

BIETHS XA, SR

+ E7% Access Virtual Media (iBBREEINTE ) SEE.

. REHBK.

. RIREZERP.

o ERXTRHITHIRRIE.

{5 Web REEIEZASBEX

EJ7#EZH vFlash P :

1. £ DRAC Web REF , = Configuration ( fi& ) > Systems Settings ( RHi&E ) > Hardware Settings ( TE{iZEH ) >
vFlash > Create Empty Partition ( 8} =HK ) .
15257 Create Empty Partition ( 8l 2=HSX ) TUE.
2. IEERTHRER SR Apply ( BIR ) . BXBEIMAYEE | 15215 IDRAC Online Help ( iIDRAC BAHEEED ) .
FHIABRT | BRE—EERENRAFIIRERAZESX. BEFRTNHE™HERDLL. THIBERTRETRERER
. RUTEHRPIRE.
s BIRBMRSIME D XESEIR—HE.
o APRXKNGNTIEEEE  ZEET-EENTRTE , 5 XANAF 4GB,
TEEXS-RHITHIMAIRLE.

{F RACADM gIZ=HAR K

ZeETASK :

1. fEF Telnet, SSH EERITIZHIBERES.
2. MALLT®S

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatlé -s [n]

Heh [n] 2K/,
ZHABRT | QENE=ES X AEREEREL.

(ERRMEHEIED X

&EILAE vFlash SD -K_EERABRMESIE ( LA .img B .iso &ML ) BIEHTI DX, XEDRKARMUKE : 3RE (.img). HEE (.img) B¢
CD (.is0), BIEAID XA/NGTIRESHAK/N,

MBRES RIS X2/, B8R

« HE7H Access Virtual Media ( iABIEEIANER ) R,
. ROV,
. REEEEFRP.
B RIS TR CIRIE.
Afgr SR B S SERIDUEL,
Q@ [iFE LRGSR RS(FEXRBLYMITE., iDRAC (FHISHHNMYSXBARIERSHINIDE, HIa0 , NRER 1SO MSeIES
EHBFEXEBEERMER | W BIOS TiZMZUFSIS.
o BUYESHRIVINFEET R ERIRTRZEL.
o MG IVINTERET 4GB, SEHNEREAD KX K/INA 4GB, B2, A Web NEEEEIREDXES , MUK IATUNT 2

GB,
(@ |i#: vFlash $EE FAT32 RS LRBIGOTEE, Bt , BISSIHRE 4 GB HIBRE.
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Q) |iF: A EBIRERARE,

{5 Web R E{HEAMMESIEEIES X

MBRMESI Bl vFlash DX

1. 7£ IDRAC Web A , #Z Configuration ( igE ) > System Settings ( ZHISE ) > Hardware Settings ( f@#{higEH ) >
vFlash > Create From Image ( MBRMGEIZE ) .
¥5 87K Create Partition from Image File ( MBS {81 S K ) TUE.

2. MINFRRRIER | AE8RE Apply (RIA ) . BXZIEMANSE | 1557 IDRAC Online Help ( IDRAC BXHAEEN ) »
ii:ﬁ;]%;ﬁ\%‘ﬁﬁlz XJF CDFERE , BAERIEN K, WFREFFERFEERE , BHUE—EEPK, TIERTRER
BERIEE !

. TEBRP.
s BIRBIRSIBE D KSR —F.,
BREESR/INAT 4GB Bidid = LRI F=S(A,
o BESUHAFESBMESUH REEAZ img tBARRZ iso,
. BEEN-RHUTHIIRIGRIE.

Fi RACADM MBRMESFEIES X

{£F RACADM MBRIESZ 4B DX
1. {3 Telnet, SSH EER{TIEHIEERER.

2. WAL

racadm vflashpartition create —-i 1 -o drivel -e HDD -t image -1 //myserver/sharedfolder/
foo.iso —-u root -p mypassword

ZOABRT | QNS XARE., WHSEXSYGEET BEIA/NES., MR BRAKE |, 419079 FOO.ISO MAZE
FOOQ.iso , M#pSSIRENEEEIR.

() |i£: #Hth RACADM FhARIZI5ULINAE,
®

B D X

EETLMRIES R ST EUET L vFlash SD R ERIIIE DX, STFANMRFRER EXT2, EXT3, FATI6 I FAT32, fERTLUREAN
ERIIEBEEINOX , ARZ CD. RiEs XTTERIL.

RGBS X ZaT | FfR
« B7 Access Virtual Media (iBIRIEBINE ) SR,

iE: AZIFMEM CFS Bk NFS 1Pv6 RIRILEHE ERIBRGSTHBIE vFlash FX.

REIAK.

RIZTEZERF.

R RHATHIAIRE.
BRI vFlash X :

1. £ DRAC Web REF , = Configuration ( fitE ) > System Settings ( RHiZE ) > Hardware Settings ( TE{HiZH ) >
vFlash > Format (&%) .
B2 R/~ Format Partition (X692 X ) TUE.

2. WAFFEBHIER  ASHRE Apply (BIA) .
BXRZHEIANER | 15217 IDRAC Online Help ( iDRAC BRHIEEED ) «
BEREEER | B0 KPR E 8RB SR,
3. B OK (HE) .
Frign KSR EREAEE, MIBER TERERBES
RUETFERPRE.
. BEENRIITVIRNERIE.
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SEUHSEX

TR vFlash THEEEBA , METEETHESXHIFIE.

{E Web RHEEIASEK

BEETRR vFlash X , 1B7E iIDRAC Web BRET , 4= Configuration ( fif& ) > System Settings ( R#i&H ) > Hardware
Settings ( fE{i®E ) > vFlash > Manage ( 12 ) . IHATISE/R Manage Partitions ( B9 X ) IWHE , EH5IHATAS X8
PRAMEXER. BRPXAUSE , 15215 IDRAC Online Help ( iDRAC BXHLEEED ) .

{8 RACADM BEETHSEK

Z(HF RACADM BEEAD R RHEREM! !
1. FTRRSH Telnet, SSH SEITIEHIEHER,
2. BALIT®S :
- ESIHMBENESRRERN
racadm vflashpartition list
EFRBURED X 1 BORR
racadm vflashpartition status -i 1
- EREFBMASXKAPNR

racadm vflashpartition status -a

@ [iF: -a IIRREERASIEENEY.

B pX

EAILNERIES RERAESHK , RIIMA. BROKASZH , HHRE -
vFlash THEEE/SFE.

B7A Access Virtual Media (iBRIEEITTE ) AIR.

Q) |i*: AR REN K,

{EF Web REEMHSE
BEHSK -

1. 1E£DRAC Web RET , #Z Configuration ( ig& ) > System Settings ( Z#IRE ) > Hardware Settings ( TE{iEEH ) >
vFlash > Manage ( B2 ) ,

54 B~ Manage Partitions ( EESK ) TUH.
2. 1£ Read-Only ( BiE ) 7 :

o BRSO RNEISE  AFRE Apply ( BIF ) X read-only ( RiE) .
o EMRORNSIEE  AERE Apply ( RIA ) EXUA read-write (1E5 ) .

2 RARERMREER B RS,
i MRS EABE CD, WIASAHRIE. TEBRSELHES. MRSEXCER  WSHEBETARKRE.,

®
{§F RACADM €IS K

EEEF LIRS XEEREN
1. fEF3 Telnet. SSH EERITIZHIGERRSR.
2. AIfEARLITITIEZ—

© fER set MLEHDRANEENRT :
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ERREPKEHHEESK

racadm set iDRAC.vflashpartition.<index>.AccessType 1
- EESESKENARESKX

racadm set iDRAC.vflashpartition.<index>.AccessType O
£/ set ApLIEEREEE :

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

R P X

SEMRIN—NES P XE |, BN USB ABEFMEREXIIRERFA BIOS . JEMINSMoXE , IRIESENZRS| , B
IHERER SR BIOS 3|SIRFREFLLAFFFILH.

MRDBHX , MO RALBERIFRSEH BIOS 5|SIUFREAT,

HERINSEDBOXE , SERAPH USB BEELEIR, XRUMIEEER vFlash RS , FHESETFT DRAC EHINRSIE.
MNEk oS XA , BHER

vFlash ZHEEE/ZME.
o ERIRHITHIIARICIRE.
« E7% Access Virtual Media (iBRIEEIE ) BIR.

{8 Web SHENEENEIHZ K
BRI o X%
1. 1£ IDRAC Web FREH , #Z Configuration ( figE ) > System Settings ( ZHSE ) > Hardware Settings ( f@#{4igEH ) >

vFlash > Manage (1) .
154 87K Manage Partitions ( SIE4'X ) .

2. 7& Attached ( SN ) FI4 :

GO XAISIHE | 2AREE Apply ( R ) MDD,
SR XAISIE | 2AREE Apply (IR ) DBOKX.

7 ARERTHEIEEMI I D .

(£ RACADM &2 X
B EET o XEs:
1. {8 Telnet, SSH B ERITIZHIEERES.
2. FALIT®HS :
HEEsKX
racadm set iDRAC.vflashpartition.<index>.AttachState 1
BT XIER

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRERFAIMIINS KAI1T A

IFF Windows F[ Linux ¥2EZRS:

BERFIEHIFID TN KAER.

HRiES XERBERF I RIEIKENEE.

BERFNITRHEM NS KA ERE. BN, BTEMNRERFENHEH D XN, FI80 , 7 Windows IRMEAH |, 1BER
iﬁj:%iiiiﬂl Linux RGRFEAR EXT2 XY, thAh , 7 Linux BEF |, BIERFFAEER Windows RFFRAER NTFS X2

Bl
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vFlash D Xr&SS5{5E USB 8% PN RFAIIEZTRAR. EHLUMNBERAERHE USB #ZMEE. BE , BEALEY
iDRAC iFtiEHID XEIRERTR.

BEFMBE R X

HERIMBE S XaET , iEHRE
vFlash THEEE 2 A,

. REEZERP.

o XK.
RIS TR CIRLE.

{5 Web REMIRMBEREX

pFRIE DK :

1. 7EIDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( E{iRZE ) >
vFlash > Manage ( B2 ) ,
54 B~ Manage Partitions ( EESKX ) TUH.

2. 7f Delete ( #lig ) 5Urh , BEEEMFRAID KAIMBRERR.
BEFR—FER  RALRMFRXAMRZI X,

3. B OK (@R ) .
2 XEPHRIRR.

{£F RACADM HffIRBH X

MRS X -
1. FTHERS telnet, SSH BER{TIEHISHESR,
2. MALUTHS:

o MRRSKX :

racadm vflashpartition delete -i 1

o EWRETESKX | IBEFIAW vFlash SD K.

THAXAR

&EI A% .img 5 .iso F8THY vFlash XA NEE ¢
SERSK (IDRAC EHPIEITIERS )
BRI management station FIRIZR{IE,
TELIXABZA , BHRR

« BB Access Virtual Media ( iFBIEINER ) BIBGR,
+ vFlash ID8EEEH.
RIS THIRCIRIE.
EE S XAEEMN.
ETE vFlash D XBIAS :
1. 7£iDRAC Web REH, #ZE Configuration ( BiE ) > System Settings ( RHiZE ) > Hardware Settings ( B {#i&8H ) >

vFlash > Download ( F%%) .
B4R/~ Download Partition ( T4 K ) WM.

2. M Label ( #it5 ) THERES , EBFETHNSKX , SAF5HD Download ( &) .

Q) |i*: FAEMANREK (HINS XS ) BEFREFIER, BABSRTEESE—IMOEK,
3. IEEREHRE.

BES XA THENSENE.

Q) |iE: AERET XHRME  ReBSRERMEAX MBI, CD MIRRARBSRA BB .iso , REBTIERIRIS AN
B&A .img,
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5ISERK

HLUSEEMIN vFlash S RIRENT—IR5 I SBIFRISISRE.
SIS0 XKZAET , BHMR

VFlash X PEET] 3 |SHME ( .img 5 .iso #8 ) LANIRE3Z,
vFlash ZHEEE /B
BA Access Virtual Media ( iBaEEIAN R ) BIBUER.

{EH Web RESISESEX

g vFlash D XIRENFE—S IS8T , B2 (FH Web RESISESD X,
() |i*: iR E—3ISigE TR SRR HEHINAY vFlash S , iR BIOS SEIARHIRAE.

(5 RACADM 3|&ESHSK

g vFlash D XIRBENE—S5 1SR , (M iDRAC. ServerBoot X&,
BXEZ(EE , 525 iDRAC RACADM CLI 85 aJFB , Rt : www.dell.com/idracmanuals,

Q) |iE: BATULASHE , vFlash FRIFEBENIZEASIS—IX ( iDRAC. ServerBoot.BootOnce iREM 1) . SIS—RABIGEE
—RHSISESEK , HFEASBEXAREESSIEFRIE—(L.

&1 vFlash SD & 251


https://www.dell.com/idracmanuals

{f SMCLP

Server Management Command Line Protocol ( fRSZEEEIRRSITIMY , SMCLP) #ERIELHMET CL NEAEE, BEXN TEYE
EREFFFRERINEERR Y, Y ERERANGSERBRIALEEEERETERS (CIMOM), SMCLP 25 hiEE
{F554H (DMTF) SMASH ISk EL S RASIEN—NFEEE, SMCLP #i5BLAK Managed Element Addressing Specification

( ZETRIUATT ) 1 SMCLP MBS R E X HEA T SMERESHTRI R ENE B iR,
Q@ [iE: {BREIZ#E Systems Management Architecture for Server Hardware ( [RSSEEHNRAEIESE , SMASH ) HREMR
Server Management Working Group (SMWG) SMCLP {158,

SM-CLP 27 H X EIEITSHE (DMTF) SMASH (ESAXEHYZSFRIRSHBEEN— N FEM. SM-CLP HELURZETESUILTE
#0 SM-CLP BRETH BRI S B & 4t T S E RIS TR RESNTFI B iR,

M IDRAC #=HIBSEUETTIAIEE SMCLP H373F Telnet, SSH FIETFE{TAYISRME. iDRAC SMCLP REETF DMTF ALU4EHAY SMCLP
HSBRRAS 1.0,

(D i¥: £ www.dell.com/support 2T XFEEN{E. B MOF BY{S8E . f£ dmtf.org/standards/profiles/ Ei2{LTFR
B DMTF (58,

SM-CLP 3SR 7T Aith RACADM SSH— N F&E, XEGSIHARSIEFEER , BAZATLIM Management Station fgS{THIIT
XS, ERUEERFNX G PRERXEaSHIEmE (85 XML ) , NMTBIHHARSH S EIRENEET EERWN.

X/

5 SMCLP IR G ETRINAEE
1517 SMCLP 5%

iDRAC SMCLP iBi%

Sy MAP H31HZS(g)

{$ 3 show zhiFE

FEiEf)

{EF SMCLP HIRREIELIEE

iDRAC SMCLP FIFEHATLATIRE -

SRS EEBIR — . XARERS SRS
EERAHMHEE (SEL) — B/Rakiak SELIER
&BE DRAC B/

BERSEN

Aol BN

1217 SMCLP ap S

IEATLAER SSH 8¢ Telnet REIZETT SMCLP #3%. $JFF SSH 5 Telnet REHIAEERBHERE iDRAC. BE2ER SMCLP 127
(admin ->),

SMCLP 12775 :

yxIx JJRZUIRSBESEER -5.
o yxIx HIZEFNE LRSS ES(F A admin-—>,
yx2x J1 A, HZRFIEEARSS2S(FER admin—>,

Heh vy BFEHFFR , fIIOM (FRRTDFERSEE) . R (FZAZEIRS:S ) T (FERIRSRS ) | M x BEF. 28 EFRx
Dell PowerEdge IRSSE8 B,

@ |iE: (M -5 MBRIFTIGIXLAT yxix K4 ; (B yx2x RAFHA , B admin-> HFTRAFIH. NEMERIESE.
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iDRAC SMCLP iEi%

iDRAC SMCLP fEFzmal BirAIS: , BT CLI IR R EIRINRE,

SMARTEHUTHRE | TERHE 7 BB TRFRILIK (5

X5 ) .
SMCLP s HMTIEE
<verb> [<options>] [<target>] [<properties>]
TREH TIAREEX.
#. 59: SMCLP Zfid
hia EX
cd {$5F3 Shell S MAP
set B EFEE
£5Eh EEEBRRIREE
reset HiRBR
show EREiREY. NPT ER
start FIF B
stop KHAIER
exit M SMCLP shell 2iFIBH
AR ERERRAEM
load B BHRMEN— URL BEfSE B iRttt
TRREHET BIRFIR.
#. 60: SMCLP BiF
Btz EX
adminl EERR
adminl/profilesl IDRAC shEERAIBCE X+
adminl/hdwrl i
adminl/systeml SERSE

adminl/systeml/capabilitiesl

adminl/systeml/capabilitiesl/elecapl

adminl/systeml/logsl

adminl/systeml/logsl/logl

ZEFRSE SMASH UTEEThEE

ZERGERIIRE

IERATWERR

RHBEMEE (SEL) iIBREB

{6 SMCLP
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Btx X

E
<7 b £ =5
adminl/systeml/logsl/logl/record* RERG AR SEL IDRLH)

SISz el
adminl/systeml/settingsl RERG SMASH ERIRE

SR THAL -
adminl/systeml/capacitiesl SERSRINEE SMASH WEE

e T PN =
adminl/systeml/consolesl ERFU=HIE SMASH 5

Az, =]
adminl/systeml/spl RS54 IEER

RS AL I RRASRIARSS

adminl/systeml/spl/timesvcl

Az, g ob =
adminl/systeml/spl/capabilitiesl PRSBZALTRERINEE SMASH WiEe

A2 Thab
adminl/systeml/spl/capabilitiesl/clpcapl CLP fR55T08e

Y SR Az That
adminl/systeml/spl/capabilitiesl/pwrmgtcapl RS EIERS TIAE

adminl/systeml/spl/capabilitiesl/acctmgtcap* P EEIRFSTIRE
adminl/systeml/spl/capabilitiesl/rolemgtcap* ETMERABNEEDEE
adminl/systeml/spl/capabilitiesl/elecapl SETIRE
adminl/systeml/spl/settingsl IRSsAt IR B
adminl/systeml/spl/settingsl/clpsettingl CLP IR EEURE
adminl/systeml/spl/clpsvcl CLP RS MY IRSS
adminl/systeml/spl/clpsvcl/clpendpt* CLP RSB iR =

CLP ARSSHY TCP im

adminl/systeml/spl/clpsvcl/tcpendpt*

adminl/systeml/spl/jobgl CLP BRSS TN FLLRASY

CLP ARSS YA FL

adminl/systeml/spl/jobgl/job*

Nr=3Y ‘j\{\M Az
adminl/systeml/spl/pwrmgtsvcl FRIRIASETEARSS

Local user account ( AHEFIFH )

adminl/systeml/spl/accountl-16

254 {&5F SMCLP



Btx EX
AR S0

adminl/sysetml/spl/accountl-16/identityl

IPMI 47 (LAN)

adminl/sysetml/spl/accountl-16/identity?2

IPMI B ( BT ) tkF

adminl/sysetml/spl/accountl-16/identity3

CLP B4k

adminl/sysetml/spl/accountl-16/identity4

IPMI P ETRIRSS

adminl/systeml/spl/acctsvc2

CLP MR EIERSS

adminl/systeml/spl/acctsve3

A BEAR (RBA) IR

adminl/systeml/spl/rolesvcl

adminl/systeml/spl/rolesvcl/Rolel-16 AHBHE

adminl/systeml/spl/rolesvcl/Rolel-16/ AR

privilegel

adminl/systeml/spl/rolesvc? IPMI RBA g5
IPMI fats

adminl/systeml/spl/rolesvc2/Rolel-3

adminl/systeml/spl/rolesvc2/Roled IPMILAN E&:4T (SOL) fats

adminl/systeml/spl/rolesvc3 CLP RBA 55
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
CLP &R

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

=T T

Siin MAP it =S[8)

BILAMEA SM-CLP BN SBE AL ESTE ( FRARTEEMEREER [MAP] #Et=SE] ) RLHRIBRRR. HUEREEEMN I
[ERUAR R =SB RIS AVER R,

REFEIRIZ (/) Bk (\) TR, XEEFR DRAC FTHBUARIAR, £ cd ST NRE TSR,

@ [iE: ¥ () IR (\) 7 SM-CLP HEtitEEERTILARKR, (BR  fSTERNRMARTHSET —TREHRBES TGS
B 2208.

gD , BESMEIRFSEEHRE (SEL) PIE=MER , BAUTHS

->cd /adminl/systeml/logsl/logl/record3

AT B cd shia et aSE s ERANNRIUE. . . F . E5E07E Windows # Linux FI—HERIEIER : . . I8R%
=TI
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{5 show Zfid]

ETHRRTETNESER | B show ahia. WANREREGIBLE. FEIR. XEFZUE IR SM-CLP sfhadlak.

- .
{8 -display IR
show -display IEHCIFIREIGSRLEI— NS NEY. ¢, KEFIshiE, fiun , ERBrISriuSNEMEER , AL
T
show -display properties, targets
EWIHFELEY | ZUTHSFLIRE :
show —-d properties=(userid,name) /adminl/systeml/spl/accountl

MRABER—NEN  JLERES.

(6 -level %I

show -level EIEFEEBIR FRIEMRAI EHUT show, BEEEMNEFRIFFEBEFIBENY , £/ -1 all &I,

{5 -output IR

—output IEIHEE SM-CLP shial#iHaIrgFE=iz— : text, clpcsv. keyword F[ clpxml,

ZABRT | B0 text , HEXEHRUENHEH. clpesv IEXRBIES /RIS | EAMNEEIRTEIEREFF. keyword 846
HIEERE keyword=value XIIFIFER , B1T— . clpxml {8 XML X1 , HFE S response XML JtE., DMTF IEET clpesv 1
clpxml 1&=, , FEEMSEEILATE DMTF [i (dmtf.org) H3%F,

LATRBIER T UMELL XML Bt SEL R -
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

¥, —
JiEa Bl
R4t SMCLP B9 E B2 -
IRSSEEEIRETR
SEL 13
gt BinSAn

oo N Fop e
iRSS=aBIEEE
LUINTRPINE T EZERF EAMEIER SMCLP SEHATHIRETRRF.
B7E SMCLP s FALIT &< ¢
< EXARSE

stop /systeml

FELBETRUTER :

systeml has been stopped successfully

ERERSES

start /systeml

EREEBERUTER

systeml has been started successfully
- EEHSISRSS

reset /systeml

FRELBETRUTER :
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systeml has been reset successfully

SEL 18

UTROIERT ESE RS EAAFER SMCLP kAT SEL #8KIRME. 1B1E SMCLP SRR MEAUT®S

« BESEL:
show/systeml/logsl/logl
REBERUTEL -
/systeml/logsl/logl
Targets:
Recordl
Record2
Record3
Record4
Recordb
Properties:
InstancelID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL

Description = IPMI SEL

ElementName IPMI SEL
Commands:
cd
show
help
exit
version
« BESELIER:
show/systeml/logsl/logl
REBERUTRES -
/systeml/logsl/logl/record4d
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1
MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure

ElementName= IPMI SEL Record
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Commands :
cd

show
help
exit

version

BRET ER SN

U RBISR T WME{ER cd shiaSHin MAP, ERTERBIF , BREVIRIEABIRA /.
B SMCLP ST FIALI T &< -
- SIMBIRKBRHERSIS
cd system1 reset ZEIZMABIRS /.
- SinZl SEL BinAErEAECR
cd systeml
cd logsl/logl

show

< ERRERIER
%Eﬁ!cd .

< EE RS
géﬁgcd ..

- HERiH:

exit

258 {5 SMCLP



BREIRIER SR

EaILEBLUTNMEE N BREF R ER GBS E RS
o IRENHHE
=EHE
5
o ([FRTEXHHREEERERS
o ([FHRAERMUNREBERIERSR
e T SDREEERANLEBERSR

(ERITEM =R E IR ERS

(EFTIES L E (RFS) SREIRMER SR |, BHR(R
JIFAFEA IDRAC HIELE FAFFNIBIE LT BRIR.
ME =S FEOERT (40 .img 5 .iso ) IRMHIREIE IR ER S A 2 | SMUE S,
Q) |iE: CUEBRESIIHES | IRIREFMEIRER RS EHITIRE | FISHBRGITCHRIE , LRESBIRRASISHIT
HRNSBESE.
B RFS ZPEIRMERS -
1. {EFTREX L (RFS) , i@1d NFS B; CIFS # 1SO Bf IMG BYS SR RIS E RS,

2. YZ Configuration ( it& ) > System Settings ( ZR#i&E ) > Hardware Settings ( #{#iZ% ) > First Boot Device ( —
5ISEE) .

HEBR—BISIRFE THSIRPTIRES SRR , LUSERE. CD, DVD By ISO FEMUNE.

1%#% Boot Once ( 5I18—iX ) %Il , EAZERFLAMERRESHIS T—EFIEHFHS IS,
BERIA.

BG5S ERGFHER S LRGP EAERE.

i s—ro —3
BIRRiENHH=
BT (EREIEE S (RFS) ThEE , EalLUSBRMKHES FHY 1SO 8 IMG BMESZE: | FHEEVE N EIIRESS S EIR S S AIRER
FEEMA ( HiREER NFS 8¢ CIFS $§E{F CD B, DVD #1THE%L ) . RFS E—MiFaIaIThkE,
IR HE(NSZIF img 0 .iso BMUESHER. 15 .img XFEEAAEIIRE | 15 .iso HEEMIEHIL COROM,
WA RN EAR A BEERL RFS.
RFS FOEHINRINEER B RRY.
o WMEREMNEREPIBEAGTEIRS , WAEESKE RFS EEE |, AT IS B E R RSP ERITEE,
o MEBEEUNREPIRLTEIRES | WAEESAET RFS 1EE |, 2BRUTEIRER
BT NEES At R IR s I E I E B B,
RFS ERASTE DRAC HEFAH. —BiEsE | T3 RFS BRI AR | B iDRAC tBAFIh, ANEREIR iDRAC B
WILRIEIZWTTT | RFS IEES X, £ CMC F1iDRAC FtBETLAERE Web REFIAF SITUEIRSEA RFS iERE, CMC BfY RFS &8
KRB E IDRAC FEBRI RFS,
@ [iE:
« CIFS 3zi5 IPv4 1 1Pv6 il , {B NFS {3zi% 1Pv4 bk,
«  WNERIE(ER CIFS # Active Directory 1Hf—389 | ISTEMSHIEERGANEEEZ R 1P itblt,
«  WREEEN NFS HEFAXE , WERSEIATEEZNER, E5 iDRAC REAEIHRIENN TIET | FIIASEXLNER,

Linux : I{RILZINPRETS Others ( Hfth ) MFIRENIZED Read (iZHY) .

o o & oo
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Windows : #$FEHE BT Security (Z2 ) i#IT-EFHE Everyone (/1A ) iFRINZEIERA Read & execute ( SEEVFIH
17 ) tNBRAY Groups or user names ( ‘s R ) FE&.

+ WK ESXi ERERFALIET , FHENBE(ER RFS EFHRBIR (.img) , W ESXi IFMERF AR EEEIEAIEREBIME.
» iDRAC vFlash II§E5 RFS i&B5XEx,

(£ Web REACEITIEXHHE

ERTEXXGHRE
. 1£ iDRAC Web RES , %= Configuration ( B2& ) > Virtual Media ( EEIINE ) > SHINE.

1587 Attached Media ( EHIINE ) TTE.

2. 7£ Attached Media ( EHfI0NER ) T , 15ER Attach ( §fffi0 ) ¢ Auto Attach ( EzhFEH0 ) «
3. 7E Remote File Share (iIZIEXHHE ) T , IEEMESUGIER. 35, ARBMNER. BXZFEBRNER | B8R DRAC

Online Help ( iDRAC BH1#581 ) .
B SALERAZ B

CIFS —//<FTi&z CIFS XHRSZAY IP>/ <SUHFERIR >/ <BRIGETFR>
NFS - <FITEESE NFS MR SERT IP>/ <SUHERIR >/ <BRIGRTR>

() |i%: J9i%e 170 $5iR , (ERITE Windows 7 & EFEERY CIFS =0T | iSIEMLATIEMRIR :

1& HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache i
Bh1
18 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ&/ 3

@ |5F: 7 2 “\" FEHITEF LR,

CIFS 323F IPv4 F00 IPv6 $BiIE , B NFS {3255 IPv4 1Bk,
SIER(ERA NFS HE |, BASRDKR/NE | iSHRIRIEAUERRY <SUHERRE> 3 <BREBTR> .

@ |i#: BXBPESHSBOEYEHES | §8R B ERNBPSHIZHES,

©) iE: MEHEPHARZNZBPATHFITHMEHLSZREIRE, iDRAC ZIFBEHEREE W HMNERSEZRNENF
F.18< >, ((BSSE) I,

. Bd Apply (R ) , PAJRERT Connect (1EE: ) .

& IEIES , Connection Status ( iIEEZIAZE ) 7779 Connected ( Bi&iE ) .

@ [i*: BIFCRBETEYHRS , HFRLEHR , Web REHRFRETHARERES.

T Linux &, FEEITHRE] init 3 BAERT | LLINRERTREREFanEsan<. PRIEZRNT

mount /dev/OS_specific device / user defined mount point

Hrh, user defined mount point @EEENATAEEERGSHUESRNEAES.
$3F RHEL , CDi8%% ( .iso B ) 2 /dev/scd0 , I (.img IS ) 2 /dev/sdc,

XJF SLES , CDiREBER /dev/sr0 , HEBIRE R /dev/sdc, AT HRFERIEMANZE ( BT SLES By RHEL ) , ZI&IE Linux 38
ER G LIEZEPNE RN |, W ElaTiZm<S

tail /var/log/messages | grep SCSI

XBERARBIRE (BI0 , SCSI iR sdc ) HINMA., EEfTHE! init 3 HER Linux RITARAET , ILTEBERTEMNR, K
INBRT | £ init 3 FEMNRASBaRE.

{£F RACADM EcBintE X =

E(FF RACADM ELEImESHHE | 1B(FM -

racadm remoteimage
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racadm remoteimage <options>
G

-c | IR

-d : BFTRRSIERS

—u<fAPE> | BFRRRNEEZINRAFE
-p<EE> : BFAAMEHENZERS

-1<BENE> | BMEERNEHZE ERVE ; ERNGISBAEREER. BE "ER Web REREIEHHE" BoEEMRGY

BBAZAAI

-5 BIREEIRTES

O |iE: BPE. SRMREG_LETERRIU TFEMIFFERMTFS (SEFEBRFNEHRFR) ° (8515). 7

S).,(ES). <(IF5) > (XFS).
Q) |iE: J9iE#R 170 $5iR , (EFITE Windows 7 R LFEER) CIFS HER | SIS TEMRIA :

1
¢ 48 HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iZ&7 3

(EREUN REESIRERS

FREIAN REPBIRERFZA |, 15HHR
o BHINERET Attached ( EBIIN ) RS | LMERIAIRENESTES | SIFH TR,
o INREBHINERET Auto Attached ( EapfiT ) 183 , NIERIAN R B HREE , RIEZHES SRS,
o RBHZASLNFHREER (FI70 .img 5 .iso ) IRMHAVIRMNIEFFIRIERF R 5 1S UGS,
EEERMERR  WREREMNER
1. BHUTLAT R TUR(E
o EHBRERSrZL%E CD 8 DVD @A Management Station CD & DVD IR&hEEH,
«  PUINEMERGIRER,
2. 1%&E Management Station REB TR SAIIRENEELABRET &,
3. FERLUTAEZ—SISRIFHEIRE .
« {3 IDRAC Web REIES | SIMFSE NN EEERE B CD/DVD/ISO 5|5—IR,

o BEES|SIIEPE <F2> 2 , M System Setup ( RHIRE ) > System BIOS Settings ( &4 BIOS 188 ) 1RE5|S/N

F.
4. B |SRERFHIRRF R LARAZNERE.

NS R EZFARERST

1. BUHEMETEIER CD/DVD,
2. B T—3K CD/DVD IENITIEYEERIKENEEH,
3. ==Y CD/DVD JKFNEE,

{£ SD R LEBEBMRANIRIER R

£ SD R EZIMANEIRER

1. B SD RIEEARFRIAIEBI SD &Rk (IDSDM) FEEF,

2. 7£BIOS HfSH SD #ERFNTTR (WBLE ) .

3. 3|SidEiR <F11> $EIOIE SD RAEHEP—MEENEE LR,
4. BBEBRANBRERFA R ERELIRAHTRE.

EBERMERRA

(351

* & HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\LargeSystemCache iZ&
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{£ BIOS Hi/SH SD RIRFITUR

£ BIOS H/=F3 SD #&ERAITUAR ¢

1. 5|SidEHiR <F2> .

52 System Setup ( RRIRE ) > System BIOS Settings ( 5% BIOS i&& ) > Integrated Devices ( EERERIRH ) .
& Internal USB Port ( 35 USB i% ) iIRE79 ON ($IH ) . JIREIREN Off (XF ) , U IDSDM FTiERIF5ISIRE.
MBEABERR (B SDF) |, i55MAEB sD RIROIREAFHEARER SD RRRIEENEEHM.

WMBRZETSR (WSDEK) , 545 Internal SD Card Port ( PIEB SD &l ) iRE59 On ( FF ) 3715 Internal SD Card
Redundancy ( 8B SD RTT:R ) iIRE/9 Mirror (§818) .

6. £ Back (iBME] ) FE5 Finish ( 5ERE ) .
7. B Yes (R ) (RFIREFHZ <Esc> ##1BH System Setup ( BRHIRE ) .

*xF IDSDM

IR SD &5k (IDSDM) REEEERIFES HER, IDSDM BT ERREESE— SD ERRABENSE— SD £ , EESisER
SD R EIRMHITR.

P SD RPRUER—AIEAER, B0, 057 IDSOM g2 MHY SD =, W SD1J97&a) (£ ) &, M SD2 AEAR. ¥
ERERBARNR , BN SD1IEEEYE. EIHTUEHE , 2R SO RIS , N SD2 BEMERE (£) .

EEJLAfEF IDRAC Web FRHIEE RACADM &% IDSDM APIRE., IEfTRAIE AN, SD RAUNRSHISIESEMHISICRE SEL, B
TERITEMR L, FF4ERL PET BiR (AIRBATER ) .

SN NIV
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:d

AFERAU TSRS E R R T2 BaiEERER
. PiREEE

FEEAHS

[EEhFOEE R

PREGERRR

R SEHEE

Lifecycle Hi&

BUERIAZS

. EEETRT

. RFEEITIRR

X5
ERZEHSHE
- BEEFNERARE
o BES|ISHIERBERIR
- BEHE
s BELXRRFRBRFES

- BERHURS

o FEY4HUEIETRIT

o BEERFEITRR

s ERSBISERE LEEERER
E#fE5 iDRAC
EREFAEFEE
5 IDRAC iR A BNANIRE

ERSHRIEHE

H iDRAC HIIRZE R RIS

iDRAC IRt THRERMZISHT T EE | SETF Microsoft Windows &% Linux IRAEIEIN TR, {#F iDRAC Web Rl , aTLAAEIM

KiFATHE.
ZipEZHEEE

1. 7E£DRAC Web REF , ¥5ZF Maintenance ( 4 ) > Diagnostics (iZHf ) .
fERP< E 7~ Diagnostics Console Command ( iZEHSHI&HS ) TE.

2. EaRSNAET  MAGSHPLIRRE., BXpSHIER , B2 IDRAC Online Help ( iDRAC EXHI#BE] ) .

FERNERS B ER—ITE L.

518 iDRAC #J% iDRAC i HEIAE

1. 7£ IDRAC Web FRES , % Maintenance ( #k3F ) > Diagnostics (2K ) .

AT LASHEELATIRIN -

+ Ak Reset iDRAC ( EEif iDRAC ) TJEiR iDRAC, 7E IDRAC ERTLTIESEHS |SigiE, EHSI1SE , RIFrisse S

EZFERE IDRAC,

BAT Reset iDRAC to Default Settings ( 1§ iDRAC EiZHEKAIRE ) LUE iDRAC IR HENAIRE. B8 Reset iDRAC to
Default Settings ( 4§ iDRAC FEiZ/IEIAI&E ) [5 , Reset iDRAC to factory default (& iDRAC EHEigJIHI BkiANE ) O
BER. WBRESIE DRAC HEiRAH BUAIRE., LTS — !

a. WHFBIRE  BREBFINEZIRE.

b. MERAREFEIIANAFPZEIRN root , BEBERAHE (R/H1E) .
c. WFEFBIREFEEIIABFPEEIRA root , EERBEIRA calvin (root/calvin),
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2. ATk 4kEE,

'Y AT R = | - \A 9]

14 pal et o = P

S LAERRSS 88 _LinfE A A B sl ISHE A E A —RMBMHREIER. MRISWEFREEENSS | B RSN 1S5
MERIHITISERES | SEUEFREER ( RUUTERT ) . 2HEREITH | EREBEFHFEERER DRAC 778, AfE |, BHJLAER
diagnostics export racadm SpEERSHE NFS & CIFS EHE, EBRILAERERAY WSMan s SiBiTIgHiiER. BX
15 | 15208 WSMan R4,

& REA IDRAC Express FANIE , A REFERITIEBohiZ e,
BILASZEME TIZWAER | SRS EITRIATERFE HEBFIRENETT | ARSI BURE 5 | S2LEL,
EHIE |, ATLAEEIATRE ¢
ﬁt‘n‘ﬁa‘l’ﬂ - ISR B EBFNRT TS HTiERs. WNEREIERE "TIME NOW”  ( MFIATE ) |, BE F—REFS I SEhE TiZHTE
%0
LETRAYIE) - TEFFRRT RS BRI T2 IiER. NMRTREERSHE , VBT BT ERMEEE RS ALK, MR
BIEE "TMENA" (BHEIRNER ) | NSEREAER.
W AIREL BT -
o HUEN
¥ Em
IR TIXFEE
S| SRBEHE ¢
KARGHFEER

IEEX ( FRHRMERGXANERE )
SERIEREX (FERRMERGERAFEFR 10 0. MERRERGARXE , W DRAC REEEFRS )

—RRFALATRISaE T M2 EL, Z2RHE AT LABIISEE, , SSh{EEEIREEM. 20 ( B4R ) IDRAE Lifecycle
Controller &, 1EATLMERHTIE RACADM B WSMan 182 _ bRk TaVER.

ALUSEEZI IR DRSSRATNZSH R ISR R SHEIREEILS (FIa0 CIFS, NFS, HTTPE{HTTPS ) . &ASHR/INA 5
MB,

HEWAPRES RIS ETTRIRS | EETLABGEIZHEL., WNERISURERFIEEIET , WEHNBHESRLABGHEIEL,
HEIEITIZEIZZ Al |, EFRR

B2 /2F8 Lifecycle Controller,

EBERMRS = HINR.

{£F RACADM it¥lixiz A2l

s BETInEHRERHAEANRR HREER | BERLUTHS
racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e <Expiration Time>
S ERISTRIIEIZHESR | IBERLIT GRS

racadm diagnostics export -f <file name> -1 <NFS / CIFS / HTTP / HTTPs share> -u
<username> -p <password>

BXREIMNESZ(ERE |, 152058 iDRAC RACADM CLI #§ oJF3 , MR : www.dell.com/idracmanuals,

SEHB8EMNEE

FHNERERRERSE BIOS hAGHESR , I\ ERENTHARIS ISIRFRIS MR | FEAFEZH S R ENEXRENETE
f&, Post Codes ( FHIE#EE3 ) WEES | SERERFN B DRRGEFN B,

EEEFNBERMAH | i5%ZE Maintenance ( 4P ) > Troubleshooting ( #IfEHEER ) > Post Code ( FFLEIRES ) .
Post Codes ( FFLEI&(ES ) TAEBRASETIRRIEHR. 7k CRRFAZieE,
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S85|SHRE SRR

EAILAEE YRGB -
RE=XR5ISER — 5ISEMMBRCTS |SENSHFS. 5ISEEBIBSHEZNFHZIIRRIRFEH.
RE—REERIN — BEitRICR SEHES=4 5.

X2 —TURIAITIRE.

;EFRAC EJ%I%&HI‘EHE& 50 M. 5I1SFRAVERIRES 10/FP, NRER DRAC , N5 |ISHHERIBARAIAE . EATHFHETE RAM
HEMRER.

@ i*:

- B mARILR RN Sk EE SR HEE S | SRS B IR A,

+ {£ iDRAC GUI {i3TiE SR B RARSRIEsR R A T st S E NSRRI EE P B RASTHIAAIABFRARF. iDRAC GUI i#l5R
1EhYEEHE iDRAC X B/RATE , MRS ZENIRERFERN X ERTE.

(D |i%: DVC SISHIRHARIA. SRERSHISEEPRTHRSIAF (1 MFESWE) . DVC EE—EiEitiX
RS, LENESISHA. 1SISAM DVC (EEHRIBIIES ) St .mov ( SEFFHIST ) H820AT , FRITISERITRA)MEDAIGE
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XPTREHF4ESEEUANIERE, Active Directory fRSSER-PETRFPLHIREY

« Security (£2) - REEAMTFEEERPHERTENHRIRZRRURFEERISIZE.

DK - DREUERTEFEEDRIIE.

PRERZBRE L LN, ERERD KA IS LS ERIR | BRAILERE IRt ERIIRE.,

H—ER

{£ Windows Server 2008 R2 x64 k SSO &RXM, fRULLIAFMAENEERTA ?

1. et SEFNiE SEARIETT technet.microsoft.com/en-us/library/dd560670(WS.10).aspx 1 MBR9EE,

2. EEEITEHLAFER DES-CBC-MD5 BR34.

X B eI EIINEFE iR BN SRS SR BEFIIFRE M. Kerberos SRESIRERITFHNECEMZXET ¢
Computer Configuration ( itEHt/lECE ) > Security Settings ( Z21&E ) > Local Policies ( Ah5ElE ) > Security Options
(RLHIN) .

BRREEFIREEEHN GPO,

EpSiTht |, A gpupdate /force FH{ER klist purge apSMIFRIH Keytab,

&E# GPO 5 , BIEEHE keytab,

. 15 keytab £#F! iDRAC,

BERTLARER SSO B3R IDRAC,
F+ATE Windows 7 Fll Windows Server 2008 R2 L , Active Directory FIF#{TER—EFKM ?

oo s o
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B RIB R Windows 7 1 Windows Server 2008 R2 FUNNEZSEEY, EEAINZESHEEY .

1. UEBRHEEEEMNRNBEFRSNESR.

2. ®HEFHRFIEIT gpedit.msc, 557K ocal Group Policy Editor ( ASi4ASRIEHRIEES ) 0.

3. H:Z Local Computer Settings ( At E4Hi&E ) > Windows Settings ( Windows i&E ) > Security Settings ( E2i8H )
> Local Policies ( A5H1550& ) > Security Options ( Z£&i%IR ) .

4, 75%&EAF Network Security: Configure encryption types allowed for kerberos ( fI4Z&2 : fit® Kerberos fiFRIINZEHEY )
FHIHE Properties (B ) .

5. [BFFTEELT,

6. Bt OK (H@RE ) . IERJLASEA SSO &R iDRAC,

X+F Extended Schema (¥ RZE ) , HFUTLATHIIMEE :

1. 7£ Local Group Policy Editor ( AR HRIEES ) B+ , SAZE Local Computer Settings ( AT EHIZEE ) > Windows
Settings ( Windows i&E ) > Security Settings ( Z£i&E ) > Local Policies ( A5thsEHE ) > Security Options ( Z£i#%
).

2. o528 Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ( MI4E%=2 : [REI NTLM : RETiEIR

S3ERRYtEEL NTLM i8S ) FH%HE Properties (&It ) .

E8E Allow all ( 28B#1F ) 5 OK (HAE ) , AAfSXIF Local Group Policy Editor ( Aith4HRREMmIEES ) &

BEFAFIZET omd, TR RSSIRAFEO.

15178 gpupdate /force, ARMIGEEH. XAMIIERFEO.

BEFIATFHZIT regedit, LHATE R Registry Editor (iEiZRmiEE ) &0

SfnE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,

FEANEEF  AREEALEHIEE New (#iZ2) > DWORD (32-bit) Value ( DWORD [32 {ii] {H ) .

9. BN IMEIAE B9 SuppressExtendedProtection,

10. BT SuppressExtendedProtection FFEEd; Modify ({€8X ) .

1. 1 Value data ( {EEHE ) RPN 1 FEE OK (HHRE ) .

12. %[4) Registry Editor &, I{ERTLAER SSO Z= iDRAC,

UN5R 79 iDRAC [FAY SSO FH{EH Internet Explorer E5® iDRAC , SSO £&KMFHETRMABRPZZME. MTRFRIEIES ?

(R iIDRAC IP #t31t%17F Tools ( TEL) > Internet Options ( #%I& ) > Security ( 21 ) > Trusted sites ( AI{FihsE ) B, R
FRHH | SSO BEMFHRMANBFEMZEE. B Cancel ( BUH ) Fikss,

BEERER

fEF Active Directory EHE-RERINGEER iDRAC EER SIS FhATE.

IEEH Active Directory EHEEREFITEBEREIT 10 7 , (BNREGEMLKETUETISE T Bk DNS IRSS88F01%F DNS IRSS8s , #B
EIi%E DNS RSSE8LM , MIATEEEERIAM D4, DNS RS SEEHIAITHEIS HIT DNS #8AT, iDRAC K&{#EFAEHH DNS REEILIEE

Ko

ActiveX HE(HTCIEISMEIE 8E-RITIERS.
TR Microsoft Windows MERFZIFERER. Windows STIFEIRAV LA ERE-RINZEIRSIRETER (CSP).

—ieskin , BRNEIETEEFE FERFEEEEE CSP , I Windows B3R (Ctri-Alt-Del) BRI EERIBANIZERBHAEE
Windows 2HRIENEIEEERHED PIN XHFIE.

E#ER PIN RIEfR.
SEERE REGEAERN PN ZUREIIZME. AXMERT | BRREERR RWIREGIVEER.

=S

BEEBIEHISFRER Java lRFRHZX ?

1REE Java 8 SEESMALAGERLLINGE , FHEL IPv6 MLREEN IDRAC EEHUEHIA.
BPEEE M iDRAC Web R , ERUZHISSIR(NARISIER. XE2TRHIRNTHIS ?
BJLA, X Virtual Console Viewer ( EEHMEHIEEERRR ) BOOILAEHENNRIE,
1EBRSS 28 _ LR A RSRK BRI AT LA RS EhFRROITIZIEHI STASIEIS ?

"LA,

P ZERXAFHIBTETEE 15 B HEXAIRS S LAIFthIT 2

O N Ao
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AR B STESRK RT KRB LR,
FTRFbSARERIRGERS ?

28 | DRAC BRI TFNERG | SRR ZZIFTF.

At PRI AT FRRSTANS 2

LAHISFISZERNT |, AP AR TSR,

KAF AR S XA EEEER ?

B

KAFERERERXATEEF&21E LAIRST ?

%, FIFSKXAR AR SIS ERIET XK,

iDRAC FF¥IH XA IRSS ESSTTEEH AR ?
{HaIEE DRAC BeENBRAVAEFERRT LA T E R A A EHIS .
MRS A RS SNSRI RFARR 2

RIREREEE Virtual Console ( EHMEHIE ) WAL,
ERRXS iDRAC.VirtualConsole.AttachState AR , BEAUTHS -

racadm get idrac.virtualconsole.attachstate
HEM Telnet, SSH HITFESIHFEA TS
racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState
IZIRSE R LAERRHIAE S & OSCAR B ER. AEHIEBAE  SERSSSEFEUEREERTS. 2R, BEERFR
iDRAC EZHIEAMEHE.
At aEEERSEOPERIERRERRKED ?
1R Management Station FYE7ReEHDHIERIZE /I 12801024,
J3t+4 Virtual Console Viewer BI7E Linux Z2{ERFRHIRELED ?
Linux FREHIEBEERTE UTF-8 K. RMEXKIBIREHRESTEERTHE.
91+ Lifecycle Controller HA Linux XA & THBIFARSE ?

)Fﬁ%‘i}%' {f,:;‘?%% USB EEARIKEIFERS | 1B USB ERARIRENFERFXAE X-Window EAERFG TR M. £ Virtual Console Viewer A1, BT
FHE—R(F -

7= Tools ( TE ) > Session Options ( &%l ) > Mouse ( f#F ) EITE. 7£ Mouse Acceleration ( BRFINE ) & , 1EE
Linux,

AEIRXET , IEEE—RIRIE,
YAI{E Virtual Console Viewer ORI Eirigst ?
EEEINEHIERIER , IR ERRISE 7 IERETR.
IREE%ESH DRAC EHNEHI = Fin ERIBE—MRIFIEDIT ( f7F DRAC EIMEHIEREMNTIAT ) . FIAAXEMEL.
B EUEHSIETER IR Microsoft IRERFAY , RILIEREREKERS ?

B, ST BIOS FEBBEIIZFHISNRS DInfEfst i1 Microsoft BERGFRT | R RIE EMS EEER | BKIRITIEEE
OK (HRRE ) . SWREAIARSE LItk OK (IRE ) SEENENITEEIRAIRS=R. Bk, A7 BIOS PRAEIEHIE.

(SR Microsoft &£5Y , FIRIREERFEIEHEERERA. ERERFAERIGES | 155 01E DRAC IREABEFTIREXAEMNE
Ha  AEBITEERFRA,

#1+ 4 Management Station _ER Num Lock ( #IZF4RE ) 18RI A EERMUEIZARSSEE.L Num Lock BOIRTS ?

HiET IDRAC ipERY , BB FROMFIEE R AR R SInEiRS 2 ERHFHENSRS . ERTESENEEHERIR
SRRT 2RSS LARE | TICEIR RS HEIRE 1,

AT ZMFENR RIS SRIERERE 4 Session Viewer B[ ?
BIEENERGEEEIEH S, WREAZSS.
MREBIEHSSIBEE#THERFBAFIBRZERSS S— T AFPEESNHESER?
B, MRAAFIHERS  WEBERGEHN.
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BEITEMENSRIERESMER?

EIVEB— 5 MBPS IELURERIFEE. RITMRERE 1 MBPS &,
BRINETEMENEEH ARBRERER ?

management station 3K Intel Pentium Il 500 MHz &MEEEFNZE/D 256 MB RAM,
HH2EMIENSEEREOGNSETR "XES" WiER?

EERIEEATREER Y DRAC ERIEHI SR RIZKNEITIERSHREEIN. —RERT , SITERSRRAN |, eIt
178, BRIEERTRER TITfEIRSS R R EAE R .

Bt A Virtual Console Viewer BB RIS ER"Out of Range" (BHBE ) HIER ?

BB R RERE AMERIURATRAISEGEL iDRAC BEBRIBAIVEE. BroRaRiHEEFSdascSEEHEER
Bt B YIRS (FINIBIRTANETE ) JiRESHINEAEE.

M iDRAC Web RERHNELIEHERIER , AHASET ActiveX Z2IHHEN ?

iDEFi_IAC g‘iﬁ%&%ﬁﬁﬁﬁﬂiqﬂo E SR EEIEH S SIERN B RE BN | 555 DRAC iNMIEIEFIRNEEENZ(E
=t :

1. EAd Tools (T E ) > Internet Options ( Internet %I ) > Security (&Z£ ) > Trusted sites ( Z{Sifs ) .
2. BATRUEEFHAN iDRAC B9 IP Hiftas, DNS ZFR

3. BN,

4, BatF Custom Level ( HIEENZS) .

5

. {E Security Settings ( 2188 ) &7 , 7€ Download unsigned ActiveX Controls ( TEHRERZAY ActiveX = ) TEE
Prompt (2% ).

#{t4 Virtual Console Viewer BAAZE=H ?
MRIEEEUNEER | BEEIEHIAIIR | BFATLAISEERERHREIUNEINEE | EFR2ERZERSSENEHE.
EREEHISR . B ARIRE DOS RAFEE ?

Dell BIOS {GEBIRIEEIRER I PS/2 ffR. IRIBIRIT , PS/2 BARMEREIMEHAENE | XSIEMRELSIER, iDRAC A USB B
FRAREIRER |, SOVFERLEII U EH BRI EFRCRERER. BPfE iDRAC 4§ USB MRS AR E1E1#45 Dell BIOS , BIOS
(PESEGEENUEH BT ARG AE. EESHERAE “Configuration”  ( BtE ) FRPIERIMEI(IRE /9 USC/Diags.,

BHEMUEHIEE | BIRNNITEEIIER SRaED | (BEFMRARAREN. ATASREZIWER | MAFR ?

YN5RFE Mouse Mode ( BR#FRL ) IREJ9 USC/Diags , HiREXMIER. ZT Alt + M RRLIGRNAERS EAIER. BXIR
T Alt + M LUEREAEH S ERIET.

BilEEIEFHSZRZZIM CMC Web REIFE) iDRAC Web RERY , 94 GUI RIESiERT ?
M CMC Web SREE5 IDRAC RIEEHIEHIGRT , SFTFHRHBEOLSEMESIE. EIEHEITHRARASHESXA.

S FRIRE— IDRAC R LS5 GUI FMIEEIEHIaRT , SIRERHE XA ZRIE) GUI, M iDRAC GUI ESBRaiEEnT.
SNER IDRAC GUI FEREIIEHI BRI E A XARM CMC Web REEE] , WEEASHI,

$3{t4 Linux SysRq #27F Internet Explorer EFGi&(#H ?

Linux SysRq $#{TA5M Internet Explorer {ERRREHIIEHIGRARE. EARIX SysRq # , #= T Print Screen SR , FIRTR(E Ctrl F0
Alt 2, 7EfFEF Internet Explorer BY , ZiE1d iDRAC #& SysRq B AIXZNITFE Linux IRSSES -

1. BUEIEE Linux BRSE8_ ERVEAREINRE. ERJLUFERLA TS Linux 22 EHTEDE
echo 1 > /proc/sys/kernel/sysrq

BLE Active X Viewer HUSEER EIBIET,
& Ctrl+Alt+Print Screen,

{SUEEHY Print Screen,

K Print Screen+Ctri+Alt.

oMo

®

BT AEEBUEFI S EEBER"Link Interrupted” ( “iEiZFEE" ) RUER ?

LIRS EREHS S RPERHEMEIHORT , iDRAC 27E BIOS EIRMLS-RATHIFF, IHFERATIENKTE 10 GB fiERLEK , FEHE
EERRIR BRI L EERERMIINN (STP) RIBIR FRIEER, EXMERT @ EREIRS RIS
PortFast, FEAZEIERT  EMEHSKETIER.

WSS F HIYER TLS 1.0 B , BT HTML5 BEERIEFIS R,

i¥: Internet Explorer fl Java 23BiA323F SysRq ThEE,
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TBHRERXISSERNRENER TLS 11 BUESIRAS.
B3 iDRAC BElitf5 | iBid Java iR(FBEIEIEHIS RN,
kR Java BEREETF | AIREMEMEHSE.

LT /R

At 2B REFIREEERSET ?
HIMPIESHERTSS | IDRAC B WTTFHERE | ST IRSS SRR XA RR RIRER.

REIEEZFIRRFREN CD , #i#Y CD IBAIREEAENFHAIIRE. EXMER T, MNREFIRFRFEEE CO FBAREKIK | B
HETREEIF EIERISERR. MREREKX | B GUI EFNERFHR 2 RIRVIR(E.

?ED;%E iDRAC Web REFEIEEAME RACADM BN "ENR" BEEIRE  ANALREENE | HAEERNN RS
EE,

EEFNEEENIENES | BFERAELNE Client View ( BEFIRRE ) &0,

B 2BTELIN ERLE Windows IRMERFEREHEIAIAIE ?

WNER(#HEFT Dell Systems Management Tools and Documentation DVD 222 Windows ¥MERFA , HEMZEERIE , BTFMNEIER , &
RO RS EE K AR B A BESIE) iDRAC Web R, LEBOADISRLIHE,

ISP SR ENTSISRE ?

AEZERS L 7519 BIOS IREHELES|S5KE. HEEH CD. EIMIES vFlash FRIEREERURES ISIUF. L5k, £ CMOS
gEEF'E’\J%I%JII)ﬁF%EPTE'F%*%ﬁi , LAGERRINIRE RIS 1S flan , EM CD IB5188515 | 1§ CD IRanssEcE N5 1SIFHRISE— MR

L BR BT LA B AR5 $hk & ?
IDRAC SSIFHEMLAT RIS SIS

CDROM/DVD B/ &

ISO 9660 B{&
o 144 BREEEREMYER
s FRERGUAMEIRBHIRER USB INEFR
+ USB [NfF&E2m15

{4 USB IIFRIRHTISISIRE ?
EETLAthiEE Windows 98 BEIES ISFHS R MEIEEHE USB INfFE. a0, M DOS IRARFHERALIT <

sys a: x: /s

He , x REBRENASISIRER USB 7R,

BN REMINFEERITIZiRE. (BfEiE1T Red Hat Enterprise Linux B SUSE Linux IR{ERFANRR LTERTI RN 2/ B
CD g%, W{IRRRILIDES ?

FL Linux iR AR EAERIANS B SINEEIE R IXANRFIEMN CD IXahes, EINHEMREIKNES , TEHE Linux SECEIE
R IKNRRANRE TR, EINHEMIRER RS :

1. ¥TFF Linux sp RIS T LA R a < ¢
grep "Virtual Floppy" /var/log/messages

2. FENZ(ERRIEFZBHIC AL,
3. fE Linux IR FHbEITIA TGS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep 28 11REHS 289 EIEL.
4. LB, 3, BF grep mOERHIREIE F EINREANISEE.
TR INFHEEE B AR BIR TS,
6. fE Linux I ~"fHbiEfTA T &S -

o

mount /dev/sdx /mnt/floppy
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Hep | /dev/sdx BFR 4 PAIRIRES , /nnt/floppy BRER.
ENNEREHL CD IXaNE , BEHE Linux DECEIEEHL CD WFN2BAIRE T AR, BINEEEH CD IKzf128
1. FI3F Linux S SIRRIFBEITIA T &S -
grep "Virtual CD" /var/log/messages

2. HANZEEHISRHZEFHIC TRIE.
3. 7E Linux IR fHNETIA TS S ¢

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep T8 1iREHS2AIRTEIEL.
4. EEB I, BE grep mINERFIKEIEF Dell 24 CD BNIRER.
HREEMTINFZERZENL CD IXEHES,
6. fE Linux I ~fHbEiTA TS S -

o

mount /dev/sdx /mnt/CD

B4 7E(ER iDRAC Web REHVTIZIEEHEHH2E | EETIIRSIENELIIEZESBMER ?
ENGEFHIERL IDRAC iR, MIBTiEERHEI T EMIKENSE, DRAC EiRSTHEIRIEHESE .
B LERE USB iREFBZIE . FRiBRY USB i8S &RRRTER ?

BRI ERIZET vFlash 8B ENEE USB IREIEEEIFEN USB 24k , HEB(IH=R— USB ixO. SX{HTEII MRS vFlash
USB IR EEZEN USB B&aiMN I USB BLMfFHERE | FTEEIUN R vFlash IREERSMEN USB REFSE T , HiEE
EInEETi]. NREVBERGEER—MNEUNRIZE | B2MINsn BII— NS MNEIINNREL vFlash 1858, BINCEEFE
WE USB IR%E , ReHFERIXEIRE.

USB Reset ( Eig ) IHBHAER ?
BRI EIRIEEDIIRSS AT USB 1I8&F 14 USB 184,
WASEIR I FRAOERAE ERE ?
BRI RISIENRE | BEIER T EIEHISREIN R | ST FINE—IRE
o BREBEERANRE.
o BREERAINRAEIAESSINE,
® | it EERT | SERSSBMENTRRELIZEI S/ iDRAC ZEMEIBEMAZRIA.

o INR{EMAZEEE Windows IRFZIIRIER S , i5FLEEFRI Windows Event Collector B Windows ig55. EHUTIHRIE , i5HKE
Start ( Ff¥#4 ) > Administrative Tools ( E¥ERTH ) > Service ( fR5% ) . AiEE D Windows Event Collector FE2 Stop
( {EE ) o

EEEWRRRHE USB NFRIIAEE , BEEUMNREER—MRHEE | A ASHREREMER ?
FAVFRRSGAEMIERINRE. XARTEERNSRATHNARER , AEE=t U CIRaI=S.

R R IREN R LTSRS R RE ?

REASRERIRFNRTSTRF FAT16 B FAT32 SUHHRE,

P AEED ER T R&EE DVD/USB BY , BMERIMNRARIARER , (ARRTERES ?
INFRRERITAE M (RFS) ThRE , MEEEIRER. B, EaJLUER RFS SEIN R | (BRI ERA.
LN EANER TLS 1.0 BIEENER HTMLS BIERINT KW,

SRR RNREER TLS 11 BiEShRA.

BMNEREELR , B iDRAC BREMNER EEUET"h CEE".

NERZIAER Activex B Java FRIFHIAREILNEFFEE iDRAC HSHIIMER IR ENIFH | BBAERRKSTREETS "BEE” . K
BhNR=NE Sn B BRINERRIIN | LUBIRENIN R,

vFlash SD &

vFlash SD ={aJAJ4HEE ?



BMFIEE4THRT vFlash SD REHIE. HlUN , FEHIHRHERIFIRES.

A
SNMP 35uE
HHAEFEE “Remote Access: SNMP Authentication Failure” (iEf2ifla : SNMP ISIFM ) ?

FEERIIEF | IT Assistant SERIGUER R get F set BREFR, 7E IT Assistant 1, get BIRETFR = public , 1 set BUAZFR =
private, BRAIAIER T , AT iIDRAC REEFEFFRY SNMP (RIERZFREIAEFRE public, 2 IT Assistant &H set i53KAT , iIDRAC RIEFERF
SHERE SNMP IRIHEIR | BAT{UESERB R = public AYIEK.,

BERF1EAERE SNMP ISR | SN\ IBREFESHNEAREFR. BT iDRAC RATF—MEAETR , S iEHERAY get F set
FUABFRETF IT Assistant BHIRE.

Fines

FAEEEEIRRRIFELSMERRET . #H OpenManage Storage Management RRAIFKIZELL iDRAC B, </Z2>
IDRAC (VB REBRANERE (CEM) FidFiIiREHER.

iDRAC PRS31=RIR

{E%& %)= 1T iDRAC Service Module Bl , E&MN & OpenManage Server Administrator ?

B IBAREEEIE Server Administrator, {EZRZERIETT IDRAC Service Module Z gl , IBHRREELE iDRAC Service Module 124HI
Server Administrator &g,

NS EEHIRERFPREF S L3 iDRAC Service Module ?
ERERFHER T ZLE iIDRAC Service Module
&7 Windows RS £ -

FIFHESIEMR , 30E iDRAC Service Module B2E%IFELERRFIFIZER,
Fiz1T Linux NRZ L -

5175 rom —qi dcism, WIEREZEE IDRAC Service Module , BRAVRSHEBRE,
@ i*: Z}2E Red Hat Enterprise Linux 7 FEE &3 iDRAC Service Module , i5{#f systemctl status
dcismeng.service 3% , MIAE init.d H%,
IR ERFHZER iDRAC Service Module BIERES ?
BB RHEPHY IDRAC Service Module BIRRA | iBHTIA TE—IRIE

« {KRERT Start ( FHIA ) Control Panel ( #=#IJH#R ) > Programs and Features ( f2EFAINGE ) . BE%2E iDRAC Service Module
BIRRAIEHITE Version ( BRZA ) ¥ET-EAh,
o HEERAYE NS ESGER.

4% iDRAC [RSSIERFFENRIEBIRBRIRMTA ?
EEL24E IDRAC Service Module , BB EE R K BIRIAIR,

7 iDRAC Service Module 2.0 JiRERLRAr , 7EZ2%E iDRAC Service Module B , 132 REISHE , ISHILESEASXIF. B
EE (BRIsE) | TREXZISHESSENMEINGEE. INMERRLbESR ?

224 iDRAC Service Module Z 81 , iBHIRIRSZEEESE 12 f{ PowerEdge IRSZEEENESIRA. Ity , BREFEANE 64 MERE.
ERMERFATPIBETUTES , BESERES “EF USBNIC #Y 0S F iDRAC HiE" ThsEti2ule. AtA?
The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iIDRAC Service Module {#FIE-TF USB NIC IHEEAY OS &l iDRAC B , #1375 iDRAC HIIE(S, BRY , KRE USB NIC #ZOEE T IEHRY
IP s, (B@EEIHAREY. JAEVIRERARBRERR— N BEiREEIS MBI USB NIC Birky NERHIRFENSE—BixR
Bt , BTRESHILXFNEN.,

. 61: &l E!

Btn ZIES P& HEnS & ESiEtT 8% fEREO
BRIA 10.94.148.1 0.0.0.0 UG 1024 0 0em?
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Bix S L& HEng tR& ESigtR &% fERAEO
10.94.148.0 0.0.0.0 255.255.255.0 u 0 0 O em!?

link-local 0.0.0.0 255.255.2565.0 U 0 0 Oeml

link-local 0.0.0.0 255.255.255.0 U 0 0 0 enp0s20u12u3

=R , enp0s20u12u3 2 USB NIC ##[, $EES-AbBIREIERESR . FH USB NIC EIFFARE—. XSS IDRAC
Service Module SETF OS F| iDRAC EIERY iDRAC 2 [BINEZEMART., E2hnEiZaR , iBHEY N EVUIRIERSSE IDRAC
USBNIC IPv4 it ( ZRIAHEHER 169.254.11)

B, EHITLUTERE

o EM—RIBRERE_EER IDRAC USB NIC H#iilt,

o NERETHBRAZTENSEE | DBBERETHEE DRAC USB NIC IPv4 bRt |, BEEIG% USB NIC,

{E iDRAC Service Module 2.0 fISERRIIRA L , £ VMware ESXi IR5Z22rhEN%% iDRAC Service Module B , EHI3ZiGHN a2
vSwitchiDRACvusb , i4H7E vSphere E ik L5237 iDRAC Network, HHTISELRIES ?

£ VMware ESXi fR5388 222 iDRAC Service Module VIB Bt , iDRAC Service Module &8I vSwtich 1 PortGroup , LAMEFE USB NIC
BE{TET OS 2| IDRAC B85S iDRAC #HTIB(E. HEfE . BEHASHEY] vSwitchiDRACvusb w148 iDRAC ML ~iifiiR. &
Faifiek  BHITUTES R’ —:

« % ySphere EFimticEMS , AGMREE.
o BE Esxcl FRAUTHS

«  EIFRIHOLE : esxcfg-vmknic -d -p "iDRAC Network"
o EER vSwitch : esxcfg-vswitch -d vSwitchiDRACvusb

@ |#: EAILIE VMware ESXi BR3558 L EHi%% iDRAC Service Module , Bl R A I IRSS SIS A IREIDER,

SHIRY LifeCycle BEMFIRMERFHAI L(IE ?

EBEESH LifeCycle B :

. 62: £MAARTAE

BERR Vi1

EHEESE Windows BEZES. FiE iDRAC Service Module &
o EHA R EERIG S22 %R iDRAC Service Module T,

() |i¥: EisM 2.1 FIERRAFP , £aEAEATIESETE

Lifecycle Controller HEBE&IRT. £ iSM 2.0 FIE (KR
Microsoft Windows & , BE18E#1Z iDRAC Service Module JEZRT.

Q@ |i*: AR AERIERILAFER iDRAC Service Module
TEIEFEHTELE, E{EREE iDRAC Service Module (&
PIRFEIEFRT , AIECELE.

Red Hat Enterprise Linux, SUSE Linux, CentOS #[ Citrix /var/log/messages
XenServer
VMWare ESXi /var/log/syslog.log

TE5ehk Linux ZERATATRZERIMPLE Linux MBERIEFEHATIITIY 2

BEE Linux NBEEFERI7IZ | 5515 DRAC IRBIEIREF1SR 7T , MUEA © www.dell.com/esmmanuals RY Linux
Dependencies ( Linux 84 ) —73,

RACADM

13 iDRAC Ei& (iEiZ{#EM racadm racreset i< ) [§ , MIRRBEAGS , SEFLUTEE. XRFMLIER?

ERROR: Unable to connect to RAC at specified IP address

LHEEHEWREER IDRAC STREIRE | ARERHB— <.
{iEF RACADM ar SHIFap SRy , FLLEIRAERTR.
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{$F3 RACADM @Rt , AIRERIBEILAT— M SHEZ MEIR

« ZAHth RACADM (HIRER — WBE. ENRIEIRIIBFREIRG DR,

« ITFE RACADM HHE(SE — 0 IP HuliHERR . FIF R HERE S0t iR & )R,

¥} iDRAC i#1T Ping llistHAE , MNREEMRNNHFIEN ZEHERILEE | MiRE Ping IR,
BRES LR ARP K,

izt RACADM Fi% I SUSE Linux Enterprise Server (SLES) 11 SP1 i&#%%! iDRAC,
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