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% Licensed features in iDRACY ( #E iDRACY HREIEFRITNEE ) .

VFRTIESE

iDRAC Basic B iDRAC Express &R 4t EaI FBRUAMEIFAIE. iDRAC Enterprise A IEEIEFTE ERAIHEE ATRERIMOSE, $RHAY

Enterprise {Fa[IFERIZR -

o 30 XitF — HATFNERETSEATE , BRREBEIRR , 1HHI8ERIET. WIFNETAER,
o KA — FANEERIRSInE | MBERXAMN.

TR TS 14 KIRSESPIRENBATFATIE -

Z&. 1: BIAFENIE

‘EE%%

iDRAC Basic FHJIIE iDRAC Express #FaJif

e PowerEdge R4XX PowerEdge C41XX
e PowerEdge REXX PowerEdge FCEXX
e Powerkdge TAXX PowerEdge R6XX
PowerEdge R64XX
PowerEdge R7XX
PowerEdge R74XX
PowerEdge R74XX
PowerEdge R8XX
PowerEdge R9XX
PowerEdge R9XX
PowerEdge T6XX
Dell Precision Rack R7920

®
®

iF: PowerEdge C64XX ZE&Gta] FARVERMAIFE]IER Basic Plus, Basic Plus IFEJIER C64XX RFEEN A,

iE: PowerEdge M6XX E &t r] FBHIEAIAIFB]IER Express for Blades,
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SREVAFRTIERY T3k

EFRLA M7 EER AT EREGF AT

o VFENEBERNARSSI I - Dell Digital Locker SATFEE—MIEEEMEEENm. KEFFAIER. DRAC Web REIRM T¥FAT
IEEENIRSSIFEE | BHEEIERE > i,

o FTFHMY - NEASHFHUIERSE | IFANESMINEIRERIE FapE,

o HER - ITWRSRIEZXEITAILE,

(D)|3%: ST ANERMSTHRANFERE , B ErohEERES 1P

A + =

el RE

PTFaNEEIERES 2R |, BHEEEREGFIE. BXIFS | BERRBIF G E.

D|iF: NREWIHRA DT LEFTETFIE , BREM TS,

STF—I—F AR |, A LAER iDRAC, RACADM. WSMan, Redfish ] Lifecycle Controller IZf2IRSS , X F—XIBFalEE

I8 |, 1&eTLAERS Dell License Manager , SEHIAT RFIFRTEERE

o BHE - BEELRIFAILEA.
. %{;ﬁﬁﬁ}%ﬂ:ﬂiﬁ}ﬁ BN FERI AN E | HERSSHSNRE —BESA DRAC, MRFHEESIIIEE , U
SEBEHEA.
()| iE: REEALASHH LML |, BRESA. ESAFADNE , iBM Digital Locker TEEIFANESMIGSEFAIE
BRI ROEE F AP ZRIFaIIE.

DliE: SNFTILEE |, HEEEFESE DRAC, X{UERAT IDRAC Web R,

o S - SHELEANTFANE, BXESER | 15515 IDRAC Online Help ( iIDRAC BX#NEEED ) .
o Bk — MBRFRTIE, BXESER | 15215 iIDRAC Online Help ( iIDRAC BXHEEED ) .
o THRFE - TIHRELEF AR L BB AR ISR
()| iE: ANFERERERMREN T RHEER  BERACERSIRENZEENERTIZRSIRI . dell.com, BEXESES
1B2%) Internet Explorer TBES{4,

IFF—IZIFRIIESRE |, RBILAEH Dell License Manager, BXEZ(ER. , 15215 Dell License Manager 755 , BIAL : https://

www.dell.com/esmmanuals,

VRN RYIR S e SR LA B BT B
TR T BT BRSSO A A ER( R |
& 2: BEFRSHFHRFRIERE

VFRNIE/ BHRSESR SA Sit pR THEZ
FEERER a a a =
iEEIVFRNIE 2 = = =
TERFRNE B = = =
AN RRERMER a = = =

{5 iDRAC Web REEIRFOJilE

B iIDRAC Web REIETRIFTNE , i54ZE Configuration ( it& ) > Licenses (FHJE ) .

Licensing (iFH ) RAISERSIREXEKANFIE , & OLREEARFAPAFEANLEINFNIE. BXEA. SHESMBRFENIERYE
Z(EE. , 15505 iIDRAC Online Help (IDRAC BEHIZ58D )


HTTPS://WWW.DELL.COM/SUPPORT/SOFTWARE
https://www.dell.com/esmmanuals
https://www.dell.com/esmmanuals

{£F RACADM EIRFalilE

E(§F RACADM EIRFONIE , IBERIFIEFH<S. BXFE 1555
iDRAC RACADM CLI #5/& , ®1lL : https://www.dell.com/idracmanuals

°

{£ iDRACY HRRYEiFaI1IREE

T&5IH T ETF WA EETIES Y iDRACO THEE
. 3: (£ iDRACY 92 iFaIINREE

ThsER iDRAC9 |iDRAC9 iDRAC9 Express ( 7] | iDRACS Enterprise
Basic Express RURSE)
B0/
iDRAC RESTful API ] Redfish 2 2 £ 2
IPMI 2.0 = 2 = 2
DCMI 1.5 = = = =
EHTF web B9 GUI = = = =
RACADM T ( Kit/imig ) |2 = = =
SMASH-CLP ( {BR SSH ) 2 2 2 2
Telnet 2 = = =
SSH = = = =
BITEER = = = =
WSMan 2 = = =z
[SEELRIE DY B = 2 =
S
$E= NIC (LOM) B <! & i~
% NIC? £ B B2 22
VLAN #Rig = = = =
IPv4 B = 2 2
IPv6 = = = =
DHCP = = = =
F42fik DHCP B & B =
N7 DNS = = = =
RMERSEE = = = =
iDRAC Direct - BiE#R USB 2 2 = =
EREE = = = =
NFS v4 2 = = =
4 NTLMVI FT NTLMv2 9 =2 2 = =
SMB2
=zl
ET AR = = = 2
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. 3: 7£ iDRACY HIRIEFAITNRE

Thaeapt iDRAC9 |iDRAC9 iDRACS Express ( H 7] | iDRACY Enterprise
Basic Express FItiRZER)
AR 2 2 = =
SSL hn#Z = = 3 =
IP BELE B = = =
HRMRSS (AD. LDAP) = ) & =
WEBHIIIF (Beer) S B £ =
B—ER & B & =
PK SHIGIE (1&RTF SSH) & = 3 3
FIPS 140-2 = = = P~
L2 UEFI 5|5 - IEPEE = = 3 =
e & £ B b~
I EEMNNLLKISHEE - BR |2 = = =
HE
iDRAC Quick Sync 2 - B]i%EA9EE | 8 2 2 2
BESHIIE
iDRAC Quick Sync 2 - $#mhiReE | 2 b~ = =
FERINE LCL
IEETFE
E R = = = =
5S4 = = 3 =
LAN 8317 = 2 2 =
RN & S = =
RS A4R ) S &S =
e = ) = ) 2
EEHIEHIEH HTMLS i8] 5 5 2 s
PSS S & = =
SBIERFRY VNC &8 ) B & z
[RE/ T EaiEhl S S S =
EREHEIME (RE7TMHER | B 5 5 =
FF)
REHIEHIBHIR S B S 223
EIREFEDK ) £ S =
Group Manager B B B 2
HTTP / HTTPS SZ#FLAR NFS/ |2 = b~ =
CIFS
FIRFIER
SCRThERIHRES = = = =
IR EHEFNZR = 2 3 B2
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. 3: 7£ iDRACY HIRIEFAITNRE

TheEak iDRAC9 |iDRAC9 iDRAC9 Express ( [Hi[A7] | iDRAC9 Enterprise
Basic Express FItiRZER)
SERTIRER a 2 2 2
ST H0Es a b= 3 £
THEPRER = & & a2
Power Center 825§ ) & ) 2
RN = = = =
BEEZER a 2 2 2
IEfFIRR R
SRR AEIE = 2 2 2
TSR b= 2 = £
SNMPvI. SNMP v2 #1v3 ( & | = 2 = £
FHIREY )
TR R B = 2 2
AR ERSIE = 2 2 =
JXUBS = = 2 =
FRIRIRE N = 2 3 2
LAt = 2 2 2
CPU 5 = = = =
RAID 53 = 2 = £
NIC Y5 = = 2 2
a4 ) 2 b~ 2 ]
T MEREHS a a £ 2
IS SSD EEHRER = = = 2
HISIBENTTEEIRE = 2 2 £
B
IR RIS = =z = =
BAREH LR = = = =
SteEERS (tinEr) |8 a & 2
S e e & 2
BOHR PSU B EEST 2 2 2 2
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TheEaR iDRAC9 |iDRAC9 iDRAC9 Express ( [Hi[A7] | iDRACY Enterprise
Basic Express RUIRS3E8 )

EpEFRE

B F10 TR MECE = = = =
BRARMERFHE LR = = = =
BRAEETH =2 = = =
Sy a = = =
R RSB & =2 = =
ERATUIREERE = =2 = s
B ENRIREM = =2 = =
BIREMSH = = = =
poir ==} = = = =
eSS a a B =
REEX/ ENRERR = =2 = =
GUI FPRIBRSS RRECE S 1 = = = =
iCHifERF. IRSSTIRZCR

BRARBHI T =2 =2 = 2
B4R a =2 = =

@l iE: £ RAID BB EHTEREBIRE | EIREHFECERIRIETTANE | FUEBITHR | Lifecycle Log ISIR EMIEATEBG SR E.

RS EREEH =} & & 2
ZIER ( RAEE ) 2 2 2 2
IRBBERBLR = =2 = 2
I INGS =t 2 2 2 2
LED IEf TR IR SIS 8 2° RS &R 25
LCD FB% ( DRACO ZEEmE) |2° B2 REFA 25
RIERS (BENFC 4R, (v | TER | NER SR NEF
1B

iDRAC Quick Sync 2 ( BLE/Wi-Fi |~ = = =
i)

iDRAC Direct ( BiE USB &% | = = 2 g2
0)

R\ IDRAC Service Module = = = 2
(iSM)

iSM FtsREIRIERIENSEIE |2 B 2 2
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. 3: 7£ iDRACY HIRIEFAITNRE

TheEaR iDRAC9 |iDRACY iDRACY Express ( 7] | iDRACY Enterprise
Basic Express RURSES)

SupportAssist Collection (RN |2 = = =
=)
AR & =2 = =
BRSNS 4 & & a 2
5| SR & & & =
FHEIR DRAC (LCDID#4H) | = = = =
IFRERIR IDRAC (FFEiSM) P = = =
L NMI = = = 2
IBERGISIRER = = = =
RFEEMHAE = = = 2
Lifecycle A& = = = 2
Lifecycle Controller BEApi&gE | 2 2 2 =
HEie=
TR = =2 = =
ERERFZAE ) a = =
GeE A =g = = = 2

. 3: {f iDRACY FREICFaIThAE
BOHEIE IS
iDRAC - EE{RATLLIR ~ER (2 NEA = NER NER =
8 EEZRE
FEHTML 2 GUI | FNER |2 NER = RNER RNEF =
1 BIOS EREiINE! ~NER |2 NEMA = ER ~ER =
iDRAC GUI
X4 SWRADFRI | AER |2 NEMA = ER ~ER =
iDRAC 7%

[1] 82 vFlash SD £1&.

[2] 500 RFIFNERAHIZEBRSS RRFIEUIR S SR B =R R A BES ALLINRE | LRSS LIRS,
(3] IEFE A CEREHTINRE(NAER IPMI 5244,

]
]
(4] {RAER IPMI 3248,
(5] BfRiRS=8 LFE OMSA I,

1518 iDRAC RISFEFAIIN

TFFUH T8 DRAC (UFRE.
®

iE: RIER— A LRRE ST E ISR,




. 4: 158 iDRAC RISREFIIY

REHHN {88
DRAC IREXRFIRERF | (A IDRAC IRB AR ITIRERATRE, CEE— NIAETE , AlET IDRAC Web REISE
(F2) ThEE—Heif,

Zi5(8) DRAC IRENFITER | 1IB1ES ISR <r2> | REERFIREFFPNE LHTE iDRAC
g8,

Lifecycle Controller (F10)

{$8 Lifecycle Controller 117 iDRAC BtE. Ei/|8] Lifecycle Controller , I57E5 | SuIfEH#% <F10> SAIREE
ERFAILE > SRIEHEE > iDRACIEE. BXEE | 155815 dell.com/idracmanuals _FIZ{HHY
Lifecycle Controller [BF 5/,

iDRAC Web 5%H

{53 iIDRAC Web REEIE DRAC HISNSEERS. NSSHEY HTTPS inOZEZER Web IRSSE8. HUE
TRIB(ERT 128 (U SSL #HTINZLARRISFAMANSSEE M., B HTTP iR DA EEEENSEERE HTTPS,
STRRETLUEIT SSL CSR 4 a2 HEB 2RI SSL IEBLUFRF Web IRSSEE, TILATMEMA HTTP 0
HTTPS imH. FAFRSERISERETHFPIR.,

OpenManage Enterprise
(OME) Modular Web 5§
i1

O|#F: KREVERTF VX EA&.

FRUSUFOEIENAES , R OME-Modular Web SREIAALA
o BEEZERFNRE

3 iIDRAC Elft

FEE iDRAC MIRIRE

ERE| iDRAC Web R

Be). ELSERSERR

E#T BIOS. PERC FISZHFAIMLEIEHC RS

BXEZER , 15208 IEHET PowerEdge MX7000 #1#889 OME - Modular FBF$8Ra , ML : https://
www.dell.com/openmanagemanuals,

CMC Web i

O|i*: REE MX B4 AR,

PRESFNETIENFESL |, 5F CMC Web FEIAAILA
EESTRFHOKS

3 iIDRAC Elft

L& iIDRAC MEIZE

B2 iDRAC Web R

Be). ELSERSERS

EHT BIOS. PERC FIiFAIMLEIEHCRY

fR55% LCD MEtR/41AE
LCD MR

fEFRARSS =R RIEAR _EAY LCD ATLA -

o EEZR. IDRACIP B MAC HBlit, FIFAI4RIE=RTER.
e i%E DHCP

o FE iDRAC 8% IP IRE.

XF7IRTBRSSRS | LCD (T HiERIER £, FEMRETIRHA.

EEIR DRAC TIAEHEISIRESE | BRtRsmREd @ 6w,

| iE: RESEAHSREN BB RS A 124 LCD iR, WF7IAIRSSES | LCD RrFHIAERIEAR
L FAE#FETIRHA.

RACADM

ERLESIT A BRERATLIAIT DRAC FIIRSEEEE, ERLITEAKFITIZE(FR RACADM,

e Kith RACADM ST REELEE RS HEEEBENZIERSA HiafT. Kith RACADM BITEHTH
IPMI EH#ZOS iDRAC IEE. HTEREEAMZERS L  RAAPEEEREIRERS . 168
BT AN BIERR. AP WRESREBNEERNIREE BIRAF | TReFEALAFER.

o fE RACADM REEEI NEfTHIEZ PR AFER. EEETI/INNEZEOESERR BT
RACADM %545 , FEEA HTTPs @i, -r EIfEMLZE 51T RACADM §5%,

o [E{4 RACADM BILUEIL(FERE SSH &R iDRAC #7iAiAl. EelLUsfTE S RACADM #5% |, ToHIEE
iDRAC IP, FAF&BEERE.

o (BICEIERE DRAC IP, FAIFRBEERS , BIRNETEIS RACADM s, #A RACADM 1R FFE | 1&
AL EEET®S |, T racadm 518,
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. 4: 158 iDRAC RISREFIIY

Rk Y izl

IDRAC RESTfUl APIF | Redfish BI# RSPAEIE AP REATHREERSS/VE (DMTF) EEXAMRAE, Redfish 2 F—RRSKERE

Redfish BOMNE , YR, $eBFHIRSSEEE, B2 —MEi5ARmE |, oA RESTUl REE X AE
DBISIEAENAIEE  NTTHITHHNERAEE. CESSMIRSSS | SEMIRSS. NZEXE)H
LIRS EEIMELAR KBELRINE,
Redfish ATBIS B RS2 EE AR AT
o FEEMAZMFIRT B
o SHUELREM
o OIRRNHAAI O fRiEREEO
o BEIZFERINE
B3k IDRAC Redfish API SEHYEE. , 1518 www.api-marketplace.com

WSMan LC ITEIRFET—XE R AEIHESH WSMan Y, EA5(ER WSMan Z i (30 WinRM 2%
(Windows) 8% OpenWSMan & i (Linux) ) EEF LC IZf2iRSSTIRE. BB RILAER Power Shell 8
Python 3E4RE WSMan FREMIZA.,
Web Services for Management (WSMan) 2EFEIEXSIGANNY (SOAP) BUthY , BT RAEE.
iDRAC {3 WSMan {EEETF DR EEES/NE (DMTF) 2BEREE (CM) NEERER. CIMER
AEMEBESERFEPENANENINEERE, BT WSMan SREAIEIRHIRETZ] DMTF BLE& ST4F]
Y REEENHH iDRAC TEREIRAL.
BXESER  BSRUTHRE
o iR ES IR REN [ TSR, Mgl - https://www.dell.com/idracmanuals,
e MOF FMIBLE & - http://downloads.dell.com/wsman,
e DMTF Wik - dmtf.org/standards/profiles/

SSH {883 SSH IE4T RACADM #5%, BRIAER T , 7 iDRAC E/EFT SSH ARSS. BILATE iDRAC HZEF] SSH
IR55. IDRAC R3ZHFHH RSA EHEHEAM SSH IRA 2. BENRSH iDRAC BHE4ER—NME—HY 1024
i RSA,

IPMITool {s5F8 IPMITool i@1Y iDRAC i5IENTIER SR EASIRINRE, ZFREEIEAME IPMI, LAN L IPMI. IPMI &
17%0 LAN EEB1T. BX IPMITool IEZ(ER. | 1§51 dell.com/idracmanuals L8 Dell OpenManage
Baseboard Management Controller 2N HFe/7/E/ 452,
D) : IPMI A 15 T3,

NTLM iDRAC 781F NTLM AAFRESMHIGIE. SSEMUFINEM. NT LAN Manager (NTLM) 2—E Microsoft
MR MNY , £ Windows RIZEHRIETT,

SMB iDRACY SZHFRSSESHELR (SMB) ¥, XEMEHHEMNY , BASIFHIER/ SMB IRAZ 2.0 ,
SMBV1 AREBSZEXH,

NFS iDRACY 4F RIEIHZR S (NFS), XEDHANERS MY | (FRFEBERS S LRHTEER.

. Sl i
iDRAC ix[E2

TFRAH 7B KRR A IDRAC BFAEERGRO. XS TRIMEERIZNA DRAC im0, (/% ) EeJLUgsASEum0,
HiggugO |, 1525 BcEIRSS TWE_LRY 80,

#. 5: iDRAC BFSIRiEZAYIRO

wOS 5] Ihe Q=i .| ERINZBRA
22 TCP SSH 2 256 i SSL
23 TCP TELNET 2 %
80 TCP HTTP = 7
161 UDP SNMP I8 2 v
443 TCP HTTPS 2 256 {37 SSL
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#. 5: iDRAC BFBImEEAIRO

wOS £S5} Thie RIEEiR O ERNZEERR
623 uDP RMCP/RMCP+ & 128 {37 SSL
5900 TCP RN SREMEREER. EUNR. &L 2 128 {3 SSL
MHFTFIRFE N =
5901 TCP VNC B 128 {31 SSL
D) i#: 24 VNC IhAEEFRRT , #0 5901 FF.
T4 T iDRAC BfEE i
Z. 6: iDRAC BIEE FikkYiRO]
wROS KB Thae AR EiRO =10 125
25 TCP SMTP = 7o
53 UDP DNS B 7c

68 UDP DHCP 73 EchY IP ik & %

69 TFTP TFTP & %

123 uDP RILERITEINY (NTP) & %

162 UDP SNMP Bt £ 7
445 TCP BF Internet 4R (CIFS) & %

636 TCP SSL _E LDAP (LDAPS) & 256 {31 SSL
2049 TCP RILESUHFR ST (NFS) a 7%
3269 TCP £FRF (GC) LDAPS S 256 {17 SSL
5353 UDP mDNS & 7c

i¥: EFEETEEEAT , iDRAC i@idis 5353 8 mDNS #HTiE(S. BR , HJEWRZART , i[O 5353 # iDRAC RIPIERRA K i
PR LEFH RO R TH ks .

514 UDP RERFGHE

iSaIEe R ERVEL IR

Hiv iDRAC REEGEIEIHEEE (?) BiReILAUBBAIEER Online Help ( BXHESED ) 158BE3Z {4, Online Help ( BXHESED ) 12tHx%
web FRE ERTAFERREIRBINFMRER. b, Dell XML dell.com/support FRILATRBAXHEM T X FERBFIREFHR
{E IDRAC YOG R

e IDRAC Redfish API #53 fR£ 7% Redfish APl BISE.

e IDRAC RACADM CLI 753 1Rt TBX RACADM Fin<. XIFHIRME. iDRAC BUHURERMNSRENRIER.

o REETEHIGIERE IRE T XTI BETHITRASEESHNSHIRENEEES.

e Dell Remote Access Configuration Tool User” s Guide ( Dell Remote Access Configuration Tool FBFPER ) IR T X FuAERTE
SREREMZEHRY DRAC IP #BIHRYEE. | LARANEIARTATIRY 1P it iT—XIZ B4 AN Active Directory BEEBEHIER.

e Dell Systems Software Support Matrix ( Dell R4 ZIHETR ) IRIHBEXET Dell KA. XURFTHURERRIARATLAZ S
XL RS EAY Dell OpenManage HHFAIEE.

e iDRAC Service Module User's Guide ( iDRAC BRSZHERFFISRE ) IR 7B XUI%%E iDRAC IREEHRIIEE.

e Dell OpenManage Server Administrator Installation Guide ( Dell OpenManage Server Administrator Z2&H5RE8 ) B ESEEAIZZE Dell
OpenManage Server Administrator B9,

e Dell OpenManage Management Station Software Installation Guide ( Dell OpenManage Management Station {4358 ) B2
BhZZE Dell OpenManage Management Station Z&ATER |, 1ZAX(EEE Baseboard Management Utility, DRAC T E#[ Active
Directory S IEEJT,

e Dell OpenManage Baseboard Management Controller Management Utilities User s Guide ( Dell OpenManage Baseboard

Management Controller Management Utilities FIFERS ) &KX F IPMI RERER.

®

v

fim




e Release Notes ( &1TIRER ) IRMERFHIRBXHINRFEF  WABLRNBPSRARBHRERIIASE SRR,

AFAUTRGERIANESANESER

o ZRAMMNLZSRBIRETEENRZLIMANES. HBEHERIESH Regulatory Compliance (FEMEHME ) T, MiEE
dell.com/regulatory_compliance, {RIE(EERIEEE S TR | tBATREN R IMAGRBES 4.

o HIZRARFRTSZMITAY Rack Installation Instructions ( #lZ8&%E5EE ) NMBUMTIE R AL REINZEF,

o A\/TERERMET RFEINEE. REBRFAAMEAITIA,

o TERUREFMERTEXREABNEE , FHRA T UTHIR RS RE AR L B R SR .

BAZR Dell

(Dlif: MEETBGEREE Internet , WAILIEGHIWIAE, %E8, WA Dol FRERTRIBRES.

Dell IRASFEXHIE T EEIERISFIIRSS LI, BARIRSMEREE R/ XN RIARMNAR | FRERSEEREX
FJREARAE. WNEERER Del BXHE, BASHSHEFRSEE | 1B0E https//www.dell.com/contactdell

M Dell 3Z55utiin1ai B3 44

S LB LA T ANz —iBR SR BA S

o (ERELITHE:E :

BXE W ERFAEIEF OpenManage Connections BE3 {4 — https://www.dell.com/esmmanuals
%XF OpenManage 1BAS {4 — https://www.dell.com/openmanagemanuals

T iDRAC F Lifecycle Controller 1583 {4 — https://www.dell.com/idracmanuals

ERMET BiRE {4 — https://www.dell.com/serviceabilitytoolsDell.com/ServiceabilityTools
BrEFinmnSEMRFEEIRIRAN{4E — https://www.dell.com/omconnectionsclient

(e EIBENR AN

1. 718 https://www.dell.com/support,
2. & "WMAERSHES. FHS..." HEED  BATRETR. HI80 , PowerEdge 5 iDRAC,

BERN B RILEC - RAYFIER.
3. IEERIEHTR | AR HIRRENTREGR Enter #.

4. B,
5. BEFAFNREESI .

(B mRIEEESE IR BE S 4
IEAh | R T EIdIs R = mRihal B

1. iA08] https.//www.dell.com/support,

2. BE "NWEFBEFR” .

3. BAEATHAIFTmER] | BIANRRSRE. Bt FiERES.
4. BEATHEIFTm , ARBRERERS (RERA) .
| WFRLF=R , EETRBEAST 5.
BAENH,

6. BAEFMFNRBENS.
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E35 iDRAC

&R LAEA IDRAC FBF. Microsoft Active Directory FEFPERIZZ B RiAaY (LDAP) FBFRBE S iDRAC, talLAFERBE—ERa
HEEEER.
RNTEELLM | B NRSHEME DRAC E—FRS , ZEBMNT RS EERE L. IWHE—FEaliEE iDRAC FIRSSEHNZ 2.
EMARFREA root,
ITERSRT |, ST LOSRMRBESZRNS calvin fEAZNAZRS., INRISRRBERTE , NESBERSSEFRE AT,
EIhRAS , DHCP BMAERBEHE iDRAC IP #EEEZS S Be.
Q|

o BINVIEBREFE IDRAC FIBIRABEER IDRAC,

o DRAC GUI AIFNILEESIRE |, B0 IFiB. BiiHaiRIER.

@lii: BXRAFPSMERENERER | 1550 SRR MEETRF NE LAY 18,
EENEANE | BER EXEOAE R TTE LA 36,

== \\/ 2 =
BENXZEHEIE
AL ERTE EBRNBENZTEF, SAJLUMER RACADM, Redfish B WSMan SKEENFERH, FBERJLLE 1024 8 512 UTF-8
FHKE , BARATEERNES.

X7

AASHBEER. Active Directory FAFEL, LDAP FHIFP B E R iDRAC
(EFEREEENAHFER DRAC

ER—ERER DRAC

{SEFEITHE RACADM i8] iDRAC

{sEFEZAH#E RACADM 35ia] iDRAC

{EEFREN4 RACADM if[a) iDRAC

BERFETIRR

{ERNHZRIIFESR iDRAC

2\ IDRAC &%

{#F SMCLP i8] iDRAC

ZEEIAED
BERBINERER
BRSERRAERESER
IP BELE

5 Web RESFEEEA OS %l iDRAC HiE
{sEF8 RACADM 2 I ZERER

LA, Active Directory IR LDAP IR BHER
iDRAC

7EfEF Web REIER iDRAC ZHI , ISHREEESIFH Web NILEES . HECOIEEGEIERIVEF MK/,
@lii: X+F Active Directory FIF , FIFEARH KNG, FiBAFNERSEXOKNE.

@liEE: BRS74#F Active Directory #b , BT openlLDAP, openDS. Novell eDir 1 Fedora BB RIRSZ ST,
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(D |5%: S8 ETF OpenDS f LDAP I3E, DH BESBAFAT 768 11,

BPAAMAF . Active Directory FAFEL LDAP FEFRB{H&R iDRAC :

1. FIFFSZIEAY Web NIUEEE,
2. 1t Address (HBhit ) =E&+ , 8\ https://[iDRAC-IP-address] F%& Enter,

@ iE: ANEREMA HTTPS i85 (%[ 443 ) B8EX , {54 : https:// [iDRAC-IP-address] : [port-number] , Ef
[iDRAC-IP-address] &2 iDRAC IPv4 8 IPv6 thilk , [port-number] & HTTPS ixAE,
BERERMA.
3. XWFAHAEF

o TERARBMZW=ZERT , HINEGH DRAC BPEFI%.
e M Domain (15 ) THIZEEA , 1% This iDRAC ( LtEiDRAC) .

4., XFF Active Directory FBF , iB57E User name ( FBFR® ) 1 Password ( 883 ) =FE&% , B Active Directory BFZF 1%, 0
RiceBEREEABEFRBN—ED , NN TRIZEEHIZERR This iDRAC (It iDRAC) . BF&EINT LR <E#>\<BF&>. <1
>/<FPE> & <FAP>@<dE>.

%0 , dell.com\john_doe &, JOHN_DOE@DELL.COM,
WRKFTEAFBHIEREL, , 1B Domain (13 ) THIZEEAFIER Active Directory 1,

5. I3F LDAP A , £ Username ( P& ) ] Password ( 838 ) R , MINEGAY LDAP BBFPEZNZ1E, TF LDAPER , &~
FEHANEZ. BABERT , THEEESRY This iDRAC ( Il iDRAC ) Bz,

6. EATIRAE. BEFERMENAFBPRESRE DRAC,

NSRRI Configure Users ( EBERF ) SERFISVAKAEREER | HENREERZABIREEINRE , IS BN Default
Password Warning ( BNAZEEE ) TUH , RFERENERER.

(ER&EEFEAFIMARES iDRAC

ERERERFARIBRERZA , BIHR
o BRAFEREREBMNZEEATAILENAG (CA) IEH_EER] DRAC,
o CRERRER.

IDRAC Web REIRHEE RS- RNAF B RS EEREA,
| i: IRIBNSEIBIOARR , H—REFRILIIERT | SHRRE N EF LA IR R ActiveX 1EH
EFERE-RIERAIERFER DRAC :
1. {#EFIHEE https:// [IP address] Vi) IDRAC Web R,
XS iDRAC BRIUE , RGBSR,

@ iE: ANEREGA HTTPS i8OS (w1 443 ) BEEX , i5%8AN : https://[IP address]: [port number] , HA [IP
address] 2 IDRAC HJ IP thilk , [port number] 2 HTTPS xS,

2. FERERIENZEESFHED Login (BR) .
BRRIMASEEE PIN BBRIER , TEZ.

3. BIAAHERE-ERAFHIEREE PIN 13,
REER DRAC,

@ iF: (NERSEC 2R Enable CRL check for Smart Card Logon ( [BAEEE-EZF CRL&E ) {UAMEFF , iDRAC £ T
LI PREFIZE (CRL) FHEERAFIEBA CRL, INFIUEPTE CRL A7 N ERIEELHTEMREAEE FE CRL , MEFIEK
.

(ERE8ER{1EFI Active Directory FHR&E 5% iDRAC

HIGERERERIE/ Active Directory FEFRFERZAI , 1BFHIRE :
o EZEEAVAIENIE (CA) MEH (TAIENWEAEERY Active Directory IEF ) _E#ZF iDRAC,
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o F2E DNS RSS2,
e [SH3 Active Directory B3R,
o ERERERER.
BE(HAEBER{ES Active Directory FHPE5 iDRAC :
1. {EFEHEE https:// [IP address] B5 IDRAC,
X156 R iDRAC BRITA , IBEIBNEREE.
@ iE: GNRBOARY HTTPS w5 (w443 ) BF , BEA : https://[IP address]: [port number] , Hf, [IP
address] &£ DRAC IP #flt , @ [port number] & HTTPS imHS,

2. BAEREFHBRLER.

BEREMANEREE PIN BR9ER |
3. WIAPIN , FEadigss,
EERRIEEY Active Directory EIEZRET iDRAC,

O

YN Active Directory FEFEIZEBE R, , MAZEHIN Active Directory 5,

(FRRE—EREF iDRAC

BRB—ER (SS0) l5 , BALIEZEER DRAC MAFBANGIHRAFIIEESE ( FINBFEMERS ) .

{(5F iDRAC Web FREE R iDRAC SSO

(ERBR—&FRINEEES IDRAC ZaI , BHR
o BEFFBMM Active Directory FIFIKFEREIRA.
o EANTTHAINIE Active Directory BeEidiEHERBE.
BE(FF Web FREEF iDRAC :
1. {FFBR Active Directory TKPERE TR,
2. £ Web N5g8d , 8\ https://[FODN address],
@ iE: ANEREMA HTTPS i8OS (w443 ) BEX , 158N : https:// [FQDN address]: [port number] , Ef [FQDN
address] & iDRAC FQDN (iDRACdnsname.domain.name) , [port number] & HTTPS ®OS,
(D)|i%: anSRfEF IP HHHTIAE FQDN , SSO 5.

iDRAC fEZELBRAY Microsoft Active Directory I RER , EREBIT BN Active Directory IKPERITEIRIERFHEFIIE
;EO

{5 CMC Web R %3 iDRAC SSO

{5 SSO Ihae , BJLAM CMC Web SREIZS iDRAC Web FRE., CMC FIFPM CMC [35 iDRAC BTEHR CMC IR, NS AFHK
FIZEETF CMC HATEIET IDRAC |, iZFBFAAT M CMC JE51 iIDRAC,

ANEREEFE IDRAC %S LAN (LAN BB =& ) , W SSO A~aTFA.

gg;%ﬂﬁ%%%w)kmﬁqﬂﬁﬂ‘ﬁ iDRAC IP #BIEA 4 T3, Bl iDRAC MZEIEZFFEEE |, N CMC Web REHAISEN iDRAC I &
ﬁ XQ

BXEZER 520 VESERHIZEAFE/E , ML - https://www.dell.com/cmemanuals,

{EFixi2 RACADM ijja] iDRAC

eI LB RACADM 2~ FRfERFEFEImfE RACADM i73(a] iDRAC,
BXEZEE , 15215 IDRAC RACADM CLI #5737 , RL : https://www.dell.com/idracmanuals,
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SNRETRIEREIE DRAC BY SSLIEBFEZIERUARSER T | SEIE1T RACADM ST ETRESER. BR  a<Il

HiT.

(i)|iE: DRAC IEF/2 IDRAC A&iX4s RACADM EFImLAEN Z 2 RIEANIET. IIEBH CA A NBEEIUES. EE—BRT,

NRETRILFTIFRG CA HERIE |, BKETES,

ISIF CA IEBLATE Linux _H{EHxfE RACADM

HEIE1TIEF2 RACADM @S 28l , KIFRTZEE(E CAES,
EISFERITFE RACADM BIIES :
1. 5 DER 1&ZLAIIEPEERA PEM #8=, ({FF8 openssl 1T LR )

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem -out
[outcertfileinpemformat.pem] —-text

2. EEREL FEREA CAIEREMNMIE. fIa0 , X F RHELS (641 ) , B2 /etc/pki/tls/cert.pem,
3. ¥ PEM #&=0AY CA IEFHFI0ZE) Management Station CA IEH,
5190 , f#F8 cat command: cat testcacert.pem >> cert.pem

4. ERIRSEEIEPFHEE LEE] DRAC,

{EF4sith RACADM ijja] iDRAC

BX(ERAM RACADM i8] iDRAC BIEE. , 15517 iDRAC RACADM CLI 53 , ML : https://www.dell.com/idracmanuals,

(EHE4 RACADM iJja) iDRAC

eI LAEERE SSH B, Telnet RE5IE] iDRAC FHz{TES RACADM 5, BXES(EE , 15517 IDRAC RACADM CLI #5377 , Mt -

https://www.dell.com/idracmanuals,

SERRETINR

ERITES SRR SH AT, EAILAER RACADM LGB RARSLTEISAIRE. EM RACADM BEEIRERSIE | i5EA

. AN
getremoteservicesstatus me.

*. 7: RPRSRYRIREE (£E)

ENESR Lifecycle Controller (LC) SRR BIrS
o Xt o WL o WK o W
o EFHERIIRES o RAIMA o SR o RHLE
o EFHERTEAE o IFTEEEFTINEEHE
o WERGHEIREM o BZH
o Hat{ESHIT o IFHEIRE
e Lifecycle Controller Unified |e IF{EfEFR

Server Configurator

o [RSSERTE F1/F2 SERIERAS
i, E POST iR

o [RSZERE FI/F2/FN &7-ET
g@ , BATAIANE ISR

o [RSBECHA F2IREXRE
o [REBECHAFI5|ISEE
e

1. /5 RiE

&3 iDRAC
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*. 7: RpRSHIEEE

FNESR | Lifecycle Controller (LC) SERHRTS RS

2. APRUR : ERAF
3. BTEAYFANIE : iDRAC Express B iDRAC Enterprise
4 XM E

(EHAFZIAIGIES R iDRAC

B LUEIY SSH B3R IDRAC , TIALEINE. EBALUSEN RACADM apAERasS1TEEIAIXE SSH MAFER. adiTiell
HISIERFRSITAE RACADM —#% |, EASRIEER S Tel a5 R,

g0 -
BR:

ssh username@<domain>
17
ssh username@<IP_address>

Hrh |, IP address 2 iDRAC B9 IP i,
&% RACADM S :

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

. A
Z4" iDRAC &if
TR T TREREHARNS A DRAC RIFHIFIE,
. 8: Z/ iDRAC &iF

L0 SiEH

iDRAC Web 5RE 6

iTFE RACADM 4

EW4 RACADM / SMCLP SSH -2
Telnet - 2
BT -1

{5Fg SMCLP ifla] iDRAC

LR Telnet B¢ SSH ZR IDRAC Bt , SMCLP 2EUARIS TR, BXEZER | 15518 (£ SMCLP TuE /Y 263,

REIINZES

FTE TSR STRENS IDRAC FIME—ENAZERS | BRAEBEITTIORGRHERS cavin IREATE. W—EEHEITIES DRAC MRS
F=Zel. BH—PiREREN  ENEEREOAZE.
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ERANE—EIERAEEITS LR, ERINGES | BSIIEIRSSANRIEA , R : nttps://www.dell.com/support,
®
(D|i#: % DRAC EiR A BINR B SBHIARIBIRE AR S hEM 02513,

MRERICERD , FETEEHARFESEIRE , B/ U AEA S R E IR %,

EAHEEIGENIARY iDRAC 563

NREEBRGRWNIELRNIR , EELIERUTREERED !

o DRACIRBLFER ( RRIRERERF)
e ZKith RACADM

e OpenManage Mobile

[ ]

[ ]

iE: X F PowerEdge C6420, M640 F FC640 , BRIAZERBA calvin,

RSS2 ETE USB imd
USB - NIC

{EF iDRAC (B2 R FEIRFNAES

{éixgl«lﬁﬁﬁ1&1@&%%&9’\]%%&%%@ iDRAC IREAFIERF. 35 IDRAC EIRNBNAFTAINGE | ERILUG iDRAC ERFERERNIAN
2 o

/\|E5: 15 iDRAC EEHEKALER , 318 DRAC EIRIIHH I BRIAMEL

{55/ iDRAC IR B A FIFEFFEIR iIDRAC :
EHSISIRSESFHET <F2>,

. ERHHRETHE . HiE iDRACIRE.

. EATR4% iDRAC BEESEIRIENALER.

. BEELEA , A EiRME,

. BATSERk.

LFFE IDRAC IREERAIANRES | ERIRSES.

(A RACADM EiSEIA S

1. BREZENRF LR ERER.
2. ijiajAis RACADM $#M.,
3. IR (M RACADM BN AR ERFASERE WE_ERY 37 FaITARERE.

{5 OpenManage Mobile FEiZEXIAZZES

eI AR OpenManage Mobile (OMM) BRHEXEAIAZERS. E(EH OMM ER DRAC , iBIHERAEERE LA GR 18, BX
5 OMM HIEZ (=R , 5553 1I&ATF PowerEdge MX7000 H1F8HI OME - Modular FBF$8RS , ML : https://www.del.com/
openmanagemanuals LAY OMM 15 BE3Z4Y,

(D)|i%: (VHERAEIRASABRT | 15 QR RIBEETIFEE DRAC, MEBELBENRIMEHTEY , BRANETEE.

oD NN/

(EFHIRSSEEETE USB IS RKAZE
0,

i XESRER G AR S USB Eim0.

{ERARSS =B & U494

BIEEARSSRRECE (4 (SCP) X4 ( EBEUAMFRIH BiE ) | WEREEATEEL  FEEARSE CAIRSREE USB isO L
& SCP X4, BXREENHIES(ER , 152H (£ USB in i TikS=E1E Tm EaY 239,
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sEFRRE LR TFEIAIE) iDRAC

B EENTENIEEEIRSSESETE USB imOFHA1A) iDRAC LAEKERS. BXESER |, B2 @I EE USB &5 iDRAC FE
TRE_EAY 239,

{8 USB-NIC SRR\ ZEHD

WREREN RS, BB RESEIARAIR , 5 USB-NIC iEEEIIRSEELLAA) IDRAC REHEKEMAZ,
1. BIRBEEERSR.

2. {EFSZIEAONILS 22 LAGERE iIDRAC IP ifal iDRAC R,

3. 1ZMR FF Web REEXNENAERER TUE_EH 36 hAGSHBEIRE.

iIiZEIZELIA iDRAC ZH5
NRIGSENNRFEHYIRHIENER , BPAET LIS IRENAZ,

=tz — BEBENRR

MREEAERS LRRFERS | BEATEREEF RS RENZRSR. BERIIRSHE  IEREEARtFE (Hia
RACADM B, Web 5RiH ) LASESERD,

=tz - REEMRSR

WNRIRSSEE LIS ELERMERS , HE PXE RETHA |, 1B PXE , ARERE RACADM LIEIRER.

RIS R

EUTERT , BraiFeEmiEiAEBRNESER

o EINBERF "INREREI DRAC,

o HINEREEINREEEA.

e  "System Information” ( RFUSE. ) tx& LIRMHTEIAR iDRAC FEF&FIES.

&R SSH,  Telnet, 12 RACADM B Web REEFREF iDRAC IftheBR—FEEHR, XTF Web FE. SSH # Telnet , 15513
BNLERT—REEHE, T RACADM |, B8 S ERES SR,

D|iE: BXAPSNEBEYTHEE 25 EUERENRPSEEF4 TE LA s,

(£ Web REESRIASE RET

WIRECT IDRAC Web FEAY , ANERE 7R Default Password Warning ( BHAZBES ) TTH |, SO LIEKNERL, EHTIHRIE
1. i%3% Change Default Password ( SERERMAZD ) 15EIR,
2. £ New Password ( $1%15 ) =B , BWIAFTZERL.

(D|i*: BXAPESMEBRNENE/HSE | BEE EERN AP SIS AL 18,
3. £ Confirm Password ( FIAZRS ) FERF , BREIANERS.
4. EAh 4REE,

FEBEELAERE | FFEEEESR DRAC,
Oz RETE New Password ( FiZ5#3 ) 1 Confirm Password ( FEIAZERY ) FERICECAIER T , Continue ( 4L ) A 4T 2
BIRE.

BXREMFERRYER , 1BZY IDRAC Online Help (IDRAC BXHASED ) .
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{EF RACADM B RFIER RTINS RED

EFEWER , BIETLAT RACADM @3
racadm set iDRAC.Users.<index>.Password <Password>
Hep | <index> 2M1Z 16 B9E (RFAFIKF ) |, <password> ZFNAFEXHERD.
i Ak HIZ3IR 2.
BXESZ(ER |, {5515 IDRAC RACADM CLI #5/3 , WAL : https://www.dell.com/idracmanuals,
Dli: BXEIAPSNEENENEANES | B2 EUERN BRS04 TR 18,

{EF iDRAC iR B 2Bt FEIAIAE R ES

Z(HM DRAC RENFEFENEUASERER | iBHATLATERE :

1. 7EiDRAC BB AFTER , #2Z User Configuration ( FBFELE )
FEEP<F]FF iDRAC Settings User Configuration ( iDRAC ﬁﬁfﬂpﬁﬂﬁ ) TAA.

2. 7£ Change Password ( EEHD ) FEBH , WIAFER.
D|it: BXAPLNZENERNFHER | 525 EYFERNERES5ET4 REE 18,

3. {&kxeadE Back ( [5IB ) . Finish (58 ) flYes ().
AR TS IR e

BERSZERARAZBESHS

AL A EAASRESEHENER, BEHTIERE , S 9UAE Configure Users ( BB ) R,

\P BHLE

@ﬂljfg;ﬁ IP BB LEZNSHRESR BYSRE 1P MU B SRAMURE EIR | FR5LE ( ZFELE ) 1% 1P MBUHEFusEAYRT BB BN &R iDRACY,
1P FE. g

o RIFHEFREKBIRE.

o WHILXLEAMAIRTIESEE (ETE ) .

o FEITAFEMISURESS , FELE IP HHBETSERTRORTE (3RFE) .

1’5%%5%7@ P il RFNELEERAMORE . BISHAENTEERE. JAPANERE | KMARICSEERFE RSN TR
EER

(D)|iE: ZREEFin P GRS RDNERIRENR | B SSH ZERRSETRATHE

ssh exchange identification: Connection closed by remote host

=. 9: EREIREIEYE
B ENX
B P BELETNRE. M— IP iR

iDRAC.IPBlocking.BlockEnable
iDRAC.IPBlocking.FailCount

R ( FEASERIRTE) )

iDRAC.IPBlocking.FailWindow
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*. o ERERHIEG (£)

B EX
WErEH—E NZHEIEE T 2IRRIRINEBS IR (TEERIRY
&)

iDRAC.IPBlocking.PenaltyTime

IREREERIZNRIAEA IP IS REMOREL.

iDRAC.IPBlocking.FailCount

RHBJLARDDER | FELERTBIRR RS SRMAIZINIH T4, SKIUR

iDRAC.IPBlocking.FailWindow HEET I EERET |, RIS EIR,
, _ _ EXMNENKBOREIT 2/ 1P e BRI EHERART
iDRAC.IPBlocking.PenaltyTime ESEE ( LEbERGT ) .

{5 Web REISH=Z22H OS %l iDRAC HiiE

B Web BRESF 0S F iDRAC HIilE , S /TLA TR E

1. HZE iDRAC i8E > & > W48 > OS Zl iDRAC EHif.
ItEATiE S 7 OS %l iDRAC EIETMA.

2. BRTEZHBREA.
3. NEEEEEI T
e LOM — iDRAC SEHIBRIERFZIGNHRIER S ZE iDRAC BEiEHHECIEIY LOM B NDC #37.
e USB NIC — iDRAC 5FHURERAZ BRI ERAZE DRAC BiEfHZCBIIAER USB LR L,

4. WMFREE LOM (EAEREE  FAEERTHARINERRSS , WBNRERFEY IPv4 HBiE,
(DliF: tEEHSH LOM B FER TIRS S . NHRIERS 1P il ERIS 2R,

)

5. YNSRiESE USB NIC fENEIEECE | M USB NIC §Y IP 3BhE,

ii}e{ﬁi 1&9.254.1.1., ENEREOA 1P thiE, B2, R P I SENRFEA NSRRI 1P sthbibidss , MsRE
P o

BDEIN 169.254.0.3 §1 169.254.0.4 IP, XL IP 2L4{EMA A/A BBYSRT , AR FRIEIR_EAY USB NIC in{REERY.

6. BEMA.
7. BAENRAMSRELNE P 2EHE , LIREBCER DRAC MIENRMERF ZEEHERE.

{£F RACADM SR ZEAEHR

ERLATa<

iE: SNSRETE DRAC L/EA VLAN , M LOM BB RAEEN LERE T VIAN fRcHBEEHRZ LOM & FE.

racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — E2&HA
n=1— 22
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IZERERSA

WSRIEEBIR{TA M RACADM B2 EIREERREESK | 1BM Dell Systems Management Tools and Documentation DVD &2 E
% :
e ZKith RACADM

o RBHFEER

B3 Server Administrator NEZ{SE , 15215 OpenManage Server Administrator fFF#5E , fg4f : https://www.dell.com/
openmanagemanuals,

X5 -

& E iDRAC IP bk

(B AEIRRKIEE
RESERFRNE

AR SR EBEFITNFE

REEEL

FeES7IHA Web XIS
EIMRBEH
BEEEOMEREH

BRI EESF
BINIRS M EXY

SRS ESEE Nt
FEREMRFEIET BN iDRAC
YIRS ERELE N4 (SCP) — SIS H
BIOS IR EFIZ L5 |SEE (F2)

128 iDRAC IP itk

IR TR 1SR BB SO BC EIANEIR B LSS iDRAC RUIB(S. oL TEN—FHEEOKIRE iDRAC IP il

iDRAC IR &/, R

Lifecycle Controller ( BB LB B 5 )

Dell BB TEE (1E&15 OpenManage Z5& T EE /757 )

AR SS 5 LCD E’fﬁ (BERARRN ZTLHREFH)

(D |iE: WF7IRIRSS 28 SR LABIS (ERHAE LCD ERECEMBIRENE CMC 1IiaEcE R, HRENENG. S eI LCD
EIREFTECE iDRAC,

e CMC Web R (155 VI8 EEITHIZE 155 )

STFHNEEXFEIRSSSE |, ETLUSE P it | SfEABIALR iDRAC Pttt 192.168.0.120 RECEBVITAMKRIRE , 157 DRAC I8
= DHCP 2847 IP,

SNFIRIRSES | BUABR TSZEH iDRAC MLZRE.
LWIRFIE T iDRAC IP #ElEZfS -

o EIRREEREARFPAFIZR,
o B TEESR@EIAIE DRAC :
o (ERSZIHAINILEES (Internet Explorer, Firefox, Chrome B, Safari ) B iDRAC Web 5RH
o Secure Shell (SSH) - m—Euu Windows A9 PUTTY IX##IZ Fim. BOAERT . SSH ATATAZH Linux &%, At EEEF
Uity
o Telnet ( Hﬂ?i%ﬁikf%)ﬂ???ﬁ%’fﬁﬁ . AtbminseiBRaE )

o IPMITool ( {5/ IPMI #5< ) 8% Shell 327:4F ( #E Windows B, Linux :Pﬁ% Dell TEHIZ2EFER , BILAM Systems Management
Documentat/on and Tools D\/D 8% https://www.dell.com/support 3%15 )
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R iDRAC 12 B 2~ HfE~i18E iDRAC IP

EIGE iDRAC IP ik :

1.
2.
3.

4,

HASERSA.

FHNE (POST) HAlEHZ <F2>,

1£ System Setup Main Menu ( ZFRi&BHEHEE ) TUH , 55 iDRAC Settings (iDRACIRE ) .
BEENSE7 iDRAC Settings ( iDRAC i&E ) TTH.
BAT: Network ( fI4E) .

AN T DT

BEMTRE :

o MEIZE

BERE

IPv4 IR E

IPVv6 &

o IPMIRE

e VLANIEE

RRBTRIR. SRR,
MEEERSFREHERASENRS S,

AeEMEIRE

EREMKIRE :
@|i$: BXBEMIER | B2 (DRAC [REZFFEFBIIZR) .

1.
2,

1£ Enable NIC T , %% Enabled,

RIERIZEEEE , M NIC Selection ( NIC i##¥ ) FRISEEH | iR TROZ— !

e Dedicated ( €A ) — (HZIEHTIREEEEF FEITIEHaEHIEE (RAC) LROEAMMKIEO., EOFRSEVIRIERS I
=, FEEERES ARIRHAYIENS | (FEAEBMNNEEFRETSBEHE.

LLEETAERRE iDRAC IERMLZIRORMEMERE | SRS LOM B NIC IgO9E. S558tAFH LOM 8¢ NIC LIEHE
MZRIRER 1P HBUHBLY , EREIASIFSN iIDRAC S BB R—FMEAEFMAY IP bk,

Ok MFIRRSSE . "EA wHREETANE (TH).
e LOMI1
e LOM2
e LOM3
e LOMA4
(D iE: ITFNERAAETURSS2: | IRIEIRSS2RELS | AIEMMA LOM IR ( LOM1 A LOM2 ) BiE2EEII4 LOM IR, £8

BFA NDC imOf) FUIRS 28+ |, AIERAMAS LOM &I (LOM1FILOM2 ) , ZEEBI4 NDC in MRS 5 £ . £5BIY
N LOM EIRa] A,

®

iE: AIREBEFN NOC RILBIRS =R LOM , [ Intel 2P X520+ bNDC 10 G R3ZFHEE LOM , RACH ARSI TR H
ﬁo

éé Failover Network ( #IFERI4E ) THERES | IEERIRA LOM Z2—, WIRMERESFE  NiRSEISHIEEEMEH T

FlEn , BEfE LOM1 KAEHFERHEIY LOM2 EE&H iIDRAC MILRE |, 1BXT NIC BEiRI%ERE LOM1 , XTIREEIBMILEI%RE LOM2,
®

WNER IDRAC B FNIREN THEXFIMKZIRE , NI7E Auto ( B3] ) Negotiation (H##§ ) T , iEZ on ($1H) .
HETYIERTERER. MREFBA U iDRAC SETRMEIEREFMEZEEIZEH 10, 100 8 1000 Mbps,
EMEHERET | 1%+ 10 Mbps 8 100 Mbps,

D|iE: BREFIMEMEEREILE A 1000 MBps, IBETHIAE Auto Negotiation ( EIEINE ) LEIRE SRAIER NI,

iE: ARG NIC SEE T RERETIEE TER | NIZIATHEEX.




6. 7t Duplex Mode ( WTHE5t ) T , 1564 Half Duplex ( ST ) 5% Full Duplex ( 2T ) EIA,
(D)|i%: tNEAFSF Auto Negotiation ( EIEIINF ) | IXSETEE/R,

(D |iE: ANFREEMS NIC SEFERIAIMEIEE SR N TR ER AR ENESE | WAMNIXFCESIRIEMES, NIC AR
RN EFRECE WS AERR D RO, WNREIANROBFRNEEN—ED |, NEFRIIRNESERN 28" .

FigE

WNERMLEERZEHAH DNS RS588 | 1B7E DNS LiFA DRAC, XLERERINEERIIRIREEK , FIsNBRARSS ( Active Directory B,
LDAP) . BB—ERMEERESRINEE,

B iDRAC :

1. JEF8 Register DRAC on DNS ( [i] DNS ;¥ DRAC ) .

2. i)\ DNS DRAC Name ( DNS DRAC &¥f) .

3. %% Auto Config Domain Name ( BIEhEE B 1% ) LABZIM DHCP $AEUEHAZ. &N , 12t DNS Domain Name ( DNS {#% ) .

e IPv4 188

RS IPv4iRE :
1. 7£ Enable IPv4 ( [3H IPv4 ) Ti%#% Enabled ( [3A ) %I,

()| 3%: 7248 14 1% PowerEdge AR55E8 , DHCP ERMAESHA.

2. 7E Enable DHCP ( [3A DHCP ) Ti%#¥ Enabled ( B3R ) IR , LAE DHCP 8Ef8I5 1P ittt XA FIEESEsH S
iDRAC, &Nl , 751%4¥ Disabled ( 2H ) H#EALATSIHIE ¢
o F P HBAE
o FRSKIK
o ERSFIHERD

3. (H%) , F2F Use DHCP to obtain DNS server address ( {f DHCP 3%XHY DNS Bgs3agithtit ) , L& DHCP REZEETTLADELD
Static Preferred DNS Server ( #fi7SE% DNS PRE35388 ) 71 Static Alternate DNS Server ( #55H DNS IR5SEE) . BN, &

)\ Static Preferred DNS Server ( ##25E7i% DNS R5388 ) 7 Static Alternate DNS Server ( #55H DNS RSSE88 ) B9 IP ib
i.IJ:o

fiE IPv6 188

ETEAMRNRE |, EEJLAER IPv6 kY.
BiE IPV6IRE -

1. 7£ Enable IPv6 ( S IPv6 ) Ti%&#Z Enabled ( 3 ) i%IA,

2. JTik DHCPv6 BRSSEREIANM IDRAC DFEC IP dbtik, MIXFNIFRIFERD , FTi%HF Enable Auto-configuration ( RFIBENEE ) THY
Enabled (/3R ) &I,

(D|i*: ERIERIELESSZS 1P £ DHCP IP,

3. 1E Static IP Address 1 ( 3275 IP #Blik 1) 1B , MIAEES IPv6 HilE,
4. 1£ Prefix Length ( BISKIKE ) B , A 0 #1128 Z[@AYE.
5. 1 Gateway ( X ) 1B , BIARISKHbIL,
()| iE: ANREEEFH P, NZFTHY P ik 1 Bomssas 1P, 7 1P el 2 RiRahas 1P, MNREERERS 1P IRE , AT IP ihik
T P,

6. RNER{#EFE DHCP , J3F Use DHCPV6 to obtain DNS Server addresses ( {§f§ DHCPv6 38X DNS BRs328itiik ) M DHCPV6 iR
SSE8FAENTE DNS IRS3E8F0/% DNS PRsSeeitutt, SrILIEELA TS (MREE)

e 1 Static Preferred DNS Server ( 5%:5HE1% DNS RSS8E ) 1B , MIAERZS DNS IRSSEE IPV6 Hitlk,
e 1T Static Alternate DNS Server ( 55725 F DNS JR4328 ) 1Eh , #IN\EFSSH DNS PR3 EE,
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s IPMI I8

B IPMIgE :

1. 1£ Enable IPMI Over LAN ( 2 LAN EIPMI) T, i%i%¥ Enabled (B ) .

2. 1£ Channel Privilege Limit ( {SIEHRIEH) ) T . 1%5#% Administrator ( BIE& ) . Operator (¥E{ER ) 8 User (AR ) .

3. 7E Encryption Key ( IIZEZBIA ) 1EF , WA 0 B 40 M7 HIFR ( AHERASEFR ) NINEER. BAEAZEE,

VLAN g2

AILAE IDRAC EEE N VLAN EftigES, BEE VAN IRE |, BHITUTSE

()|iE: EREANE (€R) BRRSEL | VAN IRERRIE , REEER CMC #TEN. MREEHFEATRERS
8% , MBTLATE iIDRAC IR FECE VLAN IRE.

1. EBA VLAN ID T, iEERHA.

2. TEVLANID 1 , A—EXEIEF (M 13 4094)

3. 7E Priority ( {58 ) 1% , MA—NETF 0 Bl 7 ZERIEFLUZE VLAN ID A5 ER.

(Dli%: FBF VLAN Zf5 , IDRAC IP TE—FRIEII AR AT 1A,

{5 CMC Web 5{Hi%ZE iDRAC IP

E(FFH Chassis Management Controller (CMC) Web RMEIRE iDRAC IP it :
@ i+ WREEHERESIERNEAEEN CMC iR 8 IDRAC MLEKIRE, CMC EIIERT /I HIRSEE.

1. BESR CMC Web R,

2. #Z iDRAC igEi&E CMC,
BERN< E7~&FE iDRAC T,

3. E:; iDRAC RILZR B+ , IRIFEKIEZERBA LAN LIREMBMESE, BXEZER , iB51H CMC online help ( CMC BXH1ES

) e

4. BREFETEIIARSENMIIMNEIRE | B ERESEE iR <server name>,
e AN = DTN

5. EAT/REN iDRAC FH4LZ iDRAC iR EEIEIERILE.

6. EMEREF , IEE FIIRE :
o RIS

BEEE

IPv4 188

IPv6 IRE

IPMI RS

VLAN &8

BRMEIRE

iE: BRXEZ(ER , 1555 IDRAC Online Help ( iDRAC BAHEED ) .

®

7. BREENEER | iSRERA.
BXEZER | B2R ESEEEHIZSREPIER , M1/ - https://www.del.com/cmemanuals,

B &RS =R

BT FRRERS08E | RS E ] B ERItE %A ERS EFEREEEIEEHE. BRERSES N DRAC IZHTH
EXHNEERFER  MEERREENRSES  HNEEEHAEEZIRSES. BXEERGSSRNESER | BN £nE0E
BT RS RIEN | 5 R , Rl : https://www.dell.com/idracmanuals

FLEIRSS BN E SRS P HBlbEEA. DHCP, DNS IRSSEEEEAIARY DNS EH B oI EHELEIRSSEE. WRIBE T DNS , M DNS 1&
FEERSEE P, TEH{T DHCPIRE. WIRIEE T ERSSE , NISHHIER , Eitk DHCP 71 DNS IIEEIRE.
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T LA{sER iDRAC IR B /NFFERREE A Lifecycle Controller [EFRRCEIRSS2EINEE., BX{ER Lifecycle Controller BER |, 5588 £
B SEEE R, MgtE - hitps://www.dell.com/idracmanuals,

NRH PNWEGARSHEERS S8 | NISERARMASERIKF ( RE5EhE LIRAT20A iDRAC FIF&FIZRS ) . BREERS
%ﬁZﬁU , Eﬁ%ﬁ%ﬁtb"éfﬁﬁﬂ}&)ﬂo UNER Lifecycle Controller RS TBECEIRSZEIIIEE | FrE DRAC BFIKFISWER , EEEKE
ZECERSSEE.

Z(FF IDRAC IRELFEFEAREMRSS S , IBHUTLATRE |

1. FIAZERR.

2. EHHBERITRET , & F2 , AJ5%E iDRACIRE > imiEE M.
F &7~ iDRAC iR Bixiz = FTUAE.

3. [EAEmhER , AARSRSE P i, REHEE—S,
DliE: isci BRSSP 2aN%N, MESEIRE |, K(ER DHCP 8 DNS IREHTER (S87) .
4, BEERILg,
15 E7~ iDRAC iREMILETTE.
5. BRANIC,
6. BFIPv4,

(D)|i%: BIERAIIS IPv6,

7. J3FE DHCP FM DHCP 3REUZ#&. DNS IRSSEsHEHEFD DNS 13,
(D|3%: WNERFLBIRSSEE P otk (58 3 ) B2t , NEE 7 SN,

(& Bzhit BLNEEEc B ARSS =R FIARSS 2R <At

BaEcERER LIERXIRM PP EcE—BIRSERTFRIFTEEM. IXLAME1E BIOS, iDRAC ] PERC, B@iEtEINEEEEBaISA
?{@Fgﬁﬂﬁﬂ%ﬁ%ﬁﬂ%ﬁ%%&ﬁﬂ%ﬁ# (SCP) XML 8 JSON {4, fazRsEe IP ik DHCP BRSS 28Rt T iia)Z SCP SX4RYIF
—E %_ll_l o

BEERE—S "HEkE" RS[0E SCP M. KBIZEESHENLZ NFS, CIFS, HTTP B HTTPS MBAE | /ERET
DHCP FRSSasLAN FTECERRSSRRAY IDRAC i3iE), SCP XA RIET BiniRS SRS IFENES | (B LUEISE@AEM. DHCP
AR5 8(EF DHCP BRS32RIBIUEEIX SCP MR (7% ) . SCP MBI Haha X HHU BRI F1E.

% IDRAC \E#H{TESIECERY DHCP ARS3=RIREN IP MltRT , IDRAC H§EF SCP KECEIRSS2RAVIRE. RBTE IDRAC M DHCP fRSS
ERIRENE P it/ , A2VEREMEE. RFRKEIRE DHCP IRSSERAIBAEY IP ithit , NASEREmEE.

HTTP # HTTPS SU4H-EIRINS iDRAC B4 3.00.00.00 BRESIRASZRE. FERAL HTTP B HTTPS HEIEAYFMER. WIRERS
B LEEANE  NAFPFERMAH—PHIORIBRELISIF HTTP 8 HTTPS (28 (58, -s IBIUREEHT/

+=. 10: FERYHZEEYH] pass in {H

-s (ShareType) pass in
NFS 0 B¢ nfs
CIFS 28 cifs
HTTP 58 http
HTTPS 6 B https
(D|i: BHEERE HTTPS IFH. BaEE2RIEPES,

LATFIRNB T B EEF R RENNEFINESE]
-f (Filename) : BSHNIRSH/ECERE ISR, X$F 2.20.20.20 ZHIAY IDRAC EHFIMRA , X2HEFE,
-n (Sharename) : MBHEHNEZFR, X2 NFS 8 CIFS FrE,

-s (ShareType) : X3F NFSIEE 0, }WTF CIFS & 2, JIF HTTP (&8 5 , X3F HTTPS 1538 6, IX2 iDRAC EfFhRA
3.00.00.00 H9AEFER,

-i (IPAddress) : MEEHEZRY IP Hblit, X2WEFER,
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(Username) : FARPERILUAAIMEHRE, X2 CIFS AIAEFER.

(Password) FAFEERAILUGRIMNSHE., X2 CIFS AT,

-d (ShutdownType) : O FoRIEEXI , 1 R &FIXH (FAIRE : 0) . XEONEFER.

(Timetowait) : FERFENKARIAE ( FIANRE : 300) . XERIEFER,

-e (EndHostPowerState) : 0 FTnkMA , 1R (EBOARE 1) . XEOEFER,

7£ IDRAC B4 3.00.00.00 BREBHRAFSZIFMINETURE | LUSA HTTP RES MR EHR B IS aEEXHNEIXERT

—pd (ProxyDefault) : FRABIANRIBIRE. XEAILEFER.

—pt (ProxyType) : FHFALMEE http 8 socks ( BRIAIRE http ) . XERIEFER.
—ph (ProxyHost) : {REREANAY IP ik, XERTEFER.

—pu (ProxyUserName) : BRUAIMIERSSENAFE. WFRESR  XEVEFE,
—pp (ProxyPassword) : BRAEMUEERSSBNAFENE. NFREXR  XEVEFR.
—po (ProxyPort) : fNERARSSEEA%IRT ( BUAIRER 80 ) . IXEMNEFER.

—to (Timeout) : ISERTIREEESHNEILEN (LSHARA) (BNAMER 60 D) .

X3+F iDRAC [Ef4 3.00.00.00 S EERA , 37HF JSON AEEEM . IR "XHE" SHAEE , WSFERLAT XS -
<BRSBZHFE>-config.xml , 7~ : CDVH7R1-config.xml

<BIE>-config.xml , 7:ffll : R640-config.xml

config.xml

<ARSZHRE>-config.json , 7:45ll : CDVH7R1-config.json

<BI5>-config.json , 73:fll : R630-config.json

config.json

i*: X HTTP B SB{SER]LATE 714G Support for HTTP and HTTPS across IDRACY with Lifecycle Controller Interfaces ( HTTP 1
HTTPS HIEE IDRACS with Lifecycle Controller Interface AY5E 14 {3245 ) BREBHEE , MR https://www.dell.com/support,

@l
e {Y4E/EA DHCPVA ] Enable IPVA SEITE , A8EEMA "EHEE" .

o EFPRENENSHERVEAEHT. SERETENRELE  LREHONER.

o REVNGT EDEE RIS, GLER ODRE" D

§15R DHCP BRSS 283eRHORT Dell PowerEdge IRSSSRELERMUAISIATIARS | NBE(HAI—1 SOP XX (config.xml),
config.xml XHFEPHERIA SCP XU, BT xml XFZSh, . json PFHAIUSES 1 KESHARER, SAFRILE

config.json,

FFALAMERRS SSRGS SRS EEES | K EREMSARRE X HIRIEIRSEE. N TEBARRSEEXLRSEE
BRI EEKRIINE |, TLAERARRER SCP MHFEZ RN BIRSETHIRFZ2RE., EMIF  MREREXM M ELSHIIRSSS -
PowerEdge R740s #1 PowerEdge R540s AILAER R740-config.xml M R540-config.xml IXFE> SCP 344,

(D|*: IDRAC RS ERERIEBLFARSBIREBITS. BEREBAEFS config.xnl , REFNERRE S,
®

=S LiTa=1l1E2

1. BIEEISKETES Dell PRSZEEE Y SCP 314,

2. JEIlt SCP MM BHE— M EEMNE | ZHE=(IERIH DHCP IRSB LN BiEiY DHCP IRSSEESHES IP A Dell IRSZ281S
|‘E.]o

3. 1E DHCP IRSSEEAOMLRIFIEIN 43 FERHIBEILLL SCP SHE,

4. FREY P #BUEAY , IDRAC S AN AERIRRART. (15EIR 60 )

5. DHCP RS S8IBMRAZES dhepd. conf M4FRIMELREIATHHITICES , FHH iDRAC A&i% SCP SIHAIEF SCP SUAZFR (40
BEE) .

6. IDRAC J54bE SCP XHHELBIZ X5 HIFF BB M.

it AIRWERHE ERBEPREAXY | IRSH[EEHSA RIS EIRC SRR | [RERHAZI .
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DHCP &I}

DHCPvA RA¥FISIF S 2BEXAISHIEIBT DHCP iR, SMSHIFA— DHCP B, S/ MNEREE — MRS (B 1FH
1B) R, SRS O 7 255 $IREE | DRIFTIERMLES SRR, AT EAGEESRI AT IR,

DHCP J%5IR 43 F3F-M DHCP IRSZERISERERIXLS DHCP ZFiR, IEMEEY A— I XAFREH, WNAFFRRENES SCP
XitE, HEUBEMATHRMERERERE. Fin

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";
option domain-name-servers 192.168.1.1;
option time-offset -18000; #Eastern Standard Time
option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

Hep , [ PEfEHHERNE | - AFFESRER RSB ITiE s = EE.

DHCP j55IR 60 FIRBIFIREFFEMMNERY DHCP Z iR, ECEAETEFIRAIMNRE D REURIERIET DHCP IRSERINECE L
I3 60 FIEIA 43, {58 Dell PowerEdge BR55=5AT , iIDRAC BIEILA MR ID BHTIRA @ iDRAC, EIL , BUGRI—1 R "Mt
RI2RAl" FHEE T "3 60" elE— “BEIEI" , A7 DHCP RS 8EAMATEEIE.

{£ Windows _EHi&H %Ik 43

BE Windows AN 43 , IEHITLATRIE -
1. 7£ DHCP BR&3EE L |, 4% Start ( FFI8 ) > Administration Tools ( EIETHE ) > DHCP , LIfJFF DHCP REBEEETH,
2. KIARSESEHEFETHIFREIAE.

3. %8 Scope Options ( SBENEIN ) Fi%iFE Configure Options ( BLEIEIN ) .
LB 27 Scope Options (SBEIEIN ) XHEIE,

4, [T&RENFEIR 043 Vendor Specific Info ( 043 NS EESE

5 & E?Jatai;ri\jc:ry (BUEWA ) FEB+ , BB ASCII A Ei;W\JE’JE’é‘LLE REBMANEBHENE (HEhEE SCP X ) BIIRS
=RV IP
WIGIE ASCH NENER , BERFMEANE | FRYZETRSUT#HFEIF B RELM.

6. B OK (A ) (RFECE.

f£ Windows _Lfg & %Ik 60

BE7E Windows FECEEIN 60 , IEHUTLATRIE

1. TEDHCP fR$385 L  #ZEFin > EIETH > DHCP LUFTFF DHCP fRSEEEET A,
2. ERRSSEHEFETRIIE.

3. OEEET IPv4 Fi%3% Define Vendor Classes ( FEM MRS )

4. B,

RS EREE U T=ERAIXHEIE

o BREBWR:

o B :

o ID: —i#i#l: ASCII:

ERTEBW : TP, #A iDrac,

TEiRER : R AENEE,

Bad: ASCII: R FHEN iDRAC,

BEHRE  REREXA.

. £ DHCP B[O , BT IPv4 F%#% Set Predefined Options ( IR EFRE %R ) .
10. TEIEIRE THITUET |, E1F iDRAC ( EREXE A HeIE ) | ARRE iR,

M. EEBRBIHEIEF , MALUTER :

© © N oo
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12.
13.
14.
15.
16.
17.

¥ - iDRAC

BB - FRFE

X85 - 060

i52BB - Dell HERIEFSEHRRAF

EAFIBERIX , LURE DHCP &,

FEFHRSGSHEMTHAEME , ARRHEERER , ARITEREENR.

BERREIR,

181 Vendor class ( {tRIRFHE ) THEEE |, %2 iDRAC, 060 iDRAC JEE7R{E Available Options ( BTF%IR ) 7,

1%5#%E 060 iDRAC %I,

BWANDIRRIEE] IDRAC FUFFRFER(E ( LAURKRE DHCP 249 IP ittt ) . iZFRIERET IS AN IERAY SCP 34,

BXRIZIENM DATA kB, FHRERE  BEREGUTFEERIFENNASE

e Filename (-f) — FrFHARSESECE 4 (SCP) BY&FR,

e Sharename (-n) —3IERMEHEAIEFR,

® ShareType (-s) —

PRT SHFETF NFS # CIFS RUSI4HE |, iDRAC Ef4 3.00.00.00 Bk SMANEIFHE@IIHER HTTP 8¢ HTTPS iialEE X

. -s option iREEHA :

-s éESJhareType) : 28 nfs 5 0 1EATF NFS ; cifs B 2 I&EFF CIFS ; http 8 5 1IEATF HTTP ; https & 6 iIEATF HTTPS
(38 ) .

e IPAddress (-i) —IBSEHERY IP fEht,
#: Sharename (-n). ShareType (-s) Fl TPAddress (-i) EAVRISHBIONEMIE, n 72 HTTP B HTTPs B
DI,
Username (-u) — IENARIMEREERENRFSE. X CIFS EEIHER.
Password (-p) — I RIAAMEHEFREIER. X CIFS FEILER.
ShutdownType (-d) —IERAHNAIEIL. 0 FRIEEX , 1 FR5EHIXKA.
D|F: BingER O,
e Timetowait (-t) —3IERENERXAZBIFFNNE. FKINZER 300,
e EndHostPowerState (-e) —IBRENIIEIRIRS. 0 F=KAd 17T BARER .

®

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 192.168.1.101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 192.168.1.101 -s http -n http_share

HTTPS: -f system_config.json -i 192.168.1.101 -s https

i¥: shutdownType (-d). Timetowait (-t) F]EndHostPowerState (-e) ERNEHELE.

£ Linux FECE®IR 43 FiElR 60

B /etc/dhepd. conf X, XLETNEESERS Windows SR

1.
2.

46

BRtH AT HAILL DHCP ARSS 88> BCRUMBEIR B b,
REBIEIN 43 , /9% 60 EFREFRER R SEIRRRT,
option myname code 43 = text;

subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";
set vendor-string = option vendor-class-identifier;
option myname "-f system_config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -t 500";
range dynamic-bootp 192.168.0.128 192.168.0.254;
default-lease-time 21600;
max—-lease-time 43200;



}

AT RN SRR AT AR P EENN ESEFIRTIES S
o XHE (-1 — BRSHRIIRSESEE XA,

Dli: BEXHGBMNNESEE |, BS1 GBI BT B RS SRS 2SE 1 TE LR 43,
e Sharename (-n) - IERMEHZEZFR,

o ShareType (-s) — IEILZRAEL, 0FRNFS , 2FRCIFS , 5FRHTTP, 6 FR HTTPS,
@ iF: Linux NFS, CIFS, HTTP, HTTPS H=541 :

o NFS:-f system config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500
HatRY9 NFS PEBFEZ (R NFS2 B NFS3,

o CIFS: -f system config.xml -i 192.168.0.130 -n sambashare/config files -s 2 -u user -p
password -d 1 -t 400

o HTTP:. -f system config.xml -i 192.168.1.101 -s http -n http share

o HTTPS: -f system config.json -i 192.168.1.101 -s https

e IPAddress (-i) - ¥R LAY 1P bk,
(D|3%: Sharename (-n). ShareType (-s) Fl IPAddress (-i) JIAFUEBEIBIE. -0 JIF HTTP 2% HTTPS JEME,
Username (-u) — fe7~iBIa MEHZRFIRAIAFE. X CIFS BEIHER.

e Password (-p) — IIRIMEZHZRIATRIIE, X CIFS BEIES.

e ShutdownType (-d) — FERKHATE, 0 FRRIEEXRN , 1 REHFKA.
D |i#: ghikigEA 0,

e Timetowait (-t) - IERENRFRAZAIFFAIEIE. BEOARES 300,
EndHostPowerState (-e) — fERENAIBIRIAS, 0 FRKHA , 1525417, BUAIREN .
@ i¥: ShutdownType (-d), Timetowait (-t) #1 EndHostPowerState (-e) JNATEE M,

LAT2M dhepd.conf SUAREEEFS DHCP 8971

host my host {

host my host {

hardware ethernet b8:2a:72:fb:e6:56;

fixed-address 192.168.0.211;

option host-name "my host";

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}

()| 3%: 4348 ahcpd. cont XHE , BUMREFELEN dnepd AR AR FIEM,

== Rl S

HEERBHECEINRER , BIHRESHTINTRE

o STUFHIMLEIZ (NFS, CIFS, HTTPF#1HTTPS ) f£5 iDRAC #1 DHCP fRSSERHIE—F M EATA, MIHMNEHZLHRE @S
Bk g B R RIRE .

J g%%%ﬁﬂ%ﬁ#ﬂ%@tﬂ%ﬂl)@%;&?o LEAMAZRHR XML S B TR ERIEN | MBS BB B ErS T LAN FIEMAYIR

o 1RIE IDRAC FUEKIRE T DHCP IRSSE8FNEEF v DHCP BELE |, LUEERIRSSRASIBE B EINEE,

{EF iDRAC Web RS RzNECELIEE

HERERA DHCPv4 # Enable IPv4 ( S IPv4 ) &I , FFEESRBEMNEKINEE.
EERAEMEEIIRE  BHUTLATERE

1. 7E£DRAC Web REF , 6= iDRAC Settings (iDRAC i&E ) > Connectivity ( i%E#E ) > Network ( f4& ) > Auto Config (B
ofitE ) .
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VR IES N i D
2. EEENERESRS . MSH DHCP BiE MR RGN EAI— MK
e Enable Once ( BF—IX ) — X5 DHCP BRSSE8FRS | FRY SCP X4SkELBAM—R, WREER , BEHBEE.
e Enable once after reset ( {EEIZIGBA—IX ) — 7 iDRAC Ei&jg , {X{#FH DHCP ARSSE8AS |FARY SCP {4k BB i—
R WXEER | BEEEERE.
o X[ — ZHBEmMEEINRE.
3. BFERMATTRARE.
L& TUEBEZ BERET.

{§8Fl RACADM Bzt BNk

BE(FHF RACADM BRBEmIECEINRE , i5{f iDRAC.NIC.AutoConfig X&,
BXEZEE , 52815 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

BXEMEEINEENESEE , 15215 https://www.dell.com/support 2RI Zero-Touch, bare-metal server provisioning using the
Dell EMC iDRAC with Lifecycle Controller Auto Config feature ( {#F8 Dell EMC iDRAC with Lifecycle Controller I EohECEINRE S & ibEC
ERVIRS SRS ) HEH.

(EREIZEREESHNR 2T

£ iIDRAC hRZR 3.00.00.00 B9 PowerEdge BR5SE8 £ |, EnI AR RAEGISRRIZERFZEH BIOS B8, AFHISHIEUETH
REZRIENE ( SNMPV3 F1 IPMI RSN ) | SR LIRS AR ZERS.

B FHIZREESII0EE -

o IRATLILRRE CRY SHA256 BFIELLUSE iDRAC FAFZZREF] BIOS 1L, XA EIEIRSRECESUE. RACADM 1 WSMan
124t SHA256 B, 12t SHA256 ZHEERY , FIGFTAET SNMPV3 F1 IPMI I TIGIE,

()| iE: 12 RACADM B, WSMean B, Redfish F5AF3F IDRAC RIBISIEZTBECE/ Bk, ERATLARER SCP 7ERiE RACADM &%
WSMan 8, Redfish #7805 ZR0ECE / Bk,

o EHELURE—MEWIRIRSEE , HhEiEFERNaIa A IEIRARE iDRAC BP0 BIOS 1., IRS{IRER |, FalliSHE
EEEBRAHENRSSEEENE. SHEE SNMPV3 1 IPMENEREIEGIE. SANESENERE | WIERSRHE Del IPMI
TH , REERIFRANIR , NFRETHGIZBERBF, | IPM B{OIIEERM,

o HfthFRM@E (40 iDRAC GUI ) BERAFKFEERA.

EETLAERE SHA256 R ERTIAEE Salt BIESIZES.
EwmBE "IRSEEEH" R BEEIETISHESZS.
WNREETIIFERFHSIER | 58 iDRAC IRB A FIFERFEA T RACADM 1§ iIDRAC IR AZIAES.

WNER{NfER SHA256 ZHEEIFIIRE DRAC BBFIKFRYZERS |, MRBEBEMEED ( SHAIV3Key Bf MD5v3Key B IPMIKey ) , BBAKETC
5B SNMP v3 F IPMI 1 TEGIE,

{8 RACADM RIEIZIZES

ERERPIE , BEUATHURES set SFEA
e (iDRAC.Users.SHA256Password
o (iDRAC.Users.SHA256PasswordSalt

R T s SEGE R EEESHARS SRR EX 4+

racadm get -f <file name> -1 <NFS / CIFS share> -u <username> -p <password> -t <filetype> --
includePH

SEXRBRISEIRT , MRS Salt B,
(D] i%: XEEUEANSEHET IN BB,
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ARS3 2REe B XA RRIESI RS

BILAG IR SS sREC &S S YRGS,

SSNRSHREEHR | EILUEGEIRNAEEREMEHEEASIERE. MREMECEH TR , NaEmaIERA %D

RNRE. SNPENMENAERFREL.

A{EFH SNMPv3 1 IPMI BEIE4ERE RS EEES

AMEF SNMPV3 # IPMI BGIE ( IAEkAA0LL ) BPRT4pEs 2508, MEEPEE SHA256,
ENEhAEREDIZS
1. XJF IDRAC FAFHKFY |, WAZsEEE SHA256 XJEERBHTINENERIE.,

SEJIERBNIEERT , B2MIN 16 FH THEIFAFER. Salt KR 16 MFTRIKE (MRREH ) . —BMI , BN 32 M=FF

H=FFER, 180 "ERS + "InEh” | B0 -

219 = SOMEPASSWORD

£h = ALITTLEBITOFSALT—HINAY 16 NFF
2. FFF Linux seSHRn AR TIA TGS ¢

Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd -p -> <HEX-SALT>
set 1DRAC.Users.4.SHA256Password <HASH>

set iDRAC.Users.4.SHA256PasswordSalt <HEX-SALT>

3. ESNRIIRSBIRECE . RACADM #3%, Redfish B WAMAN i HtEa5IfEFNANES.
(D |iE: MREFEBF—TICAIINRAES | BHRRELINRIEmEEN=FRE , B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flcb6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4. iﬁ%@:ﬁ%}%ﬁﬁ%ﬁﬂ’ﬂéﬂéﬁzﬁ%ﬁgﬁﬁiﬂﬁﬁﬂuﬁﬁﬁ , {8 SNMP v3 1 IPMI SSIEARE R T EA RS EiAH T EHAIEIER
iDRAC PP,

(EFiERRIKPISE

IRE IDRAC IP ithlitf5 , EAJLASERS IDRAC IREAFREFIEN A EERIKFIRE (BIAF 2) . EHITIERE

1. 1EIDRAC IRBAFFERFS , % User Configuration ( FAFEE ) .
FEEP<+]FF iDRAC Settings User Configuration ( iDRAC iZBHFEIE ) TUE.

2. I5EARA. LAN BFRBER. SBiTisORRBERIIEMESBINEHEER.
BXEZETINSE | 15517 IDRAC Settings Utility Online Help ( iDRAC 188/ FEFER-BLHE5E) ) .

3. #KREAT Back ( f5IB ) . Finish (5EA% ) #lYes (&2) .
FEERIKFIRERNECE K.

IRERERFME

1RRTLAfSEFS IDRAC Web FREIEY IDRAC IREN ISR OPZERFMEIFMER.

RESERR
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(£ Web REZERERFNE

EIEERAMNEIFMES

1. 1£ IDRAC Web RES , #5Z System ( ZZ&i ) > Details (15 ) > System Details ( ZHiElHE ) .
BERN 7~ System Details ( RRIFME ) WA,

2. 1 System Location ( RAIE ) T , MASUEPOPZERFRIUEFAER.
BEXZERAMSE |, 15518 IDRAC Online Help ( iIDRAC BEHEERD ) o

3. BENA. RAMNEIFRERIESREFE DRAC /A,

{EF RACADM i ERERFUE

BIEERSFMNEIFMER | 1BFEH s ystem.Location HEROEN

BXEZEE |, 152 dell.com/idracmanuals H12{HH) iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @ {TRESEIEE ) .

{£F iDRAC iR B 2 HiEF R BERERFME

BEIEERAMNEIFMER

1. 1EIDRAC iIRB/\FBER , #£ = System Location ( RFME ) .
fEEIS R/ iDRAC Settings System Location ( iDRAC iZBRFUE ) .

2. MASIEPOPZERANUEFMEE. BRZHRIANERE | 1S5 IDRAC Settings Utility Online Help ( iIDRAC IRE X FIFER
EXHLESEN ) o

3. fRREE Back (/518 ) . Finish (R ) flYes (2) »
AR S IESEREA

AL RS IEREFNITNFE

REIRS B/AFAEIRES SAAENBARRREE., SREHEINBRENRFARREEENERRACH  BRAKIRE , [
RREHORFEFE. BNNRRESHE. SLURESRMERiR EFRIER SRR ST LR T,

{#F3 iDRAC Web SR, RACADM B iDRAC iIRBAFER , SRl EMIATEEIRE

o LIRS

UEGS=NIES

RERATSHINERE

RFE |, BENBERBIEINSR

B RESRENBEERENSR

{FH iDRAC Web RESIEISE

EEREPRE -
1. 7£iDRAC Web RES , 2= Configuration ( Bg& ) > System Settings ( Ri&E ) > Hardware Settings ( FE{ZE ) >
Fans configuration ( KEEEE ) .
XEERREIEE .
2. IEELATEM :
o BUABEN - EEBUAEESUY
o BUANBHAIIENMEE — SHEAEEXNSEFRSR BIOS > R BIOS 88 . AR B IHEETE MeEXAHER
"RAREHRE" .
ZANBRT | ZENZENEAGASERENMHHEE. SHaERMY T BIOS EEEXHHNBEENEL, TJREIERE :
o ERAMRE (THEESHIL) -
= [§7FEL CPU T5RY BT BEMERE(E.
= Turbo BRI AT BEMIRS.
» —RIERT  SRMNEDSET TRERERRRS.
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o EIMIE (BRMRESHIL)
»  RIERERIXBERIRRSHT T LR ERER S IR,
= —RERT , SHRAEDHEE FXEEEREE.

()| iE: EEERATEREERVDE | ISEERS BIOS > R BIOS IRE. FARBENMRENH "FAREXM REEX
REIRE,
e Maximum Exhaust Temperature Limit ( RXHFSIBEMRE] ) — A THERSRF | IREAHSEE. XEEHRERAR
o

BOMERME , 70° C (158 ° F),

IR RGENBEERTY |, FEAFSIEENEI M FSIEERY. ATRRTRARBMRERSEEES , BLX
FABEEFTBRIRFHRFIZN MAgSEIRIE.

e Fan Speed Offset ( KBSIEZER ) — BRI RS ERIBERUMNISIEE. SRR TRRRE (510 , #hY PCle
®) |, WETRERZEGIMISHEE. NBERRERSSENEERILBIAREHE R ENEEXNBERES (RENE
SHAE) . FIRERYESRSE

(ERBEERE — SNBEERRESIIEEXBEER,

PEREEER — BN EERESIERLTE.

BREERE — SNBEERRESIRILE.

EANBEE — BXNBERRESILE.

Off ( XH ) — KBEEERBIRHXA, XEIMAME. MRKRENXE , WARREDL. BERBEHTREAIEIAR

BER, Bk  FRNOREFEFENEURKERET.

NEERFEEENSH  AEETRE. S NMRRIIXBEERESES ETES NEREA.

NEBEEERESIGEXBERESHEENED L. RIERMMSHER , NBEXA RSB mEEsR, BIRR
FINFETTSIEIN.

NEBEERE R AIFRBE MNP HIERERSEANERE, XLLHERERSHRAAX BRI ERRSRAREKZE
Fgxls. FREEHRESSERENEENBEER | #MSEERERNEXNRB 2R RE.

=& WRERREAIZIRRE PCle BEERSE. AT, ZIBEATRERASAENUSHEMBR.

e Minimum Fan Speed in PWM (% of Max) ( PWM HRfE/\RUBSIEREE [IRA(ERY %] ) — IBFIEIAMRNEEE. R
%fgEfﬁ)‘émﬁﬁ%ﬁlﬁ%iiﬁﬁﬂﬁﬁ%ﬁéﬂ’ﬂﬁ%ﬂ’ﬂmﬁJ‘EFE , BEILAMERIEINS B R s NEERANBERTIE MR RN
L‘ <0
o RN - RIERSRBRAERBRIXBERRENFIAE.

o BEX —BABDE.

RAORBEIEE PWM BIRTFEEETRREENTEMN. F—MENTEER , FMENEERKE (IXATEER 100% , 1
AR  BMRTRAEE ) .

RIERGIEAER | RANBSPERAETIES , EREETEORGESR, I, S8 NEERIE R 55%
LIRFIRBERATRLET 35% PWM,

(D)|3%: 0% PWM RFERREHXET. CENETLUARIBSRENEEE,
WEBKARE  XEr—BIESNNATH] , BIIFASERAEHS|S. EFHEEN. DRAC 5 BIOS EFHAIAIEEXAEIA
iéa,ﬁ—% ée" ﬁE{éﬁﬂﬁ&%@ﬁfﬁ%ﬂ%ﬁsﬁﬁﬁﬁﬁagar?ym)ﬂ;éfuiﬁlﬁo NRATEIXLGET , BIIEASBREES

3. BENABNARE.
FRELBETRUTER :

It is recommended to reboot the system when a thermal profile change has been made. This is
to ensure all power and thermal settings are activated.

P RIR S| S STNENSI S,
O wREH3 SRS A EREEN,

{EF RACADM {ZeEig B

BISHEEIRE |, 1515 system.thermalsettings HHHINISR S FRPIRMA set FiSEAER.
= 1M Bigs

O O O O O
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=1 EgE ()

PO 1588 ERER Al
AirExhaustTemp BTRESAHSEERY. |gErUTMHIE (BEFR | ENERSETHIEIRE
%) :
d t
* O_%%E<4OOC Z;Eieﬁ.giermalsettin
o 1- i’_ﬂ 45°C gs.AirExhaustTemp
e 2-F/560°C
o 3-FR55°C W
o 4-FER60°C
e 255- 4EE/_J_< 70°C ( %ﬁi* ) AirExhaustTemp:7O

ZEHERERRCIRENE
FSHEGRERREI A 70°C,
BREHFSIERELUSHEIRS
60°C :

racadm set
system.thermalsettin
gs.AirExhaustTemp 4

B

Object value
modified
successfully.

MRARFASHHFEN=SHE
HORERS , BRARGZIEITLA
T :

racadm set

system.thermalsettin
gs.AirExhaustTemp 0

FREEBERUTERER

ERROR: RAC947:
Invalid object
value specified.

HRRIEI SRS E(E.

E%Eg{n:u ' 1E |ﬂ
RACADM #BHf,

ERIRENRENEONE

racadm set
system.thermalsettin
gs.AlirExhaustTemp
255

FanSpeedHighOffsetVal

o (EAIZER

2LA %PWM
EE "BXEERRE ]
ERNNXEERRZE.
IHEBURF RS,

V=ED FanSpeedOffset
g SRS IE 1 RKigEL

{89 0-100

racadm get
system.thermalsettin
gs
FanSpeedHighOffsetVa
1

SR E—ME |, W0
"66" . XEWEEHERUT
ot , BENEBITEHEX,
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=1 EgE ()

POE i5BE ER1E il
BIRENNEERRE &
B" (66% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset 1
FanSpeedLowOffsetVal FERLTEIBESLL %PWM  |[{E90-100
EE IEREERRE 18 racadm get
%E’\JNEEE{E%{E, ;gstem. thermalsettin
IHERURT &S, FanSpeedLowOffsetVal
1&5{#H FanSpeedOffset
XRFES|E 0 KiREl taSIRE—ME , 10
B. 23" . XEWREEFERALT
o, BN AEEEENX
FRIERAXEEE R (K
B" (23% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset O
FanSpeedMaxOffsetVal {FERILZTE1ESLL %PWM  |{E9 0 -100
EE "RAKBEIERERRE" racadm git 1 :
ﬁ.ﬁﬂgmﬁﬁgﬁfg{go ;ZStem. thermalsettin
IHERRT RS, FanSpeedMaxOffsetVal
15{#/ FanSpeedOffset
MRMZERS|E 3 KiIZE ItanSRE—ME , 2
=R “100" ., XEWEEERUT
P |, BN AFRAXEE
w5 (RILE , 100%
PWM) ., BE , WRBESSH
KRR RIS,
racadm set
system.thermalsettin
gs FanSpeedOffset 3
FanSpeedMediumOffsetVa {EREZEBSLL %PWM | {E79 0 -100
1 R "HPEXEEIRE R CECEC G ,
1§§E"Jmﬁﬁ$ﬁf§1ﬁo ;Zstem.thermalsettln
HEBURTF RS, FanSpeedMediumOffset
1&5{#H FanSpeedOoffset Val
WHRFRS B 2 RKIREIE
e HIREI—ME | W
47" . XEWREEERLT
Pl |, BN ABTEENX
BIRFINEEEERE &
" (47% PWM),
racadm set
system.thermalsettin
gs FanSpeedOffset 2
FanSpeedOffset o (ERLLXISAN get TR [BER - EEENERE

%ﬁﬁﬁﬁﬂ’ﬂmlﬁﬁ‘?ﬁﬁ%

o 0 - {EXEIEE
o - BXEEIER
o 2 - FERGEERE

racadm get
system.thermalsettin
gs.FanSpeedOffset
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=1 EgE ()

BXfH.

PO 1588 ER1E! Al
o BIXRE set MIEEEE |0 3 - RAMBEE EENEERRBEEN S
R, JLIRERFNNXEE [ 255- & @ (w
E(RIZ(E. FanSpeedHighOffsetVal
. %@ HERE T Fr R AR RTEN )
FaASpeedLowOffsetVal racadm set
. system.thermalsettin
FanSpeedMaxOffsetVal gs.FanSpeedOffset 1
%anSpeedHighOffsetVa
1
FanSpeedMediumOffset
val WK (IHEIEEN ) 2
TRz R RAERIME.,
MFSMaximumLimit X MFS BIEK(ERRS! &5 1-100 ERRAILMER
MinimumFanSpeed IEINZE
HIERAME
racadm get
system.thermalsettin
gs.MFSMaximumLimit
MFSMinimumLimit EEN MFS B9/ MER {BM 0 B MFSMaximumLimit |ZERR~eJLAER
.o N — MinimumFanSpeed iGN E
ZOAEN 255 ( = ) HE/ME.,
racadm get
system.thermalsettin
gs.MFSMinimumLimit
MinimumFanSpeed ° fﬁl?@ﬂ:ﬁ%éﬁ@ﬁ'ﬁﬁ FHIR M MFSMinimumLimit ZE BERERRSER(LEEASH LD
{Wﬁgﬁoﬁzmg - MFSMaximumLimit {ETF 45% PWM ( 45 S5/
o BEMXBERIEE (17 P F MFSMinimumLimit F
7& ) {E ' #ﬂ%gfﬁj‘[\,ﬂ:’)—(l’,ﬁ ggig%%ﬁ%%§§g5ﬂi#zmui MFSMaximumLimit ZIET_IE'\]
R ItEE X AXUEEESRE, = e &) :
o IHBERNBEERL %PWM
E. racadm set
system.thermalsettin
gs.MinimumFanSpeed
45
ThermalProfile ° fﬁlq:?gf'E "HMEEAR ': EEENENEIREE R
B . e 0-Hzm =
o RYFEEEBEAREY |0 1w
KERRIBEMT RIS ERFE o 2 -E{KINEE racadm get

system.thermalsettin
gs.ThermalProfile

ERHARENHREN &

= Mabr
=iEae

racadm set
system.thermalsettin
gs.ThermalProfile 1
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& 1: PR E

POE i5BE ERER il
ThirdPartyPCIFanRespon |e =75 PClRHIEHE=. [({E: B (A AR
se o AYFEEERERRUEEY |0 1-EE FRE |, LI NEiE=
?Eﬂﬁ PCI RHIZNAZRSN |0 0 - A7 75 PClI & :
55 M, Y
o IHEJLIEE Lifecycle @ E: BOIAE9 1. racadm set
Controller HEFRIEE ID system.thermalsettin
PCI3018 , RIBIAEHBTZE gs.ThirdPartyPCIFanR
=75 PCI &, esponse 0

{EF iDRAC iR B2 HIEF SR E

BIZWERIRE

1. £ DRAC IRBAFIFER , #£Z Thermal (fif#k) .
KBRS E R iDRAC Settings Thermal ( iDRAC iR & id## ) TI@E.

2. BT
o RAERENH
o EAHFSIRERS
e Fan Speed Offset ( XBIER(R )
o EEXEEEE
REBKARRE  XE-—BRENNAT]  BMIASERRERS|IS. =S, DRAC & BIOS EHHARIBNERIBKIA
RE. —L Dell RS REAIRESIFERTRE N SHFER R HATENBE N AP RANER, MNRASHIXLIER , Bl A8 ~HER
BRERHBENE.
3. {REAT Back (f5IB ) . Finish (528%) flYes (2) .
iR ERECE ST,

* SGETHE

SEE

SR EATHA iDRAC RERVTE, . AFTZEUFIEIE PowerEdge IRSSES.
BigEEHE,

1. REZRFIRMERS., BXESER | 55 RMRAIREA.

2. LEFECESITH Web Nbi2E. BXRESER  BERHRALREA,
3. LREEEFMY Java Runtime Environment (JRE) ( 315R{#EFE Java 1EEZEEYASEIGA)FER Web NISSE8HY iDRAC , MIBE ) ,

(D|iE: BFE Java 8 HEBHRALUEFRLINGS , FHBIT IPv6 RLEE) DRAC BEHUSHIA.

4, T Dell Systems Management Tools and Documentation DVD H1 , M SYSMGMT I {4S2%4EmfE RACADM 1 VMCLI, &1 , 1517
DVD _EAY Setup LABRIAZSETIZ RACADM FIE(E OpenManage #XftE, B RACADM FIES(EA |, 1555 dell.com/
idracmanuals 1240 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC RACADM S {TRESEISE ) .

5. RIBESRZLITFIEH
e Telnet
e SSHZEFig
o TFTP
e Dell OpenManage Essentials

izf=EiflE iDRAC

ENETRILITAZIA) IDRAC Web RE , IBHHREIRLLS DRAC IFE—MLEH., Fiu

o JIRHIRSSES — EELMRT CMC FERNE—REH, BXE CMC NESZERANNEELBHNEZER | F5H
dell.com/support/manuals _f$ Chassis Management Controller User” s Guide ( ¥ S IRis&HI28 PSR ) .

o HIZRFIATUARSS S - 1§ DRACNICIREAN "ER" B LOMI FHBREILLS IDRAC AT E—RSEH,
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ZNEHILHAZERFREHS | BB DRAC Web REEREMEH G,

feE SZi5AY Web IS ES

(D)|3F: BESNISE R EMANES(SE | 1527 dell.com/idracmanuals H12{1H Release Notes ( &1THEE ) .

iDRAC Web SREIIASZEHINEET LUFERIXEE G RN BTN GRS TIHA, BERAELINGRE , SWME—EiRE, XERES
1E . ZFREIEERE. 2R Java, ActiveX Bf HTMLS HR4STIFESE,

R MBI IBIRSEHEIZR Internet B9 Management Station ZEEZE] iDRAC Web Rl , NIFEEELE Web RaesLAMIZERSES151A]

Internet,

(D) |iE: ANERIE(ER Internet Explorer B, Firefox LAIIA) IDRAC Web FH , ERIRERERBEAE T IARERERE. BrILUER
HiSF TS0 S es R HEOAIRE.

it ERIRERERINATNE.

®

EcE Internet Explorer

AEDIRHTHBXEE Internet Explorer (IE) BIFAER , LARRETLUBIEIFIEER DRAC Web REIHIFFTEINEE. XLIKEEIE :
ERERLIRE

5 IDRAC IP S INEZEEATUER

L& IE LS Active Directory SSO

£H |E e R i e

EFNZH Internet Explorer T8 E

HRIR Internet Explorer (IE) iRBEIRE N Microsoft HFHEAREBIZBAEDTNMENASTEENIRE.

1. LSIERSMNITIF E, siEREEERK,

2. BT Tools ( TE ) Internet Options ( Internet %l ) Security ( 22 ) Local Network ( A81BRI4% ) 8% Local intranet ( 45ith
PIERRI ) .

3. BA{ Custom Level ( HENES ) | 1%54F Medium-Low ( MELY ) , B2 Reset (EEE ) . B OK (HAE ) LAHBIA,

1% iDRAC IP iRINEIZF{Eub =53k
13718) IDRAC Web RERT , dHIRSHS(HHFIZFFEL iDRAC IP il , MRAZRSIRRERIEGZ IP bR NEFIES, =G BE

Rﬁe:___lres%l(:':I RIER ) ECEHTSnN Web XISTRELAZESIE! iDRAC Web REIRIIERR. WRKRTERNN 1P, @WEFHE 1P FMNEIREE
ShRFIZRR,

®| it SEREHANNEMSEIETRRY DRAC Web RERTS , PABRESE | TSR ERNGRIEBERES.

1% iDRAC IP #EUERINEIZE T RFIER

1. BT Tools (TE ) > Internet Options ( Internet %I ) > Security (&£ ) > Trusted sites ( Z{S{Ei4s ) > Sites (i
Ii“\ ) o

2. EEZMusRIMBIRa N iDRAC IP iehik,
3. BT Add (iRIN) |, BB OK (HAE ) | SA/SERT Close (XM ) .
4. BTE OK (BRE ) . RIERIFmNLEES.

EtE Internet Explorer LAISF Active Directory SSO

ELE Internet Explorer BONILESEIRE
1. £ Internet Explorer §1 , SfiZE Local Intranet ( & Intranet ) 783 Sites (I8 ) .
2. {SUEZRELATEEIR
e Include all local (intranet) sites not listed on other zones ( BI&ERBFIERMXKIFAIFTE AR [Intranet] ihr ) .



e Include all sites that bypass the proxy server ( EIEFTEAMERRIEIRSSEMNLA ) .

3. Bt Advanced (B%) .
4. INFrEEHAIE SSO ELE—ERoAY iDRAC SEAIRYHEXIHS (540 , myhost.example.com ) ,
5. B Close ( XM ) 75 OK (#%E ) AR,

%2 H Internet Explorer {&8HZ 2T E

FIRIRIEET LR Web SRE FE AT FIEMB AT | IV Windows ZEF Internet Explorer 18R £HEINEE. BXEHA
Windows hiZAs_EILKIIBEANES. | 15515 Microsoft BB {4,

e Mozilla Firefox

AEDNBTEXEE Firefox ANFMER | LABRETTLASEF0(ER iDRAC Web FREERIFTATIRE. XLIREEE

o ZFHRFHEINEE
o BCE Firefox LAEAE Active Directory SSO

XM Firefox FAIE R EINEE

Firefox B "BR8" 28t , FERFSIREAERMNES MRS RLEET. WREER BB ERENEN
IAIARY IDRAC ZEEIIEHEERRS | BMEEERIRAEER.

BEZRAPEREENBER LRV ERNES | BT TIISE

1. $TFF Firefox Web XI%SSEE .

2. TEHBUE=FERT |, BN about:config FH& <Enter> #,

3. {E Preference Name ( ENi®IRERTR ) 7h , #ZFFH W5 xpinstall.whitelist.required,

Preference Name ( Ei&IRE#R ) . Status (A7) . Type (HEB) 1 Value ({H) ESEZUIHEARNA, Status (1K)
B ESTRAFIREF R Value ({H ) 2358 False,

4. 7£ Preferences Name ( ENiIRZFR ) 54 , $Z| xpinstall.enabled,
TR Value ({& ) 5 True, WNRAE , Wi xpinstall.enabled L% Value ({8 ) i&& /I True,

EcE Firefox LAISF Active Directory SSO

BCE Firefox RUNIEIERIRE :

1. 7E Firefox HBHHA=AR |, #IN about:config,

2. £ Filter (13888 ) F , BN network.negotiate,

3. BHZRINZE network.negotiate-auth.trusted-uris ( EFHESHTRIIFIE ) .

4. EIHZ7IIZE network.negotiate-auth.delegation-uris ( {EFHESSREIFIE ) .

A& Web RISS=RLAERERIEHIS

BEEEE FEREEHE
1. THIREBLENEEE (Internet Explorer (Windows) 8( Mozilla Firefox ( Windows 8§ Linux ) . Google Chrome, Safari ) BISZiFhRA .

BXETIFIESERANEZ(EE |, 15217 dell.com/idracmanuals 29 Release Notes ( &1T588 ) .
2. EfEM Internet Explorer , 5% IE iIRE NI EBREDIETT.
3. BEE Web JItag8LAER ActiveX, Java B HTMLS #&f4,

ActiveX Viewer {3 Internet Explorer 3243, HTMLG 8 Java BRE 2 {Ha s 28745,

(DliE: BFE Java 8 HEEMRALUEFILINEE | FEIT 1Pv6 RILSEE DRAC REHUZEIA.

4. AZERFLSARIES  DaHilineiaibiERaosat=en.
5. Z%E5 compat-libstdc++-33-3.2.3-61 fEXHI4E,
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(D|iE: & Windows £ , 5 compat-libstde++-33-3.2.3-61 BXAVRMERIREERTE NET ERKMEERIFERFNHE
.

6. UNERMR(ER MAC BEZRSE , 15%EE Universal Access ( 1EMiHa) ) B0 T~HY Enable access for assistive devices ( 2 X 4#E]
REAYIAIE ) I
BXESEE | 5558 MAC BERSHAS S,

ECE Internet Explorer LA{EAEF HTML 5 AYiHh{E

HTMLS FEHUEHI S F0RELIANER AP al@E R HTMLS FARREIZE, HTMLS BARRENT -
o FEEEEFIRI(Fuh %ok,

o FAMEETNSEEMIHRMER R CTEAVALL.

o FRAKRZHAERANIIBFES.

o REEPBMZFIRIES Web TTEAI—EBD T,

1RIARSEECE Internet Explorer (IE) iRE , ARRBHFHHEITET HTMLS BIEIUEH STIEIN RN AR, BEENIERRE

1. EREEEEOEERER. Atk , 7835 Tools (TR ) > Internet Options ( Internet %1% ) > Privacy ( [&fA ) 73588 Turn on
Pop-up Blocker ( ¥JFREHEOI=ZEIER ) SiF1E,
2. FRLAMMHEAEZZ—Bs) HTMLS EiEHE -
e TEIEH, B Tools (TE ) > Compatibility View Settings ( ERENELEE ) Hi584% Display intranet sites in
Compatibility View ( fZEIRSEREIPRRAIEERIELS ) SiEE.,
o 7E IE HA{EM IPv6 Ml |, AN TATMER IPV6 Stk

https://[fe80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd4-2fe9.ipv6—
literal.net/

o 7 IE HR{EA IPv6 MES IS HTMLS EIIEHIE | IRUN N RMES 1PvE Mk

https://[fe80::d267:e5ff:fefd4:2fe9]/console to https://fe80--d267-e5ff-fefd-2fe9.ipv6-
literal.net/console

3. Eft IE NSRS EREEE |, AJ%E] Control Panel ($Z#IEIR ) > Appearance and Personalization ( JMRFIfMEN ) >
Personalization ( MEE ) > Wlndows Classic ( Windows £581 )

foE Web EEERLAER Java ih

WNESRIEER Firefox 8 IE FHEAEE(FF Java BEEE , iB%EE Java Runtime Environment (JRE),
(D|i%: 7E 64 RORERG L ETZ%E 32 fuak 64 i1 JRE BRAS , BYTE 32 RORIERGF L ATZEE 32 i1 JRE bR,

ERCE IE LMER Java i
e TE Internet Explorer FEEFS4 FERIE SRR
e £ Internet Explorer B2£F8 Enhanced Security Mode ( 128H9% 2= ) «

fcE IE PAEFE ActiveX {4

TWIRSCECE IE NIMEERIRE | AR RSB TR T ActiveX BUEHIEHI SFIEN R R, ActiveX NFFREFFE2IEAERAMN
CAB S{HM IDRAC BRSSESIRML. MNSRMEEIIEHIETIERESEENZ BN Native-ActiveX 28! | M HIESXEHIERIEHIGHT , CAB
NHETHEEFRRFAFHBEET ActiveX BIRIMEHIEEE5. Internet Explorer BELITHLEE | AT, TEHETET
XL ActiveX BN FITER.

£ 64 (HRMERGE L |, 1EFATLAZRER 32 {UEK 64 [LhRASAY Internet Explorer, #XRJLAGERS 32 {78} 64 {7 , {BRERETHENAYEE.
e, SNEREFE 64 (LXIEER EZ R/ | AARTE 32 (NSRRI HAESSE | AR,

i¥: IBAALUE ActiveX FFHS Internet Explorer —i2{EFE,

@ i¥: BIE(EH Explorer 9 IERSE_H{ER ActiveX 14 , TEECE Internet Explorer B , RFB{RIE Windows Server I2{ER Y
Internet Explorer B iR55 28 B IR as P AIGIRRILZ SR,

$3F Windows 7, Windows 2008 1 Windows 10 EEEHRY ActiveX N FIFERE , BACE %! Internet Explorer IRELAER ActiveX 1
% -



https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

FNIENIN

iERNE R EIRE T .

& IDRAC IP B EH1BHRINZ! Local Internet site ( 45l Internet 355 ) 7K,

BEENMIZREEE/I Medium-low ( - ) SkEXIKELATIF RS EM ActiveX 1.

SIENREE TERINENANSHERE=A ST B, BHTIIR(E , 155 Z Tools (TR ) > Internet Options ( Internet i

Ii ) >Advanced (74 ) . i5Fk Do not save encrypted pages to disk (iEZISINBAITTERFRIRLER ) LEI0 , SR
Enable third-party browser extensions ( BEE=F SR EBR ) I%&IT,

@ i¥: EHTEEN Internet Explorer LAfsE Enable third-party browser extensions ( RIS =AM R ) iIRB4ERL

2= Tools ( TE ) > Internet Options ( Internet #I& ) > Security ( £ ) FHEREEIITZMN FREFHIXIE,
EA Custom Level ( BREX S ) . £ Security Settings ( 2i8E ) O+ , HUTTIHRIE -

e X Automatic prompting for ActiveX controls ( ActiveX }E{4BENRZ ) 1%1% Enable (B ) .

e X Download signed ActiveX controls ( TE,EZER&AI ActiveX = ) 1%1ZE Prompt (IB7R) .

o XHETT ActiveX IE{HFNIH{F LB AEIRT.

o TIIFICHTRZLIUTRIAE ActiveX IE{HNITRIA SR B HEHERR.

EaTE OK ( ffi%E ) <I7] Security Settings ( ££i88 ) &0O.

BaTE OK ( T#7E ) ><IF] Internet Options ( Internet i%I& ) &1,

@ i%: 7E{#F8 Internet Explorer 11 FIERSE L |, (@IS D Tools ( THE ) > Compatibility View settings ( ERIENELEE )
SO0 iDRAC IP,

i*:

® o BNAREIRAR Internet Explorer E51EEIRY Internet Options ( Internet IR ) . FEltL , FEEHXI—MiXILEEHEIRSS B8R
R EMRFIRE | HERSESEREENRE.

o Z¥E ActiveX EMHHE] , Internet Explorer AJBE S BR—Re®eE Erop) ActiveX B35 T2 , WIRTE Internet
Explorer BRREEERRITES ActiveX 144,

o WERIGIEEEIEIIEEI ERTILZIFEIR Unknown Publisher ( REIZHIER )  NTREEHTEXARBEZIIBERS
B, EfRIER | SR NN R EH, FREERS|IZEKIEZ Symantec 16958 , HE MNERERPILER Symantec
ud A9 BE I TIRAE,

Windows Vista S{EEFIAY Microsoft I EZRRIMTINMEE

Windows Vista BB ETAIERIER ZHRY Internet Explorer NIa888—IR/ Protected Mode ( fR4F#EZL ) NI NZ£INEE,

SEFE ARPIETUIE Internet Explorer MIBEEERBRIFHIETT ActiveX RIFETRR :
1. {EREERIET E.
2. ¥Z Tools (ITH ) > Internet Options ( Internet %I ) > Security (&£ ) > Trusted Sites ( BJ{Sifs ) .

3. ERREE AR RXIRKEERE Enable Protected Mode ( BRSHFIPIRR ) EIN. =& . ILAIE iDRAC HBHEZRANE! Intranet X

EAPRER, BOABRT | SRIFEIUEETYT Intranet BIRFNRTSib R KA AT R K,

ISz mEsRINB X R |, 700 DRAC RttbtE | 2R/ EATEERN.
BEXH  ARRHIRE.
KIAFEHBNANERREREENS.

N o g b

AR RS R

NREITREMEHIGRTHINEM (BUSEEER  BSREE ) | NNERRAERIESEET | BIREMRERS CAsermEa T

|RRAEERHEL.
DliF: e SRR A S5 EMN SRERET.

iBkR Java BHIRA
EiERR Windows 8% Linux FIBRRARY Java BBEERS , IBHUTLATRIE -

1. ERSIERFT , IBfT javaws-viewer BY javaws-uninstall,



IATE B R Java Cache ( Java SiEElRF ) 528,
2. MIBRARERS IDRAC B SIS E iR E .,

1& CAIE B SNSRI

HEEHEIEFISSEMUNERR | RASERERUIGIEBES, MREEEEEXA Web RZEFIES , BRILIBIEE CA LIRS
A Java 8 ActiveX Z{EUET FERiBERIX LR,

15 CAEBSAE Java Z{SFIEBE

BEiE CAIEBEAE Java (S(EBEREEK :
1. J2&h Java Control Panel ( Java IE$IHEHR ) .

2. BEREINR , AFRTIER.
B Certificates (iF$H ) XHEIE.

3. M Certificate type ( IEFZEEY ) TR ZEEF |, 15%#F Trusted Certificates ({F{EANER ) .

4. B Import (8N ) | MISEFFIEREE CAIES (LA Base6d 4REFET ) , A/FERT Open ($1FF) .
EEANERESAE Web BHIBHSITERFEX.

5. BEkE , ASSREMAE. Java Control Panel ( Java IE§IHR ) BEONEKHE.

1& CAIEBSA ActiveX Z(FIEBEE

& fsER OpenSSL My ST LERFERTEIRFHEL (SHA) BIEEIEREDIE. ZEiINEA OpenSSL TE 1.0x FIESRE , EAEE
INERE SHA, CAIERWARSEFS Baseb4 fwiBAY PEM 1820, XESAE CA IEBH—R TR,

i CAIFBEA ActiveX BI{SIFBEE :

1. ¥TFF OpenSSL apSiRE .

2. FARAUTHSIZTEIRG FMEIEEFERAR CA IEBR 8 FHEFIELL : openssl %509 -in (name of CA cert) -

noout -hash

RRESER— NG, FIE0 , 405 CAEBX4E A cacert.pem , iZ&dH
openssl x509 -in cacert.pem -noout -hash

RFELEMEMT "431d0322" RO,
3. 15 CASHESBHMLIME | FHET BEFFN— 0" . P, 451063220,
4. BEHEMN CAINESHIZENEER. B0, C:\Documents and Settings\<user> directory,

BE Web REIRNFHIEIRE

iDRAC Web RETIFUATES :

e ZE (en-us)

EIB (fr)

=15 (de)

FEHETFIE (es)

HiE (ja)

B3 (zh-cn)

%ﬁ&?ﬁ%#ﬂ’g ISO FRRFRIRSISES TR, WTRLESTIFNIES | BNREEOENEEN 1024 GXESEEENE
IhAE.

iDRAC Web REISTES A EERSFERUSIHES IR, iDRAC Web RERIRLLINGE ( MNEMISHIE ) TREEESYMYSEA
BEih S ENIIAEE TR, RREASISEIRESEEINIE,

(D|iF: BE ISR T RIMIER BaiS B A RIS S HEEAMUARAR] iDRAC Web .




EFnEEE

{s5F3 iIDRAC BJLAEEHT IDRAC, BIOS FIFFE1EEN Lifecycle Controller TS IFRIRERENL: , HIa0 -
o NEHEE (FC) &

ZHER
BIERFGIREERS
mIZ&#EEO = (NIC)

RAID #5128

EEZR S (PSU)

NVMe PCle &%
SAS/SATA TEE2IKEN2E
AERFOIS MBI AR ST
OS WrEess

PSU B BMTISERE/L oA , RISEVRFRATREM PSU BS, AERIRIE PSU , i527E PSU Bt EFHAEH

HE S IR R AR,

BTG RTRRIENG L1ER) DRAC., EfESERE  BRENRE L REHFIIHBIMRAFI TR FRORAS. WNRE HENEET
M, NSBREBRER. FAEEEHS|ISNETERINAE. SRRREN S| SNEFCEFFBETE T REREHNS I SRBIET.
WTFEEHT , REEHNSISESFE X,

EEI4EFS . System Inventory ( RARIRSH ) REEREHVEHRAFHCRAE.

STRF RO ENA B SFRBL B

e .exe — ETF Windows Y Dell Update Package (DUP)

e .d9— % iDRAC #[ Lifecycle Controller —Z&HIE14

SFT BB .exe I |, BIVREER "REEH" SR, HSRAEFINITZEEEFII8E | BX4USH Lifecycle

Controller,

SIFYREA .40 lIE |, 1BwinBE "EE" R.

(D|iE: 4 DRAC EltH/E , f&RIRERIERE Lifecycle Controller HE-RRASEIBAERTAR , EZfEM NTP Eik iDRAC BYE,
4 EEIRE SR BIOS A& , BEZ iDRAC FHEEIR.

A LMERL T AT R ST -

o MNAHIRFEMEHLINFHZSHFHMGSER , BRINE—FPEE,

o EEZEFTP, TFTP, HTTP B HTTPS uhmekMEFERE ( EHEE Windows DUP FIHEMAIBRE ) .

A{sEM Dell Repository Manager SR EENFIEE. BXESER |, 18217 Dell Repository Manager Data Center User's Guide
( Dell Repository epository Manager ##EF/L\VEF 5 ) . IDRAC AILAITER S E%31) BIOS B SFEEFTNA HEHZE
REAERRES ., FEESTESHNFEERERYERTES. tHIhEEEHE iDRAC Enterprise IR EAYE R AT A,

o BUERBERIHNBEE X FHEETYIEAB B EH.

BN TEZEOTETFES DRAC B, TEGERT DRAC B, TFFIH TSRO, MYSSHASEBILR Lifecycle
Controller EFHTFERRIRSI A SEFHEIL

. 12: BYGSHRBIFNHEXTE

.D9 p& iDRAC DUP

L] X5 FEICEEHE 5 EE1LC SEE
BMCFW64.exe N |2 B B AER
EF

Racadm FWUpdate 2 e & AEHR

(1BiR )

Racadm Update (571 | & 2 = =
hiR )
iDRAC UI 2 = = b=
WSMan 2 = = =
TEPRER S DUP S RNER = S

RERERR
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TERER T X T EEFE At EH N EEREENENRENER.

D|iF: HEmTHsNTRRASMEAET | BRSSO XL TS | LU B R R ER S,
. 13: B4 — ISR H
BHERTR ZIEMER? ( "B | B — RRFEENR | R — ZRABEENR | Lifecycle Controller
F ) 7 h? EGJJU"I — RESEHE
HTER B ) ) )
BIERRIRNEFE B & ) B
5 Lifecycle Controller B9 | 2 & &a* =
iDRAC
BIOS 2 = = =
RAID #5128 2 = = =
HiR = = = =
e 2 2 S =
NIC 2 = b= =
FRRISE 2 2 2 =
CPLD & = = b=
FC & = = = =
NVMe PCle SSD IRzh8E |2 & & &
SAS/SATA FERIKzNES B = = )
CMC ( fi7F PowerEdge & 2 = =
FX2 fgs3e8 L)
OS Wrgess B B = a

* RRBERIFEENENRSR , BV/REFSN IDRAC Z RN AEERT, FERHkT DRAC BEF1NINEE.

IEEEFAT , ¥RC9 Available ( AJA ) FMRAHASERR 0 ANEIRA., REEHE , iBHEREEERENRA LR
SRR AT, WREERS] iDRAC #&MIZIFIARAS , N{EF Dell Repository Manager (DRM) Bl B E M FiEEEHECS iDRAC LU{EH
ZIFEEL S E ST,

{§F iDRAC Web REEIENE

IEAIAEREARR G A BAYEL MG MNEHE ( CIFS, NFS, HTTP B HTTPS ) Bt FTP Mg SE4.

EFEREMEEE

A MRS E S EEREM R | AR SRS PRI RS RIS,
C$£ﬁﬁ%?ﬁ¢ﬁ#mw%t#%$@@&ﬁ§%o

E(F iIDRAC Web REIEFERMIEFEH
1. #ZE Maintenance ( 4§ ) > System Update ( ZHKEHT ) .
RS2 Firmware Update ( [Ef4&5T ) TUHL.
2. 1£ Update ( 85 ) i&ITRH |, 1%#% Local ( &t ) {9 File Location ( SUEFAIE ) .
3. B Browse (NI%S ) , AFTRAMHEEEAIRESUY AT Upload ( L% ) .
4. FESERE | 1G7E Update Details ( EXTIFMER ) 209 B8 EL2E iDRAC RIBEMH SR EDIRT,

AR EHIME A BFFERRIN LS, | Contents (BB ) FISERAMYE S HRBIRAGEHNETR—MNE (1) Bitx, BFRZER
A]EZE Device Name (&8 ® ) . Current ( 2§87 ) 0 Available firmware version ( SJE4IRE ) 5.
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5.

R B I TLA TR EZ — -

o WFAZEEINRGERSISHIEHMG , 55T Install (3= ) . 5I40 , iIDRAC EE4314,

o WFHREFNNRFAENSISHEGFIE , BT Install and Reboot ( ZFHFEH5|S ) 5k Install Next Reboot ( TIREHT
5|1SNTE) .

o EEVHEHES , {58 Cancel (BUE ) .

R8T Install (%% ) . Install and Reboot ( ZEEHEHSIS ) I} Install Next Reboot ( FIREFHS ISR ) Y, BESR

jEE Updating Job Queue ( IEFEEF{EABASY ) .

ZE7R Job Queue ({EIKPASY ) TTE | 55T Job Queue ({FILBAZY ) . ERILNEEEHEESHREEHEHE OK (il
E) R SpIREAEEEEEFIRE.

Dix: K EEEFREFNRE , USBT—KESEEHEMEE LRINESHSERL.

(ER B NEFREFHEF

1.

2.

1£ iDRAC Web SREH , 2% Maintenance ( 43P ) > System Update ( 248 #T ) > Automatic Update ( BEIEH ) .
IR E7~ Automatic Update ( BIZISEH ) TRH.

#RAET A% Schedule Updates ( i1%I8$f ) 5% Schedule Updates and Reboot Server ( itXIEHHEHCISRSEE ) LUHTE

ST,

1E Location type ( (BB ) EIT<L , M Network Share ( RI&EHE ) . FTP. TFTP, HTTP & HTTPS Si%iZ Tk E

79 File Location ( X{4iE ) .

RIEE , SHEREH—PRIREIFHER.

EIEEMBHEIREN , BNAENAFBINERERESFRERS | EAERT D S RBIEEHRER

BEXZFERIMER , 15518 IDRAC Online Help ( iIDRAC BEEEED ) »

FEHEOIR LS THEUTEMRER

e Current iDRAC Time ( 2§71 iDRAC B8 ) — E7RsChRARSS S8R,

e Start (24hr format) ( FFIAARIE ( 24 MEHER ) — RIFEURERTEL.

e Recurrence Pattern ( SIM&EI{ ) — ST LURIB S EKIEIFET, o FARVIEINA © Daily (8K) . Weekly (8 ) .
Monthly ( 8 ) 8} Every <occurrence in number>Day ( 8 <25¥F>X) .

B Enable Automatic Update ( SFHEEIEHT) .

A Job Queue ( {EAVBATY ) B7x Job Queue ( {ENLFAFY ) TaE , EHAUEENEESMEBRNEHE , SEd OK (FAE )

R HBIREHEE RS ERIORTS.

(D|i#: EHLURIESAITEK Disable Automatic Update ( 22FIEIENEHT ) .

{EF RACADM BEFm& & E1YH

EEH RACADM BN REL | 1BFEA update . BXIFMER , 15217 dell.com/idracmanuals IR RACADM
Reference Guide for iDRAC and CMC ( (1ZFF IDRAC FJCMC HIRACADM ZE1EZ) ).

5

BERAEHEEEENRIRIRS | BERLU TGRS
racadm update -f catalog.xml -1 //192.168.1.1 —u test -p passwd --verifycatalog

B nyfile. xnl fEABRHRIER TAEIFHEERNTIEERNER , FTIEREHS|IS | BERUTHS
racadm update -f “myfile.xml” -b “graceful” -1 //192.168.1.1 -u test —p passwd

B{E#M catalog. xml {EABRMHIER T FTP BEMENTITEIERNER | iSERUTHS

racadm update —-f “Catalog.xml” -t FTP -e 192.168.1.20/Repository/Catalog
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itz E B

&aJLA79 IDRAC FEEEHEFTT RILUSEHRIEN &S, I XIRBRIAIRIIE , iDRAC IEREHEERIB R, MREHAEHFN A
SMERNFAFTEIERIER. eSS LeE— AEXY  EhE a8 XRESSnaiEFE4GEHRIER.

FINEMEF Dell Repository Manager (DRM) BIETFHERE | FECE iDRAC LERIFEERICENRTES E#. FRNEMFMEED
1L %] iIDRAC RIRT BREMFOMA | AR TR AEIMIBEH B,

®
I BIFEEHES DRAC I ARFATIE,
EATLAER iDRAC Web 5REIEL RACADM it BshEHEHT.

(D)|i: F=i5ER IPv6 MBI SN E A EE.

{EF Web FRHETRIBzNEHE

EfHF Web REITXIENEHERT , BHATLATRIE :
®|5I: WMREN BRI |, WAECIEBEMEFEVHN T RIS, eaBEH1ARTIANELL,
1. T£IDRAC Web 5RET , #Z Maintenance ( 43P ) > System Update ( Z%EHT ) > Automatic Update ( BEIEH ) .
IATE R 7R Firmware Update ( E{48E37 ) T
2. Bi5 Automatic Update ( BEIEHT ) 1EIT R,
3. j%i% Enable Automatic Update ( [EFEERIEHT ) IR,
4. EER MG e e R S R o e m a5 SES -
o iHRIEH — SFEHEN  EREHRSISRS:E.
o HYIEFHHENSISRSE — CEFEGEREERRSSEERSIS.
5. WEELAME—TLMSEEHIMERRIGE
. getwork (ILE ) — fEFSREMEIEE (CIFS. NFS, HTTP B HTTPS, TFTP) MIBRXH. BWAMEHEERNFAE

i*: % DRM IE L5 K. , 151//0) delltechcenter.com/repositorymanager,

D|iF: EEENBHEZREN , BYAENBASNEREREHES | ORERES SRmBS A,
o FTP—{EFRH FTP WmAIBREF. WA FTP iSmASFAER.
e HTTP 5 HTTPS — AT R R RERMFNEID HTTP F1 HTTPS SZHEH,
6. HRIFAELER b PHITRILRE | MANKIRES FTP RE.
BXZFRIMSE , 555 iDRAC Online Help (iDRAC BEHESE] ) .
7. 1 Update Window Schedule ( EFEMITL ) 5 % , iEEEHEFHIR(FROFHARTEMEI IR (X, 8AxEBR—X).
BXZFERAVSE | 152808 IDRAC Online Help (IDRAC BAERE ) .
8. BEitRIEH.
BAEEIAFIREET— MR EL, ESIRLNE—NIHFRRSHE | BEE T R R,

{£F RACADM itXIBzNE4E#h

EH N EEEER  BERUTHS
o ESABMEHEH

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
o EEEBEMEHEHIRE
racadm get lifecycleController.lcattributes.AutoUpdate

o EHRIEWEHTRIFROFFIaRIEIFNSER :

racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time
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< hh:mm> [-dom < 1 - 28,L,"*"> -wom <1-4,L,’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | 0O-disabled)>

g
o Efff CIFs HEBEME

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —-f cat.xml -

time 14:30 -wom 1 -dow sun -rp 5 -a 1

o Z(HF FTP BahEHEHH :

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser -pp puser -

po 8080 -pt http -f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

o EEEIFIEMHERTL :
racadm AutoUpdateScheduler view
o EZHBmMEMHER
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
o EFRITHIFMER
racadm AutoUpdateScheduler clear
o MImFE HTTP H= ST -

racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share
o JITFE HTTPS HE HETHUS

racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

{EF CMC Web REEFIEF

EAILAER CMC Web SRETEFTAT /] H RS 2809 iDRAC [Elf4,
(g CMC Web FREET iDRAC B4 :

1. BEFRE CMC Web FmE,
2. %% iDRAC Settings (iDRAC i&& ) > Settings (i8& ) > CMC,
BRI~ 7 Deploy iDRAC ( EB% iDRAC ) TR,
3. B Launch iDRAC ( [55f iIDRAC ) Web REIFH#117 iDRAC Firmware Update ( iDRAC [E4E&HT ) .

{£F DUP SEFhEI1+

{553 Dell EFIR{HE (DUP) BHEHZAT , iBHAR

o LEFEH IPMI IIZERFIRGIER.

o WNRIBHESFIEIT Windows IIERSE , BRAFEEN Windows Management Instrumentation (WMI) fRSS.
@ iE: 7 Linux H{sEF DUP 20 FRFEREEHT iDRAC [EfRT , aNSREFNEHIAHIER usb 5-2: device descriptor

read/64, error -71 ZZEREREE , BRI,

o WMRRARLET ESX BEIEER , WX TFTEEITAI DUP XX |, BFRHRERLITMSELL “usbarbitrator” fRSS : service
usbarbitrator stop

B3 DUP B3 iDRAC :

1. BTLTENRIERFTE DUP HESERF LIETE.

2. j&f7 DUP,
BEEEH. BEERRELEETEESR.

RESERR
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(EFiniE RACADM EHEHY:

1. BEHSBYETEEI TFTP 8k FTP BRS588. 40, C:\downloads\firmimg.d9
2. =fTLAT RACADM 5% :

TFTP fR$5E8 -

e (FF fwupdate #p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>

path
TFTP RSB LM firmimg. do BRI,
o {FFH update 3% :

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP IRSS%S -
e (FF fwupdate 4p% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -f <ftpserver IP>
<ftpserver username> <ftpserver password> —-d <path>

path

FTP BR5588 L17f# firmimg. d9 RINIE.
e (i update B :

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BXEZER | 15517 dell.com/idracmanuals 2{#fY iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM #3{THESE1ER ) .

{5 Lifecycle Controller iSRS BITEY

BX(EH Lifecycle Controller—Remote Services EEIHHYER , 15217 dell.com/idracmanuals 23 Lifecycle Controller
Remote Services Quick Start Guide ( Lifecycle Controller Remote Services HRIEAN [ J#E/E ) .

M iDRAC & CMC BEli4

£ PowerEdge FX2/FX2s #1387 , BTLAM iDRAC 9 Chassis Management Controller LARRAHEETH CMC E#iF1IRSS e =AM T
B,

N FREFZE , SR

o AU CMC FEIRSSEEEIR,

o T LCD FUNEMRER—FKIER "EEEH" HEE.

o 5 LCD BIMAEA/RER LED INMMERX R REMIIHE.

o HEEINIREH , NIERERIRMSHERA,

iﬁﬂ;%}%%gﬁﬁﬁﬂﬁ%%ﬁﬂz§I‘?ﬂl{ﬁﬁﬂ'ﬂﬂ'ﬂ?ﬂ# (40 10M HY Programmable System-on-Chip (PSoC) ) RIESHT , ISHEHAE MXEEEFT
At A R,

&= CMC LM iDRAC B CMC B4

£ PowerEdge FX2/FX2s #l#8 , TEM iDRAC &3 CMC REH=HEIIEILRT , IBiHITLATRIE :
1. Bz CMC Web RE
2. %% iDRAC Settings (iDRAC i&H ) > Settings (8% ) > CMC,

FERN< 7~ Deploy iDRAC ( £82 iDRAC ) TIE.

3. M Chassis Management at Server Mode ( [RSZSHEIU FHINEEIE ) THSEEF |, 1%8E Manage and Monitor ( EIEf
) | AJFEE Apply (RIF) .
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%8 iDRAC LIS CMC [Elf¥

£ PowerEdge FX2/FX2s A6 , 1B5E7E IDRAC HRiTLATRE | #A/SEM IDRAC 83 CMC REHZLAAAIE
1. %% iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
2. B Chassis Management Controller Firmware Update ( #lfAS RIS HIZSEHES )
ItbEH% &7~ Chassis Management Controller Firmware Update Settings ( Chassis Management Controller E{4E#RE ) T

H.
3. 4T Allow CMC Updates Through OS and Lifecycle Controller ( SRiFEISIR{EZR S Lifecycle Controller 85 CMC ) |, i5i%
% Enabled ( [5F3 ) LASFBM iDRAC & CMC [Elf4,

4, TE Current CMC Setting ( 28 CMC &% ) T , &R Chassis Management at Server Mode ( JRSS=HET FAEESIE ) 1%
IE7~ Manage and Monitor ( EIBFINEN ) . EOJLAE CMC iR BTN,

SENEESHEREFH

1.’531%%@%[1&%5%#&%’91’!5% , EIEEEMEHEL. XE—TURINAIINEE. ERASIFRE F—REHS | SHIEEITRIRTE/FILER
BILAR RS,

{F iDRAC Web REIEEHEIES M EXSEFh

E(#HFY IDRAC Web REEECITHRIBEWEIZE | i555ZE Maintenance ( 47 ) > Job Queue ( {ENVBA%Y ) . Job Queue ( {EMLBA
5l ) WESE7R Lifecycle Controller fEAVBAZIFRENATIRTS., BXRATETRNFERANIEE. | 15515 iDRAC Online Help ( iDRAC BXHLES
B).

ZRREA , ATEEZAEAL |, PAJSERT Delete (MFR ) . M/STIENSHIFT | EEPAIVEIIAGM Lifecycle Controller fRMIEAFHFSER, 12
AJLME N —REHS ISHAEMBRATERAT, EARREMBRETEEHASAUEN | BREBIFAET T3 FEARSAIEIL,

WIREBIRSS AR HINR A BEIBRIEL,

{{fF RACADM BEEHER I EEFh

BE(FF RACADM BEDMEREH . 15 jobqueue Fiid. BXEZER , 155815 dell.com/idracmanuals E2{HAY iDRAC
RACADM Command Line Interface Reference Guide ( iDRAC RACADM &5 {TREIS %S ) .

[EEFEHE

1&B] AR iDRAC 8 Lifecycle Controller STHFAUHMZEMEL , BMELRIERS— NFREWITHR. Fia0 , tNREHESFEA
Lifecycle Controller GUI F+4k , #&aTLA{#F iDRAC Web REIEFRES. ERILUBT—RRERENS ISHITES MIEBNEHELR,

TEE BB IDRAC #] Lifecycle Controller E{4AY Dell 58 14 1%, PowerEdge R385 L , [BIiZ iDRAC EHA£[ELZ Lifecycle Controller [&
5.

ENVREBEGER , LRHRERERNIENZ2EMH. IREEFEBEIHITEE , BotRERREMNTEREINRE. B
LTERRBRIMRA | 15 Lifecycle Controller AEEEHT , FISEGEELRIRA.

ISR LUALA T EATEGERR

e T Lifecycle Controller By iDRAC

BIOS

mZ&EEO-= (NIC)

ERZ S (PSU)

RAID $=H8S

BiR

(D|i%: FRESIZUER. IREHERFEF CPLD HTEMHELR,

EREHZ AT, SRR
o ZBMENZ DRAC EHR "EEE" R,
o I8 "IRSSEEEH" MUPRHEEH Lifecycle Controller SEEAES IDRAC LISMY I E IS S HIE .
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o MR NCERIVRENHZ LOM | SiZEAELNER.

AT LAERLA MRS A G EGELRE Z BIZSeA9hRA
e DRAC Web FREH

CMC Web RHE

RACADM CLI - iDRAC 1 CMC

Lifecycle Controller GUI

Lifecycle Controller Jcf2IRSS

{£F iDRAC Web R ELIEENH

EEREREL |, BHITLATRE :

1. £ DRAC Web REF , ¥6Z Maintenance ( 4 ) > System Update ( Z&EFi ) > Rollback (B ) .
Rc;llll;;ck (% ) TEBERTUAEEREHRNRS. FOUBEEREEIR. KFANRE. HaiLErEARAF0] BEEE
RhRA.,

2. EFE—HEZNEIEBIREANZE.

3. ETFAn%iRs , B Install and Reboot ( Z5RHEHS|S ) g Install Next Reboot ( TIREFHSISHIRE ) . WR(ULE

iDRAC , BBAE T Install (&2 ) .
HEFREHENSISE FTAENSISHREN , BEx "EEEFFIELAG" BE.

4. B Job Queue ({RALBAFY ) .
IETSEMEWASITIE | ST EETIE R EFNEE.
QiE:
o TEEIREXTHS , BMFEEEFURE , EiRHEHSEREESENIT.

HEUTER MEERERER :

o ZHRABEIR IDRAC UMHAEMHHIARSS SRR | BiRBEIR iDRAC EHAIECERIR.
o EMHEIREAS—IMRIEFHIT.

o CEFEETHERNERSLTETRE.

WNER Lifecycle Controller BEERASHANFIRERT , FEEZI 9 DRAC LMY EIRFHITEHELR , MFEFA Lifecycle
Controller R EEMNAEEER.

{£ CMC Web R EEIREF

BE(FF CMC Web REIELR :
1. BEFZ| CMC Web Fm.

2. $Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > CMC,
BRI E7R Deploy iDRAC ( #FE iDRAC ) TTH.
3. BB Launch iDRAC ( [3E)] iDRAC ) FHh1T 85/ IDRAC Web FREEFRE4 THE LRI 68 FmARYIR S EHELZR.

{8 RACADM [ELZEEN4

1. fER swinventory AFSHEEEIRIRZRA FQDD
racadm swinventory
SHFEHEEREERIRES , Rollback Version MR Available, B4b, B\ FQDD,
2. FERUTHRSERZEES
racadm rollback <FQDD>

BXESEE , 5205 dell.com/idracmanuals () iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM @ &fTRESE1ERH ) .



{5 Lifecycle Controller [Bl;EE{4

BXIEE | 155817 dell.com/idracmanuals H32{AY Lifecycle Controller User” s Guide ( Lifecycle Controller FAF$8RES ) .

{$5[ Lifecycle Controller i=fEiRZ BIEEEY

BX(EE |, 5217 dell.com/idracmanuals 284 Lifecycle Controller Remote Services Quick Start Guide ( Lifecycle Controller
Remote Services RIEN|JIEFE )

k& iDRAC

i{%RAC XIFRMRERAE | LIRRE 5158 DRAC, EHITETMNNKREMEIRFFEEELH S |1SEER |, BHIITLU TR
e DRAC 5|SEEFSINEIRBR 5 | SHIME.

o ZREEEERIRSHNRS LED FERITLAKA 172 FUROIERIANE,  ( LED FeRTA TR IER RS SBNEE , T IR RIRS R
FH. )

5| SEFIFELEERSIH SD RIEE.

{553 Windows #MERSE SD RIERILA FAT 1 | SE{ER Linux BER GG HEEI A EXT3 &=,

1% firmimg.d9 S#I% SD K.

¥ SD RiEARSS 2.

5|SEFSMEN SD & |, 1HAMRY LED 18RI ZRAREMNIEIAG | 5B firmimg.d9 , EFiYRIE DRAC , ATGE#51S IDRAC,

H{nARSSARECE I

EERHRARSE , 84F BIOS. RAID. NIC, IDRAC. Lifecycle Controller FIfZZFE& (NDC) & MEH BRI EN IS AR
XLEHNREIRE. RPBRECEEEREEHIR. TIRFIEHATEHME. SHTCIRENE | EITLUSSHEHREFER vFlash SD &
YRR ( CIFS, NFS, HTTPEEHTTPS) .

EHLERMIETE—X. BaBRNEHF RS SR ERERE?D.
ERILAEEIR IDRAC |, RIEARSS SRECE M (& D BRI FIEFEHT.
BININRESIRISIFA | IDRAC Enterprise IFAIIERRALLLINRE,

ERITERIDIRIFZAT , BHRIR -
e Collect System Inventory On Reboot (CSIOR) ( EE#i5 | SATERFRIRBM [CSIOR] ) B/SMA. (IRE CSIOR ZERREMEDER
15 BERUTHES

System Inventory with iDRAC may be stale,start CSIOR for updated inventory

o ETE vFlash SD £ EHITED , IBHITLATIRIE
o VFlash SD REfEA. BREFI{IHL.
o vFlash SD REZE/ 100 MB RIS BIBTFFESEH 4.

SN SENFENAFSEEEE. BEEE | LIRTTRTSNIRS S G E )R ERIEN RS,
FHHEHEIBRIE Lifecycle HEH,

® i ANERISTE Windows 10 BER S LR NFS SRS SREEHFFEEHRSHIRSSREEHBEINE | Eh
Windows IHEEFE R NFS Z i,

{EF iDRAC Web REF{DARSIECE N+

{3 IDRAC Web REEMIRSSRFECE S

1. %Z iDRAC Settings (iDRAC iZE ) > Settings (i&E& ) > Backup and Export Server Profile ( F{3H1SHIRSREEX
).
AT5 B < Backup and Export Server Profile ( ZNF1SHIREZSEEIE /4 ) TUE.

2. RIS —RFEMARE
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e Network Share ( M=) : 7£ CIFS 8¢ NFS = _LREFEMIFIRE,
e HTTP & HTTPS : @i HTTP/S X{HMERISE M RGRTFRIA MM

(D|iF: RENFS H=ZS |, 7 iDRAC H1 , IHRFAFPTIEB LS, XEHNTIZEM DRAC LM,

3. BIAEDHY File Name ( 3X{4% ) . Backup File Passphrase ( &0 {4H&1858i8 ) ( TJik ) . Confirm Passphrase ( ffiiAZEHS
|ig ) F15.

4. YNERIEHE Network ( PI4g ) /EAXEAE | iIBINERAINEZIRE,
DliF: EEEMEHEGEN , BUAENEPESNEIREREGRET | UAERES SRR,

BXZFERIVSE , 15288 iDRAC Online Help ( IDRAC BXHLESEN ) .

{£F RACADM &F{iRS=aHEc &34+

EfFH RACADM B0 IRSEREE N |, 1B systemconfig backup <,

BXEZEE |, 1521 dell.com/idracmanuals 12 iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM @ {TRESEIEE ) .

it BanERIRSS SR &

ALBRMIETE—X. EsBTHEHIRSSREEEHED.

XIS SR E M EISM 2R |, B
e 2/=H Lifecycle Controller #] Collect System Inventory on Reboot (CSIOR) 1517,
o BERAMEENNY (NTP) , S ERBEASENEEITLIELAISEFRE T ELAR F— MRV ELAICUEERT .
o EfF vFlash SD R EHITEMD , IBHUTLATRIE
o FEN. EFEFI#IEAM Dell T35S vFlash SD £,
o vFlash SD REBEBHN=EIFMEEMD L.

iE: ASHFER 1Pv6 M RIBR S SR ECE S B EIE D

®
{5 Web REiTRIIRS2RECENX BB

BT RIRS SR EX M EMED | BT TERIE
1. 7EIDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Settings (i&& ) > Backup and Export Server Profile ( $&{#

SRS ERENH) .
I AT1E &7~ Backup and Export Server Profile ( AT 1S HIRSSEEE A ) WA,

2. EFLATRIZ —(RIFE D SR E
o Network (RI4§) , LATE CIFS Bk NFS HE HFAFEH .
e HTTP or HTTPS ( HTTP 8 HTTPS ) f§if HTTP/S S{HERISRIRZS ISR,
3. BINE{DH File Name ( {47 ) . Backup File Passphrase (optional) ( &{#3{4Ei5%5iE [[i%] ) 1 Confirm Passphrase
(IRIAIEIEIEIR ) .
4. YNSRI Network (4R ) {EAXMHAAIE | IBRIAMEIRE.
D|iF: EHEEMNBHLZRENR , BYAEXNEFSNEREREHREY | CRERES SO,

BREFRIMER , 1558 IDRAC Online Help ( IDRAC BXHIHEE] )
5. Bt Backup Now ( 3ZBI&F{% ) .

RIS | R TR IEORETR BB R R ERFL. ESIMRVHNE— P LAFERDHE | HEET
—NESEIEIERROIRAL. B ARSS SRECE S HEFEETHAI B EAFIRS B4 T.
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{EF RACADM itRIBRSS=EECE BTN {R
BEAEHES , BERUTHS

racadm set lifecyclecontroller.lcattributes.autobackup Enabled
BIIRSRREHEN , BERLTHS |

racadm systemconfig backup -f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom
<1-28,L,’*’> -dow<*,Sun-Sat> -wom <1-4, L,’*’> -rp <1-366>-mb <Max Backups>

ZEELANEMITY | BERLITSHS

racadm systemconfig getbackupscheduler
BERABMEDINEE  BERLI TSRS

racadm set LifeCycleController.lcattributes.autobackup Disabled
EBREMITR , BERUTHS

racadm systemconfig clearbackupscheduler

EXELZER , 5507 dell.com/idracmanuals 2 iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM @ SfTRESEIEH ) «

SARSSERECE X

AIfFEARHRMEG S AR RE—E RS SR ENEG MR RS SRS E.

SNINRERARIFAN,

()| iE: HTFIRFIRME | RARSIFSNEHAPIRSIFELER. FRBMEERTREERNRRAMT BT EOHXMT
FRAER B SIEE. NRAGHARZAEERUE , BIIRSRESHERRAME EREIERRAREEF.
BUTSNIEEZRT , RIZRT Lifecycle Controller, MISRFEZEF Lifecycle Controller BIEHNSNERIE , BRRLUATHEE

Lifecycle Controller is not enabled, cannot create Configuration job.
HENREEH TR | WREEXENSNEE  BERUTHERER
Restore is already running

SANFHEICRA Lifecycle HEM,

ENAIR
EEHIRSEEPIEIRG | BINERINEEALIGENARLATEIE :
RFIRSBIRE
YFENESEE
UEFI Diagnostics i FBfER
RABHIFTE—BIOS, IDRAC F1 NIC
Easy Restore {§i Easy Restore (NIFRZ{DEURE. JITERTIRHITBERSHT , BIOS 2EIif DRAC , FHEREGEREZHEE. F—
D BIOS BRESRTNGIRFRIRSRE., FAUERD UEF 12BN BIERF. 551 BIOS FRASRNGERRAZFRERE. WMRIEERERNE
F%— BIOS BR LHEIEHERNEREMGIFRERSIFE | WEFXBTRE— BIOS BE&R. £/ BIOS FREREEE—
xR,
@ iE:
o XHESH CSIOR WASBRNESFERIRE. HIREFH Lifecycle Controller #1 CSIOR,
o REEHEISRAS NEIIR RIS FE R B EUE.
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|o BMNERASSHEMSIE  FIIELIR . vFlash HIRSIEELUE.

{£F iDRAC Web REISNIRSRAECE N+

E(EF IDRAC Web REISNIRSSRFECE

1. %5Z iDRAC Settings (iDRAC iZE ) > Settings (i&& ) > Import Server Profile ( SAIRSREEH ) .
B &7~ Import Server Profile ( S \RSESECE X/ ) TTME.

2. R TME—THEESRDHIRE
e Network Share ( FIEHE ) : 7£ CIFS 8¢ NFS HZE HREFEMD UG,
e HTTP/HTTPS : i@id HTTP/S IHERIG RN S BSIRIZEIA 344

3. HINZ{DH File Name ( 3X{4§% ) . Backup File Passphrase ( {33435 18%8i5 ) ( ®Jik ) 1 Confirm Passphrase ( fiiA%E
B1EiE ) ¥i5.

4. BNEDH File Name ( {48 ) FIINEZIEEE (7% ) o

5. HNSREREE Network ( W48 ) AR | BRINAMEZIZE.

D|iF: EHEEMBHEZREN , BIYABENBEFRENEREREHEY | OREAES SRmDEHEA.
EXRFERIMER , 15518 IDRAC Online Help ( iIDRAC BEEERD ) o

6. 79 Virtual disks configuration and hard disk data ( R E EFIEEREUE ) 1SR TEP—IN -
e Preserve ({REE ) —{REE RAID 3. EEHAMER. THIRRBUARRTRIERZEUE  HABSHMESUHERRRIREISRT

HESPIRE.
e Delete and Replace ( Hilf&FF&Ei#E ) — 1§ RAD 31, EPIHE. EHSEBUIRFETNEEREEEMER  HASDME
XSRS,
7. B8,

RSB EREEXHSNEEEED.

{8 RACADM S ARSS=RECE X IF

B RACADM SNREEEEE Y | BfFF systemconfig restore &%,

BXEZEE , 1529 dell.com/idracmanuals 12t iDRAC RACADM Command Line Interface Reference Guide ( iDRAC
RACADM #pfTRESEER ) .

& [RIR(EIR

ERIREIRFS

1. ENRFEXA.

=B RTFER Lifecycle Controller,
ENERGHFTH.
RENEH R BT RIS,
FHNERFEFA.

iDRAC E4FIECERIRITFIETT

iDRAC EHia5/.

EENENRAFFI TS EETIE.

(EAEMRFESET RSN iDRAC

eI LA Dell Management Console B, Dell OpenManage Essentials ZxFF0%M iDRAC, &t aJLA#EFE Dell Remote Access
Configuration Tool (DRACT) RE#k iDRAC. EFEFFIIZE Active Directory, BXEZER | i5SIIHENAIAFERR.

©® N O oA NN
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IFARS=RECENH (SCP) — SAHISL

RSB EHREEXHARIFEENTISHRS [ E Y.

AP LMAIBEIRBULFIMEEHEE ( CIFS, NFS, HTTP B HTTPS ) S AFISH. {#R SCP , e LUEFEHS AT SH BIOS, NIC
0 RAD FIEMHAHRFIEE. FoJLUE SCP SAMSHEAREIRILEE CIFS. NFS, HTTP B HTTPS MEHE, EalLASAFSH
iDRAC. BIOS. NIC #1 RAID FUEANELE 4 EE B WERBE—RINIG IS H.

FFETLSEIEIEEISITH SCP TSNS , 24REEER , (EFRSNARS,
BT GUI BB A S ERIEEEIEL, BI7E “Job Queue” ( {EWPAGI ) TREFEBIEIRE.
D|iF: BirtEIHUESENZE P Hht,

®
®

BIOS i BRI E5IGEE (F2)

UEFI R 5| SHORALERRE(GIERAA |, £ UEF BFS UEF (RS (0S) ZEAREHIINEAR SRR, £ UEF 25184, 1§
RIS EUE PR AE MEM I TIOERRN | RS RFINEREIETAY. RE5ISKEHEREE  FES I STREFHENM TR
REEHRBNEE — FaE. ER-FAHRERGS |1 SINEER.

SF—aly REWHED (UEF) ISR —MIETRS |STAHBEXTVEIY TG |, £ UEF IBHPEN TR25|8, IHEHEFRMNE.

Z{J‘Hg&gﬁ%ﬂﬁﬁ%éﬁ%ﬁﬁﬁﬁﬂfﬁltl:%)"'ﬁé , URTHEZR(EM. {F9 UEF SEBRI—8B9 | 23 ISARWAXTRS ISHEH
GR MR,

[SFERY , UEFI 225| S IEREERT UEF IREWRNEFINE , En—FKERES , FERRIFREBIERIE T, BWRERZL5]

SLNNEREZRIRFIRNERT.

7E Dell 55 14 RAISEESRAHY PowerEdge FRS588.E , (ERILIBIT HEFIRRIROSRE ( RACADM, WSMAN, REDFISH 1 LC-UI ) FEFEEg

ZRA%251SI8E.

AR A ST

Z25|SHRENES PKHRI—PER | B KEK FaE S EH. BRENT  FatliEasFamaatr S R PK A
Fh$A. S5=77 (a0 OS RMUBINMIFIRMR ) 4P 5 KEK PRIREXIMAFAR. BISXMESN , FEMEERE =TI LIERSE
RFEPNINERBER db 8 dox IENAIEE.

LE5| SRR do F dbx NI | SRMESIHHT. ITERITRIBRMESE | RS db ISTURIEEEEDIEXEL | FFEFE
'E—g %bx Tﬁiﬁi’ﬂfﬁiﬁéﬁiﬁu{ﬁiﬁ%o EZIERT do B dox R , WRHRER PK B KEK BT8R, H=INERH PKEKEK RS , B
FA PK H{TER.

it B LIS ISRV EIASANRSSREEX . EEREFEESNNIERRSSREEX M. fl, SN xml,

it tRIESHAINASIC (BAERY ) | TRBISSBaNAIN. BI40, export system config.xml,

SRESAEMH AHESRIHHER AHESZRIUHT R FRFIRKICRE
PK X509 M ({RPRBHHI DER [, —=
B ) "

2. .der
3. .crt
KEK X509 iEH (RTHHIDER |1 cor 2
B )
AEEE 2 .der
3. .crt
4. .pbk
DB 1 DBX X500 EH (URTHHIDER |1 oy £
B)
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EFI BM& ( RAF BIOSKEITEFF |0 ger
SNBYSIEE )

3. .crt

4. .efi

ALUEEESE “System BIOS Settings”  ( &%t BIOS I8 ) THY “"System Security”  ( RAZ LM ) hiALes |SikERE. EfE
"System BIOS Settings” ( &%t BIOS I®RE ) , IBEFH ERIESEFETRASEERNR F2,

o ZABERT , Z235|S4TF "Disabled” ( BEZEF ) Bz, M "Secure Boot Policy” ( &25|85%KHE ) iI¥E "Standard” (xR
) . MREBEHELZLS|S , Nl "Secure Boot” (&R£3|S ) WBCES "Enabled” (BEREMA).

o YULHB|SERIRENINEN , ERRERFEL HEINREGAEBIIRGHESREGIE, XEEME N THRFFERE. IKE
FF. %I ROM #05 |SNEEFNL M.

o UEEITRSSES FTEERIIREIERFEEART | WIER S5 | SIEPFERER DB S EMHERAGER. FkL, “Secure Boot
Policy” ( &25|S5HE ) WRECEN "Custom” (BENX).

24 "Secure Boot Policy” ( Z£5|55Rk& ) BEEA "Custom” (BENX ) BY , BWABRT , BB EA RS INEARAEERFIME
BE (ETLEVERBITEEER ) . “Secure Boot Policy” ( ZE5|85%HE ) BEEEN "Custom” ( BENX ) BiirEiiTE
& SH. BA. g, 23k, ERINSSERSIRE , EULIREEREER L5 |I1S5%E.

= "Secure Boot Policy”  (%£35|S%KHEg ) BEEA "Custom” ( BEX ) i, JSAEERIEBFEEIRI , AILMEASH. S
A Bk, 2EMBR, BRFEEERSSIFURFHTEE. BRTLUSEEERRIRE (PK / KEK/ DB / DBX) , RRIBIIBEHEN
AOBEEHVTIESAVIRME. S BOBEMITEAN. SH. MR IERIRFIONEE, ERETERMER  BARRRATARIAIE
B, =ENRASEIRENIERIREENEE. SHMREMREEXRIEFRIMBIERIIRGRE , MEBERESME
EEERNNIEB R EFTEIERHIRGIRE.
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1BiY iDRAC TJBCE iDRAC B, REBFUUMNIZEEZR , LA

fics iDRAC

1SFCE IDRAC ZHT , 1BFBIREECE DRAC MR BN STIFATNILEES , HEFMAEANFANIE. B iDRAC FRal3KiFalAITheerE S
=8 , B2 IDRAC YFaJIE TTE_EAY 19,

EETLMERLA T 737AECE IDRAC

iDRAC Web 5
RACADM

TFEARSS (1E&05 Lifecycle Controller Remote Services User’ s Guide ( Lifecycle Controller Remote Services FEFP$SEa ) )
IPMITool ( 15215 Baseboard Management Controller Management Utilities User” s Guide ( Baseboard Management Controller 8

NEEFRAFERE) )

EfiE iDRAC :

1.
2.

N O o o

8.
9.

10.

1.

12.
13.
14.

15
16

EFREFIDRAC,
WEVE , (BENKILZE.

@lii: WNRIETHECE IDRAC MILRIRE |, 157E IDRAC IP #tiHR BT IDRAC IRENFRER | RRRRILE,

BcE1aia) iDRAC RYSRHE.

BEERIERET.

WBLVE  BERANE.

WBEVE  EERXFIMNEEEINY (NTP),
#2375 iDRAC LA MEEIEIEEE A% ¢

o IPMIEE RAC 81T

e |PMI Serial Over LAN ( IPMI LAN EER1T)
e LAN L IPMI

e SSH 8 Telnet ZFi%

SREXFTERUES.

S INFIECE BB IPRAY IDRAC FF.
ECEFIS AR TFHMAZR. SNMP BEREL IPMI 2245,
WBERE , RENE IR,
BRLREERER.

WBEKE , BEEEIIEHISFIEIAEA.
MEWE , BtE vFlash SD K,

WIBEYE | REFE5ISRE.

CWERE |, 5 OS iRE I IDRAC HiE.

E& -

BE DRAC (28
BIMEIRE

FIPS 183

FEEiRSS

& TLS

5 VNC ZFinEIRITiEiRS 25
EeEREIRETRR
FCERTXFI NTP
REF—5158%F
EFEZER OS ZI| iDRAC BB
FREGIER
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{553 RACADM EZE S IDRAC
SRLIELMERENZR S LAY IDRAC BLEIRE

EE iDRAC [5R-

AT ESE iDRAC IUEAE M.

{EF Web REES iDRAC (58

7 IDRAC Web RES , #Z iDRAC Settings (iDRAC i8E ) > Overview (i) , LI&ES DRAC IBXHIL T ER., BXEMH
KSR , E&05 IDRAC Online Help ( iDRAC BXH1#BED ) .

iDRAC ¥H(E2
RERRR

FR(HRRAS

ES{EST%N

EMHFEHr

RAC B8]

IPMI RS
ATRERISTESL
HBISTES

IPMI RS

iDRAC fRSZ1&ER

o K&

EEE

o KT

o MEMIERE ID

o MR ERE ID
LFIMERE

e DRAC MAC itttk

o EENAINIC ZO

o DNS i#Z

XEi IPV4iIRE

IPv4 B2

DHCP

BT P bk
LIRS
HBIRK

{85F3 DHCP 3XEX DNS fr538sibit
HBETENE DNS IRSSEE
HAETEE A DNS IRSSEE

) IPv6 IRE

B IPv6

ST

24A0 1P it

A0 1P X

HEER At

{s5F3 DHCPV6 $XBX DNS
MBIENE DNS RSSEE
L BI%5F DNS fR$SE:
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{iFH RACADM &% iDRAC (§&

ZE(FHF RACADM ZEF& iDRAC {58 , 155158 IDRAC RACADM CLI #55 , ML : https://www.dell.com/idracmanuals Fr3Z2{HS
getsysinfo B get FapSIEHAEE.

(EraMLEiEE

{5F3 IDRAC iR B\ FITEFECE iDRAC MEZIREST , EHArTLAUEIT IDRAC Web HHE. RACADM, Lifecycle Controller, Dell Deployment
Toolkit 1 Server Administrator ( 5|SZEBERFST ) EHUIZE. BXTEMBIRZBENFMER  BSIENNEFSRR.

Z(5F IDRAC Web FRHEL RACADM EIMKRIRE |, BB BEENR.
it ERMIRE I Re i8R IDRAC AYZRIMIZSZEREHHT,

®

EF Web REEIMEZREH

E(BH DRAC MZIZE -

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&E ) > Connectivity ( iE#% ) > Network ( P48 ) > Network

Settings ( FIZIgE ) .
BERNS RIS TIE.

2. RIBEHNEKRIEEMBIRE. BHIRE. IPv4. IPv6, IPMI /8L VLAN IREBFHETE Apply ( RIF ) .
UNERIEHE Network Settings ( FI4%i8E ) THJ Auto Dedicated NIC ( BBEIEH NIC ) , T4 iDRAC B NIC &I/ LOM (1.

2. 38 4) HB7E DRAC TR NIC L& UZEI5EERT , iDRAC 2T NIC SEIRLUERESREN NIC, HEEEES A NIC _EiT
Fl§%% |, BBARR iDRAC (ERHEE LOM, MEERAEREIATY , k2930 7, &aTLAER RACADM B WSMan Bttt

HBAE.

BXREFRIER , 1BS1¥ IDRAC Online Help ( IDRAC BXHLASES ) .

(At RACADM (EXMLZiEE

BEIAMERIEIIR  ERZES

racadm get i1iDRAC.Nic

E(FF DHCP 3k15 IP Helk , 1BEA FEAYAGSBAISR DHCPEnable FEFLLINRE.

racadm set iDRAC.IPv4

.DHCPEnable 1

UGN B R an S ECERTFERY LAN RSN

racadm set 1iDRAC.Nic.
racadm set iDRAC.IPv4
racadm set iDRAC.IPv4

racadm set iDRAC.IPv4.
racadm set iDRAC.IPv4.
racadm set iDRAC.IPv4.
racadm set iDRAC.IPv4.
racadm set iDRAC.IPv4.

racadm set iDRAC.Nic.
racadm set iDRAC.Nic.
racadm set iDRAC.Nic.
racadm set iDRAC.Nic.

®
BLE IP ik

BRT FBFIIEZ Sl | i7318) IDRAC BIERLA MRt E SN2

Enable 1

.Address 192.168.0.120
.Netmask 255.255.255.0
Gateway 192.168.0.120
DHCPEnable 0
DNSFromDHCP 0

DNS1 192.168.0.5

DNS2 192.168.0.6
DNSRegister 1
DNSRacName RAC-EK00002
DNSDomainFromDHCP O
DNSDomainName MYDOMAIN

i*: WIER4E iDRAC.Nic.Enable &Y iDRAC.Nic.Enable iRE /9 0 , MIAMFEZF DHCP , iDRAC LAN B4 FERIRE.
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o P FEIERRHBIIE] IDRAC HZFimi] IP #hBTEEl. SREENERR P It SIEEATEEHTIR , FRAVPREEEL (HIP
MU FZEER ) B9 DRAC i1a), FrBEithERISREPGHRIEHE,

o ST IPHIPREESERAWE , NSEINZENHAETNAIATEHRERE R DRAC, MREERKMEZIARIX , NRTHEE
30 WEBRER., NREEREKMESIAMX , WXAIHEE 60 ERRER,

ggﬁg IP i HPERAMBOREAIRR | RIDRESERSITEEEPICR. SAPRIERE | KWLLICREHRBR , FERERT

HERGEE.

(D|iE: AFREEF i 1P HAHIERZHREL |, DEH SSH EFIRSERATSE  ssh exchange identification:

Connection closed by remote host,
@

iE: ANERIE{FEA Dell Deployment Toolkit (DTK) , BRIRAHSEIBER OpenManage SFE T HEHF 755 , ML : htips://
www.dell.com/openmanagemanuals,

{$5F iDRAC Web R HEECE IP ik

TWBEE "R R BB TIXLEEE,

EFELE P ik

1. 7£IDRAC Web RE , ¥Z= iDRAC iZH > EIEM > M4 > MEISE > BRNEISE.
FER < B ~RI4ETImE.

2. BPESHRMERE.
BERI=E7R Network Security ( FI&Z 21 ) TTHE.

3. A 1P {EISBEFD IP SEEFMIEIBISE P iHikiRE.
BEXBEMESZEE |, 158158 iIDRAC Oniine Help ( iDRAC BXHIESED ) .

4. BFENAREFRE.

BEBSBIBRE — FIPS EEEBFF AR EEATERIN—ENE. FIPS B EEHEE FIPS 140-2 1 RIER, MFEX
FIPS IEZ(ERE | 52T iDRAC 1 CMC BY FIPS FBF4E

(DiF: FBE FIPS 858 , 45 iDRAC EZHZKIAIRE.

{5/ RACADM Eg& IP fiGik

EwinEE "RE" NIRASEHITIXESE,
FRE IP %1% , {FF iDRAC. IPBlocking AHHILLT RACADM I35 :

e RangeEnable
e RangeAddr
e RangeMask

RangeMask BIEITEN IP #EUEF] Rangerddr BIEIER. MNRERER , NAHEANERIERKIAGG DRAC, MILLSBESMG IP b
WESSSHER.

MRUTRERNETE  ERERMEL
RangeMask & (<incoming-IP-address> " RangeAddr)
&
RAFIEE
RADE S - 5
IP G 3EER0R M
LAT RACADM #$£fHEE 192.168.0.57 LAGMYRRA 1P Hbtlk

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set 1iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set i1iDRAC.IPBlocking.RangeMask 255.255.255.255
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EERIRFIE—APY- MBS 1P ithuk (FI4n , 192.168.0.212 £ 192.168.0.215 ) , NS EFIHIREARFMILAIMIFFENL -

racadm set i1iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set 1DRAC.IPBlocking.RangeMask 255.255.255.252

SEEEBNREFIREN 252 , HiHEIEF/8 100D,
BXESEE , 555 IDRAC RACADM CLI #53 , RIE : https://www.del.com/idracmanuals,

FIPS {23,

FIPS BEEBFRIEBINSAH V/AFERITENNZ 2R E. MRS iIDRAC 2.40.40.40 FFA | IDRAC SZHFEH FIPS &,
153k IDRAC JEFREIERINIELASTIE FIPS &,

359 FIPS #EIUFISETE FIPS IIERIANE
BB SR B R AR TINEROERERR FIPS IAE. EIF5ehl FIPS FTaBHORdia) , FHERTEARASH DRAC #BRINE, 5%

iDRAC B9 FIPS ISIFIERFTIASIEXER | 15218 NIST Web uhsa EAY "Cryptographic Module Validation Program”  ( IIZEARELRESIFFE
F ) T,

[ FIPS 153

[EF FIPS {RzUR118 iDRAC EiRAHRIARE. MREEMERE | F£HINRSREENH (SCP) , ABEH FIPS 18
i\ . #EE/E iDRAC [F51IkE SCP.

i tnEEEERaF% DRAC Eff , FIPS %,

{EF Web REIRF FIPS &3,

1. 7E£DRAC Web REF , SfnZE iDRAC Settings (iDRAC i&H& ) > Connectivity (iE} ) > Network ( fI4% ) > Network
Settings ( fI4&i&E ) > Advanced Network Settings ( BRMILEIEE ) .

2. EFRPsERXH |, EEERFREMNA.
(Dli%: FBFE FIPS #zt4¥ iDRAC EIRABIAIRE.

3. ZASBNHE | IREHAERN, B OK (I#E) .
IDRAC 7£ FIPS Rz E#HEE. FHEED 607>, RIFEFEEE DRAC,

4, L% DRAC RIZE(BIEP.
(D) i%: BRIABY SSLIEHTE FIPS AR AL,

iE: L6 iDRAC @ , 40 IPMI F1 SNMP BIFREFRA e | ASTIFFRE FIPS,

®

{5 RACADM 3 FIPS {&x{

{85 RACADM CLI LIITLAT#S :

racadm set 1DRAC.Security.FIPSMode <Enable>

ZXH FIPS 183

B FIPS #2, , W% iDRAC EIR A BNAIRS.
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BcEBARSS

ERILATE iIDRAC LECEFBALITARSS :

FithEeE {FZA I RACADM F1 iDRAC IREAFIERFZLE ( MENLERS ) 1518 iDRAC BLE.

M4 IRSS 2 [EFA%Y IDRAC Web FRERNIE), WISREEERZ Web FRH. 12 RACADM tE#EER. 1B{FERAAM RACADM
EHFSF Web fRSSE8F1ITTE RACADM,

SSH BT E4E RACADM (8] iIDRAC,

Telnet BWITE4 RACADM (8] iIDRAC,

2 RACADM ZhEiAiE) iDRAC,

Redfish S Redfish RESTful APl 3233,

SNMP {12 7£ IDRAC FRFEFERS SNMP Eif] ( GET, GETNEXT #1 GETBULK ##{E ) ROSZ.

BIIERIKERE BRELRERERFR.

2

VNC fEs338 B AEA SSL N A9 VNC BRSSES.

{EF Web RHEECERSS

E(#FY IDRAC Web REBCEIRS :
1. 7E iDRAC Web RE ™ , #%Z iDRAC Settings (iDRAC i8E ) > Services (J§S ) .
B 87 Services ( iRS3 ) TUAE.

2. IBEFREER |, ARG8T Apply (RIA) .
BXRFZRENEE |, 1BS1H IDRAC Online Help (iDRAC BXHLESED ) .

PEIHEECERRSS .

{£F RACADM FEt &hRSS

E(FA RACADM [ FEFNZEMAIRSS | 1BEM set drSFILATRAEAINIS ¢
iDRAC.LocalSecurity

iDRAC.LocalSecurity

iDRAC.SSH

iDRAC.Webserver

iDRAC.Telnet

iDRAC.Racadm

iDRAC.SNMP

BRAXERENESSE | 1528158 IDRAC RACADM CLI #5& , ML : https://www.dell.com/idracmanuals,

BREZEE HTTPS EEMH

iE: 15701 Prevent this page from creating additional dialogs ( BELELLTIEICUEZMIINAIRHEIE ) SIHE, HELIETS

SNRETSEA DRAC IEBHEXRAIEHISETAEN HTTP BHEERZE HTTPS SAENIGIIRERTEINER , B LURRIITS
TUECE IDRAC : ZERM http i ( BAAJ9 80 ) EBREME! https imH ( FAIAN 443 ) . BUARBR T , ELTERR

ERE DRAC LUEIREAEM. WMRERINEE  SER—RKZEER.
B MEA "ELE iDRAC" BURABESAEEER HTTPS ExEM.

S REEZERIZINEERT | 87 Lifecycle Controller BEMHFHIER—PEM.
ELF HTTP B HTTPS NEEM :

racadm set 1DRAC.Webserver.HttpsRedirection Disabled

80 ficE& iDRAC
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EEF HTTP B HTTPS REEM :
racadm set 1DRAC.Webserver.HttpsRedirection Enabled
FEBEH HTTP B HTTPS NEERAVRE

racadm get 1DRAC.Webserver.HttpsRedirection

BoE TLS

ZOABRT | DRAC BLE/IfER TLS 11 FIESHRA. EaLARCE iDRAC LMFERLA™MEE—IN
e TLS1.0 FIESRA

o TLS U FIESHRA

o {YPRTLS12

()| i*: EMRRRLER , Dell EER TLS 1.1 IESMA,

{EF Web REIECE TLS

1. #%Z% iDRAC Settings (iDRACiZE ) > Services (R53) .
2. EAT: Services ( |R5% ) 1EIIE . SA/5E D5 Web Server ( Web R5388) .
3. TE TLS Protocol ( TLS Y ) FHIFIZE | iE8F TLS hRA , SA/FEE Apply ( BIA ) .

{#F RACADM Eg& TLS

BB TLS FERIRA
racadm get idrac.webserver.tlsprotocol
ZRE TLS A :

racadm set idrac.webserver.tlsprotocol <n>

<n>=0

TLS 1.0 FIE=RA
<n>=1

TLS 1.1 FIEShiA
<n>=2

{XPR TLS 1.2

{£H VNC ERinEEiniziRSE:

{£F Dell Wyse PocketCloud ZFEHAFIRaNREAT , EEILAERRERFTR VNC ZFinkEIRRERSE. SEEPOPRIIRSS S

ZIETAERY , IDRAC B FRASKEIR XTI EIRL FAEFIE. RSB FIMIE; SMS RXEIBMRELUIRMGERIEE

FEmER ERY VNC EESRNARER. It VNC BERALUEERIRS 25 LRRERS/ EIWISEER | FHEAXIRE. TR
EARENIRSSRANHRSPRAI T ERIHNG. Bal VNC ZFIRZA] , SR VNC BRSE5FHECE IDRAC R VNC BRSBSSHIRE
(BN, 3. VNCimAS. SSLINEFHERHE ) . EAJLAER IDRAC Web FREEE RACADM RECEIXLIRE.

(D|3F: VNC THAER BIKSMFATIIINAE , 7E IDRAC Enterprise YFEIIEAFZ4E,

A LAMIF S VNC MR s 2 i ( 2 RealVNC & Dell Wyse PocketCloud HREIFERIIR ) SR {TiEiE,
2 N VNC ERRSIET ER—IESE. - NeigdtFRiEE,

R VNC SiEiED |, N REEFERBEIEIEH S MAREIIEH 8B &R EIUN R,
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WMEIVBAINZEZER |, U VNC BRImEEES RFB IEF , HEAFRE SSLIEF., 7 VNC ZEFimiEF (RFBEE SSL ) HAiE , a1k
F— VNC 2FEGTFENRSHE EIEHESEEITH |, NFH VNC BRinaiBEHiEss, EeminiEFE | VNC IRSEE
BEEMEHESHBENASTFREINER, VNC 2IFELRIEE , NC IRESETEFREMISHSHRIAAS (CER%EZH) .

@ iE:

o X DRACNIC TFHERAHEFNNARERE , MEERISEXRH, DXERRER |, NREMI IR ERRYED
VNC ZFi , M VNC 21ETTRES X, BUWIRERRERT ( /9 iIDRAC Web FREF Services ( BRSS ) TUERY VNC fRSZEFIRE
BCERE ) , AREHENM VNC iE#E.

o HNER VNC ZEFIREOR/IMEEN 60 ¥ , NEFIREBESXE. SRFIFHI VNC &8, WNRIETE 60 PRRXL
VNC ZFIHEO , BRAGT ARSI EI#I TR,

{3 iDRAC Web HREECE VNC IR5S3S

HRE VNC IRBEIRE | iBHITLATRIE -
1. 7E£DRAC Web REF , ¥£ZF Configuration ( fit& ) > Virtual Console ( EIUZHIE ) .
B &7 Virtual Console ( =S ) TT@E.

2. fE VNC Serve ( VNC 53588 ) 2o . B YNC IR5588 | IEEEMB. WwOS , HEHEEMA SSL %,
EXZFERIMEE , 5218 iDRAC Online Help (iDRAC BXHEEED ) .

3. EThmIA.
VNC RS8R BE.

{£F RACADM fic& VNC fR55=%

ERLE VNC IR5588 | i56EF set @SF1 VNCserver FHINISR,
BXEZEE , B2% IDRAC RACADM CLI #53 , ®E : https://www.dell.com/idracmanuals,

128 SSL NZAY VNC EEE

fEECE IDRAC BRI VNC fRSZERIRERT , S0 SSL M IXINE/EA |, N/RER SSL BBENEERFLAR VNC BESLEELS
iDRAC VNC fR$523HT SSL INEERIER.

(D|i#: XS VNG EFIHEEPEAL] SSL INELH.

EFeE SSL BB FBER

1. BRE SSL BFBELAES: <localhost>:<localport number> ERUERS, 40 , 127.0.0.1:5930,

2. BLE SSL BFELUEEE <iDRAC IP address>:<VNC server port Number>, {580 , 192.168.0.120:5901,
3. [BnRRER TR

EEY SSL INFAYSIES iDRAC VNC IRSSIREENIERE | NG VNC BEESREEEAN TN ( 52 P HEll ) fFiAHiROS
(127.0.0.1: < AtimAE > ) .

IZE AT SSL INEZRY VNC EERS

—RRERT , FrEFRAITfEniEmE (RFB) B9 VNC EERSEAIER VNC IRSSE5ECERY IDRAC IP HtelitfNim M Si&EE] VNC iR
5388, WISRECE IDRAC HY VNC IRSSESIRERTEE SSL INEEIN , NBITIA IRELAESRER VNC BBEES -

£ VNC & XHEIET , £ VNC IR FERFHIN DRAC IP Mm-S,

&=, <iDRAC IP address:VNC port number>

f5l%0 , 705 iDRAC IP #EER 192.168.0.120 , ) VNC isO52 5901, MAAN 192.168.0.120:5901,

EeERERETRRE

TR E RS RABIRENR LCD 7 LED iR,
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XITFHERFIETUIRSS RS | BRFPEELAIRIER A -

LCD RIERFIZ S ID LED
LED RUERFIZE S ID LED

SFFIDRIRSSES | IRSESAIEmIR EREZRS D LED 5JF , BRI ARAAEES LCD,

ficE LCD igE

EEIESERYEH) LOD AR LIRERMBREATAER (FIIl DRAC B8, P % ) SRR,

{5 Web 5{EEIE LCD 188

EFEIRSEE LCD BIERER

1.

2,

1£ IDRAC Web REH , #ZF Configuration ( fitE ) > System Settings ( RRIZE ) > Hardware Settings ( iE{HigE ) >
Front Panel configuration ( BIERELS ) .

7£ LCD Settings ( LCD 25 ) B4 , M Set Home Message ( IZBTFEEE ) FThEEEY | HETHISERT—
o [RBIRE (BIN)

BFEREs

DRAC MAC itttk

DRAC IPv4 itk

DRAC IPv6 it

RFINER

NERE

RREES

FNE

FFREX

7c

WERIERIFHE User Defined ( FAFEN ) | IBEXMEFHAMEHE.

SNERIZIESE None (£ ) |, MASERRSS RS LCD RIER EEREFRHE.

EEEESIAER (Mg ) . MEEE , NARSEE Y Live Front Panel Feed ( BIEINRSEAMEE. ) E89F0 LCD ERASERESE
HEIEHIESIENER virtual console session active ( EIEHIGESIEED ) BE.

BEHRMA.

fRS5ES LCD R EREENEREER.

{#fd RACADM fig& LCD ig&

EffEIRSES LCD BIEIRED , £/ system. LCD HFAINIER,
BXEZER , 15215 IDRAC RACADM CLI #53 , Rt : https://www.dell.com/idracmanuals,

{EF iDRAC e B2 FtEFECE LCD iR &

EFEIRSSEE LCD FIEREX ¢

1.

2.
3.

£ iDRAC iIRE A FIfEF | #Z Front Panel Security ( BIHIRZ 2 ) .
AT R 7 iDRAC Settings.Front Panel Security ( iDRAC i@ ERIEREZEM ) »

[E P EE PR Ri% .

EELA TSI

o XYBIEARAYAIA

e |CDHE=ZHEH

o RAHIFEE. NERERENERER

B ZEREIETaER.

BXZETMIMEE. , 15513 IDRAC Settings Utility Online Help ( iIDRAC i@ B2\FTERFErH1#58 ) .
{KREAT Back ( 51 ) . Finish (5SA% ) flYes (£) .
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AcEZX4% ID LED 28

EHRIRSEE  BESZE RS LSRAEER D LED Ak,

{EF Web REACERS ID LED 28

B X% D LED B RF :

1. 1E£DRAC Web REF , ¥Z Configuration ( fitE ) > System Settings ( ZHiRE ) > Hardware Settings ( TE{EEH ) >
Front Panel configuration ( BIEI#RACE ) . 7~ System ID LED Settings ( Z4t ID LED i&8& ) TN,

2. f£ System ID LED Settings ( R ID LED i®8 ) X+ , iGFA ™MERERLASREEER LED [Fkk :
o [UKRX

INKEFF

IRMRFF 1 KB

IRMRFF 1 FERERT

RMRFF 1 BB

3. EERIA.
HIEMR_ERY LED INGEPER B 52hk.

{:F RACADM fg&E %% ID LED i8 8

EFRCEZRS IDLED |, {FFH setled <.
BXESEE , 555 IDRAC RACADM CLI #53 , RIE : https://www.del.com/idracmanuals,

ACEAIXFI NTP

EETLAE R SR EIY (NTP) THE BIOS BEHNARSERENE iIDRAC LECERIXFEL IDRAC BEl,
VBB ENRA GEECERI X B NTP IR E.

{EF3 iDRAC Web REECERIXFI NTP

Z(5F IDRAC Web REECERXHI NTP , IBHATLATERIE

1. %% iDRAC Settings (iDRAC i&H& ) > Settings (iZE ) > Time zone and NTP Settings ( BIXFI NTPiZH ) .
FERNE7~ Time zone and NTP ( BfXF0 NTP ) .

2. ERENK , iBM Time Zone ( BfX ) THEERPEREATHRNNX , SARERE Apply (K ) .
3. EERENTP, BEANTP , A NTP fRSSesitit , SAS8 T Apply ( KA ) .
BXZFRIMSE , 555 iDRAC Online Help (iDRAC BEHESES ) .

{8 RACADM FEERIXFN NTP

EREMXFNTP , iB{FHH set <] iDRAC. Time #] 1DRAC.NTPConfigGroup AHHINTS,
BXEZEE , 15218 IDRAC RACADM CLI #5737 , Rt : https://www.dell.com/idracmanuals,

BB —5ISRE

ERI LM T—RE S BRI EHS 1SR BE—3515iRE. NRIGIRBEZSIFIEEHS | SFERIZIRE , HEI8/EAN BIOS
515185 , BRIBRM IDRAC Web FREIEM BIOS 5|SIRFEX.

LS E—S IS8 BgE AT ¢

o IFESIS

o PXE
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BIOS i&&

AR/ FEABEIN R

it CD/DVD

TR IRTES

EIERE

EEH#L CD/DVD/ISO

Aith SD &

Lifecycle Controller

BIOS 5|SE1HE8

UEFI i§&I8E

UEFIHTTP

@ iE:

e BIOSi&E (F2). Lifecycle Controller (F10) 0 BIOS Boot Manager (F11) ABERBIENKASISIEE.
e DRAC Web REIFHIE—3 | SR BIRESBERS BIOS 5|HiRE.

(£ Web REIZEF—5I1S8H

A iDRAC Web RENREE—5 15185

1. %% Configuration ( it ) > System Settings ( Z#i&E ) > Hardware Settings ( f#{4i&E ) > First Boot Device ( 56—

BISigE) .
BT First Boot Device ( $5—5|Si&%& ) TH.

2. WTREFIRPIERIENSE—5159R%E , RIGHT Apply (B ) .
RIS AR TREENS ISIRES 1S,

3. BETIRSISETMAMEIRESIS—IX , i5I%EE Boot Once ( 5I8—iX) . L5 , ZFEM BIOS 5I1SIRFFRIE—3|SiRES|
=1

=<Jo
BEEIEIMPESZ(EE |, 1555 IDRAC Online Help (iIDRAC BXATIEEED ) .

{5 RACADM iR BE—3|Si8%

o ELESE L5485 , {# iDRAC. ServerBoot.FirstBootDevice X8,
o ENGEBEH—IX5|ES , £ iDRAC.ServerBoot.BootOnce X5,

BRIXENEMEZ(ERE , 1B2% iIDRAC RACADM CLI #5& , ®1LE : https://www.dell.com/idracmanuals,

(EREIIEH &R E SR —5 ISR H

RSEBEHES ISINFHIT5I1S2Z0 , B LEEINER aEERTEERSHINEENBMREHRTIIS. 3IS—RZ REF—

5|Si%% TWELM 84 FRRFINATEIRE ST,

BERAEMUEHSIREF—5I1SIRE | IBHITLITRE

1 BEsEEsa.

2. EEPIEHGESET , M Next Boot ( MIR3|S ) KEFIREMEINREIFAE—SISRE.

Y 1N ===
BRLREEERS
B ERFAREENRRBETRIERRS |, ST DRAC Bk RF R EEIE.

®| i*: /X Server Administrator FIEEZ(EE. , 155157 OpenManage Z2&#55 , ML : https://www.dell.com/openmanagemanuals,

1. M Dell Systems Management Tools and Documentation DVD BiM Dell s3I , (ESE RS LIRS EEIEIZFEL iDRAC

Service Module (iSM),
2. #E Windows EFFIREEOT , MIFRAEENENEISHER.
BXEZER | 155058 Windows WiBE3 4,
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3. {5 Server Administrator B[S FIEIEIREERTES. BEMKSIRIFIRENER. Xk XINEFN . FHLAR SRS ST
(60 - 480 Z[AIRYE ) .

4. FERUTERZ—ERABXAMRE (ASR)IEDN :
e Server Administrator — {5255 OpenManage Server Administrator Storage Management fHfF 15,
e Kt RACADM - (EFLAT#< racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. BRANRERIKSENERER. THTIR(E 155X iDRACIRE > RS > BNRRRSKRERER  SFEBEH , FHtMA.

22 OS %l iDRAC Hi#

EEEMEEFE (NDC) SR AT EMR LAY LAN (LOM) i&EBAIRSSEES |, E0]LASH OS &l iDRAC E@IIRE. IHIhREeh@E T HE
LOM. &R NIC 5 USB NIC £ iDRAC FIFH IR ER G 2 AR HEEN AT RIES. ItLINBEEfA iDRAC Enterprise IFRIEAIER T
BJF.

(i)|i%: IDRAC Service Module (iSM) $2t TEZHITNRE , AT TEIEMFRFAERE DRAC, BRESIER | 155 IDRAC Service
Module fBF#5E , ®1LE : https://www.dell.com/idracmanuals,

BIEMA NIC BN, ERLEENRERRTEoINERS | 2AETE DRAC Web FiHE. ERT/IHIRSHRIER NIC BT

Chassis Management Controller 3551,

EEM NIC 3= LOM Z AR EREF B EIRENIRIERFak DRAC,

SR LB LA T ANEALEE

e DRAC Web &E

e RACADM & WSMan ( [RIR{ERFAINE )

o DRAC IRELHRER (FTUHRERSINE )

WNERIET IDRAC Web RETEX 7 MEEE , MIWRE/DERS 10 #7885 OS 2 iDRAC Hil.

WNERIFEIT RACADM, WSMan Y Redfish {FFEIRSS 28 ECE M4 RECERSSS | FRUNRIL U FHIMEIRE RETN , NIEwRE
% 15 #/2F 0S 3 iDRAC Ei@IAEEIE 0S A, IP ik,

7E/EF OS 3| iDRAC EIBZHT , iBHR(R

iDRAC FeENFERE A NIC sit=1E=, ( B) NIC EBESBEIEA LOM )

EHWRIERSEFN IDRAC A FE—FMFIE— VLAN Fh,

EEEFHIRERS P b,

ERRETIHEERAZE DRAC EEBINEEAIE.

BB SR,

EERItIhEERT

o EHEEK{T , BEREVURIERSHI P Hbit,

o TELHAENP , ERIRHENURIERFAIERT 1P HElt, RS LOM LFESIHRE . NEASE— LOM 89 P Hbik,
WRESRRERSZ iDRAC IEIBINAEEIZINREATIE | B URELITIRE -

e DRAC L FEHY NIC EB4SC I RS,

o E/D—LOM FEIRE.

(D) |i: EFRAARY 1P ftBhE, R USB NIC $2IRY IP #BESREE iIDRAC BEA OS IP B TTEAIE—MLE TR, GISRUE P it 5+
VRS A ML EMEO 1P Helibhss | M4, 1P Htit,

i 1BE2DER 169.254.0.3 1 169.254.0.4 1P ik, XL IP itk 2 24GER A/A BBESRT , I FRIER LAY USB NIC i O{REEHY,

®

(D|iE: BRI NIC HRARY |, ATREFIAEY LOM BB EHARSS 2RISR DRAC, 25 , RILAfER IDRAC USB NIC NEHARSS SHRIER
SrayiEid iDRAC T NIC £5NEBMIZE 1R IDRAC,

- A £
F15 0S Zl iDRAC ELiEINELHy=
TRt T ST EHBITE LOM SCHL OS 2 iDRAC ELETHAL-SH0FIE.
. 14: {HEid{#F LOM LI OS T iDRAC BilE — XIS
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7. 14: iBd{#EF LOM LI OS T iDRAC Hilf — ZiISHIF&

£S5 HliEr £S5
NDC Broadcom e 5720 QP rNDC 1G BASE-T
Intel e x520/i350 QP rNDC 1G BASE-T

MERY LOM R37#F OS % iDRAC EiBEIIRE.

F1% USB NIC BEIER S

4% USB NIC FHRERFHIE

IFF Linux RS , BB EENIRIER S IS USB NIC FZE 9 DHCP |, SAIEEBEHA USB NIC,

Server 2012 R2 Foundation Edition
Server 2012 R2 Essentials Edition
Server 2012 R2 Standard Edition
Server 2012 R2 Datacenter Edition
Server 2012 for Embedded Systems ( Base f17 SP1HJ R2 )
Server 2016 Essentials Edition
Server 2016 Standard Edition
Server 2016 Datacenter Edition
RHEL 7.3

RHEL 6.9

SLES 12 SP2

ESXi 6.0 U3

vSphere 2016

XenServer 7.1

X3TF vSphere , W% VIB 34, ZAJEFEA USB NIC,

®

=
I4F vSphere BER S , 1TE/EFE USB NIC ZHl , WARZEE VIB 3T,

% VIB {5

BRI VIB XM BEHUTIATERE |

1.

2,

3.
4,

R Web REIIGH=ZH OS %l iDRAC EHi

{553 Win-SCP 1§ VIB {4 %I ESX-i EHURIERSRY / tmp/ HE,

HE| ESX R FHIEITIAT A<

iF: BT Linux B{ER S5, XenServer Fi8 USB NIC EEE /9 DHCP |, 58 iR ER S el ETEEF Y,

esxcli software vib install -v /tmp/ iDRAC USB NIC-1.0.0-799733X03.vib --no-sig-check

A

Message: The update completed successfully,

changes to be effective.
Reboot Required: true

VIBs Installed: Dell bootbank iDRAC_USB NIC 1.0.0-799733X03

VIBs Removed:
VIBs Skipped:

S | SRS EE.
7 ESXi IR FHNEITLA A< @ esxcfg-vmknic -1,
HHIBER usb0 £H.

E(EHA Web FREEA 0S 3 iDRAC HIE , BHTLATIERIE :

but the system needs to be rebooted for the
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7 iDRAC i88 > & > M48 > 0S I iDRAC B,
LR 27~ OS Fl iDRAC EilIH.

BREEZAERA.

NEEE ISR TN

e LOM — DRAC SEHRMERAZERNRIERAZ IDRAC HIBHHZECD BT LOM 8 NDC #1317,

e USB NIC — iDRAC 5FHURERAZ BRI ERAZE DRAC BiBfHZECBIIAER USB LR T,
WMEREE LOM (EABEBEE | FEFERTAEERERSSE | WBNRERFRY 1Pv4 i,

(DliF: tnsEHS=r LOM B FEE TIRS S . NHRERS 1P ikt ERig 2

®

SNERI%HEE USB NIC {EAEIBECE , WA USB NIC Y IP ik,

Eﬂéi}l;ﬁ%j 1&9.254.1.1e EEINBEFROA 1P EE, (B , WNRI 1P it SENRFEAIW SRR ORY IP ik, MeinE
IP o

BN 169.2564.0.3 §1 169.254.0.4 IP, XL IP 25 A/A BBEIRT , A FRIER_EAY USB NIC im[{REEAY.

it: SNSREE DRAC L/EA VLAN , M LOM BB RAEEN LERE T VIAN fRcHEEHR= LOM & FE.

6. BTRIA.

BEMXMEERELMCE IP 2E7E , LIRESTEHE DRAC MIENIRM R AEIHHE.

{#8F§ RACADM B2 OS %l iDRAC Hi

E(FF RACADM [SFEZEF OS 3 IDRAC Eil , {#M iDRAC.0S-BMC AHHIRIER.
BXEZEE , B85 IDRAC RACADM CLI #53 , ®1E : https://www.dell.com/idracmanuals,

{EF iDRAC iR B2 iR A ZEA OS % iDRAC Hi

E(FF DRAC IRE 2 AfEFE s ZER OS | iDRAC Bl , IBHTIATRME -

1.

2,

1 IDRAC iIREAFITERF+ , HEEB(EINR.

X T iDRAC B BiB(SHRTImE.

R TMEEILAS A OS £l iDRAC BHil :

e LOM — iDRAC SEHBRIERFZIGNHRIER S ZE iDRAC EiEHHECIEIY LOM B NDC #37.

e USB NIC — iDRAC 5FHURERAZ BRI ERAZE DRAC BilBfHZCBIIHER USB BRI,
EEAININEE , i5i%ER Disabled ( 25F ) .

(D TR "HAERGEE DRAC BB TIHERT , FHEAIE LOM BT, B , BATEETHNRE,

SNERIEIE LOM EANEDBELE | HEFAESAEEERSSE , MBNRIERSN Pv4 il
(D)|3%: tnREH=M LOM B EE TIRSSE | NHRERS 1P itht 5

YNERI%EFE USB NIC {EAELEACE , Wi USB NIC A9 IP b,
ZOAER 169.254.1.1, {BE , TR IP i SFEN R Seai At RAIEL I ORY 1P HBbthss |, MR IP 3Blk, B8N
169.254.0.3 §[1169.254.0.4 IP, XLt IP 24(EFE A/A BBERRT , AR FEIEIR LAY USB NIC SR{REEH.

{fkoxEpiE Back ( f5IB ) . Finish (S8R ) #lYes (2) .
ZE M SERISRE.

SRAVIE

TRIHTETESSERNETEE,

*.
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#*=.15: EFERARBOIEPHR

Eam T R

{§8F8 Active Directory BB R aJ{= CA IEH ARk CSR FMIER AT MIZRENES 2
SHA-2 IFBth =i,

ik Active Directory FFRGEEEE | @ FFIED .« FIFNE - RS AR

ool T e T oA sES K B ERF RS

HAET 64 (ARSI,
o T[S CAIES - LHIFFHH CA k.

SHA-2 IFPthZr i,

Active Directory AP &S aJ{s CAIFH LI CA flik.
SHA-2 IFPBthZ7 4,
KRR ER SSLiEH 4R% CSR HMMEN(E CA FRENE R

(D|i#: IDRAC FITEERIARIB S SSL
fRS3ERIET. IDRAC Web BRS5E8.
FEHANNERANRE S S SEFRILCIE
.

SHA-2 IFPthZ7 4,

SSL IRSBIEH

iDRAC B1&—> Web fRS528 , iZIRSFRECE HERITARE SSL 2l , LUBITMEERIIZEE. =RIEET SSL NZEmLAZA
BRE5FME. SSL ETAFIMINERANE | [z ATEEFinIIRS SR ARSI KIEFRINZERIBE | LB LM L30T,

SR SSL BIRGERTLAAT THNESS ¢
o [AEA SSLNEFIRIEES
o RN RAENZANER

()i an2R SsL MiEnREA 256 RIELEMILAK 168 (ks , MSAIEERIHIIAG (VM. IcedTea ) AU RFFMEA RER TR LS
Unlimited Strength Java Cryptography Extension Policy Files LAf3IF#5 iDRAC $&4 ( 540 vConsole ) FBFILRBINNE. BrziER
BESHAHER | 15 Java BUIRAESI(H,

ZRABRT | IDRAC Web ARSZ28EA Dell BEZMIME— SSL #IEH. EaTLUSENA SSLIEBERALNIARBAIENM (CA) BEHY
. INEEEESATIGARTHEWER |, aiEEEtnENREEEE. RFEMEERSINE. 80, Thwate F1
VeriSign 199 CA, EFEFKEN CA BZIEBAYHIE | BFERENATERIET iDRAC Web FRIEEL RACADM REEIEPERZIEK
(CSR) , SARERFEAERLAY CSR 124145 CA (%0 VeriSign B, Thawte ) , CA BILALEIR CA BiHhia] CA, WE CA B2 SSLIERE | BH
&3 iDRAC,

MFEERUEEERIEA IDRAC |, 1% IDRAC B9 SSLIER LM EIRIGANEBMEX, —BEEML E2 SSUIERE | SHFIINNE
TTLAISIE IDRAC TIAL BB,

A HEEENSBIEBLUEE SSLIEH | MARKBTRANSZIEBHITILINE, BIE— M EENERIERSAMEE
Huh  (FRABEXSERZIEPAIFTE DRAC BEZEE. MRECHERBENX SSLIEBRIER F LIEEEXERIEH , WEEX SSL
IEBSWERFER—REEERETERENEZIEPH SSLIUER. S TEEENSRIEE (LEMH ) . SHaLMER
WENBENSRIES. MREENERIERE | DRAC BRERFABHMEMRFHIIBES SSLIER., NREHER—BERIE
B, WfEiz DRAC MNEE TIRLZAEFEV(EE. BaiEml) SSLIEBEHERFERMAtEET—X , FHaB#AEE
AIRE—X ( EXIEERUEF] DRAC LARMNINXIZE ) .

HERGIEBEERIBEK (CSR) B, IDRAC Web fRS58% SSLIERSHFESFHR (*) (FABBRIRRAMNAHEIEBS. HIa0 *.ga.com &
*.company.qa.com, IXFRIBECFTIET. WNSRTE DRAC LISMERGEECRT CSR , EAILEXGE R IR MERFT SSLIERHAZ
IDRAC EAZIZIES |, FrEFTE IDRAC B RIZSTFRINIEERANS(E. ERSTUHBECFHEPAIZSTFIGERERES] iDRAC Web FHRH
At , IDRAC B EINIERRRIE(E. EEESRRR , IDRAC BREIEEREFIRAYEE.

fig& iDRAC 89



ERFANERERIE:

CoR BIENAD (0 18300 St IS IERIUBCHIAR. SoL IS BT e B S RS BB 0 F SRS B0
NELTE.

CA FECE) CSR ELTHAMIE CSR FEAMISE. MBEBAMA CA NZSIRE , CA SRIHFEEM SSLRSHIES , 4
7 ARERS528 5 Management Station LIEfTATRIMESEEL SSL HEERY , B AT —BIFRERE ARIIRSS 8.

CA fititE CSR Filtk SSL fRSF2RIETR /T , IZIEPBAI_E&E] iIDRAC, FITAERK CSR ( f7HETE iIDRAC Bl L ) RUEE WIS SSL ARSS =8
IERHESRERIE , MZERYIUET iDRAC BIEAY CSR M.

{EFH Web REIS%ERL CSR

HERHET CSR -

@ iE: B85 CSR #iaB=EES ELARIAYE(T CSR 4. CSR FHEEMAITE SSL RS=RIEBFHEE. BN , iDRAC A
FZZIEP.

1. 7£iDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Connectivity ( &% ) > SSL > SSL certificate ( SSLilE

3 ) |, %R Generate Certificate Signing Request (CSR) ( ERFIEHERIBERK (CSR) ) , AEEE Next (T—) .
¥ 27~ Generate a New Certificate Signing Request ( &£— MHEPERZEK ) TU@E.

2. BINEA CSR EBiHAYE,
BXREZER | 15515 iDRAC Online Help ( iIDRAC BAHEEED ) .

3. Bt Generate (4% ) .
BER— Y CSR, BEFFRIEE,

(s RACADM 4R} CSR

F(HH RACADM 4&f% CSR |, i5{ER set @3S LA iDRAC. Security BPRINER , SAREH sslcsrgen a4 CSR,
BXESEE |, 58058 IDRAC RACADM CLI #55 , RIHE : https://www.dell.com/idracmanuals,

L EARSRIIED

4pK CSR & , IERLUSER R SSL IRSZERIET £ IDRAC [ElffF, iDRAC MREIRLARFRIER, iDRAC RS X509, Base 64 4R
B8R Web RSSE8UFH, SHA-2 iIFPthEiE,

EigHAE , iDRAC TE/LAHARRIH,

{EF Web R LRSS ERIED

3 SSL IRSSESIES -
1. £ DRAC Web RE , ¥ iDRAC Settings (iDRAC i&H ) > Connectivity ( %% ) > SSL > SSL certificate ( SSLilE

$ ) |, E#E Upload Server Certificate ( L{EIRSSEREP ) HEE Next (T—F) .
1557 Certificate Upload (iEH_ L3 ) TTE.

2. fE File Path ( X{#E81E ) T , B2 Browse (flET ) FHi%#HE Management Station EAJIESR,

3. BHRIA.
SSL fRS3ERERR4 E#E] iDRAC,

4. BEET—FEHEE  BEXREAIEREEER DRAC, 1RIEFE , B Reset iDRAC ( Eif iDRAC ) Bf; Reset iDRAC Later
(#HBEIR iDRAC) .
iDRAC ¥ EIZFHBSMAEFNES. DRAC EZHIALTE/ LS HRATA.

@| s#: MREIR DRAC ZRERIFESHIED. DRAC EiRZET , MEEBATFEMIAES.

{5F RACADM L#IRZRITE+H

B i SSLBRSSESIEP |, 1BEA sslcertview s, BXEZEER , 5815 IDRAC RACADM CLI #5735 , RHE : https://
www.dell.com/idracmanuals,
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WNREEETAFAERY IDRAC AMNSBEERL Y CSR , MIEHIEP _EEF! iDRAC :
1. ¥ CSR RIEXZENIARIR CA. CAKEEEE CSR. CSR B ABEIIES.
2. {EFITFE racadm sslkeyupload 7 EEFASH.

3. {EFRITHE racadm sslcertupload AR ERIER _LEEZ iDRAC,
HEGERE S EHE DRAC, BEBFR—5ER | BEXEEIR DRAC,
4, 1517 racadm racreset FSEIR IDRAC,
iDRAC B EIRFMAFER. EiRHIE , iDRAC FEJ Lo HRAI .
(D)5 /IR DRAC ARERIFRHES. 7EDRAC BIRZAY , VEIEBBIRSEIINE.

SEIRSED

ERILAEEZRITE IDRAC FRERRY SSL RS =HIET.

{5 Web REEEIRSZHED

1£ IDRAC Web REH , #5% iDRAC Settings ( iDRAC i&E ) > Connectivity ( i%E#% ) > SSL > SSL Certificate ( SSLiEH ) . i%
SSL MEAERENIER SRS RIEEERAY SSL IRSE:IER.

{8l RACADM B ERSZHBIED

EBE SSLIRSB[UED | B(FEA sslcertview B,
BXEZEE , 1352158 IDRAC RACADM CLI #5737 , FE : https://www.dell.com/idracmanuals,

FHBENZERIED
G RER NS EERRES SSUIES, SHA2 TEBHETH,

{5/ Web RE . LEHBEXERIEH

E{FH iDRAC Web HRHE LHBENSZIUES :
1. %#%% iDRAC Settings (iDRACiZE ) > Connectivity (%% ) > SSL,
IR 27~ SSL Tam.,

2. {£ Custom SSL Certificate Signing Certificate ( BXEX SSLIEBERIEP ) , iS58 Upload Signing Certificate ( L{EZER
iEB).
IEATHE R~ Upload Custom SSL Certificate Signing Certificate ( _F3EE N SSLIEBEEIFE ) M.

3. EAk Choose File (1R ) FHEREEN SSLIUFRERUEH L.
RTEERFENEINERE #12 (PKCS #12) BRIES.

4. WMFRIEPZEFRIF | 157E PKCS#12 Password ( PKCS#12 15 ) FERHHEIANERS,

5. BFERA.
UFRIESH EE iDRAC,

6. BB R—5MHEE |, EREIAIHRESEIR DRAC, HRIEEE , B Reset iDRAC ( EiR iDRAC ) I}, Reset iDRAC Later
(fH/SEI® iDRAC) ,
iR iDRAC [EABERI FBFAGIES. IDRAC EiREAEESE/ LS SN AA .

®| it: WVRERR IDRAC ABERIFESRES. DRAC iR , SEBLTFENRE.

{§EF RACADM EZBENX SSLiIEBERIED

FE(HH RACADM EEHBEN SSLUFPERZIUER |, i5(FH sslcertupload %, SAREH racreset apSLAEEIE IDRAC,
BXEZERE , 15215 IDRAC RACADM CLI #537 , Rt : https://www.dell.com/idracmanuals,
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. iy 4 % Y .

TEHBEEN SSLIEFBEEFIED
f&eI AR iIDRAC Web FRHE, RACADM TEBEENXEZIET.
THEEXERIED
E(FH IDRAC Web RE MEBEENEZIUES :
1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E# ) > SSL,

AT S SSL T,
2. 7£ Custom SSL Certificate Signing Certificate ( HEX SSLIFBEZIEE ) T, i%5#F Download Custom SSL Certificate

Signing Certificate ( TEHEENX SSLIEHEZUEP ) FHEE Next (T—£) .
I EBr—&KHHEER | BRI LUSEEN SRR REFRIFMENE.

{5 RACADM THHBAEX SSL IEFBERIEH

EBTHEEN SSLIEBERIED | 15 sslcertdownload Fid. BXEZ(ER , 58I IDRAC RACADM CLI #5755 , ML :

https://www.dell.com/idracmanuals,

HIRBEENX SSLiIFBERIER

ESERJLAER IDRAC Web FREIE; RACADM MiIBRIIARBE X EZIEH.

{E/ iDRAC Web RHMIFFEEX ERIEP

B iIDRAC Web REMIBREENXESZUES !

1. %5Z iDRAC Settings (iDRAC i&H& ) > Connectivity ( i&E# ) > SSL,
AT S SSL TR,

2. 7E Custom SSL Certificate Signing Certificate ( BEX SSLIFREZUEHE ) T , 1% Delete Custom SSL Certificate
Signing Certificate ( fllfREEN SSLUFPERZIEH ) F&EDd Next ( T—F ) .

3. BoBr—&KBHER , EXREAIEFEEEIR DRAC, 1RIEEE , B Reset iDRAC ( &Eif iDRAC ) T Reset iDRAC Later
(F#HFEIR iDRAC) ,
iR DRAC ZJ5 |, BeERGINBEEZIER.

{EF RACADM HIFFEEX SSL IEBERIEH

E(FHF RACADM IR EEN SSLIUFBERZIUEP |, iB{FH sslcertdelete Fapd., FARER racreset apSEIR iIDRAC,
BXEZEE , 1B2% IDRAC RACADM CLI #537 , ®E : https://www.dell.com/idracmanuals,

{§5FH RACADM Eg& =1 iDRAC

1845/ RACADM AJLAERCE— 1 ek Z N EEHEREEMR iDRAC, ZEYERELR 1D FIXIS ID EiE4FRE iDRAC BY , RACADM SRIEEER
FRISEOIE ofg BRBESUE, BXHSANEM DRAC , LIRBHERNARSGHTERE.

Q|iFE:

o EEXHEUSERTHERSSENER. REESEFRDINREATHTAR.

o MIHEENMHEEH—HIIDRACER | HIANEES P il , B HERIE RS A BB S SN RIEL iDRAC,
IARRTLAEE) RACADM (SRR FEEECE X4 (SCP) BEEES IDRAC, SCP XHESEHEEER. SaLMERIL BT TS
NBEITRRGERREIA BIOS, IDRAC. RAD fINIC ECE. BXES(ER | BSIH XML LETFAFERRT , WL : hitps://

www.dell.com/manuals,

EFRAEEHBCE S iDRAC :
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1 EAUTHSEa SR EEEIIER DRAC :
racadm get -f <file name>.xml -t xml -c iDRAC.Embedded.l
Zip S EK iDRAC BeEHAEMECE .
(D)|i#: A get -t 1% DRAC BRBEEMZEXHHNIEAMFITIE RACADM RETZTHE,
)| i#: ERABLE S D,
get BSBA (BIASHFNRINIEE ) PHFERERIH ERAFPNFERERBIE.

2. ERNARERENRENY (WRFE).
(D |iE: BWUEREERI A RIBRR MBI, RACADM AFIFERAER ASCI SCADHTES. (HEEHIRIFEBS T8+ T
BEIRIA RACADM #{iERE.

3. 1E£B#%R DRAC EERLATaERIRE

racadm set -f <file name>.xml -t xml

XLBEEINERIE DRAC, BAILAER set FanSHBAFIEIREUERES Server Administrator El:E,
4, FRELATHSEIRBHRIDRAC : racadm racreset

S FBIIIMEREN RS LAY iDRAC BREIRE

R LAZEREBRLABIE ANt RACADM &Y iIDRAC IRE A FfEFHE DRAC BCEIRE., BR  BLIEEXURERE. EHTIHE
E
1. £ DRAC Web REF , 5% iDRAC Settings (iDRAC i&& ) > Services ( fR5% ) > Local Configurations ( AEIE ) .
2. EERUTHRIZ —5mE
e Disable the iDRAC Local Configuration using iDRAC Settings ( {f iDRAC iZE2%F] iDRAC FitbfitE ) — 7£ iDRAC I®RE&
LAEFPERGRLENEEIRE.
e Disable the iDRAC Local Configuration using RACADM ( i RACADM 2:H] iDRAC ASithfiE ) — 1E4 M RACADM FhzE
FinpaLMES B EIRE.
3. BAERA,
(D)|3%: tnEIBIAEER | B9SFSEMER Server Administrator 8 IPMITool 14T IDRAC BRE, {BE , SETLUER LAN £ IPMI,
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B55 iDRAC fIZERAER

EALIEE DRAC MIZFERANETNRMEL. BEEERREM. ERSIETRN. FHERE. MEKEUREEFNZILR
18, WFTIRTIRSSEE | BIEnJLIEEE FlexAddress (58,

E 2

BESERFAETIRAEMSE

BERGRR M

BEEFSEER

5 CPU, AfFFIEI NG SRR AT REE R
MBERFIFETSSHTE

BEHLRELE

BETHRERZ LT BRI LSEO

5F3 RACADM BEEFHIRIERE S Er] BRIMLE RO
&E FlexAddress SEE-RteiEsE

BHEHAIL DRAC £1F

SERERRETINRIENME

EE S iDRAC Web RERT , BYRAMBRNE I LIBEESERFAHNZ TR DRAC IEAEE |, FUSEMEHS | RINfIEEL
EER | DIRIREENES (W THECKE. B, BEE8EE. FFfIEIREG. FTFHEXARIER LED LAKREEIR DRACE ) .
Eijj|a) System Summary ( RFHHE ) TT , i54EZE System ( B4 ) > Overview (I ) > Summary (T ) . HEEISER
System Summary ( RRHE ) WH. BXEZER | 1BEH IDRAC Online Help ( iIDRAC BXHESED ) .

TSR ETLAMER iDRAC IRE A FIIEFEEEARANERER. EWITIR(E | 51T DRAC IREARERY , #£%! System Summary
( RAHEE ) . MRS R iDRAC Settings System Summary ( iDRAC iIRERFAHNE ) . 5 XFMEE | 5219 (IDRAC REZL
JOEE/FBH IR ) .

SERRTRR

SO EEEE RS F LB EGFIEGAMGIEE. EHTIHIRIE | 157E IDRAC Web REF4EZE System ( 4t ) > Inventories
(FFEW) . EXFETNEMAISE , B2 IDRAC Online Help ( IDRAC BXHLEED ) .

BHRRESMESS BrEBERATUTIREHNER

iDRAC

RAID #4188

itk

CPU

DIMM

HDD

EiR

RIggEEEOR ( SEREUAIERAT )

RS

SD £

FEIRIZ S (PSU)

XS

HEHEE HBA

UsB

NVMe PCle SSD i&%%

EGEREMER D BRI T EAREGRA
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BIOS

Lifecycle Controller
iDRAC
BMERRIREFRE
32 [IZHAFER
% CPLD

PERC =lI28

=zhi)

YA

=2h

NIC

HrEE

iR

HiAE

PCle SSD

it RS ERE R ARG 4 D51, GIa0 , SIRE4RRASZE FLVDLO6 , NIEHSIF B Ea/9 DLO6,

iE: 7E Dell PowerEdge FX2/FX2s fR$388 L , iDRAC GUI FERAY CMC hRAHISELIES CMC GUI FERARRARE. T,
R RR—hRA,

HIEEIR IR A E TN E AR | 1EHR(REFEFHZT Collect System Inventory on Reboot ( EEHi5 | SIIERFAE
iBiSM ) (CSIOR) EIRLAEE RS |SRTNERFRREM. JLothE . BREIDRAC , AFSSANE System Inventory ( REFEFRE
i) TEUEESFHEE. TRRSEE 5 0MEEZTTH | BRBURTIRSS S8 E=a0mE s,

()| 3%: CSIOR MEBUEZLAE R FEBH.

DliF: BUTIRSBER AT , R ERANFAE S B IE M EH TR S R E RS,
EATE Export ( S ) AISEEHEIREMIL XML SN SHARERIEEE.

SEERERER

THUERER TSNS ERAHREI TR -
o Eith - AT RGHE CMOS FIEARARHE RAID (ROMB) HEESHAISE.,
®| i MRS ESHIb ROMB i | 7% ROMB EitigEA T,
R ((UERFIESMERRSSE ) - EUXTFEANBNES | OERRASE SRS EENRENX L.
CPU - ISR & RS CPU BETIRRAIRE., SRS ANEE B IR A,
ATF - SRS BRSNS E B TSR (DIMM) BOE TR,
B - EEEENEEE,
HIERE ((UERTVENNERIRSSE ) - BRI TF RS EeE TR SHEE,
®|i$: MBRRGRRE— RS | ISEEEeE TS E AT,
o EISEIENE - IRHLETPIED SD AEbR ( vFlash FIPIERIY SD #&bk (IDSDM) ) HIEE.
o UWNERER IDSDM &k , NEERLLT IDSDM {ER%ERBIRZES — IDSDM URIRZS. IDSDM SD1. IDSDM SD2, Z2RAnShiT , (N8
7~ IDSDM SD1,
o MNEMZGFFHIE DRAC EIJS , IDSDM TASYTF AR , IDSDM SD ERERSUEENEEAL BT,
o 4NERF2F IDSDM TTAE IDSDM hiZZERA SD & , HEET—/ SD EHRSEEY, , R EHRSEE. BEES
5 |SRFEABEIRS IDSDM AN SD EZERTRM. IRETRMSS | IDSDM FFE1 SD FRPRSER ST AER.
o TEEFEEIELUKE IDSDM FFEA SD 2 ERITRIERT , BT IDSDM {EREEEERTF , EIbASR/R IDSDM IR,
()| i: MBIEHVRSHE IDSDM ERIB/EHIEIEZIS , DRAC RLEBR DSOM 158, BRI , EHRER DSOM
aEEIR iDRAC,
° ?:EJESD:'I\:/I ffﬁgeq: , EESRPEIRIG SD ENREASHER (SEL) FLES | RIHERATSHEIT SD £HSh#TER
ﬁ'ﬁ‘ﬂ'E ’&\;%EB/ o
o BE EHXTRERADEEHSEE ((UERATNEIRSE ) NES. BERIESETRIERSE ST
S E .
o HIE - SRS RGBS RSSO ASHTES,

®
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TERRHE XTI DRAC Web REF] RACADM EEEREHFERRIEE. BXE Web FE ERRAIBHANER | 1514 DRAC
Online Help ( IDRAC BX#1#5Ef ) .

D |i#: B RER B TR S L 2TAEREE SR,
. 16: {EFf Web FE# RACADM RUEREEER
EEERHRER {5 Web R {&F RACADM
it NFERR > BRSTTIRR > HBith i getsensorinfo %%,
MNFERIRIRSE , BRI
i/item. Power.Supply apSH] get F
AP o
BXRESER | B2 IDRAC RACADM
CLI 53 , ML : https://www.dell.com/
idracmanuals,
XS IXERIR > > BRFBITRR > KB
CPU IR > RFSEITIRR > CPU
7 IER > RRSTIOR > AF
BA IR > RRBTIOR > BA
BRI E > @ > BiFeSH
AR PRINEFN R IR > RRSTINR > IBHRNENR
RE féﬁﬂi > RFETINR > BiR/ER > iR
BE %ﬁﬂi > RFIE(TIOR > BiE/ER > B

sl CPU, AIFFMARLARRAYERERER

£ Dell 955 14 1% Dell PowerEdge IR$S28 L |, Intel ME STHFE#ITERIFER (CUPS) ThaE., CUPS IhEEtRMtsLATIE CPU, W7EAD
170 FIFRLAR RFNREFRFFZERISIR. Intel ME 8w (O0B) tHEREMENIBA S CPU &R, Intel ME BEB—/1N&% CUPS £
HEE | IBRMTITE. WTER 170 FBIERIFZRIEESS CUPS f8R. iDRAC Yaisitt CUPS f8EILA TRE (AR FFIAZR |, ERhAM
CPU. AFEH I/0 HIBGFRIFIFIZRISHR.

(D|3#: HLINRELE PowerEdge RI30 fRSZEE ERZH,

CPU fI& HEEBERRIEIRIENITELES (RMC), EEREIXL RMC RUEUE | IRINARRRFARER. kB RMC RUEdERd
TREERLCS  LINEERNERITNEEEHIHEIM DRAC EBRESIMARRFIRITFIAR , NMmEIH/MEIERERMHEE.

HRESHFNZRSIERT Intel (ERASRFRTNERTEMIERS. ALt , RE LAOMESIERNERTEMIERS  BERRSENL
BEBSMEME.

BRTMRESE | RS LI eSS AR,
INRFEFI RSB

e CPU FIFZE — 3£B8 RMC B9/ CPU NIZERISILE | LURMERFTAERNZNRITFIEER., WHBRETEEFIEIEERK
SEBERRTE, B7SFRE— RMC B3R,

o AEFFIAZE — RMC TNIESNNEEESAFEEHELARNAENRERE. KEIXLE RMC HEIRIELS , LNEEEINR
% FIEREEENRITATRE. XE—NTEsmEEilESSiE , MARREFEE. DRAC BofCE—Rk , Eited
BESHEHARMERS TR (130 , Linux $fY top ) B RAINEFIBSIERT | tBRJREARER. IDRAC BRMIRF R et BRERRLT
EREBRENRNTEER,

e 170 FIFEZE — 7£ PCI Express Root Complex &/ MRiHEOE— RMC , LINERTaSERZRREO R E(KSERA PCl Express i
%’J;EJE%L; RMC FIBUEREILE , BFUERTEIEEHIFRTE PCl Express MY PCl BIERE. X2—MXIERSF: /0 mEatlh
HAINETE.

o EHR CUPS 18iF - X EFIBEMRARBFITNEN REFEE , AJLUEDCR CPU. W I/0 I8ECRITE CUPS 18R, REE&R
HEURTF RS LR TEGEAIMERR. CUPS 18R IRSSES Ll BRVANIT EIERRENNEE. WREFZE—MEAH CUPS 15
R, WEZERAFE IHEEZ TERHENREEIR. BERREERME , K51 CUPS ISIMSEHHE. € CUPS IBiREFIEXR
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EtERE  IRES[FTLURKGT TERE , FRRSH|ATREMERSIARD IR, RE , JUERN R ONA T ERE
W, LARMEIRES O T ERAHRRISRAFISENE , NiREMESEED ORRS .

(D |iE: CPU. WFFHN 170 FIRMSRIEIFEN LA —R. Bt , AFREXEASRHEUHABRATIEE  eilTseawibEl. BilxrT
fEtdiE | MAFRIRFIBE.

MERIAZF RIS REHF BEREEEHEEA . MS4ERL IPMI. SEL F1 SNMP fElH, (ERESSEHHREENANZER. ATLAERR
i IPMI O3 TIE A,
PRI BREE

o INIMREEIERIFTERIERIUR,
o RELEHRENEIRDLIEERFHIEENR.
o BERNURFEIARIFAIEFEILE REFSEUE.

5 Web RENEN CPU, AFEHMARLIERAYTEEEISIR

E7E iDRAC Web FREIFUSN CPU, KIFHD 170 1EERAIMEREISHR | 15455 ZE System ( &t ) > Performance ( 148§ ) .
o ZRFIEELD - EEIFAEGRER CPU, WTFEHD 170 FIFARIERIRFSR CUPS Feimi XAl L&,
o REFIEHEHBEIEID ¢
o 1Rt CPU. WTE. 10 FIBRUUKRERSSR CUPS IEHMFITEIR. MRFNEKEXKA  NEREEMET 0% BIKHLZ.
o gﬁjLLLE&%:’E%!EZ%%E’\JN%{E%UFH% EAT: Reset Historical Peak ( Ei&HBIEE ) . BWRES "BE" SERAEERIE
o HEEIBIFTD -
o BRIRGSHIYENER
o RIREUEEZEEMTRRRERS. SYAEARS SR ENIRTEIRELRE.,

BXRATETRIEMRIER |, 1BZ1¥ IDRAC Online Help (IDRAC BXHLESE] ) .

{iEF RACADM 5Eilll CPU. AIFHIMEA SRR EEETEIR

{s5F3 SystemPerfStatistics FapT ISl CPU, PIFHN 170 {EHRAIEEEIEIR. BXESERE , 18515 IDRAC RACADM CLI 715/ , M
HE : https://www.dell.com/idracmanuals,

NERANRBZSSTSNHE

,‘}‘ﬁﬁﬁ’—:ﬁiiﬂﬁ?ﬁ{ﬁ%?I‘EBEEE»}’&%I]@?EEF“L‘}EPE’\J%%o FEFMEHTSSINENRAT L ES TRIEEMEL/FEeENEE TE T
(BEBIAN3°F[45°C 1),
() |iE: ReRsSeealiRss R B E I e a = SinE, BERRANRSSEF | THRSHEHSSHSHEXRIFRES | 5
EBEAR Dell LBREEZIFMER.
BRBERFGHIFEHESSHTEMN
1. 7£iDRAC Web RES , 2= System ( & ) > Overview (#E ) > Cooling ( ##% ) > Temperature overview ( iREHE
B).
IthAt &7~ Temperature overview ( iREHLLE ) TUE.
2. EEMHESID | ZEoETRRSEESEEMEHTSTEMT.

SEHBREEE

FH SN RAEBY EREFNHEH SRR RENRNREE NETHREBRSL, d—REERERNE SR EEE R

l;lh'ijgm’;]iﬂgo RpHl B, BXITHEIRERMEFRKERSE. REXREE , fi—EREHEREE. SoILURIF#ESEtE

Efml ‘;J:IE:Ill .0

(OD|iE: CEETLUREARSHE=SHEHENRFNADREDSE. BR  SHERAMFEESAXNESHEETHHESY
FHROPRMIERL. BRI 42°C HHTES | 47°C AMER, XLES 40°C f 45°C FEF=SIRHINILL , fRZE 2°C LABRRERS
‘EO

KRERR SHs = SRS R KA B SRR TE

. w
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J ;!’g";%*ﬁ — EARREBTERERRESHIE (42°C) RIER MR TRIFHERE., REEATLIE 12 DRARIERY 10% HEEHRER

o FET — BARRCRISREERERTERIE (47°C) BER NETAIRFEENE. REALME 12 M BEER] 1% AP EHRE
1 BRILAEESTREK.

W ERROBERLABRALAZZUIRERLASR AR 10% #11% al. REEENT REEZAISRMRFATNCRASEEEUE.

MRRFA A SIFIERIRERE DTl TETiE | BEmEMS. NRESEENETHENEIREXTHEFTES

3l (>= 8%) FERA (>= 0.8%) , MEEEREHESPICRSEM | FAEMAERNE) SNMP B, =4

HESE 2 NAR | REXTESHENFFERBEATHET 8% B, BERESEM.

HESE 2 MAR | IREATESHENFEEREATHET 10% B, BERTESEM.

HESE 2 NAR | IREXTERENREREATHET 08% B , BEMESEH.

HESE 2 NAR  IREXTERENREREATHET 1% 8 |, BEMTEEH.

EERJLARCE IDRAC LALERBIINS . BXESER | B50 RELREISM W LAY 146 #B5.

{53 iDRAC Web REIEEHEIREEEIR

BEHLEREHIE

1. 7E£IDRAC Web RMEH , %% System ( & ) > Overview ( 1§83 ) > Cooling (8% ) > Temperature overview ( iR}
%),
IltAT£ 87~ Temperature overview (;2EHEEE ) TUE.

2. BERRRIRBERBEIETD  HPREHTEE—X. ¥E 30 RIS E—FHFHEGERE (EOEMNEE ) NERER.
BXESER , S5 iIDRAC Online Help ( iIDRAC BXHEEE ) .

(D|3#: 24T IDRAC EW4EEHTEL IDRAC EIRZ /G , RREHIERIAAS B EER,

{£F RACADM BEEAEEELIE

E(FFH RACADM BEELREHUE , i5(FH inlettemphistory &p%,
BXEZEE |, 152815 IDRAC RACADM CLI #53 , RE : https://www.dell.com/idracmanuals,

EREAORENESHE

EALUEN RGN OREERSIR/NIRAZSEHE. MRERAMARE  WEEREHRENNME. BLREES "
B AFYUR  AeeiRBENOREERSENESEHE.

{5 Web REBENOREESEHIE

EREEANOBEZERE , BHTATEE

1. 7E£DRAC Web REF , = System ( E4E ) > Overview (#iEE ) > Cooling (/24 ) > Temperature overview ( iSEEE
B).
lJ:l:H)\ £ B/~ Temperature overview ( (SEHIY ) TIE.

2. 7£ Temperature Probes (RBEIFNIEE ) 2f5 ™ , XIF System Board Inlet Temp ( RFERALLEE ) | Hi A\ Warning
Threshold ( EHEHE ) NS/IVEMSEAE ( LMBREFEERELREN ) . IREBANERE  ZRRABENMTEHEREEKERN
B, S, NREMmANELKE , NENERERE.

3. BEMA,

EERE.
()|iE: EBEUAREAFSREDRICREREERT | FAERRENABTHE=SREE. BHEENRENESIETE
HETE T SR(ERBAVES.
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SEFNIRMERT LT ARIMSEED

ERLEEAXR TN FRA L BRERSEOEE  HlinoECEIRSSERAY IP ek, iDRAC Service Module IS SRS
iDRAC, #MFZSZE IP MIHEREE IPv4 #1 Ipve ik, MAC ik, FRISHIEAISISE. WERIRERY FQDD, MBIEOEIR, MK
EORBA, RSRAAS, MEZEOSE (LUK, @&, #EE) . PRI, DNS fRSS25tbIAN DHCP fRSSaattbit,

@ iE: Lk THRERE iIDRAC Express # Enterprise AT IEIE(L,

EEEIRERFAER | BREHEUTEXK :

o BBH "BEFR" MR

e iDRAC Service Module BEENIRIER S L REHIEFEIRIT.

e I {f iDRAC Settings ( iDRACiZE ) > Overview ( #%%8) > iDRAC Service Module TRETF/ZH “OS Information”  ( {EXR
FSE ) B,

iDRAC Al B/nENIRIER Z L EBERIFTEIENRY IPv4 71 IPv6 Hitik,
FERIAY IPv4 B IPv6 DHCP [RESEEBIIA—ERE/R . IXBURTEHIRIER SN DHCP RS ES.

£ Web RESEEHURMERF LT BRIMLEEDO

F(EMA Web FEEETNRMFRE LATBRIMEIED | iSHITLITRE

1. #EZE System ( ZRHt ) > Host OS ( EHUEIEZRSE ) > Network Interfaces ( MZZIEO ) .
MEIEORNEE S~ ENRER A LG BRMEEEO,

2. BEEESMBRFERIKAIMEEORIGIZE | ENMLEIRE FADD MEKBPIGENKIREHATEMA.
BEENREFRANMEROL D +ERERRN P IFEER.

3. Mig# FQDD 59 , BAERNERIRERIEHE.
HERANRE RIS SR Hardware (584 ) > Network Devices ( &R ) S0  CHLERTEEREINFEE
B. BXREMURIESE 1525 IDRAC Online Help (IDRAC BXHLEEES ) .

4. BFEFEREZFMER.
&4 , BTLAM Hardware ( f@f# ) > Network Devices ( FIGH&% ) TUHHPEESNKIRBRKNENRERFZNINEREOG
B, B View Host OS Network Interfaces ( BEEHURERAMLZIED ) .
@ iF: XJF IDRAC Service Module v2.3.0 B EEEIRAAFAY ESXi EHIRIEZR ST , Additional Details ( BHIIFEMEE ) 51R+HY

Description ( ##i# ) FIRFBLATEIUET :

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-name>

{{fF RACADM BEFFHIEERZ LI BRIMSZEO

BJLAfEAS RACADM J8IY gethostnetworkinterfaces @ EEENURFRFZ LAIBIINEIEN., BXEZER | BSH IDRAC
RACADM CLI #53 , ML : https://www.dell.com/idracmanuals,

B FlexAddress KB/ EIE

FEJIRTIRSSEES |, FlexAddress RITFAE NS ERSSBHIERFERKA . MFESEHNEEZTRI0 MAC it (WWN/MAC),
AL BEREENTENRALX KRNI IERE-REONATER ¢

o EIEEFIRYCET.

o {EFEAY,

o [REEENEM. VAL EHISNTIESEIRI MAC Hitit,

EBE IDRAC HRY Flex Address S8, , I57E Chassis Management Controller (CMC) HEEEFIFSA Flex Address ThRE, BXES(E

B B2 AEIEEEIsERFsE , ML - https://www.dell.com/cmemanuals, JNERBFAEEER FlexAddress I8 , N{HIIE
EIEHESEIUNRSESELL,

Dlix: BRRATASHIETEZERANEER | SRR ERERREE,
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FlexAddress ZRE={EFHEDECHY MAC Htbli AR SSER S ECRI MAC it , HFBESTIRZ LOM, EE-RH] 170 f&R—i2 )9 iDRAC
SChe. IDRAC FlexAddress THRESZFRFAHAERY IDRAC (REEFRIEHRFER MAC HEllE, #lAESECRY MAC iBIETFRETE CMC IEZKIMEFE
g3h , #HB7E DRAC 3|38 B/5H CMC FlexAddress Y , #1Z MAC H#BiIE&1XE! iDRAC,

WNER CMC BRNFESECHY MAC HitiE , iIDRAC 287 FFIMHATIE LAY MAC ittt
o EF¥H(SE iDRAC iEMISE.

o EHBRSSEE WWN/MAC,

e iDRACIZHE > i > HEIMEHSE.

FEF FlexAddress [5 , WI5RMBRSSERFEAY MAC LIRS FERY MAC HlitsXEHRIR | iDRAC IP itilitth 35k,

BEZIE iDRAC £iF

BRI LAEE HRIERE iDRAC MAFHIAREZLEBFRSIE.

{§EF Web SREZZ1E iDRAC £i&

SEEESIRIEPMIEER "BLE iDRAC” PR 8E(H iDRAC Web FREZRLE iDRAC £1iF.
EEEMLLE DRAC £3F :

1. £ DRAC Web REF , = iDRAC Settings (iDRAC i&E ) > users (FHR ) > Sessions (&%) .
Sessions ( &if ) AHSETSIE ID. BAPE. IPHEIHNISIERE, GRAXUEEHNESER | 12158 IDRAC Online Help
( iDRAC BX#ERED ) «

2. BRI|FSE | 7 Terminate (£81E ) 5IT |, BESIERIEIKLER.

{5 RACADM &1k iDRAC £iF

BRE B EERIRA e RACADM ££1E iIDRAC RiF,

EEELRIAFPRIE | 158 getssninfo B,

BRIFAFRIE | BEMA closessn @<,

BXEZEE , 155058 IDRAC RACADM CLI #5737 , WilE : https://www.dell.com/idracmanuals,
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AJLMER TR Z —5 IDRAC 1815 :

iDRAC Web

iFE RACADM
Zith RACADM
FERSS

{55F3 DBY EB4% ( RAC BB178K IPMI 85T ) BHTER1TIER - (NERM TSRS 2 FntaTURSS =5,
IPMI Serial Over LAN ( IPMI LAN 84T )
IPMI Over LAN ( LAN £ IPMI )

188 iDRAC 1&E(=

(D) |iE: EHRRAM RACADM SABSHSAIERE T , BRREFRSETERMA USB ABEFEEN. BXERM USB FHEEN
RIER | BEREARERARANLA .

T TEREGA T SHFRIMIN. SRR SFNRREM -

+&.17: BER - #E

( Windows F[ Linux ) .
BSKFN JSON A&tk

Python

BiEEDN TIFAIY RIFNHS SoREM
iDRAC Web RH Internet tY (https) ER MIZE RSS2
{EFR{TIE(S DB BEEAIERTT | R1THMY RACADM iDRAC BUAHOERRERSS
&0 SMCLP RAC 178 IPMI EB{TEEA
IPMI
IPMI Serial Over LAN ( IPMI | 204657 cveegm s sty IPMI IPMITool B&%£H IPMI LAN
LAN LE&R1T) BITEEH
SSH
Telnet
LAN E IPMI B AEER&MY IPMI IPMITool B&%H IPMIiKEB
=1z
SMCLP SSH SMCLP iDRAC LAY SSH 8% Telnet E/3
Telnet i
ifE RACADM https 152 RACADM T2 RACADM BR%EHEH
Ef4 RACADM SSH & RACADM Eftt RACADM B2z,
Telnet
Zith RACADM IPMI Zih RACADM Aith RACADM Bt
i=f2hRss ' WSMean WinRM (Windows) WinRM B%%E (Windows) &%
' OpenWSMan BEZ3E (Linux)
OpenWSMan (Linux)
Redfish FFNLEES R, CURL S&EEEH. CURL, Python

RER,

[ BXEZER , 15217 dell.com/idracmanuals 1243 Lifecycle Controller Remote Services User” s Guide ( Lifecycle
Controller Remote Services FIFER ) .

£
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{s5F8 DB9 FB4ERTTE RAC SRITANSRITIREI B Z Bk
{85F3 IPMI SOL 55 IDRAC #HTiE(S

§F8 LAN _E IPMI 5 IDRAC @(=

2 FEZEAifE RACADM

LA RACADM

BRZFERZ LM PMI

73 RHEL 6 5|SHAERYERITiEH SBECE Linux

Y SSH IS %=

{£F DB9 H4iEid FR{TiEH RS iDRAC H1TIE(S

SR LR LA MBS A AEE 2 R E RS es B TEEN T REA T RIS -
e RAC &8B17
o IPMI 81T - BEEEEENMEN I EEERRImET
(D |iE: T R=URSS= | BB RITER. GXESER | BER EEEEHsRFEe , ML - htps//
www.dell.com/cmecmanuals,
BT RITIERE | BEHITLATRE -
1. BEE BIOS LIBHSBTEE.
2. 1BEB{TIE(S DB BN EIRILAY R Tin ERRIZ E R AR/ MR TIERES.
(D|3F: M vConsole 8% GUI iSRS EXMEERER | MIHHARISEERAE,
3. FRREEILZFERA R ERTERLAT™MHI—IAY SR TER

o Xterm HHY Linux Minicom
e Hilgraeve B HyperTerminal Private Edition ( jRZS 6.3 )

RIESERFGTEHS ISIIETNAE | SuERI BRI ERFERE. XETLITES : SAC (IEATF Windows )
0 Linux XAHENES (ERTF Linux) .

4. 1£IDRAC /SR RAC ER{TiERREL IPMI BRI TIERR.

F3dER{TiERRECE BIOS

RIS TIERECE BIOS :

(D 2 IEFITHARHIE RS BRI IDRAC,

1. HEHEFHEHERSR.

2. &F2,

3. 4£ZF| System BIOS Settings ( 5%t BIOS i&& ) > Serial Communication ( RITIE(F ) .

4. 1%#%5) Remote Access device ( iZfZihlAiRE ) AY External Serial Connector ( SMEBERITIEIERE ) .
5. #{XEAE Back (/5B ) . Finish (556% ) Ml Yes (&) .

6. % Esc B System Setup ( RFIgH ) .

[EA RAC HRiTi&EHE

1£ BIOS #ECE SR TEZES |, 1 IDRAC HfEH RAC &17.
(D) 3% XIUEATFHLEANEARSS 82HAY iDRAC,

{5 Web REEMH RAC SR{TiEE

[EF RAC BR1Ti&HE -
1. 7£IDRAC Web REF , 2= iDRAC Settings (iDRAC i&H& ) > Network ( 4§ ) > Serial ( R1T) .
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FERN< B ~ER{TIRME,
2. 7£ RAC Serial (RAC &13) T , %% Enabled ( BEH ) FHEEEHRYE.

3. BEMIA.
RAC BB{TIREERE.

{£F8 RACADM [5H RAC SR{Ti&#E

E(#F RACADM JSF8 RAC ER1TIESR , 158 set a3¥l 1DRAC. Serial HPRIRIR.

— Rl =i
B IPMI BRITIEEEARFILiRIRT
S H BIOS | iDRAC Y IPMI S31TE8H | IBTELA ™MESEIUAY iDRAC HECE IPMI 1T :
(0| i%: XIUE RTINS RS 82hAY iDRAC,

o IPMI BEARER, — StF iSO RATERAE |, %0 Baseboard Management Utility (BMU) FREFERY IPMI shell (ipmish), 5l
w , TEY IPMI EAREILA ipmish FTENRGHEHE | 1Ba1T FISS

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

(D|iE: AR . Eoinhe HEAt T AR IDRAC FFPERIZ,

o IPMI RIS — STIEMEBRITARIHAIEN ASCI §<, IWERTIFERMEBNGS (DIERIEES ) FITER+7NH ASCI =5
SENFOERLS IPMI 655, MEUEIT SSH & Telnet BRE DRAC , BAIFGCEEIRERAZISFS , 525 BIOS, BESHA
[sys pwd -x] M IPMIEESTHEAT , LITFE IPMI LIRER S SRR,

0 [sys tmode]

0 [sys pwd -u root calvin]
0 [sys health query -v]

o [18 00 01]

0 [sys pwd -x]

(£ Web REREAHRITER

HRREER RAC BT OLUSH IPMI 8817820,

BiE IPMI BB1TIRE -

1. £ DRAC Web REF , 5= iDRAC Settings (iDRAC i&& ) > Connectivity ( iE#% ) > Serial ( R1T) .

2. 7£IPMI Serial (RAC 81T ) T , i8EBMAIE. BXZIETRYSE. | 15215 IDRAC Online Help (iDRAC BXHVASES ) .
3. BERMA,

{EF RACADM [5&R{TiEH IPMI 18230

ERE IPMI &3 | 1855 RAC BB1TIE0 , REA IPMI &L

racadm set iDRAC.Serial.Enable 0
racadm set i1iDRAC.IPMISerial.ConnectionMode <n>

n=0 — £RimiE
n=1— EAE;

{£F RACADM S &R{T&E IPMI BR1TiRE
1 ERUTHOE PY BT EAO AR E,

racadm set iDRAC.Serial.Enable 0
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2. (FEHSIEE IPMI BITIRIEER,

racadm set iDRAC.IPMISerial.BaudRate <baud rate>

28 FEITRI(E ( BR{L : bps)
<baud_rate> 9600, 19200, 57600 I 115200,

3. {FRGSBA IPMI BT RS,
racadm set iDRAC.IPMISerial.FlowContro 1
4. ([FRBSIRE IPMI BITEER/IMPRES.

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

BH R
<level>=2 FAF
<level>=3 BER
<level>=4 BEER

5. HEIRER(T MUX ( SNERER{TIERESS ) 7E BIOS REFEF R ERIRENITRBAIIR SIS IS TIEREERE BIOS,
BRXLBILAREMER | BSH PV 2.0 HIE.

IPMI RIFEIGIRICAOMILEE

R IPMI BB TRIGRIHIE A EIRE.

{5/ Web REESE IPMI BFLIFEEXHIMIMLE

B ERIGRIRE

1. 7£IDRAC Web REF , 2= iDRAC Settings (iDRAC i&H& ) > Connectivity ( iE#& ) > Serial (R1T) .
BERPSE 7 Serial ( BT ) TI@.

2. 2R IPMI 817,

3. BaF Terminal Mode Settings ( &RiHtEigEH ) .
BERNSE Terminal Mode Settings ( &RiFtEXiZE ) TU@E.
4. IEEEUME :
e Line Editing ( {74R48 )
e Delete control ( fllf&iz4] )
o [EIFEHEH
e Handshaking Control ( 234241 )
e New Line Sequence ( Z{TF5! )
e Input new line sequences ( INFHTFES )

BREHERAER. , 1S DRAC Online Help (IDRAC BXHIZEE] ) .
5. BRI,

LIRS IR BRI R,
6. BRER(T MUX (MEBER{TIEEES ) 7E BIOS IREIEFFIEMIRE TSR SIS e/ TR R BIOS,
{5 RACADM FiE IPMI BR{TLEIHIEVRIBIING B

B ERIRRNIRE | BfEH set S0 idrac. ipmiserial HPHIRNTIER,
BXES=EE , 5558 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,
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{3 DB9 R4IHITE RAC BR{THIRITIEHI S Z A1)

IDRAC 3z#% Esc 875! , 7B ER N ZE A IEZUIRSS 28 LAY RAC ER1TIRMIB(S SR TiRlss < AR,

MER{TIZHFISTNHRE] RAC BT

FERITIEFIREFHRZE RAC BRTHREBEET , 151% Esc+Shift, 9,

LA EEFFISERAZR iDRAC Login 77T ( W15 iIDRAC IRE /9 RAC Serial [RAC B347] #2=\; ) 8 Serial Connection ( EB{TiERE ) &
T, IEZEX A LUEIERIRGS (N8 iDRAC IZEH IPMI Serial Direct Connect Terminal Mode [IPMI B8{TESiSEERISIET] ) «

M RAC SR{TIREIRiTiEHIS

£ RAC BRTEEOBERICHAZI BRI TIEHI G | 151% Esc+Shift, Q,
ERIRRIT | EERRABRTEHG1E | 151 Esc+Shift, Q.
ERITEHISREA TR , BREZIREIER | 151 Esc+Shift, 9,

(59 IPMI SOL 5 iDRAC i#{Ti8(5

IPMI L?N LER1T (SOL) IFEIY iIDRAC NEREREEGINAAMEEMNEREERTE RATET XA S SRTE0E. FH
SOL , f&ATLA -

o IIEHIRIBERSTASEE,

e 7 Windows N ESESEIRS (EMS) 8 Special Administrator Console (SAC) k&, Linux Shell FRiZBETENR S,
o FHEMIIEGEERSSENNHEFHERECE BIOS IRERER.

i8E SOL EEtEL -

1. BLESB{TiEER BIOS,

2. BE iDRAC LUER SOL,

3. EFXEIONMY ( SSH. Telnet. IPMitool ) ,

Y ERITEREELE BIOS
®

i BT HZRAE RS 28RV IDRAC,

AN =LA =TI

& F2,

1% System BIOS Settings ( 54t BIOS i&& ) > Serial Communication ( B{TiE(E ) .

IBEUTNE :

e Serial Communication ( 88{Ti#{5 ) — On With Console Redirection

e Serial Port Address ( B8fTimOiEtE ) — COM2,

@ i R RTFIR O ERPAIBRITIRE 2 HiREN com’ , BPATLUSSBITBEZEREATRE | iBid com! {THIT
BEM.

External serial connector ( JMEBERITIEIEZRE ) -- Serial device 2 ( B{TIREF 2)

Failsafe Baud Rate ( #FE{RIFEIFER ) — 115200

Remote Terminal Type ( IFE&imzEAY ) — VT100/VT220
e Redirection After Boot ( 5|S/5E%EM ) — Enabled ( EF )

5. B Back (T—#¥) , /55T Finish (53R ) .

6. B Yes (2) LUREEH.

7. % <Esc> §8B Y System Setup ( EZHIRE ) .

(D)|iE: BIOS FFRBLA 25 x 80 BIRSTUAIX SR TR, MTIEA console com2 ap<HY SSH BAXIRET 25 x 80, K5 , BRE
RNEEET LAERESR.

IS
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iE: ARSI SINSFRFSIRIER FIRMEITEEM (120 GRUB 8 Linux ) , M BIOS Redirection After Boot ( 5| SIFEE

®
[ ) REWIMER. XALERSMEER SR TR OREENSRER.

ftE iDRAC AR soOL

A LASERS Web FE. RACADM EY;, iDRAC IRE 2N FIFEFK18XE IDRAC HHY SOL IR &,

{5 iDRAC Web R HfLE iDRAC LAEF SOL

EZE IPMI LAN 81T (SOL) :
1. 7EDRAC Web REAF , 3% iDRAC Settings (iDRAC i&& ) > Connectivity (i#E}% ) > Serial Over LAN ( LAN L&13) .
BERNSE7R Serial Over LAN ( LAN E&1F ) RE.

2. [BRESOL, iEERE , A558E Apply (R ) .
IPMI SOL & ERMBCE5Shk.

3. BiREFHRREERNEFIFERIRIZEE | 155k Advanced Settings ( SRIEE ) .
FEEN< &7 Serial Over LAN Advanced Settings ( LAN FHR{ITRKISE ) TUME.

4. IBEZBEMAYEF =T Apply (B ) .
IPMI SOL B4R ERNEL BT, XLBEER TR ERE.
BXRBEMHHEE. , 1BE18 IDRAC Online Help (iDRAC BXHLESED ) .

{§EF RACADM {ig& iDRAC LAfER SOL

F2E IPMI LAN 81T (SOL) :
1. {FEREHSER IPMILAN E&1T,

racadm set iDRAC.IPMISol.Enable 1

2. fERSER IPMISOL AR,

racadm set iDRAC.IPMISol.MinPrivilege <level>

88 REA

<level>=2 BF

<level>=3 BER

<level>=4 SER

(D|iF: BHE IPMISOL , BAEHE IMPI SOL BN ISERIR. BXESER , {555 IPMI 2.0 #I7E,

3. (LRI EH IPMI SOL iR4FER,

racadm set iDRAC.IPMISol.BaudRate <baud rate>

D|iF: BEEM LAN LTS | BHIR SOL ISR S ERANRERT2ER.
28 FEIFRI(E ( BR{L : bps)
<baud_rate> 9600, 19200, 57600 [ 115200,

106 i35 iDRAC i&(Z



4. {ERa&<SAE BB SOL.

racadm set i1iDRAC.Users.<id>.SolEnable 2

a4 1588
<id> —RIFEF ID
DiF: BEEFH LAN EBFEHE | BHE SOL SRS SERANRISE=2ER,

5 RZIFAIIY

SEOINY S IPMI. SSH 0 Telnet,

{EF Web SRHEERSZIFAIHNHY
EFSH SSH 8 Telnet , i5%:%! iDRAC Settings (iDRAC i&& ) > Services ( [R53 ) . 749 SSH 8 Telnet F8R1hi%}% Enabled ( B
BA).

EEH IPMI, 15%5 % iDRAC Settings (iDRAC iZE ) > Connectivity (i&E#E ) , FHi%iR IPMI Settings ( IPMIiEH ) . TR
Encryption Key ( IIEEA ) BLHT , FERESRIABHRISEENATFH.

{8 RACADM = FSZHFAYY

E[SHA SSH 8¢ Telnet , IBEALI T B,
e Telnet
racadm set iDRAC.Telnet.Enable 1

e SSH
racadm set iDRAC.SSH.Enable 1
EEK SSH iwA ¢
racadm set i1iDRAC.SSH.Port <port number>

AT LAMERINTRIIR !
o |PMitool (iERRTFHER IPMI thi¥ )
e Putty/OpenSSH ( 1&FTF{ER SSH 8 Telnet 1Y )

{EF IPMI 173i%AY SOL

ETF IPMI B9 SOL 2 FBFERF#1{EFE RMCP+ B IPMitool 181 UDP iEiREm BRI 623, /A IPMI 2.0 B , RMCP+ 12EtBOHIS (5
IUE, BUESEEMIEE. INFLANRESSTERETRENINEE. BXESEE | 15217 http://ipmitool.sourceforge.net/

manpage.html,
RMCP+ i3 40 NFRIAIT7SEHBIFRTER (47 0-9, a-f F1 A-F ) IIEERHTHMHIIE. EOAMEN 40 MNEAERRIFFTER.

%ﬁﬁggu@%ﬂ ( AR ZEE ) XI RMCP+ 5 iDRAC BUIEZRH1TINE. &R LASER iDRAC Web 5REIEL iDRAC IRE N FITERFELD
urﬁhl‘, v HO

EM Management Station &3 IPMltool JE5] SOL &1F :
GD|i*: nEE |, eyl liEid iDRAC i&E > BRES T SOL #BAT,

1. M Dell Systems Management Tools and Documentation DVD &€& IPMITool,
BXTERR |, B (HHREZRIEE) .
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2. EapRAFEOS (Windows B Linux ), IBTLATER<LAM IDRAC FH48 SOL :
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate
L4 Management Station IEEFISERAMETHI.
3. EM IPMitool 1BH SOL &iF |, & ~ , REETF . (A5).
(D) i#: 105 SOL SiFEFRLLL , EEIR DRAC HERATH HHLMERNE S,

(D |iE: MizfTHI Windows BFRZHIE PIRG AR N XA SHIZNETT Linux BAFRFRIENAS , IPMI SOL RTEATRESLRLE, B
RRTERARELL | BRHIRBN AR AET UNIX B TR,

(0| iE: ANRAFEREF RACADM TEEIEA) SOL 2iF , MR IPMI TEEMNS— SOL RIEREARBREXMNERIEHEME
I EETEES

{§H SSH 8 Telnet 11X SOL

Secure Shell (SSH) #0 Telnet 2FFHITE! iDRAC BIas SITBERIMEINY. S LUBTE—ZEOFETITiE RACADM #1 SMCLP &5
A\

~o

SSH BT Telnet F9Z2e ., IDRAC (XSZISHEEEERIIIIAY SSH iRAs 2 , HEZUAREA. DRAC —XSIEFHRSHA SSH £iEFHIFE
A Telnet &1, EINEEFR SSH , B Telnet HIER MY, R TiEL % SSH EFIREIFHIMEEMEEMT2HBER T |, SR
{EF Telnet,

{§F7E Management Station _E37$3% SSH # Telnet MIZEHMYAIFREFRZERE ( I0 PuTTY B OpenSSH ) i&E#EZ! iDRAC,

(D) |iE: A\ Windows EAJ VT100 B¢ ANS| ZIm{BEREFHIEIT Openssi, fE Windows Sy iRT TEST OpenssH RSEINRETTA
TRIEFEET (B, BEERNENFHEARERER ) .

{88F8 SSH &, Telnet 5 iIDRAC BEZH , i8R :

1. BcE BIOS LABRSTIEFIA.
2. f£iDRAC #ftHE SOL,
3. {FF IDRAC Web FREaf RACADM B SSH & Telnet,

Telnet (%0 23 ) /SSH (IKH 22 ) &P <——> WAN & <——> iIDRAC

BII{FR SSH 8% Telnet MY BETF IPMI BY SOL , ToEFEHERSTWMIARER , FASBTEIMEEEIRT iDRAC i T, &R
SSH B, Telnet =6 & MBEE AN B2 E KA TmONENE. BMmEFEEEENFE ANSI 5E VT100/VT220 £2
i%AY Shell £, SiTEHIEEREERE SSH 8 Telnet I1HIE,

M Windows _ERY Putty {8 SOL

(D i#: BB E , HATLITE iIDRAC Settings (iDRAC iRE ) > Services ( BESS ) TEKEKIARI SSH &, Telnet #BHT.

M Windows Management Station _=HY Putty Bz IPMI SOL :
1. BTA TS LAERER iDRAC

putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>

®

2. i51785< console com2 B connect LAEE] SOL #35|SSERA.

(EQ2E! SESH ESijTelnet I\ BRI EIZE RS SOL 2IEEFTF. Eiia] iDRAC arfTisHle | 15E1E Esc #FF!, Putty #

SOL J&E#EAT A -

o TEFFNBEIIIEFIE putty IHIRZERFR , AR putty FAITHEERARAKTURE S
o VTI00+—F2i@id , {8 F12 TiEEd,
o ESCln~—F12i8d , {8 F2 XK@,

e 7E Windows H , iIREFHERS |ISEUZEFIHFESIEERRS (EMS) I=Hle , WIFHIEERIEFHIE (SAC) LinnlgEaiR
R, B SOL =1&. KiRim, yIAB— 1 "%&in , AEFEAE—w<SHE SOL KiE.

it IO SEAER. EEFHDERHSHESFEN.

108 i35 iDRAC i&(Z



M Linux _EAY OpenSSH &f Telnet {1 SOL

M Linux B854 FAJ OpenSSH B, Telnet f§5 SOL :

®| i INBWE | EAJLITE iDRAC Settings (iDRACIRE ) > Services ( BRS3 ) TEEEAIA SSH BY Telnet 2IE#ERT.
1. 350 shell,

2. {ERUT<ERE iDRAC :

e X4TF SSH : ssh <iDRAC-ip-address> -I <login name>
o XJTF Telnet : telnet <iDRAC-ip-address>

(D|i#: MBEFHT Telnet FRSHBAROS (30 23) , WEHOSIFINE Tenet BSLR,

3. ERSETT MRALI T Z—Bs1 SOL ¢

® connect

® console com2

XATLUE IDRAC IEERIZERRN SOL w0, Y SOL R1EfT , IDRAC @ HMTIEHIERAI A, IEREREE X FFILIFTH DRAC
TS, BiEE SOL 2aE  BNFIEREERRE L. SERFXMN , #37 SOL AT E—RATE.

(D |i%: EETLAEREEIA com! SRiEIA com2 LUEEN SOL., B3I SRS BIGEIEE.

console -h com? LB IRFFREBRNSCKE R TRHANFTFHZRIBTHRICRETXNAE.
ARICRERXAIEGA (FIRK ) KN 8192 NFRF, AJLAERLA T e SRBILEIRENE/NRIE

racadm set 1iDRAC.Serial.HistorySize <number>

4. B SOL S1ELIKAERNR SOL 2iF.

{5 Telnet EHUZHIS

79 VT100/VT220 {FELIRE BIOS FEHIZHIEHT , Microsoft IREER S FRIFELE Telnet EFIRAIRETL AIEME R BIOS IREFS., R
KREIIERR | 5% BIOS IB=HIEEXA ANSI B U FEHER. BEE BIOS IREZEHHITINER | i51%IR Virtual Console ( E#lE
#l& ) > Remote Terminal Type ( IZfELIRZEEY ) > ANSI,

HECER iR V100 (EEON , BEREEREMNEHSHNENSNARERIRERN 25 17 x 80 JILIBRYAEHRET. &1 B
BV A FRAES HIELS.

E(FEF Telnet EEHUEHIE -
1. 7E£ Windows Component Services ( Windows B{%R53 ) /= Telnet,
2. EFEMSEREE DRAC

telnet <IP address>:<port number>

28 1588
<IP address> iDRAC IP ittik
<port number> Telnet I5[OS ( NRIEIEEFERHIED )

7 Telnet £1EECE Backspace f#

TRE Telnet i , f8EF Backspace EATRERF=AETOATURHIEER. Fla0 , 2EDTEEENX ~h, B2 | KZ#{ Microsoft F Linux
Telnet ZFum&BE] LABCE /{5 Backspace .,

BEBELE Linux Telnet £1&{ER <Backspace> #8 , s TG SIRTEFHIEAN stty erase *h, TEIRTRT FEA telnet,

BEREIE Microsoft Telnet 2 FimLA{#EFE Backspace (1B1g ) ## :

1. FIFGSERGED (NRFE) .
2. MEREREIEIT Telnet 21F , WA telnet, WMREESTT Telnet RiF , IBIE T Ctrl + |,
3. ERRTFTHEN set bsasdel,
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){%ETJ_T—%fﬁ,%Backspace will be sent as delete,

{£ iDRAC @ $1TiEHISFRIRiFF SOL ik

WrFF SOL SIREENGSETARER. (X SOL SiF=e&ZIEATLIRHAFER.
ERIFF SOL &IEERE | i5M IDRAC ST &I1E SOL £4F -

o HERH SOLEZEM , #ZEnter §#. Esc #. T,
SOL &iFEXA.

o EM Linux LY Telnet JEH SOL |, ##{E Ctri+],
IAPERAR—4% Telnet 3277, B quit LUBH Telnet ,

MEKRTELIE SOL REPHILFER |, NEf: SOL SIERTREARTAH. EfRRILIAM , 157 Web HERY iDRAC Settings ( iDRAC
&8 ) > Connectivity (%% ) > Serial Over LAN ( LAN 1T ) T&RIEHSITIESIE.

5 LAN E IPMI 5 iDRAC 1&(5

1SWAMECE iDRAC BY LAN L IPMI LS Ak ZEFEXHHAIMERERFEHY LAN (S8 LAY IPMI 855, QISRSRECE LAN £ IPMI, MAMNERERSE
ToiE(ER IPMI 85$5 iDRAC RS E8E(S,

(D 3%: IPMUERET Linux BIRIERFHRAL IPv6 MM,

R Web REIECE LAN £ IPMI

BeE LAN £ IPMI

1. £ DRAC Web RE , = iDRAC Settings (iDRAC i&E ) > Connectivity ( iZE#E) .
VLIPS i iz

2. 1£IPMI Settings (IPMIi&E ) T , ISEEME , ASH Apply (B ) .
BXZIEMAYSE. , 15205 iDRAC Online Help ( iDRAC BXHESED ) «

LAN E IPMIIZECE S,

{5 iDRAC 12 B 2 HfERFEtE LAN £ IPMI

EeE LAN £ IPMI :

1. £ iDRAC Settings Utility (iDRAC iRB2MIER ) F , %= Network ( F4% ) .
1557 iDRAC Settings Network ( iDRAC i&EMI4Z ) TUE.

2. XF IPMI Settings ( IPMIi&E ) , I5&(E.
BXEETINEE | 15517 IDRAC Settings Utility Online Help ( iDRAC 188\ FAfER-BLHE5E) ) .

3. {fXEAE Back (/5iB ) . Finish (585K ) flYes (2) .
LAN E IPMIIEBEEE S,

(s RACADM EZ& LAN L IPMI

1. JBF LAN £ IPMI

racadm set iDRAC.IPMILan.Enable 1

®
2. EIF IPMIEERTR.

it IREATHRERER LAN £ IPMIEOFUTH IPMI 3<%, BXESER | 15215 intel.com LAY IPMI 2.0 #%.

racadm set iDRAC.IPMILan.PrivLimit <level>
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B8 RS
<level>=2 FAF
<level>=3 BER
<level>=4 BEER

3. WREE |, i8S IPMI LAN {SIEZ4A.,

racadm set iDRAC.IPMILan.EncryptionKey <key>

B84 1588
<key> 20 NERBRABA 7 B HIE
(D|3%: DRAC IPMI 3785 RMCP+ 1Y, BXES1E8 , 1550 intel.com AT IPMI 2.0 HI1&,

[EEZEAixiE RACADM

AT LAEE IDRAC Web FRHEIER RACADM [EFERZEFITFE RACADM : AT LA TS TR S A MEFE RACADM £iF,

®

{EF Web FE S FskEEAIiTiE RACADM

1.
2,

{(5F RACADM |35 sk ZZHinfE RACADM

®

iE: BUABERT , EBRBIZE RACADM,

1£ IDRAC Web REH , #Z iDRAC Settings (iDRAC iZE ) > Services (R53) .

7EintE RACADM T , IR EEIEIN | SRS ERERIA.
ITFE RACADM (SiRIBIEIR S ek A,

i EIEAZAH RACADM BYEH4 RACADM iZTiXEEds s,

EEEITFE RACADM :

racadm set iDRAC.Racadm.Enable 0

B[S RITFE RACADM :

racadm set iDRAC.Racadm.Enable 1

Z 4 ith RACADM

BABRT | A3 RACADM EFRA. BEA | B2 ZEANELUENENZRSE LAY IDRAC EEEIRE WHE LAY 93.

BERZERSA LR IPMI

EZEZRS L, {#F Dell Open Manage Server Administrator B fSFEEERA IPMI, BXESER , &
Administrator fBF 75 , P4F - https.//www.dell.com/openmanagemanuals,

i¥: B iDRAC v2.30.30.30 Bk RASES , IPMI 3FFET Linux BUERMERZSF IPv6 MY,

®

25 OpenManage Server

iZH iDRAC iEfF
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LATEBHEET Linux GRand Unified Bootloader (GRUB), ¥NSR{EFRARRERIE ISINEFER | WEESXUNENR,

(D|iE: EEEE xR V100 FREON , SR REEREEHGIEOSRNAERFREN 25 17 x 80 FILIRAERET. &
n , BYEVYAFEIRESHIERS. Bl , BENAFEIESHIEE.

IRIBLAT5BRYR4E /etc/grub.conf 3214 -

1. BEXHEIIREBS ML TRE

0

serial --unit=1 --speed=57600 terminal --timeout=10 serial

2. ERZIT LB NEDR

kernel ............. console=ttyS1,115200n8r console=ttyl

3. M GRUB NBEIFAEFEAETYANAT. BN , GRUB REASERE RAC EiizSlath, EXRAEFAR , HEELL
splashimage FFUBAYIT,

AT RBHEL T 727451 /etc/grub.conf 3214 , BaR{EIISFEFiHABRIEE X,

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hdO0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

S o e e e e o

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0O
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

initrd /boot/initrd-2.4.9-e.3.im

4. EFERMZ GRUBIEIEKIEY RAC BRTIEZBEMEINEFIERIE , BATTRAINEIFEIEIR
console=ttyS1,115200n8r console=ttyl

AT console=ttySl, 57600 ZINEI T E— %R,

()| iE: GR35 | SIHZFHIRIFRFHRHBTEEM (40 GRUB B Linux ) , [ BIOS SISREEMZELREEA. XATLIE
RS MBMEIRR TR O EERNRBER.

AFESISRERIIEIIZFS

XX /ete/inittab 1 |, FIE—(TLAE COM2 B3Tim0 LACE agetty :
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

AT RO AR TR OIS 4.

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.
#Author:Miquel van Smoorenburg
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#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:
#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)
id:3:initdefault:

#System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttyS1l ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5
:2345:respawn:/sbin/mingetty tty6

o Ul W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn: /etc/X11/prefdm -nodaemon

TEX {5 /etc/securetty F1 , {5/ COM2 FYERTT tty SIRFIE—IT -
ttySl
e SR AN =E ety AN g h

(D|iE: EFAFEERS (~B) FESRTHEIA LR IPMI TEHIT Linux Magic SysRq 2454,

ve/l
ve/2
ve/3
vc/4
ve/5
ve/6
ve/7
vc/8
ve/9
ve/10
ve/11l
ttyl
tty2
tty3
tty4d
tty5
tty6
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tty7
tty8
tty9
ttyl0
ttyll
ttySl

4=
TSR SSH T/ =
E{FH SSH 1MY5 iDRAC B(5 | B35 FRTFIHINSHELS .
#.18: SSH AR

PoE -+ 51 8%

E| SE 1

NG ssh-rsa
ecdsa-sha2-nistp256

XIFRINZE

AR curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-shal

Encryption ( fIN% ) chacha20-poly1305@openssh.com
aes’128-ctr
aes’192-ctr
aes256-ctr
aes128-gcm@openssh.com
aes256-gcm@openssh.com

MAC hmac-sha
hmac-ripemd160
umac-64@openssh.com

=48 7c

(D) |i%: ANERISF OpenSSH 7.0 BNEERKRA | DSA AHEAXIFHEM. A THR DRAC EFAIZ2M |, Del BIAEM DSA 2
HEERRS.

X} SSH AL Z2$AIGIE

iDRAC 3ZHHEIY SSH FIATEERSAIGIE (PKA), IXE—TUSIIIINEE. IEMIREMERTET SSH AY PKA BT, ISBIAER
iDRAC BTHIFEFE. XWFREBFIHALNTSMINEEEEER. LENZHMITIRR RFC 4716 B¢ OpenSSH &=, &N , &%
TG ZIENRYESA.

EHTERT , WIE Management Station FAER—IFABFIAHESR. BAHEH H{ER iDRAC AMBFFFI SSH ZEFinaER
IEZEE EIRILS iDRAC ZIERISIEXER.

S LUBIE LA T AR ER AT S FAT AR ¢

o XFI=1T Windows B9 ik , {8 PuTTY Key Generator N FRTERF
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o XIFIEAT Linux 9B , f8EF8 ssh-keygen CLI,

iB% iDRAC LEFEERAFARINAREREZIR. BRSHRAERET "BEX" AFEPHAR. RF
IREAFELUESEHUAPHES. XEEMBIMEMEA. AP SSH BAEES. Bt , MERSEINR.

L&, EEF/MER SSH BANEEAR FRERFPHAPSR. IRATFBAFEER AP SSH A, BMNE
R FUAER.

2R {E Windows FR{EEFRY 2 %55H

B(EH PuTTY Key Generator R FIfEFFBIEEARZH -
1. [BEhRIBRERFF%ERE RSA VENESAREL,
2. BWNFRRIAEL. WRRENT 2048 F1 4096 LZBEIRINIEL,
3. BTRAERY | IRIE BT REIER.
ZERRSERK.
4. EILUENESRREFE.
5. BINEBEIELMRIPESR.
6. REAHIIFABZEA.

A RLTE Linux R 2 HEE55H

E{5EM ssh-keygen NFFEFEIEREARR | iBF I FFRIREOHIE shel F27R"FF T , HIN ssh-keygen -t rsa -b 2048 -C
testing

Hrp .

o -t Rrsa,
o b EIHEENTF 2048 ] 4096 Z[AHIHINZFIEL.
o -C RIFENAREFHEITR , iZEINIE .

(D] iF: AR ANS,
RIBHBBIRIE, HOHUTE | B LIEA,

{5F ssh-keygen M Linux EIBIGERKRIZARZ 4716 80, (A ssh-keygen -e -f /root/.ssh/id_rsa.pub
> std_rsa.pub |G 4716 1830, AEENZAHAINIR. ©RERIASPRH#{TIZIR,

iE: IDRAC A3ZHFEFARY ssh-agent K.

®
L& sSH 24H

1&?;_11,‘,{?9 A LRSI RFEFBLE SSH ZO EER. ERINAHERZA  BTHRAEERHRECKRE  LIRBI/IMNES
=ih.

NI AEERR | ERIBRIERARMERNI T HEBINZRS . IDRAC AMUTIRELREMIFZBEMRZAIENR. TR
IR, WNSREA SSH EOKIFERR.

{5 Web RHE_L&; SSH &40

% SSH 248 -

. 7E DRAC Web SIS , %% iDRAC Settings (iDRAC iZE ) > Users (FIF1) > Local Users (&itIIF) .
It AT£ 87 Local Users ( A5itEFF ) TUE.

2. £ UserID ( HF ID) 5l , EB:AF ID wS.
BE7R Users Main Menu ( BRESE ) TTmE.

3. 1E SSH Key Configurations ( SSH Z$AHCE ) T , 1%#% Upload SSH Key(s) ( L& SSH 850 ) , SA/58T Next ( T—%) .
$8E7R Upload SSH Key(s) ( L& SSH %0 ) TUm.

4, BILNTHRNZ—E# SSH 248 -
o EIEHNE,

i8S iDRAC @I85 15



o EEENHHNANBEHEISAE.
BXEZ(ER , 1555 iDRAC Online Help ( iDRAC BA#ESED ) .

5. BEMNA.

{5 RACADM & SSH 2348
B I3 SSHEHE | BEFUTHS -
®| i RIS R SRR T,

e YJFAMHE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
o YJT{ER Telnet 8% SSH AYIFE RACADM : racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

BN, EERAXHEERER LHEIE— M ERZEFRY IDRAC FIF ID 2, IBIETIATG®S ¢

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

®

i%: - £ BEIE telnet/ssh/serial RACADM RS 4%,

&% SSH B4H
AL EERE LEE iDRAC B9Z4H,

{EF Web REEE SSH #4A

BE SSH Z4H -

1. 7E Web RiE= , #Z iDRAC Settings (iDRAC &% ) > Users (AR ) .
LAY S 7R Local Users ( AP ) TamE.

2. fEUserID (AR ID) %e , BBTEAF ID RS,
B E7R Users Main Menu ( FBRESRE ) TT@E.

3. 7£ SSH ZiAEET , EIFEE/MER SSH B4R , AT T—.
G E7~ View/Remove SSH Key(s) ( E&/HiIf® SSH BiH ) TENRZHFMEE.

HIER SSH %A

EMRRAHLZRZ A FHREEZRAESRIREN | LIRIRMEA.

{EH Web REMIER SSH #5$A

EfIpR SSH Z55H

1. £ Web SRE¥ , %% iDRAC Settings (iDRAC i&8& ) > Users (FBF) .
AT T/ Local Users ( AitEFF ) TUE.

2. EIDFS , ERAF ID RS, ARG Edit (FRIE) .
B &7~ Edit User ( fREEAR ) TOE.

3. 7E SSH Key Configurations ( SSH S4BERE ) 1 , 5#% SSH 248 , A58 Edit (4R ) .
SSH Key ( SSH ¥4l ) WHEE TR Edit From ( fiEHE ) i¥15.

4, SR ERIREIZERIERE Remove (888 ) |, 58T Apply (I ) .
FmifeaZ RIS,

{§5F§ RACADM Hflf$ SSH &35H

EffpR SSH 248 |, iBIEfTA TS ¢
L4 %ﬁ%‘%ﬁ—racadm sshpkauth -1 <2 to 16> -d -k <1 to 4>
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o FTBE®$H — racadm sshpkauth -i <2 to 16> -d -k all
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BoE A P IIKPFISR

RIS EEBISESIRNAFIKF ( BEFAEAMHER) | LMER DRAC EERENARSHHERR AR M, BABR T , BidAl
EERMKFECE DRAC, EUARBRT , IDRAC AP BFIEEEERAERM. (FAEER  BRLURERFIKF , LIRirHEMA
Fi7iE) iDRAC, BXEZER , ESIIRS AR,

LA EA A SAF BRIRS | 5190 Microsoft Active Directory B LDAP , LUEBRFIKF,. (FHBERIRSIRE— N EFRY
VEREERRINAIRFKF.

iDRAC ZHEFETHEIHIEE—HXHAIRNEF. FedlEEER. BER. RiExk. A TRINSEANR,
3

ENERNBFREMNEBERA
BCEAMAF

BeE Active Directory FAF
FcE®A LDAP AR

EiNERNARAZEF

AHRMEREIEE R R S NEE RN RN FRRNFEER.

@l it BEROREE— I AEFEN—NMNEFE, —MFH— MR,
IR SR |, ERLITFR

+&. 19: BERNAREFH

F KE
0-9 1-16
A-Z

a-z

HS%&(O)*/2@[N]A_ ()~

. 20: BiN(EANSEHBFR

FF KE
0-9 1-20
A-Z
a-z

I ES%&()F, L/ 2@[N] A [}~ <=

i 1SR O EEIEE =B AP EINEE. (B2 |, Del EYVERLLLFIHEIEE | LIRRAEEOEESMT,
i MEHERNARPZINZR P RITFNEFEHMEHZRENRER., IDRAC STHAEITHZRRIE Y HMEHEERPHNENE
FEFREE< >, (1EF).

() |iE: BERE/ M SESFHNEREDS , AEANEFE. AEFH. YFRHFM | IESRet. TENEHESE
13 (4NRATRE ) .

®
®
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BeEZ AR

EETLLBISSEITAURE DRAC SFEELSIA 16 MR, 7ERIR— DRAC FBF R , WERAFEETLMRR, L
[ APROIRIE B S, BRI, ERLMERER DRAC EIAFE (D Web FE. RACADM 3 WSMan ) EXAIFE
FIEFS, AOERTLUSFsEE RS MBI SNVPG B,

{5 iDRAC Web REfcEAIAER

EINFNECE At iDRAC FAF :
®| i 1S E AR ERPIR A 865 iDRAC AAF.

1. 7£ iDRAC Web FRES , % iDRAC Settings (iDRAC i&E ) > User (FHF) .
AT T/ Local Users ( AittFF ) TUE.

2. AP ID B, SIRAF D &RE , RISHE Edit (5 ) .
(D|i*: B 1 BT IPMI EBAF | B iB 8IS,

7R User Configuration ( FFEIE ) WA,
3. 0 User Account Settings ( FHFMFIZE ) 71 Advanced Settings ( B&I&E ) FRSELESAFKF,
G)|iE: R DHEEEFNERE. BIEMAFAE (HER ) . SELSHEAFR LAN SRS, SBiTimANRER
Bl LAN EERFTIRS. SNMPv 3 BGIIE. IRIFPEBEIFISFAZREY, BXZEMNESER | 15515 iDRAC Online Help (iIDRAC
BXHVERED ) .

4. B save (F1F) . AICIZBEBERFESIRAIAF.

{EF RACADM ECEF AR

(D)|3%: AR root BRABLEITAZ Linux R _LH1#T RACADM £5%,

1EETLAER RACADM ECE—NEE IDRAC A,

EEREREERERRIA TS REES T DRAC BF :
o SEXTIHHEI RACADM 77l , Bl RACADM e SAUMAMEN | RS MR ERF LHITIRIAIE 4,
o TEERR—EEXHHISEERS LEZE DRAC BEEXMFIT racadn set Fap<,

WIRIEIEERCEFAY DRAC EBBE(ERT racadm racresetcfg ¥ , BPANERSFIEME ERIEKIA DRAC FIF&AFZE.
racadm racresetcfqg pdig iDRAC EIZHENIAE,

(D|i*: WETUSHESZRAER. Eit , 81 DRAC k , AP aEtEEARNESIRE.,
ERTRPEEEE , SRS BA—RIUTHS (1-16)

racadm get 1DRAC.Users.<index>.UserName

SNSHFINSE ID S5HEFE—RSIH. BHFERE iDRAC. Users . UserName=, 1R "=" FERTHAPER  1ZR5I1S50&
WULFR P2 ER.

(0| i: AL
racadm get -f <myfile.cfg>
HEFNRE

myfile.cfg

Xt Eh8ERTE DRAC EESH.

FBFER SNMP v3 B4HIGIIE , i&5FEF SNMPv3AuthenticationType, SNMPv3Enable, SNMPv3PrivacyType X5, X853
E8 , 557 IDRAC RACADM CLI #5835 , M3t : https://www.dell.com/idracmanuals,

B EFFH PR 19
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WNEREHEIRB A BRI B 4 REC B, | i5(5F AuthenticationProtocol. ProtocolEnable #[] PrivacyProtocol Bt SH
SNMPv3 363IE,

{5 RACADM 7l iDRAC R
1. RERIIMPE.

racadm set idrac.users.<index>.username <user name>

e i5E8
<index> H—AIFRPZES|
<user_name> }EHF'%

2. REZEH.

racadm set idrac.users.<index>.password <password>

3. RERFPIR.
BXESEE , 555 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

4. BEAERF.

racadm set.idrac.users.<index>.enable 1

ZIOUE | iBERLI TGS -
racadm get idrac.users.<index>

BXEZEE , 152158 IDRAC RACADM CLI #5837 , ®E : https://www.dell.com/idracmanuals,

EREBBRRY iDRAC HF

EREEHEEEMRIAR (ETHABRIRN)
1. HERTBARERSL

racadm get 1DRAC.Users <index>

2. ERFAFPBIIEBRALUTSGS.

racadm set 1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

(D |iE: BUARPRIED 0, FFAFREREREISIR. BXESERPTIRAYESAIEIHERTIZE | IS5 IDRAC RACADM CLI

FEE , ®E : https://www.dell.com/idracmanuals,

ficE Active Directory FIF

SNERIERIAEER Microsoft Active Directory 8014 , BBARTLABCEZAXALASRALRTS IDRAC BUIHIERER | MFeiF &R B RERS HRITL
BRFAIN IDRAC AP HBRF I TIES]. X2 —TURAITIRE.

@ i%: Microsoft Windows 2000, Windows Server 2003 #1 Windows Server 2008 ¥#{EZR 3z 33sF Active Directory 3RS iDRAC
BrF.

1ER] LIS Active Directory ECEB I SNIRIELIEREI DRAC, BRI LURMETAEIEN , FEEREASUAFEESEN
PR,
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%} iDRAC {&H] Active Directory ISIERIRTIZ R4

E{F iIDRAC | Active Directory SHAIEHIEINEE | iSHRIREHIT NFNRIE
o EBEH Active Directory BhiiZRHY., BXEZER , 1B Microsoft Rjud,

o 15 PKI EERLZ Active Directory EAHiZEHE, iDRAC EFIIMEATIERIZEN (PK)) HHEISRZ 2IGIE Active Directory, BXESER |
{EE15 Microsoft ik,

o 7 DRAC IEZEINATAEEIZHRS LERZEERFR (SSL) | LIRIEFrEEiEtRiILEt.

fEiski=HIEE LR SsL

24 IDRAC j&@IZ Active Directory 1a#aHIS8ISE AT , BISFEREIEEIZEEE—1 SSL £iF. EXERATEN | Hisklss v mAmEIA
A (CA) BEE2A9IFP — EMRIEBE_HER DRAC, H1ZE IDRAC ISIE AF/aA154I58 — b 2R 2 Figissse — izimissse
EEHE CASERREAT SSL HBEHR.

WNERE(FEA Microsoft Enterprise Root CA a5 EHIFF B EiEHIEs o ECEI SSLIES |, MR

1. EEMEEFIEE E&dE SSLIESR,

2. IS8R CA IE RS HE iDRAC,

3. S\ IDRAC &4 SSLiE#H,

LT MHI=FIZERY SSLIEH

REEMEIEHIREA SSLIES ¢
1. B Start (FFE ) > Administrative Tools ( &HTHE ) > Domain Security Policy ( Ii 22508 ) .

2. FEFF Public Key Policies ( 2AIEASRNE ) S04sL , 52T Automatic Certificate Request Settings ( BEIEBHEIRE )
FEad; Automatic Certificate Request ( BEIEBHIS ) .
1EE7~ Automatic Certificate Request Setup Wizard ( BEJiEBHIEEERS ) .

3. B Next ( T—& ) 7i%3% Domain Controller ( lakiz#lgs ) .
4. B Next ( T—#) , A/ Finish (58hk ) . SSLIFPERE.

1Stk HIZERE CAEHSHZE iDRAC

(D)|i%: tNERFHE(T Windows 2000 SRERMEFIEIIA CA , LI FEERAEARRE.

BB HIS8R CA IEBSHE DRAC :

1. $REE1T Microsoft Enterprise CA IRS A 428,
2. BAEFR > iB1T,

3. WA mmc , AT OK (H#E ) .

4

. 1E Console 1 ({=#HlI& 1) (MMC) O , B2 File (X4 ) ( 7£ Windows 2000 %t LNEH; Console ($EHl& ) ) FiskiE
Add/Remove Snap-in (FIN/HRIBRSIRET) .

5. £ Add/Remove Snap-in ( iFill/iIFREERETT ) BOH , B Add (iF) .

6. fE Standalone Snap-in ( JUIZEIREATT ) BT , 1%IR Certificates (iEH ) FHE D Add (iF00) .
7. %% Computer (T8 ) FHEE Next (T—F) .
8
9

. EEFRITEN | BESR  AERERE.
. 7E Console 1 (1414 1) B , %/ Certificates (iE3 ) Personal (A ) Certificates (iE$ ) 343,
10. HWEFAREBEER CAUEE | EEMBES  ARRESH....

1. £ Certificate Export Wizard (iEBSHRS ) F , 25 Next ( T—# ) H1%#E No do not export the private key ( £ , £&
HFIEEH) .

12. BAd5 Next ( F—# ) Fi%#% Base-64 encoded X.509 (.cer) ( BF 64 {ifmi3HY X.509 [.cer] ) /ENIER..
13. B Next ( T—& ) HEIEBREERXA LHNER.
14. BIEL R 13 PRFAYIES LEE DRAC,

B & A P IKFFIER 121



£\ iDRAC {4 SSLiEH

iDRAC SSL IEHBEFTF iDRAC Web IRSZEEHIMERIES, AT IDRAC FHISSEECEIABSZILH,

R Active Directory JRZEHRENTE SSL SIEVIAMERIGIEEFin , BHER iDRAC IRFSEFIEH E1EF] Active Directory 1%l
B8, WNER Active Directory 7E SSL SIRVIAHHRIEAITE FIRISIE , NAZTEX—EIMEE.

(D)|3%: tNRRLIZT Windows 2000 , LA RS EEATAEARRL,

(D) |i%: 215R IDRAC Bl SSLIEHR CA EERIFEIZ CA FIEREE T HIZHIEe "SEARAETE" Ji%k+d  B2HTE
RELalinpaz

15 IDRAC Elf4 SSLIEBSAZEIFTBIiEFIZEEaNERIE

1. {EFLLT RACADM #nd &k iDRAC SSLEF :

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

mEiEEsEs L T MMC iSRS B OFHEEED > SEERMRIAMENG,

GHEBERIED | EEMEESHEESA.

BBET—EHFHNER SSL IR,

EENMIIEHIES AR SEAMRINENIE 23 iDRAC SSLIEH.

MREZREECHNES |, BRESIERERA CA T aEAMRIEBINESIRS. NRZWEREFIERS , NAERENEE
HBE FREE.

6. BET—EHIEREBRE Windows {RIFIEPEBEI BRI BEEX | SR ERIFmEFEX.,

7. BATRSEREFEATEIARE. 18 IDRAC i SSLIEBSAZIFTE SIS SEMSERTIE,

2358 Active Directory JSiIEH1El
LB RERN 7T Active Directory TEX iDRAC FBFIE#R
o IEZEHIRARISZE , (VR Microsoft BIZKIA Active Directory AXI52.

o VIRZHIRRFEEEBENH Active Directory XI5, FTBIRIEHEHINTSRERTE Active Directory iR, BIRETRANRE
%, LIEEESHBERAKBIARE iDRAC LEERFIRHIENIR,

tT /SRS Active Directory HEES

W TEFR7 , /9 Active Directory SERY{FFIFMELSETEETE Active Directory 31 iDRAC LEBHITELE.

S

1: {5 Active Directory fR5RAEE iDRAC
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£ Active Directory #1 , tvEANSBEAEE. BE DRAC HARHNARRiZABENKRR. A TEFIZAFIHEE DRAC BYH
AR , TEMERE DRAC TEERBHBMRNEEE. ABTNRKBITES DRAC EENX , TARZ Active Directory H1, £xZH
LITESA DRAC HEtE 5 MEEBHE, XR5|BRSER T HANEEENR.

& 21: AR BANIR
faed AR PR =R RIPR V2T

y=zjazpiz | 7 E5%| DRAC, BLE iDRAC, 0x000001ff
EEERF. BRAE. TR
SaatEhlan<. RIS
a. HEEUNE. WlE
&, PUTISHER<S

fBEE?2 7 Z5% DRAC, EEE IDRAC. | 0x000000f9
WITIRSES B HImS. IhaE
PUzHIE. BB

R, FUTIZHTE<

BEE 3 7 ZF% DRAC, 0x00000001
fataiH 4 7 RB PR 0x00000000
fAEEs 7 RB D EINR 0x00000000
(D|iE: “fiErE" [ERETER RACADM IR B ALt A 3.,

ISR

MRFFEERAFTIACEAE (BERER ) HEREET , NNFEAE DRAC LEcEEZHRbIt, EXFREERY | SHFEaHE

MRAEERAFNACAH (8ERESR ) KBS MIF , WL DRAC LEESBBERIRSRbIL, EXMSEHERT 8
AEEMRES (RS ) YRAERAHEN R,

Fe BT /ESE43 Active Directory

FERCENNELRAS Active Directory Z R , 1BRIR :

o fREH iDRAC Enterprise ¥FaJilE,

o ZFEETEREEETIRERSEE LT,

o [RSSES LM dat. ATEIFORYXIERRTIR.

e DRAC MRIZRECHELE , & 7E IDRAC Web RE4£%] iDRAC Settings > Connectivity > Network > Common Settings LABC
ENKILE.

ERLE IDRAC LUHAT Active Directory ZERifial

1. 7E Active Directory fRSS8% ( 1EizHI88 ) £ , FJFF Active Directory FBFFITTEN I EEHETT.

2. Bl iDRAC BFIBF.

3. 7£ IDRAC _Ef#H iDRAC Web FRHE;, RACADM EeEHE. EREFHAENIR.

{6 iDRAC Web REEIE B BT HESIIAY Active Directory

DliF: BEEFERIER , 5218 IDRAC Online Help ( IDRAC BXHIEBED ) .

1. £ DRAC Web REF , ¥5Z iDRAC Settings (iDRACi&E ) > Users ( R ) > Directory Services ( BRIRS) .
BERN BB RIRSSTImH.

2. %% Microsoft Active Directory %I , SAIFE T Edit ( MA ) .
BERDEE7 Active Directory BEE S EIEIH.,

ECERPIKFTEER 123



10.

1.

12.

Bk Configure Active Directory ( Bg& Active Directory ) ,
15 &7 Active Directory Configuration and Management Step 1 of 4 ( Active Directory ECEFIEEE 145, £4 ¥ ) mAE.

25 Active Directory (AD) BRS3ERIBIERT , AIERBEAERIIEF E3 SSL EEAIA AR BN WIS ZREES. X
Tt WIEEEEGIRIEBER FQDN . XBET—MEEReK. B, NAEMEIREPIEFMHEE DNS .
BB Next (T—2) .

J& 7R Active Directory Configuration and Management Step 2 of 4 ( Active Directory BiBEFIEIESE 24, H4 ¥ ) ITE.

JBH Active Directory FHEREXTF Active Directory IRSZESFIFEFPIKPRIUEEE. IH5h , I8ETE DRAC BRIIFES iDRAC EE

38 Active Directory BYARIASATE,

(D|iE: AMRIEBRIECER | BiEEEiEH2RiRSS MU N2 FEMHTR FQDN, R iDRAC Settings (iDRAC iZE ) > Network
( ﬁ ) o

BT Next ( F—2 ) . 187 Active Directory Configuration and Management Step 3 of 4 ( Active Directory BEEFIEIE
$38, Ha¥) Imm.

1%5#% Standard Schema ( SRS ) HEEDE Next (TF—2) .
15 E 7 Active Directory Configuration and Management Step 4a of 4 ( Active Directory BiBfIEIESE da s , H4F ) X

.
BN Active Directory £RRRIRS AU EFHEERATRINBFAIIRE.

EAT Role Group ( B4 ) BLENEZRMIETIN TR RIS HIEAGRRS.
1B &7 Active Directory Configuration and Management Step 4b of 4 ( Active Directory FeEHFIEIESE 4b &5, L 4
EO

1EERPRF T Apply (B ) .

BRI EFH T Active Directory Configuration and Management Step 4a of 4 ( Active Directory BiBfIEIESE 4da £ ,
4%) Iam.

EpRSERE. FREZRMIRY Active Directory iR BRIELETTHK.

) "

R

{#iF RACADM it BEEBIFHESEIAY Active Directory

1.

124

ERLATE<

racadm set i1iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set 1iDRAC.ADGroup.Name <common name of the role group>

racadm set i1DRAC.ADGroup.Domain <fully qualified domain name>

racadm set 1iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set i1iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set i1DRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address
of the domain controller>

racadm set i1iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address
of the domain controller>

racadm set 1DRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address
of the domain controller>

ENIBIEHIZSRILFRIT S (FQDN) |, AR FQDN, 140 , N\ servername.dell . com A dell.com,
EXFERBESIRIAIEHRE | T2 RTAREENE,

B IR MRE = MR HIESEE A —1. IDRAC EIORNEZRZIG NG EANELE | BRI INEE AL, (ERINESR
AR, XLEEEBF KPR GERTERE 2SR,

REAFKFIIAEEGTAEER |, iInERETEELRRRIRSEE. B2 NMINERT | (NTLAMERERE.
WNSRIFRIIEERA | SEIFERPISER FQDN B 1P iR Sisist ssiEPrY 3 fRal = % AR FRrER ITEL,

EfE SSL ZFANTFEPEBUERRUE , FRLUATHS ¢

racadm set iDRAC.ActiveDirectory.CertValidationEnable 0

HFIERT | THLBINENAS (CA) IEB.

o B R Pk FFIIER



o Eff SSLIEFUEFEEIHUTIERIRIE (7JiE ) |, EAUT®S
racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 1
FIERT | WRERLAT <t CAES :
racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

(D|iE: MFIEBWIEC/IER | IBiEEEI=H2R RS = UNEH%T FQDN, #R DNS E/E#ES > iDRAC iZE > M4 TIE
HHECE.

LA RACADM #p$afise .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. W5 iDRAC LEfSA DHCP FE&EF LA DHCP IRFSEEMAY DNS , MEMALATHS ¢

racadm set iDRAC.IPv4.DNSFromDHCP 1

3. NER iDRAC LEZERS DHCP Ei& EABF o DNS IP bl , i ALLT RACADM &% :

racadm set 1iDRAC.IPv4.DNSFromDHCP 0
racadm set 1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. MREFRERFEFIRIMEEERE Web RENREMARFE , WBAUTHS

racadm set i1DRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BRETRE 40 MEFE , F3IRSNT 18 40 ZiE)

" B4244 Active Directory H:S
BRI RIRHARRIR T 52T E Active Directory ZRHAH &,

I RN RERE

¥ FELRHI(#E A Dell KEAXISION iDRAC FIR, IXIS(FEERREBETIZS FRUBARPR{ER iDRAC, Dell KEAXISHIBLASEIEHIFIZER
(ACL) AFEHEE RN EEREE DRAC NEAISIRAEE.

MBI T | Dell RERIIRALKER Active Directory SIRAIFTENIR. AISRESA Dell REXXIRARE , NIZRERRISRAILR ARG
BT AmEAFMA. XeJ8E2SE DRAC IREIMUR.

BREMERT R |, Del BINAETEY REMISLHETF/SR Dell RERRISRAIAE,

Active Directory ZR{3¥ &

Active Directory B2 /B 195 L2, Active Directory ZEA9E SMNILBERLMIE 8 STEE8UEE+FROSUESEE., BF
EEHIREDFENEI— NG, BFEEMII—YREISERFPNEE. ®K. BIESERE. S9LiESRNE MBS
FN2EF1 /& Active Directory 28/ , LUHBISEER. Del I BTEHE , EEVERER , STFFR Active Directory #HTITiEE
S HISUFFIEIN,

NINREETEE B RIS EAN FME ST E— ID #HTEN. A TR 1D EEAMTIAIHE—M |, Microsoft 48P T7—1
Active Directory SISIRBIRF (OID) #UERE , LMEASEEYT BiRNEIZAImal REE—EHEARAS SR AT RE MR, B E
Microsoft Active Directory HHAYZR , Dell Z 775 00Z B RIRSHVEMFISEAIME— OID. H—¥ ERUNRKE—XEXEM D,

o HERBR  dell

e BaseOD&E:1.2.840.113556.1.8000.1280

e RACLINkKIDIBEIR : 12070 to 12079

BCEFFKFFISBR 125



iDRAC ZRHa# RRHEES
Dol R TIRMLIEIEXE SAMIRYE., XERITRT R —ASEURN AP SEEE— S5/ DRAC B8, It
RSHEBRBMTRANRIEE , EME EXSHARMAR, DRAC SURH DRAC IRE4ES , THHE.

XIFHEIBES Active Directory SERRLAFHTIGIEFRNZANAIMLE LRI MIIE IDRAC 185 | IBBIEEED—NREXISRANI— IDRAC i85
MR, EAILBIES N RENSR | §PREISEILUREHEEEES AP, FAFES DRAC IREXIR. FFF] IDRAC BFAH
LR AR R,

e, §NKBISERAEE (8iE |, TTLASEER,. BP4ER DRAC IBEXS ) BI— MRS, IRflairERRiztlise
iDRAC 125 _ RS NEFPIE.

iDRAC IZE& XIS EE! iDRAC EM4AYSEEE , FBFEIA Active Directory LABHTIIEFIRIN. 15 DRAC FRINEIMGE | ETRRV/AER
Active Directory ZFRBCE iIDRAC REIEEXS , LMERFTLUEBIE Active Directory TR, IHAh . BIBRRIFMNTE iDRAC
AINEIE D — KBS RMEFE R TIIE,

TEE R RHIGER N RERAIREIR,

(/ iDRAC7
\ Association Object

,/' . - .
[ Users) e SR —— /" iDRACT
\ Group(s) fivII9ER Cblec Device Object{s)

2: Active Directory YJSRYBIENS S

EEILRIEE S0 IEMENXETS, B2  BRIEEL— KBNS , FEMNKR FES Active Directory S2RELAEIE
iDRAC BFFIERAIE IDRAC I8FBWE— iDRAC iR &EXI&,

REIRAVFEEEAENRFT/SELR DRAC IREIIR. M , SPRBENRREE—MURNESR. KEKWSRAIEZA DRAC
RE LAEERIIAF.

£1Xg ADUC MMC EIRETTHY Dell i RR ISR EERIHAIPRIISAN iDRAC R SKEIRIITKEL. Del 7 BARIFERER
fibtEkAYZEEY IDRAC XIS RERIIRAT =ML R,

IR EAEIRRGERER | BeIE— M EEERSEERIREAXIS. Dell Schema Extender 23 FBFE R EUEERIBNIA KBRS G2 A3t
B, FReSkEHEMRRIBAE—EER.

REAAERIRF. BRANBRENRF AT LIMIZIRERISR . 7 REMRRTT ZE5TFHREE Microsoft Active Directory FeiF
RZ MR BRMEEIRFEREMEERFEA.

KIERT RERERIIR

I RGBS A RX R SE—B AN A RSPRN SR TR ER. B2, ¥ R LIRIRIR | LA
AP RESE—BF RERRIA R RE SRS AIETE E D EARAVERES.

TERM T —MERY RARIRIRAYA.
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Domain 1 Domain 2

.

) \
iDRAC71 ) [ iDRACT2

ZE B RN EEETSE — A0TFD A02, User! iIBIT N EEENTES IDRAC? KBk,
¥ RERIIEUEF BERE A KB A RBERISRAIE S EIER | SBEERMLARTR , NERFRERAIIBIRES.

EATRGIS |, User! #8 iIDRAC2 LAY Privi #0 Priv2 f2BR, User! {Xi5 iDRACT _ERY Priv1 iR, User2 #%5 iDRACT 0 iDRAC2 ERY
Privi IR, B4, LWEER Userl aIfEEf thig+ , MERTLARAERR.

EoEH RS2t Active Directory

ERIE Active Directory LAIAIE] iDRAC :

1. ¥R Active Directory Z8f4,

2. #'F& Active Directory FIFFIiH B EIEETT.

3. 15 iDRAC FIF R EHFRURIOE] Active Directory,

4. {EF iDRAC Web 5REa; RACADM EZ& iDRAC Active Directory &4,

3: APURRR

3" R& Active Directory 2814

#"RE Active Directory Z2¥I5S7E Active Directory ZE¥ge33AN Dell AT, 2RI M AR REBPRFIXEG S, I REMEZ
Bl , FRMEIEMEYZEE 34 FSMO AEIREE HREENEERBTR.

Dl =Ry BSaVERRAR, RENEEAREETFIH=SR,
(D|i%: ¥ B RS EIN Z B AR5,

BAIfERLAT™ME—T73EY FEEE
e Dell Schema Extender \FEF
o | DIF BIAIH&

WNER(FF LDIF A , MASIE Dell BERRTTHRINEIZRMTH,

LDIF 3Z{4#0 Dell Schema Extender 98373 Dell Systems Management Tools and Documentation DVD FILATFE S :

e DVDdrive : \SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced
\LDIF Files

e <DVDdrive>:
\SYSMGMT \ManagementStation\support\OMActiveDirectory Tools\Remote Management Advanced\Schema
Extender

E(§HF LDIF 3214 , 15205 LDIF_Files B RS EIASH4-HIAE,
ALMMNERMESFIFFHZETT Schema Extender B, LDIF 314,

EERPIKFHSER 127



{6 Dell Schema Extender

Dell Schema Extender {§f§ SchemaExtenderOem.ini 3{4. ZEffi{R Dell Schema Extender 2FBIZFIERE IT{E . i Mg

PSR B,

RIEA TRES  RERET—E.

BaE F—#1%4T Dell Schema Extender.

EATh5ERK.

oN N2

£ Welcome (3%l ) FE L , HiF Next (T—%) .

15#%¥ Use Current Log In Credentials ( {EFLEIERER ) SN\ EEEE RARMNBFAF1ZE.

ZeHgETY R, EISUEZEMY R | 1BfFEA MMC 0 Active Directory SRS TR BASTSRIGIE Z5F0/E 1 TUE LAY 128 BEFE. BX(F
F8 MMC #0 Active Directory Z2METRERSTTANFMER |, 15217 Microsoft IiBES {4,

K=

2. 22: #5N3 Active Directory Z2farh3Ea3EE

KB

S ECRINIRIFIAS (OID)

delliDRACDevice

1.2.840.113556.1.8000.1280.1.7.1.1

delliDRACAssociation

1.2.840.113556.1.8000.1280.1.7.1.2

dellRACA4Privileges

1.2.840.113556.1.8000.1280.1.1.1.3

dellPrivileges

1.2.840.113556.1.8000.1280.1.1.1.4

dellProduct

1.2.840.113556.1.8000.1280.1.1.1.5

5. 23: DelliDRACdevice 3

oiD 1.2.840.113556.1.8000.1280.1.7.1.1

40 X3 Dell IDRAC 1&%8. IDRAC IARFE Active Directory FELE
deliDRACDevice, IEEE(F IDRAC AIiEEER B FIHAMY
(LDAP) &EifJ&1%£% Active Directory,

SRR LR PAES

fifeE:S dellProduct

B dellSchemaVersion

dellRacType

Z8. 24: delliDRACAssociationObject 3

oID 1.2.840.113556.1.8000.1280.1.7.1.2

1548A AR Dell KBNS, KECSSATFRIEBFSREZENEE.
ESEpSid] EEAES

FEEES A

B dellProductMembers

dellPrivilegeMember

. 25: dellRACA4Privileges E- S
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. 25: dellRACA4Privileges 3£

oID 1.2.840.113556.1.8000.1280.1.1.1.3
iz 79 IDRAC TE AR ( EAUARBR )

S5 0ESi] RN

FEEES 7

B delllsLoginUser

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

Z. 26: dellPrivileges 3

oID 1.2.840.113556.1.8000.1280.1.1.1.4
158E FAE Dell £BR ( #HFAUR ) RIS EEE,
ZEAIREY LRI AES

e FAF

Bt dellRACA4Privileges

. 27: dellProduct 3

oiD 1.2.840.113556.1.8000.1280.1.1.1.5
1 e _‘_nnf M ;;o
Inkilz Fr& Dell F=EaiREFMKIEAYEEE
eI EETVAES

fiFE TEM

Bt dellAssociationMembers

#=. 28: ii¥XhNFY Active Directory ZRIJRIBIERIFIZR (£E)

BT A ER dellRacDevice
DelliDRACDevice SSE/I5IFE. IHEME
E248[ dellAssociationMembers [F1B§%
EAIEESEE.

A PEZFR (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

BHETR/5%EE SR OID/BEFIRITRTT e
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
BFIEMR deliPrivilege X551 A HHEFR (LDAPTYPE_DN

. 1.3.6.1.4.1.1466.115.121.1.12)
dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE

Be B FPHFFIER
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7=. 28: {RNNFY Active Directory ZIGRIBIHERIFIE (£E)

BTt
dellAssociationObjectMembers FJ%1ZE.

130 EeERPIKFFISGR

A EZFR (LDAPTYPE_DN
1.3.6.1.4.11466.115.121.1.12)

BE=¥R/i%88 $EchY OID/BEIIRIFIRGT Ba(E

5z 1D : 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE

MRAFEERENERINR , WA /K& (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE

WMRAFEERENREENR , WA | fH7~E (LDAPTYPE_BOOLEAN

TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE

WRAFPEERENAFEESIR , W | #/R(E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE

WRAFPEERENEEERBIR , W | F/R(E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE

WMRBFEERENIRSEEERINR , | f7~E (LDAPTYPE_BOOLEAN

M TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE

WRAFEERENEINEHERIR , | F/R(E (LDAPTYPE_BOOLEAN

M7 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

WRAFPEEREBHEIUNERR , W | F/R(E (LDAPTYPE_BOOLEAN

79 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE

WRAFPEERENUAEZREFI | #5/R(E (LDAPTYPE_BOOLEAN

fR ., WJ9 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAFEERENEAIHSEERN | fH/RE (LDAPTYPE_BOOLEAN

fR ., WJ5 TRUE, 1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE

HBIZAR AT E A, REEKNEFFTER
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE

It/EMHR deliDRACDevice SISRAVERT | REEANEFRFE

RAC SR R Z (LDAPTYPE_CASEIGNORESTRING

dellAssociationObjectMembers Hij#HEE | 1.2.840.113556.1.4.905)

NS EE N

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE




. 28: #5NZ Active Directory 2243 HERYFIZE
BT/ SRS OID/E XM SUTIRST BE

ItEMEZ dellProductMembers §%33
BRI iR,

$&4% 1D : 12071

Z#<MTF Active Directory FIFP#IitEH SR 5ThY Dell i R

I"R® Active Directory HHRYZEHERT , IR0 & Active Directory FIFFITTEAEIRSETT , LMFEEREEBETE iDRAC 8%, AFTIF
F4H. iDRAC 3KEX#0 iDRAC fUR,

{88 Dell Systems Management Tools and Documentation DVD REERFEIRERAERT , RILATEZZEISFEFISEIR Active Directory Users
and Computers Snap-in ( Active Directory AFPTIit S BIES T ) 1Tk ESERIT, 15218 "Dell OpenManage Software
Quick Installation Guide” ( {Dell OpenManage B4 HRIELIIERE) ) , H—P TIHRUAILERAEERG. YT 64 {7 Windows 12
ERGRR , ERRITTREEFMNT

<DVD IRE)2E>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIin64
B Active Directory FAFPFIITENEERTNEZER | 1551 Microsoft BN,

4% iDRAC FBPFIHLRiRINZ Active Directory

{58 Dell ¥ FEHY Active Directory FEFFIITENEIRRTT , FOILABL ORRIRE. FKEFIRPRIISIAIN iDRAC FFFIRUR. ERINE
MXIE |, IBEHITLATIRE

o Gl IDRAC iREXIE

o BUEIRXISR

o BUEKEANISR

o IEXISIRINBYKERITSR

BlZ8 iDRAC i8S W®

EHiE iDRAC IREXISR | iBHTLATERE
1. £ MMC B Console Root ({ZHISRER ) B0+ , BERT— 588
2. %4 New ( #iZ2 ) > Dell Remote Management Object Advanced ( Dell SRIEIEEIENSR ) .
527~ New Object ( HiExds ) &0.
3. NFUSEMABIR. 1ZBFRURSETEER IDRAC Web FREBCE Active Directory BHERTEIAG iDRAC BFRFT2ER.
4, %1% iDRAC Device Object (ISR ) , ABET OK (BE) .

BUEBIRRIS

TR |
®| i TR X BRI R I E— Mt SRR,

1. EERSRTR (MVC) BOF , aRRF—NAES.
2. 1%3% New ( #i2 ) > Dell Remote Management Object Advanced ( Dell B{RIEIEESIENSR ) .
%7~ New Object ( FEXR ) &0,

TFRIRBNEFR,

1E#% Privilege Object ( HPR¥MISR ) , AFRE OK (HE ) .

BRPECENBIRN SRR,

B2 Remote Management Privileges ( iZf2 SRR ) EM~H AP EES EIR.

BUEEKEXTISR
BORRBIR | BHUTIRERME -

DB
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()| i%: IDRAC KBNS MEIRETR , ESEEIRES “Attsig” |

1. EEHESRTE (VMMC) BO4 , GRERE— B8

2. 1%#% New ( #ii# ) > Dell Remote Management Object Advanced ( Dell S{RITIEEIENR ) .
RAEREENREO.

3. BINFTXISAIBRTRIFERREANISR,

4. %&3F Association Object ( XKEXXISR ) ASSEE , et OK (FBE ) .

5. RIS RS IR K BRI S ANHIRIR R,

AXRERIIRIZER PIBRINER

ERIER R RRIREAI SRATHIRINR

1. %% Administrative Tools (ZI2TH ) > ADSI Edit ( ADSI 448 ) . 1557~ ADSI Edit ( ADSI 4348 ) &
2. EAENEES , SMECIEIXENNSR | AR EFIERE Properties (B ) .

3. EREEIRF , BRI,
4

. B8\ hAuthenticated Users , B Check Names (18E&¥R ) , JAGET OK (fE ) . WIEMIAAIEHINZ Groups and
user names ( HFIARE&HR ) 7%,

5. B OK (HRRE) .

LEPSE FAYIESI P S IOE

FRXBREEED |, ATLAKBEAFPSAFE. SPRXISH DRAC IREEL iDRAC 1IZ% A,
BRI LRI 4EF0 iDRAC 188 4H,

N R A FA

ZRINABFERAFE | BHUTLATRE :

1 ARBEXBENRAGERE.

2. IEFERPIEI-RAH RSN,

3. WNRBFERFARMFERE OK (H#E) .

AN BR

ENIMR | EHUTLIATERE -

EAF; Privilege Object ( #PRYIR ) LTI~ | EUPRIISIFINRIIIUE iDRAC IRERTTE X AR S AFENPRAIKER S, RBeE—MY
PRGSO IR KBRS

1. 1&#% Privileges Object ( BRYIR ) iELIT £ , FEE Add () .

2. MAPRIGS B RERE.

3. EAi Privilege Object ( NPRIISR ) IR~ , SHPRIISIARINEILIE iDRAC REITE X e AP EMIRAIRE ., REgs—
PUESSESAIEIPS:SRE S

#=hM iDRAC iR&5k iDRAC iZ54H

E7 N IDRAC IRE ), iIDRAC 1854 :

1. GRS AR,

2. I IDRAC i8%Z 5, iDRAC IR BEZFRH B TIRE.

3. ERMEOY , RPRENA. BE.

4. BB Products ( =@ ) SEI-RLARII— N EiEREIe] TR X MBS A FPERIMEER DRAC &%, EaILUEES IDRAC &
BININE— KRBTSR,
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{6 iDRAC Web REECEBRBH B2E139AY Active Directory

BE(HH Web RELAY ELZRHEELE Active Directory :
| BxEramEs . &

1.

1.

2[5 iIDRAC Online Help ( iDRAC BX#ESED ) .

1£ IDRAC Web FREH , 5% iDRAC Settings (iDRAC iZE ) > Users ( R ) > Directory Services (BZRIRS ) >
Microsoft Active Directory, E2d; Edit ( 4558 )
1B &7 Active Directory Configuration and Management Step 1 of 4 ( Active Directory EEEFIEEE 145, £4 ¥ ) A,

L5 Active Directory (AD) BRSSE:IE(SRT , AT ERERIERIGIEH 2 SSL A ERIa R RIS AN S BRI IS,

BAFE Next (T—2 ) ,
JE 7R Active Directory Configuration and Management Step 2 of 4 ( Active Directory BiBFIEIESFE 24 , £ 4 ¥ ) ITE.

fEEXT Active Directory (AD) BRSS2RFIBFIKFRIIERESE. 5, ISEERIAIE IDRAC RIRERF AD IRZAIATE],

@ iE:

o WRIFPKAICER | BIEEEHEFIEERSS S HEUF] FQDN, FH{R7E iDRAC Settings (iDRAC i&E ) > Network (
% ) TIEFRECE DNS
o UNRAFF DRAC W& FARAMRS , NAZEERE User Domain from Login ( SREERAIAFLY ) 1IN, mROERE
Specify a Domain ( ¥8%El ) HEIIFHHIAIRE iDRAC XWSAVEHZ.

BT Next ( F—2£ ) . 57 Active Directory Configuration and Management Step 3 of 4 ( Active Directory BLEFIEE

B3¢, #42) m.

o RERMAF AT Next (T—2) .

MH.

J5E7R Active Directory Configuration and Management Step 4 of 4” ( Active Directory ECBIEEE 4L , L4 5

BN Active Directory (AD) Fif¥ iIDRAC IREXISHZFRFNME | FE Finish (5ERE) .
I REHEIEZLAY Active Directory IR BB 5ERK.

{6 RACADM BtEEEH BS2f3/Y Active Directory

{$ RACADM EEBE BB REEEFIHY Active Directory :
FERUT®HS :

racadm
racadm
racadm
racadm
racadm

set
set
set
set
set

address of

racadm

set

address of

racadm

set

address of

z=/

iDRAC
iDRAC
iDRAC
iDRAC
iDRAC

.ActiveDirectory.
.ActiveDirectory.
.ActiveDirectory.
.ActiveDirectory.
.ActiveDirectory.
the domain controller>

Enable 1

Schema 2

RacName <RAC common name>

RacDomain <fully qualified rac domain name>
DomainControllerl <fully qualified domain name or IP

iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP

the domain controller>

iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP

the domain controller>

o I NIEEHIZEHISTRIEE (FQDN) , MIARIEAT FQDN, 40 , B servername.dell.com AR dell . com,

(/57 M
1A

EVRMHLAT=MIEPRI—4, IDRAC ZRXHORERZIE MCERIE | BEEISCIIAThER L. (ERYT RN

R, IXLERI IDRAC IRFERTTERIISIEHIRRAT FQDN B 1P ik,
o Eff SSLEFANIREPEMIEBIILE , FRUTHS

racadm set i1iDRAC.ActiveDirectory.CertValidationEnable 0

FEERT | &TFELH CAES.
o 71E SSLIEFIFEFIRFIMATIERIEUE (alik )

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

FUERT | SFE[ERLLT RACADM a5 L&k CAIES :

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

)

i RIERIIECER | SieEaliaH 28RS asbiEAT FQDN, iR iDRAC i&HE > ML THI DNS E1EFRELE.

B & A P IKFFIER
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LA RACADM #p<Sa[I% ¢
racadm sslcertdownload -t 1 -f <RAC SSL certificate>
2. 3NR DRAC EEJSH DHCP HERFHE(HF DHCP RS589 DNS , MBALA TS -

racadm set iDRAC.IPv4.DNSFromDHCP 1

3. YNER IDRAC -EZ:F3 DHCP BiRFHEF RN DNS IP il |, IS T&HS -

racadm set i1iDRAC.IPv4.DNSFromDHCP 0
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set i1iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. NMREFHLERBEAFIETIRIMEEZERE DRAC Web REIRNREHABFE  BERUTHS :

racadm set i1iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

ERETEE 40 1B, FEHSNT 151 40 20,

iz Active Directory i&5

EA LI Active Directory IRBLASGIHGAIELE R IEM , Sii2#T Active Directory B MAYIRIRR,

{6 iDRAC Web Rzl Active Directory 128

Mg Active Directory 88 :

1. 7EIDRAC Web RES , 2= iDRAC Settings (iDRACi&& ) > Users (P ) > Directory Services ( RIRSS ) >
Microsoft Active Directory , Bd5 Test (i ) .
FEEDE R Test Active Directory Settings ( lllitt Active Directory i&5 ) TUH.,

2. BEHER.

. @NBIABRET (U usernamedomain.com ) FIEHS , AR Start Test (FHAMIL) . MERDTHEMILER
A B,

NREAERAW |, FEENN BSOS R AR E AR SRR TS 5.

(D|iE: AFAEBDE "Enable Certificate Validation”  ( /SFIETIGIE ) AIEST Flllial Active Directory IZE , U iDRAC 23Kk
Active Directory AR5588# FQDN ( fIAE IP etk ) xR, 405 Active Directory fRSZE51ET 1P BRI , RMEREIFSE S
iDRAC Foix5 Active Directory BRSSEE1B(STIRML.

{6 RACADM illliz{ Active Directory 128

iz Active Directory 188 |, i5{fF testfeature @<,
BXEZEE , 152818 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

BcEiEF LDAP FF

IDRAC IREHBRBRRIERSHFETRERB NN (LDAP) FIIIIE, WINREAREAEBRIRS LHITHAZRTYT R,

797 {8 IDRAC LDAP SCHEEA | 1FIAARE B RIRS 2 BB AN BT EFIRGTAF-AXR. BRIRSIUSTERIFRR
1. fian , AR, AURBFAZBEEETRRNBIRMR. XER(FRIFE DRAC T E.

(D)|i%: @ LDAP BRIRS AR T EEE-RAINERIE (TFA) FIE—BR (SS0).

134 fic & A P FFIBGR


https://www.dell.com/idracmanuals

{5 iDRAC EF Web BIRHECH @A LDAP BREIRSS

Z(HF Web FEEEIEA LDAP BRIRS | BHATIATERE
®| it BRBEFRANSE | 15215 iDRAC Online Help (IDRAC BXH#SEN )

1. £ DRAC Web RE , 5= iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3R5 ) > Generic

LDAP Directory Service ( i@ LDAP BRBR5S ) , BB Edit (4B ) .
Generic LDAP Configuration and Management Step 1of 3 (i LDAP BBHISIESE 14 , {3 ¥ ) TETERYSFRNER
LDAPIZ &,

2. Ei#E , 1ESIEF LDAP RS SRIB(SATAY SSL IERAIIAIT IR R B AE RIS PRSI,
(D) i%: 7ELARAS | FZHEETFIE SSL MM LDAP 4858, (V52 SSL i LDAP,

3. B Next (T—%5) .
J%27R Generic LDAP Configuration and Management Step 2 of 3 (B LDAP Bt BFHEESE 25 , X35 ) Tu@E,

4. [EF3ER LDAP MNEFHISEXTIEBA LDAP fRSSBEMMAFAIKFENERS.
(D |iE: MEIERIIECER | BISE LOAP fRS325H9 FQDN FHHBR DNS 7£ iDRAC Settings (iDRAC & ) > Network (X
) TIEmEcE.

i ERAT | R ER. EWHSRRSAF ON ARENENERMR. B R, R XE.

®

5. BHdi Next (T~—%),
457K Generic LDAP Configuration and Management Step 3a of 3 ( iEF LDAP EREBfIE=IEsE 3a s , 13

6. B Role Group (fI84H ) .

L0
p=)
)

J% 27K Generic LDAP Configuration and Management Step 3b of 3 (i#F LDAP ECEfIEIESE 3b &, L 34 ) TAE.
7. IEEHRADPHIBTR , SIZAXERISER | AR E Apply ( R )
(D) |iE: ANRIESER Novell eDirectory FHXJ4E DN BFERTIATFHR - # (HS) . " (MEI5) . 1 (B5) . > (XTFS) . .

S)H < (IFS) , WmEXL.

fAEEITEE{RIF. Generic LDAP Configuration and Management Step 3a of 3 (B LDAP B BHIEIESE 3a %, H3 %)
NEHEETHEEHEHRE.

8. MREfREHMMARE  EEEFE 7 HMFE 8 .

9. EAT5ERk. 1EF LDAP BRIRSEETHK.

{{fF RACADM &t &HiEH LDAP BRIRS

ERLE LDAP BRIRS , £ iDRAC. LDAP F] iDRAC.LDAPRole HHHIITSR,
BXES(=EE , 5558 IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

izt LDAP BRIRSSIZE

EETLAGE LDAP BRIRFIRELIIFEHIECE R RIER , SU2kT LOAP BERAMAYERE.

{£F iDRAC Web R Eillizl LDAP ERIRSSIZE

Eid LDAP BRIRFBIKE :

1. £ IDRAC Web REF , 5= iDRAC Settings (iDRAC i&H ) > Users ( P ) > Directory Services ( B3#IRS3) > Generic
LDAP Directory Service ( i@H LDAP BEE%E) .
Generic LDAP Configuration and Management ( i@F LDAP EEBHEE ) AT E~ARIAER LDAPRE,

2. B,
3. WMANEANLL LDAP REMNBE FAFBERRFER. SEUATERNAFERE BB NNBRE USSR E T
.
@ i*: fEE4)i% Enable Certificate Validation ( [REIERBISIE ) FYIE R ik LDAP iREAY , iDRAC E3K LDAP IRSZSE4H:
FQDN MiAZ IP bR, N8R LDAP fRSSERH P #EESiRE , MNMEPISUERM , (K iDRAC FToiES LDAP [RSE:B(E.
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@lii: SNSRFSFEIER LDAP , iIDRAC BIeS=RBRAFNSHERAR. IRKY , NSERATEFER.
BERIS B ASRAK B .

{5F RACADM illliz{f LDAP BRARSSIRE

ENK LDAP BRIRSBIRE | 15 testfeature ¥, BXEZER | 15817 IDRAC RACADM CLI #57 , WML : https://
www.dell.com/idracmanuals,
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RTERT

REAMEE SN TERREEHEMIEEINEN. WINRERTLIEEIRIFRAR R ABEEEIEN. WERERTEEME
s, SRGEWNER , HINZRARENZNEBSWAEL. IRZAELCBRFRE | WSETERER.

DiE: BRRAHEERT  CAZEMHIRERE, RARETERAZRRE,

B LA T I LAS s A SiERt -
e iDRAC Web HiE

e RACADM

e \WSMan

o SCP ( ZAmERENH)

e Redfish

o TEFFEHHRIAERR F2 FH%ERE DRAC IRE
D|i*: ZRmYiEE | BWRES DRAC Enterprise YRR FESIIUR,
EMFER G TFIEIRT | LR T —4ES -
o NI IRIEE

o REHRERE (FFH/XABR. EE)

o HRMUER

o RBUEA(E (HFEEL PERC )

o B4R

o IZfTIZUTIER

o TEBYIEIE (VLian EZE. FlexAddress )

e Group Manager Z19

TR T ZUERAENETIRIZI TN, REMARER
(D |iE: BiEtRIUSFRT | 32555 IDRAC BX5 SR, B2 , vConsole SREAPIRMAT 5| SHHIET , 2 IDRAC & TR
At | G

. 29: BHERFINAIRE
c5H RIFIERTIE

OMSA/OMSS o TIEENENRENAMEHNETE
IPMI e PERC
DRAC/LC o PERC CLI
DTK-Syscfg o DTK-RAIDCFG
Redfish o F2/Ctrl+R
OpenManage Essentials e NVMe
BIOS ( F2 IBTARIE) o DTK-RAIDCFG
o F2/Ctrl+R
e BOSS-S1
o Marvell CLI
o F2/Ctrl+R
MR, BIARLAR R SR E R
THE=PRER
RIFHRIME (FFL. K. F|R)
RBNRE (#7850 PERC)
ISM/OMSA IRE ( OS BMC [ZF. &R ping. OS &ZFR. OS
RS )
HEHYCIRIE ( VLAN BEE | Flex Addressing )
Group Manager Z515
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iE: SIEYEEE , F27E DRAC BERIEF B/ OpenlD Connect ERisIN,
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fcE iDRAC LAHITHE—SRAEEEFER

ATIRMHECE iDRAC LURTEEERESR (1IEBTAMAFFI Active Directory B ) 18— (SSO) R (i&FTF Active Directory F
) BER. SSO ISR FERECIFIMITEE.

iDRAC TR Kerberos B3 Active Directory IGIFLASTEERE-RF1 SSO BR, BX Kerberos BSE. , 15215 Microsoft kaud,
£/

Active Directory BB—ERE S RERIRHREM

79 Active Directory FAPBECE IDRAC SSO B

FAMAPELS IDRAC BRERER

79 Active Directory FHFPBECE iIDRAC HEERER
RS ERATEERER

Active Directory BE—E& R e RERAIRIERM

ETF Active Directory B9 SSO EE g RERHIRHESEIE

e DRAC B1jE5 Active Directory fEiz4ISSRtEEE. BN , iDRAC _EAY kerberos IEIFLEM, ST LAEEEAY X AN NTP IhaeRHht
8, BEHITIIRME | B55 EERT XA NTP ITE LAY 84,

o 5 iDRAC /3 Active Directory 1RIg=REYHEA.,

o (#FH ktpass TEARY, keytab 3T,

o T EIEMIBRAR—ER , I5HHIRTE Delegation ( FiJR ) EII£ L keytab FAFI%EH T Trust this user for delegation to
any service (Kerberos only) ( ¥XHEAIIRSHIZIRIISFULAR ({XPR Kerberos ) ) JEIN, 1XIEI-R{RFE(E ktpass 2N FIFER
Bl keytab XA AT,

o ECENIEELUSH SSO &R,

o BlfE Active Directory RIRFHEMFTERUR,

e XJF SSO, 1579 IDRAC FfEFRIAY DNS RS RRECER REAXE,
(D) i#: MSREHE SR DNS ZHRITE , Kerberos EAHIIELAM,

o ECERIERRLIRE SSO BR. AXELER | BEH B5—E5 NHE LAY 287,
@l iF: Google Chrome F Safari A<3z#5E M Active Directory 1T SSO &R,

1 iDRAC ;¥ 73 Active Directory tRisiHASTE

1£ Active Directory tRig=4 ¥ iDRAC :

1. B2 iDRAC Settings (iDRAC i&E ) > Connectivity ( i%E#% ) > Network ( fI4% ) .
BERNS B RMISE T AL

2. REILIRIE IP iR B 15%HE IPv4 Settings ( IPv4 183 ) 5% IPv6 Settings ( IPv6 i8E ) .

3. IRHEHY Preferred/Alternate DNS Server ( Ejitt/£5i% DNS IR5328 ) P ittht, Z(ERHEAY DNS IRSSE8 IP it , BF
root IHAI—ER5.

4, 1%#% Register iDRAC on DNS ( [ DNS i¥#} iDRAC) ,

5. I2(t5% DNS Domain Name ( DNS {f#& ) .

6. IGIERIZE DNS ERES Active Directory DNS {SEITEL,
BXRBEMNEZER | 15514 IDRAC Online Help ( IDRAC BXHLESEN ) o
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4#ERY Kerberos Keytab {4

NT3HF SSO MNBREREREMIIE | IDRAC ZFFH{TECE | B S AL/I Windows Kerberos f48 /Y kerberize fRS5. IDRAC LAY
Kerberos BB EIESIEIE Windows Server Kerberos BREZHELE S Windows Server Active Directory PR EAERIBIEE.

ktpass TR ( B Microsoft {EfRS588 %% CD/DVD RI—EBSIREN ) AT EIE4FERIBFIKFRIIRS EAEFR (SPN) FHEEEE
BESHE MIT 24898 Kerberos keytab 344 , WTITEINEBREFEZ S5 Key Distribution Centre (KDC) Z B {S(EXZR. 1% keytab
XHEEEE  ATXIRSEEF KDC ZARHSRHITINE. ktpass TEAITFSHRF Kerberos BHAIGIERIET UNIX RIBRSSfEF
Windows Server Kerberos KDC IRFZIEHHEIREMINEE, BX ktpass NFHEFINES(SE , 15215 Microsoft fjug; :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4Bk keytab M Z AT, fERBIER— Active Directory FEFIKF |, LUES ktpass @3 HY -mapuser IEECSEA. Lo, B4
BESEEERRY keytab 314 _E1EZIRY iDRAC DNS ZFRERIAIETR.

{858 ktpass TEARK keytab {4 -
1. TEFEE1E IDRAC MREIE! Active Directory RSP RIIEIEHIES ( Active Directory fRS58S ) LIE1T ktpass A~ FTERR.
2. {ERELLT ktpass ap$ Bl Kerberos keytab 314 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser

DOMAINNAME\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass
[password] -out c:\krbkeytab

DNEZERL 9 AES256-SHAT, EARREYZ KRBS_NT_PRINCIPAL, BRSBEMBFRIGIRSZIRIAFKFINELH/ME/SF Use AES
256 encryption types for this account ( {EFHILLIKFAY AES 256 INZEXE ) B4,

(i)|iE: X3F iDRACname #] Service Principal Name ( BRSSEMETR)  BER/NEFE. EEHEPERASFE , WrflH
FR.

3. BITAT®HS
C:\>setspn -a HTTP/iDRACname.domainname.com username

BER— keytab 34,
(D |iE: MRIEKRIITHELIR keytab 34 DRAC PEHAIIAR | SEIZHTRFFIHE] keytab 31, WMRBIRAITRIICIEN
[E— keytab 34 , NIFAIEHHECES.,

B3 Active Directory XJSRFHE(HINPR

XIEF Active Directory ¥ FRZRFIRY SSO BRHUTIATEE :

1. 7E Active Directory JREZEFFEIFRIZRENISR. BUIRXTSRANKEAXISR,

HEEAIRPRIIFIZE LR, BUAEREEERIR , BAEERNRSRIFEERSEE,
EJEPSESOE -SSR = POEGIU NN N

218 SSO AR (ERAF ) MINERENR,

RIIFBAREERIIRER |, LAK A eIZRAIRET S,

73 Active Directory FHFEtE& iDRAC SSO &

7E9 Active Directory SSO BRELE iDRAC ZH1 , iR A RIRE .
LISET Active Directory IRBFFPIKFRT , AL Active Directory SSO E2& iDRAC,

{6 Web 5273 Active Directory FFficE iDRAC SSO &5

ERLE IDRAC LUH{T Active Directory SSO &R :
DliF: BERZIETWIER , B2 IDRAC Online Help ( IDRAC BXHLEEED ) .

oA NN
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1. 3G iDRAC B DNS BFREEILED iDRAC T2 fREMIE. EMITIIRIE , 157E DRAC Web REF , 5% iDRAC Settings
(iDRACiZHE ) > Network ( 4% ) > Common Settings (iERiI&® ) , &% DNS iDRAC Name ( DNS iDRAC &R ) B
LS

2. BEE Active Directory LIEFAREZRETEY REMIIRERFIKFR |, BHITIA TN ERECE SSO -
e 1 Active Directory Configuration and Management Step 1 of 4 ( Active Directory EeBIEIESE 14 , L4 ¥ ) mE+
L& keytab 344,
e 7f Active Directory Configuration and Management Step 2 of 4 ( Active Directory FCEIEIEE 2% , 4 F ) mE+
%1% Enable Single Sign-On ( BgR—EF ) 1%£IA,

{5F RACADM 3 Active Directory FiFfitEs iDRAC SSO &&

EFHA SSO , FeREBLABLE Active Directory , HIBfTLAT#S ¢

racadm set i1iDRAC.ActiveDirectory.SSOEnable 1

AEItAPEE iDRAC BRERER

EFcE DRAC AHRFLUHTERERER ¢
1. R RAPIERMR(S CAMEB _E3E] DRAC,
2. BRERFER.

A Aa L Y
LHEE-RAPIED

EEAFIEBZA , BHRRREEE - FHNEIIBFIETLL Baseod I8 S, SHA-2 IERHZEIF,

{EF Web RHE LEHEE-FAFIESR

FEERERRAPIES :
1. 1E£DRAC Web RET , #Z iDRAC Settings (iDRACiI&E ) > Users (FBF ) > Smart Card ( EfEE) .
@| it BREFERIEEFRECEAMAN/EX Active Directory FIFHIES.
2. 7E Configure Smart Card Logon ( BREBERE-EEF ) T , %% Enabled With Remote RACADM ( i&idizfE RACADM BRI ) LA

EREEE.
3. [2FH Enable CRL Check for Smart Card Logon ( [SAEGEESEFR CRLIEE) .

4, BERMA.

{§F RACADM L#EE st rARIES

B FHERERAPIES | 15 usercertupload X5, BXEE(ER | 52 IDRAC RACADM CLI 757 , ML : https://

www.dell.com/idracmanuals,

L EaeRAEIE CAIER
L# CAUEBZAT , IBHIREE CA EZ280IEH.

{5 Web R LHEE-RAIZ(S CAIEH

TEBTFERERERINZE CAUES :
1. 7£IDRAC Web REF , 2% iDRAC Settings (iDRAC i&H& ) > Network ( {48 ) > User Authentication ( FPI&IE ) > Local
Users ( &R ) .
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lidinp=ayan: : | ShER
f£ User ID ( B ID) %lrR , B2TEFHF ID RS,
5B Users Main Menu ( FIPZEEEEE ) TO@E.

1£ Smart Card Configurations ( &#E-REIE ) T , %5#¥ Upload Trusted CA Certificate ( LEiZ({5 CAIEH ) , AERE
Next (TF—&) .
J$E7R Trusted CA Certificate Upload ( Z{§ CAFH L% ) T,

RIRFIERSE CAIES , RERERA.

{5 RACADM A &EfEFLHZ(E CAIEH

B AT EE RS SISE CAES |, 55 usercertupload X5, BXEZ(EE. , 15217 IDRAC RACADM CLI #5737 , WLt

https://www.dell.com/idracmanuals,

7 Active Directory FIFficE iDRAC Bt L& 5

79 Active Directory FAFPBECE IDRAC HeERERZRI , 1BIBIRIEE TSR ATERIRIRS.
BT iDRAC LU TERERER -

1.

£ iIDRAC Web REH , BEE Active Directory LA BEETIMESMEE FESMAAYFFIKFHT , 7E Active Directory BEBEHIEIRS
B1/40ET

o EFNFPEIIIE.

o _FES(ERI CABRIEE.

o & Keytab 314,

EREEERER. BXZEIPES | 1BE IDRAC Online Help (iDRAC BXHIESED ) .

BERSSAEERER

ISR iDRAC NEREEERZET , 1BHIR
o BBEH "BiE iDRAC" #R.
o EHEHERNEPAHY iDRAC AR ECERL Active Directory FIFECEBE5Sk.

(0| iE: MRTEFERERER | BBA SSH. Telnet, LAN E IPMI B3{THIITAE RACADM EREEFE. IR , RIESFIEERER

NWHREA=EER.

{EF Web REIERERABEFER

BEFAEERERRERIEE

1.

2,

1£ IDRAC Web REH , #5Fl] iDRAC Settings (iDRACIZE ) > Users (P ) > Smart Card ( H8EF) .
BERI= 7~ Smart Card ( E#éF ) TU@.

M Configure Smart Card Logon ( EEEERE-RESR ) THEKES | i51%#F Enabled ( BR ) LISHEERERER | SiE1%E
Enabled With Remote RACADM ( {#ifixfE RACADM B ) . &Nl , 1%E#¥ Disabled ( 2%H ) .

BXRBIETRIESER | 1BS¥ IDRAC Online Help (IDRAC BXHLASE] ) .

BHENANRE.
f5M iDRAC Web RETHAGEEREHN | RASRREHITEERER.

{EF RACADM SRIEkEZ=A&EGFER

BEREREEER | i5FMH set S LA iDRAC. SmartCard AFHIITIE,
BXEZER , 152818 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,
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{EF iDRAC B HiEFEANFASEEFER

BEFAEERERRERIEE

1. £ IDRAC IRE X FEFH , ¥= Smart Card ( HEEF) .
1557 iDRAC Settings Smart Card ( iDRAC iR & EHEK ) TUE.

2. 1%&#E Enabled (BB ) LISAEERER. B0 , 1%E1F Disabled ( 25 ) . BXREMNESZER | 15505 IDRAC Settings
Utility Online Help ( IDRAC i&E 2\ FITERFERERED ) .

3. {fkoRBT Back (/5IB ) . Finish (585K ) flYes (£) .
B RERINEBIRBIERES A ER.
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ficE iDRAC LAKRIZEESR

ER L ESERSIR BN ES N EIRFNIRE. BRFEHIRIATIIEN &M , siekESH. NREHSEHHiEsrT
EHBGCEEZEs IR ER (BTFHRMF. SNMP [ER. IPMI 2R, InfERFEHE. Redfish 4aE WS B ) |, RAREIRE
RER—HEZ N EEER. NRE—SHHESAFEE SHTIRE (HINERS IS, XNEEEFHXARFRE ) , WEHT
ZEME, BREENBNBHRE—MRIE.
ERLE IDRAC LARIEENR , IBHUTLATIRIE
1. BEER.
2. 1R E]LIMRYER B s e B E I R,
3. BECERTFHMAER. IPMIZER. SNMP FER. 2R % A&, Redfish B, BIFRFEEH/ /8 WS BHHRE.
4. SHEEHZRMRE, W
o GEITFHMAEER. IPMIZEHR. SNMP (&R, ITiRRFRE. Redfish B, BMERZAEE WS BHAZRICEENER.
o WRERFAWITEMSIS. KNSKTEEFIRIE.
E&
B RER
IR
RESHEIR
REEREIEY
RESRME
FLES L FHEAESRE. SNMP BaBta) IPMI BaBHE S
s WS B4
F2E Redfish {4
RN FES
ZREE D

BRRSZERAEER

IFBERAXIEENETHREITSHEE  BOAEREREREN. WRESERRENPNEIREEHEE.

{EF Web FE S BEkEERAER

BERSZRERER | BHUTLATERE

1. 7£IDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( RHi&E ) > Alert Configuration ( Z4RElE ) .
BERISE7R Alerts ( Z4R ) TaE.

2. TE Alerts (4R ) &% -
e %% Enable (5 ) L/SFZIRERMHINITSHR/E.
o %4 Disable ( Z£F ) LAZEFER A A a ZEFIEAHRAE.

3. BEMNAGRTFRE.

{F RACADM [SHIs(EEFER
ERLAITEG :
racadm set iDRAC.IPMILan.AlertEnable <n>

n=0 — EZH
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n=1— Ei2H

{EF iDRAC iR B 2RIz FREASERER

[E PR EE R IR B AR

1. 7E DRAC IRELFERFT , IBE Alerts (E4R) .
1557~ iDRAC Settings Alerts ( iDRAC iR EZ4R ) TUMA.

2. 7E Platform Events ( SEE5{4 ) T , 1% Enabled ( BB ) | LISFZIREMTEHHRIE. BN , 1%E$% Disabled ( B2
H) . BRETNEZER | iE51% IDRAC Settings Utility Online Help ( IDRAC IRB N FITEFFEANESEN ) .

3. {floxrBads Back (J5I1B ) . Finish (58R% ) #lYes (2) .
R E R BT,

TEREEER

ERTLAMRESR BRI E M ImIL E R,

{3 iDRAC Web RETHIZEZR

ERESRIFITE S SR -
O B RAEREURIAR | RALISRER.
1. 7£IDRAC Web RE S , 2= Configuration ( igE& ) > System Settings ( R4i&EH ) > Alerts and Remote System Log
Configuration ( ZEiRMIITZRAATESR ) .
2. 1 Alerts and Remote System Log Configuration ( ZIRIIiZiER A AEEE ) 2% . 1%HE Filter ( Hi%sE)
o ZEFEITINR — BREFNAASHHEXNFEZEENRERE TNORER. RISERENE. BESE. REHER.
o FHEEITINR — FEETINREIRETSEHRFREFBXNER. ~FIEEEHEER. YMENEER. EUEER.
. EEE — iﬁ\‘fﬁ{? B AR E BRI EIRECEZS. THIBERIN/BERE PCI-E R, EXHI RAD ECE. EXH
iDRAC ¥ FAJukE,

o Wi — EREMASNERED. TOOERPER TS, TS, SiEE8. BERS.
o E — EIARIETETE IR R R ER,
(O FRRE RS,
o TiEIE
3. BETHI—ARE N EENEL -
o B

° joed==4
=H
. =&

4. BERA,
Alert Results ( ZHREER ) B0 HIRIEAENXRINF B R TER,

{5 RACADM JfiEZEH

EfFIEER | 15(EA eventfilters 55, BXESBER | 1555 IDRAC RACADM CLI #585 , RIIE : https://www.del.com/
idracmanuals,

IKBESHER

ifiﬂl«liﬁ%%?iiiiﬁﬁﬂ%ﬁﬁ'\ﬂ’ﬂ%#%ﬂi . GIANFEFEBAER. IPMIEIR. SNMP fEA, ITiERSES. BERFATM WS F
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{EF Web RENREFHER

Z(HFH Web RENREFMHEIR !
1. WREEEERE TR FIMEEIR. IPMIER. SNMP [EMHE B/ B RRAETRE.
2. 7E£IDRAC Web REF , %ERE > RAIRE > ERNTERAOTERE.
3. EHEBIT |, EEUTHRRSM— B ER
o EFHBI4
SNMP Bt
IPMI 54
ERERKEE
WS 4
BMERFERE
Redfish Z54
4. JEERME,
RERRE.

5. (| ) BAILUKEXIHEM. EHER 1D BIAEMAFRS  MAZXINER D (NRSEAER ) | FRElid. BXR
ggg&ugﬁ&ﬁi ( BT EEREAEEM ) ERMEHIERERRIER | BEE orldel.com > B > #HIREE | BRI
WA —=JNo o

{£F RACADM ZEHEHER

E(#HA eventfilters HSIRBEMEIR, BXTLER |, 15513 IDRAC RACADM CLI #5587 , WL : https://www.dell.com/
idracmanuals,

KB ERESMSEMH

NRRFREERTHSFLEERERFIGEE (T , S LIEE iDRAC LIAREBSEEIRIMINEE, BAERA 0K, 5
YCEEZ 0 8 366 X, {HA "0" RREFEHEHESI,

D |i: 15 RES "ES DRAC" BUR , 7858 BLIRSIE,

{8 RACADM i EEREIMSEMH

BE(HF RACADM IRBZIREMEM | 155 eventfilters <., BXESEE. , 155818 IDRAC RACADM CLI #5737 , Wik : https://
www.dell.com/idracmanuals,

{5/ iDRAC Web RENSBEEIREMSM

REZIREINE -
1. 7EiDRAC Web REH , %% Configuration ( BE& ) > System Settings ( Z#i8E ) > Alert Recurrence ( ZREM ) .
2. EEWMSIF , PATERIZER. BRI EMSEEIMAZIRIERE.

BXEZ(ER , 1555 IDRAC Online Help ( iDRAC BXHESED ) .

3. ERIA.
BRFEREMSE.

BB HEE

CRILARESMHEE | AINERR LHTENSIS. XHEBF. KNSR RITIRE.
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{EF Web REIZERIHEE

REEMHEE
1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&EH ) > Alert and Remote System Log
Configuration ( ZiRMIITZRABATESR ) .
2. 7t Actions (1) THIUKEYF , IE/SHEE—MEE -
o EHFSIS
o XHHBREER
e Power Off ( XIFJFEJE )
o FIRE
3. HFRA.
RENSRE.

{F RACADM 2 ES(HE(E

EREEMHE(F , BFf eventfilters ., BXEZER | 155 IDRAC RACADM CLI #5/ , WAL : https://www.dell.com/
idracmanuals,

AeERFHMFEHR. SNMP [EPHEX IPMI BEPHIR S

SRR RS EIRNN (SNMP) FNEREFAEIERZD (IPM) BERA DRAC IR, MTHEAERTRIRS SRS
BMETRERERIENICIHE IDRAC FURERERE, Fla0 , BT LS EIRIGET RZ ESEM A FEREI TS IIERE
HESRT R HER. SNMP v, v2 7 v3 ISR 5.

EEILABCE IPvA 7 IPve EIRBMR. BFHMAIRE SMTP IRSBE[IRE , AIMXEIRE. BEAILISERBEKIE SNMP BERHARY
SNMP v3 FBF,

EECEEFEBE. SNMP 5 IPMI FEMHEE 28T , i5HR
o IREA Configure RAC ( BEE RAC ) BIBER.
o EXRFEEHIHIEEE.

e IP ERBfR

TERILARCE 1PV6 By IPvA HEELAERIL IPMI EREY SNMP BERA,

BX(EF SNMP % NIRARSS28ATATEERY IDRAC MIB IIES(SE. |, i85 Dell EMC OpenManage SNMP 2755 , ftf - https://
www.dell.com/openmanagemanuals,

{5/ Web REIZE IP EiRANR

Z(HEMA Web REEEZREMRE | BHUTLATERE

1. 7EIDRAC Web REF , 2= Configuration ( BEE ) > System Settings ( ZHiZE ) > SNMP and E-mail Settings ( SNMP
FIEBFHMEFRE ) .

2. %% State (KT ) IETUSFHEZSRER (IPv4 Btk IPv6 Hblit a2 2 PRTEIRNSZ (FQDN) ) SIZUSBAER.
BEZrLUEE/\ N Biritit, BXBRBMNESER | 1S5 IDRAC Online Help (iIDRAC BXHIASEN ) .
3. IEFREREKIEX SNMP FEHAEY SNMP v3 FIF.
4. I IDRAC SNMP BfA=Z=FE ( RiERTF SNMPvI 1 SNMP v2 ) 1 SNMP ZRisE,
BXRBIEMNEZER | 18578 IDRAC Online Help ( IDRAC BXAEED ) o
()| iE: BAFFFERERTEAEM DRAC KIXAIREIEMBEIRINN (SNMP) BRI ERNEARFRS, BRRERERTR
5 DRAC BAIRFFFEE1ER. BOAMER "Public” (2att).

5. I 1P B2 BIEER IPMI 8 SNMP [aBf |, i858 Send ( &iX ) ( D BIRITF Test IPMI Trap ( Uiz IPMI F&BH ) #1 Test
SNMP Trap (Ui SNMP &R ) ) .

6. BTRA.
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EIRBtrEISTRECE.

7£ SNMP [ERHENERD & | ISRERTRIXEM R EIEHATNUARE - SNMP vi, SNMP v2 5 SNMP v3 , A5 RERIA.
SNMP FBH& R TERlEC E.

i¥: SNMP Trap Format ( SNMP P&BH#Est ) SEIR{SGERT SNMP FER , FERTF IPMIFERE. IPMI FRBHIAZRLA SNMP v #8
AEZE , BT FEER SNMP Trap Format ( SNMP P&BHE ) 1E10,

{£F RACADM EiE IP ERB5

ECERHERIRE
1. FRFERERH

racadm set idrac.SNMP.Alert.<index>.Enable <n>

B8H 71z
<index> Birz5l. RFeER 188,
<n>=0 X FaRERH
<n>=1 F= FEBERH
2. EcEERp BRI -
racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>
e 58
<index> BirEsl. RiraEs 1388,
<Address> B IPv4, IPv6 Bf FQDN thilk
3. EeE SNMP AHEFRFRIE
racadm set idrac.ipmilan.communityname <community name>
e i526R
<community name> SNMP ZHARZTFR.
4. EFEE SNMP Bix
o ZE SNMPV3 B SNMP FEfHBER :

racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>
o JIBEMBRZRE SNMPV3 FIF :

racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>
o JIFF/EF SNMPV3 :

5. WBEWE , iEUIHRER -

racadm set idrac.users.<index>.SNMPv3Enable Enabled

racadm testtrap -i <index>

BXES(=E |, i5805% IDRAC RACADM CLI #53 , RIHE : https://www.del.com/idracmanuals,

148 BiE iDRAC L& EER


https://www.dell.com/idracmanuals

{EF iDRAC iR B2 BizFELE IP EiRAR

FERTLMERD IDRAC IRB/AFIRIFEEEIRENR (IPvA, IPV6 5L FQDN ) . THUTILIRME

1. 7E£ iDRAC Settings utility (IDRAC IREAFEFS ) &, #£Z Alerts (2R ) .
427~ iDRAC Settings Alerts ( iDRAC iREZ4R ) TI@E.

2. IﬁTraP Settings ( fERHRE ) T , ERRIPERAEY 1P HBIE , FHEA IPv4, IPv6 B FQDN BfRitEil, E&REAILIERE 8 M

3. BANBUWAFFFERETR,
BRBZIEMAIER. | 18215 IDRAC Settings Utility Online Help (IDRAC IREZ FRFZRFEAHLASEN ) .

4. {fREE Back (/5IB ) . Finish (585K ) flYes (2) .
45 BiRENSSRECE.

AoERFHMFERIZE

ERTLABCE A F R LRI EB F IR E IR, 5t BCE SMTP RS=sHblbiRE.,

(D] ASRIBHEIRS 2R Microsoft Exchange Server 2007 , EHHRSBEIRSS SER DRAC B , LUEM DRAC SEITFB T HbfFES
18,

(D|3F: EBFHBLFEIRS % 1PvA 1 IPv6 Htit, {5FH IPv6 ATw44iiERE IDRAC DNS 1542,
(D iE: AFREERRIZIMNEB SMTP fRS528 BHEER IDRAC AISIZIRFS SEE. ARIRSZH[AAIGH , ERXASUARMARTIEER
92 RAC0225,

(£ Web REAEBFEMFERIZE

BEFA Web RERERFEMFERIRE | iBHUTIATRE

1. 7£DRAC Web REF , 6= Configuration ( fitE& ) > System Settings ( RRiIRE ) > SMTP (E-mail) Configuration
( SMTP [FBFHB(Y] BEE ) .

MANBYAIEE FHR AL,

BAT Test Email (UIKEBFHBA ) THY Send ( &% ) MK BECEHIR FHMEEIRIZE.
BFHRA.

SFF SMTP ( BB 7R ) FRSSEIRE | IRELITNFMER

e SMTP ( FBFHBM4 ) ARSSES IP Hblital FQDN/DNS &ZFR

e SMTPHEOE

o IGUF

o HF&

6. BEMNA. BXREMAEZSRE , 15218 IDRAC Online Help (IDRAC BXHLESED ) .

{8 RACADM FtERFHpMFEIRIZE

1. EERETFEMER BT TERE

SLEE

racadm set iDRAC.EmailAlert.Enable. [index] [n]

o 1588

index BFEMEBERERS . SVFRYE 18 4,
n=0 SRR FHMAER,

n=1 [ERAEEFHMELR,
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2. ERCEREFHMHRE  BHUTLATERE

racadm set iDRAC.EmailAlert.Address. [index] [email-address]

88 L]
index BBFIMEBRERSl. RFRYER 18 4,
email-address BTSSR B AIHBER FRp AL,

3. BEBEMNEER:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]

SH 508
index FEFERMEEIRZRS]. RUFRIEN 13 4,
custom-message BEMHEE

4. BENAERENETFHMAER (NBYE) | BRUTIATERE

racadm testemail -i [index]

24 588

index LRI FHMERERS]. STFRIE S 18] 4.

BXELZER , i8558 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

ficE SMTP BB FHb{4ARSS =Rt &

G IRECE SMTP IRSSERUBUE LIS FRM SR AXEIISE B .

{5 iDRAC Web REAIE SMTP BB FHHIRSES RIS S

FCE SMTP IRSZSEMEML

1. 7£IDRAC Web REF , 2= Configuaration ( BZE ) > System Settings ( RHiZE ) > Alert Configuration ( ZiREiE ) >
SNMP (E-mail Configuration) ( SNMP [EBFHB{4EE] ) .

2. WMAEEEEPERN SMTP IRSSERMNEM P i s Se 2 fRERZ (FQDN),
3. 1%#% Enable Authentication ( JSFLIE ) I , RERMHBPBIED (BIUAE SMTP RSMAFNBRETES ) .
4. BN SMTPIROS,

BXEFZRINESER |, 15209 IDRAC Online Help (iDRAC BXHIEEED ) .

5. BRI,
SMTP IREERE.

{EF RACADM ft& SMTP BB FHB{IRSS SelbhiR &
BAE SMTP BB TFHRIHIRSSEE , IEHTIUTIRE -

racadm set 1iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>
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BoE WS S

WS BAYATERRIRSS (AR ) MRS (SR ) TR (T8 ) RS NMRKRE SRS[FHHR (BRIEE
HHEE ) . BXEBERK WS SHBERIIEF LT IDRAC FHEIS Lifecycle Controller {RMIABRAIE.

ELE WS SHIHEELUZEIRS Lifecycle Controller {ENVBRAIZEERT WS B ERTEREEBEERT iIDRAC 1.30.30 B9 Web FRSEHA4Z
B SORY R TR, BRTAPNTE | 158058 DSP0226 ( DMTF WS S18HI5E ) . 289 10 5850 (54 ) TR , LA THESSEEM WS
EHMYANEE. £ DCIM (Bl EHRIBCE )BT Lifecycle Controller #EEEL,

fidcE Redfish {4

Redfish SHIYATEFIRIRS (1TEE ) LRSS (B4R ) iEZMFImE (1T15) | BB S Redfish SHRIESE (BRIESH
HE ) . XJRUL Redfish H4HEERSKERIZ FRILATEY iDRAC FHEISZEHAHEXAY Lifecycle Controller £RJk,

s HAESE

£ PowerEdge FX2/FX2s 589 , #EB]LA#E iIDRAC #/=H Chassis Management and Monitoring ( HIASESEEFIEN ) , LTS
BEFIEMESS | fian , WUHFEEM. BIEZIR. R IDRAC RACADM {£i& CMC RACADM arSFIEFHIEEIRESF, HiRER
i?gj@&*ﬂ%’ﬁ*%@g%%& , BIfsE CMC REREH, EaILUSIHEIZE ) Disabled ( B2H ) LIEANESHE, BWABRT |, HigE
%79 Enabled (BREH) .

DliF: LR BER , WAWHERIE CVMC th |, BIRSHER FTHNESERE IR RS EEBMLT.
2 Chassis Management and Monitoring ( HlIiE RIS ) EINZE N Enabled ( BiFA ) | N iDRAC SA4MFNCRAES .
RIS HRENEI DRAC BHFRSR | HEEMEREHERUII SR ERZER.

CMC IREERRIEHEERE IDRAC, TEIRSSES LMY IDRAC THEIEE T/ERIER T . CMC ¥581 16 NEHHEABAFIFHE CMC BEH
ICRERZF/4. Chassis monitoring ( HlFENEN ) iXE N Enabled ( BB ) | X 16 NEHERIZEE iDRAC,

f£ IDRAC 1 REIER/D24FE CMC THEERIZE | BETESHE  BRIEUNRAFER CMC B | FLLIIRERRERIRIETT.

{§5F8 iDRAC Web BRENM AR

Z(HF IDRAC Web FRESNHIESH , BHUTIATEER
(D |iE: AP {UERT PowerEdge FX2/FX2s #l48 , FR{NZHTE CMC 5 HRSS /RN FRNE SRS = SRR 7
HIL.

£ CMC REF , B Chassis Overview ( HlfAH%EE ) > Setup (i8E ) > General (Eill) .
. NIRSSESIEX TRWNAESEE THEET | SR | AEREHA.
. |35 iDRAC Web 5RmH , B Overview ( #158 ) > iDRAC Settings (iDRACi&& ) > CMC,

. ERSHEXTRNEEES T | #R1E iDRAC HEIIIEE TRIZIRIERENCREA.

{§5F8 RACADM Y5544

IR E{IERT PowerEdge FX2/FX2s fR5388 , FFENHTE CMC FEIRS 2SN FROMNEE RIS S0 I SRS A5,
Z($5F IDRAC RACADM #a AN :

D NN

racadm get system.chassiscontrol.chassismanagementmonitoring

BXEZEE , 152815 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

EiRiES ID

TEREHT ERERER D A9,
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*®. 30: BREI ID
(21D i8R
AMP Eogrs
ASR BNEERS
BAR Bin/EIR
BAT RIS
BIOS BIOS E1#
BOOT 5S4
CBL FE4%
CPU abiEgg
CPUA BRI
CTL Trfil
DH IEPEE
DIS Efys
ENC TrHEIAE
FAN MBS
FSD B
HWC S
IPA DRAC IP S8
ITR INE
JCP Rl
LC Lifecycle Controller
Lic ¥Ry
LNK RS
LOG BEEMH
MEM A2
NDR NIC BAERFIKNFERR
NIC NIC EcE&
0sD BERSEE
OSE BERREM
PCI PCliRE
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. 30: ZR(ER 1D

S8 1D yizl:):]

PDR YIIRRLE

PR BB RS HR

PST BIOS FH.E1&
PSU BIRIZE
PSUA PSU AZE
PWR FEIR{FER

RAC RAC 4
RDU TR

RED EFTE

RFL IDSDM 7Y&
RFLA IDSDM AZ1E
RFM FlexAddress SD
RRDU IDSDM 142
RS EIRSS

SEC TEEH
REEHMAE RREHRE
SRD {4 RAID
SSD PCle SSD
STOR =i

SUP B EFE
SWC LY
SWU BRIHEH

SYS RAER
T™MP aE

TST e
UEFI UEFI 14
USR PR
VDR YR

VF vFlash SD £

BCE iDRAC LARIXER
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#&*. 30: ER(ER 1D

&8 1 i
VFL VFlash Z5f4
VFLA VFlash ZIF1E
VLT HE
VME REHAN TR
VRM EiEHE
WRK TIEERE
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IDRAC 9 Group Manager

iDRAC Group Manager THRERJ BT Dell 55 14 fXARS5=5 , LAERS IDRAC GUI FEAN R4S _ERISKERARSS 28 LIRMALEILAY IDRAC FOKEXAR
SERIEAEE, Group Manager Fe¥F XMany IZHIEAIE | THEEARMIONARER. ERATRFBIRITERARNIEEE—H
IRSSERANFMER | MARENIGEIRS ISR F T E.

Group Manager @—ITUFAIDIEEFFER Enterprise iFaERI—EB%. RE DRAC ERREHAFA LA Group Manager ZHEE.

®
£/

Group Manager
HEE

EEER

FeEZR

Shv
EREINRSESNE
ElARE

2=k

Group Information ( B{S8 ) ER
HRE
FERMIEIRSS 88 L RUIRIE

Group Manager

E($A Group Manager IfE , fREEM iIDRAC 22 |TREEY Group Manager ¥R LS8 Group Manager, Group Manager Y0
R T ERFAFIRIEIN,

. 31: Group Manager FIfY;iEIR

i U] L)
IAIEA RIFEIMAIERIE |, BFE 7% GroupName (HEHR ) 1

Passcode ( B3 ) LAIDNSERIZE.
()| i*: B85 DRAC FIFEIEXEL. A, —MERS5—1ME
FBXEX | LMEER—EAIAR iDRAC ZIBREE3 5518

AN RIB(E.
BlERFE FERERTE. EREAEANSE IDRAC BE2AERITE ( FizH!
BR).
EFIZESH Group Manager NBREABEMSERFEINNETE | FERIER, N |, &

ATLAM iIDRAC ZE5|TREIERE “"Open Group Manager”  ( ¥JFF
Group Manager ) , LATEAE{AIRTIB) 117518 Group Manager, —B
1&E5F Group Manager , FIPHRESF 60 Fo80 , ABEhITEM
H— Group Manager 12{E.

—H Group Manager THREEEA , N iDRAC aJiHESEREIZEEIIA—1 IDRAC AitheH, AHRILLEHTILIZE S DRAC H , B8N
iDRAC R REEE—MARLR. EFEXA (IIAFFE ) , DRAC ARELEFESEE  AEEIMAFE. BABRT, QT
4HRY IDRAC BIEENBRIEEHIEE. FAFPTHRENEA Group Manager E4HIggLAEHZH, FiEHIERIEIEE Group Manager Web
RE , FHEEET U NITIERE. NRYpInEiEHSssEmRI<AdE , N iDRAC BRENZEBRE—NFHNERFIZE |, BiXrE
HINRRAF, BIgM iDRAC K3 |TUE ST Group Manager , ATLAMERE iDRAC RIEESHIE] Group Manager,
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EEZ S

HEEEAEERNRARGHEEERTH, NRIFEERAFPERE DRAC , WEEEEMOFA2ETIENERE, AEES

ER (HERE ) KRR A=AED. B0 ERCBEURCEEFMER.

AR ERSEL,

ETREMRSHRUESHRSHHENER.

Doughnut EIFRIZE TINUASERIRSS 8 ( REERERD ARS8 | LB EREBRMEEITINTHIIRSS S ) .

ﬁEﬁE;ﬁﬂﬂM%%ﬁiﬂﬂéUEEﬂ%ﬂ  WERESE. EENEE-EEHERNETR , BERAE. IREEENE  UAER
EAENE

o SNEHIERY IDRAC ( FEFDIREIZFIEE ) .

BTN EPDIRM T ERNME EHUTIRIEROIRSE | =180 B T HPATE iDRAC AIFIER,
ERETETHNRERERESIREI TR | FEARTTAFEERNELSEE. RSHFBEIESET TRPAMARIIRS .

IRSSERmIE 15388

ETRR RFERSFRANET TN,

FZ ERIRS BN,

iDRAC IP $biik TR IPVA F IPV6 ik,

RS RS ERRSITFEER.

BS £/ Dell fRSSEEHELS,

iDRAC 7R IDRAC KRN,

BRIREEH BRSNS DX EHAIR 2.

“System Information” ( RFER ) EIRIEHKXTIRSZRAVEMER , HIU0 , DRAC REERRE. IRSH|/ENBIRINS. RER

S, BERS. HoRE. TAID. IDRAC DNS B#R, fRSS8: BIOS hiwA. RSS2E CPUER. RRARFLIRAMERER. EAJLL
ET BN | s d/Es) DRAC 1% | LUATR—ER S REEMZERTISE DRAC 25I00H. fEfmEkssas L, AL "More
Actions”  ( BZIR(F ) THRIFIRIAEIMEH S TIRSS 2RERIRIR(F.

& DRAC AFER. EiREENARRBEMSHISTIFIBERE.

EEER

EFALEERY BJAE4H Add New User (iRINFERAF ) . Change User Password ( SEZ¥FIFEE3 ) 7 Delete User ( HIBRFAF ) .

ARl (BIEEBRER ) 2RSSR MECE. Group Manager {3 SCP FWEIH T HAIER., XFFEA Group Manager /Rl ,
AhpgE iDRAC TEE(EWBAFIFEE—MEL., Group Manager Z5AIGMZEIALR iDRAC LIS MEBIEMRELE.

(D)3 AR T AR BB =TI E IDRAC HISEER,
FRE—NMNERSERNAAFEERR DRAC EANIRE.

axIIFRFA P

(LA BT EZ AP RIFTE RS 28 L QAR INFT P E X . FEQRAFVLUSRAFRINEIZE+RTERSSE. LT
GroupManager > Jobs ( {Ek ) TWEHLEIBIFIAVATS.

D] BABRT , BEAERRKFES DRAC, ERILIBTAERRIKFSIS M SHNESER.
BXIFE | BEREERF KPR,
. 32: HiRPER

IELR i%88
HABFER RIFHERMFTRAPRERIFS.
iDRAC 1R FHEE X FAF A BLMERER.
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. 32: iAPER

il 1588
BRBFRE FVHEIRE (IPMI) RFPIER | FHAEENEERA SNMP,
Dlix: BFR—EECERRAMENFHARKR DRAC KiRE— AP ZISREH IR,

SRS

FERILESTERAFINEZRER. SILIEE Users (AR ) I#AEE , HhEEE 1R User Name (P& ) . Role (3
eili) T’EEE’?{;Q( &%) E8. SE0IEB/EWAERIZAFFTEIRSESAFERS. tJLfE GroupManager > Jobs ( {EMk ) TUEH
EI—H MV HY \ID\o

RAPERE  NAEHER. BT %EBCERRRMERMEHAIMR DRAC BIRE— AR ERRENIER. WRBFARE
£ . 2AERERERE Group Manager , FEHBPERGIHAFIE. Group Manager GUI R SIZRET 785 E2HIR5HT IDRAC
ERMRIAFIR. EXRERAE IDRAC IFTBRF.

HIERAR

EFRLLERS AT N ERRSS =P IBRAF . FECZAFWLANEERS ST IERAEF. ALME GroupManager > Jobs ( {Eik )
TEHEIBI R AR,

WIERALR DRAC LEFEAF MBI, BTFzEBEBBRAMENMEAR DRAC ERE— B ARMERAER.
WRFAPAREFE , NSETHZ DRAC BEmIMER. Group Manager GUI HREREIAFFIZRE T 724 1242869 iDRAC HRYZ4HE]
FBF%5I®E. EARERATE DRAC BIFFBRF.

= ktic

{ERLERS TR BEFIMAER, BOABRT  BIREEZER, ER , GolERERER, ARlEelE  LUSEFIMEEIRERE
N FBEIFTEEIRSE. BIEIAPRZSEIE GroupManager > Jobs (MK ) TAEF{TEEN. Group Manager BB FHMEZIRAIECERTE
R EREBEFEMAEIR. EoIRER—ETETAMARA SMTP IREEIRE. &1 DRAC BMEE. BTFHEEEFERFRE. 3
BHEET 7oL E124I280 iDRAC, REB—NMNEFSEHEEHE FHMIFEIR,

BXREEZRNES(ER | BFSRIE DRAC LIKIEER.
. 33: BEEEIRIELR

1EIR 1588

SMTP ( EBFHpM4 ) BRSS=RHEINRE ARVFEECERSSES P HBht, SMTP IsOSHEREMIIE. £
BERBMNIINERT , BEERHBF2IER.

FEF R tbiL FVFEECEZ M FHB 1D LUZIKEK T RITRS B I AIEE F B
@, ERLNRRERE BRI ARIE SR FHR .

EieSi] PR SN BRI LI B F R EAN.

Dlix: BFR—EECERRAHENFHARKR DRAC KiRE— AP ZIEREH IR,

S

ERLED ASARESHEIARS, LIS CSV HERRIER. E885ETINE M RIRNASAXNEE. SHEREI
TLACSV #2RIER. IRSBERFHER

o TR

FiNBZ

iDRAC IPV4 itk

iDRAC IPV6 izt

Brtras
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Fida=s

iDRAC EM4HRRAS
RS EH
TREIRS S
iDRAC s
BIRRES
BIERR
RS
TEID

iDRAC DNS B#R
BIOS kA&

CPU F4HER
RHEAF (MB)
EIFMHER

iE: ANREERBAYR Internet Explore , IEZEABIEERNIR EMRELARRII T &L CSV 34,

®

S EIRIARSZEMNE

BIEAMASS | IDRAC AEIREELIBAAMME FAFTEE iDRAC , ISHEBE—ME, W FEERINERSE TSN

iDRAC , NIfEE IDRAC HF/SFEETEEEINEE. BEHREINIRS SIE B ER—RLE EEMEIRY iDRAC FIZ |, BATTLUZREAEN

—&B%. AR DRAC G HIEERIINERSS RS , MAFP KRS FENSER iDRAC FINANAE. BIFEER DRAC B ERAEMM

EhpE—riR  EZIEZAY IDRAC JINE.

()| iE: AEEREHE T EHEINRSFNERFEISIE LA — M S MRS BIMAZIZE. FILM GroupManager >
Jobs ({Edk ) IREREAGHE. SHEEOTLAERE IDRAC HMNTHFIZRFEIRECEEIEEMANIZARNEH. M DRAC E3ITRHE
m , #RETLAAIE) GroupManager ¥ODESR,

. 34: HiREEIR

IR i%Eg
MAFIERER BEFE—MEET | AAFIEE "Onboard and Change Login” (1l

AFABERER ) I, BHERZIRNRFIIARAES, Bmh
FHRFIRHEERSRERELIINEG. MREAFEEAE
18 CEEESHEINAR A HTER,

BEINARIFHEREERNAERIREN AR RR.

el ﬂ%ﬁf@%ﬁ%ﬂ MEUHTAF , ETNEREIRIIRSRFIE
TN b o

BH 2 SR R TR EIRIRS /IR TIREN RS,

B S RERT E R E L EIRIBR S 2R TIR.

eI ARE

TR REE R AT LARRERB(FAL AT E | BB TEAERIKESERBEIEERSHRIEE, CRERMEARZASHTIRE—X
FEERBRICR. AFA LR RN E SRR MERR R R SRR IR HUTRIRE. (RUMELLBFTLEEREE
7RI 50 MEWAPRZS AR R ERIEI RN LI,

. 35: {EALE

1T 1588

W& B APRSFEEH TR R ATIRTS.
3\ EMEWAIEFR.

ID BRIAY 1D,
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. 35: {EARE

1EIR 1588

FriaRdia) BIRFHRRTEL.

ZERAYE) BIREERATEL

1 o EUH — ARENRITINEZRT , ATLABGHITRIR(RIL, ATLAUE

I ERE IHRRE I TE R TR,
o EHNEIT — AfRIKMHIERT , RIFRFERE TR
o IR — RIFRFRBIRETTARIIB L.

St RIS EFIER SRR RRUEERSE, (FFIRA
SR Csv XH8zl. HP8a58mpRllAaxaEdE.

(D [iE: WTFEMEURE | RFFIRFPARHES 100 MRFGHFRERS. BIEAREESENG. RSITE. MRIFLREN
HE (ANSRIEWRK ) .

ERTEERR EHI TR R AIRFE AR EAHBRMRIER. ATLAITIATESS !

o NI/ 4RiE/BIFRAEF

o ECERTFHMFEIR

o FEXUAREIEIR

(D |iE: REMBRRIGTEAIRSEANGR | BIFHSRIESE. MMEUFIEZISERRATEEFER 10 2. ITAANGEAER

4t , (PSS RFFEIIKIA 10 1V,

(D iE: NBARWAEEIRITRT , TATHIEA B FL. (FEHE

o NIFETARF

o FENAF®Y

o FRAF

o EEZER

o HEMIINRSE

o ENETG

o EEXERR

MRENFESL T ERSHBEREMIEL , WERR GMGR0039 #HiR(E. —BENEASERERIMANREHESR &

AL A e Rk,

(IS

AT B S BA RGeS — S iE%, (RIBIETLISHA CSV TSR, HhEa S MElEEFERIE,
®| i SHEY csv SUHAETIRAESTIR,

Group Information ( {8 ) R

AETRFHENE G LAY "Group Information”  (HBER ) HIRER T —MNESHAERE. BIIRE "Group Settings”  ( HIZ
&) IRHEeILAAIE “Group Settings”  (4HIRE ) TWH , FNZRHEPRELSFINEARE. ERENETEZOINESR. BRREMT
ANFEFREEFISAEXER.

s
HigH

“Group settings” (HIRE ) WERHEAMEENEMETIR.
+*. 36: HigEREM
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. 36: HigERME

HEE

1588

LEEA ERZERIER.

RRHE ENZATHRFSE.

BlgERYE) PR ERANFARER.

ellfe =y BAEERATFEER.

RS BRI RSENR SRS RS FHIEAEIRES.

BIDRER ETRFENRFNRRRSIRE. MREHRFATA , WY

Rz RRRIBE.

AFBFHUTATRTIIHERE. REGHXLBEEZAREFR (EXARIR. FXEED. MBRRRLNRMERE ) . 7L

M GroupManager > Jobs ( {Fik ) TWEEEHIEKAIEIATRTE.

=. 37: HigBiIRE

8#(E

1588

ERERR SIFEIE Current Group Name ( BIZHZFR ) XY New
Group Name ( ¥i4A&R#) .

EHIE UFEEIT N New Group Passcode ( $i£HEHE ) EIIEA
15 , FiE@id Reenter New Group Passcode ( B A\ FTHZR
B) WiIBZ%0.

TG RFE—RNERBIRES N ESR.

ipRE T EERE. EERASESRN T  BRNEEEER

R, MIBRESS | AR R ERSHIFLE,

{EFmiZARSS

s CHUR(E

£ "Summary” (BE) REL , FYLUWNGEEFUBTSE—EREEHEHZIRSEEA IDRAC, BHRERENSEEIZE PR FEY
BOMLFER. ETLAM More Actions ( BZIEE ) THAIRFELEHNME , LIEEEIRS S EHITLITRIE.

. 38: iEEMRSSER LAYIR(E

1EIR 1588

IEEX KR ER G RSBIR.

R51% KAREIR , AREHSISHRS.

EMERE BEEHRINERRE N LR —EREEIIES &,

(D|3F: il 282 Faes H e (1R | AR RRLAfEFRIL THAE,

Group Manager EB—&F

ZAEFRIFTE IDRAC ETHEZBEMEZHEFMEES(E. R , Y Group Manager Web REEE—ERifEET , 255 IDRAC

FHEERBAFEHITERR IDRAC FEREEERKBINIR.
<SVCTAG> ZRIFF—XERAY IDRAC RIBRSS IR,

Group Manager B9HES
. Bt — WABET , $—

o 1RMHT Group Manager GUI TERAE,

o (RISIRIFETERR.

o AIES.
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iDRACs ¥ <user>-<SVCTAG> IER NBRIINERRIE,.
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o WEAPEIRINHAMRFFET “"Open Group Manager”  ( ¥TFF Group Manager ) , NS SIS EERE T HISE,

Group Manager BIHES — BID RS

o FinHIBSEIMERREIRHEE | LMEETIEHISERI—RATEN (81T 10 £ ) S TFELEIKSHEE.

o WRTEMIRESHISBLERK—ERIEA (BT 14 98 ) STFELRS |, NSEHFNEEFIRERFISE,
o BREBRTAERRFMESHI Group Manager EiREIFHIEIZS,

o IEHERFAZHDEFH Group Manager BEIHHRE.

o FTERFBLETM.
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EBEAE

DRAC itEamEHIRE  HhES5R%. FifkE. MERE. BUEH. BEEN. WFAIDERFEXNSEE. 7D, ZE
%ﬁﬁ_b_ﬁf'"t%éﬁ%ﬁ-ﬁ * (SEL) RSB AEIRML. EETLAEE iDRAC Web FRE. RACADM #1 WSMAN REHA&4aEERR

AR EEAIARINAR 800 KB Y , HEBEENF. BREEEXRFTENEEEE  RENARESHE IRFENES. B
BETHENAE  BUEENM SRS ESESRARK ERN—IMIE.
& :

BERREHEE

&E Lifecycle Bi&

EH Lifecycle Controller Hi&

IINTVEERE
EEEL&%EEE 0%

SERASMHES

LRERRLREFRREMA  BICRERRSEEE (SEL) . LC AEFEESHERI SEL £H.

B Web RHEERARHHE

B57E iIDRAC Web SREIHFEZE SEL , 1555 =E Maintenance ( 4k ) > System Event Log ( RAHMEHT ) .

System Event Log ( RERHMHAF ) TEETRREAETIRIERT. MBS MCREMANREE. BXEZER |, I52817% DRAC
Online Help ( IDRAC BX#1#5Ef )

B3t Save As ( 3179 ) 1§ SEL (RIFZEVERTIERINIE.

(D |iE: ANFRISMERMAIR Internet Explorer , FRINFIERFATIHIUA , IETEH Internet Explorer FRIRZ2EH, EAILIMIAT
Microsoft 3235/t RE; : support.microsoft.com,

EERHE , B Clear Log (iBlRHEHE ) «
O|i#: REEREERESIURT . BRES FRER.
BhR SEL 2B/5 , & Lifecycle Controller HEFHIER— 1 5H. HEEZEEIEC AR SEL AR P ik,

{5 RACADM BE&XZAREMHAT

BE SEL:

racadm getsel <options>

MRSBIEESH  BETENBE.

BE/RSEL £B%1 : racadm getsel -i

AR SEL &8 : racadm clrsel

BXEZER , 152815 IDRAC RACADM CLI #53 , ®E : https://www.dell.com/idracmanuals,

{EF iDRAC I B2 REFEERAFMHHEE

EEILAER IDRAC IREXAREFEERASM AT (SEL) PCRNEEFBREE. EFUTLLRE
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1. £ DRAC IRBNFERY  EREZABHEAE.
iDRAC Settings.System Event Log ( iDRAC iIRBERF = HE ) B7= Total Number of Records ( iCRAIZEY ) .
2. BERICR, BikiEYes (). BN, BEENo (F) .
3. BEBEERRAEM  1BHE Display System Event Log ( B REREHHE ) .
4. {OREAT Back (f5IE ) . Finish (586 ) flYes (2) .

BE Lifecycle HE

Lifecycle Controller HEIRMHBXZE RS LA HNERHLICR. BERATLIES N HERBEPRITIEER.
ATSEHFIENYEIER ¢

B

EFEITINR — JRESH AN SR EEXRNE ZIRNARE TIRRRE.

FiE — FEE TR EZSFHE T R REXRAER,

B — EERBIR R T ES/ IRFEFTF R/ R R AR AT EIR.

Bt — FEiZH SRS,

BB — R, B E BRI IR S5,

TEERE

HIEFERLUATE—REEREEHE DRAC B | 187 Lifecycle HEPIERER. ITHISERKIMEM
Telnet

SSH

Web F@E

RACADM

Redfish

SM-CLP

LAN _E IPMI

BT

EruEsE

REHAN TR

ERILARIESSBIFEM R EENRHEAS, SR LERTREPMIMSEIETR.
(D|i: 4HEHE=AY Lifecycle ARSEMURAEENATAG [ SHAELER,

?{gﬁ;@;{@g RACADM CLI B iDRAC Web REBENECE(FL , Lifecycle HEIEESEXAF. ERNFBEIAR SRR IP

{6 Web REIEE Lifecycle HE

EEELHEEIESE | B Maintenance (4R ) > Lifecycle Log ( £MmEHIARE ) . WATEE R Lifecycle Log ( A£fEEAHIAR )
HE. BXREINESEER | 15205 IDRAC Online Help (IDRAC BXHESES ) .

71k Lifecycle HE

SR LUARIESRE. &M, XA eEmiERE.
75k Lifecycle A= :

1. 1E Lifecycle Log ( Lifecycle H# ) TRHIAY Log Filter ( HENHE ) K , HUTLATMERERTEERIE
o MWTHIFIFRHIESE Log Type ( HEHE ),
e M Severity ( FEEM ) ThFIFRAEE=EMRT,
o WMA—NKEF,
o IEEHEFEE.
2. BEmMA.
i HERE B EAEERT.
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JEFiERIME Lifecycle BE

BEEERINE Lifecycle B :

1. 7E Lifecycle Log ( Lifecycle B ) TUEA+ , B HEEE/ + EifF.
BﬁEDKLTIEE 1D ﬁﬁfﬂi{n LS

2. £ Comment ( &Fif) 7fIZEP$aJ)\1§? HELENSEE.
BIES BT Comment ( &FiE ) 1EH.

{5 RACADM &F Lifecycle HE

EHE Lifecycle HE |, 156 1clog @<,
BXEZER , 15218 IDRAC RACADM CLI #5837 , Rt : https://www.dell.com/idracmanuals,

£ Lifecycle Controller HE

SR LNBIT BN ESERY XML SGIEEEA Lifecycle Controller HE (JEEIFIEFESE ) SHEINEHZS AR S, F4509 XML X4
FBEE . xnl.gz, XEZKBREBEINFRSZIRFES Ma’%fEEE’JJIIDﬁF‘ B E’JJIID’JF“ HEFl,

{6 Web RES Lifecycle Controller HE

E(#HF Web REISH Lifecycle Controller B , iEH/TLATERE

1. 1E Lifecycle Log ( Lifecycle H7& ) TAEY , Btk Export ( S:H ) .

2. EELTERZ—
o Network ( 4% ) — 15 Lifecycle Controller HESHEIME EHHEENE,
e Local ( &l ) — 15 Lifecycle Controller HESHEIAMR S FHIGIE.

Dlix: EEENBESTREN , BNAEXN AP SNEREREHES | WRERES SRELEHEA

BXREFERIER | 15217 IDRAC Online Help ( iIDRAC BRIIEEED ) «
3. B Export ( S ) BHESHEREENE.

{5 RACADM & Lifecycle Controller HiE:

BB Lifecycle Controller B , {8 1clog export <,
BXEZEE , 52815 IDRAC RACADM CLI #53 , RE : https://www.dell.com/idracmanuals,

DN LEiERE

BR7| DRAC I MRFEHILIMITEER | AETIEIRAFASMFEEESRRATF. BwiiRs DRAC SRR 8E
LR ER. 8N LEERRESIF 255 NF/.

®| i IR TR,

ERINIIEER

1. T£IDRAC Web R , 5% Dashboard ( {{F&#z ) > Notes (;E ) > add note ( FILERE) .
LRS- E < Work Notes ( TEiEER ) Tam.

2. 7E Work Notes ( TIER® ) T , TESESIAMEFHINSIA,
(D i*: BUAEFERASIIS G,

3. Hif Save (#1F) .
TIEFFERMIZIEEF. BXEZER |, 15218 iIDRAC Online Help ( iIDRAC BXHEEED ) .
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feBintERRHEICHE

S ST A RERXRNITER S, THIRZE , 1BRER -
e DRAC IIInfE R Gt B MLRiERE,
o ITFEZRSHN iDRAC RIFE—MLE.

EFE Web ﬁﬁﬁﬂ%‘_ *Egﬁ H II..JE§

R EInfE R R AEIRSERE

1. 7£iDRAC Web RE S , 2= Configuration ( ig& ) > System Settings ( R#i&E ) > Remote Syslog Settings ( iIEIER%AH
FRE) .
BEEI< 7~ Remote Syslog Settings ( ZIERFRAETIRE ) R

2. BREERFESE. EENRSHIEIROS, BXZIRMAYSE {555 IDRAC Online Help (IDRAC BXHLEEED ) .

3. ETEMIA.
BRFEE. SAEGERRENRE SRS ENENEEITIERSES.

EFH RACADM ﬁﬂﬁ‘_hgﬁﬁulﬂﬁ

EREERERAHTCRIZRE | (£ set @5SH iDRAC. SysLog HFMIRISR,
BXEZER , 15215 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,
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o NFI SRR

TZETLAER] IDRAC RSN EEZERANHEIRER. XEMTETEISHEERS LAITHFEL LR FHFE.
FEIIRE

e Power Monitoring ( EBiElSE ) — BEESERFNRFRES. BRITEHVICRNYEIEYE. BES.

e Power Capping ( JIZEHTN ) — BEEMNKESERFNIERE , SBERRIVIRAEEEE. XS —TUENAIHEE.

e Power Control ( BBiFEH ) — iHEATLURENITSE RS FRRITRIETHRIE (FI0FL. X, REESE. XYEHFAIE
BEU) .

o HEEIN — BLERIRIEI , FIIIRRE. AERAMIIRREYEIE,

-

TR
REFNESRE
PATRRIRIZHIRE
THERPRER

B EFEIRIREIER
[ERREERRERRE
ZRERAD

LRI ES

IDRAC SFHEIENRF PRI T FHITHRE !

FEESMIRFREIE.

RIThE, IEENRLIEERR.

BI—VNES, BI—RE E— A MAThEREAE.

Y. BIVIEATIRE.

[ SRIEEFIEERT L.

IEEREMBITREE (FXINRIMERIRSE ) .

(D|iE: (£ DRAC E{THIA SUEPRGTNFEES (/. 8K 88 ) WEASE. WREHEH DRAC , IENIIRESIEEEE
K BEREEHE.

{EF Web REEN CPU. AFHISHABELRREIEGEISIR

E7E iDRAC Web FREIFUEN CPU, AIEHD 170 HRERAYIEEETSTR | 1B%&ZE System ( 4t ) > Performance ( 1488 ) .
o EFIEEEIES - EEFMESR TR CPU, WTFF] 1/0 FIFRIETFIR SR CUPS FEini X anSsi s &4,
o RFIEHEHBEIEID
o 12t CPU. WTF. 10 FIBRUKRRFR CUPS IEHIIAITEIR. MRENRFEXT  NEFREEMET 0% BIKHL.
o gﬁll«‘)\iiﬁ%ﬂ%@%ﬂ’ﬂmﬁﬁﬂﬁﬁ%., B2 Reset Historical Peak ( EigHBIEE ) . FWREE "RE" SIRFEEEIRIE
o MEEBIRESD -
o BRIRSHIZANER
o BREIEEZEEMABRRERE. SMMEERSERENRTEEREIRE.

EXETNEMISE , 5517 IDRAC Online Help ( iIDRAC BXAIESED ) .
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{5 RACADM Hi5illl CPU, AEFMmAEHIRRAYEEEISIR

{#5F3 SystemPerfStatistics Fas<Ciailll CPU, PI7FH0 I/0 RIRAIMBEIEIR. BXEZER |, 1557 IDRAC RACADM CLI 75/ , M
ik : https://www.dell.com/idracmanuals,

IRBEUFNESEE

B SR E AR PRI REREE S HE. YIRTMEARRNES/ TENREETESERFRFEERMEN X
BURT PSU REFITREM. (B2 , BMEURREBNERRESEREEYN , EEHEDAEBHEHRE.

MR T 7] R RS RRFRINRE SFERIREN CMC BiRSEC.

NERERNFANRE | NIHREERFIRENFIAE.

TwREE "BRERF" NIRABEREINFEERERINESEE.

(D|i%: $T racreset B IDRAC BT , EERIEAEEIZABIAME.

{ER Web RENZBFHESHIE

1. 1£ IDRAC Web FRES , 5% System ( 4t ) > Overview ( #I¥S ) > Present Power Reading and Thresholds ( 4Bi#9Th==iE
HFNRE) .
2. 7£ Present Power Reading and Thresholds ( ZBIAITNZRIEEFNENE ) 2% , 825 Edit Warning Threshold ( {RiEZEE&E

{E ) o
IthAY& T Edit Warning Threshold ( g2 &H(E ) TU@.

3. 7E Warning Threshold ( Z&E(E ) 74 , LIRAFE BTU/IMNR AR E.
ZEVETHERE. XYESADRELNHE 14 BRE. REBARE  ZEREEmNtEHER BTU/ZMIIE. Sit
), WNREEMANRE BTU//NT , N B REAFHYE.

4. B Save (IRfF) . (BEEE.

MATERIFIEHIHR(E

fs5F3 Web FRHEE, RACADM , #RJLARY iDRAC IZFEHATHL. KA. F|ik. EFEX. JERE#HPRT (NM) SRANEBEF L.
&t AT LA{E Lifecycle Controller Remote Services 8% WSMan H{TiXEHER(E, BRESER , 15505 https://www.dell.com/support.

R L B S SRR AR S EN | TR, F94L - https://www.dell.com/idracmanuals 1 Dell Power State Management
Profile ( Dell EBiRKSEIRELE Y ) HBES .

M IDRAC [ERIRIBRSS sRERIRF=HR BRI T7E BIOS FPECERIRBIFIZHITA, A LIERHRHIRERIER XASFIHRS | RIfE
BIOS B & /9% T EFReR IR AT AR HAHE et A I5h,

{5 Web R HNITHIFIEHIEE

ERTIIRIEHIRIE
1. fE£IDRAC Web REYF , #EEE > BIFEIE > BiFEH. NS EBiREFIER,
2. EIRFTEEERIRIRE
o FTHZRSHEIR
KARFEIR
NMI ( JEEERRRET )
EEXML
BRER (H5|8)
KARFHEBFEERS (123515)

3. BERA. BXEZEE | 15208 iDRAC Online Help (IDRAC BXHASED ) .
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{EF RACADM MiTHRIFE=HIHRIE

EHITERIRIR(E | 158 serveraction T3,
BXEZEE , 15218 IDRAC RACADM CLI #537 , ®E : https://www.dell.com/idracmanuals,

IIZEPREm

BRI EERHRERS , XEFEIHETOFESRBERFRIZRMERINFER. XE—TURINAITIEE.

TR ARSS=EHRAITNER LR

TRESEMZAE , IDRAC TRIEB IRV RIS ST A R FRIBRIRERRALTIAAEIERR. WRIDFERREEI RS
IIFEEE R A EE | U IDRAC ATREREEK CMC IBIIRABEINER | XS SBIHESEEIEA, DRAC {RiEK CMC IEINEIREHE |
EAIRINFEHE | ERSER CMC [HERIRER., MRKBEOERBBRA  WDRERTEDN.

EQ}EEEJJ#?‘JJ&S{{E , IDRAC SAR{ESLRRIVBEHECE T EHAVRIFER. BIfE CMC TEDECHAEIRIER , REHSRIFFIIK

CMC MEMSERIRSRREMUERRAINER | FSE S BRI TR RS IR RE R SS 75,

EEME SN L IRSEHE

SIS EIRIRIERT , ISXIRGEREIHFUTRAEXAIINZRIRS], WRAKRERIIER LR, NERFOAREHERIRAFRES. WHEIR
RIFERIRIRS TRAFE R, RAEMRE SRS IS ERE.

SCRRIFERUR T TIEfa%k. TEMReARESERZ Rl , SLRRIIFERTReSERTEE FE. Flul , RE— P RINISRABTEFEES B/ 500

\E%%]%%OO W RS, ERILUSEERINESELEHEIIFEZR 526 W, REWINHEMERE  RAMRESISBEELMRS 526 W SHE(E
YTHEE,

WRERBMIIHE FIRIFERSENEEREIFES | WESHREERRN TS EEIIE LR,

WERIZERIIR FIRERTHFIIR/INSE | DRAC FJRELAFRIFEKRAIIIER LIRE.

ST LAREAS. BTU/hr SLUERRINER FIRIIB S HERIEEIZ(E.

LA BTU/hr AR EINE FIREIERT , FHEILARAFARNNESNES AN SERANESY. NEFEBOIE FIREHER , NEF

i BTU/hr (BEEEEAN. BTFENAZE | LinETEREAE.

{5 Web REIECETNZE LIRRER

EEEMEERIRRE , BHUTIATRE

1. 1E£ DRAC Web REY , #E=EE > HIFEHE > Ih=E LIRREE.
HEIERRIEIRE& BT LIRFRHIEE .

2. IEEFEIME ERTHEA.
3. TEINERERRERS , LARASHI BTU/hr SRR RSRIRGN_ ERE D UM LR,
4. BENALNBZE.

{£F RACADM Ec B IN=RPRENRES

EEEMNEELRIERLIRE | BUATHRES set tafEA.
e System.Power.Cap.Enable

e System.Power.Cap.Watts

e System.Power.Cap.Btuhr

e System.Power.Cap.Percent

BXEZEE , 1B2% IDRAC RACADM CLI #5837 , RAE : https://www.dell.com/idracmanuals,
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M iDRAC & B2 BfZ Rl BV _ L PRSRMAK

EEENRERIRREE | BHTLATERE
1. 1 DRACIRELFERFT , % Power Configuration ( B3RS ) .

()| i%: 1M ARSS SR IR SIS FIEISTIRT , Power Configuration ( FEJEELE ) $E4 a1,

ItbEHE & 7= iDRAC Settings Power Configuration ( iDRAC iR EFERECE ) TUA.
2. EERRLSRNE LR, BN, SEEEA.
3. [ERFRNANRE | SERPEXRIINE LPRERIE TR AR,
EXREMPEZER , 518 IDRAC Settings Utility Online Help ( iDRAC & B/ FITEFEAHE58) ) .

4, {fxead Back (/iR ) . Finish (526K ) flYes (£) .
HIRREVECES.

BoEFiFIR & iEIR

A\ EERIRIZRIED |, WNTRERE. RS HEMNIERRERSURIE.

PEARRFLEINEE , JEERBIRES (POVU) RIBIRSSBMEAT. Xt EHfR PSUBAILUKIEESREHEEEHE, X
ERTIFIINREH T S EATREISTUERTAY PSU,

EEEMA PSU BIRSKH |, PSU1 8 PSU2 19RTEEE 93 PSU,

ERE#RERRE , PSU ITLURIBREF NSRS, IREATHRER . NER PSU 2= ENFRERESER. —
PSU &bFIZFEHES | FHREASHEBR | 5— PSU L FREIRIGSHHIRME D ERR. BEFA 1+ 0, R PSU FHEAHRE
FB. WNERFFE PSU-1&BALTEBES A b, MIFRE PSU-2 #RbTFEEEE B o, BRAEEBRAAER (RAAZHAL &EE ) BRI T , B
E%E% iﬂ%ﬁﬁ%@‘@%#ﬂ%ﬁﬂﬁ%ﬁ MRHAZHEEER , NI PSU ZEREBIREE 50-50 , FHEBR A FIB B BEEEH
EIRyGaE.

NEREREELIREFEER ST R, ERRESRER  EENXE |, RSFRHEOBINE, BABERT | ZRS
s, EERIRELIRIE.

(£ Web R EfCEMIFIZEiELR

B EBERIZRIED , BHITLATERE :

1. 7EIDRAC Web REF , 2= Configuration ( iE& ) > Power Management ( EBiEETE ) > Power Configuration ( E8;RED
H).

2. £ Power Redundancy Policy ( BBiETUREE ) T . IGRFAENRIR, BXESER , 1555 iIDRAC Online Help ( iIDRAC Bx#L
%gﬁb ) o

3. BERA. BREFRENERE.

{F RACADM Er BRI EFikIR

ERERRIZEIEN , IBEIUTHRES get/set FERA
e System.Power.RedundancyPolicy

e System.Power.Hotspare.Enable

e System.Power.Hotspare.PrimaryPSU

e System.Power.PFC.Enable

BXEZEE , 1325 IDRAC RACADM CLI #5837 , ®IE : https://www.dell.com/idracmanuals,

M iDRAC &8 2 i FEC SR FL &%

ERERIRISEIEN , BHITLATRE
1. 1E£ IDRAC iIRE/\FFER , #£ % Power Configuration ( FBJRE(E ) .
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2,

3.

®

15 %7~ iDRAC Settings Power Configuration ( iDRAC IREERELE ) TAH.

RIS FEIE T

o [SFEZER power supply redundancy ( EBJEIRE IR ) .

o [SFIEKZEERE hot spare (&R ) .

o i&E primary power supply unit ( TEBJRIZE ) .

o [SHEERINREIIKIE. BXEMNESER | 15217 IDRAC Settings Utility Online Help (IDRAC iR &2\ FIfEFE 155
B).

{fkxEaE Back ( [5iR ) . Finish (586 ) #lYes (2) .
=M=y i =

¥ (VMRS eSSBS AT , Power Configuration ( BEjEACE ) 440 A,

=z EEsd R Mg

ZEANERAZERR LABIRZHE

1.

2,
3.

1£ DRAC & BN FTERFH , 2% Front Panel Security ( BIEREZ2M ) .
ttFT4& 27~ iDRAC Settings Front Panel Security ( iDRAC IRERIEREZ SN ) RH.

1&4% Enabled ( B/ ) LISFREIRIZHEL Disabled ( E£F ) LAZERZI%EH.

#OREAE Back ([51B ) . Finish (5E6% ) Ml Yes (&) .
BREFRE.

ZRERED

Z[REISED BJ7E Dell EMC IRFB2FFEFRASZSETT TRIREEITE. BAILUBIY iDRAC Web REREZEERIER , 5i5ES
EEE > RARE > BHHeE, > NBERE. ©81F (BRRT)

AERMERES (BUR. IR, JREM)  JLUERBRRSSEAS MEBENINRASFINR. EMMREREET™ /55
EFRERBXRERES.

o ERSFBEEN A EETMUCKBIIALRFEGER. BETLHENEEINRE. SImBFEMERES.
o BEIERKBEKEMRE  BEAUHFEREIEGENSE. Bt , XA~ ERAMREMAS SR IRF AERAIRER,
o 1RIE LFMIEHR ( MR/ O - BRESZITUARE | BIEE PCle RIZSIMEER ) | BHHRIE MEIEN PCle SR,

170

fEEf DRAC REHERIERERFEE
1 THRRSHRASMEERIRAKX LFM 8870,
2. THREEERY PCle IAIRBEMUTIE ([iniEH). BEEH ) .
3. WMRFERFB=FSF (BREXHBEXT) , THEEEIIHENRE LAV,
4. RES=HZFHEER/N LFM B , LMEEERE X SRAFPFTAIEE X RASERFI-RIREIFER.
= DRAC REFEMBFBRERRESRIER (CFM |, SIHRR/SH ) |, NIRRT RAIRSS S CFM HRERIRETI
RS,
RTEENHFIRE | BB E N ( ZKMRESEAMR/ERS , FaLiR)  BEXXERESER ( & NERE , KE
EERE ) UREEHSIEEIRE.
1. ABSEHXEREE A NERE EERRIEESAIREIUMISE  ERRIFNBEERTRRSHNER.
(D |iE: NI EEEIFFRAFE—MIISN , BBRRAE=75 PCle RNINNXEIRE. BEEIENE=)7 FRHSIAATRELLSIIR
M RRAFBREZEED , MEEFABEBASHE =73 RIINAY LFM HER3-RAIE AL
2. "BEMESIEE" ERALUSHFSIREREIEEFRRIIRE.
() |if: FLBER , ERERENTERET | SHSRLCRERIRERIA TR AT (FIa0  EREENHRIR
BiREN 45°C , (BAEEEHSIRRE [FI40 30°C] IRMNEEE SRS  [{SR)  XMER FHMARIT)
3. "AELR" EIES 1418 PowerEdge IRSZERAVFTIERE. BRIRG CPU IIFEFAEHIXBERENRS LR, XRREHE
ER  FARESIHERSTIERE.
REMBIITATHRESRESE (BIRITENR ) MEERFAEE. TAURMEDIRFAIRGFESIEEE.
1 EHRSREIERNSIRSNEFELER,
BEXNBEMREESIER,. EEMEE. ERIEGNEDHIR. EXTRUEFIIRSER.
1. BMENESIRZRIFERIEE | EERRKIERSSD (—RMsS  CULUEKEBEISF) .
BE NP EELURR (2% ) (BrsFEttst CPU S EMRANER.
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| =

MREEENITHIRR

A TEIMBIREIITRIREM. MUFIECERE
&= O£ (NIC)

REMEZIEHEES (CNA)

HREM-E (LAN On Motherboards, LOM)

MZ&FE (NDC)

EER ( Mezzanine cards , {(IERF I RRSSRS )

Z5F9 NPAR B CNA IRB ERSRMS X 28T, BIREMRTE 170 fREME (5150 : 1P #elt, @ittt SahEsFiEEER) ﬂ]ﬁ:‘[%’a
B (B150 : RS ) . EAILAE VirtualizationMode BHEIRE /I NPAR BB 2HHS X ERIFFE MEIRE | LIRS KX

IRIBE LAY CNA IREEE |, t[RELEN DR TSN o RIRB o XEMRNRE. BRESXAEY , REFFE /0 tmRE ﬁ*ﬂﬁj\
XEXHNEE. FaILUE VirtualizationMode B E I NPAR 5iE BAS X ERIFFE/ MEIZEE (5180 : NicMode ) , LABFRS
zo

£/

BRBEMAE R EIRE
HIRBMAE FC HBA IR
SECERMIL. EassiEEEmRE

RilFE MRS

SR LIRSS S RAEFHIIMER SN TR HEE R RS,
WFEMEE , B EERONEENS XN TER

o HERRIRTS

B

REFEE

Receive and Transmit Statistics ( EEWFUEIZEF LT EUE )

iSCSI. FCoE BaissfIEnER

{5/ Web FEImNIMLEIZE

EfEA Web REEEMBIREER | 1555 E System (RH ) > Overview (i ) > Network Devices ( RIEIRE ) . B2TME
RENE. BXENNEMNESER | B2 IDRAC Online Help (IDRAC BXHLEEED ) .

{§iFl RACADM Y5iMIp4&i8 5%

EEERXMEIRENER | iBFH hwinventory flnicstatistics @,
BXEZER |, 15215 IDRAC RACADM CLI #53 , Rt : https://www.dell.com/idracmanuals,
&7 iDRAC Web REFFRRABMELSN |, {#H RACADM Bf WSMan FHAAT8E B/mE B M.

EEE

YIRS BRAIR BRI TR Al EAISIEARTEAUE P OMER AT EIE, iDRAC 9 BT iIDRAC IEZMERICLLIIFIL, ItHINEE
ERHEMNATEE, &5, WUF4EHPIRSSENE— M ET GUI MRS TG EAIEHES, iDRAC 9 thRY "1&EiE
E" RT3 in O EIRRSS 2RH9 M 48l A IRBRESFI IDRAC (integrated Dell Remote Access Controller) & Fim [EZEAYFARE
B. FEEHINERTICRTAmE |, £ "EE0E" FEa .

. EFNECEIRIE
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FEXIRS BN BIEZH TFMOESERR | MENAEEEENEEMEBRIEE,

EE ERALERRIRSS 88i%F0 IDRAC ERIRAMNIROEER. IRSEEMEiHCOEIEIFLTE PowerEdge LOM, NDC, EKEF
#0 PCle B I0-RAS®ROA.

ZEEMKZRZEHENE  EESMERS > MK > MRS > MLKIgE FADD > iKOMS XKD,
EATLA T iDRAC IRE > S > EENELEEERIE.
St RTLAS T iDRAC IRE > &R > BIIRE > SHREENE LS BEEERERNE.

"EREE]" BJi8id racadm SwitchConnection View Apdilis , BAJLUBIT winrm A EE.

FERERIEIR L

=1=):: EFCEAEREREMNE. FABRT  EFEeBmEEI.
RE GNERIEI IDRAC IRE THIEIEE /S ERIEED , WEERERER.

THEHESR 1D TR IR O TIEZEAISSHAAY LLDP H148 ID,
TENIROERE 1D BRREIROEREIRRZ S IRORY LLDP ixH 1D,

(OliE: —BEENEERHEREREER | NSEHIER D MIsHim &R D AT/, REKIIMERRESERNERS. (B
A IDRAC EcERNRAIBF A LUESGEREIR B,

RIFTEZAE

(= FARFE AR ER BN AT A% 1D FNSIHEALIRCIER: 1D &SR,

()|iE: 2nR DRAC BERRSS2EMILEIROEY IDRAC RI4%inm ORISR IER(ER | FRBTRMRE | sTiER
FIZIEImEREREE 5 DHARRIHT , MRS iR ERE R T B AR REHE R AEREE (&5
MENERRE) . £AFPREYT  BEIEGBRNS  BREAVAER  FRRMHIES.

EEOE TR E
TTREREIEINE 15408

S b

ThREWREER EEMETIREEHRER | L EEEENELIES I8,

Fohsix TSR RR IR L REXRITHZ T XA,

A0IA IR ERER LLOP, MERBEREM IR EERAT LLOP,

3285 ML TR A ST A NEITO e

I RIRIERE RIGAIBENESEE , ARNEEHREROEHZCRARRERCSKY. ERRFNETRFNEZNEFRERIL
SRENERHTHOZLR.

BRYEE ETEBRIRAER D FISSH iR OER 1D 58,

Mz + oot
A E S FFRI MY 28l =%

LA -REE R SRHEEAEI DAL,

HiERS ESi5)

57414 rNDC 25GE
57416/5720 rNDC 10GbE
57412/5720 rNDC 10GbE
57414 PCle FH/LP 25GE

57412 PCle FH/LP 10GbE
57416 PCle FH/LP 10GbE

Intel e X710 bNDC 10Gb

Broadcom
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HliE B

X710 DP PCle 10Gb

X710 QP PCle 10Gb

X710 + 1350 rNDC 10Gb+1Gb
X710 rNDC 10Gb

X710 bNDC 10Gb

XL710 PCle 40Gb

XL710 OCP FEE-+k 10Gb
X710 PCle 10Gb

MT27710 rNDC 40Gb
MT27710 PCle 40Gb
e MT27700 PCle 100Gb

QLogic e QLAM62 PCle 10GE 2P
e QL41M2 PCle 10GE 2P
o QL41262 PCle 25GE 2P

RilFiamFEN FC HBA i85

EEIAEEIN R ERAPTEE DB (FC HBA) REBANESTINAHEEERIREM. S5 Emulex F Qlogic FC HBA, XJ
FE81 FCHBA RS , BHLIERROMNLUTER
o HEEINSHIER

a2t
b3

Mellanox

o imOEH
e Receive and Transmit Statistics ( EEWFMEIESTITEEE )
(D|3#F: Emulex FC8 HBA RZ3i%,

{EF Web FEmH FC HBA 125§

E(HH Web REEE FC HBA IRF(SE,i54EE System ( &Y ) > Overview ( #%E ) > Network Devices ( f4%i&& ) > Fibre
Channel ( AHEE ) . BXETNEMNESZER | 152817 IDRAC Online Help ( iDRAC BX#EED ) .

IWTER B EERS ( FC HBA RTAERY ) F1 FC HBA IRERAISEEY,

{5F RACADM ¥5illl FC HBA 188

E{FMA RACADM &F FC HBA IRFR{EE. , 1B{#M hwinventory %,
BXEZER , 152815 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

sSE BRI, Bl EFERRSE

SRS EEECE R, SEESIEEERRE | HFNEFALRE. ERFNAEFETRRRSERMNAIRE
(BN, BMERAEHG. MEIR. SERIRANER )  BNETURFZERKNSANSAMRIZRE., XIRMETERENE
E | REBEAN L ERHEREETREEI S ERNE K.

EIBIER

o EHL MAC ittt

o [EHLISCSI MAC bt

o =L FIP MAC fthiit

o EHL WWN

o FEHL WWPN

Dli: EEMBAUERE | ARSI AR EBIAK AL,
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(DiE: EEAEM FIP. EZHL WWN FNEEHL WWPN MAC BHERIELR E | B2l WWN FIEEHL WWPN MAC B STE S ECEREN
FIP BYE &I E.

B 10 tRIRTNEE , SR LAHUTLATERE

o EEMEEMNBIHEEIRE (40, NIC, CNA, FC HBA ) RIREFMtbLL,

o ECERSRS (XM T iSCSIF FCoE ) FIFEBIRRE (MR T iSCSI. FCoEFIFC) o
o IEEERS AC IR, RAEL/AERMRENSHREEENE.

ARESIEIE, BansEFiEiE B EAET e R AR R IRIIEXN ERIRALIES R EER , & RYE NIC, CNA B FC HBA IR
EREEHEBREMAETR. IRIEEY DRAC ERAIFRKIRERSIHL I/0 RRIREIHFA L.

XHER 170 tRRTIEER | FAMRIA 2EN. SRERERSI , XLEFHRERERERETER.
Dlix: BEERE , EETRBMFLZH , SETEERNAE.

325 170 tRRRACINEERY <
TRIBMTEE /0 FRRILLIHEEE.
7+=. 39: 71F 170 tRRMAThEERY R (£E)

HliER B

bi3

5719 XE-K 1GB
5720 PCle 1GB
5720 bNDC 1GB
5720 rNDC 1GB
57414 PCle 25GbE

Broadcom

i350 DP FH PCle 1GB
i350 QP PCle 1GB

i350 QP rNDC 1GB

i350 22K 168

i350 bNDC 1GB

x520 PCle 10GB

x520 bNDC 10GB

x520 2K 10GB

x520 + i350 rNDC 10GB+1GB
X710 bNDC 10GB

X710 QP bNDC 10GB

X710 PCle 10 GB

X710 + 1350 rNDC 10GB+1GB
X710 rNDC 10GB

XL710 QSFP DP LP PCle 40GE
XL710 QSFP DP FH PCle 40GE
X550 DP BT PCle 2 x 10 Gb
X550 DP BT LP PCle 2 x 10 Gb

Intel

ConnectX-3 Pro 10G EE-F 10GB
ConnectX-4 LX 25GE SFP DP rNDC 25GB
ConnectX-4 LX 25GE DP FH PCle 25GB
ConnectX-4 LX 25GE DP LP PCle 25GB

Mellanox

57810 PCle 10GB

57810 bNDC 10GB
57810 £E-& 10GB
57800 rNDC 10GB+1GB
57840 rNDC 10GB
57840 bNDC 10GB
QME2662 KE-K FC16

Qlogic
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. 39: 3785 170 RRMHALINEERY R

Hli&Rs

X8

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16
QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16
QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32
QLE2740 PCle FC32

Emulex

LPe150028-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32

32§5 1/0 tRR{ILEINEERY NIC EfFhRE

1£%55 141X Dell PowerEdge fRZE8H , BUABR FEREWMER NIC B4,
TRIRMH T2 170 FmRLATHEER NIC E{EFRRA.

iDRAC i&& /3 Flex Address 1&zUakiEH SR ATRI BRI T Flex
Address fliFRX ERI&1TH
TRNMETEREIIEIETR (VAM) BEEEFSA MR T AURBX .
. 40: [E#l/Flex Address FliFRABIHRITH

CMC g Flex iDRAC HBERIE |10 #FiR7E iDRAC i1 [ SCP AR EPMF A MRS -
Address JIEEIAE | HITNEEIRTS EEAB L
Flex Address B2 | FlexAddress &=, [S=1:E] Rt TR BLEH VAM {3%A1F | iRE 9 Flex Address
(VAM) BEcE =
Flex Address B8R | FlexAddress &=, [SI=1zE] FAELE VAM ZE 9 Flex Address | TTHEFANME - 188
Flex Address
Flex Address Bf8F8 | FlexAddress &=, [RE=y=s {88 Lifecycle wENZEEN THEAM - 1R8N
Controller $2tHY | Flex Address Flex Address
BEACE
Flex Address B/ | FlexAddress &=, B2 KRELE VAM & E /9 Flex Address |iZE& 79 Flex Address
Flex Address BZF | FlexAddress 18z, =)z VAM BEE ECERY VAM (BATE | (XBREFAME - 88
T b
Flex Address B2 | FlexAddress &=, E2EA KRECE VAM RENEE MAC I8 | ASZRAFAM., BX
Hik RFEfTH
Flex Address B2£F | FlexAddress &z, 228 {85 Lifecycle ZEHARY Lifecycle | ASiEEA M, B
Controller AT | Controller BB | RFFITAH
BEEE eZes
Flex Address E222F | FlexAddress &5, BZH KELE VAM REFEME MAC b [ IREIREME MAC ih
pil b
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. 40: El/Flex Address FliFABETTH

CMC Hffj Flex iDRAC HRigEa94E |10 #FiR7E iDRAC rh | SCP B RS AR R EERRE -
Address RS | BITHEEIRZS Btk
Flex Address BEiEA | FEER [&)=):E! VAM BEE EREHT VAM 354 7F | /RERIMERFA
= HFNERR
Flex Address B8R | EAER =)=z KRECE VAM iﬁ%%@# MAC B ﬁ%ﬂa@# MAC b
Flex Address B | IR B2 {5 Lifecycle ZEEAR] Lifecycle | ASZIFEAME. BX
Controller $248AY | Controller BE&E{BIA | RTEITH
BIREE F=
Flex Address BZEF [ IR =)= VAM EEE BB VAM (ATE | WRRRIERIFA
= MHFERR
Flex Address B25F8 | iEREHART [=)=)zE! KELE VAM ﬁﬁﬂaﬁﬁﬁr MAC it 1%%79@# MAC it
Flex Address B2 | FERAED B2 H {EF8 Lifecycle ZEHAR Lifecycle | ASTIFIEAME. BX
Controller F2(tHY | Controller BEE{AA | R FRITH
BEEE ==
Flex Address B2 | A ED E2H RECE VAM iﬁ%ﬂﬂ@# MAC 1t iﬁﬁﬂﬂﬁﬁ# MAC
FlexAddress 1 10 #FRBIZESR1TH
#. 41: FlexAddress 1 170 {FiRHIZEH#1TH
FlexAdd £ |I10+RiR{E iDRAC H1 | E¥hs| SEHRITE e ENCISEE VA
e CMC RETTHEESRAS | EOTIBERE | | REEVAMaIEIE | VA SRR E s
B FARSEEAN |EEB E2H M CMC FlexAddress | #R3E FlexAddress il
HIARSS 28 &
Zzgﬁﬁ , BEFE |EEA = - FEEdFEA FECEEIMEE | #RIE FlexAddress #1
E5A & EeeEe |
B2 B2
B VAMEAME | EBH [Rryzs M CMC FlexAddress | #RIE FlexAddress 1}
ERIEERVAIRSSES %
=)= =)=z 2 - #igaiEA TEREEME | RIBTE RS
r’E
a5 M CMC FlexAddress | #R¥E FlexAddress 3
%
B2 [S)=):E! 2 - FigadEA IR IR e TE?EEEEFCIE%H%
& B |
B2 E2H

B2 170 FRRELINEE

BE  IRSERGS|ISEHREE | ARERRENSISHERDGN. ERILUSA "I/0 A" TRELISEIS IS, MRS

ThRE

BE—RRGENMTL , FrEII5 I SRR T,

FER 170 tRRAAIIREZ AT |,

R

o HIHBER. EEMRREHNIR.

e BIOS, DRAC FIM-EEFEFARIENL.
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FER I/0 tRRMALINRESS . M IDRAC SHHIRSS2RECERCE MM | £ SCP XMHHIEMATRRY /0 B | RERBIILXXHEHRSA
iDRAC,

BX SCP XHhalEAY I/0 FRRIINRERBIERIFIZR | 1555 https://www.dell.com/support IR NIC Profile ( NIC BEESL
%) IRBAS A,

)| iF: REIEMEE 1/0 FRRILIIEE R,

{5/ Web REEAIEEA 1/0 fRRMNILINEE

REFEEER /0 tRRIUILINEE | BHATLATRIE |

1. 7£ IDRAC Web RES , #Z Configuration ( fgE ) > System Settings ( ZHEE ) > Hardware Settings ( f@#{4igEH ) >
1/0 Identity Optimization ( 170 #RiRfiL ) .
BERPSE7R 170 Identity Optimization ( 1/0 B4k ) TI@.

2. B 1/0 Identity Optimization ( 170 BHBiAL ) IXITK | i%$% Enable (I5A ) ELUSALLIIRE. B  NiBMRILEDT.
3. BENAYNAERE.

{3 RACADM [BSFEk22H 170 tRiRHELINEE
ZEA 170 fRIRMAILIRE | iBERU TS -
racadm set idrac.ioidopt.IOIDOptEnable Enabled

BRILLIIREE | S REF B RR S REEREER.
BHA 1/0 tRRMAIIRE | BERIA TS

racadm set idrac.ioidopt.IOIDOptEnable Disabled

EEE /0 fmRLHIhEERE | iBFERLUTHS -

racadm get 1DRAC.IOIDOpt

BB A RIS E

M 10 43R |, BHLIERERTIEERAERMERTHRE  BMEEMBIL. EassfiFEEmENSAMEERYE. 8N
FAMRREMN AT RRATIEERIENMEROMNOKX,. HEHBEIRESIFREMERIREZ ARRETATRE.
iE: 2N5R7E iDRAC _E VirtualAddressManagement [E1412 &/ FlexAddress tRI{HE7E CMC 7 FlexAddress JREEEER , Hig
B HERIAERT , Persistence Policy (5 1508 ) TIREATAETTIAFR, FRIRAE IDRAC H1¥% VirtualAddressManagement /&t
& Console ($£H1& ) BHTETE CMC FZH FlexAddress T8E.

AJLABCE LA A RN

o [EHAMENE : 4HEHHEBIGE

o [EHUMIE : AFEBNAtEEIRE

o [SEfER

o TFHEBR

RN A MERIR Z B , IBHEIR -

o XMIRBEMEDHITORKIFAM , B, )BR "EEREERFRIREMN" B#F.
o ZF 170 tRIILINRE

EUTERT , B85 ﬂi || Lifecycle Controller B :

o [SFEEEER I/0 RRIAILTNRE.

o FAMRIEETK.

o [EHlBLE. BEIESFIEIMESIRIERIZIRE. RFEHEENIRE R BL R IXLIREIRENECRE—KHERE.

FIXS SNMP, EBFHB4EL WS-eventing IBRERASEMHEF. HSEEEETERFERE
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A ESRIBRIBOAME
. 42: R IERIEHBIAE

R R MESRRE AC fE 23S mels
REfUSBAE : dmBpAtERIREE HRigerh BiE [S5rigz
REfUMbLL « AEREEAMtRRIRE | RikTh i [=5rigz
[Bzhes [=)ri=S BikE [Sbrigz
R [S)ris=S [ShriEs [=5rigzs

(D|iE: BRAERBESRAFBRITRIFSEEREMMIN | SMERFAMEREASRRENEIL. SUIEERIFAERE

[ERRIRERE L.

(D |iE: MFRFEEMAUFAMRIEF BE CNA RED X DIRE 7RI, FElsssiFiEBin , BBATEEM VirtualizationMode B

i BE.

{EF iDRAC Web RHEECEIFR ERI#IZE

BRCERFAMERE  BHTLUTRE

PRMWIREZR  BOERFERREMNIELL. SassfEEENEENE. FRFARIRITSEsTEE. SthaTls
FER— BRI USRI EMEIBIHIR E Y Os FHERR iSCS| [EalzsfliziE BinsAE E-EAY 178 FRATE X IR EfSEhEE

1. £ DRAC Web REF , ¥Z Configuration ( fitE ) > System Settings ( RHRIZE ) > 170 Identity Optimization ( 170 #RiR

fhift) .
2. AT 170 fRRIRMGIEIN K.
3. TEISAMRIERO T, A MSAMERIRIEE N FIE P TS I0
o MER - ERENERIREEIIEUE BIRRE.
o REIR - ERERERMMREEIMbIIEBIRRE.
o AC Hfif8 - FER 4 AC WTEEIBNAHRER EHIII S BtRR E.

4, BEMA.
BECERFAMERE.

{EF RACADM EEEIF R 1 RE#IRE

BRERFAMRR |, BIELLT racadm RS set FanSESEMA :

o XITFREHMBLL , i5{#EFE iDRAC.I0IDOpt.VirtualAddressPersistencePolicyAuxPwrd #[]
iDRAC.I0IDOpt.VirtualAddressPersistencePolicyNonAuxPwrd 35

o YJT/25NEE , i5{¥£F] iDRAC.IOIDOPT.InitiatorPersistencePolicy X5

o WFFERR , i5(FF iDRAC.I0IDOpt.StorageTargetPersistencePolicy XI5

BXEZEE , 135258 IDRAC RACADM CLI #537 , ®E : https://www.dell.com/idracmanuals,

iISCSI a2 fITFEBIREGAME

TR T BSAMEIR 2B ISCS| [EahSEf Iz BinmIBiAMERNTIER.
%K. 43:iSCSI| 35S - BiAME

iSCSI Initiator (iSCSI BE1ZE ) IPvA4 1550 FRIFKAME IPv6 1530 TRIZKIAL
IscsilnitiatorlpAddr 0.0.0.0
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0

IscsilnitiatorlpvBAddr
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#+. 43:iSCSI |3EhE8 - BUAE (4E)

iSCSI Initiator (iSCSI [BE1ZE ) IPvA 1550 FRIERAME IPv6 153 TRIZKIAL
IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0
Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6Gateway
IscsilnitiatorPrimDns 0.0.0.0
Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6PrimDns
IscsilnitiatorSecDns 0.0.0.0
Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6SecDns
IscsilnitiatorName EiEkRE EiEkRE
IscsilnitiatorChapld EinkRE EiBkRE
IscsilnitiatorChapPwd EiBkRE EiEkRE
IPVer Ipv4

. 44: iscs| IFEBFEH - BHAME
iSCsI FiBirEE IPvA 185 FRIFRAME IPv6 123U TRIRRIAL
ConnectFirstTgt i E£H
FirstTgtlpAddress 0.0.0.0
FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName EiEkRE EiskRE
FirstTgtChapld EiBkRE [Sh=GRI
FirstTgtChapPwd EiEkRE EiakRE
FirstTgtlpVer lpv4
ConnectSecondTgt [z [mEd=s!
SecondTgtlpAddress 0.0.0.0
SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
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#+=. 44:iscCs| FiEEirEE - BOAE (£8)

iSCS| FiEBiIFREME IPv4 X TFRIFRIAE IPv6 1530 TFHIRKIA
SecondTgtlscsiName EiEkE EiEkE
SecondTgtChapld [ShS = [Sh={3 =]
SecondTgtChapPwd EinkRE EinkRE
SecondTgtlpVer lpv4
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B IR e &

M IDRAC 2.00.00.00 higAFFa , iDRAC ¥ BT HAMRIEEE | U OEERERENN PERCO 15158, A GIDETITiEE BiEE

FRAROEFEEM. XEBHEIE RAID F13E RAD 1I=FI2s AR ERRICIREE. mO. TAERME. X3F5 14 15 PowerEdge AR

$58% , ¥ PERCO #1 PERC10 =418,

TENFEFRANERK. . ESTRREUNRESESSIRANEE (CEM) 2R H5TH , HARET 12C EO@d MCTP

i&i'—ﬁmﬁﬁnﬂﬁﬁ PERC ¥428HTiE(5. XTFLAIECE , CEM i PERCO I24IS8fIEE S R4S, PERCO #5428 FRYEHhRA MRS

9.1 HESIRAS.

()| i%: S140 SR RAID (SWRAID) 7R52 CEM 378 , EIILLTE IDRAC GUI HAREESZH%, SWRAID RILUSERS WSMan API #1 RACADM i
TEHE,

IS iDRAC , #Fa]LAHYT OpenManage Storage Management EEMHAIAZHTIRE | BIELHT ( TEEHIS ) BEEH<S (fI

W, GBI ) . B LUEREMER R RIS ToREMECE RAD,

1&F& B8 BIOS RIRJ AL EFNEIRIEHIEEIhRE, XEINReEIEACE BB A RAID RAFIHEBLATIEIRFF. ELE5)

Y EMIEHIEEINEE | GIMNERFINIEHRR, S AR R ESUR TR D B E SRR EUE.

FEREeE

o IBHIEE — ASHUMERATZEENEETEHIE  MBEEBFIBENIRBEAXEEHEE. BHRERAPSHAERRREN
BB AN IGREE. EHEEEERE— S S WIEH AR O SYIEREIWIERIERES (&3m0 ) . RAID =588
AILAEHEENR | RS MENSEE— ST BNFHESRsEN#E. BHSSTesTREMES | thiSshEREN
A ESE., BSiES | R EMR ARG RMRERFIEREG. ATIEETLE  EHesn g iR REHFNIK
FEFMRA. RNEAEHESEERF IS NSRS TES A EES ARSI, ERXLIIsEl T EEMIEIEE .

o YIIEREEYIRIRE — (U THUERSEZZIEFISE. £ RAD =588 L | YIIER AR YIBRE AT OIZ S,

o EWIHE — RAD IEHIBEN— NS M EZCIENEME. RAEIHETTERS MIER AR  ERBERAEHN R
NHE. RIBERRY RAD 31, IIREFEMESIESEERFENMEEY | BB RBITRENE. B EREEE
RAID #5285 L 8URE.

o HAE - EEEIRFRIINGD , SRR YRR Z NI T RER.

o Hik — ESHIER. EERT  BHESERSTIMEMEERZINE  EEFESSINBEXBRNEIEINE (IBER
8B, BTRE) . YIEATUSSEIES , B LUEERIRAEIR.

BT EENEFENYIERA |, AR LUSUAERHINE. BIRZSETIEERNSSIVRE. EoTLMERTE. MERTEE

BERRMASTHIRRS BRI RSP,

EEREHIRRROIRIR BV REE RHES. WFSFAIZSHFE | SRR EHIIRSS IR,
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VD>

<option>=yes
oECHREH

<Option>=no

EiH o B

SR HIES

BILAIEHIRR I TIA T RE |
EcEEHIzRE
SNKENSNINPEE
iBFRIMEBECE
ERIEHIRRECE

ol EXEkReER
EFRBNBRER

feEi=HlzaEE

YT R | ATREIATY

o XSRS (EHEFD)

o EEESILCRER (MR R AT )
. XRETARERS,

. teE-EYEER

. ESHE
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o METHEL
o MME—EiE

o EER
o [FEHIMAEM (BGI) =
o EEfR

o IERAIBEMSNIMEE
o BIENENREE

B EE RN RIRSS SRR s i Bz b =e Bt .

KAGEEUE L E RSN

KIS SR REIR R AR, SURELTIRA. EEBESTE SAS #1 SATA HDD LBEFHIET—IX.
KISTEEASEATF LA TE RAOYIRHE FiElT -
o YIIRRLEE/9 SSD,
o YIRS HEEEEIHESNH OB ARED.
o YNEHEEIERELEERTIU T — TR FR RS
o HE
o EFECERENITE
o EEWIRKL
o ME—HM
4k, EEERURESTEREM N/ EshEREEE | HESN/SHIR(ESRERE.

DfiE: BXE "B B TR TRENESER | BSR4,

(D iE: AFRIZHIREFAIRIERTRTR , WA REAIRLESAIREETR(E, BIEEATLAER IDRAC REMRIDIERIRE £
EENRERE RV AT R FE 2R,

TE S
T RS AR B A — T VEHOR MESISR R R A /O 183K, WURIERE SAS 13Ige TP,

[EE#9mait (BGl) =

£ PERC f=le8 £, AREIMHEIE VIR EIN#EELES 0 2 5 DHRBmITE. TAREIMHEEIE SR SERENL
BRI ES S TREIEFHIRSEARE, 5180, RAD 5 ERINHENEERTRERRE | SHBRIVEREHIRL, RADT
REMHENEEYIRTERIETME | YIEHEEHIREE.

[EEVIaHIS AT RS BRI RBIF I IE T REUES R REA SRR, EXAH  FeVlRtEESHE—SIEIRERM. N
TFEEYIRNIEIT A BEeiZId e, MREGH | FAYIIRHRTE 0 5 5 S NBMERSH. SEaVIRKIETSITH  aleeRE
%‘%ﬂ& (GIAMEBRIS N E ) . Efthidig ( FINEZENHE ) BAESRantRINET. XEIESSEEEHRIE
[EEVIRHERRTECE S 0% 2l 100% , AREBTEITEENRHUESHRARIFIEStE. 878 0% i, JWTiEHEs , Failn
HWEBREMLR  FERKHIMNEA 8N , AFERMESMREMINGR/NIRE. FEEVREEN 0% AERREEREERFLES
HiF. BR100% /Y, JITIEGIRE | REMRCEERSNLR. FEVRHIREEE  FERNRFMERMRARIRE.

mE—EME

ME—HIHESTRIER (56150 ) EEERE. WESNERT IREMERE. IRFE  HE—EMESTEETRE
7. SEMEELT "KWRITR" KRS ETRE SRR MR EZ IS,

SE—EMERAEEN 0% 2 100% , AREATIETRE—BMESHNRRZTRNEDt. B8 0%/, WTEHes 85—
MEBREMLR  FTERKAINEZ TN , FERMARMETNE/IRE. E—EMEEN 0% ARMBE—HMEFLEER
HiF. B8100% B, XJTEHRS  fE—HEEERSNLR. RE—FMNEKRE  FEENRAMERNRAINRE.
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BlIEEEN R EEH

EcEEHIREIR  SALICIEREN R, EHRERINEEARESMRIMRMER] SED YR, BRALIASNESINE
DHRERYIEHIRR R — MINEE R, EAAMERER (LKM) IhRErl LIETEL2EH, KM BIBTAERRIFEMEERTERIZ R D 70
TOaEA. MRER KM, N s R ISR BmR IS E R e INE =R,

£ HBA R IiEfTHY PERC B EATIFZIES.

?E%@E "INEHERERME R TeEReEREREEES  ARZRURNMRZZ2ER  WSEREETeEPERER

(£ Web REECEIZHISRETE

1. 7£iDRAC Web REF , 2= Storage ( fFfiff ) > Overview ( #%E ) > Controllers (¥=HIgE) .
S EmgEEHIsR .

2. 7E Controller ({=§Ig8 ) o+ , RGBSR ERHTHIES.
3. AR NEMIEEENEER.
fgurrent Value ( H7i{E ) 7IIEEENEHINENE. ELIETNENEIER Action (1R(E ) ThEEERADERIETIERIZ

BXEFRINER | 15215 iDRAC Online Help (iDRAC BXHASES ) o
4. 7£ Apply Operation Mode ( RIFBIR{EIRZ ) THIEREG | IEFEN HIREATE,

5. BEMNA.
BRI ER R PRI X IR E.

{5 RACADM e Eiz= =BT
o EREGOEAES

racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}

o NRKIEIFEURNEIRENTF , BRI T e S KEHHHE LLKIEER
racadm storage patrolread:<Controller FQDD> -state {start|stop}
(D iFE: ARIZHIREFRIRIMRTRIR , WAZS "Ba)" M "EL" SKaSBiRURIF. RMEERTLAER DRAC FERLL
TEARRIRME | BXRERAIEL EEIRHEEITEN,

o EEFE—HieEE , i5EF Storage.Controller.CheckConsistencyMode 352,
o EEHEZARISEL, , 5 Storage.Controller.CopybackMode %J%%,

o EEHEmZAMAH T , 155 Storage.Controller.PossibleloadBalancedMode Y152,

o EIEEEHATWEMNAAEIIT HERENREAZRB DL , 5 Storage.Controller.CheckConsistencyRate 752,
o EIEFETRATEENIEHENEHEREIFRESLL | 15 Storage.Controller.RebuildRate 335t

o EETTRTHCEEMEESNERTEEMRN (BG) EFHIRSEIRESLL | B

Storage.Controller.BackgroundinitializationRate X452

o EEFETRTERNIEWENENHEE IR RAD 3 SEMHERNEHREIRE ST BB

Storage.Controller.ReconstructRate XJ5%,
o EhinilEs = e RIS RAINSECE B S AINEE , 15/ Storage.Controller.EnhancedAutolmportForeignConfig X752
o EQIEE. EXEMbrLEBRLANERIIRNE | iEFEAUTHS

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>
racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old
passphrase> -newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>
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SASBHSAMEEE

HMNERECERIEBAEN—MEHIRERREIS — MEHIRsA IR AR FROSEE. SRR BEEYIEE RS ERN N E.

EEILASNINRECE | LAEEYIEHMER AT RENHE,. NIINTEETESLT "ME” 5 "BR" IWSHEMEE |
FEETATISASCHFENEMHENAERE | F8ESNZIMBRE.

FrE USSR FE | (BINRENHEIEEERUR RAD K5l NATERIMITRETE.

a0, ANRINPECEP R B S RAD 1 EEMH#HETRIREN—in | BPARMBEELTERPIKSHETUSAN. MRINBEENEE—
MRAMER="IERHEECE) RAID 5 RIS | BBAIZ RAD 5 MM ELTHIRIKSEARES .

BREEIUEEERSL | SMBECEIRATREE T — M= O B ARG RAERERS— MEHRaE#ER. SAINPEEESTEHY
BHEIFNREASA. MRZYIEHEEL RIS DRENTRRAER | BREAR S ERRENHEEINPEE B
£ Nz F 2 RREASA.

NEFREMEIER A IRETERS (LKM) BIERYEAINPECE | WFELLhRARY IDRAC F |, SASMBECEIRMFATA. Swnmd
CTRL-R f##ifiKa=s , AFREEEM IDRAC SNINIBECE.

RGEHERASNZEIRIINBECER | ARERSNIIMNEEES. SEaLiBIREYIEH NS RAWIEEEFREE SN E
( EEMBEREAER ) . MNRYIBHEIS IR | NABEHE S S TAEE D MRS DTS 7 A& A,

Dli: BAIMPEEES S SNTFINEHSHISSAYIERS FHENMERIE, NREESMMNEENE , NSAFEERE.

PERCY ZEHISSTFENSNINPERE , TFEAFRXE. BHSAILERARERA. INREEA , PERC =HsRTBsSNENEIRY
HASNBECE  MAHFFHT. WREEA , U PERC Fe=BmISNHIINERE.

BB EERIRAIRSS 2RI R A BES N\ INBECE.

£ HBA R IEfTHY PERC 1= 88 EARSTIFZITS.

(Dli: Bt LARERREEETHT , FEBIRINBIIERS, B SRR aTa S = N BE .
AEELATMERPRISNBECE

o EETRIFTEYIEHEECEN FHEEA.

o EETRIEOVIEHECEN NI EREA.

o EUMHETHFTEEEEEARNNEET  AREHEA.

o IFTREMHEETIWIEHECET.

AR IRBIER TS ARWIIER#E

o MAMIMNPECERISCRRS NI |, ¥IEH BRI RERENE. RBEAELT "Unconfigured Good”  ( RECE , RIF ) K
SEY , IXaheR EABEHITINESA.

o TESAHIMEEESTIARSHIIRENES.
o EARIFSNEY/\ M RIFNBEE.

{5 Web RESAINBECE

®
(D|iF: FTES BOSS SRR/ NBELE.,

ESNIMNIEE | BHUTLATRIE

1. TEIDRAC Web REH , HEEE > IFHEECE.

2. MR THSEEG | IBREEANESNINE ERTHIE.
3. BEHMBERETHSA  AERGMA.

i MRRERPFEATERIIMNBHERE | N— M S8S M IERIUEME RIS ER BRI,
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{£F RACADM &AMt E
BENNRE | WHITLUTRE

racadm storage importconfig:<Controller FQDD>

BXEZEE |, 15519 dell.com/idracmanuals RS iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #p81T
SEEE ) .

isbR/MERECE

YRR EN—MERIREEIS— NG | BURESRNE SEEEERD B EYIEHRE (INPEE ) . BrLIEZeEE
HEANSRBILRIERIYIEHREE S S/ E (RIUHER ) . MRMIRHERSHING , NYIEHEE S AEERD EU
W, SNSRI R FiER SRR R EER.

BFRINRECE IR PR R A BRI B M IR h=s AU WEERR FRIRTEEUE. MRGES MINBEIHE | NFrEREIRHIE
bR, EJREERESNEMHBMAMIALIE, EITINBSIRRT LITIIAN. RBEITESNNARTEINBEE | FJLAER
TERRIINEREC BTSRRI IIR R A EROSNED AR,

{5 Web REFSIRIMRECE

EERMIMNBECE | HHUTLATERE -

1. 1£ DRAC Web REY , #E=FE > FiEbcE > IEHISEEE.
it S Bkl S A E T,

2. NWEHIZRTAERERS | EREENEBRIMIECERIEEIRE.
(D|iF: ZEh BOSS 4S8 FHMNBELE | 5%t "SiREE" .
3. BEERES.

4. BTERA.
ERIBE RN R IR AR AR,

{£F RACADM j5iRIMEBECE
BRI

racadm storage clearconfig:<Controller FQDD>

BXEZ(EE , 559 dell.com/idracmanuals HiZ2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5$1T
SEEE) .

EiiEHEREE

ERIAEIRIEGIRRECE. WRPSHIREN#EIS , AEERTEEHRE LAER. EASNEETEIRBIREE 2 ST
17, EREETSMIMEAUINERECE. XIULIIRERYSERISTIHIERT PERC 9.1 BEift, BIRECEFSEMRTILIE. TLAEMNEEST
HERNEEMAHUTIRNLERE | DIRCRFTRSSEEUERIRE. BWREEIRSFEHIR,

Dix: BREHBMERSMIRINPEE. EMERIMBEE | BT EREERLE,

{8 Web REE = HIZEEE

EHERIETIEEE ¢

1. £ iDRAC Web RES , 4% Storage ( 77§ ) > Overview ( #E¥5 ) > Controllers (#5458 ) .
2. M Actions (1R{E ) ThIZEERF , I—EEMEHIREIERE Reset Configuration ( EigEHE ) .
3. WFBNM=HEE  ERARMEE ThERRF | EERENEIRERIRE.,

4. BEmMA,
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BRI ER R RN X IR E.

{5 RACADM iz HlzSE &
FERIEHREE
racadm storage resetconfig:<Controller FQDD>

BXEZ(EE , 555 dell.com/idracmanuals Hi2{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5$1T
SEEE) .

DRI RR R

(D|iF: PERC 10 2SS RSt plasia =,

£ PERC 9.1 {IEBARARUZHIZE | |, aNEBTE R RAID 2] HBA SKEXUEHISEAFE, tImHIBSAVIRIES HBA =S8l |
@EE@%%ZJ‘EH};T%{’E%%%EQ EHEMEENE— O MERAYED , ABESCATEEE. 7RSSR RAID B8 HBA 2
I, IERER

o RAD IEHIBSSIFEHIESEIER. £ RAD FHIEREIFANIEAYEHIES £ | IRBEEBUEHIsSEILAYSEIN,

WS RS RRETE AR R .

W BRI F.

bR BRI MNP ECE.

WITRERFE L TEIEIRSHYIENEE | B TR EEEIREE.

WIRIBRE(TS SED KEFRA L 2 %4H,

B EE R R B SIRER.

SRR BRI IR S ESIEHIRER.

D|if: ERFEHHER T AIESHINIERS. RLTH. RURSTRER | ERXLERE MR,

GQ)|iE: ERR T ERUEHIESHEILZ AT, XI PERC FD33xS 1 FD33xD fF{#FREEIRE CMC IFaNiE, BXFHEEEE CMC FaiENES
B8 , 517 https://www.dell.com/support IR Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/FX2s
User's Guide ( i&FF PowerEdge FX2/FX2s B4 Dell Chassis Management Controller kg2~ 1.2 FAF18RE ) .

iD= HI 2R AT OB

LATRFIZRIZ MR iDRAC SRE (5120 Web 5RE. RACADM F1 WSMan ) igEi=HIss B ATaIFIS -

o NI PERC =T RAD 1B, , MIASCERITEEN#EE. AEH. J/INIERE. THeRHsRBNERER  KNeEE
RN EEI HBA 1R,

o IZEITHISERTLRT , FREECEE D RAID #{E, a0 , 708 PERC 4bF RAID #2%, , BI& PERC B EEIZE N HBA &, , ME
ZIIRE BGI B | NIFEERRE,

o 5 PERC $=HIESM HBA t1#E] RAID &Y |, IREN=shFIE RAD RS MBEASBEMEEN "#E" KRS, Wi,
RAIDEnhancedAutolmportForeignConfig Et<Bz1i& &I Enabled ( BI8H ) .

LA RIS IR SS AL E U4 ThAE @Y WSMan B RACADM IR BisHIS = ATAIFISh -

o [RSSESECENHINRERITFIREIR EIEHIEHRIANBCE S RAID 12, a0, , AR PERC $=HIEs4hTF HBA 125 , ErILAgRIESH
IRSZESECE Y (SCP) LUBIEHIESBN KN RAD |, IEIREHEIE AT OR B,

o MIEZM RAID EEHN HBA B , RAIDaction pseudo BIHSIRENEF 9 BIATH ) . RENMIERNBIHEEITHOIE—NEIH
8, THEUEEN | B | (R EHINTSRTEER. BRAltinm , St SCP 4R RAIDaction /B4,

o 4 PERC 1=HI284bF HBA 1RZUAY , ANERXILRIE /BT HIEENE K RAID IS SCPIEITE AR |, F=itelEE vD , Mtz
EIHESEN, SATUSA ST R SUEH BSRTU AU RAID B(E,

{Fd iDRAC Web FREJIRIZHIZRRL

EiEtlEsE | BTSSR
1. £ IDRAC Web REF , B Storage ( {Ffi§ ) > Overview (%S ) > Controllers ($=HI8E) .
2. 7£ Controllers ( 3=#88 ) Tim L , B4 Setup (i€E ) > Controller Mode (158818 ) .
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LRIE S B HIRR R HATR E.

3. NTHEREEEEREIREHIEEDN | AT,
BEISISRRLAEEREN,

{5 RACADM 1]k seiE=t

(A RACADM iz hlsstRl | imfT T5lan<.
o ETEEHIRFLRAIEN

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
REBERUTRES
RequestedControllerMode = NONE
o EFITHIREIIRE HBA :
$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

BXEZERE , 15215 dell.com/idracmanuals ) iIDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM a{TRESETEE ) .

12Gbps SAS HBA iEEiSRIRE

JE RAID 4ISE 2B AL/ RAID THEERY HBA, B 1RSSR,
14G iDRAC #3733 12 Gbps SAS HBA #=#II88F0 HBA330 ( SERRAMEHECRS ) =28,
A99E RAID 1SS T RHIRIE
o EERHIZE. YIRHSEINEBERMERTIE RAD 88, Itsh , IRaTLIBEE SHIAERER EMM, X, BIRIRSEER
EIRNEEEM. RIEEHIsE R REN.
BEBINREGR SRR SMEE.
7912 Gbps SAS HBA $=HI28EAIEEFEY ( DMERSR )
ERENZISERAT , WS TRREAE SMART i & RS AV AR EaR B 1SR
PR R AR ORI B AENRIRTS
INMRECEGEINNE LED
@ iE:
o 7EXJHE RAID IS TR SNSRI EZ BT , HHITERS |SIERFEIRSEM (CSIOR) #24E,
o EHMITEUEHEENSISREA.
o {¥£912 Gbps SAS HBA $=HI88F1 HBA330 HEREHIZSHITE I BB A SMART RIIRENESFN SES HIHE(E REEsHYSTRT M,

LRI e bRl R S b g

FHEEESFHEC B SMART AWIE#E EHITEREENSHTFIRERAR (SMART),

SMART BITEG MR EHVTIU SIS A ETNEIM MR RIX IR, ARSI RGBT | MERHE , I
LH{SE &4, IDRAC, IDRAC MENCR—MER.

JE RAID $Rz\EK HBA Rz, TR HIZSIEFE

SNSRi=HIRRATIE RAD #&23 (HBA#&RL) |, M :

o EHESHREAAFTA.

o EHIRRMIREINSHEERA.

o FTEYIE#HELTIE RAD .
SNERIEHIRRETIE RAD H52 , A LAATLATRE
o UMK/ EUHINKFYIIERLER.
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o EERFTEREN  BELITEIR :
GHEHEARTC
HE—HMER
KAIEEURT

ESHE

EHIRE5I1SER

RN EMSNINPECE
mE—EMR

EZES

fEE¥iai (BGI) =
HBEEIRIE
WHISEEUREC & X 5

o EEIEMT RAD ZHISRIFTEREM ( EIMBLERIRIN ) .
o BEMIIMNRECE

Dl tnRERVETEIE RAD P ASYIs , 2B F—SKIEIRNA,
Wizseoh o RAID AT , ToASTUNIEEERNISE . RSHIEERE.

ES/MFiEIERIEE LIE1T RAID ECE{EI

SMHAIZESZHFHY IDRAC REITMNALRIFREEHISS R TIROERT | 1BHRR
o BRXEMEBIRNEITIRL. FEEMESER  AEBFRET—MEHRS L TECEMEZRIL,
o (ERHIEINS S MBI AELIERE NS T,

EEFRENSREF

ZERBIUSREFINEEEHERAI , FitAFEERGEHRSREFSE. ARSAREY  JEEAIESEEFT , A5
SNYE#HE. NREMEE R THUREZAGAEMER | WSEREFPRSIRSHMIER.

FEFEIREPRE B ATHTTRY | PREC IEHIRRISMREB BN ERENSHIENSERETTIEE BRI RS EMEREEIREEER.
EHRRICNSZABNSERETHN. REHRCRESRER  VizHRNSETRNERR. (NEBEUTHEREN , 45
BFREBNESERER

o EHIRKBHIINBEE.

o IEHIEERBEAB BRI E IR .

o EREHAEMHEERIBREITTIER,

218 PCle SSD

HMNELREBENEIE (PCle) EZRE (SSD) B—MEMAeEERE , BRTEXEDR. Barsim N HiRrES (10PS) fuild
e SR AU R SRRV TS 2. PCle SSD RFRERIT (SLC) F1ZERTT (MLC) NAND INFERIAIRITTIR . ma iR
PCle 2.0 8% PCle 3.0 3 &A1&, 5 141X PowerEdge BRSZ287+ , B BT =MAREAISZERE SSD, I LAERY EesLiBId SR
1%E$% SSD. RIS EIRSS ( NEFRY REE ) BiENEIRIG SSD & ERIER |, LARERSIR ERY HHHL (BN ) &.

(D|i%E: % 144X PowerEdge fR53 88 LR T AL FURAE NVMe-MI BBAT NVMe SSD, NI, 55 13 £ PowerEdge AR5 BRLAES IR
F Dell EE#EEHY SSD. MFHARH LIRSS ESZRIN SSD A5 iDRACY 374,

BiLfEA IDRAC HHE , ATLAEFFECE NVMe PCle SSD,

PCle SSD HYEEINAE

o IEIKINEE

o SMHREIRE

TE/DEEE 14 1K, PowerEdge IRSZE8F , SXIEHZ 32 > NVMe SSD,
A]/9 PCle SSD HATLATHEE :

o XIERS3EEH PCle SSD BB PRI TR RS AMLARITZ SN

o O 0O 0O 0O 0O 0o O O O O

o
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o 1T PCle SSD HI T /ESR

o TEMIEREIRE

o [NMFEREGHINMKIRER LED (1RBIIRE )

A9 HHHL SSD HfTLATHEME -

o XIARSZEEHEY HHHL SSD HH T4 B S AFNSTAY
e £ iDRAC #1 OMSS SR NIC RHEEAYEE

o REEMRHIEHETER

o TTY HEIRS

ALY SSD HUUTLATRE

o IREIRFNZFIRE | BIGNBAHL. ERPEFORRAL

(DliF: pemgIIRE. HTESIURIZE LED ST IIFEEGHIIFERT HHHL PCle SSD 18,
®

% PCle SSD #{T& RS AFI N

L T &R EMFIEUERIERTF PCle SSD :
o WHER:

o PCleSSD¥BE

o PCle SSD Etik

MNRRFEGER PCle TR , BERM FQDD, —/ FQDD BFEMHVIRENEE , ME— AT SSD., MREIRHL= (&8
B) | B8 FQDD. &R SSD EE#EER | =428 FQDD $iRE CPU. , IXFR SSD BEiFiEREE CPU,

o MMHFRBEMXEIERT PCle SSD RIEMHHRZA.

{5 Web REXJ PCle SSD #{T & FmAFILE

B3 PCle SSD IR FHTRRSMFILEN , 154 % Storage (Ffif ) > Overview ( #iR ) > Physical Disks ( ¥JIBEiRR ) . LLETISE
BT, 33F PCle SSD , Name ( &R ) 7IHIEE PCle SSD. BHAIEEREM.

iE: B 5140 &5 NVMe IRERT | HESEBIRAIINERMRBMERZ ST | STHANFFIBUERE.

{8 RACADM 33 PCle SSD i#1T&iRiEAFILEN
{#f racadm storage get controllers:<PcieSSD controller FQDD> Ep#RRBAFNNN PCle SSD,
EBEFTA PCle SSD Ikaiss | iBERAT®HS :
racadm storage get pdisks
EBEE PCe B, BFEALUT®HS !
racadm storage get controllers
E&HF PCle SSD BHRAVERE. | IBEALUT®HS :
racadm storage get enclosures
(D|iE: R LikeSn , BERT PERC 84,

BXEZ=E , 1529 dell.com/idracmanuals _FR{HHY iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #5547
S%EiEMm ) .

HESIZIR PCle SSD
®

iE: 55 S140 $=HIRSECE PCle SSD RHIRIEASESTHE,
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PCle SSD SFEF#3cHR , O[S HE L EHS | SRR BN AR M INEEIRNEE. AFLEEUEERSL | MRS ERES
FERRIRIE , KRB LINBIRIRE.

{¥ PCle SSD T IBITSIFRERANSTER K ERSIFE AR, EfRRENN PCle SSD EBIERIEE | B2 RERS
YSENRFFM.

VMware vSphere (ESXi) &ZtHf PCle SSD AR, HHHL PCle SSD i8R A i B BRI,

(D) |3%: 18 ESXi 6.0 ] iDRAC Service Module 2.1 KRB, B A MR AN R G S i S TE IR IRIE,

ERTBIRIR/ETT LM iDRAC Service Module SCASHT.

EEBRIRESE LA S S HAIEERITH 1/0 &) , LMETUZSE NZIRE., 1Z{ESESENEE EAPIKR LED I,
EESBIRRER  E™ERT | EEIUNRFEHILZEEH RS !

e PCle SSD LAZ£#b LED #=2z{INME ( ZRIREINN ) .

o RAEAHEEEA PCle SSD,

TEAERR PCle SSD LUSRERR 280 , iBHR

o B Z%E iDRAC Service Module,

e BFA Lifecycle Controller,

o BEBRSHITHISPRFAERIUR.

{5 Web REHSFTZ% PCle SSD

EHETR PCle SSD LARFSRR | IBHUTLATRME |

1. £ DRAC Web RE S , 5% Storage ( 1Ffiff ) > Overview ( %3 ) > Physical Disks ( #)IBf#&2 ) .
LA Eag BB R Ta .

2. MISHISE RS | YEIR ESLIEE B PCle SSD,
3. MTHEEsG , A—PEiEA PCle SSD HEiRfERIZIE.
NECYERREBE | HEEEE NS IEAT | BSARRNE | AR NS S E AR,
(D) i#: BIREZEHBET SM LT preparetoremove HHE,

4. FEMFHRMEE TR | R BRI LAST BD R P L8R4 F,
NRFEETTRANESS | LHATUS K E.
(D|i%: 34F PCle SSD 8% , R75 Apply Now ( SZBIRIF ) IR, MRIEEEFERHAZTI,

5. BAFERA.
MBRGEEN , BER—FHE , BHIZEVEIEEN. B BERREE D FIEINAIE RIS,
MBIRIV BTN , BRER—FKER |, IgH AAmGiEHsseUZAI R 1D, BAEVEIBATI , T7EENRASIRE R EEIZ/E AT

IS0

INRAREURFSIRRE , BETRNERER. NRHOIRRERIIABEIEERAT  WEET—FKERER.

{#F RACADM E&#Zk& PCle SSD
R PCleSSD IXaNZRLASERR | iIBHUTIATR(E
racadm storage preparetoremove:<PCIeSSD FQDD>

YT preparetoremove @&/ , BIEBIREW :

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime
ZEHIRERYFIL D

racadm jobqueue view -i <job ID>

BXEZEE , 52815 IDRAC RACADM CLI #53 , RE : https://www.dell.com/idracmanuals,
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#2f% PCle SSD 1=l

(D|3: 155/ $140 $:4I38EE PCle SSD AT IIRIERS 1S,

"INEHERR" Bk ARIREE FIIERIFTEEERE. 7 PCle SSD EHTIIEEIRIS BB EIRIFFSE PCle SSD FERBEEEEKA
MELK, FEINZERRERE , FHFIEFE PCle SSD, BXUSERREHNS|ISEME.
WRENRRRIPBRAETS I SHIBZIMTE , VIR EEEE. BURENS | SRAHEBLIRE.

TEHEBR PCle SSD IREBEUEZ A , 1BHAIR -

e BFA Lifecycle Controller,

o HEBIRSSSIEHINRANERIR.

Q|iFE:

o 1BER PCle SSD REE(EAMERMHRIENIT.

o IRIRIKINRE  EEERMERAPRRAEN , BERVGH. SRAERIBFIS IR  AEBEFERTE.
o TERMEIK PCle SSD J5 , AIREREL S/ LIIR | iZ PCle SSD ARE7RE Web FREF.

o {UEATE 14 fX PowerEdge IRS5ESAIMER PCle SSD STHRFMNZHERIRINAE,

{§5F8 Web REIES: PCle SSD i&SEUE

ERER PCle SSD 1888 LRYENRE | BHUTLATIRIE
1. 7£IDRAC Web REF , 2= Storage ( fFfiff ) > Overview ( #¥& ) > Physical Disks ( ¥JIBfER ) .
LLLBTHS 7 Physical Disk ( ¥IER{RR ) TUH.
2. NIEHIBS THIZEERF | EFEHIEELABEE XEH PCle SSD.
3. WTHEREH |, X— a1 SSD i Cryptographic Erase ( 221855 ) 55T,
WNRIETIESE Cryptographic Erase ( Z218k% ) | FEEEE THEREPRIE BRI , 5% Action (R(E) | RERTT MU
SR EEEMTE,
4. MBIRMEEN TR RS | EEUA TSR — -
e At Next Reboot ( TIREFSISAY ) - EFRIMEIMA A T REREHS | SHABN BIRIE.
o TEITRIROBIG - SEIRIEINAT LT R0 B HAFRNAT R FRRAE
o FHARIEFNLREE - BAEHHERFEERE. N ThsERY | EEE. BIESEF R Ef&ERT R Z B A,
o MThiEERP , iEREEH5I15HKE .
= REHSIS (FEHSISESR)

= IEEXH

= RGN

» XARFRFEER (R3I18)
5. EATHMIA.

NEREIE(R , BEF—FER |, xRl eIEEN. B/ BRERER D RN AIBAERE,
NR(RILBIERT)  BER—FRHE | IsHapmEizhlssel@ad il ID. SEAFIBAT , ATEfRILBAS REFEE XA

E.

INRAREURFIRRE , BETNERER. RFAMIBR(ERIIABEIEERAT  WEET—FERER.

{5 RACADM &} PCle SSD 1R &FEURE

BRI PCle SSD 184
racadm storage secureerase:<PCIeSSD FQDD>
BT secureerase (P REIEBEIRMEL

racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start_ time>
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ZEERERIEIL D

racadm jobqueue view -i <job ID>

BXEZEE |, 15209 dell.com/idracmanuals 12 iDRAC RACADM Command Line Reference Guide ( iIDRAC RACADM #p$4T
SEIER) .

EEEN SR

AILARIHEE A HRHUTLA THERLE -
aERM

e ER— R TR D&
EEGEER (BAgHE)
®E SGPIO &1
RERIRE

BB

AeERRIE

Dell 55 14 fX; PowerEdge RSB ESSTISHAIAEFMEIRTS | EFREEEIEHES (PERC) ATLUBIE BN BESEEE—HIIEPIRENES.

WWEEE R AT =R | (BIREMIERBEE R B (HA) TiEE. ¥ EESrIEm MRIEITHIEs 2 [BHR D PIERIREESIES. mixE

| BIEEIH RN EREERIRE NSRS, ThRERFATESK, (NSRS SISt IhRE,

BT ER,

o E—*ﬁiﬁ — XEENAER., FE PERC 488G MUAI0FE EEE S IRAEKEIEE |, BFEE LR THE "/ PERC =428t 290

o IRHHEI — —MEHESERULERT 12 MR  FEMEFIRRENGERE 12 MEGhEE. EERIE—MEHIRRNIKEEE RS
790 - 1A, EERIFE T MEHIBERIIRENEE RS A 12 - 23,

o IFOIEL 4:20 — —MEHIBEEBUHIARET 4 MRENEE | B/ MEHIBEERGAIRIRRE 20 MNRENEE, EEEIFE—MEHI2ERIIRENEER
SR0- 30, EERIE T MEFIREIYIRENSE RS 4 - 23,

o IFOIER 816 — —MEHIBEERIAIAE]T 8 MEFIEE | FUAMERFISEERIAARS 16 MRENEE. EERIFE—MEFIZEHIIEEISERE
57307/, EERIE_MEFI2RRIREIRERE N 8 - 23,

o IF1E 16:8 — —MEHIBEERIAIEE] 16 NMEENEE  FTMEHIBIERULEARGE 8 MNRaNEs. EERIFE—MEFIZEHIIREIEER
5790-15 B, ERRIE —MEHIZSHIIRENEE RS 9 16 - 23,

o IRHHEL 20:4 — —MEHIBEERUAEET 20 MRS | FMEFISRENGEERG 4 MNERIEE. EERIE—MEHIBRAYIRENEER
579 0-19 it , EERIE —MEHIESHYIRENES RS /9 20 - 23,

o (SEATIH - 1I=HIBHMEEATIH.

WNRY RESREESTIZECE |, IDRAC RIFFSENNIRE. BEREBRIENZE] , SELEFE _MEHISE. DRAC LHITY BINEESE

B, AEBRTFREED , BEREERABFES 1 PERC &HzE.

(D |iE: MRIEERER— PERC MBI MEEIRENFOENSEERA PERC ER THEIREANS—RI | Taia il
HIEEIR (B EMEER ) .

BERIXEIGE | BB A RS SEIEHNIR,

WSR{EATE D RAID BELTSAMBIRSEL B it RAID /R , BIETTEENSRIER, B , MRIILEEGCTHMERES , &

BARETRIED RAID /R,

Q|iE:

o EFNIRENSERELHE , AT RESIEEL.

o LC HEREL iDRAC BB EASERIE Y RENRE.

o IWIR(FESERER TS , O MBIRRXP AT IS,

o EHLISRENEREE.

o UNRIKFNBEKEMN—MEHIZEER AT —MEHIZE |, S D IR e SRS IRELT R ENER.

o LIRIFDIREIDIED , RAD BLETRSZEIE , EREURTIKENZEKEL.

HRETPRYHIERRERRBIFEREE. WREMFOEXESONSE—R  WETRGISHBET—FERER , BA%
TAERISR A ZNEAIREIRS. LHh BN EHERGERMPRE. WRRIIEIR  WEREMEEER.
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{EF Web REEESRIEI

E(FF iDRAC Web REEEEIRIE | IBHUTIATIRE

1. 7£iDRAC Web REYF , BEEE > IFHEEE > NIEERE.

2. MIEHIgSsEEmT | SR EREEXEIEAYEHIES.

3. WIRMETHEESRH | ERRENIEET.
RS B RiEHEIEN TR mE.

4. EHBIEYS , AERSAVEEREIEED | IREHEIEE
o Zi—iE

FoE

HoE 4:20

HH1E 8116

HH1E 16:8

HH1E 20:4

iE: XF C6420 , ATFENAS | IRDIERDFIRDIETL-6:6:6:6.,

®

FF R740xd F1 R940 , BEEIRS AW THBEREHXABRUMEFERSX | X3F C6420, JIHHFER A/C XHEHEFHLLA
MNEHFEIRDX.

5. EAERMNESLIERE.
fselgEfrilk D,

6. EAEIZBPRIF.
7. REEWEPASINE  FRIERFESHEIREE TN "B .
8. XFRFKHEFRERD , LEREE.

{EF RACADM EeEE

EEENIESER , 15#FHH set a$#0 BackplaneMode HfI3T5R,
BI4N , Ef& BackplaneMode BIEIREAIROE, | BHUTIATIRE -
1. BT RS REE LS RER

racadm get storage.enclosure.l.backplanecurrentmode

it
BackplaneCurrentMode=UnifiedMode
2. BITATRLKEERFEL
racadm get storage.enclosure.l.backplanerequestedmode
o
BackplaneRequestedMode=None
3. BT T aSBMEBRIRERIANFOER

racadm set storage.enclosure.l.backplanerequestedmode "splitmode"

TRNZBER | RS,
4, BT THSERGIEEE SIS backplanerequestedmode EHFIZE NIROTE, :

racadm get storage.enclosure.l.backplanerequestedmode
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it
BackplaneRequestedMode=None (Pending=SplitMode)

5. 1&fT storage get controllers ApSFHCRIEHIZESLH D,
IBITLAT e SR EIEERIE

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

BIREE D,
7. BITLA TS RE RIS

racadm jobqueue view -1 JID XXXXXXXX
Hrp |, JID xxxxxxxx BELSE 6 FIREAUEIL D,

REETRH "EFE .
greFEiafEl ID , BEEIER "B RS (HIERSTIEEEE 3 2 8hadiE )
8. BITFLATApS AR backplanerequestedmode [BIE(E,

racadm get storage.enclosure.l.backplanerequestedmode
Bt
BackplaneRequestedMode=SplitMode
9. BITUATRSHKSERS ISR
racadm serveraction powercycle
10. HERFTSHL POST #1 CSIOR J& , AL TS RIGIUE backplanerequestedmode :
racadm get storage.enclosure.l.backplanerequestedmode
Bt
BackplaneRequestedMode=None
N BITUTRSKREESRIEERRENFOER
racadm get storage.enclosure.l.backplanecurrentmode
e
BackplaneCurrentMode=SplitMode
12. IBTLA T SHIIERE R BnIKa8S 0-11
racadm storage get pdisks

Bx RACADM SSHIESER |, 15215 dell.com/idracmanuals 129 iDRAC RACADM Command Line Interface Reference
Guide ( iDRAC RACADM 74 ?—‘;ﬁﬁéj%#am )

SHIERHE

—L55 14 fX PowerEdge BRSS 2R BRI R —IBIETSZITF SAS/SATA 1 PCle SSD IXafies. XLHHIEIRIEABIEH BIELE EE%T?ﬁ%
= 28(PERC) # PCle ?f“ B, BREHRE TERISINEERIEEAYER. FSHSss SAS/SATA #idRs PCle SSD, BHIR
T, IAEmé’*?E’J}ﬁ’f AR, N, FE57RF 24 MEERIBRAEIRT |, 758 0-19 {5ZFF SAS/SATA Hif2 | MiEiE 20-23 XFF
SAS/SATA B PCle SSD,

BT 215



HERS LRI TR iR I E R AT B IR aIES RS IE TN, Topology (#AFh ) TWE EAIWIEHEER REMUEEE | MASHA
EHE SEIBXEA. ATFRANMEEEHIES ( PERC 1 PCle ¥ E8S ) RILAEREEIR—E51R , ALk , System Inventory ( RAEFRE
) WEHRERS PERC EHIBEXELAYES IR,

1£ Storage ( 7Ffii ) > Enclosures (#/l#E ) > Properties ( [l ) TAE" , Physical Disks Overview ( ¥)IBfEREIE ) LB ET
AN

HEIEAE — REE A=,

%1F PCle — WNERIRBTIEF PCle BUIERE | ZIEASETR.

S — NREEBRESESR , BEEP—MEEPLET PCle SSD |, 1ZIZ2Ex PCle,

B&EH — ZI=T&FTF PCle SSD,

()| iE: BFHEEAMEIR. MRIGERIR PCle SSD WXFNBEFHIGHERY SAS/SATA IXEf1=: | BHRIRE TS PCle SSD JXz28
By EEBIR (15, WRTIUTIZIES  ENBFRATRSBRIAE , (IIER, W BHRE.

88 SGPIO &3

FEEHISEaTLATE 12C #22 ( Dell SSHRAVENAIRE ) SRR fTERMN /A (SGPIO) #l MEERISR, WREAIE:E | IRais8E
A9 LED 357 RITABEINME. Dell PERC I=HIBSAISIRSZEIXFfMER,, BEXIFHLESEERASE  SiRENRER I SGPIO &1,

487&62;% Eéﬁ&ﬁ%ﬁiﬁ%’f&o EARFE T RESRNEIRE NFARIPARSR. SREGIRAECTIIEE. SaPRSHIERR

LC #RRI%(FaY IDRAC EIRIFIAMESS | SGPIO BRIVEEIRNERRANRTS. ERER DRAC IRESERIRE. MREREREN
SGPIO #&%(, , U IDRAC 2ENHIRELLEHIRIRE.

BEHIREEREN , BIAKARSSHERERER.
BB BIRSS SRERISRA BEIESIIR E.

(D)|i#: F~BE(sEFE IDRAC Web RERE SGPIO 1=,

{5 RACADM 1ZE& SGPIO &z},

EALE SGPIO & , A set @S LAK SGPIOMode HFHINTSR,
WMRBEIRENCER , Mk 12C #X, NREEH , NiRE SGPIO .,

BXESER |, 15215 dell.com/idracmanuals 29 iDRAC RACADM Command Line Interface Reference Guide ( IDRAC
RACADM s &{TRESEEE ) .

IRBHIER~ RS

RENER RS BB RS rE.

B ESHERNE RS R LORBITE, XEFEIYEERTENENE  FENRBA T THHIE , B ER. XEFR
RYVEEHRI—BED ;| $UEREREHRTIIE.

(D|iF: BFEirEE—N2ERSIH 10, 2P NULL =6,
®

IRBHIER~ 2R

RENWER SRS EFETRE 2R,

PP LAE SRR 2 FRE LA INRBINE, XLFEIIEEFAAaNE  FENREBANT THE  WEBRER, XEF
RENVEEHHI—ES ;| SUERRNEREGHRFAIE.

(D|iF: BFgRE— N 2BREIH 32, EhEHE NULL =47,
®

i XA ERE AR SIS,

it XA BRI AR SIS,
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e 22 I A B RHRIFIRT,

ORI EIREIRE RIS EYIEME. 15588, TUESEIRITHEEN |, BN BEMREZ AIERIRFER. A, IEeXL
RERIN FRE)

o I7RD

o TRESKENSISHIE

o TEITXIAIATIE]

o (EAERMEN—EBD PR TN FIRERIRE.

{5/ Web FENEIFIFFIRI

EERIRM B LN EIRE | IBHUTLATRE
1. BEFLU™MHIRE LR, aERREE
e Storage ( Ffi# ) > Physical Disks ( {JIEf#&2 ) .
e Storage ( Ffi# ) > Virtual Disks ( EEHIREER )
e Storage ( fFfi§ ) > Controllers ( 5#1I88 )
e Storage (Ff# ) > Enclosures ( £18)
2. MEIFBIREE TR SR TYME—IN
e Apply Now ( IZBDRZFE ) — SEiRIETR A ZBDR IR E ., IHEIR)OER T PERC O f=Hlgs. WRFEESTSRANES | kI
BXE. WEIEEEDERF 2 DEAEETK.
e At Next Reboot ( F/REFSISAY ) - SRR E N R RS EHS ISHIEMEIRE.
o TEITRIROAIE - HEREINA AT LI B EFFIRT R IR E
o FHAREIFILERAYE - Bk HEERFHEEEE. NTHZEERS | SEENE. BEFRiEfERNE BN EIRE.
o MTHEZERAF , EFEHSISHE .
= REHS|S (FhEHRSIGES)
= TEEXAL
LI S
» XARFHREREEER (1531%)
e Add to Pending Operations ( ZRINZIFFMIBIRIE ) - iERUEIRE] QI SAMBERELAN PSS, EaJLATE Storage ( 5% )
> Overview ( ##¥8 ) > Pending Operations ( {FIBIR(E ) WHEEEHIRNFTBHOERIE.
©) iE:
e Add to Pending Operations ( FINZIEMIBIEIE ) I NERTF Pending Operations ( £FLIRE(E ) TUmE . LUK
Physical Disks ( ¥J38##2 ) > Setup (i&E ) TWEAI PCle SSD,

o TEHERETRES , REMAMAEI .,
3. ETEMIA.
BAtRIERMERIR RN IR E.

{E RACADM IR {EIER

EERIREED | IBEA jobqueue @,
BXELZEE , i555 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

SEMR BERIEE

R BRI AT ARMRIRME, I IREE NAENS | SHASREEEIIEIE KRR ENS I RN A, &5
LABIBRZHIRRAIRT AT IRIRIE. (S REEMIPREANMRLIRIRE,

BEREEM (uNEHIgs. Ve, YIEREIEIEE ) EeIEIERERE,
ReTEishes FoREELE{EIl, XFTF PCle SSD |, $&1E PCle SSD #4#&MIE PCle ¥ @28 L EIER{El,
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B Web REIEE. NMASKMIFFERIE(E

1. £ DRAC Web RES , #5Z Storage ( {Ffif ) > Overview ( %S ) > Pending Operations ( {FRIBIR(E ) .
BERERIRMERE.

2. EAHTIEERY | EEETE. EXSMBREERIR PR,
KR REE ISR AT ISR,

Q|iE:
o ASNIEE. BIRIINPEE. RETHRIFMINZRIZECIE TERRE. (B2  TERBFERE g
fE" BHERPRERXLARE,
o TLENERIRIETE I PCle SSD AYELL
3. EPREEEHIRSAEEERE | B EHERSERERIRE.
4. WNTREREH | EFEUT®RZ— |, AERERMABRIERERE
e Apply Now ( 3ZBPRIFH ) — iERILIEINET ZBMRASFTEIR(E. EINERTEASFHEHRARY PERC 9 =588,
e At Next Reboot ( E F/REHSISHS ) — IEFIEIAE F—RRFEHS | SHAEHERFREIRIE.
e At Scheduled Time ( fEITRIAYRIE) ) — FEFRILEINATETTXIAY B HARORT )5 M.
o FHARIAMLERENE - REHBERFEEE. NTREKES | IEENE. REBEF R afZRI R Z B .
o MThIEF , EREH5|ISRE
" AEHEIS (FHEMSISER)
= IEEXML
= SEHIKAL

» XARFRFRER (2351%)

5. MEREBERARRL , BB —FKER | FHZIFIEIEAW. S5t , BEERER 1D MEINAIEAERIE,
6. WNSRIFAAFALEUEATD , BRI —5FHEE | EHARMEEHIRR AL ID, BE Job Queue ({ELPATI ) , AJ7E Job Queue
({ENLRAZY ) TWEHEEZIFIRIHE.

INRBRRINPECE. SAINPEGE. 2R PRFEINZREMERIB PG TRHINERES | FEINRXEZNERIFRERE , B8
AIEAEEIN Pending Operations ( fFRIEIR(E ) WA EIRIFL. SR TIHIEMFHEECER(E | BiffEA RACADM &
WSMean fEFTERRYE IS EOIRTRAYECEFL,

&7CiEFE Pending Operations ( fFFMIESRRME ) WEFEFELBRR PCle SSD RIFAMER(E, R racadm ap > H]iEkR PCle SSD
AUHRLIRIRAE,

{FF RACADM BEEFN AERIE(E

BN ARERIR(F | 15EF jobqueue AL,

BXEZ(EE | 1559 dell.com/idracmanuals HI2{HH) iIDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #$1T
SEEE ) .

e - NREERE

61 : SEF—TRNARE ( "MEBRA" . "ETRERSISH" & "EHNEET ) | HESEIENERIEE

SNSRENEE T BINA. ETRERSISHEIETRIREE | ARRERA | BT RERFEE SR PRI ERERE,

o UNSEERIBERT) , FHEIRESRITFERMEREERE  NiSelE/Rll, RIEWeIET  BER—FHEE , IBHAMmEREeIE
AR ID, EATEAELRATY , ATTEAELPASIREHEEZ(FAHE. MRREIEMRL , BER—FHEE | BRI BIER.
5o, BEERER D FENAIREIRIE,

o UNSRATHEIERIERERE , FFRIRBAFEIERRFE BB —REREE  HPES ID XA EIEE,

6 2 . SEF—INNMAERE ( "ZBRA" . "ETXRENSISH" & "EHNEET ) | FEFERERERRE

NERSEE T AN, ETREHSISHETETINEE  AERENA  B5SIFMEnF i ER PR .
o NRERIFMFERINEE  FENRFEINEIEREE  WBET—FKER.
o BROEHRIFEEHETEERSIERELFE.
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o EA{k Create Job ( 8UZR{FIL ) LUSFMEIZEOIEERIEL. ANERIEWEIEERID , BETR—FKEE , BHAFMEREOEEL
ID, EREAEALBASY , AITEARALPASITREFEEZIEWATHE. MEBEKOZEEL , BET—FKER | BHizEleEEK. 5
4 EBERER 1D FIEINmEERIE.
o EBFEGHEASCREEL  HEBEZTEL LW TESFHECERE.
o UNRRFINEIERIERISME , HENREEIEAERERE  WEET—KERER.
o EAHERINME  UEERSHHERIRE.
o BFAMINRECHR(EIL AT AIIERVERIRIECIRRIEL. WRIEICIEERTD  BETR—KER | IEHAMERSE I EL
ID, BAEEILRASY , AITEAEALPASITREFEEZIEWATHE. MEKREIZEL , BEx—5KER | BHZ/EleEEN. 5
Ah  RBEREE D FIEINAINE RV,
o BFEGEASGEIEL , HEBEZTUAEL L TESFHECERE.
=M 3 : Bk RINERERIRE" | HFRISBINERIERIRE
WRIGEERRMEFHERIRE  AERERA , B8 AMENFiEE SR FRIERIERIRE,
o UNREMKINCIEERIRME , HENRZEUEEERE  WEET~XERER !
o EAHIBENEEEZIUAL , LHITESFEEEIRIE.
o BFERIME TEENSIEEIRE. BRIERMEETIEE LB TR , A SR RIXLERTIRE.
o WNERRAINEUERIEEIRE , FEUNRSENEHUERRE  IEETR—RKERER.
=6 4 : BiElE RNERERIRE | HEBSATFEANERIRE
WREEHEFRMEFHERIRE  AERERA , B8 AMENFIEE SR FRIRIERIRE,
o WREMINCIEEREIRE , FRUNRGEENEHERERE  IEEF—REEHEE
o BHBENEBEEZINAEL , LTESFEECERE.
o EATRHRINME  TEEIRSATIRE.
o WNERRAINEIFRHEIRGE , FEUNRGENEHHERIRE  WBETR—FKIERER.
o BHBENEBEEZINAEL , LWITESFEEERE.
o EATRHRINME  TEEIRSAETIRE.
QliE:
o TEHIRHE , MNRIEFREZRTEFEE SR _LEIZRIEIAVEI , BEEEEIRE > HRIZERE | L EEUEERE
{E |, FEFTSEAUEHIES ERUERIEL,
o {NZf1%021ERTF PCle SSD, #UETIAER PCle SSD RUFFLMIRIR(E , FELtk Add to Pending Operations ( iRIIZI{FLIER
BE ) IEIAT . A racadm ap$E]ERR PCle SSD HUFFRMIEIERE.

I KFERENH IR KRB LED

AILABIS KR AR ERIACIRE (LED) Z—HEWERRIIEME. EIH R840 PCle SSD,
T REBERINRA BEINNFEEGHINKE LED,
RIS FFSCRIECE.  WJILTHRERYSERTSTIFNAE PERC 9.1 FIEShRAE4+HAI A,

Di: WFAHEIRORS S | FUFHUTIIREREGHIIIRIE,

{EF Web REINFRELEGEPINGAMF LED

BN EGEINMREM LED |, iSHUTLATERE
1. TEIDRAC Web FREH , IRIBEKREZE FFHE—ITm :
e Storage ( {Ffif ) > Overview ( #i£S ) > Physical Disks ( #JIBffR ) > Status (KT ) - B RRBINYI IR ETIE |, &0
PATEZ T IR E B E INMRDIER A2 50 PCle SSD,
e Storage ( fFfi%) > Overview (#ES ) > Physical Disks ( EEIfER ) > Status (AT ) - ERBINEMRBET®E , ELL
EZIRE P IRNRE B H IR AR A2 .
2. UNREIEIRYIEHILE
o IERSECHIEEFEAMH LED - #51% Select/Deselect All ( £iE/BGELiE ) 50T , RS Blink (1A% ) AIFAINMREA
489 LED, E# , BREEGEINNEA S EIRMREARY LED,
o IEIFTEUEIEFEREMAMEY LED - SEE—NERESNMEN | ARRTIRIEIFAINNRATEAL LED, B , BTEGEARET
{SIEIRYRBERY LED,
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3. WNRIGEREIRLE
o IERSEUEHIEEFEYIEMHZIKEIREEL PCle SSD - %&HE Select/Deselect All ( £i%/BUELI% ) %I , AAFHTE Blink (A
15 ) AT FFEIRR R E YRR A2 OR5hSEFN PCle SSD. [ERE , BaEREINNRRI (= LEIRYR LED,
o EIREREGHIIRR MR R IKENESEL PCle SSD - SR—Na S MIIEHRIKENES | ARSI AR IR 220K
888} PCle SSD A9 LED, [E#¥ , BaEENEMINK S LEINKK LED,

4. WNSRATIRBIREIE ST L

o EIRELEESEIRATA IR - 551R Select/Deselect All ( £i%/HESE ) 1%L , SASET Blink ( 1A%R ) LAFFEINIGERE
EWE#EN LED, B, SREEGEANRAE 15Nk LED,

. iﬁ{%ﬁﬂ)ﬁﬁiﬁﬁ%ﬁ\@u%ﬁ— EIFE—AN S NEINHE | ARRTPRUTHRINMRE#EEN LED, R , SREEGEANR
A= 1ERKK LED,

SNERINKFEEGEINKRRERAT , NISBMERER.

{818 RACADM [UYFeXENBIANSZEH LED
ENMGEREBCEINREMS LED , IBERLTHS ¢
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BXEZ(EE |, 58019 dell.com/idracmanuals _E32{HHY iDRAC RACADM Command Line Reference Guide ( iDRAC RACADM #< 1T
2EiEMm ) .
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BIOS 1Z&

(EETLIZE BIOS 18 FEERTRERSBOS VB, EALML B0 EEQEEXES M BILITRSY, —BELE— R
t ERRSTEERILEENRRSS, CALER—RENS SH , FEEESARREANATY, MEPETESR
6 | BELRTEIRFER.

szﬁﬁﬁﬁﬁmmgﬁﬂﬁimo

Rz

BBIZHEREER  EEENEE—MENE. —BEESREX—MEN  ARRENA CSEAIHEYBUAMEEIHTIER. R
BRAEIRE BIOS BIE | EHIHRES SMIL AP SEIRERIFIL BUERFERRAVERL HTTP A UIBRIEER, IR | BERFHETR—F
HE. BXESER , 1555 5 14 48 Dell EMC PowerEdge IR 2RISHFIEIRERSEER , WML : https://www.del.com/

idracmanuals,

MFFE

HEBZAKERBER , EEENEE—FEIE. WREHRTEHFENRE  BEFEREEN , FERASRIEIAE.

N FRFNEHTS

SRFESRIHESS ISINFR | BPERSERmMNEERENARE ;| MBAMERSISSETAEMSISHRA. EE— VAR
&, BFPEEREEEZEN RIS RE L S IZ R E R AR .

FRFEIEES LC B BIOS BRERXMHEIHES.

RERENAMERMSIS RS AIENSHRSHEUEEMBMEREY. MRERTERE BIOS B | 1SHlHERST SMIL API
R RV B ERRAVEN HTTP IALRSARBAUEIR, LR, BERFETR—5 EEMIER.

£ NXREFS |1 SETR A

SRFESRIHERSS ISR | BPERSERmMEEENARE ;| MAMERSISSETRAERSISHRA. EE— VAR
&, BFEEREEEZEN RS RE A SNZ R E R AR E .

FRFEIEES LC B BIOS BEERXMEHEIHES.

MREREETREMSISHEA , BT NXENSHRSHNEEMEMEEY. RIERFHLEEN , B ABEHEHAZE
1B, EERIIHIT T —REHS|IS. MRBKRTERE BIOS B | HEHBHRET SMIL API $EIRE/FIL BIEEFERATHERL HTTP KL
IWSHRBAUEIR. LAY, BENFETR—5 EEMIER.

PR B S EE

RETERHGEENFARFEERN , SRNRFESERRE. WRAARENAEEEN , BFRTLIREHRFEEEERE
SREZIFFRBIEM. WNSRIEKRTTIAMIER BIOS Bl | iSRS SMIL AP $EiRakEL BIERSEIRAVIERL HT TP IALRSIEAYEIR. 1t
Bt BERF ET—5% EEMIER.

=]
=7
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ERISEEE]

1Bid iDRAC B9 BIOS BB EBASIAIEFZE BIOS, BEKREHS |ISIRFEEHITER. HEEH BIOS BIRT , BRFASEHE
EE. NREMCERSEE (OHEkE )  BiEEREGU L.,

134 BIOS BRE

£ BIOS BEEEXSHEHWAL LC BEPEZAERE.
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EeEFHEAEIEHS

EETIE FR R BT T, PR, URE T EIBEERS , LS S SRS S HaNiRE. XEEATIES

AR SS SBIF R TIAS, IXNASAE ] E R IR Seh B AT A,

TERY

o ARIRESAMEIEEALE, FEcERNEER— SEREsEEA.

o IEENETHER Java. ActiveX 5 HTMLS FE(HESIISH Web IS SRR lEsIA.

®|s$: ESAERT , ERURSIARENGE N HTMLS,

FEMSHOLEN , SERSEFSBTEHATEETR,

R ERHTIFAM— Management Station Bl— A2 M SERANIES MELUISSIALIE,

(B FHERIAGIEIEETIFA Management Station B SRS S A0 EHIEEIGSIE,

R RIFAPERESHAAE | SRR AN B AT BT, A RIS AR A e i

0. & 2 (PSR S R — R =R, B—IRPSRE 32 FOMIER , AN RS TR B ST 5 — (IF

B, BARERRGFENRSE , S (AP arE M EPEEENRENFES B —SEE. NREAEE— M

FEE-NAEPEEEERNED LIS BPNRE e B B NAE,

(D |iE: Web REFRTHGENEIIZH S RTEREENEIEN Web RERIE, ZEUEFEERE Telnet, SSH I RACADM &
EAECER,

| EXMERSELOHIEIEIAISE. | BEE BE b MASBERAEMESS TE.E 57,
+5E -

S HORB S PERIRIE=

BRIz A

e EIEEE

BENEMERIS
ERENEHEEERR

SRR S PERHIRIE

TR T TRERS SR D THEMER G S1E I F RO HERAEMN AR,
. 48: ISR RE SRR

RESHE RIFREE (Hz)
720x400 70

640x480 60, 72. 75, 85
800x600 60, 70, 72. 75. 85
1024x768 60, 70, 72. 75, 85
1280x1024 60

1920x1200 60

WS BB ROPERECE Y 1920x1200 BE.
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©) i NREEEIEH e SIEHEEEHSEE TRIESHENERES | WEEdAitiEHlE EEikERESSmNER T E
RIRSSBIEHEDHE., IREFSTHIR Lnux BMERS , NIAKEREE EOlREiEAEE X1 1268, 1&T DRAC EiliEHE
B < Ctrl >< Alt ><F1> B4 Linux PHEINAIESS.,

BB =S

EEERIIEHIE 28T , iBIRREELE Management Station,
#EET LA iIDRAC Web FREE;, RACADM < {TRER B EIUSHIE,

{ER Web REECEERIEHIS

E(§F iDRAC Web REECERIMNEHIS :
1. %% Configuration ( itE ) > Virtual Console ( EHU=FIE ) . 5 &7 Virtual Console ( ERUSH#HIE ) 7@,
2. SREIUEHIEFHERFIRINE. BXZEIIERS | /BEH IDRAC Online Help ( IDRAC BXHLESE] ) .
(D |iE: ANFRISIEAE(ER Nano 2{EZRSE , 55 Virtual Console ( FEHIZHIE ) TAERY Automatic System Lock ( BEIRZEH
T ) Ih8e.

3. BENA. EEfachkE.

{£F RACADM Ei & EEHS

ERERIISHE | B5EA set S LUK iDRAC.VirtualConsole ZHHRIXIS,
BXEZER , 15215 IDRAC RACADM CLI #53 , Rt : https://www.dell.com/idracmanuals,

SEMEEIS

EEEIMEHIEZA] , A LATE System ( &%t ) > Properties (/&%) > System Summary ( RARE ) TH EFREIESIE
E'Jv_g} \Elar;Juabl Console Preview ( EEEUZHIETRE ) ToE=~—1EG  RAEIMEHESHINRES. WEGE 30 RIF—R. X2
— IS AYIhEE.

®| i RS S EHRNAES B R RIS BRI R A,

REIEIES S

e LA f#EFE iDRAC Web REEL URL ERIEIEFIE.
ODliE: FENSERS LM Web NS SEEFELIRHARIE,

BEriEiliEHaZa | B

o HEBEEANR.

o Web NIVSEEECEFEA HTMLS, Java Bf ActiveX I&{4,
o TIANERI\WLEHE/ 1 MB/FD,

DlF: tnBEMAABRIEHISEE BIOS hELFH , AR BEEMEHE , NELEsaEERZA.
{iﬁﬁ 32 {\EE 64 i |E NSRS EsEIEHIEaRT , R HTMLS siEEFERINEEEs ol FRRIFREE G ( Java B ActiveX )
“Internet Options”  ( Internet IR ) I BN ATA N LS 28E .

5 Java IREBENEIEFIGRT , BRTERESEE Java RIFEIR. ERERLLE , 4% Java control panel ( Java £E=HIEHR ) >
General (iBF ) > Network Settings ( RIZIZE ) , 7A/51%#F Direct Connection ( EEJEE ) o

NREINEHISEEE R ActiveX Il |, BBACHRASES—MEEH. XEEAMSBEREEEE  FEIGIESRE ( EdE
FIEERER ) BITAMS . ActiveX ZFIRIEMAAI T ERTETREEITIATE, R TEE  ERLUEBEMEMEHS.

BFA HTMLS iR EsEMERS | SRE A EN=aERT.
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(A Web REIBIIELIZHES

S LLBE YA SEIEIEFS

e EZ Configuration ( fit& ) > Virtual Console ( [EHISHIE ) . JEE 7 Virtual Console ( EIMEHE ) TWE. 55 Launch
Virtual Console ( [S&IELIZHI4 ) . Virtual Console Viewer ( EfisH|E&EESE ) BISEG.

Virtual Console ( EIEHSEESR ) BERNTERFANEE. BEFRALEERRSS AN EEINEHIRfE R AR IEETD

Be.

EEEst N EREFETRESEIZ NERE. ATHIERENLZNERER |, BRSNS ERIE. B , REHE

BTSN BRERF.

NRESHEERHET—PNEHSNZLEIREN |, BRI Yes (2 ) LAREE,

EEFENURSETRIRANE | — I EREERSSORAET | 31 EEBRENENEH. BEREYHR  B5 RERER
e U _ERY 228,

(£ URL BEIEETIS

Z(HF URL BaEi=HE -
1. FIFFSESIEN Web IBEESHEMIMAZHRMALIT URL (/N5 ) : https://iDRAC_ip/console
2. RIEEREE  2EENA Login (FR ) WA :
o WRZHBE—ERMEAAM. Active Directory, LDAP ERERERER , NS ERHERNAY Login (EF ) TUA.

o WERFBAEBE—ESR , WS35 Virtual Console Viewer ( EIEHIGEERE ) | HESE B Virtual Console ( B
&) AL

@ iE: Internet Explorer 344N, Active Directory, LDAP, #58E-F (SC) FIEE—&ER (SSO) ER, EET Windows HHRIERSE
| Firefox Z#5AMtE. AD #1 SSO BER , TEET Linux BUBEZR S L Firefox STIFAM. Active Directory 1 LDAP BR,

() |iE: MRIELEHREMEHI SRR | EEREBHAEMNRASER , WAL URL BEIEMNER | BFeEEEE

Gl=X

EZ Java Bk ActiveX fR{FZEREIEFI S ELI N RENIEERNES

BILAMER Java i SRR EMEMEH S HEIN R B ESER.
®| it BFEE Java 8 (NESIRALMERLINGE , FiEIT IPv6 MBS IDRAC EHIEHIA.

1. SERYET Jave BHEEIERIQEEMUNERN  BERRTRIEATHIRTEN. BER.
SET—HRIIPEEER | BHARBREIZEEINES.
®|i$: MR FRGRNERFEX PHENES | SELEHEENBPUETREI TIES  BA2EREESHR.

2. EATH AR,
BEMEMNE S EERNEIN T REERR.

(D MREMEHAEER  BEHEN REEE.

M Tools ( TE ) 5288 , 1542 Session Options ( &1L ) , SAGIERE Certificate (IEP ) IEIRE,

EAT: Browse Path ( NIEER ) | ISEBRTEEBAIERHNME |, #oXEE Apply (K ) 1 OK (e )  AEIBHESSS.
EiEEINEHE.

BIEPELEET |, 5EF Always trust this certificate ( I82{S(EUGIET ) IR , FA/SEAD Continue ( 4%4%) .

BHEERS.

LISEFEMENETEN | BAaBEREESES,

N OO Ao
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\E T+ PAN [=1-]
FHEMENSEE:S
ERIEHI ST ARSI, ANRRRE. ERIEFIET R, BIREI, #8875, BREE. TR5ISIRBIXNEUN R
BYiAEl, BXRERXLINEEINES. , IESI1R IDRAC Online Help (IDRAC BH1#E) )
DiF: MRITERSEXT , WLEREE "NoSignal” (TS ),
ERES S BEE ST BN ETRUEEREAY iDRAC BY DNS ZFRak IP ik, 405 iDRAC (%8 DNS &FR , NS = IP bk, &=

N
S

o SITFHIRIFOETCIRSS RS -

<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

o XWF7IATUIRSSSS

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

B, EiEHEEESURSENEREWN. XERTEEIIEH G NEIEREIESHER— M MR, BE

BATEYSIFISIH R ENEE | PUTIATME—R(E -

e 7 System Summary ( ZFIHEE ) TWEIPAY Virtual Console Preview ( FEHIEHIETAN ) 2% , B Refresh ( FlFT ) .

e 7E Virtual Console Viewer ( FEHISHIEEESE ) PHY Performance ( fAE ) EINE |, FERIZE S Maximum Video Quality
( EEBRE ) .

EF HTML5 RIElERIS

iE: FEERY HTMLS B9 R FRFESTFFIAI TR,

®
(D iE: R HTMLS ISREEEHIERT , REEPIRAR BiRERHRE. BERSNNEERZEER—HRNES. 0, L5
RWE (EE ) EHAUSHFNES.

S5 HTMLS FEUEHE | BN IDRAC =R S NEEREIIEH AT | FHISEIIEH &BUETNRE N HTMLS,
Dif: WABAT , EHUEHIELEENEER HTMLS,

SAMERA T Az — B EIEHI S /o B NS

e 7EIDRAC £+ , BREHEH SR RIEF R ARBEHHEE

o 7EIDRAC EHMEHIETRE , RERMIEIIZHSE.

e M IDRAC BRET , N https//<iDRAC IP>/console, It/5 A5 RAEEREG.

£ HTMLS EEIEHI A iR A TS Bk
o NINTHERIEH
5|1SR

X

sy

FFREHEE

GlE

3

W EERINER
EHlaE

REUS TR

SR ERIBFEBTIIRSSSRIEIE HTMLS EIEHE EARSHs. TRt EmEalgan.
o EHIGEM - WINBEALITEEERR :
o @&
o RER
o S
o RERIRI
o FARINE
o A — WRBGARNAE, SYEBRENARET , Z%/SH Caps Lock i , HIREIIRSHTR. MRESH
Caps Lock SERIER MEAFHFFT , NINRERISAEFBESBNEF.
o EEIR — X HTMLS RIIEHIEHTEXSF , HEFIALIT MIZIRIER, BHEMALERS S R AFmERES.
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Ctrl+Alt+Del

Ctri+Alt+F1

Ctrl+Alt+F2

Ctrl+Alt+F3

Ctri+Alt+F4

Ctrl+Alt+F5

Ctrl+Alt+F6

Ctrl+Alt+F7

Ctrl+Alt+F8

Ctrl+Alt+F9

Ctrl+Alt+F10

Ctrl+Alt+F1

Ctrl+Alt+F12

Alt+Tab

Alt+ESC

Ctrl+ESC

At+ZSHEHE

Alt+Enter

At+iEFS§E

Alt+F1

Alt+F2

Alt+F3

Alt+F4

Alt+Fb

Alt+F6

Alt+F7

Alt+F8

Alt+F9

Alt+F10

Alt+F11

Alt+F12

PrntScrn

Alt+PrntScrn

F1

Hiz

IR

Ctrl+Enter

SysRq

Alt+SysRq

ELL — HTMLS ERHEHI EYBTE GRS BaER )N , LUEEGE . U TEEIEIERA TR
o HEp

o MREF
BAEFEMNALERSS LN AMEIRE.
IR — HTMLS EHESI S s itisR=Thee. DITEEEIER A I
o HE

o FEXS
BEHEMNALERS S LR AMEIRE.
BARINE — R FRAEERRINR, LA TEESRERA TR
o #E33 ( Windows, EThRANAY Linux, Mac OS-X)
o 18X, FohmiE

o 8% (RHEL. Linux ZREhRA )
o Linux RHEL 6.x #] SUSE Linux Enterprise Server 11 BB ShR4A

B NALIEIRSS 25 EN ARSIk E.
REUNE — SBEEEEMN BRIETA BalEIN RIS, B TSR Bl BT FFBRET 1SO 1 IMG 34,

o 0 o o o o oo o oo o o000 o o0 o o o o o o o o o o o o o o o o o o o o o o

BCEHEREMES
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DliF: BREBIERET HTMLS BIRBISE QISR R , HIENET USB A9SRENEE, CD & DVD,

(D|iE HTFREMFER | £ HTMLS FiSRIEIEH SR/ SihRIESM. R Java B ActiveX f&HET | ERTLAE/oRIHE T/
ERRZBIEZREHE.

ISR

FELATEEES E323F HTMLS RIS
e Internet Explorer 11

e Chrome 36

e Firefox 30

e Safari7.0

D)\ iE: BUERF TS Mac OS ffA 10102 ( SESHRA ) .
BRIGFNSESFRANE S FMER | 1SR IDRAC L7785 , M4l : https://www.dell.com/idracmanuals,

R BT

%f&i}rﬁ?gmﬁﬁﬂé‘ﬁ?ﬁ%ﬂ%ﬁ%%ﬁ? . FERF LNBAIDET e S SR FRIREHAREY At eEBEESEATE M

NERAREET.

{s8A3 Red Hat Enterprise Linux 8% Novell SUSE Linux B , iBTE/EsIEIEHIEEER RN Linux BeERIMETR. BIERFHIEIAR

g ERTEEIEH e 'R P E RSk,

HEIIEH S BEERITHIANERERE , NFRRIRS AR ERFSHFEEA. XEHEAAY Linux BIERSFE, Lifecycle

Controller 1&/% , FESERSSNERINERESEEHEZFin LN ERINER SRR SRR Eintin. EfALtEmE ,

BRI MRS R E RSt S SR _FAYRRFRINEIEITED.

o ENGEIERNMEET , iBM Tools ( TR ) %S Single Cursor ( BB NMEET) .

o EQERITINE , {545 Tools ( TH ) > Session Options ( £iEi%lfA ) > Mouse ( B#E ) . 7£ Mouse Acceleration ( ERiFHN
iE ) R |, IRIBRERSFIERE Windows & Linux,

FZREBNEIREHHRI | 1Bi% <FO> SECERILR IR,
(DliF: XIHE(T Windows IMERANSERANER , EAKRERASTIHEXIENRL,

HEAEIEH S ERRIRE T & Lnux RITHIEMERANZER RN |, EostB2FREL R, XAJE2H GNOME SHEA]
FOUFEEHINERINEES . EEIE DRAC EHIEHISFRIEIREL R , WRZERBItIhEE. BEERRFUIEEINE |, 5
1E /etc/X11/xorg.conf SHAIERARERSHN -

Option "AccelerationScheme" "lightweight",

WRALIELEIARR , FB1E <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml {44 T LA THINE
%

% motion threshold flmotion acceleration HIEEA -1,

WNERTE GNOME RHE_EXFAFIRIE , BEEMIEHEEESET , %% Tools (TB ) > Session Options ( &iFi&lR ) > Mouse
(E#R) . 7£ Mouse Acceleration ( BR#RIME ) IR , 1568E None () .

NTHGHIZERSEHEHES | WIRERAMEHSHE Virtual Console ( ERUEFIS ) TUH L% Max Sessions ( mASIEET )
EFECEAN 1.

Bid Java 5% ActiveX iR{FRIEIMESI SEEFIEEE

1EETLAISFE Pass all keystrokes to server ( {§FFERHERTIRSER ) KT HET ElicH S EERISHERENEASNEIRL
REDZERS. WRTCEEA , CeEEEMERBEATERIEEETEIZHIESIENEIRY. BEEFERHEEIRS

2 BEEIUEHIEEESET |, $ZE Tools (TR ) > Session Options ( &iFi&IR ) > General (iBH ) B , AfFIEE Pass all
keystrokes to server ( {GFREIRETHIEIRTIIRSSEE ) 1IN , LUSEBEIRRTEREIZERSA.

Pass all keystrokes to server ( {EFTERHIEREIIRSSES ) THRERITAEURET -
o EHUTFIESIEETHMIELZEE ( Java B ActiveX ) [B51.
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SIF Java BFR , WIINERIRERE | LMEBIERGERE RS/ FHERRGMEIEE TIE. WRFKINFFELERE | WEGHE
% Pass all keystrokes to server ( {GFiEHEE(EEZIIRSSES ) 70 Single Cursor ( BAYGHR ) 1IN, WNREEHIEFIX LIRS
— , NEBR—&KERER | I8 FmENERAZ .

IFF ActiveX B im , WRINERIRERE | ArSGA R HERAIRSIRINEE | L,LIE%I{’E tlD%iEJJDEkJ?EJE MEEIEEE Pass
aill;keystrokes to server ( |SERBIETHERTIIRSSEE ) XN, NERESNEFIEIR , WEBR—ERER | B RZIEEAS
~5

IF MAC $2{EZF , 2R Universal Access ( IBFFi/31a)] ) THY Enable access of assistive device ( [EFXIiEENIZZAAE ) %%
I , Pass all keystrokes to server ( GFrEREHERRIRSES ) IsEASEIER.

o BMERFAEEILIIZERSR LIET. XjFMIEJEIJ:E’J};;1’E%%éEﬁ%TS{E’ﬂﬁéiﬂéﬁ%ﬁ?@éﬁi“%ﬁéﬁ

. }’G‘?U\?I%J’-‘EE%%ET—Wmdowed ) 8% Full Screen ( £ ) .
#£ Full Screen ( ) #IUT | Pass all keystrokes to server ( {SFiEREEIEEIRSEE ) IREERIABR TERR.
£ Windowed ( *;‘t‘,‘F REEIEH EEEST NH RGN T SER %R,
M Full Screen ( ) #RE U9 Windowed ( B0 ) AT , LIBIHHUEIZFIEIRBRVINSHEIRE.

£ Windows I#MEZEFH _LiZTHIEF Java BIEIEFIG IR

RFEALE Cri+Alt+Del A XFISE RS , (BRIALRSIEIT Management Station FHTHEEE,

o YNERESHH Pass Al Keystrokes to Server ( FFTERHERERSE )  UTREASKXEISERS

o NIERSRERRE
PR v
NSRRI
Pl o
NS ERE R IRRE
PULELN G P
MR FHAFNE TR
BERE
NSRRI
EAEERE
T—H R &
F—Hh R
FIEN IR
B/ EENER
F‘EJJFHMCH&%L
RN BRI
[EENNFRRERT 1 15
[EEINFERER 2 %52
Fﬁﬁﬁﬂﬂﬁﬁz’fk FEARZRAS  MERRER ) BIRLKXEIZERS. XOEEINEERE. Shift. Alt, Ctrl FFI3KER
1. EEF'—%&%LAHETE’HF] EEIEMZERS.

fFilEn , ARSI ISERASTHE Windows BMERFFEE “Pass All Keys”  ((EEFTEILE ) BEH , MXEL Windows §2
LFTHARSE R, RSB ISE R ARSI, B2 R "Pass AlKeys" ({EEFMEEE ) EBH , NFEG
EEREBNESERFMIFSTERY T,

YNERZEFT Pass All Keys (EiBFTEIEE ) |, NEUATIR TRAESENRSRESH Management Station EAVRERFHITHER.

o 0 0O 0O 0O 0o 0o oo 0 o O o o o o

{£ Linux #ERFE LIBTAIRTF Java HEMIEFIERIE

FRTFEILRSN , Frid Windows BERFRTAHIERTF Linux B/ERS -

WNERISFE Pass all keystrokes to server ( GFIBREEBRERSER )  RRESE <Cui+Alt+Del> EBEZE RS LANRERS.
Magic SysRq $2 Linux RZERRAIAESHE. NREBUSSZERA AR ERAFELNNFEESEERERS . ©IEEERA.
eI LMERLAT G AZ—TE Linux BAER S EFE A Magic SysRq # :

o B—1EBiHINE sete/sysctl.conf

o echo"1" > /proc/sys/kernel/sysrq

WNERFEF “Pass all keystrokes to server”  (JEATERELEREIRSEEE) | RRESIE Magic SysRq BIEIRETERF LANRIER
%, ERIBMERSHIRIRFITA (1E EEEIEEZSZH}E’J ER FEHS S ) BATESRM FREEEATEEER Magic SysRq #2
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o Y5 Management Station EE/EH SysRq , M <Ctrl+Alt+SysRg+b> B, <Alt+SysRg+b> SEB & Management Station , TIAE
%N NSy

o HNER Management Station EEEEE SysRq , M <Ctrl+Alt+SysRg+b> &, <Alt+SysRa+b> IEAEBESERA FINRERA.

o ZRFLIGHAM SysRq IERAS (B0 , <Alt+SysRa+k>, <Ctrl+Alt+SysRa+m> & ) {EIREFE RS , TAE Management
Station FE2EREF SysRq 1%,

imtEt=hl & EM SysRq BARE

LR MEE—MA BT &5 SysRqg BAR :
e Opensoure IPMI TH

{£F SSH/ Telnet BSIMBERI TR RS

{#1[ Opensource IPMI TH
TR BIOS/IDRAC IREXZIFHR SOL EEAIEFHIE.

1.

o AN

FERRTAFT | 1517 SOL BiEm<
Ipmitool -I lanplus -H <ipaddr> -U <username> -P <passwd> sol activate

SOL 1B EHEIE.

RSEZEES ISEIRERSAIS . BB/~ localhost . localdomain BFRIETRT. FRARMERFZRAFSIZHER,
WIER SysRq KR/GA , MIfER echo 1 >/proc/sys/kernel/sysrq [BRAE.

= THERIRE ~B.

f$5F9 SysRq BEANES A SysRa Thge. B0 , Ui BEEHEEmNEFERS

echo m > /proc/sysrg-trigger displays

{$5F SSH Bk Telnet ER/MIBERTTIERERS (B RITRAERERK )

1.

IFTF telnet/SSH 215 , {# iDRAC AR ZIZRERG , £ /adnin> IBRFHMNETHS console com2, HITESER

localhost.localdomain T,:Esz}

- MTEHIEEER  BYRTHRAERINIRTIERSRERERIRS  £RSH5ISERERGE  BET

localhost.localdomain BRIER.

EREMEFRFERFSIERER

WNER SysRq RKEH , MIfERE echo 1 >/proc/sys/kernel/sysrq BHB.
FRREARSH SysRa T8E. filgN , AT S EHS 1SRG ¢

echo b > /proc/sysrg-trigger

it BRI THUTIRFRIAI 66 SysRq BAHE.

£ Windows I{ERHE _LIESITAIETF ActiveX BIEERIZHIS SIS

XHFTE Windows #EER S LIEfTHIET ActiveX IEIIEHIERIE | BITBKREAREEIEPIIIRS2III8EA1T A STE Windows
Management Station _EIE{THIET Java BEIUEHIESIEAFNAIT AL , B TELSRR

WNEREEFY Pass All Keys (ZIBATEIRE ) | Wik F1 2ERTEE1 Management Station F1FE R EHINFEEFEE , FERUT
HE

Click Help on the Virtual Console page to view the online Help
ARSI LR R R,

RFEAFALEE <Alt + Space>, <Ctrl + Alt + +> F] <Ctrl + Alt + -> RIEFISERF , IXEARFEHAH Management Station AR
RO,
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{6/ iDRAC BRSS1RIR

iDRAC FRSZHEIRZ—FIXAN RS  EINERRRIRSSR L (BOABR PARTER ) . BALURMREBBERFNEWER | LY
IDRAC i#1T#N7einBE. Bl RAEEIMISIRELAECS A iDRAC 5@ (fI40 , Web S{E. Redfish, RACADM #1 WSMAN ) , MAifIxd
IDRAC 3 T#h7EiiBE. REJLABCE iIDRAC BRSZIERIZNAIINGE , LI CPU FIIRSSERAMBMFR A LHINEHRE. B3INEHURIER
FRESITRE  LUSHEEER PSU LUMIFME RAEMHITEBIRERITRE.

(D)|i%: IDRACO {58 iSM kRS 3.01 FNEERER A,

()| 3%: {XAEB 2% IDRAC Express 8§, iIDRAC Enterprise WEREZJS , ZREf#ER IDRAC BRSSHESL,

{sEF IDRAC PRSSHELRAT , 1BHR(R
o Z7E IDRAC FIIEER. MEFMRSEHEHAUR , LUSFEEER iDRAC Service Module IH8E,
o IRBEZEFH iDRAC Configuration using local RACADM ( {EF[5EE RACADM [ iDRAC FH ) EIR.
o B{EERSZ IDRAC WEIBSERE iDRAC S@T SR USB E&EH.
@ i*:
o ENXIETT IDRAC IRSZHIERET , BUABR T , BS7E DRAC Ff2H OS 3l iDRAC BiliEiE, WRELRE iDRAC IRSIEHRZEE
FRILLThARE , MASWAJRTE IDRAC REFERNEAE.
o HNEREET IDRAC HfY LOM [EFE 0S E| iDRAC EIBIEE , NIFSA{HEFE iDRAC Service Module,

X5 -
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iDRAC Service Module STIFRVIR{ER T

iDRAC Service Module ¥SMITHEE

M IDRAC Web FRE{#R iDRAC Service Module
M RACADM (s iDRAC Service Module

5 IDRAC BRS51ERFF Windows Nano OS

#4% iDRAC JRSS1RIR

TEATLAM dell.com/support EFF%%% iIDRAC RSBIER, B A SRR , ZREERSANR(ER S L% DRAC fRSHE
W, BRESLEER , 15857 IDRAC Service Module fBF#5E , ®LLE : https://www.dell.com/idracmanuals,

@| i#: IIHAEAERT Del Precision PR7910 &%,

M iDRAC Express #ll Basic &% iDRAC Service Module

1£ iDRAC Service Module Setup ( iDRAC Service Module iZE& ) TWHEM , B Install Service Module ( &3% Service
Module ) ,

1. Service Module Z2EfERFE]FBF7E iIDRAC I FHIRIER S EL.
SFF Microsoft Windows EERFEL Linux IERS | IBiniEai A B RENZIRSES.

2. BEHIRBYIRPIRCAH "SMINST" 9% , ARG TN
e f£ Windows £ , FIFFas<RHAIFHIET ISM-Win.bat HEAME {4,
o fELinux £, FTF shel I&7AF THHZIT ISM-Lx.sh JIASI{4,
3. RISohkfE , IDRAC RIGERSBIRIRETIT Installed ( BRE ) LIRZRAH.

(DliF: ZEERZRAGIE 30 DEARTEVURIERARIA, WIHRIE 30 DENFENRE | EXREHFSH Service Module 24,
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M iDRAC Enterprise Z£%s iDRAC Service Module

1. 7E£ SupportAssist Registration ( SupportAssist i ) ESF , B2 Next (T—%) .

2. £ iDRAC Service Module Setup ( iDRAC Service Module i&E ) TWET , B35 Install Service Module ( %% Service
Module ) .

3. Eif Launch Virtual Console ( BEIEEUEHIS ) , AAJSEE Continue ( 4 ) T2 EEXIIEIE.

4. BB iSM ZRERFRXY | IR AEREZIRS .

(D|iE: TEIZREIE 30 DRI ENURIERAT A, MRE 30 SHNREHLLE | EUREFENRLE,

5. ERIGRFIERTIFCH "SMINST' H9% , REIEITHERAMA
e 7 Windows k , s SRR FTFHEIT ISM-Win.bat HEAMEI{4,
o TE Linux £ , ¥TFF shell I&7F FFHIZETT ISM-Lx.sh BIASI {4,
6. HIBERE LANRIER SR,
1£ iDRAC Service Module Setup ( iDRAC Service Module i&E ) Ti[H , Install Service Module ( &% Service Module ) 1&5H
BELETHEZER 7B Service Module A E7~/9 Running ( IETEIETT ) .

iDRAC Service Module XiSHIRIER T

B3% IDRAC Service Module STIFRUIRERZRIFIER |, 15205 iDRAC Service Module B #53 , WAL : https://www.dell.com/
idracmanuals,

iDRAC Service Module ¥:MIhgE

IDRAC ARSSHELR (ISM) FRHLATUSIOEE :

o Redfish BEEMXAHXIF ML EHNSIF

e IDRAC HEE

ZEFHERER SR IDRAC i8] ( SCIGMEINAE

R iDRAC SNMP 245

BEIRMERR (09) B8R

1% Lifecycle Controller BHEEHIZHRERZHE
MITENRFIREIEIN

Z£2%E Windows Management Instrumentation (WMI) BT HERE
5 SupportAssist Collection £eff,, IX{XIERTZLZER iIDRAC Service Module 2.0 HRE E B IRANHIIE L,
HESZEIT NVMe PCle SSD, THREFER.

EIRSEEER

Redfish BRE {43 F RS RILHISHS

iDRAC Service Module v2.3 BLEShRA /9 IDRAC IRAHERIMIMSEEN | XEMEREIEATEIHRE DRAC fY REST ZFUmikE. BX
BZIFMESE | 15205 IDRAC Redfish BLEX 43755,

EFRAER

OpenManage Server Administrator 24575 iDRAC HEEERFASEFENE. IDRAC Service Module 124t5 IDRAC ZEURHSE | HI
WRERREIR. BERFRAFTEIRETRS (FQDN), BABRT , LIEEREEA. MIREEETIRERSZ LT
OpenManage Server Administrator , NJARSZEFRILGIEIR,

£ iSM hRZS 2.0 SkESHRAT , EBIERIERFAEEINGE , EINTRERFEMEZZOBENRNZS. 15 iDRAC 2.00.00.00 5 iDRAC
Service Module 2.0 BB S hRAE SFERR , SFRIEMRERFMEIZEO. SR iDRAC Web 5RE. RACADM B WSMan &
BIER,
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& Lifecycle HESHIZIMERAZBHE

1£ IDRAC ERIZTHEERT , &a]LUE Lifecycle Controller HESHIRIRERFAE. XSEUTFH OpenManage Server Administrator
PTHRFASMHHEE (SEL) E4l. EEFERMERFERTETUEABIR (E2IRINEF , 5iE7E RACADM 8 WSMan HREAIZHUTIE
&) %FEE ?#%‘BEFH iDRAC Service Module EFIZEERFHES . BEERERFEHETIEABEES S SNMP ZiRakbEmH
EeERYHEAERE.

BERFTEIEE T/ERT , iDRAC Service Module IRISICRAERIEE. H IDRAC Service Module HUTHIRER Z R EICRIGERE
F Linux BORAERGFR{ERIRY IETF syslog ¥k,

C)EJAM%C%M%MMWQJWH%,mem08¢wumwm0mmwyEEE%&%WH@%DW@S%&MM%D?
RIREEHITES., 1E%3E iDRAC Service Module SEHI iDRAC Service Module Z22Ef2FRT , S AR EIZAIS.

WNERBZ%E OpenManage Server Administrator , MIEZAILLISNINGE , LUBRRERZAESHIMESR SEL 8.

(i)|i%: £ Microsoft Windows H , 3[R iSM BHERZHE TCR , MARNBEIERFER , EHE5N Windows B HEIRFSEHE
#rEEhEM, OS.

REtEHIREIEIR

EHMERKRSINEEE—METRMATAIRE. WRHIEHEE  WETEEREIER , ERSIGER , BFREIR RS 7 —
Ff. ASR (ERIHATERSCIL , ESFFEE. BTSSR | LBHLEEEEAT. MR ASREENT , WRE
BFRARCHEFERRSBNZRERS.

ERILATREEEMNIREERE |, fINESENNBEREEHSIS. EREKHARSHE. AERERARENRCER 728

FRILLINAE. ANEREZ%E OpenManage Server Administrator , N BZEFAILLESTHRE , LLka HIES RS HATEE.

Windows Management Instrumentation 12{HFERF7

WMI 2—4E3 Windows IXFFEFREIRTY R , AIIRAHR(ERGHRE , LMBNERMBAEREPRAESEMERN. WM Z Microsoft SE

FERIRE DB

/N (DMTF) BIET Web AITRAVETR (WBEM) FAIRRMERWEEL (CIM) #fE , LIEIEIRSS SRR, BIFRSE

MR FARER. WM IRMEEFEEITFSRREIREHE (IR0 Microsoft System Center ) 585K , FHAVFEITHIAEIE Microsoft

Windows PRS3E8,

SRS B2 F iDRAC A WMI 1%EIR, iDRAC @i iDRAC Service Module B7x WMI 25 | 12HIRS SRS TIRRER. BABR
T, WMI{EBIHEEEFE. iDRAC Service Module £ iDRAC #iEid WMI 7= WSMan SRS, EERTE root/cimv2/deim

mRTE,

ATLAER AR WM ZEFiRiEORSEEHTIHE. BXESER | BEREE Y,

AT aGsERE DCIM_account ZELA5BE WM {SE4FIETE iDRAC Service Module FRIZEAYTHEE, BRSNS FIEESUEHIER |
E&7 WSMan EEBSARBASZE |, LA https://www.dell.com/support,

5. 49: DCIM_account class 735l

winrm g wmi/root/
cimv2/dcim/

DCIM Account?
CreationClassName=DC
IM Account+Name=iDRA
C.Embedded. 1#Users.2
+SystemCreationClass
Name=DCIM SPComputer
System+SystemName=sy
stemmc

wmic /namespace:\
\root\cimv2\dcim
PATH dcim account
where
Name="iDRAC.Embedded
.1#Users.16"

o[ VE:-Im| WinRM WMIC PowerShell
e Soul]] , , , .
winrm e wmi/root/ wmic /namespace:\ Get-WmiObject
cimv2/dcim/ \root\cimv2\dcim dcim account -
dcim account PATH dcim account namespace root/
cimv2/dcim
IRENEAYFSRESER)

Get-WmiObject -
Namespace
root\cimv2\dcim -
Class dcim account -
filter
"Name="iDRAC.Embedde
d.1l#Users.l6"'"
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Z&. 49: DCIM_account class 73=:f5l

winrm e wmi/root/

(o[ VE::Im| WinRM WMIC PowerShell

IRENSEBIRYSCERSERY
winrm e wmi/root/ wmic /namespace:\ Get-Wmiobject -
cimv2/dcim/* - \root\cimv2\dcim Query "ASSOCIATORS
dialect:association PATH dcim account OF
-filter: where {DCIM Account.Creati
{object=DCIM Account onClassName='DCIM Ac
? Name="'iDRAC.Embedded count',Name="'iDRAC.E
CreationClassName=DC .1#Users.2' ASSOC mbedded.1#Users.2',S
IM Account+Name=iDRA ystemCreationClassNa
C.Embedded. 1#Users.1 me="'DCIM SPComputersS
+SystemCreationClass ystem', SystemName="s
Name=DCIM SPComputer ystemmc'}" -
System+SystemName=sy namespace root/
stemmc } cimv2/dcim

IRENEHIRYSIF &R

Get-Wmiobject -

cimv2/dcim/* - Query "REFERENCES
dialect:association OF

—-associations - {DCIM Account.Creati
filter: onClassName="'DCIM Ac

{object=DCIM Account
?

CreationClassName=DC
IM Account+Name=iDRA
C.Embedded.1l#Users.1
+SystemCreationClass
Name=DCIM SPComputer
System+SystemName=sy
stemmc}

count',Name="iDRAC.E
mbedded.1#Users.2',S
ystemCreationClassNa
me="'DCIM SPComputerS
ystem', SystemName="s
ystemmc'}" -
namespace root/
cimv2/dcim

TR iIDRAC TRE S

BIT(FER DRAC |, IEaTLASNISTHFAIIRSSEE | LU T ERR SR . Eai4iaf, Bt , iDRAC ARt REMREE LM
N, EXFERT , S EFIRSEEHEIR iDRAC, EEIR iDRAC CPU , IARKAITFIRSSE | siEHITRREERS.

1B {F e iIDRAC FEEIRINAE , Foit(aAt iDRAC TEFIINL , BERRI LI TITAE IDRAC BRI . TEXREER, EinfEEig
iDRAC , {BFREETHIRER S HIREEEMIR, BUABR T | 1= iDRAC BEIRINEEC/ERA. &R LAFER iDRAC Web SR,

—

RACADM # WSMan ${TIZ#E iDRAC FEEEIR,
WS
ATRM Windows,  Linux 0 ESXi I/ERFH1T DRAC EEENGSERSIE.

e Windows
o fERAHE Windows Management Instrumentation (WMI) :

winrm i iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

o (HFTE WMl R :

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck -
skipCNCheck

o B%IskIEIEHIER Windows PowerShell BN :

Invoke-iDRACHardReset —-force

Invoke-iDRACHardReset

o (EFREFREBRIESI
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FEESEFME |, iISM £ Windows ¥2{EZStHY Program Menu ( 2538 ) H2MHPES T, 23/50%1E Remote iDRAC Hard
Reset ( iZf2 iDRAC @& ) IEINHY | RRASIERNEIHIALIEIR iDRAC, BHHIA/S , DRAC EW# SERERENGE

(D)|i: 7£ Application Logs ( RIFFRZFE ) 31T Event Viewer ( BHEES ) PARRUTEENE. WESFRER
A — 201,

A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account
is privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

Linux

ISM BJTERRA ISM 3ZHFRY Linux B ERG LIREATHITES. EBHLUBEER SSH SiRXTREERBERFLIE TGRS,

Invoke-iDRACHardReset

Invoke-iDRACHardReset —-f
ESXi
TERTE ISM XH5RY ESXI BMERA L | iISM 2.3 i B REIERERE (CMP) FARMEER | LUER WinRM Inf2a SImfEh
17 IDRAC EH,

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstancelID=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

®
®

iE: 7EEEE IDRAC ZRI , VMware ESXi BFRFEAS K HIART.

i#: BBF VMware ESXi BERFHIIRE , iDRAC BiREAEREIRRIER., WRIEFEREIS DRAC,

. 50: fRiRAbE

SR L

2]

—_

A374% DRAC EER BIOS A

RHFFE

niRdE

D NN

iDRAC EiREM

X iIDRAC SNMP &4z A H ST

&8I R iIDRAC Service Module 2.3 i , RTLUZIERBEHURIFRFHI SNMP 4R ( 25T IDRAC AERAIER ) .

ST EARECE iDRAC BUER UM iDRAC SNMP 24 |, FHEIAEENIRER S LACE SNMP A1 BfneiEEEIRSe:. &
iDRAC Service Module v2.3 BkEEEhRAS |, IWINEESISRERFEREFSHINFrEESERN R EER SNMP BaEbH.

)
)

i IZINEEXIE Lifecycle HEESINRESFEITELE.

it Linux BMERF L | 1ZIIRERERIT SNMP 2SR (SMUX) i BREZESURERR SNMP,

BMERT | WINRETERIRS., REWA SNMP IREHHA S iDRAC SNMP IREHHIHT | (BEICRATHEERREXA
TREOTIA SNVIP 53R, R EFERSMSRESSMNETT , TIRERRI IR,

oA S
ANT5IRMAL Windows,  Linux #1 ESXi ERFHIESFEATGE.

Windows I#{ERH
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o {HERZAME Windows Management Instrumentation (WMI) :

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]1"}

o {EFAZFE WMI SR :
winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck -skipCNCheck

o Linux IMERSF
TERRA ISM IS Linux BBER S L | iSM IBETaTHIT®RS. ST LUBIY A SSH SiEX T EEFRERFALIE TGS,
LAiSM 2.4.0 FroaRt , EeTLAERLA T a1 Agent-x ECEABAIAIINY , SZHRFE M IDRAC SNMP #RE :

./Enable-iDRACSNMPTrap.sh 1l/agentx —force

WRFKIERE ~force , MIHREEE Net-SNMP HEFFEN snmpd ARSS.
o EFEMAILINEE , IBHUTLATIRE

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
o EZFIINGE , IBHUTLATERE :

Enable-iDRACSNMPTrap.sh 0

Enable-1DRACSNMPTrap.sh disable

()| 3%: --force SEIMATALE Net-SNMP A& FEN, (BE , A /RELEMEH BiR.
o VMware ESXi i#{ER S

EF;E iISM SZHERY ESXi BMER G L |, iISM 2.3 WisSEREIRRIERE (CMP) J5ER4HER | LUER WinRM IZi2aSimizg
FEiZIngE.

winrm i1 EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

(D) i%: 1B RAPEMHAEHELS VMware ESXi R4k SNMP i85,
i BXESHFEREE |, BSRAT https://www.dell.com/support. Y In-BandSNMPAlerts 3 AREEH.

®
B R EER SR iIDRAC

BIS(ERALINAE |, EeILAERTEEN P #tEtHEIT iDRAC Web FRE. WSMan #1 RedFish REBCEFINSNEGSE , TEELE IDRAC IP
i, SR IDRAC RSS2 MRAC B ekt EL(H AR — iIDRAC EiEaE iDRAC RSEZRICHES |, ST LUERABNAR iDRAC EiE,
£2iH Windows IR{EREStHY iDRAC 518

BRI LMERLA TR —HUTIESS -
o {EHf) webpack Z4E IDRAC i31a]ThAE,
o {FHFH iSM PowerShell BIAH{TELE
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BIEMR MSI £3%

AT LIBISEA Web B2 INRE, IHINREEERY iSM REF B, MREER | NEKANINEOSE 1266, HRJLITE 1024
7 65535 ABBEIRERIIROS, iSM SIFEZEETEMAZE DRAC, ARG , iISM EEIER— MNP XEERIN OS2IDRAC, {ifimOSH
INENIRER S AT OS2IDRAC BEXEENINIE | ERIFHENER. WINREEBRAER | Bk ENNEEsEE.

LLiSM 2.4.0 FRYART , i@ ERLAT Powershell cmdlet , BTG RS BIASHIA IR OEE
Enable-iDRACAccessHostRoute —-status get

SRt RNERCEANEEAIIIR. MRCERZIE  ERERMITROS.

(D|i#: EiLHITHESTERTE , EHHE Microsoft IP Helper BRSS IEFE/RIIZR S HIEAT.

Ei5ia) IDRAC Web 5RE , AlfESE8{FEREMSIL format https: //<host-name> Bf OS-1P>:443/login.html , Hep :

. ;'1;%2 ;% —lsﬁnfjf — R T ISM FECENIEY OS ¥[8 iDRAC IHEERIARSS 2 ERITEENS. RENBAFE  BRILUERR

e 443 — EIAJIDRAC inS. XFFNERRAS , MTinAS ENAMEERNEEKEEREZRAS. SRILUET DRAC
Web FE., WSMAN ] RACADM REEXIROS,

1&@id(EF iSM PowerShell cmdlet FfitE
WNRZ%E iSM FTZERILLINRE | el LAER isM EEAYLLT Windows PowerShell < B FIZINEE :

Enable-iDRACAccessHostRoute

WREBEBE TINEE B LUBILER PowerShell i S LARIBRIANEIZEFREXNE. ATFRANERIIT

o RE - WS HWET, BARAXSKNEBEALLE True, False 5§ get,

o RO - XEMITHOE, MREREMHKOS , NIFEREIA OME iHOS (1266), WSIKSSEES "FALSE” |, BRAGE 208
SHHEHRED . BOHAMA— IR ANIEEEENFRORS. MsOSiREnESNER OS2DRAC HABIXIERN , HE
EATLAMERETER (1S1E23 iDRAC, {BATSEEIR 1024 F 65535,

e IpRange - ISR M%) , TRESIFETFVURERFEZE DRAC 89 IP HEUEERE. 1P tBSEREAME R T35 EERH
(CIDR) #&=t , 2 IP N FMISHSEIAS. HIa0 , 10.94.111.21/24, 33 DRAC BOSIEH R FATESEEIFIAY IP i,

(D) i%: L IIRER SIS IPv4 HBhE,

£2[H Linux IRER 4RI iDRAC ih1d

1EEILLUEIS s Web AT FERY setup . sh {FLEEILTHRE, IWINBETEBRIAKERRY iSM R4 FEEZHEH, EFXEIIHERIIRE | iBfE
BUTHS :

Enable-iDRACAccessHostRoute get-status
BR%. BRFECEITRE  BERUTHS

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable-Flag>=0

£ZH

<source-port> fl] <source-IP-range/source-ip-range-mask> A2 50HY,
<Enable-Flag>=1

=)

<source-port> BWIHY , M <source-ip-range-mask> Z0]i%HY,

<source-IP-range>

IPSBEISRA <IP tthul/ FhgiEsg> #&=h. ~fFl : 10.95.146.98/24

OpenManage Server Administrator 1 iDRAC Service Module B9#F

FEFRSEH | OpenManage Server Administrator 1 iIDRAC ARSSHEIREILASETE | FHRTARERIERIARITIET T,
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WNERIRELE iIDRAC Service Module L2ERABIEASITIAE , MITESSRLEESS |, {15 iIDRAC Service Module & UZEIEE OpenManage
Server Administrator , MISZAESHVENINEEE, WS OpenManage Server Administrator IEfEI&{T , Ml iIDRAC Service Module 1&1E
ERFNRERSH IDRAC [FZERESNISNINEE,

HEBLUSIET iDRAC REEHEAXLITNINGER  SHTHERIMGE , FHRIE OpenManage Server Administrator ZEIEFEIZI TR
FERThEE.

M iDRAC Web R E{¥FH iDRAC Service Module

FEM iDRAC Web FEER iDRAC Service Module , IEHTLATERIE :

1. %5Z iDRAC Settings (iDRAC i&H& ) > Overview ( %S ) > iDRAC Service Module > Configure Service Module ( Et&
Service Module ) ,
JEE 7~ iDRAC Service Module Setup ( iDRAC RSBHERIEE ) TWAE.

2. EAILIERLITIR
o EAEEHIRFRSE LRIRAT IDRAC IRSZHERIRA
o IDRAC HfY IDRAC JRSFIERAGERINE.

3. EHITHIMENIIEE | BRI — S NER

e OS Information (I{ERFAER ) - EEIRERANER.

e Replicate Lifecycle Log in OS Log ( EfHEERFAETRHESERIAE ) — &1F Lifecycle Controller HEEHIZRRIER S
BE. MNREERS EZEE OpenManage Server Administrator , 522 FRILLEIR,

o WMIEE - 815 WMI{ER.

e Auto System Recovery Action ( BEIRFINER(F ) - [EIEERE ( LIWAEAL ) FERF LHITENRERE :
o EFEIS
o XHARFHEIR
o RABBEXHARER
WNREER S %% OpenManage Server Administrator , 125 FRIEGIZEIR,

M RACADM Hi{&H iDRAC Service Module

EM RACADM {5 iDRAC Service Module , i&f# ServiceModule HPHNNE,
BXEZER , iI5215% IDRAC RACADM CLI #557 , ®E : https://www.dell.com/idracmanuals,

1% iDRAC BIRSZ1EIREF Windows Nano OS

BRLEWEE |, 15208 IDRAC Service Module B#55 , ML : https://www.dell.com/idracmanuals,
BEE iSM [REEBRIEDET , BERUT®S cmdet :

Get-Service "iDRAC Service Module"
{5 WMI 8, Windows PowerShell Zif] , #8a]LABEESHIRY Lifecycle A :
GetCimInstance -Namespace root/cimv2 - className win32 NTLogEvent

BABRT , BEESE4NEREBEFSESASRAT.
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([ USB ig[Ii#1TIRSH=1E

7555 14 RIRSS 28 L . AI{EREH Micro USB imO3RECE iIDRAC, {#H Micro USB imA#ATLATRINEE

o {HFH USB MEEOEZRRFLUFRNRFAESIET R |, /5140 iDRAC Web FREF] RACADM,

o EII{FERTFHETE USB IXahEE LAY SCP X4EL EiRSSEE.

@ i+ EEHE USB g0 |, SiEIEIE USB IkENES FSNIRSERECE /Y (SCP) AR ERS S | MU MBERGEFINIR. B
KB USBInOMESERE |, BIREARS "E5 13 RRSENRESRA ESE USB i OFIETE USB IXEE8" .

EREEE USBIRE , 54 % iDRACIRHE > iRE > B8 USBi8E. LIS :

o USB %M - iXCRALUSAERHODER USB IREh2ER S SCP X4 , Sif#F Micro USB #[i/1a) iDRAC,
(0| i%: BHaR USB IREhEEE S SCP ST,

(D)|5%: {8578 OTG IEFECZEM Type-A Bl Micro-B USB, 7RSTHEM USB EELE88HHTIESR,
e iDRAC &1 : USB SCP - &L NE—NEIN , LUBIT S NFEE USB IXENEE HAY SCP 4 SRELE R4t
o M- £ZF SCP A
o (RLRSHEAEBHRIANSIERBNBA - SIS IET , WXSF FHIZED , (REKREXNEAZBITAEES A SCP :
» BIOS
= DRAC Web RmE
o (NI EIERIEENXHERBR - RSP XAAEFIEGEISZRT A fiF SCP IS A.
®| i ERIET SRR RIS, eI LAUER Zip SR ERRDIE TG N\ ZRDSRIRIPIZ S,
o BRA - ERIATEAIFEEiTIEIEIS A SCP X A4MAEITIRE.
2
BT E#% USB &EiA18) iDRAC FRE
M USB i85 LHIRSSSSE.E AL E IDRAC

Bid Bk USB iE#%if[A iDRAC Rl

iDRAC Direct TR/ RIS ETEEG I HHU-HESH| B EEEE) iDRAC 19 USB i, IWIHASASIFISEEES iDRAC R (40 Web 5.
RACADM #1 WSMan ) ZELHITERIRS s S N4EFIRE.

BRI RIRERFNFIZR | 1B5BI8 IDRAC &K771d85 , Ml - hitps://www.dell.com/idracmanuals,
(D) i%: WNEBEERAE Windows RS (SIS EZRE— RNDIS X2 FLAEAILIAE,

EET USB i35 iDRAC R |, iBHTLATERE :

KAMB AN , T SE A EELAINEIESE,

BRRERBA USBiw, BXESER |, 5580 GlE USB EEIRIRE IE LAY 240,

EEFR EENTENLEREN P #bik 169.254.0.4, TTREFEEEFLEHLIREN IP bk, iDRAC BRSSESIREN 1P #blik 169.254.0.3,

FriA(ER IDRAC MZRFRE , 580 Web FE. RACADM, Redfish Bf WSMan,
a0 , FEifa) iDRAC Web R , iBFTH—INSTHEAUNILEES | SBANBIL 169.254.0.3 , JARGHE Enter $2,

24 iDRAC fsEF USB iR , LED EBINMFLART S FEEIIRES. INGSRERESFINR,
6. SSEKFREIRER . MERGRTFF USB 45,
SRfE LED X4,

{0 USB i&& LIRSS S EC BN 4 ELE iDRAC

181 iDRAC USB im0 , ATLAXY iDRAC HTiRSSESECE. & IDRAC HELE USB EiIm[IRE , FHEANSBIRSESHE 4
USB i&& , AEH USB IREFHIIRSZEECE IS NEI iDRAC,

FNIENIN

o

5[ USB iciH{TIRSZSHEE 239
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®
foE USB ERiR[iZE

1SR LAERZSE BIOS 3 FEEER iDRAC Direct USB imH. SHRZERHSE BIOS > SRS, SIS | EEXHTZEH iDRAC
Direct USB %[,

£ IDRAC & , BB IRSESHINIR A 8EELE USB B im0, OEE USBIREE | RRSHREMIEEE "B EREM"
O TR USB IREBER.

HETERT , H1E Lifecycle Controller HEFICR— MM -

o RFATF "BEN" = DRAC i , FH USB RSB EENEFEHR.

o USB EHImOEXEEH,

o RFZERIM IDRAC IIHREHRER S,

o G DRAC SIR{ERZEH

HiZEBE USB HIISFrAIFIERIREKRAT | gEEHERE | FESBEUTEHERTEREY

5 RFEEITIRR

A USBiRER

ERS  EE

FEEFHOERN | EBFERE. SNMP FERH. ImfERFHAER WS Hiy

BIE T

AETHERT , BEREREEFERICRE Lifecycle Controller B :

o BIEL "IRSSESIEH” AANIRAVER TEINELE USB ERinO.

e USBIRfRIEH DRAC {£f , HEEZEINEK USB EIRiHmOE.

e USBIRFZIER iDRAC { , FEEFEIRNESE.

{5 Web 5{EEIE USB ERixO

EEE USB im0 , BHUTIATRE
1. 7£ iDRAC Web FRE , #Z iDRAC iRE > > &I8 USB iR H.
2. USB EEBIRORENEEA.
3. M iDRAC I : USB SCP BB MR EHIEREMBRERS S ( BESAFMHETE USB IXaNss ARSI ES4TI ) -
o BEH
o (NERSZHAGKASESENER
o (NEREMEIEEH
e BEH
BREFERIERE |, 1BEI7 IDRAC Online Help ( iDRAC BXHLESE] ) .
QD |iE: TR (N ERNEENHER" LMESARIEEXHZ/E | IDRACO ARYHEEREBRIPELEAI . EATLAE
B "Zip HHIERS" I N RS SRARPZ S

4. BENANARE.

it REMEREEHT USB IREBIERZIRSS /AT , FBEAER IDRAC #EMOIRE USB EXmAIRE.

{ffF RACADM (it & USB &gk

HEfgE USB im0 |, iBFEALLT RACADM Fap$HINISER !
o EHEE USBIR[IRE :

racadm get 1DRAC.USB.PortStatus
o EHEE USBIHAMRE :

racadm get 1DRAC.USB.ManagementPortMode
o ETE USBIREBRIRIRAM

racadm hwinventory
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o EFHFIEREE LHTIRE -
racadm eventfilters

BXEZER , 52815 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,

R iDRAC 12 B 2 HiEFELE USB ERixO

HERLE USB im[ , IBHTLATRIE
1. £ DRAC IRENFIERYF , BEN K USB IRMRE.
B 87~ iDRAC & /Bl USB IR MR ETIE.

2. M iDRAC Direct : USB B2 XML THIZEERFIEFETMABREIRSES (BT SAFHEE USB IRShESHAIRSS ESEc B 4=t
)

o BEH

o (REHESFHREBRAEIELENSH

o (NEREMEMEEH

e BiEH

BXEFEBIEE | 15215 iDRAC Settings Utility Online Help ( iDRAC & &2\ FRTEFFELHAEE )

3. BELE—¥. R, ARRERUNAERE.

M USB &SN IRSAAECE X

FRIRIE USB IRBAIRBRPEIE—REFRA system Configuration xML BIEFR , ZBRES config #0 control 3T :

e Server Conﬂgura‘uon Profile (SCP) {iF USB iZBIRERTHY System Configuration xML FEZFEH, MIEFEIERSEEN
FrEBIHERT. IXE4E DRAC, PERC, RAID 71 BIOS HEH. EaLURIEI SRR BIHARSSE LY. SRR
<servicetag>-config.xml, <servicetag>-config.json, <modelnumber>-config.xml, <modelnumber>-
config.json, config.xml B config.json,

e Control 314 — BIESHUABNEE . FEEEST iDRAC BT EMEMNEM. HWsEISHdhaES=/1 531 :
o ShutdownType - IEE. 3B%l. AEH5IS.
o TimeToWait () - &/JME 300 , KB 3600,
o EndHostPowerState - FF/3%,

control.xml {43 :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

TR BIRSS SRR BEFTILL R,
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(D|iE: 8 SCPHY , & SCP Ry USB EERIRES S P AME BRSBTS, FAILAE SCP FERREN | LR

HiR.

EIZIRSEEEE UM USB 1SN iIDRAC :

1.

7.
8.

BcE USB HIRELR ¢

o 5 usB ERiRO&ENNIRE HBRIE) iDRAC,

e IS iDRAC B : USB XML B EIRENERRIASRERAEEHR.

BEE configuration.xml F] control.xml 4R USB [NTFEERHEN iIDRAC USB ik,

B USBIRBIRER TRY System Configuration XML FERPAMRSZEEEESY. REBUTINFEAINZSUS
® <servicetag>-config.xml / <servicetag>-config.json

® <modelnum>-config.xml / <modelnum>-config.json

e config.xml/ config.json

RS BSELE NS NEIE TR,

WERARHKBILEE S |, BIESELE,

U5 iDRAC & : USB XML EeE i8S HEREAEIRBRE BIOS iIRBZREAAZT , BREWREF— iDRAC FFIKFE
BIEN , NEBm—FERERFHEIHRE,

LCD EtR#0 LED (W18RE ) 2BFRE | FREANEIERE.

WNRFEEESFHNEEFH B control 37445 Shut Down Type ( X#13E ) 3559 No Reboot ( EEBIS ) , EwREN
5|1 SIRSEEA R EXLIRE. BN , REEEEEFS ISHMNAES. NURSBEXNN , ANEEEFENESR | AFEEEE
No Reboot ( TEFE|S ) EIL,

SNENFRE . LCD/LED BRIZAEWETHK. MNRFEEFHSIS , LCD B ESHREETH "BESFEHRS1S" .
YR USB IRBIHENTEIRS ST |, MSANRENERSICRAE USB IRE M results. xml &,

LCD jHE

SN LCO ERATA  EXRINFERUTHER |

1.

S - I[EFEM USB iIREBEHIIRSS ARECE SR,

2. RNFS - {RVIEFEHATRY.
3.
4
5

B5ehk - 1FERIIZERET.

. EFeRERERER - (R BemiBRE BRI,
. BRI - fRIFEXRY.

BXEZHAER | 1525 USB IRE LRISERYM.

LED P3X13 A
USB LED $ERIEAE(SERS USB ICYTHOMRSS SSRE S PHRIFIOITS. I LED ATBSRERTFATERE.

ERERESIE - IETEMN USB IREEHIIRSRECE 4.
E56NE - IEEFUTIRIL,

EIRIFENE - (RN , SETREREIR.
EGERESE - (FLEHIHTEMN.

(i)|i%: 7£ PowerEdge R840 #1 R940xa 1 , WNERAFAE LCD , A3 USB imEH{TSNERMERT , USB LED AaUkF. %R LCD 1BE

H

BAPRE.

SNSRI

BRSNEFCRIATMER

$51E Lifecycle Controller HFEI4 ISR USB HUTENISNBIEIE.
R USB BB IFSAIENIRT | &7 USB (N EHEREPIERIEWER,
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BEFEHSDPEFRHOE— BN Results. xnl PREREXH , EHPEEUTER
IREHFE - EENREREWEL 1D 8HREER 2 fRICREUE.

{Ell ID - EENBIEREEL ID ZfEICREUE.

YENVAIFFIE B EBFNRT ) - ESNRIBREWEL D Z RIEREUE.

RS - EENBBREWEL ID S ESER T RIHCREUR,
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{5 Quick Sync 2

FIFRTE Android &, i0S #&1i8 % HiE{THY Dell OpenManage Mobile , #RRTLAR AN EEEAIA)EREIE OpenManage Essentials 5§
OpenManage Enterprise (OME) =#I&15RMRSS 2. ERITEEERSSHIFMESNRRSM. BF LCNERSHHEHE. M OME
EHIaREERE LNEEM. D 1P tlFHER DRAC ZH8. EERE BIOS BILARIRESEEREGMNGER. SthaLiE
EiRSSES. HRARGEFIAIEE DRAC GUI,

OMM BTBZEM Apple App Store B, Google Play Store &k,

TRIATIERS MRS %3 OpenManage Mobile RZFEFERS ( 3Z43F Android 5.0+ F110S 9.0+ #8aM&ES ) , A8E(#A iDRAC Quick Sync 2
REETERSSEE.

(0| i%: HEBAAEMAZEE hZ2ET Quick Sync 2 HEHIIRS Bh B,

(D|i: IS ERMESRFR Android BEZRS Apple i0S RIBENIRE F F3H%,

EHFRRAT |, LWIHEEEFRESS 14 X PowerEdge BRSSE8 ERTA. ©FZE Quick Sync 2 MIEHIER ( SRAEEMNSEER ) LIRS
FBTREEREIESF (FORTiE Wi-Fi ) B9%ahigs. ALt , ER—MNENESHEM | HBEHEXIIEEAKET DRAC BY4FT,

i B MX EERSKDEE Quick Sync 2 , 1558 OpenManage Enterprise Modular [BF#SERN OpenManage Mobile [BF S
/&, Wit : dell.com/support/manuals

iDRAC Quick Sync 2 ECEHE :
e - iDRAC Quick Sync i5ia]EEE ( 181 iDRAC GUI, iDRAC HIl, RACADM. WSMan )
1. >Quick Sync ifll] — FEENE-5 | IXE2EAEIR,
2. >Quick Sync JEFEIHAIEE — ECE U Enabled ( BB ) |, IXEBIAIED.
3. >Quick Sync IEFENHBRT — FREEA Quick Sync 2 IR Z [RAORTIE]. BRIAEE AR, BRAMER 120 7. SBE 120 2 3600
b,
4. >Quick Sync EHWISIE — BCE N Enabled ( BB ) | IXE2EAEIR.
5. Quick Sync WiFi — BLE ) Enabled ( BEH ) |, IXE2ERIAEIR,
BREE . A MiEsEmiR_ Y Quick Sync 2 #%$H. IR Quick Sync 2 FEiT=#e, 1BIIBa1IEEIAE Quick Sync 2 8. ( Android
5.0+ 2{ 10S 9.0+. OMM 2.0 SiESHRA ) .
BT OpenManage Mobile , BTLAFATIATRIE
o BERREMER
o EEBISA
o EIEBEAN IDRAC MEIRE

&% OpenManage Mobile F¥1E , &5 Dell EMC OpenManage Mobile [ 5E , M4t - hitps://www.dell.com/
openmanagemanuals,

£/

EZE iDRAC Quick Sync 2
FRERREEE DRAC BR

fic® iDRAC Quick Sync 2

Wi {# A iDRAC Web FEEL, RACADM , BJLABLE iDRAC Quick Sync 2 THRELAHIBIREENIRES -

e Quick Sync ifilll — BLENE-B |, IXE2ENAED.

Quick Sync JEiERNITAIEE — ECE N Enabled ( B/GFH ) |, XEBIAEI.

Quick Sync JEERNRBAT — FREEA Quick Sync 2 IR Z fGAIRTE. BOAEEATY. ERAMER 120 7, SBE 120 E 3600 72,
1. FFEIEETEXA] Quick Sync 2 1RILEIEFRIATE., EfTF | BEEEITAERH.

2. MREEF | TSI SR NER IR,

¢ Quick Sync {EBWISIE — BCE /9 Enabled ( BB ) | XEEIAEDL,

e Quick Sync WiFi — FZE& 9 Enabled ( BEF ) |, IXE2EHALED,
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S RER "IRSEEEHE" SRR EXEIRE. FEERSEEFSS , XWIRSATER. BER ST LIS MiEEIE
#R_EAY Quick Sync 2 &0, 1EHRIR Quick Syn I8 RIT=#E, S |, BERENZEIAR Quick Sync (5.

HEECEREIEMAT , £7E Lifecycle Controller BEFIER—1EE.

{5 Web SR HEficE iDRAC Quick Sync 2 i8&

RS iIDRAC Quick Sync 2 :

1. £ IDRAC Web RE 4= Configuration ( BfE ) > System Settings ( RHi&H ) > Hardware Settings ( E{ZH ) >
iDRAC Quick Sync,

2. 7E£ iDRAC Quick Sync Z855H , M Access (ihll ) THEEERFEFE NI Z —LAAE] Android B i0S BEliRE :
e Read-write (5 )
e Read-only ( RiE)
e BZH
3. [SRITAYES.
4. I5EERIPRF.
BXBFTRINEZEE | 1558158 IDRAC Online Help ( iDRAC BXLESED ) .
5. BAERIBMNARE.

{F RACADM EcE iDRAC [RIEREF 2 iR &

HRLE IDRAC HRIEREE 2 THEE , i51EM System.QuickSync LHHY racadm ITR, BXEZ(EE , i5217 IDRAC RACADM CLI 1§
&, Pk : https://www.dell.com/idracmanuals,

{§5FH iDRAC iR B2 TEFHEcE iDRAC Quick Sync 2 &8

EfgE iDRAC Quick Sync 2 :

1. £ IDRAC GUI H1,2%Z Configuration ( fitE ) > Systems Settings ( RRiIZE ) > Hardware Settings ( f@{#}i&%H ) > iDRAC
Quick Sync,

2. 1£iDRAC {RiERIEEHF
o IEFEIHITHRS,
o ZFEERT.
o ISEAFENHIERIRE (SEER 120 B 3600%) )
EXBFRINEZEE |, 158158 iIDRAC Oniine Help ( iDRAC BXHIESED ) .

3. {KREAT Back (fSIB ) . Finish (5EA% ) #lYes (&2) .
BRAERE.

(FHZEINSRES iDRAC (582

BENEHISRESE DRAC (8 , 5884 BP Dell EMC OpenManage Mobile JBF#ERT , FtF : https://www.dell.com/

openmanagemanuals,
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=i

= i,ﬂﬁu;uﬁi by

Eiféﬂﬁﬁﬁ%%ﬂﬁ%%%iﬁ &) Management Station LAY/ ERIREEE ML ZRY ISO CD/DVD B , BUFHEER EIRS R LANIRE

{EFBRERATRTDRE | 1&AJLA

o BUMBITIELAEREITERFAIN R

o LENFIER

o EHIRENER

o TEXRERFLLHEBFRR

XBERTIRINEIRS ST, EROARER MERT I RTUIRSE.

FEIRES :

o EMINBSTREMIEIK (CD/DVD)., REIRsgs (BIEET USB RIIKENRS ) #1 USB (74,

o BRAILUSERIL FR—MRE. USB HRIBEIRGNRS, BYGEEBLUNR — M EEIREERIIZERS. SHFHREIIREE
REREE—NRRENRE. ST CRNRREERES— 1 I RRYCRIRANRRE—1 1SO BG4,
TESR T HEREIN R E.

ToEMEERIHLIAIE] iIDRAC BRI EE /R,

ESERS L | [HUERNEIUN R SEIIRIE S,

EETF Windows FISERS L |, AREUNEIRISEMINFECEIREIESS | NSBanE.
EHERERENET Lnux WSERSK L , EIUN RIS KRB TR, EFmLEIRaNes , BFEA mount &<,
MZERF R BB EPEREESHREKE BT ML A ZE Management Station,
ERHBEPEELENFRNZERSA L | EIIRSSBRAM N IRENEE,

IR AER NS E R G A Management Station CD/DVD JRENEE ( Risk ) |, {BAREHE USB 1V&.
EUNREDFE 128 Kops HIAJ FIME 5.

WNER LOM B NIC 5K, BN REIE R RES R .

Managed System Management Station

A/«/\ Remote CD/DVD/USB

iDRAC7 Network —===
iDRAC7 Server -—-F-'“\/\/ Remote Floppy

4: BN RRE

£/ -

ISR ENESFIR &
FEEEIUNR
HAEMN R

BT BIOS & &ES |SIRF
BRE—R RN RS 1S

IR EN=SFhe =
TRIIH T B EUN S TR RS
7= 51: ISR EEEFE S
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#&. 51: SZIFHIREN RIS

IREhES RISHEEN R
AR o TH 144 REHIES 1.44 IREIXTNES
e CD-ROM
e DVD
e CD-RW
o HH CD-ROM NENEAIRENEE
IR o 1S09660 LAY CD-ROM/DVD MYESZ{4
e 1S09660 &I HIIE UG STL
USB (N5 e 8 CD-ROM 7MEAY USB CD-ROM IREIES

e 1S09660 1&TAY USB [NTFEEMYE ST

BB REHAT T /R

BEEEUNRIZER  BIRCHEE Web NLTEELUER Java B¢ ActiveX 1EE.

{5 iDRAC Web REIECEREHII T

EREREUNTRE :

BITEMNT REIERIE

/VEiR iDRAC, BUSFERRER | SIFHIEER.

1. 7EIDRAC Web REH , 2= Configuration ( BgE& ) > Virtual Media ( EE¥5RE ) > Attached Media (iZFEERINER ) .

2. IEEFBINRE. BXEZER 1B

3. B Apply ( RZFB ) (RFIRE.

{£F RACADM EeEEHIT TR

BEREENE , £ set 45$ LN iDRAC.VirtualMedia HFHI395,
BXELZERE , i555 IDRAC RACADM CLI #53 , WL : https://www.dell.com/idracmanuals,

B IDRAC IREXFITEFMIIN. DEEEFIMINEMUNE. EHRITLHRE :

{5F iDRAC 12 B 2 HIEFEE EI

1. 7£ DRAC IRBAFIRERF+ , ZENHRH USB iRiRE.

F6E£7= iDRAC iZ &1 EHl USB IR iR &N H.

2. £ Virtual Medla (ERINR) 259 .

253 IDRAC Online Help ( iIDRAC BX#I#EED ) .

MEZEE. , 5215 IDRAC Settings Utility Online Help ( iDRAC 18 &/ FITEFEAERED ) .

3. ffoxEE Back (fFIB) . Finish (58A% ) M Yes (&) .

REUAN ﬁlﬁ%ﬂﬂmﬁﬁﬁﬂﬁ

R BRIASH R SRR

TFRIEATETHINN RIRERIR IR
&. 52: RN RIASH RS

IRIBEKIESE Detach (35BS ) . Attach ( [fifil ) 5 Auto Attach ( BIZARINN ) . BXIEI

FRDNAYT BRIRTS

RS

parc]

ToRBIMRIRETEIR SR,

EEEMNE
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. 52: SN RIASH RSN

MBI RRIRS IR
gyl X4 Client View ( BPiIxRiRE ) FAEZE BTSSR,
Sy Client View ( EFIHiRE ) TSN E , FPiRRESCAIT AT,

BFEEEUTRPER SRS RE

e e ERVE IR TR ELAARIFSIEEIEE T . EHITIRIE | 51 Windows FREIEZSHAY Organize (AR ) HHEAF
B33 Folder and search options ( {FEFNIEFTIEIR ) . 1E View (B ) EI£+ , BUEILTF Hide empty drives in the
Computer folder ( [EETEN X HIrhRYZSIRENES ) I &S OK (HBE) .

Bl EE 9T R

RIS RS AMEREMEH S NREI R, HREMUNRZA  SUEEEEHT Web X%

EUNERS RFS 2EFM. R RFS EEGTENIRES | BBAXEERBREIUNREFimhT |, ﬁ%ﬁl%ij‘l«ﬂ:%l%{*
V/rtual Med/o /s currently unavailable ( EEINESFIAEIHE ) . A Virtual Media or Remote File Share session is in use. ( AT EjL

SNER RFS JJ;:LFEIEIEZJJ%* BALBEEHEHMEIUN REFIRE , ATLABEIE iR, ARSI LEREMNREFIRFIR
BRI AHBRET BN BUEHAIK RS,

(EREPIEHI SR EM TR

B EIEH S EHEIUN R | EHR
o CEREIIEFIE.
o ZEFRFENAFIERMTIKGNES — 7E Windows BRETEREH , SHinZEl Folder Options ( 3{#Fi&IR ) , F5kR Hide empty drives
in the Computer folder ( [EREGTEHIHFARAITIRENES ) 1EIT , REHE OK (TRE) .
EFEREIEEI ST EIUN R
1. 7£IDRAC Web REF , 2= Configuration ( Bg& ) > Virtual Console ( EIEHIE ) .
#E7R Virtual Console ( ERMEFIE ) TU@E.
2. EAi Launch Virtual Console ( EEIERISHIE ) .
Virtual Console Viewer ( FEIISHISEES ) BISE50.
(D |iE: f£ Linux £, JAVA 2RITFIHREMEHERBIAGLEL. £ Windows £, $15F . ynlp XHHLAER Java BRI
PAN
Ho
3. ERfh Virtual Media ( EE¥Ift/R ) > Connect Virtual Media ( ZEEERINTER) .
BRI RN ESRIE |, 78 Virtual Media ( ERIYE ) m%JTETTHQEajE'Jlx%E’JEUi%

®|IE IR AT |, Virtual Console Viewer ( EEHUSHISBEERS ) BOWURKEEN.

AMEREMEH SRR EE R

24ZEF Virtual Console ( FEIMEHIG ) B , EESIEMNRRT | iBFHF

o EHUNRET Attach ( BT ) K.

o ZEFAFENEGHIEETIKENEE, BHTUHERIE , i51E Windows RIFEIEEEHSANZE Folder Options ( 3X{4FiEIR ) |, ;5% Hide
empty drives in the Computer folder ( [SiEit&HNHFPRIZIRENES ) SN , ARG8T OK (RE) .

24Z5H Virtual Console ( EHIZEHIS ) BY , ERIEUNE -

1. 1£ IDRAC Web RES , #Z Configuration ( fig& ) > Virtual Console ( EMEHIE )
2. B Launch ([BE)] ) Virtual Console ( ERlEHIS ) .
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FRELBETRUTER

Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?

3. BT OK (HfE) .
LEAIE &7 Virtual Media ( BEINER ) E0.

4, £ Virtual Media ( E#I//E ) 3E , 385 MAP CD/DVD ( B83 CD/DVD ) B Map Removable Disk ( BRESTI#EEhEEER ) .
BXESER | BERRSTEIIKaIEE,
O i: BERG LOBBISEIENES'S Management Station LHMIEIRFNRST—EL,

(D |i%: FEECET Internet Explorer 1E58% 2R Windows BMERFEFIR L, BN RARETALESET. ERALAR 55
5 Microsoft BMER GRS RRATER.

i SZAIREIAN BRASTF HTMLS i

®

AN EEHEA 9T R BRYS:

ST ASIRIAE ST AN ERIME | FHISEIER USB IRBIEEERSENIRIERSE. ERINEIIN RIS , BHITLATRE
1. Bz Virtual Media ( BEBI7YE ) > Create Image... ( BIEEBYE... ) .

2. 7t Source Folder (iEX{#% ) =B , B Browse (i) | ARIEEERIFREXMHRINHEER. Sk FAIREST
HEZERS LR C K,

3. ; Mﬁ%ﬁ'ﬁ:ﬁ?—ﬁﬁqﬂ  SETATEEMERESHRNEOARRS (BERREER ) . EEXZE | {58 T Browse (3l
) FSSRINIE.

4. BECIEIE.

GBI S, WRREXMHUTIRX RS | RAZBRESHER | BREXHUT IR RRSETRER |, FLt
BRIRBURTTIAMEE. SNERBMESUHATERSUHRA |, NIBREGBIZES4REE,

SIEMEZ S RAREREIER.
5. BEEER.
ISO BUYERIE BIEE,
TERBMERINSRRY |, RARTEETRIGAIRE G .img STALIERRILTNRE. AR ANEMIBRIL img 34 , BBATE Virtual

Media ( BEBIAVE ) 328 RIS SR RAERAOSR ERRMER, Bl , e R RS [img {4, {8
2 .img XA LER—REGHIRTEXZBEHEER , A/ Remove Image ( FEFRIRG ) LIBERSE.

SEEMSFFAER

EEEEINSSIFMRER | BEEEHEESSY , B Tools (TR ) > Stats (HIHER ) . 7 Stats (FHHER ) O+ |
Virtual Media ( IR ) ﬁB S BRMEIEINR SRS IRENE/BiEs. NREUNREEE | BERLER. NRtE
EEEUNR  BER "REEEUNR" HA.

élg;%?_ EREREMEFIERIER FEaEMNE , U Virtual Media ( EHNE ) BORBERA—IIEE , SRUKXTERENRE

Eig USB

EHEE USBIRE :

1. EEIMEHESEERET , B Tools (TR ) > Stats (FIHER) .
B R stats (F{HER ) EO.

2. 7 Virtual Media ( EEI/YR ) T , 825 USB Reset (USB Ei& ) .
REASBT—FKEEREEAF , REE USB iEE , IS BrgBNEFrEmA  SEENN R, BEF1RF.

3. EBFER,
USB fERISEE,
()| 3%: BPfEESESS IDRAC Web REIERIE |, IDRAC BN ERBALLEIE
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BRET AR ED RS

ERRET EHIRENES
()| i FEEFRET ActiveX BiET Java BIEMINERT 1SR E SRR 7 aEIRET R EZR St DVD B USB [NTF3KENEE ( BIEEER

B ) . EIGIREEE | IIEERSME IE 51§ iDRAC P #lBRINENSEuERFIFRF.

BETEIUNRSE | EAEBN BSREHRTEREN .

SHFENIFNETIRS SSMETANIRSE | HBSERMNERRE T AR — KR, ZRRIMERERSEXREGE , fi
e [H5F CD/DVD

o MREIEIREENRLER

o BREIERER

(D |iE: AREECHMARTFERIMEFRIER | $EVIRT N RGIIREREN. NRCERRREE | BEMRRGIRE
ezl DL EE A

&3 DVD/CD SEAT AT 1SO 324 | MRS eI S st i nl A,

DliE: BRRBHERET HTMLS RISRLISH QRSN | HIIET USB AIIRE1ES. CD &} DVD,
®

PEREERGIRIRERE.
(D|i*: NBEEBNRLIEEBHELET Web BOSIE, B— Web BEOSIERE VMCL hbFERS | NLERENRIE.

fEIRaNER/BMESUFFERT , W TRIZIRPIEFIRE.

FIRTESETERIREIAIRTA ( RBRST ) i1%%F ( CD/DVD, FIRENiiER. & ) LUK ATBRIAIBRESIMRAY (1ISO B IMG ) o BR
EXHTEROARE B R (BEARFRHE ) F. MRREAME FFIFRTS | BRGENEBEERE.

XJF CD/DVD , IEFERISZH2EEYR 1SO ; XTI FaRE , W IMG,

WMRERAER (R ) PEEEMEG | HRERIMGITIISEIRGRN | B MR PISESOEME.
MREABDIINECIEMES , NIRRT TSR | TiAE MEERPIERC IS, RENELIEERE,
R RIER LS SR &S A Rie .

X4F CD/DVD %% , BUAER FERiZEnH A2,

®| iE: NEREFEA HTMLS EERUEHIAIET 1SO 1 IMG X4, MISE S WER RIES4-kET,

it: BTTAIET ROP 2IEEREIIEH G/ BT B USB INFEIRET S LA,

BN S LIS IR E RS ENIRSS 25,

BEHRE/ e HEMNERRINEMERETN  LISTREER. FIa0 , WREE CO/DVD IRERIFIZA foo. iso
Eg;%f%‘z# W EEIAYR" SREAFRRY CD/DVD KERINARE /Y foo.iso BREFEI CD/DVD, iZKEIMEE — M EIRIRCIERETH
BRET,

R RIETRRYER R R T IRGY

AEET Linux RIS E |, BN Client (BRI ) B0 SR ANET SEUGHAIBIMERE. A7 HERT LRSI ERRIEU
RaEg |, BN EIERER SATA EEIKARERRIRE. EHUTIHRE

1.

2.
3.
4.

S | SEEL FANRMERSR. EFNBERIERES | 1% <F2> $#\ System Setup ( RFIRE ) .
357 SATA settings ( SATAIRE ) . AT ERROFEMEE.

B EH iR AR I N EsAim .

THIRERHINER Client ( BRE ) BO. S2ERA LABSTHIIERIREES.

HY i BRaY RE IR T =S

EEUHRGTEIIKERS

1.

£ Virtual Media ( FEHATYER ) 38F , PUTLATEHRME -
o BHEEUHMEIANIRE.
e EAd; Disconnect Virtual Media ( BiFFREIINR ) »
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RRESERAEKRKIAER.
2. BERE.

ZREMNEIRRCRIER | LIS RRETRENARSS SR,

(D) |iE: WEST Mecintosh FERFHIEFIHRFBUHIRGTIERS] vKVM B9 USB i85 , BUBIRSTHNIREEE P in EATRERT
. EfERRSEEF AR L FHREREUEERS.

i ZEUHIRST Linux BERF _ERIREHL DVD IRaRE | 1B EIEIRENERH G EAH.

®
Ed BIOS i E5|SIREF

[EFIRYS BIOS RBAMER , GALISSERS BB NS LIRS e S IxanEs S,
®| i IR E R R S L R 5 S

EEZERRIAESIS
1. 5ISRERA.
2. & <F2> B\ System Setup ( RFRE ) WM.

3. HZ System BIOS Settings ( 54 BIOS i&& ) > Boot Settings ( 3|Si&= ) > BIOS Boot Settings ( BIOS B|Sig8H ) >
Boot Sequence ( BISIHRF ) .
ERHEOF , BRI IR s SES [ SIRETIE—IE,

4. HHREMIRSIBREBRHIIATSISNRENE—MNEE. IRFE , BEEFE LANRBEXE|ISINF.
5. BHIBE , REIRS BIOS I8BTNHE , AR5,
6. B Yes (&) (RFEZFHEL.

SZERFENSIS.

ZEIN RESISIFENTSI1SIRE51S. MRENRECERFBEISISNR  FRSSISEZENRE. Bl RESR
BRLEREE — KT IRETS IS RIWIRIRE.

BR—XEEUNRSIS

EEETREEIN RIS ZE | BREEX—XEISIRRFE.

ERR—RMYS Sk E , {BHEF

o 1REH Configure User ( ECBFEF ) BUR.

e {EFH Virtual Media ( BEHANER ) 18I0 |, 1EAHEEEIUIEENEE ( CD/DVD, &) USB INTFIRER ) BEIEIAT5 | S/ REii .
o EHINERENT Attached ( BREIN ) RZS , LUEEIIREISES | SIRFRER.

EBEA—RMS I SIERFNEUN RS I SZE RS

1. TEIDRAC Web R+ , =M > BRSSE] > SHMAE.

£ Virtual Media ( EBHI/E ) T , 1%$% Enable Boot Once ( [SF—X5|S ) SAFET Apply ( KFH ) .

115 | SHE T S E R AR <F2>,

153 |1 SINFEXAMNTREMUN RIRES IS,

BH5ISRSRE.
ZERFRMNEUN TR,

o AN
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TEMER VMCLI 2BER

BN ERSSITHRE (VWWCL) NFEEFRERE , NEBERSZE RS LR DRAC IMEEIUNRINEE. FERLARRER | &L
RSN RINEE | EEMMESHAFIYIIEIRENES | LUBE MEES NEER A LEBIRIERS.
VMCLI R STF LA T IO8E
o EIEMETEMN RSB E TSR E.
o [SH IDRAC E4RIBIS—IRIEINZ BB R IESIE.
o ([FAZSEREFE (SSL) MRS IDRAC HIBERL.
e HTVMCLI %<, BHZI :
o EEEEMEL.
o IMERGFERILZIHIE.

()| 3%: BLRIE Windows SRR |, iS(HFISSINE,
FR

Ze%E VMCL
iB1T VMCLI NFEFERE
VMCLI iBi%

%< VMCLI

VMCLI AR STE Dell Systems Management Tools and Documentation DVD H,

BLEE VMCLI NFFRER -

1. ¥& Dell Systems Management Tools and Docurmentation DVD A Management Station 9 DVD X528,
2. BfEFELANREBZ% DRAC T A,

3. HTh&EESS , 185 install\Dell\SysMgt\rac5 X{HFFLZLIRIRTZ/E vmcli.exe, [EH , #&& UNIX BHERIERR,
VMCLI A FREFRIBLREER S L.

=% — PAN =

11T VMCLI 2Bt

o NMRBFRATEISESCRFAEMR  NEEERIUAIRPRA8EZ1T VMCL &<,

e 1 Windows £t L , IEEERWIEH Power User ( BRAR ) SERABEET VMCL A FBIER.

o T Linux BFeH , Eif58) iDRAC , IBIETT VMCL NFEFAERAF®< , IFEERAF LG sudo IRA VMCL ap ST,
B2  ERNedRiE VMCL EEERATRIAR |, B visudo <.

VMCLI &%

Windows F[J Linux &% /Y VMCL RESESMERE. VMCL BESR :

VMCLI [parameter] [operating system shell options]

5190 , vmc1i -r iDRAC-IP-address:iDRAC-SSL-port
S VMCLI BB EEEIfEERIIRSS 2] | 1018) IDRAC HIRSTEHEEREMUN R,
®|i$: VMCLIBARSANS,

NTHEZS , HEEFERTY VMCL 831
e vmcli -i — BB VMCL HAZERGE. EHUBRYSEMBPEEHENARSZNAT L,
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e vmcli-r <iDRAC-IP-address|[:1DRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -
c {<device-name> | <image-file>} — FREZ IDRAC CAIFBERER. MNBEITFRLX , WESEETIHH SN ER—

FESHER. BR | %o RBAIIHITHESEY VMCL 21&, BX VMCL SHINEZER | 15218 VMCLI #8EL, VMCLI

Man 23],

iBlEEEITRRY VMCLI a5 S

THIRBRAGARREMN BRATEER VMCL 85<.
#.53: VMCLI 5 &

BN R e

. _

EAEEIXE}J%% vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [1DRAC user password] -f [device
name ]

= = VA==

E_|'§|a—_r$)\ﬁ§3?, USBI]T?F%HQ&{% vmcli -r [iDRAC IP address] [iDRAC user
name ]

-p [iDRAC password] -f [floppy.img]
X% -f 51N

CDEEE}J%@% fﬁl}\ vmcli -r [1DRAC IP address] -u [1DRAC user
name]

-p [iDRAC password] -f [device name] | [image
file]-f [cdrom - dev
]

=

FJ51S CD/DVD B vmcli -r [iDRAC IP address] -u [iDRAC user
name ]

-p [iDRAC password] -c [DVD.img]

MRMHKBERF , WENIN RSB ANRG. BREREUNEASENER | BHUTLATRE

o EERMFREKERIPANISHIREMRES M.
o (ERIRENSRIFIIEE.

FEMMCRIERRE SRS | ZAREATLALZER—REN .
FESMCAEEIRENRREY | —RRBEE— M RiEnE—MAEW IR 8.

VMCLI #{EZR S Shell IR

VMCLI {3 Shell ISR B FYHRFRSTINEE :

o stderr/stdout EREM — FEHHAITENM A PSR L E R B
BN | EFATER (>) BTGB VMCL 23 e R TED A 2 e ST
®| i VMCLI AFIER TS REAR A (stdin), EI , FHRE stdin B,

o EAHIT—BUABRT , VMCL ARIEEIERAIET. SRRERSINGS Shel TI8E , ARRREEAES.

fign , 7£ Linux BIERR T . woBIRINS () ZRSFEFERA— N FHNEEHE. WRATEHAEFHRER , BAEH
(BN, BiA£MELE , B2 VMCL FZFRERLE )

IRENEA VMCU 21F | IBERRFRFISERN TR RS HNLILHE,

XF VMCL e fEaFitiEfs | BRiril A anzlT

REMER VMCLI 2BER
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=18 vFlash SD &£

VFlash SD RE—MNLLEF (SD) & , JLUNT iTEfNRE, ErILUFERARS 16 GB BEMNER. ARG | SRS vFlash
THRESRAIEMEIES X, vFlash 2EIKESEAVIIEE.

(D|iE: SD RHIX/NZEIRS , EAILBUTITIHRE | FHERBEERAY SO R/ %% SD R, BT vFlash /3 FAT32 X
HERSE B4 A/NBRET 4 GB.

WNERIZ-RIE RS vFlash SD RiEEARBIF |, 157E iDRAC Web FREHY Overview ( #E55 ) > Server ( BRS388 ) > vFlash TEREL
THEIRER :

SD card not detected. Please insert an SD card of size 256MB or greater.

() |iE: TEHHERIEMRAE IDRAC vFlash RIEEFIEAIRE vFlash Y SD . MREEATFRER SD £ | WHBHIZ ST ERLA TS
IR(SR : An error has occurred while initializing SD card ( #J45# SD FATRESIR ) .

FERE

o IRHTFETIEFENL USB 1845,

o @!Eﬁf—{% 16 M, XL XEMTINA S RSB0k EIRENEE, BREIKENESE CD/DVD IRENES , B ERIBIIET

E.
o NIHEFIHRFRBONESK, HF img iEXBTIRE. .iso INAET CD/DVD LUK .iso #l .img & BT IR EHISEEY,
o BIEAI5|SHI USBIRE.
o —RMSISENEHIN USB iR,

®| i*: BAJRERIE vFlash BFIIFEF vFlash IFRIESITHA. WRBXFMER , MIEEHITH vFlash BIEGIEESTK.

(D|i%: i8R FIPS BXEBMA | BFAITE vFlash BE,
S

ECE VFlash SD &
BT vFlash X

Bt vFlash SD &

fEECE vFlash Z Al IBHRIG vFlash SD REREAERR L. XTIMHINRRLENBIRRAER | iB50Y LRFMIRSFM |, Mk

https://www.dell.com/poweredgemanuals,

Dlix: wREE "HEEMNE" SR HEEFAEREER vFlash T8 , IURT-EHUTHIMAMRIE,

BE vFlash SD Kjg[%

BH vFlash THRES , &R LUMEFE iDRAC Web RiEak RACADM &E SD EEH.

{65 Web RHEBH vFlash SD K%

BEEZE vFlash SD B |, 161E IDRAC Web REH , ¥ Configuration ( Big& ) > System Settings ( RHiZE ) > Hardware
Settings ( {#i%&E ) > vFlash, BERIST/R Card Properties ( R/EM ) TWH. BXRAMERIBEMANSR | 1BS(H DRAC Online
Help ( IDRAC BXHEEED ) .

{§iF} RACADM &5 vFlash SD £/El4

Z(HF RACADM E& vFlash SD K@M | 151 get SSHELITSR ¢
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https://www.dell.com/poweredgemanuals

iDRAC.vflashsd.AvailableSize
iDRAC.vflashsd.Health
iDRAC.vflashsd.Licensed
iDRAC.vflashsd.Size
iDRAC.vflashsd.WriteProtect

BRIXUWEMEZ(EE | B2 IDRAC RACADM CLI #5& , ML : https://www.dell.com/idracmanuals,

R iDRAC 1R B 2 HiE&E®& vFlash SD k[El%

BEEE vFlash SD £/E1% , 1£ iDRAC Settings Utility (iDRAC iIZBARTER ) & , 2= Media and USB Port Settings ( 9} [&R#
USB %I & ) . Media and USB Port Settings ( 11[&#1 USB IR[1iRE ) TETEEN. BXERNEMRER | 55
iIDRAC Settings Utility Online Help ( iDRAC & B2\ FRfeRFE 1 #5E) ) .

ISR EEH vFlash IOEE

WIS vFlash THREA REFUT D X EIE.

{5 Web 5REIIGFEk22H vFlash LEE

BS A EER vFlash THEE :

1. 1£ IDRAC Web FREH , #Z Configuration ( igE ) > System Settings ( ZHi8E ) > Hardware Settings ( f@#{4igsH ) >
vFlash,
FEEN<E7< SD Card Properties ( SD K@% ) A,

2. %hEliERR vFlash Enabled ( Bi8H vFlash ) IR ARKEER vFlash THEE, WNRIEEREA vFlash X |, IEABEEEF vFlash
HESBRERHE.
(D |5%: ANERELF vFlash THAE , NIASER SD EEH.

3. BAEMIA, vFlash THEERMRIBIAERE S FEEER.

EFE RACADM Emﬁ%m vFlash I}J‘g‘g
BE(HA RACADM BB vFlash THEE

racadm set iDRAC.vflashsd.Enable [n]

n=0
[E=ds!
n=1
=122
()|iE: RBFFLE vFlash SD KT , RACADM @p LA E(FR. WMRAFET , MER/RLATHEE © ERROR: SD Card not present ( #&
% SD FFFE) «

M iDRAC & B2 BEFIE A EEH vFlash TIEE

BSAaEER vFlash THEE :

1. £ DRAC IRELFRERY  BENTEM USB in[iRE.
iDRAC Settings ( iDRAC iZE ) . 1527~ Media and USB Port Settings ( /}/&F1 USB ix[1i&& ) TWHE.

2. f£ vFlash TEREDH | EFRAKRER vFlash TIREEEEFERSKREER vFlash TIRE.

3. {&kxepd Back ( [3IB ) . Finish (58A% ) flYes (2) .
vFlash THEERDIRIEIEIR S M.

&1 vFlash SD & 255
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#J484% vFlash SD £
TIALIRIESTRER M, SD EHEEIZ-E HIIIA vFlash REHSS.

®
&

iE: QIR SO RATFTERIPRE | BEER "HRiL" 1R,

B Web BR@m#Ji144% vFlash SD &

B, vFlash SD &

1.

{8

1£ IDRAC Web REH , #Z Configuration ( figE& ) > System Settings ( RRIRE ) > Hardware Settings ( l@{4ig&E ) >
vFlash,
fEEI< &7~ SD Card Properties ( SD K@t ) TU@E.

JEF vFLASH F & Initialize ( #J481%) .
FrEMENBTEMEEMER | REFERFN vRash RFEEEEREIE.
WNRIEFEEA vFlash DX , ¥IIBHIRIESESEWHBSETRERER.

FH RACADM #J#a{% vFlash SD &

E (P RACADM #J484% vFlash SD & :

racadm set iDRAC.vflashsd.Initialized 1

RATERISMIBRErEINE o K HEFEIZ R,
BXEZEE , 1325 IDRAC RACADM CLI #53 , ®E : https://www.dell.com/idracmanuals,

M iDRAC & B2 BIEF¥RML vFlash SD £

E(FHF IDRAC IRE /2 FIFERRAIIRM vFlash SD k-

1.

2.
3.
4,

£ IDRAC IRENFRERT | BZEEH USB iROIRE.
iDRAC Settings (iDRAC i&H ) . 1%/~ Media and USB Port Settings ( /1[5 USB ix[1i&E& ) TWE.

BA Initialize vFlash ( #J¥&4% vFlash ) .
BERER. YIRBRIESEEE.

B Back (B[] ) HSAnZ[E— iDRAC Settings (iDRAC i&H ) ., Media and USB Port Settings ( }/&¥f1 USB ix[1i&& )
THIBEENITER.
FrEMBABEREHEMER | RIBERFY vFlash RAEEEFIERL.

{§8F8 RACADM 3XREY_E)RIRTS

EIREN EIRA&ZIXLS vFlash SD REVIIAN A SAIRT ¢

1.
2.

3.
4.

FIFZESD telnet, SSH S EBITIEHIEHER.

BMIALLTAS : racadm vFlashsd status

BEEISERAIELS SD RS SRS,

BYREVARA vilash X ERIRZS | 1IBERLLTHS : racadm vflashpartition status -a
EFREUSES X LRIAE , AL TS : racadm vflashpartition status -i (index)

(D|i*: tNREIZ DRAC , DR KIBIERIRESEL,

&=I# vFlash X

ETLE iDRAC Web FREEL RACADM HfTLATIR/E !
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(D |iE: EERRATLAE vFlash DX EHATAEERE. SN, WA Access Virtual Media (IBIFRIEEITTER ) BPRA BECUZER.
Bk, UL, BN, oBESHEHISXKIANEA.

tlE=mr X

ERRES G EIES X

BHHDK

BEUASKX

ERDK

EEEETH O X

MBRIE S X

THORAS

ElSES

(D iE: ANFRAERIFBRZRF (IR0 WSMean, IDRAC IRE 2 FIFERFEL RACADM ) {5R vFlash AT vFlash DU AME(EELR , B SHE
GUI PRI E{th—LETAE , IDRAC AJRESRRLATNER  vFlash is currently in use by another process. Try
again after some time ( vFlash HEIEMEMMHIEFER. B—RNBEEERX=H. ).

IEEMBIEFEFHITAY vFlash 2BF (BIg0 , 18TV, BIINO XS ) BY | vFlash BESSHTIRIES X OIEE. EIE , EIEERTE R
RS REBEZRIERIEME DX,

SEFAPEX

LA XEER RS EUTZ=E USB INEREN88, IERILATE vFlash SD £ BRSO KX, ERTLAGIER £0478) /FA7 252095
X, ([FRMGEIES XIS X SR CD,

BIETAS XA, EHR

e E&H Access Virtual Media (iBREINER ) SR,

o REMMAK.

o RIREZSHRP.

o [ERXRHITHIAIRIE.

{5 Web REEIEZHSKX

Bz vFlash HX :
1. 1E IDRAC Web 5RES , #£Z Configuration ( fitE ) > Systems Settings ( RHiRE ) > Hardware Settings ( fE{4igE ) >
vFlash > Create Empty Partition ( 8l E=HEK ) .
¥4 57R Create Empty Partition ( 83 5HSEX ) WA,
2. IEEATHRER  AGRT Apply ( BIA ) . BXFBIEIAIERE | 15158 IDRAC Online Help ( IDRAC BXHEEED ) .
OABRT | BelE— EERESERIFIRIEMHTAS X, BERTEHENHERD. TIER TaEREREE
o RUTEHRIFIRE.
o LIrBMEUELXBBEIR—IF.
o ANXKNANTIEEHE  %EBI R ELNTRTE , FHXKNKTF 4GB,
o IFEXSRIITHISAIRIE.

{5 RACADM gl Z=HS K

ZEETADK :
1. A Telnet. SSH EERITIZHIGERRS.
2. WAL :

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatlé -s [n]

Hrh [n] 2K/
ZHABRT |, QIENE=ES X AEREEREL.
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(ERRMEXHEIED X

EAJLATE vFlash SD REAERBRIGSIME (LA .img B .iso H8zURMAL ) BIEFTOK., XL XKMRMUKE : IR (.img). EE (.img) BY
CD (.is0), BIEEAISD KA/NETBRIESHA/N,

MIRESTH RIS X 2R | 15HHIR

BB Access Virtual Media ( iAEREIANE ) TR,
<AL,
RIZFEZERF.

RIRXS-RHATHIIAIRIE.

BRI SHEHISEAYILRD,

(D|iE: LIERRESRB S(HTREIV/AILEL, DRAC (FRIREIRMESEIAERSHINDE. FIa0 , 5REER 1SO BELES
XFAFBHEEUYEEERE , N BIOS TixMIZIRESIS.

o BRESIHRIVINTEEFT R ERIRT RS AL

o BMESIHERIVNFEET 4GB, STHISRKDXA/NSG 4GB, BR |, {55 Web RILSEEQIEE S XAT |, BUESUFRINGIVNT 2

GB,
(D|iE: vFlash X FATS2 XHRF ERIBMESIHE, Eil , BUSSIEHES 4 GB AR,
®

{5 Web REERIEHEIES X

MBRE SRl vFlash DX

1. 7E£iDRAC Web REH , %% Configuration ( BE& ) > System Settings ( Z#i8E ) > Hardware Settings (IE48E ) >
vFlash > Create From Image ( MBRYGEIZE ) .
4B~ Create Partition from Image File ( MBMESZ{4HEIE S X ) TREA.

2. MARTERES . REET Apply (IR ) . BXZERIIER | iEE(R iIDRAC Online Help ( iDRAC BXHEEED ) «
éirﬁgiz;/l\%ﬁj\lzo SFF CDFESEE |, Bl RIES K., WFREFFERFEEE , BE—EESK. MIBERTER
HIXIBS ©
o BRI,

EIrEMRSIE D XBEIR—E.

BUE ST A/NAT 4GB B | ERYETFE=SIA.

UGS AR BYE S BEEAR img AR .iso.

BEEREX-RIITHIAIRIE,

it AR R SRR,

{8 RACADM MRS EIE S X

{£F3 RACADM MBRIESZ 4B DX
1. {3 Telnet, SSH EER{TIEHIEERER.
2. WAL

racadm vflashpartition create —-i 1 -o drivel -e HDD -t image -1 //myserver/sharedfolder/
foo.iso —-u root -p mypassword

ZOABRT | QNS XARE., WHSEXSHYGEET BEIA/NES., MR BRAKE |, 419079 FOO.ISO MAZE
FOOQ.iso , M#FSSIRENEEEIR.

(D) i#: &t RACADM shRSTHS L THEE,
®

iE: ASTFMER CFS B NFS IPv6 RIREBIEE ERIBRESIA-EURE vFlash 15X,

=ER L A P

IS LRI S R G2 BIE AL vFlash SD R EAIIES X, SHFHNSXERSFEEZ EXT2, EXT3, FATI6 §1 FAT32, EaILUXEEN
RSB EEIESX , AR CD. RIESXTEREIL.

258 E12 vFlash SD &



RIS X ZaT | PR

o ETH Access Virtual Media (i5EERINE ) 1R,
o REWMAK.

o RIREZSHFP.

o [ERXRHITHIANIRIE.

B vFlash DX :

1. 7£IDRAC Web REF , 2= Configuration ( BZE ) > System Settings ( R#i&H ) > Hardware Settings ( E{RE ) >
vFlash > Format (&%) .

B4 B7R Format Partition ({830t X ) oM.

2. MAFTERIER  AS8E Apply (A ) .
BXEBIEMAYSE. | 15215 IDRAC Online Help (iDRAC BXHASES ) o
BEREEER | B0 XPHETE8iREHER.

3. BEHEOK (H#E) .
Frign KBS AEENXERALE., TMIBR TERERES
o RUETFEFRFRE.
o EEEXRHUTHIIRIGIRIE,

SEUHASEK

Hafr vFlash TDRECERA | LMETEETRS KA.

{5 Web REIEEHSX

BEETR vFlash X , 1B7E iIDRAC Web BES , 4= Configuration ( fif& ) > System Settings ( R¥i&H ) > Hardware
Settings ( f#{#i&H& ) > vFlash > Manage ( B2 ) . AR/ Manage Partitions ( BI7X ) IE , HHFIHTAS X8
SREEXER. BRPXAUSE , 152818 IDRAC Online Help ( iDRAC BXHLEEED ) .

{6 RACADM &YX

E(f$f RACADM BEERS X RHEEM :
1. FIFFERSFEHY Telnet, SSH ERERITIEHIAHER.
2. BAUT®S
o EIHABNELSKEEREN :
racadm vflashpartition list
o EREURESX 1A0RR
racadm vflashpartition status -i 1
o EFHFFANMES XA

racadm vflashpartition status -a

(D i%: -a SEIHAEE PRSI ERT L,

Zei X

TR RIESKERAEEDX |, RZTFR. B KAEZE  BHR

e VFlash INBEEEA.
e E7A Access Virtual Media (iBRIEEITTE ) AIR.

(| iE: WA RIESK,
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{5/ Web REIZISTEX

BEEOKX

1. 1£ IDRAC Web RES , #Z Configuration ( fitE ) > System Settings ( ZHZE ) > Hardware Settings ( f@#{4igsH ) >
vFlash > Manage (SE ) .

5487 Manage Partitions ( SIE5'X ) A,

2. 7£ Read-Only ( HiE ) 74 :
o EESRNEIFEIE , A58 Apply ( RIF ) B9 read-only ( RiE)
o BERDRNEFEIE , AR Apply ( RIF ) X9 read-write (1E5 )

D RAEFT AR E SO RIEEIES.
iE IRDXKBR CD , MPREARIE, TEEREEL LS. MRS XEEE , NERESERAKE,

®

{5 RACADM {EM LK

EEEF LTRSS XEEEN
1. fEF Telnet. SSH EERITIZHIGERRS.
2. AIfERLITRISIEZ—:
o (£ set LEHND XAIEERTE :
o BERRESKEXNNEESKX :

racadm set iDRAC.vflashpartition.<index>.AccessType 1
o EREESXENARESKX
racadm set iDRAC.vflashpartition.<index>.AccessType O
o {Ef set MIIBEMESRE

racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

LT P X

HIEII— SN XET , EIWEA USB ABEFMHEREXHEER S BIOS 5], HEMMS Mo XA , BIESENERS| , B
ITERER SN BIOS 51SIRFFRREF LT FFIH.

MRPBEHX , WD RALERERERSAA BIOS 5|SF5ET.

LMD BRI XA , FERAKTHN USB BRESEIR. XSFIMIEAER vFlash BN AERER , FESETF DRAC BN REIE.
BINE D E 5D XA , ERER

e VFlash IhEEEEH.

o ERX-RHUTHIANIRIE.

e E7% Access Virtual Media (iBRIEEIER ) BIR.

{5 Web RHEEEHEIFS X

BT o XiEE
1. 1£ IDRAC Web FRES , #Z Configuration ( igE ) > System Settings ( ZHSE ) > Hardware Settings ( f#{igsH ) >
vFlash > Manage ( 12 ) ,

154 87K Manage Partitions ( SI2%X ) .
2. 7E Attached ( BN ) 74 :
o HEHDXNEHEIE , AR Apply ( RZA ) NS X,
o BERPRNEEIE , ASRD Apply (A ) 7BESKX.
o X RERT RTINS D &
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{f RACADM EEHHIFAH X

EEEEMTTO XiER
1. {3 Telnet, SSH HERITIZHIEERERS.
2. ERALT®S :
o EHEEDK:
racadm set iDRAC.vflashpartition.<index>.AttachState 1

o EWIFOXIER :

racadm set iDRAC.vflashpartition.<index>.AttachState 0

RERFXIMIM S XAYT A

S4F Windows F1 Linux #E2{FZ5E :

o BERFIEHIFDECHIINS XAIEFT.
o HEDXEIFFRFTRIR LIRS,

o BERFWIFIEMINS XATHRES. BN |, BEEMNRERFIZEASH D XAINE. B0 , £ Windows IKEH | BER

FHITEEE Linux BRAFAERY EXT2 SXZEEY, thab , 7 Linux BB |, IBERFTSRIZE Windows BRARAER NTFS X

B,

o VFlash DRIFES(HE USB IRE ERNXHRFIEERAR. BTN ERAELHE USB RENER. BR

IDRAC SRTFfiERID REHREBR.

HIFRIEB 5 X

MFRIRE S XA , BHHR

e VFlash IhEEEEH.

o RIXBEZERIF.

o HXKHIAN.

o [ERX-RIITHIIAIIRIE.

{EF Web REHIFMES X

MBFIE DX :

1. 1£ IDRAC Web FRES , #Z Configuration ( igE ) > System Settings ( ZHISE ) > Hardware Settings ( f@#thigEH ) >

vFlash > Manage ( S# ) .
154 57K Manage Partitions ( SIE%'X ) .

2. f£ Delete ( #lfR ) 5Urh , BBAEHEEMFRAID XAIMIBREIR.
BEr—RER  RAWRFSXAMBRZOX.

3. BE OK (#E) .
3 XEPHRARR.

{5 RACADM HIFFMBE S X

HERDX -
1. FTFHRZH telnet, SSH BiERITIRFIEHER.
2. MALTHS:

o MFRHDKX :

racadm vflashpartition delete -i 1

o EMRETESKX | iIBEFFIIAMK vFlash SD R,

&8 vFlash SD £

ERSEX
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THLRAE

TEATLA img B .iso 18I vFlash D XAE TEE

o TFEZRF (IDRAC EEPFIEITHES )

o [REFH] management station HIMILENIE.

THEHLXASZE , EHRR

o B Access Virtual Media ( iFRIEIANER ) BINR,

e VFlash INBEE B,

o [HRXRHITHIGAIRIE.

o EEHXAEEM.

ERE vFlash P EBRE :

1. 7£iDRAC Web REH #ZE Configuration ( BE ) > System Settings ( RHIZE ) > Hardware Settings ( &8 ) >

vFlash > Download ( F&) .
54 B~ Download Partition ( T2 K ) TW@E.

2. M Label ( #itR ) THERS , BFETHNSKX |, SAF5H Download ( &) .
(D|i*: FFETBHNS KX (MO XS ) BRREFIER, BRABRTERE— DK,

3. IEEFREHAE.

EES RNASE THENSEMNSE.

(D|iE: RBIEET XHERAE | B REFMEAXMHER , CD MMERRAS KA BESR .iso , REFIERLEESD XY
B8 .img,

5ISESKX

HLUEEMN vFlash 2 XIRENT—IKE SRS |SIRE.
5|1SHXZET , iBHR

o VFlash P XHEER5| SRS ( .img B .iso &I ) LUNIRESIS.
e VFlash IhEEEEH.

o BA Access Virtual Media (BRI ) BISUR.

{E/H Web RESISZESEK

IS vFlash DRIRENFE—5ITIRE | BSY (£ Web FHESISES X WE LAY 262,
(DliF: IR E—3ISHRE THEZEAPRFIHEMINA vFlash S1X , FEHHHER BIOS EEHTARIHIA.

{6 RACADM B|&EHKX

B vFlash PXIZENE—5|Si18%F , (£ iDRAC. ServerBoot X,
BXEZER , 52815 IDRAC RACADM CLI #53 , R1E : https://www.dell.com/idracmanuals,
iE: BTSSR , vFlash D RIFEBIMZEENSIS—IX ( iDRAC. ServerBoot.BootOnce IREN 1) . 5|15 —IRREEEIRE

—REEISEIDK , FEFSKERAREES ISIUFPRISE—L
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{f SMCLP

Server Management Command Line Protocol ( fRSZ32§EIRaR<S1THNY , SMCLP ) #LEAISLHIET CL IRAREE., BENX TEIH
EREF R R E IR SN JttTﬂ‘lSlﬁﬁﬁﬁﬂAE’J W ERFAAHEEIRENSREIERS (CIMOM), SMCLP E25HhERE
{F554H (DMTF) SMASH ISk EL S RASIEN—NFEEE, SMCLP #i5BLAK Managed Element Addressing Specification

( ZETRIUATT ) 1 SMCLP MEIHEEAYT SR E X HEA T SMERESHTRI R ENE B iR,

(0| iE: BEEFE Systems Management Architecture for Server Hardware ( BRSSEFBAHHIRFEIRIEN , SMASH ) FRAELAR Server
Management Working Group (SMWG) SMCLP #1155,

SM-CLP 2470 ETRES A (DMTF) SMASH 1B SRS PARSSEEIN— A, SM-CLP EURSETRIUILE
I SM-CLP BSHIEa0M SRE AR T S E RS NI EaF B,

M IDRAC =428 BN FFAIEE SMCLP F37#% Telnet, SSH FIETHRTHIFRME. iDRAC SMCLP REET DMTF HLRIEALHY SMCLP
HISBRRAS 1.0,

iE: 7 https://www.del.com/support EIRtT R FEEX . ¥ EM MOF BY(E8 |, 1 dmtf.org/standards/profiles/ 124
TFE DMTF {58,

SM-CLP &R T AN RACADM @ I— N FE&E., XUMHSNWHARSIEEER . RAKH LI Management Station &5 {THIAT
XS, SRS RFAI i RIX LS E’JEth BIEXML) |, NTTEIH A RS H SMERSNEET %M.

X/

85 SMCLP IR G ETRINAEE
1517 SMCLP ©%

iDRAC SMCLP iBi%

S MAP HidizsiE]

{5/ show Ef1id)

Rl

{£F SMCLP RRFESIELIEE

iDRAC SMCLP FIFEHITLATRIE ¢

o EIHIRFEREIR — HH. XAREFHS SRS
o EHZRFKHMHEE (SEL) — B/aiEkk SELIiRRE
o &EEIDRAC AAFIKF

o BERZKEM

51T SMCLP &%

AT LAER SSH 5 Telnet REIEST SMCLP %54, 3JFF SSH 5 Telnet REHIASEREMNHZRE DRAC, BELER SMCLP 275
(admin ->),

SMCLP 18777 :

o yxiIx JJRIRSESFER - 3.

o yxIx HIZEFIEER RSB EHFER admin->,

o y2x JJFH. HNZRMNERSESEA admin->,

Hoh |y EFBYHEZRF, HI0M (FRRDAIRSEE) . R (RVZEIRSER ) A1 T (R-EBIRSES ) | M x AEE. ZHFEERT
Dell PowerEdge RSS2 HE 1A,

(D |3: 15 -5 WMATISIXEAT yix K5 ; BM yxox REFFE |, (E admin-> (EIARTBEFIR. MEMEBRIRSE.
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https://www.dell.com/support

iDRAC SMCLP i&i%

iDRAC SMCLP {ERshiafl BfrAIS: , 8T CLI IRHRGEEIRINEE. AR EHTHIRNE | MBERRE T BIE TIRIFRISTK (5

R ) .

SMCLP aATiEX :

<verb> [<options>] [<target>] [<properties>]

TREHTIAREEX.
. 54: SMCLP i

i EX
cd {553 Shell S MAP
set KRR EEEE
#BBf BIEE BIRAIESED
reset HigBR
show SREREYE. SnEflFER
start FIF B
stop XiABR
exit M SMCLP shell £1EEH
RA BRBERNRAE M
load BB — URL BBESE Bfnitbit
RIS T BindIR.
#. 55: SMCLP BiF
Bix EX
adminl EERE
adminl/profilesl IDRAC s AAIBCE S+
adminl/hdwrl s
adminl/systeml RERFRIR

adminl/systeml/capabilitiesl

SE RS SMASH IEETHRE

adminl/systeml/capabilitiesl/elecapl

ZERFERIE

adminl/systeml/logsl

IERATWERR
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#. 55: SMCLP B#x

BiR

EX

adminl/systeml/logsl/logl

RFEEMHHE (SEL) iBRKH

adminl/systeml/logsl/logl/record*

SERS RIS SEL TR

adminl/systeml/settingsl

ZERS SMASH IEIRE

adminl/systeml/capacitiesl

SERFINAL SMASH s

adminl/systeml/consolesl

ZERGREHIG SMASH &

adminl/systeml/spl

AR5 4LIERS

adminl/systeml/spl/timesvcl

ARSS AL IR RRRTAIARSS

adminl/systeml/spl/capabilitiesl

IRSSHRMEEETHAE SMASH g

adminl/systeml/spl/capabilitiesl/clpcapl

CLP fR&5TIhRE

adminl/systeml/spl/capabilitiesl/pwrmgtcapl

RTINS EEIRS IR

adminl/systeml/spl/clpsvcl/clpendpt*

adminl/systeml/spl/capabilitiesl/acctmgtcap* MR BRI TIRE
adminl/systeml/spl/capabilitiesl/rolemgtcap* ETHfHEIEEEE
adminl/systeml/spl/capabilitiesl/elecapl SrIETRE
adminl/systeml/spl/settingsl fRosahERRIR BT
adminl/systeml/spl/settingsl/clpsettingl CLP fRS5iREEUE
adminl/systeml/spl/clpsvcl CLP BRSSHMMARSS

CLP fRS51HRA

adminl/systeml/spl/clpsvcl/tcpendpt*

CLP BRSS1MY TCP iR

adminl/systeml/spl/jobqgl

CLP RSB ELLBAFY

{6 SMCLP
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#. 55: SMCLP B#x

adminl/systeml/spl/pwrmgtsvcl

Btxr EX
adminl/systeml/spl/jobgl/job* CLP B il fFl
BIRKSEERS

adminl/systeml/spl/accountl-16

Local user account ( Z<HBFEFIKF )

adminl/sysetml/spl/accountl-16/identityl

AP BD K

adminl/sysetml/spl/accountl-16/identity?2

IPMI &% (LAN) #F

adminl/sysetml/spl/accountl-16/identity3

IPMI B4 ( 81T ) TKF

adminl/sysetml/spl/accountl-16/identity4

CLP B3k

adminl/systeml/spl/acctsvc?

IPMI P ETRIRSS

adminl/systeml/spl/rolesvc2/Rolel-3

adminl/systeml/spl/acctsve3 CLP P EEIRSS
adminl/systeml/spl/rolesvcl KA EEMMSIN (RBA) RS
adminl/systeml/spl/rolesvcl/Rolel-16 AiFAE
adminl/systeml/spl/rolesvcl/Rolel-16/ AR
privilegel
adminl/systeml/spl/rolesvc? IPMI RBA B55

PMI e

adminl/systeml/spl/rolesvc2/Role4d

IPMI LAN &84T (SOL) At

adminl/systeml/spl/rolesvc3/Rolel-3/
privilegel

adminl/systeml/spl/rolesvc3 CLP RBA iS5
adminl/systeml/spl/rolesvc3/Rolel-3 CLP fats
CLP FefiR
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Sfiit MAP libit=sa

BJLAER SM-CLP EIERISIBEASEEE (FRARTEEEAAR [MAP] tbitZsE) ) I BinkR. HIREEEMIEIE
[EAHRE A 2B hRISRAYERIZE.

(DiE: #% (/) MRMEZ (\) 7£ SM-CLP I EFALAEHR, BR , SiTERINRMEARTmSE M {TREFEES S
AT 2R

BN, ESMBIRRSHEE (SEL) PRIE=MCR , WALUT®HS :

->cd /adminl/systeml/logsl/logl/record3

i@gzzzﬁﬁjﬁﬂ’ﬂ cd FAAFEIE AP EREZERINE, . . 1 . 85IR07E Windows 1 Linux R—HEAIE(ER © . . 18R,
CEIES G

{5 show Zfidl

ETHRRTETNESER |, B show shiE. WNASREFRIENE. FBIR. KEFNZUERITRI SM-CLP slaslzk.

{$2F -display 1%EIR

show -display IIAIFIREIGESEMEEI— SN EMY. <. XEFaNE. fin , ERERIRMUBEMRER , R
Tap<

show -display properties, targets

FE(BIHELREY |, ZUATHSFLRE !

show -d properties=(userid,name) /adminl/systeml/spl/accountl

MRARBET—NEN  ATLISRES.

{6 H -level IR
show -level METHESE B FAUEHBRE LHUT shov, BEBEMHSERIORTE EAFFIRNE , (60 -1 al1 A

{8 -output iEIR

—output MBEIUERE SM-CLP shimisiHAIPufEziz— : text. clpesv, keyword #[] clpxml,

ZOABRT | B0 text , HAXZEHANENHEE. clpesv IEXNREEDIRIE | EEMNBEIR FEUEREFF. keyword 1=t
HIEEE keyword=value JIRIFIZE , BIT—. clpxml {&T, XML M4 , HPES response XML 75, DMTF §E T clpesv F
clpxml 18z, , FEEHEEAILE DMTF /g (dmtf.org) E3E!,

LUTRBIRAR T a0E LA XML fit SEL IS
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

AiEzbl

L3R4 SMCLP IR ERABITTEE ¢
o [RSSESFEIRETE TumE LAY 268
o SEL =72 TUE_ERY 268

o METEHIRSAN TAHE LAY 269
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ARSS =M EE

ARG R TS E RS LA SMCLP SRITHRIREEIRME.
F1E SMCLP SRR FRA TS -
o EXFIRSSHS

stop /systeml

EFRELBERUTER

systeml has been stopped successfully
o EFEMRSE

start /systeml

FRELBERUTER

systeml has been started successfully
o EEHSISMRSS

reset /systeml

FREEBERUTER

systeml has been reset successfully

SEL &8

TS RTESE RS LuaER SMCLP 11T SEL #BKIRE, 1B7E SMCLP SR~ AL TGS -
o TEZE SEL:

show/systeml/logsl/logl
RAGRRLATREL
/systeml/logsl/logl
Targets:

Recordl

Record?2

Record3

Record4

Recordb

Properties:

InstanceID = IPMI:BMCl SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL
Description = IPMI SEL
ElementName = IPMI SEL
Commands:

cd

show
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help
exit
version
o BHESELICR:
show/systeml/logsl/logl
REBERUTREY -
/systeml/logsl/logl/record4
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1
MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record
Commands:
cd
show
help
exit

version

BRE3 B R SHn

AT 73R cd shalSin MAP, EFRERGIT |, BREVIRRIZGABIRA /.
BT SMCLP s FALIT <
o SMBIRKBTRHENSIS
cd system reset HEIBIABIRA /.
o SinZl SEL BinAERATICR
cd systeml
cd logsl/logl
show
o ERRIFIBEMR:
%éﬁ%cd
o ER LB :
?éﬁgcd
o ERH:

exit
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BREIRIER SR

ERILMERIA MER A REF BRI ERRANENZERS
o IMIENMHHE
o EHIE

-
{EREENHEERERER S

(EREUN BRI ER S
£ SD R EEREMATBRER S

(ERIEEXHEEAERMERSR

(EFRTEX LS (RFS) BBIRMFRFEZAT , BHIR :
o IAFER IDRAC RIECE R PFIBIREM BUR.
o MBHZEILNFIRERN (IR0 .img 5% .iso ) IRHHIIRENEFFHRIFR SR 5 | SHRESL.

()| iE: BUEEBRESZ AT |, IRIRET NEANESRRS R TIME | FIEHBMREIRNCARE | LIBREN BIRRA5ISHIUT
EEETELSE,
BE(FHF RFS SPEIRER S

1. FERITFEMHH= (RFS) , BT NFS BY CIFS 5 1SO Bl IMG BMESUHHEHZIZRE R,

2. #Z Configuration (& ) > System Settings ( ZHiZE ) > Hardware Settings ( ##{4i&8 ) > First Boot Device ( 56—
S51SIRT) .

3. EE—SISEF TRSIRPIRES|ISINF , LUSERE. CD, DVD 8 I1SO EEMN R,

4. %% Boot Once ( 5|1§—iR ) i%&IR , BASERFLUERMESHUH T T— N EHIEFH S,
5 BTRMA.

6. TS| SSERGFHIRIERE FANRBE R,

SETH =IO =

EEE*&E&#F#&?—

B FERAEEXHHE (RFS) e , SaILURBEMZHE YISO 5 IMG BUESIH | FHEEIEREIIIREES M EIRSSIVRIER
GHfEF ( 73752MER NFS 8¢ CIFS 1§E{F/y CD 8¢ DVD #{7H3 ) . RFS 2—FFaaITIaE.

AR HHZ(EIEF img 7 .iso BRESUHET. 15 .img HEEMMEMNIE | 15 .iso UFEER NI COROM,
DI RN B PR 4 BEFERL RFS.
RFS FIEMN ERTIRER ERAY.
o WMREMNREFIHAGTENRE  WHEEHET RFS IEER , Al UEEH B EFIRER AP ERITERE,
o MREBUNREFGTENRTS | WHESHET RFS IHER |, RBRUTERER
RIS T I 5 s T F T A L A,
RFS EEEASIE IDRAC BEFAIA., —BiER | R4k RFS RIEMIKaIZRASHTT , BME T DRAC thAfISh, WNIREIR iDRAC B

PILEIESERRTT | RFS iEESXF. £ CMC #1 iDRAC A3 AT AR Web REFISHSITIEIERAM] RFS &, CMC H8Y RFS HEER
KL4EE IDRAC FEBRY RFS,

@) iE:
o CIFS 743 IPv4 #0 IPv6 Hbik |, {B NFS {323 IPv4 tttik,
o UNRIE(HA CIFS 0 Active Directory 1AI—E05 | IBTEBUESUE R RPN AR 1P Hblit,
o UNRITABRZTM NFS HEZiFEE , NEELATHENR. EJ DRAC REEIEREN a7 | FiASEXERIR.
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o Linux : FR{RIEEPRETRT Others ( Bt ) IkFiREHZE/ Read (iEHY) .
o Windows : EEHZBHA Security (R ) £ Everyone (84 A ) FINZIE%E Read & execute ( EANFIH
17 ) 1BRAY Groups or user names ( fHskAAFR ) FER.

o UNR ESX ERE RS LiEfT . HEWREER RFS HEIREME: (.img) . N ESXi BERFABEEIERIVREME,
e IDRAC vFlash ThBES RFS i85 KE£,

{8 Web RHEECETIEX LS

ERTiEs R =
1. £ DRAC Web REF , = Configuration ( fit& ) > Virtual Media ( B &R ) > SN,
B E7R Attached Media ( EFffINI/VE ) TT@E.

2. 7E Attached Media ( EfINNE ) T . ©EE Attach ( BfifiN ) 8 Auto Attach ( BEIFIIN ) .

3. 7E£ Remote File Share ( iIZfEXHE ) T, IEEME AR, H&. APSZE., BXE2=F=RAYER | 15508 iDRAC
Online Help ( iDRAC BX#/E5EN ) .

B ST BRAZ G
o CIFS —//<FF i CIFS XHRFRY IP>/ <SHFIEE> /<GB FR>
o NFS - <FTIERE NFS SUHRSFHY IP>/ <SR >/ <US B FR>

O iE: JoiEe 170 $8IR | R Windows 7 &t EIEERI CIFS =AY |, iBEMLATEMZRIA
e & HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache iI& A 1
e 1% HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iIR& A 3

D /" 5 "\" FEYEIETF SRR,

CIFS 3Z#F IPv4 F IPv6 Bk |, 1B NFS {28 IPv4 HBlE,
WNRFEANFS HE |, RASKH KNS | iSRRI EHERI <SUERER> 0 <BGEEFR> .

Dlix: BXMASNEMRNENERHEE | B2 EERN PR SNZRTA RE LA 18,

(D |i: NEHZHNRFEIEBPATNFIFANEHLZRARE, DRAC SHHBIHERAE U NMEH = ERNENF
fF, B< >, (Z55) R

4. BB Apply (RIFE ) |, RA/SET5 Connect (&% ) .
TEENEEES |, Connection Status ( iEEAZ ) 7~/ Connected ( BiEE ) .
D|i*: BMFERBTEHRE , HFRLER  Web AHEEALETAFEREER,

XJTF Linux 3K, FEISTTRAN init 3 #RFRT , ILTIRERTRER EFaiEHmn<. STHREENT !

mount /dev/OS specific device / user defined mount point

Hrf, user defined mount_point 2@EERIATHHEESGSERIESIHTER.
$FF RHEL , CD iR%% ( .iso MRS ) B /dev/scd0 , HERIRE (.img FEHIRE ) & /dev/sdc,

IFF SLES , CDIRBRE /dev/sr0 , BEZIRE R /dev/sde, AT HHIFERIEMRINZE ( FBF SLES B RHEL ) , Z&E Linux 1
R Z EiEEEIIRSEE |, SR IENETiZSS

tail /var/log/messages | grep SCSI

X RERBIIRE (B9, SCSI iR sdc ) RINA, FEEITRA init 3 EER Linux RITARAET , IR BIERFEMNR. 3
IMERT | # init 3 FEIMNRA2BHTRE.

{£F RACADM it BinfE X {HH=

Z(5F RACADM ECEIRFEN L= | 1B -

racadm remoteimage
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racadm remoteimage <options>

IR

-c : IR

—d : BFFER IR

—u<fFE> : BFRAREHEEANARE

-p<EfS> : ATHEMEHENERD

égl/<ﬂé!;1{%{%u§> : MBIERMBHE ERIVE ; ERNGISHBAUERERR. B "ER Web REEEIEHHT" BoEEMREGNY
(ESiNAR

-s | BRERPRES

O] FPE. EEfmE METERRUTRRMTERFE (EPSRFIIATE) - (#318). © ()3

S). . (i5). <(UNF5)M>(XF5).

©) iE: JoiEe 170 $81IR | fEFE Windows 7 & EIEERI CIFS =AY |, iBEMLATEAZRIA
e & HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache i{& A 1
e 1% HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size iIR& A 3

(EREUN REPEIRMERS

FERERINEESPBRIERF 2R , BHR
o EHINMERALT Attached ( EBIIN ) IRZ , LMEREIARNEEES | SINFHER.
o WNEREHINRRET Auto Attached ( Bt ) 1835 , NIERPAN RN RGN , RS 8E5 18RS,
o MBRHEZASLUFAFERT (FI80 .img 5 .iso ) IRHIIRHNTRFFIRIER AT 3 | SMUYG ST,
EIEIRMERS , WIRERRBEIINE
1. BEHITLATETUR(E
o BIRERZLEE CD 8 DVD )\ Management Station CD 8 DVD JXzhg8H,
o [INNRIERZIIE,
2. J%&#E Management Station REB TGRS ARSI &,
3. FRUTAEZ—SISRIFEIRE .
o {§F] iDRAC Web RES3 | SINFRE N MEIERE ]l CD/DVD/ISO 5|5—IX,
o EUTES|SIHTEDIL <F2> §## , M System Setup ( BHEiRE ) > System BIOS Settings ( R4t BIOS I8 ) IRE5|SIR
.

4. B |ISEERFHIRRER LARIATAERE.

NSNMEREZFRIRERR

1. EGHBRGIIARY CD/DVD,
2. ¥ 5K CD/DVD fENIEAEEIXARE .
3. EEFiRGY CD/DVD IRafss.

£ SD R LEEMAIVRIERSR

£ SD R EZIEMANEIRER

1. A SD RIEARFHIAEBI SD Rk (IDSDM) FEEF.

2. 7£BIOS HfSH SD #ERFNTTR (WBLE ) .

3. 5| SadfEIR <F11> $EIIE SD REHESP—MNEENEE EEETA.
4. BPEMAVBRERFH R ERELZIRAHTRE.
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{£ BIOS HI5H SD {=IRFITUR

£ BIOS 5 SD BRHFITR ¢

1. 5|SidiEAiR <F2>

4 System Setup ( RHIRE ) > System BIOS Settings ( 5%t BIOS i&& ) > Integrated Devices ( EERETIRE ) .
¥ Internal USB Port ( B8R USB ik ) iE5 ON (¥IH) . MREBIRE N Off (XA ) , M IDSDM FTiERBIES 128,
MEBEARFER (B SDF) |, iB55AEB sD RIROIREAFHEANEE SD RARIZENEEHM.

MBREETS (WSDE) , 5 Internal SD Card Port ( B33B SD KifO ) i8E9 On ( FF ) 74 Internal SD Card
Redundancy ( PJ&B SD RTT:R ) iRE /9 Mirror (1R ) .

6. B2 Back (iB[El ) FEE Finish (5ER% ) .

7. B Yes (&) (RFREFHE <Esc> #EH System Setup ( RFAIRE ) .

S NS

%F IDSDM
PIERIN SD #&5R (IDSDM) REEEERRES E(FER. IDSDM BIIFERRESE— SD RRRBENSE— SD £ | EEMISERER
SD & BT,

1 SD EHRMEE—MNIERER. a0, GNR7E IDSDM L2 NI SD &, W SD1J9iEs0 (F ) &, M SD2 AEAR. #
BIERBANENE | (EM SOV iEEEEE. EEARHE , (N8R SD1 A4HIfEaERei: , N SD2 BRI NER (£) <.

& LAfsER iDRAC Web 5REIEE RACADM & IDSDM APIRE. BfFRRFIT BN, SD ERsSHiItES=(H5cSEI SEL , B
ERIEMR E |, FHAER PET 4R (MRERTER) .
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AEAU TABHZEZ E RS TISTEEERR -

ZhERE
FNBEEAHS
[EEIFNE R EAIAT
PREGERRR
RREHEE
Lifecycle Hi&
BUEIRIAZS
HBEERT
AERETIRR

£/

ERIZHTIEHIS
BEFNBERAE

BES | SRR
BEHE

BE LRRF R RRR
BERFRS
RRA-EETERIT
BERRETIRR

ARG SRINSER LOEHRES
E#fS5 iDRAC
ERRAMAFEYE

15 IDRAC IR AHI BUAIRE

(ERZERESIS

iDRAC IR THRAEREIZIT T RS | SETF Microsoft Windows 8% Linux FIRFEIERITEZM, {F/ iDRAC Web 5 , BILAAIEIMN
FERIR,

BipEZHEEE

1£ IDRAC Web REH , #Z Maintenance ( #k#7 ) > Diagnostics (iZ2HfT) .
fEEI< &7~ Diagnostics Console Command ( i2EHEHI&HS ) A,

2. FE@SNAET  MABSHBEIRE., BXpOHIER , ESIH DRAC Online Help ( iDRAC BXH#EEN ) .

1.

MERNERS B MER—ITE L.

H iDRAC HIIFZE R AIE

&g iDRAC #1138 iDRAC FigAEIAE

1.
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1E IDRAC Web REH , ¥5ZF Maintenance ( 4k ) > Diagnostics (iZ2Hf ) .

ERTLASHEELA RN

e i Reset iDRAC ( Eif iDRAC ) AJEIR iDRAC, 7E iDRAC LEILMTIEREHS|ISHRIE. EFSISE . RIFTNISEEIAER

EEHERE DRAC,

e H7; Reset iDRAC to Default Settings ( & iDRAC Fi&HEKINGE ) LG DRAC EHIZ HENANIRE. &8T5 Reset iDRAC to
Default Settings ( 4§ iDRAC FEiZ/IEIAIRE ) [ ., Reset iDRAC to factory default (5 iDRAC EFig/atHI BkiANE ) O
BER. WRESKE DRAC IR AH BARE. EELA TSRS — :

a. WFMBARE , BREMBFINKIRE.

b. MEATEREHEIHRANBFEEIRS root , BEMER AL E (R/HE) .
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c. WMAMBRBEHEEINBFREEIRA root , FERBEIR calvin (root/calvin),
2. BTG HREE,

. O Rt s = | T RY.N

gl b o = Fht

SRR SS 88 LIS AR BT LIZEEFAEA— X SRR, NRZHEFEEEHSIS |, I LLZRIEHS |I1SE5s

MERHTREEENS | S AR (BT EH ) . SEIEFEITH | SRIBIEHFMETEREE DRAC 78, S |, EaJLUER

diagnostics export racadm apIGEERSHE NFS B CIFS RRHE, HalLAERERAY WSMan a5z TigHiiERF. 8%

15 . BE% WSMan iRBB3 4,

8BS IDRAC Express IFaNIE , A RE(FERITiZ BoNigiiERT.

ALZENETZRER |, BiSEIT I AEISE R ERTIREIZTT | LARISEIZRRETNERS | S8,

BHIFET , TLUEEUTRE -

o ﬁ?’a‘ﬂa‘l‘ﬂ - SR B BRI ERE TS HERs. TNRSIEE "TIME NOW"  ( MFIRTE) |, BEF—RERS | SIS RHE
.

o ZETRAYA] - TR BN BEIF IS HaTi2HiER. RECRELEREHED , MBS ESERIE SR kM. R
I8 "TIMENA" ( REIANER ) | WESHEAER.

T AIREL T -

o PRI

o MR

o FINFHITIXHE

B | SEREIE

o XHRFEFRER

o IEEX (EHRERAFANENZEN )

o EHIEFEXN (IBRBERFEXRDHEF 10 0. WRBIERFARXMA . N iDRAC KIBEBRS )

—RAAT LRSS T— M2 B, 2B ATLABRThZERE | oRE R ARSI, ZHEH ( BIRER ) iSRIE Lifecycle

Controller H&EAR, #SRAJLAFEREITFE RACADM 8 WSMan 16 &_EIRIZEHITRIEER,

ALUSERREIT RN LR STEANZ R EA AN TSR SHFIMEHE (FI90 CIFS. NFS, HTTPE{HTTPS ) . BRASEA/NSA 5
MB,

SIRAPRE AR RIS ETTRIRS | BRI LEGHIZiEL, WIRSHERFIEEET  WEHEMRFELABEIRIL.

HEEiTiniEig iz al , 15HR
e BEJ3HA Lifecycle Controller,
o [BEEFRHIRSESITHINIR.

{F RACADM it%liztE B &2k
. BEMTRSITEFERRS HREER | SERITS

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e <Expiration Time>
o ESH PINETHIREIZSER | BERLIT®HS !

racadm diagnostics export -f <file name> -1 <NFS / CIFS / HTTP / HTTPs share> -u
<username> -p <password>

BREMNESEE | 58058 IDRAC RACADM CLI #5377 , RIE : https://www.dell.com/idracmanuals,

SEANERAE

FNERATERERS BIOS FABEEIER | E\ EBREAFHRRIE ISIFNE MR | AERTFEIZH SRR EMEXRAUETE
f&. Post Codes ( FHIE#EE ) WEES | SERERFR B DRRGEFN B,

EEEFERNKE , 155 ZE Maintenance (4R ) > Troubleshooting ( $fEHEER ) > Post Code ( FHILEHEATHT ) .
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Post Codes ( FHLB1EE3 ) REETREFE TINER. +7 EEH CEEAAED5REA.

585 SHaaRiHsR MR

ERILAEE TFIRHR -

o EREZIXSISER — 5ISEMBRCTS ISENSHFS. 5ISERISHZMFHZIIBRIRFEHE.
o ERE—RERIN — BEBRICR SEHIESM TS,

X2 TURIAITRE.

;?FRAC EJ%I%,HHI‘EHEE 50 M. 5I1SFRAVERIRE 10/F>, NRER DRAC , N5 |SHERUBARIAE . EATHFHETE RAM &
HEMRER.

@ iE:

o GWREAIRREIIEHI ST EE RIR 7 BB E | SRS RS R,

e 7E IDRAC GUI s aS + B AR (B AT e S E A sTHE i es h BRI URART BB P&, iIDRAC GUI {RSTHE
TSRS IDRAC R X E7RATIE] , MR EASTIRETE S BRI ER AR X B8,

©) iE: DVC 5| SRR, EiIRERSESS ISHEFHITHRRINF (1F 1 MFEDHHE ) . DVC IBIES—RiEinixLt

FE | LGRS SR, SBTIM DVC (ELRIREBTIES ) S5 mov ( SERRIBA ) #8=ET . TS ERRR Y mSaT R

BOER S HERS SR, EEERS MRS D HEREIAS .

@ iE: 5 ISV T RMEIRMNEREEENS 1S5 | 5ISHRETRTERAR.

EEE Boot Capture ( 5|S4#3X ) FF&= , 825 Maintenance ( 48 ) > Troubleshooting ( #fEHE& ) > Video Capture ( {37

%),

Video Capture ( {l3l#IR ) FEEMUARE. BXEZER | 15217 IDRAC Online Help ( iIDRAC BXIIEEEN ) .

=gt ERned=]

BBV E | BHTIATERE
1. 7EIDRAC Web REH , %= Maintenance ( 43P ) > Troubleshooting ( #fEHEES ) > Video Capture ( STH#3K ) .
BB SREIR T,
2. WISTHEIRIGE NRERERP |, IEETHINE—IED
o R — 5S8R,
o 3R  EEEMRXER — BIRCI1SINF  EERIETXEE.
o IHIK , EZE POST £55R — A5 |1SINF , EZE POST ( FHEHE ) 53R,

3. BENANARE.

S8HE

ERINEERSFHEE SEL) MESBNRST, SXESE8  BEREERAFHITNEELREEaS,

Y Rl :E =p=r=
BELRRFBERRE
BREREREINRE AR RN AR R EEEE |, 71T DRAC HERMZEE. XE—TUENAITEE.
BEE RBRRESR
1. R EXESERRINEEEER.
2. 1E£iDRAC Web RES , ¥ Overview ( #%ES ) > Server ( JR5388 ) > Troubleshooting ( #I[SHERS ) > Last Crash Screen
(LXEEERRE) .
Last Crash Screen ( L)XERRFR ) RHEBETSE RS LRNAFNEERS.
B Clear (iBkR ) AR DRERIRER.
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(Dli: —B IDRAC EERM AL RAREESE , NSEM S kE,

SERRNE

FERRSLCETRETUATEMGAORES
mE

FEth

AR

CPU

BITEIR

N

RE

PRI R
FIRIRE

BE
ARBRIAEN R
HiaEHES

TAILIEERERGHIRES
o XITHNZRFIETURRSS RS « LCD RIEHRFNIZLS ID LED IRZEK LED RIEHRFIZRSE ID LED R,
o XITTIRARSSRS : {XBRESE ID LED,

SERFEIER LCD RS

EEERNTZEFAIEIRSSEEM LCD BIEMRIRES | 151 IDRAC Web REHHERT > #1 > BIER. LTSS oimiRamE.
BIEREZRS B-2B07E LCD RiEiR = B-AUSCRHEE. UERSER T/ERT ((@d LCD BiEFHEEKEERR ) |, NISEHER e
HISREIRK T,

(D) 3% BB LI ZRANIE = IR SS Se e Rk B e iR,

RIBLSEE , XAESERYEIE. NREERBFEY  BEXMMETHNATEER., FRIE0REITE 62 LIR, WNR%EREEL , LCD
RSB RMEHAETGER,

E(EFA RACADM BE LCD BIEMIAT | i&(EA system. LD HPITS, BXESER , 5518 iIDRAC RACADM CLI #5732, ™

HE : https://www.dell.com/idracmanuals,

SERFIER LED AT

BEELREIRS ID LED K% | 157X IDRAC Web REF |, 2E && > #IiC > 5ifEtR. SIERED B RZERIRIERIAR

o BEEKR - ZERRLIZERER.

o NI - SEARIIELN ( TCREFESERABIR) .

o FIBKS - SERRATFEBURFIE.

IRIAGINE - SERK LFEER.

RRIEFEIR(TH ((@T LED RIER LN EEETIREINMET | ISEamfIBGEISER R E. e AR Z2eFntE LIRSS ES0a0E
S EGHREGEIR. Ea] LIS RS Be bR e B B R IR.

EfHH RACADM BERS ID LED KRE |, iBfFH getled 2.

BXEZEE , 15215 IDRAC RACADM CLI #5737 , Rt : https://www.dell.com/idracmanuals,

ISR T

HEARXIRIREEE
o REEEER
o NBEHRIES
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RIEEIEREER

S e

USB N EHE

YIREHRIA

RIBEMAERER TS AR A

o EEEBEAUHEFEHNES

o XNFIRIRSEEE | BHEERERBEAVEPARIEE.

o TFHAERAIRZNESEY USB (NfFEE

o EiMEREEFEIREIRFILZERL

g%ﬁ“@%%ﬁ& , TESIR REMIRSFAM |, WL : https://www.dell.com/poweredgemanuals X TR EHIRFESPEHERE

ISR BEIRIEF iR A RO | SXETERANEEBIEIRSSHISISEIPA RIS S T {THIEHIR TR RS, (EAKEZ Dell
IEIEBRSS PR SHRMRIMIRERIETERZS]. BRNEHEE~RIHEIHRSIRA.

SERRETINR

iDRAC #1 CMC (BT RIRSSER ) Web REH RS FIMAPREER
o FHth

CPU

N

N[E3

BRIRIRE

ARBIRINEN R

FE

Hith

EATR Server Health ( [RSEEISITIAN ) SOHUHTEERZTR , BITEEXTIHEEHNFRER.

ERSHRINSHERE LINERIRER

% LED ERMABNIGHEIFERSH[EIERAT , LCD ENERZFNSEREUMEEERERZHMAIRSE, (£A LCD SR
HUSRERRZMNRSS  ARREHERE. BES 2 TEMERIESER. BX LC0 ER LETRERERYIR B
SRS (RPFM) .

EFi/SE) iDRAC

R TIR/T8 IDRAC EEMAE R TIRSGES ¢
o THESH — EIRSBEST , B{F LED =50 15 7L,
o RERET — {EFH IDRAC Web RiEak RACADM,

{5 iDRAC Web SRHEES iDRAC

EFFSHN IDRAC , I57E iIDRAC Web REIFHUTIATERIEZ— !
e Z Maintenance (4 ) > Diagnostics (iZHTER ) . EATHEEIR iDRAC,

{5F RACADM EEig iDRAC

BEEHE5 iDRAC , i5(#H racreset 155, BXESERE |, 555 YIAESTEEHI28 RACADM CLI 38R , M/ - https://

www.dell.com/cmcmanuals,
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BIRRARPEE

(D)|i#: FR3Z$5 M IDRAC GUI S R BN PSR,

SO LR R SR EFILA ARG B EUE.
e Lifecycle Controller (i

o BARIZUHER

o BRANBRIERAWNEFE
e BIOS EIZAEIME

e DRAC EiZAEIAE

PATHRGERR R , TBIR
o 1% IDRAC BRSS=EEHISIR.

e BFHA Lifecycle Controller,

'Egggyde ?Ogro”er HIRETUSEREIRE |, fli0 LC B, EEHIEE. EREM. S MHRTLAR FP SPI ( SrEERRFR )
JECERER.

()| 3%: Lifecycle Controller BB SEXRFERIERINSE , LURTE IDRAC EEAAERINEEISE., FiEZRiSEELmEL,
f&o] LA A SystemErase iy SHHFREBENHZSNRFALN

racadm systemErase <BIOS | DIAG | DRVPACK | LCDATA | IDRAC >

Hrep,

e BIOS - BIOS FiZAEIANE

DIAG - BRANTIZHRTER

DRVPACK - SR AR ERFIRNTEFE

LCDATA - &% Lifecycle Controller #iE
iDRAC - iIDRAC & NENIAE

overwritepd —B A SIFEIATZ 2R (ISE) BUREEZIRENES
percnvcache — EEIRIEHISEEIRET

vflash — E&i&% vFLASH

secureerasepd — EPRIZIE ISE RURERRIKFNZE. SSD 1 NVMes
allapps — iBMRFTBIRER AR FER

BXEZEE , 135258 IDRAC RACADM CLI #537 , Rt : https://www.dell.com/idracmanuals,

(D|i%: Dell FAPOHEZRE Dell mhRZSE LAY IDRAC GUI R, MNREMER WSMAN mi SRR Gt | MRBZEERRH
W, BFNEFHSISEN , FER CSIORIETT.
®

i BETRAERE | VD B RRASER. TRARERHEHSIS DRAC 5 |, 1517 CSIOR,
% iDRAC Eig At BIAIRE

AT LA iDRAC iR B A FIFEREL iDRAC Web RS DRAC g A BAIRE.

{1 iDRAC Web SRS iDRAC Fighti EFASE

Z(5F IDRAC Web REI1E DRAC EIR AL BUAIRE | IBHUTLATERE

1. %Z Maintenance ( {f}P ) > Diagnostics (iZHfERF ) .
BERI<E7x Diagnostics Console ( I2WiZHE& ) TUAE.
2. BAT; Reset iDRAC to Default Settings ( 15 iDRAC IR NEIAIRE ) .
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FERASLAB SRR, IDRAC ISEHTS |ISFHIRRER BOARE. DRAC IP BEIRBEAAALA. ErTLAERRIEREL BIOS &
% |P0

{EF iDRAC iR B AHIZERF1E iDRAC EigAH HIANgE

E(FF iDRAC IRE /RS iDRAC ERIR B BOME | iBHITLATIRE :
1. % Z Reset iDRAC configurations to defaults ( 1 iDRAC BLEEIZHENAE ) . L
JJ:I:E;JI%‘;%;_T iDRAC Settings Reset iDRAC configurations to defaults ( IDRAC I&EI& iDRAC BEEEIRNEIAE ) TUME.

2. BER,
iDRAC EiRIS50. N
3. BF Back ( E—# ) SfnZ[[E— Reset iDRAC configurations to defaults ( 15 iDRAC BLEEIZANENAE ) TUHE , BEEKRIDE
2,
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SupportAssist SRR SupportAssist EE&FFFI FHEAD SupportAssist IneERIENIGHIRSFIEERF L. IDRAC TEQ%T—ﬁ\F_\Z}%ﬁF%
R, BTFWEFEER , NITSHHRSHEMERAFEFIR SR, iDRAC aIE BN IRSSE8AY SupportAssist 585, REFIZE
ESHFSETRE (A ) ER—MIE |, SiSHE— T ;E’JIW%{_E(&DLJ% Internet SZFF%EE [CIFS] & ISZW%SZ#FA? [NFS])
gﬂffu’fr\/& ZIP R, TSI ERIEERASTEE T THIERReE I E R REM

SupportAssist ;R
LRARSS R
RSESERAREER
SupportAssist
HER BEXIIA

E :t
EEE SupportAssist &
®E
WEIRE
IREWERIEIAIEIT
BRRER

SupportAssist ;1

ERIF SupportAssist FIEEN{L. ERMEAFHUMINAS | EW/RIER SupportAssist FERMERIZRE
ERILIFEA SRS FERGHRFES | HRTLURIRE Dell EMC MIFHIEA.

BAENMRIEER

BrehER , SREER R ARIZER.

FERRAGR

AR, WG, FBIESHE . SRS, EFEbMitbil. ARSHULEI ( RIFERINYIERENE | RS RAIRS S E AR
REFRGHEAE ) . ATRFR HBIHT 1 #UHT 2, . E/BIRX/EET. ZIP (SR ) IS MIFTEER /X . REF
MERRBEME A MHEN (MNREBERRETTFR) .

* RINZFERIWIEIR,

FERRAER

Eaeii?)\%%“—s HEES. HIAESTE. ERRIESHME M , FEEFREREEERER A EEERETIFRITERTIE

®| i R LR E TR AL,

S FAFEFATHS

IRHFTEFRBNISES , CEEESRHAPYFITINY (EULA) USSR ERHTTE, GrTLUERTE EULA LI —5sE, &
LARERT R L E AT,
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LTRSS IRIR

EEAMFOMER SupportAssist , WATER St 2% IDRAC JRSSIRER (SM), —EERMRSZIRRER | EJLIBRIRRI. Next
(T—%) RAK—BERIFER , BERIEMIIZE iSM.,

IRSHHMERANIEEE

NRHIERARE , WISRTAFRERERFANEEE. BARSEH. kO, BRAMNEE , LIEkERERE.

SupportAssist

SupportAssist BEeEFeRkfE , 1ERILMEE SupportAssist (URIRIMNEEIRSSIERIBE. (RIEIRTS. SupportAssist filid. ARSSIERMNL
SBE. EERRERERSITE M.

ARSZIEXIIRA

BESSERFARER TS NFHAS (F17F/XF ) . WA, iR (FE/E8IE ) . BRSSIER ID. FIFRMBMXABRR. ErTLisiE
MEES M BEMIH—EFE. BULIEFEGERS ERIFUEEEHIRNR=FNEEER.

£aeBE

WERSERICSERFIRIE, WERRE ( Fa). itk BETHM) | WERMNEIR ( BEX A, FriEidE) . WERE (B
BAHER. 7o) . {Flk ID. RFRSIRERHREFAESE. EILUS DRAC THIRE—MFAEERIEE) Del.

®|§$: 4R WERSFRERBHITIE , LURIERFEENR N ASOER (PI).

ARk SupportAssist Y&

BARIRMERSIINAREFEE

o  WREFHIERFHLEFIEIT IDRAC Service Module,

e OS Collector HJ Z23E7E iDRAC /R, SR EIBE: . MIMREEELE iDRAC =,

MRESHATIFSIERRIRS RO |, (BREFRISIREIERNEE nternet , BRAKRI LR ASIHEMNERIZUE | LUET Rk

FRIERR , MAMLERGEEM Dell FTEHRITE , b TTEMNIRSZESRIER Fta) iDRAC (8] Internet,

ISR A RSSBETIRNIRE | ARSHIKERE !

o ZIEHLL (AL ) EH—MUE.

o ZFIHERIEME , HIGNERA Internet ARG (CIFS) BMEIHHRE (NFS), ESHFIMEHRE (W CIFSELNFS ) |, EEEE
BT RLR1ERER IDRAC HER T HAMZIE.,

o 4§13 Dell EMC,

SupportAssist Collection $FLARE ZIP I8N ERK. WETREESUTER

o i?ﬁéﬂﬁﬂ’g@#ﬁi,j%ﬂﬂ ( BERFGAGRENESRFMEE. BIREFSHHHE. iDRAC IKESER Lifecycle Controller H
) o

BIERGHNEREREE.

FhigskssaE.

iDRAC I HE

AW ESM AR TR HTMLS BBEES.

WEL AP RFSTRET AXENFARSEENEE | TRBIE HERR AR IEMuLEIa# TES.

EREER | EALEERPES S XML XX EESUFHIETE.
BRI TEIRWERRT |, 187 Lifecycle Controller BREHFICR— 1S4, SMESBNRERERF. FERZEOLNLSH BRI

BEES.
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£ Windows £ , #158 WMI BZ5F3 , M OS Collector WEEERMESZLE , HET—KIEIZEA,
REEMANRARS  FRERE XSS TSR ER R LS TR AR,
FEERNEITINIRERT | BHER

e BEJZH Lifecycle Controller,

e E/EH Collect System Inventory On Reboot (CSIOR) ( B3 | SRTIKE R F A RS [CSIOR] ) .
o EHEERMIRSG=EFIR.

{5 iDRAC Web REIFENER; SupportAssist YEE

EFNAERK SupportAssist ER | IEHUTLATRE
1E£ IDRAC Web REH , % Z=4HP > SupportAssist,
WNERFKA SupportAssist iEAARSSES . MST7R SupportAssist iEAAES, FBHEENE > BGHIEM.
BT FHIRIER.
EEREQSERETIIEIRE.
TEET LSS Pl SR,
EEREFEE Collection (RFZEIRIBR.
a. WIRMRFS[EIEERERN , FEUMRXENCSERA , NSRIEIEKEHESHE] Dell EMC SupportAssist,
b. FREEFMERAFEERNERFFRFERMA Colection,
c. (REFRIRLEITAGERR Collection {(RFRIRFENXH CIFS 8% NFS HEE,
() |iE: MREEZR FRFZMERIE T RIEUANE | NIATRAINEFRESSRFEIRRIERROAE, MR
BECFE  WEBUEREENER—IX.
élgﬁ%%ﬁﬁﬁﬂ?ﬁiﬁﬁ , MAFREIOMNEEMERESEARAME (NRKFEZANNEHLZNE ) | LBTFSEHT
7. BRTRWSEELALREEAE R, Collection,
8. WRHBIUET , iTEZRERPRANMY (EULA)LAYREE,
WMERFELITRR . W OS FIR A2 ARG AR B B Ak
o FHIBRERFEPRLEGHIEITISM |, 5
e M IDRAC F#8k& OS Collector , B
e 7E iDRAC HFEZEH 0S-BMC EIEIEE | 8k
o ZRINENEFIRER G BIEFEURTE DRAC AR A

A Y
2B
WRESIFSEEWERTIRE  NREEM , WEeTUAEFERREAIEMEE , EHsZEREFHMEER , UREXESIZE.

WS B

ol BESRFRIEIENMEAIE. (£ Set Archive Directory (IRBFEBER ) tlLURBEMEAE. SrlLUSIKEREEIEIE
HIMEAIE, A “Set Archive Directory” (IREFEHER ) LURBMEBME. MIXMEEZZ R , BENSEREENMNEER
(CIFS/NFS), #EMHY IP H#blt, HZ=ZFR. HEBFR. APBFRFIZERS, “Test Network Connection”  ( UIHMEEIERE ) LGNS
BirHE=RYEE.

WREIFM | EAILAE “Collection Settings”  ( IEEIRE ) FISFEHEEEIEAXE! Dell FAEEIRRER.

SFE S BRI R Automatic Collection ( BIZHUREE ) iELAB AT AIFETIR |, HRISNRFEHNEHIEE. TWABRT |, &tk
EHFFOIESTIEEGIRT | SupportAssist RECENBEEIMNERZEIRH LEZE Dell IRBWERFHE. BUILISHSZRAETESN

BaEE. BRILUHIETSENERBHNE. TREANERE. 88, 8FEISMAR. 5, BETEETHIRNEREHRIE
HARNEYIE)., ECEEENIERRT , 1EAT LA /S PSR ProSupport Plus Recommendation Report ( ProSupport Plus MBS ) .

SIS IF NI SR
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I BEUIERRIERIA LR

ISR LU EEANMENELURERERENES. IRIEREE—NRANBMNE , SERELEIEEENES. EMidMESEE
ZHI , BINGAEESRAOMNNEERY (CIFS/NFS), #EMAY IP Hhit, =R, &, ARZMERE.

BRRER

LUTUE R 7R 7 #EiEM SupportAssist ITFEFERIFNFARREE | FRFEHITER.
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i#@iZ Internet Explorer {§f iDRAC Web RERY , At A SEL RAMEB "BER" EIHITIRTEF ?
XERTEEERE, EMFRILER , BHITLUTERE
1. £ Internet Explorer 1 , ¥6Z Tools ( TE ) > Internet Options ( Internet il ) > Security (&2 ) , EEREEZX THEHT
A9X g,
a0 , 405 IDRAC IRBMFAHEPIZIM A , MUSEEZRHY Intranet , ARREEENHA....
2. ERESVEEFEONTET | FHIREHELITER :
e Automatic prompting for file downloads ( I TNEBIEIRET ) ( NRIIEINATA )
e File download ( ST{ET% )

EiffRATFi6E iDRAC FITEINRS | EAEERMTERGMRBEFMAREIHER,
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iflE iDRAC Web RER} , RASBR—FRRLESIUSIHERIAENG (CA) FRITAR SSLIEBAA(S.

iDRAC BE&—NERIARY iDRAC BRSZEBIEH , BFEEITET Web HIFREFNTIE RACADM BHTIHRIIHHENE LS, ZEBAREH
B]f5 CA iURRY, ERERILIE , B EEHEIE CA (6180 , Microsoft INIEHI#, Thawte B, Verisign ) flRRY iIDRAC ARSSERIET.

73+ 4 DNS BES3E8A4 1A iDRAC ?
HLE DNS [RESE2FMEEEIX 31 PNFRTAY IDRAC &R,
i5id iDRAC EF Web IRAERN , FRAET—HRLTLELREIP SSLIFBENSBS iDRAC EHFAITHEL.,

iDRAC 18— NERIARY IDRAC IRSBEBIES , BTEEITET Web RIFREFNITIE RACADM HTIHARIHHENE L L, FALGES
BF . Web MRS BR— 1 RLESE | A9 DRAC fUERIBMAIERS iDRAC EHIE (5140 , 1P el ) A<PLEE,
BRI |, B &AL IP kel iDRAC EH1ZAY iDRAC BRSZEHIER. ZH4ER CSR ( BFMAIED ) BT , iBHR CSR BUER
2 (CN) 5 iDRAC IP ittt ( a0SRIERIUALS IP ) EGEMAY DNS iIDRAC BFR ( IISRIEPMMA LS iIDRAC jEMAYRZTR ) PLEL.
R CSR 5iFAAHY DNS iDRAC ZFRITEL
1. £ DRAC Web REF , &= Overview ( B%ES ) > iDRAC Settings (iDRAC i&H ) > Network ( P48 ) . FERI=E < Network
(P48 ) TamE.
2. £ Common Settings ( EWigH ) 25 :
o EIE{E DNS _LiEfit iDRAC LT,
e 7£ DNSiDRAC B&IR=Eg , i IDRAC &R,
3. TR,

P AT TTETTRE RITAE CIFS HEHUR(E ?

W CIFS HEMNSN/SHBHUEMITIEX AL FIRERN - IREIRER SVBvI. BHRERIEM SMB / CIFS HERIIRSEE LS
[EF SMBv2 thill. ESIRM ARG T REAEER SMBv2 thill.

Active Directory

Active Directory B5RKM., W{ARRRILIDR ?

EX I TIZHT Active Directory Configuration and Management ( Active Directory BEEETE ) 7A@ , BEd5 Test Settings

(Mg E ) . REUKERFEETE. EREEFETUN BRI EFETENEE.

BE , BeET™ymE

o ERN, IEMREERERNAFES (MAE NetBIOS &R ) . MNEREEAIM DRAC FFIKF | BERAEREER
iDRAC, BRfg . BHR :
o {E Active Directory BeEFIETIE i+ R A Active Directory %I,

iDRAC PI4EEEE T _EAY DNS IR EIER.

WNREEEUEBISIE , NISIER Active Directory R CA IFH_EZkZ! iDRAC,

WNERIE(EFY FREEY , iIDRAC B FRF IDRAC 185 Active Directory INEECEITHS.

WREEFRELRNS |, BEFNARZS Active Directory BLEILEL,

WA IDRAC S FARERES , NARZERE User Domain from Login ( ZRAIEAIE ) 1%I0. TANEE Specify a

Domain ( BRI ) HETHHIN IDRAC SISRAITEATIES .

o QEIEIEHIES SSLIUFBLARER iDRAC RIEHEIERBEHEIN.

Active Directory KXW , BMECERIERGE. MXSERERUTHEREE. ATASREIMER , AR ?

O O O O O

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller
Address configured in iDRAC matches the subject of the Directory Server Certificate.

WMREFFIEPIIE | % DRAC 5B RIRSEEFEL SSL ERAT , IDRAC E{ERE LEH CAEPIRIFERRSHIEH. SEUEBR
PRI SR W RE 81
e DRAC HEARERRSSERIETEL CA AIERVERRIIERA. 1EEIEFHAY IDRAC BYAIFIEXET AR,
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o 7£ iIDRAC HECEANHI=FIES IS B RIRSEFIE B AR A FRAITES. NREEHER P ik , B F—NMa@, a0
RIG(FF FQDN |, iEFARIEEREREEIEHIESEY FQDN |, iAEHE. a0 . 2 servername.example.com MAE

example.com,
BPEGER 1P fbhi e mtsi=HIgRtl | IEBISE KM, MNERRIbRE ?

SEEFRHIESIEBAY “Subject or Subject Alternative Name”  ( ERRE{ERZFRR ) FER, IEFEER | Active Directory SN
BFRMARIEEHIEHERAY “Subject or Subject Alternative Name”  ( ZERRE TR EATR ) FERAIHIEHIZEAY IP ihit, ERRRLR
=, BT TR EZ— !

o 7 DRAC L5iizHIsAENISA (FQDN) BeE N Lts#astetl , LA SRS B aY e, =/ F A FRILEL.

o EFIMARSESSIERURE "£" 5 "TRERAEMR" FEEPER P ik, \in5S7E DRAC HECER IP HBiEITES,

o HNERGIRS(TUFIRFISEMIEIE SSL BRI | 52 EIEHIeIE,

HESIHIMRRERT RARIGN | iR SRRt 2

XWITRR IDRAC XIS TR ik =HlIsRA9EME (FQDN) 5 IP itidit,

{ARJECE Global Catalog Address ( £RB4RFEiE ) ?

NREERNERMEBFMAeEXERENE , WESERmRIbE, FERT  SReeERERE.
MR ERNENERGERERFIAGESEERET , WAvEELBRRIMIL,

WMERFERRIEY B, WAEREBERmRL,

RERENERRRMTA ?

IDRAC BiFciEEE B EREEHRR L, NRBAFIABENUTZES , NERFER.

MRECE 7 2BEHERt , N DRAC SRHEEREBRR. WRNEBRFCREEIMINGR , NS RIMXLAR,
iDRAC #5£27E SSL &R LDAP 13 ?

"Ll FrEfEmER % ein0 636 F1/8; 3269 #H{T(EH. ENIXIREISFES , IDRAC {¥#H11T LDAP CONNECT LUIBEiZIa) , M
AREIELLERE EHIT LDAP BIND,

At 4 iDRAC FRIAIS FEHISIIE ?

IDRAC SEHISHATIEARIR SN | LABR IDRAC IEZZEI=HIRRIS0. IRBIEBWIE  BEA LA RS H=sF 505 SSL .
RIGEFEERSNRNNFTEIEEHESMARIBIED , FPAEIEY Web FREak RACADM EEEH,

iDRAC 25 %) NetBIOS BfR ?
LERRAASHS.
At 4fE[ Active Directory —E R B RERMNTEREMBHAEEEFRE iDRAC?

Active Directory BB—EFINEEEEFEERTEAT 10 4miassat , (BRUNREIEE 7 =ik DNS IRSSEEF 1S DNS IRSSEE |
IESiSt DNS IRSBEEEREMTE | NTEEBEERKIAND A REER. DNS IRSEHEAATTAEIS HIN DNS #8hd. iDRAC $EER&EA
DNS RSS=1LIEER,

Active Directory fitE 79 Windows Server 2008 Active Directory FR{E{ERIE, izisrthE— N Fi&k . BRTIBFRE—FiERFER
PREMKR. SilERFEEPIIAFES iDRAC BT, Active Directory EE—ERIGKM,

XOTaERTF4ESEBIAIER., Active Directory fRS5 88 P ERFPLEZEE!
e Security (£2) - REAARTFEEERFHERITENRIHER R FEERIERE.
o DK - PREUERTEFIMED RFIE.

ARIRRZAREER M. EAREERD RAEHTNR EDEAR | ERATLMEREIRFIEARIKRE.

{£ Windows Server 2008 R2 x64 Ik SSO ER%M, ERILEEFAEIMEERMTA?

1. JolEldEhI SR FIE SR A%IE 1T technet.microsoft.com/en-us/library/dd560670(WS.10).aspx F/MBHR(E,

2. BCEITENILAFER DES-CBC-MD5 %54,
XGRS IS HIME P E PRI E RS SRR FIIFESM. Kerberos SRR B RIFAIBCEINZZEENT ¢
Computer Configuration ( iTEH#lEIE ) > Security Settings ( Z2i&& ) > Local Policies ( A515EHg ) > Security Options
(RLER) .

3. EREREEFIREEEN GPO,

4, EpSITR , B gpupdate /force FFEM klist purge SpSMIERIE Keytab,
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5. EH GPO 5 , BUERHTAY keytab,
6. 15 keytab E#Z| iDRAC,

TFERTLABER SSO B iDRAC,
F+ATE Windows 7 #1 Windows Server 2008 R2 L, Active Directory FIF#{TEA—EFR KM ?

1EARIE R Windows 7 1 Windows Server 2008 R2 RUNNEESEEY, BRI

1. USRS EEEEMNRNBEFRENER.

2. EEFHAFHIZIT gpedit.msc, 145E7 ocal Group Policy Editor ( AMZALEIEHIEEE ) &0,

3. %#5Z Local Computer Settings ( At E4HIIEE ) > Windows Settings ( Windows i858 ) > Security Settings ( Z2i88 )
> Local Policies ( AS11Z80& ) > Security Options ( Z2%IR ) .

4, AT Network Security: Configure encryption types allowed for kerberos ( P48 2 : & Kerberos fIFRINNZRSEEY )
FHiZEE Properties (Bl ) .

5. [SFFTEILI,

6. AT OK (H@%E ) . IAEALAER SSO ER iDRAC,

XJF Extended Schema (# RZEH ) , HFUTLATHIIMRE :

1. £ Local Group Policy Editor ( Asitt4ASREE4RIESE ) B+ , SAnZE Local Computer Settings ( AT EHIEE ) > Windows
Settings ( Windows iZ8 ) > Security Settings ( ®Li&8& ) > Local Policies ( AA#EEEAE ) > Security Options ( Z2i%

).
2. BT Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ( fI48& 2 : [R#I NTLM : R{F=iEiR
S3ERAOLHIL NTLM [B(SE ) FH%E Properties (&l ) .
EE Allow all ( 2BBARVF) | B OK (HBE ) , A/F5XF Local Group Policy Editor ( A iti4ARAEHRIGSES ) .
EEFHRHIET omd, WA ERaSIERATEO.
1217M< gpupdate /force, HERMEEH. KAGSERTFEL.
HEEFAHIELT regedit, AT SRR Registry Editor ( SEHZFE4RIERE ) &0,
EfinZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA,
EAMERKRS , AiadtikiE New (HiZE) > DWORD (32-bit) Value ( DWORD [32 {i] {H ) .
9. 1S EMRIIA B Y SuppressExtendedProtection,
10. 55T SuppressExtendedProtection 7535 Modify (€8 ) .
1. 1 Value data ( {EEHE ) ZERPHEN 1 FHETE OK (IHE ) .
12. %7 Registry Editor &, TERILAFEA SSO &R iDRAC,
9N5R75 iDRAC [SRIY SSO H{ER Internet Explorer £ iDRAC , SSO SXMFHERMA AP BTN, UHIRERILIES ?

(R iIDRAC IP #t31t517F Tools ( TEL) > Internet Options ( i#%I& ) > Security ( 221 ) > Trusted sites ( AI{Fifism ) . R
Ry | SSO BEAMFHRTMARPEFZRS., B Cancel ( BUHE ) FHUREE,

O&y =
E He |~§§
{&5F8 Active Directory B RERINEEE R iDRAC EERZ IS HAIE.

IE%RY Active Directory EHRERERISTEBEREAEN 10 ¥ , (BUIREEMLE A PISE 7 Bt DNS BR55E:F155F ONS fRS58% , 7R
B DNS IRS5EREM , MIFTREREIAM S $9. DNS RS 2HEH AT I ONS #8AT. IDRAC 1S5RS DNS RSB ELES
x.

ActiveX FR{GTTEHEMBIE gE-RIiESS.
(R Microsoft Windows EMERZFZIFEEEER, Windows STHFEIRAV LM ESEE-RINZIRSIRETRER (CSP),

—skin , ERNEIFERFR FEREEEEEE CSP , TEHI Windows B3 (Ctr-Alt-Del) REIISEERIBNITRBAES
Windows 2HIENEIEBERHER PIN JEHE,

EHER PIN RIEff.
STEERETEAEAERR PIN SRS ZSMEE. EXMERT | BERRERRA RIS R,

EIEEIS

BB HARER Java IRFEMHA ?
IWEE Java 8 I ESRALUERLLINEE , FHET IPv6 MEEE5N iDRAC EBHUIEHIS.
BN{EZEM iDRAC Web REiTH , BRI SENARSEN. XE2FEIRTRIE ?
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AILA, XM Virtual Console Viewer ( EHMZHIEEER ) EORILAEHENNRIE,
1EBRS3 88 LAY AT AR A LA B FRRDITTRIE H S INSALIENS ?

LA,

P ABERKAFIBREFRE 15 B AEEXAIRSS B _EROF LT 2

AP B S TESRK R REE AR E,

FTRFRSARERRGERS ?

%8 | IDRAC WRIAMIE TFHERG | TURHIZZIFTF .

At PRI LASC ISR TFFRSTANG 2

LAHASHIEZERRT |, AP ARRER AR TSR,
XAFIAR T R XA EREIER ?

a
[

XAFMIEHERESXATEEN SIS LR ?
= | FIASXAR MRS ITIEEH S SIE TR,
iDRAC IR IHEkXAF RS ESMIARET AR ?
{HPIEE DRAC BeERNBRAIVBFERRT LA T e R AAMEFIS .
WA S A it RSS2 ANSRAIRIRINR ?
WHRIEBERTE Virtual Console ( EEHMEHIE ) TUHE L.
ER/RNES iDRAC.VirtualConsole.AttachState BURZ , BFERLLTGS :
racadm get idrac.virtualconsole.attachstate
FHEM Telnet, SSH HITFERIEFEA TS
racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState
RS EAILERIEHA OSCAR P BEl. ABEHARMAR  SERSEEISIRTRENRS. 2O  BEESER
iDRAC BESIEAIEHIS.,
HrazEEiEHaEOPERARARRRFE ?
(R Management Station FIEREEDFERIGE /9 1280x1024,
FMt4 Virtual Console Viewer BfO7E Linux I{ERZARLBINELES ?
Linux FRYIZHIEEEETE UTF-8 FRHE. RBERKIGIREHIRIESETRFRE.
$3{t+4 Lifecycle Controller H Linux X&E4$1 & THIBIREARSE ?

EHUESHIEEE USB RARIKENTER | 1B USB BARIREHTERXTE X-Window BAERFK NAIA. 7 Virtual Console Viewer 1, IBHIIT T

SIE—RE -

e Z Tools (TEl) > Session Options ( 2iFiEIR ) > Mouse ( iR ) IEITK. 7£ Mouse Acceleration ( BAFNE ) & , 1%%
Linux,

o AEIRXHET , ILFH—HIRIAIL,

U{AIYE Virtual Console Viewer B AR EIRIEET ?

FEEMEIEFIERIER  RVBRERGIAE T IEHRIET.

HHRBLEEF DRAC EEIIEH G EFin LAYE—FNIRIZIN (T DRAC EIIEHIERBENIRT ) . BANIRE.
B ERUEH STiERE Microsoft IMERGRT , AILAEFRRRNERS ?

B. LI BIOS FEBRAEIIEHISHN RS DImi2RaEsT51 Microsoft IFRFRT , BRI RIE EMS EHEER | BRIGITIREE
OK (HE ) . BWREARIERS LIk OK (IfRE ) EiEEFENTEEIRAIRSGE. BNEE  AGHE BOS hXHAENEH A,

LSS H Microsoft 4% , FFRERFEIEHEEER. ERFRAERILES | B5UE DRAC IRELFRERF IR KAREMNE
HE  AEHTRERRERMERR.

$3{t 4 Management Station £/ Num Lock ( #{=FHiRE ) IERKT A SERIMTTZERSSEE_E Num Lock BUIRTES ?
iED iDRAC ihAIRT , B FEFIEIERN I AT E SInERGSH LNEFHERSRET . EEnESIEN T ErR
SR FInfERSes LANSE | FTICERuL FAIEF SRS /9.
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BT ZNFENZEZ EBIUEFI S SIEIRERSB 4 Session Viewer B ?

BEENA R B EEIIEHS. WREARSIF.

NEERIEH eSS EERTHBESIBRIHUSERSSE | S— 1M BRESSRAIESER?

B. NRAHAFIBERSG , REEERFEHIN,

ETENEH eSS EEES TR ?

EINEB— 5 MBPS EZLIAERIFIHEE. RIRMREEE 1 MBPS &,

ERhETEIEH A AREEREK ?

management station 23K Intel Pentium |1l 500 MHz 4MEREEF1Z/ 256 MB RAM,

ItzEisHaEaERSEOENSET "EE8" WiER ?

EEIIEEAEERE N iDRAC EliEH S RBEREITERSH/EEMN. —RIBER T . BITEIRS: X | TSIl
7. BN EETsEH T IniERS e S EISIRIREIET Z 7.

Fft4 Virtual Console Viewer BE0BATS R "0ut of Range" (BHEE ) BIEE ?

EEEIEE AR R IEANSRFT SIS B H iDRAC BB HERIBIATERE. BRoiEagilfEEsiid eS8 eEN
BER. BE , YR (FIPSamnER/NegweR ) iRESHIRSEE.

M iDRAC Web REIRBHIEMIEHIERIEN , AHALER ActiveX ZL2HHEN ?

iDﬁRﬁC g‘i‘éﬂ%&gﬁ%ﬁﬁﬁﬂ%*o B tEEXEHEEH S SIER BT 2HED | 155 DRAC iRMIIEIEZFIRNSEEENZE
A=t ]! :

1. EAd Tools (T E ) > Internet Options ( Internet %I ) > Security ( &Z£ ) > Trusted sites ( Z{Sifs ) .
2. BAFUNSFIRN iDRAC BY IP Hilitas, DNS ZFR

3. EaRERmN.

4, Bt Custom Level ( HIEENXZR) .

5

. 1E Security Settings ( 2188 ) B9 , 7£ Download unsigned ActiveX Controls ( TEFRERZAY ActiveX = ) kR
Prompt (2% ).

#3t+4 Virtual Console Viewer B[AZH ?
NREBEUN TR | EREENEFIETUR | BBARLUSHEERNIREINERIE | BA2BRZERSS=NES.
ERERERISR | B ARIRE DOS RARRE ?

Dell BIOS {EEEARIRENIERFA PS/2 Bix. #RIEIRLT , PS/2 BAREMBREHRMENIAE , XSIEMELSIER, DRAC T USB B
TIKFER | VTR EF B AR IR E NI CIRIRER. B IDRAC 1§ USB RU#EXIEARIEE#4S Dell BIOS , BIOS
(FESEREIENEF BT ARSAE. BESHE-ME “Configuraton”  ( BEE ) FREPEEIMERNIREN USC/Diags,

BilELIEHERE | BIFSIREEERaR gD  BEFMERPREN. AHASREZMER  WORFR ?

Y054 Mouse Mode ( BBIRER ) IRE 79 USC/Diags , SiEREXMIER. &T Alt + M PEELIERIIARS ERBR. BRI
T Alt + M LUEREIEH S ERIET.

BilELIEHaZRZZIM CMC Web REIFE) iDRAC Web RERY , 94 GUI RIESiERT ?
M CMC Web HHES5 IDRAC RIEEIIEHIGRT , BFFeHENLIGIENESE. Bzt IFER A GRHEBXE.

S FRIRE— IDRAC R LS50 GUI FMIEEIEHIaRT , SIRERHE XA ZRIE) GUI , M iDRAC GUI ESBRaiEtERT.
JNER IDRAC GUI FEREIEHI BRI E O XARM CMC Web REE] , WEEASHI,

$3{t4 Linux SysRq #27E Internet Explorer EFGiA(EH ?

Linux SysRq $#1T95M Internet Explorer {ERRREHIIEHIGRIARE. EAIX SysRq # , #Z T Print Screen SR , FIRMZR(E Ctrl 70
Alt ##, TE{EF Internet Explorer Bt , ZEj@id iDRAC ¥4 SysRq BAIEFITFE Linux RSSSE -

1. EEITFE Linux IRSSEE EHIBEARBINEE, SrLUMERLI AR STE Linux LKRim EHHTEGE

echo 1 > /proc/sys/kernel/sysrq

& Active X Viewer RO EIBIRL,
% Ctrl+Alt+Print Screen,

{SEH Print Screen,

¥ Print Screen+Ctrl+Alt.

o b N

®
BT AEEBIEFI S KERRR"Link Interrupted” ( “iEiZFEE" ) RUER ?

iE: Internet Explorer #] Java ZBiA3z#F SysRq IHEE,
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LIRS EREHS S EPERHEMEIRCR , IDRAC 27 BIOS EIRMEZ-RAJHIFF, IHFERRTIENSTE 10 GB iR EEK , FEHE
TR B L EERERMIINN (STP) RIBIR FRIEER, EXMERT N EREIRS SRR im SR
PortFast, FEAZEIBERT , EMEHESKETIAR.

LN EANER TLS 1.0 BY |, i8id HTMLS BEIEEIEHIE KW,
ISHRIRNSRNRENER TLS 11 BiEShRA.

S5 iDRAC Bi}I5 |, @i Java B BENEIIEFISRW,

kR Java SRR | AIREMEIEHSE.

FEHLT TR

A 2EHN REFIREEERSERT ?
HIMMLREERSST | IDRAC BHASUTFHERR | ISHIFTARSS AR N IK A= AT,

WREEEPIRRSPER CD , K CO BRIREEBEmMITRIIE. EIXFER K, IREFIRFRFIEE CO FrRfIiiaARK | B
HETREEIFF EIERISER. MREREKX | 1B GUI EFNERFT R RIRVIR(F.

%ﬁ&@mewmﬁﬁ¢ﬁﬁﬁ$mmmWMﬁ%E&“@wﬁﬁ"EE&E,EM%%%EE&E,EﬁEﬁﬁwﬁE%%F
JESEN

BEIMEZEIIRES | BEREUNE Client View ( EPIRIIE ) &M,

Bt 2@ BT RS Windows IR ERABEZHTRKAAE ?

WNER(#EFT Dell Systems Management Tools and Documentation DVD 222 Windows ¥MERS , HEMZIEERIE , BTMNEIER , &
IR RE S EE KAIRTEA AEiAIE] iDRAC Web FRHE., ©EBOASIERLEHE.

WIS B R BB PSSR ?

ESERGFL |, ihin BIOS IREHFHEZES|S5EH, RN CD. EHEREEL vFlash FHRIEEEEXNIRESISINF. Lt , £ CMOS
g%*ﬂ’\]?lg‘rlﬂ)ﬁ?*ﬁ?%’fg?@ . LMEEIRETTS1S, HIa0 , BM CD IEEIEES|S | 1§ CD RSB E 5 1SIF+aIE— MK
IFRLE T BREEBIT LIIR BT 5| SRS ?

iDRAC FSSIFEMNATA S ISENFREIS

e CDROM/DVD #iEN&R

ISO 9660 M5

1.44 EREBEIRE IS

BURERFOANMERI B TR RAY USB INTFR

USB INfF£2RR{%:

A4S USB IIERHR A5 S2iRE ?

1EEILAHIEIT Windows 98 [BE1525 |SHIGR SNSRI EFIE USB INfFERE. a0 , M DOS I=RFMENLUTSS

sys a: x: /s

Hep , x ZHRBERENT5ISRERI USB INFE.

R ROMIMFAEEREIEERE. (BEIE1T Red Hat Enterprise Linux 5 SUSE Linux i#{FRAMNRF L LTEHRE R R/ =
CDi%&. WMfURRRLLE ?

T Linux IRAF2ERERANTTE B s INEEN R EIXEISRAIREN CD IXahes, EMBEMRERNRE  FEKE Linux DECEIE
MR IRFNERANRETI R, EINHETREIKEIRS -
1. FIFF Linux Sp RIS TIA T @<

grep "Virtual Floppy" /var/log/messages

2. RENZERRIRFBHIC TAEL.
3. 7E Linux IR HMETIA TSRS ¢

grep "hh:mm:ss" /var/log/messages

hh:mm:ss /2 grep FEP R 1 IR[E)(S S AIRIIEIEL.
4. EXR I, BE grep OISR REIR T EIMNKEANIRES.
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5. TREMIIFHEERIEINER RIS,
6. f£ Linux IR7RFHMNETTLA TS

mount /dev/sdx /mnt/floppy

ENEEEIAL CD IRENEE , TEHKEF Linux D ECEIREHA CD IRGNEEANIRE T m. ENNEENL CD IXF0EE -
1. $JFF Linux SRR FHEITUATSS

grep "Virtual CD" /var/log/messages

2. RENZ(ERRFFBHIC TATE.
3. 7E Linux IRHMETIA TS ¢

grep "hh:mm:ss" /var/log/messages

hh:mm:ss 2 grep 7E£ 3R 1 IREHS S AYRTEIE.
4. EER 3, BE grep i SHIERFHREIE T Dell &4 CD RIIRER.
TR EMINFERRENL CD IKEhES.
6. 7E Linux I RFHRNETIA TS

o

mount /dev/sdx /mnt/CD

AT ATE(ER iIDRAC Web REHITIZEEHEMZIE | EEZIRSRAEIMIREIRE MR ?
B EHrIERL DRAC iR, MBRTAZEZFHED N ENIKSRS. IDRAC BEiRSoH GRS ERHIL.
At 4i&sE USBiREZE |, FBRY USB iR SR FF&EE ?

BN ERIRSEH vFlash IBEFIENES USB IRFIEERIFH USB Bk , HEEIIHE=R— USB i, EX{EHaIEI RS vFlash
USB iR EIEZE TN USB S&a AT USB DELBiFRER | FrEREN RN vFlash iIREFEBIS NI USB DT EHEMATT | HAEE
EINEET]. NRENBERFFER—NEUNRIRE | B2MIIERS BH— RS NEPINREL vFlash i858, BINSEZRE

WE USB iRE , RioHBERIXLIEE,

USB Reset ( Eig ) IHHBHA(EA ?
EUERIEEDIIRSSSEBANTE USB IREFAM USB iR,
ANISEMERIUTY ERAOEAEERE ?
ELHEIINRIIREMNSRE | BEEER T RIS SRR | ST TIHE—RE
o BEEBHREERANRE.
o ZEEHINRAEINEHISHINE,
®| it AERT | SERSSMEIUN RRELIZHEIERY IDRAC ZERIEIRERAZRF.

o INR{EMAZEEA Windows IRSZEIRIERS , i5ELEBFRI Windows Event Collector B Windows ig55. EHUTIHRE , i5%E
Start ( ¥4 ) > Administrative Tools ( E¥ERTH ) > Service ( fR5Z ) . AiEE D Windows Event Collector &8 Stop
( {gi ) o

EEEREIENEEEK USB IFRMASE | BERENREER—MENES | BTASHIMEELWAGER ?
ARG AR IR AR ENES. KIABTEERMNEBNTHNNERER , RAEB=IH R IEEES.
ERIRBIREEE LSS RFHRE 2

REHMUARERIRENESSZIE FATI6 B FAT32 RS,

P LEES BT RiERE DVD/USB B , BMEEEINT RLFIRER | MAERSRER ?
WMBRAFEFZIEX A HEE (RFS) IheE , NS B EREE. BT, S LUMER RFS SEIUN R | (BFREERTER.
LSRR B UEF TLS 1.0 BIEEH{ER HTMLS BRI R,

BRI R E AR TLS 11 HESRA.

ERINRFEXIGE , B)fE iDRAC BREEINGR EERAT" h SEE" .

NERZIAER Activex B Java TRIFHIAIREILMEFFBE iDRAC SHIIMER IR ENIFF | BBAERRKSTREETH "BEE” . K
BINRNE S0 B BRNERRRDN | LUBIRENIN R,
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vFlash SD <

vFlash SD -={ARJ4H7E ?
BAEIEE{ThAY vFlash SD REBIRE. B8N , TR IRIEdTED,

SNMP 3SiiF

FMTALBREE “Remote Access: SNMP Authentication Failure” (ixEf2ifla : SNMP ISiESRM ) ?

EERIITES | [T Assistant SEIRIGUEZ AT get F set BUARFR, T IT Assistant # , get BWARFR = public , M set EUREFR =
private, ERIATEIRT , FBF iDRAC RIEFERAT SNMP RIBFZFHEIAZFRE public, 24 IT Assistant & set i1E3KAT , IDRAC KIEFEF
S4RE SNMP IIHEIR | BATESREEIK = public 895K,

EHLEARE SNMP IR | B AR EZHNEREFR. BT DRAC RATF—MEWAEIR | B iEHERIA get A set
FUAZFRATF IT Assistant ZRIZE.

Ay A
Fha s
FMEEER R RNEEE RIS ERESR . 7B OpenManage Storage Management RRATF#IZ&ELL iDRAC £, </Z22>
iDRAC {NEREGERAREIE (CEM) FrsiFRIRBHNER.

iDRAC fRS3HEIR

{E&R%E5}IE1T iDRAC Service Module 8i , E&MiEIEE OpenManage Server Administrator ?

B IBAREEEE Server Administrator, TEZZERLIETT IDRAC Service Module ZHi , iBHRIRE(SLE IDRAC Service Module 12A9
Server Administrator ZJ8E,

MIHEEENRFRFPEE SRS iDRAC Service Module ?

EIfRERFHET DL IDRAC Service Module
o {FIE{T Windows lIEF L -

FIFRESIER | IOE iDRAC Service Module 255 F B2 FH05IEF,
e 1EEfT Linux FNRSL :
15175 rom —qi dcism, WIEREZEE IDRAC Service Module , BRAVRSHEBRE,
@|iFE: EHSET Red Hat Enterprise Linux 7 L2 %%E T iDRAC Service Module , i5{$F8 systemctl status
dcismeng.service 5% , MAE init.d 4,
WS B R EERY iDRAC Service Module BIRES ?

BB ZRFRY IDRAC Service Module HIRRZAS |, iBHUTLATE—IR4E

o {fK)XEAT: Start ( FFIR ) Control Panel ($=§JE4R ) > Programs and Features ( I2FFALN6E ) . E%ZE IDRAC Service Module
HIRRASISFIAE Version (kR ) IEIRH,

o EEIRYABINEIFNEIIER.

24 iDRAC IRSSIERFFENRIEBIRBRIRTA ?
EZ23E iIDRAC Service Module , & AEBAEIERKBIHITUR.

{£ iDRAC Service Module 2.0 JiRERERA , 1E%3% iDRAC Service Module i , S RIZISHE , ISHLERSEASHIS. 5
B5E (AFISE) | TREXIISHRSSEMINGE. INMARRRLGESR ?

%%< IDRAC Service Module ZR1 , iSHa{RAIRSS2R25E 12 1€ PowerEdge IRSZ=REESMA. 15, HERIEERRIE 64 LFRS.
ERERFATHIERTLUTEHS  BMEEERES “EF USBNIC 9 OS 3 iDRAC HiF" Igith2utt, hit4?
The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel
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iIDRAC Service Module f#EFET USB NIC IHRERY OS E| iDRAC HilE , #1375 iDRAC HUiE(S. ARt , KRE USB NIC #ZOE & T IEHR
P , (B@EENAREY. JAEVIRERARBERERTR— BinEBIE MBI USB NIC BirRk5NEHIRFNSE—BixR
BT, AR HILXFE .

7. 56: fhZlARFERA

Btn ZES RILE RS & EEiEtn 2% fEmEO

2IA 10.94.148.1 0.0.0.0 UG 1024 0 0em
10.94.148.0 0.0.0.0 255.265.255.0 | U 0 0 0em1

link-local 0.0.0.0 255.255.255.0 | U 0 0 0em1

link-local 0.0.0.0 255.255.255.0 | U 0 0 0 enp0s20u12u3

B , enp0s20u12u3 2 USB NIC #5[, fER-ABEIFEIEEESR . 7 H USB NIC EIFFARE—. XSS IDRAC
Service Module SEF OS Z| iDRAC EEHY iDRAC Z [BRNERSIIRE., E2hnERnE | BRI NETURERSSA iDRAC
USBNIC IPv4 itk ( BRIAMEIER 169.254.11)
BN, BHITLUTRE
o TEME—HAYBEREES &R IDRAC USB NIC Htihit,
o MIBREDRRATENSRE , IIFBFEEEHIESE iDRAC USB NIC IPv4 HblitAt , BEEIGIES USB NIC,
{E iDRAC Service Module 2.0 fIEER/IIRAE L , £ VMware ESXi IR5ZE2hE)E; iDRAC Service Module B , BRIz R A
vSwitchiDRACvusb , iR[4HTE vSphere ik _L#fian a7 iDRAC Network, W{AISEMIES ?
1E VMware ESXi R5588 223 iDRAC Service Module VIB B , iDRAC Service Module &8l vSwtich #1 PortGroup , LAfEfE USB NIC
R FET OS Zl iDRAC BiES iDRAC HHMTIB(S. S , 3TN vSwitchiDRACvusb i [ZH iDRAC MI4E ~tkiiig., &
FEIMER  BRITUTE R —
e £Z ySphere EFIRELEMS  REMIREE.
o HEE Esxcli HBRALT®HS :

o %ﬂﬂﬂﬁﬁﬁﬁﬁmgﬂ :esxcfg-vmknic -d -p "iDRAC Network"

o ZEEE vSwitch : esxcfg-vswitch -d vSwitchiDRACvusb

(D|i%: EATLAME VMware ESXi BRS3 58 E E#iZeE IDRAC Service Module , BRI IRSS SIS MIIALIEIE,

SHIA LifeCycle BEMFIRERFRIIH LB ?
BEEEF LifeCycle HE :

. 57: o AHIREAIE

BERR s

EMHEEE Windows BERSR. FTH iDRAC Service Module &4
in[EH H &R EHIZI/RZFR iDRAC Service Module T,

()| iF: E isM 21 FIEEhAH |, EmERETEEHE
Lifecycle Controller HEIBREZFRT. £ iSM 2.0 FIE(KiRA
Microsoft Windows b, HEEEHIZ iDRAC Service Module JEZBFR T,

()| iF: £mEHAETRIRIERTLAFER iIDRAC Service Module &

FIEFHHTECE. 18fE%%E IDRAC Service Module BifZ5(%2
RIEFRT , ATECELUE.

Red Hat Enterprise Linux, SUSE Linux, CentOS #[ Citrix /var/log/messages
XenServer
VMWare ESXi /var/log/syslog.log

TE5ERX Linux ZERAIRIRARMPLE Linux MIBERHEERRTITN ?

BEZE Linux NBEZEERIFIZE , 1517 iIDRAC Service Module fBF#5E , ML : https://www.dell.com/idracmanuals B3 Linux
Dependencies ( Linux f84 ) —15.
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RACADM

{7 iDRAC Ei§ ( iBi3fEM racadm racreset f5$ ) [ , MIEREEMGHS , EEFRUTER. XRFHLAER?

ERROR: Unable to connect to RAC at specified IP address

LEHEEHEWREE] IDRAC SEREIRfE | FREAHB— <.

{5 RACADM ar SHIF A SRS | FEMEIRABBHR.

{:F3 RACADM & 2RT , AJRESBEILA T — M EiZMEIR -

o Kith RACADM $HIR(ER — tHiEXL. EDRISERFISTRERE R,

o ITfE RACADM HIRERE — 4 IP HEUHEIR. PSRN RS A,

%3 iDRAC i#{T Ping JUiXERH , MIREEMIERIHTRAZ IINRFLER | WiRH Ping IHEL.
BMRRR LA ARP 3R,

1EF2 RACADM F5i%M SUSE Linux Enterprise Server (SLES) 11 SP1 4§l iDRAC,

BERR T LEEE R openss! # libopenss! fRA, IEITLATRSLAZREE RPM 5R{EE
rpm -ivh --force < filename >

Hrh |, filename & openssl B libopenss! rpm {48314,
a0

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0O 9 8-0.9.8h-30.22.21.1.x86 64.rpm

P AERMEEME | imf2 RACADM FIETF Web MRS EESBATRA ?

EHi% iDRAC Web JRZEEE | FIREREEF/ LD | InfE RACADM RBFETF Web MNAREASZT AT .
FELTER TSEIR iDRAC Web RS5ES ¢

{s5F3 iIDRAC Web BB REIE M MEBE S MEL S4BT,

iDRAC.Webserver. HttpsPort B2 EMX , B3F racadm set -f <config file> MNEMTAIEN,
{8 racresetcfqg 4p,

iDRAC BEIRAT.

FETHR SSL RS EEIEH,

fEFA#ith RACADM S EE | MIRESXEMIRS X , MAERERHER ?

XERNCES KIBFEEHRTH. AT, PRE—RIEESHNER  AEBERS XERIRES. MRREETER 5%

oS X FemEEmifzo X.

KAEEIIAZIZE calvin

NSRBI R GERERIME—RY IDRAC BRIAEERD | (BEIRENE calvin IREABRIAERS | BwifEFR Sk EAIaT FAbkLk.
BENHEISBISK A EENAZRIA calvin, BIEIE iDRAC EigBHITRE | BNETERSEIE—EI.

BRBRELABNERAVER | BEIYEAIRS RN, WAL : https://www.dell.com/support,

Hith
BRRFRGR , THETHESENTT B,

BRIER :

o BN RERIBERGR IDRAC RETEF NG, BHEES DRAC —itZiE OMSA 8 iSM LARBRFNZ.
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o 15 2 : DRAC EERERERFANENZFEERES— M ENRERSR , BRENSNAETAIBENZMAB=REN
%, HRRZFNZERERERFANER | DRAC (URFEE. MRELIEMAVEERS , DRAC BLEERENZAIE. B
B BRI PR RREBES IR PR RSEIEAEERT iDRAC HEIEHE.

IMAIEFTI R TUIRSS23HY IDRAC IP HBfIE ?

®

e ({HEFH CMC Web RBH :
EEAERSHLENE. EETHIERES , EEIRSSESHY P itblt,

o ([FHEEBISHE 255 | SIRESEUEFHIESTFRFEE DRAC IP ik, 7E OSCAR dhiskiE “Dell CMC" 2414 , LUBiT Attt
EBITEIEESEE) CMC, CMC RACADM &SR LAMIZIEZE AL,

BX CMC RACADM ap S HIES(ER. | 1521 IFAETREHIRE RACADM CLI #8Rg , A4/l - https://www.del.com/cmemanuals,
B3k iIDRAC RACADM #apSHIEZ(ER , 1555 iIDRAC RACADM CLI #53 , ML : https://www.dell.com/idracmanuals,

e (M7t RACADM
FERLITES : racadm getsysinfo, {540 :

F: Chassis Management Controller (CMC) &TUNERT T K IRSEE.

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

o {EFHLCD:

EEXRE L SRERRSHAIRGERE | AREEMENRS S MaERE.

AIEKST] R TURSS 2R TERAY CMC IP tilk ?

e JAIDRAC Web R :
#%Z iDRAC {88 CMC, [ttAT CMC HEREIE S CMC IP Hitit,

o MERUZHISA
7£ OSCAR HhiE#% “Del CMC" =& , LABS AR TIEEEREI CMC, CMC RACADM #$alLANIZEZE & H.

$ racadm getniccfg -m chassis

NIC Enabled 1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0

Current Gateway 10.35.155.1
Speed Autonegotiate
Duplex Autonegotiate

(D|i%: tBAIERRITAE RACADM HTIHIRIE,

A% CMC RACADM B$HIEZ(EE. | 15215 VfaSTRISHIE8 RACADM CLI $8FF , M4 . https://www.dell.com/cmemanuals,
B£ iDRAC RACADM S HIES(ER |, 15217 iIDRAC RACADM CLI #5737 , ML : https://www.dell.com/idracmanuals,

IDRAC MZ&1&E=ATAE,

MFTIRRSS RS
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o TR LAN BB45EIEEE) CMC,
o THREAMEZANICIRE. IPv4 8 IPV6iIRE , LARERESEL DHCP,

STFNZRLF B IRSSES

o TEHZHEI , HHFE LAN BBEIEEESI NIC w0 |, tisOhEIRFIFE.
o EELMAENT , TR LAN EB4EIEREES] iDRAC LAN #%,

o MFEHIMEEANICIEE. IPv4F]IPVEIRE , LAREEZTL DHCP,

[EREIRER SN (LACP) f5 , = LOM ITAIEETIE.

WAHERR LACP ZRINIE MBS EECRRENIRER GG, (BR | WRIEEERHE LACP BE | TEINEENRERFIRE
FFZRl , H= LOB AIREIER TR, BX LACP ECE | 5SS,

(D|iE: MERIHEE T LACP , §TETERS 1SRRI IDRAC AIEE LOM IP,

ERTIRRSSREAIAE | FHETHEEFETX , EEXHASERE.

o [RSSESEREAT , IDRAC RREZFEMD HHITHIHNL.
o GE CMC EBRMIE., HFEERMEAREEYT.

WEHEZR IDRAC IR0 ?

1S TE IDRAC IRERBNAIRE. BXESEE | 152810 15 IDRAC =R A BAIRE TUE LMY 279.

AT E AR AR GRIEERTR ?

1. EBF CMC Web REFHEENEIRSEHRE.
2. TERRSSEEAYITRIM NIRRT TR AT R .

T EIRSZEE 1Y iDRAC 7£3 | SR EI>R N K,

HTHEFRBEARSS.
SNERARRAATFE | IBBRRIAS .

=I5 |SZEWRSEHN , BIRETRIAZE  (BRRENIEFERE]

5,

HIXFISRERALHILATER :

o AERZEHAAIGE,

o CPU NfERZE=aAmlisa,

o SEEIEEEKERIEMRIER.

B, {F3 iDRAC Web FREIEMBRSS RS LCD L iDRAC HEFHEIREE.
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1z ES

ABEE S EA S NS ENET R TISERFIEGIER.
E 3

HZERFAAILIARIHEE
RNRFEEMBERFE TR

REERIBECERE FHRMEER
BEEASHASREMETMERERES

FBFEE# IDRAC EW4HIFRE

PATIER XA

A EE R AP
[BENIRSS TR HI S FNERL USB IXE1ss
(EFRERRIE N AN X =R RFR S
EEYIREE

TR FIFANE
FE—RENREKEFHSISPAS PN RNA /0 ImREERE

HEF R ERFA A RRAYEE

WZIKE OpenManage Essentials BYEZHRSS | Dell B RH SaAEFEMHHIEESE. SURRSHOFRY 5 MRSEEITERE , HIIZE
LM ER SRS S LRI, EEEF DRAC BIRERE LA THIEHESHFIR S BRI E.

HERAaTAIa R SetiERmT | iBHRRE L TSR

o EBRLREERE

e B DRAC HEFEER

ZEARE , BEE DRAC Web REFHILITAE , AEIMEEIIRSR

(D |iE: WNSRIEAHENIF) IDRAC Web FRH |, BHZEMRSSES 417 LCD HtR , FHCT IP MIEE S | ASEAEIRAE DRAC
Web FREHITLATIRME :

ARS528A9 LED RS — MMRAVIRIA B ERSEIRIA ..

AUEMR LCD ASEEIRER — IRIAE LCD HHERHEE.
figﬁéﬁﬂk{%ﬂﬁﬁﬁuﬁéﬂéﬁgo IRALIBERIRG  BEERR (A5 ) ABRRER. MREAILIER , WiZEEESER
PRk,

[EEEERAST.

BRI IABAIIAR.

RSB TINN — A6 x BiRE RSB E TR,

TRHERESIRTS — FE5 AT RERBLE TN

SRFEHFIEIHFBEXIEESH Lifecycle BER RRFIRITICRIBETSRE.
ERRARSIHR EFEERTKERIEEE.

{%£F8 IDRAC BRSSIEIR FriRAtAIETNITHRE

RNRFEEHHRRRFESITINR

ERNEFREEMHERFE TR

e £ IDRAC Web SE , ¥% Overview (i) > Summary (% ) IEERFMHERFAILE CRS MEZLOLRZRS
BTRR. e, L EENERERE TR,

o EERRILIECENIAEIRNEE LED , RIERGEMERAIIE TR,
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o WNREXRM DRAC IRBHER | BETRERFENER.

I EERECE R FHMHEHR

ERBEZIRMECER THMEEIR | BHITLATIRIE

1. BREER.

2. EERTEMFZIRIEERO.

3. WSERFNTENSIS. KUESKVSBEFHIRE.
4. RIEMHEER,

SEHSLERSHASMEm

BEHSH Lifecycle HFEFRSEMHE (SEL) :

HAIE®

1. 7 iDRAC Web REH , %% Maintenance ( 4} ) > System Event Logs ( RAEMAL ) LAEE SEL , &ZE Lifecycle Log

(4EREIAE ) UEEEHEHEE.
(D|iF: SEL th2iCSEESEAS . FAMEAIRAES SEL,

2. SEL tamEPESEY XML S{SHESMNME (E1ih, USB, MEHESE)
NElE R R SRS B BENE ‘5)\ IEEERITIEIRSS =R,

3. WISRIEIETESER iDRAC Service Module , NS4SR HESHERRERFRE.

FAF 585 iDRAC BRI E

FERLATREERT DRAC EfY :

iDRAC Web HHE

Redfish API

RACADM CLI ( iDRAC 0 CMC )

Dell Update Package ( Dell EEEE{4E, , DUP)

CMC Web BRE

Lifecycle Controller — Remote Services ( IEfEARSS )

Lifecycle Controller

Dell Remote Access Configuration Tool ( Dell g5 alEcE TE , DRACT )

HMATIEE X

EHIFIERE RN , i57E iIDRAC Web REFHEE FHF—E :

. BE | BOULERERERFIER  MES

e 7T Dashboard ( {Z&EHR ) & , 1%3% Graceful Shutdown ( IEEX# ) , SASET Apply (KA ) .

BXEZ(ER | 15215 IDRAC Online Help ( iIDRAC BAHEEED ) .

BEFRIEIE R PR

ERLUESEOARN R EIR R BF KPS IEMNERRAFKS. EEXAMERRBIKS | BERENAEERIKFIR
.

BN EERK, | BEE TR
o HEAHAER,

o FCE Active Directory FHF

o FCEIEMA LDAP AP

(ERZEAIA=

299



REhiRSSeRmisizHl SIS USB JXEI=S

EEainfeEtl S 0INE; USB RS

1. 1 USB (N7 ( BERTHEME ) EREE Management Station,

2. EFRLUTAAET DRAC Web RESENIEIIZHIE | BHUTLIATRE :
e ILZ Dashboard ({{F&HR ) > Virtual Console ( EEUEHIE ) , SAfSERE Launch Virtual Console ( [BEIEHIEFIS ) .
FEEIS 7R Virtual Console Viewer ( EEEHIEEER ) .

3. M File (X% ) &8 , B2 Virtual Media ( EEHURF ) > Launch Virtual Media ( [BRIEIEE ) .

4. B Add Image (ifRNNBRG ) FHEE(IT USB (IR ERIBRE.
IZBRE BN 2RINZI AT RIKRNRRAIZ IR,

5. MEIREMAHZMURIVIRENES. USB INFR FHBYGRISINEISERE,

(EREENEN N REE L EZEFNIRERSR

BEH ERTEXHHEAERERR" 0.

EENEREE
FEHNZRZEMIINIRSS2/AT | e 2R P IRIRE B,
ZHIHIRBELUEINEI MIBRSS RS
1. EEIRS SIS RIREFEAUEND SEREFE AR,
2. RIBXELAHE. BIREMIMIAIETARSRIRRS]  RENFE LIRRIEFIREINFE LIRE.
D|iE: BB REENRAE  AEER LMK TRENE LRSS OB B BT EINE SRS S,

LRI FIFaNE

BERFRIHRMETRESER.

—S = ———
E—RENRREFHSISPHASIMNFRA 170 7RG E
$

2B

WIERMFAEXEMLE (SAN) IMEFIIIRSETEES/MNE |, HESERXL-ENARBREINEL, ARfEFNBERREIR
B, AfFR 170 iR IHREEE B BN FRAETIE)., SHITIRIE

1. 15MBER BIOS. IDRAC FIM-REEFT NEFTEHhRA.

B8 10 ¥RRHLINEE.

M IDRAC EEE {4 (SCP) M-S H RS EE B 4.

£ SCP {47 4ig I/0 tRRIRE.
15 SCP X{HS N iDRAC,

o AN
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