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SCAF A JRBC B S PFR iIDRAC B2 M4t

FrREZER, SR THAR:

+ dell.com/support/manuals [ #2{L[f] Lifecycle Controller-Remote Services
User's Guide (Lifecycle Controller Remote Services JHF #5/)

+ dell.com/support/manuals 2t Lifecycle Controller Integration Best
Practices Guide (Lifecycle Controller £ RSB igm) .

« Dell TechCenter 1] Lifecycle Controller 71 [ii — delltechcenter.com/page/
Lifecycle+Controller



S B Bt

+ Lifecycle Controller WS-Management A& H.0» — delltechcenter.com/page/

Scripting+the+Dell+Lifecycle+Controller
+  MOF FIfiL & X - delltechcenter.com/page/DCIM.Library
«  DTMF M5 — dmtf.org/standards/profiles/

iDRAC ¥ H{E B

I B KIS iDRAC BEATIZARE VT )N 75 ZELL R o . R 2 iDRAC T I W S O BR A i 1 o
PMESCR 2 Hoim 1 o ESLIX — 5, EZ RECERS

. 3: iDRAC Al TlEmmiEErsm 0

(arig) f&w]

Port Number (30 ThekE
=)

22* SSH

23* Telnet

80* HTTP

443* HTTPS

623 RMCP/RMCP+

161* SNMP

5900* FEAAZ ) 5 B AL A BRPR L (70 KR AU BT REAU OO Je A R SO L =
5901 VNC

JaF VNC Zhigfs, 0 5901 K47 7F .

* W] T B o

NERFI T IDRAC FIER 3 (35 1 o
%K. 4: iDRAC FIfEZ /¥R O

Port Number (3H05) TRE

25* SMTP

53 DNS

68 DHCP 73 ECi 1P Huhik:
69 TFTP
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Port Number (G12) ThER

162* SNMP [ [

445 JEA Internet X &4t (CIFS)
636 SSL I LDAP (LDAPS)

2049 WS 245 (NFS)

123 P £ IS [E] iR AL (NTP)

3269 4 Rigw3x% (GC) LDAPS

* W] Tic B o

55T e 75 2L HoAt 1 A S

BRAHERI LA, Dell 3K dell.com/support/manuals _F LR 3B SR AL T 56 F4E R S8 b 3B MR
iDRAC BT INME & .
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iDRAC Online Help (iDRAC BEFL#EER)) 1R4L5¢T iDRAC Web Fiif o] F 7B TELR S B &L Hidthik . %
%% IDRAC J&, 1&n] LAY M BRHLES Bl o

iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM x24T S S #15
) $R{L5CT RACADM Frd . SCHREII S LA iDRAC JRPEHR B A 45 SUHIME B .

iDRAC RACADM Support Matrix (iDRAC RACADM i) #4tiE FH 45 € iDRAC FRA KT & Fixt
FHNE

Systems Management Overview Guide (R&GEIHMARTER) 1RMLSCT ol H THIT R R B AL S &P
PRI EAF R

Dell Lifecycle Controller Graphical User Interface For 12th and 13th Generation Dell PowerEdge
Servers User’s Guide G&FlT55 12 fSRI%E 13 £ Dell PowerEdge JIk55#% ) Dell Lifecycle Controller &
TEH P S 36T ) B4t T XEH Lifecycle Controller B P Sit1i (GUI) (15 B

Dell Lifecycle Controller Remote Services For 12th and 13th Generation Dell PowerEdge Servers Quick
Start Guide G&E T 12 A1 13 1L Dell PowerEdge fil 45 %5 1¥) Dell Lifecycle Controller i f2 iR 55 1k
AR ROGZRER SR Y. @ fEAR % Lifecycle Controller API FUNT ISR, AR
%} Dell TechCenter & FH RIS

Dell Remote Access Configuration Tool User’s Guide (Dell Remote Access Configuration Tool H /&
D RS T un Al A T ESR AR M4 ) iDRAC 1P HulEROM5 2., LRI AT A BLR 1P Hhhk$iAT —

%} 42 [& 44 5 3E Al Active Directory Bt B HIME B o

Dell Systems Software Support Matrix (Dell RG-S FHER) F2LF &I Dell R4t XEERGHF
HIEAE R G0 LL AT DL 223 7R IX 8 R 45 Y Dell OpenManage AAFIE .

iDRAC Service Module Installation Guide (iDRAC RS #2351 ) #&4L 1A KW 245 iDRAC JIkss
BEHLIE

Dell OpenManage Server Administrator Installation Guide (Dell OpenManage Server Administrator %

RIER) WEHBIZ% Dell OpenManage Server Administrator [ .

Dell OpenManage Management Station Software Installation Guide (Dell OpenManage Management
Station ¥t 2346w ) A5 H B4 3 Dell OpenManage Management Station ¥4 (I3 B, %815

Baseboard Management Utility. DRAC T.EAl Active Directory BHH.7T,



Dell OpenManage Baseboard Management Controller Management Utilities User’s Guide (Dell
OpenManage Baseboard Management Controller Management Utilities Fi S $655) A& 6T IPMI A
EENSES

*  Release Notes CKATULHI) 1Rt RGTELUE I SCAF B ST, SOV 2510 7 BEOR SRt R 2
FHikl
1L 2 AAA UL W S A R TS

AR LA 2 Ge i SO SR IUCE 245 2.«

o RYBEMII AU WAL T EE N e MEIE E . HAhE N E BiE S W Regulatory Compliance (3K
SR FTT, MikZ dell.com/regulatory_compliance. {f1&15 B AJREEL S T AL, o] fE AR
WS
HUEER T BT K Rack Installation Instructions (MLAE L3I B Uk KRG 2B BIHLEE T,
Getting Started Guide (N\I'148F) MBS A RGIIRE. R WE D LEARMIE.

gﬁ\zmﬁr’s Manual (P T $EEA R RGIIRERIE B, I U B AT HEER 22 Gt b DL e fn ] 22 25 Bl B8 e 5%
ESEATR o

RIS
%% Dell
M\ Dell 325l g v 7 15 M1 SC A

A —_y .

A GRS

B TRBELZH KM SESRERL K Dell k5 SAMRE FHMEE, TTLLYT AW Dell TechCenter 4t
TWARF-G . wE LB A7 T www.delltechcenter.com/idrac i) iDRAC 4EE T S5 ) ix te i . i8dx .
F A, RIS,

H 2K iDRAC FHE At AR 2 [l £ WA S, 15217 dell.com/esmmanuals.

EX % Dell

7 AR BATESNN Internet H 4L, ST DR B ACSE . AT K EL AL Dell 7= dh H 3 L ERIK A
B

Dell S fit 135 THRHL A LT SCHRFAIIR 5518000 e 552 DRI i 6 [ S AN M X DA B 7™ s KOS [ T P 225, ST HE I
b X PT BE AN FR AL R SS . WNEEIE R Dell R A B BIRSCREEE F RS il L

1. i dell.com/support.

2. IEFEERSCRZE.

3. ETMERMEEERMX TR aRG, il E RS
4. IRIRIEMTRE, GBI % B R

M Dell 3750k s 17 7] i B S

fen] LA DA R J7 3 — 7 1) T i A B ST A
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i LA

FTE ik R4 LA SO/ - dell.com/softwaresecuritymanuals
OpenManage ¥t 3 - dell.com/openmanagemanuals
ZFEN R G UL SO - dell.com/esmmanuals

OpenManage Connections il & 4 & #L i i A - dell.com/
OMConnectionsEnterpriseSystemsManagement

& M T B S0 - dell.com/serviceabilitytools
7 A G0 LA SO - dell.com/clientsystemsmanagement
OpenManage Connections & F' i 2 41 & F B 14 - dell.com/dellclientcommandsuitemanuals

M Dell STHEFM -

a.
b.

C.

d

# % dell.com/support/home.
TEEREFE S T, B RAENRA,
TERBERI R AT, @i DL R IR BT 5 1B
- RGEE

- mREAVRGER

— Serviceability Tools

- BFPWMARGEHE

— Connections % i RSLEH
WGV, RGP AR .

il P 2R 51

FEFLZHE B N S R A4 RIS o



&3 iDRAC

Al LU ] iDRAC FiIF'. Microsoft Active Directory I/ B4 H s 9 B3 (LDAP) I i B 43 8 %k
iDRAC. ERIAFI 4 A 65 4 & root Al calvine #38 AT LA F 8 — B Sl R R kAT B 5%

Q i A B A B 53] iDRAC HIRLIR A fit 2 5% iDRAC.

HHRATSS
DIAH 7. Active Directory H 5k LDAP I 7 & {7 5% iDRAC
% e & 55 iDRAC
i FH SR — B 6 5 5 iIDRAC
SR B SR Y

%ZRISA%)EHF\ Active Directory A /8¢ LDAP H 7 5135 3%
i

FEAER] Web FHfIE 5% iDRAC 2, 1§ OR CUACE 32 SR Web JIBEES, JF H O BIE BAT P BRI ik
St

E : Active Directory HI T BIR 7 4 AX 0 KNS o B I BB IS X 70 KN

% VE: B S7FF Active Directory 4b, T openLDAP. openDS. Novell eDir 1 Fedora ) H ik %5 tH 5257
e

TLAAHA . Active Directory Fl 78 LDAP F 7 & & 5% iDRAC:

1. FITFSCRRRT Web 5048 .
fEHhE 7B, #iA https:// [iDRAC-IP-address], RJ5Af% <Enter> ##.
E VE: R E BN HTTPS 3% 05 (i1 443) , 5% https://[iDRAC-IP-address] :
[port-number], HH, [iDRAC-IP-address] /& iDRAC IPv4 ¥ IPv6 ik, [port-
number] s& HTTPS i 5.

BERN 4 B8 Login (B3%) TUIH.
3. XWTFAHA:
AP 2MEGTZEY, HINEN IDRAC A 4 MEY,
M Domain (3) THiZEHH, % This iDRAC (I iDRAC) .

4. %F Active Directory H1/7, i%7E Username (JH1/744) # Password (%i9) FEh#i A\ Active
Directory Fl P 4 MG, & o B /E A 20—, EM TR g g+ This iDRAC
(I iDRAC) » F LKA A: <domain>\<username>. <domain>/<username> B
<user>@<domain>.

#it1, dell.com\john_doe B JOHN_DOE@DELL.COM.
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BRI 4 P HRER, 5 Domain (38) THizEHdik# Active Directory 1.

5. XIT LDAP B/, i&7E Username (74 ) #l Password (Z10) FE:d# N LDAP A 4 F1&4Y ,
LDAP B AT EINA . LA T, THiEH Tk ThisiDRAC (JL iDRAC) .

6. R, O KN B E R ] iDRAC.
ISR LD Configure Users (FCEFIF) BUBRFIER AR = 48 B ox, I BLAn R C8 R BRI 9 2 5 D e,
4> &7~ Default Password Warning (BRAZF G55 ) WM, FOVFEEIA B i1 .

FERM S
7 B A b P AR
B BRI B R
FARES

C B S HF 1 Web 3 B 25

& Be &5 iDRAC

T LS B B8R 5 5% iDRAC. e RIRMEZILIGIE (TFA), IZIAIESRALNUZE 22 &M
VIR RER &
o NEARHS (B EL PIND
FH P 2B B2 BE R AT PIN B6E AR .
HHRIEF
A FH B BE-RAE A A 71 25 iDRAC
1 B2 it £1EN Active Directory F /2 % 5% iDRAC

2 PR R -RAE A U P 5E3% iDRAC
(BB A AR S B2 BT,

He F P e RAETB A 2B AERAENLY (CA) IEFS 133 iDRAC
AR RER.

iDRAC Web Ft[fi <= [m) it B A48 & 68 R P BoR R Be R B Sk .
Q VE: BN RSB E AR, B IhEER, IR E TR R R R iR A ActiveX #if,
A R R AE A P8 S iDRAC:

1. {#HA%EE: nttps://[IP address] ¥jlH iDRAC Web FLH .
XK 7~ iDRAC BT, $#RREHAREGE R,

% VE: IR HTTPS i 5 i1 443) O, E#A: https://[IP address]: [port
number], HMH, [IP address] & iDRAC Y IP #3k1 [port number] ;& HTTPS il Hd 5.
2. BEREREAZRERPIFES Login B .
K BRI fER PIN B3R, LHFEEW.
3. ERAAHIE BRI R PIN .
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& C 83 IDRAC.

E R ERE R BREEEEERN CRLEEIIAER AT/, M iDRAC &2 N3 CRL Jii&
B CRLATHET . WRIERAE CRL F A A E MAEk CRL W T3 UL R A TEiE T3, &Rk

e
LIPS vy
JE FH BRAE B e R oK
HHRES

AR PG iIDRAC e R ¢

{8 F %5 e £1EH Active Directory I /&3 iDRAC
21648 B REEAFE N Active Directory I B R 2B, EAR:

B SZASAEENLA (CA) UEH GAENIAEZEE R Active Directory iET5) _E# 3] iDRAC.
«  FE DNS R%% 8.

Ja i Active Directory &3,

JA R RET

A R RE R 1EA Active Directory i J1 % 3% iDRAC:

Lo

i FH4% 4% https:// [IP address] &3k iDRAC,

X¥Eor iDRAC BRI, HAEImAE R,

% VE: IR ERGAR) HTTPS i 15 (i 443) O, WH#A: https://[IP address]: [port
number], HH, [IP address] iDRAC ) IP HulikT] [port number] ;& HTTPS iiH 5,

2. WAFREFRIFHD Login (BF) .
2R PIN S E .

3. HIAPIN, FRHHRZER.

4 2 A% 7811 Active Directory #5355 T iDRAC.

K *
W4 Active Directory HAEEIZERER A, WATHRZERA Active Directory #5.
XM
JE B R i R
RIS

A Active Directory H L E iDRAC FHHE-R &%

i B — % 3% & % iDRAC

Ja B —% 3% (SSO) J&, #&n] DLE#8 5¢ iDRAC 1 T A & FI8H P 3 uE 3 (elan i P 2 s ) .
FHRME R
A Active Directory H it B iDRAC SSO &%
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f#F iDRAC Web 571 %3 iDRAC SSO

i B — B R Th R & % iIDRAC Z /i, EHifR:

o WO A B Active Directory FI Pk B R R R 4.
BB SRR TIAE Active Directory Bt Bid 8 28 Al

BAEH Web F1i % 5% iDRAC:

1. fEHA R Active Directory Ik F 8 SR HLvk,

2. 7E Web WI%#s, ¥ https://[FQDN address]

% VE: R ERIN HTTPS Wi 05 Gl 443) 288, E# AN https://[FODN address]: [port
number], HH, [FODN address] s iDRAC FQDN (iDRACdnsname.domain. name) 1fi [port
number] s& HTTPS i 5.

Q VE: WERAEA 1P Hulik i A& FQDN, SSO ¥Rk,

iDRAC % LAFH R Microsoft Active Directory AR &3, I8 Id A 2L Active Directory i /- &5
IR R H E AR a4

{#FH CMC Web FH &3 iDRAC SSO

i SSO ThfE, ArLAM CMC Web %iifi 53 iDRAC Web Fiifii. CMC i/ M CMC fE3) iDRAC I B4 CMC
PR . Wi A ik A AZE T CMC A FLET iDRAC H, iZH 3R A CMC JE 3l iDRAC.

WAL iDRAC W4 LAN (LAN CHH = ), 1] SSO Ar .

WS 2 EMFF FE T iDRAC IP Mtk kA 72k, 8¢ iDRAC ML A7AE 7 @, W CMC Web Ftii
T 2 iIDRAC 3T 248K .

HRELZER, &5 dell.com/support/manuals 24t Chassis Management Controller User’s Guide
(Chassis Management Controller F ' 485)

¢ F A2 RACADM )5 j7] iDRAC

& LLiEE RACADM A & 7 M8 i #2 RACADM 1] iDRAC,
HxRELER, 2 M dell.com/support/manuals FI21] iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM & 47 RS HEI5E)

IR EE % iIDRAC (1) SSL EB 176 B HEAARIE-BEM R, 2443547 RACADM A SR &5 (5

o B2, Zid RIhiir.

% VE: iDRAC EP572 iDRAC K i%% RACADM % i LS 22 &2 tE AE . BEiEHH CA AR BN H2E
ZAEF . FEAEH T, RS TIRIRS] CA B LNN, # ErEd,

RS
BHE CA UEF LATE Linux A A 7t#% RACADM
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ISF CA FB PAZE Linux ¥ B2 RACADM

1EiE 4TI FE RACADM 4 2 1, WAEF T 24l 51 CA E+.,
FEIGIF A I FE RACADM [3E 1

1. #5 DER M URIE R4y PEM #% X (i openssl fir 17 TH) -

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem
-out [outcertfileinpemformat.pem] - text

2. TEEHEVE EERBIN CAUEREKAME. i, BT RHELS (64 f7) , ZEEAE Jetc/pkiltls/
cert.pem.

3. ¥ PEM kU CA ETFEINE] Management Station CA iE 15,
B, fH cat command: cat testcacert.pem >> cert.pem

4, HERRESIRETIHEH L 4£3] iDRAC,

15 F Z<# RACADM 15 j5] iDRAC

HxRAFH A RACADM #ila] iDRAC HIfE B, 5S04 dell. com/support/manuals 4R IDRACS
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 AHSH%168) -

15 FH [& 4 RACADM 15 ja] iDRAC

AT LMEA] SSH B Telnet F V5 i iDRAC JHZAT [ {F RACADM i 4. AREZ(EE, 2 dell.com/
support/manuals 324t/ iDRAC8 RACADM Command Line Reference Guide (iDRAC8 RACADM 41T
RNZHam) .

¥ | SMCLP if5 4] iDRAC

LA Telnet 8¢ SSH % 3% iDRAC Y}, SMCLP 2EHAMMmAITIHRRTT. AREZER, HSRMEH
SMCLP.

15 B A SE R IR B 3¢ iDRAC

AT LLE SSH 5% iDRAC (EHRHINEL) o EiEn] LUK B—) RACADM i &1E N 217 53Uk IE E
SSH NAEF. BT iZsEEmd a4, lﬁtﬁnn LATIRTAIAT N 5iEFE RACADM 24l

il
B

ssh username@<domain>
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%
ssh username@<IP_address>

H, 1P address & iDRAC [¥) IP Hidit.

%% RACADM ré:

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

PSS
Xt SSH A 3 JL G150 IE

%/~ iDRAC &1if

NERARAE T AT RE A RN AT K 2 4> IDRAC RIS .

#.5: 4 iDRAC &%

idii} £EH

iDRAC Web #ifi 6

i f5 RACADM 4

[t RACADM / SMCLP SSH - 2
Telnet - 2
BT -1

BELITHLT 5077 A0V T AR 5 20

o WUUTECE P RUR B F) iDRAC,
o BRAEMEELIHREE)E .
o AT ET A H P AR YE & root/calvin,

{fi[H] SSH. Telnet. iLfE RACADM Bi Web FLH & 3% iDRAC I, b&BR—4 %5 8. BT Web A .
SSH #1 Telnet, & HMNLiER R —FELEHE . XTimfE RACADM, £ /i M ird Nz E sl e,

HARES
JE FH B PR A S ) 2 5 9 A
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£ Web 5[ 5 B BRI B SR H 1Y

TEfE %5k iIDRAC Web FLTIR, Wi B rBRINEEREES T, ) a] DA 370, TSEPliX — &, EHATLA R

fE:

1. #%F% Change Default Password (g BRIN D) LI,
7t New Password CHra6g) #BH, HAFEL.
FR IR R FRECN 200 FRAHMT MG . CRRE R LU R 744

0-9
A-Z

+ a-z

. %’iﬂi?—{fﬁ‘“l +\ N T 2 N N N NN O N - N N NN N NN NIV
YR NN

3. {f Confirm Password (FiihZY) FBH, FRREINZE,
4. 5l Continue (442 . FrEtd I & 47 JF HI8 & %3] iDRAC.

vE: A7 New Password (a515) 1 Confirm Password (Fffiil\%518) Bt IS LT

Continue (#%:) A 4T GRS,
HRHAFEE R, ES 5 IDRAC Online Help (iDRAC IENLES B

f# ] RACADM B BN B R &Y

B AR, 15T RACADM fig4:

racadm set iDRAC.Users.<index>.Password <Password>

Hrp, <index> ZM 1316 KfH (AREM/IKST) , <password> FTHIH E K E Y.

HFEHLZIER, {55 iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 1

LT RIS HEIRE) -

f#£H] iDRAC i B A IR B BRIN G R F Y
ZE ] iDRAC 1% B A FIFRET B BB S F Y, AT LR
1. 7£iDRAC B AT, 2% User Configuration (FHFiLE)
B R[4 R iDRAC Settings.User Configuration (iDRAC #8 I S ECE ) TTH .
2. 1t Change Password (FHESU%HE) FBH, NI,
3. ks Back (J5iB) . Finish (52 1 Yes (&) .
FVRAME BRI SR

JAHBREARANEFEESHR

SR LS SR BB IR 25 B EoR . BSEIX — AL, AU Configure Users (BLEH D

IEED
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15 Web 51 5 R E0EE F BRI\ B R 2 150 B
T IDRAC JF 1 FH A PR A8 15 0 B SR, AT B R

1. $EM% —~ iDRAC & — PRIk —~ AHA
IR S B P T .
2. (EBAERES NS, ERBH, AR5 Nd R LS FHEE 5 iDRAC I R R BRIA SRS . A0,
THIEFREEA
B, W Dige S I BEARERN SR BN E SIS, E1E Default Password Warning (2R
NI J{f -, %% Do not show this warning again (AP EoRitb 4 %I, SR)5 57 Apply
(BLHD .

2/l RACADM Jg Al BREE A& 5 7 B AU BUBRIN B RS

FAfFH RACADM Ji F 7R 25 71 B DA R DOBR A 2B S %50, 1744
idrac.tuning.DefaultCredentialWarning ¥f%. AXHELIEE, 1S dell.com/support/
manuals 2K iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 74
ITHNSHETEE)

b R
ToRERAEYE
R RZ A, Bk RS P AIEL RS (DoS) K, iDRAC 7ERHIE IP A1 SNMP [alE ClnR s ) 2
FIERAL T DL 546 :

o RIS SRR ER
o IR URIE S R R U A IR ] 1] K
HE%XH

Q VE: B SRARAER . BN R R B S TR TR R DA H B4 B, AEE AT iDRAC FHi (911 Web
FH . Telnet. SSH. EfE RACADM. WS-MAN F1 VMCLD #5524k,

#. 6: iDRAC Web Ao A RERTH

FREWA MR B ERKHE GUIERHER SNMP &t (fn
K iR REeBAD

(USRO0O

34)
BUEE 0O % ¥ %
RER
HowEE 30 = + RACO0212: ERKM. EWIFH LML E &
R HIEM. BRIEIR 30 b,

A E R 30 7.

E=REE 60 2 + RACO0212: ERHRM. EIIFHPAMELE &
RE R HIEH. ERER 60 Fb,
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BRER ML B EFEE GUIERER SNMP 3% (I
wE %SROOO REBAD

34)

2 &R %4 60 7.

LS 60 « RAC0212: BFEKM. WHWIFH P ZMHLE &2
HER S S IR, BRITEE 60 b
- HHERIZH 60 #.

Pl

By 24 /N, ettt sE DR LA B -
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b pryAparan Paraxy n 2z [N

WERZE RAME T

EAFH IDRAC AT/ R G EH, BUAIE iDRAC HImFEys n IhaE, WEEMHEMZE RS, IFHREZ
SERH) Web 35

Q VE T IR RIRSS 2%, BN P23 CMC A I/O B, FRESUTEL B ATE RS Shre s 2IMsE T .

iDRAC Express 1 iDRAC Enterprise H/) B35 B A EINKIFRE IP Mtk {H2, Dell tHIBEH LD — 7

VR V5 A iDRAC FFmFERC B AR 5545 11 H 3 & #RIE W LA K DHCP &1 :
ek — BRGSO R e A I RS &, AR IR I, e B AR 5 w4 0 B sh e il
ERG R HFET 2 Dell PowerEdge IR #MRB B A . @id/8HHIIER, RESBEH KT S #
KRB MRS A B E W I 6 B sh b 13028 B Bl 72

o DHCP — mBAHIE P OB P 22 E A TN E VML (DHCP) RS 8%, WAL IET . DHCP k%% 2%
4 iDRAC HZEIAED 1P Hibik. M2, FIF MHERD

T u] LAFEAT T IR 5 4 6 15 ) B 3h R ek DHCP. J8 AT —ZhaE & M fe . (HTCIL RN o AP E .

% H iDRAC IP i

L 557, /s
WERZE R

HRES
e N= S L]
B B SCHFI) Web %

& iDRAC IP Hihlk

T b ZBTAR A S5 F) 0 2 SR SR AL SR B AR I 46 B, DAJR S IDRAC Z [RI RIS o 60T BUE I DAR Stz —
FKE P ik

iDRAC W B~ HIEF
Lifecycle Controller (i ¥ Lifecycle Controller User’s Guide (Lifecycle Controller F J'45w5) )
Dell Deployment Toolkit (152 [# Dell Deployment Toolkit User’s Guide (Dell Deployment Toolkit f
JRED D

o HUFHEURSE LCD R (i3 R R4 Hardware Owner’s Manual (BE(EF P FH D

Q VE: ST IIR RS 2E, RATLE CMC WIdhNc B 01a], & Refl MR N LCD MR B MK R E . 245¢
AV ERE G, AR VLA LCD MR EHEcE iDRAC.

44



CMC Web #1H (i5Z£[% Dell Chassis Management Controller Firmware User’s Guide (Dell Chassis
Management Controller [& {4/ /7 #55) )

XFHLZE RS RS A%, AT DO E (P shilk, S48 A BRI iDRAC IP il 192.168.0.120 SKHL B #4H M 4%
WHE, W45 N IDRAC % E DHCP B IP.

YT TR RSS2, BB T 225 H iDRAC W4 51
M E T IDRAC IP ik 5

R £ & IDRAC IP Hiti.2 7 A P15 FTE 4
BE LN EERmUINE:
— EFHZSCREHN %A (Internet Explorer. Firefox. Chrome B Safari) [ iDRAC Web Ffi

— Secure Shell (SSH) - 241 Windows [ PUTTY XEEHIZE P . BRIMNEMT, SSH aTAT KL
Linux &4, KT o

— Telnet CHHTERINEOL M EBEEM, FUba 2 m e

— IPMITool (fEH] IPMI fir4) B{ Shell #2/R7F (f£ Windows 5k Linux H175 % Dell % ] 2R RE /7, 7T LA
M Systems Management Documentation and Tools DVD 5§, support.dell.com 3553)

HHRAES
£/ iDRAC & B /AN 2 /7% & iDRAC IP
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marvin.redhat.com; hardware ethernet 12:34:56:78:AB:CD; fixed-address
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It is recommended to reboot the system when a thermal profile change has
been made. This is to ensure all power and thermal settings are activated.

e R AL ERT G 2.
By i SO ARG M BB AR

¥ RACADM B #i#it B
FUEBR E, ¥ system.thermalsettings 4174 (5% % 5 R R 2L set Far &4 A1
%b)ject Ot PiH fFRBR 1

AirExhaustT R RERKESHBORER ®EAUTEME ZRERFHNIHARE:
emp il (EFZRG) - racadm get
+ 0-3%/540°C system.thermalsettings.AirE
o 1-3F45°C xhaustTemp
« 2-FR50°C ik
+ 3-3%/R55°C AirExhaustTemp = 70

e 4 -FiR60°C o . . . s
i KRR R G OB o 5 SRR

. 255-FoR 21 ] oy 790
25 R 70°C.
i8R B LK LR
60°C:

racadm set
system.thermalsettings.AirE
xhaustTemp 4

itk
Object value modified
successfully.

U AR GEANSCRERE SE 122 A GRS
PR, IBARAZIZATEL R i 4

racadm set
system.thermalsettings.AirE
xhaustTemp 0

R LU AT RIE B

ERROR: RAC947: Invalid
object value specified.

A ORARAE X R R AR EAE -

AREZ(ER, 1EZH RACADM #
B
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%b)ject Ot TiH 1R B 1
SR PR B BRI E -
racadm set
system.thermalsettings.AirE
xhaustTemp 255
FanSpeedHig A B 2 L %PWM - {24 0 - 100 racadm get
hOffsetvVal T R T R A B system.thermalsettings
FAY A st 2R A 2 A FanSpeedHighOffsetVal
VLRI T S5 SR A M, HI°66", R
* WA FanspeedOffset BRI LU dr & m, 44 25 st
MR GE LR SHE Y IR 0 2 PR 2 s
fi- (66% PWM).
racadm set
system.thermalsettings
FanSpeedOffset 1
FanSpeedLow FFH A ER L SPWM {2~ O - 100 racadm get
OffsetvVal TR A T e e " 1 system.thermalsettings

FanSpeedMax e
OffsetVal

FanSpeedMed
iumOffsetVa
1
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g%*ﬂ%ﬂf 51E 2 R E Ik
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Ier &R Bl —AME, w237, KXEK
EEAG LT ar&hd, B2 A
v IR T 2R 11 XL T 2 A % I AR
(23% PWM),
racadm set

system.thermalsettings
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racadm get
system.thermalsettings
FanSpeedMaxOffsetVal

ey 2R Bl —AME, W“100”. XE
MR LA R a8 KU
AR MR NE” (BP42H, 100%
PWM) . IERZHIER T, Mimk
BB TR R AR B AT
racadm set

system.thermalsettings
FanSpeedOffset 3

racadm get
system.thermalsettings
FanSpeedMediumOffsetVval

dAr R A —AME, 477, XK
AL T &, e
L X 38 23 ) XL AR A
(47% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 2



%b)ject Ot iR fF B ~
FanSpeedOff X RAT get @ g {EN: ENEWAHRE.:
set @%maﬁﬂ FAT XL T8 2R ¢ 0-{kMEH®%E racadm get .
° o 1o EREER system.thermalsettings.FanS
st R 5 set i 1Py PRI peedOffset
M, FTCABEEPIRAR . 2 - AR
J A A # Tl KR R W s e (i
FIMGE TR+ - URE Tanspeeditignoffeetval T
, R v )
FanSpeedLowOffsetVa 255 - % *
1. racadm set
FanSpeedMaxOffsetVa system.thermalsettings.FanS
1y ) peedOffset 1
FanSpeedHighOffsetV
al fl
FanSpeedMediumOffse
tval X5 (HETEE SO
& I L (R R % 1) AA
MFSMaximumL {2HL MFS [ KAE R {65 1-100 BLEROLME A MinimumFanSpeed
imit BTV B ) B KA
racadm get
system.thermalsettings.MFSM
aximumLimit
MFSMinimumL {2HU MFS ¥ 5/ ME R i) ERNOE HEE/RALMEA MinimumFanSpeed
imit MFSMaximumLimi 3EIF4% B K5 /M :
t
racadm get
PRIMEN 255 (38 system.thermalsettings.MFSM
) inimumLimit
MinimumFanS +  RUFRERGETHHEN N ERAGRICE SR IET
peed TR R MFSMinimumLimi 45% PWM (45 20N T
B SRR 2 () B v t # MFSMinimumLimit |
CGhrt) 1, JFHZ%4 MFSMaximumLimi MFSMaximumLimit Z [A]f0{E) :
VERUBHIET I5E IRt
R racadm set
WA 2 RUR R 1 %PWM W get A5 system.thermalsettings.Mini
1. 255, NZEEFF  mumFanSpeed 45
FH P e 22 1 A
%o
ThermalProf VR E R R, . BB DA W B B SO E
tle RVFEIRETEEANREL  « 0- |3
A RIR I RERAT NI E R 1. Bebae racadm get .
Gl B A . B A1t He system.thermalsettings.Ther
o 2 - IRINEE malProfile

ERF AR E AT R B Oy e
e

racadm set
system.thermalsettings.Ther
malProfile 1
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4. i Check for Update (H#E )

5. L#5EMUA, Update Details (RUBTVEAA(EE) #70KEom —DMELEGR S, HApRoR 7l A 17
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B, BT OK G ) TR 4 A O &4 [ 1 SR RS

N SERICATSS 5 A P BEBAT TS (T
AHRAR S
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K VE: AR IPv6 HuhilvHRI A 2 [ 5 5.

UESE

E?ﬂﬁx%lﬁ
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FHRI B S E R, LU e

LA B B S

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1

LR AN E R R

racadm get lifecycleController.lcattributes.AutoUpdate
LT [ S B AR B T GG I 1) R <

racadm AutoUpdateScheduler create -u username -p password -1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt
<proxytype>] -time < hh:mm> [-dom < 1 - 28,L,  *’ > -wom <1-4,L,  *’ > -dow

<sun-sat,’ *’ >] -rp <1-366> -a <applyserverReboot (l-enabled | 0-disabled)>

B4n:
— B CIFS JLT [ B 5 5 E

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share
-f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

- EEH FTP EZh 5B
racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu

puser ~-pp puser -po 8080 -pt http - f cat.xml -time 14:30 -wom 1 -dow
sun -rp 5 -a 1
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o EEEF B S A
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EERRIHRIEARE B
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- ffif fwupdate f74: racadm -r <iDRAC IP address> -u <username> -p <password>
fwupdate -g -u -a <path>

Hrp path & TFTP 45 %% A7 4#% firmimg.d7 BIALE
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AFEVE CMC T8 IR 55 45 HLIR

i LCD MIMLAR I AT 78 — 2 F s L AE BT A A2

Ay LCD MINLAT L AU LED [N RRAS R ST RO BE R
FESE R rh, HUR R AR r i A S B .
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T B HFIRFE R %, Rollback Version (EREMA)LAUN Available (ATHD o 54k, #Eid
* FQDD.

A5 A LA i 2 IR e 4% [ A1 -

racadm rollback <FQDD>

HRELZER, &S0 dell.com/support/manuals 1AL iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM # & 4T RHS%I6T) .
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HHRER, EZM dell.com/support/manuals _FiR4LH Lifecycle Controller User’s Guide (Lifecycle
Controller A/ #579)

f#H Lifecycle Controller Itf2 AR 4% 519 & 4

HXRER, #H2 dell.com/support/manuals iR Lifecycle Controller Remote Services Quick Start
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Network ([%%) , LIYE CIFS a8 NFS L= FRTE &0 SCIHBU%
vFlash, VA7t vFlash R - fRAE& 10 SO o
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B i ERRENASE RN, RUCNED P RS A R AT, AN S R R R
o
HRETFEMER, 3 iDRAC Online Help (iDRAC BXHLEFEH)
5. il SLEPEAR.
#URERE SN, 0L Job Queue (FENVRAF)) DU FEERE. {ERNEIER, S/ erIiE
B & A A

&/ RACADM #43ir 3523 P B3

BAE ] RACADM #1345 23l B S0 14, 1 systemconfig backup T4 . HXRELZER, E5H
dell.com/support/manuals [ #24tf) iDRAC8 RACADM Command Line Interface Reference Guide
(iDRAC8 RACADM i 47 IS4/ -
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TR B Bl &4 iR 55 4 o B U
LA AR IR T AT A B BT I AR 5 R R B 4

FETHRI R 55 25 B B SO E B 2Rl 1B fR

A A Lifecycle Controller F1 Collect System Inventory on Reboot (CSIOR) &

CJA P2 I (] B (NTP), A7 I o) i B A 2> 52 C kSl /b i SEBRIE AT I 1) A2 R — SRR L 1
(A o

ZE vFlash SD R_EPAT &AM, AT BLF #dfe:

— HEA. BRAYILE Dell SZEFH vFlash SD .
— VFlash SD & EA 05 1) = [RAFif &0 S0

g i ASCREEA IPV6 Muhik iR SS AR ICE SO B 3 o

fEF Web S v B 55 4R B0 B 300 B 3 &A%
T RIS 2 B SCAE A sl TEAT L R HRAE:

1. {£iDRAC Web Jtiiith, # =MW —~ iDRAC ixE — RFAELE M
I ¥ 27~ Backup and Export Server Profile (#%-43F1-5 H IR 55 230 & S0 4F) T .
2. i Automatic Backup (BEZI41) EIF.
1% # Enable Automatic Backup (&M HBh&) IR,
4. EPFLLT I —{RAF &0 ST
Network (FI%%) , LAYE CIFS 8 NFS L5 FARAE& SO mR
vFlash, DLfE vFlash R _EARAE&AR SO
5. EANSO XS RAINEE (ATiE)
6. NSEFE Network (%) 1ERSCHALE, WML E.
VE: RS E MR AL E N, B NI G ARG A R R A, AN T 2 5 Rk gm R Rk
o
[ R%TBE R, 1§31 iDRAC Online Help (iDRAC BEKLHE B
7. 1t Backup Window Schedule (&% HitXlD #isrh, f8E&MRERTFGE SR (R, 4
WREH— .
fRETBIME R, 20 iDRAC Online Help (iDRAC BEHLE B
8. #Hiii Schedule Backup Git-%I#&4)
TEAENLBAEI Y, ¥ 9 EEAE BIR T — AN RIS A E R 46 B AN R] . 7R B SR 3 — AN SEH 5 30
HArehE, KA1 T — AR B E Y. BELE TR H AR R1PAT R 2% 35 e B S % 4

W

£/ RACADM iRk %25 Fo B 30f B 3h & fr
LR A&, WA N a2

racadm set lifecyclecontroller.lcattributes.autobackup Enabled
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FERIRS S E &, B T4

racadm systemconfig backup - f <filename> <target> [-n <passphrase>] -time
<hh:mm> -dom <1-28,L,  *’ > -dow<*,Sun-Sat> -wom <1-4, L,  *’ > -rp <1-366>-mb
<Max Backups>

EHELHINE O, B T4

racadm systemconfig getbackupscheduler

A HAK A ThEE, EMEH L T4
racadm set LifeCycleController.lcattributes.autobackup Disabled

FIERE IR, B T4

racadm systemconfig clearbackupscheduler

HRELEE, %A dell.com/support/manuals L #4tf) iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM iy 4T RIS £

ARG Be B

AR AR RSN GRJFD (Rl — & 55 4% 0 B AN [ £ T 0 75 3087 51 3 e 55 4% -

FEEE A3 AURSS b, HLIhfE B S PAT A ERCE IR . (R O E TN HDD AR/,
R RoR— MR 5 3B, ROt NIET, TR IRAF I E . RS AR EANVE AT B E AR TR
B ER LR IDRAC S ERHUAS B AR I E

SPATIRE RS -

VE: W TR R, RGP A&AR SR I IR R 2 A ] o 3 R 454 B T 575 4 SCRF 9
SRR BAL T R —AE (B FRRED MTE RAGErt. DEREFTSNFSA T AR E, WAL
W H AT B I HoG AL SR e 5% B Lifecycle HEH .

PATSANEIEZ BT, W{EC S T Lifecycle Controller. niAEZEH] Lifecycle Controller I B 55 N 11E,
KRR THE:
Lifecycle Controller is not enabled, cannot create Configuration job.

(Lifecycle Controller KgH, TLiEGIEREEN. O

M NBREEHAT PR, WRETRXES S ANERE, HERULTRIRE R
Restore is already running CG&JREFEIBLT)

SNEM CHLRAE Lifecycle HEF.

HRES
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{#F iDRAC Web S A\ R 5 A5 B B 4
FAFEH IDRAC Web F -5 AR 55 250 & S

1

o

%% Overview (M) — iDRAC Settings (iDRAC #%E) — Server Profile (JREGBEE M) —
Import (§N) .

% Z7% Import Server Profile (‘S AARSS 230 & ) T .
IR LT AT — T 58 & SR
Network (®I%&)
+ vFlash
TN A& SCAF B RS 30D (AliE)
ik #E Network (M#5) {E ARSI E, THRAMLZLE

By i ESREMASE R EN, @R PR R R, BB SRR R T

%,
BRETBMEER, 2 iDRAC Online Help (iDRAC BEWLTEBL)
“N Virtual disks configuration and hard disk data (LA AC B AR AL 504 ) 4% CL R Hdh—:

Preserve (fR%) — {RE RAID %Il BRI, fEhl# B M RGP OBEREEE, FR &G
ST RGUE R B W S AR .
Delete and Replace (HBRIFE#) — ¥ RAID el EAIEER . #=H138 R ARG RS e B S
MBS, I FH At AR ST F 0 B 5 4

PR

RS ERILE AN RIEE H 3.

f¥Fl RACADM 5 \ ik 4528 i B S0

B ] RACADM 5 N\ IS5 23 Pc B S0 14, %1 systemconfig restore #r4. A RELEL, HFSH
dell.com/support/manuals L #tf) iDRAC8 RACADM Command Line Interface Reference Guide
(iDRAC8 RACADM &7 RS H M) «

&R BRI T
T SRR R -

® No v~ wWwDdPE

FEHLRG KA,

H s B TIEJR Lifecycle Controller.
FHARGHT I

T 2 1) T 4o AN BB SRt 5 o

RS K.

iDRAC [l 14 A B 34 J5 o 2 5 7

iDRAC EHiE5h.

R EFENLRGATH LUK IEH TAE,
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fit F FAh R g8 3 TR iDRAC

17T LU A Dell Management Console B Dell OpenManage Essentials 254k A iDRAC. 438 AT U
Dell Remote Access Configuration Tool (DRACT) k% 4k iDRAC. B #i[E 14 LA 2 % B Active Directory. &
KEZER, HSRARNKH PR
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4
it & iDRAC

J8id iDRAC WAL E iDRAC @t wEH P LR EZWR, UPITZEREE LS.
TERCE iDRAC Zill, EHifRCELE iIDRAC MU E 2 2 FERIm ey, FFHEEMFENHFTIE. AX
iDRAC HH[ZRYFRI I ShREMIE 25 8., ES S,

f&nT EMERT AN J7LRC B iDRAC:

iDRAC Web St
RACADM

ZFEMRSS (IS Lifecycle Controller Remote Services User’s Guide (Lifecycle Controller Remote
Services A1 #8/) )

« IPMITool (&£l Baseboard Management Controller Management Utilities User’s Guide (Baseboard
Management Controller E ¥ AP H P /) )

ZHLE IDRAC:

1. &% iDRAC.
wna%E, BUNKERE.
VE: R O E iDRAC M4 S, 57 iDRAC IP #idil B #2 i B iDRAC B AT, 4
J& BRI TR

fic B 5 i) iDRAC (¥ 71 .
i & AT TR B
g, BERGME.
A B, TR N X A48 i A M (NTP)
A7) iDRAC [ LU R ATA - i i85 7 vk
« IPMI 8 RAC H:17
+ |PMI Serial Over LAN (IPMI LAN _FH47)

LAN L IPMI

SSH BY Telnet %/ i
8. RMFTTIET.
9. WRINAIECE BA KRR iDRAC H .
10. FCEAS AT IR ZH . SNMP [EBEEL IPM] 24 .
11, WHEBE, BREIE LR,
12. B EUOREEE S
13. A, FCE R G A0 R A
14. WHNE, KE vFlash SD .
15. WA ME, BEF—IIFEREA.
16. WHEMBE, ¥ OS WHE N IDRAC Hill.

N o v
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AHRME
% 5% iDRAC
(RS
I &5 IR 55
[LREE[] N
WEHXERGME
Bt B I X F1 NTP
¥ # iDRAC ili{Z
B R P il P R R
SR A P LR
Jo YRR T bR
FC B I e i it &
PRI SR
B vFlash SD -k
S | E=a b gia
B HEZAH OS 3 iDRAC B

HRAES
L iDRAC DUAIATEAR

#%E iDRAC 5 B

AT LI E iDRAC HIEEAE M

ffH Web FHZEE iDRAC 55

£ iIDRAC Web FtifiH, ##IMK — iDRAC %E — Bk, BTHLE iDRAC HKMLLNEE. GREBIENE
B, %2/ iDRAC Online Help (iDRAC BXHLIERY)
o B AN AR R A
o BOBTER SR
+  RAC I ]
IPMI A
o P FERR RS B
. MKZEE
. IPv4RE
IPv6 B

¥/ RACADM & iDRAC {5 &

FEf§ ] RACADM &% iDRAC7 5., 551 dell. com/support/manuals L3R4 IDRAC8 RACADM
Command Line Interface Reference Guide (iDRAC8 RACADM 447 A S %487 ) T getsysinfo B
get T2 HAER
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BEMERE

ff FH iDRAC W B AFFEFELE iDRAC MKk B 5, f&ikn] il iDRAC Web #1H. RACADM. Lifecycle
Controller. Dell Deployment Toolkit #1 Server Administrator (5| S E#IE RS E) BiikE. HxRTAEM
PR B MVEAIE R, ES AN PR .

A iDRAC Web Ao RACADM &M% ¥ B, Wi AGEEBERR .
Q VE: BV B AT BE Sl R 1A iDRAC 24 R X 48 g P it .

fFH Web SB35 E

FE IDRAC M4%i% E .

1. £ iDRAC Web A+, #ZEME — iDRAC itE — M.
It B > 27~ Network (%) T .

2. RIBEHERIEEMKNE. HHNE. IPv4. IPv6. IPMI F1/8 VLAN #8318 Apply (BiFDD .
ek Network Settings (M45% &) T Auto Dedicated NIC (H % NIC) , 2 iDRAC
4 HNIC E#HE NI LOM (1, 2. 38 4) HHAE IDRAC LH NIC 4Gl 255820, iDRAC &5

HNIC IEFRMEHL A NIC, WRELH NIC AN R FEHz:, W iDRAC HILE LOM, WIHEE NIC

WMU%}% NIC [FIHER N HED, A E R NIC V335 NIC fI#ER A 30 #b. v LL# ] RACADM 8%
WS-MAN P & S A

BHRETFBMER, E2 0 iDRAC Online Help (iDRAC BEHLFEEL)

f# A< RACADM B M4t B
BRI R ESIE, EEA L4
Z VE: B0 LK getconfig 1 config iy 453 get 1 set fiv45 RACADM X LA H -

« f#if getconfig % : racadm getconfig -g cfgLanNetworking
« fifiH get#i4: racadm get iDRAC.Nic

EAHEF DHCP 3545 1P #thuht, &8 M FHEAI6 45 A4 cfgNicUseDhcep 5 DHCPEnable 33 It Th A

. ﬁﬁﬁ%conﬂg 4 : racadm config -g cfglanNetworking -o cfgNicUseDHCP 1
+ f#if set 5% : racadm set iDRAC.IPv4.DHCPEnable 1

PR 79 0 48 e 45 i & BC BB A5 1) LAN 2% Jg 1k«
« i config v %

racadm config -g cfglLanNetworking -o cfgNicEnable 1 racadm config -g
cfglanNetworking -o cfgNicIpAddress 192.168.0.120 racadm config -g
cfglLanNetworking -o cfgNicNetmask 255.255.255.0 racadm config -g
cfglLanNetworking -o cfgNicGateway 192.168.0.120 racadm config -g
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cfglanNetworking -o cfgNicUseDHCP 0 racadm config -g cfglanNetworking -o
cfgDNSServersFromDHCP 0 racadm config -g cfglanNetworking -o cfgDNSServerl
192.168.0.5 racadm config -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6
racadm config -g cfglLanNetworking -o cfgDNSRegisterRac 1 racadm config -g
cfglanNetworking -o cfgDNSRacName RAC-EK00002 racadm config -g
cfglanNetworking -o cfgDNSDomainNameFromDHCP 0 racadm config -g
cfgLanNetworking -o cfgDNSDomainName MYDOMAIN

o fEH set i’
racadm set iDRAC.Nic.Enable 1 racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0 racadm set iDRAC.IPv4.Gateway
192.168.0.120 racadm set iDRAC.IPv4.DHCPEnable 0 racadm set
iDRAC.IPv4.DNSFromDHCP 0 racadm set iDRAC.IPv4.DNS1 192.168.0.5 racadm set
iDRAC.IPv4.DNS2 192.168.0.6 racadm set iDRAC.Nic.DNSRegister 1 racadm set
iDRAC.Nic.DNSRacName RAC-EK00002 racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

E ¥E: WAL cfgNicEnable 8¢ iDRAC.Nic.Enable % & Jy 0, MRS H DHCP, iDRAC LAN tH2x4bT-4%
FPIRAS .

fic & IP ik

BT AP IRIEZ A, V5 iDRAC B8 A DR e 00T 4t o v ) 2 4 ek

- P FEEPR IV ] iDRAC B P i 1P Hbblbvu e . e e N BN IP Motk 548 @ MR EAT I, JFR
Yok B HGE (H P b FiZya B W) 1 iDRAC Wi . BT Hofh B ki SR AR K ol i 4

o LERE IP MBI R AR E S B SR, U2 B L2 b i E TR B TR B P B iIDRAC . B IR P A B
D&k, WHEETE 30 MG A REE B B3 WIRBSFRMIREHEIE IR, W HGELE 60 25 B &%,

BEEREE P MG R MR 2R AR, RFIRECHAE NS s sk . A RIIERE, R i

BgE, RN R

% E: wE SR HE P 1P kRS e g B AL, D% SSH B P& B /R F{EE: ssh exchange

identification: Connection closed by remote hoste.

& vE: &4 A Dell Deployment Toolkit (DTK), B RARIE EiES 5 (Dell Deployment Toolkit /7
Vali

{#Fd iDRAC Web AHECE IP ik
TR A L B BUR A RE AT IX Ee 5 1%
BLE P ik

1. 7EiDRAC Web Ft1HH, %% — iDRAC & — M4 — M.
Fiti B 2> 27~ Network (%) T .
2. il Advanced Settings (R E) .
B B <x %o~ Network Security (M&g2248) T,
3. 1BE IP IR E .
BREETMELZEE, H20 iDRAC Online Help (iDRAC BEHLTEEL)
4. BHNARARE.

£ F RACADM Fit B IP ffik
BB T B RUR A RE AT X LD B
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FERLE IP fiiik, EMHLLT RACADM S 4:
+ fliH config %

— cfgRacTunelpRangeEnable
— cfgRacTunelpRangeAddr
— cfgRacTunelpRangeMask
¥ set -4 55 iDRAC.IPBlocking ZH Hh )% S i & 18 F -

— RangeEnable

— RangeAddr
— RangeMask

cfgRacTunelpRangeMask I RangeMask J& % A IP itk 1 cfgRacTunelpRangeAddr 5§ RangeAddr J&
PESIEF . WORES A, WA, VAN E TSR] iDRAC. MULTEHEI AN 1P ik 2 5% 2 S 30 %

WRUTRIEXETE, SRk

- fEHfLSIEE: cfgRacTuneIpRangeMask & (<incoming-IP-address> *
cfgRacTuneIpRangeAddr)

o {#H#riE¥E: RangeMask & (<incoming-IP-address> * RangeAddr)
Horp SORBOE LA, W A R4
IP FESE I~
«  LUF RACADM fir 423 FH%E 192.168.0.57 LAAMAFTA IP Mt
— f#i/H config #r %

racadm config -g cfgRacTuning -o cfgRacTuneIpRangeEnable 1 racadm config -
g cfgRacTuning -o cfgRacTunelIpRangeAddr 192.168.0.57 racadm config -g
cfgRacTuning -o cfgRacTunelpRangeMask 255.255.255.255

— fHH set 4

racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set
iDRAC.IPBlocking.RangeAddr 192.168.0.57 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.255

o TG FEIREI B —HPYAMAEAR 1P Hidk (dn, 192.168.0.212 F 192.168.0.215) , Nk FHaL b i i K
AL LM T 7 :

- f#H] set i

racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set
iDRAC.IPBlocking.RangeAddr 192.168.0.212 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.252

R R e T R B R 252, Tk Ty 11111100b.

HREZER, 520 dell.com/support/manuals 3E4EH iDRAC RACADM Command Line Reference
Guide (iDRAC RACADM #4173 %458) .

He B Ak 55

$& W DATE iDRAC LIECE A AT AR %S -
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o RMIECHE - A RACADM F1 iDRAC W B A~ HFEFFEIE (NENLRS) Vil iDRAC BLE .

«  Web Server - ja X} iDRAC Web VS Al WA ZiE T, &4 A RACADM FE 75 H Web
Server, K JNZEH Web Server £ [F|i} 4% Fim 2 RACADM,

o SSH - it [Ef: RACADM Vil iDRAC.

«  Telnet - j@id [E#F RACADM i1 iDRAC

« imFE RACADM - iFEiji Al iDRAC.

«  SNMP fX# - 7£ iDRAC H )5 HI%F SNMP &if] (GET. GETNEXT #1 GETBULK #:4F) I3 H¢.
o HIRGKERHE — BH LR RGBS,

o VNC R%4% - o FISCRREUR SRR SSL it VNC R%5-4% .

1% F Web 57-[H A B Ak 55
FAH ] iDRAC Web F-Hi it B K%

1. {£iDRAC Web i, #%Z#% — iDRAC & E — W% — R
¥ 5o Services (IR T .
2. WEMREL, AEHE Apply (MAD .
HREWEMEE, 20 iDRAC Online Help (iDRAC IEHLE B

f§ il RACADM Bt B iR %
(] RACADM J FIANRC B % JH %5, BT LL 4R 1E
.« HBUFRS S config 4 Al

— cfgRacTunelLocalConfigDisable
— cfgRacTuneCtrlEConfigDisable
— cfgSerialSshEnable
— cfgRacTuneSshPort
— cfgSsnMgtSshldleTimeout
— cfgSerialTelnetEnable
— cfgRacTuneTelnetPort
— cfgSsnMgtTelnetldleTimeout
— cfgRacTuneWebserverEnable
— cfgSsnMgtWebserverTimeout
— cfgRacTuneHttpPort
— cfgRacTuneHttpsPort
— cfgRacTuneRemoteRacadmEnable
— cfgSsnMgtRacadmTimeout
— cfgOobSnmpAgentEnable
— cfgOobSnmpAgentCommunity
o KU RAPKIXNRE set ar RCA M -

— iDRAC.LocalSecurity
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— iDRAC.LocalSecurity
— iDRAC.SSH

— IDRAC.Webserver

— iDRAC.Telnet

— iDRAC.Racadm

— iDRAC.SNMP

HRXLE RIWELER, #25H dell.com/support/manuals 241 iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM 41T RHSHEIEEE)

J& B ZEFH HTTPs & E M

W R BRI iIDRAC IEF5 R FE 25 1 i, sfEy— T TR B MR & &, AFEMN HTTP HahE
EMF| HTTPs, %Al LAxT iDRAC #HTECE, LAZEIEM http 30 (BRIAME N 80) HEE [P https 30 (BRIA
K A43) o BRMEDLR, ZEmE A BUOUESIRE S S IDRAC DMEILE B AR, mRAHILIIEE, &

BB

AR B E IDRACBURA B8 3 Fl 8iZE ) HTTPs &,
15 A FBAR F iz o fighs, #44E Lifecycle Controller H&ESC B — .

R HTTP 3| HTTPs H)HE & A :

racadm set iDRAC.Webserver.HttpsRedirection Disabled

ZJAH HTTP 2] HTTPs [{ & 5T 7]
racadm set iDRAC.Webserver.HttpsRedirection Enabled

BEAE HTTP £ HTTPs (15 5 [l PR A «
racadm get 1iDRAC.Webserver.HttpsRedirection

fFH VNC &% P i & TR AR 55 25

T a7 DM AR VNC 2 7 ok 5 22 [R] I8 2 T AR 2l 4% (il DELL Wyse PocketCloud) (%
MR55 5% . IR AL IR SS 35 5 1RIB /TR, iIDRAC BURE KRGS M HE L itfEhl 6 LR EW. #Ha¥%
A% Bh & R IE A E TR 5 B0 Ik SMS, SRR B H R 3 VNC R SMART. VNC BE S
A LU IR S 5% L IERE R G/ S HART, IR EHUR S 28 008 . AR BRAR 10U 10 AS PR LA T 0 2
KRRt . fEREZh VNC &2 B, B 408 F VNC RS 48 5B B iDRAC Hi VNC RS S E, s
i3, VNC 5145, SSL & i {g. e Li# A iDRAC Web FiTHiEk RACADM SRILE XL .

K VE: VNC Thig 2 B3R 8 Y rT ThEE, 78 iDRAC Enterprise ¥ A EH #2141

AT LAY YNC 3 FRFRER S T % S i (11 RealVNC &f Dell Wyse PocketCloud HIAHRIT) AT i%

.
FEAEATI (8] L BEA — A VNC % 7 i 2 16 AL TG AR o
R VNC 2 ihiEsh, R R 5 sh BRSO i) & i AN 2 BRI & B 48 K 8 s B S

R CAE SN, W VNC 257 ikt B#2 R 3 RFB B Fid#2, JFH BT SSLAE T 7E VNC & /' hid
F (RFB 8 SSL) 1A, WS —A UNC il 4 TilaiiREs, s il sl 6 218 40 THIPIRE, Wi
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VNC %/ i iR R4 . 725 A6 1R T fs, VNC o5 8 i 28 F R L 1 & 9 R e vl R A ot
£ UNC iR IEZ )5, VNC RS Ak R Bz & IR IRAE O FBEERD .

ﬁ VE:
+ 4 iDRAC NIC 4T =iz B B s F LR GR, I—J%J\_T%A'#Lﬁﬂﬂ%ﬂl‘ FEIX BRI Y,

RELETESN I VNC % P 3 P HATAE AT RYE, VNC SiE R oC .. OS5 8 (&%F iDRAC
Web FH RS T B VNC RS 2%35% B i & 11E) &klzﬁ?‘ﬁi_i VNC U%

o WA VNC B L MEEE 60 £, % i LR k. AT IFRT VNC 2if. Wi
£ 60 M IR VNC % om g . A4 T LLARSEAE AT o

f# ] iDRAC Web S THEC & VNC iR%%55
ERLE VNC MR S8, 53T UL TR IR

1. 7£ iDRAC Web Ftii, ¥ ZME% — iDRAC HE — M4 — RS
¥ 5o Services (BRS) T
2. TVNC&NeOMCW%%)%%¢,E%VNC%%$,%%§@\%D%,#E%ﬁ%%s&ﬂﬂ

ﬁ 9%%?3%9’31,: &, %M iDRAC Online Help (iDRAC BENLESED)

3. M.
VNC %2380 2L i & -

{# | RACADM B B VNC AR %55

FERLE VNC RS #%, iH7E set A FHi ] VNCserver X% . AAELZER, 21 dell.com/support/
manuals 2] iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 74
ITHNSHETEE)

B SSL IN#E K VNC BEE A

7EACE IDRAC 1f VNC R4 B, 0% SSLN® ke g /i, WA ZuF A SSL RgiE M 2R L VNC
BELLE S iDRAC VNC RS 2510 SSL hnss itz

B4 E AZECVNC &R W B SSLINE S .
LIRCE SSL BEiE N AR -

1. Fd#E SSLRFIELI4ES <localhost>:<localport number> H#ER:. 41, 127.0.0.1:5930.

it & SSL f%iE LAZERES] <iDRAC IP address>:<VNC server port Number> o flll,
192.168.0.120:5901.

3. AshkEiENHER .
Bl SSL N K518 5 iDRAC VNC IRy aridEsz, W VNC BESERE A TN CBEE A 1P
bk FAASHiGE 5 (127.0.0.1: < ARHisH O S >)
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BB AT SSL I ) VNC BB S

—fkit, FTE HeZE Remote Frame Buffer (RFB) () VNC R E #4357 83 VNC JIRS28 (ffiH iDRAC IP Hhitil
Yy VNC RS 2B 3 05 o W BRZERCE iDRAC ) VNC RS 2% BN AEF T SSL @5k mi, s
B VNC TH 2 i AT LN 11

£ VNC EFER AHEHET, 7 VNC R4 7 Brh i iDRAC IP itk Al 15
¥ N <iDRAC IP address:VNC port number>

B, nd iDRAC IP Hbiik/2: 192.168.0.120 7 H. VNC % 152 5901, M 192.168.0.120:5901.

LYV —_—
Fic & B TE AR S0 7 B

ST DAL E 28 RANIRTHAR LCD 1 LED &Eorbf.
S FALEE AN RSS2, B PR SERL A R AR BT

LCD Rt Al &4 1D LED
LED RiTH#R 1 & 45 ID LED

ST A RS %%, ARSI B RE &% ID LED /J [, BERNJIARNAMESR LCD.

LEPS Vi
BCE LCD WwE
BLE %4 1D LED &%

BCE LCD &

BT RS LCD AR Lk BB RGN FRF S (a0 iDRAC 4FK. 1P &) 8 7w IR
2=

¥ Web AHAE LCD E
ERCE RSS2 LCD B SR

1. 1£iDRAC Web Ftifirh, #2ME% — B — BITEHR.
2. {£ LCD Settings (LCD #%'®) 4}, M Set Home Message (B F:JEHHHE) FHSEH, %$% T4
HEIRZ
MR HR%E CBRILD
Asset Tag (7 Hr%5)
+ DRAC MAC Hii:
+  DRAC IPv4 Hidi:
DRAC IPv6 Hhihit
PRI
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RGME
FHL4
o HPEX
I
Wik #% User Defined (P E SO , TEAESCAIEHRIAFT 7 B

WREER: None (FB) , NIASTEMRS % LCD mimik L& R ERREHEE.
3. JaHENESREEs (TR o mEEH, WRSS LM Live Front Panel Feed (RITTHIHR SERS (5 B

oy

FILCD MR SEAETESERIEH 6215 B8 virtual console session active (EEHIE

SAEE)D HE
4. RHNA.
JI 554 LCD Rl AR S5 e B 3 4 8 2

f# ] RACADM it & LCD &t &

T B RS % LCD AR S BE, 151 System.LCD A5t %. HXELEE, 52 dell.com/
support/manuals 324t/ iDRAC8 RACADM Command Line Interface Reference Guide (iDRACS
RACADM i &17 IS %R o

f#F] iDRAC B AFREFEE LCD &
B E RS 4E LCD HT T R

1. 1£iDRAC W EAMHEFF, %2 Front Panel Security (Rt a4tE)
¥ 27~ iDRAC Settings.Front Panel Security (iDRAC ¥ & B 224D
2. B FHEkEE AL
3. fRELVT &
o WFRTTEIAR (115 )
LCD ¥ B4 e
REEHMEE ., W% E MR TR
4. FHBEERHREIER SR,
HREHTHIEE, H2 51 iDRAC Settings Utility Online Help (iDRAC ¥ & /A TEFEAHLIEERD
5. ik Back (J5iB) . Finish (52 1 Yes (&) .

& 2% ID LED & &
TR S, R RS b S S 1D LED 4.

fEF Web FHECE R4 ID LED % &
1B 2% ID LED Som /5

1. 7E iDRAC Web i, #ZME — B4 — BIER. & E~R0 R UL .

2. 1F System ID LED Settings (% ID LED # &) X+, &L MMEEETILLE A2 A LED N4:

INKRR
INKEIT
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RSTIS i)
AR 1 A i
NARTF 1 H R
3. HERA
ATTHIAR (9 LED AR D & 5 .

f#F RACADM it B % 4; ID LED ¥ B

ERLE /4 ID LED, & setled 4. AXRELZEE, 15S1 dell. com/support/manuals R/t e
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 41T RS %15 )

fic B A X AT NTP

T LA AT R 2 (] B (NTP) T 4E BIOS sRENL RGeS (1] 72 iDRAC _LRCE I X I [F] 22 iDRAC I il
WA RATE B AR A RERC B X 8 NTP % & .

& F iDRAC Web FHEC &R X1 NTP
ZAfF iDRAC Web FLHEC B XA NTP, 54T LA T #/E:

1. #2% Overview (HER) — iDRAC Settings (iDRAC % &) — Properties (JEM:) — Settings (i%
B .

[t BP &7~ Time zone and NTP (N X1 NTP) T .
2. EREMKX, 1M Time Zone (BfX) THSEHRAEFERTFRINX, AEHT Apply (RAD .
3. EEHE NTP, i3 NTP, #iA NTP R&GaHbt, K580 Apply (B .
HREFEBIEE, {20 iDRAC Online Help (iDRAC IEHLESBID

f#F RACADM BB X A1 NTP

BAF ] RACADM Bt B I X AT NTP, %K iDRAC.Time Al iDRAC.NTPConfigGroup L % 2 5 set 74 Ai
A BREZER, HSH dell. com/support/manuals LML iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM #r& 4T AIHSEI5E) .

BEHR 5 FRE

BT LR ESE —5 k&, MHENHT TR SEHATEESLETT S RIELERE, BTN RG R E S
—B W&, RGAE FRAGEERS SRS MNEERET S, HEFERN BIOS 5| FIMFH S —5 Sk

%, HFIM IDRAC Web FHIZM BIOS 5| S 7 F kBT ENCA L. BT LUE S —5] S W B N PL Rk
L

. IEWHE

. PXE

+ BIOSi&HE
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AL FE BB
A< CD/DVD

o GEELIRE)ES
REAIAE
RZ#tl CD/DVD/ISO
A SD

* vFlash

+ Lifecycle Controller
BIOS 5| S i 8%

% VE:
BIOS # & (F2). Lifecycle Controller (F10). BIOS Boot Manager (F11) 4% 3¢ 35 5 H — ik k51 5.
o EMEEHEALFIRAG FRE . HIEZNS55 K.
iDRAC Web St s —5| P& W E SHE G 7% BIOS 5| 3 E .

5 Web FHZEH 5| F&&

Z{f ] iDRAC Web FHEE S —5 Sl 4%

1. #Z% Overview (HEW) — Server (JR%#%) — Setup (& E) — First Boot Device (F—3| 5
£) .
'+ 5.7% First Boot Device (F5—3|&2i&%&) T,

2. WTHRARFIRPERFTFRH 5 F8E&, REHRS Apply (A .
RGN PEB AN BTG EN 5 SR ES 5.

3. EAETRGI SR NIEE R &S]S, 5L Boot Once (F]1F—K) . MG, RGuK M BIOS 5 T
B9 FEREGF.

BHREEFHEL(ER, E3 0 iDRAC Online Help (iDRAC BENLESEN)

] RACADM # B —5| 5% %

o WREFE 5 Fi4&, Wi cfgServerFirstBootDevice X % .
G N %S Sk, E##H cfgServerBootOnce % .

BRI RTELZER, 55 dell.com/support/manuals E#24t ) iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM 84T RS EIEEE) »

EREMER G RER 525

FERR 55 il He 5| RIS AT 2 A 0T CAEREIUZ ) & B 5 48 th B A IR S5 as i I F ZM 51 S 1. WL
PAT— K5I A5 TR B E 0| SR A A SRR .

FER B R G BB 5 8%, AT R

1. \EEESRS.
2. fEEMEHEEESRT, M NextBoot (NAGIT) B E I IRAIE NS 5 Sk,
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JB A R 35 5

BN S AR G0 B R DR AT SRR, A8 AT DA ) iDRAC SKIIR R G vt 4
Ja FH B R 935 o

1. M Dell Systems Management Tools and Documentation DVD W, TE%% R4t %% Server
Administrator.

HxRELZER, &2 M dell.com/support/manuals 24t () Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage Server Administrator Z285) .

2. 1 Windows sl AR E & O H, SR AIESE H S E B 5] SR,
BRELZEE, HSH Windows BB .

3. f#iH Server Administrator TiJ J2 Fi§ Auto Recovery (EHZIKE) EMf#%. ¥ Auto Recovery (HEIKRE)D
E/E ¥ B )y Reset (F¥) . Power Off (5:541) B Power Cycle (KNUSIFHL) , FELARD Jy i & &
Bf 2% (60 - 480 ZAJHED -
HxRELZER, &2 M dell.com/support/manuals 24t () Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage Server Administrator Z285) .

4, {FHLLTSZ — )3 Auto Shutdown and Recovery (ASR) (Ezh><HFITKE (ASR)) 1ET:

+ Server Administrator - i5Z [ dell.com/support/manuals F3#2{[¥] Dell OpenManage Server
Administrator User’s Guide (Dell OpenManage Server Administrator F F4859)

«  KH RACADM - fF LA N4

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. JoJ Automated System Recovery Agent (HZJ RZZIKEFE) . BESLIIX— &, EH S Overview
(#R) — iDRAC Settings (iDRAC #tE) — Network (%) — Services (%) , #t#* Enabled
UsRD , RS Apply (MA)

J& B2 OS %] iDRAC HiE

AL ML TF (NDC) B AR R A BRI (LOM) 4 RS2, Al LUEH OS % iDRAC Ei@EIAE,
ZUEGEIT S LOM (MLAEES RS 48) « L H NIC (HL2E. BREI B RE5) , Bidit USB NIC 78
iDRAC F1FHUEEAFE R Ge 2 Al FR A S Xm PN IE 1S . iDRAC Enterprise ¥ AIIESRALILINRE

WRIEEH NIC 5, AT DA EAURAE RGP E 3 2%, 28515 iDRAC Web il JIRIRE#IIE
HI NIC iiiT Chassis Management Controller #21{i.

FEEH NIC Bi3t= LOM Z 8] JI3e AN EL K H5T A 2 B 15 A1 R 4080 iDRAC.

fsnT Lldnt PUF 7 =08 kg

« iDRAC Web Fiifi

«  RACADM 8 WS-MAN (J5#:1E RGEHEE)
+ IDRAC WE AR (FEEERFEINE)

oSl iIDRAC Web FH B T MESECE, MAZIE /DR 10 #24 88)3 A OS 3 iDRAC Bl

ﬁu% it RACADM B WS-MAN {H XML BB S, B an ok oA w4 s Bk A28 4k, I b 20 %%
% 15 FbJa A OS #| iDRAC ELIEIhAET % B OS EM IP Hukt.
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7EJa H OS #| iDRAC HBZ T, iEHHfR:

iDRAC FLE A H NIC Bt =R (B NIC i #0 I BIHA LOM)
o FEHLEEE RS IDRAC 1T F—FMFIE— VLAN .
o CECHEEVIRAERS IP M.
o CDRFELFIRIERSL S IDRAC HBEIHEM =

s B A5 Configure (L&) R .

FEJ5 F UL D RERT -

FEILRCT, R EHURAE RS 1P Mk

o ELHAERXT, BBIIRMENIRERERA R IP Hilk, R LA LOM I TIEFIRE, HHRASE—4
LOM [ IP Hudit,

fEJR M OS 2| iDRAC HilDhfig/a, WIRMIhREA

K2 75 IE W% 7 iDRAC 4 F NIC H145.
TR —A LOM A TiEEIRAS

HRSE TR
¥ OS ¥ iDRAC ELBIh B
SCHE USB NIC B {E 2%
£/ Web Ftiii 5 B ZEH OS #| iDRAC Hid
i Ff RACADM i 4% OS 1| iDRAC K
i iDRAC &' /A R /7 Je HEAE ] OS 21| iDRAC Hil

X ¥ OS | iDRAC EEIhEEHI T

TR T CERESEH LOM 528 OS 2 iDRAC HEILEEM R HIFIZE.
#.8:: @I LOM 231 OS | iDRAC Hif — X#i&

eS| &R R

NDC Broadcom + 5720 QP rNDC 1G BASE-T
57810S DP bNDC KR
57800S QP rNDC (10G BASE-T + 1G BASE-T)
« 57800S QP rNDC (10G SFP+ + 1G BASE-T)
57840 4x10G KR
+ 57840 rNDC

Intel * 540 QP rNDC (10G BASE-T + 1G BASE-T)
i350 QP rNDC 1G BASE-T
x520/i350 rNDC 1GB

Qlogic QMD8262 JJ k45 %% NDC
WHE K LOM K3k OS #| iDRAC ELEIIAE.

LR % FEA T OS 3 iDRAC ELEThAE:
« Intel 10 GB NDC.
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o ALETRANEHIZRN Intel INDC — 10G 5 88 R34
*  Qlogic bNDC
« PCle. RERMMLEEZN .

Y USB NIC IEER S
FFE USB NIC B RS 45:

+  Windows Server 2008 SP2 (64 fi1)

«  Windows Server 2008 SP2 R2 (64 fif.)

* Windows Server 2012 SP1

» SUSE Linux Enterprise Server 10 SP4 (64 f)
» SUSE Linux Enterprise Server 11 SP2 (64 fii.)
+  SUSE Linux Enterprise JIR%#% 12

« RHEL5.9 (32 fiifl 64 {i)

* RHELG6.4

* vSphere v5.0 U2 ESXi

* vSphere v5.1 U1 ESXi

* vSphere v5.5 ESXi

* vSphere 6.0

« Cent0OS6.5

« Cent0S7.0

+ Ubuntu 14.04.1 LTS

* Ubuntu 12.04.04 LTS

* Debian 7.6 (Wheezy)

+ Debian 8.0

7EAEF Windows 2008 SP2 64 f#/E R4S 2% L, A&BEzsh A (8J)5H) iDRAC EH#L CD USB #
%o AT RS . BXEZER, S H Microsoft H#EFE #4538 LT3 T8 3 b B 4% 10378 £ W 48 3R )
TRFE: O (RNDIS) IRENFE .

X Linux #1ERSR, EERETHERIERS ¥ USB NIC BLE N DHCP, #5185 H USB NIC,

R EHLERERE 255 SUSE Linux Enterprise Server 11. CentOS 6.5, CentOS 7.0. Ubuntu 14.04.1 LTS
8, Ubuntu 12.04.4 LTS, JI7E iDRAC H/EH USB NIC 5, WAITE ENIRIE RS T35 B DHCP & F il .
> EH DHCP 15 B, 152 SUSE Linux Enterprise Server. CentOS #1 Ubuntu #:4E & 48 S0k

*tF vSphere, 2540435 VIB 3CF, SRJE S USB NIC,

XTFLLTEIERS, W23 Avahi Fl nss-mdns B4, AT LN ENEAE RGLEH https://idrac.local 3
31 iDRAC. IR R ZFIXLIKMA, 15 https://169.254.0.1 J5 3 iDRAC.
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Operating  Bik3RIR  Avahi 48 nss-mdns K4
System (3% #F

AN )
RHEL 5.9 32 Disable  fFJylisr 86, 225 VE NI AL %% (nss-
A (#H)  (avahi-0.6.16-10.el5_6.i386.rpm) mdns-0.10-4.el5.i386.rpm)
RHEL 6.4 64 Disable  {EJHST 3K {6 %2k VST R 228 (nss-
V2 (%) (avahi-0.6.25-12.el6.x86_64.rpm) mdns-0.10-8.el6.x86_64.rpm)
SLES 11 SP3 Disable  Avahi Z{-EEERVE RS DVD it P22 %% Avahi #18] % %% nss-mdns
64 fif (ZHD

EXENL RS 23 RHEL 5.9 #/ER G, USB NIC EUEB A T2EAPIRES . IR E 52 sl 23 )5 8 iz I,
AL HAFNEIES USB NIC BN M2 1. S8 A] LT LA AR —#21E LLSGE USB NIC 4%

+ f#iH Network Manager T. A it & USB NIC #21. S#i% System (&%) — Administrator (FHR)
— Network — Devices (W% %) — New — Ethernet Connection (& PIAMIZERE) ik Dell
computer corp.iDRAC Virtual NIC USB Device (Dell 7+5&#1 corp.iDRAC E#l NIC USB #4%) . i
Activate (R EIRRATEUE % . ARELER, WHSH RHEL 5.9 30#4.

+ 1E /etc/sysconfig/network-script/ H & H G @5t B % O B B SCF ifcfg-ethX. ¥RINE44% H DEVICE.
BOOTPROTO. HWADDR. ONBOOT. £ ifcfg-ethX XA+ TYPE, SRJEMEH 4 service
network restart HEHI/EENMLRS .

< EHSIFARS
o RHAETIF RS,

FEAE ] RHEL 5.9 #fE R GRS L, BT USB NIC, HHEXHERS (Hixkz) , WIETTF RSN
(FFHCJEH USBNIC) , USBNIC #& A4 H G . EEHATEIPRE, #HiEE /etc/sysconfig/
network-script H 3t d & AN BT USB NIC #: 1 ifcfg-ethX.bak 0. WA, MK HEMGS N

ifcfg-ethX, #AJ51FH ifup ethx 4.

AR
42 VIB LA

23 VIB M
*tF vSphere #4F &4, 7E/8 ] USB NIC 2/, Waizest VIB i,
Bk VIB A, E AT LR AR

1. fH Win-SCP ¥ VIB SCFE B ESX-i EHUERIE RSN ftmp/ IR
R ESXi ORI IFIZAT BT A2
esxcli software vib install -v /tmp/ iDRAC USB NIC-1.0.0-799733X03.vib --no-
sig-check

it

Message: The update completed successfully, but the system needs to be
rebooted for the changes to be effective. Reboot Required: true VIBs
Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03 VIBs Removed: VIBs
Skipped:

3. EE9l SRS
4. 1F ESXi Rz 4 : esxcfg-vmknic -1.
K Eom usb0 46 H .
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i Web 51 8 F 825 F OS %I iDRAC Hi
FEffH Web L 2 H OS 3| iDRAC Hili, 54T A FHE1E:

1

% Overview (MiR) — iDRAC Settings (iDRAC # &) — Network (M%) — OStoiDRAC
Pass-through (OS 3| iDRAC Ei#) -

¥ 27~ OS to iDRAC Pass-through (OS %] iDRAC Ei#) HIhi.

HERFELL T —IE LS H OS | iDRAC Hifi:

+ LOM — iDRAC 5FHLEAE RG2 MEAE R4 % iDRAC HiBHEHE LB LOM 5 NDC &7,
USB NIC — iDRAC 5 EHEEIE RFZ [M1#(E R A Z iDRAC ELEHEE: BT H0 USB B2k T,

TR RE, 1L $F Disabled (ZEH]) .
I RIESE LOM RN EIERCE, JF HA = BRI SS 4, WA SRIE RS0 1Pv4 Hudi

By i RAEIEER LOM BTSSR TIRS#5, WERMERSE IP kv Bors 28 -

Sk PE USB NIC 1E A BELERCE, 15 A USB NIC Ay IP Huhl.

BRIMEN 169.254.0.1, FIAEHZEGA 1P #ihk. H2, Rk (P bt 5 =01 2R GemlAs it o 45 (1) HoAh 2
FI) 1P k5, I 205 bk (P Hbhik

WA 169.254.0.3 f1169.254.0.4 IP., X8 |P 244l A/A BZERT, AT RITAR _E#Y USB NIC
Ui L ER B 19

B SN R E .

B MRASELE A A 1P 2Rl vin, LURER CTE IDRAC MIENURIE R G2 AR .

f¥F RACADM J5 a8zt OS #| iDRAC EiE

EAE ] RACADM Ji FHEkZE ] OS 3| iDRAC Hill, 1% /1] iDRAC.OS-BMC AN R. ARELELR, HS
% dell.com/support/manuals 32t/ iDRAC8 RACADM Command Line Interface Reference Guide
(iDRAC8 RACADM &7 RS H ™) »

% F iDRAC & B A HEF 5 FHEZEH OS 3| iDRAC Eill
EEH] iDRAC B AR B HEZEH OS £ iDRAC Hil, 1HPAT LAF#E:

1

7£ iDRAC B AHBFF, HEBEPR.
XK 7R iDRAC B @SR 71
HERLLMME—ETLLS F OS | iDRAC Hill:
LOM — iDRAC 5 ENIRE RG 2 M HIHEAFE R G % iIDRAC BB DT LOM 3 NDC #37,
+ USBNIC — iDRAC 5 :HURERG M HHRAE RS 2 iDRAC BMEERE: Cilid ) &F USB ST,

EAEF M IhAE, 151k Disabled (ZEF]) .

By i AR RS R RGE IDRAC EUE"DIRER . 4 Reikst LOM EIL. A0, ZORIUR &K
.
ISR LOM oV ELERCE, JF HADH L ARGGER S48, WA ERME RS 1Pv4 Hihk.

By & WRAIER LOM BGUT &R 7RSS 35, WERMERS IP sk 7 Bl 4 o
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4. R %EF USB NIC /E N EEACE, i\ USB NIC [ IP Huli:.

BRINEN 169.254.0.1, {H7Z, Wit 1P sk 5 FEHR G EA M 2% 09 HoAh B2 1 (1 1P subik b2, A2
T 1P HihE . IEAEERI IP 169.254.0.3 1 169.254.0.4. {8/ A/A UG, X% |P Huhb{5 5 FH T F
BRI i USB NIC 3 1.

5. {KXH$ Back (L—2) | Finish (52 Ml Yes (&) . VE4IE RIS RIRT .

FRBGIEFS
FHRAI T R TR BT
#.9: BT BFFUWERRL

BRRA UEFRE /NGRS
f# [} Active Directory ¥ i Al CAES AR CSR FFMAIE T ARA WA R EL
&4

SHA-2 IE B W20 Fr.

AHiEk Active Directory FIFHIE o FAIES o HPIETP - AR R RN
Clcmagee . TE CAIES FEAL IR B AR R R
a F}Iﬁ%%%ﬁﬁ%% 64 Hr g fig i
A

;;yg CAEH - IEIEHH CA it

SHA-2 IEF5 323
Active Directory i J" & 3% Alfg CAER BEUEFS I CA UK
SHA-2 IEF 323 .
AH 8 SSLAEHS A CSR FFMTTAE CA FREXZE 44
7 IE: IDRAC HIFER A H 2524
SSL fiRk45#%1ET5. iDRAC Web

H 5545 REAU A 5T AR #0145 )
B IESS

SHA-2 IE P2 30 Fr.
FHRAR &
SSLHRZS 83E P

AR ORI 1525 44 145 oK

SSL IR &ERHEF

iDRAC 1% Web JIR%5 85, 12558 e BN HIAT WARAER SSL 22 4 iUl 9 25 S A S hn s $edfs . SSL #5r
FEARXIFRINE BRI 2 b, R —Rh 2 RIS SR, H RS i 5 ik 55 a2 181 3R 22 1 B8 e AN 25 1)
HAE, By R L REIT

A SSL RG] LARAT R HIESS
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)5 FH SSL B i 36 IE H &
TP R G2 SN B

AN AR S m B Ry . iIDRAC SR 128 fir SSL & britt, X2 db 38 5 H 1 e 2 2 ) Internet )
A A T .

BRINBHLR, IDRAC Web %2585 Dell 284 MME— SSL BUmib . &0 LR MG IEBAE ML (CA) 25
2 BREB BN SSLAEF . IERBENF R — M lkseik, 725 BEAAT A & T FERfE. AR
fih 2 AR S TS BT . CA 7RI HE Thawte #1 VeriSign. ZE3IH T3 CA Z410F BiiLFE,

5 f# F iDRAC Web F-Hisl RACADM Fifi A s B & 18 A 75 BIE RS 275K (CSR). AR5, KA R CSR
PERE4 CA, Hlln VeriSign B¢ Thawte. CA A DLEHE CA BiArIA] CA. fEIREI CA 441 SSLEF R, itk
# 3 iDRAC.

ST B HE A iDRAC, iDRAC f SSL IEF A AUCAE & vk (KL BAFAE P o AR FEuh [ 2e%% SSLAEP
J5, CFRR 2 A LAV iE] iDRAC AL BoniF i .

TS AT DA #k E R RS AIE R A SSLAETZE 4, ARSI BRIAZE ZIE 1. @idds B @ U LIE
HEANEEEY, B EEXELIEBE iIDRAC ZREAIEM . WS4 B % X SSLEH T N i
HE XL, WEE S SSLUET#AE, Wi 8w LA BE L — kM B34 SSLIEF. &
ATCLUREE & BT GEAERSD o Gl nT DUMERIE I H & SR, RS E e X EBIERE,
iDRAC HE &I HIIEMH I B4 SSLIET. WREFERESAIUET, MAATE iDRAC FIE B, 2 [/ 5 3
515, HBAERM SSLIEPBREZRIED, FMHALEE—RK, FHX—RNFEH M TEE GERTE
Y5 A IDRAC FIA IR X BEED

FEA IE 254215 K (CSR) I, iDRAC Web RZ5#% SSLIE-BSz ¥ B 5 245 (%) 1E A F 42 Bk & 22 B 4%
. Fll, “*.ga.com’s“*.company.qa.com”. XFRABEEAUET. WHTE iDRAC #ME4: sUBEL T CSR,
1 BA — AN O RIEECRT SSLAET, AT E#iZIEB L T2 4 iDRAC, 3fHFTA iDRAC K32 32 el
WERRHIEE. A2 RN S GERRERAIER) #E8S] iDRAC Web AN, %G 2 (EE
iDRAC. fEjashEF ahf, BF SRk E1T iDRAC,

FARMER
AL BT HIIE 45 44 15 5K
EHRS SIET
7 SUETD
L E AR
EE E X SSLIEBAAIES
BB 1 X SSLAE P& A E T

A BT RE P52 44 1 3K

CSR 217 SSL k55 ZHUEF HIE P IATENLAE (CA) R HIEF 3K . SSL RS 3E15 S VF IR 55 28 1 & P o 5 AT IR
FEIF0, FEMRE BN 221

CA TEE] CSR JE 2 HAZMIGIE CSR FESHEE. MRHIEATFE CA L4, CA SRBETELN
SSL RS HIES, HHiE AMIRS %55 Management Station _FIZAT (I 88 2 7 SSL FERE, iZiE ] nfE—
HibR IR I AR 45 2% o

CA fit#E CSR Ik SSL RS ASiE TG, ZE B L#3] iDRAC. H T4 CSR (f#i%7E iDRAC B4 LD 1
SHWAE SSL RS AHEBrha & KE BULE, BZiFH 4 2umid iDRAC B2 CSR A k.
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LiES v
SSL IRk 55 ik 15

£ Web FH 2% CSR
A2 GET CSR:
g VE: 54N CSR #R47 5 [ FR A7 B AT AT ART ) CSR $di . CSR H HIE B AUICHEE SSL AR 45 % E 1
SR, B0, iDRAC AL i%IET.
1. £ iDRAC Web Ftifitf, # =M% — iDRAC HtE — M4 — SSL, AR —MHHEFHELER (CSR),
WGt F—5.
# 7~ Generate a New Certificate Signing Request (A fili—MNEHEHZ4ER) Wi .
2. N CSR BRI
H*HELZIEH, S M iDRAC Online Help (iDRAC BENLEEHD .
3. i Generate (A .
WIS A BB CSR. B AR A B Bk

{#F RACADM 4 J% CSR

Zff ] RACADM 4 CSR, 5 ¥ cfgRacSecurity HH X 25 config dr & HC &, 50H iDRAC.Security
A EIT RS set M AMEH, SR)51H ] sslesrgen dr4 4 CSR. HXRELEL, #ESH dell.com/
support/manuals 324t/ iDRAC8 RACADM Command Line Interface Reference Guide (iDRACS
RACADM i &1T7 SIS %R o

EBARSAES

A% CSR 25, AT LK B8 4411 SSL AR 55 23E 15 _E#: 3 iDRAC [E4F. WA ¥ iDRAC A fe N L+ .
iDRAC 1% 45 X509. Base 64 ZwigH) Web R4 #iF+. SHA-2 B 15230,

A At EHHAME, iDRAC 1EJLA8F WATTH

R
SsL SIS

fEF Web FH _EBHRBRE LD

3% SSL RS ARAE T3

1. 7£ iDRAC Web A, #EME — iDRAC &E —~ M4 — SSL, ##F LERESIIES, Rt T—
P
¥ 57R Certificate Upload GEH_E#) 7.

2. fE File Path (CZfHB8%2) T, i Browse (FM) IFikF Management Station _EIEF .

3. RN
SSL MR &k Ti 2 142 iDRAC.

4. KRR FHEIEE, ORESEITE R IDRAC BER AT . AR 72 i B iDRAC BiRS/EE B
iDRAC.

iDRAC ¥ &8I M HFIFER. ERIAA, iDRAC 7E)10 8 WA AT .
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K i LA LLIDRAC A RERHBTIE T . £ IDRAC HBZ AT, JUA UL R PREF AR -

{# ] RACADM b# iR &25iEF

B LA SSL RS HIETS, 154 sslcertupload 4. AXEZ(EE, iHZ1% dell.com/support/manuals |-
R4t RACADM Command Line Reference Guide for iDRAC & T iDRAC f#] RACADM fir 175 %45
) .

U SRAE B A AL iDRAC AMEAE R T CSR, MPEHE P _E# % iDRAC:

1. ¥ CSR KIEZEANIR CA. CAHZE CSR. CSR KA NHHAET.
. fERZERE racadm sslkeyupload a8 FEFAE
3. fHHEERE racadm sslcertupload A28 L5 -3 3] iDRAC,
FHEF K3 E3F] iDRAC. HeBR—FHE, BEREER IDRAC.
4. 1T racadm racreset fin & Ei% iDRAC.
iDRAC #4523 & F M FHET . EIRHHE, IDRAC 7E) L8 AW .
% v A UE % IDRAC A REMFBHIET . 7F iDRAC B #2201, IAIE RGNS

BERSFIER
&P LA B a1 7E iDRAC i FH Y SSL AR S5 #3E 15

FERMER
SSL Ak 55 ik 45

£/ Web FHEE RS AHIES

7F iDRAC Web FHH, #ZHMEY — iDRAC ¥ & — M4 — SSL. SSL T HKf 2 75 T TR 7R 24 30 4 A 1
SSL IR ARIETS

{# ] RACADM EF RS #$iEH

TAE SSL RS FIET, 1 {HH sslcertview 4. HREZ(EE, 152 dell.com/support/manuals F$%
L) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 A S %15
) .

L E e NEZIER
BT L3 E s XL LIS SSLAET . SHA-2 IE 052 0 #k.

fEF Web 51 _L# B & X E 4 IE

LA H] iDRAC Web FHfil B3k H & XA IUET:

1. %% Overview (HE¥%i) — iDRAC Settings (iDRAC #HE) — Network (M%) — SSL.
LRI K 7R SSL T«

2. 1Lt Custom SSL Certificate Signing Certificate (H 7 X SSLIUFTZEAIET) T, %+ Upload Custom
SSL Certificate Signing Certificate ( F#{ [ E X SSLIFHZAIEH) Ff#di Next (F—2) .
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I ¥ 27~ Upload Custom SSL Certificate Signing Certificate (_F#19 X SSLEHZZIER) T
1T
3. i Browse (W% JFifef¥ H E X SSLIEPHAAIUEF A,
WSCHR R & AT E R E #12 (PKCS #12) HIIET .
4. WMHHEBZERY, 5 PKCS#12 Password (PKCS#12 #1%) B4 N #A5 .
5. N
WEP¥ 29 %k %] iDRAC.

6. W EoR—HHIEE, PGS I E R iDRAC BAERS G AT . MU T 2 il E Bt iIDRAC SURS/RE B
iDRAC.

HBLIDRAC ZJa, HaNMAFHET. EiiiE, iDRAC fE)La8 AT .
K i LAUE L IDRAC A RERHBTIE T . 7F IDRAC HBZ AT, JA AR PREFE AR .

ffF RACADM E# H % X SSL IEHEAZIEH

ZfEH RACADM E#HHE X SSLIEHEAIET:, HHH sslcertupload 44, #AJ51# M racreset #r % HiX
iDRAC., HxHE£EH, 5% www.dell.com/esmmanuals 24t iDRAC RACADM Command Line
Reference Guide (iDRAC RACADM 41754365 8)

THEE X SSLIFPB&4iE+H
BT L iDRAC Web FiEk RACADM F# H & X ZiFE+H .

TEHE EXELIES
Zfd ] iDRAC Web A1 F# A & LB 4IE -
1. %= Overview (HE%) — iDRAC Settings (iDRAC #% &) — Network (M%) — SSL.

BERE K R SSL T .

2. 1L Custom SSL Certificate Signing Certificate (5% ¥ SSLIUFBZZIET) T, %% Download
Custom SSL Certificate Signing Certificate ( F#H & X SSLEHZZIEH) H#di Next (F—
») .

BRI 2 B — 26 HHTE R, TR LU B 8 XA IR R BT IL AL

fF RACADM T# H % X SSL iEHEZiIEH

BN A E X SSLAEPZEH, E{# ] sslcertdownload T4 . HREZEE, {521 dell.com/
support/manuals 324t H iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM i &A7 RIS H4RM) ©

WiBE B & X SSLIF R4t
#6387 LL#E A iDRAC Web FLHIE, RACADM MERILA H) B & X4 0FH
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£ F iDRAC Web FTHIMHER B & XE 4L UEH
FL{fF iIDRAC Web FETHiMHIR [ 52 X244 5

1. %% Overview (HE%) — iDRAC Settings (iDRAC #%H) — Network (M%) — SSL.
R R 7R SSL T -

2. 1 Custom SSL Certificate Signing Certificate (452 X SSLIFHBZZIEF) F, #%#% Delete Custom
SSL Certificate Signing Certificate (il H & X SSLUETAEAUET) HHdi Next (F—21) .

3. KRR dHHE, BRRESLRIE B iDRAC SFERGHAT . M 2 P B iR iDRAC S /F E B
iDRAC.

Hi% iDRAC ZJa, KEARun A AUt

i1 RACADM iR B %E X SSL iEHE A UET

ZAFEH RACADM MIBR B 7E X SSLAETZEAUETS, % 1# FH sslcertdelete T4, )51 racreset & H 1%
iDRAC., AxHZEH, iEZ&1 www.dell.com/esmmanuals 24 iDRAC RACADM Command Line
Reference Guide (iDRAC RACADM #4417 5H5458)

% | RACADM it & 21 iDRAC

& U RACADM Fit & B A M FJEPER— 8% iIDRAC. M@ HHA ID fixt 4% ID &k e iDRAC
if, RACADM £:i3E R A5 800 cfg BLE k. & 6. B S A HAL IDRAC, LR
AHE )7 Ok ATIE .
% E:
Hic B SO S IS T RS R MR B XS BAE AR R AN R4 N TH K.
B E S S ME— 1 IDRAC {5 B (B4 IP il , BB AHEIu s BARE 4 fe ot S 1y
F| HAh iDRAC.

1B W] LLE B RACADM i R4 L E XML AL E £/~ iDRAC. RARHE XML XA EHAMRERSE, If
HWabk SR SN B b RG0SR BIOS. iDRAC. RAID FI NIC HIRCE . AXELER, 5255 dell.com/
support/manuals _F5§ Dell $ AR 028K XML Configuration Workflow (XML Bt & TAER) AK+H.

B .cfg U E £ IDRAC:

1. AU TS EREETREERNHA IDRAC: racadm getconfig -f myfile.cfge
Z A 215K IDRAC Bt & 42 R myfile.cfg SCfF. QIR FEEE, AT LME AL 55— AN A RRIC B 1% S0

% VE: £/ getconfig -f 4 iDRAC FHLHE H & [ & AU AE A AZEFE RACADM Fiii 5237 5.
% VE: AR cfg SUHEAEE P .

getconfig & Won CEITHLHRFRIIIEE) PRAREBEIFEH P 4B WA EE
o
2. fHFE SO G AR BRSSO B S (TR .
Ed VE: B {87 BRSO AS g A 2w A SO . RACADM A HIREEAE ] ASCI SCA 8% ARk
BAER TP 88 35 T Be ik RACADM 4l
3.l LT Ay A RDE R E SO B2 B A% iDRAC: racadm config -f myfile.cfg
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X of5 BnE 3 HAh iDRAC. AT LMEF config Fan 4K H 7 fI B i85 i 5 Server Administrator
[E5.
4., fFHUL NS E X HAR IDRAC: racadm racreset

£ iDRAC FE B 4
fic & S .cfg AT LA
o flg

M racadm getconfig -f <filename>.cfg 4 H racadm get -f <filename>.cfg A4 IKE
* M racadm getconfig -f <filename>.cfqg &8 racadm get -f <filename>.cfg 3H, A
Ja AT g
% getconfig f1 get w4 HIf5 8, 55 dell.com/support/manuals _E 24t iDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM 41T RIS #5155 .

.cfg A S S fE AT CLIRAIEAZAE AT S AN R AR DA B A5 B A BN o 435 il Shr i kG I ) 4l
K475, FER—FHBRRZ 8. B S i DA T B, 3 HLB R BT 1SR . R

1 cfg SO R ISR, WAL E fr 1515 2 IDRAC. (EMHZ R E iDRAC Z 0, FH /40 IF s
%, WAE config Far A A —c kI, 2k AGIEER I HA S X iDRAC $AT S5 #E1E.

AL .cfg SR LAR S
. ﬂ;%ﬁﬁﬁ%&%ﬂiﬁé%‘léﬂ, MR H AR 51 AR . R G AP R RPATRE MBSt & 5 R 5HEM X
k.

il .

- WMEECEAMH getconfig i 4
[cfgUserAdmin] # cfgUserAdminIndex=11 cfgUserAdminUserName= #
cfgUserAdminPassword=**x****** (Write-Only) cfgUserAdminEnable=0
cfgUserAdminPrivilege=0x00000000 cfgUserAdminIpmilLanPrivilege=15
cfgUserAdminIpmiSerialPrivilege=15 cfgUserAdminSolEnable=0

- WMRECEEH get A4
[idrac.users.1l6] Enable=Disabled IpmilLanPrivilege=15
IpmiSerialPrivilege=15 !!Password=******** (Write-Only) Privilege=0x0

SNMPv3AuthenticationType=SHA SNMPv3Enable=Disabled SNMPv3PrivacyType=AES
SolEnable=Disabled UserName=

o ZRGIRRERT, FEATER. RIIHANN RS ERRZLI B HAIZELT, &8 Z2EREAE
AL ESOEH T X P e &R 5l

o FARSIAEE —NEXMRTE, BRELELR, EZS M dell.com/support/manuals 321
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4175 %15
) .

« i racresetcfg Fm&¥ iDRAC BB AN E, AJFIE(T racadm config -f
<filename>.cfg B racadm set -f <filename>.cfqg %, Hifr .cfg XM E A TR,
P Rl fEMmSH,

A /N fEF racresetcfg FArd- ¥ HHE E M iDRAC NIC EERARNEE, FHBRITHHPMRHF
BLE. HRAFTAN, E2BHEMeAF RBEERARANKE.
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i

(-

iy

CA“#"TF 3K I P AT BRI A RE . TERAT L AAESE — AUTTAR . “#"F R0 T ] E A 51 ZRAG A A 7
o —HRHIRIRRS B AR P TR AE # 7/ . AHER LR, BTRAEM racadn
getconfig -f <filename> .cfqg fr&E M .cfg, REMAF K iDRAC $44T racadm config -f
<filename> .cfg Mm%, MBI TR Hlun:

#
# This is a comment
[cfgUserAdmin]

cfgUserAdminPageModemInitString=<Modem init # not a comment>

P 5% B AL AL E AR (PRI )R . FORABIRINRRIR " F T LTHE S — BT E . ML FR A
ZAHA TR R T E . A BFEHCH BRI ReA 7. ESIRHS A, W dell.com/
support/manuals 324t iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8
RACADM s AT RS HIRF) THE Lo LR REIBRHZTR KRR R JE M.

[cfgLanNetworking] -{group name}

cfgNicIpAddress=143.154.133.121 {object name}

T Z TR € A R=1E"%, AEXRR . = BUEZ [0 A B 24

TGS B 2 . (HF AR A R AR AR . =" I AT AR 8OR SRR B (i, S ="
BHT DS TRESE) o IREETRT R A RO TR A R % R B A

WZ 0B A BT S 5 T R .

racadm getconfig -f <filename> .cfqg M FIERMEARSIXRE, AP EECESHE
o

EEERGIHNE, EHHUN drd:

racadm getconfig -g <groupName> -i <index 1-16>
TR IIHE, GBI BAE I EIE—AX G BUT & 21T 5 s
[cfgUserAdmin]

cfgUserAdminIndex=11

RGN racadm getconfig -f <myexample>.cfqg, 2 KGE a1 iIDRAC FCE T .cfg 34
CE B SO RT AR AR I R AR R — 1 .cfg SO A

2 iDRAC IP i

FERCE S AF P EEIDRAC IP SBhERS, BHERPTA AL 21 < ZaE>={E%H . AL RARETA [ T
FIRFFAAE, G455 1P HIhk B SCH R A < Ba>=1E%H .

Bi4n:

#

# Object Group "cfglLanNetworking"
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#

[cfgLanNetworking]
cfgNicIpAddress=10.35.10.110
cfgNicGateway=10.35.10.1

BESCAE SR

#

# Object Group "cfgLanNetworking"
#

[cfgLanNetworking]
cfgNicIpAddress=10.35.9.143

# comment, the rest of this line is ignored
cfgNicGateway=10.35.9.1

1% racadm config -f myfile.cfg MM CAFIFERAT SHRUUEMAT R IERHAI SO BEHHE 21 105
Ho Bthh, EarbMEH 5 E— "B getconfig AT & HHINE R .

A5 PR ST 38 M 3 Rl A ) S S 3o ) 45 1 B B AR
By i ORALAR AR, EARRE .

255 i MBS ENL RS LK iDRAC BL B R B

feny AR U5 1] LA IS A< RACADM 5( iDRAC B A FIFE P2 ek IDRAC BLE K E . HAZ, ErUIAHIXLE
FeEBE. ELIX—

1. 7£iDRAC Web Ftifitf, # %MW — iDRAC &tE — M4 — k.
2. EELUUTMWIOIZ —BiM#
+ Disable the iDRAC Local Configuration using iDRAC Settings (f#F iDRAC #tE#:f iDRAC At
BCE) — £ IDRAC ¥t E A FIFR P 4% F 5 n] DAME A B 1
+ Disable the iDRAC Local Configuration using RACADM (fiif] RACADM #:H] iDRAC A HhAEE )
— {EAHE RACADM HhZE 7 1] LME B ie B B E
3. REMA.
VE: vy 248, BIEiEE A Server Administrator Bt IPMITool #4047 iDRAC FC & . {HE, fAf
LI LAN L= IPMI.
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5
&HE IDRACHIZEBERGEREE

EATLLE S IDRAC MR RGBT IRBLANEYE . BELFANE £ BHETE N A2 RIS, TRl 4%
B U ER ML P &l W T TR ssas, &R LLEF FlexAddress {5 2.

W CPU. Wﬁﬁuomﬁmﬁ Efebr
& ARG S ST A

P A S R

2@@%@”Mﬁ%&%

’%v‘/)?/ﬁﬂﬂ%ﬂ”*fm FC HBA &
% FlexAddress &2 KB 4fi%ER:
AL iIDRAC £

BERERGBITROUNEE

TE % 3% iDRAC Web AN, #d REMETM 0] LEEZE KA MIZITIRIUM iDRAC FIEAE R, TE
WEEHIE, WINAEE TEERE, DAY EEMES (niTHEeH. £, BFHE. EHARIRESE. 3T
?Fﬁjia‘el‘ﬂﬁﬁm& LED LA E# iDRAC %) .

LY REHRENT, WHEBE — RES — B - BE. BUNSERREHENN. AXEZEL, W
%% iDRAC Online Help (iDRAC BEHLESBN)

B LMEH iDRAC B AT A EARGMEGEE . BRI — 5, 161 iDRAC B A HEF TR
System Summary (RZHE) . R4 Z78 iDRAC Settings System Summary (iDRAC X B RS HE) T
M. HXRELEELE, HES mmmc&mmummmmmmwwmDmcﬁEA%ﬁﬁ%M¥%>

BE ARG RIEFE M

T LA F X T 28 R G b 2e3s REAEAE AL 45 8 . BESEElUkiRE, %7 IDRAC Web i hi£ ZE N
— REGE — B — REBREBFM. FXDRmBIERER, H3 0 iDRAC Online Help (iDRAC TMLHS
B .

g4 B YR IE R o BN B E R G DU W A RE B

iDRAC
«  RAID #5528
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HLt
CPU
- DIMM
HDD
L
WA E R CERBARMIEA LD
© PR
- SDF
HLE B # (PSU)
U
+ JLEF{EIE HBA
+ USB

[ 1 B EE T M 2 s DA LA F) Pl A -

BIOS
Lifecycle Controller
+ iDRAC
B AE R RIANFE T AL
32 KLz F
%%t CPLD
+  PERC #&il#
Rl
LYEEN R
HLUR B
« NIC
JeEHEE
Tk
Enclosure (HLIE)
+ PCle SSD

E VE: £ Dell PowerEdge FX2/FX2s JIR% %5 I, iDRAC GUI H &7 CMC fRAKIM 4 Z15E 5 CMC GUI
B AT RN 1117 N N 1 PO S VP B 263 [ 10 N

2448 O 4504 {rT R4 2E A2 B8 S R R RSN, 1B B AR R F R T BB 5 SR IR RS BIRIE M (CSIOR) iE 10 PAYE
EH O SRERGRIEEBEM. LS, B3 IDRAC, RESNMERSEREEMIMEEEMELE. E8
ATRE T BEKIE 5 B A AT, HARKLIR S 2% L 222 i Ak 2 .

g ¥E: CSIOR EIEBIAME R T EaH .

Fdy Export (i) ADRREEAF BRI L XML 4% 50T R OR A7 Bk e i B

BERBRRERE

T HIE RS T T RN 324 R G s AT RO
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B - 3T R4 CMOS Fl =M 7% RAID (ROMB) L HLIh IR B .
% Vi RA YRS EA S AL ROMB I, 7E4#% ROMB HB B E A 7T H .
R (GE A THLZE A RS 58 - RIS T RGBSR, ALFE KR TU A AR 7N 5 33 A0 1
B R 1) 3
« CPU - fiRZE ARG+ CPU M TIRGANRES . Bl A28 B 2115 0T e
W - fiR2E RGP ARG BifzU AR (DIMM) FHZ I PIREFRZS .
. B - BRUERNAENEL.
o HEERE (MUEMTHIZEME RS2 - B TR MEFE RS ITARESHER.
Q B WR ARG R —AHEIRRS, WaEIRE&TUAR % E N Disabled (E42H) .
o HEBINNENR - BT R EE SD #Ee (vFlash FI 3L SD #ilk IDSDM)) KI5 &..
— R JFH IDSDM TT4x, 4B RLLT IDSDM LERERIRZS: IDSDM TUAIRAS. IDSDM SD1. IDSDM
SD2, ZEFTLAR, [ E/R IDSDM SD1.

— MHEMARFRITHLE IDRAC EiktJ5, IDSDM JIRIAIM TEEHIRE, IDSDM SD1 ZIEE RSN AETH A
REA SRR,

— B IDSDM JU4k H IDSDM HRFEERAS SD &, I HH AP —A SD RRPRER B, WA —1F
FPRAS R il BEEEN T S R2SEA RS IDSDM A SD R AR WME RS,
IDSDM HIAN SD R IR A ER 228 B AL

- EE@T@QJW’E IDSDM Hig4~ SD R Z B TUA R, BT IDSDM £ a2 ¢k, AL BN
IDSDM R % .

% E: B ENLRSTE IDSDM EEBREMHEER 51 S, iDRAC AL ER IDSDM 8. EfFlt
W, R E A IDSDM B E 1% iDRAC.

E vE: 7 Dell %5 13 /X PowerEdge fi45%% |, IDSDM B @EIERE G GHUT, IFH ARG E BT
RS R, AT LR Lifecycle Controller Hid, VIEE HEEEEIENPIRG. 7 Dell 2 12 1%
PowerEdge Il %588 1, AEPITEBEER, RESFIL,

7£ IDSDM ¥, A SHEPEIRIRN SD R RS FHMHE (SEL) ASEE, BRAHMEHT 58RI

(1) SD 43 B3k 47 S8 kg H &35 1 .

o BE - RERTRERAREMHRE (CCEA THLIZERME 2 15 BRI SRR 2%

DR 2542 75 67 TH8E 1) 2 25 7™ o ) (L YO BBl A o
IR - R 2N RG MM E R AR RS

R UL R A iDRAC Web FLE Al RACADM BB LIRS B 1 K7E Web FHH EERMEEMEE,
%2 [ M B UL ) iDRAC Online Help (iDRAC BENLES BN

. 10: {fiH Web 5 RACADM HIfERBER
BEEBRBER 1% Web 51 {#F RACADM
ZERTe) Overview (§E&R) — Hardware 137 getsensorinfo 4.

(FEf) — Batteries (Hijth)
S ¥ B IR A%, Al AT A
System.Power.Supply fir 41 get
T

HFELZEH, &S dell.com/
support/manuals 2 4LH)
iDRAC8 RACADM Command Line
Interface Reference Guide
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BELBRRER 1 Web FH fF RACADM

(iDRAC8 RACADM 447 # 1 %
I8 .
R Overview (H&R) — Hardware
() — Fans (RU#)
CPU Overview (&) — Hardware
(B8#) — CPU
W A7 Overview (#iR) — Hardware
(@) — Memory (HFE)
A Overview (HER) — Server (JIk
£ZHY — Intrusion (BA\)
HEJR % Overview (i) — Hardware
(TE44) — Power Supplies (H
VD)
AT R IN A Overview (#EiR) — Hardware

(F44:) — Removable Flash
Media (RTEZINFENE)

B Overview (#R) — Server (R
%%) — Power/Thermal (HLJRE/
fit#) — Temperatures GRS

HE Overview (#Ei) — Server (I
4-%%) — Power/Thermal (HLJE/
fit#) — Voltages (HL/E)

WS CPU. WAFFI 1/O BB HEREFE bR

fE Dell 3 13 £ PowerEdge IRZ5 45, Intel ME XRFERPIFEAEH (CUPS) Thfit. CUPS Thfgn] s il R4
i) CPU. WAEAN 1/O B LA R RGEH A R r. BT HLIhAEZ@EIT Intel ME SZIL, BT LLE oL T4
ERG, A4 5 CPU %R, Intel ME B F —AN RS CUPS 1L, FIHEMLHE. WAEAT 1/O BWIRIFIH %
8, fEN CUPS $8¥r. IDRAC &% Sk R G0 F F SR ISt CUPS $akx, FEIRF I CPU. PIAZAN 1I/O FIFH %
Fa b A 4H

A CPU RIS 4 TR AR — 40 & FITH S s, "R AR R EF ARG E . XL RN R IR
W Er A sk RMCo IR BT 008 T S EAL S, IEEHPENRARFEN R HEER ((FHIE N
TEAEHLHI AN iDRAC B2EL, AT I 7y AN R D R X B 8 B4

HIT Intel A2 /EE% SR UL TERES HOR R SHEXS B e VB R 4, RIS B R E BE B0 0 BT A
HAG, MRS CEMME RGIFTE 2 M BN R k.

LRRTERESHL, IS5 & b AU A 52 STRF IR A% RS



VU R G R S R

CPU IR - 434> CPU #Z L BN BRI I #ids (RMC), X SETH R8I S5 LR E R G P BT A %
%E’é;’ifl&” I BERI TR T A T SRS A [ A AL T ARG SRS KIS 18] BRSPS — 4> RMC
« WEFAE - A RIS (RMC) I8 3 A7 IEIE B A A7 i 88 SE] R AR NPT . X et Hds
Fa B LA R G0 il AR IEIE ) BN AR . IR N AE T S AR B, AR A S &
iDRAC B — 7 ph R — kit dias, Bk, e 5HMRERZ TR (i Linux F1 (1) TOP) Fir 7 (¥ A 4741
g%ﬂﬁ’é*ﬁt, WATREA 2. IDRAC 7 (1 PN A7 58 F 3R R AR S 75 D A s AR T A

1/0 R - PCI Express Root Complex H1 AR i CIAT Sl i THELES (RMC), LA & AR 3 1 AN EEAIG
BfE st N f) PCI Express Witht. 285, H47 Erix i 4% LU BE M BCE (LA RO FTAT PCI Express B
ff] PCI Express M. X/& REH 1O #5521 &

R CUPS #5845 - CUPS $RFrZARIEAA KRG R IR ML 2 X 2%, B4 CPU. ATEM 1/O
EhmitEAY . ARAREWRTRE LBITHIERERMMER. Fit, EEMEERE, CUPS filrk
ARG E EATH P EREN A E. Bk, WRRGEERER CUPS taE, WiZAR% BT H T84 L
TEMBHRERREAR. FEERIEHENR D, R4 CUPS fatrkiEK. (K CUPS febrME R AR S 28 LAF
HERBIHBERKE, KIZRS ST BN TR A3 E T TIERBIREN EE IR, HETE
RIDFER S LUK I HE . AR5, 7S EE Ao Ao S A I 2R A S, DABR LR Aol AR 30
SERE AL, TR BB S HE O iR T

VE: CPU. WAZFN1/O FIFHRIGIRIG — 2 Bhidt 4T — R A L, Wi SRAE IR Se 8 by A A7 LEAT (AT B B B
XA ] e 2. TATTH T s DR T AR SR &

ISR PR A bR BME O F HL OB AR R Sk, K2R IPMIL SEL A SNMP BafE. BRIAS LR, AL/
PrprE O A M AT A ARAE IPMI 2 8 AT ZAR &

I AL PR AL 4 -

A I B B T T 1 B LB
o A0 OAE PR ARURT B A BB UG ST T R ) T AN PR
o EREUT GBI TR B SR A Enterprise YFATIE

fiEF Web FLHE WM CPU. HAEAT 1/O FEHL I RE 4R FR

ZEREII CPUL AARA 1/O B PERESEPS, 15 7E IDRAC Web FRIII MY — M. BEARHEYE TUIIHS Bom
PL

BRI 53 - 4t T R 0 BB T B 2RO (TR
RGAAIY) - (CRAEN R CPU. PR 110 RIS RIS S0 CUPS fii 251 L 1
RGBS LB )
~ HROECPUL PIf7. 10 FIAHMRSS CUPS IFRINGEIE . WRENRLL MBI, WAL
ART 0% 0K R4
— TLAEARE A R . ok, R BT A 5 ST BB TR
© HERRIBIF
— AR LA
SRR BRI (U RS B R R BB

HXRFTEREBIEREE, E254 iDRAC Online Help (iDRAC BEHLESE)
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il RACADM I3l CPU. HFEAT 1/O BRI RE TR AR

T fii ] SystemPerfStatistics T4l CPU. WAZERI /O fE T RESEIR. AREZER, BHSH
dell.com/esmmanuals F24L[1) iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4>
T&%518mM)

BERERFEEE A

St 2SS4 M T BE B AN = SR A H B O I R SE . B2 S A& I R G0 AT DAFE L IE 3 3881 TAEVu
GREJEEX 113°F (45°C) L ETIE.
ﬁ VE: LR S AR RS AL B T RE AN A S S A A . ERUE O S R A NG R, B
Be) ELAR R IR 45 28 T B IE 2R Dell DASKEUE £ #4045 2. .

R RGBT 2 R A A

1. £ iDRAC Web R, #EME — REH — HIF/EH — BE.
B R4 B R BT
2. BEFETSSES, EESERRS RS EA PSS E .

BE I SRR

ST LA 28 G 1o 0 52 SR K 2 R P B R PO PR IR EE T AR B (R FR P a0 Lo R eI A% R

AR — B (] YA B, DAREIEIE . BRI ERAE RGN 5 B UGl B TG, O HAERES ARGt

SRR AR s Bt S PT DLERER R Ao 25 -GAF ) 32 B DR 2

K & WRERGARGHEE A, A DIREICR BT id gt (R, RAARIERTEE SRR IR
S A R PR )RR o s SO e iy o IR IRAIZRAF RS, 420C I AV B, 47°C IR H P BB .
REAEXRT 40 © C M1 45°C HUTtie s <R CRA 2°C MR, DA fRAERATED .

R R T A 55 e 2 PR A SR TR P [ i FE VS«

B — B RGO I A AR A (429C) (MRS T LAERRREERS IR]. fEHH 12 AN H
RIS, FRGERT LALE 10% I ) Py 7578 1 90 Bl N A
7 5 Y0 ] — L R GO E I I A IS T I AE (47°C) UL 552 B AR ROREEERT (8] 7E 93 12 A H i1
FAXIA, R GURTLALE 196 (K90 18] Py £ ™ SV py AR o ™ S5 Pl 3 17 2 75 30 i A g )

PITUCAR (R8s LA N30R, DMELERIER 10% F11% 7K-F. FTic i BEEOE HBEE N T R I8 AT IR -

W R AR GUAE L I8 W 3 SRR AR BME M 26 AF N RREE AR SR E M TARRS 18], AR RR— AN FAF . W iR e e TAER
) Y )P 2 B R TGS T E K (> = 8%) B H K (> =0.8%) , MIAE Lifecycle HEH LR —1
Filk, I HARAHRIY) SNMP FERE, xS 4.

o HERE 12 MW, KT ESRENFER AT BT 8% I, KA B
ML 12 DAW, IR TE T BE RS KT B T 10% I, R A ™ B
MPEE 12 NA W, REERT ™ E BME RN R T EAE T 0.8% I, A A s .
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AR R 12 NAW, BRERT T E B E R RN (R T B T 1% I, R A B A
ROEFT UKL E IDRAC LI INFF. AREZEL, ESWIEERGIEE T

i Ffl iDRAC Web FHEF i S5 E HiE

BE G IR R

1. 7£iDRAC Web i+, HZEME — RE52 — HE/HH — BE.
BEED 2 B IR U .

2. BEZRARGREEL IR, Rt TiEE R, dE 30 R E—FEREENRE CREERM
) MEEER.
HxBELER, #ZM iDRAC Online Help (iDRAC BENLEEE) .

[ i fE3AT iIDRAC [ {1 ST IDRAC HLBEZ 5, i BEAH T REAS 2 o fE FFR

f | RACADM #& [ iR 3R

F{fi ] RACADM 5 i s, i/ 1] inlettemphistory T4 . HxHEL(5E, 55 iDRAC8
RACADM Command Line Reference Guide (iDRAC8 RACADM 4 1T7&%485) .

Fo B MR R B 5

T EME SR GERN 1 FEAR TR K /N B K 5 R AR AT RO BOME A, B RMER B E N
BRI b ZURAT T B 7 BUR A RE e BN L A R % 2 5 R M

fEFH Web FHE BN DEEESBRE
FEREEON G B, T DU R

1. {EiDRAC Web StiHi, ¥#EME — WMEH — BIF/EH —~ BE.
B R 2 R MBRE T
2. TEERBEHRNZFS S, NTRERANDEE, DI SR Ky B i NS R &/ Mis K E. W
RUSRIRERMANE, RS AN HIFEREIRE. R0, WA, K EBRBKEE.
3. midpA.
AL .
BRI BRI B O 2 S WLTE [ SE e s R rp, TRy B3R PR R (S A o g e 25 S PRI . 8 1
5 SRR PR 45 1 RN R] T4 8 T e 2 A A A 45 3 2

BEENBRIMERG BT HMZERD

BT UEER FVEIERG LTHIITE MO HER, Blinsgmis k4500 1P sk, iDRAC Service
Module ¥ iDRAC 24t IE B . #1F R4 1P Huhib(s AL IPv4 A1 IPv6 Hilik. MAC Hbihk. T-WHERD BT 2% K
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FE. RN FQDD. MO RR. M DU MR IDIRA . MR ORA (DUKM . BEiE. 3K
) L MSeHbE. DNS AR #Huhb A DHCP 8528 tuhit o

K VE: ILIhBERE IDRAC Express il Enterprise ¥ i iE42 4t

EBEERERG G, RN E L ER,

o BHAEGIBR.
« iDRAC Service Module C.fE EHLIERAE RSt L2235 IEABAT.
MM — R3S — REEHR T g A EE R GE Bk,

iDRAC T B R ENERIE R A L ORCE M FTA HIOH IPv4 #1 1Pv6 Hiulik.
AHRLF IPv4 8% IPv6 DHCP R4S #sHuhbAs — & iR, XHR T ENEAE RS Al DHCP AR5 4.

fEF Web FHEEE FHEMERSG LT HEAMEED
HAFH Web AHEE FHIEERSG Lol HEMNGED, ST LN .

1. HIER - FNBRERG ~ MEEO.
W 4848 O T T K 2 s EAUIRAE R L ATA v I M 242 01,

2. EEFRSMKEERKMIMEE ORISR, 1AL EE FQDD N HisE ik B M 4 1 % - s R -
FIEFENBIE RGN 43 O3 F B BE RGN 1P HAIER.

3. &% FQDD 4, Fuai L% & s .
IR — MR A BRI B & U, HPSBRE&NiaELR. AREENER, FS
b iDRAC Online Help (iDRAC BEWLESBI)

4. WTEANME RS, iR R B A S R
FRE, FTLAAEEHE —~ BB @& TP AE 5 MER& RN ENRERAMMNEZDEE. HREER
ENBRIERGHM D .

fF RACADM &E FHBIERA LA AN 4RO

A LU# B RACADM @it gethostnetworkinterfaces 7 2 & H EHIRIERA L THNIMSED . GREL(E
B, i#2 dell.com/esmmanuals FHEAEH) iDRAC RACADM Command Line Reference Guide (iDRAC
RACADM i 21T % 1875)

1 FlexAddress &2 Fe4liEsE

FEJ] )7 AR S5 &, FlexAddress forJyBEAS248 I 55 @ i I ESRAE I K AL HLAT 70 BC R 42 BR A KA MAC 3
I (WWN/MAC).

Tl LA AR 2 IR U LUK AT AT 28 e J2 R 3 11 LA S 2

o REBEIILLT.
AR,
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J 55 & 3 BE R« LA 23 PE 9 BUZRE 73X FE ) MAC Sl

EME IDRAC H1] FlexAddress 5.5, 1i7E Chassis Management Controller (CMC) H it & 35 H
FlexAddress Thit. HXREZLIEE, 1521 dell.com/support/manuals #4tH) Dell Chassis Management
Controller User Guide (Dell Chassis Management Controller FI/"#5/) . %3 FEi22 ] FlexAddress %
#H, MHEFAIE B H & BRI 12200,

B4 i 2EGARSEOLII RS ARG, R HADCERE R SR E R IR

FlexAddress Thag S # FHHLAE 2B MAC Hihk B # iR 5528 20 B MAC Hbtik, JEH57] R 30 LOM, EFRHM
I/O fiEh—e A iIDRAC 3Ljifi. iDRAC FlexAddress THAE S ERAMLA 1 ) iDRAC £ BE HfA4Rs & 1) MAC Hbtik,
ML S BC R MAC HhhEfA 67 CMC JE S R EAAEAR ., JFBA7E iDRAC 5| S H ey &8 H CMC
FlexAddress Itf, ¥#i% MAC Hidik &% 5] iDRAC.

H CMC BRIV E I MAC ik, iDRAC £ & R FHIME 5 ¥ MAC Hidil::

+  Overview (#iR) — Server (J[R%-%8) — Properties (1) Details GEZ4H{EE) — iDRAC
Information (iDRAC{E8) .
Overview (#iR) — Server (JR%#%) — Properties (JE&1:) WWN/MAC.

Overview (#EiR) — iDRAC Settings (iDRAC #E) — Properties (J&1%) iDRAC Information
(iDRAC f§8) — Current Network Settings (LRI E) .

Overview (HEiR) — iDRAC Settings (iDRAC &) — Network (M%) Network (%) —
Network Settings (P& E) .

A /N JE ) FlexAddress J5, TR MIRS 2820 B ) MAC 3Pl B BIHLAE 20 Bt B MAC Hthb sl 48 )%,
iDRAC IP it 4384k

AFHL 1L IDRAC &1

&R LAE R YAl 6% 3] iDRAC M F A & L P 4.

£ F Web FHZ 1L iDRAC &1

VA EEAUR A P it 4B B IDRACHRUR A g H iDRAC Web FH#¢ 1k iDRAC £ .
EAE L IE IDRAC i

1. 1£ iDRAC Web A+, # %MK — iDRAC iE — &1iF.
BB &G T 2 Eon 216 1Dy F P 4. 1P kDL R &6, ARiXEEMNTELZER, ES I IDRAC
Online Help (iDRAC BHLIERD)

2. BIESE, £ Terminate (1B) 7T, B2 mg KR,

{§Fl RACADM # 1 iDRAC <1i%

1B B S AR A g8 44 H RACADM 241k iDRAC i,
EEEYMEH P &1, EH getssninfo 4.

AR 4, 153 closessn #ir .
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HRiXpAHHELZER, 55 H dell.com/support/manuals 34t iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM fir 4T RSB H1EF) .
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#% & iDRAC #E1fE

ATLME A T 32 — 15 iDRAC i f5:

iDRAC Web FTi

« f#f DBO HL4i (RAC H47EK IPMI B 4T) BT HATER: - SGEH THLAE R & 28 fE Uk 5545
IPMI Serial Over LAN (IPMI LAN F547)
IPMI Over LAN (LAN E IPMD

iLfE RACADM
o ZK#h RACADM
o ARG

ARSCFFIL A2 MATIRAIF L, 2 TR,

#.11: BN —HE

BEER TR TRHr4 EIEYyas
iDRAC Web AH Internet 13 (https) ANi&EH Web Server
{5 B4Ti845 DB S B ATHMY RACADM iDRAC [&] 14 ity 25 ji 355 4
B ATE O ‘
SMCLP RAC #4TEL IPMI #4172
Ja
IPMI
IPMI Serial Over LAN e e ag il IPMI IPMITool £.22%5 H. IPMI
(IPMI LAN k547 LAN EH47EJE .
SSH
Telnet
LAN _E IPMI R EEH RPN IPMI IPMITool &% H. IPMI
wECEH.
SMCLP SSH SMCLP iDRAC K SSH &,
Telnet &8 H
Telnet
iz RACADM https it RACADM 8 RACADM 223 3¢
Ja
{4 RACADM SSH &4 RACADM &£ RACADM 2235 3t
Ja
Telnet
ZsH# RACADM IPMI A H RACADM ZHh RACADM %238,
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A SCRFHIP BEsiu) e E= e

ARG (1] WS-MAN WIinRM (Windows) WinRM B 223
(Windows) %
OpenWSMAN (Linux) OpenWSMAN 2%
(Linux) .

M ARELER, %2 dell.com/support/manuals L4 Lifecycle Controller Remote Services
User’s Guide (Lifecycle Controller Remote Services FI /" #5/) -

{f/H DB HLZEHT7E RAC HR AT AN H AT 45 & 2 [A] D) e
{# /4 IPMI SOL 5 iDRAC #H7IH{E

{#/ LAN | IPMI 5 iDRAC i#{Z

Ja FH a2k Hi7e 2 RACADM

2% ] A RACADM

B2 240 EIF) IPM
(eSS H AT I H A B E Linux

SCEEIR) SSH hn#s )y %=

{#F DB99 H 45l 1t B 1T%EH: 5 iDRAC #HATEAE
fa] DIE DA S ARAR[EAE 5 i@ 5 122N 3 20 45 25 1) R AT IE B AT RSB TS

RAC H#17
IPMI 34T - BRI AR AR B 2 i X
% VIR R TR, B AT EEER NI RS, BXELER, {55 H dell.com/support/manuals
ERBE) Chassis Management Controller User’s Guide (Chassis Management Controller [ /7 1§

B .
TS AATIER, TEIAT AN ERAE:

1. ME BIOS VLA H H1TiEH::
2. K HATIESS DBO HLAE M E Sk 1) HR AT o R RS2 RGN SN R AT S
3. BRI B R £ i 7 B PR INC R T DA AR A — U ER AT

Xterm H ] Linux Minicom

Hilgraeve 1) HyperTerminal Private Edition (htAs 6.3)

WEZERANTHI SIEPME, ETUEIFVERRRNRERG FR. XETLUTRE:
SAC G&EHT Windows) Al Linux XA 4 GEAT Linux) .

4. {1£iDRAC /)i H RAC HATIEREEL IPMI HATER:.

AHRAR S
BT} 3 AT I & BIOS
JEH RAC AT
JE5 F IPMI R AT e ARl 4 i A 2

122



& Xt B ATIEREC B BIOS
B4 R ATIERE R B BIOS:
B EEOUEH T BRI SRS e ) IDRAC.

FFREREFEINRG

% <F2> 4.

4% System BIOS Settings (&%t BIOS ¥ &) Serial Communication (ER{TiEfE) .

%3] Remote Access device GZAZ1jH %4 ) 1) External Serial Connector (AME#5ERFTHERERS) .
ks Back (JFiE) . Finish (520 1 Yes (&) .

% <Esc> gtiB ) System Setup (R4RE) .

o U pwWwDN PR

JEFH RAC HBATHERE
f£ BIOS Hfic & s ATiERE)S, 7£ IDRAC F g RAC H17T.

E W X AUE T LSS 50k 55 45 (9 iDRAC

fEF Web FH 8 RAC B AT&ER
& RAC H34T 4%

1. 7E iDRAC Web R, #ZM% — iDRAC &HE — M% — H1T.

Bt BP 2> B R BB AT DU .
2. ff RAC Serial (RAC B17) T, %% Enabled (2j8H) g /EERHE.
3. PR

RAC # T E CHLE .

f# I RACADM J5 i RAC B 4TE#:
Ff#H RACADM JaH RAC H4TiER:, B AU TIEDZ —:

¥ cfgSerial A X R 5 config i 2 MEA -
¥ IDRAC.Serial ZHH {15t 55 set iy & Bl &4 -

Ja A IPMI B AT B B A FN 2L i AR 3R

#Ja H BIOS £ iDRAC K IPMI SR ATEEH, 1578 LA M EEA T iDRAC FECE IPMI H4T:
Q VE: IXAVE T HL2e A0S 20k 45 28 ) iDRAC.

o IPMIEEAME S — SCRERR P U Inl () — 45 11, 94kl Baseboard Management Utility (BMU) B )
IPMI shell (ipmish). filtn, 2@ IPMIEEARB A iomish FTENRGHAHE, Wi R

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get
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o IPMI Zuitti sl — SCREM AT Zu R ASCH 4o IR S RRE N/t f] ASCI RPN A BR 2T
EA CEFEBRFEESRD FELE IPMI G4, ”*fufF"’“?’f i SSH B Telnet &3 iDRAC I & E#:1FE &
451 957 _E £ BIOS.

MRS
%ﬂu‘%n@%ﬁaﬁ BIOS
IPMIHf 47 24 it 45 5 14D B 2 18

M Web 1 & F 8 47 4%

WRZE ] RAC SR 47RO LS AT IPMI SR ATH: 0
Bt E IPMI BATEE:

1. {EiDRAC Web #iii, ¥ Z#% — iDRAC &E — M% — 817,

TE IPMI AT, feE ZRMRIE. AREEDFER, 152/ iDRAC Online Help (iDRAC BXHL#H
B

3. BilMA.

/1 RACADM )5 Fi SR 4T3 IPMI B

LERCE IPMI B, 125 RAC BAT#:0, SRJEMEHLL FAT — 48 Hl IPMI A

« flif] config fiv%:
racadm config -g cfgSerial -o cfgSerialConsoleEnable 0
racadm config -g cfglpmiSerial -o cfgIpmiSerialConnectionMode < 0 or 1>
b, 0 FoR i 1 FoRFEAR.

- fliFH set 4

racadm set iDRAC.Serial.Enable 0

racadm set iDRAC.IPMISerial.ConnectionMode < 0 or 1>

Hrh, 0 Fonimtiain 1 FoRse A B,

{1 RACADM J5 S 4T3%%#: IPMI TR E
ERLE IPMI B ATIRE, TTLMEHA set 5L config a4

1. AU a2 IPMI R AT RS U O AR R B
. ffH Conflg fif4: racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

+ ffif setn4d: racadm set iDRAC.Serial.Enable 0

2. KH IPMI FATIMR.

. fHH conflg 4 : racadm config -g cfgIpmiSerial -o cfgIpmiSerialBaudRate
<baud rate>

« ffif] set #1%4: racadm set iDRAC.IPMISerial.BaudRate <baud rate>

Hrf <baud rate> 9600, 19200. 57600 & 115200 bps.
3. JAH IPMI B ATHEAE A ] .

. fHH conflg 4 : racadm config -g cfgIpmiSerial -o cfgIpmiSerialFlowControl
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{fiF set fiy4: racadm set iDRAC.IPMISerial.FlowControl 1
BE IPMI H AT/ 18 S AR R 21 -

{5 config 4 : racadm config -g cfgIpmiSerial -o cfgIpmiSerialChanPrivLimit

<level>

{fF set fi4: racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

Hrp, <level> A2 (HF) o 3 (EEEHD 54 (BHED .

TR E AT MUX (OMNERERAT SRS ) 7E BIOS W B HH IR 1 B9 A2 U7 1] B0 4% LA Xof 8 AT e i B
BIOS.

A RIZEE LR EAE S, ESH IPMI 2.0 #iE.

IPMI 84T 285 2 T Fr i e B
AL IPMI R AT AR AL B R

1E/H Web RETFLE IPMI & 174855 B HIH iR B
FRE AmE AR E

1

f£ IDRAC Web Ftifit, ¥ %% — iDRAC BE — W% — HB1T
Bt Rp 4> Bon Serial (EBAT) T .
JE H IPMI Hi47
7 Terminal Mode Settings (ZERFE) .
KEEN 2> 5= Terminal Mode Settings (&3R8 ) TiiH.
i LA A

Line Editing (4T4w#5)

Delete control (HERF#HD
o [l
+ Handshaking Control (32T

New Line Sequence CHriTF71)

Input new line sequences I AFITF51))

BB LTS R, 25 iDRAC Online Help (iDRAC IEHLE B

LA

2 Ak 2R B R B 58

FRIRHRAT MUX (SRR AT IEEES) 76 BIOS W B 2 Hh LR B B T FE U 1) B0 4% DUEF ST ER AT I 2
BIOS.

1&/H RACADM EZ & IPMI £ 172555 BEZCHI B iR B

EE 2o ik E, BT 4: racadm config cfgIpmiSerial
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fiE i DB9 MG 7E RAC B AT AN ER AT & Z [ 1 #t

iDRAC 3#F Esc 8741, %P #AF e vFENL A MBS S0 55 4% 110 RAC 83474 LA 5 s ATHR 014 2 [ 1)
#e.

MEATER| G V1#H2] RAC $17T
T AR G B b DI E) RAC H (74 P B, S LA R B A1

<Esc> +<Shift> <9>

DL #7525 3] iDRAC Login (iDRAC &%) #2777 (WX iDRAC #E N RAC Serial [RAC HAT] B30
o}, Serial Connection (B fTi&EH:) MR, Rz DLRIE L4 (W iDRAC &% E N IPMI Serial Direct
Connect Terminal Mode [IPMI & 47 B EEERELIRER]D

M RAC BATYI B B ATHHI &

T RAC AT IS B F UM B Tl A B0k, (AT DL R 91
<Esc> +<Shift> <q>
RSO, SR IO AT B SR, T

<Esc> +<Shift> <g>

TESAT R GHER T, BRE ARG,

<Esc> +<Shift> <9>

f§ ] IPMI SOL 5 iDRAC #4TiE(E
IPMI LAN 547 (SOL) fe#ridid iDRAC 1% FH BRIE 245 A1 LUK W8 B W 24 SR 32 5 W) 52 58 R4t P 38 T SO 1 4%
#il & R ATHR . B SOL, &AL

TR A4 E R G A2 o

7£ Windows f'Z 2 H AR 45 (EMS) 5% Special Administrator Console (SAC) EB% Linux Shell F1i2 #7341
E

TEHLA K A v B R 55 o A HE FEJF EURTC B BIOS BLEAEFF .
wE SOL @ EH:

1. ME#BITIERER BIOS.
2. Ti® iDRAC LA#fH SOL.
3. PR ERYNL (SSH. Telnet. IPMItool)
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AR
X6t AT L B BIOS
fic & iDRAC LM#EH SOL
B R S Y

&F Xt B ATIEEEC B BIOS
E4f R ATIEREC E BIOS:
B TE: SOUE T AL RS 28 4 iIDRAC.

1. FEHEFEINRS.
2. g <F2> .
3. %% System BIOS Settings (&% BIOS &) Serial Communication (FRITERE) -
4. IRELLTE:
+ Serial Communication (H:4Ti#f5) — On With Console Redirection
Serial Port Address (#4735 L #il) — COM2.
K VE: ﬂF%%ﬁﬁ?E}ﬁﬂ?ﬁ?fﬁW‘]%ﬁﬁ% 2 R EN coml, FF4ATLUEGBATIRMG BN E NI
B, B coml #HTBEITERER.
External serial connector (AMHH{TEHES) -- Serial device 2 (BT & 2)
Failsafe Baud Rate (#iBEfR4r s #%) — 115200
+  Remote Terminal Type GEFEZIHZFEA) — VT100/VT220
 Redirection After Boot (5| % /5 H E[M) — Enabled (A
5. i Back (F—#) , #AJ5#d Finish (GEH0 .
6. i Yes (&) DMRIEHK.
7. F <Esc> #iR H System Setup (RZAWE) .
vE: BIOS PL 25 x 80 MUk iEF R B T8 . AT console com2 4 SSH & %44
H25x80. XFf, HEMZEHFRH IR BN,

EC & iDRAC LM#H SOL

AT LS Web FLTH . RACADM BY iDRAC & B AR k48 € iDRAC F11f) SOL % & .

{§FH iDRAC Web FHECE iDRAC LAMEH SOL
B & IPMI LAN & 47 (SOL):

1. 7£iDRAC Web Ftifirh, # %% — iDRAC it E — W% — LAN L&fT.
BRI 2 SR Serial Over LAN (LAN EE4T) T .

2. JBASOL, frE#d, )55 Apply (BAD -
IPMI SOL ¢ & BITC & 58 i

3. BERETHR AR MMM RIERE, HiEF Advanced Settings (FBERRE) -
KEHD £ o Serial Over LAN Advanced Settings (LAN & 4TEZWE) WA .

4. FRE&EMEMEI RS Apply (RIFDD .
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IPMI SOL 2l B BRI B 58 - X S8 {E AT B T3 TH 1 e

BHREEFHEE, S0 iDRAC Online Help (iDRAC IEHLES B

{#H RACADM & iDRAC LU SOL
B & IPMI LAN F& 47 (SOL):

1. M IPMILAN EH4T:
- ffH Conflg fif4: racadm config -g cfgIpmiSol -o cfgIpmiSolEnable 1

« ffiff setind: racadm set iDRAC.IPMISol.Enable 1
2. TEH IPMI SOL HARALBR

. fHH conflg ii4: racadm config -g cfgIpmiSol o cfgIpmiSolMinPrivilege <level>
« f#if] set 7% : racadm set iDRAC.IPMISol.MinPrivilege 1

Hrp, <level>&2 () « 3 (BER) . 4 (FHR) .

% ¥E: IPMI SOL B ARAN R 2% 531 52 3% IPMI SOL RIBARAUR 2 ). VR4l B, S5 IPMI 2.0
WE

3. 3 IPMI SOL Pk,

. fHH conflg i4: racadm config -g cfgIpmiSol -o cfgIpmiSolBaudRate
<baud rate>

« fiiH set #5%: racadm set iDRAC.IPMISol.BaudRate <baud rate>
Hh <baud_rate> 49600, 19200. 57600 & 115200 bps.

By i EEER LAN BRATERIS, GiiR SOL SR 552 KGR e M.

4. AL EH SOL:

- fEH Conflg fii4: racadm config -g cfgUserAdmin -o cfgUserAdminSolEnable -i
<id> 2

« f#iff setfd: racadm set iDRAC.Users.<id>.SolEnable 2
Hrf <id> &P RIME— 1D,
g VE: EEEM LAN LETESEG, EffR SOL BFrR 528 R MR R T EME.

JB FASTRHI BRI

STHEEIPMSCH IPMIL SSH AT Telnet.

i Web 1 & F SR HIHMY

T ] SSH 5k Telnet, i%#%%] Overview (M%) — iDRAC Settings (iDRAC #%E) — Network (%%)
— Services (JR%) , SRJ5N SSH H Telnet 43 5% £ Enabled (BHD

E A IPMI, 55 2% —~ iDRAC BB — M4, JFiEfEH LAN B IPML. iEfRINEFHE ST, Bl
R BTSRRI T SO T

fFF RACADM J& H SR i
F SR SSH 8 Telnet, 247U F s
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* Telnet:

— f#H config ff%: racadm config -g cfgSerial -o cfgSerialTelnetEnable 1
— ffif set if%: racadm set iDRAC.Telnet.Enable 1
e SSH:

— f#H config fii4: racadm config -g cfgSerial -o cfgSerialSshEnable 1
— ffif set if%: racadm set iDRAC.SSH.Enable 1

B SSH w1, AT LR HRAE

— f#iH config 14 : racadm config -g cfgRacTuning -o cfgRacTuneSshPort <port
number>

— f#iH] set 14 : racadm set iDRAC.SSH.Port <port number>
fEmr ME AT R LA

« IPMitool GEM T IPMI 330
Putty/OpenSSH G&FH T SSH 8L Telnet 330

RS
{EH IPMI #0301 SOL
{#i [H] SSH 8% Telnet X i SOL

fEF 1IPMI #F) SOL
IPMItool <—=—> LAN/WAN %32 <——> iDRAC

FTF IPMI ) SOL A FIFE A1 IPMItool 1 Fl RMCP+ (ffi i} UDP Bl &K% 2w 0 623) - A IPMI 2.0
i, RMCP+ 2Bt i S0 96iE . Hudl se M A . syl AR I 2 NG A IR . ARE2E

K., 1% http://ipmitool.sourceforge.net/manpage.html.

RMCP+ {8 [ 40 NERFRITNHEEIZFFE (45 0-9. a-f f1 A-F) INZ S50 34T G IE . BRME R 40 A
BRI FIFE

$8 11 iDRAC ) RMCP+ # L FUE N2 (Key Generator (KG) Z40) #H4TIN%. #a] LLdH iDRAC
Web Ftifi 8k iDRAC 5B A BL BN %4

# M Management Station 4 IPMItool J33) SOL &1

By & wfezE & LATERESE — iDRAC & — W% — MRS 5 SOL B EEIN {8 .

1. M Dell Systems Management Tools and Documentation DVD “%%% IPMITool.
ARZHEUY, WESW (HFREZFETTR) -

2. TEMAEARTT RN (Windows B Linux) , &847kdr4 LAM IDRAC JE3) SOL: ipmitool -H <iDRAC-
ip-address> -I lanplus -U <login name> -P <login password> sol activate

%44 Management Station 325525 RS H AT 0 .
3. ZM IPMltool B H SOL £if, EHMILZ T <~> fil <>, SOL £&1&HIEH .

B i iR SOL xifk#l, W HE B iDRAC JRE5Ar 2y B LUESE LS| 3
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f§F SSH E% Telnet P33 {1 SOL

Secure Shell (SSH) 1 Telnet /&2 H 5 iDRAC $ATar & ATIBAE I 200 . #& AT LB AT — 4 0 - Hrim 2
RACADM F11 SMCLP 4.

SSH #IXF Telnet FIF MR % 4. IDRAC WA ERLIRUER SSH WA 2, FHHAERANB R FER
F. iDRAC [AIF i 2 S EF A SSH 2GS Telnet £if. EiUE ] SSH, BN Telnet 3FAF 24 Wil 1X
TGV 2N SSH % P b 5 R0 2% FE R AR K 22 4 4 A ZE T Telnet.

S FHAEE HRG 32 4F SSH i Telnet W& WM FIFFIEFR /T (1l PUTTY B OpenSSH) #E#:% iDRAC.

¥#: M Windows ] VT100 3¢ ANSI 3/ EF2JF121T OpenSsH. 7E Windows iy &3 /R 5 N ig1T
OpenSSH & SHINEELILEAIERIBAT (R, FEEEARN NI AR ERER) .

{F] SSH 8% Telnet 5 iDRAC IS 2 /i, iHHI{%:

1. fiiE BIOS LUs HE 1Tl & .
. f£ iDRAC #ftE SOL.
3. ] iDRAC Web Ft1iiak RACADM Jg A} SSH =%, Telnet.
Telnet (i1 23) /SSH (i 22) % i <——> WAN &E$: <——> iDRAC

FETF IPMI ) SOL f#iF SSH 88 Telnet WM T S 40A FHRER, R AT R M4 H457E iDRAC WK
o BAEFR SSH 8L Telnet ¥4 & 25 20 RE WS SRR NN 5258 R BE R H 470 I BE I BE . HB 470 1 I8
HHME T E ANSI- 8 VT100/VT220 4351 shell. B ATH81 69 A 30 & 2 11 %) SSH 8¢ Telnet #8i

AN
o

HHRES
M Windows #J Putty f#i ] SOL
M Linux [ OpenSSH &% Telnet ffH SOL

M Windows _£-#9 Putty (&7 SOL
M Windows Management Station L/ Putty JA 2l IPMI SOL:

E VE: 2, EELLATE Overview (BE') — iDRAC Settings (iDRAC #%E) — Network (f4%)
— Services (%) T HEIERIN SSH B Telnet #BHT

1. BI7UU T a4 %2 iDRAC: putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-
address> <port number>
% VE: o S R T R AN B A E i 5 B 7R R I

2. iBfT4 console com2 B connect LAJEF) SOL HEI1EZE RS
BT NE B B 528 R80T SSH 8% Telnet Th3 I SOL &1 . E R iDRAC AT MG, 18
PAT Esc B FHRIE. Putty A1 SOL &84T M:
o EFFNLEREFE I putty V5 AZE RGN, WHIR putty EIOThASEERIE AL E UL BN

— VT100+ — F2 j@it, {H F12 TikidEid.
— ESCIn~—F12 @i, {H F2 L.

© fE Windows ', WIREZEFLRSE (EMS) £266 G 7F EHLE R 5135 2RI JF, N Special Admin
Console (SAC) & fe ik, B SOL =il, KM%, FTIF7— A&, SRJE A R a4
JB3) SOL 2.

130



AR
{£ IDRAC 21T & F Wi SOL &if % ke

M Linux _£#9 OpenSSH ¢ Telnet &/ SOL
M Linux & x5 E 1) OpenSSH B Telnet JE3) SOL:
VE: I LE, A IE Overview (HfiR) — iDRAC Settings (iDRAC #E) — Network (M%)
— Services (JR%) NHEMERIA SSH 5 Telnet 15N .
1. E3hshell.
2. AL dr4 %83 iDRAC:
%F SSH: ssh <iDRAC-ip-address> -| <login name>
T Telnet: telnet <iDRAC-ip-address>

ﬁ VE: R E KT Telnet ARG HIBRIAN OS5 G 23) , W 0 SEINE] Telnet fir 4452 .
3. {EMAIERM FRIALL T4 2 —)H3) SOL:
connect

¢ console com2

X2 iDRAC IERERISZE R4 SOL Wi . — H 57 SOL £1%)5, iDRAC AT hl ¥ AT H . #%
HREL SUFF IEWERE LAFTIT iDRAC #r & THHl 6. — B SOL &1 EHRE, # WFF| Mo fis: FITE.,
ZE RGN, AL SOL £ 75 B — L[],

B i LR G coml sl & com2 JAE) SOL. HH 51355 4% A Smi £k
console -h com2 fir 4 T R RHEAL I NEUR B HR AT S 1 8 7 40 50 B8 4T D S AC e IX I I 25
Ji Sl g X I ERIA CRRCRD R/ g 8192 4%, ] LU A BAN i 244 e B0 0 B /N A -
racadm config -g cfgSerial -o cfgSerialHistorySize <number>

4. B SOL il AR HIESNAT SOL i

RS
{fi [ Telnet EEfEHI &
A Telnet 251 L # Backspace f#
7E iDRAC iy 247 5] & T T SOL £ il 4

&/ Telnet EHEZHIE

2 BIOS S HI G A VT100/VT220 1 B, Microsoft #4E &4 3L Telnet 25 /7 i 0] RE A< 1IE 7

7~ BIOS B %, QR ARENEE, T4 BIOS il & il ANSI B A HT BoR . EAE BIOS W E s
PATULRR T, HEBEEIDESE — EE&WmAEE — ANSI.

TERCE 2 o VT100 (i B i M, 5 os 8 W) e i ) & (0 i D ks AR 7 BB N 25 1T x 80 41l LA - 3¢

AIEWER; S0, HLYCRFRE 2 HIELD

FE A Telnet I 4 :

1. 7£ Windows Component Services (Windows Z:845) ' j5 /1 Telnet.

2. MFHLLI N4 #ER:3) iDRAC: telnet < IP address >:<port number >, HH IP address J&
iDRAC () IP #s3ik, 1M port number 2 Telnet %% IT15 (RGBT .
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K Telnet £ 1777 & Backspace ##

R Telnet & P, {1 <Backspace> GE#) #TTRES A BAMULE R, B, SERESEIR ~h. A
i, KZH Microsoft Al Linux Telnet 25/ 3 44 7 it B 1 ] <Backspace> 4.

ZRLE Linux Telnet 1% {# [ <Backspace> ##, I & IR IHEAN stty erase ~h. fEFRFF T,
A telnets,

fic & Microsoft Telnet & /i H <Backspace> f#:

1 @A RAFED (RFE)
WRBHIELT Telnet 2k, EHAN telnet. WRIEFEIZLT Telnet &%, &% <Ctri><]>,
3. TERRTF T, B set bsasdels

AT YN EP5, » Backspace will be sent as deleteo

£ IDRAC i TR & BT 7F SOL 215 #
WiFF SOL i AT A AR . 1Y SOL &if e & Ibr 4 feiR AR .
W SOL 1% iEH:, M iDRAC fr 47 & 41k SOL 4315

TR SOL TEM, KK <Enter> £, <Esc> %A1 <t> 8. SOL &% KM,

M Linux B Telnet IBH SOL £&1iF, iE1%MF <Ctrl>+]. KB Telnet #27R75F. i\ quit iBH
Telnet,

WRAFEFHE SOL &1HRA e a1k, MHAh SOL &G m e AT . BRIt &, 1i57E Web Ftif
] Overview (i%.) — iDRAC Settings (iDRAC i%E) — Sessions (&if) FT& L iT7EHlE

84 LAN L IPMI 5 iDRAC i&/=

1&%Z508 iDRAC BLE LAN I IPMI, A BEXHMEATAMB RSN LAN {58 )8 FHEEEH IPMI 54, WREZHCE K5
&, MM RS T AE R IPMI 45 iDRAC JIRSLiE(E,

fFH Web FHAELE LAN L IPMI
fc & LAN | IPMI:

1. {£iDRAC Web i+, #ZM¥E — iDRAC 8 — M%.
FERI £ &7~ Network (48 T .

2. {EIPMISettings (IPMI&B) T, fHa/@tEE, REHd Apply (FLF) .
B RLEIME R, H2 01 iDRAC Online Help (iDRAC BEWLTEEL)

LAN F IPMI &8 CRLE

f#F iDRAC i B A HERFEE LAN L IPMI
FC & LAN | IPMI:

1. {f iDRAC Settings Utility (iDRAC BEAFRER) #, # % Network (P4 .
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# f7 iDRAC Settings Network (iDRAC #E M%) Tk .

% T IPMI Settings (IPMI 8D , &5EMH.

BRLETMEE, H2% iDRAC Settings Utility Online Help (iDRAC ¥ B /A FIFEFBHLTEED
kil Back (J5iB) . Finish (58H0) 1 Yes (&) .

LAN L IPMI %8 Bl HE .

f¥F§ RACADM ¢ & LAN I IPMI
ZRELE LAN L IPMI, 5 {#H set 3t config iy 4 :

1

JaF LAN E IPMI:

. fEH Conflg 4 : racadm config -g cfgIpmilan -o cfgIpmiLanEnable 1
« f#if] set 7% : racadm set iDRAC.IPMILan.Enable 1

VEZEEMEMH LAN _E IPMI BEBATH IPMI 654, BXxELZER, {5257 intel.com L
IPMI 2.0 #iE

T IPMI S TERUR -

o COI’lfIg fi4: racadm config -g cfglpmilan -o cfgIpmilLanPrivilegeLimit
<level>

« fdiff] set iyd: racadm set iDRAC.IPMILan.PrivLimit <level>

Hp, <level> ZULTE—TL: 2 (HF) . 3 GRER) 84 D

R, THBRE IPMILAN {E8 0% % 8.

. ﬁfﬂ%conﬂgnny racadm config -g cfgIpmilan -o cfglpmiEncryptionKey <key>
- ffif] set i7%: racadm set iDRAC.IPMILan.EncryptionKey <key>

Hrf <key> & —MERH753E #8020 FRINE % .
ﬁ ¥E: iIDRAC IPMI 3Z#F RMCP+ hill. ARFEZIEE, ES M intel.com L IPMI 2.0 #¥iiE

Ja F B2t Hief2 RACADM

BRI L iDRAC Web St ak RACADM Jj& 8k 25 Fi 2 RACADM. &% ] IFATiafT LN fE RACADM £
ﬁo

{5 Web 51H J5 F 525 2 RACADM

JA A 844 32 RACADM:

1

7£ iDRAC Web #H+, #%ZH#% — iDRAC &8 — W% — k%
% 5o~ Services (RS W

1EifE RACADM T, #E#FEH. B, ®HFEH.

R .

e FE RACADM W AR L 5 F s 8k F

I
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f§ | RACADM J5 F 5 R #2 RACADM
2R\ 5 FH RACADM mfeThe. wnR zEH kIhRe, i8N Fid 2

. fHH conflg 4 : racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 1
« ffif setn4d: racadm set iDRAC.Racadm.Enable 1

FARH AL DIRE, HRAU T2

« fHH config fir4: racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 0
« f#iH set a4 : racadm set iDRAC.Racadm.Enable 0

% VE: AR RS LB AT IR e A,

24 F A< H#i RACADM
AHh RACADM BB A . BE4AH, ES AU DS e EML RS 111 iDRAC it E W E .

BHXE &% LK IPMI

2 2% &, £/ Dell Open Manage Server Administrator 7] J3 FHEZE M IPMI. HXEL(EE, iSH
dell.com/support/manuals 324t H Dell Open Manage Server Administrator’s User Guide (Dell Open
Manage Server Administrator F#6r)

7£5| FHAR N BEATEH S B & Linux

LU 8% T Linux GRand Unified Bootloader (GRUB). 41548 FH AR [F 1151 S0k ey, W3 ER U
Mo

E vE: ERCE R i VTL100 17 FA N, K SR 35 ) B 4D % 1) 65 /0 & 11 BN HIRR P i B 25 47 x 80 41
DA ORSCAS IERf s o 75U, A S8 SOA B 7T e 2 L AL A

YR LR UL AR /etc/grub.conf SCF:

1. #REICMFH General Setting CRELBLED 2> IFA LA T %

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. TEWNIAT LIBIPEAN LD
kernel ............. console=ttyS1,115200n8r console=ttyl

3. %% GRUB MBS I T UK. B, GRUB FEHASTE RAC MBIl & Rn,. Bik
HAEEAE, EERELL splashimage k4T
PL Rl At 7 7”1 fetc/grub.conf S0, o AE e A BE 11 5 5

# grub.conf generated by anaconda # Note that you do not have to rerun grub
after making changes to this file # NOTICE: You do not have a /boot
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partition. This means that all # kernel and initrd paths are relative to /,
e.g. # root (hd0,0) # kernel /boot/vmlinuz-version ro root=/dev/sdal #
initrd /boot/initrd-version.img #boot=/dev/sda default=0 timeout=10
#splashimage= (hd0,2) /grub/splash.xpm.gz serial --unit=1 --speed=57600
terminal --timeout=10 serial title Red Hat Linux Advanced Server (2.4.9-e.
3smp) root (hd0,0) kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal
hda=ide-scsi console=ttyS0 console=ttyS1,115200n8r initrd /boot/
initrd-2.4.9-e.3smp.img title Red Hat Linux Advanced Server-up (2.4.9-e.3)
root (hd0,00) kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s initrd /
boot/initrd-2.4.9-e.3.im

4. ZRHHZA GRUB EHREN RAC B3 AT HH A s IEH 6 218, K LA AT IS fr A 1850
console=ttyS1,115200n8r console=ttyl

AR EIR console=ttyS1, 57600 MBI — NI,

RS REEXIEREH G

TECE fetel/inittab 1, I —ATLLAE COM2 470 1 FALE agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

LR 7= 1 S5 s A B G AT 17 Bl ST A

#inittab This file describes how the INIT process should set up #the system in
a certain run-level. #Author:Miquel van Smoorenburg #Modified for RHS Linux by
Marc Ewing and Donnie Barnes #Default runlevel. The runlevels used by RHS are:
#0 - halt (Do NOT set initdefault to this) #1 - Single user mode #2 -
Multiuser, without NFS (The same as 3, if you do not have #networking) #3 -
Full multiuser mode #4 - unused #5 - X11 #6 - reboot (Do NOT set initdefault to
this) id:3:initdefault: #System initialization. si::sysinit:/etc/rc.d/
rc.sysinit 10:0:wait:/etc/rc.d/rc 0 1ll:1l:wait:/etc/rc.d/rc 1 12:2:wait:/etc/
rc.d/rc 2 13:3:wait:/etc/rc.d/rc 3 1l4:4:wait:/etc/rc.d/rc 4 15:5:wait:/etc/
rc.d/rc 5 16:6:wait:/etc/rc.d/rc 6 #Things to run in every runlevel. ud::once:/
sbin/update ud::once:/sbin/update #Trap CTRL-ALT-DELETE ca::ctrlaltdel:/sbin/
shutdown -t3 -r now #When our UPS tells us power has failed, assume we have a
few #minutes of power left. Schedule a shutdown for 2 minutes from now. #This
does, of course, assume you have power installed and your #UPS is connected and
working correctly. pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System
Shutting Down" #If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels co:2345:respawn:/sbin/agetty -h -L 57600
ttySl ansi 1:2345:respawn:/sbin/mingetty ttyl 2:2345:respawn:/sbin/mingetty
tty2 3:2345:respawn:/sbin/mingetty tty3 4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5 6:2345:respawn:/sbin/mingetty tty6 #Run xdm
in runlevel 5 #xdm is now a separate service x:5:respawn:/etc/X11/prefdm -
nodaemon

TESC M letc/securetty 1, {FH COM2 [HAT tty AARBTIE—1T:
ttysi

PAR 7 ) 5 s i A T AT s B SO
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7 TE: ST (~B) £ AT & LAEH] IPMI T EIAT Linux Magic SysRq 74

vce/l ve/2 ve/3 ve/4d ve/5 ve/6 ve/T ve/8 ve/9 ve/10 ve/11 ttyl tty2 tty3 tty4
tty5 tty6 tty7 tty8 tty9 ttyl0 ttyll ttySl

SRR SSH Jm%‘i%
FAFEH SSH Pl 5 iDRAC IB1E, B PRI LML R,
#.12: SSHHE R

FTRFBEH FR

AEXHFR N2 Diffie-Hellman DSA/DSS 512-1024 (FEHL) fZ/NIST
BIIRTEN

YRR 0 « AES256-CBC

RIINDAEL256-CBC
+ AES192-CBC
RIINDAEL192-CBC
AES128-CBC
* RIINDAEL128-CBC
BLOWFISH-128-CBC
+ 3DES-192-CBC
ARCFOUR-128

HE e HMAC-SHA1-160
HMAC-SHA1-96
+ HMAC-MD5-128
HMAC-MD5-96
IAIF =Y
PKA S 3&4IE N -F BN
xt SSH A il A SRR

iDRAC 3¢#F SSH _EMIAILE AL (PKA). X2 MRS AHERMIIRE. MR IEFHIEMMEH SSH LK
PKA, W% 55] iDRAC I, BIEHHAR N 2B . X0 8BTS MR B s AR A . -
B AL AT RFC 4716 B openssh #&x0. TN, EUAU4 % HEG %K.

ARSI T, DAEE B LA — XA A LS. B AL L83 iDRAC AHF 7, R SSH %
e AL B Ak @ Ar A Mk 5 iDRAC Z IR IEAFE L &

Ry LR LR 5 i SRR A R

o XTIEAT Windows 1% P, f81H PUTTY Key Generator S/
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X TIZAT Linux 1% o, f§1H ssh-keygen CLI.

/\ /ML fEIDRAC b, ZfUREH REABTHERM P ARAA P ER . B2, TUETEE”
R AFE AP AR . BA ARG AT BSEMA S KRE. X uEEs MR,
NEMAPEE SSH FHF. mTRERERE, FEik, HEES R .

N\ AvD: B8R AR/ SSH &R R TBRT REM PRI SRR v R B
(X1 SSH %4, EHmEER D BHAUR

H RRAE Windows H i B B /A 3L 5% 4H

T PuTTY Key Generator N FHFE 761 i 2 A 24

1. BENZN TR I B B AL B SSH-2 RSA B SSH-2 DSA 581268 (SSH-1 ANZ 3 H) . sS4t
FRELIEAL LSS RSA H1 DSA.

2. ENEHIAE. 4T RSA, BHMECH 768 4096 £z, Xl T DSA, WA 1024 fi.

3. AR, BERREE DR RT.
RN R

4. B MBS HSETR

F N BT RS LR A

6. RIEAFLFAHEEL,

g

A BRAE Linux F1 458 A B9 A 3L

FAFH ssh-keygen PR FAIEIEARH, EHFFLNE O JEE shell JRFFF, #iAN ssh-keygen -t
rsa —-b 1024 -C testing

Hrp

-t J& dsa X rsa.
- b I E AT 768 1 4096 Z 1A KN AL %
o - CHEENAVEMAILEHIETR, ZIETURATIER .
E D EIIX 5 KNG
WP R TEAE. S PATIE, W LEA .
/hi>: /5 ssh-keygen M Linux Management Station 4= i34 23k 4716 A EMHH ssh-

keygen -e -f /root/.ssh/id rsa.pub > std_rsa.pub ¥ZXZHEH N 4716 K. BIE
BUZ BB SCAFIIAUBR o 23 2 A A BRUABUBR AT

ﬁ VE: iIDRAC R HIM ssh-agent # K .

4% SSH %44

W LUK #2071 7 38 2 DI A SR B I SSH # A . MM ASL B BT, IEMREERHE T O’
B, UEEHA S EsME

I A ICEPIN, ERRIA B A SR AL BRI RG] b iIDRAC ASCRAEAINHTE P L AT 1
e AR DR CLRT A PN ER o« SR Isr s sS40 8 A SSH S Rl
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1/ Web JR/f L # SSH 245
3% SSH w4

1. £ iDRAC Web #iiH, ¥ ZEH% — iDRAC & — W% — R RAE — A/
BER R R oR P U

2. ffUserID (J/7 ID) #I, HdiF ' ID w5
¥ &7~ Users Main Menu (JH P E3E8) T,

3. & SSH Key Configurations (SSH #4AERE) T, 1%+ Upload SSH Key(s) ( % SSH #4) , 4AEH
i Next (CF—#)

# 7~ Upload SSH Key(s) ( L% SSH #4) Wi .
4. W PIT 7z — L3 SSH % 4HH:
L.
o BRI P SR SCAAE,
HxRELIER, 2 M iDRAC Online Help (iDRAC BENLEEE) .
5. sdpH.

1&/H RACADM _|-#; SSH #¢Y
ZL L4 SSH %4, WHIB T T Mg
% VE: ORI b A B[R AT
5T AH RACADM, E#HAT: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>

o XFFimFE RACADM, ifffiH Telnet 8( SSH: racadm sshpkauth -i <2 to 16> -k <1 to 4> -t
<key-text>

filtn, BRSO s BB N R R IDRAC T ID 2, 1HIBITRL N s
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key
% VE: - £ WIAE telnet/ssh/serial RACADM ANz,

#E SSH %4
AT LA O 33 IDRAC 554,

1&/H Web JRET&ZE SSH &£
#HE SSH %4

1. 7f Web 5, %% Overview (HE¥I) — iDRAC Settings (iDRAC &) — Network (M%) —
User Authentication (F§ P S4%AE) — Local Users (M) .

A AR S 7 P BT
2. fEUserID (A ID) %, Bd&MA/ ID WS,
% 5~ Users Main Menu (I E3E8) T .
3. {ESSHEHEE T, ERETE/MBR SSH FH, AEHREHT—9H.
4 7R View/Remove SSH Key(s) (EE /Ml SSH 43D TUIH & %40 2.
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1%/ RACADM &7 SSH ##7

TAE SSH %4, HIBITLL R

o H}E4A - racadm sshpkauth -i <2 to 16> -v -k <1 to 4>
AT %4H - racadm sshpkauth -i <2 to 16> -v -k all

W SSH 48
TEMB A LB A, WHEEESPREREER, LUiRmss.

1/ Web JREH SSH &4
B SSH 254

1. 7F Web S, 3% Overview (HE¥I) — iDRAC Settings (iDRAC &) — Network (M%) —
User Authentication (P B #iE) — Local Users (AHFHF) .

K 5 P DT
2. f£ UserID (/1D Fd, HiH ID %5,

B2 R User Main Menu (F P E3RB) UM .
3. {ESSHEHWME T, ERETEMBR SSH FH, AFHREHT—5H,

WG B 23 SR A & B E 404 B0 View/Remove SSH Key(s) (ZEE /M SSH %54H) WM.
4. %% Remove (IER) EMIBRKEL, M58t Apply (MAD .

Jiv e 2 A Bt A o

1%/ RACADM ¢ SSH #45
IR SSH 254, 1HIE1TUL F vl

HrE %4 - racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
FrE %4 - racadm sshpkauth -i <2 to 16> -d -k all
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7
P B P i P AR PR

T LR E B ERUR (EFAEHFRFO BRI P LM iDRAC BHIE RS MG Rt w4, BMER
T, A E B AWK B E iIDRAC. WWERIAH 48 root, I H 504 calvin. 1ENEIR, EAURE
FH P P B i HoAd A - 15 1) iDRAC

el LR B A P e P B3RS (51 Microsoft Active Directory 5% LDAP) LB Ak, . f#/HH
SRS SRt — AN A A B T B AL K

iDRAC SCHFEET f iy il oA — A RBUR IO 7o MmO B 0, A 0. Rl sliefte. MsE
SCRT A S KA PR o

AR
i P A 3l ]
Bl & Active Directory H /7
BCEIEHA] LDAP A1

Ao E A 7

e ] LU RS 2 B0V R BLBR7E iDRAC FRIRE 215 16 MNAMA 7. A2 IDRAC I 20, iEKIE R B A1
AR ETR . AT DM R e F P AR SR I B R 7 4 ST A . X e P P 4 R0 A DA kA ]
iDRAC )&=y A (B Web 7. RACADM 5§ WS-MAN) #47 ik, SR al LUNREANTH ) E FHeizE i
SNMPv3 BiiF .

i/ iDRAC Web F-Tafic B 3 Ff

FEERINAES & A iDRAC /-
Q Vi B A RCE P AR A Re A g iDRAC FH .

1. 1EiDRAC Web #lih, # %M —~ iDRAC %E — HPWAE —~ AHH/.
BT SR Users (FH/) T .
2. {EUserID (/7 ID) ¥R, B ID 45

g A7 LRT IPMIEES RS, EOERE SR E.

7% User Main Menu (JII /' 1328 T .
3. L% Configure User (BLEM ) , /5 Hidi Next (F—#H) .
7% User Configuration (/7 ICE) Wi,

4. JFHHEFP IDIEAEPIREHEP A BV R, & LS PR B SNMPV3 B6iE. B RS IR
HL(5R, S IDRAC Online Help (iDRAC BENLESHD)
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5. iy Apply (A1) o Bl EA PRI .

1% F§ RACADM it B A HL A
B Y LAUMI root S54 EAERE Linux R4 EHIT RACADM .

& LA RACADM L& — 8k £/~ iDRAC .
HEHE A B ERCE BB 1 IDRAC H A, WHHATUL T BB —.

%;%ZIK%EPE"J RACADM 7r:ffl, @i RACADM fir & HIHLALBE S, RIS HEBAN 20 R4 LT IZtbAb B 5L

o FEAE A E BB SO R A2 A % A2 iIDRAC LB S 3 44T racadm config B racadm set 1

4.

IR IEAERC BB ) iDRAC B 18 B2 H T racadm racresetcfg 4>, MIME— (K24 7GH & root, Y
A calvin. racresetcfg Fa & <444t iDRAC H i NERIME

By G SCRTTRURHECR . Pk, fER iDRAC B, P ATRERAT AR 51505 -
BUGUEM RS AAE, TEEm SRR T RA L T a4

+ fliff]l config fii4: racadm getconfig -u <username>

9

BIANCLT %, SRR ERG 1% 16 Hig—"

[ config % : racadm getconfig -g cfgUserAdmin -i <index>

. fHH get 4 : racadm get iDRAC.Users.<index>.UserName

% W BIETT LU racadm getconfig -f <myfile.cfg> BY racadm get -f <myfile.cfg>,
HEE B myfile.cfg SUIF, %S ATH IDRAC BLE S 4.

ENSHANG D 25 HLFHE - RER. HPEERNRE:
R O &8 getconfig iy 4-:
# cfgUserAdminIndex=XX

cfgUserAdminUserName=

mREELMEH get 4

iDRAC.Users.UserName=

R cfgUserAdminUserName %t R & H1{H, WA LMEA cfgUserAdminindex X RIERII R T 5. 1R
‘S EEN T AR, RIS 28R

i il racadm config T-ir4 Fah i R i, 2200 -i T 2 &5l .
WHERE, ARG EIRK cfgUserAdminindex X R UG #" FF. ERAZE AL R FERE, w0H

&4 F racadm config -f racadm.cfg & KE 2 R ESANMESHEMAS R, BIEREE &R X7
N FeVEAE P AR R 1 B L B 22 4 iDRAC I B & T8 K (1) R & 1
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BN P R A SNMP v3 BHIE, %18 ] SNMPv3AuthenticationType. SNMPv3Enable.
SNMPv3PrivacyType % %. HXxELIEH, 2 dell.com/esmmanuals 24K RACADM Command
Line Interface Guide (RACADM 41T s -

USRS A2 XML B B 52, 518 AuthenticationProtocol. ProtocolEnable il PrivacyProtocol J&
MK A SNMPV3 B E .

f#F RACADM ¥%5n iDRAC FH /-
BERINE A 3 RAC BiR &, 15 AT LR A

1. WKEHP4.
. O WETM.
3. WEDTHPRR:
+ iDRAC
+ LAN
* Serial Port
« LAN k51T
4. BHHFR.
AN R

N TH 7B B AT AR T P "John” 56 "123456", %M Pt RAC BB FRUR .

racadm config -g cfgUserAdmin -o cfgUserAdminUserName -i 3 john

racadm config -g cfgUserAdmin -o cfgUserAdminPassword -i 3 123456

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminPrivilege 0x00000001

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmilLanPrivilege 2

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmiSerialPrivilege 2

racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminSolEnable 1
3

racadm config -g cfgUserAdmin -i

EHATIOUE, TEHER AN Az

-0 cfgUserAdminEnable 1

racadm getconfig -u john
racadm getconfig -g cfgUserAdmin -1 3

% RACADM &M HE 215, #E5 W dell.com/support/manuals _E#24t(K) iDRAC8 RACADM
Command Line Interface Reference Guide (iDRAC8 RACADM 447 A iS4 15E) -

Ja FH B AR iDRAC A
A RAREE BRI P GET AR -
K i T LS getconfig A1 config fir4- 8 f#1] get A set fird.

1 G EEREITT R RSl

. fﬁﬁﬂgetconﬂg % : racadm getconfig -g cfgUserAdmin -i <index>
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£/ get 74 : racadm get iDRAC.Users <index>

2. fEAPH R A RN DL R i

{5 Conflg fif4: racadm config -g cfgUserAdmin -o cfgUserAdminPrivilege -i
<index> <user privilege bitmask value>

[ set #y%: racadm set iDRAC.Users.<index>.Privilege <user privilege
bitmask value>

E VE: A RAEE BRI S RS E 513, 1524 dell.com/support/manuals -2 i1
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4715
Y8 » BRUBBRIE RN 0, BIRIRAHFEA CJa FHBUR

AL & Active Directory F

WA B A FEFH Microsoft Active Directory #f, 84 AT DARE B F A AR LT iDRAC BIH AR, M
SRR B SRS T RIIA S m iDRAC FI P RUBR AT #0. 1X & YT RITIRE

¥E: Microsoft Windows 2000, Windows Server 2003 #1 Windows Server 2008 #:4F % %t 3z 43544
Active Directory KifJj] iDRAC H /7.
& LLIE Active Directory BLE FH P B0 30 E LLE 3 3 iDRAC. fEIE AT AR ALIE T MA@ mIAUR, MIm{EE
J\Tujjﬂuﬁﬂ)i' T 2 45 5 AR o

5 E— 5545 iDRAC f ABLR A FRAHEL, BIECRAE S MEBRTRN:

#.13:iDRAC A fa

B X —4% B—R Privileges (BLFR)

EHE R =il B, BE. RERS. BE. RGHRH1L Ui e
B WREMN R . REHERE. AR

(Sl S G . BHE. RG] R ERNEREG . U R R
REGHME. R

Read Only (R FeTZH B

i59)

7 g 7

. 14: iDRAC F PR

B ETiX— B—R iE

ok 3% iDRAC S P & sk 2] iDRAC.

fic & fic & iDRAC VA L E iDRAC.

i B FH i 5 5 FH P AT LSS VFREE P U 1) R G
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B X —4R A—fR BLH

H& THERHE 7 AT LA R R e g H & (SEL).
EX2 il AT IR 55 s i 2 A ENL ARG RHLE BT
VRS Ui EREEHI G EE R T LS AT s A .

GE T 17 R ss

&)

i EMEER G GEH

TALEE RS U 55

)
V7 7] B2 5 Vi A A5 fd P AT BLIS AT A TR AU 5T
RGN T FEVF LA 8 RN K7 SRR P AR A e A1 LR AR IS

FFHEAT LR

Debug Ciix) PAT L Wi & il AT BLig AT 2 Wi 4

%t iDRAC {# Fi] Active Directory 3&iF i AT #2261
Y HEM Active Directory B FHL

%t iDRAC f#FH Active Directory H:iF TR 14
i ] iDRAC ) Active Directory S 30IELhRE, EIARCHAT T HIHA1E:

« ¥ Active Directory 28], HIVELI{E R, WEZH Microsoft (k.
¥ PKI £ B Active Directory 224, iDRAC i FHbriE A 3L 2 FA 488 (PKI) AL SKEHIE Active Directory
224 tt. HXRELIEE, 135 Microsoft [k,
7t iDRAC EHZIM T A 4 LA HZ &8 7 )2 (SSL), VAR A It s = e,

MHRESE
eI s i g% s A SSL

e 2% 15 A SSL

24 iDRAC f# ] Active Directory il #85EH P B, <28 8) S hlas 2 MK SSL 21k, UMby, sl ss
W IRAT HYGENL (CA) 2B HE T — HARIE 3 E iDRAC w1 X T /7 /72 F 384 il 35 38 IE 1)
iDRAC — AN B R AR I 2 ) 33 1 2 T34 ) 3% — 23 d5 il 38 L B AT s IE A 2 2 K S T SSL
iE.

WIERAEASH Microsoft Enterprise Root CA A7 244 18 (I BT A S il 28 43 B 2] SSL RS, T2t

1. RS b 2ed SSLEH,

2. KBISEEH 2R CAETH S i3] iDRAC.
3. S\ iDRAC [ SSL iFP.
RS

LRI B SSLUETS
Frdek sl 2248 CA iEH 5 & iDRAC
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S N\ iDRAC [} SSL iE-P

LA MRIE R AR H) SSLAEF
LR R 23 (1 SSLAEAS

1

il Start (JF#E) — Administrative Tools (¥ T B) — Domain Security Policy (#4308 .

J&FF Public Key Policies (AJFLEERIED 0k, A4 Automatic Certificate Request Settings
(BFNEHHBERE) H il Automatic Certificate Request ( HFHFHHE) .

¥ .7~ Automatic Certificate Request Setup Wizard (E3IFHHERERS) .
i Next (F—38) 3£1%% Domain Controller (3Fi%H]58)
#ih Next (F—3#) , SRJ5HE Finish (58 . SSLIEH T 28,

BIRFEH 2R CA IE B S H E iDRAC
By T WRRGIELT Windows 2000 SREMEFIALH CA, LTS RATHEAF.

FOSEH 2AE CA IFB S H % iDRAC:

Huwn PR

13.
14.

B2 4T Microsoft Enterprise CA AR 45 iz il 2 .
B — 31T
N mmc, RJEHET OK (FE) -

7t Console 1 (FE#|E 1) (MMC) & O, #idi File (GUfF) (££ Windows 2000 &%t F ik
Console (##15) ) Hik# Add/Remove Snap-in (FIN/MBEEET) .

£ Add/Remove Snap-in (ZSN/MBREE BT @HF, Hii Add GRID -

1t Standalone Snap-in (JISLEHE¥IE) &IOH, ik Certificates (IEFS) 44 Add G -
%% Computer GHEHL) H i Next (F—H) .

ERAMTTENL, REER, REREHE.

fEREIE L a0, HRREBANER k.

- WEDFHB TR CAET, EFEREES. RERLEH..

£ Certificate Export Wizard GEHEHFS) #, i Next (F—35) JFi£#% No do not export the
private key (8, AFHBEHEH .

. B Next (TF—3#) Ji%4#% Base-64 encoded X.509 (.cer) (FET 64 firmiG X.509 [.cer]) 1E )k

iV
i Next (F—#) IFKIEBHREERS LM HE.
BAEB IR 13 PRAFRE 5 _ L% 3 iDRAC,

B\ iDRAC [Eff SSLiE$

iDRAC SSLEF572 I+ iDRAC Web A% 23 HIAHIERIE TS . BT iDRAC 2 il #s # s — MNEA R B 2L AE 1,
R Active Directory k45 #815 BONAE SSL 2 G VIR LY BUW I S8 IE 25 7 5, #5875 0K iDRAC MRS #8ET E
# 3 Active Directory 1z 2. W15 Active Directory AN#E SSL 21 FIMI LG4 B BOWIAIBAT 25 P 35 3641E, )
T T BB 5 9

ﬁ YE: IR RSE4T Windows 2000, LT EBRATHEAE .

E vE: WK iDRAC [ SSLIEF /2 CA %4 19F HiZ CA HIE+ C &AL T35 il 28 1“2 B AT AR UGEN AL

FIR, BWAPITANFHD K.
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H iDRAC [Eff SSL UEFS SN B A 32 8805 AR I IE 3 51 3 -

1. f#HLLT RACADM 4 T4 iDRAC SSL iE45:
racadm sslcertdownload -t Ox1l -f <RAC SSL certificate>

2. 1R EHIE L, T MMC Console (MMC ##i| &) % NIFiL#% Certificates (GE13) — Trusted Root
Certification Authorities (Z/SERRINERMD .

3. AEREHER, EREREELSHFREIA.

4. i Next CF—2) JEMIEE] SSLAEF .

5. LEREAEE B8R ) AR ERIRIAENLH 223 iDRAC SSL .
R 22 ORER, E R CA %447 T Trusted Root Certification Authority (ZZ{S{EHIARIAIE
LA ZIR AP EIE S WU ARLESI R, W2 B % ) 3 b2

6. %ﬂi Next (TF—2) FFiEIFREE Windows HRIFIEF R [ SR FHE DA X, sl I e 7 ik
X

7. HESERR, REEEBEE. iDRAC [ SSLET O S A B ST iE B % .

X #r Active Directory KiEHLE
fa ] U PR 7 248 Active Directory & SCiDRAC Fl P il B :

o ERAEZEHARIRTT R, AUEH Microsoft [IERIN Active Directory 4% % .

FREAHRERTT R, 18 H E LK) Active Directory Xt %. FTH Ui M2 $I% £ #{E Active Directory 4
. B R S AR 2 M R [E iDRAC _HEEE FH P 17 [ AU IR SR A T Sk i R s k.

AHRME
FriEZE44 Active Directory HEYE
¥ JE LA Active Directory #E %

FrUEZER Active Directory HE R
W EFTR, 9 Active Directory ££Bff FIARMESELI 75 B 7E Active Directory #1 iDRAC L #RIHTHLE

Configuration on Active Configuration on
Directory Side iDRAC7 Side

Role
Group Name
and Domain
Name

Role
Definition

Role
Group

B 1: f#iFH Active Directory Fr#EZE#ELE iDRAC
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7 Active Directory H1, —AMbpvfEdxt g HEM A, BAA iDRAC ViR AR oM el s . B4
I P A BC T [ 4 8 iIDRAC IR, 7R E7E4s & IDRAC LECE (4R R4 . AR % AR A4
iDRAC (A= Active Directory #1) k47 5E L. £ IDRAC 1, mZATLUE X AANMBH. RSHEH
G RABINAAHNEIR .

.15 BUAA AR

piRiit ! BRI PR 5 BRI R hLHERD

e 1 ¥ %333 iDRAC. BiE 0x000001ff
iDRAC. FCEH /. &k
Hib. BATIRS s oy
AL Uik mERERa. U
W] A B R
PATIE WS

A 2 xI %33 iDRAC. B 0x000000f9
iDRAC. ATk %5 284z
A iR A .
Vi A .
W BT HA A

A 3 ¥ 33 iDRAC, 0x00000001
ftadl 4 ¥ B TRRR 0x00000000
At 5 I B AR 0x00000000

E vE: “hr i KA 7EFH RACADM ¥ B hrES2F I A H

BRI AEL
R XA AR A (RIEIRELD MR, W ZAE iDRAC LR Bzl gl 7R
SR OLH, SCRPITAT AR,

WRPTA RO (BUEMIREH) RA 2N, WLAHE iIDRAC ERCE 4 RgR ik 5ot £
RS, A mEeAMREL AnRA) LAy 4R,

e B #r1EZEH) Active Directory

ELE iDRAC BLiE4T Active Directory 31/ 1] :

1. fE Active Directory IR 8% (IidEH18%) L, #TJF Active Directory fl F I+ BEHLE FEH T,

2. Bl AHEGEBRE M. ¥ Active Directory Fl 7NN Active Directory 4 B 52 LA Ia] iDRAC.
3. 1 iDRAC L{fif] iDRAC Web FtTHiak RACADM R B 4 4 184 Fl M AR o

HRIES

{fiH iDRAC Web FiHIfL B A FrifE 4244 1] Active Directory
{4 RACADM Jic & B A brE4EH4 (1) Active Directory
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f#F] iDRAC Web S THAC B B A ARHERMKT Active Directory

1

10.

11.

12.

E: AR TBHMER, 1554 iDRAC Online Help (iDRAC BXHLESH) .

{E IDRAC Web Ftifit, % %% — iDRAC B E — FHFRIE —~ HFMRSE.

BB R 2o~ B R AR DU -

1%#% Microsoft Active Directory %15, 4R/5E TR .

W Bl 7% Active Directory BB 58 7ijH .

7 Configure Active Directory (EZE Active Directory) .

&7 Active Directory Configuration and Management Step 1 of 4 (Active Directory EC BB

135, 3£4%) T,

5%, 45 Active Directory (AD) MRS #HE(EHS, 3 FUEBIRUESF b3 SSL R 4G A 18] Bt A BAIE

W2 BB TIE . o, AR BB HI 3 A4 R gk FQDN. ZEEHIE G P R 5e . Rt

DNS REFE M 2 50 B P AT L &

B F—#,

# &7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory iL EIEESE

2, 348 W,

Ja Fl Active Directory 3487 % T Active Directory IRZ-# FH ik AL EG R . th4h, 5EFE iDRAC

B R IDRAC A% Active Directory iR [ K o

ﬁ VE: WHRAERBIIEC S A, e it 88 iR &5 A bk A4 R gm sk FQDN. #fiff DNS S7ERER —
iDRAC B & — P4 T LW E -

Hii Next (F—2) . ¥R Active Directory Configuration and Management Step 3 of 4 (Active
Directory FRBERIEHE 3 5, £ 43P) WM.

1% F¥ Standard Schema (FF#EZRH)) JEHf Next (F—2) .

¥ 5~ Active Directory Configuration and Management Step 4a of 4 (Active Directory Bt B f1& B
FdaP, FE4P) W,

i Active Directory 2593 ik 55 2% 007 B 48 € H T4 P AL PR 4 .

H1id; Role Group (A4 Hi EARAEZLARIZ T 142 Hil A SRR .

¥ 57~ Active Directory Configuration and Management Step 4b of 4 (Active Directory it & & B
Fab¥p, 4P .

feE BRIt Apply (BLFH)

N 1% & JF 7R Active Directory Configuration and Management Step 4a of 4 (Active Directory
EEMEEE 425, 3£ 4P WM.

ik sEiR. ARrEZERIK) Active Directory B B AL B 58 .

¥ RACADM Bt B BA rESLH ] Active Directory
¥ RACADM Mt B A bR 4 ) iDRAC Active Directory:

1

148

£ racadm AT & HRAF R, BATLL R4

+ f#if config 74
racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g
cfgActiveDirectory -o cfgADType 2 racadm config -g cfgStandardSchema -1i

<index> -o cfgSSADRoleGroupName <common name of the role group> racadm
config -g cfgStandardSchema -i <index> -o cfgSSADRoleGroupDomain <fully



qualified domain name> racadm config -g cfgStandardSchema -i <index> -o
cfgSSADRoleGroupPrivilege <Bit Mask Value for specific RoleGroup
permissions> racadm config -g cfgActiveDirectory -o
cfgADDomainControllerl <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADDomainController2 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADDomainController3 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalogl <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalog2 <fully qualified domain name or IP address of the
domain controller> racadm config -g cfgActiveDirectory -o
cfgADGlobalCatalog3 <fully qualified domain name or IP address of the
domain controller>

« fEH] set @

racadm set iDRAC.ActiveDirectory.Enable 1 racadm set
iDRAC.ActiveDirectory.Schema 2 racadm set iDRAC.ADGroup.Name <common name
of the role group> racadm set iDRAC.ADGroup.Domain <fully qualified
domain name> racadm set iDRAC.ADGroup.Privilege <Bit Mask Value for
specific RoleGroup permissions> racadm set
iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP
address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP
address of the domain controller> racadm set
iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP
address of the domain controller>

A RN E A BRI IRIDME, 5 S A A BB .
IR ZS A FQDN, A2k FQDN. #idn, #i\ servername.dell.com M4 &

dell.como.

54i@i¢¢£/1\7ﬁ~/{\%@i&ﬁ@a§o iDRAC Z— 2 ER RGN T E fshhl, HBI RIS ER:
i FAARAEZE RIS, S8 R T b o 0 A (0 2E T R S 2 1) 2 1 St

‘3ﬁﬁ%)i'fllt”:)i'ﬁﬂﬁaéﬁﬁ?NﬂE@iﬁZqﬂﬁﬁ PRUEQN A T B A R R IR S5 v . EZ MRITFAL T, A
e A I 4.

SRR T AEBIRAE, MR BOh 35 E 1) FQDN BY IP #ht B 5 sds i #HEH 19 Subject (LMD
gk Subject Alternative Name (@4 &) BT .

SR EAAH SSL B F LR ETIRIE, EHALLT RACADM i4:

. ﬁﬁﬁ%conﬂgunv racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable O

« f#if set "% : racadm set iDRAC.ActiveDirectory.CertValidationEnable 0
FEMAEILR, T EEVIEN (CA) T,
£ SSL B T FE sl AT IE I0AIE (Alik) -
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« f#H config ff%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 1

o f#if set % : racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FESLTESLR, W AUER LR RACADM 54 B3 CA TEH:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

Es VE: i FAEBRAF TR, 151E B R A RS AR bk A1 45 4R FQDN. #ifRk DNS U7
Overview (#iR) — iDRAC Settings (iDRAC ¥ &) — Network (M%) T Ll HE .

LLF RACADM fir & Al i%&H

racadm sslcertdownload -t Oxl -f <RAC SSL certificate>
2. Wi iDRAC Lt H DHCP Jf HA&75 248 F DHCP IR #5524 ¥ DNS, 1A LL T RACADM fir 4
° ﬁﬁﬁ%conﬂgnnv racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 1
« {fiffl set#%: racadm set iDRAC.IPv4.DNSFromDHCP 1
3. R IDRAC L CU4EH] DHCP sl 48 F-ahi A\ DNS IP #iht, %1 ALLT RACADM 1%
« f#H config fi7%:

racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglanNetworking -o cfgDNSServerl <primary DNS IP address>
racadm config -g cfglLanNetworking -o cfgDNSServer2 <secondary DNS IP
address>

o [ set w4

racadm set iDRAC.IPv4.DNSFromDHCP 0 racadm set
iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. GHLEERCE AR DAETE SR E] Web R RFTHANH 4, WA LL R4

. fﬁﬁﬂconﬂg 4 : racadm config -g cfgUserDomain -o cfgUserDomainName <fully
qualified domain name or IP Address of the domain controller> -i <index>

« f#if] set "4 : racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

G2 E 40 ML REIWS AT 13 40 Z0E

¥R 421 Active Directory HE%
{F Y BAHIfFE R TT = 75 2 Active Directory 389 & .

Active Directory 223%™ &

Active Directory Bi¥E & /5 MR 280093 A BPE - Active Directory SEK9633E FI 11 1 AT 78 5088 B s sl e
BRI . F P SRR B T A 0 8T — il . — 2RI R KRBT R aER P INE T,
Gy G SID45E, 0T DUBIE AN B CME— 1) /& MR 258k 9 ¢ Active Directory ¥ 2 LA T8 K.
Dell 22 B4 *’JU» ffHfd F Active Directory SCFRZFEE HLIGE AL 0 Z 5 5.

RINMEIFLA Active Directory ZEMI RN /5 HEL SEER A U1 FIME— (11 1D & Lo N T AEEEAMT AL Y 4idr i — (1)
ID, Microsoft ¥4E# Active Directory Xt G ARIRFF (OID) %, LME A BRINZEMY R, Al LURIEX
o R IME— I H A SR 58 . EAE Microsoft Y Active Directory 3 284y, Xz B FRS T KB
PERIZE, Dell K 2IME—) OID. ME—KIF B4 FImME—8E 81 )8 1 1D
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Y Ig: dell
M OID &: 1.2.840.113556.1.8000.1280
* RAC LinkID JiRl/&Z&: 12070 to 12079

iDRAC 225 R MR

Dell B BN LLEIE KB, BAM ARIEM . FEBTR MR 15K P 8 5 — 445 2 IR — e 5 31— ek
%2/~ iDRAC %% . RN MZ% F45 &FhH . iDRAC AR AT iDRAC WA A SRV IR M TR K RIE
P, M LB,

S M2 BIE B Active Directory £ BGHHAT AL FIRAI AP iDRAC %45, B R /D — AR Al
—A~ IDRAC & &M % . ST AR L AN R R, It A KRB R TR 75 2R TR 2 AP H
P4 B iDRAC &A% . F 1 iDRAC FH P 2H AT LU Ak F AT ] 35 0 e 5

B, AR S A BERER R — DBURXT R (TR . F P 4B iDRAC W& X R o ARl v B
Gz 4F € IDRAC Bt _EARRRLH] Y HIALR .

iDRAC #4551 8 2151 IDRAC FEIEMI8EHE, H T Active Directory PLIFFATIRIEAIIZAL . 24 iDRAC #in#|
W% J5, R AAALE IDRAC, HE4 %R K Active Directory Z#, LUME I/ AEi%iEid Active Directory
PUTIAEAIRAL . BEAh, B PG 0608 iDRAC HIn S & D — et G LU A P 3B 4T 58AIE

B B A PRI AT F5 E R SRR R

( ~ iDRACT
\ Association Object

i T - TN p el Ty

User(s) / . _ / iDRAC7
[\w w\ Privilege Object ‘.\ Device Object(s)

& 2: Active Directory X R KSR E

T DURRAE 75 A AT R A H R R A2, U R DR R, JE M4 FE S Active
Directory £ Ui iDRAC SRiE FHHZAL ) BF4S iDRAC WA U 2IH —4~ IDRAC W& X R

RI RICVHE R EH B /8 LK iDRAC Wi 5o (HAZ, SRS RION S EIE — MR X R . Kk
XTRAIESAE IDRAC e LA BRI

ADUC MMC EH T Dell & R sa Vit sk H AR RS AIABR X 5280 iDRAC X 5 5 R0 R AH K. Dell ¥
JEAR YRR B HoAd ek 4L Bk iDRAC Ko G4 S IBERt G 177 i i B R o

RN B AN R P AL, s G B A A T FE R ORI 5. Dell Schema Extender 2 HIFER BIEE I ERIA
RIPXT RAEIAIL, I HABES R B HAR I I8 4L

KEARRAA T P e A ) AT N B ORI G 3 PR ARt J5 8 3CHF Microsoft Active
Directory FVFHIAEAT ]/ 4T ANES 2 AN AR T P 2
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RRERY RIH KR

IR BAIAEN L] SRR AR BB R R o BEAT B RAR G AR GO 1A [F] #5500 RS AR TR - AR G
BR) o AU, T RAIRIE RIHBUR LA R VR R IRATA CECRUR X Ly BOA RO R T S A R A
FHRERBIAS BB X R

TR T AN T R RABUBUR K7 1

Domain 1 Domain 2

F e
( iDRACT1 @
B 3: FH PR B

ZEER T A KRE R — AL Al A02. BRI REEXT S, F /P 1 5Bt iDRAC2,

( Userl

IR S BEAIE A PR TR A SRIBR A RIS BROGS RA) C BU A RR AL BRI AR AR, AT A P 4 e K RO
£5.

FEARG T, 144 iDRAC2 L/ Privl Al Priv2 AR . I/ 1 XA iDRACL L) Privi #U8R. R/ 2
#i#5 iDRACL Ml iDRAC2 LK Privl BUR. ttAh, iZEEER TH, 1 AT EARHEFE, FERUE A
R 5

BB H B4 Active Directory
HHL B Active Directory LLiJj ] iDRAC:

¥ & Active Directory 224,

¥ & Active Directory FiI P FlIiHSEHLE BE#LIT .

¥ iDRAC F /7 B HAFAUA N E] Active Directory.

1§ iDRAC Web #[fiE RACADM fic & iDRAC Active Directory J&k.

AHRAE S
¥ JB LK Active Directory '
Z3EHF Active Directory F P T SIHLE FE L CH) Dell 18
¥ iDRAC HI PRI SRR N F] Active Directory

dPWwDN PR
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HHRAES
{fiH iDRAC Web FHHIFLE A BALK 1] Active Directory
] RACADM Pt & B 221 Active Directory

¥ /& Active Directory 214

W R4 ¥ Active Directory 224, AT [ Active Directory ZEH¥RIN Dell ZHZBA TG, ZEMFEME, LLRR
PR PR 5 R G o TEIEY TRASAZ BT, B ORIEOO 38 H SRR B 48 LR S 5 HLHEAE (FSMO) A eaiiis # A
A S B AR

7 R S SRR AN T AT RAC 77 e BEIRI SRR AN TG S %™ i o
B4 R AN S R 2 RTRRCAS 7 o
AERT A N AR —J7 0 TR 4«

Dell Schema Extender A 25
LDIF JEA S A4

WRAEH LDIF JIA ST, MRS Dell 2047 5oy in 21 2284 H o

LDIF SZF#1 Dell Schema Extender 43 5ilfi T Dell Systems Management Tools and Documentation DVD [1]
AT Bt
DVDdrive:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools
\Remote_Management_Advanced\LDIF_Files

+ <DVDdrive>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools
\Remote_Management_Advanced\Schema Extender

FA§ A LDIF 32, #5259 LDIF_Files H 3¢ i oo 8935 9 .
A LM AT =47 B & | 3Fi247 Schema Extender ¢ LDIF 3214

1& /4 Dell Schema Extender

A /I Dell Schema Extender {# ] SchemaExtenderOem.ini 3. ZE&f{# Dell Schema Extender 2
AR EYRTE, BB SHFRBHR.

1. 7F Welcome (ki) Bi#% L, i Next (F—2) .
LRI T RS, RERET 5.

3. i%#% Use Current Log In Credentials (ffFH a8 FMEHE) s N BAT SE0 8 B SOBLRR 1K) FH P 44 s
[EB

4. $#F—3BiE4T Dell Schema Extender.

5. HBdiZEMR.
RO . BERIFEMYE, 548 MMC 1 Active Directory ZEA4E T B T I61F SR & 1tk S A0 Jg 1k 2
TAELE. A FAFH MMC 1 Active Directory ZEME FEL T HELIE B, 1SR Microsoft B BHSC .

153



KR

. 16: % inF) Active Directory 32 iiksE X

KA

SEHIXT F AR RS (OID)

delliDRACDevice
delliDRACAssociation
dellRAC4Privileges
dellPrivileges

dellProduct

Z. 17: DelliDRACdevice 2

1.2.840.113556.1.8000.1280.1.7.1.1

1.2.840.113556.1.8000.1280.1.7.1.2

1.2.840.113556.1.8000.1280.1.1.1.3

1.2.840.113556.1.8000.1280.1.1.1.4

1.2.840.113556.1.8000.1280.1.1.1.5

OID

1.2.840.113556.1.8000.1280.1.7.1.1

Wi fR%% DelliDRAC ¥ # . fE Active Directory H A2
iDRAC Bt &}y delliDRACDevice. Xt & ff iDRAC
AR g H S R WM (LDAP) £ & 2% 3 Active

Directory.

ESiEpit] Y AES
s dellProduct
JE P dellSchemaVersion

3. 18: delliDRACAssociationObject 3%

dellRacType

oID 1.2.840.113556.1.8000.1280.1.7.1.2

i B RF Dell R %, RS ZHTRIH5%&2
B A .

F gEE

i 4H

B dellProductMembers

3%. 19: dellRAC4Privileges 2%

dellPrivilegeMember

oID 1.2.840.113556.1.8000.1280.1.1.1.3
B 4 IDRAC E SRR (FZRURLRD
ENIENIE LITHES
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1.2.840.113556.1.8000.1280.1.1.1.3

3. 20: dellPrivileges 2%

¥

delllsLoginUser
delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

oID 1.2.840.113556.1.8000.1280.1.1.1.4
Ui B FITE Dell LR AR AR E.
ESESSI] AR

% R

JE dellRAC4Privileges

OoID 1.2.840.113556.1.8000.1280.1.1.1.5
i B Fif Dell 7= fR A BTk #8193 2
ESGEST SIS

A AL

& dellAssociationMembers

. 22: %% Active Directory M B M HIFIR

JB TRV

SHACHI OID/TEHER ST IRRF HE

dellPrivilegeMember

1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
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JRHEAFR R

SMBCH) OID/EENT RATIRAF BE

BT It E M dellPrivilege % 5
P71

dellProductMembers

J& T A ) dellRacDevice Al
DelliDRACDevice %t 4 K151 .
ZJE A
dellAssociationMembers J&iE

R AT R .
BE4% ID: 12070

delllsLoginUser

WIER A P B 3 & 18R,
M4 TRUE.

delllsCardConfigAdmin

IR B et B R IC B AL
B, W4 TRUE.

delllsUserConfigAdmin

QR P B B L EAL
R, WI2h TRUE.

dellsLogClearAdmin

WA P EAA AT H BB
M, A4 TRUE,

delllsServerResetUser

SR P A B IR 55 RS E K
AR, TSN TRUE.

delllsConsoleRedirectUser

SR P B A R R A
AR, >N TRUE.

delllsVirtualMediaUser

WA P B & B R AL
PR, WI2h TRUE.

delllsTestAlertUser

W P B % B 4
FORRR, WA TRUE.
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" HE4 R (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

1.2.840.113556.1.8000.1280.1.1.2.2 FALSE

T4y 44 %% (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

1.2.840.113556.1.8000.1280.1.1.2.3 TRUE

i /K18 (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.4 TRUE

i JR1H (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.5 TRUE

fii /K18 (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.6 TRUE

i /R1E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.7 TRUE

#i /R1E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.8 TRUE

i R 1H (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

i /K18 (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

1.2.840.113556.1.8000.1280.1.1.2.1
0
1

TRUE

/X8 (LDAPTYPE_BOOLEAN
.3.6.1.4.1.1466.115.121.1.7)



JRAEAFR /A SHEEH) OID/TEIEXT AT IRAF BAE

delllsDebugCommandAdmin  1.2.840.113556.1.8000.1280.1.1.2.1 TRUE
1

AR AP R B A

HERALR, MR TRUE. A5 /R{A (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)

dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.1 TRUE

2

S A P T ST
TN A
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840.113556.1.8000.1280.1.1.2.1 TRUE
3

HJE M2 delliDRACDevice %4

HI 241 RAC 2520 DL A% 3| WG R/ NE T4 R

dellAssociationObjectMembers (LDAPTYPE_CASEIGNORESTRING

B R S B R . 1.2.840.113556.1.4.905)

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
4

JE T

dellAssociationObjectMembers 1] 4 ##ZFx (LDAPTYPE_DN

KR, ZEMZ 1.3.6.1.4.1.1466.115.121.1.12)

dellProductMembers #4% @ 1

) Je IR Bz

BV ID: 12071

Z#FHF Active Directory i /" FITHEHLE B H LK) Dell &

¥ J& Active Directory T HIZERIF, EWBFP FE Active Directory FI AT BN E F TG, DUERE TR R AL
H iDRAC ¥4 F P RIH 4L, iDRAC KA iDRAC U

£ Dell Systems Management Tools and Documentation DVD %35 2 4t B BRI, 48] LIS 7E 23
FiFFid firhi%% Active Directory Users and Computers Snap-in (Active Directory i /7 fiHE LS # 8
JO) U REHBIG. ARZCERGEHERMAM ALY, 1§25 (Dell OpenManage |- thidt 22 %¢ 4
Fi) o T 64 fii Windows #/FE R4, B RICLRIEFALT

<DVD I3 #5>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Snapin64

A 2% Active Directory I P FITHENUE B B ICMEZE R, SR Microsoft #3044,

# iDRAC H PRIt SR¥ N Active Directory

{EH Dell ¥ 1Y Active Directory FI P I BEHLUE FEE TG, AT DUER G %% SRR R X S a8 n
iDRAC H AR IR . BRI MR, 1E3AT LA #R1E:

o {4 IDRAC E&X %

o CIEBRXT %

o BIERBT R
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EEUE S IEIPS IO E

AR A
NEDOE SNIEL BN ISR R
RS
B4 iDRAC #&M %
B EEALR X 4
BRI
0# iDRAC #& X5

LRI IDRAC B 5, AT LT #ff::

£ MMC ff] Console Root (il GMREF) & HH, Hfkpd— AL,
%P New (Fr&) — Dell Remote Management Object Advanced (Dell HZTEEEHEMNER) .
# 57~ New Object (HTEENTHR) % .

3. MAFWRILTR. ZLRLH S ELEM ] iIDRAC Web A THECE Active Directory J&TEI 4 A ) iDRAC
SR TE A AR
4. %% iDRAC Device Object (E&XR) , ARFHd OK (#E) .

GBI R
ZLONERRNS B

7 A ZRE A SR ORI R AR R — AN grh B A PR X 5

1. 7ERFIERT R (MMC) & Adh, ARl — 2.

2. k¥ New (37#) — Dell Remote Management Object Advanced (Dell BFTEEHMER) .
¥% %~ New Object (Ergxg) .

N RAN IR o

1L #% Privilege Object (FURXTR) . /5 Hidi OK (HE) -

Ak OB M BUR AT SE FER

i Remote Management Privileges GZFEE AR LI+ I 9 - BU4H 7 BCALU R

o v s w

GBI R
BAVERERN B, AT AN R AE
K vE: iDRAC SRR R MAHIRAE TR, v B B B A AR iR

1. 7ERHIERT R (MMC) & Adh, fARpd— 2.

2. k¥ New (&) — Dell Remote Management Object Advanced (Dell HFTEEHMER) .
RO WA ENRE .

3. BIHI S SR IR PSRBT A

4. i%F% Association Object CGREXXTS) MG, SA)5Hid OK (HiE) -

5. [IBHIE A PSR AL ) B 2 1 ORI SR A U i AR

HRES
NRIGS ARG P 17 (7] AR
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K HIEXS R EE L v 1 PR

EL ) B U P 3R AT 1] G 1 B B BT AR :

1. % %] Administrative Tools (FF T.E) — ADSI Edit (ADSI %%8) . [l < ADSI Edit (ADSI %
B) HH.

2. EAMEKG, SHERKSCBNT SR, A adi+ikE Properties (B .

3. fERERTRP, pddm.

i\ Authenticated Users (BRIERIY) , i Check Names (ELZFR) , RJEH 1 OK (F
B . WIEMH 127N Groups and user names (ZHAIFF4) FilFkd,

5. HTHE.

FEXS BRI BY IR 5
{FFARBET R BMERE O, "TLSCECH ol 4L, BURXT %A1 iDRAC #45 iDRAC #4&4.
&R LA I P 2H AT iDRAC W4
HHRES
IS In P s

A N0A R
#sHI iDRAC ¥ £ 8k iDRAC B4

IS B A
FEAINA R AL, E AT DU A

1 AR RN GOF LR .
2. GEFERP IR IR .
3. AP EH T HARRIE R OK (sE) -

IR

FEAIMALIR, TE AT A At

B TAS PR R T LA [ SRR ISR XS 5, Z5GIE 3T 4%t iDRAC & IRErS, I B P AR
— A RIBT R A BEA I — DAL 5

1. i%&#% Privileges Object (RUPRXFZ) ki, JEHd Add GRID -
i NALPRAT R 44 R I b i 5

3. PERRIT RE T LR BRI IR ST R, %<8k T 45T iDRAC B4 38Ry, P B0 7 4L
PR —ABEst % Rasdin— A BR T 4.

JSIDRAC % # 3L iDRAC 4 4

FLYRIN iDRAC %8k iDRAC % 4% 4.

1 EFFERIETR I DRI

2. i\ IDRAC %485 iDRAC 44 H 4 FRIF TR .
3. ERMEEOS, RREGNE. HE.
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4.

B FE R E TR DA In— AN CER BT T B R P EH P AL %) iIDRAC #45. AT LUK 24
iDRAC & ININE]— AR 4

£ iDRAC Web FHECE BFH REEMK Active Directory
FAEH Web FHTH LY ELUMECE Active Directory:

1

E A REZERINEE, 1521 iDRAC Online Help (iDRAC BEHLFEED .

7t iDRAC Web S, HZEMEW — iDRAC B E — FPRIE —~ HFMRS — Microsoft Active
Directory.

B B 52 7~ Active Directory 44 7 1fi .

. Configure Active Directory (BtE Active Directory) .

¥ &~ Active Directory Configuration and Management Step 1 of 4 (Active Directory EL EFfIEHE
135, 3£4%) .

25 Active Directory (AD) k25 #5850, G E 8 FUE FIGIEFH: 3 SSL B4R 10 W3 18] B A B IE
MR 2538 B B FE 15

BT,
¥ 7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory Ft B Al EH 5
23, k4P W

¥8E KT Active Directory (AD) RS 25 F ik PRI BA5 B tbal, 827 &I iDRAC A7
AD i b R K

% VE:
o WP S, 5T I g RS S bl AT FQDN. #ifs DNS S — iDRAC #
B — ME T IEHRE.

© WA URNIDRAC X RALT AN R R, 700k RN R I T 17 P e AR T
I TT LU 4L iIDRAC X R4

H# Next (F—#) . K E7x Active Directory Configuration and Management Step 3 of 4 (Active
Directory FLEMEHE 3 15, Jt4 D) TH

HEY R I T Next (F—8) .

# E7 Active Directory Configuration and Management Step 4 of 4” (Active Directory It Ef1E
®4P, FaPp) W,

i\ Active Directory (AD) H1f#] iDRAC B # 4 RIAFRAIGLE, IR Finish (5880 .«

¥R 4K Active Directory ¥ 8 0 B 58 K.

fF RACADM EC B B AT MK Active Directory
f#1H RACADM Bt & BAG Y AEHIY Active Directory:

1
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FT A S PR TF I A L RACADM i 4
« il config v %

racadm config -g cfgActiveDirectory -o cfgADEnable 1 racadm config -g
cfgActiveDirectory -o cfgADType 1 racadm config -g cfgActiveDirectory -o
cfgADRacName <RAC common name> racadm config -g cfgActiveDirectory -o
cfgADRacDomain <fully qualified rac domain name> racadm config -g
cfgActiveDirectory -o cfgADDomainControllerl <fully qualified domain name
or IP Address of the domain controller> racadm config -g



cfgActiveDirectory -o cfgADDomainController2 <fully qualified domain name
or IP Address of the domain controller> racadm config -g
cfgActiveDirectory -o cfgADDomainController3 <fully qualified domain name
or IP Address of the domain controller>

o fEH set i’
racadm set iDRAC.ActiveDirectory.Enable 1 racadm set
iDRAC.ActiveDirectory.Schema 2 racadm set iDRAC.ActiveDirectory.RacName
<RAC common name> racadm set iDRAC.ActiveDirectory.RacDomain <fully
qualified rac domain name> racadm set
iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or
IP address of the domain controller> racadm set
iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or
IP address of the domain controller>

v AR DR E =AM k2 —. iIDRAC B — = pUE R RN B ML, BRI #EALER .
Y RAAIT, X LE I IDRAC e T E A B IA% Il 4% /) FQDN =i 1P Hihik.
£ SSL R P AE P A FIEBIAE (Alik) -

« f#H config 54 : racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 0

« ffif set 4 : racadm set iDRAC.ActiveDirectory.CertValidationEnable 0
Es VE: RS T, BIET L CAUET.
& SSL 48 it FE sk AT IE R E (Alik) .

« f#H config ff%: racadm config -g cfgActiveDirectory -o
cfgADCertValidationEnable 1

« f#H set % : racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FEULIEOLT, 02l E# CA iE45:
racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

B G weRE R TUETRAE, R E A AR O5 A I AL FQDN. 35 fR1E Overview (HER) —
iDRAC Settings (iDRAC #%HE) — Network (M%) TIEHEE DNS.

L. RACADM iy &1 ik

racadm sslcertdownload -t 0Oxl -f <RAC SSL certificate>
2. WA iDRAC V8 A DHCP Jf HA&# S {3 DHCP g5 #3424 DNS, M4 ALLF RACADM i 4
« f#H config 5% : racadm config -g cfgLanNetworking -o cfgDNSServersFromDHCP 1
o ffifH set @4 : racadm set iDRAC.IPv4.DNSFromDHCP 1
3. R iDRAC L i45H] DHCP sl T3 A\ DNS IP Huhik, 5% ALLUT RACADM #74:
« i config 4 :
racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0 racadm
config -g cfglanNetworking -o cfgDNSServerl <primary DNS IP address>

racadm config -g cfgLanNetworking -o cfgDNSServer2 <secondary DNS IP
address>
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- fliH set w4
racadm set iDRAC.IPv4.DNSFromDHCP 0 racadm set

iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address> racadm set
iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. REASEECE IR DMETE S R 2 iDRAC Web SN R TN 4, AL T4

« f#iH config ¥ : racadm config -g cfgUserDomain -o cfgUserDomainName <fully
qualified domain name or IP Address of the domain controller> -i <index>

« f#f] set 5% : racadm set iDRAC.UserDomain.<index>.Name <fully qualified
domain name or IP Address of the domain controller>

BEZTIE 40 M, RIS AT 13 40 20,
5. 1% Enter 5B EC B AT RN Active Directory [HidFE .

iRk Active Directory B
f&mr LA Active Directory BB LA BB B2 75 IR, BUZWT Active Directory B3 J MU 1] .

f# F iDRAC Web STl Active Directory W &
M Active Directory B & :

1. 1EiIDRAC Web i, #ZME%E — iDRAC &E — HIWIE — HRIRS — Microsoft Active

Directory.
BEEDZ 7R Active Directory #ii 7 .
2. ik Test Settings (MIRWE) .
3. WAL RR (B, username@domain.com) MY, SR Hl Start Test (JFEEMIR)
B EoRVEA IR 45 AR H &
WMEATFP IR, EAE M B E RS S DU E 10 AR RE R fR R T &

VE: 7E3% R FRIE R IAE RIS 50 Rk Active Directory % &R, iDRAC %3k Active Directory i
#4581 FQDN A Z IP #ihlEE TR Wik Active Directory %5 #%ilid 1P HuhEARIR, JUIEFS
IGUERM, BRI Z iDRAC %5 Active Directory IR45 #5115 .

f#F1 RACADM jilli& Active Directory ¥ &

FIk Active Directory B, H{li/H] testfeature rd. AXRELER, H3 I dell.com/support/
manuals 2K iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 74
ITHINSHETER)

Fid B 3@ A LDAP A/

iIDRAC $ it FH T 77 SR SCRr I TR B H 50 M P (LDAP) RS IIE. BEIhREA 5 ZAEE ) H s 55 Lk
TR e

N T iDRAC LDAP SEitiRER i, A HIANE H 5l 55 Z T EAE X B P EAT 70 4, SR e s Y P - 2156

o BT HFEMESHIRIERZEN . Flin, eATF4. 7 U P R 2 18] B vl it B R R g 1 4
FRo XEE3RAET] LAZE iDRAC HiETHCE .
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g vE: A LDAP H RS A LI TR B RN EIIE (TFA) FlB— & 3% (SSO).
HHRES

i iDRAC F&T Web [y L HIC = i# A LDAP H SEAR%
{# /] RACADM Pt &3 ] LDAP H SRR

{5 F] iDRAC T Web IS HAECEEH LDAP B3RS

BAHH] Web FHEACEEH LDAP B3RS, HHAT LT #R1E:
7 VE: A& FBREMEE, 2 3 iDRAC Online Help (iDRAC BEFLEERN) .

1

9.

£ iDRAC Web Ftifit, %MW — iDRAC W& — HPRIE ~ BRRSS — &EH LDAP HFERSE -
Generic LDAP Configuration and Management GEF] LDAP FREFIEH) T TH 1 o 24 50 i@ H
LDAP %% .

#i Configure Generic LDAP (FLE @ F LDAP) .
B, fES5IEA LDAP 5% #5150 1 SSLERAI IR AL A2 v 8 FTE S48 UE I b 3048 F I B e 45

g VE: LA, AR TR SSL Ui ) LDAP 4% . X3 SSL _E LDAP,

T,

# .7~ Generic LDAP Configuration and Management Step 2 of 3 (i LDAP LB M&HE 2 3,
£33 .

JE B LDAP G1F 46 5 T 18 LDAP IR 5523 AR A ik P AL E A5 5

Eq & WHREBRIECHA, 1515E LDAP M5 #31) FQDN JF#fiff DNS /£ Overview (HE%)> —
iDRAC Settings (iDRAC % E) — Network (M%) FIEHELE.

B ik fsthicARrh, ASCRHREAL. [ PRRRIZAL B R LICRCAT ™ DN. ek, (SRR fAS
B, AR

B F—P.

# &7~ Generic LDAP Configuration and Management Step 3a of 3 (GEF] LDAP ELE &R 3a

2, F£3) .

H.i7 Role Group (ffad) .

¥ 5.7~ Generic LDAP Configuration and Management Step 3b of 3 (ififf] LDAP EC BRI #4 3b

#, £33 WM.

fa e TR H A P A RR, 5ZERBMBUR, A5 3 Apply (RLAD -
E: ﬁﬂ%‘“ﬁﬂ% Novell eDirectory JExt41 DN LA T EL R4 # (RS . " (a5
Iy > (KT5) ., (89 Bi< UhMFS) , ML L.

MO BRI . Generic LDAP Configuration and Management Step 3a of 3 (iiif] LDAP it B A1
BTHE 3, 3P Wik E R AaHRE.
QD%E@BEEM{E%@?E, WEEE 7 SME 8 .

10. 5 Finish (588D . JEH LDAP H % R%RIAD & 58 o
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¥ F} RACADM Bt BiE A LDAP H RS
HhCE LDAP HARSS, WEHAT UL IR

+ ¥ cfglLdap Fl cfgLdapRoleGroup 1%} % 5 config 4Bl &1 H
# iDRAC.LDAP #1 iDRAC.LDAPRole HH 1% 4 5 set air A& 14 FH .

HRELER, 5 dell.com/support/manuals 12 {Lf) iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM & 47 RS EIEF)

MK LDAP B R RFE
T LA LDAP H %R 2 B DA S (A AL 75 I, BRI LDAP 8 Sy .

f#F iDRAC Web SR LDAP HRRFZE
FAR LDAP H 3R %1% 8

1. 1 iDRAC Web Ftifi, #Z|#% — iDRAC % & — P RIE — H#MRE — @M LDAP HFRE
Generic LDAP Configuration and Management GEF] LDAP EREFEH) T 1 %o 24 1 (@ H
LDAP %% .

2. i Test Settings (RXBE) .

3. A LDAP W FiE B s P B P A FI TS . A6 ks NIRRT Attribute of User Login (/7 &%
A HENKIH P 4 002505 Firid J& 1 B VTR »

VE: U0 SRAEGE 8 FIRERRRAE R o0 Rk LDAP % &, iDRAC E3RH FQDN (A IP Hiht) 5k
PR LDAP fiR%5 %% . WA 1P sk skARiR LDAP k4548, IERIES KM, XZRF N iDRAC ik
5 LDAP fIR%#3iE1E .

Q vE: W5 HiE A LDAP, iDRAC BHASZE AU EFHAMEMmEFH . SR, W )E HAH
k.

Bl B2 o A S R AT H S

f# ] RACADM {lli& LDAP H FAR%& & &

FER LDAP HE RS WE, WM testfeature md. AXELER, %% dell.com/support/
manuals F#24L1K) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 4
ITHHS%ETEE) .
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8
FCE iDRAC I#HT R —B REE e R &>

AFTIRAAC E iDRAC LLHT R R R B GEH T AH A 1 Fl Active Directory /=) Fllfi— (SSO) Ex (&
FF Active Directory /") HIf5 2. SSO FIZftR BT TV HIThEE

iDRAC 3 ##3:F Kerberos [1) Active Directory BilE SR R & BER A SSO B 3%. K Kerberos B R, 1BV
i) Microsoft Ffi .

MHRES
74 Active Directory H it & iDRAC SSO % 3%
JuAH L E iDRAC 2 BE K&t
4 Active Directory H L & iDRAC iR &5

Active Directory . —& R B EE R B RN BTIR K4
£ Active Directory 1] SSO S8 g R B RN TR KA 045
# iDRAC It} [H] 5 Active Directory sz il 25 (Rl [R5 . Wi AFH, iDRAC L kerberos WiF R, &
AT LM I XA NTP ZhEgFB I A, ZESEPLX — &, 155 RS X A1 NTP.
# iDRAC 7ENHA Active Directory AR H (112 A1
i F ktpass T EA Ak keytab X1

o BUNY RN B R BS, EMEARIRIETE LN keytab [ ik T SHEAT RS RIRBIS (R A P
(X PR Kerberos) . iZikIii-RAXAEH ktpass AFTEF A2 keytab ST 5 A4 7] FH .

o FCENEIRLUE M SSO B,
B1J% Active Directory Xt % IR AEATFHAUR
XfF SSO, 5 iDRAC FT/ET- P DNS IRk 55 e B 7] 25 # [X 35 o
K R FEHLA 5 K15 DNS TWAILEL, Kerberos B 36 iiF 22 2RI

MR
Hic & ) v s DL H Active Directory SSO
HHRES

% iDRAC JEMT A Active Directory fRIs (1B L
E J Kerberos Keytab 304
B8 Active Directory Xt & 42 LR IR
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% iDRAC 73/t 4 Active Directory R ()& H1,

£ Active Directory R iE/ iDRAC:

1. il Overview (MEJi) — iDRAC Settings (iDRAC &) — Network (%%) — Network ()
%) .

It BP 2 27~ Network (%) T .

2. $RULH R Preferred/Alternate DNS Server (Eif/%& F] DNS JRE-3%) P dhhik. %18 2 E AR IR
53 I % DNS JIR%52% 1Ptk

3. i%&¥* Register iDRAC on DNS ([s] DNS /it iDRAC) .

4. #4% DNS Domain Name (DNSI%4) .

5. IREMZE DNS it & 5 Active Directory DNS 15 B ICHE.
AREEINEZEE, HZ W IDRAC Online Help (iDRAC BXHLIERD .

A 1l Kerberos Keytab 34

P EE SSO M B R B FINF, iDRAC i Windows Kerberos M5 5 F 1 £ 1E4 Kerberos JIR% 1
FIBCE . IDRAC L/ Kerberos AL & ¥ & K65 E 4 Windows Server Kerberos R 451F 4 Windows
Server Active Directory H1 % 4 AR5 IRAHH .

ktpass T.H (AR AR% %5 22%% CD/DVD R/ M Microsoft 3/15) FHT- B FH K 7 (19 iR %% £ AR AR
(SPN) 4558 B T35 B2 B MIT 4% 30K Kerberos keytab ST, 0B SRFAMEH 7 BLR 48 5 540 7 ke
0 (KDC) Z M AEIER R keytab XA E M HE, HF RS 2M KDC Z A5 E. ktpass THE A
VY37 7 Kerberos I&IE T UNIX (RS, MiinlfEH Windows Server Kerberos KDC AR &4 i B8 1E 1
Ihfit. 4% ktpass A FIFLFHIVEANE B, i1 Microsoft (il technet.microsoft.com/en-us/library/
cc779157(WS.10).aspx

A keytab AR, 1B FIEIE—A Active Directory Bl 'K /' 5 ktpass #r4f) -mapuser %15 — k2
o BeAh, B Bma 5 B3 N keytab SO FH ) iDRAC DNS A2 FRAH F] (1 42 % o

i ktpass T. 4k keytab 1
1. e iIDRAC Wit 3 Active Directory H1 H ik ' szl 8% (Active Directory fR%54%) LigiT
ktpass 2~ R o

2. f#HLLF ktpass fir 4 B# Kerberos keytab 3CfF:

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -
mapuser DOMAINNAME\username -mapOp set -crypto AES256-SHAl -ptype
KRB5 NT PRINCIPAL -pass [password] -out c:\krbkeytab

a2 A Sy AES256-SHAL, F 4R KRB5_NT_PRINCIPAL. ARZS 34442 Bl st 21 B b1 2 ik =
F) B P 06 200 L R A AES 256 s 23 JE

K ¥E: X7 iDRACname FIfRSSFAELIRIEH /NG B, XA MEHAREFEE, Qmfl s,
3. BT T4
C:\>setspn -a HTTP/iDRACname.domainname.com username

AR —> keytab U
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W RA BN Z B3 keytab ST IDRAC FI A AR L, 15 GUEEHT A7 MUK keytab SCfF. 40
R AT BRI A — keytab SO, WITCVE IERIRCHE .«

£ Active Directory 5t H- 4R HEA R
X E:T Active Directory # R ZEFIF) SSO & kAT LA TP BR:

7t Active Directory IR #5 AN B XS G BRI SRR R o

W PO X R AR . OB AL B AR, ORIl e it — e ek A
A5 FH DRI SR OB 1 4% X RARL R X 5

B2 BT SSO A A CEFHAF) I REAEXN S,

R I EA PR AR, DA 1] G R SR I B

AR

¥ iDRAC HI PRI SRR N F] Active Directory

s WD RE

fic & 3 %528 DL )5 A Active Directory SSO
AT Internet Explorer Fil Firefox I % #5 1% & LA A Active Directory SSO.
E ¥E: Google Chrome F1 Safari A3 #§{# FH Active Directory #17 SSO & 3.

2 & Internet Explorer PLj5 A Active Directory SSO
Bt B Internet Explorer HIHI W #4% & .

1. 7F Internet Explorer 1, S#i% Local Intranet (ZHh Intranet) F:#.5 Sites (3 ) .
ik £ LA 1B 1T

Include all local (intranet) sites not listed on other zones (LG F1E FoAth X 35, (11 T 45 4 i
[Intranet] 35 55) o

+ Include all sites that bypass the proxy server CHL3EFA Ad AR S 251035 2D .
3. BliwEA.
4. IMFTA KR AE SSO Bl B —E# 4 iDRAC SEFIFIAHSIE 4 (f140, myhost.example.com) .
5. i Close (RF) 8 OK (HE) Wiik.

fic & Firefox LL)g H Active Directory SSO

BiE Firefox FIMIBE 2% 5 -

1 Firefox HidibA~H1, %A about:config.

1 Filter GLIERS) *, HiAN network.negotiate.

IR AL TN ZE network.negotiate-auth.trusted-uris (iR S 2 FEIIFIZR) .
B A TR I % network.negotiate-auth.delegation-uris (i FliZ 52 FEIFIE) .

Huwn PR
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N Active Directory A FECE iDRAC SSO 53

#£-4 Active Directory SSO &L & iDRAC Z B, B C 58 A iR 4.

MIEIHET Active Directory & FH Pk P i, ATLLA Active Directory SSO it & iDRAC,

FHRME R
Active Directory H.— & sl B 582 Sk I g 2 264
RS

{1 iDRAC Web LT fic ¥ HA bR 42 #4) [ Active Directory
{4 RACADM Jic & B A AREAEH4 (1) Active Directory
i F iDRAC Web ST E BA Y EAMI Active Directory
/| RACADM it # B9 J@ 4Lk 1) Active Directory

f# /il Web FLTH N Active Directory i J"EC & iDRAC SSO & 3%
FERLE iDRAC LAIEAT Active Directory SSO & 3%:
K VE: A RGBS B, 1523 iDRAC Online Help (iDRAC BEHLIERD .

1. 3GiF iDRAC DNS % FR& fULAS iDRAC 58 PR 4 . ZseBlbb#efE, i17E iDRAC Web FIlF, # &M
| — iDRAC #LE — W% — W%, A/5EFE DNS A &

2. P& Active Directory AJE TARiESR B R AL VBT /7 IR I, TERAT DL P AN I I 22 ok i B
SSO:

+ 1E Active Directory Configuration and Management Step 1 of 4 (Active Directory Bt 8 F1& T 5
15, 34 T 13 keytab 0.

« 1F Active Directory Configuration and Management Step 2 of 4 (Active Directory TR B fIEE
235, #£43) Wik $E Enable Single Sign-On (5 FIB—BF) &1,

& Fl RACADM 4 Active Directory Fi "B & iDRAC SSO & 3%
Fr THECE Active Directory B HUATHIZB IR Z 41, EJGH SSO, EFFEITU T4z —

i /| config fir 4
racadm config -g cfgActiveDirectory -o cfgADSSOEnable 1

11 set A4
racadm set iDRAC.ActiveDirectory.SSOEnable 1

RZAHL P B E iDRAC B R & F

LRCE IDRAC AL AT R BE R 8 5%

1. CKBERERHPERAZE CAEF _L#3] iDRAC.
Ja A Re R B .

168



FERME
SRIGIE
LR R A
R e e

EEE RS
B PAEB 2 AT, R A USRI L Base64 ARG . SHA-2 IET R LN

HREGIETS

f#EF Web S #8588+ A FHE

FEERER AR

1. £ iDRAC Web #iH, ¥ ZEH% — iDRAC & — W% — R RAE — A/
BER R B oR P UL .

2. fEUserID (JI/7 ID) #I, HdiF T ID 45
¥ &7~ Users Main Menu (JH P =38 TiH.

3. {f Smart Card Configurations (&R RECE) ~, %# Upload User Certificate ( LEHFiEd) , 24
JE B Next (F—25) .

# E 7% User Certificate Upload (/7 iEF E#) Wi,
4. WYEIFIESE Base64 HFIET, A5 Apply (RZF)

{& ] RACADM &£ H kP

TR PUE, E#H usercertupload X% . HXRTEL(EE, ES A dell.com/support/manuals
AL IDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 24T A5 %
e o

ERERFIEME CAIES
AR CANERZAT, WA CA B4 IR

AREGIE TS

i Web SHiil E 8B RERKIRAE CAIEH
EEATERERERNZE CAES:

1. £ iDRAC Web Fifir, #ZEMEYW — iDRAC H#E — W% — ) RAE — A&Hf .
AR TN ) TS

2. f{EUserID (JH/ ID) #irh, #dH /M ID 5.
% 5~ Users Main Menu (/X388 T .

3. {f Smart Card Configurations (FRERE) ~, %% Upload Trusted CA Certificate ( L#3%(5 CA
WEF) , AJEHT Next (F—35) .
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¥ 5o~ Trusted CA Certificate Upload (52f5 CAIFH E#) T .
4, WEIIEFEZE CAUET, RERENA.

f# i RACADM A& g+ L& %2(5 CAE

FONERe R G R LS CAIET, 1] usercertupload X %. AXEZ(EE, #EZH dell.com/
support/manuals 324t iDRAC8 RACADM Command Line Interface Reference Guide (iDRACS
RACADM i &AT R ZHFEH) o

A Active Directory ] FECE iDRAC HEe RER

N Active Directory H FECE iDRAC B BE R B2 01, TEHHIRIE O 58 U & T4
TR E iDRAC DAHEATH B R & 5%
1. {£iDRAC Web Ftifirh, o Active Directory DA E AT ARt SRA I FRASH I Pk P, £ Active
Directory IR EFMEHLE 1/ 4 TUH +:
o A HREPBIGIE.
EEASEN CABLIER.
% Keytab 04
2. JAHERERER. AXEINREE, SR IDRAC Online Help (iDRAC BEFLIEH))

HHRAE &
JE I BRAE B R B o
SREGIEH
E i Kerberos Keytab 3T
{# ] iDRAC Web F[ific & HA bR ] Active Directory
{4 RACADM Jic & B tRE4EH4 (1) Active Directory
{# ] iDRAC Web FLTHIfiL B FA Y FE4L#) Y Active Directory
i /f RACADM Pt # B9 e 404 (1) Active Directory

JA BRI R R &R

£ )5 R EiZE ] iDRAC B RER B2, TETR:

& HATTLE iDRAC™RUR.
B MRAE ) iDRAC AHuH L E 5 Active Directory F P ECE EL58 /.

% VE: WRBAEEE RS A, W SSH. Telnet. LAN | IPMI. LAN FH4TFEfE RACADM $E 281 .
AL, BB RREER, WEOASEHEH.

FHRAEE
FHEGIE TS

N Active Directory H Flic & iDRAC #HE R & ok

A PR E IDRAC %ifie £ 5
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52l Web 571 5 F BREE A B BEREER
PR B A R BRI

1

7 iDRAC Web #ifih, #ZHEH —~ iDRAC % E — FPWIE —~ BHEE.

B D 2> %7~ Smart Card CGEEER) T .

M Configure Smart Card Logon (ELE&REEER) Fusgsd, ik Enabled UEH) LURHR B
Jﬁﬁ%) o % %% Enabled With Remote RACADM (f§iFiz#2 RACADM J5f) . &N, 1%+ Disabled
BHREETMELZES, ES M iDRAC Online Help (iDRAC BEHLEB)

SN E .

f#iF] iDRAC Web ST R 45 324, RASRSERAITE RS

{5 RACADM J5 FIE R A e R &%

AR RERES, WA T®RZ —:

# cfgSmartCard 49+ 5t % 5 config iy & L& H
% iDRAC.SmartCard H+ I 55 set LB A HH -

HRELER, {55 dell.com/support/manuals 12 Lf) iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM 44T A M B H1EM) .

i iDRAC WEAHEFBHSRERE R FEX
R R B R g

1

7E iDRAC B AMFEFF, #% Smart Card (BEEE) .

# 7% iDRAC Settings Smart Card (iDRAC B EeR) Tl .

%+ Enabled (B8H) HAR RS, B0, &4 Disabled (BEZEF) . HIGEBMIEANE L, i
Zi (iIDRAC & A HFEIFBPLZE) -

ki Back (J51B) . Finish (52R0) 1 Yes (&) .

e R B I AR AR I S P BAE A
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9
BoE iDRAC DLRIZZR

WA LN E R L RAE R e SR B BRI . S R G A RPIRS S T0E SRR, mha R AEHEA
FHF. R FEAS CRCE ML S AERCER CGERTERE. SNMP (&, IPMIER ., e R4 H S8 WS
FE) FEIRIESARRT, WK ER AR R AN N ECER B bR WRIEEE ik as AT A RAE
CWEH 5T RHUGEITHLECR A RS, M PATIZR1E. ROV FEIF R E M RAE.

ZNCE IDRAC BUAIA B, THIAT LT #R1E:

Ja 4R .

B AT LR R 28 501 B8 o R T S 4R

Jic B T HEAFZAR . IPMI 4. SNMP [aBE. ZERZHE. BERSGHEM/E WS SR E,
JA P SRR AR AR, e

%?%M#%ﬁ\Wm%ﬁ\%MP%M\@ﬁ%%ﬁﬁ\ﬁﬁ%%ﬁ%ﬁws%ﬁﬁ%ﬂﬂ%ﬁ%
ER

© WRERGPATER I RHEKHLE BT LR .

HuwnN PR

iES 7y
JE B 4
i 34k 2 47
0 L
B B
B b AR . SNMP e 1PMI i
i B 4 F i
BlE WS S
HEE 1D

Ji AR &

N TR ERIOR BN E R B AR SGE AT FERAE, U5 H A RS HaE . IR Mo o v B K A Bk ak
FIFRE,

AR
5 5
Jic B TR 4R . SNMP [EBEER IPMI [ S

172



£ F Web F1H J5 F 822 F &4
B A P A R, 1B BT DL AR
1. 7E iDRAC Web ZHliHf, #EME — R — TM. A< BRERIME.
2. 7F Alerts (Z3) E4):
%t Enable (A ) LA F &R A Bk HAT H4F A .

1 +% Disable (ZEF1) DAZEF] B4 sl sZE HY SR
3. RENARFBE.

% Ff RACADM J5 F B2 F 24
e A A AR R B, i config 54

racadm config -g cfglpmilan -o cfgIpmilanAlertEnable 1

LA B A A B R AR, TETH set il
racadm set iDRAC.IPMILan.AlertEnable 1

il iDRAC B~ HITET IR F B T
Je P B Y AR A e

1. 7EiDRAC HEAFRFH, #= Alerts () .
¥ % iDRAC Settings Alerts (iDRAC #EZIR) T TH.

2. TEPEHEMAT, EHEBRAVEAESMEEF 4 ERRE. BN, SHEA. GREEINEZER, H2H
iDRAC Settings Utility Online Help (iDRAC ¥ & A HFEFENLTERD .

3. ikik#adi Back (J5iB) . Finish (520 #lYes (&) .
IR E A E Ko

i i
LR K P SR

LIPS, 7S
Je R P 4
B L TS . SNMP [ Sk 1PMI [ 3

1 F| iDRAC Web 5T f ik 24
A 2 T A 5 e 4
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7 W B R A RERRA I, n] DU R R

1. £ iDRAC Web 5tiit, HEMYE — RSB — Bk, KSR,
2. 1f Alerts Filter (ZBHI¥E) #0r, EFH NHl— iz M0
s RGBITRI
. 17t
(IR
. H
o M
o TARER
3. EE T A EENSR:
BH
. g
+ Critical (&)
4. HERA.
Alert Results (BHREER) F oI ARYE Frik (287 A1 ™ B BR 45 3R

1 F| RACADM #53% 4R

FEEHR, 7T LMITH eventfilters 4. AXEZEE, 115 dell.com/support/manuals 324
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 A S HIET)

WEEMFER

W DL B B ROR AT B H AR E, Bl FRRE S, IPMI &R, SNMP [GBF. ZfRERGHE. #
TER G HER WS F1F,

UiES
JE FE B 4
FEE L T B PR SNMP AR IPMI [
i ik e
R 4 ki

AL WS Ff

i Web 51 e B F A ER
A Web J1 5 L 24

TIREC AR E T HFIAEER . IPMI 4R, SNMP BB EM/SUE R R G HERE.
% Overview (MER) — Server (JREH2) — Alerts () .
FERI £ B R Alerts (3 T .
3. 1f Alerts Results CEHRZEED T, EHELLT TR I —NETEEHR:
o HTFHREER
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SNMP B
IPMI 24
. ERAZHE
BERGHE
WS F
4, immm
BB RIS RAT
5. 1F Alerts CZ4R) {54y, #%+% Enable (EH]D) W, KR X2 E K HAR.

6. (Ali%) AT LAKIEMIRFAF. 7£ Message ID to Test Event G2 ID WA FBH, SAZ
RIHEE ID (R EARER) , Hd Test IR - AREE ID FIE, HZH dell.com/
support/manuals At Event Messages Guide (FHHEIER) .

# i} RACADM i B EH {545

P E HAER, AT LME A eventfilters ©14 . BXHEEZELR, 55 dell com/support/manuals 3R
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 41T RS %15 )

BEERRINFE

ISR R G SR AE R TN I UL ML PR PR B2 2% A, & n] ATC B iDRAC DA 42 fERY 5 I (1) ) RS A= i
I BRINT TR RE L 30 K. ARTEERE 0 1 366 K. HOEREHITEIL.

By & ELARAE DRACHIR, Atk B EHMEIE.

% F iDRAC Web F1H % B &K S EH:

BB BRI

1. 7£iDRAC Web Fftii, ¥%ZEMHE — REHE — iRk -~ BHREH.
BER R BRI R BT -

2. TEREIMHI, NITTRSER] R M A N R A .
HFHEL(EH, &S H iDRAC Online Help (iDRAC BENLEEHD .

3. HERA.
BARAFERE D E .

i | RACADM & B2 S EM

i RACADM W B 2 I HE/:, 7l LUE [ eventfilters 774 . HXHELZZE, 155 iDRACS
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 A H S H5168) -
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BEEBRAE

T LR B AR, GIINE RS ERATER SIS VUG EIFHL. RPLEA AT 34

PN
e o 4R
Je Y Bl A 4

f# F Web FTH 15 B -4
WE R
1. 7EiDRAC Web AT, #ZEMH — REH —~ . KGR BEWITMH.
2. EERERT, NWBE N CER A B F R MR
LS
PRGN A
Power Off (3% HLE)
o TEE
3. mdpH.
WE SR

% Fl RACADM % B = - #4E
T E AR, SR LRI

eventfilters 4.
¥ cfglpmiPefAction %} %5 config fr &L &4 H

HRELER, 5 dell.com/support/manuals 12 1Lf) iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM i &4T RSB HIEF) .

AC B HFHAEEH . SNMP [EREEL IPMI &R E

AR TR S D 7 B 0 2 5 B R L (SNIMP) FIRT B 8 B AT (IPM) R BiHE2 U IDRAC (i . 3 - B R &
MRS, ST AR AR RS LA WA IDRAC B, R RELLEUR T . Bildn, FEAFREHEAT LU
Ao VA ) P 7 A A i A B B A L B ROR A B B . W SCHF SNMP v, v2 Rl v3 A%

A DAL IPv4 1 IPv6 4 HbR. AR B AT SMTP RSS2, IFMNRIX ey B . ] DIE 2 3
JKi% SNMP &R SNMP v3 B .

AERCE TR . SNMP 2% IPMI FEBFR B2 R, &
& B4 Configure RAC (Bt & RAC) AR .
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WAL L pua

FARMER
BCEE 1P 4Rk H br
iC B L RIS A A

BCE IP &3 Hiw

AT DARC B IPv6 B IPv4 idil DU IPMI 4R B SNMP BEBE. A 58 F SNMP e I AR 45 B8 I i 75 1) iDRAC
MIB IFE 2155, &2 4 dell.com/support/manuals FI2{L[] SNMP Reference Guide for iDRAC8 (&
T iDRACS8 i) SNMP Z53655) .

f2F Web SR E IP & HAR
T Web FHHICEZA HARRE, AT LT 1

1. #7% Overview (MER) — Server (JRFE2E) — Alerts (i) — SNMP and E-mail Settings (SNMP
FIEFHREHE) .

2. k4% State CIRZS) LTS EHFE (IPv4 ikl 1Pv6 il 8i 52 4R 342 (FQDN)) SRiEUERE .
BT IR E )\ BbrHihl. A& GBI E 2158, 25 iDRAC Online Help (iDRAC BEHL#
W .
3. EFE I KIE SNMP FEBEH SNMP V3 A .
4. i\ iDRAC SNMP k7478 (RiEH T SNMPvL F1 SNMP v2) il SNMP 24 15,
HFR&IRTE LR, &S0 iDRAC Online Help (iDRAC BXHLESBD) .
VE: “BUA 7R B E S iDRAC A2 1] B R0 2845 BB (SNMP) 35 56 B o i B0 AR 2455 o o 15
iR H b k57 5 5 iDRAC HIAFFF R AR . BRIMEA Public.

5. BN IP sk T IEERL IPMI 5L SNMP [aBF, 58 Send (Rik) (43560 F Test IPMI Trap (Il
X IPMI FARE) A1 Test SNMP Trap (i SNMP [l T) &

6. HdiMA.
EE A H bR e AL E

7. 7E SNMP FEBIEGE b, PR AT R%REPE B AR L BEBE B R A - SNMP vl SNMP v2 5 SNMP
v3, ARG iR

¥E: SNMP Trap Format (SNMP R4 iEI{GEHF SNMP FEBE, A& H T+ IPMI FERE,
IPMI BB 24 LA SNMP v #% 3 AN 2 25 T-Hg & 7 SNMP Trap Format (SNMP BaBf#g ) 50k

SNMP [ BifA% 2R 58 AL B o

f#Fi RACADM T2 & IP 4% H #7
e B R B R

1. kB
o XF IPv4 Hitik:
racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable -1 (&5l) (011)
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o XT IPV6 ik

racadm config -g cfglpmiPetIpv6 -o cfglpmiPetIpv6AlertEnable -i (index)
(011)

Forr, (R RHEFRRSG, 0801 4 RIZEHEUE .
BN, ZERMAEARS 4 BREPE, HRMAL T a4
racadm config -g cfglIpmiPet -o cfglpmiPetAlertEnable -1 4 1

2. MEMEPEH R

racadm config -g cfglpmiPetIpv6 -o cfglpmiPetIpv6AlertDestIPAddr -i [index]
[IP-address]

Horh (&5 REBFEARRS], (1P k) RRECE & AR RGN B bR 1P Hullk.
3. BCE SNMP QLB FRFRF

racadm config -g cfglpmilan -o cfglpmiPetCommunityName [name]

Hrh [name] /& SNMP AJL44F5,

4. E[E SNMP H#x:
o BEE SNMPv3 B SNMP [EBE H F5:

racadm set idrac.SNMP.Alert. [index].DestAddr [Ip address]

Gy
racadm set idrac.SNMP.Alert.l.DestAddr 1.2.3.4
o BUNFEBEEAREE SNMPV3 H P
racadm set idrac.SNMP.Alert.1l.SNMPv3Username root

o M SNMPV3 :

racadm set idrac.users.2.SNMPv3Enable Enabled
5. WHWE, HMERE-
racadm testtrap -i [index]
He [index] EZIARIFEMEERZES] .

HxBELZER, 2 M dell.com/support/manuals _E 24 iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM #4417 AIHISEIEE) .

fEF iDRAC LB AFRFIE IP EHR B
BT LA iDRAC B AT EZR BHAx (IPv4. IPv6 8 FQDN) . ZESHliX— &, i&:

1. 7f iDRAC Settings utility (iDRAC ®E AT+ W, HZE Alerts (i) .
% 875 iDRAC Settings Alerts (iDRAC # B 24%) T .

2. 1F Trap Settings (FERHRED T, B HBILREBEY 1P Hutik, FHfN IPv4. IPv6 B¢ FQDN Hbrihiik, &
w2l LIfEE 8 btk

3. NIRRT AR

HRZLTHIE R, 25 iDRAC Settings Utility Online Help (iDRAC ¥ B /A HFEFBRNLTERD)
4. k¥Rl Back (J5iB) . Finish (58H0) 1 Yes (&) .

A H bR E) SR E

Fo B AT ISR E
{65 LA P T LB e T SR 6 ST UREE SMTP IR %5 S i .
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K VE: U LR IR 45 25 2 Microsoft Exchange Server 2007, 15Hi{R MR IR %5 25l & iDRAC 1842, LUMHE

M IDRAC i HL 1 IR 28 3

% VE: IR EAR SRR IPv4 A IPV6 Hudik. (R IPv6 b ZitE 5 DRAC DNS 1544 .
AR

BC#E SMTP HL IR R AR 55 g bk 15 &

fEF Web 5 IH R & B 7 I EREE
T Web FHHIFACE BTl 0HEHRBEE, T RU T B

1. %% Overview (MEiR) — Server (JR%E ) — Alerts (BHR) — SNMP and Email Settings (SNMP
METFHMABRE) .

2. EPRIRZET LS A B R A BT IR M N S B T IR bR . AR BRI E LR, i
%% IDRAC Online Help (iDRAC IBEHLESB)

3. i Test Email GIREETHEME) T Send (i) MRS B K H T Hs A 247 1 E .
4. HEHMNA.

& ] RACADM Pt B i Tl R B
T E TR, BT DL R R

1. ZRAMAE RIS, EHAT BT R

{§i[f] config 4

racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -i [index] [0]1]

Hp, [index] RHTHIBMEERRS. 0 SEEH B FIAHEHR, 158 HEHR.

R HEAE E AR II AT DO 12 4 (e Flin, ZEHIRS] 4 R THEeE, i mA L N a4
racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -1 4 1

i set i 4

racadm set iDRAC.EmailAlert.Enable.[index] 1

Hp, [index] RHFUBFHFRZRS. 0 S B ISR, 158 HEHR.

BT IR E ARG AT DO 1 2 4 (e B, ZEHIRS! 4 8 Rl ERmA N 4

racadm set iDRAC.EmailAlert.Enable.4 1

2. HRCEMTHRRE, EHIAT N A

¥/ config 14
racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 [email-
address]

Hep, 1 2#E U HARZRS], [email-address] 2UCT 6 S ZHM A B br BT Bk,

i FH set 4
racadm set 1DRAC.EmailAlert.Address.l [email-address]

Her, 1 RUTMMAFEFERS, [email-address] R4EWCT &AM H bR BT 0B AL,

3. MEAEXER:

{§i il config % :
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[custom-message]
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i set v 4
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HA [index] ABFIFEARET], M [custom-message] 7&HEXH L.
4. FENAACE M TR (A %D, EPAT DU RERE:
racadm testemail -1 [index]
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f# | RACADM MK A8 =44

By i WRELGEMNT PowerEdge FX2/FX2s M55, JEHMTE CMC i lR5 88BN T NS 2 i B
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racadm getsel <options>
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ByERR SEL 4 H, W H&4: racadm clrsel

HRELER, k5 dell.com/support/manuals 32 1Lf) iDRAC8 RACADM Command Line Interface
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iDRAC Settings.System Event Log (iDRAC W& R4 $#FH&E) &R Total Number of Records (itl3f
D .

2. TNERMICS, 1HEEE Yes GE) o BN, iHiEEE No () .
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support/manuals 324t iDRAC8 RACADM Command Line Interface Reference Guide (iDRACS
RACADM 417 IS % IR o
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BERRIRESTE B

Ui 1 @

Receive and Transmit Statistics (BRI LS50

FARMER
X IR0 258 A g PRAT BRI E M O T A

fFFH Web S ¥ FC HBA # %

T Web REEE FC HBA W& ER, EHEMNE — B4 — w458, WK &R FC . AXRTE
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VE: fEEA L FIP. B WWN Al WWPN MAC JEtEr+ . Bl WWN A&l WWPN MAC J&
PSR E R FIP i HBhf & .

A 10 ARIRTIRE, ST ASAAT BL T #AF

E I B &S B Rl il (B4, NIC. CNA. FC HBA)
fCE B shds (BT iISCSI Fl FCoB) FufEfit B AnitE (XRiT iSCSI. FCoE F1 FC)
o JRETERY AC WiHs. RGA/INE I B oA B OO B 1A .
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Ja HERZE ] 1/O KRR AL Tfg
fic B FE A RS

SCRE /O BRRAL (T RE R R
TG T TR 1/O FRRHRAL TR R

R KA

Broadcom « 5720 PCle 1 GB
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B H D MAC Hhtik MAC il
Flex Address & 5l G [ {fi ] Lifecycle  ZAMK AR A
=8| Controller f#¢  Lifecycle kT RiTHN
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#
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o VIR - R RN OR B R AL H AR B E .
o RE|IR - R AR E B LR B IR B H AR R E

4. HELNA.
HTE B R AN SR
{# ] RACADM It B #r A LSRR 5 B

T BREAMESRE, ERKLLT racadm SR 5 set Far & A

o XTTRERMAE, i%51# ] iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd Al
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd %} %

o XFEEhEE, i5flA] iDRAC.IOIDOPT.InitiatorPersistencePolicy % %

o XFTEREHER, %14 iDRAC.IOIDOpt.StorageTargetPersistencePolicy %} %

HRHELZER, &5 dell.com/esmmanuals 2L/ iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM #4417 RIHSH16M) .

iSCSI 3 33 A7 B ERAME

TR T IE R A SR 2 S () iSCS| S BN B FNAERE B AR I BRME P 2
. 24:iSCSI B3h%s - BRiAME

iSCSI jH3h % IPv4 BT HIBRIME IPv6 AT HIBRIME
IscsilnitiatorlpAddr 0.0.0.0 “
Iscsilnitiatorlpv4Addr 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Addr

IscsilnitiatorSubnet 0.0.0.0 0.0.0.0
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.0.0.0

Iscsilnitiatorlpv6SecDns
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iSCSI Ja3h# IPv4 T HIBRIME IPv6 0T HIBRIME
IscsilnitiatorName CER A EERRE
IscsilnitiatorChapld CERRE iR A
IscsilnitiatorChapPwd CIH MR E LA BR A
IPVer Ipv4

K. 25:iSCSI f74% H i@ 1 - BRAE
iSCSI 774 B brj@ 1 IPv4 T KIBRIME IPv6 AT HIBRIME
ConnectFirstTgt C25H DA H
FirstTgtlpAddress 0.0.0.0
FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName S E EiEkR{E
FirstTgtChapld CERR A WP
FirstTgtChapPwd EiERRE oiERE
FirstTgtlpVer lpv4
ConnectSecondTgt 2 o2 H
SecondTgtIpAddress 0.0.0.0
SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName EiERRE DiERE
SecondTgtChapld CLE R SIERRE
SecondTgtChapPwd CLH PR EEMRE
SecondTgtlpVer lpv4
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o EEKREE — AR R IRE AN 5 & RAF TR LR . R — AN SRR R A
&, W LMEFAZEENE RIS BB R EE.

e — PSR RAID R, FT B A EE A4 A9 RAID 10, 50 5% 60 mEflRES .
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W0 TR 3 2% b 5 P00 A4 ok e 43 AT
Storage Management SZFFTE CUF F SMART (43RG B30T B SR UG 2 BT AR5 HiAR (SMART).

SMART 2% AN AL AT TRIMNAE AR BT, R 2 A A WA A WA B I et B A o 20 2 2 B T AR
PR ATV ER A, WSROI R b, 2K B A% i6 48 iDRAC. iIDRAC A RHEF — &R .

3k RAID (HBA) BN T B #EH 2 8AE
SRR AR 40 T 4F RAID #20 (HBA #%:0) , M.

o KBRS AT .
P& 00 2 AR
o FrAYERRLAL AL TR RAID .

AR AL T RAID #5550, B mT DABAAT DL R #4E
o DR/ N FR) PR A o
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B B LU g Ak

- T

- A SR

- AR

- B

- fEHlE S PR

— ISR E SR ASMBECE
S =

- AR

- HEME

- JaBwnte (BGI) X

- HUEEE R
EARIEM T RAID i 8T R IE CEIMBAELRRSN) -
THERAMB I E

By WORSURELEAR RAID BN AR, 2 En—KHiRHE.

PSS AL T RAID B, JEik M DAUAE IR LRI 4% < XU R e 4%

LN HI88 1217 RAID BLE/ENL
233 IS S H5 ) IDRAC FHTHTR T4 B A7 Gl S P BRET, 5 f

O RENME R SR AT R SRR ML e, SRR BT AAAE T — Ml s B REAT R B A AR L.
o fERHRIETURS 2 AME TR AE DU AN (3817

3 PCle SSD

AN 2 BBk (PCle) [ % 4% (SSD) & —MathRe A s 4, EHTHEGMRERE. mERHN /5
YEVREL (IOPS) Rl 20 A7 il w] S PR AT a] 4 PE IR Y 7 2. PCle SSD #it A T HZ #E (SLC) % Z Ht
(MLC) NAND NfFHA, BA 5wk PCle 2.0 8¢ PCle 3.0 &M,

WL f# A iDRAC FH1i, W LAE A RIELE NVMe PCle SSD.

PCle SSD HIE ZINRER -

PR B

PCle SSD FREHER . EERRAERMN PCle ¥ B (A NNUAR TR 095 2 PUA3L/\ A PCle SSD #4it
PCle i##2) LI PCle SSD 4.

"y PCle SSD #UA7 BA N ##4F:

Fo 4545 PCle SSD HIIZ AT IR EAT B8 Y5 M LA B 3zt A2 1 0
o Y PCle SSD DA% 1%
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2 A MR R E I
IR R B TR #R 15 46 LED
AHRAE S
X} PCle SSD #:4T T i it A0 fha il
& BBk PCle SSD
PE% PCle SSD ¥ £ il

Xt PCle SSD HEAT B YR M An e
TE B B e iz, 508 PCle SSD #AE DL R S5 5 A W il = &
Az S

— PCleSSD ¥ EF
— PCle SSD ##
o HMAREFIMYUAREH T PCle SSD KRR .

fFF Web X PCle SSD 347 % Y5 A F s i

FX} PCle SSD ¥ %34T WIS AL, 157E iDRAC Web FHITH EHES — 16t — YR, 45
RV . X PCle SSD, &# 74 &7 PCle SSD. BIF ] &EE £ E M.

{§Fl RACADM Xt PCle SSD #:4T % Y& Mt A0 W

W{#F racadm storage get controllers:<PcieSSD controller FQDD> #xd %t PCle SSD #H47 #t
5T A A
HEHENTA PCle SSD Wahds, WHEHILL T Ard

racadm storage get pdisks

EHEE PCle I BE, BHHUTHS:

racadm storage get controllers

EHE PCle SSD WG, EHMAIL T a4

racadm storage get enclosures

K v AT A Bk n, #a iR PERC .

HRELZER, 50 dell.com/esmmanuals Fi2AL[H iDRAC RACADM Command Line Reference Guide
(iDRAC RACADM & 1T7Z %516/ -

HER TR PCle SSD

PCle SSD SCHRFA PP AT HURAE, RVFEARINSRE BRI, A LIF R sE R 5] 3223 T X &I RS
NPIIEEEE R, DA HER R B R, AR5 BB R R i A
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REEIBITZ X E RGN X RGP 23T PCle SSD I, A XEHFHAZHBIE. N T G
PCle SSD WIFC B 1E#, 1ES W Agukr e i H P F.

*tF VMware vSphere (ESXi) %%t L) PCle SSD, #E& RIS AL L.
% VE: {1 ESXi 6.0 F1 iDRAC Service Module 2.1 A R 48 5 Fr i & B AT 55

‘/@fﬁﬁ%&%ﬂﬁ%\m&&ﬁ, I HAR S szt . {H2, ALME A iDRAC Service Module 24T
AT

“MERFL R BRAERAT IL T A 5 &0 ST IEAEIZAT I 1/O W63, DMER R . ik S8k g b
HARZS LED INKR. ERBIMES R RIEIS, WO IIRME T I R G % R bR

«  PCle SSD DA% 4= LED #Ex0IN 1R,
RYAFERENS 5 19 PCle SSD.

fEHER PCle SSD LA RS KR 1, 1ETTR:

£L %235 iDRAC Service Module.
£ Ja i Lifecycle Controller.

o WA RS B4 R B 7 S BR
fEF Web FH#:&#ER PCle SSD

L% PCle SSD LIFFRZER, THHRAT AT #4F:

1. 7EiDRAC Web AT, *#ZM% — F7f — YEE —~ &KE.
US4 s 1 B A B R A, DT
2. MIERISBTHCEHRS, EFY R IEE LB PCle SSD.
3. M FREsF, N—AEZEA PCle SSD it HHESBER .
R CIE AR, JHAEEE TR, WHIETERE, A5 Rd TR UE R Ak
T
4. (ERLFRERER P RE b, kAL B R LA RN X S
WRAFEEERIMTES, IETUR KT .

E4 i 0 PCle SSD Bk, WASLRIRIATIESAI A BEIRAE A SRR AT AR

5. HiENA.
IR R B, KR EBon—FHE, TR AR, BhAh, 2 BoRH S 1D R N
(=
WRAEN BT R ), R ER— K5 R, R rkEsaelE 7R 1D, SdifRk A AT fEARALRAF
T B A AR A BESE .

INRR G HR A, KRR — 2R B . WREEESRIESRT, T B ARBT), Wa Bon— AR

HE.

fFH RACADM #E& 5% PCle SSD

FHER R ER PCle SSD WKahE:, THIBITA N4
racadm storage preparetoremove:<PCIeSSD FQDD>
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FEALEPAT preparetoremove i 4 5 AIEE BARMEL, 1EE1TA T a4
racadm jobgqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EAEWPREREL 1D, BB R

racadm jobqueue view -i <job ID>

HARELZER, ESH dell.com/esmmanuals 2L/ iDRAC RACADM Command Line Reference Guide
(iDRAC RACADM #8173 %15/ -

R PCle SSD # & H(iE

PR THRER K ASERR RS LT A A $E . 7E PCle SSD RTINS ER RIS SE I AR, H5
#H PCle SSD LT AR KA ER . fEHATMEERR RS, ENLEVIA PCle SSD. HBEEF 5 T R4
S5 N B L

WA I RGN KRG ER 5 SEOERIRE, NMHZEEKRIUYE. BAENT S RGHER IR,
TE4ERR PCle SSD W &%z 2 A, 1&EMi{R:

. EF‘)ﬂ Lifecycle Controller.
« A B RS A P2 HI B BR AN B SRR

%‘E:
BRI A G . B B E RGP B B, (HARWIGAIb . 0B WAL I S8 b 20 B
s, RIEA e,
TE#IEIR PCle SSD J&, RIRERRE445 JLAVAP, 1% PCle SSD 44 B RTE Web FHfiH .

f¥F Web S #ER PCle SSD &% & ¥E
LR PCle SSD 4 LIOKUE, & PAT LA FHR1E:

1. {EiDRAC Web StiHiH, ¥ ZEM% — B — YRS — HE.
DR K 5 1 B B R AL DU
2. MRS Fhesdr, PRl Es LLEF R PCle SSD.
3. MR, Xt—A8£ 4 PCle SSD ik Z &R IE I .
WRIE O iR, FHEEE PR AT, iR EE, AR5 0Rd N h S U A G HAb
I
4. MSFBAEER TR, LU FEZ —:
ET&E%%%H R IR /R N IR RS E R 5 N AE . X2 PERC 8 #ifil 2% HBkiA ik

. EV]"‘ZJB(JBTW - WS PRI T AT A2 R ) F YIRS 18] 7 e 0% «

—  JRORWEIAIGE SR TE] - ok H G EbRIF e H T AR Ry, Jefem i), AR /eI anmt il
ANZE AU 8] 2 [ B o

- WS, EHEG SR,
* OANEHES (FIEHGIFALSD
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*IEH R
* RIS
* RMARGHREFER (RIS

% VE: XtF PERC 8 s R AR A H 5y, IEFHFHZEINET. XT PERC 9 &%, AEH
58 (FHEFIERE) LENET.

5. HERA.
WREN AR, BeBrR—%HE, TBrEVBIERBII. b, B TR E 1D RIS
k.
R NRT, KER—FKELS, B NnkEhasal@ TR 1D, SdAENLEAF T 7E“1E Mk A% T
T A B %A

R BRI RAE, KRR — SRR WREEBRAE T, MR AR RS, W& BoR— 2Bk
HE.

{#F§ RACADM #EE& PCle SSD ¥ &%
FELE PCle SSD 4 L HUT 244, WiZ/TLL R s

racadm storage secureerase:<PCIeSSD FQDD>

FIEHAT secureerase & JE Al HFRMEL, HIEITA T4

racadm jobgqueue create <PCIe SSD FQDD> -s TIME NOW --realtime
EEWATREIRIE 1D, HBIT N s

racadm jobqueue view -i <job ID>

HREZER, 20 dell.com/esmmanuals L34EH iDRAC RACADM Command Line Reference Guide
(iDRAC RACADM #2475 %465 )

BEHAEEE

] LA HUAE B AR 347 B R 4R
aEEM
fic B 4 — A A B AR
o BEMEGEE GEREILE)
« i&E SGPIO #ixk

MR

I
B 38
BH SGPIO i

i R AR

Dell 5 13 fX PowerEdge R4 SC R I AR, Hdr, PIANEeEIETEs (PERC) Wl T BANY R #E
B N ERER A . RGBT EtEaeiial, WA MRS E R Y (HA) Thit. ¥R s
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il (a4 23 AR SN 2 FE A o AERX AR, MRS BN 22 R L BIRr 2 I SR gk Bl a8 . BELThAE
XFVFRIBCA 2R LI REAE D BR S8 b2 58T

R FF AT PR
%&ﬁﬁ—igPWC%M%@W%@%%&%%%&%%%%,%ﬁa?%?%:APmC§ﬂ%&%
. ﬁ%%ﬁ-—ﬁﬁﬂ%ﬂﬁﬁﬁlz¢%ﬁ%,%—4§%%ﬂﬁﬁﬁll$%@$o%ﬁ%%ﬁﬂmﬁ
. EREZ S — MBI IKEN B S 0-11, R R AR HI 3 1 IKsN 2 45 12-23.
BT, R gt — Bl

WRY R E8 SCHFIZICE, IDRAC Fuvrfrir il B . T RS EAE 222050 — Ml a8 2 il g . e R
PRRCE A Z AT, IDRAC 2 EEREY RAIIRE, HASER SN A PERC 4Z2HI4%

FENOX LI E, L ARA RS SHEHIR .

ISR fT Al RAID BREAL THEEVIRAS, B0 CitRl TR RAID 1k, WIARESE SO . AR, iR
PR B AL T AR, ASRETHRIILAR RAID 1Rk

%E_

RN BN S ERESNE, FNAREe RAERBIEE ..

LC #BrEk iDRAC B IHAEA S U Y BAs 1 E .

BEERVEAN AR SER 202 R, TR M B P AN 2 3 FF
REERGRFERG, SHEEREMENA SR RN EATE NG R, TR S48
R R, NS NS E R BT IREh 2. HeAh, A MEH G E BN E . R 2N A
W, WA R REE S E R,

fEH Web FHECEEHRER
ZEFF iDRAC Web FHCE AR, 358047 DL #1E:

1. 1F£ iDRAC Web #miH, #ZME — f#fk — HiE —~ RE.
E R R A AR B B DU
2. IS TR, BB E L OCH AR AT 28
3. {EAEFI, NATE IS SRS I PR AT R A
— A1k
Eivax
4. NNFHBEER TRsE sl , dePear BN kST S ERE, ARG SRR
KBl Bk 1D,
5. FHERWENBARITIE, FREALEH PR SR ERES ER A B 5.
6. KMARGHIFGEE, LMEREEL.

f#Fl RACADM T2 BHLAE
T BN, 5% BackplaneMode W45 set T-ard—ifiifil.
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4, ZoK BackplaneMode &1k B N B, THHAT LT #R1E:

1. £ RACADM i & 3/nfiib, 1847 LR i R AR i H st
get storage.enclosure.l.backplanecurrentmode
Bty
BackplaneCurrentMode=UnifiedMode
2. BITLL R RER TR
get storage.enclosure.l.backplanerequestedmode
Bty
BackplaneRequestedMode=None
3. BATLLUF ar R B il s B AR O IR 5
set storage.enclosure.l.backplanerequestedmode "splitmode"
RN RN IR .
4. BITUTmAREIEZER O backplanerequestedmode JE MR B TR

get storage.enclosure.l.backplanerequestedmode

it
BackplaneRequestedMode=None (Pending=SplitMode)
5. i8{T storage get controllers frd IFiCIE M54 1D,
6. BITLL ARG
jobgqueue create <controller instance ID> -s TIME NOW --realtime
AR [EEA 1D
7. BATRAF A R AW ALRS:
jobgqueue view -i JID XXXXXXXX

H, JID xxxxxxxx =&fEFIR 6 HIRERE 1D,

RE BN R
AR ID, HERER TSRS EEREZREFE 3 28eED .
8. BITUTmAKRER backplanerequestedmode JE AR

get storage.enclosure.l.backplanerequestedmode

Bty
BackplaneRequestedMode=SplitMode
9. BITLL R KA EH 5 IR 4:
serveraction powercycle
10. HRSGEH POST #l CSIOR 2 )5, #ALL T4 KILIUE backplanerequestedmode:

get storage.enclosure.l.backplanerequestedmode

b 9
BackplaneRequestedMode=None
11, 3847 LT i RIUE AR 02 75 B B O IR 5

get storage.enclosure.l.backplanecurrentmode
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Btk
BackplaneCurrentMode=SplitMode

12, BATLA R IR IE R 5 N SR KA & 0-11:
storage get pdisks

A% racadm A HIEZE R, 52 dell.com/support/manuals _F 24t iDRAC8 RACADM
Command Line Interface Reference Guide (iDRAC8 RACADM #4417 A S %46 7)

BEEHEE

HELLEE 13 £ PowerEdge il 5548 15 8- AT 7E [Rl— MRS - S2HF SAS/SATA #l PCle SSD IXZ)#% . X Sediilid i 2
F Lk H18% (PERC) 1 PCle ¥ . X Suififlifi o @ Ml . AR B A 4R 4 SRR Th RERdAti i
FE. BMRICKF SAS/SATA iR 5L PCle SSD. JEHIEIL T, PUANYR 5w M Ih i 28 G . B0, 7630
24 ANEFE R A T, 3R 0-19 (NS H SAS/SATA HE%:, 1Htl 20-23 N n] 57k SAS/SATA 8¢ PCle SSD.

HURE AV SIS AR BLER A 1 HURE T SR Eh 8 15 IR IS4 IR0 . SR Ui B AU BE R T o 2 LS B
MR H 2 SR 20k . BAAM AN EE RIS (PERC #1 PCle ¥ #%) WIS ER—NMEIR, BER
GERIRE M Ul B B 5 PERC 42 i 45 SRR F A

TEFERE — HUHE — BT, B B 3 7 e s LR 2

WRAERONES, SN R SR
o WHEA T PCle TG, KA 2BIRSHF PCle 41,
SR AR Hoh — ANt 2238 T PCle SSD HE AR, TR IMI4: 57~ PCle.
#E&HHIAE T PCle SSD.
g VB AE A SRR AS TR . IR BB PCle SSD IXZN#8 H-45 FL s i h SAS/SATA IXzh 28, &%

Jexf PCle SSD UKzhas 58 R HE R AL BRMEST o WIRAPATIZAES, EHUERAE RS TRESE RIS, s
B AR RSE

# 8 SGPIO #E

TR TTERE S 12C B (Dell T ARMUBRIA YLD SUER 730 AIHINHith (SGPIO) BUR F AR ZEIRAR
UkE) 5 A0 LED, FILiERE, Dell PERC 4  FIHHHL i [RIAY SCARRPIAIBE . 50 RRbes (S HEm o,
W T BN SGPIO B

OTCWEF AT SCHF SGPIO #ale Ab T Tk ol (2% T4 J 2 (0 T IR IR AR AN STRF IR . T AR B K
RAATRINBE . HACIRS P TS K 1E 2

FEHAT LC ERREREENY iDRAC B AEIMESS, SGPIO 4 B A HRE. Bai iDRAC HE 57
W E. RS C&E N SGPIO #1, iDRAC & Hi%E F i 51k B ILR .

BE ARV B AR, I R4S 2% YR S S .
ISR IR 242 I BUR A BB S 3 & .
% vE: ANBEM ) iIDRAC Web A ¥ E SGPIO Hi=.
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&} RACADM #: & SGPIO =,

FERLE SGPIO B, 1% SGPIOMode X %5 set Tin & —ife . mHEH W E NEEH, W 12C B,
WREH, MEER SGPIO #R. AREZEE, HZH dell. com/support/manuals R4 iIDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM #4417 RIS HI8E) -

PR N v BB AR

FE QR AVE B R AL A S W B L AR HUNE B B AR, A N A A B B AT R AR
R B, Fi e I He e B A S N 1]«

Byl

TIRARGE 5] T8
FEHRI S 18]
PERTE AL — 3870 v DAL AR BRI 20N Y (4R e

i Web F G FHR/ERA
EE PR B LR, ST LA Sl
ST L AR U LR, AT Rt

1

2.

B —
B —
B —
B —
B —~
B —

R —

g — WERE —~ WE.
it — RS — Al
g — R —~ B
e — e — &
g — a8 — SRR
it — HUE — RE
TEfE — HERHAE

ML FIBRAEAR R T s S Pk 5 R S — I

SEEPRAY - PRI IR SL BN B . SRR I AT T PERC O #2 &% . W SRAFAE L SE B 1R L,
WU TR AR SR o SE BRI AR ML /D T2 2 I3

FETREH G S - EFEIETE N IRRGER 5 SR E . X PERC 8 {2 &3 AU BN L

I

FE TR IR0 TR - 06 5 0l T AT 76 TS 1y 1 SR 1] 7 FH 4

—  JFUANTRIFIGE SR A - Sk 0 PR IR e . W RRISe s, e a) . K ETF AR Rl A4S
SR 8] 2 8] B ¥ B

- WSS, EHFEG SR,

*

*

*

*

AEHGITF (FHEFIFRE)
1EH KA

S8R Fll AL

KMRGHRERERE 45T
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7 ¥E: X T PERC 8 B LA K3l 4%, IERRHURBILTT. X T PERC 9 #Hild%, NEH
5% (FHEHFTFRG) 2L

PINEIERRBRAE - PR I n] G 2 25 BB R H R AR . T DIEREYE —~ T2 — Hie B v
AR A% K A R R R

ﬁ"&:
DIBEERMEER TN E A T EERETm, DAYEESE — %E T+ PCle SSD.
ENAER B IR+, WA LB DA .
3. iENA.
WA P i R AR R R

{# F§ RACADM & ERE R

A jobqueue AT RN, HRELER, 55 dell.com/esmmanuals L[] iDRAC
RACADM Command Line Reference Guide (iDRAC RACADM #8475 %161)

BE AN A B

T LB R J R A A B A I P SRR AT . ARYE I R T, Py s B SRR £ R REL R 5] 3
FHSCAE TS SRS TR SEF o T DA B2 1 2 X T AT Sl b A (ELAS BB B AR A bR R 4

BAER A CndEhgs. PUE. WFRREE ARG Lo d iR e,
N &fEiEhlas LR B E . X PCle SSD, ¥41E PCle SSD i3k PCle ¥ B4y LOl&fE k.,

fEH Web AHEE . S AHSMEREERME

1. 1 iDRAC Web FtifiHf, # 2 — 7k — HeiiE.
¥ R EERR AR VU .
2. TEHEMETRSEREG, EHREEE. RSB AERESIE
W S0k R 4% 1 AR IR VR I B 22
ﬁ"&:
o NSAIEACE . TERIMRACE . AR RTINS B AL B @ T R RE. (22, TEER
PR TR R RV 0 H Y S ok R X L A
To ik R ERE T B PCle SSD HIfE
3. EMIERIE R SRR, E RS R AR ERRE.
4. MNTFHEsmAp, EFELT®EIZ —, 45 505N e
o OLBIRIAH - SEFRIETURT S BIERAT T A . SRR IUE AT B OB AR A PERC 9 88

T REF G A - BRI N XRS5 SRR A #1F . X2 PERC 8 #1431
FRUGETT. ML TUE ] T PERC 8 M miflRA .

FETHRI BT - et e ) 7E R ) H YA [l FE A2 A . i & Y T PERC 8 AT i A

—  JFUANRIFIGE SRR - Sk 0 P EIbR e H . I RRL3Esdy, JePem o). #RAERAETT AR 18]
ANZE AU 8] 2 [ B o
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- MRS, EFERG SR,

* REHSSG (FHEHITFRED
* IR IRHL
* R SEHL
* RMARGHFEER (AIS
% vE: XFF PERC 8 B R R AN IH 4%, IEFHRVZERINEN. *FF PERC 9 =%, NEH
58 (FHEFHGERE) LENET.
5. WIRFEZERGE, BoBER—FHEE, BRELaI#ERR. o, B8RS 1D @i
BAE.
6. MERZIEAIERY), BER—ZHEE, iR NprkEsead 7/E 1D, BB F) a] 7E /RN ER
BT P A AR R
WHIERRANIELE . SAIMBEE . % HRESONZ S A R R A T HAIRS, I Han S g ix e
B R ERE, AR AR E T b G AR . B RPAT AT HA FE AR I B, el
RACADM &, WSMAN 1t fiff F #2 il 2% F A i 3 pic B ARk .
1 TCIFAE HRE BB T h & B 85 % PCle SSD MUEE#EHR/E. AT racadm #ir4i& Kk PCle SSD flHE#E
BAE.

] RACADM £ FiI 3 ] HE e # Ak

T ff ] jobqueue T4 M HAEREE. AXRELELR, IS dell.com/esmmanuals L #E4L[) iDRAC
RACADM Command Line Reference Guide (iDRAC RACADM #8347 %351) .

ffibi e - DR BAETT =
S 1: DB AEE (SRR, “FEF YRR 3] PR BRI R
B, 3 LRI M

IR AR T OLRIRI A . R FIREFT S R SRR T, SRS SRR K T A ik B R A B
BRI,

IR ERAE T, IF AT S AP R B, NPR IR, AR QR ), R RoR— 2
B, fRHON T B AR RE L 1D, SdifENLEAF, AT EARMLRAS DT h A AL A . SRR G
TEdE, HER—%HE, RIZELQIERN. 54, A RREE 1D AU R .

Eﬁﬁ&%@@&@ﬁﬁy#Hﬁﬁ%%ﬁ&%%@ﬁﬁy%E%*%%E%E,ﬁﬁﬁﬁmﬂﬁumm
NECI(

B 2. CiEFE-TNABRIE LB, “FE T IREHT 5] SR BRI B
1), JHAEIA NEEEERE

RIS SLRINI A . RN IRE TS R ST RIS T, SRS SRR, R e T AT i T R A
R

IR ERAE ORI B, JF HARAEAE B A, PR EoR — 26 R
- B EREERERER A A AR R,
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- BRI PR R SR, WIRAEL BT, KRR — I, $R T R G AR
A 1D ARV EASY, AT AEAEMV BB BT A AR R . AR BRI, KRR KR,
TRHZIEL AR R 535k, A BaxiH S 1D A B ma A

- BB AR, JHEREZIN b, DT E S AR B AR .
MR KRB R ERE, I B RAEE I R R, W Bk — 4R R

— IR T A YA R R A .

- BN RTIBRAEAIBAENL O ELE R R QIR . WRAENL BT, KRR S, FEi
NPTIE A QR FIFEAY 1D St AELBA, T AR BAB BT T 2 AR A HEE . dn R B A
W, FRR KR, RHZEL AR F4h, R EIRTEE 1D AR S A .

— BN AR RO L, TR RN b, LT S A R R
613 CEFBMBEERE", FHEARAKNEERE
R CL IR R, KT SR, R SOHEAT O 17 (A LR A DU R A
R ERII OV, I FLANSBO DU (AR, WK R B
— R R IUN b, AT E S AR E AR
— REEEERME, TR R N, PRI IR T IR, S R R R
SRR RO ORI AT DA (O AT, U R — BRI
£ 4: CEBRMBIEEBRIE", I A TRIFEREEERE
A CL PRI AR, KU SR BEA, KA O 17 R LR A OV R g
SR E D QIR I EL AR AT IR RAE . MR oR — A5 BT

- PPRARE S AR U b, DURAT B S AT R AR .
- BLERRET AR AR R,
USRR BRI QI H R A, JF B RAFAE DA MR, R SR — SRR B

- BEBE B AIZIUE B, DT E 2 A B R IE
- PR AR B R R

ﬁﬁ:
FEARATT S5, dn SRR B T M E 7O EeJE/E R, &% EEMEN — e R
M, UIEENE MRS, JEEp T MiEn e L e/,

&M 1L A2 EAHT PCle SSD. & TCiEAE PCle SSD fHEfiRlE, HItESmB RS E AT
. 1B H racadm fiy2iERR PCle SSD HIFEACERAE .

N KR N AR LED

LB PR 10206 B (LED) 23R BIUIE 10 (OPISREAE . B A0 PCle SSD.
LA 53 B RIS LED

P A TR, FUA PERC 9.1 AR ASRUATH P4 S0t 2K M shie.

248



g T RERSS &5, ASSCREIT VAR AR R .

fiE Fl Web 5T [N AR EREH N 4R 444 LED
FEAIREBOE N R LED, 35 34T DA N 1k

1. 7 iDRAC Web S, HR4EEREE T T TUH:

o R — 6 — R - BRAIAEA LED DU, AT DAEZ U H O ERERIBOI TN AR PR L R UM
#LF0 PCle SSD,

RESE — 774 — BB — R DR RA YRR A DU, 8T DA% I e DA RSO IR ) 8
$F0 PCle SSD.

. g'ﬁ — FE — WERE — RA- SR RB B Ui, AT AR 12 DT DR AR S DR R UL

o

2. WmEAFRFBIHHS LED TUH L

A SO e TR ZHAF R LED - PRI /BNE I I, AR5 S ISR OHAG N AR LED.
[FIRE, Bl B PRV R 45 LB N BRZEL P ) LED

e PE IO e AR LED - S — BN, SRS S R AT TT AR N KR 20 £F ) LED.
[FIRE, BN PR T 1L N ERAL AR LED.

3. WURAL TR A A DU L

o RFFEIDUN RS TG V) PR K E) 25 5 PCle SSD - VR /BN AR, AR5 ST AR AT AR A
WRIT A VB AL SR B A PCle SSD.o [RIFE, ST HRIE NAR AT 45 1L WK LED.

o DEEREUEHUN KRNI AL IR S AR B PCle SSD - i3 — AR MY I AL RSN S, R ST R AT
FFUE R AR P A5 IR 2 88 8 PCle SSD (¥ LED. [RIFE, FREUM RBRAT 42 15 N4k LED.

4. WURAL TR O AL v b

W PE U L FE T A RS - e Pr el /B ek I, AR5 il IR LT 46 AR T R DAL 2L
LED. [AFE, FavBH RARAT 1 LN LR LED.

RO IR A R AL - A AR, AR5 B DR DA U6 DA R B SO 4 06
LED. [F#f, SREEUE AR A4k LED,

U SR PR IN KRR AR AR B2, & SR BR T R

Blinking or unblinking component LEDs using RACADM

To blink or unblink component LEDs, use the following commands:
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

For more information, see the iDRAC RACADM Command Line Reference Guide available at dell.com/
esmmanuals.
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P B 5 R ] &

ST LS R s G B L R4, 1831 Management Station _E RIS, AT R bRis il 52 8 ik 45 28 B M
R o X REH T UL RS S — AR 2 n ) shae . BRI UL, ZIhEEE ] RS2 al .

i
[l SCRF 2 N A R 6 1. FT A S A] R 2 [F— B RS Azl & .

o IRTEDAZESC IR Web JIME S (i Java Bl ActiveX #fifh) s R sh i EH] S . WE Management
Station FIZATHIERME R4 H4E Windows, A Zid FH Java A& 28,
IR & 20, SERSEASEREH G DEE TN,
10 LA $T 7F — Management Station B — {2 N2 RG I 2 A I H 6 215 .

o TENBEAS F AR R BO3E 3T FF A Management Station B2 IR 2% 52 I A RE L2 6 231

o MBS AH I ER B AU, KBS AN R R Y R . R R R s e L E
Vil T, RGO EME AN H NS LB R AR L= R, 7S
BETFBARERTH ANV RBER. DA EFATESN, BN SEREA EARED %
SR, RPFE-AFPAEER TSN, WRE-AHAPE AP ESEE AR, ZiH—A4
P B&ihn & B ah &1k AN P 2.

LB Web 3 b 2% DU A% ] &
RS eticl k=)

Ja s RS &

SCRE I B 70 P AR 2
AT T T B2 LA AR & 2570 B R A 2.
.27 THOFEA AR

RESHR FIFT= (Hz)

720x400 70

640x480 60. 72. 75. 85
800x600 60. 70, 72, 75. 85
1024x768 60. 70. 72, 75. 85
1280x1024 60

HEVCRE s 8 B TR 20 HE ARG E O 1280x1024 R B .
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W AR GECREE B B ] & Sl AR R B R A E R B R &, WSS S 6 0 PR 44
Ayl G LRSS AN PR S . WERARSISAT Linux BE RS, W X1 £ & /T REFEAS L TR
WP TIEE R . 16 IDRAC BERUIEHI 6 1T <Ctri><Alt><F1> LU Linux VIS SCAf ) &

ACE Web 35845 LA A B MK 6

TR, A R A &
1. WfRC M (Internet Explorer (Windows) B¢ Mozilla Firefox (Windows B{ Linux) « Google
Chrome. Safari) MJ3ZHFRRA .
BRI FNWEREANTELZEE, &5 dell.com/support/manuals 4L Readme (HIR ) .
2. ZfHH Internet Explorer, ¥4 |E W& AN MVEE T HIELT-
3. FEE Web 3538 LAEH ActiveX 88 Java .
ActiveX B E 2 H¥F Internet Explorer. Java 5 % S4T30 b 23
4. EZERFLSANIES, DRI R ERAIEE B A E O,
5. %35 compat-libstdc++-33-3.2.3-61 FH <AL
7 7F Windows I, S“compat-libstdc++-33-3.2.3-6 A< M B AT R A5 78 NET HESL S
BRI RGP

6. WREHH MAC B1E RS, %1%+ Universal Access GEFHV5H) % 1T [¥) Enable access for
assistive devices (Jg X AHBIE & TR JED,

AREZER, BHZH MAC BE KRG U .

AR
FCE Web 3 %7 LMEH Java it
BeE IE DME ] ActiveX fiff
¥ CAAEH G N Hvh

B & Web J% 2% LL# F Java 14
& Firefox 3¢ IE FF HABEfE ] Java BB %Y, 18 % %% Java Runtime Environment (JRE).

K VE: 7E 64 (LEAE RS by 22 dk 32 frek 64 £ JRE WS, EfE 32 friffF R4 Ln 2% 32 fi IRE hiAs.

TERCE IE LMEA Java fiiff:
1E Internet Explorer HH2%H 44 N 30K B sh R,
« {E Internet Explorer F12% [ Enhanced Security Mode (#5152 #C)

LIPS vy
JiC B A0 ] &

BLE IE DA ActiveX it

SR E IE W E, RIEEESIAEITIET ActiveX IS H] G AN R LT . ActiveX B
AR LR 1) CAB SCHFTE N IDRAC k%5 23924t an SR M ablas il & Hrol Sl A2 1% B o AL
ActiveX”, TR EEUEZNEMIEHI G, <M iR N CAB X IF/E3hEE T ActiveX I EIIEHI &
Internet Explorer F5 i —LElL Bk Tk, RANSITIXLLILT ActiveX KR TR -
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7F 64 i %igs b, Internet Explorer B3 32 (ifil 64 (ifiiA. ] UMEFE—RRA. (ER, WRTE 64 LR
AR, RGO 32 LR A I T AR A, DA B e B

E VE: AT LUE ActiveX #1415 Internet Explorer — 26 .

T Windows 2003, Windows XP. Windows Vista. Windows 7 #1 Windows 2008 1] ActiveX  FF&
Fr, WECE A IE wE LM ActiveX M

T BRI B A R i TR AE
#4 iDRAC IP BLFNLA RN B 2505 R b3 .
¥ E e ik EEE N Medium-low (F-fK) B R B DL AVF 3 E 210 ActiveX JifF.
VPR FEINE RN B IS =R . ELIURE, HHZETER —~ Internet W —~ &
&, BEHEAEMENTRFSER, AEEBREAE=FMNESET RiEm.
vE: =¥ JE 3 Internet Explorer LLf# Enable third-party browser extensions (Jg F 88 =5 il 283
&) WEER
5. ®ETER — Internet T —~ 24, FHFIEFEIZAT LN HEF 1 XI5,
6. HiiEHEXRA. EREREE O HHAT LT EE:
+ %} Automatic prompting for ActiveX controls (ActiveX #%f:Hzh#R) %3 Enable JEH) .
+ %} Download signed ActiveX controls (FEREZL K ActiveX #&M4) £+ Prompt ()
XTBAT ActiveX FAFFIFE AR £ 5 FBRR .
SIRFRIC AT ZAEBATHIZAR ActiveX I H3AT BIA L 2 8 A 8RR .
7. i OK (HisE) %I Security Settings (Z4&KE) % 1.
8. Hili OK (HisE) <M Internet Options (Internet &) &I,

Eq iE: £ Internet Explorer 11 (R4 L, #fRiEE A TR — SRAMEAE B E A1 iDRAC IP.
E H:

Hpun PR

BARFEAR Internet Explorer JEZ A ) Internet 330, Kk, J— Y84 R4 S8R
INB| 2 (0 R 2 G /\112&]”*%%1?4#@?%5HE’JWE

;zzé ActiveX E1F 2 |, Internet Explorer T RE & Bon L4284 . BEHERK ActiveX #2245
%, E1E Internet Explorer K H %2 42 & w9252 ActiveX ?”#F

Wmdovvs Vlsta ﬁ%?ﬁﬂ’] Microsoft 4 2 4 1 It i i 8

Windows Vista BRE # 1) Microsoft #/E R KN E

Windows Vista 55 ¥R E R4 H 1 Internet Explorer W' 28 — ¥k Ny Protected Mode ({R## =) 1
BN 22 4= hRE .

15 Fil AP 0TE Internet Explorer JIYE 88 )8 2h 71217 ActiveX B FFET:

fERNEH RIZIT IE.
% Tools (LK) — Internet Options (Internet #£3) — Security (%4:) — Trusted Sites (F[{5
WD .

3. BRI N R E X Sk R g R AR R G T . B, BT LUKG iDRAC Ml E] Intranet X%
Bt BREM T, ARP R Intranet [X 38 R AT (2 3 217 I8 P 1 2 B e A

4. HEHEES.
5. (AR EREERINBIXIE B, W0 iDRAC bk, 4R)5 MahEs .
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6. HdiRH, M5 RTE.
7. RMIFREHTE B v as B E A

THERM A R AT

RIS AT RS G I BRI R GREHVERIE R, FRPRRE) , IRR BRI mok gedy, B ERE iR &
4 b n] R AF ik AR AT IHRROA B 48 )R FE i

7 S ZRA B B UBR A RE TS ] 2 ) R A

V&R IE7 B0 ActiveX iR4s
BER 1E7 T R IARRAHY ActiveX BHE S, HHUT L T HR1E:

M Video Viewer (MANEF L) Al Internet Explorer 3 Vi s

EHFTIT Internet Explorer W% 28 7% % Internet Explorer — TE — BHMEFBIW, AR50 B A
MW, S EREENERE .

3. M Show (&) THizk# ik Add-ons that have been used by Internet Explorer (Internet
Explorer f#F {m#ERT) .

4. MR Video Viewer (MM E#%) ik,

&R IE8 H ) ActiveX F-HIRRZA
BB IES T LI ActiveX BB 2, IEHAT DL I ERE:

1. XM Video Viewer (FIBIEEF#) F Internet Explorer 3%

2. EHATIF Internet Explorer J %2334 % Internet Explorer — L& — EEMEBIA, )5 o8 ezt
FAINERI. BEED 2 SR BB NI M.

3. NER THRR IR ME .

4. RBFHAE A AR IR B S B

5. £+ More Information (EZ{5/5) % M1 REMOVE (JHER) .

6. <M More Information (E£f5/5) 1 Manage Add-ons CEHEHEM) % H.

kR Java R A

FH M Windows BX Linux FARRAN Java BE RS, IHHAT LT #A1E:

1. TEMAIRARTA, 81T javaws-viewer B javaws-uninstall.
Bt 48R Java Cache (Java BB BE M.
2. MERAREN iIDRAC EMEEH G &/ 7T E .

¥ CAEH RN E B

2 A RS G BUR A TN, RES TR RIIEIET . MR EEE BT X Web IREGARIET, WA
LUK CAEPB SN Java 5 ActiveX IR {SIEPEE, MIMT# X LeHR .

MR

¥ CAEH S AT Java ZEIEHE
¥ CAET S ActiveX Z{SiF 1%
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¥ CAEHEAE Java 2ZEiEHE
T CA P S AF] Java (ETIE-BIEAE X

1. 3%} Java Control Panel (Java IZ#IHEIR) .
BHRERTE, RFRFER.
¥ 2 Certificates GEF5) SHFHE.

3. M Certificate type GIEFEEY) THiAzgpd, 1%+F Trusted Certificates ((SAEREF) -

4. B Import (BN , WU IFiESE CAIEH (Ll Base64 4wttt ) , RJ5Hd Open TR .
5 HE 4 S NE] Web B BHETIFBAEGEIX .

5. Hiikl, A5 EHE. Java FEEFIEAR & 0K OCH .

¥ CAEHEA ActiveX ZZiFPBE

758 OpenSSL #r 447 T B BIZ ] Secure Hash Algorithm C&4-Ei¥I%%, SHA) HIEFEIE .
BT EERINEN FEM SHA, Hik, @i OpenSSL TE 1.0.x X EHA. CAIUEH BN Basebs
encoded PEM (64 figmfiBf) PEM) . XEFANED CAIEPH— R,

B CAEPBS A ActiveX AI{EIFH

1. TJF OpenSSL 4R M.

i FH LA T 7 412417 Management Station b 487 IEYEAE A F) CA IETH) 8 A HFIAE: openssl
%509 -in (name of CA cert) -noout -hash

ARG M A, Blan, R CAERSUfF 44 cacert.pem, Zfr 4 4:

openssl x509 -in cacert.pem -noout -hash

RGBT “431db322" i H SO
3. K CAfFE MG OISR 4, IR A P n—.0" BN, 431db322.0.
4. KHEMAEN CAUFREHEFHS, flin, C:\Documents and Settings\<user> directory.

fic & L= 6
Be B S 6 2 00, EH R C AL E Management Station.

AT LA iDRAC Web FiH 8L RACADM iy &47 AL B B iishHl & .
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2 Web 57 Ao B 24042 4 &
i iDRAC Web F T B i) &

1. %% Overview (M%) — Server (RF-48) — Virtual Console (BHIFEHIE) . &K Virtual
Console (BEHIFEHIE) T,

2. BHmEESIG IR R RIME. BXR&SIEBNEE, S0 iDRAC Online Help (iDRAC BEHLH
B .

3. i Apply (RH) . EIEHIE R E.

% F§ RACADM Bt B il iss] &
TE G, R LR 5 —

¥ iDRAC.VirtualConsole . F %) 5 5 set S &1d .
« BULTHARS config dr & Bl A

— cfgRacTuneConRedirEnable

— cfgRacTuneConRedirPort

— cfgRacTuneConRedirEncryptEnable

— cfgRacTunePluginType

— cfgRacTuneVirtualConsoleAuthorizeMultipleSessions

BRI RTELZER, 55 dell.com/support/manuals F#24tf) iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM fir 4T RSB HEIEF)

] | S
R I IE R G
SRR E 26, EATLATHYE System (R4E) — Properties (JE#:) — System Summary (R4

) T T R A RPRA . Virtual Console Preview (BIUEHISHR) KIS R —EIL, £ EM
BEHIGRPIRES .. ZEE AR 30 B RIH—IK. X2 licensed feature (AT HITHAE

B i L O AR £ T

RS REIES &

& u] LUt iDRAC Web FHHIEL URL J3 3D EMEH &

7 VE: AR R 11 Web J B8 8 SRS HI & &8,
R IR & 2 F, EROR:

o BHEEHRABUR.
Web 1 528 fic B A Java B ActiveX it
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panel (Java #F#H|HERK) — General (#Hl) — Network Settings (& #E) Jfi%#% Direct Connection
(BEEe .

A € R B ActiveX SifE, BIKTREEHERI B, KRR NI R R0 I FLIGIMAE TS
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R BIEHIE
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Install (%3%) 7F Security Warning (Z&%4E) % 0223 ActiveX 54, BIEH 6 &G 55,

HHRAE &
URL BahEliztl s
LB Web 3% % LMHF F Java it
BL ' IE DAEH ActiveX
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fii ] Java Bk ActiveX ffifh4 Fi 045 i £ ol s A R sl B b 2 1 3 8
[Fl25 BbRFE &
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7% Overview (BE'%) — Server (JR%B%E) — Virtual Console (EHIEEHIE) . FHEI2 ZR Virtual
Console (EIIEHIE) Wik . i Launch Virtual Console (EaEMIEH#IE) . Virtual Console
Viewer (EfIEHIGEEH) MEEI.

«  #:% Overview (ME¥) — Server (JR%28) — Properties (JE#) . BEHIZ TR System Summary
(R%HE) Wi, 1E Virtual Console Preview (EIEHIGTN) #4r, #if Launch (B3h)
Virtual Console Viewer (FEIlfEHIGAES) < E5,

Virtual Console Viewer (FEfIZHIGEER) BREERGHEE. HHMEER, E N s iEHT
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1. JTHFZ3CFER) Web D88 HEEREBERS 4 A LR URL (/N5 : https://iDRAC_ip/console
2. WWEBEREE, 2B/RHARK Login (B TUH:
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£TF Windows MI#EE RS L, Firefox CHEAML, AD A1 SSO %3%; 7EET Linux MEE RS L,
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7f Virtual Console Viewer (E#IIEH| & EE ) H 1 Performance (MEEE) IR, Kigtik &N
Maximum Video Quality (& EiisimE) .

25 AR E ST
B AN & PR RO, ORGSR T 5 B L AR IR AR, IR
B R R R

2418 ] Red Hat Enterprise Linux B¢ Novell SUSE Linux Itf, %768 shEEIsh] & & fs 2 BisEi E Linux 1
AR, REHIERIN BRbR BB T35 6 e L H] & 25 28 0 BUARHT Sk

MR P R 6 B E A L ERPIAN RARTRE R, RN IRSS SR IR RGN B AL X FRE LA Linux
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AR, ML= WA BATeEr . EARULIC R, TSR] A Fe 4T el 525 R ORIV B 1 (¥ BRI g AH T
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FYU)H B BAEER, 15 Tools (T H) 3k +% Single Cursor CHEANEED)

EE RARIE, S Tools (TLE) — Session Options (&1EEM) — Mouse (RiR) . 7F
Mouse Acceleration (FARME) EI-RT, WHETHERSESR Windows 5% Linux.

TR H A BARTREI B, 4% <FO> BN E A& .
B4 i XREAT Windows BE RGN SZE RGAEN, BONIZERAE RS A AL .
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Option "AccelerationScheme" "lightweight",.
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PR AT LT BRI BE B
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ER R & SRR T RS2SR (Java 51 ActiveX) JE3H.
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7E Windows #:4F R 48 FizfT T ActiveX BT & £ 16

259



#£ Windows #fE R4 L2417 K12 T Java KBS 6 218
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- b E

- EIA R

— IR P

— RS

- EFEA R

- JABIRHRRT 1
JE BRI 2 fik
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i

filhn, WnHE L RGEITHE Windows #E R4, HHOH RS A ZE", NAE%ET
Windows %8 RFT TIPSR Y, B2 E R4 ERAFRE BT I, B2, W EHYsisms
g, WHREZE RS DGR ST, R ARSI
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Magic SysRq %JEEE Linux WVJ&H@??FXE’J&%EQHA I Management Station B2 & R 40 FIHRAE &
?}E%?i;ﬂ% BHEEWE RYE, X&MRAH. G LMER 817k 2 —7E Linux #:4E 24 18 Magic
SysRq %

- B—A% BN /etc/sysctl.conf

— echo "1" > /proc/sys/kernel/sysrq

Wi Pass all keystrokes to server CEATH#ZiLHARSH) CEH, R4 Magic SysRq #4# Kik
FZERG LHRERG. HERERSG FERUH TRHEFEIPHIBO FERGS) T 747 NEER T
Management Station L &7 5 H T Magic SysRq:
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— & Management Station E2 /5 H SysRq, M <Ctrl+Alt+SysRg+b> B <Alt+SysRg+b> & HEEH
Management Station, TIANE &GRS N,

— R Management Station W25 SysRq, M <Ctrl+Alt+SysRq+b> 8f <Alt+SysRq+b> 242> i &
TERG FIRE RS

- REGieHsHAh SysRq 4l E (i, <Alt+SysRg+k>. <Ctrl+Alt+SysRa+m> ) (L4 %5 R
4, 1A% Management Station _E /275 8 [ SysRq %4 .

IR 6 (/F SysRq AR 18
ST AR DT AE R — i s AR Fh 63 )5 ) SysRq JEA B

«  Opensoure IPM| T &
o f¥if SSH/Telnet B4 AR AT IE RS

1/ Opensource IPMI 1 A
& BIOS/iDRAC W E I SOL H g [l &,

1. (EmAIRRTTT, 1217 SOL W

Ipmitool -I lanplus - H <ipaddr> -U <username> -P <passwd> sol activate

SOL & iEE IS .
2. MEBRBIGERERSGE, BB REFEIT localhost. localdomain. Wi HEAE RS H 4 F1 %1
B

3. WRAKJEH SysRq, 1M echo 1 >/proc/sys/kernel/sysrq JAH.

4. BITHWIGY ~ B.

5. f#H] SysRq BEASE S ] SysRq Zhig. Flan, A LUN a8 Szl & LR RAAE R
echo m > /proc/sysrg-trigger displays

/1] SSH/Telnet ZG8)f il FTiE %y (HILH 1T B9 HIXERR)

1. X7 telnet/SSH £, f#H] iDRAC I P ZMEILE )5, 7€ /admin > $E/RFFALIEITAT4 console
com2. FEEN¥EIR localhost.localdomain 7R,

2. XFEHIGEER, JE AT RGN AT ER S EROER R RS, RS R FERERSE, K

WRB RN localhost . localdomaine
3. fHERIERGH S B AR E .
. WA BH SysRqg, W echo 1 >/proc/sys/kernel/sysrqg jaH.
5. fTHBEARSEH SysRq Thfg. B, HELN K EmH Tl 2RS4
echo b > /proc/sysrg-trigger

Ky & A RIS TR OBUT BRI LR SysRq BEAHE .

£ Windows ¥k R4 BT HIZET ActiveX I ERIIEH] & 435

X T1E Windows #fE &40 FIZATIMEET ActiveX RIS & 218, 1T fi K Ik B i) IR 5 28 Thae 1)
17957 Windows Management Station FIZAT 2T Java FIEREH & G FIATRAT AL, (B RTHJLA
B4

A Pass All Keys (f&Fra #24) , 4% F1 £ [N 5 3 Management Station F132% 2 45 (55 1)
R, FHERUTHEER:
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Click Help on the Virtual Console page to view the online Help

o RGUATREAZ WL BEA R

RG2S <Alt + Space>. <Ctrl + Alt + +> Fl <Ctrl + Alt + -> RIEFIZE RS, XEedH o H
Management Station _EfU#AE RGEEAT B FE
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15
BEHEEUA R

FERUA T Fe V52 IR S5 48 15 i) Management Station b B4 i X 4% 53 W48 3L 526 1ISO CD/DVD W%, #tir
B RS L& — .

P REA T Zhe, REmT

I 3 X 2% S R VT ) S R B IR R GE I R
o NIRRT
« HEHIKENRER

FERE RS LR E RS

X AL ORI SR 55 4%, X — SRV ER ThRE . XTI RS As, ZDIREERIA AT
FEHIhRE

REAMA BT SCHF REALOLEK (CD/DVD) Hatakzhas (BfEEET USB HUEKEhHS) M USB INfF 4.

o B HEEIEZE RS0 Management Station L FIN—/NKEL. USB INAFSL. BUE. FHI— RIS
o SRR IR Sh 28 RS AL UG B — A A IR Bh 28 . CRFIDLIR IR B AR 2 — AN e
IREN B 1ISO Mg it

FEERT /BB R E .
T M EIHLYT 1] IDRAC (R -
« EZERG L, ATATERNEDN RSB .
1EHT Windows 28 R4 b, WAENA TN MR B3R5, W E3mE.
%iﬁ%&@ﬂﬁ%%? Linux %258 &4 b, BN TRSIEA 2 AN, ZFImERs)eE, HHH
If < o
o MWRERGE I BRI # U A E SR A2 8 T W 45k & Management Station.
TEIRS 8 P BN TR KRG, MBI Bon N A IR 2 .
$ A IE A28 R 40 AIFEE Management Station CD/DVD Bkzh#% (HiL) , EABEILE USB A
HE A I %5 /0 75 52 128 Kbps (1] R 247 5 o
« IR LOM EUNIC R R B2 i ] BE 2 T T -

=)

Managed System Management Station

f«/\ Remote CD/DVD/USB
iDRAC7 e Network —==—
: Gl Server \v\// Remote Floppy

B 4: BRI RE
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SCHF ISR B A% A v A
TRII T IE A BRI RED &
. 28: RSN BE

Waha

RIS R

HEFOEIK

AR AL R B %

USB INF7#

P B B R

W 144 WAL 1.44 AL IREh 2
CD-ROM

DVD

CD-RW

#H CD-ROM i I E A R zh 3%

ISO9660 =[] CD-ROM/DVD B4 4
ISO9660 #% = 14Kk £ W5 Sk

i CD-ROM A ) USB CD-ROM Izl 2%
ISO9660 ¥ 2\1 USB [N A7 #E g ST 14

BB A R B R, R CEE Web JI W2 LIHH Java 8L ActiveX JfifE.

S vy

AL Web 1 Ui as A ] T 1] &

i F] iDRAC Web 5T At & A i
T E R A
/N A BRI AN REER DRAC, B, TRERERSNER, QEERYHE.

1. f£iDRAC Web A+, %MK — RE5HR — Mm-S
2. IBETHRE. HXREMEER, ES0 iDRAC Online Help (iDRAC BEHLESBH) .
3. i Apply (WMD) REFRE.

i F§ RACADM Pt B A R
TRE AR, ST DL R

% iDRAC.VirtualMedia A+ X R 5 set dn 2B A1HH -
¥ cfgRacVirtual 41+ (1% 5 5 config fr & H &6
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HRELZER, iHSH dell com/support/manuals F3R-AE) RACADM Command Line Reference Guide
for iDRAC G&FHF iDRAC ] RACADM & 1T&E 1R/ -

£/ iDRAC B A IR B RE IR

Al iDRAC BB A FIFREFMIN. 2Bk @ sh B n N B . BT k.
1. 7 iDRAC EAHBEF+, HENFEM USBHORE.
¥ o~ iDRAC WE MR USB ¥ D B T

2. (EREIARI T, MR AP B . M BN, AR ELEE, 1§20 IDRAC
Settings Utility Online Help (iDRAC BB A HFEFENLEED

3. k¥Rl Back (J5iB) . Finish (520 #1Yes (&) .
RERA 5 B 58 AL

B FUR AN R G0 B
AL T T WA L R S

K. 29: EEKN BRI R GEWIRL

BN B A TR RG L

o) TR WAR L B R 5.

B KM Client View (F UL E) 2t A] DL A i

HEh Client View (& RALED) FTIFR M AR, 2 Smal B O P I R e

RATEEEUN R RN R &R HRRE

DAEE P PO E DU E, MR R B IKEN g EHATHRAE, T Windows BHEE LS, WAL
B A ORI RIEI . EEFADUR B, BOH LR EN SR P R Z RSB I, AR5 B
RE .

5 18] A TR
A FH BN B L s A U7 i BRI B . U i B AT, 55 RS B 1K Web i) 28
WA RS RFS 2 H FH. WS RFS EHAA TR, HFHE2R B BN E i, W BRPL S

IR Virtual Media is currently unavailable. A Virtual Media or Remote File Share session is in use (&

PN TRARTA T B RO R A AR AR D .

IR RFS BERAL T ARG SR, WA 25 s U B 7 iy, mT DU JA 3 i, SR 1T AR
R B2 1 H&%%HI#@%ET?JFW J ISR ) 5 o

HERME S
BLE Web v a5 DA FH 405 5
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JiC B A 4D 5T

52 FH R U321 6 )5 B R AT R
S A G S B REA BAT  OR

o CURFEERIS

ARG B N 25 S 8 — 7F Windows HiEEHet, S Folder Options (SCAERIEIR) , IHiE
F% Hide empty drives in the Computer folder (SR THENLCHFPIZIESNEE) LI, R #Hd OK
(HE) -

TR A ] 5 U ] R AU 5 -

1. 1 iDRAC Web Ftifir, ##ZEMYE —~ REH — BHIEH G .
B HP 2 575 Virtual Console (JERIE#]E) T,
2. 5 Launch (J33)) Virtual Console (EIIEHIE) .
KEEN£: 55 Virtual Console Viewer (BHIEHIGBEFR) .
¥ AE Linux H1, Java 52 T U7 ] BESE & OBROASE 6. £ Windows H1, 7T jnlp SCAFEL
f# 11 Java B BEMERIE .
3. ik Virtual Media (B3I B) — Connect Virtual Media GEZERINF) .
WS ERIAN T 235, JE A Virtual Media BFIANR) 2584 B il I 034 HI 5113

E VE: U5 M ERA S, Virtual Console Viewer (BRI S EBER) % O UFTEFEH.

B
BCE Web P bids LM EIE ] &
B B DAY I3
fi ] Java 5l ActiveX 145 AT Az 0% ] £ BRI JUS 2 1 v A 25 3 A

AN PR R 6 3 3h B
445 J7] Virtual Console CHEDIG) I, 7ERZIREMABIAT, (R

o RN TET Attach (B 1D RES

KRG E N R IRA) 2, EHATIHERME, 574 Windows %5 % B 8% h 51 & Folder Options (3C{t
JEETR) , 5Bk Hide empty drives in the Computer folder (FERRTHEMISCAR A Z IR 8. ) LT,
RIG it OK (RE)

4% H Virtual Console CEHIIERIG) B, ZEEIIERIAT:

1. 7EiDRAC Web AT, ¥%ZEME — REH —~ BHEHE.
KERN £ 7 Virtual Console (RERUIZHIE) TiH.

2. i Launch (J83)) Virtual Console (BHIFEHIG) .
LEIHINT S NV SRS

Virtual Console has been disabled. Do you want to continue using Virtual
Media redirection?

3. HEHE.
A BT Virtual Media (ERIAR) % 0.
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4. 7E Virtual Media (EIIAR) sk, #idi MAP CD/DVD (Bt CD/DVD) = Map Removable Disk

(RGBSR -
ARELZIEE, TS W HE IR 25 .

% VE: %% ARG BRI IKE) 2 5 5 Management Station _E 4B IREh 38 548 —5.

VE: £ Windows #E R4t% 7w b, WH A H Internet Explorer Enhanced Security (Internet
Explorer S5 2ME) , B AT REIEIER T/E. ZMEJILR, 1525 H Microsoft #4E
RO R RAEH R

LIPS v

e & R A
fi 1] Java 5l ActiveX Ji {45 T 40l 2 i & B R0/ 5 A e A5 ) 3 5 3 O

ViYL Ol

T8 DLB BT FE ST A RIS, I HAE R USB W& ERE RS MERIE RS . ERINEA R,
AT DL R

1. %k Virtual Media (BHIAF) — Create Image... (BIEM{E...) .

7£ Source Folder (JErff32) B, #ili Browse (WY)W 28 B8 FH AR W45 SO A8 IR0 ) SO 4 SR
Hiko. WG O TE I I E 28 RGN C: IREI8 .

3. 1E Image File Name (WUESCHERFK) FEH, 2 RaH TR GBS S GEF R
H3) . BEHEKZAE, 5T Browse (%) FERIEEI—MuHE.

4. ik Create Image (HJEMHE) .
WHR BRI B 5. WIRMUGSCH AL TR R, RAEZERESHE, fammIg O A TSR
W FECERIEIR, UbBUG O ok gk s, R WU SO AR SR Ie T 2 4k 4l ik AT R A 2
PIEMURZ 5, RS EREINEE.

5. Hilisgm.
ISO W4 El CL a1 .
S RAE RS AR ANET, AG A ST R A B S S FATE—A img SUF . R EiER I .img
SCAF, T Virtual Media GEAUAN D 325 rp RSO It B 2% HASANERAE T DRI, A3 FH A et e A
BB EMBR img SCfF. AN, AR E S BOH % E ARG 2% H AR S {4 H Remove Image (IHIBRIHZ) kR
%4 B E MR Z .img ST

BERMREFAER

EEERMRSHVEAER, I5ERENEH G AERY, $ii Tools (TR) — Stats (ZiHER) . 7
Stats (ZHER) & 10, Virtual Media CBIIANFER) #5570 B T Y B2 4L 46 DA R AN 4 IO 32/ S5 0%
). WROEBREUANT, BERIER. MRAEREUNT, #HER“Virtual Media is not connected”

CREFZEEMANTD HE

A SRAEAAE F R AL 1 & IS L R R SR BT, U Virtual Media CGEAUSMERD #8735 om0 — A RHEHE,
SRR T O B HIE S
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Hi& USB

THEE USB ®E:
1. EREEREEESRT, B Tools (LR) — Stats (FiHEE) .

¥ EoR Stats (FIHMER) @0,

2. f£ Virtual Media (BHIAE) T, #di USB Reset (USB E#) .
RGBar—4W BRSSP, B EE USB &, Maiwm BRRARpramNn, a3sEam.
BRI AR
3. Bk
USB FiRI&EE
Q v Bf# A4S iDRAC Web JtiHi<1E, iDRAC BN Rt AS 4L,
LT T IX Bl A
TR IR Bh 25
7 VE: T ActiveX FI BRI B 2 20 EL A 55 FEAUR 7 RE it 8 /E 248 DVD Bk USB INf7f (2iE#EH]
) . RIS, FHLUE R S0 R 30 IE 80 iDRAC IP HUHER NS 2 (E5 AT [ 5T,
1. BBV, 1A Virual Media R/ AL L Connect Virtual Media GE 4
AT -
Xt TR VN ENRS B 115 %, RS TERIM TR T 7 Bon— AR 2 IR ARYE S &
FKA A, Bl
WLt CD/DVD
WS AT RS Bh R A
SR
vE: iR 2 7E Attached Media (2L i) T4 a3 Floppy Emulation ({5 E) &I, H1E
%% &7 Map Floppy Disk (B ##) £, 15 25 Floppy Emulation CE#Ef7ED)
¥ 1# F Map Floppy Disk (BUif#4%) ¥ Map Removable Disk (RLSS I EEBNRETRL) -
Wit DVD/CD &I ] LLA T 1ISO S0, BRET IR shmestk i il F T g .
2. PRI B s SR A,
VE: ISR R R 208 HRT7E 24 R0 Web #2023, 55— Web #0415 87E VMCLI th A TGS
A, W& BRIEI2E,
3. 1f Drive/Image File CIRBNaR/MUESCH) FBH, M TR AIRPIEF RS,
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IR E AU T CRBURD 8% (CD/DVD. W RSZhREAL. Ak DARAT IS iy SR
B (ISO B IMG) o WMESTAHL T BRGSO H s GEFE OISR o IR B AE N hg R,
i L B AR E

XF CD/DVD, IEMIHISCIFSEAYRE 1ISO; X T I B sh A AL, N IMG.

WREBRINIEE CRID A, X% Map Removable Disk (BRI EhRIAD B, w1 T
S £ AT KIUR



RSN R AL B Q% , NIFEEH Map Removable Disk (WS IR SIREALI ) , ToikfE FHsE
wF ORI . #d Browse (V) LLfEEMLAZ .

4. % Read-only (R WA 5 & MU o H k.
XfF CD/DVD 4, BB T HGETAL TR FPIRES, HF AARRZEE .

5. BRI LUK AR % WG B E MRS AR
WL A /SO fE . Virtual Media RN B SERIIK AR KA, DIRREE&ELTR. fl,
RCH CD/DVD B Mt 844 4 foo.iso MG LA, T Virtual Media (REFMMTD S H1) CD/DVD
FHIdr 4 foo.iso BT R CD/DVD. ZRH IS — MIEiric e~ Cgmut.

FERME
7 A ) R UL SR B B

TR A T AR

BN IERE I R UK 2% T U

FERT Linux A LS b, B BT P S e D] o W R SI AL AR AL, e AR T B . B (R 1E W
PR READABR Bl 4 AT ARSRS s 025U Y i SATA TR A) & 0 0ms BB . AT BE AR

1 EHSIEE EWERERS. EANERIAN N <F2> 3t A System Setup (RAEHRE) .
2. %% SATAsettings (SATAWE) . RIS B R O HELHE R

3. o HERBRAEAE I OO B B 45 R ) 35 1 0 1 o

4. VBN Client (UG & 0. ZHE O ER T BUR ) EF RS

VEBS, v

BUVH RS RE D IR B %

T o R PR B 2 «
1. {E Virtual Media GBI SE8H, AT L FAE—#4E:
PR BT RS
« Hi7 Disconnect Virtual Media (WiJT BRI
BEoR— %S, FREHTHIA.
2. HiiR.
BRI S EPRC A BB, RO R 2 EPURS %%

H: MIZAT Macintosh #f R G050 7 i 8 58 F HOH BUATIESEE] vKVM 1) USB BE4 S5, BITHOH s
(e & T BEAN AT % o JEIE ELH R S R AR R ) i R G T A B B W R I
o

#id BIOS & & 5| BIh+F

&4t BIOS WE AN, EAILLKZE RS BLE VM REIE S NS &5 s U S KB 45 51 5
B4 i EEBIESE M R R S S
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TERE RGUTIRE S

1 SISRERS.
% <F2> j# N System Setup (RZKRE) W .

4% System BIOS Settings (&% BIOS % #) — Boot Settings (53| S# &) — BIOS Boot Settings
(BIOS 5| §##) — Boot Sequence (5| RJFF) -

TEBHE O, EROGA KB AR A R LA IR B 28 5 ARt 5] S 1R & SITE—RE
4. WRENIRSNEE AR HIFFATT AR S ST E A& WRFRE, IR IR IR .
HdiRE, IR0 RS BIOS WE I, A5 Bt 5ei.
6. il Yes (&) RAFFESIHEBH.

ZERBEN G T,

2 RGN 5 RIBF 2 AN 5 S & 51T R CEER BRI ERA S S5, RE0K S
SEREMBE. BTN, RGUKBEEBIE, 5B TGS TR % I L.

g

JA H— AR AR 5] 7

FEIEBGERE BN R 2 Ja, R BEE kG I -
FEJA ] — IREES ST |, TR

1 B Configure User (FREHI/) BUK.

f# Virtual Media G IET0, KAMBUEMES)2E (CD/DVD. #AtEl USB INFETR#) B AT
SIS ER .

REA AL T Attached (LI ARZS, DMEREANIKSNELE S| ST b R .

FA A — IREE S SO MR B 5| T 528 R 45t

1. 7£iDRAC Web Ftiit, 2K — REHE — KR
7 Virtual Media (E#/ ) F, #%$ Enable Boot Once (il —k1k515) #RJ5Hd: Apply (B
D s

3. ESIFHINITHZE R4 H1% <F2>.

4. K5 ST E O MERE AN R &5 T

5. HEFEI RS
ZE RGN B — RS S

FARMER
Hy% ﬂ‘ )ma TLZ %B Zﬂ %g"
Fic. B R U I
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16
ZEEFEFH VMCLI A HEF

f‘@ﬂ T‘?ﬁﬁé\ﬁﬁﬁ (VMCLI) A FHRERZ — NI, B H A B 1329 248 L1 iDRAC BRI BTTh
At WML AL, ERTLLYT R RO BIEhRE, WM R B IR S &, ITIAE R 2% th i) 2 NI R R 4t

*‘B%T%M’E%@E
Q v HREE 3 E 32 M RGN EER L1217 VMCL ARREF.
VMCLI A FFE P SR LU Thig
o EHRLIE G EE A BV ) B R RS B A B
Ja Fi iDRAC [ B[ S —WiE T 2 J5 <= B a4 1k 2.
FHZ 8T Z (SSU) #if#5 iDRAC KI5 % 4.
HAT VMCLI 454, EE:
- EEKAsLIL.
- BERGKIEZHEE.
% VE: B E Windows FR3ERE, 18 AT B HERS .

JR

%% VMCLI

VMCLI A FHRERFE&1E Dell Systems Management Tools and Documentation DVD .,
LR VMCLI A IR

1. 4 Dell Systems Management Tools and Documentation DVD #fi A Management Station [1J DVD X3
o

2. WfERR LRV 2% DRAC TH.

3. ZEERIE, K install\Dell\SysMgt\rac5 43¢ LABA R vmcli.exe 7776, [AAEHL, &7 UNIX F&5A
PRAE
VMCLI AHBEF I EZHERS L.

4T VMCLI A FHERF

R RS0 T B e BURBRALRR B, 48 75 BRI AL AR 4 figiz 47 VMCL fﬁi/v\
7E Windows % I, B8 BB Power User (BRI ) BURA BEIZIT VMCLI A HFEF

« 7£ Linux %é}ﬁj: B4 H] iDRAC, #iE4T VMCLI AR, IHeEH P &d, ﬂEE@JJﬂF‘JA ﬁf
VMCLI &8N L sudo. 1B, BN VMCLI E# AP AP, E#H visudo s s
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VMCLI &%

Windows 1 Linux %4 Ef) VMCLI $tifi 52 4 AR . VMCLI 1 iA:

VMCLI [parameter] [operating system shell options]

41, vmeli -r iDRAC-IP-address:iDRAC-SSL-port

S VMCLI BB E R IR @ 55 3%, 171 iDRAC LGt B4 & A -

B i VMCLIREAX KNS,

Ntk 4, MR TS VMCLE 24

« vmcli -i— BABEZN VMCLI W BRI E. B LGRS FAL R P & F SRR R 2 M Any .

* vmcli-r <iDRAC IP-address[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-
user-password> -c {< device-name > | < image-file >} — #&/~ iDRAC CAEHEHH .

FAEB LR, BTG ERESER. (B2, Wb UYHIT, S VMCL &4, A%
VMCLI 2N E 258, ES1 VMCL 78 VMCLI &2 7 j#.
FHRMER

Vi il EFA L) VMCL 4>
VMCLI #1E £4; Shell %0

V5 i8] ERUA B VMCLI 54
ISR A 7 ) R R A R T 1 VMCLL 4

#.30: VMCLI #7 4

AR i

RAL RS 2% vmcli -r [RAC IP or hostname] -u
[iDRAC user name] -p [1DRAC user
password] -f [device name]

Al 5] SHAEE USB INTEAE 4 vmcli -r [iDRAC IP address] [iDRAC
user name] -p [i1DRAC password] -f
[floppy.img]

CD Wsh# A -f vmcli -r [iDRAC IP address] -u [iDRAC
user name] -p [iDRAC password] -f
[device name] | [image file]-f [cdrom -
dev ]

Al 5|5 CD/DVD W% vmcli -r [iDRAC IP address] -u [iDRAC
user name] -p [iDRAC password] -c
[DVD.img]

WRSAEAZ G IR, AN B Re B AW ER RN AL EAN
o RERERGRS R AR S R BT
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il P B (15 DRI DD RE

MR R BB ORI, 2 Ul T AR A — A i

REMEY IR 85I, — IR A REA — DT IR — e e B AR E 45 .

VMCLI #E R4 Shell 3£
VMCLI ] Shell #6504 i T 51 0E A e Tt

stderr/stdout B [a] — REATAATFT EI AT A F RS i B 26 58 1) 22 5 A

B, ERKFSER () B2 L VMCLL 2 FIFE 73T B R S H 78 76 48 18 1K S04 .

7 VE: VMCLI AR F A2 WFRHERI N (stdin) SEBCEER . B, A% stdin EEA.
EE?M?—E%)W\T%YRT, VMCLI A HEFER 3T, HHERERSH a4 Shell DhRgnT ik A HEFTE
ER=P e i

B, 1F Linux BERGE T, fEwmdEEL & ZRATLULEFER—NHNE SR, XMEARERARE
FHaEwAH, AN VMCL 4 Bshirfiitie g, e UAbAZS:HIT (BN, WASEILRIT, B
VMCLI FEFr1k)

WRABZA VMCL i, 35 AR AIE RS0k E i) TR AL R
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17
& vFlash SD £

vFlash SD FR&—A%4%7 (SD) &, it A% vFlash SD R, & LUEH R K 16 GB HEMR. 1
NiZFEJG, ©ZUSH vFlash ThRELAGIE M H> X . vFlash & 3R1EVF Al ThRE

W% RTE RS vFlash SD RiGE AT, ¥4 iDRAC Web SR IREYR — RS2 — vFlash TERUTF

R R
SD card not detected. Please insert an SD card of size 256MB or greater.

K i fROLE IDRAC vFlash F4EHIHHRAME vFlash () SD + . AREIRAANHER SO £, WAt
ZRES SR TENRE B An error has occurred while initializing SD card. (F/451¢ SD <y &4 £
i)—‘Ejo )

FEIhRE

o PRAAFE A FARL USB B4

o BIEHZ 16 M X, X5 XIEMR I RSN AR, L IKE2E s, CD/DVD Wahet, Hik
FILIE T2 AR RS T 5
MRS RGBS X . 2R img #% U T8, Liso #2UHF CD/DVD LUK .iso 1 .img #%
OF T AR 2R A
B 5] 51 USB & 4.
— WM S RIRRLE) USB 5.
% ¥E: vFlash BEVEAIA] vFlash YFATE AT R <xid 3. dn SR B S0, W IEE#BET I vFlash #E1ES IEH

5E o

fc & vFlash SD

FEWCE vFlash Z B, #ifE R4 LT %% vFlash SD F. =TT MRS LR RIEE, B35
dell.com/support/manuals _F % %i (/] Hardware Owner’s Manual (BT .

K E WA 5 ] AU BB R A S5 Y45 ] vFlash DRE, DL -RATRIAG AL A

A% vFlash SD EJ@
Ja ek A vFlash ThgE
#4EAY vFlash SD
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&% vFlash SD FJ& %
& F vFlash Ii6E)5, & LAE R iDRAC Web Fiiial RACADM & SD RJE bk,

ffH Web A HEFH vFlash SD K&

B E vFlash SD K@, %7 iDRAC Web i iF#: £ — R55%8 — vFlash. [ERIS EoR SD EEM T
M. ARTERBIERER, #5205 iDRAC Online Help (iDRAC BENLEEE) .

{#F RACADM #EF vFlash SD KJg
FE§iH RACADM &% vFlash SD K@, AL T Fkz —:

« ¥ cfgvFlashsD W% getconfig A MAMM . ¥ BT RjE .

— cfgvFlashSDSize
— cfgVFlashSDLicensed
— cfgvFlashSDAvailableSize
— cfgvFlashSDHealth
— cfgVFlashSDEnable
— cfgVFlashSDWriteProtect
— cfgVFlashSDlInitialized
« BLUTXHRE get M EHA:

— iDRAC.vflashsd.AvailableSize
— iDRAC.vflashsd.Health

— iDRAC.vflashsd.Licensed

— iDRAC.vflashsd.Size

— iDRAC.vflashsd.WriteProtect

HRX X R ELER, 25 dell.com/support/manuals 5§ dell.com/esmamanuals 2 A1)
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 44T RiHS %15 )

fH iDRAC B AFBFEE vFlash SD REM

EAE vFlash SD RJEME, 157E iDRAC REAHBF T HZ/ R USB I ORE. /MR USB i HiRE i
W EREM. KTHTERIBMEREER, H20 iDRAC Settings Utility Online Help (iDRAC % & /A FIFER
BCHLEE D o

J2 FHEi22H vFlash Thfg

DAZBA H vFlash THEEA RESAT 20 X & B
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fEH Web 5 & Fi5iZ5H vFlash Thig
HJE 22 vFlash ThfE:
1. 7£ iDRAC Web R+, #ZM% — RE% — vFlash.

BN 4: &7~ SD Card Properties (SD E@#) .

2. %+ vFLASH Enabled (/8 vFLASH) T A] 5 [ vFlash Bhig, 15K ZEIN AT 45 vFlash ThRg. 0
REFHIMEA vFlash X, WIEiEZEH vFlash, FEHSER—FEREE.

% VE: IR AEH vFlash ThRE, NIASEIR SD K@k,
3. #id Apply (BiF) . vFlash ThRERN 2 JH I BZEF, BRI T8 k%

{3 RACADM J FASi4A A vFlash Thk
Fffi | RACADM it FISRAE ] vFlash Tifig, 6L LA F ks —

o f#iH config i

— )5 H vFlash:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 1

EAEF vFlash:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 0

o fHH set frd:

—  ZSH vFlash:

racadm set iDRAC.vflashsd.Enable 1

HAEH vFlash:
racadm set iDRAC.vflashsd.Enable 0

#: HHAFTLE vFlash SD REf, RACADM fr & AR M. WREA R, WERULTFHE: ERROR: SD
Card not present (#i%: SD RAFIE) .

f# /] iDRAC & B AT B HBZEA vFlash Theg
A HE2E ] vFlash ThfE:

1. 7£iDRAC wEAHREF Y, HEARM USBmOKRE.

#4257 iDRAC BB B USB 3% H ¥ B 7 .«
2. f£ vFlash A RER, 88 kS M vFlash Dhfg sk #4E 42 /) vFlash Tt
3. kk#ds Back (J5iB) . Finish (520 1 Yes (/&) .

vFlash g BIARAR 1 4 j5 F alZE

¥I%E4k vFlash SD F

VIR ERAE 2 BB 4L SD RIOFECE %R LRIV vFlash REEEE.
Eg iE W SD RETSRIRE, Ha28H in gl
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fEF Web FHE 454t vFlash SD &
EWIUE4 vFlash SD

1

E iDRAC Web Ft1fiH, # 2ME% — k%4 — vFlash.

BRI 4 5.7~ SD Card Properties (SD K@) 7.

J&i FHl vFLASH Jf#.5F Initialize (F1Z84K) ©

FrBE B WA M, AR B vFlash 2415 B EHHE L.

INFGERA N vFlash 721X, FHRHERIER S RMOF H & B e .

{#F] RACADM #J4f4k vFlash SD £
Zf8 F RACADM WJ4&4k vFlash SD &, EMH AU T k2 —:

f#H vFlashSD i 4:

racadm vflashsd initialize

1%)% set un 7
racadm set iDRAC.vflashsd.Initialized 1

RS RD 2 MR B A BLA 23 DOF BT iz R .

HRixaAHIHEZER, 55 dell.com/support/manuals 1 dell.com/esmmanuals F$24EH) iDRACS
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 RS #4161 -

f# i iDRAC B A BT WILH vFlash SD
FEAH iDRAC W& AT ¥ vFlash SD

1

£ iDRAC B AT, HEAFM USB M E.

¥ 22 or iDRAC BB/ BN USB 3 0 B & 7 -

1 Initialize vFlash (F73#f4k vFlash) .

B Yes (&) . WIRILEIER 1A,

i Back (J5iB) S Z [F— iDRAC Settings . Media and USB Port Settings (iDRAC & & {1
USB i & E) THEERIHE L.

BT OE N EIG bR, RIGEAE vFlash 415 B EHE L.

5 Ff RACADM 3REU YIRS
FIRI VR %4 vFlash SD R IIFIE L i & IR A

1

I RS telnet. SSH LA fTH I & I8 3%,

MINLA T4 : racadm vFlashsd status

BER 25 BoR R IE4 SD RIS HERA

FRIUITA vflash X LUCIRES, AL T4 racadm vflashpartition status -a
FIRAURRE o X B VUCIRES, BT @4 : racadm vflashpartition status -i (index)

K & WRELIDRAC, LU X ER(EIRE R ER.
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2P vFlash 4+ [X

& LAEH iDRAC Web Ftiia RACADM $AT LA T #1E:

% VE: EH A E vFlash 2 X EHATHTE #1E. B, EUAHE Access Virtual Media (5 B4/
D) BURAREAIE . MIBR. BNk BN, 2 s = d o0 X N & .

o fEEESIX
o AmE A B X
o X
BRI
. BESIX
o EEREEUMIT X
o MBRBIAG X
TR
5158 0X
E VE: RS AR (a0 WS-MAN. iDRAC ¥ & A H /78 RACADM) f1H vFlash I 8 vFlash 7T
L PAEAIED, BT E GUI P HAh—LETITH, iDRAC AIRES B /RLATIEE: vFlash is
currently in use by another process. Try again after some time (vFlash 47 IE#
AR B EERERD .
vFlash BERS/E A HABIEAE AT vFlash #4E (BIans 0tk BNy X&) BPATIE XA . Fk, 2
WEPAT FoAth B 53 XA 2 BT e BT A 47 X

\o

g g oKX
A X NS RGNS T 25 1 USB INFEHL. FIZE vFlash SD K IR F4r X . T O 202780 220
HI5r X o 4 XA CD AN AE Al LA A 22 4 X I 52 5
BT [ X R, 1R
o HA Access Virtual Media Gl ERIMNR) BUR.
RNE LY
. REHEZEHE.
o AN RPATVIR IR

¥ Web FHEIEZHZ X
A2 vFlash 43X
1. 7 iDRAC Web i+, #ZMM — R%E2 — vFlash —~ QIBZFASKX.

¥ 4> 7% Create Empty Partition (RIE&ZF 14 X) T .

2. BEMHEIELE, RFRGNA. ARSEHNELEE, 520 IDRAC Online Help (iDRAC HEHLH
B
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RERNEE BT AR AU A X, Z KON B K ERIORIERE A 2 R T . 1R A TS
Uty KRR RS S
+ RATERIIRE.

B AR SIA X G — .

NN T ARRERUE, iz R BRI R, 8 ORIV T 4 GB.

IEAEXS RPATHI AR AR

{#F] RACADM &&= H 4 X
BI%E 20 MB 23 (445 X :

1. #IFREGH telnet. SSH AT & I8 3%,

MINPA T4 : racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f
fatlée -s 20

@l FAT16 #% 30 20 MB 70X BRUAEAL T, EAD KRN ES 2 X,

i BRI ) X

&R LATE vFlash SD R Ff FIMUESCHE (BL.img 85 iso #6303 4L) BT X o 1X 8oy AR AL, Fit
(img). ffi#E (img) 8¢ CD (iso). B 17 X K/NET AR STAF R

MBS B 7> X 2 AT, R

«  EA Access Virtual Media (Uil BE4UA R AR .
RO
REAZERY .
o MRS RBPATVIIAIRLE .
o BRRSRA SRR LR
B iE: LR ABRT S SIUR, IDRAC BB TR ERIR T 2. 10, IR
] 1SO BAZ A1) 4y X I FLBIR A s A il K eIk k% 51 5% BIOS.
WG SO RN TF 805 TR it e] B 23 0
WG S RNV N TF 85T 4 GB, BUNSCREIIB Ky X K/ 4 GB. Aid, (] Web il 2% 8117 7 X
B, Mg R N L AN 2 GB.

ﬁ YE: vFlash 43X /& FAT32 0 R G L HImg k. Rk, EUESCHERE 4 GB BRI .

i Web F-1i i BB SUAF AT 7 X
MRS B2 vFlash 3 [X :

1. 7£iDRAC Web Ftifi, # MWK — BREE: — vFlash — MBRGEIZE.
¥4 7% Create Partition from Image File (\BMESCHEIR4X) TiH.

2. WINTHRER, RERENAH. BXRLETNELR, 1§30 iDRAC Online Help (iDRAC BRHLEEEN) .
Bl — AN X X T CD BHIEAL, Hala i X . X+ T Floppy (##f) ¢ Hard Disk (Hf#)
B, OIS X R ES, HRRHREE:

o RFERERY

279



© GIRAREIAE D X R

o WUESUHR/NK T 4GB B R TR A0

o BRROSCARAMEAE BRGSO R EA 2 img AN Liso.
© BEEXTRPATHIA L ERAE .

fiFH RACADM MBUE ST B 24y X
181 Fl RACADM MG SC G178 43 X -

1. TP RS telnet. SSH BB ATHEHI G I BF.
MINPA T4 : racadm vflashpartition create -i 1 -o drivel -e HDD -t image
-1 //myserver/sharedfolder/foo.iso -u root -p mypassword

BANE AN BRINEOT, SIS X N R ARG -y R A E X KNS . o
VIRAZ NKE, #Hlin FOO.ISO MAZ FOO.iso, N4 2k BliEFs R .

% VE: AHh RACADM HARSZH b hf
E VE: A FEM B CFS 88 NFS IPv6 (Mg 3L E i mug Sof- 61 2 vFlash 231X .

MR X
0T DURRAE S R A R84 AL vFlash SD R EMILE 77 X o SCREIISCHE RGRALN EXT2. EXT3. FATL6
I FAT32, 18 HREA% s BE AL BB B B SO AR X, RRER Uk CD. BT A R4y X o
MBRAG SRR 5 X 2 R, TR R
E# Access Virtual Media (5l B35 AR,
* 2
. REAEZERY.
i AT R PAT WIUEAIRE
FRERAL vFlash 43X

1. 7EiDRAC Web A1+, * 2% — RS2 — vFlash — #&Rk.
¥4 55~ Format Partition (BRAL4X) T .

2. WMANFIHEMER, SRJE5d Apply (RLAD .
BHREETHEE, ES0 iDRAC Online Help (iDRAC IEHLE B

BEREEFER, R X raa Sl gasE k.
3. il
Fride o3 XK #E A AR S RGBSR AE R A O BoR R 15 B
RFERPIRES.
o DA RPATHIRIERLE,

BEAHMX
Wi vFlash TOAEELR, DAE T 24 14 X 08112
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fEH Web FHEER S X

EAEE WM vFlash 47X, i57E iDRAC Web wq:%m% — JR%#% — vFlash — &8, W< BB
SRUH, HPFIHE S XAEGN XX EE. X5 XEERE, £ iDRAC Online Help (iDRAC
XML .

{#F{ RACADM &EE 7] 4 X
A RACADM &F H4r X M-
1. {TIFREN Telnet. SSH ELERATIEHI & & F.
2. HAUF@m4:
TH HATE IUE o X S

racadm vflashpartition list
o BORIBGRAE X 1 PRI
racadm vflashpartition status -i 1

o ERIITA LA 20 XHPIR DL :

racadm vflashpartition status -a

KBy & -a RIS RPRE R A AL

Bl X
ATLUKE R X B BONR/ S0 K, RZ IR (BB HT, iR

« VFlash ZhRECE .
EA Access Virtual Media (i BT HIBIR .

E w: BOA I R X

£/ Web FHHEH 5 X
X

1. £ iDRAC Web 51, #ZEMEY —~ K553 — vFlash — EH.
¥4 &7~ Manage Partitions (CBH4FX) TTH.
2. £ Read-Only (RiE) %
o EESXIEENE, A58 Apply () FEBUN read-only (RiE)
B X ERHE, AR5 50 Apply (BZFHD N read-write (25D .
43 DX AR BT 0 i 4 B ey el s

R O CD R, REBFON R B BRERIRES TSNS . WUR X O, RIEHER &
VYIS

281



f§Fl RACADM &34 X
EEER ER A X R
1. #TIFRSMN telnet. SSH B EEATH &4 IF & F .
2. fEHUFME—J7k:
o M config fr& S X RS
— B HR O X O S 4 X

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 1

- EREESRESNREG X
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 0

i set a4 B X A SR
- ER R X E SN X

racadm set iDRAC.vflashpartition.<index>.AccessType 1
- BORIERE X ESO R
racadm set iDRAC.vflashpartition.<index>.AccessType O
© A set AR HIM:
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or
CD-DVD>

EREEMI X

SR, XX 2L USB KA A7 S S E A REEAT BIOS . Syl b £ 4
VKR, ARSI S], L) X PR RGN BIOS 31 FIUFSHI & LATHF A o

WRA B, WA X2 BRTERRIERGUR BIOS 5 ST e,

LN B XA, RSP R USB B E . XA vFlash FINARER, 3 H 2w
iDRAC I 231 -
M B sy B 4 X AT, WE IR
vFlash BhRECLE H
A R AT W R AL R A
« Hf Access Virtual Media (U5 B3 FRD HIFUE.

fEF Web FHZEESENT 4 X

FLER T IT o X

1. {£iDRAC Web i+, =M% — R%3 — vFlash — .
¥ 4x 57K Manage Partitions (FHE4MX) T .

2. 1f Attached (T.FIN) 71
o RPN XIEENE, ARG Apply RF) BN X
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THER X RIEHE, SR)5 By Apply (R 73 E5 73 X
7 DR P 85 R A6 RN B 5

{§iFl RACADM W4 X
SRR BT 43 [X B
1. TH RSN telnet. SSH BT B G I T,

2.

i A R AE—J77%:
e fff] config fin%:
- EEESIX:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 1

- EWIT o KT
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 0

i set fr4:

- EEHEMX:

racadm set iDRAC.vflashpartition.<index>.AttachState 1
- EWIT > X%

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BAERGN N X AT A
T Windows #1 Linux 1 &%t:

PRAE R GUR AN 2B BN 23 XA o
Hoy KR ERAE R G 1 A 12K Bh a5«

BERFUITSCRFIINS XX RS &0, EBELENRERFENESE NS X ANE, Flin, 7F
Windows M8, #E KRG LIETE Linux RGEAER EXT2 40X 88, FFE, 76 Linux 319, #BIER
Lt IiE AL Windows RELRAEN NTFS 43 XA,

VFlash 73 X G bR 51D USB s EHISCIE RGBS AR BRI R G Bt USB Bk &4 .
B2, XALHEEAHELE IDRAC 5 X EIR AR,

MERELA 2 X
WIRRIUAT S KT, 5 £

vFlash TR 2 a A
REEZEGRY

53 DX AB

AT R AT WA LA
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fEF Web FHMERILE 4 X

TR ILA 73 X«

1. {£iDRAC Web Ftifir, #ZMYW — R%F# — vFlash —~ FH,
#<x 27~ Manage Partitions CS34FX) TH.

2. 7E Delete (HBR) #irr, S TR ) 53 X IR T b o
BER—ZEE, RHMEIES A AMBRZS X .

3. RibiE.
43 DX B TR o

¥ RACADM MBRBLA 43 X
TRy X
1. 1T RAM telnet. SSH B AT & 988 5% .
2. A4
TR 73 X
racadm vflashpartition delete -i 1

o ERBRPTA X, W EFTIAA vFlash SD .

THAIXAE
&AL .img 55 .iso #% 31 vFlash /- X A& N #3:
ZE ARG (iIDRAC fEHTIBITHI RS
Wi 2] management station P4 47 & .
TEAXAEZA, ER:

o HA Access Virtual Media G5 ] AR AR .
vFlash BhRECLE H
i AR PAT HIURIRE

o EESXAREMIN.

FLR %k vFlash 42X X 25

1. 7EiDRAC Web AT+, # Z#% — RS2 — vFlash — T#.
¥ 2> 57~ Download Partition (FE4X) .
2. M Label (BHr) FHizgsmd, EBETHRMHX, A5 HT Download (FH) .
7 E:ITEIAE S X (s XN #0BERENEF. B 0K ARINEF .
3. FREMRTSCHEALE,
A XN PR B e E
v HESE R TSR 8, e o KEBhRIE A& FR, CD AR XY R4Z N iso,
AR AR X Y R4 N .img.
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5IRESX
ATLL ELI VFlash 40X B BN T SRR 534

Sl X 2R, TR

+  VFlash X5 SRS Cimg B .iso #%7) DINEES .
« vFlash ZhEEC B .
HA Access Virtual Media (7R EIAN B IFLE .

M Web A3 FE4KX
Eff vFlash 7> X ENER — 51 S 8%, S WBES 9 S8R,
E R 5 A TR ORI SN vFlash 73X, i5##TR BIOS TSR N HCHTIRA .

{#F{ RACADM 3| &/ [X

ol vFlash 0 X W B NHE—51 S %%, E#H cfgServerInfo. HXRELEL, 55 dell.com/

support/manuals 3L iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8

RACADM iy AT R ZHE 161 ) »

7 VE: BT A, vFlash 4 XAR%E EH 3R E 951 F—IK - cfgserverBootOnce WH N 1. 31 F—Ik
REE I &— S R 2 X, FHAWKHARARALES ST E—A.
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18
% F§ SMCLP

Server Management Command Line Protocol (JIR%# & B ar 24790 , SMCLP) MW SLHLAET CLI
RO, B T I T AR A AL S B W A R T 1) N (1 o - B SRV il
Common Information Model Object Manager (A3L(FEBAN RE L, CIMOM) . SMCLP &4
LS5 2H (DMTF) SMASH THRIF KR 2 & KRG EL) — AN F44F. SMCLP #iE LA & Managed Element
Addressing Specification (32 0% FHEMTE) A1 SMCLP BHE 1) £ FL B SCHGR 7 4 M B AT 43T
HIRRUES) R A B AR o

7 VE: BUE B #R Systems Management Architecture for Server Hardware (IR 45 #8831 () 5 48 55 31 42
#J, SMASH) FrifELLJ Server Management Working Group (SMWG) SMCLP #i3E.

SM-CLP 24 i sUE AT 554 (DMTF) SMASH 1B S R kit 27 & RS 28 & B — A>T 4. SM-CLP #i3E
DL 52 0 ER T HE TS AT SM-CLP WS HIVE 0V 22 0 B SO T S5 Fh i BT 45 PAT RS HES A A H Fx .

M\ IDRAC ¥t 8% [ fF H #5455 SMCLP I£374F Telnet. SSH T HATHI A . iDRAC SMCLP AT
DMTF ZHZUR L) SMCLP a4 1.0,

% VE: 7 delltechcenter.com g4t 7 ¢ TALE X, ¥ EA MOF {5 2., 7t dmtf.org/standards/
profiles/ L34t T Frfy DMTF {5 E..

SM-CLP 154K H T At RACADM i & — T, XA AR SIET A, FAEATLLA
Management Station @y 2T HATIX L ay 4 AT DIZERE 2 R IF 10 S PR 2RIk B an A 10 - (LG XML
AT AL A G 5 5 B R A B L B

fEF SMCLP ) RGBS ThEE

iDRAC SMCLP fo i3 47 LA T 14F

EHARSHHIE — 197, RMSEN G T RE
o EMHAZEMHE (SEL) — SBoRsiERR SELitE
« T iDRAC H ik
- HERGEMN

4T SMCLP 474

BT LT SSH B Telnet Ft1HIIE4T SMCLP 74, FTHF SSH 8L Telnet S LU #E 51 B 0y 5 5% iDRAC, ¥
2x 875 SMCLP #275%F (admin ->),

SMCLP $7R%%F:
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yxIx JJ R RS 4 -5
yxIx HLAEFIES SRS B H admin->.
o yx2x JIF s MRS ARG 28 admin->,

Hep, y RV EETTR, HlM GRORTIFIRS S
NET-. ZHTERR Dell PowerEdge %5 2 A5 LR

% E ] -s FIHATEIX BT yxix &85 HM yx2x REITA,

SRS AR 55 4% -

iDRAC SMCLP &y

iDRAC SMCLP fif i F1 B S @ CLI 324t R BT

SRR (BX5O

SMCLP #4718

R GRERHZERS ) T GRREARSE) « 1 x

<verb> [<options>] [<target>] [<properties>]

R T B K HE S

. 31: SMCLP 3ljid

#H admin-> FIEIARTHF T

AEo SRR ERATHIERAE, T H AR E 81T

Zhid & X

cd i F Shell 347t MAP

set K SR E B A e Al

help SRR E BARIHEBh

reset E =R 7R

show SR BAEE. BhiA R B s
start EAPINER

stop KM H AR

exit M SMCLP shell 218 H
version s FARFIRSA

load He AR A URL B 4248 2 H Ar it
TREMT Hir5R.
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#.32: SMCLP B##

Bir & X

adminl (ELARE
adminl/profilesl iDRAC H CLyF M E & S0
adminl/hdwrl f

adminl/systeml ZERF B
adminl/systeml/capabilitiesl ZE ARG SMASH T RE

adminl/systeml/capabilitiesl/pwrcapl
adminl/systeml/capabilitiesl/elecapl
adminl/systeml/logsl
adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/
clpcapl

adminl/systeml/spl/capabilitiesl/
pwrmgtcapl

adminl/systeml/spl/capabilitiesl/
acctmgtcap*

adminl/systeml/spl/capabilitiesl/
rolemgtcap*

adminl/systeml/spl/capabilities/
PwrutilmgtCapl

adminl/systeml/spl/capabilitiesl/
elecapl

adminl/systeml/spl/settingsl
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B RGHRIEFI I ThRe

K

ARG HARIRE

K

ok H B L H ks
ARAHEMHE (SEL) idF4&H
B ARG ER M SEL 2S94

K

& RS SMASH R E

K

W

T RS RE SMASH Iiidk
TE RGN G SMASH R
JIR 25 b 2 2%

JIR 55 A B 45 B [ IR 5%

J 55 Ab R AR D e SMASH 4R

CLP fR45ThfE

ARG RS BR 55 D fE

i B 55 T g

BT A (R B D RE

FELEM) A B T RE

KHIEThfE

JIR 55 AE PR B SR



Bn

5 3

adminl/systeml/spl/settingsl/
clpsettingl

adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/
identityl

adminl/sysetml/spl/accountl-16/
identity2

adminl/sysetml/spl/accountl-16/
identity3

adminl/sysetml/spl/accountl-16/
identity4

adminl/systeml/spl/acctsvcl
adminl/systeml/spl/acctsvc2
adminl/systeml/spl/acctsvc3
adminl/systeml/spl/rolesvcl
adminl/systeml/spl/rolesvcl/Rolel-16

adminl/systeml/spl/rolesvcl/Rolel-16/
privilegel

adminl/systeml/spl/rolesvc2
adminl/systeml/spl/rolesvc2/Rolel-3
adminl/systeml/spl/rolesvc2/Roled
adminl/systeml/spl/rolesvc3

adminl/systeml/spl/rolesvc3/Rolel-3

CLP AR5 & $i

CLP Hi 55 Wil i 55

CLP k55 Wrisi s

CLP 45 X TCP i
CLP %t AL BA S
CLP J 55t il Al

FL R A TR 55

A H A P

AP P B

IPMI B 47 (LAN) i 7

IPMI B3 CHRAT) Tk

CLP &k f

M K R 55
IPMI i 78 PR AR 5%

CLP i J & B 55

A A B FERIRAL (RBA) IR

a&®

Ay
ZS PR

IPMI RBA Jli4%5

IPMI £ 2,

IPMI LAN _E& 4T (SOL) s
CLP RBA IR %

CLP faft
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Bn 5 3

adminl/systeml/spl/rolesvc3/Rolel-3/ CLP R
privilegel

LEPS O
iZ47 SMCLP #74

HVE R

B4 MAP Hbi k23 |5]

AIE R SM-CLP & PR Gl 78 44 ] B R (MAP) ik 8] i 73 )2 22 (8] b HE S 0 H PR o Hiuhik %
AT E ML = TADAR 21 ik 2 1) o6 R AR R AR

R EFREE R (/) U () 2R RS iIDRAC B IBRIAEE £ (] cd Zhia i MR A T .

B E R () MR () 7 SM-CLP Sthls 2 il Fidfe. HU2, @ AT48 RIS AHEIOR i S1E T AT
ARGTPAS LSBT i 2

B, EIABRGFMEE (SEL) FRIE=/AD%R, AL Tm4:
->cd /adminl/systeml/logsl/logl/record3

BN HFRH cd shin n] R EAE AE S (8 P A RT B .. A1 . 4655 5 EA14E Windows A1 Linux HfE
FIARRE: .. #RSCRGAI . 5 AT

% FH show 3lid]

TR TAEH show i i) HARKIPEARE B Mahin Box HAsr s e, 7 AR, SRBAIZAL B SR 1VFH) SM-CLP
A FIER .

5 -display &3

show -display EWUEETT LU BRI EREDy — e AN ETE. Hibx. RECMEhE. i, ZER
T E AR IEA H AR, BRI AN A

show -display properties, targets
EANH AL B, 1R DL T Ar S T RABR E :
show -d properties=(userid,name) /adminl/systeml/spl/accountl

IR AR B R — AN E T, TR IRE S
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f#F -level iETH

show -level EISTESE 2 H AR I AZITIRI LIAT show fnd. BEEFHUhE= 0T I FTA H AR &
M, FHAH -1 a1l %I,

£ R -output IR
-output IEIFEE SM-CLP 314 H K PU Rz —: text. clpcsv. keyword Fl clpxml.

BiIMER N text, I HREAEMEEFENH L. clpesv REESHREMEKR, EANED B 7RISR
H. keyword 4% 3 DARAT — AN KB 7 ={E" W FIR B RS 2. clpxml % UE— 1ML E response XML
JCEM XML 30k, DMTF 2485E clpesv 1 clpxml #% 30 HHUS, FI7E DMTF PG dmtf.org 4R 21X Lk py

s

o
PLUR 7R B 7R 7 a0 LA XML far e SEL P9 75

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

iR ANl
BB SMCLP TR B %

o RS ERHIRE R
e

WL B bR S0

M 9525 HLIR B HE
WL RRBIAA T 24 RGE AT SMCLP i A% B4 1
WHTE SMCLP fir SHURIF FAIALL F i

BRI RS 7
stop /systeml

B RS DL R

systeml has been stopped successfully

BT A RS A
start /systeml

B RS DL R

systeml has been started successfully

FHEHT I MRS
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reset /systeml
BE RN RS DLV S

systeml has been reset successfully

SEL &%
PAR 7R R il {4 SMCLP 1E528 &40 BT SEL AHSGHRAE . 7E SMCLP iy & #7R 7 FEEAN LU N i

- #% SEL:
show/systeml/logsl/logl

ARG RoR LU R -
/systeml/logsl/logl
Targets:

Recordl

Record?2

Record3

Record4

Record5

Properties:

InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL
Description = IPMI SEL
ElementName = IPMI SEL

Commands :
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cd

show
help
exit

version

A F SEL id3%:
show/systeml/logsl/logl

ARGURE 7R DU i«

/systeml/logsl/logl/record4

Properties:

LogCreationClassName= CIM RecordLog

CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure

ElementName= IPMI SEL Record

Commands :
cd

show
help
exit

version

HkR SEL:
delete /systeml/logsl/logl/record*

RGO 7R U i«

All records deleted successfully
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RS H bR S
DL R SRt {5 cd 3 S MAP. TEFTE R~BIH, WIEHA HFREER /.
THETE SMCLP #r &2 $2RfF FHIALL R dr s
SHEIRG BRI EF G5
cd system1 reset 4RTERN HAR N /.
o SiE SEL BRI RN HEILR:
cd systeml

cd logsl/logl

show
TR T B AR
BN cd .
) s — 4.
BN cd ..
R

exit
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19
1% iDRAC JR&-HiHk

iDRAC Service Module & — MR AR, BUCHHZRHEERSH L (BRIAMSH AR o WNHR
¥4 iDRAC 52 B #ME R G MENIE B, EEE R m, He @ REHN s LUH T iDRAC A (B, Web
Ft1H . RACADM 1 WSMAN) k583 iIDRAC. &1 LABLE 52 iDRAC Service Module il ¥y 3 88 A3z il il 45
AR RS CPU FINTE 5 FH o

K VE: {UAE CL %235 iDRAC Express B, iDRAC Enterprise ¥ A IEZ Ja, A BEf# A iDRAC AR S5HHk .
FEAE ] IDRAC IR 2 1, 15 TR:

1&1E iDRAC ifIE B BCEMIRSAEHIAR, CUEHEZEH iDRAC IRE LI AE .
#AVE R %3 iDRAC K EETAE A 7E iIDRAC @it & USB M8 H .
% E:
— M4 iDRAC BRI KIZITHS, BRIAME LU I IETE iDRAC H ) H OS 3| iDRAC HidiliE ., aiR7E
%% IDRAC IR IHUE 25 b Thag, WIAZAITE iDRAC FF2h s FiZIhEE.

— R i@ iDRAC H LOM B OS 3| iDRAC EiliEiE, WLykfdiH iDRAC Service
Module.

223 iDRAC IR &k

T LI dell.com/support #1235 iDRAC Service Module. DAZFITERSS 83 HRE R G E A& HE AL
PR REZ23% iDRAC Service Module. A RUNMATHHAT ZHHIE R, 152 R dell.com/support/manuals -[1]
iDRAC Service Module Installation Guide (iDRAC Service Module %#:45/) .

% ¥E: IIh e RiE A T Dell Precision PR7910 %%t

iDRAC Service Module X FHIBIERSAR

A % iDRAC Service Module RFIIHEAE RAMFIK, ES 1 dell.com/openmanagemanuals.com - {}
i1 iDRAC Service Module Installation Guide (iDRAC Service Module % 35455 ) .

iDRAC Service Module &M ThiE

iDRAC JiR 45 B34 LLTF M T e -

295



BEEEARS (05 FERE
+ ¥ Lifecycle Controller HE R # #3/E R4 HE
o BATHINRRIKE LD
« ¥ Windows Management Instrumentation (WMI) & BLEE L2 7
?gﬁiﬁi‘&%%zo VA %235 iDRAC Service Module 2.0 Bl A 4 1EH . HRELER, E2
D) 2 A SRR
HE&FEBR NVMe PCle SSD. fiKkE£(5 5., 1655 IDRACUG_#E &k NVMe PCle SSD.

VE: Windows Management Instrumentation #2:#2/5 . 1@id iDRAC #EA R NVMe 6. BiIARSH
5 HBRIE R Gt E SIS D REAUE SRR [ AR AR 2.00.00.00 B = AlA ) Dell PowerEdge AR%5 2% I
2.

BIERGRER

OpenManage Server Administrator 2475 iDRAC L= #AE R 415 B M EHL4 . iDRAC Service Module #24it
LRSS, BInTE iDRAC HIHAE RF AT HME RGIRAT AR €14 (FQDN). BUAER T, CF
FHRE M ThAE . a0 EAE ENLIRIE RS 43 OpenManage Server Administrator, EFAN2x24 ] b Tl fig

iDRAC Service Module 2.0 Tl #4E R4 W 2% 32 L1 A M TH R IT HAE R4S B Thfe. W iDRAC Service
Module 2.0 5 iDRAC 2.00.00.00 —&@f#H, E¥GIHH G B NEAE RG2S HE 1 . ““mjﬁﬂ% iDRAC Web #
i+ RACADM B WSMAN BERIER . BXTELELE, ESNAR FVEERS FAT AN HET.

7544 iDRAC Service Module 2.0 fR 51T 2.00.00.00 1 iDRAC A —ie i S, #iE R%(E B IhRe it
HEHRAE 2255 0 2542 11 s I I e

¥ Lifecycle HEEHIBIHRERGHE

# AT LAZE iDRAC w1 FH B ThBER ¥ Lifecycle Controller HEEHIF#E RS HE. XL T OpenManage
Server Administrator FT#T I &Gt di4 H & (SEL) Ziil. 4548 iDRAC RS BIRIEHAE KRG H Eh G 2
OS Log (EERGHE) ®IEIE AR (FF Alerts CEH) T, Z20F) RACADM B WSMAN FiiH)
TS HE. ERERGHEREEWBINEEES R SNMP SRS FEHEC & it H L8R

iDRAC Service Module IS¥Gie R E#EE RG AN FIBITIRSH KA E:. B iDRAC Service Module $4T
K4E 24 H BIR FEEEEE R T Linux FHEA(E RS0 IETF 24 H E5k.

¥F: M\ iDRAC Service Module 2.1 fiiAFF 4, Lifecycle Controller H &E7E Windows #:/E &4 H &A1
Sl B v LL# A iDRAC Service Module %3 FEFRCE . W 7E % %% iIDRAC Service Module I 8i/& 2L
iDRAC Service Module %327, ALEILAE .

IR EL %% OpenManage Server Administrator, I CASHTLHEIIDIRE, DU G feff R 40 H G h i LE 1Y
SEL % H.

ARG BB LR

ASR DhfeAE —FhIE THECFRO TN 5 o A RO A REPR K, A TREAN I Health Monitor, {HRS5 & &0l
WO LRI RIN —FERBEAT . ASR i HESRE IR OB T #8558 Health Monitor 45 % 8 kit %4
a% DB e s E % . WR ASR UHEEE, NMIAENRERZCHE, RS EIZEHERIT.

AT LT R G HENIK R A, GIanfEf e a5 851 3. R BRI SS 4. (UE A RAE R SRR

P8R 2 5, A e FThaE. Wik ©%23% OpenManage Server Administrator, K28 bR ThAE, DLk
T B N AR T B 38
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Windows Management Instrumentation 12 {25

WM J&%F Windows Driver Model ff]—

ANy JE,

R T —MRERGE D, A& R RS TR PR
= BALES . WMI & Microsoft %4 T Web 4L # (WBEM) A3l F{E BAEEL (CIM) ARk s2il

» EMN

Distributed Management Task Force (DMTF) & B IR 55 S tbif: . $0E RGN LT . WMI Tmf?@&?ﬁﬂb?
ERAGEEEH G (Bl Microsoft System Center) , /a8 FlIA LU # Microsoft Windows Server.

A LAZE iDRAC H 8 F B ZE ] WMI &3, iDRAC ¥4 3id iDRAC Service Module &8 WMI 25, DI AEAR 25 2%
BATIRGAEE. BRAERT, WMIEEDEEC B . iDRAC Service Module 7E iDRAC Huifiit WMI $24it

WSMAN Frii il iz, 1

IS

LLF 7x4548 F DCIM_account K8~ WMI {5 B I)Rg
FREE MG R, 155

XEERAE root/cimv2/dcim #ir4 5

A AR AT RRAE (K] WM 0P S ST ) 1 262

(8] g it
ARELZER, S

Z A B A S

7f iDRAC Service Module 4t ThRE. H <% HF I
%% Dell TechCenter 24 WSMAN Bt B SO 36 8 S04 .

CIM £ WinRM WMIC PowerShell

Meas R winrm e wmi/root/ wmic /namespace:\ Get-WmiObject
cimv2/dcim/ \root\cimv2\dcim dcim_account -
dcim account PATH dcim account namespace root/

cimv2/dcim

FRECE R4S & 2 winrm g wmi/root/ wmic /namespace:\ Get-WmiObject -
cimv2/dcim/ \root\cimv2\dcim Namespace root
DCIM Account? PATH dcim account \cimv2\dcim -
CreationClassName= where Class
DCIM Account Name="1iDRAC.Embedd dcim account -
+Name=iDRAC.Embedd ed.l#Users.1l6" filter
ed.l#Users. "Name="'1iDRAC.Embed
2+SystemCreationCl ded.l#Users.l6'"
assName=DCIM SPCom
puterSystem
+SystemName=system
mec

FRE 5] B S BR Sz 451 winrm e wmi/root/ wmic /namespace:\ Get-Wmiobject -
cimv2/dcim/* - \root\cimv2\dcim Query "ASSOCIATORS
dialect:associatio PATH dcim account OF
n -filter: where {DCIM Account.Crea
{object=DCIM Accou Name='iDRAC.Embedd tionClassName="'DCI
nt? ed.l#Users.2' M Account', Name="'1i
CreationClassName= ASSOC DRAC.Embedded.
DCIM Account 1#Users.
+Name=1iDRAC.Embedd 2',SystemCreationC
ed.l#Users. lassName='DCIM SPC
1+SystemCreationCl omputerSystem', Sys
assName=DCIM SPCom temName="'systemmc'
puterSystem }" —namespace
+SystemName=system root/cimv2/dcim
mc}

IREUSEA 8] winrm e wmi/root/ A3 Get-Wmiobject -

cimv2/dcim/* -
dialect:associatio
n -associations -
filter:

Query "REFERENCES
OF

{DCIM Account.Crea
tionClassName='DCI
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CIM £0 WinRM WMIC PowerShell

{object=DCIM Accou M Account', Name="'1i
nt? DRAC.Embedded.
CreationClassName= 1#Users.

DCIM Account 2',SystemCreationC
+Name=iDRAC.Embedd lassName='DCIM SPC
ed.l#Users. omputerSystem', Sys
1+SystemCreationCl temName="'systemmc'
assName=DCIM SPCom }" —-namespace
puterSystem root/cimv2/dcim
+SystemName=system

mc}

OpenManage Server Administrator 1 iDRAC Service Module Fj3L7F
1E &%, OpenManage Server Administrator A1 iDRAC ARFAEH AT LAIFEAE, FEAT 4k 4E IE iS5 1T

WA C7E IDRAC RSS2z R 1A f5 F B D fRe, MITEZZEE5ERUE, Wi iDRAC TR HU I B /£ 7E
OpenManage Server Administrator, ‘e E S MR DIRELE . W OpenManage Server Administrator
IEFEIZ4T, M iDRAC MRS IE & s BIHRAE RGM iDRAC JE 25 H S 1) i Th &g .

M5 D58 IDRAC Fiif B35 8 X e i shaemt, BHATHIRMEE, IFHRYE OpenManage Server
Administrator & & 1IE/EIB4T K 8 FIhEE

M iDRAC Web 5 {# FH iDRAC Service Module

M iDRAC Web 5ifif# A iDRAC Service Module, iHHUT LA R4

1. #% Overview (HE¥) Server (JR%%3) Service Module (FREARBL) .
# .7~ iDRAC Service Module Setup (iDRAC R HEHLE ) T .
2. O UIEFLINI:
o CIEFHEIERS L2226l iDRAC M4 B A
+ iDRAC H(] iDRAC R4 (& BRIRES o
3. EPATHANENIEE, EIERE LT Ak E AN g
« OSInformation (E{ERGEE) - BEHRIERGENIE R,

+ Replicate Lifecycle Log in OS Log (fE#/E R4 HEHEHIAEMEMAZL) - ¥ Lifecycle Controller
HEGAERRERGHE . WR ARG EE %% OpenManage Server Administrator, #25H tik
T,

« WMIfER - 04 WMI 5 &
+ Auto System Recovery Action (H3IRGWEHIE) - EIRERE (LI NHRAD JEIERS EHATH
BRI
- EHsE
- RERGHIR
- RGHEXHEER

WHR B RS 2235 OpenManage Server Administrator, #25 F i% T
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M RACADM H{§i H iDRAC Service Module

Z\ RACADM H ] iDRAC Service Module, #1#i/f] ServiceModule ZHH X % . HREZEE, HESH
dell.com/support/manuals L #Z4t[] iDRAC8 RACADM Command Line Interface Reference Guide
(iDRAC8 RACADM fr & 1T RS H ™) «
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20
i F USB ¥ LT RS a5 B 3

55 12 fX Dell PowerEdge 4528, Fifs USB i 8L T RS 2%. B4 13/CIRSS 88, Hodh—/aiTH
BR USB i M4 iDRAC AT Bl i& CanTifc 8 AsBeHERR ) o o DA —ASEIFs T a o Bug . fr
HHSAE LCD HAR IS 13 MRS 28 FebshRE. b D ET AR HU LA A LCD MR ) 200-500
SHARTTH. FEIBT, SRkt O H T IR RIRERS.

I USB %% 1 /1 iDRAC 14 I

@ B EREF] iDRAC ) USB B A/A B8, It USB MI%%3: O A vF MBS W& (Bl BB i
FHILA W fE s AME T H . K8 iDRAC 0 IP ik (169.254.0.3), Al EXHHENL AL 1P
169.254.0.4.

T80T LK e 95 S C B SO A7 E USB e, JF Ak USB B BEHTIR S 4 L &
By SLTRREAE DU R Bk i S2 S fE

« BA FAT U RGBT X[ USB B .

«  Frf Dell Windows 8 fil Windows RT AR L%, 3% XPS 10 Al Venue Pro 8. X EA A USB
5 T4 (40 XPS 10 11 Venue Pro 8) , W45 &8 ] On-The-Go (OTG) i&HELAEA A/A T e 25
A RefdH T AR

MHFE
] USB % % IR 45 230 & SCAHBL & iDRAC

HRAES
iBi % USB 3431 ] iDRAC

HIT B8 USB #ZE#:1jj 17 iDRAC FH

1E 13RS 43, #7151 AR iDRAC Direct Zhig o H P B G IR LA HEHLEL PC 79 USB ui HiER:3
iDRAC #J USB & H . iX¥E, #mial LLE S iDRAC A (i Web 5. RACADM Fil WSMAN) &8 B AT
T IR 55 s B AN Y A

WZRAE T AJA T AR RS (USB EALIERIES) @RS 4RI iDRAC (USB #4%)

7f iDRAC 784 USB % %% H & Ml AL L BN B 38, bk USB i K 4R 28 1 iDRAC . B AN
2 H BB ERE RS
B USB 36 D110 iDRAC Fii, 15T LA T #fE -

1. SCHIFTE BERM%E, W5 BT R 2 (1 P 45 1) 4% .
. WfRZUSB I I EH. AXREZER, ESREE USB By i E.
3. FH—4 A/A BRI R SALE RS iDRAC 1) USB i H
HHLED (NEFE) BESEIE, HEFZEMRDH.
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S5 NI BRI (169.254.0.4) F1IDRAC (169.254.0.3) 43AC IP Hiht. S8 i /R T A 75 22 JLRb 4
FE4f 4 A iDRAC M 5T, filln Web 541ii. RACADM B WS-Man.

2 iDRAC ¥ ] USB 3t I, LED FFINERAZIRAL TR BRES o INERAR 2 BRI IR

fEAE A Z G, Wit B gnEs:.

SRJ5 LED ¥

Nowv s

i F USB ¥4 IR %525 A & 314 & iDRAC

JEdH ) iDRAC Direct Thigg, #nJLAXT iDRAC HHTHRG#RACE . B SGTE iDRAC HHCE USB &2 i E,
TN G RS 2RI B S USB %45, SRJE K USB W4 P B IR %5 S i B S S N3 iDRAC
g VE: Kfid % LCD 1 LED TR ) PowerEdge JIRS5#$ AR50 #F USB %44,
AHRME
L USB A& 3fim i

TERIES
M USB ¥ 5 NS5 80 B S A

Fic & USB ‘S #lim O &
w PLZE iDRAC L& USB % 1

T BIOS &8 5k o F B2 F IR 2% 22 1) USB i [ o 0 S H 15 BN SR BT ok O B R BT 3Rom O
iDRAC £ [Aif 25 F A2 8 1 USB it 1. 7] DU# F iDRAC FIH & & i FUIRAS « A SRS 2R
— iDRAC RAbFHCERZE %24 USB i ) USB %53 Hl.

— ATDMEMUZAE USB BB, {H2 R A O BIOS H B AT USB 025, FriiThIs B A a4
o
o B USB &R R, ZERGHE USB i 2 IDRAC b2 RS S8 1 /E R 45 fd .

— Hzh BRAD o Wi USB 44 IDRAC L HrEE B DA IR 5 23 e B S0, USB 3 1K A
iDRAC WiJFifss, FFIERBIME . UMNRE R ER, O ERER, J-H IDRAC .

— FRMEERERSE: USB WARAHIEERGTH .
— {VFR iDRAC Direct: USB &#15% H1 iDRAC f# .

TR AT IR 55 A4 AL BR 7 RE TG B USB & i .
TEZER: USB B, “REGUHE BB M TR AR TR s M54 F 278 USB 5 2.
HETFFIEM T, HALE Lifecycle Controller H &R TR — AN

WA T E 378 IDRAC i, I H USB & O ANBERR .
«  USB &8l M B L.

W E s IDRAC VI3 BIE1E RS

% 4% M IDRAC B fE R Gu H

MU EE Y USB MU BT e VI AR BRI, B ae i i, JF K ilad DT @ v A it e F
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Zal: REIBITRI
KA. USB ¥4
o EEY: B
FRVFREEM: BT SNMP BB, SmRERSHEM WS F i,
e K.

ETFFEG T, ¥ BRI HICS ] Lifecycle Controller H i&:

IEAETE MG A" P BRI 0 T 225l & USB & Bl 1,
« USB &4 1EH iDRAC ff/H, I H &% &8 USB & #luf LA,
USB # & 1EfH iDRAC {1, JEHIEBER K& .

fEF Web FHECE USB &g O
FRLE USB 811, T L T HE:

1. {£iDRAC Web #+, #%Z=ME — 4 — USB BHIm .
¥ EosECE USB B3N O 0l .
2. M USB BN OBR NRSERd, & N HME—E .
B3 - USB ¥ I i iDRAC BIR 55 284 RS -
o FRERERGMER - USB i RS S RS
+ {XJR iDRAC Direct - USB 31 (1 iDRAC i .

3. M“IDRAC &E#: USB XML ECE" TRk B Ui ARG B AR 543 GBI S ATAAETE USB IR3h#8 L1
XML Bt & SCAEsEE) -

. B&H
R E R4 R EFRINEERER S H
Enabled (B2 H)

HR&EFBIEE, 120 iDRAC Online Help (iDRAC IEHLES B
4. NN RE.

¥ RACADM Bt & USB &2 0
TELE USB EHGH, WA LLT RACADM Fir & FXf 4 :
HEEE USB i FLIRES:
racadm get iDRAC.USB.ManagementPortStatus
EAE USB i O & -
racadm get iDRAC.USB.ManagementPortMode
BAE M USB i I & »
racadm set iDRAC.USB.ManagementPortMode <Automatic|Standard OS Use|iDRAC|>

K HE: #fR1EH] RACADM set fir & WK bR iEdRF RGBS £S5 5
o HAE USB A& K BHIRIE M
racadm hwinventory

BB IR B R AT

racadm eventfilters
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HRELZER, &5 dell.com/esmmanuals.com ALK iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM & 4T RS IR .

f#F] iDRAC B AFAEFECE USB BHix 1
ELE USB i, 44T DL 4R AE:

1. {EiDRAC WEAHEFH, HENFHM USB smORE.
#27x iDRAC W E /BRI USB ¥ O & Ui .

2. M USB BN OB NRsE g, AT U EE:
«  H3b - USB i 1 g1 iDRAC SR 5 231 R GE16E .
o IREERERGMER - USB i RS SRR IE R G .
+ {XFR iDRAC Direct - USB 311 i1 iDRAC & .

3. J\iDRAC Direct: USBELE XML FHsZ b Sk Wi LI B k&4 Gad F AFHE USB IRSh# 1
PR 45 2R LB ORI
- B#H
« ERFBEFRNEHERENEH
+ Enabled (E2H)

BHREFBIER, 21 iDRAC Settings Utility Online Help (iDRAC ¥ & /A TSR EHLIERD)
4. Hilik—$. Bl RERERUMNARE.

M USB Bt 5 N\ iR 55 23 0 B 30

iR A USB # 4 IHR H % System_Configuration_XML (F A48 control.xml 1 config.xml SC#E) iz
H 3%

o RS ASECE AL T USB %4 HR H 32 R System_Configuration_ XML T H . IS0 iR a4 iR 45 2%
HIFTA IR . Hrh s iDRAC. PERC. RAID 1 BIOS FyJ@ . T LA ik S04 DAC B AR 45 4% L R4
@M. 4RI L2 <servicetag> -config.xml. <modelnumber> -config.xml @ config.xml.

o P XML - S5 LS HEEH S A RIE, AEIE IDRAC SRS MR B AR R, iz
s =24

— ShutdownType - 1IE% . &l ANEHTF.
— TimeToWait (#) - &/IMEN 300, & KfHNy 3600.
— EndHostPowerState - /5%,

control.xml SC 71 :

<InstructionTable> <InstructionRow> <InstructionType>Configuration XML import
Host control Instruction</InstructionType> <Instruction>ShutdownType</
Instruction> <Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities> </
InstructionRow> <InstructionRow> <InstructionType>Configuration XML import Host
control Instruction</InstructionType> <Instruction>TimeToWait</Instruction>
<Value>300</Value> <ValuePossibilities>Minimum value is 300 -Maximum value is
3600 seconds.</ValuePossibilities> </InstructionRow> <InstructionRow>
<InstructionType>Configuration XML import Host control Instruction</
InstructionType> <Instruction>EndHostPowerState</Instruction> <Value>On</Value>
<ValuePossibilities>On,O0ff</ValuePossibilities> </InstructionRow></
InstructionTable>

A BAT AR 55 242 BB BR A4 BESAAT BL A
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TR AR 55 2R 0 B SO USB %455 N iDRAC:

1. FCE USB B HLEIHL:
F USB BB Ak B v B35 iDRAC.
# iDRAC 3. USB XML it B % & i R AE T B A s A
2. KBB4 configuration.xml Fi control.xml SC: () USB [N 7E4#L## A iDRAC USB 3 .
3. K USB &R H 3 F ) System_Configuration_XML - H st K BUIRSS 88 Bl B 0. 1218 LLUR IR &
Pz
<servicetag>-config.xml
<modelnum>-config.xml
« config.xml
4. JRSERACE S AEA TR .
AR B SR E S, BlEafE Lk,
4R iDRAC E#: USB XML BLE OBl B v BRIA SRR B JF H. BIOS WE M AN, s Wi h
—7/™ iDRAC H ik P CH B, W2 B — SRR BIHE 1.
5. LCD M#fl LED (WRA) & ERCHE N FAEPPIRES .
6. WRATEFR SN BINBCE, I HAsH SRR B O WAEF G, WL AU 5] 3R % 3% LA
BHRE. BN, REMBEERT T, FNHRE. NARSH[ORMN, SNHCHERWIEE, MES
o e A EF T L.
7. HESAMENTEHUE, LCD/LED ¥HERizfEl e . MRFEEHTIT, LCD FIZAESS PR BR N
=, FEEFTS.
8. Wi USB WA IHEAEIRS A H, NS NFIERSE R 10RAE USB W4 H results.xml SCAFHT .
LCD R

405R LCD AR AT, K% o LU T B

o M N oE

TN - IEEA USB 504 52 il iRk 55 4 e B ORI
S - VEAL IEAE AT I

e - ARk EL R 58 R o
BB R AR R - 1Rk O 58 E R AR R RN
SR - k2RI

ARELZTRMER, ESH USB s LIS Rt

LED IR¥R1T N
i USB LED 775, ERRNLATFHNE:

H

BEOIRERE - IEE USB 8 S IR 55 4s e B ORI
LEREINIR - IEEPATIEALRT .
EEORESTE - 1Rk O 5E R -

BRI

FNFABRIEIL R T ER
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1 Lifecycle Controller HESCFH1IEF M USB $44T B 33 ANIIHRAE
W USB & R EF IR NIRES, 276 USB INA7AE - HI4E FBOCtEid Ak 45 3

K AE 7 H b R Gld — >4 4 Results.xml (O3S0, Forb & BUR 5 B

MRS FREE - R ANBRAER BV 1D BIR [R5 1% 2 f5 10 8 .
RNV 1D - £ AR EENL ID 2 J5 e R E s -
o ARMREIITAR H AT A - A2 S ABRAER R 1D 2 e k8 .
o CRE - EFANRIERENEA 1D BIET % 45 R r] I it 4R .
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21
i F iDRAC & [F 5 Th Rk

/> Dell 5 134X PowerEdge 45 #% 5 A 7] SO R0 DI RE I PUE RSP . % ThRE R Vs #2 3h i & i3t 4T
REGARAE T . X RV B4 &5 RIREMAENEE, FREREA DRAC E (W EMRM T E
WA EH—5 L) .

AT LAFE iDRAC 8 3h#%4% (#lin OpenManage Mobile) HtE iDRAC Pk [R5 i . a0 FirEFE 3h i %
L%24% OpenManage Mobile N, A fgfdiH iDRAC s [F) 5 F & 2 AR %5 2% -

By Uk LkohfE EATERA Android B fE RGN A L& L3R

1E4RTRA T, HIh AU Dell PowerEdgeR730xd. R630 A1 R730 HLZERIRSG 2T H o X TR LR 55 2%,
TEATLERIT I ThREAR . Rtk X R —F in sy &b, DA KT iDRAC ST,

iDRAC P [F] 25 il fF (45

PO - DRI A RE S PO R . BB (NI FER 28, XA BT i AN S
B EER RS . YRR AR TN E R A CBRIMME DS 30 #0) BRAESZ T AR S 424 LA
WEZJE, DUk A e 2 N ARG EIRAS
5B LED - tnRPuE FD o B2 A, B LED S INARJ LR, ARJEHEK. BbAt, Ak 7 R B A ARE D
TS ES, Sb LED 087K, R s St .
7£ iDRAC Lt E iDRAC R [FIBRE G, KR &BITRS s (RIBEE/NFHEK) , BT RS20
515 B IFH4T iDRAC LB % .

il OpenManage Mobile, #] LA$HAT P T #A4%
BEREEMER:
HERMNEE:

o FEILA IDRAC MK EE

5% OpenManage Mobile I £ (5K, 5% dell.com/support/manuals 12 4t[{) OpenManage Mobile
User's Guide (OpenManage Mobile /7 4575) .

MR
it ¥ iDRAC i [F]25 ) B
HHB %% A FH iDRAC {55

fic & iDRAC PuE [FE B Thfk

Bt f# f iDRAC Web F1fisk RACADM, 1] DAMC & iDRAC BRIk [E] 25 T RE LT i #5315 4%
o Uil - AL E DL N AR R MR TR AL E iDRAC PRE RS T RE RV IR A :
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- EEUIN - KK ERAN IDRAC E.
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- LU - ARTEEEFEREMCERE.
N - 0] LLS F E4EH iDRAC DUl [ HEE B i 2%
- WRCEH, EBHREZ AR RAPRER . BT, W EIGEes %4 .
- WRCEEH, TSR A RV AR IN B
RIS PR - 7T LG SE 2 AR 25 DR R . BRAMEDR 30 A,
WIREA S5 A FEmIRUIR A RERC B e B . TE TR HLHT 51 3 IR 55 4 Rl il 0 B AR R

ERC B KA BT, £7E Lifecycle Controller HEFIES—M46H

5/ Web AT AL E iDRAC Pu [FH 1% B
FHLE IDRAC P [E5

1. £ iDRAC Web A, #EME — B4 — iR,
2. 7£ iDRAC WSERB 4 b, Vi T sz sk R 31k — LAl Android B 8) % %

U >o S
B R

. if]

3. JAHIE 8.

4. IRTEHHE.
BRETFBMELZEE, 2 iDRAC Online Help (iDRAC BEHLTEBL)

5. HENAMHEE.

5 Ff RACADM Pt & iDRAC i [EIH % E
BC B iDRAC PEFEThRE, 15181 System.QuickSync 4HH ] racadm W%, HXELEE, HSH

TEERE -

f#H iDRAC & B AFEFELE iDRAC PR [FP 1 E
FHLE IDRAC P [E25

1. {EiDRAC B AHFH, HEpmREEME.
I R iDRAC W ERITE R R AT -
2. {f iDRAC W%
o REVIRFA.
Ja FHEERT .
T H P U E s B (15 31 3600 )

dell.com/esmmanuals F#24LH iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4>
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HF&TERIELER, 2 iDRAC Online Help (iDRAC BEHLE D) .
3. ik Back (J5iB) . Finish (58/) #1Yes (J2) .
R B

E %3 & &% iDRACEE

ENB RS EE IDRAC fEE, %5 M dell.com/support/manuals iR 4t[{) OpenManage Mobile User's
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HERIERS

AT ME A L M R A FIFE PR 1R R G828 RS-

Virtual Media Command Line Interface (EIN R arS47 R, CLD
+ Virtual Media Console (B FIEHIE)
WAL E

RS
{f ] VMCLI BB #1E 240
fi SR AR SR L S i B A E R 4
il L R UL AY I 3 B A R 4

] VMCLI E3B#IER SR

i H] vindeploy BAIASEE R 1E R Gl TR

+ f£ Management Station _E%3 VMCLI AR .
« AHPR I IDRAC HIBEE R 2 AN i A BALIR .
« ff Management Station %% IPMItool.

K W INRAIE 2 RS0k Management Station FECE T IPv6, N IPMItool R .

1t BhrEFE R4 LECE iDRAC.
RERE IWAE S5 5.
« {EiDRAC #1/5H LAN L IPMI,
o MBILEAE DL AR R (B0 img B8 .iso) IRALIIRSIFE FAIBEIE RG] 51 SR G ST .
K E;\l@d@gﬂﬂgwtrﬁi, %‘gﬁ’é%ﬁ@@m%ﬁﬁﬂ%fﬁ%ﬁ‘éi&?ﬂ%?ﬁ, NGB IR IE R, A LR
™ H IR RS9 FHPATHFE PR E SR
JERM BURZS B IR o

+ ff Management Station # %% vmdeploy JHiA<. #& VMCLI [ (IR~ videploy AR, iZBIA A
RUNTRRAE REEE BN P IE R RS EENHEH VMCLI AT IPMItool.

K ¥E: vmdeploy JIASFE 2R FE AR RS T F SR P — eSO RSO . BN H S IA, 35— IFR
TS WRBCA %% IPMItool A IR, 1R Ml A L L HAR S

£ Hbpim e 2 48 LA E AT R 48

1. 7 ip.txt SCASCH R A H BRI AR R G iDRAC I1Pv4 Hibik, &AT5H —A IPv4 Hihik,
2. {f£ Management Station IXz & H 3l A\ 1l 5] S R4t CD 5k DVD.
3. fEHE M ABRITIT 4 & 5 91217 vmdeploy I
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vmmdeploy.bat -r <iDRAC-IPAddress or file> -u <iDRAC-user> -p <iDRAC-user-
passwd> [ -f {<floppy-image> | < device-name>} | -c { <device-name>|<image-

file>} ] [-1 <DevicelID>]

E ¥E: vmdeploy AN FF IPv6, K4 IPv6 N2 HE IPMI T .
E VE: vimdeploy AL - W TS vmeli -r EHEEA A W - ISR INAE X

(RINERIN R S LY
-r WIS HIFARSCIE 44, Ry —
TAE.

TRANH vmdeploy 4S5,

. 33: vmdeploy Hi{5%

EMAFEEEL iDRAC IPv4 8L IPv6 itht, FH4HEATIZ T2 AR —Ik. iR
iDRAC #ihik. EXFMEM T, -rBin VMCLI AR AT

e =) i
<iDRAC-user> iDRAC H P 4. %S B2 UL gt
BHRHF 4

<iDRAC-ip | file>

<iDRAC-user-password> B{ <iDRAC-
passwd>

-c¢ {<device-name> | <image-file>}

<floppy-device>

<floppy-image>
<Device ID>
Fic. B R A I

HRAES
L E iDRAC

fE IR L E AR E R RS

AR SCAFAE S (RFS) BB IRIE R G2 AT, 15 R:

SRFH PR I iDRAC HOBEE B - A i) B4 R BLRR
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1k 4.
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iDRAC H F %Y .

I3 iDRAC B IER I, K& oz BIF HA&
1k 4.

Eﬁﬁﬁ%%ﬁ%CDﬁDWWMKE%O%%m
1%,

Eﬁ@é‘ﬁéfﬁ%éﬁfx% CD. DVD R4 A3 25 H)
1.
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GIF IR B & 1D,
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LS DO S bR R X (B0 img BX Liso) SRALIIBRANFE P AR RGE AT 51 S BB S
7 v GUEBESTIE, AL IRIE TARAE R 2% 1 2 ROP RIEAT A, JRREARE RSy A, TR
T HARR GG SIFHATHIR K8 E D IR
FAEM RFS BEIRAE RS

fi FEFESCAEFEE (RFS), it NFS 5% CIFS ¥ 1SO 38 IMG W& U3k B2 45 R 4
% Overview (M%) — Setup (i%E) — First Boot Device (—3|5i%%&) .

3. 1E First Boot Device (F—5|8#&) TH 5L P45 37 % E N Remote File Share GEFESCfF3:
=),

4. %% BootOnce (5|5—K) %I, JaHZE RS MEHBUG TN T — 2B =B 5 .
5. R
6. FHG| FRE RO IR SR UL T G

B SLAEIE
-L}"— fa— E -L}"—
BEIZE IR

T A A FE S AL = (RFS) Thie, ST LA B 2= B 1ISO 3k IMG WG S, R AR A LR 3) 3%
L2 RS B0 E RT3 R NFS 88 CIFS $4HAER CD 8 DVD #4744  RFS £&—Fi4w]
KIZhfE .

g VE: CIFS 323 IPv4 #1 1Pv6 Hidik, {H NFS {2325 IPv4 Hitil.

TR AL AN T FF .img Fl Liso WUE LA RAESW .img SCHFEE MO EIVEREL, T .iso SCAFE &
M AL CDROM,

WA REAA BUAL PR A REHE 3R RFS.

VE: WIR ESXi 2% R4 LigT, I H R B RFS H:3805 M4 (img), W ESXi #:1E RGEAREAE
TERE 0 A AR
RFS A B ThEE 2 BRI,
o WIRBHWANRE AL FIESIRG, W 2G2S RFS SRR, A DA ST B AT LV UIRAE R 4
HBE B FEIRAE
o BB FE A TSR, W RS SR_ N RFS N, 2ERLITFE RN R

Virtual Media is detached or redirected for the selected virtual drive. (EHIIGE 5 ik i AK 5] 251
EFZEEHE ], )

RFS MIEE2RASTE iDRAC HEFFRME, —Hikk:, HMEEM iDRAC ¥4, 3 RFS BB lIKsh# th A= Wit
E, W EE IDRAC B MR E R, RFS HEHS KM, £ CMC F1 iDRAC H AT LUl Web S il
A ATIR IR 52 RFS 2. CMC [ RFS IR 278 % iDRAC T HIE RFS 4.

% ¥E: iDRAC vFlash Zhig 5 RFS ¥ <EE.
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S iIDRAC [E 4 MR 1.30.30 5372 1.50.50 [, FEEESIR RFS 891 H 2 R B ns =
W&y Attach (JHIn) 5i Auto Attach (EBIFEIND . N iDRAC &1 B4 T+4% 58 B iDRAC H 5] 552
RE BT EST RFS &R,

WK iDRAC R M RA 1.30.30 BHrE] 1.50.50 [ElfFR, fF7E3E301 RFS &85+ B O A BB inE =
B E N Detach (BiFF) , M| iDRAC ANLTEREF+ 2% 58 A1 iDRAC BEHT51 5 /5 S E B 7 RFS EHz.

i F Web 5 A B BE AL =
JE TSR3

1. 7 iDRAC Web Fmi+, #EME — RE%H — 2K R,
% 57~ Attached Media (TN T
2. 1F Attached Media (CLFfHNA-D T, &# Attach (Fffhn) 5 Auto Attach (HZhF D

3. EEAEHERET, BEMUE RS, e, A2 MEn, fRXurBRER, 1SR iDRAC
Online Help (iDRAC BXHLEEED .

WG S B A2«
CIFS —//<Fl T4 CIFS X R G P>/ <A 845>/ <WHAR 2 k>
NFS - <H T &8 NFS X RGN IP>/< XA #E 12>/ <WUE 2 FR>

Q VE: /BN R A OO R AR .
CIFS SZF IPv4 F1 IPv6 Hihik, {H NFS X SZHF IPv4 Hbdik.
R NFS =, RASX KNGS, SRR AR <CHERE> A <ME 2> .

BRAGSCAFRAR . T A AR SR AR 775
PNCE 6]

=2 25 ISy

© DETR
% 0-9
N N Y NN N
=H%
ﬁ VE: TS MR IL R BN, BUUREEST P RS R R A, AR 5 R g i ik
o
4. 55 Apply (B A , 25 Hifi Connect (GEHD) .
EHIER G, Connection Status CGE#2IRA) E7RA Connected (ZER) .
ﬁ VE: EME R E R s, BT LSRR, Web RAMtEASERA P EHEER.

T Linux 73, FEBAT40) init 3 #RAERS, BLIIRETTRER E P ol fdr & . & MEEI T

mount /dev/OS specific device / user defined mount point

Hr1, user defined mount point RSN SAM A& AU H T HB R E x.

X+ RHEL, CD ##% C.iso &%) & /dev/scd0, HE® & (img ERBEA) & /dev/sdc.
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% SLES, CD W& & /dev/sr0 MKMBEHE /dev/sde. ZERALRMEH EMA 4 (FHT SLES 8¢
RHEL) , MBOEREM AR, WAHE Linux OS LA RIIETZ 4
tail /var/log/messages | grep SCSI

XK RRFR IR A ISR (i, SCSI %4 sde) o TEBATZ init 3 A Linux KATRRES, U7
EHT MG BOAEL T, B BAE init 3 T IF4E A 3R,

{5 F] RACADM [t B i 2 UL =

FEf#H RACADM HL B i SR HL =, 1B :

racadm remoteimage

racadm remoteimage <options>
EIA] A

- c: EEE

- d: TR B

-u<H 4> HT UM H 44
- p <ER>: TR R A S ) Y

-1 <R _fE > WSS ERIMVEA E, A B BT . S Web St inic Bim SR
P73 P IR AR ST R AR 1 o

- 53 R HEPIRES

E v A B RAR A B AIER CL R AR AN BT Bt e A (AR R MR A - (R
U5 7 QEIS) L, GES) L < UMNFE) fil> CRT9) .

& BN B BRIE RS

FEF B BB R RS, TR

© EMAFUET Attached (CHHAN) RZS, DA REAARE) 3L 5 S5 R .

. Z}%%Ewﬁfﬁ&i? Auto Attached (HzpHf ) FEa, WA BN HIFEF L AUR 3. SRJE A RES] S &

WA &%t 2 AL Dol FARdERR 2 (140 .img BY iso) $RALAIIRSHAE E ARAE R 4T 5] S Mg soptk.
FIBERAE RS, W AUE R BRI
1. BHPATCLFEREZ —:

o GHRE RYi4edk CD i DVD #fi\ Management Station CD 5 DVD IKzh %,

o BEIERIE RSB

2. 4t Management Station 1 FLF 7 B 10 H0h 2 LB 2 .
3. LTk 5 SR R
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o EITES| SRR <F2> ##, M System Setup (RGHE) — System BIOS Settings (&%t BIOS
wE) WEHLIRINT.

4. HFGITRE RGIHLIRS R LU SE B .
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I B R AU 5

BLEE 5| SR
TSRS
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MEN R LRI RS

1. HUEMUEEIA R CD/DVD.
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3. E¥MLS CD/DVD BK5his.
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KHA SD RIEAN RS AL SD ik (IDSDM) e
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*%7F IDSDM
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7£ BIOS #1Jg H SD BiFN IR

dWwDN PR

7E BIOS H /3 F SD HHRATAR
7£ BIOS g SD AERAI T 4%

Gl PR <F2> .

% System Setup (R4 E) — System BIOS Settings (F%; BIOS # &) — Integrated Devices
(BEARE) -

3. BABUSB IO R E ANTF. B IEE R, N IDSDM TikHES ik 4.
4., IMPARFEILL (B SDE) , KA SD RiF N B NFFIFE AR SD ENARE NEEH.

5. WEFEITA (W SD KD , ii¥ Internal SD Card Port (PFI%B SD E¥t1) ¥ E N On IF) 1
Internal SD Card Redundancy (P8 SD EJU4&) WK E N Mirror () .

6. i Back GR[E) Jf#.ifi Finish (FEHD -
7. Hi Yes (B) RFEXE 1% <Esc> BB System Setup (R4HHE) .
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RIE AR SD RARIRALTUAR M.
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PR Fic 3B SEL B, FE RERTHER . Wi 2R, 4 PET ik,

315



23
i iDRAC HEfR 2 & R4 %
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< JFHLE AR
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1. 7EiDRAC Web Ftii, #2MW — R — BEER — 2HiEs.
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Bt B 5 SR 2 S R A R) — i b
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S A] LAAE IR 55 38 L UL — RS T R A E SR LIS W RS P IR Bl 45 . iR e B EH 58, &
AL RVER SIS, SRS AE LUE M E R S SeigE A GBI ERD T, BTk, Sk
L2 RIRIG AT METEN B8 iDRAC A& . SR, TTLMEA] diagnostics export racadm fiy 4 #5455
S B NFS 8L CIFS M35, Bsthal DUE AR WSMAN &8/ i . AXRELER, E30
WSMAN S24%,

1L ZUAA iDRAC Express VFATHIE, A REREATZAE H BNZ WAL -
A UASZREAT SR Y, SOk T RO ERR € H AT (81247, BLRR S W R A 5] F 260,
e TR, AR DL B
THIGITTE] - LRI H R (24T 2 . QERERGE AT 8], ReAE T IR EH 5 SIS T2 Wi
o GERINE] - FETT RGN 18] 2 J5 ) HWATI (B8 47 12 W1, iSRS WeoRE RN AT R 2, W E S hrid Ak
Mo, JEHESRI A Sl . iR e i RAE AT, SRR A& A -
SRR A
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« PRI
FEN P AT I 5 2
HF 5| SR A

ARGHIRR M A HR
IEH KRB GG R GE0% T 0T R 3D
o SRHIEH RNl (FRARIRAIE RGO EAE 10 208l WERERIERGEARICH], iDRAC K H R #1E RS0

— K AR RIBGET — N2 Wi Bk, SR IFPRSTT NI 5E . 5B B R ). K1E Lifecycle
Controller HEFRCFEME/:, HAag4RER. B HZFE RACADM Fil WSMAN & _E—AMUT
K2 Wi EAL 45 58 .

] LUK B R TR B B — AN S S Wi ML S Wi gk R S B = (il CIFS 8% NFS) o SRSk
4 5 MB.

AL WARL PR A AR TR B iR, AT DLBGE S Wik, R IEAEISATI2 T, I E KA 3 R 48 LUK
MER (I

FEIBATIEREC W 2 1T, TE R

+ B8 H Lifecycle Controller.
o BTSSRI HIBR .

¥ F§ RACADM it XI5z f8 B Fhis i
FIRAT IR WIAE T E A R S FARTESS S, B H L s

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e
<Expiration Time>
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racadm diagnostics export -f <file name> -1 <NFS / CIFS share> -u <username> -p
<password>

HREEFHEL(ER, 73 dell.com/support/manuals _E$24L[#] iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM & 1T RS %16T) -

BE L E A

THLA RIS R 4t BIOS $RAEHIE TR R4s, Fom@ R E RG] RIF & ABrE, IF ATk Eis 5 14
SIFAHRK &Rl . Post Codes (JTHLEAARED) WU /R 51 SHRAE RGBT R ST HL B KA.
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i VE: 1A EA V7 I 2 AR 6 B R RR A BE SR LS| S SRR ATURN 5 vo A A AT
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WK, EEEWRXER — W5 Sy, HEREERZEMX AR,
W3k, HZE POST 4R — k5| FIifF, HE POST GFHLAK) 453,
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CHUTH B R D) IR o S0 TT LUK ML AR AN 30 AR 55 % Fa et sl B i B iR o
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iDRAC f1 CMC GE&EHF JIH 4528 Web R S FAITHPRESE B
CER
A
(EIN
IR &
AR B INAEA
5=
HE
CPU

£ iDRAC Web Ftiiith, #EMME —~ REa —~ RAME — REFBTRIA D
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7£ iDRAC Web Ftiid, # 2% Overview (#EX) — Server (JR%5%%) — Troubleshooting (Hf&EHE
) — Tech Support Report (FARZIERE) .

# $i = Tech Support Report (Hi A ERE) Hifi.
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R TREBEAR RIS AL E .

FENE BB RS
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B%) — Tech Support Report (FARZFIHRE) .

¥ Eor Tech Support Report (HiARSZFHRE) .
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9. ERHEIE, HEFHALE FEPEARHEE.
10. MR CTIEFEML, HmAMLSALEPEHNE S
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routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check
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A4 T Computer Configuration (THEHNIEEE) — Security Settings (& E) — Local
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racadm -r (iDrac IP) -u (username) -p (password) getconfig -g cfgRacTuning

e nr AR EE 6] &5 OSCAR RoRas h BB RSE L . B AR G, R EORER SRR S 405
. ZEHR, O AR IDRAC EABUE AT & .

It ot IR & & O EAR B R BRI ?

#if* Management Station [ 2R 8% 73 HEE % B N 1280x1024.

J9ft4 Virtual Console Viewer & D7E Linux 3k R G HBLFALG ?

Linux LR EEE &R FE UTF-8 414, WaKINES NG, RFEFEHRKE 7/ E.
Jft4 Lifecycle Controller 1 Linux SXAES] & T KRR AEE?

REWIEH G 5 USB BARIKEIFET, 1H USB BARIKSIFEFINAE X-Window #AE RS TR A . 7E Virtual
Console Viewer H, iEHAT T HE—#1E:

HRTHR - SRR —~ RAREDR. £ RAeIET, %F% Linux.
o FELRRBT, EFR—IEARLD.

W{AZE Virtual Console Viewer & O [E) BArig 4t 2
TEJE B T & 25 HT, RO E RGEE: 1 IEF AT

R 2k b IDRAC MEfLIE M & % 7 i LA B —JthRik il (2T iDRAC REAMZEHI B BN IR T) o BN
XA

BT ERIER £ B3 Microsoft B{ERGIRT, W LMEAEMSBRG?

REg. XTFELLE BIOS HEH T EIEH GRS, TR ZHEEZ I Microsoft ¥{E R4, # &% EMS
ERER, TFEETMER OK (i) . sl BIAEAMAS Lk OK (Fe) , siEnfEEdnaizE
MRS oe . EBr2cd, SRIATE BIOS e EIEH & .

I S Microsoft £, T &&EMH BRI G 2R EZHRALRZHE, EMRETTE 2R RER
G A, WYL IDRAC BLE A FREFF th ok RS 6

A4 Management Station Lf¥] Num Lock (BF8i58) AT ARERBLUZREMRS 45 - Num Lock HPIR
b N4

i3t iDRAC Villi, A Eu BT BUE IR T A —E SRRk 5 s LR BUEIREMIA . ERmfE il
W, B REIA T IR RS S0 E, SE B LS rBUe RS xR,

Rttt WA EHRS B & 2N BR £ Session Viewer & 1?7
IEENAI R G B REAME S & . HERIEANZ SR .

R BER 6 2T IEERTH BAABA U HZERSS F— MR RESREIEERFER?
Aexe WA VIR RS, WEHA RS

BATBAER 6 ERESOWR?
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T SEBLREFIOVERE, HEFEMEN 5 MBPS ¥k, Jy T W RIRARPERE, 52 1 MBPS k.
EHEBT YRR G F A RIRAGER?

management station ZE3k Intel Pentium 11l 500 MHz 4 # 25 Ri1%2 /> 256 MB RAM.

I A BREH A EERTOANERLESHHE?

BIRZIE B2y iDRAC REAE I & A F SO HSCR R M 55 s SR, JEHEREILT, e R 55 48 < P I
RAZIEDL . AN, JEREAR S5 A 5 AU B 2 R B Rz AE B

R4+4 Virtual Console Viewer & OGB4 &7 "Out of Range” GBHIEE) KEE?

BRI BRI AT F S HE L IDRAC RERSHSRAATE . JELeZH (1A 8o 70 74 2 I
) W SEGELVEE. EEELT, PELRS (EIIRN RN D) TRE SN R .

M iDRAC Web 51 j5 sh U H] 6 18R, AH A& &R ActiveX ZeH T E O ?

iDRAC TJRERTESZAG UL M FR A . B IEER R E s BN & S 1E Bn LA % 1, % iDRAC ¥
B ity W A% 1 2 A5 i e B R

1. #ii Tools (L HA) — Internet Options (Internet #£3i) — Security (%&4) — Trusted sites (3%
BYE D

g RN IDRAC 11 P ik BE DNS 44 FR

B Add GRID .

.75 Custom Level (HEXZETD .

7 Security Settings (%24:i%8) # 1, 7 Download unsigned ActiveX Controls ( FER& 4 K
ActiveX #4) Ni&# Prompt (3D .

SN

44 Virtual Console Viewer & 0RZEH?

BERAEAH REAA BIARUIR, (EBCH AR SRR, AT LUR S & A 2507 1) I BLDhRE, (HA S BIR 8 Ik
s iEhl e .

fE P BHEH S, AtHA RAREE DOS FARRA?

Dell BIOS ¥ RFRIRENFR PR PS/2 Bbn. fEWTF A, PS/2 WA H RAREE R B, X FIAEF
B R AEFEIR . IDRAC B USB SURIREIFEE, Foirdiosthr B A S0 st iR Es. Blf# iDRAC #
USB #a%f bR B %1% 3 Dell BIOS, BIOS MK H e EARX AL B, AT ARIEAL . BEEERA M
B, HTERCE 5RO R AR U B 8 USC/Diags.

BN G )E, RAKUREBIER & PSS, EESMARZTAES. MtaSREZMEL W
TR ?

IR RAMES B E )y USC/Diags, 23R /EIXFMENL. 44T Alt + M #ivi ] LUEA S R G b FRIREST
Alt + M 7T DLFE R L) 6 v A B

BB & 2 JE L% CMC Web 5E 5 3) iDRAC Web TR, A4 GUI &TELHER ?

M CMC Web 5t 5 iDRAC B REMMZ I I, FHTIFo i &7 1 CUR ST 6 . IS G4 R AA
C R upES iR
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FEE G RN EZ) GUI AR IE S & ZAHE Y IDRAC RGN, WR GUI £ DX E3), SRE
iDRAC GUI £l o A RAEELE R & At & G 2 5, M CMC Web Ftii A 3 iDRAC GUI,
S N A

J9ft 4 Linux SysRq 487F Internet Explorer EICH:A8H ?

M Internet Explorer ff FEHMERI G, Linux SysRq ST M2 AE . BRI% SysRq ##, #%{F Ctrl I Alt
BRI T Print Screen £, ZA)EIAJF. ZELEMEHA Internet Explorer i it iDRAC ¥ SysRq £ i 2l
2 Linux AR 4548

1 BEEFE Linux B2 LI EEVLERThRE . I&TT LS T 31y 278 Linux 2oty oK FLB0S -
echo 1 > /proc/sys/kernel/sysrg

s Active X Viewer [fI5 5 HIB R

1%~ Ctrl+ Alt + Print Screen.

{UBEJI Print Screen.

#F Print Screen+Ctrl+Alt.

o~ WD

% ¥E: Internet Explorer #1 Java 2487 AN H SysRg Dk

R4 IR S SR EE 2R "Link Interrupted” (“YEEFH) KIER?

18 IR 55 5% 5 51 5 A A SR R4 i R, 24 BIOS 5 B M RAY, iDRAC H 2. iR A7E 10 Gb
* E&EK, 3FHINBRTERERMK NS T Spanning Tree Protocol (AR , STP) , WiJFint A
LG TEIRXFMEDL T, SO BRI IR 45 35 3 el 13 A “portfast” (g L) o« KEHFH T,
FERE S G0 H R .

REH AR

T2 BB R P iR N S W ?
LR 2 BRI 5, IDRAC [ 1 S T, s Wit i 55 s A RSO UK B s 1] FA 3 2

WRAER P i MG CD, B CD R EAT HBhIs T ohag. EIXFEOLT, WsR % i 2 40 BOR I )i
W CD, BEfFRTReREny, . WRERKIT, TN GUI BURHERIF 4k 8 2 Hi 34 .

UARTE iDRAC Web JHRIHFEIE T A RACADM iy & g BN A E W, NI EE MG, T
EIEBIN RS W&

FHEPEE RIS, E BRI R Client View (B 4itRED &I,

Pt AT BRI R %3 Windows #4E RG24 57 K IR 1R 7

WA Dell Systems Management Tools and Documentation DVD %3 Windows #:1E 245, I HIW%E
RS, mTMSEER, 23 FEnT6e T2 E KM a4 G 15 il iDRAC Web FLTH . 2235 % MRS Ya/Reakidt
.

W R R A B E AT 5| S ?
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RS, Ui BIOS Setup (BIOS W &) JiZE5 S3EH., HKEER CD. EBINKAL B vFlash, ARJERIE
T MBI ST . Ah, IETTRATE CMOS & & 5] SIF ik “spacebar” (ZFH) #, KBRS
WEANE S, Fla, B CDWRshe5]S, FEW CD Wahashic B N5 ST HIHE— %

mpLE A R LR B NA B S A7
iDRAC e MEATF AT 5 S 51 &+

CDROM/DVD ¥4/ i

« 1SO 9660 Mg

o 144 BB

o WEERAERFRIME SRR USB INAE 4L
USB INAZ 5B

WK USB AP BT 5] Sk 42

AT BART LU Windows 98 Jash#t 51 S, 3K R U E shit S 2] USB INFFdE. Flin, 78 DOS $#n
BT, WINTHl%:

sys a: x: /s
Hrr, x REHERE NG PSR USB N4 .

BN R EEMINFERRITERE. HRATIEERZIT Red Hat Enterprise Linux 5 SUSE Linux Z{ERZH
RZ FRBEB A B CD B4, WARIOXANRER?

FLE Linux FRASAS 288 FAH [ 1 7925 B B0 AR S R Zn 28 Fl B4 CD IREh4% . BMFEMBE IR, &
B Linux 73T B R LA DR 50 2 I B4 719 5o SEINERE 100 IR 5 245«
1. TH Linux s @ R fF 984T LU R i 4
grep "Virtual Floppy" /var/log/messages
RENZAE SR BoH 2 H IR NI (A
7E Linux 27 fF4big 47 AT dn
grep "hh:mm:ss" /var/log/messages
hh:mm:ss #& grep 7EP 3R 1 3R [H145 5 (B [A) 8K o
. HERIR 3, AE grep f A AL RIFHRBIR TR A M R A 4 .
5. HWHLRTHIMIFERER RIS 35 .
6. fE Linux BERRFAEIT U T in 4
mount /dev/sdx /mnt/floppy
H, /dev/sdx HH 4 TRIK AL, /mnt/floppy A MMEH.

FOINBEEI CD Weahs, 752K A Linux 72 C B R, CD Al &% 19 mi. ZmE L CD WAl

1. 7T Linux e &3 Fs T A R %
grep "Virtual CD" /var/log/messages
HBNZAE BB A B IR NI,

3. fE Linux I&RFFALEAT L R an
grep "hh:mm:ss" /var/log/messages

hh:mm:ss #& grep 76038 1 R [EIE B 1R (A8
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. BRI, AE grep A MA RIFHRBIR T Dell s## CD MR K4 .
5. HHREEMINIFERE R CD Kahds.
6. 1E Linux IR FF AT BL T 4
mount /dev/sdx /mnt/CD

b, /dev/sdx RBIR 4 PRIA %, /mnt/floppy RME.
Fft2FEEH iDRAC Web FERATZREEMHEH /G, EHEIIRS FHIO RIS B LB ?
] B 3T 2 3 IDRAC Eik, Wil Bt e g MRS 4. iDRAC Bl E )G, )& EIT I,
P A% USB B2 J5, A USB B #R TR ?
REAUA BB AN vFlash B fE A& USB a3 EI EHL USB B2k, e —ME M USB i, A4
AEAT AU BT 5 vFlash USB #0462 LML USB 2R T 1842, T AU BT vFlash B2 HORE A 3201

USB BB IS WTiER:, ARG eI ERER . WR ENERIE RGUE B B, EAE &R % —
ANEEAFEIA BB vFlash 8ok . EUGIER A T USB B, RS HTLMER].

USB Reset (E#R) #&MlBEHA41EM?
U] WO B AR 55 RS A FE USB B ATAC L USB W45 o
e SEEL B BR B B AR AR 2

FLSLHUE A B SRR, 158 ZhAE T AR ] B AR, BT N SIME HAE
S A E R E NS SIS
o ZER A TR R S ) & RN .
7 T AEBEOUT . R IR S5 a8 A R BT R R AR ] 5 1) IDRAC IR A e A AN 52 fRa

o INEAFEFAET Windows RS 25 44E 248, 15151 Windows A% Windows Event Collector. ZEHAT R
fE, 15 % Start (JF48) — Administrative Tools (5HE T.B) — Services (JR%) . A
Windows Event Collector &5 #.17 Stop (f£1k) .

FEBEPFRWFHE USB WK AER, B BHN REZR— NS, A2 HMIER R
B

AN SOV [F) I 17 SOV R IR Bh % o 7R SR ML IR BN 4R 2 B, WE G T &G IRsh a8 N A 1 R AR T
REANER LIRS B8 L SRR SR R G 2K R 2

READIR AL DR 5] 8% 32 RF FATL6 B FAT32 U R G

I ATEBIE B R %82 DVD/USB B, BIEEIINRUATRER, RS RERER?

% Remote File Share CGFESCAFILZINAE , RFS) IEEMEH, B& R RN e . FRA R RFS 5
R R = H AP —A, ARERINE A .

vFlash SD £
vFlash SD R 4i5E ?

338



MEEEAERATH, REGSBUE vFlash SD . Billn, EVIGHRIET .

SNMP LHF

N4 BeiE B “Remote Access: SNMP Authentication Failure” GEFRifi: SNMP BIERMBD) ?

ENERINRE IR 5, |T Assistant ZRIGIE & & 1) get Fl set B FR. 78 1T Assistant #1, &1 get
2 F = public Tfi set Bl &K = private. BRIAMENL T, F T iDRAC FRIFRF K SNMP AAR/F Hl#4 42
9 public. 24 IT Assistant & ! set ik, IDRAC AAFRFEFF 24 B SNMP BhiiEAt i, KA AN 232k B Bk
N public fiE R .

Bk AE SNMP BGIEEE R, IS NRERFE P 82 R 48R fi T IDRAC R AAr—ANBIRARR, itk
TELZUT 1T Assistant B4 1% B AE FH AR R get F1 set HfAZ TR

R
TR EES RN R NEBARER, 3H OpenManage Storage Management &7 (7L W % Lk
iDRAC £, At4?

iDRAC I B R E RN VEHL (CEM) AT & 1S R .

iDRAC Service Module

TERZ$ERIZAT iDRAC Service Module #f, 2GR EIE, OpenManage Server Administrator?

ANFHE, ToiiEI# Server Administrator. {E%23580i247T iDRAC Service Module Z |, iEHfifRC {5 1 iDRAC
Service Module Tt Server Administrator Iffig.

AR E EHEAE RG2S B %% iDRAC Service Module?
BT RGP A B %% iDRAC Service Module,

#Ei54T Windows [ R4 F:

FIFEHITEMR, 3iE iDRAC Service Module 2% 41T C 22 F 5% .

1EIBAT Linux &% L.

BT rpm —gi deism. WIERT%% iDRAC Service Module, NPIRE BRABRE.

E: 7 systemctl status dcismeng.service &Mk init.d MM AL E7E Red Hat
Enterprise Linux 7 #:1F &4t I %¢%% iDRAC Service Module.

AT A 2 G5 b4 35 (%) iDRAC Service Module KIfRAS?
ERE 241 () iIDRAC Service Module HIJRA, E#AT L N AR —14E:

BT — BHIER — BEAIIEE. T 23 iDRAC Service Module HIRRAS K 1 ERRASE TR .
HERK BN —~ SREESERT-
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%%% iDRAC MR BRFTR I RACBURE A R4 2

F 223 iDRAC Service Module, #0420 BA 8 P G2 2% ) IRLRR .

7E iDRAC Service Module 2.0 fTEE R KR4, 7EZ2% iDRAC Service Module i, ¥ B R4ERTE B IEARS
BARTFRRS R . FRITFNRERAOTELER, B20 User Guide (FIP B o Qg bk a5 ?

4% iDRAC Service Module Z R, 1HHiIfRIRS #3228 12 RECE St PowerEdge IR%#%. th4bh, 1EMILR
IR 64 ML R

BEBREREBEPERUTHEHE, BMEIEMEE“EiT USBNIC Wi R4 2] iDRAC K EE " SHRR L2
M. RREMA?

The iDRAC Service Module is unable to communicate with iDRAC using the 0OS to
iDRAC Pass-through channel

iDRAC Service Module {fH“@id USB NIC M\#1E #2421 iDRAC FIEIE DR K # L 5 iDRAC HIiEE. H
B, EAREUN USB NIC #: AL E IEAEY 1P Hhhb, (HRESMEG. WRFVIERIERGE R A XF—
HirfE M2 A2 H, F+H USB NIC BFrARZIAEHFRIE—ANEir, WA RAEER.

s Goteway  |Fmmm k& g | 5% fRED
ik 10.94.148.1 0.0.0.0 UG 1024 0 Oeml
10.94.148.0 |0.0.0.0 255.255.255. |U 0 0 O0Oemil

0
link-local 0.0.0.0 255.255.255. |U 0 0 Oeml

0
link-local 0.0.0.0 255.255.255. |U 0 0 0

0 enp0s20ul2

u3

EMRPIF, enp0s20ul2u3 & USB NIC #5200, AHBERS HAr IS EE, JEH USB NIC A2FH s —
i, X453 IDRAC Service Module 1 iDRAC Z [A] R AE RS GRIT“BE1E R4 %) iDRAC HiE IR
FEROERE RS, SRR AT N EHLERE R G057 iDRAC USB NIC IPv4 Ml (BRAA 169.254.0.1) .
B, AEAT LR A

LEME— 1 B FRFERS 5 2% iDRAC USB NIC #idik.

o MEBHEFTMBATERNSLHE, R ENZED A iDRAC USB NIC IPv4 Hilikis, B ik USB
NIC,

7E iDRAC Service Module 2.0 MIE KR4, 78 VMware ESXi R %552 H1%% iDRAC Service Module
i, BRI HHIB 4N vSwitchiDRACvusb, 35 04H7E vSphere % /3 E 4 d 42 5 iDRAC Network. 3
AR 2

1E VMware ESXi IR%5%8 | 2235 iDRAC Service Module VIB Iif, iDRAC Service Module #4617 & 40148 HpL Al
W4, PAZE USB NIC st Nl “/E 2453 iDRAC BELIE"ITAE S iDRAC 5. 1EHEI#)E, sl
vSwitchiDRACvusb #1541 iDRAC Network A:fiEx. EFHMEREAN], EHITL TS B —:

$% vSphere % PRI EL S, ARIEMIRFH.
% Esxcli BN F s
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—  EMEREE4H: esxcfg-vmknic -d -p

“iDRAC Network”

—  BEREREMA AL esxcfg-vswitch -d vSwitchiDRACvusb

Es
I LifeCycle A EATHAE R A ARLE?

o
HE n) &

BEEEH| LifeCycle HE:

VE: 87T LAE VMware ESXi RS2 | & #2234 iDRAC Service Module, RINIXAN 23] IR 55 2818 B Th

Operating System GRERZ)

Location (fr®)

Microsoft Windows

HEBER — Windows HE — B4, HAEELK
iDRAC Service Module & |4 iDRAC Service
Module Lifecycle H &

VE: 75 iISM 2.1 A S AR A, Lifecycle HES
il 7 Lifecycle Controller Log Y%K T - 7E iSM

2.0 Mg B A, XeHEEH|F iDRAC
Service Module JFZ# T o

ﬁ VE: Lifecycle H&EMALE 7] LMEH iDRAC Service

Module ZEfFEFHHITRCE . 75 %% iIDRAC

Service Module Bif& e bt 23S FE I, TTRCE I

(AR

Red Hat Enterprise Linux. SUSE Linux. CentOS
F Citrix XenServer

/var/log/messages

VMWare ESXi

/var/log/syslog.log

FESERE Linux 2240 A 22 IR Linux BB H-ELERAT$hAT SCHF?

EAE Linux NBHAFAINFIE, 1557 iDRAC Service Module Installation Guide (iDRAC Service Module
LRI T Linux Dependencies (Linux #B5eM:) —Fi.

RACADM

#4T iDRAC E# (EidfEH racadm racreset 474) J5, WRERRKBEMNS, SEFUTHEE. XFEFM4A

p=9:i %

ERROR: Unable to connect to RAC at specified IP address

VR B AR 255 3 iDRAC 5B B, A BEAR 51— M.

ff /] RACADM #r &A1 Fardif, FEe R,

#iF] RACADM fir & F1 7 &I, ATRES BB LLUF — Ak Ml
A RACADM 451215 8 — WniEHE. BRI 12 A0 42 PRl 15 4 v 4l
St

+  EfE RACADM #iR1E

— WP MhERS R T A4 R R T R A ]

Xt iDRAC AT Ping JWiAMAE, R £ ARKAEEA L FYIBMEER, WEFH Ping WL,
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R R LM ARP .

EF2 RACADM T5vE M SUSE Linux Enterprise Server (SLES) 11 SP1 %33 iDRAC.
TR C 23 B 7 () openssl F libopenssl A<, iZ1TLL R 425 RPM #4:
rpm -ivh --force < filename >

Hr, filename £ openssl 8 libopenssl rpm B4 1:.

4

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm

rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm
Ftt 2 BEERS, B RACADM FIET Web HIRESZBAAREFH?
H IDRAC Web JIR&-48)5, AIEEHRESER JLor4, 12 RACADM R FiE T Web B S A =2 T

fuﬁraoﬁ’ﬁl*iﬁ iDRAC Web % -
181 H iDRAC Web FH 7 J T 58 50 009 4 T B B ) 8% 22 4 kS P
« B cngacTunthtpsPortHT (Wl config -f (config file)#ATHHN) .
{fiH racresetcfg dr &
iDRAC CLEH AT,
RET H SSL RS FHIE T

fifiA3t RACADM QIR E )5, WREABMBRL X, N EREREE?

JXAKEEIﬁET“@JLﬁE B3, 1% X ad — B a) fa MR O B CMBR 2 XX R B . R A &
s WEERIRIE 2 X IO ERAE SR, SRR IHER 2 IX .

HAih

&SR ] AIRS25 4 iDRAC IP Hitht?
] ff ) BL AR —Fh 775 3R iIDRAC IP stk
{5 CMC Web T : #ZHAE — REE — RE — FEIAEDRNRPEG RS S 1P Hutik.

M BERIEE S EIFHL AR EN S SRS LIEE iDRAC IP #ihlk. Wit A 547 8 48% 5% OSCAR
K“Dell CMC #5416 5% CMC. A Mi#ERE K i% CMC RACADM fir4. 1% # iDRAC8 RACADM
Command Line Interface Reference GuideiDRAC (iDRAC8 RACADM #r A 4T A S48 ) LA T CMC
RACADM Fir & M5 553,

EAH RACADM 1, {4 : racadm getsysinfo, #lUl:

$ racadm getniccfg -m server-1 DHCP Enabled = 1 IP Address = 192.168.0.1 Subnet
Mask = 255.255.255.0 Gateway = 192.168.0.1

{#H LCD: 7£ Main Menu (FE3E#) b,
I TR AL

W ERS 7] AR F A CMC P ik ?

Fodor Server (RS0 JFui B4, REEFEIT R RS 2%

g
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7E iDRAC Web FiTHF: #i5#E% — iDRAC #E — CMC. CMC FZ 5 HFE 1< Ex CMC IP #idik.

FEERER G B A A 4T IE R OSCAR H“Dell CMC # i & 5 5% CMC. 7] MIIEREF K A CMC
RACADM f4 . 12 iDRAC8 RACADM Command Line Interface Reference GuideiDRAC (iDRACS8
RACADM iy &ATF IS5 485 ) LT CMC RACADM & 5B 5%

$ racadm getniccfg -m chassis NIC Enabled = 1 DHCP Enabled = 1 Static IP
Address = 192.168.0.120 Static Subnet Mask = 255.255.255.0 Static Gateway =
192.168.0.1 Current IP Address = 10.35.155.151 Current Subnet Mask =
255.255.255.0 Current Gateway = 10.35.155.1 Speed = Autonegotiate Duplex =
Autonegotiate

By i AR RACADM AT A .

T ERHIRE AR B FIE XR 25K iDRAC IP Hitht:?

£ iDRAC Web FiEH : 2% — R — Bt ~ WE. REME IR 2 87K iDRAC IP Ml
7EZH RACADM H1, fif#r4 racadm getsysinfo.

FELCD #: EWHRS ., (/8 LCD W SN A E iDRAC IP ik, #E % EXE — FE — iDRAC
IP — IPv4 5 IPv6 — IP.

7£ OpenManage Server Administrator #: E“R 528 & H 51 Web” il F, # S BHULHE — RS/ R%E 5
B — ERGHFE/ERS — TRV

iDRAC WIS ZEBEAR TR,

X5 TR R 55 A

R LAN 45 2 iER:3 CMC.
O M B NIC B . IPv4 B¢ IPv6 B8, UL #&EL DHCP,

XA MBS 2R 55 4%«

R, iR LAN B8 BRI NIC i, thig DR ERFARE.
o TEL AR, B LAN B45 0% 3] iDRAC LAN 3
R E AN NIC W&, IPv4 FIPv6 R E, LLK#ZEL DHCP.

BRI R RRFBEANE, JHETHREIX, HRAXIFAZER,

Hi 55 SRIE HLAT, IDRAC % 7 2 70 B BEAT W 4R 1L «
« Kf CMC IpRHE, PR BERRRCEL.

I{AHE R iDRAC B R /1 44 RIS5Ag 2
B2 iIDRAC MR RIBMANK E . AXRELZIER, 1ES R IDRAC ER T BUOAEE .
TR R RIHEIE LR ?

1. ¥x CMC Web FHIFH ZHIAE — BR5# — BE-
2. {ENRSS AR HAT R A ST R 44 AR OF By Apply (SZAD o

717 BR45 4 £ i) iDRAC 725] S8 1R R W 5L .
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EIF IF BN SS 45 .

K& CMC Web FHILAEE IDRAC £ SR NI FHRAME. R, MR H CMC Web Fif T4 [El 44
I3 BH AT T

IR R AT RATAE IS S EORSCRFART TR -
R RREMEHE, BB SR, ARRAEETTHE RS,
HBUR AL G K8 B LT B«

W A7 AR LA T 7
* CPU MR ZAEA A Vi
o MR H R EREUR IE S

RIS, {#H iDRAC Web F1H 8 MR %5 %% LCD i iDRAC HEFHIEHHRIE S .
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25
i H R Bl 37 5

AT B TR AR B PR RE (0 B T ORIAT RS € T I SR B s

HEBR 528 R G0N U ] B

W Fk 5 OpenManage Essentials (144 f5, Dell B & A HBE B ESS . Z0R IS H0 3 1 5 ANk
SR TR, ISR RGBS SR H A ) B T T S IR DA AT R, M 4
iDRAC IR % 23K & o

HEBRAN AT V7 ] ) R GE AR AT, TR ORI AL LT S k2 A

o B LW R
« [\7F iDRAC I J3 R4k

LEYIER, KA IDRAC Web S LT WA, JFEINEREI RS

g VE: WR AR FE VT iIDRAC Web S, E#F 2RS4, VUild LCD ik, FHc ™ IP HuhkskEN4, RE
i & B ) iIDRAC Web FATHIHAT BA T 3 4E

o JREERM LED WRE — INERRIBEF (s e e BRI .

o AR LCD RS RIHEE — I LCD B4 iRHE B .

AEREIMER] G h AR RIERGWE . MRTUERWR, WEERSE GR3D JFRER. R
ok, NC ke .

A B
o AR
o BB AL
MRS BIBATIRIL — 2068 x bR RN RGALA ) .
FEREFESIRZS — P51 AT BE 25 2 BTE AL
o 5 RGUREARANE A G EE R Lifecycle HE KRG BRI IR M HE%XH .
o ARREUR SRR IR A PO B H s .
 fHF iIDRAC 55 MBI B A 1) 00 T g

HARES
0 R A% 1] 5
i sl B i) R B
HH RAUs TRy
BEH &
AL R AR SR
BRI R S A fi B2

345



i [ iDRAC IR 255

KR G5 BT H RABITIRIL
SRS LRI RS PRI

+ f£iDRAC Web Ftiii, #ZEMUE —~ WEAH —~ RARBELUER RGE L, Uzl L& SR ES
RGEATIRIL. B0, EaT LI A WL XU FE AR .

o BETTUARC EHLAERIIES LED, ARIEHEHE RANIZITIRI.

o RO IDRAC Rostis, f5 BonifE RS ENUE L.

I B ERAEC B BT R E R

B E RN B L T IR, AT BT R

JA P

TE B HL 7 S R PG A 11
XRZERGPATEIG T KHLBHE FHIFHLERAE .
HAENREAR o

dWwDN PR

BEIHFH Lifecycle HEMRSEEHMAEHE

HEHFH Lifecycle HEM ARG FFH & (SEL):

1. 7£iDRAC Web Ftii, #2MEW — R — HELAR SEL, LLLER — REH —~ HE —
Lifecycle HE LI EE Lifecycle H&.

Q VE: SEL 4 7E Lifecycle HE 0. fd Mkt mina] & & SEL.

2. ¥ SEL 8 Lifecycle HERL XML #30 F H #I4MBAE (Management Station. USB. WM& L)
B, BWLUEREREASG AEIES, UEE AT Lifecycle HERIATA H & WRIN 5N C B E KRR
%A

3. EEIEAESEH IDRAC Service Module, MI¥ Lifecycle HESHBFBERGHE. AXEHELER, S
%)% Fil iDRAC Service Module.

Fi-F %351 iDRAC [& {4 i) 5 TH

5 LA St 1 58 38T iDRAC [ 4F:
+ iDRAC Web #fi

346



RACADM CLI (iDRAC #1 CMC)
Dell Update Package (Dell 8 #% -4, DUP)
« CMC Web 5t
Lifecycle Controller—Remote Services GZFEARSS)
Lifecycle Controller
Dell Remote Access Configuration Tool (DRACT)

/= T A,
PAT IEH ML
BEHATIER KHL, 157 iIDRAC Web F1H T & FIME—fr &

Overview (M%) — Server (JR%5%%) — Power/Thermal (B JE/fif#) — Power Configuration (E

VEBCE) — Power Control (ESLJEEEH]) . %7~ Power Control (EJEIEE] Wi, ##E Graceful
Shutdown (IE#&HL) #RJE . Apply (A .

B — MRS58 — /ARy — sEURIEI. 7ERRIREEH] PR, WRIEREIRN, AR5 R RA .
HAREZ(EE, S IDRAC Online Help (iDRAC BHLTEHD

B B %A R

AT LM SO K A 3 21 B3R P i P B B AE BE A K P BB E B G R, IS B
AP DRI 7

LRIEHKE K, S0 TR

il B A )
fi & Active Directory Hi/°

Ja B AR 552 I R ] & M2 USB IRz

B A shig e & AUnE USB IKBh#%:

1. K USB INfFE#E (AGRFEmE) 483 Management Station.
ffF A5k 2 —ilid iDRAC Web FHTH & 31 2 sl &«
% Overview (%) — Server (JR%:#8) — Virtual Console (BIIEHIE) , AR5k
Launch Virtual Console (EZIEHEHIE) .

¥ Overview (MEH) — Server (JR%%3) — Properties (BIE) , 4RJ51E Virtual Console
Preview (BHEHIGWYE) T H.d Launch (33 .
BEEN 2> 7% Virtual Console Viewer (BHIEBHIEBER) .
3. M File (3f) K, Hi Virtual Media GEIIEAD) — Launch Virtual Media (F3)EMIERA) -
4. i Add Image (FRINBRME) Jk$EAr T USB INFEL ERIBME .
ZHR R 2R N2 v IR BN 2R 151 R

347



5. EPREMGHZMUR UK. USB INAARE A BR B 2 B 51528 R 4.

i FH B A BT BALZRE U R B R R LR R St

BPATHARAE, 1S P R S S A B R A R S

CE TP

BUE — MU B2 TP ISs& . BLEIP NN IRSS 4%, & ZREN LI P AR TR &
FRGTHHLIA B DO RS AR 55 2% -

1. BB MRS & 2 BT REAE R A Py S REFE L -

2. RIERLSHEE . AR S ATHCR R SRR A, pE ThAE LB SRS I 1 5E ThE 1 FRAE .

By & SRR E R BORME, 2R (AT EBROKE e LR LRIk 2 /0 f T DU T80 s 22 1A
55 o

T2 ) LT VR AR

BZ RV IERAE TRELEE.

HE—RENRGEEF G ST AL NMMNENH 1/0 IREEE R E

WERAL AR X I 4 (SAN) PR R IR 552 B AT 2 AR, IF BASEE RIS R N FAS [F S R L . Ak
FEFAIHARBCE W E, TR 1/O bR AL D RESE R C B RE RIS [R] . BEPAT BE A

TEHILR BIOS. iDRAC FMI CL 5 37 N5 37 [ A4 AR AR
J& 10 ARiRe L Th & .

M IiDRAC S Hi XML Pt & S04

£ XML U R R 1/O AR b shAg i & .

¥ XML BB S iDRAC.

VPSS

PNl ikas
Jo FHEZE ] 1/O Friftifb ohig

AR A

348



	Integrated Dell Remote Access Controller 8 (iDRAC8) 和 iDRAC7 v2.10.10.10 用户指南
	概览
	iDRAC 配合 Lifecycle Controller 一起使用的优点
	主要功能特色
	此发行版中的新功能
	如何使用本用户指南
	支持的 Web 浏览器
	管理许可证
	许可证类型
	获取许可证的方法
	许可证操作

	在 iDRAC7 和 iDRAC8 中的已许可功能
	访问 iDRAC 的界面和协议
	iDRAC 端口信息
	您可能需要的其他说明文件
	社交媒体参考
	联系 Dell
	从 Dell 支持站点访问说明文件

	登录 iDRAC
	以本地用户、Active Directory 用户或 LDAP 用户身份登录 iDRAC
	使用智能卡登录 iDRAC
	使用智能卡作为本地用户登录 iDRAC
	使用智能卡作为 Active Directory 用户登录 iDRAC

	使用单一登录登录 iDRAC
	使用 iDRAC Web 界面登录 iDRAC SSO
	使用 CMC Web 界面登录 iDRAC SSO

	使用远程 RACADM 访问 iDRAC
	验证 CA 证书以在 Linux 上使用远程 RACADM

	使用本地 RACADM 访问 iDRAC
	使用固件 RACADM 访问 iDRAC
	使用 SMCLP 访问 iDRAC
	使用公共密钥验证登录 iDRAC
	多个 iDRAC 会话
	更改默认登录密码
	使用 Web 界面更改默认登录密码
	使用 RACADM 更改默认登录密码
	使用 iDRAC 设置公用程序更改默认登录密码

	启用或禁用默认密码警告消息
	使用 Web 界面启用或禁用默认密码警告消息
	使用 RACADM 启用或禁用警告消息以更改默认登录密码

	无效密码凭据

	设置受管系统和管理站
	设置 iDRAC IP 地址
	使用 iDRAC 设置公用程序设置 iDRAC IP
	使用 CMC Web 界面设置 iDRAC IP
	启用自动查找
	使用自动配置功能配置服务器和服务器组件
	使用散列密码提供更高的安全性

	设置管理站
	远程访问 iDRAC

	设置受管系统
	修改本地管理员帐户设置
	设置受管系统位置
	优化系统性能和功耗

	配置支持的 Web 浏览器
	将 iDRAC 添加到受信域列表中
	禁用 Firefox 中的白名单功能
	查看 Web 界面的本地化版本

	更新设备固件
	下载设备固件
	使用 iDRAC Web 界面更新固件
	使用 RACADM 更新设备固件
	计划自动固件更新
	使用 CMC Web 界面更新固件
	使用 DUP 更新固件
	使用远程 RACADM 更新固件
	使用 Lifecycle Controller 远程服务更新固件
	从 iDRAC 更新 CMC 固件

	查看和管理分阶段更新
	使用 iDRAC Web 界面查看和管理分阶段更新
	使用 RACADM 查看和管理分阶段更新

	回滚设备固件
	使用 iDRAC Web 界面回滚固件
	使用 CMC Web 界面回滚固件
	使用 RACADM 回滚固件
	使用 Lifecycle Controller 回滚固件
	使用 Lifecycle Controller 远程服务回滚固件
	恢复 iDRAC
	使用 TFTP 服务器

	备份服务器配置文件
	使用 iDRAC Web 界面备份服务器配置文件
	使用 RACADM 备份服务器配置文件
	计划自动备份服务器配置文件

	导入服务器配置文件
	使用 iDRAC Web 界面导入服务器配置文件
	使用 RACADM 导入服务器配置文件
	还原操作顺序

	使用其他系统管理工具监测 iDRAC

	配置 iDRAC
	查看 iDRAC 信息
	使用 Web 界面查看 iDRAC 信息
	使用 RACADM 查看 iDRAC 信息

	修改网络设置
	使用 Web 界面修改网络设置
	使用本地 RACADM 修改网络设置
	配置 IP 筛选

	配置服务
	使用 Web 界面配置服务
	使用 RACADM 配置服务
	启用或禁用 HTTPs 重定向

	使用 VNC 客户端管理远程服务器
	使用 iDRAC Web 界面配置 VNC 服务器
	使用 RACADM 配置 VNC 服务器
	设置带 SSL 加密的 VNC 查看器
	设置不带 SSL 加密的 VNC 查看器

	配置前面板显示屏
	配置 LCD 设置
	配置系统 ID LED 设置

	配置时区和 NTP
	使用 iDRAC Web 界面配置时区和 NTP
	使用 RACADM 配置时区和 NTP

	设置第一引导设备
	使用 Web 界面设置第一引导设备
	使用 RACADM 设置第一引导设备
	使用虚拟控制台设置第一引导设备
	启用上次崩溃屏幕

	启用或禁用 OS 到 iDRAC 直通
	支持 OS 到 iDRAC 直通功能的卡
	支持 USB NIC 的操作系统
	使用 Web 界面启用或禁用 OS 到 iDRAC 直通
	使用 RACADM 启用或禁用 OS 到 iDRAC 直通
	使用 iDRAC 设置公用程序启用或禁用 OS 到 iDRAC 直通

	获取证书
	SSL 服务器证书
	生成新的证书签名请求
	上载服务器证书
	查看服务器证书
	上载自定义签名证书
	下载自定义 SSL 证书签名证书
	删除自定义 SSL 证书签名证书

	使用 RACADM 配置多个 iDRAC
	创建 iDRAC 配置文件
	分析规则
	修改 iDRAC IP 地址

	禁用访问以修改主机系统上的 iDRAC 配置设置

	查看 iDRAC 和受管系统信息
	查看受管系统运行状况和属性
	查看系统资源清册
	查看传感器信息
	监测 CPU、内存和 I/O 模块的性能指标
	使用 Web 界面监测 CPU、内存和 I/O 模块的性能指标
	使用 RACADM 监测 CPU、内存和 I/O 模块的性能指标

	检查系统的新鲜空气符合性
	查看历史温度数据
	使用 iDRAC Web 界面查看历史温度数据
	使用 RACADM 查看历史温度数据
	配置入口温度的警告阈值

	查看主机操作系统上可用的网络接口
	使用 Web 界面查看主机操作系统上可用的网络接口
	使用 RACADM 查看主机操作系统上可用的网络接口

	查看 FlexAddress 夹层卡光纤连接
	查看或终止 iDRAC 会话
	使用 Web 界面终止 iDRAC 会话
	使用 RACADM 终止 iDRAC 会话


	设置 iDRAC 通信
	使用 DB99 电缆通过串行连接与 iDRAC 进行通信
	针对串行连接配置 BIOS
	启用 RAC 串行连接
	启用 IPMI 串行连接基本和终端模式

	使用 DB9 电缆时在 RAC 串行和串行控制台之间切换
	从串行控制台切换到 RAC 串行
	从 RAC 串行切换到串行控制台

	使用 IPMI SOL 与 iDRAC 进行通信
	针对串行连接配置 BIOS
	配置 iDRAC 以使用 SOL
	启用支持的协议

	使用 LAN 上 IPMI 与 iDRAC 通信
	使用 Web 界面配置 LAN 上 IPMI
	使用 iDRAC 设置公用程序配置 LAN 上 IPMI
	使用 RACADM 配置 LAN 上 IPMI

	启用或禁用远程 RACADM
	使用 Web 界面启用或禁用远程 RACADM
	使用 RACADM 启用或禁用远程 RACADM

	禁用本地 RACADM
	启用受管系统上的 IPMI
	在引导期间为串行控制台配置 Linux
	允许在引导后登录到虚拟控制台

	支持的 SSH 加密方案
	对 SSH 使用公共密钥验证


	配置用户帐户和权限
	配置本地用户
	使用 iDRAC Web 界面配置本地用户
	使用 RACADM 配置本地用户

	配置 Active Directory 用户
	对 iDRAC 使用 Active Directory 验证的前提条件
	支持的 Active Directory 验证机制
	标准架构 Active Directory 概览
	配置标准架构 Active Directory
	扩展架构 Active Directory 概览
	配置扩展架构 Active Directory
	测试 Active Directory 设置

	配置通用 LDAP 用户
	使用 iDRAC 基于 Web 的界面配置通用 LDAP 目录服务
	使用 RACADM 配置通用 LDAP 目录服务
	测试 LDAP 目录服务设置


	配置 iDRAC 以进行单一登录或智能卡登录
	Active Directory 单一登录或智能卡登录的前提条件
	将 iDRAC 注册为 Active Directory 根域中的计算机
	生成 Kerberos Keytab 文件
	创建 Active Directory 对象并提供权限
	配置浏览器以启用 Active Directory SSO

	为 Active Directory 用户配置 iDRAC SSO 登录
	使用 Web 界面为 Active Directory 用户配置 iDRAC SSO 登录
	使用 RACADM 为 Active Directory 用户配置 iDRAC SSO 登录

	为本地用户配置 iDRAC 智能卡登录
	上载智能卡用户证书
	上载智能卡的信任 CA 证书

	为 Active Directory 用户配置 iDRAC 智能卡登录
	启用或禁用智能卡登录
	使用 Web 界面启用或禁用智能卡登录
	使用 RACADM 启用或禁用智能卡登录
	使用 iDRAC 设置公用程序启用或禁用智能卡登录


	配置 iDRAC 以发送警报
	启用或禁用警报
	使用 Web 界面启用或禁用警报
	使用 RACADM 启用或禁用警报
	使用 iDRAC 设置公用程序启用或禁用警报

	筛选警报
	使用 iDRAC Web 界面筛选警报
	使用 RACADM 筛选警报

	设置事件警报
	使用 Web 界面设置事件警报
	使用 RACADM 设置事件警报

	设置警报复现事件
	使用 iDRAC Web 界面设置警报复现事件
	使用 RACADM 设置警报复现事件

	设置事件操作
	使用 Web 界面设置事件操作
	使用 RACADM 设置事件操作

	配置电子邮件警报、SNMP 陷阱或 IPMI 陷阱设置
	配置 IP 警报目标
	配置电子邮件警报设置

	配置 WS 事件
	监测机箱事件
	使用 iDRAC Web 界面监测机箱事件
	使用 RACADM 监测机箱事件

	警报消息 ID

	管理日志
	查看系统事件日志
	使用 Web 界面查看系统事件日志
	使用 RACADM 查看系统事件日志
	使用 iDRAC 设置公用程序查看系统事件日志

	查看 Lifecycle 日志
	使用 Web 界面查看 Lifecycle 日志
	使用 RACADM 查看 Lifecycle 日志

	导出 Lifecycle Controller 日志
	使用 Web 界面导出 Lifecycle Controller 日志
	使用 RACADM 导出 Lifecycle Controller 日志

	添加工作注释
	配置远程系统日志记录
	使用 Web 界面配置远程系统日志记录
	使用 RACADM 配置远程系统日志记录


	监测和管理电源
	监测功率
	使用 Web 界面监测功率
	使用 RACADM 监测功率

	设置功耗的警告阈值
	使用 Web 界面设置功耗警告阈值

	执行电源控制操作
	使用 Web 界面执行电源控制操作
	使用 RACADM 执行电源控制操作

	功率限额
	刀片服务器中的功率上限
	查看和配置功率上限策略

	配置电源设备选项
	使用 Web 界面配置电源设备选项
	使用 RACADM 配置电源设备选项
	使用 iDRAC 设置公用程序配置电源设备选项

	启用或禁用电源按钮

	对网络设备执行资源清册、监测和配置操作
	资源清册和监测网络设备
	使用 Web 界面监测网络设备
	使用 RACADM 监测网络设备

	资源清册和监测 FC HBA 设备
	使用 Web 界面监测 FC HBA 设备
	使用 RACADM 监测 FC HBA 设备

	动态配置虚拟地址、启动器和存储目标设置
	支持 I/O 标识优化功能的卡
	支持 I/O 标识优化功能的 BIOS 版本
	支持 I/O 标识优化功能的 NIC 固件版本
	iDRAC 设置为 Flex Address 模式或控制台模式时的虚拟地址/Flex Address 和持久性策略行为
	FlexAddress 和 I/O 标识的系统行为
	启用或禁用 I/O 标识优化功能
	配置持久性策略设置


	管理存储设备
	理解 RAID 概念
	什么是 RAID？
	为了可用性和性能组织数据存储
	选择 RAID 级别
	比较 RAID 级别的性能

	支持的控制器
	支持的 RAID 控制器
	支持的非 RAID 控制器

	支持的机柜
	支持的存储设备功能的摘要
	资源清册和监测存储设备
	使用 Web 界面监测存储设备
	使用 RACADM 监测存储设备
	使用 iDRAC 设置公用程序监测背板

	查看存储设备拓扑
	管理物理磁盘
	分配或取消分配物理磁盘作为全局热备用
	将物理磁盘转换为 RAID 或非 RAID 模式

	管理虚拟磁盘
	创建虚拟磁盘
	编辑虚拟磁盘高速缓存策略
	删除虚拟磁盘
	检查虚拟磁盘一致性
	初始化虚拟磁盘
	加密虚拟磁盘
	分配或取消分配专用热备用
	使用 Web 界面管理虚拟磁盘
	使用 RACADM 管理虚拟磁盘

	管理控制器
	配置控制器属性
	导入或自动导入外部配置
	清除外部配置
	重设控制器配置
	切换控制器模式
	12Gbps SAS HBA 适配器操作
	监测驱动器上的预测性故障分析
	非 RAID (HBA) 模式下的控制器操作
	在多个存储控制器上运行 RAID 配置作业

	管理 PCIe SSD
	对 PCIe SSD 进行资源清册和监测
	准备移除 PCIe SSD
	擦除 PCIe SSD 设备数据

	管理机柜或背板
	配置背板模式
	查看通用插槽
	设置 SGPIO 模式

	选择要应用设置的操作模式
	使用 Web 界面选择操作模式
	使用 RACADM 选择操作模式

	查看和应用挂起操作
	使用 Web 界面查看、应用或删除挂起操作
	使用 RACADM 查看和应用挂起操作

	存储设备 - 应用操作方案
	案例 1：已选择一项应用操作（“立即应用”、“在下次重新引导时”或“在计划的时间”），并且没有现有的挂起操作案例 2：已选择一项应用操作（“立即应用”、“在下次重新引导时”或“在计划的时间”），并且存在现有的挂起操作案例 3：已选择“添加到挂起操作”，并且没有现有的挂起操作案例 4：已选择“添加到挂起操作”，并且有先前存在的挂起操作

	闪烁或取消闪烁组件 LED
	使用 Web 界面闪烁或取消闪烁组件 LED
	Blinking or unblinking component LEDs using RACADM


	配置并使用虚拟控制台
	支持的屏幕分辨率和刷新率
	配置 Web 浏览器以使用虚拟控制台
	配置 Web 浏览器以使用 Java 插件
	配置 IE 以使用 ActiveX 插件
	将 CA 证书导入管理站

	配置虚拟控制台
	使用 Web 界面配置虚拟控制台
	使用 RACADM 配置虚拟控制台

	预览虚拟控制台
	启动虚拟控制台
	使用 Web 界面启动虚拟控制台
	使用 URL 启动虚拟控制台
	使用 Java 或 ActiveX 插件禁用虚拟控制台或虚拟介质启动过程中的警告消息

	使用虚拟控制台查看器
	同步鼠标指针
	通过虚拟控制台传递所有键击


	管理虚拟介质
	支持的驱动器和设备
	配置虚拟介质
	使用 iDRAC Web 界面配置虚拟介质
	使用 RACADM 配置虚拟介质
	使用 iDRAC 设置公用程序配置虚拟介质
	连接的介质状态和系统响应

	访问虚拟介质
	使用虚拟控制台启动虚拟介质
	不使用虚拟控制台启动虚拟介质
	添加虚拟介质映像
	查看虚拟设备详细信息
	重设 USB
	映射虚拟驱动器
	取消映射虚拟驱动器

	通过 BIOS 设置引导顺序
	启用一次性虚拟介质引导

	安装和使用 VMCLI 公用程序
	安装 VMCLI
	运行 VMCLI 公用程序
	VMCLI 语法
	访问虚拟介质的 VMCLI 命令
	VMCLI 操作系统 Shell 选项


	管理 vFlash SD 卡
	配置 vFlash SD 卡
	查看 vFlash SD 卡属性
	启用或禁用 vFlash 功能
	初始化 vFlash SD 卡
	使用 RACADM 获取上次状态

	管理 vFlash 分区
	创建空白分区
	使用映像文件创建分区
	格式化分区
	查看可用分区
	修改分区
	连接或断开分区
	删除现有分区
	下载分区内容
	引导至分区


	使用 SMCLP
	使用 SMCLP 的系统管理功能
	运行 SMCLP 命令
	iDRAC SMCLP 语法
	导航 MAP 地址空间
	使用 show 动词
	使用 -display 选项
	使用 -level 选项
	使用 -output 选项

	用法示例
	服务器电源管理
	SEL 管理
	映射目标导航


	使用 iDRAC 服务模块
	安装 iDRAC 服务模块
	iDRAC Service Module 支持的操作系统
	iDRAC Service Module 监测功能
	操作系统信息
	将 Lifecycle 日志复制到操作系统日志
	系统自动恢复选项
	Windows Management Instrumentation 提供程序
	OpenManage Server Administrator 和 iDRAC Service Module 的共存

	从 iDRAC Web 界面使用 iDRAC Service Module
	从 RACADM 中使用 iDRAC Service Module

	使用 USB 端口进行服务器管理
	通过直接 USB 连接访问 iDRAC 界面
	使用 USB 设备上的服务器配置文件配置 iDRAC
	配置 USB 管理端口设置
	从 USB 设备导入服务器配置文件


	使用 iDRAC 快速同步功能
	配置 iDRAC 快速同步功能
	使用 Web 界面配置 iDRAC 快速同步设置
	使用 RACADM 配置 iDRAC 快速同步设置
	使用 iDRAC 设置公用程序配置 iDRAC 快速同步设置

	使用移动设备查看 iDRAC 信息

	部署操作系统
	使用 VMCLI 部署操作系统
	使用远程文件共享部署操作系统
	管理远程文件共享
	使用 Web 界面配置远程文件共享
	使用 RACADM 配置远程文件共享

	使用虚拟介质部署操作系统
	从多个磁盘安装操作系统

	在 SD 卡上部署嵌入式操作系统
	在 BIOS 中启用 SD 模块和冗余


	使用 iDRAC 排除受管系统故障
	使用诊断控制台
	计划远程自动诊断
	使用 RACADM 计划远程自动诊断

	查看开机自检代码
	查看引导和崩溃捕获视频
	配置视频捕获设置

	查看日志
	查看上次系统崩溃屏幕
	查看前面板状态
	查看系统前面板 LCD 状态
	查看系统前面板 LED 状态

	硬件故障指示灯
	查看系统运行状况
	生成技术支持报告
	自动生成技术支持报告
	手动生成技术支持报告

	在服务器状态屏幕上检查错误消息
	重新启动 iDRAC
	使用 iDRAC Web 界面重设 iDRAC
	使用 RACADM 重设 iDRAC

	擦除系统和用户数据
	将 iDRAC 重设为出厂默认设置
	使用 iDRAC Web 界面将 iDRAC 重设为出厂默认设置
	使用 iDRAC 设置公共程序将 iDRAC 重设为出厂默认设置


	常见问题
	系统事件日志
	网络安全性
	Active Directory
	单一登录
	智能卡登录
	虚拟控制台
	虚拟介质
	vFlash SD 卡
	SNMP 验证
	存储设备
	iDRAC Service Module
	RACADM
	其他

	使用案例场景
	排除受管系统不可访问的故障
	获取系统信息和访问系统运行状况
	设置警报和配置电子邮件警报
	查看并导出 Lifecycle 日志和系统事件日志
	用于更新 iDRAC 固件的界面
	执行正常关机
	创建新的管理员用户帐户
	启动服务器的远程控制台和挂载 USB 驱动器
	使用连接的虚拟介质和远程文件共享安装裸机操作系统
	管理机架密度
	安装新的电子许可证
	在一次主机系统重新引导中为多个网卡应用 I/O 标识配置设置


