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P32
73 Active Directory Fi PHECE iDRAC SSO B3

£/ iDRAC Web A & % iDRAC SSO

£ B —FRINEEER IDRAC Z A, 1HEIR:

B F A Active Directory APk A ERBI RS,
BB RIEE Active Directory BL B it I8 E /B H.

EFEH Web RHEE R iDRAC:

1.  {EABM Active Directory M BRI,
2. £ Web J|%T88%, ¥ https://[FQDN address]

Eq E: MRBAHTTPS SROS (%0 443) BEHK, A https://[FODN address] : [port number], H
fh, [FODN address] & iDRAC FQDN (iDRACdnsname.domain. name) T [port number] & HTTPS #5005

E i REEM IP TR ZE FADN, SSO #&M.
iDRAC {8 R AY Microsoft Active Directory #XPRE R, EREIBIE A Active Directory tk A E R ERIERFEDER
R,

£ CMC Web R %5 iDRAC SSO

£/ SSO ThgE, ATAM CMC Web REEFN IDRAC Web RE. CMC FFFRM CMC B iDRAC BtEH CMC AR, IR A
Pk PAEETF CMC fm A EET iDRAC &, ZBF{BE M CMC BB iDRAC.

IR iDRAC M4 LAN (LANEEBHB =&) , M SSO AT .
INRRGSEENHFEFEI T, iDRAC IP Hilit &4 T2k, 5% IDRAC MK EIEFEETER, N CMC Web RE S AIEEN iDRAC
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BXEZEE, 1527 dell.com/support/manuals _E12{£AY Chassis Management Controller User’ s Guide (Chassis
Management Controller Fi F$5/) -

iz 2 RACADM ijjg] iDRAC

BT LABIT RACADM A2 iz E RACADM /i8] iDRAC.
BEXE%ER, 1557 dell.com/idracmanuals _1Z24# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM ®&1TRESEIERM) -
WREIBI R AIE DRAC BY SSLIFB MBI HZARER FiES, HBEIT RACADM SFPE R RELER. B, s
RINIT.
K #¥: iDRAC IEH 2 iDRAC % %4 RACADM EFIRAEY RESTEANEE . iFHE CA MASAERERIES. £E—1F
AT, MREMEIETEIRG CA RZERBNA, FIFERES.
HxHEE
I8F CA MFHB LEE Linux 18 T2 RACADM

I&iF CA HE#$ LLEE Linux {2 RACADM

EEITIERE RACADM S 2 B, WERATREBEEM CAER.
EISF AT IE RACADM HYES :
1. % DER R AIEPEE# A PEM & (£ openssl 641TLHE)

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] —outform pem -out
[outcertfileinpemformat.pem] —text

2. EEEL EEREBA CAIEREMNME. flan, F RHELS (644D , iZBgER /etc/pki/tls/cert.pem.
3. ¥% PEM 83X A0 CA IEEHMIINE) Management Station CA 3E$ .
f5lan, ¥ cat command: cat testcacert.pem >> cert.pem

4. ERIREF/IEBHIFE L5 iDRAC,

{5 f§ A< #b RACADM i}ja] iDRAC

B XEFERAM RACADM if7j8] iIDRAC BIE R, 15215 dell.com/idracmanuals _E321AY iDRAC RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM #&{TREESEI5/R) .

£ FA [E £ RACADM ifja] iDRAC

SR LUEF SSH % Telnet B E 418 iDRAC HiE{TEHE RACADM 4, BXEL{EE, 15517 dell.com/idracmanuals 321
4 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM & {TRAESEI5™E) -

& SMCLP i}ia] iDRAC

HIGfER Telnet 3¢ SSH & 3% iDRAC Bf, SMCLP 2BIANSSITIR =M. BXEZER, 1§82 HER SMCLP,

EFA AL A E R iDRAC

WEMU_ SSH &3R IDRAC (EFHMIAZRE) . SR LIEE—/) RACADM S 1EASGSITEH %X R SSH NA%ERF. BT
SIRE NS STERATER, Eitbizd 71Tﬁilﬁa’mh 5332 RACADM Zfel.

15'];“] :
BF:

ssh username@<domain>
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17

ssh username@<IP address>

He, 1P address & iDRAC B IP ik,
%3 RACADM %4

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

s
3t SSH {F B 2 22 $R56F
Z " iDRAC £1i%

TRIEETRERAZHAENZA DRAC 2I1EHFIFE.
%.5: £/ iDRAC 2i&

A H SEH

iDRAC Web R E 6

2 RACADM 4

[E# RACADM / SMCLP SSH -2
Telnet - 2
BT -1

EURNEREDE

AUATERT, ERATEERRANERHNESHR:

B BLE A R IR ERE] IDRAC,
AMNBERLESYIREER.
EZEIE /R Ak PRI EER root/calvin,

€M SSH. Telnet. iT#E RACADM B{ Web REEF iDRAC Ff, T2 B R—FELEHE. XTF Web RE. SSH 1 Telnet, &4
BIMSIEETR—FELEE. 3Tz E RACADM, SAEN HP/V\ P RZESHE.

B I AXNRAERERENNEANES, HeH BYERNES S NELEH,
EESE

B BRI SRR 5
£/ Web &l EXRATRERN

BB R DRAC Web FHER, MREFRANBEESETE, WAIMEKERL. EXWX—R, HRITUTERE:
1. i%3% Change Default Password (EXZNVAZIE) EIT.
2. 7 New Password (Fi#553) FEH, MAFZHRL.

% I AAMARENEBEVNEZFNESR, 580 BERNARPaMELFH.
3. 7 Confirm Password (ﬁ%wAM‘Tﬂ) FE, BXMAZE,
4. Ei Continue (444) . FERLANACE 47 H BHIEE R 2| iDRAC.

% 3¥: R7E New Password ($%#8) 1 Confirm Password (FHIASERE) FERLHECHIIER T, Continue (4k4E) +4&b
FRARS.

BXHMFEWIES, 127 IDRAC Online Help (iDRAC BXHLEEED) .
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£ RACADM E X EIN TR EY

EEQEE, BT RACADM %4

racadm set iDRAC.Users.<index>.Password <Password>

Hrh, <index>ZM18]16 B9 (RFAFKF) , <password> Z2HFHIAFAEXHZEE,

BEEZER, 1557 dell.com/idracmanuals 12 E1 iDRAC RACADM Command Line Interface Reference Guide (iIDRAC
RACADM ﬁéh?@ﬁﬁ%%ﬁ)

E B AXMAPENERENNEFNER, B2 ENERNAaNEEFER.

€A IDRAC R E A RIEFEXRINE R B

EfEH DRAC RENRIEFENRINERER, BPIATUUTRIE:

1. £ DRACEE/NRIERF, % ZE User Configuration (FAFECE)
FEEN14 &7~ iDRAC Settings.User Configuration (iDRACZERFHEE) TH.
2. 7f Change Password (EIXHEME) FEH, MAFESE.

Eq ‘& BXMAFRanEnginrANEe, H2E BUERNA A MEDFH.
3. ik Back ([FiR) . Finish (58%) #Yes (&) .
ZEMERNSRE.
BRSZARANFZEESHE
AR AR ZERBRAEBRESEHEMER. EXUX—S, EL5HHE Configure Users (BEERF) 1R.

£/ Web A HE AR ERARANEBESHE

EAER DRAC FERRZERRNEBESHENER, HMITUTERE:

1. ¥ ZE§E - iDRACIRE — A PRIE - At
tEHE B R ATUE.

2. HERAERESHS, £EBA, RARRLENALBHAEER DRAC MERRABBELE. BN, HEEEH.
HE, MR ERAHAGAIFTEANREERE RESEHE, A1 Default Password Warning (BUABIEES) A
L, 1% Do not show this warning again (B E/RILES) ®I, ARERE Apply (RA) -

£/ RACADM RS ZEAESHRUEKRRAERED

EEAETESBEEUER RACADM BHEINBREN, 15#MH idrac.tuning.DefaultCredentialWarning X%,

BXEZER, 1559 dell.com/idracmanuals 12 {#t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TRESE /M) .

IP BELLE

IP PRAE AT EN7SHE SR 45 E IP bt pEE B R MRS, F51E (SFEIE) Ztbht TRk AR E)SE R P& F iIDRAC. 1P FEIE
BIE:

FIFRIE R R BORE
AP X L SR B4R R T BB ESE E .
FERBIT AR VR A BOREUS, AL IP Hhhb ST SiFRIRTE U AR .
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FEEHFE P il M ESE R AR B AR, FLEESHAMITHREIL. SAPRNERRE, KMHLIERASERH

BRI ER.

Eq & HESEXRNEFE P TR RBEIERN, HL SSH ZERRSRRUTIRS:

ssh exchange identification: Connection closed by remote host

°

*. 6: ERERRFIBME

B

EX

iDRAC.IPBlocking.BlockEnable

iDRAC.IPBlocking.FailCount

iDRAC.IPBlocking.FailWindow

iDRAC.IPBlocking.PenaltyTime

T EE TR

B IPPEIEINEE. HkEHE— P HIEAELSRBURBRE (

iDRAC.IPBlocking.FailCount

) FHERTHEMNREA (

iDRAC.IPBlocking.FailWindow

), WERAMIZMIEE T SIER I — P2 W B E IR E]
KE (

iDRAC.IPBlocking.PenaltyTime

) WELE,

WERBMNTEA IP I ERAT R FERRMANRE .
HEAMESHRKERESEE (AR RERG)  HRBURE
BHIRS], BASIEATTHEE.

EXRBFRA P IR BT REIR AL L PRIEFELE AT HIES
B (AR .

HBIRESE, BHLEREZFISAEPFIELARS (DoS) I, iDRAC ZEFELE IP F1 SNMP BaBt (MNREBA) ZBHEH T AT

iR
—RIERBRMER
BN EEREIRE R 2 AE E)ER
H&E%E

I BRERNER. #nEXERERONEEREURBESLE, £EREMIDRAC RE (520 Web FH. Telnet,
SSH, JjT#E RACADM. WS-MAN #1 VMCLI) A5,

. 7. iDRAC Web REHIRERERITH

gi%‘ﬁbﬁ BEIE (7)) IEREBER GUI EFRHE

SNMP &E#f (HRE
BR)

(USR0003

1)
H—REE 0 = % =
B3
FIRHER 0 & % &
B3
FEkifiR 60 = - RACO212: BRAKIK. WIEFI/ #MEWRTEMR. & =
2R RIEE 600 o

Try again (EiR) %A% ZEH 600 #.
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Ky 2 RAMERT, RMOGTHERE 600 WRER. BR, WINEETLUEEFER RACADM EiK PenaltyTime #ITHEX . £
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3
REZERGNER

EEM DRAC BUTHINRRETE, BwHELE DRAC HIZIEIEIThEE, WEERBMZERS, HAREZIFFH Web F5%T
o

K = XTNRABRSHS, BEHFETRE CMC 0 170 53, HEPITER BN RGEFERRENES.
iDRAC Express #l iDRAC Enterprise ]~ BT3B B BERINAUERSS 1P otk k5 Dell imf2 4 7 AT A AN IEIN -

BEERSE - REEREPOIMERR TSR ERSE, AIEALEDR. BERSIAIEEFBIMITRIERS X Del
PowerEdge BRF 22N ARFHNESAL. BEEMAEERSZFTIED, REBEERSISHSBRRERSSE, LUEITH
HABBEIPITIE AR

DHCP - (iR #uE L IMER & TS ENME E Y (DHCP) RS, sEMREEFH DRAC BB ENEL B IhsEE
OpenManage Essentials Configuration Manager R Bshi I TARSS2FECE, FIfEALLEI. DHCP AR$5 284§ B3hA iDRAC 4 EC
IP thdik, S F0FRIEE.

TR AT AR 55 220 /B MEC B AR 55358k DHCP. BRE—IhREE AR %E. (EXEREMNERARMZE.

MKk
B E DRAC IP Hihit

BREZERR

A& S #5a0 Web X 528
¥ E iDRAC IP it

B SURB SRS EMZRARE EVIIEWERE, UBMAS DRAC ZERBE. EAIERUTFEC—RIZE IP Hhilt:

iDRAC EARERF

Lifecycle Controller (iF%:%] Lifecycle Controller User’ s Guide (Lifecycle Controller F8 35/ )

Dell Deployment Toolkit (iF£ 5 Dell Deployment Toolkit User” s Guide (Dell Deployment Toolkit FA P$&Rg) )
A BR S8 LCD EHR (FZ R ERSH Hardware Owner’ s Manual (TR ARFA D

K £ XTRmESE, RAE CMC MREcEME, 7 aEAYEN LCD BREEMERE. STERIBHNER,
BT BEFEMAHAE LCD ER EHACE IDRAC,

CMC Web RE (EFZI7 Dell Chassis Management Controller Firmware User’ s Guide (Dell Chassis Management Controller
EAFERE) )
MFMBEXABRRSR, GEAILULE IP ik, siEEMABENIAR IDRAC IP #ilik 1921680120 RECE#MIIRMEZIRE, BFEAN
iDRAC i B DHCP 387 IP.
SFTIFBRSERE, BABRA TSR DRAC MERHE.
LEECE T IDRAC IP itk Z /5 :

FRIRTEILE IDRAC IP it R B BARI A PR A D .
B A NMEE R EIGE] IDRAC:

- {ERAZ MRS (Internet Explorer, Firefox, Chrome 8§ Safari) 4 iDRAC Web Rl

- Secure Shell (SSH) - 5240 Windows E# PUTTY XHMZEFif. BINERT, SSH TRFXZH Linux &8, Btk
EE PR,
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- Telnet (BTFENBATEREZA, HtwSEkBERE)
- IPMITool (fEF IPMI 454) g} Shell I27RrfF (£ Windows Ef Linux REE Dell EHIRETERF, AILAM Systems
Management Documentation and Tools DVD &% dell.com/support 3%£15)
iEPS
5/ iIDRAC B N FTEFE IDRAC IP
f£H CMC Web A H%E iDRAC IP

ERRERSHE
F B shfir & ThaEFr B AR S5 2R FnAR 55 884

£ iDRAC IR E /N AIZEFi& E iDRAC IP

Ei§E iDRAC IP Hbtit:

1. FIAZERL.

2. FFHLEM (POST) HAE)E <F2>.

3. 7f System Setup Main Menu (RFIREEFE) T1H, #i iDRAC Settings (iDRAC &)
FEEN4 & 7~ iDRAC Settings (iDRAC i&E) T1MH.

4. i Network (M4E) .
MBS B~ Network (FI4%) Tl .

5. BELUTEE:

Mg E
EEE
IPv4 & E
IPv6 i E
« IPMIZEE
* VLANIZE
6. kXBELERIER. TTRFZ.
MEE2NSREHERGSEHS.

P 3
Mg E
BNBE
IPv4 &8
IPv6 i E
IPMI % &
VLAN &

Mg E
B EMBIRE:

F: AXRBEMNER, BBH (IDRAC B EL/FREFBHFEL) -
E

1. 7 Enable NIC (A NIC) T, i%#% Enabled () %I,
2. IRIEMLKEZE, M NIC Selection (NIC i#%$%) Thisgsdh, mBEMUTHOZ—:

Dedlcated (ZR) — EmBipeg&aeBF Bz RiTHlas (RAC) EMEAMEED. EOHFKRSIINRER
GHZ, FREERENS LB AMNYIENL, FEHEBINNAEFRETSELX.

&tﬁilﬁ k& IDRAC BIEFAMKiH OB MEHERE, SRES[HLOM ENIC HONE. NEEMEREHFHER
Y, “ER” EIMALUFA IDRAC SELHY IP it A A S S ELLAEH LOM 5k NIC 89 IP it FH R sk A R AT’

K E:XTRRSEE, “THA” ZWEERIIE (TR .
LOM1
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LOM2
LOM3
LOM4

Ky E X THRAMEXRSE, R\RSHFES, TEAR LOMIER (LOM1F LOM2) 5E£HIN4 LOM i
. EEAREAN NDC O TIBERNAREZEEDH, ATEHED LOM %I (LOM1 1 LOM2) , FEEHM4 NDC KO
REEL, £3BME4 LOM ETRTH .

Ey & REBMA NDC L RAESFPHEM LOM, RLLT bNDC FXH53#ZE LOM, BEATHIATRE-IH:

Intel 2P X520 - k bNDC 10 G

Emulex OCM14102 - N6 - D bNDC 10 Gb
Emulex OCm14102-U4-D bNDC 10 Gb
Emulex OCm14102-U2-D bNDC 10 Gb
QLogic QMD8262 - k DP bNDC 10 G

3. M Failover Network (#FEf4E) THiSZ# -, EFERMERN LOM 2—. MRMERLEHEE, NKEEiTHIEEBMEIHIT
.

f5lan, B LOM1 R4 BFERHET LOM2 SREEH IDRAC MERE, 15X NIC & FiEIE LOM1, XHBEEEEMILEEE
LOM2.

L i REE NICIEBETHRADEETERH, NZERFER
E 3 ##ZELOM L, BT Emulex rNDC 1 bNDC A X #rigias % :

Emulex OCM14104-UX-D rNDC 10 Gbx
Emulex OCM14104-U1-D rNDC 10 Gb
Emulex OCM14104B-U1-D rNDC 10 Gb
Emulex OCM14104-N1-D rNDC 10 Gb
Emulex OCM14104B-N1-D rNDC 10 Gb
Emulex OCM14102-U2-D bNDC 10 Gb
Emulex OCM14102-U4-D bNDC 10 Gb
Emulex OCM14102-N6-D bNDC 10 Gb
4 iE: 7E Dell PowerEdge FM120x4 71 FX2 BRS588 £, XFHIMREERE, FXFEREBmME. §XylHRERERN

BXIER, 15218 dell.com/idracmanuals EAJ Chassis Management Controller (CMC) User’ s Guide (Chassis
Management Controller (CMC) F F3E/) .

i¥: 7 PowerEdge FM120x4 BR 5538 EEL B8 MRS ML saPR Y, IBTRETH ARG T A LOM2, HHRFA
iDRAC NIC i%#F LOM2. X AKEEENEZER, 15&7 del.com/idracmanuals £/ Chassis Management
Controller (CMC) User’ s Guide (Chassis Management Controller (CMC) F F35R) -

4. 5 DRAC AIEFIEE WM TR FMLIEE, N7E Auto (B3h) Negotiation (HE) T, %% On (3TF) . ULIEIN
ERATERER. MREBA, N DRAC SETMEREFMLLEERE R 10, 100 3 1000 Mbps.

5. EMKEET, £ 10 Mbps ¢ 100 Mbps.

K i BFEFIIEMLEIRE R E % 1000 MBps. IiER{XE Auto Negotiation (EZIHHE) EME R M MERL T
A.

6. 7t Duplex Mode (T #&xR) T, i%#% Half Duplex (X T) 3¢ Full Duplex (£WT) £,
K4 i RSB Auto Negotiation (BN , AR
BEREE

INER 4R B AL 4249 DNS ARE S, 1578 DNS L33 iDRAC. XL ESRINEEMFIGIEBEENR, FINBFRSE (Active
Directory 3 LDAP) . B—ERMEB s FESRINEE.
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ZEAA iDRAC:

1. 2 H Register DRAC on DNS ([5 DNS ;¥# DRAC) .
2. i\ DNS DRAC Name (DNS DRAC &#}) .
3. EEFAZEEEZ B DHCP SKEUSZ. BN, 1214 DNSEZ.

IPv4 % E
BE IPV4 1% E :
1. 7f Enable IPv4 (FH IPv4) Ti%#¥ Enabled (BH) %I,
2. 7E/3F DHCP T&ZRBAEI, LUE DHCP §efigds 1P ik, MICHFRIERE B IS B4 DRAC. B, HkFEEAHHE
AUTETRE:
Ea7s 1P Mt
o BRI
o BSTMER
3. 3#, /2H Use DHCP to obtain DNS server address ({§f DHCP 3XBX DNS AR S asititit) , LA{E DHCP BRS5 =57 B
Static Preferred DNS Server (#:75&i% DNS BR$38%) N Static Alternate DNS Server (#75% F DNS fR%88) . &N,

I\ Static Preferred DNS Server (327SE 1% DNS fR5585) #0 Static Alternate DNS Server (F275%F) DNS fRS528) B
IP #hdik

IPv6 &
®E, ETEMEMEE, SALUER IPV6 Hilibihil.

BLE PV IZE:

1. £ Enable IPv6 (BF IPv6) Ti%#% Enabled (BF) ZI.
2. A7Tik DHCPV6 BR5525 BEhE iDRAC 4yEC IP #ilik, X FN-FM4#ERS, AJi%E$F Enable Auto-configuration (/g BElD
E) THI Enabled (BH) &I,
Ky i EFERECERS IP 1 DHCP IP.
3. 1f Static IP Address 1 (3%7s IP #btik 1) 1B, HIAERLS IPv6 Hbtlk.
4. 7£ Prefix Length (RUZEKEE) B, 3 O #0128 Z [AIRYME.
5. 7 Gateway (Mx) 1EFR, MiARcibilt.
B4 £ MREEESTS P, H5TIP fht 1 2 Rn87S IP B P il 2 Borahds IP. REERES IPRE, =HwIP
Mtk 1 S RRENE IP.
6. tnSR{EF DHCP, /2A DHCPv6 to obtain DNS Server addresses ({£F DHCPv6 $:HY DNS R a&#utt) M DHCPVE ARS%
B2IRENEE DNS PRSZEEFIRE DNS fRSSEttlit . NRFE, d#HTUTEE:
£ Static Preferred DNS Server (5#7SE1i% DNS fR$525) #E, MIAERZS DNS fR55=S IPv6 btk
7E Static Alternate DNS Server (E275%F DNS BR&588) 1EF, MyNERAF DNS BREE.

IPMI & &

B IPMIEE:

1. 7 Enable IPMI Over LAN (J3F LAN L IPMI) T, %% Enabled (FH) -

2, 7£ Channel Privilege Limit ({5:EXFRFREHI) T, %#¥ Administrator (BIER) . Operator (#{EHR) = User (AAF) .

3. 7f Encryption Key (JIEBHE4A) HED, AR 0 B 40 MR EHERF (FHEHTSAZER) HMBSHAE. BRAER
2%,

VLAN % &
BRI UG IDRAC BLE Jg VLAN EabZe#). ERLE VLANEE, BHITUTSE:
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K & ERENRE CER) M7IRRSHELE, VLANRERRISN, Rk CMC #TH . MEREXFEEHEATRE
AR%538, MIATLAFE iDRAC i E#HA TH & VLAN & E.

1. 7ZERAVLANID T, &EBH.
2. £ VLANID {Eeh, MIAN—NEMBIHE (13 4004) .
3. 7t Priority (LER) EF, MA—NET 0 2l 7 2B FLUEE VLAN ID 895 K.

E4 & BRI VLAN ZJ5, iDRAC IP fE—EREEIR A5 .

£ CMC Web FmHi%ZE iDRAC IP

E{#FH CMC Web R E iDRAC IP Hbilk:
K E: AR ENAEEEEAWRA§EM CMC & iDRAC ML E.

1.  ZFEF CMC Web RH.
2. % Z Server Overview (BR&EEE#RiA) — Setup (IXE) — iDRAC.
FEEN4 £ 7~ Deploy iDRAC (#32 iDRAC) TiMH.

3. 7t iDRAC Network Settings (iDRAC M4ZIZE) 1, IRIFEKIEHE Enable LAN (FH LAN) UREMMELH. BXE
%8, i5&E CMC online help (CMC BEHLEBED)

4. BXBETEIIFREHF[HMMMLIEE, 1555 E Server Overview (JRFEESHIAR) — <server name>.

BEEI4 2R Server Status (FRZ32IR7S) TUH.
5. i LaunchiDRAC (/F31iDRAC) 3% ZE Overview (#fiA) — iDRAC Settings (iDRAC i%# &) — Network (R4&)
6. 7 Network (%%) TimE, EETNINIEE:

WEIZE
ERRE
IPv4 g &
IPv6 g &
IPMI g &
VLAN &

F4 & BXES{E8, &80 IDRAC Online Help (iDRAC BXHLH#EN) .
7. EREMSKES, F8RE Apply (RA) .

BEXE%EL, 1527 dell.com/support/manuals L3R {AY Chassis Management Controller User” s Guide (Chassis
Management Controller Fi F35/)

BEREEARSSE

B EPREREINEE, HIREMNRESHBATUENERRERERSEZNEESEIEHE. L EREZF N DRACIRETEEXH
EEAPER, UWEERAEENRSSE, FNEEEHAEEIZRSSE. ﬁ?&ﬁﬂﬁﬂﬁ%%ﬁfﬂﬁ%h 2, 1527 dell.com/
idracmanuals _E12#£#4 Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller Remote Services Fl F15/) -

AL ERRSERFIE AR IP Mk fEF . DHCP. DNS BRZESTHERIARY DNS FHI B EXRECERSZEE. MRIEET DNS, FEM
DNS 1 RECER S 1P, THEFHITDHCP IRE. IRIEE TEEMRSSR, MIFkidERK, FEitk DHCP #1 DNS ¥ XFERE
BT LUEF IDRAC R B A FTERFE{$ A Lifecycle Controller B ABEL B RS EEIN8E. B XF M Lifecycle Controller K52, B2
dell.com/idracmanuals 2R Lifecycle Controller User’ s Guide (Lifecycle Controller B F3ER3)

MRE MWAGKRBRAEERSSHEIEE, WIEERRKANESERKS (AP&A root, BiEA cavin) . EEBAERERSSEZ
B, MRERIZEEAM,. R Lifecycle Controller F/EA TELERZFRINGE, 1B DRAC AFKFHANER, BEZZEHE/
ZEEARSEE .
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EER DRAC RELAREFBRERERS SR, BHITUUTERE:

1. TAZERS.

2. HEFFHBEWKTIED, % <F2>, A/F% Z iDRAC Settings (iDRAC i¥E) — Remote Enablement GZIZEEA) .
1% £ 7% iDRAC Settings Remote Enablement (iDRAC i EZIZREA) M.

3. BRazhEk, MAEERSE P, AE$E Back (E—%)

By E EEEERSSR IP RAEN. MREHRE, HEM DHCP 5 DNS RE#ITER (PR7) .
4. %3 Network (FI4&) .

1% & 7~ iIDRAC Settings Network (iDRAC & EM4%) M.
5. BHM NIC.
6. BH PV,

Eq E: BE3IERTIHE IPv6.
7. /&P DHCP #M DHCP 3kERZi® . DNS AR5 280 DNS 4.
Ky i RECEMRSR P il (HPR3) Biett, WHR7 RIEN.

e BanBc EThREEC B AR S5 A9 FAR S5 RS 4B 1+

BB E R A R EPE E— SRS RPN BEAY. XLAHEIE BIOS, iDRAC #1 PERC. BIIECEINAEEIT B
SANEEFHENEESHRSFELE XM (SCP) XML XXt. faR4Ee IP H#ilikd) DHCP BR&Z 2% thig 4 7 i 18li% SCP SCiHAYiE
MWE2.

BUREE—48 “HEEE" RFEHEIE SCP . B ZEESHEHRE CIFS 3 NFS MBI E, I E BT DHCP AR =:
AR EREL & AR 58540 iDRAC 18], SCP XHZAIETHRESRIWRZHERE S, WAILIAHIEEBAZM. DHCP R&E
{# /) DHCP FRES 253k E SCP xxfE® (A[ik)  SCP XHAI B U R ATiFaa X H- i B A FERE.

&4 IDRAC \E#ITESNECE Y DHCP ARSS 233K EN IP HilibAT, iDRAC 1%{EH SCP RELEARSSEEANIE & . RETE IDRAC M
DHCP fR&E53KERE IP Hhlit/E, A ERBEXELE. MRARWEISRE DHCP FRF=EaINAIE IP fhit, MASERBERE.

% bt H
RAB#AC/EH DHCPv4 #1 Enable IPv4 (B IPv4) &Iz fE, FREEHBECEIIAE.
- BIMEVEGEMBMNERGEEESR. EEZETERERE, YAZAAMERK.
+ BREFJ|INIT “BIME” BIEE, BSER "BEE” Thit. AXRRABEERENESER, 52RER RACADM
BEREHEEINEE.
3n5R DHCP RR$5 28/t P HYFRA Dell PowerEdge fR 522 A HHEEINE S KBRS, NWEZEEA—1 SCP X (config.xml).
config.xml J9BRIAAY SCP L& .
EAILUE AR SRR SFRESIRESRES, REEFEWHIEAREXHMNEMRESRE. X TEEAERSEAXLERSE
BEAREEKRNIMNE, ATLUERARRERN SCP X BRX D ZRSHFHMSHFLE . E#MF, WREREXHBMESHRS
#% - PowerEdge R730s #1 PowerEdge R530s, AILAf#EF R730-config.xml F1 R530-config.xml X &4 SCP X # .

Z s¥: f£4575 iDRAC 2.20.20.20 S E = kR AI R L L, WS DHCP &I 60 hEEX &S H, iDRAC REBEHERES
RS RBAREZIAE, BSHHIRALHES config.xml, REZEREEXHE.

IDRAC AR 55 =5 Ec E IR A A IR B ALk 7 E E 398 & IDRAC AR S5 28 N XL L= AR BRLE XML 3

1. 7£ DHCP i%&IR 60 H¥8EMSTHE .

2. <ServiceTag>-config.xml - ZNRAKFE DHCP IEIR 60 IEEXHE, HFERRERSHEERME—IRIRRESH SCP 3Tt. 4l
4A, CDVH7R1-config.xml

3. <Model number>-config.xml - 315K E LI 60 L&, FHHKAFE <Service Tag>-config.xml 3, NERRGESE
HEFERR SCP XH&ZRIER. 5lan, R520-config.xml.

4. config.xml - AL 60 XHH . ETRSFEMETESHTHATTA, MiERAEIAR config.xml 3T,
i i EER sCPRETHABEREXHRAMREY, EHRET SCP IAELFR, UKMERNEEEN.
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i & WRNERF DRARPOEMIHE, REHFREXHEIMELEHAFC AL, RERRFRIXH.

xR
B EInEF
DHCP %15
£/ iIDRAC Web RHEE R BahfE EIhaE
s/ RACADM 2 F B shfiC B ThaE

BEE B IR

1. BIEHEKATEE Del IRGZEE M SCP it

2. It SCP XHHMBA—IMLEME, ZHZ(IEFH DHCP BRZ B LUK TE S218iT DHCP BREZE HHC (P HilitaY Dell BR S
25iA1],

3. 7£ DHCP BRSFBEHIME N AL 43 FERPIEE L SCP XHME .

4. DRAC FKEX IP Hbhibid #2 A A Fo 3 B i R BUFRIR ST IDRAC.  (3EIR 60)

5. DHCP RSB EZES dhepd.conf LAV IR TUATTICAD, F5) iDRAC %% SCP XA EFN SCP X H&ZFR
(IHBEE) -

6. IDRAC J$4b38 SCP XX HECEIZ XL R ARt

DHCP 317
DHCPV4 St ¥F¥51 5 2 B X K9S MLt DHCP B M. SMSMEI— DHCP . SRR — METURE TR
IR, EOURE R — D EFBMME. EOHRE 0 7255 HRITEM TATMERET. FiaRaEm AT E AT
DHCP %151 43 Fi-F M DHCP BR$%88 &% 584 DHCP B i, XERTE X AXAFHFELR. KNAFHERZEAND
BXMLXXHE. HEMEMATIHEZUENERENE. §la,
option myname code 43 = text;
subnet 192. 168.0.0 netmask 255.255.255.0 {
# default gateway
option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; #Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -
d 0 -t 500";

Hep, - AREXHHRHZNNE, f AFTERANIHBFTEXHEZNER.
DHCP %151 60 A T#riX DHCP B FPif S SHE RN A XBkER. FIZMEMEE NRBEZ PIHNEERE 1D HITRIESN
DHCP BR&S88BC &% 43 AL 60, 7E Dell PowerEdge AR$588+, IDRAC 1$EMAMERE ID: DRAC #riREBS. Eit, &
PURM—ANF “HEEE” , FAERETH “KB 60" tlE “SEEIEm” , SAEH DHCP Rs5:: /8 A LLFsE Bk .
xR

7£ Windows R E %I 43

£ Windows g & 1%15 60

1E Linux R &% 43 F03%IR 60

# Windows _FAZ &S5 43
E7 Windows FECEIRIN 43, EMITUATIRIE:

1. 7EDHCPBR%E &L, %= Start (FF#4) — Administration Tools (B ETH) — DHCP $J7F DHCP R EEIET A,
2. KREMSHBHRAETHHRETE.
3. A#EEE Scope Options GEEIEI) Hi£#E Configure Options (ELE £
It A% & 7~ Scope Options GEEIEI) XHFIE.
4. ETRTNFHEIF 043 Vendor Specific Info (043 N EIFEREE) -

5. 7f DataEntry (¥EH#IN) FEF, BE ASCI THREANEEMNE, RERARARZME (HPE XMLEEX
) HIBRSSEFAY 1P Hidik,
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LIE4E ASCIl FRNER, BERABEANE, FEZELSUZHIIEXEREEN.

6. HBi#OK (FaE) RERE.
& Windows _FEZ &5 57 60
E 7 Windows EECEIRIN 60, HHITLATHERAE:
1. 7EDHCP fR% %L, #%Z Start (F#4) — Administration Tools (&I TR) — DHCP, 4TI DHCP RGBT A,
2. EEBRESHHRFAHTHIRE.
3. ABEEE IPv4 %3 Define Vendor Classes (GEX fRIrg3) .
4. BEHEHRM.
REENYS B R E & T FERMXHEE:

i%%*”j{:

1i71:):

ID: ZitiHl: ASCIL:
5. EERBM: FEHP, AN iDRAC,
6. 7rixEA: FEH, BAGLRRER,
7. Hi5 ASCIl: B4 H AN iDRAC,
8. BIME, REBEHXHA.
9. 7ZEDHCPE O, A#EHAE IPva H1E#F Set Predefined Options (I EFESUGER) -
10. 7FEEBATRRIE D, %% IDRAC (BELE 4 haI@) , RiFHE Fm.
N, FEEABIEES, WMAUTESR:

* ¥R - iDRAC

B|AB - FFE

RH5 - 060

PiAR - Dell HER B HEARIRST
12. BE®ERX, LURE DHCP &H0O.
3. RIBSRZMTHFRENE, ARETSEEZER, REEEEEIER.
14. BEBRETFR.
15. MR AL T RS $%SE iDRAC. ATAIEISIHIEER 060 iDRAC,
16. i%£$¥ 060 iDRAC £
17. MIADRELREE DRAC IEFRE (URARHE DHCP B2 ey IP blib) . k= FREGTSNIEMA SCP 3.

44

BXIZIEWA DATA £H., FHEERE, HEAREGUTFHARMEN L EASH:

Filename ( - f) - I8 RS HAIAR S ERECE LA XML 0% . £ IDRAC 2.20.20.20 WSk B ki A+, AIEEILHEHR.
By EAXXHR2RNNESER, RSRER SR ET) R & RS HMRSEEME.
Sharename (-n) - fERMEHLZZ TR,
ShareType (-s) - e REZHA, 0 RRNFS, 2 Fir CIFS,
IPAddress (-i) - #8/R3C AL =RY 1P Hidik.
% 3¥: Sharename (-n). ShareType (-s) # IPAddress (-i) b TEIER B
*  Username (-u) - IERIARIMERZMFNA S, X CIFS EXREZHLES.
*  Password (-p) - IERIABIMG L ZRFEHZE. X CIFS EKREHEES.
*  ShutdownType (-d) - FEREHIER . 0 FRIEE XM, 1R R BEHIXH.
B & BARERN .
Timetowait (-t) - #EREN ARG KA Z AIFRFRIEE. ERINZE R 300,
EndHostPowerState (-) - R EHBIERIERT. 0 RinEkFA, 1RTHAB. BAREHR 1.




% #¥: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) J3 iR .

% i*: #3517 Windows #HR{ERS) DHCP frFat L, MRFEAKE iDRAC 2.20.20.20 kR Z RTRIREZA, EHBIE (- 1)
AIEARI— 248

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <Q2USERNAME> -p <PASSWORD> -d 1 -t 400

7 Linux FACE DT 43 FIEDT 60
F# /etc/dnepd.conf 3. XLEMALE LB S Windows SIRHEI:

1. BBURTERIE DHCP AR S5 38 Sy ECAY Mttt SRk sttt .
2. REIRIN 43, FHRIEL 60 B MRUEREEFRRFT.

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway

option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s
2 -d 0 -t 500";

range dynamic-bootp 192.168.0.128 192.168.0.254;

default-lease-time 21600;

max-lease-time 43200;

}

}

AT R R B KRR 7 £ h L JURIS ML ES BRI FIES -

© XHE (1) — RASHARSHFEEXH XML B)BFR. 7 IDRAC 2.20.20.20 IR ESRAF, AIHEEHE.
7 EBEXNHHEANNELER, ESFAER B3P E g B AR H R MARFFAEHE.

*  Sharename (-n) - I§RMEZEZZFR.

+  ShareType (-s) — ¥gRHEZ A, 0 KRR NFS, 2 KR CIFS, 5 FRRHITP, 6 %&RHTTPS.
* IPAddress (-i) - }a7R XL ZHY P 3ok,
7 3¥: Sharename (-n). ShareType (-s) 1 IPAddress (-i) JobFtEERE 1.
«  Username (-u) — B RIFEIMK L ZRFFEMA A R. X CIFS EEER.
*  Password (-p) — i) MEZHEZET A EMNZME. X CIFS FEIEE.
[ ii:LinuxNFS, CIFS, HTTP &1 HTTPS #3554l
- NFS: -f system_config.xml -i 192.168.0130 -n /nfs -s 0 -d O -t 500
TR NFS Mg ZE A NFS2 5t NFS3
- CIFS: -f system_config.xml -i 192.168.0.130 -n sambashare/config_files -s 2 -u user -p password -d 1 -t 400
- HTTP: -f system_config.xml -i 1921681101 -s http -n http_share
- HTTPS: -f system_config.json -i 192.168.1.101 -s https
*  ShutdownType (-d) — FBRXHHIER . 0 RRIEE XM, 1FRFEFIXH.
K EBUARERO,
*  Timetowait (-1) - ¥§RENRZ XA BIFEFRIETE. EBIAZEHR 3000
*  EndHostPowerState (-e) — 8 REHNM LIRS, 0 RxxkHl, 1RRTHFTH. BRAREN 1.
7 #¥: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) J3AJiEE .

AT 2 M dnepd.conf SR EEEEZS DHCP B9 :
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host my host {
hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;
option host-name "my host",
option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}

E4 ’E: %% dhepd.conf XH/R, BIREHSS dhepd FRF AR AEX.

BR B EMEREY

EEABEERERT, BRREBHITUTRE:
7£5 iDRAC X DHCP BR&E=5HEIMNTM L, FHEZIIFMTAMKIEEZ (NFS 2 CIFS) . MIXMEHE, HIREFLAG
3] BLRp5 A SRR PAURIE E iR
gg%g@ﬂ%i#e%ﬂ&mﬁ%i MR ERR XML XHEHITVLENE K, EEBSIBESFZR AN A IER
VIRE .

+  IR#E DRAC BIEXRIKE T DHCP BREEEFMEH 7 DHCP ELE, LUERARRESHBFBEFEEINEE

{8/ iDRAC Web # T B F E 1B EThaE

RS /B DHCPvA #1 Enable IPv4 (B H IPv4) i1, HECZHBahEHKIhkE

ERABE BN, BHITUTRME:

1. £ iDRAC Web R+, % Zi##IX — IDRAC i&E — M.
BEEI4 &7~ Network (M4&) TiMd .
2. “EHESEELS, MEA DHCP BE THSER ER TEH— &
* Enable Once (BRA—®X) — {X{EF DHCP BRZEEFRSI AR XML XX sRECBAH— K. WREEER, HF2HBEE
=

%%iglﬁﬁﬂi— — E1§ IDRAC 5, {UFH DHCP BRSS5FTSI AR XML ST EEE—R. ABLER, BZHA
=2H — ZHEEEIEE
3. $$E‘Zﬁﬁfhﬁﬁu§
Mg T REZ B ER#ET -

£/ RACADM B R Bzl EIhsE
E{F A RACADM B EshECEThAE, 1E# A iDRAC.NIC.AutoConfig W&,

BHXEZER, 1557 dell.com/idracmanuals 121 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM ®&{TAE S E{E5R) -

BEXEIMRENENESER, 1EE1H delitechcenter.com/idrac H2#EEY Zero-Touch Bare Metal Server Provisioning using Dell
iDRAC with Lifecycle Controller Auto Config ({8 Dell IDRAC with Lifecycle Controller B B zhfit & ThaE TiEfEl B &R 528
BE4H.

EAYIERRHESHR M

EA]LUE R B E A FH R E R P ERSF BIOS 258, A PSS MISIENFIASZEIEN (SNMPV3 1 IPMI BRSN) , HEE
AT LU A S A AR

BT EFH RS RS ThAE
AT LV AR B 2 B0 SHA256 I3E A LIS E iDRAC ﬁHF'»Efﬁu BIOS 15, XA[ILIETEARSSACE S . RACADM #1
WSI\/IAN R EE SHA256 BIE. 12fit SHA256 ZRBERT, EIFF AT SNMPV3 F1 IPMI #HT S35 1E .

EATLR E—MERARS2E, HPEIEFTA DRAC FHPFIPKFWFH BIOS #H8 (EASATRAXXANE) . RERSHE, &
AUSFHRSHFEENEEHMERLRAE. FHASHTEE SNMPV3 SMIEIEFRAFENRAE. M TEREMABERLE
AP, SAKEREXHLSEEX IPM SBEIE, FEE F2IDRAC FEHSERAFKFERA.

H#RE (a0 iDRAC GUD BETRAFRKAEEH.
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K4 & %% Dell % 12 ) PowerEdge ARS5 28 MARZR 2.xx.xx.xx PR B 1.xx.xx B, WMRARE[/EEAHTFBEIEZERN,
MBRIEF LI E ARIAE, BUNLEEFEMAE.

EATLAE A SHA256 £ MBS FIAE S Salt RIELFIHH .

E AR “BREFIEH” BORA GEEIEMSHRTIEE.

IRELET MEFBMW A EBR, EFEM DRAC E AR A’ RACADM 1§ iDRAC B ABIAES.

WNRINER SHA256 HREELSI& E IDRAC A Ptk P EIZERS, mR{EREAMBG] (SHAV3Key 3 MD5v3Key) , IBAtgFiLiEd
SNMP v3 #{TIE

{3/} RACADM HY&151 %555

EREHWIER, EEUTHRELS set 9SFEMH:
iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

FERUT G ZERNEEE S MR SHREE X4+

racadm get -f <file name> -1 <NFS / CIFS / HTTP / HTTPS share> -u <username> -p <password>
-t <filetype> --includePH

WEXHKRHTIN, wIURE Salt BiE.

K I XEBMAERT INIEEESCH.

BR 525 EC B X P RIS IR
A LU AR 7 R 55 2R B B 301 R S ST B D

SARSHREEXHR, EUUNRAELREESHELHIIBEEIEERE. MRAERCIHIR, WEKER, fo8
EEWL. SANHETSEREREMY.

£ SNMPv3 #1 IPMI 383E4E JR 81518565
EHERFER SNMPV3 1 IPMI BGIERDIE R T4 B BLG 258G :
1. XIF DRAC PP, R SHA256 MTEERBHIT Salt 3#1E.
STZRIT Salt 3R1ERT, BERM—D 16 MEDBKENZSHHIFFTHE. MRIEMH, SatBHME 16 MFEHKE.
2., EEANHREEMRB . RACADM 3 WAMAN sh32{#0%{EF0 Salt.

3. BEFMNZE, LB AZRESIE AT UER, 1B SNMP V3 #1 IPMI IGIERER TR SRS E LA TEHRNS
FBHY IDRAC Ak,

B BT

EIBuh 2 TFiiE] iDRAC RHEATEN, BT ZZHNFETE PowerEdge BRE5ES.
B EEE:

REIHNRERE. AXESER, HESRAITRA.
LEEFNELE A Web XI55 88 (Internet Explorer, Firefox, Chrome 8} Safari)
LRI HHHY Java Runtime Environment (JRE) (AAR{EM Java lfHEEARITIEIER Web HI5E5HY iIDRAC, MFZ) .

M Dell Systems Management Tools and Documentation DVD H#Y) SYSMGMT X {4 %2 % iFE RACADM 1 VMCLI. &,
IHBBERIN A RIETIT DVD LAY Setup LR ZEITFE RACADM FNE fth OpenManage . Bk RACADM HIEZIER, BFS1F
dell.com/idracmanuals _E32 £k iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM #3&{1TRH
SE48F)

5. RIF\EKRZEKTIIEM:

N

Telnet

SSH & i

TFTP

Dell OpenManage Essentials

47



1k g
LAEFNFER VMCLI AFAIERF
FL 8 X A0 Web ¥a2s

#1515 iDRAC
ZNEIBUETIZ8) IDRAC Web R, BERREIRILS iDRAC LT E—M%&s. 5in:

TIR RS2 BB S CMC (L FE—M%H . HXIE CMC MESZERGHNERENEZER, 1521 del.com/
support/manuals 312189 Chassis Management Controller User’ s Guide (Chassis Management Controller Fi FP1E3) -

MNEFIEXIRSEE - 8 IDRACNICIZEEA “EA” 5 LOM! HBREIRILS iDRAC LT E—M&%Kk 4.,

ENER R R ER GG, H8IT DRAC Web FEEMAEMEHIE .
EESE

BEIELEEA

Migig E

REZERS

MREBEEIRITAM RACADM 5B XX EiRREREIEK, 1BM Dell Systems Management Tools and Documentation DVD %%
AR

7 ith RACADM

REREER
A Server Administrator FIE Z{E2, 1557 dell.com/support/manuals _E3Z24H) Dell OpenManage Server Administrator
User’ s Guide (Dell OpenManage Server Administrator F§ F36/E) -
LEES 3

HhEBRKAITE

BRAMEBRERKFARE

RE IDRAC IP HblitfE, #EaJLAER IDRAC REB AR SN AEIRERKAIEE (BIAF2) . EITICRE:

1. £ DRACEE/NRIEF, % ZE User Configuration (FAFECE)

FEEN<$TFF iIDRAC Settings User Configuration (iDRAC BRI FELE) T1HE.
2. iEEAPE. LAN APR. BT 0 A PR E SR EENIFEER.

BREETER, 157 IDRAC Settings Utility Online Help (iDRAC & & 2\ RIZFEAHA5EN)
3. fkxE#id Back (JFIR) . Finish (5Em) #Yes (2) .

AHEIR R M IR B BT -

REZERGNE
EETLAE R IDRAC Web REEL iDRAC IRE A AREFIEEHET O ZERENMEIFMER.

£/ Web AHIREZERGMNE
EERGNEFMEE:
1. 7£DRAC Web REH, ®HZEHK — REHE - B - iHARE.
FEENE 7~ System Details (BRZItAER) TNHE.
2. 7f System Location (RGME) T, MIARBEHOHIZERGZHMEIFMAEE.
BXEETER, 1551 IDRAC Online Help (iDRAC BX#1L#E5EN) -
3. BHENA. RSB IFAEEHSRESR] DRAC .

£/ RACADM I EZE RGN E
ERERFNEIFMER, 18 System. Location AR,
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BEXEZER, 1557 dell.com/idracmanuals 12 {t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER)

£/ iDRAC HENAREFREZERSGME
ERERFNEEAER:
1. 7 DRAC&E/NFTERFh, % ZE System Location (EZMNE) .
FEEN< & 7~ iIDRAC Settings System Location (iDRAC i@ BHEHNE) -
2. MIABIEPLHZERGHUEIFMER. BXSERNNIFMESR, 1528 (DRAC REZVFEFEHZH) .
3. ki Back (JFiR) . Finish (5ER%) #Yes (2) .
ZERERR2RE.

AL R G REFIThFE

REFBHAAENINEANERFRENREZEM. AEHRBTNGREMAZNEREEREIHNERRGHR, ERERERR
ARG, [SRAMARGMERFHNERNABRRASEIREESIT. BRILUATRITHIREH RS HEN B RIEREERIITHL.
{&£F iDRAC Web R RACADM BX iDRAC IR B ANFEF, BAIAE A TERIEE

A tEaE
R NINE
RERATSSHBRE
MREE, BINGERBENSR
BidREHEAEEREEREMNSR
{F iDRAC Web R & X##AIZE
EIEEIRE -
1. 7£ iDRAC Web R+, #HEHK — B - NE - &E.
XEERREEETE.
2. EBEUTER:

BUARCE X - I RAECE X

- RMARNBAREXHRE — EREAER XIS ER RS BIOS — £% BIOS B E. RGEEXHRETTE T EXH
1R “RGEEXHRE” .

RINBERT, ZETREARANREREXHRE. BtWEEMT T BIOS REXHHMBEXEZE. THIERA:
- EmAMEE (MM -

R CPU TR A AT REMEFEAR -

Turbo R HBEN AT REMIES -

—RIERT, ERMENHE TRBERERS.
- RODIER (BRMEREHL) -

RERENXGERFERSHT T RUUARESRIEREINFE.
—RIBERT, =RMEHEHET FRERERK.
By i EERAMAERE/NIE, HAERY BIOS > R4 BIOS BE. RGN EXHRERE “REAEEXH" &
BENEXRAEEE.
BARHSEERE — ATHREH, ZESAHSEE. XEEEREBREETR.
BUAEAHEINE, 70°C (158 ° F).

R R TR G REREEN, EEHSIEETBIMENHSIEERS. BTERTRGOEMAZRISENEEN,
Et X FH T REE BN RGRERR TR FEIRIE,

KRR R — TR SRR EINORUARGE ). AR TREHRE (flan, #HheY PCle &) , MIFTREFEM
Zlbgg}éﬁigﬁ‘éjj RBERERELSHNEERLBEASITHE LT ENRENBERERRRES (RBNESELE) . 7
BEHY :
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- IERERE — R R R EIE R KRR

- FERBRE — FRRRERSIIEATS.

- EREEE — SR RRERS IR

- BARBRE — BRBERESHLE.

- % RBRERBREN XA . RERML WREERXA, WFEFESL. BANABEEETLE
ELERIRT . R, BARERFERTA R R KRS T

REBEERBRASH, #AETRE. SMRBNRBERESAERDFES METEA.

REBEEFEBLBTARBEERGERNE L. RBEMAEANER, RBEETELRGHBTRBEE,

L RGWFRT LM,

RBEE RS A FEOBIN N S SRS RER RS, XSRS BRERBNADL LRSS RAR

£z BRI, REBHRELSHEBNDENREE, #NSHFBRARENREFRRARE.
REMRHIRIEE PCle BRBH. T, LIAETATIRBIH A B RIHAEE

PWM SFIOBERBIES (BABMENL) — SRHATHUBEEETHA. BIIET, CTUREES0E

EEGRBEE, AENRAXNBER BT HTROEENRRE, TR LA RS

IRZ o

- B - RERGHAGEER N R BERER BRI

- BEX—WABSLE.

RIERBIEE P IR ERERE N TARAREL, M IASRENAR= R

(HTHRBTEFRELETRGRE) .

FARBTURBRAOMER, LA BRI, EFEFRENRGEE, B0, 1§ RARSE

27 QBN 35% BRIRHRBERKTFRIET 35% PWM.

B i 0% PWM RRFRELA. XRABTABNEERFEE,

BRERERFAMN, ERE-BHITREHNA, EMNEFERZENSIS. XHUEHEFL. DRAC 5 BIOS EHH
EEENERARINRE . B9 Dell RS /AR F, WAREAIFNIRAARLBEXHAFPHPET. MRETAZ
XFF, BTA2ETSEETTERBEEXE,

3. BENRNMARE.
BERIZRATEE

It is recommended to reboot the system when a thermal profile change has been made. This

is to ensure all power and thermal settings are activated.

BHERRENSISHILNENSIF.

Ky i 2 RERMIISREAEREEN.

{#F RACADM & Bi#Ais &
ESNHURIRE, 1515 system.thermalsettings A FEIXT SR 5 TR TPIRMHA set THSLEAER.

x. 8: HAIRE

R YiRA ERER {5l

AirExhaustTemp FATRERAHSIER. REAUTENE BTFR BREZLTONEEE.
%) - racadm get
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A8 ERATER

)

FanSpeedHighOffsetVal

FanSpeedLowOffsetVal

FanSpeedMaxOffsetVal

il TEIFL I %pwh B9 0-100

3 ¢ mﬂ)ﬁl_iﬁﬁ 7
RENRNEEREREBE.
HEBURT RS
EEA
FanSpeedOffset XH
FRSME 1 RILELE.

R EEERL %y 770100

EH RN ERE RS
WE X ERERBE.
LEEUEF RS

EiER
FanSpeedOffset POE3
FMZESME O RiIGEILL{E.

ERTRHEL oWy R 0-100
IEE “BARBEE R
E”&EMHE?K%@

HAEBURT &5t .

EREHSIRELUFERS A
60°C:

racadm set
system.thermalsetting
s.AirExhaustTemp 4

Wit
Object value

modified
successfully.

MRAGAZIFFENZTSH
BURERRS], ABARIZBITIA
T4

racadm set
system.thermalsetting
s.AirExhaustTemp O

BERUATHEIRES:
ERROR: RAC947:
Invalid object value
specified.

TRIRIBR R EBRIEEE.
BXEXER, H5H
RACADM #5381,
EBIRHNIEE RBIAE:
racadm set

system.thermalsetting
s.AirExhaustTemp 255

racadm get
system.thermalsetting
s
FanSpeedHighOffsetVal

XIFIREIMFE, i 66.
ZERFEGERUTHS
B, SELRNBERENAS
RERRERFEE (66% PWM)
racadm set
system.thermalsetting
s FanSpeedOffset 1

racadm get
system.thermalsetting
s
FanSpeedLowOffsetVal

A SIRE—ME, W

“237 . REMREEFERAUT
W, BoNRA@BEEER
BEERRNERERE K
B” (23% PWM).

racadm set
system.thermalsetting
s FanSpeedOffset 0

racadm get
system.thermalsetting
s
FanSpeedMaxOffsetVal
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R WiAR fERER Nt
FanSpeedOffset X& N 100 . l‘ﬁi*gé i
MZ3IE 3 R B I AE T SH], SNARANE
= . ERRBE (BRI, 100%
PWM) . BE, ZRBES
FREASELIR.
racadm set
system.thermalsetting
s FanSpeedOffset 3
FanSpeedMediumOffsetV - 13 0-100 racadm get
ERIETEFEREL %PWM .
al ﬁﬁy :%%Mlzﬁ?ﬁﬁ iystem. thermalsetting
Tg RENREER RS FanSpeedMediumOffsetV
° al
LEEBUR T &S
EEA lidirsf nli”v _/I\1E, n
FanSpeedOffset X& ‘a7’ . BREERAUT
FRSIE 2 R B IHAE. SR, HAF%EQ%&H
BIERERANERE R ‘&
E” (47% PWM),
racadm set
system.thermalsetting
s FanSpeedOffset 2
3. MALE.
FanSpeedOffset Egﬁtggg’gﬁe};@ '{% EWSE i%i?’f;ig'
%ET i E 0 - KR BEEE system.thermalsetting
. PI%JttX‘J%‘—ﬁ‘set PN 1- ,%,}fl,);ﬁﬁi s.FanSpeedOffset
ﬁfﬁz E%ﬁﬁﬁﬁm—,ﬂﬁﬂ 2 - PEXEIRE ERRGEZEBEEN ‘S
R A 3- BARBEE "
%%Hﬁﬁ&i?ﬁﬁ&iﬁﬁﬂ’ﬂﬁ 255 - & FanSpeedHighOffsetVal
Fa’nSpeedLowOffsetVa R SO
1. racadm set
FanSpeedMaxOffsetVa system.thermalsetting
1. s.FanSpeedOffset 1
FanSpeedHighOffsetV
al#l
FanSpeedMediumOffse
tval MR (BIEE
X)) =R AR R
&
MFSMaximumLimit RN MFS By K 1ERR &7 1-100 ERRALER
MinimumFanSpeed EINi&
ENEKE:
racadm get
system.thermalsetting
s.MFSMaximumLimit
MESMinimunLimit LA MFS Y/ MEBRH EROZE ERRATLUER
MFSMaximumLimit MinimumFanSpeed %EIRI&
ZIAER 255 (RiRT) ERR/IME:
racadm get
system.thermalsetting
s.MFSMinimumLimit
MinimumFanSpeed BEM MFSMinimumLinit 8 ZERHREEHRERELSSE LD
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TR

AR ERATER

)

ThermalProfile

ThirdPartyPCIFanRespo
nse

VERUBR T L E XCHI XU
RERME.
%ﬁtﬁ%m%ﬁ%ﬂ’ﬂ %PWM

SFRE AR RAN fB:

0- B3
RFEIRIEFEANRLE X 1. BEMEE
HRBRMRITRARER Be=IERe
SBECEX . © 2- mIRThEE

F =77 PClFEIHIAE
=. ‘ ] - 1-BH
AFERASERENE | wmp
BB =7 PCl RSN R =

MFSMaximumLimit Z[B]HY
&) :

racadm set
system.thermalsetting
s.MinimumFanSpeed 45

gé%ﬂdﬁ HIRERECE S IR

racadm get
system.thermalsetting
s.ThermalProfile

%E‘éﬁl*@ﬂﬁz#uﬁb “B
= BE

racadm set
system.thermalsetting
s.ThermalProfile 1

E2 BEAEOA R XU EEIR N
BgE, UXZFHENRNE=
5 PCl

racadm set
system.thermalsetting

2 AN R

AT AEE Lifecycle
Controller HEFHIEE ID
PCI3018, RIHAREFIE
$B=7 PClF.

s.ThirdPartyPCIFanRes
ponse 0

B it BAER

£/ iDRAC B A REFEIEMEE
EENRIRE
1. 7£ DRAC ®&ELARERFH, ¥ ZE Thermal (W) .
FEEN< & 7~ iIDRAC Settings Thermal (iDRAC i&E#%) TimE.
2. EEUATE:

HREREXH
RAHSIRE RS
BRI %
RIEXERE

BXEFRNER, FERAEH Web R EISEEIAKE

XUEGERFAMN, ERE—BEHITREHNA, BNEAISERZEMSIS. XHVEHEFHN. DRAC 3¢ BIOS EHHA
BIEMERABRIANEE. 545 Dell RSB[R, BARAIHBARFAE XL B EXMAPBEET. MRIZAZ
T, BPSETRRERBLAREEENE.

3. &k Back (JFiR) . Finish (586%) #Yes (&) .
i 3415 B B AL B SERK -

HC B STFFRY Web 338

% T AETFNNREREMANEZESR, 58 dell.com/idracmanuals _EIR{EH) Release Notes (& 1THER) -

iDRAC Web RHE_ERIKEBATIEERI LUEABAR BRI HITIAR. EEITHEDE, BLAAENBTEE. XEFERTE
SEMHE OEEIEE. BH Java, ActiveX 3% HTMLDS #EHE 15,

BN SRR I TR R 45 281 45 3 Internet B9 Management Station 322! iDRAC Web B, MEZEE Web %38 UM IZIR S 3R
#718) Internet.
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i 3 : tnR4E{FERA Internet Explorer B Firefox LLijjia] iDRAC Web R, B EERBAETVIRIARLBIFERE. BT
MAERE A R R HEBRINEE.
X
BE Web R EAYAHhAL R A
4% iDRAC IP RN B Z S a5k
# Firefox PHIEH R B INEE

Bt E Internet Explorer

AETIRM T BXECE Internet Explorer (IE) BNEMER, LABRET LG RIFIER iDRAC Web RERIFFEINAE. XERES
1E:

EEERSRE

1% iDRAC IP RN EZEERIh =

B2 & |IE LUE A Active Directory SSO

EFEE Internet Explorer 4% E

#afx Internet Explorer (IE) & & Bi% & A Microsoft HFMBIARE A RBAZSHNENABTEENIRE.
1. UBERSMITH E, RXERSERWKA,

2. HEHTE Internet T REAMFILE I At HiE R .

3. BREHFAEXERR, EFRER, RFEE. REHEUMIA.

%5 iDRAC IP R MBIZ{EE I =TIR

L8] IDRAC Web REAT, @R IP il RAFIFTRD, SRREF IDRAC IP #lERMBIZEEESIR. TlaE, 25
Refresh (BIFT) sEF/EEN Web RIS LRI E |DRAC Web RERNEE. WTRERERNN P, BIGEFHIE P RNEIZ
FEELEIIR.

E I HEEETENRBRAEEIIER M iDRAC Web R HERY, EMAEXESE, THSBAEANEFEHBRES

3% iDRAC IP HBIER MBI ZEEuh = 5%k :

1. 23 Tools (TH) — Internet Options (Internet #£X]) — Security (££) — Trusted sites (F{S{FikrS) — Sites
G

2. 7EFZMSSEARNEIXE i iDRAC IP ik,

3. HEAdd GRM) , $d OK (HE) , AFEE Close (ki) -

4. BF OK (HE) , ABERFENE

ELE Internet Explorer LA/g F Active Directory SSO
Bl & Internet Explorer AU 5a 2818 & :

1. 7E Internet Explorer 1, S ZE Local Intranet (Zsith Intranet) 3 & i Sites (k)
2. {UEFELIT®ED:

Include all local (intranet) sites not listed on other zones (B1ERBFIFEE thX AT B AMD [Intranet] #hs)
Include all sites that bypass the proxy server (BIIEFTARFERRIERSEBAHS) -

3. BHEERK.

4. SRIMFREIEHE B1E SSO BLE —ER4AY iIDRAC SEfIRNHE I ({5141, myhost.example.com) .

5. i Close (k[ #H 8 OK (E) MR,

BZ & Mozilla Firefox

AETLNATHAXREE Firefox BNFARER, UFRETLLSEIFER DRAC Web FHE ERIFABAINRE. XLREEE:

- BHRZEBEINGE
+ B E Firefox LAEH Active Directory SSO
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B Firefox FIHY 0 & B TfHE
ST ENEEMENFRIMLE, Frefox i) “BRE” REMEBREEH PR BEREEM. RER, BRARMESIER
mAREMER DRAC ZEREREH AEER, MEEERMAHEERRMILL.

EXRBRRREME S RETLENIES, HITTIISER:

1. 3TFF Firefox Web J388& 0.
2. frihtFEE S, M about:config, FHi% <Enter> #.
3. 7t Preference Name (EIEIIEZTR) Fidh, #HEIH W xpinstall.whitelist.required.

Preference Name (EEH4E#R) . Status CIRZS) . Type (2B #1 Value () MIEGITRAAMAIIA. Status (IR7ES)
EETHRBAIEE, HA Value () £ False,

4. 7z Preferences Name (EiXIEZ#R) 54, #Z| xpinstall.enabled.
k% Value ({&) A True. INRAFE, iHEW I xpinstall.enabled, 1% Value ({8) & E J True.

fit & Firefox LL/8 F Active Directory SSO

Bt B Firefox HIRI SRS E :

£ Firefox HilibAZ /R, #I\ about:configo.

1£ Filter (GF3E8¥) &, %A network.negotiates

1848 &R ZE network.negotiate-auth.trusted-uris ({EMAIEE S FRATIER) .
18458 ZE network.negotiate-auth.delegation-uris ({EFEE S FRAIFIER) .

BLE Web 3535 LAE R EEHIZHI &

EAEEy HEREMIRTHIE:

1. HIRERERMEE (nternet Explorer (Windows) 8% Mozilla Firefox (Windows B Linux)  Google Chrome. Safari) I+
M .
BRIFNNIEBMANES(EE, 5217 dell.com/idracmanuals Rt Release Notes (K1THRAR) .

2. ZE(FM Internet Explorer, 151 IE 8 E ANEIRR B EIT.

3. BLE Web M5 LUER ActiveX, Java 8 HTMLS #fifF.
ActiveX &E 83X X #F Internet Explorer. HTML5 8% Java ZmEH 28 X {E 3 ba

4. EZERFLSARIES, UeHIEAEEILEEBEERED.

5. R#5 compat-libstdc++-33-3.2.3-61 A5 AR A1

% $¥: £ Windows £, 5 “compat-libstdc++-33-3.2.3-61" XA M0 &7E NET ELR R4 A SEERS R
Hadh,
6. WMREFER MAC #BIERSE, 15I£#F Universal Access ((BRi/18]) % O ~HJ Enable access for assistive devices (/3 %}
HENEERIAE) R,
BEEZER, 1555 MAC 1{ER KA.

bizE iR
ELE Internet Explorer UFERETF HTML 5 gY4HEH
BC&E Web JSTe8 LAUE A Java HifE
B IE LUFER ActiveX 1t
7 CAIERSENERUE
BLE Internet Explorer U{EFAET HTML 5 BiFiM
HTMLS EHUSHI S FESIT R APl 21881 HTMLS BARBIEZMN. TR HTMLS BRI :

. EEAZ P LIE E2R%E.
. %%‘ HEETFIERMIERERER S RENE L.
s RAEXRSHERNNMBIHLE.

N

55



PRIREREFNE PRI Web TUHEEI—ER 2 T &
B IELE Internet Explorer (IE) &8, ABBHFHEITET HTMLS BERISH SMERMN RN AEF. ERERREIEE:
1. EEREEOSEIEF. Ak, AT#E Tools (TH) — Internet Options (Internet #£1) — Privacy (Bafh) Hi&M%
Turn on Pop-up Blocker (THF#HE OESER) SEikiE.
2. FERUTEAGZEZ—BE HTMLS EREEHI&
« FEIE, BE Tools (THR) — Compatibility View Settings (GERM4MEIRE) H 5k Display intranet sites in
Compatibility View (ZEREMEME SRR Intranet ¥53) SikiE.

© TEIE BEA IPvE Mk, RIATETRIEEL IPV6 Mk
https: [fe80::d267:e5ff:fefd:2fe9]1/ to https://fe80--d267-e5ff-fefd-2fe9.ipvo-
literal .net/

© FEIE HERA 1PV LSS HTMLS [EHMEHIE, 1RANTAARIEEL IPV6 Hidlk:

https: [fe80::d267:e5ff:fefd4:2fe9] /console to https://fe80--d267-e5ff-
fef4-2fe9.ipvb-literal.net/console

3. EfEFNRDERFHZES, 7422 Control Panel (#HIE4R) — Appearance and Personalization (SMRFIM4E
1£) — Personalization ({M4{L) — Windows Classic (Windows £38)

ECE Web JYEEFLAEM Java fafF
R IEER Firefox 3% IE H BB EFE M Java EEHRE, 1ER % Java Runtime Environment (JRE).

i i 64 RMERG LA R 32 sk 64 fif JRE A, 7E 32 (IRMERG LR 2% 32 i JRE B4
BEE IE LUER Java 1

* 7£ Internet Explorer FEA X H TEHBIEEER.
¥ Internet Explorer F12&f Enhanced Security Mode (1#7Ep9%2#5) .
EESE
BB TS e
ECE IE LUER ActiveX fifF
TSR E EXRRRE, AEHEBIMFEZITET ActiveX FIERUTHISFELIN RN RARERF. ActiveX NRAEFIHFLIZESR
) CAB SCH UM IDRAC BRS S212 1% . MRAEERUSHI QBB AEIGE R A Activex” , NIHEERBHEMZHA

Bf, 1% CAB XS THEEFPIHAGHBIET ActiveX BIERITHIS . Internet Explorer B T—LELER T, REFME
ITXLEET ActiveX BN TR .

£ 64 AIR3EES £, Internet Explorer 878 32 {4 64 (ifRA. BRI LUERE—RRA. B2, NRE 64 MMAFLRERYE, &
SERTE 32 MR hIEITEERS, WL AEHMRERMY
% i BRI ActiveX E#E 5 Internet Explorer —#2{E .

K 3¥: E4£E M Explorer 9 BFR S L{E M ActiveX 4, EELE Internet Explorer B, FIffifR7E Windows Server #R{ER Y
1Y Internet Explorer SRR 23 BRSSP E AN T2 EN.

%FF Windows 2003, Windows XP. Windows Vista, Windows 7 F1 Windows 2008 H#y ActiveX N EFE, TECE T4 Internet
Explorer & & LA ActiveX it :

1. ERIEENEIRES.

2. 1§ IDRAC IP SEH B HRMBIZEMb AT

3. BEEXHEEEN Medium-low (F-if) HEXRELUARIFREZ B ActiveX Ht.

4. ARIFNERTHMBNRNEHBRAE=ZAFREET R. ESIERE, BERELTAR - Internet ET — SR, ERTEM
FHMREELEN, AREEEHE=AREEY RIET.
K E B3N Internet Explorer BAfE Enable third-party browser extensions (JERE=7ARKERTR) BEEH.

5. #¥ZTHR - Internet &I > L, HABRGESITZNAREFNXE.

6. BRFAENEF. EREQEHOPRITUUTIRE:

%} Automatic prompting for ActiveX controls (ActiveX #={ H&#RR) 1%1¥ Enable (BH) .
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https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

%} Download signed ActiveX controls (T2 & &K ActiveX &) i%#E Prompt (3#7R) -
JHIBT ActiveX FE{-FifLE %R B AZRR.
S RHFIB R AT R EPITHRIZAR ActiveX FEEFHITHIZA L2 B AZIRR.

7. B OK (HixE) % Security Settings (Z£i&E) HO.

8. i OK (B E) % Internet Options (Internet i&I) & M.

4 iE: 2R Internet Explorer 1 MRS L, MRETATTR — sRAMEIERE RN DRAC IP.
% F:

ENTRERRAH Internet Explorer EGHREIRY Internet iR, [Eitt, FESH3—MNSE s IFRESRFME F5k 5
YRE, EtbERiEERERMEE.
R ActiveX 22 T, Internet Explorer AJgE 2 B2 2EE. BT ActiveX ISR KL, 17 Internet
Explorer & H & &E&RHES ActiveX 151,
iEP S

BRI R SR E T

Windows Vista 8¢ & #fAY Microsoft #4E R & B M NG B
Windows Vista Bt @ #7HYJ Microsoft FE1EZZHIMINIRZ E
Windows Vista 3¢ EEEIRIE R G Y Internet Explorer X 528 —IAFRA Protected Mode (1R#F#EEL) HIMIIN R &IhEE.
A R TLEE Internet Explorer XI55 88 A B EIFIEIT ActiveX R T2 :

1. {EREERIEBITIE.

2. %#Z Tools (TH) — Internet Options (Internet £IW) — Security (£%) — Trusted Sites (F{EHEA)

3. WREEA “AIEGRT XIEEERRAFRIPERIET. &, GRS IDRAC HHERME] Intranet Xigiiuh = BRIAIE
AT, RIPERI “Intranet X1i” 1 “F{FiS" XEHEHEEXH.

BHA.

ERZREER MBI F 1, RN IDRAC #uttst, ARBEEHFM.

BEHXA, REREHRE.

EAHEFBHN TR FEREEY.

BB e R ‘
MRBITEMEHAREIEE GBEEREIR, RESRmE) , NEEKRNKEENSRERE, BREMRRS ETsEEiEn
MR AEEEHER.

K = elainaERam iRy seakral R mREs.

B Java BRIk
EER Windows B¢ Linux B IBARAR] Java EERS, 1BHITIATERE:

N o oA

1. EDSERMFA, B1T javaws-viewer 3 javaws-uninstalls
IttFt 4 B 7R Java Cache (Java EiRiER) TEE.
2. MBR¥REEA IDRAC EMIZHIEE At e .

15 CAEBSANETIL
LIEBFEMITH AR EUN R, RESEREREELER. MREEEBEENX Web BRFEIEH, WETLUE CAEBEAN
Java 3§ ActiveX BRI {SIEBFE, MR IXLEIRR.
xR

1% CAEBRENE| Java Z{EIEHE

% CAIEREN ActiveX Z{EIFHE
¥ CA IFBENF Java F15IEBE
E1E CAIEBESNE Java SEEREMEX:
1. Bxf Java Control Panel (Java #=$IER) -
2. BIEREELF, RRRFIER.

1% R 7R Certificates GiEH) XHFIE.
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3. M Certificate type GEPHEE) ThAFES, £ Trusted Certificates (RERNIES)
4. B Import (BN) , FMFHi%#E CAIER (LU Basebd RIBIE) , AEH T Open 3TF) .
EEMIERIESNE Web BEIMETIEREEHREK.
5. BFXH, RERTHE. Java FEIERE 0I5 XH.
J& CA iFBEN ActiveX F5iFBE
s 5E B OpenSSL 454 1TT B A £ Secure Hash Algorithm (R28(5I&E 3%, SHA) HIIEREFE. BT EERINERT
/8 SHA, Eitt, EiVEA OpenSSL TH 10x REFATA. CA IEFH WA} Basebd encoded PEM (64 fir4wFLH) PEM) #&
Ko XESNEA CAIFRH—R TR,
EJE CAIEB BN ActiveX AJ{SIEHE:

1. #TFF OpenSSL @S2 ~E 0.

2. FERAUTHLIEIT Management Station £ FTIEEERAR CAMEBR 8 EHEFIEL: openssl x509 -in (name of
CA cert) -noout -hash

ARG — et B, R CAIERXHE A cacert.pem, ZHB<SH:

openssl x509 —in cacert.pem —noout —hash

REGLEREMT “431db322” HIRHE T .
3. BCAXHEGBAMEHR, HETRERAPFM— “0” o flan, 431d0322.0.
4. BEGZER CAIEREHIBERFE, a0, C:\Documents and Settings\<user> directory.

EHE Web FHERIAEMLARAE
iDRAC Web RAEXZHFUTIES :

EiE (en-us)
JEIB (fr)

« EIE (de)

* TIIZFIE (es)

+ BiE (a)

+ BRI (zh-cn)

MY 1ISO ARRFFR R IFHIES TF. MTREZFMIES, FEHIZHFANFER 1024 GEEAEEBRBEE.
iDRAC Web R EIRITRATSAMALRE—RER, LURMX EMIESMARZFF. IDRAC Web REHIFRLINEE CAELNEH
8) AURFENTIINIESRA RS ENESFE. EtEETZIIFATRSHEIMAR.

i & RSEREEE TR R EFFENESHFEBFBULITAE DRAC Web #H .

ERREEH

5 3 IDRAC TTLLE 3 IDRAC, BIOS FFFE{&EN Lifecycle Controller BT #FH01& & B, Hin:

© HKEEE (FC) F

© BEER

c BRERZRHEFS

+ MgEOF (NIC)
RAID #&Hil 28
HRE% & (PSU)
NVMe PCle i&#&
SAS/SATA TE2IR 58S
REBFISNERHAB Y E AR B 3
OS Yr&=:

58



A My PSU B BT AETEE L ot E), BEBRTRELEM PSU 1S, AEEIRIE PSU, E2# PSU Bl E 5
FEPHEHEFTESREHE.

BSOS B RIE L82] iDRAC. ERTERE, BRERRE ERENE A LRIRAFA N AAIMA. WRE LEHEH
T, MEEREREE. THEENSISHNENBRILNNA. FERGEHSISHEMCLEFHRER, WEEAT—XRKE
HEISENEIT. AFEMSISRE R TRBEEN.

EEHE G, System Inventory (RAEFIFEM) NEEREMPEHRAHIERHEE.
X FFRIE ARG S BB -

.exe — ETF Windows B9 Dell Update Package (DUP)
d7 — B4 iDRAC FA Lifecycle Controller Z & HIE 14

ST BB exe X, BHMEBFRGITHIWIR. SHEBZIFTITIEEHEFHIhEEF Lifecycle Controllers
ST RE R 47 X, BmBAEd “BEE” WR.

% 3E: AR iDRAC Bl ia, ETATRESFEE Lifecycle Controller BEh B rEAEAESR, EEMER NTP £i% iDRAC K
8. &£&EAEAESRE R BIOS itjE, HEZEiF iDRAC K.

TR AR IAT A TR 3 -

AR R G LRI ZINET T RFRIRRIG RS, BRmE—FpAEL.

BEIEE FTP, TFTP 3 HTTP s m sk Mg FhikE (EHhEE Windows DUP MK ERXXH) -

&R LUE R Dell Repository Manager B3 B E X Ei&E. BXiE!F, 1§27 Dell Repository Manager Data Center User's
Guide (Dell Repository Manager Data Center /5 /#58) . iIDRAC AT LRI R % E L%/ BIOS FEHZ BRERRE UK
GFHEEFHNATRAEH. GREFESSHNAEEREMERTRAS. LINEETERB DRAC Enterprise IFRAIIERYIERL T A
H.

BT E A ERHNEE X EEETRIEREsIE S E .
BN TEMEOTRAFES DRAC BEtk. THRIUEATF DRAC B, 1ZHRFIH T XFED .. BUYSSTHEESBILLR Lifecycle

Controller B W4T E BRRESH A SEFHEH:
. 9: YR ST HF B ANIAR X4

.D7 % iDRAC DUP

O X ERBA LC X EXRBALC
BMCFW64.exe A =& &= &= TiER
FEdE
Racadm E - E# = = S TEM

asd
Racadm BH (F) = = = =
iDRAC Ul = = = =
WSMAN = = = =
# A OS DUP & &R = )

TR T X TEE S EEGNE SN REEEEFEHRENER.
7 A MESFEISRNEAS M EGEFN, BSUARTHEENIRFHIXLERT, URPTVENRREEHER.
. 10: B4 F#H

PHER Iﬁlﬁl#ﬁl}ﬁ Wb — RAFTEEFR TH— REFEENB Lifecycle Controller
“B7 g B ? 2 %U;— EEEHR

BHTER £ &= = =

BRIERGREIIEFE £ &= = =
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AHER FIFEEEER ? Wi — RATEEHRE BH — REBEEHF Lifecycle Controller
( “7%” E‘z “E\” ) ﬂ] ? ﬂ] ? iG_wU-! - %EE%}?E
#x Lifecycle Controller 9 £ S R K =
iDRAC
BIOS 2 = = =
RAID #1285 2 = 2 =3
B = = = =
4B = = = =
NIC = = = =
HiRRE = = = =
CPLD S = = =
FC+ 2 = = =
NVMe PCle SSD IRkzz8 = & S &
({XBR Dell £ 13 %
PowerEdge BR%52%)
SAS/SATA lE&ZIkzhe: & = = =
CMC (fiiF PowerEdge & = = =
FX2 BR&25E)
OS UgsEse ES = = =

* RRBARTEESHENERS, BAAEHEE DRAC AR A ES. iDRAC BISFNLSNITHAE BT B84 25 B eh i .
** M 13030 HKESMATL DRAC B, TEEHRINES. BE, EEFFl*ﬁﬁl\?%Dr“FFlE% 1.30.30 19 iDRAC Btk A
r, EEEFRHRE.

i EITRSHBRERZA, ERIERGNTMATE B EXUME ¢ EHTAT RN < E Mt R ARERIFAEM -

WEEH, RAIEFRICH Available (ATH) , BERF—ERTERURANSRIRAR. REFHH, BRFRGEERRENREAS
TFLURIREMRAK. INREEEEH IDRAC #MBIBIERA, E1ER Dell Repository Manager (DRM) B3 B E X FEiEEHEE
iDRAC LA R R EE R T EH .
B2

a5 O g AN

1‘['*4"] EEJJIEH#E#E

{8 CMC Web BEE HiFE ¢

F A DUP EZE

{FRATIE RACADM BHE ¢

{8 Lifecycle Controller Ti2PR % EHE

{&£F iDRAC Web EHE EH1E
ISR LUE R AR RS AT AR EHAR G M MEILZ (CIFS 3¢ NFS) TRiEEESL FTP BN & EH .

B aMe Rt
AEERRAMREEMAEENEN A, BHESHEHRGE TR A BRE EHEMIE.

i & BERATENEN DUP BXHAT R EM=H.
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E{FH iDRAC Web RAEEH B MEZE 4 :

1. % ZE Overview (H#(%) — iDRAC Settings (iDRACi&E) — Update and Rollback (EHTFIELR) -
B 8 7R Firmware Update (B TUH.

2. 7t Update (F#) &Ik, i%#F Local (AM) 1EF File Location (STHEMIE) .

3. B Browse (GHINE) , AFTREAFEFEGAURCH, RAFBHEE Upload (EH) -

4. E#EFEAE, %7 Update Details (EFTFAMER) M2 2RE1NE2 32 DRAC BIEHXHREIRT.
WRE GG SCHERH TR LS, Contents (W) FIFER—MMES TERR, T ZEHMEXHEHZAD. B
ZEMAIEELER. HWMTABRGRKESR.

5. EEAFEGSCHHPITUTRIEZ—:

© WNTAFEINRGEHSISHOEMRE, H8E Install (£33 . 40, iDRAC B,

SHFEEINALGEFT|ISHE S, 58 F Install and Reboot (ZZEHEHS|S) = Install Next Reboot (T k&
51 Sht%E) |

EEUEEHESH, 58T Cancel (BUH) -
BT Install (R%) . Install and Reboot (Z#&HEFH5|S) X Install Next Reboot (MXEF5|SRTRE) B, ¥E
RiHE Updating Job Queue (IEEEHEABAT) .

6. ZEE’R JobQueue ({EMLBAFY) TiME, 7 Job Queue ({EMRAFY) . EAUTTEEEHERSMEREHEH= S L OK
() RIFYAITEAEEEGEIRS.

Eq ‘B 0RAGEEMRETLRE, WaER—FERERFAAREE LENAZHELEX.

R HEEEE T E

T fi#t e R AT AR AN T 0] BT M BLAO AL E . Dell Repository Manager (DRM) {82 A LA 2 F1ETE IDRAC RIS E B #HY
FitE. QIZMERBEXEHEHERERE TN, BAEAUEEEHERHNAGRIRE. BEIEMR DRAC, &AL
BEAANETHEEEANETFERPITEEEE .

K JE: BIUEER Dell EHEEEIERELSNRSE LWITEH, MAZEIEM Dell Web 35 5= THAEHE 4.
DRM B LAER AT &M A sE B I TZ 04 EE :

18 Dell BEHLE

L RIS Dell B%
AR TF B E
BENTFEE

K I HXDRMIESIER, Kijid delitechcenter.com/repositorymanager.
K4 & HEH Lifecycle Controller, 3B EAMR &M EHZH/ANIRA 4EEH IDRAC USMIREE#.
EFAEHEEMSEEM, BERITUTERE:

1. 7 IDRAC Web RS, % ZE Overview (#f%) — iDRAC Setting (iDRAC &) — Update and Rollback (E#F1[E
B .
It A48 & 7~ Firmware Update (ElEE$) TE-.

2. 7f Update (E#) Wi+, %% Network Share (M%&+t=) {7 File Location (3THIE) .

3. ff Catalog Location (HEME) 5, MIAMEREMNFAEE.
EREMEEZEERN, BUAEMARZNERERFRTEST, BAIERESSRELHERTIR. BXELZER, BS
% BilE R PRI E R .
BEEFEIER, E517 DRAC Online Help (iDRAC BEHLEEEN) .

4. BHEREEH.

61



#§7E Update Details (BEFTFMIER) AT HER—NHLERE, EhFIH T HaTE AR 77 2 E ™ R E 4R
o
Ey ‘& ARIBETEATRERCREBRHFNENRBIEELRRETR.
5. EIFEAFEEMHMITUTHREZ—:
Eq ‘& RCATHBRAH S —ERTERT AR ARLERROMAER.

HTFAFEENARGERISHEGRE, FLE Install (RK) . Flwn, d7BEHECH.

o WMFEEFHNRSEFHSISHELME, 583 Install and Reboot (R#EHEF[3|S) 5 Install Next Reboot (T)RE
eI SR£R%) .

EEGHEESH, 1583 Cancel (BUH) ©

IR Install (%) | Install and Reboot (RFEHEH5|S) 3K Install Next Reboot (TXREHSIFHIRI) BY, ¥E
RiHE Updating Job Queue.

6. Hd Job Queue (fEAIBAZI) E7R Job Queue (FENVBAZI) TiMEl, FEUFIIAEEFMERSMERMEMEH, HHE OK
(FAE) RIFTHSAI T mH ERE M EHRIRT.

AKX
Bz E
EEMERSNEERH

SC 7]

£/ FTP, TFTP & HTTP E#E 4
IERTLORE FTP. TFTP 3¢ HTTP BREEFHECE iDRAC LUERELINTEIHEFH. ERILUERET Windows BIE i HE
(DUP) FnB 3.

% 3¥: W48 A Lifecycle Controller, #4531 L& IRFZRIIZHIMRA GEE HT iDRAC LAY B E 4

1. 7£ IDRAC Web BE =, %% Overview (#%) — iDRAC Setting (iDRAC i#E) — Update and Rollback (EFiF1El
) .
Itk 2 7~ Firmware Update (E#E#) T1@E-.

2. 7£ Update (E#7) £k, %3% File Location (STHIE) FREMIET—FTP. TFTP 5 HTTP.

3. EMETRHFETEMARSHIEMER.
BXRFEIER, E517 DRAC Online Help (iDRAC BEHLESEN) .

4. %7 Check for Update (& EF) .

5. _L#FEME, Update Details (BEFEMIER) B/ ER—MLEIRE, HPERT HATEHMANEIEERNRTRERE
A .
K i AEIRETERTREREREEHNENRBIEELBRETR.

6. EEMEEMHMIITUTEREZ—:

MTAREENARGENGI SHNEGIRE, HRE Install (RK) . i, d7 BH.

WTFEETH ARG EHSISHE MG, 58 F Install and Reboot (Z#HFF5|S) 5 Install Next Reboot ( FRE
SIS £R%E) .

ERGEEFEST, 1583 Cancel (BGHE)
BB Install (R%F) | Installand Reboot (REHEFH5|S) IH Install Next Reboot (TREHHSISEIREE) B, FE
~iEE Updating Job Queue (EEFEEHEWMFT .

7. ZEE/x JobQueue (fEMLBAFI) TimE, EEE Job Queue (MEMLBATY) . EALKTNEEEHEEIMBEGHENH. £E
OK (W) LURIFTHATEHEEE G EIHKTS.

edIsEElEEE )
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£ RACADM % & E

E{FH RACADM EFi%&EH, &M update Fid. BXEZIER, 15217 dell.com/idracmanuals 121 RACADM
Reference Guide for iDRAC and CMC (i& FBF iDRAC #1 CMC #J RACADM &% 15F) .

GNUE

EFAEHEHEERLLERE, BEAUTH®S:

racadm update —f catalog.xml -1 //192.168.1.1 —u test —p passwd --verifycatalog

EEER myfilexml fEABRXHHBER TANERERENTHREERNEH, HIITEEEMSIS, BERUATHS:
racadm update —f “myfile.xml” —b “graceful” -1 //192.168.1.1 —u test —p passwd

EF R Catalog.xml {EABRCEHRMIBEA TN FTP EFEEEMNTEREERANES, BERAUTHS:
racadm update —f “Catalog.xml” —t FTP —e 192.168.1.20/Repository/Catalog

TRIBRIE G E

ERI AR EEAB TRV E E 11 XILUE iDRAC 1 EFRIE - E#T. DRAC IF7ETTXIR HEAME EEZR I EMBR, LEHNE
MHNRAMEFRBERNER. TERSHELUZMNBEXHHEEXTRS[IEVIRMNEL FHEHEHNES.
BIUEER Dell FHEEEIEERF (DRM) BIEFMEEHELE DRAC LUER L EHEEREHIITEHEH. ERARBEMEESR
T4 IDRAC 7] A BOLE] {4 Fn i A 45 B okt e (R T AR T KUY E 1 B 2

Es i+: 5% DRM WL =8, i5i/5i5) delltechcenter.com/repositorymanager.

HYI B EHEZ IDRAC 1N ARIFATIE.
#ERIER IDRAC Web R E B RACADM X B &N E 4B #.
7 3 AXIEA IPve Ml R BB EH .
1k g
FIH&FE M
EEMEIRDMEE FE
£ Web REiTHXIBIEHE
EFER Web REITXIEZIESER, BFHITUTEHRE:
K E: R T BEhEHEL, ESET—MHRIEEhEHEL. FoEMMElSE = LartRIas e,

1. 7£ DRAC Web ZE¥, ¥ Z#fI — iDRAC R E — EHMEIR.
kBT 2 7~ Firmware Update (E#E#) T1@E.

2. % Automatic Update (BZNEHT) EIK.

3. 1%#% Enable Automatic Update (BRI BEZNES) %I

4. ERUTEMEREEEE R E G REREEMSI SR

HRIEH — EEEGEH, BRAEHSISRSSE.
HRIEFHENSISHRESE — FEEEHEHERARSHENSIS.
5. EEUTE—TLIEEEHBUSHAE
Pk — ERREMEELE (CIFS 5 NFS) RIEFXXH. MIAMKEZMNENIEFAES.
Q I EREMELEERER, BNAENAPENERERSHES, BN EAE S SREBEFRFENT.
FTP — {£H FTP s s HIE R . WA FTP shmi¥aE=.
6. IRIFELE S hIITHIIEIE, MAMEZILES FTPIZE.
BXEFHINER, 1S IDRAC Online Help (iDRAC BX#LE5EN) -

7. 1 Update Window Schedule (EF&E ORI o, EEEGEFRIENFHEMABIMEFNE (BX, BAREA—
/O
BEEFHIER, 15517 IDRAC Online Help (iDRAC BXHLEEEN) .
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8. 2 Schedule Update (iXIE#H) -
BAEELATIROERT—MtRIAEL., EEMEUHE—NEFAFHEEIHE, HOET—EEE IR,

{£F RACADM it+XI B shE E
EiBamEGER, BHERUTHS:
- ERRBmE4EH:
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
« EEEADEMGERIIRE:
racadm get lifecycleController.lcattributes.AutoUpdate
© EIRIE G EFIRER T AR B RIS .
racadm AutoUpdateScheduler create -u username —p password —1 <location> [-f
catalogfilename -pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -

time < hh:mm> [-dom < 1 — 28,L,*> -wom <1-4,L,’*’> -dow <sun-sat,’*’>] -rp <1-366> -a
<applyserverReboot (l-enabled | O-disabled)>

5an:

- EFE[R CIFS =AM EHEG:

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —f cat.xml -
time 14:30 -wom 1 -dow sun -rp 5 -a 1

- EERA FTP BahEHE S

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser —pp
puser —po 8080 —pt http —f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

- EERLRIBEMEHRITR:

racadm AutoUpdateScheduler view

- ERABAEGEM:

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0

© EBERITRIFEEER:

racadm AutoUpdateScheduler clear

{£F CMC Web A E #E 4

&R LAER CMC Web AREEHTA T 71 F R %2580 iDRAC Bl
E{F A CMC Web R THEE#T iDRAC Bl :

1. EFEF CMC Web JFMH.
2. %% Server (JR%3) — Overview (i) — <server name>.
LR B RAR SR IRSTE .
3. i LaunchiDRAC (/F3hiDRAC) Web FEFH11T iDRAC Firmware Update (iDRAC EIEFT)

{£F DUP E#E#

£ F8 Dell EEEREE (DUP) E#E M Z AT, ETHR:
© REHBA IPM FZERGIRINIEZRF .
« WMREHRFEIEIT Windows BIERS, BRFH BN Windows Management Instrumentation (WMI) AR %5

#E: 7 Linux £ DUP 22 # iDRAC E AT, MRBEEH S E/RN usb 5-2: device descriptor
read/64, error -71 ZHMEIRER, HEMK.

c MRABRFRET ESX EIEIEF, WXTEEITH DUP XX, EHRIER LT & S{E1E "usbarbitrator" fR%%: service

usbarbitrator stop
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E{#F DUP T iDRAC:

1. ETRENRERFZETH DUP HEZERFE LBITE.
2. E{TDUP.
EHBEEH. BHEHTRELESEHNRIRS.

e RACADM &7 ¢4

1. BEHEETEER TFTP 3 FTP AR$s:, 514: C:\downloads\firmimg.d7
2. BITLAT RACADM #%:
TFTP AR %525 :
« {¥H fwupdate % :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
path = TFTP B %585 L &% firmimg.d7 B E.
« f$H update %
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP BR$588:

« {¥H fwupdate @4 :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —f <ftpserver IP>
<ftpserver username> <ftpserver password> —d <path>

path 5= FTP BR %525 E 75 1% firmimg.d7 B E .
« f$H update %

racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

BHXEZEER, 1557 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER) .

{F Lifecycle Controller ST#2A% %5 & #iE

A XfEH Lifecycle Controller - Remote Services BEFIEHRESR, 15217 dell.com/idracmanuals H3Z2£#Y Lifecycle Controller
Remote Services Quick Start Guide (Lifecycle Controller Remote Services RN HEE) -

M iDRAC E# CMC El#

7£ PowerEdge FX2/FX2s #l87, AILAM iDRAC 73 Chassis Management Controller LA R fE{A AT CMC B #hFAR S8 = H4H
HEFE .

MAEHZE, EHR:

© T CMC FEBRESEERIR.

* W LCD MHLAW B R—&ER “EEEH" KIES.

« % LCD MM FER LED INIRER R REFH R

« EEIEiES, NEREREGSWHEM.

HFREZEFRFRSBLATZRRSHAIELE (41 10M &Y Programmable System-on-Chip (PSoC)) BIEHT, IGHENE TRE
EFFHATA R A .

% E CMC LM iDRAC B3 CMC Elft
& PowerEdge FX2/FX2s #l#8, 7EM IDRAC B#1 CMC RHELELZAMHRIBHAT, FHRMITUTHRIE:

1. BE)CMC Web BH
2. SENMAESNE - '8 - BHR .
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3. ARSHBATHNAESEE TSRS S, EFEWRMEN, AR2EREA.

% & iDRAC LAE#HT CMC Elf
7£ PowerEdge FX2/FX2s Hl#89, &5 DRAC H#ITIUTIRE, AFHEM DRAC EF CMC REHZHAFMEH:

1. 7£iDRAC Web REH, # Z Overview (#f32) — iDRAC Settings (iDRAC & E) — Update and Rollback (&A1
) — Settings (EE) .

IttA$4% & 7= Chassis Management Controller Firmware Update Settings (Chassis Management Controller E 4 E#1i% &)
TUH.

2. %fF Allow CMC Updates Through OS and Lifecycle Controller (5t iFifid#21E R %t Lifecycle Controller £ CMC) , &
%% Enabled (EF) LUSFM IDRAC E#i CMC E .

3. {£ Current CMC Setting (5] CMC i&E) T, #AfR Chassis Management at Server Mode (fR5523#ER THIHIAAETE)
JEIA R 7R Manage and Monitor (ZIEFIMND . ERILAIE CMC Fig B iR .

EEMEE M ERES

ERAIEFH MR, SEEEMEHEL. X2—MFAEE. £ TRER IS U ERHBAR AR B,

EF A iDRAC Web REEFITRIEI MR, B ZHIE — BREF — /BBAFI. 1EABAFITTEIS S 87K Lifecycle Controller
M BAT RN IR TS . BXFFERFERIER, 1ESI1% IDRAC Online Help (iDRAC BEHLESEN)

EMBRAE, EEFERAIEH B Delete (FR) - REELRIFTIEFH B Lifecycle Controller 1Ml AT 5 B Bl .
ERIIAE TOREHT S | SEIBIMG R ARSI TRIE L . (S REEMIBRESN(EL, BIRZASSA Running (IEFEIETT) 3k Downloading
(EETEHD BEdl.

B A Server Control (AREEZH]) R A BEMIBRIEML .

£ RACADM EEMEE N M ELEHT

EFA RACADM EESMETEHT, 15EM jobqueue Fid. BAEXER, 15257 dell.com/idracmanuals tE{#H iDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM & TR ESE1E/) -

BRI & E

&R LAELR iIDRAC 3 Lifecycle Controller Fi 5B MN&FHIEH, BMEURIFERAS—NEREMITTHRK. 5lan, mREEHF
FH Lifecycle Controller GUI FHR T E 4, #EATAER iDRAC Web REELRE . EBAILUBE— X RZEHISHITEZMEEN
B ER.

£ B &5 — DRAC 0 Lifecycle Controller E#AY Dell £ 13 4£ PowerEdge BR%25 £, [E%R iDRAC BTt £ [ESR Lifecycle
Controller E#. {EE, TEEBREMAA 2.xx.xx.xx BIE 121X PowerEdge BRFZ 2 £, 18 IDRAC EIRE] 1.xx.xx 2 BIHIKR AR,
A £[E%R Lifecycle Controller B4R . EiIFEREIR iDRAC [5¥% Lifecycle Controller BIIRE| Z BIAYARAS

Ed ¥ EEBEHRRZA 2101010 #9258 12 /X PowerEdge AR$585 L, ZEAER iDRAC HITERT, A HEI% Lifecycle Controller
BIRE] 1.xx.xx. 1% iDRAC EIRE] 1.xx.xx fiaA, $RIEAEERIZE Lifecycle Controller.

EWEHEHURREEZERENNENZLEN. MREBEEMEEEICM, NWARFECIRENIRERERE. ERE
BEMZA, & Lifecycle Controller 12 B HFH iR HE R IR
TERIA A A TEEBITEHENR:

T Lifecycle Controller B iDRAC
BIOS

M##EOF (NIC)

iR (PSU)

66



RAID #5588
TR

g & FHEXHSUTIERF. JERNEEFFEF CPLD AITEIMHEIR.
ELRE 2/, HHR:

BB REIR DRAC BIHH “BLE” R,
15 “BREERIEH” MPRFHE R A Lifecycle Controller SRIEER iDRAC LASMAEAT E4bi% & HIE .
IR NIC ERIZEHIEZ LOM, HizEREXHER.

TR A A A MR 73 R4 Bl BUR B 2 AT R S BIAR A

iDRAC Web & @

CMC Web RH

RACADM CLI - iDRAC #1 CMC
Lifecycle Controller GUI
Lifecycle Controller T2AR &%

P SE

£ iDRAC Web EEELZE

£ CMC Web EEELZE#

1 RACADM [EZREH

{$ A Lifecycle Controller B2 E 4

{8 Lifecycle Controller Ti2PR % EEE

{%¥ F iDRAC Web R EZE 4
BEEEEES, BEHIT TR

1.

7£ IDRAC Web FEH, #Z Overview (#fJ2) — iDRAC Settings (iDRAC i%E) — Update and Rollback (E&r#iE]
%) — Rollback (EIZ) .

Rollback ([Ei%) TEFEREFTUAEEZREHILE. EAUEFEEER. KBEOEE. HATRENEGHEEAUR
A A B9 B BB AR AR

EFE—AN R BN EAEERE G,

RIEFTIEIL S, B Install and Reboot (ZEHEFT5|F) I Install Next Reboot (TXEFTSIFATREE) . MR{NEE
T IDRAC, Mg Install (R%) .

EE BT Install and Reboot (Z#EFHEF[5IS) & Install Next Reboot (TXEFFISETRE) B, BERER
“Updating Job Queue (IEFEEHEALBATD 7 .

g3 Job Queue (YEAPATI) .

27 Job Queue (FEALPAFI) TiE, EREHEGEENEERECEFNEHEN.

K E
HEREX TR, BESSEFLTE, EREELSERESHERIT.
EUTERTHEERERER:

1R BER IDRAC LUSMETE AR 322 IR, SR AENR iDRAC EHHIECER .
EHEREER—IREPRIT
EEHFESITHERRERSATEITRT.

R Lifecycle Controller B2 AT REIRES, HAEEEIR A DRAC KUMUETIEEHITEMLESER, NS Lifecycle
Controller 1% & /RN IV ZESEE
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{£H CMC Web R EERE#

E{#FEH CMC Web REEER:

1. ZFEF CMC Web FMH.
2. %X Server Overview (BRFZHTHIN) — <ARFBEM>.
FEENS &7~ Server Status (FRSZEIIRAS) M.
3. BERziDRAC HHUTIREEHELR, A DRAC Web AH EIRE t—F5 FFrik.

{£F RACADM EIiZE

1. {FH swinventory &K EFRIRZAF FQDD:

racadm swinventory

SHTTFEREEREHAILE, Rollback Version ([EFRRRA) @14 Available (AJH) . HIh, 1KIEE FQDD.
2. FERUTHSEIREEZEH:
racadm rollback <FQDD>

BXELEE, 1557 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAESE ™M) .
{& A Lifecycle Controller [EI;Z &

BEIER, 1555 dell.com/idracmanuals E1ZERY Lifecycle Controller User’ s Guide (Lifecycle Controller FA F3ERS)

{F Lifecycle Controller ST#2Ak 55 B RE

BEIER, 15515 dell.com/idracmanuals _E1Z{ERY Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller
Remote Services ®IEN[13EFE) -

%2 iDRAC

iDRAC XM MEIER G, LUFHIR IDRAC AI5| S, MRBIMITETM LA REMEEIR, BIEELFHENSIFEREZ:

* IDRAC 5|SEFLEMNEIRAER 5 SHRE.

© RGREBURSFNRA LED 5 RATRAKE 172 FEUSRRAME. (LED $Rn TR TMRXFERRSHTOEE, EBLTTIR
XRS5 ERHIIEE . )

SISREFIELELRIA SD FiEHE.

M Windows #{ERG1F SD Fig1LA FAT 1830, EER Linux BIERGIFEE N A EXT3 83K
4% firmimg.d7 £%l2] SD k.

% SD FHEANPRS 2R

SISIEFHN SD F, LIAKRRT LED fRRAT MR ERIRIAR, 3B firmimg.d7, EFIZ DRAC, RIFEHSIF
iDRAC.

{8 TFTP PR EE

TR LU A T4 B ST R AR S (TFTP) BRE B8 SR AR Sk P& 4R iIDRAC Bl sk ZEIEHR . 1ZIMYFE SM-CLP 1 RACADM #i41TR
EH AT A DRAC W& . TFTP BRSSE8w1E F iDRAC IP Hifit sk DNS &R TiE] .

E JE: AN5R{E M iDRAC Web FHEFR(ZMMIEBMERE M, MFIE TFTP AREE-

7£ Windows B}, Linux 38R % L, BAILUER netstat -a BEREE TFTP REBEBIEEIEIT. TFTP BEIAIKO K
69, AR TFTP BRSEeEKRIIBIT, BEHITUTREZ—:

© EMSK EEREMIZEIT TFTP RSHIHENL.
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ERIERG ERE TFTP RS RE.

FIR RS AFECE X

A& N REGRE, BECESEMSE (Hlan BIOS. RAID. NIC. iDRAC. Lifecycle Controller 14 F+ (NDC)) t&REME
HaRER, URXLEHNEEIRE. SNRMETEEEESEERIE. THMMESEREME. SHEREIE—1I . TIEZ
XHRTEE] vFlash SD FEMLEIHLE (CIFS 2 NFS) o

FAERAMETRE—X, BXANEERNRSERENENER.
EHIREEHRISVFA, DRAC Enterprise ¥ AIERIETIEE

B EEE 3 RESET, LIREEHER.
FERITEPIRIEZET, EWHR:

Collect System Inventory On Reboot (CSIOR, #EE#HT5ISHIWERZEIREEM EMEERH. MREZEMA CSIOR BWIFERAT
FIGZMIRIE, MEERUTHE:

System Inventory with iDRAC may be stale,start CSIOR for updated inventory

E7E VFlash SD K E#ATHEAR, IFEHITATHE:

- vFlash SD RE#EAN. BRAFMINEK.
- vFlash SD &£ /> 100 MB R &8 B T Ei# &0 30t

ENXHETEMENAFEREE. BERS, URARTSARSSHEEXHRIENEIHIRE .

EZMEHBIEFTE Lifecycle HEF.
B2

HRIEE Az 58 =

SRS BB
£ iDRAC Web A H &1 IR S FELE X

F(# IDRAC Web BE &M AR BE B -

1. %#ZE % — iDRAC IR E — IREF[EETH-
ItkA$4% & 7~ Backup and Export Server Profile (Z{3F#15HRSEE2EEXH) W@,
2. EFEUTER —REFZMCHEEG.
Network (RI%%) , LA7E CIFS 3 NFS #= HIRF& M CHME.
vFlash, LA7E vFlash & EREF &G CHRE.
3. MAEGOXHBZMMEEZSE (AL .
4. Ri%EHF Network (ML) EAXHE, BRMAMERE.

Ey & EEEREAZE RN, BUAENAAEMEBERRHTH, WTIBEREDSREDFEHRTH.

BXEFHRINER, 1S IDRAC Online Help (iDRAC BX#1#E5EN) -
5. B STEIEH
EZ0iR1EREN, B Job Queue (ENLBATY) THE LEEBRS. ERINEER, A ENMNESIESEN .

{£F RACADM & 17 AR S5 R8EC & 3

Z (A RACADM &R FRECE L, &R systemconfig backup %4 .
BXEZEE, 1557 dell.com/idracmanuals 12 {# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAESE ™M) .

TR BB AR F AR EC E S
TNEAMIRETFR—X . BARARTHES MRS BRECHEHR.
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A RIRFREEXFEsE N <A, FHR:

B /5 A Lifecycle Controller #1 Collect System Inventory on Reboot (CSIOR) £ .
« BRERAMERETYL (NTP), EEEERZEASEEERIELSEFREITAIE R T—MTRIEL B 8 2 RtE .
ZE 7 vFlash SD R E#ITES, BEHMITUUTIRME:
- AN, BRMEK Dell ZFEH vFlash SD F.
- VFlash SD FE B E BB FEEH .

E4 i FXHEER IPv6 bt RIARS B E X A&

£/ Web REIXIRFSHRMEXHEINEH
EIRIRSREEXHEEhEMN, ERITLUTRE:
1. 7£ iDRAC Web BEH, #%ZEH#E¥ — iDRACEE — RER[/EE .
IttB4% 2 7~ Backup and Export Server Profile (Z S HARSGSEEECH) TH.,
2. i Automatic Backup (Bzh&#) EH+k.
3. %1% Enable Automatic Backup (& BE&I&H) &I,
4, EFUTERZ —RFEEHTHEUER:
Network (M%&) , LAZE CIFS B¢ NFS #Z EIRTFEMNICHRE
vFlash, LA7E vFlash R ERGFEHICHIRE
5. MAEMXHEMMEBEE (AE .
6. INRIEEE Network (M%) {EANXHNE, EMAMELE.
Eq i EEEMELZREN, BUAEMARIMESERRHTN, tAERESSRELHKRFN.
BXEFRMES, EE17 IDRAC Online Help (iDRAC BAHLEEZEN)
7. 7& Backup Window Schedule (Z& O] &, HEZMRIENFRITEMME (BX, BAXBA—RX
BXEFHRIER, 15517 IDRAC Online Help (iIDRAC BX#LEEEH) -
8. i Schedule Backup (it%I&1#) .

ERALPBAT IR, FAEEMREUERT— XIS N RERER AFEtE. ZEEFIOE—IIGBHIDHE, el
BT—MEE R, FETRIE BB ERITAR S SR EC B & HHRIE.

{&£/ RACADM 1%1IBR %5 35 ECE SC - B Bh & 473
ERAEmER, BEERAUT®S:

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

EIRIRSB/EEHER, BHEAUATHL:

racadm systemconfig backup —f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom
<1-28,L,’*’> -dow<*,Sun-Sat> -wom <1-4, L,’*’> -rp <1-366>-mb <Max Backups>

EBFYREITR, BERAUTHS:

racadm systemconfig getbackupscheduler

BRRBEENINEE, EEAUTHS:

racadm set LifeCycleController.lcattributes.autobackup Disabled

BEREDITR, BERUAT®HS:

racadm systemconfig clearbackupscheduler

BFXEZER, 1557 dell.com/idracmanuals H12{t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM &1 TRESEIER)

SFARSGSHREEXH

AEAENREXHESATERE—ERSENEEMEHMEFTENRSISMSE-
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FAIIREF AR

i HFEERME, RERSIFEMSH DR SIEZESIER. TREMENATSESHXEPEENHERRENT
Fl—{ERAENRERGAY . MRAHEFESIMATARNAMAE, WA E#ITESH LT REEETRE
Lifecycle Hi& /.

HITSNRIEZHI, MIREBRA T Lifecycle Controller. 2NREZER Lifecycle Controller BIEENSAIRIE, BERUTHEHE:

Lifecycle Controller is not enabled, cannot create Configuration job.

HENRMEARITHE, MREFBREHNFIAEE, BERUTHERER:

Restore is already running

SANEHEIERTE Lifecycle HE

L2 NI
% i BIER{AES 13 X PowerEdge FRE8F LATA, %PR% 25 A A Easy Restore RIBEF sk . RINTRE
PowerEdge R930 EAA .
EREHEENG, BREETILEENREIATHE:
REREIRE
PFRNES R

UEFI i2EifEF R 2
ZREEEIEE - BIOS, iDRAC 1 NIC
BHMER{FEF Easy Restore IREE E S ZHHE. HIEFHREWR, REBFFBEHRS, BIOS AIEM DRAC Hi2 REBEERLREE
B¥E. £— BIOS RERTETFERSZFE .. ATIEM UEF iZH R HIEF. £/ BIOS REERETRAZEEIRE.
MREEFATIRE— BIOS BE LHHIE, ERAEMAERERSHFE, WEEXERE—1 BIOS F&E. £/ BIOS
RERER TR,
% E:
RS EIRE NS CSIOR BH&1#%. #afR Lifecycle Controller #1 CSIOR BB H .
RGEBRISBEREMTEFERIES EHERPRIEEE.
BRTEASFHNEMEKIE, FIanEFEmME. vFlash $iEsMmM-FEE.
P32
B EIR R

£ iDRAC Web AE SN\ RFSH[ALE X H

E{FH iDRAC Web AE SRS SSELE -

1. % ZE Overview (#fJ%) — iDRAC Settings (iDRAC i&E) — Server Profile (BRFZEZELEILHE) — Import (FAN) .
1% £ 7R Import Server Profile (SARSREEH) M.
2. EEUTE—TEEZNHRNNE:
*  Network (M%&)
vFlash
3. MABDNXHRMNMBEZE (A®) .
4. NREE Network (WEE) EAXHMNE, BERANERE.
Ey & EREREAZREN, BUAEMAFAMEDEREHTH, tTERESSREDHEHRTH.

BXREFERMESR, 1218 IDRAC Online Help (iDRAC BX#HLESEN)
5. 3 Virtual disks configuration and hard disk data (EIfZEEFERKIE) EEUTHEP—IN:
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* Preserve ({RE) — {RE RAID KA. EHIHE. THINEMMAGPHBERE, FHRENRRETHRRFER

E| LRI HIRES.
+ Delete and Replace (MIFxHE#) — 1§ RAID &5, EWE ., THISRBEHEMAZTHESREEEMEE, FHAEH
BRSSP B S i
6. BIEEA.

AR5 SRELE S S NBIEE B .
£/ RACADM SR 52 ECE S+

EfFH RACADM SARSHFECE X, &% systemconfig restore w4,
BHXEZER, 15357 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (IDRAC
RACADM i &1TRESEERE)

TR RAEITF

TR BRAEIGUF A -

1. ENRGEXA.

2. W HEIEEATIRIE Lifecycle Controllero
3. EHRFITH.

4. BEEGMEETRREIETR.

5. FHEZ KA.

6. DRAC E#FEEXTFEIIETTHK.

7. DRAC EFBE.

8. KXEMENRFITHUKREIEETIE,

FEHEMRSEETET BN iDRAC

&R LAER Dell Management Console 3 Dell OpenManage Essentials ik FAEM iDRAC. #EERTLAUE A Dell Remote Access
Configuration Tool (DRACT) k& #% IDRAC. EHEH LKL E Active Directory. AXEEER, S RENKAAERE.
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BCE iDRAC

B33 iDRAC AJECE IDRAC B, EERFAURIEEER, HIITZEEEES.
7(‘ EEE iDRAC Z |, BFAREHELE IDRAC MG EMZ X IFMNLEEE, HECEHFEMIFANIE. BX DRAC HATFKIFATAY

BENESEE, B3 REEERNE.

,uﬁn,u%ﬁfl AT 733AEL E iIDRAC:

iDRAC Web & @&

RACADM

EFERRSE (3FS I Lifecycle Controller Remote Services User’ s Guide (Lifecycle Controller Remote Services Fl P35E) )
IPMITool (1% %] Baseboard Management Controller Management Utilities User” s Guide (Baseboard Management Controller

EEAREFRAFER )

R E iDRAC:

L

NoO o o

10.
1.
12
13.
14.
15.
16.

R DRAC.

MELE, EXMELE.

K i nRGBEE iDRAC MR E, 187 iDRAC IP it B £/ iDRAC REBAREF, REBKILSE.
BCE 1518 IDRAC HIR @ .

AL ERTERE .

MELE, RERGNE.

WELE, BERXMMEREHIL (NTP).

#3715 iDRAC RILA THEM &iEBIS 7704

IPMI 8 RAC 1T
IPMI Serial Over LAN (IPMI LAN E&1T)
LAN E IPMI
+  SSH & Telnet Z i
SRENFRERIES .
AmAnBcE B BBRAY DRAC AR,
BLE /S B FAMEER,. SNMP Baptek IPMI 24R.
mELE, WEINE FIREE.
BRIREERE.
mELE, BLEEITH &MEER,
mENE, BLE vFlash SD F.
mELE, ®REFE—3I5E%.
mELE, 1% 0SKE N DRAC Hil.
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i aeE
5 iDRAC
B MER E
FLERRS
[T DN S 2
REZFERGNE
ECERTXF0 NTP
B E IDRAC &S
B & A Pk 2 FAA R
b FnE TR B
BRLRERES
EEHERHELITHS
EIBEAN R
=18 vFlash SD &
WEE—S|5&

FskZH OS #| iDRAC BHi

L E IDRAC L& EE4R

#&=E iDRAC 82
A LB E IDRAC HIEARE .
£ Web REZEE iDRAC 2

7£ iIDRAC Web RE R, %#F/#El — iDRACZE — Blt, TES DRAC HXMIUTER. BXZBMUMER, B2R IDRAC
Online Help (iDRAC BX#LEEEA) .

FE AN E R A
RHTE M EH

RAC Bg]

IPMI R
AARAEFREEER
ML E

IPva & &

IPv6 & &

{£F RACADM && iDRAC 2

ZE{# A RACADM &F iDRAC {58, 15217 dell.com/idracmanuals _H121#Y) iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM ’nﬁféhﬁﬁ%%i‘éﬁﬁ) ) getsysinfo 8 get FTHSIFMER

ki E

{#F iDRAC R E A\ FIEFAECE IDRAC MEIRE R, AT LLE T iDRAC Web R RACADM, Lifecycle Controller, Dell
Deployment Toolkit 1 Server Administrator (51SZRERGR) BXOEE. BXTEMNRIEEMNIFAER, B2 RBENIE
J=EisT=T 0

Z{FH iDRAC Web RHEE; RACADM M M&KIEE, B BB ENIR.
E 3 ENRIE B AT gE 255 iDRAC HY 2 BTPRLE ZEIE R HT .
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£/ Web A HIZIMLEIRE

E &K iIDRAC MLEEE :

1. 7£ IDRAC Web REH, #%ZE#EIE — iDRACIXE — M.
MRS R /AR TTH

2. RIBENERIEEMKZIZE, EAIZE. Pv4, IPvB, IPMI F1/8% VLAN & B H B3 Apply (RA) .
MREIEFEREIZE THBESIERA NIC, N2 iDRAC J§H NIC i£F{ERI£E LOM (1. 2. 38 4) F B IDRAC £ NIC
LHMBI$EIERT, iDRAC £ EME NIC IEERFEMAEL M NIC. INRAEELH NIC E&NAREEE, N |DRAC FRLE
LOM. MLZE NIC F1#21E A NIC BiBRE AR, MMAE A NIC YIHRE|Z NIC 9#BE 9 30 #. EaLUER RACADM
3 WS-MAN o & I iBRHE .
BXREFHRIER, 15SI% IDRAC Online Help (iIDRAC BX#LEEEN) .

£ A7t RACADM fEZI /4K % B
BERAANERLTIR, EAZ6S

racadm get iDRAC.Nic

Z{E M DHCP 315 IP tbht, EEA THEN S SE AR DHCPEnable 3 /3 FA Lk Th#E
racadm set iDRAC.IPv4.DHCPEnable 1

TR B R ST BT LAN RIS R

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP O

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

K 3¥: 2N 1% iDRAC.Nic.Enable % iDRAC.Nic.Enable i &5 0, M|EN{E/= A DHCP, iDRAC LAN th &b FE&BRA.

BE IP ik
F& 7 B PIEUEZ S, 718] iDRAC FHER U TR ARt ES LS.

IP ik BRI i8] iDRAC FUZ FimAY 1P LSS .. BISENERN IP it 535 ESEERITIER, HRAIFkBE S,
(H 1P s FiZSEEM) /Y IDRAC i518]. B EH M B FiE REBIGHIELS.

LWHEE P it A EEEFEMES, NSMEIEZth FEFERBTEKERE S IDRAC. MNREFRARKRINESR, MHEE
O MEAEEHEF. MREFEMORHBER X, NHEEE O WEEHESR.

REEHE IP B RAMORBMRR, DB ERBIHHEDIER. SAPRMERRE, KMALERFHAER, HA
REHTHRGEE

i MRRBERG P IR ERERHELE, L% SSH ZEFIFSERETIER: ssh exchange

identification: Connection closed by remote host.

K, i 8REHEM Dell Deployment Toolkit (DTK), HXANRMIEBiEE (Dell Deployment Toolkit /5 F#5[E)

£ iDRAC Web REELE IP IFikt
EARER “TLE” MIRAGEHITIX LS,

Fﬁ'
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ERLE P k-

1. £ iDRAC Web REH, ¥ ZEH#EIE — iDRAC IZE — ML — ML
FEEN4S 27~ Network (FI4%) TiM.
2. i Advanced Settings (SZKI&E) -
FEENS 2 7R Network Security (MR 21M4) TIHE.
3. {EE IP fHikiLE.
BXRETNESIEE, HSR IDRAC Online Help (IDRAC BXHLEEEN)
4. BHEBRARGTRE.

{Fl RACADM B E IP ffik
EHRAE ‘BB’ BRAERITRESE.

BLE IP fFik, ¥ H iDRAC.IPBlocking A AL T RACADM X5 :

RangeEnable
RangeAddr
RangeMask

RangeMask BHEXTIEN IP ik F1 RangeAddr B4R IP bt &M . aRERMERE, MR IFEANTEFRIEKIFE DRAC. MIESE
ESN IP it B RS SRR,

WRUTRERFTE, BERFIBL:

RangeMask & (<incoming-IP-address> ~ RangeAddr)

& AN E
8 RO - 5
IP FFZA9 7RG

LT RACADM 44 PRE 192168.0.57 LISMNAYERA 1Pttt :

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.255

EEEFRIRHIE—HMN N ELR 1P it (F14n, 192168.0.212 F 192168.0.215) , MiEFERE P S RAEMLIIMABT B AL :

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.252

WEEBNREETEHIEERN 252, +iHEEHIEF R 111111000,
BEEZER, 1557 dell.com/idracmanuals 32 H iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4
S1TEEIER) .

BHAIRFF

“IRRL R R IR Tﬁiﬁ‘ iDRAC S E FimiBEhIREIZER, HMEMAFERREEE. BREH”TIHEESMNFER S TLS BB
ERB—NRF . XL B ATEE iDRAC Web RE . RACADM 1 WSMAN w4 {TREEE .

f£F iDRAC Web F HEC E B S HIERF
/\ /i {7 OpenSSL BB & & RIMTEE R TR THES SHHIBINER

/\ i BRE—AEERSEN. EREWSTZH, BRRCHEUTIENLEMR:

OpenSSL B FMHRIEEAREFERGZE
“TEMPE” UMIAFMIEEMNZEERE, UHRERTETHAMER,
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i & ERERE TS BRENERREZH, ERREEANZZXFHE Web HIKEE.
BRMBENEBFE:

1.
2.

£ IDRAC Web REH, #ZE#EE — iDRAC & — M4 — BRFZLLIFIE) Web FRESHRIZE
BEAENEEFFREN THREEBFENE.

B EEXNERFNRIEFERERE L.

HEHENEBFEFREFTHET, IAGYNETSR, RAEEFREBREFENS.

K & AXEBBEHENESER, §801@: www.openssl.org/docs/man1.0.2/apps/ciphers.html.
BEHBA.

REEENEBFEFRESAKRIEYEE DRAC £1F. FE/Lo%h, REEITHH DRAC £1F.

£l RACADM ffi & 7 h52H 1k %

Z{EMA RACADM BLEHRIEIELE, BEAUTHSZ—:

BAEXEFNRHNEZEL,
(iDRAC RACADM & {TARESE$ERE) .

racadm set idrAC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-
AES256-GCM-SHA384

racadm set idrAC.webServer.customCipherString ALL:-DHE-RSA-CAMELLIA256-SHA

racadm set idrAC.webServer.customCipherString ALL:!DHE-RSA-AES256-GCM-SHA384:!DHE-RSA-
AES256-SHA256:+AES256-GCM-SHA384 : -DHE-RSA-CAMELLIA256-SHA

FIPS &%

FIPS B2—EEBFHAMEEELIERNTEN 22iRE. 1B TARZA iIDRAC 2404040, iDRAC 3B H FIPS 1.

183k IDRAC 183X B ERIAEM ST FIPS 1.
X FHY FIPS #23XF03K15 FIPS HiERIAE

SERR N AR RIS IEFE RO IE AV SR =36 3K 13 FIPS I81E. EASERk FIPS I8ERT, AR2TERAR iDRAC HBSEIEIE. BXxXHF
iDRAC B FIPS IS IERV R FRTS, BHES15% NIST Wik £V ZHE RIS IFIEF A A

B FIPS %
A by BH FIPS #253%1% iDRAC EE R BRINIRE . MREEKRSIRE, SFNRSBESE S (SCP), REBH

FIPS #xX, ##EZER iDRAC 5i%&E SCP.

7 E: REESHREX AR IDRAC Bk, FIPS #X4%H.
£/ Web A EH FIPS £

Ao oS

7£ iDRAC Web R, SHZEHN — iDRACIRE — ML,
BHEREINERRE.

7 FIPS X, “ERAHBENA.
RESENEHERTEWAENR. BHHE.

iDRAC £ FIPS iR P EFEN. FHFELD 607, RBEEZE DRAC.
L% IDRAC WIZEEIES.

E4 E: ROAK SSLAEHE FIPS R FF i,

15217 dell.com/idracmanuals _i2 £ # iDRAC RACADM Command Line Interface Reference Guide
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E4 i %L iDRAC FE, 0 IPMIFISNMP WFRERASNE, FXRHRA FIPS,

{2/ RACADM & FIPS £
{8/ RACADM CLI AT T4 %
racadm set iDRAC.Security.FIPSMode <Enable>

&M FIPS &5

EHRA FPS RN, EwUE iDRAC R AL BARE.

ACE RS

A LAFE IDRAC EECEFIB AL TARS

A E fE A& RACADM #1 iDRAC R EARREFEIE (WENFRL) 17515 DRAC BLE.
Web Server B Fi71E] IDRAC Web A . REER Web A, I RACADM WIGHEEM . 15 A A RACADM
E#E A Web fRF R MIzTE RACADM,

SSH i#T E ¥ RACADM ij5ja] IDRAC.

Telnet B [E 4 RACADM ij5ig] iDRAC.

g RACADM E#2i718] iIDRAC.

Redfish /B Redfish RESTful APl HY3Z #F.

SNMP K38 £ iIDRAC /B X SNMP 28] (GET. GETNEXT 1 GETBULK #24E) M #:.
HRGHENRE RBRLXRZHERFE.

EF

VNC BR%8% BRTAERAT SSL MM # VNC BREEE.
£ Web R HEBCERSE

E({#F iDRAC Web REALE RS :

1. 7£ iDRAC Web REH, #*ZH#] — iDRAC & E — ML — RS
188 7R Services (FR%) T1H.

2. BEMEER, AREET Apply (RAD) .
BXRIEEMIEER, B51T DRAC Online Help (iDRAC BEHLEEEN) .

By & AREPELL TE L EHMAISTTEERIRE. EFRREHEI G ERS.

£ F] RACADM fit & fR %

E{FH RACADM BRMEZEARS, EFA set HSMUTHREAFHIITR

iDRAC.LocalSecurity
iDRAC.LocalSecurity
iDRAC.SSH
iDRAC.Webserver
iDRACTelnet
iDRAC.Racadm
iDRAC.SNMP
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AERXEMNRHESEE, 1557 dell.com/idracmanuals 321t H iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM ® & 1TRHESEIERM) .

BR%ER HTTPs EXE [

WREABRIA IDRAC IEB FAIERES I, SHEA—TRATERENNIGIHEE, FTEENHTTP BEERE] HTTPs,
AT AT IDRAC #HTECE, KAZEIEM http 50 (BRINMER 80) EEME https i (BRIAK 443) » BIAERT, iZEmS
BR. BT HEAREER DRAC UFILIREEN . REALLINGE, SERESHE.

B AH “OBLE DRAC” WIRABEBRAZER HTTPs EE[E.

TR BRZERILIhEERT, Y57 Lifecycle Controller BN iz R —1PE M,

E#AHTTP 8| HTTPs IEEE :

racadm set iDRAC.Webserver.HttpsRedirection Disabled

EZAHTTP B HTTPs (EEME:
racadm set iDRAC.Webserver.HttpsRedirection Enabled

EEF HTTP Bl HTTPs HEE EAVRAS :
racadm get iDRAC.Webserver.HttpsRedirection

BCE TLS

ZUABAT, BLE DRAC LUER TLS 11 MBS A . ERILALE iDRAC LUER A RE—RRA :

TLS 1.0 FE SR A
TLS 11 M E S kA
PR TLS 1.2

E 3 EfRR 2%, Dell EIUER TLS 11 MESA.

£/ Web REBEE TLS

1. % ZE Overview (#(5X) — iDRAC Settings (iDRAC i&E) — Network (%) .
2. 3 Services (BR%S) ETF, SA/SH T Web Server (Web JRS58ER) -
3. 7£ TLS Protocol (TLS #§0) THiFIFK, %#F TLS hRA, AFHE Apply (RIAD .

£} RACADM f2 & TLS

ERE TLS BLERIMA:

racadm get idrac.webserver.tlsprotocol
ERE TLS kA

racadm set idrac.webserver.tlsprotocol <n>
<n>=0 TLS10 FESRA
<n>=1 TLS 11 FNE Sk A
<n>=2 PR TLS 1.2

fEH VNC ZERinE R mizlk 5528

EATLUE R SRR TR YNC Z i, 1#@3T Dell Wyse PocketCloud Z &R HIEZEIRTIZMEE. HHIEFLRIRSE
B2 IE T{ERT, IDRAC SHBRERSZSHERLXBEIEN FHIEHIE. BHARIFHE T SMS X X EIENBENLE

(EHhEEwENER) HEEEIRN LM UNC EEERAERF. Itk VNC EESBILUEZRIRS S EARMERS/ ENLE
BIER, FIRMEE. WSMBRAREN RS EEIFRIBOR AMITLER . B3I VNC BRiHZ A, E#HEH VNC BRE
823H7E IDRAC FRECE VNC BRSEBE&E (f5lan, ZERG. VYNC iR OS5, SSL MNZFFBAHME) . EATLUER iIDRAC Web REEL
RACADM RECEXLIGE.
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i & VNCIThRERERSIFATRITIRE, £ IDRAC Enterprise IFAIIEH 2.

BRI UMIFSE VNC M AEFSSEEE /i (30 RealVNC 8 Dell Wyse PocketCloud HEIMERIR) i TIERE.
TEIEARTE R EEB— VNC B RS iE0TERES.
R VNC £3E37EsN, MR EEERABHEMEH EMARELMITH AEEERBENEMN K.

WRMSAMZECZR, N VNC ZEFRIHEEIZEEEI RFB1EF, HAARFE SSLIEF. 7 VNC BFiHEF (RFB 2L SSL) idiz
f, MRB— VNC £IELTEREHENEH ESIECIT, WHH VNC BRIHSIEFHIER. ERBEFTRE
f, VNC RS RAZRAELISHEHBNAFEBNE. VNC £iE4&IEE, VNC BRERLEERELISHSNEERKES (B
BRASEEZRA) .

% E:
L iDRAC NIC b FHEEZBRRH A ENARZERE, MEEREEL/LIH. FEXEREEAN, MREEEENN VNC ZA
IHPHITEMRME, W VNC SIETTEESXH. B MEFBA (F£ iIDRAC Web R Services (BRF) TTHETF A
UNC BRE G BEEEMNE) , REEHIE VNC EHE,

R VNC BRHE OR/MELEBE 60 #, EARE DS XEA. BLIITHHEN VNC £1F. WRETE 60 HARK
. YNC BEPRimEO, ERILAAREER.

£ iDRAC Web A HELE VNC R 5538

EEE VNC IRFEBRE, BEPITUUTRIE:

1. 7£ iDRAC Web REH, #*ZH#I] — iDRAC & E — ML — RS
188 7R Services (FR%) T1H.

2. 7£VNCServe (VNC R$8%) #oh, BH VNC BRE:E, EEZR. w05, HEHASEMA SSL ME.
BXEFERMIER, B518 DRAC Online Help (iDRAC BEHLEEEH) .

3. BEHRNA.
VNC RR%=2B1 B/ E .

£ RACADM it & VNC PR35

EfE VNC BR%2E, 5 set 4 H vNCserver PRI R,
BHXEZER, 15357 dell.com/idracmanuals 12 {H) iDRAC RACADM Command Line Interface Reference Guide (IDRAC
RACADM i &1TRESEERE)

®E T SSL mZA VNC EFR

7EfLE iDRAC A VNC FRE 51K ERT, 1R SSL T =TS EA, MMER SSL BN AR KR VNC BEERZBUENS
iDRAC VNC Br%585H9 SSL InZRIERE.

K I XREH UNC ZEFURERNER SSL #FEZ .

ERE SSL BN AIER

1. FCE SSL BXEWIES <localhost>:<localport number>LtRIERE. g, 127.0.0.1:5930.

. FCE SSL B¥IELUEIES <iDRAC IP address>:<VNC server port Number> o fflal, 192.168.0120:5901,

3. RBnEFENARERF.
E@id SSL MEMEIES IDRAC VNC FRSAFESERE, MIF VNC EER[REREAMEN GEEAM 1P tilh) FAitis
OS5 (127000 < A#piw OS5 >)

WE AT SSL inER VNC &5
—&ki%, ERrEFRZA Remote Frame Buffer (RFB) BY VNC ZH25ZEIZE] VNC BR$585 (£ iDRAC IP #ilibFnJg VNC BR$SESED

BERN®mOS) . MRELE DRAC F8Y VNC RS 5 ERER T SSL MEED, NEREE VNC EESFATHMITIATERIE:
7£ VNC ZBEEE XEHES, 7 VNC JRFEE FEhifiN iDRAC IP bt Fnixn 5.
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#8359 <iDRAC IP address:VNC port number>
5130, 0S8R iDRAC IP #itit 2 192168.0120 # B VNC #O=% 5901, MM 192.168.0.120:5901,

BCERERE TR

O E R ERGERBIER LCD #1 LED ERF-
STFHRMERXREEE, GRMERMNTIERTR:

LCD BiEMRFFHLZE ID LED
LED HIEARFM AL ID LED

MFTIERRSEE, REBATERLERBERS IDLED /A, FATIARHFESE LCD.
xR

EEELCDRE

EEZRY DLEDIFE

iELCDRE
ERIMES B RGN LOD BN DR BMEREATHE (Pl DRAC B, P %) HAFENHFHE.

£ Web AHECE LCD & E
ERERSE LCD HIERER:

1. 7£ DRAC Web FEY, ¥ ZE#RK — #H — BIEHIR.
2. 7ELCDSettings (LCDi&E) 84>, M Set Home Message (iR E T REHEE) Thiskgd, EFETIETZ —:

RS (BRIA)
Asset Tag (EFHRE)
DRAC MAC bt
DRAC IPv4 ik
DRAC IPv6 it
RGNE
MRERE
RGRTS
FHE
RAPEX
x
IR IEESE User Defined (AFPEX) , BEXKEFHMNRAEER.
INRIEESE None () , MASERSS LCOBTERLEREREHE.
3. BREMEH&ET (K . mREA, MARSEE LA Live Front Panel Feed (BTEMREAHER) 5450 LCD ERSTE
BEENEIMEHI G SIERTER virtual console session active (EHMESIERIEERD HEHR.
4. RENA.
BR%5=% LCD RIEME R ENEREHES.

£ RACADM 2 & LCD & &
ERERSE LCD BTERE R, A System.LCD A HIRIK.

BEXEZEE, 15517 dell.com/idracmanuals 12 {# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TARESE /M) .

£/ iDRAC B ABIEFECE LCD iR E
ERERRSE LCD BIEHRETR:

1. 7 iDRAC IEE /N EFrh, % Z Front Panel Security (FIEIRZEM)
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Itk B$4% & 7~ iDRAC Settings.Front Panel Security (iDRAC I ERTEREZ M) .
2. BRZEZMA®BIRERE.
3. BEUTEI:
X BT E R AT 18]
LCD iR Ffis
REHREERE, MEEEREMERET
4. BRZEAEBIEHIEETR.
BREEIER, &S IDRAC Settings Utility Online Help (iDRAC i& & /A RIZFEEH SR
5. {k)XEi5 Back (JFIR) . Finish (58A%) #1Yes (&) .

BCEZ% IDLEDBE
EiNFIRSE, FESERZE FERASEZR ID LED [Atk.

£/ Web R HEACE R4 ID LED i &
EEEAY IDLED BRE:
1. 7EiDRAC Web REH, #ZK - BH - SIEK. ¥R ~AIHEKTTHE.
2. 7t System ID LED Settings (£%: ID LED & E) Ximid, EFUTEEETE B LED [AKk:
PNJSES
[RKRFF
IRERTFF 1 KRBT
A¥RTF 1 B BT
A¥RTFF 1 B BT
3. $$ﬁm
BIE MR LAY LED [AXRENED B SERk o
£ RACADM BCE %&%: ID LED i& &
BEREARL% IDLED, £ setled 4

BXEZER, 15357 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRESERE) -

BLERSXFI NTP

SEETLAE A 2B AT E] B (NTP) Ti3E BIOS sk 4 R 4iATE)7E iDRAC EECERTX FH[E£ iDRAC BE].
BB EMNRA REECERT XS NTP & & .

{£F iIDRAC Web FHECERSXF1 NTP

ZfFH iDRAC Web REBLERXF NTP, HHITIUTRIE:

1. % ZE Overview (#fiR) — iDRAC Settings (iDRAC i&E) — Properties (JB1¥) — Settings (iE) .
FEENE 7~ Time zone and NTP (BF[X#1 NTP) TiMH.

2. ERLERX, iEM Time Zone (ATX) THEBEFIEZFMEJMAEX, REESE Apply (FZF) .

3. EfLE NTP, iERH NTP, A NTP RESEHut, AEHT Apply (A -
BXAEFERWER, 1BESRIDRAC Online Help (iDRAC BX#HLEEE)

{#F3 RACADM ELE X1 NTP

ERERXFI NTP, &#H set 44 #1 IDRACTime #1 iDRAC.NTPConfigGroup A5 HIFT &R
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BXELER, 1557 dell.com/idracmanuals 12 4#t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & {TRESEIER) .

REE—IIFRE

TR T—R5 | SH ERMBEMSISREE—5ISEE. MREREECENRBEENSISERZEE, HEER
BIOS FHIEE—3| §i% %, HEIHXM iIDRAC Web RELM BIOS 3| SIFFEXK -
TR E—5| SR EZFIRE AT —F:
+ EESS
* PXE

BIOS & &

AR/ FEABIIN R

7 CD/DVD

EAEIRRhER

EERE
«  FE#l CD/DVD/ISO

i SD F

vFlash

Lifecycle Controller

BIOS 5| S &

UEFI & &2

ﬁ 3
BIOS & & (F2). Lifecycle Controller (F10) #1 BIOS Boot Manager (F11) RNaEiR BIE AKX A S| Si8& -
* iIDRAC Web AEHHE—3|FEREELEEZRS BIOS 5|FRE-
FARFAMTE UEF R ERE. TIHTE Del 13 REFHARSEE L5115 UEF & FE.

£/ Web A HIREE—3|F%EF

ZE{#H iDRAC Web AEREFE—5I 5 F:

1. % ZE Overview (HE¥) — Server (FR%ERE) — Setup (3XE) — First Boot Device (F—35|Ri&%&) .
1% £ 7% First Boot Device (8—35|8i%%) 7M.

2. ATRRIIFRPERFEFNE—3I5EE, RELET Apply (RAD .
REBAEIEEAEHRITREEHSISMNEESIS.

3. ENETRISHNEERESIT, HEE Boot Once (51F—R) . t/E, FGHEM BIOS 5IFIRFHHIE—3|FRE
515

BXEETMEZEE, 27 IDRAC Online Help (iDRAC BXHLESEN)

£ RACADM & EE—35 |3 &

EiFBEE 5|58 %, £ IDRAC.ServerBoot.FirstBootDevice ¥t 5
ERHEZEBA—X5S, FH iDRAC.ServerBoot.BootOnce %1% »

BAXENENELZELR, 1557 dell.com/idracmanuals 12t iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM #&1TRESE5ME) .

EREMER&RESE—5I1S’E

ERSH/ELESISINFEITZE], BRUEEMEHSEERTEERSH[ITEFENRSISHRE. ATURITRGISH
SISEREE—SISREFIILMBE RS,
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EFEAEMMTRIAREE-5I5’E, BPITUTHRE:

1. BIEMEHE.

2. HEEIITHIAEERT, M NextBoot (TX5|H) FHEFEBERENEZEANE—SITERE.

BRLRERRR

ENZERGRNRRERITHERBR, EBRLUER IDRAC itk A gmaE%.

IR EREB[BERIZFER, 52817 dell.com/support/manuals L Dell OpenManage AR 75 ETEFE/F L L. B

XiSMHIER, HEER (£ iDRAC BREEMR.

1. M Dell Systems Management Tools and Documentation DVD B¢ M Dell 3%y, AFERG I RERZBEEIZFR
iDRAC Service Module (iSM).

2. £ Windows BRIfIREE O+, HRKIEEZEBHNEHISER.
BXESER, 1HSR Windows A&

3. fEH Server Administrator A] j2 Fi Auto Recovery (BEITRE) ERTES. 4% Auto Recovery (BENRE) #{EIZE A Reset
(&%) . Power Off (k#l) 3 Power Cycle CRHLEFHL) , HUF AHBLZEERTEE (60 - 480 ZBHIME)

4. {FRAL %Iz —/5F Auto Shutdown and Recovery (ASR) (B EhxFFIKE (ASR)) JEIR:

R 22 EIRIEF — 5515 Dell OpenManage MR 28 EHEFE/F /H 755
it RACADM — {4 racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. /2 Automated System Recovery Agent (BRI RENRIE) . ESSWIX—m, 155 E Overview (#iiA) — iDRAC
Settings (iDRAC iZ&E) — Network (M%&) — Services (BR%) , i%#% Enabled (FF) , ARG & & Apply (R .

RRE%A OS # iDRAC Hi#

HEEBME T (NDC) S AR ER LA LAN (LOM) & ZHIARSEE S, SIS OS 2] iDRAC HiBIThAE. ZINAEREHE
LOM (#MZEziENARSEES) « THA NIC (N5, EBRXHTIHFRRSSEE) , BT USB NIC 7£ iDRAC MEHIRMERZ Z [BlIRH
EEW AR RIEE. INsEEHA IDRAC Enterprise FRAIEMIIE R AT

#£: iDRAC Service Module (iISM) #&#t T E 2 HThaE, ATATETRIERLERE IDRAC. EXESEE, #HSH
dell.com/support/manuals 124t iIDRAC Service Module User's Guide (iDRAC Service Module i F$5E3) -

BEEHANC BR, EREENIRMERSG BN, R0 IDRAC Web FH. ERFIIHRSHFNEMA NIC BT
Chassis Management Controller 2%l

EEHANC HHEZ LOM Z BT AEREFMB N E R EHIRIER S iDRAC.

RIS AT AR B A EE:

iDRAC Web R
RACADM 3% WSMAN (FI{ERGIME)
DRAC IRE XN ARERF (FIRERSEFE)

WNSRIET IDRAC Web RTEE K T MEELE, NHMEDES 10 A 8EBH OS & iDRAC HiE.

WREEIT RACADM 5 WSMAN £ XML BE &, HEMRIETHFHIMERELETWL, WEHRAESE 15 B OS
2| iDRAC HIBINAESIRE OS 4 IP Hblit.,

7E/R A OS 2| IDRAC EiBZ A, EHAMR:

iDRAC BLE AFE AT A NIC (HZ#EX (B NIC EESEEIFEA LOM) .
FEHIRIERLGH DRAC L FRE—FMFIE— VLAN #,
BEEEENIRMERS P it

ERETEHBMERLE DRAC HiBTHEEN .

CABRERR.

/2 Rt ThRERT :
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o AEHZEHEAT, BERAENBRERSR P Hbilt.
HEERERD, BOHFUREEVIRERZEMNAI IP ik, INREZA LOM L TF5ESIIRTS, MMAE— LOM B P Hbiit,

WMRERARIERSE DRAC WEIBINAERIZINAELR TIE, BEVLREUTIE:
iDRAC T FHI NIC BB 45 E IEFAEE.
ZF—A LOM T 5EIRTS .
g SE: FEABAR IP ik, &R USB NIC #0O08) IP Hihitk7E iDRAC S 41 OS IP Mokt FrZE B9E— IR 7. dnSRitk IP it
W5 RS A MK EABIZEOM (P bbb hse, MaAmERit 1P ik,

K éﬁ%fim 169.254.0.3 1 169.254.04 IP Hbiik. X4k IP it RS EMA AZA BRERRT, R{UTRIER LAY USB NIC IRO4R
iEP S

S OS F| iDRAC HIBINEERF

¥ #% USB NIC B2 {ER %

s/ Web AEI/EASER OS 2| iDRAC Hif

5 F RACADM /5 sk M OS F| iDRAC Hi#

{#F IDRAC R BN BIZF A Z A OS T iDRAC B

#F OS Zl iDRAC HiEIhEERI+&

TRIEMH T HBEER LOM LI OS 2 iDRAC HBINEEHIFHIFIR.
. 1: £ LOM £I¢ OS %l iDRAC HiE

%7 HIER £
NDC Broadcom

5720 QP rNDC 1G BASE-T
57810S DP bNDC KR
57800S QP rNDC (10G BASE-T + 1G BASE-T)
57800S QP rNDC (10G SFP+ + 1G BASE-T)
57840 4x10G KR

* 57840 rNDC

Intel « 540 QP rNDC (10G BASE-T + 1G BASE-T)
- {350 QP rNDC 1G BASE-T
X520/i350 rNDC 1GB

Qlogic QMD8262 T /AR %52E NDC
AER LOM k3 OS 2| iDRAC EiBIhkE.
T &FASH# OS B iDRAC EiBINAE:

Intel 10 GB NDC.

BEFHMEFHIZEH Intel INDC - 10G $HISE AN X H5.
Qlogic bNDC

PCle. ZEFFMLKZIZEOFR.

¥ #5 USB NIC HIR1ER S

T USBNIC BV IERZBE:

*  Windows Server 2008 R2 SP1
*  Windows Server 2008 SP2 (64 {iL)
Windows Server 2012
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*  Windows Server 2012 R2

*  SUSE Linux Enterprise Server 10 SP4 (64 {iL)
*  SUSE Linux Enterprise Server 11 SP2 (64 {iL)
* SUSE Linux Enterprise Server 11 SP4

* RHEL59 (32 i 64 {i)

* RHEL 64

* RHELG6.7

* vSphere vb.0 U2 ESXi

* vSphere vb.1 U3

* vSphere vb.1 U1 ESXi

* vSphere v5.5 ESXi

* vSphere vb.5 U3

* vSphere 6.0

* vSphere 6.0 U1

¢ CentOS 6.5

* CentOS 70

*  Ubuntu 14.041 LTS

*  Ubuntu 12.04.04 LTS

* Debian 7.6 (Wheezy)

¢ Debian 8.0

fERE T Windows 2008 SP2 64 (IR{ERZRIARSEE L, KEEH (LEH) IDRAC E#L CD USB i&&. BARFERL
w&. BXiEE, BB Microsoft #EEMSBAFEIEHIER T IR ST FEMEIEFIZFZEOIE (RNDIS) iR
T Linux BMER G, BEREEHIRERS LIF USB NIC BLE A DHCP, REHBRER USB NIC,

R EMN _ERIRIMER LR SUSE Linux Enterprise Server 11, CentOS 6.5, CentOS 7.0, Ubuntu 14.041 LTS B Ubuntu 12.04.4
LTS, M#E DRAC /8 USBNIC f5, LREFHIRMERZE LF B DHCP &k, BXEMH DHCP MER, 1H2% SUSE
Linux Enterprise Server. CentOS 1 Ubuntu 3&{E R 8930 .

+F vSphere, WIER%E VIB X, AREBERBA USBNIC,

MFUATRIERSG, WNRRE Avahi F nss-mdns 8, MATLAE A https://idrac.local A EHIEIER LB N iDRAC, fARK
LR LA, 1R https://169.254.01 B 3h iDRAC.

#. 12: USB NIC HUR{ERGHFAER

BRIERG BEASERAS  Avahi S nss-mdns 38
RHEL 5932 fiL Disable (2 {EAMMMHRGEEALRE ERMII B RS (nss-
:D) (avahi-0.616-10.e15_6.i386.rpm) mdns-0.10-4.el5.i386.rpm)
RHEL 6464 iL Disable (Z {ERMIHKHERE {ERMII BB RE (nss-
B (avahi-0.6.25-12.el6.x86_64.rpm) mdns-0.10-8.el6.x86_64.rpm)
SLES 11SP3 64 Disable (2 Avahi B EIRIEZR % DVD it FBERZE Avahi #li8) &% nss-mdns
v =)

HEENRG L, R %% RHEL 59 B{ERS, M USBNIC EEERATEZERRS. MRAERETRERBAIZED, N5 USB
NIC &R HMEIZEORASBRIEGE. SR LITIA T E—RIELURGE USB NIC %% :

« {#H Network Manager TEEZE USBNIC 0. S#iZE System (H%Zt) — Administrator (BIE5) — Network (FI%4%)
— Devices (3&#%) — New (&) — Ethernet Connection (LUKMIZERE) , #A/Fi1%1F Dell computer corp.iDRAC Virtual
NIC USB Device (Dell i+ E#l iDRAC EJL NIC USB %) . BE “Activate” CGEUE) EWRLUSIEIR®Z. BXiEHE, F%
% RHEL 5.9 RAxC .

£ /etc/sysconfig/network-script/ BRH, 1§HERIEOMEE X HBIE A ifcfg-ethX. FRMEASE DEVICE,
BOOTPROTO, HWADDR. ONBOQOT, £ ifcfg-ethX XN TYPE, REFERIUTHSEFHBHMBIRS service
network restarto
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EMSISRS.
KAFITFF R G ERIR

HERET RHELSO BMERZM ARG L, R USBNIC EERHFHBBXARSG TR, NEFBERESZHBEBM USBNIC B,
USBNIC & ERSBEFHGE. EHITHE, 15EF USB NIC O/ /etc/sysconfig/network-script B R RSB I A
ifcfg-ethX.bak . WRAE, KWEHEGR A ifcfg - ethX, ABER ifup ethx 8%,

iEP S

Z3 VIB XXt

23 VIB Xt
F vSphere #BIEFR S, ERBA USBNIC 28I, WAHZRE VIB .

BRE VIB XM, ERITUATERIE:

1.
2.

f A Win-SCP 4§ VIB XU E 5B ESX-i EANBRIERLGH /tmp/ STHFR.
%2 ESX R HBITUA T 04
esxcli software vib install -v /tmp/ iDRAC_USB NIC-1.0.0-799733X03.vib --no-sig-check

-

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

B SREE.
1£ ESXi IR R BITIATHS: esxcfg-vmknic -l.
HWHIEE R usb0 & H-

£ Web A H /B A OS % iDRAC Hii

EFH Web RHE/EH OS 3 iDRAC HiB, 1EHITUUTRE:

1.

5.
6.

4 ZF Overview (#fiR) — IDRAC Settings (iDRAC i&ZE) — Network (%) — OS to iDRAC Pass-through (OS
iDRAC Hi#) -

It A48 & 7~ OS to iIDRAC Pass-through (OS | iDRAC BHi&) M.
R TE—IETIUR A OS 2 iDRAC Hil:

LOM — iDRAC 5EHIRMERZ 2 [BIRIRIER S ZE iDRAC EiBiEiZEC BT LOM 3 NDC #37.
USB NIC — iDRAC 5EMBRIERFZ Z BIHIRER G E iDRAC HiBIEC BT AER USB B&E .

EEZRIkINAE, 1E1%$F Disabled (M) .
WRIEE LOM EREREE, HAFATHAENEZRSE, WMANRIERSH IPv4 Hblit,

Q E: RAEXZH LOM R TERTIRS R, NRERS P Mt FEISER.
i SRi%EFEE USB NIC {EAEIBECE, & USB NIC B9 IP Hbtik,

ZIAER 169.254.01, BILEERZEVA IP ik, B2, Rk IP Ut SFEHRGEAMNERE IO 1P #bibhzR,
M)A 55 8 Bt 1P bk,

EANEIAN 169.254.0.3 F1169.254.04 P, XLk |P 2 {FEA A/A BEiAT, R TFEIMmR LR USB NIC inO1REBAY.
BENAMBAKRE.
BEMANEREE RE IP 2ERNAE, UREE B DRAC MENIRERG 2 BB HEE.

ff£F RACADM A= 2H OS % iDRAC Ei#

E{# RACADM B A E A OS 3| iDRAC Hif, ¥ iIDRACOS-BMC A pxts.
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BEXEZER, 1557 dell.com/idracmanuals 12 {t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER)

£ iDRAC R E A FAERFE A2 A OS 2| iDRAC Eif

E{FH DRAC & ELNRAEFEBASZA 0S 3 iDRAC Hi#, BFHITUT#E:
1. 7E£DRACRENRIERT, #ZEEMUR.
X% &7~ iDRAC & B B SR IHE .
2. EFEUTE—ETILUS A OS 2 iDRAC Ei&:
LOM — iDRAC 5EHIRERZ 2 [BIRIRIER %L ZE iDRAC EHiBiEiECBid LOM 5 NDC #37.
+ USB NIC — iDRAC 5EHIRMER G BMRIER S E DRAC HiBHEZEC BT NER USB Rk .

ERRILINEE, 1HiLIE Disabled (/) .

Eq ‘& RBEFXHE “RIERGZE DRAC Hill” ThEERt, AHEIEHE LOMIER. &N, ZiETERRARE.
3. mMRiEF LOMEREREE, HAERERAKRNERIRSEE, WNRERSZH Pv4 il

Eq ‘T RELZR LOM B TERET RBEHR, WRIERS P it FREHA.

4. WREF USBNICIEAEBALE, 1HMIA USBNIC #J IP ik,

ERIAE R 169.254.01, B2, Rt 1P #ht 53H ARGk ARG E b OB 1P Hhlbmss, MaAZTE Stk 1P ik, 5
TEN IP 169.254.0.3 #1169.254.04. £ A/A BB4ERT, XLk |P bR EE AT RATER LA USB NIC #0.

5. {k)x#d Back (JFIB) . Finish (58%) FYes (&) .
ZFEMERRSRE.

FRERIEF

TRIME T ETERLBMIERLE.
R13 ETERXBIEE AT

BREH KR KA %

£ Active Directory B8 S5 5 {5 CAER 4 A% CSR FHMIEPE ML MAFREIE 2
SHA-2 IEHthZ T HF.

A sk Active Directory FI PRIERER T

= A ST REIBRHEEEFR ERSEHA
PR CASEH BT 64 hmme .
TJ{E CAEP - LIEHH CA Mk
SHA-2 IER =X $#E.
Active Directory AP &R A[{5 CA IER HIFH A CA M%E .
SHA-2 IEH =X $E.
A PESR SSL iEH 4 Ak CSR FHMH1E CA FKHER

E 3E: iDRAC MHHFBAR B E S SSL
RZEE+ . iIDRAC Web FREZS8.
ERT RAEREE & 5 RIkE

°

SHA-2 IEH =X $E.
iR
SSL 2EUFE
4 BRETENE B E ZIEK
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SSL BRSSaniEH

iDRAC B13& web IR HRECERERITUARER SSL RGBT M REMMERIRE. BHT SSL MEETUAZ A HEG.
SSL U AIFMMRMERAEMZ b, B—HMIZERINMELAR, ATERZFRSRSRZERELIIERMMNENBERE,
By LEE 2 4 _EEYERAT .

B SSL B RGE AT UAIT T HES

[E/E M SSL K& FiRIiER &
RPN ARG EILINE R

JE: IR SSL i E X 256 (N Em, BHERIMIE (JVM, IcedTea) AIMEREFREFEER%E Unlimited
Strength Java Cryptography Extension SRE§SCH:, LA IFTELLENEL B T M vConsole ¥ iDRAC #fiff. BXRER
BEXHMESR, HS1 Java BRI .

iDRAC Web fRB R E & BEZHIME— SSL HIFIER . BRIUUAMZIERMANIE (CA) BEAIEBEHEAR SSLIEH. IEH

MENMER—NEWEE, EEEEATLHEHEESIFENTRFE, HRMEMEERSRE. CAHRAIEHE Thawte F1

VeriSign. ZRFATIRE CA HRIEBHITHE, 1B IDRAC Web FREZk RACADM RELM B & B ARERIIERERER

(CSR). $AfE, JH4ERLAY CSR 1AL CA, 540 VeriSign 8 Thawte. CA ATLLEMR CA siehia] CA. 7EUEI CA Z2 1) SSLIEH

&, BE_E#HZ IDRAC.

S F SIS ER B IDRAC, IDRAC B SSLIEB A R SR i B hEth. 2 IEs 2% SSLIERE, MRS

2RI LI a] IDRAC MIAS BRIEBES.

Es 3¥: 1&jT FQDN ijjj5] iDRAC Web R HR}, Mozilla Firefox AI88 753514 SSLiEHIRMASTEE. B4ksx, BIERFm
ZIEETIER.

T EEH B E N HEZIER RS SSLIERER, MARKRBULINENRAEZIESE. BIIEEEXERIEBRSANREER
i, FRABEXZEZIERMETE DRAC BBRAEHN. MREBEN SSLIEBEEFEAR LHBENERIES, MBEENX SSL
IEPWER, MEABEXEZIERXERN— X BEEEMN SSLIER. BAUTHEEXERIEE CREFNE) . EEaL
BRI ANBEENZERIFR. EMBRAENXZERIERGE, DRAC ERFHBAIERFINBEZR SSLIFH. MREHERBZRIF
B, ML DRAC MERUE 2 B EREE. BRI SSLIEBEESRIEE, FHHENEtEE—X, HAX—XHFE
HEAN Fidx GERTERLM DRAC AR XIZE) .
FEERIEBZERZRIEK (CSR) BT, DRAC Web ARS8 SSLIERXIHFBESFER (*) (EAAABMEAMMERERS . 0,
“*ga.com” 3 “*company.ga.com” . XFRABECFHER. AR DRAC IMNBERBELST CSR, EHABF—IEXZMNRB

BLFF SSLIER, AT EHIZEBUATEA DRAC, FHETE DRAC B HHRIKEERINEE. EFEAZIFMRERE (X
BEFHER) 2] IDRAC Web RERT, RISEEIESIE1E DRAC. EERSNERREMN, EHERFFIHFLIEME IDRAC.
PSR

4 BRETRIE B % 218K

LEBREEIER

HERSEIED

ITHRBEEXEZIER

THEENX SSLIFBERIFH

HHIBR E E X SSLIEPBERIEH

* ATHNER R IER

CSR 21 SSL AR 2B HGERIAEN# (CA) X BRIBFIER. SSL RESF[IEBAFRSBHEHEERSHZNG D, H
5RE#BMAMBLIE.
CA 7f£I4 8 CSR FE % MIEIE CSR FEESMER. MRHFIBFEBATTE CANREIRE, CASAXBHFEXZH SSL RS HE
H, LHEIFEANRSEEES Management Station EE{THINSTRSEL SSL ZEIERT, ZIEP AT HEE—HFRITEIE AR SR
CA it CSR #H4% SSL BRES22IEB G, ZIEB A EEZE| iDRAC, AT 4% CSR ({747 DRAC Bl L) HEEXME SSL
RESFIEPPEESHNEERE, ENZER AR IDRAC 813 A CSR £ /.
xR

SSL RS EiEH

£/ Web R E4 R CSR
4 m#R CSR:

89



Ei = ®1#iCSR B BEEHPEEEATLIETE CSR #18. CSR hH{ESWAILE SSL RS B[BIEEPHESR. &
M|, IDRAC FEIERIZIER .

1. 7£ DRAC Web REH, ¥ ZE#IE — iDRAC XE — F4E — SSL, EFER—NMNEPERIEK (CSR), RAERET—
#.
1% 27~ Generate a New Certificate Signing Request (4 F{—MEIFPEZiIER) THE.
2. MIANEA CSRBMME.
BEESEER, 1E5SF IDRAC Online Help (IDRAC BXHLESEN)
3. B Generate ((ERX)
BRI 4E AR TR CSR. I HRERIEIRY.
{8 RACADM 4 i CSR
EfF A RACADM 4% CSR, 1B{EF set e84 UK IDRAC.Security A RYXTSR, SAE{EH sslesrgen 4K CSR.

BXEZELR, 15217 dell.com/idracmanuals 12 #) iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM 4 V?TEE%%?EFD °

AR5 RIEH

4/ CSR 2 /g, mAIEEZZR SSL IRFZRIEH L& Z iDRAC Elff. WA5ES DRAC A 8ENAIEH. iDRAC {NiEs
X509, Base 64 #wEZHY Web PRFEEFEP . SHA-2 IEBBZ .

/\ Mz EigHiE, iDRAC E/LAHMTRATA.

P 3
SSL BR&EERIEH

£ F Web M L PR =5iEH

L& SSL RS ERIE -

1. 7£ DRAC Web REH, ¥ ZE#IE — iDRAC &E — F4E — SSL, &F LHEREFIEE, RERLET—5.
18 &7~ Certificate Upload (GFH %) TimE.

2. i File Path (3C#B&%2) T, i Browse GHl¥E) 3i%#% Management Station _EAYIEH .

3. BEHRA.
SSL AR B ERIEH = £ E] iIDRAC.

4. BErR—F£BHHR, RREIAER DRAC SEMEHIT. IRIBEESREER iIDRAC Sifi/EER iDRAC.
iDRAC 1%%3&#&“%@&&4%0 Ei%HAE], DRAC ZEJLA AT

E4 i »/AER iDRAC A RERAFES . # iDRAC EiRZAT, HHIEBHRIERIRES.

£ RACADM _L#i iR &588iEH
E F# SSL RS ESIER, 15(F M sslcertupload 5% . BXE%ER, 1527 dell.com/idracmanuals _H1Z 8 RACADM
Command Line Reference Guide for iDRAC (i& FF iDRAC Y RACADM ﬁ%fv\h?‘%%?arﬁ)

MREESTAFER DRAC JMBEM T CSR, MIYSIES _EH ZI iDRAC:

1. % CSR ZFEZENIAMMR CA. CAIEHEE CSR. CSRETABHIES.
2. fEFIEE racadm sslkeyupload #p4 EEFA$H.
3. fEFIZ?E racadm sslcertupload A3 IS EERIEE LR IDRAC.
FEIERIE S EHE] DRAC. BEBTR—FKIEHE, EXREER IDRAC.
4. 3BT racadm racreset A< Ei& IDRAC.
iDRAC B ERHNAFIES. ZigHAE, DRAC E/LSMATRATH.

Eq £ LER iDRAC FBERRAFTEH.  iDRAC ERZHI, HAIEBHAREIIRES.
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BT AEE LYEI7E IDRAC hEFRY SSL ARFZEFIEH -
X HEE
SSL AR EHIE P

£/ Web 7 H & & kS 2HEDH

7£ iDRAC Web REH, #ZE#EIT — iDRAC EE — Mg — SSL. SSL THEEASENEINSE R Y BT{ERE SSL RS FBIER.

£ RACADM &= EREZZIEH
EAFE SSL RFEIER, 1EEM sslcertview 44,

BXESER, 1557 dell.com/idracmanuals 12 H1 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @i &1TRESEER)

EHBEEXZEZIESH
ERTIN L3R N BIEB LS E SSLIEH. SHA2 IEHtF %5,
2/ Web i _E3 B E X EFRIEH

ZE{FH iDRAC Web R E LEHBEEXFERIEP:

1. % ZE Overview (#(¥8) — iDRAC Settings (iDRAC i¥&) — Network ([#%) — SSL.
eI 27/~ SSL TE-.

2. £ Custom SSL Certificate Signing Certificate (BE X SSLIEBEZIEF) T, i%#F Upload Custom SSL Certificate
Signing Certificate ( E3BEE X SSLIEREZIEH) HEE Next (T—) .
Itk A$4% & 7~ Upload Custom SSL Certificate Signing Certificate (_F#iEE X SSLIFBZERIFHE) M.

3. Hi Browse GXY¥T) FHiEFEBEN SSLIEPBEZIERTH-
REXFFFENPMBRRAE #12 (PKCS #12) BIEB.

4. MRPIEPZHRLIRIP, 157 PKCS#12 Password (PKCS#12 BH3) FEXFHINEL.,

5. BHMA.
IEBH W EEE IDRAC,

6. WRBEr—F£HUHER, RREIZAER DRAC KEFBMIT. IREEZELTEY iDRAC HFE/FE iDRAC.
Ei% DRAC Zfa, BSMNAFNE+S. =ikEAE, DRAC /LN A,

Ey i 2AER iDRAC A RER AHTES . £ iDRAC B AT, BIAIEBHHREERRE.

£/ RACADM Lt#H B EX SSLiEEERIEH
E{FH RACADM LE#HBEENX SSLIEBZERIEH, 1H{F M sslcertupload %54, SAG{F M racreset 454 L E % iDRAC.

BXEZELR, 15S1E www.dell.com/idracmanuals 12 t# iDRAC RACADM Command Line Reference Guide (iDRAC
RACADM @i &1T&%E158)

THEEX SSLIFEERIEH
SEFTAE R IDRAC Web SES: RACADM THiE X E&IEH.

THEENERIES
Z($F iDRAC Web RE THEENZEBIES:

1. % ZE Overview (#£¥) — IiDRAC Settings (iDRAC i%#&) — Network (f#&) — SSL.
LRI 7~ SSL T H »

2. £ Custom SSL Certificate Signing Certificate (EE X SSLIEBEZIEH) T, #%#¥ Download Custom SSL Certificate

Signing Certificate (T HEX SSLIEBHEZIEH) FHEBE Next (T—%) .
& RR—FBEHR, BRAULUEAEXEZIERRFRIMEMLE.



£/ RACADM T#HHEX SSLiFEERIEH
ETHBEN SSLIEBEERZIEP, 1EFEH sslcertdownload Fa4. BXE%EE, 1521 dell.com/idracmanuals 1249
iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TRESEEME) -

M EENX SSLIFBE &S
AT LU B iDRAC Web BHE 3, RACADM MR E I E ENZE &I,

{52/ iDRAC Web F EIMilBR B E X & R iIE+

Z{E M iDRAC Web FEMIFREE X ERIEH:

1. %% Z Overview (%) — iDRAC Settings (iDRAC &) — Network (F%&) — SSL.
LEEHE B/ SSL TUH

2. £ Custom SSL Certificate Signing Certificate (BE X SSLIEBERZIEH) T, #%#¥F Delete Custom SSL Certificate
Signing Certificate (MFRBE X SSLIEBHEZIEH) HEE Next (T—5) .

3. RBLER—FBHER, RREIEER DRAC HEHBNIT. RIFEFELEHER IDRAC HFHEER IDRAC.
ERIDRAC 2fa, BaEmftBERIES.

£/ RACADM MiER B E X SSLEBEZIEH
EfpR{ER RACADM BENX SSLIEBZERIEH, EH{FEM sslcertdelete Fa4, AEFEM racreset i8S EE iIDRAC,

BXEZEE, 1527 www.dell.com/idracmanuals 12 H1 iDRAC RACADM Command Line Reference Guide (iDRAC
RACADM & &1T&E1ERE) -

£ RACADM it & % iDRAC

BRI UER RACADM ELE A BB MM — 1% iDRAC. HEFERAHEA ID Fxt% ID TiflFFE DRAC BF, RACADM &M
RENESLBIEXH. BXHESAHA DRAC AT#HITHNERIMNEE.

% i
s BENHESERTFEERSENEE, XEEEETRNX A TiHTHE,
POHELENHEESM—R DRAC 58, fAlangsss P thit, BATUEKILIEEARRB ARG THES AR E A4 iDRAC,

BT LUE BT RACADM (F R RS EXHE E S DRAC. RZEE XML XHESEHRERFR. BAUERALLXHESNE
¥R&EGRM A BIOS, iDRAC, RAID #I NIC ELE. BXE%IER, 1557 del.com/support/manuals 3} Dell # AR FuL R
B9 XML Configuration Workflow (XML EZETER) HEH.

EERAEEXHEES 1 IDRAC:
1. FERAUATHSEAESMERENRBIR DRAC:

racadm get -f <file name>.xml -t xml
Z e K IDRAC BL B H 4 RRELE SCiH.
E4 % M get -f 1§ DRAC EEREZEXHREXMFNIETE RACADM REHFE X,
K & ERREEXHTaE A EE.
get W& E/RE (BEFABRMMESIEE) PHMEREREFHE RPN EERER.
2. ERAXAKRmESFRENEEH (MRER .

Ey i @EREECARBEMEILT. RACADM XRAEFER ASCI XA, EMEALRERLTINS
HreR - FI BE45ER RACADM 4B EE

3. 7EE¥RIDRAC LERAUTHSEMLE:

racadm set -f <file name>.xml -t xml

BRSBERMEE|E M DRAC. ERILAER set v SF A PMEWLEKIRES Server Administrator [&25.
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4. FHAUTHESEIRBEIRIDRAC: racadm racreset

f13F iDRAC BRE {4

BCE AL

B,
M racadm get -f <file name>.xml -t xml #@9%3KEL.
M racadm get -f <file name>.xml -t xml @SR, AREHE.

BX get S HER, 15217 dell.com/idracmanuals _£#Y iIDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM @2 {THESEIERE) -

HESHEE XE U AGRAMN R ZIMRES BN B FESEMIEEAN .. BENE$ERFFERT ‘%ﬁiﬂ%%ia%, —NEE R
o, SR HLUHTIEIE, HERAEHIR. IRXEHEHIR, WBEAGSASEME DRAC, BUTUEIEFEE
=R, REFERAXHEE DRAC.

A ihiy: (M racresetcfg SIS HIREM iDRAC NIC REEIRABRINKE, HBREIEHARAMBAARGE. HRAAT
AR, TE¥HMAEEERARINEE.

BRIGEIIEREN RS LR iDRAC BLERE

&R A i 1a] AR IS AR #h RACADM 5 iDRAC IR B /A RIEFE DRAC L BIRE . BR, BAUEEXLAEBRE. B
ﬁ—é
1. 7£ DRAC Web REH, ¥ ZE#IE — iDRAC IKE — ML — IR
2. EEFEUTHRZz—HHAE:
Disable the iDRAC Local Configuration using iDRAC Settings ({8 iDRAC & E#:H iDRAC AHEIE) — 7£ iDRAC i%&
EQNREFPERIFOLMESRRERE.
+ Disable the iDRAC Local Configuration using RACADM ({f#F RACADM %t iDRAC AMIFCE) — 7EZA it RACADM =
ZRIFEOLMERRERE .

3. BEHRA.
% - nRiEICZA, BIsEER Server Administrator = IPMITool #1517 iDRAC Bt E. {BE, ZAILUEA LAN
IPMI,
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BRI B E DRAC MZERFMNEBITIRAMEM . BHEMEGEEEN. ERESBEITRA, BiFRE. MERSUREEMA
IEAPSIE. STFIIRRSEE, BEALIEER FlexAddress 52

B
EESZERGBITRAMEN

BB RGNS S A

/xS *H o
FRE AR AN IS R 4% 1%

BESEMFNAN FC HBA &%
#E FlexAddress REFHFEE
BETHLIE IDRAC £1F

EERERABITRATREMY

TS5 IDRAC Web RHEE], BEREHERNEJUEEZERZHEITIRAFM DRAC WERER, FRERITHE, HmF
BETETR, URRERBENES QITHSAH. EB. EEHE. EHMAMELREMS. THFAHRER LED UREER
iDRAC %)

BihORGHERR, BEEHE - BSSE - Bl - BE. MESERREHERR. AXESER, 1SR DRAC
Online Help (iDRAC BE#LEEEN)

EERATLUER DRAC B AREFEEEARAZHEREE. EXLINX—4, 157 DRAC HEABIEF T E System
Summary (RZHE) . [EE£ 27~ iDRAC Settings System Summary (iDRAC RERZHE) mE. EXESER, 52
iDRAC Settings Utility Online Help (iDRAC &2 2\ FIT2FFBAAE5E0) .

EERGRIFEEMH

AN EEE LA EHE AR LR ENFHEMBEGHASNEER. ERITIIRME, 157 DRAC Web RHEDHEHN - BESE - B
M - REREEM. GXAERHNBEMEMNESR, 15S18 IDRAC Online Help (iDRAC BXHLESEN)

BHEREMBIETERERGPUATTRHERHNES:

iDRAC
* RAID #=HI88
+ Hith
+ CPU
+ DIMM
+ HDD
iR
MgZEOF (ERXAMEIRAR)
[E 7 S
SD +
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H4{518 HBA
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NVMe PCle SSD & #&
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BIOS

Lifecycle Controller
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BIERGRINIZFE
32 [LiSHRIEF
A% CPLD
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it

YIFRRERE

==

NIC

FeiEIE

HIR

HHE

PCle SSD

K E SHHRRERRERAHNERENERE 4 075, flM, WREHEAZ FLVDL06, MEHZFRERSRR
DLO6.

4 E: 7 Dell PowerEdge FX2/FX2s Fg %58 L, iDRAC GUI A7) CMC A& & LES CMC GUI i RRIIRATR
E. &, NARE—REZA.

LI E R AR LA S FhE AR AR, iﬁﬁ%ﬁ%ﬁl#ﬁ?fﬁ%ﬁ%l%ﬁ%ﬁ%%ﬁiﬁ/ﬁﬂﬂ (CSIOR) IR AFE EH 5| FATUER
R gtlAEM. JLoWE, BR ORAC, RARSMERGHBEFMNEEEFAES. FEURETEKAS WA ETH, B
RS2 L RRAIREHTE -

K 3E: CSIOR EERIANBEATERA.
K & BITREBRERZN, ERMERENHRMNEEEXMEFEHTRETETRERRERREMS.
B Export () TSEHEREMAXML BRAEEHFRGFEIEEMNE.

ERERRER

TR A TN ZER GRS TR :

Hith - 2 X F RS CMOS F1E#F % RAID (ROMB) LHEBHIER.

7 i RAYRZEAEAGSHMA ROMB B, 7Zfif ROMB HitigE A7 H.

RE ((NEATNERFERRSRE) - BRXTRENBENER, BENBRLAMNERXEREMSENNXEYIR,
CPU — {5 RZE R %+ CPU E'JJ:ﬁHc/Rqu:* ERSREAIEEE B AT TN ERE.

RE - ERZEREDEENITIEBRAEFEER (DIMM) BEITIRAFIIRES .

B - BEEXIENER.

HBiFEE (LERTFMERMERRSSE) - BEEHEXTERELSMEREETERESHERE.

|7 I MRARGEPRE—NMHEFEE, NSFHEFZSFTRIEEN Disabled (BEEM) .

ARENNENE - 12X T HEB SD #5k (vFlash FAIREEX SD #&3k (IDSDM)) HIEE.
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WMRBH IDSDM &, M4 ERET IDSDM EREIRZAS — IDSDM TARIKZS. IDSDM SD1, IDSDM SD2. ZRTRE
B, {X&E7x IDSDM SD1,

MRY ARG DRAC Eik/a, IDSDM ARV TERAIRT, IDSDM SD1 ER RS EBATEFT S ER.
WRBAT IDSDM L& FH B IDSDM 2 F &A™ SD &, M— SD RHRKESEEIN, MBE —NFHREE2ERI. RE
IDSDM A SD R Z BT AU EERLEEHSS. TE&MRER, IDSDM FHFEA SD FHIRSER 2B,
EEERIELUIRE IDSDM HEEA SD Rz BRI TTR MR, BT IDSDM RSB XH, BEtASE R IDSDM RS,

K i RN R L7 IDSDM ERIE(ERARE SIS, iDRAC AL E R IDSDM 52, EfREHE, HERE
# IDSDM T E Eif iDRAC.

7 3¥: 7£ Dell £ 13 /X PowerEdge %88 L, BEFAHITIDSDM EEREH A RGEEESERT2EN. BT
LI E Lifecycle Controller HE, UEEERRIEMIRTS. £ Dell 55 12 X PowerEdge FR%E87+, FEHMITEER
ERRGSEL.

7€ IDSDM #&theh, BEEBERIPHINIFA SD FHARSGEMHHRE (SEL) A28, BRIEFERASHRFH SD o Hl#HT

BHRmEHEER.

BE — REXTRGRAQERENHSEENES (LERTHRARSHR) . BEFRNFRRTRVUFHREREEMR
HESMTERERN.
BE - i8R G E N LB EERSRARSTNEE

TR T BXEH iDRAC Web FREF RACADM EELZHFEEMNER. BXRE Web FEALERHWBEMNER, 5EH
IDRAC B 258,

Q i BT ENERRS L E TR ERSRAEIE.
. 14: £ Web F E#1 RACADM HI{EREERER

EEEREER R Web RHE £ RACADM

it

BT — W — Bt 1 /A getsensorinfo 454>,
STEREE, BErALUER
System.Power.Supply 434 #0 get F
A

T o
BXESER, 1E27 dell.com/
idracmanuals 12 1i#9 iDRAC RACADM
Command Line Interface Reference Guide
(iDRAC RACADM %4 1TARES 215

&) -
RS B — B — KU
CPU Wi — B — CPU
R B - B - RE
(EIN B — BRFEER - BA
HRIEE B — B - BiRRE
ABBRINENR B — M - ARRIAFEN R
RE B — BR%EER — BiR/Hk - BE

B — BR%B 2R — RIR/EHR - BE

il CPU. 750 10 &SRBV M sEIE R

£ Dell 88 13 41X Dell PowerEdge ARZ28 4, Intel ME ZFEFITEFIAZE (CUPS) ThgE. CUPS IhEefRHEseRTIEN CPU, AIFEFD
170 FIARURRENRGRF FRIEFR. Intel ME 2FH#450 (O0B) MMM BER S CPU BiR. Intel ME BE—1MRE
CUPS f5RESS, B THHE. AEHM 170 EEF B EMEIEHR CUPS 18R, IDRAC MMtk CUPS I8 TREKRRGEF AZE, [
BHE M CPU. ITEF 170 BYBRATHI A RE4R.

K, i WThAEZE PowerEdge R930 Fi %3k LR F 3 H.
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CPU Mt AR B EZ AMZIREN T3] (RMC). EifiskBXL RMC BEEE, AIRBASZHRFEFARER. KB RMC B9%
BEIHREERLR, LNEFERUENNEBENHIM DRAC MBNEMASGREMNRTFAE, AmBIHIEERE
RMEIRE.
Intel {2 IR MM RESHAMRSMEN N REREMIERS, Eit, FEEAOMERERTIRTEMBERS, BERLES
EIUMCHBRB SN EMEN L2t
ERTMESY, RSHFLONEEZTIFFNERRS.
M RGEFIAERSHEE:
CPU FIF® — 5k 8 RMC K& CPU AREIEILE, PURMAZTAERZNRITF AR, FHARETLTEM
IEFTRSHIRE]. BRI E— RMC # 7K.

REFIAE —RVC FINEENAFRERAFEFIRIMNLAENAFERE. KAXL RVMC BHEIRIELE, WNSERE
MRGERENGFBEENZRITATERE. IR—MAGFHHERNNESE, MARAEFEFME. DRAC BHWILE—
R, ELEFRESHEMRIERZTR (Flin, Linux 1) top) ERIAEFFARERF, tLATETHE. DRAC BRHIARF
HRAMARAMRTIEGHETIANFEERE.

170 FIH % — 7£ PCl Express Root Complex & MRimABF— RMC, LUNEIRE T3 EBEIRm O R ER DA PCl
Express iiE. REXL RMC HEIEIFLE, BTNERETHRFEBSHIE PCl Express 7K PCl BRAE. X2—xt
A% /0 HRFMAERNNESE.

R54% CUPS Eix — T EAIBUAGRFHNME X ABER, WIS CPU. WM I/0 #58k1HHE CUPS f&#x.
PEHFZARERT R LN TERIAIMR. CUPS iR RSB[R LR ERENNEE. MRAG LR CUPS 517
RE, WEZAGZEMEESTEGHNREER. MEZREFEMRR, R%H CUPS IERIFRHIEIR. 1K CUPS BiRsR
TEEREHTELRE, RE[AULURGGHITERR, HARS[ATERRINERSURLIFE. RiE, TUAERENHEF
DR A TARGAEEEN, LURMEREF O TERHSRANMEFNE, NMigHaiSHiEF ORRT R,

E4 i CPU. A%H I/0 FIARERSSWLE—R. Hit, MREXLIEFENEFARMNIEE, ENTERSEDH. BN
RRLEGEEN, MEREFIME.

INREBNFI BRI R EH A RBEHEEH, MEER IPMI. SEL #1 SNMP (&6, EREEHRERIARZEA. EF
PUE AFRE IPMIEOFITEA.

Fr BB BREL4E :

BRI REBRRT P R B RAUR .
WEESHEMERALIEENENEERR.
FRARA A R ITFRIIERZ IR RS HiE.

£H Web AE LM CPU. ATFEH 10 #RIRAIIERESEFR

EISM CPU. AITEH 1/0 HRERAY 4 AEFERR, 1BTE IDRAC Web RE 4 ZE Overview (%) — Hardware (FEff) . Hardware
Overview (FBEEESR) TEBERUTAS:

BHERY - BERENEETEEAGHNE TR,
RYMRES S - EEFAMEFRER CPU. AER I/0 FI A RIEFM ARG L CUPS $5HRAY AL B R E5iEH .
REMREREHIE S :

- B CPU. AE. 10 FIAERMASEK CUPS IEFRHGIT IR, MRENRFEEXFARE, NERBERKT 0% B9%

FERRE .

- 1&@2&5&%&"1’5@%&%@@%‘]%$o % Reset Historical Peak (EiRFAEIEE) . ZwMAH “BE” NRAEE
WIEME.

MREIRRRAR S :

- BRRSMEENEH
- ERSIEEEEHENAERE. SoMEARSF[EEDIRA EREILEHIE.

& E:keTE R R ERBRTERR ST I5HE R8T . FfE Dell PowerEdge £ 12 R L Dell PowerEdge 5 13 X
A4 R R System Performance (FR%itt&E) . System Performance Historical Data (RZi4aEH EidFHE)
Performance Metrics (tEEEIERR) B4 -

BXMETHEMNESR, 15585 DRAC Online Help (iDRAC BEHLESEND)
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{£F RACADM Y5 CPU, AI7EFN 10 #ERAI M EIEFR

{&£ F SystemPerfStatistics F#4 M CPU. KITEF 170 #EREY M BEIEFR. BEXEZER, 15517 dell.com/idracmanuals -
R A IDRAC RACADM Command Line Reference Guide (IDRAC RACADM #4175 £45/) .

RERGHHEZSHEMN

S SR EIEFE AN SRA NIRRT LN RS . TS SHAURGATUEREEMETEEE GRESIX
M3 °F (45°C) W ET1E.

K & REBSHAMSHEEARFIAENBZSHEE. BRMAXNESSTAERFERES, HSHRGNERSH
FMEELR Dell LURINE S IFMAES .

RERANFHESHAMY:

1. 7E£iDRAC Web REH, #Z#EK — RSEE - HIF/EHR - BE.
MRS ER BRETE.
2. TEWMTEHY, ZBIETRSREEEEHNEESTAM.

EEHLREHE

FEALUENRAGEAT EENZ T SIEEHENMREE FTEITREINE S . RERAQREERFZHER—K
RHEI DTS, KUMRE . RELT R, EXITHERNEFGNERE. RERAGER, —BUEHETHE. &7
ABRERFNTF i X EF R NIR R

K & GEETURETRAAHSESSHAMNARNAQBEHLILR. B, MERNSESHXNRERGIMEES
SETHHSSIFNRE . FERFIA 42°C, FEESHIIRGIXN 47°C, XL&/ES 40°C F1 45°C HIFTEFE= SIRFIE
MR, FEA 2°C MR RIERY.

BRIEANSHYESREXBENEERESER:
BEE — G RGERITEEARSEESHE (42°0) FIME T BITHHEERE. £ 12 NARER, RG] UEIZE
10% BEENEE ST TET.
FEEELH — O RGERITEEEREFESHE (47°C) NME T TITRFERE. &£ 12 MBMEEN, RETUEIX
B8] 1% MSEEIRESEES T NETT, BT eiFEEHTHIEERE.
WENERUBRR AR RR, IRER 10% #1 1% B, REEENT XK Z AERTICREE BEE.
MRARENTIBITIB RGHEAAT IHNESEERNEMNTEERNET, WeEmES. MRTIEERBITEEMNIBITH
8, KFESLH (> 8%) HEERA (> 08%), MSHEEGEAHBEDICEEG, HERMERE SNMP (&M, XEEFZ:
LBEFEE 2 ANBA, BEATESBENSFEEATRET 8% BT, BE/REEEH.
LBEEE 2 ANBA, BEATESBENFEREATHRET 10% i, BERmEEH.
HiEEE R MNER, BEXTEERENFERERTHET 08% it, BERESSEH.
LEETERANMAAN, BEXTEEHENFEREATHSET 1% 8, BERFESEH.

ERTIEE DRAC LUERMIMES. BXE2EE, B0 BERENEHNS.
{£ 3 iDRAC Web A EEFFASLEERIE

EEMLIRERIRE:

1. 7£ DRAC Web FEYF, ¥ZEHIRK — IRFEHE - BiR/AAR - BE.
MBS B 7R REETTH

2. FERRGINREREHENS, HPRHTEEA—X, BX 0 XMEE—FHEHIEE (FHEMIEE NERE
No
BEESEE, 155 IDRAC Online Help (IDRAC BEHLESEN) .
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B i ZEH1T IDRAC B ESs iDRAC EigX B, RUREKRTHFLERERRS.
{£F RACADM &=EH LB EHIE

EFH RACADM EEHELHIE, 1B inlettemphistory @54,
BXE%ER, 1557 dell.com/idracmanuals 1Z2{## iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4
S1TB8EER)

REANDEEHESHE

ERAILUE RGN DR EERBN R/ NRAESHNE. MRPITERARAENRE, EEREFIEARANE. BoM
8E “BRERFR” MRAEREANDREMERB[NESHE.
£/ Web AEEEN NREEEHE
ERENDREEEEE, FPITUUTRE:
1. 7E£iDRAC Web RS, ¥ EHN — R5HE - BIF/HAR - BE.
FEEN< B/n REETIE .

2. EREFNFHS T, NTREWADERE, WRRESEREARVANEEHENSNRXE. MRUFREBRA
B, Za¥ExtEHEREREE. K00, WRGANEREE, KERBREE.

3. BENA.
EEEE.
K i MRARENEXASRRER LILRBEERD, FEAERREHGHEESREE. B EE X RENE
HHETETEXBHFHSSHENESHEE.

ERFHNBRERG LTRARMSERED

ERUEEFHRERZG LR EMEZONES, Gl Ec2AREEEE 1P k. iDRAC BRESEHIFILE SR %
iDRAC. #2{EZE% IP S 2835 IPv4 0 IPv6 Hitit, MAC Hiflt, FRIBBESAIEKE . WEIEZH FQDD, MEEOR
Ry MEEORE, MEEORES, MEEOLXR (LKW, BEE. IREE)  MxHbit, DNS fRSSsstbhbFn DHCP fR$588
k.

K E Ik ThAERE IDRAC Express 1 Enterprise i AJiFi2 it
ETERERGESD, ERRBERZUTEKR:

RAE “Bx" BHR.
iDRAC Service Module B ENBRIER G L REHIEEEIT.
BEME — RE8 - MEERTEFER “BRERSERE” &EI.

iDRAC FI R EHIRMERZ LEECEMEFAIEOR IPv4 0 IPv6 Hblik.
BRI IPv4 3% IPv6 DHCP BRESs it R—E S Bix, XEUAFEHIRIER G o040 DHCP ARS8 .

£/ Web AEEFEHIRERZ LT AN ED

EER Web FAEFENHRMERG LT ANMEED, FHITUTHRE:

1. %% Overview (#5X) — Host OS (EHUIRIERZ) — Network Interfaces (R&#EM) .
REEOTTES ERENBRERE LA TAMMERED.

2. EEFESMEEEXBENMNEZEONTIR, HAREILE FQDD Th RS FEEMEESHRENA.
BEEVRERGENMEEDO BN FERRERSEHN P FEER.

3. Mi%#& FQDD ¥, HEMLGIEZRITEE.

R IR RTINS B < 7E Hardware ) — Network Devices (RI4%i&#%) 4y, EAIUEHBPEFEZiEE. GXE
HHER, BSIR IDRAC BHZ5E).
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4. BFE FER, UEFESEMREE.
[El#E, &AM Hardware (FfF) — Network Devices (4%i&#%) T1H hEESMEZIR & XBFENENIRIERGHIME
#OEE. #8 View Host OS Network Interfaces (ZXEEHIRERZMEIED) .

4 i%: %F IDRAC Service Module v2.3.0 Sk E =i A i) ESXi EHUIRIERSE, Additional Details (FMIFZR{ER) 5
F Y Description (3Hid) FIRAUTHRARR:

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-name>

£ RACADM EE T HEER S AT ANMEED

£ gethostnetworkinterfaces # < LA RACADM EEFHIRERZ LATAIMNEIEOD. BXEZEE, 1HEH dell.com/
idracmanuals 12 {#) iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175 £48R) -

#¥E FlexAddress KRB R ERE

ETIARPRSEEEH, FlexAddress RIFABNZERS IR ERFERAKA . HlFESEHEEKZTRA MAC it (WWN/MAC).
BRI EEENMNRENBRARUKMAFAEREFRHEONUATER:

FEER LA
FLFEL,
ARZ_/ 2B, ML ECHISIZIZ D ECEY MAC Htbdik.

ZE#FE iDRAC |y FlexAddress {58, 157 Chassis Management Controller (CMC) B & 3 /2 A FlexAddress Thik. BXxE %
=2, 1527 dell.com/support/manuals 320 Dell Chassis Management Controller User Guide (Dell Chassis Management

Controller I P¥6R) - ARBAEZEH FlexAddress iR &, MR BEIEH EHEMUNRSIBFSLLL.
% I ERGAHEBIEABRERGENER, SMNOMEAEERLAREFHETHREF.

FlexAddress ThEE S F FHLFE P ECAY MAC Holit F#ePR 5257 LAY MAC Hilit, HFES5T71F LOM. RE+RH 1/0 #R—iE A
iDRAC SLjifi. IDRAC FlexAddress ThAEZ# AHLFA T AY iDRAC {REBIHIEYSERI MAC Hbtlk. #FEHECAY MAC HilitF %7 CMC
Sk EFMEES, FH A% IDRAC 5|15 Eh s N2 B A CMC FlexAddress B, 1¥1% MAC #ifit % 3% %) iDRAC.

R CMC BRANFESERY MAC Hilit, iDRAC £ R /< FFI{E{aTIE i) MAC Hbiit:

Overview (#£55) — Server (fR%8%) — Properties ([B1%) Details (i¥4H45/2) — iDRAC Information (iDRAC {&
2) .

Overview (#£%%) — Server (FR%2%) — Properties (Btf) WWN/MAC.

Overview (#i¥%) — iDRAC Settings (iDRAC i¥&) — Properties (JB1£) iDRAC Information (iDRAC {§2) — Current
Network Settings (ZHRTRIZIEE)

Overview (i) — iDRAC Settings (iDRAC i¥&) — Network (F4%) — Network Settings (FI45%E) -

A Mity: 2 FlexAddress /5, ISR MARSE ST MAC HbHIHRBIH 5 EA MAC Helitsk 485K, iDRAC IP ibikth2
T,

BrEE & 1F iDRAC £1F
BRI A E LY FIE RS iDRAC A PEUKRLRIERRSIE.

£ Web F £ LE iDRAC &1&

REEEMIRMA LIS EE “BLE IDRAC” PRABEER IDRAC Web RE LR IE IDRAC £1F.
EHEML I DRAC £1F:

1. £ iDRAC Web R+, #ZE#fK — iIDRACIRE — 1%,
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MEISIERESERSE D, APA, PHURSERE, SXXEEMNESZIER, 1E21H IDRAC Online Help
(iDRAC BX#EEEN) »

2. E&RIFS1E, 7 Terminate (#81F) 3T, BEHEERIEINGEEER.
{£F RACADM £ 1 iDRAC 1%

G EBEERMIRA 8 RACADM £ 1E iDRAC £1E.
EEEYURAPSIE, 1BEH getssninfo %%,
EERIEBAP&1E, 15# M closessn %

BHXEZEER, 15357 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRES X5
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% E iDRAC #1=

ALUER TFER 2 —5 iDRAC &1

* iDRAC Web R H

5/ DB9 HB4 (RAC 173k IPMI B1T) HHTHRITEE - (UERTHEAIRSRZFIENIRZEE.

IPMI LAN _E&4T
LAN E IPMI
12 RACADM
s RACADM
2RSS

i & Ef{RAEd RACADM SARSHMSTERLE, HMHIR USB ARBERENERERGHERR. AXER

USB FEEHHER, WSRRERGH RIS .

T FREGE T RN RIS SR

%. 15 BiEEN - HE

BiEER FFEHIHY XHNHS ek
iDRAC Web £ Internet M3 (https) T&ERA Web Server
R R{TiE(S DB B4 HBITHMY RACADM iDRAC B4R R ER 4>
TEO SMCLP RAC £178k IPMI £1TERZ A
IPMI
IPMI LAN E&£E1T HRFTAEEREMY IPMI IPMITool E%% B IPMI LAN
SSH +HEITERH
Telnet
LAN L IPMI HEETAEHERE Y IPMI IPMITool BEZ& % H IPMI & &
2RH
SMCLP SSH SMCLP iDRAC _EHY SSH 5% Telnet B
Telnet BH
72 RACADM https T2 RACADM T2 RACADM BER%HEH
&+ RACADM SSH [E 4 RACADM E# RACADM BREH B
Telnet M.
Z<ith RACADM IPMI <t RACADM A RACADM B &%
TSRS WSMAN WinRM (Windows) WinRM B %2 (Windows) 8%
OpenWSMAN (Linux) OpenWSMAN B2% (Linux)
Redfish M ST . CURL B LREHH. CURL. Python

(Windows #A Linux)

Python &K1 JSON 1R

Rk,

MBEXEZELR, 5287 dell.com/idracmanuals 124t Lifecycle Controller Remote Services User’ s Guide (Lifecycle
Controller Remote Services F F#8F)
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F DB9 i“’ﬁ £ RAC TiEf B2 (81
f$ /A IPMI SOL 5 iDRAC 1&171_1n
£H LAN F IPMI 5 iDRAC &5
B A5k 2 F i 2 RACADM
2R #th RACADM
BEREZEZRS FRY IPMI
H5 | SHAERY BITIEHI AR E Linux
iR SSH MBZEHFE

{£F DB9 HL4%iEd R ITIERES iDRAC HITIE(S

A UE R A TE MRS AR E S BN 2L BN R S R2 BITIEERI TR A ETRES:
RAC &#1T
IPMI 1T - BEEEEERNEA N EIEERLIHIEN

FE:MRETIFRSSEE, NBTERBINAREY. FXESESR, ESH dell.com/support/manuals EIREEHI Chassis
Management Controller User’ s Guide (Chassis Management Controller Fi F3§53)

BRI HRITER, ERITUUTHRE:

1. BLE BIOS LUR A R1TiER

2. J$H1TIEIS DBO AN EIRIL K B TR IEREZ E RRHIMNBRITERES
3. MAREEMINZRHTERUEER TER AT EA—IH HITEE:

Xterm HFEJ Linux Minicom
Hilgraeve &Y HyperTerminal Private Edition (R7s 6.3)

RIEZFERGLTHSISSETHIMNE, BUUREFIERERERIRMERGRESE. XETUTEE: SAC GEAT
Windows) #0 Linux XARKNES GEATF Linux) .
4. £ iDRAC F/EF RAC BITiERD IPMI BITER.
P S
3t B ITEERE BIOS
B A RAC SR1T&EE
B IPMI &{TEEEARNZIRIER

£t EBRITERACE BIOS

3t HBRITIEZEECE BIOS:
& SE: X OUE AT EMER RS E i iDRAC.

TR EFHBHNRS.

% F2,

% % System BIOS Settings (&% BIOS i E) Serial Communication (SE{TiE{E) .

1%3%%| Remote Access device GEFZifjiali%#&) HY External Serial Connector (4MRER{TERER) .
i g & Back (J5IB) . Finish (52F) #1Yes (£) .

¥ Esc #2iR Y System Setup (RZIEE) .

B RAC B{TiEE

1£ BIOS AL & BITIEIRS, 7 iIDRAC /B RAC H$1T

I R R
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K = XOUERTHIRMETMRS A iDRAC.

£/ Web R E /B RAC 1T
B RAC BITEIE:

1. 7 iDRAC Web RS, #ZEH#¥ — iDRACIEE — M — H{T,

MEIS B R&BITIE.
2. 7 RAC Serial (RAC #1T) T, i%{¥ Enabled (BBH) FHicEBMAE.
3. BENA.

RAC BITIRECHEE.

£/ RACADM 5 RAC H{TiERE
ZE(FF RACADM Bl RAC S4Ti%E#E, 1518 set %4 H1 IDRAC.Serial A HIXT & -

B R IPMI SBTEREAR L RN

E /5 M BIOS | iDRAC By IPMI &1TEEH, B TEEERAY DRAC FELE IPMI BT
Q SE: X PUE A TFHLAEMER RS S5 A iDRAC.

IPMI AR — ZHFEFIFLRNZ#HEED, flakE Baseboard Management Utility (BMU) M58 IPMI shell (ipmish). 45l
m, Ei@" IPMIEAERER pmish ITENRSEEGHZE, HBRITUTHS:

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get

IPMI %ﬁ%ﬁiﬁ—iﬁ»&%ﬁé&mﬂid’] ASCI #4. IIER TIFERHNHS] ASCI ZHFEBANEGREEENGS (BIFR
RiEED R IPMI 4. ERFETERT SSH 3¢ Telnet &R iDRAC BRI EERIER S S| BIRF L= BIOS.
1k g
$XFBITIEZEACE BIOS
IPMI S {TRIBER M INEE

£ Web A H B RITEE
IR RAC &TEOMEBA IPMI #1730,

BE IPM £1TIEE:

1. 7£ IDRAC Web R H, % ZEHI — iDRACIRE — MK — H1T,

2. #EIPMIETT, IEEZBEMHNE. BXEEMNES, 1HEIR IDRAC Online Help (iDRAC BERLEERN)
3. BEHRNA.

£/ RACADM /5 F & 1T IPMI #5X

ERE IPMI&ER, E2H RAC £17#EO, REBA IPMI#ER.,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — &uRtERK
n=1— EEK

£ RACADM g F 81Ti%3E IPMI S{TiRE

1. FAUT&HSE IPMI SITEEERE R AENIIRE .
racadm set iDRAC.Serial.Enable 0

2. ERAGSRE IPMI BITREFER.
racadm set iDRAC.IPMISerial.BaudRate <baud rate>

Y |5V (B{: bps)

<baud rate> 9600, 19200, 38400, 57600 FA 115200,

3. FRA®SER IPMI SITEERITE .

racadm set iDRAC.IPMISerial.FlowContro 1
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4. FRAGSEE IPM BITERIERNMURER.
racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

BH e E]
<level>=2 AR
<level>=3 BIER
<level>=4 EER

5. FAREBIT MUX (SMEBEBITIEIERR) 7E BIOS R BIFEF  IEMIRE AR a)i& & st B ITEEE E BIOS.
AHRAXEBHMIEMRER, FSR IPMI 2.0 M35,

IPMI BT IRIRF RN E
ATRME PMI BITRIFGERNNHBEERE.
& Web ZEEE IPMI B1T28i5 18 CH9MIIR &
ERERIGERNLE:
1. 7£ DRAC Web FE ¥, ¥ Z#iIE — IDRAC ¥ E — Mk — H1T
FEENS & 7% Serial (HB4T) TUME.
2. BHIPMI &1T.
3. 23 Terminal Mode Settings (RiIFERIGE)
FEEI< 2 7R Terminal Mode Settings (iR R) TTE.
4. IBETE:
Line Editing ({T4w%8)
* Delete control (HlRg#z)
=] A
Handshaking Control ({E3F4=%1)
New Line Sequence (Ff{TRF%I)
Input new line sequences (MINEFITFEFI)
BARZIRMAER, BS1% IDRAC Online Help (iDRAC BEHLEEEH) .
5. BEHRA.
ARintEN G ERE BT .
6. HWREIT MUX (SMEBEBITIEIESS) £ BIOS R BREFFIEMRINE NIZTEHE% &L BITIEEE E BIOS.
&/ RACADM & IPMI & 1T858 zCHOMT g B
EfRBARIRERIEE, B1EMA set 454 idrac.ipmiserial A AT & .
BXELER, 5457 dell.com/idracmanuals Hi2{#tAY iIDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM #s&{TRESEER) .

{£F DB9 HH45AT1E RAC BT BITIEHI & Z HYHE
iDRAC 3x#F Esc 855, 1ZF7IRMERIFENZERFERRSSE LA RAC RITENBES ITITHIE Z 8]k,
M EBTHES & YIHE) RAC 17

EABITIEHRERFYIRE RAC BITRAEBEEER, 151 Esc+Shift, 9.

U EEFFISEBE iDRAC Login IRRFF (MR iDRAC IR E J RAC Serial [RAC &1T] #3) Bk Serial Connection (B{TiE
) B, EIRERATUAXERIESS (4058 DRAC i&E J IPMI Serial Direct Connect Terminal Mode [IPMI S 1T B 15 4R i
ERD .

M RAC HEiTY#E B1TIEHIE

B RAC BITEDOBERNIREIHITEHI AR, 1H#% Esc+Shift, Q.
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FLRIRRNT, ERERTIRARITIEFIGRN, 1FHL Esc+Shift, Q.
ERITIEFIERATE, ZREIZIHRNXAE, HR Esc+Shift, 9.

£ IPMI SOL 5 iDRAC i#{TiB1E
IPMI LAN £ 81T (SOL) A1FiBid iDRAC HE AR EZHINAKMEEMEREERZERFEFETLANITH A BITHIE.
B SoL, &EALA:
mIEFERIERGEM A S BAT.
7 Windows B X2 ETEAR S (EMS) 8 Special Administrator Console (SAC) B}, Linux Shell RiZBTEH R % .
FHERESREPEERSEFBWHEHEHE E BIOS REFERF.
®E SOL @5t
1. BCEBITIEER BIOS,
2. EE DRAC LU#EM SOL.
3. BRI (SSH. Telnet. IPMItool) .
X HEE
$3fBITIEZALE BIOS
BLE IDRAC KAfEF SOL
B R a9l

3T ERITIEEALE BIOS
B ik X(UEMTHMSRM S BH DRAC.

1. FRREMBHES.

2. ®mF2,

3. % ZE System BIOS Settings (%%: BIOS &) — Serial Communication (SB{TEE) -
4. BEUTE:

Serial Communication (Z{Ti#{E) — On With Console Redirection
Serial Port Address (& {TimA#elE) — COM2,
F: R RITHROMUFEPHETRS 2 hiREN coml, BATUERTEEFREERTFE, BT coml i#
TRITEEME.
External serial connector (SMERERTTIEERE) -- Serial device 2 (BT 2)
Failsafe Baud Rate (#IBERIFHEIFER) — 115200
Remote Terminal Type (IZFELRiHZEH!) — VT100/VT220
Redirection After Boot (5| /EEE[E) - Enabled (BF)
5. Hi Back (T—%) , AEHTE Finish (5ER) -
6. B Yes (B) UREEK.
7. % <Esc> 2B System Setup (RZIEE) .

4 ii:BIOS L 25 x 80 iR RZFRHITHIE. ATMA console com2 A& SSH WOLARE N 25x80. X
#, EXEZEHNRERTUERERR.

Eq ‘£ 0RSISHBREFSGRMERGALURHBITEER, M GRUB M Linux, M BIOS 5|SEEEERELHARA.
XA S MR BT OB R LIRS .

Bt & iDRAC LU{ER SOL

BRI LUER Web R, RACADM 5§ iDRAC & & A T2 F3k3EE iDRAC #1H SOL & E .
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{ /1 iDRAC Web FHMACE iDRAC LAERA SOL
BLE IPMI LAN 54T (SOL):
1. 7£ DRAC Web REH, ¥ ZE#IK — iDRAC i&E — M4% — LAN L&1T.
FEENS &7~ Serial Over LAN (LAN E$4T) T1H.
2. BASOL, EE&E, R8T Apply (A -
IPMI SOL X EBIELESER -
3. EREFHNZEMRAEFFET4IXFE, 5% Advanced Settings (SRIEZE) -
REEN4 &7~ Serial Over LAN Advanced Settings (LAN tH{TE&RE) TH.
4. EESBMUMEH2E Apply (KA .
IPMI SOL SR i& BERRL BT XEERBTRA M.
BAEETMESR, 1BESRIDRAC Online Help (iDRAC BX#HLEEE)

{£F RACADM Bt & iDRAC LAfEF SOL
BLE IPMI LAN &84T (SOL):

1. FERASSER IPMILAN £&R1T

racadm set iDRAC.IPMISol.Enable 1

2. (EA®SEH IPMISOL &R RES.
racadm set iDRAC.IPMISol.MinPrivilege <level>

. PR 5
<level>=2 AR
<level>=3 BIER
<level>=4 IR

E4 iE: \PMISOL SRAURRAITHRE T #IE IPMI SOL IR/ MRBR. BRI, ESH IPMI 2.0 H5E.
3. (ER&SEHR IPMISOL KR

racadm set iDRAC.IPMISol.BaudRate <baud rate>

K i EEEELAN EETEE, EHR SOL ENRSZERGHSRT 2.

2% |5 iFHOME (B{i: bps)

<baud_rate> 9600, 19200. 38400, 57600 FA 115200.

4. FRA®SAFIEFPBA SOL.
racadm set iDRAC.Users.<id>.SolEnable 2

2% |35
<id> ME—EIR A~ ID

Ei & EEEELAN LSETEEE, EER SOL RS ZERANRITRTSHE.
JB R Y

T IPMIL SSH #A Telnet.

£/ Web A 8 F S #HH1YL

ZE B H SSH 8§ Telnet, i5%£%] Overview (HEY¥S) — iDRAC Settings (iDRAC i%#E) — Network (M4&) — Services (BR
%) , SRIEJ SSH ¢ Telnet 43 5li%3% Enabled (BH) -

EEH IPMI, &3 — iDRACIZE — Mk, HikiZEA LAN £ IPMI. EHENEBEBHES AT, SERBERESERET
BEESXAEFER.

£ RACADM /5 A Szt
EBH SSH 8 Telnet, iBHFERAUT®HS.
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*  Telnet
racadm set iDRAC.Telnet.Enable 1

SSH
racadm set iDRAC.SSH.Enable 1

EEX SSH /A :
racadm set iDRAC.SSH.Port <port number>

A LUERM T IR

IPMitool GERFHER IPMI #1980
Putty/OpenSSH GERFFEH SSH 2k Telnet 1#180)
P32
R IPMI 118 # SOL
£ SSH 8k Telnet 1184 SOL

=18 IPMI 1/ &9 SOL

EF IPMI #9 SOL 22 FF2F#0 IPMItool £ RMCP+ ({£F UDP HER &£ BIH O 623)  H{EM IPMI20 Bf, RMCP+ 121
BUERI S AIIE. BIRTEMEE. MENGIUREHEFZNEYARTHNENT. BXELER, &S5 http/
ipmitool.sourceforge.net/manpage.html.

RMCP+ (£ 40 NEFFH+ s E=/FE (FF 09, a-f #A-F) MBZAHITEMIEIE. BOAEN 40 M EEBRNETSH,
515 iIDRAC B9 RMCP+ &M JUER MMZ 4 (Key Generator (KG) Z40) #TINZE . SATLUER iDRAC Web R E B iDRAC
BEAREFERENEEZNA.

Z M Management Station {#F IPMitool B3 SOL &1&:

K & WARE, ERLERR — iDRAC R E — M4 — AR5+ Eik SOL KRAERHE.

1. M Dell Systems Management Tools and Documentation DVD %% IPMITool.
BERRERA, BSH (AHREZEIEE)
2. ASSIERHFEOD (Windows 5 Linux) , BT TS LM IDRAC FF#& SOL :
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol
activate
Z 444 Management Station EHEEIZF E RGN RITHRO.
3. ZEM IPMitool B SOL £1&, & T ~, AEEKT . (AR) .

Eq E:%03R SOL RERLILL, HE iDRAC HERHFA T MUETRSIF.

£ SSH 5 Telnet 143 % SOL
Secure Shell (SSH) #a Telnet 2 FF5 iDRAC T S1TRENMEINL . EATLUAE E—1EO5#ziZ RACADM 1 SMCLP

ﬁéﬁéc
SSH #34F Telnet BB R S M. DRAC R ZIFHEEIBIIIER SSH A 2, HEEBRANBEATERH. DRAC Ff&R%
HEFA SSH £IEFIEA Telnet £1F. BIUER SSH, FEA Telnet FIER WL . RETERE SSH F Fimsk ML EatiZaw
REMAWLFER Telnet.
{8 FI7E Management Station _E 3§ SSH #1 Telnet LS FIFFREIZRF (5140 PUTTY 3k OpenSSH) iZE##E! iDRAC.
3: M\ Windows _E £ VT100 5% ANSI & %5 B T2 FEE1T OpenSSH. 7 Windows &2 R 51T OpenssH 2 5& Ik
TAETEESET (B, FEEFIMEHATERER) .
{# /8 SSH B Telnet 5 iDRAC BIE 2 Bll, HHAIR:

1. BCE BIOS IERABITIESIA.
2. 7£iDRAC HELE SOL.
3. {¥F IDRAC Web A gk RACADM /& SSH g Telnet.
Telnet (i 23) /SSH (IO 22) FEFiff <—> WAN Z3$E <—> iDRAC
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T IPMI B SOL {£/ SSH 3% Telnet i\ T FEE M ARER, EABITEIMEEEHRE iDRAC &%, EFEAR SSH
g Telnet 1THI BT RE BRI N NS ERZHNRITIHOBEMEEE. BITHOBEMMBIGE ANSI- 8 VT100/VT220
RIRHY shell. BITIEHISBBENEEREE SSH 5 Telnet IFHI& .
xR
M Windows _E &Y Putty 88 SOL
M Linux _EAY OpenSSH 8k Telnet {# A SOL

M Windows _E£9 Putty 1€/ SOL

E i InEWE, EATLIEE Overview (#%55) — iDRAC Settings (iDRAC ##E) — Network (F%%) — Services (BRS%)
TEXERIAR SSH T Telnet #BHT.

M Windows Management Station & Putty B IPMI SOL :

1. BT T < LUEREER] iDRAC
putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
Eq I mO0SRTER. RYEEHIEROSHFERZR
2. 1B17%% console com?2 B connect LAEEN SOL #%IEFFE""'*'?@E
BT NSRS RS E RSN, £/ SSH 5 Telnet YA SOL £1&F. ZEifjia] iDRAC &{TiR4IE, BHHIT Esc B2
1. Putty 1 SOL HEIE1TH:
EFNEREIEFET putty IFEFERSZA, R putty EHITIREBABEETURE R :
- VTI00+ — F2 @id, 1B F12 ikl
- ESC[n~—F12 @3, 1B F2 B,

7£ Windows 1, NRESLEE RS (EMS) T SEENEMSISEIANITH, M Special Admin Console (SAC) £ imA]
RESIIR. IR SOL £, kAL, ITHS—1M &, REFEABERNSSES SOL £1E.

iEP S
1£ iIDRAC A& 1TIEHI & W SOl SiE %

M Linux _££9 OpenSSH 2t Telnet f&/5 SOL
M Linux 1854 B OpenSSH B Telnet B 5 SOL:

K F: nEWE, EATLIE Overview (#fiR) — iIDRAC Settings (iDRAC i#E) — Network (M%%) — Services (HR%)
TEERIA SSH 5 Telnet SiEH#EAT.

1. &3hshell,
2. FATHSEREER DRAC:
FF SSH: ssh <iDRAC-ip-address> -I <login name>
%F Telnet: telnet <iDRAC-ip-address>
Ky E REKT Teinet FRSMRABOS (KO 23) , WIFHOSHME] Telnet HSLER.
3. EGPEATTHMAUTGSZ—E3 SOL:

connect

console com2

XS1% DRAC EIZRIZERYA SOL i 0. #I SOL £1&f5, IDRAC epS1TItHIAATH. IEMEBIEYE XFHILITH
iDRAC & 1TITHIA. EE SOL 21EE, BEXFIHMSERERE L. SERGXAAM, E3 SOL S1EFEE—AE.

Eq E: EALERES & coml skiZHl & com2 /53) SOL. EHi5|SRFRLIELERE.

console -h com2 W& BINFHFREMATRE RITHRONTFHIRITHLIERETXINE.
IR REAXMBGN (UAREKR) K/NA 8192 NFERF. BRILUERU TG SRBILBRERE/NNE:

racadm set iDRAC.Serial.HistorySize <number>
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4. R SOL KiELLXHAESNR SOL £1F.

xR
F A Telnet EITHIE
A Telnet £1EFALE Backspace
7£ iDRAC f&1T15H & U SOL SiFiEHE

& Telnet EHIEELHIE

4 BIOS EHUEHIAIRA VT100/VT220 A ER}, Microsoft #R{EFR S ERIFLE Telnet ZEPIHAJREA S EFRAE R BIOS BRERE.
MBREE MG, F1E BIOS 2 EX I ANSI ERXIUAEHER. B BIOS R EREATHITIHIZRF, HEFELEHE
TIBLLIRAA — ANSI,

EEEZ A VTI00 HEEON, BEREERELEHENE RN BAIEFEEN 25 1T x 0 AR AERER; &
n, s KRETESHINEALE,

E(F A Telnet ERUITHIA :

1. £ Windows Component Services (Windows {ARSS) /2 Telnet.
2. fERHLEREE IDRAC

telnet <IP address>:<port number>

2% L
<IP address> iDRAC IP bk
<port number> Telnet i A5 (AARGEEEFERAFHO)

2 Telnet =15 A0 & Backspace &

1RIE Telnet Z2 i, A Backspace (RI®) BARESTHEEINNLER. Hlan, S1ETEESEIN ~he FiF, A% EH Microsoft
# Linux Telnet 2 Pums AL E £ Backspace #.

ERLE Linux Telnet S1E{FEF <Backspace> ##, T HMSIERTHBEAN stty erase “h, FERRHA R, #A telneto

ERLE Microsoft Telnet Z P imLAEF Backspace (R#g) ##:

1. ITHASSRERAFEOD (MRFE) .
WG HIEIT Telnet £1F, HEAN telnet. WMRIEAEIESIT Telnet £iF, iFIR Ctrl+],
ERRFT, #A set bsasdel.

¥ EREE Backspace will be sent as deletes

7 iDRAC @ ${TIEHIE FBTHF SOL 213
B FF SOL idEEMN S E T AHAERF. X3 SOL SiETeRIEFIRE A BERF.

EWFF SOL 218 %EE, 15M IDRAC & 1TIEHI 84 1L SOL £1&:

ZEIRY SOL FE M, % Enter ##, Esc . T
SOL £1&1FxH.
ZE M Linux £HY Telnet IBH SOL, %1% Ctrl+].

Telnet ‘RS B7R. A quit LURE Telnet,

MRABIEFFH SOL £iFEBTELKILE, MEM SOL SETEARTH. ERRLLEM, 157E Web R EAY Overview (5
%5) — iDRAC Settings (iDRAC ¥ &) — Sessions (£1&) T&RILGHLITIEFIE.

£ LAN L IPMI 5 iDRAC &=

B IDRAC BCE LAN E IPMI, A RESHMEMSMRZR SR LAN FIEEBHAREZR IPMI 64, RKEE LAN £ IPMI, TSR
%z?ﬁ%/ﬂiﬁﬁ IPMI %45 iDRAC RREEiE(S.

E 3i: B iDRAC v2.30.30.30 i E= ki AAE, IPMIERET Linux BIR{ER S XIF 1Pv6 Hilitid.
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£ Web RHEECE LAN L IPMI

B& LAN £ IPMI:

1. 72 iDRAC Web REH, ¥ ZH#I — iDRAC BE — M.
KEEI4 &7~ Network (4%) TidE .

2. 7 IPMI Settings (IPMI&E) T, EEEME, RE2E Apply (R -
BXRIRBIER, HS1T IDRAC Online Help (iDRAC BEHLEEEH) .
LAN E IPMI & BB E.

£ iDRAC & E 2 FATEFECE LAN L IPMI

L& LAN £ IPMI:

1. 7 iDRAC Settings Utility (iDRAC i&E/\NFHIERF) 1, # = Network (R%8) .

1% &7~ iDRAC Settings Network (iDRAC i&EM4E) T1ME.
2. 3F IPMI Settings (IPMI&E) , {EEE.

BERETIER, 1ESIR IDRAC Settings Utility Online Help (iDRAC & E 2\ T2 FEAHLEED
3. fkxE#id Back (JFIR) . Finish (52R) #Yes (2) .

LAN E IPMIZECHBE -

{£F RACADM Bit & LAN _E IPMI

1. BH LAN L IPMI
racadm set iDRAC.IPMILan.Enable 1

K = ZEEEFER LAN L IPMI REHITH IPMI 684, HEEEZEE, 525 intel.com LAY IPMI 2.0 #1585,

2. FHIPMI{SER.
racadm set iDRAC.IPMILan.PrivLimit <level>

8% |#RBREH
<level>=2 AR
<level>=3 BIER
<level>=4 EIER

3. WMRFE, &E IPMILAN EEHH.
racadm set iDRAC.IPMILan.EncryptionKey <key>

Y% |i588
<key> 20 NFFFREAR A B E 7t HIRR .

E4 i%:iDRACIPMI 32#F RMCP+ thill. HXE (SR, #HSi(H intel.com &) IPMI 2.0 H5E.

BHZ%ZHiziE RACADM

&R LUE R iDRAC Web R RACADM 5 AT 2 FizfE RACADM, & ERAIHITEITRANMTIE RACADM &1,
E I BUAMBAT, ERBHRITE RACADM,

£ Web A H /B A=z 2 RACADM

1. 7E£iDRAC Web REH, #Z#EI — iDRAC ¥ E — M — IS
2. 7#iEfE RACADM T, ®‘iIFFrEiRIN, AEBFHNA.

m



STH2 RACADM ¥54R4BEIR /S A2 Al -
£ RACADM /5 A5 & iz #E RACADM
B L EMERBRG EETRERS,
« EEZRRTE RACADM:

racadm set iDRAC.Racadm.Enable 0

+ ZEFMiziE RACADM:
racadm set iDRAC.Racadm.Enable 1

TR it RACADM

A RACADM BVAB . EZH, 2 RAZAIEELUENENZS LAY DRAC BLERE.

BHZERSZ LR IPMI

EZEZRG L, 1M Dell Open Manage Server Administrator A /S e IPMI. BXE %58, 1543 dell.com/support/
manuals LI2#EY Dell Open Manage Server Administrator” s User Guide (Dell Open Manage Server Administrator Fi F$5E)

E 3i: B iDRAC v2.30.30.30 i E = kA2, IPMI XHTFETF Linux B)R{ER S X I% 1Pv6 Hilitiid.

A5 SHAE R R ITIEH| BELE Linux

T #£8%E FTF Linux GRand Unified Bootloader (GRUB). SHR{ERARHIGISMEIEF, MNEEXUNER.

¥,
K & EREEMK VT00 (EEON, HRFEEEEMZHSHNE RN AREFREN 25 17 x 80 FILMHIRAERH
BR. BN, AEXKFRETESHIED.

RBBA T RA4R4E /etc/grub.conf 3T :

1. REISTHHI General Setting (BHIRE) WAHBFMUATRHE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. ERZITEEMFANED:
kernel ............. console=ttyS1,115200n8r console=ttyl

3. ZHGRUBHEFRAAHFEAETIANRE. BN, GRUB RETFSE RAC BRUZHI&TER. E2HAERET, i
JFRELL splashimage FF3kBY1T.

TRl 7/ fl /etc/grub.conf 32, RR7EMIREHIRANER.

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage= (hd0,2) /grub/splash.xpm.gz

oo o e e e

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img

title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)

kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s

12



initrd /boot/initrd-2.4.9-e.3.im

4. ERMAZ GRUB ETRIEE RAC RITEEBNELITHIERIE, BUATITRMEFRA AR :
console=ttyS1,115200n8r console=ttyl

AR console=ttySl, 57600 RIMEB|E—MEI,

Eq & 0RSISHBRFSGRMERGAT RS BITEER, M GRUB M Linux, M BIOS 5|SEEEERELHARA.
XA S MAH R ST OB R LIRS .

AFESISEERIEMNITH &

TEX M /ete/inittab &, FTE—ITLAE COM2 &1Tim O LECE agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

AT R R REBIIBITRIRBISC

#inittab This file describes how the INIT process should set up

#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes

#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/xrc
11l:1:wait:/etc/rc.d/rc
12:2:wait:/etc/rc.d/rc
13:3:wait:/etc/rc.d/xrc
l4:4:wait:/etc/rc.d/xc
15:5:wait:/etc/rc.d/rc
16:6:wait:/etc/rc.d/rc
#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

oUW O

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty ttyb
:2345:respawn:/sbin/mingetty tty6

o Ui W N

#Run xdm in runlevel 5
#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TEXC 1 Jetc/securetty 1, {EF COM2 B 1T tty B IRFE—1T:

13



ttysSl
TRl B 7R B AE I TR R ST .

B4 & ERTEREFY) (~B) EHITHEHEE LR IPMI TRHAIT Linux Magic SysRq BH <.

ve/l
ve/2
ve/3
vc/4
vec/5
ve/6
ve/7
ve/8
ve/9
ve/10
ve/11
ttyl
tty2
tty3
tty4d
tty5
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttySl

T #RY SSH MZ A R

E(F M SSH i85 IDRAC 1818, EXB THRFIIENZMERHTR.

%.16: SSH B A %R

FRAR IC W7
FEXTFRINER
N ssh-rsa
ecdsa-sha2-nistp256
XFRINE
ot s vk curve25519-sha256@libssh.org

Encryption (fn2%)

MAC

E45

14

ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-group14-shat

chacha20-poly1305@openssh.com
aes128-ctr

aes192-ctr

aes256-ctr
aes128-gcm@openssh.com
aes256-gcm@openssh.com

hmac-shat
hmac-ripemd160
umac-64@openssh.com

x



K4 i WREEM OpenSSH 70 HEFMA, N DSA AHRBAXFHERM . RHWRELFHY iDRAC Z21E, Dell BT EF
DSA A EHZ R,

Xt SSH {E AL B HIIE

iDRAC ¥ SSH ERI A ZAIE (PKA). XB—NRESIFNERTIEE. WRIEMITEMFER SSH LAY PKA, MHEREF

iDRAC B, BTN R. XINREPITEHINGEN BB AIEEEH. LEMNZHLIER RFC 4716 3¢ OpenSSH &

R BN, EHIUEZHHAFEIAIZER.

B i WRERA OpenSSH70 REFMA, N DSA AREAXRHFRMA. HMRELFH iDRAC R2tE, Dell ZIUTEMA
DSA AHEHZ .

EERAMERT, WREESEH FER—TFAEMALZH. FAHELEH EHF DRAC At ~, FE SSH ZRimSERTE

ZEARE N EIRILE iDRAC ZEIMEEXE.

PRAT LRI AT 535S A e FA B AR

It FIE4T Windows B Fif, R PuTTY Key Generator R FRTEF
SFIET Linux R i, {3 ssh-keygen CLIs
A vl #EiDRAC L, ZBIRBEERBARTERGAPEMRGNAPER. B2, TUENTF “B&X” APEFMNA

FOEENR. REENRMGBATEERNRFNEE. XEEIZSMERERRAS, HERRAFAEE SSH BiAF.
HTXERRE, Eit, HERIELRR.

N\ vl B8 EEHN/SMER SSH BANENIURT “WERF” AFPRER. ZIRIFRFEEH AP SSH &
. BEEEASELR.

4 FRIE Windows {2\

E(FER PUTTY Key Generator RIFATEF I EE AR .

1. BINAEFHIEE RSAERZHLR,

2. HMIANBANE. BT 2048 14096 Lz g,

3. B4R, RIEREREOPBEIRIR.
ERSERK .

4. EALUENEZREIETFER.

5. MIAEBERBURIFER.

6. REAHMIALBGER.

& L Linux PEERAR AR

EfE R ssh-keygen MAIEFBIREAREN, EFTFHLIRE OFHIE shel BT, M ssh-keygen —t rsa —b 2048 —C
testing

Heh:
-t &2 rsd.
—b IRIEE NF 2048 F1 4096 < [BIHIIN RIS
—C EMAVHER AT ZER, AR IEMN.
E I ETRSKRMNE.
BIRRIERHITERE, ®SPITHR, BLELAHLTH.

A 7ty: R ssh-keygen M Linux Management Station £ p B9 $H 2 9E 4716 8. 1BfEM ssh-keygen -e -f /
root/.ssh/id_rsa.pub > std_rsa.pub {§iZE{AFIENR 4716 15X . IEDERUZE AR ZFF RS E
FRABBRIAIT .

E4 i%:iDRAC T 3#5#AK) ssh-agent # % .
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% SSH %4A
AR FLAA LRSS NEEARIT SSHEOEA. FMAREPLH, FHREEEHLTORE, UEFHT
LW EINBE.
RMERALZEART, BRARNENSARSERNFAZAMENES . IDRAC N EHERMEZEZ AIPUTRZE URBR AT
AR . 2RmERZER, MREH SSHENBIEEER.
1&/H Web FE_L# SSH #£H
% SSH %¥4A .
1. 7£ IDRAC Web RE™, ® ZE#IT — iDRACIRE — W% — AARIF > AMAP.

SRR ATI@E.
2. 7t UseriD (AR D) %, BFHBAF DRSS,

1% 2 7~ Users Main Menu (FHREHH) TTE.
3. 7 SSH Key Configurations (SSH 248l E) T, %% Upload SSH Key(s) (_E#i SSH #4A) , A/EHF Next (F—

) .

1% 2 7~ Upload SSH Key(s) (L%} SSH #4H) T1H.
4. BEUTAHARZ—LEH SSH Z4:

EETAH
B EHCHHRE S H B ST ARE.

BXELIER, 1555 DRAC Online Help (iDRAC BEMNEEEN) .
5. HBFMMA.
1Z/H RACADM _ %t SSH %45
E L# SSH &Z4H, BEBITUATHS:
i i EBMEREATERRET.

SPFAH RACADM, EMIT: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
StFim#E RACADM, E{EM Telnet 8f SSH: racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

Blan, EEAXHEENERLRBE—NEATE T DRAC AP D2, EFEEBITUTHS:
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

Z 3¥: - £ #ETRLE telnet/ssh/serial RACADM EFZ %%,

#&%E SSH B4

B EEE EEFE| iDRAC B .
&/ Web FEZE SSH #15
&TF SSH 241

1. 7E Web REH, %% Overview (#i%) — iDRAC Settings (iDRAC i&E) — Network (%4%) — User Authentication
(APB#HEIE) — Local Users (M) .
tEHE B R ATUE.
2. fEUserID (AP D) 3, BHAF IDHS.
1% E 7R Users Main Menu (FHREHH) TTE.
3. 7 SSH BHAMET, EEEE/M SSH B, RRRFT—F.
% E 7~ View/Remove SSH Key(s) (Z&E/MiIBk SSH ®HA) mERZAIFMES.
&/ RACADM Z& SSH &4
EEE SSH FH, BEBEITUTHS:
FEZA - racadm sshpkauth -1 <2 to 16> -v -k <1 to 4>
FAB %4 - racadm sshpkauth -i <2 to 16> -v -k all
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B SSH &4A
EMrAREZAa, ERREEZEARESREN, URIRMEA.
&8 Web FEIME: SSH Z5
EMiIrR SSH 248
1. 7E£ Web REH, %% Overview (%) — iDRAC Settings (iDRAC i&E) — Network (4%) — User Authentication
(ABRS#HEIE) — Local Users (FIiAF) .
LB /R ATUHE .
2. 7 UserlD (AR ID) %ls, BEAFIDHS.
FEENS 2 7R User Main Menu (FIRESEH) TIHE.
3. 7£ SSHEAECE T, EIFEE/MBE SSH T, REBET—5.
FEEN4S BB S Z4E1EM{E 28 View/Remove SSH Key(s) (ZE&E/Mk SSH $348) 71mE.
4. %#¥ Remove (MHER) EMERAIZEA, AREEE Apply (RAD .
EFr 1% 2 SR B4 AR
&/5 RACADM i SSH #£4
EMBR SSH 40, BEBITATHS:
¥ EZHH - racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
FAB %4 - racadm sshpkauth -i <2 to 16> -d -k all
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7
B & H i P FIABR

BRI LS E BB ENR (EFAEHER) BBEAKAPUER DRAC BEIEARZGMGEIN ARG RS, AMERT, EARDET
RAPEEE DRAC. LLBRINARE A root, HEZREH calvin, {ERERR, EALLEE AP AFE M B AiEbE
iDRAC,

EEPLEEAKB A A A ERRS (5120 Microsoft Active Directory % LDAP) LUEER kS, FHEZRESTRE—IE
FENLE AT ERENA A RS

DRAC B ETAGIHRIEE—HEEXNIRNAFL. AGTAEER, BER. RERFAHEAE. AGEXTTHINRAIR
PR,

EPS 3
FLEAMA
ECE Active Directory i
ELERA LDAP A/

BMERNA PR MERFEH

AR AXAELRFER AP 2 MELREUERNFHFERER.

ERPRBMBERLE, ERUTFER:
®.17: BUERNBREFH

FH KE
0-9 1-16
A-Z
a-z

THES%&()*F/2@[N]A_ (| ~t<=>

*.18: EUERAN BB FRN

FH KE
0-9 1-20
A-Z
a-z

CIVES% &),/ 2@IN]A_ |~ <>

Ey & ETRRUZSIREFHNAAGNER. B2, ATHESHERERE, Dell EMIRER LT TH.

By i REAENAFAANERHLATFNFHRRTMEILFAE. iDRAC XHBEUHREREE X HIMELFEERNTHT
&, B<. >#, GES) B

K & ATRERSM, EUERES/\PMULFHNEREE, AERTESNEFE. XEFE, JFNHEKRFN. 5
SMEWEHAEXES (MRTEE) .
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BCERNA

AT PUE 4 E R IR APR7E IDRAC HELE %34 16 MAMMA . 8 DRAC AFZHET, BRIFREEEEEAYAAR. &
AERAXLERFAHRRIEERFR. SRMNAEE. XEH A RSB LUEEER DRAC BIR2FRIPRE (B Web &
M. RACADM 3% WSMAN) #1TE . BRI UAEMNAFPEBEHASEZER SNMPV3 BHE.

£ iDRAC Web A HEALE At A~

ERINFNEL E A iDRAC A+
Es I M EAEE R PRBRAEEEIE iDRAC AF.

1. 7 iDRAC Web RE S, #ZEH#EY% — iDRACIRE — AFEIE — AA~.
HETE SRR Users (FAF) TiI@E-.
2. fEUserID (AP ID) 3, BHAF IDHES.
Ei ERP1RTIPMIERRF, BREESHEE.
&7~ User Main Menu (FIFPESEH) T,
3. i%#% Configure User (EEMF) , SAFETE Next (T—2) .
&7~ User Configuration (FIFEE) TiH.

4. RBRARBRDHABFEERAFRRZ. ZRMGEMRER. SEATLLARRBA SNMPV3 IiE. BXERTNELZER, B
%] iDRAC Online Help (iDRAC BX#1%58f) .

5. B Apply (MNA) . BISBIREBRELIRMAF.

£ RACADM Er & At F§ —

K & LS root BRAREEZE Linux % LI1T RACADM <.

BT AER RACADM ELE—/Nei %4 IDRAC .

EFEAAEREERERBUTSEBEE %1 DRAC AF:

+ BEXRTFH RACADM =ffl, B3 RACADM LBt EH, REESNTERG LMITIZILIECH.
. GEFERAR—EEXHNREIRERS FEE DRAC BLE XXHH 1T racadm set FH 4.

IR E AR B DRAC S EEEZEM T racadm racresetcfg 54>, MIME—ILETH A E root, 23 calvin. racadm
racresetcfg 4 2SI IDRAC EIRAEIAE.

By = LRTNEARSAAR. BHit, £51IDRAC £, BRTREFTENRSIHS.

EMIEAPREREFE, BTMRIIEARUTHS (1-16):

racadm get i1iDRAC.Users.<index>.UserName
ZNESHIAR ID UEYFMERR. X#FEHN iDRAC.Users.UserName=, IR = BT IEF,A, ERAESIRS.
% BT racadm get -f <myfile.cfg> HEEH IR myfile.cfg X, HEEFTH iDRAC BLES#.

ZHHPRBEA SNMP V3 I8iE, &£ H SNMPv3AuthenticationType. SNMPv3Enable. SNMPv3PrivacyType X%. HXE%
2, 152 dell.com/idracmanuals L1247 RACADM Command Line Interface Guide (RACADM @3 & {THEIER) -

NREFANE XML BECE S, 15§ AuthenticationProtocol. ProtocolEnable 1 PrivacyProtocol /&4 3% & -l SNMPV3 3
i,

£ RACADM %&fn iDRAC i~
1. BEZRIIMAFZ.

racadm set idrac.users.<index>.username <user name>
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2% L]
<index> ME—R AP &S|

<user_name> Fﬁ)ﬂ%

2. §EZM,
racadm set idrac.users.<index>.password <password>

3. RERFIR.
BXE%ER, 1527 dell.com/idracmanuals H321##Y) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRES XI5

4. BRARF.

racadm set.idrac.users.<index>.enable 1

EIE, BEERAUATHS:

racadm get idrac.users.<index>

BXEZEE, 15217 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM &4 1TRESEIER) -

BREBWNRA IDRAC AR
BRESHEEEAIRNAS (EFAEHER) .

1. HETRAARRS

racadm get iDRAC.Users <index>
2. FEAFAPRBMEBEAATHS,

racadm set iDRAC.Users.<index>.Privilege <user privilege bit mask value>

ﬁ FE: BUARURES 0, BIAAFKRBANR. BX%EHRPIRBEYWAIIBIGE, 1§27 dell.com/idracmanuals &)
IDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM 4 {TRESEIEE) .

FdE Active Directory A

WMRIEMAREM Microsoft Active Directory ¥4, ARATRTABCEIZER AR HEXT IDRAC B 1IALBR, M S0 1712 1E B R AR S
EYILA A AR IDRAC A FIURHHEITIES]. XZ—TURIHITIEE

$¥: Microsoft Windows 2000, Windows Server 2003 F1 Windows Server 2008 #{E& 4t 335 Active Directory 3R
% iDRAC A .

BRI LB Active Directory Bt B i P SIS IELIE R 2] iDRAC. iR URMETAGHWIEN, FEEREASNEFEES
EWR.

iDRAC F B MIRB EMBI—RIRSHRER. ABREA:

%.19:iDRAC A&

BHanx—K —K Privileges (#ZBR)

=il EIER R, RE. BEERAA,. HE. ZSEFH. pREIISHE . HEM
)IE\ z‘f"‘@ﬁ?ﬁ:ﬂs\ lﬂﬁt

BIER ISP ;?c BE. REGEH. AREMEHE . WEEMN R, REIRE.

1

His RERF B3R

¥ I I

5. 20: iDRAC F FRHUFR

Barnx—& A—R L

BR 5% DRAC SIFR PERE| iDRAC.

[T Bl & IDRAC RIFR PECE iDRAC,
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Banx—K A—H AR

RERF RERF ERAFPA U ER PR RS
HE ERBE ERFALUEMR AR EMN B (SEL).
Rz PITHRS ST H < AN ENRGXIEHEF.
IEIEMIESIS HEEMERIGEER & ERAPATUETERESS.

AT Rk

IEERMEEIS GERTH

e FE RS
THEEIA B AR AT R fERARTLUSITRIE A EMNT B
R Rl MIXER %Wu%iﬁ%ﬂﬂ’ﬂﬁiﬁ’ﬁ%ﬁiF“ﬁ@ﬂiﬁﬁﬁ’ﬂ%ﬁll&(&%%#i&ﬁiﬂ
I HATISH A< ERPALLEITIS <.
PSS

¢ IDRAC fF Active Directory 38 IiF A9 HTHE 514
Sz $#8Y Active Directory I8 iF#L]

%} iDRAC {€ i Active Directory I iFEYATIR %

ZE (¥ iDRAC Y Active Directory BHAIEIETIRE, IBEFRERITRINIRIE:

ERZE Active Directory 224, BXIFMEE, 1BHSIR Microsoft Fik .

1% PKI &£5% %! Active Directory 2249, iDRAC ERFRHEAILZEAZ24 (PKI) HLHISRIEIE Active Directory lI&Z £ 1E. BXE
%58, 1557 Microsoft Mg,

£ IDRAC EH#EZIN BTSN EEAREERTE (SSU), MRIEMAEIEHIRNREM.

iEE 2
fEiETHIEE FE R SSL

EEiEHIEE EB A SsL

% iDRAC £ Active Directory I3 HIZRIIER PR, SBHISIHITHIZE < ER SSL £1F. LA, SiEHIsso & 7 BEIAEA
1) (CA) ZZ280ER — HMRERE EHEF iDRAC . T AFZEEAISIEHIZEIIER DRAC — T EEZIRIBIEFHIS T2 Fi3
EHIEE — iZIgiEHISE L A GHIBAAENAELZRNERT SSL AES.

IR EER Microsoft Enterprise Root CA A% IGHIFr BIgIEHIgE P ECEI SSLUE+H, Mws%R:

1. ‘EEMIEHIEE ERE SSLIER.
2. FIGITHIRER CA IEH S HE] DRAC.
3. SN IDRAC Eff SSLiEH.
xR
TR ENYITHIZEAY SSLIEH
imiisHI 22 1R CAIFBSHZF IDRAC
S\ iDRAC E# SSLiE$

REFMIITHIZTH SSLIEH
LEFMIEHIZEH SSLIER:
1. 23 Start (FF4B) — Administrative Tools (B¥ETH) — Domain Security Policy (R £%HM) .

2. R Public Key Policies (23tZ$ASERE) i3, A& 3 Automatic Certificate Request Settings (B ZIEH HiFE
&) % Automatic Certificate Request (B ZIEHEIE) .

18 &7~ Automatic Certificate Request Setup Wizard (BahFHBRIEFREES) .
3. B Next (T—2) FHi%#%E Domain Controller (Fi#FHIEE) .
4. B Next (T—#) , AF# T Finish (5SERR) . SSLIEPERE.
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BiEEFIZSR CA EH S H E iDRAC
RREE IR FRLEETT Windows 2000 SLIEER IS CA, AT SBAHERE.

EIEIEHIZER CAIEH S H E IDRAC:

. F3E1T Microsoft Enterprise CA RS RIS IEHI2E .
BEHFE - BT
BN mmc, SAE#E OK (FXE) -

7f Console 1 (FFI& 1) (MMC) BEOh, # File (32fF) (F£ Windows 2000 &% L% 3 Console (3FHIE) ) Hik
% Add/Remove Snap-in GRin/MIBREIRSET) .

5. £ Add/Remove Snap-in GRII/ZMFRERET) HOF, £EH Add GRIN) .
6. 7f Standalone Snap-in (JS‘EIERIT) HOH, EIF Certificates GIEP) FH & & Add GRIMD
7. ¥ Computer (ITHHL) H &5 Next (T—) .
8
9

N

EFEAWHEN, BEFTR, REREHRE.
. AERFIe1EOG, FIEBANAER R,
10. HREFERBER CAIER, EEMALES, REREIH....

1. 7E Certificate Export Wizard GEBSHES) &, HFH Next (F—F) Hi%$% No do not export the private key (X, T~
SHREER)

12. B Next (T—#) FHi%i¥ Base-64 encoded X.509 (.cer) (E-T 64 LIZRAZAHY X.509 [.cer]) 1EHIKR.
13. B Next (T—%) HHFIERREFZRFZLHER.
4. BELE 13 RRFHIER _£2EF DRAC.

B\ iDRAC [E# SSLiEE
iDRAC SSL iEBZHT iDRAC Web FR&E=5HIMEREIES . FE iDRAC ITHISR SR BRABE RIS .

R Active Directory FREZ251& B ATE SSL SIEVHR M ERIEIERZ P, BEEN iDRAC BRESHIER _EEF Active Directory 13
F=HI2E. R Active Directory 7E SSL S 1E#MIRHHAEFMITE AIRIEIE, MAEEX—FILE.
K4 i mRARLIEIT Windows 2000, BIFHRATEERRE.

#F: 9n5R iDRAC Elff SSLIEH R CA HEEIFH Hix CA MIEBELATHIRHIRN “SFEENBINENIE” FIFRT, &
ZPITEF SR,

% IDRAC Bl SSLIEH SN BB EIEHIZREEMIERTIR:

1. ERLLT RACADM @< T4 iIDRAC SSLiE+H:

racadm sslcertdownload -t 1 -f <RAC SSL certificate>

FEIEHIER £, T MMC 2§l 8 % OHEFIES - ZEENBRIAENG.

ARBEHIER, EEMAESHEEIA.

BET—HHEE SSLIEHH.

EEMIEH R R A ERRINEY 4+ %2k iDRAC SSLIEH.

MRERKBCHIES, FREAIEBZEZN CA I TAMENRIEBNBTIRS . MRZNERET RS, WLRERE
HEIEHIR ERERE.

6. BET—HHEFREE Windows RIFIEP LB BINAFIER FHEX, FHERFEFMHE.

7. BETERHREHE. 1§ DRAC B SSLIER SN EIFRBIEITHIRREERIERTIE.

¥ #5RY Active Directory 1&iF#1

SRR LB P fh 75 3E(E B Active Directory E X iDRAC B P 1G] 4% PR «

I EZHERR AR, {NEMH Microsoft BIBRIA Active Directory A3 .

HEZHFRRT R, WA EEXH Active Directory 38R . EFGiFEHEHIXT SR & Active Directory R4, BEAEEETZH
WIRFKFHIA[E) iDRAC EECE F AiRRIAURIE R TR AN REM.

o s oDd
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iEP S
¥R 224 Active Directory #E %
R %24 Active Directory #f %

¥rEZE4 Active Directory %%
W TE R, A Active Directory SERR {5 FAFR/HEZLMIZEE 7 Active Directory #1 iDRAC H#8#H1TELE -

Configuration on Active Configuration on
Directory Side iDRAC7 Side

Role
Group Name
and Domain
Name

Role
Definition

Role
Group

[# 1: £ F Active Directory #7/#4E4#IF & iDRAC

1E Active Directory /1, FrfEtEXTR A{EfAELE. BB DRAC IHEIIRMAARRIZARENRKR. ATHETIAPESE
iDRAC RUI5 IR, TEAE4FE DRAC LEEAGHEBMERELR. ABMBIREAESD DRAC LHITEN, MARE
Active Directory FIEEX . B4 IDRAC FHRZHLIEE 5 MAEHE. REEHFELEERRIANAGHERIR.

. 21: Bikfa R LA HNPR

il RIABUR %5 TR fir #4550

AtE ¥ % 5%%F| iDRAC, BLE iIDRAC.  0x000001ff
BEEAA. FRBE. TR
FeindleS . R ELEEE
&, FEEMN R, MitE
R BITIZEI®S

AEE2 ¥ ERF DRAC, ERE iDRAC,  0x000000f9
BUTIR S RzHI& S, HEE
PUEHIE . IBEERA R W
RER. HITI2EHHS

e 3 ¥ ZR3 DRAC, 0x00000001
At 4 ¥ RAE DR 0x00000000
fafaia 5 P RE DR 0x00000000

Ky & “f#i” ERAER RACADM R BHRERMARA A,
BEMZEER

MRMBERAFMARE (BFEHREH) AERES, MWNFEAE DRAC LEEFFH SR EXMBEEIERD, SRR

BEKE.

MRBERAFPMARE (REMREL KESNE, WLHE DRAC LERELBHRFEMS [, EXMHSEFRS,

FrEREEMRESR (WRE) LaA “BRAE” L.
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it B #5424 Active Directory

Rt B iDRAC LT Active Directory & Rifia]:

1.

7 Active Directory BRE88 (JFi3EHI88) L, 3TH Active Directory IR FIITEHEIEH T,

2. BIE—MASGREIARE. 1% Active Directory F PN 73 Active Directory 4BHIRE 52 LLij518) IDRAC.
3. 7£iDRAC Lf#F iDRAC Web FREs; RACADM ELELHZ . BB EIIR.
P2

£ iDRAC Web R E L & B HimEZE#AY Active Directory

£ RACADM Fip & B B HrE 4244989 Active Directory

&£ iDRAC Web FHEACE R A+R/ESRIH Active Directory
E i HEEFERNER, 521 /iDRAC Online Help (iDRAC BAHLEEBN)

1.

10.

1.

12.

£ IDRAC Web RE+, 3 ZE#E5 — iDRAC IR E — A FRIE — BRRSFH-

FEEN R~ BRIREE .

1%#% Microsoft Active Directory £If, ARS8 ERA.

[#EN & ;< Active Directory B B 5& 18 TIHE -

# Configure Active Directory (BZZ Active Directory)

1% 2 7~ Active Directory Configuration and Management Step 1 of 4 (Active Directory BECEMEIEE 14, £4$) W0
H.

&, 5 Active Directory (AD) BRSS2RiBI1ERT, B RIERIIEH E3 SSL EZA BB AT A RIMENIE R E 08 FIE
o Ak, LIIEEFITFIRMEF/MR FQDN. ZREFEREMLEDTTHR. Eitk DNS MR E T IEFHEITE
B.

BET—%.

1% &7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory BLEMEEE 24, £45) 1

[T

B A Active Directory 3+$&E % F Active Directory BREZ M A PP EEE. LI, 3I8EAE IDRAC EFRiZi2H iDRAC

WA Active Directory Nz B RTHE

Ey ‘EWRREBWIECER, WiEEhEEh RSttt 2 FY%R FQDN. #fk DNS BEH#IN — DRACEE — K
T EHEE.

B Next (T—2#) . 1R/~ Active Directory Configuration and Management Step 3 of 4 (Active Directory fit 2 F1ETH

3L, £4P) @A,

i%£4% Standard Schema (FRAESRM) H 8T Next (T—2)

1% £ 7R Active Directory Configuration and Management Step 4a of 4 (Active Directory I EMIEE S da 2, 4 %) ;T

[T

i Active Directory £/R4mRARF ML E F18E A TR PRI BREE .

g3 Role Group (FfaR) BLEFRERENR T H PIIEHIIRAURES .

1% &7~ Active Directory Configuration and Management Step 4b of 4 (Active Directory BEEMEESE 4b £, £4$) T

[T

EEMRH B Apply (RIFR)

1% R & & H# & 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory BEL B FIETEEE 4a &5,

#*4P) nE.

BHTERM. FRELRME Active Directory 1% E BEE B R .

£ RACADM B¢ & B A45#22495Y Active Directory

1.
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EAUTHS:
racadm set iDRAC.ActiveDirectory.Enable 1
racadm set iDRAC.ActiveDirectory.Schema 2



racadm set iDRAC.ADGroup.Name <common name of the role group>
racadm set iDRAC.ADGroup.Domain <fully qualified domain name>

racadm set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP

address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP

address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP

address of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP
address of the domain controller>
racadm set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP
address of the domain controller>

o HINEBUEHISEA SR (FQDN), MA =AY FQDN. 530, i servername.dell.com, MAE dell.como

© AXBEABENRMAEEE, BFSR £ 21 WABEAUR.

© BRSERHE = MEIETIRE i R E D —4. DRAC ZIORER SR ENMLE, ERISSHIRIERAL. EH

FREZRIGRT, XL F KRR B LE T RVBTE SR A At

© RERAFPKAIBEELTAREN, WERETFELRFHERRSHE. ESMENERLT, NATLERBRE.

 WMRIEREIEERR, EELFERFIEER FQDN 3 P it 5 SigisHl g iE B 8 Subject (FERE) 3 Subject

Alternative Name (EREZRER) FEEILTE.

© E7ESSLIEFHIREPEMEREIE, ERAUTHS:
racadm set iDRAC.ActiveDirectory.CertValidationEnable O
HEWERT, TFELEHINENE (CA) EHR,

+ EfE SSLIEFEEFBHBITIERRIE (FHE) , FRAUT®S:
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FERBERT, LAERUTHSLEE CAEHR:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

By & RIERWIFCRA, HEESREIRRMRSHLI S /S%% FQDN. R DNS E4#EH — IDRAC R E —

Mg FNIEMHELE.
AN RACADM 4w .
racadm sslcertdownload -t 1 -f <RAC SSL certificate>

2. R DRAC EE/EH DHCP HAGEFHEER DHCP fREZ 52 4AY DNS, NIEHAUT S :

racadm set iDRAC.IPv4.DNSFromDHCP 1

3. 53R DRAC EEZH DHCP iF S F o4 DNS IP #ifik, iHMALLT RACADM &4 :

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4. WREREAFEIIRUEEERE Web FENRIFHARFLE, MMAUTGS:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address
the domain controller>

TRZAEE 40 MR, RSIHSNT 1840 ZE.
3R 4244 Active Directory #52

R RIHER S REZE Active Directory Z2493 & .
VRN RESRCE

of

T RBZEME R Dell KEEFTRLUMA iDRAC AR XIS FEEREBE TR FRITHRIBRIER iDRAC, Dell KEXXTRBIBIA T E1IE

#lFIFR (ACL) A IFEEERMINEIE REE iDRAC MR IBRFISEE

INBERT, Dell XKEEFERAS MR Active Directory TR AR £ ERPR. WREF A Dell KEEXTRBIME R, 1% KBRS R ALK

PRI T ik A AFIE. XA RESBUR BN RIZ (4G IDRAC.
BERSWERY REN, Dell BWUAZRAEY RIS E M Dell KEEXRAVMIK .
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Active Directory 22433 R
Active Directory 1R 2 E MM LM S FNEIERE. Active Directory 2R E13E A T A E Al E SR E PRI sk AL IE A SR K BUAI
. APREARBIEEPEENZIN—NRG. —LROAAXBETHESIERAFPNEE. BK, BIESBEEE. BTLEEHR
1B S ME— A B 450 28R4 & Active Directory BIEELIR THEZ K. Del B REMLIEIEFER Active Directory ZIFREE
HIIEIF L EE K.
ARIEITLE Active Directory ZRMaR BN B 1458 28 UEFME—RY 1D E X AT EENMTI AL —R ID, Microsoft J§4
#71 Active Directory JFRFFIRFT (OID) BIIEREE, LUEATRMEMI B, TRURIEX LT BM—HATRSHLIHR, B
Microsoft B Active Directory 3 R 224, X RMEIBFZIRZHHIBMEFZE, Del FNEIME— OID. M—HT RAFME—5E
ERREM ID:

FEBRE: dell

HMODE: 1.2.840.113556.1.8000.1280

RAC LinkID SEBEIZ: 12070 to 12079

iDRAC Z2#33 R4 5T
Dell B BEMUBIE XHK, REMKXRENE. XEBMEATERARAS—HFENIIR—RE5#ZEE—P 5 %1 iDRAC i%
%o ERAME EBEMMAF. iDRAC 1UBRHN DRAC EZHESHWERRIRME TR ANWRIEN, MIHTEDHRE.
STFMLE_EIEES Active Directory SRR I TIIEAIR A B MR iDRAC &, BIEZELD— N KBESTHRIN—1 IDRAC &%
. BOUMBESNRBENR, FEASMEBEMKRARESEHIZEZIRTESHNAA. AFES DRAC IREXSR. AR
iDRAC A PERFT A Z )l ARt A AR 53
BR, SNMXBHRAGEED—MURGNR (THEEAA. AAES DRAC IEEFR)  ARBILIFEIERIEHYSE iDRAC
RE LS PRIRGR.
iDRAC & & X5 21518 IDRAC El#FHI$E3E, F-TZif) Active Directory LU TIIERIRIL . & DRAC FMEIME R, EEAY
MECE iDRAC, EIZ&EITH K Active Directory B#R, LUEH P EEBIEIT Active Directory $ITIRUEAIR . LI, BEIRSIAM
1% iDRAC R BIZE L — KB R LUE A P TIOIE
TEE R AR HIGIEFIR AT TR K BT R
7 iDRAC k
L\ Association Object

{/ Usartey f/'P"I Obj . [ iRAC
\ Group(s) L Device Object(s)

2: Active Directory 5 B 828 F

EAIRESEVRIEHRENXBENR. B2, GUANEEL—NXBENER, FAME EES Active Directory SRR BT
iDRAC I&IEFIFINAIE A IDRAC & ZF W MB— IDRAC R EWTR.

KB R A EEHERNAPM/SE R DRAC &R, BE, ENEBEMRNEFE—IMURM R . KB RAEEE
iDRAC %% LB IPRMA .

ADUC MMC EI2 8 T Dell # B R 22 194% 5k B 4B RIS AR T HR AN IDRAC MR 5 REAXT R XEk. Dell I BARIFRBH ;b
AR SR iIDRAC STRAE A KA R~ MK 5R N

KB TEEEERER, SEEERRATEEINEREXNSR. Dell Schema Extender 22 FATRF B BIER I LB &R 2 A it
48, HEFESREEMEMERA—EFER.

SkEEMAEBHAA. BRASGHERFAHTTRME KBS RS, T RBEMMRRSRIZF Microsoft Active Directory 72 FRIE
AT PR KBTI EE S M EER BRI A 4.

RRERY REMHBUR
1R IRADEEEALFI ST F N B A APR X R P A TAR R (X LEANPRX RIBI T EHI KB R SHEBAFAEXEK)  ®RAE
W, T REMINER TR RITRA PRSABENEMNIR, LB DEMIRM N T SHERAFEXBKERENRRIT R
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TERME T —MERT R RARERH.

Domain 1

/

Domain 2

f/-f
iDRAC 1

y -~

( iDRAC 2

////7
[ Userl
E 3: APRRR

ZERRT AN KEINR — AT F A02, BIEXANKEEIER, AP 1XEKE IDRAC2,
M RRAYHEF AR A P XBNARISIRM R E S ER, HHIRMUARR, AMERFRBAERAIRIRES.

EARBIF, AP 1388 IDRAC2 LAY Privi 1 Priv2 #2R. B/ 1{X44 iDRACT L&Y Privi #XBR. A~ 2 #8745 iDRACT 0
iDRAC2 EBY PrivI fFR. Itk4h, iZBIERRTHA 1 JUERNERE S, HFERUEENMENRG.

BLE 3 FE 4244 Active Directory

ERfPE Active Directory LLij5[a] iDRAC:

#"R& Active Directory %244,

" R& Active Directory FA PFITEHEIBATT.

1% iIDRAC i P R EHBURINE] Active Directory.

{8 IDRAC Web R sk RACADM EZE iDRAC Active Directory B 1% .
iR

3R Z244 Active Directory #5355

L AT Active Directory A FIT EHETR S TTHY Dell 3 R

1% iIDRAC B AR BRI N % Active Directory

{§H IDRAC Web AEELE BB EZ2#IAY Active Directory
{#FH RACADM Bt & B i B 224491 Active Directory

#"R& Active Directory %24
B3 R0 Active Directory 2243, 18] Active Directory 24T Dell AT, ZAGKARM, BUR T BURIRS Bt
R EETREGZET, BERESHEERMIREENRIERENRE (FSMO) BERFEBEFRAEERINUR.

i & R ERRET RART ZA18 RAC 5. RRNRBTERT R,
B = T RERATSRMZATRAR .
A ERTME—T Y REMA:

Dell Schema Extender 2\ T2
LDIF Bz 3T 15

WRER LDIF BRI, WAL Dell AL B TTRMEBIZE I,
LDIF 3Z4F0 Dell Schema Extender 43 BIGLF Dell Systems Management Tools and Documentation DVD BILA T E R

N
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* DVDdrive ASYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\LDIF_Files
* <DVDdrive>: \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\Schema

Extender

ZE{FH LDIF 3¢, %07 LDIF_Files Bt Bid x4 AYi AR «
AT LAMEEALLE E5I3351T Schema Extender 5 LDIF 324

1&/H Dell Schema Extender

A \ily: Dell Schema Extender {§f SchemaExtenderOem.ini 32#£. ZE#3{R Dell Schema Extender XTEFEE L, i

TEL I BRR

N

BETER.

7£ Welcome (¥l) BEH L, B Next (T—3) .

RIS TREL, RRRET—H.

i£$% Use Current Log In Credentials (fEF&aTERER) SMANEGRUEESNRIA B FHER,
B FT—#iE1T Dell Schema Extender.

BT R. BERIFEGT R, &#H MMC #1 Active Directory 2SR A TN EXMBULNBEU ER/EFE. BXFEH
MMC #0 Active Directory ZR4E IR B TTHIIFMRE R, 1ES R Microsoft iR .

KFEM

. 22: 3| Active Directory Z2#th #pyE N

RKBFR

SEEHRIFIRS (OID)

delliDRACDevice
delliDRACAssociation
dellRAC4Privileges
dellPrivileges

dellProduct

#&. 23: DelliDRACdevice 3

1.2.840.113556.1.8000.1280.1.7.11

1.2.840.113556.1.8000.1280.1.7.1.2
1.2.840.113556.1.8000.1280.11.1.3
1.2.840.113556.1.8000.1280.1.11.4
1.2.840.113556.1.8000.1280.11.1.5

oD 1.2.840.113556.1.8000.1280.1.7.1.1

el X3 Dell iDRAC &% . IDRAC #AJI7E Active Directory L &
79 deliDRACDevice. IELE Z#F iDRAC ¥R E%H BRI EIH
W (LDAP) Eif] % 1% E| Active Directory.

HpgER gE

itk dellProduct

B dellSchemaVersion

F%. 24: delliDRACAssociationObject 2

dellRacType

(e]]») 1.2.840.113556.1.8000.1280.1.7.1.2

WiRR g% Dell XE(Xt%R . XBEMZATFREAAS5REZEINIZE
-3 Ei] Eiy

B |

B dellProductMembers
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Z%. 25: dellRACA4Privileges 2

oD 1.2.840.113556.1.8000.1280.1.1.1.3
AR 73 IDRAC TEXAXBR CRALALFR)D
el LTS

e x

B delllsLoginUser

%%. 26: dellPrivileges ¢

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser
delllsDebugCommandAdmin

oD 1.2.840.113556.1.8000.1280.1.1.1.4
WLRA FA1E Dell (PR (IRAUBUR) B,
Sl S

e AR

B dellRAC4Privileges

#%. 27: dellProduct 3¢

oD 1.2.840.113556.1.8000.1280.1.1.1.5
AR BB Dell /= @iRE FrikiBm = 2.
HKpgAR S

B E

B dellAssociationMembers

. 28: 5% Active Directory ZRHIRE 1051

BMBIR/HA

SYECHY OID/TEEX RIRIR AT

BE

dellPrivilegeMember

BT LB dellPriviiege 35 EIF1

. o
dellProductMembers
BT itfAER delRacDevice 1

DeliDRACDevice M&BIFIFR. LB

£ 15[\ dellAssociationMembers FiR

BEVERYIE B15ERE .
%4 ID: 12070

delllsLoginUser

MRAFEBRZFNERVR, WA

TRUE,
delllsCardConfigAdmin

NMRAFREBRENFERERR, N

A TRUE.
delllsUserConfigAdmin

1.2.840.113556.1.8000.12801.1.2.1
A] 5 #ERFR (LDAPTYPE_DN
1.3.61.411466.115121112)
1.2.840.113556.1.8000:12801.1.2.2

AT ¥R FR (LDAPTYPE_DN
1.3.61.411466.115121112)

1.2.840.113556.1.8000.1280.1.1.2.3
% /R{E (LDAPTYPE_BOOLEAN
1.3.61.411466.115121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.4
% /R{E (LDAPTYPE_BOOLEAN
1.3.61.411466.115121..7)

1.2.840113556.1.8000.1280.1.1.2.5

FALSE

FALSE

TRUE

TRUE

TRUE
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B2 TR/ HEH OID/E A RAFIREF fafg

MRAFPEBARENAFEENR, #H/R{E (LDAPTYPE_BOOLEAN

3 TRUE. 1.3.61.411466.1151211.7)

dellsLogClearAdmin 1.2.840113556.1.8000.1280.1.1.2.6 TRUE

MRAPEBRENHEBBRIR, #H/R{E (LDAPTYPE_BOOLEAN

3 TRUE. 1.3.61.4.11466.1151211.7)

delllsServerResetUser 1.2.840113556.1.8000.1280.11.2.7 TRUE

MRAPEAEENRESFEIRN #/R1E (LDAPTYPE_BOOLEAN

PR, % TRUE. 1.3.61.4.11466.115.1211.7)

delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE

MRAFPEAEEHEIITHI A #/R1E (LDAPTYPE_BOOLEAN

IR, M TRUE. 1.3.61.411466.1151211.7)

delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE

MRAFPEERENEMNBRME,  fH/R{E (LDAPTYPE_BOOLEAN

3 TRUE. 1.3.61.411466.1151211.7)

delllsTestAlertUser 1.2.840.113556.1.8000.12801.1.2.10 TRUE

MRAFREEERZFHMNRERA PR W/R{E (LDAPTYPE_BOOLEAN

PR, W% TRUE. 1.3.61.411466.1151211.7)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAPAEBRENENSGSEERR H/R{E (LDAPTYPE_BOOLEAN

PR, MJg TRUE, 1.3.6.1.411466.115.121.1.7)

dellSchemaVersion 1.2.840113556.1.8000.1280.11.2.12 TRUE

LBIZRMRRAR R T E 5. PEERINEFFTE
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

dellRacType 1.2.840113556.1.8000.1280.11.2.13 TRUE

/B2 deliDRACDevice STHRRIZAT ZEA/NEFFFH

RAC 2RI K F| (LDAPTYPE_CASEIGNORESTRING

dellAssociationObjectMembers Rji#t§E  1.2.840.113556.1.4.905)

ERERERE.

dellAssociationMembers 1.2.840113556.1.8000.1280.1.1.2.14 FALSE

BTt = e A5 & FR (LDAPTYPE_DN

dellAssociationObjectMembers BJ%]
*F. LLEMRIER
dellProductMembers $&3£/E 14 #Y & 5]
HEiE.

853 1D: 12071

1.3.6.1.4.11466.1156.1211.12)

L% T Active Directory i PRI EH I EIES TTH Dell 3R

#"R& Active Directory RYZEHIRT, I & Active Directory RPN EN EE ST, UFEFEEREBEE DRACKE. A
FFIF P4, IDRAC XBEFN IDRAC FUR.

{5 A Dell Systems Management Tools and Documentation DVD &3 RGEIRE AT, ERLUBI EREREFTIZHI%EE Active
Directory Users and Computers Snap-in (Active Directory FI RIS EHEIRATT) I BREEBSET. AXRERZEER
e EAbRR, 1§28 (Dell OpenManage B RIER KRR o XT 64 fiL Windows 2R %, BEBTRERFMT:
<DVD IEZf188>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Snapln64

B X Active Directory RPHITENSERE TMNEZELR, 1EE 7 Microsoft AR .

1% iDRAC FH R##XBR:#NZ] Active Directory

{3 Dell # R HY Active Directory Fi PRITTEHEIRS T, BHLUBETOZIZE. XLBMNRRT SR iDRAC MR, &
RMBANER, BEHITUTIRE:

« Bl IDRAC B &&R

o BIENRRTR
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B REITR

NSO S IEIEI:EFOE
HE s
PESOE SIIIEL B S
B3 iIDRAC i &%
BRI &
IR KB &R
BI# IDRAC 18 & X315

B0 DRAC IREXIR, EPUTIATIR(E:

1.

7£ MMC B4 Console Root ((FHI&MRER) H0OH, AEATFT—IESE.

2. %3% New (HE) — Dell Remote Management Object Advanced (Dell F&EFZEIEWR) .

1% &~ New Object (FTENR) HO.
3. HMIAFTTRIER. ZBRLMSEERER iDRAC Web REBLE Active Directory BHEATHINA iIDRAC BFREEHENE.
4. %#¥ iDRAC Device Object (ELFIR) , AFHEE OK (FRE) .

BIER IR AT 5
BOEBRM R :

B & GRRAERRRERRRME— R R A PR X R .

EEHART R (MMC) BOH, ARBEF—IAH

1%4% New (#ii8) — Dell Remote Management Object Advanced (Dell HERTEEERR) -
1% 27~ New Object GFEXR) &0,

AT RN BIR

i£$% Privilege Object (AXPRRXEK) , AfFHET OK (FAE) -

AR BT EENBRT R EERBME.

£ Remote Management Privileges GERFEEIEMNPR) EIMFH A A B D EAR
BIEFKIERT S

EOERBER, BRITUTIRE:

4 % iDRAC XERXSUNETRETIR, HEERE)N “AiH” .

N =

o o s o

1. EFFIARTR (MMC) B4, AREF—1ER.

2. %3 New (#i#) — Dell Remote Management Object Advanced (Dell HETEEIEFIR)
RGE<ErHENKRED.

3. AT ROBIRIEFEXRBEITR.

4. %3#% Association Object (KEEXTSR) BISEE, SAFET OK (FE) -

5. [EIIER PR 98 2 A X BT R A B R .

HExHEE
HXRBEIT R IR P i e AR
KK BEXTRIELEH FLm I8 IR
EEIEIE R PRI 8 8 89 R BA T R B9 B AR -
%%l Administrative Tools (B2 T H) — ADSIEdit (ADSI 43%8) . REEI< E 7~ ADSI Edit (ADSI %4&) & 0.
EEMEES, SMENEMXENR, G#BTHHIERE Properties (B
EREET -+, BHFM.

HMIN Authenticated Users (UFMIH ) , B Check Names (& ZFR) , REHEEH OK (FAE) . WiFMAF~
B4 3%nZ Groups and user names (ZEFIAFE) FlER+,

5. EBIME.

IR
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YESOE $T/IEET S FOE
FRXBENRBYEED, TUXBKAAHAFE. RIS IDRAC &, iDRAC &&4H.
&R LRI 4R iDRAC &% 4H.
iEPS
b 55 D) Wzl ]
SNINFLR
Zxf0 iDRAC % #8388 iDRAC 1§ 840

B

EAMARSEPA, BPITUUTERE:

1. ARBEXREMSRHEEFERM.

2. EFRPER-EHEBIRM.

3. MIANRAFSAFPAZFFET OK (FEE) -

IR IR

ERMBUR, EMITIATHERE:

B RRRARET R AR R BORIMABRITR, 1ZKBEENX T 5 iDRAC R&EWIER, APsAFPANNR. — KB R R4
ARI— M PRITR o

1. ¥ Privileges Object (#BR¥IR) I+, HEH Add GRMD

2. HMIABPRMREBIRHBLHE.

3. BEPRMRIETFEXBERMRITR, ZXEBENX T 3} IDRAC & &IWIERT, AASA AR, —PNRBER
HEERm— MR &R .

M IDRAC 124 3¢ IDRAC 12444

EIR iIDRAC 1% ) iIDRAC & &4H:

1. EEESERRHEERM.

2. I\ IDRAC &% iDRAC & &R B FRH B EHRE .

3. ERMEOP, RRBETRA. BE.

4, gﬁfiﬁﬁgmﬁhu—/]\e@%ﬂﬁlm%Fﬁiiﬂ@ﬁlﬁﬁﬂ%ﬁéﬂa@mzﬁa@ iDRAC &% . fEATLUE S IDRAC & &R
= POE -8

£ iDRAC Web REACE B A1 FE3249HY Active Directory
EFEH Web RE Y RIEMELE Active Directory:

E F: AXEFERINER, E2I17 IDRAC Online Help (iDRAC BEHLEEEN)

1. 7 iIDRAC Web RE, % ZEHEIE — iDRAC & — FPWIE — BRRS — Microsoft Active Directory.
FEEN & 7~ Active Directory {HZE 1 .

2. 23 Configure Active Directory (BZE Active Directory)
1% 2 7R~ Active Directory Configuration and Management Step 1of 4 (Active Directory B EMEIEE 14, #£4P) &
[i:1)8

3. 5 Active Directory (AD) BREZ£51BERT, FIEREB AIEBIIEH _EE SSL EIZHIR W RRIBIET A B9 TAER 42 2 193 I0E
.

4. BEHFTF—H.
1% £ 7R Active Directory Configuration and Management Step 2 of 4 (Active Directory BLBMEIEFE 24, £ 4H) ;T
[

5. #8EXT Active Directory (AD) FRSZEBRFIM KPR ERER . toh, IBEEZFRHAIE IDRAC w01 #F AD N SBZAYRTHC.
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Eq &

o MRIERWIISEA, EEEEISHIERSEMHF FQDN. #{R DNS S 7E#E 1% — iDRAC i& B — M4E T~ IE7H
[T =

« WRAFIDRAC MRMTFARERE S, B7EEERENAAEET. MEEREEE RN LU H
iDRAC &R .

6. Hi Next (T—#) . I E 7R Active Directory Configuration and Management Step 3 of 4 (Active Directory Bt E FnEs¥H
8834, #£48 nE.

TR REMH 2 E Next (T—H) .
1% &7~ Active Directory Configuration and Management Step 4 of 4” (Active Directory BEEEFIEIEFE 45, £45)

1.

[

I Active Directory (AD) HHI IDRAC & & X RBIRFRFIGIE, FH 8 Finish (SERR) -
R 2R Active Directory I BERLETTM -

£ RACADM ELE B BY RBE2438) Active Directory
£ RACADM B B BB R 22495 Active Directory:

FRAUT®S:

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

NI HISE R £ RIS (FQDN), MA=ZIMAY FQDN. 540, i servername.dell.com, MA = dell.coms

@wﬁii DERELUT = tliE a9 —1, IDRAC IRAHOREREIG ML BRI, BRSIHMINERAL. ERTR
ZEtgRd, X4tk iDRAC & & Fr7EHYIBTHIZS A9 FQDN X IP Hbiit.

E7E SSLIEFMEREPEMEPIIE, FRAUTHS:

racadm set iDRAC.ActiveDirectory.CertValidationEnable O
EERT, BEFLE CAES.

7 SSL EFE R FEBIBITIERIIE (A1%)

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1

HEHBERT, BEEFERLLT RACADM 434 3 CAES:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

7 % IMRIEBEITCBA, EieEEEHRRSEHUFI FQDN. #{R DNS BE#14 — iDRAC 8 — & T IE
[

AT RACADM #p &Rl i :
racadm sslcertdownload -t 1 -f <RAC SSL certificate>

R iDRAC B2 /EH DHCP #F A% F FH DHCP AR5 242 11tH0 DNS, MIEMIAU T4
racadm set 1DRAC.IPv4.DNSFromDHCP 1
1R iDRAC EEZ M DHCP S HEF i DNS IP Hiik, BN TGS

racadm set iDRAC.IPv4.DNSFromDHCP O
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

MREFLBEERPEIIRUEEERE DRAC Web FEMAFTMARFZ, BERUT®HS:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of
the domain controller>

TREZAEER 0 MHFAE, RSIHSHT 1840 Z[E.
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MR Active Directory & &
FERTBUME Active Directory 68 MU E/HIRE B R AR, SISHT Active Directory B3R MBI

£/ iDRAC Web F ik Active Directory ¥ &
SR Active Directory 1% B :
1. 7 iDRAC Web R, ¥ ZEHE — iDRAC & — FPWIE — BRMERS — Microsoft Active Directory.
F4EN 2 7~ Active Directory HZ= i H .
2. Hif Test Settings GUIRIZE) .
3. MNMKAPRIZIR (B0, username@domain.com) FIHERY, SAfSE T Start Test (FFEAMNR) . IR RIFMAMIRLS
R HE.
MREMSBELMY, BEEMK HEPRIEEE R E R A RS R
B4 i ik “BRIEBRIE" 18R TR Active Directory i E/, iDRAC ZEX Active Directory At $588ifd FQDN
AR IP hik#{T#RIR. 2NR Active Directory AR5 87ilid IP Miiit#RiR, MLEHIEIERNY, FRER iDRAC Tik5
Active Directory fR &5 #3818,

{#f RACADM JliX Active Directory i &

EMiR Active Directory IR E, 151F A testfeature 4.

BXESER, 1527 dell.com/idracmanuals 32{#AY) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRESEIERE)

AL EiEF LDAP B

iDRAC Rt iB AR RRIFETRERBFRIENNY (LDAP) HYIEIE. EINEENFEAEH B RIS LHITEM Y
=

T ¥ IDRAC LDAP SLitgeBi@ A, MEFAARBERRScENEMTRAA#THE, REMHRF-EXR. FETERR
SHBRERZM. fln, EMNxFE. BPURRAPMEZ BREETEEERRNBEM IR, XERIET A DRAC T
BLE.

K i¥: 1BF LDAP BREBEEZEALHETEHEFAONEIRIE (TFA) FA—FF (SSO).

P32
{FF iIDRAC &+ Web A HEACEBA LDAP BREARE
/8 RACADM Fip Ei@F L DAP Rk

f£F iDRAC T Web A EECEE A LDAP B ZRS%

E(EH Web AR SIBERA LDAP BRIRSE, iEHITUUTRE:
K E: AXEFHRINER, ESI7 IDRAC Online Help (iDRAC BEHLEEEN) .

1. 7£iDRAC Web REH, ¥ Z#iE — iDRAC & E — AFWIE —~ BRIRE — &M LDAP BRARS

Generic LDAP Configuration and Management (ifif LDAP BLEMEIR) TIHE T B RYBTRYER LDAP R E.
2. H Configure Generic LDAP (ACE & LDAP) .
3. I, E5EM LDAP BRSSRIBIERTAY SSL IEZEAIRLIE I B FIERBKIEH EHERNBFIES.

Ky i EiiRAS, FXFHETIE SSL#OM LDAP 48%E. {X3#F SSL £ LDAP.

4. BEHET—H.

% 2~ Generic LDAP Configuration and Management Step 2 of 3 GEFf LDAP R EfEEE 24, £34) T@E.
5. RRIERA LDAP WIEHEEXTIERM LDAP RRS[MAFKAMMLERS.
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K & RIEBBIECEA, 7EHE%E LDAP fR$58560 FQDN 4R DNS £ Overview (#i%I) — iDRAC Settings
(iDRAC &) — Network (M%&) TIEMHEE.
Ky & AT, FIEREE. BRI ENEREMSTERF DN, 5, RXFHEME, FHEE.
6. BFT—%.
1% £ 7R Generic LDAP Configuration and Management Step 3a of 3 (i LDAP BLEMEIEE 3a 5, 3 ) THE.
7. 23 Role Group (F8f4H) .
1% & 7~ Generic LDAP Configuration and Management Step 3b of 3 (ifM LDAP ECEMEIBE 3b 5, &£ 3 $) 7M.
8. IEEFHRENYMBIR, SIZEXBEMNR, AREHRE Apply (KA .
E4 £ tRIEER Novell eDirectory 7314 DN ZFER TUATFH: # (FS) . " (WEIS) . (95 . > (XF
) v, GES) ;< U©MFS) , MabdisEX.
At Hig B IR . Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP i EMEEE 3a 45, 43
B) THABETABHEE.
9. MREGEHMAGH, BHEEF7LMES L.
10. # Finish (5EAK) . @M LDAP BRIRSEIEETM .

£ RACADM Bt i@ A LDAP B#R%E

EEIE LDAP BEMR%, ¥/ iDRAC.LDAP %1 iDRAC.LDAPRole A HI%} % .

BHXEZEE, 1557 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAEESE &™) .

iR LDAP R RSZEE
BRI UMY LDAP HERSIKELINIEEHNEE 2|/ IEM, (i2E LDAP B RAEMAYE)RE.

{2/ iDRAC Web FHEMiX LDAP HRMRFEE

ZiK LDAP BRREZEE:

1. 7£ DRAC Web AE Y, ¥ ZFRIE — iDRAC 8 — AFKIE — BRIRE — i@ LDAP B3RS
Generic LDAP Configuration and Management (ifif LDAP BLEMEIE) T1E T B RHFTRYER LDAPRE.

2. i Test Settings CUREE) .

3. MIXNEENK LOAP REMNBERBAAMNARBNER. SRECATHRERNAFAERMEE, FERANNEARZLRSHR
®E MR EITE .

3*: f£B A% Enable Certificate Validation (/8 AIEBIEIE) BUER TiMliX LDAP & ERt, iDRAC 23K LDAP FR%55
# FQDN iRZIE R IP Hilit. fR LDAP BR$5380 IP HihbskkRiR, RMERIIELRNY, BEY iDRAC I35 LDAP
REEBERE.

K4 i REMIEM LDAP, iDRAC BESERXUBRAFNSHERAF. MRKNM, WaBAFHBAFER.
REENS BRI 45 RALNIR A .
£ RACADM liX LDAP B#BRKZ&E

EMR LDAP BRIRFZINE, 1B5F M testfeature %, BXELIER, 15E (7 dell.com/idracmanuals iz {##] iIDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TRESEE5/E) .
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BCE iDRAC LIEITRE—BRUEEFER

ATRMALE DRAC UHITEREFER GEATAMA FF1 Active Directory i) 18— (SSO) &R GERTF Active
Directory i) HIER. SSO MEBREFEFZEEIFTRITNEE.
iDRAC % ##EF Kerberos B Active Directory I8 iF 3R ¥ 35 & g5 SSO BFR. B X Kerberos HIEE, iFiHIE] Microsoft Mk .

iEP 32
73 Active Directory F PRCE iDRAC SSO %&3§
AR AELE DRAC HEEFESR
3 Active Directory A PELE iDRAC BEE &R

Active Directory E—E RN E st FEFHAREEY

#F Active Directory BY SSO 5 & &k FE FRAVRTIREH-E1E:
iDRAC B}[8]55 Active Directory a4 g8t @)% . BN, iDRAC &Y kerberos IEIFIGEIK. &a]LUEARTXFI NTP IfER
[ElSatE. EHITIIRIE, FSREERRXF NTP,
1% iDRAC ;¥ F3 Active Directory Rz B9+ EH1.
5 ktpass TR AL keytab X5

ERTREMBRARE—ER, BRI Delegation (FIR) &I~ A keytab F Fi%#E Trust this user for delegation to
any service (Kerberos only) (FHIIARFZHZRISELLAF [{XR Kerberos]) . iZETF{XFEIER ktpass AFRIEFBIE
keytab XHEA R

« ECEFKEB[/LUBH SSO BXR.
Bl Active Directory JTRFH 2T ERR
X SSO, 14 IDRAC FR7EF MY DNS AR BZ2RELE K M EHXE .
Ey & WREHASKE DNS AL, Kerberos HAKNES LK.
RENSEULS 5SSO BR. BLESEE, H5H RELH Web AKE.
K 3E: Google Chrome 11 Safari 7~3z35{&F Active Directory #{T SSO &%,

iEP St
1% iDRAC 3EAf 9 Active Directory 1R854 B3+ 541
4 B, Kerberos Keytab 34
Bl Active Directory X5 FI2 {4V R

1% iDRAC 33 #i} 73 Active Directory Rz YT &

£ Active Directory #Rig 4 iDRAC:

1. B35 Overview (#E5X) — iDRAC Settings (iDRAC i &) — Network (f4%) — Network (f4%) .
FEEN % &7~ Network (f4%) T .

2. REEAY Preferred/Alternate DNS Server (&i%/#% ) DNS FR$5E3) IP ik, Z{E2{EARELERKER 5 HIBZ DNS AR
522 |P st

3. i%#%¥ Register iDRAC on DNS ([&] DNS j=# iDRAC) .
4. i2{£5% DNS Domain Name (DNS 1#4) .
5. I&IFM#E DNS BLE 5 Active Directory DNS {5 2\ ILHL .
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BXEETMESEE, &S IDRAC Online Help (iDRAC BXHLESEN)
4 m}, Kerberos Keytab 3%

E R #F SSO MEREREFIIF, iDRAC R ##E Windows Kerberos 4 H1 /2 Fl B B1E A Kerberos BRZHIBIELE . iDRAC EHY
Kerberos Bt & i5 & M £ 5B &3 Windows Server Kerberos BR551E Windows Server Active Directory &£ A5 12
[&].

ktpass TE (AJ{ERARS 2§ R4 CD/DVD HILHRER ST M Microsoft 3%18) BT RIER A AIIARS EABHR (SPN) SiEHIEE
EEE2FHE] MIT 18308 Kerberos keytab XHH, X AIFINEIRAARH ARG SEHA D L F0 (KDC) ZBIEIMLFEEXR.

keytab I#@,ﬁﬂﬂﬂl‘"‘%‘%ﬂ, BT m#EZRS 55 KDC 2 [BR1E 2. ktpass TR 21F 2 Kerberos FHERIETF UNIX BUBRSS, M
MRl Windows Server Kerberos KDC AR SSIR LI ERIEMETHRE. X ktpass A IEFHIIEMEE, 151518 Microsoft [
Uf: technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4 X keytab X Z AT, B EIE—A Active Directory i Pk PS5 ktpass @94 H -mapuser JEI—2FH. b, ELHH
BS EEHE A keytab XHEF #Y iDRAC DNS & FRHERIA & FR.

£ ktpass T R4 A} keytab 3C15:

1. EFEYS IDRAC BRETE Active Directory H FA ik R E9IE#EHI 28 (Active Directory BREZE8) _HIB4T ktpass A FRIER .
2. {EALT ktpass #5463 Kerberos keytab 3T :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out
c:\krbkeytab

fNZE AR K AES256-SHAT, FRFERI A KRBS_NT_PRINCIPAL, RS A #RISMet 20 BfrAAKAHNEMELTERA
e A8 B AES 256 MERBE M.

[E4 'E: %I iDRACname MERZEHBMREANEFE, MERAEAASTFE, MRGIFHR.
3. BITUT®%:

C:\>setspn -a HTTP/iDRACname.domainname.com username

BB —A keytab .

By £ RZH 92 B3R keytab SXHH) iDRAC A FHRIEMIENE, EOIRHFHFAFH keytab 3. MRERAITRAE
ZHE— keytab 30, MFTEEMEE.

Bl Active Directory X5 F2 AR
STETF Active Directory I B Z2HIH) SSO BFHITUT HE:

£ Active Directory BRFZ e PO RZXTR . WPRITRAKEXITR.
WEEBPRITRAAEIR. BIAZREEEGANR, BAXTHELSGETI—ERe0E.
155 A SR B X SR R BRI 8 I AN PR IT &R

B2 HIH SSO AR (BRRAFP) AMERENR.

NI ARERRIROR, LAHE A KERIT R .

PSS 3

1% iDRAC F P Fa#X PR A N E| Active Directory

73 Active Directory A Fiii & iDRAC SSO &R

1£ 9 Active Directory SSO %Rt B iDRAC Z HiI, &R e ARIRSE M
HIGET Active Directory 1% & F Pk FET, RILLA Active Directory SSO BLE iDRAC,

SEFNSINES
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i aeE
Active Directory B —E R Bt RS ZHEHES
£ IDRAC Web R EFALE B H R HEZEHIHY Active Directory
£/ RACADM Fif & B B R AEZ24AY Active Directory
£ IDRAC Web EEAE EHH BEEHIEY Active Directory
£ F RACADM FL B BB RZEHHY Active Directory

&£ Web EEH Active Directory F it Z iDRAC SSO &%

EfE iDRAC Li#{T Active Directory SSO &5 :
K4 i BXREBEMBOIER, &S IDRAC Online Help (iDRAC BXHLEEAN) .

1. I&iF IDRAC DNS &2 ILEL iDRAC TLREEZ . ESLINLLRIE, 157 DRAC Web RE S, #EH#% — iDRACIZE
— W& — M4k, AEEZE DNSEHEZEM.

2. ELE Active Directory IAE-FHRAEZRMIS RN E A P AT, EFRITULTEAMNSHEREE SSO:
£ Active Directory Configuration and Management Step 1 of 4 (Active Directory BLEMEIEE 14, #£4 %) nEm+
L keytab 321

£ Active Directory Configuration and Management Step 2 of 4 (Active Directory FLEMERE 2 4, t£4%5) 7H
fhi%$% Enable Single Sign-On (BB —%&F) %I,

£ RACADM A Active Directory Fi FHCE iDRAC SSO &R

ZEMA SSO, SERSEELE Active Directory, HiE{TUA T4 :
racadm set iDRAC.ActiveDirectory.SSOEnable 1

AXMAFECE iIDRAC BEEFER

ERLE iDRAC KA AU ITERERER:

1. BEREFAPIEBMZRE CAIEH EHE DRAC.
2. BREEFRER.

BT
SRAGES
LEERERBA RS

- ra
BB EERES

EHEREFRPIES

THAAIEREZAT, EHRREEEFENEARAIER L Basebd X FH. SHA2 IEEthZ .
xR
FREGIEH
£ Web A _EH &~ AIEH
THEREFRAITES:
1. 7 iDRAC Web RE ™, # ZEHiIE — iDRAC BE — M — FAAISIE — AiEAA.
NS B R ARE.
2. 7 UseriD (BFID) 3, BFHERHA D H=.
15 27~ Users Main Menu (FA/ESEH) TIE.

3. 7 Smart Card Configurations (E#t-FECE) T, i%1% Upload User Certificate ( LA AIER) , ARG % T Next (T—
) .
18 &7~ User Certificate Upload (FAFIEP LEH) TimE.
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4. FSTHERE Base64 AFIEH, AFEE Apply (FBIA) -

£ RACADM L& EaE-FHA Ik
EEHEGERA IR, 15§ usercertupload X%, EXEZEE, 155 [# dell.com/idracmanuals 3z {##Y
IDRACRACADMRACADM Command Line Interface Reference Guide (iDRAC RACADM &4 {TEEEEIER) -

EHEEFHEE CAIEH

L& CAIEBzHI, BEHRIEA CAZRWIER.
xR
FREGIEH
£ Web R HE LH EH&EFHIZ{E CAIER
ITHRATEGFEFRNZE CAIES:
1. 7 iDRAC Web BREh, #%ZEH#EK — iDRACIZE — W% — AFWIE — AAA.
AR E AT E.
2. fEUserID (B/ID) Fidh, BAS D HE.
1% E 7R Users Main Menu (FAREHH) TTE.

3. 7t Smart Card Configurations (Egt-FEE) T, 1%i% Upload Trusted CA Certificate (_E#H%{5 CAIEH) , RiF8aH
Next (T—2)

18 &7~ Trusted CA Certificate Upload (Z{& CAFH %) TiE.
4. FEHEFEZE CAER, REBENA.

£/ RACADM A EREF L& Z(5 CAIEH
ERHEREFERLEEHZE CAIES, 1B usercertupload 3% . BXEZEE, 1EEH dell.com/idracmanuals _E1Z{H]
iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM #&{TREEEIE/m) .

73 Active Directory FH PECE iDRAC ErEFER

73 Active Directory FiPECE iDRAC BeERER A, 1BRRECTEHRIFINRIERM
ERLE DRAC IHHITEREFRER:

1. 7£iDRAC Web REH, BLE Active Directory W& B &R FHrEZMS Y B2 A Ak 28+, 7 Active Directory BLEME
HEE1/4TET:

BRIEBWIE.
EHIEES CAZRIEB.
*  _E# Keytab Xt
2. BHAEEFER. AXEMNER, EEIR IDRAC Online Help (iDRAC BE#LESEN)

bizEaiE
BRARZAEERER
4 B Kerberos Keytab 3T
£ F iDRAC Web R E L E B HirHEZE#IAY Active Directory
£ RACADM it & B F¥r/E L2489 Active Directory
f£F IDRAC Web R HEFALE BH FRAHEH] Active Directory
£ RACADM Bt & B HH B EEH4IAY Active Directory

ERHSZERERFER

BRI DRAC WERERERZHI, EHE:
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A" “BLE iDRAC” R,
EBHEMNIEBR IDRAC At FHELE 5 Active Directory i P E B 58K

7 E: RSk BF2 2, W SSH, Telnet, LAN £ IPMI, LAN EHE{THEIE RACADM HE &M, 1tkoh, mREEH
BHFEFE, NEORSE31BA.

P 3aiE
REGIEH
3 Active Directory A P& iDRAC B g K& F
AR AELE DRAC HEEFESR

&M Web FEHE A EREREFER

BERRREREREFERE

1. £ iDRAC Web EE™H, #£Z#kiA — iDRAC I E — B PRIE — SEtk.
FEEN4 2= Smart Card (B&k) .

2. M\ Configure Smart Card Logon (ELEE&EFER) THSEZEH, i5i%#F Enabled (M) LIBABRFER, HEEE
Enabled With Remote RACADM (f£FIiEf2 RACADM BH) . &N, %1% Disabled (ZH) .

BXREETMEZ(EE, B2 IDRAC Online Help (iDRAC BXHLEEEN)
3. BENARMRAKLE.
i IDRAC Web AEHFHITRMEEERZRA, RESREFEHITEREFESR.

ff£F RACADM BRI 2SR ER

ERREEFESR, BEMA set S LUK iIDRAC.SmartCard PRI &K
BXEZEE, 15217 dell.com/idracmanuals t321itH iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRESE5RE)

&£/ iDRAC RELREFERANRLAEEFER
BRASSAREFERIE

1. 7EDRACIRELAREFF, ¥ ZE Smart Card (&R .
1% &7~ iDRAC Settings Smart Card (iDRAC i E&#t+k) 7M.

2. i%#% Enabled (BEER) BASEFER. TN, £ Disabled (2EMA) . BXRMMIFMES, ESIH (DRAC RE
LGB AEE) o

3. {kx#ifBack ([FiB) . Finish (5E2Rk) #Yes (&) .
BEaFERIEFRIBEFEBARER.
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9
Bl E iDRAC L& IEEH

EAIUAER ARG AR ESHREERMBEE. SRGEHNRASTIEXEHRN, ReLEE . SRFAHERK
SBETEXNFENSEAEEY . MREMHSEMHHERLE, HFAZSHLFERKEAERER (BFEpER%
SNMP B&ff) , MRFSKERLEL—NHEZNMEENBR. MRE—FHHERTWEE AN TRIE (FIMEFHSIF. X
NEERBRKRAZRGHIR) , WFHITIZRE. BIEHRTLURE—MRE.

Ef E DRAC KAIKIXELR, BEPITIATIRIE:

1. BRZR.
2. IEEAILURIE RIS = R E TR ER .
3. OCEBTHHER. IPMIZR. SNMP G, ZERZKHR. Redfish EF. BIERZEHAEM/L WS EHIRE.
4. BREHERMRE, M
1%%3’-&1[!1#%#&\ IPMI €38 . SNMP P&l ImIERZHE. Redfish B, BERGHES WS EH-LZEICiEMNE
o
NZERGHITEFSS. XU KHEBEFIERE.
Eq I BRESENRMERGE R SNMP ERRIEL EHURMERFAT SNMP Get 2815 iDRAC B P iSMnmpUser.
iR
B A RER
IR
WEEMER

BEERSTEY

it & B FHR - E4R . SNMP BaRtsk IPMI PaRHE E
BEERERZHRILR

BLE WS B

Bl & Redfish ¥4

EZREE D

BRSERER

ATHERLZEIEENBERFRIENITEHIRE, GUNBEREEERET. HEMHSESRENENMERBEHRE.
B2

IR

D 2 BB F AR 4R, SNMP Bapiek IPMI BERHE &

£/ Web A /B A BERAER
BEAREMERER, BRTUTHRIE:

1. 7£iDRAC Web REH, #EMK — RS - BiR. MHSE~ERTE.
2. 7t Alerts (Z4R) #B4r:

i%£3%¥ Enable (FR) LUBAERE RSP TEMHRE,
%1% Disable (££F) UBRAERE M ERAEMHHIE.
3. BENRRERE.
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{£F RACADM /& 3 & F &4k
ERAUTHS:

racadm set iDRAC.IPMILan.AlertEnable <n>
n=0— 2&H
n=1—2BH

&£/ iIDRAC R E 2 REFE A BERAER
BRI RE  E AUR

1. 7£ DRAC&XELNARERFH, & X Alerts (BIR) .
1% 27~ iDRAC Settings Alerts (iDRAC & E&1R) 7M.

2. HEEEEHT, ZEBRAUBRERIEMHERIRE. TN, EEEA. BXZEMNELZIER, 15S# IDRAC Settings
Utility Online Help (iDRAC & & 2\ FIIEFFBAHLEREN)

3. f{kx#idBack ([FiR) . Finish (5EEk) #Yes (&) .
ERIRERLE TR

EER

AT DARRIE 28 51 F0 = B 14 TR I 23R
*E?E%ii%
BB RER
B Z B FHREE3R . SNMP BERsk IPMI FERHE B

{#£F iDRAC Web R i &R

EIRBERNFIE ML IRER:
i & AMEERRARIEIRGAR, wAERER.

1. 7£ DRAC Web REH, ¥ E#K — IREH{ - BR. BERERIE.
2. 7£ Alerts Filter (ERITHR) 35y, EETII—PHZAN2H:
RETITIRR
e
&
- H#
« EH
- TIEER
3. EETI—PHBANENEEFR:
B
e
Critical (F=&)
4. BERA.
Alert Results (B RZER) MG RBENEN KA EH R RER.

£ F] RACADM f&ik&3R

EiFRER, TTUER eventfilters 84 . BXELIEE, 1521 dell.com/idracmanuals _E12#t#Y iIDRAC RACADM Command
Line Interface Reference Guide (iDRAC RACADM #&{TRESEERE)

142



EEAFER

HAIIS BB L A AR E BFMEAER, FlanE FaEER. IPMI ER. SNMP B, IRIRRSKHE. BIERZKHEM WS
=4,
Hx i

B ASEZERER

il 2 BB FHRAFEE4R . SNMP [EBEE IPMI PGS B

P —

EEnEREHEICE

BE WS H

B & Redfish Ef

ffEF Web AR EFHER

EER Web FEREFHER:

1. WHRECKEETHETHMEER, IPMIER,. SNMP EHHEEF/RERREAEFLE.
2. % ZE Overview (#5iX) — Server (BRE:B) — Alerts (EEiR) .

BEENS &R Alerts (£4R) U@ .
3. ff Alerts Results (Z3R&ER) T, EBEUTHAZEEHN—IREABEER:

« ETHEHER
+  SNMP BB
o IPMIER
BERGZHE
WS E4
4, E%ﬁm
BRENSRE.
5. 7& Alerts (Z4R) £84y, %% Enable () %I, HER L XZIE B BIR.

6. (W) BAILKEMIXEH. £ Message ID to Test Event GEE ID BMXEH) FEP, MAEWKAHEZ D (MR
BAERER) , FHEL Test GUIR) . HXHEE ID WFIE, ESH dell.com/support/manuals 1R H Event Messages
Guide (%ﬁiﬁ%?‘éﬁﬁ) .

{£F RACADM & EEH 4R

EWEEHER, FTLUERA eventfilters 5% . BXEZER, 155 dell.com/idracmanuals 12 {##Y) iIDRAC RACADM
Command Line Interface Reference Guide (|DRAC RACADM s & {TAR BB E ) -

WKEERENENH

AT LA IDRAC BCE ATE VR ERT B EIRE MM E Y - MRAGHEEXTHSILREERERFIFEETEIT. BAERA
303& BYEERZ 08 366 X. HA O RRTREEHEN.

E i A mEs “ELE IDRAC” R, AtEigxBEEIRSIE.

{£F iDRAC Web AW EERSMEH
WEEREIE:
1. 7£iDRAC Web REH, H#ZEHEE — REE — B - EREM.

143



LR B REREIE.

2. AEEIMIIHP, AFENAH ERFAFTEHRBMNERINEE.
BXELIER, {555 IDRAC Online Help (iDRAC BEHNEEEN) .

3. BENA.
BREZREINLE.

£l RACADM & EER SN EH

E{FH RACADM & BEEIREMEL, ATLUER eventfilters S . HXEZEE, 1557 dell.com/idracmanuals 12 {HY
iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM & {TAESE15/) -

WESEHRE

AU BB HRE, IMAERZEPITERSIS. XNEBFN. KHEAPITERE.
X%

i ZEHR

B RER

£/ Web FEIZESHHRIE

WEEMHERE:

1. 7E£iDRAC Web REH, #ZHIK — REE - BiR. HEERTE.
2, HEERERT, AMBMETRREEDHENEHRF—RE:

SIS
XABFEEER
Power Off (XHIFEIR)
THR1E
3. BEHRA.
BENSRE.

{8 RACADM & B E{HFRME

ERERTEIRIE, FTLABER eventfiters % . BXE%IEE, 1521 dell.com/idracmanuals 312t/ iDRAC RACADM
Command Line Interface Reference Guide (|DRAC RACADM & {TAEmSEIEE) -

e E B FHRHZIR. SNMP BEBEL IPMI BEBIE =

EIE U {E A A R EIR Y (SNMP) FIE RE A EIRRE (IPMI) PARHEI iDRAC HI%HE. MTEBAAEDANAL, E18
U TFRAIRE A M EMHIERE AT DRAC B, MEABELLERKT. 520, EHMEHTUUETEED a2 EHREESELER
UEEFERT A& H &R R AN EIRM . AT SNMP v v2 F1 v3 $&3K.

ERIABCE IPv4 F0 IPv6 E4R B fR. BFEHEERM SMTP RFGE, HMRXEGE., WAILIEEEEHE %% SNMP &M
B SNMP v3 A,

HEEEBTFHRE. SNMP B IPMI BEBHEE 2 81, 15HR:

« #E7% Configure RAC (BLE RAC) HIMR.
BEEE B LR

xR
ELE P ZRB5R
BB T ERISE
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iE IP EREMR

BRI LARCE 1PV6 3% IPv4 ik LU IPMIEER 3L SNMP BaBf .
BKfEM SNMP I51ZARFREFTER DRAC MIB W52, 15515 dell.com/support/manuals 1) SNMP Reference Guide

(SNMP Z2ZE457)

£ Web RHEIZE IP #iRE R
EEA Web BERBEREIMEE, BHITUUTHRIE:

1.

2.

3% Overview (HEiR) — Server (FRSEE) — Alerts (¥3R) — SNMP and E-mail Settings (SNMP FeE FaB 1%
20 .

%1% State CIRAS) ‘TS FHEIRBAR (IPv4 dbiik, 1Pv6 Mt sSE 2R EE R (FQDN)) SRIEUIRER .

BEALMEE/N\BfRttt, EXFIETMELES, 1S IDRAC Online Help (iDRAC BAHLESEN)

EEFEEE L X SNMP FEHRI SNMP V3 B .

I IDRAC SNMP HlfkZfF & (RiEMAF SNMPvI F1 SNMP v2) 1 SNMP Z3Ris OS5

BERRTNELIEE, H25H IDRAC Online Help (IDRAC BEHLESED) .

Eq & “BEFRSR” ER7 IDRAC RZMEEMEEENW (SNMP) ERIEH P EANEEFR S ETRERRE
BkF# 55 iDRAC Ak FFFEEE . FRINEA Public.

EEK 1P it B A IE R IPMI 3¢ SNMP fERH, &8 3 Send (%3%) (9 HILLT Test IPMI Trap GRIiz IPMI B&ERE) 0
Test SNMP Trap Uizt SNMP B&EB) T) o

BN,

248 BFrESERRELE .

7£ SNMP [EHHRR IS, EFERT R XFEM B R LFEFRTILATZA - SNMP v, SNMP v2 5 SNMP v3, X8R
.

F4 7E: SNMP Trap Format (SNMP FERf#H&) ER{UERT SNMP Bapf, TIAERT IPMIBERt. IPMI BERHIELE 1L
SNMP vl XA E2ETHEEE) SNMP Trap Format (SNMP BaEBHE) S®ImE .

SNMP f&Rf & N BNSERRECE o

£ RACADM B E IP iR B 5

BLEFEMEIRISE
1. BFrERE:
racadm set idrac.SNMP.Alert.<index>.Enable <n>
BH |35 8A
<index> B¥&E5l. AIFHER 1288,
<n>=0 = F Bk
<n>=1 B FAraER
2. MCErEM B Rttt
racadm set idrac.SNMP.Alert.<index>.DestAddr <Address>
&% [t
<index> Bfr&ESl. IFRIER 138,
<Address> B IPv4. IPv6 8¢ FQDN ik
3. FLE SNMP AHZIRFERS:

racadm set idrac.ipmilan.communityname <community name>

Y |i38R
<community name> SNMP & R

EfLE SNMP BfR:
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5.

WE SNMPv3 #9 SNMP BB B #R:
racadm set idrac.SNMP.Alert.<index>.DestAddr <IP address>

HBaR EARIRE SNMPVS I :
racadm set idrac.SNMP.Alert.<index>.SNMPv3Username <user name>

FAFEB SNMPV3:

racadm set idrac.users.<index>.SNMPv3Enable Enabled
mBELE, ENEH:

racadm testtrap -i <index>

BXEZEE, 1527 dell.com/idracmanuals t121tH iDRAC RACADM Command Line Interface Reference Guide (iIDRAC
RACADM ©&{TA MBS EE5R) -

Eﬁﬁ iDRAC & EAHREFEE IP ER B+
BAIUER DRAC I B AR FE EER B4R (IPv4, IPv6 8 FQDN) . EBESLINX—&, iF:

7£ iDRAC Settings utility (iDRAC IREAHEFT) &, & Z Alerts (Z3R) .
1% 2 7~ IDRAC Settings Alerts (iDRAC R EE4R) T1H.

2. 7£ Trap Settings (FERFIRE) T, BFRZESERTAY IP #ollk, Hi@A IPv4, IPv6 5 FQDN Biritbit. &S ALUEE 8 1
Hodit.

3. HMIANBFEAFEFERZIR.
BEARIRMIESR, &S IDRAC Settings Utility Online Help (iIDRAC & & /A BIEF BRI A58

4. kx5 Back ([FIB) . Finish (58RK) % Yes (&) .
2R BirRISERECE

BEERTFIHEREE

80T ABE & BB FEREE Hbd DUZW TR &R . TATLABLE SMTP BRSSFHING E .
E 3E: tnSRAR AR 5585 = Microsoft Exchange Server 2007, E#B{R hF4FAR S #3B0E iDRAC I8, LAEM iDRAC 3EUE

FHBEEER .

K SE: B FEREER 3 IPv4 0 IPv6 Hihit. {E£H IPv6 BfisZii3E & DRAC DNS 154 .

HExHEE
BLE SMTP BB FapfAR S5 es ittt i &

£ Web R HEEE B FEAEHEIRIGE
EEA Web RER BB FHMHERIGE, BHITUTRME:

1.

2.

.
4,

3% Overview (BEiR) — Server (FR%28) — Alerts (¥3R) — SNMP and Email Settings (SNMP F1e8 FHR 438,
20 .

ESFRASIE T LAS F SR CER A B F ARt i H BN BB B Faf bt . BABETMEZER, 1§EH IDRAC
Online Help (iDRAC BX#1#5EH) -

f i Test Email CRIIREEFHBEF) TH) Send (&%) MIXACE AV FHIHERIZE .
BHNRA.

£ RACADM B¢ & B FHp &R E

1.
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BERRBTHGER, BERITUUTRIE:

racadm set 1DRAC.EmailAlert.Enable. [index] [n]

8% EL
index BFEERERS]. RIFHER 184,
n=0 2 T U ER



! |38
n=1 B AR FEHER.
2. EREBETEHMHRE, BPITUUTRE:

racadm set iDRAC.EmailAlert.Address.[index] [email-address]

S |28
index BFitENthERESl. RIFRNER 13 4.
email-address BT & EHEIRA B At B TRt

3. EEAEXNER:
racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]
e |iRB
index BFitErthEREsl. RIFREN 18 4.
custom-message BEMNHEE

4. ENAREMEFEHER (WALE) , BHRITUTHRE:

racadm testemail -i [index]

B |88
index B AR TR B MRS RIFHER 13 4.

BHXEZEE, 1557 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER) .

BLE SMTP B FHiEAR B8 itbhtig B

TRATRLE SMTP BR 522 Mt LUIS B F R 4R 4 3% B35 & B #R.
&5 IDRAC Web REIE SMTP B FHLEREZZEM U G &
Bl & SMTP BR&S St :

1. 7E£iDRAC Web REH, #ZIK — IREEE - EIR — SNMP MHETHIEZE.

2. MAEERREFFEAL SMTP IREF[MAEY IP it 2R EE 2 (FQDN).

3. i%#% Enable Authentication (/FRYE) £, AEIRMAFABZMER (BRUAIE SMTP RE#BHA KR P&
) .

4. WA SMTP#OS,

BXEFHRNESEE, ESIDRAC Online Help (iDRAC BA#1ESEN)
5. BEHNA.

SMTP IR EEEE.

&/ RACADM & SMTP B -FH iR EMU G E
ERLE SMTP BT AR SRR, EHITLUTRE:
racadm set iDRAC.RemoteHosts.SMTPServerIPAddress <SMTP E-mail Server IP Address>

ACE WS Hit

WS BB TERHRS GTRE) BRSE (EHRE GEMBMLBHIE GTED , UERESREREHES
GRS EMER) . AR WS S EERMZE Fimal UER iDRAC iTRE LS Lifecycle Controller 1l #8C HUSE 1.
B E WS EHIhEELUIEWS Lifecycle Controller 1Bl X HIE LY WS EEEE T ERN SIS iIDRAC 1.30.30 #SEiR A 4
B “Web BREEMHIE" FITNE. BRTHMTEZIN, Bx WS EHHUMNTRER, 15287 DSP0226 (DMTF WS EIE#)
38) 10 T “iBE (FEH) 7 A, 5 Lifecycle Controller XA TE “DCIM 1ENIZSIEL B SCE” RS iHTT

AN

MR
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B E Redfish Hitk

Redfish B MY AT EFHRS GTHRE) ERSSE (FEHFRF EMBLEBMINE GTHD , LUEWE S Redfish FHHIE
B (BAREHER) . BXBEW Redfish EHEEME P im A LUER iDRAC TTIRIHIZIS Lifecycle Controller 1EMl4E X #9
=,

AR

7 PowerEdge FX2/FX2s #l#8_E, #&AILAZE iIDRAC #1/3 f Chassis Management and Monitoring (#HlFFEIRFIMEM) BE, U
PUTHEE M EMES, ﬁuzzuﬂg,wmaza#\ BLEZ4R. 5/ DRAC RACADM f&i# CMC RACADM #4, AR EFHAE
EE. IRERFEENEDIRSE, BEMEHREET CMC. BAILUSIL{EIRE 5 Disabled (BEH) MiEAHESE
. BABRAT, WETILER Enabled (BBA) -

K & LR EEY, SHEMBRE CMC F, FRFSHFREATHONBEEER B RS ENREEME.
% Chassis Management and Monitoring (HLAEERMMEN) ETTI&E % Enabled (BEMA) B, iDRAC S4ERMICRIFEE

. ERMEHSEME] DRAC EHFREHEREMHEREHRER.

CMC E=# &% A B iIDRAC B, INRBRSEF LR IDRAC SAIERET(E, W CMC 487 16 MEHHEFIBATIH B#& CMC B
EHIERELKIBS . 1§ Chassis monitoring (HLAENSMI) % E H Enabled (BEA) &, X 16 MEMHIFIIEI A% E] DRAC.

1€ iIDRAC #M B 5D EE CMC THEERIIZ S, BETRESEE, BHNEBUMRAHLE CMC B, FLINGERRELEEBIT.
{F iDRAC Web A MM FEE4H

E({F M iDRAC Web RE MMM FAEL, BERITUTEE:

i & ABSDUERT PowerEdge FX2/FX2s L4, FEXM#E CMC MRS A THHAEE L E S sl EEMLE
A HIR .

£ CMC REYF, BHHNERE - 88 - Bl

MREBEXATHONBEER TR ES, REEBEMEN, REEHHA.

/B iDRAC Web RE, HEH#IK — IDRAC & — CMC.

ARSZBEXTONBESEERS T, HRIG IDRAC RITHEE TRFIRIEREANBBH.

£ RACADM M5 iEE= 4

It 3% B (& BT PowerEdge FX2/FX2s BRES 88, FHHXEE CMC iSRS ER FTHHBEIEIL S MM SR MM e A
EH.
E{FF iDRAC RACADM #3514

racadm get system.chassiscontrol.chassismanagementmonitoring

AN

BXEZER, 15519 dell.com/idracmanuals 12 {t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRESEIER)

E#RHE ID

TREET ERERNER D B5IE.
*.29: FWRER D

B2 D AR

AMP iz

ASR BRIEERSK
BAR /TR

148



&8I BAA

BAT M ES
BIOS BIOS 18
BOOT 51545

CBL FR4

CPU PSEES

CPUA RIBRRFE
CTL FhEES

DH IEPERE

DIS Bai &I
ENC FHEHLAE

FAN R EEEH

FSD iR

HWC WHEE

IPA DRAC IP B
ITR N

JcP {5

LC Lifecycle Controller
LIC ¥R

LNK HEARTS

LOG BE=EH
MEM AF

NDR NIC #1ER B IRENIEFF
NIC NIC Bt E

0SD BRIERGHE
OSE BIERGEH
PCI PCl & &

PDR VIR

PR B3

PST BIOS FHlLE
PSU HiRR%
PSUA PSU RF1E
PWR HIRER

RAC RAC E4
RDU LR

RED Bl TE

RFL IDSDM 7 R
RFLA IDSDM " Z7E
RFM FlexAddress SD
RRDU IDSDM Tt
RS 2RSS
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&8I BAA

SEC ZEEH
REEHAE REEHEE
SRD 4 RAD
SSD PCle SSD
STOR i

SUP El 4 ST
SWC BHEE
sSwu BHE
SYS RGER
T™MP mE

TST M EE AR
UEFI UEFI E=¢
USR P FERER
VDR B

VE vFlash SD &
VFL vFlash 4
VFLA VFlash N#7E
VLT BE

VME BN R
VRM ERUEH&
WRK TEER
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10
BEHE

DRAC IRItEE A%, FiFRE. MELE. BEHEH. EFX. IFEHEEEFHEAEHH Lifecycle BE. T3, REEH
FEHEAR B RABEZEHHE (SEL) E'\JMEEI?E\#E{,#O Lifecycle BB T iDRAC Web EE. RACADM F1 WS-MAN EEA[78].

Lifecycle HERIA/NAE] 800 KBEY, BHEBEHEHEE. BRETSERFENAEEE, FORFEEENARFIEREME
B, EEEGHENBE, BYIEE /l‘ Llfecycle HESHIRGHPHE—NE.

P S3

BERY =

#&E Lifecycle HR

S Lifecycle Controller H7E
;Ij\\j]ul'f EBE%*—
EERERZHARITR

ERERGEHEE

HRERG ERERGHEHR, JFIERTE System Event Log (REFMHHZE, SEL) . HER SEL FBEAILIE LC BE
A,

£/ Web AEEFRAEHHT

7 IDRAC Web RE P& F SEL, HEEHK — REE - AE.

System Event Log (RGEHHRE) MAERAZBITRAIERL, HEBEMEMIREGNRA. BXEZER, H2H
iDRAC Online Help (iIDRAC BE#LEEEN) .

B Save As (77 A) 1§ SEL RERIEAIENALE .

i £ MREEABR Internet Explorer 7 B ERFIIMMIEIE, IETHIEMT Internet Explorer MRRREEH. ETL
MELT Microsoft 335 web H#hti#4TT#i: support.microsoft.com.

EEMHEE, B3 ClearLog GERHER)
E i AEEAEERBEENERN, “FEREAX” F£BR.
7&B& SEL J&, 1E Lifecycle Controller HEFIER T —1%B. HEXBSFERFPZFAMNPERT SEL B9 IP Hblit.

{£F RACADM EE AL EH#HE

EFH SEL:

racadm getsel <options>

MREHIRESH, BEREANBDE.

ERIR SEL £B8#, HEIﬁFﬁnpv: racadm getsel -i
EEBR SEL %8, BFEA®%: racadm clrsel

BXEZER, 1559 dell.com/idracmanuals 312 4t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAREESE /M) .
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£/ iDRAC RELREFEERAZEHRHEE

ERILUER IDRAC IRE R AEFEBRAEMHE (SEL) FIERM2HHBERBEE. BXURX—, 1A:

1. 7 DRACRENMIEFH, RERGEHARK.
iDRAC Settings.System Event Log (iDRAC IRE A%t EHHE) Z7~ Total Number of Records (ig3RRIEHD)
2. EFERICHE, HEE Yes (B) . BN, BHEE No (B .
3. EBERGEM, 1583 Display System Event Log (R RAGEHHER)
4. fkxE#dE Back (J5IR) . Finish (5ERE) #Yes (&) .

& F Lifecycle BE

Lifecycle Controller SR AXZERZ LA RZBHNERAEIER. EHMUATENMAEZERMIIELR.
AT EHFENHEIER:

© REHEH
- EfitgE
© MR E
- EE
CL
]

WIRFERAUTE—EEmBEZH;TH iDRAC BF, J47E Lifecycle BEDRITEES, B FTELME 4

Telnet
SSH
Web FH
RACADM
SM-CLP
LAN _E IPMI
BT
ERNEFHIE
BN R
ISR LURB LA EM RN EENTFEAE. SHAUSHAFTEFRANBIEES .
B4 I SRR Lifecycle HEEBIRETHLIAS| SHITER.
IR EE A RACADM CLI 8% iDRAC Web REEEEEIEN, Lifecycle BB EHEXAR . FANIEURBINELN RS
B IP it A fE R .
iEPS 3
fiik Lifecycle HFR
A Web BEE S H Lifecycle Controller HiR
BESERME Lifecycle HFE

fEF Web REEE Lifecycle B

EBE Lifecycle HE, BB TN — RS — A — Lifecycle 7. FEEIS R7R Lifecycle BETH. BXRETNES S
B, 1545 iDRAC Online Help (iDRAC BEMNEERN) .

fif1% Lifecycle Hix
AT DURBAER), 2N, x#EFsHEEREFERR
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%1% Lifecycle A&
1. 7E Lifecycle Log (Lifecycle H75) TEAY Log Filter (HEFiR) Xk, BUTU T EEZHEIEERE:

MWTHIRFIFTR P %R Log Type (AREZEED .
+ M Severity (FmE M) ThiF|RFPEEFETEMLT.
BWA—IMKEF.
e BEASEE.
2. BEHENA.
THEs HE S BIS7E Log Results (HEER) hER.

& ERMB Lifecycle EI,._,\
BEZERME Lifecycle HE

1. 7£ Lifecycle Log (Lifecycle H&) i+, BEHAEHZESLER + Efr.
MRS BREE DIEAER

2. 7 Comment (&) #quifAlZH BT,
#:F 4 BR7E Comment (&FiE) 1EH.

{£F RACADM Z & Lifecycle HE

ZEHE Lifecycle HRE, EEH 1clog 4.
BEXEZELR, 15519 dell.com/idracmanuals 12 {#t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & {TRESEIER) .

5 Lifecycle Controller H&

ST UG B AN ELE XML ST EYLER Lifecycle Controller BiE GEZIZEMEINEE) SHEIMEHERAMRES. EHEH
XML ICERY R A xmlgz. XHEZBBZRBEFISINF (NREFFHSIRSFIES) HF.

{£ A Web RS Lifecycle Controller H&

EFH Web REESH Lifecycle Controller B, iB#ITIL Ti8/E:

1. f£ Lifecycle Log (Lifecycle HiR) TmES, 2 Export (SH) .
2. EEUTE®EZz—:

+ Network (M%&) — 4% Lifecycle Controller HESHBIME LR ZME.
Local (AM#s) — ¥% Lifecycle Controller BESHBIA MRS FHIGIE.

Ey £ EEEMELEREN, BUAEMARZMELERRHFN, WAERESSRELHERFH.

BEEFERIER, 15517 IDRAC Online Help (iDRAC BXHLEEEN) .
3. B Export (5H) BHESHIIEEME.

Eq T WRABATHRARIL, M IDRAC FiEiiE] CIFS #£%:

Windows CIFS £ Z i Fig k.
SMB2 il BB FAFH LAN EIER SMIIFE IR E J9 Send NTLMVv2 response only (1R%& 3% NTLMV2 BEkz) o #6
21 M & NTLM.,

{#F RACADM £ Lifecycle Controller Hi&

E&H Lifecycle Controller HR, £ 1clog export &4,
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BEXE%ER, 15215 dell.com/support/manuals 1A iIDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM up/v\ ﬁz’%f%#ar‘i)

HIMTETRE

ERE| DRAC BN AERTLUAIMITIEERE, TIEEBRSIEANEHEMETE ifecycle HREF . B91AEE iDRAC HEMRA &R
AINTIEER. BEFNITIETIBRRS X 255 MER.

B b ETRBBRIEE.
EFMIALR
1. £ DRAC Web ST, FEMEK - BsHE - Bl - BE.

MEEN< 7~ System Summary (R4HE) T1HE.
2. 7& Work Notes (T/EZ®) T, AZHXAIEHMANIAK.

Eq & ERAEERAZSHEHTH.
3. iT_.tT Add (m\\j]ﬂ)
TEFRSAIMBIEE. BXIEMHEFER, 1HEE IDRAC Online Help (iDRAC BE#LESEN)

BETERGHEICR

AT ENEFE RS & % Lifecycle Bi&. HUTIHIRMEZ I, AR
iDRAC FliZf2 R &t < B MK ERE.
IE AL IDRAC T RE—M% .
f£F Web AEBELEZIERZ HEIRR
ERERERGEHERSSZEE:

1. 7£ DRAC Web AEY, ¥ ZE#K - BRFEHE > BF - &E.

FEEI4 &7~ Remote Syslog Settings (GERERZHFIZE) BE.
2. BRERERSGHE, HiEEhSEHUUEEOS. EXEERMNER, 15EH IDRAC Online Help (iDRAC BEHEEEN)
3. BENA.

WERSRE. BA lifecycle HERBHELRMNEANRENZEZRS

£ RACADM fit B R L HEICH

ERBETEAZAXRICRIEE, £/ set 4451 iIDRAC.SysLog B AIXT &K .
BXELER, 1557 dell.com/idracmanuals 12 4#t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{THESE ) .
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1
A FNEIE R

BRI LAUER IDRAC BEMAERZERGNEIRER K. BUEHSHMBERRGHRERE, WL RG L TR,
FEIEE

Power Monitoring (FRIRIIF) — EEZERAGNRIFERES. BFETERLICRMUFTEE,. BESE.
Power Capping (T1EHT) — HEEFFMEEZERAGNNERE, SFEERR/NMEXEERE. LINEETEIFANE.

Power Control (BLIF#ZHI) — iLEALIRENITZER G LRVBEIRITHIRIE (BlanFFl. XHl. RREE. XHIEHEFN
FEEXI .

RFIET — ECERIRIET, BIanTTRREE. REAMDRZRIZIE.

PR
smihi

4T E A |18
T T

ThERRER

BiL & RIS 22 iR TN
BB R EREE
wEENESHE

H5Th 3R
DRAC S R Yech KUV R THUNEEAE

hFEEEMIERRE.

RUTTE, IBENEARIEERTR.

AI—NNE BI—XR3 E— AR EERE.
T BB RIIFE.

[ LU {E FNIE B R B 2.

IEEREMFATREE GEANMERMERRSR)

K & AEUREd (80, X, SF) 5B iDRAC E{THA4H. MR iDRAC EFAEE), NARKRERE
%, ESEEHFRERE.

£/ Web & M il Th &

ETFRRIDNER, 157 DRAC Web AE Y, HEMMYE — IREEF - BIE/EUR - BIEEN. MBAI<ERERENTHE.
BXELIER, 1555 IDRAC Online Help (iDRAC BEMNEEEN) .

{£F] RACADM 55mTh =&

EBEDRENER, B5FR get 4 LK System.Power IR
=] ;&E%'ﬁ;:u , 15219 dell.com/idracmanuals 32 #9 iIDRAC RACADM Command Line Interface Reference Guide (iIDRAC
RACADM @ &{THEESE ) .
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WEENESHE

EALLR ENRMER RGP INRAERFNESHE. IRRANEXRGNES/ FEESHXHETRERRERREY,
BEBURT PSUKIBREMIREKR. B2, E5HETSBITEESHE, IMEAKRRBRNBRRERETEEEX.

SMNFTIRRS[RAGNINRESFEREE N CMC BIFESE.
MRBIGABNEE, NINEFEFEEABAE.

G AR "EEERP” BIRA I ENRMARBNESHE.

4 & AT racreset 3¢ IDRAC B, EHHEMNEERIRIAE.

£/ Web FEIXENFHESHE

1. 7£ DRAC Web REH, ¥ E#IE — IREF — HIF/80 — BRI,
eI B R ThER MM DT -

2. TEUEMFEERARER S NESHEESIR, WA BTU/hr BRGIRIE.
XEEATURTHPESE. XEESSABFZLNTAH 14 ZBRE. MROARSE, RFSEIITEHER BTU/hr
E. 20, mRHAN BTU/hr, ME B RREFE.

3. BENA. BEEE.

MITEIFIEHIIRIE

M Web F 3K RACADM, ERILAXT IDRAC ImIEHITHML. XHl. Fig, EEXN. IEFERPE (NM) SXNEHEF.
& AT UE A Lifecycle Controller Remote Services 8 WSMAN #UITiX L4R1E. BXEEER, 15517 dell.com/idracmanuals
FIRMB Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller Remote Services {RIRN[J$5E)
delltechcenter.com 3211t Dell Power State Management (Dell BLEIRZASEIE) BE & ST ASIH:.

M IDRAC BzhHIAR 55 AR R IRITFIHR(E M T7E BIOS FECERRIFIZAITA. BAUERRAERESXASITHA RS, A
f& BIOS L & Jo#% T~ SEFR L IRE SH AT A R ERE (T $ ite th AN 551

&/ Web A EITRIFIZHIIRIE
BRITIHEISHIRIE

1. 7£ DRAC Web RET, ¥ZEH#IK — IRF5HE - BiR/EHA - BIREE - BiREH . A< ERERERTE.
2. ESFFTERRIFRIE:

T RGHRIR
XHRGHRIR
NMI (FER# i)
EEXH
BREGE K51
XARGHRBEEER (431%)
3. sﬁiﬁlﬁﬁﬁ BEEREE, i58H IDRAC Online Help (iIDRAC BEML#BEN) .

£l RACADM 1\ {TEE RIZHIRME

EMITHIRIRME, 15 serveraction 4.
BXE%ER, 1557 dell.com/idracmanuals 12 4## iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @4 ﬁ'%ﬁ*%?aﬁ)
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ThERPR&

ERINEENRDERS], ZOFELREDLEEBHERARNNTRAERDEGRE. RE—MREFTIENIEE.
TR ARS5EEFRITNER LR

£ PowerEdge M1000e 8% PowerEdge VRTX #l#EHHIT] AR ESE8 B ENHEI, iDRAC =2 CMC B EMNINEEX . ZWESTT]
FIBFEMNIARINE, HARRBERMEHREEMESHITHE. SRSHBNGE, RIERS[LIRINGE, EEENINET
B ge ST/, RINFEREERTEEM, HARRSEEEMNINREFRLSEMNREAINE, DRAC AIEERIERIGM R AT BEINFE,
MW KINEERE. IDRAC XN CMC FIS KFTREINFRIER . WRINFERL, EASERB/NS/NATREIIE. MRIFEEH
CMC SEEHIThE, IDRAC Sik4IERIEMINE,

RERHMBNE, DRAC SIRELFRTIFEETEININEEKR. AMfE CMC NEFHNIEREREM, TIAMASREEE
BB

CMC MEMRAELZRSSFJEVWEAARAINER, REFERAEBRSHARNEMIEIIERERSES.

MRASENINERE, TITFBRSHIESHTHE. MRSEATIFNINEEE, DRAC SFHBRSGHIE.

EEECEThE IR

MRBAMELHTNRE, EEMARLGEPITRAEXMINERS. MRTEH, EEFRRATHENBEIERIPRE. Z
NERRIPRESHPEXNREEZMN. REMRESHITHNERE, URBIEEFESRENRERIR.

SHFNAT, SERRINFERAEEU), BRITIRTEBE HE, HFMEAETR. flin, YTAENRGEE, AR
SEFEH 700W, ME/NETRETHER;EFE D 500W. ERILUIEEFH B F Power Budget Threshold (ThERFAEFE) , MMIFEIEMNY
HIHY 650W PEARE] 525W. MILRTEE, RFMMERESHITEIAEEE, MNMRFINEERE, UEeBEAFEEEE 525W.
MRIZBWNINE LIRERTHENR/FE, DRAC FTEE T ERIFHERMINE LIRIE.

RIS BTU/hr Sk LUEREINE FIRIE L (%) SkIsE%E.

L BTU/hr IR BINEREITREMER, FAURIFHEAMMESENARIZIENEYR ., SEERATNEER, ANRIFERS
BTU/hr SERAXMARHAITEN. Eitt, EAMNERESERNERRE, F, %E R 600 BTU/hr HISMEAEIRERA 601
BTU/hr.

£/ Web FEACETHE L PRFTRE

EEEMOLERIRREE, HFHMITLUTRE:

1. 7£ DRAC Web REH, #EHK — BrE:F — BF/HA - BIREE - BFRE. MUSEFHRREERT.
&7~ Power Configuration (FIEFCE) TIHE/E, ZFTHIRERESMREIS ERTE Currently Active Power Cap Policy (ZHFi7E
e IRIRENREE) BO T,

2. 7t iDRAC Power Cap Policy (iDRAC FiFPREARES) Ti£#¥ Enable (BH) .

3. 7f User-Defined Limits (FAEXRIPRSID B84y, LARAFH BTU/hr S LUEFERGRBIM IR B 2 EEBIATIER EIR,

4. B Apply (A UNRIZE.

£ RACADM [ B Ih SR [REA SRR
EEEMRE YANELRE, BUTHRES set HLER.

* System.Power.Cap.Enable

*  System.Power.Cap.Watts

*  System.Power.Cap.Btuhr
System.Power.Cap.Percent

BXEZEE, 1557 dell.com/idracmanuals F12{t#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{THESE ) .
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{£/ IDRAC & E 2~ RIEFECE T FIRIRA
BEEEMECERIRREE, HHITUUTRE:

1. 7 IDRACIRE/NRIEF, % ZE Power Configuration (FERECE) .
% 3 VYRS R R & i E R ANE,, Power Configuration (EBRECE) #HEAATH.

Itk BI% & 7= iDRAC Settings Power Configuration (iDRAC ZEHRAE) .
2. EEBRAUEAThELRKE. TN, EE2M.
3. ERAMENAIRE, AR EXKNIHE EIREER TN FTERRE .

BXRETMEZER, F3I17 IDRAC Settings Utility Online Help (iDRAC i&E A\ EFEAHLEEN) -
4. kX EB& Back (JFiR) . Finish (5EAK) #1Yes (&)

HIERSEDRE.

e & LIRS Sk I

EA R ERIRIREIET, MTRER. RERMEERKIE.,
AERAERFRENE, TRENRRIRZE (PSU) REMSR[ATRA. X, HK PSUALUAIEESARH AEAN
R, RERIFFITIEEH AT ENGEBDRIFHLAE PSU,

EAESEA PSU RS H, PSU1EE PSU2 AT ABLE £ PSU. AT PSU WAL, AIUEE PSU (141 5 2+2) XHE
J3=E PSU.

BRAMRERRE, PSUAIREHEIEATAFESRES &i&)\ﬂﬁﬁﬁﬂﬁ?& MRBATHRER, AR PSU ZiE/AAIEXFRER
HZ, —NPSU QT MIEHZS, FHIZHAIOBER; B— PSU ATERER, HEHIOSER. XBHEBRAEEHEA PSU
B 1+0 B, HEBAREZH. MREFA PSUNLTFHEEE A £, A PSU2 MTFHEEB L, NEBEAAZAGENELT

(BUAME A MHEE) , BB LWARELORS, HoMAEE. WRZATHRER, WEA PSU 28155 5l
50% WU R R, FHEHEIK A FIBEEK B BEESHERNGT.

NEREHZEFENIIRNRENAERZ L, SRADREAYKRIEN, REFLKAEINXAMBEFROENINER. FABAT,
WEEYEESERSHEL HEEER.

£/ Web FHEIFL & BRI &FIET
EREQFZEET, FRITUTRE:

1. 7£iDRAC Web REH, H#EHNE — REeF - BF/ER - BFEE - BRERE. BEFEREEN®T.
2. HEHEBERESENT, EREMENEDT. §XESEE, B2RIDRAC Online Help (iDRAC BXHLESEN)
3. B Apply (RA) . HIRERETCAE.

{£F RACADM it & )[R 1% &1k T
ERERRIEEED, BFUATHRES set ®SFER:

System.Power.RedundancyPolicy
System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

EXE%EE, 15517 dell.com/idracmanuals _1Z24# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM ®&1TAE S EERE) -
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£ iDRAC & E A RTERFEC & BRI &%
ERBHFIREERN, BRITUTRME:
1. 7£ DRAC&E/\FERF, % ZE Power Configuration (FERELE) .
K E VY PR % R R & X RSN, Power Configuration (EBJRECE) $EHAAA.

1% 2 '~ iDRAC Settings Power Configuration (iDRAC & EBFEALE) M.
2. AEHRFEEEFIERT:

B A power supply redundancy (FHIBIEETTER)
BRZEH hot spare REH)
3% & primary power supply unit (FEHBFIEE) .

B A power factor correction (NRFEMIRIE) . BRUETNEZIEER, 1ESF IDRAC Settings Utility Online
Help (DRAC E\FAEFEEHER)

3. kX Back ([FiB) . Finish (5ERk) #Yes () .
BRI RS E.

BRSNS R RIREE

ERANERZE R EAVRIRIR:

1. £ DRACIRENFAIEFH, 4 Z Front Panel Security (BIEIRRZ M) .

Itk A$4% & 7~ iDRAC Settings Front Panel Security (iDRAC X BRIERZ£M) T1H.
2. i%#% Enabled (2EM) LUBABIRIZASK Disabled (E2H) LIZRiZiZ.
3. fkxE#id Back (JFIR) . Finish (5Em) #Yes (2) .

BRERE.
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12
ST F NI THEIEEM . MO FnEL E21E

A TR ZMITEREM . SENAE ERME:

M##EOFR (NIC)

REMKIEACLEE (CNA)

&M~ (LAN On Motherboards, LOM)

Mg+ (NDC)

FEF (Mezzanine cards, UERFITIARREE)

#*H CNA &% £ NPAR &iéﬂﬂ’]ﬁtzm, TRIRERRETA /0 FREM (Flan: 1P iht, Elthit, BSERFMEMEBR) M
SREBME (FE: FTESE) . EEALUETIE VirtualizationMode B1Hi1E B M{E TN NPAR KBA X LA M AEE
REZERASKX.

RIBFELRE CNAREZEHNAE, PXEBUMRETHEIFASRE AL TFEHRESHISIRBEEIEE. BA—19XE, BEFR
A I/0 FrRBMASXBEXERNEM. B LUBTE VirtualizationMode BHIZEE A NPAR BB SX LR AIRE (fin:
NicMode) 3REH 7 X

EES 2
FiREMFEN FC HBA B &
A EE N, BEhRMEEEREE

FHIRE AR AD S PR %1

EAIRRENZERGPHNERENSITRAHEEEEREM.
XTT'@’I‘W%, T ERROMBANSXBUTESR:

RS

B

W EMINEE

Receive and Transmit Statistics (FEUTRIfE %GR
iSCSI\ FCoE EaizrfBRER

zﬂ*@)ﬁ?b}iﬂlﬂt\ nEﬂ%ﬂ@@ﬂL

£/ Web 7 2 M4& 1% &

ZEA Web AAEENEREZER, BHREHR - B - NERE. BHSERTNERENEH. GXMERBMNESE
B, B3 1% iDRAC Online Help (iDRAC BXHLEEEN)

ﬁ 3E: SN5R OS Driver State GR{ERZBENEFRT) EREVIATS A Operational (AT#R{E) , ELERRERGEIERF
K755k UEFI BBSHIEFERES.

{£F RACADM Y5 pmIZ& 1% &

EBXEFXMEEZEE, BHEM hwinventory F0 nicstatistics 4.
BXEZEE, 15217 dell.com/idracmanuals _E IR iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER)
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F&7 IDRAC Web REH RRAVBMELISN, EFH RACADM 5 WSMAN EHERTgE R REME .

FLRUEMANLEN FC HBA & &

TERIAR RN S ERE R AAEETNBLIER SR (FC HBA) u%ﬂ’]ﬁﬂk&#ﬁé RIFEM. RFEXHF Emulex F0
Qlogic FC HBA. 3 F&4 FC HBA &%, AIUEEIHKOMNUTER

HERIRSER
primpE
Receive and Transmit Statistics GGEYSTFIE X Gt H3E)

RIEEM . MMFIEC S R4E
£ Web A MmN FC HBA &%

ZE(FEH Web REEE FC HBA B&IER, 154 E Overview (%) — Hardware (#ff:) — Fibre Channel (XHAFEE) . B
KEFEREMMESELR, B2 IDRAC Online Help (iDRAC BXHLESEN)

T B REESRS (FC HBA ATHR) 1 FC HBA & & aE!,

{£F RACADM 45l FC HBA & #&

ZE{FH RACADM &% FC HBA & &1E2, 1&# M hwinventory 7.
BXEZER, 1527 dell.com/idracmanuals 12 #tAY iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @i &1TRESEIER)

ASEEERIE. BRISRMEHEERRE

ERAIUSSEEMEEEMMIL. BIRMERERRE, HEAFAMRE. EATNRAREFETRREATSENR BMHERER
%E?EF'ZJJ\ RER. PERRRXRBER) MzBRFERSHFAMRBRERNARE. MTHEERRGTEAIIREEN
RERZ—IMRGEHME, XRUTESHREL.

EflE 2
FEHL MAC it
L iSCSI MAC #itit
FEHL FIP MAC i3k
EHL WWN
EHL WWPN

B = ERREANRIE, AAEMBINEER N R EARMAKAMLE.

7 E: EEBEN FIP, EE# WWN FIEEH WWPN MAC BHMRIEERE, E#Hl WWN FIE# WWPN MAC B4 7E8ED
EEH FIP FEMEE.

BIEER 10 #riRINEE, B RIBITIATIRIE:
EEMEE BT EEILE (Fla0, NIC. CNA, FC HBA) BYREfHbIL,

FLEBEhsE (MNF iSCSI 1 FCoE) FEMEEFREE (MR F iSCSI. FCoE #1FC) .
IEELERY: AC BiE ., RGA/AERIREBRFMREEENE.

AEEMIE . BERIRMEFEBEREENETRESMAGERPEN ERRMLEFRLEEN, HERENC. CNAZK FC
HBA &R T REEHMBIEMAEEN. AIMRIEET DRAC £ ARG BRI 170 #RREENRFAE.
NYERA 170 FRRThEERT, BAMRKEA SEH. BRARGERAFINE, BETREIEFARES BRI LE.

i & SERRE, EBiTREFLeH, SHELEENNAE.
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10 #RIRML AL ST #5309 NIC ElHHhE A
BRAXKER /0 tRiREHK
ELEHAM R E

10 FRRMAL S HERF

THRIEE TR /0 $RRE LI EER &
+. 30: XX# 170 FRIRR L ThRER £

FER e

Broadcom * 5720PCle1GB

+ 5719 PCle 1GB
+ 57810 PCle 10 GB

+ 57810 bNDC 10 GB

+ 57800 rNDC 10 GB + 1 GB
+ 57840 rNDC 10 GB

+ 57840 bNDC 10 GB

+ 5720 rNDC1GB

* 5719 REF1GB

+ 57810 XKEF10GB

+ 5720 bNDC 1GB

Intel . 350 KBk 1GB

*  x520+i350 rNDC 10GB+1GB

* 1350 bNDC 1GB

* %540 PCle 10GB

»  x520 PCle 10GB

» i350 PCle 1GB

*  x540+i350 rNDC 10GB+1GB

* 350 rNDC 1GB

*  xb520 bNDC 10GB

*  40G 2P XL710 QSFP+ rNDC
Mellanox - ConnectX-310G
*  ConnectX-3 40G
*  ConnectX-3 10G
*  ConnectX-3 Pro 10G
¢ ConnectX-3 Pro 40G
¢ ConnectX-3 Pro 10G
Qlogic - QME2662 kB FC16
*  QLE2660 PCle FC16
* QLE2662 PCle FC16

Emulex .« LPM16002 2Bk FC16

* LPe16000 PCle FC16
* LPe16002 PCle FC16
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FER

RE

10 RN HH0 NIC El AR A

7E58 13 4K Dell PowerEdge BRZE8H, RIANBERA T ERHVLER NIC Bl
TRIBMW T 8 170 FRIRMBALTIEER NIC BEHERT AR .

iDRAC i& & A Flex Address ##3 2k #2# & #8510 BT B9 EEful it bk /Flex Address FliF A M4 SRBEITA
TFRIRIE CMC H R Flex Address ThEEIRZS. IDRAC Hig ERIE . iIDRAC F1HY 10 #riH DHEEIRZSAKE XML BELE, ARSI

HHETE (VAM) BR B Fiir A M 5RAR 1T .
. 31: [E#l/Flex Address ¥ X BIE(TH

LPM16002 KE-F FC16

LPM15002
LPe15000
LPe15002
0OCm14104B-UX-D
0Cm14102B-U4-D
0OCm14102B-U5-D
0Ce14102B-UX-D
0OCm14104B-UX-D
0OCm14102B-U4-D
0Cm14102B-U5-D
0Ce14102B-UX-D

OCm14104-UX-D rNDC 10GB
0OCm14102-U2-D bNDC 10GB
0OCm14102-U3-D =2k 10GB
OCe14102-UX-D PCle 10GB

CMC iy Flex ~ iDRAC FiZERIE 10 #RiA% iDRAC  XMLEE FAMRE TBPRIS AN SR -

Address THEERAS 3 PIThEERTS Eflhit

Flex Address B/8  FlexAddress #83,  Enabled (BEH) EiltbitEE FEER VAM 188 & E A Flex

A (VAM) BECE 7T Address

Flex Address /&  FlexAddress #3,  Enabled (BEH) KREE VAM % E A Flex TEAE-RERN

iz} Address Flex Address

Flex Address B/&  FlexAddress #3,  Disabled (E2H) {$£H Lifecycle B E AZEER TEHEAE-RER

i) Controller H$2{#AY Flex Address Flex Address
BREERE

Flex Address B/8  FlexAddress 83\  Disabled (BZHM) FKEE VAM % E A Flex WEA Flex

2! Address Address

Flex Address 228  FlexAddress #3,  Enabled (EBH) VAMEBEE BLER VAM 198 (XBRIFAME - 788

i) =i B

Flex Address B2 FlexAddress #23,  Enabled (BEEF) FKBELE VAM REAESE MAC AXEFFHAM. B

A

Flex Address B2
H

FlexAddress &3t

Disabled (2ZH)

{£ 3 Lifecycle

Controller F12{EHY

BRECE

ik

1ZEHARY Lifecycle
Controller Bt & {7154
=i

RTF1TA

PXFFRFAE. B
RTF1TAH
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CMC i Flex iDRAC hif EA9HE 10 #5iH7E IDRAC XMLEE B AR BRI AR -
Address THEERRTS 7 FREIThEERAS Ef
Flex Address B2 FlexAddress #3,  Disabled (BZH) KHEE VAM WERESE MAC  EEREHS MAC
F ik it
Flex Address B/ THI&1ER Enabled (EBH) VAMEBEE BB VAM 352 IERERFA
5] BE MEFNERR
Flex Address B2/8  EHI&1#EN Enabled (BEBHA) KEE VAM WERELEMAC BB REH MAC
= ot it
Flex Address B/ 1EHIBERR Disabled (BZM) {£/ Lifecycle ZEHARY Lifecycle  FFHFAM. B
B Controller B2t Controller BB 3R RTFI1TH
BEOLE B
Flex Address B #£HI &R Enabled (EBA) VAMEEE BEH VAM R SAERERARFA
53] = MEFNERR
Flex Address 22 #5811 Enabled (BEEBHA) KELE VAM WERELEMAC BB REH MAC
F g1k ik
Flex Address B  THIG#ER Disabled (2Z2F) {£H Lifecycle ZE AR Lifecycle A#FEFAM. H
2| Controller H12/#£H9 Controller EEE IR RTFFRI1TH
BEREE =FE
Flex Address BB #8181 Disabled (BZMA) KBELE VAM WERELEMAC BB REH MAC
A g1k ik
FlexAddress #1 10 #RIREIRZ{TH
2. 32: FlexAddress 1 10 #RiRRI R AT H
FlexAddress 7 10 #7iR7E iDRAC  EH5ISEAHIEE VA HREENRD E#T5| FEAH VA
CMC FREThEERS HHIThEERS R VA ByAT S BAMITA
BEZFAREREA BEBH B2 M CMC #R#E FlexAddress
led: )i e FlexAddress Mg
~EAR, ERRA% B2EBH = - FiEsEA MIERIBESIMIE  #RHB FlexAddress
S| N - g
& Pk bsihA | b1
&M &M
BE&ZVAMEBAME ©BEBH (R M CMC #R1E FlexAddress
REEThEERIAR 5588 FlexAddress G-
[&Y=)::] &Y= 2 - FiEsEA MIRRIEESIMNE  RIBTIR IR SRR
wE
&= M CMC 1R#E FlexAddress
FlexAddress Mg
[ [&Y=)::] = - FEsEA MIERIBERINE  RIBTIERIPR
= T
E2H E2&H
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BHEZEA 170 FxiRgt

BE, REARGS|ISEHEE, REERZENSISEHEBEL. BAUBRA “I/O FRRRML” RIS FMIL. MR
BRI, ESEREERIERMAEKZAZERELMIL, SaiRfEF#HERRESE, EMEAFEIRBIOS ER. REE
EMIFHREBI—RRREHMITR, FHE3I5|SEEMEEEITRML.

BR /0 tmRMALThEEZ BT, TBHIR:

EIMEEFE. BLEMARZIEHIBUR.,
BIOS. iDRAC FIM-FEEHMERIE . BXZIHHRAES, 1H5EH 10 MR MU IHRF Fi/0 FRR LI A nic
Bl A .
B 170 #7241k IhEER, M IDRAC S XML ECECH, 7 XML BLE XX HIENAER 170 B, REBIILXHEEFRFSAN
iDRAC.
B XML BLE XX MERAY 170 FRR ML IisE B IERI%IZR, 1527 delltechcenter.com/idrac 32 HY NIC Profile (NIC Bt
B A

Eq & TEEBEE VO FRRGLITIRE R

£/ Web FE /B EH 10 FRRMiL

ERERSEZA /0 #FRAMATIEE, EPITUTIRE:

1. 7£ iDRAC Web RE ™, # Z Overview (#f¥%) — Hardware (i&ff) — Network Devices (FI4ig&) -
BRI TIE .

2. B35 1/0 Identity Optimization (170 #RIRHEML) £, %4F 1/0 Identity Optimization (170 #RIRHEM) ETLUZE A LI
fe. EERIIhEE, EBRIIETT.
3. BENAWNAKRE.

{£/ RACADM SR EEA 10 #RiRMi

ERRA /0 R, BERUTHS:

racadm set idrac.ioidopt.IOIDOptEnable Enabled
BRILINEER, BONEHMBNRGEAEEREE.

EER /0 FRRMMALTIRE, BERAUTHS:

racadm set idrac.ioidopt.IOIDOptEnable Disabled
EEER /O RRMUTIEERE, BERUTHS:

racadm get iDRAC.IOIDOpt

B ERFAMRIERE

A 10 #riR, GAIEERERFERNEFEFITHNERE, XETABRERFAGTELRBRELN, FaEME
EEREE. SR AMKREEYSNATAGTMEEARENAEHOMSX. HUEBEESIEFHEBEEREZ
BRI EITARE.

3E: Sn5R7E iDRAC L VirtualAddressManagement B 14i% & 5 FlexAddress 3,3 H & CMC 12 %:H FlexAddress I

gE, MM RIEIhAEERE ABIAER TTRET AR . #R1E iDRAC 4% VirtualAddressManagement B4 E 9
Console (iZ#l&) #HAFHE7E CMC #13 H FlexAddress IgE.

A AR E LA TR A M SR -
FEMSIE: HHENHER IR &
FEPIMLE : AERBN R IR &
BEIEE
FiEER

N RFAMERIGE AT, EHHR:
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SMEE RV ITOREEER, B, B “ERMBERGREBM BIE.
B 170 ¥riRftiIhse.

EUTERT, EHFIERE Lifecycle Controller H7&:

BRASER 170 R LThEE.

BAMREAEE L.

Ei&fgﬂt\ BEistMEFREHNETREFITIZE . REIGHEERIEE LN A RIREX LR ENEIEEE—%H
&%t SNMP. B FERHEL WS-eventing IBEIB AEHR(E. BEtLEEETERZBES.

. 33 #HFAMRBHRIAE

R A MR AC EfTeg R3I% #51%
RS : HhBN A& ARifep [S3vifz Bk
R : AFHBEIRE Rk ARk Bk
BEhE 2ikF BikEF Bk
FHEB [S3rife BikEF Bk

Eq i BRSEMRBRFANTEFELBLOREN, EHERFEIRBAISRRELN . BARERRFEMERIE
BRI E R

Ky i MRBERRFRAMREHBE CNA RZHX ERE T Eliit . B8N EMEER, WEEY VirtualizationMode
FAXHMANREZ I, BOERITERAESMN, SIBNGEEFEENE. ERABAMRESE, ZBEEaD
1T, EEALUERE B ER DI B HERFEE 7 0, HikM iSCSI BaissfEEBRIIAEFHEIGEE SR
MESEERIE.

1k g

BREERA 1/0 fFR ik

{3/ iDRAC Web R HECEFA M RIK I E

ERBFAMRE, BHITUUTRE:

1. £ iDRAC Web RE®, # % Overview (#¥) — Hardware (Aff) — Network Devices (I#&i%%&)

BERMEIRE A,
2. BFH /0 FRRMHET .
3. HERAMERRIHST, ARMEAMRBIEETHIEh—INs 2 -

AC HER - 7E 4 4 AC e 5 FHR BB E RIS BFRR B .
#E|5 - EREAERFREEM IS B iR E .
#51] - ERERERMREEL IS BIREE.
4. BEHNA.
BELE A RER.

£ F RACADM BCEFF ARG G E
EGEHAMER, 55 LLT racadm MRS set FHSEAER:

ST EME, iE5# F iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #1
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd X} %

ST EEheE, i5{F A iDRAC.IOIDOPT.InitiatorPersistencePolicy X%

T ZiEB 4R, i5{F A iDRAC.I0IDOpt.StorageTargetPersistencePolicy X5

BXEZEE, 15517 dell.com/idracmanuals IR iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAESE ) .
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iSCSI B EhEfEF % ERBRIAME

TR T ERIF MR 258 iSCS| BahgE Mzt BirmMBUAENTIR.

3. 34:iSCSI| BzhEs - BME

iSCSI Initiator (iSCSI F&hE8) IPv4 #2530 TTRYRRIAME IPv6 83X FHIRBRINE
IscsilnitiatorlpAddr 0.0.00 ..
Iscsilnitiatorlpv4Addr 0.0.00 0.0.00
IscsilnitiatorlpvBAddr

IscsilnitiatorSubnet 0.0.00 0.0.00
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.00 0.0.00
Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0 n
Iscsilnitiatorlpv4PrimDns 0.0.00 0.0.00
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.00 0.0.00
Iscsilnitiatorlpv6SecDns :: ::
IscsilnitiatorName EIERE EERE
IscsilnitiatorChapld 2iEkRE 2AKRE
IscsilnitiatorChapPwd g2iEkRE EERE
IPVer lpv4
3. 36: iSCS| i BIFRY - RINME

iSCSI FiEBiRRM IPv4 X T RIRRIAE IPv6 #R3X THIRRIAE
ConnectFirstTgt EZH 2R
FirstTgtlpAddress 0.0.00

FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName B2IEKRE 2AKRE
FirstTgtChapld B2iERE 2iERE
FirstTgtChapPwd 2iEkRE EERE
FirstTgtlpVer Ipv4

ConnectSecondTgt B2H E2%MH
SecondTgtlpAddress 0.0.00

SecondTgtTepPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName 2iEkRE EERE
SecondTgtChapld B2IEKRE 2AKRE
SecondTgtChapPwd B2iERE 2iERE
SecondTgtlpVer lpv4
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BTN E

M IDRAC 2.0000.00 fRAFE, DRAC R T RREERE, USHEERIEMNMN PERCO ZH:. ERIFBEEITHTEIEERE
EEER RGN A . XA A RAID F03E RAID $5HIBEAEIE. 0. HUAEUR ISR TN80HIE .
TEEMFRETRESTHR AN SITRAENMEEEEEHRARNEE (CEM) ERHPTMA, FHERET 12C #0 L/ MCTP
PUEEREBFISMER PERC $558%128 . X TSERECE, CEM ik PERCO 124188, PERCO #5432 FHIEIHM AL FE 91 HESIR
.

BFfER IDRAC, #ERIIIT OpenManage Storage Management HHiZHtHI K ¥ IhEE, BIESER (XFEH5IS) REHS
(Blan, QZEMEEE) . BRUERRIRMERG AT EMEE RAID.

& FxFihia] BIOS BIRIEL BB IRIEHIRRIhEE . X LN AR G IARL B EIRIA N A RAD FAIFMBIBRIFHHAEHN . ERILUSE

WEHAIEHIERINGE, BIINERZMEPEHRR. BB EEREL RO RAENRRIPEIE.
iR & EIE:

5B — ASRMERGTRESNUALSHIE, MBFIIASAESLREBHE. BHELRGD0EE, BH
ESHAREUSANREHR. HRAAEES (BESR0) , AEEE—1 05 MIHANE S VIR R
1. RAD BHIETBHMBAR, UEMSMIRNAR, BT BNGHSAXEOMNE — UEIHE. BT
BMITHMES, KMBERAGLEAS. BRRES, BHSTERRGME, TABARENEF. HTES
T, BHBLTEANBENR AN ARBNIER. FrHEHBELRNE N MHRURATESMRANSR S
RETEER. BRXLEEENT BN EREE.

MBS & — T AERSUE RIS . & RAD RS L, WIBHARS & AT oRENm.

R — 2 RAD BHIBM— 1 5 MIRHA RN . BAERHAT NS MIDHALE, BEHIRERG
WA B HE. ENHETEESTHANESE LGS ENE RN RATRIUE, BEIRTHER M RAD %
B, MR R EAE RAD 1515 L O,

HUE - FUSIEIRGMING, MR AR HENT A

BiR — TAMTAUE. EHRT, PHSERERYEEAEEEIIE B ERE S MUEX RSB CRERN
% ERE) . MEHATUESEIED, BTUEEHREER.

FRTEEEP RS MIEME, BETLENESTORE. RIRREMRERNEFARS. SR LURERNE, RiER
RERIERGNARSITHRMERFALRMBI R G F .

EER ISR R SV AEBRTNE N . WESNZREN, FRAGHRSEMEE.

kB PERC B A HHSARETE] SNMP BEfFD WSMAN S GINER) .« R E PR R B S RELE S AHR

=+
N

& 38: PERC IhgE

PERC gk X CEMELERYIEHIZE (PERCO13 A% FF CEM BCERYIEHISE (PERC 9.0
ESRA) WA (KRR )

SH: ) MREHFIANEHEMELREITR BEREE. SEF—FERES. £
EfEl, MEREE. A eIEARELN, HEBTEER Web F

MRz REAEREVSKERY  EeESIEMEL.
fEalle, MAGERRIX LA, B2 Edh
MBI, REEETITH
MARE. “EiTR” % S AR
NEEEHIIS RS

SHER WRERENMEREHOMERIAT, REEHISENAEER
WEESXRASMESR, HEEHI
FENARE LN .
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i aeE
IRfE RAID #E&
R E ML F RS
EEEWE IR
EIRIRHIEE
EIRIBRE R
EIRH B IR
T8 PCle SSD
EIRE S
[A¥RER B A MREE 4 LED
S i Ok okl kot

T HE AR
SRR & IhEERYE
IR RAID ¥E2&:

Storage Management {5 Fi IR 3T #22 TT & FE%! (RAID) AR EZMEEIRINAE. EIRAR Storage Management, FLEZEIRAR RAID
HIBES, FEERE RAD IEHIRAIRMERZ MU EF R K LA TIE.,

RAID

RAID AR TERIE B SR ARG IEHAE FBIRNEM. RAD W—IMEESHISRBES MIRHE, WEZM)
BHENESEHAETHENARN RNHETE. RAD NZ—1MEEZFHAREBEF TREIE, IRTELEHENE
RHREHIE. RAD ERAERIRAK, flanask. BEMEFERE, UFEEMEROERE. TEH RAD KAEATFERT
%, Fﬁ:l:ﬁh%‘fﬂiﬂﬁ’lﬁiﬂ?%o RAID AR/ BEttRE. BEFRIFNEFHEEHFEABTRNEE. HIEFRHE RAD Ral#4E
PRREIE, XEKRE, FLRAD RAITERERZREIE. BiEFN RAD HABURTEHNMERZEEE. RIFERHFRS

Eo

E #E: RAID Advisory Board (RAB) E X T Fi-F 35 RAID M#l4%. &R RAB EEX T RAID &3, {BEREMERET RAID &5
B SEHE S SRR RAID MAEFTREQAAE. $FESNENEHF S INIERAENEEURBBETRNEE.

BEHFEH RAID

RAID BERT LAfE AR -t AT LAfSE FR SRSk SCE . F A RAID IRZEB— RAD 1TH85, YIRS ES0I RAID K 3IFHA
HHIEES. FRRMERFREMANEYE RAD BY, BIERZSHE RAD £5l. Hitk, REXGFEREMG RAD SERIZAZHME
fE. B2, FTLIESTEMY RAD BEARME RAD, NMREEFHNMHEHBAE RAD EREESFMABEANRIEME. fla, 7
uﬂ%ﬂzﬂﬁﬁ\ RAID ¥4I 28 k581 — 8 RAID 5 %, MMIEH RAID ITHIE TR,

RAID &
RAID fE 4 E MRS HIRS BIHE . XLRKARE RAD BEBREBIB TR LB IFHIMRE. XLERAREIE:

Hs — N—TMEEHESHERER S — MR E. REBIAENFYIEHE LREEFRIENM N &N RSIIEBIET
K. WRRGPH—MEEREHNE, REALURE ERARZHZMEOEERBETIE. RGHMRIGEREFHERNRIE.
§R1%E’J1E1T—Jﬁﬁ%[$73'ﬁé73_?:nﬁ“ﬁ % RAD #24H 5 RAID 5 #BAESREAEIERERY, BRESREREME
?

D& — MBS FEEMBETNRAYIEHE FENEE. SOFTHESESNERNMERERLE, £RIFRKXUE
ERNBGIRG B EM R R P& NEHE . B, ﬁu%ﬁ?uﬁ?ﬂﬁﬁﬁ/\wﬂﬁ?m, FHESBREE NIBHE—F
AMAEEERS MIEHE FEN. £H7ES IEHA L ERNSEA MR, YIEHE FHEENE— TR,
DEBSHTRBEEAR. PFEETERREERREBLIBIETR.

AN — EHFERANBHESE (FEEFFERINHEE) . §lin, REEHEE 64 KB METAHAET TS MHEL
16 KB #iE. EXFMEFRAT, £HANE 64KB, ﬁ'ﬁn?mkdxm 16 KB.

LEF — TEHRAT R MMIEHRE ERFEHID
TREFRN — ARG ERPOHETEE. flm, RRFHFES 64 KB HETEHAFHHEMEE LS 16 KB K. £
MIERT, TRHEFRNPR16KB, MHEHFKRNZ 64KB.

AERE — FEREERBEERARNEESH F—ERFNIREE. MREPH—IOFHEBLEYE, TUERZ
BENA BRI ESER R,
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« B — BIEE—MRAD B, ATBYIEHEENEMETIEILSA RAID 10, 50 58 60 ElMHE.

RAID &5l

T RAD RAIEMRAESR. DEMFEREHN—EEHE, NTTENBIBEAAIIESIEEHEE. BX& RAD RABNFER
B, ESRi%E RAD 5.

AT AR R AR

RAID 124 7 SHFEIRS %5 RAD B BIRAMTR M. 5 RAD BARE TRMIE, FLT S S SR RER
#. FEIH RAD RH TR EREERGAN /Bt GEME) MAES EARMIZE IS SR IEE.
RELSYETRSEATINOMEHE . WEERESNME, T HEEMMENTELRANM. BTERN/ R
MRS AGEER, FLURBRIERG RN AIRFRMF SR RRIE, E RAD RRITHLS—MEES.
SRR RAD RBIE, BEEEL T HEERAMARE:

AT R S A e — T P S A R AR R G BMEFE — M TSR RSB T3 2 VE SR RORBE N 7E RAD Bk, T

Tgﬁﬁ%‘%ﬁ%ﬁﬁﬁﬁﬁ%%&?E%Q‘Zﬂﬁ’\]o NEBEEERS (EFKE MEERERES (ERXMELEMWRY
&) o

MERE—IRIBFTIER) RAID 2R3, IREMEARESBMIESHMER. L RAD RATREEESTRENRERF.

© BAME—REFS RAD BHEXN R YESFEREELFEIIMNIHETE. MREERIGITH . SHEMERORE
TREE, BLGEBEARAHIEMHRETERIKEE.
Y rEEIRRETE] (MTBF) — RSN RFRRET R TS E M ERZIE S ESEN RN . BRXMERER
LFENRYBENIFMEPETAEEH, ERHIAQRNREIFASEMT TIEAE.

- BRIEEHAAE RAD ERHE. £ O-ROM <Ctrl> <r> FHMN R ARIEF T LLEIEE . Storage Management 3733561
#EE. BREFGUATEE, IREEE, UEFERAXEESFHNIEEESRCENENEERIEENHEENBISET R
(OCE),

1%$% RAID &5

A LAER RAID E S MR HITHIBIRE . S RAID RAZESEH BT ER M REMBIRRIPT <.
F4 £ H3xx PERC {ZHI#EA 3 #5 RAID 5] 6 £ 60.

AT EREFRME T &5 RAD RAFHEIENS N, RS BRMEEFRERIFE R

RAID £&3l O (4388

RAID B 51 1 (§818)

RAID 5l 6 (GEB 2 H XA BRI )
RAID 5l 6 GEHEIM T R EBRIHI 55
RAID £R % 50 (#£ RAID 5 4B F434%)

RAID £R % 60 (£ RAID 6 4B E4Y&)

RAID £ 3| 10 (ZE$E1&4E 5 5%)

RAID &3l 0 - 435
RAID O fEFASIIE S &, BHIRS NS MRS FHBEZEANXE E. RAD O FEEEKIBTE.
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Strip

RAID O 4§53 :
B n MEBHAR—NRENHE, HEER (R/AHEXN) *n MHEE.
BB FREME L.

TLRERREIE. MR—IHERENE, KREMEMEESRENE, FETEEZRUE.
BN,

RAID &5l 1 - %1%
RAID 1 REFTRABFENHRE AL . £ RAD1H, HFESEGIEH —IDRZ MBS L. MRYIBHELERE, N
FREE S —ImNBUEETMERIE.

Mirror

RAID 1 4§ :

B0+ n MNEBBEN—NEB N MEIBRRSNERHEIE. HETH Storage Management X #ERNIEHI2E A 1F G RAID 18
EEENEE. BTXEHMBERE, RERSSHEST A

B EI R & HI B X A A

LR EHER, ERHBEIIETIE. BB LEHENEEES DI,
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EMREELF, BEMERE.
AT RIPEIERTTR.
RAID 1 E#E =B HEMAR S, EARREEEBENHEHEETERTREHREE.

RAID k51 5 - HESHATEREMN D
RAID 5 @53 IR S £ MTERIESR, BHEUENS. FERKRESEUAADNMEMEHMEHITYE, MASEM
BHEETHTHTHERE.

Strip

RAID 5 4% &

¥ n MEREAN—NEE () MEERENKEMHE.
MEER (FERE) XBEREREHMEL.
MR—NEELENE, EUMHEENEIE, BRESERFRETEIT. BBENR THHAEHORE.
MR LF, BEMHREEE.
BT RIPEIENTE.
RAID &3 6 - FHTMINT AT BREHI 775
RAID 6 B E SRS ZMEMERBER, BHRBIELEL. 5 RADS AN, FERBIHTEIHED. BEE, RADGER

MmREYBERE R R A RS, NMESHEE PN S M MREBERFEREEDEF AN HER. MM BRI ATER
MR R EMERRHEIERP. UTEGS, RAFBEREESRITRA p M q.
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Data Flow Starts Here |

=
g
L— |

Disk

RAID 6 4555 :

¥ n MHEBEAEEA—NEE (02) MEESENAEINEE.

NRER (FERW) RBEMEREHELE.

REMMGEELEHEN, EUEEMBESIE. ESAR THHEENEE.
EMEEELF, BEEMHRERIE.

AT RIPHENRSHNTR.

FEREFTEG I BEAENA. RAD 6 EHAZBAERANES.

RAID €51 50 - £ RAID 5 4H 4355

RAID 50 fE— M A IIRRE 2 1R ESLI 55, BN, —ANSEHE T = MIERLERY RAID b H R AIRELLE BB BIN= MBS
EHREATRE RAID 50,

EEEHAEEXFE, ARSI RAID 50, FEXMIERT, ERILISEIMEZ A RAID b [ENRLE, ABFXLE RAID S # i
B ATSHE. RE, BUEE—BIEFRA RAD 5 EMMENHNES.
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RAID 50 $55:

¥ n*s MHEBAER—NREMHEE, SR s*(0) MR, Hbs REEY, n RENMEERPHO#EAN.
AHRER (FERK) XEFEMES RAD S BIRMAEHE L.

EMREE L, (BEEMRERE.

FESINE RAD 5 —HZHFEBRIEES.

IR IREIFF A, RAID 50 7EMIARZS B 5 E R AR S

RAID Z¢%l 60 - £ RAID 6 48 43 %

RAID 60 ZE—N A EBLE A9 RAID 6 B94IIR R IS FSEM . Blan, —ASLiE T IAMIIRRE R RAID 6 B AEERER
B RBINOIIERE R AR EREZE RAID 60,
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Data Flow Starts Here

RAID 60 455 :

B n*s NMEBEAARA—NREMHEE, B2 s*(n-2) MEE, Hb s BEEY, n RS MNEEPHHEERK.
TRER (FERH) XBFHRES RAD 6 BBRMNAAMA L.

EMEEELF, BEEMHEERIE.

HINE T &R T EE RAID 50 EERIEIRRIF.

REBLLG), FES RAD 6 —H#ZHFEREER.

FEREFESNERARNEE. RAD 60 AT EHFERARS .

RAID 51 10 - 4 & B8 &

RAB 1% RAID £5l 10 #18 RAID &3 1 B9SCEL. RAID 10 ¥R & IEHIE (RAD 1) S5HiES % (RAID 0) #8454 . /A RAD 10,
BB MBI EST . RE, FHHHERKGIS—HYIEHE L. RAD 10 AT A XFHIER.
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RAID 10 4555 :

¥ n MEREE RN RENR

B2, REA (n/2) M, HPn 2—IEHREH.

BIRHIRIGIRIGEYIEHBASH L. BEANBIRERHIEK.

LR ENPER, EREETEIE. BIREMR L ISFEN RIS IR,

EE MR BFRRS.
ATFRIPEBEHITR.
ELE: RAID 5l B914: R
TRILRTSEEHM RAD P XER M. ERBHEFEED RAD RAM—AREN. #%£3F RAD Rz a7, HETEHE
RRIREE K,
#=. 37: RAID &Rl ELL 5
RAID 3l BETAN EERE =14 BN FAENER/NEHE | BBAIE
RAID O ¥ RaF RaF &R = TEEHIE.
RAID 1 waF 1REF R&F RIF 2N (N=1) INBUBHRRE . B
BEASMEE
%l%\o
RAID 5 RF RIGFISE: F. |—R%, BRIEGER | —R% N+1 (N=Z | BiBEFMEAMIE
RELZE: RiF | AIESRER Vel MR A=) RERIEZM(E
.
RAID 10 Wi R —i% RIF 2N x X BiEZRERIME
(KiEH)
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RAID &5 BoEmTM EERE 5143 EEMRE PR/ N | BIRVAIR
RAID 50 RiF R —R% — N+2 (N=ZED | FEREENES
$4) o iR E R
EdiT
RAID 6 waF RIRFIE: F. |—#%, BRIEER | = N+2 (N=ZED |EEEE. BUIE
REZE: RF | RNESRERE HEENFEE) EEFEthiFmE
REZMER.
RAID 60 a7 RaF —% = Xx(N+2) (N |EERFR. BF
=ZEbR2) EERNESMR
WIEZRERE
A
N = IR H 23
X = RAID 8%
iy
Y ERIEH R
T A0 RAID #5245128
iDRAC #EO XL PERCO #5428 :
PERC H830
PERC H730P
PERC H730
PERC H330

iDRAC O X LU PERCS 15HI8% :

PERC H810
PERC H710P
PERC H710
PERC H310

iDRAC #Z O X FLA TR PERC 1&HI8S

* PERC FD33xS
* PERC FD33xD

E4 E: B35 PERC FD33xS 1 PERC FD33xD {228 LEC & ME i ZRIBHERNNE ISR, 1HS1H dell.com/support/
manuals 32489 Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/FX2s User's Guide (i&FF
PowerEdge FX2/FX2s £ Dell Chassis Management Controller i 1.2 FIF35/) -

XHFH03E RAID IR

iDRAC RE X35 12 Gbps SAS HBA #hERITHIZE . HBA330 NERIEFIRE, H A XTT HBA330 AIERIEHIEE{N 35 SATA IREhES.

AR

iDRAC 3 # MD1200. MD1220, MD1400 1 MD1420 #l48.
Eq i ASOREEE] HBA EHISR R #E 7T R %5 (RBODS).
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X E I ERRE

TRIEH T FHLEET DRAC XFFHITIRE.

Ky i EEETRUREH LED INFEBUKRIFEEIEETERT HHHL PCle SSD .
&. 38: FRIREXHHEE

NgE AR PERC 9 i#%i38 PERC 8 #1828
H830 [ H730 |H730 [H330 gnssx FD33x |H810 [H710P |H710 |H310
P D

DEHEBGHAECHIE | KR | SR [ SERY | SERY | SERY | SR | SBR[ SR | R
HWafEhERRER

B R SERY | SERY [ SERE | SERY [ SERF | SRR [ YBRER | SER | SER | OMER

EBEMHSESRE | A | A (SR | SERT | SERY | SRR | SMER | 2MER [ 9B | 9
3

WEEHE B | S

oy
=
b
el
oy
3
b
=
¥
=
oy
=

oM | OB | S | SR

BB SERY | SERY [ SERY | SeRY [SERY | SR [ RNER [FER | TER | TER
L A YA SERY | SERY [ SERY | SERY [ SERY | SRR [ YRRER [ SMER | SER | SMER
BUH#IIA 1 SR | SERY [ SERY | SRR | R | IR | FAER | FAER | FAER | TER
PN E SR SR | KRS [ SERY | SRR | R | IR | MR | R | 9ME | 9ME
DEMBGHSEER | KB | S [ SERT | SERY | SERY | SR | SR | 2MER (9B | 9
H&m

PR R 0B 22 SERY | SERY [ SERY | SeRY [ SERY | SERY [ SYBRER [ NER | SRR | FiER
WEKAIEIRN | e | SeRY | SERY [ SERY | SERT [SERY | BB | OBMER | YRRER | YERER
KADEEURECE X5 | At | SeRY | SR [ SeRt | SERY [SERY | MR | OBMER | BR[| YENER

X | (I} (PR | PR | CNPR | CXPR | (XPR | (XPR (PR | (PR
BR PR Web & [Web & | Web & |Web & [Web & | Web FE | Web FR | Web &

Web [Web |E9) |EH) |[E4) [EH) |[@E4) |5 m4) | EH)

FHE (FHE

F)[H)
BE-HMHER SR | SERY [ SERY | SRR | ERY | IR | R | SR | 9MER | 9ME
EIS#&ER SR | KRS [ SERY | SRR | RS | IR | MR | R | 9B | 9ME
T ERR SR | KRBT [ SERY | SRR | SRR | IR | MR | O | OB | 9
wWE-HHR SERY | SERY [ SERY | SeRY [ SERY | SR [ SYBRER [ YNER | SRR | FiER
BEExR SERY | SERY [ SERY | SERY [ SERY | SR [ SYRRER [ SER | SER | SFER
RAaVIiaK (BG) F | LR | | R | R | R |ER | SER | 9MER | 9B | 9ME
LAk S SERY | SERY [ SERY | SERY [ SERY | SR [ SYRRER [ SER | SER | SFER
SN E SERY | SERY [ SERY | SERY [ SERY | SRR [ 9BER | SMER | SMER | SMER
BEISNERECE | SRt | SCRY [ SERY | SERY | SR | SR | SMER | ofER [ 9BER | R
BRRINERECE KRS [ SERY [ SERY (SERY (SRR | SRR | oMM | MR | M | aMER
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INEE R PERC 9 #4328 PERC 8 #&#1I2% ggllje
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BURHIE. SEMHEELT “KMHRTER” KRS, ITRE BT LENEER BB BT

BE-HME (TERER 0% 2 100%) REZATETRE-BMESHNREEZRNBESLL. B 0% K, RE—HMEXNTIE
FIREARRMESR, FERKHNEAEETHR, ENREHENEEED. RE—HMRA 0% FRRLIREEFIERE

%. 5100% B, wE-HMHAIEHENRSNER. RE-HMNERE, FAEMREMENTMRANIIRE.

NERERREENR

M ERHRBMN, BRI ERREER. EHIRERMEBEERRYELMEIRBES SED 931l M TEMEEMED
RERVITHIRE, BWRAGE—IMEER. EAXMERER (LKM) HEEATUERRSRIPER. £R LKM TR RRIPE
WHEZ RN RS 1D FIERD s EA. MREM LKM, NWwiuiid R 42 B AmR B RiE kel @ mEE R .

188



£ HBA X T B1THY PERC FEHHEHI22 E A% EE.
WMREE “RMBBERRE EXTUEZEFAARVEES, HEZEURMRZREZH, WSBERUEREZFHER
BAE.

{2/ Web A EFEHIRE R M

1. 7£ iDRAC Web REH, ®%RZEHK — Fif — =588 - &E.
S BRI EEISEE.
2. EREEFIREMBS T, MEHSR TR PIERERSNITHRE.
3. HAENEMEERENER.
HFMEFIRERENEUENIEE. ERLUREERE TS REFRRTR AT B IS BULE.
BERFERIES, 558 IDRAC Online Help (iDRAC BX#LEEEN)
4. EERREEXTRESEES, EFENRRENE.
5. BERA.
BIRBEEMRIER X A LEE.

{2/ RACADM B B33 B 1E
© ERECRIZIER

racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}
MR IFIERN B R E AT, BEERUTHLRENAE LK IEIER

racadm storage patrolread:<Controller FQDD> -state {start|stop}

B i RERRERR AN ANELEE, FXRFEMELFORRIERRE. BEERLER DRAC RERIE
R##iE, ERENKEKEELIHRIEtL KM,

« EF-HMKEEIER, 5FH Storage.Controller.CheckConsistencyMode X% .
EEHARZALE#ER, 15{#H Storage.Controller.CopybackMode X} % .

- BERASRZRAAYTEEER, 5EH Storage.Controller.PossibleloadBalancedMode %1%
ERETATHEMASHENI T BHRENRERIFET L, 1E#H Storage.Controller.CheckConsistencyRate %}
%.

ERETHTERMEHENIEHIRERIET L, 15{FH Storage.Controller.RebuildRate X%

ERETATAEUREMBEENENTRE VRN (BG) BizHIRREZIRE ML, FER
Storage.Controller.BackgroundinitializationRate X} %

BIRELT R TERNYIEM S0 B ohi 48 EEMRER RAD R5IEEMHEAENEHIERERE AL, EEA
Storage.Controller.ReconstructRate %1% .

EARHIRERA R ZRERNNNEEE S AR, 15 Storage.Controller.EnhancedAutolmportForeignConfig %15
Z0, EEMMRREFEAUMB RN, BHERUATHS:

racadm storage createsecuritykey:<Controller FQDD> -key <Key id> -passwd <passphrase>
racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old
passphrase> -newpasswd <new passphrase>

racadm storage deletesecuritykey:<Controller FQDD>

SARBHFAIPEE

SMERELE R —MEHIBRBE S —MEHI SR HEEYIEHE LR HEECHIRYIEHEE o BRI N
B.

TBRAIASASMBEE, WEAYBEHEBNETSEREMUHE. NZIMPEREPEILT “BE” = “FHR" KSHIELIH
£, XA EATASASCHFENEMHMENAERN, FRSNZIMNBEE.

B EMHEERRYREE, BNREMHEEAERIR RAD K7, WAEZZSMNITREE.

fign, WMRSMBECERBE RAD 1 EBIHEE T —NIRESR, MAEMHEERENELRSHATUSN. MRINFEERES
REER=TYBEHAERE S RAD 5 B—MIIEHIE, B4 RAD S EMHEHNMERSAETESAN,
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FRIEETVREZ LN, S ELAREESAE— MR L ENIARZTAREBRES—MEHISENYIEEE. SNIINPEREETS
TSR EIEARZNEN. MRIZYIBHEEURRITHSE LIRERNETRAAEH, BAZHEFRP RN EIMRZ TN
BEEDABEE, WSS BB EALRRERAEN.

W REEFE A A ZAEIREE (LKM) SiEREMMREE, NI EELLM AR iDRAC RHITSNINBECERIE. BB
T CTRL-R f#$HIRENES, RAEMEI iIDRAC SNIMBELE .

NYITHIR MBI INRECER, A E2BRENIMIERERS. G LUAT RSB ERSRYIE#E R R 8 2 INRED
B (EMRESRREN) . MRYIBEHSRTAINEE, WEHESEES ARSI ENHMESE A EAZHHAE.

Ei & SAMBEEESSRSACRMBEGSROUEGE FHENMEENSE. MREE— U LRSBEL#SE, I
AEEHEIAN,

PERCO {ZHISR X EHINIMBECE, MAFRAFAXE. BHIATUBHLER. WREEHM, PERC iZHERTHISAK
MBHEMIMNPECE, MAFFT. MREEH, N PERC A2 BEHNFNEATIMBEE

EA BB RINRFAR S 2B HEHITR A RE NI ERELE .

7£ HBA X T B1THY PERC FEHHEHI22 E A% EE.

Q I EARENE ARG FETIRMERGHNBIRINIHIERS . EEEFEUND TESRSSHEMIMNEE.
A EE U TER P HIINERELE

B EYIEEHMEH THEHIEAN.
AL B FRIER S IR B O E R HEFEN
ENEETNREYIEEEEARMNAEET, REEHIEAN.
ERKEMNEZ TR ECHT.
AT PR&ER T EHSANYIRRHE
MNP EREC B BISEFRS NG, YRR TR ENT. REAEMTARE E RFRSHIERIES EA sEiHT
SNEREN .
FTEEN B BRES A TFRVURSRIRENES .
EHAR 2 IFSNBE/\ NS ERELE -
£/ Web A ESA\INBECE
ESNIIMBEE, EPITUUTIRIE:
1. 7£ iDRAC Web REH, #ZEIE — Fif — 185158 - & E.
S B RigEIEFIEE .
2. TEIMBERE Ry, MNIEHIEE ThSE s xR B T HIEE .
3. AERNABEERXTRESE G, EESNRERE.,
4. BHEBANPEE.
BRIEEEIREBRABEANLE.
EEZSENINBEE, BEEERHREY BoTEH EENENSNIMPEE LT, EIENAREER, RAEEHN
A

K i ERREENAsSAMIEEETRZE, LFLEHISREUATRNMBEE. WRANSANAERSISERE
A%, WIZEFE iDRAC hEFESANIRRIEE, FHIT racreset LIEHT B3N iDRAC.

{£F RACADM S\ SMBELE
BEBEIPEE, EHITUTERE:

racadm storage importconfig:<Controller FQDD>

BEEZEL, 15519 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM
SITEEER) .
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FEBRSNARECE

AR BN —MEHRB R H—MERIRE, THRAXIYEHESSMERNIENHEE OMIEE) . BUREMEHE
KSR LURAARTER IR AR TE SIS (ENMHE)  MRYBBHMERTSH “HNE” , WNEHESSMARR
DRENEE. TTUNEEREHEE DERSEREHERER.
CERRIMBECE” BB AR RMBNTHIZR M YIEME FR R ARE. MREE— U LRSNREMHEE, BMBRT
BEE. AWREERESNENBEMIMIAEIE. ZRFRIMBEE, LANITIGEL. MREEBTESANNTERNIMND
BE, AER SERIMNIEE" EURERYIEHE FANREIE.

£/ Web R EHERRIMBELE
EBERINBELE, HIITUUTIRE:
1. 72 iDRAC Web REH, ¥ ZEHK — ik - &1L - &8 .
S BRI BRI E.
2. FEIMEBERE IR, MIEHIER T HISE S kiR E R E B RN IREL B RYITHIRE
3. ENAREERATRSRSE S, EREBREIERTE.
4. BEHBR.
HREE E IRER IR IR E R .

{8 RACADM &4 IMBECE
EERINIEE

racadm storage clearconfig:<Controller FQDD>

BXEZEE, 1557 dell.com/idracmanuals H321tH iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM 45
i1 DI

ERiEHIRRELE

ERUEREHRNEE. RESMPREDSERRIE, FBUESEEHER ERAEREDR. BT NREDBREEZ,
EASEREMNEE. EREELTISBBREMIMNIEE. MRS ZRMUERT PERC 91 B, EREETERIE
iR, SERUERCZTEARNEEMARITINGRLREE, EHRETESSBREERRE. BuMA Gk ERSHE
HIHLPR -

i & ERERREETSHRIPEE. EWMRIBES, HRTHEREERE

£/ Web R HEE&ITHIREE
EERITHIERE:
1. 7£DRAC Web REH, #ZEHK — Fif - 15155 - HEEHEBR.
kAt BR i SR RBE HEBR T E -
2. MWBETREBES, A—IHSMEHIRERERES.
3. MTFEMEEIE, ENRAREER TR S S, RREENRIZEHAE,
4. BFHNA.
BIRIBIEERRIEBR AR X LR E .
£ RACADM EigisHIz5E &
EERITHIBRE:

racadm storage resetconfig:<Controller FQDD>

BXEZER, 1559 dell.com/idracmanuals 12 4#t# iDRAC RACADM Command Line Reference Guide (iDRAC RACADM ¥
SITEEER) .
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VIRAE I RF AR

7£ PERC 91 MESMAMISHIZE L, EATRUB ISR M RAID i3] HBA EXUSHISMPMARE . ZITHIBMNETARE
HBA $=#I2E 200, IEEIEF BT RIERGES. THRERXRERINMERRIE, HTSLRLE. BITHIREM RAD X EL
9 HBA Z B, EfRR:

RAID 2 HIE8 ST FFEHI SR N E . £ RAD MAIREFEIFAIEAEHIEE L, EodehlSREm AT A
AU RR SR AE BR B B RE PR 2R
DR A BRI A
© WIIRREERRINRECE
© ISR AL THEEIRSH IR .
« ATMRREMS SED XEM AL £ %4,
EHIRTREBRBNSRER.
ERBVIRIEH SRR K AR S5 SR TR .

K = BREENRERAZAAEMHINEE. LW, EUBEMAEH, FAXERRGHRMER.

E4 iE: #R CMCIFAIERT AT PERC FD33xS #l FD33xD /KA, MEHEZEHBFRN. HXIEMTHFHMHRERN CMC
HFAFNESIER, 537 dell.com/support/manuals i Dell Chassis Management Controller Version 1.2 for
PowerEdge FX2/FX2s User's Guide (Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/FX2s /i F#5
&) .

PIRFEHI 2R A BRI Bl Sd

UTFIREMER DRAC RE (5120 Web R E . RACADM F1 WSMAN) & B 1= 28R BT 5 4h -
R PERC FHI284TF RAID #2838, MAMFEMREFAEMEE. AEH. INPERE. THSZHRRBISERER, RE
BHZERE A HBA ..
WEITHISREAR, BREEACE 4 RAD #4E. a0, @R PERC &F RAID #8=,, BJ% PERC WIS EEIRE 7 HBA 1%
N, MERXIKE BGI B, NEFEERSB.

* 3% PERC 1£HI83 M HBA $13#:2] RAID #23XRT, IREIERNALTIE RAD IR, MEARSBHNEERN “BME” KE. 1,
RAIDEnhancedAutolmportForeignConfig Bt & B & E HERBH.

AT IR A AR &% 22t B X Tha @ T WSMAN 2 RACADM R & B i tE s g 5i5h «
AR %5 25 H0 B U ThAE 2 I IR B4 R ER EIRTEL B 24 RAID #24E. 3N, 415 PERC #&I824TF HBA #&3X, WAL
HESE xml LUSEHISER EXUh RAD, BIRshs RS AameE, HEZEMEE.

EFER MM RAID B A HBA B, RAlDaction pseudo BMHSIREAEF (BIAITA) o iZBMHEITAE) B E AR
B2, SRR ERRCEN, BERmELAHE., ERenHIEE, SHE XML X% RAIDaction BT,

4 PERC #4884 T HBA BT, MRINREAFTHBERNEN A RAD BEE xml BITEAFE, FH&iltlE vD, N
BIBEMHESEN. ST ZHFIEIEE Sz H 23R AU HER RAID 321E,

{5/ iDRAC Web R HEVIIRiTHIZFEN

BEEHIEER, ERITU TSR

1. 7E£iDRAC Web REH, BIHER — 5% — 1518

2. “ERHIBTELE, BHEE - wHRsER.
LEMETS B RIS B M ANR B

3. ATHERSPEIFEYRBINEHSEER, RERHNA.
EHSISRFEUETRER.

{5/} RACADM 1] #riZshi 2848
E(ER RACADM YHRISHIBER, BITTHISS.

EEEREHIRYAMRN:

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
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RGRERUTHL

RequestedControllerMode = NONE

BRIEHIRRAIRE A HBA:

$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

BXEZEE, 15217 dell.com/idracmanuals _EIR £ iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{THESE ™) .

12Gbps SAS HBA JEEL 284521

3E RAID {£HIES 2 A B H /> RAID THEERI HBA. BN ENHSE.
iDRAC R X #F 12 Gbps SAS HBA 1= HlIgs AL AR A R A HBA 330 AIERIEHIES .
A 793 RAID $ZHIZBF AT T HI4R1E
« EBFIEATIE RAD IBHISRRITHIEE . MIBHEFNIERM. ki, TERSHEXEN EMM, RE. BIREEFMRER
MeEEM. XEBHIRITHIRLRER,
EEEHFARENEREMER.
79 12 Gbps SAS HBA #=HIRFHIHIEE FEH (FMEAR)
ERNEE AT, YNAIRHEL SMART il & IR7SHVRS IR IES B 1SR R
HEAIIR R A B AR R S A EI R IR TS
AR BGE AR LED

ﬁ 3E:
EXHE RAID 2428 T B IR EMANMSNIR(EZ 5, DIRMITEHS|I SENE RS EREEMN (CSIOR) #1E.
ERITEHEHEEFHSI SRS,
1)3%59 12 Gbps SAS HBA 1Z#I85F1 HBA330 WEMZEHIZSHITEH X E B A SMART HIIRENESFN SES HAE{E R ESAISEATHE
Mo
iEE 32
HEERINN S &
A GRIEE
FENEFE G
WeSMSREA B8 b BT AR S A
(AR BGHE AMRZEH LED

HEMERENES BT A R 43 4

Storage Management X352 /2 A SMART BY49I85E 5 EHIT B RSN SRS AR (SMART).
SMART £ & MNEEHITHUNESFES R, HEMITEIS L EHEWER & HER. 1THIRSH T BTS04
B, MRLZIXHENTUTEE, SIFLESEE#EL DRAC. IDRAC ¥ BliE R — N ER.

JE RAID - HBA &5\ T HUIEHISSHR1E

RIEHISEATFAE RAID 5 (HBA&ER) , NI:

ESERRZEATRTH,

TSN R SREWER,

Fr 43852 4T 3E RAID 183K,
WRITHIZEA T IE RAID 18R, S LABITUATIRIE:

IR/ B H N KR PR R £2
EERMRBRMYE, BEUTIER:
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- AEFERER

- RE-BMER

- HIREUR

- EE#ERX

- IEHISRSI SRR

- EEMNEHNSNIIERE
- BEX

- RE—EMER

- EME

- E&#MEK (BG) F

- HUERERER

A IS B AL & X35
HEHEHAT RAD IHIRMETERY (EMEIERIN .
EMRINIBECE

K & SRFEREER RAD BAPARZNISH, SBFR—RERER.
LiTHIRR A TIE RAID #RAR, TRMMHERERNER. NBMRIRERE.

EZFiEEFIE BT RAID B E Rl

YRR FFRY IDRAC FREX AL L E TSI SR HATIRIER, 1F#RF:

B MEFREETIRL. FESMElER, REBEFIEET—MEHR EHTEREMEEL.
15 A RIE TR 2 MEl TR 7 LUR R A EET T

T8 PCle SSD

SNELE M E SR (PCle) EIZSiR%E (SSD) BR—ME Mt EiIE®, ERTERRLR. REMESWMNELERIESR (0PS) #1
R F AR SEME RN AT PRI RRIR S 2R . PCle SSD SRR E T (SLC) MEZFEHE T (MLC) NAND INERARITTE, w8
=R PCle 2.0 3¢ PCle 3.0 3 & # 0. iDRAC 2.20.20.20 FE Sk A 32 #F Dell 55 13 X PowerEdge #LZ2XAE AR 5588 LK Dell
PowerEdge R920 AR %528 LAY S 34 (HHHL) PCle SSD +. HHHL SSD £ A A EEEAR L% PCle SSD XIS HRAIAR S
B PCIENE . S IER&F XIS IRRS S LERAXL |,

BiLfFE A DRAC RE, WIAEFFEE NVMe PCle SSD.

PCle SSD HNEZEIh&E
«  IIRIRINAE

- EEREEE

PCle SSD TRFZHER . EEBREGER PCle B+ (AT ANARENR SN E/\1 PCle SSD 121 PCle i) UK
PCle SSD 4R R -

A A PCle SSD 1T TN 31k

AR S5 EEH PCle SSD MBI TIR R T EIREM LA R FE M
31T PCle SSD I /&
¢ REMIEREIE
© ARSBGEIARS & LED

Al A HHHL SSD $UTEA T4

FtAR 55 2SF A HHHL SSD 1T & iR 55 A AN S A M)
IRERENEFIRAS, GIANBEHL. BEEFBTHL
7€ iIDRAC #0 OMSS H R &5 FIE R B HFERE
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c REERBIEHHTIEFR
TTY BEiRE

g SE: BIARTgE. BTERUUIRIRF LED HaRATINKREBUGHEINKR A& A F HHHL PCle SSD % &
P32
3t PCle SSD i# 1T &R &5 A FA L5

AEZ TR PCle SSD
¥EB& PCle SSD & &£ #iE

¥t PCle SSD i#1T Z3il5 & M Fn M
T EIREEMALENEZER T PCle SSD:
BHER:
- PCleSSDHR+

- PCle SSD &R

MRFAGEEELTHA PCle Bk, £ ~A4 FQDD. —/ FQDD AFLBEER, Z—/FAF SSD. MBELIRALA (B
A , R&BR—4 FQDD.

BEEESMMYEIERT PCle SSD BB .
£ Web RE %t PCle SSD #1715 55 A Fn 4550

E3t PCle SSD R &HTEIREMANN, 1H7E DRAC Web RE T EHN — 76 — YVIBEME. KFNSERBMYTRE. T
PCle SSD, &%+ 55E R PCle SSD. RAAEELZ N EM.

{£Fl RACADM %t PCle SSD #1735 B & A F0L0M
A racadm storage get controllers:<PcieSSD controller FQDD> #pé Xt PCle SSD #1TH IR EMAN LN
EEEMA PCle SSD IFxiz%, EEMAUTHS:

racadm storage get pdisks

BEE PCle R+, BEEAUTHS:

racadm storage get controllers

EEE PCle SSD BRHIER, HERAUTHS:

racadm storage get enclosures

i & ERAALRe<N, B2ExR PERC ®E.

BEEZEL, 15519 dell.com/idracmanuals 321 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM
SITEEER)

#HEZ B4 PCle SSD

PCle SSD X BF#3ZHH, WLBXHFFLEREHNSISHRZRRENRGMTRMABIRRE. ABIERIIBER, LHEE
R “HERET” #F, REBIRBREE.

2 PCle SSD ZETEITE XFHRMERARNZXFHAR L, AFFEFAZIR. BMREMN PCle SSD AR EMMEKE, F
SRRGFHERN R F.

VMware vSphere (ESXi) &% Y PCle SSD KL K HHHL PCle SSD & & N St #E Z F PR R1E
i ¥: 85 ESXi 6.0 #1 iDRAC Service Module 2.1 Fi Ak 8 = kR A B R TR E SRR ER1E.
EE TS IRMERT LUE A IDRAC Service Module SEAF#4T .

CEZHT” BMEBELERERSEDNMEAMEERITHN /0 5FE), UWEATURSH TZIEE. ZESBEEEE MR
LED iA¥k. BB Prepare to Remove GEZEIT) #EE, ETIEAT, BAIUMNRGEHRREHTIRE:

PCle SSD AR £ LED 13 Ak
RGN EBREMEIIE) PCle SSD.
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7EE%& PCle SSD LA < AT, 1BHR:

2 %% IDRAC Service Module.
2B H Lifecycle Controllers
A B IREBITHINPRAI B RAR
{55/ Web FEE &R PCle SSD
FEER PCle SSD LUE#HER, IEMITUUTIRIE:
1. 7£iDRAC Web REH, % ZE Overview (#f%5) — Storage (#Ffi§) — Physical Disks CiJIE#E) — Setup (i%=E) .
LERTE B R iR B TR A TUm .
2. MISHISThistses, EETRFBLUEFXEMN PCle SSD.
3. MTHsgEAH, A—NHEA PCle SSD EFEEBRR.
MRBEIFEEZBE, FEEEETAFAFHNEMEDR, HIEFERME, RERTTRRAUEEEMIER.
Eq E: BIREREFHIETT iISM LT preparetoremove #HfF.
4. HGERNABMEER TS G, EFIAR AN A X 42 1E .
MREFEETHRNES, WETERE.
E4 E: 3T PCle SSD %, RBVANAERAM. WRIERIFIHMEEN.
5. BENA.
WRIEAKRBIE, BEER—FEE, BREVSIERKDI. i, FSERHEE D FEIAINDRIRIE.
MR EIERD, BB R—FER, IBRAMMEEHISRCIE TR D, BRI BT /BN E b & FHiZ
BHE,
WMRKR G BIERRE, BER—FEREE . MREFELRERD, MELEIERKT), MESEBR—FERES.
f£F RACADM &8 B2 PCle SSD
EEH PCleSSD IRENzZLATFIBER, IEHITUATIRE:

racadm storage preparetoremove:<PCIeSSD FQDD>

EHT preparetoremove %< /E, A1 BFREL:
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EEREIAEL ID:

racadm jobqueue view -i <job ID>

BXELELR, 1557 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Reference Guide (iDRAC RACADM ¥
SIITSERBD)

4% PCle SSD & & ¥13

“REBIR RS R ABREE EWTBIBRIE. 7 PCle SSD EHATMBEMIRER R BEFAR, HSH PCleSSD £
R BRIERAER. APITMEERIIIES, ENTIETNE PCle SSD. HEEMIISRGFNMAEK.

WMREMBERRERGERS I SSOBRIME, WIZREREH. SREHSISREHERILTE.
FE#ERR PCle SSD IR & ¥R 21, HHHK:

22 A Lifecycle Controller,

IE BB RS FITHIB R AN S ZABUR
Es i

2% PCle SSD R BE1E R M EL I HRAERIT .

EERRRE, BHREERIERERERABEN, BRMBL. LAVBEHER U, REARERE.
FERGEIK PCle SSD &, AIREHREZFF/LIVHM, 1Z PCle SSD A< & /R7E Web REF .

HIEIR PCle SSD A X R £1EMRINGE.
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£ Web R mE#EB4 PCle SSD & & ¥z
S PCle SSD 1R & EHUBUIRE, BHITIUTIRME:

1.

7£ iIDRAC Web REH, #ZEHIK — 78 — EEE - &E.

LERTS BRI BB A TR .-

MIEFIBR ThSEE h, RIFEHIZE L E B X BRI PCle SSD.

NTHRIsESE A, J—N8 %4 PCle SSD iEF R EHMBRET .

MRECRIFREER, HABESETREERPHEMED, HERRE, RERETREEUETEHMET.
MR AREER TR B S, EREUTERZ—:

HETREHSIFH - EFHEAE TORRGENS| SR ABRE. X2 PERC 8 12HISF AL
FETRIRETIE) - IR T AT 7E 7RI B9 B RAFA (8] B2 A 4 4% -

- g#ﬁﬂﬂﬁlﬂéﬁﬁﬂﬂlﬁ—ifﬁﬁﬁﬁ#ii?%El,Hﬂo AT RSB, RIFRTE]. RIESETF iR R AN LR R AT 8] 8] R

- MRS, EIFEHFISHEE:

TEMSIS (FHEHIISHRG)
IEEXN

SR

XANRGRBEFER (R31%)

K %Il«?'r T?:}E ';ERC#?E&EEH&ZKWE*U%’ EEXHERRBINER. 3T PERC 9 =418, TEHSIS (FEH
RE) BRIAEL.

BHENA.

MRENREE, BEBR—FHES, BRELSIBRREII. i, TLBRES D FEILAINERERIE.
WMRIEABBZRTY, BER—FER, BRAFMEEFIZRSIZ TR 1D. BHEEWFITTE “(ELBAT) TTEHFEEFIZE
A EYHERE

WMRAGZERRE, BEF—FHERHER. MRELRERD), MELSIERKD), NeER—FERES.

{5} RACADM #E[4 PCle SSD & & ¥1E
HER SR PCle SSD &% :

racadm storage secureerase:<PCIeSSD FQDD>

E AT secureerase w5 S [E 83 BARIEL :
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start time>

EEREIFEAL ID:

racadm Jjobgqueue view -i <job ID>

BEEZEL, 15519 dell.com/idracmanuals 32 H9 iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM
SITEEER)

BIEAESER

A ASHAE S B AR T IA T8R4 -

TEEM
MEL—ERFIRSER
EERERFER (BARLEER)
®E SGPIO 1=
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iEP S
TR IS R IhEEREE
SRR
BB E AR
EEEREE
BE SGPIO &=

B EEIRE

Dell 28 13 4 PowerEdge FRZ 25 X IF N ERF AN, Eeb, HmAEMBEITHIES (PERC) FIEE BN RS EZE—HMERIRE)
2. KEERTSMHEER, REHEEBREATAMN (HA) Thet. I REFAEAR/NEEITHISZEX 5 AR ERES. £
XMERT, EMESNENSERCERIERHSENIEERE. IS TiFaREEXR. ENELCRRE LTS
.
BT HUTER:
g&ﬁﬁ-ﬂﬁﬁuﬁﬁoI%Pmcﬁﬁ%ﬁﬂﬁﬁmﬁﬁﬁzﬁmm%ﬁ%,%ﬁaﬁ%Tﬁ:ﬁpmcEﬁ%m%
itk
ROER - —/MTHISBANHARIET 12 NEENEE, F—NMEFISEAARE 12 MRS, EEEE—MERRENIEHBERS A
01, EERFE - MEFIZBIRENZEH S 12-23.
FHIERN 4:20 - —MEFIEAFEIE 4 MNIEENRE, B—MTHISE GG 20 MRENEE . EEEE—MTHISMNIEENEES
H0-3, EEEF - NMTHIBRHIREISES A 4-23,
RAHEN 816 - —MEHISFAA )R] 8 MNRFIEE, B—MEFIZETIALEE 16 MRENEE. EEEE—MTHISENIREERS
07, EEEFE-MTHIZRMNIEENERES N 8-23,
FHEN 16:8 - —MTHIZEAHE)ET 16 NIREIRE, B—MTHISEAHEE 8 MRENEE. EEEE—MTHIENIEESEES
J3 0415, EEEE - ANTHISEMNIEENEES A 16-23.
o IROER 204 - —MEFISSANAEIE 20 MRENRE, B—MEHEIZEETIAEE 4 N IREEE. EIEEE—MTHISENIREIRE RS
H9 0419, EZEEE -/ NMEFIEHIREIEER S A 20-23,
EEAAA - F=FEBEERTH.
MR RBIFIZOCE, DRAC RIFHFEABERILE. SVEREE-NMTHIRZATBERLER . ERIFREEENXZ T,
iDRAC S EGNEY BB, BEFSREREHEESE ") PERC {THIE.
EEMXIRE, B MEERESEITHBUR.
IR {EATE At RAID B{ETHERIRAS, HBC TR TEM RAD {Ellr, MAEEEXRESRIER . E4EH, R HIGE Tk
A, MFEEITRIE M RAID 1B,

% i
EERREFNSERESHE, BATRSLEHIBES,
LC #2f&5k iIDRAC ERBIETSERHERNMT BEIRE.
BB SLAMER 2 8, AOMEERNPRZ .
 BESRENEREE .
© RIRFNBF BN —NMTHIBRERAB—NMTHIRE, BREMRMETESSBERELASRETER.
« BRIFEIRMELIEF, RADEBLEF ST EIFM, BEAREUATIREIES K.
REAERGHBEERRE, WHREMNENEXNASEY. MRAFESEREXAGE—ER, ETRGISHEER—FEIRE
B, BAE-MEHIRELIEMIEENEE. tih, F—MEFHIREEIINBEE. MRZILEIR, WNAEM#EEES
%,

£/ Web A HEACE SRR

E{FH iDRAC Web RERLESHIER, BEHMITLUTIRE:

1. 7 iIDRAC Web RE ™, #ZE Overview (%) — Storage (##fi¥) — Enclosures (#l#E) — Setup (IZE) -
HEHE R RHAERETTE.

2. NEHISETheeP, BIFEREHKBAERNESIEE.

3. HEEFP, AEHEIREAEERRFRRN:
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© RN
© HFAER
© HFRORK 420
© HFNEN 816
© HFNENX 168
+ HFaEN 204
+ EEFAA
4. MERFEEA TR S S, EETHMNRARIANRRE, RERHHA.
HelEiEd D,
5. #HEBENPAFITIE, HIEEPRTRELRESERH “ETR” -
6. XHRZEREER, UWEREEN.
{F RACADM B EH1E
EMRENIER SR, EFEH set €451 BackplaneMode FHIXTE .
4R, ZAF BackplaneMode B4R ERIFFIEN, HMITUATIRIE:
1. BITUTHLSREFLHEIRERR:
racadm get storage.enclosure.l.backplanecurrentmode

Mt

BackplaneCurrentMode=UnifiedMode
2. BITUTHSREFRFEN:
racadm get storage.enclosure.l.backplanerequestedmode

Wt

BackplaneRequestedMode=None

3. BITUTHSEMBEEIREERAAHRTIRRA
racadm set storage.enclosure.l.backplanerequestedmode "splitmode"
ERZHEHR, RA®SMkI.

4. BT TS REIEFEE S5 backplanerequestedmode B 141 E AF T HER :

racadm get storage.enclosure.l.backplanerequestedmode
il PSR
BackplaneRequestedMode=None (Pending=SplitMode)
5. 81T storage get controllers #p&FHidFRIiTHISESEA ID.
BITAT a2 R EE /L :
racadm jobqueue create <controller instance ID> -s TIME NOW --realtime
IR E{E D,
7. BITUATHSREAELAIRE
racadm jobqueue view -i JIDixxxxxxxx
Hep, JID xxxxxxxx fEHE 6 FREMEL D,
KEERA “HEE” .
gEEifEl D, BEIRR “BRER” RS (WEESZAREE 3 SEtE) .
8. BITUT#HEHKEE backplanerequestedmode BIE:

racadm get storage.enclosure.l.backplanerequestedmode

Mt

BackplaneRequestedMode=SplitMode
9. EBITUUTHERAENSISRESH:

racadm serveraction powercycle
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10. HHRELKSER POST F CSIOR 2 /5, AL TS RIIE backplanerequestedmode:

racadm get storage.enclosure.l.backplanerequestedmode

It
BackplaneRequestedMode=None
N BITUTHSREIESREXRTREAFTRN:
racadm get storage.enclosure.l.backplanecurrentmode
it
BackplaneCurrentMode=SplitMode
12. BITUTHLSHELIERT R ERIBENZF 0-11:

racadm storage get pdisks

B* RACADM 44 HEZ(EE, 551 dell.com/idracmanuals _H124#%#5 iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM %4 1TEREEESEIER) .

EEBMHE

F L 13 X PowerEdge BR S5 25 & #R T #F SAS/SATA #1 PCle SSD IRkzh88, RAMEEE. XLFEMRABARGE, AIEEEE
FhEIEHIZR (PERC) #1 PCle ' RF. ZEIRE G AR BB X IFZINENGENESR. ZEIRAI ZH SAS/SATA B PCle
SSD. &%, AMIABFEMNGEAERE, Fla, FEXHE 24 MEGENERRERS, G 019 {X#F SAS/SATA A, i
& 20-23 AT X #F SAS/SATA % PCle SSD.

HABRSL 2B I TR IR THIAE R R AEIE A HEITIR A . R TE LB ET B REHIERES, MALEESWH
MEFIE KB, BATNEFIEIEFIEE (PERC M PCle #'RES) AIEEZR—1MER, BERSGFFREWIEALNAETRS
PERC & #l28 REEHIE R .

EHEME - HE > BES, ME#EHETMEERUTIER:

A= — MRFEERE.

% PCle — tNRRA XL #F PCle WIIEHE, 22T 2 ET.

BN — R2EARER, AEHP—MEEFRET PCleSSD, %24 E R PCle.
AEHF — 2R ERT PCle SSD.

E i BREEAXIEAZMRINEE. NREB PCle SSD IRZNFEHIFHFE R SAS/SATA IREhEE, EMRS Xt PCle SSD
EhRsER SRR 5. MRARITIXES, THIRMERZ TS BT GE, MER. ARERSE.

% E SGPIO &R

EEIEHISRAIEREE 12C {23 (Del SRABIALE) BITEAMAN/ML (SGPIO) ERX THER. ENIRIREIEE LAY LED,
FEIIIEE. Dell PERC $ZHI32 MBI AT FR X EMER . EXHFEEEERSE, YIEESHRERER A SGPIO &
W

REBERAI L3 SGPIO ##3. AT THIHERPHETT BENERBLTEESRAZIFHER . SREHIFREE X6,
LAPRSFERESHER.

FEPAT LC ERRIRMETIF IDRAC EiRABIAERS, SGPIO BB EILAZANRS. ESEEK DRACKESHRIEE. MREIR
BIRE N SGPIO &%, IDRAC SFHREFNASERILE L.

B EMEETNEN, PAXARSEBERER.

B G REHFBITHIBR A e IE Ui & -

E 3¥: FRE(EF iDRAC Web ZHZE SGPIO 15X,

£/ RACADM i & SGPIO #=
ERE SGPIO &1, £ set 4 LK SGPIOMode AR .

MRIGEAER, HIEXA 2C#ERX. MRESBA, HIZREN SGPIO &#1K.
BEEZER, 1557 dell.com/idracmanuals 32 E iDRAC RACADM Command Line Interface Reference Guide (iIDRAC
RACADM @ &{TARESE /M) .
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EFFEN FHIE ERRERR

FEOIRMERER AR R BB, SRS, JIERE RSN, CUORENAEMEEZIERREER. B, 52
3585 B B K7 PR E)

vzl

TRAGEHISHIE

FEHRI R

fE LR B AL — 253 TR UL SO ER S SR R O HEAEHRAE

£/ Web FHEIEFRIERR
TR U AGE, FRITU TR
1 SETFUFEMTELN, TR

B — FiE - YEHE - RE.
B — FiE - EREE - el
B — T - EEE - €18
B — FhiE — 2l - RE
BESE — il — 1SHIRE — aeEHk
#B — i - HE - 2E
BEYE — il — EERIRME
2. MRRREER ThE e hEFTIE—IN:
MEIRA - EFIATUE I BN AR E . R AI AT PERC 9 45HIRR . MRBFEZSTRMMEL, MHETFERE.
TR IE ZDFEE 2 58,
ETREHSISH - EFIENAE TRRFGERISHEARE. X2 PERC 8 |2 HIBIAE .
FEVHRIAORTE) - EF IR TR 7R TR HEARA B N AR

- g#ﬁﬂﬂﬁlﬂéﬁﬁﬂﬂl‘ﬂj—ifﬁﬁﬁﬁ#iﬁ%ﬁ,ﬂﬂo MTRIseE R, RIFRTE]. $GETIaRTE LT RETE Z B R R 1%

- AThEREH, ®FEHSISHEE:
TEHSNS (FIHEHISERESG)
IEEX
S KA
XARGHRBEEER (R3S
[ i T PERC 8 = RIRAMERIR, ERXAERMINER. 3T PERC O 2313, FEMSIT (FAEH
5I18&R%) BROIAED.

ANMBHERRE - EFIET TR BN AR ENERRE. BUUERR - 7% - EERENEhEETSIRN
Bt RE.

E =
ARMBERRMEET AN ER THERER®E, WRMEMEE - ®ETUEHH PCle SSD.
ENERERE+, RAMLBAETRATA.
3. BENA.
BIRBFTEMRIEE N RRE.

{8 RACADM i&iFEiEfE
EIIRIEER, B jobqueue B4,
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BXELELR, 1557 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4
S1ITBEER)

EEMNHEREHRE

EAIEEHER FRIEHIRM T A ERRIE. RIBEEHER, REREBIANA. £ TFRERSI S NARETRISE
ERZF . FTLARMBRT SIS B P AR IR1E, BN REMBR R MERIRE.

BEREAY (aniEHlsE. e, MIBHIEREMEAR) LolBERRE.

RETEIEH R LB E(RAl. XITF PCle SSD, ¥§7E PCle SSD #4&MaE PCle ¥ 22 LRIZ{E .

£/ Web A EEE. MAZRMERERERE

1. 7£ DRAC Web REH, ¥ EHIT — i — HEBIE.
BRREERENE.

2. EABTREESES, ERESE. BN EERREAEHIZE.
%R RIEEIEH R RERRENTIR.

E &
HENIIELE ., BRINEE, REFABREMMBELHEEOE TIHEERE. B2, AEERETEMN “3E
RBRE BEEEPRERIXEERE.
TosENEERIBETTE 812 PCle SSD ARl
3. EMpEEEIEERRE, FRTHBRERERRE.
4. MAThsEsd, @®FEUTRRNZ —, RERGEMBIRZERRE:

MBI - IR AT S BMR A AT AR . tiETUE BT A ASMEHHIRA# PERC 9 425135

ETREFSI SR - EEFEHETIRIE T —XREEH S| FHEIERZRERIE. X2 PERC 8 ITHIZFMEIAET. X
ERTF PERC 8 f1E S AR A .

T RIBRSIE - SRR BTAT7E 7RI 89 B EAFIRER 22 2 4E . EBUE R T PERC 8 MIESMRA.
- g#ﬁﬂil‘ﬁlﬂéﬁﬁﬁl‘ﬂj - BEHBERFEE B, NTRESRES, EFRE. BIESEFIaRE LR 62 6N

- AThiRER, ®FEHFISHE:
AEHG (FRHEHSISELG)
EEXH
S KA
RXAZGHRBREER 02515)

E El% X‘J;J;E I;ER%?}EEEEH&*E‘JE*U%E, EEXNERBRINER. T PERC 9 7§18, FTEHSIS (FHEH
g 2dN = % ) 1 Iﬁc

5. MRBEXMEUKREE, BeBT—FKHEE, BRELEIERRIN. ki, TESERES D FEILHINENIEE.

6. élgi?sw’ﬁﬂkﬁu@ﬁim, BER—EHEE, BRAMEEHSRAETEL ID. BiH/EWAFIR E{ELAFITTE P EEEL
MEERINPEE ., SNINTERE . RETHRMEIMBEMESRELTERRE, FANRIAAXERERERE
8, MAREENIERBET R IEEL . SATNTEMEMEHEEIRIE, SEH RACADM 5 WSMAN FERFH5HI88 E
SIS E/E L.
IAEERRBERNE D EEZEMR PCle SSD Ui IR(E. A racadm #4355 PCle SSD I 2 1R1E.

£ RACADM Z=EFNR IS iR(E
ENRERRE, 5FH jobqueue 5.
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BXELELR, 1557 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4
S1ITBEER)

Tk E - MHBRMERR

FH11: BEFE—MERAHRE ( “YHNA" . “ETREFHRISH” & “ENRE" ) , FERERENEERE
MREEFET IR . £ TFREHRSISHRETRINNE, RELEHA, G AMENEFRELERIEOIZERRE.
WMFRAERBRIERTY, FERBARGFAENEERME, WSeEMEL. RELZED, HER—FHS, IBHAMER

S 0ZRIIEAL 1D, BHAEWPAT], AIEMEMBAIITIE P EEZIEWH#HE. MRRZMEL, BER—FHR, BHIZE
A BELN. Fib, THERIES 1D FEILAINERIRE.

MRRAINBRIERRME, FERBEMNGFANEERE, BET—FERHER, HPES D MEWAIMRREE.

#602: BEFE-BNERARE ( “UHEA" . “ETRERSISH" R “EFRNORE" ) , FEFEERAREERE
MREER T VENA . ETREHISHRETRINE, RRAENA, BB AMEHEFREEREIZIEERE.

WRERRECHRIEE, HENMREENBNERERE, WRER—FHE.

- BEERERREEETEERSNERRE,

- B Create Job (fIFEML) DUARERZGIZIEIL. MREWEIERT), BER—FIHS, BHAMEREEZRE
Al 1D, BEAEBAG, FTAEYEIBASITE h EEZIEWMBHE. MRREEEL, BER—FHER, BHZMELLEK
WM. FHobh, THEERHES D MBI R,

- BHEGHA SO, HEBEZTEL, MNITESFREERE.
MRARAKINBIZERRE, FRANREFERBELERE, WEER—FERES.

- BEEERE, TERRSEERE.

- BEAMTHRESIRME A A AERIBMEQEEL. MRELSIZERY, BER—FHER, HHAMEREEN
Bl 1D, BHARABASY, RAIFE(EMLBASITTE P EFZIEWAIHE . MRKGRIEL, BET—FER, EHZELEEZ
K. HI, TH/ERIHES D FZ UG HRE.

- BHEGHEAStRMEL, HEBEZTAE L, MNITES FREERE.

613: BEF RMEEERE" , HARRAUFEERE
MREEIEFRMBNERRE, RERHNA, HABAMENFHEERERIEERE.

WMREMINEIRERRIE, FEMRRENAPERRE, WRER—FERHS:
- BEREFVEEAZIEL, UNTESEREERE.
- BEEERE, TERERSIEERE. EREMERHR LR THEL, FSNAXEERIRE,
WMRARRINBIREERRIE, FEMRRBEMANEERE, WRER—FHERES.
RO4: SiEFE FMBHERRE" , FEAANEENEERE
MREEEFRMBIEERE, RERTNA, HARAMMENFHEERERERRE.
WREMINBIRERRIE, FENMREAENBIERRE, WRER—FERHS:

- BEMEREBEZNEL, UBITESFMRECERE.

- BEHEERME, TEERSHERRE.

WMRARRINBIRFERIRIE, HENMREENBNEERE, WRER—FHERES.
- BEMEREBAEZNEL, UBITESFMRECERE.

- BEHEERME, TEREREHERRE.
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% i
EEMEHME, MREREIATEEMBEEE LOEELAIRIR, FEEEEEN - ER8RMERE, UEEME
BFERRIRME, HEMENIEHIEE ERIEEL.

{XZEH1 150 2 EBATF PCle SSD. 4§ F5.5EE PCle SSD RIIE#CIR{E, Et Add to Pending Operations GRINBHEER
B4E) EIMATH. £/ racadm 4 A[ER PCle SSD HuiE#E 21k

INKRELBGHINKRE S LED

AILUR I INKRER E A X ZIRE (LED) 2 —iRBINAEN YRR . IR IFEhERF1 PCle SSD.
A BB FRRA BEIN KRS BUEINKR LED.

ERIBS N T FFCAECE . LEINBERYSERT L HFXAE PERC 91 ME SR ARIEHHATA.

K & XA TAHEERERSS, P EFHFRITINIRS BGEINIRERIE

£ Web F H INFsBUHINKRAH LED
EAMREEGHIAMREHE LED, EHITUATERE:
1. 7E£DRACWeb RAEH, RIFPEXREZTIE—TME:

B — Fi% — RF - B/RIRFVEH LED TTHE, BRI IEIZNE S AR EUHINRIIRHE . EMEEE PCle SSD.

B — i - YEEEE - RF - EORMMESRETE, SR EZIUE S INKREEUE AR EZ T PCle
SSD.

R — FiE - YIRHE — RA- 2 RAEMBATIE, SRR TUE IR B H IR RE U £ .
2. WRGTRAEAH LED 7iH L
o RFSEBUHEEA AN LED - ESR/BUHSIRER, RFRENIRATITENRERS LED. FM, BRHEGHA
RRAT {5 1L IR REE 89 LED.

ISR EAUHIE R B NMAME) LED - IF— MRS MAM, ABRTINMRATFFIEINNRFTIEAAE LED. RHE, SREHEH
KRR 1 L [N KRB #H8Y LED.

3. MR FRAEREE I L
EFR S B IE R AT B4R B IRENEE 5 PCle SSD - i F2iE/BUBEIRIET, SRS B4 AKRA] FF 6 INKRET G432
IRFIEEF0 PCle SSD. [E#f, BRIHHGHEAKRAE ALK LED,

o EIFSEUEEFR R NIEREIRFNESE PCle SSD - ik EFE— N S MBEMEEIRENEE, SR BT INMRA FF A IN KRR
BIRENEEEK PCle SSD B LED. %, S4BUHIARRATZ LR LED,
4. MRMTFRANEMU#HETE L -

EFSEGHIR R EEE - EFES%E/BUESIRIETR, AREAHRRUF RN EEIEEZRN LED. FH, 8%
BGE IR AT = 15 QKR LED.

EFREGHIE R ENEEE - RE—ANRESNEMNEE, RERSRRUFRINGEMN#EEZN LED. FEff, BEH
SBIRKR AT 1= 1L IJKR LED,

R IRSIEARRIERRY, M2 BRERHE.
{£F RACADM [ KR BLH IAXRLA 4+ LED

NEREBGHE IAMREB S LED, BFERAUT®HS:
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BEEZEL, 15519 dell.com/idracmanuals 321 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM
S1TE8EER) .
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14
B B HE A EMEH &

TR A A EMIES SR ER ERRE . TUIMNMEARERIZERSSF LERMNRE, NTEEERSE. XREATIRR
FERAR S RRAIF A INRE. TR RS SR RO TNRERGA T A
FERESR:

AR ZHREZANEMTHAESE. FESERNEER—IMZERSHTHE.
GBI Java. ActiveX 3¢ HTMLS fRHFTESTHEHY Web RIS 2E R BEIERIEHIS
HAEMEFASIEN, TERSBASETEHIEELEEN.
AT ERFT FF M —N Management Station B|— M ENMNFE RGNS N EIIZHI S 21E.
B RE(E BRI AHERHEFTFF M Management Station EIZE R Z BN ELIZHI A S1E.
WMRFNAFEREDERIARIE, F—NRAPSWEEMHAFTLUEFBEITEIET. RIFRIENERRI A IFES
ZiiE. E-ANAPUBESNBE—RAREEEHN. E—MAFRGHE 30 R, BRI REETRNEERT
FNAP. BIMSERRLTENRER, S—1MAPSERRA AR —KEEMRE-NRREGESSIE. IR
REAFPEEEERNIR, MR LEE— I AP ESENRILEE_NAFPHNSIE.

% F: X BEAEFLLFEELIERHANER, 1520 BB Web J TS5 UFER EIIETHIE .

E4 I & DRACFAIER AR skE R HMER, ERURHANMERMTFROSBRE, WSBAHHERE SNME
BT BRSIELELE,

B

BLE Web RIS 3BULE ARSI A
RERMEHA

BRI

X RE T PRMRIFTR

TR T TZERS [ LBITHELMTHI BB RN RRE S PHRER A RIEHRE.
+®. 39: XIFHIRF SR FRIFE

REBIBRE RIFTE (Hz)

720x400 70

640x480 60, 72, 75. 85
800x600 60\ 70\ 72\ 75. 85
1024x768 60, 70\ 72, 75. 85
1280x1024 60

BIEERRHNERD PRI E R 1280x1024 R ZRE S

Ky i MRBEDEAER G SIEH LELISH S ER TRIESMENBords, NEAMSH S DRFREFOERT, R
SRITHAMORRTHER. WRRLGTITHE Linux IRMERS, NAERR EEETEES XN 854, £
iDRAC ERIEHI &I <Ctri><Alt><F1> T3 linux YIRBISTAISSHIE .

B E ERUEHI&

BLEEIMEHIE 271, EREELE Management Station.
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SR LUE A IDRAC Web B 5 RACADM & TR AR BEERITHIE .

*E?é%ﬁ%
BLE Web 53 25 LA A EEIMEHI &
BEIEMIESIE

£ Web AEECE ERIZHIS

ZE{FH IDRAC Web AEBLE EINITHIE
1. %% Overview (HE¥) — Server (FR%EE) — Virtual Console (FEHIIFHIE) . Y& 5K Virtual Console (FEHUZ=HIE)
T
2. BRAEMEHEHIEERENE. BXSEMMNER, 1E§SIF IDRAC Online Help (iDRAC BX#LESEN)
K4 i nREEAESER Nano HB4EHRS:, A Virtual Console (REIUZHIE) TIEH) Automatic System Lock (BEIR%E
PiE) ThekE.
3. BdApply (RIA) . EIUEHIEEESE.

£ RACADM Hit E [EHITHI &

EREERISHE, EEH set 494 LK iDRACVirtualConsole A5 HIRT R .
BXEZER, 1527 dell.com/idracmanuals 12t iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM & 1TRESE16R) -

UL RIS &

BEEIMEHIE Z AT, ERILLFRYE System (R%) — Properties (J&1%) — System Summary (REHHE) T1E P EHLUZH]
BBIR7S. Virtual Console Preview (ERlEHI&TN) XiBER— 1 ER, RIAELEEHIENRES. ZEIGEME 30 P RIFH—
Re X2 licensed feature (FRIEITHEE) o

K & zERES e B ES R R ERF AR,

BENEMEH &

AT LAE R IDRAC Web RIS URL BEIEBIZHIA
K & FAENZERG LK Web MR BAEAIEH &
BEIEIMEHI S Z 81, BHR:

HEHEIRRNR.
Web %I b= 28 F2 B A {EF HTMLS, Java 3% ActiveX 3Gk
AR R/NHE TN 1MB/RS .
% E: R HmARINEFIEZE BIOS 22, FERBzIERIETE, NEMEHEEEFRZAEH.
$F 32 gk 64 i IE MiEE B ERIEHIE R, R HTMLS s&EAHERRSSha AE =G (Java 3 ActiveX) .

“Internet IZIN” WEXTFFER B

£ Java EHBHERITHI AR, BAEEBRESET Java FwiFtEiR. ERRLGEIE, 5% = Java control panel (Java #H!
#R) — General (F#l) — Network Settings (M£&i&&E) Fi%#¥ Direct Connection (EIEFERE) .

MRELMTHIBECE RER ActiveX i, VIAFIEETERE. Lzslijl—lfﬁl_?z—il‘“#ﬂll’vﬁ'l‘ﬁ% (ERUEHIE A TER)
R AR, ActiveX B FuniltE TEFT B AT sE BT tATE. BRIV THIEHE, ERIUEERHEMEHS.

EfEM HTMLS R R EIERIESI S, SARRMEEOEE8ERF.
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i aeE
B URL BEEIEHIE
BLE Internet Explorer UERE T HTML 5 BY3EE
ELE Web X528 LAUE A Java HRH
BLE IE MUER ActiveX it

{#/ Web ﬁEE EBEENESE

%’fﬁaﬁ

£ Web A H BRIERIEHEIE
EAIUEE T AR BEIERESE
« % ZFE Overview () — Server (BR%ZEE) — Virtual Console (EEHIEHIE) . BEEIS &= Virtual Console (EIFEHI

&) Ti1. 2 Launch Virtual Console (BENERIFHIE) . Virtual Console Viewer ([EHliEHISEER) BILEH.

4 ZF Overview (#32) — Server (fR%528) — Properties (B4) . BEEIS &/~ System Summary (RZHEE) TH.
7E Virtual Console Preview (EliEHI&aTIR) #84>, FF Launch (BR)) . Virtual Console Viewer (EIlEHIAEE
£2) £ B30,

Virtual Console Viewer ([EiliTHIEEES) ERTERASGNET. FRLEESE, BN BBNIEHIZERENRIRFE
2INkEE

BINBERFRE, TJRSEREMNEEE. ATHIERBERAIZEBRERF, BE=ZSHANMXLEHEE. TN, BEEE
BB RARER.

MREBHEBRSBMET—IHEZNRELERED, HHT Yes (B) UL,

EEREOVRESERAEINRIRES: — P REERS[/ORIAESH, F— 1 REBNRIMES. ZERSXENLIER, B8
HE £ RARIEE

£ URL BahEMITH &

EFA URL BRIEMIEHE
1. ITHFZ I Web JISTERF MU= FMALLT URL UNB) : https:/iDRAC_ip/console
2. WRW|EREE, SERENH Login (BFR) IME:

MRBHBE—EFMEBAR,. Active Directory, LDAP SiE#tFEF, ML BRMENA Login (BF) TTH.

MRBRAE—ER, ML E5) Virtual Console Viewer ([ERIFH&AEERLS) , H7E/F A ER Virtual Console (IR
$&) nmE.

3: Internet Explorer Sz#% 7, Active Directory. LDAP. EHEF (SC) BRMHA—EF (SS0). EET Windows
BIRMERZ L, Firefox X34, AD F1SSO B3%; HEET Linux FIR{ERZ L, Firefox SiH4M, Active
Directory 1 LDAP & &%.

By & RERAHEEER SRR, BRABIIEEMN RRR, MWAEHE URL BRIEMNR, BFER
HEBEHIE

£/ Java ¢ ActiveX flfFE R EERIEHI S BEMN RB T EPHESHE

AILUER Java G 2B EBEERTH S SUERN RE B RELES.
1. HEHRVET Java G BHEMESH SHEMN R, BERBTRIELITEMNREREO. 2 Yes (B) .
SER—FIEPESHEE, HERZEZETMIESR,

ﬁ I MRAEREREMERFEERDRZGER, SEURITEEMAFNESRREITIER, BTA2BREESHR.
2. H5 Continue (ZF4E) .
BRHMEMTH AEERREMUN REES.
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Ey ‘& REREHSERA, BEEMNTRESSE.
3. MTools (TE) 3eadh, 1£iF Session Options (£1FET) , SAFIEIE Certificate GEF) &I+ .

4. B Browse Path GHSIER) , {sERTEMAAIEEMNME, fox&E Apply (RF) #1OK (E) , RERHEE
2

5. EFRFIEMNTHIE.

6. ZEiEPEEHHEH, %1% Always trust this certificate (JAZRE{EIHIER) EI, AEHEE Continue (441 .

7. RHEEES.

8. YBEFRINEMNSH AR, BB REESHEE.

EREMER EEES

BRI e EERIEHEMEE, fINBAREL. ERUEHIET R, BIXEDR. #EE, BFRRE. TR3ISREMMER
T EREIE. BXERXLENES, 1HE IDRAC Online Help (iIDRAC BXHLEEEN) .

Ei = SREiERBHEXA, W=ERHS “NoSignal” (RES) -

B & EE BIREE T RMETRINERES) DRAC B9 DNS &#R5k IP Hifit. 205 iDRAC &5 DNS &R, NS RR IP #hlk,
wRA:

SRR FE AR SR
<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>
MFTIRRARSEEE:

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

EREH A EERERESERRRENN. XEHATHEEINERITHESEN, MEEERETESH—AMNE
k. ERMEEUINH S EENRE, HPITUTE—BRE:
7 System Summary (RZHHE) FE A Virtual Console Preview (EHUSHIST) 384, i Refresh (RIFT)

£ Virtual Console Viewer (FEfliE$I&ZEEE) FH) Performance (M4HEE) &Ik, 1¥/8HR1%E 5 Maximum Video
Quality (HRSMINKRE) .

EHTF HTML 5 BiERES &

E i BT HTML MR #lIEHI & X Windows 10 L3 3. A 45UEH Internet Explorer 11 3% Google Chrome =4 gEifia] itk
INEE.

E SE: A HTMLS e ERliEd A, BrinSBErgENE. 0SS MINRZBMNESUI—. fl, HAEPERR
B (RE) REXHFIES.

EZE HTMLS ERlIEHIS, S4B DRAC EENEHIATUE A A ELHEHI&Ih8E, 1% Virtual Console Type (REIIEHIA

) EBUKE R HTMLS,

ERAMEBUA T A Az — S EREH & E R EE 0B Eh:

7£ iIDRAC ET17h, Bt Console Preview (FHI&T) &Y Launch (JB3h) #E
+ £ IDRAC Virtual Console (IDRAC E#MTHIA) TiMH, i Launch Virtual Console (BEIERIFFIE) .
M IDRAC BRTES, %A https//<iDRAC IP>/console. Itt75EHR N EREBE.

£ HTMLS EHTH] & TR (I TS8R :

Bx

BE

Bl

e

ESE

BT ERRER
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+ Console Control (=& &4k
EN R

Pass all keystrokes to server ({EFBETRIBEMABRTIRSZET) HIA HTMLS ElisHIa EAXTiE. AMAAEREREE
MEEE.

Console Control (3F#HI&1EH) - LkIMEBU TE EIiX :

- BE

- Keyboard Macros ($2#%)

- EEkt

- fhEAE

- Mouse Acceleration (FRARHNIER)

B - REBFERTIRNE. SYBERENXAIET, LB Caps Lock i, HFRYIMAHKFF. 7£SH Caps
Lock EIEAT, WMRBFHFH, NINERFALZHBESBAEKTF.

%ﬁ%—ﬁ?‘f HTMLS EHMEH &R Z X #HH BNEUAT TRIIFRIETH. 235 Apply () LATERRSS 25 LR A FrikR)
B

- Ctrl+Alt+Del

- Alt+Tab

- Alt+ESC

- Ctrl+ESC

- Alt+ R

- Alt+Enter

- AtHEFS

- Alt+F4

- PrntScrn

- Alt+PrntScrn

- K

- Pause

- &I

- Ctrl+Enter

- SysRq

- Alt+SysRq

YELE — HTMLS FEEBUTHI G MSNEIG 2 BaBE /N UERGAT . ThIIRFSERUATEREIERD:
- 4P

- Don’ tMaintain (F4R$E)

B Apply (i) LATERRS =8 LR AFEIRE .
Touch Mode (FREIRZ) — HTMLS EIUTHI A ZIFMIRENINEE. THIIRFSERUTEE LR :

- Direct (E3#%)
- HExY
B Apply (RA) WITERRSE S ENAFMERE.
*  Mouse Acceleration (FRERINIR) — MRIBPBIERGIEFERIFMNE. THRIIRPSERUATEEILER:
- Absolute (#3t) (Windows. BHETARASHY Linux, Mac OS-X)
- Relative (}8%1) , Zimik

- Relative (#8%f) (RHEL. Linux 32iRA)
- Linux RHEL 6.x 1 SUSE Linux Enterprise Server 11 2 & & R 4%

B Apply (RR) IAERRS 2 ENRAMMERE.
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Virtual Media (FE#I/YFR) — B Connect Virtual Media GEIEEIINR) ETUABRHEMNRSIE. ERNEEREE
7~ Browse () iEIR LU ST FNRBRET ISO 1 IMG 325

i i ERRBEERET HTMLS REBIEH RN 5, HIZIET USB KIRz)2%. CD 2t DVD.

FEROMIRE
AT T8 £ 8 HTMLS EREHIA -

Internet Explorer 11
Chrome 36

AETEHNRNERIMEANEZIFMEE, 15E17 dell.com/idracmanuals _E# iDRAC & 1715 Hf.
[El2 R rigst

LB EMEH SRR ERGN, FEAZ LNRMMENESEREY FNRMEHARS, Bk<EEERETFOFE
RAABRARIES .

Zi{5 A Red Hat Enterprise Linux % Novell SUSE Linux B, {57ERIELIEH ST ER AL E Linux FRIMER. REEHNER
INBARE E AT ERNEH & T E R P RARE k.

LEPmEMNTEH BTSSR LR RANRIMESE, RRBRESFNRIERGETIFHENEM. XMIFERXT Linux RIERSEK
Lifecycle Controller fRE L, #NRARSR[REFFMIRIE E S EIEHI & E P LMBRAFMRIEEARRE, MWES~ERmNBRIRES.
EfRIERE, BV B MEH SIETE RSB _E A RFRINEME LA

o EYNGBIBANES, 1EM Tools (TH) & ikt Single Cursor (B354

EiGBERARINE, 154 E Tools (TR) — Session Options (£1%i%1) — Mouse (R#¥r) . 7 Mouse Acceleration (fi
FRILE) EIRT, FETIRIERSKIEE Windows 3¢ Linux.

ERHBNMRIMIBIER, 5% <FO> RELERILILHE.

g & XXE(T Windows RIFRGNZERGETER, BRZRIERGELRBEIENL.
MRFEREIMEHISEEIRE T &M Lnux R RMERZEHNZERGR, EAESBRRMmELOR. XA sE2HE GNOME
REMAI VNS S RINEEER S B AT, E7 DRAC EIMEHI & LIEFRRIS Rk, SRR, E2ATUINIEE MR, &
£ /etc/X1/xorg.conf 3T B BRARER 257N «

Option "AccelerationScheme" "lightweight"o

MRMAREIME £8)8%, E7 <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 34 F 1T L THiNE
o

#¥ motion threshold #motion acceleration WIMEEXRA -1.

WR7E GNOME £HE_EXHRARINE, BEEMITHAESESRD, %X Tools (TLE) — Session Options (£15EH) —
Mouse (F#R) . 7& Mouse Acceleration (FRARINE) £+, i%#E None () .

AT HREIFOEENRSSEERES, YNZRAKMITE S HE Virtual Console (EIIEHIA) TUE L% Max Sessions (A%
B EFERERN 1.

i85 Java B¢ ActiveX flfFHIEHIEHI S TSR ARE

&R LL/S F Pass all keystrokes to server (1SRRI {5IEBIREER) ETHBIEMIEH S EERERAEIMIREAG N
BN LR RBZERS. MRERAILINGE, ESBAEIRBASEQDREITHASBEEESTHNERY. ENRaEGEE
BIPRSSEE, BT Virtual Console Viewer (EIUEHISEERR) th, % ZE Tools (THE) — Session Options (£iFiET) —
General (E#M) ET-FHiEHE Pass all keystrokes to server CIFFFAHEEEIEEIRSS) ETUEERENERERIZER
7,

Pass all keystrokes to server (iR EHRIREIMRSER) EERTTHEURT :

EMIEFI B SEETWMELF R (Java 3 ActiveX) BED,
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ItF Java B Fif, ABINEAHLEE, Pass all keystrokes to server ({GFrERETEIBHIARSEEE) #0 Single Cursor (AR

¥r) B AEERIER. REKMEANE, N Pass all keystrokes to server (FFrB#EHLi1EFIIRSZEE) F1 Single Cursor
(BARAR EBUHES . MRESHIEFE—ET, WSER—KBIRES, BRAZHMENET.

FF ActiveX B, WAFMEAHNLEE, Pass all keystrokes to server C¥ETERTEREIRSES) aEASRIER. MRX

TREARHLEE, MW Pass all keystrokes to server CIFFr G EIBEIARSEES) EMBUHIEE. MRESIHEFE—%D, N

SETR—XEIRER, IBRAIFZE.

FF MAC #4E%& %, B Universal Access (GEFif18)) T HJ Enable access of assistive device (/2 F X% =8I

i]) &I, Pass all keystrokes to server (H§FTERTEREEIRSER) haEA KEER.

TR ERS LEITHRERSE. WEEG LNBRERAGEENNIRBAESFISEEAZTERS.

ERlsf T ERER—Windowed (M) 5 Full Screen (£F) .

1 Full Screen (£/®) #&R T, Pass all keystrokes to server (I AH#IH L IRIRSEE) WEERABATEER.

7£ Windowed (0D #XT, (REEVEFHISEERANHBENF SEHRTE,

M Full Screen (£5) #ERERHA Windowed (O RAK, LRIREIEABIRBHRSERE.

iEES
7 Windows ##{ER%Z EBITHIET Java BERITHI O XIE
T Linux $R{E &S EIs{THIRT Java BIEEBIITHI B SE
7 Windows ##{E R EEITHIET ActiveX BIEERITHI B SIE

1£ Windows #{ER L L EITHIE T Java HERITHIESE

RBEALNE Crl+Alt+Del A X RS E R, (BEIRLRSIET Management Station I THERE

IR E B A Pass All Keystrokes to Server CIEFIBRHRIBHEMREER) , UTRBIASARITERS:

- NSTERIREIREE

- NISTER AR

- ST IR R

- NISEREE iR

- TR

- BT AR S R

- NISERR IR TR

- BERE

- BNERIRE

- EXESRE

- T—HEI%RHE

- E—E%RE

- fELEf iR

- BR/EEN R

- BT iR

- EFENRIRE

- BohNAERF 1%

- BohNRERF 2 1%

RERAESEMBRMNIRE (FETEIREMNES, ME—RRMNRTE) ZXZERE. XBFEMEMEEE.
Shifty Alty Ctrl SEFISEHAGE. XL P H—I057 Xt Management Station F1ZE R G EB B,

fian, IREBILFZFERGZITHR Windows B1ERSE, HEBER “MERARE" , MHERT Windows H#RIT
TGRSR, BRI ERG LNAREERSITH. B2, MREH “HEREERE" , WREZERS LHNHFH
RESITIF, S8 ERSHTTF.

?B%’%"—fFﬁ Pass All Keys (f5iBFr AR , MEUATFIR THIE S EMIFH%E S B Management Station ERIRIERFiHITHE
Fo

# Linux #MER S EBITHET Java HERIEH G 2E
FRTEJLRSN, Bk Windows #{EZRGHITAHER T Linux BIERS:
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B RFEIEHE RS SysRq B #

IR F A Pass all keystrokes to server CEFREH#EEIBARIRSESE) , RESI <Crrl+Alt+Del> FIBAZTERG LRIRIER
%,

Magic SysRq ##2/ Linux PRI TRERRAVIR3E4E A . AR Management Station S E R % ERVIRIER Gk RN, BEE
ME ARG, XERBEA. BRLUER TG ZE2—E Linux B1ER% LB A Magic SysRq 1%

- B—1EBRm3) letc/sysctl.conf

- echo "" > /proc/sys/kernel/sysrq

R Pass all keystrokes to server CIFFFEIRIEEIBLERSEEE) BERBR, RESIE Magic SysRq IRB A X FERE AR
ERG. EBRMERS (EBGHRESELSHEATEHSS) WIREFFTITABURT Management Station LR2EBBRAT
Magic SysRq:

- R Management Station 2 /B SysRq, M <Ctrl+Alt+SysRg+b> 5§ <Alt+SysRg+b> £ EE Management Station, T
RERGIKREHIT.

- IR Management Station L2 2 F SysRq, N <Ctrl+Alt+SysRa+b> B <Alt+SysRa+b> IRBESEEZTERGE LHRIER
7,

- RGLIEEAM SysRa MBS (fFlA, <Alt+SysRa+k>. <Ctrl+Alt+SysRa+m> ) R ATERS, MAE
Management Station =& B SysRq 1252

ERAIERUATEE—MAENBT T H 88 A SysRq BARE:

Opensoure IPMI TR
f#F SSH/Telnet BN AR ITIEIERE

&5 Opensource IPMI T A

1R BIOS/IDRAC I B X #FF A SOL EEEIEHIA .

1.

S

EHSRRATR, BT SOL HEHS:
Ipmitool —I lanplus —H <ipaddr> -U <username> -P <passwd> sol activate
SOL & HUE.
REEESISERIERSGE, BRETRERIETR localhost.localdomain. B ERRERGRA PRNZRER.
MRKBA SysRq, EER echo 1 >/proc/sys/kernel/sysrqg BH.
EITHERIRF ~ B
¥/ SysRq BARHEBH SysRq Ihge. filan, FRAUTHSEEREHE LMNAEER:
echo m > /proc/sysrg-trigger displays
&/ SSH/ Telnet BLSP BB E {TIEFERS - 18T E{THE I B HEEHE
3FF telnet/SSH &1, {£F IDRAC AAZMBLERE, £ /admin> BRFAFLEITHS console com2. FEHIFEE R
localhost.localdomain 7R

MTEFEEER, BB TREERIIMNPBITERFERERDRS, ARSHIISERERGRE, BERERET

localhost.localdomain,

ERBRIERGR P ZMERER.

R SysRq RBH, M{ER echo 1 >/proc/sys/kernel/sysrq TR,
EREARGE A SysRa ThaE. flan, UTHLSSEMSISRSHE:

echo b > /proc/sysrg-trigger

Eq T BAREITHEIRFRER SysRq BAR.

7£ Windows #{ER G L EITHET ActiveX HERUTHIE SR
FFF7E Windows #1ER % EiaiTHIET ActiveX RIERIEHI S SR, FEIRELXE|HP RS EINEEMITASE Windows
Management Station EIE{THIE T Java BUERITHI & SIEMETRITARM, BTEILSMRIN:
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!IH%’%—;Z Pass All Keys (f5iBEFA%H#E) , Nk F1 £FEIEE S Management Station F1Z & R4 FRIN AEF#E, HER
UTHEE:

Click Help on the Virtual Console page to view the online Help



© REARET AR R,

o RGETEIE <Alt + Space>. <Ctrl + Alt + +> F1 <Ctrl + Alt + -> ZXEBSE RS, XLIRELHE S H Management Station
BRIERGHITRR.
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B EMIT R

BN RATFZE RS 21718) Management Station EHYN RIRE S E ML ZHY ISO CD/DVD BRIK, HMFEEZEMRS R LA
wE—HE.

EREMNFRINEE, &AL
LLM*%L&IH@J&?%EUJ&&’%%T:E’J B

KN AR
E?ﬂ[f\jﬁ%f‘_
EFERG T RERERS
XE2EATMRNFAERRESFZNFATEE. N TFTTIRRRSES, ZEEERATTA.
FEINGE

© ERNRIFERSIR (CD/DVD), ARSI (BIFET USB MIEEIEE) 1 USB INEE.
o BRBEETE ALK Management Station EFIII—NEREE . USB IN7EEE. BUE. BHRS—MBIRINE. HHAEEIEE
BEEREMGE— N BRERENE. TS RHMNBEAERS— ARSI 1SO BUSTH.
K iE: & iIDRAC T AIIET MR & AR HMER, EAUSH SMEUNFIEOSARXE, NMSEAAELER SN
BT RIIEEL.
TEERTABHEMNRIKE.
o FSEMEIMLIGIE) IDRAC RIERIEREN R
© EZRERGL, EMERNERNY Jﬁ%ﬁ%ﬁ?u%@&%
© EET Windows WZERSG L, MREBNRENR[REHMHALERNRS, WLBEME.
AEERERENET Lnux BZERGE L, BN RESBIFSBIIME. EFFIMIIRNRE, BHEAMSGS
M %""?‘QR&'H:}E’Jﬁﬁﬁ)ﬁ?uwﬁﬂ%lﬁlﬂlﬁZ‘Z%BKLLH%?F?&'E Management Station.
AREBFRERENRNZERGE L, EMRESERAAIERNE.
B IAERANZ B RS A E = Management Station CD/DVD IEzhes (RiE) , {BFREERZE USB k.
BT REDEE 128 Kbps BI AT AT 38 -
IR LOM 3 NIC kT, I RSB sES .

Managed System Management Station

f«/\ Remote CD/DVD/USB

iDRA Network —===
iDRAC Server -—-"’-—'w Remote Floppy

A BT R E

X FFRIEERR A &

TR T @B BT R RER .
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®. 40: THFEIERNBRANIR &

I TROERENR
RN . W 144 BEEGE 144 BB IREN S
* CD-ROM
DVD
CD-RW

A CD-ROM N R E SR Eh S

REARR B AR 3 1S09660 3% CD-ROM/DVD Mg e

ISO9660 #& =\ B R S A% ST 1

USB N #48 CD-ROM 11 FiHY USB CD-ROM IEZES

ISO9660 & A USB INFE MUK STt

Ao EEMT R

FEEMUNRIEER, MBIRSEE Web X EELAER Java B¢ ActiveX 3.
P32
L& Web 5T 83 LUEF BT &

£ iDRAC Web A HEELE EIAN R

EREEUMNRIRE:
/\ vl BITERN REERTEER DRAC. BN, WHRRERIMER, QEZAHRE.

1. 1£iDRAC Web REH, #EHE — REHE - SHIMAE.
2. EEMERE. BXIFAER, 15EI% IDRAC Online Help (iDRAC BXHLEEEN) .
3. B Apply (NA) RERE.

{£F RACADM FL & BRI IR

ERBEMN R, FA set e4 LUK iIDRAC.VirtualMedia A5 HIFT &R
BEXEZEE, 15517 dell.com/idracmanuals 124 RACADM Command Line Reference Guide for iDRAC (i& BT iDRAC By
RACADM 41178 E1EH)

{£F iDRAC IR E A FAIEFEEEM TR

AR IDRAC RENRREFHIM. HESBMMELTR. ERITIEERE:

1. £ DRACRELHARERH, HENKM USBmOKRE.
152 '~ iDRAC i E /r;F1 USB i M E T m .

2. HEERUNERSS T, REFEEESE. WINB3MN. BXTEMNESER, BHS1H DRAC Settings Utility Online
Help (iDRAC & E A RIEFEMNARD .

3. {fkokeadE Back (JFIR) . Finish (52R%) 1 Yes (2) .
EMNREETRAEE .

EERE AT BORZS M R G
THRUI T ETHMA R EOREIE.
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. A EEHNRRSMARGMA

M T BRARZS RGN R,

9B To S HAG MR BRE B 2R 5

[y %M Client View (BEPIRIIE) BIEZE AT LIBRE N R

BN S Client View (FFSmiLE) FTFRTBRET TR, FF sl Bl o5 o1 B B gie .

RTEREEUNTRPENRENRSHRE
DAEEREPREUATRE, WMEERTWENRF. ERITILRME, BT Windows FIREIRERT, WALARKAHBEHENHR
MERIE . AEFEDF L, BUEERISRETEN R PRZREBIET, RERHHE.

IR EFA T R

AIERA A EREMIES SIFRENT . WiBEMNRA, SeEREER Web 35T

BN RS RFS RERFM. R RFS FZLATEFHRTS, HAEBSXBIHEMUN Jﬁ%F‘Iﬁﬁ, N BRUTEIRER: Vitual
I\/Ied/a is current/y unavailable. A Virtual Media or Remote F//e Share session is in use  (EHANT BB T—IFH ERN REmEX

IR RFS ﬁa‘%ﬁL:HE/Ez}J/U("‘ BrAEZXBHEUNREZEFiRE, TUARNBHEFR, AREUUEREUNRER
R ZF IR BRI BUEIRBh 2]
B

ACE Web 5338 DUE A BRI &

=155 VWA

{5 A REHME I & B B EEFL 9T F

B IR G B EERIN BT, EHIR:

ERRAEREHE.
REMENTRETIRENEE — 7£ Windows FIEEIESEF, SHZ Folder Options (3CHIIEIR) , FHiEFR Hide empty
drives in the Computer folder (FRiiitHAHL R PHEIRENZT) HEIN, KRELT OK (FEE) -

B FAEMIEEH AR EMN R :

1. 7£ iDRAC Web REH, ¥ EHIE — RERF - ENITHE.
FEEI4 &7 Virtual Console (FEIliE$I&) Ti@E.
2. H#di Launch (JB&)) Virtual Console (EE#liZHIA) .
MEEN4 &) Virtual Console Viewer (EHIEH &EER) .
E4 E: % Linux 5, Java AT EEBEHE G RIAEHRE. % Windows 1, TF jnlp XHLUER Java BEIE
iEslE .
3. B3 Virtual Media (FE#I/TR) — Connect Virtual Media (EEIERE#INTRR) -
BEIEBNFRSIE, FA Virtual Media (BHTR) KBS ERATMESTAIE & HFIER.

K4 iE: hiEERITBRR, Virtual Console Viewer (EIUEHIAZEER) WOLARMERD.

PSS
LE Web X 5TegL P LS ekl k=)

=05 VAW
£/ Java 8¢ Activex fl{HEE A EHMTHI & BT RSN IR AV EHHE

MEAEMIER & BEIER TR
LA Virtual Console (FERMZEFIR) B, ERBERINRET, BEHR:
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ERN BT Attach (B RS
BRGEE HERTEENE. EHITIIERME, 7 Windows BiBEEEEH SHLZE Folder Options (SCEESEIR) , &5k
Hide empty drives in the Computer folder (BRiitEHIHRPHTIRRNER) £, AEEE OK (FE) -

L% H Virtual Console (FERMZEHIG) B, ERNEMUNR:

1. 7E iDRAC Web BEth, #E Overview (#E5) — Server (BR$528) — Virtual Console (FEIUEHIE) .
FEEI< 2 7R Virtual Console (FEFUIFHIA) TE.

2. i Launch (JBZh) Virtual Console (EEHUZHIE) .
REERE R TESR:

Virtual Console has been disabled. Do you want to continue using Virtual Media
redirection?

3. BEHOK (FE) .
e ATI% B 5K Virtual Media (EIAAYR) 0.

4. 7£ Virtual Media (FEI/YRR) e, #d MAP CD/DVD (Bt CD/DVD) 5 Map Removable Disk (BRSH AJ#E =N
=) .

BXESER, B ENIRENE.
K & SERG EAERIREIERNES 5 Management Station LIRS T —H.

3¥: £ Windows B{ERGIZ Fig L, #nSRF A Internet Explorer Enhanced Security (Internet Explorer ¥5& %2 £
B) , BN RURRLEESELE. ERRLLEME, 5208 Microsoft IERZG IR HE R AL EIER.

Ky i BIREBAY RAE HTMLS f&it.

BT
BLE T R
£/ Java 8k Activex flfHEEF 1A HI & s E T BB shd IEH R EHIHE

AR TN FEOL 9T BRBR 1R

ifiﬂ@(ﬁﬂ@iﬁﬁf(#?%ﬂ’\]ﬂﬁﬂ%%, FHBEMER USB REEEERSBARERS . ERMEUN FRRIE, BRITUTE

1. i Virtual Media (EIU/YBR) — Create Image... (BIZEBR{R...) .

2. 7t Source Folder GEXfF3®) FEh, B Browse (GXI%) HiXlEEREMGTH AR KK B F. BIGTHAL
FEBUEREZTERGRN C EEhEF.

3. 7f Image File Name (BR&CHETR) FEBYP, SERATHEERIEZREIHNRIAEE (BERKEBR) - EEX
ZIE, 758 Browse GHYE) HM®—MiIE.

4. Hih Create Image (8JEBRE) .
M EIZI GRS . WRMETHNTREXHRF, RESEREEHEE, BTRMEXHATREXHERNSHTRE
I, BB I EME. RIS ANERIHERA, MaBEi# TS BIE.
tlEMRZ R, RESERHINES.

5. HETEMR.
ISO BMKENE 132
XHRAEABRGRINAT, FEEALINGENEIRERE EOE— img Xt MRBoNZMIBRLE .img STH, T Virtual
Media (EIMTER) PRGN EBIENEER. B, EHAKRERENTEBNHMEE img Xt T, &
EESBGEHIZEHXEZBAREFEH Remove Image (MHBRER1E) MIFRiZ 5B EMIERIZ .img ST

EEEMRFIFARE
BEEEMEENIEBES, BERNSHATERS, BE Tools (TR) — Stats (GHHER) . 7 Stats (GHHER) B

O, Virtual Media (EHI/TR) SHEEREMEHEIIREUREMIENIE/BER. MRSEZEMUN R, BERIE
B, MRRFEEEMNE, BEFR “Vitual Media is not connected” (GRIEIEERINFR) HE.
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INREARSE R EIMEHI S MER TBIIEMN R, N Virtual Media (RIATR) SERERA—NEE, SRMATEMS
WENER.

=% USB

EEE USBiRE:

1.

EERISHIEEERYD, BF Tools (TH) — Stats (FiHER) .

B8R Stats (FiHER) 0.

£ Virtual Media (EHIMMR) T, #i USB Reset (USB Eif) -

RESRER—KHEBRESAR, MREE USBEE, WaFMBIFMESHFAERA, SEENNR. BENRF.
BER.

USBREENSEE.

E4 E: BMEfEESH iDRAC Web RES1E, iDRAC BN RLARLLE.

BRE EEAUBR BN EE
TS BN

1.

218

SE: ERET ActiveX RIEMT R LA S ETRN R sERLSTIRIER S DVD 3% USB INE R (BERIIEE) . Em
SIIRZNEE, IHLUETER B4 S5 IE 20§ iDRAC IP HabR B S S TR A 5E .
BEMIEPNRSIE, M Virtual Media (EILNR) S8 EF Connect Virtual Media GEIZEINR) -
FFENRIFNENIRSRZMETANILF, BEAEEMUNREETAER—EAT. ZRAMERFERELXEGRH, §
n:

ARt CD/DVD

BRG] BTNt A2

BRETER &R

E4 i WREE Attached Media (EMIMAR) TS Floppy Emulation CREME) &M, HETIRPZR Map
Floppy Disk (BRE}IRE) FEHALR. GRE/E A Floppy Emulation (RRE{ER) , 151 Map Floppy Disk (BREI%ER
#) %% Map Removable Disk (BREFRIFEENRER) .

BREY DVD/CD £ a] LAFF 1SO 2, BRETAI BRI AT A FaRf%.

By & BRZEELSERET HTMLS MENES GRSTENER, FlanET USB KIEz)E%. CD 5 DVD.

BHREEMETIIEE AR,

Eq I RERN RLIEBRESE Web EEORIE, 55— Web O RIEHAE VMCLI AT ERPRE, MERRE
THEIE.

£ Drive/Image File (3Fzhss/BUKCH) FEH, ATHIIRPEFRE.

FIRPESFAERMRGRIATA CGRARSY) &% (CD/DVD. AIFEIEIE. WA LUK FTARETHIBRIG SR (1ISO 5
IMG) o BRESTHATRUABMG SRR (BREARFAKE) . MRZERETRIIERS, FHRHENREERE.

3 CD/DVD, IEFABISCHABZE 1SO; STRBEMKE, A MG,

INRAEBINERZ (HHE) DolEME, LRi1%% Map Removable Disk (BREFTFIFEZNFAEE) B, A RSB FEED 6
BRI

IR AETNREIRIALE 032G, N|7Ei%$F Map Removable Disk (RREFTFIFSENFAEZET) , ToSA7E RIS bR 2 6) 2 ARk
1%. B Browse GHl%) UEEMRIE.

%1% Read-only (Rif) E I BiR &S A Rk,

XF CD/DVD &%, BRIANER FHLETIATRERRYE, FETEEEH.

Ky i nREER HTMLS EHEEHI GRS 1SO #1 IMG XX, MERENEAR IR HBRET.
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MREHE &/ G, H Virtual Media (EIUNR) BN EBHRSKETHE, LUETREEZREMR. flan, wREY CD/DVD
W ZMRETE] & A foo.iso FIRRIESZEE, M Virtual Media (RN R) & TR CD/DVD AN & 4 foo.iso METE]
CD/DVD. iZFEHEIMSH—NEiRFriciE R E S WS,

bizE iR
£ RIE FRAY IR Th 23 A TRk Gt
RIS AR
SR IEF R EDRShEE A T RRs
HEET Linux WEIR b, EUNREFHE A ERUBNEENRE, ENAETERYE. ERASERNEMNIRSNEEA
VARRET, 29013 F B &Rk SATA EEIRF=SAR O E. EHITIIRE:
1. EFSISERE LRIERSE. EFVBREREET <F2> #i\ System Setup (RGERE) -
2. %% SATAsettings (SATAZE) . MEEIS B/ RimOFHER.
3. BALMREEHCERIFEREIRINSEMNO.
4. FEEMA R Client (BA#R) 0. 125 0 /R OJBLETAIEFRIRENEE
=P
BT B DR E 58

HGHBRET FE IR BN 2S
EEGHRET LRSS :
1. 7£ Virtual Media (GEFANFR) S, HITUTE—RIE:

+ BTRERCHBRETAIIRE.
+ B3 Disconnect Virtual Media (EfFFEIIN &)

BER—FHER, EXREHITHIA.
2. BiYes (B) .
ZRBTMERMADR B, RIAERMSEZEVRSSS.

Eq E: WETT Macintosh BERGEZE Fim R FEUHRRGHERE] vKVM i) USB &5, FBUHRRS R EFTRER T
RFRhEFR. BEEHFENRAREZFRAZ LFHEBRRETERLRE.

B3 BIOS & & 5| FIHFF

M A% BIOS REARERF, BAILUEZERS RENNERBRNH[IEMRERNHESIS.
E Eﬁ?&?ﬁlﬂﬁ&)ﬁwﬂﬁ%ﬁt%ﬁﬁ | IR

BEZERRIIEIS:

1. SIRZERZR.
2. & <F2> i\ System Setup (R4iRE) THE.

3. %= System BIOS Settings (F&%: BIOS i&#E) — Boot Settings (5|15i&E) — BIOS Boot Settings (BIOS 5| §i& &)
— Boot Sequence (3|RIBF) .

EHHEEOP, EMABEMNRNENRBRNESIFES SIRETIE—I.
4. WHREMERFREEBAHIATEASISNMREMNEMEE. WRFE, FRERRRIPELEISINF.
5. BEHME, REIHRY% BIOS ®RENE, AEEETR.
6. HiYes (B) REEXNHEUE.

ZERZEHSIS.

ZERGRIRESISINFZXNTSISRESS. MRELEREMREHERFASISNR, REHESISEENLE.
BN, RER2®EE, SAERETISNRAVIIERZEIEM.
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BR—XMEEMNTREF

EEEEREMNREEZE, BREEKR—XSISIHRF.
EBRA—XMSI A I, BEHIR:

B4 Configure User (BCBRF) R,
gﬁﬁ Virtual Media (EIANTR) %10, J§AHbEl EINIRENEE (CD/DVD, 3R#E B USB INTFIRE) MRETE|AI 5| S Rk

FEMAT BRALT Attached (BN K7, LUMEEMERNRES I SIFHER.
ERRA—RMSISEBFHMNEMUN RS SZE RS :

1. £ IDRAC Web FEH, ¥ EHK — BRSEE - EMMAE.
2. £ Virtual Media (EFI/TR) T, 1%3F Enable Boot Once (BR—XM45|S) SAGHE T Apply (RZA) -
3. ESISHENTHAZERFHIR <F2>,
4. BESMFELXANTREREBNREESS.
5. E#5ISRSHE.
FERGHMNEUN Rm—RMSIS.

iEP S

AR B RS P 0K 5 58

BLE BN R
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16
REMFER VMCLI A BiEF

BN R&GSITARE (VWWCL) AREFNAETINEZE RS ENEEIAE DRAC R EMN RINGE. ERALARER, &
ALUAEIEM T BRIhEE (BIERRIGSTHFIRIRENES) , UEMETFNSMRIERG LB RIERSR.

E 3E: VMCLI {X323% TLS 1.0 &1,
VMCLI 2R AT IEE :

EIB VBT BT BRFE R AT R B iR & A

B DRAC BE#HIE| S—RIETMZ ER < BRI SIE.
FRAREEEFE (SSL) #AfRS DRAC NBERZE.
BT VMCLI 64, BEE:

- EEEEHRLE.

- BIERGRIIZEFHTE.

7 sE: E#£1F Windows TR, BFEREESEES.

D

24 VMCLI

VMCLI A B #EFEE1E Dell Systems Management Tools and Documentation DVD H,
ERE VMCL ABREF:

1. ¥% Dell Systems Management Tools and Documentation DVD i Management Station B DVD IR5f128 .

2. BfFFEHE LIRS DRAC TH.

3. REMIE, HE install\Dell\SysMgt\rac5 L% vmeli.exe 7778, FEIFfH, €& UNIX BIENEEE.
VMCLI 2 RREFIEREERZ L.

£{T VMCLI X FBERF

© MRBMERGFEFHENRBARS, NEFERCRIRIRA BEEIT VMCU .
* 7£ Windows £t b, FEERRLIEATE Power User (BEAF) BPRABIZIT VMCLI AR .

7 Linux &% L, ZEifa) iDRAC, BEIT VMCL 2BERF, HiERRP®4, EFEERAPLHE VMCL 641 L
sudo. BE, ERMs4%EE VMCL BIBRAFTMBR, 15EH visudo 88,

VMCLI &%

Windows F1 Linux %t L& VMCLI R EFE£48E. VMCLI EEA:

VMCLI [parameter] [operating system shell options]

f54n, vmcli -r iDRAC-IP-address:iDRAC-SSL-port

SH1E VMCLI BEBEIRR IS ERIARSS2], 17718) IDRAC FHBRETEHE E RN R
K4 & VMCUIEBERAANE.

ATHRRE, EEFERTS VMCL B3:
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* vmeli -i— BARBI VMCL MR ERG%. EARRIEEGCAAEEHENARRFZEBAARL.
* vmcli-r <iDRAC IP-address|[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-

password> -c {<device-name > | <image-file >} —1B7/R DRAC CAIEEREBEM. MRIEB L, S1TLL®

SR REESEE. BE, H®SAURIINT, HIEESL VMCL £iF. A% VMCLI SBINELZIER, &S5 VMCLI
ZBAER V/MCLI BT .

xR
i 1a) U BB VMCLI 634>
VMCLI ##{E &% Shell IR

B ERITT R VMCLI 54
THIEASSHIH B R R B A BT EER VMCL 42

#. 42: VMCLI %4

EMNTR we

B IRE)EE vmcli -r [RAC IP or hostname] -u [1iDRAC user
name] -p [iDRAC user password] -f [device
name ]

A 5| S iZsk USB [NFEZME vmcli -r [iDRAC IP address] [iDRAC user name]
-p [1DRAC password] -f [floppy.img]

CD IRshE8{FE F -f %&EIn vmcli -r [iDRAC IP address] -u [iDRAC user
name ]
-p [iDRAC password] -f [device name] | [image
file]l-f [cdrom - dev
]

A[5|5 CD/DVD MH% vmcli -r [iDRAC IP address] -u [iDRAC user

name ]
-p [1DRAC password] -c [DVD.img]

MRXHRBEERP, EUNRBSEAREH. ERHREUNTRTSENR:

B ERMERGRERIFT NS R ERRIE T
AR &S RIFIIEE

UL L AR A ST A B %AA%TM%EH—M%ﬂA
ERUCIRIRENEERT, —X REEE— SRR —ME EYIRIRENEE .
VMCLI ##1E& % Shell i£IR

VMCLI £/ Shell i£ T3k /B A T HIRIE R G TIEE

+ stderr/stdout EER — FEMITENN AREFRLEEEREXH
B, FRAAXTEFM () BEXHEREL VMCL A BIEFTENME B s T80,

g 3E: VMCL 2 BT MERERA (stdin) IEH. EHit, FEE stdin EE[H.

FREaHIT —BINBERT, VMCU 2REFEMAEIT. ERBRERZHN®S Shell I8, EBELRREFEREEIT.
flgn, % Linux BMERGT, HLFEED & FF (&) SSFHEFEER—IMHNREEHE. KRAREMAREFHREM,
EAERFEAR VMCL th S BahFmEizEas: (BN, BIAE VMCL IE2FEZIERA SWHEL) .

WRBENED VMCL 218, BEFARERGHFEN T ARSI FLIE#HTE,
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17
=IH vFlash SD &

VFlash SD F2—MRL¥F (SD) &, HIERYG vFlash SD FEIEH . HRILUERARK 16 GB REMF. BAZFRE, L9R
3 vFlash ThEE A FIEIR X, vFlash RIRFFIFRIIERIINEE
MRIZFERGH vFlash SD FIEIEFARTH, J§7E iDRAC Web REHIRE — IRESE — vFlash TERUTEIRER
SD card not detected. Please insert an SD card of size 256MB or greater.
3E: BfR{XE iDRAC vFlash FEHEFIBEAIRE vFlash B SD F. MREBATRE SD £, WMNHELZFAEFERRL
T$EIREE . An error has occurred while initializing SD card. (#J#6# SD +A1%8 £ &R, )
FEEE

RREMESEFHERL USB IR&E.

%g%% 16 M X. XESXEMMEX RS RAREIEENEE . BRIERIEEE CD/DVD IREHEE, EAILIEZERBEIER
o

MEHEHNTHRGEBESX. 3 img BXATHRE. .iso IR FTF CD/DVD KUK .iso #l .img HX A FRESELIL

A,

SIER5| S/ USB I8 & -

—R S| SRR USB %%,

K 3E: vFlash ¥ERAIE] vFlash IFAIERTAE ST RA. MNRHIUAER, WIEFEHITE vFlash BIESEETR.
E IR FIPS BRBRMA, BIRENITEM vFlash H1E.

B E vFlash SD &

fEBLE vFlash 2 HI, BEMARRZG LB R vFlash SD . X TFUMAIMNRFEREFBRFHIES, 15217 dell.com/support/
manuals £ &% Hardware Owner’ s Manual (REERPRFEM)

% I AR “HREENNTR” WRA S AR vFlash ThEE, LUIRI-FEHITHIRLIRIE.
xR
#&F vFlash SD k@

BEAsEH vFlash ThEE
#I51L vFlash SD £

#FE vFlash SD KB
B VFlash ThEefE, ERTLUER iDRAC Web RS RACADM &F SD KB M-

£/ Web RE&E vFlash SD B
EEE vFlash SD k&M, 157 IDRAC Web ARHEHEERIE — PR%EEF — vFlash. MRS E~ SD FBMIIE. EXFETRE
MHHEE, BSR IDRAC Online Help (iDRAC BX#LESEA)

£ RACADM & & vFlash SD £B14%
ZE (¥ RACADM & F vFlash SD kB M, 1BFEA get BSHUTIR:

iDRAC.vflashsd.AvailableSize
iDRAC.vflashsd.Health
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iDRAC.vflashsd.Licensed
* iDRAC.vflashsd.Size
* iDRAC.vflashsd.WriteProtect

BXXLEMRNEZER, 155 dell.com/idracmanuals 124t iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM i &1TRES M) -

£/ iDRAC % B A TEF &S vFlash SD FE1E
E&EE vFlash SD F/@tE, 1572 iDRAC RELARREFPEEN R USBIHORE. MR USBIRORBETHEEREMSE. X
FHRERHNBMMEER, HEF IDRAC Settings Utility Online Help (iDRAC % & /N RIEFEEANEEEN) -

BHEz %A vFlash ThiE
AFUR A VFlash THEEA BEHT Y X EIE,

£/ Web Rl /R ZH vFlash ThiE

EE A vFlash THRE:

1. 7 IDRAC Web REH, ®EZEHIK — PRFEE — vFlash.,
FEEN4 27~ SD Card Properties (SD £EM) @.

2. i vFLASH Enabled (/8 vFLASH) IR /2 A vFlash THEE, ERMIZIETUN AT vFlash Thét. nSRE Min{Ef
vFlash X, MFciEZEF vFlash, HBL B R—RKEIRES.
K i tnREER vFlash g, MFSER SD FR1E.

3. & Apply (RiA) . vFlash ThaEEIS B A2, EFIURTEMIERE.

£/ RACADM 5 IS & vFlash Ihgk

ZE{F A RACADM B vFlash ThaE:

racadm set iDRAC.vflashsd.Enable [n]

n=0 Disabled (2ZH)
n=1 Enabled (EBF)

& 3¥: RBTE1E vFlash SD =AY, RACADM ®v&H 86 BH. MRKBF, MERUTER: ERROR: SD Card not present
(8iR: SD FAEHE) -

£/ iDRAC B A RIZEFF /B A A vFlash IgE
EEHSEA vFlash ThaE:
1. EDRACEREALARERF, HENKRFM USBHEOKE.
¥4 57~ iDRAC IR E.{rBfl USB s ARETIE .
2. fE vFlash T REHF, EIFBAKRBA vFlash ThEESIRIFEMARERA vFlash Thak,
3. fkx#idBack (JFiR) . Finish (52Ek) #Yes (&) .
vFlash IhRE BRI LR B A 2R,

#44L vFlash SD

IR RIFS EFE R SO FHEEIZF LB vFlash REES.
K & %R SDRLTERIPRT, HBM “DnL” ER.

£/ Web FE#1154L vFlash SD &
EYE4L vFlash SD -

1. 7£ DRAC Web REH, ¥ ZE#IT — BR%E] — vFlash.
FEEN4 &7~ SD Card Properties (SD FEf4) TE-.
2. 3F vFLASH H B Initialize (#1854L) -
FrEIMAANSEHFEMER, FFERHM vFlash REESEFHENK.
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WRIEEFET vFlash B X, FIRHRIEHSKMAIA RS EREBIREE.

{88 RACADM %5k vFlash SD &
ZE{FH RACADM #1351L vFlash SD +:
racadm set 1DRAC.vflashsd.Initialized 1

RGN <M AR E S XA ERERMLIZ T

BEXE%ER, 1557 dell.com/idracmanuals _1Z24# iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM ©&{TAEESEERE) -

%/ iDRAC i E /AR EFF)1A1L vFlash SD &

EFH iDRAC LB AREF#IHK vFlash SD F:

1. 7 DRACIBAREFT, HENHRF USBIHOKE.
¥4 R/~ iDRAC IR E./rBf USB ¥ ARETIHE.

2. B Initialize vFlash (#8&4L vFlash) .

3. HiYes (B) . MAKRIEEHE.

4. B3 Back (JFIB) 351 Z[E— iDRAC Settings . Media and USB Port Settings (iDRAC i& .47 USB iR i E) T
HEERINES.
FIEMERNEEIEEMBR, FEERHF vFlash REEEEMENL.

{#F RACADM FREX_EXR7AS

FEIREN bR & 1% 4 vFlash SD RRIFIIR L an S RUIR 7S :

1. T RLH telnet. SSH B HRITIRHIEHER.

2. HMINUT#%: racadm vFlashsd status
M B RA& XL SD FRIGSHIIRE.
EIRENER A vilash P XBY ERRAS, BERU T4 : racadm vflashpartition status -a
EREUSES X ERORE, BEBLT®HS: racadm vflashpartition status -i (index)

E4 £ WRERDRAC, ERARBIEHRELER.

‘EI8 vFlash 91X

&R LAER iDRAC Web ATk RACADM #ITLA TN HR1E:

% : SR ATE vFlash 97X EHITERGIEE. BN, HBLHFHHE Access Virtual Media GHIBIERITR) NERAGEGIEE.
MBx. &1L, MM SEREFSTRAE

fE=asX
fEFRRIG S Il 5 [X
« wRASX
- BEAURASKX

. N

ot

XiEH
M2 4\
NS
EENX
i E:WRENAERF (I WSMAN. iDRAC & B\ FI#2FF3L RACADM) £/ vFlash ft &3 vFlash TTE ERITETIET,
H ST GUI PRYE/M—LETHE, iDRAC ATRESBE/RUTESE: vFlash is currently in use by another

process. Try again after some time.

ﬂ_%g
F B kt
\'H\n’
%= [
X

kt
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VFlash BEMS7EIR B H M IEFEHITHY vFlash #R(E (FlantE=N1L. MM XE) FHITHRES X . FEitk, BIFERITEMESIR
MO RREZATE R RABE DX,

NE=ESKX

FASXHIMERFEREIUTF=E USB (NFR. FIZE vFlash SD R EEIEZBSX. A6 £ #ALEN S X, 7XER
CD R 7EfE FBR & 8122 5 (X B 52 32 8%

=R XA, HEHHR:

B4 Access Virtual Media (5] BRI R,
FEMEK.

FREZERP.

AR FRATIIRIRIE.

5/ Web FEBIETHIX
EH#Z A vFlash 57X :

1. 7£ iDRAC Web REH, #*ZHK — BREHE — vFlash — AIRZHSX.
1§42 &7~ Create Empty Partition (S|@2=H4$X) TE-

2. BEMENER, RERTHA. BXEEMMWESZER, 1SR IDRAC Online Help (iDRAC BEHLEEED) .
BRACEFNABRUNZTESRX, ZPXARE. BERRTIHEEEALLMNIE. WRLZETIHIER, BERERE

=|

G .

FRTFERIFRES.

ERAMS AT XNER—.

ASRRNANTEERE, ZEBLFENTRZE, HSXKNKTF 4GB,
EAEMFRITHIIRILIRIE.

{88 RACADM @JEE.‘*—.E%IX
EHETASKX

1. f$M Telnet. SSH K BITIEHIAERRS.

2. HWAUT®H%:
racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatl6 -s [n]
Hep [n] BOXKND.
RABAT, QENZASKAREEEREN.

ARG eI S X

TR AFE vFlash SD  EfEABRGSH (L .img Bf so 183 IR M) SIS X, XLESXARIAER: KA (img), BHE
(-img) 8 CD (.is0). GIZMINEXK/NFTRRIETHR N
MBRIGSC RIS X 2 B, ETHIR:

B4 Access Virtual Media GBI ) R,
KE#RIL.
FEBZ SR,
B AR IR TR ILIRIE
K & LERRMRRRSEMSCRARIUA . iDRAC AT EMAMRIGRBRRIG SRS HIEE. Fian, MRER IS0 R
GOSN XH BE KBS EAER, U BIOS TEMZMURSIS.

ARIG B SRR ILRL
BRIGSCHER VT RFT R ER TR E

BJ?H%IﬁTjFilJVJ\:F:E-T—?:F 4GB, BAZTIHMNHERIXK/NA 4GB, 1BZ, 7EFA Web RSTEROIEN XA, MUKTHX
INATBUNTF 2 GB.
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[ & vFlash 51X 2 FAT32 XX R% LRYBRIGSCHF. Bk, BRIGSTHFRS 4 GB RIRRH.

{35 Web F M £ FHBMKSCHBIZ S X

MBI ST B vFlash 431X :

1. 7£ DRAC Web AEH, ®HE#IE — BR%B=’E — vFlash > MBRIRBIE.

1% E 7~ Create Partition from Image File (MBI #BIESX) TiE-.

2. MAFERER, RAERTHEA. BXFIEMNMNES, 1ESIR IDRAC Online Help (iDRAC BENLEREN) .
BRE—MHIORX. 5T CD #EBIRA, Ko RIEMNHX. 3T Floppy (3k#E) = Hard Disk (FE#) IR, 58E
FEENX. mEHAUTER, BERERER:

*ZERIF,

BIRBRESNE S XWER—.

ARG ST K /NVAT 4GB skt A EsiE.

AUS A FESBUE X HT REARRZ img R 2 .iso.
BARENFHITIRKIRE.

£ RACADM MBS ST BIE S X
1 RACADM MBME ST HBIZ S X -

1. f£R Telnet, SSH HHBITITFIGERRLK.
2. WA®L

racadm vflashpartition create —i 1 —o drivel —e HDD —t image -1 //myserver/sharedfolder/
foo.iso —u root —p mypassword

BAEAT, QEMHXARE. EHSHBREXHT REERSKXNE. MR RBAKRE, g FOOISO WA R
FOO.iso, M#LLIREIEXEER.

F4 & i RACADM R # L THAE.

K4 i3 AXFMNER CFS 5 NFS IPv6 MR FEIBRK S B3 vFlash 51X

BAUSX

BT LRIBE S R G RAE R vFlash SD R ERII B X. ZIFHXHRFEEEAN EXT2, EXT3. FATI6 #1 FAT32, R
BERN LR XA H X, TEERAMK CD. BREBZNUCIESX.

HEERRG IR X2, #HiF:

B Access Virtual Media GAIEJEHINER) MR
*EME‘KL.

- KRBTSR

o ERIEHITHIA L IRE,

ERAAL vFlash X :

1. 7£ iDRAC Web RE™, #Z Overview (#E¥%) — Server (BR%H28) — vFlash — Format (#&zX4k)
154 B = Format Partition (#8RX{t4X) T1@E-
2. HMINFREMER, RFEE Apply (RA) .
BEEETEE, 1E518 IDRAC Online Help (IDRAC BX#LESEN)
BERELSER, BRSXPIRBERIBIEHER.
3. BFHOK (FE) -
PSRN AIEENCHERGEXE. MRLETHEABERERESR:

© FRTERIPKRE.
© BEAENFHITIIRLERE.
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EETRSEX
HyiR vFlash THREERA, MWETEBETASERIIE.

£ Web AEEB AN X
E#BETRM vFlash 51X, E7E iIDRAC Web REHEEHEI — PREH — vFlash — &1, fESEREEYXT1E, HPF)
HETASXMENXPIEXEER. BX2XNEER, 1527 IDRAC Online Help (iIDRAC BXHLEREN)

£ RACADM &R 45X
ZfFH RACADM EERA X REREM:
1. FTFESH Telnet. SSH K RITIEHI S HEF.
2. HMIANUUT&S:
BEHHERERESXEEBM:

racadm vflashpartition list

EIREVREDX 1B :

racadm vflashpartition status -i 1

ERNFFARA S XARR:

racadm vflashpartition status -a

Eq E: - E@TURERERRSRERBH.

XX
A RIEPXERAER/EHX, R2IFR. EXHXaT, 1EfRkR:
vFlash ThEE B B -

B Access Virtual Media GHEIEBINER) IR
E RSB RESX.

£/ Web RHEE 45X
BERSX:

1. 7E£iDRAC Web REH, #ZEHE — IRFEZFF — vFlash —» BHIE.
%< &7~ Manage Partitions (ZFE4[X) 7M.
2. 7 Read-Only (Ri%) 7.

EIFSXREEIE, AEHRE Apply (RA) By read-only (i) .
BEROXMEIEIE, SRFES Apply (BIF) EA read-write (I£5) .
SXRBBAEEERARERIES.

Eq ‘E:9R2XJ% CD 2E, RERHARE. BRERRSELAES. WRSXEHM, SREFETAKE.

£ F§ RACADM &% 4 [X
EEEF ARSI REBY:

1. {EH Telnet, SSH i RITITHIAER RS
2. AFERAUTHZEZ—:

fEF set HOBRARMIESRE:
- BRARSRERHEEHE:

racadm set iDRAC.vflashpartition.<index>.AccessType 1
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- EREENXRERARESK:
racadm set iDRAC.vflashpartition.<index>.AccessType 0
£/ set MYIREMELE:
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

ERRE BT X

HEMM—HZ MO XE, RESXSA USB KREFHIRE B RAERERSEM BIOS . HEMMENIXE, RIESE
MZES|, XEFRERIERLZH BIOS 5| SIRFREFSUAARFTIL .

MESEHRX, MHXTLERERIERZS BIOS 51 RIRFE S,
LM B XY, SERGHR USB RESER. XSEWER vFlash R AEF, FESERF DRAC BN KRS
15
Mitnsk A E s XaT, R
vFlash ThEEE B R -
ARSI FEHRITIIIE L IRIE.
B Access Virtual Media GHEIERINTER) BIHUR.

£ Web R HERESEA X

EEE R T O XEE:

1. 7£DRAC Web REH, #ZEHK — IR%EEHF — vFlash - B,
154 &7~ Manage Partitions (BIE4X) TH.

2. 7f Attached (B HHN) %!

‘P XIEIRIE, R8T Apply (BIA) Mo X.
BRSO XHEIRIE, SAEET Apply (RA) PEX.
5 XRIE AT AR IR M NEL 5 58

£ RACADM FE#E B F 9 X

BT O X ERE:

1. f§H Telnet. SSH X BITIEHIEGE R R

2. FAUTHS:
BEEENX:

racadm set iDRAC.vflashpartition.<index>.AttachState 1

BEHIF 5 X
racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRIERG X MM BT
F+F Windows FA Linux #{E &%k

BRAERGIEHIR S ECHIM & KBV EFF -
RiESXEFERZ R RILRENE .

BRIERGW IS MM XX RS . B, BETEMNRMERGIZMIEKSXHAR. F20, 7 Windows FREH,
?%1?%?%%%%@ Linux RERER EXT2 X KR, FEH, 7£ Linux REH, BRIERGH AL Windows BRG/RER
NTFS 3 [X 28!,

vFlash X EFRSHEIN USB 1E& LHXHRZERATE. BRUNRERGENEIN USB IE&HER. BER, XTEFE
M TENMETE IDRAC ST XEFRA TR
MERM B 7 X

HIBRIRB S XA, E#HR:
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vFlash ThEEE B M -
FEBEZ SR,
XA
AR R TIIR L IRAE
£/ Web FEMBRIB N X
MM EHX:
1. 7£ DRAC Web AEH, ®E#K — Br%Es§ — vFlash > EH.
1%4 87~ Manage Partitions (ZI84yX) T1H-
2. 7f Delete (BHER) 5, BHEEMIFRE S XAMIPRELR.
BER—XER, RPUBESKAMBRIZIX.
3. BREHE.
o X BN MRS .

£ RACADM #H& IR A X
RS X »

1. FTHESH telnet. SSH S BITIEFIEHEFE.
2. HMIAUT®S:
MER S X :

racadm vflashpartition delete -i 1

EMBAESE, FEFHK vFlash SD .
THIXARE

&R LAY img 3X .iso & AY vFlash XA T2 E:
ZEARY (DRAC EHHIBITHARS)
FEFZ] management station BRI .
THAXASZRI, E#HR:

B Access Virtual Media GAEIESINTER) HIAR.
vFlash ThEEE B .
ERITFHITHIIR L IRIE
EE S XA BTN
ETE vFlash 7 XHIAE:
1. 7£iDRAC Web REH, ¥ ZEHII — BRFZEE — vFlash — TH.

154 £~ Download Partition (T4 X) T,
2. M Label (FfR) TH¥ESEH, EFEETHHNSX, AFET Download (TH) .

Eq ‘£ FRRRESE (MmaXERN) BEERENRT. E—PIRARAEP.
3. EEREXHHMLE.
EESXPARE THREEEME.

I RERETXHRME, RRBFXEBHRMENTHER, CDOMBEEXBSRHNT RSN iso, REMBRAR
XY REA img.

SIFEHEX

ALUEEMII vFlash 2 XIREA T —R5 I SHRIENSI SR & .
SISHXZHT, Hk:
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VFlash XX EES A 5| SHIME (img 5 .iso X)) UNIEESIS.
vFlash ThEEE B A -
B Access Virtual Media (G IE]EEITER) BIIBR.

£ Web RESIHFEHX
BEJ% vFlash HXIEBERE—SI5EE, BHEREEE—35EE.

Ei = SRB-S5IFVETARAPKRIILTHMA vFlash 53X, H#HER BIOS EEMABRHARA

£/ RACADM 3| §ZH X
E¥% vFlash HXIEEBE RE— 5| 5% %, ¥ iDRAC.ServerBoot 315

BXEZEER, 1557 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& 1TRESEIER) .

% ¥ BITI SR, vFlash D XIFEENEE NG S—X (iDRAC.ServerBoot.BootOnce B R 1. ) 5|F—kHEE
FiRE—AHSISESRX, HEFRSERAAREBES I SIAFPRE—AL.
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18
£ SMCLP

Server Management Command Line Protocol (AR 2REIEHLITIIN , SMCLP) HSERAISLIMET CLI MRS EE. BEXNTE
EEEEFFRRENNEEG S ihiERER ARN®SERIE Common Information Model Object Manager (2
HELHERREERE, CIMOM) . SMCLP 24 HNERIE S (DMTF) SMASH IHXIFARE S L EREEEN—NT4A
. SMCLP 38U Managed Element Addressing Specification (ZETESUITE) 1 SMCLP MRS HISE A LB B x4
7’ T EMEERE ST ERNRF B R,

3E: REMEMIE Systems Management Architecture for Server Hardware (FR& S8 {E00 R EE4eH#), SMASH) #REL
X Server Management Working Group (SMWG) SMCLP #{3E.

SM-CLP 27 HREIR(ESHSE (DMTF) SMASH BSRAXREHZTERSREEMN—NFAHYE. SM-CLP ITBURZFETERS
HEAISEFI SM-CLP MU HIER I S AL B SR T S E IR ESMITHARESNRM B AR.

M IDRAC &I 22 Bl FF AT SMCLP FH 32 #F Telnet, SSH FIEF H1THIAE. iIDRAC SMCLP REET DMTF B4R R Ay
SMCLP #SEhRZA 1.0.

4 iE: 7 delitechcenter.com Ligft 7 X FEECH. # M MOF 158, 7 dmtf.org/standards/profiles/ Lizk T Hi#
DMTF {52

SM-CLP 45 77_‘%}55 TZMH_’. RACADM @& M— /N FE&E. XEGSIMAREIEEER, FEAKERLAM Management Station 654
ITHITIXL RS, ﬁIb{ﬁ%tEﬁ%ﬂﬁiﬁWﬁ%ﬁ%ﬁ%ﬂ%ﬁtﬂ (BFE XML) , NMEHEARSEHSMEREMNEEIR
=

£ SMCLP AL ETRIhRE

iDRAC SMCLP f2 i EITIA T HRAE:
EWRSREE —FTH. EARNEHIISERES
EPAGEHHE (SEL) — BRIEM SELiEHE
18 iDRAC A Pk
BERGREM

E{T SMCLP %

AT LUE A SSH 5 Telnet A EIEIT SMCLP %4, FTFF SSH 5 Telnet AEHUEIER B3 &R iDRAC. B4 8~ SMCLP 12
REF (admin ->),
SMCLP $27R%F:

yxIx JIR RS =31FE M - 5.
yxIx HEEFIE AR SR IER adnin->.
yx2x J1F . HRFIERSEERER admin->.

Hep, vy EFEREEFES, AlIIM RRIIFRSEE) « R GERUIERSS) T (RREXRSER) ; Mx ARE. ZHF
%7 Dell PowerEdge BREZ 22 HE LK.

Ky & R -3 MBATRXERT yxix R%; BM yx2x RGFE, KA adnin-> WBATATIIA. HURMERRS
2.
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iDRAC SMCLP &%

iDRAC SMCLP A zhiAfMBfroiES, #iT CLI B ASEIRINAE. SNARRENITHIRGE, MEFRRE T BITIRIENSIEK

(HIFHR)
SMCLP #p&1Ti85%:

<verb> [<options>] [<target>] [<properties>]

TRIBETHNAREEX.
%. 43: SMCLP zhid

Bid EX

cd £/ Shell St MAP

set BRMEENFEE

#Bh RRIEE BFRMESED

reset FigB#R

show SoRBfREY%. FnafT B
start FIFB#R

stop ESZI=EnS

exit M SMCLP shell £1EEH

R AR SRBRHARRE M

load 1% — it BRI A — URL B E 35 E B iRt

TRIEHT BmIER.
5. 44: SMCLP B5

Bix EX

adminl BRI
adminl/profilesl iDRAC HFEEMAEE ST
adminl/hdwrl wi

adminl/systeml SERGERR
adminl/systeml/capabilitiesl TERY SMASH W& THAE
adminl/systeml/capabilitiesl/pwrcapl SERGHIEF AT
adminl/systeml/capabilitiesl/elecapl e ARG HERINEE

adminl/systeml/logsl
adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl

adminl/systeml/spl/timesvcl

B AEFWE B

ARG EMHHE (SEL) iER%H
TERE LR B SEL IEFR LA
ZEH % SMASH INEIRE
ZERGINEE SMASH L&
TERGITH G SMASH &

BR S5 4L3E 2R

BR S5 AL FR AR A1 AR 55

W
mR

K
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Bix

EX

adminl/systeml/spl/capabilitiesl
adminl/systeml/spl/capabilitiesl/clpcapl
adminl/systeml/spl/capabilitiesl/pwrmgtcapl
adminl/systeml/spl/capabilitiesl/acctmgtcap*
adminl/systeml/spl/capabilitiesl/rolemgtcap*

adminl/systeml/spl/capabilities/
PwrutilmgtCapl

adminl/systeml/spl/capabilitiesl/elecapl
adminl/systeml/spl/settingsl
adminl/systeml/spl/settingsl/clpsettingl
adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16
adminl/sysetml/spl/accountl-16/identityl
adminl/sysetml/spl/accountl-16/identity?2
adminl/sysetml/spl/accountl-16/identity3
adminl/sysetml/spl/accountl-16/identity4
adminl/systeml/spl/acctsvcl
adminl/systeml/spl/acctsvc2
adminl/systeml/spl/acctsvc3
adminl/systeml/spl/rolesvcl
adminl/systeml/spl/rolesvcl/Rolel-16

adminl/systeml/spl/rolesvcl/Rolel-16/
privilegel

adminl/systeml/spl/rolesvc2
adminl/systeml/spl/rolesvc2/Rolel-3
adminl/systeml/spl/rolesvc2/Roled

adminl/systeml/spl/rolesvc3
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BR S5 4L REThEE SMASH W&
CLP FRS5TRE
REHhBIRRSEERRSIEE
P EIRAR S5 I de
ETAAENERERE
HIEF A SR

HEThRE

RS ALIRRISE B
CLP BR5R B HIE

CLP BRS5thiXAR S5

CLP BR S5 #hillim s

CLP R TCP i &=
CLP RRS3has 1L BAF
CLP RRS5 s fEll
BIRR S SRS

Local user account (Z<Hifl ik ~)

A P Sk

IPMI &4 (LAN) itk

IPMI B3 (BB17) kP

CLP Stk

A Pk P EERAR S5

IPMI 1k A EERAR 55

CLP K P EIRRSS

A B ERHRAY (RBA) BRSS
i e

A3 E AR

IPMI RBA BR %%
PMI e
IPMI LAN E&4T (SOL) At

CLP RBA BR%



Bir EX
adminl/systeml/spl/rolesvc3/Rolel-3 CLP Bt

adminl/systeml/spl/rolesvc3/Rolel-3/ CLP B &R
privilegel

EESE
51T SMCLP %%
RETRB

B4ii MAP bk 2s(g]

AlifE SM-CLP BEMIMRIBIE R AFTEEEA R (MAP) Hilit =S BR 2 B2 B HEFI M Bfrdkr. ik BETTHEE M it
FE R B bk == (8] 3 RV RR 1 .

REFRBETRZ () IERFEL () TR. XEEER DRAC FRIBIARS. FH cd ZNARTMARE TS,

K4 & ®E8 () MRAL () # SM-CLP Ml B EH AR, BR, #STHRNRMERTHSET—TREHRENN
LA R Rl

flan, ESMBIRGEHHE (SEL) FHE=MER, WAUT&HS:

->cd /adminl/systeml/logsl/logl/record3

BATRTH BN cd RhaAIEREEMUEFEFLEFIE. .. . BESEAE Windows 0 Linux REVERMER: .. #
RERIT . HEHATRA .

£/ show #fid)
THRXTEA show SNHANBMRMNIFAER. AR REMRNENE, FEiR, XBEMZAERIFH SM-CLP 5hia5%R.
£/ -display %R

show —display EIUEEAILUE SR IRGI A— NN EE. Bis. XEMENRE. flin, ENERHFLENENE
MERR, BERAUTHS:

show -display properties, targets

EFHFELEY, RUTHSTLURE:

show —d properties=(userid,name) /adminl/systeml/spl/accountl

MRABER—NEMN, ATUEKES.
£ -level IR

show -level EIMSEEBIRMMIMBRIEITIRR LT show 8. EEEHUTEFHEEBRMEM, BFER -1
all iEIn.

{#/ -output I£IR

-output IETEE SM-CLP shirlifid A8z —: text. clpcsv. keyword 1 clpxml.

BIAER A text, HERFAIEMESHHL. clpcsv BXRES HRHERN, EEMEBBTFREEFH. keyword ER L
BT “XEF-E" MHFROBRMEER. clpxml X2 —E 2 response XML JTTERH XML X#4. DMTF E38E
clpcsv 71 clpxml A& X R H 4%, T DMTF MG dmtf.org L BXERE.

AT RBIER T AL XML it SEL A

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

N

>

m
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R B

TR SMCLP BIFERBIA R

- PREEEEIEET
- SEL &3
. MBS

BR S5 RR IR ETE

AT RBINE T EZERG LINAER SMCLP kHITHRIREIRHRE.
TBTE SMCLP S SRR THIAL T 6 <
© BEXHRSHE:

stop /systeml

FEEN 2R ATHR

systeml has been stopped successfully
© EFBRSHE:

start /systeml

FEEN 2R ATER

systeml has been started successfully
« EEHMSISRSSE:

reset /systeml

FEEIE RIATHR:

systeml has been reset successfully

SEL &8

UTREINBTESERSG LANMER SMCLP 3&#11T SEL B%321E. B SMCLP SR RIT THAUTH S :

© &EH SEL:
show/systeml/logsl/logl
RGRBERUTHL
/systeml/logsl/logl
Targets:
Recordl
Record2
Record3
Record4
Recordb
Properties:
InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL
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Description = IPMI SEL
ElementName = IPMI SEL

Commands :

cd

show

help

exit

version

& SEL idF:
show/systeml/logsl/logl

ARG ERUTHL
/systeml/logsl/logl/record4d
Properties:
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000

Description= FAN 7 RPM: fan sensor, detected a failure

ElementName= IPMI SEL Record
Commands:

cd

show

help

exit

version

&M% SEL:

delete /systeml/logsl/logl/record*
REERRUATHS :

All records deleted successfully

BRES B AR S

A TRREIERTIMATER cd 3RS MAP. EFRBREIG, BREVRBBGABRS /.

B7E SMCLP S SRR TRAUTH$:

SmEIRGBirHEHSIS:
cd system1 reset HBTERIABFRA /o

Sz SEL BAsHERHEEFIER:
cd systeml

cd logsl/logl
show
ERRYATBRR:
A cd
ggﬁltigib"gi:
KA cd
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+ ERW:

exit
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19
£/ iDRAC IRE 1SR

iDRAC Service Module R—FE R AR, BIEBEREZIRSRE L (BARXRRE) . EALURERBRERSEHNENE
B 5 DRAC LR 4MFEiRER. BiBITREFIMEIEILS Web RE. RACADM F1 WSMAN % iDRAC REECAER, A5
iDRAC FZREAMNFEIRAR. EATLABL & iDRAC Service Module MUMIAYThEE, MUISHIAR S RIER %K LFEAR CPU F1IRE.

K E {R#EE2 %% iDRAC Express 5} iDRAC Enterprise iFAIiEZ 5, A 8E{#H iDRAC FRE1ER.
{7 iIDRAC BRSZHERET, 1EHIR:

872 IDRAC HBEE R, EEMIRSH[/IZFIUR, LUSAZER iDRAC Service Module IfigE,
54562 F IDRAC Configuration using local RACADM (& /5&8 RACADM i) iDRAC i &) IR,
121 Z % %] IDRAC HEIRFIEFI £ IDRAC BT AR USB B4k/E A

K i
BEIRIEST iIDRAC BREIERET, BUNER T, BRLUEFH iDRAC 89 OS 3| iDRAC HiBi@iE. NRERLE DRAC RS
IR ThgE, MESHE DRAC RESHEATE.
R Ei®id IDRAC F1AY LOM B OS # iDRAC HEifiEiE, MFc%{FE M iDRAC Service Module,

L2234 iDRAC FREZIEHR

I&RATLAM dell.com/support T & H & 5% IDRAC BRS1RR. S IURBEERINIR, A eEERSHMNIRIERS LR E DRAC MRk
SR, BXELREREER, 15517 dell.com/support/manuals E1Z A iIDRAC Service Module User's Guide (iDRAC Service
Module F P¥8Fa) -

% 3¥: kThEET B BT Dell Precision PR7910 &%t .

iDRAC Service Module X3 {ER S

7% iDRAC Service Module X #RIER{ERZRFIZR, 15217 dell.com/openmanagemanuals 32 {##Y iDRAC Service Module
Installation Guide (iIDRAC Service Module Z2E3E7) .

iDRAC Service Module 43M|Th &k

iDRAC BRZ5HRIR (ISM) 124 LA TS B T &E -

Redfish B & 3L TS B MR 1
DRACHEFEE
ZEAFHIRMERSR DRAC if7la] (LG THAE
T IDRAC SNMP €53
EEHIRMERSZ (0S) 58
+ ¥% Lifecycle Controller HEEHIZIRMERZEHE
+ WITEDRFIREER
« &% Windows Management Instrumentation (WMI) EIBIZ 32 F

* 5 SupportAssist Collection /. X{XiEAF R %% IDRAC Service Module 2.0 ik E S AIER. EXEZER, FS
IE4E X SupportAssist £4 .
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+ EZET NVMe PCle SSD. HXEZIER, 1EESH DRACUG HEETEER NVMe PCle SSD.
% 3E: Windows Management Instrumentation 1225 . iEid iDRAC #&#E NVMe PCle SDD. SupportAssist Y& R4E
A% B EFThEE N E R RE A 2.00.00.00 5 E Sk A H) Dell PowerEdge FRS585 3 #5.

Redfish g & 3 4 53T MR R 14 3 %

iDRAC Service Module v2.3 Sk E SR A iIDRAC IRIEEIIMNIMEE M, XLEMEB MBI K E iDRAC B REST & FimikEL,
BEEZEMES, 1557 iDRAC Redfish Bt & X2

BRIERRER

Openl\/lanage Server Administrator 4775 iIDRAC HEZ#RIERGERMEMNZ . IDRAC Service Module #2ft 5 iIDRAC F{AI1E

, FIanRMER KRR BIERGEMAFMTLIRED R (FQDN). ZIANERT, HSEMEIREEH. MREEFNBRERE L
"“4* 4 OpenManage Server Administrator, MR~ &ZEF L&
iDRAC Service Module 2.0 k3% 3 i AR AT 5 #RF R GM4% 3 O IS IE T#s‘.'wﬁ RS ER2INEE. 1% IDRAC 2.00.00.00 5 iDRAC
Service Module 2.0 3% E /= iR ABL & 15 A R, >|~;9Hé.‘ﬂ’£%ﬁas1’ﬁ$%l‘l%?§l:l En,ui}ﬂ |DRAC V\/eb SHE. RACADM B
WSMan EFIIER. BXELZER, HERES 21> EE
7E4% iDRAC Service Module 2.0 kRt & Sk A S 1KF 2.00.00.00 E’] iDRAC H)S'LZK i_ﬁﬁﬁﬁ'f BRIERGEERISRBRIER
LWL O MM I Ee

)lﬁ LifecyC|e E lu\ﬁ*lj ﬁl*ﬁ%ﬂf/%ﬁ E e

7£ iIDRAC R B Ri%IhEERT, AL Lifecycle Controller BESHIZIRER G HE. XZUFH OpenManage Server
Administrator UITHIRZEHHE (SEL) E4l. Ei£#F OS Log (BERZAF) #ﬂﬂ’ﬁh Bix (F£ Alerts (B3) m@E,
#7 RACADM 5 WSMAN REEIEMTIE D) M AEHEER iDRAC Service Module E#IBIR{ERZBED. B ERE
A HEDHMBABEESH SNMP 4R 5 papE E /Y H B E .

BIERGTEIE® LIERT, IDRAC Service Module iIE$iE R & £ BIE . H IDRAC Service Module ATV RIER G BEICRIE
BAEET Linux BIIRIERGEFRE B IETF syslog #RA .

3: M iDRAC Service Module 2.1 k8, Windows OS H1#3 Lifecycle Controller HE S #{i & AT A{E R iDRAC Service
Module ZEF2FF#{TEIE . 7£Z% 4 iDRAC Service Module 5 {£2% iDRAC Service Module Z352FFRT, EAIIAELE1Z{u
=.

R E &3 OpenManage Server Administrator, NEZ A LIENThEE, IR RERZAEPHMESH SEL £8.

3¥: £ Microsoft Windows H1, IR iSM EH4ERZEBEFTICR, MARNAXEFBE, EFB) Windows EfFHE
REREFZEIEH OS.

ARG ERIRE RN

BHRGRENER—METREERIERR. MRLIEMHGE, WARTEZARZSITIRTENES, BERSFHEER, BF
GERIREFFXWAE T —HE. ASRER “CBMENES” WHEESKHL, ELPBEHE. BITIRIENERREEMMBTTEEE, U
IEREEEART. MRASREEANT, NREFRERAGEHEHBRGESBHIZHRENSIS.

ERAIITRZ Aok ERE, flEisENHNEEREENS|IS. ERHXARSSHE. RERERAGHEETRSEZEEN, 7
SBRALINEE. IRERE OpenManage Server Administrator, ME A ILENIINEE, LU G HINES M EITETEE.

Windows Management Instrumentation 12 {4 12/F

WMI —4E%F Windows IREIFZFREMY B, FRMRERSERE, UWENRCAGEESPREEEMEHN. WM 2

Microsoft SEERIR B AN EIBL S /A (DMTF) BIETF Web R LEIE (WBEM) MAFREEER (CIM) frfE, UUIEIERS

=G, BEREMNARER. WM Z2EIEFETSREEIRITHE (flan Microsoft System Center) X, F 2 1FEITH

AR Microsoft Windows BREEE.

MEME.FH:E;“—;EFH iDRAC H1A WMI #£1R. iDRAC i#3T iDRAC Service Module &7~ WMI 2, EHRESEBHEITRAEER. BIA
ERT, WMISEThEEE2 B . iDRAC Service Module 7£ iDRAC #ifid WMI B 7R WSMAN ZM5MIaY . K8 R7E root/

cimv2/dcim fp == d,
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AT LUEREAFRER WM BRIRZEOXN LR ITIHE. AXELER, 52 RAEEXHXHE.
MU 7= A DCIM_account 243 ER WMI {5 2434 78 iDRAC Service Module HIRHEIThEE . B X T T 3F00 2 FfC B ST HEHY

#18, 1HZR Dell BARFLREA WSMAN B E STt A 4

3. 45: =Bl

CIM ¥ WinRM WMIC PowerShell

Mg 3= winrm e wmi/root/ wmic /namespace:\ Get-WmiObject
cimv2/dcim/ \root\cimv2\dcim dcim account -
dcim account PATH dcim_account namespace root/cimv2/

dcim

AL B S 4 winrm g wmi/root/ wmic /namespace:\ Get-WmiObject -
cimv2/dcim/ \root\cimv2\dcim Namespace root
DCIM Account? PATH dcim account \cimv2\dcim -Class
CreationClassName=DCI where dcim account -filter
M Account Name="1DRAC.Embedded. "Name='iDRAC.Embedded
+Name=iDRAC.Embedded. 1#Users.16" .1#Users.16""
1l#Users.
2+SystemCreationClass
Name=DCIM SPComputersS
ystem
+SystemName=systemmc

RN S BE S 45 winrm e wmi/root/ wmic /namespace:\ Get-Wmiobject -

RERSL 95| A

T2 iDRAC EEE

cimv2/dcim/* -
dialect:association -
filter:

{object=DCIM Account?
CreationClassName=DCI
M Account
+Name=1DRAC.Embedded.
1#Users.
l1+SystemCreationClass
Name=DCIM SPComputersS
ystem
+SystemName=systemmc}

winrm e wmi/root/
cimv2/dcim/* -
dialect:association —
associations -filter:
{object=DCIM Account?
CreationClassName=DCI
M Account
+Name=1DRAC.Embedded.
1#Users.
1+SystemCreationClass
Name=DCIM SPComputerS
ystem
+SystemName=systemmc}

\root\cimv2\dcim
PATH dcim_ account
where

Name="'1iDRAC.Embedded.

1#Users.2' ASSOC

Query "ASSOCIATORS

OF

{DCIM Account.Creatio
nClassName='DCIM Acco
unt',Name="'iDRAC.Embe
dded.1l#Users.
2',SystemCreationClas
sName="'DCIM SPCompute
rSystem', SystemName="
systemmc'}" -
namespace root/cimv2/
dcim

Get-Wmiobject -

Query "REFERENCES

OF

{DCIM Account.Creatio
nClassName='DCIM Acco
unt', Name="'1iDRAC.Embe
dded.1l#Users.
2',SystemCreationClas
sName="'DCIM SPCompute
rSystem', SystemName="
systemmc'}" -
namespace root/cimv2/
dcim

B M IDRAC, ERIUEM I FHIARSS 2R, U TRTEENRGRENS. BHgikte@. i, DRAC JRtcE&MERERER

TRz, FEXMERT, B

B

B3 fEAITIZ DRAC B EiIRIhEE, TIR{ART IDRAC Z1S TR
REIR DRAC, EHREEINRERAZ LRBEELIR. BABELT,

Web EE. RACADM F1 WSMAN #4TiZFE iDRAC FEEiR.
E4 i LLIhAETE Dell PowerEdge RO30 fRBE LA XHr, (NS 13 REKESAIAK) Dell PowerEdge AR 588 L2 X 5.

weRE

K AR SS2EHE IR IDRAC, EEF iDRAC CPU, Ak ITHRS R, HEHNITRRBEE

, A UITIESE IDRAC ERIRME, TEREER. B
mFE IDRAC BEERIhEEE B A . ER LA iDRAC
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AT Windows, Linux #1 ESXi #M{ER ST IDRAC BEEMN S SER G,

Windows

- fER A Windows Management Instrumentation (WMI):

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstancelID="
iSMExportedFunctions”

- [FEHZE WM RE:

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim_ismservice -u:<admin-username> -
p:<admin-passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -
skipCACheck —skipCNCheck

- 3EHIsIESEFIER Windows PowerShell B :
Invoke-iDRACHardReset —force

Invoke-iDRACHardReset
- {#F Program Menu (12FE3E8) RiFAR:
HESEFIME, iSM 7 Windows #2{EZZH Program Menu (F2FF3R8) hiBfitiiEs . /41%$F Remote iDRAC

Hard Reset (iz#% iDRAC EEi%) £IE, RASETREMIALUEIR DRAC. BHIAE, DRAC HERHASEREE
1EHIZER .

K 3: 7 Application Logs (REAT2FFAE) B THI Event Viewer (FHEER) F2ERUTEEEE. W EETE
B —LrEE.
A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This
account is privileged and the provider may cause a security violation if it does not
correctly impersonate user requests.

Linux

iISM AIZEFR A ISM STHFHY Linux BER G EIRMATHITH S . ERILUEEEM SSH i EX T AERRERFZLUBITIL
%,

Invoke-iDRACHardReset

Invoke-iDRACHardReset —f

ESXi

A ISM M) ESXi B ER G L, iSM 2.3 X FHBAEERERE (CMP) IFERMER, LUER WinRM ZE6 41T
FEHIT DRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstanceID=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/wsman -
a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

3¥: 7 E IDRAC 2B, VMware ESXi #ERZEF 2% HEIARETR.

3E: B F VMware ESXi ##ER L HIPR%I, iDRAC B FAS L EERE. MREFHNER IDRAC. EXEZEE, 1§
SAA A HFH “ziE iDRAC BER” .

BiRLE

3. 46: $EIRAE

#R HER

0 pa)]

1 X ¥ iDRAC EER BIOS FRA
2 EFHEE

3 IEE S

4 iDRAC Ei& kM
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%t iDRAC SNMP £ i 9 S #5

iBidfE A IDRAC Service Module 2.3 ki, ATLUEYSE B EMBRIER LKA SNMP £3R (250 F iDRAC £ BAIEEIR)
Wﬂz‘MTT N E iDRAC BI1E T EEM iDRAC SNMP £4R, HiBEEFHNBRIERS LA E SNMP (&M Birei2 S8R S
8%, 7£ IDRAC Service Module v2.3 A EEIRA S, LINEESFIRMER S BEFEFIMFREE & A BB #I SNMP [EH.

Eq £ %TREE Lifecycle HEES B RAREGE.

K4 i % Linux BERG L, SINEEREEY SNMP SRR (SMUX) HillS AEERBIERY SNMP.

BOAERAT, IhEEEZRA. REFTH SNMP REHHIT S iDRAC SNMP #REHH|E£7%E, BEEidFHEMREEEREXFEN
RBYTU&R SNMP 3R, BIFERTAHTIIMNET, MARRHERESE.

WS A%
AFHIE M Windows, Linux F1 ESXi B {ER GRS SFER S .

*  Windows #{E&%

- {ERARH Windows Management Instrumentation (WMI):

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]"}

- FHZE WM RE:

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstanceID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/wsman -
a:Basic -encoding:utf-8 -skipCACheck —skipCNCheck

+  Linux MER%
Tﬁﬁﬁ iSM Z#FHY Linux #ER G L, iSM BT A HITH S . BAILUEEER SSH RIEX T EEFRMERKUE

70

BLISM 24.0 FFIaRT, fEATLAE LT ®4%% Agent-x BLE ABIATHY, ZFHH A DRAC SNMP RE:
./Enable-iDRACSNMPTrap.sh 1l/agentx —force

MBRIEE —force, MHAHRSEE Net-SNMP HEFEEN snmpd BR % -
- ERRILINEE, EHITUATERE:

Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable
- EERICINRE, EHITUATERE:

Enable-iDRACSNMPTrap.sh 0

Enable-iDRACSNMPTrap.sh disable

K 3%: -force IETTAIEC E Net-SNMP L8 & BB, B, BOAECEMEHBER.

* VMware ESXi #{ER%E
FEFTA ISM X FREY ESXi BERG L, iSM 23 i FFERERRHIERE (CMPI) FARMIERF, LUER WinRM 246 ST
BERIZINE.
winrm i EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/
cimv2/dcim/DCIM iSMService?

__cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -
p:<passwd> -r:https://<remote-host-name

ip-address>:443/wsman -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -
skipRevocationcheck @{state="[0/1]"}

E SE: B FURPEBHS B H B E VMware ESXi 24545 SNMP i E .
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F: AEELIFMER, ES AT http://en.community.dell.com/techcenter/extras/m/white_papers £ In-
BandSNMPAlerts AR R H.

ZHFHIRERZR iDRAC iha] (SEISMIThEE)

BT eIt IhEE, ERTLAEREAL IP #biki@id iDRAC Web A HE. WSMAN #1 Redfish FEECEMISNEH S, THREE
iDRAC IP Hitlt. 25 iIDRAC ARG SE 4R AL B a4k 4 AR — IDRAC £z & DRAC RSB HEMRE, EaLUEREIAL
iDRAC %38,

2/ Windows ¥2{E R %tk iDRAC 14

A UER AT ARz — AT TS :

+  {&Bh webpack &< IDRAC 8] ThgE .
+  {FH iSM PowerShell BIZ#{THL &

B MSI 23

SRR Web B8R EE M ThAE. IhAEAEHER iSM RESPEEZEM. WREBMH, MEIAMMITHOSZ 1266, ERILIE
1024 % 65535 KIS EIRERULIEOES . iISM £ EIZEEEME iIDRAC. RE, iSMIFEIE—MNIEFT SN OS2IDRAC, 5T
Wrims O SR MENIRIER G A OS2IDRAC FFAEMNE, ERIFENERE. tIEEBAN, HAERNIEENER.
BLISM 24.0 FrEaRt, 1B5T3EA LT PowerShell cmdlet, B8] LA ER Y ETRAS LI OfC S -
Enable-iDRACAccessHostRoute —status get

HSHHERTEEC R CZ2AItIEE. MREBAZDEE, ESERNTKEOS,
i & EiThEEERTAE, EHHR Microsoft IP Helper BR S EAEBM RS LET.

ZEif(a) iDRAC Web RE, AJ7EN SR FEAIET format https://<host-name> 8 0S-IP>:443/login.html, HH:
<host-name>— &% T iISM HELE Ai@IT OS 18] iDRAC IHAERIARZEE LRIER EH B . MRENBFELE, EBRLUE
FIRMERS P Hhiit,

443 — BUAA IDRAC I/ OS5 . XMAEFHOS, KOS ENAMBEENEETEEEEEIZHOS. EALIEE
iDRAC Web A WSMAN #1 RACADM R EEMUIK O S .

& 53EF iISM PowerShell cmdlet 3&EL &

R LR ISM BRI ThEE, ERILUER iSM I EAILLT Windows PowerShell #3418 FiZIh&E :

Enable-iDRACAccessHostRoute

MREZEE TIHEE, ERILURIEER PowerShell SRR NIETZMSIENE. ATAMERINT

+ Status CIRES) - kB HAVET, EFRXSA/NSHERLE True. False 5 get.

Port (3%0) - X2MKOS. MREREHRIKOS, WEHREIA OME iFOS (1266), 1R Status CIRT) SHIER
“FALSE” , FRAGAZBERNERES . BATHAN—NRALRINERENHROSS. FinOSRENEEMEN
OS2iDRAC ARG A IEAN, FH B &7 LUFE R O S %% 2 iDRAC, {ERISERERZ 1024 2l 65535.

IpRange - kS ¥R FIiER), EiRHLIFRIEENIRMERSIERES IDRAC B9 IP UESEE. 1P il SeE RS2 T KR8
P%EH (CIDR) 183X, 2 IP it FIFRERDHNLAE . 4N, 10.94111.21/24, ¥ iDRAC BIIFIEN IR FAZESEEAAY IP kit

By E: HEThRERSHr IPvA ftbiit.

28 Linux R{FRZEY iIDRAC 1315]

R LA E R Web BRI AR setup.sh KR TNRE. MINREERASTHE iSM R FEER. ERBULTIREIKT,
EERAUTGS:

Enable-iDRACAccessHostRoute get-status

BERE. BRAFHEELIGE, BHEAUTHS:

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-
range-mask>]
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<Enable- Disable (ZH)

Flag>=0 <source-port> M <source-IP-range/source-ip-range-mask> &
WITHY o

<Enable- Enable (BH)

Flag>=1 <source-port> =W FHI, T <source-ip-range-mask> =A[1EH.

<source-IP- IPSEERRA <IP et/ 79> 1K, ~l: 10.95146.98/24

range>

OpenManage Server Administrator #1 iDRAC Service Module B3 7%

fEZ%H, OpenManage Server Administrator F1 iDRAC BRSSHEIRAT AL TR, FHAT4kLEIE #AMIH 37351 T .

INRIZBTE IDRAC Service Module Z3HAE/E A MEMIThEE, MIETERZRRE, 1R IDRAC Service Module #:MEF1E
OpenManage Server Administrator, NSZHESMMNIIEEE . N8R OpenManage Server Administrator IEEIETT, M| iDRAC
Service Module S EE R ERIER G DRAC FZREERENIIEE.

LInLUEEE DRAC AEEMB AXEIENINEER, FHMITHRMNKEE, HIRIE OpenManage Server Administrator 2 & IEFEIE
ITRIBRINEE.

M iDRAC Web EH{E iDRAC Service Module

ZE M iIDRAC Web R {# B iDRAC Service Module, &R ITIAT#RE:

1. %% Z Overview (HE3) Server (PR%58%) Service Module (BRFBHELR) .
1% &7~ IDRAC Service Module Setup (iDRAC FRFBHEIRIZE) T1m.
2. HAIUEEUTI:

EAEENBRIERS L RKA IDRAC BRSIRIRIRA
iDRAC 18] iDRAC R SZHRIRBIEFRTS -
3. ERITHINTMINEE, HERFUAT— MRS MEDL:
OS Information RIERFZER) - EREHRIERZNESR.

Replicate Lifecycle Log in OS Log (fE#R{ERGHEHREHEGAARR) - ¥ Lifecycle Controller HEGIERIRIER S
HESF. MR E% EE L% OpenManage Server Administrator, 1§25 F it i% 10 .

WMI 52 - 8iF WMI EE.

Auto System Recovery Action (EFIRGZIREIRIE) - FEIEEME (UMABL) BERZLHITEINRERE:
- BHEHEE

- XHRGHE

- RGHEBEXHAEER

MRBAER G &% OpenManage Server Administrator, 1§25 Itki% R

M RACADM {£F iDRAC Service Module

2 M RACADM £ iDRAC Service Module, i&{#F ServiceModule 2B B35 .
BEXEZER, 15517 dell.com/idracmanuals 12 {#Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM ®&1TRESEIER) -

1% iDRAC B 5= T Windows Nano OS

BEREHRRA, 1§57 IDRAC Service Module User's Guide (iDRAC FRSZHRIRA F15E) -
EEE ISM BRFRBIEAETIT, HEMAUTHSL cmdiet:

Get-Service "iDRAC Service Module"
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fEA WMI 2 Windows PowerShell &if], ERIIAEEE IR Lifecycle B :

GetCimInstance —Namespace root/cimv2 — className win32 NTLogEvent

BRNBEAT, BSESHNREE - NAEFSRSAE - REH.
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20
£ USB im Oi#1TIR 525 E1E

7£ Dell PowerEdge 28 12 {XBR$S#8 L, BT USBimOEE A FARSR. 5 13 KARSH L, DRAC ERE+F—RIEHIR USB
wmO, ATFHUTIE BMSPEHREFEERIE. mOF— 1 EfR, UERER—IEREWO. MAHHA LCD mRAE 13 KAk
FEREZFFUILTNEE . AT LCD EMRAI—LE 200-500 #Sd, HimOARRA. FRIERT, BB EgxLmOATRS
FRIERSG
K4 i ULINEEE PowerEdge RI30 FR%#% LT F 1.
Itk USB i O F iDRAC {# BT :
18 5 % iIDRAC B9 USB A/A BURB4E, It USB MI%ZE O R T NEHN R E (Flanfk LRI EN) ERIARNTIMNE
2EIET B, J§5 iDRAC #YBL IP Hillk 160.254.0.3, HEBIRZHEL IP 169.254.04.
RIS AR SRR I B X R 7E USB &, HMItk USB & EHMARS:R/ELE

i i WOREEUTREPEXS:

BB FAT XHRGFEN XA USB % &

FfA Dell Windows 8 F1 Windows RT 4R A%, B3F XPS 10 1 Venue Pro 8. T4 USB /MElik 9% (flgn
XPS 10 %1 Venue Pro 8) , i&{#EA On-The-Go (OTG) MNZEHRZZ2EFN A/A BId 4.

P ScE
£ USB g FRYAR 55 28 AL B X AL E IDRAC
B3 B % USB i $#if(5] DRAC &

BT H % USB &E#&ifia] iDRAC /R H

iDRAC Direct That 1184505 LAY B E 1558 DRAC USB i 0. WINAERIFEERES iDRAC BE (5140 Web FiE .
RACADM #1 WSMAN) #1732 E, LIMITERRFFEIBMLEE.

£ Type A/A BBERAE R R HHEEEIRS 8-

% iDRAC 74 USB & &+ B EIRif O#ERIXE A Automatic (BEh) B, DRAC IR ER USB w0 . iwOASBFIRE
BIERS.

BXIEFRNNRBZREBRIERGHFIER, 1EEH Del.com/idracmanuals +BIKRAIZEA

g F: REFEARR Windows B{ERS, BT ERY RNDIS IRShiERFAEA LEThEE.
@ USB #3518 iDRAC RE, 1HHITUUTIRE:

1. EKARBEENE, HEHFSHERMEELNOMERNERE.

2. FHRUSBIRAERA. BXEZER, BSHEE USB EBmOWE.

3. F—% A/A BB SIS R LR ENLIERZ iDRAC B9 USB im0 .

E1E LED (MRFE) BERERE, HRESERSHEDHH.

S50 E RSB DRAC 3REY IP itk 169.254.0.4 1 169.254.0.3. EAIAEEZE L ¢hETE], WUEIRE IP Mk,
FFi&ER IDRAC MR E, 520 Web RE. RACADM 3% WSMan,

iDRAC £ USB i OB, LED IAKRRRATESIRS. ARAEZEHIR.

SERFTERIERE, BRJF USB IS RZHERE,

SR LED 5%,

N o o b
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http://dell.com/idracmanuals

FF USB & & L BYBR 58500 & B & iDRAC

BT HETHY iIDRAC Direct ThaE, EATIAXT iIDRAC #HITARSSESACE . B 5L IDRAC FBLE USB BIBiR R E, HIBEANSHRSS
B ECHRY USB 1% %, SAE1% USB iR ZPRIRSHBEEXHS AT iDRAC.

i & REERAEM USB REEHERSRN, AR DRAC #MRE USB BBHORE.
K 3 : RBL#% LCD 70 LED H4RAY PowerEdge AR SZ25 2% USB #4A.

X%
FLE USB EIRin1ig &
M USBIEEENIRSZ SR E

ficE USB IR O E

A LATE iDRAC HEEE USB i :

A BIOS R Bk BN MRS USB iR . INFIEEIGE AXAREHROxSAFEHKD, DRAC SRIMEZERZ

EH USB im0, AILUER DRAC REEFRIG RS, RRER “2H” .

- IDRAC FAIEEEEZZE USB in A USB & EM..

- AEKMEERN USBEE, BEER A2 BIOS FERBIER USB inOdZ/E, FAHITHIRE A S4E M.

®E USB ZIBis 15, ZERIEHE USB N2/ DRAC A 2R RS EBIRIERGFER:

- B (BA) : IR USBi&&EAFF DRAC I HFRF LR EARSEEECH, USB imOFM IDRAC BFFERE,
EERPRSEE. YMNIRS BB EA, WOREFEIR, HH IDRAC FA.

- FROEBRERZER: USBIRSBEHBRIERSGER.

- {¥PR iDRAC Direct: USB i&& 154 H iDRAC £ .

LB B IR S RIEHIRPR A sEBCE USB EIRis 0.
EEE USBRER, “RSGUEREMM MERBE “BEHREER BHTERUSBEEER.
A THERT, IEFE Lifecycle Controller HEHIZRE—MF 4
WELT “B3)7 % DRAC R, HH USB&EEBARBR.
USB &12im QRN B8 K.
W& BN DRAC Y EIRIER S .
I’ &M DRAC SiRER G
LG FHBY USB AT AP RERRET, IREFFETERE, HASBEIUTEHERTEREH:

x5 RGEiTRA

¥ USBRE

EELR: B

SVFEYEE : EBTFHRE. SNMP BER. TIERG AEM WS Eit.
BIE: k.

ETIERT, BEREREEHIFHEIZZER Lifecycle Controller H&:

BEX “BREREH” BASRANERTEAEE USB BIRiHO.
USB i&#%IEH DRAC A, HAEZiX & USB E1RinO#ER .
USB & IEFH iDRAC £, HABEBRIEE.

£ Web REECE USB E1Hix O
EAE USB imM, EHRITUATIRE:

1. £ iDRAC Web REH, #ZE#ii — B — USB EiFO.
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4.

B R/RECE USB ERIRONE.
M USB BRI ORA TR RS, EETIE—IEL:

B &) - USB i O iDRAC ARG BIRIERZIER.
o BRERERGER - USB B OHRSHBIBMERKER.
+  {XBR iDRAC Direct - USB i# [0 i iDRAC f£H.
MEI‘_:i)DRAC E1E: USBXMLELE” ThRSEREFETRERSSE (BESAEEAE USB IRENss LAY XML BLE X
SEEL
[=E- 3]
YRS RAERAERBEEFNBH
Enabled (BB

BXEFHINER, 1557 IDRAC Online Help (iDRAC BX#LE5EN) -
BENANBIRE.

£ RACADM B¢ E USB E3in O
ERLE USB BIBimO, BER LT RACADM Fir$ X &K

EEE USB i IRES:
racadm get iDRAC.USB.ManagementPortStatus

ETE USBmOMRE:
racadm get iDRAC.USB.ManagementPortMode

E(&4 USB imOfE :

racadm set iDRAC.USB.ManagementPortMode <Automatic|Standard OS Use|iDRAC|>
E JE: M{R{ERA RACADM set th $RPISIRERIERGERA BB ERSIS 5.

EEE USB R EMEIREM:

racadm hwinventory

EELIEREE LHITRE:

racadm eventfilters

BXEZER, 15207 dell.com/idracmanuals 12 #) iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{THAEESE ) .

{£FH iDRAC & E A FIEFHALE USB & im0
ERE USBimO, BEHITLLTERIE:

1.

£ DRAC IREARERFT, #HZ/FRMUSB HOIRE.
1%~ iDRAC & E /"1 USB i i E 7w ..
M USB E3Rin QER THsE s, HITIUTRME:

B &) - USB i O iDRAC SRS BIRIERZIER.

PERIERGER - USB in QMRS RBIBMERSIER.
+  {XBR iDRAC Direct - USB i# [0 H iDRAC f£H.
M IDRAC Direct: USB EZE&E XML THSEEFHEFETIUE BERSR (BT SAFHE USB RahsE P RIAR SR B
) -

E&2H

RERSBAERNERERENEA

Enabled (BBH)

BXREFEIER, 1ESI7 IDRAC Settings Utility Online Help (iDRAC & & /A BIZFEAH RN
BEE—%. ER, REETRUNBRE.
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M USB & & FNRS /A EXH

IR USB i & MR BRI E—/NZH#r A System_Configuration_ XML BIE 3, iZBFE & config.xml # control.xml 324 :

PR &5 25E0 B XL T USB i & #R B R TY System_Configuration XML FEZEH . tXXHPEERFS[MABRBRIEER.
HrpE$E IDRAC, PERC. RAID #1BIOS HIB1E. RSB AR B AR5 28 LRI M. SXHFRATTELZ <servicetag>

-config.xml. <modelnumber> -config.xml 2% config.xml.

g%ﬂ XML 3t - BE— LS LUTHI SNERIE, 785 DRAC HRZHETHEARREN. KIEFXHFEEI=1S

- ShutdownType - IEE. &8#l. FEHSIS.
- TimeToWait (#) - &/MEX 300, & A1EN 3600,
- EndHostPowerState - /%,

control.xml 35 R4 :

<InstructionTable> <InstructionRow> <InstructionType>Configuration
XML import Host control Instruction</InstructionType>
<Instruction>ShutdownType</Instruction> <Value>NoReboot</

Value> <ValuePossibilities>Graceful, Forced, NoReboot</

ValuePossibilities> </InstructionRow> <InstructionRow>
<InstructionType>Configuration XML import Host control Instruction</

InstructionType> <Instruction>TimeToWait</Instruction>

<Value>300</Value> <ValuePossibilities>Minimum value is 300 -Maximum value
is 3600 seconds.</ValuePossibilities> </InstructionRow>

<InstructionRow> <InstructionType>Configuration XML import Host control
Instruction</InstructionType> <Instruction>EndHostPowerState</
Instruction> <Value>On</Value> <ValuePossibilities>On,O0ff</
ValuePossibilities> </InstructionRow></InstructionTable>

B IR B RRSS BT HIAR A BES AT R4

I ESARBZF/EECHE, MEK XML XHHE) USB BIIRE, SSBUFIcMEFIlBERELE THEIR. &7
EAS XML R AR IERE, MIBRERNEE.

EIGIR S RAE M USB & F N IDRAC:

1. FiE USB Z13Ek.

¥ USB Bk 48012 B H B Eh3L iDRAC.
1% iIDRAC BE: USBXML ELE R EAFERRINEREERAXER.
2. 8 %& configuration.xml i control.xml 3C{HE) USB [ATZ &GN iDRAC USB i/
3. J§7 USB i &R B R THY System_Configuration_ XML FERHP L IR FEEE XK. LBUATIREF & %G :

<servicetag>-config.xml
<modelnum>-config.xml
* config.xml
4. BREF[MEXHSNELIETE.
MBRLBEE M, BESFL.
305R IDRAC B3 : USB XML ELECEREAEAMINEREEAI A BIOS REZEBAHZE, HEMREF— DRAC AR
KPEHER, NeER—FERERIHFILRE.
5. LCD miRFI LED (WRH) 2EFKT - EBHSAEL.

6. MREAFTHIMENERE, FEIZFIXHPHXARBEEENFERSIT, WLREHSISHRIFUALERE. BN,
RSFHFEHSIT, HURAKE. REBSFEXAR, SNAESHIMRNIEE, BESHEETEHRISET.

7. #ESMNEWSERE, LCD/LED RNl ETEM. MRFEZEHSIS, LCOBZESHRERETA “&iF, FHEM
518”7 .

8. R USB REMIBAERS =R, NSNRIENERSIERE USB &+ results.xml 3T,
LCD HR
R LICO AT, EFRINFERUTHEER:
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1. BN - IEFEMN USB & ZEHIBR S22 E & SUEET .

2. NA - el IEAERITE,

3. 258 - EVE TR .

4. BREBMELZEH#IR - ELBTRBLEEIRE.

5 BXM-1ElEkM.

BEESIEMES, 551 USBIRZ EHER .

LED [NXRITA

R USB LED FE, ERRUTHEA:
2FBERESE - EEM USB & SHIIRS =2 AL S ST,
2F AN - EERITIEWLA.
EFBERERE - (El SR IR,

BEMXHMERH

BARENRERRUTER:

1 7E Lifecycle Controller HFESXHHIEEM USB HITEFISABNHRIE.
IR USB & RIFRBART, 27 USB INHEE FNERIHPIERELER.

BEFERPEMEBE—EA Resultsxml HEERH, HHEEUTES:

BREAFE - EENREEEEL 1D RiBEEIRZ FIERHIE,
1B ID - ZESNRMEIREEL ID Z FiEFEEIE.

1l §9FF 85 B ARG 8] - FES NIRIEIREEL ID Z fFiEREHE.
RS - EENBEREME 1D EESERAT AR EIE.
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21

£ iDRAC 1RiE[E] L ThgE

b # Dell 28 13 X PowerEdge AR 588 BB THHIRIEE LI EERIRIRE D44 . ZINEEEABINEEMITRSHFEE . XANLE
FRABEEEEREEMMISNEEHLE LA DRACIEE (Fitn, RERFEMRBE—3ISEE) .

&R LUTE iIDRAC R AEIIF SR ZELE iDRAC IRIEFE A ER (a0 OpenManage Mobile) . fEAMEBENR & L&
OpenManage Mobile R 2R, 7 &Ef# R DRAC IRIKE SR EREIER S E.

L = LEThaE B RIZER A Android ERG B INIEE EF 3 HF.

HELERAS, IhEE{ER T Dell PowerEdge R730. R730xd #1 R630 MR ARSEE. XX LLpRSEES, BRI LIEIFMISLY

R Bk, EREMMEENES, HEXLENREAKBT IDRAC BRHIFT,

iDRAC IRIEE] SR - ELHE :
HOEIRS - B SRR A RERUERER S A E . EHEEESHONERNEMEES, XFHTRAIHERBREHBRR
%2R, AREMRESEE (BUAMER 30 #) ALTERRSIHRTEIUHRER, RERSEEFHENIEEINKS.

© JET)LED — RPERI LB, Mz LED SAKREUR, RAREBR. 1, RMA TR EIEERNITE SR, LED
BRHBHSESRE.

7£ iDRAC LECE DRAC RERIHIRE G, HHMRERFENTRERNESA, EBXTIRSHFNEXESHMIT IDRAC

MERE.

i#33 OpenManage Mobile, ATIAHITIA T #R4E:

EEREEMER:
- EFRBNES:
+ FEEEARIDRAC MEIRE

£ % OpenManage Mobile FIE Z 152, 1557 dell.com/manuals _E321#AY OpenManage Mobile User's Guide (OpenManage
Mobile /5 #5E)

B2
L& iDRAC IR [E] 25 ThEE
FERAZNEEEE DRAC B2

AL & iDRAC tRiR[E$ThiE

Bid{E R IDRAC Web Rk RACADM, FJLABLE iDRAC IRIRFEHINEELUARIFEENIL &

WiE - EE LR E A T EE—METURELE iDRAC RIERI S IhAERIIH BIRAS -
- EE - BIARE.

- ESAE - fIFEEEEARR DRACIRE.

- RigEipE - fiFEEEEREMAENER.

- ZbipE - AR FEEEEEMEERE.

#BET - AT LB A2 A IDRAC RIEEHIEETN BT 28

- WREBA, BALMEEZABXARERLER . ZITH, HERIRHERE.
- WMREEMA, IR RSN BRI,
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BHR
1.

MAEC =

7£ iIDRAC Web EE S, #Z Overview (BE%5) — Server (PR%ZS8) — Attached Media (B HMAE) -
1% R 7~ Attached Media (2MIMNER) T1@E.
1f Attached Media (MM E) T, i%3F Attach (Mifn) B Auto Attach (B FIMIfN) -
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Eq £ 7 %\ FRSTATXHEE.
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EESE

BRI R

WEE—3TH

BLE IDRAC

NS BERERERR

1. HUHEBSTIIHRY CD/DVD.
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XA SD REBATLUMEAE . Blan, aR7E IDSDM RREMHINFHM SD &, SD12iEs (£) £, SD2 2&M+F. RELE
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fEEERS ERER—TNHE L.

THRIZIE B RS R
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WSMAN @& ITITISWiERF. BXiFlE, 15SH WSMAN AR,
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=R AR RIS B T—MSE L . SUTE R ARRTNSERR, STRIBBEIRIAM. SHiEH (BIFEER) i8R Lifecycle
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¥R .

Post Codes (FHlE#NKG) NEERAGEITRRIER. T B AARD R,

EEHS [ FMBERMHIR N
B TSRS

&EZIRGIBEF — SIREHRIBNCR T S/IANEGFT. 5ISMEFSTIRE AR IBRIREFEITHES.
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PUBETFHIEHRRIOIEE, AWM Dell REREFRTHTE, HELXEMRSEBIRIERZSR DRAC if1T) Internet. ERTAMNEFA
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.
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ﬁ i
« OS Collector TEA & TF Dell Precision PR7910 &% .
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UATRE IPMI BRFSREMBNEN Lnux BIERZHILRS (WREFR) .

K. 47: Linux IERZE MG SURE IPMI RS

Linux #{ERS ATFRE IPMI RESRENHS AT Bz IPMI RS K& S
Red Hat Enterprise Linux 5 64 i $ service ipmi status $ service ipmi start

Red Hat Enterprise Linux 6
SUSE Linux Enterprise Server 11
CentOS 6

Oracle VM

Oracle Linux 64

Red Hat Enterprise Linux 7 $ systemctl status $ systemctl start
ipmi.service ipmi.service

% F:
CentOS X% iDRAC Service Module 2.0 i B S AR A X 3.
MR PMI EREAREE, WAUMNRERED LN RPREBNNER., ERETRE, RSFIZEBE.
7£ Windows #{ER G+
- BE WM REREIEEET:
7E{F1E WMI Zf&, OS Collector 3% BEIBEI WMI FH a1 TS R1E.
R WMI EEH, OS Collector IE#RIESIFLE, HET—FHERES.
- REHENIBRER, FHERHAERZLIRERSHITEREUEM RS HIE.
{5 F3 iDRAC Web FE F &1 A SupportAssist Y5
EFFHERK SupportAssist &, FHITIATERIE:
1. 7£ DRAC Web REH, ¥ ZE#IT — IRSEE] — WEHER — SupportAssist.
ItkBt4 B 7 SupportAssist 517 .
2. EREHBWEEDR, ERTRBRERIE:

B — S HE Y SupportAssist & .

RAID #4188 HiE — S H RAID #5#I224Y SupportAssist &

BRERGENMNBAEFEE — SHIRMERSF R REFHIER SupportAssist & . ZELIEINT, EFUUTEM—IA:
- PSR SRR IR BAR RS SR .

- TREMEIE: EFET R RIS BT ERIEE.

Eq E:RAMERAT, “BH M “BRERGMNRARFRR" LTEHPRES.

RIBEEREI, WEBIEFTERRTE) B /R1EX LRSS0

IMRALG LEARIEIT OS Collector TR, NMIRMERGMNAREFHIBETUIEEREMATERE. RESERER “BRIERS
N BREFSE (BFEE:. AT 7.

MRALG EBIEITIE OS Collector TR, M ER ERWEIRIERGEFMN AZFHIEAIREZ: Last Collected:
<timestamp>.

3. HFERE OS Collector.
B | SIEHRENBRERS. EEER—NER, EXBIIEMEHIS.
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4. EEHERmE, RERENERLUSITHER OS Collector TERIIEHIE.
5. SfiZEH IDRAC ARLGIRHA) DRACRW FEHL USB & &
6. FARERTENIRMERLR OS Collector X #:
*FF Windows, iE1T Windows_OSCollector_Startup.bat.
S+F Linux, 1&1T Linux_OSCollector_Startup.exe.
7. 7 OS Collector ¥4 ##E 5% iDRAC f&, iDRAC £ B EIfilf& USB & & .
8. iR[EF| SupportAssist T1ii, % Refresh (RIED B4R, URARERAIETES.
9. ESHNE, BESHME TRFRMBMLE.
10. IMRBIEFEMLE, BHANEAENEMAER.
N, EERERAEHRERRMZEDR, REREHE.
£ RACADM Fzh4 RX SupportAssist Y5

@3 # F RACADM 4 Y, SupportAssist W&, & techsupreport 74 . AXE %52, 1527 dell.com/idracmanuals
24 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175 %38R) -

ERFHRTERRE LREHRRER

IEIAR LED AtR, HA4SERSEGEIRAT, LCD FHIEE Server Status Screen (REBRSREE) SUBEREERTE
MEARSS=5. £/ LCD SMRHREERTEMARSS, REEEFENZET. BRNEEEEBEEZITHER. X
LCD miR LB RHEIRERIIR, BHSHARSHN CARFEMD) -

E#E 5 iDRAC

AN TER /18 IDRAC ER M E LIRSS
WERE — ERSESH, $&%{4E LED %41 15 #.
WERES — A iDRAC Web R RACADM.

£/ iDRAC Web R HE=Ei& iDRAC

ESFBNIDRAC, 157 iDRAC Web REHHITIU TR{EZ—:

$ZE Overview (#iR) — Server (BR%KEE) — Summary (HHE) . 7 Quick Launch Tasks (BRIFRZFES) &, Bk
Reset iDRAC (ZE1i% iDRAC) .

3 % Overview (#fif) — Server (PR$3E) — Troubleshooting (#(BEHER) — Diagnostics (iSH) . %7 Reset iDRAC
(Ei% iDRAC) &

{£F RACADM Ei& iDRAC

EE#HEENIDRAC, EfF M racreset 4. HXEHEE, 15517 dell.com/support/manuals 124t RACADM Reference
Guide for iDRAC and CMC (G&FTF iDRAC #1 CMC B RACADM £&#3ERg) .

BIRRB A PR

SRR ARG A H X LB HFRI R PHE. XERGHEGEE:
Lifecycle Controller #(#&
BARIZEIERF
BANRIERZERSEFE
BIOS Eig ABIAE
+ IDRAC ERABUAE
HITRG ISR A, 1HHR:
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15307 iDRAC FREZZITHIBUR

B2 /& A Lifecycle Controller.
Lifecycle Controller 8BTS IEMRAEMAZS, Fla0 LC BE. EEEHIREE. EREH. L MwH BEEUR FP SPI (SERIEH
) PHEEEE.

4 & Lifecycle Controller HEBERXRAMMBIARAMER, LURTE DRAC ERFERMIEMER. MAZHNERSS
ﬂﬂi“}%e

BRI LAE A SystemErase &y SHIBR RN BN RGE M-

racadm systemErase <BIOS | DIAG | DRVPACK | LCDATA | IDRAC >

HA,
BIOS - BIOS EigAEIAE
DIAG - B NTVIZ IR
* DRVPACK - R ANIRIERFZRNIZFE
LCDATA - &84 Lifecycle Controller ##&
iDRAC - iDRAC EiZ HEIAE
BEEZEL, 1559 dell.com/idracmanuals 321 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM
STEEER) .

7 sE: Dell FARHLEIER R7E Dell S8 E % R iDRAC GUI 1, INEREER WSMAN S BRRZGHIE, REEIREE
BB, BFEHEHEISEN, HEHF CSIOR BT,

% iDRAC B A BIAKE

AT LUE A IDRAC 18 B N FTEF 5L IDRAC Web EEY% iDRAC EEZ R BKINEGE.
{F iDRAC Web R4 iDRAC Ei&AH BIANIEE

ZE{#F iDRAC Web RIS iDRAC ERAHT BIAEE, HERITUTIRE:

1. % Z Overview (#E&R) — Server (fR%58%) — Troubleshooting (&IFEHERR) — Diagnostics (iSHT) .
FEEN< & 7~ Diagnostics Console (i2EfiZ#I&) TiH.
2. Hif Reset iDRAC to Default Settings (1% iDRAC ERAZKIAKE) -

BB PR ERTERIRTS. DRACIEEFHSISHREAH BIAE. DRAC IPEEIRATZEIGE. EA]LUERRIER
=} BIOS it & IP.

{£F iDRAC & E AN HI2F1% iDRAC ERHH BKINEE
T(EA IDRAC 12 B ARISHFIE DRAC Eig N B BAE, BEHITILTHRIE:

1. % ZE Reset IDRAC configurations to defaults (4% iDRAC Bt E Zi% AZIAE) -
ItEAT4% £ 7~ iDRAC Settings Reset iDRAC configurations to defaults (iDRAC 1% E41% iDRAC ELEE R AEIAE) T1H.

2. BER.
iDRAC E®EHN.

3. H#i# Back (E—#) SfiZER— Reset iDRAC configurations to defaults (1% iDRAC BB IR AIIAE) TimE, EFEMRY
HR.
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ils (] A=1H
= Do) &R
ARESHIE T THIE R o]

AGEHHE
ek 21t
Active Directory
%\ — yé >E

ra
B FES

IS

BN R

vFlash SD &

SNMP Z§3iF

Fhigig &
* IDRAC Service Module
* RACADM
- Hith

AgEHHE

i&iZ Internet Explorer fi£Fl iDRAC Web FHER!, Aft4 SEL AR “SHEAR" EHETHRE ?
XEETHEREE. ERRLEIEE, FRITIATERE:
1. 7£ Internet Explorer 1, %% Tools (L&) — Internet Options (Internet 1) — Security (&%) , EEFEEZRXTEH
EHAHXIE,
f5ign, R DRAC & &M TAMMAIBM A, NEFEARH Intranet, REBEFEHEXEI...
2. ERSWEFOMVTHT, HRBHAUTIER:
+  Automatic prompting for file downloads (XX TEHEBEMER) (WRLETIRTA)
*  File download (Z#T%)

/\ i ETMERAT 5 DRAC AR S, FREER TR RNEREFARES LR,
g2

58] iDRAC Web RER, RASRER—FRREELLIFRIER A (CA) Fiffik iy SSLIFE AT S.

iDRAC 12— M ERIARY IDRAC RSS2SR B kMR BT ET Web B R EFITIE RACADM HHTIFBIFTHIMK L L. ZIEBFE
HAME CA A . EfORILIEIE, & LH—1HEAE CA (5lan, Microsoft Certificate Authority, Thawte 8% Verisign) 1% /Y
iDRAC BRESIEH .

J3f+4 DNS BRS84S iE M iDRAC ?

KL DNS fRBEME S 21X 31 NFFFEY DRAC ZFR.

5i5] iDRAC &F Web WA AR, RHELBR—FREESHRKA SSLIEBENES iDRAC EHZFLE.

iDRAC &8 — P EAIA iIDRAC BRZ BFH kMR EE T E T Web IR EFITFE RACADM #HTIF B IME 24, NRFHIZ
W, Web MR B R—E&RLEE, EAMEL DRAC HELIATEES DRAC H14 (a0, 1P #bht) FROTE,
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BHORIEIE, EES—MME AR P ksl iDRAC #1424 iDRAC BREZSBIFE. L4 CSR (ATMEAIER) B, &R
CSR BYE & (CN) 5iDRAC IP bt (ZnRIERMAL LS IP) sEMAY DNS IDRAC &FR (ARIER ML 45 iDRAC SEMAIRFR)
E.

E7HiR CSR 5EMHEY DNS IDRAC B FRILAL:

1. 7E£iDRAC Web R, % ZEH# — iDRACRE — M4, MEEIS B RMLTIE.
2. 7£ Common Settings (EIBE) B4 :

3£ DNS LiEfR iDRAC £IR .
+ 7t DNSIDRAC B¥#FEk s, #iN iIDRAC &R,
3. BENA.

Active Directory

Active Directory 3R M. JAfAIAER LG ?
ESBAIL )RR RS, I57E Active Directory Configuration and Management (Active Directory B BEFIEIH) um L, B
Test Settings GIIIXIEE) . BEMAERHEE M. BEXEEH BTN, HEMRABTRNSE.
BE, BRETImE:
c HERN, BWHAEAERNAPES® (MAZ NetBIOS B  IREFAM DRAC AFKF, EEAAMERERE
iDRAC. %[5, 1BMR:
- 7£ Active Directory Bt EFEIRTIE Lik+ /3 M Active Directory £,
- IDRAC MIZECE 71 LAY DNS R EIEf#.
- MREEMIERIIE, NIEIEH Active Directory 1R CA JEH _EHZ iDRAC.
- WNBREFER LM, iIDRAC ZH#RF IDRAC 188/ 5 Active Directory TR AL & ILAL
- WMREFERFRESRN, ARFEZS Active Directory B & FLHL .

- MRAFAMIDRAC MR TARRES, WAEERREERMBFAEIET. EFEEEIED, H@A DRAC XF
SFAAEREE .

K EIFIEHIRE SSL IEP LR iIDRAC FHEIZEIEB BRHIA.
EMEE B RIEBMIE, Active Directory ERMEKN. MRERSERUTIERER. RtASZEXFER ? MATRR ?

ERROR: Can't contact LDAP server, error:14090086:SSL

routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check the correct
Certificate Aathofity (CK) certificate has been uploaded to iDRAC. Please also check if the
iDRAC date is within the valid period of the certificates and if the Domain Controller
Address configured in iDRAC matches the subject of the Directory Server Certificate. (Hii%:
ToiEERR LDAP MR45%%, 45R: 14090086:SSL routines:SSL3_GET SERVER CERTIFICATE: iEBIGIEARK: &K
BRA O IEMIERVGENAE (ca) IEPB L#EP] iprac. iGRINARE iDRAC HIAREMEIEBIBENIHN, FHE
iDRAC HAC & g il s bk 5 B SRS ERAE 5 0 T RE . D

WREBAIEBIIE, & iDRAC 5ERMSATEL SSL EEE, DRAC H¥ERE LK CAIERIIEERRSFIER. SHOE
PIIEL M &R E L REE 6

iDRAC HERBH AR EEFIEF S CAIEPHIBEXME. #Z iDRAC FFEFIIE R B EXEHA,

7£ iDRAC HEL BRI HIsS it S B RRES/IEBH “FH” 3 “FHEAZR TLE. MREFER P #lt, EEIET
—NE)#. WREFER FQDN, EREERANEEEEHIEE (MAZE) A FQDN. 20 servername.example.com (A
£ example.com) .

BPEfER P Sl (EpimiEml gttt IEHEIFE SR, WMRMRILER ?

B B I FI22IE B A Subject (EER) 3 Subject Alternative Name (EEZREZM) FH. BE, 7EHIEHIZEIFHEH Subject
(FER) 3K Subject Alternative Name (EFEZR &) FEH, Active Directory FFREHBMAZ IP itk EfERLEE, 1§
HATLATHRAE:

£ IDRAC L= HIZRAEN B (FQDN) BECE A LA F/F AL, SRS S/EP R E/M s/ & A AR,
EWMMARSFIEBLUE “E/B” & “TREMBM FERPER IP ik, M5 DRAC HECER) IP ik LA,
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MRRIF ST EEHI M A EE SSLIBEFHIEREIEER, EZAEPEIE.
HEZHHEPERY RIWE, AR EEsSRtt ?
XA IDRAC X FTEI g HIg fEH1Z (FQDN) 3k IP it
{AAACE Global Catalog Address (£ /EémFititlt) ?
MRIBEROERM AR PMAREREBTRNE, NATESL BRI, EXMERT, BIXATLUER Universal Group
GER4) -
MREANRIERGERER AN A EEARERREF, WALEESBHEFbL,
MREANRY REW, WREREBRFL.
ERBNEGSREMNA?
iDRAC SCiE#E R FRED B Az HIsstthit, WRAFPFMAGENTZEP, BRERR.
MREEE “2F/ITHIEEU” , DRAC fBEEN “2/HKRRE" - WRNEBRERFRRIIHMBNR, XLETIRSRR.
iDRAC #44%7E SSL H{#F3 LDAP g ?
2. FIBRIEEEITRLiRO 636 f/sk 3269 #iTEH. EMRXIREITIEF, DRAC {X#1T LDAP CONNECT LAFRESi%IE]
&, MAREIEREER T LDAP BIND,
7ft2 iIDRAC BRIA B FIE-BHRIE ?
iDRAC 32 SETIR AR EHLFIR IR DRAC EZBIMIEIEH RN GH . RAZITIERIIE, BEFLURIRISIEHI R0
SSL i%#. AREXEAN, MREEFREEMBELBIERIRIEAIRIEHIZE, @i Web FEsk RACADM JFHEH .
iDRAC & #§ NetBIOS &R ?
BERR AR X H .
At 4ER Active Directory E—E R BREFERMNTEKEN S ¥4 e E 72| iDRAC ?
Active Directory B—EBRME R FERIBERFETE] 10 FihsRaesTm, BERMRIGIEE T HIE DNS BRE52EF & A DNS BRE
7%, MHEIEDNS REB[BELEMEE, NATERFEEAMNI A EEER. 4 DNS REFXAN, FitSHI DNS #8hf. 7EX
MIERT, DRAC RfEFA &M DNS RREFJHITER.

Active Directory %} Windows Server 2008 Active Directory hZEREHTEE . ZBESFiE, HAMEMNTR—FE
th, HERPARIZENER. SERREA TR E%E iDRAC K, Active Directory E—& RS K.
XAt R TFAXKBIARIERM. Active Directory BRE 22 EIEFNLELE .

Security (%) - RE\AIFEEEAFAHERITENIHEZEREURFEARKILE .

NE - PERARBBTETFHES %FIFR,

THIRATHIREARE A “R2” . BREERSXEREEMANR LSRR, ERTLUERAENRTIEHERKRE.

SSO &R7 Windows Server 2008 R2 x64 M. TEEH FTHPLL IR E A REMRRIL SRR ?

1. RIEIRHI B RN HE RS 1T technet.microsoft.com/en-us/library/dd560670(WS.10).aspx H /4B HIHR1E

2. ECEITEHNLAER DES-CBC-MD5 ZH54H.

XEG B RS MIMERE PR EN SRS AR AEFINREM. Kerberos SREE A FRIEEMBLEN T
Computer Configuration (GFEHIAIE) — Security Settings (££1%E) — Local Policies (A&M1%5M) — Security
Options (REIEM) T

BRI E P mEEEHN GPO.

EHESITR, AN gpupdate /force HfFEMH klist purge S HMIERIA Keytab.

B# GPO 7, BIZFHY keytab.

1 keytab £k E|] iDRAC.

INEF LAE R SSO %3 iDRAC.
J94+247E Windows 7 1 Windows Server 2008 R2 E, Active Directory Fl F#E{T—E kg ?

o o &b W
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EA5E BB Windows 7 F1 Windows Server 2008 R2 HUiMZE 24, EEAMEB AR,

UEERNAESEENRNARENER.
3 % Start (FFHR) FHIE1T gpedit.msc. BEEIS &7 Local Group Policy Editor (Ahi¢A%ERRI3E) & 0.
HEE AU ENIEE — Windows I E — LB — KM > REEW.

A2 83 Network Security: Configure encryption types allowed for kerberos (&2 : BLE Kerberos 7 iFHIMER3
&) Fi%$% Properties (JBlE) .

5 BRAREE.
6. BEWE. WEFTLUFER SSO &R DRAC.

3FF Extended Schema (MRBZEMA) , HITUATHMIMIZE:

1. 7£ Local Group Policy Editor (Zih4AREE4R4EES) B O+, SALZE Local Computer Settings (AiitEHHEE) —
Windows Settings (Windows &) — Security Settings (££i%8) — Local Policies (A1h%#) — Security
Options (REIEIR) .

2. H#H i Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server ([4g%& 4 : PR#I NTLM: Z{EEiE
BR &S ERHYHuE NTLM JEfSR) % Properties (JB1) -

3. EIF Allow all (£FBAIF) , BE OK (FAE) , SAF%H Local Group Policy Editor (ZAb£A%KIE4RIERS) HO.
4. %ZE Start (FFHR) HiE1Tomd. HEISERGSIERED.

5  iB1T®W% gpupdate /force. (ARMEEISEH. THRE, BXAGSERED.

6. % ZE Start (FFIE) HiT1T regedit. FEENIS R~ Registry Editor GEfik4R1E8%) H0.

7.

8

9

NN

S ZE HKEY_LOCAL_MACHINE — System — CurrentControlSet — Control — LSA.
EAEMNEES, GREEHEE New (F1E) — DWORD (32-bit) Value (DWORD [32 fir] {£) -
. BETUEMR IS & ) SuppressExtendedProtection.
10. A#E%EH SuppressExtendedProtection 3 &3 Modify ({£%) .
1. 7£ Value data ({E¥(#E) FEXHEAN 18T OK (FHXE) -
12, XAGEMERESREO. MEATLUER SSO BF DRAC.

I8 J iDRAC BA T SSO #f# M Internet Explorer 3% iDRAC, SSO & &MHRTHMNEPZMBH. NARRILEIE ?

EHIR IDRAC IP #t5) T TR — Internet i — & — ZFERERT . MRKRIITHP, SSO SERMIHRTEMARF
BMEL, FRHEGHF U

HeEFER

5/ Active Directory E & KHRINGEH R iDRAC FEH S M5 $hATiE.

1IEE R Active Directory HEEFEFITIEBE T 10 #, BUMREGEMLEIIE PIEE T Eik DNS RS 2E% FH DNS RS
22, FHEI% DNS PR 255LM, NMATREEEKIAM S $h. DNS RS =ZEHIATFEAS H IR DNS #8At. iDRAC 13{ER & A DNS
REEBILEER,

ActiveX 1tk T A M s 17185 .

R Microsoft Windows #2{ERAZ X I EEEK. Windows XHFAIRMBINE R INZIRFZIZHE (CSP).

—fRckii, ERTIFER PR EEREFEESEER CSP, EHI Windows BF (Ctrl-Alt-Del) REIS St RIBN I FRHASE
Windows 2EHMEIE e RH TR PIN IHEE.

&k PIN FIE#.

KRESHFEETHETAERMN PN 20x it ZmiiE. AXTERLT, KRRALHHNEEFLITHLRIEH S5+,

FEIH &

BN{E#EE M IDRAC Web REEH, EIMEH ASIEMAREE. XRTHNITASG ?
=M. XHF “Virtual Console Viewer” (EIMEHIAEERRS) HORUBLHENNSIE.

FERR 55 8% _E A LT X AR AT U Bhf R AR RS S A 211 ?
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ATk,
A AERXAR MG TE 16 #4 8E 5 FMR SR LA T ?
fEAH A P BN S MK AR R AR L 4R 1E
FTF A A ST BT EIE RS ?
%H, DRAC WEIAMMSTITHIEKE, WIARIIZIFTH .
A A P AT A KRS HT FE AR SRS ?
LRSI S AR, AR A EEXFSIT AR,
KAXRMMFRT LS XA MR AR ?
T,
KEAXMITFH & RERXHATEES GSE LR ?
NS, AR XFAABMSREEHESIETX.
iDRAC F P#TH ek X ) A Bk S5 2R AR SR F AT AR ?
£ B E DRAC BLE PRI A FERAT LUT FF ek XA A I HI & o
A1 3K 45 A 3 AR S5 SR AL IR AL ?
KRS B R RTE Virtual Console (ERUZHIE) TIE L.
ERRXWR iDRAC.VirtualConsole.AttachState BIRES, BFERAUTHS:
racadm get idrac.virtualconsole.attachstate
B HM Telnet, SSH KIZFIERIEFEATIIHS:
racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState
EEPMEHIE OSCAR ERFESEBIRS. AiTHEaBARE, SERZ[EMEZNERFERS. ZAM, BRESERR
iDRAC E& i EARMITHIE .
At ERIEHEEOPETIRGREIR ?
1R Management Station B R /REg S PHRIRE J9 1280x1024.
J3ft4 Virtual Console Viewer & 7 Linux #4{ER G HIELM ?
Linux FEIEHIEEEREE UTF-8 ZH&E. BEXFIREHERFEFE (WREE) .
S3ft+4 Lifecycle Controller & Linux 3CAIESHI & THRIFARES ?
EEHI AT E USB RARIEEIFEF, 1B USB RARIRFIFERFXIE X-Window HRIERZETAIH. EEMIEFHIAEES S, HITT
FIHE—R1E:

% Tools (T E) — Session Options (£iE%ET) — Mouse (fR#R) %I+, 7 Mouse Acceleration (FARINIE) , i%
% Linux.

ETRFRET, &FEP—RFRED.

ZA{a{E Virtual Console Viewer & O sh[E 4 RiRiEst ?

ERIEMTHIERIERT, WRARERGIEE T EMMERR.

MiRE &L DRAC EINTHI &% iR L/ Single Cursor (B—34R) &I (iLF iDRAC ERIIEHI G AR Tools (THE)
T o BRAARAFRER.

BT EIEH SRR R K Microsoft #IIERGRT, FLUERRETRIRSG ?

. HIG7E BIOS FERBAEIEFI AN RS IR RE M Microsoft IER SR, REF 4% EMS EZEER, EXET
FRIEE OK (FAE) . BAREAMARSZ LiEE OK (M) , EEHBShEEEMNARSE, EFRE, RBEBIOS Fx
HERIESIE .

A5 2 Microsoft £ Rk, FARREAFPELIEFHIEEBRR. ERHERFIERIGER, 1552 %A DRAC KEARERFHRIEL
EHlE, RAEBRLRERRERERS.

Jaft4 Management Station | Num Lock (3=F8ixE) fRRATA 68 RAUEFERRSEEF_E Num Lock BOIRAS ?
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Hi&@id IDRAC 1iiE]RT, EHRuf_EHY Num Lock $&7RkT A —E SRR S5 85 L8 Num Lock fRFF—%. Num Lock HYRZSEURT %
BERESEMNTRERSRMEE, ST LM Num Lock RET XK.

H AN M ENE T ERES Q< 1ERT R /R %4 Session Viewer B[ ?

SEENE RS EEINTHESIE. IRMERZ .

MREIEHEASEEERHTHAEAERMAPHRAZERSS, F—MNAFPREARIIELER?

B, MRAMAAIGERS, AELHRERETHI.

BITRIMEHAESETESLHHE ?

BIER 5 MBPS EIZLUAS RIFMEE. HIKMEETRE 1 MBPS EERE .

EREBITEMEHAEETARKREENR ?

management station Z3K Intel Pentium Il 500 MHz 4328 F1 % /b 256 MB RAM.

A LEREFISEERETOEHNSETR “KTEE” WER?

CEIEESTEEZE N DRAC EIMEHI &G G RBEREIZERSRREUMN. —RERLT, HEERSHLAN, TS
MkiTH. B, AIgESEAEIERSSE R EMSTIERRET 2R IES.

J3ft4 Virtual Console Viewer & (A< 2 R"Out of Range" (BHIEE) HIfER?
TEINES TR E AR NS EEE DRAC BEBHRIINEE. ERSBERRFEREZSHITISSSHELE
BERtER. BE, YRR (FlanisiAER NS TR) RESHNRATER.

M IDRAC Web REBREHUEHI A LIER, AHALER ActiveX REMHEN ?

iDRAC AIREREZEEMMSFIERP . ERLEESRXEHEIEFESIENERLLBHED, 5% DRAC HRINEIZE Fim 5T
BHZIEE SRS

B# Tools (TR) — Internet Options (Internet JEI) — Security (£4) — Trusted sites (AI{SHA)
BERuk s M IDRAC #9 IP #i4iEE DNS &R

BERM.

# Custom Level (BAENER)) .

£ Security Settings (£Z£#% &) B[4, 7 Download unsigned ActiveX Controls ( FEiRZ &I ActiveX B#) Ti&#F
Prompt (3&7R) -

SIIF ISR

A4t 4 Virtual Console Viewer O RNEH ?
WMRIEFEUNBBR, EEEEMTHESIR, BAFUBHNERSZHEEUNRINE, BFRSERTERSSHFNIEHIS.
FREMNEHAR, At4ARIRE DOS FAES ?

Dell BIOS ¥ RARIREIFZF IR PS/2 fRkr. BRI\, PS/2 MARERRIREHHENAE, XSEMRFSEIR. iDRAC &

£ USB RARIRFNIERF, RVFFERAMAEH HiEBIRHEEEIRMNRAREEIREE. BfF DRAC 3% USB HIEXT AR E (584

Dell BIOS, BIOS Bt &g HEF AR EH BITHRIBERE., ERELRE, £ “Configuraton” (BLE) REHIFRIR

BWRIEEH “USC/Diags”

RHEL 7.3 MS B R % Java {EHMERL T EHELIEHIAR,, “Instant Messaging” (BIRFERMEE) «  “Performance”
(HgE) A “Stat” (ZIHER) BOPMXHARATEETIEER.

A RIESE Alt+F4 ATILEAE O

BEEPIENAR, RIRMREEMIEHESTIES), BELAMRGHARER. ATASEEXMIER, WMARRR?

R 1% Mouse Mode (FRARER) & E A USC/Diags, BiakEXTMEL. ZT Alt+M HRBENAT AR RS EFRARIF. BX

2T Alt + M 71§ EBUESI & LB RAR.

B4 2 I 2M CMC Web EEE5) iDRAC Web RERT, Ht4 GUI £IELEBRT ?

M CMC Web RE/EEFN IDRAC HIERUSHI AT, FiITHEEEOUBEIEIISHE . EISH ST A BEE D% XH.

EEIR FEH3E— IDRAC A4t EE) GUI FEIITHI AR, WRAEREEOX<AZE GU EEE, W IDRAC GUI £1E#BAT,

IR B OFERIEHI & X F B M CMC Web REZ 3 iDRAC GUI, LtEIBASHI.

Jaft4 Linux SysRq $27E Internet Explorer L& {EM ?
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Linux SysRq #2175 M Internet Explorer £ EIMEHIBRIAE.. E&iE SysRq #, 7EIR{E Ctrl 70 Alt B2HEIRT, 32T Print
Screen $2/ERMEE R Internet Explorer BIEIRT, @i iDRAC 4% SysRq 824 X FIEIE Linux PRSZEE, HEHITIATIRIE:

HOEE Linux BRS5 38 LR BEARBETNEE. ERIUER AT &L 7E Linux L E#ITHUE:
echo 1 > /proc/sys/kernel/sysrq

B5E Active X Viewer B EHIBHER
# T Ctrl+Alt+Print Screen.

{X #2714 Print Screen.

#£ T Print Screen+Ctrl+Alt.

RN

o AN

E4 % Internet Explorer 1 Java HH{F 3 #% SysRq ZigE.

Ft- 2 EERES & KB E R Link Interrupted” ( “EEEFET” ) BIER?

ERSBREMS|ISHREPFERALZMEH AR, DRAC HEFFIEE, R BIOS EiRM&. MRFEMAHRE 10Gb M+, iFE
FHElSE, THAINREENMNE TR B BERMMNY (STP), MFEmEaIEgk. EXMIERT, BEiUEREEEIR
EEERHHIK OB A PortFaste EXRZHIFERA T, ERIEFIS&BEITER.

TG E U ER TLS 1.0 B, BEIRA HTMLS MERIEH & KM .

BRRIGENEEEE AFER TLS 11 HESRA.

iDRAC [El#45E#iZll 2.60.60.60 /5, &% Win - P ZEEIIZEHIEFATH.

BEMAR Active X = ATRES S EULLBIRE . FRPRILENE, HM Web I 5T 28 BOEHE M-I 51 1 o M BR B A 251
AvctViewerAPP ActiveX 124 . SAREMBINNTRHiFEEMIEHIE . BEhRERMIRAR AvctViewerAPP ActiveX 1514,

FEFUATT R

At LB RE PR EEAN U ?

« HIMKEBETE, IDRAC BSBiIERE, FEr RS S MEIIRERS B AEE.
. f%u&%IJL‘E**H%HT EAMFEMNRSIENERE. 2H TLS iFB RN TG EAw A iEE. B2H TLSiFHRH

a. [2xh Java Control Panel (Java IE$IEHR) -
b. BREBRHEIF.

c.  #%l Check for TLS certificate revocations check on (&%= TLS iFBB#HEE) EINFH1%F Do not check (F#&
=) ,

d.  Ei Apply (BIA) , #AF8 & OK (FAXE) . Java Control Panel (Java #FHIER) & 0155,

WMREARPIHRARZTEN CD, MWK COFAIREFGENFRIIGE. AXMBFRLT, MREFIKFRSGIEE CO HIEEK
K, MIEHA AL B EEEL. MREEEK, HM GU i#ﬁ&?&#ﬂiﬁ?_ﬁﬁﬂ’ﬁ%fﬁ

Jﬁ%g ;?%A?g Web AEFRIBIL A RACADM 4 EX “ENR” EERE, ENAREEEXE, FAEEENN
J\Z ES

EEIMEEEMIREIEE, BEREIT R Client View (BEFIFME) HO.
FH 2B EM N R LREE Windows #EERGIEL R E AVRTE ?
INEREF Dell Systems Management Tools and Documentation DVD &4 Windows 1&{E&%:, HHMEEERIE, NHTFMEKE
iR, RESIEFAEEEFEKHRTEIA B0 DRAC Web RlHl. REFOAFASIERREHRE,
I ENREEE AT SiRE ?

EFERYG L, 110 BIOS & EREFHEZSISIH. HBEM CD. EIRES vFlash, HRIBEEEXILESISINF. 1t
4h, £ CMOS IR BEMSISINFHIET “=8” %5, UWFEEMEETSIS. 50, EM CDEBHESIS, Wi CD%Ezﬂ%%EEE
HEIEIRF R —NEE.

BRLL A BR KBV TTLLIG BE AT 5| S8 & ?
iDRAC RFIEM LA TR S| SN RSS!
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+  CDROM/DVD ¥BN &
ISO 9660 s
144 BRI E IR
WARE ARG INERT R TR ALY USB INTEER
USB A7z &A1&

AT USB INGERIR AT 5|1 Fi8%E ?
ERTLAM Windows 98 BEh& 5| SHIE ARG HNBaEEHIE| USB iNFER. iR, M DOS RRFLBAUTGL:
sys a: x: /s
Ho, x RFEERENTSIFEEH USB NEFEE.
BRI FRIEMMAEERTIE%E. (B2, 51T Red Hat Enterprise Linux 8 SUSE Linux #£{E R 5580 2% L Ic 3518 BIE IR
B/EHRICD % &. WAMRR ?
R Linux REATCEE BRI AE B sk B AR MENL CD IFahgs. EMEHELRERNEE, FEKRE Linux S
FIEMRERNFNEET R . EMEEMRERNEE:
1. $TH Linux S SRRFHETUTHS:
grep "Virtual Floppy" /var/log/messages
2. RENZIEEMREHFZBHIC TRIE,
£ Linux R EITU TGS
grep "hh:mm:ss" /var/log/messages
hh:mm:ss /& grep FE S5 1R [EE 2 AIATE) 2.
4. EZE3IHP, BF grep HLNERFRIIE FELRENZEEZ.
TR M IN H R B R IR A IR RER
6. 7£ Linux IBRFRETUT®S:
mount /dev/sdx /mnt/floppy

Hrh, /dev/sdx BB 4HPLIMMIEER, /mnt/floppy =MES.
EMEEYL CO Wohas, FTEKR Linux HDECEIEIL CO IRFISFAIIRE T = . EMEERL CD IRE)E:

1. #TH Linux LR RHFHETUTHS:
grep "Virtual CD" /var/log/messages
KEIZE BN RIFZBHIZTRIE,
3. fE Linux IBRFREBITIAT 94
grep "hh:mm:ss" /var/log/messages
hhimm:ss & grep 78 118 E1S 2 AR a3 .
ELB 3%, EF grep MR HIKEIRF Dell I CD HIRE R .
iR B LM HEREENL CD R
6. 7E Linux BRFFILEITA T @4
mount /dev/sdx /mnt/CD
Her, /dev/sdx BB A PEIMANEER, /mnt/floppy =M.

AHAZEER IDRAC Web R EHITERREHEHMZE, EEBIRSHOELMENFWMER ?
EfrEHLER DRAC iR, MIBRZIZER, HETEMIRNE. DRAC TR ERGE, BB ESEML.
A LER USB & ZIG, AR USB IR&ERMT &R ?

ERN BOE & vFlash & ZHE B A USB & EREREN USB 2%, HATNEZF—USBiHO. 8LSEMERNE
8¢ vFlash USB 1R & &2 £ 41 USB BB FEIERT, FREREEIN R vrlash R FZAS M EN USB RLGE T, KR
EIEE. MRENREREER—DEMNRILSE, BIZMHMIDBE—IRENEMUN R vFlash ] F. BITEZERGY
EHUSBiRE, REBFERAXLILE.

USB Reset (Eig) A/ AER?
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TR EIGEER RS HFAIZIE USB &M Ah USB &&.

AT SEER AT FR A B A1 RE 2

ESUMEBN ROREMNEE, BRIEATEMEHENEMNR, SPITTIIE—BRE:
BB IAERKIEE.
RN BRMEIE &8N,

By & EREAT, FERSBMELNRRELES G DRAC ZEIRHEELMTZR.

IR IE(E AR EM Windows BRE=FIRIERS, BELERFRI Windows Event Collector B Windows Bis%. EHITILHER
1€, B ZE Start (FFIH) — Administrative Tools (BT H) — Services (fR%) . A#EE I Windows Event Collector
FEF Stop (f21F) .

EEBRAEEN USB IERENAER, BTEMN T REER—IERRE, AtASHIEREMHER ?

R AIFRIENA R ERRERNE. XFATEERNBANSHEAERF, REFSINEMLIERE.

EHRBIRNEE S MRS R AR ?

RENAR B IR ENES 3 #F FAT16 B FAT32 TR 4.

R LTEEE B RiESE DVD/USB B, BMEEINTRYEIRER, NAERERER?

MRBTERTIEXHLLZF (RFS) e, ML BREIREE. B—XRATALUER RFS SEMN R, MAREREEFRER.

FFRBT IR B H{UER TLS 1.0 B, BaIRA HTMLS BB A .

BRGNS E AER TLS 11 KE S A.

vFlash SD &

vFlash SD kA A4 5E ?
WMIREIE AT, REGS4HiE vFlash SD k. fflan, 7ZEVIEIRIESTES.

SNMP I&3F

HHLEREE “Remote Access: SNMP Authentication Failure” (GZ#2ijia]: SNMP IiELm) ?

{ERTIRINEERILARRERSY, T Assistant 2K IGIFIEZAY get F1 set FIARH#R. 7E IT Assistant B, #&H get EIRZHR = public T
set BIRZFR = private. BIATER T, AT iDRAC RIBFZFHI SNMP RIBFZFFRZFRJ9 publice & IT Assistant %& i set iEK
Bf, iDRAC RIBIEFSHERL SNMP IEESEIR, FAENES B RN public BIEXK.

EfFIEA % SNMP BIEFEIR, SN RIBREFZEZHEERETR. BT DRAC RATF—1ENETR, EEsnmst T
Assistant 1% & F FHEEIRY get 1 set HER TR,

FigE

B EER RGN EMEENEERER, HH OpenManage Storage Management B REIFE (£ &L IDRAC £, KA ?
iDRAC X BREFEHRARNERE (CEM) FiXFHHIR&NIER.

iDRAC Service Module

FER R IIZIT IDRAC Service Module &, =7 EIE; OpenManage Server Administrator ?
L, BAREZENE Server Administrator. E R K IEIT IDRAC Service Module Z 81, &R EE1E iDRAC Service Module 124
B Server Administrator &g .

TR E FHIRERGH RS E RY iDRAC Service Module ?
EMERSZPREBE R L IDRAC Service Module,

1E151T Windows HIR % L :
ITFSHIER, 83F iDRAC Service Module 25 FERERRFNTIERS.
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«  FEBIT Linux A% L
BEITES rpm —qi dcism. INSRE R IDRAC Service Module, EREVIKAH installed (BR%E) .

E4 ’E: E4E Red Hat Enterprise Linux 7 LR &R % T iDRAC Service Module, i&f£F systemctl status
dcismeng.service %%, MAR init.d H%.

AT A 2% th 2 % 14 iDRAC Service Module Bk A S ?
FEE B4 P iIDRAC Service Module BIRRA, IEHITIL TIE—8/E:

ffoxBEHE — EHImER — IBFMIIEE. 2% %89 IDRAC Service Module FR A IEF I EERRAIE TR .
EZROER - BERERIERF.

2% iDRAC FR SR FF BN RIEBREFIR M4 ?
F2 4 iDRAC Service Module, B EHEIE R R FIRIRR.

£ iDRAC Service Module 2.0 }fi B F 2 i 4 1224 iDRAC Service Module A, R REIREE, EHIBESERZIR. &
SERPERE, TREXXBNBRSEBNESEE. NARRIEER ?

%% IDRAC Service Module Z B, 1ERRIRSEEEE 12 X PowerEdge FRERBHRESRA . thod, HREEAMNR 64 LF
.

ERERGATHRERUTHSE, BMEEEREE “iBid USBNIC \iR{EZRSE] iDRAC HEIR” Theeth2antt. FEEM
4.?

iDRAC Service Module T34 FR{E A 43 iDRAC HiBiBiE S iDRAC #{TiE(E

iDRAC Service Module {EFifiZ USB NIC MiRER %R iDRAC WEIBETHEE, EIL5S DRAC MIiElS. B, BEMEERERA P
mABET USBNIC 0, BEtTEENL. YEVRMERERAREEGR— 1 BREBNS I %EH+ H USB NIC BFRfERE
HIRFRRFIAE N, A HIXMIER.

3. 48: iDRAC BRZ &R

Bz S PRI L T¥ EEER &% ik ]m

ERIA 10.94.1481 0.0.0.0 uG 1024 0 0eml
10.94.148.0 0.0.0.0 255.2556.2550 |U 0 0 0eml

link-local 0.0.0.0 255.255.255.0 U 0 0 Oeml

link-local 0.0.00 255.255.255.0 U 0 0 0 enp0s20u12u3

R GIF, enp0s20ui2u3 2 USB NIC ##0. fEmAMBir8BESHIMN, HH USBNIC EiZzliFFRIVAE ). X5
B 7E iIDRAC Service Module 5EFI2{EZ %1 iDRAC %l iDRAC HiB z [ ILEIE G5 . EiShnEREEIss, SRR M EHIE
{EZ& i 1a] iDRAC USBNIC IPv4 Hifik (BkiAHER 169.254.01)

B, EITEUTRRME:

TEME—R B #5885 _E T4 iDRAC USB NIC itk

WEEEERPMBEAEEZNSZE, UHREENEE IDRAC USB NIC IPv4 #itibhd, BEE¥%iEs USB NIC,
7 iDRAC Service Module 2.0 FIE R iRA L, 7E£ VMware ESXi JR% 28 h 4 iDRAC Service Module B, EilZIENEHE
33 vSwitchiDRACvusb, i%[1287E vSphere 2 Pk _E#4b4&  iDRAC Network. JN{ai§E MR ?
1E VMware ESXi BR$585 % % iDRAC Service Module VIB B, iDRAC Service Module 61| vSwtich # Portgroup, W{EE T
{EFR SR IDRAC ATLAZE USB NIC #X T 5 iDRAC EIREHTIBIE . EIEE, R vSwitchiDRACvusb Fiuf [4H iDRAC
Network S &#iMkR. ZFaMrR, BERITUTESEZ—:

4% vSphere EFIRELE RS, REMIREZE.

¥ ZE Esxcli HEANUTHS:

- MIB&IKO4E: esxcfg-vmknic -d -p "iDRAC Network"

- MB& vSwitch: esxcfg-vswitch -d vSwitchiDRACvusb
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K 3 BATLLEE VMware ESXi IR %588 E E 2224 iDRAC Service Module, BElHiX 4%t AR % 28 1 AR ThAEIG]EE .

£HI8Y LifeCycle BEMTIRMERG T ANME ?
EBEEH LifeCycle AHE:
3%. 49: Lifecycle HiE

BRIERG fuE

EHEERE — Windows HE — R&%. FiA iDRAC Service
Module Lifecycle Hi5#B1%E #1255 & #7 iDRAC Service
Module T~.

Eq EEISM2MESHEAS, EHEHATREHE

A ‘ Lifecycle Controller H5R&# . 7EiSM 2.0 FiIE R/
Microsoft Windows MiZrh, F%485S%I2] iDRAC Service Module JEZ R
-Fo

Eq E EHRAABRAMEATLUER iDRAC Service Module
RERFHTAE. 7£%2 % iDRAC Service Module &
KREEFN, SRS ZAE.

Red Hat Enterprise Linuxy SUSE Linux. CentOS #A Citrix /var/log/messages
XenServer
VMWare ESXi /var/log/syslog.log

FESERR Linux ZEEF AT £ ML Linux MEBR AR ATHITCH ?
EEE Linux MBEHEEEFIZR, 155 IDRAC Service Module User's Guide (iDRAC Service Module FAF#5Fa) =84 Linux
Dependencies (Linux ¥%xM4) —5,

RACADM

1T IDRAC Eif (B3 &R racadm racreset &%) f5, MRZHEMH S, KERUTHEE. BRRTAER?
ERROR: Unable to connect to RAC at specified IP address
ItiH SR H B F R DRAC SERRER G, FEEAEHZ—1MHL.
£/ RACADM &< iFaHdrt, FEERTHMH.
£ f RACADM &R, AIRESIBEILT—IMEEMER:
At RACADM $RIRIE R — tiEE. ENRISEIRFIBFREEIRZF O .
e RACADM $EIR1EE — 0 P Hhlib$EiR . F P B8 IR B IBEIRFCI .
%} iDRAC i#t1T Ping MiRHAE], MRALTHBRRAFLEEZERZ EYIRMLER, MEH Ping M.
TERRG LM ARP K.
THE RACADM T3 M SUSE Linux Enterprise Server (SLES) 11 SP1 #£#%| iDRAC.
HIRE REE 5 openss! F libopenss! fiA . BT THS%R%E RPM S4E:
rpm -ivh --force < filename >
Hrh, filename 2 openssl 8 libopenss! rom &

5an

rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm
rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

L ERBMENE, I8 RACADM F1ET Web MARZ S TEARAH ?
Ei% DRAC Web fR% 255, WHEEZEZFF/LoH#, IiE RACADM BREFMET Web IR EA ST AR,
EUTER TS EIR IDRAC Web BRE25:
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+ {£F IDRAC Web AP REE X MEH B kB R 2B MRS,

«  HE IDRACWebserver.HttpsPort B, B3E racadm set -f <config file> XEMEX.
{5 racresetcig H% .

+ iDRAC BEiiAT,

o EFHTEIR SSL BRSSEEHES.

Eﬁlztﬂb RACADM tIZEE, MREAEMEBRIX, ATEREIRER?

ViizlhIETﬁIJLﬁE BR, ZHXd—EBMNEESMBRAER "EMBRSX BiEE. WRREER, FFIE
ﬁEE’H‘M’EmEZ, RIEMIBR S X

Hith

e 7] A AR %2580 iDRAC IP it ?

+ {#f CMC Web £H:

4% Chassis (¥1#8) — Servers (JR$58%) — Setup (=) — Deploy (BE) . £EETHRKT, TEERSHFH P
ik,

. FREMEHE: EF5ISREE, UEFHIERTIZEEE DRAC IP Hilit. #F OSCAR 1% “Dell CMC” #2414, U
Bt A BITEEBEFE CMC. CMC RACADM # & AT A MIZIEIE R % .

3% CMC RACADM S HE LR, 15517 dell.com/cmemanuals £ CMC RACADM Command Line Interface
Reference Guide (3 ${TAREZEZ7ERE) o
B IDRAC RACADM 4 HIEZEE, 15Z 1 dell.com/idracmanuals _32{#t#) IDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM @4 1TRESE18M) .

+  {Efit RACADM
FEHUT®E: racadm getsysinfo, f540:

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

M {EFH LCD:

£ Main Menu (E3%8) £, B§RE/R Server (RFE) HIREEIRE, REERIFAFHNRSZF[H R TRERE.

WA ER ST RS IFEXE CMC IP Hbik ?

* M IDRAC Web A

¥ = Overview (#fif) — iDRAC Settings (iDRAC &) — CMC. CMC Summary (CMC ) TIE4S &7~ CMC IP #t
b1l

- MERIEHE:
7£ OSCAR Hik# “Dell CMC” #£HI&, LUBIE At BITERESRE CMC. CMC RACADM @& AT LAMIZIEZE L H o

$ racadm getniccfg -m chassis

NIC Enabled 1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0

Current Gateway 10.35.155.1
Speed Autonegotiate
Duplex Autonegotiate

R E:tLREITAZ RACADM ST HRIE.

B CMC RACADM @S HIEZER, 15517 dell.com/cmemanuals I CMC RACADM Command Line Interface
Reference Guide (& S1TREIZZFERE) -
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£ iDRAC RACADM S HIE L5 R, 15517 dell.com/idracmanuals 329 iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM &< {TEmESEIERE) .

&R AR SRS FnE AR 558500 iDRAC IP Hbflt ?

M iDRAC Web R :

¥ E Overview (#f33) — Server (BR%#) — Properties (BM) — Summary (GBZE) . System Summary (R4
E) INES SR DRAC IP Hblit,

MZith RACADM :
1 i 454 racadm getsysinfo.
M LCD:

EIERRSSEE L, A LCD mIRSAiRsAEH DRAC IP Hthilit. 44 % Setup View (IBEEEE) — View (ZFF) — iDRAC
IP — IPv4 =% IPv6 — IP.

M OpenManage FRFZEZETER :
ERSR/EIER Web REF, HEBERUHNIE - RG/RSF|ER > ERGHE/ERS - TiEihial.

iDRAC M4&EFEATAE

T TR RARSS -

fafk LAN B85 EEIEE) CMC.
BIREAMEZA NICIEE. IPv4 T IPv6 g8, LLRERAE, DHCP,

STFHZRRFER RS

EHERN G, iR LAN BEIEIEREEINIC IwO, inOvERFHFE.
HEERAENH, AR LAN BSIE %S iDRAC LAN %0,
RIREAMKZH NICIEE. IPv4 F1 1PV IEE, AKERZSEX DHCP.

ERTIARNRSFEANTE, HETRIEFX, ERZXHIFEE.

AR5 ERIEEERT, DRAC REFEMAPFITHIAK .
©& CMC BIRTHE. HHRIRME AR,

R{a#& % iDRAC ETER AE M ?
B IE iIDRAC IRE RBINRE . BXi¥1E, B2 RIS IDRAC E AHT AR E .
AT AL RS R EE B R ?

1. BF CMC Web REHEZNME — hEHF - RE.
2. ERSHHITHENFENIFRIRF LS Apply (BA) -

JIE RS EE LY iDRAC 7ZE5 | SRAEARITEL .

ETHEFBANRSESE.
T CMC Web REMUEE iDRAC EEETRAAHLRELE. tIRE, MIRBER CMC Web 51 & 2 4 A5 BB THR4E .
MR EIBNREE, BERHAIFHRITHER,

2SI SRERSHEN, BRERIARE, BERREAZRBITN BRI,

HIX MR R EAHIATIER:
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+ AERRERTAFHE.
OPU MR RER R A,
M R LR R EMIEE,

[F1RF, fEF iDRAC Web ZEZXMARSSES LCD (715 iDRAC HEFRIEIRIER .
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25
ERRBIA=

AN ESMEREEPHENERNTHERPNRGIZSR.

HEBRZE R G 177 e B ERE

W EI5k B OpenManage Essentials Y& /&, Dell EIRITHI G S AMPEHNERRS . BIBMRS 08 5 MRS BRI E,
IR ER R SRS RIEENEE . FESARELIEITHEARR, MMEREM DRAC BIRRFS R RE.
HERR A AT B B R G ag BE AT, ETIREE LT R

BRLXERRRE
278 iDRAC /B FE4R

EERRRE, BHEE IDRAC Web FEHHIUATAR, HEMEXEIRS:

K4 & snRETHEDIE] IDRAC Web FTE, HFEMRSE, E LCD M#R, LT IP MitsiEM S, REEREEEPH
iDRAC Web REHITIA T#R4E:

AR 35 2589 LED 7S — INMREIRIB R AR EIRIAE
BIHEHR LCD IRZSHEIRIEE — IRIAE LCD HIBIRIHR.

E{%Jﬁﬁ&w?%ﬂé‘qﬂﬁﬁﬁfﬁ%%ﬂﬂ%o WMRAUERIRG, WEERG RE3) HBRER. MREBER, WERR
ia] R .

EXREERE.
BEEIRISR.
RRISHEIR ST
REBEITRA — L& x BirkrRSHGFOR—.
FHEFETIRTS — MEFITTRE B &
S5RGEHMEHEENEZEY Lifecycle BER RGERFHEIRMBEEE.
ERBAR T HREHEEREENEE.
1% Al IDRAC BRSB1EIRFTHR LAY S Th 8
PSS 3
T &
EE3| SMETHRILLN

BEERZEITIK

= i
45X SupportAssist Y&

BRSBTS
{3 iDRAC BR&1EHR

MEGERMTEIREESI TR

ERNAGEESRIFERFBITRR:

7£ IDRAC Web FEF, ¥ EMIK — RFH{F - REWEUETERGER, HEZNELNSERUERERFSITIRL. )
W, BEAUERNEREBENZITIRR

R AR EAFERNES LED, RIBABHERFHEI TR .
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WMRB L% DRAC BRI, BERRMERZENER.

PSS
BEERGEITRNR

iDRAC PR % 1&%
4 Bk SupportAssist W&

% E ERANEE BT HER

BREERMEEE FEMHER, BEPITUTRIE:

N N

BRER.

R ER FEHERARERD,
MRZERGHITENSIS. XINSXHEBFIERE,
REMAER.

BHEHZFH Lifecycle HEMRZGEEHHE

EEH S Lifecycle BEMARGHHHE (SEL):

1.

7£ IDRAC Web REF, #EHN — RESEE > BEUES SEL, UKEK — RFE: — BHE - Lifecycle BEUEE
Lifecycle H7E& .
K4 ii:SEL &7 Lifecycle HiERIZR. ERAMEEMTES SEL.

1% SEL g% Lifecycle BRI XML 8RS HBISMEBALE (Management Station, USB, MIRHZ=EHSE) . siE, BAIUEH
mERGHZFICE, WEBAE Lifecycle HEMMMERSZHEINBEANCEENZIZIRSE.

WNRIEIEFE(FE A iDRAC Service Module, M4 Lifecycle HESHEIRMERGEHE. EXEZER, BHSR{EM DRAC RS
=R,

FFE%7 iDRAC B R @

SER AT A E 3 iDRAC [Elf:

iDRAC Web R

RACADM CLI (iDRAC #1 CMC)

Dell Update Package (Dell E#iik{EEL, DUP)
CMC Web RE

Lifecycle Controller - Remote Services (Im#2ARSS)
Lifecycle Controller

Dell Remote Access Configuration Tool (DRACT)

PITIEE X

FEHITIEE XM, 57 IDRAC Web BEEHPEE NIME—{IE:

BT — MRSSEE — IR/ - BIREE - BiRES. BEREREREHNE. EREEXNAGLEENA.
ST — ARS5EE — BUR/RLE — RIS, FERRIRIERI TR E S, EREBXI, ARBENA.

K & FARRERIRRTENRMERSG . AXEBLFNER, SLAERMERGRITIFNER. F, % RHEL7.2

th Gnome-tweak-tool.

BXELIER, 1555 IDRAC Online Help (iDRAC BEMNEEEN) .

282



SZFHETE 5 Pk

ER LU EEOAM A E IR S A Pk A S BT E R R A Ak . EERAMERSERFKS, ESRESCEEE RS

wE

EOEMOEERK,, FSRA TS :

FLE At A~
fit & Active Directory A/
ELEEA LDAP A/

Bk F R mIzE S & HiES USB IRXFNeE

BRI EI anmE UsB IRENEE

1. ¥ USBNBFE (BRBEMEHEMUE) E1%E Management Station.
2. FRTHIAZZ—iET DRAC Web REBEIERISHIA

3 ZE Overview (%) — Server (FR%8) — Virtual Console (EHMEFIE) , SAFH T Launch Virtual Console

(BEELFEHIE) .
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