Dell Lifecycle Controller Remote Services v2.40.40.40
St YN BET]



‘]E‘E\ /J\‘&‘ﬁ%%

B B RTAEEE A 2 R EER .
N\ A MRS R R S B E SR, R T B .
N\ B RRT RS RR, AS RIS,

JEALFTE © 2016 Dell Inc. fREEFFERM . 477 fh32 L E . [E PRSI AR BUEEERY . Dell A1 Dell #br L Dell Inc. &35 B A/ ok LAt i 4
XS R AR o T AL 2 i) FoAth 5 A R 44 R T e L 2% H BT IR A = (R R

2016 - 10

Rev. AOO



(1] 5
R CIK s oY o =R Ol a T o)1= A 5
IDRAC Tit & LifecyCle Controller — 00 T B 2 oottt ettt ettt et e et et e et e et e et e et e et e et e e eeenteesaeseenreanne 5
T oottt ettt ettt ettt ettt ettt ettt ettt et et ettt ettt ettt ettt et et et ettt ettt ettt ettt rennn 6
L O N S OO 6
A B Lifecycle Controller REMOTE SEIVICES? ....viviiiiiiieiiiiiieteeiesiet ettt bbbt b b ne s 7
Lifecycle Controller I ETFZALTIBE. .....o oottt ettt et ettt ettt ettt et ettt et et et et et et et et et et et et eeneensenaeeaenans 7
Rl L I IR s o S D /TSSO 7
Lifecycle Controller AP IE T AR T 2 o..vioeeoeeee oottt ettt ettt et e et e e et e st et et e s r e et e et e s a e et e st e sre et e et esre et e saeerrs 7
T AT FH S API2. ettt 18Rt 8
HF B BRI T SZIIIT 7 oottt ettt et ettt ettt et et et et et es et eees et et et e s eseaet et et etes et etet et et eses et es et et et es et etet et et et et ee et etereterereeas 9
T B T T T LA LR ettt bbbttt bbb b bbb bbb bbb bbbt b bbbt ettt bbbttt et et eteais 9

FEBTIEARZEZE (oot sttt sttt s e n e n s en s n e 10
M Dell SCEFEE BT TR BH SUAE o 10
TEEZR DIl vttt £ttt 10

2 REMOLE SEIVICES LN HE...uccviuereerircsiiseessssessssssssssessssssssssesssssssssssessssssssssseasssssessssenssssnsanas 1"

BB THITIE L ettt "
JIRGE ARTC L SCA .o M
BIOS I B . veveveetete ettt ettt ettt ettt ettt et et e ettt ettt et et e b et et e b te bt e et e st ebe b be b ete et et e e b e At ebe st ebe b ebe b et e et e st eb et ebe b ere et ereetereebens K
DRAC I B ..ottt ettt ettt ettt ettt ettt ettt ettt bbbttt aen M
RAID HE B . v eee ettt ettt e et e et ettt et et e et e et e e teete st e e teeteeteeteebeebeebeeteeteeteeaeebeebeebeeteebeebeebeebeeteebeebeeteateeteeteeteetesteeteeteereareatens 12
N[O 5= OO 12
BB BRI B oottt ettt b s s e e s 13
i QuickSYNC HAEATIIIZIEIT (NFC)urviiiiiiiiiei sttt bbbt bbbttt 13
A PG A BT TE B TRI L ZE AT oo 13
FILEE USB B I I1 oo tvtvttesesiseseseseseseseseseseses sttt 1111111551112ttt 14

JUETTIL ettt ettt ettt a et ettt e e e et e e e e e s e s e ae s e e s e A e s eseA e A e A eA e A s A e A e An s e A nAnAnAnAnAnAnAeananAsan s e s s s anan s s s s s e s n s s n s s nanas 14
b | SO 14
B A R TETE THE ottt s e r et s et et s a e a A e A e et s et sttt et n e s s e e s 14
e i 12 ST 15
BRI T H ettt 15
B TR I ettt ettt ettt ettt ettt ettt ettt ettt ettt n s 15
FEAEEEIR oottt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt tnn 16
SUPPOITASSIST HIZE ... .ottt ettt ettt ettt ettt ettt e et ete et ese e b e se et et et et ese et essebessebe b ebe st ere st ereebeseabenseresans 16
T MR BT AR PERE I ..o 6

L4 UV 16
o DV = == 3 N 16
T T v v v vttt ettt ettt ettt ettt ettt et ettt b bt et b bbbt et b ettt h b bt et eheb bbb et et et et eh et eb et et et et et et et et et et et et et et et et etetetetetas 17
A T ettt ettt ettt ettt ettt et ettt et et ettt ettt et ettt ettt et ettt ettt ettt tnn 18
o D s e = 2= 3 OO 18



TGS AR VI TTIE = 5N 18

B B R 25 2 e 18

ARG AR R B EL TR oottt bbbt r et b ettt b et e bbb re e nas 18

BB WD R GG AR E Th. et 19

B L R G A B B B R B L ZR G e 19
PEMEEF T ... 19
FEAEZETY ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt et rnn 20
R R A ettt ettt a et e e e et et ea e e e e et e e eeeeeseeeeeaet et et etes et eset et eses et et eseteseseseseseseeerereeas 20

LY S = DN I =S 2 S 1L P 21
WSIMAN TIE B S oottt bbbttt 21
LIfECYCle oMl Er T T B A e oeee ettt ettt ettt ettt et et e et e e a e et e e a e et e et e ea e et e eetera e et et esre et e eneerreereas 21
WSMAN MOF WSDL FITXSD AP FE Mottt ettt ettt ettt ettt ettt ettt vt teateeteeveeteatasteeveeveereereetestesreeresrearesreans 24
= I OO 24

WD G I T G et 24

DI 3 TP 24

WD IR ZEFE LI HR B .o 24
WSMAN BT T ..o 24
JEPETETIEZE XMLt s 8 e 8 288 s8R bR R AR ettt 25
TP IBTETIEZR XMLttt 25
XML BB ottt bbbt bbbt bbbttt bbbttt b b 25
REATISN. 1.1ttt ettt sttt ettt ettt ettt ettt et e bt st e ae b e st e b et ebe b e ke b oA e b oA e et e b e ke b eRe b oAt et e s et e b eRe b eRe b oA e eb et ebe b ere b ene et et ete st etenrereas 25

AP T TN FZRURIEE T EESR oottt ettt ettt ettt ettt ettt e s sttt ettt aennn 25
B T e 26
Lifecycle Controller FTIDRAC I B ..ottt ettt ettt ettt ettt ettt ettt ettt et et et e et et et e e e e e e 26

Vi s e I =Yo3Y Lot SR @0 gL g'e)| =) -\ o PO 27
AAPL 28 U B vttt ettt ettt ettt ettt ettt e R bRttt et bbb Re ettt R et Re et At ettt et et et et et et e et et e te et ebe st ere et e et 27
B M A T e v g = SRS 27
FEBUITEIAS I TR s 27
8 Lifecycle Controller-Remote SErvICeSs Fl N T TR .ottt ettt et et e st et sae st ate s 27
WINRM FIT OpenWSMAN [ 22 E T B ..ot eveeereieee ettt ettt sttt e sttt ete st ese e s et es et e s et es et e s et esaseseneesesereneasnas 28
a3 ST 29
R i a5 OO 29

B RIBINIE Mrrrerereesesssrsrereresesssssssssssesessssssssssssesessasasssssssssesessasssssssssssesessasssssssssssesnsans 30



k]

Dell Lifecycle Controller #2ft @ AR KRG EH, HFHATHE . B, T . Sy misWEREEHTS. SR Del
R %% %%t 45 9 integrated Dell Remote Access Controller (iDRAC) 7 #Mi# H 7 A A ZNEE— ] 47 J [ 44422 11 (UEFD) B FHAE 0
— ek, iDRAC 5 UEFI [EfF&5AH, mIV7 I A SR & AN 5T, B3E R % 4t Baseboard Management Controller
(BMC) ZhREZ AT RGEHL .

Dell Lifecycle Controller Remote Services it — 5528 T —X £ 77 NIEFE R4 E H . Remote Services T4 F %24 1) Web k%%
Bl AT U I, SRR T A ARG o] DU 4R AR 5 S8 H Remote Services. i#id Remote Services, & HIE ] & e
PAT— X ZRVUR S AR E . WK AL E RS2 T RE 50 Dell RGEEM L IAT IR B ALK ShREM LS &, H 55— 2 &
Bl ERATER, A TR B ME RS SRTT DR RSB E SR T DR S 2 S AR FH TS R E 5
—HE, DMEPAT—X 2 . IO BERLZ 0UES, HPamaiEilERERs. R EHMTIREN, Aoats
3 15 B RN G B3 3508 F LB & 1 Dell R4t

Lifecycle Controller #il/> T 58 S AE 55 Fir 75 (IS RN FNERAE AP BR,  FEAR T HA AR P BE M, 300 17 AR 55 R SE FH A2 P 10 1E 6 38 A7 e 1)
Mg ietk, FRSCULT EA K T B, B TAE TN APRER S — ATy R E 4O (UER) &, Web B ELRS
(WSMAN) #2 1F1 Redfish #4212 I, Lifecycle Controller ¥l & BB T — AN TFHCGAE,  FIRE TR Hgn 5 2 il
A . U2 MBRRGEHEESEG (B, Microsoft System Center Configuration Manager. BMC Software Bladelogic
Operations Manager. VMware vCenter) #i# /% T Dell Lifecycle Controller, LAYEZz3E 1 iX £ed5 ) & HIFA JL At 224 o fd ]
Lifecycle Controller 45 PEFIThfE .

A f$iF Lifecycle Controller?

7 IR 55 28 1 RN 20 B 3 45 4 481 FH iDRAC i Lifecycle Controller 3R, AT LAHAT 2 S2FH RS, #lanitic B BIOS Fif
WE., WEERIERS. Bk RAID ¥ EFFAE L E SO . iDRAC B4 Lifecycle Controller —&#i FH, AI$2fk—& gk K&
ThRE, XUETNRETE AR S5 % N A A A B N ETRE R o

Dell Lifecycle Controller 7EA< 1 M1z FE#R AT LATTAL IR 5% &5 10 A di ROV B — MBCE . A, 223eAb TASERT, M Rgeemp
sEffil. Lifecycle Controller By 52 B AR ALE6il, EF R GUE BLIhBEANBRAE R GE M B RBIRE 7 ELAR IR NAE AR 35 2 o I Attt
B TG L RGUE BT R T A B R G B TR A HIRE R .

iDRAC Fit & Lifecycle Controller —#2 s F I &

(UNCKEEET

BN E H I AT R) - R 38 A AT R ) S o P A T R L 1 R 5% s R A W A R e A T R TR S D
P AR AR ARG A (TCO) - 1448 A WSG9 e 3 58 2 Hi 1w AR IR 45 48 vl B e 1T A 5 AR R0 1) [ i %
RiEERA Bz .

o SR T At - IR TR RS A R AU ], B R AT ABAT OB I B IO RE, (B R AR S AR ) 2 A
B T RR - 183 Lifecycle Controller Remote Services, #& 1 LU{# ] Dell OpenManage Essentials 1 Dell & 1E 4k 4% il & 52
WIRS AR E E B AL, WMERS BT RN St S s M.

A% IDRAC I Z {5 H., #5214 dell.com/esmmanuals (] Integrated Dell Remote Access Controller User’s Guide (Integrated
Dell Remote Access Controller B 1 4855)

5



FEEIhE

{i ] Lifecycle Controller-Remote Services A LAHAT T 51| R G & AT 4.

TIERAE RGN RN FE T
BT

PATIR S A5 [E 5381, A5 BIOS. IDRAC/LC. #EMRANIAEIEHI%S. RAID. NIC/CNA. Yo EE ENLA LGRS . PCle

SSD. SAS HDD #1 SSD. SATAHDD
I 55 s i L) SELH R 1 Bl TR
PRI B IR A 15

SREUF B E NIC/CNA. J4H51E LS LERL 8 (FC-HBA). PCle SSD L RAID it &

FREUIE B BIOS At B Al BIOS #16%

Se4 S AR A A H SRR TAEERE

5 A ETRD BT AR B RTE I H A

EH., EEMG]FZE vFlash SD £4r X

e R A b 2 B s ) %

5 RS NR S B B S

SRS B AT

TE AR 4525 BB A IR & AR VRS S

5 RN R 25 2 I I A

TR PR B B T S T L RS

SNHN T LA LA A R T R 25 A B S
Ty R 52 P e

i FH A 75 2 A 4 5 22 A

BEHE. WNFRSESEEL, JHERBE3 R & E RS AN S
T A 55 28 AR S A5 SR
AT N RGMEEEZE RS

EH Web iR BHET

Jic B USB 4 #i 1

B SupportAssist WA Utk S5 55 0] 75

11 FH 5 N IR 45 9 . B SO T R TR 4 S AR

BERRCAS BB D g

BERRA R SR I B AT

#4007 %+ Windows 2016 1 Red Hat Enterprise Linux 6.8 #:1/E R4l F .
BT X% PowerEdge C4130 1 R730 k%5 2% M4 GPU 1 M40 24GB GPU {13 #F.
BN T %A Redfish 42 111 19 I %% 35 FiC B SO (508

N T xS Redfish 42 115 HURTHG: N IR S5 280 B SCAFI SRR

W7 X TLS 1.2 A TLS 11 (30 H5o

BN T X FIPS A RIS EE

BT %458 Lifecycle Controller H & {13 # .

N T X E PowerEdge R 830 “F & L f# FH 1100 W PSU 132 #F.

B0 T %t PowerEdge FX2 HLA 2400 W LR % 5 130 FF

10T % 1100 WA PSU (380 VDC) HICHE .

117 % PowerEdge C6320 [ X520 10 Gbe X [ SFP+Mezz 374



BN T X R 730xd IR HBA 330 FISCHF.

«  ¥EINT % PowerEdge R 830 “F- & L) Emulex ! QLogic FC R #F.
BN T St SATADOM P48 5 N A7 R HL ) S ¥
BN T AT PSU (1 [ 44 5 8 3 K-

— Flextronics 1600W PSU

— DSS 2500 Ef PSU 1100W -48v DC X #F

— DSS 150071510 L/ PSU 550W HVDC PSU 3 ¥
— 1100W 240V DC #1220V AC

— 13G Lite-On 750W PSU

— 13G Lite-On 1100W PSU

A4 E A% Lifecycle Controller Remote Services?

15 Dell AE T 50 WIS AT 5 UL S Z S IRBCRIR R i@ E, REUT & BT 55 FTAe ok AN T A 2 DA TR, T2 A
RNUREAE LA LRI BT R B, BE WAES (WEE. SERER) MUFELR TAMZAMNFER, EHEER
Web R R, BIanikshfEr fE . HAES M AT ST SR M A 18] FE7E M HE 5 A AT BE 1 22 40 KUK
Lifecycle Controller-Remote Services fift#k 1 AT A X L6 28 45 4 3 o] 5

Lifecycle Controller 3 { ] #2 AL T fig

(Web IR&EH (WS-MAN) AL SR LY €18 748 H i1 B 4 Lifecycle Controller 1) Dell Remote Access Controller (iDRAC)
PR Bt WS-MAN API fT & I TR AL S BURE & .

M 14X Dell PowerEdge AR 5528146, IXTRINREE N iIDRAC (Express Fll Enterprise ¥FAJAIE, LK vFlash SD RIhfE) iI—#F
iRt FESE 12 M5 13 48 PowerEdge AR5 %% £, iDRAC Enterprise ¥F I L4 vFlash ThAE, EHTEFHEXT Lifecycle Controller
2.0 A A FH B 3 F AT B vFlash. Dell BI5S 12 A58 13 41X PowerEdge iR 45 83X 13 ] Express &%, Enterprise 24

Lifecycle Controller & 3 ThRe 1% A F HIEE 4y, FEH Dell Common Information Model (Dell 3@ RIS B, DCIM) Bt & i
VLHRIR, 1Z UL IIARAL T AR IR A B R M BTN R T VEAME B . XU TIRE R RER S TR B S RS S AL . [FIRT,
SETINRE RIS W AL BR A28 WS-MAN i 3R 3845 1 SE 88 R 2 SOt 22 B P 4 e B PR S5 48 (A 4n 8 B R sl Rse s i)

Rredfish 1 Web k%% APl &1+ 42

Web R 558 B (WS-MAN) /& 040 S AT 4541 (DMTF) HIFFRGUhRitE, iZhnuE e ST —Fh LT B3t 15 18 Up il (SOAP)
B, ATEMRSGR., &%, RARTHER Web BRI . WS-MAN K 2S5 7EBAN 1T FERH 444 7 ] F158 445 345 L3R
At— i 5 =

DMTF 2&—A Tk, #sifle. ey fses il T HRIEF M REEERME. DMTF ZUBHAER S 4, @R HELSANHS
AR BE SOl A A R R, B, FeE P A AER, SR TR E I RRUR . b 3SR, Lifecycle Controller i&
AL T TR MRS Dell & BB,

AT R & B HLIE (SPMF) KA 7 4041 A& BT 554 (DMTF) (1) Redfish APl o & & —F I AT WARAE I RITE 424y, HT
WL T B R EAY R AR E R A . IR, e K. Redfish 278 SR RESTul 322 11 P 15 FH BB AR 70 6% 108
—AREEARAE o BRI DARRE HLES AT SR SRR 8 X, B kAT LA JSON RIE,  WhSCR A 142 OData v4. Redfish S& B4
APl FFERT DS — B AR s S A . e B R BRI R O B RO R KT AL .

Lifecycle Controller API & T-{a] b F 2

Lifecycle Controller-Remote Services J& % TARAERIEE I, il &l %8 DONETE RS Sy AT SR, B, ERUEfERS
FEIIBRLIC B A — X 2 B KRGt E . Dell I Lifecycle Controller F|f T Lifecycle Controller GUI I Lifecycle Controller-Remote
Services F 3 I TN e &3 SO AR L T AR S5 35305 .

7



B

{=-]
Lifecycle Controller i SZ FiAh — Xt — X RREFHALS, B HRS# KVM FIEITEH P 54H (GUI) 57 iDRAC H B HIIEH &

TS ARG 28 EIERE RSt B, BB UGBTI T . XA TR B A 2 ML ROM. 55
HEL{ZH, %251 delltechcenter.com/Ic [ Lifecycle Controller User’s Guide (Lifecycle Controller Fi S/ 485

£ & =

WER] AME R A API?

Lifecycle Controller-Remote Services I RE & 7 1] F B T8 T SE I VF il HESS M (Hg 2, Basic Management. iDRAC
Express. iDRAC Express for Blades 8% iDRAC Enterprise) . 7£ iDRAC Web 2 [1Fll Lifecycle Controller-Remote Services H1 H A
AR REA T . BoRErIFE T 2SR, 538 IDRAC M /775 . 1 5% Lifecycle Controller-Remote Services 41
FIEZER, ESHE.



—X 2 EE R U SLEL ?

@I M4 K% WS-MAN F1 Redfish i 4, MBI KIS 2 e o i W 2%, IR ORRR .

Ey-H-= I8

i -
B R FENEMER

BT ATERGLIAL, #5861 LAZ 17 dell.com/support/home &Y dell.com/idracmanuals H 2 {3 (LA FHE RS«

Lifecycle Controller Online Help (Lifecycle Controller Bl BI) .« 1Z B T A % GUI B IR B DA AOX B~ B
. AE Lifecycle Controller A S A B BN INE L, B R EA LMK Help GBI , 8% <F1> .

o PEELBER I Lifecycle Controller Release Notes (Lifecycle Controller &4T#BH) . ZLAE Lifecycle Controller Fi P AR & E &
TULH, 5 About (35T , 4RJE Hidi View Release Notes (BFH KATULH) o AAMNEIRAL T Web BA, &3 ek
FARNGIRBET KRGt WA SO B R R R S5 0B 508 58T
Dell TechCenter ] Dell iDRAC Licensing White paper (Dell IDRAC ##HL A H) o A B SC1EN IDRAC FUr 428 LA K i
FHL5 Dell PowerEdge 4528 IDRAC IR Z AbHHT THER . 1% A3 R HBiEN éa 7 iDRAC Express fl1H:Aih iDRAC
Enterprise 7 i

« Dell Lifecycle Controller Remote Services For Dell PowerEdge Servers Quick Start Guide (& T Dell PowerEdge Il 45 4%
Dell Lifecycle Controller ZF2 A & Bl A I 14879 $eptA ol HIZfE RS HE B
Systems Management Overview Guide (RGE IR N T W H THUT RGEHAL S KI5 Dell 344K 8 Bz B o

* Integrated Dell Remote Access Controller (iDRAC) User’s Guide (Integrated Dell Remote Access Controller (iDRAC) H F #&
D NET AT ERHIAER . B ) RS 2 E AN IDRAC, LI I8 I 2 SRzt A2 8 FRAN MR 2 40 I FL Sk = %
W
Dell Repository Manager User Guide (Dell Repository Manager Fl F14874) /48 7 St F 1817 52 32 F# 11 Microsoft Windows #{F
REH RS, ] H A4 Dell Update Packages (DUP) K & EXTE]@K@?‘FDT?%EE

«  Dell Systems Software Support Matrix (Dell &GV FHERD H11 Lifecycle Controller Supported Dell Systems and
Operating Systems (Lifecycle Controller SZ##1) Dell RGARIERG) HrHRAL T FTLAEETE HAR R4 L1 Dell RGUAERAE
RAMIFIER.

Dell PowerEdge RAID Controller (PERC) 9 User's Guide (Dell PowerEdge RAID Controller (PERC) 9 F F455d) 24t T H K
PERC 9 F il #s F HUMS FITC B ARG B

o Glossary GHEIVCZR) 82 B SO A 4 FH AR B .

Dell OpenManage Server Update Utility User's Guide (Dell OpenManage Server Update Utility Fl 485D R4t il &E T
DVD B FH AR 7 SR br iR B 58 B R G s |

AR BATR A g B SCPFERIBUCE 245

o RGN EULIANE T HER ;zé?‘l‘Wz?%ME B HAhEMAE EiE2 1 dell.com/regulatory_compliance H ) Regulatory
Compliance GEMFFEME) F . REERWREE AR, WAl AelEy B v B R4t

9


http://en.community.dell.com/techcenter/systems-management/w/wiki/4317.white-papers-for-idrac-and-lifecycle-controller

MLEEAA 5 SRt B ) Rack Installation Instructions (WA A48 T ks R G e B BIHLEe .

*  Getting Started Guide (EFINITH8R) #id T REhEE. KRG E LA AME .

«  Owner’s Manual (FHPFHP) $REEFRRGTIEEIGER, FFUIIMHEER KRG, DL U 235 ol s #e R 1
Lifecycle Controller Web JR%#% 17755 — Windows A7 Linux .

R BAE S

ETREZE R SR UL Dell il 7 ZAARSS T HFIME S, 7T LLYT A& a0 Dell TechCenter il YouTube 24142 44

F& . A LLEE A T www.delltechcenter.com/Ic (1] Lifecycle Controller 55 T Sk 1 X Letd %5 . ibds. HE . ERM

#FEIRI Lifecycle Controller 1t B A4 AN FAtAH 3G [ 4R 5 B SO, 315 1) Dell TechCenter s

M Dell 23k 17 Ial v B S0
fEaT LA PLR 7 20— al BT 75 #9384
1 F DL B2

— T Ak R G B SCAF - Dell.com/SoftwareSecurityManuals

— OpenManage 9 3C#f - Dell.com/OpenManageManuals

— RN RGE U S - Dell.com/esmmanuals

— IDRAC #1 Lifecycle Controller it B 3¢ #f — Dell.com/idracmanuals

— OpenManage Connections 4 Z 4i % £ 15i B SC {4 - Dell.com/OMConnectionsEnterpriseSystemsManagement
— EAME T H IS - Dell.com/ServiceabilityTools

- ®B A B RS Y S — Dell.com/DellClientCommandSuiteManual

N Dell SCHF A i

a. %% Dell.com/Support/Home.

b, TEEBTEFERAST, BHBRM4MEe.

c. TEBMMZ&AMES, W LN IR T AT R
- IRGEH
- ERAVRGEE
— Serviceability Tools

— Dell B/ e SEM4

— Connections B RAEHE
d. BEEFUESCME, 7D TR SR
i % 5] 2.

—  EFRFME R RN A SO A BRI CAS o

EX & Dell

K4 I WREAESN Internet Xk, MFLEMSURSR, ME. KR Dell =i H R LERRAE R

Dell $24E 1 4 T ML B G SCREAN IR S 000 IR 5% 2 TR B 6 161 5 AR X DA B ™= i B AN RI T A I 22 3, S8 BT 7E (R M IX T e AN B2 £t
FELEARSS . UNEEEL R Dell fR VA KB . BORSCRFBUR F 5 1)«

4% % Dell.com/support.

R I SRR

TE LR E B E K /HX T g, #l T 7Em E K alihX .

IR T T, AR IR 55 B Rr B .

.

Ao


http://dell.com/esmmanuals
http://www.dell.com/support/home/Products/software
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/svrblty_tools
http://www.dell.com/support/home/Products/software/client_comnd_suite
https://www.dell.com/support/home

Remote Services Ik

i FH Lifecycle Controller-Remote Services AJ AFAT T #1| #1E :
HEMEE

S
e
BRI ZHE A

HiE HIAC B

B &R Lifecycle Controller-Remote Services HhRg, AT LAYE R G HIEA A an A A X AT A F R E . BT LE RS H
AT BIOS. IDRAC. RAID. FC-HBA LA NIC Bt B FAE R G0 i B 41k .

Jik 552 e B A

RS2 B o e S AR E S R, X5 B TMA BIOS. iDRAC. RAID. NIC. FC-HBA. Z%iAl Lifecycle Controller
KECE, HjE_EEE SN HirRG .

WS-MAN FlI Redfish AP 32 7k 5545 e B SO RIS AT

HRELERMALT, 5214 delltechcenter.com F UL (1767 IR #3500 B X AEHTTIRS#R 7 ED R ( G FIEHEIR 5575
HE ) SRS,

BIOS it B
BIOS 15| 5/ & Ty AT LAZKEUAI A B BIOS UEF! HIl th H R B AT AT AT AL BIOS Bk 48 AT AT F 1Ak

K& BIOS WIS M) 4 A e &
o BRYWME SRERE
o EHIE| 3N E
T BIOS 5] 24 A E UEFI 5] 24X
o ¥ BIOS %Y
ST R
- B L S
o XFE T A A H AT AR B A AR — R S TSR

iDRAC Bt B

iDRAC BCE DhRE M T HIE1T 5 IDRAC IEEA R MR B R I AR 408 BAE 55 (R PEAN R 1o SRRV vl 42 11 45 (X0 J e AR Rl o e %
AL, BUE Y% 7 i 2 1) iIDRAC LRI RIS B IDRAC J& PR3 A —Ff ] 5207 7%

FDASRAT AR 4 :

o KoZ 4T IDRAC BC B AN JETE
FREUFN 5 B AT A o] 1ic B Y iIDRAC J& 14

:



T IDRAC FH /i o

RAID Bl &

RAID it E XIREH T8 2 RAID fFE R E R DhRE. RAID G H — A Btk deist, Hpa & RRYUE. FiEEReS. 2E
B VRS IR SN2 X PCle SSD W& IS @M. thoMef —TEC B RS, ZRES a8 HFEE RAD FEMATA ik,

T RAHAT AR 445«

« fE RAID BRSO M HTACE -

o MERTA R I HOH 7 BT A A i W B A UK B 2% .

o HERSMBY AL KN A LU A E BIA M RCE
B
BRI KB AR B
BRI AL . T BLAT DU #Af

- QUERAN BN, QBRI BRI FQDD Bt .

— {EFH R PERC ffil 88 B HA A IR Bh 28 W1 aa k. (PRlialesd) e il gt .

— M\ PERC il #5 ] 5 i UL 0 4%

BiE LA T RAID @t

- RAREA - SREURNE 5N SRS R v AR AT SR

— W - EEVIAER, A E R, RS B R . RIS, AR P BN R L ORISR, &
BRI E MR

SO A IS AR K RAID BEAIRAS .

#F PCle SSD My BRHIfE S

H PERC =il 23 AC & -

SNSERECE, XFELERE SN ERRE AL G A 2 B R . 2B S R A B SN

T R T B B 4 ) B (M ) B A L DR B B (AR

T B AR TS A 30 DB G i 488 W B AN 5 2k sk

43 BC S E I 43 FC A B A AL DR B A5 (0 A SR A

T2 TU AR A B TU AR AT B — B0

B IETE R AL b HEAT A 7 — B R A

{8 AR B P B RO D B G A IR Bh % 1 LED 7R AT IR N o

TECFFIRBN 2N i h 48 b, (ER A 240 BE (LKM) ThEBaIEE . B8 ol Bk e & AR 241 .

i VE: 7€ Dell 55 13 R PowerEdge k%43, IAET PASERTHUTHTE RAID lBEES, EREH T S EN.

HXKRAD LB M ¥ 25, 1525 en.community.dell.com/techcenter/systems-management/w/wiki/1906.dcim-library-
profile.aspx - [¥] SimpleRaid FL.& LA SCM. M4k, W2 dell.com/esmmanuals 1] iDRAC User’s Guide (iDRAC Fi J
fer) .

NIC L &

WX 2% 1% 1 F2 ki) 2% (NIC) it B Th e F W B BB DO F7 10 NIC £ (i, Intel. QLogic A1 Broadcom) FHC B ¥ HE . {4
Lifecycle Controller-Remote Services J6 1875 A< 1 B 76 FE # AT DA 157 B Bl B BT i S e B 150 1 o

Lifecycle Controller I SZ#FHT NIC $&4t 17— & 78 s AN F 1] 25 N 48 Thiig :

&4 1 NIC Thg
FFDUOR M TN BN R Gi3 0 (ISCSI) Thag
o BT LUKMIIA{FIE (FCoE) Thig

f&nl ARG B % Fh i Dhfg, .

:



AL (FCoE. ISOE. % 2 /2 NIC)
o NIC 4 X i %5 2 1L

S5

170 FRiH

BIERGIE

BRAE RSB ThEe P T A B 4 WSMAN Web IR 708 GZEMSUEH CIFS AT NFS M4 e L= 0 BRI 245, 8l
TR I0E USB B 5h 2 S5 A $2 At 1 i N SROKSH AR 7 1 DAV B ST B A 57 B A #t o

K VE: BUAEULT, B Dell SR HIBRAT RE0H] ATEIT IR Z0 278 F IDRAC #1 Lifecycle Controller
AT DAHAT DL A

BRHC 2R IR B RE F BLRRAS M ST R (K #R A R G001 3R
o RUE IR RGUERE T RN IR R G E KR T . KB P PO BB USB Bt IR 55 4% L.
o R TR E R RGN SUIKE R P R SR A W] LUJE T B E R A R SEH) CIFS B NFS M8 3L,
+ 51 2% CIFS Hi/M NFS ML SL 5 i) 1ISO WiR, LUR SR RG 2l fE.

$ 1SO N#ZE vFlash SD RIFMZREEATE T, LURBIRIE RG22l AE .

o EHRSSESEIRESHS, M CIFS Bk NFS R 3L =&z 1SO, K HAE AR S22 M EE L USB CD-ROM e # BHATH#R:, SRJE ¥R
53851 5 2% 1S0.

o —IKMHESIFE PXE.
o UM S EMm.
RIS 2% 122 35 1) B 52 3CFF NIC (19 MAC Hbtik %13
7E iSCSI Fll FCoE LUN &k Bk R % .

% F QuickSync ZheERIiT iz 5 (NFC)
i QuickSync Zhfit, #AT LAPAT DA

BEREARMIRSHE L, WRSRZ. MAC Hidik. NIC #dis . [EERA . #IERS%.

BF g5 as HEMMEIE S
o BCEMRST A IS AL
FEBE GG E G, & CMEHIResh s AT SR s W slic B . BB ThRE, WAERE ) % [ 223 OpenManage Mobile
(OMM) BRI 3 I 78 A 55 4 LR TR . QuickSync ZhREME R IF2 2l i & rT LAIEIE S R 3 AU ES & mI e BE 2 AR 55 2 i
WAL 20 2RI U S5 8% L RO . AT BAHATAE A LCD MBI R ZHUE S . REGEE R M NFC AR FEA K1

PURIEAME B Som I R vr s Ui R . A B R B AEAE QuickSyne Thfg. A FEAE R Inactivity Timer. & & A& SRAS
IR

B i MTHREIUE Android B3 B & ERTHE

A 5% QuickSync ThAEHIE 255, 1554 en.community.dell.com/techcenter/systems-management/w/wiki/1906.dcim-
library-profile.aspx -] System QuickSync ( &4 QuickSync) Bt B AU S . 715 S 1 dell.com/esmmanuals |- 1]
iDRAC User’s Guide (iDRAC Fi/'#8F) -

AR R ER A Zetk

T&ATLATE iIDRAC H R FH 28 13 4R Dell PowerEdge Az 4525 $& At 1) 5 1] v A5 4% 20 B F P 255 1 BIOS #09. F P BSAIEN LA 32 5%
Mg (SNMPv3 1 IPMIBRAM) , JF HLAT DR AL SeAHS X %585 .

i T 2T G 75 Thig, 1] LAPRAT DL $4
AR RIS H O SHA256 MaAE, F T E iDRAC H F 2 60F1 BIOS %549 . G s @t H T 2P0Z 2 e Ay £ oR

:



5 F B A A B TS 5 tH IR 5% AR IE B S0 F . BT IR AR, 818 H ExportSystemConfiguration J7¥%, 4G 5 H F|
IncludelnExport 2% [ % G M 7512 o

{5 SHA256 7] DLAE B SR sl A s e A 20 . an R 25 i D O =18,  WIRGR22 B SHA256SystemPassword — iz

WH.

E ¥ W iDRAC Pl F7 ) 2515 R 43 SHA256 LA 7 {E (SHA256Password) TGN HAhM 7 {E (SHATv3Key,
MD5v3Key) W&, & EKiEE SNMPv3 FIIIE. FHAMFHRER K RELR, HESERED IPMI AT,

Bl M7 SN EZE L, 1524 en.community.dell.com/techcenter/systems-management/w/wiki/1906.dcim-library-
profile.aspx -] iDRAC Card (DRAC +) Fl BIOS and BootManagement (BIOS F15/-&&#) Bt B LA B S 1.

Bt & USB &% O
76t IDRAC M4 #9258 13 1% PowerEdge IR%5 s+, &0 LAYE USB ¥ A USB BRzh % _E AT LA N IhAE:

EPIAR S 2% USB & B T HRES . A FUR A AAEF, IDRAC ¥4 E A FIERE B2 4 USB 3 1111 USB 48k 3 Hl.
o TE USB &N IR, LLAE USB /275 1 iDRAC BUERIE R GG

AF B USB MUK o v (1 ThZR BRI AR s i i e . TG B I B A B WS

TEER;: USB WA A WA PR J5I5 M, 0 FQDD. BE& R, Bhilt. fERRS ID. 7225 ID 25,

o fEHIAEA USB il (Hi3Z IDRAC Hif2) 1) USB BREN& EAFAEIKI SCAFIC B RSy 45 . FUMBLIC E W] 8 —MEML, SRIRER#E
FE K 45 AT AT Lifecycle H . EIRARSS SSAC B -y 44 MU 55 DHCP BEEMIH . HRBLZEE, ESH
http://en.community.dell.com/techcenter/extras/m/white_papers/20440551/download.

& vE: USB IRE L ERHIRT A M USB IRE#EHTREEE .. BIARIEEL{FE iDRAC H /& EA BIOS ARG
K& TR H USB iR & -

% USB B4 B E £{5 K, 1521 en.community.dell.com/techcenter/systems-management/w/wiki/1906.dcim-library-
profile.aspx -] USB device profile (USB #4880 HiHISCfE.

gl

Wﬂ LAl #%-# Lifecycle Controller-Remote Services THRE, £ 5 St HOREAN Az i i 31 bons FeibAT Ml o 1 -3 Bh Al R e i 2
REELFE: ARTATH) ROBEF SIS M. AEd FIH S RGEEH & B SRS IS

e & Gt RIRTE

245 35 R SN WA 2R 48 95 U5 L (CSIOR) % & N J8 F”INE,  Lifecycle Controller 4% B 3 J8 5 R 4i N # AT RIS, I desE
Fﬁﬁfﬁ#ﬂﬁ@aﬁﬁ o WAL, RGIRIE MR A UAE A R A AT AT AR B8 . i SR Jg T A T 4 Th A I H. CSIOR A6

R T A LlfeCVcleCOntrouerJﬁEﬁL{A%éﬁﬁ%ﬁFz:jJﬁHlrﬂ&%ﬁ’]ﬂﬁﬁ/aﬂﬂﬂéﬁéﬁﬁﬁmuéi S JE 2 T A T 0 )
ﬁc

CSIOR B ZN N A, %A LUE ] Lifecycle Controller MASHIK: HiZ2 Y, 5 4# F WS-MAN MG H2e i . ] LUK % &
BN N Z—:

Z;ﬁﬂ R A 3 RGN R AE A BRI AR S o SR R GE BT M T RE R 5] S 1] (R T & gt

. EH- {AE%JTEEJJ,%Eé}fm‘ﬂ&%ﬁ%ﬁcfﬁ#‘)ﬁ%i%ﬂﬂ%ﬂ@ﬂﬁ%%o V2 DR R A BN e T R ENE S S8 H7 . 40 CSIOR #i4%
H, BT RS B RS RE A ST R ER. mWIEﬁu OMSA FiI DTK 7E CSIOR #1224 F 150 T ¥ e vk ic &
BIOS. It4h, WS-MAN I RACADM Z5H5 4z Mk 45 1 R 485 B REAS 1B o

T B YRR

T 1} B YR HE B2 A71E Lifecycle Controller 7k AL, JF ATt iDRAC Al UEFI N HFERAEH » 245 B T4 55
it M Lifecycle Controller 5 H @R = _F 1 CA S pF R,

T Lz R B W REPF AT B BRI M o AR U M SIS AR I A A AL ) B 1

:



B0, LastSystemInventoryTime J&MARH _EIRHATEHT G shI I R4 SEIEM”(CSIOR) HIR .. %)@ HEREE, K
FER T BOURE Ml B B TR)

RGN T HNAAHRAL TR BHIRTE A E S B
o HIEI®
< W
« CPU
iDRAC
« PCli&#
AT+
vFlash SD
« NIC
RAID
* BIOS
.« R4
L e

Aar A H &

A B HE P AL BIOS. fFfigiEHl2S. LOM AN NIC £ (W2 M EME A E D, % AaAYHESHEE
W4 3L E B RAF 2 USB IR0 3% . Al LLEId iDRAC Web . RACADM Al WS-MAN FHHE 5 1a) A= BT H &

A i JE I H SR BELL R E B

iDRAC. BIOS. NIC Al RAID Mt & 5 2i
o FTAZEREERERHE
o FET UL RRASHN H HA 0 ] 44 B g s
- HRHEEID
o ENHIEEEE RG] R
«  POST #1i%

FH P38 5 BIMTA iDRAC FiH

HREMMEREENTEZER, %25 dell.com/support/home L[ Dell Event Message Reference Guide (Dell Z3i &
M) .

RGHEMFHE

i FRHEH RS 5 RS, s, MaRE. BEAEY. REESR. WiEHESEARNFE. 535, REFMFETE
WA ARG HE (SEL) s HEHEE.

S ARG LR RGBT, 450 SEL h. MR SEL % H il LAYE 2 i H sk 31,
[ 1 B IR E A

Lifecycle Controller-Remote Services $&t 14 ¢ B ¥r &40 b 2 (MR HAFE 44 AT Lifecycle Controller #2247 (10T A [l 44t 5
LIS

WA R R LT BN B A

o [EPFRA
O 2R MR PERRCASRISERT (R B RA
2 H Y]

;



2487 1D
. BiTH

By I EEFURBRS BRI, AR BRI A T A S B R G AT B i B SE ORI ST

HFER

FTLAET X 28 R G0 LR A S e v B B R AN T . A R AL ROIRES BSOS I SR B &7 S E . R
PR RS AT I B A B RO HAZ i RS e B OB BB AR (T IBAE . SNMP BB el IPMI R, R a— A e A 2Rd
BN EARROE TR WIRF —FEL Ea AR BV PATHINARAE (B, EH51 . MU EFITHL. BOCH ARG BED , %
BAER AT 5T R BB E R

SupportAssist {15
“SupportAssist U A" THEAEIR 55 #% b 2238 Rd 1 . BR1E R4 (0S) KB R R RIS AT IR 5 A 215 B . Ik IhAE IR % Dell
System E-Support Tool (DSET) WA R FFEFAE B & B 7t il A8 A4l 5 SR AR e oG4 55 R R . B “SupportAssist "I
Bl Lt
o TEAREIRTE M
R%#% . Lifecycle Controller Jz F48 44 iAH (S .
BIOS 3| il 715 &
« Lifecycle Controller H % 4% H
[ {1 AH A5 5
+  VFlash SD K4 Xf5 8
PERC % #3411 NVMe PCle SSD IXEh 8% 1) TTY H &

[, & fE IDRAC Web FHEIH, “BoRSCefk & Th BEE A4/ SupportAssist HitfE”. 7E RACADM #ill WS-MAN FEI+, Ut
AT BARA RARBAR SR E” .

M IR 5 A 1k BE M

TR LA FH XTI GE AR CPUL IAERT 170 M HERETR L. Intel ME SCRES F V-S4 F0 FH &7 (CUPS) Ihfigsk i il kg o b2 s
AL TR R G HA G CPU 3. Intel ME 2 B & CUPS /245, JFRAF 6 CUPS $R IR IR BEIFSLA R A7
I70 BIEAM I FAE . IDRAC JEIL I CUPS F8HCKR T i R ST S A&, BEAME MM CPUL PAEA 170 FI I S 45 £ i Bl S
1B

By i ERARLTIRR, HEHREEDRAC MR

BRI SMERERI T 215 B, 15214 www.delltechcenter.com/systemsmanagement |- Dell Base Metrics Profile (Dell 3
fitll B B C B S0 ) A Dell Sensors Profile (Dell 4% B 38 lE B S04

& BT 25 #f Lifecycle Controller-Remote Services Zhfg, 7 LAREF RAEBEA L E AN IERIE1T. XTHH Lifecycle

Controller-Remote Services [ £%4t, 1A LS FLEIEFE RS 3, ST, RS E S SABC S H U IE B AR5 225 1 fg
KXt RGUATYHEY

MRFARLEAF - FHEFA

Lifecycle Controller - Remote Services 7] LA 5 H 80 5 AN IR S5 240 B 0T & S04 . 5 3 AF U4 BIOS. iDRAC. RAID. NIC. FC-
HBA. ZRZiAl Lifecyle Controller FITE BAF S, F¥ HAFMELE & H B A SCAF B SL 2 BN SO . S NERAE AR SR BY
Mg I S NSO, R ST TR B 1 BART RAZ I B CE BT L B E I B R S

SN G A B] U WS-MAN B Redfish 2 O HU4T .

:



HxRELZER, 52 M www.delltechcenter.com/systemsmanagement T2 AL (K] 78/ IR #EA0 B X1 FTIRS 285 15) R

CEIERIE PR S 75 LB P B AF) S0

PR AR B SR R SME S
FEHELE Dell Beasr, BTSN eI N RSS2 e B B SCF . 38— IR AR E SRR T8 AR i, 58 ik
FAHTEE.

PAT UL Bt F5 ZEAEAT IR

FELEfE TR 28 70 JE B RAID %20 - PERC S110 Fl PERC S130 F EHHAT IR SN - 35—k T SATA IEHI 23 E A
RAID #850, 28 R T4 X a2 IR S S HAERC B RAID #5412% .

il

IR T A F G 1) EmbSata BIOS J& MK % By RAIDMode, % — X AL E LT A%

<Component FQDD="BIOS.Setup.l-1">
<Attribute Name="EmbSata">RaidMode</Attribute>
</Component>

RS A S N TE PERC #3414 b B AC & -

<Component FQDD="RAID.Embedded.l-1">
<Attribute Name="RAIDresetConfig">False</Attribute>
<Attribute Name="RAIDforeignConfig">Ignore</Attribute>
<Component FQODD="Disk.Virtual.262145:RAID.Embedded.1-1">
<Attribute Name="RAIDaction">Create</Attribute>
<Attribute Name="Name">Virtual Disk 1</Attribute>
<Attribute Name="Size">0</Attribute>
<Attribute Name="StripeSize">128</Attribute>
<Attribute Name="SpanDepth">1</Attribute>
<Attribute Name="SpanLength">2</Attribute>
<Attribute Name="RAIDTypes">RAID O0</Attribute>
<Attribute Name="IncludedPhysicalDiskID">Disk.Direct.0-0:RAID.Embedded.l-1</Attribute>
<Attribute Name="IncludedPhysicalDiskID">Disk.Direct.l-1:RAID.Embedded.l-1</Attribute>
</Component>
<Component FQDD="Disk.Direct.0-0:RAID.Embedded.l1-1">
<Attribute Name="RAIDPDState">Ready</Attribute>
</Component>
<Component FQDD="Disk.Direct.l-1:RAID.Embedded.1-1">
<Component FQDD="Disk.Direct.l-1:RAID.Embedded.1-1">
<Attribute Name="RAIDPDState">Ready</Attribute>
</Component>
</Component>

JEH PCIiE - £ BIOS 2 R 48 PCIAEAE & ZAE AT RN - — M T8 RS, 55— TRCE R H I+ .
Zn !

IR FARG ) Slot! BIOS J&PEWAEH], 55— IR SEANLAE G LT WA

<Component FQDD="BIOS.Setup.l-1">
<Attribute Name="Slotl>Enabled</Attribute>
</Component>

RN TR B 1 PR

] 56 T

ST LU 2 B3 il ST B B R A A [ o 1B A P T 2 2R S AT RRCAS Y AL [

BB EIRE .

TR HE DA M S [

1.
2
3

PG T B AR .
I FHH 5 SRk,
T SR

B T PR AR Rl 1 S AT

7



4. W, BERzEE R

E: 2WTER. SRR/ LK iDRAC with Lifecycle Controller &6 iR BRI LB #F . X LT FHdFE% H IEE T
REBNEBRIRS . FEEVMEAE RN, F3 iDRAC £E 1% iDRAC.

HREAFNEHRELZEL, ES0 www.delltechcenter.com/systemsmanagement _- Y] Automatic Updates in Dell PowerEdge
12G Servers (Dell PowerEdge 28 12 fAIRSS 8 F I E B HD AR,

A
ST LA P ST B 1 S SE R R LA S AL, AR LS AU . R — TRV TR, BRiA
e

TESE e T A BB e h Rt 8 LT, | Lifecycle Controller Br#dAT I ERAEIGTE POST N /R TEA M R G0 a0 2%
b RTRMEH WS-MAN it Web JIR 5 St FE R B 5 i S G i @ 1k

MRS FSECE M — FHERA

Lifecycle Controller-Remote Services Al LA H (4547) 8GN (KE) FEHLRG MRS SSAL & 3 /F. XEREEEEFERRS
WS 34T

SHTIREE RS (S B BERE . TEAEEE . Lifecycle Controller Bt & . iDRAC B AR E, FEU4Ix 46(E B AEME 2 A vFlash
SD R B FE P 2% 5% %J:E’Jﬁ/I\Iﬁ‘EP SNDREB RN B WA vFlash SD RELMEILERN T R% . B BHI&0 T
vFlash SD R4 3L =,

K E: R BT FIPS, KTLEHATS vFlash SD BHISCHIEA#ME, HINACE vFlash SD £, SHBREAGRE R E
{4Z vFlash BUf# fH vFlash § A\ IR &S50 B S0k

EHRADEWHTELZEE, %214 www.delltechcenter.com/systemsmanagement - {] Automatic Backup Server Profile in Dell
PowerEdge 12th Generat/on Servers (TE5 121X Dell PowerEdge %5 #5H H 2 & IR 52 BC B S0 B

AR ASVFATE - A

Lifecycle Controller-Remote Services FI ¢ N (IG5 EN RIS 831 TIE . XS B /E B H 7E FAR BT, BTl
NAFAETE USB JRBNAS 8l 25 3L (41 CIFS B NFS) i ¥F Al k.

B B AR 25 A%

i IDRAC HHHIEE B 55 45 ThRE, BT AR I IR 55 45 (8 ) A B B4R L IC IR 55 A P AE AT AR A B 5 . BCELIRSS 48
IDRAC $fit 1 B SCE LI P A0, DA B ] & BN E BB 2R (N 328 R 5

WRAEITII Dell R4 H TECERS 2 ThAE (B BRAREREERD | WFESSATA R iDRAC H 28 H DHCP FEH2AH T
Rk . WiREE RS S ThRER 2 A, nliEn iDRAC B A MR F s FIXWThRE 22 BRI FIK 7 . 4 K“DRAC
WEARREFRNELZEE, EZ0 iDRAC User’s Guide (iDRAC FH ' 4EES)

HREERSBIEZER, 521 www.delltechcenter.com/systemsmanagement _ (1 Lifecycle Controller Management
(Lifecycle Controller & B it & 4350 B ST

IR 55 284 R B E HT A A

63 0] DA 3 % B 3R T Th A M B AR 55 28 A SS O BUE, Bln RSBl B . HE. PERC NV EREZF (W) 4%, (HET:
5 X T Th AE M4 IDRAC ¥FRJHIE. 3@id LC-Remote Services A LI LL R 15 &«

BIOS
« IDRAC

+  LC ¥R

. LWERF

- IKEhFEF A

:



FIPE BRI K AR, SR TR 3k X (5 2. ANid, BIOS A1 IDRAC 5 Al IEH TAE, T2 Wre 7 AR sl 5 0t v] AF B
Boo

B Web AR5 #HIEF

BOAEIL N, 72 IDRAC it A2 ZIEF . &0 LUERBUE 2416 K (CSR), AR5 CSR RAIZIERMULHLIG (CA) 24
METS . B UL ThAE, WoRH] iIDRACCard At B SCAFH R AL LL R J7ik:
*  GenerateSSLCSR
ExportSSLCertificate
*  ImportSSLCertificate
* DeleteSSL Certificate

SRR A SN BAERTTE T

Web 45 #3E1
Directory Service [f] CA il
H o AR

FEAPHAESS, W EHTE 30 IDRAC. RGN T — R & 118X 38 1107387 /7 % iIDRACReset .

HREI Web BR&G#HEBME LS E, %214 www.delltechcenter.com/systemsmanagement _- 1] iDRAC Card Profile
(iDRAC RHECE L) BEHISCft.

BT ENRGINEREREZETEIRS

YIS RSO (POSV) 4 T 295 RAMIME, W4T AMAE . AT LUEH PowerShell fr4 FLf57li PCSV. fiifH
PCSV, f0] LAAAT B F e ff

o HWEXRZETRERIELR.
M & B2 CIM_PhysicalComputerSystem, ¢ 5 3558 T il i 2.
8 VR TG B SO AR S BT S i 1 T e
o RGO DO AR VR SRR
HFMEH PCSV &EXEIHHNIAANELER, 155 W www.delltechcenter.com/systemsmanagement _L ] Physical
Computer System View Profile ()i EHL RS ERLE ) »

YENVE
Lifecycle Controller Lz . 11X, IREEAMEH RASEHTS, XERGEHFS MR R,

PR AR B AL L RIS AT B HEAE UG S NN 218 4T o 2 AMELAE B T BT 4% HAAT OO AR 1 . SRAE TR
HIPENL ISR I 2 e AUEET 51 S R GE, b JUR — TUEHT 51 SR LA I R iZ ARk SR

TFEIR 0L T R B Dh ek B Lifecycle Controller 1B

AR — QR A AR LR N I E B

o iR AE L A S — T BLE ] SetupJobQueue() J5 VAR B IR R GE R R ZhIEAT 2 Mk, R RN K1k R R E R
ZNINIA], 56EH] SetupJobQueue() 777 e B H AT I AR o A o 4 e BN AE 4 € IR [ 30T

o MHERAENE — MERTE 2 FIBLA 1R R R A PRk
o WEPTA LR — AR RS A TR
o R HRIMEN — fiFH JobStatus = Scheduled 34505 i A4 AT A H RV AR 5 -

:



(e~
fEML A PR —RARGQIRIOMEL (B0 , RO ML (250 .

RGANEIEN = E T I ATR T MIT IR AT 0. flan, 7EPAT S AR AR IEEM . SHRYFIE. B K AT 5 X 55
EREMR S ThReRt, RGat St —AMEW IR B 1D, B AEARL, AT 8 AT 55 10 58 B L o

o H/PEIRMEN (Blfn CreateTargetedConfigJob. CreateRebootJob 1 InstalFromURD H-F-%f RAID. NIC. BIOS &5 I H
FUINCE . AT L2 R e AL BiEAT, sttt R 24T

K ERBAT FIPS, B LERITS vFlash SD RASREMEMERIE, BIMNEE vFlash SD K. S HEREA MRS 24EL E T
1% vFlash B4 ] vFlash S\ IR %2800 B S0 .

.1 RGP AR KL

REARRIEL FH P aUg ek

o SFHHRE + RADMEE

o S BRI A - BIOSHE

o SHAEMAMHEE « NCKE

«  VFlash (FI4fifk) + FC-HBAHCE

o VFlash (fJ#45X) + iDRAC it &

*  VFlash G4k XD +  System configuration (R4 E)
o VFlash GEZX) o HMEEH (BIOS. NIC. RAID £5)
+ VFlash (WiJFor XiEE:) . HHIT

e VFlash (4 XS HEHD
*  VFlash (ff FBUE A4 XD

RGNRE

BEThREH] T RE3R N Remote Services API I MAIRZS, Hrh @FSE CEM R, FEHLRGUREMIZRMR S RE . BARRER
ANERA " S Hh

2/ELAE Automated Task Application CHBIMESSH, S6HT9 SSM) H58 i, AFIRAES S AEAEAL AR T SZ BV BT . ARk S Rp
HAN O RIRESIF R BRI . ERPIIG, KGR T 2R

zo



APl R AT - B R FE R

22 3] Lifecycle Controller BIEfA[ T fig i M Dell TechCenter Lifecycle Controller =71 (delltechcenter.com/LC) 44,

ZETEE LA URL 5l AR &T,

RG] IR URL 2 B ) RH N 257 O B

0] LR B DL R 2B 382 ) ff ] Lifecycle Controller API:

N N e

T 72 Th RE BT 75 IR BB A
fifi 8 AP SZ W[5 X BT 75 1 B S ST M 1
i F 25 P 355 ) 2% APl

2P 5 AP A8 B AR s g i e

FEAZTE BN -

WSMAN Pt B e

e B SRR BRI RERIAT N A S b BRI JE e J5EAMRRZ DD RERI W BC BLAS BRIk o %I B U U SCIRAE CIM R R 25

MIFR IS 42 4E (1 Lifecycle Controller-Remote Services it SC #E1( 1)

fEo BCE ORIV B SeA A i BT T 20 24

Lifecycle Controller 13 Et B S {4

v BEAEN B AR, 3515 Dell TechCenter (delltechcenter.com/LC) M, 7E Reference Specifications (£

EPIE) T Profiles (LB

1906.aspx.
x. 2 EE M

B 2 en.community.dell.com/techcenter/systems-management/w/wiki/

[A=8E =i

B

Active Directory
e

FEA R 45 s A EE % 7
BIOS F5| & B

CPU
DL W) ity

= RN/
P
JCEHEIE

iDRAC

JEEAIN T XF Active Directory 2 7 i AR 4% LA K Z AR 45 B B 40 O TE B iEAT 1R R I THRE, Active
Directory % F i it & SO R T S5 B B SRS B ) B8

DMTF 3@ I #: O #5E8 (DCIM) Z:hih B S EL B SO 78 T DMTF BB S me B S, DA NS sYE A 9%
JEE ) Dell H75E S BR o HAC B S R B AT A W HEAT T ARvELL, RN Sn A N
AL T BRI VR T S T AR B BB 2

BRI R 5% S BC B2 A ERCE S, 2 ST T U S A R 55 S R A HAR SR 2K

BIOS 5| S8 B & S AFY 78 T S ELE IR BLIIRE, NI T3 24t BIOS B & it AT ik
MEHE RS T IR

DCIM CPU BLE AR T H T 1817 5 KRG+ A B2 B S KRR EHEYT & R e 1.

LUK M3 TR B SR 78 1 S5 B SCIFRE BIRE, AN 10 DR I3 1, HORIRZ 8 A1 LUK
-4 11 RO

Dell H-F 1L g2 M0 B SCIHR AL T EH FFd JEAS DL i B FE R A 0 (8 L g
DCIM XU HC B SCA A 1 247 5 2 48 KU 7 BAH SR 1) SR 40 BRAE 35 (K SR PR A 1

JCEHE TGN B S E A e 2HEE B ZGE R (FC HBA) BLEHHMTHIAKIZhRE, VR TS%
e B SO BT RE

DCIMIDRAC HIZEL 1A/ 404715 DRAC AL LSRR AL AL M RAE R 13
LT

21



o B XA R

BB

b A5

LC &

PrArE

W7

B RGLEE
PCI

IR A

PELH AL R G
FLPEIR A B

22

DCIM_IiDRACCardEnumeration 25 B PTMode 1 AdminState J& 1%, ¥ LOM-P2P i USB-P2P #&
A T iDRAC ML E

JE % E Port. Timeout. Password. Enable I LowerEncryptionBitLength J& 1%, ¥ rLARCE VNC
i E g

DCIM_IiDRACCardInteger HA H T SMTP B & FH B SMTPPort, LK T SNMP Bt & 11351 E 1
AlertPort 1 DiscoveryPort.

DCIM_iDRACCardEnumeration 25 E.#5 PTMode Fil AdminState J& 14, 2 LOM-P2P & USB-P2P #i
A T iIDRAC PIMlCE .

FEARK) OMSA Z21: OMSA HiTHEAE L ThRE (51 WatchdogResetTime andLCLReplication) 7E
iDRAC R4 55 (iISM) _EW

RN HIEC B SO 7R T S H R E NS RTIEE, W T XHRERT G S BB AR R/ T O EE
TR PRERRVE TR TIfE
Lifecycle Controller (LC) & ¥ & SCAF%F Dell Lifecycle Controller & ¥ ¢ H T B J& 1 AT 30

ExportCertificate () 775 H ¥ M Lifecycle Controller 2E i ME— SSL iE 4 5 H B AL =47 B P Y
A,

DCIM_LCService. ExportHealthReport() J7i% M+ 14k EHR. tEIWERETE . #ff R GURI AR P 4k
¥, FEIR4A zip 3CHF, ARJEORAT 245 B B3 Z AR (cifs/nfs).

DCIM_LCService.ImportSystemConfigurationPreview () 772 T 75 SZBx S F i 7% XML FEAR i 52
g, EHREMERED. ChRMIEXRNENEE. IR ZTESR B —AMEL,

¥ ] DCIM_SoftwarelnstallationService: SetUpdateSchedule(). DCIM_SoftwarelnstallationService:
GetUpdateSchedule() #l DCIM_SoftwarelnstallationService: ClearUpdateSchedule() 75V LA 11X
FRTRF 15 T B 5 AT [ 1 BT

DCIM_LCEnumeration 2437 4#“BIOS Reset To Defaults Requested” @11, ¥ BIOS & JyH BRI\ J& 1.

X777 DCIM_LCService.SetBackupSchedule(). DCIM_LCService.GetBackupSchedule()
DCIM_LCService.ClearBackupSchedule() , FuVFiI RS 23 BC B SCHFI B 3410 -

DCIM_LCService.ExportCompleteLCLog() 5 i:ib & AEfE S 52 B A A A JE 3 H b
DCIM_LCService.ImportSystemConfigurationPreview 7572 Fo¥F7E N XML FEAR BT HE4T T .

DCIM_LCService #2417 B B2 W2 P i I LA 771 RunePSADiagnostics () FHl
ExportePSADiagnosticsResult() .

HT DHCP I E : 7 M DHCP RS 283548 1P Hhibik, 4iZR4-22/azhm, F P EnT LAdF OEM
FE B IDRAC T AT B & 1k

VEA] B PG B SCfE 2 E EACE SCE, AT Dell Product License Manager (License Manager) H 4%,
GHELE XY 7R T S E S EEThARE, N T X & Dell Product Licensing Manager Fii &
R VF AR AR -

DCIM WAFICE R T H T 1217 5 2L A AF (DIMM) AR R BB AL S B 4
BE RGBSRV B A AR ML B R Rk R E A RE RS
DICM PCI % &L B XA T H TE1T5 &4 PCl W& FM S KRG EHEAL S B AR O,

KASERERC B S 78 T 25 BB SRS BLIIRE, 70 1 X Dell °F- & L REIMATEA BT 5 [X 2
TR ANE B DI RE

BERC B SO T L R GRS . T B AR A SN T 7 S ORI R &R
LR B B SO X ) T B AR G IR I3 Sl JRYEAT R T M .



o B XA R

BB

R B
i B SCA

RAID

xR HE
BT L
&R 3R

7 B B 47 2 B
f&i #. RAID

JIR 5% Ak 2 %

fAj B NIC

BAF BRI
A B

REER

£ %t QuickSync

USB # %

DCIM FLJRAC E S HA 1 T84T 5 R 48 rh R B8 B R 1 R G0 BAE S5 (S PRI 1

DCIM B B Sy i & e fE 2 X 7 T 3687 DCIM #1 DMTF Be BSOS, LARAE EE w52 4
FR G S A AE S T 38 4 X S B S AR ARE R

RAID it & X 78 T ST E A AEEThAE, N T #ik RAID /50 & I ThEE .
PERCO S FrIhgede it LA T I fE:

«  RAID10-UnevenSpan Y #F: X& T Thae, SZFF RAID 10 EilELA (VD) AN REEX (AfF
ANEBXKEMEX) . FHTE RN E R IR s A8 62 RAID 10 I 7 b i, 58
HIhRE, RAID FfE& A X A1, Kt X (S B & ) B .

. %ERC 12 GBPS # & : PERC Q #5783 (138 B 12 Gbps, BT LA #E 12 Gbps MM B 45 IR E)
« HHGNINHEE: PERCO fEHil# 7 Fr L 7 NEN S NIMTEE, EFEMAS T, Fik

%g%%ﬁﬁﬁ%%%ﬁ%ﬁﬁﬂZﬁo IR AE, PERC 214 vl LIEBLA L E 2 T B3I T A5k

* ControllerBootMode: PERCO {2 il % S5 15 B 14 fill 4 51 G AL O -0 AM BEAR 5 28 A B0y 3
8. JEILIX—-ThE, PERC #fil a il AFE I S0 - T-, AT DAZE W RS 4K 805] S, thmr Lo
TR Akl 5] S, s o] P2 TEA 2 2. fERR S| SR80, PERC &%
JUIEE H BN M B R, BN Hh R I AT BRI BRI SR 4 2

o AK R IXEREhES: PERC 9 SHF 4k B X OK/MNRE IR A 28 o IX T BE RAE SCRP2 P A R R Ak
[X HDD, UCAMEhntR A A i g, (Rl s/ & H %0 H

©  RAID SRACHE CFF: SSRHE TR EEN, THENEHGIS.

o P EE Ul RAID BEECH HBA, Hith HBA B HCA RAID,

DCIM ic 3% H A RC B U4 T REIR 2% KRG o R HEME IR

DCIM = (32 AUAC B SR T H T8 17 S AU G R G0 BT 5 1 J@ M A 1

DCIM f& A5 B SCAFRIR T T84T 5 R G PR B3 BAH G I R G AT 55 (K JE Az 1
DCIM 78] 5. B 47 5 BRC B SCHHHIA T T2 A7 Sk R B 4y 5 BRAH DR 1) R G0 SAT 55 ) SR M A2 1

BCE Y78 T Rk RAID fAA#EAC B I E BTG . RAID fAlE A — Bt i, Hh S g
e WP RIEREGAL . AOm U ) S AR I DL RO R A [ ST R AR

DCIM Ji 55 AL PEASHC B SCAF iR 1 HI T8 47 5 M 55 A BR &5 M IDRAC & B SC X 2R e BT 55 1 J 1k
AFE

fai 8 NIC IE B XM 78 T S H M E AR EINAE, I T H#5R NIC W48 45 H 23 B I ThRE .
WX E VirtMacAddr. VirtlscsiMacAddr.  VirtFIPMacAddr. Vit WWN. Vit WWPN #il
VirtualizationMode )@, SZRFEFIHLIEE B,

Dell HAFFIREMECE Y 78 T S HE R E X MEEINGEE, T /iR RE A TIRE M ThEE
AT B SO 7R T S B RE FETh RS, AN T ST A B s Th g

DCIM_SoftwarelnstallationService: installfromRepository I DCIM_SoftwarelnstallationService:

GetRepoBasedUpdatelist 7t #1858 57 47k B T 8

[ A UXEN % (SSD) BEHUE L TH i As: REMEPRALIEH S PERC i 3 ) [ S RE AL BK N % (SSD) Mt
Fgfir /AT DL o

DIF B¢z #83 %5 : PowerEdge RAID Controller 9 (PERC 9) 3/ 7%t Pl (If47(58) WEhErIScf. X
Se R A7 BOAR Y DIF (B 58 BB, SCRF P IRSD 3 gk DIF SXEN#% . Hdi 76 B k7
Bodid $i 4t CRC dehg s i nr Sk, Il AndE RAID HEM 1 — AT B 50 1IE -

DCIM R G5 BAC & SO F1847 5 LR G0 BEA OC I R G0 AT 55 1A J8 M A T EAT T U6

DCIM & %; QuickSync it B S5 B S0 H 15 R4 N AT QuickSyne 3 NFC % B AR R4
ERAT S K B AN AT U -

DICM USB &4 HC B AW T 5 R 40 USB & AH K 1 R 408 BT 95 1) J& A IR AT Ui B

23



o B XA R BB

R DCIM HLSEC B ST I 3247 5 22 48 T DU 1l 45 5 BEAR G (K R G BT 55 1 R PR AN g A7 35
9.

FE AN DCIM RE VA i e B SCAF 847 5 R0 5 Zh e AR QI 2R 4 AT 55 10 s P e L kAT 0t
.

WSMAN MOF WSDL #11 XSD API 3 X

BN R (MOF) A5 e B S0 B SCRS B #h TR BB, 15k Dell #5752 CIM Z8f28 5. Web IR UEBAIE F (WSDL) 1 XML
B 5E X (XSD) SCAR U = AR I Th RE

SEN G

A (CIM) R —TUATFRRE, ERE ST UIRPRE 1T PR R ) 324 0 3 Ron 9 — 2 F X R DL RGBT R 2 TR R R AR
HH MR 1 BT T 5 0 7 B R (K 48— 5 U B SR R X R

FEZE X G (MOF) AL & A X2 R AT VR BEAT RLTE U A FRIAH RSO

K vE: B i MOF, #%%3) Dell TechCenter (delltechcenter.com/LC) M, 7E Reference Specifications (ZE£ME)
—F’ '$‘T—.E‘ MOFs.

Web R HRIES

Web IR&GHIRIES (WSDL) £&3ET XML HiES, H T Ut Web IR PRt oh6E. Web ARZ 1 WSDL #i#] (#5779 WSDL
AR DL RN AT B R M T O T U AR S BTG A2 B DL R R ] B 5 A R B

XML 22445 B

XML 2289 (BFRA XSD) Xt F:2k XML SCRE R BE, al% DLHZ SO g5 A N B AR IE Ak EF R, BE4T XML B &
FRSE IR ARELA R 2 B 8% A — L2 0 5E JC 0P B R U 4 A R R R I 4 5,

E VE: Eifi XSD, E{F %3 en.community.dell.com/dell-groups/dtcmedia/m/mediagallery/20074445.aspx

Web k558035 r

Web RS D8 (WSIG) & H T-48 S48 i A 2 Lifecycle Controller AR S Web 453 D FTIR AL DIRE IS 2451 . %38
R TRALIE T A8 Windows WInRM FIFFIE 1) WSMANCLI i 24T A FI 27 &R F &% WSMAN B 1) Web 45 (1945 B AR 51 .

+  Windows 7 - http://en.community.dell.com/techcenter/extras/m/white_papers/20438393.aspx
Windows #itAbHE 447~ 45 - http://en.community.dell.com/techcenter/extras/m/white_papers/20066179.aspx
Linux WA - http://en.community.dell.com/techcenter/extras/m/white_papers/20438394.aspx

+  Linux WSMAN shell fiZ7R~ 4 - http://en.community.dell.com/techcenter/extras/m/white_papers/20066181.aspx

WSMAN 552 B 16 e

RAFELBERFPNAE T HETE /DR WSMAN #AE3HTH & DL R e AT 55 1 LA AR . Bl in) &R AL #E /5 R, ik Dell
TechCenter (delltechcenter.com/LC) T, 7t Web Services Integration Tools (Web [R&&ERTE) T, H#.i; Best
Practices Guide (BESZERIEET) . 5i#% 2| http://en.community.dell.com/techcenter/extras/m/white_papers/
20066173.aspx

HATEA IR T 53O T & O AR BIIIA, #13%F Windows AT Linux 7348 Fil WinRM A1 wsmanclis

24



TE 7 (£ SCRE 75 B AL & Al WIinRM 8% WSMAN $UAT & FIME 45 105 L TAERFE I EAN B . i Lifecycle Controller API 77y $4it
BT R AL (SDK) BT I35 5 /2 PYTHON JIASIE = . 1% SDK 5280 T 51 5 2 H A3

BRAELEERT TR TAERFE NG SRR CARE R AP 7R AE T4 5.
Xt R2F PYTHON FEI A Sl At . 78 AR Se A 2 5, mT LME A S 8 R SR B iRl i, DAE#RAER
22 AT ) WIinRM B Open-WSMAN % A% Y

7 VE: X AAL F b4k — http://en.community.dell.com/techcenter/extras/m/white_papers/20066173.aspx

JEVEEMR XML

JRYEFE R LA XML b8 3B 7R 5 4L0H T A B M. A 55 RAID. NIC, iDRAC. BIOS. FC HBA 1 PCleSSD [¥)@ tEiE M, i
Z [ http://en.community.dell.com/dell-groups/dtcmedia/m/mediagallery/20440476 .

BHH BENER XML
BBV XML AR SCAFBFATI L 98 1D A SO (500

W zip 45 S04 A XML k2 iIDRAC A1 Lifecycle Controller SEA:FIAE 1 B 8dE, 3454 DMTF DSP0228 5 Bt it %
XML Schema. UL zip IEAE SO A AL Dell 3EALAT—AN XSL ST, A EEIE N XML JEAT N B8 R 5 T it

B E Dell Event Message Reference Guide (Dell F4HH 825481 ) WS, 1H# 2 http://en.community.dell.com/
techcenter/systems-management/w/wiki/lifecycle-controller#attributereg 31 #.05 58 OpenManage #FARAS . FHFH B2
350 B SO0, 5 R A0 M R G LA (0 FAR AR AR 7 A S B R R (5 R ISR R L h — A R H ] & i OF
BRI P, BRI AE AN E B & il RoOF R

XML 44

Lifecycle Controller XML %2#1755°4 Lifecycle Controller Al FH I XML #2444 %, %t Lifecycle Controller Alrfai Hi [l F XML %
BEATULRE, fildn:

« H&E
=2
B BRI
- JmtE
o RSTAsTCE

K ¥E: Bl Lifecycle Controller XML Schema Guide (Lifecycle Controller XML Z2#4#555) , &8 F %3 http://
en.community.dell.com/techcenter/extras/m/white_papers/20270305

Redfish

Redfish #&—NEF Web ] API, X BBk @ & im BT AL n) URL JE4T S8R Vi )« iR 51 Redfish ZEE 7 2 URL. Redfish
API & IR 2 URL 2R 450, X g %R E / redfish/ v/ #30. %719 Redfish %55, %548 H URL B https://
<iDRAC IP >/ redfish/v1/<&JEIR1E> .

Redfish API Reference Guide (Redfish APl %548/ ) 24t T Redfish A4 & ¥ G & AP| ArdEFIEA, FFA4H T Dell £ Dell
3512 {RFIEE 13 1R PowerEdge AR %28 BT SEJifa (1) Redfish, HHEEI Dell Remote Access Controller (iDRAC) with Lifecycle
Controller 24t

BHRELZEE, WS http://en.community.dell.com/techcenter/extras/m/white_papers/20442330.

AP 5 7] BRI ] B 5K

FRATTERBEPUFH K A 1) iIDRAC ¥ 7]

.



v 3548 B 85 en.community.dell.com/techcenter/extras/m/white_papers/20067632.aspx F % WSMAN License
and Privilege Specification (WSMAN ¥ AJiE SR B+

* Base Management with IPMI

*  Express
» Express for Blades
- Bl

x. 3
ik Base Management with iDRAC Express | iDRAC Express for iDRAC Enterprise
IPMI Blades
TR A A 5 B *JE & & 2
BET A PR 1 5 = = 5 3
EEIEE m & i &
BAERGEHE m & & &
BRI E i & & e
T & 3 & 3
JIR 5% S G B ST 5 & & &
JIR 55 AR C B SN 7 & & &
P B 4 % & & 2
RS G P & & 73
WSMAN)
*RANHIREIALE Dell 2 13 4 PowerEdge A 55 4% E52 30
H B+
R 50T B T R S mT A [ 72 5 (140 Lifecycle Controllers iIDRAC %) 58 Bl 45 S BT AR A VEAR (5 8. ST BL

{fH GUI T, RACADM fir 4 LA K WS-MAN i & AT X L i fe

Lifecycle Controller #1 iDRAC H £+
T {Jj [ 5% Lifecycle Controller #11iDRAC H A 4, 1543 delltechcenter.com/LC.

26



# 4 Lifecycle Controller API

A5 H B Lifecycle Controller API #2431 3 FH AR 7 2 v BT 35 1 %5 U «

« APl &% — A T 3CRE WinRM B0 WSMAN (1) AP 7% /5. Sdid APL 2% 7 s o] DA & Bl 2 15 & 6@ R R T .
o BRETRIEE - MEACE A LERENEE, HREEA TIEH AREKRIHEZ Python A,

- BERIEAS TR - #2487 G RIS %,

- f#H Lifecycle Controller-Remote Services I[N FfEF — 51l T 2 F B4k Lifecycle Controller API {13 FHFE T .

+  WinRM Fl OpenWSMAN &3 5L E — 5t 7 H TR E WIinRM Al WSMAN [ i .

APl & F i
PLF 238 M & Fh API 28 i ) s .

«  WinRM JHIAZFE API, MSDN — msdn.microsoft.com/en-us/library/aa384469(VS.85).aspx
* Redfish — https://www.dmtf.org/standards/redfish

*  Openwsman CLI — https://github.com/Openwsman/wsmancli

+  Windows PowerShell {84 — blogs.msdn.com/PowerShell

*  Windows PowerShell ScriptCenter — microsoft.com/technet/scriptcenter/hubs/msh.mspx

+  Recite — A2 B3 WSMAN A %2311 — en.community.dell.com/techcenter/systems-management/w/wiki/
3757.recite-interactive-ws-man-scripting-environment.aspx

+ Intel WSMAN Java & J' ity £ /7 JFi— software.intel.com/en-us/articles/download-the-latest-intel-ws-management-java-
client-library

RAESLERES 5 50k

HRELZ(SE, 13 Best practices guide (FfESZEIEr)

PR BIA A TR

FAFEHE T JL/MEH Lifecycle Controller API AL IEIAS, XL lIATT @it Recite . Recite &— AT Python T H, AN
{§i 1 Dell Lifecycle Controller API #2441t 1 @ P 82 O . 1% T A28 BRI T 76 R 45 2% LI 4T A & Bs T Htib B & 8
FIPAT — RYVERAEA A5 7 E .

« A H3 Recite #1% — en.community.dell.com/techcenter/systems-management/w/wiki/3757.recite-interactive-ws-man-
scripting-environment.aspx

o HAMIA S FERF] — en.community.dell.com/techcenter/systems-management/w/wiki/1981.scripting-the-dell-lifecycle-
controller aspx

f$iF Lifecycle Controller-Remote Services 115 &%

NHINFFEFE R T Lifecycle Controller-Remote Services

*  Dell Compellent | Fluid Data Network Storage Solution — compellent.com

:



» Dell Lifecycle Controller Integration v2.0 for System Center Configuration Manager — dell.com/support/drivers/us/en/555/
DriverDetails/DriverFileFormats?Driverld=Y6J43

«  OpenManage Essentials - :4i% # — en.community.dell.com/techcenter/systems-management/w/wiki/
1989.openmanage-essentials.aspx

* Chassis Management Controller (CMC) — en.community.dell.com/techcenter/systems-management/w/wiki/1987.dell-
chassis-management-controller.aspx

WinRM F1 OpenWSMAN )23 5 R &

ZAE Windows B 5 F 43 WinRM 3.0, 7E Windows 8. Windows 10 A1 Windows Server 2012 1, WinRM 3.0 /£y H i) —
AT RN LR 7R FANRERSG T, WAL HAE N Windows Management Framework Core 360 I — 73 22 %6«

*  Windows Server 2008 SP1
*  Windows Server 2008 SP2
*  Windows Server 2003 SP2
*  Windows Vista SP1

*  Windows Vista SP2

*  Windows XP SP3

*  Windows Server 2012

*  Windows 8

*  Windows 10

K VE: WREEF WinRM f1 WSMAN BRE KEB M (60 BiE L) , & RE4iBT| iDRAC MBE %, 284 iDRAC ABRY I
Re, TT DAE F IR SR BC B O (SCP) ik AT W B iRtk

B FRANATE WinRM 3.0 15 Windows Management Framework Core 3441 () — & > AT L3 M E 258, HSH
technet.microsoft.com/ - [¥] Microsoft AR & 3 & 968929,

H 7% Windows Remote Management fRIFRAS, 1i52 % technet.microsoft.com/en-us/library/ff520073(v=ws.10).aspx
Bz AL M E Windows 2 2, %2 % msdn.microsoft.com/en-us/library/windows/desktop/aa384372(v=vs.85).aspx.

OpenWSMAN CLI & —F I Linux WSMAN % /i . OpenWSMAN CLI Y54 CHE AT 2235 (% 2 7T M. openwsman.github.io/ 3%
0.

.



RS

FIREHE 2 R EMEE, 1515 Dell TechCenter, 4RJ5 1% AT aE 145 B,
R AaTERER

PR ER Dell TechCenter | [y

Lifecycle Controller en.community.dell.com/techcenter/systems-management/w/wiki/1979.lifecycle-
controller.aspx

integrated Dell Remote Access en.community.dell.com/techcenter/systems-management/w/wiki/3204.dell-remote-

Controller (iDRAC) access-controller-drac-idrac.aspx

Dell Chassis Management Controller en.community.dell.com/techcenter/systems-management/w/wiki/1987.dell-chassis-
management-controller.aspx

N Dell TechCenter #:[X 342 en.community.dell.com/techcenter/extras/w/wiki/3836.contributing-to-dell-

FESEE techcenter-community.aspx
RGEHEEA IR en.community.dell.com/techcenter/systems-management/f/4469.aspx

RAEHRIZE D

Dell TechCenter /) Dell Z4tE #1124 Dell OpenManage 7=~ Dell #it AE . Dell KACE DA 555 =77 R G 4E FR i
BHEBIMEXGEE. 74, REEMEEGOR. RIZAEEGRESEN, REERFFRNIRST T Lol N LR 55t
IR IRES AT SN

RYEM LA WIE — en.community.dell.com/techcenter/systems-management/f/4469.aspx.



ARIEE X

RGN T U SO A AR S E S

.5 RiBEMEX

Rig '8

LC Lifecycle Controller

Enumerate TR HIZAE DSP0226_V1.1 ] 8.2 Fi A1 DSP0227_V1.0 ) 9.1 i Hr i B3 (1) WS-MAN ENUMERATE

e,

Get TR HIZAE DSPO0226_V1.1 [ 7.3 il DSP0227_V1.0 i1 7.1 5 Hr i B () WS-MAN GET #:1E .
iDRAC T TR WA R RS 2414 Integrated Dell Remote Access Controller & FH 25 i #%
usC Unified Server Configurator

iSCSI HIRR NN RGO, 2 T s A7 G VO 1 25 T ELI N L (IP) PRI Ik o A
SSM RGNS E LG

CSIOR BT BN U 2 G B IR

SsIB RGNS R Rk

UEFI gi—nlg [ A% 1

BIOS BN/ RS

NIC P 2842 111 i 2%

FC-HBA JGEHEIE — BN LGN &

FQDD Fe4: IRE WA Flid

LCL Lifecycle H &

WSIG Web JIR55#% MR

WSMAN Web 558 B

30



	Dell Lifecycle Controller Remote Services v2.40.40.40 快速入门指南
	简介
	为何使用 Lifecycle Controller？
	iDRAC 配合 Lifecycle Controller 一起使用的优点
	主要功能
	此版本中的新功能
	为什么要使用 Lifecycle Controller Remote Services？
	Lifecycle Controller 中的可授权功能
	Rredfish 和 Web 服务 API 是什么?
	Lifecycle Controller API 适于何处使用？
	谁可以使用本 API?
	一对多管理是如何实现的？
	您可能需要的其他信息
	社交媒体参考

	从 Dell 支持站点访问说明文件
	联系 Dell

	Remote Services 功能
	部署和配置
	服务器配置文件
	BIOS 配置
	iDRAC 配置
	RAID 配置
	NIC 配置
	操作系统部署
	使用 QuickSync 功能的近场通信 (NFC)
	使用哈希密码配置高级安全性
	配置 USB 管理端口

	监测
	收集系统资源清册
	硬件资源清册
	生命周期日志
	系统事件日志
	固件资源清册
	事件警报
	SupportAssist 收集
	带外服务器性能监测

	维护
	服务器配置文件 - 导出或导入
	固件更新
	部件更换
	服务器配置文件 — 导出或导入
	服务器许可证 - 导入
	配置服务器
	服务器报废或重新利用
	管理 Web 服务器证书
	使用物理计算机系统视图查看受管计算机系统

	作业管理
	作业类型
	系统状态


	API 使用入门 - 有关资料和链接
	WSMAN 配置文件
	Lifecycle Controller 相关的配置文件

	WSMAN MOF WSDL 和 XSD API 定义
	受管对象文件
	Web 服务描述语言
	XML 架构说明

	Web 服务接口指南
	WSMAN 最佳实践指南
	属性注册表 XML
	事件消息注册表 XML
	XML 架构
	Redfish
	API 访问的授权和许可要求
	白皮书
	Lifecycle Controller 和 iDRAC 白皮书


	整合 Lifecycle Controller API
	API 客户端
	最佳实践流程参考资料
	样例脚本和工具
	使用 Lifecycle Controller-Remote Services 的应用程序
	WinRM 和 OpenWSMAN 的安装与配置

	社交媒体参考
	系统管理论坛部分

	术语和定义

