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M ARG EH L. iDRAC 1] WS—Management RALi% 5 T /0 A s BAE 55 4
(DMTF) B = BB (CIM) [ ELAE . CIM 5 B8 SO ORI BT, X Eis SR
15 BRI A28 RGP iER. WS- Management PEAE BB I I A 2 DMTF R
iﬁ%ﬂ?f@@ﬂﬁi#ﬁ’ﬂ iDRAC ¥ #: ft.

AXREZER, ESRULTHNA:

+ dell.com/idracmanuals 2t Lifecycle Controller-Remote Services User’s
Guide (Lifecycle Controller Remote Services FI /7 #5/) -

* dell.com/support/manuals {2}t Lifecycle Controller Integration Best
Practices Guide (Lifecycle Controller i ES2EIEF) .

+ Dell TechCenter 1] Lifecycle Controller 71 [ij — delltechcenter.com/page/
Lifecycle+Controller

 Lifecycle Controller WS-Management iiA /10> — delltechcenter.com/page/
Scripting+the+Dell+Lifecycle+Controller

«  MOF HIfi & X - delltechcenter.com/page/DCIM.Library
+ DTMF M — dmtf.org/standards/profiles/

iDRAC ¥ 15 &

Z LB KRS iIDRAC BEATIE A2 Vs R A 75 ZE LA R . R &2 iDRAC I FIMIr &R B\ H .  (AJig) &n
PUEMORZ Hom O, TSEIX— &, ES R ERS .

. 3: iDRAC H T MIrEE K5O

mOs gk
22% SSH
23* Telnet
80* HTTP
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Wi 05 Thee

443 HTTPS
623 RMCP/RMCP+

161* SNMP

5900%* MR G R EAREZE M RN B R A R S AL

5901 VNC

JaH VNC Zhig)a, &mld 5901 K41 7.

* W] TiC B o

TERHH T IDRAC FVEZR i K3 1 .
3. 4:iDRAC HIER F im0

o fuEsy Thee

25% SMTP

53 DNS

68 DHCP ZrEC i) 1P Hihk
69 TFTP

162* SNMP [

445 JEH Internet X &4t (CIFS)
636 SSL |- LDAP (LDAPS)
2049 M4 S R G (NFS)
123 W4 2% 5[] B3 (NTP)
3269 & Rgmk (GC) LDAPS
* W] g B o

1] A 7 2 R oA B A SO

AR LLAN, Dell SZH:M % dell.com/support/manuals _E /0 DLR 3 B SO R T 55 78 R G b % B AR

iDRAC ¥IBfH s &

iDRAC Online Help (iDRAC BXHL#EBL) $#24:5%T iDRAC Web i _E ] F B O vE40 s B L HAHIR

4 iDRAC Ja, f&T LAVT R ERHLEE B«

7

£
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+ IDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM +ir 447 FLifi 5 %15
F9) $Efk T RACADM Fiir 4 SCRFAA ST B K iDRAC J 1t Bt e 4L A0 5 LIS B .

+ iDRAC RACADM Support Matrix (iDRAC RACADM L HHE ) $HLE A T45¢ iDRAC A i 4 Akt
P71 E

+  Systems Management Overview Guide (RGEEMRTER)D FRALET 7T THAT R Q08 BATE 5 I & Fh K
GRS EYS

» Dell Lifecycle Controller Graphical User Interface For 12th and 13th Generation Dell PowerEdge

Servers User’s Guide GEFT 5 12 fAF1%5 13 18 Dell PowerEdge #4573/ Dell Lifecycle Controller [
JER P S P He R 324t T 9H A Lifecycle Controller B - A (GUD) 115 B..

« Dell Lifecycle Controller Remote Services For 12th and 13th Generation Dell PowerEdge Servers Quick
Start Guide G&FIT5 12 AR5 13 1 Dell PowerEdge 4521 Dell Lifecycle Controller 32 il 45k
HEATIHE) RALERER S ThREMIMEYE . A RIEfEMR S5, Lifecycle Controller API FIANTTE B, DL IRt
%} Dell TechCenter H &Fh KIS % .

« Dell Remote Access Configuration Tool User’s Guide (Dell Remote Access Configuration Tool H F #&
B RS F U (A T HORE RS o (1 iDRAC IP Mk FI(E B, DAAAIE A FT RBLET 1P Hhhk$h 47—
St 42 [E£F 5 3H 1 Active Directory B B {5 B .

 Dell Systems Software Support Matrix (Dell R L FHER) $RALE XL Dell REGE. XU RG L HF
HRAE 2R 48 AR AT DL 22 35 7R IX 4 22 45 ) Dell OpenManage 41115 B .

* IDRAC Service Module Installation Guide (iDRAC %55tz 3kdamg ) 4L 1A Lunfi 4% iDRAC s
I R N

« Dell OpenManage Server Administrator Installation Guide (Dell OpenManage Server Administrator %
FHE) AT Z23E Dell OpenManage Server Administrator #1587 .

» Dell OpenManage Management Station Software Installation Guide (Dell OpenManage Management
Station #fF 2 2%t/ ) & B)% % Dell OpenManage Management Station B4 HIULAH, XA ELEE
Baseboard Management Utility. DRAC T.H#l Active Directory B HH.J0.

* Dell OpenManage Baseboard Management Controller Management Utilities User’s Guide (Dell
OpenManage Baseboard Management Controller Management Utilities 3/ #555) &5 IPMI #1H
DEERSE

*  Release Notes CRATULHI) $REL ARG UL SCAHIBHT EHT, BONAE LR MM F EER R AR S
%k

o RN BRI SR AE R .

R CAN RGeSO 3R IUCE 215 2.«

o REPEMIII A UAIRAL T EE ML ARG R . HAhiE i E BiE S M Regulatory Compliance (GERL
ARt FET, MikE dell.com/regulatory_compliance. #1815 Bl et & T bat, HAr6E Ny
Wi SO

o HLERMR T RN Rack Installation Instructions (HLEEZ23EH]) ARG R G 2B BIHLLE .

«  Getting Started Guide (NI148F) MRS 4R R A DIRE. RFE R E D E ARG

*  Owner’s Manual (RIF7 T RECHRARGIIRENIE S, IF U0 0T HEER 2 Gl DU oy 22 2 5 4 2%
Gt

HSEERE
%% Dell

M\ Dell S5 v i 15 1] 5 B SCA:

AR S

BERELEH R M. BESEE LK Dell Rk 5 EMARS FHEAMEE, A LLYT MW Dell TechCenter 254t
TG . AT LUE A T www.delltechcenter.com/idrac [ iDRAC 4E5E T ISRV ) X L6 % . D1z,
HE A AL,
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A 5K iDRAC FNHAdAR ¢ [ £F 5t B 321, 152 1% dell.com/esmmanuals.

EX & Dell

7 R BATENN Internet 4%, ERTUETURSE . FARR KB Dell 7 i H 3 L &R R E
B

Dell $24t T T BHL I Al SCRFRIIRSS 18 100 IR 5% 2 DR B 2 I SR RN X DA B P i AN R T B BT 22 e, TS BT HE I
X AT REA PR ML e AR 5% . WNEERL R Dell fRA RAE . FARSCREE P RS it

1. 1% Z£ Dell.com/support.

2. EBIEISCER.

3. ETMAHAEEERMX TR yRS, il E R EHIX

4. IRIRIEMTRE, AR MRS B R

M Dell SZHruh 17 in) 15 B 3044

Sy LI LR 05 32— V5 1) P i K W S A
o fEALAUT BEE:

— ARG E I ) - Dell.com/SoftwareSecurityManuals
— OpenManage ¥ 3 f} - Del.com/OpenManageManuals
— ERE RGE B S - Dell.com/esmmanuals

— OpenManage Connections 1)V 2 48 & B B S 1 - Dell.com/
OMConnectionsEnterpriseSystemsManagement

— &M T B8t - Dell.com/ServiceabilityTools

— OpenManage Connections % J7 i & 40 & B W S - Dell.com/
DellClientCommandSuiteManuals

o M Dell SRS

a. 2% Dell.com/Support/Home.
b. TEEBEF=RIAS T, RiRARREe.
c.  TEMEMZAEYNES, @ik DU IR B R R
I RGEER
TREAVRSGEE
Serviceability Tools
Dell &/ By & &4
— Connections Z i RS E

d.  BEEFUHISCH, EHREGITRNRRA.

o fEAERGIE.

—  FESRZRAE BN S ) A AR A RRCAS o
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&3 iDRAC

Al LU ] iDRAC FiIF'. Microsoft Active Directory I/ B4 H s 9 B3 (LDAP) I i B 43 8 %k
iDRAC. ZRIAF &0 73 Ml root M calvin. HIEAT DA H 8 — B SR B 8 B R kAT & 3¢,

K VE: R % 53] IDRAC IBLBR A it % iDRAC.

AR
PIAHI P . Active Directory H /8% LDAP H 7 & 4% 5% iDRAC
{EHF R & % iIDRAC
A5 . — 35 35 5% iDRAC
B RN B SR AT

PAAHFH . Active Directory i /5% LDAP i 7 5 & 5

iDRAC

FEA ] Web FiTH & 3% iDRAC Z R, EBA{R O E 22 FrH) Web JIYE 3%, I H B 8@ A B fs BB H9 FH 7 ik

Jo

% ¥E: Active Directory FH P RIH F' % AX 4 K/NE o B H P SIS X 2 KNS .

% TE: BR32#HF Active Directory 4, 3T openLDAP. openDS. Novell eDir l Fedora K H SR 5 3237
o

FELUAHA . Active Directory H 81 LDAP F J' &1y % 5% iDRAC:

1. FTIFSCFRY Web WIYE4% .
EMHE B, N https://[iDRAC-IP-address], AJG#% <Enter> .
g VE: W 2 E BRI HTTPS i 105 (il 443) , %A https://[iDRAC-IP-address]:
[port-number], HH, [iDRAC-IP-address] #& iDRAC IPv4 & IPv6 i, [port-
number] #& HTTPS i 5.

B2 o Login (CB3%) THTH.
3. XTAHA
TER P B AEGZEY, MANEN IDRAC A 4 MZiY,
« M Domain (38) THiZHH, %+ ThisiDRAC (It iDRAC) .

4. X}TF Active Directory /7, ii57E Username (F/74) Al Password (7)) FEH i Active
Directory Fl P 4 MG, R E OB /E A 20—, M TR iE+ This iDRAC
(Ith iDRAC) « P &Ik AT A <domain>\<username>. <domain>/<username> &§
<user>@<domain>,

%, dell.com\john_doe 8 JOHN_DOE@DELL.COM.
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BRI 4 P HRER, 5 Domain (38) THizEHdik# Active Directory 1.

5. XIT LDAP B/, i&7E Username (74 ) #l Password (Z10) FE:d# N LDAP A 4 F1&4Y ,
LDAP B AT EINA . LA T, THiEH Tk ThisiDRAC (JL iDRAC) .

6. R O KN B ] iDRAC.
ISR LD Configure Users (FCEFIF) BUBRFIER AR = 48 B ox, I BLAn R C8 R BRI 9 2 5 D e,
4> &7~ Default Password Warning (BRAZF G55 ) WM, FOVFEEIA B i1 .

FERBEE
7 B A b P AR
B BRI B R
BC B SCHRF) Web 3

5 F % 86k &% iDRAC

REAT LA B e R 55 IDRAC. B REREZME —JulRiE (TFA), IZIMESBEUZ 24tk

« VIEERER B
AR (BIInEE L PIND .

R i 25U F B RE R A PIN Bl AR 4

R

A B85 e R AE Ay A FH 1 % 55 iIDRAC

18 F % 8 -F1E N Active Directory FH /2 %3¢ iDRAC
i BB ReRAE A HLFH 1 % 3% iDRAC
R RAE A P &S0, E

A4 PP FAEFD R (34 I ERL (CA) 1EH5 L4035 IDRAC
TR S

iDRAC Web i fifi 2 [ Bic B W 4 & e R IO A B B g R R0t

i VE: IREN AR E AR, B ThEER, IR E TS LR R iR A% ActiveX fif.
BEAFE R RAE A P& 3 iDRAC:

1

=

F4%54% nttps:// [IP address] Vil iDRAC Web % .
XK i~ iDRAC B UTH, FOREmAERER.

% VE: WARERIAN HTTPS 3 05 (R0 443) B8, E#A: https://[IP address]: [port
number], HH, [IP address] s& iDRAC HJ IP #ilikTj [port number] j& HTTPS #xH 5.
2. KERREALRHPIEES Login (BR) .
BB R ARG PIN i93R, LRZEE.
3. WA BRI GER PIN .
& B 8% iDRAC,
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VR ERE D EH B EERN CRLEEIIRERI AR /', M iDRAC &2 N3 CRL JEi&
& CRLATH FET . WRIERAE CRL F4IH N E MAE CRL W FI3EUL R A TEvE T3, SRk
W

FEREEEE
JE FH BRAE I e R R
NAHH A E iIDRAC £ BE R %

& f6£YEN Active Directory F % 3% iDRAC

M54 BE R 1EN Active Directory Bl V&2 0, iR

B ZASAERAENLR (CA) IEF GAUFNIAZEE (1) Active Directory UE15) 1% F| iDRAC.
BiCE DNS HR45 %5 .

«  JBH Active Directory & 3.
o AR &%

BT R AR AE A Active Directory ] J1 & 3% iDRAC:

L

1 HBEHE https:// [IP address] &3¢ iDRAC.

X¥ BN iDRAC BRI, REImAE TR,

% VE: WREBAAW HTTPS 555 (i 443) 288, H#EA: https://[IP address]: [port
number], ', [IP address] iDRAC ] IP HulikTf] [port number] ;& HTTPS iilH5,

2. WA®RERIFRT Login (B .
H R PIN S

3. HIAPIN, bR,

14 O A% H 7811 Active Directory 5% 3% 5] T iDRAC.

% VE:
WR Active Directory HAZTEZE e RA P, MATHEEHRA Active Directory %15,
AHRER

Jo FH Bl 28 % fi 5 2 o
A Active Directory H P # iDRAC B8 & %

i B — & 3% & % iDRAC

Ja P — 5% (SSO) Ja, Al LA 55 iDRAC 1 F i N IE HS T P BeAE S5 4 (B dn i 7 B A
AHREEEE
N Active Directory H P it iDRAC SSO & 3%

{5 F iDRAC Web 51 % 3% iDRAC SSO
i B — B S ThRE B 3¢ iIDRAC Z 0T, 15 R

o BCEfE AR Active Directory HI K & F I R 5.
BB SRR TRAE Active Directory Bo B A CUF A .
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FEH Web FH1H B3¢ iDRAC:
1. fFHA R Active Directory Ik F 8 S Bk,
1E Web M558, BN https://[FQDN address]

VE: WRBA HTTPS s %5 (i1 443) CEM, 1H#EN https:// [FODN address]: [port
number], HH, [FODN address] s iDRAC FQDN (iDRACdnsname.domain. name) fj [port
number] s& HTTPS i 5.

Q VE: WERAEA 1P Huhib A& FQDN, SSO KRk,

iDRAC % LUFH R Microsoft Active Directory AR &5, i id A 2L Active Directory ik /= &5
I PEARAE RGP Z A

fF CMC Web 51 %3 iDRAC SSO

{fiF SSO IhfE, ArLLA CMC Web %iifii 53 iDRAC Web %iifii. CMC i/ M CMC f&3) iDRAC I B4 CMC
FHPRUR . an S ik P A7EF CMC FRliAAFE T iDRAC 1, iZH 5 L CMC 33l iDRAC.

SR AEH iDRAC 4% LAN (LAN E 8 = #5) , Il SSO AATH .

RS2 EMNFE FE T, iDRAC IP Mtk kA 728 ML, 8 iDRAC ML A7AE R @, W CMC Web Fti
W 8 2l iDRAC 115 245K .

HFRHELZER, {55 dell.com/support/manuals 24t Chassis Management Controller User’s Guide
(Chassis Management Controller F ' 487)

¥ Hi#2 RACADM i |7] iDRAC

famr Ll RACADM 2 HIFE 74 i #2 RACADM 5[] iDRAC.
HRELER, 5 dell.com/idracmanuals #2114/ iDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM 44T RS H1EF) .

B B PG R ¥ iDRAC 19 SSLAF BARAE B HER A BIF B AEE T, L4547 RACADM i 4 i BoRB 413
B B2, S,
g ¥E: iIDRAC ilF 132 IDRAC ki%% RACADM % i LA S 22 A & AR T ILIFE T CA AR BN B2
SAEP . AT, R LEIRD CA AN, # EREL,
HHREER:
I3IE CA EP LAFE Linux _FA{#i 72 RACADM
ISF CA FF PAZE Linux _E{#FHiE#2 RACADM

1Eig {712 RACADM 42 1, AEH T %48 EM CAET.,
FEIGE A A2 RACADM HIEHS:

1. % DER #aRITEF56 )y PEM F5 0 (fi openssl fir447 TR -

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem
-out [outcertfileinpemformat.pem] - text

2. (EEIN EAEREBOA CAUERRMALE. Blin, T RHELS (64 fi) , %2R /etc/pki/tls/
cert.pem.

3. % PEM #3UH) CA IEFHHINE] Management Station CA iE+.
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Bln, i cat command: cat testcacert.pem >> cert.pem

4, RS FEBAE L 3 iDRAC,

15 F Z<# RACADM 15 j5] iDRAC

H RAF A H RACADM V5 11] iDRAC [HI{E 2., %51 dell.com/idracmanuals 4t iDRAC RACADM
Command Line Interface Reference Guide (iDRAC8 RACADM #8417 RS 4158)

1% FH [E 4 RACADM 15 5] iDRAC

AT LM SSH B Telnet S V5 Al iDRAC JF1Z24T [l RACADM 4. ARELEL, 15Z [ dell.com/
idracmanuals #24t[1) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM i
LTRSS HIEEE) -

¢ F§ SMCLP iJ5]5] iDRAC

B4 Telnet 8% SSH %3% iDRAC I, SMCLP BRI TR R . HXEZELR, ESRAH
SMCLP,

i B AL BHIIE B 3¢ iDRAC

&P LLlIE SSH &3 iDRAC (ERMIAZEIL) o En LK 51— RACADM iy &1E N ST S HURIE R
SSH NHEF. TS aS el Ew, lﬁhﬁnn LATIRTAIAT N 5iFE RACADM 24l

it

B3

ssh username@<domain>

29

ssh username@<IP_address>

Hr, 1P address f& iDRAC [ IP Huhit,

3% RACADM 754

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

HSEER
X} SSH i 23 3L % 156 ik

£/~ iDRAC &%
R T TR A &R AL £ 4> iIDRAC 2G5 3% .
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#.5: £4 iDRAC &1

S SEH

iDRAC Web 6

72 RACADM 4

& {£ RACADM / SMCLP SSH - 2
Telnet - 2
AT -1

EBINE R ER

FECLRAEOL T, S8 Fo v B SRR B ) ) T S

{EF] SSH. Telnet. iFE RACADM B Web FL1H 3% iDRAC I, & TR —4EE5 MR, 6T Web A

T LU EC B PR B 5% 31 iDRAC.
BINEGZEE R T .
AT 2471 23 A ik - 19548 & root/calvin.

SSH #1 Telnet, &N NEiET R —FKEEHE. X TimfE RACADM, &/ M id SonizEEHE.

FEREEEE

JE ] B ] B B 1 S

{5/ Web F71 5 BBOA B 1Y
fE45% 5% IDRAC Web FHIIT, s SR BRI REAS U, 00T BASH 0. BESRHLIX— A0, AT LA T $

1
1

i%#% Change Default Password (2Rl 5565 ) I,

£ New Password CHT#0i5%) FBob, A&,

AR KFRFHON 200 FRFBEAT BRI AL . SCRFEH LR #45F
0-9

- A-Z

¢ a-z

AT v & o> - h v WGy v @ # ) s S B % =

<v v LI
7f Confirm Password (ffiil%58) FBH, BN EL,
B Continue (4k4:) . Hiratg RN B 5 &5 55| iDRAC.
¥E: A7 New Password CHia5i%) 1 Confirm Password (il %518) BRI IIS LT
Continue (#%:) A 4T g FPIRE.

HxRHAMFERMEE, 30 iDRAC Online Help (iDRAC BEWLESBD)
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f#Fl RACADM & BRI\ B FHE

BT R, 1HIE1TLLT RACADM fin4:

racadm set iDRAC.Users.<index>.Password <Password>

Horf, <index> M 1 3] 16 Mfi (REHIIKST) , <password> RHIIHI i LIE T
BHXRELZER, H20W iIDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM iy
LT RS HIEH) .

{5/ iDRAC & A FIREFF BN R &Y
T IDRAC E A A S ORGS0, AT LA $ 1

1. 1f iDRAC ®EAHMF+, ¥Z% User Configuration (FI/'iEE) .

fii B > .7~ iDRAC Settings.User Configuration (iDRAC % &M FHLE) Vi,
2. ff Change Password (FEXUHE) FEH, AR,
3. kil Back (J5iB) . Finish (5EH0 Fl Yes () .

EVEANE BRI S RAT .

JE HEBERBAERESHE

fEnr Lls A A I BRN E B S B A B . BSELX — i, L AUIA Configure Users (BLEIT) AL
MR

5/ Web 571 /5 B ZE BRI RS B &5 H B
T{E %5 DRAC J5 A B FIBR B I S 0 B IR G, AT LA 31

1. =M% —~ iDRAC B E — F P RIE —~ AH#A .
I B B P U

2. TEERIAEREEEMy, BB, A5 RGNS AT S IDRAC N BB ERES m. 50,
THIEPREEA
B, wRYgC B EAFERNEESE R ERESEHEE, 1L Default Password Warning CER
NG il B, %% Do not show this warning again (AN RILEE) &I, 4R/ Hd Apply
(A

fi /] RACADM J5 A BREE T 5 1H B LU BN B RS

FE A RACADM 3k 5 FH 459 B 10 2o DAE 58 OO BRI B S 558, 15l
idrac.tuning.DefaultCredentialWarning X %H. HRXELZIEL, S dell.com/idracmanuals -
AL iIDRAC RACADM Command Line Interface Reference Guide (iDRAC8 RACADM & AT & %18
M) .

p G A TR

NI E, B RERAIH P AEEL AR %S (DoS) X, iDRAC 7EFHLE IP A1 SNMP [aBE (s B i 2
ATERAL T DL it -

7
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— R FH R E R
SN AR A B PR R 2 3 S R 1] T o

« HEH%H

% VE: B HRR B BN IR R B SR T T R UL & H 4 H . AEAE AT iDRAC FHm (1 Web
AT, Telnet. SSH. #2 RACADM. WS-MAN 1 VMCLD B4 424t

. 6: iDRAC Web ATHAHEE RERITA

FREWN MR B ERKHE GUIETRHEE SNMP &t (fm
RH = ReE B
(USR0O00O
34)
F—UHE O i % i
RER
EoRE 30 7 * RACO0212: BERERM. EIALHPZMELE &
RER HIEHh. BSRIEIR 30 .
A5 FH B %4 30 7.
E=WEE 60 2 RAC0212: BFRKM. EWILH %L RE &2
R TIEf. BRER 60 .
B4 60 7.
s 60 = RAC0212: BEFRM. WHIRIEHP LAAEME 2
RS BIEM. BRER 60 .

2 H &R 3241 60 7.

By 24 /NRE, XS A s B E A LIBRRE .
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3
WEXE RGMEHE Y,

ZAEH IDRAC BATHI AP RGE B, LA E iDRAC MR vr M Thee, WEEHMMZE /%, HFHIER
SRR Web B35

| VR R e THFENUA 223 CMC A1 1/O B, JFERATHCE TR RS SLhr 2 BIHLAE T

iDRAC Express fil iDRAC Enterprise Hi] I 3HCE A BRIAIERA IP Huhik. gt4b Dell @4t 1 DA BN E I

FEERER - WREERIE P ORI T B ME R, WEHMET. BB R EEITEshh
1THAE R 5 Dell PowerEdge R4 M AR 7 BFBE B . lid o HIC BRGS0k, RS54 IK
g PRI E RS, DMEEEHIHIT 6 B ST S S god 15 .

DHCP - iS5 0 IRE 258 1 2 F ML E Wil (DHCP) fR%52%, B il 2 H iDRAC B 3 &
Ihfes OpenManage Essentials Configuration Manager 2K H 3 #4T IR 25fic &, 7 f# bk si. DHCP
JIRk 5 254 B 328 iDRAC 23 1P Hudik. [ SR I HERL o

T ] LAAEAT W i 55 2 15 e P C B AR 55 % 5 DHCP. B IME—Thae B e 2. BV RN A P i E .

HSEER
¥ F iDRAC IP il
WEZE R

AL
i
RLFLIC 5 1) Web 3138

# & iDRAC IP Huht

T DA TR FE P 258 B AR M SR IC BT Aa M 4 e B, LUS IS iDRAC Z IS E . T MER ML F A e —
KALE 1P ik
+ IDRAC WEAER
Lifecycle Controller (i&2: [ Lifecycle Controller User’s Guide (Lifecycle Controller Fi ' 4874) )
+ Dell Deployment Toolkit (iZ:[# Dell Deployment Toolkit User’s Guide (Dell Deployment Toolkit F
PR O
HUAE IR SS 2% LCD Wt (&2 R4 Hardware Owner’s Manual CHE{4F 7 F11) )
K TR R A, RATE CMC WIMAECE WA, & i HALAEH LCD TR E MKW E . 245
BHURE R Je, AR HLAS LCD itk EHric E iDRAC.

CMC Web #iti (i5Z[# Dell Chassis Management Controller Firmware User’s Guide (Dell Chassis
Management Controller [E4:H 368D )

SHFAUZR RS R 45 2%, AT CABEE IP sht, s HERA AT iDRAC IP Hihk 192.168.0.120 KA B HITUE M 4%
WE, W N IDRAC % & DHCP BE A IP.

XTI IRSs&, BRI T 245 iDRAC 2% St 1 .
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MIEEE T iDRAC IP Hilib 2 Ji5:

MR £ & iIDRAC IP HitiF.2 7 3 B2 A 4 FTE 1S
SR Ul DA N = T TR T
— A2 ERNEEE (Internet Explorer. Firefox. Chrome 8§ Safari) i iDRAC Web F1fi

— Secure Shell (SSH) - FE# 41 Windows LI PUTTY XEERIE . BRIAEMLY, SSH Al T KE2%
Linux 4%, KT THEE .

- Telnet CHHTERINEOL M EBAEM, FUba s m He)

— IPMITool ({£H IPMI 414> 5 Shell ##/77F (f£ Windows 5% Linux f1 75 2 Dell i il %3525, Al LA
M Systems Management Documentation and Tools DVD B support.dell.com 3i15)

MR

{4 iDRAC & & AHE/7 % & iIDRAC IP

i/ CMC Web 7% # iDRAC IP

¥ iDRAC & B A HEF% & iDRAC IP
L E iDRAC IP Hiudik:

1
2.
3.

o

HIFZE RS,
FEHLE I (POST) #la)4% <F2>.,
7t System Setup Main Menu (R4 E F ) T, Hi iDRAC Settings (iDRAC W H) .
[ B 2> 7R iDRAC Settings (iDRAC ¥t &) T,
i Network (M%) .
BERI 4 7~ Network (FI%%) TiTH .
e TRE:
o MKEE
o WRKE
. IPv4 ¥ E
IPv6 % &
IPMI 52 &
 VLAN & &
xR T EIR. SEHAR.
W% BRI RAEHF H RG =TS

HESCEER

% B
L E
IPv4 W HE
IPv6 & &
IPMI| % &
VLAN % &

B a
T 44 B
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By i ARSEIEEE, W20 (DRAC LB Z/TE/FHITEL) -

1
2.

3.

44

7f Enable NIC (J§H NIC) T, %% Enabled (J5H) &1,
RAIEMLFT, M NIC Selection (NIC #EH#) Tz, @wFELIFwmEZ —:

LH — A% 4%, LM#EA Remote Access Controller (RAC) -] % FHIM 4% Fitii . %5+

Eﬁgigﬁwﬁﬁ%g’ﬁ%%@ﬁ%%$§#¢$@WWEM%,@%ﬂuﬁEMmmﬁﬁﬁi
srE R,

AR TUERA IDRAC 7% 109 2% 3 111 2K LT B IR 55 &5 ) LOM B0 NIC 3 119 125 Hh R S AT

Hio AEERFA LRI TR UL, & LSV iIDRAC 23 HCi) IP bk ] A5 73 o s 4L LOM B¢

NIC [ 1P Hubik A 48 [ BEAN R A

B TGS g, AR R A CRAD
LOM1
LOM2
LOM3
LOM4

B AR RS 28, AN LOM & (LOMIL A1 LOM2) m]H VU~ LOM & Ii#f Ay
H, BARERT RG2S . ST TH WA NDC 5 E ]RGS 8%, AP LOM IED (LOM1 Al
LOM2) ®fF, TAEADIA NDC i RS 28 |, 194> LOM &4 e .

Eg & WRAHPA NDC (4 miss # i A LOM, JUBAT bNDC ASZHFILEE LOM, BINERIA

FEREAE AR

* Intel 2P X520-k bNDC 10 G
Emulex OCM14102-N6-D bNDC 10 Gb
Emulex OCm14102-U4-D bNDC 10 Gb
Emulex OCm14102-U2-D bNDC 10 Gb

*  Qlogic QMD8262-k DP bNDC 10 G

M Failover Network CGHEESBML) T, EFEHA LOM Fl—4 . WRM% KL b, e
V3 L o e B Y 2% 3R AT %

BN, FAE LOML KAEMERHET LOM2 k% iIDRAC &R, Ex NIC L LOML, X ks
HERE W 41k B LOM2,

E VE: WREAE NIC BB RSP kB T, MiZETUk LK.

Q VB fEHEZ LOM |, LR Emulex rINDC 1 bNDC ANz #Rlk 55 .

Emulex OCM14104-UX-D rNDC 10 Gbx
*  Emulex OCM14104-U1-D rNDC 10 Gb
*  Emulex OCM14104-N1-D rNDC 10 Gb

Emulex OCM14104B-N1-D rNDC 10 Gb

Emulex OCM14102-U2-D bNDC 10 Gb
*  Emulex OCM14102-U4-D bNDC 10 Gb
*  Emulex OCM14102-N6-D bNDC 10 Gb



7 YE: 7f Dell PowerEdge FM120x4 il FX2 R4 %% I, HLFE S FERL B AN KF Failover Network (#ff&
BRME) . BXNMRELENEZEE, 1§26 dell.com/idracmanuals 1241 Chassis
Management Controller (CMC) User’s Guide (Chassis Management Controller (CMC) H F#&
) .

HE: £ PowerEdge FM120x4 fik 55 1L B 52 A0 2% IE PO 2% BE 2 i, B ERAE ENL R GEh 25
LOM2, JfH&AH iDRAC NIC & LOM2. A XRHAIKEREMEZ(ER, W2 dell.com/
idracmanuals 324t Chassis Management Controller (CMC) User’s Guide (Chassis
Management Controller (CMC) Fl ' #5/) -

4. 4R iDRAC il EHEh# B X TAM ML, EE s N, @B, ZEmNH 75 A,
WIERJGH, IDRAC 2R X 25 74 50K X 4 38 B % B v 104 100 5% 1000 Mbps.

5. ERGHEE T, %3 10 Mbps 3k 100 Mbps.
T M 4 15 #1000 Mbps. R AT 7E k5 H Auto Negotiation (H3)HHED LI
THEHLN, ZIETA A,

6. {t Duplex Mode CXTHER) T, i£# Half Duplex (XX T) X Full Duplex (£XT.) .

E VE: 4% 5 H Auto Negotiation (HZENHIRG) . Z%E A K.

wIBE

1SR R 2R A AT DNS IRZ5 2%, 176 DNS _EvEN iDRAC. X Usf ol feivIas 3 B 2k, a0 H &R
% (Active Directory 8¢ LDAP) . H—&FMHAEREmAINHE.

BE A iDRAC:

1. 2/ Register DRAC on DNS (i DNS {4 DRAC) .
2. i)\ DNS DRAC Name (DNS DRAC £&#%) .
3. EBEZIMES4E E3 DHCP $BUg 4. B, #24L DNS 4.

IPv4 & B
EEE IPv4 1&%.

1. fE£ Enable IPv4 (2 IPv4) TFi%#% Enabled (2 ) &R,

fEj5 F DHCP Fik#F /8 Ak, LAME DHCP GEfH% 1P ki, PIOCANTF MRS B3 /Bl iDRAC. &
M, e RREE R AN LT S TR -
F A 1P dhhk
HAS T M HERY
3. m#, JiH Use DHCP to obtain DNS server address ({fi[f] DHCP $kHX DNS 45 asiuht) , DUME
DHCP Hi45#% 7] /3 Br Static Preferred DNS Server (#5451 i% DNS A 45#%) Il Static Alternate DNS

Server (¥Z5#-F DNS IRS#%) o B, %y Static Preferred DNS Server (F:ZS1i% DNS IR%5%8)
Nl Static Alternate DNS Server (#:45#% F DNS R45%%) 11 1P sthbik.

IPv6 &8
B, HETRMBEMRE, AT LU IPve Mkl
EEE |PV6 T&LE

1. 7f EnableIPv6 (/5 IPv6) TFi%k# Enabled (J5H) &I,

2. NTil DHCPv6 k%543 E5hH iDRAC Z)BC IP Hidik. MSCHIT-M#EHS, Hi%$* Enable Auto-
configuration (EFIE3ECE) ¥ Enabled (HF) LT,
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% VE: BT [RI AL E S IP R DHCP P,
3. 1L Static IP Address 1 (75 IP Hihl 1) HEH, #HAEDS IPv6 Hitl.
4. T1f Prefix Length (ETZHHEED HEH, FA O F 128 Z [AIFIME.
5. {f Gateway (M) HEF, %AMICHbE,
IR ERCE A 1P, A0 1P Huhk 1 £ EoRERA IP IR H IP bl 2 BoRshAS IP. W EERRERS
IP%E, X407 IP bk 1 & BREIE 1P,

6. WH{# ] DHCP, j3H DHCPv6 to obtain DNS Server addresses ({# ] DHCPv6 3REl DNS AR45 35
Bk) M DHCPv6 R 45 %5 3K H 2 DNS RS2 AR E: DNS R4 asibt . nSmR2, "IHMTRATFALE

7 Static Preferred DNS Server (F#Z5Ti% DNS R4-2%) HEFR, HANFHZ DNS IRS28 IPv6 Hidik.
« fE Static Alternate DNS Server (#7545 DNS RS- 2% M, fyANFRS4 ] DNS RS 2%,

IPMI & E
JEH IPMI & E

1. 7f Enable IPMI Over LAN (j8A LAN E IPMI) T, i%# Enabled (J3F) .

£ Channel Privilege Limit ({SiBHRMRH]) T, #%£# Administrator () . Operator (FR{ER)
g% User (HF) .

3. 1t Encryption Key (JR#ESD b, AR 0 B 40 D Adb bl 785 ORI AT K
HEH. BRMENEE.

VLAN % &

AILOKE iDRAC BCE A VLAN JERIHSE .

FERCE VLAN WE, EHITLAT S IR:

% VE:AREANSE B NI RS %L, VLAN WE R RiEn, HEgH CMC #HTHE . R EE
H R N E RS A, A LAZE iDRAC Hr it 2 Tl & VLAN &% &

1. #BFAVLANID T, &#EH.

2. fE VLAN ID {9, BIA—NERMEF (M1 5] 4094) .

3. 1E Priority (4R5EZ0 HEH, AT 0 2] 7 Z M K57 L E VLAN ID [t .
% ¥V B VLAN 2 )5, iDRAC IP 7 — Bt E S AS T 7 4] .

£ CMC Web 7% & iDRAC IP

EAEH CMC Web Jti# & iDRAC IP Hitik:
g VE: DR A YA E S R BBR A FEMN CMC W E iDRAC ML HHE

1. Zx3 CMC Web S,
2. %% Server Overview (JR%#MHiR) — Setup (FE) — iDRAC.
FiEi B 4> %7~ Deploy iDRAC (#5% iDRAC) Tijfi.

3. 1F iDRAC Network Settings (iDRAC M1 E) w1, RIEZEKI%ESE Enable LAN (] LAND UK FiAth
MKSH. ARELZELR, EZH CMC online help (CMC BHLEEE)

4., GRIGETEHITR RGN K E, 1EHZE Server Overview (JREZFIR) — <server

name>.
[ERI£: &~ Server Status (RZ2RIRZAS) T .
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5. H¥ifi LaunchiDRAC (JH3) iDRAC) J# = Overview (&) — iDRAC Settings (iDRAC % B) —
Network (RI%) .

6. 1£ Network (M%&) T, ¥EE NFIWE:
. MBKE
LR E
. IPv4 KB
+ IPv6 WE
IPMI ¥ B
VLAN B

K VA RELI5R, S IDRAC Online Help (iDRAC BENLES B

7. BEREMKER, FHE Apply (MAD
HRELER, {5 dell.com/support/manuals 124t Chassis Management Controller User’s
Guide (Chassis Management Controller 7 $855) .

JE F i B AR 55 45

B B IRSS AR ThRE, B 2B RS 28 T LA S SR IEE I B RS S a R HIEN G . HERFHN
iDRAC 24t 7 A& M EBLA PR, DMESERREE MRS, FAEIEHEEMZRES#E. ARRE
R4 #MEZEE, ES0 dell.com/idracmanuals _FH4L1) Lifecycle Controller Remote Services User’s
Guide (Lifecycle Controller Remote Services FI /" #5F) -

Wit B R 55 28 1l 45 G A 1P (. DHCP. DNS R4S 2388 2R N0 DNS EHL4 v R A B R 5528 . SR8 E
7 DNS, ¥ M DNS KRE EIRSG% IP, LHE#HIT DHCP WE. R E T EIRS %, NEHhLE A,
. DHCP #1 DNS ¥ L H X E .

AT LUd H iDRAC W B A HFEF L H Lifecycle Controller & Il & RS 2 DhhE. A F{fi FH Lifecycle
Controller ({5 5., &S dell.com/idracmanuals #21L[¥ Lifecycle Controller User’s Guide (Lifecycle

Controller HF ) -

WRET ARG S AN E RS T6E, R ABGAMEE GRS (P40 root, %N calvin) o 7E)3
B BIRSS 8S 1l W2 T K . R Lifecycle Controller W B T BL B RSS2 hfE, g
iDRAC HI P ik P 2ze Hl, HZE &AM BEIRS 5.

FAEH] IDRAC BB A FIREF H FIBC B SS 4%, EHAT AR A

P28 RS

HEIHLERIERE, % <F2 >, SRJ5%£% iDRAC Settings (iDRAC #E) — Remote Enablement (&
BERD .

# 275 iDRAC Settings Remote Enablement (iDRAC ¥ BimALfa3 ) T,
3. EHAzERK, MARERS P b, 45580 Back (L—5) .

K i SRERCEMRS AR 1P R AR . WA RE, KA DHCP 3t DNS BB ik (PR

4. #i5 Network (F4%) .

# 271 iDRAC Settings Network (iDRAC ¥ & M%) TUH.
5. JAH NIC.
6. JHH IPv4.

By i EEERALE IPYG.
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7. JaH DHCP Jf: )\ DHCP 3RHU%k 4. DNS A5 28tihb A1 DNS 384 .
E VE IR ECE ARG A IP Mk CGBIR 3 ) CRML, NEBIR 7 AN

fi i B ZhC B D) REc B M 55 28 AR 352 A1 AF

A ZhIE B ThRsE L A sh S NG5 A F IR B 231 Server Configuration Profile (SCP) XML 24, ] LATE LYK
BEPEE — S RSB FTE A4 (i BIOS. iDRAC 1 PERC) . 34+ AC 1P Hikikf) DHCP R4 354k
PLAET P A1% SCP SCHRRIE4IME ..

SCP XM 2. BE G HEiE RS &, IPHIZRS S E S H E 2 E (CIFS 5

NFS) , BLfE s DHCP ARk 3548 LA JIr e B AR 35 45 1 iIDRAC Vil . SCP U4 R T HARAR 55 48 1R 55
PREEEIY S, AT DOy EAEE I 4 K. DHCP g5 S H] DHCP 55 L WURTRE SCP X4 (AIk)
SCP U E LA I Il 12 S L (0 P 40

24 iDRAC M 34T E Zh B 1 DHCP RS #8350 IP #uhkit, iDRAC ¥#iH SCP skl B IR G 2k s . RA
7£ iDRAC M DHCP IR 45833k IP st )E, Ao B3R E. R ARWEIKEH DHCP IR 5548 Fom M sk 1P
bk, WAL ESECE .

% T
- HH/EC)A A DHCPv4 fil Enable IPv4 (J3H IPv4) T2 J5, A ft)A A B3N EIhRE.
o HEBECEIREM A ER A EH R . BEIEW BT AR E IR, DA A 3B,
o MEBPATEHIMERIES, AINMEDRENTER. BXEHEIRENEZEE, BHSHMEH
RACADM Jet HI E B L B D fe -
U DHCP IR ## it H I FTA Dell PowerEdge k%48 BA AH R R RS 2K MRS, W EH—4 SCP X
1 (config.xml). config.xml JNERIAK] SCP S 4E4 .

T n] U F AR 55 28 (K R S5 A 28 IR 55 28 A0, ORC B 75 B S AS [FIE B S B i 25 4 . 0 T B A A RS
A% B LR 5% 48 BAA R e BORMEREE, AT DME AR SCP SUR44 5k X 4 & IR S5 AR BRSS9 25 8L . 2291
F, WRERE XN S RS %S - PowerEdge R730s il PowerEdge R530s, T LAf#i A R730-config.xml
1 R530-config.xml iIX# A4~ SCP S fF.

% VE: fE3545 iDRAC 2.20.20.20 K ERAM RS L, Wik DHCP &5 60 % H X425, iDRAC Ik

AT E AR SRS S RS AR2E . RS 5 BRIA U4 configxml, SRk H 8 AE e & U4 .
iDRAC Hi 45 %5 e B AQHK R A LR P RN, ks e Xt 45 & iDRAC 8k PowerEdge AR 45 4% N SO =
PR LS XML S

1. 7£ DHCP &% 60 H{&5E 13 fh4 .

2. <ServiceTag>-config.xml - WHARTE DHCP I 60 188 4, B H RAMESARZERME— R R
4ift) SCP 3. #14n, CDVH7R1-config.xml

3. <Model number>-config.xml - 1 F A $8EEIN 60 14, I+ HIKAF <Service Tag>-config.xml 3L
fF, WS &R GBSV E N EAE I XML i B SO 44 Al 1, R520-config.xml.

4. }:ﬁ{(ﬁ)nfig.xml - ISR 60 SCHEA . FET MRS AR T RS ST AT A, A BRIA ) config.xml 32
By 5 WeRMEIE LB SRRSO, iS5 35 IC SO AR bR D e, JRIRDR AR S
.

AR
E #h Fic 5 I
DHCP #3i
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{# 4 iDRAC Web FiifilJa H H 2hiC & T g
{H RACADM Jg H H #h it & Thig

B ShEC B

1. GUEEESUE TECE Dell IRES#HEMEM SCP A,

2. Kk SCP UM EE—ANILENE, %A E AT DHCP 423 LA T 2l DHCP R4 2% /i
IP Hihikf Dell AR4S 251710

3. 7 DHCP R4 SN R TN 43 FE P48 Ik SCP U E .
4. DRAC FRH IP Hiuhibish #%2 ot A A (L PR IR AT iDRAC. (&I 60)

5. DHCP IR&#E RIS dhepd.conf SCAH AL R R BUEEAT USRS, 17 iDRAC Ki% SCP XA B
1 SCP Xt (mfEE) .

6. iDRAC ¥AbEE SCP SCAF I BC B Z XA H B H I i e 1

DHCP &

DHCPv4 RVEI 2 425 € XIS Ktk ifi%s DHCP %) . SNSRI —A DHCP &5, S EBUEH —1
IR ZEFEATAR R, IR — DTN LIARZE 0 A1 255 2 Tl B ] e AN Sh U It iy 3t
AR FT 5 ST

DHCP #1543 FiF M DHCP M55 28 K 1%15 B.45 DHCP 2 i, IX Bek M 2 SUN AR F R R, ek
TR PRE N EA XML SO 526 B A 05 i % G B R SR (. il

option myname code 43 = text; subnet 192. 168.0.0 netmask 255.255.255.0 { # ERiA
P CIETUM EHAS 192.168.0.1; option subnet-mask 255.255.255.0; option nis-domain
"domain.org"; option domain-name "domain.org"; option domain-name-servers
192.168.1.1; option time-offset -18000; #ZRIBIriERA] option vendor-class-
identifier "iDRAC"; set vendor-string = option vendor-class-identifier; option

myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -
d 0 -t 500";

o, -1 SIS IR B, -f D3 A5 e A S SO 44 A AR SO SR (1 R4

DHCP &3 60 A T-45 11 DHCP % /s 344 F 540 8 (BRI ST SR o BOZNAT o] e B AR R 75 7= i 1) (3 7
7 1D PATEAE R DHCP RS 88 C B 6 43 MikT5 60. 7E Dell PowerEdge fIR% 281, iDRAC s AL 7
ID: iDRAC triR A& . Ftl, WOBRIN— MR 2", HAEH oS 60" 8@ Se e, AR5k
DHCP Hi45#% )3 FH B Bl 101

PP STE
f£ Windows it & % 15 43
f£ Windows | Fit & #% 15 60
7 Linux FJC#8 &I 43 FIEIH 60

& Windows IR E #0743
BAE Windows R EETR 43, 44T LT ER1E:

1. {£ DHCP fli%# b, %= Start (FF#) — Administration Tools (3 T.A) — DHCP ] Jf DHCP Jit
FREHT A,

2. HWIMSBHEALTHAEDTH.

3. fifHid Scope Options (UL Jfik#: Configure Options (FLEIET) .
% 7~ Scope Options (Ji 1B % iEHE .

4. |5 FRBhIF%EFE 043 Vendor Specific Info (043 R ERE)
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5. {F Data Entry (¥dEiiN) FBh, B ASCI FHXIBAKERME, REMALGLEME (Hh
A8 XML FRE SO FIIRSSAR1 1P Mk
MIELE ASCH REENMER, W BT NAE, A EEE S UL @ R B R A0,
6. i OK (i) {RAFMLE.
7 Windows _L-F7 477 60
FAE Windows L E %I 60, 1EHAT AT iAE:
1. 7E DHCP k% I, %% Start (FF#) — Administration Tools (¥ TR) — DHCP, LLTFF
DHCP R4 T. K.
2. ERMSHBEHEALTHHE .
3. AHEsd IPv4 I+ Define Vendor Classes (B XALRIFGR) .
4. HEEN.
B8 R AL & LR BRI ATE «
BoRZHK:
* Tjﬁ%
ID: —3#: ASCII:
5. TEERAM: 7B+, A iDRAC.
6. TEULER: FB P, BRI
7. Hd ASCI: #4FE8 N iDRAC,
8. HiliMie, AREHERA.
9. 7EDHCP &M, #%8Hdi IPv4 31k#% Set Predefined Options (¥ BiE SUETH) .
10. R Tk sd, %% iDRAC (TEHE 4 hal@d) , Rigsd Hin.
11, {E3RRASHEES, WAL EE:
##R - iDRAC
BARRA - 77
fREG - 060
PLBH - Dell fL3 F bR INAT
12. HaE MK, LUR[E DHCP & M.
13. EBHMSHLHTMEME, A8RGEEEm, A5 EEREER.
14. RiERGUETR.
15. MWLM FhisE stk iDRAC. TR 44 575 060 iDRAC.
16. 4% 060 iDRAC .
17. SN FE K %S iDRAC 7R {E (LUK ARHE DHCP ARt IP Hiht) « W FREAETSAE

50

Haf) SCP 3tk
HRIZETH DATA % H .. FREERE, EFHEH T ZREETUNE R SRS

Filename (=f) - 575 5t I IR 45 28 i B SO AR XML S0fE44 . 7E iDRAC 2.20.20.20 fRELTE m A,
CIBt%: i Z2

E AR AN E 2R, T2 A B 2B E T BE G AR 5% A AR 55 s AT

« Sharename (-n) - R ILZ L TR,

ShareType %E./T/Wz%‘éﬁ; 0 #r NFS, 2 %5 CIFS,
IPAddress (- ?E./Txﬁt LTI 1P Mt
% 7E: Sharename (-n). ShareType (-s) fll IPAddress (-i) A ZifL i 1) & i .



«  Username (-u) - fa7n i A ML Z TR I 44 . AL CIFS ZRFEALILE .
«  Password (—p) - Tlﬁlﬂl—]éﬁ LR TR S, X CIFS ERIBAEILE S .
+  ShutdownType (-d) - Fa/RFHUEI . 0 FIARIEH ML, 1 RARsmEIFHLo

7 v f%jw}\lxﬁj\j 0.

+  Timetowait (- TETIM%@E?@WZW FrIRT ). BRIAR BN 300,
+ EndHostPowerState (-e) - #R/R EHLATRPEDRE . 0 Fomki, 13RI . BUAREN 1.
% ¥E: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) SR %k &k .

VE: 7£i817 Windows #:/E R4t DHCP R4 L, wniRAd F 2 iDRAC 2.20.20.20 A Z BT FIAR
A, AHLSTE () BRI II— N2

NFS: -f system_config.xml -i 192.168.1.101 -n /nfs_share -s 0 -d 1

CIFS: -f system_config.xml -i 192.168.1.101 -n cifs_share -s 2 -u <2USERNAME> -p <PASSWORD> -d
1-t400

7 Linux EAIE T 43 FIZEH 60
T letc/dhepd.conf SCAF. X BT AL B D IR E Windows 5 BRAHL:

1. EAHW B DHCP RS 38 43 B i) bk B sl s .
BELLIN 43, FAIETH 60 1§ A 2 AL R BAR IR o
option myname code 43 = text; subnet 192.168.0.0 netmask 255.255.0.0
{ #default gateway option routers 192.168.0.1; option subnet-mask
255.255.255.0; option nis-domain "domain.org"; option domain-name
"domain.org"; option domain-name-servers 192.168.1.1; option time-
offset -18000; # Eastern Standard Time option vendor-class-identifier
"iDRAC"; set vendor-string = option vendor-class-identifier; option myname
"-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500"; range dynamic-bootp 192.168.0.128 192.168.0.254; default-lease-
time 21600; max-lease-time 43200; } }

DL A0 5 AR IR R 155 B b 04 326 1) 0 BE S BURT v e 2 8
«  Filename (—f) - $87~ 5 HY A IR S5 23150 B ORI XML 042 . 78 IDRAC 2.20.20.20 FRECE & A T,

A4
7 VE: AR M TE 258, 155 R
+  Sharename (-n) - FER ML ELFR,
. ShareType %E.TA?#%& 0 FR NFS, 2 For CIFS,

« |IPAddress (- ?b/TI#F/\%E’J IP Hbdiko

i ¥E: Sharename (-n). ShareType (-s) #1 IPAddress (-i) Ay ZifE i 1 JE 1 .
« Username (-u) - ¥87 15 M L Z R A A % X CIFS ZERIBELIE S .
«  Password ( TE/TWIHT ML LT &GS . (N CIFS BUREEMLILE R

VE: Linux NFS FI CIFS FLZ7R 41
— NFS: -f system_config.xml -i 192.168.0.130 -n /nfs -s 0 -d 0 -t 500

— CIFS: -f system_config.xml -i 192.168.0.130 -n sambashare/config_files -s 2 -u user -p
password -d 1 -t 400

MR NFS 48 IL =248 NFS2 8% NFS3
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ShutdownType (-d) - $8/RFHUER . 0 RARIEF KM, 1 RIRTRFIFHL.

7 B BRARE R 0.

Timetowait (-t) - 878 EHLR GO Z BTEEAF IR A BRIATE A 300,
EndHostPowerState (-e) - /R EHLHIHBIEIRAS . 0 FRKH, 1 ERTFE. BARER L.
K ¥E: ShutdownType (-d). Timetowait (-t) il EndHostPowerState (-e) 7]k J& Pk

LA M dhepd.conf SCHEIR B DHCP 7 :
host my host {

hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;
option host-name "my host";
option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";

}

% ¥E: e dhepd.conf SCHE)E, R EHT A 35 dhepd JR4$5 DL A BE B

JB I B BhEC B IR 2%

fEJR B ShBCETHRERT, TR IR CREAT I N B E -

* £ iDRAC [ DHCP M55 &A1 b, A7 AE 52 SCRFIK ] IR 8L (NFS 8 CIFS) o T2 4%
=, BERFL AT CAYT ) HL KA AR BB T IR .

o RS HEE MO FHEMGILE . HAMNEERI R XML U AT LR, DMEE R 3) A Sl Bl iR
T AR IR A 1 i B

R IDRAC EDRIKE T DHCP Ik S#FMITEHr 7 DHCP BLE, LA IR 55 4 FUS 3h B Shi B 2h RE -

f§FH iDRAC Web i j& F H Zh AL B IhRE
R a3 H DHCPv4 il Enable IPv4 (JaH IPv4) %50, & HEZ2H B3 BRI
T A E IR, EPAT LN R

1. 7£iDRAC Web A+, #ZEMK —~ iDRAC iE — M.
Fiti B 4> 57~ Network (R%%) T »
2. AAIBEL, Mo DHCP BLE T 3% 5k 5 1 i il — ANk 1

Enable Once (JRF—¥X) — {#H DHCP R4 23 AT 5] A XML SR B A4 —IR. HRFLE
&, B EIIECE.

HEERFREH—IR — EX iDRAC 5, 1A DHCP IR 51 F i XML SCH-RC B H A —k. ik
BB G, B2 EEE.

© FH —ZHAEERE.
3. i MR BE
WA 2% BT It 2 ST -

{F RACADM j5 FH B 3hEC B Thfe

F{$iH RACADM B FH BB Ui6E, 158 H iDRAC.NIC.AutoConfig W%. HXHELEL, HESMH
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM & 1T AR S #IEr) .
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: Hx B BN EL(E R, 5 1 delltechcenter.com/idrac - #2{Lf{] Zero-Touch Bare
Metal Server Provisioning using Dell iDRAC with Lifecycle Controller Auto Config (ffi[H] Dell iDRAC
with Lifecycle Controller (¥ H 2l & D) e F i B MRS 2 AE+.

e BG I EL R E R 22tk

TERMUA 2.xx.xx.xx 1] PowerEdge fIR%5#% b, #&AT LU A SR 051 kg =k 1 B 7 % 85 A0 BIOS %105, -
() SR B AEH LA 22 32 B0 (SNMPV3 A1 IPMI BRAR) 5 I HL AT BAZE SCASHE AR (it 58

T I A B D e

AT LIV A E ) SHA256 8851, FIT-# & iDRAC I /S50 BIOS #5H5 . X AT 8 7E IR S5 A3t B S
. RACADM F1 WSMAN H13k73 SHA256 {H. 2t SHA256 g EI, AR ET SNMPV3 Al IPMI 3k
ATIEALE

T DL F 24 w0 20 SCAHL 5 B — AN AR B 45 8%, P 35T iDRAC F ik - il BIOS #15, B8 T AR
%e%)E, Ll S A REEE M EN RS S ER E . SHAREE SNMPV3 &40 3610E AT 75 FIE)
jpﬁo %ﬁﬁh@aﬁi#%@ﬁzi&ﬁTﬁ&zﬁﬂ%ﬁﬁ%ﬁﬂﬁﬂ%F'%9% IPMI S5 583F, FFH F2 iDRAC S & /-
S RSEIEE

o HAMFE (i iDRAC GUD S xR kA s .

& VE: 759 Dell %5 12 £ PowerEdge 4523 MIBAS 2 xx.xx.xx B E] Lxxxx I, 31 5 IR 45 2 A2 FH s &
BrRAEE BN, WBRIEEHE R EABINME, BNICEGRATAT .

BT LM SHA256 A sl & FIAEL S Salt (IES 2505
B B4 e hl BUR A e B FE A1 5 B8 550G .

>\§ﬁ

ISR TR M DT AR, 1514 iDRAC &% B A FIFEF LA RACADM ¥ iDRAC H 5% NERIMT
%o

WHRAUEH SHA256 #5151 ¥ & iDRAC F ik 7 5645, 1 A A A #k S (SHALv3Key 3%
MD5v3Key) , A TizdERE SNMP v3 #EATIHIE

il RACADM K85 #15
i LA 5 R A set racadm T2 SR 5 B B %1 .

iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

A FH DA fiir 2K 001 2 ) B8 A 3 1 O IR 55 2 T B S0 o

racadm get -f <file name> -1 <NFS / CIFS share> -u <username> -p <password> -t
<filetype> --includePH

BEERIRHIBLIIR, 2T E Salt J& 1.
By i XEEEAEH T INIACE .

1 5528 Wi B 3CA4 BT RRS 1 R

AT DA A A 55 4 B0 B OO F 3 T O
FNSS EHBC B SCARIN, T DO DA R R 1 R A AR R O R . R U R, e
B R, AR BEEN, AR SN AR R
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AEF SNMPv3 Al IPMI BSEA: i B 2558
ELEAREH SNMPY3 FTIPMI BIE 5 00 R 48 B 25 1

1. XF iDRAC HFIKF, WZifF f SHA256 St HAT Salt #:1E.
SFERGHAT Salt FRAER, KT I—A 16 NI KER 37/ R . WREME, Salt WIE 16 N7
R,

2. TESP ARSI E 4. RACADM 8% WAMAN 24t %{E 1 Salt.

3. WHEZEMEZE, Wl SR FEGEAE AR CUER, {2 SNMP v3 fil IPMI BGUEANE FH F B A E &
EHEHAT TS TS K IDRAC K P .

wEEH
Gl T Ui iDRAC FETHENL, T @ AE I PowerEdge IR55 %5 .
Eaﬁgfﬁlﬂi:

1. ZEIFRNEERS. BXREZEE, BSHETHY,
2. CIEFIECE ERH Web W% 2% (Internet Explorer. Firefox. Chrome % Safari) .

3. LZEERHI Java Runtime Environment (JRE) (inSE4diH Java $F 2R84 F k7 )48 F Web 3 55 8% 1
iDRAC, MIFFED .

4. J\ Dell Systems Management Tools and Documentation DVD H1f] SYSMGMT SCAF e 22 355 7
RACADM Fll VMCLI. 50U, #iHEBRINJ7 :0ig4T DVD LY Setup LLZ2%efe RACADM FlH A
OpenManage # 4. %< RACADM KIE£/5 5., 1524 dell.com/idracmanuals I #&1f) iDRAC8
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 447 RS %16 -

5. MRAEZRZET AL
Telnet
o SSH & i
« TFTP
Dell OpenManage Essentials

HHREER:
223 VMCLL 2 AR P
BB YR Web U 23

ZEFEV5 ] iDRAC
FENE BRI AEYT i) iDRAC Web 5, 1EHRE N5 iDRAC AT [F— M2, Fl:
TIR BR4s 48 - ki CMC AL FE— Mg, B8 CMC M5 %8 RERIMEREHEZEER,

1524 dell.com/support/manuals 324t 1 Chassis Management Controller User’s Guide (Chassis
Management Controller 17 #55) .

HLAAAIE IR 45 %8 - #5 iDRAC NIC % B N“E H7 8k LOML FHHi & v 5 iDRAC A F [/ — P45 .
NS H 2 RGN G, EET iDRAC Web S H eI HI &

TEREEE
JE B A ] &
2% 15
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RERERS

WA R ELS AT A H RACADM B3 A BV i e i 3K, 115 M\ Dell Systems Management Tools and
Documentation DVD ‘%35 LA R 4H 4«

< RACADM
o JREHEER

5% Server Administrator I Z{5E., %5 dell.com/support/manuals L4241 Dell OpenManage
Server Administrator User’s Guide (Dell OpenManage Server Administrator i 485 o

FRREEE
1B A TR K P 1

B E B Rtk P B E
#7 IDRAC IP IR, 477 BLA T IDRAC L2 FIAR PSSO S SR P R L (D 2) o ST LR
{f::

1. £ DRAC WEAMEFH, 2 User Configuration (JH/'ELE) .
I B <x$TJF iDRAC Settings User Configuration (iDRAC ¥ B/ 'IEE) Hif.

2. fRERF4. LAN AFRR. 8473 0 F P AR A1 E i &R v 4a (5 5
HREETHEE, H25 iDRAC Settings Utility Online Help (iDRAC uﬁ“)ﬂﬁ?ﬁﬂﬂ%@ﬁﬁ)

3. ik Back (J5iB) . Finish (588 il Yes (&) .
A T G P 5 B R B SE R

REZERGNMNE
&R LA iDRAC Web Fak iDRAC W E 2~ HFEF 18 w20 o0 528 KA B FE4E B

£ Web FH K% BEZE RS E

B RSB EANE B

1. 7£ IDRAC Web Fit, #EMY —~ R — Bk — HEER.
BEE R System Details (RGIEGHEER) TUH

2. 7F System Location (RZALE) T, iﬁu)\ﬁ?ﬁ* O 2 RGN B EAE R
BHREETMEE, ES0 iDRAC Online Help (iDRAC IEHLE B

3. RN, REMEWEEHSRAER IDRAC .

fEF RACADM ¥ B E ARG E

BIERSGMEHEMER, E#H System.Location HNM%R. AXREZELR, ESMH dell.com/
idracmanuals F#2fL[1) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM
WAAT RS H ) -

ffF iDRAC RB AR REZERANME
B E RGN E NG B
1. {£iDRAC WEAHFERF*, = System Location (RENME) .
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B H[ 4> 7R iDRAC Settings System Location (iDRAC BERZNME) .

2. WABERTOTZE RGMALEEMNEE . ARSETINTEAELE, 1§30 (DRAC #E& A HFE/FIHNL
HEHD

3. fkik#Hih Back (JFiB) . Finish (GEp) 1 Yes (/&) .
VRGBS RAE .

WAL R GENEREATh#E

IR 55 2R HU T TR I Th R A B A RGN R BN, FAda ) 2 Jl e XU 3 B R R SR T R A R - sh i B R BE
B, ERBEREAGIFE. [MA RS H HYESE RN TR RGBT, AL A6 % B 40 R4
PR TP R BRI T A4
{# [} iDRAC Web #ifi. RACADM Y, iDRAC & B A AR, 0] LIS UL FE ik & -

AL RE

eSS UNYIES

B R TSH R
o WIRTEE, @i K mAERINRR

T I 1 v AT X T R SR <

¥ iDRAC Web S &M E#HEE
TSN A -

1. f£iDRAC Web #+, #%=ME — B4 — RE — KE.
XK s RS B B VLT
2. FEELLT&KT:
BN E SO - R A B S
- BRARIEAEE BSOS E — s R ST ] R4 BIOS — &4 BIOS WE. RS B U F
B 2 A F R S B S .
BRAONBILT, ZIET0E E NBOARRER B ER E . St el kM T BIOS e & S H e XHE
o ATHILETHAE
- BRMRE (HEREEL) -

* NAFEL CPU F5 i AT REPEREAG
* Turbo xRS AT REME S =1
B, SRR J R T R R .
- BU/NhE (BRMEREHRI -
* MR B R B IRIRES AT T R LSS B R A Th e
B, SRR FE T R R .
B 5 AEEBORHERESGRNTIR, {4 3 R4 BIOS —~ R4 BIOS BB RSME CHBE N A4
fic B SR B RO R E
BAHSBEERE] — A NHEs, SRR KR . XS R R R
ERAE NBRIME, 70°C (158 °F).

BRI VF 2R 48 WU A4, A HE U LA I P R R o T T R G S 2
G AIGE ST, PILIXIFANBEAE T I R SRR O T 4R 2445 3 (R
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BB E s — LR IR IR 55 @5 S LA MG RE o ARSI TR B (9, Bid) PCle

), NIATRETS BRI ATHANEE J) o AU R (S 2 5 SO 3R 2 SR R i SRR T R R X

FER SR (WA L) .« FTRERIEA

— R FR — X i A 1o B PR XU i

- WPEERUBEER — U R R B P AR

- FRURER — K XU R e B 4

- BORMUBR A — X i o B 4

- RP - BB R BB R M. X BRIME . WERBCE N RH], WIARIRE . BRI XU
HRR A RKAEMWES . HR, KB EAR AL )UE DU KR RIZAT .

W R A AL A B, JFHIET RS0 RS I XU TR B e (H 2 s AR RN R T 5510

B R A A2 2o P KB R SR R A R 20 B AR BN LA DR, U R W] RE = FE v 2
AR . BAR RGIFETT 23 0.

IR S R i A2 70 VF I D0 2 R B R R R G U A o TP B A IR 55 2 2R 0 XU (1 S TR 3
THEH AR 5 dR K R 2[R B R 73 o RS e B 2 T U A SR HE KU TR, 3 I BOpR A e K ¢
(KIS AN i K AR A o

JLHIAE =B AR AR e PCle )ERC AL . AL, ZThRERT A FHe mtons Heh B AT A BE

PWM*%%%ME%@(%ﬁE%E%%)—ﬂ&%@ﬁﬁﬂﬁﬁiﬁGMﬁ ﬁkﬁﬁﬁ4
uﬁﬁﬁmmﬁﬁgﬁﬂﬁﬁi,J%M%E@EEXﬂﬁﬁiﬁﬁﬁﬁﬁﬁ%ﬁ%Emﬂmﬁi
T LA FH I TR 1o R S8 KU i 2

- BRIA - R RGOSR e KU R BB BRI
- HEX —MmAHNHHE,
BRAR U A PWM T 58 VT HOVE AR A 2R SEC L AN R T A P 3e o 58— MEDh 2 R EE AN 28 — M
REERAE (HARERIRAR SEETRERE -
RGN T DRSS R R BCAEDR, DL Tl R s RIS AT, (EAMIK T e SR fiig . i,
R fie /N KU T2 e BN 35 % K 2 BRI KUE R AGE A 28T 35% PWM.
K HE: 0% PWM AEIR XU AT o 32 U AT LAIE 21 AR B (R XU T
X E R FF AN, BWE — BT EIFNH, ENRASERGER I 2. KHURHEIFHL. iDRAC
50 BIOS SR IE] A 2l ESCONERNBLE . 70 Dell M55 4% AT RESCRE, AT REANSCRFAR 2> BT A X L8 | 52 X
P BRI ISR AN SZ SCHF, A BoR s kR gt B 2 E.
3. N BE.
Bt RG2S BLR I R

It is recommended to reboot the system when a thermal profile change has
been made. This is to ensure all power and thermal settings are activated.

R ER S R IOLEERT G 2.
By RG] R G AL

ffFi RACADM BBk &
BB E, 14 system.thermalsettings 411 ({5 5 5 T £ R AL set TS5 &M
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xR

L

Usage (ffiF1E
)

N

AirExhaustT T & &R KHFSEE RS,

emp

FanSpeedHig
hOffsetval

58

B AE T 2L %PWM
B KB R 5
SR R (AL
BEA T R

15 {# /] FanSpeedOffset
E%*ﬂ%‘?%l 18 1REE I

BEE L MEATE
(ETRGD -

« 0-%mKR40°C
« 1-FRK45°C
+ 2-F/R50°C
« 3-FR55°C
 4-FR60°C

« 255-F£R
70°C (ERiAD

{65 0 - 100

TR AE ARG T IIAE.:

racadm get
system.thermalsettings.AirE
xhaustTemp

i

AirExhaustTemp=70

REMRE R G0 E R HR
JZ IR 70°C.

LB HE IR LR R )y
60°C:

racadm set
system.thermalsettings.AirE
xhaustTemp 4

i A
Object value modified
successfully.

Ui R AR GEANSCRERE SE 122 A GRS
BRI, IBARAZIZAT L R i 4

racadm set
system.thermalsettings.AirE
xhaustTemp 0

R LU AT R

ERROR: RAC947: Invalid
object value specified.

T ORARAE X R R AR EAH -

AREZ(ER, 1EZH RACADM #
B

O PR v B ONBRME

racadm set
system.thermalsettings.AirE
xhaustTemp 255

racadm get
system.thermalsettings
FanSpeedHighOffsetVal

A AR Al —AME, W66”. XEIR
EHEMH LT a0, K2 AT
VR XL T8 23 11 XL T 2 A A e R
(66% PWM),
racadm set

system.thermalsettings
FanSpeedOffset 1



xR

L

Usage (ffiF1E
)

N

FanSpeedLow
Offsetval

FanSpeedMax
OffsetVal

FanSpeedMed
iumOffsetVa
1

FanSpeedOff
set

fit A ML AR B 25 DA %PWM
R X T M v
{1 DR R B2 A
BEEER T R Gt

5 FanSpeedOffset
g%ﬁ?ﬁﬁO%&ﬁ%

fit P AR 2 DL %5PWM
R B KR R i 2 5L
B R R A2
BLER R T RS

5 FanSpeedOffset
g%ﬂ?%ﬁ3%&§%

fit P AR B 2 DL %5PWM
T A8 X R R £ 8L
B I R I A A A
PRI T R 5t

W FanSpeedOffset
E%ﬁ?ﬁﬁZ%ﬁE%

i LS SR get i 444
S H I XU 32
M AH. -
HIEXT R 5 set ap AL &
i, AT LA E P A X
Jo A AL
%%ﬁ&ﬁ?%@%%ﬁ
;;nSpeedLowOffsetVa
1.
FanSpeedMaxOffsetVa
1.
FanSpeedHighOffsetV
al i
FanSpeedMediumOffse
tval MR (ULEi e SO
2 I L FH A RO 8

fi-} 0 - 100

il 0 - 100

{65 0 - 100

f6A:

o 0-fRRABEE
1 - BRI R
-;;*%mﬁﬁ

bt

o 3 - mRKHIE
%ﬁ

« 255-F

racadm get
system.thermalsettings
FanSpeedLowOffsetVval

Bl R Bl —ME, 1017237, X ER
EAEM LU R a0, R AR
ik Y XL T R 1K) DX 3 (I
(23% PWM).

racadm set
system.thermalsettings
FanSpeedOffset 0

racadm get
system.thermalsettings
FanSpeedMaxOffsetVal

Ay &R El—AME, 100", XE
MRS LA R a0, K B KU
R WL AME” (Bi4mE, 100%
PWM) . FERZHIEILT, ks
3 B T AR e B A
racadm set

system.thermalsettings
FanSpeedOffset 3

racadm get
system.thermalsettings
FanSpeedMediumOffsetVal

M 2R Bl —AME, w477, XEK
EHEMH LT a0, K2 N AT
FHEVHE IR T8 23 1 XL Tk 2 A% TR
(47% PWM),
racadm set

system.thermalsettings
FanSpeedOffset 2

HEEWARE:

racadm get
system.thermalsettings.FanS
peedOffset

TR R AR S BB Dy A
FanSpeedHighOffsetVal HATE
SO

racadm set

system.thermalsettings.FanS
peedOffset 1
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xR

L

Usage (ffiF1E
)

N

MFEFSMaximumL
imit

MESMinimumL
imit

MinimumFansS
peed

ThermalProf

ile

ThirdPartyP
CIFanRespon
se

B MFS F 5 R fE PR 1

BEHL MFS B 5/ ME PR 1

RVERRE RGBT I
IV EES

B SRR S
) i, JEH A% R
SR (6T I AU
A

%ﬁ%ﬁk%ﬁ%ﬂ‘] %PWM

FEVFRAE IR AT
SCVFREAR I 75 2L E S
PERBRHIHUEAT I E &
GBCE S .

%zﬁ PCI R AE

FUVFAE R B EE A 2
K% =75 PCl FHIBRIA &
235 JR A T 1

B IEE Lifecycle
Controller H:EFHTH B
ID PCI3018, RHiil2?
FAEE =77 PCl &.

fi iDRAC REARBEFBUHARE

EE BB L

{541 -100

fHN0 %R
MFSMaximumLimi
t

BRINE N 255 (%
VN ®)

{EN

MEFSMinimumLimi
t 2
MFSMaximumLimi
t

IR get AR A
255, ZRIHAKR

FH P C L A
.

18-

< 0-H3)

o 1-mEthRe
© 2 - RIRIIHE
fE:

« 1-JHH

« 0-%5

By I BRMEN
1.

1. 7EiDRAC B AR H, # 2% Thermal (T#) .
B E 4> &7 iDRAC Settings Thermal (iDRAC ¥ETi#) 1.

2. fRELLT AU

60

HEE/RALMEHA MinimumFanSpeed
I I e K AE:

racadm get
system.thermalsettings.MFSM
aximumLimit

FEE/RALMEA MinimumFanSpeed
I I B/ IME:

racadm get
system.thermalsettings.MFSM
inimumLimit

Ef R R G (R E A S RAMET
45% PWM (45 2T
MFSMinimumLimit |
MFSMaximumLimit 2 [A]fE) -

racadm set
system.thermalsettings.Mini
mumFanSpeed 45

FEA AT N HCA I BB

racadm get
system.thermalsettings.Ther
malProfile

SR RGBSR B E Y e

)
Ae s

racadm set
system.thermalsettings.Ther
malProfile 1

ZOARIN B 5 =77 PCl R ASHE AT
BRUA R U T R i s B, ] DA
H: racadm set
system.thermalsettings.Thir
dPartyPCIFanResponse 0



PG E

B R HE IR PR
o XUBIER

AR IR

ARETFERIOER, ESHMAH Web FifE A E .

XU E R AR, Bk — BT E N, EATHASERGENS S, *HUEHFHL. iDRAC
B BIOS B3 1I1A) F Zh o N BRI BB . 340 Dell AR 23T RESCRE, AR LFF sk pT A XL H & X
FOF P BRI I BRI R, A S BoREE BRI E E E.

ki Back (J5iB) . Finish (525 #1 Yes (J2) .

i A 4t 5 B B e o

fic & ST R Web ) ¥

Internet Explorer. Mozilla Firefox. Google Chrome fl Safari Web i #% 37 # iIDRAC. %R ANIE R,
527 dell.com/idracmanuals [ #24Lf] Release Notes (RATULHD)

R MGE A AR S5 24 E B R Internet M HENEERES] iIDRAC Web Fifi, WAZIRCE Web 3% 2% DL Z AR
%2%Ui ) Internet, BEE LR E Internet Explorer HI1E E..

fic & Internet Explorer Web %

Eal ol

¥ IE HENVEERGMIBIT.

7E Web % %8891, #%ZE T.H — Internet &I — &4 — KHMLZ.

B EEXRS, HEh-R, REREER. BEREMIA. B 8B R TTZ T HE,
[ NN BIRRA ActiveX I FIE: 1035y, FF % E LU R &30

7 RS TP RS B BT IE A

ActiveX AR~ BH

Tk RIEAAT N S8
o THOELAM ActiveX 54 R
o XPRARICNTT AT A ActiveX BHHIEILIEHAT A 1275
o IB1T ActiveX RIS B H

HFRIE AT % AT AR ActiveX I HATIIA: 5

FETRT:
SRR AR A
o XTI EG: BH
THTE: BH

EHAT

+  fo¥F META REFRESH: J&i [

s I Internet Explorer W TUN W 8 iE R IA . J5

o RVFHEMAYIENE O, NN BRG] B

o WHIUEBERE —MEBN AR HEATE P il i B
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7t IFRAME s in#fe e At B

BETNEHIF X, MARET XM R4: BH
RAFATERR: 2242 - &
AR B R AHHE: B

ffi 3 B D BHAEFE R 22

FERIAT
EAEA: B
Fovri e A AT R MR B
Java MEFIHA: f&5H
5. ¥ZETH — Internet &9 — &K,
6. TERHT:
&L UTF-8 Ki% URL: ik
A BIACE R (Internet Explorer): &
B IAR (AR - g
SR AR R E R R
B R RE e (HAh) « g
JA T e kR
JARE =R R
TR & O R E sty K B
fEHTTP LI HE

i HTTP 1.1: %
A ERS A HTTP 1.1: &

1£ Java (Sun) T:
¥ JRE 1.6.x_yz: & (Alik: RATTREAR D

EZHUAT
A B EG/ N g
FEHUR I B s
FERA T (R S

woRE R g
FERET:
o REAATHANER RS M THK

KA NIRRT %4

ffif SSL 2.0: &

f#/ SSL 3.0: ik

f#/ TLS 1.0: &

X TE A AR R s ik

TE AR AR M R 4. &
HE R MR AR R .
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H ESMGZNE, BIUE T MIFEME R, Flin, IR R O, RS> iDRAC Web F
AR TCIRIEH T AR

7. WA, G HRETE.

8. HMlEEIEIIFR,

9. TERHEM (LAN) BB T, HRHEMEE.

10. W SRAEAEHT 1E9 A IPv6 ikl iDRAC, 1iiEFR A B3 BRA L.

11, nRigd T ERRERSERAE, NIERT T A A 6 AR RS BE .

12. SBAHIEPIIX

13. SCHIFEEFE N E, BIORATE 5 S 2

K VE: i/ Internet Explorer 9.x & 3% iDRAC Web SR, 5 i — S8 0T o f) P 25 T G TEvk IE 2

TNo ERURILEE, 5% <F12> #. 7£ Internet Explorer 9 R E N7, #3cR4ERLHE A
Internet Explorer 7. JYWE a2 hl¥r, ¢ H iDRAC BRI 2 BIR.

P STE
AH Web FLAHAL A
4 iDRAC IR Z A5 8413 1
24 Firefox Wi A 44 H I fiE

# iDRAC IS INBIZ A5G IR+

2451510 iDRAC Web FUHEINS, WIRZE5% +H¥F iDRAC IP Hiht, RS SHREEZNERINE %5 %
. SRS, 1SRRI ELE R 5 Web W88 DL 748 M) iIDRAC Web S I .

R 2G5, IR S84 R P> iDRAC IP Hilik, Internet Explorer (IE) 8 AJ fEA SR EKH 1% IP
MR INE B

K RGNS AMEAERIE 538 R) IDRAC Web FHET, W XEHIIASE — KB HIE, RAXMHIER
WA HIE PR E S . R TR EH B BTN,

(L IE 8 HKF IDRAC IP IR INBIS2 (5881 o, 13T BL TR #8AF

1. %% Tools (I.E) — Internet Options (Internet #£IH) — Security (%4) — Trusted sites (Zf5
W) — Sites (A .

2. TERZPEESINEIX g4\ iDRAC IP Hutik.
3. Hidi Add (D, Fdi OK (Fa) , ARG Hdi Close (GRH) .
4. i OK (HsE) » ARl igs.

25 Firefox H i 44 B IhRE

TR FAT IR R, Firefox (114 3075 2 T REBER LA I PORURUA RE2EEHRIF . IR, P14
TN £ BORIEON RN I IDRAC S AR G A 8, BV BEAAAT I 0 R

EA (14 M AR G 5B R B IF, AT F 515

1. #TJT Firefox Web WY 88 % 0.
. fEHHETEE, N about:config, JFH% <Enters £,
3. 1F Preference Name (EETAHR) 71+, FEIH Wi xpinstall. whitelist.required.

Preference Name (EEIAZFR) . Status CIRZS) . Type (A F1 Value (fH) HIMEKGAS sk 44 S0
A, Status CIRFE) EHELHF~%E, HHH Value () &K False.

4. 7L Preferences Name (EHIEWEZH) 4+, 3| xpinstall.enabled.

63



Wifx Value (fH) N True. WIRARE, 15X xpinstall.enabled, ¥ Value ({f) ¥ &N True.

BE Web St A HLIR A
iDRAC Web FHIXZFELATIES:

«  JLif (en-us)
LI (fr)
75 (de)
PUHEF G (es)

«  HiE (ja)

o fEfA&HIC (zh-cn)

B 1SO AR T RN SCRFIOIE F A2k . X THEESCRFINIE S, 3 2R Va8 /N R B0 1024 B4 B
el IRERYli e

iDRAC Web A it H T S5A b g —e A, DR & ME S RAMI SR . iDRAC Web S [H] [ HE £
DhRE ClEIIEHIE) FIE T EHAT MO R A REVT M4 e I Th e sl 7 8. A AR 2 30 BT R S8R

A il L

B i S BRLAR SO 1 TG R AN R 5 O A AL ISCAH] IDRAC Web FFilT .

BE R v g [E
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Lifecycle Controller [E¥& |2 BT IR «

v E B [ A 2.10.10.10 #9585 12 8 PowerEdge R-#% &, 7ER[ENE iDRAC KIS T, AHSH
Lifecycle Controller VR 1.xx.xx. HA4H iDRAC [HIFRF] 1.xx.xx A, SRJEABEMENE Lifecycle
Controller,

FEAT LU PR AT T A R0

# Lifecycle Controller f#] iDRAC
BIOS
M2 0 (NIC)
HLIR I % (PSU)
RAID 2%
HR
g i AEERNSWIRET . SahEEY @A CPLD SAATH FR R .

VR A/, TR

1645 17K IDRAC [H] 14 A “Bic B R o
o IEAIRS B AURIE TR H Lifecycle Controller SK[EIE R iDRAC BAAM RT3 15 45 1R [ 121 -
o YR NIC KB NIEE LOM, Kzt FE v ER.

ST A P DA AR 7 320 [ F 1019 31 2 i 22 RO RRUAS
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iDRAC Web 51
CMC Web #ifi

*  RACADM CLI (iDRAC #1 CMC)
Lifecycle Controller GUI
Lifecycle Controller JEFER S

PP STE
{# Fl iDRAC Web FT m]34 [f] 44
{fi [l CMC Web 1 [mVE FE 1
i ] RACADM [m]37 [ 4:
i [ Lifecycle Controller [Al¥[F {1
{fiH Lifecycle Controller 172 2% B3 [ 44

{8 ] iDRAC Web 57 [5]3% [& 44:

B VR A A, iEIAT DL R

1. £ iDRAC Web #ii, # % Overview (£%) — iDRAC Settings (iDRAC #%®) — Update and
Rollback (FEHFIEIE) — Rollback (FEIE) .
Rollback (V&) TiHPE R R AT DA H BEIR BRI 5 % . BT UERRSLTR. RIS, Yares
A 2 i A LA R R R 1 Bl TR R A

2. EHE AW AE I EERE AR 3.

3. IR#EFTIEE S, H Install and Reboot (Z#:FFHE 515 ) 5L Install Next Reboot (TIREHi 5| T 2%
B o WAL T IDRAC, NI Install (2%%)
e %10 Install and Reboot (%23 3FE#H 51 5) B Install Next Reboot ( N E ¥ 5| St 223E) i, ¥
BoR 7 2 “Updating Job Queue (IEFEREHEALBAFI 7.

4. #i; Job Queue (fENVBAFY) .
¥ R Job Queue (FENVEAFD TUIM, &ATTEH 25 N B 08 A7 1A (B4 B 8T

%ﬁi:

o FERRRBEARR, RGBT, URER AR A B 4R EAT .

FEUL G BL TR SRR R S

« EBA R IDRAC ASMEAT [ 15 55 g il AU, 2 A [R1R iDRAC &1 e BALUR -
(A B AR 7 — A 1l P T .
LA LR AT IS H B A T2 AT IR

15226009 IDRAC VLA AR 80 - AT [ 1 [,

J
o

R Lifecycle Controller CUAA M sk kb TR EARZS, I
M7E 5 H Lifecycle Controller i3 57 AH B i 2 1

] CMC Web 51 [5]% [E 44

A CMC Web FH =& :

BFF) CMC Web 1.
% Server Overview (JREBEN) — <REBLHK>.
D2 B Server Status (R4 88K Wi .
3. HdiE3) iDRAC JEHAT A& AR RIR, wnfili A iDRAC Web i [m] R [ A — 45 ik «

H
&
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i F RACADM [=] 3% [& {4
T racadm VR & A, T DL FERAE:

1. ffif] swinventory & 2 RS FQDD:

racadm swinventory

T BN ENE R %, Rollback Version (BERRRA)UIAUN Available (ATHD o A4k, &I
 FQDD.
2. ERLUT a4 R W& 4 -

racadm rollback <FQDD>

HRELZER, H2M dell.com/idracmanuals 32 {1t IDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM x24T RS %18 -

i F Lifecycle Controller [F¥& & 4

fRER, EZH dell.com/idracmanuals #2{it] Lifecycle Controller User’s Guide (Lifecycle
Controller F P #8R) -

{8 F Lifecycle Controller AR 2[5 % [F 12

HxER, #H35 dell.com/idracmanuals L) Lifecycle Controller Remote Services Quick Start
Guide (Lifecycle Controller Remote Services HLig A [ 1EH)

P& 5 iDRAC

iDRAC LRI RE RGWUR, LAETR iDRAC W51 5. QUL ICVETL I R AR R, B E RPN 52
HAE:
iDRAC 5| S5 2Kl 2% A 7T 5] S RIBIE .

© RGBS LED $RR 1T 2 LAKE) 1/2 B HIR M. (LED 4577 A0 THLAECAEE Uik 55 23 (17
[T (ER A RVAD Wi & T TR

5l FREF AL IEAERR ) SD R4l

@*éﬁﬁ Windows #AF R G0K SD R0k FAT #5a(, BE A Linux 0 RE0RHA% L8 EXTS #%
I\o

« 4 firmimg.d7 415 SD £,
¥ SD RIfANRE 2% .
I SRF 2R SD 4+, iRINERE LED FERAT SRR 2 BB, 3 firmimg.d7, EHi4FE iDRAC,

SR EH 515 iDRAC.
fFF TFTP R4

S8 TT DAASE A ] BRSO AR SR s (TFTP) AR 4528 KA R sl % 2% iDRAC [E {8k 22 35 E 5. 1Z W AE SM-CLP 1
RACADM AT A H T8 iDRAC Wk . TFTP s #5062 H iDRAC IP Hihtak DNS A #4715
] o

% VE: IR IDRAC Web S kALHE B A E W E4:, WLFE TFTP IRSG4%.

7E Windows B, Linux #{ER % b, A LMER netstat -a A kKEH TFTP RSB R EIEEIEIT. TFTP
HIBR NG 1 69, GnS TFTP IR&#8 K217, WHPATLA T HE —:
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FERZ% AR HAIZAT TFTP 55 B TH5E L.
TEBAE R G L2 TFTP RS54

Fr A B 5% s Be B U

AT RGELE, O CAS4ME (Bl BIOS. RAID. NIC. iDRAC. Lifecycle Controller FlIpi %1
(NDC)) bz fmg, DLEOX S i B B . & iR A E I R A A T B 50 . RO B 4 o
FOEFRE O AN S FTLORZ SO RAE B vFlash SD REEMZE L= (CIFS B NFS) &

AT LS RPAITH R T3 ORI e R R AT R 55 A 1 B R S 4
#AR IR CIRIFFTT, iDRAC Enterprise VRIS AE LTI RE .
Ky 5 13 UGS AT, SLIhher A AE

AT & BRAE AT, TR
Collect System Inventory On Reboot (CSIOR, TEEH75| SHUINE RGRFEEM) EMEEH. WRE
ZEH] CSIOR KNI N IT AR % d, M2 oL R &
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

«  ZfE vFlash SD R EHAT &4, 1EHRAT L R4

— vFlash SD R4 B WAL
— vFlash SD £#&/MEF 100MB Ka] =R, FTAEE &0 ot

BSOS MR P BUR SR BCEEE, UUEATR T S NIR S S B SR R AR i E R R
H M HEMEILRAE Lifecycle HEF,

e =
S 120 6 0 26 SRR
SRS SRLE

i iDRAC Web 5T &1 iR 55 28 Bie B 14
FAFEH IDRAC Web [ &4 Hi 55 25 0 B S

1. %% f% — iDRAC B — R&RIE M.
¥ 27~ Backup and Export Server Profile (#5143 F1-5 HiJIR 5% 23 lic & 0 #F) i .
2. EFLUTIETZ —RAF S0 S E
« Network (M%) , LIFE CIFS 2 NFS L5 FARTE& 4 B
+ vFlash, LLfE vFlash & EARAE&AR SO .
3. AR A RIS S (AR .
4. WFESE Network (MZ8) {ENSCIEALE, HMAMLIEE.
B i ERRENACE RN, RUCREO P R R A, B A R R R
e
HREFBINER, 201 iDRAC Online Help (iDRAC IEHLESBID
5. gl STRIE A
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# AR S, T LAE Job Queue (fEMVBAF) Wi EEFRE . ERIRMEG, MR ENE
ollfE SR

fiFFl RACADM %473 AR 45 23 i B SO

B{E ) RACADM £ AR &5 23 0 B S0 1), 1518 1 systemconfig backup T4 . AxELEE, ESH
dell.com/idracmanuals F#24Lf¢) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8
RACADM i 24T RN ZE M) »

TR B B A iR 5 Ho B U
AL PR R 3R A SR A 0 AR 5528 L LS 60

FEHRIAR 55 a5 B B OCAF B 3l 2/, R fR

+ Y8 H Lifecycle Controller 1 Collect System Inventory on Reboot (CSIOR) #£i .

gﬁﬁﬁ P2 I T B (NTP), A5 (8] i 7 A 2 B2 LS Ml ) SEBRISAT I 18] DA R — ARl i 1
] o

+  EAE vFlash SD R EJATH My, THHAT LR #RAE:

— HEA. BHAYILEWN Dell S2ERH vFlash SD E.
— VFlash SD & B & 0% 1) 25 [0 476 &0 S

By I AR IPve L THI RS SO E S B A&

i Web F v iR 5525 e B UM B 30 %4
FH RIS A B B SO A B &y, IR HAT DU R

1. 7£iDRAC Web Ftifitf, # =M% —~ iDRAC B — IRFASHCE X
¥ &7~ Backup and Export Server Profile (#5315 HiJIR 5% 23 lic & S0 4F) i .
2. g Automatic Backup (HZEI&MA) EIHE.
1% Enable Automatic Backup (/5 E#&1443) .
4. EFLUTIETZ —RIF& 0 SCHE
+  Network (%) , LIZE CIFS B NFS 3t 5 FR7E &40 SO
« vFlash, ULfE vFlash £ EORTE &0 SCHEUZ .
5. HNED XGRS (TiE)
6. niEFE Network (M48) 1ERSCIFAIE, EHIANMSKEE.

7 ?E TEFGE ML E B, BRI R0 A6 R R 775, tBANEE T 05 R gm i 45k
o
BHRETFBMEE, 2 iDRAC Online Help (iDRAC BEHLE; Bh)D

7. 1f Backup Window Schedule (%43 iRl ¥, 6@ SO EIERIFGEI RARE (gL, 55
sAEH 00 .
BHREFEBIEER, 20 iDRAC Online Help (iDRAC IEHLESBID

8. i Schedule Backup Git%l##%)
TEVENL AT, K EE AR R T — AN TR i AR R ds H IR R] . 76 B AR LI 5 — AN L3 3)
Horehfa, KA T — AN B AR BEE LRI B AR (A1 BAAT R 45 4 L B S A R 4R

w
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fFH RACADM 1Rl iR %25 i B U4 B 3h &4
EIRHBEN& G, BEHHUL T4

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

LRI AR S5 2R B SR %A, AT U R %

racadm systemconfig backup - f <filename> <target> [-n <passphrase>] -time
<hh:mm> -dom <1-28,L,  *’ > -dow<*,Sun-Sat> -wom <1-4, L,  *’ > -rp <1-366>-mb
<Max Backups>

EEE LRI, EEHMU T2

racadm systemconfig getbackupscheduler

LA AN G, HEA T 4

racadm set LifeCycleController.lcattributes.autobackup Disabled

iSRRI, EFEH RS

racadm systemconfig clearbackupscheduler

HxrRELZ(EE, iEZM dell.com/idracmanuals 3L iDRAC8 RACADM Command Line Interface
Reference Guide (iDRAC8 RACADM iy 41T RHZSEIEHE)

PR S S EC E

AE AR B RN GRJFD (Al — 5 55 4% (X 10 B AN 8 1 M0 0 75 B087 51 3 e 55 4% -

5 13 RS 4%h,  SEIhRe B AT B EHCEHod 2. A2 e BT 2R N AE . HDD AHAd g )5,
SR — MRERA S SRR, R NENL H TR A R E . RS AR RVE T B E LA S TR T
B ER LR IDRAC SRS BIFE IR AR L E

FATIREM RS o

By 0 TIRIRERAE, ARG ARIEA & A SO MRS ARAE VIR o 30 SRR AT WL T 55 12 2 0 SCA o il
REVH R HAL T R — L8 (Pt FHERED fprE KRG mRAFA RS TARKMLE, WAZ
XHFAT B U0 LR IE IR 10 % 2 Lifecycle HEH .

PATGNEAEZ BT, B J8H T Lifecycle Controller. #HFEEE Lifecycle Controller B35 N1,
H R
Lifecycle Controller is not enabled, cannot create Configuration job.

(Lifecycle Controller KAH, TIEGIERLEEN. O

BIANRMEAERAT R, WEREH IR SAERE, KRR N RRE S
Restore is already running (& & J5 DAEIEAT)

SANEMCILRTE Lifecycle HES .

TEREEE
I JE A 5T
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{#F iDRAC Web F1HIF A\ IR 55 A3 B B 4
FAFEH IDRAC Web F -5 AR 55 250 & S

1

o

%7 Overview (HEY) — iDRAC Settings (iDRAC #%E) — Server Profile (JR&GBEE M) —
Import (§N) .

% Z7% Import Server Profile (‘S A\ARSS 230 E A4 T .
R UL T — I8 E A SR
Network (%)
* vFlash
NN U R s (k)
Wik Network (%) 1ERSCHEAE, THRIAMZ R E .
E VE: EREMGILERE N, BUCREX 4SR5, R E 5 R g i k7
Fo
BRETBMEER, 2 iDRAC Online Help (iDRAC BEWLTEBL)
“N Virtual disks configuration and hard disk data (LA AC B AR AL 504 ) 4% CL R Hdh—:

Preserve (fR¥) — (R RAID 2. REMMHAAE . T2 a8 LA R e b AORERLEcd ,  IF A %0 AR
SCAFRE R GEE R IS AT SRR

Delete and Replace (HBRIFE#) — ¥ RAID el EAIEER . #=H138 R ARG RS e B S
MBS, I FH At AR ST F 0 B 5 4

LIS TR N
i 55 25 o B S S AN ERAE O R Bl

fFFl RACADM S5 \ iR 4523 i B SO

B ] RACADM 5 N\ IS5 23 Pc B S0 14, %1 systemconfig restore #r4. ARELEL, HFSH
dell.com/idracmanuals #24Lf¢) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8
RACADM & AT RIS %6/

&R BRI
SRR R -

® No v~ wWwDdPE

FEHLRG KA,

H s B TIEJR Lifecycle Controller.
FHARGHT I

T 2 1) ] 4o AN BB St 5 o

ARG K.

iDRAC [l {4 A B 340 J5 o 2 5 7

iDRAC EHiE5h.

BRI ENLR ST UMK E 1 TAE.
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i HAh R G T A5 iDRAC

#:0] LUE ] Dell Management Console &% Dell OpenManage Essentials 2 A1 M iDRAC. %6 ] LI{E
Dell Remote Access Configuration Tool (DRACT) k& 48 iDRAC. FE#T &1 LA K & & Active Directory. H
KEZER, SRR ERE.
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it & iDRAC

J8id iDRAC WAL E iDRAC @t wEH P LR EZWR, UPITZEREE LS.
TERCE iDRAC Zill, EHifRCELE iIDRAC MU E 2 2 FERIm ey, FFHEEMFENHFTIE. AX
iDRAC HH[ZRYFRI I ShREMIE 25 8., ES S,

f&nT EMERT AN J7LRC B iDRAC:

iDRAC Web St
RACADM

ZFEMRSS (IS Lifecycle Controller Remote Services User’s Guide (Lifecycle Controller Remote
Services A1 #8/) )

« IPMITool (&£l Baseboard Management Controller Management Utilities User’s Guide (Baseboard
Management Controller E ¥ AP H P /) )

ZHLE IDRAC:

1. &% iDRAC.
wna%E, BUNKERE.
VE: R O LS IDRAC M E , 157 iDRAC IP Hutihi% B it #2 b B iDRAC W B A HFEF, &
J& BRI TR

fic B 5 i) iDRAC (¥ 71 .
i & AT TR B
g, BERGME.
A B, TR N X A48 i A M (NTP)
A7) iDRAC [ LU R ATA - i i85 7 vk
« IPMI 8 RAC H:17
+ |PMI Serial Over LAN (IPMI LAN _FH47)

LAN L IPMI

SSH BY Telnet %/ i
8. RMFTTIET.
9. WRINAIECE BA KRR iDRAC H .
10. FCEAS AT IR ZH . SNMP [EBEEL IPM] 24 .
11, WHEBE, BREIE LR,
12. B EUOREEE S
13. A, FCE R G A0 R A
14. WHNE, KE vFlash SD .
15. WA ME, BEF—IIFEREA.
16. WHEMBE, ¥ OS WHE N IDRAC Hill.

N o v
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ARG
3k iDRAC
LB RS e
Hic 2 AR 55
LR 7R BE
WNEZERGNE
B E I X FT NTP
& & iDRAC JH{E
Jic B A e 2 RN AR R
S DN A 3 E
J5 R B
Jic B A0 R g il &
BB R
3 vFlash SD £

BE S5 G

Ja HEEEH OS 3| iDRAC Eif
AL E iDRAC DA IEZAR

%% iDRAC 2R

&R LAEF iDRAC B A B 1

fH Web S HEE iDRAC 55

7f iDRAC Web F1HH, #Z|HEYW — iDRAC wE — JBt:, AF 5 iDRAC HKMUTERE. AXEEENE

B, %M iDRAC Online Help (iDRAC BENLTERD) .

o AR A R A
o BOHTEAREE R
«  RAC IH]
IPMI fi A
FH P SRR A A S
X 2575 B
o IPv4 K E
IPv6 ¥ B

f%F§ RACADM &% iDRAC £ &

i RACADM %% iDRAC {52, 1524 dell.com/idracmanuals FHE:4L[K iDRAC8 RACADM Command
Line Interface Reference Guide (iDRAC8 RACADM w447 S %) T getsysinfo I get T
Py

~ 1$/EH1EI IS o

B RE

{fiH] iDRAC B AHEFHCE IDRAC M E G, ikbn] LUET iDRAC Web #tiiii. RACADM, Lifecycle
Controller. Dell Deployment Toolkit #1 Server Administrator (5| S E#IERLE) BiikE. HxRTAEM
WUR ¥ B R VE(E B, S PN P g

ZAf ] iDRAC Web A5 RACADM 1B M4k & &, Wi AHEEBER .
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B i Sz R E AT e o R 1 IDRAC I i 26 2 2 i

5/ Web FTBEML% 3 E
el IDRAC % K

1. 7£ iDRAC Web ZtiiHf, #ZEME — iDRAC E — M%&.
FtiEP 2 &7~ Network (f%%) T .

2. WFBEMERIBEMEEE. HHEE. IPv4. IPv6. IPMIAI/EE VLAN & & - 5d Apply (R
U5 3% % Network Settings (M45#: &) T Auto Dedicated NIC (Hzh%E ] NIC) , M|% iDRAC
Hﬁ NIC SEHAE AL LOM (1. 2. 38 4) - H7E iDRAC & H NIC Al F4E48nT, iDRAC &8

HNIC EFRAMEHEH NIC, WRELH NIC EANARIEEE:, W iDRAC HIL=E LOM, ML NIC
tﬂ?ﬁ%@ﬁ'éﬁﬁ NIC (BN TR, M NIC Dl BI3L 5 NIC B8Ry 30 #. AT LLf# ] RACADM %
WS-MAN Bt & B E

BHREFBMER, B30 iDRAC Online Help (iDRAC IEHLE B

{3 F A< i RACADM &2 P 4% ¥ B
A MG B R, THEALL T4
7 YE: AT LA getconfig #l config #4834 get Fl set 45 RACADM X RIECEEH .

* fﬁﬂ%getconﬂg fif4: racadm getconfig -g cfgLanNetworking
« f#if getr%: racadm get iDRAC.Nic

T DHCP 345 IP sthlik, & R a4 5 A% % cfgNicUseDhcp 5 DHCPEnable 33 FH . Ihfg

* ﬁﬁﬁ%conﬂgunv racadm config -g cfglLanNetworking -o cfgNicUseDHCP 1
« ffiff set #4: racadm set iDRAC.IPv4.DHCPEnable 1

AR 7451 A 28 S e 45 FE i 4 T BT 5 1 LAN 2% Ja 1«
« fiiH] config @4

racadm config -g cfglLanNetworking -o cfgNicEnable 1 racadm config -g
cfglLanNetworking -o cfgNicIpAddress 192.168.0.120 racadm config -g
cfglanNetworking -o cfgNicNetmask 255.255.255.0 racadm config -g
cfglanNetworking -o cfgNicGateway 192.168.0.120 racadm config -g
cfglanNetworking -o cfgNicUseDHCP 0 racadm config -g cfglanNetworking -o
cfgDNSServersFromDHCP 0 racadm config -g cfglLanNetworking -o cfgDNSServerl
192.168.0.5 racadm config -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6
racadm config -g cfglLanNetworking -o cfgDNSRegisterRac 1 racadm config -g
cfglanNetworking -o cfgDNSRacName RAC-EK00002 racadm config -g
cfglLanNetworking -o cfgDNSDomainNameFromDHCP 0 racadm config -g
cfglLanNetworking -o cfgDNSDomainName MYDOMAIN

o Al set %

racadm set iDRAC.Nic.Enable 1 racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0 racadm set iDRAC.IPv4.Gateway
192.168.0.120 racadm set iDRAC.IPv4.DHCPEnable 0 racadm set
iDRAC.IPv4.DNSFromDHCP 0 racadm set iDRAC.IPv4.DNS1 192.168.0.5 racadm set
iDRAC.IPv4.DNS2 192.168.0.6 racadm set iDRAC.Nic.DNSRegister 1 racadm set
iDRAC.Nic.DNSRacName RAC-EK00002 racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

85



7 T R cfgNicEnable ¢ iDRAC.Nic.Enable ¥ &% 0, MIEI{S 5 H DHCP, iDRAC LAN kb T-4%
FIRAS

BLE IP ik
W T IIE2 A, Vi) iDRAC A DA s URT S 43 5 v 1 2 4k«
P e PR 17 1] IDRAC % 77 3 (1) IP Huhik Y Rl o e AR NS 1 IP ik 554 € (v AT LU, IR A Ao
VPR EEHNG (L 1P HubEA, FiZSE ) (1 IDRAC Vil o BT oAb 8 kil SR K i F 446
LRFE 1P IR AR G SR RGN, U4 BEL L 2 b B A TG R I 1] 2 P9 5k IDRAC . A SR A TR B
g, WA RELE 30 B A REE B G . IRERARMOREGRIE I, W R BELE 60 M) HOB & 5% .
BB E 1P HhE SRR 2R, RO AE A TR il sk S R & s m, RGO il sk
Kwmke, JEH MR EE
ARk A% 1P bk RS S AR, D8 SSH B i BOR AN ssh exchange

identification: Connection closed by remote host.

7 T W& EH Dell Deployment Toolkit (DTK), A XAURKIME RiEZ R (Dell Deployment Toolkit A7
FIIERT) o

{#F] iDRAC Web AHECE IP fifiik
D625 B AT I B R PR A B AT X e B
FELE P ik

1. {£iDRAC Web 5tiit, #EME% — iDRAC BE —~ W% —~ M4,
BEED 2> 7% Network (W4%) T .
2. i Advanced Settings (FZ R E) .
KEEN 2> 5= Network Security (M2 &44:) TH.
3. fB IPIRERE.
A RSETNE 258, 1S iDRAC Online Help (iDRAC BXHLIERD) -
4. BENRARARE.

{# ] RACADM 2 & IP ik

1B BB T B AU A BE AT IX B35 I
FERE IP ffiik, EMHLLT RACADM X4
+ f#f config fir 4

— cfgRacTunelpRangeEnable

— cfgRacTunelpRangeAddr

— cfgRacTunelpRangeMask

# set 45 iDRAC.IPBlocking 4 (i x4 it & 16 FH -

— RangeEnable
— RangeAddr
— RangeMask

cfgRacTunelpRangeMask % RangeMask J&M:5F#: N\ IP Hihibf1 cfgRacTunelpRangeAddr 5% RangeAddr &
MEYE . WG R, MR, FEEABFIE RV IDRAC, MILTEEAMG 1P Hubk 8R4 S TR
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IWRUTREXETH, SR

FF£S1EV:: cfgRacTuneIpRangeMask & (<incoming-IP-address> *
cfgRacTuneIpRangeAddr)

{E#TiEY: RangeMask & (<incoming-IP-address> ~ RangeAddr)

Hrp & RECERIAE, T A RALAL B

1o iipedinbay il

LLF RACADM 44 fH%E 192.168.0.57 LIAMHIFTA IP Hidik:
- f#iH config fiy%:

racadm config -g cfgRacTuning -o cfgRacTuneIpRangeEnable 1 racadm config -
g cfgRacTuning -o cfgRacTunelpRangeAddr 192.168.0.57 racadm config -g
cfgRacTuning -o cfgRacTunelIpRangeMask 255.255.255.255

— fHH set f4:

racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set
iDRAC.IPBlocking.RangeAddr 192.168.0.57 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.255

TN T T PR B — 4 DU ANAEAR P Hidhk (ff4n, 192.168.0.212 % 192.168.0.215) , Nk FH A8 vh [ S A
AL LM T 7 :
— ffiH set %

racadm set iDRAC.IPBlocking.RangeEnable 1 racadm set
iDRAC.IPBlocking.RangeAddr 192.168.0.212 racadm set
iDRAC.IPBlocking.RangeMask 255.255.255.252

0 RS 1 R e T R B R 252, Tty 11111100b.

BHREZER, &2 dell.com/idracmanuals 4L iDRAC RACADM Command Line Reference
Guide (iDRAC RACADM 4 173%481) .

[N 8

$ET LAZE iDRAC & AE F DA RS

AHECE - AL RACADM Fl iDRAC B E A HRERF AL (ANENLRS) Vi iDRAC AiLE .

Web Server - 3 FiI%t iIDRAC Web S HIV7 7. a0 SR 25 %0k 15, %514 F A< RACADM /8 H Web
Server, [KJN2EF Web Server <[] it 2% i fE RACADM,

SSH - i [ £ RACADM 3 il iDRAC.

Telnet - i@ [ £ RACADM il iDRAC

i RACADM - iz ] iDRAC,

SNMP fRH - 7E iDRAC 15 FX SNMP #xif] (GET. GETNEXT 1 GETBULK #:1E) HI32#r.
H2h R AREE — i H RIR R G54

VNC 5548 - J8 I SCREBURSCRE SSL N 1) VNC RS54

5 FH Web AL B RS
B4 iDRAC Web ST D & IR 5

1

7 iDRAC Web #T, #%ZEMEN — iDRAC %8 — W% — R%.
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% 5o~ Services (RSE) W
2. BEFHRELR, REHS Apply (BZFD .
HF&EBNER, 1S iDRAC Online Help (iDRAC BENLEEED .

f Fl RACADM Tt & R %%
F (i F] RACADM it FARIREE % 025, 3T Ll 4R 1 -
o KBUUFX2Y config fr A HEL &8 .

— cfgRacTunelLocalConfigDisable
— cfgRacTuneCtrlEConfigDisable
— cfgSerialSshEnable
— cfgRacTuneSshPort
— cfgSsnMgtSshldleTimeout
— cfgSerialTelnetEnable
— cfgRacTuneTelnetPort
— cfgSsnMgtTelnetldleTimeout
— cfgRacTuneWebserverEnable
— cfgSsnMgtWebserverTimeout
— cfgRacTuneHttpPort
— cfgRacTuneHttpsPort
— cfgRacTuneRemoteRacadmEnable
— cfgSsnMgtRacadmTimeout
— cfgOobSnmpAgentEnable
— cfgOobSnmpAgentCommunity
o KBUTHZRATKIXNERS set an RS HEH]

— iDRAC.LocalSecurity
— iDRAC.LocalSecurity
— iDRAC.SSH

— IDRAC.Webserver

— IDRAC.Telnet

— iDRAC.Racadm

— iDRAC.SNMP

HFEXE R IHELZ(ER, 555 dell.com/idracmanuals FI24L[# iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM 84T RSB EIEEE) »

JE FEEEH HTTPs EH5E M)

R 9 BRI DRAC UEFSAH HUES 8 85 I, sk TR H (I B, A TREM HTTP G5 8
FERIS] HTTPs, 7T LIXE iDRAC MEATACE, LIARIEA http 311 (CBRIAE 80) HE %) https #iM1 (BRiA
Joad3) . IR o BATICR. B SULRAR B3R DRAC DLEIEEA A, MRS, &
R

A E IDRACEURA B3 H BRAE ) HTTPs € i

TE J3 AR R 1% fe i, #47E Lifecycle Controller HESC g st — A,
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B HTTP 3] HTTPs [ g 4] :

racadm set iDRAC.Webserver.HttpsRedirection Disabled

ZJGH HTTP 2] HTTPs [fJ & 5T A
racadm set iDRAC.Webserver.HttpsRedirection Enabled

ERE HTTP 2 HTTPs 115 & M KPR :

racadm get iDRAC.Webserver.HttpsRedirection

i/ VNC 2 i BT RE A 55 4%

0T DM AR HEF It VNC 25 )7 i >k B L ) B4 F S T AR 31 % (40 DELL Wyse PocketCloud) izF2
MR 5558, MO RS B LI 1T, iIDRAC BURVE RS & I HuG EifEdl 6 KB, HHa%
MRS BH & R IEA S TR 5 B0 IRk SMS, SR AE B BT R 5 VNC BEE SN HMEF. VNC BE S
A LUER IR S 28 E I E KRGS ERRT, FFIRMEX EVURS 2 008EAL . AR RRAR B0 1) ASPR AT 0 2
KX RaE . 7RIS VNC &2 B, 408 FH VNC RS %8 60 B iDRAC Wi VNC RS S E, sy
i, VNC 3y 15, SSL & fam g . &l LA iDRAC Web Fiiiisk RACADM KL B X% .

g VE: VNC BhRg R B35S ThfE, 7E iDRAC Enterprise ¥ AIEHF#24t.

AT LS VNC 3R P BRI % /7 3 (I RealVNC B Dell Wyse PocketCloud HHIARR ) thifkTi%
.

FEATARI I 8] R BEAH — A VNC & i 2 15 4k Tim sl ik
ISR YNC 2353l R B R 3 Bl 65 0 AN 2 RE FU4% 1) & 7 AR 8 sl RO ot

AR EAEMSINE, W VNC 2 P ikt BLF2 R ) RFB B T2, JEH G #ET SSLAE T 1E VNC % /i d
F (RFB 8 SSL) MAEH, WIRF—A UNC A TlsRA, s il 6 2184 TR, Wi
VNC % e il in g . 1258 WIaa e il 2 5, VNC k%5 #5648 F R Sz & 00 X o vr Al 30/ I
fE VNC &b Ja, VNC AR S R Rl ] & iR IR Of FTEEERD .

ﬁ VE:
¢ % iDRAC NIC AT ZMA IR TR RGN, WBERESRW L. fEXBIRE AN,
REAETESI VNC % P 3 R AT IRE, VNC SiErfEa o5 .. A58 (&% iDRAC
Web FHIRE TUH + VNC FR&28 % B TR E MED » SREEBET VNC &,

o R VNC & P H i/ MU 60 7, &P u s DS A. BUIETHFHT VNC &1F. g
7E 60 B KAk VNC & e 1, A AT A4k Sfdi A

% F iDRAC Web F1EELE VNC fR%%35
FE VNC RS UEE, T DL R R

1. 7 iDRAC Web S, ¥ ZME% — iDRAC BB — M% — RS
¥ 2~ Services (JIRS) WiH .
2. 7F VNC Serve (VNC fRZ4%) 404, JBH VNC JRE5L, few ., wias, 58 EEtR SSLin

HREFBIEE, 125 iDRAC Online Help (iDRAC IEHLE B
3. HERA
VNC R&# R i E

89



fFl RACADM 2 & VNC fi 5528

ERE VNC IRS#%, 150 VNCserver MR set wid. HXRELEE, 24 dell.com/idracmanuals
FHRELK iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #x 41T A 5%
E®) .

BB N SSL MK VNC BEE SR

AL E iDRAC H1) VNC IR #3# ER, s SSLHn%E & Wi s A, W 2hZiifd A SSL k&iE b F2 7 LA & VNC
TEHE RIS IDRAC VNC RS 281 SSL s i,

E K2 HVNC %7 i AT W EL I SSLIN SCHF -
TRCE SSL BEE N L«

1. [ E SSLFEELI#ER <localhost>:<localport number> EH#ER:. #lin, 127.0.0.1:5930,

fic & SSL P&iE LAZERES] <iDRAC IP address>:<VNC server port Number> . U,
192.168.0.120:5901,

3. AshbEENHET.
Ei@Eid SSL N MI{EiE 5 iDRAC VNC IR& 2 iESE, WK VNC B E S ERE AN CBEERAH 1P
Huhib) FiAHg 05 (127.0.0.1: < AHuim 05 >) .

B A SSL &) VNC EE 4%

—RERUL, T #Z Remote Frame Buffer (RFB) ] VNC B & #:1%E8: %) VNC lR42¢ (] iDRAC IP il
1N VNC RSS2 B KR O5) o WRLERE iIDRAC HH) VNC RS #s i B2 A 7 SSL In#fikm, W%
3| VNC B & 25 AT $04T LN A4

7E VNC &EE 2% XTiGEH, 7E VNC IR%88 7B\ iDRAC IP stk flig 15

¥ AN <iDRAC IP address:VNC port number>

B4, S iDRAC IP Hidil & 192.168.0.120 J: H VNC %154 5901, MI%iAN 192.168.0.120:5901.

. _
Fic B B H AR CE 7 B

ST DAL E 28 RANIRTHAR LCD 1 LED Soxbfo
St FHLEEAIIE 2R S5 5%, 5 PR P 282 B i T AR AT P«

LCD Ry AI &4 ID LED
« LED HiHI#RA Z4t ID LED

ST IR RS 2%, RG2S - RE R4 1D LED 7] [, FAJIHRNAECEH LCD,

Sz
Fl¥ LCD W H
BLE %% 1D LED WH
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EiE LCD &8

BT A R LCD miiiAR Lk BB RGN/ S (a0 iDRAC &F8. 1P &) 8 @ IR
g

fEF Web FHECE LCD #E
ERE RS 2% LCD B SR

1. {£iDRAC Web Jtiiih, =R — B4 — ATHER.-
2. £ LCD Settings (LCD #H) #B45, M Set Home Message (¥H EHwiHE) FHizked, ®F F5
WL
R4 ARz (BRI
Asset Tag (7= Fr%s)
DRAC MAC Hiit
«  DRAC IPv4 ik
« DRAC IPv6 ik
WEERAE
. ARG
. EWA
R 5E
&
AR TR User Defined (H € 0, ETESCAE AT FTH S

URAEIES None () , MIASTERS A% LCD AR L 2R ERHH S
3. FEHEREREER (W o wREH, RS LM Live Front Panel Feed (RTTEIBRCEEIAEE) &5
HILCD MR AL TESIEDES G215 B8 Virtual console session active (EfEHIEG
2SN WHE .

4. HENH,
JIR454% LCD Aif THI A . e B 1 3 BBy
{#F RACADM it & LCD & &

TR E RS LCD B AR Bon B, 15 H System.LCD AN %. HXRELEL, 1550 del.com/
idracmanuals F#2£E[) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM
WMATHHSETRE)

f#F] iDRAC B AFREFEE LCD &
L E R4 4% LCD BITiAR B

1. 1E IDRAC % EAHEFT, ¥ 2% Front Panel Security (R Z4PE)
I ¥ 557 iDRAC Settings.Front Panel Security (iDRAC 8 bR 2 4:1%) «
2. B YRR
3. BEL T &I
X I TR AR 1 7]
« LCD HRFEfFH
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RGEHITE . IR B R R
4. JEHBEEHERDERETER.
HREETHER, #H2 0 iDRAC Settings Utility Online Help (iDRAC ¥ & /A TSR EAHLIERD)
5. ik Back (J5iB) . Finish (5880 F1Yes (2) .

BB Z£% ID LED # &
TR S, RS RS b S S 1D LED [N

{1 Web R HECE &% ID LED &
foE 2% 1D LED BR)F:

1. 1 iDRAC Web Ftifir, #2ME% — BF — BIEMR. K 2 maimmaR ol .
2. 1f System ID LED Settings (R4t ID LED & &) X+, &L MEEIETLLE A2 A LED IN4E:
AT ESS
« INERIT
o NERIF LR
o NERIT L A RER
o AMRIT 1A
3. midpA.
RO TR L) LED AR BB B 56 A% o

fFH RACADM B B & 4; ID LED # B

M E R4 ID LED, W setled @14 . HXREL(EL, 155 del.com/idracmanuals 2 {Lff] iDRACSE
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM 41T HSH5I68)

FC B A XA NTP
& AT LA 2 B[R] B (NTP) 1 9E BIOS BYEHL R 4R [ 78 iDRAC g & i X [H] 25 iDRAC B [H].
DAZ LA PiC AN PR A R T B (X B NTP %

ffF iDRAC Web FHALE R XF1 NTP

A ] iDRAC Web AL B XA NTP, 53T LT 45!

1. %% Overview (#f&) — iDRAC Settings (iDRAC % E) — Properties (J&f£) — Settings (%
B .
FEEN {27~ Time zone and NTP (Bf[X 1 NTP) Tifj.

2. ERENKX, EM Time Zone (W[X) THEFRHIEFRIFIN X, REHT Apply (BHD .

3. ERE NTP, i&EH NTP, A\ NTP iR&-astuht, 4555 Apply (D
HREFEIEE, 125 iDRAC Online Help (iDRAC IEHLE B

| RACADM E2 B R} X A1 NTP

FAf ] RACADM BE B I X A1 NTP, %K iDRAC.Time Al iDRAC.NTPConfigGroup L % 2 5 set iy 4 AL
M. AXELEE, #EZ0 dell.com/idracmanuals 24t iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM # 8 4T RIS HIEH) -
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BEF 5 FRE

LR E S 5 i, AU TR RSI S T rA RS EE G . IREILESE, DO RS E S
—Hl S RGAE T RAESEN I SN 2N ER&5] S, JERFFE BIOS 51 RPN — 51 S5
#, HEP|IM IDRAC Web FHiis A BIOS 51 FiFr - AT SO b . 5T BLRS 28 — 51 S B s BB N LU R LI

L

IEH 5
« PXE
BIOS # &
AR H A/ EFE AR BN R
A CD/DVD

o RHARIKA) AR

« R

. JZ#tl CD/DVD/ISO
A SD

* vFlash

+ Lifecycle Controller
BIOS 5| ‘S i 8%

% E:
BIOS % & (F2). Lifecycle Controller (F10). BIOS Boot Manager (F11) 1 3 3 8 H— k51 S
o MR EALFIRAS SRE . HIELANE5 5.
« IDRAC Web AHEFMHE 5 FREZHBELE L RS BIOS 51 T % E.

fFH Web AHKESE —5 Fi&H

Ef# ] iDRAC Web AW E S —5] S %%

1. #2% Overview (ME¥%) — Server (%5#8) — Setup (i%E) — First Boot Device (3F—35| 5%
£) .
'+ 5.7% First Boot Device (Z5—3|2i&%&) WM.

2. WTHRARFIRPERITFRHE 5 FEE&, REHRT Apply (A .
RO NBOE RN BT E S E B 5 B & T 5

3. EAE T RS SR NIEE R %5 S, 5L Boot Once (53— . MG, Rk BIOS 51 T
HIZE— 5l S 51,

HREEFHE LSS, 3 iDRAC Online Help (iDRAC BENLESHD)
f#F RACADM B HE—5| S &%

o EFEWH 5 %%, iE#H cfgServerFirstBootDevice 5% .
RN &5 F—IK, WA cfgServerBootOnce % % .

HFEXEN R IHELZ(EE, 555 dell.com/idracmanuals FI24L[# iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM i T RIS EIEE)
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R 5 R B — 5 &

FE RS il He 5 RIS AT 21, 60T A RE %6 & &5 4 b & E IR de i e F ZMh 51 SR . WL
PAT— KGRI 5| T EBCE R 5| SR A KT A SRR .

FE T G W E S 5 B, I HATRUT At

1 EBENERE .
2. fEEMIERGERSRT, M NextBoot (NRGIT) FAABET RGNS 5 Tk,

JBH LR B
TS AR B0 SR AT BB, 65T LA IDRAC 3K 5 S0 P 15
Je PR L0

1. M Dell Systems Management Tools and Documentation DVD /1, FEA2% RZ4: & 235 Server
Administrator,

HxBELER, 2 M dell.com/support/manuals 24t () Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage Server Administrator ZZEF65) .

2. {f Windows s AR E & M, FRARIESRE H s 5] SR,
HREZEE, EZH Windows B 0.

3. fdi[H Server Administrator 7] J5 i} Auto Recovery (EzhI1KE) Ef 2. ¥ Auto Recovery (HENKE)D

PEME% B Reset (%) . Power Off (3Hl) i Power Cycle CRHLEIFHL) , HLARD AL E &
8% (60 - 480 Z[AIHIfE) »

HxRBELER, 2 M dell.com/support/manuals 24t Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage Server Administrator ZZEF65) .

4. {FHLLF&ETIZ — )3 Auto Shutdown and Recovery (ASR) (H 35K (ASR)) £

Server Administrator - i5Z [ dell.com/support/manuals 32{ff] Dell OpenManage Server
Administrator User’s Guide (Dell OpenManage Server Administrator Fl F1$8F4)

A< RACADM - ff LA R i 2«
racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5. J3H Automated System Recovery Agent (B RGMKENRI) . ELPIX 5, HEHZE Overview
(#A) — iDRAC Settings (iDRAC #tB) — Network (M%&) — Services (fR%%) . i%3% Enabled
CUahD , S5 Apply (RIHD .

J& szt OS 2] iDRAC Ei&E

AL ML (NDC) B AR A B RN (LOM) #4 iRSS 28, Al LUS H OS %1 iDRAC E@IfE,
ZYBEEE LR LOM (MR RIRSS2S) o LR NIC (MLEE. BRREiT] A RS %%) , =@t USB NIC 78
iDRAC RIEHERME R G0 A FR AL Ry d WU W) 4 PY 815 « iDRAC Enterprise VFAJEFRHEIL T AE

nAsE L H NIC B, W EENURIE R G T R iEds, 28515 iDRAC Web FiH. JI R RS &1E
FH NIC iB3id Chassis Management Controller $#24.

EEF NIC 8L = LOM Z (A AN R 37 A sh ek & % EHLIRE R 4080 iDRAC.
ST LLEE LR 7 R 1A
+ iDRAC Web #i
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RACADM 8 WS-MAN (S #1E RS ES)
iDRAC W B A HIEF (Fi#EfERFEHED

i@ iDRAC Web FHTHISE B 1 IR AC &, ML E/DZEAF 10 B4 fReJg H OS # iDRAC EHil.

S faiEit RACADM B WS-MAN f# F XML BB S, FF H R b s A i 2 150 B R ARk, I 055
£5 15 FJE B OS 3| iDRAC BELIBEINREE & E OS FHL IP Hudik.

7Eja H OS #| iDRAC HZ T, iHHfE:

iDRAC FCE A% H NIC B3t =R (B NIC I8 B HA LOM)
TEHUERAE RGN IDRAC {7 F [F—F M A1 — VLAN .

o ORCEEVIRIERS P ML,

o OB EEEERA S IDRAC HIBIhEEM .
s B A5 Configure (HLE) #R.

FEJ5 F UL D RERT -

FESCRET, R EMLRAE R SEH 1P Mtk

o ELHEAT, BOFHRMEENIRIERGNG R IP ikl WREZA LOM & FiEFPIRA, WEHMASE—
LOM I IP Hfihik.

W SRAE J5 FI#RAE 2 482 IDRAC [ EEZhBE R iZZhBEA TAE, 5 LiaaE i NI :

« iDRAC H I NIC H4: C EfagEs:.
/b LOM &b FiEshIRE

K vE U LB IP ddk. i OR USB NIC 2 E1Y IP Mtk 5 iDRAC B ENLERIE REGH IP bk AT
[Fl =P IRt 1P bk 5 LR G a0 25 JLAR A TR 1P M hEAFAE PR, S 00 HEAT B
C8

% VB IE AT 169.254.0.3 f1169.254.0.4 |P Hihik., XL [P Huhik /& 448 FH A/A BZ5IE, AT RTTRIHR
Fi USB NIC 3t - E5 (7
AR
F ¥ OS 3| iDRAC ELBIhAE &
CHE USB NIC HHR1E R4
i/ Web 51 5 F B2 H OS # iDRAC Hid
{# /f RACADM J5 B2 H OS F iDRAC Hid
{FH iDRAC # B AHE/T A HEZEH OS £ iDRAC Bl

¥ ¥ OS %I iDRAC EEIhEERF

TR T IFEREEEH LOM 523 OS 2] iDRAC EIBIRERIRHIFIER
#.8:: EIFAH LOM 523l OS 3| iDRAC HiE — ZRMFE

eS| R R

NDC Broadcom * 5720 QP rNDC 1G BASE-T
+ 57810S DP bNDC KR
57800S QP rNDC (10G BASE-T + 1G BASE-T)
+ 57800S QP rNDC (10G SFP+ + 1G BASE-T)

95



el &R

KR

WE R LOM R32FF OS 31 iDRAC HidIh

Intel

Qlogic

LR & FEAH OS 3 iDRAC BLIBIhAE:

Intel 10 GB NDC.

+ 57840 4x10G KR
* 57840 rNDC

+ i540 QP rNDC (10G BASE-T + 1G BASE-T)
* 350 QP rNDC 1G BASE-T
+ x520/i350 rNDC 1GB

QMD8262 J] R ik 45#% NDC

A AMZ I Intel (NDC — 10G #2842 H5

Qlogic bNDC
PCle. EFMMLHEO K.

SCRF USB NIC HI3R1E RS
S USB NIC I i1E 3 41 L4
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Windows Server 2008 SP2 (64 {ii)
Windows Server 2012

Windows Server 2012 R2

SUSE Linux Enterprise Server 10 SP4 (64 i)
SUSE Linux Enterprise Server 11 SP2 (64 £7)

SUSE Linux Enterprise Server 11 SP4
RHEL 5.9 (32 fifl 64 fi1)
RHEL 6.4

RHEL 6.7

vSphere v5.0 U2 ESXi
vSphere v5.1 U3

vSphere v5.1 Ul ESXi
vSphere v5.5 ESXi
vSphere v5.5 U3

vSphere 6.0

vSphere 6.0 Ul

CentOS 6.5
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7EAf Bl Windows 2008 SP2 64 f#/E R4 R 528 L, AEBEZ AT (B)5H) iDRAC EH#L CD USB #
%, WOHFENEHLE. BXRHELZER, 1555 Microsoft HEFE 135 B UL T30 58 357 15 2% 15 T2 W 45 IR 2]
PR O (RNDIS) BENFEFE

YT Linux 84E R0, B EEBNEAE RS K USB NIC Bt 5 DHCP, )58 H USB NIC.

IR ML EAERE R 482 SUSE Linux Enterprise Server 11, CentOS 6.5. CentOS 7.0. Ubuntu 14.04.1 LTS
g% Ubuntu 12.04.4 LTS, NIZE iDRAC F12 H USB NIC J&, WAZfE ENUERE R4 ET-5h/5 | DHCP &% /i
A DHCP {5 ., 12 M SUSE Linux Enterprise Server. CentOS 1 Ubuntu #E R 48 10k .

T vSphere, WAiZe3E VIB 3CfF, #RJE T USB NIC.

WF UL THAE RS, 2 Avahi Al nss-mdns 48, WA LA FENLERE RS H https://idrac.local &
3)) iDRAC. WIRARZFIXLK 4, TEHH https://169.254.0.1 J55)) iDRAC.

Operatin Bk BR - Avahi B4R nss-mdns B4

System (%7% =

fERS)

RHEL 5.9 32 Disable  fEAMO AL %% VB ISR 6,423 (nss-

A (#:H)  (avahi-0.6.16-10.el5_6.i386.rpm) mdns-0.10-4.el5.i386.rpm)

RHEL 6.4 64 Disable  fE MBI B 2% VERMSLIRAF %23 (nss-

oz (#:H)  (avahi-0.6.25-12.el6.x86_64.rpm) mdns-0.10-8.el6.x86_64.rpm)
SLES 11SP3  Disable  Avahi ¥ ELEERAE R 48 DVD it HAE L3 Avahi J1iE] 223 nss-mdns
64 i1 (ZEHD

EXHLRSE 223 RHEL 5.9 #:4F R4, USB NIC BLEME AL T2ADIRAS . W RAE 5 2 3 5 B R %k T,
Ao HENE S USB NIC BN BRI 483 1 . 588 0] DLBAT LR AE — 4T DLBGE USB NIC #0455
ffiFl Network Manager T EFLE USB NIC #1. SHi% System (R%) — Administrator (B 7)
— Network — Devices (%#4) — New — Ethernet Connection (GErEtPIAMIZER) F1ik#E Dell

computer corp.iDRAC Virtual NIC USB Device (Dell {1541 corp.iDRAC &4l NIC USB #4) . il
Activate CBUE) EIFRTTBUE & . ARELER, ES 0 RHEL 5.9 B SR,

£ letc/sysconfig/network-script/ B 5 g % H 1B 8 S ifcfg-ethX. WRin#E4% H DEVICE.
BOOTPROTO. HWADDR. ONBOOT. £ ifcfg-ethX XN TYPE, ARG A4 service
network restart HEHEZNMMEARS .

< HEFGI SRS
o RHAHTIF RS HIR.

FEA ] RHEL 5.9 ##E RAM AL L, W C2EH USB NIC, HHEXHEARS (Bik) , WETIF RSN
(JFHEJEH USBNIC) , USBNIC &AL HBNEG . EHEHLATIESPIRE, 1EE /etc/sysconfig/
network-script H 3t & T AEAEN BT USB NIC % ) ifcfg-ethX.bak . i gse, MG HEMGL N

ifcfg-ethX, #AJ5MEMH ifup ethX fird-

MR
2% VIB UM

2235 VIB 30
%t vSphere #:/E £4t, 7£/8H USB NIC Z 8, %% VIB 1.
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TR VIB A, EHATEL R A

1

f# ] Win-SCP ¥4 VIB U5 13 ESX-i EHLEAE RGN tmp/ SCHES .

R ESXi R IFIZAT BT A2

esxcli software vib install -v /tmp/ iDRAC USB NIC-1.0.0-799733X03.vib --no-
sig-check

vy

Message: The update completed successfully, but the system needs to be
rebooted for the changes to be effective. Reboot Required: true VIBs
Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03 VIBs Removed: VIBs
Skipped:

B9 SRS .
7E ESXi #E/RTFbigiT LA T4 : esxcfg-vmknic -1.
UK B usbO % H

% Web 51 j3 FH 825 F OS #I iDRAC Hil
i Web 7L 2 H OS | iDRAC Hil, 44T UL FHR1E:

1

5.
6.

% Overview (HEiR) — iDRAC Settings (iDRAC #% &) — Network (%) — OStoiDRAC
Pass-through (OS %|iDRAC Hifd) -

DK 2R OS to iDRAC Pass-through (OS #| iDRAC HiE) T,

HPE LA FAT &I LUS A OS % iDRAC Hif:
LOM — iDRAC 5 EHHRE RS2 AR 1E R4t % IDRAC HiBHER: il LOM 3k NDC #7.
USB NIC — iDRAC 5 EHUIRME KRG [ 13/ RS % iDRAC ELEEER: DB M EE USB B2k,

EEEF M IhAE, 151k Disabled (Z2f]) .
WEREEF LOM /A EBEREE, 4L A UER RS, Wi ANEERZR IPv4 Hulik.

By i WRAEIER LOM BGUT & 7RSS 35, WERMERS IP sl 5 B4 .

IR USB NIC /ENEIBME, EHA USB NIC K 1P Hulik,

BRINE Y 169.254.0.1. FUEFZERIA IP sk, H2, Wit 1P Huhk 5 301 R S niaAs b o 2% 1) HoAth 42
FIA 1P Mk b5, TUA 200 gt (P Mtk

EARERN 169.254.0.3 1 169.254.0.4 IP, X8 |P & 244d ] A/A BZ5RF, AT RIHAR B/ USB NIC
Ui AR R 1)

NN ARE .

B MRAMSELE DR 1P 2/ AU, LURZER CTE IDRAC AL ENURAE R G2 A1 v %

£ RACADM 5 A5z OS %I iDRAC Hil
P RACADM Ji iz OS # iDRAC Hill, #{#i /] iDRAC.OS-BMC HAH K% %, AXRELER, HS

%] dell.com/idracmanuals #2£[1] iDRAC8 RACADM Command Line Interface Reference Guide
(iDRAC8 RACADM &7 IS E1EM) -

{1 iDRAC & B AR5 el OS 2| iDRAC Hil

A iDRAC W B AR A HE2EH OS 3] iDRAC Hil, 4T LT #1E:

1
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X 2R iDRAC BB SRR T .
2. EFELUFE—EWLLE A OS £ iDRAC Hid:
LOM — iDRAC 5 M 1E RGZ (B A3 E R4 % IDRAC HilEE B Ol LOM 5 NDC #57.,
USB NIC — iDRAC 5 EHUIRME RG 2 (M 1#1E RS % iDRAC ELEEER: DB M H USB B2k,

FARH I IhAE, 151 Disabled (ZEH]) .
Q vE: WA RZRRE RS E iDRAC EIE IIRERT, A ReikH LOM &I, BN, ZiET BoR AK
.
3. mAERE LOM fENEIBNLE, JFAEH T HBEAEERS S, WHRMANEIERST IPv4 Hhtik,
g VE: WEREILEA LOM B N ER T IRS5:, NIEER S 1P k7 BUK 22
4. WR%EF USB NIC /ENEEACE, #EHi A\ USB NIC [/ IP Hulil.

BOMESN 169.254.0.1, {2, Wik 1P bk 5 F ARG EA X 2% 09 HoAh B2 11 1 1P bk oe, a2
B 1P Hidk . iEAEERI IP 169.254.0.3 1 169.254.0.4. i A/A LGN, XL P kR AT
BRI i USB NIC 3 11,

5. ik Back (J5iB) . Finish (52/%) #1Yes (&) .
ZVEYE BRI {RAE .

KREGIES
TR T ET G REMAE R,
K. 9: BT EFRAMIEFRE

BFRHRA UEHRAY R ¥
{§F Active Directory (¥ 583 W5 CAET AR CSR FHMGIE T AR AL FREL
&4

SHA-2 IE P20 Fr.

AHEE Active Directory FISHIE o FHAIER o FHPUES - AR RER AR B
b RER . TS CAIE FEALI R B AR R R
" F}Iﬁ%%@tﬂﬁ%? 64 g fig i
A

;;yg CAIEF - IIEFS i CA
SHA-2 IEFi B 32 50 HF
Active Directory fH /1 &3¢ " {E CAED EIE R CA UK.
SHA-2 IEF 32 3 .
A E R SSLiE+f A2 CSR FE T {E CA SRIZE 44
B L IDRAC FHBRIAN A 254
SSL JiR45#+iET5. iDRAC Web

5545 REAU A BT U4 )
B eSS

SHA-2 IE B2 30 Fr.
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FAREER
SSL IS5 #s ikt
A BOHT HOIE P25 44 1 5K

SSL iR&FHEF
iDRAC % Web R4 8%, 2RSS 83 & N AE AT \UARERT SSL 224 WSl i P 4 KA S i 2 Bl . SSL o7

FEARRI RN E BRI 2 b, M2 ISR, TR i 5 55 4 2 IR 3R 2 6 TE R n 2 14
HAE, BT R R eI

JA A SSL B R G5 LT RIS

A SSL R S ieIE H B
FEVFIIAN JR G R LN O 4%

I AR R R . IDRAC SRHAJ 128 fir SSL s brifE, X5 bS8 3 1 FH ) B 2 42 1Y) Internet )
oA E .

BRI T, IDRAC Web %2867 Dell BZE 4 MME— SSL BUriE 1. AT LU A IE BAUZ NI (CA) 2%
S HAE P B BRI SSLAEF o AEPEAR NI — A b sedk, 85 BEARIT L A & T2 ik . Frif fit
fih B B2 bR AT TS BT . CA HI7RBIE3E Thawte F1 VeriSign. ZREEIH T3 CA 24 140F B L e,
% iIDRAC Web F s RACADM FLHIAE B & 1 A RS B IE 284 75K (CSR). 2RJa, #AEH CSR
IERZE CA, 5l4n VeriSign B¢ Thawte. CA ATDLZHE CA sk A CA. fEIE] CA 41 SSLIEH R, KLk
## iDRAC.

X E B E R B IDRAC, iDRAC ) SSLAIE 505 Z0US/E & Bl FRE F A7 Ao o R B | 222 SSLE
Ja, SCRPEIM AR AT LAUG ) iDRAC T A2 /s iE H s .

Tt nr LA g A AE k%t SSLEB4 4, MIARKBUILIIREMBGANZ R . B H e BRI
FENFA G, A E XELIFRRIFTAE iDRAC #RE TSR . W5AE B X SSLEF CE i I L3
H 5 AR, W E @ SSLIER#AAR, M e USRI RS2 N — R s ARt SSLIEH . &
ATLATF 8 B X AER GEERSD o BIEnT UAMBRILE Y E & XA, fEMBR A E XERUEH )G,
iDRAC HEi&IHHENAEMFM A% SSLUE . WREHAERAZLUET, WLATE IDRAC FIE B 2 i) 5
5. HBAERM SSLIEBRASRIETD, FEALET K, FARX—ROHFHEEEETEE CEHTE
PRGN iDRAC IANEIN X EE)

A BGE P2 443% K (CSR) B, IDRAC Web AR5 %% SSLAEP 3 H 25 745 (%) 1A 44 R i 20 I B9 28 3%,
Way. i, “*.ga.com”B“*.company.qa.com”s XFEBELFFIET . WHRTE iDRAC 4L SUERCSF CSR,
AR A CER M BB SSLAET, W L#KiZiEBLLH T2 iDRAC, 3 HFTH iDRAC #3237 #FE Il
WRIEE. A2 RS GOl AHET) E8:5) iIDRAC Web FLHIFF, 8% SEE
iDRAC. 7ERBIEF deltf, BH M/ k{5 F iDRAC.

AHRGE
A BGHT IR 3 28 47 1 3R
L HR S SIET
B RS SIES
LER A E AR
T#EE X SSLAUEBE AU
MER B 5 X SSL AR AR
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A RRFTHREFHEA IR
CSR S 161 SSL %5 B {3 1S EUE (CA) R HL ISR o SSL RS BHIE T3 50 VPRI S5 510 %5 7 B 54
SR, IS BN £

CA 7ElgE] CSR JE & W ZMIEIE CSR FEEHEE. WREIHEATFE CA s, CAREHTELT
SSL RS ZET, 4HiE AMIIRS %5 Management Station _IZE4T (931 #s 8 57 SSL MR, ZE Pl i —
HibR IR R AR 2

CA #t#E CSR Faik SSL RS #RiE 10 )5, ZIEF T 3 8] iDRAC. HTAR CSR (f#fi#fE iDRAC [E#F D 19
= HNS SSL RS FHE PR E&HE BICE, BHZIEPM2umid iDRAC GI# ) CSR k.
AR
SSL RS 4E
£ Web FH 2R CSR
HE T CSR:
E VE: SN CSR #2278 2 B h A% BT DLRT 9 CSR #d8 . CSR W43 B UL SSL RS 283
FREE. B, iDRAC AeiEiZirH.
1. 7f iDRAC Web A, #ZEMYE — iDRAC #E — M4 — SSL, EFER—AFERZELER (CSR),
WG TF—P.
¥ 275 Generate a New Certificate Signing Request (4= pi—NFHEH&4 3 R) .
2. HANEA CSR BMEMIE.
HxRBELER, #Z M iDRAC Online Help (iDRAC BENLEEH)) .
3. i Generate (AR .
IO BT CSR. B HARAE B Bl

{§Fl RACADM 4% CSR

Zff ] RACADM A CSR, 1544 cfgRacSecurity HH X 5 config dr & Hc &, 50k iDRAC.Security
HF IR G set i AEAEH, X514 sslesrgen w44k CSR. HRELER, E5 M ddell.com/
idracmanuals F#2L[1) iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM
WATHRHSHERE)

BRI

A CSR 2 )7, AT LI B4 1) SSL AR 55 #3iE 5 _E % 3 iDRAC [E#F. WA ¥ iDRAC A fe N L+ .
iDRAC 1X#%5 X509. Base 64 Zwfig) Web HR4s 8iF+ . SHA-2 IEB M523,

A D EVEHAE], iDRAC 72 LA AT

S E
SSL I #8UE

fEF Web FH EHRREED
3% SSL IR S5 #RAE 13

1. 7F iDRAC Web Fi, ¥ Z#% — iDRAC #E — W% — SSL, EHF ERRSFJ/IEH, RAenHT—
&
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¥ LR Certificate Upload GEF_E#) biik.
2. f£ File Path (GCfEE42) &, " Browse (W) Jfik# Management Station b [iEF5.
3. RiERA.

SSL ed5 #HiE 542 13 F) iDRAC.

4, KR R IR, PRGN E B iDRAC BRAEM S AT . MU T 22 i E B iIDRAC SRR E &
iDRAC.

iDRAC ¥ 2> B ¥ I+ HrE P . B R, iDRAC 1408 WA H .
g vE: WARE B iIDRAC A REM R ENIET . 78 iDRAC B AT, WA KRR SRS .

f§i ] RACADM _F#iR&-RiEF

B L4 SSL R FRIET, 15 sslcertupload 4. AXEL/EE, 1H£0 dell.com/idracmanuals |21
'l RACADM Command Line Reference Guide for iDRAC &M T iDRAC ) RACADM 24T 455)

U SRAE B ARG iDRAC AMERAERL T CSR, MPEHE P _E# 3] iDRAC:

1. 5 CSR KIXEENNMIMR CA. CABLE CSR. CSR KA NH LS.
2. f#HzEfE racadm sslkeyupload ard EEFAH .
3. fHHEERE racadm sslcertupload A K282 L+ -3 3] iDRAC,
FHEF K8 E3F] iDRAC. KeBR—FKIHE, BREER IDRAC.
4. JZ1T racadm racreset fin & Ei% iDRAC.
iDRAC #4525 ¥+ N FHEF . ERWIE, iDRAC 781480 AR

By i LA LL IDRAC A RERNHBTIESS . 7F IDRAC HBZ AT, JA AR PREF AR .

BERESH/IER
BT DA A 4RI AE iDRAC HRdi Y SSL RS #4E .

HSEER
SSL M g% &Rk 15

fEF Web RHEFREFRIED

7£ iDRAC Web Fiifivh, #ZEMEW — iDRAC W& — M4 — SSL. SSL T i K278 T 1 T5 345 S5 7 24 5l 4 FH 1)
SSL RS #RIE TS,

& | RACADM EF iR 5-2%iEF

BEE SSL RS LT, B sslcertview 4. HREZER, 12 dell.com/idracmanuals 4L
iDRAC8 RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 RS HIET)

& B XEZIES
BT LA 3R S ZAE A E SSLAEY . SHA-2 iE B2 37 .

fEFH Web F#H_F# B & XELZIEH
g IDRAC Web ST 3 [ & X4 AEH:

1. %% Overview (ME}i) — iDRAC Settings (iDRAC &) — Network (fI%%) — SSL.
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BERR 7R SSL U .

2. 1F Custom SSL Certificate Signing Certificate ([ X SSLiEBZZIET) T, i%£# Upload Custom
SSL Certificate Signing Certificate ( I3[ & X SSLIEBZAIET) FH S Next (F—2)

I R Upload Custom SSL Certificate Signing Certificate (_F#H & X SSLIEPELZIEH) T
il
3. i Browse (JI%) FFik#H w L SSLEBE LR .
R ERF S AN FRAE #12 (PKCS #12) HIEF
4, HAEP 2, 1E7E PKCS#12 Password (PKCS#12 %) B iy N %1 .
5. M,
WEP¥ 29k %3] iDRAC.

6. Wi R IR, PGS I E R iDRAC BTERSSRAT . MU 2 i E i iDRAC BURH/RE &
iDRAC.

HX IDRAC ZJ5, ¥&RHFEY. H=iE, iDRAC LB NAITH .
E i LAUELLIDRAC A RERHHBTIET . £ IDRAC BBl I UETo R PREF AR

{# ] RACADM _E#; 5 & X SSL iEH& 42k

Z{f ] RACADM E#H 58 X SSLEH2EZEY:, & sslcertupload T4, #AJ5 1 racreset #r 4 H ik
iDRAC. HxHEZ(Z 5, 5% www.dell.com/esmmanuals Fi24t(¢] iDRAC RACADM Command Line
Reference Guide (iDRAC RACADM #r&4T5%461) .

THHEEX SSLIFREZIEH
A LU iDRAC Web Fiifis RACADM F#H & X4 iEH.

THEEXERIES
ZE ] iDRAC Web T N # H & LB 4E -1
1. #%Z Overview (HE%) — iDRAC Settings (iDRAC #E) — Network (M%%) — SSL.

LR 7R SSL U o

2. 1L Custom SSL Certificate Signing Certificate (5% X SSLIFRZZIET) T, #%#% Download
Custom SSL Certificate Signing Certificate ( F#H 2 X SSLIEHZZIEH) JH#di Next (F—
») .

BRI 2 B — 26 HHTH R, FRR T LU B LB AR R BT IE AL

{1 F] RACADM T # H & X SSL ik H&ZiE+H

FE R EE X SSLIFR%4ZIES, #H#H sslcertdownload T4 . HXEZ/EHE, %% dell.com/
idracmanuals 4241 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM i
ST RS HELER) .

MB& B & X SSL FH&4ZiE+H
38 \] LLE A iDRAC Web FLHIE; RACADM MR ILA H) E & X4 0FH

{#FH iDRAC Web FTMFS H & XL UEH
ZAf ] iDRAC Web FLH MR B & X B4 IE+:

1. %% Overview (HEJi) — iDRAC Settings (iDRAC &) — Network (PI4%) — SSL.
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BERR 7R SSL U .

2. 7E Custom SSL Certificate Signing Certificate (572 X SSLIUFPBZEHAIET) T, %% Delete Custom
SSL Certificate Signing Certificate (lFx H & X SSLIEHAIET) JfHdi Next (F—2) &

3.0 B R R IR, PRSI E B iDRAC BRAEM S AT . ML 7 2 i E B iIDRAC SRR E &
iDRAC.

H IDRAC ZJa, BeEmimEZaiEts.

{1 RACADM #ilf& B & X SSLEHA4 Ik

EAFER RACADM Mk H 52 X SSLAERZ AL+, & sslcertdelete Fir4, #RJE1# A racreset ay4 HE %
iDRAC., HxHE£{ZH, i5Z# www.dell.com/esmmanuals 24t iDRAC RACADM Command Line
Reference Guide (iDRAC RACADM #8475 %451) .

¥ | RACADM it & 21 iDRAC

& A RACADM Fit & B A M F @M — 8% 1 IDRAC. M@ HHA ID fixt % ID &l E iDRAC
IF, RACADM £xii#E R A5 B 002 cfg BLE . 4 faE. B SAHAL IDRAC, LR
AHE )77 ROk ATILE .
% E:
o B A E TR RS B E R . XS BEARRIR G4 T TS,
ADEC B A ME— K iIDRAC BB (BN A 1P #uhlh) , BU B NS BARE A Belg etk S
F HAh iDRAC.

1B W] LA B RACADM i ARG E XML AL E £/ iDRAC. RARHE XML XA EHAMIRERSE, If
Himi b e SN H bR 240k B BIOS. iDRAC. RAID A NIC HIELE . AXE 2L, 55 dell.com/
support/manuals _F5§ Dell $ AR 02481 XML Configuration Workflow (XML Bt & TAER) AK+H.

B .cfg U E £ IDRAC:

1. HFHUTHASERNESHREERHER iDRAC: racadm getconfig -f myfile.cfg.
Z A 215K iIDRAC it B A4 K myfile.cfg SCfF. QIR FEE, f&A7 LME AL 5 — A A RRIC B 1% S0

Q VE: [ getconfig -f ¥ IDRAC HCE &€ 1] 2 3 AHNAEAHATZEFE RACADM FHI #5232 HF o
g vE: AR cfg STHAELS P D,

getconfig & B/nd CEEHARMRGITEE) FHRIARE B LA 22 H PG E)E
.,

2. RSO RS S E SO (TR
% VI U ] BRSO AR Y s o i SO . RACADM AR ASCI SUAR T 2% . ATk AL

BRAE R T 40T 48 I AT Re i RACADM #¥s

3.l DUT Ay A RB R E SO B2 B A% iDRAC: racadm config -f myfile.cfg
X 2Ks BnE B HoAth iDRAC. &1 LMEF config ¥y &K H A% 8404 5 5 Server Administrator
EEZS

4. {FHLU T4 EKBARIDRAC: racadm racreset

A% iDRAC B2 B {4
fic B S .cfg AT LL:
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B

M racadm getconfig -f <filename>.cfg ¥ 8 racadm get -f <filename>.cfg M FHE
M racadm getconfig -f <filename>.cfg fii¥ 8 racadm get -f <filename>.cfg 3KHL, &
Ja AT

% getconfig Fil get w415 B, %24 dell.com/idracmanuals 24t/ iDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM #4247 R IS %16/ -

.cfg S B S M LASS IEAE A5 A R LR R AL TR LU AT G S A HTETE RN o 5 1R FPofs 2 b ic Al 21 %
AT 5, JRRR R EMRZR S, B SLd @i G E IR, I BRI A R R, IR

1E cfg SCIE P R BUASR, S S dr A 5% % iDRAC. {618 % CHHIC B IDRAC Z /i, I/ b IEFT A
%o WAL config Tar ] —c BT, ZIEITAT LRHIETEVE IF HA 2 X iDRAC T 5 #R1E .

TEAERE .cfg SCAFmS i BL R SN -

ﬁg%’ﬁﬁﬁﬁ%&iﬁ%iﬂ%%léﬁ, M2 AR5 R S . R B R RPAT AR IE Rt 2 5 R 5MEA
JiF
il :

- WRECEMEH getconfig 4
[cfgUserAdmin] # cfgUserAdminIndex=11 cfgUserAdminUserName= #
cfgUserAdminPassword=**x*x*x**** ([rite-Only) cfgUserAdminEnable=0
cfgUserAdminPrivilege=0x00000000 cfgUserAdminIpmilanPrivilege=15
cfgUserAdminIpmiSerialPrivilege=15 cfgUserAdminSolEnable=0

- WRECEFH get s
[idrac.users.l6] Enable=Disabled IpmiLanPrivilege=15
IpmiSerialPrivilege=15 !!Password=******** (Write-Only) Privilege=0x0
SNMPv3AuthenticationType=SHA SNMPv3Enable=Disabled SNMPv3PrivacyType=AES
SolEnable=Disabled UserName=
ZRGRRERG], HFHAES. RIS REIE B RGI I AR R ST, 28 RENTTH
R B ARG T IX PR E 2R
BANRIIHEE —NHE LNRGE. HRELEE, 1521 dell.com/idracmanuals 2] iDRACS
RACADM Command Line Interface Reference Guide (iDRAC8 RACADM #4417 RS % 468 ) .
il racresetcfg Tma¥ iDRAC i NERINKE, RJFIEIT racadm config -f
<filename>.cfg B racadm set -f <filename>.cfqg %, Hifr .cfg XHEEITHEFTIHREMINE.
AP REIRMHAMSH

A /N> ] racresetcfg T4 B HHEEA iDRAC NIC REERABRINKE, HBBRETHERPMEP

WE. HRASAARN, BB REERCARARE.

ST

CL#" TSk B BT A AT AR AR R o VERAT WATE BB — U iR “#" AP T o] FoAth B R4 Bl R g #77
. —HiRGAASRSHRERFETE P TRAS # 75, AHER TR, BREAEM racadn
getconfig -f <filename> .cfg A4 .cfg, REXAF K iDRAC $#4T racadm config -f
<filename> .cfg w4, MABIE LT, Flun:

#
# This is a comment
[cfgUserAdmin]

cfgUserAdminPageModemInitString=<Modem init # not a comment>

P % B S AE 17 A7 FAExt e RORHAARAGRIG TAT 17 LTHER —IIT IR . WA RR L
THEZH A PRI R AR E . REGHRALIREIN R %= i EHE%IE dell.com/

105



idracmanuals #2411 iDRAC8 RACADM Command Line Interface Reference Guide (iDRACS8
RACADM iy 24T R HZE 4R e XHFEH. THER THARR X RA G H R,

[cfgLanNetworking] -{group name}

cfgNicIpAddress=143.154.133.121 {object name}

B SRR B W R={E"0, EN R = BUE LRI E T

85 R0 WG . H TR ISR R RS =" M AT R0 RRE R R (i, 28 A=
RN [N TR o IR ERTRE R R AR R AR I R A A

W2 L AR RS 5 R .

racadm getconfig -f <filename> .cfg WM& MFERFNBELERIN R, RTHPEEESME
FEo

WEAZRGIHMNE, HER T @4

racadm getconfig -g <groupName> -i <index 1-16>

MNFRLIH, MNRENBULIVE ] ERE— MR, DUTE AR I ARG
[cfgUserAdmin]

cfgUserAdminIndex=11

WEEH#E N racadm getconfig -f <myexample>.cfqg, fra @ 2407 iDRAC i & ) .cfg X1
G B SO AT AR 7R 9 R AR e — 1 .cfg SO Bk A

&2 iDRAC IP ik

FERCE ST BT IDRAC IP bR, MIERPTA AL EH < Ba>={E25% H . RA LR RAREWA [ M
FPRFFAAE, G355 1P ML S RS < ZE>=1E%H .

it

#

# Object Group "cfgLanNetworking"
#

[cfgLanNetworking]
cfgNicIpAddress=10.35.10.110
cfgNicGateway=10.35.10.1
BESC A SERfR :

#

# Object Group "cfgLanNetworking"

#
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[cfgLanNetworking]
cfgNicIpAddress=10.35.9.143

# comment, the rest of this line is ignored
cfgNicGateway=10.35.9.1

4 racadm config -f myfile.cfqg 2T XXM IFEITIT SHR AT E R BRI SCMF2 58 B 4 rI 2%
Ho sbst, MM S E—ImBIFEEIR getconfig a2 HIATEHT

A5 P A ST T A b 3 T A ) S S o ) 44 1 B B R
K E SEALAR AN WA, EASAES .

MR e =N ARS8 LK iDRAC EEE R E

T LAZE V7 1] LLIE R 43 RACADM 88 iDRAC W E A HTEF20 iDRAC LB IXE . HiE, FraEiXLE
Mo E . BRI —
1. 1£iDRAC Web Fifith, #%#Y% — iDRAC &E —~ W% — k%
2. EFLLTFHIIZ —BR
 Disable the iDRAC Local Configuration using iDRAC Settings (f# ] iDRAC #tE2xf] iDRAC A<
BoE) — £ IDRAC ¥ 8 A HIFR T 4% v il DUB EiC & & .
Disable the iDRAC Local Configuration using RACADM ({f#F] RACADM £/ iDRAC A HhEL & )
— TEZRH RACADM 25 F U5 [ A& e B 15 .

3. HERA.

VE: RUT i R, BEEEE A Server Administrator B¢ IPMITool $44T iDRAC Bt & . (HE, &n
PUER LAN L IPMI.
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5
#HE IDRACHIZEBERGEREE

EATLLE S IDRAC M RGBT IRBLAN R YE . BELFAN[E £ BEETE N AR ISR, TRl isiae . 4%
B U ER MR P &l W T TR ssas, &R LLET FlexAddress {5 2.

BRI ER
W CPU. PIAERN 1/O bk 1t B e b

25 28 40 e 2 S A

X 15 Hd

R AN R A i 8

T A U S ) £ 4%
BRI IR FC HBA ¥ %
#E FlexAddress K2 -EW A1 EE
AE DI IDRAC £if

Ml Asgy 1 A Q) J
BEXE RGIBITIROUNEME
TE% 5% IDRAC Web SRS, i REME U T LAEE 28 RGMISITIRGU iDRAC MEAER, YR
PEd G, WIMMEE TR, UATSEEIMES AndTHEH . Ei5. BFHE. THMERESE. 37T
FFEOCHRTTIAR LED LA HE % iDRAC 45) .
L0 REWE TN, EHEE —~ REHE — B - BE. USSR RRGEHEN. AXREZEL, i
2% iDRAC Online Help (iDRAC BENLFEBh) .

LRI LMEH iDRAC WE AT EEEARFMEEE . WX — 5, 151 iDRAC WE AR 12
System Summary (REfHE) . BERI4 7~ iDRAC Settings System Summary (iDRAC % E RGHHE) T
M. HRELZER, {20 iIDRAC Settings Utility Online Help (iDRAC ¥ B A HIFEFFIHLE B

BE ARG RIEFEM

AT UBE X T 2 ARG L 22 R A B R AR 15 B . BESEILbER{E, %76 iDRAC Web Fi1H rh i EHEKE
— RS — B — REREBM. FXDRMBIERER, 30 iDRAC Online Help (iDRAC T:HLHS
B
g4 BRI R 4 BN B E R G LR W A RS B
« iDRAC

RAID F i %

I
. CPU
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DIMM
« HDD
< HIR
o MgKEOFE ERAFHRATD
AT
« SDF
HLR I % (PSU)
WzE
«  JZF{F1E HBA
usB
NVMe PCle SSD # %

I 1 B 57 0 s AT LA P L A«

BIOS
Lifecycle Controller
« iDRAC
BAE R G WA T
32 iz Wiy
+ ARG CPLD
PERC #% il #%
o Hl
o WyERES:
o HIURRR
NIC
o JLEHEIE
Tk
HLHE
+ PCleSSD

A BRI MR R B R R B R 4 AN Bl R R Ay FLVDLOG, U [ 4 B Y57
fi.zx DLO6,

7 ¥E: 7£ Dell PowerEdge FX2/FX2s JlR45 %5 1, iDRAC GUI 1 E7Rf CMC A & 2125 CMC GUI
HEIRIIRAARNR . A, PR RR—A.

24088 B AT AT R 4 A S S A AR I, T 8 I8 AT BT 5| ST IR R G R IFIE M (CSIOR) &1 LATE
EY B SRWERGEEEM. L85, B3 iDRAC, RESNMEARSREEMANEEREAEE. 54
Al REFREAIE 5 AR, BARKIAR 55 8% b 22 B R 1417 5

g VE: CSIOR EHEBIME N T E A

g VE: PUTIR SRR R 2 B, FEIRAE R G0N T i B BF SORN 32 B8 37 v A AS 2 T b S e 7 S8 s M o o

Hd7 Export (i) APRREEAF BRI EL XML A% 30T R OR A7 Bk R (i B

BEEBRBER

ARG T T RN 2 R G s AT IR
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Hh - 2T RSk CMOS Fl MR f7fi% RAID (ROMB) _EHLILI(E B .

% vE: A M AL EA M5 i) ROMB I, 7Ef#% ROMB HLIBBEE A 7T H .

R (OUE TR RS 3% - IR T ARG RURINE B, 38 XU T AR 7 X 3 A

B R B 1) 3

CPU - 18/RZE RS+ CPU FIEITIRIMFLIRAS . TR & A FE 2% B 28 5 R0 000 i

W - fiR2E RGP AR NS BifUN AR (DIMM) FHZPIREFRZS .

B - A RHFERE L.

HIRWA ((CEHA TSRS 28D - $RALC T s YR % & A YR B & TU RIS IS B

7 VMR ARG A A HIEE S, W iR & IR W E N Disabled (225H1) .

HARINNEN R - RS T HE SD il (vFlash AR EEXL SD #ikk (IDSDM)) K115 B,

- WRJFH IDSDM JUA, W2 ERbA T IDSDM f£/&EHIRA: IDSDM JUARMRA . IDSDM SD1. IDSDM
SD2, ZEFTLAR, [ E/R IDSDM SD1.

— MHEMARFRITHLE IDRAC Eik)5, IDSDM JUREAIAE TEEHIRE, IDSDM SD1 ZIEE RSN AETH A
REA SRR,

— EJIH IDSDM T4k H. IDSDM HfE#EMAS SD &, I HIHd—A SD REPRESR L, A —F
FPRAS R il BEEEN T SRS A RS IDSDM A SD R R4 ME. WME RS,
IDSDM HAN SD R IR A ER 2728 B AL

- Ei@%ﬁgjmﬁ IDSDM Hif4~ SD R Z A TUAT R, BT IDSDM £ a2 ¢k, FAES BN
IDSDM K% .

% VE: R EVLRSTE IDSDM EEBEMHEER 51 S, iDRAC AL ER IDSDM 8. EfFlt
M RE, 5 EZ IDSDM B3 &% iDRAC.

E vE: 7 Dell %5 13 /X PowerEdge fi45#% |, IDSDM B @ EIERE G GHUT, IFH RS E BT
RS R, AT IR Lifecycle Controller Hid, VIEE HEEEEIENPIRG. 7 Dell 2 12 1%
PowerEdge Il %588 1, AEPSTEBEER, RESFIL,

7£ IDSDM ¥, A SMHEPEIRIRN SD R RS HMHHE (SEL ASEE, BRAMEHT 5S8R ITF

(1) SD 43 B3k 47 S8 b H &35 .

B - RSCT RGN TR EMHRE (DOEA THLIZERNME 28 15 RN S 48R i 2%

DR 25 A2 75 67 TH8E 1) 2 25 7™ o ) (L Y BBl P

HIE - R 2 RGAM E B EA RS RS

FER UL R A iDRAC Web FLEI Al RACADM BB LA B 1 K7E Web FHH EERMBHEMEE,
%2 [ M B T ) iDRAC Online Help (iDRAC BENLESEN)

. 10: fH Web S TH A1 RACADM KHERBE R

BEEBRRER 1/ Web 1 % RACADM

ZEMIL MY — B — ik i F getsensorinfo 74 .
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BELARBER ¥/ Web 1 { /] RACADM
(iDRAC8 RACADM 41T 71

W

FIEH) o
R MY — B —~ XU
CPU B — B — CPU
WA B — B~ A
(EIN B — B4 —~ BRA
FLIR B S — M — RS
A RS IR N AF A 5 B — B — WBERINFA R
T gﬁi — Hks5As — RIR/ER —~ i
H ﬁ%ﬁ — B2 — BIE/ER - B

WS CPU. PYFEAN 1/O BRI M AT AR

£ Dell % 13 £ PowerEdge JIRZ- 45, Intel ME SCRHERPIF A (CUPS) Thfig. CUPS Thfgnl s i il R 4t
1) CPU. WA I/O i TS UL L K RGEH A FH 3R e hr. T ILIhRERIET Intel ME SCBRMY, B LB O T4

ERYE, A4 CPU %R, Intel ME B3RS CUPS L8, THRHLHTE. WAER 1/O BRIRIIFI R

8, EJ)y CUPS $#5. IDRAC X} Sk & R 2R Bt CUPS #6845, [FES M CPUL PIAERT I/O I 2
TR AR

WL CPU RN 4L S i — 2% T s Sl s, rTaRBUR GBI R I 3 A5 2 o IS TH R o B8
TR B RMC . XS T 9 U ELAHIE S, U B KRG TIRI RBR AR (A
HAEHLEI N IDRAC BEHL, AT IE L 7 HME B D PRI LS B ) .

HT Intel A& /ERES S UL TERES BOR R SHEXS SRS e VB R 4, RIS 0B Pk RSO R0t BT )
HAG, MMERS OB RGIFTE 2 BNt ant.

LRIRTERESH IS5 & L AU A 52 SCRF KA R
WA RGEM RS H I

CPU FIHZE - &/~ CPU #Z.0o B A T I SR MM T 4088 (RMC), XS R A U RS h B 1%
*l%;ig?ﬁﬂﬁﬁﬁ BRI 3L T A0 TS SRS A T AL T AR VG SRS S 18] . AN Fbeh il E— A~ RMC
WNEREZR - A AT EEE (RMC) &S A EE B N A H 8 SL B P R AR N AR R . X
BERALINERSGH G NFABENERNERE. XRNGETEEENEE, MARNGESHE.
iDRAC #fg— 4P & — Wil #ds, ik, e5HMBERSG TE (W0 Linux 11 TOP) AT/~ P9 A7-F)
g%ﬁfﬁﬁgﬁl, WA EEA—E. iIDRAC Z M A7 5 P H Rk fem TR AR B NN EER TIER
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1/0 FFZ - PCI Express Root Complex H 14/ u 1A AR THEA (RMC), DL AR i 11 R BE AR
B K sifE N PCl Express Jid. 2805, K ERAXETEEE DO E N A-a4 i TE PCl Express B
ff] PCI Express W& . X2 RS 10 5% R R R .

RS% CUPS $Hir - CUPS fBir RIBIE N KGRI Fide & LATIR A%, @RS CPUL. WA /O
EamitEAY . ARABEINRT RE LBITHIEMERMMR. Bk, EE5ErE, CUPS fEfrk
AR E ERTH P ERE A E. Bk, WRAGEFRER CUPS EiaE, WiZAR% BT T84T
ESMBHIRETRAR. BEEREHEERD, R4 CUPS fERE K. K CUPS ebrE RIS 28 77
ERETREERAT, KIZRES S N RRICH TS TR TEMSEREN EE iR, 8 T
RIDFER S CLRR I AE . SRJE, 7B B Ao Ao N A I 2R AR S ), DABRBEE A0 AR )
SRR AL, TR S A HE oL iR T

VE: CPU. AR I/O FIHRIGAREG — it AT — IR B G . Rk, Wi SRAE IR S8 by A7 AT (AT o U AE
XU AT e SR AT TR TR T A SR & .

WA BA A bR BME O F HL CUR AR S SeE, K2R IPMIL SEL A SNMP B lE. BRIAEIL R, AL /ds
b G A . AT ARAE IPMI 32 08 FTZAR &

P AL PR AL 4 -

o ST RE AR I i T AR SRR
o BB BREN E v SLUMELINS BT G BN PR
LU S g HE I T A 8 AR A Enterprise ¥ AT,

£/ Web 51 ¥ CPU. AFEA 1/O LR B RESR 1R

ZEREI CPUL AAEAI 1/O Bk PERESERS, 5 7E IDRAC Web FHIIH# EMEY — BEMF. BEARHEYE TUIS B om
AR P45

o BRSBTS R AR
GRS - R GR CRU. PR VO RS RS8R CUPS HI0 4 i 302513
RGHEREF B 1)
~ B CPUL Y7, 10 FIFISMIRS CUPS IRIRINSH S . MR EARED KL, WL
FAET 0% KK RLG
~ DL R A R ORI e, ok R . AU B LR R TR
Y RETRIR )
R A
— RS B RSB (R 5 A PR R LB

B ERHBIENER, 728 iDRAC Online Help (iDRAC BENLEW))

&/ RACADM U5l CPU. PIFEM 1/O BB H) 1 REFR AR

T fi ] SystemPerfStatistics a2l CPU. AWAZEF 1/O BRI REeIR. AREZEE, BSH
dell.com/esmmanuals 32t iDRAC RACADM Command Line Reference Guide (iDRAC RACADM 4>
T&HEEM)

BERERFEET A

St 2SS4 M T BE B AN 2 SR A H B O I R GE . B2 S A I R G0 R DAFE L IE 3 3088 TAEVu
GREJEEX 113°F (45°C) L ETIE.
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By i RS s oS G RO AT AN B A R B2 UG S SRR RIS S TR TR AN R, 152
o) FAK IR 55 4 Tk & Dell DASRICE 2 VE401{5 2

& R GHPH T S 1k

1. 7 iDRAC Web Ftili, ¥%ZMHE — REHE — HFE/EH — BE.
it B 2> R YR T
2. BEEFEEESERLY, ZEB TR IR AR S A i AT A

BE LR EHE

ST DA I 28 A v T 0 R 52 SR AT e 2 L B R OISR R AR BRI R R 7T 23 bl o ZR UL FEE A% R

PR — B M R R, DUEIR IR E . BRCRAE RGN R E UGB RN TG, JF BB REEE

LSRN € STRTAZES -+ €7 S NI DN 253 7y R e Uil A i B Dt

By i WRERGAREPEE SR, Al DRI BT e gt (R, RARGERT B 2 SRR IR
S AP R PR )RR e s O iy o IR IRMIZRAT RS, 420C I AV, 47°C WA H ™ BB .
XA T 40 © C M1 45°C Bt <R CRA 2°C ZEHL, DA fRAERATED .

o BRIER P55t 2 /= BR R SR IR A [ 7 I P VS L«

L — LR RGO I A AR U (42°C) IR A& LAEMRRSE IR). 79 12 AN H
RIS, FRGERT LALE 10% R ) o 7578 i 96 N A

o EEVIHE — R RGUE I IR AL AT Y (47°C) RORE S AE R AR RS R . 7EOAH 12 M H
FARIA,  ARGURTLATE 196 (KIS 18] Y £ ™ BV Ry AR o ™ S5t Pl 3 17 2 75 Y0 B A g ]

It AR (8l LA SN30R, DUELERIER 10% A1 1% 7K-F FTic S BEEOE R BEE M L) R I8 L A& IR -

U IR ZR GEAE L 0 52 SRR AR R BB R 26 A T 4 8 AR S € 0 TARRS 8], AR — ANk a2k 48 € TARRS
[ N )P 2 B KT A T K (> = 8%) B HK (> = 0.8%) , MILAE Lifecycle HEPdR—1
Fitf, I HARAHRI) SNMP FERE, X2 i f.

o BAERF 12 AW, KT BRI K TR T 8% I, KA A
o OMAERF 12 AP, KT S IR K TSR T 10% B, Bk A

e OHERD 12 AP, KT R RIS R TS T 0.8% I, KA A
o E 12 AW, BT R R TS T 1% B, SRR A

LT LB E IDRAC LA INFF. AREZ(E R, WS EERE I

{5 iDRAC Web FHZEE 1 iR EHIE

BEF 7 SR B
1. £ iDRAC Web R, #EME — RS — HIF/EH — BE.
i B2 R YR B I

2. HZRRAEBRREH REIE NS, R RE TR R, ik 30 RAEE—ER AR CPEA
W) MBI R,
HRELZER, ES0 iIDRAC Online Help (iDRAC BEWLFEBh) .

Q VE: TEPAT iDRAC &1 588k iDRAC B J5, FUGiREHIET g S BRiEER .,
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& Fl RACADM #F i iR EHdE
F{fi ] RACADM #5154/ inlettemphistory T4 . HxEL(5E, 5 iDRAC8
RACADM Command Line Reference Guide (iDRAC8 RACADM 81T E5w) »
BN OEENESRE
BT LME MR GNP AR SR 28 O B /N K45 BRE . T RPAT B VOV EOAME A, IRE R BEE N
BAE. EOFEETEERFBUIRA B8 BN iR AL Bas 12 45 B
fEF Web RHEEEN O EFESRE
TR E N DR A B, AT DA R
1. 7£iDRAC Web i+, #HZEME — RE2 — HE/BH —~ BE.
it R 2> 27~ MR UL .

2. {EREERNIA T, T RGERANOEEE, LA Z it [ 575 N 55 B S TR .
RURKEZRNE, RE0K AN EIFRR R REE. e, mRmAEREZE, BEriREE.

3. R
fHEftE .

T BRI BRI AR S A S S A 17 S AC e B PR R PR R A S Bp o s B o
R SRR PR 5 3 AN TR A R L 2 B R 5 3 2

AR ENEERGE EATHRMZED

AT LA BN R G L AT H BT M 23 AR S B, Blan o Eise RS #3 0 IP Hitik. iDRAC Service
Module y iDRAC 25 B . #IERS IP Hhl{E B A IPv4 1 IPv6 Hihl. MAC Hihit. T WHEHS AT 4% K
. PRSI0 FQDD. M43 I ARR. I3 Ui, IR IR . I3 28 (LUK, FEIE. #4008l
&) . MSeHhhE. DNS AR S 23 Huhk Al DHCP AR %5 2% otk .

E vE: HEThfERE iDRAC Express 1 Enterprise ¥F Al IE#R .

EEEHERG S, R E LN ER,

AHEFEBR,
+ IDRAC Service Module EVE EHLIRE RS 33+ EAEIBIT,
MR — IREEE — RSB 5 A AE R GG B LT

iDRAC Al B R ENERIE RS L OB E M PTAE IR IPv4 F1 1Pv6 Mk,

AHRLI IPv4 B8 IPv6 DHCP R4 bbb A — € & 8w, X T ENURE R G AR DHCP R4 4% .

2/l Web FrEEE EVERIERS LA HEIMLE D
T Web AINEAR LRI RS LI RIAHE T, 30T LD FER

1. %3%| Overview (HE¥i) — HostOS (FEHEIERZ) — Network Interfaces (&EHE:H) .
W 48482 O T TH K 2os EALUIRAE R L ATA P IMZ5HE2 0 .

2. EEFEMERARMMNEEOMBIR, EARERE FQDD TH ks it M ik & 3t dip A .
B EENBRAE RGN 8 O34 b R e RS0 1P VIS .
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3. M4 FQDD %, Bl ISR & HIsEEE
F7F Hardware () — Network Devices (RIZHEE) #HH BoRAHRN & T, HAp&SER%
HHEMEE. FXRBEMENEE, H20 iDRAC Online Help (iDRAC BEWLEEEL)

4. WTEEAMKBE, iR 1 R R os A VRS B

F#E, TTLAM Hardware (Bfiff) — Network Devices (48R ) T rh & H 5 M 4% B 4 S BL I 4L
BE R 0E B . 15 View Host OS Network Interfaces (BE EHIRE RS ML
M .

% ¥E: %I iDRAC Service Module v2.3.0 3¢5 S AR A H1 11 ESXi EHLERE R 5L, Additional Details
(FHINEHE B %1% 1) Description (HR) %1 H UL Fi% X EoR:

<List-of-Uplinks-Configured-on-the-vSwitch>/<Port-Group>/<Interface-
name>

fie /i RACADM &HF EHLERIE RS LT RS 0

A LM# H RACADM jfiid gethostnetworkinterfaces i & & F FHIRIER G LMD . HREZE
B, 524 dell.com/esmmanuals F2{tf iDRAC RACADM Command Line Reference Guide (iDRAC
RACADM 2T H1EM) »

B E FlexAddress & ZE £G4 %R

] AR S5 &, FlexAddress foFJyBEAS248 M 55 @ i I ESAE I K AL HLAT 70 BC R 42 BR A KA MAC 3
I (WWN/MAC).

T LA AR 2 IR A U LUK AT AT S J2 R 3 11 R AR S 2

o RERBIFDLL.
LR,
H 55 & 3 BE R« LA 23 E A BUZRE 72 R K MAC St

BHE IDRAC 111 FlexAddress {52, &7 Chassis Management Controller (CMC) 1t & 3 J& i
FlexAddress Thig. HxEL(EE, 12 dell.com/support/manuals 324t Dell Chassis Management
Controller User Guide (Dell Chassis Management Controller FI/7 #6555 - %3 a2 FlexAddress ¥
&, MHEFAILE BEH & BUR N i 220k,

By i BEGARSEOLII R ARG R, R DADCERE R AR R R IR

FlexAddress Thag S # LA 2B MAC Hihk B # iR 5528 20 B MAC Hitik, JEH57)R 50 LOM, EFRHM
|/O #idt—it2 A iDRAC 5Ljiti. iDRAC FlexAddress ZhAE SR NALAE ) IDRAC 17 #i R 52 1 MAC ik,
WL 2 BL I MAC HhhEfA 667 CMC JE 5 R EAfA A+, JFBA7E iDRAC 51 S EH a2 s H CMC
FlexAddress Itf, 1% MAC Hidik %1% 5] iDRAC.

IH CMC JE HANLAE S TER) MAC ik, iDRAC £ 57K T AIEAT 7 i _E 1) MAC Hiht.
Overview (%) — Server (JB%58%) — Properties (JE%) Details (F£4H{55) — iDRAC
Information (iDRAC{5E) .
Overview (Ht%) — Server (R% %) — Properties (&) WWN/MAC.

Overview (HE%L) — iDRAC Settings (iDRAC &) — Properties (J§f) iDRAC Information
(iDRAC f§2) — Current Network Settings (LRI RE) .
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+ Overview (#f%2) — iDRAC Settings (iDRAC #tE) — Network (%) — Network Settings (%%
wRE) .

A /N0>: JE F FlexAddress J&, 05 MRS 280 BL 0 MAC bt BIHLAT 25 BE K MAC HuhtsREH R,
iDRAC IP Hihitth 2351k,

BEA L IDRAC &iF

A LA E 4183 iDRAC WH P A K& IEH P 2.

£ Web FHZ& 1 iDRAC &1

VA B EAUR R i 4B B IDRACHRUR 7 6Ef# H iDRAC Web FIH#¢ 1k iDRAC 21 .
EHFFZIE iDRAC 2xifF:

1. £ iDRAC Web #ifirf, #ZM% — iDRAC tE — £&iF.

FEEI SR 2 BRn 2tk ID. F 4. 1P Hihb LR S8/, GRIXEREENELZER, H30H iDRAC
Online Help (iDRAC BXHLEEED .

2. B IE2AE, 1F Terminate (21b) %N, BR2ih i1 ek bR o

% F] RACADM #4 ik iDRAC &%

W AHA E I AR A fe 8 RACADM £ 1k iDRAC 23iifi .
EEEMEH P 20, {4 getssninfo 4.

BEIEF P 2iE, EHH closessn 4,

HFX A HHEZER, 1555 dell.com/idracmanuals FI24L[ iDRAC8 RACADM Command Line
Interface Reference Guide (iDRAC8 RACADM s 44T RIS HIEH)

116



#% & iDRAC #E1E

ATLME A T A2 — 15 iDRAC i f5:

iDRAC Web FTi

« f#f DBO H14i (RAC H47EL IPMI B 47D BT HATER: - SGEH THLE RS 25 fiE UK 5545
IPMI Serial Over LAN (IPMI LAN F547)
IPMI Over LAN (LAN E IPMD

iLfE RACADM
o ZK#h RACADM
o ARG

ARSCFFIL A2 MATIRAIF L, 2 TR,

R AL BEER —HE

BEER ZREIIY ZRE4 EIEYyas
iDRAC Web AH Internet 13 (https) ANi&EH Web Server
{GFH B 47815 DBO B4R H AT RACADM iDRAC [&] 14 ity 25 ji 355 4
B ATE O
SMCLP RAC #4TEL IPMI #4172
Ja
IPMI
IPMI Serial Over LAN e e ag il IPMI IPMITool £.22%5 H. IPMI
(IPMI LAN k547 LAN EH47EJE .
SSH
Telnet
LAN _E IPMI R EEH RPN IPMI IPMITool &% H. IPMI
wECEH.
SMCLP SSH SMCLP iDRAC K SSH &,
Telnet &8 H
Telnet
i RACADM https it RACADM 8 RACADM 223 3¢
Ja
{4 RACADM SSH &4 RACADM &£ RACADM 2235 3t
Ja
Telnet
ZsH# RACADM IPMI A H RACADM ZHh RACADM %238,
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A SCRPEIP XRPHIfS =G

AR (1] WS-MAN WIinRM (Windows) WinRM B 223
(Windows) %
OpenWSMAN (Linux) OpenWSMAN 2%
(Linux) .

M AXRFELELR, E30H dell.com/idracmanuals R4 Lifecycle Controller Remote Services User’s
Guide (Lifecycle Controller Remote Services H ' H5H) .

{f/H DB HLZEHT7E RAC HR AT AN H AT 45 & 2 [A] D) e
{# /4 IPMI SOL 5 iDRAC #H7IH{E

{#/ LAN | IPMI 5 iDRAC i#{Z

Ja FH a2k Hi7e 2 RACADM

2% ] A RACADM

B2 240 EIF) IPM
(eSS H AT I H A B E Linux

SCEEIR) SSH hn#s )y %=

¥/ DB99 K45t £ 4T%E#E: S iDRAC #EATHEE
4T LA T D (038 03 7 0 3 0 WA SR 5528 1 £ AT ST R AT 5«
« RAC 517

o IPMI 847 - B G REEFRAE AR B B & um ik =\

7 VE: R T RS, AT EBREE N &L . AREZ(EE, 152 dell.com/support/manuals
3L Chassis Management Controller User’s Guide (Chassis Management Controller H 7 #&

) .
BN ATIERE, TEPUT DU N A

1. ACE BIOS LUJH I H AT 4%
. CKERATIEAE DBO HLZE A R I B AT I DR RGNS B ATIE B
3. HRORE BRI, A 2 o 07 LR IC B A TR DU AT A — T SR AT
Xterm 1) Linux Minicom
Hilgraeve [1] HyperTerminal Private Edition (JRA 6.3)

WIEZE RGATHI SR PRHME, BUEITIERFESIRERGRRE. XETUTEE:
SAC G&EHT Windows) A Linux XA 5% GEHT Linux) .

4. 71£iDRAC #1JiH RAC HATIEREEL IPMI B ATER.

AR
ELX B AT L E BIOS
o RAC RT3
B H 1PMI AT A RN i 20
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&%t BB AT BRI & BIOS

Bt B AT ERERLE BIOS:

ﬁ VB XAGE FHFHLEE RN EE R 55 %8 1 iDRAC.

TR EH R s RS

1% <F2> .

4% System BIOS Settings (&%t BIOS ¥ &) Serial Communication (ER{TiEfE) .

1#4% % Remote Access device GZEFRj 1% ) [ External Serial Connector (MEBERATiERESS) .

ikl Back (J5iB) . Finish (520 Al Yes (72)
% <Esc> gtiB ) System Setup (R4RE) .

JEFH RAC HBATHEE
f£ BIOS Hfic & HRATiERE S, 7E IDRAC F g RAC H17T.

o U p WD PR

E X AUE T LSS 200k 5545 (9 iDRAC

2 Web 51 5 i RAC B ATIEE
JEi I RAC #3474 4%

1. 1f iDRAC Web A, #ZEMM — iDRAC &E —~ M%K% — 17,

i B 2> BN BB AT VU .
2. 7£ RAC Serial (RAC H17) T, 1% Enabled (BEH) iz EIHMIHE.
3. &R

RAC BT ECIE .
{1 RACADM j5 H RAC B 1Ti&E#:

ZA4H RACADM JEH RAC $AT%EE:, WHMHULFEIHZ —:

¥ cfgSerial A X R 5 config ir 2 ELA .
¥ iDRAC.Serial 1H %t 25 set iy & B4 .

Ja H IPMI B ATEREE AL iR
FE A BIOS %1 iDRAC ) IPMI 847, 1E7E L MEEM AT iDRAC FECE IPMI & 47!

E X AGE T LSS 50k 5545 (9 iDRAC

IPMI FEAAR S — SZHEFRF 05 il o) — gk il# O, {5 nfié Baseboard Management Utility (BMU) B i
IPMI shell (ipmish). a0, Zh@Eid IPMIEEARBAEH iomish ITENRG S HE, BT R4

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get
o IPMI Zeaidi s — SCRPE AT 2 AOE I ASCI fin % o IR R 9+ 7532t il ASCI P RF BN A PR &L

B4 CRFERIEEED AR IPMI 64, B RVFEAERET SSH 5L Telnet &3¢ iDRAC I B FHH:1E &
4 5] I L2 BIOS.

AHR R
ELX%F B AT E L E BIOS
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IPMI_ e A7 28 s 58 5 ) B A0 1

fEFH Web 718 1T EE
WA RAC B ATH: O LB R IPMI 4740,
fL & IPMI BATRE:

1. 1f iDRAC Web i, #ZEMME — iDRAC #E — M%K — 17,

2. fEIPMIBATT, e iZEMENE. FXRFETEE, E25 iDRAC Online Help (iDRAC BXHLH
B .

3. pdNA.

{# ] RACADM & F B 4738 IPMI R
EE IPMI AL, 1E25H RAC #4740, R L TE—a4 5 IPMI #E:

- Al config iy %

racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

racadm config -g cfglpmiSerial -o cfgIpmiSerialConnectionMode < 0 or 1>

Heh, 0 Fon it 1 FoRsE A B,

o fFH set
racadm set iDRAC.Serial.Enable 0

racadm set iDRAC.IPMISerial.ConnectionMode < 0 or 1>

Hrr, 0 FonAumthiain 1 R A,

f#F RACADM J3 F B AT&E#: IPMI BT B
FERLE IPMI BATIRE, TTLMETH set 8¢ config fiv4:

1 fEHIBUT fr 8 IPMI R AT AR QS O A B B

« f#iH config % : racadm config -g cfgSerial -o cfgSerialConsoleEnable 0
+ f#iH] set % : racadm set iDRAC.Serial.Enable 0
2. WHE IPMIHATHRR:

. fHH conflg 4 : racadm config -g cfgIpmiSerial -o cfgIpmiSerialBaudRate
<baud rate>

+ ffif] setfn4d: racadm set iDRAC.IPMISerial.BaudRate <baud_rate>

HH <baud _rate> 9600, 19200. 57600 &k 115200 bps.

3. A IPMI B ATREAAT LR
. fHH Conflg 4 : racadm config -g cfgIpmiSerial -o cfgIpmiSerialFlowControl 1
o f§if] set if%: racadm set iDRAC.IPMISerial.FlowControl 1

4. WHE IPMIHRATEERABR S0 :

- ffH Conflg fif4: racadm config -g cfglpmiSerial -o cfgIpmiSerialChanPrivLimit
<level>

« ffif] set is4: racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

He, <level> N2 (HFYD o 3 (BER o4 (FHID .

5. WEREAT MUX (ONEREATIEESAR) 16 BIOS BB REFP b IRl B B 3z i Vs 7] 10 4% LA X AT i
BIOS.
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A RIZEJFIERVEAE S, EZSH IPMI 2.0 #7E.

IPMI 83474 3 K IR N 3 B
AR IPMI AT 28 oA s A B

14/ Web RETFZE IPMI £ 174582090 IR &
T A
1. £ iDRAC Web 5tiiit, # MY — iDRAC B E — W% —~ H17
Rt Rp 4> Bor Serial (EBAT) T .
2. J3H IPMIHAT.
3. 5 Terminal Mode Settings (ZeBiiikE) .
BER14: &8 Terminal Mode Settings (&R RE) .
4. ¥EELLTE:
+ Line Editing (4T4%i%8)
+ Delete control (JHR&zH]D
[ 75 4 il
Handshaking Control (4&F4%41)
New Line Sequence (HiiTF71)
Input new line sequences (T AHTTF51)

BHREETMIEE, ES0 iDRAC Online Help (iDRAC IEHLESBD

5. HHMNA.
2R Uit A = 1 B BV B

6. HifREAT MUX (JMEEATERSRS) 15 BIOS BB IEARA B NI AR U 1 15 4 LA o B AT i B
BIOS.

&/ RACADM JFEE IPMI 2 {7 &I =M i B
ERCE Lk e, EET4: racadm config cfgIpmiSerial
5/l DB9 HL4iRT7E RAC B 4TI R ATIE S & Z Al Y] #t

iDRAC 3C#F Esc 8741, 27 5 HRAF e vrAENL R0 S0 55 4% 110 RAC $3 472 LA 5 R ATHR 0148 2 [ 1)
#eo

MEATIZH & P14 2] RAC 84T

BAE B AT H G B D) 3] RAC S 478 Fl E R, 1568 DU P81

<Esc> +<Shift> <9>

PA_EHE P51 22 5E 3] iDRAC Login (iDRAC #:3%) #2545 (W4 iDRAC #E N RAC Serial [RAC HAT] #5250

=%, Serial Connection (HATIEE) X, fE i URKIEL a4 (AR iDRAC & N IPMI Serial Direct
Connect Terminal Mode [IPM| $47 B3 &t =R .

M RAC B AT B R AT IR &
TE RAC 8478 FUB(E B F UIB BB AT & BER, WA P LA TR 51
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<Esc> +<Shift> <g>

FEL U, ERRRER YO R AT SR, T

<Esc> +<Shift> <g>

FESRAT PR G AU I, Bk el A i T adk, 1S 1 -

<Esc> +<Shift> <9>

f# F IPMI SOL 5 iDRAC #4781

IPMI LAN L%ﬁ SOL FLVFIEL iDRAC 1% H B =245 Ah AR I B I 2% K B 8 ) 32 88 R Fh 2 T SO 143
#l & B ATEE . @i SOL, AL
o EFREVT MR RGUTA SN

7£ Windows ' 2 3RS (EMS) 8% Special Administrator Console (SAC) B¢ Linux Shell F1i2 K £ #1
RYi.

« THLE R R EE RS A I R E BIOS WEET
WHE SOL Ml EH:

1. PBCEHATIEEM BIOS.
2. T® iDRAC LA#FH SOL.
3. JBRAERPNL (SSH. Telnet. IPMitool) .

AR
B B AT B B BIOS
fic & iDRAC LI#EH SOL
S B

& Xt B AT IEEEC B BIOS
Exf R ATIEREC E BIOS:
B FE: SOUE T AL RS 2 41 iIDRAC.

FFERER GRS
¥ <F2> .
%% System BIOS Settings (&% BIOS % &) Serial Communication (B{TEE) -
fRE LT E:
Serial Communication (#47i#{E) — On With Console Redirection
Serial Port Address (H 473 1HHE) — COM2,
7 E ﬁD%%ﬁ‘fﬁDﬂﬂgk%fﬁﬁPE’J$ﬁ&% 2 iR E N coml, AR LUK RATERETFBRENFT
, BT coml HITERITEEM.
External serial connector (AMH{TEHES) -- Serial device 2 (BT & 2)
Failsafe Baud Rate (HRF{RIF 4R — 115200
+ Remote Terminal Type GZFE& RS — VT100/VT220
Redirection After Boot (5|'F)5H E[[) — Enabled (J&HAD
5. i Back (F—#) , %55 Finish (FBE) -

A wnR
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6. il Yes (&) DIMRFE N,

7.

¥ <Esc> ##iE ! System Setup (RZRE) .

¥E: BIOS Pl 25 x 80 Mg RIEFHEFF T HIE. HT WM console com2 wrd i SSH & MLk
BN 25 x 80, XFf, BEEMZEMNFREHLUIER BN,

Fic & iDRAC LUM¥ ] SOL
AT LME ] Web FTHi. RACADM EX iDRAC & B A FIFE k15 & iDRAC F11) SOL & & .

{¥FH iDRAC Web FHECE iDRAC LAfEA SOL
B IPMI LAN _E 547 (SOL):

1

7 IDRAC Web A, #ZEMEW — iDRAC % E — M4 — LAN EH1T,

FE 1< 2R Serial Over LAN (LAN EER4T) .

JiH SOL, fRE#{H, 554 Apply (R

IPMI SOL 14 & RV Aic & 5 i o

BB AR B8] W IR R A R R, B¢ Advanced Settings (B&ZWE) .
FEi B <x %~ Serial Over LAN Advanced Settings (LAN EHTEZ&RE) WiH.

i & B M E R Apply (BZFD

IPMI SOL = 25 B RV T B 58 e IX S{H A B T 187+t 6

HREEFHIEE, EZ0 iDRAC Online Help (iDRAC IEHLE B

f#F{ RACADM Bt & iDRAC LUf#H SOL
K IPMI LAN _E&#4T (SOL):

1

JAHT IPMI LAN _E A7

- ffH Conflg fif4: racadm config -g cfgIpmiSol -o cfgIpmiSolEnable 1

« fiH set f74: racadm set iDRAC.IPMISol.Enable 1

SEHT IPMI SOL SRR 401«

« f#if config % : racadm config -g cfgIpmiSol o cfglpmiSolMinPrivilege <level>
« f#iH set 4 : racadm set iDRAC.IPMISol.MinPrivilege 1

Hrdr, <level>®2 (/) 3 (BpfERD . 4 (FHEG) .

VE: IPMI SOL #ARA PR 2K 518 52 3% 1PMI SOL MISRARAUR . A ICEGIE R, WS IPMI 2.0
I

T IPMI SOL R

. fEH config % : racadm config -g cfgIpmiSol -o cfgIpmiSolBaudRate
<baud rate>

+ ffif set#i4: racadm set iDRAC.IPMISol.BaudRate <baud rate>

HH <baud rate> 9600, 19200. 57600 115200 bps.

Q VE: BEER LAN EHBATEGE, EGE SOL MR 528 RGNS R e ME.
N S Ja B SOL:

. fHH conflg 4 : racadm config -g cfgUserAdmin -o cfgUserAdminSolEnable -i
<id> 2
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+ ffiff seti®: racadm set iDRAC.Users.<id>.SolEnable 2
Hrp <id> ZHFHIME— 1D
ﬁ vE: EEE M LAN LEATES G, B SOL BHrR 528 KA MR R e ME.

JB R SZRRHIHX

TEHIPMCA IPMIL SSH T Telnet,

i Web FH ot F SCRF T

B A H] SSH 8 Telnet, i##%%] Overview (#£%) — iDRAC Settings (iDRAC ¥ &) — Network (%)
— Services (JR%) . 4RJGH SSH B Telnet 43-51%+% Enabled (RH)D .

AR IPMI, 1528 — iDRAC BB — W%, Hik#FEH LAN £ IPMI. H#EmEFHESNE, L
F BRSO 2 R .

f§FH RACADM 3 A SZ R HpL
FE A A SSH 8% Telnet, iHE1TUL Frd:

* Telnet:

- fEH Conflg i4: racadm config -g cfgSerial -o cfgSerialTelnetEnable 1
— f#H set 7% : racadm set iDRAC.Telnet.Enable 1
¢ SSH:

- fEH Conflg fi4: racadm config -g cfgSerial -o cfgSerialSshEnable 1
— f#iH] setfy4: racadm set iDRAC.SSH.Enable 1

FERE G SSH it 1, T AT LA R A
- fEH conflg fii4: racadm config -g cfgRacTuning -o cfgRacTuneSshPort <port
number>

— ffif] set % : racadm set iDRAC.SSH.Port <port number>
AT DME R T LA

*  IPMitool C&EM T IPMI #3480
+  Putty/OpenSSH G&H T H SSH B Telnet #3430

R
{EH IPMI #1311 SOL
{fi ] SSH 8% Telnet B 1 SOL

fFF IPMI HH1Xf SOL
IPMltool <—=—> LAN/WAN %32 <——> iDRAC

5T IPMI [¥) SOL 2 /7RI IPMItool ffi ] RMCP+ ({1 UDP %l 4k &% 25 11 623) o 4 IPMI 2.0
B, RMCP+ $2teldt B S 30 I0E . B se B MRS A . I Lk LS 2 A A I Re ). A RE 215
B, 15 £ http://ipmitool.sourceforge.net/manpage.html.

RMCP+ {8 [ 40 NERFHIHANHERIZRFE (55 0-9. a-f M1 A-F) INZEs5 4334T S I6E . BUAEN 40 A
T RHFHF R o
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$E 11 iDRAC ) RMCP+ R ML FUE N (Key Generator (KG) Z40) #H4TIn%%. #a] LLEH iDRAC
Web Ftifi sk iDRAC 5B A HE 7 BL B % %41

M Management Station 4 IPMitool J33) SOL &1
ﬁ e E, EATUTEER — iDRAC BB — W% — MRSk SOL MBI E .

1. M Dell Systems Management Tools and Documentation DVD %% IPMITool.
ARZFGY, WESW (HFREZFEETTR) -

2. TEMAEARTF R (Windows B Linux) , &847kdr4 LM IDRAC JE3) SOL: ipmitool -H <iDRAC-
ip-address> -I lanplus -U <login name> -P <login password> sol activate

%44 Management Station 552 RS H AT .
3. FEM IPMltool iR SOL &, HRMIL T <~> fll <>, SOL &iFRIK M.

By i iR SOL xifR#l, WH B iDRAC JRA5Ar 4y B LUESE LS| 3

i SSH B Telnet ¥ ¥ SOL
Secure Shell (SSH) Al Telnet A T 5 iDRAC $UT AT BERI M. 8] PLUB AT —3 O i fE
RACADM #1 SMCLP #i4

SSH A%+ F Telnet I ERI % 4. IDRAC U SZFFTE HRYIAER SSH A 2, JEHESRMER FEE
FH. iDRAC [FII 5 2 SC B AN SSH 2B RIS Telnet £iF. E U FH SSH, K Telnet FF3E& il X
Bz A SSH B i Bl 48 SRR My 22 A A A A{E I Telnet.

ffiFi#E Management Station % %F SSH Fl Telnet M MY HIEFER (Bl PUTTY 8k OpenSSH) 483
iDRAC.

¥E: )\ Windows /) VT100 Bt ANSI £/ JLF2 /71217 OpenSSH. fE Windows #r &4 T Ig1T
OpenSSH 2 SEINBETIEE A LEFIBAT (B, FEESEERm N H AR B RER) .

{i ] SSH B Telnet 5 iDRAC IS 21, i&HHfE:

1. ME BIOS LIEH BTN G
. TEiDRAC #E SOL.
3. f#iH] iDRAC Web FTH 5 RACADM J A SSH & Telnet.
Telnet (¥l 23) /SSH (g1 22) & F'ify <——> WAN £ <——> iDRAC

ZET IPMI 1] SOL f# FH SSH 8% Telnet Thil NIl o i HA A FHFERY, R AT BI M 45 478 iDRAC WK
. TEAEH I SSH R Telnet il & D520 A 0% MR R M . M\ 52 5 R G0 10 5B AT o L 2GR 4 . o 47 um 18
HHEME T E ANSI- 5% VT100/VT220 i #) shell. S 47H81 69 A 30 & 2 173 SSH 8¢ Telnet #i

AN
= o

FH R
M Windows =[] Putty ff i SOL
M Linux ) OpenSSH 8 Telnet {# F SOL

M Windows _£# Putty &5 SOL
M Windows Management Station ] Putty Ja 3 IPMI SOL:
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7 VE: W LE, 10 LIE Overview (%) — iDRAC Settings (iDRAC #%E) — Network (/4%)
— Services (IR%) THEMELIAN SSH B Telnet Y.
1. B4TPL N4 i#ER:3) iDRAC: putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-
address> <port number>
ﬁ VE: i SRR R A E R S B A T B0
2. 8174 console com2 B connect PLE3) SOL 5| 5 %% K%t
FEFTTE N FRE B 258 REEH . I SSH Bk Telnet WK SOL 1. Ejjil iDRAC & 47l &, 15
PAT Esc BEFFIIRME. Putty Al SOL JEHEAT N:
o TEFFHLEAIERE T putty USRS RGRT, @R putty bR EE SRR B AL I BN
— VT100+ — F2 @ik, {H F12 Jeikidd,
— ESCIn~—F12 1_:1, {8 F2 Joikidit .
*  {E Windows i, WRXTEH RS (EMS) £ G /£ EHLE K51 F /R L/ITIF, M Special Admin
Console (SAC) & il g =k, 1BH SOL &1, KL, 1150 — A%, AR5 MM R4
JAZh SOL £«
EE SRS

7f iIDRAC i & ATz & H W T SOL 2 ifiE+s

M Linux _£-#9 OpenSSH & Telnet 1&/7 SOL
M Linux & H# b #) OpenSSH B Telnet JE 3 SOL:

VE: i B E, T LIZE Overview (BEiR) — iDRAC Settings (iDRAC % B ) — Network (%)
— Services (%% FHEKERIN SSH 5L Telnet <X i .

1. JE3) shell.
2. fEHILLT i 2423 iDRAC:
o XF SSH: ssh <iDRAC-ip-address> - <login name>
+  XFF Telnet: telnet <iDRAC-ip-address>
B mRESCT Telnet los BRI 5 G 23D, M3 15 HNE] Telnet iy 452 .
3. EMATRARTIMALL T4 2 —/as) SOL:
¢ connect
¢ console com2
2245 IDRAC EHFIZHE R4 SOL ¥ 1. — H L SOL 2xifif5, iDRAC Tl G AT . 1%
EE%XF&JEE%M’ELHU?DRAC AT TSN G . —H SOL iEiEREG, BT HIM e BTE.
RGN, FEAL SOL 231 7 B — LU [A] o
ﬁ VE: B DMEHEH 4 coml Bzl 6 com2 JH3) SOL. FHi 5| SRS #% DL iE R .
console -h com2 A& ERSERF BRI N BR B 84T 3 BB 4050 5B AT P SR IDRE M X I N .
T3 e g X I ERIA CRRCRD K/NJy 8192 4F . 8] LU A DA i 244 e (i 52 8 /NI -
racadm config -g cfgSerial -o cfgSerialHistorySize <number>
4. B SOL il IR HIESNAT SOL i
PR
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N Telnet 21l & Backspace fi#
ft iDRAC #r 4T # 1 & Wi+ SOL £ ifid

1/ Telnet FEHFEHIE

24 BIOS MU HI G BN VT100/VT220 15 E R, Microsoft #1E £ 4 KL Telnet %5 /7 it 7] fE A<= 1E 7

7~ BIOS B 4. WKL, 1EH BIOS =il & i ANSI BLUAE 3T BoR . BAE BIOS W E s+
PATULRRT, HEBEEDER G — ZE&%HEE — ANSI.

(ERLE P o VT100 (5 B M, g SEos 8 5 W) s 6 & (0 & D sls AR BB A 25 1T x 80 Il LA {3

AIEWER; B0, HYCARFREA fE 2 HILELD

EAFFH Telnet B HI%H] &

1. £ Windows Component Services (Windows H#£ik%) /5 Fl Telnet.

2. LU N4 %3] iDRAC: telnet < IP address >:<port number >, J:H IP address J&
iDRAC [ IP Hihik, 1 port number J& Telnet 35 CnSA&AEHBom ) o

A Telnet 2150 & Backspace &

FRHE Telnet &5 Fuiii, {#1H <Backspace> GE#%) #TRES ™A FAMUL R . B, SiERRESEIR ~he A
i, KZH Microsoft 1 Linux Telnet %57 i 44 v fic & 1§ Jf] <Backspace> #.

FERLE Linux Telnet &1&{fH <Backspace> #, F1H M AIRRFHEN stty erase ~ho ERRFT,
A telnet,

fit & Microsoft Telnet % /7 i fidi il <Backspace> 4#:

1 G RRME D (WERFE
2. MEPEEFIBAT Telnet &1, BN telnet. WIRIETEIZLT Telnet £1if, 5% <Ctrl><]>
3. TERARTTT, B set bsasdels

FERER Backspace will be sent as deleteo

7 IDRAC ST H#I G BT 7F SOL £ i
Wi SOL 1 EHZFIm ST AR . 1Y SOL &if5e & b A fEiR B AT .
FW I SOL £ i5i%E4E, iEM iDRAC iy TisHI & 41k SOL £=if:

TR SOL FEM, K IKI% <Enter> 8. <Esc> A1 <t> 8. SOL 2iE¥ =14,

M Linux LB Telnet iIBH SOL 2, 1#%ME <Ctrl>+]. ¥ ER Telnet $#/-5F. HiN quit B
Telnet,

WIR AP H I SOL £iEE A e a% 1k, WHAL SOL £iE W BEA . EfRJIk &, 1E4E Web St
i) Overview (%) — iDRAC Settings (iDRAC #&#E) — Sessions (&if) F&ILmA1T#EHIE

f#H LAN | IPMI 5 iDRAC &/3

&% iDRAC BLE LAN I IPMI, A BEXHEATAME RS LAN 5183 FHEZEH IPMI iy 4. Wi ARG E
LAN L IPMI, M4 RGTEEM A IPMI 645 iDRAC RS #2615

g vE: B iDRAC v2.30.30.30 B{HE & AE, IPMIENFET Linux BUERIE RGECHF IPv6 sl bl .
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£ F Web F-HALE LAN L IPMI
BoE LAN L IPMI:

1

£ iDRAC Web 1+, # %% — iDRAC HE — M%.

i Rf4: B Network (48) T .

7% IPMI Settings (IPMI &) T, faEEHME, A)5H5d Apply (BAD .
BHREETHEE, ES0 iIDRAC Online Help (iDRAC IEHLE B

LAN k IPMI ZE CACE

fF iDRAC & B A HEFECE LAN L IPMI
fC & LAN | IPMI:

1

7% iDRAC Settings Utility (iDRAC BB AMHRER) #, % Network (V%) .

# .7~ iDRAC Settings Network (iDRAC B M%) T,

% T IPMI Settings (IPMI &) , f&5EH.

FRZLTHEE, 20 iDRAC Settings Utility Online Help (iDRAC ¥ B /A L BRNLTERD)
Rk Back (J5iB) . Finish (52%) 1 Yes (&) .

LAN I IPMI & EftE .

f# | RACADM [ & LAN L= IPMI
ZRLE LAN L IPMI, {8 set 3¢ config fiv4:

1
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JiH LAN I IPMI:
. fHH conflg 4 : racadm config -g cfgIpmilan -o cfgIpmilLanEnable 1

« ffif set#n4: racadm set iDRAC.IPMILan.Enable 1

vE: ZEBEWEMH LAN EIPMI BRHATH IPMI 4. BXELZEER, 5% intel.com
IPMI 2.0 ¥13E

FEHT IPMIAF AR -

. fHH COI’lfIg 4 racadm config -g cfgIpmilan -o cfgIpmilLanPrivilegeLimit
<level>

« f§if] set iyd: racadm set iDRAC.IPMILan.PrivlLimit <level>

Hr, <level> BUAFE—T: 2 (HF) « 3 (BREH) 84 CERLGD

R TR, T BCE IPMILAN (S8 a2 5 .

. fHH conflg i4: racadm config -g cfgIpmilLan -o cfgIpmiEncryptionKey <key>
- ffiH] set i7%: racadm set iDRAC.IPMILan.EncryptionKey <key>

Hp <key> & — MRS EH8 0 20 ERINE % .
Q ¥E: iDRAC IPMI 3ZHf RMCP+ thill. ARHEZ(EE, ESH intel.com L1 IPMI 2.0 #iiE.



jo el 2 iz RACADM

& LAEH iDRAC Web Ftifis, RACADM Ja A B2 Hz#2 RACADM. # % W] H:AT181T HAYiZ e RACADM £
r

£ H Web 51 j5 A 8%k iz 2 RACADM

Ji 522 H i 2 RACADM:

1. £ iDRAC Web R, #%ZM% — iDRAC &HE — M — K%
¥ 5o~ Services (IRSS) Wi .

2. 7Ei@fE RACADM F, ##FEH. &N, &M,

3. BN
TEFE RACADM AR 4 e 336 Jo Y mli gt

%] RACADM J5 F 82t i 2 RACADM

BRIAE FH RACADM SmFEThAE . WIRZEF LIRS, AU TaLZ —:

« f#if config % : racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 1
e ffifsetfin4d: racadm set iDRAC.Racadm.Enable 1

TR DR, A Nl —:

« f#iH config fii%¥: racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 0
« ffifsetfn4: racadm set iDRAC.Racadm.Enable 0

7 VE: BIEARM R G FISTIX 4.

2% M A< Hi RACADM

A RACADM BRiljs . BEEH, &S P2 U5 i DS EHL R 48 L1 iDRAC it % .

BHR2E R4 LK IPMI

%% 24 L, 18] Dell Open Manage Server Administrator A J3 FEZEH IPMI. AXELZER, S5
dell.com/support/manuals 24t H) Dell Open Manage Server Administrator’s User Guide (Dell Open
Manage Server Administrator F ' 48F) .

Q vE: B iDRAC v2.30.30.30 B & fRAGE, IPMISFT3ET Linux BUERAE RS0 HF IPv6 sl bl .

5| IR DN R AT iR S ECE Linux

PL R #8884 T Linux GRand Unified Bootloader (GRUB). 1 5Afi I AR R 51 SN, 75225 i B
%o

By ik fERCEZ 5 VT100 0 FCR IR, K i g R UL 6] 15 1) B 1 sl AT 5 B 25 47 x 80 41
DA ORSCAS IR S 7s o A5 U, A S8 SO B Pl g 2 L AL A o
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F 18 UL R U 448 Jetc/grub.conf XCfF:

1. B General Setting CRELBLED #B43 IHA LA T R4

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. TEWRZAT LIBMPAN LT
kernel ............. console=ttyS1,115200n8r console=ttyl

3. Z5H GRUB MBI A HAE AL T SCARM AT . B0, GRUB Ao/t RAC iliEtl e iR, B4R
S, EERH L splashimage FF3kHI1T.
PLUR R BI328E T 7~ Jetc/grub.conf U4, B oRAE b 75 A 35 BH 1 58 24 o

# grub.conf generated by anaconda # Note that you do not have to rerun grub
after making changes to this file # NOTICE: You do not have a /boot
partition. This means that all # kernel and initrd paths are relative to /,
e.g. # root (hd0,0) # kernel /boot/vmlinuz-version ro root=/dev/sdal #
initrd /boot/initrd-version.img #boot=/dev/sda default=0 timeout=10
#splashimage=(hd0,2) /grub/splash.xpm.gz serial --unit=1 --speed=57600
terminal --timeout=10 serial title Red Hat Linux Advanced Server (2.4.9-e.
3smp) root (hd0,0) kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal
hda=ide-scsi console=ttyS0 console=ttyS1,115200n8r initrd /boot/
initrd-2.4.9-e.3smp.img title Red Hat Linux Advanced Server-up (2.4.9-e.3)
root (hd0,00) kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s initrd /
boot/initrd-2.4.9-e.3.im

4. FJFHIZA GRUB EHURIE RAC #4TIE R A sl REIE I & 218, K UM AT A IS pr A 1501 -
console=ttySl,115200n8r console=ttyl

AHEIR console=ttySl, 57600 ZsINE| S — NI,

RS RE BB EAEH G

FESCAF lete/inittab 1, HriE—47 LIE COM2 AT ERLE agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

AR 7 ) 5 s i A T AT (R B SO

#inittab This file describes how the INIT process should set up #the system in
a certain run-level. #Author:Miquel van Smoorenburg #Modified for RHS Linux by
Marc Ewing and Donnie Barnes #Default runlevel. The runlevels used by RHS are:
#0 - halt (Do NOT set initdefault to this) #1 - Single user mode #2 -
Multiuser, without NFS (The same as 3, if you do not have #networking) #3 -
Full multiuser mode #4 - unused #5 - X11 #6 - reboot (Do NOT set initdefault to
this) id:3:initdefault: #System initialization. si::sysinit:/etc/rc.d/
rc.sysinit 10:0:wait:/etc/rc.d/rc 0 1ll:1l:wait:/etc/rc.d/rc 1 12:2:wait:/etc/
rc.d/rc 2 13:3:wait:/etc/rc.d/rc 3 ld:4:wait:/etc/rc.d/rc 4 15:5:wait:/etc/
rc.d/rc 5 16:6:wait:/etc/rc.d/rc 6 #Things to run in every runlevel. ud::once:/
sbin/update ud::once:/sbin/update #Trap CTRL-ALT-DELETE ca::ctrlaltdel:/sbin/
shutdown -t3 -r now #When our UPS tells us power has failed, assume we have a
few #minutes of power left. Schedule a shutdown for 2 minutes from now. #This
does, of course, assume you have power installed and your #UPS is connected and
working correctly. pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System
Shutting Down" #If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels co:2345:respawn:/sbin/agetty -h -L 57600
ttySl ansi 1:2345:respawn:/sbin/mingetty ttyl 2:2345:respawn:/sbin/mingetty
tty2 3:2345:respawn:/sbin/mingetty tty3 4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5 6:2345:respawn:/sbin/mingetty tty6 #Run xdm
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in runlevel 5 #xdm is now a separate service x:5:respawn:/etc/X1l/prefdm -
nodaemon

TS letc/securetty H, (i COM2 84T tty ARRBTIE—1T:

ttysl

AR 7= 451 S it A B 8 47 R s 81 S A

E VE: A W) T S (~B) fEARATER G LA IPMI T AHAT Linux Magic SysRq 4 .

ve/l ve/2 ve/3 ve/4 ve/5 ve/6 ve/T ve/8 ve/9 ve/10 ve/1l ttyl tty2 tty3 ttyéd
tty5 tty6 tty7 tty8 tty9 ttylO ttyll ttySl

S FEFH) SSH & F &
B SSH Pl 5 iDRAC 15, ‘&3 FRPIIH S M EL T R,
#.12: SSH B F R

FRIKH HR

JEXTFR I 2 Diffie-Hellman DSA/DSS 512-1024 (B&#HL) £7/NIST
e

R 0 « AES256-CBC

*  RIINDAEL256-CBC

+ AES192-CBC

*  RIINDAEL192-CBC

* AES128-CBC

*  RIINDAEL128-CBC

* BLOWFISH-128-CBC
+ 3DES-192-CBC

* ARCFOUR-128

B se * HMAC-SHA1-160
+ HMAC-SHA1-96
+ HMAC-MD5-128
+ HMAC-MD5-96

IE T

PKA {350 1F O - Rh B

%t SSH A f A 3L & P8k

iDRAC 3¢#F SSH EMIAILE AL (PKA). X2 DS AHERMIIRE. IR IEFHIEMMEH SSH L/
PKA, I8 55 iDRAC I, BTN A8 . XX BT S A s B iU AR A M. &
WHVE LU RFC 4716 5% openssh A&, 0, 05 200K B B e oy ik 3
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AN T, WS, A R — 0 FAE AL B ALY B8 3] iDRAC A M, [FIN SSH &
Fri e AL B SR AL M 5 iDRAC Z IR HIEIFE R &

ey A AR 7 kA A LB A E X

o XFI81T Windows 1% i, f#H PUTTY Key Generator B FHFEF
X FI84T Linux B2 3, ffH ssh-keygen CLIo
A /M3: #EIDRAC b, ZHRBEEREABRTEERHFARTOAFEH. B2, JURLTEE X

RPAFRAPAREAR. RARARKAPTESEMR P NEE. XEEIESMEREMIHES,
SRR EHE SSH FH%. BTREER, Hik, FEEIEHTR.
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