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<PayloadConfiguration>

<Image filename="OM-iSM-Dell-Web-1X-3.4.0.tar.gz" id="5DD5A8BA-1958-4673-BE77-40B69680AF5D"
skip="false" type="APAC" version="3.4.0"/>

<Image filename="OM-iSM-Dell-Web-1LX-3.4.0.tar.gz.sign" id="E166C545-82A9-4D5D-8493-B834850F9C7A"
skip="false" type="APAC" version="3.4.0"/>

<Image filename="OM-iSM-Dell-Web-X64-3.4.0.exe" 1id="5015744F-F938-40A8-B695-5456E9055504"
skip="false" type="APAC" version="3.4.0"/>

<Image filename="ISM-Dell-Web-3.4.0-VIB-ESX6i-Live.zip" id="1F3A165D-7380-4691-
A182-9D9EEOD55233" skip="false" type="APAC" version="3.4.0"/>

<Image filename="RPM-GPG-KEY-dell" id="0538B4E9-DA4D-402A-9D96-A4A55EE2234C" skip="false"
type="APAC" version=""/>

<Image filename="sha256sum" id="06F61B54-58E2-41FB-8CE3-B7137A60E4B7" skip="false" type="APAC"
version=""/>

</PayloadConfiguration>
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EM LC TE VMware ESXi Live VIB 846D |, i5iAEILAT URL : https://<iDRACIP>/software/ism/ISM-Dell-Web-3.4.0-VIB-ESX6i-
Live.zip,

EE T2 Redhat Enterprise Linux Webpack , i&iAiELLT URL : https://<iDRACIP>/software/ism/OM-iSM-Dell-Web-LX-3.4.0.tar.gz.
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EMEE 14 LRSS SR iIDRAC Web 5REEFE iDRAC Service Module , i555% iDRAC i E > i E > iDRAC [REEHRIGE.
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¢ OSInfo

¢ LCLReplication
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¢ iDRACHardReset
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ERENEBINRE , 15{8A racadm set idrac.servicemodule.<feature name> <enabled or disabled>.

@ | : WL # FFSFFKMATPITh BRI B & FRTEEAE L

FEiEid RACADM {#EH iDRAC Service Module , 1525 dell.com/esmmanuals = RACADM Command Line Reference Guide for iDRACS,
iDRAC9, and CMC ( iDRACS8. iDRACY F1 CMC 9 RACADM #p$1TE8%E5R ) PHIRSZIERAPIITSE,

1837 WSMan fid  iDRAC Service Module
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BEE iIDRAC RSH&EIR , i5(ER : winrm i ApplyAttributes http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/
DCIM_iDRACCardService?CreationClassName=DCIM_iDRACCardService+Name=DCIM:iIDRACCardService



+SystemCreationClassName=DCIM_ComputerSystem+SystemName=DCIM:ComputerSystem -u:root -p:calvin -r:https://<Host IP
address>/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic @{Target="iDRAC.Embedded.1";AttributeName="AgentLite.
1#<feature>";AttributeValue="1"}

Ei@1T WSMan {83 iDRAC Service Module , 15215 dell.com/support _EFY Dell Lifecycle Controller 2 Web Services Interface Guide
( Dell Lifecycle Controller 2 Web fRSZ1EO5Rs ) , EHPRME THX(ER Web Services for Management (WS-Man) EIBHMYANSEF]
5l
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81T GUI, WS-man, Redfish, Remote RACADM 15]d]
XJ iIDRAC SNMP ZHRAVHERISZHF
IF2fER WSMAN
B&EHT iDRAC Service Module
FullPowerCycle
SupportAssist on the Box
JE A In-band SNMP Get IBE — Linux
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OpenManage Server Administrator 2415 IDRAC HZ=EMERF(SEFIENE. IDRAC Service Module RAHEIMANSR. , FIG17E iDRAC
FRIENRIERFRIR. RSBIB[EN 1P #EE. BERFEIRFNTEIREES (FQDN), E2ERENRERGEPRIMEZEO., 2
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513 WS!AN FREY ) NFESEHEEHERIERFEREP. HIFEFUTFH OpenManage Server Administrator HUTHIRAEHHE
(SEL) &,

BEERMEEAHEPIBABEESH SNMP [E/ ZiRHEREBNEEIER. RBEZLE IDRAC Service Module JFiBRE LC H
THHEHRETRBRERGES. NRE%E OpenManage Server Administrator , MIEZEFALLITNINGE , LIBRBIERFERE
HIMESH SEL £H.

7E iDRAC Service Module # , #ERILABEN B LC HEEHEIIMNE. ZKABER T , LC BESEHE Windows EHEFETF
Windows AEX4RRGAS, EalLlE LC BESHIE Windows EH4EERFNBRFEMRE AESANIEEt |, sEH
E—ANEE, Y iSM BRERMNRFHIBERFHTENS IS iSM BELER , M iDRAC EEHIEHIHAEAR—L LC BE , &
5 iSM £ERSEEIITEIXL LC B ERSESBHCRIIRMERFREF.

® | ¥ R BETE B B X %3 iDRAC Service Module 5 % iDRAC Service Module fi3 25 LC BEEEHIBIAIE .
©) | £: IDRAC Service Module LCL H7EEE & #R2 H iDRAC Service Module 324 Lifecycle Controller B
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BRIRESIRSINE R ETREAYITATEE , BT EHIBEHIENEERSE. EEENREIERRE  TLITRSEIREIRE , b
WEFHSIS. KNEBFEKR. BERAEEITATESEEREN , LIhREASBEH. WREZ%E OpenManage Server Administrator
NE LT NTIEE | LAk Bl ESHMSE TS,

EaTLAM IDRAC REIECELINEEFI=1S%) :

1T BPEFRE 2 OMSA NMFELIR Y BIOS SR FRFIIFIEFIHITRR RN , BERRIAMTE.
BFERFE - BOMEN 480, BIMEN60FY , &RAEH 7207,
BPEFBNRERER AR ERE | IHRMFRIEERRR). XARE. ERSIS5E.

Windows Management Instrumentation 2 {12+

FfE iDRAC Service Module 12{HHJ Windows Management Instrumentation $2tF2F181d Windows Management Instrumentation (WMI) 23
FHRE(HEUE. WMI Z2—EXT Windows IREIFEFIEERTY R |, aHRHHR(ERARARE , IMBEGRHEAMEEPIREEEMEN. WM 2
Microsoft SChERIRE DN ERLRE/I\E (DMTF) RIETF Web BRI ETE (WBEM) FINFBEEIREL (CIM) i , LIETRIRSSSSME
. BIERFEFIRBER. WMIHIRHEFEMTERAEEEHE (80 Microsoft System Center ) 8%, , FATFBIIHAEER
Microsoft Windows fR5588.

FRNSETEE \\root\cimv2\dcim, ZIFHNEDEKENEI. EAIEERER WM ZFERZED (%0 WinRM,  Powershell,
WMIC, wWBEMTEST j&id FHIRIERFEIH iDRAC SHFIBCE .
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EETAED FIES L HuER 58 (NVMe) SMNEIRREHHIEEE (PCle) BRI (SSD) , MAEEXTHKEN S ISR %K. HERH TR
MEBE , WIREIESIZZSEXBAIFETERD , BALERURESL. ATHIEUEESL | BFER "ESEHT N, EaFELEEREX
BEFrEEEED , WEEaTLUWIIEEIT NVMe PCle SSD T,

@ | #%: 7 VMware ESXi FHUTHEETHRIEZ A, HHH VMware IR RIATRFAHRIE.

tiE iDRAC TEEE

iDRAC TJRESREIETRE B LM, BWiTERAEEER , iSM TTLUSFIIRAY iDRACS 8 iIDRACS 1542852 £ BRI 0 IDRAC 124l
BS  MASHIRERFEF. REEEF DRAC FREM iDRAC 89 iDRAC RGSEHRTIEA SRt INEE.

HEHIT DRAC , iB{ERALAT Windows Powershell 8 Linux Shell 5% :

./Invoke-iDRACHardReset

@ | MRUEBASNBERIRERS, WINEERATH 13 RAESHEA PowerEdge AR S5 25 LY iDRACS.

BT EHRIER G115 iDRAC

TE($F3 Dell PowerEdge fRSSESHT . ATLAECE iDRAC EEME , NmiE iDRAC EIRIRSEAVE M aE Y. BEIERNMEIRA , &a
LAifgia) iDRAC 5RE ( Eban GUI. WSMAN, RACADM ) # Redfish 2 /i,

EEREHEERIRIR R R EIRE S DRAC REZ BB EAERE. B8 "BIENRIERSIE DRAC" ThEE , MEiR
%5 DRAC ERMEZARERIER | WA NERERS 1P BiENIERE! DRAC FiEl. BIfE iDRAC RIEZML , BRI LIF XL
RESRUN TR EREN .

ERILUSELITME—FI08E , REA "BEEURERSEE iDRAC” Thae
« i@ GUI, WS-man. Redfish. Remote Racadm i}d]
+  #PJ SNMP i

iBiE SNMP Get ijial

SNSRI EHIRIER SIS IDRAC , NEVABIR T  RASIEEAE FII8E. WREEISFETHRNFINGE , EILIEE
—MEERNIREHERTE.

BXREZER , B2 DRAC Access via Host OS whitepaper (IBISEHRFRFRRBIA DRAC) .

T GUI, WS-man, Redfish, Remote RACADM i}j

A Y

o]

iBiE GUI, WS-man. Redfish, JZ#2 RACADM i BIThEEEEN IR ER A EE QBB ERERRITIESA) iDRAC RE., TinfE

SIEHAINESEE AN https:// <Host 0S IP Address>: <ListenPortNumber> LAifA iDRAC GUI,

® | : 7£ iSM #1 /3 FJ iIDRACAccessviaHostOS TigeRT, ListenPortNumber 2l EHHOS .

%} iDRAC SNMP &R HH N X

{F IDRAC iXFhts /MRS IEISNTE |, ofLAER LSRR SNMP FE/2R,. B , MiERwRREN NS ERASEAE
s . NEVURER 2T SNMP 23R | BESNESTM iDRAC 1ZIHIRGERT. TEM iDRAC 12U SNMP Z4BRT |, SMELARREE
REE , ENERERETF DRAC IP , RERBF RS IP.



https://downloads.dell.com/solutions/general-solution-resources/White%20Papers/iDRAC%20Service%20Module-iDRAC%20Access%20via%20Host%20OS.pdf

MEE 4IRS EEFHA |, T (7 "SR TREEEEHY RACADM B WSMAN FREH ) ¥ SNMP BaBHEIER BTG S4-4R6e
BT fEF iDRAC Service Module FRERFE/D SNMP FERHER. 33T iDRAC B4 3.0.0 SR ERIRA |, WIHEEAE KIS iSM LCL
SHITheE. RBTEREE IDRAC Service Module JI2RE LC HEFHIEMHAS/ES SNMP FEMAIE.

BT fEF iDRAC Service Module , BTLUEIISRE FAUSRIERSAY SNMP 28R ( S50 F iDRAC &ERAYESR ) «

@ | E: RAEAT, KIhELTERARE. REFEN SNMP EHRHEIF S iDRAC SNMP EiRHlFI1%E, BiRRHBEHAEFE
RBETXAMKRFTTA SNMP #. B AEAFEREHFIMNER, FE_ZFRNER.

® | i B LLEE &K iDRAC Bkl A 2.30.30.30 HYEE 12 K5k EE Sk A KY Dell PowerEdge AR $57_EE AR SNMP Iigg.
BXEZER , B2% In-Band IDRAC SNMP Alerts whitepaper ( P iDRAC SNMP ZigHEH ) .

T2 /d FH WSMAN

BaIfEE WMI (523088 , aliERERIZEA Microsoft Windows WM ap 2 SBLASIE RS, 4L WM ZOASER | &5ix
fEihmE, B2, !ID%*E{@% WINRM B9 WM 1&FEegihE WMl 320, IBRAFHERE  BEERKIAKSH. FRLIEE , aEdER
FIEPEHEERRITEIR WINRM WMI a5 B Z(E],

ILEIhBERT iR PowerShell Ap<3KkiniR). (ERBRTARSAIT ¢

x=.9: 2/ WSMAN

e L
Enable-iSMWSMANRemote —Status enable — ESREECEITE WSMAN Ihag

Forcereconfigure yes —Createselfsigncert yes —
IPAddress <IP address> —Authmode Basic, Kerberos,

Certificate

Enable-iSMWSMANRemote —Status get BEITE WSMAN IHEERTIRS
Enable-1iSMWSMANRemote —Status disable e WSMAN Ihgg
Enable-iSMWSMANRemote —Status enable — EFBCEIFE WSMAN Ihae

Forcereconfigure yes —Createselfsigncert yes —
IPAddress <IP address>

@ | i#: b RABRSHWILEB R https Y7 A LTI

BHsh ¥ #f iDRAC Service Module

1&T LB EIEEHT iDRAC Service Module, BEETEEITR iSM BHrS iDRAC BalEFndfREmE LA EFNITE.

©) | E: SRE B iDRAC BHEIEHT, R FIM dell.com/support EHTZE iDRAC Service Module LC DUP.
® | 3 RF w4 M support.dell.com T #7. 7£ iDRAC b, FJAMEREH/EH ISM .

@ | :*: {#H “iDRAC LC #B&” #InAt, iDRAC H1#Y iDRAC Service Module LC DUP 1$£#8Fk. S dell.com/support T
iDRAC Service Module LC DUP.
o BEREWEHISM , BEMIRTFFPENAN deism-sync.exe, SEREERASTHNEZLE,.
. ERTEBARE  BEA —help/-h,
BEPTTIR SN ER , BN —silent/-s,
FEEHHURMRAFH IR LC P BRIEHIKME , i8N —force/-f.

O s kERLBEUFIWEE.
BB XTI EARATID 2% DRAC Service Module BRARIEIEMISE. , IS8 —get—version/-v,



https://en.community.dell.com/techcenter/extras/m/white_papers/20443463
https://www.dell.com/support/home
https://www.dell.com/support/home

+ EJ IDRAC Service Module BT AHE TEEIFBFIEERNER | BB\ —get—update/-q,
o BLIAEETINEE , ST nsiexec.exe B CLIBHHERE , BN dcism-sync.exe —p “feature’,
fBa0 , BfE Windows 222 "B EHIRIERZIA(E) iDRAC” IHEE , BN dcism-sync.exe -p "ADDLOCAL=IBIA",

FullPowerCycle

FulPowerCycle 2ERZEARE , TATEERSHEER. KERSHHEBIRIEITRRS SSEASEIRNS | W—ERSS
(R TEPERERAT | SRELMIESTUL FIRS SRHREIFL | ERKEHERIRETRES. EFHFEALMELSL TRFEASS
BURKAIRA | FFAEFRSHF AR,

{s£F3 FullPowerCycle Ihgg , EERAHF LR ORI ATIEEZST IR, 5 14 {CRESIRARI Dell EMC PowerEdge 37
ItEThEE.

SEPIEORY "TEOXIEB ERE , REBRFIIUAZHN. MIRERFERE S5 IRE— MrC. FEib
FullPowerCycle THEEAERY , FEAHIBEKML/E , BEFTRKHEREFX&<. WREHA S5HRETHRC , RARKERREHENRIE
DR |, RUTIREFIERARAEIR. ERFHAN S5 REZRT , MNRRFLT S0 R | MATLARERERBUHINEE BRI IRIC.

TERILATE R Ft L {F 8 FullPowerCycle (IARENEIR. FARALTHS | R K LiEK. REWSHENE "=2BHRREAAEER"
IFF Windows ¥EZRZ , Al{ERREREESE (153K ) FulPowerCycle, BXE FullPowerCycle E3KEY FullPowerCycle BOIAZS,

o EFEZRS HEK FulPowerCycle , B8 . /Invoke-FullPowerCycle —status request,

O 53 1rt, 2B7—£HR: BESBREREMET “EUXREEXHAEER" BME.
o EEIRENZESE L FullPowerCycle BPIRZE , 1B . /Invoke-FullPowerCycle -status get,
o BEBFEZRS EEGH FulPowerCycle , iI58 A . /Invoke-FullPowerCycle -status cancel,

Of = 1rt, 2BR—KHE: REBEHH AYIFEEZH.
o ETE Linux ERS LiEK FulPowerCycle , i8N /opt/dell/srvadmin/iSM/bin/Invoke-FullPowerCycle request
o BBTF Linux B{EZR S _LBGHE FulPowerCycle , I8N /opt/dell/srvadmin/iSM/bin/Invoke-FullPowerCycle cancel
o EF Linux BBIEER S LIREY FulPowerCycle BPIAZS , iB#EN /opt/dell/srvadmin/iSM/bin/Invoke-FullPowerCycle
get-status

BRIIHTER IR ER G B EFN LCL BYEIR FullPowerCycle I#MEfR | RBRUTHEE.

BKBHE : "The Full Power Cycle operation is triggered by the server operating system (0OS) user
<user name> from the OS on date <date>. However, the server components will be AC power cycled
when the server is shut down".

EUEEE : "The Full Power Cycle operation is successfully cancelled by the server operating system
(OS) user <user name> from the 0OS on date <date>".

® | 5: FullPowerCycle Thgk#E ESXi #ERG AR
©) | SE: (A /18238 5 5% root/sudo FI A AR FullPowerCycle Thgt.
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O | 7%: ESXi ERR{ERGAS IR HIRMAENES 14 RAEEMAH PowerEdge MR8 EF X5,
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Linux 1 Ubuntu 212546

3ZFFAY Linux 0 Ubuntu B ERFRIZLRIEFEUT ¢

2. 12: Linux 2158
FHEH Linux IR(ER S REREFS

Red Hat Enterprise Linux 6 SYSMGMT\1iSM\1inux\RHEL6\x86 64\dcism-3.4.0-
<bldno>.el6.x86 64.rpm

Red Hat Enterprise Linux 7 SYSMGMT\iSM\1inux\RHEL7\x86 64\dcism-3.4.0-
<bldno>.el7.x86 64.rpm

SUSE Linux Enterprise Server 15 SYSMGMT\1SM\1inux\SLES15\x86 64\dcism-3.4.0-
<bldno>.slesl5.x86 64.rpm

Ubuntu 18 SYSMGMT\1SM\1linux\Ubuntul8\x86 64\dcism-3.4.0-
<bldno>.ubuntul8.deb
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