Dell SupportAssist Version 1.2 for Servers
User’'s Guide



Notes, cautions, and warnings

% NOTE: A NOTE indicates important information that helps you make better use of your computer.

A CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you
how to avoid the problem.

& WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

Copyright © 2016 Dell Inc. All rights reserved. This product is protected by U.S. and international copyright and
intellectual property laws. Dell™ and the Dell logo are trademarks of Dell Inc. in the United States and/or other
jurisdictions. All other marks and names mentioned herein may be trademarks of their respective companies.

2016 - 03

Rev. AOO



Contents

L OVEIVIEW......coeeeeeerceer s s sn s n e s s ne s e e e e e e e e s nn e s e nne e snnnnnnnnan 8
WHat iS NEW QN thiS FELEASE. .. ..uiiiuiieiic ettt ettt ettt e ettt 9
HOW SUPPOITASSIST WOTKS. ...t et e e e e e et e e e e e e e 9
SupportAssist capabilities available with Dell service contracts...........cocceeiiiiiiiiiiiiiiiee e 9
Data COECtEd DY SUPPOITASSIST.....cve ittt e et e e e e eeeeaeaa 11

2 Getting started with SUppOrtAsSist.........coooiiicmice e 12
BASIC SEUUD ..ttt ettt h ettt n et h e a e a e ne et beeaeeaeer et ere e 12
F oAV Lo ol=To Y U U] o USSR 12
EVAlUAING SUPPOITASSIST. ... ettt ettt e et e e et e e e et e e e e nteeaeanaeeeaanes 12
Downloading the SupportAssist installation PACKAgE.......ccoiiiiiiiiiie e 13
Minimum requirements for installing and usiNg SUPPOITASSISt.......cuevieiiiiiiiiiie e 13

Hardware reQUITEIMENTS. ... ... 13
Operating system requirements for installing SUPPOrtASSISt.......cccvvviiiiiiiiieiee e 14
WED DrOWSEI FEQUITEMENTS. ......iivieieie ettt et 14
NEWOIK FEOUINEIMENTS. ... ... e 15
INSEALING SUPPOITASSISE. ...ttt ettt ettt et e e st e e e et e et e e nneeeareee e 16
INstalling SUPPOTASSIST (WINAOWS).......cviiviiiiiiieiieei ettt eve e 16
INStalling SUPPOITASSIST (LINUX)...uveiiieiiieieie ettt ettt ettt 17
Installing SupportAssist in silent Mode (LINUX).......coouiiiiiiiiiie e 19
REGISTEIING SUPPOTTASSIST....viiviiviiiiie ittt ettt ettt ettt te ettt e et e eteeas e eaestesaeane s 19
Setting up an SELinux enabled system to receive alerts..........ocooioiiiiiiiiii i 22
Upgrading SUppOrtAssist (WINAOWS ONLY)......eiiiiiiiie it 23
Opening the SUPPOITASSISt USE INEITACE.........ciiieiiiiieiceee ettt 24
LOGING IN 1O SUPPOITASSIST. ..ottt et e e ettt e e et e e e et e e e et e e e eenaeeeeaanees 25
LOGGING OUL Of SUPPOITASSIST. ...ttt ettt e e e eneees 25

3 Adding devices for MONItOFiNG.......ccccceiiccirricrrrcre e 26
Benefits of agent-based MONITOIING.........c.cov ittt 26
Adding a device (agent-based MONITOIING)........ciiiiiiiie e 27

Configuring the alert (SNMP trap) destination...........cooviiiiieiini e 30
Adding a device (@gentless MONITOIING)........ccuiiiiiiiie ettt 33
Manually configuring the alert destination of iDRAC by using the web interface..................... 35

4 Viewing cases and deVICES........cocccceerrrreerirseersssnressssresssssessssssessssnssssssssssssssees 37
VIEWING SUDPPOIT CASES. ....uviiiiiiiieeiie ettt ettt ettt ettt e e et e s e e st e eae e st e et e eae e aeeeaeesbeeteenaeenseenseenee s 37
ViIieWING the deVICE INVENTOIY.....iiiiiie ettt ettt ettt e e e nneenneen 37
VIEWING the AEVICE OVEIVIEW.........iviiiiieiiiieiei ettt eaeaae s 38



Filtering the diSplayed data...........ccooiiiiiiieicee ettt 39

Clearing the data fillEI...........ooi ittt 39
Sorting the disPlayed data.......c..ci ittt 40

L3 D TAVZToT= N« | o101 o] [ o o SR 41
VIEWING AEVICE GIOUPS. . ttiiiiiiiie ettt ettt ettt e e et e e ookt e e e e s bt e e e esbe e e e e ente e e e e st e e e e e nteeeeennneeaeanneeeas 42
Creating @ JEVICE GIOUD . ... uuei i uieeiiee ettt ettt ettt et et e e et e ettt e emt e e et e ettt e nne e e nneeenneee e 42
Managing deviCes iN @ AEVICE GIOUD.........coueieeieee et e ettt ete e e ae e e 42
Managing the credentials Of @ AEVICE GrOUP.......ccuiiiiiiiiie ittt 44
Viewing and updating the contact information of a device group.........ccocceeeiiiiiii e 45
Editing device group det@ilS..........coiiiiiiiiiiiicece ettt 46
DELETING @ AEVICE GIOUP ... viiiieieeie ettt et ettt ettt ettt ettt et e et e et e st e s e ena e e eneeene e 47

6 Understanding maintenance mode............coccoieieerccenseneceeeeee e 48
Global-level MaiNtENANCE MOTE. .. ... ottt e ettt nes 48
Device-level MaintenanCe MOGE. .. ....ooiiiiii ettt e s 48
Enabling or disabling global-level maintenance MOde.........c..ooiiiiiiiiiiiic e 49
Enabling or disabling device-level maintenance MOde...........cooiiiiiiiii e 49

7 Maintaining SupportAssist capability........cccccoriimirnmrrrnrrse e 51
EdIting deViCe Crad@ntialS. . ... . oottt 51
Installing or upgrading OMSA by USING SUPPOIASSIS........civiiuiiiiieiiciieie e 52
Configuring SNMP settings by Using SUPPOITASSIST.......ccuiiuiiiiiiieiieee e 53
Viewing and updating the contact iNformation...........cooioiiiii i 54
CoNnfiguring ProXy SEIVEE SETHINGS. ......c.v ittt ettt ettt ettt ettt enas 55
CONNECHIVITY TEST. ..ttt ettt ettt 56
Viewing the coONNECEIVItY STAUS........oiiiii e 56
Performing the CONNECTIVITY TEST......iiiiie et 57
Clearing the System EVENT LOG (SEL) ....cu.iiuiiiiieieecieeie ettt 57
AULOMATIC UPAAEE. ...ttt ettt ettt et et e e e e b e st ens e e et e eteeaeeneenee e e e nes 58
ENabling automMatic UPTAteS.........oiviiieeeieeeee ettt 59
DELELING @ ABVICE. ...ttt ettt ettt ettt 59

8 Configuring email notifications...........ccocerrrriernmnncrcr e 61
Configuring email NOtIfiCatioN SETLINGS. ......cc.ioviiiiicei e 61
Configuring SMTP SEIVET SETHINGS. ......coviiuieeiieieeeee ettt ettt ettt 62

9 Configuring data collection settings.........c.ccooiiirrccecc e 63
Prerequisites for collecting system iNformMation............c.ocvoovieiiiiiiiieiceeee e 63
Enabling or disabling the automatic collection of system information on case creation............... 64
Enabling or disabling the periodic collection of system information from all devices.................... 64
Customizing the schedule for periodic collection of system information.............cccccceiviieennnen. 65



Disabling the periodic collection of system information from specific devices..........c..cccocoeveennn. 66

Enabling or disabling the collection of identity information.............ccooooiiiiiiii e 66
Enabling or disabling the collection of software information and the system log........c.cccccccooeeee. 67
10 Accessing the collected data.........ccccccceericcirecccee e 69
Viewing the collected system iNformMation..............coccoiiiiiiicceeee e 69
CONFIGUIELION VIEWET ...ttt ettt ettt e et e s e nnneeanneeen 70
COMUMN VIBW ...ttt ettt ettt ettt et ae ettt e eteete st et eseere 71
THEE VIBW ...ttt ettt ettt ettt ettt ettt 72
L O Y S ettt ettt ettt et h e a et h e ae et ettt aeeae st ettt eaeene e 72
Items reported in PeriodiC COIBCTIONS. ........ocue e 73
11 Using SupportAssist to collect and send system information.................. 76
Setting up SupportAssist for collecting and sending system information..............cccccovviiiieniin. 76
Collecting and sending system iNfOrMatioN............c.ccoiiiiiiiiiecieieteeec e 77
12 Other useful information..............ccrrc e 78
Y] o] oL 0T VX K QDYoo TU o 3OS 78
Granting elevated or administrative privileges tO USErS.........ccoieiiiiiiiiiiiee e 80
Adding users to the SupportAssist user groups (WiNdOWS).........cccoooiiiiiiiiiiiiie e 80
Adding users to the SupportAssist user groups (LINUX).......c.cccoieieriiiiieieieie e 80
Opting in or opting out from ProSupport Plus server recommendation report emails................... 81
Sending the system information ManUally.............cooveiuioiii i 82
Support for automatically installing or upgrading OMSA. ... ....ci i 83
Support for automatically configuring SNMP SEttiNGS.........ccveiiiiiiiiiiiiee e 84
DEVICE COIMELATION. ...ttt ettt et te et 84
Detection of hardware issues in attached storage deviCes...........coooviiiiiiiiiiiiiiiii e 84
SUPPOIE FOr DEILOEM SEIVEIS. ......oeeeeeeeeeeee et e e eaee 85
INStalling Net-SNMP (LINUX ONLY)....cviiiiiuiieiiet ettt ettt 85
Configuring sudo access for SUPPOItASSISt (LINUX).....viiiieiiiiiieiiie e 85
Default schedule for collection of system iNformMation..........cocouveiiiiii e 86
Types of @Mail NOTFICAtIONS..........oviiiiii ittt 86
Ensuring successful communication between the SupportAssist application and the
YT o) oo £V X I a1V SRR 88
Accessing the SUpportAssist apPlICAtioN LOGS. ........iii i 89
EVENT SEOMMN NANAUING. ...ttt ettt 89
Accessing the CoNteXt-SENSITIVE NELP........oci i 89
Viewing SupportAssist product iNfOrMatioN..............coiiiioiiiie e, 90
UNINSEAlNG SUPPOITASSISE.....viiiiiii ittt ettt ettt ettt ettt e et e e eteeneene e seeeee e 90
Uninstalling SUPPOITASSISt (WINAOWS)......oiuieiiieieeie ittt 90
Uninstalling SUPPOITASSISt (LINUX).....eiiiiiiiiieciie ettt 91
Uninstalling SupportAssist in silent mode (LiNUX).......cooieeiiiiie e 91



Identifying the generation of a Dell POWErEAQE SEIVET........cccviiiieiiciiee e 91

13 Troubleshooting..........ccciiiiir 93
INSTALlING SUPPOITASSISE. ...ttt ettt et e ae e e e e ene e nnaeeanee s 93
SUPPOIASSIST FEGISTIATION. ... .c.viitiitiieici ettt ettt ettt 93
Opening the SUPPOItASSISt USEr INTEITACE. .. ..oi it 93
LOGGING N tO SUPPOITASSISE. ..ttt ettt ettt et enee e 94
(6o FoT oI Co X Yo [ I [V Tl TSRS 94
OMSA NOLINSTAIE. ...ttt ettt ettt ettt 95
SNMP NOt CONFIGUIET. ..ottt ettt ettt ea et ae et e sa e eaeene e 95
New version of OMSA @VaIlabLe. .. ..ot 96
UNable tO CONFIGUIE SNMP........c.iiiiii ettt 96
Unable to verify SNMP CONfIQUIAtIiON.........oiiiiiiii it 96
UNGDLE t0 INSEALl OMSA...... ettt ettt b e ee ettt ettt ee e e eneneeneas 97
Unable tO VErify OMSA VEISION. ...ttt et e e et e as 97
UNEXPECIEA EITOF OCCUITEA. .. . ittt ettt ettt ettt ettt ettt eat st eaeeaeeaeene e e e e e 98
UNGDLE 1O FEACK EVICE. ...t ittt ettt ettt ne et ee e eneneeneas 99
AUNENEICAtION AILEA. ......iiviiei ittt 100
Unable to gather system informMation............c.ociiiiiiiiii it 100
Insufficient storage space to gather system iNnformation............cccoooeeveiiiece e 101
Unable to @XPort COIECHION. ... ... e e 101
Unable to reach Dell UPLload SEIVET........ui ittt 101
Timed out sending system iNfOrMatioN..........c.oiviiiiiiii e 102
Clearing System Event LOg fail@d.........c.oociiiiioiieeeeee e 102

Clearing the System Event Log by USING iDRAC .........ccooiiiiiiiiii ittt 102
Clearing the System Event Log by Using OMSA..........cciiiiiiiice e 103
MaINEENANCE MOTE......eei ettt e ettt eae e 103
AULO UPAEE. ..ttt ettt ettt ettt ettt et e et et et e b e be s et e bt neent st eee e e 103
Unable to edit device CredentialS........oou it 103
AULOMALIC CASE CIEATION. ... vt iiieie ettt ettt ettt ettt et ettt et et et sae e 104
SCNEAULEA LASKS. ... ettt ettt ettt 104
SUPPOITASSIST SEIVICE. ....viivie it ettt ettt e et e et e e e e e 105
Verifying the SupportAssist service status (WiNdOWS)........cc.oooiiiiiiiiiiiiie e 105
Verifying the SupportAssist service status (LiINUX).......ccooiriiiioiieiee e 105

ONEI SEIVICES. ..ttt ettt ettt ettt ettt e e ee e b st e bt e et ee et st et n et ne e s 106
WIME SEIVICE. ... ittt et ettt ettt 106

SSH SEIVICE. .. ettt ettt 106
RYTelU 114 2T USSR 106

NI g o g oleTo [=TR=T o] o X< o T 1 R 107
15 Dell SupportAssist user interface.........cccccvevirccirccerscen e 120



Y] oI LTAT= T e TR 121

WEBLCOIMIE. ...ttt ettt et 121
PrOXY SEULINGS. .. ettt ettt ettt ettt ettt e e aeeaeese et e st e et e eaeeteese ettt eneeneas 121
REGISTIATION. ... ettt e ettt e et 121
SUIMIMIAIY ..ttt ettt ettt et et e ettt et e et et et et e e te et e e st et et et et e ae et ettt e e ere e 122
[T Lo FOO OO TR SE TS T USRS U ST PP TTPRURRUPRUTUR 122
L@ LSRR P PSSRSO 122
DIEVICE INVENTOIY.....cutiii ittt ettt ettt ettt ettt ettt ettt et 124
FaYo o I BTNV Tt < TR 127
DIEVICE OVEIVIEW. ...ttt ettt ettt ettt ettt h e b et e e et s et et et e e et en e b e eneneeeens 128
DIBVICE GIOUDS. ... e e e 128
MANAGE DEVICES. ...ttt ettt ettt a et ea e re ettt eaeene e 129
MaNAGE CrEAENTIALS. .....vviee ettt et e et e et eae et eaeeeae e 130
MaANAGE CONTACES. ...viiiiei ittt ettt ettt eae e 130

o 1D (= N €T o T o J PSSR 131
SIS, ..ttt ettt ettt ettt ettt ettt ettt et ettt et e teere ettt 131
Y SEEIM OGS ..ttt ettt ettt ettt ettt ettt ettt 132
PrOXY SETHINGS .ttt ettt ettt et ettt ettt et n et e ettt e ettt neas 133
L =T £ T Yol SRS SPSURPS 133
CONACT INFOIMATION. ...ttt ettt ettt 135
SIMTP SEEINGS. vttt ettt ettt ettt et e et b e et e e et eeaeebe st e et eaeeneeneeneas 136
(@fe) o o 1Yol (1 V71 4 VAR (S SO 137
16 Related documents and resources...........cocvrrirrnsrnssnssns s 139
[T [T R (U (o T T= 1 SRR 139
SUPPOITASSIST COMMUINITY ... ittt ettt eae et e et e etaeeaeeeaeeeae s 140
Dell RemMote CONSULLING SEIVICE. ... ...viiiiiieeie ettt 140
Accessing documents from Dell SUPPOIt SItE.......iiiiiiiiieiie et 140
CONACHING DBl ettt ettt ettt ettt ettt ettt 141



1

Overview

Dell SupportAssist for Servers is an application that enables automated support from Dell by proactively
identifying hardware issues in Dell devices. When an issue is detected, SupportAssist automatically opens
a support case with Dell Technical Support and sends you an email notification. Data required for
troubleshooting the issue is automatically collected and sent securely to Dell Technical Support. The
collected data helps Dell Technical Support to provide you an enhanced, personalized, and efficient
support experience. SupportAssist capability also includes a proactive response from Dell Technical
Support to help you resolve the issue.

NOTE: SupportAssist capabilities supported on a monitored Dell device may vary based on the Dell
service contract. For more information about the capabilities of SupportAssist, see SupportAssist
capabilities available with Dell service contracts.

Installing and using SupportAssist is optional, and results in improved support, products, and services
designed to meet your needs. SupportAssist Version 1.2 for Servers automates support from Dell
Technical Support for:

¢ Dell's 9th to 13th generation of PowerEdge servers

e Dell PowerEdge C Series servers

¢ Dell XC Series of Web-scale Hyper-converged Appliances
¢ Dell PowerVault NX devices

¢ Dell PowerVault DL devices

¢ Dell OEM-ready servers

For the complete list of supported device models, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.

NOTE: SupportAssist for Servers can discover and monitor devices independently. It does not
depend on systems management consoles such as Dell OpenManage Essentials or Microsoft
System Center Operations Manager for discovering and monitoring devices.

This document provides the information required for installing and using SupportAssist to monitor
devices for hardware issues, collect system information, and automatically create a support case when an
issue is detected.

% NOTE: In this document, the term local system refers to the system on which you install
SupportAssist; remote device refers to any other device that you want SupportAssist to monitor for
hardware issues. By default, SupportAssist automatically monitors hardware issues that may occur
on the local system. To allow SupportAssist to monitor hardware issues that may occur on remote
devices, you must add each remote device in SupportAssist.

Related Links
Data collected by SupportAssist
Identifying the generation of a Dell PowerEdge server
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What is new in this release

e Support for installing SupportAssist on a server running a Linux operating system. See Installing
SupportAssist (Linux).

e Support for PowerVault DL devices, PowerVault NX devices, PowerEdge C Series servers, and
additional models of Dell's 13th generation of PowerEdge servers. For the complete list of supported
device models, see the Dell SupportAssist Version 1.2 for Servers Support Matrix at Dell.com/
ServiceabilityTools.

* Ability to view the data collected by SupportAssist from monitored devices using the configuration
viewer that is available in SupportAssist. See Viewing the collected system information.

* Ability to opt in or opt out from receiving Dell ProSupport Plus server recommendation reports
through email. See Opting in or opting out from ProSupport Plus server recommendation report
emails.

» Ability to create device groups based on your preference. See Device grouping.
* Ability to clear the System Event Log (SEL) of a PowerEdge server. See Clearing the System Event Log
(SEL).

* Ability to enable or disable the collection of software information and the system log from all
monitored device. See Enabling or disabling the collection of software information and the system

log.

How SupportAssist works

When SupportAssist is set up and the devices to be monitored are configured correctly, SupportAssist
receives an alert whenever a hardware event occurs on any monitored device. The received alerts are
filtered by using various policies to determine if the alerts qualify for creating a new support case or for
updating an existing support case. All qualifying alerts are sent securely to the SupportAssist server hosted
by Dell, for creating a new support case or for updating an existing support case. After the support case is
created or updated, SupportAssist collects the system information from the device that generated the
alert and sends the information securely to Dell. The system information is used by Dell Technical
Support to troubleshoot the issue and provide an appropriate solution.

% NOTE: For more information about how SupportAssist processes alerts and automatically creates
support cases, see the Dell SupportAssist: Alert Policy technical document at Dell.com/
SupportAssistGroup.

% NOTE: SupportAssist sends you automatic email notifications about support cases, device status,
network connectivity status, and so on. For information about the various email notifications, see
Types of email notifications.

SupportAssist capabilities available with Dell service
contracts

The primary benefits of SupportAssist are available only for devices that have an active Dell ProSupport or
Dell ProSupport Plus service contract. SupportAssist also detects potential hardware issues in devices that
have a Dell Basic Hardware service contract. However, a support case is not created automatically for
devices with a Basic Hardware service contract.

The following table provides a comparison of the SupportAssist capabilities supported with the Basic
Hardware, ProSupport, and ProSupport Plus service contracts.


http://www.dell.com/serviceabilitytools
http://www.dell.com/serviceabilitytools
http://www.dell.com/supportassistgroup
http://www.dell.com/supportassistgroup

Table 1. SupportAssist capabilities

detection of
hardware failures

hardware events that occur in
monitored devices and proactively
determines if the alerts indicate a
hardware failure.

v

v

SupportAssist Description Dell service contract type
capability -
Basic ProSupport | ProSupport
Hardware Plus
Proactive SupportAssist receives alerts for

v

Predictive
detection of
hardware failures*

Intelligent analysis of data collected
from a monitored device is used to
predict hardware failures that may
occur in future.

) 4

) 4

Automated data
collection

Data required for troubleshooting a
hardware failure is automatically
collected from the monitored device
and sent securely to Dell.

Automated support
case creation

When a hardware failure is detected
either proactively or predictively, a
service request is automatically
created with Dell Technical Support.

Automated email
notification

An email notification about the
support case or issue is
automatically sent to your
company’s primary and secondary
SupportAssist contacts.

Proactive response
from Dell
Technical Support

A Dell technical support agent
contacts you proactively about the
support case and helps you resolve
the issue.

Proactive parts
dispatch

Based on examination of the
collected system information, if the
Dell Technical Support agent
determines that a part needs to be
replaced to resolve the issue, a
replacement part is dispatched to
you with your consent.

ProSupport Plus
reporting

Data collected periodically by
SupportAssist enables Dell to
provide you an insight into your
company’s as-maintained
environment configuration with
proactive firmware
recommendations and other
reports.

* Predictive detection of hardware failures is applicable only for the hard drives, backplanes, and
expanders of Dell's 12th and 13th generation of PowerEdge server that have PowerEdge RAID Controller
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(PERC) Series 5 to 9. Predictive detection of hardware failures is possible only when SupportAssist is
configured to periodically collect and send system information from monitored devices to Dell.

Data collected by SupportAssist

SupportAssist continually monitors the configuration data and usage information of managed Dell
hardware and software. While Dell does not anticipate accessing or collecting personal information, such
as your personal files, web-browsing history, or cookies in connection with this program, any personal
data inadvertently collected or viewed will be treated in accordance with the Dell Privacy Policy available

for review at Dell.com/privacy.

The information encrypted in the data log sent to Dell contains the following categories of data:

¢ Hardware and software inventory — Installed devices, processors, memory, network devices, usage,
and Service Tag

« Software configuration for servers — Operating system and installed applications

* Identity information — Computer name, domain name, and IP address

+ Event data — Windows event logs, core dump, and debug logs

You can also access and view the data collected by SupportAssist. For information about viewing the
collected data, see Viewing the collected system information.

By default, SupportAssist collects data from all monitored devices, irrespective of the service contract
type of the devices, and sends the data securely to Dell. The collection of data is staggered, and the data
is collected from 10 devices at a time. For information about the default frequency of data collection, see
Default schedule for collection of system information.

ﬁ NOTE: If the security policy of your company restricts sending some of the collected data outside of
your company network, you can configure SupportAssist to exclude the collection of certain data
from monitored devices. For information on excluding the collection of certain data, see Enabling
or disabling the collection of identity information and Enabling or disabling the collection of
software information and the system log.

ﬁ NOTE: For more information about the data collected by SupportAssist and how the collected data
is used by Dell, see the Dell SupportAssist: Security Considerations technical document at Dell.com/
SupportAssistGroup.

1
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Getting started with SupportAssist

SupportAssist automates support from Dell Technical Support for Dell devices. You can use SupportAssist
to monitor one or more devices.

Basic setup

The basic setup enables SupportAssist to monitor the local system (the server on which SupportAssist is
installed). If you only have a single device that you want to monitor, only the basic setup is required. For
monitoring more than one device, you must complete the basic and advanced setup.

To complete the basic setup:

1.  Download the SupportAssist installation package. See Downloading the SupportAssist installation
package.

2. Review the requirements for installing SupportAssist. See Minimum requirements for installing and
using SupportAssist.

3. Install SupportAssist. See Installing SupportAssist.

Complete the registration of SupportAssist. See Registering SupportAssist.

5. (Optional) Update the contact information to include a secondary SupportAssist contact and a parts
dispatch address. See Viewing and updating the contact information.

Advanced setup

The advanced setup enables SupportAssist to monitor multiple devices, and includes adding each device
that you want to monitor in SupportAssist.

To complete the advanced setup:

1. Ensure that you have completed the steps listed in the “Basic setup” section.
2. Add each device that you want to monitor in SupportAssist. See Adding devices for monitoring.

3. (Optional) If your company utilizes an SMTP server (email server), configure the SMTP server settings
in SupportAssist. See Configuring the SMTP server settings.

4. (Optional) If you want to manage a set of devices as a group, create one or more device groups
based on your preference. See Device grouping.

Evaluating SupportAssist

By default, SupportAssist automatically collects system information from monitored devices at periodic
intervals, and also when a support case is created. The collected system information is then sent securely
to Dell. For information on the data collected by SupportAssist from monitored devices, see Data
collected by SupportAssist. If you have concerns about the security and data collected by SupportAssist,
you can disable certain configuration options and evaluate SupportAssist.

12



You can also view the data that is collected by SupportAssist. For information on viewing the collected
data, see Viewing the collected system information.

If the security policy of your company restricts sending some of the collected data outside of your
company network, you can use the following configuration options available in SupportAssist:

¢ You can disable the collection of identity information from all monitored devices. See Enabling or
disabling the collection of identity information.

¢ You can disable the collection of software information and the system log from all monitored devices.
See Enabling or disabling the collection of software information and the system log.

* You can disable the periodic collection of system information from all monitored devices. See
Enabling or disabling the periodic collection of system information from all devices.

* You can disable the periodic collection of system information for specific devices. See Disabling the
periodic collection of system information from specific devices.

¢ You can disable the automatic collection of system information when a support case is created. See
Enabling or disabling the automatic collection of system information.

In most cases, part or all of the data collected by SupportAssist is required by Dell Technical Support to
properly diagnose issues and provide an appropriate solution. To receive the full benefits of
SupportAssist, you must enable all the data collection options.

Downloading the SupportAssist installation package

1. Visit Dell.com/SupportAssistGroup.

The SupportAssist community page is displayed.

2. In the SupportAssist for Enterprise section, click the Download link for PowerEdge - for managing
servers.

The Dell Driver Details page is displayed.

3. Inthe Available formats section, click the Download link that is displayed in File Format:
Application.

Minimum requirements for installing and using
SupportAssist

You can install SupportAssist on a Dell PowerEdge server that meets the minimum requirements specified
in the following sections.

Hardware requirements

Table 2. Hardware requirements

Hardware For monitoring 1to 20 | For monitoring up to For monitoring up to
devices 100 devices 300 devices

Type Dell PowerEdge server Dell PowerEdge server Dell PowerEdge server
(9th to 13th generation) | (9th to 13th generation) | (9th to 13th generation)

Processor 2 cores 4 cores 4 cores

Memory (RAM) 4GB 8 GB 8 GB
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Hardware For monitoring 1to 20 | For monitoring up to For monitoring up to
devices 100 devices 300 devices
Hard drive 3GB 12 GB 32 GB

% NOTE: For monitoring a large number of devices in your environment, Dell recommends that you
install SupportAssist on a dedicated server. Periodic collections (required for ProSupport Plus
reporting) from a large number of devices may result in a high processor or memory utilization on
the monitoring server. The high resource utilization may affect other applications that are running
on the monitoring server, if the resources are shared with other applications.

Operating system requirements for installing SupportAssist
ﬁ NOTE: SupportAssist can only be installed on 64-bit operating systems.
% NOTE: SupportAssist can also be installed on a Microsoft Windows domain controller.

The server on which you want to install SupportAssist must be running one of the following Windows or
Linux operating systems.

* Windows operating systems:

— Microsoft Windows Server 2008 R2 SP1 Standard, Enterprise, and Datacenter
— Windows Server 2008 SP2 Standard, Enterprise, and Datacenter
— Windows Server 2012 R2 Standard and Datacenter
— Windows Server 2012 Standard, Essentials, and Datacenter
— Small Business Server 2008 Essentials and Standard
— Small Business Server 2011 Essentials and Standard
e Linux operating systems:

— Red Hat Enterprise Linux 7.x

— Red Hat Enterprise Linux 6.x

— Red Hat Enterprise Linux 5.x

- CentOS 7.x

- CentOS 6.x

— Novell SUSE Linux Enterprise Server 12 SP1
— SUSE Linux Enterprise Server 12

— SUSE Linux Enterprise Server 11 SP4
— SUSE Linux Enterprise Server 10 SP4
— Oracle Linux 7.x

— Oracle Linux 6.x

Web browser requirements
To view the SupportAssist user interface, one of the following web browsers is required.

% NOTE: Transport Layer Security (TLS) version 1.0 or later must be enabled on the web browser.

¢ Internet Explorer 10 or 11
¢ Morzilla Firefox 31 or later
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NOTE: On supported Linux operating systems, SupportAssist can also be accessed using the native
web browser version.

Network requirements

e Internet connection — standard Gbe network.

¢ The server on which SupportAssist is installed must be able to communicate with the SupportAssist
server hosted by Dell over the HTTPS protocol.

e The local system (the server on which SupportAssist is installed) must be able to connect to the
following destinations:

https://apidp.dell.com — end point for the SupportAssist server.

https://is.us.dell.com/FUS/api/2.0/uploadfile — the file upload server where the collected system
information is uploaded.

https://downloads.dell.com/ — for downloading Dell OpenManage Server Administrator (OMSA)
and receiving new SupportAssist release information.

% NOTE: To verify if the destinations are reachable, follow the instructions in Ensuring
successful communication between the SupportAssist application and the SupportAssist
server.

The following table lists the ports that must be open on the local system.
Table 3. Network port requirements on the local system

Port Usage

22 For adding the local system running a Linux operating system and for collecting system
information

25 For SMTP communication (required for SupportAssist to send certain email notifications
through the SMTP server utilized by your company)

80 For HTTP communication

135 For Windows Management Instrumentation (WMI) communication

162 For receiving alerts (SNMP traps) from remote devices

443 For Secure Socket Layer (SSL) communication, WS-Man communication, and verifying
SupportAssist update information

1311 For OMSA communication

2607 For opening SupportAssist securely (HTTPS) from a remote system

9090 For opening SupportAssist from the local system

61616 For processing SupportAssist tasks

The following table lists the ports that must be open on remote devices that you want to monitor by
using SupportAssist.
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Table 4. Network port requirements on remote devices

Port Usage

22 For adding a remote device that is running a Linux operating system and to collect
system information from the device

135 For WMI communication

161 For forwarding alerts (SNMP traps) to the local system

443 For Secure Socket Layer (SSL) communication and WS-Man communication
1311 For OMSA communication

Installing SupportAssist

You can install SupportAssist on a server running a supported Windows or Linux operating system. The
following sections provide the instructions required to install SupportAssist on Windows and Linux
operating systems.

% NOTE: For SupportAssist installation on Linux operating systems only: When SupportAssist is
installed on a server running a Linux operating system, SupportAssist can monitor the local system
and the remote devices running the supported Linux operating system. Monitoring remote devices
running any other operating system is only possible if the devices are added in SupportAssist for
agentless monitoring. For information on adding a device for agentless monitoring, see Adding a
device (agentless monitoring).

Installing SupportAssist (Windows)

Prerequisites

¢ Ensure that you have downloaded the SupportAssist installation package for Windows operating
systems. See Downloading the SupportAssist installation package.

¢ Ensure that the system meets the requirements for installing SupportAssist. See Minimum
requirements for installing and using SupportAssist.

Steps
1. Right-click the SupportAssist installer package and then click Run as administrator.

ﬁ NOTE: Microsoft User Access Control (UAC) requires that the installation is performed with
elevated privileges that are obtained only through the Run as administrator option. If you are
logged in to the system as an administrator, double-click the installer package to install
SupportAssist. However, ensure that you acknowledge the Open File - Security Warning dialog
box to proceed.

The Preparing to Install page is displayed briefly, and then the Welcome to Dell SupportAssist
Installer page is displayed.

2. Click Next.
The License Agreement page is displayed.
NOTE: Installing and using SupportAssist requires that you allow Dell to save certain Personally

Identifiable Information (PIl) such as your contact information, device credentials, and so on.
SupportAssist installation cannot proceed unless you agree to allow Dell to save your PII.

3. Read about the information that SupportAssist collects from monitored devices, and select | Agree.
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4. Read the Dell End User License Agreement, select | Agree, and then click Install.
The Installing Dell SupportAssist page is displayed briefly, and then the Installation Completed page
is displayed.

5. Click Finish to exit the SupportAssist installer.
The SupportAssist Login page opens in a web browser window.

SupporAssist

Login

Enter the us

Uzer Mame:

Figure 1. Login page

NOTE: If the initialization of the SupportAssist service takes longer than expected, an error
message is displayed. If this issue occurs, close the web browser and try accessing
SupportAssist later. For instructions to access SupportAssist, see Opening the SupportAssist user
interface.

NOTE: If the system is a member of a domain, you must provide the user name in the [Domain
\Username] format. For example, MyDomain\MyUsername. YOu can also use a period [ . ] to
indicate the local domain. For example, .\Administrator.
6. Type the Microsoft Windows operating system user name and password, and then click Log In.
The Dell SupportAssist Setup Wizard is displayed.

Next steps
Follow the instructions in the Dell SupportAssist Setup Wizard to complete the registration of
SupportAssist.

Installing SupportAssist (Linux)

Prerequisites
e Ensure that you have downloaded the SupportAssist installation package for Linux operating systems.
¢ Ensure that you are logged in to the system with root privileges.

e Ensure that Net-SNMP is installed on the system. For information on installing Net-SNMP, see
Installing Net-SNMP (Linux only).
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% NOTE: If you choose to install Net-SNMP after installing SupportAssist, ensure that you run the
script file, snmptrapdServiceConfiguration.sh, after installing Net-SNMP. The script file will be
available at /opt/dell/supportassist/scripts after the installation of SupportAssist is completed.

* Ensure that the system meets the requirements for installing SupportAssist. See Minimum
requirements for installing and using SupportAssist.

Steps
1. Open the terminal window on the system running the Linux operating system.
2. Browse to the folder where the SupportAssist installation package is available.
3. Perform one of the following:
* Type chmod 744 supportassist_1.x.x.bin and press Enter.
* Type chmod +x supportassist_1.x.x.bin and press Enter.
4. Type ./supportassist_1.x.x.bin and press Enter.
The Welcome to the Dell SupportAssist Installer message is displayed.
5. To continue, type c.
The SupportAssist License Agreement is displayed.
6. Read the license agreement and type y to start the installation.
After the installation is completed, the SupportAssist Login page opens in a web browser window.

SupporAssist

Login

Enter the UseINAME 3 ed foryour operati 27 login.

Figure 2. Login page

% NOTE: If the initialization of the SupportAssist service takes longer than expected, an error
message is displayed. If this issue occurs, close the web browser and try accessing
SupportAssist later. For instructions to access SupportAssist, see Opening the SupportAssist user
interface.
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NOTE: If you are using a Linux terminal emulator such as PUTTY to remotely install

SupportAssist, the SupportAssist Login page is not displayed. In such a scenario, you must

access the SupportAssist Login page by using one of the following methods:

* Login to a remote system and access the following web address by using a web browser:
https://<IP address or host name of server on which SupportAssist is
installed>:2607/SupportAssist

ﬁ NOTE: You can access SupportAssist from a remote system only if port 2607 is open
on the system where SupportAssist is installed.

* Login to the local system and access the following web address by using a web browser:
http://localhost:9090/SupportAssist

7. Type the user name and password of a user with root privileges on the system where SupportAssist is
installed, and then click Log In.

The Dell SupportAssist Setup Wizard is displayed.

Next steps
Follow the instructions in the Dell SupportAssist Setup Wizard to complete the registration of
SupportAssist.

Installing SupportAssist in silent mode (Linux)

Prerequisites
¢ Ensure that you have downloaded the SupportAssist installation package for Linux operating systems.
e Ensure that you are logged in to the system with root privileges.

¢ Ensure that Net-SNMP is installed on the system. For information on installing Net-SNMP, see
Installing Net-SNMP (Linux only).

ﬁ NOTE: If you choose to install Net-SNMP after installing SupportAssist, ensure that you run the
script file, snmptrapdServiceConfiguration.sh, after installing Net-SNMP. The script file will be
available at /opt/dell/supportassist/scripts after the installation of SupportAssist is completed.

¢ Ensure that the system meets the requirements for installing SupportAssist. See Minimum
requirements for installing and using SupportAssist.

Steps
1. Open the terminal window on the system running the Linux operating system.
2. Browse to the folder where the SupportAssist installation package is available.
3. Perform one of the following:

e Type chmod 744 supportassist_1.x.x.bin and press Enter.

* Type chmod +x supportassist_1.x.x.bin and press Enter.
4. Type ./supportassist_1.x.x.bin silent and press Enter.

Next steps
Follow the instructions in the Dell SupportAssist Setup Wizard to complete the registration of
SupportAssist.

Registering SupportAssist

Prerequisites

e If the system on which you have installed SupportAssist connects to the Internet through a proxy
server, ensure that you have the details of the proxy server.
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Ensure that you have the details of the contact you want to assign as your company’s primary contact
for SupportAssist.

About this task

The Dell SupportAssist Setup Wizard guides you through configuring the proxy server settings (if
applicable) and completing the registration. The setup wizard is displayed when you log in to
SupportAssist for the first-time.

NOTE: In Internet Explorer, if the Internet Explorer Enhanced Security Configuration feature is
enabled, the SupportAssist Setup Wizard is not displayed.

NOTE: It is mandatory to complete all applicable steps displayed on the setup wizard before you
can use SupportAssist. If you do not complete all applicable steps in the setup wizard, whenever you
log in to SupportAssist, the SupportAssist Setup Incomplete page is displayed. On this page, you
can click Setup to open the setup wizard and complete the applicable steps.

Steps

1
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On the Welcome page, click Next.
SupportAssist verifies connectivity to the Internet.
« If SupportAssist is able to connect to the Internet, the Registration page is displayed.

» If SupportAssist is unable to connect to the Internet, a message prompts you to confirm if the
system connects to the Internet through a proxy server. If you click Yes, the Proxy Settings page
is displayed.

If the system connects to the Internet directly, but the Internet connectivity issue persists, contact
your network administrator for assistance.

If the Proxy Settings page is displayed:

a. Inthe Address field, type the IP address or host name of the proxy server.

b. Inthe Port field, type the port number of the proxy server.

c. If auser name and password is required to connect to the proxy server, select Requires
authentication, and type the user name and password in the appropriate fields.

d. Click Next.

SupportAssist verifies connectivity to the Internet through the proxy server. If the connection is
successful, the Registration page is displayed. Else, an error message is displayed. If the proxy server
connectivity issue persists, contact your network administrator for assistance.



Dell SupportAssist Setup Wizard

Welcome (v Registration

Redi = * Required fields
> egistration Provide your registration infarmation.

Click Mext to register SupportAssist.

Company Information
* Company Name * CountrdTerritory
Select a Country

Primary Contact Information
* First Name * Last Mame

* Phone Mumhber Alternate Phone Mumber

* Email Address

Step 2of3 Back| m Cancell

Figure 3. Registration page

3. Onthe Registration page, provide the following information:

« Company Name — The company name must contain one or more printable characters, and must
not exceed 256 characters.

» Country/Territory — Select your country or territory.

» First Name — The first name can contain letters, quotation marks [ "], periods [ . ], spaces, and
must not exceed 50 characters.

+ Last Name — The last name can contain letters, quotation marks [ '], periods [ . ], spaces, and
must not exceed 50 characters.

* Phone Number — The phone number must contain a minimum of 10 characters and must not
exceed 50 characters. The phone number can be provided in the international format, including
special characters suchas (,), +,and —.

* Alternate Phone Number — Optional, with the same requirements as the Phone Number.

+ Email Address — Provide the email address in the name@company.com format. It must contain a
minimum of five characters and not exceed 50 characters.

NOTE: Ensure that you use an English keyboard layout to type data in the Phone Number,
Alternate Phone Number, and Email Address fields. If a native keyboard layout or non-English
language is used to type data in these fields, an error message is displayed.

% NOTE: After registering SupportAssist, you can update the primary contact information and also
provide a secondary contact information. If the primary contact is unavailable, Dell will contact
your company through the secondary contact. If both the primary and secondary contacts are
configured with valid email addresses, both receive SupportAssist emails. For information on
updating the contact information, see Viewing and updating the contact information.

4. Click Next.
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SupportAssist connects to Dell and completes the registration. If the registration is successful, the
Summary page is displayed. Else, an error message is displayed. If the registration issue persists,
contact your network administrator for assistance.

5. Click Finish.
The SupportAssist Cases page is displayed.

SupportAssist performs the following tasks automatically in the background:

e SupportAssist verifies if Dell OpenManage Server Administrator (OMSA) is installed on the local system:

— If OMSA is either not installed or requires an upgrade, the recommended version of OMSA is
downloaded and installed automatically. The local system is listed on the Device Inventory page

with an J Installing OMSA status. After the installation of OMSA is completed, the status

changes to OK.
— If the recommended version of OMSA is already installed, the local system is listed on the Device

Inventory page with an OK status.

A CAUTION: Without OMSA, SupportAssist will not be able to monitor the local system.

% NOTE: The SupportAssist recommended version of OMSA may vary depending on the generation of
the PowerEdge server and the operating system running on the server. For information on the
recommended versions of OMSA, see the Dell SupportAssist Version 1.2 for Servers Support Matrix
at Dell.com/ServiceabilityTools.

% NOTE: If an issue occurs during the installation of OMSA, an appropriate status is displayed on the
Device Inventory page. To try installing OMSA again, you can use the Install/Upgrade OMSA option
available in SupportAssist. See Installing or upgrading OMSA.

Next steps

» If you have installed SupportAssist on a server running a Linux operating system that has Security
Enhanced Linux (SELinux) enabled, set up the device to receive alerts from remote devices. For more
information, see Setting up an SELinux enabled system to receive alerts.

* Add the devices that you want to monitor in SupportAssist. For more information, see Adding devices
for monitoring.

* (Optional) If your company utilizes an SMTP server (email server), configure the SMTP server settings
in SupportAssist. This enables SupportAssist to utilize the SMTP server to send you device status and
connectivity status email notifications. For more information, see Configuring the SMTP server
settings.

e (Optional) Update the contact details of the primary and secondary SupportAssist contacts and
provide a parts dispatch address. See Viewing and updating the contact information.

* (Optional) If you want to manage a set of devices as a group, create one or more device groups based
on your preference. See Device grouping.

Setting up an SELinux enabled system to receive alerts

About this task

Security-Enhanced Linux (SELinux) is a security module that authorizes or prevents operations in Linux
operating systems. When SELinux is enabled on the system running SupportAssist, alerts (SNMP traps)
from remote devices are not received by SupportAssist. Without receiving alerts, SupportAssist will not be
able to identify hardware issues that may occur on remote devices. Therefore, you must perform the
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following steps on the system running SupportAssist to allow SupportAssist to receive alerts from remote
devices.

% NOTE: SELinux is enabled by default in the following operating systems:

¢ Red Hat Enterprise Linux 6 or 7
e CentOS6or7
¢ Oracle Enterprise Linux 6 or 7

Steps
1. Open the terminal window and create a policy file named supportassistpolicy.te.
2. Open the policy file (supportassistpolicy.te) and type the following:

module supportassistpolicy 1.0;

require {
type websm port t;
type snmpd t;
type root t;
class tcp socket name connect;
class dir { write add name };
class file { write getattr open create };

allow snmpd t websm port t:tcp socket name connect;
allow snmpd t root t:dir write;

allow snmpd t root t:dir add name;

allow snmpd t root t:file { write create open getattr };

3. Save the policy file.
4. Browse to the folder where you saved the policy file.

5. Type checkmodule -M -m -o supportassistpolicy.mod supportassistpolicy.te and
press Enter.

6. Type semodule package -o supportassistpolicy.pp -m supportassistpolicy.mod and
press Enter.

7. Type semodule -i supportassistpolicy.pp and press Enter.

Upgrading SupportAssist (Windows only)

If SupportAssist is installed on a Windows operating system, you can upgrade from SupportAssist version
1.0 or 1.0.1 to version 1.2.

Prerequisites

Ensure that you have downloaded the latest version of SupportAssist. See Downloading the SupportAssist
installation package.

Steps
1. Right-click the SupportAssist installer package and click Run as administrator.

% NOTE: Microsoft User Access Control (UAC) requires that the installation is performed with
elevated privileges that are obtained only through the Run as administrator option. If you are
logged in to the system as an administrator, double-click the installer package to install
SupportAssist. However, ensure that you acknowledge the Open File - Security Warning dialog
box to proceed.
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The Dell SupportAssist - InstallShield Wizard window is displayed.

2. At the This setup will perform an upgrade of '‘Dell SupportAssist’. Do you want to continue?
prompt, click Yes.

The Preparing to Install page is displayed briefly, and then the Welcome to Dell SupportAssist
Installer page is displayed.

3. Click Upgrade.
The Installing Dell SupportAssist page is displayed, and then the Installation Completed page is
displayed.

4. Click Finish.
The SupportAssist Login page opens in a web browser window.

5. Type the Microsoft Windows operating system user name and password, and then click Log In.

The SupportAssist Cases page is displayed. Devices that you added in the previous version of
SupportAssist are displayed in the Device Inventory page.

Opening the SupportAssist user interface

You can open the SupportAssist user interface using one of the following methods:

If you are logged in to the server on which SupportAssist is installed:

— If the server is running a Windows operating system, double-click the Dell SupportAssist
desktop icon.

— If the server is running Windows Server 2008 or Windows Small Business Server 2011, click
Start— All Programs— Dell— SupportAssist— SupportAssist.

— If the server is running Windows Server 2012, point to the bottom-left corner of the screen,
and then click the Start icon. On the Start screen, click the SupportAssist tile.

— If the server is running a Linux operating system, click Applications — System Tools — Dell
SupportAssist.

— Open a web browser and type the address in the following format:
http://localhost:9090/SupportAssist

To access SupportAssist from a remote system, open a web browser and type the address in the
following format:

https://<IP address or host name of server on which SupportAssist is
installed>:2607/SupportAssist

For example, https://10.25.35.1:2607/SupportAssist.

— If you are using Internet Explorer, the following message is displayed: There is a problem with
this website's security certificate. To open SupportAssist, click Continue to this website (not
recommended).

— If you are using Mozilla Firefox, the following message is displayed: This Connection is
Untrusted. To open SupportAssist, click | Understand the Risks, and then click Add
Exception. In the Add Security Exception window, click Confirm Security Exception.

The SupportAssist Login page is displayed in the web browser.
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NOTE: The recommended screen resolution for optimally viewing the SupportAssist user
interface is 1280 x 1024 or higher.

Logging in to SupportAssist

1. Inthe SupportAssist Login window, type the user name and password in the appropriate fields.

% NOTE: You must provide the user name and password of a user account that is a member of
the SupportAssistAdmins, SupportAssistUsers user group. If SupportAssist is installed on a
Linux operating system, you can also provide the user name and password of a user account
that is a member of the root or users user group. For information on the SupportAssist user
groups, see SupportAssist user groups.

% NOTE: If the system on which SupportAssist is installed is a member of a Windows domain, you
must provide the user name in the [Domain\Username] format. For example, MyDomain
\MyUsername. You can also use a period [ . ] to indicate the local domain. For example, .
\Administrator.

2. Click Log In.
The SupportAssist Cases page is displayed.

NOTE: By default, after 14 minutes of inactivity, a Session Timeout message is displayed. If you
want to continue the session, click Renew. If no response is received within a minute, you will
be logged out automatically.

Logging out of SupportAssist

1. Point to the user name link that is displayed at the top-right of the SupportAssist header area.
The Connectivity Test and Logout options are displayed.
2. Click Logout.
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Adding devices for monitoring

To enable SupportAssist to monitor devices and automatically create a support case if an issue occurs,
you must add the devices in SupportAssist. SupportAssist can monitor a device through the following
methods:

* Agent-based monitoring — In this method, an agent acts as an interface between the device and
SupportAssist. The agent generates an alert (SNMP trap) whenever a hardware event occurs on the
device. For monitoring a device using the agent-based method, SupportAssist depends on the Dell
OpenManage Server Administrator (OMSA) agent. The OMSA agent is an application that monitors the
health of various components of the device on which it is installed. Whenever a hardware event
occurs on the device, the OMSA agent generates an alert. SupportAssist processes the alert to
determine if the alert qualifies for creating a support case. For instructions to add a device for agent-
based monitoring, see Adding a device (agent-based monitoring).

% NOTE: Without OMSA, SupportAssist will not be able to monitor a device through the agent-
based monitoring method.

ﬁ NOTE: Installation of OMSA may not be supported on certain operating systems. SupportAssist
may be able to monitor devices running such operating systems only through the agent-based
monitoring method. For information on the operating system requirements for agent-based
monitoring, see the Dell SupportAssist Version 1.2 for Servers Support Matrix at Dell.com/
ServiceabilityTools.

» Agentless monitoring — In this method, the Integrated Dell Remote Access Controller (iDRAC)
available on the device acts as an interface between the device and SupportAssist. Whenever a
hardware event occurs on the device, the iDRAC generates an alert. SupportAssist processes the alert
to determine if the alert qualifies for creating a support case. For instructions to add a device for
agentless monitoring, see Adding a device (agentless monitoring).

% NOTE: Agentless monitoring is supported only for Dell's 12th and 13th generation of PowerEdge
servers (iDRAC 7 and iDRAC 8).

% NOTE: The iDRAC can be configured to send alerts through SNMP and IPMI. However,
SupportAssist can only receive alerts sent through SNMP. To ensure that SupportAssist receives
alerts sent from an iDRAC, you must ensure that all SNMP Trap options are selected in the Alerts
and Remote System Log Configuration section of the iDRAC web console.

Benefits of agent-based monitoring

Even though Dell's 12th and 13th generation of PowerEdge servers can be monitored through the
agentless (iDRAC) method, agent-based (OMSA) method has the following benefits:

* Alert generation capabilities of OMSA and iDRAC are not the same. In Dell's 13th generation of
PowerEdge servers, the alert generation capabilities of OMSA and iDRAC are almost similar. However,
alerts from chipset and software RAID are available only through OMSA.

» For devices with a ProSupport Plus service contract, Dell's recommendations for operating system
and software component versions are available only if the device is monitored through OMSA.

*  OMSA is the only option available for monitoring Dell's 9th to 11th generation of PowerEdge servers.
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Adding a device (agent-based monitoring)

Prerequisites

e Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

« Ensure that the device is reachable from the server on which SupportAssist is installed.
¢ Ensure that you have the host name or IP address, user name, and password of the device.

« |If the device is running a Microsoft Windows operating system, Windows Management
Instrumentation (WMI) service must be running on the device.

* |If the device is running a Linux operating system:

— Secure Shell (SSH) service must be running on the device.

— SSH password authentication must be enabled (enabled by default).

— Unzip package must be installed on the device.
¢ If the device is running VMware ESXi, SSH service must be running on the device.
e Port 1311 must be open on the device for OMSA communication.

+ |If the device connects to the internet through a proxy server, ensure that the following ports are open
on the proxy server firewall: 161, 22 (for adding devices running Linux), 135 (for adding devices
running Windows), and 1311.

* Review the requirements for installing OMSA on the device. For more information, see the “Installation
Requirements” section in the Dell OpenManage Server Administrator Installation Guide at Dell.com/
OpenManageManuals.

About this task

Adding a device enables SupportAssist to receive alerts and collect system information from the device.
To discover and add a device for agent-based monitoring, SupportAssist requires you to provide the
details of the device. While discovering and adding the device, you are prompted to allow SupportAssist
to perform the following tasks that are required for monitoring the device:

« Install or upgrade OMSA — OMSA is required to generate alerts for hardware events that occur on the
device.

+ Configure SNMP — Configuration of SNMP settings is required to forward alerts from the device to
SupportAssist.

Steps

1. Click Devices.
The Device Inventory page is displayed.

2. Click Add.
The Add Device window is displayed.
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Add Device

* Host MamefP Address:

Display Mame:

*LUsaername:

*Passwoard:

Figure 4. Add Device window

3. Type the host name or IP address of the device, display name (optional), user name, and password in
the appropriate fields.

% NOTE: Dell recommends that you provide the host name of the device. If the host name is not
available, you may provide the IP address of the device.

% NOTE: SupportAssist requires the user name and password to log in to the device and run a
component that collects the device information and uploads it to Dell. Therefore, the user
name and password you provide must have:

* Local administrator or domain administrator rights and WMI access on the device (if the
device is running a Windows operating system)

* Root, super user, or sudo user rights (if the device is running a Linux operating system). If
you provide the user name and password of a sudo user, ensure that the sudo user is
configured for SupportAssist. For information on configuring the sudo user, see Configuring
sudo access for SupportAssist (Linux).

% NOTE: If the system is a member of a Windows domain, you must provide the user name in the
[Domain\Username] format. For example, MyDomain\MyUsername. YOu can also use a period
[.]to indicate the local domain. For example, .\Administrator.

Example of a Linux user name: root
4. Click Add.

The Add Device window is displayed, prompting you to allow SupportAssist to configure SNMP (if
applicable) and install/upgrade OMSA on the device (if applicable).
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Figure 5. Add device tasks

If SupportAssist can configure the SNMP settings of the device, the Configure SNMP option is
automatically selected in the Add Device window.

NOTE: The Configure SNMP option is disabled in the Add Device window if the device is
running Citrix XenServer, VMware ESXi, or Oracle Virtual Machine.

NOTE: Configuring SNMP sets the alert destination of a device, and ensures that alerts from the
device are forwarded to the server running SupportAssist. The alert destination of the device is
set to the IP address of the server running SupportAssist.

If SupportAssist has detected that OMSA is either not installed or requires an upgrade, the Install/
Upgrade OMSA option is selected in the Add Device window.

ﬁ NOTE: The Install/Upgrade OMSA option is disabled in the Add Device window in the following
scenarios:

e SupportAssist has detected that the recommended version of OMSA is already installed on
the device.

e SupportAssist does not support the automatic installation of OMSA on the device.

* Installation of OMSA is not supported on the device.

* SupportAssist has detected that OMSA is installed on the device, but is unable to identify the
version of OMSA.

% NOTE: Automatic installation of OMSA through SupportAssist is not supported on devices
running Citrix XenServer, VMware ESXi, or ESX. To allow SupportAssist to detect hardware
issues on these devices, you must manually download and install OMSA.

% NOTE: Installation of OMSA is not supported on devices running CentOS, Oracle Virtual
Machine, and Oracle Enterprise Linux. SupportAssist will only collect and upload system
information from these devices. SupportAssist will not detect, through agent-based monitoring,
hardware issues that may occur on these devices.

CAUTION: Without OMSA and SNMP configuration, SupportAssist will not be able to identify
hardware issues that may occur on the device.

5. Click OK.

29



The device is listed on the Device Inventory page with an appropriate status:

¢ When SupportAssist is configuring the SNMP settings, the device displays a J Configuring
SNMP status.

¢ When SupportAssist is installing or upgrading OMSA, the device displays an J Installing OMSA
status.

After the installation of OMSA and configuration of SNMP are completed, the device status changes

to OK. If the device displays an 8 error status, click the error link to see a description of the
issue and the possible resolution steps.

NOTE: If an issue occurs during the SNMP configuration or OMSA installation, the device
displays an appropriate status on the Device Inventory page. To retry the OMSA installation or
SNMP configuration, you can use the More Tasks list available on the Device Inventory page.

Related Links
Add Device

Configuring the alert (SNMP trap) destination

Configuring the alert destination of a device ensures that SupportAssist receives alerts from the device. By
default, when you add a device, SupportAssist enables you to automatically configure the alert
destination of the device. If the automatic SNMP configuration is unsuccessful, you can configure the
SNMP settings of a device by using the following methods:

* Running a script file — The SupportAssist installation folder includes two script files (one for Microsoft
Windows and another for Linux) that you can use to configure the alert destination of a monitored
device.

¢ Manually configure the SNMP settings — You can configure settings by accessing the SNMP trap
service.

NOTE: You can retry the automatic configuration of the alert destination at any time using the
Configure SNMP option available in SupportAssist. For information on using the Configure SNMP
option, see Configuring SNMP settings using SupportAssist.

The following sections provide the information required to configure the alert destination of a device.

Related Links
Configuring the alert destination using the script file (Windows)
Manually configuring the alert destination (Windows)
Configuring the alert destination using the script file (Linux)
Manually configuring the alert destination (Linux)

Configuring the alert destination using the script file (Windows)
Prerequisites

¢ Microsoft Windows PowerShell version 1.0 or later must be installed on the device.

% NOTE: The script file is supported only on Windows PowerShell. It is not supported on Windows
PowerShell (x86), Windows PowerShell ISE, or Windows PowerShell ISE (x86).

e Ensure that you have administrator rights on the device to run the PowerShell script file.
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» Ensure that you have write permissions on the C:\ drive of the device.

» If the device is running Windows 2003, ensure that the SNMP service is installed. On all other
supported operating systems, the script file installs the SNMP service if it is not installed already.

The script file is supported only on devices running the following operating systems:
* Windows Server 2003

e Windows Server 2008 R2 SP1 (64-bit)

o Windows Server 2008 SP2 (64-bit)

* Windows Server 2008 SP2 (32-bit)

¢ Windows Small Business Server 2008

¢ Windows Small Business Server 2011

* Windows Server 2012

«  Windows Server 2012 R2

e Server Core for Windows Server 2012

Steps
1. On the server on which SupportAssist is installed, browse to the C:\Program Files\Dell\SupportAssist
\scripts folder.

2. Copy the script file (WindowsSNMPConfig.psl) located in the folder and paste the file at a desired
location (for example, C:\temp) on the device.

3. Perform one of the following, depending on the operating system running on the device:

¢ In Windows Server 2012, on the Start screen, right-click the Windows PowerShell tile, and in the
app bar, click Run as administrator.

¢ In Windows Server 2003, 2008, or Windows Small Business Server 2011, click Start, type
PowerShell, right-click Windows PowerShell, and then click Run as administrator.

4. Set the PowerShell execution policy as appropriate on the device. For example, type the following
command: Set-ExecutionPolicy RemoteSigned or Set-ExecutionPolicy AllSigned.

5. Run the script file on the device using the following syntax: <script file path> -hosts
<IP address of server on which SupportAssist is installed>. Forexample, ./
WindowsSNMPConfig.psl -hosts 10.55.101.20.

6. If Verisign is not included as a trusted publisher on the device, you are prompted to confirm if you
want to run the software from an untrusted publisher. Press <R> to run the script.

Related Links
Configuring the alert (SNMP trap) destination

Manually configuring the alert destination (Windows)

Perform the following steps to manually configure the alert destination of a monitored device running
Microsoft Windows:

1. Openacommand prompt, type services.msc, and press Enter.
The Services window is displayed.
2. Browse the list of services, and ensure that the status of the SNMP Service is displayed as Started.
3. Right-click SNMP Service and select Properties.
The SNMP Service Properties window is displayed.
4. Click the Traps tab, and perform the following:

a. In the Community name box, type the community name, and click Add to list.
b. In Trap destinations, click Add.

31



The SNMP Service Configuration window is displayed.

c. Inthe Host name, IP or IPX address field, type the host name or IP address of the server on which
SupportAssist is installed, and click Add.

5. Click Apply.
6. In the Services window, right-click SNMP Service and click Restart.

Related Links
Configuring the alert (SNMP trap) destination

Configuring the alert destination using the script file (Linux)

Prerequisites

¢ Ensure that Net-SNMP is installed on the system. For information on installing Net-SNMP, see
Installing Net-SNMP (Linux only)

¢ Ensure that you have root privileges on the device.

The script file is supported only on devices running the following operating systems:
o Red Hat Enterprise Linux 5.5 (32-bit and 64-bit)

e Red Hat Enterprise Linux 5.7 (32-bit and 64-bit)

» Red Hat Enterprise Linux 5.8 (32-bit and 64-bit)

o Red Hat Enterprise Linux 5.9 (32-bit and 64-bit)

e Red Hat Enterprise Linux 5.10 (32-bit and 64-bit)

» Red Hat Enterprise Linux 5.11 (32-bit and 64-bit)

e Red Hat Enterprise Linux 6.1 (64-bit)

e Red Hat Enterprise Linux 6.2 (64-bit)

» Red Hat Enterprise Linux 6.3 (64-bit)

e Red Hat Enterprise Linux 6.4 (64-bit)

e Red Hat Enterprise Linux 6.5 (64-bit)

» Red Hat Enterprise Linux 6.7 (64-bit)

e Red Hat Enterprise Linux 7.0 (64-bit)

e Red Hat Enterprise Linux 7.1 (64-bit)

* Red Hat Enterprise Linux 7.2 (64-bit)

e SUSE Linux Enterprise Server 10 SP3 (32-bit and 64-bit)
e SUSE Linux Enterprise Server 10 SP4 (32-bit and 64-bit)
e SUSE Linux Enterprise Server 11 (64-bit)

e SUSE Linux Enterprise Server 11 SP1 (32-bit and 64-bit)
e SUSE Linux Enterprise Server 11 SP2 (64-bit)

e SUSE Linux Enterprise Server 11 SP3 (64-bit)

e SUSE Linux Enterprise Server 11 SP4 (64-bit)

e SUSE Linux Enterprise Server 12 (64-bit)

e SUSE Linux Enterprise Server 12 SP1 (64-bit)

¢ Cent0S7.0

« Cent0S6.0

e Oracle Linux 7.1

¢ Oracle Linux 6.7

e VMware ESX 4.1
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Steps

1. On the server on which SupportAssist is installed, browse to the C:\Program Files\Dell\SupportAssist
\scripts folder.

2. Copy the script file (LinuxSNMPConfig.sh) located in the folder and paste the file at a desired location
(for example, \root) on the device.

3. Open the terminal window and log in as a user with root privileges.

4. Run the script file on the device using the following syntax: sh LinuxSNMPConfig.sh -d <IP
address of the server on which SupportAssist is installed>. For example, sh
LinuxSNMPConfig.sh -d 10.10.10.10.

Related Links
Configuring the alert (SNMP trap) destination

Manually configuring the alert destination (Linux)

Perform the following steps to manually configure the alert destination of a monitored device running
Linux:

Run the command rpm -ga | grep snmp, and ensure that the net-snmp package is installed.
Run cd /etc/snmp to navigate to the snmp directory.

Open snmpd.conf in the VI editor (vi snmpd.conf).

p NP

Search snmpd.conf for # group context sec.model sec.level prefix read write notif and ensure that
the values for fields read, write, and notif are set to all.

5. At the end of the snmpd.conf file, just before Further Information, add an entry in the following
format: Trapsink <IP address of the server on which SupportAssist is
installed> <community string> For example, trapsink 10.94.174.190 public.

6. Restart the SNMP services (service snmpd restart).

Related Links
Configuring the alert (SNMP trap) destination

Adding a device (agentless monitoring)

Prerequisites

+ Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

e Ensure that the device is a 12th or 13th generation Dell PowerEdge server (iDRAC7 or iDRACS). For
information on identifying the generation of a PowerEdge server, see |dentifying the generation of a
PowerEdge server.

e Ensure that the device is reachable from the server on which SupportAssist is installed.
¢ Ensure that you have the IP address, user name, and password of the iDRAC.

+ |f the device connects to the internet through a proxy server, ensure that the following ports are open
on the proxy server firewall: 161 and 443.

¢ Ensure that an Enterprise or Express license is installed on the iDRAC. For information on purchasing
and installing an Enterprise or Express license, see the “Managing Licenses” section in the iIDRAC
User’s Guide at Del.com/ESMmanuals.

About this task

Adding a device enables SupportAssist to receive alerts and collect system information from the device.
To add a device for agentless monitoring, SupportAssist requires you to provide the details of the iDRAC
available on the device.
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Steps
1. Click Devices.

The Device Inventory page is displayed.
2. Click Add.

The Add Device window is displayed.

Add Device

* Host MamedlP Address:

Display Marme:

*LUzername:

* Password:

Figure 6. Add Device window

3. Type the iDRAC IP address, display name (optional), user name, and password in the appropriate
fields.

NOTE: SupportAssist requires the user name and password to log in to the iDRAC and run a
component that collects the system information from the device and sends it securely to Dell.
Therefore, the user name and password you provide must have administrator rights on the
iDRAC.
4. Click Add.
The Add Device window is displayed, prompting you to allow SupportAssist to configure the SNMP
settings of the iDRAC.
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Add Device

Click OK to allow Supporthssist to perform the following tasks
that are required for monitaring the device.

¥ Configure SNMP
SMMP configuration is required for Supportdssist to receive
alerts from the device.

[T InstalliUpgrade OMSA
Supportdssist will monitor the device through the integrated
Dell Remate Access Controller (iIDRAC). Therefore, installation
or upgrade of Dell Opentanage Server Administrator (OMSA)
iz not required.

m Cancel I

Figure 7. Add device task

NOTE: Configuring SNMP sets the alert destination of a device, and ensures that alerts from the
device are forwarded to the server running SupportAssist. The alert destination of the device is
set to the IP address of the server running SupportAssist.

NOTE: By default, the Configure SNMP option is selected on the Add Device window. The
Install/Upgrade OMSA option is disabled because OMSA is not required for monitoring the
device through the agentless method.

5. Click OK.
The device is listed on the Device Inventory page with a J Configuring SNMP status. After
configuring the SNMP settings, SupportAssist automatically verifies if the iDRAC can forward alerts
successfully. If the verification of the SNMP configuration is successful, the status changes to
OK. If the device displays an 9 error status, click the error link to see a description of the issue and
the possible resolution steps.

Next steps

% NOTE: If an issue occurs during the SNMP configuration, the device displays an appropriate status

on the Device Inventory page. To retry the SNMP configuration, you can use the More Tasks list
available on the Device Inventory page.

Manually configuring the alert destination of iDRAC by using the web
interface

Perform the following steps to manually configure the alert destination of an iDRAC:

Eal A

Log in to the iDRAC web interface.

Go to Overview — Server — Alerts.

In the Alerts section, make sure that the Enabled option is selected.

In the Alerts Filter section, make sure that the following options are selected:
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10.

11.
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e System Health

» Storage

+ Configuration
¢ Audit

* Updates

* Warning

e Critical

In the Alerts and Remote System Log Configuration section, make sure that all fields in the SNMP
Trap column are selected.

Click SNMP and Email Settings.
In the IP Destination List section, select the State option to enable the alert destination field.

You can specify up to eight destination addresses. For more information about the options, see the
iDRAC Online Help.

In the Destination Address field, type the IP address of the server on which SupportAssist is installed.

Type the iDRAC SNMP community string (for example, public) and the SNMP alert port number (for
example, 162) in the appropriate fields.

For more information about the options, see iDRAC Online Help.

NOTE: The community string value indicates the community string to be used in a Simple
Network Management Protocol (SNMP) alert trap sent from iDRAC. Ensure that the destination
community string is the same as the iDRAC community string. The default community string is
Public.

Click Apply.

The alert destination is configured.

In the SNMP Trap Format section, make sure that either SNMP v1 or SNMP v2 is selected, and click

Apply.

iDRAC is now configured to forward alerts to the server running SupportAssist.

NOTE: For information on configuring alert destination of an iDRAC using other methods, see
the “Configuring IP Alert Destinations” section in the iDRAC User’s Guide at Dell.com/
ESMmanuals.
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Viewing cases and devices

The SupportAssist user interface displays the automatically created support cases and the devices you
have added for monitoring. You can filter and sort the displayed cases and devices data based on your
preference.

NOTE: SupportAssist does not create a support case for every alert received from a monitored
device. A support case is created only if the alert type and number of alerts received from a device
match with the predefined criteria for support case creation.

Viewing support cases

To view the support cases that may have been created automatically, click the Cases tab displayed in the
SupportAssist user interface. A progress indicator may appear at the bottom of the page to indicate that
SupportAssist is in the process of updating the cache of open support cases.

Cases Devices Settings

Cases
(¥ Refresh
Name/IP Address T Status T Number T Title T Service Contract T Device Type T Service Tag Y Date Opened T
WCG: ENTPRISE| PS|
FA| Server| Windows|
Device #11 In Progress 801222357 ProSupport Server 1QGBYF1 02/02/2016

uncorrectable multiple
medium errors

Figure 8. Cases page
% NOTE: By default, the case list is sorted by Date Opened, in descending order.

% NOTE: Support cases that were opened prior to SupportAssist installation and support cases that
were opened when you contacted Dell Technical Support are not displayed on the Cases page.

Support case information is automatically available, for supported devices that have valid Service Tags
when SupportAssist connects to the Dell support case and service contract databases over the internet.
Support case information is refreshed only in the following situations:

e When you open the Cases page.

e When you click the C" Refresh link on the Cases page.
* When the Cases page is open and you refresh the web browser window.

After SupportAssist has completed its open support cases update, the Cases page displays the current
support cases. For information on the fields and details displayed on the Cases page, see Case list.

Viewing the device inventory

To view the device inventory, click the Devices tab displayed in the SupportAssist user interface.
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Cases Devicas Settings

Inventary Groups

Device Inventory
o Add More Tasks v (* Refresh
- HameP Address T Model T Status
4 Ungrouped Devices - Total Devices: (3)
- Serer_IDRAC #1 u PowerEdge RA20 Ok V2016 10:57:42 AWM
Caollection in progress
] Server_Linux#1 u PowerEdge RA20 Ok 1212016 11:14:45 A

Caollection in progress

[ Server_Linux#2 PowerEdge R420 Ok V22016 112646 AW
Figure 9. Device Inventory page
% NOTE: The Device Inventory page is refreshed automatically every 3 minutes.
% NOTE: By default, the device inventory is sorted by Device Name, in ascending order.

For information on the fields and details displayed on the Device Inventory page, see Device inventory.

Viewing the device overview

You can view details of a device such as the IP address, device type, model number, Service Tag,
collection status, collection history, and so on in the Device Overview window. From the Device
Overview window, you can also access the configuration viewer that allows you to view the data
collected from a device by SupportAssist.

1. Click the Devices or Cases tab.
2. Click the name of a device.
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Device Overview

Name: Device 1

IP Address / Hostname :10.94.217.44

Service Tag: JEX2F02

Device Type: Server

Model: PowerEdge R520

0S Type: Red Hat Enterprise Linux Server

View Collection : Select

Next Collection Scheduled :

Monday, Mar 7, 2016

Figure 10. Device Overview

The Device Overview window is displayed.

Related Links
Device Overview

Filtering the displayed data

You can filter the data displayed on the Device Inventory and Cases pages based on your preference.

1. Click the filter icon T displayed in the column header.
2. Type or select the filtering criteria.
3. Click Filter.
The displayed data is filtered depending on the criteria and the column header displays the filtered

T

icon

Clearing the data filter

You can clear the data filter you applied on the Cases and Device Inventory pages to view all the
available data.

T

1. Click the filtered icon displayed in the column header.
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The filtering options are displayed.
2. Click Clear.
The user interface displays all the available data.

Sorting the displayed data

To sort the data displayed on the Cases and Device Inventory pages, click a column header. The
displayed data is sorted and an arrow that indicates the sorting type (ascending or descending) is
displayed next to the column title. To reset the sorting, click the column header again.
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5

Device grouping

The Device Groups page on the Devices tab allows you to create groups of devices based on your

pre

ference. For example, you can create device groups that may include devices based on the following:

Device type (servers running Microsoft Windows or Linux operating systems)

Physical location of the devices (shipping address)

The individual who manages the devices (Administrator group)

Organization or business unit (Marketing, Operations, Finance, and so on)

Alerting or notification (individuals who must be notified if an issue is detected on certain devices)

NOTE: Grouping of devices is optional. Device grouping does not have an impact on the monitoring
and automatic case creation capabilities of SupportAssist.

Creating a device group allows you to manage devices as a group. After you create a device group, you
can:

Manage Devices — Add or remove devices from the device group.
Manage Credentials — Configure credentials for each device type included in the device group.

Manage Contacts — Configure the contact information and parts dispatch information for the device
group.

Edit/Delete Group — Edit the device group details or delete the device group.
NOTE: You can create and manage device groups only if you are logged in to SupportAssist with

elevated or administrative privileges. See SupportAssist user groups and Granting elevated or
administrative privileges to users.

NOTE: The credentials, contact information, and parts dispatch information configured for a device
group override the default credentials, contact information, and parts dispatch information
configured through the Settings page. For example, if you have created a device group and
configured the primary contact for the device group, all SupportAssist notifications for issues with
any device included in the device group are sent to the primary contact assigned to that device

group.

Related Links

Viewing device groups

Creating a device group

Managing devices in a device group

Managing the credentials of a device group

Viewing and updating the contact information of a device group
Editing device group details

Deleting a device group
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Viewing device groups
You can view the devices groups that you have created in the Device Groups page.

1. Click Devices.

The Device Inventory page is displayed.
2. Click Groups.

The Device Groups page is displayed.

Cases Devices Settings

Inentory Groups

Device Groups (7]
Select Group Actions  Actions v
Name Description
2 Adrnin 1 (Total Devices:0) Adrmin 1's devices El

Figure 11. Device Groups page

Creating a device group

You can create a device group based on your requirement. For example, you can create device groups
based on the device types.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Devices tab.
The Device Inventory page is displayed.
2. Click the Groups tab.
The Device Groups page is displayed.
3. Click Create Group.
The Create Group window is displayed.
4. Type a unique name and description for the device group and click Save.
The device group that you created is displayed in the Device Groups page.

Managing devices in a device group

After creating a device group, you can select the devices you want to add or remove from the device
group.
Prerequisites

¢ Ensure that you have already created a device group. See Creating a device group.
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+ Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task
You can use the Manage Devices action available in the Device Groups page to add or remove devices
from the device group.

ﬁ NOTE: A device can be included in only one device group.
% NOTE: You add up to 100 devices to a device group in a single operation.

Steps

1. Click the Devices tab.
The Device Inventory page is displayed.

2. Click the Groups tab.
The Device Groups page is displayed.

3. Select a device group.

4. Inthe Select group actions list, select Manage Devices.
The Manage Devices window is displayed.

Manage Devices - Admin 1

2]

Ungrouped Devices Devices In Current Group
{ml Name T Model T ServiceT... T T  HName T Model T SenviceT... T
(] Device 2 FowerEdge R520 HFB2X02 —‘J O Device 1 PowerEdge R420 ITHIMNWT ;I

O Device 3 FPowerEdge 2950 54V S

=<l

=
E e

Figure 12. Manage Devices window
5. To add devices to the device group, select the devices in the Ungrouped Devices pane, and click
el

The selected devices are moved to the Devices In Current Group pane.
6. To remove devices from the device group, select the devices in the Devices In Current Group pane,

and click
The selected devices are moved to the Ungrouped Devices pane.
7. Click Save.

43



NOTE: Including or excluding one listing of a correlated device from a device group results in
the automatic inclusion or exclusion of the other associated listing. For more information about
device correlation, see Device correlation.

Managing the credentials of a device group

If device types within the device group have the same credentials, you can configure common
credentials for each device type within the device group.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task
You can use the Manage Credentials option available in the Device Groups page to configure the
credentials for the different device types within a device group.

% NOTE: The device group credentials override the default credentials that you provided for adding a
device in SupportAssist. When the device group credentials are configured:

e SupportAssist uses the device group credentials (not the default credentials) to collect system
information from the device type.
* |If SupportAssist is unable to connect to the device using the device group credentials,
SupportAssist uses the default credentials.
Steps
1. Click the Devices tab.
The Device Inventory page is displayed.
2. Click the Groups tab.
The Device Groups page is displayed.
3. Select a device group.
4. In the Select group actions list, select Manage Credentials.
The Manage Credentials window is displayed.
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Manage Credentials - Admin 1

SupportAssist requires the Administratar credentials of each Device Type to callect
system [0gs.

These credentials are encrypted and saved lacally.

Mote:if group has credentials different from the default, please enterthem below

Username

Passward

[save ] o JETEY

Figure 13. Manage Credentials window

5. Type the user name and password for the device type highlighted in the left pane.
6. If more than one device type is included in the device group, click Next.
The next device type is highlighted in the left pane.

7. Repeat step 5 and step 6 until you have provided the user name and password for all device types
included in the device group.

8. Click Save.

Viewing and updating the contact information of a device
group

You can view or update the contact information, preferred contact method and time, and the parts
dispatch information of a device group.

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

Updating the contact information for a device group allows SupportAssist to send notifications to the
device group contact.

NOTE: The device group contact information overrides the default contact information configured
through the Settings — Contact Information page. If there is a problem with devices included in a
group, SupportAssist sends notifications to the device group contact (not the default contact).

Steps
1. Click the Devices tab.
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The Device Inventory page is displayed.

2. Click the Groups tab.
The Device Groups page is displayed.

3. Select a device group.

4. From the Select group actions list, select Manage Contacts.
The Manage Contacts window is displayed.

5. If you want to use the contact information provided in the Settings — Contact Information page,
select Use Default.

6. Select the type of contact:
¢ Primary
* Secondary

7. Type the first name, last name, phone number, alternate phone number (optional), and email address
in the appropriate fields.

8. Select the preferred contact method, preferred contact hours, and time zone.

©

In the Parts Dispatch (Optional) section:

% NOTE: The parts dispatch information is optional. If the Dell Technical Support agent
determines that a part must be replaced in your system to resolve a support case, the
replacement part is dispatched with your consent to the provided address.

% NOTE: The device group parts dispatch information overrides the default parts dispatch
information that you configured through the Settings — Contact Information page. If resolving
a problem requires replacing a part, the replacement part is shipped with your consent to the
device group parts dispatch address (not the default parts dispatch address).

a. Type the address and city/town in the appropriate fields.

b. Select the country.

c. Type the state/province/region and zip/postal code in the appropriate fields.
10. Click Save.

Editing device group details

You can edit the name and description of a device group based on your preference.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Devices tab.
The Device Inventory page is displayed.
2. Click the Groups tab.
The Device Groups page is displayed.
3. Select a device group.
4. From the Select group actions list, select Edit/Delete Group.
The Edit/Delete Group window is displayed.
5. Edit the name and description based on your preference and click Update.
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Deleting a device group

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

You can delete device groups based on your preference.

NOTE: Deleting a device group only removes the device group, device group credentials, and
contact information. It does not delete any devices from the Device Inventory page.
Steps
1. Click the Devices tab.
The Device Inventory page is displayed.
2. Click the Groups tab.
The Device Groups page is displayed.
3. Select a device group.

»

From the Select group actions list, select Edit/Delete Group.
5. Inthe window that is displayed, click Delete.
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Understanding maintenance mode

The maintenance mode functionality suspends the alert processing and automatic case creation
capability of SupportAssist, thereby preventing the creation of unnecessary support cases during an alert
storm or a planned maintenance activity. If an alert storm is received from a monitored device,
SupportAssist automatically places the device in maintenance mode. You can also manually enable the
maintenance mode functionality before a planned maintenance activity to suspend the automatic case
creation capability. The following sections provide more information about the maintenance mode
functionality.

Global-level maintenance mode

Global-level maintenance mode places all monitored devices in maintenance mode, suspending alert
processing and automatic case creation for all devices. While in global-level maintenance mode,
SupportAssist displays a yellow Maintenance Mode banner at the top of the page. You can enable global-
level maintenance mode to prevent the creation of unnecessary support cases during downtime or a
routine maintenance activity. For instructions to enable global-level maintenance mode, see Enabling or
disabling global-level maintenance mode.

Device-level maintenance mode

Device-level maintenance mode suspends alert processing and automatic case creation for a specific
device. For all other monitored devices, SupportAssist continues to process alerts and create support
cases, if the alerts qualify for case creation. Device-level maintenance mode is implemented as follows:

* Automated device-level maintenance mode — By default, if SupportAssist receives 10 or more valid
hardware alerts within 60 minutes from a specific device, SupportAssist automatically places that
device in maintenance mode. The device remains in maintenance mode for 30 minutes, allowing you
to resolve the issue without creating additional support cases for the device. An email notification is
also sent to the primary and secondary contacts, and the device displays the maintenance mode icon

q on the Device Inventory page. After 30 minutes, the device is automatically removed from
maintenance mode, enabling SupportAssist to resume normal alert processing for the device. If
required, you can retain the device in maintenance mode until you resolve the issue, by manually
enabling maintenance mode. You can also remove a device from automated maintenance mode
before the 30-minute period. For instructions to enable or disable the device-level maintenance
mode, see Enabling or disabling device-level maintenance mode.

% NOTE: When a device is placed automatically in maintenance mode, an email notification is sent
to your primary or secondary contact. However, you can receive the email notification for
automated device-level maintenance mode only if the SMTP server (email server) settings are
configured in SupportAssist. See Configuring SMTP server settings.

+ Manual device-level maintenance mode — If you have a planned maintenance activity for a device,
and do not want SupportAssist to automatically create support cases, you can place that device in
maintenance mode. While in maintenance mode, the device displays the maintenance mode icon

q on the Device Inventory page. After the maintenance activity is completed, you can remove the
device from maintenance mode, enabling SupportAssist to resume processing alerts from the device
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normally. For instructions to enable device-level maintenance mode, see Enabling or disabling
device-level maintenance mode.

The global-level and device-level maintenance mode functionalities work independent of each other. For
example:

* |f a device is placed in manual maintenance mode, the device continues to remain in manual
maintenance mode even if global-level maintenance mode is enabled and then disabled.

* If a deviceis placed in automated maintenance mode, the device continues to remain in automated
maintenance mode for 30 minutes even if the global-level maintenance mode is enabled and then
disabled.

Enabling or disabling global-level maintenance mode

Enabling global-level maintenance mode suspends the automatic case creation capability for all devices.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Settings tab.

The System Logs page is displayed.
2. Click Preferences.

The Preferences page is displayed.

3. In Maintenance Mode, depending on your requirement, select or clear the Temporarily suspend
case generation activity (for example, for purposes of downtime, external troubleshooting, etc.)
option.

4. Click Apply.

A yellow banner appears along the top of the SupportAssist user interface displaying Maintenance
Mode. Once manually placed in global-level maintenance mode, SupportAssist remains in that state
unless you clear the option as in step 3.

Related Links
Preferences

Enabling or disabling device-level maintenance mode

If you have a planned maintenance activity for a specific device and do not want SupportAssist to process
alerts from that device, you can place that device in maintenance mode. After the maintenance activity is
completed, you can remove the device from maintenance mode, enabling SupportAssist to process alerts
from the device normally.

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click Devices.
The Devices Inventory page is displayed.
2. Select a device on the Device Inventory page.
3. From the More Tasks list, select one of the following:
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Cases Devices Settings

Inventory Groups
B Edit Credentials 3 Delete } Send System Information | More Tasks v | (* Refresh
Name/IP Address status
g Clear System Event Log y i
4 Ungrouped Devices - Total Devices: (3)

Enable

Device #1 oK 1/22/2018 11:40:54 AM
Disable

] Device #2 oK 1/29/2016 9:19:30 AM
InstalllUpgrade OMSA

O Device #3 re oK 1/29/2016 9:23:11 AM
Configure SNMP

Figure 14. Maintenance mode options

+ Enable — Places the device in maintenance mode.
+ Disable — Removes the device from maintenance mode.

If maintenance mode is enabled for a specific device, the maintenance mode icon Q is displayed
against the name of the device on the Device Inventory page. If you disable maintenance mode for a
device, the maintenance mode icon is removed from the Device Inventory page.
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Maintaining SupportAssist capability

The changes that occur in your company’s IT setup over a period of time may require configuration or
updates in SupportAssist. To maintain SupportAssist capability over a period of time for all monitored
devices, you may be required to:

» Edit the credentials (user name and password) of a monitored device, if the device credentials were
changed due to the company security policy or other reasons. See Editing device credentials.

» Install or upgrade dependent components such as Dell OpenManage Server Administrator (OMSA).
See |nstalling or upgrading OMSA using SupportAssist.

» Configure the SNMP settings of a device. See Configuring SNMP settings using SupportAssist.

+ Update the primary and secondary contact information, if there is a change in the contact details. See
Viewing and updating the contact information.

+ Update the proxy server settings in SupportAssist, if applicable. See Configuring proxy server settings.

« Update the SMTP server (email server) settings in SupportAssist, if applicable. See Configuring the
SMTP server settings.

* Perform the connectivity test to ensure that SupportAssist is able to connect to all dependent network
resources. See Connectivity test.

o Clear the System Event Log of a server. See Clearing the System Event Log (SEL).

e Upgrade or update SupportAssist. See Automatic update.

You may also want to delete a device, if you do not want SupportAssist to monitor a device or for other
reasons. See Deleting a device.

Editing device credentials

SupportAssist utilizes the credentials (user name and password) that you provided for adding the device—
to log in to the device, collect system information, and send it securely to Dell. If the credentials of a
device are changed because of your company'’s security policy or other reasons, you must ensure that
the credentials of the devices are updated in SupportAssist.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps

1. Click the Devices tab.
The Device Inventory page is displayed.

2. Select a device on the Device Inventory page.
The Edit Credentials link is enabled.
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Cases Devices Settings

Inventory Groups

Device Inventory

E Edit Credentials * Delete P Send System Information More Tasks v ( Refresh
] Name/IP Address T Model T status

4 Ungrouped Devices - Total Devices: (3)

E Device #1 PowerEdge R420 OK 1/22/2016 11:40:54 AM
O Device #2 PowerEdge R520 OK 1/28/2016 9:19:30 AM
O Device #3 PowerEdge R520 OK 1/29/2016 9:23:11 AM

Figure 15. Edit Credentials option

Click Edit Credentials.
The Edit Credentials window is displayed with the existing user name and password.

NOTE: SupportAssist does not require you to edit or provide the credentials of the local system
(server on which SupportAssist is installed). For the local system, the Edit Credentials window
does not display the user name or password.

Edit the display name, user name, and password as required.

Click Save.

NOTE: The edited credentials are saved only if SupportAssist is able to connect to the device
using the provided credentials.

Installing or upgrading OMSA by using SupportAssist

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

For monitoring a device using the agent-based method, the Dell OpenManage Server Administrator
(OMSA) agent must be installed and running on the device. If OMSA is either not installed or requires an
upgrade on a device, the Status column on the Device Inventory page displays an appropriate message.
You can use the Install/Upgrade OMSA option to automatically download and install the recommended
version of OMSA on a device.
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NOTE: The SupportAssist recommended version of OMSA may vary depending on the generation of
the PowerEdge server and the operating system running on the server. For information on the
recommended versions of OMSA, see the Dell SupportAssist Version 1.2 for Servers Support Matrix
at Dell.com/ServiceabilityTools.

NOTE: Installation or upgrade of OMSA by using SupportAssist is not supported on devices running
the following operating systems and hypervisors:

* Oracle Enterprise Linux
« CentOS

e Citrix XenServer

¢ VMware ESX or ESXi

e Oracle Virtual Machine


http://www.dell.com/serviceabilitytools

Steps
1. Click Devices.
The Devices Inventory page is displayed.
2. Select the device on which you want to install or upgrade OMSA.

NOTE: If SupportAssist does not support the installation or upgrade of OMSA on the device that
you have selected, the Install/Upgrade OMSA option is disabled.

3. Click More Tasks — Install/Upgrade OMSA.

Cases Devices Settings
Inventory Groups

Device Inventory

E Edit Credentials #® Delete P Send System Information More Tasks v ( Refresh
O Name/IP Address o e R T status
4 Ungrouped Devices - Total Devices: (3) Maintenance

Enable

Device #1 a OK 1/22/2016 11:40:54 AM
Disable

] Device #2 ™ oK 1/29/2016 9:19:30 AM
InstalllUpgrade OMSA

[} Device #3 “ M ok 1/29/2016 9:23:11 AM

Configure SNMP

Figure 16. Install/Upgrade OMSA option

The Status column on the Device Inventory page displays the status of the OMSA installation or
upgrade.

Related Links
Support for automatically installing or upgrading OMSA
Unable to install OMSA
Unable to verify OMSA version
New version of OMSA available

Configuring SNMP settings by using SupportAssist

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

Configuring SNMP settings sets the alert destination of a device, and ensures that alerts from the device
are forwarded to the server that is running SupportAssist. If the SNMP settings of a device are not
configured, the status column on the Device Inventory page displays an appropriate message. You can
use the Configure SNMP option to automatically configure the SNMP settings of a device.

NOTE: Configuring SNMP by using SupportAssist is not supported on devices running the following
operating system and hypervisors:

e Oracle Enterprise Linux
o VMware ESXi
« Oracle Virtual Machine
Steps
1. Click Devices.
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The Devices Inventory page is displayed.
2. Select the device on which you want to configure the SNMP settings.

NOTE: If SupportAssist does not support the configuration of SNMP on the device that you
have selected, the Configure SNMP option is disabled.

3. Click More Tasks — Configure SNMP.

Cases Devices Settings
Inventory Groups

Device Inventory

E Edit Credentials #® Delete P Send System Information More Tasks v ( Refresh
O Name/IP Address o e R T status
4 Ungrouped Devices - Total Devices: (3) Maintenance

Enable

Device #1 a OK 1/22/2016 11:40:54 AM
Disable

[l Device #2 Dependencies M oK 1/29/2016 9:19:30 AM
InstalllUpgrade OMSA

[} Device #3 L M ok 1/29/2016 9:23:11 AM
Configure SNMP

Figure 17. Configure SNMP option

The Status column on the Device Inventory page displays the status of the SNMP configuration.

Related Links
Support for automatically configuring SNMP settings
Unable to configure SNMP
Unable to verify SNMP configuration

Viewing and updating the contact information

You can update the primary contact details and also provide secondary contact information. If the
primary contact is unavailable, Dell will contact your company through the secondary contact. If both the
primary and secondary contacts are configured with valid email addresses, both receive SupportAssist
emails.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Contact Information.
The Contact Information page is displayed.
3. Select the type of contact:
¢ Primary
+ Secondary
4. In the contact details section:

a. Type or edit the first name, last name, phone number, alternate phone number, and email
address.

b. Select the preferred contact method.
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5.

6.

c. Select the preferred contact hours.

d. Select the time zone.

In the Parts Dispatch (Optional) section:

a. Type or edit the shipping address and city.

b. Select the country.

c. Type or edit the state/province/region and zip/postal code.
Click Apply.

Configuring proxy server settings

If the server on which SupportAssist is installed connects to the Internet through a proxy server, you must
ensure that the proxy settings are configured in SupportAssist. You must also ensure that the proxy server
settings are updated in SupportAssist, whenever the settings of the proxy server are changed.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Proxy Settings.
The Proxy Settings page is displayed.
3. Select Use Proxy Settings.
NOTE: SupportAssist supports Windows NT LAN Manager (NTLM), Kerberos, and basic proxy
authentication protocols.
4. Type the proxy server IP address or name and port number in the appropriate fields.
NOTE: If the user name and password required to connect to the proxy server are not provided,
SupportAssist connects to the proxy server as an anonymous user.
5. If a user name and password are required to connect to the proxy server, select Proxy requires
authentication and then type the user name and password in the corresponding fields.:
+ User Name — The user name must contain one or more printable characters, and not exceed 104
characters.
+ Password — The password must contain one or more printable characters, and not exceed 127
characters.
6. Click Apply.

SupportAssist verifies the connection to the proxy server by using the provided proxy server details,
and displays a message indicating the connectivity status.

NOTE: The proxy settings are saved only if SupportAssist is able to connect to the proxy server
by using the provided details.

NOTE: If the proxy server is configured to allow anonymous authentication, the credentials you
provide for the proxy server are saved, but the credentials are not validated.

Related Links

Proxy Settings
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Connectivity test

The Connectivity Test page enables you to verify and test connectivity status to the resources that affect
the functionality of SupportAssist. You can use the connectivity tests to verify if SupportAssist is able to
connect successfully to the following resources:

Internet (including the proxy server, if the system on which SupportAssist is installed connects to the
internet through a proxy server)

e The SMTP server (email server) utilized by your company
¢ Dell FTP server

* File upload server hosted by Dell

e SupportAssist server hosted by Dell

Cases Devices Settings

Ketwork Connectivity Test (7]

Ta verify the connectivity status, select the appropriate tests and click Test Connectivity
Note:hake sure thatthe email address provided in the Contact Infarrmation page is carrect.

I~ Test Description Connectivity Status = Last Verified
™ | Internet Connectivity | “erifies connectivity to the Internet. Internet connection is required to communicate with Dell [ Connected 1002002015 B:25:30 AM

Yarifies connectivity to your company's amail server. Email server connection is required to enable SupponAssist to
™ | SMTP Sener L - : [ Connected 10202015 B:28:47 Aw
send you certain device and connectivity status emails.

“erifies connectivity to the FTP server hosted by Dell. FTP server connection is required to download and install the
I | Dell FTP Server : [ connected TOI20P2015 6:25:31 A
latest SupponAssist updates

Werifies connectivity to the upload server hosted by Dell. Upload server connection is required to upload the collection

™ | Dell Upload Server iy

[ connected 102072016 B26:31 AW

X “erifies connectivity to the SupportAssist server hosted by Dell. SuppontAssist server connection is required for timety
™ | Supporttssist Server ¥ connected 102002015 62531 A
creation of support cases

Test Connectivity

Figure 18. Connectivity Test page

By default, SupportAssist automatically tests the connectivity to the dependent resources every day at 11
pm (time as on the server on which SupportAssist is installed), and displays the result in the Connectivity
Status column. If there is an issue with connectivity to a dependent resource, a status email is sent to
your primary and secondary SupportAssist contacts.

% NOTE: You can receive the connectivity status email only if you have configured the details of the
SMTP server (email server) utilized by your company in SupportAssist. See Configuring the SMTP

server settings.

You can also test SupportAssist connectivity to the dependent resources at any time. The result of the
test is displayed in the Connectivity Status column.

Viewing the connectivity status

Point to the user name link, and then click Connectivity Test.
The Connectivity Status column displays the connectivity status to the dependent resources. If an

0 Error status is displayed, click the Error link to view a description of the problem and the possible
resolution steps.

Related Links
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Connectivity test

Performing the connectivity test

1. Point to the user name link, and then click Connectivity Test.
The Connectivity Test page is displayed.

2. Select the tests that you want to perform.

3. Click Test Connectivity.

The Connectivity Status column displays the result of the connectivity test. If an 0 Error status is
displayed, click the Error link to view a description of the problem and the possible resolution steps.

Related Links
Connectivity test

Clearing the System Event Log (SEL)

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

The System Event Log (SEL) or hardware log, also known as the Embedded System Management (ESM)
log, reports potential hardware problems in Dell PowerEdge servers. You can use the Clear System Event
Log option available in SupportAssist to clear the SEL in the following scenarios:

* An error message is displayed on a server even after the problem is resolved.
e An SEL full error message is displayed.

A CAUTION: Clearing the SEL removes the event history of the server.

Steps
1. Click Devices.
The Device Inventory page is displayed.
2. Select a device on the Device Inventory page.

NOTE: If OMSA is not installed on a device that you have added in SupportAssist by using the
operating system IP address or host name, the Clear System Event Log option is disabled.
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Cases Devices Settings

Inventory Groups

Device Inventory

B Edit Credentials 3¢ Delete » Send System Information | More Tasks v | (% Refresh
Name/IP Address Status
O Clear System Event Log T
4 Ungrouped Devices - Total Devices: (3) Maintenance

Enable

Device #1 u OK 1/22/2016 11:40:54 AM
Disable

O Device #2 [LT—— ™ ok 1/29/2016 9:19:30 AM
InstalllUpgrade OMSA

O Device #3 L m oK 1/29/2016 9:23:11 AM

Configure SNMP

Figure 19. Clear System Event Log option

3. From the More Tasks list, select Clear System Event Log.
A message requesting your confirmation is displayed.
4. Click Yes.

While the SEL is cleared from a device, the device displays a J Clearing System Event Log status

in SupportAssist. After the SEL is cleared successfully, the device displays a System Event Log
cleared status.

Related Links
Clearing System Event Log failed

Automatic update

% NOTE: Dell recommends that you enable automatic update to ensure that SupportAssist is up-to-
date with the latest features and enhancements.

The automatic update feature, when enabled, ensures that SupportAssist and the associated collection
component are automatically updated when an update is available. By default, the SupportAssist
application checks if any updates are available, every Monday at 11 am (date and time as on the server on
which SupportAssist is installed).

« If updates are available and automatic update is enabled, the updates are downloaded and
automatically installed in the background.

« If updates are available, but automatic update is disabled, the An upgrade to SupportAssist is
available notification window is displayed. You can click Install to download and install the latest
updates. If you select the Do not remind me again about the upgrade option and click Cancel,

SupportAssist does not display the |!| Update Available notification until a newer upgrade is
available.

For instructions to enable automatic update, see Enabling automatic update.

L7

The —a Update Available notification is displayed at the top-right of the SupportAssist user interface in
the following scenarios:

» If you click Cancel in the An upgrade to SupportAssist is available notification window
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e If an error occurs during the update process

4

You can click the —a Update Available notification to download and install the updates at any point in
time.

% NOTE: After the updates are downloaded and installed, an update successful message is displayed.
To view and use the latest updates and enhancements, you must refresh the SupportAssist user
interface.

Information related to the SupportAssist update is logged in the log file located at the following location
based on the operating system on which SupportAssist is installed:

e On Windows — C:\Program Files\Dell\SupportAssist\logs
e On Linux — /opt/dell/supportassist/logs

NOTE: By default, automatic update is enabled. If you disable automatic update, you must manually
download and install the latest updates from Dell.com/SupportAssistGroup.

Enabling automatic updates

Enabling automatic updates ensures that SupportAssist is automatically updated whenever updates are
available.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Preferences.
The Preferences page is displayed.
3. In Automated Tasks, select Accept and install updates.
4. Click Apply.

Related Links
Preferences

Deleting a device

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

You can delete a device from SupportAssist, if you do not want to monitor a device or for other reasons.

% NOTE: Deleting a device only removes the device from the SupportAssist user interface; it does not
affect the functionality of the device.
Steps
1. Click Devices.
The Devices Inventory page is displayed.
2. Select the device that you want to delete.
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3.

Click Delete.
Cases Devices Semngs
Inventory Groups

Device Inventory

& Edit Credentials » Send System Information | | More Tasks v | (@ Refresh

O Name/IP Address T Model

T status
4 Ungrouped Devices - Total Devices: (3)
vl Device #1 PowerEdge R420 M ok
O Device #2 PowerEdge R520 M ok
O Device #3 PowerEdge R520 M ok

Figure 20. Delete option

The Confirm Device Deletion window is displayed.
Click Yes.

The device is deleted from the Device Inventory page.

1/22/2016 11:40:54 AM

1/29/2016 9:19:30 AM

1/29/2016 9:23:11 AM

NOTE: When a device is deleted, the credentials of the device are deleted immediately from
SupportAssist. However, the system information collected from the device is not deleted until
the purge collections task deletes the collected system information. The purge collection task
only deletes system information collections that are 30 days or older and collections that are

older than the last 5 collections over the last 30 days.

Related Links
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Configuring email notifications

By default, SupportAssist is configured to send an email notification when a support case is created
automatically. SupportAssist can also send email notifications about maintenance mode, device status,
and network connectivity status, if the SMTP server (email server) settings are configured. You can
configure the email notification settings based on your preference. For example, you can:

« Disable the case creation email notification and/or select the preferred language for email
notifications. See Configuring email notification settings.

» Configure SupportAssist to send email notifications through the SMTP server (email server) utilized by
your company. See Configuring SMTP server settings.

NOTE: For information about the different types of SupportAssist email notifications, see Types of
email notifications.

Configuring email notification settings

You can enable or disable automatic email notifications from SupportAssist and also select the preferred
language for email notifications.

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Preferences.
The Preferences page is displayed.
3. Toreceive email notifications when a new support case is opened, in Email Settings, select Receive
email notification when a new support case is opened.
NOTE: Disabling support case email notifications also disables the automatic email notifications
that are sent if an issue occurs while:
* Creating a support case
» Collecting the system information from a device
* Sending the system information from a device to Dell
4. To set the language in which you want to receive email notifications, from the Preferred Email
Language list, select a language.
NOTE: The Preferred Email Language is enabled only when the Receive email notification
when a new support case is opened option is selected.
5. Click Apply.

Related Links
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Configuring SMTP server settings

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

If your company utilizes an SMTP server (email server), Dell recommends that you configure the SMTP

server settings in SupportAssist. Configuring the SMTP server settings enables SupportAssist to send

maintenance mode, device status, and network connectivity status email notifications through the SMTP

server.

NOTE: You will not receive certain device status and connectivity status email notifications in the

following situations:

e The SMTP server settings are not configured in SupportAssist.

e The SMTP server credentials (user name and password) you have provided in SupportAssist are

incorrect.

* If you have configured SupportAssist to send email notifications over Secure Socket Layer (SSL),

but the SSL certificate of the SMTP server has expired.
e The SMTP server port configured in SupportAssist is blocked by any other application.

Steps

1

©® N o w

Click the Settings tab.

The System Logs page is displayed.

Click SMTP Settings.

The SMTP Settings page is displayed.

Select Enable Email Notifications.

Provide the following information in the corresponding fields:

e Host Name/IP address — the host name or the IP address of the SMTP server
e Port— the port number of the email server

If the SMTP server requires authentication for sending emails, select Requires authentication.
Type the user name and password in the corresponding fields.

To send email notifications securely, select Use SSL.

Click Apply.

Related Links
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Configuring data collection settings

By default, SupportAssist automatically collects system information from all monitored devices at periodic
intervals. SupportAssist also collects system information automatically from a monitored device when a
support case is created for an issue with the device. If required, you can configure the data collection
options based on your preference. For example, you can:

Disable the automatic collection of system information from monitored devices when a support case
is created or updated. See Enabling or disabling the automatic collection of system information on
case creation.

Disable the periodic collection of system information from all monitored devices. See Enabling or
disabling the periodic collection of system information from all devices.

Customize the schedule for periodic collection of system information. See Customizing the schedule
for periodic collection of system information

Disable the periodic collection of system information from specific devices. See Disabling the periodic
collection of system information from specific devices.

Disable the collection of identity information from all monitored devices. See Enabling or disabling the
collection of identity information.

Disable the collection of software information and the system log from all monitored devices. See
Enabling or disabling the collection of software information and the system log.

Prerequisites for collecting system information

The following are the SupportAssist prerequisites for collecting system information:

The local system (server on which SupportAssist is installed) must have sufficient hard drive space to
save the collected system information. For information on the hard-drive space requirements, see
Hardware requirements.

For collecting system information from a remote device, the remote device must be reachable from
the local system.

The local system and remote devices (devices you have added in SupportAssist) must meet the
network port requirements. For information on the network port requirements, see Network

requirements.
If you have added a device in SupportAssist by using the operating system IP address or host name

(agent-based monitoring):
— The device must preferably have Dell OpenManage Server Administrator (OMSA) installed.
— If the device is running a Windows operating system:

*  The device credentials you have entered in SupportAssist must have administrator privileges.

*  The device credentials must have privileges required for Windows Management
Instrumentation (WMI) communication. For information on ensuring WMI communication, see
the “Securing a Remote WMI Connection” technical documentation at msdn.microsoft.com.

— If the device is running a Linux operating system:
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*  The device credentials you have entered in SupportAssist must have administrator privileges.

* |If you have entered the credentials of a sudo user, the sudo user must be configured for
SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist (Linux).

* No resource (network share, drive, or ISO image) must be mounted on the /tmp folder.

* |f OMSA is installed on the device, the latest version of OpenSSL must also be installed on the
device. For more information on OpenSSL, see the resolution for OpenSSL CCS injection
vulnerability (CVE-2014-0224) available in the support website of the operating system.

% NOTE: If the device you have added for agent-based monitoring does not have OMSA
installed, periodic collections from the device will not include storage and system details.

* If you have added the devices in SupportAssist by using the iDRAC IP address (agentless monitoring),
the iDRAC credentials that you entered must have administrator privileges.

¢ The local system must have internet connectivity for uploading the collected system information.

Enabling or disabling the automatic collection of system
information on case creation

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

By default, when a support case is created, SupportAssist automatically collects system information from
the device with the issue and sends the information securely to Dell. If required, you can enable or disable
the automatic collection of system information on case creation based on your preference.

NOTE: To receive the full benefits of the support, reporting, and maintenance offering of the
ProSupport Plus service contract for a device, automatic collection of system information must be
enabled.
Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Preferences.
The Preferences page is displayed.
3. In Automated Tasks, depending on your requirement, select or clear the Start a collection when a
new support case is created option.
% NOTE: By default, the Start a collection when a new support case is created option is selected.

4. Click Apply.

Related Links
Preferences

Enabling or disabling the periodic collection of system
information from all devices

Prerequisites
Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.
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About this task

By default, SupportAssist collects system information from all monitored devices at periodic intervals and
sends it securely to Dell. If required, you can enable or disable the periodic collection of system
information from all monitored devices based on your preference.

% NOTE: Selecting the Enable scheduled system log collection option enables the collection and
upload of system information at periodic intervals from all monitored device types. If you do not
want SupportAssist to collect the system information for a specific device type, you can disable
scheduling for that specific device type through the System Logs page. For more information, see
Disabling the periodic collection of system information from specific devices.

Steps
1. Click the Settings tab.

The System Logs page is displayed.
2. Click Preferences.

The Preferences page is displayed.

3. In Automated Tasks, depending on your requirement, select or clear the Enable scheduled system
log collection option.

ﬁ NOTE: By default, the Enable scheduled system log collection option is selected.
4. Click Apply.

Related Links
Preferences

Customizing the schedule for periodic collection of
system information

Prerequisites

* Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

+ Ensure that the Enable scheduled system log collection option is enabled in the Preferences page.

About this task

By default, SupportAssist is scheduled to collect system information from all monitored devices at
periodic intervals and send it securely to Dell. For information about the default frequency for collection
of system information, see Default schedule for collection of system information. If required, you can
customize the schedule for periodic collection of system information from monitored devices based on
your preference.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. From the Credential Type list, select one of the following:

*  Windows
¢ Linux

« iDRAC

e ESX

o ESXi

3. In System Log Collection Schedule, set the Frequency to Weekly or Monthly.
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NOTE: If you want to disable the scheduling of system information for a specific Device Type
and Credential Type, set the Frequency to None.
4. In the Specify date and time fields, select an appropriate schedule. The options available vary based
on the selected Frequency.
5. Repeat step 2 and step 3 until you have scheduled the periodic collection of system information for
all device types.

6. Click Apply.

Related Links
System Logs

Disabling the periodic collection of system information
from specific devices

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

By default, SupportAssist collects system information from all monitored devices at periodic intervals and
sends it securely to Dell. If required, you can disable the periodic collection of system information from
devices of a specific type based on your preference. For example, you can disable the periodic collection
of system information from all servers running the Windows operating system.

% NOTE: Disabling the scheduling of collecting system information for a specific device type only
disables the periodic collection of system information from those devices. It does not disable
SupportAssist from collecting and sending the system information to Dell, if a support case is
opened for those devices.

Steps

1. Click the Settings tab.

The System Logs page is displayed.
2. From the Credential Type list, select the credential type for which you want to disable scheduling.

w

In the System Log Collection Schedule section, set Frequency to None.
4. Click Apply.

The following message is displayed in the System Log Collection Schedule section: System Log
Collection scheduling is turned off for the current Device Type and
Credential Type.

Enabling or disabling the collection of identity
information

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

The system information that is collected by SupportAssist includes identity information (PIl) such as the
complete configuration snapshot of systems, hosts, and network devices that can contain host
identification and network configuration data. In most cases, part or all of this data is required to properly
diagnose issues. If the security policy of your company restricts sending identity data outside of the
company network, you can configure SupportAssist to filter such data from being collected and sent to
Dell.
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The following identity information can be filtered when collecting the system information from a device:

¢ Host name

e [P address

¢ Subnet mask

¢ Default gateway

« MAC address

e DHCP server

e DNS server

¢ Processes

e Environment variables

e Registry
e Logs
e iSCSl data

* Fibre Channel data — host World Wide Name (WWN) and port WWN

% NOTE: When the Include identification information in data sent to Dell option is cleared, some of
the data about your company network (including the system log) is not transmitted to Dell. This may
impede Dell Technical Support from resolving issues that may occur on monitored devices.

% NOTE: If your devices have an active Dell ProSupport Plus service contract, when the Include
identification information in data sent to Dell option is disabled, you will not receive some
reporting information about your devices.

Steps

1. Click the Settings tab.

The System Logs page is displayed.

2. Click Preferences.

The Preferences page is displayed.

3. In Identification Information Settings, depending on your requirement, select or clear the Include

identification information in data sent to Dell option.

ﬁ NOTE: By default, the Include identification information in data sent to Dell option is selected.

% NOTE: If you clear the Include identification information in data sent to Dell option, the
Include system log in collections option is also cleared automatically. Therefore, the system
log is not collected when you disable the collection of identity information.

ﬁ NOTE: If you have disabled the collection of identity information from devices, the identity
information is replaced by tokenized values in the collected data. The tokenized values are
represented as TOKENn—for example, TOKENO, TOKEN1, or TOKENZ.

4. Click Apply.

Related Links
Preferences

Enabling or disabling the collection of software
information and the system log
Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.
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About this task

By default, the data that is collected and sent to Dell by SupportAssist includes software information and
system logs. If required, you can configure SupportAssist to exclude the collection of software
information and system logs from all monitored devices.

Steps
1. Click the Settings tab.
The System Logs page is displayed.
2. Click Preferences.
The Preferences page is displayed.
3. In Collection Data Settings, perform the following steps depending on your requirement:
* Select or clear the Include software information in collections option.
» Select or clear the Include system log in collections option.

NOTE: By default, the Include software information in collections and Include system log in
collections options are selected.

NOTE: For information about the logs that are collected by SupportAssist, see the Dell
SupportAssist Version 1.2 for Servers Reportable Items documents at Dell.com/
ServiceabilityTools.

4. Click Apply.

Related Links
Preferences
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Accessing the collected data

The collected system information is saved in the SupportAssist installation folder on the server on which
SupportAssist is installed. You can access and view the collected system information by using the
configuration viewer that is available in the SupportAssist user interface.

Viewing the collected system information

About this task
SupportAssist collects system information from each monitored device and sends the information
securely to Dell. Typically, the system information is collected as follows:

» Periodically — At regular intervals, depending on the configured collection frequency. By default,
SupportAssist is configured to collect system information from Dell PowerEdge servers once a month.

* On case creation — When a support case is created for an issue that has been identified by
SupportAssist.

« Ondemand — If requested by Dell Technical Support, you can initiate the collection of system
information from a device at any time.

The collected system information is saved in a secured database on the system on which SupportAssist is
installed. You can view the collected system information through the configuration viewer available in
SupportAssist.

% NOTE: You can only view the last 5 system information collections through the configuration
viewer. System information collections that are 30 days or older and collections that are older than
the last 5 collections within the last 30 days are automatically purged. The purge collections task
runs automatically every day at 10 pm (time as on the system on which SupportAssist is installed).

Steps

1. Click the Devices tab.

The Device Inventory page is displayed.

2. Click the name of a device.

The Device Overview window is displayed.

3. From the View Collection list, select a collection date and time.
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Device Overview

Name: Device 1

IP Address / Hostname :10.94.217.44

Service Tag: JEX2F02

Device Type: Server

Model: PowerEdge R520

0S Type: Red Hat Enterprise Linux Server

View Collection : Select

[

Next Collection Schq Mon Feb 01 00:05:32 IST 2016

Monday, Mar 7, 2016

Figure 21. Selecting a collection

The configuration viewer is displayed in a new web browser window.
4. Click a main category listed in the configuration viewer. For example, click System.
5. Click a subcategory. For example, click Main Chassis.

Data related to the Main Chassis subcategory is displayed.

Configuration viewer

The configuration viewer enables you to view the data collected by SupportAssist from the monitored
devices. The title bar of the configuration viewer displays the date of the collection and the Service Tag of
the device. The collected data is displayed in the configuration viewer under various categories and sub
categories. In addition, the configuration viewer displays a Summary category. You can select the
Summary category to view the following:

* The data collection settings in SupportAssist at the time of the collection
« Summary of errors that were detected in the collected data
* Brief information about the device

You can use the configuration viewer to view the collected data in the following formats:

¢ Column View
« Tree View

NOTE: By default, the configuration viewer opens in the Column View. To switch to the Tree View,
click Tree View.
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% NOTE: If you have disabled the collection of identity information from devices, the identity
information is replaced by tokenized values in the collected data. The tokenized values are
represented as TOKENn—for example, TOKENO, TOKENZ, or TOKENZ.

% NOTE: For a list of items that may be reported in the collected data, see Items reported in periodic
collections.

Column View
The Column View of the configuration viewer comprises the following:

Top pane Displays the various categories and subcategories of data as cascading columns. In
the default view, the top pane displays a list of categories within a single column.
Some of the categories in the list may have subcategories. If you select a category
that contains a subcategory, a new column with a list of subcategories is displayed.
Based on the levels of available subcategories, newer columns may be displayed. A
category may display a warning or critical icon to indicate the health status roll-up
of its subcategories.

Divider Is displayed between the top and bottom panes. You can click and drag the divider
to the top or bottom to increase or decrease the viewable area of the bottom
section.

Bottom pane Displays the data available for the category or subcategory that is currently

selected in the top pane. This pane includes a navigation trail, which you can click
to navigate backward on the current trail.

Collection: 2016-02-01 | 1FD622S

Logs » Software »

Front Panel >
Removable Flash Media

Slot

Memary Array v B

< >

PowerEdge R420(10.94.217.72) > Server > System > Memory Array > Memory

+ Memory

Device Name Size Speed Rank Failures Status Type Type Detail

DIMM_A1 2048 MB 0.63 ns Single None DDR3 Synchronous Registered (Buffered)

DIMM_A2 2048 MB 0.63 ns Single None DDR3 Synchronous Registered (Buffered)

DIMM_A3 2048 MB 0.63 ns Single None DDR3 Synchronous Registered (Buffered)

DIMM_A4 2048 MB 0.63 ns Single None DDR3 Synchronous Registered (Buffered)

DIMM_B1 2048 MB 0.63 ns Single Nene DDR3 Synchronous Registered (Buffered) o
DIMM B2 2048 MB 0.63 ns Single None DDR3 Svnchronous Registered (Buffered)

Figure 22. Column View
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NOTE: If you switch to the Tree View after navigating across several subcategories, the currently
selected category is displayed in the Tree View.

Tree View
The Tree View of the configuration viewer comprises the following:

Left pane Displays the various categories and sub categories of data in an expanded tree
format. A category may display a warning or critical icon to indicate the health
status roll-up of its subcategories.

Right pane Displays the data available for the category or subcategory that is currently
selected in the left pane. This pane includes a navigation trail, which you can click
to navigate backward on the current trail.

Collection: 2016-02-01 | 1FD622S

Configuration Viewer
PowerEdge R420(10.94.217.72) = Server > System > Memory Array > Memory
~ © PowerEdge R420(10.94.217.72)
Summary
T © Server v Memory
¥ @ System
~ BIOS Device Name Size Speed Rank Failures  Status Type Type Detail
a0t S DIMM_A1 2048MB  0.63ns  Single None DDR3  Synch Registered d
System Information
DIMM_A2 2048 MB  0.63ns  Single None DDR3  Synchronous Registered (Buffered)
UEFI Boot Setting
Memory Setting DIMM_A3 2048 MB  0.63ns Single None DDR3 ynch Registered (Buffered
Processor Setting DIMM_A4 2048 MB  0.63ns Single None DDR3  Synchronous Registered (Buffered)
SATA Setting DIMM_B1 2048MB  0.63ns Single  None DDR3  Synch Registered d)
Boot Setting . )
Integrated Device DIMM_B2 2043 MB  0.63ns  Single None DDR3  Synchronous Registered (Buffered)
System Profile Setting DIMM_BE3 2048 MB  0.63ns  Single None DDR3 ynch Registered d
Sy=leaiSecity) DIMM_B4 2048 MB  0.63ns Single None DDR3  Synchronous Registered (Buffered)

Miscellaneous Setting
Boot Option Setting
One Time Boot
Slot Disablement
Hardware Performance v

Ratterv

< >
Figure 23. Tree View
NOTE: If you switch to the Column View after navigating across several subcategories, the currently
selected category is displayed in the Column View.
Log types

You can use the configuration viewer to access two types of logs from the system information that is
collected by SupportAssist:

Structured logs Contain application logs, Embedded Server Management (ESM) logs, and event
logs. When you click the Structured Logs category, the configuration viewer
displays the list of available structured logs. You can click any of the listed
structured logs to view the details of the log in a new web browser window.
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Unstructured logs Contain a snapshot of the system files such as the Remote Access Controller (RAC)
logs, Windows event logs, and other logs. When you click the Unstructured Logs
category, the configuration viewer displays the list of available unstructured logs.

NOTE: Unstructured logs cannot be viewed within the configuration viewer.
You can only save the unstructured logs and view the log details using an
appropriate application.

Items reported in periodic collections

The items reported in the data collected from monitored devices vary depending on the following:

¢ Method used to add the device in SupportAssist
* Type of collection (manual, periodic, or support case)

. The following table provides a summary of the items reported in the collected data for a periodic
collection.

NOTE: For the complete list of items that are collected by SupportAssist, see the Dell SupportAssist
Version 1.2 for Servers Reportable Items documents at Dell.com/ServiceabilityTools.

Table 5. Items reported in periodic collections

Items reported Device added in SupportAssist with the operating | Device added in
system IP address (agent-based monitoring) SupportAssist with the

— - - iDRAC IP address
OMSA is installed on OMSA is not installed (agentless monitoring)

the device on the device

X

Memory

)\
<

Memory Array

Memory Operating
Mode

Memory Redundancy

Slot

Controller

Connector

PCle-SSD-Extender

Enclosure

Array Disk

CISISS S S S S
X XXX X X XX X
AYRNENE JRNENP 4 N
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Items reported

Device added in SupportAssist with the operating
system IP address (agent-based monitoring)

OMSA is installed on
the device

OMSA is not installed
on the device

Device added in
SupportAssist with the
iDRAC IP address
(agentless monitoring)

Intrusion Switch

<

N

Hardware Log

Main Chassis

Additional Information

Modular Enclosure
Information

Firmware

Processor

Fan

Fan Redundancy

Temperature

Voltage

Power Supply

Power Supply
Redundancy

Network

|Pv4 Address

|Pv6 Address

Network Team Interface

Interface Member

Remote Access Device
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Items reported

Device added in SupportAssist with the operating
system IP address (agent-based monitoring)

OMSA is installed on
the device

OMSA is not installed
on the device

Device added in
SupportAssist with the
iDRAC IP address
(agentless monitoring)

DRAC Information

<

Serial Over LAN
Configuration

|Pv6 Detail

User Setting

User Information

iDRAC User Privilege

DRAC User Privilege

Serial Port Configuration

NIC Configuration

Component Detail

Controller TTY Log

Operating System
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Using SupportAssist to collect and send
system information

SupportAssist automates the detection of hardware issues, creation of support cases, and collection of
system information from supported Dell devices. You can also use SupportAssist to manually collect and
send system information to Dell.

NOTE: For information on the devices from which SupportAssist can collect and send system
information to Dell, see the Dell SupportAssist Version 1.2 for Servers Support Matrix at Dell.com/
ServiceabilityTools.

This chapter provides information about using SupportAssist to manually collect and send the system
information to Dell.

Setting up SupportAssist for collecting and sending
system information

About this task

Installing and registering SupportAssist allows you to use SupportAssist to manually collect and send
system information to Dell from the local system. To use SupportAssist to collect and send system
information to Dell from remote devices, you must add each remote device in SupportAssist.

NOTE: The following steps are only required if you have not installed SupportAssist. If you have
already installed SupportAssist, follow the instructions in Sending the system information manually
to manually collect and send the system information to Dell.

Steps
1. Install SupportAssist. See Installing SupportAssist.

2. Register SupportAssist. See Registering SupportAssist.

SupportAssist is now ready to collect system information from the local system.
3. Add each remote device in SupportAssist. See Adding devices for monitoring.

% NOTE: While adding the device, you may be prompted to allow SupportAssist to install or
upgrade OMSA and configure the SNMP settings on the device. Even though installing OMSA
and configuring the SNMP settings are not required for collecting system information from the
device, Dell recommends that you install OMSA and configure the SNMP settings on the device.
System information collected from devices running OMSA contains additional troubleshooting
information that may not be available in the data collected from devices that are not running
OMSA.

SupportAssist is now ready to collect system information from remote devices.
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Collecting and sending system information

You can perform the following steps to use SupportAssist to collect and send system information from
the local system or a remote device to Dell.

Prerequisites

+ Ensure that you have completed setting up SupportAssist. See Setting up SupportAssist for collecting
and sending system information.

* Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps

1. Click the Devices tab.
The Device Inventory page is displayed.

2. Select the local system or a remote device listed in the Device Inventory page.
The Send System Information link is enabled.

Cases Devices Settings
Inventary Groups

Device Inventory

B Edit Credentials # Delete ¥ Send System Information More Tasks v c Refresh

- Hame/P Adidress T Model T Status

4 Ungrouped Devices - Total Devices: (3)

| Server_IDRAC #1 PowerEdge RS20 QK V22016 10057 42 AWM
r Server_Linux#1 PowerEdge R520 0K 1212016 11:14:45 Ab
r Semer_Linux#2 PowerEdge R420 K 2172016 11:26:46 AW

Figure 24. Send System Information option

3. Click Send System Information.

Cases Devices Settings
Inventory Groups

Device Inventory
o Add More Tasks v ( Refresh
] Name/IP Address T Model T status

4 Ungrouped Devices - Total Devices: (3)

] Device #1 J PowerEdge R420 OK 1/22/2016 11:40:54 AM
Collection in progress

] Device #2 PowerEdge R520 OK 1/29/2016 9:19:30 AM

[} Device #3 PowerEdge R520 OK 1/29/2016 9:23:11 AM

Figure 25. Manual collection in progress

The Name/IP Address column on the Device Inventory page displays a progress bar and a message
that indicate the status of the collection and upload of system information to Dell.
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Other useful information

This chapter provides additional information that you may require while using SupportAssist.

SupportAssist user groups

SupportAssist maintains security and privileges through the following user groups that are created during
the installation of SupportAssist:

* SupportAssistAdmins — Users who are members of this group have elevated or administrative
privileges required for performing both basic and advanced functions in SupportAssist.

* SupportAssistUsers — Users who are members of this group have normal privileges required for
performing only basic functions in SupportAssist.

After the installation of SupportAssist, by default, the operating system user groups specified in the
following table are automatically added to the SupportAssist user groups.
Table 6. Operating system user groups that are added to the SupportAssist user groups

Operating system on which SupportAssistAdmins SupportAssistUsers
SupportAssist is installed

Microsoft Windows Local Administrators Users

Windows domain controller Domain Admins Domain Users
Linux root user —

If you have Administrator privileges (Windows) or root privileges (Linux) on the system, you can add user
accounts to the appropriate SupportAssist user groups based on your requirement. Users who are
members of the operating system user groups on the system where SupportAssist is installed have the
following privileges in SupportAssist:

o If SupportAssist is installed on Windows:

— Users who are members of the Administrators user group have elevated or administrative
privileges in SupportAssist.
— Users who are members of the Users user group have normal privileges in SupportAssist.
» If SupportAssist is installed on Linux:
— Users who are members of the root group have elevated or administrative privileges in
SupportAssist.
— Users who are members of the users group have normal privileges in SupportAssist.

The following table provides a list of functions that can be performed by the SupportAssist users
depending on their privileges.
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Table 7. SupportAssist functions and user privileges

SupportAssist functions

SupportAssistAdmins and users
with elevated or administrative
privileges

SupportAssistUsers and users
with normal privileges

View cases

View the device inventory and
device groups

View the collected system
information

Perform connectivity tests

Create, manage, edit, or delete
device groups

Set up SupportAssist and complete
registration through the setup
wizard

Add devices

Edit device credentials

Delete devices

Install/upgrade OMSA using the
More Tasks option

Configure SNMP using the More
Tasks option

Enable or disable global-level
maintenance mode

Enable or disable device-level
maintenance mode

Send system information manually

View and configure SupportAssist
settings

Perform automatic update

Clear System Event Log

CISIS]S S]] S]] S 8] S48

KX XK X XXX XXX X XX || S|S
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SupportAssist functions SupportAssistAdmins and users | SupportAssistUsers and users
with elevated or administrative | with normal privileges
privileges

Uninstall SupportAssist W x

Granting elevated or administrative privileges to users

You can grant elevated or administrative privileges to users by adding them to specific user groups on the
system on which SupportAssist is installed. The user groups to which a user must be added to grant
elevated or administrative privileges vary depending on the operating system on which SupportAssist is
installed.

e |If SupportAssist is installed on Windows, you can grant elevated or administrative privileges through
one of the following methods:

— Add the user to the SupportAssistAdmins user group. See Adding users to the SupportAssist user
groups (Windows).

— Add the user to the Windows Administrators user group.
» If SupportAssist is installed on Linux, you can grant elevated or administrative privileges through one
of the following methods:

— Add the user to the SupportAssistAdmins user group. See Adding users to the SupportAssist user
groups (Linux).
— Add the user to the Linux root group.

Adding users to the SupportAssist user groups (Windows)

Prerequisites

Ensure that you are logged in to the server on which SupportAssist is installed with administrator
privileges.

Steps
1. Open the command prompt window.

2. To add an existing user account to a SupportAssist user group, use the following syntax: net
localgroup SupportAssist user group name user name.

For example:

e To add an existing user account (for example, Userl) to the SupportAssistAdmins user group,
type net localgroup SupportAssistAdmins Userl and press Enter.

e To add an existing user account (for example, User2) to the SupportAssistUsers user group, type
net localgroup SupportAssistUsers User2 and press Enter.

Adding users to the SupportAssist user groups (Linux)

Prerequisites
Ensure that you are logged in to the server on which SupportAssist is installed with root privileges.

Steps
1. Open the terminal window.

2. To create a new user account and add the user account to a SupportAssist user group, use the
following syntax:

useradd -G SupportAssist user group name User name

For example:
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e To create a new user account (for example, Userl) and add it to the SupportAssistAdmins user
group, type useradd -G Supportassistadmins Userl and press Enter.

* To create a new user account (for example, User2) and add it to the SupportAssistUsers user
group, type useradd -G Supportassistusers User2 and press Enter.

3. To add an existing user account to a SupportAssist user group, use the following syntax:
usermod -G SupportAssist user group name User name
For example:

e To add an existing user account (for example, Userl) to the SupportAssistAdmins user group,
type usermod -G SupportAssistAdmins Userl and press Enter.

» To add an existing user account (for example, User2) to the SupportAssistUsers user group, type
usermod -G SupportAssistUsers User2 and press Enter.

Opting in or opting out from ProSupport Plus server
recommendation report emails

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

About this task

The Dell ProSupport Plus server recommendation reports provide an overall health assessment of your
Dell servers by comparing the BIOS, firmware, and selected device drivers with the Dell recommended
versions. SupportAssist provides you an option to either opt in or opt out from receiving Dell ProSupport
Plus recommendation reports through email. When you opt in to receive the ProSupport Plus server
recommendation reports through email, you will receive the report once every month.

% NOTE: The ProSupport Plus server recommendation reports are applicable only for devices with an
active ProSupport Plus entitlement.

% NOTE: The server recommendation reports are dependent on the system information that is
collected and sent to Dell periodically. Therefore, you must ensure that the periodic collection of
system information is enabled in SupportAssist. For information on enabling the periodic collection
of system information, see Enabling or disabling the periodic collection of system information from
all devices.

Steps
1. Click the Settings tab.

The System Logs page is displayed.
2. Click Preferences.

The Preferences page is displayed.

3. In Recommendation Report Settings, select or clear the Automatically receive recommendation
reports via email option to opt in or opt out from receiving ProSupport Plus server recommendation
reports through email.

» If you select this option, ProSupport Plus server recommendation reports will be sent to your
primary contact through email.

» If you clear this option, ProSupport Plus server recommendation reports will not be sent through
email.

NOTE: By default, the Automatically receive recommendation reports via email option is
selected.

4. Click Apply.
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Related Links
Preferences

Sending the system information manually

When a support case is opened or updated, SupportAssist automatically collects the system information
from the device that generated the alert, and sends the information to Dell. If an error occurs during the
automatic collection and upload of system information, you must resolve the underlying issue, and then
manually initiate the collection and upload of system information. You may also be required to manually
initiate the collection and upload of system information, if requested by Dell Technical Support.

Prerequisites

Ensure that you are logged in to SupportAssist with elevated or administrative privileges. See
SupportAssist user groups and Granting elevated or administrative privileges to users.

Steps

1. Click the Devices tab.
The Device Inventory page is displayed.

2. Select a device in the Device Inventory page.
The Send System Information link is enabled.

Cases Devices Settings
Inventary Groups

Device Inventary

B Edit Credentials * Delete } Send System Information More Tasks v c Refresh

- HamelP Address T HModel T Status

4 Ungrouped Devices - Total Devices: (3)

|2 Server_IDRAC #1 PowerEdyge RS20 0K V212016 1005742 AM
r Senver_Linux#1 PowerEdoge RS20 0K V2172016 11:14:45 Aw
r Servar_Linux#2 PowerEdoge R420 0K V2172016 11:26:46 AM

Figure 26. Send System Information option

3. Click Send System Information.

Cases Devices Settings
Inventory Groups

Device Inventory

s Add More Tasks v | (¥ Refresh

1 Name/IP Address T Model T status

4 Ungrouped Devices - Total Devices: (3)

] Device #1 J PowerEdge R420 OK 1/22/2016 11:40:54 AM
Collection in progress

] Device #2 PowerEdge R520 OK 1/29/2016 9:19:30 AM

O Device #3 PowerEdge R520 OK 1/29/2016 9:23:11 AM

Figure 27. Manual collection in progress

The Name/IP Address column on the Device Inventory page displays a progress bar and a message
that indicate the status of the collection and upload of system information to Dell.
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Support for automatically installing or upgrading OMSA

To monitor a device through the agent-based method, SupportAssist requires the Dell OpenManage
Server Administrator (OMSA) agent to be installed and running on the device. The OMSA agent is an
application that monitors the health of various components of the device on which it is installed. When
OMSA is installed and running on a device, the OMSA agent generates an alert whenever a hardware
event occurs on the device. SupportAssist receives the alert from the device and processes the alert to
identify if the alert indicates a hardware issue. For more information on OMSA, visit Delltechcenter.com/
OMSA.

% NOTE: The SupportAssist recommended version of OMSA may vary depending on the generation of
the PowerEdge server and the operating system running on the server. For information on the
recommended versions of OMSA, see the Dell SupportAssist Version 1.2 for Servers Support Matrix
at Dell.com/ServiceabilityTools.

SupportAssist has the capability to automatically download and install the recommended version of
OMSA on monitored devices. By default, when a device is added for agent-based monitoring,
SupportAssist verifies if the recommended version of OMSA is installed on the device.

* |f OMSA is not installed on the device, SupportAssist prompts for your confirmation to download and
install the recommended version of OMSA on the device. On confirmation, SupportAssist downloads
and installs OMSA in the background. The OMSA installation status is displayed in the Status column
on the Device Inventory page. If you choose not to install OMSA, the status of the device is displayed

as ! OMSA not installed. To install OMSA at a later time, you can use the More Tasks — Install/
Upgrade OMSA option on the Device Inventory page.

* |f OMSA is already installed on the device, SupportAssist verifies if the version of OMSA matches with
the recommended OMSA version for SupportAssist. If the existing version of OMSA is not the
recommended version, but supports direct upgrade to the recommended version of OMSA,
SupportAssist prompts for your confirmation to download and upgrade OMSA on the device. The
OMSA upgrade status is displayed in the Status column on the Device Inventory page. If you choose

not to upgrade OMSA, the status of the device is displayed as ! New version of OMSA available. To
upgrade OMSA at a later time, use the More Tasks — Install/Upgrade OMSA option on the Device
Inventory page.

% NOTE: Direct upgrade to OMSA version n is supported only from the two previous versions (n-2)
of OMSA. If direct upgrade is not supported, you must manually download and upgrade OMSA
on the device. For example, if OMSA version 7.0 is already installed on the device, but the
recommended version of OMSA is 7.4, you must manually upgrade from OMSA version 7.0 to
7.2. After upgrading to OMSA version 7.2, you can upgrade to OMSA version 7.4 using the More
Tasks — Install/Upgrade OMSA option on the Device Inventory page or you can manually
download and upgrade to OMSA version 7.4.

% NOTE: When you allow or use SupportAssist to install or upgrade OMSA, the downloaded packages
of OMSA are retained in the SupportAssist installation folder. If a compatible version of OMSA was
already downloaded during an earlier operation, SupportAssist does not download OMSA again. In
this scenario, SupportAssist only installs or upgrades OMSA on the device using the already
downloaded version of OMSA.

% NOTE: The time taken to download OMSA is dependent on the internet download speed and
network bandwidth.

If the recommended version of OMSA is installed and running on the device, the status of the device is

displayed as OK.
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% NOTE: Automatic installation of OMSA through SupportAssist is not supported on devices running
Citrix XenServer, VMware ESXi, or ESX. To allow SupportAssist to detect hardware issues on these
devices, you must manually download and install OMSA.

Related Links

Installing or upgrading OMSA by using SupportAssist

Support for automatically configuring SNMP settings

To enable SupportAssist to monitor a device, the device must be configured to forward alerts (SNMP
traps) to the server on which SupportAssist is installed. Configuring the SNMP settings sets the alert
destination of a device, and ensures that alerts from the device are forwarded to the server running
SupportAssist. SupportAssist has the capability to automatically configure the SNMP settings of a device,
such that the device forwards alerts to the server on which SupportAssist is installed. By default, when
you add a device, SupportAssist prompts for your confirmation to automatically configure the SNMP
settings of the device. The status of the SNMP configuration is displayed in the Status column on the
Device Inventory page. While SupportAssist configures the SNMP settings of a device, the device displays
a 4 Configuring SNMP status. You can also use the More Tasks — Configure SNMP option on the
Device Inventory page to automatically configure the SNMP settings of a device at any time.

NOTE: When you allow or use SupportAssist to automatically configure the SNMP settings of a
device, the alert destination of the device is set to the IP address of the server running SupportAssist.

Related Links
Configuring SNMP settings by using SupportAssist

Device correlation

You can add (discover) a single device in SupportAssist by using both the host operating system IP
address and iDRAC IP address of the device. In such a scenario, the Device Inventory page displays two
separate listings for the same device. SupportAssist receives alerts from the device through both the
operating system and the iDRAC. However, for operational purposes, SupportAssist correlates the
operating system IP address and iDRAC IP address of the device and considers the device as a single
device. The following are the expected behaviors when a device is correlated:

* Alerts originating from the operating system and the iDRAC are correlated and a support case is
created for the Service Tag of the device.

«  When system information is collected, both the Device Inventory listings display the same status.

» For manual collection of system information — System information is gathered through the selected
device listing in the Device Inventory page. For example, if the operating system listing is selected,
system information is gathered through the operating system. However, if SupportAssist is unable to
connect to the device by using the operating system IP address, system information is gathered
through the iDRAC.

* For periodic collections and on case creation — System information is typically gathered through the
operating system. However, if SupportAssist is unable to connect to the device by using the operating
system IP address, system information is gathered through the iDRAC.

Detection of hardware issues in attached storage devices

In addition to monitoring PowerEdge servers, SupportAssist can also process alerts received from Dell
PowerVault MD series storage arrays that may be attached to a server. Alert generation from an attached
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storage device occurs through the Dell OpenManage Storage Services (OMSS) application installed on the
server. When you allow SupportAssist to automatically install OMSA on the server, by default, OMSS is
also installed. If you manually download and install OMSA on the server, ensure that you also install
OMSS. Otherwise, SupportAssist will not be able to detect hardware issues that may occur on the
attached storage device. When a hardware issue is detected on an attached storage device, SupportAssist
automatically creates a support case for the associated server.

Support for Dell OEM servers

Dell OEM-ready devices (either re-branded or de-branded Dell hardware), when added, are classified
under the re-branded name and not the original Dell hardware name. All of the functionality available for
Dell standard devices, such as alerts handling, automatic case creation (when the support level has been
validated at the time of the support incident as ProSupport or ProSupport Plus), and ProSupport Plus
reports are available for OEM-ready devices. On ProSupport Plus reports, OEM-ready devices are listed
with the re-branded name.

Automatic case creation is supported through Dell Enterprise Technical Support and not available for
other support case service request management systems.

As with any system that is modified for custom solutions, Dell recommends that you verify all
SupportAssist features to ensure proper operation with those modifications.

Installing Net-SNMP (Linux only)

Prerequisites
Ensure that you are logged in to the device with a user account that has root privileges.

About this task

SupportAssist receives alerts that are forwarded from remote devices through an SNMP agent. Net-SNMP
consists of a suite of SNMP tools, including an SNMP agent. On devices running Linux operating systems,
Net-SNMP must be installed to allow SupportAssist to receive alerts.

Steps
1. Open the terminal window on the device running the Linux operating system.
2. Type the following commands based on the operating system:

» Red Hat Enterprise Linux, CentOS, and VMware ESX: yum install net-snmp

e Oracle Linux: rpm -ivh net-snmp-X.X-XX.X.X.XXX.X86_64.rpm, where x.x-XX.X.X.XXX.X represents the
version number included in the rpm file name.

e SUSE Linux Enterprise Server:

1. zypper addrepo http://download.opensuse.org/repositories/net-snmp:factory/SLE_12/net-
snmp:factory.repo

2. zypper refresh
3. zypper install net-snmp

Configuring sudo access for SupportAssist (Linux)

In Linux operating systems, users with sudo access may be granted administrative privileges to run certain
commands. If you have added a remote device in SupportAssist using the credentials of a sudo user, you
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must perform the following steps to allow SupportAssist to monitor and collect system information from
the device.

Prerequisites
Ensure that you are logged in to the remote device as a user with root privileges.

Steps
1. Open the terminal window.
2. Setthe home directory path for the user — Type useradd user _name -d /home and press Enter.
3. Open the /etc/sudoers file.
4. Insert an exclamation mark [!] on the requiretty line. For example, ! requiretty
5. Add one of the following based on your preference:
e S%root ALL=(ALL) NOPASSWD: ALL — To grant permission to all users in the root group.
e user name ALL=(ALL) NOPASSWD: ALL — To grant permission to only a specific user.
6. Save the /etc/sudoers file.

Default schedule for collection of system information

By default, SupportAssist collects system information from monitored devices periodically and also when
a support case is created. The following table provides the default schedule for the collection of system
information from monitored devices.

Table 8. Default collection schedule

Device type Operating system or component | Schedule

Server Windows Monthly; First Monday of the

month at 12:00 AM

Linux Monthly; First Monday of the
month at 12:00 AM

iDRAC Monthly; First Monday of the
month at 12:00 AM

ESX Monthly; First Monday of the
month at 12:00 AM

ESXi Monthly; First Monday of the
month at 12:00 AM

Types of email notifications

The following table provides a summary of the different types of email notifications that are sent by
SupportAssist.
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Table 9. Types of email notifications

Email notification type

When the email notification is
sent

Origin of the email notification

Registration confirmation and
welcome email

After the Registration step of the
Dell SupportAssist Setup Wizard
is completed successfully.

SupportAssist server hosted by
Dell

Case created

After a hardware issue is
detected and a support case is
created.

SupportAssist server hosted by
Dell

Unable to create a case

After a hardware issue is
detected, but a support case
could not be created because of
technical difficulties.

SupportAssist server hosted by
Dell

Unable to collect system
information

After a support case is created
automatically for a device, but
SupportAssist is unable to collect
system information from the
device.

SupportAssist server hosted by
Dell

Unable to send the collected
system information to Dell

After a support case is created
automatically for a device, but
SupportAssist is unable to send
the collected system information
from the device to Dell.

SupportAssist server hosted by
Dell

Inactive notification

If SupportAssist is not monitoring
any device and no device has
been added in the past 30 days.

SupportAssist server hosted by
Dell

Connectivity test alert

At 11 pm each day (date and time
as on the server on which
SupportAssist is installed).

% NOTE: The connectivity test
alert notification is sent only
if an issue is detected with
connectivity to dependent
resources.

SupportAssist application

Automatic maintenance mode

If an alert storm received from a
device has resulted in
SupportAssist placing the device
automatically in maintenance
mode.

SupportAssist application

Device status alert

At 5 pm each day (date and time
as on the server on which

SupportAssist is installed). If less
than 10 monitored devices have
issues, the email includes details

SupportAssist application
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Email notification type When the email notification is Origin of the email notification
sent

about the issues and the possible
resolution steps. If more than 10
monitored devices have issues,
the email only includes a
summary of the issues.

% NOTE: The device alert
notification is sent only if an
issue exists (warning or error
status) with the setup or
configuration of the
monitored devices.

% NOTE: Email notifications originating from the SupportAssist server hosted by Dell can be received
only if the Receive email notification when a new support case is opened option is selected. See
Configuring email notification settings.

% NOTE: Email notifications originating from the SupportAssist application can be received only if the
SMTP server (email server) settings are configured in SupportAssist .See Configuring SMTP server

settings.

Ensuring successful communication between the
SupportAssist application and the SupportAssist server

The server on which SupportAssist is installed must be able to communicate with the SupportAssist server
hosted by Dell to:

* Automatically create a support case if there is a problem with a device in your environment.
¢ Upload the generated system log collection to Dell.

To ensure that the SupportAssist application is able to successfully communicate with the SupportAssist
server:

* The server on which the SupportAssist application is installed must be able to connect to the
following destinations:

— https://apidp.dell.com — end point for the SupportAssist server. On the server on which
SupportAssist is installed, verify if you can access the following location using the web browser:
https://apidp.dell.com.

— https://is.us.dell.com/FUS/api/2.0/uploadfile — the file upload server where the collected system
information is uploaded.

— https://downloads.dell.com/ — for downloading Dell OpenManage Server Administrator (OMSA)
and also for getting new SupportAssist release information. On the server on which SupportAssist
is installed, verify if you can access the following location using the web browser: https://
downloads.dell.com/

— On the server on which SupportAssist is installed, verify if port 443 is open for is.us.dell.com,
downloads.dell.com, and api.dell.com. You can use a telnet client to test the connection. For
example, use the following command: o downloads.dell.com 443

* On the server on which SupportAssist is installed, verify if the network settings are correct.
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+ |If the server on which SupportAssist is installed connects the Internet through a proxy server,
configure the proxy settings in SupportAssist. See Configuring proxy server settings.

If the communication problem persists, contact your network administrator for further assistance.

Accessing the SupportAssist application logs

SupportAssist stores system events and log messages in the following locations:

¢  On Windows:

— Windows Event Log
— The installation logs folder (C:\Program Files\Dell\SupportAssist\logs).
¢ On Linux:

- varlogs
— The installation logs folder (/opt/dell/supportassist/logs).

A new log file is created daily at 11:59 PM based on the time zone configured on the system, and the log
is stored in the logs folder. The log file contains log information for the current day. At the end of each
day, the log file is renamed as application.log<date format in yyyymmdd>. If the log file is older than two
days, the log file is zipped automatically. This enables you to identify the exact log file stored for a given
date when alerts occur. For example, log files similar to the following can be seen:

« application.log

+ application.log. 20151001

e application.log. 20151002 .zip
* application.log. 20151003 .zip

The log files are purged from storage after 30 days.

The log file contains log messages that correspond to the following values (or higher) in the log4j.xml file:
FATAL, ERROR, WARN, INFO, and DEBUG, with special values of OFF and ALL. The log4j.xml file is
available at C:\Program Files\Dell\SupportAssist\config (on Windows) and /opt/dell/supportassist/config
(on Linux). A value of ERROR in the log4j.xml file results in log messages of FATAL, and ERROR, since
FATAL is a higher level than ERROR.

Event storm handling

SupportAssist intelligently handles event storm conditions, allowing up to nine separate alerts from a
monitored device within a 60-minute timespan. However, if 10 or more separate alerts are received from
a device, SupportAssist automatically places the device in maintenance mode. Maintenance mode
prevents any further processing of alerts from the device, enabling you to make infrastructure changes
without creating unnecessary support cases. After 30 minutes in maintenance mode, SupportAssist
automatically removes the device from maintenance mode and resumes normal alert processing for the
device. For more information about maintenance mode, see Understanding maintenance mode.

Accessing the context-sensitive help

Context-sensitive help provides information about features and tasks that are applicable to the current
view on the user interface. Once you invoke the context-sensitive help, you can navigate or search
through the entire SupportAssist help system.
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To access context-sensitive help, click the “ icon that appears in the user interface. Context-sensitive
help is displayed in a new browser window.

Viewing SupportAssist product information

1. Point to the Help link that is displayed at the top-right of the SupportAssist user interface, and then
click About.

The About window is displayed, where you can view the SupportAssist product version and the
registration ID.

2. Click Close to return to the SupportAssist user interface.

Uninstalling SupportAssist

You can uninstall SupportAssist based on your preference. During the uninstallation, you can choose to
provide a reason for the uninstallation and also provide feedback to Dell. Your feedback will remain
confidential and will allow Dell to make product improvements. The following sections provide
information about uninstalling SupportAssist on Windows and Linux operating systems.

Uninstalling SupportAssist (Windows)

Prerequisites

Ensure that you are logged in to the server on which SupportAssist is installed with administrator
privileges.

Steps

1. Perform one of the following based on the operating system:

e On Windows Server 2012, point to the bottom-left corner of the screen, and then click the Start
icon. On the Start screen, click the Control Panel tile. On the Control Panel, click Uninstall a
program.

¢ On Windows Server 2008 or Windows Small Business Sever 2011, click Start — Control Panel —
Programs and Features.
The Uninstall or change a program window is displayed.
2. Select Dell SupportAssist and click Change.
The Welcome to Dell SupportAssist Installer window is displayed.
3. Click Next.
The Dell SupportAssist Maintenance window is displayed.
4. Select Remove, and click Next.
The Feedback window is displayed.

5. Select an appropriate reason from the Select an option drop-down list, provide your comments, and
click Remove.

The Remove the Program window is displayed.
6. Click Remove.

The Uninstallation Completed window is displayed.
7. Click Finish.

SupportAssist is now uninstalled.
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Uninstalling SupportAssist (Linux)

Prerequisites
Ensure that you are logged in to the server on which SupportAssist is installed with root privileges.

Steps

1. Open the terminal window.

Browse to the /opt/dell/supportassist/bin folder.
Type ./uninstall and press Enter.

To continue the uninstallation, type c.

voseN

When prompted for your feedback, perform one of the following:
« To skip the feedback and start the uninstallation, type n.
* To provide feedback, type y.

6. If you selected to provide feedback, press a number that matches your reason for uninstalling
SupportAssist.

The Dell SupportAssist uninstallation is complete message is displayed.

Uninstalling SupportAssist in silent mode (Linux)

Prerequisites
Ensure that you are logged in to the server on which SupportAssist is installed with root privileges.

Steps

1. Open the terminal window on the system on which SupportAssist is installed.
2. Browse to the /opt/dell/supportassist/bin folder.

3. Type ./uninstall silent and press Enter.

Identifying the generation of a Dell PowerEdge server

You can quickly identify the generation of a PowerEdge server by observing the representation of the
server model. The following table provides information about the various generations of PowerEdge
servers and their model representation.

Table 10. PowerEdge server examples

PowerEdge server Representation of the server Examples of server models
generation model
9th PowerEdge x9xx PowerEdge 2900

Power Edge 6950

10th PowerEdge yx0x PowerEdge M600
PowerEdge R300

Power Edge T105

11th PowerEdge yx1x PowerEdge M610

PowerEdge R310
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PowerEdge server Representation of the server Examples of server models
generation model

PowerEdge T110

12th PowerEdge yx2x PowerEdge M620
PowerEdge R620

PowerEdge T620

13th PowerEdge yx3x PowerEdge M630

PowerEdge R630

PowerEdge R730

NOTE: In the representation of the server models, x denotes numbers (0 to 9) and y denotes
alphabets such as M, R, and T. The alphabets denote the type of server as follows: M = Modular; R =
Rack; T = Tower.
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Troubleshooting

The following sections provide information required to troubleshoot issues that may occur while
installing and using SupportAssist.

Installing SupportAssist

If you experience any issues while installing SupportAssist:

Ensure that the system is running a 64-bit operating system.

On Windows operating systems — Ensure that you right-click the installer package and select Run as
administrator to start the installation.

On Linux operating systems — Ensure that the permission of the installer file is updated.

Ensure that you agree to allow Dell to save your Personally Identifiable Information (PIl) on the
License Agreement page of the installation wizard.

Ensure that the server on which you are installing SupportAssist for Servers does not have any other
SupportAssist application installed already.

SupportAssist registration

If you experience any issues with the registration of SupportAssist:

Verify if the server on which SupportAssist is installed can connect to the internet.

If the server on which SupportAssist is installed connects to the internet through a proxy server,
provide the proxy server details in the SupportAssist setup wizard.

Verify if the network settings of the server on which SupportAssist is installed are correct.

Ensure that the registration details, such as first name, last name, email address, and phone number
you have provided are valid.

Verify if port 443 is open on the firewall to access https://apidp.dell.com

Perform Connectivity Test and ensure that connectivity to the SupportAssist server is successful. See
Performing the connectivity test. If the test is successful, close the web browser, open the
SupportAssist user interface again and retry the registration.

Retry the registration after some time.

Opening the SupportAssist user interface

If a Problem starting the SupportAssistService error is displayed when you open the
SupportAssist user interface:

Ensure that you are logged with a user account that has the required privileges to start system
services.

Try to restart the Dell SupportAssist Service. See SupportAssist service.
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» Check the log file, application.log, available at C:\Program Files\Dell\SupportAssist\logs (on Windows)
or /opt/dell/supportassist/logs (on Linux) to identify the component that failed to load.

Logging in to SupportAssist

If you experience any issues while logging in to SupportAssist:

» Verify if the user account you are using to log in is a member of the SupportAssistAdmins or
SupportAssistUsers user groups:

— Open a command prompt as an administrator and type the following commands: net
localgroup SupportAssistAdmins and net localgroup SupportAssistUsers. If the
user account is not listed in the SupportAssistAdmins or SupportAssistUsers group, add the user
account to one of the SupportAssist user groups.

— If you want to add users to the SupportAssist users groups, open a command prompt as an
administrator, and type the following commands:

* net localgroup SupportAssistAdmins <Userl> /add — To add Userl to the
SupportAssistAdmins user group.

* net localgroup SupportAssistUsers <User2> /add — To add User2 to the
SupportAssistUsers user group.
¢ If you manually deleted the SupportAssistAdmins or SupportAssistUsers user groups, create the
SupportAssist user groups, and then add users to the groups:

— To create the SupportAssist user groups, open a command prompt as an administrator, and type
the following commands:

* net localgroup SupportAssistAdmins /add — To create the SupportAssistAdmins user
group.

* net localgroup SupportAssistUsers /add — To create the SupportAssistUsers user
group.

— To add users to the SupportAssist users groups, open a command prompt as an Administrator, and
type the following commands:

* net localgroup SupportAssistAdmins <Userl> /add — To add Userl to the
SupportAssistAdmins user group.

* net localgroup SupportAssistUsers <User2> /add — To add User2 to the
SupportAssistUsers user group.

» Verify if the Dell SupportAssist Service is running. See SupportAssist services.

Unable to add device

If an error message is displayed stating that SupportAssist is unable to add the device:

* Ensure that the device model is supported. For a complete list of supported device models, see the
Dell SupportAssist Version 1.2 for Servers Support Matrix at Dell.com/ServiceabilityTools.

* Verify if the device is reachable from the server on which SupportAssist is installed.
» Verify if the device credentials (user name and password) you provided are correct.

» |If you are adding a device by providing the operating system details (agent-based monitoring) and the
device is running a Windows operating system:
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— Verify if the credentials you provided have administrator rights on the device.
— Verify if the Windows Management Instrumentation (WMI) service is running on the device.

— If the issue persists, review the instructions in “Securing a Remote WMI Connection” technical
documentation at msdn.microsoft.com.

If you are adding a device by providing the operating system details (agent-based monitoring) and the
device is running a Linux operating system:

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Verify if the Secure Shell (SSH) service is running on the device.

— Verify if SSH password authentication is enabled (enabled by default).

If you are adding a device by providing the iDRAC details (agentless monitoring), ensure that the
iDRAC has an Enterprise or Express license installed. For information on purchasing and installing an
Enterprise or Express license, see “Managing Licenses" section in the iDRAC User’s Guide at Dell.com/
ESMmanuals.

If the error message states that the device could not be added within the predefined time limit, retry
adding the device.

If the error message states that SupportAssist is unable to add the device because the SSL encryption
level of the device is set to 256 bit or higher:

a. Download the Zulu Cryptographic Extension Kit available at the Azul Systems website.

Extract the downloaded file.
Copy the local_policy.jar and US_export_policy.jar files and paste them at one of the following
location on the system on which SupportAssist is installed:
- On Windows: C:\Program Files\Dell\SupportAssist\jre\lib\security
— On Linux: /opt/dell/supportassist/jre/lib/security
d. Restart the SupportAssist service and retry the operation.

OMSA not installed

If a device displays an ! OMSA not installed status:

Install OMSA on the device using the Install/Upgrade OMSA option. See Installing or upgrading
OMSA.

If the installation of OMSA cannot be completed successfully even after repeated attempts, log in to
the device and manually download and install the recommended version of OMSA on the device. For
information on the recommended version of OMSA, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.

SNMP not configured

If a device displays an ! SNMP not configured status:

Configure the SNMP settings on the device using the Configure SNMP option. See Configuring SNMP
settings.

If the SNMP configuration cannot be completed successfully even after repeated attempts, log on to
the device and manually configure SNMP settings. For instructions to manually configure the SNMP
settings:
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— Agent-based monitoring: Configuring the alert (SNMP trap) destination.

— Agentless monitoring: Manually configuring the alert destination of an iDRAC using the web
interface.

New version of OMSA available

If a device displays a ! New version of OMSA available status:

e Install OMSA on the device using the Install/Upgrade OMSA option. See Installing or upgrading
OMSA.

e If the installation of OMSA cannot be completed successfully even after repeated attempts, log in to
the device and manually download and install the recommended version of OMSA on the device. For
information on the recommended version of OMSA, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.

Related Links
Installing or upgrading OMSA by using SupportAssist

Unable to configure SNMP

If a device displays an 8 Unable to configure SNMP status:

¢ Ensure that the network settings are correct.
e Ensure that the SNMP port (162) is open.
¢ Ensure that the firewall settings are correct.

» Configure the SNMP settings of the device using the Configure SNMP option. See Configuring SNMP
settings.

If the SNMP configuration is still unsuccessful, you can manually configure the SNMP. For instructions to
manually configure the SNMP settings:

» Agent-based monitoring: Configuring the alert (SNMP trap) destination.
e Agentless monitoring: Manually configuring the alert destination of an iDRAC using the web interface.

Related Links
Configuring SNMP settings by using SupportAssist

Unable to verify SNMP configuration

If the device displays an 0 Unable to verify SNMP configuration status:

¢ Ensure that the DNS is configured correctly.
» Ensure that the SNMP port (162) is open.
¢ Ensure that the firewall settings are correct.

* Configure the SNMP settings of the device using the Configure SNMP option. See Configuring SNMP
settings.

Related Links
Configuring SNMP settings by using SupportAssist
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Unable to install OMSA

If an error message is displayed stating that SupportAssist is unable to install OMSA on the device:

Verify if the device is reachable from the server on which SupportAssist is installed.
Verify if the device credentials (user name and password) you provided are correct.
If the device is running a Windows operating system:

— Verify if the credentials you provided have administrator rights on the device.

— Restart the Windows Management Instrumentation (WMI) service on both the server on which
SupportAssist is installed and the remote device.

— Delete any files available in the C:\Windows\temp folder on the server on which SupportAssist is
installed.

If the device is running a Linux operating system:

— Verify if the Secure Shell (SSH) service is running on the device.
— Verify if SSH password authentication is enabled (enabled by default).

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Ensure that the device has all the required OMSA dependencies installed. For more information
about OMSA dependencies, see the "Remote Enablement Requirements” section in the Dell
OpenManage Server Administrator Installation Guide at DellTechCenter.com/OMSA.

Retry the installation of OMSA. See Installing or upgrading OMSA.

If the installation of OMSA cannot be completed successfully even after repeated attempts, log in to
the device and manually download and install the recommended version of OMSA on the device. For
information on the recommended version of OMSA, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.

NOTE: Upgrade from a 32-bit version of OMSA to a 64-bit version of OMSA is not supported. In this
scenario, you must uninstall the existing version of OMSA, and install OMSA through SupportAssist.
Installing or upgrading OMSA.

Related Links

Installing or upgrading OMSA by using SupportAssist

Unable to verify OMSA version

If an error message is displayed stating that SupportAssist is unable to verify the OMSA version installed
on the device:

Click the error status link in the Status column on the Device Inventory page to view the possible
resolution steps.

Perform the connectivity test and ensure that connectivity to the Dell FTP server is successful. See
Performing the connectivity test.

Ensure that the OMSA services are running on the device.
Retry the installation of OMSA. See Installing or upgrading OMSA.

If the installation of OMSA cannot be completed successfully even after repeated attempts, log in to
the device and manually download and install the recommended version of OMSA on the device. For
information on the recommended version of OMSA, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.
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Related Links

Installing or upgrading OMSA by using SupportAssist

Unexpected error occurred

An 0 Unexpected error occurred status may be displayed during either the installation of OMSA or the
collection of system information from a device because of a technical issue.

If the issue occurred during the installation or upgrade of OMSA, you may try the following:

Verify if the device is reachable from the server on which SupportAssist is installed.
Verify if the device credentials (user name and password) you provided are correct.
If the device is running a Windows operating system:

— Verify if the credentials you provided have administrator rights on the device.

— Restart the Windows Management Instrumentation (WMI) service on both the server on which
SupportAssist is installed and the remote device.

— Delete any files available in the C:\Windows\temp folder on the server on which SupportAssist is
installed.

If the device is running a Linux operating system:

— Verify if the Secure Shell (SSH) service is running on the device.
— Verify if SSH password authentication is enabled (enabled by default).

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Ensure that the device has all the required OMSA dependencies installed. For more information
about OMSA dependencies, see the "Remote Enablement Requirements” section in the Dell
OpenManage Server Administrator Installation Guide at DellTechCenter.com/OMSA.

Retry the installation of OMSA. See |nstalling or upgrading OMSA.

If the installation of OMSA cannot be completed successfully even after repeated attempts, log in to
the device and manually download and install the recommended version of OMSA on the device. For
information on the recommended version of OMSA, see the Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/ServiceabilityTools.

NOTE: Upgrade from a 32-bit version of OMSA to a 64-bit version of OMSA is not supported. In this
scenario, you must uninstall the existing version of OMSA, and install OMSA through SupportAssist.
Installing or upgrading OMSA.

If the issue occurred during the collection of system information from a device, you may try the
following:
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Click the error status link in the Status column to view the possible resolution steps.
Verify if the device is reachable from the server on which SupportAssist is installed.
Verify if the device credentials (user name and password) you provided are correct.

If the password of the device is lengthy (10 or more characters), try assigning a shorter password
(about 5 to 7 characters), that does not include spaces and quotes, and then update the password in
SupportAssist.

If you have added the device by providing the operating system details (agent-based monitoring) and
the device is running a Windows operating system:
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— Verify if the credentials you provided have administrator rights on the device.
— Verify if the WMI service is running on the device.

If you have added the device by providing the operating system details (agent-based monitoring) and
the device is running a Linux operating system:

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Verify if the SSH service is running on the device.

— Verify if SSH password authentication is enabled (enabled by default).

— Ensure that OpenSSL is updated. For more information, see the resolution for OpenSSL CCS
injection vulnerability (CVE-2014-0224) available in the support website of the operating system.

If you have added the device by providing the iDRAC details (agentless monitoring), ensure that the
iDRAC has an Enterprise license installed. For information on purchasing and installing an Enterprise
license, see the “Managing Licenses” section in the iDRAC User’s Guide at Dell.com/ESMmanuals.

If the error message states that SupportAssist is unable to gather system information from the device
because the SSL encryption level of the device is set to 256 bit or higher:

a. Download the Zulu Cryptographic Extension Kit available at the Azul Systems website.

Extract the downloaded file.
Copy the local_policy.jar and US_export_policy.jar files and paste them at one of the following
location on the system on which SupportAssist is installed:
- On Windows: C:\Program Files\Dell\SupportAssist\jre\lib\security
— On Linux: /opt/dell/supportassist/jre/lib/security
d. Restart the SupportAssist service and retry the operation.

After resolving the underlying issue, manually initiate the collection and upload of system information.
See Sending the system information manually.

If the Unexpected error occurred status persists, contact Dell Technical Support for assistance.

Unable to reach device

If a device displays an 9 Unable to reach device status:

Click the error status link in the Status column on the Device Inventory page to view the possible
resolution steps.

Verify if the device is turned on and connected to the network.
Verify if ports 22, 23, 80, 135, 443, 1311, 2463, and 5989 are open on the device.

If you added the device in SupportAssist by providing the server IP address, verify if the IP address of
the server has changed. The IP address changes each time the server is restarted, if the server is
configured to obtain a dynamic IP address.

If the IP address of the device has changed:

— Delete the device from SupportAssist. See Deleting a device.
— Add the device again. See Adding a device (agent-based monitoring).

% NOTE: To avoid deleting and adding a device each time the IP address of the device
changes, Dell recommends that you provide the host name of the device (instead of the IP
address) while adding the device.
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Authentication failed

If a device displays an 9 Authentication failed status:

Click the error status link in the Status column on the Device Inventory page to view the possible
resolution steps.

Verify if the device credentials (user name and password) you provided are correct. If the credentials
have changed, update the credentials of the device. See Editing device credentials.

If you added the device by providing the operating system details (agent-based monitoring) and the
device is running a Windows operating system:

— Verify if the credentials you provided have administrator rights on the device.

— Verify if the WMI service is running on the device.

— If the issue persists, review the instructions in “Securing a Remote WMI Connection” technical
documentation at msdn.microsoft.com.

If you added the device by providing the operating system details (agent-based monitoring) and the
device is running a Linux operating system:

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Verify if the SSH service is running on the device.

— Verify if SSH password authentication is enabled (enabled by default).

Unable to gather system information

If a device displays an 0 Unable to gather system information status:

Click the error status link in the Status column to view the possible resolution steps.
Verify if the device is reachable from the server on which SupportAssist is installed.
Verify if the device credentials (user name and password) you provided are correct.

If the password of the device is lengthy (10 or more characters), try assigning a shorter password
(about 5 to 7 characters), that does not include spaces and quotes, and then update the password in
SupportAssist.

If you have added the device by providing the operating system details (agent-based monitoring) and
the device is running a Windows operating system:

— Verify if the credentials you provided have administrator rights on the device.

— Verify if the WMI service is running on the device.

If you have added the device by providing the operating system details (agent-based monitoring) and
the device is running a Linux operating system:

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Verify if the SSH service is running on the device.

100


http://msdn.microsoft.com

— Verify if SSH password authentication is enabled (enabled by default).

— Ensure that OpenSSL is updated. For more information, see the resolution for OpenSSL CCS
injection vulnerability (CVE-2014-0224) available in the support website of the operating system.

* If you have added the device by providing the iDRAC details (agentless monitoring), ensure that the
iDRAC has an Enterprise license installed. For information on purchasing and installing an Enterprise
license, see the “Managing Licenses” section in the iDRAC User’s Guide at Dell.com/ESMmanuals.

» If the error message states that SupportAssist is unable to gather system information from the device
because the SSL encryption level of the device is set to 256 bit or higher:

a. Download the Zulu Cryptographic Extension Kit available at the Azul Systems website.

Extract the downloaded file.
Copy the local_policy.jar and US_export_policy.jar files and paste them at one of the following
location on the system on which SupportAssist is installed:
- On Windows: C:\Program Files\Dell\SupportAssist\jre\lib\security
— On Linux: /opt/dell/supportassist/jre/lib/security
d. Restart the SupportAssist service and retry the operation.

After resolving the underlying issue, manually initiate the collection and upload of system information.
See Sending the system information manually.

Insufficient storage space to gather system information

If a device displays an 9 Insufficient storage space to gather system information status, ensure that the
server on which SupportAssist is installed has sufficient free space on the C:\drive.

Unable to export collection

If a device displays an 0 Unable to export collection status:

e Click the error status link in the Status column to view the possible resolution steps.

* Manually initiate the collection and upload of system information. See Sending the system information
manually.

If the problem persists, contact Dell Technical Support for assistance.

Unable to reach Dell upload server

If a device displays an 9 Unable to reach Dell upload server status:

e Click the error status link in the Status column to view the possible resolution steps.
* Verify if the server on which SupportAssist is installed is able to connect to the internet.

* If the server on which SupportAssist is installed connects to the internet through a proxy server,
ensure that the proxy settings are configured in SupportAssist. See Configuring proxy server settings.

* Perform the connectivity test and ensure that connectivity to the Dell upload server is successful. See
Performing the connectivity test.

After resolving the underlying issue, manually initiate the collection and upload of system information.
See Sending the system information manually.
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Timed out sending system information

If a device displays a 0 Timed out sending system information status:

o Click the error status link in the Status column to view the possible resolution steps.
» Verify if the server on which SupportAssist is installed is able to connect to the internet.

e If the server on which SupportAssist is installed connects to the internet through a proxy server,
ensure that the proxy settings are configured in SupportAssist. See Configuring proxy server settings.

e Perform the connectivity test and ensure that connectivity to the Dell upload server is successful. See
Performing the connectivity test.

After resolving the underlying issue, manually initiate the collection and upload of system information.
See Sending the system information manually.

Clearing System Event Log failed

If the device displays a 9 Clearing System Event Log failed status, ensure that the following
requirements are met and then retry clearing the System Event Log:

* The device is reachable from the server on which SupportAssist is installed.

* If the device is a member of a domain, the host name of the device is added in the DNS server.

* The credentials you have provided for the device in SupportAssist are correct.

* The credentials you have provided for the device in SupportAssist have administrative privileges.

* If you have added the device in SupportAssist with the operating system IP address, ensure that the
following requirements are met depending on the operating system running on the device:
— For Windows, the WM service is running on the device and the firewall allows WM

communication.

— For Linux, the SSH service is running on the device and the firewall allows SSH communication.

» If you have added the device in SupportAssist with the iDRAC IP address, the WS-MAN service is
running on the device.

If the problem persists, try clearing the System Event Log by using one of the following methods:

e Clearing the System Event Log by using iDRAC

¢ Clearing the System Event Log by using OMSA

Clearing the System Event Log by using iDRAC

Prerequisites
Ensure that you are logged in to the iDRAC web console with administrative privileges.

About this task
You can perform the following steps to clear the System Event Log by using the iDRAC web console.

% NOTE: If you want to clear the System Event Log using the command line interface (CLI), connect
to the iDRAC over SSH protocol using any telnet client and run the following command: racadm
clrsel
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Steps
1. Inthe iDRAC web console, click Overview — Server — Logs Page.
2. Click Clear Log.

Clearing the System Event Log by using OMSA

Prerequisites

Ensure that you are logged in to OMSA with administrative privileges.

About this task

If OMSA is installed on the device, you can perform the following steps to clear the System Event Log.

% NOTE: If you want to clear the System Event Log using the CLI, log in to the device and run the
following command from a command prompt (Windows) or terminal (Linux): omconfig system
esmlog action=clear

% NOTE: If the device is running VMware ESX, log in to OMSA from another remote device using the
Server Administrator Managed System Login option, and then perform the following steps.
Steps
1. In OMSA, perform one of the following, depending on the type of server:
e If the device is a modular server, click Modular Enclosure — Server Module.
e If the device is not a modular server, click System — Main System Chassis.
2. Click the Logs tab.
3. Click Clear Log.

Maintenance mode

If a device displays the 9 Maintenance Mode status:

 Ensure that the issue with the device is resolved.

« |If more time is required to resolve the issue, you may place the device in manual maintenance mode.
See Enabling or disabling device-level maintenance mode.

* If required, you may place SupportAssist in maintenance mode. See Enabling or disabling global-level
maintenance mode.

Auto update

If the auto update is unsuccessful:

1. Perform the connectivity test and ensure that connectivity to the Dell FTP server is successful. See
Performing the connectivity test.

4

2. Click the .—a Update Available notification and try installing the update again.

Unable to edit device credentials

If an error message is displayed stating that SupportAssist is unable to edit the credentials of a device:

» Verify if the device is reachable from the server on which SupportAssist is installed.
» Verify if the device credentials (user name and password) you provided are correct.
» If you are editing the credentials of a device running a Windows operating system:
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— Verify if the credentials you provided have administrator rights on the device.
— Verify if the Windows Management Instrumentation (WMI) service is running on the device.

— If the issue persists, review the instructions in “Securing a Remote WMI Connection” technical
documentation at msdn.microsoft.com.

* If you are editing the credentials of a device running a Linux operating system:

— Verify if the credentials you provided have root, super user, or sudo user rights on the device. If
you provide the user name and password of a sudo user, ensure that the sudo user is configured
for SupportAssist. For information on configuring the sudo user, see Configuring sudo access for
SupportAssist.

— Verify if the Secure Shell (SSH) service is running on the device.

— Verify if SSH password authentication is enabled (enabled by default).

» If the error message states that SupportAssist is unable to edit the credentials of the device because
the SSL encryption level of the device is set to 256 bit or higher:

a. Download the Zulu Cryptographic Extension Kit available at the Azul Systems website.
Extract the downloaded file.
Copy the local_policy.jar and US_export_policy.jar files and paste them at one of the following
location on the system on which SupportAssist is installed:
— On Windows: C:\Program Files\Dell\SupportAssist\jre\lib\security
— On Linux: /opt/dell/supportassist/jre/lib/security
d. Restart the SupportAssist service and retry the operation.

Automatic case creation

If an issue occurs on a device, but a support case is not created automatically:

NOTE: SupportAssist does not create a support case for every alert received from a monitored
device. A support case is created only if the alert type and number of alerts received from a device
match with the predefined criteria for support case creation.

e Ensure that the device is configured to forward alerts to the server on which SupportAssist is installed.
See Configuring the SNMP trap destination.

» Perform the connectivity test and ensure that the connectivity to the SupportAssist server is
successful. See Performing the connectivity test.

» Check the application.log file available at C:\Program Files\Dell\SupportAssist\logs (on Windows)
or /opt/dell/supportassist/logs (on Linux) to identify if the alert was received successfully by
SupportAssist.

Scheduled tasks

If the time or time zone of the system on which SupportAssist is installed is changed, all built-in and user-
defined schedule tasks do not work as expected. Examples of scheduled tasks include the following:

* Periodic collection of system information from monitored devices
* Upload of device inventory information to Dell
+ Connectivity test email notifications

To resolve this issue, restart the Dell SupportAssist Service.
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SupportAssist service

If the SupportAssist application does not respond appropriately, ensure that the SupportAssist service is
running:

1

On the server on which SupportAssist is installed, verify if the SupportAssist service is running. For
information on verifying the status of the SupportAssist service, see Verifying the SupportAssist
service status (Windows) or Verifying the SupportAssist service status (Linux).

If the service cannot or does not start, open the most recent SupportAssist application log file
(application.log), and then search for text with a timestamp of when you tried to start the service. The
log file may contain a message indicating any user interface startup errors and a possible problem
diagnosis.
NOTE: You can access the SupportAssist application log file (application.log) at the following
location depending on the operating system:

e On Windows — C:\Program Files\Dell\SupportAssist\logs

e On Linux — /opt/dell/supportassist/logs

To verify that the SupportAssist application can connect to the SupportAssist server hosted by Dell,
perform the connectivity test. See Performing the connectivity test.

» If the server is responding, a success message is displayed in the user interface. If not, the server
may be unreachable. If this is the scenario, check the application.log file to find details. If there
are no discernible details in the log file, and the server is not reachable, contact Dell Technical
Support for assistance.

* If communication is successful, but no data updates occur, the SupportAssist application may be
identifying itself with an ID that is unknown to the server. If this is the scenario, check the
application.log file to find details. The log file may contain a message stating that the
SupportAssist application was not recognized. If the SupportAssist application is not recognized
by the SupportAssist server, uninstall and reinstall the SupportAssist application.

Verifying the SupportAssist service status (Windows)

To verify the status of the SupportAssist service on Windows operating systems:

1

3.
4.

On the server on which SupportAssist is installed, click Start — Run.
The Run dialog box is displayed.

Type services.msc, and then click OK.

The Services Microsoft Management Console (MMC) is displayed.
Verify if the Dell SupportAssist Service displays the status as Running.
If the service is not running, right-click the service and select Start.

Verifying the SupportAssist service status (Linux)

To verify the status of the SupportAssist service on Linux operating system:

1
2.

Open the terminal window on the system on which SupportAssist is installed.

Type service supportassist status and press Enter.

The status of the SupportAssist service is displayed.

If the service is not running, type service supportassist start and press Enter.
The SupportAssist service is restarted.
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Other services

To add a device for agent-based monitoring and perform other operations on the device, SupportAssist
requires the following services to be installed and running on the device:

» WMI service (on devices running a Windows operating system)
* SSH service (on devices running a Linux operating system)

If the services are either not installed or not running, an error message is displayed in SupportAssist. The
following sections provide information about verifying the status of the service and restarting the service
(if required).

WMI service
To verify the status of the WMI service and to start the service (if required):

1. Click Start — Run. The Run dialog box is displayed.

2. Type services.msc, and then click OK. The Services Microsoft Management Console (MMC) is
displayed.

3. Inthe list of services, verify the status of the Windows Management Instrumentation service. If the
service is running, the status is displayed as Running.

4. If the service does not display a Running status, right-click Windows Management Instrumentation
and click Start.

SSH service

You can use the following commands to verify the status of the SSH service and to start the service (if
required):

e service sshd status — Displays the status of the SSH service.
e service sshd start — Starts the SSH service.

Security

If the Edit Credentials or Send System Information links remain disabled even after selecting a device in
the Device Inventory, ensure that you are logged in to SupportAssist with elevated or administrative
privileges. See SupportAssist user groups and Granting elevated or administrative privileges to users.
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Error code appendix

The following table lists the error codes, error messages, and possible resolutions.

Error code | Error message Possible resolution

30001 An unexpected error occurred during the Do one of the following:

3000_2 installation of Dell OpenManage Server e Select the device in the Devices
30003 Administrator (OMSA) on device name. Inventory, and then click Actions —
3000_4 Install/Upgrade OMSA.

3000:5 ¢ Manually install the recommended

version of OMSA. To identify the
recommended version of OMSA, see the
Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/
ServiceabilityTools.

If the problem persists, contact Dell
Technical Support for assistance.

3000_6 A component required for ||jstall|ng Dell 1. Make sure that the system has Internet

30009 OpenManage Server Administrator (OMSA) connectivity.

3000_11 could not be downloaded. 2. Perform the Connectivity Test to make
sure that the system has connectivity
to the dependent resources.

3. Select the device in the Devices
Inventory, and then click Actions —
Install OMSA
If the problem persists, contact Dell
Technical Support for assistance.
3000_7 Installation of Dell OpenManage Server Do one of the following:
Administra.tor (OMSA) is not supporte'd on |+ Select the device in the Devices
the operating system running on device Inventory, and then click Actions —
name. Install OMSA.

¢ Manually install the recommended
version of OMSA. To identify the
recommended version of OMSA, see the
Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/
ServiceabilityTools.

If the problem persists, contact Dell
Technical Support for assistance.
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Error code

Error message

Possible resolution

OpenManage Server Administrator (OMSA)
is either not running or not enabled on
device name.

3000_8 An unexpected error occurred during the Try to repair the SupportAssist installation:
installation of Dell OpenManage Server
Administrator (OMSA) on device name. 1. Open Control Panel.
In Programs, click Uninstall a Program.
3. Inthe Programs and Features window,
select Dell SupportAssist and click
Change.
4.  In the Welcome to Dell SupportAssist
Installer window, click Next.
5. Click Repair and then click Install.
If the problem persists, contact Dell
Technical Support for further assistance.
300010 An unexpected error occurred during the Do one of the following:
3000_12 installation of Dell OpenManage Server « Select the device in the Devices
3000 13 Administrator (OMSA) on device name. Inventory, and then click Actions —
3000_14 Install OMSA.

- * Manually install the recommended
version of OMSA. To identify the
recommended version of OMSA, see the
Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/
ServiceabilityTools.

If the problem persists, contact Dell
Technical Support for assistance.
3000._15 An unexpected error occurred during the Make sure that the device is reachable and
3000_16 installation of Dell OpenManage Server the configured device credentials have
3000_17 Administrator (OMSA) on device name. Administrator rights, and then do one of the
300022 following:
3000_23 o Select the device in the Devices
3000_29 Inventory, and then click Actions —
3000_47 Install OMSA
3000_48 » Manually install the recommended
3000_50 version of OMSA. To identify the
- recommended version of OMSA, see the
3000_56 Dell SupportAssist Version 1.2 for Servers
3000_61 Support Matrix at Dell.com/
ServiceabilityTools
If the problem persists, contact Dell
Technical Support for assistance.
3000_18 A service required for the installation of Dell |« If the device is running Microsoft

Windows, make sure that the WMI
service is running.

* If the device is running Linux, make sure
that SSH is enabled.

For more information, see Other services.
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Error code | Error message Possible resolution

3000_19 A service required for the installation of Dell | Make sure that the WMI service is running
OpenManage Server Administrator (OMSA) | on the device. For more information, see
is not running on device name. Other services.

3000_20 An unexpected error occurred during the Do one of the following:

3000_21 installation of Dell OpenManage Server e Select the device in the Devices

3000_24 Administrator (OMSA) on device name. Inventory, and then click Actions —

300025 Install OMSA.

3000:26 ¢ Manually install the recommended

300027 version of OMSA. TQ identify the

- recommended version of OMSA, see the

3000_28 Dell SupportAssist Version 1.2 for Servers

3000_30 Support Matrix at Dell.com/

3000_31 ServiceabilityTools.

iggg_ii If the problem persists, contact Dell

- Technical Support for assistance.

3000_34

3000_35

3000_36

3000_37

3000_38

3000_39

3000_40

3000_41

3000_42

3000_43

3000_44

3000_45

3000_46

3000_49

3000_51

3000_54

3000_55

3000_57

3000_58

3000_59

3000_52 An unexpected error occurred during the Make sure that port 22 is open and SSH is

3000_53 installation of Dell OpenManage Server enabled on the system, and then do one of

Administrator (OMSA) on device name.

the following:

* Select the device in the Devices
Inventory, and then click Actions —
Install OMSA.

¢ Manually install the recommended
version of OMSA. To identify the
recommended version of OMSA, see the
Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/
ServiceabilityTools.
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Error code

Error message

Possible resolution

If the problem persists, contact Dell
Technical Support for assistance.

configured because all configurable fields of
the integrated Dell Remote Access
Controller (iDRAC) are occupied.

3000_60 An unexpected error occurred during the « Verify if the device is reachable.
installation of Dell OpenManage Server « Verify if the configured device
Administrator (OMSA) on device name. credentials have Administrator rights.

» Select the device in the Devices
Inventory, and then click Actions —
Install OMSA.

¢ Manually install the recommended
version of OMSA. To identify the
recommended version of OMSA, see the
Dell SupportAssist Version 1.2 for Servers
Support Matrix at Dell.com/
ServiceabilityTools.

If the problem persists, contact Dell

Technical Support for assistance.

3000_62 The time allowed for OMSA installation has | Log on to the device and verify if OMSA is
expired. installed. If OMSA is not installed, select the

device and click More Tasks — Install/

Upgrade OMSA. If the problem persists,

contact Dell Technical Support for
assistance.

4000_500 [ This device has generated an unusual Ensure the health of this device is restored
number of alerts exceeding the set for optimal SupportAssist operations.
threshold limit. SupportAssist has
temporarily placed it under maintenance
mode. During this period, SupportAssist will
not process any alerts from this device.

5000_1 SNMP settings of the device could not be You must either try to configure the SNMP
configured because of an unexpected error. | settings through the <b>More Tasks-

>Configure SNMP</b> option or manually

configure the SNMP settings. For
instructions to manually configure the

SNMP settings, Configuring the alert

destination of an iDRAC using the web
interface.

5000_2 SNMP settings of the device could not be Make sure that iDRAC has an Enterprise or
configured because the integrated Dell Express license installed, and then try to
Remote Access Controller (iDRAC) does not | configure the SNMP settings through the
have the required license installed. More Tasks — Configure SNMP option.

5000_3 SNMP settings of the device could not be You must manually configure the SNMP

settings of the device. For instructions to
manually configure the SNMP settings, see
Configuring the alert destination of an
iDRAC using the web interface.
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5000_4 SNMP settings of the device could not be Make sure that the credentials have either
configured because the credentials you Administrator or Operator privileges on the
have entered do not have the required integrated Dell Remote Access Controller
privileges. (iDRAC), and then try to configure the SNMP

settings through the More Tasks —
Configure SNMP option.

5000_5 SNMP settings of the device could not be Make sure that iDRAC is reachable from the
configured because an attempt to connect | system on which SupportAssist is installed,
to the integrated Dell Remote Access and then try to configure the SNMP settings
Controller (iDRAC) was unsuccessful. through the More Tasks — Configure SNMP

option.

5000_6 SNMP settings of the device could not be Make sure that the credentials are valid, and
configured because the credentials you then try to configure the SNMP settings
have entered are invalid. through the More Tasks — Configure SNMP

option. If the problem persists, contact your
system administrator for assistance.

5000_7 SNMP settings of the device could not be You must manually configure the SNMP

5000_8 configured because of an unexpected error. | settings of the device. For instructions to

manually configure the SNMP settings, see
Configuring the alert destination of an
iDRAC using the web interface.

5000_9 SNMP settings of the device could not be You must manually configure the SNMP
configured because the user account does | settings of the device. For instructions to
not have the sufficient privileges on the manually configure the SNMP settings, see
device. Manually configuring the alert destination

(Windows) or Manually configuring the alert
destination (Linux).

5000_10 SNMP settings of the device could not be If you ran the script file to configure the
configured because the hostname/IP SNMP settings, make sure that you type the
address of the system on which IP address of the system on which
SupportAssist is installed was not provided. | SupportAssist is installed as an argument.

5000_11 SNMP settings of the device could not be Manually install the SNMP service on the
configured because the SNMP service is not | device, and then try to configure the SNMP
installed on the device. settings through the More Tasks —

Configure SNMP option.

5000_12 SNMP settings of the device could not be For information on the operating systems
configured because SupportAssist does not | supported by SupportAssist, see the
support the operating system running on SupportAssist Version 1.2 for Servers
the device. Support Matrix at Dell.com/

ServiceabilityTools.
5000_13 SNMP settings of the device could not be Manually start the SNMP service on the

configured because the SNMP service has
not started.

device, and then try to configure the SNMP
settings through the More Tasks —
Configure SNMP option.
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5000_14 SNMP settings of the device could not be Manually start the WMI service on the
configured because the WMI service is device, and then try to configure the SNMP
disabled. settings through the More Tasks —

Configure SNMP option.

5000_15 SupportAssist has configured the SNMP To resolve the issue, verify the network
settings successfully, but the automated test | settings and make sure that the SNMP port
to verify the SNMP settings was (162) is open.
unsuccessful

SA-0005 SupportAssist is unable to add the device Make sure that both the system running

SA-5100 name because an attempt to connect to the | SupportAssist and the device you are trying

SA-5130 device is unsuccessful. to add are connected to the network, and

SA-10120 then retry adding the device.

SA-0010 SupportAssist is unable to add the device Retry adding the device with the correct

SA-5140 name because the entered host name or IP | host name or IP address.

SA-5120 address is incorrect.

SA-0015 SupportAssist is unable to add the device Verify the following and then retry adding

SA-5160 name because an unknown error occurred | the device:

SA-30140 |While discovering the device. » Make sure that the device is supported

SA-5170 by SupportAssist. For the list of

supported device models, see the
SupportAssist Version 1.2 for Servers
Support Matrix atDell.com/
ServiceabilityTools.

e Make sure that the user account has
administrator/root privileges.

SA-0020 SupportAssist is unable to add the device Not applicable.

SA-30090 |name because the device is already added.

SA-0025 SupportAssist is unable to add the device Verify if the device is supported by

SA-30150 |name because of an unknown error. SupportAssist. For the list of supported

device models, see the SupportAssist
Version 1.2 for Servers Support Matrix at
Dell.com/ServiceabilityTools. If the problem
persists, contact Dell Technical Support for
assistance.

SA-0030 SupportAssist is unable to add the device Verify the device information, ensure that

SA-8105 name because the User Name or Password | the user account has administrator/root

SA-11100 is incorrect. privileges, and then retry adding the device.

SA-10105 If the problem persists, contact your

SA-12105 network administrator for assistance.

SA-13105

SA-9105

SA-11105
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SA-30160
SA-14105
SA-0040 SupportAssist is unable to add the device Retry adding the device with any other
SA-30100 |name because the Display Name is already | Display Name.
in use by another device.
SA-0045 |dentification or cancellation for this device | N/A
SA-30170 is already in progress.
SA-0050 SupportAssist is unable to add the device Verify if the device is supported by
SA-30110 |name because of an unknown error. SupportAssist. For the list of supported
device models, see the SupportAssist
Version 1.2 for Servers Support Matrix at
Dell.com/ServiceabilityTools.
SA-0055 SupportAssist is unable to add the device For the list of supported device models, see
SA-9115 name because the device is not supported. | the SupportAssist Version 1.2 for Servers
SA-7100 Support Matrix at M
SA-30120 SerViceabi“tVTOOlS.
SA-0060 SupportAssist is unable to add the device Restart the Dell SupportAssist service on the
SA-30130 |name because a required file has either system running SupportAssist, and then
been deleted or moved. retry adding the device.
SA-0065 SupportAssist is unable to add the device Enter the credentials that have superuser
SA-10125 name because the entered credentials do privileges, and then retry adding the device.
not have superuser privileges.
SA-0070 Installation of Dell OpenManage Server Not applicable.
SA-30010 Administrator (OMSA) is not supported on
this device
SA-0075 SupportAssist has detected that Dell Not applicable.
SA-30020 OpenManage Server Administrator (OMSA)
is not installed on the device. Installing
OMSA is required to generate alerts for
hardware events that occur on the device.
SA-0080 SupportAssist has detected that the Dell For optimal SupportAssist capability, you
SA-30030 OpenManage Server Administrator (OMSA) must restart the OMSA services.
services are not running on the device.
SA-0085 SupportAssist has detected that Dell For optimal SupportAssist capability, Dell
SA-30040 OpenManage Server Administrator (OMSA) recommends that you upgrade OMSA to
version x.x is installed on the device. version x.x.
SA-0090 SupportAssist has detected that Dell It is recommended that you download and
SA-30050 OpenManage Server Administrator (OMSA) install OMSA version x.x on the device.

version x.x is installed on the device.
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SA-0095 SupportAssist is unable to verify the OMSA | To resolve the issue, see Unable to verify
SA-30060 version installed on the device. OMSA version
SA-0100 The recommended version of Dell Not applicable.
SA-30070 | ©PenManage Server Administrator (OMSA)
is already installed on the device.
SA-0105 SupportAssist will monitor the device Not applicable.
SA-30080 through the integrated Dell Remote Access
Controller (iDRAC). Therefore, installation or
upgrade of Dell OpenManage Server
Administrator (OMSA) is not required.
SA-0110 SupportAssist is unable to add the device Make sure that the iDRAC has a valid
SA-30180 |name because it does not have a valid Enterprise or Express license, and then retry
license. the operation.
SA-0115 SupportAssist is unable to add the device Not applicable.
SA-30195 |name because the operating system is not
supported.
SA-0120 SupportAssist is unable to add the device Make sure that the required service is
SA-30210 because a required service is disabled on running on the device, and then retry
the device name. adding the device. For information on the
required service, see Other services.
SA-0125 SupportAssist is unable to add the device Try adding the device again. For additional
SA-30190 |name because a response was not received | troubleshooting information, see Unable to
within the predefined time limit. add the device.
SA-0130 SupportAssist is unable to add the device For troubleshooting steps, see Unable to
SA-5200 name because the SSL encryption level of add the device.
the device is set to 256 bit or higher.
SA-1005 SupportAssist is unable to edit the Make sure that both the system running
SA-9100 credentials of the device because an SupportAssist and the device are connected
SA-8100 attempt to connect to the device is to the network, and then retry the
SA-14100 unsuccessful. operation.
SA-5100
SA-5130
SA-10100
SA-13100
SA-10120
SA-12100
SA-1010 SupportAssist is unable to edit the Verify the following and then retry editing
SA-30140 credentials of the device name because of | the device credentials:

an unexpected error.

* Make sure that the required services are
running on the device. For information
on the required services, see the Online
Help.
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* Make sure that the entered credentials
have administrator/root privileges.
SA-1015 SupportAssist is unable to edit the Verify the user name and password, ensure
SA-8105 credentials of the device name because the |that the user account has administrator/root
SA-11100 user name or password is incorrect. privileges, and try again. If the problem
SA-10105 persists, contact your network administrator
SA-12105 for assistance.
SA-13105
SA-9105
SA-11105
SA-30160
SA-14105
SA-1025 SupportAssist is unable to edit the Enter any other Display Name, and then
SA-30100 credentials of the device name because the |retry editing the device credentials.
entered Display Name it is already in use by
another device.
SA-1030 SupportAssist is unable to edit the device Enter the credentials that have superuser
SA-10125 credentials because the entered credentials | rights, and then retry editing the device
do not have superuser rights. credentials.
SA-1035 SupportAssist is unable to update the device | Make sure that the required services are
SA-10110 | credentials because a required service is running on the device, and then retry
SA-8110 disabled on the device. editing the device credentials. For
SA-9110 information on the required services, see
SA-14110 Other services.
SA-13110
SA-11110
SA-12110
SA-1040 SupportAssist is unable to edit the For troubleshooting steps, see Unable to
SA-5200 credentials of the device name because the | edit device credentials.
SSL encryption level of the device is set to
256 bit or higher.
SA-4015 SupportAssist is unable to collect system To retry collecting the system information,
SA-4020 information from the device name because | select the device and click Send System
SA-4025 of an unknown error. Information. If the problem persists,
SA-4030 contact Dell Technical Support for
SA-4035 assistance.
SA-4045
SA-4050
SA-4055
SA-4065
SA-4070
SA-4071
SA-4072
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SA-4040 SupportAssist is unable to package the To retry collecting the system information,

SA-4073 system information collected from the select the device and click Send System

SA-4074 device name because of an unknown error. | Information. If the problem persists,

contact Dell Technical Support for
assistance.
SupportAssist is unable to collect system » Make sure that WMI service is running on

SA40T5 information from the device name because the device. _

. an attempt to connect to the device is » Toretry collecting the system .
SA-4080 ful information, select the device and click
unsuccesstul. Send System Information.

SA-4085 SupportAssist is unable to collect system To retry collecting the system information,

SA-4090 information from the device name because | select the device and click Send System

SA-4110 an attempt to connect to the device is Information. If the problem persists,

SA-4115 unsuccessful. contact Dell Technical Support for

SA-4120 assistance.

SA-4125

SA-4130

SA-4135

SA-4140

SA-4145

SA-4150

SA-4175

¢ Make sure that the SSH service is
2A-40§g running on the device.
A-al e To retry collecting the system
SA-4105 information, select the device and click
Send System Information.

SA-4155 SupportAssist is unable to collect system » Make sure that the device is reachable
information from the device name because from the server running SupportAssist.
the device is not reachable. + Toretry collecting the system _

information, select the device and click
Send System Information.

SA-4160 SupportAssist is unable to collect system * Make sure that SupportAssist is updated
information from the device name because with the Co”ec_t IP-address of the device.
the IP address of the device is invalid.  Toretry collecting the system _

information, select the device and click
Send System Information.
SA-4165 SupportAssist is unable to collect system » Verify the firewall and network settings
information from the device name because to make sure that download of the
. ) certificate file is not blocked.
the download of a certificate file could not i
be completed successfull * Toretry collecting the system ;
P Y- information, select the device and click
Send System Information.
SA-4170 SupportAssist is unable to collect system * Make sure that SupportAssist is updated

information from the device name because
the credentials of the device are either

with the correct user name and
password of the device.
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incorrect or do not have the required e Make sure that the user account has
privileges. administrator or root privileges on the

device.

* To retry collecting the system
information, select the device and click
Send System Information.

SA-4180 SupportAssist is unable to collect system For the list of supported device models, see
information from the device name because |the SupportAssist Version 1.2 for Servers
the device is not supported. Support Matrix atDell.com/

ServiceabilityTools.
SA-4185 | SupportAssist is unable to collect system » Make sure SupportAssist is updated with
information from the device name because the credentials of a user account that
o has root privileges. See Configuring sudo
of an attempt to connect to the device is access for SupportAssist (Linux)
unsuccessful. « To retry collecting the system
information, select the device and click
Send System Information.

SA-4190 SupportAssist is unable to gather system For troubleshooting steps, see Unable to
information from the device name because | gather system information.
the SSL encryption level of the device is set
to 256 bit or higher.

SA-4500 SupportAssist is unable to send the To retry collecting the system information,
collected system information from the select the device and click Send System
device name because the receiving server Information. If the problem persists,
hosted by Dell is unreachable. contact Dell Technical Support for

assistance.

SA- 4501 SupportAssist is unable to collect system To retry collecting the system information,

SA- 4502 information from the device name because | select the device and click Send System
of an unknown error. Information. If the problem persists,

contact Dell Technical Support for
assistance.

SA-4511 SupportAssist is unable to send the * Perform Connectivity Test and make
collected system information from the sure that connectivity to the Dell Upload

SA-4512 ) Server is successful.
device name because of an unknown error. .

* To retry collecting the system
information, select the device and click
Send System Information.
SA-4513 SupportAssist is unable to send the * Perform Connectivity Test and make

collected system information from the
device name because of an invalid file
token.

sure that connectivity to the Dell Upload
Server is successful.

* To retry collecting the system
information, select the device and click
Send System Information.

If the problem persists, contact Dell
Technical Support for assistance.
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SA-4514 SupportAssist is unable to send the + Perform Connectivity Test and make
collected system information from the sure that connectivity to the Dell Upload
) ) oo Server is successful.
device name because the collection file is )
d * To retry collecting the system
corrupted. information, select the device and click
Send System Information.
If the problem persists, contact Dell
Technical Support for assistance.
SA-4521 SupportAssist is unable to send the + Verify the proxy server settings in
collected system information from the SupportAssist.
device name because the proxy server is not | ¢ Make sure that the proxy server is
reachable.
reachable. _
e Toretry collecting the system
information, select the device and click
Send System Information.
If the problem persists, contact your
network administrator for assistance.
SA-4522 SupportAssist is unable to send the + Verify the proxy server settings in
collected system information from the SupportAssist. _
device name because an attempt to . Maki sglre that the proxy server is
connect to proxy server is unsuccessful. reachabie. )
e To retry collecting the system
information, select the device and click
Send System Information.
If the problem persists, contact your
network administrator for assistance.
SA-4523 SupportAssist is unable to send the * Make sure that the proxy server user
collected system information from the name and password you have entered in
) SupportAssist are correct.
device name because the proxy server user .
disi e Toretry collecting the system
name or password is incorrect. information, select the device and click
Send System Information.
If the problem persists, contact your
network administrator for assistance.
SA-4524 SupportAssist is unable to send the + Verify the proxy server settings in
collected system information from the SupportAssist. _
device name because of an unknown error |* Make sure that the proxy server is
. . reachable.
with reaching the proxy server. ]
* To retry collecting the system
information, select the device and click
Send System Information.
If the problem persists, contact your
network administrator for assistance.
SA-4550 SupportAssist is unable to collect system For information about the hard-drive space

information from the device name because
the hard-drive space available on the server

requirements for a SupportAssist
environment, see Hardware requirements.
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on which SupportAssist is installed has
become critically low.
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Dell SupportAssist user interface

The SupportAssist user interface displays the following tabs:

» Cases — displays the support cases that have been created automatically by SupportAssist

* Devices — displays the devices that you have added in SupportAssist

o Settings — allows you to configure SupportAssist

At the top-right of the SupportAssist header area, you can access links that allow you to perform certain
tasks. The following table describes the links that you can access.

Table 11. Links in the SupportAssist header area

Link Description
SupportAssist Opens the SupportAssist community website in a new browser window.
Community
Help Point to the Help link to view a drop-down list that contains the following
options:
* Help — Opens the Help window that provides links to Dell technical support
and product manuals.
* About — Opens the About window that provides information about the
SupportAssist version, copyright information, and also notifies if a newer
version of SupportAssist is available.
User name Displays the user name of the currently logged in user. Point to the user name link

to view a drop-down list that contains the following links:
e Connectivity Test — Opens the connectivity test page.
» Logout — Allows you to log out of SupportAssist.

NOTE: The Connectivity Test link is enabled only if you are logged in to
SupportAssist with administrative or elevated privileges.

4

—ui Update
Available

Displays, in the SupportAssist header area, in the following situations:

e If an error occurred during the update of SupportAssist.

» If the Settings — Preferences — Accept and install updates is not selected,
and you cancel the SupportAssist Update notification that is displayed.

You can click the link to download and install the SupportAssist update.

NOTE: The Update Available link is displayed only if you are logged in to
SupportAssist with administrative or elevated privileges.

Related Links

Setup Wizard
Login
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Cases

Device Inventory
Settings
Connectivity test

Setup Wizard

The Setup Wizard guides you through the setup and registration of SupportAssist. The fields displayed in
the pages of the Setup Wizard are described in the following sections.

Related Links
Welcome
Proxy Settings
Registration

Summary
Registering SupportAssist

Welcome

The Welcome page allows you to start the SupportAssist setup. Click Next to start setting up

SupportAssist.

Proxy Settings

The Proxy Settings page allows you to configure the proxy server settings.

NOTE: The Proxy Settings page is displayed only if you confirm that the system connects to the

Internet through a proxy server.

The following table provides information about the fields displayed in the Proxy Settings page.

Table 12. Proxy Settings

Field

Description

Use proxy settings

Select this option to enable configuring the
proxy server settings.

Proxy Server Address or Name

The proxy server address or name.

Proxy Port Number

The proxy server port number.

Proxy requires authentication

Select this option if the proxy server requires
authentication.

Username The user name required to connect to the proxy
server.

Password The password required to connect to the proxy
server.

Registration

The Registration page allows you to provide your contact information and register SupportAssist.

The fields displayed in the Registration page are described in the following table.
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Table 13. Registration

Field

Description

Company Information

Company Name

The name of the company.

Country/Territory

The location of the company.

Primary Contact Information

First Name

The first name of the primary contact.

Last Name

The last name of the primary contact.

Phone Number

The phone number of the primary contact.

Alternate Phone Number

The alternate phone number of the primary
contact.

Email Address

The email address of the primary contact.
SupportAssist email notifications will be sent to
this email address.

Summary

The Summary page allows you to complete the setup. Click Finish to open the SupportAssist Cases page.

Login

The following table describes the fields displayed in the Login window.

Table 14. Login

Field Description

User Name User name required to log in to SupportAssist.
Password Password required to log in to SupportAssist.
LogIn Click to log on to SupportAssist.

Related Links
Logging in to SupportAssist

Cases

The Cases page is the default SupportAssist view. You can use the C' Refresh link to refresh the case list.

The following table describes the automatically-generated support case information for your supported

Dell devices, as displayed in the Cases page.
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Table 15. Cases

Column

Description

Name/IP Address

Displays the display name, host name, or IP address depending on the information
that was provided while adding the device. The device name is displayed as a link
that you can click to open the Device Overview page.

Status The current state of the support case. The status of a case may be:
* Open — Dell technical support has opened the submitted case.
* InProgress — The case is currently being worked by Dell technical support.
e Customer Deferred — Dell technical support has deferred the case at the
customer'’s request.
e Submitted — SupportAssist has submitted the case.
» No Case — No case exists for this device.
* Reopened — The case was previously closed, and has been reopened.
Number The numeric identifier assigned to the support case.
Title The case name, which identifies:

» Case generation method

e Device model

* Device operating system

o AlertID, if available

e Alert description, if available
» Warranty status

* Resolution description

Service Contract

The Dell service contract level under which the device is covered. The service
contract column may display:

* Unknown — SupportAssist cannot determine the service contract.

» Invalid Service Tag — The service tag of the device is invalid.

* No Service Contract — This device is not covered under a Dell service
contract.

» Expired Service Contract — The service contract of the device has expired.

» Basic Support — This device is covered under a Dell Basic Hardware service
contract.

* ProSupport — This device is covered under a Dell ProSupport service contract.

» ProSupport Plus — This device is covered under a Dell ProSupport Plus service
contract.

Device Type Indicates the type of device.

Service Tag A unique, alphanumeric identifier that allows Dell to individually recognize each
Dell device.

Date Opened The date and time when the support case was opened.

Related Links

Device Overview
Filtering the displayed data

Clearing the data filter
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Sorting the displayed data

Device Inventory

The Device Inventory page displays the devices you have added. The following are the options available
on the Devices tab.

Add — To add a device for monitoring.

Edit Credentials — To edit the user name and password required to log in to a device and collect
system information.

Delete — To delete a device from SupportAssist.

Send System Information — To initiate the collection and upload of system information.

More Tasks — To access the following options:

— Clear System Event Log — To clear the System Event Log (SEL) or Embedded System
Management (ESM) log.

— Maintenance — To enable or disable a device from maintenance.

— Dependencies — To install or upgrade OMSA and to configure SNMP settings.

C’." Refresh — To refresh the device inventory view.

The Device Inventory page displays the device list as a group:

If no device group is created, below the column headers, the device inventory displays Ungrouped
devices (Total devices: n) and the list of devices.

If device groups are created, for each device group, the device inventory displays
Device_Group_Name (Total devices: n) and the list of devices in the group. Devices that are not
grouped are displayed below the existing device groups.

The following table describes the automatically-generated inventory information for your supported Dell
devices, as displayed in the Device Inventory page.

Table 16. Device Inventory

Column Description

Name/IP Address Displays the following information:

* Device name — Displays the display name, host name, or IP address
depending on the information that was provided while adding the device. The
device name is displayed as a link that you can click to open the Device
Overview page.

» Collection status — When a collection occurs, a progress bar and a
corresponding message are displayed to indicate the status of the collection.
The possible collection status messages are as follows:

— For a collection that you manually initiate:

* Starting collection
* Collection in progress
* Sending collection

— For an automated collection that is initiated because a support case was
created for a detected hardware issue:
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Column

Description

*  Starting collection for support case
* Collection for support case in progress
* Sending collection for support case
NOTE: If a critical hardware issue is detected on a device with a Dell

Basic Service entitlement, the automated collection is initiated.
However, a support case is not created for that device.

— For an automated collection based on the default or configured collection
schedule:

— Starting periodic collection

— Periodic collection in progress

— Sending periodic collection

% NOTE: When a collection that is initiated either manually or because of a
support case is in progress on a device, by default, the check box that is
used to select the device is disabled. Therefore, you cannot perform other

SupportAssist-enabled operations (for example, install OMSA) on the
device until the collection is completed.

% NOTE: In some instances, when a collection is in progress (manual) on a
device another collection (periodic) may be initiated. In such scenarios,
the collection status is displayed in the following order of priority:

— Manual collection
— Support case collection
— Periodic collection
* Maintenance mode — If the device is placed in maintenance mode, the

maintenance mode icon q is displayed.

Model

Model of the device. For example, PowerEdge M820.

Status

Displays the status of the SupportAssist functionality on the device, and the date
and time the status was generated. The status can be categorized as follows:

Informational status

. OK — The device is configured correctly for SupportAssist functionality. If
the device was added for monitoring through agent-based method (OMSA),
you must ensure that the device is configured to forward alerts to the local
system.

. J Installing OMSA — Installation or upgrade of Dell OpenManage Server
Administrator (OMSA) is in progress.

J

. Configuring SNMP — Configuring the SNMP settings of the device is in
progress.

. J Clearing System Event Log — Clearing of the System Event Log is in
progress.

. System Event Log cleared — System Event Log has been cleared

successfully.

Warning status

. ! OMSA not installed — OMSA is not installed on the device.
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. ! SNMP not configured; OMSA not latest — SNMP settings of the device is

not configured and the OMSA version installed on the device is prior to the
recommended version of OMSA for SupportAssist.

. ! SNMP not configured — SNMP settings of the device is not configured.

. ! New version of OMSA available — A newer version of OMSA is available
for installation on the device.

Error status
. 9 Unable to install OMSA — Installation of OMSA could not be completed.

. 9 Unable to configure SNMP — SupportAssist is unable to configure the
SNMP trap destination of the device.

. 0 Unable to verify SNMP configuration — SupportAssist is unable to verify
the SNMP configuration of the iDRAC.

. 9 Unexpected error occurred — An unexpected error occurred when
installing OMSA on the device.

. 0 Unable to reach device — SupportAssist is unable to communicate with
the device.

. 0 Authentication failed — SupportAssist cannot login to the device.

. 0 Unable to gather system information — SupportAssist is unable to gather
system information from the device.

. 0 Insufficient storage space to gather system information — The system on
which SupportAssist is installed does not have sufficient space to gather
system information from the device.

. 0 Timed out sending system information — SupportAssist is unable to send
the system information file to Dell because the time limit for uploading the file
has expired.

. 9 Proxy authentication method not supported — SupportAssist is unable to
send the system information to Dell because SupportAssist does not support
the authentication method of the proxy server. Only NTLM, Kerberos, and
basic proxy authentication methods are supported.

. 0 Unable to export collection — SupportAssist is unable to process the
collected system information.

. 9 Unable to reach Dell upload server — SupportAssist is unable to send the
system information file because of a disruption in the connection to the
receiving server hosted by Dell.

. 9 Maintenance Mode — SupportAssist has placed the device in automatic
maintenance mode because of an alert storm. No new support cases will be
created while the device is in maintenance. For more information, see
Understanding maintenance mode.

. 0 Clearing System Event Log failed — SupportAssist is unable to clear the
System Event Log or Embedded System Management logs on the device.
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Column Description

% NOTE: The 0 error status may be displayed as a link that you can click to
view a description of the issue and the possible resolution steps.

Related Links
Device Overview
Adding a device (agent-based monitoring)
Editing device credentials
Deleting a device
Sending the system information manually
Clearing the System Event Log (SEL)

Enabling or disabling device-level maintenance mode

Installing or upgrading OMSA by using SupportAssist

Filtering the displayed data
Clearing the data filter
Sorting the displayed data

Add Device

The Add Device window allows you to add devices that you want SupportAssist to monitor.

The following table provides information about the items displayed in the Add Devices window.

Table 17. Add Device

Field

Description

Host Name / IP Address

Host name or IP address of the device you want
to add.

Display Name (Optional)

An optional name you want to use for identifying
the device. This name is displayed in the Device
Inventory.

User Name User name required to login to the device.

Password Password required to login to the device.

Add Click to initiate device discovery and then add
the device.

Cancel Click to close the Add Device window.

Related Links
Adding a device (agent-based monitoring)
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Device Overview

The Device Overview window displays details of a device such as the IP address, device type, model
number, Service Tag, and so on. From the Device Overview window, you can access the configuration
viewer that allows you to view the data collected from the device by SupportAssist.

Table 18. Device Overview

Field

Description

Name

Displays the display name that you have provided
for the device.

IP Address / Hosthame

Displays the IP address or host name of the device.

Service Tag Displays a unique, alphanumeric identifier that
allows Dell to individually recognize the device.

Device Type Displays the type of the device. For example,
Server.

Model Displays the model information of the device. For
example, PowerEdge M820.

OS Type Displays the operating system installed on the

device.

View Collection

Displays a drop-down list that contains the data
collection history. You can select a date and time
from the list to view the data that was collected.

NOTE: The drop-down list is only displayed if
data has been collected from the device.

Next Collection Scheduled

Displays the date and time of the next scheduled
data collection.

Related Links
Viewing the device overview

Device Groups

The Device Groups page allows you to create and manage devices groups.

The following table provides information about the fields displayed in the Device Groups page.

Table 19. Device Groups

Field Description

Create Group Click to create a device group.

Select group
actions are the actions you can select:

Displays the actions that you can perform on the devices groups. The following

Manage Devices — Displays the Manage Devices window that allows you to
add or remove devices from a device group.
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Field Description
* Manage Credentials — Displays the Manage Credentials window that allows
you to provide the credentials for the devices types included in a device group.
* Manage Contacts — Displays the Manage Contacts window that allows you to
provide the contact information and parts dispatch information for each
device type included in a device group.
« Edit/Delete Group — Displays a window that allows you to edit the group
details or delete a device group.
Name Displays the name of the device group and the total number of devices in the
device group.
Description Displays the description provided for the device group.

Related Links
Manage Devices

Manage Credentials

Manage Contacts

Edit/Delete Group

Manage Devices

The Manage Devices window allows you to add or remove devices from a device group.

On the Manage Devices window:

* The Ungrouped Devices pane displays all devices that are not included in any device group.

* The Devices in Current Group pane displays devices that are included in the current device group.

The following table provides information about the fields displayed in the Manage Devices window.
Table 20. Manage Devices

Field Description

Name Displays the display name, host name, or IP address provided when adding the
device.

Model Model of the device. For example, PowerEdge M820.

Service Tag Displays a unique, alphanumeric identifier that allows Dell to individually
recognize each Dell device.

Save Click to save the changes you have made.

Cancel Click to discard the changes you have made.

NOTE: You can use the filter icon

Related Links
Device Groups

h

displayed in the column titles to filter the displayed data.

Managing devices in a device group
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Manage Credentials

The Manage Credentials window allows you to provide the credentials for the device types included in a

device group.

The left pane on the Manage Credentials window displays the device types, and the right pane allows
you to provide the credentials. The following table provides information about the fields displayed in the

Credentials section.

Table 21. Manage Credentials

Field Description

Username Allows you to view or edit the user name of a device type.

Password Allows you to edit the password of a device type in a masked format.
Save Click to save the credentials.

Next Click to navigate to the next device type displayed in the left pane.
Close Click to close the Manage Credentials window.

Related Links

Device Groups

Managing the credentials of a device group

Manage Contacts

The Manage Contacts window allows you to provide the contact information and parts dispatch
information for a device group.

The following table provides information about the fields displayed in the Manage Contacts window.
Table 22. Manage Contacts

Field Description

Use default Select to use the contact information already available in the Settings — Contact
Information page.

Primary Select to provide the primary contact details.

Secondary Select to provide the secondary contact details.

First Name Allows you to view or edit the first name of the primary or secondary contact.

Last Name Allows you to view or edit the last name of the primary or secondary contact.

Phone Allows you to view or edit the phone number of the primary or secondary

contact.

Alternate Phone

Allows you to view or edit the alternate phone number of the primary or
secondary contact.

Email Address

Allows you to view or edit the email address of the primary or secondary contact.

Preferred Contact
Method

Allows you to select the preferred contact method. The available options are:

¢ Phone
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Field Description

« Email

Preferred Contact | Allows you to view or edit the preferred hours at which Dell technical support can
Hours contact your primary or secondary contact in case of any issues with the
monitored devices.

Time Zone Allows you to select the time zone of the primary or secondary contact.

Parts Dispatch (Optional)

Address Allows you to view or edit the address to which a replacement part must be
City/Town dispatched.

Country

State/Province/
Region

Postal Code

Related Links

Device Groups
Viewing and updating the contact information of a device group

Edit/Delete Group

The Edit/Delete Group window allows you to edit the device group details or delete a device group.

The following table provides information about the fields displayed on the Edit/Delete Group window.
Table 23. Edit/Delete Group

Field Description

Name Allows you to view or edit the name of the device group.
Description Allows you to view or edit the description of the device group.
Update Click to save the edited device group information.

Delete Click to delete the device group.

Cancel Click to discard the changes you have made.

Related Links

Device Groups
Editing device group details

Deleting a device group

Settings

The Settings tab enables you to configure SupportAssist. By default, the System Logs page is displayed
when the Settings tab is opened. The Settings tab includes the following pages:

* System Logs
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* Proxy Settings

* Preferences

+ Contact Information
e SMTP Settings

Related Links

System Logs

Proxy Settings
Preferences

Contact Information
SMTP Settings

System Logs

The System Logs page allows you to schedule the collection of system information from devices
monitored by SupportAssist. The following table provides information about the fields displayed in the
System Log Collection Schedule page.

ﬁ NOTE: The System Log Collection Schedule options are only enabled if the Enable system log
collection scheduling option is selected in the Preferences page.

% NOTE: If your devices are covered under the Dell ProSupport Plus service contract, when the
Enable system log collection scheduling option is not selected, you will not receive some reporting
information about your devices.

Table 24. System Logs

Field Description
Device Type The available device type is Server.
Credential Type Select the specific device for which you want to schedule the collection of

system information. The available options are:
¢ Windows

¢ Linux
« iDRAC
« ESX
o ESXi
Frequency Allows you to select the frequency of at which system information will be
collected. The available options are:
* None
*  Weekly
¢ Monthly
Specify day and time Allows you to select the day and time when the system information will be
collected.

« If the Frequency is set to None, the periodic collection of system logs is
disabled for the selected Device Type and Credential Type.

« |If the Frequency is set to Weekly, the available options are: weeks (1 or
2), day of the week (sunday, monday, tuesday, wednesday, thursday,
friday, and saturday), hour (in hh:mm format), and AM/PM.
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Field Description

If the Frequency is set to Monthly, the available options are: week of
the month (first, second, third, fourth, and last), day of the week
(sunday, monday, tuesday, wednesday, thursday, friday, and saturday),
hour (in hh:mm format), AM/PM, and months (1 or 3).

Start Date Displays the date and time at which the system information will be
collected next.

Apply Click to save the settings.

Cancel Click to cancel the changes.

Related Links

Customizing the schedule for periodic collection of system information

Proxy Settings

The Proxy Settings page allows you to configure the proxy server settings.

The following table provides information about the items displayed in the Proxy Settings page.

Table 25. Proxy Settings

Field

Description

Use Proxy Settings

Select this option to enable configuring the
proxy server settings.

Host Name / IP Address

View or edit the proxy server address or name.

Port

View or edit the proxy server port number.

Proxy requires authentication

Select this option if a user name and password
are required to login to the proxy server.

User Name View or edit the user name required to connect
to the proxy server.

Password Edit the password required to login to the proxy
server.

Apply Click to save the settings.

Cancel Click to cancel the changes.

Related Links

Configuring proxy server settings

Preferences

The Preferences page allows you to configure data collection settings, automatic updates,
recommendation report settings, and maintenance mode. The following table provides information

about the options displayed in the Preferences page.
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Table 26. Preferences

Field

Description

Automated Tasks

Accept and install updates

Select this option to automatically download and
install the latest SupportAssist and collection tool
updates, when they are available. The download
and installation of the updates occur in the
background. A message will be displayed if
problems occur during the update process.

% NOTE: Dell recommends that you select the
Accept and install updates option to ensure
that SupportAssist is up-to-date with the
latest features and enhancements.

Enable scheduled system log collection

Select this option to enable scheduling of the
system log collection. To schedule the system log
collection, configure the System Log Collection
Schedule in the System Logs tab.

Start a collection when a new support case is
created

Select this option to automatically start a system
log collection when a new support case is
generated.

Email Settings

Receive email notification when a new support
case is opened

Select this option to receive an email notification
when a new support case is opened.

Preferred email Language

Select the preferred language for email
notifications.

Recommendation Report Settings

Automatically receive recommendation reports
via email

Select this option to automatically receive
ProSupport Plus server recommendation reports
through email.

Collection Data Settings

Include software information in collections

Select this option to allow SupportAssist to collect
software-related information from the device.

Include system log in collections

Select this option to allow SupportAssist to collect
logs from the device.

% NOTE: For information about the logs that are
collected by SupportAssist, see the Dell
SupportAssist Version 1.2 for Servers
Reportable Items documents at Dell.com/
ServiceabilityTools.

Identification Information Settings
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Field Description

Include identification information in data sent to | Select this option to allow sending identity
Dell information to Dell.

Maintenance Mode

Temporarily suspend case generation activity Select this option to set all devices to maintenance
(e.g., for purposes of downtime, external mode. While in maintenance mode, no new
troubleshooting, etc.) support cases are opened.

Apply Click to save the settings.

Cancel Click to cancel the changes.

Related Links
Enabling automatic updates
Enabling or disabling the periodic collection of system information from all devices
Enabling or disabling the automatic collection of system information on case creation
Configuring email notification settings
Opting in or opting out from ProSupport Plus server recommendation report emails
Enabling or disabling the collection of software information and the system log
Enabling or disabling the collection of identity information
Enabling or disabling global-level maintenance mode

Contact Information

The Contact Information page allows you to view and edit the primary and secondary contact
information. The following table provides information about the items displayed in the Contact
Information page.

% NOTE: It is mandatory to provide information for all fields, except the alternate phone number.

Table 27. Contact Information

Field Description

Company View or edit the company name.

Primary Select this option to view the primary contact
information.

Secondary Select this option to view the secondary contact
information.

First Name View or edit the first name of the primary or

secondary contact.

Last Name View or edit the last name of the primary or
secondary contact.

Phone View or edit the phone number of the primary or
secondary contact.

Alternate Phone View or edit the alternate phone number of the
primary or secondary contact.
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Field Description

Email View or edit the email address of the primary or
secondary contact.

Country View or select the country.

Preferred Contact Method

Select the preferred contact method. The
available options are:

« Phone
¢ Email

Preferred Contact Hours

View or edit the preferred hours at which Dell
Technical Support can contact your primary or
secondary contact in case of any issues with the
monitored devices.

Time Zone

Select the time zone of the primary or secondary
contact.

Parts Dispatch (Optional)

Address
City/Town
Country

State/Province/Region

View or edit the address to which a replacement
part must be dispatched.

Postal Code
Apply Click to save the updated information.
Cancel Click to cancel the changes.

Related Links

Viewing and updating the contact information

SMTP Settings

The SMTP Settings page allows you to configure the SMTP server (email server) settings. If your company
utilizes an SMTP server, Dell recommends that you configure the SMTP server settings.

NOTE: SupportAssist utilizes the SMTP server to send you device status and connectivity status
email notifications. You will not receive those email notifications if:

e Your company does not utilize an SMTP server

* Your company utilizes an SMTP server, but the SMTP server settings are either not configured or

configured incorrectly.

The following table provides information about the items displayed in the Email Settings page.

136




Table 28. SMTP Settings

Field

Description

Enable Email Notification

Select this option to enable configuring the
email server settings.

Host Name / IP Address

View or edit the email server address or name.

Port

View or edit the email server port number.

Requires Authentication

Select this option if the email server requires
authentication.

User Name View or edit the user name required to connect
to the email server.

Password Edit the password required to connect to the
email server.

Use SSL Select this option to use secure communication
for sending emails.

Apply Click to save the settings.

Cancel Click to cancel the changes.

Related Links

Configuring SMTP server settings

Connectivity test

The Connectivity Test page allows you to test SupportAssist connectivity to the dependent network

resources.

The following table describes the fields displayed on the Connectivity Test page.

Table 29. Connectivity test

Field

Description

Check box

Select the appropriate check boxes to test the connectivity status you
want to verify.

Test

Displays the dependent network resources that you can test. The
available options are:

¢ Internet Connectivity

¢ SMTP Server

¢ Dell FTP Server

¢ Dell Upload Server

e SupportAssist Server

Description

Describes the purpose of each test.

Connectivity Status

Displays an icon and a message that indicates the connectivity status.
The possible statuses are:
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Field Description

. {3} Not Configured (applicable only for the SMTP Server test) —
The SMTP server settings are not configured in SupportAssist. If
your company utilizes an SMTP server (email server), Dell
recommends that you configure SMTP Settings in SupportAssist.

J

. In Progress — The connectivity test is in progress.

. Connected — The connectivity test is successful.
. 0 Error — The connectivity test is unsuccessful.

NOTE: The Error status is displayed as a link that you can click to
view a description of the issue and the possible resolution steps.

Last Verified Displays the date and time the connectivity status was last verified.

Test Connectivity Click to perform the selected connectivity tests.

Related Links
Viewing the connectivity status
Performing the connectivity test
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Related documents and resources

In addition to this guide you can access the following guides available on the Dell Support website.

Table 30. Related documents

Document title

How to access the document

Dell SupportAssist Version 1.2 for Servers User’s Guide

Dell SupportAssist Version 1.2 for Servers Quick Setup Guide

Dell SupportAssist Version 1.2 for Servers Support Matrix

Dell SupportAssist Version 1.2 for Servers Release Notes

Dell SupportAssist Version 1.2 for Servers Reportable Items
for Windows

Dell SupportAssist Version 1.2 for Servers Reportable Items
for Linux

Visit Dell.com/ServiceabilityTools.

Dell OpenManage Server Administrator Installation Guide

Dell OpenManage Server Administrator User's Guide

Visit Dell.com/OpenManageManuals and
click OpenManage Server Administrator.

iDRAC User's Guide

Visit Dell.com/ESMmanuals and click
Remote Access Controller.

Dell SupportAssist: Alert Policy

Managing Windows Device Credentials in SupportAssist
Using Service Account

Visit Dell.com/SupportAssistGroup.

Video tutorials

You can access the following video tutorials related to SupportAssist for Servers.

Table 31. Video tutorials

Video title How to access the videos

Monitoring Local System (Linux)

Adding Devices

Configuring Alert Destination (Windows)

Configuring Alert Destination (Linux)

Monitoring Local System (Windows) Visit the Dell TechCenter channel on YouTube,
and click Playlist. On the playlist, click
SupportAssist for Servers.
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Video title How to access the videos

Auto Installation or Upgrade of OMSA

Device Grouping

Viewing Collections

Clearing System Event Log

SupportAssist community

You can also find video tutorials, peer-to-peer questions, user’'s guides, and other useful information on
the Dell SupportAssist community forum at Dell. com/SupportAssistGroup.

Dell Remote Consulting Service

You can use your existing Dell Remote Consulting Service contract or place an order and schedule time
with a systems management deployment expert for SupportAssist installation, set up, and configuration
from start to finish. For more information, see the Remote Consulting Services service description
document.

Accessing documents from Dell support site

You can access the required documents in one of the following ways:

e Using the following links:

For all Enterprise Systems Management documents — Dell.com/SoftwareSecurityManuals

For OpenManage documents — Dell.com/OpenManageManuals

For Remote Enterprise Systems Management documents — Dell.com/esmmanuals

For OpenManage Connections Enterprise Systems Management documents — Dell.com/
OMConnectionsEnterpriseSystemsManagement

For Serviceability Tools documents — Dell.com/ServiceabilityTools

For OpenManage Connections Client Systems Management documents — Dell.com/
DellClientCommandSuiteManuals

* From the Dell Support site:
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— Serviceability Tools

— Dell Client Command Suite
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To view a document, click the required product version.
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¢ Using search engines:

— Type the name and version of the document in the search box.

Contacting Dell

Prerequisites

% NOTE: If you do not have an active Internet connection, you can find contact information on your
purchase invoice, packing slip, bill, or Dell product catalog.

About this task

Dell provides several online and telephone-based support and service options. Availability varies by
country and product, and some services may not be available in your area. To contact Dell for sales,
technical support, or customer service issues:

Steps
1. Go to Dell.com/support.
2. Select your support category.

3. Verify your country or region in the Choose a Country/Region drop-down list at the bottom of the
page.
4. Select the appropriate service or support link based on your need.
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