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i, RERE—MMUNRS, THEREMNBENSFERETEENRS, HE—MEREHNEFEE—INH LN IRFH[ER
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Server Administrator it —(H £ EMERREIERS, RESTFEAN,. AMFTERZIEE. Server Administrator 27EWE
B RSG FE—FEENREIRRF, ATLUEIE Server Administrator 3 TUiH{TAMFITIZIHE] . ATLUBIHEN . LAN X T 2kiEE
BRIGEZMEMATIZRSG. Server Administrator IBiZ BT FA & IHIEES] (RBAC). WIEMEZLERTFE (SSL) MBZER AR
HRREBEERENRE.

Installation

You can install Server Administrator using the Dell EMC Systems Management Tools and Documentation software. The software
provides a setup program to install, upgrade, and uninstall Server Administrator, managed system and management station software
components. Also, you can install Server Administrator on multiple systems through an unattended installation across a network. The
Server Administrator installer provides installation scripts and RPM packages to install and uninstall Server Administrator and other
managed system software components on your managed system. For more information, see the Dell EMC Server Administrator
Installation Guide and the Management Station Software Installation Guide at dell.com/opemanagemanuals.

% NOTE: When you install the open source packages from the Dell EMC Systems Management Tools and Documentation
software, the corresponding license files are automatically copied to the system. When you remove these packages, the
corresponding license files are also removed.

% NOTE: If you have a modular system, install Server Administrator on each server module installed in the chassis.

EMETREAN

EFEHENRGEN, BEREETASEN Dell EFHE. £/ Dell Server Update Utility DVD BETTEE M AR & UK EHEA
A%, Server Update Utility (SUU) ATIRAIF KA RZGHLFEEFH. SUU AT support.dell.com Tk,

i BXIKBHAER Server Update Utility (SUV) BEFRASR EERRETAIENAGNTREFNNESER, HEHR
{ILF dell.com/openmanagemanuals 8 Dell Server Update Utility User’s Guide (Dell Server Update Utility i F$&

) .

Storage Management Service

The Storage Management Service provides storage management information in an integrated graphical view.

NOTE: For more information about the Storage Management Service, see the Dell EMC Server Administrator Storage
Management User's Guide at dell.com/openmanagemanuals.
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Instrumentation Service

Instrumentation Service AT LUREEFHRITUARER FEBRRIBWERIFEAGIERMEREES, FERTFNZENREHITIE
BEE (BEXHARG. BHIMRERI) .

Remote Access Controller

The Remote Access Controller provides a complete remote system management solution for systems equipped with the Baseboard
Management Controller (BMC)/Integrated Dell Remote Access Controller (IDRAC) solution. The Remote Access Controller provides
remote access to an inoperable system, allowing you to get the system up and running as quickly as possible. The Remote Access
Controller also provides an alert notification when a system is down and allows you to remotely restart the system. Additionally, the
Remote Access Controller logs the probable cause of system crashes and saves the most recent crash screen.

Hi&

Server Administrator ¥ E/RIATHMHER: @ (H) RFELHNGS, THNNEGEHMRGER. BUEEFRN LTS,
ITENERE, FERERRSG, FEEBSB TG LRAIEENRSEKRA.

What is new in this release

The release highlights of OpenManage Server Administrator are:

*  Full Power Cycle.
* System Lockdown mode.
*  NVDIMM Monitoring.

* Support for the following operating systems:

- Support for Red Hat Enterprise Linux 6.9
- VMware ESXi 6.5
- VMware ESXi 6.0 U3

- % NOTE: Citrix XenServer operating system support has been dropped for Server Administrator and Storage
Management.

* Support for the following browsers:

- Internet Explorer - 9,10, 11
- Microsoft Edge 25

- Google Chrome - 58

- Safari- 91

- Mozilla Firefox - 52, 53

NOTE: For the list of supported operating systems and Dell servers, see the Dell EMC OpenManage Software Support
Matrixin the required version of OpenManage Software at dell.com/openmanagemanuals.

ARG ETRFRER A

Server Administrator 3Z#F N5 R G ETETIN :

o REBITAREWTYL (HTTPS)

+ NRERER (CIM)

o EBRMEEEMIY (SNMP)

WMRRG T SNMP, NAMERIERZE EREMBRAIZRSE . WRBERKEMT SNMP JRS, Server Administrator 22332
FA R SNMP B HRIERRF
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FRrEIRMERGER T HTTPS, Xf CIM #1 SNMP B EUA FIRIER S, EREFR TEBURTRIERGIRA .

E F: XK SNMP R2eBBHAEE, 15218 Server Administrator Z{TUEASC#E (5 Server Administrator R FHI2FF3T
BE—E) , HEHMT del.com/openmanagemanuals £. AFMNBIERZGHEE SNMP RIBIEFHAER, LR
SNMP FRIBIEFHRZ.

Availability on supported operating systems

On supported Microsoft Windows operating systems, Server Administrator supports two systems management standards: CIM/
Windows Management Instrumentation (WMI) and SNMP, while on supported Red Hat Enterprise Linux and SUSE Linux Enterprise
Server operating systems, Server Administrator supports the SNMP systems management standard.

Server Administrator adds considerable security to these systems management standards. All attributes set operations (for example,
changing the value of an asset tag) must be performed with Dell EMC OpenManage Essentials while logged in with the required
privileges.

The following table shows the systems management standards that are available for each supported operating system.
Table 1. Systems Management Standards Availability

Operating system SNMP CIM
Windows Server 2012 R2 family Available from the operating system installation media Always installed
Red Hat Enterprise Linux Available in the net-snmp package from the operating Unavailable

system installation media

SUSE Linux Enterprise Server Available in the net-snmp package from the operating Unavailable
system installation media

VMware ESXi SNMP trap support available Available

NOTE: While ESXi supports SNMP traps, it
does not support hardware inventory through
SNMP.

Server Administrator 11

Server Administrator ZTURE T ST REBEA S TFERANET Web SINBNARREIRES, "R LAN, ESIREH LML
EERAGINEREENHIITIEES. BAETERG LREHAE Systems Management Server Administrator AR %
(DSM SA EZRSE) BT, EALUNEET I Web SISTHMEZMTMAZHITIZEEIEINE. 1IN, Server Administrator

FETURIEH TIERR L T ST XEHLEEE.

b e s
B e EEMNH MR RAA T
Be T A$EEIN, BIEALLAIE] dell.com/softwaresecuritymanuals £ B9 T$5F .

*  Dell EMC Systems Software Support Matrix (Dell EMC Rt #HER) REBXEMARR. XERZIRHNRERSGLL
BAIAREEXE RS FMEHNER.

+  Dell EMC OpenManage Server Administrator Installation Guide (Dell EMC OpenManage Server Administrator Z335r) 828
# BN & % Dell EMC OpenManage Server Administrator BJiERR .

*  Dell EMC OpenManage Management Station Software Installation Guide (Dell EMC OpenManage BIEuhik R E&IER) B3
AT EEEN R 22 2 Dell EMC OpenManage & IRub R A0 ER -

*  Dell EMC OpenManage SNMP Reference Guide (Dell EMC OpenManage SNMP £ 355) 487 & 5 B ETE Y
(SNMP) EIB{E 2 (MIB).

*  Dell EMC OpenManoge Server Administrator C M Reference Guide (Dell EMC OpenManage Server Administrator CIM &£ 35
B NMATLAREERERE (CM) 2E1EF, ERIVEEENRIEN (MOF) XHHY &

*  Dell EMC Messages Reference Guide (Dell EMC ;HE2£%418R) FIH T Server Administrator ETTZHR AEKBRIERFEH
EERPETRMER.

> Dell EMC OpenMonoge Server Administrator Command Line Interface Guide (Dell EMC OpenManage Server Administrator 45
SITREIERE) NB T Server Administrator BITEEE G SITR .
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Dell Remote Access Controller User’s Guide (Dell Remote Access Controller FAF35RT) 121t T H X F A RACADM 41T H
EFELE DRAC IERIEE.

Dell EMC Chassis Management Controller User’s Guide (Dell EMC Chassis Management Controller Bl F$5ES) 121t T A% 1F

AEHR (EESERGMNATHEIBER NiES.

Command Line Reference Guide for iDRAC 6 and CMC (iDRAC 6 1 CMC #4175 #145R) 124t 7T iDRAC6 1 CMC Hy

RACADM F#4 . XHFWFAE . BUHBIEEAFIFNREXHER.

Integrated Dell Remote Access Controller 7 (iDRAC7) User's Guide (Integrated DeII Remote Access Controller 7 (iDRAC7) A

157D MTBAAIECE DRACT HIEEAT 12G #ER. EBERFITTFARSESE, TG RITFEEBMISN ARG R EHLE

FiR.

Integrated Dell Remote Access Controller 6 (iDRAC6) Enterprise for Blade Servers User Guide (Z&/£#9 Dell ITFEi5/E/#E%I72 6

(iDRAC6) Enterprise J] 5 AR5 &5 H/H /757 ) 1R T BXRELEFER iDRACE 11G J1F AR S S5hRIEE ML Az E TR F M &

é%&zxzs?J\IrE':Mn Gy o

Integrated Dell Remote Access Controller 6 (iDRAC6) User Guide (£mkEI Dell IAZi[a){5H125 6 (IDRACE) A Fi5R) =it 7T

AXECEMER IDRACE NG EXFHNERXARSZ [N, BEMNERTZERIEN ARG R EHZZFRHNTERES.

Dell Online Diagnostics User's Guide (Dell Online Diagnostics Fi P18 =Rt T B X ER G F R FER NS HEFHTE
=5

Dell OpenManage Baseboard Management Controller Utilities User's Guide (Dell OpenManage Baseboard Management

Controller 2R P8R , R T HXER Server Administrator SRECEFIEIE R SR BMC MELER.

Dell EMC OpenManage Server Administrator Storage Management User’s Guide (Dell EMC OpenManage Server Administrator

GREEAFER) ARENEERESRAGEENAMNTREEMESRETEEMNSEER.

Dell Remote Access Controller Racadm User's Guide (Dell Remote Access Controller Racadm Fi F15Fa) BT A XEH

racadm LITARREFHES.

Dell Remote Access Controller User’s Guide (Dell Remote Access Controller I P1ER) 1R T B AR EMECE DRAC I=Hs8

AR (£ DRAC miZi B N REB TR R R HITTRIZ R

Dell Update Packages User's Guide (Dell Update Packages Fi F35Fa) 12t T B X1EN R G E FakrE B —30 5> SKEXFAE

Dell Update Packages Y15 & .

Dell EMC OpenManage Server Update Utility User's Guide (Dell EMC OpenManage Server Update Utility Fi P35F) N8 7T

fAIRBXFHE A Server Update Utility (SUV) BT RS EBFHRET R REHI AT AEH.

Dell Management Console User’s Guide (Dell Management Console A FR36Fa) 12T HXR%E, EBEFIEF Del

Management Console BI{E &

Dell Lifecycle Controller User Guide (Dell Lifecycle Controller Fi F#57a) Rt T X Fi&EF1{E A Unified Server Configurator B4
FR, UEERGENENMEGEPPRITERRSMEEEIRES.

Dell License Manager User's Guide (Dell License Manager F P{5R3) 1R1HB X EIE 12G R & E30VE AR 51F ANER(E
B

G o

I AR AR A e h P E M ARTEREXE R

M H5uE RTiEl g B S #F
ST LB AT 5 Rz — IR R TR RO LA S -

e AT i

- BRI RGEEIRIRAX 4 — Dell.com/SoftwareSecurityManuals
- OpenManage B3 — Dell.com/OpenManageManuals
- EFRESI ARG EIR AR — Dell.com/esmmanuals
- IDRAC #1 Lifecycle Controller it £ — Dell.com/idracmanuals
- OpenManage Connections 1l 24 3215 AA 34 — Dell.com/OMConnectionsEnterpriseSystemsManagement
- EAMIAIRAH — Dell.com/ServiceabilityTools
- BPigHhSEGRSG SRR — Dell.com/DellClientCommandSuiteManuals
M FER g

a. % Z Dell.com/Support/Home.
b. ERFEFHIBHOT, BEREGENRE.
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http://www.dell.com/support/home/Products/software
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/svrblty_tools
http://www.dell.com/support/home/Products/software/client_comnd_suite
https://www.dell.com/support/home

c. ERHMRLEEP, BIATIELHAFRGERE:
- A RGER
- EREeWRGEE
- Serviceability Tools
- Dell ZEFintrSEH
- Connections & i A EE
d. EEFUMRANH, BHREMEN~RIRA.
FRARERSIE:

- R S\ BB B AR
RIGEA B

MREEMEHEENAIEEPHNLBARER, AFWRENF~RRIETHIET, WEETERBNAEHTAETHIIA. XX
LEBMTEWNEZED, 8RB ERESH Hardware Owner’s Manual (BEEERPFEM) +aY 3£58450.

s, EEAFESFIA “EAFNFAE" BRSS; BXEZER, 1510 dell.com/training. tLI5IAR 5 7T BEH 1N =72 Fr A i X &R
et

EX % Dell EMC

E = SARBAFINERFER, ETUEMELR, RER, KEN“RER EERRRER.

Dell EMC 1Rt S F7E L MBE T BIFRI IFMRSET . BFRSEEREER/MXUR~RIRETAE, RLERSER
FREER) X ATRE 2 fit. SNZEBX AR Del EMC SRR B XIHE . BAIIFHEARFIEI:

ifia] Dell.com/contactdell.
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Server Administrator 1Bt Z-F f & #9i518)iEF] (RBAC), IRIEAMZZEAET Web R EMGSITRERERERIF.

ET /B EEs

RBAC BEMEA B EBHEACHARNTHREREEREMN. SBBUARSE—IRZIMEE, HES ARNE
—MEEMETFEEZACHNAFBR. Bid RBAC, REEERHENMALRLEN.

A PBR
Server Administrator fR#E#BLLA F P EVABURIE-F A AR RRA IR . WA PRIRERIA: BP. &R BEAMRE
HERR.
*£.2: BPHUR
A PRUREF) Ll E i L)z
TE =18
RR = & AFUEREXEZHER.
ISP E = = EREFAILIOS EESHE, HilEHNES S BEE AR
KAV ERIRIE.
EIER = = EFE S LB EFHITRNIRME, BLEERIERS A AT

ARG BEHMRERE, UKERESG. FHNGSHEE. B
BRI B E R AR X B TR .

RAEER (R = EAEEFTUEENERER.

F Linux)

HD

1515] Server Administrator JRZ569#X IR A
TRALE THILL AR EBEARFEIR Server Administrator AR 5% .

Server Administrator I F LA PRBRE R A RIEiHERER; BFUSEAPIPRERMAPIESIHERER; ¥ EE 5
MEHAEEGNREFZHNAFIE, BAEEREEIR.
3&. 3: FTBAUPR LLIEE Server Administrator AR 5%

BRE P F PR &5
5F 5
I8 AR, B%AF. A, #AEER =SRAF. 8. BAEER
migiia] AP, BRAF. B8R, #AEER EER EAEER
e AP, BRAF. B8R, #AEER EER EAEER

BE

Server Administrator 3§75 ZHR AT LUS E MR B S E A EHIAABR. H5, HEARA®SITRE (CL) B, Server
Administrator IiF 77 RIFIIFE S HANEITHIZAIFE .. 1Z501IE S ZRHRR T LUIERAISIERTA Server Administrator ThaE (Titid
T Server Administrator TR Z&E CLI #1TiH1E))
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Microsoft Windows 3&3E

TE Y Microsoft Windows #{E& % _E, Server Administrator £ Windows I&iE (IBFR NTLM) #4TI8F. iZEIERZ
{5 Server Administrator IR £ RIFAT LA PSR ERERIPH RSP,

Red Hat Enterprise Linux #1 SUSE Linux Enterprise Server L&3iF

FEX B Red Hat Enterprise Linux 1 SUSE Linux Enterprise Server #{E%& % £, Server Administrator {8 Fi &F AT ik I IEHE LR
(PAM) EERI & MIEIET % AAPRILUER AR A EIEMY (Eb LDAP, NIS, Kerberos 1 Winbind) Mz simiE & F

Server Administrator.

VMware ESXi Server 3&1iF

ESXi Server {3 vSphere/VI & Fimak S 4& T B (SDK) KEEIESE] ESXi EHBIA . ESXi BIEIA REIG A b ZRD E3E
EERATIIE. 5 Server Administrator B ESXi SHFE £ tH S SE S vmware-hostd T2 E . T HRIGIETEEAI U S P &R
EXIAE, BRITENMUATHERTS: KERA,. E. PPRFMAE; REAFRY; FANEECHIES; UERREEREE
/A SSL &,

& 3E: FIE1T VMware ESXi Server ##{ERZENER G L, EXF Server Administrator, FIERAPHEE “€8R"” WR. B
XHBERBHNIER, ST VMware WEACH.

=

BEFEALZEEREFTE (SSL) BIARKNZR S HTTPS #E#if8] Server Administrator A R FHRIFEEEENRZN S H. AP
/18] Server Administrator 71K}, X #FAY Microsoft Windows. Red Hat Enterprise Linux 1 SUSE Linux Enterprise Server 3&{E
RGEA Java REEETY R (JSSE) RIF A AR E BT BT E R AR ZHIE.

SECH PEUR

ATHREZERGAHNRE, ERLE OpenManage B2 BT45Ef 8 OpenManage SR PP ECH PSR, #TAFPRTLUERE
BAER G PR E % OpenManage 14 .

/\ s BRESEERGALOE, HHTLIHE OpenManage B HHEIE- A Ak ST,

/\ vl BRI Windows BAERGEIRRM P BURIPI ERAGAMNIE. HERESBRTKS, UMETEMAT
SR RRIAREM B FRE X L.

Ei & AXRASTAXFRMERGEDER ARG, B2 RERNRMERGGAXH-.
E4 i: %@ OpenManage SRIFFMA S, H#AFARMBIRERSGET. THEEMN OpenManage # i BIEZHTFH .

[ Windows ##{E %%t _ERYIEHRMA F

& EERITXLESE, REHhAMERE Microsoft Active Directory. FXfE Active Directory HEZER, FSHE
A Active Directory &%.

EfnzliE$lmEmiR — BET A — Active Directory Fl PHIIHEAN

EiEHEaNT, AERERARP, IEERATEEEPRNFAFRNERS, RAEREFHE - AF.

EEEPBANENMARREEHETT—F,

BHET—F, RERETR.

WiEFRRENISZEN A PR ERR.

BHERATF.

BEHERM.

RN AAF B TR,

N N
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9. BIRE, ARHRBELHRE.
Eq ‘& FBAATRRAXEEMESEIHFRERE OpenManage.

£ #5H9 Red Hat Enterprise Linux 1 SUSE Linux Enterprise Server ${EZ 4t 8% Server
Administrator i 7

“EIRR” MRS SRAURAFRSHERNAR. BXUEZRAFPMRFENER, BSRBERGRAXHE.
Ei = ERTRESR, LAURKFERNAFSHER.

K i ETRESR, RETLABRE useradd AAERF.

EES S

AR IRMAR
Sl EEERA P BIRMA S

EEFRFIRMAF
1. BESSITETUT®S: useradd -d <home-directory> -g <group> <username>, HM <group> T2
rooto

K4 i R <group> F##¢E, MR groupadd A& BIEE.
2. # N\ passwd <username> F3& <Enter>.
3. BEELIRRE, WAFRAFPER.
E4 iE: ATTELE) Server Administrator FIEANA Pk IR B, LURFXTERRGAHRITIE.

W, FRAFAELUER “AR” HRREERZE Server Administrator.
tIERESEAFPBRMAR

1. BEHSITEITUT®HS: useradd -d <home-directory> —-g <group> <username>

B4 £ root REHTEMA.
2. N\ passwd <username> & <Enter>,
3. BRUIRERE, MAFHAPHNEZEG.
E4 ‘E: ATELIIE) Server Administrator ISR Pk I EEH, LURIFXTERRGAHRITIE.

WE, FRAAUER “SHRAP” BRREFEZE Server Administrator.

£ Linux #{E &Y L4348 Server Administrator F§ PR
% I BOAURRERNARSNER.

1. $TFALTF /opt/dell/srvadmin/etc/omarolemap B omarolemap 4.
2. FEZXXHFARMUUTIT: <User Name>[Tab]<Host Name>[Tab]<Rights>

T%%4H 7[5 omarolemap 7/ £ £ 7E X AYi5i AR
5%. 4: 7£ Server Administrator H37H0 R & X B9 RR

<User_Name> <Host_Name> <Rights>
RR& FHE EHER
(+) A& i AR
BEFF (%) BECFF (*) AR
[Tab] = \t (tab character)
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T%%4H 7[5 omarolemap iR fa & E X H=H.
#&. 5: Z£ Server Administrator HifRIN AT E X HIRA

<User_Name> <Host_Name> <Rights>
Bob Ahost St
+1R Bhost EIER
+iR Chost EER
Bob * gus.amer.com =RAR
Mike 192.168.2.3 St

3. REEH, REXHAMH.

1&/H omarolemap X fFRI & E# %
TEFIH T1E A omarolemap 4B &M%

B 1R omarolemap X EILL TBVIAS B .
2. 6: omarolemap 3 {FEI R EHE

i * Administrator
+1R * Poweruser
* * User

*  1EZIE X omarolemap ST PRI TR
* AENHN <Host Name> {ERIFEIMYE, FI40: localhost 8 127.0.01,
EEREZEFNBNEUR omarolemap XHHESUEBEN, HEEHGSHESTREIR.
1% omarolemap XXM\ —&BIHEIEFIEIZ—EHENE, FEEHREXHFIIRFITEMNEE.
f£ Group Name IR L +.
ETHERS, Server Administrator {# B BRIARIE R G B PR :

- F 7 omarolemap -+ #F&LR
- BAEEBMHEE <Host Name> NEERFREZBRAFHEEE
ERIARER [Tab), MEMA space fEAFIZIRR.

4 VMware ESXi 6..X 8l|Z Server Administrator Fi

Erm “AR” AMAR, BRITUUTERE:

£ vSphere Z iR EFEEHM..

BHRAAMAETE, REEHHAA.

HREF ‘AR RPHEEME, REEFFRMUFTIERMERPIHEE,

BWMAERE., APZ. H#FAFP D UD) RE; AR UID 2AERE. RTIEE UID, vSphere BFIRES S ED
T—AAIF# UID,

5. EFR BB ®S Shell iiia] ESXi 4, 1HiES AIELHAP%F Shell iFIER. Rifid vSphere Z Fimijial EHE A
FPANEZE Shell iFE)#R .

6. EFAFRMBEANE, BAATHEATRFEBRIF R LRM.

7. BREHE.

FEXZFFH) Windows IR{ERZH R R KRR FEZ KA
B I EARNEERRER.

N

1. FIRHENEESEO.
2. #EEHENTD, RAKBAFRMEHEERF.
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3. WEHFKFEDL IUSR_system name APk, EEXLEBAAHEM, AR IRREDSR IUSR_system name A AKFP, RE
TR

4. ZEWRPEER, RAERTHE.
BREEBER—MF X WOE, TRiZKFEHZEA.

Configuring The SNMP Agent

Server Administrator supports the Simple Network Management Protocol (SNMP—a systems management standard—on all
supported operating systems. The SNMP support may or may not be installed depending on your operating system and how the
operating system was installed. In most cases, SNMP is installed as part of your operating system installation. An installed supported
systems management protocol standard, such as SNMP, is required before installing Server Administrator.

You can configure the SNMP agent to change the community name and to send traps to a management station. To configure your
SNMP agent for proper interaction with management applications such as the OpenManage Essentials, perform the procedures
described in the following sections.

NOTE: The default SNMP agent configuration usually includes a SNMP community name such as public. For security
reasons, you must rename the default SNMP community names. For information about renaming the SNMP community
names, see Changing The SNMP Community Name.

% NOTE: For OpenManage Essentials to retrieve management information from a system running Server Administrator, the
community name used by OpenManage Essentials must match a community name on the system running Server
Administrator. For OpenManage Essentials to modify information or perform actions on a system running Server
Administrator, the community name used by OpenManage Essentials must match a community name that allows Set
operations on the system running Server Administrator. For OpenManage Essentials to receive traps (asynchronous
event notifications) from a system running Server Administrator, the system running Server Administrator must be
configured to send traps to the system running OpenManage Essentials .

The following procedures provide step-by-step instructions for configuring the SNMP agent for each supported operating system:

*  Configuring the SNMP Agent For Systems Running Supported Windows Operating Systems

*  Configuring the SNMP Agent On Systems Running Supported Red Hat Enterprise Linux

*  Configuring the SNMP Agent On Systems Running Supported SUSE Linux Enterprise Server

*  Configuring the SNMP Agent on Systems Running Supported VMware ESXi 5.X and ESXi 6.X Operating Systems

EEITEHER Windows BRERSH RS LECE SNMP KIB12FF
Server Administrator {8 Windows SNMP {CIBF2 IR H) SNMP BRSS . IEATLUEEE SNMP RIBIZEF U EXE R &R, HEE
Bk & EMEM . BEELE SNMP RIBIZEFUEHNSEIBNBEF (F1a0 1T Assistant) FHITRE, EHITAT &SRS

%

K & A% SNMPEENMMFRER, HSMBRIERGERAZHE.

B SNMP Fl{E 2 #R
E iE: BASBEM Server Administrator i & SNMP El{&&#R. EERRERS SNMP TREIGEFXZFR.

BLE SNMP Hl{k 2 FRAT i E ML R aE i@t SNMP BIBIEHN R%. EENAEFFERAAN SNMP R &R RS 1EET
Server Administrator B &%t L FRECE AY SNMP BB FRICE, WUEETER AIEF AT LM Server Administrator R EIREE.
HAHHENEEREO.
MRELE, BERAFTOTNIHTENERE .
‘ARSI AERFERH 2 RS .
BTRRSTIER, EEKE SNMP BBSS, A%HE SNMP RS, ARREREM.
SNMP RRSEME QLT EARS.
5. BERER-RLUFMRER TR,

ERmMAERR, ERITUUTERE:

a. EEZREERFRFTIERT 2R,

¥R~ SNMP lREEEE O

N N

DYALLEMC 15



b. ZEBGEHIETENRG (EBEEENARS) WEFEIR (BUAEER public) , REETRM.
#E 7= SNMP RS EH#E O

ERBEAGRRIR, EMITLUTERE:

a. EEZNEAGEZMHIIERPIEE—EAGER, RERERE.
HE~ SNMP lREEEE O

b. ERAGBMREFHERIGZR, REETHE.
¥ E~ SNMP RERMEE O

6. BHFREUREEN.

R A0 RGO FIRTRI 23 SNMP BB
Server Administrator 4 5% SNMP [&Rf, LANGR & B AR A E i NS BN ER . B MAEIEIT Server Administrator IR S
FERE—N R PEHBEIRA BEE BRI &1 SNMP FaBf .
TATENEEEO.
MREFE, BRAFTOFHHENEEER.
RABRSFNAREFER, RAEEEHRS.
[\ TRENRS TR, EEKE SNMP Bk%. A#EHE SNMP k%, ARREEN.
REENE 7~ SNMP BRSBME 0.
5. BEBABHEIRLURMPERFE, SCRMPERE A aBaEmH B 4R.
a. EARMPERHEE, BFERGSREFBARGER, RERHEESRES LHRMETIR.
b. ERMMFEMFEERIFER B R, EMEEEIRTRERIEZR AR, RE2TERBRE TR,
HATE B~ SNMP FREEERE 0.
c. TEEMEWR, IP X IPX HHESR, BAFEBEFR, .
KEENE 7~ SNMP BREBMEE 0.
6. BTERERTFEL.

EE{TH M Red Hat Enterprise Linux B &% LB E SNMP K18
Server Administrator £ net-snmp SNMP {XIBH2 /A SNMP fRSS. ERTLAECE SNMP RIB, UUEREERTR. B Set ##1E
REERL & EMEN . EEE SNMP RIBUERHMSERNAER (B30 1T Assistant) #1TRE, EHITUATEHHIRAN

H#R.

i E A% SNMP REMMMERES, BSHRERREURAN .

N

SNMP Agent Access Control Configuration

The management information base (MIB) branch implemented by Server Administrator is identified by the Object Identifier (OID)
1.3.6.1.4.1.674. Management applications must have access to this branch of the MIB tree to manage systems running Server
Administrator.

For Red Hat Enterprise Linux and VMware ESXi operating systems, the default SNMP agent configuration gives read-only access for
the public community only to the MIB-II system branch (identified by the 1.3.6.1.2.1.1 OID) of the MIB tree. This configuration does not
allow management applications to retrieve or change Server Administrator or other systems management information outside of the
MIB-Il system branch.

Server Administrator SNMP X322 35 34E
W02 Server Administrator 7 & Z BN EIERIA SNMP ECE, =it 220 SNMP RIBECE, PU4R-T public EFEITEA MIB
B RIEIAEIANR . Server Administrator BT A T AR &K SNMP (REEAL E 3L /etc/snmp/snmpd.conf:
MRAHFEUATT, TBDEERMMIZTEDS MB HEIFLE: view all included
©  fEBERIN access 1T, 48T public EFIIEEA MIB HEY RiZiEIANBR.  Server Administrator & 34X A T4T: access

notConfigGroup "" any noauth exact systemview none none
AR Server Administrator £ I _FEIRTIT, BELIEEIEHKA: access notConfigGroup "" any noauth exact all

none none

sE: J9fafR Server Administrator BEfS{EEL SNMP R IBEL B PUR M R A ETREIEREZFOBR, BiNERE
Server Administrator Z 5B EMEFH SNMP {(¢IBEL & i#{TiEK.
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Server Administrator SNMP {§f SNMP %88 & F (SMUX) #185 SNMP RIBIFHITIEIS. 2 Server Administrator SNMP #EEE
SNMP REBRY, ERE—PMWSIFRFFE SNMP KIEB, DUEEIRA SMUX B, ERSHA SNMP KIBELE X RATIRF,
LR EHEIIMREREE, N Server Administrator % RFFTRMZE SNMP RIBELE X /etc/snmp/snmpd.conf:

smuxpeer .1.3.6.1.4.1.674.10892.1

¥ SNMP FliEZ R

BLE SNMP Hl{k & R a) ff E MRLL R SEAE M5B SNMP BB RS . BIEN BIZFE R/ SNMP Bl{F 2 frab i '%Eiﬁ
Server Administrator B &% FFTEE B B9 SNMP FliR B FRITHEE, WUESIEN FBIZF LM Server Administrator # XSRS S8
EE XA FMIEIT Server Administrator B R G EZEIR(S B A SNMP Bl & FR:

1. #TFF SNMP REBELE X /etc/snmp/snmpd.conf.
2. EHLATIT: com2sec publicsec default public B com2sec notConfigUser default publice

% F: XF IPv6, BT ERHN com2sec6 notConfigUser default public BY{T. IESM, FEZSCTERFMUAT
M7 agentaddress udp6:161.
3. YRiELk1T, FETRY SNMP F{RB &R public. $miEE, TR A: com2sec publicsec default

community name 3§ com2sec notConfigUser default community name.

4, EEHACEXHISNMPEE, HEBREEBAUTHSEHBEI SNMP RIB: service snmpd restarto

BB SR R G AR B R U & 15 BERH

Server Administrator 4 X SNMP B&afE, LR BRSER R N E XM SNSRI ER. BABIEIEIT Server Administrator
R RS RIS L 1% F EIRuAH SNMP FERHED B — /N3 2 N ER B 4R

ERLEIB{T Server Administrator FIR Gt LU B b & XPEM, 1544 SNMP RIEALE L /etc/snmp/snmpd.conf HHATUAT
LB

1. ENZXXHRMUATH4$1T: trapsink IP address community name, HP IP address SEILHT P i,
community name = SNMP Fl{&&Z R,

2. EEFAEBEXH SNMP EE, FEETEANUTHSEHBEN SNMP KIBI2F: service snmpd restart.

1E3E1TX#58Y SUSE Linux Enterprise Server & Zihfit E SNMP LI

Server Administrator f£F3 net-snmp KIRIRHEHI SNMP BRS5. RAIELE SNMP RIBLLE A IZIZEHL#HIT SNMP i8], BXHE
R, B Set #8E, URLEEMBIEIRY., EEE SNMP RIBUEMHtSEIBRNRAIER (Fl0 1T Assistant) #1732
B, BRITUTETHIRANSE.

4 Bk SNMP REENMMERESR, BSERMERGURAXH.

Sever Administrator SNMP Z235He{E

Server Administrator SNMP £ 8 SMUX 1 5 SNMP RIZF2FF#{TiR(E. & Server Administrator SNMP #E# ZE SNMP K127
FE, EXE—NMWNRIFRAFE SNMP RIEBIERF, LUSHEARA SMUX X%, @ ifERA SNMP K IBFERFEL & 1230 RARRF,
Itt, Server Administrator RTE R IEAENFATIT (MRZITAFEE) ARIME SNMP RIBIZFEE T /etc/snmp/
snmpd.conf:

smuxpeer .1.3.6.1.4.1.674.10892.1

Mizi2EHEH SNMP ijia]

SUSE Linux Enterprise Server ##{E R HIZIA SNMP RIBFZFELE X public F{F R 4T WA ENIFEEA MIB #89 RiZih
BIAPR. HELE A £1F SNMP SN 2R (FIanfEE b EH EiBITHY IT Assistant) IEFL IAETE Server Administrator &
i, GISR Server Administrator FERZEHERNZLEE, B HRICRBRIERZGBEH /var/log/messages, IEH
SNMP )8 RIXPRF A b EN . R ITRIER SNMP E1BN AEFNTEENEIE RS, NLMEE SNMP RIBIZEF LS
AMZIZENHIT SNMP 3718

E I HTREMER, BAETENBERAT, 1§ SNMP iFalREIERFENIZREEN.

ERRAMNFEMNIZIZENITIE!T Server Administrator BIZRZERI SNMP 1518], 1E4REE SNMP KIBFEFELE X /etc/snmp/
snmpd.conf, H#MITTIILE:

1. THRUTIT: rocommunity public 127.0.0.1.
2. HEHEHNZIT, UERAZZEN IP #iltRER 127001 HERE, FITRA: rocommunity public IP addresss
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Eq & BEAEMEREENRM roconmunity E#<, TASMFEMZEEHER SNMP 8.
3. ZEFACEXMSNMPEE, FEREBAUTHSEHZE SNMP KIBFZEF: /etc/init.d/snmpd restarto

ERE R MR ARZEENITEIT Server Administrator BRI SNMP if5j8], 1E4%R%E SNMP RIBIZFFELE ST /etc/snmp/
snmpd.conf, FHHITTFILER:

BEHILTIT: rocommunity public 127.0.0.1.

BT MIFR 127.0.01 KRB IT. HiIBR, FITRA: rocommunity publice

EQAEENH SNMPELE, FREBAUTHLEMNBE) SNMP K EF: /etc/init.d/snmpd restart.

¥ SNMP Fl{i&xZ#R
BL & SNMP Hl1A 2 #R o] #h & BRLE B IB vl A2 05183 SNMP EIRIS RS . BN BEFFEHRL SNMP A2 R M5 EIETT
Server Administrator B Z % _EFRECE /Y SNMP Bk Z FRICHED, LUEEIERN FAFERE T LM Server Administrator 8 ZEEES.

EEYAT MIEIT Server Administrator B R % R EIRE B RIERIA SNMP FEZ R

FTFF SNMP RIBELE X /etc/snmp/snmpd.conf.

KB TIT: rocommunity public 127.0.0.1.

BT, FIFT SNMP F{AZFRE#R public. HiBE, FIITRA: rocommunity community name 127.0.0.1.
ERAEENH SNMP ELE, FREBAUTHLERNBEI SNMP K3 : /etc/init.d/snmpd restart.

N N

Configuring the SNMP agent on systems running supported VMware ESXi 6.X operating systems

Server Administrator supports SNMP traps on VMware ESXi 6.X. If a stand-alone license is only present, SNMP configuration fails
on VMware ESXi operating systems. Server Administrator does not support SNMP Get and Set operations on VMware ESXi 6.X as
the required SNMP support is unavailable. The VMware vSphere Command-Line Interface (CLI) is used to configure systems
running VMware ESXi 6.X to send SNMP traps to a management station.

ﬁ NOTE: For more information about using the VMware vSphere CLI, see vmware.com/support.

BL E B R G AR BRI & X BEFE
Server Administrator 4 % SNMP P&, LANON RSN ENMEMZIENSHNER. ELMEESIT Server Administrator
HZES B EL % EEFEER SNMP FERHEE B — N 2N BEFE B #R.

EfLE BT Server Administrator B ESXi RGASFEM & X 2 E TRk

1. %% VMware vSphere CLl.
2. HERZET VMware vSphere CLI FIR%K HITFH G SRR .

3. FEHKEIRET VMware vSphere CLI FIE3R. Linux ERIEARLE R /usr/bin. Windows ERIEBNIAGLE & C:\Program Files
\VMware\VMware vSphere CLI\bin.

4, iéﬁ'l«}{—lt’nép‘%: vicfg-snmp.pl --server <server> --username <username> --password <password> -
¢ <community> -t <hostname> @162/<community>

Heh, <server> & ESXi REREH ZE IP Hitlk, <username> B ESXi R EMAF, <community> & SNMP H{F
B, <hostname> SEIBULAIEN Z S IP ik,

E4 i & Linux £, TEREH plFRE.
Ky i REBREAFZMEN, REBETE.
SNMP BEFHECE ST BNER, MEMEFHBIEMRS -

g B}?ﬁgﬁm Red Hat Enterprise Linux #{E £ 4t#n SUSE Linux Enterprise Server fJ & % g

IR ER % Red Hat Enterprise Linux/SUSE Linux BB A TR AEREFIF, MBIABRAT, A/ ERMEED LR SNMP lﬁ
OG- F L ARS. ZEH SNMP SR ATEFE (5130 T Assistant) , M Server Administrator ZF#FRES, EL—

ShERMIZEHE O _E B9 SNMP i O A T TFFT FRIRZS . 2058 Server Administrator #&3MZRG A 3% B k3T FHE RSN EB N 484 O BY
SNMP ix0, M ERELES, HERSGEHEPICREES.
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B ERRHAIE, FTFFBR A IE PR IR IE O ST FBA A IE R 2= D — MM 483 DAY SNMP 5w 0, I&RTLUTHF
SNMP i 0. EAIAEE RSN Server Administrator Z BTEX 2 fEHITIHEIR1E .

EF A iR 5352 —3$TFF Red Hat Enterprise Linux _EAY SNMP i [ :

1.

£ Red Hat Enterprise Linux #8427~ ~, A setup Hi% <Enter> #, UBHXAERGENRERF.
Eq £ RBESITTRANRERERRZERXA S TH.
REMETEETARS.

2. (FERTESKEEER ISR EH % <Enter> #.
AGEHERBIERERE.
3. 1% <Tab> BLUEERERT], REERFRELUEEEERENREERT. FEREEIFUESEF.
Ky i AXBAEREFHNESES, &R <F1> 8. BA SNMP 5057 161, MREEFKIR X Window R4E
MRRRE, & <F1> BT 2RHEAXHIR Red Hat Enterprise Linux Bi AER £RABER -
a. EBMAHAE, BERELBIEIERAHEELR 7.
b. EFTFEANMLZIZEOSK SNMP im0, HEESR. PEKBCBH, RBRHENITSE 4.
4. IR <Tab> BLIERBE N FHIR <Enter> .
REBERBHABEE-BENFES.
5. EFEITABENNMEEOTZITHAREMEEDO L/ SNMP %0,
a. EITHEANMEED, B <Tab> BREFEENREC—HIRTKE. REEMEMETHESRTIEFTAENE
.
b. EFTFAAEMLEIED LA SNMP sk, 1E#% <Tab> BEKEE MmO, SRAFEA snmp:udp.
6. 1% <Tab> BLUEEFEHIL <Enter> i
REBERBHAIEEERS.
7. 1% <Tab> BLUEEFEFHIL <Enter> i
REBERERTARS.
8. 1% <Tab> BELUEIFIRE H1% <Enter> #.
B A HRECE

ZE7F SUSE Linux Enterprise Server _E3TFF SNMP i :

NooaoN s

BEEEHIE LTI T SHBE SuSEfirewall2 a. # yast2 firewall
FERELRESME R ITFHRS.

& <Alt><d> SEITFF ELft 2 A3 O SHEHE

& <Alt><T> EBENFARE] TCP 4 O SCAE.

TEXLAREFHEN snmp.

2 <Alt><O> <Alt><N> B E T —RE.

12 <Alt><A> BIZETHNAEK.
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Using Server Administrator

To start a Server Administrator session, double-click the Server Administrator icon on your desktop.

The Server Administrator Log in screen is displayed. The default port for Server Administrator is 1311. You can change the port, if
required. For instructions on setting up your system preferences, see Systems Management Server Administration Connection
Service and Security Setup.

ERMEH
Server Administrator 2 IA TXBWERHFR :

« Server Administrator A<t REEF

+  Server Administrator 2 & RS E F — £ B E R

+  Server Administrator 2B R ZEE R — FH Web JTEEE
+  Central Web Server 2%

Server Administrator &t R G & 5

R B7E Server Instrumentation F1 Server Administrator Web Server B8 REEAR M R L ERF, A RTLUER Server
Administrator AR R F .

% 3¥: Server Administrator Z<ith R4 F 3 FI1E1T XenServer 6.5 RS-
EAEKMEYSE B F Server Administrator, IFHITIA TIRE:

1. ERZEEMNEREOMNHERFEPBEANTLSENERBFES.

WHRE BT B E X A1) Server Administrator, Ew@A%R3E E IEFRRIEE
2. j%th Active Directory B3R & EME{EF Microsoft Active Directory &%, &2 R{#H Active Directory BF.
3. BEHRR.

4R Server Administrator 1%, 158 IS4 Server Administrator 7174 EAAYESHE.

¥ BxER CLI RS EALE Active Directory BEE, &2 dell.com/openmanagemanuals B9 Management
Station Software Installation Guide (ZIBihikttZiEiEr) -

Server Administrator Managed System Login — Using the Desktop Icon

This login is available only if the Server Administrator Web Server component is installed on the system. To log in to Server
Administrator to manage a remote system:

1.  Double-click the Server Administrator icon on your desktop.
2. Type the managed system's IP Address or system name or Fully Qualified Domain Name (FQDN).

NOTE: If you have provided the system name or FQDN, the Server Administrator Web Server host converts the
system name or FQDN to the IP address of the managed system. You can also connect by providing the port number
of the managed system in the following format: Hostname:Port number, or IP address:Port number.

3. If you are using an Intranet connection, select Ignore Certificate Warnings.

4. Select Active Directory Login to log in using Microsoft Active Directory authentication. If Active Directory software is not used
to control access to your network, , do not select Active Directory Login. See Using the Active Directory Login.
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B. Click Submit.

Server Administrator & R85 5 — (£ Web /%538
% 3E: EZFEZE Server Administrator, W MEBETHLEHERAFAIR. BFESRRENETE TRESREFHAWA.

1. FTFF Web RI5E2E.

2, FEHUEFEFBEANUATRZ—:
https://hostname:1311, HH hostname BAZERGEHEMATR, 1311 2RIAKOS.
https://IP address:1311, H IPaddress EFEARZAY IP #blik, 131 REIAKO S

K & AR ELFRPMA hetps:// (MIEhttp://) &
3. T <Enter>.

Central Web Server &%

REBEHERG ERET Server Administrator Web Server ¢AHFRT, AREFEALEER. FRILEREIE Server Administrator Central
Web Server:

1. WFHEELHA Server Administrator Elfr. 4R RITIEE R,
A Ml BERBE LERAMIEPESSIRE. SRAREMER R, SBRE RS Il PO ERRIEREE b { F ik
IN.
BHEREA LANETE Web FREESHEE.
WMARRPE. BEAEE (RMAEXBIEEE Server Administrator) , fRFBE IR
1%£+% Active Directory ER LU FH Microsoft Active Directory B&. 15281 B Active Directory BE.
BEHRR.
FEHER Server Administrator £1&, 1HREEESHEE FAESE.

4 i%: %fER Mozilla Firefox 5 Microsoft Internet Explorer 23ji Server Administrator Ff, & @r—/™E&E&ETTEH
ZEFBMEE. hTHERGERE, BWEEREN X509 iFH. EFEAMBEM X.509 iEHHKFAKEIEHH
%143 (CA) FER#E. ABRBRLEXFXIEENESER, EAMEBAFRETE CA. X X.509 iEHER
MESES, 15&H X.509 EHEE.

K & RTHERGERE, BRNEBMEHE (CA) SANEH#E. BXESER, H8F VMware B H.

Ky i mREFERG EAIERMRHAE, (B Server Administrator Web BR S MRMET A RIEHHIR, MR
LA certutil.exe IR ERZH CARENTIR. AXAEI exe XHHIER, HERARERGYAXH. &
X HFHY Windows #R{ERZ £, ERIAERIES ER S TTERSNES.
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Server Administrator SRZEEE FEKINIER, THIFEERE.

Java Runtime Environment — 5t i EEFE TIHETIZ —:

- 4P8Y JRE — B A5 System Administrator —#2#2 A JRE
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7 3E: A5 Server Administrator 4% % Java Runtime Environment (JRE) BOEEMA, THREIARLIT R

B JRE fiA& . BXEL¥EMER, 15219 Server Administrator Z{TiiAA (BEMIT Server Administrator Bz Fl
8F) , &9 dell.com/openmanagemanuals.

K SE: R LFIELT Server Administrator FIHR St EFE7E JRE, NfERAFE Server Administrator 324589 JRE.
4. ERFH/EEREOPERETULER, HRHRA.
% s B STEST B AN Server Administrator Web Server LL{sE 58 si4E 3.

X.509 Certificate Management

% NOTE: You must be logged in with Administrator privileges to perform certificate management.

Web certificates are necessary to ensure the identity of a remote system and ensure that information exchanged with the remote
system are not viewed or changed by others. To ensure system security, it is recommended that:

* You generate a new X.509 certificate, reuse an existing X.509 certificate or import a certificate chain from a Certification
Authority (CA).
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» All systems that have Server Administrator installed have unique host names.

To manage X.509 certificates through the Preferences home page, click General Settings, click the Web Server tab, and click X.
509 Certificate.

The following are the available options:

« Generate a new certificate — Generates a new self-signed certificate used for SSL communication between the server running
Server Administrator and the browser.

% NOTE: When using a self-signed certificate, most web browsers display an untrusted warning as the self-signed
certificate is not signed by a Certificate Authority (CA) trusted by the operating system. Some secure browser
settings can also block the self-signed SSL certificates. The Server Administrator web GUI requires a CA-signed
certificate for such secure browsers.

» Certificate Maintenance — Allows you to generate a Certificate Signing Request (CSR) containing all the certificate information
about the host required by the CA to automate the creation of a trusted SSL web certificate. You can retrieve the necessary
CSR file either from the instructions on the Certificate Signing Request (CSR) page or by copying the entire text in the text box
on the CSR page and pasting it in the CA submit form. The text must be in the Base64 - encoded format.

% NOTE: You also have an option to view the certificate information and export the certificate that is being used in the
Base64 - encoded format, which can be imported by other web services.

» Import certificate chain — Allows you to import the certificate chain (in PKCS#7 format) signed by a trusted CA. The
certificate can be in DER or Base64-encoded format.

+ Import a PKCS12 Keystore — Allows you to import a PKCS#12 keystore that replaces the private key and certificate used in
Server Administrator web server. PKCS#12 is public keystore that contains a private key and the certificate for a web server.
Server Administrator uses the Java KeyStore (JKS) format to store the SSL certificates and its private key. Importing a PKCS#12
keystore to Server Administrator deletes the keystore entries, and imports a private key and certificate entries to the Server
Administrator JKS.

g NOTE: An error message is displayed if you either select an invalid PKCS file or when you type an incorrect password.
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Upgrading web server
A CAUTION: Factory reset is not possible after a web server update. For a factory reset, reinstall the Server Administrator.

You can upgrade the Apache Tomcat web server, whenever required, using the omwsupdateutility, without affecting the Server
Administrator functionality. The utility allows upgrade to a minor version of web server, but does not support upgrade to a major
version. For example, upgrade from version A.x to A.y is supported, but not A.x to B.x or B.y. Also, using the utility you can move the
version of the web server to an earlier version, provided it is a minor version. The utility is saved to the following default location
during web server installation:

*  On systems running a Windows operating system: C: \Program Files\Dell\SysMgt\omsa\wsupdate

» On systems running a Linux operating system: /opt/dell/srvadmin/1ib64/openmanage/wsupdate

You can download the required version of Tomcat web server package and run the utility from a command prompt. Download the
Tomcat web server core distribution package from tomcat.apache.org. The distribution package must be a .zip or .tar.gz file;
Windows installer wrapper packages are not supported.

To update web server, browse to the wsupdate folder and then run the following command:

¢ On Windows: omwsupdate.bat [SysMgt folder path] [apache-tomcat.zip/.tar.gz file path]

¢ Onlinux: omwsupdate.sh [srvadmin folder path] [apache-tomcat.zip/.tar.gz file path]

The default SysMgt folder path is C:\Program Files\Del\SysMgt and srvadmin folder path is /opt/dell/srvadmin.

{8 F Server Administrator < TR H

Server Administrator @8 44TAE (CL) R PAILUIBE RSN RGN RIERZE G SR RFNITEANRZEERES.

CLEBRIEERMESHAFERRERZXTRENER. o, BEEAFLUER CLl S RERLIBEFSIAR, TS

ERTERAT, XLLFEF AT AERITRTRIR BB A RS, FlanXE RPM. ERMIMEIARR, CLI ATLABTFHRRGSER

FHEMBIE, USRSGRFERRNNERNSHBHITILE . HESERTULREE—NXHE, UELUEHITH. ZIRET

UBHhEERREEXER, UATREERF R, JIMEREENIHNARSRIFN T RSPEEGRIZI TR,

A% CLI ThEEF A ARYSEE2ERE, 15217 del.com/openmanagemanuals _EAY Server Administrator Command Line Interface Guide
(Server Administrator €8 TR EIERE)
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EEMENRGHRAAEMIERBERER.

EEMREMSNAZHNE~ER.

EEFAMENNRGREBDIRGRE BRERGEETRER) #BE,
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PowerEdge Ak %38, MZE 12 {X PowerEdge FREREFE S AR, iDRAC Rt T Bah&## SEL AEEMRIIE.
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BEEXTERGHABMNESR, BHlan: EHBFR. DRAC FRA. Lifecycle Controller M, HFERIS . #HlFEHIE. HFEAR
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TE5E 12 1 PowerEdge REEMRAR R Z £, AIECER BIOS ThatiRts TR NE. XEXFEIFFRFKER, REEE. K
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e
BMC/IiDRAC
CPLD
TR RkER
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Storage Management Service 12t T TELEF& L FMINEE. REHIFERT, FRAMBRER R Storage Management
Service. Storage Management Service fE Microsoft Windows. Red Hat Enterprise Linux #1 SUSE Linux Enterprise Server ##{E&
ZERA.

LR ET Storage Management Service B, BEEHENRAIUEESWENERTIEELEE. REUEFHIRSIMEE.
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FEGF: BITRR
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BIRE
Server Administrator

General settings

Click the General Settings object to set user and DSM SA Connection Service (web server) preferences for selected Server
Administrator functions. The General Settings object action window has the following tabs, depending on the user's group privileges:
User and Web Server.

Subtab: Properties
User
Under the User tab, you can set user preferences, such as the home page appearance and the default email address for the E-mail
button.
*  Web Server
Subtabs: Properties | X.509 Certificate

Under the Web Server tab, you can:

Set DSM SA Connection Service preferences. For instructions on configuring your server preferences, see Dell EMC Systems
Management Server Administration Connection Service and Security Setup.
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* Configure the SMTP server address and Bind IP address in either the IPv4 or IPv6 addressing mode.

*  Perform X.509 certificate management by generating a new X.509 certificate, reusing an existing X.509 certificate, or importing
a certificate chain from a Certification Authority (CA). For more information about certificate management, see X.509 Certificate

Management.
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A[E, Server Administrator X RIFEF O EE U TIETF: HiZR.
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BHiEm
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Working with remote access controller

The systems baseboard management controller (BMC)/Integrated Dell Remote Access Controller (iDRAC) monitors the system for
critical events by communicating with various sensors on the system board and sends alerts and log events when certain parameters
exceed their preset thresholds. The BMC/IDRAC supports the industry-standard Intelligent Platform Management Interface (IPMI)
specification, enabling you to configure, monitor, and recover systems remotely.

% NOTE: The Integrated Dell Remote Access Controller (iDRAC) is supported on the 10th generation PowerEdge and later
systems.

The DRAC is a systems management hardware and software solution designed to provide remote management capabilities, crashed
system recovery, and power control functions for the systems.

By communicating with the system’s baseboard management controller (BMC)/Integrated Dell Remote Access Controller (iDRAC),
the DRAC can be configured to send you email alerts for warnings or errors related to voltages, temperatures, and fan speeds. The
DRAC also logs event data and the most recent failure screen (available only on systems running Microsoft Windows operating
system) to help you diagnose the probable cause of a system failure.

The Remote Access Controller provides remote access to an inoperable system, allowing you to get the system up and running as
quickly as possible. The Remote Access Controller also provides alert notification when a system is down and allows you to remotely
restart a system. Also, the Remote Access Controller logs the probable cause of system fails and saves the most recent crash
screen.

You can log in to the Remote Access Controller through the Server Administrator home page or by directly accessing the controller's
IP address using a supported browser.

When using the Remote Access Controller, you can click Help for more detailed information about the specific window you are
viewing. Remote Access Controller help is available for all windows accessible to the user based on the user privilege level and the
specific hardware and software groups that Server Administrator discovers on the managed system.

% NOTE: For more information about the BMC, see the Dell EMC OpenManage Baseboard Management Controller User’s
Guide at dell.com/systemsecuritymanuals.

% NOTE: For detailed information on configuring and using the iDRAC, see the /ntegrated Dell Remote Access Controller
User’s Guide at dell.com/systemsecuritymanuals.

The following table lists the graphical user interface (GUI) field names and the applicable system, when Server Administrator is
installed on the system.
Table 11. GUI Field Names And The Applicable System

GUI Field Name Applicable System
Modular Enclosure Modular system
Server Modules Modular system
Main System Modular system
System Non-modular system
Main System Chassis Non-modular system

For more information on the systems support for remote access devices, see the Dell EMC Systems Software Support Matrix
available at dell.com/openmanagemanuals.

Server Administrator allows remote, in-band access to event logs, power control, and sensor status information and provides the
ability to configure the BMC/iDRAC. To manage BMC/iDRAC and DRAC through the Server Administrator graphical user interface
(GUI), click the Remote Access object, which is a subcomponent of the Main System Chassis/Main System group.

You can perform the following tasks:
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Viewing Basic Information

Configuring The Remote Access Device To Use A LAN Connection

Configuring The Remote Access Device To Use A Serial Over LAN Connection

Configuring The Remote Access Device To Use A Serial Port Connection

Additional Configuration For iDRAC

Configuring Remote Access Device Users

Setting Platform Event Filter Alerts

You can view BMC/IDRAC or DRAC information based on which hardware is providing the remote access capabilities for the system.

The reporting and configuration of BMC/iDRAC and DRAC can also be managed using the omreport/omconfig chassis

remoteaccess command-line interface (CLI) command.

In addition, the Server Administrator Instrumentation Service allows you to manage the Platform Event Filters (PEF) parameters and
alert destinations.
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Setting Platform Event Filter Alerts

To configure the most relevant BMC features, such as Platform Event Filter (PEF) parameters and alert destinations using Server
Administrator Instrumentation Service:

1. Click the System object.
2. Click the Alert Management tab.
3. Click Platform Events.

The Platform Events window allows you to take individual action on specific platform events. You can select those events for
which you want to take shutdown actions and generate alerts for selected actions. You can also send alerts to specific IP
address destinations of your choice.

% NOTE: You must be logged in with Administrator privileges to configure the BMC PEF Alerts.

% NOTE: The Enable Platform Event Filters Alerts setting disables or enables PEF alert generation. It is independent of
the individual platform event alert settings.

% NOTE: System Power Probe Warning and System Power Probe Failure are not supported on the PowerEdge
systems without PMBus support although Server Administrator allows you to configure them.

4. Choose the platform event for which you want to take shutdown actions or generate alerts for selected actions and click Set
Platform Events.

The Set Platform Events window allows you to specify the actions to be taken if the system is to be shut down in response to
a platform event.

5. Select one of the following actions:

* None
+ Reboot System
Shuts down the operating system and initiates system startup, performing BIOS checks and reloading the operating system.
*  Power Off System
Turns off the electrical power to the system.
* Power Cycle System
Turns the electrical power to the system off, pauses, turns the power on, and reboots the system. Power cycling is useful
when you want to reinitialize system components such as hard drives.
+ Power Reduction
Throttles the CPU.

A CAUTION: If you select a Platform Event shutdown action other than None or Power Reduction, your system
shuts down forcefully when the specified event occurs. This shutdown is initiated by firmware and is done
without first shutting down the operating system or any running applications.

% NOTE: Power reduction is not supported on all systems. Power Supply Monitoring and Power Monitoring
features are available only for systems that have two or more redundant, hot-swappable power supplies installed.
These features are unavailable for permanently installed, non-redundant power supplies that lack power
management circuitry.

50 DEALEMC



6.

Select the Generate Alert check box for the alerts to be sent.

% NOTE: To generate an alert, you must select both Generate Alert and the Enable Platform Events Alerts settings.

7. Click Apply.
8. Click Apply to Platform Events Page to go back to the Platform Event Filters window.
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.
R~ 2: mail -s "Server Alert" admin </tmp/alertmsg.txt>/tmp/mailout.txt 2>&l

=~ 2 FHIGSHITEMERN AIERF, 13X /tmp/alertmsgitxt FELZHIHELL Server Alert (FREFER) HEFAEXE Red
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alertmsg.txt. Itksh, HENEEIRES, stdout F stderr % & E 5] & 3L /tmp/mailout.txt.

Setting Alert actions in Windows Server to Execute Applications

In windows, the Interactive Services Detection is disabled by default. The Interactive Services Detection must be activated in
Regedit to enable the executable applications.

To enable the Interactive Service Detection follow the steps mentioned below:

Modifying the NolteractiveServices

Open Regedit.

Navigate to HKLM\SYSTEM\CurrentControlSet\Control\Windows\.

Right-click NolteractiveServices and then click Modify.

In Value Data enter 0 and click OK.

Close Regedit

To add the user to a group, select the group name from the Group drop-down menu and click Add.
Click OK.

Enabling the Interactive Service Detection

® O NG D WD

Open Services.msc.
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9. Navigate to Interactive Service Detection.

10. Right-click Interactive Service Detection and then click Properties.

1. Inthe General tab, change the Startup Type to Automatic and click Apply.

12. In Service Status click Start.

3. Allowing the service to interact

13. Navigate to DSM SA Data Manager, right-click and then click Properties.

14. In the Logon tab, enable Allow service to interact with desktopand click Apply.
15. Click OK.

Restart DSM SA Data Manager to enable the Interactive Service Detection.
Interactive application - Examples of interactive applications are applications with a graphical user interface (GUI) or that prompt
the user for input in some way such as the pause command in a batch file.

NOTE: To view the interactive application, a pop up message interactive Services Detection is displayed with the
message A program running on this computer is trying to display a message, click View the
message to proceed.
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= HERR
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1£ Red Hat Enterprise Linux £, ¥ SELinux is set to enforced mode B, Systems Management Server Administrator

(SM SA) EHEMR S BENEM . MITUTE—LRIFBENLARS:

1% SELinux BN Disabled R Ef Permissive &1\,
* %% SELinux A9 allow_execstack B EX A ON (F) K. BITUA TGS

setsebool allow execstack on

B SM SA EIERSHEE LT BITULT®%: chcon -t unconfined execmem t /opt/dell/srvadmin/

sbin/dsm_om connsvcd

EREMFER
BTG, TERAEZEERG

o HINTCRE A IERRY P Hbtik,

o MATRERNERE (BRRMEZ0) .

. BERGATERARE.

o BT IP il T Lk DNS £1R, T EIHRISERS.

s ZERGEATTENIER, MARPREEEFRTEREFARIIHES

VMware ESXi &%t /B Server Administrator BR%% . B XA VMware ESXi 224t H /& B Server Administrator BR &S BY15
2, 1557 dell.com/openmanagemanuals &Y Server Administrator Installation Guide (Server Administrator ZZE$5F)

VMware ESXi &%t 5 TRV EIRE CIM RIBSFHPIZRF (SFCBD) R REEIT.

EEARSG L Web FREFEEREZKBIEIT,

MR EEHEPRZBIERELSIEE, WEMAEERSH P itmA2ENE.

REZERFZPOHE WinRM IZWIhEE GEIRBH) - BAXILIIEENEER, 1SR del.com/openmanagemanuals L Hj

Server Administrator Installation Guide (Server Administrator Z23E35/) -

*© EEHE) VMware ESXi 5.0 #RERGRIIIEAN, XATRERM A T EI—FRE S :

a. BEFERFEFFHEFR Server Administrator BHEA T lockdown X, HX lockdown BRAMWEZER, BEH
VMware $BASZ#

b. &3 Server Administrator BtE X T 215,

c. #«iiﬁﬁ%ﬂﬁﬂl‘ﬁﬂ@%ﬁﬁﬁ)ﬂ%ﬁ’éi Server Administratore BXEZEE, BHEREXTHEEAER VMware A3

%iﬁﬂ’g Windows ##{E#& % L IEE HINEPERY Server Administrator &

BT RHEIEFI L L Server Administrator FHIZEFITEIE, AJESLMHBENRE,
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BEFHITERRE, BRITUTHRIE:

W& LIRTL 2R Server Administrator BUARZS .

M support.dell.com TEHIZhE AH REKHE .

7 srvadmin\windows\SystemsManagement B3 T#% % SysMgmt.msi.
ERLSRRAFLCHAUA TGS LEERIFITENMR K

msiexec /1 SysMgmt.msi REINSTALL=ALL

REINSTALLMODE=vamus

5. EEBAENREHAEFERZENAAINGE. MREFEEECTETHLINGE, NWALEEMBEMEHINITRE.
% E: MREIEBIANB FhRE T Server Administrator, EHHREIFEEENEEFEXE.

Ky & RRTRRAERFE, TTAERRMN/BPRIZFEH Server Administrator.

Ao

Server Administrator R %%

TFRFIH Server Administrator I IR RS EIBEEMRS, UMIXLRRSS LS SRS,
. 15: Server Administrator fR %%

BR35 B WA A PREALE FmE

Windows: SM SA i##% 2MEEZHN Web AP TEET Web  EEHBERS &
BR% Linux: FSTEEFIMAIEIZRNE HAREE R Server
dsm_om_connsvc ARG X} Server Administrator FI{T{E
(AR %5 FE Server Administrator BHTHIE  fA[#R1E. (BR, NAH
Administrator Web BR%s  #2/K i1, LUER CLlo
BF—ERE. )

Windows: SMSA £EZ  BIFTETHRIFEEMIL A TA TEH#ITRYE EHNEIRS 5
BR%S Linux: K2R, PSE Server EEi. B2, MATTIL
dsm_om_shrsvce (It  Administrator B9 SNMP {55 24 Dell Update %X
REESEEG LE  MCMBEHEFFERAN HEEARMF Server
7. ) RGHITRHEIREE  Administrator ZSMAIT
i, LUEFEHR System  E#i. MAFERAE=R
Management Console T & ({41 MSSMS,
F0 Dell IT Assistant (ITA) Altiris 1 Novell
WITIZIZIREEH. ZENworks) #ITEH.

7 7¥: Server Administrator AJRES T ER HETSIRMERGEHREXH P L EESEH SNMP (B iCRESWEH. fERME
RGEEHS ISR FEhEF B RN Server Administrator BRE3AT, 1% & 15 EEETE Server Administrator BRZ B EIEHERIE

EERSH, #40RESHERHMEY.
4 i%: 2 Dell Update Packages SE#f Dell 12 & TR R IR A MR F .
K4 & AEAREMURIZFIIAEE Server Administrator (64 1) ERHXHF.

Windows: SM SA Data HEMFE%Z:, REFH WRIXLRSIZBEZ  EHMBIRS ==
Manager Linux: HEEMMREERNTE 1T, APBREE

dsm_sa_datamgrd inE], HARIFREEE GUI/CL LB E/EERE
(BT dataeng IRE SZUHNHERS, 8FX HRIFMER.

™ (ERZEZER . BEIFRERF.

% FIE1T. )

SM SA Event Manager ARSIEIBRMERER WRELLKRERS, T4 EMEIRS
(Windows) Linux: S HEHERER  IERVEBEEEEE

dsm_sa eventmgrd %, FER#EHEHES 17

(BT dataeng RS  HEEFFER.

™ (RS EZER

% EiniT. )

I
of
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BR&E&R L] HIBER N R EHF FEH

Linux: dsm sa snmpd #¥(#E5|%& Linux SNMP 3R B Management Ex =1 ==
($EEF dataeng BRE  ##QO Station A SNMP get/

™ (ERFEZER set /PEBHERIG A 4EE

% FiET. ) 7.

Windows: mr2kserv Storage Management  AFPBRTEARESE EHRIFRS ™E

(KRBESERG L Service IREFHEIEE

B1T. ) BMEHINGE, AT
EERI ARG AME
ZiIEFHRE.
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= Dl [o]RR

3% B £ Server Administrator BYE I IE)EH .

E 3E: THEBEH 45 E F Ik 489 Server Administrator.

1.

223 Server Administrator R EN R XNREZN 244 ?

E 2% Server Administrator, EAEBERRRAWIRE. S&APMA KRB RZE Server Administrator BJFFR
NS B T3 2L & T Server Administrator i ?

E3x%|: support.dell.com = Software & Security = Enterprise System Management = OpenManage Server
Administrator,

I TTE & RET B A BB Server Administrator A7 .

a8 B &% _LiE1THY Server Administrator FIARZA ?

%i@lj Server Administrator f&, SHRZRY = HE. ATUERSEHEY kB R % £ R %A Server Administrator YRR
RPBRT 3N SHpREEFTAER 0 ?

2, TLUEEEIE https i 0. SHATZEEET - EHiEE - Web Server & HTTPS i []
TEFFABRIME, MEEFEERAIRRMIEEEIERD.

F: BRORSENATYREEEANROSRS UERGFHMENARFRNTR,DEERS LA Server
Administrator. HXERiAimO%3R, &S IRTILE dell.com/openmanagemanuals E3k188Y Server Administrator
Installation Guide (Server Administrator Z2&$5/@) .

R BT LUIE Fedora, College Linux, Mint, Ubuntu, Sabayon Z PClinux t%%% Server Administrator ?

EBL, Server Administrator 7~ 335X L3 {E R %

Server Administrator 85757 & B 10)R% i & 15 BB Fhp ¢ ?

AN&E, Server Administrator & Bt A7 HE [B] R B & 1% BB TR

REBE SNMP A 527 PowerEdge A%t Li#1T ITA 1%\ FHREMMRG-EH ? e T RMER CIM HITER . HRHE
MAEFTEFE SNMP ?

ITA & Linux Z4i815:

Linux &% EFEE SNMP FeEHITER . KERIOMEIFEEMR.

B EHIET SSH 21EMRE FTP 3R, FEtBEMMIT. REZHIERLREIEFRNEE root FHARABIR/EHR. F—
EEAFEHRTERNERE.

ITA 5 Windows F4i&15:

SRR (GE1T Windows Server #{ERZGHRS) , REMEANER SNMP F1/5% CIM #1T ITA Eik. FRiEMS
Z CIM,

BUEH, [ Lnux F—#F, S5EHK. RIAMEATAHITX.

FERITRFRITEFRERNEERFRNER, FEGRELEIEE (R #£=, HAEMhS (FTE2HmME
HE) EFIXHGREIBHRRS. FERIER WM IR TR EH.

BTEEFum/ TiEuh ER BRI Server Administrator, ELk7E B#RIEST OpenManage Client Instrumentation B{sEf CIM
.

ST EMIEE, LLWREITENN, FRERER SNMP 5 &RfE (FEREK) .

% EMC FiEXHNEZEEFEAMN. EEEANKEOTTHREXRRIMENELER.
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.

12.
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REAEM SNMP v3 T#TRI ?

T, BBEM SNMP v3 Z#Fitxl.

HEPEETREFEHEELER Server Admin H3R(B)FE ?

=, HARPHTIEFEFZRYN. BREFFLUN, MEEMSFERFARILEN. NMERRXRSKNEHNFIMEFE.
&I /BGE % S Server Administrator B3R TT_E# 'Active Directory' STHUREZFNEH AT ?

IR A% Active Directory E1%4E, MENE B Microsoft Active Directory HFEE B BIIFEIMIR. & FcEE A Microsoft
Active Directory Y REMBA T RER.

55 R L AR R 75 R AT AR 3T Server Administrator B93j518]; B A Active Directory 3= BOERH A RN /455l Server
Administrator FI FFIFBR. BXEZEL, BHSIUA A dell.com/openmanagemanuals _E3%188Y Server Administrator
Installation GuideServer Administrator Z%£$5F) #HY” Using Microsoft Active Directory” ({3 Microsoft Active
Directory) o

FAENIT Kerberos BiEFEIK M Web Server BZFIRIZMITH ARRIE?
EHITIRIE, WIEZE S Y /etc/pam.d/openwsman F /etc/pam.d/sfcb IR B E AU THE

auth required pam stack.so service=system-auth auth required /1lib64/security/
pam nologin.so account required pam stack.so service=system-auth

Server Administrator A< R/~7E SNMP [&Bh, nfaIEcE LU A SNMP F&EBF ?
IRIBIGE SNMP EEE RSB LLE A Server Administrator 23R

* esxcli system snmp set --communities public
* esxcli network firewall ruleset set --ruleset-id snmp --allowed-all true
* esxcli network firewall ruleset set --ruleset-id snmp --enabled true

* esxcli system snmp set -t <target ip>@162/public

* esxcli system snmp set --enable true

DELLEMC



	Dell EMC OpenManage Server Administrator 9.0.1 版 用户指南 
	简介
	Installation
	更新各个系统组件
	Storage Management Service
	Instrumentation Service
	Remote Access Controller
	日志
	What is new in this release
	系统管理标准可用性
	Availability on supported operating systems

	Server Administrator 主页
	您可能需要的其他说明文件
	从支持站点访问说明文件

	获得技术协助
	联系 Dell EMC

	设置和管理
	基于角色的访问控制
	用户权限

	验证
	Microsoft Windows 验证
	Red Hat Enterprise Linux 和 SUSE Linux Enterprise Server 验证
	VMware ESXi Server 验证

	加密
	分配用户权限
	向 Windows 操作系统上的域添加用户
	在支持的 Red Hat Enterprise Linux 和 SUSE Linux Enterprise Server 操作系统中创建 Server Administrator 用户
	在支持的 Windows 操作系统中禁用来宾和匿名帐户
	Configuring The SNMP Agent
	在运行支持的 Red Hat Enterprise Linux 操作系统和 SUSE Linux Enterprise Server 的系统上配置防火墙


	Using Server Administrator
	登录和注销
	Server Administrator 本地系统登录
	Server Administrator Managed System Login — Using the Desktop Icon
	Server Administrator 受管系统登录 — 使用 Web 浏览器
	Central Web Server 登录
	使用 Active Directory 登录
	单一登录
	在运行支持的 Microsoft Windows 操作系统的系统上配置安全设置

	Server Administrator 主页
	模块化系统和非模块化系统的 Server Administrator 用户界面差异
	全局导航栏
	系统树
	操作窗口
	数据区域

	使用联机帮助
	使用首选项主页
	管理系统首选项
	Server Administrator Web Server 首选项
	系统管理服务器管理连接服务和安全设置
	X.509 Certificate Management
	Server Administrator Web Server 操作选项卡
	Upgrading web server

	使用 Server Administrator 命令行界面

	Server Administrator 服务
	管理系统
	管理系统/服务器模块树对象
	Server Administrator 主页系统树对象
	模块化机柜
	访问并使用 Chassis Management Controller
	系统/服务器模块属性
	主系统机箱/主系统

	管理首选项：主页配置选项
	General settings
	服务器管理员


	Working with remote access controller
	查看基本信息
	将远程访问设备配置为使用 LAN 连接
	配置远程访问设备使用串行端口连接
	将远程访问设备配置为使用 LAN 上串行连接
	iDRAC 的附加配置
	配置远程访问设备用户
	Setting Platform Event Filter Alerts
	设置平台事件警报目标


	Server Administrator 日志
	集成功能
	日志窗口任务按钮

	Server Administrator 日志
	硬件日志
	警报日志
	命令日志


	设置警报措施
	对运行支持的 Red Hat Enterprise Linux 和 SUSE Linux Enterprise Server 操作系统的系统设置警报措施
	Setting Alert actions in Windows Server to Execute Applications
	BMC/iDRAC 平台事件筛选器警报消息

	故障排除
	连接服务故障
	登录失败情况
	在支持的 Windows 操作系统上修复出现故障的 Server Administrator 安装
	Server Administrator 服务

	常见问题

