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Installation

You can install Server Administrator using the Dell EMC Systems Management Tools and Documentation software. The software
provides a setup program to install, upgrade, and uninstall Server Administrator, managed system and management station software
components. Also, you can install Server Administrator on multiple systems through an unattended installation across a network. The
Server Administrator installer provides installation scripts and RPM packages to install and uninstall Server Administrator and other
managed system software components on your managed system. For more information, see the Dell EMC Server Administrator
Installation Guide and the Management Station Software Installation Guide at dell.com/opemanagemanuals.

% NOTE: When you install the open source packages from the Dell EMC Systems Management Tools and Documentation
software, the corresponding license files are automatically copied to the system. When you remove these packages, the
corresponding license files are also removed.

% NOTE: If you have a modular system, install Server Administrator on each server module installed in the chassis.

B2 DIATAIYR—2Y MOTPYIT— b

B2 DI RFAIR—F> M7y TT—Ng3(C(E >R—%> MNEAD Dell Update Packages Z/FERUE Y, [Dell Server Update
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Storage Management Service

The Storage Management Service provides storage management information in an integrated graphical view.

NOTE: For more information about the Storage Management Service, see the Dell EMC Server Administrator Storage
Management User's Guide at dell.com/openmanagemanuals.
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Remote Access Controller

The Remote Access Controller provides a complete remote system management solution for systems equipped with the Baseboard
Management Controller (BMC)/Integrated Dell Remote Access Controller (iDRAC) solution. The Remote Access Controller provides
remote access to an inoperable system, allowing you to get the system up and running as quickly as possible. The Remote Access
Controller also provides an alert notification when a system is down and allows you to remotely restart the system. Additionally, the
Remote Access Controller logs the probable cause of system crashes and saves the most recent crash screen.
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What is new in this release

The release highlights of OpenManage Server Administrator are:

e Full Power Cycle.
e System Lockdown mode.
e NVDIMM Monitoring.

e Support for the following operating systems:

— Support for Red Hat Enterprise Linux 6.9
- VMware ESXi 6.5
VMware ESXi 6.0 U3

% NOTE: Citrix XenServer operating system support has been dropped for Server Administrator and Storage
Management.

e Support for the following browsers:

— Internet Explorer - 9, 10, 11
- Microsoft Edge 25

— Google Chrome - 58

— Safari - 91

— Mozilla Firefox - 52, 53

NOTE: For the list of supported operating systems and Dell servers, see the Dell EMC OpenManage Software Support
Matrixin the required version of OpenManage Software at dell.com/openmanagemanuals.

FIATEER AT AERIELE
Server Administrator Tld. RO AT ABEIONILHYR— FeNTVET,

e HTTPS
o HEBEIRETIL (CIM)
o FSRVNI-VEEIONIIL (SNMP)
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Availability on supported operating systems

On supported Microsoft Windows operating systems, Server Administrator supports two systems management standards: CIM/
Windows Management Instrumentation (WMI) and SNMP, while on supported Red Hat Enterprise Linux and SUSE Linux Enterprise
Server operating systems, Server Administrator supports the SNMP systems management standard.

Server Administrator adds considerable security to these systems management standards. All attributes set operations (for example,
changing the value of an asset tag) must be performed with Dell EMC OpenManage Essentials while logged in with the required
privileges.

The following table shows the systems management standards that are available for each supported operating system.

Table 1. Systems Management Standards Availability

Operating system SNMP CIM
Windows Server 2012 R2 family Available from the operating system installation media Always installed
Red Hat Enterprise Linux Available in the net-snmp package from the operating Unavailable

system installation media

SUSE Linux Enterprise Server Available in the net-snmp package from the operating Unavailable
system installation media

VMware ESXi SNMP trap support available Available

% NOTE: While ESXi supports SNMP traps, it
does not support hardware inventory through
SNMP.
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OMConnectionsEnterpriseSystemsManagement

- Serviceability Tool ¥—17’Jl — Dell.com/ServiceabilityTools
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FAREE (Lnux® B B FIREIEE JBERERRBLUEIETEET,

)

Server Administrator Y —EZRICFP VLA 9 1= DHERL NI
IRDFR(L. Server Administrator H—EZANDT7ITALEIBNTER 1Y - %FEDIBDTY,

Server Administrator Tld, I—H—1&RTOJ (> Ul 1-Y—(C(I5RAFENERO 7 AE, ND-1—-H—#ERTOJ(>U1-5-(C
[FFRAEDEESAHFOTICAE. BIRE Flzld BASEIEE {ERTOJ /O URI-Y—-(LIRAHED. EEAH. BIEOTITAENS

ZA5NEY,
£ 3. Server Administrator Y —EADEB([CHERHEIR
H—-EX WBERI-Y—HERLAI
KRR =
HES 1-Y9-)0-1-5- §18F &8 N\J-1-5- EIEE FIREEE
i)
DE-R7ItX 1-9—- )\0-1-Y—- EI2E FRE EiIEE FiREEE
i)
AR —EE 1-9—- )\0-1-Y—- EI2E FEE EiIEE FiREEE
biiiE=)
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GIG\a

Server Administrator E25EAF— AE(ERT 3L, IELWFPITRF1 THELWI - —ERICEIDH TENE TS, &5(C. IV RIA>1>45T
I—R (CLI) HEENTBL. Server Administrator REER+— ADRIEOTOCZNEITENTVWB I TFAMAREELET . COFREERF—
LEFESTEICLD, Server Administrator R—AR—T& CLI OVITNHSTILAUIEBETHIANTD Server Administrator #EEEHLE LSER
SEENEY,

Microsoft Windows E8:iF

FFhE Microsoft Windows ARL—F4 >3 25 ADRE. Server Administrator MSREE(C. #iA Windows REE (IHFR NTLM) HMERS
NE9., COFBEEI AT A, Server Administrator DTF 1T 1%ZRY NI —IDORAERMNRTFIVTARAF— AFRFHADENTEFT,

Red Hat Enterprise Linux $4& 7" SUSE Linux Enterprise Server S8zl

it Red Hat Enterprise Linux $&U SUSE Linux Enterprise Server AXL—F4>4J 2 XF LAT(d. Server Administrator BS54 525 0]
BEEZ 1)L (PAM) FATSVICEDWTERFEERDIEAEZERALES 1-Y— (& BRZ7HV>NEETOMIL (LDAP. NIS.
Kerberos, H&U Winbind) #{F>T. O—AILEZ(EUE— MC Server Administrator (COJ (> TEEY,

VMware ESXi Server 2:IE

ESXi Server (4. vSphere/VI Client £z(&YITMIT7RIFFYEN (SDK) #{F>T ESXi AN S 31— —%#525ELE T, ESXi DF

TAW MM OAR=ILTE FREECO— VAT — RF—AIR-ZMERENET . Server Administrator M ESXi F2:E N> H23> 6.,

vmware-hostd TOCAEDEIEA 2537230 TY . BA NCERIENSIRMICHEET DD, 1T —. JIL—T | 3F0]. BLKEIDGLTE.

1-Y-EBHORTE. BOOEBAEDEN. LU SSL #ERTINEIHDREREOEARIZIERTUET.

ﬁ AE: VMware ESXi Server ARV —=F1 YIS AT LD HRENL TWS S AT A LT Server Administrator [COJ (> 9 3(ClE. ED
— -6 EBBERINBETT, IREIDBIDHTICOWVTIE. VMware DY =17 E&SBUTCEZ L,

H551E

BT AT LR HBIARE T B8, Server Administrator (C(d SSL (Secure Socket Layer) $:fliaERULEEF17 HTTPS $E&ii%/E
2TTHEALFEY , IHED Microsoft Windows, Red Hat Enterprise Linux. 8&U SUSE Linux Enterprise Server ARL—F 4> S 2F
Tld. 1—Y—N" Server Administrator R—AR—J(CFPILAUEEE(C, Yoy NMERZNTU TERXEN 21— — SR IEIR PO OMOHEER
F—#%%. JSSE (Java Secure Socket Extension) %{EFALTIRELFT,

1-Y—-4HEDEINXT

BERIAFTLAIAVR-R MEEICTF1)T1IRE T BI28. OpenManage VI NIT7ZA VARV S BHIIC, IATOI-H—(C1-H—-

HERAZEIDHTES, FILLWI—T—(F, ARL—F1>T 3 AT LD —1ER%E>T OpenManage YIMII7ICOJ (> TEFT,

A FERBERYATAIVR—2Y MO T ILA%ZRET B3Iz, OpenManage YINIIP[CFIEATERL-HF-FHOY bDT
ARTICNRD—REEIDYTRZENTEET,

A ER: YR— FENTVS Windows ARV —=FA YIS ATAICRTISANT HUY MeBRHICU T, EERIATAIVR—RI M
DT IEAREFRELE T VE—PRIUDT MY T IANMDGTANT Y NEEESTT HOUY MEBRCTERVWLS. FANTHDY
FORBIZZEETILERETLTEEN,

% AE: BHEARV —=FAYIIATAT I-F—-DIEMEL-TF—IFEOZDY TEIFIRGF ARV —TAYIYATADI=17 V%
SBULTEEV.

K AE: OpenManage YT NITP[C1-H—&EBMT BT ARV —F1YI I RAFAICI-Y—EEBIMLTLIEE L), OpenManage Y
INIITFANSFMI-Y - RERTIHERIHDFEA.
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Windows AXL—F1 YIS AFAD RAL ADI—H—DiEh

AE: LT OFIEERITI BICIE. Microsoft Active Directory NS AFAICA YA M=IENTVWIHENHDF T, Active
Directory D{ERMEMICDWTIZ, lActive Directory 094 > DIERF % 12 SBULTCEE L,

a>hO-VISRI — BEEY—)L — Active Directory 1—H—¢AYE1—49 OIBCFEENLET

IV=)WI-T, A=Y= 2E67Uv I3 N1 - 2B 21> T F2AIUvIL T, $iRIER — 1—H— OIEGEIRLE
9,

AAT7OT IR CEIR I - -&IEREA U RA ZIUYILET,

RN ZDIIUTHS 8T =JIvILET

VERRUIe 1Y — 2RI 7L %I TINIIWILET

FRBY3I0—2" 57%)UvILET,

EM 2O WILET

2RI —TEERL. B 27U ILET,

OK 9w THh5. OK ZBEIIWILET,

Ei *% FLVWI-Y—&, BOYTSNIEIN—TERAL > D1—H —HEPRT OpenManage [cOJ1>TEEY,

N =

© ® N O o b oo

3D Red Hat Enterprise Linux 834U SUSE Linux Enterprise Server AXL—71>JYAF7AT
@ Server Aministrator 1—4—D{Fh%

SATLEBEOTIEZERL. root LLTOTALTWRI-Y—(CEIDHTHINE T, I-Y-HBLVI-H—J I —-TOERCDOVWTDIE

H]E BEVOARL —F(>I AT LAOIZ1TIWVESBUTIZEN,

% AE: INSDFIEZRITIBICIE. root FERTNEFZEDI-Y—ELTOJIIULTVWRIHBENSHDFT,

% AE: ShEDFIEEETIBICE. SATAIC useradd I—FTAUFTA DAY AM=IENTVWIHENHDFT,

BE>

o I1-H-$HERFOI-—H-—DIERK

o NO-—I-Y-45EEFE DT Y- DIERk

1-Y-I5EEO1-Y -0/

1. ONDRIAINMEROINRZEERITUEY: useradd -d <home-directory> -g <group> <username> (<group> (&
JL— R TRW)
% AE: <group> MFELRWMBEE L. groupadd IV REEEO TN —TRIERML TSEE W,

2. passwd<username>ZASIU. <Enter> ZHUET,
3. JOoIMERRESNS LW —-D/NRT-REAHLET,

AE: BERIATAIYR—2Y MOT LA ZRET B(CIE. Server Administrator [CPJEATEREL-HF—FHI> MK
AD—REEIDYTEY,

FLVI-Y—EFI1 Y-V - THHEZ{EDT Server Administrator (COJA>TEET,
ND-1-Y-451E2F 01— - DIERk
1. ONRSAONMSROINREEITUEY: useradd -d <home-directory> -g <group> <username>
% AE: — P ETSAIVIN-TELTERELET
2. passwd<username>Z ANU. <Enter> ZHULET,
3. JOCTMpRRENES, FiLLWI-—H—0/RT—-RE A HLET,

AT BEERIZATFAIYR—RY MOF I ARRET BT, Server Administrator [CPJEATEZE1—HF—7HI> MS
AJ—RZEIDYTEY .
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FLWI-Y—(3T1 -3 — 4% EST Server Administrator (COJ /> TEEY,

Linux ARV —F1 29> AF AT Server Administrator 1—H —{ERZIRETS
ﬁ AE: root I-Y—F @B ENERSZSDI-Y-L0LTOVMOULTVWRRHEDN BDHET,

1. /opt/dell/srvadmin/etc/omarolemap (Cd»% omarolemap J71 IV ZHEF T,
2. BUFZIPAIUSENUET. <User Name>[Tabl<Host Name>[Tab]<Rights>

RS, omarolemap J7 1R EIFEZEZIBINT 3 dOHIZRUTVET,
R 4. Server Administrator [CIZEIERZIENM T SHDAHI

<User_Name> <Host_Name> <Rights>
1-9-% RAbE SRTLERE
(+) I -T% RXA> 1-4-

DA RA—R (*) TAILRA—R (*) 1-4-
[Tab] = \t (tab character)

IRDFE(L, omarolemap J71 ILADIEEIEZDEBINGIZRL TVET,
£ 5. Server Administrator [C{EZIFERZEIMNT B/=HDHI

<User_Name> <Host_Name> <Rights>

Bob Ahost NI-1-H-
+ root Bhost SATLERE
+ root Chost SATLERE
Bob * aus.amer.com ND—-1-H-
Mike 192.168.2.3 NI-1-H-

3. IV EREFUVTHUES,

omarolemap 774 MEROAANI ST A
omarolemap J71 )L COVEERHCE R I IR NTSITARTRDESDTY .

o omarolemap J7ILDRDT IV NI MIFBIBRUBRWTIZE,
5 6. omarolemap J71 MERDARZNI'5I71 A

root * Administrator
+root * Poweruser
* * User

o omarolemap J7/ILOFFR]E TP IVAZRIEFE B URNTZE,

* <Host Name> (C(d. localhost Ffz(d 127.0.01 REDIL—T N7 RLA(SERULBVTIZEL,

o IEHY-E2EBICEILIZEE(C omarolemap J7 M OEENRIRENQRVGEE(E. IV ROYTIS—%ARTIEEL,
o omarolemap J7)VERIOIE1-ABEILIZEE. TPAILEFRIETPAIDIY N aBHERIT2MNENHDET .

o I—7% OHIIC + Z{FTET,

o RMDIBA. Server Administrator (T IAN MDARL —F4 2P S AT L1 - —1ERZFERLET .

- 1-Y-0tEEH omarolemap J71 L TE&ENIZ,
- [U <Host Name> [(EB#EUII-Y-&FE1-Y-II-TOI>NHHD,
e [Tab] ORDDIC space ZFIDXEIDXFELTESEBTEET,
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VMware ESXi 6.X FI® Server Administrator 1—4Y—D{F%

1-Y—-F-JIUC - —HEMT BIIEROFIEZITNET

vSphere 754 7> NefERUTRANCOT1LE T

1-Y— & IN=T 9Tx=90y90, A=Y= =HwILET,

d-Y— F=J)L=E7)vH0., B #7)yI0U T, $iR1-Y -0l 54705 RyI2%HEFT .

O0J4>. 1-H-%&. BFEH5EBI1—H— ID (UID). XRT—REAALEYT ., I-H—&¢L UID OIBERAT3> T, UID #IBTEL
RUVSE. vSphere 7547 > MNhFIFERIEER UID ZEIDHTETS,

5. INZRITIERERTO ESXi RAMODTIERA%1-Y—(3FaI I3 COA—-T=[CYTNF I AZH TS 2=IRLET. ST
PUEA(Z, vSphere 7347 > MEROAH TRAMNIP AT 21— - (LI ESHDFE A,

6. I1-Y-2JI-TCEMI B, IN=T ROVIFIZAZ1-NBT I —T2&ZR0. B 20UvILET,
7. OKZJIWILET,

I Windows ARV —FA YIS RATALTOFANT UV MNEZTHDY MNOEEHE
B *E YATLAEEEERTOIOLTNSRENHNET.

N

1. JVE1-9DER 1> RUZFEET,

2. IoV-IWU-T. O-Hh1-H=-¢I-7 #ERML. 1—-¥— 200w IUEY,

3. NBO1I-Y-0TONF1=2FRRIBICE. A £2(3 IUSR_system Z1—H—T7HU> NeFTINIUwS, ETeld FAD £zl
IUSR_> T L&I1-F-T7ho> MeaIUyIL, TONT1 HERUET.

4. ThUo MR &R0, OK 20w ILET
THIY MM THREETRT . X OFFWERVILD I - -0 LR RENFET,

Configuring The SNMP Agent

Server Administrator supports the Simple Network Management Protocol (SNMP—a systems management standard—on all
supported operating systems. The SNMP support may or may not be installed depending on your operating system and how the
operating system was installed. In most cases, SNMP is installed as part of your operating system installation. An installed supported
systems management protocol standard, such as SNMP, is required before installing Server Administrator.

You can configure the SNMP agent to change the community name and to send traps to a management station. To configure your
SNMP agent for proper interaction with management applications such as the OpenManage Essentials, perform the procedures
described in the following sections.

ﬁ NOTE: The default SNMP agent configuration usually includes a SNMP community name such as public. For security
reasons, you must rename the default SNMP community names. For information about renaming the SNMP community
names, see Changing The SNMP Community Name.

ﬁ NOTE: For OpenManage Essentials to retrieve management information from a system running Server Administrator, the
community name used by OpenManage Essentials must match a community name on the system running Server
Administrator. For OpenManage Essentials to modify information or perform actions on a system running Server
Administrator, the community name used by OpenManage Essentials must match a community name that allows Set
operations on the system running Server Administrator. For OpenManage Essentials to receive traps (asynchronous
event notifications) from a system running Server Administrator, the system running Server Administrator must be
configured to send traps to the system running OpenManage Essentials .

The following procedures provide step-by-step instructions for configuring the SNMP agent for each supported operating system:

e Configuring the SNMP Agent For Systems Running Supported Windows Operating Systems

e Configuring the SNMP Agent On Systems Running Supported Red Hat Enterprise Linux

e Configuring the SNMP Agent On Systems Running Supported SUSE Linux Enterprise Server

e Configuring the SNMP Agent on Systems Running Supported VMware ESXi 5.X and ESXi 6.X Operating Systems
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XS Windows ARV —FA YIS AT ADBRENTEIATAT®D SNMP I—-S 1> MDEETE

Server Administrator (&, Windows SNMP IT—>1> MRt 2 SNMP H—EZ&ERLFE T, IZ1-712%2 2B, BIEZT—332(C
RNSwTEREIETBLIIC SNMP IS 1 M ERTE T RTENTEE T, IT Assistant BEDBEIR7SUS —3 3 EIE LI EETE R LS (CHAEL
@D SNMP I—21>0 MesSE I BIC(E. ROIETHBAIN TS FIEZEITUET .

K4 *E:SNMP SREDFMICOVTIR ARV =TI IATFADI =17 N ESBBULTLEE W,

SNMP JZ1=5712DZEE

A%E: Server Administrator "5 SNMP JZ1=F(&&MEI BB TEX A IZ1=F( BB ARV —FT1 VIS ATLD
SNMP Y= )L&{ERUTEREL TKEEW,
SNMP JZ1=F(&%RETBET. EOIAT LN SNMP ZERALTI AT LA EIRTEZMNREDE T, EE7 U5 —230h Server
Administrator N> EIRIEIRZEUS I B(CE, BT )Ir—23> TEAINS SNMP 121-571&M. Server Administrator D3 AT AT
ERTESN TV SNMP 1212715 E— I ENHDET,
AVE1-SDER U RIEREEET,
ME(ICHUT, A4 RI0 AVE1-IDER 711 %2ERULEY,
B—ERETIVT -3 74 %2EHELT. Y—ER 27UvILET,
DZMETF(CZIO0-)LLT SNMP Y—ER #ED(F. SNMP Y —EZX 255)vILT. 7’'0IT1 20w IUEY,
SNMP ¥—EZ7'0)71 V> RONERNLENE T,
5. tFaUF+ 57%HUvHILT, D21 -T1REEMNFIHRELET,
JZ1=712EENT 3T, REITVET,
a. BEENREIZ1=T«% VAT IEBNM 20UvI0ET.
SNMP Y —EARSEE V1> RINFREINET,
b. AZ1=F4%8 AYIRT. AT LZEETEZIATLANIZ1I=T(%4 (TIAINE public) ZAFULT. B 27U0vIUET,
SNMP H—EZ70N71 V1> RINRRESNET
1= 2ERET DT, REITVET,
a. REBENRIZ1-FT4 VANTIZ1Z712%BIRUT. BE 20)vILET,
SNMP Y—ERE U1 RUNFRRENET,
b. A=E1=F74% MWIATIZ1ZT1BERELTHS. OK ZIUIWILET,
SNMP H—EZ70N71 V1> RINFRESNE T,
6. OKZIIWILT. BEEZREFLET.
SNMP FSYIEEBBAT—SaVIGEETIEHDI AT ATE
Server Administrator (&, T2 —HLUZDMDEERNTA—IDIREEDOZEE(EUT. SNMP N ZERMLET , BIEEXT—33V(C
SNMP by #3%(=9 3(C(4. Server Administrator MFEIL TWBS Y AT ALT 1 DM LD MY T % REITIHENHDEY,
AVE1-HOEM >0 RUERIZET,
HBIIEUT, B4 RI0 AYE1-SYDER 741> = ERULEY .
B—ERETIVI -3 741 %EHULT, Y—ER 27UvILET,
H—EROUZA M FICZI0-)LUT SNMP H—=ER 28Dt SNMP Y—ER #59Uv L THS. 2’'OIT1 2709 ILET .
SNMP H—EZ7TN71 J1> RINRRESNE T,
5. FSYF 57%9wHLTRSYTOIZ1=FT4ZBIIT DN, "y TIZ1=FT1 DO NSy HEEREEBIMUET .
a. MWIOIZ1=F4&EBMIBICE. AZ1=F 0% AYIRCAZ1=T1 2% AFL. AZT1ZF 14 RYIADIECHZ UAMSED
20 ILET,
b. F’YFIAZ1ZF4 DY IRERZBIMNTBICE AZ1=F 08 ROVTFI RYIZANSIZ1=FT12HERLT. FSYIRIE%
AYIZOT O BN 27w IUET .
SNMP B—ERSRE V1> RUNFRENET
c. KAMEA. IP F(L IPX PRVARYIR AT, NwHEEFKEASL. BN 27)vILES,
SNMP Y—EZ70N71 V1> RUNFRESNET,
6. OKZIUWILT. BEZFELET,

T

AN
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¥t Red Hat Enterprise Linux IRIEDS AT ATO SNMP I—-3 1> MDEEE

Server Administrator (&, SNMP net-snmp I—> 1> MCEDiRftEN/z SNMP H—E2#ERLES, SNMP I-S12MeEgFEL T, I3
1ZTARREBL., REREZATRECL. BIEEAT—2aVIC MY TRXETEFT . SNMP I-J 12 MY T Assistant BREDEIRT VT —
2AVEIELA AT 2 BN B ESIERTE T BIC(E ROEISAUERBAEN TUVWSFIEZEITUET .

K AE: SNMP HEDFMICOVNTIE ARV —FA YISV AT LADIZ17NESRUTLEE W,

SNMP Agent Access Control Configuration

The management information base (MIB) branch implemented by Server Administrator is identified by the Object Identifier (OID)
1.3.6.1.4.1.674. Management applications must have access to this branch of the MIB tree to manage systems running Server
Administrator.

For Red Hat Enterprise Linux and VMware ESXi operating systems, the default SNMP agent configuration gives read-only access for
the public community only to the MIB-II system branch (identified by the 1.3.6.1.2.1.1 OID) of the MIB tree. This configuration does not
allow management applications to retrieve or change Server Administrator or other systems management information outside of the
MIB-II system branch.

Server Administrator SNMP I—S1> MDA YA M—)VLE

Server Administrator H'™f > X ~—JLERICTIA)L R SNMP R EZARENUBEE . SNMP I-S 10 MEEZZEL T, NTUy)IZ1=74
[E MIBY—2ATHRADER 7 IR T BLICUESELET . Server Administrator (&, ROFNET SNMP I- 10 MNRTEI7
1)l /etc/snm, p/snmpd.conf ZZELE T,

o FEULRWEA(F. ROFA>REBINTEEICLD. MIB Y —2RDE 1—%{ERRKUET: view all included
o FTIANMDTHERIA > HZEETDE, NTUWHIZ1=F1(& MIB YV —2KRICGRAHEDBER 7 I A0 H 453N ET, Server

Administrator (IRDF1>%ZEUET: access notConfigGroup "" any noauth exact systemview none none

e Server Administrator B EEEDS1 >R DII2E. IRDIAUNCEELUET: access notConfigGroup "" any noauth
exact all none none

AE: Server Administrator H'iESE(C SNMP I—J 1Y MEEEZZEEL. YATAERT —I[CELTIEATESRLIICTBIC
(%, Server Administrator D1 > A M—JLIZ[CEDIHD SNMP I-S 1Y MEEZEE I LaHEHHULET,

Server Administrator SNMP (&, SNMP Z&4t, (SMUX) JORILEE>T SNMP I—-S 12 MSEELE T, Server Administrator SNMP
HSNMP I—J1> Mg 2L SNMP I-21> MCAT D1/ MBI FEXEL T, BB% SMUX E7E#BILETS . AT 1 MNlRIF
(& SNMP I—-210 MU TRE T2 ENHDeH. FIELRWEEE. 1>AM=)LHIC Server Administrator (& SNMP T—212 MN&TE
J74 )L /etc/snmp/snmpd.conf [RDSA > ZBINLEY:

smuxpeer .1.3.6.1.4.1.674.10892.1

SNMP JZ1=F/&DZEE

SNMP JZ1=F(&%REIT DL EDOZ AT LN SNMP ZFERU TS AT LAZEIBTEINREDF T EE7 )T —23>h Server
Administrator M EIR[EREEVE I (0. BEB7 )7 —23> TERENS SNMP JZ1=F1&h'. Server Administrator D ZF AT
FRESN TS SNMP JZ1Z71RE—HIDRENHDET,

Server Administrator D2 AT ANSEIRIEHRZEUS I BIHIAERENS SNMP 121=71% 228 I 3(c(d. LTOFIEZITVET .
1. SNMP I—-21>BM&TETI7A I, /etc/snmp/snmpd.conf ZFAZET,

2. com2sec publicsec default public F/Zld com2sec notConfigUser default public DITZIRLET,

% AE: IPv6 [Cld. com2sec6 notConfigUser default public DITEIEL. I7MIVIC agentaddress
udp6:161 LEMULFT .

3. ZO1TD public ZFTULL SNMP JZ1-5( AL EFMIRELE T MMERDITIE. com2sec publicsec default
community name F/Zld com2sec notConfigUser default community name &BDFET,

4. SNMP REDEEZBMCTBICE. service snmpd restart EASUT SNMP I-S1> M BIRREILET,
SNMP FSYITEEBAT—SavIGRETIEHDIATAEE

Server Administrator (&, oY —BLUZOMOEER/INSA—IDRAT—HAZE (LT, SNMP MwT2ERUET . BIEAT—33(C
SNMP howI%IX(E T B(C(E. Server Administrator 2R{TUTWBYATALT 1D, FRIFERDO MY AETEITINENHDET,
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Server Administrator #5R{TU TV AT ATEERT—2aVIC Ny IHEIRIETBLIIGEREIT BICE. SNMP I-J1> MEET7A
)b, /etc/snmp/snmpd.conf ZiREL TRD FIRZEITUET,

1. ROFA2ZIFPAIVGENUET: trapsink IP address community name (IP address [FEHERXF—3320 IP 7RLR
T. community name (& SNMP JZ1Z5¢%),

2. SNMP REOZEEZEMCIBICE. IROESICASIUTSNMP I-210 M BIEFHIUEY: service snmpd restarto

¥$F& SUSE Linux Enterprise Server I'SB{TEN33ATATOD SNMP I—-31> MDERE

Server Administrator (&, net-snmp T—>1> MY TS SNMP H—E2Z2FERUEY . SNMP I-212 MesRTEL T, UE— MRS
SNMP ADOT7IEZAOEMNE. IZ1ZF1ZOEE, Set BRIEOBIME. BIEXT—2CADMYTEENTEET, IT Assistant BEDE
IB7 U -3 IE L EE TERLSICHMEVD SNMP I—-T1> MERTE T (C(E. ROIBTEASN TWSFIEZEITUET,

g AE: SNMP SHEDFHAICOVTIE, ARV —FAXIYAFLADIY =17 N ESBULTES W,

Server Administrator SNMP 1 A M=)L7 733>

Server Administrator SNMP (&, SMUX ORIV E>T SNMP I—S 1> MSEIELET . Server Administrator SNMP A¥ SNMP I—
TSI NABERT T BE SNMP I-S 10 MCAT St/ MBI FHRELTEE % SMUX ETFELTHBILES . COAT 10 NEEBIF (&,
SNMP I—>1> MNERTE T DMEN GBI, Server Administrator (FIRDFA HMEIELRVE SR 1AM =)LHI(C SNMP I-2 120
ERTE I fetc/snmp/snmpd.conf [GENNUET,

smuxpeer .1.3.6.1.4.1.674.10892.1

UE—PMRAMMSD SNMP 72 ADB%HME

SUSE Linux Enterprise Server AL —F4 29 ZAFLDT IA D SNMP T -1 MEE T, public IZ1=F74(CULT. O—AILRA K
NBDFH. MIB Y —EARNDFHRAHFENER7IC A EE S X F T . Server Administrator AT AZIEUGRENL, BIEI3HIC. COETE
T(IBORZANTRITENS IT Assistant RED SNMP BIR7 U —2 3 W FaleN TVERA . 1A=L, Server Administrator ht
COFRERIRITBE. X —SHARL -T2 I S ZFTADOT Tl /var/log/messages (CERERL. SNMP 77220 0— AR M
PRENTLWBCEZRUETD  JE—NRAMYS SNMP BIR7 U -2 3 #ERU TS AT AR EE I BI55(E. UE—MNRAMSO SNMP
THEREBERNCTBLIC SNMP I—S1> M s ES DMEBNHDET .

% AE: TF1UFT 1 LDBADS, ATHETHNIE SNMP PO AL FEDVE— MNRAMCHIBR IR L& HEIHLET .

BEDUE—MRAMYS Server Administrator Z=ITHDI AT AND SNMP 7O 2B ZHCTB(C(E. SNMP I-S 1> MEEI7A
)L /etc/snmp/snmpd.conf ZFREEL . IRDFIEZZEITUTIZE,

1. ROITZERDIFES . rocommunity public 127.0.0.1
2. ZOfTM 127001 OEPRZVE—MRARD IP 7RUVAICEBERIFT, IMERBDITE. IROLIICHEDFT, rocommunity public

IP 7 LR
% AE: BUE—MRAMIHU rocommunity IEREEMTEECED. EHDIFEVE— MRAMSD SNMP 77t R%8
MICTEFEY,

3. SNMP sSEOZEEZBMCTBICE IRDESICASIUT SNMP I-210 MHBIEEIUES, /etc/init.d/snmpd restart
FARTOUE— RIS Server Administrator 2RI THROI AT LAND SNMP PIL 2% BIHCTBICIE. SNMP I-S 1> NEEI7
4L /etc/snmp/snmpd.conf ZiREL. ROFIEZEITLTIZE,

ROITZRDIFET, rocommunity public 127.0.0.1
127001 ZHIBRL TCDITZIRELE T . MMEBDITIE. ROLS(CADFET, rocommunity public
SNMP E&TEDEEBZBMICITBICE. ROLICANDUTSNMP I-J10 MeBIEEIUES ., /etc/init.d/snmpd restart

SNMP JZ1=F120DZEE

SNMP JZ1=FAADEEICLD. EOEIERT—3N SNMP 2L TS AT AR BB TEZNNREDE S, EIETSVr—>aon
Server Administrator NMSEIREIHRZEVS I BIC(E. BIBT7 U —33> TEAINS SNMP JZ1=F18&Hh . Server Administrator DX
FLATERESN TS SNMP 1212571 %E—BIDIENHDET

Server Administrator 2479 3 XTANS. BIREHREEUS I BIedHEREINZT IAL D SNMP 121572 %EFIB(C(F. AT
OFIRZEITVET,

1. SNMP I-21>BM&TFET71 I, /etc/snmp/snmpd.conf ZFZEET
2. RDITERDIFEY ., rocommunity public 127.0.0.1.
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3. ZOfTM public ZFLL SNMP JZ1=7( REBSMARELVE T MERDITIE. ROLITRADET ., rocommunity 2 =
=744 127.0.0.1.

4. SNMP EREOEEZBEMICIB((Z. /ete/init.d/snmpd restart EASILT SNMP I-S 10 M BIERBIULET.

Configuring the SNMP agent on systems running supported VMware ESXi 6.X operating systems

Server Administrator supports SNMP traps on VMware ESXi 6.X. If a stand-alone license is only present, SNMP configuration fails
on VMware ESXi operating systems. Server Administrator does not support SNMP Get and Set operations on VMware ESXi 6.X as
the required SNMP support is unavailable. The VMware vSphere Command-Line Interface (CLI) is used to configure systems
running VMware ESXi 6.X to send SNMP traps to a management station.

% NOTE: For more information about using the VMware vSphere CLI, see vmware.com/support.

SNMP FSYIZEBAT—3aVICGRIETIEDDI AT LANE
Server Administrator (&, T2 Y —BLUZDMDELIR/INTA—IDAT—HZAZEB(IIFL T, SNMP bowTRERKLFT, BIEXT—332IC
SNMP RSwT&IZIETB(C(E. Server Administrator 2RITUTWBIYATALT 1D, FRFEHO NSV S H2ETEITINELIHNET,

BT -3V NV TRIRIETBLIIC Server Administrator 21T 2HEND ESXi YATLAEETEIBICIE. ROFIEZEITUET .

1. VMware vSphere CLI Z1>XAM=JILLE T,
2. VMware vSphere CLI Z1 > AN=)LUIeS AT LA LT. DXV RTOC T NVEBIEE T,

3. VMware vSphere CLI BM X R=)L&NieT (LI NEZELE S, Linux D7 JA)LROT—232(E Zusr/bin TY . Windows OF I
~O%—23>(3 C:\Program Files\VMware\VMware vSphere CLI\bin T,

4. ROINREETUET: vicfg-snmp.pl --server <server> —--username <username> --password
<password> —-c <community> -t <hostname> @162/<community>

CCT. <server> [$ ESXi VAT LADKRANZFZ(E IP PRLUR, <username> (F ESXi SATALEDI—H—, <community> (&
SNMP JZ1Z51%4. <hostname> FEIBAT—3>ORAMEE(E IP PRLUAZIELET,

Eq *E: .pl OIEEF (. Linux TRBESDEFRA.
B *& 1-Y-&L)(RT-FBELRVE ANERDHZITOYT MIRFENFT .

SNMP ORIV TEREF. H—ERE BB 2ELC, BbICRRENET,

& Red Hat Enterprise Linux AXL—F4>J> 27 1 & SUSE Linux Enterprise Server h &)Y
B3IATLAETDIZATIA=IDEZTE

Red Hat Enterprise Linux/SUSE Linux O > AR=)LFRCTIPAT7IA=)IOTEF1UT1Z2BMCTBHEF. TIANNTIRTOIEIRY D
=429 T1—Z_E® SNMP 7R— MYEIUE T, Server Administorator H'31EEkZI&H . BRI B8O T Assistant BED SNMP EIE7
TV —232% 8T BICF FAEBRY N =1 > TT—ZAD SNMP iR— MRAK 1 DBV TOWBRENHDE T, SMEBRYNT—H1>49TT
—Z2DOTFPATIA=ILT SNMP B 1 DHEBENTULRWCE%E Server Administrator BRI &, Server Administrator (FZ&EXv—S%K
RU. SRAFTAOVCZOAVE—S%EERUET .

T7ATIA=) R ENCLT SNMP h— MeRAWED, J7AT7IA—=IL TIRTONERRY NI =4 >4901— 2% B3, Feld. T7AT7IA=IT
AAEBRY NT =4 >AT1— D SNMP R— Nz 1 DBIKCEN TEE S . COIRE(L Server Administrator DRAIARTEIZ(EBIIEETATITEN
TZFY,

BAFNCERBALIE I EDWENAVEERL T Red Hat Enterprise Linux £® SNMP /R—MeBKICIE. ROFIEZETUET .

1. Red Hat Enterprise Linux X ROV TR T, setup EAFILT <Enters #IL. TFANE—REYNPYT1-FT(UT(%ELEILE T
Eq *E: COIYYRIE, ARV =74 YISIATFATTIAN MDA VAN ERITURIZRICOHMERATEET,
Y=)LDFEIR XAZ1—-HFTRENET,

2. TREZFERULT IPATIA—IDFHE ZEIRL. <Enter> ZHLET,

TPA7IA—DEEFE BEEHIFRRINET .

3. <Tab> ZHUT BFIVFTALAN ZEIRL AR—AF—THEI D TFIVTANIZRVET . ERUZ TFIAVTAUAN (CE2ED
FRENFI.
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8.

AE: TPATIA=NDEFIUTAUAINDOHBICONTIE. <F1> ZIFULET . SNMP D7 IAN MTOR—MES(E. 161¢8
2TWFY, X Window System 9571w 1—Y—41>HT1—A&EBLTVWRIBAI. <F1> ZIBLTEHRLLN-S32D

Red Hat Enterprise Linux Tld7747IA=IOEF1VFTAUANIDIRRENBVENBDET,

a. JPATIA=N=ZENICTBICE. TPATPIA=IRU £l 883 2:8IRUTFIE 7 (SEHFT
b. RYNI—=IA>HT1—-ZALKE L SNMP R—MERIKICIE. B B F/eld B 28RV TFIE 4 (EHET

<Tab> ZHUT HRINA X NBEIL. <Enter> ZIUET
T7ATPIA=IDERE-DAINA X BEHRRSNET,

YNNI =425 1— 22 HZBI BN IRNTORY NI =I4>5T1— 2D SNMP R— NI FR T 2N ERUET .

a. INTORYRI=IA>29T1—RZFICE, <Tab> ZHL TSEEENTT NARTFBEIL AR-ZF—ZHRLFT, IATO(>HT1

—ZNBNTVSE, TIRARRDEICH BN IRICENRRENET

b. IRTORYNT—H4>HTT—AD SNMP ih— MeBE<IC(E, <Tab> #3RLT ZOMDR— b (HEEH snmp : udp EASULET,

<Tab> ##L T OK Z:&1RU. <Enter> ZIRLZET,
TrPAT7IA=)VDE EEHFTRENET

<Tab> ##L T OK Z:&1RU. <Enter> ZIRLZET,
W—)LDEIR X=1-HFRENEY,

<Tab> Z1RLT #87 %:1#IRUL. <Enter> Z1HLFY,

T7ATPIA—)VERE
SUSE Linux Enterprise Server T SNMP R—MeRIKIC(. ROBEZEITUET

No g bdoabd=

20

V= TROIR> R2ZEITUT SuSEfirewall2 Z5%EUET : a. # yast2
KENF—2FEALT. FRIY—EABELET .

<Alt><d> ZIRU T, IBIMDFFEIR— b 1700 Ry 2 ZFEE S,

<Alt><T> ZL T, H—YIL%Z TCP R—b TFAMYWIRICFEEILET .
FTEANMRWIRIZ snmp EATILET,

<Alt><O0> <Alt><N> Z#L T, ROBEHE(CEHFT .

<Alt><A> ZHUL T, BEZZII AN, BRALET .

firewall
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Using Server Administrator

To start a Server Administrator session, double-click the Server Administrator icon on your desktop.

The Server Administrator Log in screen is displayed. The default port for Server Administrator is 1311. You can change the port, if
required. For instructions on setting up your system preferences, see Systems Management Server Administration Connection
Service and Security Setup.

OJ4>8&00979 b

Server Administrator (JROO4 A 291 TaI2HUET .

Server Administrator A=AV ZFA094>

Server Administrator B FSRFAOJA> — TRIMNTITAI#{EA
Server Administrator BIESZRFAOJ1> — 917 IS99 ERLESRE
Central Web Server 01>

Server Administrator D—hHJIVSAFAO09 1>

Server Administrator =1L XF L0541 (&, O—1ILS AT AL Server Instrumentation &&U Server Administrator Web Server J
SR=RINEA VAN IUIEBECOH . FIBHEBIEETY,

% XE: Server Administrator O— AL AT A0 1 >3 XenServer 6.5 Z2R{FLUTVWBIY—-N-TREATEFEA.

O—-HILSRFAT Server Administrator [CO5 4> 3(C(d. ROFIERITVET,

1. System Management ® 094> U4 RUDEZETZT1—ILRIC. HAHNUHEIDL TINE 1-Y—8 8L NKADT—R 2 AHUE
9,

EFEINTERAAL NS Server Administrator (77X F3IC(F. IELLWRAALY ZEIBTEITZIHNENHDFT .

2. Microsoft Active Directory ZAEFILTO4J 1> 9 3(C(3. Active Directory 094> OF v IRYIR(CF VIR ANT T, Active
Directory 044> DIFF #S8BUL TS,

3. Submit GX{E) #IUVILET,

Server Administrator Y232 %#& T3 3(C(d. ENEND Server Administrator Ki—AR—H_EOAEICHZ OV FIN 2HUvHLET,
AE: CLI ZEAUTYATA LD Active Directory Z5%E 9275 EICICBAL TIE. dell.com/openmanagemanuals T
[ Management Station Software 4 > A M=)V 74 RIZSRUTIEE L,

Server Administrator Managed System Login — Using the Desktop Icon

This login is available only if the Server Administrator Web Server component is installed on the system. To log in to Server
Administrator to manage a remote system:

1. Double-click the Server Administrator icon on your desktop.
2. Type the managed system's IP Address or system name or Fully Qualified Domain Name (FQDN).

NOTE: If you have provided the system name or FQDN, the Server Administrator Web Server host converts the
system name or FQDN to the IP address of the managed system. You can also connect by providing the port number
of the managed system in the following format: Hostname:Port number, or IP address:Port number.
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3. If you are using an Intranet connection, select Ignore Certificate Warnings.

4. Select Active Directory Login to log in using Microsoft Active Directory authentication. If Active Directory software is not used
to control access to your network, , do not select Active Directory Login. See Using the Active Directory Login.

B. Click Submit.

Server Administrator BEEYAFAO0JM1Y — DID I S5UYERUEES

% AE: Server Administrator [CO% 1 >33l BRIICEIDY TSN 1—F—HERIBETT, FiLLWI-Y—ER/ETBHEIC
20WTIE, MERELEHIZSBULTEE W,

1. DIJI3UYEREET.
2. TRLZT4=ILREC ROVWINHEATILET .

https://hostname:1311 (FEE/—RIZFAICEIDHETINGEEFL 1311 EFIAN MR- NEBZRUET,
https://IP address:1311 O IP address (FBIETFIRTAD IP 7RLAT, 1311 (3T IA) MR- NESEERLET.

% AE: PRURT4 =V RICIE#6T hetps: // (http://TiEAW ) EARULTEZW,
3. <Enter>ZiULET,

Central Web Server 091>

ZOOJ 4 >1E. Server Administrator Web Server JYR—%2 > MY RTAICA VA M-ILENTWBIBECOMHMERTEES ., COOJ (> %E
AU T, Server Administrator Central Web Server ZEIBLET,

1.  FTRIMT(ZH3 Server Administrator 711225 TILIUwILET , VE—ROJA R—SHERSNFT .

A ER OJ/VEmCE. SIAEQZESEEMATS FIVIRVIADNRRENET COATYIVESICERALTEE W,
EHRTEZI Y MSRYMRIRTOHMEATELEBE#NDHLET,

2. BEEOALAD UITY-N-OE’R )07 )WILET,

3. 1-Y-8B, NAT—K BLU RAM>E (EERSNERAALZHS Server Administrator [CPITZALTWRIEE) #AHL. &EE 27
DwiLET,

4. Active Directory 091> #i##RU. Microsoft Active Directory ZfERLTOY1>ULF T, [Active Directory OJ 1> DIER |# S8
LTLIEEWY,

5. X{E z2IUvILET.
Server Administrator t2y2a>&#& T3 3(C(F, JO0—/ULFES =330 /)\=T OIPIB #HUyILFET .

4 *¥: Morzilla Firefox F1[3 Microsoft Internet Explorer DVWINHEERUT Server Administrator Zi2E) 95, TF1
UF(FEBAECRY 3REE R I PEEOEER-JSLTRRENJIBELVHHET . SATLADOEFIVT(ZBE TSI, 57
LW\ X.509 SEBAEZEM T D EIFD X.509 SIBAEEBERT 3. FEHAEFI— 2585 EHEE (CA) HS51VR—b
T3LEHEDLET, SEAECRTITDLIBAYVE-IEFRRUBWVWLIICTBICIE, ERTZIAESHNEHATIS CAD
S5QEDTHIMBENHNET , X.509 FIAZSEEOFMICBILTIE, X.509 SIAAZE 1ZSBUTEEW,

% AE: SATAEFIVTEFER TSI, 5BEEB (CA) MSAIASFI—>&A VR— M 3eh#RENFT, SFMICBIL
TlE. VMware 7:17}[’&?!@[}((7&‘3”\0

Eq *E BRETIATADRIARH B THBICENMIDSTY, Server Administrator VI 7§ — )\ EFTERVGEAEDIS
—&LIR— MU TEBIEA. certutil.exe TP EESTLICEIDER T IRATLAD CA ZEHW|TEZEDELTIENTEFT . C
® .exe I7AICFIEATBHEDFHMICEAL TS ARL—FT1 XIS AT ADI 1T NESRU TSV, 3IE Windows
ARV—TFTAY DS RATLADIEE, SEABRTYI (1Y AT YAV &EOTGEAEE 1 R—MNIB3LETEET,

Active Directory 091 > D{EMH

Active Directory T Dell #i3RRF—IVY1—33 % FRLTOY 1> 935 E(d. Active Directory 094 Y FIw kv IR &IEIRLET
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ZCDOVY1—32(3F. Server Administrator ADTP I AZIZHL . HELD Active Directory YIMITP(CHTUT Server Administrator 1—
H—-LAERZEBNN/HIH T 2 2RI REICLET . 5HHHICEIL T, dell.com/openmanagemanuals Tl'Server Administrator 1> A =)L A
RID[ Microsoft Active Directory OfEF 12 SIBLTEE W,

SYINGALOAY

Windows ARL—=FA S AT LD IINSA AL ATS A Tld TR MITD Server Administrator 711> %7UwI33E(CLD, 07

A BEHDINTOI-H-H0TA>R—S%NET(C Server Administrator Web 7 TVT — 3 FI A TEE T,

% AE: IVINYAL A DFMICDWTIE. support.microsoft.com/default.aspx?scid=kb;en-us;Q258063 THiRk— MXililEER
DEBESBULTEZL,

O-DILOYSIADTIEAE EDOXSVICEAERDHZ7HIV N (A-Y— ND-1-Y- EIEHE) ’"wETI. MO1-Y-

(. Microsoft Active Directory [CX U TEREEENE T . Microsoft Active Directory ADS >IN YA > A 5REE#{ERUL T Server

Administrator ZELEN G BIH A IRDNIA=F-ZEITENHDET,

authType=ntlmé&application=[plugin name]

CCT. plugin name = omsa, ita,.REERDFET,

LR E RDEBDTT,

https://localhost:1311/?authType=ntlm&application=omsa

O—-ALRS>DI1-H =TI NHU TS YA AR %ERUT Server Administrator ZECEN S (L[, IRD/TA-FEET 4

EHHHET,

authType=ntlmé&application=[plugin name] &locallogin=true

CCT. plugin name = omsa, ita.REERDET,

TeE R E IRDEBDTY,

https://localhost:1311/?authType=ntlm&application=omsa&locallogin=true

FIz. Server Administrator (DT (Dell EMC OpenManage Essentials 2¢) THOJA>R—S%NTE S (CESE Server
Administrator Web R—J(CPITATERLIHEBENEIRSNTVET (TTICOTAOLTHD. BUIRERZIFOTLRIES) .

¥3i& Microsoft Windows ARV —FA IS AT AL REITEIATA LD TFIVUFT(ERTE

FHED Microsoft Windows ARL —F1 > S RF ©AhEREN S 2UE— MEIES XFT AN Server Administrator (044 >3 3(C(E, T5IH5D
T IVFAA T BB TETINENGHDET .
I35 0F1UF45RTE(CLOTIE. Server Administrator MERT 3954 7> MUDZAIUT M RITTERWBE L HDET ., V517> Ml
DAV TMERTERLICT B VE-—NEIB T I AT ATROFIEZETUET.
AE: ISAT7OMUDAIVT MRIERTERLSICT SUYERELTVWRWEA. Server Administrator [0 1> 93¢SR
DEMEHIRTEINBIIZELDEDET ., COIBAE. IS—AVvE—-IDNRFREN, TSUHFERETRLSCIBRENTT,
Internet Explorer TI54 7> M4/ RAIUT MNDEREB®ICTS

1. BFEVOIITIZIVYT, Y=l > A2F=2YMAT 3> - EFaUF1 OIRICIIILET,
A=Y ATy U0 RUNERRENET,
tFIVFREERFIRBETETEY - VEEIR UTKESV OTF T, EREHYA D 200990 THS Y1 N 2HUvILET
ZD Web Y4 MY =Y(TEMTS J4—)LRT. VE-NEEE T I RTAILTIERFBDAERATZI1T7RL2AER-ZNET,
EBM 27 ILET,
T59HDOT7 RLRN—HBUE— NEIB TS RTAILTIERATBoCERTZIII7RLA%ZIE—-LU. TD Web ¥4 MY —>ICiEN
3 J4— L RICAEDIHIET.
. ZOY=2DEFIVFIDLAIN T BRI A LANEIIILET,
7. OKZIUYILFTULVEEEZRELETD,

I595%EAUT Server Administrator (COJA>LET

S
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Internet Explorer T® Server Administrator D3> I WY1 A DBEZHIE

Server Administrator ADS >\ > A% 1 - —EREEIEROTO> FNRUICEFAI 93((&. LITFOFIEZITOED,
BBELVOVITTSVTT, Y=l > A29=2YMAT >3 — £F21UF1 OIECHVYILET,

BRIV —VOBIRFEBEFIVTREDEE T, EEEBEHTA N 20vI0. YA N 2IUWILET,

CDIITYA MY —Y(TENTS J1—)LRIC VE—MEIE T I RTAILTIERAS ZRIMERTZIII 7 RL AR EEDFTETS .
B ZJUvILET,

HAILLANN Z9)9vILET

1-Y-585 ©. REQDI-Y-&LNAD-RTcESHOI 1Y 2EIRULET.

OK #JwIUTUV R EZRFLET .

J595%BIUT Server Administrator (COJ4>ULEY

Mozilla Firefox TDY54 7> MIZHUD MERBDEZE

IS5 RREET.

RE - JUIFL YR DIBICHUYILET,

HHERE —» RVUT MKV TSI #I0wILET,

Javascript ZBINCT D THES —INMBIRENTWS e =2 HERUET . IRD JavaScript Z8%hICTS T, FESF—H OF1vIRYIZ
(CFIvIRANET,

OK ZJUvIUFTULV R TEZ R ELET .

6. J3UPEEUFT,

7. Server Administrator [COJA>UEY,

@ N g s b2

N

o

gyt

Server Administrator Ik—AN—

AE: Server Administrator fEFHRIC, Web T SO DY—)LIN—RF> (RS HLV B BE ) BEBULRVWTEEZW,.
Server Administrator DFES =33V =)D dHEFERLTIEE L,

WOHMEIg D BDF T H. Server Administrator DFR—AR—I(C(F 3 DOERSEBH HDFT .

JO0-)VFES -23> )\~ F—REEIRY —EINDUS V% RELET .

SATAV—(E, - -07 I ZAERICEDVT, AIROI AT LAATS I MeINTERRUET

BV RIICE, 1T =07 I RERICEDIVNT, BIRENEI AT AV AT ST NAEATEZ ERU BN RSN T LB
T4 ROICIE 3 DOMEEEEIRN ZENET ¢

- BHIG. I-Y-0O7IERHERICEDIVT, BIRATSINCRIATEZ T3V BE LU EHTIVERRLET .

- QBEHTE I-Y-O7 I REFHECEDINT, LBYT TEABIRER ZRATZ 008 THFINCHHINTVET,

- TAMEEE - 07 JEERCEDNT, BRI ZF AV - AT S/ WBHTZLTHITITDEREFRRLET .

FIz. Server Administrator R—AR—J(COJ1>FBE. YATLAET L. YATAICEIDH TENZEL. BLPRIEOI-Y-01-Y-%&
EI-H—1ERI > RODH IBICRRENET .

ROFR(E. Server Administrator N AR —=ILENTWRIBED GUI J1—ILREEZE I AT LD—ETY,
F7.GUI 1=V REEZESATA

GUI 71=)L k& ZEIATA
®215-1>/0->v T215-2AFh
H-N-E>1-)l T215-2AFh
AT AT ¥2153-2AFh
AT IEEDI5-IATA
AMIDAT LIV IEEDI5-IATA
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ROE(E, IFED15-IRATACEBEFETOI(OUIRI-Y—AD. Y2 Server Administrator i—AR—ZDLA 7 MeRUE
9,

system tree

actiontab action tab subcategories global navigation bar

aaaaaaaa

Health

[ < < < <M << < <

action window
1. Server Administrator K—AXR—=SDH — IFEI 15— AT A

ROE(E, EP15—-IATACEBEFIETOT(OUREI-Y—BD. Y27l Server Administrator IR—AR—SOLA T M2 RUET

action tab action tab subcategories global navigation bar
system tree

Health imfarmalion  System Components (fRU)  Fran Panel

Health & A =m C 7

[ <N <l <M <<

action window
2. Server Administrator K—AXR—=I D — EI15—-3ATA

SATII-DATS 1IN WIS L. BOATSTI NS T BB+ RINREET . BT RINTIE, ALBEYT U ILT
FEHFOVEEIRT D, BLULDFMRIBER, FELDHNLECT7IERTIHICUE YT DY THFIVRIINI S BIECL TS
IBIENTEEY, B> RIDT —FBIR(CRRENDIBIRE. SRATLOYT . REA> ST —INS5, SRTLTO-TH —SETIFLIET
9, LB RIDT —AFEIEAICH D TEEMF OV TA T Al BNEDSSITEEMBL AN OMEEN S DL 2 RUES . TRENMIWETAF
LEIUYISBECED. SLEBI RIAICEDEEHRL AN S EH SN T —F5EEMMERESNE T, EX(E ’0NT1 LEBEHT D IEH
Y HTHTINCHD A IZATAINY = 1/ A IIRATA #IUvIT3E. IERMHHIREENEEREN TOBAL S AT LI =2 / AT R
FLATSIIMRICEENZITATOIIR—R MOIEEMHIRENIZ NENE T,
E AE: YATAYVI=ATITIM SATAIVR=2 Y M BHD . BLURETHERT —FEIRIMEEDZ TR ThEDRRIC
EBEFREEND-1-F—HERIBRETY, T, EBREEETOIIILEL-TF-DHD. SrYMIY ITICEENESTY
MU SEEREDBER Y AT ABEEIC P ILATEET,

EV15-HBLVPIES 15— AT AICHIID Server Administrator 1—H—1 I ITT—ADiEL)

UIFOERTE. T215-BLUPIFETZ 15— AT LICBVWTHIFATES Server Administrator #8EZESEEHLTLET,
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+ 8. EY15—-BLVIHFEYI1S5—-IAFTAILBI1B Server Administrator 1—H'—4A > HTT—ADiEL

HiaE EI15-YATA IEES15-YATA
N5

BREEE

7>

N=RO17)(TAx—X>R
A>ML—23>

AEY

= STSE)

R—b

BRERE

Jotvy
VE-bNFPIER
UL=ITWITZYSaXT 4T
A0vbk

mE

BE

ED15-I290-v (Sr—1E#RSLU CMC 1E
)

< < <l < < < <l < < < <O O < <
Ul < <l < < <l < < < < < <l O < <l <

J0-N\IWFEHF—>3ayIN—
JO0-)ULFES =230 N—E20YUH(E TOYSLRDOIARTOI - - LA TERTIRE T,

TUTFSYR #OUILT TUITFSIA R—LR—S%FEES, [ S)I750ZAR—AR—=SDENT 1#SBBLTIRZ L,
Dell EMC B7R—hI1794 NIIER I3 (& BR—b 20UvIUET .

N=I3>183k 27Uy 33L. Server Administrator /-3 [EREEVFIEBRNIT REINET.

O979 b #9Uy5g 3L, IRIED Server Administrator TOH S Ay a> & TULED,

SAFRYY-

S 2F WY —(F Server Administrator IR—AR—SDAAIICR RSN, AT LAORRABERIVR—R> Me—EBRRUET . YRATATY
A= MITVR—FD MOFERBIC LT FEENTVET, 8915 -I970-5Y - YATLA / Y=N\EI1-) OA>ATS1I M NE B
BIURELEICRRENZ ST L / = NEZ1-)IIDR—F O MDOEBATINE, A IYATAINY =S 1 AMMISATA. YIMNITT. B&
U AMN—=Y TT,
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Y-2REIDICEG ATSIIMOERICHZTIREES (1F) 2IUvI3oh ATSTIMNATINIUWILET J1FAEES (51) (€
BOTVWBIEE. TCRERBHOIY N TENLU LBRATERVCLZRLET.

WiED1> KD

SAT AV -DFAT LTI BE IDMR—F> MEEATSTINOWTOFERN 1> RODT —FRBIkIC R RENF T . LiBEF T %"
YIFBECLD, FATIRERI - — AT OIRTH, HTHFTUOVRA ML TRRENET
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X.509 Certificate Management

% NOTE: You must be logged in with Administrator privileges to perform certificate management.

Web certificates are necessary to ensure the identity of a remote system and ensure that information exchanged with the remote
system are not viewed or changed by others. To ensure system security, it is recommended that:

You generate a new X.509 certificate, reuse an existing X.509 certificate or import a certificate chain from a Certification
Authority (CA).

All systems that have Server Administrator installed have unique host names.

To manage X.509 certificates through the Preferences home page, click General Settings, click the Web Server tab, and click X.
509 Certificate.

The following are the available options:

Generate a new certificate — Generates a new self-signed certificate used for SSL communication between the server running
Server Administrator and the browser.
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% NOTE: When using a self-signed certificate, most web browsers display an untrusted warning as the self-signed
certificate is not signed by a Certificate Authority (CA) trusted by the operating system. Some secure browser
settings can also block the self-signed SSL certificates. The Server Administrator web GUI requires a CA-signed
certificate for such secure browsers.

Certificate Maintenance — Allows you to generate a Certificate Signing Request (CSR) containing all the certificate information
about the host required by the CA to automate the creation of a trusted SSL web certificate. You can retrieve the necessary
CSR file either from the instructions on the Certificate Signing Request (CSR) page or by copying the entire text in the text box
on the CSR page and pasting it in the CA submit form. The text must be in the Base64—encoded format.

% NOTE: You also have an option to view the certificate information and export the certificate that is being used in the
Base64—encoded format, which can be imported by other web services.

Import certificate chain — Allows you to import the certificate chain (in PKCS#7 format) signed by a trusted CA. The
certificate can be in DER or Base64-encoded format.

Import a PKCS12 Keystore — Allows you to import a PKCS#12 keystore that replaces the private key and certificate used in
Server Administrator web server. PKCS#12 is public keystore that contains a private key and the certificate for a web server.
Server Administrator uses the Java KeyStore (JKS) format to store the SSL certificates and its private key. Importing a PKCS#12
keystore to Server Administrator deletes the keystore entries, and imports a private key and certificate entries to the Server
Administrator JKS.

% NOTE: An error message is displayed if you either select an invalid PKCS file or when you type an incorrect password.
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Upgrading web server
A CAUTION: Factory reset is not possible after a web server update. For a factory reset, reinstall the Server Administrator.

You can upgrade the Apache Tomcat web server, whenever required, using the omwsupdateutility, without affecting the Server
Administrator functionality. The utility allows upgrade to a minor version of web server, but does not support upgrade to a major
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version. For example, upgrade from version A.x to A.y is supported, but not A.x to B.x or B.y. Also, using the utility you can move the
version of the web server to an earlier version, provided it is a minor version. The utility is saved to the following default location
during web server installation:

On systems running a Windows operating system: C: \Program Files\Dell\SysMgt\omsa\wsupdate

On systems running a Linux operating system: /opt/dell/srvadmin/1ib64/openmanage/wsupdate

You can download the required version of Tomcat web server package and run the utility from a command prompt. Download the
Tomcat web server core distribution package from tomcat.apache.org. The distribution package must be a .zip or .tar.gz file;
Windows installer wrapper packages are not supported.

To update web server, browse to the wsupdate folder and then run the following command:

On Windows: omwsupdate.bat [SysMgt folder path] [apache-tomcat.zip/.tar.gz file path]

On Linux: omwsupdate.sh [srvadmin folder path] [apache-tomcat.zip/.tar.gz file path]

The default SysMgt folder path is C:\Program Files\Del\SysMgt and srvadmin folder path is /opt/dell/srvadmin.
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e Server Administrator

General settings

Click the General Settings object to set user and DSM SA Connection Service (web server) preferences for selected Server
Administrator functions. The General Settings object action window has the following tabs, depending on the user's group privileges:
User and Web Server.

Subtab: Properties
User
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Under the User tab, you can set user preferences, such as the home page appearance and the default email address for the E-mail
button.

e  Web Server
e Subtabs: Properties | X.509 Certificate

Under the Web Server tab, you can:

e Set DSM SA Connection Service preferences. For instructions on configuring your server preferences, see Dell EMC Systems
Management Server Administration Connection Service and Security Setup.

e Configure the SMTP server address and Bind IP address in either the IPv4 or IPv6 addressing mode.

e Perform X.509 certificate management by generating a new X.509 certificate, reusing an existing X.509 certificate, or importing
a certificate chain from a Certification Authority (CA). For more information about certificate management, see X.509 Certificate

Management.
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Working with remote access controller

The systems baseboard management controller (BMC)/Integrated Dell Remote Access Controller (iDRAC) monitors the system for
critical events by communicating with various sensors on the system board and sends alerts and log events when certain parameters
exceed their preset thresholds. The BMC/IDRAC supports the industry-standard Intelligent Platform Management Interface (IPMI)
specification, enabling you to configure, monitor, and recover systems remotely.

% NOTE: The Integrated Dell Remote Access Controller (iDRAC) is supported on the 10th generation PowerEdge and later
systems.

The DRAC is a systems management hardware and software solution designed to provide remote management capabilities, crashed
system recovery, and power control functions for the systems.

By communicating with the system’s baseboard management controller (BMC)/Integrated Dell Remote Access Controller (iDRAC),
the DRAC can be configured to send you email alerts for warnings or errors related to voltages, temperatures, and fan speeds. The
DRAC also logs event data and the most recent failure screen (available only on systems running Microsoft Windows operating
system) to help you diagnose the probable cause of a system failure.

The Remote Access Controller provides remote access to an inoperable system, allowing you to get the system up and running as
quickly as possible. The Remote Access Controller also provides alert notification when a system is down and allows you to remotely
restart a system. Also, the Remote Access Controller logs the probable cause of system fails and saves the most recent crash
screen.

You can log in to the Remote Access Controller through the Server Administrator home page or by directly accessing the controller's
IP address using a supported browser.

When using the Remote Access Controller, you can click Help for more detailed information about the specific window you are
viewing. Remote Access Controller help is available for all windows accessible to the user based on the user privilege level and the
specific hardware and software groups that Server Administrator discovers on the managed system.

% NOTE: For more information about the BMC, see the Dell EMC OpenManage Baseboard Management Controller User’s
Guide at dell.com/systemsecuritymanuals.

% NOTE: For detailed information on configuring and using the iDRAC, see the /ntegrated Dell Remote Access Controller
User’s Guide at dell.com/systemsecuritymanuals.

The following table lists the graphical user interface (GUI) field names and the applicable system, when Server Administrator is
installed on the system.
Table 11. GUI Field Names And The Applicable System

GUI Field Name Applicable System
Modular Enclosure Modular system
Server Modules Modular system
Main System Modular system
System Non-modular system
Main System Chassis Non-modular system

For more information on the systems support for remote access devices, see the Dell EMC Systems Software Support Matrix
available at dell.com/openmanagemanuals.

Server Administrator allows remote, in-band access to event logs, power control, and sensor status information and provides the
ability to configure the BMC/iDRAC. To manage BMC/iDRAC and DRAC through the Server Administrator graphical user interface
(GUI), click the Remote Access object, which is a subcomponent of the Main System Chassis/Main System group.

You can perform the following tasks:
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Viewing Basic Information

Configuring The Remote Access Device To Use A LAN Connection

Configuring The Remote Access Device To Use A Serial Over LAN Connection

Configuring The Remote Access Device To Use A Serial Port Connection
Additional Configuration For iDRAC
Configuring Remote Access Device Users

Setting Platform Event Filter Alerts

You can view BMC/IiDRAC or DRAC information based on which hardware is providing the remote access capabilities for the system.

The reporting and configuration of BMC/iDRAC and DRAC can also be managed using the omreport/omconfig chassis
remoteaccess command-line interface (CLI) command.

In addition, the Server Administrator Instrumentation Service allows you to manage the Platform Event Filters (PEF) parameters and
alert destinations.
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Setting Platform Event Filter Alerts

To configure the most relevant BMC features, such as Platform Event Filter (PEF) parameters and alert destinations using Server
Administrator Instrumentation Service:

1.
2.
3.

Click the System object.
Click the Alert Management tab.
Click Platform Events.

The Platform Events window allows you to take individual action on specific platform events. You can select those events for
which you want to take shutdown actions and generate alerts for selected actions. You can also send alerts to specific IP
address destinations of your choice.

% NOTE: You must be logged in with Administrator privileges to configure the BMC PEF Alerts.

% NOTE: The Enable Platform Event Filters Alerts setting disables or enables PEF alert generation. It is independent of
the individual platform event alert settings.

% NOTE: System Power Probe Warning and System Power Probe Failure are not supported on the PowerEdge
systems without PMBus support although Server Administrator allows you to configure them.

Choose the platform event for which you want to take shutdown actions or generate alerts for selected actions and click Set
Platform Events.

The Set Platform Events window allows you to specify the actions to be taken if the system is to be shut down in response to
a platform event.

Select one of the following actions:

None

Reboot System

Shuts down the operating system and initiates system startup, performing BIOS checks and reloading the operating system.
Power Off System

Turns off the electrical power to the system.

Power Cycle System

Turns the electrical power to the system off, pauses, turns the power on, and reboots the system. Power cycling is useful
when you want to reinitialize system components such as hard drives.
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6.

7
8.

Power Reduction
Throttles the CPU.
A CAUTION: If you select a Platform Event shutdown action other than None or Power Reduction, your system

shuts down forcefully when the specified event occurs. This shutdown is initiated by firmware and is done
without first shutting down the operating system or any running applications.

ﬁ NOTE: Power reduction is not supported on all systems. Power Supply Monitoring and Power Monitoring
features are available only for systems that have two or more redundant, hot-swappable power supplies installed.
These features are unavailable for permanently installed, non-redundant power supplies that lack power
management circuitry.

Select the Generate Alert check box for the alerts to be sent.
% NOTE: To generate an alert, you must select both Generate Alert and the Enable Platform Events Alerts settings.

Click Apply.
Click Apply to Platform Events Page to go back to the Platform Event Filters window.
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Setting Alert actions in Windows Server to Execute Applications

In windows, the Interactive Services Detection is disabled by default. The Interactive Services Detection must be activated in
Regedit to enable the executable applications.

To enable the Interactive Service Detection follow the steps mentioned below:

Modifying the NolteractiveServices

Open Regedit.

Navigate to HKLM\SYSTEM\CurrentControlSet\Control\Windows\.
Right-click NolteractiveServices and then click Modify.

In Value Data enter 0 and click OK.

N
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Close Regedit

To add the user to a group, select the group name from the Group drop-down menu and click Add.
Click OK.

Enabling the Interactive Service Detection

Open Services.msc.

Navigate to Interactive Service Detection.

Right-click Interactive Service Detection and then click Properties.

In the General tab, change the Startup Type to Automatic and click Apply.
In Service Status click Start.

Allowing the service to interact

Navigate to DSM SA Data Manager, right-click and then click Properties.

. In the Logon tab, enable Allow service to interact with desktopand click Apply.
15.

Click OK.

Restart DSM SA Data Manager to enable the Interactive Service Detection.

Interactive application - Examples of interactive applications are applications with a graphical user interface (GUI) or that prompt
the user for input in some way such as the pause command in a batch file.

NOTE: To view the interactive application, a pop up message interactive Services Detection is displayed with the
message A program running on this computer is trying to display a message, click View the

message to proceed.
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Red Hat Enterprise Linux Tl&, SELinux is set to enforced mode ¥F&. Dell Systems Management Server Administrator
(SM SA) T —EXNHEENCKERLET . ROFIROVTNHERITL T COY—ERZREIL TZEL,

e SELinux %Z Disabled E—RF[(d Permissive E—RIGRELET .
e SELinux @ allow_execstack /{7 1% ON JREEICEE I3, ANV MEEITUET,
setsebool allow execstack on
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Active Directory FIYIRYIZZZFEIRLALMES . Microsoft Active Directory TERTEUL I CAIEDHEAERATEEXY . Microsoft
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auth required pam stack.so service=system-auth auth required /1lib64/security/
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Server Administrator 75— NMBEZIICT BIzHD SNMP ERED Y 7Y T OFNEICHRESTEE W,

® esxcli system snmp set —--communities public
® esxcli network firewall ruleset set --ruleset-id snmp --allowed-all true
® esxcli network firewall ruleset set --ruleset-id snmp --enabled true

¢ esxcli system snmp set -t <target ip>@162/public

® esxcli system snmp set --enable true
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