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*  OpenManage Enterprise Advanced 74 > X

New in this release

Support for new plugins — SupportAssist Enterprise version 1.0 and Update Manager Plugin version 1.0.
Support for PowerEdge XE7420 and PowerEdge XE7440 sleds.
Discovery supports IPv6 ranges.

OpenManage Enterprise appliance upgrade feature — success or failure to upgrade to any future version of OpenManage Enterprise

3.5 is indicated by a banner. If the upgrade fails, then the appliance state prior to the upgrade is restored.

Enhancements:

Support for appliance login using OpenlD Connect providers Keycloak and PingFederate.

o Improvement to firmware updates using Offline catalogs— while importing catalogs from a network share, catalogs with base
location as 'downloads.dell.com' can be used without the Dell Update Packages(DUPs).

o O O ©

Configuration compliance report supports Advanced Filters, sorting and selection across pages.
Configuration compliance report allows export of non-compliant devices.
Configuration compliance report includes device IP addresses.

Warranty report includes device names.
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Update firmware and/or drivers using the baseline compliance report

After you run a firmware or driver compliance report, if the firmware or driver version on the device is earlier than the version on the

catalog, the Compliance Report page indicates the device firmware or driver status as Upgrade (0 or L-)

The firmware and driver version of the associated baseline devices is not automatically updated, hence, the user must initiate the update.

It is recommended to update the device firmware and/or driver during the maintenance windows to prevent the devices or environment

going offline during business hours.

Prerequisites:

e To perform any tasks on OpenManage Enterprise, you must have the necessary user privileges. See H— )L X— X ) OpenManage
Enterprise 11— —#&FR on page 14.

e You must create an inbound firewall rule to allow communication with port 22.

If HTTP and HTTPS shares were configured using the proxy settings, ensure that these local URLs are included in the proxy-exception
list before initiating any update tasks.

e Only one update task can be initiated on the target machine at a given time.

@ NOTE:

e The Reset iDRAC function is not supported for the devices under an MCM chassis that are in a 'Proxied' onboarding state and for
updating only the drivers of the devices. For more information about onboarding states, see 7 /X4 A MDA >V /R—T 14 >4 on
page 113.

e The firmware or driver compliance status of network switches, modular IOAs, and Dell storage devices is displayed as Unknown as
these are not updatable using the Dell catalog. It is recommended to perform individual firmware or driver updates for these
devices using their respective individual Update package. To perform individual firmware or driver updates, select a device on the
All Devices page, and click View Details > Firmware/Drivers and select the individual package option. For more information about
the list of unsupported devices, refer 7 7 — AT 7/ RIAN—=AVT ATV A R=X 54 L R—b— [THE] oV
TIAT VA AT—RADT /N4 X on page 167

When updating MX7000 chassis and sled belonging to the multi-chassis management (MCM) group, you must consider the
following:

e Chassis and sled firmware updates must be undertaken separately.

e The lead chassis must be updated separately as the final step after updating all the member chassis.

e Firmware can be updated for only up to 9 member chassis at a time.

e Firmware update is supported on a maximum of 43 sleds at a time irrespective of onboarding state (Managed or Proxied).

The driver updates are available only on devices discovered as 64-bit Windows servers. Before updating the drivers, do the
following:

e Be aware that the rollback of the driver updates is not supported.

In-band driver updates are only supported on Windows with OpenSSH. Driver updates on third party SSH hosted on Windows, such as
the CygwinSSH, are not supported.

e To collect the inventory information, the Inventory Collector and Dell System Update must be available on the Windows server. If
these components are not available on the server, then initiate an inventory job and select Collect driver inventory. The discovery job
also collects driver inventory information, but only the inventory job installs the necessary components on the server. To collect the
driver inventory information, create or edit an inventory job and select the Collect driver inventory check box. For more information,
see 4/ RV N U 3 TDERK onpage122and f R N A4 Y a2 —)LY 3 T OH#RE on page 124.

To update a device firmware and/or driver by using the baseline compliance report:

1. On the Configuration > Firmware/Driver Compliance page, select the check box corresponding to the baseline to which the device is
attached, and then click View Report in the right pane.

On the Compliance Report page, the list of devices associated with the baseline and their compliance level is displayed. For field
descriptions, see X—X T4 > AV T T4 7 A LR— kDR on page 60.
2. Select the check box corresponding to the device whose firmware or driver must be updated. You can select more than one device
with similar properties.
3. Click Make Compliant.
4. In the Make Devices Complaint dialog box, you can do the following:
e Under Schedule Update, click Additional Information to view the important information and select one of the following:
a. Update Now: To apply the firmware/driver updates immediately.

b. Schedule Later: Select to specify a date and time when the firmware and/or driver version must be updated. This mode is
recommended if you do not want to disturb your current tasks.
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e Under Server Options select one of the following reboot options :

a. Toreboot the server immediately after the firmware/driver update, choose Reboot server immediately and from the dropdown
menu select one of the following options:

i. Graceful Reboot without Forced Shutdown

i. Graceful Reboot with Forced Shutdown

ii. PowerCycle for a hard reset of the device.
b. Select Stage for next server reboot to trigger the firmware/driver update when the next server reboot happens.

@ NOTE: If the firmware/driver update jobs are created with the 'Stage for next server reboot' option, then the inventory
and baseline check must be executed manually after the package is installed in the remote device.
e Clear Job Queue: Select to delete all jobs (scheduled, completed, and failed) on the target device, before the update job is initiated.

®| NOTE: This function is not supported for updating the drivers.

e Reset iDRAC: Select to initiate a reboot of the iIDRAC before the update job is initiated.
®| NOTE: This function is not supported for updating the drivers.

5. Click Update.

A firmware/driver update job is created to update the device's firmware and/or driver. You can view the status of the job on the Monitor
> Jobs page.
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Discover servers automatically by using the server-
Initiated discovery feature

OpenManage Enterprise allows automatic discovery of servers that have iDRAC firmware version 4.00.00.00 or later. The appliance can
be configured to allow these servers to automatically locate the console by querying the DNS and initiate their discovery .

For a server-initiated discovery, the following prerequisites must be met:

e This feature is applicable only for servers with iDRAC firmware version 4.00.00.00 or later.

e The servers must be on the same domain or subdomain as OpenManage Enterprise.

e OpenManage Enterprise must be registered with the DNS to add the configuration information to the DNS by using TUI. It is preferred
that the DNS allows automatic updates from OpenManage Enterprise.

e Old records of the appliance console on the DNS, if any, should be cleaned up to avoid multiple announcements from the servers.
The following steps are followed for an automatic discovery of servers in OpenManage Enterprise :

1. Add the configuration information of OpenManage Enterprise on the DNS using one of following methods:
e TUI—By using the TUl interface, enable the Configure Server Initiated Discovery option. For more information, see 7 A k21—
Y=g 25T 2 —ADOFEAIZ &S OpenManage Enterprise ME%E on page 24.
e Manually—Add the following four records to your DNS server on the network for which the interface is configured on the

appliance. Ensure that you replace all instances of <domain> or <subdomain.domain> with the appropriate DNS domain and
the system hostname.

0 <OME hostname>.<domain> 3600 A <OME IP address>
0 dcimprovsrv. tcp.<domain> 3600 PTR ptr.dcimprovsrv. tcp.<domain>

o ptr.dcimprovsrv. tcp.<domain> 3600 TXT URI=/api/DiscoveryConfigService/Actions/
DiscoveryConfigService.SignalNodePresence

o0 ptr.dcimprovsrv. tcp.<domain> 3600 SRV 0 0 443 <hostname>.<domain>

To create the records with nsupdate in Linux, use the following commands:
o To create hostname record

>update add omehost.example.com 3600 A XX.XX.XX.XX

o To add records for server-initiated discovery

>update add dcimprovsrv. tcp.example.com 3600 PTR ptr.dcimprovsrv.
tcp.example.com.

>update add ptr.dcimprovsrv. tcp.example.com 3600 TXT URI=/api/DiscoveryConfigService/
Actions/DiscoveryConfigService.SignalNodePresence

>update add ptr.dcimprovsrv. tcp.example.com 3600 SRV 0 0 443 omehost.example.com.

To create the records with dnscmd on a Windows DNS server, use the following commands:
o To create hostname record

>dnscmd <DnsServer> /RecordAdd example.com omehost A XX.XX.XX.XX
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o To add records for server-initiated discovery

>dnscmd <DnsServer> /RecordAdd example.com dcimprovsrv. tcp PTR
ptr.dcimprovsrv. tcp.example.com

>dnscmd <DnsServer> /RecordAdd example.com ptr.dcimprovsrv. tcp TXT URI=/api/
DiscoveryConfigService/Actions/DiscoveryConfigService.SignalNodePresence

>dnscmd <DnsServer> /RecordAdd example.com ptr.dcimprovsrv. tcp SRV 0 0 443
omehost.example.com

2. By default, the Discovery-Approval policy, in the appliance, is set to Automatic and the servers that establish contact with the console

3.

4.

are automatically discovered. To change the settings, see 3> — L7 7 7 L > A DEE on page 149.

Once the appliance is configured as mentioned in the previous steps, the servers can initiate contact with OpenManage Enterprise by

querying the DNS. The appliance verifies the servers after ensuring that the client certificate of the servers is signed by the Dell CA.
@ NOTE: If there are any changes in the server |P address or SSL certificate, the server reinitiates contact with OpenManage

Enterprise.

The Monitor > Server Initiated Discovery page lists the servers that establish contact with the console. Also, the servers whose

credentials have been added in the console, but which are yet to initiate contact are also listed. The following statuses of the servers

based on the previously mentioned conditions are displayed:

e Announced—Server initiates contact with the console, however, the credentials of the server are not added to the console.

e Credentials Added—The credentials of the server are added in the console, however, the server has not initiated contact with the

console.
e Ready to Discover—The credentials of the server are added and the server has initiated contact.

@ NOTE: The appliance triggers a Discovery job every 10 minutes to discover all the servers in the 'Ready to Discover' status.

However, if the Discovery-Approval policy in the appliance is set as 'Manual,' then the user should manually trigger the
Discovery job for each server. For more information, see 3>y — L7 1) 7 7 L > X OEE on page 149

e Job submitted for Discovery— This status indicates that the discovery job is initiated either automatically or manually for the

server.
e Discovered—The server is discovered and is listed on the All Devices page.

The following tasks can be performed on the Monitor > Server Initiated Discovery page:

1.

2,

Import—To import the server credentials:

a. Click Import.

b. In the Import From File wizard, click Upload Service Tags File to navigate and select the .csv file.
To view a sample CSV file of the server credentials, click Download sample CSV file.

¢. Click Finish

Discover—To manually discover the servers in 'Ready to Discover' status:

a. Select the servers listed on the Server-Initiated Discovery page which are in 'Ready to Discover' Status.
b. Click Discover.

A Discover job is triggered to discover the servers and post discovery these servers are listed on the All Devices page.
Delete—To delete the servers listed on the Server-Initiated Discovery page:

a. Select the servers on the Server-Initiated Discovery page which are already discovered and listed on the All Devices page.
b. Click Delete.

The servers are deleted from the Server-Initiated Discovery page.
®| NOTE: Entries corresponding to discovered servers are automatically be purged after 30 days.

Export—To export the server credentials in HTML, CSV, or PDF formats:

a. Select one or more servers on the Sever-Initiated Discovery page.

b. Click Export.

c. Inthe Export All wizard, select any of the following file formats: HTML, CSV, and PDF.
d. Click Finish. A job is created, and the data is exported to the selected location.
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Install a plugin

You can install the Power Manager, SupportAssist-Enterprise, and Update Manager plugins based on your requirements to enhance the
functionality of OpenManage Enterprise.

e Before you begin installing the plugin(s), ensure that the connectivity to the repository is successful.
o Foronline, download.dell.com portal.
o For offline, server is configured with the required plugin catalog and plugin installation files.

®

To install a plugin perform the following steps:

NOTE: Installing a plugin on OpenManage Enterprise restarts the appliance services.

1. Click Application Settings > Console and plugins
The Console and plugins page is displayed

2. In plugins section, against the plugin you want to install, click More Actions > Install
The Install plugin window is displayed.

3. Review and ensure that you meet the list of prerequisites that are mentioned under the Prerequisite section.
®| NOTE: The lists of prerequisites change as you select the version of plugin that you want to install.

4. In Install Details, select the required version of the plugin from the Version(s) drop-down menu, and then click Install plugin.
The details of the number of users logged in to OpenManage Enterprise, tasks in progress, and schedule jobs are displayed in the
confirmation window.

To confirm the installation, select | agree that | have captured the snapshot of the OpenManage Enterprise appliance prior to
the upgrade option, and then click Confirm Install.

The status of installation is displayed.
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