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About this document

This document contains information about the resource models for OpenManage Enterprise and OpenManage Enterprise
Modular Edition (OME—-Modular). Each RESTful API specification includes the URI, method, parameters, request codes, and
response codes. Some of the APIs are available only in OME—-Modular and do not work if used in OME—Modular and the

opposite way.

Table 1. Supported REST API versions

Product

Date of release

What's new

OpenManage Enterprise 3.7

September 2021

The following APls are added in this release:

e api/DeviceService/ConnectionStateReasons

api/DeviceService/ConnectionStateReasons(arg1)

api/GroupService/Groups/Devices(arg1)

api/GroupService_/api/Groups/AllLeafDevices(arg1)

api//GroupService/Groups/

AllLeafDevicesSummary(arg1)

e api/ApplicationService/Actions/
ApplicationService.SetSecurityPolicyMessage

e api/ApplicationService/Actions/
ApplicationService.GetSecurityPolicyMessage

The following APIs are enhanced in this release:

e api/DeviceService/Devices - New field
ConnectionStateReason added to output payload.

e api/DeviceService/Devices(ID) - New field
ConnectionStateReason added to output payload.

e Redfish_AccountService_/redfish/v1/
AccountService/Roles/Members(ld)_Get- updated
response.

OpenManage Enterprise — Modular Edition
1.30.10

July 2021

The following APl is not supported in this release:
e /api/DeviceService/Devices(Device_ID)/
InventoryDetails('deviceManagement')

OpenManage Enterprise 3.6

June 2021

The following APls are added in this release:

e api/TemplateService/Actions/
TemplateService.lsSocRunning

e api/TemplateService/Actions/
TemplateService.RefreshSummary

The following APIs are enhanced in this release:

/api/AccountService/Accounts

/api/AlertService/AlertDestinations/Actions/
AlertDestinations.ApplySNMPConfig

e api/AlertService/AlertDestinations/Actions/
AlertDestinations.SendTestTrap

e api/AlertService/AlertDestinations/Actions/
AlertDestinations.ApplySyslogConfig

e /api/AlertService/AlertDestinations/
SMTPConfiguration

e api/ApplicationService/SystemResourceUsage

OpenManage Enterprise — Modular Edition
1.30.00

April 2021

The following APIs are added in this release:

20 About this document




Table 1. Supported REST API versions (continued)

Product

Date of release

What's new

/api/NetworkConfigurationService/
ReplicableChassisSettings
/api/SessionService/CurrentUser
/redfish/v1/TelemetryService/
MetricReportDefinitions

/redfish/v1/EventService

/redfish/v1/SSE
/redfish/v1/TelemetryService/Triggers
api/NetworkService/MulticastApplicableNetworks
/api/NetworkService/Fabrics(arg1)/Multicast
api/NetworkService/Fabrics(arg1)/Multicast/
MulticastNetworks
/redfish/v1/0em/Dell/LicenseManager
/redfish/v1/Managers/
Members('ChassisManager')/Oem/Dell/HWCertificate
/redfish/v1/Managers/Members('ChassisManager')/
Actions/Oem/DellManager.VerifyHWCertificate
/api/AccountService/ExternalAccountProvider/
OpenIDConnectProvider
/api/AccountService/ExternalAccountProvider/
OpenIDConnectProvider(‘OIDCProviderID")
/api/AccountService/ExternalAccountProvider/
OpenlDConnectProviders
/api/AccountService/ExternalAccountProvider /
OpenlDConnectProvider(‘ID")

/api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.EnableOIDCProviders
/api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.DisableOIDCProviders
/api/AccountService/ExternalAccountProvider/
Actions/
ExternalAccountProvider.DeleteOIDCProviders
/api/AccountService/ExternalAccountProvider/
Actions/ExternalAccountProvider.TestOIDCProvider
/api/AccountService/ExternalAccountProvider/
Actions/
ExternalAccountProvider.TestOIDCProviderRegistratio
nStatus

The following APIs are not supported from this release:

/api/TemplateService/Profiles
/api/TemplateService/Profiles(ld)

/api/TemplateService/Templates(ld)/Views(ld)/
AttributeViewDetails/ TemplateEditinfoDetails

/api/TemplateService/Actions/
TemplateService.DetachProfile

/api/TemplateService/ProfileState
/api/TemplateService/ProfileUsage

The ODATA Specification follows RFC 3986 for URL
semantics. According to this specification, percent encode
the space in URLs to “%20” and do not use the plus

(+) sign. The APIs fail when the plus sign is used, as the
support is removed.

OpenManage Enterprise 3.5

December 2020

The following APIs are added:
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Table 1. Supported REST API versions (continued)

Product

Date of release

What's new

/api/TemplateService/Baselines(ID) on page 659
POST method for Baselines on page 658

OpenManage Enterprise 3.5

November 2020

e APl to retrieve information about the last attempted
console upgrade. See /api/ConsoleUpdateService/
LastUpdateResult on page 639.

e APIs to add, delete, modify, and test OpenlD Connect
(OIDC) provider information.

o /api/AccountService/ExternalAccountProvider/
OpenlDConnectProvider on page 74

o /api/AccountService/ExternalAccountProvider/
OpenlDConnectProvider('OIDCProviderID') on
page 74

o /api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.DeleteOIDCProviders
on page 76

o /api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.DisableOIDCProviders
on page 76

o /api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.EnableOIDCProviders
on page 75

o /api/AccountService/
ExternalAccountProvider/Actions/
ExternalAccountProvider.TestOIDCProvider
on page 77

o /api/AccountService/ExternalAccountProvider/
Actions/
ExternalAccountProvider. TestOIDCProviderRegistr
ationStatus on page 77

OpenManage Enterprise — Modular Edition
1.20.10

August 2020

e APIs to fetch compliance report
of device components. For more
information, see /api/UpdateService/Baselines(Id)/
DeviceComplianceReports.

e APIs to fetch component compliance reports by
Id. For more information, see /api/UpdateService/
Baselines(ld)/DeviceComplianceReports(ld)/
ComponentComplianceReports.

e Added a compliance status option, "Unknown".
For details, see /api/UpdateService/Baselines(ld)/
DeviceComplianceReports, /api/UpdateService/
Baselines(ld)/DeviceComplianceReports(ld)/
ComponentComplianceReports(ld)/api/
UpdateService/Baselines(ld)/
DeviceComplianceReports(Id)/
ComponentComplianceReports, /api/UpdateService/
Baselines(ld)/DeviceComplianceReports(ld)/
ComponentComplianceReports(Id)
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Overview

RESTful API support in OpenManage Enterprise,
OpenManage Enterprise and OME—-Modular

OME-Modular supports RESTful API. Support for APIs has also been improved for OpenManage Enterprise. Improved support
for APIs on these products enhances the systems management capabilities. The RESTful interface is provided over HTTPS in
JSON format based on ODATA v4 usable by clients, scripts, and browser-based GUIs. The APIs enable you to build console
management tools based on common programming and scripting languages such as Python, Java, and C.

For more information about REST, see publically-available resources.
Topics:

. RESTful application programming interface
e OData

« JSON data

e HTTPS communication

*  OpenManage Enterprise — Modular Edition
*  OpenManage Enterprise

RESTful application programming interface

Representational State Transfer or REST is a software architectural style used within the World Wide Web. REST architectures
are commonly used for many IT solutions, including the definition of web-based APIs. Systems that adhere to REST practices
are often referred to as RESTful interfaces. RESTful interfaces use the HTTP methods—GET, POST, DELETE, and so on—that
web browsers use to access web pages.

OData

OData is an open protocol standard for the definition and exchange of information using RESTful APIs. When implementing
a common interface across multiple vendors, it is important to standardize the data formats. Standardizing the data formats
ensure that the data structures remain interchangeable between different manufacturers.

JSON data

Console API represents data using JSON. JSON is a lightweight data-interchange format that is readable and can also be easily
parsed by machines. JSON is based on a subset of the JavaScript Programming Language. JSON uses a text format that is
language independent but uses conventions familiar to programmers of the C-family of languages such as C, C++, C#, Java,
JavaScript, PERL, and Python. These properties make JSON an ideal data-interchange language.

HTTPS communication

The Hypertext Transfer Protocol or HTTP is an application protocol for distributed, collaborative, hypermedia information
systems. HTTP forms the foundation of data communication for the World Wide Web. Secure HTTP (HTTPS) is a secure
version of HTTP where it operates within a network connection encrypted by TLS or SSL. By enforcing HTTPS, the security of
console management is significantly enhanced.
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OpenManage Enterprise — Modular Edition

OpenManage Enterprise — Modular Edition (OME—-Modular) is the systems management software that runs on the Dell

EMC PowerEdge MX-series chassis. OME—-Modular shares a common codebase with OpenManage Enterprise and delivers

an agile, reliable, and comprehensive platform to manage PowerEdge MX-series servers, storage, and networking products.

OME-Modular boosts services delivery and restores IT agility for growing businesses. A unified web and RESTful APl interface

manages all nodes including compute, storage, and networking. OME—Modular helps reduce costs and learning curve, and

consolidates multiple tools for ease of access and monitoring. Simplified administration helps deploy and monitor at scale, from

one to many chassis, with support for remote management. Agile and intelligent automation of OME—-Modular helps faster

hardware deployments and reduces repetitive tasks for accelerated life cycle management. Some of the key features of OME-

Modular include:

e (Capability to manage servers across multiple MX-series chassis

e Fast deployment with automatic chassis and node discovery

e Comprehensive RESTful API to automate multiple tasks and integrate with third-party tools

e Enhanced management with redundant OME-M module, touchscreen LCD, and OpenManage Mobile options for remote
access

e FExpanded management across all PowerEdge servers with OpenManage Enterprise

Importing licenses using APls

If you have the appliance setup privilege and chassis administrator role, you can use RESTful APIs to import, export, and delete
licenses in OME-Modular.

Before importing or exporting a license, ensure that:

e The latest version of OME-Modular is installed.

e The OME-Modular and RESTful interfaces are running.

To import a license:

1. Use the GET method of the API, /redfish/v1/0Oem/Dell/LicenseManager/LicenseCollection to view the licenses.

2. Use the GET method of the API, /redfish/v1/0Oem/Dell/LicenseManager/LicenseCollection/<ENTITLEMENT-ID> to check
that the license that you want to import is not already present or installed.

3. Import the license file using the POST method of the API,/redfish/v1/0em/Dell/LicenseManager/LicenseCollection, with
the XML file as input payload.

Exporting licenses using APIs

To export a license:

1. Export the license, using the following POST method payload of the RESTful API, redfish/v1/0Oem/Dell/LicenseManager/
Actions/DellLicenseManagementService.ExportlLicense, with payload data containing the Entitlement ID.

2. The response JSON data contains the encoded license XML. Decode the value using a base64 decoding tool. Do not include
the double quotes while decoding. The decoded value represents the license XML that you can save to a file.

3. Copy the decoded content in notepad and save the notepad as a . xml file. For example, test.xml

Deleting licenses using APIs

You can delete specific licenses using their IDs.
To delete a license:
Use the DELETE method of the API, /redfish/v1/0Oem/Dell/LicenseManager/LicenseCollection/<EntitlementID>.

OpenManage Enterprise

OpenManage Enterprise is a hardware management and monitoring console that provides a comprehensive view of devices.
These devices include servers, chassis, network switches, and other third-party devices on the enterprise network.
OpenManage Enterprise is designed with a focus on simplicity, automation, and unification of data center management. Some of
the key features of OpenManage Enterprise include:
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Architecture is delivered as a virtual appliance—ESXi, Hyper-V, and KVM

Engineered on CentOS with PostgreSQL database

No operating system and database licenses are required

End-to-end server life cycle management that includes inventory, monitoring, reporting, configuration, and deployment
Northbound API that helps you automate and integrate with existing solutions

Simplified discovery processes that enable devices to automatically register themselves with the console

Intuitive interface that minimizes management steps

Modernized dashboard that provides a clear view of alerts and options for performing corrective actions

Access to warranty status

Customized reporting capabilities

Overview
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This section describes the key integration concepts that are applicable to the use cases and resource model.

Topics:

Base URI

Security
Authentication
Authorization

Resource addressing
Resource operations
Security considerations
Performance considerations
Data filtering

Data sorting

Data pagination
Request headers
Response codes
Response headers

Base URI

REST API tree structure

The console software provides a web-based hypermedia driven API using a simple folder structure. The client that is provided
with the Service Root URI navigates through the entire resource tree through the links in the response payload on the individual
URIs. The following schemes are provided for the Service Root URI:

OEM Scheme
Redfish Scheme

OEM scheme

https://[IP or DNS name]/api

26
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Resource tree for OME-Modular OEM scheme

[api/DeviceService

| /api/SearchService

fapi/ApplicationService

|

| rapialertserivce

| fapilOAuthService

| fapi/SessionService

. | /apilJobservice
fapi

L]

OEM Dell root —*I fapifGroupService

| /apl/UpdateService

| /api/AccountService

/api/NetworkConfigurationService

| /api/ManagementDomainService

’——-| Devices, DeviceStatses, DeviceType etc |

|————{ searchsenvice, ReplicableChassisSettings |

Settings, Certificate, Network, Security

| Alerts, AlertCatalogs, AlertStatuses efc

| OAuthService

| Sessions

| Jobs, JobTypes, JobStatuses

Groups, GroupTypes etc

Catalogs, Baselines, RollbackSoftwares,
ComplianceStatuses

Accounts, Roles, OpenlD Connect
Provider,

Networks, NetworkTypes, QosTypes

Domains, DiscoverDomains etc

fapi/NetworkService

| fapilTemplateService

Fabrics, FabricDesigns, UplinkTypes,
Multicast etc

Templates, Profiles, Template Types, etc

/api/identityPoolService

IdentityPools and IdentityStates

| apioiDcciient

[

[ apiProfileservice

Figure 1. Resource tree for OME-Modular OEM scheme

OpenlD Connect Provider client services

'—’| Server profiles
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Resource tree for OpenManage Enterprise OEM scheme

lapi/DeviceService

1

Devices, DeviceStatses, DeviceType etc

lapi/SearchService

lapilApplicationService

SearchService

Settings, Certificate, Network, Security

lapi/AlertSerivce

"

Alerts, AlertCatalogs, AlertStatuses etc

lapi/SessionService

—1

Sessions

fapi/JobService

Jobs, JobTypes, JobStatuses

lapi/GroupService

——1

lapi/UpdateService

Groups, GroupTypes etc

fapi lapi/AccountService

Catalogs, Baselines, RollbackSoftwares, etc

OEM Dell root

+ (api/NetworkConfigurationService

Accounts, Roles

Networks, NetworkTypes, QosTypes

fapiManagementDomainService

Domains, DiscoverDomains etc

fapi/NetworkService

Fabrics, FabricDesigns, UplinkTypes etc

fapiTemplateService

Templates, Profiles, TemplateTypes, etc

fapildentityPoolService

ldentityPools and IdentityStates

fapifTroubleshootService

Files

lapi/DiscoveryConfigService

api/DiscoveryConfigService

lapi/QuerySupportService

lapi/QuerySupportService

lapi/ReportService

/api/ReportService

lapiWarrantyService

fapilWarrantyService

fapiMIBlImportService

Figure 2. Resource tree for OpenManage Enterprise OEM scheme

Resource model

https://[IP or DNS name]/api/S$metadata

Redfish scheme

https://[IP or DNS name]/redfish/vl
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Resource tree for Redfish scheme

—_—
Computer System Collection General system status, Memory, Storage, NICs,
Processors
R ——
Chassis collection General information, Power, Thermal

[redfish/v1/Registries Jredfishfv1/Registries/Members(<id:)

Message registry collection Message registry file collection

T e fredfish/vl/SessionService/Sessions
Session collection
_—

Session Collection

Accounts Collection
Accounts, Roles <

Roles Collection

Redfish root

[redfishfvi/TelemetryService

Metric Reports, Metric Report Jredfishfvl/TelemetryService/MetricDefinitions
Definitions, Triggers

Metric Reports, Metric Report Definitions,
Triggers

Hardware Certificate information ‘“““““--\J

Hardware Certificate information

Figure 3. Resource tree for Redfish scheme

@ NOTE: Current version of the console supports the DMTF-defined schema for a selected set of resources in the hierarchy
that is outlined in this image.

Resource model

https://[IP or DNS name]/redfish/vl/S$metadata

Security

To improve security, only HTTPS is supported. You can also update the SSL self-signed certificate with a custom certificate. For
example, you can upload a PKCS-12 certificate or sign an application-generated Certificate Signing Request (CSR).

Authentication

Several common schemes are available for enabling authentication of REST requests. Basic Authentication and X-Auth-Token
Authentication are some of the common schemes.
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Basic authentication

The authorization header in the request has the base-64 encoding of the credentials—username and password. If you do not
provide the credentials, a 401—Authorization Failure error is returned. Basic Authentication is supported only when SSL/TLS is
used for the transport.

X-Auth-Token authentication

X-Auth-Token Authentication provides a more secure implementation. To establish a session, perform a POST operation on the
SessionService REST APL

POST https://[ IP Address ]/api/SessionService/Sessions
Input
{
"UserName":"root",
"Password":"linux",
"SessionType":"API"
}

The X-Auth-Token is available in the header that is returned.

connection —Keep-Alive

content-length —-268

content-type —application/json; odata.metadata=minimal

date -Tue, 05 Sep 2017 11:55:29 GMT

keep-alive —timeout=5, max=150

location —/api/SessionService/Sessions ('el817fe6-97e5-4ea0-88a9-d865¢c7302152")
odata-version —-4.0

server -—Apache

x-auth-token >13bc3f63-9376-44dc-a09f-3a94591a7c5d

x-frame-options —DENY

This X-Auth-Token is used in the header for subsequent REST operations and to authenticate the user.

Authorization

Table 2. Authentication and authorization requirements

Actions Authentication required Authorization required
Read operation on any instrumentation Y Y
data

Modify instrumentation data Y Y
Invoke actions Y Y
View service root N N
View metadata document N N
View OData service document N N
View message registry Y N
View Redfish version URI N N
View JSONSchemaFile resource URI N/A N/A
View JSON schemas URI N/A N/A
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OME - Modular

Table 3. Privilege descriptions OME-Modular

Privilege

Description

VIEW

View all data, report execution and management, and so on.

APPLIANCE_SETUP

Global appliance/OME - Modular settings that involve setup

of the appliance.

SECURITY_SETUP

User management, security policies, proxy, and firewall setup.

MONITORING_SETUP

Alerting policies, forwarding, SupportAssist, and so on.

POWER_CONTROL

Reboot or power-cycle device.

DEVICE_CONFIGURATION

Device configuration, application of templates, manage or

migrate |0 identity, storage mapping, and so on.

OPERATING_SYSTEM_DEPLOYMENT

Deploy operating system, map to LUN, and so on.

DEVICE_UPDATE

Device firmware update, application of update baselines, and

SO on.

TEMPLATE_MANAGEMENT

Create and manage templates.

BASELINE_MANAGEMENT

Create and manage baselines for firmware and configuration

policies.

POWER_MANAGEMENT

Set power budgets.

JOB_MANAGEMENT

Run and manage jobs.

ALERT_MANAGEMENT

Manage alerts and perform alert-related actions.

FABRIC_MANAGEMENT

Manage fabrics and perform fabric-related actions.

NETWORK_MANAGEMENT

Manage networks and perform network-related actions.

Table 4. Roles and associated privileges for OME - Modular

Privilege Roles
CHASSIS_ADMIN | COMPUTE_MAN | STORAGE_MANA | FABRIC_MANAG VIEWER
ISTRATOR AGER GER ER
VIEW Y Y Y Y Y
APPLIANCE_SETU Y
P
SECURITY_SETUP Y
MONITORING_SET Y
up
POWER_CONTRO Y Y Y Y
L
DEVICE_CONFIGU Y Y Y Y
RATION
OPERATING_SYST Y Y
EM_DEPLOYMENT
DEVICE_UPDATE Y Y Y Y
TEMPLATE_MANA Y Y
GEMENT
BASELINE_MANA Y Y Y Y
GEMENT
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Table 4. Roles and associated privileges for OME - Modular (continued)

Privilege

Roles

CHASSIS_ADMIN
ISTRATOR

COMPUTE_MAN
AGER

STORAGE_MANA
GER

FABRIC_MANAG
ER

VIEWER

POWER_MANAGE

Y

Y

MENT

JOB_MANAGEME
NT

ALERT_MANAGEM
ENT

FABRIC_MANAGE
MENT

NETWORK_MANA
GEMENT

OME - Modular

Table 5. Roles and associated privileges for OME - Modular

Privilege

Roles

ADMINISTRATOR

DEVICE_MANAGER

VIEWER

APPLIANCE_SETUP

Y

N

N

BASELINE_MANAGEMENT

DEVICE_CONFIGURATION

DEVICE_UPDATE

DISCOVERY_MANAGEMENT

INVENTORY_MANAGEMENT

JOB_MANAGEMENT

MONITORING_SETUP

OPERATING_SYSTEM_DEPL
OYMENT

< | <|<|=<|=<|=<|=<|=<

< | <|=<|lzlz|<|=<|=z

z|lz|lz|z|zZz|zZ2|Z2|Z

POWER_CONTROL

POWER_MANAGEMENT

REPORT_MANAGEMENT

REPORT_RUN

SECURITY_SETUP

TEMPLATE_MANAGEMENT

TRAP_MANAGEMENT

VIEW

ALERT_MANAGEMENT

AUTO_DEPLOY_MANAGEME
NT

<|=<|=<|=<|=<|=<|=<|=<|=<]|=<

zlz|l<|lz|l<|z|<|=<|<]|<

Z|lzZz|<|Z|Zz2|lZ2|<|Z2|Z2|Z2

FABRIC_MANAGEMENT

<

NETWORK_MANAGEMENT
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Resource addressing

Each managed resource must be uniquely addressable using a distinct URI. The URI syntax must be intuitive and should indicate

the relationships with a parent resource.

There are several ways to address specific resources either as instances of specific resource classes or within an associated

parent context.

Following is the format of a resource URI:

<BASE_URI>/<resource class identifier>/<resource instance identifier>

Following is an example of a resource URI, where 1234 is the unique identifier for the device:

<BASE_URI>/DeviceService/Devices(1234)

Resource operations

Standard HTTP methods are used for creating, retrieving, updating, and deleting resources. The mapping of the HTTP methods
to operational semantics is described in the following table:

Table 6. HTTP methods

HTTP method Description Example
GET Used for retrieving the resource Retrieve logs with dates only after
representation. This method does not 2016-11-15 16:35:39.820.
modify the resource across repeated
invocations. The query parameters are GET <BASE URI>/
appended to the URI to appropriately ApplicationService/
filter the resource instances. AuditLogs?
Sfilter=CreatedDate gt
'2016-11-15 16:35:39.820"
POST Used for creating resources or Create a user session. Payload is not
performing actions. displayed.
POST <BASE URI>/
SessionService/Sessions
PUT Used for updating a specific instance or | Update the user account details. Payload
create a specific resource instance with |is not displayed.
a specific identifier.
PUT
<BASE_URI>/AccountService/
Accounts ('1414")
DELETE Used for removing a specific resource. If | Delete a specific user account.
the resource does not exist, a Success
response is returned. DELETE
<BASE_URI>/AccountService/
Accounts ('1414")

When you perform tasks using these methods, they return an HTTP response code. For more information about the response
codes, see Status Code Definitions on the W3.org website. If a method fails, you may also see an Error and Event Message
code. You can search for more details about this code using the Dell QRL app on your mobile device.
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Security considerations

For performing update and delete operations, you must be authorized to perform the operations on the resource. If you do not
have the required permission, an Unauthorized error is returned.

Performance considerations

The expected time taken to run individual APIs for retrieving data from a database is a few seconds.

When data is retrieved from multiple servers by enumeration for generating reports, it may take ample time to run multiple
iterations with multiple queries per server. The time taken and the utilization of resources is more and may impact the
performance of the OpenManage Enterprise appliance. For generating reports, it is recommended to use integrated or custom
reports for retrieving information from a large number of servers that are required on a regular basis.

Data filtering

The console software provides filtering options on certain URIs that return a collection of entities. Using this feature, the clients
can extract a selected set of records using comparison operators on attributes of the model entity behind the collection. The
relevant URI sections contain the information about the attributes and the operators that support filtering.

<Collection API>?$filter=<attribute> <operator> <value>&<attribute> <operator> <value>

Examples:

Filter devices by /api/DeviceService/Devices?$filter=SystemId eq 123
system ID

Filter devices by /api/DeviceService/Devices?$filter=Model eq 'PowerEdge MX740c’'
model

Filter devices by /api/DeviceService/Devices?$filter=Type eq 3000 or Type eqg 5000
device type ®| NOTE: For enumeration of Type, see /api/DeviceService/DeviceType.

For more information about $filter, see OData Version 4.0 Part 1: Protocol at docs.oasis-open.org.

Data sorting

The console software provides sorting options on certain URIs that return a collection of entities. The sorting options enable the
clients to get sorted results using the Sort operators on certain attributes of the model entity behind the collection. The relevant
URI section contain information about the attributes that support sorting.

<Collection API>?Sorderby=<attribute> <asc/desc>
Examples: Get devices sorted in ascending order by Status

/api/DeviceService/Devices?$orderby=Status asc

()|NOTE:ForenumemﬂonofSUHu&See/api/DeviceService/DeviceStatuse&

®| NOTE: For more information about $orderby, see OData Version 4.0 Part 1: Protocol at docs.oasis-open.org.
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Data pagination

The console software provides pagination options on certain URIs that return a collection of entities. The pagination options
enable the clients to get paginated results. If a URI supports pagination, the relevant URI sections indicate it.

<Collection API>?Stop=<required number of records>&S$skip=<number of records to skip>

Examples:

Get 5th to 8th /api/DeviceService/Devices?$skip=4&Stop=4

devices from the
Device collection

Get first four /api/DeviceService/Devices?S$top=4

devices from the
Device collection

®| NOTE: For more information about $skip and $top, see OData Version 4.0 Part 1: Protocol at docs.oasis-open.org.

Request headers

The request header represents headers in the client HTTPS request that are used to communicate client-preferences to the
service end point. The service provides the supported preference in the response header.

The following table lists a few examples of request headers:

Table 7. Examples of request headers

Request Header Description Example

Authentication token taken from x-auth-token: d6399a19-38c8-467b-
the return header of the alec-75ffa03efb7c
SessionService/Sessions POST
operation to create a session.

x-auth-token

Accept-Language Choice of language that the client can Accept-Language: en
request—Optional.

Response codes

For synchronous operations, the server returns HT TP response codes 200 or 204. For operations that take a long time, the

server returns a status code of 202 along with an HTTP response header (Location). This response corresponds to the URI of

the temporary resource that can be used to monitor the operation.

The following table lists some of the response codes:

Table 8. HTTP response codes

Request Response code

Success codes

GET e 200 - OK with message body
204 — OK with no message body
206 — OK with partial message body

POST e 201 - Resource created (operation complete)
202 — Resource accepted (operation pending)

PUT e 202 — Accepted (operation pending)
204 — Success (operation complete)

DELETE e 202 — Accepted (operation pending)
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Table 8. HTTP response codes (continued)

Request

Response code

e 204 — Success (operation complete)

Failure codes

Invalid parameter

400 - Invalid parameter

Authorization

401 - Authorization failure

Permission denied

403 - Permission denied

Not found

404 - Resource not found

Invalid request method

405 - Invalid request method

Internal server error

500 - Internal server error

Service unavailable

503 - Service unavailable

For more information about response codes, see Status Code Definitions on the W3.org website.

Response headers

The following table lists a few examples of response headers:

Table 9. Examples of response headers

Response Header Description Example

Connection Control options for the current
connection and list of hop-by-hop
request fields.

Connection: Keep-Alive

Content-Type Specifies the format of the content that | Content-Type: application/json;
the server returns. If there are multiple odata.metadata=minimal
formats that can be accepted in the
client request (using the Accept header),
the server chooses the appropriate

supported format.

Keep-alive e Timeout header parameter indicates | Timeout=5; max=150
the time that a connection is allowed
to remain idle before it is closed.

e Max header parameter indicates the
maximum number of requests that
are permitted before the connection
is closed.

Content-length The length of the request body in 8-bit | Content-Length: 348

bytes or octets.

date The date and time that the message
originated, in HTTP-date format as
defined by RFC 7231 Date/Time

date: Thu, 02 Apr 2009 11:11:28 GMT

Formats.
Odata-version The version of Odata that is used. Odata: 4.0
Location Used in redirection or when a new Location: <BASE_URI>/SessionService/

resource is created. Sessions('3204bb9d-409d-4bd9-8a5f-

d44005c81a2c')

Server A name for the server. Server: Apache

x-frame-options Clickjacking protection: DENY

e deny — no rendering within a frame
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Table 9. Examples of response headers (continued)

Response Header

Description

Example

e sameorigin — no rendering if origin
mismatch

e allow-from — allow from specified
location

e allowall — non-standard, allow from
any location
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Application settings

Topics:

*  Network

. Security and user management

e Security and certificate management

¢ Monitoring and alert notifications

* api/ApplicationService/SystemResourceUsage

Network

/api/ApplicationService/Network

This URI represents the collection of network application services.

GET method for Network

This method returns the network configuration details.

Description Returns the network configuration details.
Privilege VIEW

HTTP response 200

codes

Example

response body

"@odata.context": "S$metadata#Network.Network/Sentity",
"Qodata.id": "/api/ApplicationService/Network",
"Actions": null,
"ProxyConfiguration": {
"@odata.id": "/api/ApplicationService/Network/ProxyConfiguration"
by
"TimeZones": [
{
"Q@odata.id": "/api/ApplicationService/Network/TimeZones"
}
1,
"TimeConfiguration": {
"@odata.id": "/api/ApplicationService/Network/TimeConfiguration"
by
"AddressConfiguration": {
"@odata.id": "/api/ApplicationService/Network/
AddressConfiguration"
by
"CurrentAddressConfiguration”: {
"Qodata.id": "/api/ApplicationService/Network/
CurrentAddressConfiguration"
by
"WebServerConfiguration": ({
"Qodata.id": "/api/ApplicationService/Network/
WebServerConfiguration"
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/api/ApplicationService/Network/WebServerConfiguration

This URI represents the web-server configuration.

GET method for WebServerConfiguration

This method returns the web server configuration, including the status, port number, and session timeout duration.

Description Returns the web-server configuration, including the status of the web server, port number, and session
timeout duration.

Privilege VIEW

HTTP response 200

codes

Example

response body :
"Qodata.context": "Smetadata#Network.WebServerConfiguration/$entity",
"Qodata.id": "/api/ApplicationService/Network/WebServerConfiguration",

"TimeOut": 30,
"PortNumber": 443,
"EnableWebServer": true

PUT method for WebServerConfiguration

This method updates the web-server configuration.
Description Updates the web-server configuration. To apply the changes, the web services restart.
Privilege APPLIANCE_SETUP

HTTP response 200
codes

Example request

body :
"TimeOut": 4,
"PortNumber": 8778,
"EnableWebServer": true
}
Example
response body { . . .
"Qodata.context": "$Smetadata#Network.WebServerConfiguration/$entity",
"Qodata.id": "/api/ApplicationService/Network/WebServerConfiguration",

"TimeOut": 30,
"PortNumber": 443,

"EnableWebServer": true
}
Table 10. Attributes
Attribute name Description
TimeOut Session time Duration
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Table 10. Attributes (continued)

Attribute name Description
PortNumber Port number of the web server configurations
EnableWebServer Status of web server

/api/ApplicationService/Network/TimeConfiguration

This URI represents the time-configuration-related application services.

GET method for TimeConfiguration

This method returns the current time-related configuration.

Description Returns the time-related configuration.
Privilege VIEW

HTTP response 200
codes

Example
response body

"Qodata.context": "/api/$metadata#Network.TimeConfiguration",
"@odata.type": "#Network.TimeConfiguration",

"@odata.id": "/api/ApplicationService/Network/TimeConfiguration",
"TimeZone": "TZ ID 2",

"TimeZoneIdLinux": "Pacific/Samoa",

"TimeZoneIdWindows": "Samoa Standard Time",

"EnableNTP": true,

"PrimaryNTPAddress": "100.97.203.80",

"SecondaryNTPAddressl": "100.97.203.67",
"SecondaryNTPAddress2": "100.97.129.125",

"SystemTime": "2020-04-27 19:57:55.948",

"TimeSource": "100.97.203.80",

"UtcTime": "2020-04-28 06:57:55.948"

PUT method for TimeConfiguration

This method updates the time-related configuration.

Description Updates the time-related configuration.
Privilege APPLIANCE_SETUP

HTTP response 200

codes

Example request
body

"TimeZone": "Tz ID 11",
"EnableNTP": false,
"PrimaryNTPAddress": null,
"SecondaryNTPAddressl": null,
"SecondaryNTPAddress2": null,
"SystemTime": "2017-35-23 21:35:18"
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Example
response body {

Table 11. Attributes

"TimeZone":

"EnableNTP":
"PrimaryNTPAddress":
"SecondaryNTPAddressl":
"SecondaryNTPAddress2":
"SystemTime":

mIE IH 417,

false,

null,

null,

null,
"2017-35-23 21:35:18"

Attribute name

Description

TimeZone The timezone to use.

EnableNTP Specify whether to enable or disable NTP.
PrimaryNTPAddress The primary NTP address.
SecondaryNTPAddress1 The first secondary NTP address.
SecondaryNTPAddress2 The second secondary NTP address.

SystemTime

be null or empty.

The system time. If EnableNTP is False, SystemTime cannot

/api/ApplicationService/Network/TimeZones

This URI represents the time-zone application services.

GET method for TimeZone

This method returns the time-zone configuration.

Description

Privilege VIEW

HTTP response 200

codes

Example

response body :
"@odata.
"@odata.
"value":

{

by

Table 12. Attributes

Returns the time-zone configuration.

context":
count": 95,

[
"Utcoffsetminutes": 60,
"Id": "TZz ID 38",

"Name": " (GMT+01:00) Brussels,

"Utcoffsetminutes": 330,
"Id": "TZ ID 66",
"Name": " (GMT+05:30)

"Smetadata#Collection (Network.TimeZone)",

Copenhagen, Madrid, Paris"

Sri Jayawardenepura"

Attribute

Description

Utcoffsetminutes

The number of minutes this time zone is offset from UTC.
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Table 12. Attributes (continued)

Attribute Description
Id The ID of the time zone.
Name The name or location of the time zone.

/api/ApplicationService/Network/ProxyConfiguration

This URI represents the proxy configuration.

GET method for ProxyConfiguration

This method returns the current proxy configuration.

Description Returns the current proxy configuration.

Privilege VIEW

HTTP response 200

codes

Example

response body {
"@odata.context": "S$Smetadata#Network.ProxyConfiguration/S$Sentity",
"@odata.id": "/api/ApplicationService/Network/ProxyConfiguration"

"IpAddress": null,
"PortNumber": 0,
"EnableAuthentication": false,
"EnableProxy": false,
"Username": null,

"Password": null

PUT method for ProxyConfiguration

This method updates the proxy configuration.

Description Updates the proxy configuration.
Privilege APPLIANCE_SETUP

HTTP response 200

codes

Example request

body {
"IpAddress": null,
"PortNumber": 0,
"EnableAuthentication": false,
"EnableProxy": false,
"Username": null,
"Password": null

}
Example
response body {

"IpAddress": null,
"PortNumber": O,

"Username": null,
"Password": null,
"EnableAuthentication": false,
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"EnableProxy": false

}

Table 13. Attributes

Attribute name

Description

IpAddress

Proxy Address, if HTTP Proxy Settings is enabled.

PortNumber

Port number, if HTTP Proxy Settings is enabled.

EnableAuthentication

Enable or disable Proxy Authentication.

EnableProxy Enable or disable HTTP Proxy Settings.
Username Username, if Proxy Authentication is enabled.
Password Password, if Proxy Authentication is enabled.

Security and user managem

/api/AccountService

This URI represents the configuration of the user accounts.

GET method for AccountService

ent

This method returns the account level configuration for the user accounts.

Description Returns account level configurations for the accounts.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context": "/api/
Smetadata#Collection (AccountSe
"@odata.count": 6,
"value": [
{
"@odata.type":
"Qodata.id": "/api
llIdll: "10038",
"UserTypeId": 1,
"DirectoryServicel
"Description": "ro
"Name": "root",
"Password": null,
"UserName": "root"
"RoleId": "10",
"Locked": false,
"IsBuiltin": true,
"Enabled": true,
"IsVisible": true,
"Permissions@odata
Accounts ('10038') /Permissions™"
b
{

"@odata.type": "#A
"Qodata.id": "/api
"Id": "12258",

"UserTypeId": 1,

rvice.Account)",

"#AccountService.Account",

/AccountService/Accounts ('10038"')",

da": 0,
ot",

4

.navigationLink": "/api/AccountService/

ccountService.Account",
/AccountService/Accounts ('12258")",
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"DirectoryServiceId": 0,
"Description": null,
"Name": "admin",
"Password": null,
"UserName": "admin",
"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('12258') /Permissions™"
b
{
"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts ('12260")",
"Id": "12260",
"UserTypeId": 1,
"DirectoryServiceId": O,
"Description": null,
"Name": "COm" 0
"Password": null,
"UserName": "com",
"RoleId": "11",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('12260') /Permissions"
}o
{
"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts('12262")",
llId": "12262",
"UserTypeId": 1,
"DirectoryServiceId": O,
"Description": null,
llName": llfab",
"Password": null,
"UserName": "fab",
"RoleId": "15",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('12262"') /Permissions"
b
{
"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts ('12264"')",
"Id": "12264",
"UserTypeId": 1,
"DirectoryServiceId": O,
"Description": null,
"Name": "stor",
"Password": null,
"UserName": "stor",
"RoleId": "12",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('12264"') /Permissions™"
}o
{

"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts('12266")",
"Id": "12266",

"UserTypeId": 1,
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"DirectoryServiceId": 0,
"Description": null,
"Name": "view",
"Password": null,
"UserName": "view",
"RoleId": "1lo6",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,

"Permissions@odata.navigationLink": "/api/AccountService/

Accounts ('12266"') /Permissions™"

]

Table 14. Attributes

Attribute Description

Description Description for the Account service.

Name Name given for Account service.

State Indicates the known state of the resource.
HealthRollup Health rollup status.

Health Health of the resource.

ServiceEnabled

Indicates if the service is enabled or disabled.

AuthFailureLoggingThreshold

Number of authorization failures that must occur before the
failure attempt is logged to the manager log.

MinPasswordLength

Minimum password length.

MaxPasswordlLength

Maximum password length.

AccountlLockoutThreshold

The number of failed login attempts before a user account is
locked for a specified duration. O indicates that the account is
never locked.

AccountlLockoutDuration

The time in seconds an account is locked after the account
lockout threshold is met. This value must be equal or greater
than the AccountlLockoutResetAfter value. O indicates that
the account is never locked.

AccountLockoutCounterResetAfter

The interval of time in seconds since the last failed login
attempt at which point the lockout threshold counter for
the account is reset to zero. Must be less than or equal to
AccountLockoutDuration.

EnablelpRangeAddress

Enable or disable IP range address.

IpRangeAddress

IP rage address to be used.

ByUserName

Configure this service by username.

BylPAddress

Configure this service by IP address.

PUT method for AccountService

This method updates the user account configurations.

Description Updates account-level configurations for the accounts.

Privilege SECURITY_SETUP
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HTTP response 200

codes

Example request
body

Example

response body {

Table 15. Attributes

"Id": "1i0",
"Description": "OME-Modular User Accounts",
"Name": "Account Service",
"Status": {
"State": "Enabled",
"HealthRollup": "OK",
"Health": "OK"
by
"ServiceEnabled": false,

"AuthFailureloggingThreshold": 3,
"MinPasswordLength": 8,
"MaxPasswordLength": 20,
"AccountLockoutThreshold": 3,
"AccountLockoutDuration": 30,
"AccountLockoutCounterResetAfter": 900,
"EnableIpRangeAddress": false,
"IpRangeAddress": null,

"ByUserName": false,

"ByIPAddress": false

"Id": "10",
"Description": "OME-Modular User Accounts",
"Name": "Account Service",
"Status": {
"State": "Enabled",
"HealthRollup": "OK",
"Health": "OK",
"Oem": null
by
"Oem": null,

"AuthFailureLoggingThreshold": 3,
"MinPasswordLength": 8,
"MaxPasswordLength": 20,
"AccountLockoutThreshold": 3,
"AccountLockoutDuration": 30,
"AccountLockoutCounterResetAfter": 900,
"IpRangeAddress": null,
"ServiceEnabled": false,
"ByUserName": false,
"ByIPAddress": false,
"EnableIpRangeAddress": false

Attribute Description

Id Uniquely identifies the resource within the collection of like
resources.

Description Description for the Account service.

Name Name given for Account service.

State Indicates the known state of the resource.

HealthRollup Health rollup status.

Health Health of the resource.

ServiceEnabled

Indicates whether this service is enabled or disabled.
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Table 15. Attributes (continued)

Attribute

Description

AuthFailureLoggingThreshold

Number of authorization failures that need to occur before
the failure attempt is logged to the manager log.

MinPasswordLength

Minimum password length.

MaxPasswordLength

Maximum password length.

AccountlLockoutThreshold

The number of failed login attempts before a user account is
locked for a specified duration. O indicates that the account is
never locked.

AccountlLockoutDuration

The time in seconds an account is locked for after the
account lockout threshold is met. This value must equal to or
higher than the AccountLockoutResetAfter value. O indicates
that the account is never locked.

AccountLockoutCounterResetAfter

The interval of time in seconds since the last failed login
attempt at which point the lockout threshold counter for
the account is reset to zero. Must be less than or equal to
AccountlLockoutDuration.

EnablelpRangeAddress

Enable or disable IP range address.

IpRangeAddress

IP rage address to be used.

ByUserName

Configure the service by user name.

BylPAddress

Configure the service by IP address.

/api/AccountService/Accounts

This URI represents the collection of accounts.

GET method for Accounts

This method returns a collection of accounts.

Description Returns the collection of accounts.

Smetadata#Collection (AccountService.Account)",

Privilege VIEW

HTTP response 200

codes

Example

response body :
"@odata.context": "/api/
"@odata.count": 6,
"value": [

{
"@odata.type":

"$AccountService.Account",

"@odata.id": "/api/AccountService/Accounts ('10042")",

llId": "10042",
"UserTypeId":

"DirectoryServiceId": 0,

"Description":
"Name" :

"rOOt",
"Password": null,

"root",

"UserName": "root",

"RoleId": "10",
"Locked": false,
"IsBuiltin": true,
"Enabled": true,
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"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10042') /Permissions"
bo
{

"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts('10566")",
"Id": "10566",

"UserTypeId": 2,
"DirectoryServiceId": 10564,
"Description": null,
"Name": "NGMoulgpl",
"Password": null,
"UserName": "NGMoulgpl",
"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10566"') /Permissions™"
bo
{

"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts ('10568")",
"Id": "10568",

"UserTypeId": 2,
"DirectoryServiceId": 10564,
"Description": null,
"Name": "NGMoulgp2",
"Password": null,
"UserName": "NGMoulgp2",
"RoleId": "11",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10568') /Permissions"
bo
{

"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts('10570")",
BTgv g w1037,

"UserTypeId": 2,
"DirectoryServiceId": 10564,
"Description": null,
"Name": "NGMoulgp3",
"Password": null,
"UserName": "NGMoulgp3",
"RoleId": "15",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"IsVisible": true,
"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10570') /Permissions"
bo
{

"@odata.type": "#AccountService.Account",
"@odata.id": "/api/AccountService/Accounts ('10572")",
"Id": "10572",

"UserTypeId": 2,
"DirectoryServiceId": 10564,

"Description": null,
"Name": "NGMoulgp4",
"Password": null,
"UserName": "NGMoulgp4",
"RoleId": "12",
"Locked": false,
"IsBuiltin": false,

"Enabled": true,
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"IsVisible":

true,

"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10572"') /Permissions™"

by
{

"@odata.type": "#AccountService.Account",

"Qodata.id":
"10574",
"UserTypeId":

"Id":

"/api/AccountService/Accounts ('10574")",

2,

"DirectoryServiceId": 10564,
"Description": null,

"Name" :
"Password":
"UserName":
"RoleId":
"Locked":
"IsBuiltin":
"Enabled":
"IsVisible":

"NGMoulgpb",
null,
"NGMoulgp5",
"16",

false,

false,

true,

true,

"Permissions@odata.navigationLink": "/api/AccountService/
Accounts ('10574"') /Permissions"

}
]

Table 16. Attributes

Attribute Description
Id Uniquely identifies the resource within the collection.
UserTypeld Type of user.

DirectoryServiceld

Directory service ID.

Description Description for the user.

Name Name of the user. This name is the same as username.

Password Password for the user. When retrieving the details, Password
is displayed as blank.

UserName Username of the account.

Roleld Role for the account.

Roles Determines the operations that a user is authorized to use.
Possible roles are: Viewer, Device Manager, and Administrator.

Locked Indicates if the account is locked or unlocked.

IsBuiltin Indicates if the account is an in-built account.

Enabled Indicates if the account enabled or disabled.

Permissions Permissions for this account.

POST method for Accounts

This method creates an account.

Description Creates an account.
Privilege SECURITY_SETUP
HTTP response 201

codes

Example request
body
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"UserTypeId": 1,
"DirectoryServiceId":

"Description”": "userl description",

"Name": "userl",

"Password": "Delll23S$",

"UserName": "userl",
"RoleId": "10",
"Locked": false,
"Enabled": true

Example
response body {

"Id": "2964",
"UserTypeId": 1,
"DirectoryServiceId":
"Name": "userl",
"Password": null,
"UserName": "userl",
"Description”: "userl
"Oem": null,
"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true

Table 17. Attributes

description",

Attribute Description
Id Uniquely identifies the resource within the collection.
UserTypeld Type of user.

DirectoryServiceld

Directory service ID.

Description Description for the user.

Name Name of the user. This name is the same as user name.

Password Password for the user. When retrieving the details, Password
is displayed as blank.

UserName User name of the account.

Roleld Role for the account.

Locked Indicates if the account is locked or unlocked.

IsBuiltin Indicates if the account is an in-built account.

Enabled Indicates if the account enabled or disabled.

/api/AccountService/Accounts(id)

This URI represents a specific account within the collection.

GET method for Accounts(ID)

This method returns the details of a specific account within the collection.

Description Returns the details of a specific account.

Privilege VIEW
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HTTP response 200
codes

Example
response body

"@odata.context": "Smetadata#AccountService.Account/$entity",
"Qodata.id": "/api/AccountService/Accounts('1814")",

"Id": ll1814"’
"UserTypelId": 1,
"DirectoryServiceId": O,
"Description": "root",
"Name": "root",
"Password": null,
"UserName": "root",
"RoleId": "10",
"Locked": false,
"IsBuiltin": true,
"Enabled": true,
"Permissions": [

{

"@odata.id": "/api/AccountService/Accounts ('1814"')/Permissions"

}

Table 18. Attributes

Attribute Description
Id Uniquely identifies the resource within the collection.
UserTypeld Type of user.

DirectoryServiceld

Directory service ID.

Description Description for the user.

Name Name of the user. This name is the same as user name.

Password Password for the user. When retrieving the details, Password
is displayed as blank.

UserName User name of the account.

Roleld Role for the account.

Locked Indicates if the account is locked or unlocked.

IsBuiltin Indicates if the account is an in-built account.

Enabled Indicates if the account enabled or disabled.

Permissions Permissions for the account.

PUT method for Accounts(ID)

This method updates the settings for an account.

Description Updates the settings for an account.

Privilege SECURITY_SETUP
HTTP response 200
codes

Example request
body
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llId": "2964",
"UserTypeId": 1,
"DirectoryServiceId":
"Name": "userl",

0,

"Password": "Delll23$",

"UserName": "userl",

"Description”": "userl description",

"RoleId": "10",
"Locked": false,
"Enabled": true

Example

response body { ST WREEL

"UserTypelId": 1,
"DirectoryServiceId":
"Name": "userl",
"Password": null,
"UserName": "userl",
"Description": "userl
"Oem": null,
"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true

Table 19. Attributes

description",

Attribute Description
Id Uniquely identifies the resource within the collection.
UserTypeld Type of user.

DirectoryServiceld

Directory service ID.

Description Description for the user.

Name Name of the user. This name is the same as user name.

Password Password for the user. When retrieving the details, Password
is displayed as blank.

UserName User name of the account.

Roleld Role for the account.

Locked Indicates if the account is locked or unlocked.

IsBuiltin Indicates if the account is an in-built account.

Enabled Indicates if the account enabled or disabled.

DELETE method for Accounts(ld)

This method deletes an account.

Description Deletes an account.
Privilege SECURITY_SETUP
HTTP response 204

codes
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Table 20. Attributes

Attribute Description

Id Uniquely identifies the resource within the collection.

/api/AccountService/Accounts(userld)/Permissions

This URI represents the permissions for an account.

GET method for Permissions

This method lists the permissions for an account.

Description Lists the permissions for an account.
Privilege VIEW

HTTP response 200

codes

Example

response body

"Qodata.context": "Smetadata#Collection (AccountService.Permission)",
"@odata.count": 1,
"value": [
{
"Id": 3214,
"UserId": 3164,
"RoleId": 10,

"Entities": [
64
]
}
]
}
Table 21. Attributes
Attribute Description
Id Permission record ID.
Userld Account ID for which permissions are retrieved.
Roleld Role ID of the account.
Entities List of entities that the account has access to.

/api/AccountService/Actions/AccountService.GetPrivileges

This URI represents the list of privileges for a user for a device.

POST method for /api/AccountService/Actions/
AccountService.GetPrivileges

This method returns the list of privileges for a user for a particular device.

Description Returns the current network IP configuration.

Privilege SECURITY_SETUP
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HTTP response 201
codes

Example

Response Body payload { "Type":"Fan Slot",

"Location":"slot301"}
Returns mapped privileges

/api/AccountService/Actions/
AccountService.GetPrivilegesForUser

This API represents user privileges and MAC address information for a particular user.

POST method for /api/AccountService/Actions/
AccountService.GetPrivilegesForUser

This method provides a list of user privileges for the user id and device mac address that is provided in the payload.

Description Returns user privilege and MAC address information for a particular user.
Privilege VIEW

HTTP response 202

codes

Example request
body { "UserId":"100",

"MacAddress":"d0:94:66:34:b7:de"
}

/api/AccountService/Actions/AccountService.GetUserDetail

This API returns details of the user who has logged in.

POST method for /api/AccountService/Actions/
AccountService.GetUserDetail

This method returns details of the user who has logged in. The details include user name, user ID, and role details.

Description Returns details the user who has logged in.
Privilege VIEW
HTTP response 202
codes
Example
response body {
"UserName": "root",
"UserDetails": [
{
"Id": "10042",
"UserName": "root",
"RoleId": "10",
"RoleName": "CHASSIS ADMINISTRATOR"
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/api/AccountService/Actions/AccountService.Enable

This URI enables you to enable multiple accounts.

POST method for AccountService.Enable

This method enables multiple accounts.

Description Enables multiple accounts.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request

body :

"AccountIds":[3164,3264]
}

Table 22. Attributes

Attribute Description

Accountlds Account IDs to be enabled.

/api/AccountService/Actions/AccountService.Disable

This URI enables you to disable multiple accounts.

POST method for AccountService.Disable

This method disables multiple accounts.

Description Disables multiple accounts.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request

body :

"AccountIds":[3164,3264]
}

Table 23. Attributes

Attribute Description

Accountlds Account IDs to be disabled.
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/api/AccountService/Actions/AccountService.Delete

This URI enables you to delete multiple accounts.

POST method for AccountService.Delete

The method deletes multiple accounts.

Description Deletes multiple accounts.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request

body :

"AccountIds":[3164,3264]
}

Table 24. Attributes

Attribute Description

Accountlds Account IDs to be deleted.

/api/AccountService/Roles

This URI represents the user roles.

GET method for Roles

This method returns a list of roles and the respective privileges.

Description Returns a list of user roles and respective privileges.
Privilege VIEW

HTTP response 200

codes

Example

response body
{

"Qodata.context": "Smetadata#Collection (AccountService.Role)",
"Q@odata.count": 5,
"value": [
{

"Qodata.id": "/api/AccountService/Roles('10'")",

'lId": "10",

"Description": "Privileges to do all operations",

"Name": "CHASSIS ADMINISTRATOR",

"IsPredefined": true,

"AssignedPrivileges": [],

"OemPrivileges": [

IIVIEW"’

"APPLIANCE SETUP",
"SECURITY SETUP",
"MONITORING SETUP",
"POWER CONTROL",
"DEVICE CONFIGURATION",
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"OPERATING SYSTEM DEPLOYMENT",

"DEVICE UPDATE",
"TEMPLATE MANAGEMENT",
"BASELINE MANAGEMENT",
"POWER MANAGEMENT"

Table 25. Attributes

Attribute Description

Id Role record ID.
Description Role description.
Name Name for the role.

IsPredefined

Indicates if the role is a predefined role.

AssignedPrivileges

List of assigned privileges.

OemPrivileges

List of OEM privileges for the role.

/api/AccountService/Roles(ld)

This URI represents the details of a user role.

GET method for Roles(ld)

This method returns the details of a user role.

Description Returns the details of a user role.

Privilege VIEW
HTTP response 200
codes

Example

response body

"@odata.context":

"Smetadata#Collection (AccountService.Role)",

"Q@odata.count": 5,
"value": [
{
"Qodata.id": "/api/AccountService/Roles('10'")",
'lId": "10",
"Description": "Privileges to do all operations",
"Name": "CHASSIS ADMINISTRATOR",

"IsPredefined": true,
"AssignedPrivileges": []
"OemPrivileges": [
IIVIEW"’
"APPLIANCE SETUP",
"SECURITY_SETUP",
"MONITORING SETUP",
"POWER CONTROL",

4

"DEVICE CONFIGURATION",
"OPERATING SYSTEM DEPLOYMENT",

"DEVICE UPDATE",
"TEMPLATE MANAGEMENT",
"BASELINE MANAGEMENT",
"POWER_MANAGEMENT"
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Table 26. Attributes

Attribute Description

Id Role record ID.
Description Role description.
Name Name for the role.

IsPredefined

Indicates if the role is a predefined role.

AssignedPrivileges

List of assigned privileges.

OemPrivileges

List of OEM privileges for the role.

/api/AccountService/ExternalAccountProvider

This URI represents the collection of external account providers.

GET method for ExternalAccountProvider

This method returns the details of the default LDAP and AD ports and network timeouts.

Description Returns the LDAP and AP ports and network timeouts.
Privilege VIEW

HTTP response 200

codes

Example

response body {

"Qodata.context": "/api/

Smetadata#ExternalAccountProvider.ExternalAccountProvider",

Table 27. Attributes

"@odata.type": "#ExternalAccountProvider.ExternalAccountProvider",
"@odata.id": "/api/AccountService/ExternalAccountProvider",
"DefaultLDAPPort": 636,
"DefaultADPort": 3269,
"DefaultNetworkTimeOut":
"DefaultSearchTimeOut":
"Actions": null,
"LDAPAccountProvider@odata.navigationLink":
"/api/AccountService/ExternalAccountProvider/LDAPAccountProvider",
"ADAccountProvider@odata.navigationLink":
"/api/AccountService/ExternalAccountProvider/ADAccountProvider",
"OpenIDConnectProvider@odata.navigationLink":
"/api/AccountService/ExternalAccountProvider/OpenIDConnectProvider",
"DirectoryServiceType@odata.navigationLink":
"/api/AccountService/ExternalAccountProvider/DirectoryServiceType"

120,
120,

Attribute Description

Id The identifier of the external account provider.
DefaultLDAPPort The default LDAP port.

DefaultADPort The default AD port.

DefaultNetworkTimeOut

The default network timeout.

DefaultSearchTimeOut

The default search timeout.
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/api/AccountService/ExternalAccountProvider/
DirectoryServiceType

This URI represents the collection of directory types.

GET method for DirectoryServiceType

This method returns the collection of directory types.

Description Returns a collection of directory types.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context":

"Smetadata#Collection (ExternalAccountProvider.DirectoryServiceType)",

"Q@odata.count": 2,
"value": [
{
"Id": 1,
"DirectoryType": "AD"
}o
{
"Id": 2,
"DirectoryType": "LDAP"
}
]
}
Table 28. Attributes
Attribute Description
Id Identifier of the Directory Type.
DirectoryType Directory Type.

/api/AccountService/ExternalAccountProvider/
ADAccountProvider

This URI represents the collection of Active-Directory services.

GET method for ADAccountProvider

This method returns the details of Active Directory services. The details include name, server type, username, timeouts, and

port information.

Description Returns the collection of Active Directory services.

Privilege VIEW

HTTP response 200

codes

Example

response body { .
"@odata.context": "/api/

Smetadata#Collection (ExternalAccountProvider.ADAccountProvider)",
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"Qodata.count": 0,
"value": []

POST method for ADAccountProvider

This method adds an Active Directory service.

Description
Privilege

HTTP response
codes

Example request
body

Example
response body

Adds an Active Directory service.

SECURITY_SETUP

"Name": "Starship",

nIg" :2,

"ServerType": "DNS",
"ServerName": ["10.35.195.1"7,
"UserName": "test",
"Password": "test@123",

"ServerPort": 3268,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": true,
"CertificateFile": ""

"Id": 2714,

"Name": "Starship",

"ServerType": "DNS",

"ServerName": [
"10.35.195.1"

1,

"UserName": "test",

"Password": null,

"ServerPort": 3268,

"NetworkTimeOut": 300,

"SearchTimeOut": 300,

"CertificateValidation": false,

"CertificateFile": null

Table 29. Attributes

Attribute

Description

Id Active Directory or LDAP server ID.
ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.

Password Password of the directory service.

ServerPort Port of the directory Service.

NetworkTimeOut

Network timeout value.

SearchTimeOut

Search timeout value.
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Table 29. Attributes (continued)

Attribute Description

CertificateValidation Enable or disable certificate validation for the directory
service.

CertificateFile Certificate file for authentication.

/api/AccountService/ExternalAccountProvider/
ADAccountProvider(ld)

This URI represents a specific Active Directory server.

GET method for ADAccountProvider(ld)

This method returns the details of a specific Active Directory server from the collection.

Description Returns the details of a specific Active Directory server.
Privilege VIEW

HTTP response 200

codes

Example

response body {

"@odata.context":
"Smetadata#Collection (ExternalAccountProvider.ADAccountProvider)",

"@odata.count": 1,
"value": [
{
"Qodata.id": "/api/AccountService/ExternalAccountProvider/
ADAccountProvider (1264)",
"Id": 1264,
"Name": "Dell Servers",
"ServerType": "MANUAL",
"ServerName": [

"ausdcl2amer29.amer.dell.com"
1,
"UserName": "Admin",
"Password": "XXXXXX",
"ServerPort": 3268,
"SsoEnablement": false,
"KerberosFile": null,
"NetworkTimeOut": 120,
"SearchTimeOut": 120,

"CertificateValidation": false,
"CertificateFile": null,
"Groups": [
{
"Qodata.id": "/api/AccountService/ExternalAccountProvider/

ADAccountProvider (1264) /Groups"
}
]
}

PUT method for ADAccountProvider(id)

This method updates the details of a specific Active Directory server in the collection.

Description Updates the details of a specific Active Directory server.
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Privilege SECURITY_SETUP

HTTP response 200
codes

Example request
body

"Name": "Starship",

"Id": 2714,

"ServerType": "MANUAL",

"ServerName": ["10.35.195.1"],

"UserName": "Admin",

"Password": null,

"ServerPort": 3268,
"NetworkTimeOQut":

"SearchTimeOut":

"CertificateValidation":
"CertificateFile":

Example

response body t "Idr. 2714

"Name": "Starship",

"ServerType": "MANUAL",

false,

"ServerName": ["10.35.195.1"],

"UserName": "Admin",

"Password": null,

"ServerPort": 3268,
"NetworkTimeOut": 120,
"SearchTimeOut": 120,
"CertificateValidation":

"CertificateFile":

Table 30. Attributes

false,

Attribute name

Description

Id The identifier of the AD account provider.
Name Directory name.

ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.

Password Password of the directory service.

ServerPort Port of the directory service.

NetworkTimeQut

Network timeout value.

SearchTimeOut

Search timeout value.

CertificateValidation

Enable or disable certificate validation for the directory
service.

CertificateFile

Certificate file for authentication.
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/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.TestADConnection

This URI enables you to test the Directory Service connection.

POST method for ExternalAccountProvider.TestADConnection

This method tests the Active Directory Service connection.

Description Tests the Active Directory Service connection.

Privilege SECURITY_SETUP

HTTP response 200

codes

Example for Example request body

ServerType:

MANUAL

{

"Name": "Starship",
"ServerType": "MANUAL",
"ServerName": ["10.35.195.1", "10.35.195.2"],
"UserName": "test",
"Password": "test@123",

"ServerPort": 3268,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": true,
"CertificateFile": “”

Example for Example response body

ServerType:

MANUAL {
"Id": 2714,
"Name": "Starship",
"ServerType": "MANUAL",
"ServerName": ["10.35.195.1"],
"UserName": "Admin",
"Password": null,
"ServerPort": 3268,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": false,
"CertificateFile": null

Example for Example request body
ServerType: DNS
{ llNameH: IIAD",
"ServerType": "DNS",
"ServerName": [ 1,
"DnsServer":
[
"dell.com"
1,
"GroupDomain": "dell.com",
"UserName": null,
"Password": "",
"ServerPort": 3269,
"NetworkTimeOut": 120,
"SearchTimeOut": 120,
"CertificateValidation": false,

Application settings

63



Example for
ServerType: DNS

wn

"CertificateFile":

Example response body

{

"GroupDomain":

Table 31. Attributes

"Name": "AD",

"ServerType":

"ServerName" :

[
"ausdcdelll.dell.com",
"rdudcl2dell01l.dell.
"pendcl2dellOl
"ausdcl2dell02.dell.
"ausdcl2dellOl.
"limdcl2dellO1.
"ausdcl2dell05.
"ausdcl2dellO6.
"rdudcl2dellO2.
"ausdcl2dell03.

1,

"DnsServer":

[
"dell.com"

1,

"DNS" ,

dell.
dell.
dell.
dell.

"dell.com",
null,

(IR1}

"UserName" :
"Password":
"ServerPort":
"NetworkTimeOut": 120,
"SearchTimeOut": 120,
"CertificateValidation":
"CertificateFile": ""

3269,

.dell.co

dell.co
dell.co

com"

false,

Attribute name

Description

Name Name of the directory service.

Id ID of the AD or LDAP server.

ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.

Password Password of the directory service.

ServerPort Port of the directory service.

NetworkTimeOQOut

Network timeout value.

SearchTimeOut

Search timeout value.

CertificateValidation

Enable or disable certificate validation for the directory
service.

CertificateFile

Certificate file for authentication.
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/api/AccountService/ExternalAccountProvider/
LDAPAccountProvider

This URI represents the collection of LDAP Directory Services.

GET method for LDAPAccountProvider

This method returns the collection of LDAP Directory Service.

Description Returns the collection of LDAP Directory Service.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context":

"Smetadata#Collection (ExternalAccountProvider.LDAPAccountProvider)",

"@odata.count": 1,
"value": [
{
"@odata.id": "/api/AccountService/ExternalAccountProvider/
LDAPAccountProvider (2814)",
"Id": 2814,
"Name": "Ldap Server",
"ServerType": "MANUAL",

"ServerName": [
"10.35.195.1"

1,

"UserName": "Admin",
"Password": "",

"ServerPort": 3268,
"BaseDistinguishedName": null,

"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"SearchFilter": null,
"NetworkTimeOut": 120,
"SearchTimeOut": 120,

"CertificateValidation": false,
"CertificateFile": null,
"Groups": [
{
"Qodata.id": "/api/AccountService/ExternalAccountProvider/

LDAPAccountProvider (2814) /Groups"
}
]
}

POST method for LDAPAccountProvider

This method adds an LDAP Directory Service.

Description Adds an LDAP Directory Service.
Privilege SECURITY_SETUP

HTTP response 200

codes

Example request
body
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Example
response body {

Table 32. Attributes

"Name": "seaquest",

"Id":l,

"ServerType": "DNS",

"ServerName": ["10.35.195.1"7],

"UserName": "Admin",

"Password": "XXXXX",

"ServerPort": 0,

"BaseDistinguishedName" : "dc=dell,dc=com",

"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": false,
"CertificateFile": ""

"Id": 2914,
"Name": "seaquest",
"ServerType": "DNS",
"ServerName": [
"10.35.195.1"
1,

"UserName": "Admin",

"Password": "",

"ServerPort": 389,
"BaseDistinguishedName": "dc=dell,dc=com",

"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"SearchFilter": null,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": false,
"CertificateFile": ""

Attribute name

Description

Id ID of the LDAP account provider.

Name Directory name.

ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.

Password Password of the directory service.

BaseDistinguishedName

Domain names for search base. Example: dc=dell, dc=com.

AttributeUserLogin

User login details.

AttributeGroupMembership

Group member information.

SearchFilter

Search type.

NetworkTimeOQOut

Network timeout value.

SearchTimeOut

Search timeout value.

CertificateValidation

Enable or disable certificate validation for the directory
service.

CertificateFile

Certificate file for authentication.
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/api/AccountService/ExternalAccountProvider/
LDAPAccountProvider(id)

This URI represents a specific LDAP server within the collection of LDAP Directory Service.

GET method for LDAPAccountProvider(ld)

This method returns the details of a single server of the LDAP Directory Service.

Description Returns the details of a single LDAP server.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context":

"Smetadata#ExternalAccountProvider.LDAPAccountProvider/S$entity",

"Qodata.id": "/api/AccountService/ExternalAccountProvider/
LDAPAccountProvider (2914)",

"Id": 2914,

"Name": "seaquest",

"ServerType": "MANUAL",

"ServerName": [

"10.35.195.1"
1
"UserName": "Admin",
"Password": null,
"ServerPort": 389,
"BaseDistinguishedName": "dc=dell,dc=com",
"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"SearchFilter": null,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,

"CertificateValidation": false,
"CertificateFile": "",
"Groups": [
{
"Qodata.id": "/api/AccountService/ExternalAccountProvider/

LDAPAccountProvider (2914) /Groups"
}
]
}

PUT method for LDAPAccountProvider(ld)

This method updates the details of a server of the LDAP Directory Service.

Description Updates the details of an LDAP server.
Privilege SECURITY_SETUP

HTTP response 200

codes

Example request

body :
"Name": "seaquest",
"Id":2964,
"ServerType": "DNS",
"ServerName": ["10.35.195.1"7,
"UserName": "test",
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Example
response body {

"Password": "test@123",

"ServerPort": 3268,

"BaseDistinguishedName" : "dc=dell,dc=com",
"NetworkTimeOut": 300,

"SearchTimeOut": 300,
"CertificateValidation": false,
"CertificateFile": ""

"Id": 2964,

"Name": "seaquest",
"ServerType": "DNS",
"ServerName": [

V10:395.195, 1LY

1,

"UserName":
"Password":
"ServerPort":
"BaseDistinguishedName":
"AttributeUserLogin":
"AttributeGroupMembership":
"SearchFilter":
"NetworkTimeOut":
"SearchTimeOut":

"CertificateValidation":
"CertificateFile":

Table 33. Attributes

"dc=dell,dc=com",

null,

false,

Attribute name

Description

Id ID of the LDAP account provider.

Name Directory name

ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.

Password Password of the directory service.

BaseDistinguishedName

Domain names for search base. Example: dc=dell, dc=com.

AttributeUserLogin

User login details.

AttributeGroupMembership

Group member information.

SearchFilter

Search type.

NetworkTimeOut

Network timeout value.

SearchTimeOut

Search timeout value.

CertificateValidation

Enable or disable certificate validation for the directory
service.

CertificateFile

Certificate file for authentication.
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/api/AccountService/ExternalAccountProvider/Actions/

ExternalAccountProvider.TestLDAPConnection

This URI enables you to test the LDAP Directory Service connection.

POST method for ExternalAccountProvider.TestLDAPConnection

This method tests the LDAP Directory Service connection.

Description Tests the LDAP Directory Service connection.
Privilege SECURITY_SETUP
HTTP response 200
codes
Example for Example request body
ServerType:
MANUAL
{
"Name": "seaquest",
"Id":1,
"ServerType": "MANUAL",
"ServerName": ["10.35.195.1"],
"UserName": "Admin",
"Password": "",
"ServerPort": 636,
"BaseDistinguishedName" : "dc=dell,dc=con",

"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificateValidation": false,
"CertificateFile": ""

Example for Example response body

ServerType:

MANUAL {
"Id": 2914,
"Name": "seaquest",
"ServerType": "MANUAL",
"ServerName": ["10.35.195.1"],
"UserName": "Admin",
"Password": null,
"ServerPort": 636,
"BaseDistinguishedName": "dc=dell,dc=com",

"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"SearchFilter": null,
"NetworkTimeOut": 300,
"SearchTimeOut": 300,
"CertificatevValidation": false,
"CertificateFile": ""

Example for Example request body
ServerType: DNS
{
"Name": "LDAP",
"ServerType": "DNS",
"ServerName": [ 1,
"DnsServer":
[

"dell.com"
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1,

"UserName": null,

"Password": "",

"ServerPort": 636,

"BindDN": null,

"BindPassword": "",
"BaseDistinguishedName": "dc=dell,dc=com",
"AttributeUserLogin": null,
"AttributeGroupMembership": null,
"SearchFilter": null,
"NetworkTimeOut": 120,
"SearchTimeOut": 120,
"CertificateValidation": false,
"CertificateFile": ""

Example for Example response body
ServerType: DNS
{

"Name": "LDAP",

"ServerType": "DNS",

"ServerName":

[
"ausdcdelll.dell.com",
"rdudcl2dell0l.dell.com",
"pendcl2dellOl.dell.com",
"ausdcl2dell02.dell.com",
"ausdcl2dellOl.dell.com",
"limdcl2dellO1l.dell.com",
"ausdcl2dell05.dell.com",
"ausdcl2dell06.dell.com",
"rdudcl2dell02.dell.com",
"ausdcl2dell03.dell.com"

1,

"DnsServer":

[
"dell.com"

1,

"UserName": null,

"Password": "",

"ServerPort": 636,

"BindDN": null,

"BindPassword": "",

"BaseDistinguishedName": "dc=dell,dc=com",

"AttributeUserLogin": null,

"AttributeGroupMembership": null,

"SearchFilter": null,

"NetworkTimeOut": 120,

"SearchTimeOut": 120,

"CertificateValidation": false,
"CertificateFile": ""
}
Table 34. Attributes
Attribute name Description
Id ID of the LDAP account provider.
Name Directory name.
ServerType Server type of the directory—DNS or Manual.
ServerName Server name of the directory service.
UserName User name of the directory service.
Password Password of the directory service.
BaseDistinguishedName Domain names for search base. Example: dc=dell, dc=com.
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Table 34. Attributes (continued)

Attribute name Description

AttributeUserLogin User login details.

AttributeGroupMembership Group member information.

SearchFilter Search type.

NetworkTimeOut Network timeout value.

SearchTimeOut Search timeout value.

CertificateValidation Enable or disable certificate validation for the directory
service.

CertificateFile Certificate file for authentication.

/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.SearchGroups

POST method for ExternalAccountProvider.SearchGroups

This method returns the Group details of an Active Directory service from the collection.

Description Returns the Group details of an Active Directory service.
Privilege SECURITY_SETUP

HTTP response 200

codes

Example request

body :
"DirectoryServerId": 25084,
IlType" . IIAD",
"UserName": "Administrator@ngmdev.com",
"Password": "dell@123",
"CommonName": "Admin-gr"
}
Example
response body ( ‘
"CommonName": "ADMIN-GROUP",
"OrganizationalUnit": null,
"DistinguishedName": "CN=ADMIN-GROUP, OU=DEV",
"DomainComponent": [],
"ObjectGuid": "87da9d36-116c-405d-ae3£f-054574e91af4d"
}
1
Table 35. Attributes
Attribute name Description
CommonName Common name of the directory service.
OrganizationalUnit Organization unit of the directory service.
DistinguishedName Distinguished name of the directory service.
DomainComponent Domain name of the directory service.
ObjectGuid Unique ObjectGuid for the group.
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/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.DeleteExternalAccountProvider

This URI enables you to delete an Active Directory or an LDAP Directory Service.

POST method for ExternalAccountProvider.DeleteExternalAccountProvider

This method deletes an Active Directory or LDAP Directory Service.

Description Deletes an Active Directory or LDAP Directory Service.
Privilege SECURITY_SETUP

HTTP response 200

codes

Example request

body :
"AccountProviderIds": [2864]
}
Table 36. Attributes
Attribute name Description
AccountProviderlds List of Active Directory or LDAP Directory Services.

/api/AccountService/Actions/
AccountService.ImportExternalAccountProvider

This URI enables you to import a Group and add to the user list.

POST method AccountService.ImportExternalAccountProvider

This method imports a Group and adds to the user list.

Description Imports a Group and adds to the user list.
Privilege SECURITY_SETUP

HTTP response 200

codes

Example Request
Body

"UserTypeId": 2,
"DirectoryServiceId": O,
"Description": "admin",
"Name": "OME-ModularMegatronTeam",
"Password": "",
"UserName": "OME-ModularMegatronTeam",
"RoleId": "10",
"Locked": false,
"Enabled": true,
"ObjectGuid": "d22005b6-0ce5-40ed-88d0-7£7759b52£25"
b
{
"UserTypeId": 2,
"DirectoryServiceId": O,
"Description": "admin",

72 Application settings



"Name": "OME-ModularDevelopmentTeam",

"Password": "",
"UserName": "OME-ModularDevelopmentTeam",
"RoleId": "10",

"Locked": false,

"Enabled": true,

"ObjectGuid": "21dd5985-602f-48a2-bde5-dde50eefbd22"
}

Example
Response Body [

"Id": "4664",
"UserTypelId": 2,
"DirectoryServiceId": O,
"Name": "test4d456",
"Password": null,
"UserName": "test456",
"Description": "admin",
"Oem": null,

"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"ObjectGuid": null

"Id": Il4764|l,
"UserTypeId": 2,
"DirectoryServiceId": O,
"Name": "test789",
"Password": null,
"UserName": "test789",
"Description": "admin",
"Oem": null,

"RoleId": "10",
"Locked": false,
"IsBuiltin": false,
"Enabled": true,
"ObjectGuid": null

Table 37. Attributes

Attribute name Description

Id Unique identifier of the resource within the collection.
UserTypeld Type of user.

DirectoryServiceld ID of the directory service.

Description Description for this user.

Name Name of the user. This value is the same as the user name.
Password Password for the user. The password is not displayed while

retrieving the details.

UserName Username of the account.

Roleld Role for the account.

Locked Indicates if the account is locked.

IsBuiltin Indicates if the account is an in-built account.
Enabled Indicates if the account is enabled.
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Table 37. Attributes (continued)

Attribute name Description

ObjectGuid Unique group ID for directory service.

/api/AccountService/ExternalAccountProvider/
OpeniDConnectProvider

This URI creates an OpenID Connect (OIDC) provider in OpenManage Enterprise and OME-Modular.

POST method for OpeniDConnectProvider

Description Creates an OIDC provider in OpenManage Enterprise and OME-Modular.
Privilege SECURITY_SETUP

HTTP response 201

codes

Example request
body

"Name" :"OpenID Provider Name",

"DiscoveryURI":"Discovery URI of OpenID Server",

"AuthType" : "USERNAME" /” TOKEN”,

"UserName" :"username",

"Password":"password",

“Token”:”Initalized Access Token”, (This field is required only when
Authtype is TOKEN)

"Enabled":true,

"CertificateFile":"Content of TrustStore File"

}

GET method for OpeniDConnectProviders

Description Retrieves all OpenlD Connect provider information from OpenManage Enterprise and OME-Modular.
Privilege VIEW

HTTP response 200

codes

Example

response body {

/api/AccountService/ExternalAccountProvider/OpenIDConnectProviders

}

/api/AccountService/ExternalAccountProvider/
OpenIDConnectProvider('OIDCProvideriD")

This URI updates the existing OIDC provider information.

PUT method for OpenIiDConnectProvider('OIDCProvideriD')

Description Updates the existing OIDC provider information.

Privilege SECURITY_SETUP
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HTTP response 200
codes

Example request

body TeaTe 3
. I4
"Name": "ODICone",
"DiscoveryURI": "Discovery URI of OpenID" Server",
"AuthType": "USERNAME"/"TOKEN",
"UserName": "username",
"Password": "password",
"Token": "Initialized Access Token", (This field is required only when

AuthType is Token)
"Enabled": true,
"CertificateFile":"Content of TrustStore File"

}

GET method for OpenIiDConnectProvider('ID')

Description Retrieves a specific OpenlD Connect provider information.
Privilege VIEW

HTTP response 200

codes

Example

response bod
P y { /api/AccountService/ExternalAccountProvider /

OpenIDConnectProvider (‘'ID')
}

/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.EnableOIDCProviders

This URI enables multiple OIDC providers in OpenManage Enterprise or OME-Modular.

POST method for ExternalAccountProvider.EnableOIDCProviders

Description Enables multiple OIDC providers in OpenManage Enterprise or OME-Modular.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request
body

"OidcServerIds":[1,2],
"IncludeAllIds":false
}
Note: If IncludeAllIds is set to true then no need to provide
OidcServerlIds.
It will enable all OIDC present in OME/OME-M.
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/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.DisableOIDCProviders

This URI disables multiple OIDC providers in OpenManage Enterprise or OME-Modular.

POST method for ExternalAccountProvider.DisableOIDCProviders

Description Disables multiple OIDC providers in OpenManage Enterprise or OME-Modular.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request
body
"OidcServerIds":[1,2],
"IncludeAllIds":false
}

Note: If IncludeAllIds is set to true then no need to provide
OidcServerIds. It will disable all OIDC present in OME/OME-M

/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.DeleteOIDCProviders

This URI deletes OIDC provider information from OpenManage Enterprise or OME-Modular.

POST method for ExternalAccountProvider.DeleteOIDCProviders

Description Deletes OIDC provider information from OpenManage Enterprise or OME-Modular
Privilege SECURITY_SETUP

HTTP response 200

codes

Example request
body

"OidcServerIds":[1,2],
"IncludeAllIds":false
}
Note: If IncludeAllIds is set to true then no need to provide
OidcServerlIds.
It will delete all OIDC present in OME/OME-M
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/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.TestOIDCProvider

This URI tests the OpenlID provider discovery URI connection in OpenManage Enterprise or OME-Modular.

POST method for ExternalAccountProvider.TestOIDCProvider

Description Tests the OpenlD provider discovery URI connection in OpenManage Enterprise or OME-Modular.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request

bod
y "Name" :"OpenID Provider Name",

"DiscoveryURI":"Discovery URI of OpenID Server",

"AuthType" : "USERNAME" /” TOKEN",

"UserName" :"username",

"Password":"password",

“Token”:”Initalized Access Token”, (This field is required only when
Authtype is TOKEN)

"Enabled":true,

"CertificateFile":"Content of TrustStore File"

}

/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.TestOIDCProviderRegistrationStatus

This URI verifies the OpenlD provider registration status.

POST method for
ExternalAccountProvider.TestOIDCProviderRegistrationStatus

Description Verifies the OpenlD provider registration status.
Privilege SECURITY_SETUP

HTTP response 204

codes

Example request

bod
v i

"OidcServerIds":[1,2],
"IncludeAllIds":false
}
Note: If IncludeAllIds is set to true then no need to provide
OidcServerlds.
It will test all OIDC registration status in OME/OME-M
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Security and certificate management

/api/ApplicationService/Security

This URI represents the security information.

GET method for Security

This method returns the security information for the system.

Description Returns the security information.
Privilege VIEW

HTTP response 200

codes

Example

response body

"Qodata.context": "/api/$Smetadata#ApplicationService.Security/$entity",
"@odata.type": "#ApplicationService.Security",

"Qodata.id": "/api/ApplicationService/Security",
"SecurityConfiguration: {

"Qodata.id": "/api/ApplicationService/Security/SecurityConfiguration"

/api/ApplicationService/Security/SecurityConfiguration

This URI represents the security configuration.

GET method for SecurityConfiguration

This method returns the security configuration.

Description Returns the security configuration.
Privilege VIEW

HTTP response 200

codes

Example

response body

{
"@odata.context": "/api/

Smetadata#ApplicationService.FIPSModeConfiguration/$entity",
"Qodata.type": "#ApplicationService.FIPSModeConfiguration",
"@Qodata.id": "/api/ApplicationService/Security/SecurityConfiguration",
"FipsMode": "OFE"

}
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/api/ApplicationService/Certificate

This URI represents the certificates resource.

GET method for Certificate

This method returns the details of the certificates.

Description Returns the details of the security certificates.
Privilege VIEW
HTTP response 200
codes
Example
response body { )
"@odata.context": "/api/
Smetadata#Collection (ApplicationService.CertInfo)",
"Qodata.count": 1,
"value": [
{
"@odata.type": "#ApplicationService.CertInfo",
"ValidFrom": "2020-10-30T21:48:142z2",
"ValidTo": "2030-10-28T21:48:1427z",
"IssuedBy": {
"@odata.type": "#ApplicationService.CertDetail",
"DistinguishedName": "MX-VISHST3.sunday.com",
"DepartmentName": "Server Solutions",
"BusinessName": "Dell Inc.",
"Locality": "Round Rock",
"State": "TX",
"Country": "US",
"Email": "support@dell.com",
"KeySize": null,
"San": null
bo
"IssuedTo": {
"@odata.type": "#ApplicationService.CertDetail",
"DistinguishedName": "MX-VISHST3.sunday.com",
"DepartmentName": "Server Solutions",
"BusinessName": "Dell Inc.",
"Locality": "Round Rock",
"State": "TX",
"Country": "US",
"Email": "support@dell.com",
"KeySize": null,
"San": "MX-VISHST3.sunday.com"
}
}
]
}
Table 38. Attributes
Attribute name Description

Value.ValidFrom

Date from which the certificate is valid.

Value.ValidTo

Date till which the certificate is valid.

Value.lssuedBy

Who the certificate is issued by.

Value.lssuedBy.DistinguishedName

Distinguished name of the certificate issuer.

Value.lssuedBy.DepartmentName

The department which issued the certificate.

Value.lssuedBy.BusinessName

Business name by which the certificate is issued.

Value.lssuedBy.Locality

Locality of the certificate issuer.
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Table 38. Attributes (continued)

Attribute name Description

Value.lssuedBy.State State of the certificate issuer.
Value.lssuedBy.Country Country of the certificate issuer.
Value.lssuedBy.Email Email from which the certificate is issued.
Value.lssuedTo.DistinguishedName Distinguished name to whom the certificate is issued.
Value.lssuedTo.DepartmentName The department to which the certificate is issued.
Value.lssuedTo.BusinessName Business name to which the certificate is issued.
Value.lssuedTo.Locality Locality to which the certificate is issued.
Value.lssuedTo.State State to which the certificate is issued.
Value.lssuedTo.Country Country to which the certificate is issued.
Value.lssuedTo.Email Email address to which the certificate is issued.

/api/ApplicationService/Actions/ApplicationService.GenerateCSR

This URI represents the resource for Certificate Signing Requests.

POST method for GenerateCSR

This method generates a new CSR.

Description Generates a new Certificate Signing Request.
Privilege APPLIANCE_SETUP

HTTP response 200

codes

Example request

body , . .
"DistinguishedName":"localhost",

"DepartmentName" :"ProductGroup",

"BusinessName":"DellInc",

"Locality":"RoundRock",

"State" : IITX" ,

"Country":"US",

"Email":"noreply@dell.com",

"KeySize":"4096",

"San" : "dell.com,amer.dell.com,10.36.0.124,2607:f2b1:£f006:127::10"

Example

response body 77" BEGIN CERTIFICATE REQUEST-----
————— END CERTIFICATE REQUEST-----
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Table 39. Attributes

Attribute name

Description

DistinguishedName

Name of the certificate issuer.

DepartmentName

Department name that issued the certificate.

BusinessName

Business name that issued the certificate.

Locality Locality.
State State.
Country Country.
Email Email associated with the issuer.
KeySize Size of the certificate. The possible values are:
e 2048
e 4096
San Subject Alternative Name. You can use a maximum of four

subject alternative names.

/api/ApplicationService/Actions/

ApplicationService.UploadCertificate

This URI allows you to upload certificates.

POST method for UploadCertificate

This method uploads a certificate.

Description Uploads a certificate.

Privilege APPLIANCE_SETUP
HTTP response 200
codes

Example request

Header:
body , ,
Content-Type application/octet-stream
Request: Upload Certificate File
Example

response body 200 OK

/api/AccountService/ExternalAccountProvider/Actions/
ExternalAccountProvider.DSCertificate

Gets the details of the uploaded certificate for AD or LDAP Directory Services. Gets the details of the uploaded certificate for
AD or LDAP Directory Services. When you click See details for that particular Directory Service, a pop is displayed with the

certificate Serial Number, Issuer CN, Subject CN , and validity dates.

POST method for DS certificate

This API returns the DS certificate details for the AD or LDAP services.

Description

Returns the DS certificate details for the AD or LDAP services.
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Privilege VIEW
HTTP response 202

code
Example request (
bod
y "DirectoryServerId": “10430",
"Typell: "AD",
}
Example (
response bod
P 4 "DirectoryServerId": 10430,
llType": IIAD",
"SerialNumber": "401413413584593270254610161813845066096050178™",
"IssuerCN": "Dell Root Certificate Authority 2015",
"SubjectCN": "Dell Issuing Certificate Authority 101",
"ValidFrom": "Aug 14 2015 22:04:36",
"ValidTo": "Aug 14 2022 22:14:36"

Monitoring and alert notifications

api/AlertService/AlertDestinations/SNMPConfiguration

This URI represents the collection of SNMP configuration.

GET method for SNMPConfiguration

This method returns a collection of SNMP configuration.

Description Returns a collection of SNMP configuration.
Privilege VIEW

HTTP response 200

codes

Example

response body {

"@odata.context":
"Smetadata#Collection (AlertDestinations.SNMPConfiguration)",
"@odata.count": 4,
"value": [
{
nTdr. 1,
"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential": {
"Community": "public"

}

"Td": 2,
"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential™: {

"Community": "public"

}
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"Id": 3,
"Enabled": false,

"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential": {
"Community": "public"
}
bo
{
"Id": 4,
"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential": {
"Community": "public"
}
}
1
}
Table 40. Attributes
Attribute name Description
Id ID of the SNMP configuration.
Enabled Indicates if the SNMP send trap is enabled or disabled.
DestinationAddress SNMP destination address.
PortNumber SNMP port number.
Version SNMP version.
Community SNMP community.

NOTE: By default, you can configure up to four destinations for syslog/SNMP and the responses are sent to each
destination. If there is no information in the response, PortNumber is displayed as O.

api/AlertService/AlertDestinations/Actions/
AlertDestinations.ApplySNMPConfig

POST method for AlertDestinations.ApplySNMPConfig

This method configures SNMP.

Description Configures SNMP.
Privilege APPLICANCE_SETUP
HTTP response 200

codes

Example request
body

"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": "162",
"Version": "SNMPV2",
"SnmpV1V2Credential™: {

"Community": "public"
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}
by

"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": "162",
"Version": "SNMPV2",
"SnmpV1V2Credential": {

"Community": "public"

}

"Enabled": false,
"DestinationAddress": "100.97.1.185",
"PortNumber": "162",
"Version": "SNMPV2",
"SnmpV1V2Credential": {

"Community": "public"

}

"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": "162",
"Version": "SNMPV2",
"SnmpV1V2Credential™: {

"Community": "public"

}
]

Response:

Example
response body [

"Id": 1,
"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential": {

"Community": "public"

b
"SnmpV3Credential": null

"Id": 2,
"Enabled": true,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential™: {

"Community": "public"

}
"SnmpV3Credential": null

"Id": 3,
"Enabled": false,
"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential™: {

"Community": "public"

by
"SnmpV3Credential": null

"Id": 4,
"Enabled": true,

84 Application settings



"DestinationAddress": "100.97.1.185",
"PortNumber": 162,
"Version": "SNMPV2",
"SnmpV1V2Credential": {

"Community": "public"

by
"SnmpV3Credential": null

Table 41. Attributes

Attribute name Description

Id ID of the SNMP configuration.

Enabled Indicates if the SNMP send trap is enabled or disabled.
DestinationAddress SNMP destination address.

PortNumber SNMP port number.

Version SNMP version.

Community SNMP community.

/api/AlertService/AlertDestinations/SyslogConfiguration

This URI represents a collection of syslog configuration.

GET method for SyslogConfiguration

This method returns a list of syslog configuration.

Description Returns a list of syslog configuration.
Privilege VIEW

HTTP response 200

codes

Example

response body {

"@odata.context":
"Smetadata#Collection (AlertDestinations.SyslogConfiguration)",

"@odata.count": 4,
"value": [
{
"Id": l,
"Enabled": true,
"DestinationAddress": "100.97.10.17",

"PortNumber": 514

"Id": 2,
"Enabled": true,
"DestinationAddress": "100.97.10.17",

"PortNumber": 514

"Id": 3,
"Enabled": true,
"DestinationAddress": "10.19.12.1",

"PortNumber": 514

"Id": 4,
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"Enabled": true,
"DestinationAddress": "100.97.1.23",
"PortNumber": 514

Table 42. Attributes

Attribute name Description

Id ID of the syslog configuration.

Enabled Indicates if syslog is enabled or disabled.
DestinationAddress Destination address of syslog.
PortNumber Port number of syslog.

@ NOTE: By default, you can configure up to four destinations for syslog/SNMP and the responses are sent to each
destination. If there is no information in the response, PortNumber is displayed as O.

api/AlertService/AlertDestinations/Actions/
AlertDestinations.ApplySyslogConfig

POST method for AlertDestinations.ApplySyslogConfig

This method configures the syslog.

Description Configures the syslog.
Privilege APPLIANCE_SETUP
HTTP response 200

codes

Example request
body

"Enabled": true,
"DestinationAddress": "100.97.10.17",
"PortNumber": 514

"Enabled": true,
"DestinationAddress": "100.97.10.17",
"PortNumber": 514

"Enabled": true,
"DestinationAddress": "10.19.12.1",
"PortNumber": 514

"Enabled": true,
"DestinationAddress": "100.97.1.23",
"PortNumber": 514

Example
response body [

n"Idn: l,
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"Enabled": true,
"DestinationAddress": "100.97.10.17",
"PortNumber": 514

"Id": 2,
"Enabled": true,
"DestinationAddress": "100.97.10.17",

"PortNumber": 514

VigVs 3,
"Enabled": true,
"DestinationAddress": "10.19.12.1",

"PortNumber": 514

"Id": 4,
"Enabled": true,
"DestinationAddress": "100.97.1.23",

"PortNumber": 514

Table 43. Attributes

Attribute name

Description

Id

ID of the syslog.

Enabled

Indicates if syslog is enabled or disabled.

DestinationAddress

Destination address of syslog.

PortNumber

Port number of syslog.

/api/AlertService/AlertDestinations/SMTPConfiguration

This URI represents the SMTP configuration.

GET method for SMTPConfiguration

This method returns a collection of SMTP configuration.

Description
Privilege

HTTP response
codes

Example
response body

Returns a collection of SMTP configuration.
APPLIANCE_SETUP
200

{
"@odata.context":
"Smetadata#Collection (AlertDestinations.SMTPConfiguration)",

"@odata.count": 1,
"value": [
{
"DestinationAddress": "10.35.12.7",
"UseCredentials": false,

"PortNumber": 25,
"UseSSL": false,
"Credential": null
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Table 44. Attributes

Attribute name

Description

DestinationAddress

Destination address of SMTP.

PortNumber

Port number of SMTP.

UseCredentials

Indicates if credentials are used.

UseSSL

Indicates if SSL is used.

POST method for SMTPConfiguration

This method configures SMTP to send emails.

Description Configures SMTP.
Privilege APPLIANCE_SETUP

HTTP response 200

codes

Example request
body

"DestinationAddress":"10.35.12.7",
"PortNumber":25,
"UseCredentials":false,
"UseSSL" : false,
"Credential": {
"User":"root",
"Password":"calvin"

}

Example
response body {

Table 45. Attributes

"DestinationAddress":
"PortNumber":
"UseCredentials":
"UseSSL":
"Credential":

039127V,

Attribute name

Description

DestinationAddress

Destination address of SMTP.

PortNumber

Port number of SMTP.

UseCredentials

Indicates if credentials are used.

UseSSL Indicates if SSL is used.
User User name
Password Password
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/api/AlertService/AlertDestinations/Actions/
AlertDestinations.SendTestTrap

POST method for AlertDestinations.SendTestTrap

This method sends an SNMP trap to the destination address.

Description Sends an SNMP trap to the destination address.
Privilege APPLICATION_SETUP

HTTP response 200

codes

Example request
body

"Enabled":"true",
"DestinationAddress":"10.35.12.7",
"PortNumber":162,
"Version":"SNMPV1",
"SnmpV1V2Credential": {
"Community":"public"

}

Table 46. Attributes

Attribute name Description
DestinationAddress Destination address of SNMP.
PortNumber Trap port number of SNMP.
Version Version of SNMP.

Community Community of SNMP.

api/ApplicationService/SystemResourceUsage

GET method for ApplicationService.SystemResourceUsage

This API provides details on the CPU, memory, and disk usage of the appliance.

Description Returns the system resource usage.
Privilege VIEW

HTTP response 200
codes

Example request

bod
v "Qodata.context": "/api/

Smetadata#ApplicationService.SystemResourceUsage",
"@odata.type": "#ApplicationService.SystemResourceUsage",
"Qodata.id": "/api/ApplicationService/SystemResourceUsage",
"CpuUsage": 17.36,

"MemoryUsage": 60.44,
"DiskUsage": 1.41
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Topics:

*  Alert logs
e Alert policies
e Alert definitions

Alert logs

/api/AlertService/Alerts

This URI represents the alerts.

Table 47. Filters

Alerts

Filter name

Description

Top Top records to return. Default value is 100.
Skip Max records to skip. Default value is O.
Orderby Order to apply to the output.

Id Filter by event ID. Default value is 0.

AlertDeviceld

Filter by device ID. Default value is 0.

AlertDeviceldentifier

Filter by device identifier.

AlertDeviceType Filter by device type. Default value is O.
SeverityType Filter by severity type. Default value is O.
StatusType Filter by status type. Default value is 0.
Categoryld Filter by category ID. Default value is O.
SubCategoryld Filter by subcategory ID. Default value is O.
SubCategoryName Filter by subcategory name.

Message Filter by message.

TimeStampBegin

Filter by starting time of alerts.

TimeStampEnd

Filter by ending time of alert.

AlertDeviceName

Filter by alert device name.

GET method for Alerts

This method returns the alerts that have been received.

Description Returns alerts that have been received.
Privilege VIEW

HTTP response 200

codes
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Example
response body

Table 48. Attributes

"@odata.context":

"Smetadata#Collection (AlertService.Alert)",

"Qodata.count": 11,

"value":
[
{
"Qodata.id": "/api/AlertService/Alerts(2)",
e A 2’
"SeverityType": 16,
"SeverityName": "Critical",
"AlertDeviceId": 1714,
"AlertDeviceName": "localhost.smd.devops.dell.com",
"AlertDeviceType": 1000,

"AlertDeviceIpAddress":
"AlertDeviceMacAddress": "18:a9:9b:fd:cb:37",
"AlertDeviceIdentifier": "VBC1234",
"AlertDeviceAssetTag": "",

"DefinitionId": 1100,

"CatalogName": "NGM Chassis",

"CategoryId": 1000,

"CategoryName": "System Health",

"SubCategoryId": 7705,

"SubCategoryName": "Temperature",

"StatusType": 2000,

"StatusName": "Not-Acknowledged",

"TimeStamp": "2016-11-19 00:00:00.000",

"Message": "The system board battery is low.",
"EemiMessage": "The system board battery is low.",
"RecommendedAction": "NA",

"AlertMessageId": "BATO000O0",
"AlertVarBindDetails": "",

"AlertMessageType": "REDFISH"

"XX.XX.XX.xx",

Attribute name

Description

Id Event record ID.
Severity Type ID of severity.
SeverityName Name of severity.

AlertDeviceld

ID of device.

AlertDeviceName

Name of device.

AlertDeviceType

Device type ID.

AlertDevicelpAddress

IP address of device.

AlertDeviceMacAddress

MAC address of device.

AlertDeviceldentifier

Identifier or Service Tag of device.

AlertDeviceAssetTag

Asset tag of device.

Definitionld

ID of the definition associated to the alert.

CatalogName

Catalog name associated to alert.

Categoryld Category ID associated to alert.
CategoryName Category name associated to alert.
SubCategoryld Sub category ID associated to alert.
SubCategoryName Sub category name associated to alert.
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Table 48. Attributes (continued)

Attribute name Description

StatusType ID of status type.

StatusName Name of status type.

TimeStamp Date and time when the alert was raised.

Message Message describing the issue.

EemiMessage Event and Error Message describing the issue, if applicable.
RecommendedAction Recommended action for the alert.

AlertMessageld Event and Alert Message ID associated with the issue.
AlertVarBindDetails List of variable bindings of the alert, if applicable.
AlertMessageType Type of message—Internal, SNMP, Redfish, and so on.

/api/AlertService/Alerts? $filter=contains(UserName,'admin')

This URL represents alerts by username and role.

GET method for Alerts?$filter=contains(UserName,'admin')

This method returns alerts by username and role.

Description Returns alerts by username and role.

Privilege VIEW

HTTP response 200

code

Example

response body { i i i
"@odata.context": "/api/S$metadata#Collection (AlertService.Alert)",
"Qodata.count": O,
"value": [

]
}

/api/AlertService/Alerts? $filter=StatusType eq 2000

This URL represents the alerts by status type.

GET method for Alerts?$filter=StatusType eq 2000

This method returns alerts by status type.

Description Returns alerts by status type.

Privilege VIEW

HTTP response 200

code

Example

response body :
"@odata.context": "/api/S$metadata#Collection (AlertService.Alert)",
"Qodata.count": 227,
"value": [
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{
"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4592)",
"Id": 4592,

"SeverityType": 2,

"SeverityName": "Info",

"AlertDeviceId": 10056,
"AlertDeviceName": "Sled-5",
"AlertDeviceType": 1000,
"AlertDeviceIpAddress": "100.97.211.81",
"AlertDeviceMacAddress": "",
"AlertDeviceIdentifier": "96MFOT2",
"AlertDeviceAssetTag": "",
"DefinitionId": -25698976,
"CatalogName": "iDRAC",

"CategoryId": 2,

"CategoryName": "Storage",
"SubCategoryId": 113,

"SubCategoryName": "Storage Controller",
"StatusType": 2000,

"StatusName": "Not-Acknowledged",
"TimeStamp": "2019-09-16 05:33:02.279",
"Message": "Message Id: CTL38, Device Display Name: Integrated

RAID Controller 1, Message: The Patrol Read operation completed

for Integrated RAID Controller 1., Device Status: 3, Device

Fgdd: RAID.Integrated.l-1, System Service Tag: 96MF0T2, System Name:
WIN-FOVFDODK3RK, Chassis Service Tag: MXNG1X3, Chassis Name: MX-
MXNG1X3 Lead, Rac Fgdn: idrac-96MFOT2",

"EemiMessage": "The patrol read task ended.",
"RecommendedAction": "No response action is required.",
"AlertMessageId": "CTL38",

"AlertVarBindDetails": "<?xml

version=\"1.0\" encoding=\"utf-8\"?><trap><agentAddress>100.97.211.81</
agentAddress><enterpriseOID>.1.3.6.1.4.1.674.10892.5.3.2.2</
enterpriseOID><specificTrapId>4331</
specificTrapId><varbinds><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.1.0</
oid><datatype>OctetString</datatype><value>CTL38</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.2.0</
oid><datatype>OctetString</datatype><value>The Patrol

Read operation completed for Integrated RAID Controller
1.</value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.3.0</
oid><datatype>Integer32</datatype><value>3</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.4.0</
oid><datatype>OctetString</datatype><value>96MF0T2</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.5.0</
oid><datatype>OctetString</datatype><value>WIN-FOVFDODK3RK</
value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.6.0</
oid><datatype>OctetString</datatype><value>RAID.Integrated.l-1</
value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.7.0</
oid><datatype>OctetString</datatype><value>Integrated RAID Controller
1</value></varbind><varbind><0id>1.3.6.1.4.1.674.10892.5.3.1.8.0</
oid><datatype>OctetString</datatype><value>\"Integrated RAID Controller
1\"</value></varbind><varbind><0id>1.3.6.1.4.1.674.10892.5.3.1.9.0</
oid><datatype>OctetString</datatype><value>MXNG1X3</value></
varbind><varbind><0id>1.3.6.1.4.1.674.10892.5.3.1.10.0</
oid><datatype>OctetString</datatype><value>MX-MXNG1X3 Lead</
value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.11.0</
oid><datatype>OctetString</datatype><value>idrac-96MF0T2</value></
varbind></varbinds></trap>",

"AlertMessageType": "SNMP",

"MessageArgs": "",

"AlertDeviceGroup": O,

"UserName": ""

bo

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4591)",..},

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4590)", ..},

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4589)",..},

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4588)",..},
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{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4587)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4586)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4585)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4584)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4583)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4582)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4581)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4580)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4579)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4578)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4577)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4576)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4575)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4574)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4573)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4572)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4571)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4570)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4569)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4568)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4567)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4566)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4565)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4564)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4563)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4562)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4561)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4560)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4559)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4558)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4557)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4556)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4555)",..},
{"@odata.type": "#AlertService.Alert",
"@Qodata.id": "/api/AlertService/Alerts (4554)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4553)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4552)",..},
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{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4551)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4550)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4549)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4548)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4547)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4546)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4545)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4544)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4543)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4542)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4541)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4540)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4539)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4538)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4537)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4536)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4535)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4534)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4533)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4532)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4530)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4531)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4528)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4529)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4527)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4526)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4525)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4524)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4523)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4522)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4521)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4520)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4519)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4518)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4517)",

{"Qodata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4516)",
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{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4515)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4514)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4513)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4512)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4511)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4510)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4509)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4508)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4507)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4506)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4505)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4504)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4503)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4502)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4501)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4500)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4499)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4498)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4497)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4496)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4495)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (4494)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4493)",..}
1,

"@odata.nextLink": "/api/AlertService/Alerts?$skip=100&Stop=100"
}

/api/AlertService/Alerts? $filter=StatusType eq 1000

This URL represents the acknowledged alerts.

GET method for Alerts?$filter=StatusType eq 1000

Description Returns the acknowledged alerts.

Privilege VIEW

HTTP response 200

code

Example

response body { : . .
"@odata.context": "/api/$metadata#Collection (AlertService.Alert)",

"@odata.count": 322,
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"value": [

{

"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4303)",

"Id": 4303,

"SeverityType": 2,

"SeverityName": "Info",

"AlertDeviceId": 11784,

"AlertDeviceName": "Sled-2",

"AlertDeviceType": 1000,

"AlertDeviceIpAddress": "",

"AlertDeviceMacAddress": "d0:94:66:90:0b:2a",
"AlertDeviceIdentifier": "GFWB9V2",

"AlertDeviceAssetTag": "ABCDEF",

"DefinitionId": 1449937440,

"CatalogName": "iDRAC",

"CategoryId": 4,

"CategoryName": "Audit",

"SubCategoryId": 71,

"SubCategoryName": "System Info",

"StatusType": 1000,

"StatusName": "Acknowledged",

"TimeStamp": "2019-09-12 09:29:40.118",

"Message": "Message Id: SYS1003, Device Display Name: iDRAC,
Message: System CPU Resetting., Device Status: 3, Device Fgdd:
iDRAC.Embedded.l#HostPowerCtrl, System Service Tag: GFWB9V2, System
Name: WIN-L89FA63L7EJ, Chassis Service Tag: MXNG1X3, Chassis Name: MX-
MXNG1X3 Lead, Rac Fgdn: idrac-GFWB9V2",

"EemiMessage": "System is performing a CPU reset because of system power
off, power on or a warm reset like CTRL-ALT-DEL.",

"RecommendedAction": "No response action is required.",
"AlertMessageId": "SYS1003",

"AlertVarBindDetails": "<?xml

version=\"1.0\" encoding=\"utf-8\"?><trap><agentAddress>0.0.0.0</
agentAddress><enterpriseOID>.1.3.6.1.4.1.674.10892.5.3.2.4</
enterpriseOID><specificTrapId>8579</
specificTrapId><varbinds><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.1.0</
oid><datatype>OctetString</datatype><value>SYS1003</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.2.0</
oid><datatype>OctetString</datatype><value>System CPU Resetting.</
value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.3.0</
oid><datatype>Integer32</datatype><value>3</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.4.0</
oid><datatype>OctetString</datatype><value>GFWBOV2</value></
varbind><varbind><0id>1.3.6.1.4.1.674.10892.5.3.1.5.0</
oid><datatype>OctetString</datatype><value>WIN-L89FA63L7EJ</
value></varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.6.0</
oid><datatype>OctetString</

datatype><value>iDRAC.Embedded. l#HostPowerCtrl</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.7.0</
oid><datatype>OctetString</datatype><value>iDRAC</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.8.0</
oid><datatype>OctetString</datatype><value></value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.9.0</
oid><datatype>OctetString</datatype><value>MXNG1X3</value></
varbind><varbind><o0id>1.3.6.1.4.1.674.10892.5.3.1.10.0</
oid><datatype>OctetString</datatype><value>MX-MXNG1X3 Lead</
value></varbind><varbind><0id>1.3.6.1.4.1.674.10892.5.3.1.11.0</
oid><datatype>OctetString</datatype><value>idrac-GFWBI9V2</value></
varbind></varbinds></trap>",

"AlertMessageType": "SNMP",

"MessageArgs": "",

"AlertDeviceGroup": O,

"UserName": "root"

}o

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4302)",..},

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4301)",..},

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4300)",..},

{"@odata.type": "#AlertService.Alert",
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"@odata.id": "/api/AlertService/Alerts (4299)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4298)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4297)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4296)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4293)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4292)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts (4291)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4290)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts (4289)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4287)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts (4288)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4286)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4285)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4284)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4283)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4282)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4281)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4273)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4272)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4271)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4270)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4269)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4268)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4267)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4194)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4091)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4090)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4089)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4073)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4072)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4071)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4070)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4069)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4068)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts (4067)",..},
{"Qodata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (4066)",..},
{"@odata.type": "#AlertService.Alert",
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"@odata.id": "/api/AlertService/Alerts (4065)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4064)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4063)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4062)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4061)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4060)",

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4059)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4058)",

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4057)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (4035)",

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts (4034)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3971)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3961)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3946)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3940)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3930)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3995)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3923)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3984)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3907)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3977)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3970)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3858)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3855)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3849)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3767)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3766)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts(3765)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3850)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3764)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3763)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3762)",

{"@odata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3760)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3758)",

{"@odata.type": "#AlertService.Alert",

"Qodata.id": "/api/AlertService/Alerts(3757)",

{"Qodata.type": "#AlertService.Alert",

"@odata.id": "/api/AlertService/Alerts (3756)",

{"@odata.type": "#AlertService.Alert",
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"@odata.id": "/api/AlertService/Alerts (3755)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3754)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3753)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts(3752)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (3751)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3750)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3749)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3748)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3828)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts(3826)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3744)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3743)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3733)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts(3768)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3715)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3746)",..},
{"@odata.type": "#AlertService.Alert",
"Q@odata.id": "/api/AlertService/Alerts (3745)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3747)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3712)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3711)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3706)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3702)",..},
{"@odata.type": "#AlertService.Alert",
"Qodata.id": "/api/AlertService/Alerts(3660)",..},
{"@odata.type": "#AlertService.Alert",
"@odata.id": "/api/AlertService/Alerts (3700)",..}
1,

"@odata.nextLink": "/api/AlertService/Alerts?$skip=100&Stop=100"
}

/api/AlertService/Alerts? $filter=StatusType eq 1

This URL represents all the alerts.

GET method for Alerts?$filter=StatusType eq 1

Description Returns all the alerts.
Privilege VIEW
HTTP response 200
code
Example
response body { , ,
"@odata.context": "/api/$metadata#Collection (AlertService.Alert)",
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"Qodata.count": 0,
"value": [

]

}

/api/AlertService/Alerts(ld)

This URI represents a specific alert.

GET method for Alerts(ld)

This method returns the details of a specific alert.

Description Returns the details of a specific alert.
Privilege VIEW
HTTP response 200
codes
Example
response body :
"@odata.context": "Smetadata#fAlertService.Alert/S$entity",
"@odata.id": "/api/AlertService/Alerts(3)",
"Tdr. 3 ,
"SeverityType": 16,
"SeverityName": "Critical",
"AlertDeviceId": 1714,
"AlertDeviceName": "localhost.smd.devops.dell.com",
"AlertDeviceType": 1000,
"AlertDeviceIpAddress": "xx.xx.xx.xx",
"AlertDeviceMacAddress": "18:a9:9b:fd:cb:37",
"AlertDeviceIdentifier": "VBC1234",
"AlertDeviceAssetTag": null,
"DefinitionId": 1100,
"CatalogName": "NGM Chassis",
"CategoryId": 1000,
"CategoryName": "System Health",
"SubCategoryId": 7705,
"SubCategoryName": "Temperature",
"StatusType": 2000,
"StatusName": "Not-Acknowledged",
"TimeStamp": "2016-11-19 00:00:00.000",
"Message": "The system board battery is low.",
"EemiMessage": "The system board battery is low.",
"RecommendedAction": "NA",
"AlertMessageId": "BATO000O0",
"AlertVarBindDetails": null,
"AlertMessageType": "REDFISH"
}
Table 49. Attributes
Attribute name Description
Id Event record ID.
SeverityType ID of severity.
SeverityName Name of severity.
AlertDeviceld ID of device.
AlertDeviceName Name of device.
AlertDeviceType Device type ID.
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Table 49. Attributes (continued)

Attribute name

Description

AlertDevicelpAddress

IP address of device.

AlertDeviceMacAddress

MAC address of device.

AlertDeviceldentifier

|dentifier or Service Tag of device.

AlertDeviceAssetTag

Asset tag of device.

Definitionld

ID of the definition associated to the alert.

CatalogName

Catalog name associated to alert.

Categoryld

Category ID associated to alert.

CategoryName

Category name associated to alert.

SubCategoryld

Sub category ID associated to alert.

SubCategoryName Sub category name associated to alert.
StatusType ID of status type.

StatusName Name of status type.

TimeStamp Date and time when the alert was raised.
Message Message describing the issue.

EemiMessage

Event and Error Message describing the issue, if applicable.

RecommendedAction

Recommended action for the alert.

AlertMessageld

Event and Alert Message ID associated with the issue.

AlertVarBindDetails

List of variable bindings of the alert, if applicable.

AlertMessageType

Type of message—Internal, SNMP, Redfish, and so on.

/api/AlertService/AlertCategories

This URI represents all the alert categories.

GET method for AlertCategories

This method returns all the alert categories.

Description Returns all alert categories.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context":

Smetadata#Collection (AlertService.AlertCategories)",

"@odata.count":
"value":

{

"@odata.type":
"Qodata.id":

"#AlertService.AlertCategories",
"/api/AlertService/

AlertCategories ('Application')",
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"Application",
"IsBuiltIn":
"CategoriesDetails": [




"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"@odata.type": "#AlertService.AlertCategory",

"Id": 4,
"Name": "Audit",
"CatalogName": "Application",

"SubCategoryDetails": [
{
"@odata.type":
AlertSubCategory",

"Id": 90,
"Name": "Devices",
"Description": "Devices"

by
{

"@odata.type":
AlertSubCategory",

"Id": 10,
"Name": "Generic",
"Description": "Generic"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 151,
"Name": "Power Configuration",
"Description": "Power Configuration"

y
{

"@odata.type":
AlertSubCategory",

"Id": 35,
"Name": "Users",
"Description": "Users"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Tqr:. 5,
"Name": "Configuration",
"CatalogName": "Application",

"SubCategoryDetails": [
{
"@odata.type":
AlertSubCategory",

"Id": 85,
"Name": "Application",
"Description": "Application"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 116,
"Name": "Device Warranty",
"Description": "Device Warranty"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 90,
"Name": "Devices",
"Description": "Devices"

y
{

"@odata.type":
AlertSubCategory",

"Id": 36,
"Name": "Discovery",
"Description": "Discovery"

by
{

"@odata.type":

Alerts
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

AlertSubCategory",
"Id": 10,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 84,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 47,
"Name" g "Job",
"Description":

}y
{

"@odata.type":
AlertSubCategory",

"Id": 118,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 20,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 93,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 151,
"Name" :
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Generic",

"Generic"

"Groups",

"Groups"

"Job"

"Metrics",

"Metrics"

"Miscellaneous",

"Miscellaneous"

"Monitoring",

"Monitoring"

"Power Configuration",

"Power Configuration"

WIel®Ws 3i,
"Name": "Reports",
"Description”": "Reports"

by
{

"@odata.type":
AlertSubCategory",
Tiel"s 9,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 88,
"Name" :
"Description":
bo
{
"@odata.type":

AlertSubCategory",
"Id": 35,

"Security",

"Security"

"Templates",

"Templates"



"Name": "Users",
"Description": "Users"

"@odata.type": "#AlertService.AlertCategory",
Pigvs 7,
"Name": "Miscellaneous",
"CatalogName": "Application",
"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 20,
"Name": "Miscellaneous",
"Description”": "Miscellaneous"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Tqr:. 2,
"Name": "Storage",
"CatalogName": "Application",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 90,
"Name": "Devices",
"Description": "Devices"
}
]
}y
{
"@odata.type": "#AlertService.AlertCategory",
"Tqr:. l,
"Name": "System Health",
"CatalogName": "Application",
"SubCategoryDetails": [

{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 90,
"Name": "Devices",
"Description": "Devices"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7400,
"Name": "Health Status of Managed device",
"Description": "Health Status of Managed

device"
bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 118,
"Name": "Metrics",
"Description": "Metrics"

}y
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 151,
"Name": "Power Configuration",
"Description": "Power Configuration"

Alerts
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"@odata.type": "#AlertService.AlertCategory",

"Id": 3,
"Name": "Updates",
"CatalogName": "Application",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 85,
"Name": "Application",
"Description": "Application"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 112,
"Name": "Firmware",
"Description": "Firmware"
}
]
}
]
bo
{
"@odata.type": "#AlertService.AlertCategories",
"Qodata.id": "/api/AlertService/
AlertCategories('Dell%$20Storage')",
"Name": "Dell Storage",

"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 2,

"Name": "Storage",

"CatalogName": "Dell Storage",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7700,
"Name": "Other",
"Description": "Other"
}
]
bo
{
"Qodata.type": "#AlertService.AlertCategory",
n"Idn: 1’
"Name": "System Health",
"CatalogName": "Dell Storage",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Id": 7700,
"Name": "Other",
"Description": "Other"

y
{

"@Qodata.type":
"#AlertService.AlertSubCategory",

"Id": 18,

"Name": "Storage",

"Description”: "Storage"

"Qodata.type": "#AlertService.AlertCategories",

Alerts



"@odata.id":

"Name": "iDRAC",
"IsBuiltIn": true,
"CategoriesDetails": [

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 4,

"Name": "Audit",

"CatalogName": "iDRAC",

"SubCategoryDetails": [
{
"@odata.type":
AlertSubCategory",

"Id": 41,
"Name": "Auto System Reset",
"Description": "Auto System Reset"

by
{

"@odata.type":
AlertSubCategory",

"Id": 54,
"Name": "BIOS Management",
"Description": "BIOS Management"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 75,
"Name": "BIOS POST",
"Description": "BIOS POST"

by
{

"@Qodata.type":
AlertSubCategory",

Wlel%Ws 12,

"Name": "Debug",

"Description": "Debug"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 53,
"Name": "Group Manager",
"Description": "Group Manager"

by
{

"@odata.type":
AlertSubCategory",

"Id": 11,
"Name": "Hardware Config",
"Description": "Hardware Config"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 45,
"Name": "iDRAC Service Module",
"Description": "iDRAC Service Module"

by
{

"@odata.type":
AlertSubCategory",

"Id": 114,
"Name": "IP Address",
"Description": "IP Address"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 48,
"Name": "Licensing",
"Description": "Licensing"

Alerts
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

Management"

"#AlertService.

bo
{
"@odata.type":
AlertSubCategory",
"Id": 15,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 96,
"Name" :
"Description":

}y
{

"@odata.type":
AlertSubCategory",
llId" :
"Name" :
"Description":

7700,

by
{

"@odata.type":
AlertSubCategory",

"Id": 81,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 78,
"Name": "Power
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 23,
"Name": "Power
"Description":
}o
{
"@odata.type":
AlertSubCategory",
"Id": 28,
"Name": "Power
"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 109,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id":
"Name" :
"Description":

120,

bo
{
"@odata.type":
AlertSubCategory",
"Id": 25,
"Name" :
"Description":

by

"Management Module",
"Management Module"

"OS Event",

"OS Event"

"Other",

"Other"

"PCI Device",

"PCI Device"

Supply",
"Power Supply"

Usage",
"Power Usage"

Usage POW",
"Power Usage POW"

"RAC Event",

"RAC Event"

"Secure Enterprise Key Management",
"Secure Enterprise Key

"Security Event",

"Security Event"



{
"@odata.type":
AlertSubCategory",
"Id": 52,
"Name" :
"Description":

"#AlertService.

by
{

"@odata.type":
AlertSubCategory",

"Id": 39,

"Name" :

"Description":

"#AlertService.

by
{

"@odata.type":
AlertSubCategory",

"Id": 92,

"Name" :

"Description":

"#AlertService.

by
{

"@odata.type":
AlertSubCategory",

"Id": 71,

"Name":

"Description":

"#AlertService.

bo
{
"@odata.type":
AlertSubCategory",
"Id": 55,
"Name": "UEFI
"Description":

"#AlertService.

}y
{

"@odata.type":
AlertSubCategory",

"Id": 56,

"Name": "User

"Description":

"#AlertService.

"@odata.type":
"Tqr: 5,
"Name" :
"CatalogName":
"SubCategoryDetails":
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Id": 49,
"Name" :
"Description":
}o
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Idl’ 2
"Name" :
"Description":

107,

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Id": 104,
"Name": "BOOT
"Description":

Hy
{

"Auto-

"Software Change",

"Software Change"

"Software Config",

"Software Config"

"Support Assist",

"Support Assist"

"System Info",

"System Info"

Event",
"UEFI Event"

Tracking",
"User Tracking"

"#AlertService.AlertCategory",

"Configuration",
"iDRAC",

[

Discovery",
"Auto-Discovery"

"Backup/Restore",

"Backup/Restore"

Control",
"BOOT Control"
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"@odata.type":
AlertSubCategory",

"Id": 59,
"Name": "Certificate Management",
"Description": "Certificate Management"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 51,
"Name": "Firmware Download",
"Description": "Firmware Download"

by
{

"@odata.type":
AlertSubCategory",

"Id": 53,
"Name": "Group Manager",
"Description": "Group Manager"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 11,
"Name": "Hardware Config",
"Description": "Hardware Config"

by
{

"@odata.type":
AlertSubCategory",

"Id": 98,
"Name": "IO Identity Optimization",
"Description": "IO Identity Optimization"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 105,
"Name": "IO Virtualization",
"Description": "IO Virtualization"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 114,
"Name": "IP Address",
"Description": "IP Address"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 27,
"Name": "Job Control",
"Description": "Job Control"

}y
{

"@odata.type":
AlertSubCategory",

"Id": 57,
"Name": "Lifecycle Controller",
"Description": "Lifecycle Controller"

by
{

"Qodata.type":
AlertSubCategory",

Tiel"s 3,
"Name": "Link Status",
"Description": "Link Status"

}o
{
"@odata.type":
AlertSubCategory",



"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

Management"

"#AlertService.

"Id": 19,

"Name": "Log Event",

"Description": "Log Event"
bo
{

"@odata.type":

AlertSubCategory",
"Id": 15,
"Name": "Management Module",

"Description": "Management Module"

y
{

"@odata.type":
AlertSubCategory",

"Id": 80,
"Name": "Memory",
"Description": "Memory"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 102,
"Name": "NIC Configuration",
"Description": "NIC Configuration"

by
{

"@odata.type":
AlertSubCategory",

"Id": 97,
"Name": "OS Deployment",
"Description": "OS Deployment"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 81,
"Name": "PCI Device",
"Description": "PCI Device"

}y
{

"@odata.type":
AlertSubCategory",

TelWs 23,
"Name": "Power Usage",
"Description": "Power Usage"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 61,
"Name": "Processor",
"Description": "Processor"

}o
{
"@odata.type":
AlertSubCategory",

"Id": 109,
"Name": "RAC Event",
"Description": "RAC Event"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 120,
"Name": "Secure Enterprise Key Management",
"Description": "Secure Enterprise Key

bo
{
"@odata.type":

AlertSubCategory",
"Id": 25,
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"Name":
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 39,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 18,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 113,
"Name":
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 92,
"Name" :
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 29,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 71,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 79,
"Name": "Test
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 55,
"Name": "UEFI
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 66,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Tqr. 7,
"Name" :
"Description":

"Security Event",

"Security Event"

"Software Config",

"Software Config"

"Storage",

"Storage"

"Storage Controller",
"Storage Controller"

"Support Assist",

"Support Assist"

"System Event Log",

"System Event Log"

"System Info",

"System Info"

Alert",
"Test Alert"

Event",
"UEFI Event"

"vFlash Event",

"vFlash Event"

"Virtual Console",

"Virtual Console"



"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"@odata.type":
Tiel"s 2,
"Name": "Storage",
"CatalogName":
"SubCategoryDetails":
{
"@odata.type":
AlertSubCategory",
"Id": 108,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 106,
"Name":
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 11,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 94,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 78,
"Name": "Power
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 23,
"Name": "Power
"Description":

s
{

"@odata.type":
AlertSubCategory",

"Id": 109,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 44,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 25,
"Name" :
"Description":

by

"iDRAC",

"#AlertService.AlertCategory",

"Battery Event",

"Battery Event"

"Fan Event",

"Fan Event"

"Hardware Config",

"Hardware Config"

"Physical Disk",

"Physical Disk"

Supply",
"Power Supply"

Usage",
"Power Usage"

"RAC Event",

"RAC Event"

"Redundancy",

"Redundancy"

"Security Event",

"Security Event"
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{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 52,
"Name": "Software Change",
"Description": "Software Change"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 119,
"Name": "Software Defined Storage",
"Description": "Software Defined Storage"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 99,
"Name": "SSD Devices",
"Description": "SSD Devices"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 18,
"Name": "Storage",
"Description": "Storage"

}y
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 113,
"Name": "Storage Controller",
"Description": "Storage Controller"

y
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 82,
"Name": "Storage Enclosure",
"Description": "Storage Enclosure"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 110,
"Name": "Temperature",
"Description": "Temperature"

b
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 46,
"Name": "Virtual Disk",
"Description": "Virtual Disk"
}
]
bo
{
"Qodata.type": "#AlertService.AlertCategory",
L e Al 1’
"Name": "System Health",
"CatalogName": "iDRAC",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 67,
"Name": "Amperage",
"Description": "Amperage"

Hy
{
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"@odata.type":
AlertSubCategory",

"Id": 41,

"Name": "Auto

"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 108,

"Name": "Batte

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 75,
"Name": "BIOS
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 89,
"Name": "Cable
"Description":

Hy
{

"@odata.type":
AlertSubCategory",

"Id": 106,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 83,
"Name": "Fibre
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 11,
"Name": "Hardw
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 45,
"Name": "iDRAC
"Description":

s
{

"@odata.type":
AlertSubCategory",

"Id": 111,

"Name": "IDSDM

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 105,
"Name": "IO Vi
"Description":
b
{
"@odata.type":
AlertSubCategory",

System Reset",
"Auto System Reset"

ry Event",
"Battery Event"

POST",
"BIOS POST"

"
4

"Cable"

"Fan Event",

"Fan Event"

Channel",
"Fibre Channel"

are Config",
"Hardware Config"

Service Module",
"iDRAC Service Module"

Redundancy",
"IDSDM Redundancy"

rtualization",
"IO Virtualization"
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"Id": 3,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 19,
"Name" :
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 15,

"Name" :

"Description":

by
{

"Qodata.type":
AlertSubCategory",

"Link Status",

"Link Status"

"Log Event",

"Log Event"

"Management Module",

"Management Module"

"Id": 80,
"Name": "Memory",
"Description": "Memory"

by
{

"@odata.type":
AlertSubCategory",
"Id": 102,
"Name" :
"Description":
}o
{
"@odata.type":
AlertSubCategory",
"Id": 96,
"Name":
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 7700,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 81,
"Name" :
"Description":
}o
{
"@odata.type":
AlertSubCategory",
"Id": 94,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 78,
"Name": "Power
"Description":

}y
{

"@odata.type":
AlertSubCategory",

"Id": 23,

"Name": "Power

"NIC Configuration",

"NIC Configuration"

"OS Event",

"OS Event"

"Other",

"Other"

"PCI Device",

"PCI Device"

"Physical Disk",

"Physical Disk"

Supply",
"Power Supply"

Usage",



"Description": "Power Usage"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 61,
"Name": "Processor",
"Description": "Processor"

b
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 68,
"Name": "Processor Absent",
"Description": "Processor Absent"

}y
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 103,
"Name": "PSU Absent",
"Description": "PSU Absent"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 109,
"Name": "RAC Event",
"Description": "RAC Event"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 44,
"Name": "Redundancy",
"Description": "Redundancy"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 120,
"Name": "Secure Enterprise Key Management",
"Description": "Secure Enterprise Key

Management"
}o
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 25,
"Name": "Security Event",
"Description": "Security Event"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 39,
"Name": "Software Config",
"Description": "Software Config"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 18,
"Name": "Storage",
"Description": "Storage"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 92,
"Name": "Support Assist",
"Description": "Support Assist"
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b
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 29,
"Name": "System Event Log",
"Description": "System Event Log"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 71,
"Name": "System Info",
"Description": "System Info"

}y
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 13,
"Name": "System Performance Event",
"Description": "System Performance Event"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 110,
"Name": "Temperature",
"Description": "Temperature"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 16,
"Name": "Temperature Statistics",
"Description": "Temperature Statistics"

}y
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 55,
"Name": "UEFI Event",
"Description": "UEFI Event"

y
{

"@odata.type":
"#AlertService.AlertSubCategory",

WielVs 5,
"Name": "vFlash Absent",
"Description”": "vFlash Absent"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 66,
"Name": "vFlash Event",
"Description": "vFlash Event"

by
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7,
"Name": "Virtual Console",
"Description": "Virtual Console"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 46,
"Name": "Virtual Disk",
"Description": "Virtual Disk"

by
{
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"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 40,
"Name": "Voltage",
"Description”: "Voltage"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Tqr:. 3,
"Name": "Updates",
"CatalogName": "iDRAC",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 51,
"Name": "Firmware Download",
"Description": "Firmware Download"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 24,
"Name": "Firmware Update Job",
"Description": "Firmware Update Job"

}y
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 53,
"Name": "Group Manager",
"Description": "Group Manager"

y
{

"@odata.type":
"#AlertService.AlertSubCategory",

WIel®Ws 27,
"Name": "Job Control",
"Description": "Job Control"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 109,
"Name": "RAC Event",
"Description": "RAC Event"

}o
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 52,
"Name": "Software Change",
"Description": "Software Change"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 55,
"Name": "UEFI Event",
"Description": "UEFI Event"
}
]
}o
{
"@odata.type": "#AlertService.AlertCategory",
"Id": 6,
"Name": "Work Notes",
"CatalogName": "iDRAC",

"SubCategoryDetails": [
{
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"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 54,

"Name": "BIOS Management",

"Description": "BIOS Management"

}
]
}

1
"Qodata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('IF-MIB')",

"Name": "IF-MIB",
"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 1,

"Name": "System Health",

"CatalogName": "IF-MIB",

"SubCategoryDetails": [

{
"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 7700,

"Name": "Other",

"Description": "Other"

}
1
}

]
"@odata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('MM')",

"Name" : "MM",
"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 4,

"Name": "Audit",

"CatalogName": "MM",

"SubCategoryDetails": [

{
"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 105,
"Name": "IO Virtualization",
"Description": "IO Virtualization"

by
{

"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 15,
"Name": "Management Module",
"Description": "Management Module"

by
{

"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 81,
"Name": "PCI Device",
"Description": "PCI Device"

by
{

"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 78,
"Name": "Power Supply",
"Description": "Power Supply"



b
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 23,
"Name": "Power Usage",
"Description": "Power Usage"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 29,
"Name": "System Event Log",
"Description": "System Event Log"

}y
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 71,
"Name": "System Info",
"Description": "System Info"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Id": 5,
"Name": "Configuration",
"CatalogName": "MM",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 105,
"Name": "IO Virtualization",
"Description": "IO Virtualization"

}o
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 81,
"Name": "PCI Device",
"Description": "PCI Device"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 39,
"Name": "Software Config",
"Description": "Software Config"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Id": 1,
"Name": "System Health",
"CatalogName": "MM",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 67,
"Name": "Amperage",
"Description": "Amperage"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 108,
"Name": "Battery Event",
"Description": "Battery Event"
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

bo
{
"@odata.type":
AlertSubCategory",
"Id": 89,
"Name": "Cable",
"Description": "Cable"
bo
{
"@odata.type":
AlertSubCategory",

"Id": 106,
"Name": "Fan Event",
"Description": "Fan Event"

by
{

"@odata.type":
AlertSubCategory",

"Id": 11,
"Name": "Hardware Config",
"Description": "Hardware Config"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 105,
"Name": "IO Virtualization",
"Description": "IO Virtualization"

by
{

"@odata.type":
AlertSubCategory",

"Id": 48,
"Name": "Licensing",
"Description": "Licensing"

bo
{
"@odata.type":
AlertSubCategory",

"Id": 3,
"Name": "Link Status",
"Description": "Link Status"

}y
{

"@odata.type":
AlertSubCategory",

"Id": 15,
"Name": "Management Module",
"Description": "Management Module"

by
{

"Qodata.type":
AlertSubCategory",

"Id": 117,
"Name": "MM Event",
"Description": "MM Event"

bo
{
"@odata.type":
AlertSubCategory",
"Id": 7700,
"Name": "Other",
"Description": "Other"
bo
{
"@odata.type":
AlertSubCategory",

"Id": 94,
"Name": "Physical Disk",
"Description": "Physical Disk"

by
{



"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"@odata.type":
AlertSubCategory",

"Id": 78,

"Name": "Power

"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 23,

"Name": "Power

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 44,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 25,
"Name" :
"Description":

y
{

"@odata.type":
AlertSubCategory",

"Id": 18,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 113,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 82,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 29,
"Name" :
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 110,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 4o,
"Name" :
"Description":
b
{
"@odata.type":
AlertSubCategory",

Supply"”,
"Power Supply"

Usage",
"Power Usage"

"Redundancy",

"Redundancy"

"Security Event",

"Security Event"

"Storage",

"Storage"

"Storage Controller",

"Storage Controller"

"Storage Enclosure",

"Storage Enclosure"

"System Event Log",

"System Event Log"

"Temperature",

"Temperature"

"Virtual Disk",

"Virtual Disk"
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"Id": 40,

"Name": "Voltage",
"Description": "Voltage"
}
]
}
]
bo
{
"@odata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/
AlertCategories ('Networking')",
"Name": "Networking",

"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 1,

"Name": "System Health",

"CatalogName": "Networking",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7700,
"Name": "Other",
"Description": "Other"
}
]
}
]
bo
{
"@odata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('OMSA"')",

"Name": "OMSA",
"IsBuiltIn": true,
"CategoriesDetails": [

{

"Qodata.type": "#AlertService.AlertCategory",
"Id": 4,

"Name": "Audit",

"CatalogName": "OMSA",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 19,
"Name": "Log Event",
"Description": "Log Event"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Tdqr:. 5,
"Name": "Configuration",
"CatalogName": "OMSA",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 41,
"Name": "Auto System Reset",
"Description": "Auto System Reset"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 61,
"Name": "Processor",
"Description": "Processor"



b
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 25,
"Name": "Security Event",
"Description": "Security Event"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 71,
"Name": "System Info",
"Description": "System Info"
}
]
bo
{
"@odata.type": "#AlertService.AlertCategory",
"Id": 1,
"Name": "System Health",
"CatalogName": "OMSA",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 67,
"Name": "Amperage",
"Description": "Amperage"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 41,
"Name": "Auto System Reset",
"Description": "Auto System Reset"

}o
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 108,
"Name": "Battery Event",
"Description": "Battery Event"

bo
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Id": 89,
"Name": "Cable",
"Description": "Cable"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 11,
"Name": "Hardware Config",
"Description": "Hardware Config"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 80,
"Name": "Memory",
"Description": "Memory"

by
{
"@odata.type":
"#AlertService.AlertSubCategory",
"Id": 7700,
"Name": "Other",
"Description": "Other"

by
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"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.

"#AlertService.
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{
"@odata.type":
AlertSubCategory",
"Id": 78,
"Name": "Power
"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 23,

"Name": "Power

"Description":

by
{

"@odata.type":
AlertSubCategory",

"Id": 61,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 44,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 25,
"Name":
"Description":

}y
{

"@odata.type":
AlertSubCategory",

"Id": 29,

"Name" :

"Description":

by
{

"@odata.type":
AlertSubCategory",
"Id": 71,
"Name" :
"Description":
bo
{
"@odata.type":
AlertSubCategory",
"Id": 110,
"Name" :
"Description":
}o
{
"@odata.type":
AlertSubCategory",
"Id": 66,
"Name" :
"Description":

}y
{

"@odata.type":
AlertSubCategory",

Supply",
"Power Supply"

Usage",
"Power Usage"

"Processor",

"Processor"

"Redundancy",

"Redundancy"

"Security Event",

"Security Event"

"System Event Log",

"System Event Log"

"System Info",

"System Info"

"Temperature",

"Temperature"

"vFlash Event",

"vFlash Event"

"Id": 40,
"Name": "Voltage",
"Description”: "Voltage"



"Qodata.type": "#AlertService.AlertCategories",

"@odata.id": "/api/AlertService/
AlertCategories ('OpenManage%$20Enterprise')",

"Name": "OpenManage Enterprise",

"IsBuiltIn": true,

"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 1,

"Name": "System Health",

"CatalogName": "OpenManage Enterprise",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7400,
"Name": "Health Status of Managed device",
"Description": "Health Status of Managed

device"

}y
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 118,
"Name": "Metrics",
"Description”: "Metrics"

by
{

"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 71,
"Name": "System Info",
"Description": "System Info"
}
]
}
]
bo
{
"@odata.type": "#AlertService.AlertCategories",
"Qodata.id": "/api/AlertService/
AlertCategories ('OpenManage%$20Essentials')",
"Name": "OpenManage Essentials",

"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 4,

"Name": "Audit",

"CatalogName": "OpenManage Essentials",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7700,
"Name": "Other",
"Description": "Other"
}
1
}
{
"@odata.type": "#AlertService.AlertCategory",
"Tqr:. l,
"Name": "System Health",
"CatalogName": "OpenManage Essentials",

"SubCategoryDetails": [

{
"@odata.type":
"#AlertService.AlertSubCategory",
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"Id": 7700,
"Name": "Other",
"Description": "Other"

"Qodata.type": "#AlertService.AlertCategory",
"Id": 6,

"Name": "Work Notes",

"CatalogName": "OpenManage Essentials",
"SubCategoryDetails": []

"@odata.type": "#AlertService.AlertCategories",

"@odata.id": "/api/AlertService/
AlertCategories ('Power%20Manager')",

"Name": "Power Manager",

"IsBuiltIn": true,

"CategoriesDetails": [

{

"Qodata.type": "#AlertService.AlertCategory",
"Id": 1,

"Name": "System Health",

"CatalogName": "Power Manager",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 151,
"Name": "Power Configuration",
"Description": "Power Configuration"
}
]
}
1
bo
{
"@odata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('RFC1215")",
"Name": "RFC1215",

"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
"Id": 1,

"Name": "System Health",

"CatalogName": "RFC1215",

"SubCategoryDetails": [
{
"@odata.type":
"#AlertService.AlertSubCategory",

"Id": 7700,
"Name": "Other",
"Description": "Other"
}
]
}
]
by
{
"Qodata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('SNMPv2-
MIB')",
"Name": "SNMPv2-MIB",

"IsBuiltIn": true,
"CategoriesDetails": [

{
"@odata.type": "#AlertService.AlertCategory",
Dighiy 1,

128 Alerts



"Name": "System Health",
"CatalogName": "SNMPv2-MIB",
"SubCategoryDetails": [
{
"@odata.type":

"#AlertService.AlertSubCategory",

"Id": 7700,

"Name": "Other",

"Description": "Other"

}
]
}

]
"@odata.type": "#AlertService.AlertCategories",
"@odata.id": "/api/AlertService/AlertCategories ('VMWare')",
"Name": "VMWare",

"IsBuiltIn": true,
"CategoriesDetails": [

{

"@odata.type": "#AlertService.AlertCategory",
Wiel™g i,

"Name": "System Health",

"CatalogName": "VMWare",

"SubCategoryDetails": [
{
"@odata.type":

"#AlertService.AlertSubCategory",

Table 50. Attributes

"Id": 7700,
"Name": "Other",
"Description": "Other"

Attribute name

Description

Name

Name of the catalog for the category.

IsBuiltin

True for built-in catalog and false for catalog from customer
uploaded MIBs

CategoriesDetails

Id

ID of the category associated on the catalog.

Name

Name of category.

Catalog Name

Name of the catalog for which the category is associated.

SubCategoryDetails

Id

ID of subcategory.

Name

Name of subcategory.

Description

Description of subcategory.
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/api/AlertService/AlertCategories('Name')

This URI represents the alert categories for a specific catalog within the collection.

GET method for AlertCategories('"Name"')

This method returns the alert categories for a specific catalog.

Description Returns the details of a specific alert category.
Privilege VIEW
HTTP response 200
codes
Example
response body :
"Qodata.context": "Smetadata#AlertService.AlertCategories/Sentity",
"Qodata.id": "/api/AlertService/AlertCategories ('Application')",
"Name": "Application",
"CategoriesDetails": [
{
"Id": 1000,
"Name": "System Health",
"CatalogName": "Application",
"SubCategoryDetails": [
{
"Id": 7500,
"Name": "Online Status of Managed device",
"Description": "Online Status of Managed device"
bo
{
"Id": 7400,
"Name": "Health Status of Managed device",
"Description": "Health Status of Managed device"
}
]
}
}
Table 51. Attributes
Attribute name Description
Name Name of the catalog for the category.
CategoriesDetails
Id ID of the category associated on the catalog.
Name Name of category.
Catalog Name Name of the catalog for which the category is associated.
SubCategoryDetails
Id ID of subcategory.
Name Name of subcategory.
Description Description of subcategory.
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/api/AlertService/AlertSeverities

This URI represents the alert severities.

GET method for AlertSeverities

This method returns all the severities applicable to an alert.

Description

Privilege VIEW
HTTP response 200
codes

Example

response body :

"@odata.context":

Returns all the severities applicable to an alert.

"Smetadata#Collection (AlertService.AlertSeverity)",

"@odata.count": 5,
"value": [
{
"Qodata.id": "/api/AlertService/AlertSeverities(1l)",
"Id": 1,
"Name": "Unknown",
"Description": "Unknown"
b
{
"Qodata.id": "/api/AlertService/AlertSeverities(2)",
"Id": 2,
"Name": "Info",
"Description”": "Info"
by
{
"Qodata.id": "/api/AlertService/AlertSeverities(4)",
"Id": 4,
"Name": "Normal",
"Description": "Normal"
b
{
"Qodata.id": "/api/AlertService/AlertSeverities(8)",
"Id": 8,
"Name": "Warning",
"Description": "Warning"
by
{
"Qodata.id": "/api/AlertService/AlertSeverities(16)",
"Id": 16,
"Name": "Critical",
"Description": "Critical"
}
1
}
Table 52. Attributes
Attribute name Description

Id ID of the severity.
Name Name of the severity.
Description Description of the severity.
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/api/AlertService/AlertSeverities(ld)

This URI represents a specific alert severity.

GET method for AlertSeverities(ld)

This method returns the details of a specific alert severity.

Description Returns the details of a specific alert severity.

Privilege VIEW

HTTP response 200
codes

Example
response body :
"Qodata.context": "Smetadata#AlertService.AlertSeverity/Sentity",
"@odata.id": "/api/AlertService/AlertSeverities(l)",
"Id": 1,
"Name": "Unknown",
"Description": "Unknown"
}
Table 53. Attributes
Attribute name Description

Id ID of the severity.
Name Name of the severity
Description Description of the severity.

/api/AlertService/AlertStatuses

This URI represents the statuses for an alert.

GET method for AlertStatuses

This method returns all possible statues that are applicable to an alert.

Description Returns all the possible alert statues.

Privilege VIEW

HTTP response 200
codes

Example

response body :

"Q@odata.context": "Smetadata#Collection(AlertService.AlertStatus)",
"@odata.count": 2,
"value": [
{
"Qodata.id": "/api/AlertService/AlertStatuses (1000)",
"Id": 1000,
"Name": "Acknowledged",
"Description”": "The event was acknowledged"
}o
{
"@odata.id": "/api/AlertService/AlertStatuses (2000)",
"Id": 2000,
"Name": "Not-Acknowledged",
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"Description": "The event was not acknowledged"

}

Table 54. Attributes

Attribute name Description

Id ID of the alert status.

Name Name of the alert status
Description Description of the alert status.

/api/AlertService/AlertStatuses(id)

This URI represents a specific alert status within the collection.

GET method for AlertStatuses(ld)

This method returns the details of alert statuses.

Description Returns details of a specific alert status.

Privilege VIEW

HTTP response 200

codes

Example

response body { . :
"@odata.context": "/api/$metadata#fAlertService.AlertStatus",
"@odata.type": "#AlertService.AlertStatus",
"Qodata.id": "/api/AlertService/AlertStatuses (1000)",
"Id": 1000,
"Name": "Acknowledged",
"Description": "The event was acknowledged"

Table 55. Attributes

Attribute name Description

Id ID of the alert status

Name Name of the alert status
Description Description of the alert status

/api/AlertService/AlertCatalogs

This URI represents the catalogs applicable to an event.

Table 56. Filters

Filter name Description

Top Top records to return. Default value is 100.
Skip Maximum records to skip. Default value is O.
Id Filter by event ID. Default value is O.
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GET method for AlertCatalogs

This method returns the catalogs applicable to events.

Description

Privilege VIEW
HTTP response 200
codes

Example

response body

"@odata.context":

Returns the catalogs applicable to events.

"Smetadata#Collection (AlertService.AlertCatalog)",

"@odata.count": 9,
"value": [

{
"@Qodata.id": "/api/AlertService/AlertCatalogs (1000)",
"Id": 1000,
"CatalogName": "iDRAC",
"InternalName": "MIB-Dell-10892",
"ReleaseVersion": "7.4.0",
"IsBuiltIn": true,
"IsVisible": true

}o

{
"@odata.id": "/api/AlertService/AlertCatalogs (1001)",
"Id": 1001,
"CatalogName": "iDRAC",
"InternalName": "IDRAC-MIB-SMIv2",
"ReleaseVersion": "v3.3",
"IsBuiltIn": true,
"IsVisible": true

b

{
"Qodata.id": "/api/AlertService/AlertCatalogs (1002)",
"Id": 1002,
"CatalogName": "iDRAC",
"InternalName": "MIB-Dell-10909",
"ReleaseVersion”": "9.0.0",
"IsBuiltIn": true,
"IsVisible": true

Table 57. Attributes

Attribute name

Description

Id

Catalog ID.

CatalogName

Name of the catalog.

InternalName

Internal name associated with the catalog.

ReleaseVersion

Catalog version.

IsBuiltIn

Indicates if the catalog in built-in or is manually included.

IsVisible

Indicates if the catalog is visible or hidden.
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/api/AlertService/AlertCatalogs(ld)

This URI represents a specific alert catalog.

GET method for AlertCatalogs(ld)

This method returns the details of a specific alert catalog.

Description Returns the details of a specific alert catalog.
Privilege VIEW
HTTP response 200
codes
Example
response body :
"Qodata.context": "Smetadata#AlertService.AlertCatalog/Sentity",
"@odata.id": "/api/AlertService/AlertCatalogs (1000)",
"Id": 1000,
"CatalogName": "iDRAC",
"InternalName": "MIB-Dell-10892",
"ReleaseVersion": "7.4.0",
"IsBuiltIn": true,
"IsVisible": true
}
Table 58. Attributes
Attribute name Description
Id Catalog ID.
CatalogName Name of the catalog.
InternalName Internal name associated with the catalog.
ReleaseVersion Catalog version.
IsBuiltin Indicates if the catalog in built-in or is manually included.
IsVisible Indicates if the catalog is visible or hidden.

/api/AlertService/Events

This URI represents the events.

POST method for Events

This method creates an event.

Description Creates a Redfish event.
Privilege MONITORING_SETUP
HTTP response 201

codes

Example request

body :
"Context": "OME-ModularSubsc",
"EventId": "0",
"EventTimestamp": "2016-11-19T10:54:26+0000",
"EventType": "Alert",
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"MemberId": "bbdbfb20-ae33-1le6t-a44b-1866da78fcba",

"Message": "The system board battery is low.",
"MessageArgs": ["argl", “arg2”],

"MessageId": "BATO00O0O",

"Severity": "Warning"

}

/api/AlertService/Actions/AlertService.Acknowledge

POST method for AlertService.Acknowledge

This method acknowledges the alerts.

Description

Privilege

HTTP response
codes

Example request
body

Acknowledges alerts. In one request, you can acknowledge only one of the following:
e A specific alert

o All alerts

e A group of alerts based on the filters you provide

MONITORING_SETUP
201

"AlertIds": [100,200,300],

"AllAlerts": true,

"Filters": {
"DevicelIds": [0],
"DeviceType": O,
"Severity": 0,
"StatusType": 1000,
"StartDate": "",
"EndDate": ll",
"SourceName": "",
"Category": 0,
"SubCategory": 0,
"Message": mwan

Table 59. Attributes

Attribute Description

Alertlds List of alert IDs. This value is an empty list when AllAlerts is
True.

AllAlerts True or False. Determines if action should be taken for all
alerts.

Filters Optional filters to specify when AllAlerts is True.

Devicelds List of IDs of devices.

DeviceType Device type ID.

Severity ID of severity.

StatusType ID of status type.

StartDate Start date and time when the alerts were raised.
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Table 59. Attributes (continued)

Attribute Description

EndDate End date and time when the alerts were raised.
SourceName Source of the alert.

Category Category ID associated to the alert.
SubCategory Subcategory ID associated to the alert.
Message Description of the issue.

/api/AlertService/Actions/AlertService.Unacknowledge

POST method for AlertService.Unacknowledge

This method removes the acknowledgment from the alerts.

Description Removes the acknowledgment from the alerts. In one request, you can remove the acknowledgment for

only one of the following:
e A specific alert
e All alerts

e A group of alerts based on the filters you provide

Privilege MONITORING_SETUP
HTTP response 201
codes

Example request
body

"AlertIds": [100,200,300],
"AllAlerts": true,

"Filters": {

"DeviceIds":

"DeviceType":

"Severity":

"StatusType":
"StartDate":

"EndDate":

0

wn
’

"SourceName":

"Category":

0,

"SubCategory":

"Message":

Table 60. Attributes

(071,

0,

1000,

nn
4

wn
l4

0,

Attribute Description

Alertlds List of alert IDs. This value is an empty list when AllAlerts is
True.

AllAlerts True or False. Determines if action should be taken for all
alerts.

Filters Optional filters to specify when AllAlerts is True.

Devicelds List of IDs of devices.

DeviceType Device type ID.

Severity ID of severity.
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Table 60. Attributes (continued)

Attribute Description

StatusType ID of status type.

StartDate Start date and time when the alerts were raised.
EndDate End date and time when the alerts were raised.
SourceName Source of the alert.

Category Category ID associated to the alert.
SubCategory Subcategory ID associated to the alert.
Message Description of the issue.

/api/AlertService/Actions/AlertService.RemoveAlerts

POST method for AlertService.RemoveAlerts

This method removes the alerts.

Description Removes the alerts. In one request, you can remove only one of the following:

e A specific alert

e All alerts

e A group of alerts based on the filters you provide

Privilege MONITORING_SETUP

HTTP response 201
codes

Example request
body

"AlertIds":

"AllAlerts":

"Filters":
"DeviceIds":
"DeviceType":
"Severity":
"StatusType":
"StartDate":
"EndDate":
"SourceName":
"Category":
"SubCategory":
"Message":

Table 61. Attributes

[100,200,300],

Attribute Description

Alertlds List of alert IDs. This value is an empty list when AllAlerts is
True.

AllAlerts True or False. Determines if action should be taken for all
alerts.

Filters Optional filters to specify when AllAlerts is True.

Devicelds List of IDs of devices.

DeviceType Device type ID.

138 Alerts




Table 61. Attributes (continued)

Attribute Description

Severity ID of severity.

StatusType ID of status type.

StartDate Start date and time when the alerts were raised.
EndDate End date and time when the alerts were raised.
SourceName Source of the alert.

Category Category ID associated to the alert.
SubCategory Subcategory ID associated to the alert.
Message Description of the issue.

Alert policies

/api/AlertService/AlertPolicies

This URI represents the policies that are created.

Table 62. Filters

Filter name

Description

Top Top records to return. Default value is 100.
Skip Maximum records to skip. Default value is O.
Id Filter by policy IDs.

State Filter by state—True or False.

Visible Filter by visible state—True or False.

GET method for AlertPolicies

This method returns the policies that are created.

Description Returns all the policies.
Privilege VIEW

HTTP response 200

codes

Example

response body :

"@odata.context":

"Smetadata#Collection (AlertService.AlertPolicy)",

"Qodata.count": 1,
"value": [
{
"Qodata.id": "/api/AlertService/AlertPolicies (314)",
"Id": 314,
"Name": "Default OnDemand Health Policy",
"Description": "This policy is applicable to all devices.

task will be triggered if category is for system health.",

"Enabled": true,
"DefaultPolicy":

"PolicyData":
"Catalogs":
{




"CatalogName": "iDRAC",
"Categories": [
3300
1,
"SubCategories": [
0
]
}
1,

"Severities": [

8,
16

1,

"Devices": [],

"DeviceTypes": [],

"Groups": [

4

1,

"Schedule": {
"StartTime": null,
"EndTime": null,
"CronString": null

by

"Actions": [
{
"Id": 1,
"Name": "OnDemandHealth",
"ParameterDetails": [],

"TemplateId": 80

]
by

"State": true,
"Visible": true,
"PolicyActions": [
{
"Qodata.id": "/api/AlertService/AlertPolicies (314)/
PolicyActions"
}
1,
"PolicyCriteria™: [
{
"Qodata.id": "/api/AlertService/AlertPolicies (314)/
PolicyCriteria™
}
]
}
]
}
Table 63. Attributes
Attribute name Description
Id Event record ID.
Name Name associated with the policy.
Description Description associated with the policy.
Enabled Indicates if the policy is enabled or disabled.
DefaultPolicy Indicates if the policy is the default policy or pre-seeded.
State State associated with the policy.
Visible Indicate if the policy is visible or hidden.

PolicyData
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Table 63. Attributes (continued)

Attribute name

Description

CatalogName

Name of the catalogs associated with the policy. This field is
checked during policy evaluation.

Categories Name of the categories associated with the policy. This field is
checked during policy evaluation.

SubCategories Name of the subcategories associated with the policy. If
defined, this field is checked during policy evaluation.

Severities List of severities associated to the policy. This field is checked
during policy evaluation.

Devices List of devices associated to the policy. This field is checked

during policy evaluation.

DevicesTypes

List of devices types associated to the policy.

Groups List of groups associated to the policy. This field is checked
during policy evaluation.

Schedule

StartTime Start event-time to verify. This value indicates the start date
and time for policy validity. If defined. This field is checked
during policy evaluation.

EndTime End event-time to verify. This value indicates the end date
and time for policy validity. If defined. This field is checked
during policy evaluation.

CronString CRON string associated to the policy. This field indicates a
special CRON that can be applied to the policy to indicate
values such as the days for which the policy is valid.

Actions

Id ID of action.

Name Name associated with the action.

ParameterDetails

Extra parameters that can be used for the action.

Templateld

ID of the template associated with the action.

PolicyActions

Link to the list of actions that can be triggered for the policy.

PolicyCriteria

Link to the criteria for the evaluation of the alert contents
with the policy contents. This evaluation determines if the
policy is valid and if any actions are triggered.

POST method for AlertPolicies

This method creates a policy.

Description
Privilege

HTTP response
codes

Example request
body

Creates a policy.
MONITORING_SETUP
201

{

"Id": O,
"Name": "Policy",
"Description": "Policy"
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"Enabled": true,
"DefaultPolicy": false,
"PolicyData": {
"Catalogs": [
{
"CatalogName": "iDRAC",
"Categories": [0],
"SubCategories": [0]
}
{
"CatalogName": "Application",
"Categories": [0],
"SubCategories": [0]
}
1,
"Severities": [1l6, 1, 2, 4, 81,
"Devices": [1714],
"Groups": [],
"DeviceTypes": [1000],
"Schedule": {
"StartTime": "2016-06-06 15:02:46.000",
"EndTime": "2017-06-06 15:02:46.000",
UCromStrimgWg Wi & = P @ = Wil
b
"Actions": [
{
"TemplateId": 50,
"Name": "Email",
"ParameterDetails": [
{
"Name": "subject",
"Value": "Device Name: S$name, Device
Severity: S$severity"

by
{

"Name": "to",
"Value": "test@dell.com"
by
{
"Name": "from",
"Value": "MCSIApplication@Dell.com"
by
{
"Name": "message",
"Value": "Event occurred for Device Name:
Device IP Address: $ip, Service Tag: $identifier, Time:
Severity: $severity, Smessage"
}
1
}
]
bo
"State": true
}
Example
response body { "Tgv. 4114
. r
"Name": "Policy",
"Description": "Policy",
"Enabled": true,
"DefaultPolicy": false,
"Editable": true,
"Visible": true,
"PolicyData": {
"Catalogs": [
{
"CatalogName": "iDRAC",
"Categories": [

0
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1y
"SubCategories"
0
]
}o
{

"CatalogName":

"Categories": [
0

1,

"SubCategories":

0
]

}

1,
"Severities": [

16,

1,
2,
4,
8
1,
"Devices": |

1714
1,
"DeviceTypes": [

1000
1,

"Groups": [],
"Schedule": {

"StartTime":

"EndTime" :

"CronString": "*
b
"Actions": [

{

"Id": 3,

"Name": "Email"

"ParameterDetai
{ "Name": "su

"Value": "D
Sseverity",

"Type": "St

"TypeParams

{

Severity:

"Name" :

"Value":

"Name": "to
"Value": "t
"Type": "st
"TypeParams
{
"Name" :
"Value"

"Name" :

"Value":

llType" .

"TypeParams
{

"Name" :

"Value":

3

"Application",

*x X 2 K*x * %W

I4

1s": [

bject",

evice Name: Sname,

ring",

". [

"maxLength",
"255"

"

r
est@dell.com",
ring",

". [

"maxLength",
3 ¥255"

"from",
"MCSIApplication@Dell.com",
"string",

". [

"maxLength",
"255"

"2016-06-06 15:02:46.000",
"2017-06-06 15:02:46.000",

Device

IP Address:

$ip,
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by
{

"Name": "message",

"Value": "Event occurred for Device Name: S$name, Device
IP Address: $ip, Service Tag: $identifier, Time: S$time, Severity:
Sseverity, Smessage",
"Type": "string",
"TypeParams": [
{
"Name": "maxLength",
"Value": "255"
}
]
}
1,
"TemplateId": 50
}
]
by
"State": true
}
/api/AlertService/AlertPolicies(ld)
This URI represents a specific policy within the collection.
GET method for AlertPolicies(ld)
This method returns the details of a specific policy.
Description Returns the details of a specific policy.
Privilege VIEW
HTTP response 200
codes
Example
response body {
"Qodata.context": "Smetadata#fAlertService.AlertPolicy/Sentity",
"Qodata.id": "/api/AlertService/AlertPolicies (314)",
"Id": 314,
"Name": "Default OnDemand Health Policy",
"Description": "This policy is applicable to all devices. A health
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task will be triggered if category is for system health.",
"Enabled": true,
"DefaultPolicy": true,
"PolicyData": {

"Catalogs": [
{
"CatalogName": "iDRAC",
"Categories": [
3300
1,
"SubCategories": [
0
1
}
1,
"Severities": [
1,
2,
4,
8,
16



"Devices": [],

"DeviceTypes": [],
"Groups": [
4

1,

"Schedule": {
"StartTime": null,
"EndTime": null,
"CronString": null

by

"Actions": [
{
"Id": 1,
"Name": "OnDemandHealth",
"ParameterDetails": [],

"TemplateId": 80

]
by
"State": true,
"Visible": true,
"PolicyActions": [
{
"@Qodata.id": "/api/AlertService/AlertPolicies (314)/PolicyActions"
}
1
"PolicyCriteria™: [
{
"Q@odata.id": "/api/AlertService/AlertPolicies(314)/PolicyCriteria”
}

Table 64. Attributes

Attribute name

Description

Id Event record ID.

Name Name associated with the policy.
Description Description associated with the policy.
Enabled Indicates if the policy is enabled or disabled.

DefaultPolicy

Indicates if the policy is the default policy or pre-seeded.

State State associated with the policy.
Visible Indicate if the policy is visible or hidden.
PolicyData

CatalogName

Name of the catalogs associated with the policy. This field is
checked during policy evaluation.

Categories Name of the categories associated with the policy. This field is
checked during policy evaluation.

SubCategories Name of the subcategories associated with the policy. If
defined, this field is checked during policy evaluation.

Severities List of severities associated to the policy. This field is checked
during policy evaluation.

Devices List of devices associated to the policy. This field is checked

during policy evaluation.

DevicesTypes

List of devices types associated to the policy.

Groups

List of groups associated to the policy. This field is checked
during policy evaluation.
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Table 64. Attributes (continued)

Attribute name Description

Schedule

StartTime Start event-time to verify. This value indicates the start date
and time for policy validity. If defined. This field is checked
during policy evaluation.

EndTime End event-time to verify. This value indicates the end date
and time for policy validity. If defined. This field is checked
during policy evaluation.

CronString CRON string associated to the policy. This field indicates a
special CRON that can be applied to the policy to indicate
values such as the days for which the policy is valid.

Actions

Id ID of action.

Name Name associated with the action.

ParameterDetails

Extra parameters that can be used for the action.

Templateld

ID of the template associated with the action.

PolicyActions

Link to the list of actions that can be triggered for the policy.

PolicyCriteria

Link to the criteria for the evaluation of the alert contents
with the policy contents. This evaluation determines if the
policy is valid and if any actions are triggered.

PUT method for AlertPolicies(ld)

This method updates a policy.

Description Updates a policy.

Privilege MONITORING_SETUP

HTTP response 201
codes

Example request
body

n"Idv: 4114,

"Name": "Policy Test 1",
"Description": "Policy Test 1",

"Enabled":

true,

"DefaultPolicy": false,
"PolicyData": {
"Catalogs": [

{

}
1,

"CatalogName": "iDRAC",
"Categories": [0],
"SubCategories": [0]

"CatalogName": "Application",
"Categories": [0],
"SubCategories": [O0]

"Severities": [

16,

1,

1, 2, 4, 8

"Devices": [1914],
"Groups": [],
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"DeviceTypes": [1000],
"Schedule": {

"StartTime": "2016-06-06 15:02:46.000",
"EndTime": "2017-06-06 15:02:46.000",
CronStringWg Ww * w P w w w0

by

"Actions": [

{
"TemplateId": 50,
"Name": "Email",
"ParameterDetails": [
{
"Name": "subject",
"Value": "Device Name: $name, Device IP Address:
Sip, Severity: S$severity"
b
{

"Name": "to",
"Value": "test@dell.com"
bo
{
"Name": "from",
"Value": "MCSIApplication@Dell.com"
bo
{
"Name": "message",
"Value": "Event occurred for Device Name: S$name,
Device IP Address: $Sip,
Service Tag: $identifier, Time: S$time,
Severity: $severity, Smessage"
}
]
}
]
}o
"State": true
}
Example
response body {
"Id": 4114,
"Name": "Policy Testl",
"Description": "Policy Testl",

"Enabled": true,
"DefaultPolicy": false,
"Editable": true,
"Visible": true,
"PolicyData": {
"Catalogs": [
{
"CatalogName": "iDRAC",
"Categories": [
0
1y
"SubCategories": [
0
]

"CatalogName": "Application",
"Categories": [
0
1,
"SubCategories": [
0
]
}
1,
"Severities": [
16,
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1,

"Devices": [
1914

1,

"DeviceTypes": [
1000

1,

"Groups": [],

"Schedule": {

"StartTime": "2016-06-06 15:02:46.000",
"EndTime": "2017-06-06 15:02:46.000",
CromStringWs Ww * % P F w wW
b
"Actions": [
{
"Id": 3,
"Name": "Email",

"ParameterDetails": [
{
"Name" :
"Value":
S$Sseverity",
llType": "String",
"TypeParams": [

{

"subject",

"Device Name: S$name, Device IP

Severity:

"Name" :
"Value":

"maxLength",
"255"

"Name" :
"Value": "test@dell.com",
"Type": "string",
"TypeParams": [

{

"to",

"Name" :
"Value":

"maxLength",
"255"

"Name" :
"Value": "MCSIApplication@Dell.com",
"Type": "string",

"TypeParams": [

{

n from",

"Name" :
"Value":

"maxLength",
"255"

"Name" :

"Value":
$ip,
Service Tag:
Smessage",

"message",

Address:

Sidentifier, Time: S$time,

Sseverity,

"Type": "string",
"TypeParams": [
{
"Name": "maxLength",
"Value": "255"

}
1,
"TemplateId": 50

Alerts
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Address: $ip,
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Severity:



]
by

"State":

Table 65. Attributes

true

Attribute name Description

ID Event record ID.

Name Name associated with the policy.
Description Description associated with the policy.
Enabled Indicates if the policy is enabled or disabled.

DefaultPolicy

Indicates if the policy is the default policy or pre-seeded.

State State associated with the policy.
Visible Indicate if the policy is visible or hidden.
PolicyData

CatalogName

Name of the catalogs associated with the policy

Categories Name of the categories associated with the policy. This is
validated during policy evaluation.

SubCategories Name of the subcategories associated with the policy. If
defined, this field is validated during policy evaluation.

Severities List of severities associated to the policy. This field is
validated during policy evaluation.

Devices List of devices associated to the policy. This field is validated

during policy evaluation.

DevicesTypes

List of devices types associated to the policy.

Groups List of groups associated to the policy. This field is validated
during policy evaluation.

Schedule

StartTime Start event-time to verify. This value indicates the start date
and time for policy validity. If defined. This field is validated
during policy evaluation.

EndTime End event-time to verify. This value indicates the end date
and time for policy validity. If defined. This field is validated
during policy evaluation.

CronString CRON string associated to the policy. This field indicates a
special CRON that can be applied to the policy to indicate
values such as the days for which the policy is valid.

Actions

Id ID of action.

Name Name associated with the action.

ParameterDetails

Extra parameters that can be used for the action.

Templateld

ID of the template associated with the action.

PolicyActions

Link to the list of actions that can be triggered for the policy.
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Table 65. Attributes (continued)

Attribute name Description

PolicyCriteria Link to the criteria for the evaluation of the alert contents
with the policy contents. This evaluation determines if the
policy is valid and if any actions are triggered.

/api/AlertService/AlertPolicies(Arg1)/PolicyCriteria

This URI represents the criteria used for matching the policy with incoming events. The criteria determine if the policy can
trigger any actions.

Table 66. Filters

Attribute name Description

Top Top records to return. Default value is 100.

Skip Maximum records to skip. Default value is O.

Argl Filter by list of policies IDs. Default value is 0.

Id Filter by list of criteria IDs. Default value is O.

Type Filter by list of criteria types ID. Defa