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New in this release

« Support for Dell's 13t generation of PowerEdge servers. For the list of supported platforms, see
Supported platforms

» Support for the following new features:

— Remote iDRAC hard reset

— iDRAC access via Host OS (Experimental Feature)

— In-Band SNMP Traps

— Additional network interface monitoring support through Redfish client
* Support for the following operating systems:

— Red Hat Enterprise Linux 7.2
— SUSE Linux Enterprise Server 12 SP1
— Citrix XenServer 6.5

iDRAC Service Module monitoring features

The services provided are:

¢ OSinformation
« Lifecycle Controller Log replication into operating system

¢ Automatic system recovery

« Windows Management Instrumentation providers inclusive of storage data

* Automatic Technical Support Report collection




e Prepare to remove NVMe SSD device
¢ Remote iDRAC hard reset

iDRAC access via Host OS (Experimental Feature)
In-band support for IDRAC SNMP alerts
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iDRAC access via Host OS (Experimental Feature)

Using Dell's PowerEdge Servers, you can manage the hardware or the firmware of a device through
iDRAC by configuring an iDRAC dedicated network. Through the dedicated network port, you can access
the iDRAC interfaces such as GUI, WSMAN, RACADM, and Redfish client.



The prerequisite to manage the hardware or the firmware is to have a dedicated connection between a
device and the supported iDRAC interface. Using the iDRAC access via Host OS feature, you can connect
to an iDRAC interface from an OS IP or host irrespective of the connection between a device and an
iDRAC dedicated network. This feature allows you to monitor the hardware or firmware even if the iDRAC
is not connected to the servers.
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Supported features — operating systems matrix

The following is the list of supported features and the operating system.

Generation Features Operating Systems
Microsoft Linux Virtualization | Citrix
Windows (VMware ESXi) | XenServer
(including
HyperV
systems)
12th
eneration | Sharing OS
gand 13th Information Yes Yes Yes Yes
generation
12th
eneration |LCLog
gand 13th Replication Yes Yes Yes Yes
generation
12th Automatic
generation System Yes Yes Yes Yes




and 13th Recovery/
generation Watchdog
Windows
13th Management
generation Instrumentatio Yes No No Yes
n Providers
Prepare to
13th Remove NVMe v y - ,
i device through es es - es
generation DRAC
Automating
13th Technical v . . y
. Support Report es es o es
generation OS collection
13th Remote iDRAC
generation hard reset Yes Yes No Yes
12th iDRAC access
eneration via Host OS
gand 13th (Experimental Yes Yes No Yes
. Feature)
generation
12th In-band
eneration | Support for
gand 13th iDRAC SNMP Yes Yes No Yes
lert
generation alerts
Network
12th interface
eneration | Monitoring
gand 13th support Yes Yes No Yes
. through
generation | peqfish client

* — The Prepare to Remove NVMe device through iDRAC feature is supported only on VMware ESXi 6.0
and not on any other versions of VMware ESXi operating systems.

ﬁ NOTE: The features such as Windows Management Instrumentation Providers, Prepare to
Remove NVMe device through iDRAC, Automating Technical Support Report OS collection,
Remote iDRAC hard reset are supported only on Dell's 13t" generation of PowerEdge servers with a
minimum firmware version of 2.00.00.00 or later.

% NOTE: For the list of platforms supported by iDRAC Service Module, see Supported operating
systems.
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Installation requirements

This section describes the general requirements of the iDRAC Service Module and provides information
on supported operating systems and the basic system requirements.

Windows
* Microsoft Windows 2008 x64 SP2, Windows 2008 R2 SP1, Windows 2012, or
Windows 2012 R2 operating system.
Linux
» Red Hat Enterprise Linux 6.7, Red Hat Enterprise Linux 7.2, SUSE Linux
Enterprise Server 11 SP4, and SUSE Linux Enterprise Server 12 SP1 operating
system.
VMware ESXi

e VMware ESXi 5.5 U3, VMware ESXi 6.0 Ul

Citrix XenServer

Citrix XenServer 6.5.

% NOTE: Prerequisites specific to an operating system are listed as part of the installation procedures.
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NOTE: The iDRAC Service Module can be installed using an User Interface. The installer also
supports a silent installation mechanism.

Supported operating systems

The iDRAC Service Module support is available on the following 64-bit operating system:

Microsoft Windows Server 2008 SP2 (only on Dell's 12th generation of PowerEdge servers)
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows 2012

Microsoft Windows 2012 R2

Red Hat Enterprise Linux 6.7

Red Hat Enterprise Linux 7.2

SUSE Linux Enterprise Server 11 SP4
SUSE Linux Enterprise Server 12 SP1
VMware ESXi 5.5 U3

VMware ESXi 6.0 Ul

Citrix XenServer 6.5

CentOS 6.5*
CentOS 6.7*
CentOS 7*

CentOS 7.1*
CentOS 7.3*

* — iIDRAC Service Module can be installed on any of the listed CentOS versions. Dell provides only
limited support for CentOS. For more information or support on CentQOS, contact the CentOS
community.

For information on supported operating systems, see the Systems Software Support Matrix at dell.com/
support/home.
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SRR T F— R AR “at W
Z7v7 =R 1~5 — g—= 2 RH—N
— 2 — 55 12 AR 0 — Intel 7t v
27— =T
. 5~10 — A = F¥—o3 |3 — 5F 13 4L 5—AMD Zatv¥
T 27— =M

Blz1E, M820 1L, Intel 7 ut vV afMHATE /A RO 12 (L Dell PowerEdge £ = 7 —H—3
—T7,
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WIZ, IDRACH—ERAET 2a— AV THR—FSNTWNDET Ty b7+ —LDIV A NERLET,

-\

£ 13 X Dell PowerEdge ¥—/3— % 12 {itf% Dell PowerEdge ¥ —/3\—

M820, M620, M520, M420, R220, R320,
R420. R520. R620, R720, R720 XD. R820,
R920, T320, T420. T620. FM120

R530. R530 XD, R730, R730 XD, R630, T630,

R230. R330. R430. R530, R930, T130. T330,

T430, M630, M830, FC430, FC630, FCB830,
C4130. C6320. R7910

VAT LEH

MIEA RV =T 4 P TV AT AOWVT D MIEA R =T 4 T VAT AOFEMNTE LT XA
V—F 4 VTV AT AEBRLTLE &N,

o I{% 2GB ® RAM,

o AR 512MB DZEEN—RT 4 AT R T4 TH=R,

o VAT LEBRFEHER,

« TCP/IPv 4 5,
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3
Microsoft Windows 4~ L—7 1 7 3/ X
T ALTOIDRACY—EREY 22— VDA Vv
A b—)U

iDRAC Yy —ERAETVa—/UE, T74/NFTHR—FEINTWEFNL—TF 4 VT VAT KT X TOREHE
BA VA= L, TRTOERBEENCLET,

Microsoft Windows 4~ L —7 VI AT ANTO iDRAC
P —EREV 22— VDA VA F—)L

PAR—=FENTNEFRL—T 4 7 AT AT O IDRAC h—ERAEY 22—/ A VA M—T3,
[Systems Management Tools and Documentation] DVD 2§k & TWE 7, F7=, dell.com/support/
home 75 IDRAC ¥ —EREVa—/Lf VA M—F% XU n—RKT5ZLHTEET,

Wl avr RIA VAL v FREA LT, FRIELITABA A F—LOWTRIOBELFITT L L
NTEFEJ, IDRAC H—EAE Y 2—/ L, OpenManage Essentials (OME) 72X a> Yy — L a2EH LT
Pova AHNZALEESTA VA= LVTEET,

1. SYSMGMT — iSM — Windows & £ L T, iDRACSvcMod.msi #FEFTLET,
iDRAC —E RE Y 2 —/)b - InstallShield 7 4 ¥ — F NFE RIS ET,
2. R~%27Uv7L%ET,
SA Y AR NFEBEINET,
3. VT RT=T I ABERAT, TAE LV ABHOREICABLET 28R L T0b, R~ %72
Uy 27 LET,
4, ROFTTvarhb vy b ToFEZAL L 2R, N2V 07 LET,
o B¥E-FTRTOTBTTLERENSA VA MV EINET WWERT 4 A7 FEIFTRK),
o HREL-ALAN—NTLHTRTTLERLEGITEZBEBNRT LI LIRS T A VA=V ETRY
~A XALET (B —F—HE),
FHTELA T a AFTkDEBY T,
- FRV—F 4 TV RT AMEH
- HEIVRTAEE
- Lifecycle v 7' VY r—a v
- Windows Management Instrumentation (WMI) a1 &
- HRA DM OS %I LIZIDRAC 77 A
- iDRACN—KUEw b

% A ROFIREL, By VT FEZAL T V4 RUTHRZL T T v a @R LTS E DRI
YU LET,

16



7.

AEHIRNSNMP FF o7 BLON KRR R OS %4 L7 iDRAC 7 7 &2 R #EREITT 7 4/ b T
2HTY,

a. AVAM=—ATHTRTT AOKREZERLT, R~22 U v 7 LET,

Lifecycle Controller t 'L 7Y r—ora v U4 v RUNRKRRINET,

b. LC n /#8428 HAEELET, T 74/ FTiL, B# (Windows 1/ [ Y RTAH) F7
I UNBRENTEY LC 2T AR_V s Ea—7 ® Windows 27 73V Z1THD VAT L T
N—TRNIZERINET, R~27 Vv LET,

4 #F: Lifecycle Controller sV r—ay U RUTHARAZN G TV a &R~
L ESTT I r—varvekY—tvRul T VERNICH AT LT N— T EKT S
TEHTEET,

Host OS #$fE%# /I L72 iDRAC 77 B A IZ Lk o T EN D —BDOR— + E5E AT LE T,

% A 1024 H5 65535 OFPFHDOR— +HFEFE AT LTI,
Ta TG EDA VAN NAVBRET DRIINET,

AR —=NEIY T LT, A A ERHITLET,

RBA &7V L TCHV T I AEERETH L TEET,
N TIDRAC Y —EREY 22— LN EFIZA VA M—LENE LT,
T 22V v 7 LET,

YAV RV AR =L

iDRAC h—EREV a—UE, A v ZTF 7T 47 aryy—NaffleTieNy 7 75 v Fovd A 1Lk
AVAP=NLNTA LV AR NVTEHEIENRTEET,

BALY M YVAM—AEFEALTIDRACH—EREVa—LEAL LA N—ATHI0)F. a2~ RS
V7 MZ msiexec /i iDRACSvcMod.msi /qn & AJILFET,

A VA M= a T EERT HIZIE, msiexec /i iDRACSvcMod.msi /L*V </ NI EZDz2%> % A
jj L/i‘g_c

LC v VR MFED T N—T", ET2IN AL LT 3 AVF MG HI21E, msiexec /i iDRACSvcMod.msi
CP_LCLOG_VIEW="“<BLfFD I I— T8 F [TV XL T4 55>" w AJJLET,

YA AV A=V EFEHALTHA M OSIDRACFRHEH TIDRAC 77 R %A A h—)L 3 5IT1F.

msiexec /i <7 > X Fh—F7 74 /LDHH>/iDRACSvcMod.msi ADDLOCAL=IBIA /gn] & AL
i‘g_c

P R—FENTWAEETC2—Y—A U H T 2 —AZHFKRTAHIZIX, msiexec /i iDRACSvcMod.msi
TRANSFORMS= <& —/L&H> mst E AN LET, 22 TORr—AESZFROLEEY TY,

v —nEH =5
1031 KA V38
1033 Zeih (CRE)
1034 AL 5
1036 75 A
1041 BN
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2052 i =5

Microsoft Windows 4 <L —7 ¢ VAT N TO iDRAC
P—bEREVa—Laryf—3Rkr FOEHE

iDRAC —bEREVa—LariR—32 hEEETHITIE, ROBIEEFEITLET,

1

W

SYSMGMT — iSM — Windows & £/ L T, iDRACSvcMod.msi #3EfTLE7,
iDRAC ¥ —E ZE Y 2 —/L - InstallShield 7 1 ¥'— F NERENET,
W~z7 Vv 7 LET,

BIE #EIRLET,

MBS U CHREZ AL E 213 Bafb L, R~%227 Y v 7 LET,

Lifecycle Controller e 7L 7Y rr—a s U4 v RUNRKRINET,

LC u 72T 2 VERNH LB EEELET, T 74/ b TlE % (Windows 7'/ VA5 A) 4
TrarMBEBIRENTEY, LCaZiZ ARV N E2a—T @ Windows 227 7 3V HZHD VAT A
TN—TRICERENET, R~%227 ) v LET,

A%E: Lifecycle Controller R 7' LT Y r—ay U4V RUT HARAEL AT a VEERRT S
LT TV r—vartydy—vR 0SS T VTN AZ LI N—TEERT DL
HTEET,

ﬁ AE RO LD IR TIL, VAT LEFHEDTHILENELLIHERH Y 7,
o ¥ (Windows 27 [ VAT L) FFvard BREL AT a 290284,
o DEDDHAZ LT FNEBRIOT +NVZIZH0 B2 1256,

A VA M=VOBFEZET BEAFRINET,

Host OS B§#EZ /" L72 iDRAC 7 7/ B AL Lo THEHEN D —BOR— hEFE AT LET,
B4 #1024 705 65535 OFEHOR— FESEAN LTSN,

WA HATT DI A VA =NV E7 U v 7 LET,

R %27V L CHV 77TV ARERTHIELTEET,

INTIDRAC #—EREY 2 — /LRIEFIERINE LT,

TRV LET,

Microsoft Windows XL —F 1 v 7 A7 5 TO iDRAC
P —E R 22— /LVDEE

HFELTWD, FRIIHME LR WIDRAC H—EREV a—/LaryR—x v N EETLEEIL. OFIES
FEITLET,

1

18

SYSMGMT — iSM — Windows & &8 L T, iDRACSvcMod.msi #3EfTLET,
iDRAC y—E XEY 2 —/L - InstallShield 7 4 ¥'— K BNFRrENE T,
W~%27 Vw7 LET,

BE 28Rl R~%227 0 v7 LET,

A VAR M= NVOERFTET BERRSNET,

W FATT DI BE 227 ) v 7 LET,



REREZEET DT, B2 &2y 27 LET,

INTIDRACYH—EREVa—LaryiR—3xy hNIEFIEESNE L,
5. BT 227V v 7 L%,

Microsoft Windows 4~ 1L —7 ¢ VI AT NTOH iDRAC
Y —EREV2—ILOT AV A R—)L
iDRAC Y —EREV a2—)LiL, BRB2OOFETT A A=)V T&ET,

o BN IDAMBALIEE\AT VA LA F—)L
o BN/ HIBEEEEA MR LT VA A =)L

BWEHIDEFEHALEZEAT VA VA =V

msiexec /x {F23CA55A-ED35-4739-BB67-5DE391A22A11} /agn & AA L., B ID Z#HL T
iDRACH—VEREV 2a—VET A A =L LET,

BN/ BIBREERE A L= T A VA h—)b

gy hur—RRD BN EFHR AT a U AEH LT, IDRACH—EREY 22— ET A A b

—NTBZLENTEET, ZHEITHICE, RAF¥F— b savba— RV > 7alT08EL27 ) v

7 LET,

% AE: iDRACSvcMod.msi DEITHEIZ TUVA VA M= ZBINLTCT A VA=A THIEHTE
7,

% A Windows 4 XV b B2 —7 ® Windows v 7 7 4 /L X2 % % Application 7 /L —=7"C, iDRAC
P —bEREVa—a S ERRFCXFET,
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4

Xt Linux A~ 1L—7 4 V7V AT LATO
iDRACYH—ERETV a2a—/LDA VA —)b

iDRAC r—E R E ¥ =2 —/)L2/Ki% 1 DD Red Hat Package Manager (RPM) |2/ %y r— AL STV ET,
Ry —DFT =2V A7 VT NE—HICRREN, A VA=, ToA A N—b F36 v HE720 8
BEOER | N EU VR D LN TEET,

Linux DA > A2 b—=ZZH—rpm £ VA b=V ThH D7D, HIPNA A =L R—MIHY T, B
HEORR | MoV B2 1%, 27 VT MERXDA VA =)L COHRAHETT,

AE: A A F—FL, IDRAC —E RAE ¥ = —/LxfHD Red Hat Enterprise Linux 5, Red Hat
Enterprise Linux 6, Red Hat Enterprise Linux 6.7, Red Hat Enterprise Linux 7, Red Hat Enterprise
Linux 7.2, SUSE Linux Enterprise Server 11, SUSE Linux Enterprise Server 11 SP4, SUSE Linux
Enterprise Server 12 SP AR L —F 4 V' IV AT AD 64 £y b=V 3 U RTIEMATE £,

A Yellowdog Updater, Modified (YUM) . VMware Update Manager (VUM) 33 & O® Citrix XenServer
Supplemental Pack 72 E DY RY h U R—=ZADA VA F—/)LTIX, T 7 #/V b TTRTOBENFINC
o TWET,

AE: CentOS Tid, BT 7 =W HYR—FLAR—FD OS & ZIEMHRRIT Y RN— F S EH A,

Linux 7RV —F 4 VL AT ADS VA VA h— ) VEAE

Shts Linux XL —F 4 VIV AT AEET L TCVWAE VAT AZIDRAC Y —EREY 2 — L&A A h—
VT HITIE. setup.sh #FEfTLET,

WD KD IR AR LR 22 LTV D Z L 2B L £,

USBNIC E— R ® OS-t0-IDRAC /SR A /L—HEREN T 7 4 /L b THENZ /> T\ 5, HEZHZZ > T
L2%BAEE. FHTHEDICLES,

IPv4d %y NT—=T AH 9 INRKRANETRL—T 4 VTV AT A THENC> T 5,

USB 7V AT ANENI /2o TN D,

udev WEMZ /> T5D, iIDRAC h—E ZET 2 — /L& BB CREIT S 7= MNETT,

iDRAC DFEHEIZ DV TIE, dell.com/support/home Tl ® [Integrated Dell Remote Access Controller
=P —=XF A K] 2L TIIES0,

Linux 1 > 2 b — /L ORTEME

WiZ, A VA=V EZRTTDHEOICA A N=IVTINENLDERFE Ny r— | BITRRET 7 AL DY
A NTT,
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ETHRaw R Ry r—o4

/sys fileSystem

grep grep

cut, cat, echo, pwd, coreutils

lsusb usbutils

find findutils

YxNAZ VT hav R bash

ifconfig net-tools

ping Iputils

chkconfig RedHat Enterprise Linux
* chkconfig
SUSE Linux Enterprise Server
e aaa_base

install_initd RedHat Enterprise Linux

¢ redhat-Ilsb-core

SUSE Linux Enterprise Server

e insserv
/etc/init.d/ipmi OpenlIPMI
Systemctl systemd

Linux XL —F 4 VA7 ATOIDRAC VY —E X E
2—)VDOA A F—)V

1L AR TEOMENEEICFRRNINET, HHRRA Y 3 ATRDLEBY TT,
o [l v F K v 7 Instrumentation Service,
o [2] Lifecycle v 7 LY r—r3
o [BlANL—F 4 TV RAT AiEH,
e [4] KA KOS %N LIIDRAC 77 & A,
e [5]iDRAC "—FUEwv I,
o [6] TNTORREE,
2. WBERHEEZA VA M—ATHITIE, FRENOEEDESEATILET,

% AE a2 TA VA MV THEEDHFEEEZXL > T LI,

ﬁ AEZOTRTCOEREEA VA =T HITNE, TXCOBEE A7 a VERRLET,
3. AR AERITLRVERIE, q EADLTHRTLET,



AFEIDRAC h—ERAET 2— L 23 LIETIE, A VA R — NV RICHREEZEFT T2 L TEET,

AE BEWVO Linux X —F 4 V7 AF AMZIDRAC B —ERAEV a— A BA VA h—LEINT
WANE D IEFRIT HITIL. /ete/init.d/dcismeng status I~ R&EFEITLET, iDRAC H
—ERAEV 2R, A PV ENFETEINTOEEAIL, TP RERERESRET,

% A% systemctl status dcismeng.service <2 FKOMRPDVIZ init.d a~w» REHEHL T,
iDRAC — B A& ¥ = —/ L% RedHat Enterprise Linux 7 % 7213 SUSE Linux Enterprise 12 A1 —7
AT VAT DA VAR A ENTNDNE I TF =y 7 LET,

YAV R VA M=)V

iDRAC V" —bEAEV2a— L, 2—HP—a V=R LTHE v I 7T RTHA LY MIA VA =L
TEFET, L, XT A —H|T setup.sh 2> TEITTEET,

setup.sh ZHHTHZOICPET Z LN TE LRI A= L, ROMEY T,

NG RA—H B

-h ASVT L SVTERRLET

-1 AUA M=V BRUTHEREE A VA R—LLTH
Mz LET

-X T AT VAR TRTCOMEEZA VA =L LTH
M LET

-d Bl : IDRAC #—EAEVa—LarR—%r h &
ToA VA=V LET

-w HEI AT LU AT @ BB AT LY N Gk

P—EREHMILET
- LC m 7 : Lifecycle =7 LU Fr— a3 U EHIZ

LET

-0 OSIEH : A —F 4 L I AT LADOBEHEHL)
ZLET

-a HEIME : 20 R—R 2 FDA A b —L8I1TA v
A b= ENY—ERXZRBELET

-0 ARA R OS /L7 iDRAC T ZEZ: RA K OS

FEAZMEH L TIDRACT 7 EAEZEIICLET

Linux 7 XV —7 4 VTV AT A TO IDRAC ' —EREY
2—NVDT A VAR N—)
iDRAC —ERAE V2 —)UE, RO 2FEDFHETT A VA =)L TEET,

o TUAVAI—NAZ VS NEFHTS
e« RPM <=y FEFEHTA
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ToAVAM—NVRAIZ Y NEERAL7ZIDRACYHY—ERETV 2 —NLDT A v
A k—)L

iDRACV—EREV 2—LDT A VA M—=VIEHTHA7 Y7 MEdeism-setup.sh T3, =)L
A7 VT NEFITL, dZBRIRLCIDRACH—EAEY 2 —LET A A ML LET,

RPM o< RZFERA L7 IDRAC YV —ERES 22— VDT A VA R—)b

iDRAC ' —ERAE TV 2—/E, RPM =< KN rpm-e dcism %I~ RIA NIANTHET VA A B
—/LTEET,
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5

VMware ESXi T?O IDRAC H—E R ET =
— VDA VA h—)b

—I D AT LTI, A VMware ESXi 234 A h— AL ENTWET, ZTNHDTATADY A Mo
WWTiE. dell.com/support/home THRHFD [ X FA Y 7 p D= FHHR— v V2] 2BRLTLEE
AN

iDRAC '— B RE Y 2—/LE, VMware ESXi AL —F 4 U L AT L HF[TLTVDH VAT L TDA VA
F—VAD zip 77 ANME LTIREENE T, zip 7 7 A VT4 Al ISM-Dell-Web-2.3.0-<E /L RE S
SVIB-<X—T g Usizip IiE-> TWET, T T, <=V 3 > 1 3IxfG ESXi X—T 3 »TF,

S ESXi X—a v D zip 7 7 A MIRD LB Y T,

e ESXi51-1ISM-Dell-Web-2.3.0-<EVL FE&E+4>.VIB-ESX51i.zip
e ESXi55-1ISM-Dell-Web-2.3.0-<EVL FE&E#%>.VIB-ESX55i.zip
e ESXi6.0 - ISM-Dell-Web-2.3.0-<EVL N4>, VIB-ESX60i.zip

AE: A A F—FL, IDRAC —tE RXE Y 2 —/L%tIi=®D VMware ESXi 5.5 U3, VMware ESXi 6.0 U1,
BIURVMware ESXi6.0 U2 AR —F 4 VTV AT AD 64 By b=V g I _RUFEHTE E
T, ESX 7 7wy 73R — P I TWERA,

http://vmwaredepot.dell.com/ 75 VMware vSphere 2~ RKZ A > A > % 7 =—A (vSphere CLI) &4
7 m— K LT, Microsoft Windows £ 721% Linux A7 & EIZA A =)L LE$, £7/=i%. VMware
vSphere Management Assistant (vMA) % ESXi 8 A MZA V' AR— FT&E X7,

vSphere CLI OfE

vSphere CLI Z{# ] L T VMware ESXi IZ iIDRAC ' —ERAEV 2— VDY 7 U =T %A VA M—LTBHIZ
13, WOFINEEZFEITLET,

1. ISM-Dell-Web-2.3.0-<bldno>.VIB-<version>i.zip &, VAT LDT 4 L7 hJ|Zat™—LT
it LE9,

2. ESXIiHRANEDTRTOFANERV—FT 4 VT VAT AEY Yy AT UL ESXIRA NE AT T
VAE— NIZERELET,

3. vSphere CLI & Windows TEH L T\ 535461, vSphere CLI 2—7 4 U7 4 %A VA M=V LI2T 4
VI MUICBEILET,
vSphere CLI % Linux T L CWAEHAIE, EOT 4 L7 UL Tha~vy REFEITTEET,

4. koza<r REFTLET,
VMware ESXi 5.1 D4 : esxcli --server <IP Address of ESXi 5.1 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,
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VMware ESXi 5.5 @34 esxcli --server <IP Address of ESXi 5.5 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,

VMware ESXi 6.0 D4 esxcli --server <IP Address of ESXi 6.0 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,

% A E:vSphere CLI % Linux TEHA L TWBIEE, ILETF plUISLESH Y F8 A,
Iar T IREFREINTZS, ESXIi AR FONL— b a2—P—Z L XA T—RFE AN LET,
a~y FHAKE, 7y 77— FOBERFRRINET,

ESXi R A M AT A& HEEE LE T,

A VA M=)V ENTVIB O RE AFE 2L —ERRT HITIL, esxcli-server<IP>software vib get 7=
1% software vib list ZfEH L £,

VMware vSphere Management Assistant O

VMware vSphere Management Assistant {795 & . HFHE L BARE D ESX/ESXI VAT L& FHT 572
DIZAZ VT MBI RE—Vxr FEFTTEET, FMICE L TiX, vmware.com/support/developer/
vima/ 2L T 7230,

1

5.
6.

VAT AEHFEL L TVWMAIRR AL, TRV IRERINIZH AT — REATILET,
ISM-Dell-Web-2.3.0-<bldno>.VIB-<version>i.zip 77 A NVE VAT LLEDT 4 L7 VI
b — LU TR LET,

ESXi KA R EOFTRTOFRAMARL—FT 4 VT VAT L ET Yy NAUV L ESKI AR AT T
VAE— RIZERELET,

VMA TR a< > REETLET,

VMware ESXi 5.1 O35 : esxcli --server <IP Address of ESXi 5.1 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,

VMware ESXi 5.5 D4 esxcli --server <IP Address of ESXi 5.5 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,

VMware ESXi 6.0 D54 : esxcli --server <IP Address of ESXi 6.0 host> software
vib install -d /var/log/vmware/<iDRAC Service Module file>,

Tur T EBRERENTEDL, ESXi AR A DO — ha—F—Z L X2 T— REAHLET,

ESXi RA M AT A& FEE) L E T,

FROFMELZET LIEE T, ROFIELFATLET,

1.
2.

iDRACHYH—VERET a2— )V ZEFH AT —2 g NIRBGEEA VA =L LET,
iDRAC ' —E AV 2—/LDA VA =1, V—EREZHMLET,
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VMware Update Manager (VUM) ®OfEH

iDRAC #—EAEY a—/L%& A A b—/LT5I21Z, VMware Update Manager (VUM) & L £,

1. X Microsoft Windows AL —F .t > 7' 3 AT LI VMware vSphere 5.x, £ 7213 LUED R—
a2 > (vCenter #—/,3—_ vSphere 7 7 A 7> k., ¥ LT VMware vSphere Update Manager) %A > &
=L E9,

2. TAZ Ky 7T, VMwarevSphere 7 547 v b X TNV Y w7 LT, vCenter h—"—|Zm /A
LET,

3. VSphere 7 A7V NRA L7 Y v LT, FRT—FRZ—%27 Y v LET,

4. FHT—FRLF—%FE7 V7 LT, FANOBMZ2Y v/ LET, BHREOERRICHE-S TESX W
— N —DIEREERLET,

5 HAOFIETEBMENTZESXIiFA ML Y v 7 LT, AVTFUVRE—R %27 ) v 7 LET,

6. FITALL S FTFTA L DEE - VMware Update Manager DX 72— R &R L £4 (EFIC
Foyrm—Ranbd b, A7 —=F2FHMT0 E9), FERICHEST, VUM Z 947 baA A b
“_“/I/Lij_o

7. ESXi A MEERLE9, Update Manager » BEE L 2— > Ry FIURT MY - Ry FOA KR
—bE7V v 7L, BEHOERIES TRy FEIEFICT v 7a— RLET,
FT7TGA N RARERRENET,

8 R—RFAVBIOIN—T %22V LET,

9. NR—RFGAVETPOER YT %7 ) v I LN—ATA LR ERELTN—ATA AT L LTR
A NLEE 2R L7,
RIS TRV EZET LET,

10. FHEC2— %227V v LET,

1. R=RFA~DBM (7 y7r— RSNy FHHLT) 2270 v 27 LT, FIE8 TIEM L7~
—ATGA L ERIRLET,

12. a2V FFA TV A2— %27V v 7 LE7, Update Manager ¥ 7 RIR L E§, Ikt 227V v L
TFIE 8 TIERR L7z JEER—R T A ZiFINL, RN FE T,

13. 2% % 27 Vv 7 LT, RoFBIOEERE ZEIRL (T 740 N TRRENRVWER), Ax X &
7V vy 7 LET,

14, R7—U %27V v 7 L, fERRLTZARR MRERE 28R L, fERicienvE7,

15, ATV I PRRETLEGBE %227V v 7 LT, fERICEVNET,
iDRACYH—EREV2—LDA VAR ANETLE LT,

16. AA N EFHEEHLET,
E4 #E: VMware Update Manager WZHOWTOFEMIL, VMware DARY = 7% A FE2SRL T

S,

AE iDRAC —EAE T 2—/L & VUM U AR b U https://vmwaredepot.dell.com/ 75 1 >
ARN—=NTHIENTEET,

Power CLI O FH

Power CLI #fffH LT, iIDRACH—EREVa— L&A LA AT 500, WOFIEEETLET,

1. %Pt Microsoft Windows AL —F ¢ o 7 2 AT A2 ESXi D%}z PowerCLl A > A b—1 L ¥,
2. ISM-Dell-Web-2.3.0-<bldno>.VIB-<version>i.zip 77 A /L% ESXiHRA MZab—LE7,
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10.
11.

12.

binF 4 L7 FUICBEILET,
Connect-ViServer 4T L C, P —"—BIUOEKRBEMREIMEL T,

ESXi 5.5, ESXi 6.0 UL, ESXi 6.0 U2 ®%t)is vSphere CLI Zf#JH LT ESXi AR & Mcr ZF v L, F—4#
A NT EERLET,

7 + /L% ISM-Dell-Web-2.3.0-<E )L F&EB>.VIB-</X— 3 > %2 ESXi 5.5, ESXi 6.0 U1, ESXi 6.0 U2
AR A D [vmfs/volumes/<TF—F A N T&>T 1 L7 N UITERR LE T,

ESXi5.0 U172 h® ESXizip 7 7 1 /v % [vmfs/volumes/< 5 — % X + 74 >ISM-Dell-Web-2.3.0-
<bldno>.VIB-< N"—Y g >l T 4 L7 hJIZabt—LET,

ETHRELET 4L FY Tzip 77 A NVERELET,
Power CLI TkD o~ REETLET,

ESXi5.1 M3%HE : Install-VMHostPatch -VMHost <VMHost I.P address>- HostPath /
vmfs/volumes/<datastore name>name>/ISM-Dell-Web-2.3.0-<bldno>.VIB-
<version>i/ cross oem-dell-iSM-esxi 2.3.0.ESXi510-0000-metadata.zip

ESXi 5.5 ®%# : Install-VMHostPatch —-VMHost 10.94.171.97 - HostPath /vmfs/
volumes/<datastore name>name>/ISM-Dell-Web-2.3.0-<bldno>.VIB-<version>i/
cross_oem-dell-iSM-esxi 2.3.0.ESXi550-0000-metadata.zip

ESXi 6.0 ;4 : Install-VMHostPatch -VMHost 10.94.171.97 - HostPath /vmfs/
volumes/<datastore name>name>/ISM-Dell-Web-2.3.0-<bldno>.VIB-<version>i/
cross_oem—dell—iSM:esxi_Z .3.0.ESXi600-0000-metadata.zip

ESXi AR A | % e L £,

esxcli software vib listlgrep -i open 2= K& 34T LT, IDRAC —ERE Y 2 —/L3F R MIIEHEIZ
AR M=V ENTZDE D N EHERLET,

iDRAC ' —EREY 2 — A NERINET,

% AE: Power CLIIZDOWTDO#EMIZ. VMware DAR YT = 7% 4 FEBB LT 7ZE W,
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Citrix XenServer T® iDRAC —E X E ¥
2—)LDOA VA F—)b
iDRAC #—E 2AE Y 2—/LiE, Supplemental Pack %1 L T Citrix XenServer {24 A h—/LZET,

Citrix XenServer F1® Supplemental Pack 12k D 2 DD HETA A P—LTEXET,

o EITHOVAT AL
o ALUAb—NH

EITH T 2T MBI B Citrix XenServer T? iDRAC H—
FAEYa2— )LDV A F—)L

FEITH D A7 LT Citrix XenServer 6.x [A]1F Supplemental Pack %A A b —/L 9 5I1Z1%, RO FIEZ FET
LET,

1. Supplemental Pack ISO 7 7 A/ /L% CD 721X DVD IZ a2 & —F 50, ISO 7 7 A L& Hh—_—Z X T
27— RFL&ET,
ISO 77y A NEF U ra— RTBHLAEE, ROXIIZ—KFT 4 L7 MIIZISO 77 A VE~D L LT
{TE&EWY,

$ mount -o loop <iDRACServiceModule4465840100100-supplemental-pack-
filename>.iso /mnt

ISO 7 7 A /W% CD £721E DVD I 2 B — L7281, TN EHFE R T TIHA L TR a~ > REHE
TLET,
$ mount /dev/cdrom /mnt

2. Supplemental Pack %1 A h—/L L &7,
$ cd /mnt

$ ./install.sh
Folx

$ xe-install-supplemental-pack < iDRACServiceModule-supplemental-pack-
filename>.iso

3. AVAM—ANETLEDL, ISO77ANVEIXCD 2~U Yy MERLET,
S cd ..

$ umount /mnt
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Installing the iDRAC Service Module on Citrix XenServer
during XenServer installation

The Installer is available for all iDRAC Service Module supported 64-bit versions of Citrix XenServer 6.2
SP1, Citrix XenServer 6.5 SP1, and Citrix XenServer 6.5 operating systems.
To install the Supplemental Pack for Citrix XenServer during the installation of XenServer:

1. Start the installation of XenServer as usual and follow the instructions on the screen.

2. One of the early questions during the installation process of XenServer is if you want to install any
Supplemental Packs, click Yes and continue with the installation process.

3. After the base XenServer image is installed (5-10 minutes depending on the speed of the system),

you are prompted to insert the Supplemental Pack CD. Eject the XenServer installation CD from the

optical drive, insert the Supplemental Pack CD and click OK. The message iSM Supplemental
Pack was found is displayed. To confirm installation, click Use and click OK.

NOTE: If you have more than one Supplemental Pack (either the Linux Supplemental Pack from

Citrix or other third-party applications) you can install them in any order, although it is
recommended that you install the Supplemental Pack last.
4. After completing the Supplemental Pack installation (2—5 minutes, depending on the speed of the

system), you are prompted to install other Supplemental Packs. If you do not want to install other
supplemental packs, click Skip and press <Enter>. The XenServer is installed successfully.

When installing RPM packages, to avoid warnings concerning the RPM-GPG key, import the key with

a command similar to the following:

rpm —--import<OM DVD mountpoint>SYSMGMT/srvadmin/linux/RPM-GPG-KEY
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L] N ~N =y
iDRAC V" —E AT 22— /LDORTE
iDRAC #—E AEY 2 — LOREIIIREZHTATDLZ N TEET,

e IDRACYZTA LV HFTx—2RA
e RACADMCLI 2= R
¢« WSMAN i~ K

iDRAC U =27 A UV FT7=2—ANHDIDRAC Y —ERXEFV o
A

— VDX TE

iDRAC W=7 A > %7 2—A0E IDRACH—EREY 2 — L E2FEHAT AT, HE - f—N— o J—¢
RETa—/ BN LET,

Support | About | Logout

Aftached Media | vFlash [EEESISIVSTEM  ob Queue

Setup.

iDRAC Service Module Setup

(Al

RACADM 7>5 @ iDRAC —E R E Y 2 —/LDORE

iDRAC —EAE Y 2—/L, RACADMCLI a~ > REHHLTT 7B ABLORET DI N TEET,
iDRAC ' —EAEY 2 — /T L > TR ENDMIBED X T — & 2 2 fEFE 3 2121, racadm get
idrac.servicemodule 2~ R&FHLET, ZDa~<wr Nk, iDRACH—EREVa—/LOEIEL *
DOIRENR—ERREINET,

«  OS i
o LCLLVT Y r—vay
o WMI
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o HENRT AU DAY MLE
e KA KOSZEILIDRAC 727t A
e IDRACN—FRU%kvy

HERE 2 3% E £ 72138 R 9 2 121X, racadm set idrac.servicemodule. <#$RE4 > <A E 713 ESh> 2 H L
1;_‘0

% AE: VRSN BEEZIIEROARTIOLHICH S # L FIIEETXERA,

RACADM 7% iDRAC h—ERAEY 2 — L& iH$ 5(2i%, dell.com/support/home TAFETE %
FRACADM =~> FZ 4 > iDRAC 8 L INCMC itV 7 7 L2 2G4 F] O p—ERET a—)L J)L—
T HAT V=2l ML T I,

WSMAN 7>5 @ iDRAC b —E R E Y 2 —/)LDFRE
iDRAC r—E AV a—/UL, RDOa~y R&EfE->TWSMANBHTT 78 ABLORETEET,

iDRAC ' —EAET 2 —/LERET DT, koa~r FEEHLET, winrm i ApplyAttributes http://
schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/DCIM_iDRACCardService?
CreationClassName=DCIM_iDRACCardService+Name=DCIM:iDRACCardService
+SystemCreationClassName=DCIM_ComputerSystem+SystemName=DCIM:ComputerSystem -u:root -
p:calvin -r:https://<Host IP address>/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic
@{Target="IDRAC .Embedded.1";AttributeName="AgentLite.1#<feature>";AttributeValue="1"

WSMAN 725 iDRAC —E A E Y 2 — /L 29 52i%. dell.com/support/home TAFTE 5, Web
services for Management (WS-Man) &7 v k 2L OEHE#R & Fl235# S 7= TDell Lifecycle Controller
2 Web Services f V' Z 7 =—A T A F] 2B LT ZE,
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I HArBH\ &Y (FAQ)

AIETIE, iIDRACH—EREY 2—MZET 5 FAQ 2 U X R LTWET,

iDRAC ' —EREV a— L&A VA MN)VERIIFTT S
B1iZ. Open Manage Server Administrator =7 > A . X |
—IVTLHBLENRH Y 7032

WX, IDRACH—ERET a— L&A A M—/LEIXFEITT HANZ, Server Administrator OFERED M5
IELTWD Z LB LT<Zawy,

% AE: Server Administrator 7 A VA M=V T HMEITH Y FH A,

AT AZIDRACYH —FRETV 22— BN, VA —LEN
TWAZ EEHERT HHEEZBHZTLIIEIN,

iDRAC ' —ERAEV 2 — N VA =L ENTNDLNE I DEHERT DT, ROBFEEZFEITLET,

«  Windows DA :
service.msc 2= FEFEITLFET, DSMIDRACh—ERETV a—/V LWV AHIDOF—E AR N
BEE, P—E2DU X EABELET,
o Linux DA :
/etc/init.d/dcismeng status aA~vY REFE[TLET, iIDRACH—ERET a2 — R A A h—
NEHRTIITENTHDEET, AT —F A0 FITH L7200 £77,
AE: systemctl status dcismeng.service 2= FOMRDVIZ init.d a~r REHEH LT,
iDRAC #—E 2 2 — /L7 RedHat Enterprise Linux 7 3 & OF SUSE Linux Enterprise 12 AL —7
AT VAT REA VA=A EINTNDIMEI DT =y 7 LET,

VAT DA VAP ENTHWD IDRAC Y —EREV 2
—NDN—=V g VEERT DHEEZHATIIEEIN,

VAT LAND IDRAC Y —E AT 22— /LD A= 3 U EERT DL, AFZ—F >3 b —L3R)LV -
TulIralBEE ) v LET, A VAR LENTZIDRAC T —EARAEY 2 —/LDO/NN—T 5 L3 /N—
Var A7 ARSNET, £f2, v AV Ea—F > TuTTEDT A VA M LVERTER OB
LAV arv a2 Ty s/ THILHTEET,

iDRAC ' —ERETV 2 — V%A VA M=) T AH-DITNHE
TR EARFF ] LU T 2,

iDRAC ' —EREV 2— %A VA =L T DI21F, BEELNLVOWHEREZRF> TWALERDH Y £7,
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iDRAC—EREVa—NVZA A=V L LI ETBH L,
ZOY—=N—GFH RN =PSRN TNEEA EWNHZT—A
E—URERRENET, HEF— S—OFMI OV T [2—
YP—XTA R 2R L72R%IF. £ FTUXLNTTH?
iDRACV—EREV a—/L& A A F—/LT LRI, IDRAC V—EREV 2—)LDA VA N—VETHBHY

— = E T AT BAE 12 B LUK Dell PowerEdge #—S—Tdb 5 = & #HER L T &0, £z,
64 Ly by AT LEMAL NS Z L bHEALET,

USBNIC ZH ® OS to iDRAC /R A A L—NIE L BEI
TWT%, iDRACH—E RXFEY =2—/LiZ OS to iDRAC /X &
AN—F ¢ XNV EFEH LU TIDRAC L BIETEXEHA 21D
Ao—UN0S B SICEREINET, RETTN?

iDRAC #-—E ZE ¥ = —/LiE, USBNIC #H ® OS to iDRAC /S A Z/L—% il L T iDRAC & DilfE % T
LET, BT IELWIP = RARA » F3FRE SN2 USBNIC A 4 7 = — AFRH T2 OWE N S 7
WZERBYETN, ZhUE. KA OSDONV—F 4 7T —TNWICR UsEde~ A 712k 285 p > |k
UMNEENTEY ., USBNICSEENN—T 4 V ZMAFORYNTY A N AT & ETRAET D ATRENEN
HoET,

oy =1 . - N
A% 7— kU =A | Genmask 757 AV | BR 15)?; 7
T 7 4R 10.94.148.1 ]0.0.0.0 UG 1024 0 0 eml
10.94.148.0 |0.0.0.0 255.255.255. | U 0 0 Oeml

0
link-local 0.0.0.0 255.255.255. |U 0 0 0Oeml

0
link-local 0.0.0.0 255.255.255. |U 0 0 0

0 enp0s20ul2

u3

Z O TIE, enp0s20ul2u3 73 USBNIC A > Z 7 = — A TH D, U7 a—HAs5ise~ A7 RN iR S,
USBNIC NEFOBRANC 2> TWERT A, ZD7®H, OS to iDRAC /S Z 2 L—fRH D iDRAC —ERAEV =2
—/L & iIDRAC MR 2 EHIMTEN AT DR L2V T, BRMNEO N T TNy a—T 4 v T %17 D
WZiE, ROFIEONTNEFITTHIENTEET,

iDRAC IPv4 7 FL A (F7 4L hT169.254.01) NAA R OS MWHEFERRETH A Z L 2R LET,
ETEXRWEAIE, KOFIEEFITLET,

o —EDsS~ A7 TIDRACUSBNIC 7 RL AZZEH LE7,

o RHEHRZUNVEN—T 47T —TNANLHIERL, A 23 IiDRAC USBNIC IPv4 7 R L A |ZHIZE L 72
WIFIZ USBNIC 23— Mk o TBIREND L HICLFET,
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iDRAC ' —EREVa—NVEAL LV A= L LY LT HL,
ZDFR—T 4 VT VAT AR R— IR THRNEN
ITLTFT—RA o B—UNRREINET,

iDRAC ' —EREV a— %A VA M=V TEDLDIE, Mt —FT 4 VTV AT A LEOBRTY, 5thaA
N —T 4 VT VAT BZOWNWTOFERIL, TS AX—FT 4 VTR T A 2R LTI,

J%&— hIiDRAC N—F Uty MEREZEH L TIDRAC 2V
Ty FLELLER, IPMI FT A TRIREET, T T7vva
—T AT TEEREA,

VMware ESXi 5.5 U3 £72/3 ESXi 6.0 UL TVU E— F iDRAC N— Uty MERBEZMEHLL S L35 L.

IPMI RTZANBISELRL 2D ZDEOIZIDRAC —EREY 2 — /LOB@BEMEIESNET, ZORE
HRRRT DI, = "—ZHEE LT, IPMI FIA RNEHE o — RT3 0ERHLIBENH Y £1,

RIS LifeCycle 1 73421 —F 4 V7V AT LD Y
ZIZH D E£T93?

HI STz Lifecycle B 7 &R HI121%, RO FIEEFATL ET

FX—F 4 TV AT A 5T

AR N Ba—7 — Windows 1 7 <FrzD 27—
FEITHRSI A T3S BRIRLET, T3TCO

Microsoft Windows iDRAC #— B AE ¥ = — /L Lifecycle » 7'1%, iDRAC
P—EREVa— L) Y —RLO FICHERE S
TWET,

Red Hat Enterprise Linux, SUSE Linux, CentOS, |/var/log/messages
Citrix XenServer

VMware ESXi /var/log/syslog.log

Linux f 2 b —AHIZA VR =T 2%ENRH D Linux
CIER I —FRIXEITRRE S 0 7T A L 3T A

KIFE Ny r—2 D) 2 M, TLinux EFEH ] 2B LT 72 &0,
Windows f XV b B2 —TIZHRAF LT 3 VE ZVER L E

L7eDd, LCu IR RAZ LT VFZ BRI T ER A,
I TLC v 2R A ITEE )T XV T

HAE LT FEDOVEREIZ Windows ARV b Ea—7 2H U AL LTLEE N, FOBRFE A~
Vh Ea—7 ZHWVWT, BRlANLIC e/ 2ERLTLEEND,
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iDRAC V' —EREV 2 —ADA VA M=VHINZ, TTT 4T
WL—P—f VE T 2= APEH AL DA VA NV F T
g EBERRLUT, HOWEZEMLLIZOTTR, TOMEE
EMDA T 2= ANDAIETHI LA TEIEEA,
DEEEZBOAEIMET 51213 E 9 THIE LW T H?

Microsoft Windows A XL —7 4V F VAT A& FITT DBV AT AT, A VA M= &HHLTHEMDLE
N, TOAL LA N—=FPINDA BT 2— A %A L CTEMMLINTEBREE BT D LN TE DD,
RAUA LS TR, LT T T4 INZ—F— (X T 2 —RAE— RDA VA =T DIRTT,
FlZiE, iIDRACH—ERAEV 22— VDA LA N—NHFNIT T T 4 DNa—H—( U F T 2= ANLEY LS
AUI-FEREIZ, RACADM CLI 2=y REFEH L THOHEMETERWEGERH D 37,
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Linux f VA b—TI X bF—
%t Linux OS DA A b —F %y r— 3R O@E Y TF,

3t Linux XL —F 4 VPV RT A AVAIN—=F Ry lr—

Red Hat Enterprise Linux 6 SYSMGMT\1iSM\1inux\RHEL6\x86 64\dcism-2.3.0-
<bldno>.el5.x86 64.rpm

Red Hat Enterprise Linux 7 SYSMGMT\1iSM\1inux\RHEL7\x86 64\dcism-2.3.0-
<bldno>.el7.x86 64.rpm

SUSE Linux Enterprise Server 11 SYSMGMT\1iSM\1linux
\SLES11\x86 64\dcism-2.3.0-
<bldno>.slesll.x86 64.rpm

SUSE Linux Enterprise Server 12 SYSMGMT\1iSM\1linux
\SLES12\x86 64\dcism-2.3.0-
<bldno>.slesl2.x86 64.rpm

A%E: CentOS N— =265, 70, 7L EL 73 F XV —T 4 7 AT LA~OD IDRAC —E X E

Va—/ DA YA MR, VA NCHDERDOA VA M=T Ny r—V2HATH LN TER
EE
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