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Change history

The following table provides an overview of the changes to this guide from a previous OS10 release to the 10.5.0 release. For
more information about the new features, see the respective sections.

Table 1. New in 10.5.0.7

Revision |Date Feature Description
A06 2020-06-26 Default MTU Configuration Configures a custom MTU value to all the interfaces that do
not have a user configured MTU.
Rebalance FC sessions (NPG) Enables you to balance the FC sessions in the NPIV Proxy
Gateway (NPG) mode.
AO5 2020-06-04 Backup and restore of Fabric State | Backup and restore all switch configuration to an external
device.
Configuring FEC using MSM Configure FEC on interfaces from MSM when the switch is
in fabric mode.
Table 2. New in 10.5.0.5
Revision |Date Feature Description
A04 2020-03-06 | Enable SmartFabric Services on the | Enable or disable SmartFabric Services in an OS10 switch
switches using OS10 CLI.
SmartFabric Services Graphical Facilitates day zero deployment configurations and
User Interface management of the switches in a Layer 3 fabric formed in
leaf and spine topology.
MX7000 Feb 2020 Solution Upgrades MX7000 from a pre-hardened version to a
Upgrade Instructions hardened version.
Table 3. New in 10.5.0.3
Revision |Date Feature Description
AO03 2019-12-06 Disable announcements of ASN Configure the system to modify the AS_PATH attribute of
values the received BGP routes and disable prepending the globally
configured AS number.
Table 4. New in 10.5.0.1P1
Revision |Date Feature Description
A02 2019-10-07 Priority flow control e Configure the traffic-class to queue mapping for the
Z79332F-ON.
e View the format of the default traffic-class to queue
mapping.
queue qos-group (Z9332F-ON) Configure the mapping of different traffic types of traffic
classes to different queues.
show gos maps (Z9332F-ON) Displays the QoS maps configuration of dot1p-to-traffic
class, DSCP-to-traffic class, and traffic-class to queue
mapping in the device.
Table 5. New in 10.5.0.1
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Table 5. New in 10.5.0.1
Revision |Date Feature Description
AO1 2019-09-17 MX Ethernet 10 modules Replace an Ethernet I/0 module (IOM) that is part of a
replacement in SmartFabric SmartFabric.
SmartFabric Services mode CLI Configure the following protocols or services using the
support: SmartFabric OS10 CLI:
e NTP e NTP
e SupportAssist e SupportAssist
e Logging e |ogging
e System Clock e SNMP
e Security e System Clock
e F_Port commands e Security
e [C Zone
SmartFabric Services show View SmartFabric-related configuration information using
commands show commands.
Untagged VLANSs support in Use any untagged VLAN In SmartFabric Services mode for
SmartFabric Services mode FCoE uplinks and FCoE supported server ports, which are
part of the FCoE VLAN.
Lifecycle Management using The gNMI agent processes image upgrade or downgrade
SmartFabric Director requests from the SmartFabric Director server. The server
sends these requests to the gNMI agent using Google
Network Operating Interface (gNOI) API calls.
gRPC Network Management New interface to support OS10 device configuration using
Interface agent gNMI protocol and Openconfig yang models. Supports
Create, Read, Update, and Delete (CRUD) operations
on OS810, Telemetry agent configuration, OS10 lifecycle
management (LCM) through gNOI protocol.
Management address TLV in VLT Send virtual addresses corresponding to the VLT peers over
domain management address TLV.
Default hostname Sets the default hostname automatically using a module-slot
format.
VLT backup link in SmartFabric VLT peer liveliness check is auto-configured in SmartFabric
Services mode Services mode.
Table 6. New in 10.5.0.0
Revision | Date Feature Description
AO0O 2019-08-09 VLT multicast routing Configure multicast routing on a VLT domain for IPv4

networks.

DHCP Snooping

Monitor DHCP messages and block untrusted or rogue
DHCP servers.

Configure dynamic RP using BSR
mechanism

Automatically discover the Rendezvous Point (RP) for a
given multicast group in a multicast network.

VXLAN - Multi-AS

Centralized Layer 3 Gateway
Routing

e Border Leaf Gateway

e Use multi-AS systems in a BGP EVPN environment.
e Configure routing in a centralized gateway topology
e Configure routing in a border-leaf topology

System events and alarms

Change the severity of events using Severity Profiles.

Certificate revocation

Validate that the peer certificate has not been revoked by
the issuing CA.

Redistribute iBGP routes to OSPF

Redistribute routes learned using internal BGP to OSPF.
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Table 6. New in 10.5.0.0

Revision |Date Feature

Description

Port to port pipe and MMU
mapping

Recommendation for using interfaces from same port pipes
for ingress and egress for optimal performance.

Configure openflow

Configure multiple controllers for OpenFlow on both IPv4
and IPv6 networks.

NPIV Proxy Gateway cascading

Connect two switches as NPIV Proxy Gateways (NPIV)
between Converged Network Adapters (CNA) or Fibre
Channel Host Bus Adapter (FC HBA) and FCoE Forwarder
(FCF) switches.

Obscure passwords

Obscure passwords in the show command output so that
text characters do not display.

RADIUS authentication

Specify an interface whose IP address is used as the source
IP address for user authentication with RADIUS servers.

Simple password check

Turn off the default strong password check and configure
simpler passwords with no restrictions.

SupportAssist

New updates to SupportAssist for enterprise systems.

System clock

Configure daylight savings time configuration.

System logging over TLS

Encrypt logged system messages sent to a syslog server
using the Transport Layer Security (TLS) protocol.

VLAN name TLVs

Configure OS10 to advertise TLVs with the names of VLANs
in LLDP PDUs.
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Getting Started with Dell EMC SmartFabric
0S10

Dell EMC SmartFabric OS10 is a network operating system (NOS) supporting multiple architectures and environments. The
SmartFabric OS10 solution allows multi-layered disaggregation of network functionality. SmartFabric OS10 bundles industry-
standard management, monitoring, and Layer 2 and Layer 3 networking stacks over CLI, SNMP, and REST interfaces. Users can
choose their own third-party networking, monitoring, management, and orchestration applications. To develop scalable L2 and
L3 networks, the SmartFabric OS10 delivers a modular and disaggregated solution in a single-binary image.

DevOps p  NetOps

I
i

Native Linux Apps 3rd Party Apps 0S10 Apps

Common
Management Tools Automation Tools Management
Services (CMS)

Fabric Services L2/L3 Protocols =

abeyded uonip3 astdiaiug

Linux Networking Security Services Policy Control

Development Environment via Control Plane Services (CPS)

SmartFabric OS10 OPEN Edition (Native Linux) —

Platform Abstraction via Switch Abstraction Interface (SAl)

abeyoed uonipz uado

SmartFabric 0S10 key features

e Standard networking features, interfaces, and scripting functions for legacy network operations integration
e Standards-based switching hardware abstraction through the Switch Abstraction Interface (SAI)

e Pervasive, unrestricted developer environment through Control Plane Services (CPS)
[ ]

Layer 2 switching and Layer 3 routing protocols with integrated IP services, quality of service, manageability, and automation
features

Increase VM Mobility region by extending L2 VLAN within or across two DCs with unique VLT capabilities
Programmatic APIs and CLI automation using batch and aliases to simplify configuration management

Converged network support for Data Center Bridging, with priority flow control (802.1Qbb), ETS (802.1Qaz), DCBx, and
iSCSI TLV

Requirements
e Open network install environment (ONIE)-enabled Dell EMC device

e To install: Store SmartFabric OS10 software image on a server (HTTP, FTP, SCP, SFTP, TFTP) or universal serial bus (USB)
media

e To configure: Set up remote access to the SmartFabric OS10 switch — see Remote access.

Next steps: Determine if a Dell EMC ONIE-enabled switch has a factory-installed OS10 or no OS installed. Go to Switch with
factory-installed OS10 or Switch without OS installed.

Supported platforms: For a list of currently supported Dell EMC switches for your SmartFabric OS10 release, see the
SmartFabric OS10 Release Notes. The SmartFabric OS10 Release Notes are stored in the Dell Digital Locker (DDL) with
SmartFabric OS10 software updates.
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Switch with factory-installed OS10

A switch may come with OS10 Enterprise Edition factory-loaded. OS10 upgrades are available for download from the Dell Digital
Locker (DDL). A factory-loaded OS10 image includes a perpetual license.

On a factory-installed OS10 switch, you can perform these tasks after logging in:

e Check the OS10 version.

e Upgrade the OS10 image.

e Re-install the license.

If OS10 is pre-installed on a switch, zero-touch deployment (ZTD) is enabled by default. You can configure ZTD to install a new
0S10 image. For more information about how to automate switch deployment, see Zero-touch deployment.

@ NOTE: If a factory-installed OS10 image is deleted after booting into ONIE: Install 0OS mode, you must re-install the
license.

MX Ethernet I/0 modules

On Dell EMC PowerEdge MX Ethernet I/0 modules, OS10 is factory-installed on the MX9116n Fabric Switching Engine and
MX5108n Ethernet Switch. The MX7116n Fabric Expander Module does not support OS10 and functions as an unmanaged
Ethernet repeater connected to a Fabric Switching Engine.

Log in

Connect a terminal emulator to the console serial port on the switch using a serial cable. Serial port settings are 115200 baud
rate, 8 data bits, and no parity.

To log in to an OS10 switch, power up and wait for the system to perform a power-on self-test (POST). Enter admin for both
the default user name and user password.

Change the default admin password after the first OS10 login. The system saves the new password for future logins. After you
change the password through the CLI, use the write memory command to save the configuration. For example:

0S10 login: admin

Password: admin

Last login: Sat Oct 6 00:25:33 UTC 2018 on ttySO

Linux 0S10 4.9.110 #1 SMP Debian 4.9.110-3+deb9u4 x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

I U (S I N N S S G U U (S I N QS I QU S N G S (N NS SN U (S (N N S S (e

= Dell EMC Network Operating System (0S10) e
—-% * —
-* Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved. B
—% * —

I U U N NS G S N N U S PR G R I U S T G QU U RS N S (R N RS N

This product is protected by U.S. and international copyright and
intellectual property laws. Dell EMC and the Dell EMC logo are
trademarks of Dell Inc. in the United States and/or other
jurisdictions. All other marks and names mentioned herein may be
trademarks of their respective companies.

0S10# configure terminal

% Error: ZTD is in progress (configuration is locked).

0S10# ztd cancel

0S10# configure terminal

0S10 (config) # username admin password alphad04! role sysadmin
0S10 (config) # exit

0S10# write memory
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Check OS10 version

Dell EMC recommends that you upgrade a factory-loaded OS10 to the latest OS10 version.
e To check the current version of the OS10 image, use the show version command.
e To check the OS10 versions available for download, follow the procedure in OS10 upgrade->Download OS10 for upgrade.

Check 0S10 version

0S10# show version

Dell EMC Networking OS10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0S Version: 10.5.0.0

Build Version: 10.5.0.270

Build Time: 2019-07-29T23:35:01+0000

System Type: S4148F-ON

Architecture: x86 64

Up Time: 1 day 00:54:13

0S10 upgrade

To upgrade an OS10 image, first download and unpack the new OS10 binary image as described in Download OS10 image for
upgrade. Then copy the binary image file to a local server and follow the steps in Install OS10 upgrade.

@ NOTE: To upgrade a Dell EMC ONIE switch to OS10 from OS9 or another network operating system (NOS), follow the
procedure in Switch without OS installed.

Download OS10 image for upgrade

NOTE: For MX-Series Ethernet I/0 modules, OS10 updates are packaged as Dell Upgrade Packages (DUPs) and can be
downloaded from www.dell.com/support/. For information on how to download the DUP files to upgrade OS10 on an
MX9116n and MX5108n switch, see the Dell EMC SmartFabric OS10 Release Notes—Release 10.5.0.

To upgrade an existing OS10 image, first download a new OS10 Enterprise Edition image from DDL.

Sign into DDL using your account credentials.

Locate the entry for your entitlement ID and order number, and then select the product name.

Select the Available Downloads tab on the Product page.

Select the OS10 Enterprise Edition image to download, and then click Download.

Read the Dell End User License Agreement, and then scroll to the end of the agreement and click Yes, | agree.
Select how to download the software files, then click Download Now.

After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server.
To unpack the .tar file, follow these guidelines:

e Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE
prompt, enter:

NO oA oD

tar -xf tar filename

@ NOTE: Some Windows unzip applications insert extra carriage returns (CR) or line feeds (LF) when they extract the
contents of a .tar file. The extra CRs and LFs may corrupt the downloaded OS10 binary image. Turn OFF this option
if you use a Windows-based tool to untar an OS10 binary file. For example, in WinRAR under the Advanced Options
tab, de-select the .tar file smart CR/LF conversion feature.

e Generate a checksum for the downloaded OS10 binary image by using the md5sum command on the image file. Ensure
that the generated checksum matches the checksum in the image MD5 file that is extracted from the .tar file.

mdSsum image filename

8. Follow the procedure in Install OS10 upgrade.
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Install OS10 upgrade

After you download and unpack a new OS10 binary image as described in Download OS10 image for upgrade, follow these steps:

@ NOTE: During the OS10 image upgrade process in a VLT setup, when the VLT peers are running different software

1

34

versions, make no configuration changes on a VLT peer. Ensure that both nodes are upgraded to the same version before
you make any configuration change.

NOTE: On an MX-Series I/0 module, install OS10 upgrades in downloaded DUP files by following the instructions in the Dell
EMC SmartFabric OS10 Release Notes—Release 10.5.0.

(Optional) Back up the current running configuration to the startup configuration in EXEC mode.

0S10# copy running-configuration startup-configuration

Back up the startup configuration (startup.xml) in EXEC mode.

0S10# copy config://startup.xml config://backup filepath

Download the new OS10 binary image from a local server using the image download server-filepath/filename
command in EXEC mode; for example:

0S10# image download sftp://admin:passwd@10.1.1.1/home/admin/images/OS10EE.bin

(Optional) View the current software download status in EXEC mode.

0S10# show image status

Install the OS10 image in the standby partition using the image install file-url command in EXEC mode, where
filename is the name of the image file downloaded in Step 3 with the image download command; for example:

0S10# image install image://0OS10EE.Dbin

@ NOTE: OS10 has two partitions: A and B. One partition is active, which is the current running version and used as the
running software at the next system reload. The other partition remains standby, which is the partition where software
upgrades are installed.

The image install command installs the downloaded image to the standby partition. If the active partition contains any
modified text files or installed custom packages, they would not be available in the standby partition. Back up the modified
files and re-install the packages after downloading the image.

@ NOTE: On an MX9116n Fabric Switching Engine and MX5108n Ethernet Switch, if you install an OS10 image using a
DUP file, all firmware components are upgraded. The firmware upgrade is stored as a pending installation until you reload
the switch. To view the contents of the firmware upgrade, use the show image firmware command.

(Optional) View the status of the software installation in EXEC mode.

0S10# show image status

Change the next boot partition to the standby partition where the downloaded OS10 image is stored in EXEC mode.

0S10# boot system standby

(Optional) Verify that the next boot partition has changed to standby in EXEC mode; for example:

0S10# show boot
Current system image information:

Type Boot Type Active Standby Next-Boot

Node-id 1 Flash Boot [B] 10.5.0.0 [A] 10.5.0.0 [B] active

0S10# show boot detail
Current system image information detail:

Type: Node-id 1
Boot Type: Flash Boot
Active Partition: B
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®

Active SW Version: 10.5.0.0
Active SW Build Version: 10.5.0.270

Active Kernel Version: Linux 4.9.168

Active Build Date/Time: 2019-07-29T23:35:0172
Standby Partition: A

Standby SW Version: 10.5.0EX

Standby SW Build Version: 10.5.0EX.252
Standby Build Date/Time: 2019-07-27T17:31:55%7
Next-Boot: active [B]

Reload the new software image in the standby partition in EXEC mode.

0S10# reload

Use the show version command in EXEC mode to verify that the downloaded OS10 image is installed as the current
running version. The running OS10 image is in the active partition.

0S10# show version

Dell EMC Networking O0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0S Version: 10.5.0.0

Build Version: 10.5.0.270

Build Time: 2019-07-29T23:35:01+0000

System Type: S4148F-ON

Architecture: x86 64

Up Time: 1 day 00:54:13

NOTE: When VLTi link is down, there should not be any configuration done in the VLT nodes. Doing so will result in
mismatch of VLT configurations between the two nodes

Install OS10 upgrade

After you download and unpack a new OS10 binary image as described in Download OS10 image for upgrade, follow these steps:

®

NOTE: During the OS10 image upgrade process in a VLT setup, when the VLT peers are running different software
versions, make no configuration changes on a VLT peer. Ensure that both nodes are upgraded to the same version before
you make any configuration change.

NOTE: On an MX-Series |/0 module, install OS10 upgrades in downloaded DUP files by following the instructions in the Dell
EMC SmartFabric OS10 Release Notes—Release 10.5.0.

NOTE: While performing an upgrade from 10.4.0E.R4S to 10.5.0.4 and later in GUI mode, all the IOMs may get upgraded
with a time-out notification to the OME-M or an IOM (DNV Master) may not get upgraded. Check the IOMs to ascertain
whether the upgrade was successful or not. If the IOMs did not get upgraded, re-initiate the upgrade for the impacted
nodes.

(Optional) Back up the current running configuration to the startup configuration in EXEC mode.

0S10# copy running-configuration startup-configuration

Back up the startup configuration (startup.xml) in EXEC mode.

copy config://startup.xml ftp://userid:passwd@hostip/backup filepath/10.5.0.4-
startup.xml

Download the new OS10 binary image, also called the standby image, from a local server using the image download
server-filepath/filename command in EXEC mode; for example:

0S10# image download sftp://admin:passwd@10.1.1.1/home/admin/images/OS10EE.bin

(Optional) View the current software download status in EXEC mode.

0S10# show image status

Cancel any staged firmware update using the image cancel command.

0S10# image cancel
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Install the OS10 standby image using the image install file-url command in EXEC mode, where filename is the
name of the image file downloaded in Step 3 with the image download command; for example:

0S10# image install image://0OS10EE.Dbin

@ NOTE: OS10 has two images: A and B. One image is active, which is the current running version and used as the running
software at the next system reload. The other image remains standby, used for software upgrades.

The image install command installs the downloaded image to the system. If you had modified text files or installed
custom packages, they would not be available with the standby image. Back up the modified files and reinstall the packages
after downloading the standby image.

@ NOTE: On an MX9116n Fabric Switching Engine and MX5108n Ethernet Switch, if you install an OS10 image using a
DUP file, all firmware components are upgraded. The firmware upgrade is stored as a pending installation until you reload
the switch. To view the contents of the firmware upgrade, use the show image firmware command.

(Optional) View the status of the software installation in EXEC mode.

0S10# show image status

(Optional) Verify the standby image version in EXEC mode; for example:

0S10# show boot
Current system image information:

Type Boot Type Active Standby Next-Boot

Node-id 1 Flash Boot [A] 10.5.0.4 [B] 10.5.1.0 [B] standby

0S10# show boot detail
Current system image information detail:

Type: Node-id 1

Boot Type: Flash Boot

Active Partition: A

Active SW Version: 10.5.0.4

Active SW Build Version: 10.5.0.4.650

Active Kernel Version: Linux 4.9.189

Active Build Date/Time: 2020-02-11T11:13:082%
Standby Partition: B

Standby SW Version: 10.5.1.0

Standby SW Build Version: 10.5.1.0.123
Standby Build Date/Time: 2020-02-12T02:34:027%7
Next-Boot: standby[B]

@ NOTE: After the 10.5.1.0 image is installed successfully, using the boot system {active | standby} command
does not have any effect and might not be reflected in the show boot detail command. The system boots up only
with the 10.5.1.0 image in the next reload. This process is not reversible. Dell EMC recommends that you do not install
10.5.0.0 or an earlier image in this step.

Reload the new software image in EXEC mode.

0S10# reload

@ NOTE: During reload, the system enters and exits the ONIE environment automatically and boots using the 10.5.1.0
image. This reload takes a longer time than usual. You must not interrupt this reload process.

Use the show version command in EXEC mode to verify that the downloaded OS10 image is installed as the current
running version.

0S10# show version

Network Operating System

0S Version: 10.5.1.0

Build Version: 10.5.1.0.123

Build Time: 2020-02-12T02:34:02+0000
System Type: Z9100-ON

Getting Started with Dell EMC SmartFabric OS10



Architecture: x86 64
Up Time: 04:40:37

Install firmware upgrade

You may need to upgrade the firmware components on an OS10 switch without upgrading the OS10 image. To upgrade firmware
components in a separate operation:

1. Download the OS10 firmware file from a server using the image download server-filepath/firmware-filename
command in EXEC mode; for example:

0S10# image download http://10.11.8.184/tftpboot/users/regr//neteng/okelani/files
/new/onie-firmware-x86 64-dellemc s5200 c3538-r0.3.40.5.1-9.bin

2. Install the OS10 firmware file using the image install firmware-file-url command in EXEC mode, where
firmware-fileis the name of the firmware file downloaded in Step 1; for example:

0S10# image install image://onie-firmware-x86 64-dellemc s5200 ¢3538-r0.3.40.5.1-9.bin

To view the pending firmware upgrade, use the show image firmware command. To cancel a firmware installation and
remove any pending firmware upgrades, use the image cancel command.

3. Reload the switch in EXEC mode.

0S10# reload

Upgrade commands

boot system

Sets the boot partition to use for the next reboot.

Syntax boot system {active | standby}

Parameters e active — Reset the running partition as the next boot partition.
e standby — Set the standby partition as the next boot partition.

Default Active
Command Mode EXEC

Usage Use this command to configure the location of the OS10 image used to reload the software at boot
Information time. Use the show boot command to view the configured next boot image. This command applies
immediately and does not require the commit command.
Example
0S10# boot system standby
Supported 10.2.0E or later
Releases

image cancel

Cancels an image or firmware file download that is in progress.

Syntax image cancel
Parameters None
Default Not configured

Command Mode EXEC
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Usage The image cancel command cancels a file download from a server, such as an OS10 binary image or
Information firmware upgrade, that is in progress. After an image download completes, the command has no effect.
The command also removes any pending firmware upgrades on the switch.

Example
0S10# image cancel
Supported 10.2.0E or later
Releases
image copy

Copies the entire image in the active partition to the standby partition, a mirror image.

Syntax image copy active-to-standby

Parameters active-to-standby — Enter to copy the entire image in the active partition to the standby partition,
a mirror image.

Default Not configured

Command Mode EXEC

Usage Duplicate the active, running software image to the standby image location.
Information

Example

0S10# image copy active-to-standby

Supported 10.2.0E or later
Releases

image download

Downloads a new software image or firmware file to the local file system.

Syntax image download file-url
Parameters file-url—Enter the URL of the image file:
e ftp://userid:passwd@hostip/filepath—Enter the path to copy from the remote FTP
server.

e http://hostip/filepath—Enter the path to copy from the remote HTTP server.

e scp://userid:passwd@hostip/filepath—Enter the path to copy from the remote SCP file
system.

e sftp://userid:passwd@hostip/filepath—Enter the path to copy from the remote SFTP
file system.

e tftp://hostip/filepath—Enter the path to copy from the remote TFTP file system.

e usb://filepath—Enter the path to copy from the USB file system.

Default Not configured

Command Mode EXEC

Usage . The image download command downloads image files to the image directory. Use the dir image
Information command to display the contents of the image directory. 0S10 SW image files are large, and occupy a
significant amount of disk space. Dell EMC Networking recommends that you remove unnecessary image
files from the image directory by using the delete command; for example:
delete image://0S10EE-10.2.0.bin

Use the show image status command to view the download progress.
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When using the scp and sftp options, always enter an absolute file path instead of a path relative to the
home directory of the user account; for example:

image download sftp://dellosl0O:password@10.1.1.1/home/dellosl0/images/
PKGS OS10EE-10.4.3.bin

Example
0S10# image download sftp://dellosl0:adminTo%40%20@10.1.1.1/home/
dellosl0/images/PKGS 0OS10-Enterprise-10.4.0E.55-installer-x86 64.bin
Supported 10.2.0E or later
Releases

image install

Installs a new image or firmware file from a previously downloaded file or from a remote location.

Syntax image install file-url
Parameters e file-url—Location of the image or firmware file:
o ftp://userid:passwd@hostip/filepath—Enter the path to install from a remote FTP
server.

o http://hostip/filepath—Enter the path to install from the remote HTTP server.

o scp://userid:passwd@hostip/filepath—Enter the path to install from a remote SCP file
system.

o sftp://userid:passwd@hostip/filepath—Enter the path to install from a remote SFTP
file system.

o tftp://hostip/filepath—Enter the path to install from a remote TFTP file system.

o image://filename—Enter the path to use to install the image from a local file system.

o usb://filepath—Enter the path to use to install the image from the USB file system.

Default All
Command Mode EXEC

Usage Use the show image status command to view the installation progress.

Information

Example
0S10# image install ftp://10.206.28.174:/PKGS 0S10-Enterprise-10.4.0E.55-
installer-x86 64.bin

Supported 10.2.0E or later

Releases

show boot

Displays boot partition-related information.

Syntax show boot [detail]
Parameters detail — (Optional) Enter to display detailed information.
Default Not configured

Command Mode EXEC

Usage Use the boot system command to set the boot partition for the next reboot.
Information

Example
0S10# show boot

Current system image information:

Type Boot Type Active Standby Next-Boc
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Example (Detail)

Supported
Releases

Node-id 1 Flash Boot [B]

0S10# show boot detail
Current system image information detail:

Type: Node-id 1

Boot Type: Flash Boot

Active Partition: B

Active SW Version: 10.5.0.0

Active SW Build Version: 10.5.0.270

Active Kernel Version: Linux 4.9.168

Active Build Date/Time: 2019-07-29T723:35:012

Standby Partition: A

Standby SW Version: 10.5.0EX

Standby SW Build Version: 10.5.0EX.252

Standby Build Date/Time: 2019-07-27T17:31:55%7
Next-Boot: active[B]

10.2.0E or later

show image firmware

Displays any pending firmware upgrades and the status of past firmware upgrades.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

show image firmware
None
Not configured

EXEC

If you install an OS10 firmware file, the firmware upgrade is stored as a pending installation until you
reload the switch. To view the contents of the firmware upgrade, use the show image firmware

upgrades available.

0S10# show image firmware

Upgrade State: pending reload

Pending Firmware Upgrade (s)

# Name
Version

(staged)

1 onie-firmware-x86 64-dellemc mxseries-r0.3.35.5.1-17.bin
3.35:.5.1 2019-03=25 15319519

2 cpld-fw-mx5108n-rl1.5.4.1.bin
1.5.4.1 2019-03-25 15:19:19

3 bios-20190225-xt-3.34.8.10a.bin
3.34.8.10 2019-03-25 15:19:19

Past Firmware Upgrade (s)
Name

Version Result

onie-firmware-x86 64-dellemc mxseries-r0.3.35.5.1-15.bin
3.35.5.1 Success

onie-updater-x86 64-dellemc mxseries-r0

Jo88cloll Suecass

0S10# show image firmware

Pending Firmware Upgrade (s)
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Name Version

onie-firmware-x86 64-dellemc s5200 c3538-r0.3.40.5.1-6. 3:.40.5-1=6
Success

onie-updater 3.40.1.1-5
Fail

onie-updater-x86 64-dellemc s5200 c3538-r0.3.40.1.1-6 3.40.1.1-6
Fail

Supported 10.5.0 or later
Releases

show image status

Displays image transfer and installation information.

Syntax show image status
Parameters None
Default Not configured

Command Mode EXEC

Usage . On older versions of OS10, the image install command may appear frozen and does not display
Information the current image status. Duplicate the SSH or Telnet session and re-enter the show image status
command to view the current status.

Example
0S10# show image status
Image Upgrade State: install
File Transfer State idle
State Detail: Completed: No error
Task Start: 2019-01-03T17:37:49Z
Task End: 2019-01-03T17:38:04%
Transfer Progress: 100 %
Transfer Bytes: 489894821 bytes
File Size: 489894821 bytes
Transfer Rate: 31657 kbps
Installation State: install
State Detail: In progress: Installing
Task Start: 2019-01-03T17:38:04%Z
Task End: 0000-00-00T00:00:00%Z
Supported 10.2.0E or later
Releases

show version

Displays software version information.

Syntax show version
Parameters None
Default Not configured
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Command Mode EXEC

Usage None

Information

Example
0S10# show version
Dell EMC Networking 0S10 Enterprise
Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0S Version: 10.5.0.0
Build Version: 10.5.0.270
Build Time: 2019-07-29T23:35:01+0000
System Type: S4148F-ON
Architecture: x86 64
Up Time: 1 day 00:54:13

Supported 10.2.0E or later

Releases

Check OS10 license

To check the status of the pre-installed OS10 license, use the show license status command. A factory-installed OS10
image runs with a perpetual license. A perpetual license allows you to run OS10 beyond the 120-day trial period. For more
information, see the Setup Guide that is shipped with your device.

Check license status
0S10# show license status

System Information

Vendor Name : DELL EMC

Product Name 3 S4148F-0ON

Hardware Version : X01

Platform Name 3 x86 64-dell s4100 c2338-r0
PPID 2 TWO9HOMN282987130026
Service Tag : 9531XC2

Product Base :
Product Serial Number:
Product Part Number
License Details

Software : 0S10-Enterprise

Version : 10.5.0.0

License Type : PERPETUAL

License Duration: Unlimited

License Status : Active

License location: /mnt/license/9531XC2.1lic

Re-install license

0OS10 Enterprise Edition runs with a perpetual license on a device with OS10 factory-loaded. The license file is pre-installed on
the switch. If the license becomes corrupted or is deleted, you must download the license from DDL under the purchaser's
account and re-install the license.

Sign in to DDL using your account credentials.

Locate the hardware product name with the entitlement ID and order number.

Check that the device service tag displays in the Assigned To field on the Products page.
Click Key Available for Download.

Select how to receive the license key — by email or downloaded to your local device.

Click Submit.

Save the License.zip file and follow the instructions in Install license to install the license.

No o s oN S
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Switch without OS installed

If your Dell EMC ONIE-enabled switch does not have a default OS installed, you can download an OS10 software image from the
Dell Digital Locker and install it using ONIE. Also, install OS10 on a Dell EMC ONIE device when:

e You convert a switch from OS9 or any third-party OS.
e You receive a replacement device from Dell EMC return material authorization (RMA).

An OS10 image that you download has a 120-day trial license and requires a perpetual license to run beyond the trial period. For
more information, see the Setup Guide that is shipped with your device and the following FAQs:

e Frequently asked Questions

e My Account FAQs

To install an OS10 image and extend the OS10 license beyond the trial period on a Dell EMC ONIE switch with no OS installed:
1. (Optional) If a different OS is installed on the switch, such as OS9 or a third-party OS, uninstall the existing OS — Uninstall
existing OS.

Download an OS10 image.

Install OS10 using ONIE.

Log in to the switch.

Download and install an OS10 license.

agbhon

Related ONIE documentation

For additional information about using ONIE, see:
e ONIE User Guide
e ONIE — Manually Loading DNOS on a Switch

Upgrading OS9 to 0S10

When you upgrade an OS9 switch to OS10, the first step is to uninstall OS9 using the ONIE: Uninstall OS option on the
ONIE boot menu. The Uninstall option deletes the OS9 configuration and all disk partitions. After you uninstall OS9, follow the
steps for an ONIE switch without an OS installed — see Download OS10 image, Installation using ONIE, and Install OS10 license.

RMA replacement

A replacement switch comes without an OS or license installed. If you receive a replacement switch, you must assign the service
tag (STAG) of the replacement switch to the SW entitlement in DDL and install the OS10 software and license.

To download OS10 Enterprise Edition and the license, follow the steps for an ONIE switch without an OS installed; see Download
0S10 image, Installation using ONIE, and Install OS10 license.

Uninstall existing OS

To install OS10 on a switch running OS9 or another third-party OS, you must first uninstall the
existing OS. The Uninstall option deletes the switch configuration and all disk partitions.

To uninstall OS9 or a third-party OS on a Dell EMC ONIE switch, boot up the switch and watch for the ONIE boot menu to
display. Immediately use the Arrow keys to scroll the asterisk and select the ONIE: Uninstall OS option to avoid the switch
booting to ONIE: Install OS by default.

| ONIE: Install OS

| ONIE: Rescue

| *ONIE: Uninstall OS

| ONIE: Update ONIE

| ONIE: Embed ONIE |
| ONIE: Diag ONIE |

After the ONIE uninstall process completes, the switch boots to ONIE: Install 0OS mode.
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Download OS10 image

If you purchase the OS10 Enterprise Edition image with an after point-of-sale order, your OS10 purchase allows you to download
software images posted within the first 90 days of ownership. After the order is complete, you receive an email notification with
a software entitlement ID, order number, and link to the DDL.

To extend the software-entitled download period, you must have a Dell EMC ProSupport or ProSupport Plus contract on your
hardware. Bind the software entitlement to the switch service tag to be the same time as the support contract:

@ NOTE: MX-Series Ethernet I/0 modules support OS10 in the 10.5.0.1 and later releases. The OS10 image is packaged as a
Dell Upgrade Package (DUP) and can be downloaded from www.dell.com/support/. For information on how to download
the DUP files to upgrade OS10 on an MX9116n and MX5108n switch, see the Dell EMC SmartFabric OS10 Release Notes—
Release 10.5.0.

1. Sign into DDL using your account credentials.

2. Locate your entitlement ID and order number that is sent by email, and then select the product name.

3. On the Product page, the Assigned To field on the Product tab is blank. Click Key Available for Download.

4. Enter the device service tag you purchased the OS10 Enterprise Edition for in the Bind to and Re-enter ID fields. This
step binds the software entitlement to the service tag of the switch.

5. Select how to receive the license key: by email or downloaded to your local device.

6. Click Submit to download the License.zip file.

7. Select the Available Downloads tab.

8. Select the OS10 Enterprise Edition release to download, and then click Download.

9. Read the Dell End User License Agreement. Scroll to the end of the agreement, and then click Yes, | agree.

10. Select how to download the software files, and then click Download Now.

11. After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server.
To unpack the .tar file, follow these guidelines:

e Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE
prompt, enter:

tar -xf tar filename

e (Generate a checksum for the downloaded OS10 binary image by running the md5sum command on the image file. Ensure
that the generated checksum matches the checksum in the image MDb5 file that is extracted from the .tar file.

md5sum image filename

12. Follow the procedures in Installation using ONIE and Install OS10 license to install an OS10 Enterprise Edition image and
license.

Installation using ONIE

Installing OS10 or another OS using ONIE erases all software configurations on the switch. The
configuration settings are not recoverable. Back up all software configurations and installed licenses on the
switch before performing OS updates or changes. Store a regular backup of the switch configuration off the
switch.

If you purchase an ONIE-only switch or if you want to replace an existing OS, download an OS10 image as described in
Download OS10 image. Then install an OS10 software image using ONIE-based auto-discovery or a manual installation:

e Automatic installation — ONIE discovers network information including the Dynamic Host Configuration Protocol (DHCP)
server, connects to an image server, and downloads and installs an image automatically.

e Manual installation — Manually configure your network information if a DHCP server is not available or if you install the
0810 software image using USB media.
System setup

Before installation, verify that the system is connected correctly:

e Connect a serial cable and terminal emulator to the console serial port — serial port settings are 115200 baud rate, 8 data
bits, and no parity.

e Connect the Management port to the network to download an image over a network. To locate the Console port and the
Management port, see the platform-specific Installation Guide at www.dell.com/support.

Install 0S10
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For an ONIE-enabled switch, go to the ONIE boot menu. An ONIE-enabled switch boots up with pre-loaded diagnostics (DIAGs)
and ONIE software.

| *ONIE: Install OS

| ONIE: Rescue

| ONIE: Uninstall OS
| ONIE: Update ONIE
| ONIE: Embed ONIE

| ONIE: Diag ONIE

Install OS — Boots to the ONIE prompt and installs an OS10 image using the Automatic Discovery process. When ONIE
installs a new OS image, the previously installed image and OS10 configuration are deleted.

Rescue — Boots to the ONIE prompt and enables manual installation of an OS10 image or ONIE update.

Uninstall OS — Deletes the contents of all disk partitions, including the OS10 configuration, except ONIE and diagnostics.
Update ONIE — Installs a new ONIE version.

Embed ONIE — Formats the disk and installs ONIE.

EDA DIAG — Runs the system diagnostics.

After the ONIE process installs an OS10 image and you later reboot the switch in ONIE: Install 0OS mode (default), ONIE
takes ownership of the system and remains in Install mode (ONIE Install mode is sticky) until an OS10 image successfully installs
again. To boot the switch from ONIE for any reason other than installation, select the ONIE: Rescue or ONIE: Update
ONIE option from the ONIE boot menu.

During an automatic or manual 0OS10 installation, if an error condition occurs that results in an
unsuccessful installation and if there is an existing OS on the device, select Uninstall OS to clear the
partitions. If the problem persists, contact Dell EMC Technical Support.

Automatic installation

You can automatically install an OS10 image on a Dell EMC ONIE-enabled device. This process is known as zero-touch install.
After the device boots to ONTIE: Install 0S, ONIE auto-discovery follows these steps to locate the installer file and uses
the first successful method:

Use a statically configured path that is passed from the boot loader.

Search file systems on locally attached devices, such as USB.

Search the exact URLs from a DHCPv4 server.

Search the inexact URLs based on the DHCP responses.

Search IPv6 neighbors.

. Start a TFTP waterfall.

The ONIE automatic discovery process locates the stored software image, downloads and installs it, and reboots the device with
the new image. Auto-discovery repeats until a successful software image installation occurs and reboots the switch.

S B N N

ONIE discovery — Usage information

e All ONIE auto-discovery methods download and run only supported default file names, such as onie-installer. The
required file names and search order are described on the Open Network Install Environment website at Image Discovery and
Execution. For more information, see the Open Networking Hardware Diagnostic Guide on the Dell EMC Support site.

e If you use a DHCPv4 server, ONIE auto-discovery obtains the hostname, domain name, Management interface IP address,
and the IP address of the domain name server (DNS) from the DHCP server and DHCP options. It also searches SCP, FTP,
or TFTP servers with the default DNS of the ONIE server. DHCP options are not used to provide the server IP.

e |f you use a USB storage device, ONIE searches only FAT or EXT2 file systems for an OS10 image.

Example: 0S10 automatic installation
1. On the TFTP server, rename the OS10 image to a supported installer file name, such as onie-installer, using the mv
image-name default-filename command.

mv PKGS 0S10-Base-10.3.1B.l44-installer-x86 64.bin onie-installer

2. Boot up the switch in ONIE: Install mode to install an OS10 image.

Starting: discover... done.

ONIE:/ # Info: eth0O: Checking link... up.

Info: Trying DHCPv4 on interface: ethO

ONIE: Using DHCPv4 addr: ethO: 10.10.10.17 / 255.0.0.0
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Info: ethl: Checking link... down.

ONIE: ethl: link down. Skipping configuration.

ONIE: Failed to configure ethl interface

ONIE: Starting ONIE Service Discovery

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-dellemc_s4148fe c2338
Info: Fetching tftp://10.10.10.2/onie-installer-dellemc s4148fe c2338

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-bcm

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64

Info: Fetching tftp://10.10.10.2/onie-installer

ONIE: Executing installer: tftp://10.10.10.2/onie-installer

Press <DEL> or <F2> to enter setup.
Welcome to GRUB!

GNU GRUB version 2.02~beta2+ed4alfe391
0S10-B

EDA-DIAG

ONIE Booting "OS10-A'

Loading 0S10

.883826] kvm: already loaded the other module
.967628] dummy-irqg: no IRQ given. Use irg=N
.973212] mic_init not running on X100 ret -19
.980168] esas2r: driver will not be loaded because no ATTO esas2r devices were

w w w w

ound
4.021676] mtdoops: mtd device (mtddev=name/number) must be supplied
5.092316] 18042: No controller found
5.108356] fmc write eeprom fake-design-for-testing-f001: fmc write eeprom: no
busid passed, refusing all cards
[ 5.120111] intel rapl: driver does not support CPU family 6 model 77
[ 4.226593] systemd-fsck[493]: 0S10-SYSROOT1: clean, 23571/426544 files,
312838/1704960 blocks
Debian GNU/Linux 8 0S10 ttySO
Dell EMC Networking Operating System (0S10)
0S10 login:

—

Manual installation

If you do not use the ONIE-based automatic installation of an OS10 image and if a DHCP server is not available, you can
manually install the image. Configure the Management port and provide the software image file to start the installation.

1. Save the OS10 software image on an SCP/TFTP/FTP server.
2. Power up the switch and select ONIE Rescue for manual installation.
3. Stop DHCP discovery.

$ onie-discovery-stop

4. Configure the IP addresses on the Management port, where x.x.x.x represents your internal IP address. After you configure
the Management port, the response is up.

$ ifconfig eth0 x.x.x.x netmask 255.255.0.0 up

5. Install the software on the device. The installation command accesses the OS10 software from the specified SCP, TFTP, or
FTP URL, creates partitions, verifies installation, and reboots itself.

$ onie-nos-install image url
For example, enter
ONIE:/ # onie-nos-install ftp://a.b.c.d/PKGS_OSl0-Enterprise-x.x.xx.bin

Where a.b.c.d represents the location to download the image file from, and x.x.xx represents the version number of the
software to install.
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The OS10 installer image creates several partitions, including OS10-A and OS10-B. After installation completes, the switch
automatically reboots and loads OS10 from OS10-A, which becomes the active partition by default. OS10-B becomes the
standby partition.

Install manually using a USB drive

You can manually install the OS10 software image using a USB device. Verify that the USB device supports a FAT or EXT?2 file
system. For instructions to format a USB device in FAT or EXT2 format, see the accompanying Windows documentation for FAT
formatting or Linux documentation for FAT or EXT2 formatting.

1. Plug the USB storage device into the USB storage port on the switch.
2. Power up the switch to automatically boot using the ONIE: Rescue option.
3. (Optional) Stop ONIE discovery if the device boots to ONIE: Install.

$ onie-discovery-stop

4. Create a USB mount location on the system.

$ mkdir /mnt/media
B. Identify the path to the USB drive.
$ fdisk -1
6. Mount the USB media plugged in the USB port on the device.

$ mount -t vfat usb-drive-path /mnt/media

7. Install the software from the USB, where /mnt/media specifies the path where the USB partition is mounted.
$ onie-nos-install /mnt/media/image file

The ONIE auto-discovery process discovers the image file at the specified USB path, loads the software image, and reboots the
switch. For more information, see the ONIE User Guide.

Log in

Connect a terminal emulator to the console serial port on the switch using a serial cable. Serial port settings are 115200 baud
rate, 8 data bits, and no parity.

To log in to an OS10 switch, power up and wait for the system to perform a power-on self-test (POST). Enter admin for both
the default user name and user password.

Change the default admin password after the first OS10 login. The system saves the new password for future logins. After you
change the password through the CLI, use the write memory command to save the configuration. For example:

0S10 login: admin

Password: admin

Last login: Sat Oct 6 00:25:33 UTC 2018 on ttySO

Linux 0S10 4.9.110 #1 SMP Debian 4.9.110-3+deb%u4 x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
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=7 Dell EMC Network Operating System (0S10) e
=5 * —
-* Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved. B
—-% * —
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This product is protected by U.S. and international copyright and
intellectual property laws. Dell EMC and the Dell EMC logo are
trademarks of Dell Inc. in the United States and/or other
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0S10# configure terminal
% Error: ZTD 1is in progress(configuration is locked).

0S10# ztd cancel

0S10# configure terminal

0S10 (config) # username admin password alphad404! role sysadmin
0S10 (config) # exit

0S10# write memory

Install OS10 license

If OS10 is factory-loaded on your switch, you do not need to install an OS10 license as it is pre-loaded with a perpetual license.
If you download OS10 on a trial basis, OS10 comes with a 120-day trial license. ONIE installation on a factory-loaded Dell EMC
switch wipes out the license partition. Hence, the switch on reload comes up with a default 120 day trial license.To continue
with uninterrupted use, purchase and install a perpetual license to avoid the OS10 device rebooting every 72 hours after 120
days.

After you install OS10 and log in, install the perpetual license to run OS10 Enterprise Edition beyond the trial period. The OS10
license is installed in the /mnt/license directory.

1

Download the License. zip file from DDL as described in Download OS10 image.

2. Open the zip file and locate the license file in the Dell folder. Copy the license file to a local or remote workstation.
3. Install the license file from the workstation in EXEC mode.

license install {ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:} filepath/
filename

ftp://userid:passwd@hostip/filepath — Copy from a remote FTP server.
http://hostip/filepath — Copy from a remote HTTP server.

http://hostip — Send a request to a remote HTTP server.
localfs://filepath — Install from a local file directory.
scp://userid:passwd@hostip/filepath — Copy from a remote SCP server.
sftp://userid:passwd@hostip/filepath — Copy from a remote SFTP server.
tftp://hostip/filepath — Copy from a remote TFTP server.
usb://filepath — Install from a file directory on a storage device connected to the USB storage port on the switch.
filepath/filename — Enter the directory path where the license file is stored.

@ NOTE: When installing a license through a VRF instance, OS10 supports only some file transfer methods. Refer to the

following table for the file transfer methods supported in the default, management, and non-default VRF instances.

Table 7. Install license using VRF

File transfer method Default VRF Management VRF* Non-default VRF
FTP Yes Yes No
HTTP Yes Yes No
localfs Yes Yes Yes
SCP Yes Yes No
SFTP Yes Yes No
TFTP Yes Yes No
USB Yes Yes Yes

* Before you configure the management VRF for use in OS10 license installation, remove all IP addresses on the management
interface.
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Install license — SCP
0S10# license install scp://user:userpwd@10.1.1.10/0A900Q2-NOSEnterprise-License.xml

License installation success.

Install license — localfs

Follow these steps to install a license from a local file directory:
1. Copy the license file from the FTP server location to the home directory on the system.

0S10# copy ftp://admin:admin@10.11.95.101//home/admin/LADF/0A900Q02-NOSEnterprise-
License.XML home://7B900Q2-NOSEnterprise-License.XML

2. (optional) Check the status of the file copy using the show copy-file status command.

0S10# show copy-file status

File Transfer State: idle

State Detail: idle

Task Start: 2019-02-15T00:46:357
Task End: 2019-02-15T00:46:362Z
Transfer Progress: 100 %

Transfer Bytes: 3795 bytes

File Size: 3795 bytes

Transfer Rate: 8 kbps

3. Verify that the license is present in the home directory of your system.

0S10# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2019-02-15T00:47:25Z 3795 0A900Q2-NOSEnterprise-License.XML

4. Enter the license install command with the path to the home directory location where the license was downloaded in

step 1.

0S10# license install localfs://home/admin/0A900Q2-NOSEnterprise-License.XML
[ 5784.994389] EXT4-fs error (device dm-0): ext4 has uninit itable:3039: comm
CPS API instanc: Inode table for bg 0 marked as needing zeroing

License installation success.

Install license using management VRF

0S10 (config) # ip vrf management

0S10 (conf-vrf)# interface management
0S10 (conf-vrf) # exit

0S10 (config) # ip sftp vrf management
0S10 (config) # exit

0S10# license install sftp://user:userpwd@10.1.1.10/0ANNX42-NOSEnterprise-License.xml

License installation success.
Verify license installation

0S10# show license status

System Information

Vendor Name : DELL EMC

Product Name 3 S4148F-0ON

Hardware Version : X01

Platform Name 3 x86 64-dell s4100 c2338-r0
PPID 3 TWO9HOMN282987130026
Service Tag : 9531XC2

Product Base :
Product Serial Number:
Product Part Number
License Details
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Software : 0S10-Enterprise

Version : 10.5.0.0

License Type : PERPETUAL

License Duration: Unlimited

License Status 3 Active

License location: /mnt/license/9531XC2.1lic

Troubleshoot license installation failure

An error message displays if the installation fails.
License installation failed

1. Verify the installation path to the local or remote license location.

2. Check the log on the remote server to find out why the FTP or TFTP file transfer failed.

3. Ping the remote server from the switch — use the ping and traceroute commands to test network connectivity. Check the
following if the ping fails:
e |f the remote server is reachable through the management route, check if the management route is configured correctly.
e |f the remote server is reachable through a front-panel port, check if the static or dynamic route is present.

e |f the ping is successful and the FTP or TFTP log on to a remote server does not register a response, check if there is a
firewall in the transfer path that is blocking the transfer protocol.

4. Install the server with the license file on the same subnet as the switch.
5. Check if the server is up and running.

Switch deployment options

After you log in to OS10, configure the switch:

e Manually by using the command-line interface.
e Automatically using zero-touch deployment (ZTD).
e Automatically using customized scripts with Ansible.

Manual CLI configuration

Use the OS10 command-line interface to enter commands to monitor and configure an OS10 switch. Set up your switch by
performing basic and advanced CLI tasks — CLI basics and Advanced CLI tasks. Then proceed with other configuration settings
according to how you deploy the switch in your network. For detailed configuration and CLI information, refer to the appropriate
chapter.

ZTD-automated switch deployment

Automate OS10 switch deployment using zero-touch deployment, including:
e Upgrade an existing OS10 image.

e Execute a CLI batch file to configure the switch.

e Execute a post-ZTD script to perform additional functions.

See Zero-touch deployment.

Ansible-automated switch provisioning

Automate OS10 switch configuration using Ansible, a third-party DevOps tool. Create and execute Ansible playbooks to
configure multiple devices. For more information, see Using Ansible.
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MX7000 Feb 2020 Solution

Following MX7000 components have new versions:

Table 8. MX7000 Components

Update Instructions

Component Version
iDRAC with Lifecycle Controller 411N
Dell EMC Server BIOS PowerEdge MX740c 2.5.4
Dell EMC Server BIOS PowerEdge MX840c 2.5.4
Qlogic 26XX series Fibre Channel adapters 15.05.12
Qlogic 27XX series Fibre Channel adapters 15.05.12
Qlogic 41xxx series adapters 15.05.14
Mellanox ConnectX-4 Lx Ethernet Adapter Firmware 14.25.80.00
Intel NIC Family Version 19.5.x Firmware for X710, XXV710, 19.5.12
and XL710 adapters

Emulex Fibre Channel Adapter Firmware 03.02.18
OpenManage Enterprise Modular 1.10.20
MX9116n Fabric Switching Engine OS10 10.5.0.5
MX5108n Ethernet Switch OS10 10.5.0.5

®

NOTE: As these update instructions include updates to various components of the solution, there is a possibility of traffic
impact to existing workloads. It is highly recommended to apply the updates only during a regular maintenance.

@l NOTE: After updating all applicable solution components, it is recommended to reboot compute hosts.

Update Order Instructions:

Before proceeding with the update, review and resolve any recurring port alerts reported in the OME Modular Alerts page.

e Message Id for port "operational" and "not operational" is NINTO001 and NINTO002.

2 Y Advanced Filters
SEVERITY ACKNOWLEDGE

(]

TIME

SOURCENAME CATEGORY

P.. IOM-A Audit nterface

1. Update component " iDRAC with Lifecycle Controller " via

OME Modular.

a. If OME Modular is managing a "Chassis Group", then
login to OME Modular of the Lead chassis.

b. From the global menu, click Devices and select
Compute from the dropdown.

c. This lists all the available Compute devices in the chassis
or chassis group.

d. Select the checkbox to select all the Compute devices
in the current page. If there are multiple pages, then
navigate to each page and select the checkbox.

e. Once all the Compute devices in all the pages are
selected, click " Update Firmware " menu button.

f. In the popup wizard, select the individual package and
click Browse button to select the " iDRAC with Lifecycle
Controller " DUP.

SUBCATEGORY

MESSAGEID

MESSAGE

2. Repeat Step 1instructions to update components " Dell

EMC Server BIOS PowerEdge MX740c " and " Dell EMC
Server BIOS PowerEdge MX840c" as applicable.
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g.- Once the DUP is uploaded, click Mext and select the
Compliance checkbox. Click Finish to start the update
on all the Compute devices.

h. Allow the job to complete before proceeding to Step 2.

3. Repeat Step 1instructions to update components " Qlogic 4. Update component "OpenManage Enterprise Modular" .
26XX series Fibre Channel adapters ", "Qlogic 27XX series
Fibre Channel adapters", "Qlogic 41xxx series adapters",
"Mellanox ConnectX-4 Lx Ethernet Adapter Firmware", o i
"Intel NIC Family Version 19.5.x Firmware for X710, XXV/710 b. If the current version is either 1.70.00 or 1.10.10, skip to

a. If OME Modular is managing a "Chassis Group", then
login to OME Modular of the Lead chassis.

and XL710 adapters", and "Emulex Picard-16/Picard-32 Step 4d.

adapters" as applicable. It is recommended to visit Dell.com c. If the current version is 7.00.07 or 1.00.10, an update to

to download the latest device drivers associated with the bridge version 7.70.00 or 1.10.10 is required before

firmware update. updating to 10.70.20. Follow the steps to update to
1.10.10.

@ NOTE: Updating to 1.1.x may log alert HWC7522 and
require MX7116n or PTM I0OMs to be rebooted.

i. From the global menu, click Devices and select
Chassis from the dropdown.

ii. This list all the Chassis devices.

iii. Select the checkbox to select all the Chassis in
the current page. If there are multiple pages, then
navigate to each page and select the checkbox.

iv. Once all the Chassis devices in all the pages are
selected, click " Update Firmware " menu button.

v. In the popup wizard, select the individual package
and click Browse button to select the "OpenManage
Enterprise Modular" 1.10.10 DUP.

vi. Once the DUP is uploaded, click Next and select the
top Compliance checkbox. Click Finish to start the
update on all Chassis.

vii. Allow the job to complete.

d. Current version is either 1.70.00 or 1.10.10 .

i. From the global menu, click Devices and select
Chassis from the dropdown.

ii. This list all Chassis devices.

iii. Select the checkbox to select all the Chassis on
the current page. If there are multiple pages, then
navigate to each page and select the checkbox.

iv. Once all the Chassis devices in all the pages are
selected, click " Update Firmware " menu button.

v. In the popup wizard, select the individual package
and click Browse button to select the "OpenManage
Enterprise Modular" 1.10.20 DUP.

vi. Once the DUP is uploaded, click Mext and select
the Compliance checkbox. Click Finish to start the
update on all Chassis.

vii. Allow the job to complete.

5. Update the "Fabric Switching Engine" and "Ethernet
Switch" components.

a. Collect the following information required to execute the
updates.
i. Identify and note the Switch SERVICE-TAG and its
ROLE in the smart fabric cluster by executing the
"show smartfabric cluster" command in the Switch
CLI. This command is executed on all the switches in
single or multi chassis group.
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Sample output from a Chassis-group Member:

MX9116N-Al# show smartfabric cluster

CLUSTER DOMAIN ID : 159

VIP g
fdel:53ba:ef%al0:del4:0:5eff:£e00:1159
ROLE : BACKUP
SERVICE-TAG : MXWVO01ll
MASTER-IPV4 : 100.69.101.170

PREFERRED-MASTER

MX9116N-Al#

Sample output from a Chassis-group Master:

MX9116N-A2# show smartfabric cluster

CLUSTER DOMAIN ID : 159

VIP 3
fdel:53ba:e9%9a0:deld4:0:5eff:£fe00:1159
ROLE : MASTER
SERVICE-TAG : MXWV122
MASTER-IPV4 : 100.69.101.170

PREFERRED-MASTER

MX9116N-A2#

On the networking switch with the ROLE as
MASTER, run the "show smartfabric cluster member"
command to get the details of all the discovered
switches in the OME Modular Chassis group. This
command output provides a reference for the
upgrade procedure.

MX9116N-A2# show smartfabric
cluster member

Service-tag IP
Address

Status Role Type
Chassis-Service-Tag Chassis-Slot
MXWV122
fdel:53ba:ef%9al0:del4d:2204:fff:fe20:56
c9 ONLINE MASTER MX9116n
SKYMX02 A2
MXLE103
fdel:53ba:ef%al:deld:2204:fff:fe2l:ca
c9 ONLINE BACKUP MX911l6n
SKYMX10 B2
MXLEO093
fdel:53ba:ef%al0:deld:2204:fff:fe21:7f£
c9 ONLINE BACKUP MX911l6n
SKYMX10 B1
MXWVO01l1l
fdel:53ba:ef%al0:del4d:2204:fff:fe21:9f
49 ONLINE BACKUP MX911l6n
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Vi.

SKYMXO02 Al
MX9116N-A2#

It is highly recommended to upgrade all the
networking switches (MX9116n and MX5108n) in
the MSM Chassis group to 10.5.0.5. During the
upgrade process, it is not recommended to make any
configuration changes in the chassis-group.

. For upgrading the networking switch from 10.4.0E

(R3S or R4S), refer to the Upgrade and Downgrade
section in the existing SmartFabric Release Notes for
additional instructions.

For upgrading the networking switches from 10.5.0.x
t0 10.5.0.5, it is recommended to upgrade via CLI,
detailed in the "Networking Switch CLI upgrade
procedure" section.

Power cycle the MX7000 chassis after updating all
applicable solution components.

. Networking 170 Module CLI Upgrade Procedure

The master Networking I/0O Module should be
upgraded only after all the members in the chassis-
group have completed the upgrade.

If the chassis-group has a mix of MX5108n and
MX9116n, complete the upgrade of the MX5108n
Networking 1/0 Modules first (non-Master) and then
upgrade the MX9116n Networking 170 Modules.

If multiple Networking I/0O Modules are to be
upgraded, ensure not more than two Networking

/O Modules are upgraded concurrently (and each
Networking 1/0 Module needs to be part of different
fabrics).

. Perform the following steps to upgrade the

Networking 1/0 Module:

i. (Optional) Backup the current running
configuration to the startup configuration in EXEC
mode.

Table 9. Command Description

Command Description

0S10# Back up the running
copy running- configuration to
configuration startup configuration.
startup-

configuration

ii. Backup the startup configuration in EXEC mode.

Table 10. Command Description

Command Description

0S10# Back up the startup
copy config:// configuration in EXEC
startup.xml mode.

config://<backup
file name>

iii. Download the new software image from the Dell
Support Site, extract the bin files from the tar file,
and save the file in EXEC mode.

Table 11. Command Description

Getting Started with Dell EMC SmartFabric 0S10



Vi.

Vii.

Table 11. Command Description

Command

Description

0S10# image
download file-
url

For example:

0S10# image
download ftp://
userid:passwd@ho
stip:/filepath

Download the new
software image.

@ NOTE: Some Windows unzip applications

binary file.

status in EXEC mode.

insert extra carriage returns (CR) or line
feeds (LF) when they extract the contents of
a .tar file, which may corrupt the downloaded
0OS10 binary image. Turn off this option if you
use a Windows-based tool to untar an OS10

. (Optional) View the current software download

Table 12. Command Description

Command

Description

0S10# show image
status

View the current
software download
status.

Install the 10.5.0.5 software image in EXEC mode.

Table 13. Command Description

Command

Description

0S10# image
install image-
url

For example:

0S10# image
install image://
filename.bin

Install the software
image.

(Optional) View the status of the current
software install in EXEC mode.

Table 14. Command Description

Command

Description

0S10# show image
status

View the status of
the current software
install.

Change the next boot partition to the standby

partition in EXEC mode. Use the active parameter

to set the next boot partition from standby to

active.

Table 15. Command Description
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Table 15. Command Description

Command

Description

0S10# boot
system standby

Change the next boot
partition to standby.

viii. (Optional) Check if the next boot partition has
changed to standby in the EXEC mode.

Table 16. Command Description

Command

Description

0S10# show boot
detail

Check whether the
next boot partition has
changed.

ix. Reload the new software image in the EXEC

mode.

Table 17. Command Description

Command

Description

0S10# reload

Reload the new
software.

X. After the installation is complete, enter the show
version command to check if the latest version
of the software is running in the system. The
example below shows that the 10.5.0.5 software
is installed and running on the system.

Table 18. Command Description

Command

Description

0S10# show
version
MX9116N-A2#
show version
Dell EMC
Networking
0S10
Enterprise
Copyright (c)
1999-2020 by
Dell Inc. All
Rights
Reserved.

0S Version:
10.5.0.5
Build
Version:
10.5.0.5.661
Build Time:
2020-02-15T00:
45:32+0000
System Type:
MX9116N-ON
Architecture:
x86 64

Up Time: 1
day 20:37:53
MX9116N-A2#

Display the software
version on the system.

xi. Run the show smartfabric cluster
member command in the Master networking
switch. Verify that the upgraded switch has the

Getting Started with Dell EMC SmartFabric 0S10




STATUS as ONLINE in the command output after

reloading.

Table 19. Command Description

Command

Description

MX9116N-A2#
show
smartfabric
cluster member
Service-

tag IP
Address

Status

Role

Type
Chassis-
Service-Tag
Chassis-Slot

MXWV122

fdel:53ba:e9%a0
:deld:2204:fff
:fe20:56¢9

ONLINE
MASTER
MX9116n
SKYMX02

A2

MXLE103

fdel:53ba:e9%9a0
:deld:2204:fff
:fe2l:cac9
ONLINE
BACKUP
MX9116n
SKYMX10
B2
MXLE093

fdel:53ba:e9%a0
:deld:2204:fff
:fe2l1:7fc9
ONLINE
BACKUP
MX9116n
SKYMX10
Bl
MXWV01l1l

fdel:53ba:e9%9a0
:deld:2204:fff
:fe21:9£49

ONLINE
BACKUP
MX9116n
SKYMX02

Al

Display the status of
the cluster members.
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Table 19. Command Description

Command Description

MX9116N-A2#

xii. After completing the above step, upgrade the
next Networking I/0 Module.

xiii. After all Fabric Switching Engines are updated,
all solution components (compute, chassis, and
fabric switching engine) in this entire process will
be updated. Power cycle the MX7000 chassis
after updating all applicable solution components.

Remote access

After you install or upgrade OS10 and log in, you can set up remote access to the OS10 command-line interface and the Linux
shell. Connect to the switch using the serial port. Serial port settings are 115200 baud, 8 data bits, and no parity.

Configure remote access

1. Configure the Management IP address.
2. Configure Management route.
3. Configure user name and password.

Configure Management IP address

To remotely access OS10, assign an IP address to the management port. Use the management interface for out-of-band (OOB)
switch management.

1. Configure the management interface from CONFIGURATION mode.

interface mgmt 1/1/1

2. By default, DHCP client is enabled on the Management interface. Disable the DHCP client operations in INTERFACE mode.

no ip address dhcp

3. Configure an IPv4 or IPv6 address on the Management interface in INTERFACE mode.

ip address A.B.C.D/mask

ipv6 address A:B/prefix-length

4. Enable the Management interface in INTERFACE mode.
no shutdown
Configure Management interface

0S10 (config) # interface mgmt 1/1/1

0S10 (conf-if-ma-1/1/1)# no ip address dhcp

0S10 (conf-if-ma-1/1/1)# ip address 10.1.1.10/24
0S10 (conf-if-ma-1/1/1)# no shutdown

Configure Management route

To set up remote access to OS10, configure a management route after you assign an IPv4 or IPv6 address to the Management
port. The Management port uses the default management route to communicate with a different network. The management
route allows you to separate Management traffic from data traffic.
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1

2.

®
®
®

(Optional) Ensure that the DHCP client is disabled on the Management interface in INTERFACE mode.

no ip address dhcp

Configure a management route for the Management port in CONFIGURATION mode. Repeat the command to configure
multiple routes.

management route {ipv4-address/mask | ipvé-address/prefix-length}
{forwarding-router-address | managementethernet}

e ipv4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a subnet mask
in /prefix-length format (/x).

e ipvé6-address/prefix-length — Enter an IPv6 address in x:x:x:x::x format with the prefix length in /x format. The
prefix range is /0 to /128.

e forwarding-router-address — Enter the next-hop IPv4/IPv6 address of a forwarding router that serves as a
management gateway to connect to a different subnet.

e managementethernet — Send traffic on the Management port for the configured IPv4/1Pv6 subnet.

NOTE: Management routes are separate from IPv4 and IPv6 routes and are only used to manage the switch through the

Management port.

NOTE: Do not configure the same prefix in both the static route and management route. If the same prefix has to be used,
use management VRF.

NOTE: Management VRF is currently not supported on the MX7000 platforms.

Configure management route

0S10 (config) # management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

Configure username and password

To set up remote access to OS10, create a username and password after you configure the management port and default route.
The user role is a mandatory entry.

Enter the password in clear text. It is converted to SHA-512 format in the running configuration. A password must have at least
nine characters, including alphanumeric and special characters, and at least five different characters from the password that is
previously used for the same username. For example:

0S10 (config) # username admin password alphad404! role sysadmin

For
are

backward compatibility with OS10 release 10.3.1E and earlier, passwords entered in MD-5, SHA-256, and SHA-512 format
supported. To increase the required password strength, use the password-attributes command.

Create a username and password in CONFIGURATION mode.
username username password password role role

o username username — Enter a text string. A maximum of 32 alphanumeric characters; one character minimum.
o password password — Enter a text string. A maximum of 32 alphanumeric characters; nine characters minimum.
o role role — Enter auserrole:

®  sysadmin — Full access to all commands in the system, exclusive access to commands that manipulate the file

system, and access to the system shell. A system administrator can create user |IDs and user roles. The default
privilege level is 15.

= secadmin — Full access to configuration commands that set security policy and system access, such as password
strength, AAA authorization, and cryptographic keys. A security administrator can display security information, such
as cryptographic keys, login statistics, and log information. The default privilege level is 15.

" netadmin — Full access to configuration commands that manage traffic flow through the switch, such as routes,
interfaces, and ACLs. A network administrator cannot access configuration commands for security features or view
security information. The default privilege level is 15.

" netoperator — Access to EXEC mode to view the current configuration with limited access. A network operator
cannot modify any configuration setting on a switch. The default privilege level is 1.
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@ NOTE: To change a system administrator password, re-enter the command for the administrator username with a new
password.

0S10 (config) # username admin password beta@l role sysadmin
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CLI Basics

The OS10 CLlI is the software interface you use to access a device running the software — from the console or through a
network connection. The CLI is an OS10-specific command shell that runs on top of a Linux-based OS kernel. By leveraging
industry-standard tools and utilities, the CLI provides a powerful set of commands that you can use to monitor and configure
devices running OS10.

User accounts

0S10 defines two categories of user accounts:
e Tologin to the CLI, use admin for the user name and password.
e Tologin to the Linux shell, use 1inuxadmin for the user name and password.

@ NOTE: You cannot delete the default 1inuxadmin user name. You can delete the default admin user name only if at least
one OS10 user with the sysadmin role is configured.

For example, to access the OS10 CLI using an SSH connection:

1. Open an SSH session using the IP address of the device. You can also use PuTTY or a similar tool to access the device
remotely.

ssh admin@ip-address
password: admin

2. Enter admin for both the default user name and password to log into OS10. You are automatically placed in EXEC mode.
O0S10#

For example, to access the Linux shell using an SSH connection, enter 1inuxadmin as the user name and password:

° ssh linuxadmin@management-ip-address
password: linuxadmin

Key CLI features

Consistent Commands that provide the same type of function have the same name, regardless of the portion of the
command names system on which they are operating. For example, all show commands display software information and
statistics, and all clear commands erase various types of system information.

Available Information about available commands is provided at each level of the CLI command hierarchy. You can
commands enter a question mark (?) at any level and view a list of the available commands, along with a short
description of each command.

Command Command completion for command names (keywords) and for command options is available at each level
completion of the hierarchy. To complete a command or option that you have partially entered, click the Tab key
or the Spacebar. If the partially entered letters are a string that uniquely identifies a command, the
complete command name appears. A beep indicates that you have entered an ambiguous command, and
the possible completions display. Completion also applies to other strings, such as interface names and
configuration statements.

CLI command modes

The OS10 CLI has two top-level modes:
e EXEC mode — Monitor, troubleshoot, check status, and network connectivity.
e CONFIGURATION mode — Configure network devices.

When you enter CONFIGURATION mode, you are changing the current operating configuration, called the running configuration.
By default, all configuration changes are automatically saved to the running configuration.

You can change this default behavior by switching to Transaction-Based Configuration mode. To switch to Transaction-Based
Configuration mode, use the start transaction command. When you switch to the Transaction-Based Configuration mode
and update the candidate configuration, changes to the candidate configuration are not added to the running configuration

until you commit them to activate the configuration. The start transaction command applies only to the current session.
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Changing the configuration mode of the current session to the Transaction-Based Configuration mode does not affect the
configuration mode of other CLI sessions.

e After you explicitly enter the commit command to save changes to the candidate configuration, the session switches back
to the default behavior of automatically saving the configuration changes to the running configuration.

e When a session terminates while in the Transaction-Based Configuration mode, and you have not entered the commit
command, the changes are maintained in the candidate configuration. You can start a new Transaction-Based Configuration
mode session and continue with the remaining configuration changes.

e All sessions in Transaction-Based Configuration mode update the same candidate configuration. When you use the commit
command on any session in Transaction-Based Configuration mode or you make configuration changes on any session
in Non-Transaction-Based mode, you also commit the changes made to the candidate configuration in all other sessions
running in the transaction-based configuration mode. This implies that inconsistent configuration changes may be applied to
the running configuration. Dell EMC recommends only making configuration changes on a single CLI session at a time.

e When you enter the 1ock command in a CLI session, configuration changes are disabled on all other sessions, whether
they are in Transaction-Based Configuration mode or Non-Transaction-Based Configuration mode. For more information, see
Candidate configuration.

CLI command hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function are grouped together under the same
level of hierarchy. For example, all commands that display information about the system and the system software are grouped
under the show system command, and all commands that display information about the routing table are grouped under the
show ip route command.

To move directly to EXEC mode from any sub-mode, enter the end command. To move up one command mode, enter the exit
command.

CONFIGURATION mode

When you initially log in to OS10, you are placed in EXEC mode. To access CONFIGURATION mode, enter the configure
terminal command. Use CONFIGURATION mode to manage interfaces, protocols, and features.

0S10# configure terminal
0S10 (config) #

Interface mode is a sub-mode of CONFIGURATION mode. In Interface mode, you configure Layer 2 (L2) and Layer 3 (L3)
protocols, and IPv4 and IPv6 services on an interface:

e Physical interfaces include the Management interface and Ethernet ports.
e |ogical interfaces include Loopback, port-channel, and virtual local area networks (VLANS).

Breakout
Configuration M

Range

Port-Channel

Loopback

From CONFIGURATION mode, you can also configure L2 and L3 protocols with a specific protocol-configuration mode, such as
Spanning-Tree Protocol (STP) or Border Gateway Protocol (BGP).
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Check device status

Use show commands to check the status of a device and monitor activities. Refer Related Videos section for more information.

Enter show ? from EXEC mode to view a list of commands to monitor a device; for example:

0S10# show ?
acl-table-usage
alarms
alias
bfd
boot
candidate-configuration
class-map
clock

users

version
virtual-network
vlan

vit

vrrp
ztd-status

Show ACL table utilization

Display all current alarm situation in the system

Show list of aliases

Show bfd session commands

Show boot information

Current candidate configuration
Show QoS class-map configuration
Show the system date and time

Show the current list of users logged into the system

and show the session id

Show the software version on the system

Virtual-network info

Vlan status and configuration
Show VLT domain info

VRRP group status

Show ztd status

Enter show command-history from EXEC mode to view trace messages for each executed command.

0S10# show command-history

1 Thu Apr 20 19:44
2 Thu Apr 20 19:47:
3 Thu Apr 20 19:47:
4 Thu Apr 20 19:47:
5 Thu Apr 20 19:47:
6 Thu Apr 20 19:47:
7 Thu Apr 20 19:47:
8 Thu Apr 20 19:47:
9 Thu Apr 20 19:47:
10 Thu Apr 20 19:47:

Enter show system from EXEC mode to view the system status information; for example:

0S10# show system

:38 UTC 2017 show vlan

01 UTC 2017 admin

01 UTC 2017 monitor hardware-components controllers view 0

03 UTC 2017 system general info system-version view

16 UTC 2017 admin

16 UTC 2017 terminal length O
18 UTC 2017 terminal datadump
20 UTC 2017 %abc

22 UTC 2017 switchshow

24 UTC 2017 cmsh

Node Id g A

MAC : 14:18:77:15:c3:e8
Number of MACs : 256

Up Time : 1 day 00:48:58

== UniEt 1 ==

Status up

System Identifier 1

Down Reason unknown
Digital Optical Monitoring disable
System Location LED off

Required Type S4148F
Current Type S4148F
Hardware Revision X01

Software Version 10.5.0.0
Physical Ports 48x10GbE, 2x40GbE, 4x100GbE
BIOS : 3.33.0.0-3
System CPLD 0.4

Master CPLD 0.10

Slave CPLD 0.7

-- Power Supplies --

PSU-ID Status Type
1 up AC
2 fail

AirFlow Fan Speed(rpm) Status

NORMAL 1 13312 up
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Related Videos

-- Fan Status

FanTray Status

1 up
2 up
3 up
4 up

Check Device Status

AirFlow Fan Speed(rpm) Status

NORMAL 1 13195 up
NORMAL 1 13151 up
NORMAL 1 13239 up
NORMAL 1 13239 up

Command help

To view a list of valid commands in any CLI mode, enter ?; for example:

OS10# 2

alarm
alias
batch
boot
clear
clock
commit
configure

copy
crypto

ping
ping6
reload

show
start

Alarm commands

Set alias for a command

Batch Mode

Tell the system where to access the software image at bootup
Clear command

Configure the system clock

Commit candidate configuration

Enter configuration mode

Perform a file copy operation

Cryptography commands

ping -h shows help

ping6 -h shows help

Reboot Networking Operating System

Show running system information

Activate transaction based configuration

support-assist-activity Support Assist related activity

system
terminal
traceroute
unlock
validate
write

ztd

0S10 (config) # ?

64

aaa
alias

banner

bfd

class-map
clock
control-plane
crypto

dcbx

default

dotlx

uplink-state-group

username
userrole

virtual-network

vlit-domain
vrrp
wred

CLI Basics

System command

Set terminal settings

traceroute --help shows help

Unlock candidate configuration
Validate candidate configuration

Copy from current system configuration
Cancel the current ZTD process.

Configure AAA

Set alias for a command
Configure banners

Enable bfd globally
Configure class map
Configure clock parameters
Control-plane configuration
Crypto commands

DCBX commands

Configure default attributes
Configure dotlx global information

Create uplink state group

Create or modify users

Create custom user role

Create a Virtual Network

VLT domain configurations
Configure VRRP global attributes
Configure WRED profile


https://players.brightcove.net/6057277730001/ghQKmc5pO_default/index.html?videoId=6128722053001

Candidate configuration

When you use OS10 configuration commands in Transaction-based configuration mode, changes do not take effect immediately
and are stored in the candidate configuration. The configuration changes become active only after you commit the changes
using the commit command. Changes in the candidate configuration are validated and applied to the running configuration.

The candidate configuration allows you to avoid introducing errors during an OS10 configuration session. You can make changes
and then check them before committing them to the active, running configuration on the switch.

To check differences between the running configuration and the candidate configuration, use the show diff candidate-
configuration running-configuration command.

For example, before entering Transaction mode, you can check that no new configuration commands are entered. If the

show command does not return output, the candidate-configuration and running-configuration files are the
same. Then start Transaction mode, configure new settings, and view the differences between the candidate and running
configurations. Decide if you want to commit the changes to the running configuration. To delete uncommitted changes, use the
discard command.

View differences between candidate and running configurations

0S10# show diff candidate-configuration running-configuration
O0S10#

0S10# start transaction

0S10# configure terminal

0S10 (config) # interface vlan 100

0S10 (conf-if-v1-100)# exit

0S10 (config) # interface ethernet 1/1/15

0S10 (conf-if-ethl/1/15)# switchport mode trunk

0S10 (conf-if-ethl/1/15)4# switchport trunk allowed vlan 100
0S10 (conf-if-ethl/1/15)# end

0S10# show diff candidate-configuration running-configuration
|

interface ethernetl/1/15
switchport mode trunk

switchport trunk allowed vlan 100
|

interface v1anl00

no shutdown
OS10#

Commit configuration changes in candidate configuration in Transaction mode
1. Change to Transaction-based configuration mode from EXEC mode.
start transaction

2. Enter configuration commands. For example, enable an interface from INTERFACE mode.

interface ethernet 1/1/1
no shutdown

3. Save the configuration changes to the running configuration.

do commit

After you enter the commit command, the current OS10 session switches back to the default behavior of committing all
configuration changes automatically.

0S10# start transaction

0S10# configure terminal

0S10 (config) #

0S10 (config) # interface ethernet 1/1/1
0S10 (config-if-ethl1/1/1)# no shutdown
0S10 (config-if-ethl1/1/1)# do commit

Compressed configuration views
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To display only interface-related configurations in the candidate configuration, use the show candidate-configuration
compressed and show running-configuration compressed commands. These views display only the configuration

commands for VLAN and physical interfaces.

0S10# show candidate-configuration compressed

interface
interface
interface
interface

interface
interface
interface

breakout
breakout
breakout
breakout

breakout
breakout
breakout

1/1/1
1/1/2
1/1/3
1/1/4

map
map
map
map

40g-1x
40g-1x
40g-1x
40g-1x

1/1/30 map 40g-1x
1/1/31 map 40g-1x
1/1/32 map 40g-1x

ipv6e forwarding enable

username admin password $65gq9QBeYjZ$jfxzVgGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S1o0Ihp4NoGZs0I/UNwh8WVuxwfd9gq4pWIgNs5BKH. role sysadmin
aaa authentication local
snmp-server contact http://www.dell.com/support
!
interface range ethernet 1/1/1-1/1/32
switchport access vlan 1
no shutdown
1
interface vlan 1
no shutdown
|
interface mgmtl/1/1
ip address dhcp
no shutdown
ipv6 enable
ipv6 address autoconfig
|

support-assist

|

policy-map type application policy-iscsi
|

class-map type application class-iscsi

0S10# show running-configuration compressed

interface
interface
interface
interface

interface
interface
interface

breakout
breakout
breakout
breakout

breakout
breakout
breakout

1/1/1
1/1/2
1/1/3
1/1/4

map
map
map
map

40g-1x
40g-1x
40g-1x
40g-1x

1/1/30 map 40g-1x
1/1/31 map 40g-1x
1/1/32 map 40g-1x

ipv6 forwarding enable
username admin password $65gq9QBeYjZ$jfxzVgGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9q4dpWIgNs5BKH. role sysadmin
aaa authentication local

snmp-server contact http://www.dell.com/support

|

interface range ethernet 1/1/1-1/1/32

switchport access vlan 1

no shutdown

|

interface vlan 1

no shutdown

|

interface mgmtl/1/1

ip address dhcp

no shutdown

ipv6 enable

ipv6o address autoconfig

!

support-assist

|

policy-map type application policy-iscsi
[

class-map type application class-iscsi
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Prevent configuration changes

You can prevent configuration changes that are made on the switch in sessions other than the current CLI session using the
lock command. To prevent and allow configuration changes in other sessions, use the 1ock and unlock commands in EXEC
mode.

When you enter the Lock command, users in other active CLI sessions cannot make configuration changes. When you close the
CLI session in which you entered the 1ock command, configuration changes are automatically allowed in all other sessions.

0S10# lock

0S10# unlock

Copy running configuration

The running configuration contains the current OS10 system configuration and consists of a series of OS10 commands. Copy the
running configuration to a remote server or local directory as a backup or for viewing and editing. The running configuration is
copied as a text file that you can view and edit with a text editor.

Copy running configuration to local directory or remote server
0S10# copy running-configuration {config://filepath | home://filepath |

ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath}

0S10# copy running-configuration scp://root:calvin@l1l0.11.63.120/tmp/gaz.txt

Copy file to running configuration

To apply a set of commands to the current running configuration and execute them immediately, copy a text file from a
remote server or local directory. The copied commands do not replace the existing commands. If the copy command fails, any
commands that were successfully copied before the failure occurred are maintained.

0S10# copy {config://filepath | home://filepath |

ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath | http://userid@hostip/
filepath}

running-configuration

0S10# copy scp://root:calvin@l0.11.63.120/tmp/gaz.txt running-configuration

Copy running configuration to startup configuration
To display the configured settings in the current OS10 session, use the show running-configuration. To save new
configuration settings across system reboots, copy the running configuration to the startup configuration file.

0S10# copy running-configuration startup-configuration

Restore startup configuration

The startup configuration file, startup.xml, is stored in the config system folder. To create a backup version, copy the
startup configuration to a remote server or the local config: or home: directories.

To restore a backup configuration, copy a local or remote file to the startup configuration and reload the switch. After
downloading a backup configuration, enter the reload command, otherwise the configuration does not take effect until you
reboot.

@ NOTE: A non-default switch-port profile is not automatically restored. If the downloaded startup configuration you want to
restore contains a non-default switch-port profile, you must manually configure and save the profile on the switch, and then
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reload the switch for the profile settings to take effect. If the backup startup file contains the default switch-port profile,
you can simply copy the startup configuration file from the server and reload the switch.

Copy file to startup configuration
0S10# copy {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath} config://startup.xml
Back up startup file
0S10# copy config://startup.xml config://backup-9-28.xml

Restore startup file from backup

0S10# copy config://backup-9-28.xml config://startup.xml
0S10# reload
System configuration has been modified. Save? [yes/no]:no

Back up startup file to server
0S10# copy config://startup.xml scp://userid:password@hostip/backup-9-28.xml
Restore startup file from server

0S10# copy scp://admin:admin@hostip/backup-9-28.xml config://startup.xml
0S10# reload
System configuration has been modified. Save? [yes/no]:no

Reload system image

Reboot the system manually using the reload command in EXEC mode. You are prompted to confirm the operation.

0S10# reload
System configuration has been modified. Save? [yes/no]:yes
Saving system configuration

Proceed to reboot the system? [confirm yes/no]:yes
To configure the OS10 image loaded at the next system boot, enter the boot system command in EXEC mode.
boot system {active | standby}

e FEnter active to load the primary OS10 image stored in the A partition.
e FEnter standby to load the secondary OS10 image stored in the B partition.

Set next boot image

0S10# boot system standby
0S10# show boot
Current system image information:

Type Boot Type Active Standby Next-Boot

Node-id 1 Flash Boot [A] 10.2.9999E [B] 10.2.9999E [B] standby

Filter show commands

You can filter show command output to view specific information, or start the command output at the first instance of a regular
expression or phrase.
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display-xml — Displays output in XML format.

except — Displays only text that does not match a pattern.

find — Searches for the first occurrence of a pattern and displays all further configurations.

grep — Displays only the text that matches a specified pattern. Special characters in regular expressions, such as A

(matches the beginning of a text string), $ (matches the end of a string), and .. (matches any character in the string) are
supported.

no-more — Does not paginate output.
e save — Saves the output to a file.

Display all output

0S10# show running-configuration | no-more

Common OS10 commands

boot

Configures the OS10 image to use the next time the system boots up.

Syntax boot system [active | standby]

Parameters e active — Reset the running partition as the next boot partition.

e standby — Set the standby partition as the next boot partition.
Default Not configured
Command Mode EXEC

Usage Use this command to configure the OS10 image that is reloaded at boot time. Use the show boot
Information command to verify the next boot image. The boot system command applies immediately.
Example

0S10# boot system standby

Supported 10.2.0E or later
Releases

commit

Commits changes in the candidate configuration to the running configuration.

Syntax commit
Parameters None
Default Not configured

Command Mode EXEC

Usage Use this command to save changes to the running configuration. Use the do commit command to save
Information changes in CONFIGURATION mode.
Example

0S10# commit

Example

(configuration) 0S10 (config)# do commit

Supported 10.2.0E or later
Releases
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configure

Enters CONFIGURATION mode from EXEC mode.

Syntax configure {terminal}
Parameters terminal — Enters CONFIGURATION mode from EXEC mode.
Default Not configured

Command Mode EXEC

Usage Enter conf t for auto-completion.
Information

Example
0S10# configure terminal

0S10 (config) #

Supported 10.2.0E or later
Releases

copy

Copies the current running configuration to the startup configuration and transfers files between an OS10 switch and a remote
device.

Syntax copy running-configuration [startup-configuration | config://filepath |
coredump://filepath | ftp://filepath | home://filepath | scp://filepath |
sftp://filepath | supportbundle://filepath | severity-profile profile-name
| tftp://filepath | http://filepath | https://filepath | usb://filepath]

Parameters e running-configuration startup-configuration—(Optional) Copy the current running
configuration file to the startup configuration file.

config://filepath—(Optional) Copy from the configuration directory

coredump: //filepath—(Optional) Copy from the coredump directory
ftp://userid:passwd@hostip/filepath—(Optional) Copy from a remote FTP server
home: //username/filepath—(Optional) Copy from the home directory
scp://userid:passwd@hostip/filepath—(Optional) Copy from a remote SCP server
sftp://userid:passwd@hostip/filepath—(Optional) Copy from a remote SFTP server
supportbundle: //filepath—(Optional) Copy from the support-bundle directory
severity-profile://filepath—(Optional) Copy from the severity-profile directory
tftp://hostip/filepath—(Optional) Copy from a remote TFTP server
http://hostip/filepath—(Optional) Copy from a remote HTTP server
https://hostip/filepath—(Optional) Copy from a remote HTTPS server

usb: filepath—(Optional) Copy from a USB file system

Default Not configured
Command Mode EXEC

Usage Use this command to perform the following tasks:
Information e Save the running configuration to the startup configuration.
e Transfer coredump files to a remote location.
e Back up the startup configuration
e Retrieve a previously backed-up configuration.
e Replace the startup configuration file.
e Transfer support bundles

Dell EMC Networking recommends that you do not use a copy command to
download an OS10 image to the switch. The downloaded image occupies a large amount of
disk space. Use the image download command to download an OS10 image.
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When using the scp and sftp options, always enter an absolute file path instead of a path relative to the
home directory of the user account; for example:

copy config://startup.xml scp://delloslO:password@l0.1.1.1/home/dellosl0/
backup.xml

Use the copy command with the severity-profile option to download or upload severity profiles
from a remote location. When you copy a severity profile from a remote location to an OS10 switch,
ensure that the name of the severity profile is different than that of the default profile (default.xml) or
the currently active severity profile.

Example
0S10# dir coredump
Directory contents for folder: coredump
Date (modified) Size (bytes) Name
2017-02-15T19:05:417 12402278 core.netconfd-
pro.2017-02-15 19-05-09.gz
0S10# copy coredump://core.netconfd-pro.2017-02-15 19-05-09.g9z scp://
oslOuser:o0slOpasswd@10.11.222.1/home/0sl0/core.netconfd-pro.2017-02
-15 19-05-09.gz
Example:

Copy startup 0S10# dir config

configuration Directory contents for folder: config

Date (modified) Size (bytes) Name

2017-02-15T20:38:127 54525 startup.xml

0S10# copy config://startup.xml scp://oslOuser:oslOpasswd@10.11.222.1/
home/o0s10/backup.xml

Example:
Retrieve backed-
up configuration.

0S10# copy scp://oslOuser:osl0passwd@10.11.222.1/home/0sl10/backup.xml
home://config.xml

0S10 (conf-if-ethl/1/5)# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2017-02-15T21:19:547% 54525 config.xml

Example:
Download custom
severity profile
from a remote
location.

copy scp://username:password@a.b.c.d//file-path/mySevProf.xml severity-
profile://mySevProf 1.xml

Example:
Replace startup
configuration.

0S10# home://config.xml config://startup.xml

Supported 10.2.0E or later
Releases
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delete

Removes or deletes a file, including the startup configuration file.

Syntax delete [config://filepath | coredump://filepath | home://filepath |
image://filepath | startup-configuration | severity-profile profile-name |
supportbundle://filepath | usb://filepath]

Parameters e config://filepath — (Optional) Delete from the configuration directory.
e coredump://filepath — (Optional) Delete from the coredump directory.
e home://filepath — (Optional) Delete from the home directory.
e image://filepath — (Optional) Delete from the image directory.
e startup-configuration — (Optional) Delete the startup configuration.
e severity-profile — (Optional) Delete from severity profile directory, severity-profile://filepath.
e supportbundle://filepath — (Optional) Delete from the support-bundle directory.
e usb://filepath — (Optional) Delete from the USB file system.
Default Not configured

Command Mode EXEC

Usage Use this command to remove a regular file, software image, or startup configuration. Removing the
Information startup configuration restores the system to the factory default. You must reboot the switch using the
reload command for the operation to take effect.

@ NOTE:

e Use caution when removing the startup configuration.

e When the config partition has low disk space, a syslog message displays:

SYS STAT LOW DISK SPACE: Warning! Configuration directory has 0.0%
free. Please delete unnecessary files from home directory.

When you see this error, delete unwanted files from the home directory or you may encounter
degraded system performance.

Example

0S10# delete startup-configuration

0S10# delete severity-profile://mySevProf.xml
Supported 10.2.0E or later
Releases

dir

Displays files stored in available directories.

Syntax dir {config | coredump | home | image | severity-profile | supportbundle |
usb}
Parameters config — (Optional) Folder containing configuration files.

[ ]

e coredump — (Optional) Folder containing coredump files.

e home — (Optional) Folder containing files in your home directory.

e image — (Optional) Folder containing image files.

e severity-profile — (Optional) Folder containing alarm severity profiles.
e supportbundle — (Optional) Folder containing support bundle files.

e usb — (Optional) Folder containing files on a USB drive.

Default Not configured
Command Mode EXEC
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Usage
Information

Example

Example (config)

Supported
Releases

discard

The dir command requires at least one parameter. Use the dir config command to display
configuration files.

0S10# dir
config Folder containing configuration files
coredump Folder containing coredump files
home Folder containing files in user's home directory
image Folder containing image files
severity-profile Folder containing severity profiles
supportbundle Folder containing support bundle files

0S10# dir config
Directory contents for folder: config
Date (modified) Size (bytes) Name

2017-04-26T15:23:467 26704 startup.xml

0S10# dir severity-profile

Date (modified) Size (bytes) Name
2019-03-27T15:24:06Z2 46741 default.xml
2019-04-01T11:22:33Z 456 mySevProf.xml

10.2.0E or later

Discards changes made to the candidate configuration file.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

do

discard
None

Not configured
EXEC

None

0S10# discard

10.2.0E or later

Executes most commands from all CONFIGURATION modes without returning to EXEC mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

do command

command — Enter an EXEC-level command.
Not configured

INTERFACE

None

0S10 (config) # interface ethernet 1/1/7
0S10 (conf-if-ethl/1/7)# no shutdown
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0S10 (conf-if-ethl/1/7)# do show running-configuration

interface ethernetl/1/7

no shutdown
|

Supported 10.2.0E or later
Releases

end

Returns to EXEC mode from any other command mode.

Syntax end
Parameters None
Default Not configured

Command Mode All

Usage Use the end command to return to EXEC mode to verify currently configured settings with show
Information commands.
Example
0S10 (config) # end
0S10#
Supported 10.2.0E or later
Releases
exit

Returns to the next higher command mode.

Syntax exit
Parameters None
Default Not configured

Command Mode All

Usage None

Information

Example
0S10 (conf-if-ethl/1/1)# exit
0S10 (config) #

Supported 10.2.0E or later

Releases

hostname

Sets the system host name.

Syntax hostname name
Parameters name — Enter the host name of the switch, a maximum of 64 characters.
Default 0S10

Command Mode CONFIGURATION
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Usage The host name is used in the OS10 command-line prompt.
Information
The MX7000 series switch, not the Dell EMC SmartFabric OS10, automatically sets the default hostname

using a module-slot format. To calculate the hostname, the switch takes into account the module that is

currently plugged into the MX7000 chassis and the slot in the chassis where the module is inserted. The

module can be either MX9116n or MX5108n.

@ NOTE: To make the switch automatically set the default hostname using the module-slot format,
before upgrading to version 10.5.0, remove the user-defined hostname or set the default hostname
using the no hostname command.

Supported on the MX9116n and MX5108n switches in Full-Switch mode starting in release 10.4.0(R3S).
Also supported in SmartFabric Services mode starting in 10.5.0.

The no version of this command resets the host name to 0S10.

Example
0S10 (config)# hostname R1
R1 (config) #

Supported 10.3.0E or later

Releases

license

Installs a license file from a local or remote location.

Syntax license install [ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:]
filepath
Parameters e ftp:—(Optional) Install from the remote file system (ftp://userid:passwd@hostip/
filepath)
e http:—(Optional) Install from the remote file system (http://hostip/filepath)
e http:—(Optional) Request from remote server (http://hostip)
e localfs:—(Optional) Install from the local file system (localfs://filepath)
e scp:—(Optional) Request from the remote file system (scp://userid:passwd@hostip/
filepath)
e sftp:—(Optional) Request from the remote file system (sftp://userid:passwd@hostip/
filepath)

e tftp:—(Optional) Request from the remote file system (tftp://hostip/filepath)
e usb:—(Optional) Request from the USB file system (usb://filepath)

Default Not configured
Command Mode EXEC

Usage Use this command to install the license file. For more information, see Install OS10 license. OS10 requires

Information a perpetual license to run beyond the 120-day trial period. The license file is installed in the /mnt/license
directory.

Example

0S10# license install scp://user:userpwd/10.1.1.10/CFNNX42-NOSEnterprise-
License.lic
License installation success.

Supported 10.3.0E or later
Releases
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lock

Locks the candidate configuration and prevents any configuration changes on any other CLI sessions, either in Transaction or
Non-Transaction-Based Configuration mode.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

lock
None
Not configured
EXEC

The 1ock command fails if there are uncommitted changes in the candidate configuration.

0S10# lock

10.2.0E or later

management route

Configures an IPv4/IPv6 static route the Management port uses. To configure multiple management routes, repeat the

command.

Syntax

Parameters

Default
Command Mode
Usage

Information

Example (IPv4)

Example (IPv6)

Supported
Releases

move

management route {ipv4-address/mask | ipvé-address/prefix-length}
{forwarding-router-address | managementethernet}

e ipv4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a
subnet mask in prefix-length format (/xx).

e ipvé6-address/prefix-length — Enter an IPv6 address in x:x:x:x::x format with the prefix
length in /xxx format. The prefix range is /0 to /128.

e forwarding-router-address — Enter the next-hop IPv4/IPv6 address of a forwarding router
(gateway) for network traffic from the Management port.

e managementethernet — Configure the Management port as the interface for the route and
associates the route with the Management interface.

Not configured
CONFIGURATION

Management routes are separate from IP routes and are only used to manage the switch through the
Management port. To display the currently configured IPv4 and IPv6 management routes, use the show
ip management-route and show ipv6 management-route commands.

0S10 (config) # management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

0S10 (config) # management route 10::/64 10::1

10.2.2E or later

Moves or renames a file in the configuration or home system directories.

Syntax

Parameters
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Default
Command Mode

Usage
Information

Example

Example (dir)

Supported
Releases

no

® usb: — Move from the USB file system (usb://filepath).
Not configured
EXEC

Use the dir config command to view the directory contents.

0S10# move config://startup.xml config://startup-backup.xml

0S10# dir config

Directory contents for folder: config
Date (modified) Size (bytes) Name
2017-04-26T15:23:467 26704 startup.xml

10.2.0E or later

Disables or deletes commands in EXEC mode.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ping

no [alias | debug | support-assist-activity | terminal]

alias — Remove an alias definition.

debug — Disable debugging.
support-assist-activity — SupportAssist-related activity.
terminal — Reset terminal settings.

Not configured
EXEC

Use this command in EXEC mode to disable or remove a configuration. Use the no 2 in
CONFIGURATION mode to view available commands.

0S10# no alias goint

10.2.0E or later

Tests network connectivity to an IPv4 device.

Syntax

Parameters

ping [vrf {management |
[-1 interval] [-I interface] [-m mark]
[-p pattern] [-Q tos] [-s packetsize]
timestamp option] [-w deadline] [-W timeout]

vrf-name}] [-4] [-aAbBdDfhLnOgrRUvV] [-c count]
[-M pmtudisc option] [-1 preload]
[-S sndbuf] [-t ttl] [-T

[hopl ...] destination

e vrf management — (Optional) Pings an IPv4 address in the management virtual routing and
forwarding (VRF) instance.

e vrf vrf-name — (Optional) Ping an IP address in a specified VRF instance.

e -4 — (Optional) Uses the IPv4 route over the IPv6 route when both IPv4 as well as IPv6 default
routes are configured, you must use the following option in the ping command: -4. For example,
OS10# ping vrf management -4 dell.com.

e -a — (Optional) Audible ping.
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-A — (Optional) Adaptive ping. An inter-packet interval adapts to the round-trip time so that one
(or more, if you set the preload option) unanswered probe is present in the network. The minimum
interval is 200 msec for a non-super user, which corresponds to Flood mode on a network with a low
round-trip time.

-b — (Optional) Pings a broadcast address.

-B — (Optional) Does not allow ping to change the source address of probes. The source address is
bound to the address used when the ping starts.

-c count — (Optional) Stops the ping after sending the specified number of ECHO_REQUEST
packets until the timeout expires.

e -d — (Optional) Sets the SO_DEBUG option on the socket being used.

e -D — (Optional) Prints the timestamp before each line.

e -h — (Optional) Displays help for this command.

e -i interval — (Optional) Enter the interval in seconds to wait between sending each packet, the
default is 1 second.

e -1 interface-name or interface-ip-address — (Optional) Enter the source interface
name without spaces or the interface IP address:

o For a physical Ethernet interface, enter ethernetnode/slot/port; for example,
ethernetl/1/1.

o For a VLAN interface, enter vianvlan-id; for example, vianlO.
For a Loopback interface, enter loopbackid; for example, loopbackl.
For a port-channel interface, enter port-channelchannel-id; for example, port-channel.

e -1 preload — (Optional) Enter the number of packets that ping sends before waiting for a reply.
Only a super user may preload more than three.

e -IL — (Optional) Suppress the Loopback of multicast packets for a multicast target address.

e -m mark — (Optional) Tags the packets sent to ping a remote device. Use this option with policy
routing.

e -M pmtudisc_option — (Optional) Enter the path MTU (PMTU) discovery strategy:

o do prevents fragmentation, including local.
o want performs PMTU discovery and fragments large packets locally.
o dont does not set the Don’t Fragment (DF) flag.

e -p pattern — (Optional) Enter a maximum of 16 pad bytes to fill out the packet you send to
diagnose data-related problems in the network; for example, -p ff fills the sent packet with all 1’s.

e -0Q tos — (Optional) Enter a maximum of 1500 bytes in decimal or hex datagrams to set quality of
service (QoS)-related bits.

e -s packetsize — (Optional) Enter the number of data bytes to send, from 1 to 65468, default 56.

e -S sndbuf — (Optional) Set the sndbuf socket. By default, the sndbuf socket buffers one packet
maximum.

e -t ttl — (Optional) Enter the IPv4 time-to-live (TTL) value in seconds.

e -T timestamp option — (Optional) Set special IP timestamp options. Valid values for timestamp
option — tsonly (only timestamps), tsandaddr (timestamps and addresses), or tsprespec
hostl [host2 [host3 [host4]]] (timestamp pre-specified hops).

e -v — (Optional) Verbose output.

e -V — (Optional) Display the version and exit.

e -w deadline — (Optional) Enter the time-out value in seconds before the ping exits regardless of
how many packets send or receive.

e -W timeout — (Optional) Enter the time to wait for a response in seconds. This setting affects the
time-out only if there is no response, otherwise ping waits for two round-trip times (RTTs).

e hopl ... (Optional) Enter the IPv4 addresses of the pre-specified hops for the ping packet to take.

e destination — Enter the IP address you are testing connectivity on.

Default Not configured

Command Mode EXEC

Usage This command uses an ICMP ECHO_REQUEST datagram to receive an ICMP ECHO_RESPONSE from
Information a network host or gateway. Each ping packet has an IPv4 and ICMP header, then a time value and a

number of "pad" bytes used to fill out the packet. A ping operation sends a packet to a specified IP
address and then measures the time that it takes to get a response from the address or device.
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If the destination IP address is active, replies are sent back from the server including the IP address,
number of bytes sent, lapse time in milliseconds, and TTL, which is the number of hops back from the
source to the destination.

When you use the —I option and enter an IP address, OS10 considers it as the source address. If you use
an interface name instead of the IP address, OS10 considers it as the egress interface.

With the -I option, if you ping a reachable IP address using the IP address of a loopback interface as
the source interface, the ping succeeds. However, if you ping a reachable IP address using the name of
the loopback interface as the source interface, the ping fails. This is because the system considers the
loopback interface as the egress interface.

Example
0S10# ping 20.1.1.1
PING 20.1.1.1 (20.1.1.1) 56(84) bytes of data.
64 bytes from 20.1.1.1: icmp seqg=1 ttl=64 time=0.079 ms
64 bytes from 20.1.1.1: icmp seqg=2 ttl=64 time=0.081 ms
64 bytes from 20.1.1.1: icmp seqg=3 ttl=64 time=0.133 ms
64 bytes from 20.1.1.1: icmp seg=4 ttl=64 time=0.124 ms
~C
--—- 20.1.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2997ms
rtt min/avg/max/mdev = 0.079/0.104/0.133/0.025 ms
Supported 10.2.0E or later
Releases

ping6
Tests network connectivity to an IPv6 device.

Syntax ping6 [vrf {management | vrf-name}] [-aAbBdDfhLnOgrRUvV] [-c count] [-i
interval] [-I interface] [-1 preload] [-m mark] [-M pmtudisc option] [-N
nodeinfo option] [-p pattern] [-Q tclass] [-s packetsize] [-S sndbuf] [-t
ttl] [-T timestamp option] [-w deadline] [-W timeout] destination

Parameters vrf management — (Optional) Pings an IPv6 address in the management VRF instance.

vrf vrf-name — (Optional) Pings an IPv6 address in a specified VRF instance.

-a — (Optional) Audible ping.

-A — (Optional) Adaptive ping. An inter-packet interval adapts to the round-trip time so that one
(or more, if you set the preload option) unanswered probe is present in the network. The minimum
interval is 200 msec for a non-super user, which corresponds to Flood mode on a network with a low
round-trip time.

e -b — (Optional) Pings a broadcast address.
-B — (Optional) Does not allow ping to change the source address of probes. The source address is
bound to the address used when the ping starts.

e -c count — (Optional) Stops the ping after sending the specified number of ECHO_REQUEST
packets until the timeout expires.

e -d — (Optional) Sets the SO_DEBUG option on the socket being used.

e -D — (Optional) Prints the timestamp before each line.

e -F rlowlabel — (Optional) Sets a 20-bit flow label on echo request packets. If value is zero, the
kernel allocates a random flow label.

e -h — (Optional) Displays help for this command.

e -i interval — (Optional) Enter the interval in seconds to wait between sending each packet, the
default is 1 second.

e -1 interface-name or interface-ip-address — (Optional) Enter the source interface
name without spaces or the interface IP address:
o For a physical Ethernet interface, enter ethernetnode/slot/port; for example,

ethernetl/1/1.

o For a VLAN interface, enter vlianvlan-id; for example, vlan10.
o For a Loopback interface, enter 1oopbackid; for example, loopbackl.
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Default
Command Mode

Usage
Information

Example

Supported
Releases
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o For a port-channel interface, enter port-channel channel-id; for example, port-channel.

e -1 preload— (Optional) Enter the number of packets that ping sends before waiting for a reply.
Only a super-user may preload more than three.

e -1 — (Optional) Suppress the Loopback of multicast packets for a multicast target address.

e -m mark — (Optional) Tags the packets sent to ping a remote device. Use this option with policy
routing.

e -M pmtudisc_ option — (Optional) Enter the path MTU (PMTU) discovery strategy:

o do prevents fragmentation, including local.
o want performs PMTU discovery and fragments large packets locally.
o dont does not set the Don't Fragment (DF) flag.

e -p pattern — (Optional) Enter a maximum of 16 pad bytes to fill out the packet you send to
diagnose data-related problems in the network; for example, -p ££ fills the sent packet with all 1's.

e -0Q tos — (Optional) Enter a maximum of 1500 bytes in decimal or hex datagrams to set the quality
of service (QoS)-related bits.

e -s packetsize — (Optional) Enter the number of data bytes to send, from 1 to 65468, default 56.
-S sndbuf — (Optional) Set the sndbuf socket. By default, the sndbuf socket buffers one packet
maximum.

e -t ttl — (Optional) Enter the IPv6 time-to-live (TTL) value in seconds.

e -T timestamp option — (Optional) Set special IP timestamp options. Valid values for timestamp
option — tsonly (only timestamps), tsandaddr (timestamps and addresses), or tsprespec
hostl [host2 [host3 [host4]]] (timestamp pre-specified hops).

e -v — (Optional) Verbose output.

e -V — (Optional) Display the version and exit.

e -w deadline — (Optional) Enter the time-out value in seconds before the ping exits regardless of
how many packets are sent or received.

e -W timeout — (Optional) Enter the time to wait for a response in seconds. This setting affects the
time-out only if there is no response, otherwise ping waits for two round-trip times (RTTs).

e hopl ... (Optional) Enter the IPv6 addresses of the pre-specified hops for the ping packet to take.

e destination — Enter the IPv6 destination address in A:B::C:D format, where you are testing
connectivity.

Not configured

EXEC

This command uses an ICMP ECHO_REQUEST datagram to receive an ICMP ECHO_RESPONSE from
a network host or gateway. Each ping packet has an IPv6 and ICMP header, then a time value and a
number of "pad" bytes used to fill out the packet. A pingv6 operation sends a packet to a specified IPv6
address and then measures the time it takes to get a response from the address or device.

When you use the - option and enter an IP address, OS10 considers it as the source address. If you use
an interface name instead of the IP address, OS10 considers it as the egress interface.

With the - option, if you ping a reachable |IP address using the IP address of a loopback interface as
the source interface, the ping succeeds. However, if you ping a reachable IP address using the name of
the loopback interface as the source interface, the ping fails. This is because the system considers the
loopback interface as the egress interface.

0S10# ping6 20::1
PING 20::1(20::1) 56 data bytes

64 bytes from 20::1: icmp seqg=1 ttl=64 time=2.07 ms

64 bytes from 20::1: icmp seq=2 ttl=64 time=2.21 ms

64 bytes from 20::1: icmp seq=3 ttl=64 time=2.37 ms

64 bytes from 20::1: icmp seqg=4 ttl=64 time=2.10 ms

»C

-—— 20::1 ping statistics ---

4 packets transmitted, 4 received, % packet loss, time 3005ms
rtt min/avg/max/mdev = 2.078/2.194/2.379/0.127 ms

10.2.0E or later



reload

Reloads the software and reboots the ONIE-enabled device.

Syntax reload
Parameters None
Default Not configured

Command Mode EXEC

Usage . ®| NOTE: Use caution while using this command as it reloads the OS10 image and reboots the device.
Information
Example
0S10# reload
Proceed to reboot the system? [confirm yes/no]:y
Supported 10.2.0E or later
Releases
show boot

Displays detailed information about the boot image.

Syntax show boot [detail]
Parameters None
Default Not configured

Command Mode EXEC

Usage The Next-Boot field displays the partition that the next reload uses.
Information

Example
0S10# show boot

Current system image information:

Type Boot Type Active Standby Next-Boc
Node-id 1 Flash Boot [B] 10.5.0.9999EX [A] 10.5.0.0 [B]
active

Example (detail)
0S10# show boot detail

Current system image information detail:

Type: Node-id 1

Boot Type: Flash Boot

Active Partition: B

Active SW Version: 10.5.0.9999EX

Active SW Build Version: 10.5.0.9999EX.3374
Active Kernel Version: Linux 4.9.168

Active Build Date/Time: 2020-01-07T11:43:334+0000
Standby Partition: A

Standby SW Version: 10.5.0.0

Standby SW Build Version: 10.5.0.270
Standby Build Date/Time: 2019-07-29T23:35:017Z
Next-Boot: active [B]

Supported 10.2.0E or later
Releases
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show candidate-configuration

Displays the current candidate configuration file.

Syntax show candidate-configuration [aaa | access-list | as-path | bfd | bgp
| class-map | community-list | compressed | control-plane | dotlx |
extcommunity-list | evpn | fefd | igmp | interface [virtual-network vn-id]
| ip dhcp snooping | lacp | line | 1ldp | logging | management-route | mld
| monitor | ntp | nve | ospf | ospfv3 | password-attributes | pim | policy-
map | prefix-list | privilege | gos-map | radius-server | route | route-map
| sflow | smartfabric | snmp | spanning-tree | support-assist | system-gos
| tacacs-server | telemetry | trust-map | uplink-state-group | userrole |
users | virtual-network | vlt | vrf | wred-profile]

Parameters aaa — (Optional) Current operating AAA configuration.

[ ]
e access-1list — (Optional) Current operating access-list configuration.

e as-path — (Optional) Current operating as-path configuration.

e bfd — (Optional) Current operating BFD configuration.

e Dbgp — (Optional) Current operating BGP configuration.

e class-map — (Optional) Current operating class-map configuration.

e community-1list — (Optional) Current operating community-list configuration.

e compressed — (Optional) Current operating configuration in compressed format.

e control-plane — (Optional) Current operating control-plane configuration.

e dotlx — (Optional) Current operating dot1x configuration.

e ecvpn — (Optional) Current operating EVPN configuration.

e extcommunity-list — (Optional) Current operating extcommunity-list configuration.
e interface — (Optional) Current operating interface configuration.

o virtual-network vn-id — (Optional) Current virtual network configuration.
fefd — (Optional) Current operating FEFD configuration.

igmp — (Optional) Current operating IGMP configuration.

ip dhcp snooping — (Optional) Current operating DHCP snooping information.
lacp — (Optional) Current operating LACP configuration.

11dp — (Optional) Current operating LLDP configuration.

logging — (Optional) Current operating logging configuration.
management-route — (Optional) Current operating management route configuration.
mld — (Optional) Current operating MLD configuration.

monitor — (Optional) Current operating monitor session configuration.

ntp — (Optional) Current operating NTP configuration.

nve — (Optional) Current operating NVE configuration.

ospf — (Optional) Current operating OSPF configuration.

ospfv3 — (Optional) Current operating OSPFv3 configuration.
password-attributes — (Optional) Current operating passwords attributes configuration.
pim — (Optional) Current operating PIM configuration.

policy-map — (Optional) Current operating policy-map configuration.
prefix-1list — (Optional) Current operating prefix-list configuration.
privilege — (Optional) Current operating user privilege configuration.

gos—-map — (Optional) Current operating gos-map configuration.

radius-server — (Optional) Current operating radius-server configuration.
route — (Optional) Current operating management route configuration.
route-map — (Optional) Current operating route-map configuration.

sflow — (Optional) Current operating sFlow configuration.

smartfabric — (Optional) Current operating SmartFabric configuration.

snmp — (Optional) Current operating SNMP configuration.

spanning-tree — (Optional) Current operating spanning-tree configuration.
support-assist — (Optional) Current operating support-assist configuration.
system-gos — (Optional) Current operating system-qos configuration.
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Default
Command Mode

Usage
Information

Example

Example
(compressed)

tacacs-server — (Optional) Current operating TACACS server configuration.
telemetry — (Optional) Current operating telemetry configuration.

trust-map — (Optional) Current operating trust-map configuration.
uplink-state-group — (Optional) Current operating Uplink State Group configuration
users — (Optional) Current operating users configuration.

userrole — (Optional) Current operating user role configuration
virtual-network — (Optional) Current operating virtual network configuration.

v1lt — (Optional) Current operating VLT domain configuration.

vrf — (Optional) Current operating VRF configuration.

wred-profile — (Optional) Current operating WRED profile configuration

Not configured
EXEC

None

0S10# show candidate-configuration

! Version 10.2.9999E

! Last configuration change at Apr 11 10:36:43 2017
|

username admin

password $6$g90BeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30Jc6ombwiF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support
snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface ethernetl/1/1
switchport access vlan 1
no shutdown

|

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1
no shutdown

|

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

|

--more--

0S10# show candidate-configuration compressed

username admin

password $6$g9Q0BeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30JcombwjF8nnLD7/
VKx8S5S10IThp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNsS5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown
|
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interface vlan 1

no shutdown
|

interface mgmtl/1/1

ip address 10.11.58.145/8
no shutdown

ipv6 enable

ipv6 address autoconfig

|

support-assist

|

policy-map type application policy-iscsi
|

class-map type application class-iscsi

Supported 10.2.0E or later
Releases

show environment

Displays information about environmental system components, such as temperature, fan, and voltage.

Syntax show environment
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
0S10# show environment
Unit State Temperature
1 up 43
Thermal sensors
Unit Sensor-Id Sensor-name Temperature
1 1 CPU On-Board temp sensor 32
1 2 Switch board temp sensor 28
1 3 System Inlet Ambient-1 temp sensor 27
1 4 System Inlet Ambient-2 temp sensor 25
1 5 System Inlet Ambient-3 temp sensor 26
1 6 Switch board 2 temp sensor 31
1 7 Switch board 3 temp sensor 41
1 8 NPU temp sensor 43
Supported 10.2.0E or later
Releases

show inventory

Displays system inventory information.

Syntax show inventory
Parameters None
Default Not configured

Command Mode EXEC
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Usage None

Information

Example
0S10# show inventory
Product : S4148F-ON
Description : S4148F-ON 48x10GbE, 2x40GbE QSFP+, 4x100GbE QSFP28 Interf:
Software version : 10.5.0.0
Product Base
Product Serial Number
Product Part Number
Unit Type Part Number Rev Piece Part ID Svc Tag
* 1 S4148F-ON 09HI9MN X01 TW-09HOMN-28298-713-0026 9531XC2
1 S4148F-ON-PWR-1-AC 06FKHH AQ00 CN-06FKHH-28298-6B5-03NY
1 S4148F-ON-FANTRAY-1 ON7MH8 X01 TW-ON7MH8-28298-713-0101
1 S4148F-ON-FANTRAY-2 ON7MHS8 X01 TW-0ON7MH8-28298-713-0102
1 S4148F-ON-FANTRAY-3 ON7MH8 X01 TW-ON7MH8-28298-713-0103
1 S4148F-ON-FANTRAY-4 ON7MHS8 X01 TW-ON7MH8-28298-713-0104
Supported 10.2.0E or later
Releases

show ip management-route

Displays the IPv4 route

s used to access the Management port.

Syntax show ip management-route [all | connected | dynamic | static summary]
Parameters e all — (Optional) Display the IPv4 routes that the Management port uses.
e connected — (Optional) Display only routes directly connected to the Management port.
e dynamic — (Optional) Display active management routes that are learned by a routing protocol.
e summary — (Optional) Display the number of active and non-active management routes and their
remote destinations.
e static — (Optional) Display active static management routes.
Default Not configured

Command Mode EXEC

Usage Use this command to view the IPv4 static and connected routes configured for the Management port.
Information Use the management route command to configure an IPv4 or IPv6 management route.
Example
0S10# show ip management-route
Destination Gateway State Source
192.168.10.0/24 managementethernet Connected Connected
Supported 10.2.2E or later

Releases

show ipv6 management-route

Displays the IPv6 routes used to access the Management port.

Syntax s

Parameters °
[ ]

how ipv6 management-route [all | connected | static | summary]

all — (Optional) Display the IPv6 routes that the Management port uses.
connected — (Optional) Display only routes directly connected to the Management port.

summary — (Optional) Display the number of active and non-active management routes and their
remote destinations.
static — (Optional) Display active static management routes.
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Default
Command Mode

Usage
Information

Example

Supported
Releases

Not configured
EXEC
Use this command to view the IPv6 static and connected routes configured for the Management port.

Use the management route command to configure an IPv4 or IPv6 management route.

0S10# show ipv6 management-route

Destination Gateway State

2001:34::0/64 ManagementEthernet 1/1 Connected
2001:68::0/64 2001:34::16 Active

10.2.2E or later

show license status

Displays license status information.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

show license status
None

Not configured

EXEC

Use the show license status command to verify the current license for running OS10, its duration,
and the service tag assigned to the switch.

0S10# show license status

System Information

Vendor Name 3 DELL EMC

Product Name : S4148F-0ON

Hardware Version 3 X01

Platform Name g x86 64-dell s4100 c2338-r0
PPID g TWO9HOMN282987130026
Service Tag : 9531XC2

Product Base :
Product Serial Number:
Product Part Number
License Details

Software : 0S10-Enterprise

Version 8 10.5.0.0

License Type 3 PERPETUAL

License Duration: Unlimited

License Status 3 Active

License location: /mnt/license/9531XC2.1ic

10.3.0E or later

show running-configuration

Displays the configuration currently running on the device.

Syntax
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show running-configuration [aaa | access-list | as-path | bfd | bgp

[vrf vrf-name] [neighbor {ip-address | interface interface-type | class-
map | community-list | compressed | control-plane | crypto | dotlx |
extcommunity-list | evpn | fefd | igmp | interface [virtual-network vn-id]



Parameters

ip dhcp snooping | lacp | line | 1lldp | logging | management-route |
monitor | ntp | nve | ospf | ospfv3 | password-attributes | pim | policy-

map | prefix-list | privilege | gos-map | radius-server | route | route-map

sflow | smartfabric | snmp | spanning-tree | support-assist | system-gos
tacacs-server | telemetry | trust-map | uplink-state-group | userrole

users | virtual-network | vlt | vrf | wred-profile]

aaa — (Optional) Current operating AAA configuration.

access-1list — (Optional) Current operating access-list configuration.
as-path — (Optional) Current operating as-path configuration.

bfd — (Optional) Current operating BFD configuration.

bgp] — (Optional) Current operating BGP configuration.

o [vrf vrf-name] — Enter the VRF name.

o [neighbor [ip-address | interface interface-type Enter the interface IP address.
o]

class-map — (Optional) Current operating class-map configuration.
community-1ist — (Optional) Current operating community-list configuration.
compressed — (Optional) Current operating configuration in compressed format.
control-plane — (Optional) Current operating control-plane configuration.
crypto — (Optional) Current operating cryptographic configuration.

dotlx — (Optional) Current operating dot1x configuration.

evpn — (Optional) Current operating EVPN configuration.

extcommunity-list — (Optional) Current operating extcommunity-list configuration.
interface — (Optional) Current operating interface configuration.

o virtual-network vn-id — (Optional) Current virtual network configuration.
fefd — (Optional) Current operating FEFD configuration.

igmp — (Optional) Current operating IGMP configuration.

ip dhcp snooping — (Optional) Current operating DHCP snooping information.
lacp — (Optional) Current operating LACP configuration.

11dp — (Optional) Current operating LLDP configuration.

logging — (Optional) Current operating logging configuration.
management-route — (Optional) Current operating management route configuration.
mld — (Optional) Current operating MLD configuration.

monitor — (Optional) Current operating monitor session configuration.

ntp — (Optional) Current operating NTP configuration.

nve — (Optional) Current operating NVE configuration.

ospf — (Optional) Current operating OSPF configuration.

ospfv3 — (Optional) Current operating OSPFv3 configuration.

password-attributes — (Optional) Current operating passwords attributes configuration.

pim — (Optional) Current operating PIM configuration.

policy-map — (Optional) Current operating policy-map configuration.
prefix-list — (Optional) Current operating prefix-list configuration.
privilege — (Optional) Current operating user privilege configuration.
gos-map — (Optional) Current operating gos-map configuration.
radius-server — (Optional) Current operating radius-server configuration.
route — (Optional) Current operating management route configuration.
route-map — (Optional) Current operating route-map configuration.

sflow — (Optional) Current operating sFlow configuration.

smartfabric — (Optional) Current operating SmartFabric configuration.

snmp — (Optional) Current operating SNMP configuration.

spanning-tree — (Optional) Current operating spanning-tree configuration.
support-assist — (Optional) Current operating support-assist configuration.
system-gos — (Optional) Current operating system-qgos configuration.
tacacs-server — (Optional) Current operating TACACS server configuration.
telemetry — (Optional) Current operating telemetry configuration.
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Default

Command Mode

Usage

Information

Example

Example
(compressed)
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trust-map — (Optional) Current operating trust-map configuration.
uplink-state-group — (Optional) Current operating Uplink State Group configuration.
users — (Optional) Current operating users configuration.

userrole — (Optional) Current operating user role configuration.

virtual-network — (Optional) Current operating virtual network configuration.

v1lt — (Optional) Current operating VLT domain configuration.

vrf — (Optional) Current operating VRF configuration.

wred-profile — (Optional) Current operating WRED profile configuration.

Not configured
EXEC

None

0S10# show running-configuration

! Version 10.2.9999E

! Last configuration change at Apr 11 01:25:02 2017
|

username admin

password $6$99QBeYjZ2$])fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Thp4NoGZs0I/UNwh8WVuxwfd9gqdpWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support
snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface ethernetl/1/1
switchport access vlan 1
no shutdown

|

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1
no shutdown

|

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

|

interface ethernetl/1/6
switchport access vlan 1
no shutdown

--more--—

0S10# show running-configuration compressed

username admin

password $6$g90BeYjZS$jfxzVgGhkxX3smxJSHIDDz7/30Jc6ombwjF8nnLD7/
VKx8S5S10IThp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

logging monitor disable

ip route 0.0.0.0/0 10.11.58.1

|

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown
|



Supported
Releases

interface vlan 1

no shutdown
|

interface mgmtl/1/1

ip address 10.11.58.145/8
no shutdown

ipv6 enable

ipv6 address autoconfig

|
support-assist

|

policy-map type application policy-iscsi
|

class-map type application class-iscsi

10.2.0E or later

show startup-configuration

Displays the contents of the startup configuration file.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Example
(compressed)

show startup-configuration [compressed]

compressed — (Optional) View a compressed version of the startup configuration file.
Not configured

EXEC

None

0S10# show startup-configuration

username admin

password $6$9g9Q0BeYjZ2$)fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNs5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

ip route 0.0.0.0/0 10.11.58.1

|

interface ethernetl/1/1
switchport access vlan 1
no shutdown

|

interface ethernetl/1/2
switchport access vlan 1
no shutdown

|

interface ethernetl/1/3
switchport access vlan 1
no shutdown

|

interface ethernetl/1/4
switchport access vlan 1
no shutdown

|

interface ethernetl/1/5
switchport access vlan 1
no shutdown

|

—--more--

0S10# show startup-configuration compressed
username admin
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password $6$9g9Q0BeYj2$)fxzVgGhkxX3smxJSHIDDz7/30Jc6m5wjF8nnLD7/
VKx8S10Ihp4NoGZs0I/UNwh8WVuxwfd9g4pWIgNsS5BKH.

aaa authentication local

snmp-server contact http://www.dell.com/support

snmp-server location "United States"

ip route 0.0.0.0/0 10.11.58.1

|

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown
|

interface vlan 1

no shutdown
|

interface mgmtl/1/1
ip address 10.11.58.145/8
no shutdown
ipv6 enable
ipv6 address autoconfig
!
support-assist
!
policy-map type application policy-iscsi
|

class-map type application class-iscsi

Supported 10.2.0E or later

Releases

show system

Displays system information.

Syntax show system [brief | node-id]

Parameters e brief — View an abbreviated list of the system information.

e node-id — View the node ID number.
Default Not configured

Command Mode EXEC

Usage None

Information

Example
0S10# show system
Node Id g 1
MAC : 14:18:77:15:c3:e8
Number of MACs : 256
Up Time : 1 day 00:48:58
== Umig 1 ==
Status T up
System Identifier : 1
Down Reason : unknown
Digital Optical Monitoring disable

System Location LED : off
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Required Type S4148F

Current Type S4148F

Hardware Revision X01

Software Version 10.5.0.0

Physical Ports 48x10GbE, 2x40GbE, 4x100GbE
BIOS 3.33.0.0-3

System CPLD 0.4

Master CPLD 0.10

Slave CPLD 0.7



Example (node-
id)

Example (brief)

-— Power Supplies

Fan Speed(rpm)

PSU-ID Status
1 up
2 fail

-- Fan Status --

FanTray Status
1 up
2 up
3 up
4 up

Type AirFlow
AC NORMAL
AirFlow Fan
NORMAL 1
NORMAL 1
NORMAL 1
NORMAL 1

1 13312
Speed (rpm) Status
13195 up
13151 up
13239 up
13239 up

0S10# show system node-id 1 fanout-configured

Interface

Eth 1/1/9
Eth 1/1/10
Eth 1/1/11
Eth 1/1/12
Eth 1/1/13
Eth 1/1/14
Eth 1/1/15
Eth 1/1/16
Eth 1/1/17
Eth 1/1/18
Eth 1/1/19
Eth 1/1/20
Eth 1/1/21
Eth 1/1/22
Eth 1/1/23
Eth 1/1/24
Eth 1/1/25

0S10# show system

Node Id
MAC

== Unit ==
Unit Status

No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
Yes

bri

1

Breakout capable

ef

Breakout state

BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1
BREAKOUT 1x1

14:18:77:15:c3:e8

-— Power Supplies
PSU-ID Status

2 fail

-- Fan Status --

FanTray Status
1 up
2 up

ReqgType CurType Version

S4148F S4148F 10.5.0EX
Type AirFlow Fan Speed(rpm)
AC NORMAL 1 13312
AirFlow Fan Speed (rpm) Status
NORMAL 1 13195 up
NORMAL 1 13151 up
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3 up NORMAL 1 13239 up

4 up NORMAL 1 13239 up

Supported 10.2.0E or later
Releases

show version

Displays software version information.

Syntax show version
Parameters None
Default Not configured

Command Mode EXEC

Usage None
Information

Example
0S10# show version

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
0S Version: 10.5.0.0

Build Version: 10.5.0.270

Build Time: 2019-07-29T23:35:01+0000

System Type: S4148F-ON

Architecture: x86 64

Up Time: 1 day 00:54:13

Supported 10.2.0E or later
Releases

start

Activates Transaction-Based Configuration mode for the active session.

Syntax start transaction
Parameters transaction - Enables the transaction-based configuration.
Default Not configured

Command Mode EXEC

Usage Use the start command to save changes to the candidate configuration before applying configuration
Information changes to the running configuration.
NOTE: Before you start a transaction, you must lock the session using the 1ock command in EXEC

mode. Otherwise, the configuration changes from other sessions are committed.

Example
0S10# start transaction
Supported 10.3.1E or later
Releases
system

Executes a Linux command from within OS10.

Syntax system command
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Parameters command — Enter the Linux command to execute.
Default Not configured
Command Mode EXEC

Usage . Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0(R3S).
Information Also supported in SmartFabric mode starting in release 10.5.0.
Example

0S10# system bash
admin@0S10:~$ pwd
/config/home/admin
admin@0S10:~$ exit
0S10#

Supported 10.2.0E or later
Releases

system-cli disable

Disables the system command.

Syntax system-cli disable
Parameters None
Default Enabled

Command Mode CONFIGURATION

Usage ] Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.3.0. Also
Information supported in SmartFabric mode starting in release 10.5.0.

The no version of this command enables OS10 system command.

Example

0S10# configure terminal

0S10 (config)# system-cli disable
Supported 10.4.3.0 or later
Releases

system-user linuxadmin disable

Disables the 1inuxadmin account.

Syntax system-user linuxadmin disable
Parameters None
Default Not configured

Command Mode CONFIGURATION

Usage The 1inuxadmin account allows you to access the Linux shell. Use the system-user linuxadmin

Information disable command to disable Linux shell access. You can still run Linux commands from the OS10
command-line interface using the system command. To disable the system command from executing
Linux commands, use the system-cli disable command.

Example

0S10 (config) # system-user linuxadmin disable
Supported 10.4.3.0 or later
Releases
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system identifier

Sets a non-default unit ID in a non-stacking configuration.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

terminal

system identifier system-id

system-id — Enter the system ID, from 1to 9.

Not configured

CONFIGURATION

The system ID displays in the stack LED on the switch front panel.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.

0S10 (config) # system identifier 1

10.3.0E or later

Sets the number of lines to display on the terminal and enables logging.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

traceroute

terminal {length Iines | monitor}

e length Iines — Enter the number of lines to display on the terminal from O to 512; default 24.
e monitor — Enables logging on the terminal.

24 terminal lines
EXEC

Enter zero (0) for the terminal to display without pausing.

O0S10# terminal monitor

10.2.0E or later

Displays the routes that packets take to travel to an IP address.

Syntax

Parameters
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traceroute [vrf {management | vrf-name}] host [-46dFITnreAUDV] [-f
first ttl] [-g gate,...] [-1 device] [-m max ttl] [-N squeries] [-p port]
[-t tos] [-1 flow label] [-w waittime] [-g nqueries] [-s src_addr] [-z

sendwait] [--fwmark=num] host [packetlen]

vrf management— (Optional) Traces the route to an IP address in the management VRF instance.
vrf vrf-name — (Optional) Traces the route to an IP address in the specified VRF instance.
host — Enter the host to trace packets from.
-1 interface — (Optional) Enter the IP address of the interface through which traceroute sends
packets. By default, the interface is selected according to the routing table.
e -m max ttl — (Optional) Enter the maximum number of hops for the maximum time-to-live

value that traceroute probes. The default is 30.
e -p port — (Optional) Enter a destination port:

o For UDP tracing, enter the destination port base that traceroute uses. The destination port
number is incremented by each probe.



Default
Command Mode

Usage
Information

Example

Example (IPv6)

Supported
Releases

unlock

For ICMP tracing, enter the initial ICMP sequence value, incremented by each probe.
For TCP tracing, enter the constant destination port to connect.
-P protocol — (Optional) Use a raw packet of the specified protocol for traceroute. The
default protocol is 2563 (RFC 3692).

o -s source_address — (Optional) Enter an alternative source address of one of the interfaces.
By default, the address of the outgoing interface is used.

o -g nqgueries — (Optional) Enter the number of probe packets per hop. The default is 3.

o -N squeries — (Optional) Enter the number of probe packets sent out simultaneously to
accelerate traceroute. The default is 16.

o -t tos — (Optional) For IPv4, enter the type of service (ToS) and precedence values to use. 16
sets a low delay; 8 sets a high throughput.

o -UL — (Optional) Use UDPLITE for tracerouting. The default port is 53.

o -w waittime — (Optional) Enter the time in seconds to wait for a response to a probe. The
default is 5 seconds.

o -z sendwait — (Optional) Enter the minimal time interval to wait between probes. The default
is 0. A value greater than 10 specifies a number in milliseconds, otherwise it specifies a number of
seconds. This option is useful when routers rate-limit ICMP messages.

o --mtu — (Optional) Discovers the maximum transmission unit (MTU) from the path being traced.
o --back — (Optional) Prints the number of backward hops when different from the forward
direction.

o host — (Required) Enter the name or IP address of the destination device.
o packet len — (Optional) Enter the total size of the probing packet. The default is 60 bytes for
IPv4 and 80 for IPv6.

Not configured
EXEC

None

0S10# traceroute www.dell.com
traceroute to www.dell.com (23.73.112.54), 30 hops max, 60 byte packets

1 10.11.97.254 (10.11.97.254) 4.298 ms 4.417 ms 4.398 ms

2 10.11.3.254 (10.11.3.254) 2.121 ms 2.326 ms 2.550 ms

3 10.11.27.254 (10.11.27.254) 2.233 ms 2.207 ms 2.391 ms

4 Hosto65.hbms.com (63.80.56.65) 3.583 ms 3.776 ms 3.757 ms

5 host33.30.198.65 (65.198.30.33) 3.758 ms 4.286 ms 4.221 ms

6 3.GigabitEthernet3-3.GW3.SCL2.ALTER.NET (152.179.99.173) 4.428 ms
2.593 ms 3.243 ms

7 0.xe-7-0-1.XL3.SJC7.ALTER.NET (152.63.48.254) 3.915 ms 3.603 ms
3.790 ms

8 TenGigEO-4-0-5.GW6.SJC7.ALTER.NET (152.63.49.254) 11.781 ms 10.600
ms 9.402 ms

9 23.73.112.54 (23.73.112.54) 3.606 ms 3.542 ms 3.773 ms

0S10# traceroute 20::1
traceroute to 20::1 (20::1), 30 hops max, 80 byte packets
1 20::1 (20::1) 2.622 ms 2.649 ms 2.964 ms

10.2.0E or later

Unlocks a previously locked candidate configuration file.

Syntax
Parameters

Default

unlock
None

Not configured
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Command Mode

Usage
Information

Example

Supported
Releases

EXEC

None

0S10# unlock

10.2.0E or later

username password role

Creates an authentication entry based on a user name and password, and assigns a role to the user.

Syntax

Parameters

Default

Command Mode

Usage
Information
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username username password password role role [priv-1lvl privilege-levell]

e username username—Enter a text string. A maximum of 32 alphanumeric characters; one
character minimum.

e password password—Enter a text string. A maximum of 32 alphanumeric characters; nine
characters minimum. Password prefixes $13$, $5$, and$6$ are not supported in clear-text passwords.

e role role—Enter auser role:

o sysadmin — Full access to all commands in the system, exclusive access to commands that
manipulate the file system, and access to the system shell. A system administrator can create user
IDs and user roles.

o secadmin — Full access to configuration commands that set security policy and system access,
such as password strength, AAA authorization, and cryptographic keys. A security administrator
can display security information, such as cryptographic keys, login statistics, and log information.

o netadmin — Full access to configuration commands that manage traffic flowing through the
switch, such as routes, interfaces, and ACLs. A network administrator cannot access configuration
commands for security features or view security information.

o netoperator — Access to EXEC mode to view the current configuration with limited access. A
network operator cannot modify any configuration setting on a switch.

e priv-1lvl privilege-level — Enter a privilege level, from O to 15. If you do not specify the
priv-1v1l option, the system assigns privilege level 1 for the netoperator role and privilege level

15 for the sysadmin, secadmin, and netadmin roles

User name and password entries are in clear text.
There is no default user role.

The default privilege levels are level 1 for netoperator, and level 15 for sysadmin, secadmin, and
netadmin.

CONFIGURATION

By default, the password must be at least nine alphanumeric characters. Only the following special
characters are supported:

Vs () < =>11*+ - ./ "
Enter the password in clear text. It is converted to SHA-512 format in the running configuration. For

backward compatibility with OS10 releases 10.3.1E and earlier, passwords entered in MD-5, SHA-256, and
SHA-512 format are supported.

You cannot assign a privilege level higher than privilege level 1 to a user with the netoperator role and
higher than privilege level 2 for a sysadmin, secadmin, and netadmin roles.

To increase the required password strength, use the password-attributes command. The no
version of this command deletes the authentication for a user.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0E(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.1.



Example i . .
0S10 (config)# username user05 password newpwd404 role sysadmin priv-1vl

10
Supported 10.2.0E or later
Releases
write

Copies the current running configuration to the startup configuration file.

Syntax write {memory}
Parameters memory — Copy the current running configuration to the startup configuration.
Default Not configured

Command Mode EXEC

Usage This command has the same effect as the copy running-configuration startup-

Information configuration command. The running configuration is not saved to a local configuration file other
than the startup configuration. Use the copy command to save running configuration changes to a local
file.

Example

0S10# write memory

Supported 10.2.0E or later
Releases
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Advanced CLI tasks

Command alias Provides information to create shortcuts for commonly used commands, see Command alias.

Batch mode Provides information to run a batch file to execute multiple commands, see Batch mode.
Linux shell Provides information to run commands from the Linux shell, see Linux shell commands.
commands

0S9 commands  Provides information to enter configuration commands using an OS9 command syntax, see Using OS9
commands.

Command alias

To create shortcuts for commonly used or long commands, use the alias command. A command alias executes long
commands with parameters.

e To create a command alias that is persistent and available in other OS10 sessions, create the alias in CONFIGURATION
mode.

e To create a command alias that is non-persistent and is used only in the current OS10 session, create the alias in EXEC
mode. After you close the session, the alias is removed from the switch.

e Create a command alias in EXEC or CONFIGURATION mode.
alias alias-name alias-value

o The alias-name is case-sensitive and has a maximum of 20 characters. It does not support existing keywords,
parameters, and short form of keywords.

o The alias-value is the CLI command executed by the alias name. To enter command parameters, enter $n, where n
is a number from 1to 9 or an asterisk (*). Enter $* to enter up to nine parameters with the alias name.

You cannot create a shortcut for the alias command.
To delete an alias, use the no alias alias-name command.
o To view the currently configured aliases, use the show alias [brief | detail] command.

Create an alias

0S10# alias showint "show interface $*"
0S10 (config) # alias goint "interface ethernet $1"

View alias output for showint

0S10# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 up 40G A 1 -
Eth 1/1/2 up 40G A 1 =
Eth 1/1/3 up 40G A 1 =
Eth 1/1/4 up 40G A 1 -
Eth 1/1/5 up 40G A 1 -
Eth 1/1/6 up 40G A 1 =
Eth 1/1/7 up 40G A 1 =
Eth 1/1/8 up 40G A 1 -
Eth 1/1/9 up 40G A 1 -
A 1 =

Eth 1/1/10 up 40G
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View alias output for goint

0S10 (config) # goint 1/1/1
0S10 (conf-if-ethl/1/1)#

View alias information

0S10# show alias

Name Type
govlt Config
goint Config
shconfig Local
showint Local
shver Local
Number of config aliases : 2
Number of local aliases : 3

View alias information brief. Displays the first 10 characters of the alias value.

O0S10# show alias brief

Name Type Value

govlt Config "vlit-domain..."
goint Config "interface ..."
shconfig Local "show runni..."
showint Local "show inter..."
shver Local "show versi..."
Number of config aliases : 2

Number of local aliases : 3

View alias information in detail. Displays the entire alias value.

0S10# show alias detail

Name Type Value

govlt Config "vlt-domain $1"

goint Config "interface ethernet $1"
shconfig Local "show running-configuration"
showint Local "show interface $*"

shver Local "show version"

Number of config aliases : 2

Number of local aliases : 3

Multi-line alias

You can create a multi-line alias where you save a series of multiple commands in an alias. Multi-line alias is supported only in the
Configuration mode.

You cannot use the exiting CLI keywords as alias names. The alias name is case-sensitive and can have a maximum of 20
characters.

e Create a multi-line alias in CONFIGURATION mode. The switch enters the ALIAS mode.
alias alias-name

e Enter the commands to execute prefixed by the 1ine n command in ALIAS mode. Enter the commands in double quotation
marks and use $n to enter input parameters. You can substitute $n with either numbers ranging from 1 to 9 or with an
asterisk (*) and enter the parameters while executing the commands using the alias. When you are using asterisk (*), you
can use all the input parameters. The maximum number of input parameters is 9.

line nn command
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e (Optional) You can enter the default values to use for the parameters defined as $n in ALIAS mode.

default n input-value

e (Optional) Enter a description for the multi-line alias in ALIAS mode.

description string

e Use the no form of the command to delete an alias in CONFIGURATION mode.
no alias alias-name

You can modify an existing multi-line alias by entering the corresponding ALIAS mode.

Create a multi-line alias

0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"
0S10 (config-alias-mTest)# line 3 "show configuration"
0S10 (config-alias-mTest) # default 1 "ethernet"
0S10 (config-alias-mTest)# default 2 "1/1/1"

(

0S10 (config-alias-mTest)# description InterfaceDetails
View alias output for mTest with default values

03510
0S10
0S10
0S10
|
interface ethernetl/1/1
no shutdown

switchport access vlan 1

config)# mTest

config)# interface ethernet 1/1/1
conf-if-ethl/1/1)# no shutdown
conf-if-ethl/1/1)# show configuration

View alias output for mTest with different values

0S10
0S10
03510
0S10
|
interface ethernetl/1/10
no shutdown

switchport access vlan 1

config)# mTest ethernet 1/1/10
config)# interface ethernet 1/1/10
conf-if-ethl/1/10)# no shutdown
conf-if-ethl1/1/10)# show configuration

Modify an existing multi-line alias

0S10 (config) # alias mTest
0S10 (config-alias-mTest)# line 4 "exit"

View the commands saved in the multi-line alias

0S10 (config-alias-mTest)# show configuration
|

alias mTest

description InterfaceDetails

default 1 ethernet

default 2 1/1/1

line 1 "interface $1 $2"

line 2 "no shutdown"

line 3 "show configuration"

line 4 exit

View alias information

0S10# show alias
Name Type

mTest Config
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Number of config aliases : 1
Number of local aliases : 0

View alias information brief. Displays the first 10 characters of each line of each alias.

0S10# show alias brief

Name Type Value

mTest Config line 1 "interface ..."
line 2 "no shutdow..."
line 3 "show confi..."
default 1 "ethernet"
default 2 "1/1/1"

Number of config aliases : 1

Number of local aliases : 0

View alias detail. Displays the entire alias value.

0S10# show alias detail

Name Type Value

mTest Config line 1 "interface $1 $2"
line 2 "no shutdown"
line 3 "show configuration"
default 1 "ethernet"
default 2 "1/1/1"

Number of config aliases : 1

Number of local aliases : O

Delete an alias

0S10 (config)# no alias mTest

alias

Creates a command alias.

Syntax

Parameters

Default

Command Mode

Usage
Information

Example

alias alias-name alias-value

e alias-name — Enter the name of the alias. A maximum of 20 characters.

e alias-value — Enter the command to execute in double quotation marks, then $ followed by either numbers
ranging from 1 to 9 or an asterisk (*) with the parameters to execute in the command. Use asterisk (*) to
represent any number of parameters.

Not configured
EXEC
CONFIGURATION

Use this command to create a shortcut to long commands along with arguments. Use the numbers 1 to 9 along with
$ to provide input parameters. The no version of this command deletes an alias.

In this example, when you enter showint status, note that the text on the CLI changes to show interface
status. The alias changes to the command specified in the alias definition.

0S10# alias showint "show interface $*"
0S10# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 up 406G A 1 -
Eth 1/1/2 up 40G A 1 =
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Eth 1/1/3 up 40G A 1 =
Eth 1/1/4 up 40G A 1 -
Eth 1/1/5 up 40G A 1 -
Eth 1/1/6 up 40G A 1 =
Eth 1/1/7 up 40G A 1 =
Eth 1/1/8 up 40G A 1 -
Eth 1/1/9 up 40G A 1 -
Eth 1/1/10 up 40G A 1 =
Eth 1/1/11 up 40G A 1 =
Eth 1/1/12 up 40G A 1 -
Eth 1/1/13 up 40G A 1 -
Eth 1/1/14 up 40G A 1 =
Eth 1/1/15 up 40G A 1 =
Eth 1/1/16 up 40G A 1 -
Eth 1/1/17 up 40G A 1 -
Eth 1/1/18 up 40G A 1 =
Eth 1/1/19 up 40G A 1 =
Eth 1/1/20 up 40G A 1 -
Eth 1/1/21 up 40G A 1 -
Eth 1/1/22 up 40G A 1 =
Eth 1/1/23 up 40G A 1 =
Eth 1/1/24 up 40G A 1 -
Eth 1/1/25 up 40G A 1 -
Eth 1/1/26 up 40G A 1 =
Eth 1/1/27 up 40G A 1 =
Eth 1/1/28 up 40G A 1 -
Eth 1/1/29 up 40G A 1 -
Eth 1/1/30 up 40G A 1 -
Eth 1/1/31 up 40G A 1 =
Eth 1/1/32 up 40G A 1 -

In this example, when you enter goint 1/1/1, note that the text on the CLI changes to interface ethernet
1/1/1.

0S10 (config) # alias goint "interface ethernet $1"
0S10 (config)# goint 1/1/1
0S10 (conf-if-ethl/1/1)#

Supported 10.3.0E or later
Releases

alias (multi-line)

Creates a mulit-line command alias.

Syntax alias alias-name
Parameters alias—-name — Enter the name of the multi-line alias. A maximum of up to 20 characters.
Default Not configured

Command Mode CONFIGURATION

Usage . Use this command to save a series of multiple commands in an alias. The switch enters ALIAS mode when
Information you create an alias. You can enter a series of commands to execute using the 1ine command. The no
version of this command deletes an alias.

Example
0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"
0S10 (config-alias-mTest)# line 3 "show configuration"
Supported 10.4.0E(R1) or later
Releases
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default (alias)

Configures default values for input parameters in a multi-line alias.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

default n value

e n — Enter the number of the argument, from 1 to 9.
e value — Enter the value for the input parameter.

Not configured
ALIAS
To use special characters in the input parameter value, enclose the string in double quotation marks (").

The no version of this command removes the default value.

0S10 (config)# alias mTest

0S10 (config-alias-mTest)# default 1 "ethernet 1/1/1"

10.4.0E(R1) or later

description (alias)

Configures a textual description for a multi-line alias.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

line (alias)

description string

string — Enter a text string for a multi-line alias description.
Not configured

ALIAS

e To use special characters as a part of the description string, enclose the string in double quotation
marks (").

e Spaces between characters are not preserved after entering this command unless you enclose the
entire description in quotation marks, for example, “text description.”

e To overwrite any previous text strings that you configured as the description, enter a text string after
the description command.

e The no version of this command removes the description.

0S10 (config) # alias mTest

0S10 (config-alias-mTest) # description "This alias configures interfaces"

10.4.0E(R1) or later

Configures the commands to execute in a multi-line alias.

Syntax

Parameters

Default
Command Mode

Usage
Information

line nn command

e nn — Enter the line number, from 1to 99. The commands are executed in the order of the line
numbers.
e command — Enter the command to execute enclosed in double quotation marks (").

Not configured
ALIAS

The no version of this command removes the line number and the corresponding command from the
multi-line alias.
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Example

Supported
Releases

show alias

0S10 (config)# alias mTest

0S10 (config-alias-mTest)# line 1
0S10 (config-alias-mTest)# line 2
0S10 (config-alias-mTest)# line 3

"interface $1 $2"
"no shutdown"
"show configuration"

10.4.0E(R1) or later

Displays configured alias commands available in both Persistent and Non-Persistent modes.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Example (brief —
displays the first
10 characters of
the alias value))

Example (detail
— displays the
entire alias
value)

104

show alias [brief | detail]

e Dbrief — Displays brief information of the aliases.
e detail — Displays detailed information of the aliases.

None
EXEC

None

0S10# show alias

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local
Number of config aliases : 3
Number of local aliases : 3

0S10# show alias brief

Name Type Value

govlt Config "vlt-domain..."

goint Config "interface ..."

mTest Config line 1 "interface ..."
line 2 "no shutdow..."
line 3 "show confi..."
default 1 "ethernet"
default 2 "1/1/1"

shconfig Local "show runni..."

showint Local "show inter..."

shver Local "show versi..."

Number of config aliases : 3

Number of local aliases : 3

0S10# show alias detail

Name Type Value
govlt Config "vlt-domain $1"
goint Config "interface ethernet $1"
mTest Config line 1 "interface $1 $2"
line 2 "no shutdown"
line 3 "show configuration"
default 1 "ethernet"
default 2 "1/1/1"
shconfig Local "show running-configuration"
showint Local "show interface $*"
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shver Local "show version"

Number of config aliases : 3
Number of local aliases : 3
Supported 10.3.0E or later

Releases

Batch mode

To execute a sequence of multiple commands, create and run a batch file. A batch file is an unformatted text file that contains
two or more commands. Store the batch file in the home directory.

Use the vi editor or any other editor to create the batch file, then use the batch command to run the file. To run a series of
commands in batch mode (non-interactive processing), use the batch command. OS10 automatically commits all commands in
a batch file — you do not have to enter the commit command.

If a command in the batch file fails, batch operation stops at that command. The remaining commands are not executed.

e Create a batch file — for example, b.cmd — on a remote device by entering a series of commands.

interface ethernet 1/1/1
no shutdown

no switchport

ip address 172.17.4.1/24

e Copy the command file to the home directory on the switch.
0S10# copy scp://oslOuser:osl0Opasswd@10.11.222.1/home/0s10/b.cmd home://b.cmd

0S10# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2017-02-15T19:25:35% 77 b.cmd

e Execute the batch file using the batch /home/username/filename command in EXEC mode.

0S10# batch /home/admin/b.cmd

Jun 26 18:29:12 0S10 dn 13 core services[723]: Node.l-Unit.l:PRI:notice [oslO:trap],
$Dell EMC (0S10) %log-notice:IP _ADDRESS ADD: IP Address add is successful.

IP 172.17.4.1/24 in VRF:default added successfully

e (Optional) Verify the new commands in the running configuration.

0S10# show running-configuration interface ethernet 1/1/1
|

interface ethernetl/1/1
no shutdown

no switchport

ip address 172.17.4.1/24

batch

Executes a series of commands in a batch file using non-interactive processing.
Syntax batch {string | /home/filepath | config://filepath}

Parameters e string — Enter the batch file name.
e /home/filepath — Enter the username and the filepath as follows: batch /home/username/
filename.
e config://filepath — Enter the filepath.
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Default
Command Mode

Usage
Information

Example

Supported
Releases

Not configured
EXEC

Use this command to create a batch command file on a remote machine. Copy the command file to the
home directory on your switch. This command executes commands in batch mode. OS10 automatically
commits all commands in a batch file; you do not have to enter the commit command. To display the files
stored in the home directory, enter dir home. To view the files stored in the home directory, use the
dir home command.

batch /home/admin/b.cmd
Jun 26 18:29:12 0S10 dn 13 core services[723]: Node.l-Unit.l:PRI:notice

[osl1l0:trap],
$Dell EMC (0S10) %log-notice:IP_ADDRESS ADD: IP Address add is

successful.
IP 172.17.4.1/24 in VRF:default added successfully

10.2.0E or later

Linux shell commands

From the Linux shell,

you can run a single command or a series of commands in a batch file.

Linux command examples

e Use the -c option to run a single command.

admin@0OS10:/opt/dell/osl0/bin$ clish -c "show version"

New user admin logged in at session 10
Network Operating System

0S Version:

10.5.0.0

Build Version: 10.5.0.270

Build Time:

2019-07-29T23:35:01+0000

System Type: S4148F-ON
Architecture: x86 64
Up Time: 1 day 00:54:13

User admin logged out at session 10
admin@0S10:/opt/dell/osl0/bin$

e Use the —-B option to run a batch file with a series of commands.
o Create a batch file — for example, batch cfg.txt — with a series of executable commands.

configure terminal
router bgp 100

neighbor

100.1.1.1

remote—-as 104
no shutdown

o Execute the batch file.

admin@0S10:/opt/dell/o0s1l0/bin$ clish -B ~/batch cfg.txt

New user

admin logged in at session 15

o Verify the BGP settings configured by the batch file.

admin@0S10:/opt/dell/0sl0/bin$ clish -c "show running-configuration bgp"

New user
|

admin logged in at session 16

router bgp 100
!

neighbor 100.1.1.1
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remote-as 104
no shutdown
admin@0S10:/opt/dell/osl0/bin$

User admin logged out at session 16

e Usethe ifconfig -a command to display the interface configuration. The Linux kernel port numbers that correspond
to front-panel port, port-channel, and VLAN interfaces are displayed. Port-channel interfaces are in boportchannel-
number format. VLAN interfaces are in brvlan-id format. In this example, e101-001-0 identifies port 1/1/1.

admin@0S10:~# ifconfig -a
el01-001-0: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet6 fe80::20c:29ff:feed:9%9e¢a9 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:ed:9e:a9 txqueuelen 1000 (Ethernet)
RX packets 266262 Dbytes 18763391 (17.8 MiB)
RX errors 0 dropped 8293 overruns 0 frame 0
TX packets 18754 Dbytes 3963136 (3.7 MiB)
TX errors 0 dropped 0 overruns 0O carrier 0 collisions O

bol: flags=5123<UP,BROADCAST,MASTER,MULTICAST> mtu 1500 >>> port-channel
inet6 fe80::20c:29ff:feed:9f11 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:ed:9f:11 txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 1 overruns 0O carrier 0 collisions O

brl: flags=4419<UP,BROADCAST,RUNNING, PROMISC,MULTICAST> mtu 1500 >>> vlanl
inet6 fe80::20c:29ff:feed:9f12 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:ed:9f:12 txqueuelen 1000 (Ethernet)
RX packets 257964 Dbytes 12155776 (11.5 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 10287 Dbytes 900262 (879.1 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

e Use the tcpdump -i kernel-port-number command to capture all packets received on a specified port interface.
Press Ctrl+C to stop the packet output display. For example, to capture the packets received on the Ethernet 1/1/1
interface, enter:

admin@OS10:~# tcpdump -i e€101-001-0

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on e101-001-0, link-type EN1OMB (Ethernet), capture size 262144 bytes
11:35:07.538133 STP 802.1w, Rapid STP, Flags [Learn, Forward, Agreement], bridge-id
8001.00:0c:29:74:3b:7e.8204, length 43

11:35:07.538467 STP 802.1w, Rapid STP, Flags [Learn, Forward, Agreement], bridge-id
8001.00:0c:29:74:3b:7e.8204, length 43

11:35:08.416291 LLDP, length 343: 0S10

11:35:09.067621 IP6 fe80::20c:29ff:feed:9f12 > f££f02::1:ffed:9ea9: ICMP6, neighbor
solicitation, who has fe80::20c:29ff:feed:9ea9, length 32

*C

4 packets captured

4 packets received by filter

0 packets dropped by kernel

1 packet dropped by interface

root@0S10:~#

e Run show commands remotely using an SSH session. Only show commands are supported.

Enter the $ ssh admin@ip-address "show-command" command, where ip-address is the IP address of the
switch.

$ ssh admin@10.11.98.39 "show version"
admin@10.11.98.39's password:

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
O0S Version: 10.5.0.0

Build Version: 10.5.0.270

Build Time: 2019-07-29T23:35:01+0000

System Type: S4148F-ON

Architecture: x86 64

Up Time: 1 day 00:54:13
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Using OS9 commands

To enter configuration commands using an OS9 command syntax, use the feature config-os9-style command in
CONFIGURATION mode and log out of the session. If you do not log out of the OS10 session, configuration changes made with
0S9 command syntaxes do not take effect. After you log in again, you can enter OS9 commands, but only in the new session.

For example, to use OS9 commands to configure VLAN 11 on Ethernet port 1/1/15:
0S10 (config) # feature config-os9-style

0S10 (config) # interface vlan 11
0S10 (conf-if-v1l-11)# tagged ethernet 1/1/15

0S10 (conf-if-v1l-11)# show configuration

interface vlanll
no shutdown
tagged ethernet 1/1/15

To disable OS9 configuration-style mode, use the no feature config-os9-style command.

feature config-os9-style

Enables the command-line interface to accept OS9 command syntaxes.

Syntax feature config-os9-style
Parameters None
Default Not configured

Command Mode CONFIGURATION

Usage ] After you enter the feature config-os9-style command, log out of the session and log back in. In
Information the next session, you can enter configuration commands in OS9 syntax. The no version of the command
disables the feature.

Example

0S10 (config) # feature config-os9-style

0S10 (config) # interface vlan 11

0S10 (conf-if-v1l-11)# tagged ethernet 1/1/15
Supported 10.3.0E or later
Releases
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Dell EMC SmartFabric OS10 zero-touch
deployment

Zero-touch deployment (ZTD) allows OS10 users to automate switch deployment:
e Upgrade an existing OS10 image.

e Execute a CLI batch file to configure the switch.

e Execute a post-ZTD script to perform additional functions.

ZTD is enabled by default when you boot up a switch with a factory-installed OS10 for the first time or when you perform an
ONIE: 0OS Install from the ONIE boot menu. When a switch boots up with OS10 in ZTD mode, it starts the DHCP client on
all interfaces — management and front-panel ports. ZTD configures all interfaces for untagged VLAN traffic. The switch obtains
an |P address and a ZTD provisioning script URL from a DHCP server running on the network, and downloads and executes the
ZTD script.

®| NOTE: Zero-touch deployment refers to an OS10 feature, and not the ONIE automated provisioning.

ZTD is supported only in an IPv4 network. ZTD is not supported by DHCPV6.

ZTD is not supported if PowerEdge MX Ethernet switches operate in SmartFabric mode.

If the switch accesses the DHCP server using a front-panel port, the port interface must be in non-breakout mode.

At least one of the front-panel ports connected to the network on which the DHCP server is running must be in non-

breakout mode.

e After booting up in ZTD mode, if a switch receives no DHCP server response with option 240 within five minutes, it
automatically exits ZTD mode. During this time, you can abort ZTD by entering the ztd cancel command. The command
unlocks the switch configuration so that you can enter OS10 CLI commands.

e \When ZTD is enabled, the command-line interface is locked so that you cannot enter OS10 configuration commands. Only

show commands are available.

According to the contents of the provisioning script, ZTD performs these tasks in thie following sequence. Although Steps

2, 3 and 4 are optional, you must enter a valid URL path for at least one of the IMG_FILE, CLI _CONFIG_FILE, and

POST_ SCRIPT_ FILE variables. For example, if you only want to configure the switch, enter only a CLI CONFIG FILE URL

value. In this case, ZTD does not upgrade the OS10 image and does not execute a post-ZTD script.

1. ZTD downloads the files specified in the ZTD provisioning script — OS10 image, CLI configuration batch file, and post-ZTD
script.

e In the provisioning script, enter the file names for the IMG_FILE, CLI_CONFIG_FILE, and POST SCRIPT FILE
variables as shown in ZTD provisioning script.

e If no file names are specified, OS10 immediately exits ZTD and returns to CLI Configuration mode.

e If the download of any of the specified files fails, ZTD stops. OS10 exits ZTD and unlocks CLI Configuration mode.

2. If you specify an OS10 image for IMG_FILE, ZTD installs the software image in the standby partition. If you do not specify a
configuration file for CLI _CONFIG_FILE, ZTD reloads the switch with the new OS10 image.

3. If you specify an OS10 CLI batch file with configuration commands for CLI_CONFIG_FILE, ZTD executes the commands in
the PRE-CONFIG and POST-CONFIG sections. After executing the PRE-CONFIG commands, the switch reloads with the
new OS10 image and then executes the POST-CONFIG commands. For more information, see ZTD CLI batch file.

4. If you specify a post-ZTD script file for POST SCRIPT_FILE, ZTD executes the script. For more information, see Post-ZTD
script.

NOTE: The ZTD process performs a single switch reboot. The switch reboot occurs only if either a new OS10 image is
installed or if the PRE-CONFIG section of the CLI batch file has configuration commands that are executed.

ZTD prerequisites
e Store the ZTD provisioning script on a server that supports HTTP connections.

e Store the OS10 image, CLI batch file, and post-ZTD script on a file server that supports either HTTP, FTP, SFTP, or TFTP
connections.

Configure the DHCP server to provide option 240 that returns the URL of the ZTD provisioning script.

In the ZTD provisioning script, enter the URL locations of an OS10 image, CLI batch file, and/or post-ZTD script. Enter at
least one URL, otherwise the ZTD fails and exits to CLI Configuration mode.
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ZTD guidelines

e You can store the ZTD provisioning script, OS10 image, CLI batch file, and post-ZTD script on the same server, including the
DHCP server.

Write the ZTD provisioning script in bash.
Write the post-ZTD script in bash or Python. Enter #! /bin/bash or #!/usr/bin/python as the first line in the script.
The default python interpreter in OS10 is 2.7.

Use only common Linux commands, such as curl, and common Python language constructs. OS10 only provides a limited set
of Linux packages and Python libraries.

e /TD is disabled by default on automatically provisioned switch fabrics, such as Isilon backend, PowerEdge MX, and VxRail.
Cancel ZTD in progress

To exit ZTD mode and manually configure a switch by entering CLI commands, stop the ZTD process by entering the ztd
cancel command. You can enter ztd cancel only when ZTD is in a waiting state; that is, before it receives an answer from
the DHCP server. Otherwise, the command returns an error message; for example:

0S10# ztd cancel

o)

% Error: ZTD cancel failed. ZTD process already started and cannot be cancelled at this
stage.

Disable ZTD
To disable ZTD, enter the reload command. The switch reboots in ZTD disabled mode.
Re-enable ZTD

To automatically upgrade OS10 and/or activate new configuration settings, re-enable ZTD by rebooting the switch using the
reload ztd command. You are prompted to confirm the deletion of the startup configuration.

@ NOTE: To upgrade OS10 without losing the startup configuration, back up the startup configuration before ZTD runs the
provisioning script. Then use the backup startup configuration to restore the previous system configuration.

0S10# reload ztd
This action will remove startup-config [confirm yes/no]:

View ZTD status

0S10# show ztd-status

ZTD Status : disabled

ZTD State : completed

Protocol State : idle

Reason : ZTD process completed successfully at Mon Jul 16 19:31:57 2018
ZTD logs

ZTD generates log messages about its current status.

[osl0:notify], %Dell EMC (0S10) %ZTD-IN-PROGRESS: Zero Touch Deployment
applying post configurations.

ZTD also generates failure messages.

[osl0:notify], %$Dell EMC (0S10) $ZTD-FAILED: Zero Touch Deployment failed to
download the image.
Troubleshoot configuration locked
When ZTD is enabled, the CLI configuration is locked. If you enter a CLI command, the error message configuration is

locked displays. To configure the switch, disable ZTD by entering the ztd cancel command.

0S10# configure terminal
% Error: ZTD is in progress(configuration is locked) .
0S10# ztd cancel
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ZTD DHCP server configuration

For ZTD operation, configure a DHCP server in the network by adding the required ZTD options; for example:

option domain-name "example.org";
option domain-name-servers nsl.example.org, ns2.example.org;
option ztd-provision-url code 240 = text;

default-lease-time 600;
max—-lease-time 7200;

subnet 50.0.0.0 netmask 255.255.0.0 {
range 50.0.0.10 50.0.0.254;
option routers rtr-239-0-1l.example.org, rtr-239-0-2.example.org;

}

host ztd-leafl {

hardware ethernet 90:bl:1c:f4:a9:bl;
fixed-address 50.0.0.8;

option ztd-provision-url "http://50.0.0.1/ztd.sh";
}

ZTD provisioning script

Create a ZTD script file that you store on an HTTP server. Configure the URL of the script using DHCP option 240 (ztd-
provision-url) on the DHCP server.

ZTD downloads and runs the script to upgrade the OS10 image, configure the switch, and run a post-ZTD script to perform
other functions.

e Write the ZTD provisioning script in bash. Enter #! /bin/bash as the first line in the script. You can use the sample script
in this section as a basis.

e For IMG FILE, enter the URL path of the OS10 image to download and upgrade the switch. The image is written to the

standby Eartition.

For CLI CONFIG_FILE, enter the URL path of the CLI batch file to download and run.

For POST SCRIPT FILE, enter the URL path of the script to run.

ZTD requires all the ZTD scripts (provisioning, CLI batch file, and post-ZTD script) to be Unix-style line formatted.

ZTD fails and exits to CLI Configuration mode if:

o You do not specify at least one valid URL for the IMG_FILE, CLI CONFIG FILE, and POST SCRIPT FILE variables.

o Anyof the IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE entries are invalid or if specified, the files
cannot be downloaded. - a - -

For the IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE files, you can specify HTTP, SCP, SFTP, or TFTP URLs.
For example:

scp://userid:passwd@hostip/filepath
sftp://userid:passwd@hostip/filepath

Example

#!/bin/bash

B A A R A A A R A R A A A R A A R R

Example 0S10 ZTD Provisioning Script

B

igddassassaasasassassadsad s taasadaaas st Rantan Rt

########## UPDATE THE BELOW CONFIG VARIABLES ACCORDINGLY ###########
#########4# ATLEAST ONE OF THEM SHOULD BE FILLED #########4#44#4###444#4

IMG_FILE="http://50.0.0.1/0S10.bin"
CLI CONFIG FILE="http://50.0.0.1/cli config"
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POST SCRIPT FILE="http://50.0.0.1/no_post script.py"

#HEHHEHH A H A HESHES DO NOT MODIFY THE LINES BELOW ############4##44#44#444
sudo 0s10 ztd start.sh "$IMG FILE" "SCLI CONFIG FILE" "SPOST SCRIPT FILE"

FHAHFE AR AR **END* * igddssssas sttt st

ZTD CLI batch file

Create a CLI batch file that ZTD downloads and executes to configure a switch. The ZTD CLI batch file consists of two sections:
PRE-CONFIG and POST-CONFIG.

When you enter the PRE-CONFIG and POST-CONFIG lines, you must enter a hash tag (#), followed by a space before the
text PRE-CONFIG or POST-CONFIG. If the PRE-CONFIG section has no commands, do not leave a blank line between #
PRE-CONFIG and # POST-CONFIG; for example:

# PRE-CONFIG
# POST-CONFIG

Hostname VxRail-fabric-LEAF-1
|

1l1ldp enable
!

spanning-tree mode rstp
spanning-tree rstp priority 0

ZTD executes the PRE-CONFIG commands first using the currently running OS10 image, not the OS10 image specified in the
provisioning script. ZTD saves the PRE-CONFIG settings to the startup configuration.

If PRE-CONFIG commands are present, ZTD reloads the switch before executing the commands in the POST-CONFIG section.
Enter OS10 configuration commands that require a switch reload, such as switch-port-profile, in the PRE-CONFIG
section. If ZTD installs a new OS10 image (IMG_FILE), the new image is activated after the reload.

ZTD then executes the POST-CONFIG commands and saves the new settings in the startup configuration. No additional switch
reload is performed. Enter POST CONFIG commands with the exact syntax displayed in show running-configuration
output.

Example

# PRE-CONFIG
switch-port-profile 1/1 profile-2

# POST-CONFIG

snmp-server community public ro
snmp-server contact NOC@dell.com
snmp-server location delltechworld
|

clock timezone GMT 0 O
|

hostname LEAF-1

|

ip domain-list networks.dell.com

ip name-server 8.8.8.8 1.1.1.1

|

ntp server 132.163.96.5 key 1 prefer
ntp server 129.6.15.32

!

|

logging server 10.22.0.99
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Post-ZTD script

As a general guideline, use a post-ZTD script to perform any additional functions required to configure and operate the switch.
In the ZTD provisioning script, specify the post-ZTD script path for the POST SCRIPT_ FILE variable. You can use a script to
notify an orchestration server that the ZTD configuration is complete. The server can then configure additional settings on the
switch.

For example, during the ZTD phase, you can configure only a management VLAN and IP address, then allow an Ansible
orchestration server to perform complete switch configuration. Here is a sample curl script that is included in the post-ZTD
script to contact an Ansible server:

/usr/bin/curl -H "Content-Type:application/json" -k -X POST
--data '{"host config key":"'7d07e79ebdc8f7c292e495daacOfel6b'"}"’
-u admin:admin https://10.16.134.116/api/v2/job templates/9/callback/

ZTD commands

reload ztd

Reboots the switch and enables ZTD after the reload.

Syntax reload ztd
Parameters None
Default ZTD is enabled.

Command Mode EXEC

Usage Use the reload ztd command to automatically upgrade OS10 and/or activate new configuration
Information settings. When you reload ZTD, you are prompted to confirm the deletion of the startup configuration.
Example

0S10# reload ztd

Supported 10.4.1.0 or later
Releases

show ztd-status

Displays the current ZTD status: enabled, disabled, or canceled.

Syntax show ztd-status
Parameters None
Default None

Command Mode EXEC

Usage None
Information

Examples
0S10# show ztd-status

ZTD Status : disabled

ZTD State : completed

Protocol State : idle

Reason : ZTD process completed successfully at Mon Jul 16
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Supported
Releases

ztd cancel

19:31:57 2018

ZTD Status : disabled

ZTD State : failed

Protocol State : idle

Reason : ZTD process failed to download post script file

e 7TD Status — Current operational status: enabled or disabled.

e 7TD State — Current ZTD state: initialized, in-progress, successfully completed, failed, or canceled
while in progress.

e Protocol State — Current state of ZTD protocol: initialized, idle while waiting to enable or
complete ZTD process, waiting for DHCP post-hook callback, downloading files, installing image,
executing pre-config or post-config CLI commands, or executing post-ZTD script file.

e Reason — Description of a successful or failed ZTD process.

10.4.1.0 or later

Stops ZTD while in progress. After you cancel ZTD, you can enter CLI commands to configure the switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

ztd cancel
None

ZTD is enabled.
EXEC

When ZTD is enabled, the command-line interface is locked. You cannot enter OS10 configuration
commands. Use the ztd cancel command to cancel the ZTD process and return to CLI Configuration
mode. You can enter ztd cancel only when ZTD is in a waiting state; that is, before it receives an
answer from the DHCP server. Otherwise, the command returns an error message.

0S10# ztd cancel

10.4.1.0 or later
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Dell EMC SmartFabric OS10 provisioning

0S10 supports automated switch provisioning — configuration and monitoring — using:

o RESTCONF APl — REST-like protocol that uses HTTPS connections. Use the OS10 RESTCONF API to set up the
configuration parameters on OS10 switches with JavaScript Object Notation (JSON)-structured messages. You can use
any programming language to create and send JSON messages; see RESTCONF API.

e SmartFabric Services fabric automation — Automate the configuration of OS10 switches in Isilon backend, PowerEdge MX,
and VxRail turnkey solutions; see Dell EMC PowerEdge MX SmartFabric Services Configuration and Troubleshooting
Guide.

e Linux DevOps ecosystem — OS10 provides access to an unmodified Linux (Debian) operating system that allows you to
benefit from the Linux DevOps ecosystem. Programmers can write applications in Python or C/C++ to execute on an OS10
switch.

e Ansible — Third-party DevOps tool. Ansible is a powerful, open-source IT automation engine that provides a simple way to
automate application software and IT infrastructure. Ansible allows you to remove complexity from these environments and
accelerate DevOps initiatives; see Using Ansible and Example: Configure OS10 switch using Ansible.

Using Ansible

Ansible works by connecting to your nodes using SSH and pushing out small programs, called Ansible modules, to them. Ansible
includes hundreds of network modules to support a wide variety of network device vendors. Ansible uses a simple, powerful and
agentless automation framework. For more information, go to Network Automation with Ansible.

Dell EMC Networking Ansible solutions

Dell EMC Networking Ansible solutions are based on an open ecosystem that allows organizations to choose from industry-
standard network applications, network operating systems, and network hardware. Use Ansible to provision and manage Dell
EMC switches for rapid new device deployment and network configuration changes. Ansible also allows you to track running
network device configurations against a known baseline for both Dell EMC and third-party operating systems.

The Ansible modules for Dell EMC Networking solutions allow organizations to reduce the time and effort required to design,
provision, and manage networks by providing these benefits:

e Agentless — No new software is required to install on switches.

e Powerful — End-to-end automation of the configuration of bare metal switches using the Dell EMC Open Automation
framework.

Easy-to-use — Dell EMC Networking modules ship with the Ansible distribution. There is nothing extra to install.
Best practice — Uses CLI user authentication to centralize and monitor session management.

Dell EMC Networking Ansible modules

Ansible ships with a number of modules that can be executed directly on remote hosts or through playbooks. The collection of
modules is called the module library. Modules are discrete units of code that are used from the command line or in a playbook
task. You can also write your own modules.

Starting with Ansible 2.2, the Ansible core supports Dell EMC Networking modules. Use these modules to manage and automate
Dell EMC switches running OS6, OS9, and OS10. Dell EMC Networking modules are executed in local connection mode using CLI
and SSH transport. The following OS10 modules are integrated into the Ansible core:
e dellosl0 command: Runs show commands or EXEC mode commands through Ansible. For example, show version
command output displays the current OS version running on a switch.
dellosl0 config: Runs OS10 configuration commands through Ansible.
e dellosl0 facts: Retrieves the running configuration from an OS10 switch.

Dell EMC Networking Ansible roles

Ansible roles allow you to automatically load variable files (vars_ files) and tasks based on a known file structure. Grouping
content by roles allows the roles to be easily shared with other users. These roles are abstracted for OS6, OS9 and 0S10.
Download Dell EMC Ansible Networking roles from https://galaxy.ansible.com/.

For information and examples about how to use the Ansible roles, see Dell EMC Networking Repositories.
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Ansible inventory file

The inventory file contains the list of hosts on which you want to run commands. Ansible can run tasks on multiple hosts at the
same time.

Ansible playbooks use /etc/ansible/hosts as the default inventory file. To specify a different inventory file, use the -1
filepath command as an option when you run an Ansible playbook.

Ansible playbook file

Using playbooks, Ansible can configure multiple devices. Playbooks are human-readable scripts that are expressed in YAML
format. An Ansible playbook takes inventory and playbook files as arguments and maps the group of hosts in the inventory files
to the tasks listed in the playbook file.

Ansible variables

In Ansible, variables define switch configurations. Many Dell EMC switches have common configurations. Common configuration
variables are stored in the vars/main.yaml file; for example, dns_server and ntp_server. All host-specific
configurations are stored in the host vars/host name.yaml configuration file; for example, the hostname of a switch.
Variables are also used as part of playbook definitions, command-line arguments, and inventory definitions.

Example: Configure an OS10 switch using Ansible

0S10 supports Ansible integration to automate switch configuration. For detailed information about how to use Ansible scripts
and create Ansible playbooks, go to:

e Dell EMC Ansible Documentation
e Dell EMC Networking Guides and search for Ansible

You can download auto-generated Ansible configuration files for the network design you provide from the Dell EMC Fabric
Design Center.

Before you start

Before you configure an OS10 switch using Ansible, configure basic network settings on your switch, such as assigning an IP

address and default gateway to the management interface:

1. Connect a terminal emulator to the console serial port on the switch using a serial cable. The serial port settings are 115200,
8 data bits, and no parity.

2. Configure the management interface; for example:

0S10 (config) # interface mgmt 1/1/1

0810 (conf-if-ma-1/1/1)# no ip address dhcp

0S10 (conf-if-ma-1/1/1)# ip address 10.1.1.10/24

0810 (conf-if-ma-1/1/1)# no shutdown

0S10 (conf-if-ma-1/1/1)# exit

0S10 (config) # management route 10.10.20.0/24 10.1.1.1
(

0510 (config) # end

Ansible configuration example

In this example, the configuration uses Ansible roles to configure an OS10 switch from an Ansible controller node with:
e User name and password

o NTP server

e Syslog server

1. Install Ansible on a controller node. You can find the latest version of Ansible on the Ansible Installation Guide page.

You can run Ansible from any device with Python 2 (version 2.7) or Python 3 (version 3.5 or higher) installed, including Red
Hat, Debian, Ubuntu, CentOS, OS X, any of the BSDs and so on.

In this example, Ansible 2.7.12 is installed on an Ubuntu 16.04 virtual machine. To configure the Personal Package Archives
(PPA) repository on the controller node and install Ansible, run these commands:

sudo apt-get update

sudo apt-get install software-properties-common

sudo apt-add-repository --yes --update ppa:ansible/ansible
sudo apt-get install ansible
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After you install Ansible, verify the version by entering:

$ ansible --version

Download and install Dell EMC Networking Ansible roles from the Ansible Galaxy web page; for example:

$ ansible-galaxy install dell-networking.dellos-users
$ ansible-galaxy install dell-networking.dellos-logging
$ ansible-galaxy install dell-networking.dellos-ntp

Create a directory to store inventory and playbook files; for example:

$ mkdir AnsibleO0S10

Navigate to the directory and create an inventory file.

$ cd Ansible0S10/
$ vim inventory.yaml

Add the IP address and OS for each switch in the inventory.yaml file. Enter the command for each switch on one
command line.

0S10switch-1 ansible host=192.168.1.203 ansible network os=delloslO
0S10switch-2 ansible host=192.168.1.204 ansible network os=delloslO

Create a host_vars directory to use for switch-specific variable files.

$ mkdir host vars

Create a host variable file; for example, host vars/0S10switch-1.yaml. Then define the host name and login
credentials:

$ vim host vars/0S10switch-1.yaml
hostname: 0S10switch-1

dellos cfg generate: True
build dir: /home/user/config
ansible ssh user: admin
ansible ssh pass: admin

dellos logging:
logging:
- ip: 1.1.1.1
state: present

dellos users:

- username: ul
password: test@2468
role: sysadmin
privilege: O
state: present

dellos ntp:
server:
= P8 3.3.3.3

$ vim host vars/0S1l0switch-2.yaml
hostname: 0S10switch-2
dellos cfg generate: True

build dir: /home/user/config
ansible ssh user: admin
ansible ssh pass: admin

dellos logging:

logging:
- ip: 1.1.1.1
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state: present

dellos users:

- username: ul
password: Test@1347
role: sysadmin
privilege: O
state: present

dellos ntp:
server:
= dps 3:3.3.3

The dellos cfg generate parameter creates a local copy of the configuration commands applied to the remote switch
on the Ansible controller node, and saves the commands in the directory defined in the build_ dir path.
8. Create a playbook file.

$ vim playbook.yaml

- hosts: 0S10switch-1 0S10switch-2
connection: network cli
roles:
- dell-networking.dellos-logging
- dell-networking.dellos-users
- dell-networking.dellos-ntp

To check the syntax of a playbook, use the ansible-playbook command with the --syntax-check flag. This
command runs the playbook file through the parser to ensure that its included files, roles, and other parameters have
no syntax problems.

9. Run the playbook file. In the ansible-playbook command, the inventory and playbook files are mandatory entries. The
play recap displays the results of the provisioning session; for example:

$ ansible-playbook -i inventory.yaml playbook.yaml
PLAY RECAP

R I b b b b S 2 2 S S 2 S S S S SR E b R I b b b b b b b b b b b 2 S b 2 2 b S S 2 S SR SR IR R b b R E b b b b b b b b b 2 2 4

0S10switch-1: ok=7 changed=6 unreachable=0 failed=0
0S10switch-2: ok=7 changed=6 unreachable=0 failed=0
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7

SmartFabric Services

SmartFabric Services (SFS) is an application suite that provides network fabric automation and API-based programmability. A
network fabric consists of physical resources, such as servers, switches, logical resources-networks, templates, and uplinks.
SFS, which is an OS10 feature, has different personalities that can be used in multiple architectures and environments.

In OS10, SFS provides:

e Network fabric infrastructure automation including discovery of devices such as switches and servers, and automation of
configuration on all the switches in the fabric.

Workload automation for server, storage, or hyperconverged devices using APls.
Single pane of glass for monitoring the fabric.
Upgrade and replace switches using APls.

SmartFabric Services personalities

Dell EMC supports:

e SmartFabric Services for Leaf and Spine
e SmartFabric Services for PowerEdge MX

SmartFabric Services for leaf and spine

In leaf and spine architecture, SFS enables discovery, automation, and provision of network devices connected in a Layer 3 (L3)
fabric topology.

In a leaf and spine topology, SFS:
e Allocates all the necessary internal IP addresses for leaf and spine configurations.
e Autoconfigures necessary BGP for all the relevant leaf and spine switches.
e FEnables leaf and spine for underlay and overlay.
e Provides the following APIs for workload orchestration of:
o Layer 2 (L2) VLAN, L3 VLAN, L3 Routed, and IP VXLAN networks
Fabric uplink with networks from L2 VLAN, L3 VLAN, L3 Routed, and IP VXLAN networks
BGP Policies for external connectivity
Route policies for static routing

Static and dynamic server template binding server discovery to networks from L2 VLAN, L3 VLAN, L3 Routed, and IP
VXLAN networks. For more information, see Static onboarding and Dynamic onboarding.

o O O O
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SFS, used in leaf and spine network, creates a fully integrated solution between the fabric and a hyperconverged domain
infrastructure such as VxRail.

SmartFabric Services for PowerEdge MX

SFS is a capability of Dell EMC Networking OS10 Enterprise Edition running on Ethernet switches (IOMs) that are designed for
the PowerEdge MX 7000 platform. In the SFS mode, the IOMs operate as a simple Layer 2 input output aggregation device,
which enables complete interoperability with network equipment vendors.

SFS discovers the IOMs deployed in a chassis and provides APIs to the management modules in the chassis to monitor the state
of the IOMs.
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In MX platform, SFS provides:
e A single pane of glass to monitor and manage the lifecycle operations on the |IOMs.
e APIs to manage VLT fabric, data uplinks, storage uplinks, and server templates for the entire fabric.

In a Dell EMC PowerEdge MX7000 infrastructure, the MX9116n fabric engine and MX5108n Ethernet switch support SFS.

SmartFabric Services for leaf and spine

SFS discovers the OS10 switches and builds a L2 or L3 network fabric using industry-standard L2 and L3 protocols. SFS forms
a cluster of OS10 switches belong to a domain. A domain is a LAN segment on which all the OS10 nodes are accessible. All

the OS10 switches must be on the same domain for the cluster to form. SFS provides APIs including managing fabric, node
inventory, fabric operations, server and onboarding storage devices. SFS provides APIs for collecting discovered servers and
storage device inventory.

Prerequisites

Supported platforms

S412F-ON, S4112T-ON

S4128F-ON, S4128T-ON

S4148F-ON, S4148FE-ON, S4148T-ON, S4148U-ON
S4248FB-0ON, S4248FBL-ON

S5232F-0ON, S5248F-ON, S5296F-ON
S5212F-0N, S5224F-0ON

Z9100-ON

79264F-ON

0S10 supported version

SFS for leaf and spine is available with OS10 release 10.5.0.0.

Out-of-band management network for switches
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The Out-of-band (OOB) management network is an isolated network for remote management of servers, switches, and
storage devices using the respective management ports. An S3048-ON installed in each rack provides 1GE connectivity to the
management network. The OOB management ports on each spine and leaf switch are connected to the S3048-ON switches.

For the S3048-ON management switches, all ports are in L2 and in the default VLAN.

SmartFabric Services Components

The SFS components are network fabric, VLT fabric or rack, switches, and links.

Supported network topologies

e Two leaf switches with VLT pair without any spine switch

Two leaf switches with single spine switch or multiple spines switches
Multiple leaf switches or VLT pairs with single or multiple spine switches
Leafs without VLT interconnect (VLTi) with single or multiple spine switches

Network fabric

Network fabric is a fabric that consists of switches that are connected in the cluster. The fabric includes leafs and spine
switches. Enabling SFS creates a network fabric automatically in a leaf and spine network. The network fabric is autoassigned
with a fabric-1D, a name, and description.

@ NOTE: Before creating the SmartFabric for IOM nodes, ensure that nodes are online by executing the show smartfabric
cluster member command in the DNV master node. You can identify DNV Master node by executing the show smartfabric
cluster command in any node.

VLT fabrics

VLT fabric is a fabric that is created for a VLT pair. The VLT fabric includes two leaf switches, and SFS creates a VLT fabric
automatically in the leaf and spine environment. VLT fabric is autoassigned with a fabric-ID, a universally unique identifier
(UUID).

NOTE: In SFS, when a VLT fabric is created, the management |P addresses of the VLT peers is used automatically to set up
the VLT backup link. If the management IP address of the peers is changed after the fabric is created, the VLT backup link
is updated automatically.

Switch roles

Switch role defines the role of the switch that is deployed in the leaf and spine topology. Spine and leaf are the industry
standard terms in any Clos topology. The roles are:

Leaf:

e A switch in a rack that connects to a spine switch. The server or the end device is connected to the fabric through a leaf
switch.

e The switch can also be connected to external network using L3 Routed, L3 VLAN, VXLAN, or general-purpose networks.
Spine:

e A switch that connects multiple leaf switches.
e The spine switch can be connected to external network through L3 Routed or L3 VLAN network.

Fabric links

Fabric links create a connection between the switches in a network fabric. The types are:
e Interswitch link (ISL) : A link between a leaf and a spine.

All parallel links with same connectivity are grouped to form a LAG interface. This link is called ISL.

e Intercluster links (ICL) or VLTi: A link between two leaf switches in same rack.

Internal networks for building a fabric

The VLANSs in the range from 4000 to 4094 are reserved for SFS internal use.
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®| NOTE: You are not allowed to use these VLANSs for general use.

e Cluster control VLAN 4000 — SFS automatically configures VLAN 4000 on all the switches in a fabric, and uses the
network for all internal fabric operations. When SFS detects an ISL, it assigns the ISL to the tagged member of this VLAN.
This VLAN is PVST enabled with root bridge that is forced on one of a spine switch.

e [P-peer VLAN 4001 to 4079 — SFS automatically configures the leaf and spine network using eBGP as the routing
protocol. SFS uses the reserved VLAN range from 4001 to 4079 for automatic |P addressing to set up the peer connections.
When SFS detects an ISL connection on either a leaf or spine switch, it assigns the ISL to the untagged member of this
VLAN. IP address from reserved range is used for this VLAN. eBGP session is started on the VLAN interface.

e Global untagged VXLAN VLAN 4080 — SFS automatically configures VXLAN overlay networks with EVPN to extend
networks between racks in a multirack deployment. VLAN 4080 with automatic IP addresses from the reserved range is used
for leaf-to-leaf ICL links. VXLAN requires one VLAN to be assigned globally for untagged port-scoped VLAN (Port, VLAN)
pairs.

e Internal BGP (iBGP) ICL VLAN 4090 — SFS automatically configures iBGP peering between a pair of leaf switches
directly connected over ICL links. VLAN 4090 is created automatically with IP addresses from reserved range for enabling
iBGP sessions between the VLT peer switches.

e VLAN 4094 — SFS automatically creates VLAN 4094 on all leaf switches. This VLAN is used for all VLT control traffic
between two VLT peer switches and is added on the VLT ICL ports on leaf switches.

e Default client management network VLAN 4091 — SFS automatically configures an overlay network that is called
client Management Network. When a device is connected automatically on to the network fabric, the switch uses the
VLAN mapped to this overlay network. VLAN 4091 is used as the default client management VLAN for the VXLAN network.

e Default client control network — SFS configures a second overlay network that is called Client Control Network
for VxRail integrated solutions. VLAN 3939 is used as the default client control VLAN for this VXLAN network. You can
change the VLAN associated with the network, but it is not recommended to change it for VxRail solution deployments.

To check the VLAN configuration formed in SFS-VxRail deployment, use show virtual-network command. Following is the
example output:

0S10# show virtual-network
Codes: DP - MAC-learn Dataplane, CP - MAC-learn Controlplane, UUD - Unknown-Unicast-Drop
Un-tagged VLAN: 4080
Virtual Network: 3939
Description: In-band SmartFabric Services discovery network
VLTi-VLAN: 3939
Members:
VLAN 3939: port-channell000, ethernetl/1/12, ethernetl/1/13
VxLAN Virtual Network Identifier: 3939
Source Interface: loopback2(172.30.0.0)
Remote-VTEPs (flood-list): 172.30.0.1(CP)

Virtual Network: 4091
Description: Default untagged network for client onboarding
VLTi-VLAN: 4091
Members:
Untagged: ethernetl/1/12, ethernetl/1/13
VLAN 4091: port-channell000
VxXLAN Virtual Network Identifier: 4091
Source Interface: loopback2(172.30.0.0)
Remote-VTEPs (flood-1list): 172.30.0.1(CP)

SmartFabric Services logical entities

There are three types of logical entities that are defined for the SmartFabric Services: Networks, uplinks, and server profiles.
Networks

Networks are SmartFabric services templates that are populated once and then can be associated with servers, uplinks, or
interfaces.

With in the context of SmartFabric services, you can define the following four types of networks:

General purpose networks
VXLAN networks

L3 VLAN networks

L3 Routed networks
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General purpose networks
General purpose networks are L2 VLAN networks in VxRail and L2 VXLAN networks in L3 fabric.

For L3 fabric, SmartFabric services automatically creates a virtual network corresponding to a network. This virtual network has
one-to-one mapping with the network, which means for each VLAN, there exists a virtual network with VNI same as the VLAN
ID.

VXLAN networks
VXLAN network extends L2 connectivity over an underlay L3 connected network.
Association of VXLAN network to interface creates a binding and associates this interface to VXLAN bridge.

You need to create a virtual network template and a network template, and associate the virtual network template to network
template.

e The virtual network template defines the VNET-id.
e Network template defines the VLAN ID.

In addition to whatever is specified in the L2 VXLAN network, for L3 VXLAN, specify:
e List of IP addresses. One IP address for each leaf.
o ANY-CAST IP address

L3 VXLAN network supports asymmetric-IRB.
L3 VLAN network

L3 VLAN network is used for L3 VLAN underlay.
Specify:

e VLANID
e Pair of IP addresses to be assigned to the VLT pair.
e \RRP gateway IP address for VIP

L3 Routed network
L3 Routed network is used to assign IP address on a single interface. Specify the IP address.

Attach this network to any uplink that has a single interface. This network can only be attached to a single entity.

Uplinks

An uplink is a set of ports that are connected to the customer network.
This uplink entity contains a rigid set of network characteristics.
Layer 2 Uplinks from leaf nodes

Layer 2 uplinks are a set of user-selected ports that belong to same VLT peer nodes on which the Layer 2 network is applied.
SFS creates a VLT LAG for these connected ports. If the ports are from a single device, then the VLT LAG is a single armed
VLT LAG. In case these ports exist on multiple nodes, a VLT or multi-chassis LAG is formed across these ports. This LAG can be
made as an access point for a VXLAN layer 2 network.

Layer 3 uplinks
Layer 3 uplinks can be configured on a leaf or a spine node.
Using Layer 3 VLAN network

Layer 3 VLAN network contains a list of IP addresses and a gateway |IP address. Optionally, DHCP relay addresses can also be
specified. Layer 3 VLAN network can be configured over a leaf or a spine node. Layer 3 VLAN network can be attached to an
uplink. Each VLTi uplink interface contains an IP address that is allocated from the list of IP addresses that are configured on the
Layer 3 VLAN network.

Using Layer 3 routed network

Layer 3 routed network contains a list of IP addresses and a gateway IP address. Optionally, DHCP relay addresses can also be
specified. Layer 3 routed network can be configured on a leaf or a spine node. Layer 3 routed network can be attached to an
uplink. Each uplink interface contains an IP address that is allocated from the list of IP addresses that are configured on the
layer 3 routed network. An LACP port channel cannot be the remote end for these uplinks. If gateway IP is specified, then VRRP
is enabled and the switches configure this IP address as the gateway IP address.

Using Layer 3 VXLAN network
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Layer 3 VXLAN network is a VXLAN type of network that contains a list of IP addresses and an anycast IP address. Optionally,
DHCP relay addresses can also be specified. Layer 3 VXLAN network can be configured over a leaf node. Layer 3 VXLAN
network can be attached to an uplink. Each VLTi uplink interface contains an IP address that is allocated from the list of IP
addresses that are configured on the layer 3 VXLAN network.

Static routing policies

A static route is a route policy template that contains a network prefix and the next hop IP address. This policy can be attached
to one or more nodes in the fabric. When this policy is attached to the node, a static route with the specified prefix and next
hop IP address is configured in the node.

eBGP peering policies

An eBGP peering policy is a routing policy template that contains BGP remote addresses and the remote AS number. A remote
address can be an interface address or a loopback address. This policy can be attached to one or more nodes in a fabric. When
this policy is attached to the node, a BGP session is associated with the switch.

Uplink bonding options

Following are the options using which uplink bonding can be achieved:

LACP

Static bonding

No bonding type configured
Spanningtree considerations

LACP

In LACP uplink bonding, SmartFabric services wait for LACP PDUs from the remote device to configure the LACP LAG for the
uplink. Networks that are attached to the uplink are associated with the LACP LAG that is created.

Static bonding

In static bonding, SmartFabric services configure a static LAG for the uplink and the networks that are attached on the uplink
are associated with the LAG that is created.

No bonding type configured

When no bonding type is configured, network is attached to the uplink physical interface. This configuration is used specifically
by layer 3 routed uplinks.

Spanning tree considerations

For VXLAN networks, the network must be loop free. SFS does not allow configuration of the same network on multiple uplinks
to ensure that no loops are created accidentally.

For Layer 3 VLAN networks, RPVST+ is enabled on the uplink interfaces by default. It is recommended not to change the
spanning tree type or to disable it.

@ NOTE: Configuration of an Ethernet — No STP uplink with members from only one switch in the SmartFabric is not
supported. It is required to have member ports from both switches in the SmartFabric.

Dynamic onboarding for integrated devices

SFS discovers and onboards the following vendor end-host devices based on specific custom originator TLVs in LLDP PDUs
sent out through the connected ports.

iDRAC
Isilon
VxRail
Trident
VxFlex

When a new server interface is detected in an attached port, the new configuration is applied.
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Statically onboarded server

e STP is disabled on the attached ports.
e The bonding can be auto or LACP.
e All types of networks can be attached to these ports.

Static onboarding for nonintegrated devices

SmartFabric services support onboarding server on assigned ports instead of LLDP based discovery mechanism. SFS extent the
server profile and server interface profile for you to provide onboarded interface.

All existing bonding modes is supported on statically onboarded server.

Wherever possible, STP is enabled on these ports. Since VXLAN does not support STP on access ports, this is not applicable
for L3 Fabric. RPVST+ is enabled on Layer 3 VLAN networks. For the VXLAN type of network, no STP can be configured;
the network topology must remain loop free.

All existing network types are allowed to be onboarded on statically onboarded servers.

Since onboarding is static, when server is moved there is no support for moving the configurations along with the server.
The port-role for the statically onboarded server is EndHost or GenericEndHost.

When the server profile or server interface profile is deleted, all the impacted interfaces are brought to default configuration.

Backup and Restore of fabric state

In specific scenarios where the fabric has a single switch or multiple switches, you can backup all the switch configuration to an
external file. The backed up user configuration can be applied at any point to restore the old known stable state.

This feature allows you to backup a known good state of the configuration to an external device. If the switch configuration
goes bad, the old known good state can be restored.

The Backup functionality allows you to backup all of the user configuration to a text file. If the configuration is in Layer3 LEAF
and SPINE or Layer2 VxRail personality, REST endpoints are available that returns a text file containing all the user configuration
that was done through the REST interfaces.

The text file is in JSON format.

The Restore functionality allows you to restore the last known good configuration. The REST POST end point is available that
enables you to stream the backed-up configuration.

After the restore is performed, database is wiped completely. The configuration is then restored from the input file.

The restore functionality is followed by mastership switchover. For the successful restore operation to occur, the restore
activity should be applied to the same set of OS10 Nodes. Also, the personality should be the same when the Backup was
performed.

The Backup and Restore endpoints are accessible only for the users with sysadmin role. The REST payload will be encrypted
using the SSL protocol.

Table 20. HTTP Methods

Functionali | HTTP Method URL Payload
ty
Backup GET https://<ip-address>/ Output is a text as stream

redfish/v1/Dnv/Backup and Content-Type is
application/octet-stream

Restore POST https://<ip-address>/ Content-Type:
redfish/v1/Dnv/Restore application/octet-stream
and payload contains the
text file (backedup file)
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Enable SmartFabric Services on the switches

To create a L3 network fabric in a leaf and spine topology, enable the SFS in all the switches. After you enable SFS, a network
fabric is created automatically with the default fabric settings.

To enable the SFS:
e Designate a role for the switch: Leaf or spine
e Configure VLT interfaces for the leaf switches.

To enable the SmartFabric Services in a switch from the OS10 CLI, use the smartfabric 13fabric enable command. For
more information, see smartfabric |3fabric enable. After you enable the SFS on the switches and set a role, the system prompts
for confirmation to reload and boots in the SFS mode. To apply the changes, confirm by typing Yes and the switch reloads in
the SFS mode.

Spine:
0S10 (config) # smartfabric 13fabric enable role SPINE

Reboot to change the personality? [yes/nol: yes
Leaf:

0S10 (config) # smartfabric 13fabric enable role LEAF vlti
ethernet 1/1/4-1/1/5

Reboot to change the personality? [yes/nol: yes

The no smartfabric 13fabric command disables the L3 fabric personality. After you disable the L3 fabric in the switch,
the system prompts for confirmation.

0S10 (config)# no smartfabric 13fabric

Reboot to change the personality? [yes/no]: yes

You can also enable SFS through the SFS Graphical User Interface (GUI). To enable SmartFabric Services using the GUI, see
Enable SmarFabric Services using GUI.

Enable SmartFabric Services using GUI

You can enable SFS using the GUI. To do so:
1. Enable RESTCONF API on the switch using the OS10 CLI.

To enable RESTCONF API, use rest api restconf command in CONFIGURATION mode. For more information, see
Configure RESTCONF APL.

2. Enable SFS on the switch using the Edit option that appears in the upper right side of the page.
3. Enter the role of the switch and click OK to enable SFS.

®| NOTE: After you enable SFS in a switch, the system reloads to apply the configuration.

SmartFabric Services Graphical User Interface

0810 has support for SmartFabric Services GUI to set up initial SFS configuration in a L3 leaf and spine topology. The SFS
GUI is focused on day zero deployment operations and management of the switches in a Layer 3 fabric that is formed in VxRail
deployment. Using SFS GUI, you can:
1. Enable SFS in a switch. For more information, see Enable SFS using GUI.
2. Setup initial deployment configurations from SFS mode using wizards:

e Rename the network fabric, VLT fabric or rack, and switches.

e Breakout ports.

e Create L2 or L3 uplinks.
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e Onboard a server.
e C(Create a Jump host.
e Edit default fabric settings.

For more information, see Configure SFS initial setup.

Supported platforms

SFS GUI is supported on:

S412F-ON, S4112T-ON

S4128F-0ON, S4128T-ON

S4148F-0ON, S4148FE-ON, S4148T-ON, S4148U-ON
S5212F-0N, S5224F-0ON

S5232F-0ON, S5248F-ON, S5296F-ON

Z9264F-ON

Launch SmartFabric Services GUI

You access the SFS GUI using the latest version of the browsers, such as:

e Google Chrome
e Mozilla Firefox
e Microsoft Edge

Launch the SFS GUI from the SmartFabric master switch to complete the SFS initial setup. You can access the SFS GUI in
HTTPS using the IP address of the master switch that is deployed in the leaf-spine topology.

ldentify the SmartFabric master switch

When you create a Layer 3 fabric in a leaf-spine topology, of all the leaf switches, one leaf switch is selected as the SmartFabric
master and the remaining leaf switches are nonmaster switches.

To get the IP address of the master switch in the Layer 3 fabric, use the show smartfabric cluster command. For more
information, see show smartfabric cluster.

Log in to SmartFabric Services GUI

The login page prompts for username and password. To log in to the GUI, use the credentials that are created to access an
0810 switch from the console or through a network connection. The default username and password to login to the switch
console is admin. You can also use any user-configured accounts as credentials.

®| NOTE: OS10 validates the username and password using the token-based authentication in the OS10 RESTCONF API.

The session is automatically logged out, after the token time expires. The system displays the message: You have been
logged out as the configured token validity time got expired. Please login again.

@ NOTE: The default token timeout value is 120 minutes.

To log out, click Logout in the upper right corner of the Home page.

@ NOTE: You can also get the master switch IP details through the GUI. Launch the GUI from any nonmaster switch using
the configured IP address. The page displays the fabric mode of switch and the IP address of the master. Click the link icon
next to the master IP address, to launch the SFS GUI.

Configure SmartFabric Services initial setup

After you log in to SFS GUI, the Home page displays.
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1. Home page has links to wizards to:

Update Default Fabric, Switch Names and Descriptions

Create Uplink for External Network Connectivity

Breakout Switch Ports

Configure Jump Host

Update Network Configuration

Onboard a Server onto the Fabric

Edit Default Fabric Settings

Restore

2. Leaf and spine topology view—Displays the L3 fabric design that is created after enabling SFS.

The topology view displays the switch icons with the hostname and the service tag information under each node and the link
connectivity between the switches. Mouse over a fabric to see the detailed information about the leaf and spine switches,
and the link connectivity.

Update Default Fabric, Switch Names, and Descriptions wizard

SFS assigns unique names for the network fabric, racks, and switches automatically. However, these names are not convenient
to understand. Using this wizard, you can change the names and descriptions of the network fabric, racks, and switches. To do
SO:

Launch the Update Default Fabric, Switch Names and Descriptions wizard.
Change the name and description of the network fabric, and click NEXT.
Change the name and description of the rack or VLT fabric, and click NEXT.
Change the name and description of the switches, and click FINISH.

NN

Create Uplink for External Network Connectivity wizard

Uplinks enable the network fabric to communicate with the external network. SFS supports Layer 2 and Layer 3 uplinks. Using
this wizard, you can:

e Create a Layer 2 or Layer 3 uplink.
e Assign the ports to the uplink.
e Associate a network or routing profile with the created uplink.

®| NOTE: Before creating an uplink, ensure that the external network is configured with L2 or L3 setup.

From the SFS GUI Uplinks tab, you can view the list of all the uplinks in the fabric. The page displays the name, description,
types of media, uplink, and LAG information of the configured uplinks. You can also delete an uplink from this tab. To delete an
uplink configuration, select an uplink from the list, and click DELETE.

®| NOTE: When you delete an uplink, the network and route profile that are associated with the uplink are not deleted.

@ NOTE: The Uplinks page does not display the network and route profile that are associated with the uplinks. To view the
details, use the show smartfabric uplinks command in the switch.

Configure Layer 2 uplink

To connect with another L2 network, create a L2 uplink and associate a network with the uplink. To do so:

1. Launch the Create Uplink for External Network Connectivity wizard.
2. Select the Uplink Connectivity as Layer 2.

®| NOTE: L2 uplinks are created only on leaf switches.

3. Create a L2 uplink by providing the name and description, and click NEXT.
4. Select arack and an interface or interfaces from the leaf switches to associate to the uplinks.

®| NOTE: The list shows only the available interfaces including breakout interfaces.

5. Select the static or dynamic LAG based on the configuration setup in the external network, and click NEXT.
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®| NOTE: To form a LAG on the leaf switches, select an interface or interfaces that are of the same speed.

6. Associate the networks with the selected interfaces:
e Add multiple tagged networks or a single untagged network, or both.
e Add the network from the displayed list or create a general purpose network using the ADD NETWORK.

7. Select Yes or No to integrate the networks that are created automatically in the fabric through vCenter, on this uplink.
8. Click FINISH.

From the SFS GUI Network Profiles tab, you can view the list of all networks and virtual networks configured in the SFS.

The page has NETWORKS and VIRTUAL NETWORKS tabs display the details of respective network profiles including the
network name, description, network type. You can also delete a network profile from this tab. To delete a network profile, select
a network profile from the list and click DELETE.

Configure Layer 3 VLAN uplink

For L3 VLAN underlay connectivity, create a L3 VLAN uplink and associate a network and routing policy with the uplink. To do
SO:

Launch the Create Uplink for External Network Connectivity wizard.

Select the Uplink Connectivity as Layer 3.

Select the Network type as L3 VLAN.

Create a L3 VLAN uplink by providing the name and description, and click NEXT.

NN

®| NOTE: L3 uplinks can be created on leaf and spine switches.

B. Associate the interfaces of the spine or leaf switches with the L3 uplink.

e Spine — Select a spine switch and an interface or multiple interfaces of the spine switch to be associated with the
uplink.

e Leaf — Select a leaf switch from the rack, and an interface or multiple interfaces of the leaf switch to be associated
with the uplink.

Select the static or dynamic LAG based on the configuration setup in the external network, and click NEXT.

Create a L3 VLAN network by providing name, description, and VLAN ID, and associate to the selected interfaces.

Select if the network is a tagged or an untagged network.

Enter the IP address for the network. You can use the + symbol to add more IP addresses.

10 Define a routing policy to associate with the uplink based on the external network connectivity setup.
e Static Route — A route policy template that contains a network prefix and the next hop IP address.
e eBGP — A routing policy template that contains BGP peer IP address and the remote AS number.

©®NOD

®

From the SFS GUI Routing Profiles tab, you can view the list of all the routing profiles that are configured in the SFS. The
page has two tabs:

e ROUTE PROFILE — Displays detailed routing profile information.

e PROFILE SWITCH MAPPING — Displays the list of profiles that are mapped to the switch.

You can also delete a routing profile and profile switch mapping from the respective tabs. Select a profile from the tab, and click
DELETE.

NOTE: The network configurations reflect in the switch only after associating the network with an uplink or server profile.

Configure Layer 3 Routed uplink

You can create a L3 Routed uplink and associate a network with the uplink. To do so:

Launch the Create Uplink for External Network Connectivity wizard.

Select the Uplink Ports Type as Layer 3.

Select the Network Type as L3 Routed.

Create a L3 Routed uplink by providing the name and description, and click NEXT.

Associate an interface from the spine or leaf switch with the L3 Routed uplink.

e Spine — Select a spine switch and an interface from the spine to associate with the uplink.

e Leaf — Select a leaf switch from the rack, and an interface from the leaf switch to associate with the uplink.

S IFNENISIE

®| NOTE: You can select only one interface from the spine or leaf switch for L3 Routed uplink.

6. Create a L3 Routed network to associate by providing a name, description, interface IP address, and prefix length.
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7. Define a routing policy to associate with the uplink based on the external network connectivity setup.
e Static Route — A route policy template that contains a network prefix and the next hop IP address.
e eBGP — A routing policy template that contains BGP peer IP address and the remote AS number.

®

You can view and delete a routing profile from the Routing Profiles tab.

NOTE: You cannot associate a L3 Routed network with more than one uplink or server profile.

Breakout Switch Ports wizard

Breakout the speed of the physical Ethernet ports or port-group of the leaf switches, to connect to the external device or jump
host.

This wizard allows you to breakout Ethernet ports. To do so:

Launch the Breakout Switch Ports wizard.

Select the rack from the list.

Select the leaf switch in the rack.

Select a port-group or a physical Ethernet port of the leaf switch to breakout.
Select the appropriate breakout option from the list, and click OK.

S IFNENINIES

®| NOTE: Breakout autoconfiguration is supported in spine.

Configure Jump Host wizard

A jump host is a designated port to which an external device such as laptop can be connected. You can configure only one port
in a leaf switch as a jump port for the external device to connect to L3 fabric. You can select any available port that is not part
of an uplink and ICL, and port connected to a server in SmartFabric deployment.

This wizard allows you to configure the jump host. To do so:

Launch the Configure Jump Host wizard.

Assign a user-friendly name and description for the jump host.
Select a leaf switch from the rack.

Select an interface of the leaf switch as the jump host.
Associate an untagged network with the jump host, and click OK.

S IFNENINIES

You can view the configured jump host in SFS GUI Uplinks tab. You can also delete any created jump host from this tab. Select
the jump host from the list, and click DELETE.

Update Network Configuration wizard

You can edit the network configuration that is applied on the uplink and server profiles in the fabric after completing the initial
fabric setup using the Update Network Configuration wizard. To do so:

1. Launch Update Network Configuration wizard.
2. Select the VLAN or virtual network to edit.
3. Update the relevant details for the interface, gateway, and DHCP helper IP addresses, and click OK.

Onboard a Server onto the Fabric wizard

To onboard a server, select a server profile, associate an interface to onboard a server, and associate a network or multiple
networks. To do so:

1. Launch the Onboard a Server onto the Fabric wizard.
2. Select the server profile from the list or create a profile for the interface using ADD SERVER PROFILE.

ADD SERVER PROFILE — Create a server profile by providing the server profile type, name, and bonding technology.

3. Select an interface ID from the list if the server interface is discovered or enter an ID, and click NEXT.
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4. Associate an interface of the leaf switch to onboard the server:
a. Select the NIC bonding.
b. Select if it is a static onboarding. If it is a static onboarding, assign an interface of the leaf switch, and click NEXT.

B. Associate the networks to the server interface profile from the list or create a network or virtual network according to the
network connectivity.

e ADD NETWORK — A template to create a general-purpose, L3 VLAN, VXLAN, and L3 Routed networks.
e ADD VIRTUAL NETWORK — A template to create a VXLAN network.

From the SFS GUI Server Profiles tab, you can view the list of all server profiles configured in the SFS. The page displays
the details of server profiles such as bonding technology, discovery of the server, and onboarding status. You can also delete a
server profile from this tab. Select a server profile from the list, and click DELETE.

From the SFS GUI Network Profiles tab, you can view the list of all networks configured in the SFS. The page displays the
details of networks such as name, description, QoS priority, and network type. You can also delete a network from this tab.
Select a network from the list, and click DELETE.

Edit Default Fabric Settings wizard

You can edit the default fabric settings that are autogenerated when SFS is enabled.

1. Launch the Edit Default Fabric Settings wizard.

2. Change the values of the following settings based on the requirement:
Leaf ASN

Spine ASN

Private Subnet Prefix

Private Prefix Length

Global Subnet Prefix

Global Subnet Length

Client Control VLAN

Client Management VLAN

3. Click OK.
®| NOTE: After you click OK, all the switches in the network fabric reload to apply the fabric setting changes.

Restore wizard

You can restore a known good configuration using this option.

Launch the Restore wizard.

Click Choose File and select the known good configuration file.
Click OK.

Check the box next to | Agree to reboot the switches.

Click OK.

®| NOTE: After you click OK, all the switches in the network fabric reload to apply the fabric setting changes.

S IFNENINIES

Fabric operations and life cycle management

Dell EMC Open Manage Network Integration (OMNI) is an efficient REST API-based plugin, integrated with VMware's vCenter.
The plugin enables vCenter to easily deploy and manage a large virtual network of VMs and physical underlay on a VxRail HCI
stack. Using OMNI, you can do day two operations and management of the hyper-converged fabric.

You can do the common lifecycle operations using OMNI.
e Upgrade OS10 software in a network fabric
e Replace a switch in a fabric

For more information about OMNI, see VMware Integration for VxRail Fabric Automation SmartFabric User Guide.
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Configuring FEC using MSM

You can configure FEC on interfaces from MSM when the switch is in Fabric mode.

MSM sends the FEC value that is to be configured for the interface and this value is configured for the interface. This
configuration is not retained across breakout modes. Configuration of FEC from MSM for IOM in full-switch mode is not
supported.

The FEC configuration from MSM is supported for 25, 50, and 100G speeds and for uplink ports only in Smartfabric mode. The
FEC configuration from MSM is not supported for spinner ports(breakout FEM, virtual ports) and the server ports.

FEC has two parameters configured and negotiated. The configured FEC is the user configured value and the negotiated value
is the value that is negotiated based on optics and peer.

This feature is enabled only when the switch is in Fabric mode.

SFS Support for MSTP on Layer3 fabric

The default spanning tree mode in smart fabric services is Rapid-PVST.
The spanning tree behavior for Layer3 fabric is as follows:

STP is enabled on Cluster control VLAN (VLAN 4000). The spine switches are configured to take over the STP root role.
STP is disabled on all inter leaf-spine VLANs and leaf-leaf VLAN (VLANs from 4001-4091).

STP is enabled on all user created VLANSs.

STP is disabled on server facing port.

In case you need to inter-operate switches controlled by SFS to external switches which are running RSTP or MSTP, SFS has
an API to change the Global Fabric STP mode to MSTP. In this case SFS will create 2 reserved MSTls:

e MST with instance id 63: Clustering control VLAN (VLAN 4000) is part of this instance. Spine switches are configured to
take over as STP root for this MSTI.

e MST with instance id 62: All the inter switch reserved VLANs (4001-4091) are part of this configuration. On this MSTI,
spanning tree is disabled.

e All user created VLANSs are part of CST (default MST instance), which inter-operates with RSTP. STP is enabled for this
MSTI.

e STP is disabled at port-level for all server facing ports.

By default, the STP mode is rPVST+. You can change the mode to MSTP once the fabric is build out. When you change the
mode, the whole fabric goes through a reboot cycle and the new mode will be set as MSTP. This step is traffic impacting.

When the mode is changed, MSTi are created and VLANS are assigned to these MSTi. The CST is configured with STP priority
such that SFS controlled switches have lower priority to become a root bridge.

There is no change on existing STP behavior for SFS controlled entities because of this change. All other STP behaviors such as
Disabling of STP on server facing ports still holds good.

SmartFabric commands

You can enter SmartFabric Services show commands from the OS10 CLI to view SmartFabric configuration information,
including:

e SmartFabric cluster role (master or backup) and cluster member information

e SmartFabric personality

e SmartFabric status, nodes, and network profiles

e SmartFabric uplinks

smartfabric |I3fabric enable

Enables the SmartFabric Services on the switches and creates a network fabric in a Clos-based spine-and-leaf architecture.

Syntax smartfabric 13fabric enable role {LEAF [vlti ethernet node/slot/port] |
SPINE | SUPER-SPINE}
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Parameters role — Enter the role of the switch in Layer 3 fabric:
e LEAF — Specify the role as LEAF for top of rack switches and specify the VLTi ports that
interconnect the leaf switches.
e SPINE — Specify the role as SPINE for the switch that connects the leaf switches.
® SUPER-SPINE — Specify the role as SUPER-SPINE to set the node's role as SUPER-SPINE.

Default None

Command Mode CONFIGURATION, SmartFabric

Usage . After you enable the L3 fabric and set a role, a network fabric is created automatically with default

Information fabric settings. After executing the command, the system prompts for confirmation and reboot with
changed personality. If you type Yes, the switch reloads with the configured SmartFabric personality. For
supported platforms, see SmartFabric Services for leaf and spine.

Use the smartfabric 13fabric enable role SUPER-SPINE command to enable SFS on the
node with the role as SUPER-SPINE. You must have sysadmin:netadmin privileges to run this command.

The no smartfabric 13fabric command disables the L3 fabric personality. After you disable the L3
fabric in the switch, the system prompts for confirmation.

Example (Spine)
0S10 (config) # smartfabric 13fabric enable role SPINE

Reboot to change the personality? [yes/nol: yes

Example (Leaf)
0S10 (config) # smartfabric 13fabric enable role LEAF vlti

ethernet 1/1/4-1/1/5

Reboot to change the personality? [yes/nol: yes
Example (disable

0S10 (config) # no smartfabric 13fabric
SFS)

Reboot to change the personality? [yes/no]: yes

Example
(SUPER-SPINE) 0S10 (config) #smartfabric 13fabric enable role SUPER-SPINE

Supported 10.5.0.3 or later
Releases

smartfabric viti

Updates the VLTi after SFS is created.

Syntax smartfabric vlti ethernet ports
Parameters e cthernet ports — Specify the ethernet ports on which VLTI needs to be updated.
Default None

Command Mode CONFIGURATION

Usage ] Use this command to configure or update the VLTi information after the SFS is enabled on the node. The
Information system will go for a reload and then comes back up with the configured VLTi ports.

Before executing this command, the node should already be in Layer3 fabric mode. If not, the Layer3
fabric personality should be enabled.

If you use any of the existing ports for the VLTi, those ports should also be specified as part of the VLTi
configuration using the smartfabric commands.

Example : . .
0S10 (config) #smartfabric vlti ethernet 1/1/31-1/1/32

Warning:The system will be reloaded now, for the personality changes to
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Supported
Releases

show smartfabric cluster

take effect

10.5.0.3 or later

Displays the basic cluster information of the switch or IOM, where the command is executed.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example (IOM)

Example (VxRail -
L2 fabric)

Example (VxRail -
L3 fabric)

Supported
Releases

show smartfabric cluster

None
None

EXEC

This command is supported in both Full Switch and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-

supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services

for leaf and spine.

MX9116N-Al# show smartfabric cluster

CLUSTER DOMAIN ID
VIP

ROLE

SERVICE-TAG
MASTER-IPV4

CLUSTER DOMAIN ID
VIP

ROLE

SERVICE-TAG
MASTER-IPV4
PREFERRED-MASTER

CLUSTER DOMAIN ID
VIP

ROLE

SERVICE-TAG
MASTER-IPV4
PREFERRED-MASTER

10.5.0.1 or later

119
fdel:53ba:e%9a0:del4:0:5eff:fe00:1119
BACKUP

3GB1XC2

10.11.105.15

100
fde2:53ba:e%al:cccc:0:5eff:£fe00:1100
MASTER

B37HXC2

10.11.106.27

100
fde2:53ba:e%9al:cccc:0:5eff:£fe00:1100
MASTER

B37HXC2

10.11.106.27

true
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show smartfabric cluster member

Displays cluster member information such as service tag, |P address, status, role, type of each switch or IOM and chassis model,
and service tag of the chassis where the switch belongs to.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example (IOM)

Example (VxRail)

Supported
Releases

show smartfabric cluster member
None
None

EXEC

Content display varies depending on the switch role. For example, if you run this command on the master
switch, it displays both backup and master switch information as they are both members of the cluster. If
you run this command on a backup node, it displays information of the master node only.

This command is supported in both Full Switch and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

MX9116N-Al# show smartfabric cluster member

Service-tag IP Address Status
Role Type Chassis-Service-Tag Chassis-Slot
9GB1XC3 fdel:53ba:e%9al0:deld:e6f0:4ff:fe3e:45dd ONLINE
MASTER MX911l6n SKYO0O02L Bl
0S10# show smartfabric cluster member
Service-tag IP Address Status
Role Type Chassis-Service-Tag Chassis-Slot
3Z47Z72P2 fde2:53ba:e%al:cccc:54bf:64ff:fee6:€462 ONLINE
BACKUP
3Z47Z7P1 fde2:53ba:e%al0:cccc:54bf:64ff:fee6:e463 ONLINE
BACKUP
BR2ZZP2 fde2:53ba:e%al0:cccc:3c2c:30ff:£fe49:2585 ONLINE
BACKUP
B37HXC2 fde2:53ba:e%al:cccc:e4f0:4ff:feb6:fdc3 ONLINE
MASTER
G17HXC2 fde2:53ba:e%al:cccc:e4f0:4ff:febb6:elc3 ONLINE
BACKUP

10.5.0.1 or later

show smartfabric details

Displays all fabric information such as name, description, ID, nodes that are part of the fabric, design type associated with the
fabric, and status detail of a fabric.

Syntax
Parameters
Default
Command Mode

Usage
Information

136

show smartfabric details
None
None

EXEC

Use this command to view a detailed list of fabrics configured.
This command is supported in both Full Switch and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

SmartFabric Services



Example (IOM)

Example (VxRail)

Supported
Releases

MX9116N-Al# show smartfabric details

Name

Description

ID

DesignType
Validation Status
VLTi Status
Placement Status
Nodes

fc6c9051-£f499-4816-a54a-25ef6fef2e33
2xMX9116n Fabric Switching Engines in same chassis

VALID
VALID
VALID

3GB1XC2, SA2HEM3

AutoFab-08ee685b-d6d6-5d0c-99d2-ae78£800d4b7

Name
Description
ID
DesignType

Validation Status:

VLTi Status
Placement Status
Nodes

Auto-Fabric Generator

08ee685b-d6d6-5d0c-99d2-ae78£800d4b7

AutoFabricDesign--1
VALID
VALID
VALID

CACOON2, AZY1234

Name
Description
ID
DesignType

Validation Status:

VLTi Status
Placement Status
Nodes

AutoFab-100
Auto-Fabric Generator
100

VALID
VALID
VALID
AZY1234,

CACOON2, 9GTWNK2,

FHTWNK2

10.5.0.1 or later

show smartfabric networks

Displays all network profile information such as ID, QoS priority type, and VLAN.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example (IOM)

show smartfabric networks

None
None

EXEC

Use this command to view detailed description of the configured network profiles.

This command is supported in both Full Swtich and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

MX9116N-Al# show smartfabric networks

Name Type QosPriority
NetworkId Vlan

v5 GENERAL PURPOSE BRONZE
8£f018a8c-c355-4d81-9bee-85cfedcf8d2a 5

networkl00-105 GENERAL PURPOSE BRONZE
deb0886c-4a9b-47£2-8220-55afcbl1£f1756 100 - 105

fcor STORAGE FCOE PLATINUM
dlde8fl6-ebd0-4b1a-9689-a802d23b2b26 777
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VLAN 1 GENERAL PURPOSE SILVER
4bb446a3-702c-4a0f-abdd-07dd0c14775a 1

vl GENERAL PURPOSE BRONZE
9f2bed94-9148-46d8-9df6-3b606c83a472 500

Example (VxRail)
0S10# show smartfabric networks

Name Type QosPriority
NetworkId Vlan

Client Control Network VXLAN IRON
Client Control Network 3939

Client Management Network VXLAN IRON
Client Management Network 4091

Supported 10.5.0.1 or later
Releases

show smartfabric nodes

Displays all node information such as service tag, type, status, mode, fabric ID associated with the node, chassis service-tag,
and chassis-slot.

Syntax show smartfabric nodes node-id node-id
Parameters None
Default None

Command Mode EXEC

Usage Use this command to view detailed inventory information about all nodes.
Information

This command is supported in both Full Swtich and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

Example (IOM)
MX9116N-Al# show smartfabric nodes

Service-Tag Type Status Mode
Chassis-Service-Tag Chassis-Slot FabricId
3GB1XC2 MX911l6n ONLINE FABRIC
SKY002L Al
9GB1XC3 MX911l6n ONLINE FULL-SWITCH
SKY002L B1
9A2HEM3 MX911l6n ONLINE FABRIC
SKY002L A2

Example (VxRail)
0S10# show smartfabric nodes

Service-Tag Type Status Mode
Chassis-Service-Tag Chassis-Slot FabricId

CACOON2 S5232F-ON ONLINE FABRIC
AZY1234 S5232F-ON ONLINE FABRIC
Supported 10.5.0.1 or later

Releases
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show smartfabric personality

Displays the personality of the node.

Syntax show smartfabric personality
Parameters None
Default None

Command Mode EXEC

Usage The output varies depending on the role of the switch.
Information
This command is supported in both Full Swtich and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

Example (IOM)
MX9116N-Al# show smartfabric personality

Personality :None

Role
ICL

Example (VxRail) Fy|| Switch mode:

0S10# show smartfabric personality
Personality :None

Role
ICL

SmartFabric Services mode:

0S10# show smartfabric personality

Personality :L3 Fabric

Role : LEAF

ICL :ethernetl/1/5, ethernetl/1/6
Leafl#

0S10# show smartfabric personality

Personality :L3 Fabric
Role :SPINE
ICL 3

Supported 10.5.0.1 or later

Releases

show smartfabric uplinks

Displays all uplink information such as name, description, ID, media type, native VLAN, configured interfaces, and network profile
associated with the uplink.

Syntax show smartfabric uplinks
Parameters None
Default None

Command Mode EXEC

Usage Use the command to view all configured uplink information.
Information
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This command is supported both in Full Switch and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services

Example (IOM)

Example (VxRail)
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MX9116N-Al# show smartfabric uplinks

Name

Description

ID

Media Type
Native Vlan
Untagged-network
Networks

Configured-Interfaces

Name

Description

ID

Media Type

Native Vlan
Untagged-network
Networks
Configured-Interfaces

Name

Description

ID

Media Type

Native Vlan
Untagged-network
Networks
Configured-Interfaces

Name

Description

ID

Media Type

Native Vlan
Untagged-network
Networks
Configured-Interfaces

Name

Description

ID

Media Type

Native Vlan
Untagged-network
Networks
Configured-Interfaces

Name

Description

ID

Media Type

Native Vlan
Untagged-network
Networks
Configured-Interfaces
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uplink to bl

2725707d-886a-41c6-9d0d-38c4115788f¢f
ETHERNET
1

deb0886c-4a9b-47£f2-8220-55afcb1f1756,
9f2bed94-9148-46d8-9df6-3b606c83a472
9A2HEM3:ethernetl/1/42, 3GB1XC2:ethernetl/1/42

elc8169e-00dd-4a72-9e42-54485c049591
FC
0

dlde8fl6-ebd0-4b1a-9689-a802d23b2b26
3GB1XC2:fibrechannell/1/44:1

FABRICUPLINKNew
L3VxLAN780 Uplink
L3VxLANUplink-780
ETHERNET

0

Network780
CACOON2:ethernetl/1/22:2

L3VLANUplink

Uplink On L3VLAN Network800
L3VLANUplink-800

ETHERNET

0

Network800
CACOON2:ethernetl/1/22:1

L2VxLANUplink

Uplink On L2VxXLAN Network770
L2VxLANUplink-770

ETHERNET

0

Network770
CACO0ON2:ethernetl/1/22:3

L2VxLANUplink

Uplink On L2VxLAN Network771
L2VxLANUplink-771

ETHERNET

0

Network771

CACOON2:ethernetl/1/22:4



Supported
Releases

Name : L3Uplink

Description : Uplink On L3 Network600
: L3RUplink-600

Media Type : ETHERNET

Native Vlan 3 @

Untagged-network : Network600

Networks :

Configured-Interfaces : AZY1234:ethernetl/1/21:2

10.5.0.1 or later

show smartfabric validation-errors

Displays all topology validation-error information such as category, subcategory, description, recommended action, severity,
timestamp, EEMI, problem, and recommended link for each error seen.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

show smartfabric validation-errors

None

None

EXEC

Use the command to view a list of topology validation errors with detailed description about each error.
This command is supported both in Full Switch and SmartFabric modes.

Supported on the MX9116n and MX5108n switches starting in release 10.5.0.1. Also available on SFS-
supported OS10 switches starting in release 10.5.0.3. For supported platforms, see SmartFabric Services
for leaf and spine.

NOTE: The show smartfabric validation-errors CLI command can be executed in any
IOM that is a part of the same cluster.

0S10# show smartfabric validation-errors

ErrorKey : d77d0133-£8c8-4cd7-82b5-83266e5361eb-ISL-
[ICL-3 REVERSE]-NotFound-Issue

MessagelD 3

Description : Unable to validate the SmartFabric because

the VLTi cable for link ICL-3 REVERSE is not connected as per
fabric design 2xMX9116n Fabric Switching Engines in same chassis.

EEMI : NFAB0012
Category : FABRIC ERROR
Subcategory : ISL ERROR
Severity : SEVERITY 1

Recommended Action:Make sure that the VLTi cables are connected
to the correct ports as per the selected fabric design.
Timestamp : 1587488570

Problem Link

SourceNode :HRAQ028
SourcelInterface :HRAQ0O028:ethernetl/1/38
DestinatioNode :HRAQ027

DestinationInterface:

Recommended Link

SourceNode :HRAQ028
Sourcelnterface :HRAQ0O028:ethernetl/1/38
DestinatioNode :HRAQO027

DestinationInterface:HRAQ027:ethernetl/1/38

ErrorKey : 8ca24343-¢c819-4d0b-abl2-2b9d99a36079-ISL-
[ICL-2 REVERSE]-NotFound-Issue
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MessagelD 8

Description : Unable to validate the SmartFabric because
the VLTi cable for link ICL-2 REVERSE is not connected as per
fabric design 2xMX5108n Ethernet Switches in same chassis.

EEMI : NFABOO12
Category : FABRIC_ERROR
Subcategory : ISL ERROR
Severity : SEVERITY 1

Recommended Action:Make sure that the VLTi cables are connected
to the correct ports as per the selected fabric design.

Timestamp : 1587490907

Problem Link
SourceNode :HRA0038
Sourcelnterface :HRA0038:ethernetl/1/9
DestinatioNode :HRAQO037

DestinationInterface:
Recommended Link

SourceNode :HRAQ038
SourcelInterface :HRA0038:ethernetl/1/9
DestinatioNode :HRAQ037

DestinationInterface:HRAO037:ethernetl/1/9

Supported 10.5.0.1 or later
Releases

show smartfabric discovered-server

Displays all discovered server information such as ID, model, slot, chassis model, and chassis service tag.

Syntax show smartfabric discovered-server
Parameters None
Default None

Command Mode EXEC

Usage Use this command to view the discovered server information when used. This command is supported in
Information both Full Switch and SmartFabric modes.
Example
MX5108N-Bl# show smartfabric discovered-server
Server-Id : 004YX20
Server-Model : PowerEdge MX740c
Server-Slot g 1
Chassis-Model : POWEREDGE MX7000
Chassis-Service-Tag : SKYOO02R
Server-1Id : 0002X20
Server-Model : PowerEdge MX740c
Server-Slot : 1
Chassis-Model : POWEREDGE MX7000
Chassis-Service-Tag : SKYO0044
Supported 10.5.1.0 or later

Releases

show smartfabric discovered-server discovered-server-interface

Displays all discovered server interfaces information such as the port ID and switch interfaces on which the server is onboarded
for each discovered server.

Syntax show smartfabric discovered-server discovered-server-interface server-id
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Parameters server-id — Enter a discovered server ID information.
Default None
Command Mode EXEC

Usage Use this command to view all discovered server interfaces for each server.
Information , ‘ . ) .
This command is supported in both Full Switch and SmartFabric modes.

Example
MX9116N-Bl# show smartfabric discovered-server discovered-server-
interface 00FWX
20
Nic-Id : Switch-Interface
NIC.Mezzanine.lA-1-1 3GB1lXC2:ethernetl/1/1
NIC.Mezzanine.lA-2-1 9A2HEM3:ethernetl/1/1
Supported 10.5.1.0 or later
Releases

show smartfabric configured-server

Displays all configured server profile information such as ID, model type, slot, chassis model and chassis service tag, bonding
technology, list of existing bond members, and if the server is discovered, configured and onboarded.

Syntax show smartfabric configured-server
Parameters None
Default None

Command Mode EXEC

Usage Use the command to view all configured server profile information.
Information
This command is supported in both Full Switch and SmartFabric modes.

Example
MX9116N-Bl# show smartfabric configured-server

Service-Tag : 00FWX20

Server-Model : PowerEdge MX740c
Chassis-Slot : 1

Chassis-Model : POWEREDGE MX7000
Chassis-Service-Tag : SKYO002L
Is-Discovered : TRUE

Is-Onboarded : TRUE

Is-Configured : TRUE

Ak hkhkkhhkhkhhAkhkhkhkhhkhkhkhkhhkkhkhhkhhkdhkhhhkhrdhhhkhkrkhhkhkhkhrhkhkhkhkhkkhhhhkdkhhhkkhkhxkxkxk
Bonding Technology : LACP

BondMembers:

Nic-Id : Switch-Interface
NIC.Mezzanine.lA-1-1 3GB1XC2:ethernetl/1/1
NIC.Mezzanine.lA-2-1 9A2HEM3:port-channell

Supported 10.5.1.0 or later
Releases
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show smartfabric configured-server configured-server-interface

Displays all the configured server interface profile information such as server ID, port ID, onboarded interface, whether the
server is discovered, configured, and onboarded, fabric ID, native VLAN, and network profiles associated with the server
interface profile and bandwidth partition configured for the server interface profile.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

show smartfabric configured-server configured-server-interface server-id

server-id — Enter a configured server ID information.

None

EXEC

Use this command to view all configured server interface profiles for each configured server profile.

This command is supported in both Full Switch and SmartFabric modes.

MX5108N-Bl# show smartfabric configured-server configured-server-

interface 004YX20

Port-Id
Onboard-Interface
Fabric-id
Is-Discovered
Is-Onboarded
Is-Configured
NicBonded
Native-vlan
Networks

Port-Id
Onboard-Interface
Fabric-id
Is-Discovered
Is-Onboarded
Is-Configured
NicBonded
Native-vlan
Networks

Port-Id
Onboard-Interface
Fabric-id
Is-Discovered
Is-Onboarded
Is-Configured
NicBonded
Native-vlan
Networks

Port-Id
Onboard-Interface
Fabric-id
Is-Discovered
Is-Onboarded
Is-Configured
NicBonded
Native-vlan
Networks

10.5.1.0 or later
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no-more

NIC.Mezzanine.1B-2-1

FALSE

FALSE

TRUE

FALSE

0
c56d6202-0ecl-4fcd-bl19-6abc761al268

NIC.Mezzanine.lA-2-1
1G86XC2:ethernetl/1/3

TRUE

FALSE

TRUE

FALSE

0
c56d6202-0ecl-4fcd-bl119-6abc761al268

NIC.Mezzanine.1B-1-1
2J86XC2:ethernetl/1/3

TRUE

FALSE

TRUE

FALSE

0
c56d6202-0ecl-4fcd-bl19-6abc761al268

NIC.Mezzanine.lA-1-1

FALSE

FALSE

TRUE

FALSE

0
c56d6202-0ecl-4fcd-b1l19-6abc761al268



SmartFabric Director

SmartFabric Director manages the switches in a data center with or without any virtual infrastructure. SmartFabric Director
provides a single view of operating, managing, and troubleshooting of physical and virtual networks.

SmartFabric Director features

Define, build, and maintain a Layer 2 or Layer 3 leaf-spine data center fabric (underlay).

Intent template-based provisioning underlay

Authoritative repository of intent and switch configuration and state

Fabric health management and monitoring including events, logs, alarms, states, and metrics (counters)
Operator-driven remediation

Full life-cycle management of switches including grouping of switches and scheduling of jobs

Uses Openconfig for provisioning and streaming telemetry of switches

For more information about SmartFabric Director, see Dell EMC SmartFabric Director User Guide.

Enable SmartFabric Director mode on a switch

To enable the SmartFabric Director mode in the switch, use switch-operating-mode command. For more information, see
switch-operating-mode.

Support for SmartFabric Director

SmartFabric Director uses gRPC Network Management Interface agent (QNMI) agent and lifecycle management to provision
and stream telemetry data for switches.

0S10 supports:

e gNMI agent that enables the telemetry agent to transmit pre-configured sensor groups data to the SmartFabric Director. For
more information about gNMI agent, see gNMI agent.

e Google Network Operating Interface (gNOI) APIs to enable lifecycle management using SmartFabric Director. For more
information, see Lifecycle management.

gRPC Network Management Interface agent

The gNMI agent, available with OS10 release 10.5.0.1 and later, provides a new interface to configure OS10 device. It uses gNMI
protocol and Openconfig Yang models to support Create, Read, Update and Delete (CRUD) operations, life-cycle management
through gNOI and configuration of streaming telemetry.

The gNMI agent listens to the SmartFabric director to receive remote configuration-change requests or upgrade and downgrade
instructions. As a part of these remote configuration changes, the gNMI agent enables the telemetry agent to transmit
pre-configured sensor groups data in the OpenConfig format to the SmartFabric director. For more information about pre-
configured sensor groups, see Configure telemetry.
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Set security profile to gNMI agent

Before establishing a connection to the gNMI client in SmartFabric director, set a valid application-specific security profile for
the gNMI agent. Also, configure an FQDN or an IP address for entry to the SmartFabric director server; assign client and CA
certificates. A user role in SmartFabric director with Super Admin privileges can be used to access the agent. The security
profile that is assigned to the gNMI agent must be pre-configured on the switch. The security profile is configured using the
crypto security-profile command.

To set a security profile for the gNMI agent, enter the following command in CONFIGURATION mode:

® 0S10(config)#gnmi-security-profile profile-name

Activate gNMI agent

To activate gNMI agent, set the switch-operating-mode to SmartFabric director mode.
®| NOTE: Changing the switch mode takes effect only after you reload the device.
To set the SmartFabric director mode, enter the following command in CONFIGURATION mode:

0S10# configure terminal
0S10 (config) # switch-operating-mode sfd

After running the command, the system displays:

Manual reboot required for this command to take effect. Continue (yes/no)?:yes
0S10 (config) # exit

0S10# write memory

0S10# reload

Proceed to reboot the system?
[confirm yes/no] :yes

When the gNMI agent is active, SmartFabric director establishes a connection with the agent using TLS verification and
username-password based authentication. After successful authentication, SmartFabric director gains access to the gNMI
agent. The gNMI client in SmartFabric director sends a set request to the gNMI agent.

The gNMI agent configures the telemetry agent parameters to stream telemetry data in the OpenConfig format.

@ NOTE: Only SmartFabric director user roles with Super Admin privileges can connect to the gNMI agent. All other user
roles are rejected. As a result, users roles that successfully pass authentication gain complete access to the system.

View switch mode

To determine whether the switch is operating in the SmartFabric director mode or not, you can view the current mode that the
switch is operating in.

To view the operating mode of the switch, enter the following command:

® O0S10# show switch-operating-mode.

0S10# show switch-operating-mode

Switch-Operating-Mode : SmartFabric director Mode

OpenConfig supported Telemetry data

The gNMI agent configures the telemetry agent to map the pre-configured sensor profiles to the OpenConfig format.

Following tables list the supported OpenConfig models:

Table 21. Openconfig device
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Table 21. Openconfig device

Sensor group
name

YANG container

oc-device

® openconfig-platform/components/component

® openconfig-network-instance/network-instances/network-instance

Table 22. Openconfig system

Sensor group
name

YANG container

oc-system

e openconfig-system/system

e openconfig-platform/components/component

Table 23. Openconfig environment

Sensor group
name

YANG container

oc-environment

openconfig-platform/components/component

Table 24. Openconfig interface

Sensor group
name

YANG container

oc-interface

openconfig-interfaces/interfaces/interface

Table 25. Openconfig buffer statistics

Sensor group
name

YANG container

oc-buffer

openconfig-gos/qgos/interfaces/interface

Table 26. Openconfig LAG distribution

Sensor group
name

YANG container

oc-lag

openconfig-interfaces/interfaces/interface

Table 27. Openconfig BGP statistics

Sensor group
name

YANG container

oc-bgp

openconfig-bgp/bgp/neighbors/neighbor

Table 28. Openconfig BFD

Sensor group
name

YANG container

oc-bfd

openconfig-bfd/bfd

Table 29. Openconfig LACP

Sensor group
name

YANG container

oc—-lacp

openconfig-lacp/lacp

Table 30. Openconfig LLDP

Sensor group
name

YANG container

oc-11dp

openconfig-11dp/11ldp
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Table 31. Openconfig STP

Sensor group YANG container
name
oc-stp openconfig-spanning-tree/stp

Table 32. Vendor UFD

name

Sensor group YANG container

oc-vendor-ufd ufd/uplink-state-group-stats/ufd-groups

Table 33. Vendor VXLAN

Sensor group YANG container

name

oc-vendor- vxlan/vxlan-state/remote-endpoint/stats
vxlan

Table 34. Openconfig VLAN

Sensor group YANG container
name
oc-vlan openconfig-interfaces/interfaces/interface

Table 35. Openconfig VRRP

Sensor group YANG container
name
oc-vrrp openconfig-interfaces/interfaces/interface/subinterfaces/subinterface

Lifecycle Management using SmartFabric Director

The lifecycle management using SmartFabric Director is available with OS10 release 10.5.0.1 and later. The gNMI agent also
processes image upgrade or downgrade requests from the SmartFabric Director server. SmartFabric Director can send these
requests to the gNMI agent using Google Network Operating Interface (gNOI) API calls.

The following tables describe the gNOI APIs that are supported:

Table 36. download_and_install API

APl Name

Description

download and inst
all

Downloads the OS10 binary image from the specified image-url path location. The following image-
url paths are supported:

e Remote FTP server
e Remote HTTP or HTTPS server
e Remote TFTP file system

After you download the OS10 binary image, the gNMI agent installs the image at specified location
based on the image type. For example, if the image type is OS10 NOS, the agent installs the image
on the standby partition of the flash drive. If the image download or install operation fails, the
system sends an appropriate error message. As a reboot is not required, this remote image-install
process does not affect the current service.

@ NOTE: This remote upgrade or downgrade capability is supported only for the OS10 binary
images. Firmware upgrades including ONIE, CLPD, and FPGA are not be supported.

Table 37. activate API
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Table 37. activate A

Pl

APl Name

Description

activate

Activates the newly installed OS10 image.

Activation is a two stage process. In the first stage, the boot partition is set to standby for
subsequent boot cycles. In the second stage, a system reload is issued to boot the newly installed
0S10 image from the standby partition. The activate-image operation requires a system reload. As a
result, the current services are affected.

Table 38. cancel_up

grade API

APl Name

Description

cancel upgrade

Cancels an active OS10 image download process.

The cancel_upgrade process uses a best effort mechanism that attempts to cancel an active image
file download. This operation cancels the image file transfer and the upgrade operation is terminated.
The image installation process starts immediately after the image file transfer is complete. As a result,
the cancel upgrade operation cannot stop an installation that is already in progress.

Table 39. get_upgrade_status API

APl Name

Description

get upgrade_ stat
us

Monitors status of the image file transfer and installation operations.
This operation returns the following details to the SmartFabric Director server:

File transfer state

Transfer progress percentage
Image installation state

File transfer progress

File size

File transfer bytes

File transfer rate

Transfer task end time
Transfer task start time
Transfer task state download
Transfer task detail
Installation global state
Install task end time

Install task start time

Install task state

Install task state detail

SmartFabric Director commands

switch-operating-mode

Sets the operating mode of the switch to the SmartFabric Director mode.

Syntax switch-operating-mode Full-Switch
Parameters Full-Switch — Sets the operating mode to Full-Switch.
Default Not configured

Command mode CONFIGURATION Mode

Usage None.

information
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Example

Supported
releases

0S10 (config)# switch-operating-mode Full-Switch

10.4.3.0 or later

gnmi-security-profile

Set the security profile for the gNMI agent.

Syntax
Parameters
Default
Command mode

Usage

information

Example

Supported
releases

gnmi-security-profile profile-name
profile-name — Enter the name of the security profile to be associated with the gNMI agent.
Not configured

CONFIGURATION

Before establishing a connection to the gNMI agent, set a valid application-specific security profile for the
gNMI agent. Also, configure a FQDN or an IP address for entry to the SmartFabric Director server, assign
client and CA certificates, and assign the syatem Admin privileges to the user role that is used to access

the agent. The security profile is configured on the switch using the crypto security-profile
command.

0510 (config) # gnmi-security-profile gnmi sec profile

10.5.0.1 or later

show switch-operating-mode

View the operating mode of the switch.

Syntax
Parameters
Default
Command mode

Usage
information

Example

Supported
releases

show switch-operating-mode
None

Not configured

EXEC

Some OS10 switches operate in both Full Switch and SmartFabric modes. For PowerEdge MX Ethernet
|70 modules, see Operating modes. This command is updated to display the SmartFabric Director
operating mode starting in release 10.5.0.1.

0S10# show switch-operating-mode
Switch-Operating-Mode : SmartFabric Director Mode

10.4.0E(R3S) or later

show sfd status

Displays the status corresponding to the SmartFabric Director.

Syntax
Default
Command mode

Usage
information

show sfd status
Display the controller IP address and the port status of the SmartFabric Director.
EXEC

None.
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Examples
0S10# show sfd status
Controller IP

Port Status
10.14.8.102 8443 active
0S10#

Supported 10.5.0.3 or later

releases
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System banners

User session
management

Telnet server

Simple Network
Management
Protocol

System clock

Network Time
Protocol

Dynamic Host
Configuration
Protocol

System management

Provides information to configure a system login and message of the day (MOTD) text banners, see
System banners.

Provides information to manage the active user sessions, see User session management.

Provides information to set up Telnet TCP/IP connections on the switch, see Telnet server. To set up
secure, encrypted the secure shell (SSH) connections to the switch, see SSH server.

Provides a message format for communication between Simple Network Management Protocol (SNMP)
managers and agents. SNMP provides a standardized framework and common language for network
monitoring and device management, see Simple Network Management Protocol.

Provides information to set the system time, see System clock.

Provides information to synchronize timekeeping between time servers and clients, see NetworkTime
Protocol.

Provides information to dynamically assign IP addresses and other configuration parameters to network
hosts based on policies, see Dynamic Host Configuration Protocol.

For information about how to set up a management network that is separate from your production network, see Management
Networks for Dell EMC Networking.

System banners

You can configure a system login and message of the day (MOTD) text banners. The system login banner displays before you
log in. The MOTD banner displays immediately after a successful login. You can also reset the banner text to the Dell EMC
default banner or disable the banner display.

Login banner

Configure a login banner that displays before you log in to the switch. Enter any single delimiter character to specify the start
and end of the text banner.

Enable a login banner in CONFIGURATION mode using the following steps:

1. Enter the banner login command with a single delimiter character and press Enter.

banner login delimiter Enter

2. Enter each line of text and press Enter.

You can enter a maximum of 4096 characters and there is no limit to the number of lines.

banner-text <Enter>
banner-text <Enter>
banner-text <Enter>

3. Complete the login banner configuration by entering a line that contains only the delimiter character.

delimiter

Configure the login banner

0S10# configure terminal
0S10 (config) # banner login %
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DellEMC S4148U-ON login
Enter your username and password

°

To delete a login banner and reset it to the Dell EMC default banner, use the no banner login command. To disable the
configured login banner, use the banner login disable command.

Message of the day banner

Configure a message of the day (MOTD) banner that displays after you log in. Enter any single delimiter character to start and
end the MOTD banner.

Enable the MOTD banner using the following steps:

e Enter the banner motd command with a single delimiter character and press Enter.

banner motd delimiter <Enter>

e Enter each line of text and press Enter.

You can enter a maximum of 4096 characters and there is no limit to the number of lines.

banner-text <Enter>
banner-text <Enter>
banner-text <Enter>

e Complete the banner configuration by entering a line that contains only the delimiter character.

delimiter
Configure a MOTD banner

0S10# configure terminal
0S10 (config) # banner motd %
DellEMC S4148U-ON

Today's tip: Press tab or spacebar for command completion.
Have a nice day!

o

o

To delete a MOTD banner and reset it to the Dell EMC default MOTD banner, use the no banner motd command. To disable
the configured MOTD banner, use the banner motd disable command.

System banner commands

banner login

Configures a login banner that displays before you log in to the system.

Syntax

banner login delimiter <Enter>

banner-text <Enter>

banner-text <Enter>

<Enter>

delimiter

Parameters e delimiter — Enter any single delimiter character to specify the start and end of the text banner.
e banner-text — Enter the banner text, which is a maximum of 4096 characters. There is no limit to
the number of lines.

Default Dell EMC default banner is displayed before you log in.

Command Mode CONFIGURATION
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Usage e To enter a multiline banner text, use the interactive mode. Enter the command with the delimiter
Information character and press Enter. Then enter each line and press Enter. Complete the banner configuration
by entering a line that contains only the delimiter character.
e To delete a login banner and reset it to the Dell EMC default banner, use the no banner login
command. To disable the configured login banner, use the banner login disable command.

Example
0S10 (config) # banner login %
Welcome to DellEMC Z9100-ON
Enter your username and password

Supported 10.4.1.0 or later

Releases

banner motd

Configures a multiline MOTD banner that displays after you log in.

Syntax

banner motd delimiter <Enter>

banner-text <Enter>

banner-text <Enter>

<Enter>

delimiter

Parameters e delimiter — Enter any single delimiter character to specify the start and end of the text banner.
e banner-text — Enter the banner text, which is a maximum of 4096 characters. There is no limit on
the number of lines.
Default Dell EMC default MOTD banner is displayed after you log in.
Command Mode CONFIGURATION
Usage e Enter the command with the delimiter character and press Enter. Then enter each line and press
Information Enter. Complete the banner configuration by entering a line that contains only the delimiter character.
e To delete a login banner and reset it to the Dell EMC default banner, use the no banner motd
command. To disable the configured MOTD banner, use the banner motd disable command.

Example

0S10 (config) # banner motd %

DellEMC S4148U-ON

Today's tip: Press tab or spacebar for command completion.

Have a nice day!
Supported 10.4.1.0 or later
releases

User session management

You can manage the active user sessions using the following commands:

e Configure the timeout for all the active user sessions using the exec-timeout timeout-value command in the

CONFIGURATION mode.
e (Clear any user session using the kill-session session-IDcommand in the EXEC mode. You cannot clear your

currently logged-in session.
e View the active user sessions using the show sessions command in the EXEC mode.

Configure timeout for user sessions

0S10 (config)# exec-timeout 300
0S10 (config) #
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Clear user session
O0S10# kill-session 3
View active user sessions

0S10# show sessions

Current session's operation mode: Non-transaction

239/
:407
:1827
:5572

Session-ID User In-rpcs In-bad-rpcs Out-rpc-err Out-notify Login-time
Lock
3 snmp _user 114 0 0 0 2017-07-10T23:
4 snmp_user 57 0 0 0 2017-07-10T23:
6 admin 17 0 0 4 2017-07-12T03:
=Y admin 10 0 0 0 2017-07-12T04:
O0S10#

The asterisk (*) in the Session-ID column indicates the current OS10 session.

User session management commands

exec-timeout

Configures a timeout value for all the user sessions.

Syntax exec-timeout timeout-value
Parameters timeout-value — Enter the timeout value in seconds, from O to 3600.
Default Not configured

Command Mode CONFIGURATION

Usage The no version of this command disables the timeout.
Information
Example
0S10 (config)# exec-timeout 300
0S10 (config) #
Supported 10.3.1E or later
Releases
kill-session

Terminates a user session.

Syntax kill-session session-ID
Parameters session-ID — Enter the user session ID.
Default Not configured

Command Mode EXEC

Usage None
Information

Example

0S10# kill-session 3
Supported 10.3.1E or later
Releases
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show sessions

Displays the active management sessions.

Syntax show sessions
Parameters None
Default Not configured

Command Mode EXEC

Usage Use this command to view information about the active user management sessions.
Information
Example )
0S10# show sessions
Current session's operation mode: Non-transaction
Session-ID User In-rpcs In-bad-rpcs Out-rpc-err Out-notify Login-time Lock
3 snmp_user 114 0 0 0 2017-07-10T23:58:39Z
4 snmp_user 57 0 0 0 2017-07-10T23:58:40%Z
6 admin 17 0 0 4 2017-07-12T03:55:18%
=Y admin 10 0 0 0 2017-07-12T04:42:55%Z
0S10#
Supported 10.3.1E or later
Releases

Telnet server

To allow Telnet TCP/IP connections to an OS10 switch, enable the Telnet server. The OS10 Telnet server uses the Debian
telnetd package. By default, the Telnet server is disabled.

When you enable the Telnet server, connect to the switch using the IP address configured on the management or any
front-panel port. The Telnet server configuration is persistent and is maintained after you reload the switch. To verify the Telnet
server configuration, enter the show running-configuration command.

NOTE: Dell EMC Networking recommends using SSH for secure, encrypted connections to the switch. SSH is enabled by
default. To set up SSH connections, see SSH server.

Enable the Telnet server
0S10 (config)# ip telnet server enable
Disable the Telnet server
0S10 (config)# no ip telnet server enable
By default, the Telnet server is reachable on the default virtual routing and forwarding (VRF) instance if the Telnet server
is enabled. To configure the Telnet server to be reachable on the management VRF, use the ip telnet server vrf

management command. To configure the Tellnet server to be reachable on a non-default VRF instance, use the ip telnet
server vrf vrf-name command.

Configure a Telnet server on the management VRF

0S10 (config)# ip telnet server vrf management
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Telnet commands

ip telnet server enable

Enables Telnet TCP/IP connections to an OS10 switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Example
(disable)

Supported
Releases

ip telnet server enable
None

Disabled

CONFIGURATION

By default, the Telnet server is disabled. When you enable the Telnet server, use the IP address
configured on the management or any front-panel port to connect to an OS10 switch. After you reload
the switch, the Telnet server configuration is maintained. To verify the Telnet server configuration, use
the show running-configuration command.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.

0S10 (config)# ip telnet server enable

0S10 (config) # no ip telnet server enable

10.4.0E(R1) or later

ip telnet server vrf

Configures the Telnet server for the management or non-default VRF instance.

Syntax

Parameters

Default
Command Mode

Usage
Information

Example

Supported
Releases

ip telnet server vrf {management | vrf vrf-name}

e management — Configures the management VRF used to reach the Telnet server.

e vrf vrf-name — Enter the keyword vrf followed by the name of the VRF to configure the
non-default VRF instance used to reach the Telnet server.

If the Telnet server is enabled, the Telnet server is reachable on the default VRF.
CONFIGURATION

By default, the Telnet server is disabled. To enable the Telnet server, use the telnet enable
command.

0S10 (config)# ip telnet server vrf management
0S10 (config)# ip telnet server vrf vrf-blue

10.4.0E(R1) or later

Simple Network Management Protocol

Network management stations use simple network management protocol (SNMP) to retrieve and modify software
configurations for managed objects on an agent in network devices. A managed object is a datum of management information.

The SNMP agent in a managed device maintains the data for managed objects in management information bases (MIBs).

Managed objects are identified by their object identifiers (OIDs). A remote SNMP agent performs an SNMP walk on the OIDs

stored in MIBs on the local switch to view and retrieve information.
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0S10 supports standard and private SNMP MIBs, including all get requests. MIBs are hierarchically structured and use object
identifiers to access managed objects. For a list of MIBs supported in the OS10 version running on a switch, see the OS10
Release Notes for the release.

0S10 supports different security models and levels in SNMP communication between SNMP managers and agents. Each
security model refers to an SNMP version used in SNMP messages. SNMP versions provide different levels of security, such as
user authentication and message encryption.

@l NOTE: OS10 does not support SNMP SET operations.

SNMP security models and levels

0810 supports SNMP security models v1, v2¢, and v3. The supported security levels are no authentication, authentication, and
privacy.
You specify the SNMP security model and level when you configure SNMP groups and users. Each security model corresponds
to an SNMP version that provides different security levels:
e SNMPV1 provides no user authentication or privacy protection (encryption). SNMP messages are sent in plain text.
e SNMPv2c provides no user authentication or encryption. SNMP messages are sent in plain text.
e SNMPV3 provides user-configured security levels for user authentication and encryption of SNMP messages:
o No user password or message encryption
o User authentication only
o User authentication and message encryption

MIBs

0S10 supports the following standard and Dell EMC enterprise MIBs.
MIBs are stored in the /opt/dell/0s10/snmp/mibs/ directory.

Table 40. Standards MIBs

Module Standard
BRIDGE-MIB IEEE 802.1D
ENTITY-MIB RFC 6933
EtherLike-MIB RFC 3635
HOST-RESOURCES-MIB RFC 2790
IEEE8021-PFC-MIB |[EEE 802.1Qbb
IEEE8023-LAG-MIB IEEE 802.3ad
IF-MIB RFC 2863
IP-FORWARD-MIB RFC 4292
IP-MIB RFC 4293
LLDP-EXT-DOT1-MIB IEEE 802.1AB
LLDP-EXT-DOT3-MIB IEEE 802.1AB
LLDP-MIB IEEE 802.1AB
OSPF-MIB RFC 4750
OSPFV3-MIB RFC 5643
Q-BRIDGE-MIB IEEE 802.1Q
RFC1213-MIB RFC 1213
SFLOW-MIB RFC 3176
SNMP-FRAMEWORK-MIB RFC 3411
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Table 40. Standards MIBs

Module Standard
SNMP-MPD-MIB RFC 3412
SNMP-NOTIFICATION-MIB RFC 3413
SNMP-TARGET-MIB RFC 3413
SNMP-USER-BASED-SM-MIB RFC 3414
SNMP-VIEW-BASED-ACM-MIB RFC 3415
SNMPv2-MIB RFC 3418
TCP-MIB RFC 4022
UDP-MIB RFC 4113

Table 41. Dell EMC Enterprise MIBs

Module Description
DELLEMC-0S10-BGP4V2-MIB 0810 BGPv2 implementations
DELLEMC-0S10-CHASSIS-MIB 0S10 chassis implementations

DELLEMC-0S10-PRODUCTS-MIB 0S10 platform product definitions

DELLEMC-0OS10-SMI-MIB 0S10 SMI implementations

DELLEMC-0OS10-TC-MIB 0S10 networking equipment textual convention

@ NOTE: To monitor BGP, OS10 supports the Dell EMC proprietary MIB, DELLEMC-0S10-BGP4V2-MIB.mib. OS10
returns a No such object message when you use the standard BGP4-MIB with OID 1.3.6.1.2.1.15. Use OID
1.3.6.1.4.1.674.11000.5000.200.1.1 for BGP-related MIB objects.

SNMPv3

SNMP version 3 (SNMPv3) provides an enhanced security model for user authentication and SNMP message encryption. User
authentication requires that SNMP packets come from an authorized source. Message encryption ensures that packet contents
cannot be viewed by an unauthorized source.

To configure SNMPVv3-specific security settings — user authentication and message encryption — use the snmp-server
user command. You can generate localized keys with enhanced security for authentication and privacy (encryption) passwords.

SNMP engine ID

An engine ID identifies the SNMP entity that serves as the local agent on the switch. The engine ID is an octet colon-separated
number; for example, 00:00:17:8B:02:00:00:01.

When you configure an SNMPv3 user, you can specify that a localized authentication and/or privacy key be generated. The
localized password keys are generated using the engine ID of the switch. A localized key is more complex and provides greater
privacy protection.

The engine ID used to generate the password keys is unique to the switch. For this reason, you cannot copy and use localized
SNMP security passwords on another switch.

SNMP groups and users

A member of an SNMP group that accesses the local SNMP agent is known as an SNMP user. An SNMP user on a remote
device is identified by an IP address and UDP port from which the user accesses the local agent.

In OS10, users are assigned SNMP access privielges according to the group they belong to. You configure each group for access
to SNMP MIB tree views.
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SNMP views

In OS10, you configure views for each security model and level in an SNMP user group. Each type of view specifies the object
ID (OID) in the MIB tree hierarchy at which the view starts. You can also specify whether the rest of the MIB tree structure is
included or excluded from the view.

e A read view provides read-only access to the specified OID tree.

e A write view provides read-write access to the specified OID tree.

e A notify view allows SNMP notifications (traps and informs) from the specified OID tree to be sent to other members of the
group.

Configure SNMP

To set up communication with SNMP agents in your network:

e Configure the read-only, read-write, and notify access for SNMP groups.

e Configure groups with SNMP views for specified SNMP versions (security models).

e Assign users to groups and configure SNMPv3-specific authentication and encryption settings, and optionally, localized
security keys and ACL-based access.

Configuring SNMP consists of these tasks in any order:
e Configure SNMP engine ID

e Configure SNMP views

e Configure SNMP groups

e Configure SNMP users

Configure SNMP engine ID

The engine ID identifies the SNMP local agent on a switch. The engine ID is an octet colon-separated number; for example,
80:00:02:08:04:61:62:63.

The local engine ID is used to create a localized authentication and/or privacy key for greater security in SNMPv3 messages.
You generate a localized authentication and/or privacy key when you configure an SNMPv3 user.

Configure a remote device and its engine ID to allow a remote user to query the local SNMP agent. The remote engine ID is
included in the query and used to generate the authentication and privacy password keys to access the local agent. If you do not
configure the remote engine ID, remote users' attempts to access the local agent fail.

@ NOTE: Create a remote engine ID with the snmp-server engineID command before you configure a remote user with
the snmp-server user command. If you change the configured engine ID for a remote device, you must reconfigure the
authentication and privacy passwords for all remote users associated with the remote engine ID.

snmp-server enginelID [local engineID] [remote ip-address {[udp-port port-number] remote-
enginelID}]

To display the localized authentication and privacy keys in an SNMPv3 user configuration, use the show snmp engineID
local command.

Configure SNMP enginelD
0S10 (config) # snmp-server engineID local 80:00:02:08:04:61:62:63
Display SNMP enginelD

0S10# show snmp engineID local
Local default SNMP engineID: 0x800002a2036c2b59fbd8al

Configure SNMP views

Configure a read-only, read-write, or notify view of the MIB tree structure in the SNMP agent on the switch.
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The oid-tree value specifies the OID in the MIB tree hierarchy at which a view starts. Enter included or excluded to
include or exclude the rest of the sub-tree MIB contents in the view. If necessary, re-enter the command to exclude tree entries
in the included content.

snmp-server view view-name oid-tree [included | excluded]
Configure read-only view

0S10 (config) # snmp-server view readonly 1.3.6.1.2.1.31.1.1.1.6 included

Configure read-write view

0S10 (config) # snmp-server view rwView 1.3.6.1.2.1.31.1.1.1.6 included
0S10 (config) # snmp-server view rwView 1.3.6.1.2.1.31.0.0.0.0 excluded

Display SNMP views

0S10# show snmp view

view name : readview
OID : 1.3.6.5
excluded : True

Configure SNMP groups
Configure an SNMP group with the views allowed for the members of the group. Specify the read-only, read-write, and/or
notification access to the SNMP agent.

The security model corresponds to the SNMP version that users use to send and receive SNMP messages. The security level
configures SNMPv3 user authentication and privacy settings:

e auth — Authenticate users in SNMP messages.
e noauth — Do not authenticate users or encrypt SNMP messages; send messages in plain text.
e priv — Authenticate users and encrypt/decrypt SNMP messages.

Enter an ACL to limit user access so that only messages from and to ACL-allowed users are received and sent from the SNMP
agent on the switch.

snmp-server group group-name {vl | v2c | v3 security-level} [access acl-name]
[read view-name] [write view-name] [notify view-name]

To configure a view of the MIB tree on the SNMP agent, use the snmp-server view command.
To configure an SNMPv3 user's authentication and privacy settings, use the snmp-server user command.
To display the configured SNMP groups, use the show snmp group command.

Configure SNMPv1 or v2c group
0S10 (config) # snmp-server group v2group 2c read readview notify GetsSets
Configure SNMPv3 group

0S10 (config) # snmp-server group v3group 3 priv read readview write writeview notify
alltraps

Display SNMP groups

0S10# show snmp group

groupname : v2group
version : 2c
notifyview : GetsSets
readview : readview
groupname : v3group
version HEC]
security level : priv
notifyview : alltraps
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readview : readview
writeview . writeview

Configure SNMP users

Configure user access to the SNMP agent on the switch using group membership. Assign each user to a group and configure
SNMPv3-specific authentication and encryption settings, and optionally, localized security keys and ACL-based access. Re-
enter the command multiple times to configure SNMP security settings for all users.

snmp-server user user-name group-name security-model [[noauth | auth {md5 | sha} auth-
password]

[priv {des | aes}]] [localized] [access acl-name] [remote ip-address udp-port port-
number] ]

The group to which a user is assigned determines the user's access privilege. To configure a group's access privilege — read,
write, and notify — to the switch, use the snmp-server group command. The security model for SNMPv3 provides the
strongest security with user authentication and packet encryption.

No default values exist for SNMPv3 authentication and privacy algorithms and passwords. If you forget a password, you
cannot recover it — you must reconfigure the user. You can specify either a plain-text password or an encrypted cypher-text
password. In either case, the password stores in the configuration in encrypted form and displays as encrypted in the show
running-config snmp output.

A localized authentication or privacy key is more complex and provides greater privacy protection. Localized keys are generated
using the engine ID of the switch. For this reason, you cannot use the localized SNMP security passwords in the configuration
file on another switch. For more information, see Configure SNMP engine ID. To display the localized authentication and privacy
keys in an SNMPv3 user configuration, use the show running-configuration snmp command.

To limit user access to the SNMP agent on the switch, enter an access acl-name value. In IPv6 ACLs, SNMP supports only
IPv6 and UDP types. TCP, ICMP, and port rules are not supported.

To display the configured SNMP users, use the show snmp user command.

Configure SNMPv1 or v2c users
0510 (config) # snmp-server user adminl netadmingroup 2c acl acl AdminOnly
Configure SNMPv3 users

0510 (config) # snmp-server user privuser v3group 3 encrypted auth
md59£c53d9d908118b2804fe80e3ba8763d priv des56 d0452401a8c3ce42804fe80e3ba8763d

0S10 (config) # snmp-server user n3user ngroup remote 172.31.1.3 udp-port 5009 3 auth mdb
authpasswd

Display SNMP users

0S10# show snmp user

User name : privuser
Group : v3group
Version 3 3
Authentication Protocol : MD5
Privacy Protocol : AES

Generate SNMPv3 localized keys

The user-based security model in SNMP v3 offers strong authentication and encryption using the following algorithms:

e Authentication algorithms—MD5 and SHA
e Encryption algorithms—DES and AES-128

While configuring SNMP users, instead of using plain text passwords, you can use localized keys that are encrypted using
authentication and encryption algorithms. To generate the localized keys, use the Snmpkey utility in Linux. Ensure that you have
the following packages installed in the Linux server to generate the localized keys:

e libnet-snmp-perl
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e libcrypt-des-perl
e libdigest-hmac-perl
e libcrypt-rijndael-perl

Use the following command to generate the localized keys that you can use when configuring a user:
snmpkey {md5 | sha} authpassword engineID [des | 3des | aes] privpassword
where authpassword is the password that you specify for the authentication protocol, enginelD is the local enginelD, and

privpassword is the password that you specify for the privacy protocol.

Use the show snmp engineID local command to view the local enginelD.

0S10# show snmp engineID local

Local default SNMP engineID: 0x800002a2036c2b59fbd8al
Enter the following command on the Linux server where you have the Snmpkey utility installed:

snmpkey md5 testauthpasswd 0x800002a2036c2b59fbd8al des testprivpasswd
authKey: Oxaabbb0eb6e6a9f036dc548e4ad9405£f8
privKey: Oxaabbb0eb6e6a9f036dc548e4ad9%9405£8

The system generates the authentication and privacy keys.

Use the localized keys while configuring the SNMP user.

0S10 (config) # snmp-server user user3 Group3 3 localized auth md5
Oxaabbbl0eb6e6a9f036dc548e4ad9405f8 priv des 0Oxaabbbleb6e6a9f036dc548e4ad9405£8

Configure SNMP traps

The SNMP agent sends notification of events to the management station using unsolicited SNMP messages called SNMP traps.
SNMP traps optimize the use of network resources.

SNMP version 1 and version 2C traps can coexist with version 3 traps. SNMP versions 1 and 2C use the trap category for
access control. SNMP version 3 traps are associated to SNMP users with a given authentication level.

Configure SNMP traps on the OS10 switch for it to send notifications to the management station.

snmp-server host {ipv4-address | ipvé-address} {informs version version-number | traps
version version-number | version version-number} [snmpv3-security-level] [community-name]
[udp-port port-number] [dom | entity | envmon | 1lldp | snmp]

Configure SNMP v1 or v2C traps

0S10 (config) # snmp-server host 10.11.73.110 traps version 2c comm2c lldp snmp
Configure SNMP v3 traps

0S10 (config) # snmp-server group Group3 3 priv notify NOTIFY
0S10 (config)# snmp-server user User3 Group3 3 auth md5 testpasswd priv aes testprivpasswd
0S10 (config) # snmp-server host 10.11.56.46 version 3 priv User3

Configure SNMP informs

The SNMP agent sends notification of events to and receives an acknowledgment from the network management station
(NMS), also called as the remote SNMP server. Such notifications that receive an SNMP response from the NMS are called
informs. Informs are more reliable than traps. If an SNMP agent does not receive an acknowledgment, it resends the inform, up
to a maximum of three retries.

Configure the engine ID of the remote SNMP server to receive an acknowledgment.

snmp-server host {ipv4-address | ipvé-address} {informs version version-number | traps
version version-number | version version-number} [snmpv3-security-level] [community-name]
[udp-port port-number] [dom | entity | envmon | 1lldp | snmp]
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Configure SNMP v3 informs

0S10 (config) # snmp-server group Group3 3 priv notify NOTIFY

0S10 (config) # snmp-server engineID remote 10.1.1.1 0x80000232334abc34d

0S10 (config) # snmp-server user rem-user Group3 remote 10.1.1.1 udp-port 162 3 auth md5
testpasswd priv des testprivpasswd

0S10 (config) # snmp-server host 10.11.5.1 informs version 3 priv rem-user

SNMP commands

show snmp community

Displays the SNMP communities configured on the switch.

Syntax show snmp community
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP community, use the snmp-server community command.
Information

Example
0S10# show snmp community
Community : public
Access : read-only
Community : dell0OS10
Access : read-write
ACL : dellacl

Supported 10.4.2.0 or later

Releases

show snmp enginelD

Displays the SNMP engine ID on the switch or on remote devices that access the SNMP agent on the switch.
Syntax show snmp engineID {local | remote}

Parameters e local — Display the local engine ID.
e remote — Display the SNMP engine ID of remote devices configured on the switch.

Defaults None

Command Mode EXEC

Usage To configure the local engine ID or the engine ID for a remote device, use the snmp-server enginelID
Information command.
Example

0S10# show snmp engineID remote

Remote Engine ID IP-addr Port

0x0712 1.1.1.1 23

0S10# show snmp engineID local
Local default SNMP engineID: 0x80001£880390bllcfdabe?

Supported 10.4.2.0 or later
Releases
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show snmp group

Displays the SNMP groups configured on the switch, including SNMP views and security models.

Syntax show snmp group
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP group, use the snmp-server group command.
Information

Example
0S10# show snmp group
groupname : v2group
version : 2c
notifyview : GetsSets
readview : readview
groupname : v3group
version 3 3
security level : priv
notifyview : alltraps
readview : readview
writeview : writeview

Supported 10.4.2.0 or later

Releases

show snmp user

Displays the users configured to access the SNMP agent on the switch, including the SNMP group and security model.

Syntax show snmp user
Parameters None
Defaults None

Command Mode EXEC

Usage To configure an SNMP user, use the snmp-server user command.
Information
Example
0S10# show snmp user
User name : privuser
Group : v3group
Version HEC]
Authentication Protocol : MD5
Privacy Protocol : AES
Supported 10.4.2.0 or later

Releases

show snmp view

Displays the SNMP views configured on the switch, including the SNMP object ID at which the view starts.

Syntax show snmp view
Parameters None
Defaults None

Command Mode EXEC
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Usage
Information

Example

Supported
Releases

Use the show snmp view command to verify the OID starting point for SNMP views in MIB trees. To
configure an SNMP view, use the snmp-server view command.

0S10# show snmp view

view name : readview
OID : 1.3.6.5
excluded : True

10.4.2.0 or later

snmp-server community

Configures an SNMP user community.

Syntax

Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server community name {ro | rw} [acl acl-name]

e community name — Set the community name string to act as a password for SNMPv1 and
SNMPv2c access. A maximum of 20 alphanumeric characters.

e ro — Setread-only access for the SNMP community.

e rw — Set read-write access for the SNMP community.

e acl acl-name — Enter an existing IPv4 ACL name to limit SNMP access in the SNMP community.

An SNMP community has read-only access.
CONFIGURATION

The SNMPv1 and SNMPv2c security models use a community-based form of security. Use this command
to configure read-only or read-write access for an SNMP community name. The configured community
text string is used for SNMPv1 and SNMPv2c user authentication.

To display the SNMP communities on the switch, use the show snmp community command.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0E(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.1.

The no version of the command removes the configured community text string.

0S10 (config) # snmp-server community admin rw
0S10 (config)# snmp-server community public ro acl snmp-read-only-acl

10.2.0E or later

snmp-server contact

Configures contact information for troubleshooting the local SNMP switch.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server contact text

text — Enter an alphanumeric text string. A maximum of 55 characters.
The SNMP server contact is support.

CONFIGURATION

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0E(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.1.

The no version of this command resets the SNMP server contact to the default value.
0S10 (config) # snmp-server contact administrator

10.2.0E or later
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snmp-server enable traps

Enables SNMP traps on a switch.
Syntax snmp-server enable traps [notification-typel [notification-option]

Parameters e notification-type notification-option — Enter an SNMP notification type, and
optionally, a notification option for the type.

Table 42. Notification types and options

Notification type Notification option

entity — Enable entity change None

traps.

envmon — Enable SNMP o fan — Enable fan traps.

environmental monitor traps. o power-supply — Enable power-supply traps.

o temperature — Enable temperature traps.

11dp — Enable LLDP state change o rem-tables-change — Enable the
traps. lldpRemTablesChange trap.

snmp — Enable SNMP traps. o authentication — Enable authentication traps.

o coldstart — Enable coldstart traps when you
power on the switch and the SNMP agent initializes.

o linkdown — Enable link-down traps.

o linkup — Enable link-up traps.

o warmstart — Enable warmstart traps when the
switch reloads and the SNMP agent reinitializes.

Defaults Not configured

Command Mode CONFIGURATION

Usage . If you do not enter anotification-type or notification-option parameter with command,
Information all traps are enabled. If you enter only a notification-type, all notification-option traps
associated with the type are enabled.

To enable specific SNMP trap types, re-enter the command multiple times with different notification
types and options.

To configure a host to receive SNMP notifications, use the snmp-server host command.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.1.0. Also
supported in SmartFabric mode starting in release 10.5.0.1.

The no version of the command disables SNMP traps on the switch.

Example
0S10 (config) # snmp-server enable traps envmon fan
0S10 (config) # snmp-server enable traps envmon power-supply
0S10 (config) # snmp-server enable traps snmp
0S10 (config) # no snmp-server enable traps snmp
Supported 10.4.1.0 or later
Releases

snmp-server enginelD

Configures the local and remote SNMP engine IDs.

Syntax snmp-server enginelID [local engineID] [remote ip-address {[udp-port port-
number] remote-enginelID}]
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Parameters

Defaults
Command Mode

Usage
Information

Example

Supported
Releases

e local engineID — Enter the engine ID that identifies the local SNMP agent on the switch as an
octet colon-separated number. A maximum of 27 characters.

e remote ip-address — Enter the IPv4 or IPv6 address of a remote SNMP device that accesses
the local SNMP agent.

e udp-port port-number — Enter the UDP port number on the remote device, from 0 to 65535.

e remote-engineID — Enter the engine ID that identifies the SNMP agent on a remote device, 0x
then by a hexadecimal string).

The local engine ID is generates using the MAC address of the management Ethernet interface.

CONFIGURATION

The local engine ID generates the localized keys for the authentication and privilege passwords. These
passwords authenticate SNMP users and encrypt SNMP messages. If you reconfigure the local Engine ID,
the localized keys also change. The existing values are no longer valid, and a warning message displays. As
a result, you must reconfigure SNMP users with new localized password keys.

In addition, if you change the configured engine ID for a remote device, you must reconfigure the
authentication and privacy passwords for the remote user.

To display the current local engine ID, use the show snmp engineID local command.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.2.0. Also
supported in SmartFabric mode starting in release 10.5.0.1.

The no version of this command resets the default engine ID values.

0S10 (config) # snmp-server enginelID local 80:00:02:08:04:61:62:63

0S10 (config) # snmp-server engineID local 80:00:02:08:04:61:62:63
% Warning: Localized passwords need to be regenerated for local user.

0510 (config)# snmp-server enginelID remote 1.1.1.1 Oxaaffcc

0S10 (config) # snmp-server engineID remote 1.1.1.2 udp-port 432 Oxabeecc

10.4.2.0 or later

snmp-server group

Configures the views allowed for the users in an SNMP group.

Syntax

Parameters

snmp-server group group-name {vl | v2c | v3 security-level} [access acl-
name] [read view-name] [write view-name] [notify view-name]

group-name — Enter the name of the group. A maximum of 32 alphanumeric characters.

e v1 — SNMPv1 provides no user authentication or privacy protection. SNMP messages are sent in
plain text.

e v2c — SNMPv2c provides no user authentication or privacy protection. SNMP messages are sent in
plain text.

e v3 security-level — SNMPv3 provides optional user authentication and encryption for SNMP
messages, configured with the snmp-server user command.

e security-level — (SNMPv3 only) Configure the security level for SNMPv3 users:
o auth — Authenticate users in SNMP messages.
o noauth — Do not authenticate users or encrypt SNMP messages; send messages in plain text.
o priv — Authenticate users and encrypt/decrypt SNMP messages.

® access acl-name — (Optional) Enter the name of an IPv4 or IPv6 access list to filter SNMP
requests received on the switch. A maximum of 16 characters.

e read view-name — (Optional) Enter the name of a read-only view. A maximum of 32 characters
maximum.

e write view-name — (Optional) Enter the name of a read-write view. A maximum of 32 characters
maximum.

168 System management



Defaults
Command Mode

Usage
Information

Example

Supported
Releases

e notify view-name — (Optional) Enter the name of a notification view. A maximum of 32
characters maximum.

Not configured
CONFIGURATION

Use this command to set up the access privileges for a group of SNMP users. Configure the security level
for receiving SNMP messages. Specify read-only, read-write, and/or notification access to the SNMP
agent. To configure an SNMPv3 user's authentication and privacy settings, use the snmp-server

user command.

Enter an access acl-name value to limit access to the SNMP agent to only ACL-allowed users.

A read-view provides read-only access to the SNMP agent. A read-write view allows read-write access. A
notify-view allows SNMP notifications to be sent to group members.

Supported on the MX9116n and MX5108n switches in both Full Switch mode starting in release 10.4.2.0.
Also supported in SmartFabric mode starting in release 10.5.0.1.

The no version of the command deletes an SNMP group.

0S10 (config)# snmp-server group oslOadmin p3 priv read readonlyview

10.4.2.0 or later

snmp-server host

Configures a host to receive SNMP notifications.

Syntax

Parameters

snmp-server host {ipv4-address | ipvé-address} {informs version version-
number | traps version version-number | version version-number} [snmpv3-
security-level] [community-name] [udp-port port-number] [dom | entity |
envmon | 1lldp | snmp]

e ipv4-address | ipvé6-address — Enter the IPv4 or IPv6 address of the SNMP host.

e informs — Send inform messages to the SNMP host.

e traps — Send trap messages to the SNMP host.

e version version-number — Enter the SNMP security model used to send traps or informs to
the SNMP host — 1, 2¢, or 3. All security models support traps; only 2c and 3 support informs. To
send only SNMP notifications, enter only a version-number; do not enter informs or traps. For
SNMPvV3 traps and informs, enter the security level:

o noauth — (SNMPv3 only) Send SNMPv3 traps without user authentication and privacy

encryption.
o auth — (SNMPv3 only) Include a user authentication key for SNMPv3 messages sent to the
host:

= md5 — Generate an authentication key using the Message Digest Algorithm (MD5) algorithm.

= sha — Generate an authentication key using the Secure Hash Algorithm (SHA) algorithm.

" auth-password — Enter a text string used to generate the authentication key that identifies
the user. A maximum of 32 alphanumeric characters. For an encrypted password, enter the
encrypted string instead of plain text.

o priv — (SNMPv3 only) Configure encryption for SNMPv3 messages sent to the host:

= aes — Encrypt messages using an AES 128-bit algorithm.

= des — Encrypt messages using a DES 56-bit algorithm.

" priv-password — Enter a text string used to generate the privacy key used in encrypted
messages. A maximum of 32 alphanumeric characters. For an encrypted password, you can
enter the encrypted string instead of plain text.

e community-name — (Optional) Enter an SNMPv1 or SNMPv2c community string name or an
SNMPv3 user name.

e udp-port port-number — (Optional) Enter the UDP port number on the SNMP host, from O to
65535.
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Defaults
Command Mode

Usage
Information

Example — Send
SNMP traps to
host

Example — Send
SNMP informs to
host

Example —
Send SNMP
notifications to
host

Supported
Releases

e dom | entity | envmon | 1lldp | snmp — Enter one or more types of traps and
notifications to send to the SNMP host — digital optical monitor, entity change, environment monitor,
or LLDP state change traps, or SNMP-type notifications.

Not configured
CONFIGURATION

The local SNMP agent sends SNMP notifications, traps, and informs to SNMP managers configured as
host receivers. You can configure multiple host receivers.

An SNMP host does not acknowledge the trap messages and notifications received from the SNMP
agent. SNMP hosts send an acknowledgement when receiving informs.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0E(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.1.

The no version of the command disables the local agent from sending SNMP traps, informs, or
notifications to a host receiver.

0S10 (config) # snmp-server host 1.1.1.1 traps version 3 priv user0l udp-
port 32 entity 1lldp

0S10 (config) # snmp-server host 1.1.1.1 informs version 2c public envmon
snmp

0S10 (config) # snmp-server host 1.1.1.1 version 3 noauth ul snmp 1lldp

10.2.0E or later

snmp-server location

Configures the location of the SNMP server.

Syntax
Parameters
Default
Command Mode

Usage
Information

Example

Supported
Releases

snmp-server location text

text — Enter an alphanumeric string. A maximum of 55 characters.
None

CONFIGURATION

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.0E(R3S).
Also supported in SmartFabric mode starting in release 10.5.0.1.

The no version of this command removes the SNMP location.
0S10 (config)# snmp-server location datacenterlO

10.2.0E or later

shmp-server user

Authorizes a user to access the SNMP agent and receive SNMP messages.

Syntax

Parameters

snmp-server user user-name group-name security-model [ [noauth | auth {md5
| sha} auth-password] [priv {des | aes} priv-password]] [localized] [access
acl-name] [remote ip-address udp-port port-number]]

e user-name — Enter the name of the user. A maximum of 32 alphanumeric characters.
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Defaults
Command Mode

Usage
Information

Example
(Encrypted
passwords)

Example (Plain-
text passwords)

e group-name — Enter the name of the group to which the user belongs. A maximum of 32
alphanumeric characters.
e security-model — Enter an SNMP version that sets the security level for SNMP messages:
o 1 — SNMPvV1 provides no user authentication or privacy protection. SNMP messages are sent in
plain text.
o 2c — SNMPv2c provides no user authentication or privacy protection. SNMP messages are sent
in plain text.
o 3 — SNMPvV3 provides optional user authentication and encryption for SNMP messages.
e noauth — (SNMPv3 only) Configure SNMPv3 messages to send without user authentication and
privacy encryption.
e auth — (SNMPv3 only) Include a user authentication key for SNMPv3 messages sent to the user:
o md5 — Generate an authentication key using the MD5 algorithm.
o sha — Generate an authentication key using the SHA algorithm.
o auth-password — Enter a text string used to generate the authentication key that identifies

the user; a maximum of 32 alphanumeric characters maximum. For an encrypted password, you
can enter the encrypted string instead of plain text.
e priv — (SNMPv3 only) Configure encryption for SNMPv3 messages sent to the user:

o aes — Encrypt messages using AES 128-bit algorithm.

o des — Encrypt messages using DES 56-bit algorithm.

o priv-password — Enter a text string used to generate the privacy key used in encrypted
messages. A maximum of 32 alphanumeric characters. For an encrypted password, enter the
encrypted string instead of plain text.

e localized — (SNMPv3 only) Generate an SNMPv3 authentication and/or privacy key in localized
key format.

® access acl-name — (Optional) Enter the name of an IPv4 or IPv6 access list to filter SNMP
requests on the switch. A maximum of 16 characters.

e remote ip-address/prefix-length udp-port port-number — (Optional) Enter the IPv4
or IPv6 address of the user's remote device and the UDP port number used to connect to the SNMP

agent on the switch, from O to 65535. The default is 162.

Not configured
CONFIGURATION

Use the snmp-server user command to set up the desired security level for SNMP access. For
SNMPV3 users, configure user authorization and message encryption. Re-enter this command multiple
times to configure SNMP security settings for all users.

The group to which a user is assigned determines the user's SNMP access. To configure a group's SNMP
access to the switch — read, write, and notify, use the snmp-server user command.

No default values exist for SNMPv3 authentication and privacy algorithms and passwords. If you forget
a password, you cannot recover it — you must reconfigure the user. You can specify either a plain-text
password or an encrypted cypher-text password. In either case, the password stores in the configuration
in an encrypted form and displays as encrypted in the show running-config snmp output.

A localized authentication or privacy key is more complex and provides greater privacy protection. To
display the localized authentication and privacy keys in an SNMPv3 user configuration, use the show
running-configuration snmp command.

To limit user access to the SNMP agent on the switch, enter an access acl-name value. In IPv6 ACLs,
SNMP supports only IPv6 and UDP types. TCP, ICMP, and port rules are not supported.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.2.0. Also
supported in SmartFabric mode starting in release 10.5.0.1.

The no version of this command removes a user from the SNMP group.

0S10 (config)# snmp-server user privuser v3group v3 auth md5
9fc53d9d908118b2804fe80e3ba8763d priv des
d0452401a8c3ced42804fe80e3ba8763d

0S10 (config) # snmp-server user authuser v3group v3 auth md5 authpasswd
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Example (Remote i
0S10 (config)# snmp-server user n3user ngroup remote 172.31.1.3 udp-port

r
user) 5009 3
auth md5 authpasswd
Supported 10.4.2.0 or later
Releases

shmp-server view

Configures an SNMPv3 view.

Syntax snmp-server view view-name oid-tree [included | excluded]
Parameters e view-name — Enter the name of a read-only, read-write, or notify view. A maximum of 32
characters.

e oid-tree — Enter the SNMP object ID at which the view starts in 12-octet dotted-decimal format.
e included — (Optional) Include the MIB family in the view.
e ecxcluded — (Optional) Exclude the MIB family from the view.

Defaults Not configured

Command Mode CONFIGURATION

Usage . The oid-tree value specifies the OID in the MIB tree hierarchy at which a view starts. Enter included
Information or excluded to include or exclude the remaining part of the MIB sub-tree contents in the view.

Supported on the MX9116n and MX5108n switches in Full Switch mode starting in release 10.4.2.0. Also
supported in SmartFabric mode starting in release 10.5.0.1.

The no version of the command removes an SNMPvVv3 view.

Example

0S10 (config) # snmp-server view readview 1.3.6.5 excluded
Supported 10.4.2.0 or later
Releases

snmp-server vrf

Configures an SNMP agent to receive SNMP traps for the management VRF instance.

Syntax snmp-server vrf management

Parameters None

Defaults Not configured

Command Mode CONFIGURATION

Usage The no version of this command disables the SNMP agent from receiving the SNMP traps.

Information

Example i

0S10 (config) # snmp-server vrf management
Supported 10.4.1.0 or later
Releases

Example: Configure SNMP

This example shows how to configure SNMP on the switch, including SNMP engine ID, views, groups, and users.

0S10 (config) # snmp-server contact "Contact Support"
0S10 (config) # snmp-server engineID remote 192.168.1.2 udp-port 502 Oxdefa

172 System management



0S10 (config) # snmp-server engineID local test

0510 (config) # snmp-server group sngroup 2c notify notofy view

0510 (config) # snmp-server group snv3group 3 noauth read read view

0S10 (config) # snmp-server user snuser sngroup 3 auth sha a2FubmFuX3R1lc30=
0S10 (config) # snmp-server view readview 1.3.6.1.2.1.2.2 included

0S10 (config) # snmp-server view snview .1 excluded

0S10 (config) # do show snmp enginelID local

Local default SNMP engineID: 0x800002a20474657374

0S10 (config)# do show snmp enginelID remote

Remote Engine ID IP-addr Port
Oxdefa 192.168.1.2 502
0S10 (config) # do show snmp group
groupname : sngroup
version 3 2@

notifyview : notofy view
groupname : snv3group
version 3 3

security level : noauth
readview : read view

0S10 (config) # do show snmp user

User name : snuser
Group : sngroup
Version : 3
Authentication Protocol : SHA

0S10 (config) # do show snmp view

view name : readview

OID : 1.3.6.1.2.1.2.2
included : True

view name : snview

OID N

excluded : True

System clock

0S10 uses the Network Time Protocol (NTP) to synchronize the system clock with a time-serving host. When you enable NTP,
it overwrites the system time.

If you do not use NTP, set the system time and time zone after you disable NTP. Use the clock set command to set the
current system time and date. The hardware-based real-clock time (RTC) resets to the new system time.

Some geographical locations in the world observe the daylight savings time (DST) during summer months. To configure
DST, use the clock timezone {standard-timezone standard-timezone-name | {timezone-string Hours
Minutes}} command. OS10 supports the DST feature only for standard time zones.

0S10 offers the user-defined time zone configuration only for backward compatibility. If you choose to configure a user-defined
time zone, you must configure the hour and minute offset from UTC. User-defined time zones do not support DST.

@ NOTE: Dell EMC recommends configuring a standard time zone supported in Linux. Use the ? character for command
completion to view a list of supported standard time zones.

Configuration notes

If you configure a time zone for which DST is applicable and you want to downgrade OS10 to an earlier release that does not
support DST changes, do one of the following:

e Before you downgrade, disable the DST configuration or update the setting using the clock timezone command to
specify only the local time zone.

e After the downgrade is complete, ignore the CLI error and reconfigure the setting using the clock timezone command to
specify only the local time zone.
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Configure system time and date

e Enter the time and date in EXEC mode.
clock set time year-month-day

o time — Enter the time in the format hour:minute: second, where houris 1to 24; minuteis 1to 60; secondis 1
to 60. For example, enter 5:15 PM as 17:15:00.

o year-month-day — Enter the date in the format YYYY-MM-DD, where YYYY is a four-digit year, such as 2016; MM is
a month from 1to 12; DD is a day from 1 to 31.
e Enter the time zone in CONFIGURATION mode.

clock timezone {standard-timezone standard-timezone-name | {timezone-string Hours
Minutes}}

o standard-timezone-name — Enter a standard time zone name that is supported in Linux. To view a list of
supported standard time zone names, see the Time zones and UTC offset reference section.

o timezone-string — Enter the name of the time zone.

o hours — Enter the hour offset from UTC, ranging from -23 to 23.

o minutes - Enter the minute offset from UTC, ranging from O to 59.

Set time and date
0S10# clock set 13:00:00 2018-08-30
View system time and date

0S10# show clock
2018-08-30T13:01:01.454+00:00

Set time zone
0S10 (config) # clock timezone standard-timezone Brazil/West
View time zone configured

0S10# show clock timezone
Brazil/West (-04, -0400)

In this example, -04: 00 is the negative offset from UTC for Brazil/West.

Time zones and UTC offset reference

This section lists the different time zones and corresponding UTC offset.

Table 43. Time zones and UTC offset

Continent/Country City UTC offset

Africa Abidjan +00:00
Accra +00:00
Addis_Ababa +03:00
Algiers +01:00
Asmara +03:00
Bamako +00:00
Bangui +01:00
Banjul +00:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Bissau +00:00
Blantyre +02:00
Brazzaville +01:00
Bujumbura +02:00
Cairo +02:00
Casablanca +01:00
Ceuta +01:00
Conakry +00:00
Dakar +00:00
Dar_es_Salaam +03:00
Djibouti +03:00
Douala +01:00
El_Aaiun +00:00
Freetown +00:00
Gaborone +02:00
Harare +02:00
Johannesburg +02:00
Juba +03:00
Kampala +03:00
Khartoum +02:00
Kigali +02:00
Kinshasa +01:00
Lagos +01:00
Libreville +01:00
Lome +00:00
Luanda +01:00
Lubumbashi +02:00
Lusaka +02:00
Malabo +01:00
Maputo +02:00
Maseru +02:00
Mbabane +02:00
Mogadishu +03:00
Monrovia +00:00
Nairobi +03:00
Ndjamena +01:00
Niamey +01:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Nouakchott +00:00
Ouagadougou +00:00
Porto-Novo +01:00
Sao_Tome +00:00
Timbuktu +00:00
Tripoli +02:00
Tunis +01:00
Windhoek +02:00

America Adak -10:00
Anchorage -09:00
Anguilla -04:00
Antigua -04:00
Araguaina -03:00
Argentina/Buenos_Aires -03:00
Argentina/Catamarca -03:00
Argentina/ComodRivadavia -03:00
Argentina/Cordoba -03:00
Argentina/Jujuy -03:00
Argentina/La_Rioja -03:00
Argentina/Mendoza -03:00
Argentina/Rio_Gallegos -03:00
Argentina/Salta -03:00
Argentina/San_Juan -03:00
Argentina/San_Luis -03:00
Argentina/Tucuman -03:00
Argentina/Ushuaia -03:00
Aruba -04:00
Asuncion -04:00
Atikokan -05:00
Atka -10:00
Bahia -03:00
Bahia_Banderas -06:00
Barbados -04:00
Belem -03:00
Belize -06:00
Blanc-Sablon -04:00
Boa_Vista -04:00

176 System management




Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Bogota -05:00
Boise -07:00
Buenos_Aires -03:00
Cambridge_Bay -07:00
Campo_Grande -04:00
Cancun -05:00
Caracas -04:00
Catamarca -03:00
Cayenne -03:00
Cayman -05:00
Chicago -06:00
Chihuahua -07:00
Coral_Harbour -05:00
Cordoba -03:00
Costa_Rica -06:00
Creston -07:00
Cuiaba -04:00
Curacao -04:00
Danmarkshavn +00:00
Dawson -08:00
Dawson_Creek -07:00
Denver -07:00
Detroit -05:00
Dominica -04:00
Edmonton -07:00
Eirunepe -05:00
El_Salvador -06:00
Ensenada -08:00
Fort_Nelson -07:00
Fort_Wayne -05:00
Fortaleza -03:00
Glace_Bay -04:00
Godthab -03:00
Goose_Bay -04:00
Grand_Turk -05:00
Grenada -04:00
Guadeloupe -04:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Guatemala -06:00
Guayaquil -05:00
Guyana -04:00
Halifax -04:00
Havana -05:00
Hermosillo -07:00
Indiana/Indianapolis -05:00
Indiana/Knox -06:00
Indiana/Marengo -05:00
Indiana/Petersburg -05:00
Indiana/Tell_City -06:00
Indiana/Vevay -05:00
Indiana/Vincennes -05:00
Indiana/Winamac -05:00
Indianapolis -05:00
Inuvik -07:00
lgaluit -05:00
Jamaica -05:00
Jujuy -03:00
Juneau -09:00
Kentucky/Louisville -05:00
Kentucky/Monticello -05:00
Knox_IN -06:00
Kralendijk -04:00
La_Paz -04:00
Lima -05:00
Los_Angeles -08:00
Louisville -05:00
Lower_Princes -04:00
Maceio -03:00
Managua -06:00
Manaus -04:00
Marigot -04:00
Martinique -04:00
Matamoros -06:00
Mazatlan -07:00
Mendoza -03:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Menominee -06:00
Merida -06:00
Metlakatla -09:00
Mexico_City -06:00
Miguelon -03:00
Moncton -04:00
Monterrey -06:00
Montevideo -03:00
Montreal -05:00
Montserrat -04:00
Nassau -05:00
New_York -05:00
Nipigon -05:00
Nome -09:00
Noronha -02:00
North_Dakota/Beulah -06:00
North_Dakota/Center -06:00
North_Dakota/New_Salem -06:00
Ojinaga -07:00
Panama -05:00
Pangnirtung -05:00
Paramaribo -03:00
Phoenix -07:00
Port_of_Spain -04:00
Port-au-Prince -05:00
Porto_Acre -05:00
Porto_Velho -04:00
Puerto_Rico -04:00
Punta_Arenas -03:00
Rainy_River -06:00
Rankin_Inlet -06:00
Recife -03:00
Regina -06:00
Resolute -06:00
Rio_Branco -05:00
Rosario -03:00
Santa_lsabel -08:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Santarem -03:00
Santiago -04:00
Santo_Domingo -04:00
Sao_Paulo -03:00
Scoresbysund -01:00
Shiprock -07:00
Sitka -09:00
St_Barthelemy -04:00
St_Johns -03:30
St_Kitts -04:00
St_Lucia -04:00
St_Thomas -04:00
St_Vincent -04:00
Swift_Current -06:00
Tegucigalpa -06:00
Thule -04:00
Thunder_Bay -05:00
Tijuana -08:00
Toronto -05:00
Tortola -04:00
Vancouver -08:00
Virgin -04:00
Whitehorse -08:00
Winnipeg -06:00
Yakutat -09:00
Yellowknife -07:00

Antarctica Casey +11:00
Davis +07:00
DumontDUrville +10:00
Macquarie +11:00
Mawson +05:00
McMurdo +12:00
Palmer -03:00
Rothera -03:00
South_Pole +12:00
Syowa +03:00
Troll +00:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Vostok +06:00

Arctic Longyearbyen +01:00

Asia Aden +03:00
Almaty +06:00
Amman +02:00
Anadyr +12:00
Agtau +05:00
Agtobe +05:00
Ashgabat +05:00
Ashkhabad +05:00
Atyrau +05:00
Baghdad +03:00
Bahrain +03:00
Baku +04:00
Bangkok +07:00
Barnaul +07:00
Beirut +02:00
Bishkek +06:00
Brunei +08:00
Calcutta +05:30
Chita +09:00
Choibalsan +08:00
Chongging +08:00
Chungking +08:00
Colombo +05:30
Dacca +06:00
Damascus +02:00
Dhaka +06:00
Dili +09:00
Dubai +04:00
Dushanbe +05:00
Famagusta +02:00
Gaza +02:00
Harbin +08:00
Hebron +02:00
Ho_Chi_Minh +07:00
Hong_Kong +08:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Hovd +07:00
Irkutsk +08:00
Istanbul +03:00
Jakarta +07:00
Jayapura +09:00
Jerusalem +02:00
Kabul +04:30
Kamchatka +12:00
Karachi +05:00
Kashgar +06:00
Kathmandu +05:45
Katmandu +05:45
Khandyga +09:00
Kolkata +05:30
Krasnoyarsk +07:00
Kuala_Lumpur +08:00
Kuching +08:00
Kuwait +03:00
Macao +08:00
Macau +08:00
Magadan +11:00
Makassar +08:00
Manila +08:00
Muscat +04:00
Novokuznetsk +07:00
Novosibirsk +07:00
Omsk +06:00
Oral +05:00
Phnom_Penh +07:00
Pontianak +07:00
Pyongyang +09:00
Qatar +03:00
Qyzylorda +05:00
Rangoon +06:30
Riyadh +03:00
Saigon +07:00
Sakhalin +11:00
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Table 43. Time zones and UTC offset

Continent/Country City UTC offset
Samarkand +05:00
Seoul +09:00
Shanghai +08:00
Singapore +08:00
Srednekolymsk +11:00
Taipei +08:00
Tashkent +05:00
Thilisi +04:00
Tehran +03:30
Tel_Aviv +02:00
Thimbu +06:00
Thimphu +06:00
Tokyo +09:00
Tomsk +07:00
Ujung_Pandang +08:00
Ulaanbaatar +08:00
Ulan_Bator +08:00
Urumai +06:00
Ust-Nera +10:00
Vientiane +07:00
Vladivostok +10:00
Yakutsk +09:00
Yangon +06:30
Yekate