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CORFa2AYMNIEBEHSATORHEEEGE, Dell EMC SmartFabric 0S10.5.x.x [CERAEhE T,

=ONOF LS

DNOTRAVFERETIE, VATAFEORYFEA (ZTD) #ETLET, ZIDIFOSOA A—CDT v TIL—REEE
{bL, CLUNRYF IJ7AILERITLTRAA v FEZEBRL, ZIDBDRI )T FNERT L TEMNOMEEEITLET, YATAT

(. ZTDIET 7+ MNTEMNZHE->TWET, ZTDEZFEALEGIVMEE(E,. ztd cancel ARV REFEALTZTD 2EIZTEE
9, OS0 2RO TA > LB TIHILIDNRAT—REZELTOSO 2RFN—2 a7y TIL—RLEST, CThic
&, FHEEE T2 T4 DIBERAETATNRBEENDYET,

[T7#4)LECUNRRT—ROZEE ]

[BEL O TRAyFICAT A 0T dE VATAICKY I —BOANERHZ IOV T IREREh, AV RTM2 A
VEA—T A ANEBELES, AHTOS0IZAY AT 3BI2iF, 21— —F (admin ) ENAT—RKEAHNLET, Z2hAEC
BIZRNZOTA Y LIERIZT I AL MD admin NAT— REZEF %, sysadmin D&EFZFD OSI0 A—H—%DHR LD
TAERLT, T4 M0 adnin A—HF—FBFEIBRLET, YATAIZLY, SEBOAOTA 2V OEHIZHLWVIZR D — RAMRE
EhFET, CUEFEALTNRRAD—REZELE, write memory AX Y REZFERAL TERERELET,

[ #8RK ]:

0S10# configure terminal

% Error: ZTD is in progress(configuration is locked).

0S10# ztd cancel

0S10# configure terminal

0S10 (config) # username admin password new-password role sysadmin
0S10 (config) # exit

0S10# write memory

TITAILBMD adnin A—F—ZZBIKRT BI2(X. sysadmin A—ILEEFEDODELZT7HU U MNMZOT AL, XOFIEEERTLE
ER

0S10 (config)# no username admin
VAT AITBRENEITRTOI—F—0FMERTT SITF. ROavy FEEALET,
0S10# show running-configuration users

[ T7 4 kD linuxadmin /SR T — ROZEE |

[#®HL]: ST a—TFTa UV TBIUBMBENTIK, Lnuxk Yz )LEEBLET, OSOICRAIZOTAV LEER, TIAILMD
Linux ¥ z LOA—HY—FENRRXT— ROMAIZ linuxadmin ZAHAL. TT7 )L MDD linuxadmin XRAT—REZELET, ¥
ATAIZEKY, SE2OOTAVDEHITHLOWRRAD—RRARESKET, CUEERALTNRRAT—REZZEL L&, write
memory AX Y REFEAL TEREZREFELET.

[ R ]:

0S10# configure terminal

0S10 (config)# system-user linuxadmin password {clear-text-password | hashed-password}
0S10 (config)# exit

O0S10# write memory

[ linuxadmin 77 h 7 > b Q&R ]
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WL A —HY— (T Linux Yz ADT I R EFTLAWNESE, linuxadmin Z7AU Y MEERIZLE T,
[ ]:

—

0S10 (config) # system-user linuxadmin disable
0S10 (config) # exit
0S10# write memory

[Lnux XY RADT7 Y £ ADEM ]

[#®HL]: linuxadmin A—Y—&#FEMMELL=HBETH, A—F—(E systemIX Y REFAL TLnux XY RIZT7HERTEE
T, Lnux ARV RADT7 YR EZTEICEMNZTBIC(E, system-cli ATV REFEHLET,

[ #BRK ]:

0S10 (config) # system-cli disable
0S10 (config) # exit
0S10# write memory

[FRALTWRWN VA —T o1 ROESNL ]

[#®HL ] AEA—H—ARTOY NIV RAVE—T A ALEDRY N =S (ZEHKRTEARVELSIZTBIZE. FRALTOV RO >
A—TJ A REENLET,

[ #RK ]:

0S10 (config) # interface range ethernet 1/1/10-1/1/32
0S10 (conf-range-ethl1/1/10-1/1/32)4# shutdown
0S10 (conf-range-ethl/1/10-1/1/32)4# end
0S10# write memory
[ 7— hO—4—REQEM |

[ ] BEOHBIFAEA—Y—NRRA YFIZTTHIERATELANESIZTBIZIE, GRUBRRAT—REFEALTT—hO—4—%
RELET,

[ R ]:

0S10# boot protect enable username username password password
0S10# write memory

[T—hA—F—DORENBNCHE>TNBEINESHADF VY ]
ROAXRY REFEALT, YRATLADT—MO—SX—REORXT—2RAERRLET,
0S10# show boot protect

Boot protection enabled
Authorized users: root linuxadmin admin

NA)—RK L=
BEARNRRT—R L—=IZ&Y, TRARADEFa )T+ 2@ALEEBDBIENTEET,

[ BABRNZAT— ROBENE ]

[ ] BABRNRRT—REERATAE, HATEIZLEIBCREICAYET, TIALITE, BAGRNRIT—ROF vy
B AT LTENITHESTHY, "RAT— RIZRBFERRNFNEFTATOINEINEF v I TEEFY, BABNRT—F
DF = v I BREMG>TDHEF. B LET,

[ R ]:

0S10 (config) # no service simple-password
0S10 (config) # exit
O0S10# write memory

[BABNRRXT—ROF v INRENGE>TOUBINESIADFz vy ]
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T4 NTlE, BABRNRRT—ROFzv I EVRATLATEMEENTH Y, no service simple-password AV RIEE
ThOBRTERTINICE>TOET, BABRNRRDT—ROF v I EEBHLTLINESAERRT BICE, ROa<Y REFE
ALZET.

0S10 (config)# do show running-configuration | grep simple
service simple-password

[ AR/ T — RD58F ]
[@BL]: TT L PTE, BREDNRADV—REINFULORBFLEBRNFESATOUILERHYETY, SHIT/NKRT—FR
DEEELIFR2F. BELIXFOAAELEEFERL. XAT—FERCT DL A-F—(HEHLET.

[ R ]:

0S10 (config) # password-attributes {[min-length number] [character-restriction {[upper number]
[lower number] [numeric number] [special-char number]}}

0S10 (config) # exit

0S10# write memory

e min-length number (A7 a3 ) REGEBFORNNFHE, 6~ XFOBTRELET., TI4LMNIIXFET

ER
® character-restriction

o upper number (AT ar ) BERAANFORNXFEE, 0O~INNFOETHRELET. T74LMNE0OTT,

o lower number (AT ar ) BREBEHRNFOHRNSE, 0~ NFOBETHRELET, TIA+ILMKOTY,

o numeric number (AT a3y ) BELEFORNEFRE, 0~ NFOBTHRELES, TIAILMNIOTT,

o special-char number (A TYaYy )RELEBRNFOR/NEEZ, 0~ NXNFOBTERELETT, TI4+ILMNE0TT,
NRRAT—REEIRTBHE. DlEMC 2y hD—F 25 BADONEL WVEMARRT—-REEATIOTEE L, BHO.,
HAPTOW—BNETEEZNRRT—RNREATEICLEZHELET., BEALTOEROEEZEHLE T, BARNFLHFEEAL
TRRATL—XEZEFTEHET RXRAT—REEZERSEDIENTEZTT, HlAIKX, correcthorsebatterystaple MY
|2 COrr3c+hOr5e8atTerystapl3 A TEEY,

@ AE: EBENRRAD—REZEL. OSOA—HY—BDONRRT— REHIRFEFESNEBEOEIBAZEIZIDNTE, [0S10 21—
—EZDNRAT—ROEIR] 2BBLTES,

[ /XX T — ROTERREAL ]

[ ] A—HY-—DETHOBRERTT DL, BENMLEIEEATRAT—RRRTENET., TFRMERRTSIA N K
512, show A ROBEATNRRT— RERPEICLET,
[ ]:

0S10 (config) # service obscure-password

0S10 (config)# exit

0S10# write memory

0S10# show running-configuration users

username admin password **** role sysadmin priv-1vl 15
username deskl password **** role sysadmin priv-1lvl 15

Federal Information Processing Standards ( FIPS )

FIPS &, EHBFESCTILIT Y XLATRENKEEFERI I LEERT D, EFREEDEY NTT,
[ CHEAOERETFIPS AMRERIBAICERELT S ]

[ %m ]: FIPS %-:ﬁ/;z}”:j—é t\ FIPS ;(g‘m77° IJ /7'—9 EJ ( TLS %%EHGD RADIUS t!:t )[:J:’D _CEFH éhé%ﬁﬂ)ﬂ%:‘\:_ X7 M FIPS
BYPLE LTI VA M—LENET,

[ #RK ]:

0S10# crypto fips enable
OS10# write memory

[FIPS RBERIZHR>TLBINESHADF VY ]
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VAT LTFPS RERZHRS>TNENE SN EHERBT HICE. ROaTY REFERALET,
0S10# show fips status

FIPS mode: Disabled

tXa7 T—MOFEMELEERX

OSI0EFa7 T—MZkY, OSI0A4 A= DEFERLBEUERIAT IEODANZIXLRRHEENETS, EF27 T—KT
X, BB TOERPICBREOH DI — FATARAENTEITENBEWLS TV ATLERELES, tXa7 T— MlgEEFAL
T.AVAM—LFBEBTNDTEHEAY TIVRTOSIOA A—VERIELFT,

[EFa7 T—rOEL ]

[FBL]: EF a7 T MEREAMCT DL, BESNEA—RLEVRATLNLF Y —ANEHREEPICO-FEhDDERLS
CENTEEY,

[ R ]:

0S10 (config) # secure-boot enable
0S10 (config) # exit
0S10# write memory

[RE—NTYTHERT 74 IILORE ]

[l ] RA— M7 Y TBRET 7ALEREST D LT, BEDREI— MNPV TRET 7ALORESNFOE—ZRETRET
TEY, RAvFOEHP(C, RESHTWEIN—VaVOERBBEANO—RENET, RA— MNPV TRBRT 7M1 ILEREST D
CEITLY. VATLOEBKIC, RESHEERI 7AANA—RENGOWLIITTEIENTEET,

[ R ]:

0S10 (config) # secure-boot protect startup-config
0S10 (config) # exit
0S10# write memory

[ Y FXYRTOOSI0A A=Y T 74 JLOIREE |
[FAHL]: OS1I0A4 A=Y TJ7AILDBEBERIEL T, OSI0 1 A—UHBRESH TR L EZEALET,
[ A& ]:

0S10# image verify image-filepath {sha256 signature signature-filepath | gpg signature
signature-filepath | pki signature signature-filepath public-key key-file}

[0SO A=, YRATLANAFT Y= BLVRE— Ty THERT 74 LORIL |

[ ]: S RTLEERFIC, OSOA—RILNLFV—A A=Y SRTFANLF)=T74)L, BLVEREZ— T v THERT
TANERIELEST, RA— RN TEHICChLODT 7ML ERIATEEITEY, VRATLANBEEShEZT7 74/ 0LEO0—RLE
WESIZLET,

[ A ]:

0S10# secure-boot verify {kernel | file-system-integrity | startup-config}

[0S0 7y TTL—RAA=Y T 74 LOIREE ]

[#®HL]:0SI0 7Y T L—REAVARN=ILTBRIZ AA—D T7ALDTOAILBRERIAELES, 41 VA M—ILT BRI,
ROATY REFERALTOSIOA A—VERIITEET,

[ R ]:

O0S10# image secure-install image-filepath {sha256 signature signature-filepath | gpg
signature signature-filepath | pki signature signature-filepath public-key key-file}
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AE:EFa7 T INBEMCHE>TIVSEEEL, image secure-install AR Y REFEALALZEICODA, OSIODT v
TITL—RETSENTEET,
[ ONIE OS F &)1 >~ X b —JLRID OS10 A4 A — OIKFE |

[#&HL]: X7 T— M EMZH->TIVT, ONEZFEHALTOSIOA A—CEFHTSI VA M—ILTBEE(E. PKIFEIE
SHA256 2R L TA A—C &R TEE T,

[ R ]:

0S10# onie-nos-install image url pki signature filepath certificate filepath

Frl&

0S10# onie-nos-install image url sha256 signature filepath

[ EFaT7 T—hOBEMLET FALDBERRAT—2ADF v ]

ADARV FEFEALT, EFXa7 T MREODRT—2RET 7ML DBERRAT -2 RXEFzv I LET,
0S10# show secure-boot status

Last boot was via secure boot : yes

Secure boot configured : yes

Latest startup config protected : yes

0S10# show secure-boot file-integrity-status
File Integrity Status: OK

dA—H%—, ®RE, HERLRIL

NAD—REGEALT, AAYFADEA—IFIL T EREHBLES, £EL ERLRNLEERLTITYY ROYTEY b
DI-Y—7% ‘lZZE%'JFE@'é CET, EXa VT ERETEEY,

[A—H—DFER, REIOBYHT, HERLNILOER ]

[ ] RAYTFADR—ZFIL T EAOFEEE, TRAREXY N)—V 2 RETEZHED1DTY, EXxa )51 &5d{Ld
21012, ERLRNILEZFEALTaAIYY ROY Ty hMAOI—Y—- TR EHRTEET,

[ A& ]:
e CONFIGURATION E— RTHERL RNILEERLFTT,

0S10 (config)# privilege mode priv-1vl privilege-level command-string

o mode:CLE—R~ADT7IERIZERTIIEEE—REANLET,
" exec:EXECE—RIZZHVEARLZET,

= configure: ¥ JAXv T, DHCP, O4 . EiiR. openFlow, R ¥ —<wv 7 QOS. support-assist, 7L A NI)—,
CoS. Tmap, UFD. VLT, VN, VRF, WRED, I4U7X% RIZ7OERLET,

" interface : Ethemnet, FibreChannel, JL—7/Nw 4 EE nul, R—rFIL—7 lag. TL—o 7~ &EE, R—
N Fvrl, VLIANE—RIZZYERLET,

" route-map : IL— I YT E—RIZFPIERLZET,
= router : router-bgp E— KRB LW router-ospf E—RIZF7I AL ET,
= line:lne-vty E=RIZ7Y9EALZET,

o priv-1lvl privilege-level : {ERL NILD#E 2~ 14 DEETAALET,

o command-string: HERL NILTHR—FNENTWEOITY REASLET,

o IA—H—F NRT—REERL TEEIZEYHT, CONFIGURATION E— R THERL RNILEEIYHETET,

0510 (config) # username username password password role role priv-1lvl privilege-level

username username : KR 32 XNFOEHF., REI1XFULEOTFAMNIFIEANLET,
password password: &K 32 MFORHF, REINXNFULOTFRAMNFIHEASLET,
role role: A—HY—D®EEANLET,

®» sysadmin: YATARDTRTOHI 7/ RANDTILTHOER, TZ74NL VY ATLERET DAY RAOHMEHNT S
TR, VATAYIAADTIEANTETT, YATLEEREE, 1—Y— DL —DREAEERTEET,
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" secadmin: /SR — ROMEE, AMARIE. BEERF—HREDETFL T RUS—EVRTATIERERET
3, BRAYY RADTIL F7HEANTETY, X2 VT EBHEG, BSERT—. 04 VHFHER. 0/ BR
BEDEXF VT4 HBRERTTEET,

" netadmin:)b—bh AVA—T AR, ACLRE, RAVFRADIN I T4 v I DRNWEEET2ERITY RAD
TILTHEAATETY, v NT—VBEEE, X2 )T #EOBRITY RIZ7IERTEIEE, EFal)
T4 ERERTTILEELTEETEA,

®» netoperator : REDERERTT B=HICEXECE—RIZTIEALFT, Ry MT—T ARL—F—(F, XM v
FOBBBREEEET D LIETEEEA.,

o priv-1vl privilege-level : HERL RN % 0~15 OHEH TAHOLET,

m LARLO: AP —ICRERDERESZ., EXNAITY RAOTIEAZEZHEBELET,

m LARJLT: —ED show XY KA, ping. traceroute 2 & DAFEDRIE~AD TV LR REL T,

= LRLG: FATEATRTOIAYY RAOT7Y R ERMHLET, ChiE, sysadmin OREITHFAESA TSR
v REBETY,

= LR, 1L 5 BHICEESAEZORY Ry MEAEN S, YVATAIZLKYBRSWEIERL NILTT,

m LRL2~BRENRTOWERBA, SRBOLARLE, SESEFRI—Y—PTIERIECEDLDETHREATA AT S
ZENTEET,

e CONFIGURATION E— R THEIERL RILOBHNZAT—REBRLET, 1ERLANILEYYBEZ T, ELRILTHR—-FEhH
TWdax Y RIZ7YERTBIZF, enable password AX Y REFEALET,

0S10 (config) # enable password encryption-type password-string priv-1vl privilege-level
0S10 (config)# exit
O0S10# write memory

o encryption-type : /NATJ)—RANDESKEA TEAALET,
= 0 RRAT—KRESELOTL—Y TFRAMNEFALTY,
® sha-256:SHA-256 I XLEFEALTRAT—REBSILLET,
® sha-512:SHABR ZITUXLEFERAL TRRAT—REBSILLET,

(D[ AE: /82T — KIZ sha-256 Ff=(¢ shas512 DESIEFAL TN L ERALET,
o priv-1vl privilege-level : {ERL N)L%E 1~15 DEEHRTAHLET,
D] #%: /SR~ KOBWSHLI=IE. SHA256 FF= (& SHA 512 £ AL FT.

0S10 (config) # privilege exec priv-1lvl 12 "show version"

0S10 (config)# privilege exec priv-1vl 12 "configure terminal"

0S10 (config) # privilege configure priv-1vl 12 "interface ethernet"

0S10 (config)# privilege interface priv-1vl 12 "ip address"

0S10 (config) # username delluser password $6S$Yij02Phe2n6whp7bS$ladskjOHowijIlkajg981l role
secadmin priv-1vl 12

0S10 (config) # enable password sha-256 $552uThiblo$84p.tykimz/w7j26ymoKBjrb7uepkUB priv-1vl 12
0510 (config) # exit

0S10# write memory

#
#
#
#

[P -, EDREDEKTR]
RIZ, A=HAL AT LETHER AT —F— TORE. EYVIETOMAERLNLERLET,

0S10# show running-configuration users

username admin password $6$q9QBeYjz$])fxzVqGhkxX3smxJSHIDDz7/30Jc6m5w)F8nnLD7/
VKx8S10Ihp4NoGZsO0I/UNwh8WVuxwfd9g4dpWIgNsS5BKH. role sysadmin priv-1lvl 15
0S10# show running-configuration userrole

R—bEFalVT4q

R=—F X2 UT#EEEFEALT. A1 VA—T M RENLTINTITA VI ERBETEDIT—HVAT—av0HEHRELE
Y, MACT7 RLRADOBEZHBLAEZYTEZENTEEY, R—bEFa)Ts YRATLADEF2UT 1 ZH LT EROY
THEEEL NNy 7 —UTY,

1. MACT7 RL ZRZEZEHFIR (MLL)

2. AT4vF—MAC

3. MAC 7 KL X BBl

[MAC7 RL AZZ4IRDHER ]
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[#®HL]: MAC 7 RLREEHBROAFREFEATIE. A VA—T (A ALTHAENBEIMACT RLADEREEZRETEET,
MAC 7 RLAEHIBETBCET. AAIYFEMACTRLR ISy TV ITHREMSRELES, 1 V23 —T A ALTHERESH
F=HIRICET DL, TIFILMTE, YATAFTHEETNAZANSGDITRTOM I T4 vy #RAyvTLET, 1048 —TxA
ATR=MNEFa2VT142BHLER, A1 V2—T MR (&, TIAILINTCIEADEF2T7MACT RLRAEFETEET,
DOHERFK, EFa2T7 ZA4FTIVvIMACTRLREEXT2AT AZT4 vy MACZ RLRAOEAICERBSNET,

[ A& ]:
1. CONFIGURATION E— RTYRATFLDR—M X2 UF 4 ZBIZLET,

0S10 (config) # switchport port-security
2. CONFIGURATION E—RTA Y2 —T x4 RAOR—~ EFXa )T 1 =B LET,

0S10 (config) # switchport port-security
0S10 (config) # no disable

3. 412 —7 A AMINTERFACE PORT SECURITY E— RCEETES X a7 MACT RL AN EEBRLET,
mac-learn {limit | no-limit}

limit #F—7— R TCO&EHE(E0~3072 TF, N"—RI 27 THR—FMNENRTLWBIMACT RLADRAEEA VA —T M1 R
MEETEDLSI12TBICE, no-limit F—T— RKREFEHLET,

[MAC 7 RL RZZEHIBRDH ]

0S10# configure terminal

0S10 (config) #interface ethernet 1/1/1

0S10 (config-if-ethl/1/1)# switchport port-security
0S10 (config-if-port-sec)# no disable

0510 (config-if-port-sec)# mac-learn limit 100

0S10 (config-if-port-sec)# end

O0S10# write memory

[MAC7 RLAZEHFIRERDT IV 3V DOERK ]

L] EF 27 MAC T RLRADEBABRENEBRAMBIZIETSE, FELEMACT RLREFERLRBZZEBFITLMAC T RLAD
TL—LEA VA —T A ANZELEBE, VATALAEIMACT RLAZEEFHIRDEREA B LET,

[ ]:
INTERFACE PORT SECURITY E— R Tl&., koa~vw> R&FERALET,

o ERORELGSEMACT RLRAERRTBITIE, logA TV aVEFERALEY., T YVATLRNNT Yy bERAOYTLE
7.

—

0S10 (config-if-port-sec) #mac-learn limit violation log

o MACT RLRAFEHRODERNFEELLEE Ny M2 ROYTTBITE, drop ATV avEEALEY,

0S10 (config-if-port-sec) #mac-learn limit violation drop

e MACT7 RLAEBHIBRDERMNFEELLEEICNAT Y NEERET BIZIE, flood AT avEFEALET., YATAIEMAC
T RLAEZZELEEA,

0S10 (config-if-port-sec) #mac-learn limit violation forward

e MAC7 RLRAFEHFIRERDA VA—T A R&V vy b BT BITE, shutdown AT avEFERALET,
0S10 (config-if-port-sec) #mac-learn limit violation shutdown
[ MAC7 RLRFEBFIRERDT Y ¥ 3> OBHEH ]

0S10# configure terminal

0S10 (config)# interface ethernet 1/1/1

0S10 (config-if-ethl/1/1)# switchport port-security

0S10 (config-if-port-sec)# no disable

0S10 (config-if-port-sec) # mac-learn limit 100

0S10 (config-if-port-sec)# mac-learn limit violation shutdown
0510 (config-if-port-sec)# end

0S10# write memory
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[RTF4vF*—MACT7 RL ZD#ERK |
[l ]: Y RTLEBO—KRIBE R—PMtEFa T FBNEBLEEF2T7MACT RLAZBIBRLET, X704 vF—

HEEEFEAL T, BNICFELZEF 27 MACT RLREV AT LAOBREBRIRIFTEET, ChITLY, 128 —T (R
BNENDLDMACT RLREBUFET ILENBRCBYET,

[ ¥ ]:
INTERFACE PORT SECURITY E— R T, Xpa~vx>Y REAHLFET,

sticky

@ AE:RTAYF—MACT7 RLRADEZEEZABRZTBHIZ, 1 2 —T x4 AM mac-learn limit AXY REFEHRALTHE
BTEBIMACTRLRADEEHIRT B L5ICL TLEEL,

[ AT 14 YF¥F—MAC T RL X DS ]

0S10# configure terminal

0S10 (config) #interface ethernet 1/1/1

0S10 (config-if-ethl/1/1) #switchport port-security
0S10 (config-if-port-sec) #no disable

0S10 (config-if-port-sec) #mac-learn limit 100

0S10 (config-if-port-sec) #sticky

0S10 (config-if-port-sec)# end

O0S10# write memory

[MAC7 RL ZD#EE ]

[#®HL]: MAC 7 RLRDBEIX, YATLAMNBALTO—RFY AN RASCVEDOBIOR—M EF2UTsBDA VA —T 4R
ZBULTITIZEE LEA V2 —T 24 RALET, BCMACZ RLAZRHBLEBSICEELEST, MACTZ RLZADOBEIX, £+
AT RAATA49I MACT RLABEUVTRT 4 vF—MACT RLRIZHWL TEFAShETERHA, T74LMTIE, BRIZEEL
7=MACT7 RLADMAC 7 RLABEIEL, YVATATENZH>TNET, EXa7 X4 FT3Iv5 MACT RLADBE L, R—
MEXaAVTFABIAVA—T A RER— P EFAVTFAENA U —T A ABTHAEATOET,

[#HK]:
INTERFACE PORT SECURITY £— R Tl&, Roav> REFEALET.

0S10 (config-if-port-sec) #fmac-move allow
0S10 (config-if-port-sec)# end
0S10# write memory

MAC 7 KL A BB DOHERA |

—

0S10# configure terminal

0S10 (config)# interface ethernet 1/1/1

0S10 (config-if-ethl/1/1)# switchport port-security
0S10 (config-if-port-sec)# no disable

0S10 (config-if-port-sec)# mac-learn limit 100

0S10 (config-if-port-sec)# mac-move allow

0S10 (config-if-port-sec)# end

0S10# write memory

[MACT RLABEHERTY Y a v OBRX ]

[ ]: AT LM, BIOR—MNEFa2 T BN VA —T A REBELTITIZEELEMACTZRLREBLE MAC 7 RL R
ER—PMEFIVTABNAI VBT 2A ATRELEEE, TIALNTE MACTRLRABEEREABRENES, MACT
RLABEBERT7Y Y a v EBRTEET, £ R—bEXa VT4 BNA V2 —T A ABTMAC 7 RLRAEBEHTED &
SIZVATLEEBRTDHCLHTEET,

[ ]:
o ERODREEGSIMACT FLRERTT BITIF, logA TV avEEALET, F YVATLFENYy bEFAYTLE
g—o

0S10 (config-if-port-sec) #fmac-move violation log

e MACT7RLABENERARELLLEEZIINTY M2 ROYTFBICIE, drop ATV avEFERLET,

0S10 (config-if-port-sec) #mac-move violation drop
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o MACBEHEREFIC, MACTRLREZFELEANDA VA —T A REV vy M AU 2F BIZI&, shutdown-original 7

vavEFERLET,

0S10 (config-if-port-sec) #mac-move violation shutdown-original

o BDAVA—T A RIZE>TITTIZEEEIATINE MAC T

RLRAZEWRELEA VR —T M R &V vyy N ATV F3IC

(. shutdown-offending A 7Y av&EFALET,

0510 (config-if-port-sec) #mac-move violation shutdown-offending

o TDAVA—TxzARE, BEDHDIAVE—T A AOWEEEY ¥y b TV T B,

ERLET,

shutdown-both A7 av %

0S10 (config-if-port-sec) #fmac-move violation shutdown-both

[ BN DRITHDAR—

btda )T« BEDHER
IRTDA VA =T A ATR=—bM EF 2 VT A ABRHE>TNBINE SAEHERT BIZ(L, 2

AOaARY REFEALEST, O

ARV RIZKY R=MEFa2UT A BEOXAT—A2RICEATIBERERRENET, BROA V42 —7 24 RZETZFHHER
RTBICE. BEDA V2 —T A REBELET,

0S10# show switchport port-security interface erthernet 1/1/1

Global Port-security status
Interface name

Port Security

Port Status

Mac learn limit
MAC-learn-limit-Violation action
Sticky

Mac-move-allow
Mac-move-violation action
Aging

Total MAC Addresses

Secure static MAC Addresses
Sticky MAC Addresses

Secure Dynamic MAC addresses

BEESL—

ChbDFREE, OSI0DH—EX,

: Enabled
: ethernetl/1/1

: Enabled

: Up

: 100

: Log

: Disabled

: Not Allowed
: shutdown-both
: Enabled

: 10

: 0

: 10

s 0

RE. BRY—ERICEBRASNhET,

JU == & Vi

REIR—=ZADT U Al
RER—ZAOT7 YR (RBAC) [Tk Y, PH/EREBAEFETEES, EBSAALRBICEDSNHT, 1—H—ICIERAS
AbNET, A—HY—(CLBVATALAANDODBYBRT VL AEHUTDLHIC, O a THECEODOWTA—HY—-DREEZERLE
T, A—HP—(CEYHTEHCLENTESZREFI1EBLT T, ZLOA—Y—ICRALKEEEZYETE I ENTEET, 2—H—0D
‘EICKY, OFA VECI—F-—NREABLVCEARSNET.
[AAA O T A Y RIADBEL ]
[FRHL]: BEL, AR, THUYTA2T (AA) H—ERICKY, FETIVERALFRY NIV BNRESHhTT. AMAX, VR
FLIZT ’7-!2;(@“61 YP—I2WFT 279 AHHO—nlb = =FETT,
[ ]:
0S10 (config)# aaa authentication login {console | default} local

0S10 (config) # exit
0S10# write memory

console : AV —IIL OFA VORAFEEERLET,
default : SSH B U Telnet A4 A Y ORAF EEBRLET,

local : username password role AVY Y RTHEEEN-O—AHIL 1—H—F,

j—o

NRAD—R, ®RE IV M) —%FRLE
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[77}'_)1//\\97 71'793 \/gﬁﬁﬁ l/f: AAA Dﬁ"f /wunftd)ﬁ)‘j.]'ft]

[l ]: T4 =Ny ) FT a3V EERLE A BILEOBRICKLY . BARFICHARNRHESIFTT. 1 DO ETEENSEE
LI=BE, VAT ARMEORAFEZEZEALET.

[#BRK]:

0S10 (config) # aaa authentication login {console | default} {local | group radius | group
tacacs+}

0S10 (config)# exit

0S10# write memory

console : AV =L OJAVORBIAFEEBELET.

default : SSH }DJ:U Telnet O 7’( /o)wu uEH/fE*’%ﬁZ l/i_g—

local : username password role OAX¥ Y RTHEEEhO—HIL I—H—F NRATJ—K KB IV MN)—%FHLE
ER

group radius : radius-server host XY RTCHEREN/= RADIUS H—N—%FHALET,

group tacacs+ : tacacs-server host AV RTHER SN TACACS+H—N—%FALET.

AVy R YR MZHBIRIAFEE BRENIEFTEEHLET,
[ARYRADAMATAD VT4 T DENE ]

[#®]: A< RADAA T AT YT A VTI2&Y, Tenet®SSHAE DOV Y —LERE U E— MERICET R O071 0B &
vavy MEBARIREhET,

[ ]:

0S10 (config) # aaa accounting commands all {console | default} {start-stop | stop-only | none}
[logging] [group tacacs+]

0S10 (config)# exit

O0S10# write memory

e commands all: A—H—(ZL>TADEhETRTOOTY REEELEIT, RADIUSTHI VT VT Tl COF TV 3
YiFYR—bEhFEHA.

e console:AVY —IEHROOSO LYY a>YT, §RTOLA—Y-FEAEAT( Y, FLEIRTOA—HYF—-AHaTUR
ikl ET.

e default : Telnet P SSHAEEIZKBZUE—MEROOSIOEY Y a > T, IRTOA—Y—ORLEEQTA Y, FTIFIRT

D1—HY—AHhavr RETHELET.

start-stop : 7AL A DMAKRFICHBBIHZREL. TAERAOKRTHEHIZCELLBAEEELET.

stop-only : FAEAARKTLEZLEEIC, FLEBAOAZEZELET,

none : PHU VT4 VT BHIEEESNELA.

logging : Syslog DI RTDT HhI VT4 T BAZOT(ICREERLET,

group tacacst : RHCEERRERD TACACSHY —N—DFNTOTHIYT 4 ¥ 7BAZOTSRHE LT,

[BHA R NMITT DA T HIYT 4 T OB ]

[FRHL]: BELA RV MW BANTHI YT a2 FI2&Y, Tenet P SSHGZEDI VY —I)LERE ) E— MeEfRICBET 500
MBIV avy MEBRATHRENET,

[ R ]:

0S10 (config)# aaa accounting exec {console | default} {start-stop | stop-only | none}
[logging] [group tacacs+]

0510 (config) # exit

0S10# write memory

e console: AVY—JLEHROOSOEYYarT, §RTOIA—Y-RiALOV1 Y, TLEIRTOI—Y—-AHaTV R
kLTI,

e default : Telnet® SSHALIZKZVE—MERNDOSIO LYY a VT, IRTCOA—Y—DORBIEEOT A >, FT=ETART

D1—H—Aha~<r RETHRLETT,

start-stop : 7Ot A DFRAKRKFICHBBHZREL. TOEROKRTEHIZCELBNERZELET,

stop-only : TOEAARKRTLIZLEEIC, FLEBAMOAZEZELET,

none : PHAO VT4 T BHIEEENTEREA,

logging : Syslog DI RTHDTHhI VT4V BHNEOSICRREFELET,

group tacacs+ : IAICEIEAIRER TACACS+Y —N—DFRTOT AV VT4 V7 BHEOTICEEERLET.

Ay RUZRMZHBIREAFEE. BRENEIEFTHEBLET,
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[ AAA BRRELE B E— ROBEML ]

[l ]: A—H—ANUY —RIZT7IVEATEGNLSICLEY, A—HF-—NRITTERVEZ RV ERTLEY, BIATEFEEY
—N—OEERICOVICEZ 1Y —DOBRAEERLEZYVTHENTEET,

[ ]:
0S10 (config) # aaa re-authenticate enable

[ RADIUS SREE DL |

[ FRHL ]: fE3R D RADIUS R—ZANA—H—FBEEL UDP N L TERITSh, ZEABEDLEHITMDE AvtE—UEA AN T
JUXLMNERENET, RADIUS A—H—RIARBDOEF 1) T« 258t T 576 RFC6614 TIE, FSVRAR—bLAY¥—+F
FaUTF4 (TLS) 7O MaLEEAL TRADIUS 2 E& L FY ., RADIUS over TLS (&, RIREHF%E TLSEHRTHREL, &+

AT &EILLET,

[ ]:

0S10 (config)# radius-server host {hostname | ip-address} tls security-profile profile-name
[auth-port port-number] key {0 authentication-key | 9 authentication-key | authentication-key}
0S10 (config)# exit

O0S10# write memory

hostname : RADIUS H—/N—DHRA MNEEAALET,
ip-address : RADIUS 4 —/X—® IPv4 (AB.CD) F/=IX IPv6 ( xxxxix ) 7 RLAZEAHDLET,
tls security-profile profile-name:RADIUS Hr—/N\—T®O TLS BIEICHEAT D7=HIC, XA v F LT X093 iASE
EHEATEO0EFa )T TOTF7ALEANLET,
key 0 authentication-key: L —2 TXXMNTRIUAF—ZFANLET, RKL2XFTT,
key 9 authentication-key: SR TRIAF—EANLEST, RAK128XFTY,
authentication-key: L —> TFANTRIAEADLET, RRKDLXFETY, F—DFIIC0ZADNTIXLEFIHY FH
A,

e auth-port port-number:(FA T ar )Y—N\—TCRIABICERA=HhS UDP R— FNES% 0~65535 DEERTAILET,
TI74ILNEIBR2TY,

e key authentication-key (AT ar )P —N—LEDOTNA RERIATE2HORIAF—FANLET., RRKL2XFT
9. 77+ MEradius _secure TY,

[ RADIUS RRAEB&HITOMEA ]

[#HL]: OS10 A RADIUS BABREZBFZT IEHNEER LTS, FTEGBRTERETHICE, NEIVMEEZBRLET.

[ ]:

0S10 (config) # radius-server retransmit retries
0S10 (config)# exit
0S10# write memory

retries : BE{TEEE 0~100 EHRITAHLET,
[ TACACS+RREEMHERK ]

[ 8L ]: TACACS+H —/N\—M b DB EEFHT S=OIERT I/ 0—NIL A L7 EBRLES, FREBIARE
2DEMCE=D, NEWMEEBRLET,

[ R ]:

0S10 (config)# tacacs-server host {hostname | ip-address} key {0 authentication-key | 9
authentication-key | authentication-key} [auth-port port-number]

0S10 (config) # exit

0S10# write memory

hostname : RADIUS 4 —N—DKRX MEBEANLET,

ip-address : RADIUS H—/X—® IPv4 (AB.C.D) /=X IPv6 ( xxxixix ) Z RLAZ AN LZET,

0 authentication-key: L —>2 THFRAMNTRIEF—ZEANILET, RKIAL2XFTT,

9 authentication-key: BES{LEXTCRIAF—2ADNLET, RK128XFTT,

authentication-key: L —>Y TXANTHRIAEANLET, RRLXFTT, F—OFIC0EANTILEETHY T
Ao

e auth-port port-number: (Z 7T a> ) U—N—TRIARBIZFEAEND UDPR— ES% 0~65535 OEHERTAALET,
TI74ILME1B2TY,
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e authentication-key (F T ar ) V—N—LEDRA v FERIATDEHITERTIRIAF—ANLET, JRRKL2XF
TY, 774 M& radius_secure TY,

[ TACACS+EREEINE R A < — DK ]

[ 8L ]: TACACS+H —/N\— b DB EEFHT SOICERTE/0—NIL A L7 I MEBRLES, FREBIARE
2DEMCE=D, NEWMEEBRLET,

[ #RK ]:

0S10 (config)# tacacs-server timeout seconds
0S10 (config)# exit
O0S10# write memory

seconds : TACACS+Y —N—MW 5 DRI E 2SI 2 -OICFRAShBI 24 LT MNEEZE, 1~1000 W OEERTADLET,
[ RBAC R DR |
VATATHER SN RBAC ERTT DICE, Xoavy REFEALET,

0S10# show running-configuration aaa
aaa authentication login default group radius local
aaa authentication login console local

FOoERA NL—-I

HEERTIER L—ILEEBRLET.
[VE—NYRTLATIERIZHTHLTSSH QR EERZT S ]

[#HL]: OSIO DT I AN KMTlE, SSHOHN)E—DN YRATLATIERBIZEMNZR>TWET, Tenet 70 MO LIFEETIE
Vs, Dell EMC (&, Telnet —N—ZBML AW EEHELET,

@ AE:SSHY—N—FEZL TLVEBEIE, BEEMZL, Tenet b—N—%EXDIZLET, VE—MYRATLTHIERIZ
&, BICSSHEFEALZET.

[ ]:
0S10 (config)# ip ssh server enable
0S10 (config)# ip ssh server max-auth-tries 4
0S10 (config)# no ip telnet server enable
0510 (config) # exit

0S10# write memory

[ SSH 74 = R #lfH AR ]
[#®HL]: 7O R VRN EFERALTRAIYFADSSHERE T4 ILZ2 UV T LET,
[ A ]:

0S10 (config)# ip access-list permitl0

0S10 (config-ipvd-acl) # permit ip 172.16.0.0 255.255.0.0 any
0S10 (config-ipvéd-acl) # exit

0S10 (config)# line vty

0S10 (config-line-vty)# ip access-class permitl0

0S10 (config-line-vty) # exit

0510 (config) # exit

0S10# write memory

[EXECtEyY a3y B4 LTI MNDOER ]

[#®HL]: TT I RNTIE EXECRA LTI MIEBRENTWERA, EXECE—RADRET I ERAEBILET BICIE, 214 LTD
NAYvR—NLEBRLET,

[ #8RK ]:

0S10 (config) # exec-timeout timeout-value
0S10 (config) # exit
0S10# write memory

timeout-value : BEDE Y a v EYMTEIETHD, VRATLALEDET I T4 THRBEERELET (0~3600),
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[avALyhOTA4Y £y 3> O&EIR ]

[#H]: ALA—YY—DTIEDRAIYFLEDTI T4 T £y a VvEBAREFRICESRWLSICTEEH, avy—ILEUE
— MEROHEFBRLET,

[ A ]:

0S10 (config) # login concurrent-session limit-number

0510 (config) # exit
0S10# write memory

limit-number : FENA—Y—NaOVyY —LFEFREEROEETCHEATZTSaALY N Y Y 3 VOBEEELETT (1
~12),

[A—HY—ony s 7o ~OW#ER ]

[l ] EBEShEEROOTA VETNRRBRLERIC, - —ABEOEBIIChE>TYATAICOT A TELHRWNELSIZY
ATLEERLET,

[ ]:

0S10 (config) # password-attributes max-retry number lockout-period minutes
0S10 (config)# exit
0S10# write memory

e max-retry number (AT 3 )A—H—-A0OvH POMENBIETH, ExlLE-O5A VHTEBMORAELEE, 0~16
DEFETERLET,

e lockout-period minutes:(ZA ¥ 3> ) AJA VEITEAROBRAREEBBLEZSBEIC. FOA—F—IDAYATLAIC
TOERATBLERIET HEBE 0~43200 DEEITHREL T,

[ AT 41 UEETnERY ]

[FHL]: OJ A VIR L EHPRBL R, KE0ZEE, I—H-NREICODS 1V LEREAEODI—Y— D01 V1

WEXRTTBICE, ATAUARIILEZRICAOTA ViREtEEMICLES, 0T 1 VR EBMIZL =&, show login

statistics {all | user}a~Y RZFALTA—Y—0OJ7A VERERRTEET,

[ ]:

0S10 (config)# login-statistics enable
0S10 (config)# exit
0S10# write memory

NF—= =)

APV RATLIZAT AV FBHEIC, AvtE—VERRLET., choDAVE—VITLY, EZRLOEREZLI—H—I(E
ZRY., A—HY-MERARI Y —CEABLEIDLEABLEYTEHENTEET,

[O54 Y "F—DEME ]
[#HL]: 054> AF—lk, I—H—ARYRTADOYS A VERFLEL ZIL1—Y—[CEREAET,
[HEL ]

0S10 (config) # banner login %
DellEMC S4148U-ON login
Enter your username and password

CO)SIO (config)# exit

OS10# write memory
[ATA Y RF—DFL ]
[l ] oJa Y NF—F, - RV XTLIZOT 4V LERIZRTRENET,
[ 1

0S10 (config) # banner motd %

DellEMC S4148U-ON login
Enter your username and password

o

o
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0S10 (config)# exit
0S10# write memory

SNMP JL—J)L

Simple Network Management Protocol ( SNMP ) A7 9 £ AFIRIZK Y, SNMP & BEATEBROT NI AOEFa)T74hELEL
9.

[BEDSNMP A 2 =F 4 —~DEHRY /EZAHT I £ ADEL ]
[SH ] B—F A FEMOSNMP IS 1 =T 4 —~DEARY /ZZAZT I EAEBIE LT, FEATYT 4T 4 —HRTNA R
EYE—FTRETEARWKSICLET,

[BR]:

0S10 (config)# no snmp-server community community string {ro | rw}
0S10 (config) # exit
0S10# write memory

[ACLEL® SNMP ADT7 4 R EEE ]

[0 1 ACLABR ENTUWWAIVESR, BNASNMP O I 2T« —XFHNEE DIV —FHTHLYRATALIZTIVERATE, &
EREFEMABTEMENADYES, SHETEIZIRT—VavOHFUENETIL—TOIMNYATFLADSNMP 7 ERAETA
L5, ACLEEEL TERLET,

[ R ]:

0S10 (config) # snmp-server community name {ro | rw} acl acl-name
0S10 (config) # exit
O0S10# write memory

0S10 (config)# ip access-list snmp-read-only-acl

0S10 (config-ipvéd-acl)# permit ip 172.16.0.0 255.255.0.0 any

0S10 (config-ipvéd-acl) # exit

0S10 (config) # snmp-server community public ro acl snmp-read-only-acl
0S10 (config) # exit

O0S10# write memory

[ SNMP v3 D# R ]

[ 5880 1: SNMP V2 (XEESL F = EXRALEE Y R— b L TULWEER A, Dell EMC Networking (. SNMP Uy —ZADERERT I ER %
YR—FNFBSNMPVIEFERAT I L EMCHELET,

[ #RK ]:

e SNMPIYVY Y ID#BELEYT, snmp-server enginelID [local engineID] [remote ip-address {[udp-port
port-number] remote-enginelID}]
o local engineID: AAYFMDHA—AILSNMPI—U v hERBANTIIVOUDE, A9 7y hoan XYY o
TAHALEYT, BR27XFTY,
o remote ip-address: A—AILSNMPI—U x>V M7 AT BUE—FSNMPT/NARD IPVA £/=& IPv6 7 KL
AEAALET,
udp-port port-number: )E—F T/NAL AD UDP R— FES% 0~65535 DEERITAHILET,
remote-engineID: VE—NTNARALEDOSNMP I -z hEEBRITHIIVOVIDE, 0x BELV 16 EBOXFH T
AHLFET,
o SNMP DXRTREEBRLET.

0S10 (config) # snmp-server view view-name oid-tree [included | excluded]

view-name : i+ YBR, HANY/EEIAH, TEEBHEL—DOBMZEANLET, K32 XFETT,
oid-tree: Ea—MN12FI Ty MORy MRYYERXTHEDISNMP ATz NIDEANLET,
included :(#7YaY )Ea—ITMBT773I—%28HFT.

excluded (A T¥ar )MBIZ77I—%Ea—nmbKRiILET,

o SNMP U IL—T%#BRLET.

o O O O

0S10 (config) # snmp-server group group-name v3 security-level [read view-name] [write view-
name] [notify view-name]
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o

o

o

group-name : FI—TDEFMEANLET, RARRXFORKFTT,

v3 security-level : SNMPV3 Cl&, #7FY 3V TSNMP Ay —S DA—H—RALEBBILEITS CENTEET,
snmp-server user XY RTCHERLET,

security-level :( SNMPv3 D& ) SNMPV3 A—H#'—DtFa)F4 LRILEBRLET,

" auth:SNMP Ay +—YTaA—H—%RFAELFT,

* noauth: A—Y—DFRF SNMP * v -V OBESILETOERA, AvE—VETL—Y THFRAPMTERBLET,
» priv:A—Y—0FRF., SNMP AvtE—Y OBESILEEESLETNED,

access acl-name (AT a> )IPVAEEEFIPVE6 7R URMDERIZAADLT, A4y FTEELEZSNMP U S T
ANETA4LE)TLET, Eij(1651—?—f?’

read view-name : (A7 aY ) ARYERE 1 —DRAEANLETS, RARIR2NFETT,

write view-name (A 7Y 3Y ) ZiABY/BEAAE 2 —DBEAFEANLETT, RKI2XFTT,

notify view-name: (A 7Y ar ) BHIEL—OBNZEADNLET, RAIRZNXFTT,

e SNMP1—H—%#ERLET.

o

0S10 (config) # snmp-server user user-name group-name security-model localized auth sha auth-
password priv aes priv-password

0S10 (config) # exit

OS10# write memory

user-name : A—HF—DEFMEANLET., RRIR2NFORYFTY,

group-name : A—HF—ARELTWBITL—TDEFMEANLET, RARXFORKFTT,
security-model : SNMP A v t—YDtEFa1) T4 LRNILERETDISNMPNN—=U 30 EANLET,
= 3:SNMPV3 (&, SNMP Ay t&—YD1—H—FRLBESILETOET,

auth : ( SNMPv3 Q& ) A—HF—[TEREEh D SNMPV3 Ay —J([CA—H—FRiAF—%22HFT,

" sha:SHAZLIVXLEEAL TRAF—E2ERLFT.

" auth-password: BBLENLEXFIEANLET,

priv: A—H—(2EEEND SNMPV3 AvtEt—CDESILEEBRLET,

" aes!AES128EY b PLTVRLEBEAL TAYE—VEBSIKLLET,

® priv-password: BES{tEhE=XFIHNEADLET,

localized : A—HA T4 XEN=F—DEXTSNMPVI REIEF—B LK/ FETTANY—F—FERLET,

[ETENhTHWESNMPL—ILDOF vy ]

0S10# show running-configuration snmp

snmp-server community public ro acl snmp-read-only-acl

A N n B | P il VR

avhka—-lLFL—VIZE, EZAVVY, =M TF—TLOT7YvTT— b, VATFLOBNGREBRENEETITT,

VATLAvT L=

CNBLDVRATLAIOYY L—IZ&Y, TRAADERNE LA LR TOREMNBFISHET,
[ 24 L= EHEMFRER (UTC) IZERE ]

[ TI7FILIITIE YRATLADEA L —VIEUTCIZRREENTWEY, TIFLMDEA LYV —UREESNE5E
UTCICRRELE T, YATALARA LYV —VEUTCIZRRET DL BRI AA LYV —VETEEDIEEDODN I TV Y a—T1 25
NBRBIZHEVET,

[ R ]:

0S10 (config)# clock timezone standard-timezone UTC
0S10 (config)# exit
O0S10# write memory

18
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Ay -

AJEEALT, I7—vHEROBA., EXa VT BB XYy b=V THL VOV IETIENTEET,
[avy—lToaTynaMt ]

[ ]: aYY—LADOYRBERADIICL, OF AvtE—I NV RTFLANRT+—IVRAICEELAWLSIC, EXEE [EZ]
ICHIRRLZET,

[#RK]:

0S10 (config)# logging console enable

0510 (config) # logging console severity log-crit

0S10 (config)# exit

O0S10# write memory

[ TLS #2EH T? Syslog Y —/N—~D O T DEL ]

[#BL]: Syslog H—N—~DOTEHBHICL, TLS THEHRERELFT.

[ 1:
0S10 (config)# logging server {hostname | ipv4-address | ipvé6-address} tls [port-number]
[severity severity-level] [vrf {management | vrf-name]

0S10 (config)# exit
O0S10# write memory

ipv4-address | ipvé-address: (AT 3> )T H—N—OPA4AFEIEZIPET7 RLRAEADLET,
tls port-number (A7 a>v ) UE—bAOYT H—N—0ELER—F (1~65535) [Z, TCP, UDP, TLS#rz %A
L TSyslog Avt—Y&ZRELET,

e severity-level (A7 3> )OFLEIMEOEREEZRELETT,

log-emerg : VAT AIFXFERATEEEA,

log-alert : BTV Y 3 VARETT,

log-crit : BRAIREE

log-err : TJ—1REE

log-warning : ZBHIKEE

log-notice : ERENEERIRE (TI 1L K)

log-info : [EWAYE—
o log-debug: TNAYYT Ayvt—T

e vrf {management | vrf-name} (AT a3V )BEBVRFAVAAVRAEERF>BREBHVRFA VY AA VY AOAT H—/N—
=ERLET,

X.509v3 PKI SERAE DBR D FFM =D\ TIE, [Dell EMC SmartFabric 0S10 2 —%#— A1 R] #8BL TS,

[EEER T BN ]

[#@Bl]: RA Y FTOA—Y—T7ITAETA —LBRORELERT HICIF. EEOTEAMLET., sysadmin &
secadmin DREITOH, BEEOTOEMEL. RR. VUTEITSENTEET,

(B ]:
o EENJEBRLEY.

O O O O O O ©

0S10 (config)# logging audit enable
0510 (config) # exit
0S10# write memory

o EENJERRLET,
show logging audit [reverse] [number]

o reverse (IVKIU—%RFDARYILRRLET,
o number: ELEHOEZEQDS IVMN)—21—H—%1~65535 QEERTERRLET,

[B%EOT L—IILORR]

0S10# show running-configuration logging
|

logging audit enable
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NTP JL—JL

Network Time Protocol ( NTP ) (&, #BA A LY —N—=L5 54 T7 bty FTOFEFEZRHL, ARETSHRLERY NT—
RTORBEIMERARLES. NTPI A7 MME, ERICHEZAESTSNTPH—N—LRABLET,
[ERETES NP Y —N\—D#ER |

[fHl]: EETEAINTPH—N—LBEHERBPIDILICVATLEBRLET,

(B ]:

0S10 (config) # ntp server ntpl-server—-ip-address

0S10 (config)# exit
0S10# write memory

ntpl-server-ip-address : NTPY—/N\—®DIPv4 7 RL A% ABCDERXTANTSH, IPv6 7 RLAZEABEXTAALE
j—o

[EEETEREAVA Y —NTPH—N—DHEHK ]

[l ] EETEIEAVE)—NIPH—N—LBEERPETILIICVRATLEBRLET.

[ 48R ]:

0510 (config) # ntp server ntp2-server-ip-address
0S10 (config)# exit
O0S10# write memory

ntpl-server-ip-address : NTPH—/N—®D IPv4 7 RL 2% ABCDERTAANTEH. IPv6 7 RLRAZE ABERXRTAILE
ER

[ NTP SREAEDHERK ]

[FRHL]: NTPERBREE FNICHIET BEFHTE DT —(1L. FHETEBIRZAM LY —REFEDODNTP Ty NOBEMEOB VORI ETTEE
ISLES, NTPRIATIE, AvtE—Y ZAA P AMS(MDS) PITYZXLNERENET, F—(E. NTP R A L VY —RITEE
ENBRE/NRYT Y MBHFAFTFRATWET,

[ A ]:

0S10 (config)# ntp authentication-key number {shal | sha2-256} key
0S10 (config) # ntp master {2-10}

0510 (config) # exit

0S10# write memory

o number : RIF—FES%E 1~4294967295 DEHERTAHNL T T,
e shal :SHABESHEEATILSICKRELET,
e sha2-256 :sha2-256 EBLEFERIT LS ICHRELET.

[FAENTIS NTPRIEDER |
VRATLATEBRENTS NTPRIEEXRRT BICE. XDKSIZLET,

0S10# show running-configuration ntp
|

ntp authenticate

ntp authentication-key 345 md5 0 5A60910FED211F02
ntp server 1.1.1.1 key 345

ntp trusted-key 345

ntp master 7

VN=TNRy 7 L=

W=TNy Y A B8=T A AFRBA VB —T A ATY, WEA VBT A REBFERY. L—TNv)y) A V8—TxA
AFFHTHRLAWVRYA IV LERA. COTANRTAE. TNAADFAELERDHDEF 1) T4 LEBERERMAL
ESE IR

[W=T Ry AR —T x4 ADEK ]
[ ]: S RTFLDEROY —ERXTHERTZERIL—TNYI A V3 —Tz( REERLET,
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[#BRK]:

0S10 (config) # interface loopback 0
0510 (config) # exit
0S10# write memory
[BBEOL—TNy ) A 22—T7 x4 ZDHIK ]
[l ]: BEOL—TNy Y A3 =T 2 ANBRENTOWRNC LEEILET,
[ B 1:
0S10 (config) # no interface loopback loopback-instance
0S10 (config) # exit
0S10# write memory
[AMMAH—ERDIL—TNy G AV B—=T x4 ZA~DNA 2 R ]
[l ] AN —EREL—TNY I A VB =T A RIINA Y REh B0, AT —EXNFRiEhdLEHYEEA.
[ 1:
0S10 (config)# ip tacacs source-interface loopback 0
0S10 (config)# exit
0S10# write memory
[INTPH—EXQIL—=TNRN I AR =T A ANDNA 2 R ]
[ ] NTPH—ERFIL—=TNY Y A28 —=T A XNA Y REshdl=H. AMMAY—EZINFHIEhEZLFHY FHA.
[ 1:
0S10 (config) # ntp source loopback 0

0S10 (config)# exit
0S10# write memory

[av b= FL—r RUS—DER ]

[#®HL]: o> bO=ILTL—"DOACLEFEAL T, CPUITEEESNE /NNy NEBIRMICHIRT 22 &I2kY., 72T7vTa4V5
P DoSKEEXRBETEET,

[#BR]:

0S10# configure terminal

0S10 (config)# control-plane

0S10 (config-control-plane)# ip access-group acl name in
0S10 (config-control-plane) # end

O0S10# write memory

O|#F: 2> bA—L TL—Y CERAT BAllc, XBHACLL—LEEELET.

T—2 L= )=l

TR L=k, A—Y—DrIFT1 v I EGEETIRYNTI—HVDO—FHTT, T—F2 TL—2 )L—LIZE, A—Y—FT—4&
ICHET 2 —EXPRENETINTT, ABRY NT—0FA V2 —Fy MNaEOHERIY N =Y (CERTIR—FL—T 4
WA TFRARIZ, ThbDIL—IILEBRALET,

[AHRYy NT—=IDBDT T4 R—F Y= 7 RLZADEL]

[ ]: TTSAR=FNIPT7RLRFK, T—9RT—Yar, FVVE— DMZBREEERITDEY NI—OHEEOAIBRY T
—) CHERATICLEZBMELTOVET, ChDIP7ZRLRFK, X"TYUY S IPF7RLREFERT A2 —%2y MZEIL—T
AV ERNEBA, 18—y MOBREESNBTIAR—KNPZRLRAE FEAEAKREBEZBMNELTHVES, ARy b
D=9 LICEETIVRENH DY —RXA T RLRAEEODNBRY NI —IODMDBDORNT T4 v I EITRTERTDLSITACLIL—IL
ERERL. ARy NI—YICERTZA 02 —T A AICERALEY,

FRLAEEZTIOY I TBEIS, ILFXF+RAMMMERAEh TR LEBRELET,
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[#BRK]:

0S10 (config)# ip access-list deny-private-external

0S10 (config-ipvéd-acl)# deny ip source-ip-address mask any log
0510 (config-ipvd-acl) # end

0S10# write memory

[POMROUER ST 49 TONERY) —R 7 RLADELL ]
[ ]: POMNNTGUR STy o0, 8O P7 RLABEOBNEARNE Y RLADHEFEAL TSI LEBALET.,
[ ]:

0S10 (config)# ip access-list deny-source-external

0S10 (config-ipvéd-acl) # permit ip internal-ip-address mask any

0S10 (config-ipvd-acl) # exit

0S10 (config)# interface ethernet 1/1/1

0S10 (conf-if-ethl/1/1)# ip access-group deny-source-—-external in

0S10 (conf-if-ethl/1/1)# end
0S10# write memory

HF’fl"t wunE

L—F42F 70 aNCRIAEFERATIE. FEA—HY—NRIL—FT1 VT T—TILEBIETIDEH S ENTEET,
[BGP A9 33545 0 BGP RALDER |

[#¥L :BGP ¥R L MADBGP E7 TRV —REFALTEYY a2 RELET, 210D BGP E7 R T MD5 R E#EK
TBHEE. TCPEROZTET AV MMRIIEh, TCPERCERBENIITRTOEIT AV MNTEMDEAAI Pz AMNEF v I Eh
ESC I

[ ]:
0S10 (conf-router-neighbor) # password {9 encrypted-password-string | password-string}

0S10 (conf-router-neighbor) # end
OS10# write memory

e 9 encrypted-password-string:9 EANL, BELENENRRAT—-REAHDLET,
e password-string: BAADNAT—REANLET, RR128XFTT,

[ B%h%2 BGP A N—FRIADERR ]

VAT LTEMIZE > TIVS BGP 1A N—RBALERTY BITF. RDOLSITLFET,

0S10# show running-configuration bgp
|

router bgp 100
|

neighbor 1.1.1.1
password 9 9ee88a6225a049667a2e5294d8b0808c2ac2141a2930c06e431bf40cfcf685bl

[ OSPF # AT %355 M OSPF FRELDHEE |

[5HL ]: OSPF ##A L. MADOSPFE7TRAT—REFEALTEY Y a Vv ERELET.
[ ]:

0S10 (conf-if-ethl/1/1)# ip ospf message-digest-key 2 md5 password
0S10 (conf-if-ethl/1/1)# end

0S10# write memory

[ BRN%: OSPF A N—FRELDRR |

VAT LATHEMICHE > TIVD OSPF A N—BILERTT BICE. ROLSIZLET,

0S10# show running-configuration ospf
|

ip ospf 100 area 0.0.0.0
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ip ospf message-digest-key 2 md5 samplel2345

[ 7’O0% ARP OENL |

[0 ]: A%V ARP (X, Ry RT—4(ZFEELAWTAL RO MAC 7 RLRAEMEBTEE0HIZ, tOTNA ZAOKRDY IRy
RD—4 FNRAZANERTIEMTT, Ry bT—4 TRLAZINRELCERENTIVERVE, DoOSHEEZ T 2TREMADY T
ER

[#BRK]:

0S10 (config) # interface interface-name
0510 (conf-if-ethl/1/1)# no ip proxy-arp
0S10 (conf-if-ethl/1/1)# end

0S10# write memory

X.509v3 GERAE

oS0k, RA vFERRA D (RADIUS H—N—72 ¢ ) EDBDBEREERET 5/=5HIC. X503 FPEEEYR—MLET, XA v
FEH—N—OmAMN, REB (CA) ITLK> TRITENE=BREHD XS0V FAIAEN AT —2RBL T, HEICRIAETE
3, RiABE, TTARXR—hF—%FHL THRA MNIBEIZEBBELET,

AEAZEDERV IV IAMETFAR—F F—DERK

[ ]: 2y RD—Y D OSI0 R vy FTCOEF A THRBELI—Y—RIAED=HIZ XL0WN3 MHELFRT H5E. KRB

(CA) ICL D FBEER (PKI) APETT, CAlZ, XY NT—U TNRA ADOEFH AT IAHEEBR LTI,

[ A& ]:

e EXECE—RTTIAR—PMF—ECREVERLFT, CSRTZF7ANER—ALATALY MN)—FLFT75voa 12/ EFELE
¥, ChickY, BTCAY—N—[2OE—TEBILSITHYFES, F—YIZEELT, "—LTaL I N)—HLEDEE
TKERIBETIC devicekey T 7A WERTFET DM, 777/ N—,F TV aVEFALT, A—YP—I2RFTENAEVRIET 7
AN VATFLDT Z7AR— NN EF— 71 LERELET,

0S10# crypto cert generate request cert-file cert-path key-file {private | keypath}
country 2-letter code state state locality city organization organization-name orgunit
unit-name cname common-name email email-address validity days length length altname alt-
name]

request : CAICOE—3F 3RENER VIV IR MNEERLET,

cert-file cert-path: (A7 3> ) BEBRIABPEFLIEICSRMAREEATHEZO—HIL REAALEFS, TI
NRAELFBEGNRZAEANTEET, Bl : flash://certs/s4810-001-request.csr /=& usb://
s4810-001.crtcert-file 7Y a v E AN LABNEE, YATALICKY, AREOERBVIIXMDEYDT 41—l
REANTBELSICKROONET., copy AV REFEALT, CSRECAICIY AR—FLET,

o key-file {key-path | private} : #TVH—RLE, FEEA—ALICERSNEZTTAR—F F—DPRESIT
WZO—ALRREAHDLET, T—MNUE—FY—N—(2&700— REh=EEE HTTPS, SCP, SFTP L ND% 2
BRAFETH—N—ONRZREANLZET, private ZEANL T, F—%0—HILOBENESBRICRELET,

o country 2-letter-code : (#7var ) EEEATI2XFOI—REAHNLET.
o state state: #ENEOBFMEZANLET,

o locality city: MEINOEBEMEANLET,

o organization organization-name : fAEBDBREANLETT,

o orgunit unit-name:1Z=vy FDBBMEADLET,

o cname common-name: iEBAZCEIYETONERBEEADILETT, HBBE, TNAM REERTILHICERSIDE
EARAIDTY, T7Z4LITEH, AAYTFORRAMNBICHBENFERAENETT, AAM v FIC, PP RLRAGEDFIOHRESR
EBRTEET., common-name BEMNTNAADID E—HLARWNEES., BRERALPEIRIIShTEA.

0 email email-address: fBEDBEICERATIENREA—IL T RLRAEAALET,
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—

o validity days: itBAEOEMNHEEAN LTI, CSRIZEFEMNEEERH Y FTEA., BCERIMBREDEE,. TI4/IL
M & 3650 HE X 10 FTY,

o length bit-length:F¥—J—RKROREDE Y MEEZEAHLZET, FIPS E— KR Tl&., EDEHIE 2048 ~ 4096 T3, 3k
FIPS E— R Cl&. fEOEF(L 1024~4096 TF, FIPSE—REFEFIPSE—-ROT 74N F—OREE 2048 EY b T,
FPSE—ROF—DREOH/MEIK 2048 EY N TTF, EFPSE—ROF—DOREOH/MEIX1024 EY b TH,

o altname altname: #B/OREZBEZADLZET, HlZE, altname IP:192.168.1.100 REDIP 7 RLAEFATE
7.

CSR& CAH—N—[zOF—LZET,

0S10# copy home://DellHost.pem scp:///file-path/DellHost.pem
password:

CAH—NR—F, TTAR—FF—%FALTCSRIZBBLEY, CAY—/1—(E, OSI0 XA v FRERBFHLIAEEL TV
O—RLTAYRAPM—LTEDLSICLET,

RA NEBAZEZA VA M=LLET,

o CAY—N—[C&>TEEBSI XO0NSFAEE, O—HILDKRK—LT14L Y M) —ITHTTPS, SCP, SFTP R EDREE
BAETCE D O0—RTBICEK, copya~xy REFEALET,

o crypto cert install XY REFEAL T, FIAZE L. CSRICE2TEREN=TTAR—FNF—FAA VA= LZE

°

crypto cert install cert-file home://cert-filepath key-file {key-path | private}
[password passphrase] [fips]

REDBERV IV IAMET T4 R—F F—DEK ]

0S10# crypto cert generate request cert-file home://DellHost.pem key-file home://DellHost.key
email admin@dell.com length 1024 altname DNS:dell.domain.com

Processing certificate ...

Successfully created CSR file /home/admin/DellHost.pem and key

0S10# copy home://DellHost.pem scp:///tftpuser@10.11.178.103:/tftpboot/certs/DellHost.pem
password:

0S10# copy scp:///tftpuser@10.11.178.103:/tftpboot/certs/Dell hostl CAl.pem home://

Dell hostl CAl.pem

password:

0S10# copy scp:///tftpuser@10.11.178.103:/tftpboot/certs/Dell hostl CAl.key home://

Dell hostl CAl.key

password:

0S10# crypto cert install cert-file home://Dell hostl CAl.pem key-file home://

Dell hostl CAl.key

Processing certificate ...

Certificate and keys were successfully installed as "Dell hostl CAl.pem" that may be used in

a

security profile. CN = Dell hostl CAl

[EHETE PAPEOET ]
ROWATE, A VX h—ILEhRE, AMEE, CACET 3RENRRTEAET,

0S10# show crypto cert

0S10# show crypto cert Dell hostl CAl.pem

———————————— Non FIPS certificate - ————----—-————-

Certificate:

Data:

Version: 3 (0x2)

Serial Number: 4096 (0x1000)

Signature Algorithm: sha256WithRSAEncryption

Issuer: C = US, ST = California, O = Dell EMC, OU = Networking, CN = Dell interCAl
Validity

Not Before: Jul 25 19:11:19 2018 GMT
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Not After : Jul 22 19:11:19 2028 GMT

Subject: C = US, ST = California, L = Santa Clara, O = Dell EMC, OU = Networking, CN
= Dell hostl CAl

Subject Public Key Info:

Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:
00:e7:81:4b:4a:12:8d:ce:88:e6:73:3f:da:19:03:
c6:56:01:19:02:02:61:3f:5b:1e:33:28:al:ed:e3:
85:bc:56:fb:18:d5:16:2e:a0:e7:3a:£9:34:b4:df:
37:97:93:29:09:94:02:9f:69:af:£fa:31:77:68:06:
89:7b:6d:fc:91:14:4a:¢c8:7b:23:93:f5:44:5a:0a:
3f:ce:9%:af:a6:90:49:29:fd:fd:cb:34:40:c4:02:
30:95:37:28:50:d8:81:fb:1f:83:88:d9:1f:a3:0e:
49:21:03:df:90:15:d4:98:2b:b2:38:98:6e:04:aa:
bd:92:1b:98:48:4d:08:49:69:41:4e:6a:ee:63:d8:
2a:9f:e6:15:e2:1d:¢c3:89:£f5:f0:d0:fb:cl:9c:46:
92:a29:37:09:2f:a0:73:cf:e7:d1:88:96:08:4a:84:
91:83:8c:f0:%9a:e0:8c:6e:7a:fa:6e:7e:99:3a:c3:
2c:04:£9:06:8e:05:21:5f:2a:6e:9f:07:10:37:29:
0c:03:14:20:9d:73:1£:95:41:39:90:96:30:9d:0a:
cb:d0:65:¢c3:59:23:01:£7:£5:3a:33:09:e9:95:11:
0c:51:f4:e9:1€:a5:9d:£7:95:84:9¢c:25:74:0c:21:
4f:8b:07:29:2f:3:47:14:50:8b:03:¢c1:£fb:83:85:
dc:bb

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Cert Type:

SSL Client, S/MIME

Netscape Comment:

OpenSSL Generated Client Certificate

X509v3 Subject Key Identifier:
4A:20:AA:E1:69:BF:BE:C5:66:2E:22:71:70:B4:7E:32:6F:E0:05:28
X509v3 Authority Key Identifier:
keyid:A3:39:CB:C7:76:86:3B:05:44:34:C2:6F:90:73:1F:5F:64:55:5C:76
X509v3 Key Usage: critical

BCERASDERK

W] BEEERE, 2y NIV ICRAREREL CAABBEOERETLEREI S LBFIFELRZVBOD, PTVAR—F L
AVY—tFa)T4 (TLS) TAPIAMNRET BT TA NV —RELZFNBLEVWEEZDZEALHYETT. COBE. BHCER
AREEERTEEY.

HeERMMBFX CAICL>TEESATLFRA, AM Yy FEFAAEOST T, BHEZEETEST NI RELES, V7147
PEERTHE. BRICELT, A—Y—(CAIBABEERI B LD ICRT (HIAE Web T I UH—THA MARETHRICLE
RYEENERRENEEE ) FERAAAZTEESITILIORI IOV T MARRELTY. BCERAMAETE, PEAEREIC
ML THRESAFEA.

(B ]:

1. EXEC E— RTHCOBRIMBELZER LTI, NVRAM B ENDEZETKEMABIBFIIC device . key 7 7ML ERELET T,

—

crypto cert generate self-signed [cert-file cert-path key-file {private | keypath}]
[country 2-letter code] [state state] [locality city] [organization organization-name]
[orgunit unit-name] [cname common-name] [email email-address] [validity days] [length
length] [altname alt-name]

[cert-fle] 77 a3V EANT 2HBEE. AAPRBLTTAR—F F—ARFSATNEO—AL RRGEE BEGIRTON
TA—R—FEANTIRENBYEY, [cert-fle] 7T aVEBETSL. AARZTOMDNTA—F—BEOANERD ST O
YT IRRRENTT, HIAERDELSYTY,

You are about to be asked to enter information that will be incorporated in your
certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank.

For some fields there will be a default value; if you enter '.', the field will be left
blank.

Country Name (2 letter code) [US]:
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State or Province Name (full name) [Some-State]:California
Locality Name (eg, city) []:San Francisco

Organization Name (eg, company) []:Starfleet Command
Organizational Unit Name (eg, section) []:NCC-1701A

Common Name (eg, YOUR name) [hostname]:54148-001

Email Address []:scotty@starfleet.com

2. EXEC E— RTCEHCEEBRIAHELF— T 7/ ILEA VA M=ILLET,

crypto cert install cert-file home://cert-filename key-file {key-path | private} [password
passphrase] [fips]

e cert-file cert-path& > O—RLABEEDY —ADGEFAEIEELET, fl : home://s4048-001-cert.pem
or usb://s4048-001-cert.pem

e key-file {key-path | private} ¥ VA—RLETTAR=—K F—FEEO—-ALIZERESAETTAR—FF
—%ZWBT20—HIL RREBELES, 77/ RX— 2 ADLT, O—ALOBhESHRMALF—F/A VA M—ILL, F
— J7AILOBMEHRAEORFICEELET,

° ijassword passphrase RA)—REFAL TERENEZTTAR—F F—%ESHTIDITEATEINAT—RE
EELET,

3. fips Cl&, FIAEF— RT7EFIPSEHLE L TA VA M= LZFET, fips #AHL T, RADIUS over TLS A2 & D, FIPS 3t
TTV—= a3 V&> THEASNBDIIAEPEF — RTEA VAN =LLET, fips EADLARNEE(X, FIAEZEF— TN
EFPS EHDART L L TREShET,

AT FIRAEF— RT7 % FIPS EHLE L TERT 20 E S EFIBLET, FIPS E— RES T, FIPS EHLOFEAEZE S — <
TEFEALAEVWTLES,

4. crypto cert generate request VXY RTkey-file TTAR=FN ATV aVEFRLERIC fips EADLEEE.
FIPSEHLD 754 R— N F—=HRBT 7ML ¥ AT LAAOI—F —([CEIERTOBHICRESNET,

EREDA VA M—IREEICITOAZ5E, BEBRILREO I 7AMILEBLZTOHBENKTIENET., crypto security-
profile AXY REFEALTEFa T TOT7AIILDOIREEERT DT, 771IILBEZHEALET.

[f]: BCERABEBLF—DEREAN VA M= ]

0S10# crypto cert generate self-signed cert-file home://DellHost.pem key-file home://
DellHost.key email admin@dell.com length 1024 altname DNS:dell.domain.com validity 365
Processing certificate

Successfully created certificate file /home/admin/DellHost.pem and key

0S10# crypto cert install cert-file home://DellHost.pem key-file home://DellHost.key
Processing certificate

Certificate and keys were successfully installed as "DellHost.pem" that may be used in a
security profile. CN = DellHost.

[ BCEBRALREBTORT ]

0S10# show crypto cert

0S10# show crypto cert DellHost.pem
———————————— Non FIPS certificate -———----—-----——-
Certificate:

Data:

Version: 3 (0x2)

Serial Number: 245 (0xf5)

Signature Algorithm: sha256WithRSAEncryption
Issuer: emailAddress = admin@dell.com
Validity

Not Before: Feb 11 20:10:12 2019 GMT

Not After : Feb 11 20:10:12 2020 GMT

Subject: emailAddress = admin@dell.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)

Modulus:
00:c7:12:ca:a8:d6:d2:1c:ab:66:9a:dl1:db:50:5a:
b5:8a:e4:53:9d:f6:b4:fc:cd:f4:09:46:8a:03:86:
be:0b:50:51:¢c7:25:76:9f:ff:04:£9:£f8:d9:6£f:5d:
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53:
41:
95:

f1
6b

25:

52:
e8:
10:
:bd:
3192 3
9f:

Oc:
ff:

8e

le:
8e:
do:
Exponent:
X509v3 extensions:

X509v3 Subject Key Identifier:

4d:05:
3a:b0:
:bc:c6:
Oc:4f:
23:17:
39:60:

65537

ed:
35:
62:
54:
53:
5e3

31:
Oc:
3a:
03:
ef:

49

23:
22:
82:
42
10:
:b0:

79:
d7:

30

£3:
do:

ad

(0x10001)

44
ef:
:0f:
a7:
ae:

5c:

4f:
de:

d7:
3053
de:
22:
H

62:
9a:
19:
40:
d6:

01:

17
3d:
ed:

9d:

48:
Se:
ae:

DA:39:A3:EE:5E:6B:4B:0D:32:55:BF:EF:95:60:18
X509v3 Subject Alternative Name:
DNS:dell.domain.com
Signature Algorithm:

HLEELOESY)

[ FmHl ]
TY, ChoDIERAER, FRTEDIOTEHELRYFLE,

A4 Y FENEBTNA X (RADIUS R TLS Y—N—% L ) T HF1IC. CABBFEIAREZEWVIRRL TEE2LERERE

LEd., dAEOIRAICLYETRFENDID ZBIATE., £DE,

ESEN

ERREICIE. ZOMEEFETLIMRERMAARA 2 b (COP) IZET 5 URL P ZDMOBHRAEENTIVES., URLEZEAL
T. OS10 (FREAEBRHIYA M (CRL) XD O—REBEHICCOPIZTIEALFET, ABTNA XOERENI X MZH B

BE. FEECOPY—N—HILELRINEE,

[ #8RK ]:

1. SERAEEMMNRA > MDD URL % EXEC E— RTHERLET,

sha256WithRSAEncryption
b8:83:ae:34:bb:84:e6:04:a3:£fd:77:20:67:15:3f:02:76:ca:
£6:74:d4:d2:36:0e:58:8c:96:13:c2:85:8a:df:ba:c0:d9:c8:

0S10# crypto cdp add cdp-name cdp-url

:90:AF:D8:07:09

EREREShFEEA.

24 v FIZLY T A ENTSCDP % EXEC E— RTHEZALEY.

0S10# show crypto cdp

[cdp-name]

AVARMN=ILENTIL\D CDP 28T BIZI&, crypto cdp delete cdp-name XY REFEALET,
2. COPABLAYYO—RENI=CRL%ZEXECE—RTAI YA M=ILLZET,

0S10# crypto crl install crl-path

[crl-filename]

AL YFIZTAVARN=ILENTIVBCRLOY R ME EXEC E— RTHRRLET.

crypto crl install AXY REZFEAL TERSNEZFEH TS, VA M—ILEN/= CRL Z8IBRT BIZ(X. crypto crl

0S10# show crypto crl

[crl-filename]

delete [crl-filename]aAXY REFEALET.
[ : CDP M#H ]

0S10# crypto cdp add certl cdp http://crl.chambersign.org/chambersignroot.crl
Successfully added CDP
0S10# show crypto cdp

[f]:CRLODA VA M=)

0S10# crypto crl install home://pki-regression/Network Solutions Certificate
Authority.0O.crl.pem

OS1I0tEFxaUTADODRAMNTFSH9T4R

SERREMRITITD CAIZE > TERIENTUOEWT E LR

FERAERRI Xk (CRL) &, BT THAREAR/ (CA) NMFESN=BDHRAMCKNE BT R ILABREDOY R b
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Processing file

issuer=C=US,O0=Network Solutions L.L.C.,CN=Network Solutions Certificate Authority.0.crl.pem
lastUpdate=Jul 7 04:15:08 2019 GMT

nextUpdate=Jul 11 04:15:08 2019 GMT

0S10# show crypto crl

[ R FAEAEORR |
RI, KALABREDO ) XA b ERRLET,

0S10# show crypto crl COMODO Certification Authority.O.crl.pem
Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: shalWithRSAEncryption

Issuer: /C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA Limited/
CN=COMODO Certification

Authority

Last Update: May 8 20:34:21 2019 GMT

Next Update: May 12 20:34:21 2019 GMT

CRL extensions:

X509v3 Authority Key Identifier:
keyid:0B:58:E5:8B:C6:4C:15:37:A4:40:A9:30:A9:21:BE:47:36:5A:56:FF
X509v3 CRL Number:

2904

No Revoked Certificates.

Signature Algorithm: shalWithRSAEncryption
5b:77:52:c0:a0:4e:77:be:4a:cd:6a:7e:92:98:2e:al:6b:3c:
ad:2d:ac:db:0a:19:1d:a3:56:98:7£:d6:93:£3:1d:4b:61:40:
c3:e0:40:45:00:41:40:66:87:35:2b:3a:4c:f3:fl:7e:44:7e:
fe:7£:51:5d:17:ee:b3:4c:15:75:a6:a0:7b:2e:01:92:3e:b6:
71:a28:01:8d:78:ac:80:3b:16:f2:£f1:a8:£fd:09:68:9f:7e:09:
55:¢c6:80:2c:2f:e7:£3:54:51:94:3a:d8:04:d6:00:3f:63:b1:
19:£f3:42:2a:d2:c4:3b:de:cd:4d:ad:£0:72:c5:04:25:51:e5:
3c:76:8b:97:3c:db:fe:3f:7f:41:d2:d9%9:aa:7£:98:90:6b:cf:
27:53:0e:66:83:8e:cc:8l:ef:6a:eb:cd:c2:fl:e2:ea:84:4f:
73:bb:90:5a:03:19:a3:50:6a:¢c7:03:99:e4:09:£fd:56:99:83:
3a2:15:93:00:4a2:49:28:78:69:85:de:fc:06:cc:b9:a5:5b:d9:
4a:00:46:90:ce:94:3a:9¢c:£3:04:€4:d7:98:36:29:a8:8b:fe:
72:26:00:£d:39:5e:14:£5:00:6d:0e:4f:ec:d4:ab5:ca:4f:el:
d9:4f:5a:37:21:e3:a2:fb:80:db:cd:68:0b:al0:fa:58:0d:5e:
40:el:ed:1c

X2V T4 TAT7FAILDEBRK

CEELFEROSO 7T U=y a v TCEBDOEF 2 T4 RFABHREFEAIT B2, EHOEF22UT 7077/ ILEEBRL,
OSIOT7FNr—avICBEIYHETRCENTEET, EXFalTs 707740, FGIBELE T SAR—N F—ORTTHERE
hTWET,

Bl Z (X, RADIUS over TLS FRBEE & SmartFabric —E XD =8I, BR2 X T« AT 7ML EMETEET, JTOT 74
LEBRTDEEIC, FTUr—vavictxa)TF4 7O 745 YHETET,

AAZEF— RT7EA VAN -ILTREE, EELLAHBTOBMEEALETT, HIAERE, ROLSICAAZEZSI VA M—ILLE
j—o

0S10# crypto cert install cert-file home://Dell hostl.pem key-file home://abcd.key
FEBAZE S+ — R7I(E. Dell hostl.pem &LV Dell hostl.key ELTA VR M=ILENFET, KO KT, Dell hostl

ELTRPEANLET, E¥Xal)Fq TOTFAIILERKT BEEE. certificate certificate—name XY RIC
Dell hostl EABLET,
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e CONFIGURATION E—RT7FVHr—vavBEEDOEFXa T4 7AT7 714 LEERLETT,

0S10 (config) # crypto security-profile profile-name

o HIAZELTITAR—bF F—MRT7% SECURITY-PROFILE E—RTEFaUFTs 7OT77ALICEIYVHETET,
certificate-name [ZI&, show crypto certs HAOICKRRENBDMPEF— RT7DBFTE .penibfkFHELTAILET,

0510 (config-sec-profile)# certificate certificate-name
exit

e (A7¥ 3> )SECURITY-PROFILE E— RTHEHTNA ANDZELHPEEDCRLF v/ B LEFIT, CRLFz vy
TlE, AAYFIZTA VA M—ILENTIVBCRLEFEA L CHEREDEMMEEAL X,

0S10 (config-sec-profile) #revocation-check

e (A7 32 )SECURITY-PROFILE E— R T, ST NA RIC k> TRESHIAPABICH L TCETEDOF vV EBMILE
¥, E7BOF v V&Y, SAERVE-PN Y -—N—BREDET TNARABE—RT I L EHRLET,

0S10 (config-sec-profile) #peer-name-check

o TXaUF4 TOTFAILEFRALT, X503 R—ADY—ERXEZEBR LTI, BIAK, X509v3 sEBAEZE%F A L T RADIUS
over TLS SR ®BKd B IZl&, radius-server host tls AV REZAHALET,

0S10 (config) # radius-server host {hostname | ip-address} tls security-profile profile-name
[auth-port port-number] key {0 authentication-key | 9 authentication-key |
authenticationkey}

[ : RADIUS over TLSRREED X a T« 7OT 74 ]

0S10# show crypto cert

(config) #
(config)# crypto security-profile radius-prof
(config-sec-profile)# certificate dv-fedgov-s6010-1
OSlO(conflg sec-profile)# revocation-check
(config-sec-profile)# peer-name-check

OSlO(conflg sec-profile) # exit
0S10 (config) #
0S10 (config) # radius-server host radius-server-2.test.com tls security-profile radius-prof
key radsec
0S10 (config)# end
0S10# show running-configuration crypto security-profile
|
crypto security-profile radius-prof

certificate dv-fedgov-s6010-1

[EFaUTq TOTFALBBIMLENTNEINE SHDOF VY ]
TXaUTa1 TATFAUADRBIMLEATNBIAE SAERDLS ITRENET,
0S10# show running-configuration radius-server

radius-server host radius-server-2.test.com tls security-profile radius-prof key 9
2b9799adc767c0efe8987a69496901384c541414bal8a44cd925fc00££180e9

SSH WAV — b h— RBEE

OS10 Clk, SSHEFEAL TT/NNA RIZEHRT BOA—H—FRFEIC, H£BET7YV X H— K (CAC) PEAZIIFTIROIRIE (PIV)
AR—MN H—REFERATEEFT., CACHRLUPVAT—KF I—RIZIE, RIAEBICK> TRITSN=LAHEES (PKI) X.509v3 i
BEMREFNRTNET, COMEEFEFRATEIE,. OSOY T MUz T7Ick>TA—H—FR3E. EX—)L%% BLUVESILERIET
xFT, AVN— M H— RBAZFEATBIZ(E, X503 BAEEHR— ML TWWBSSHYSA 7Y hNaERLET,
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[#HL]: A—H—(EB I TEMERT—RE2EBLTTNAA RIZRZIZTHIERTEZENTEZTIA, —HP—F/XT—R
EEEEDHEY. ZETHRUBMICRELEZY I HMEALNHYET., SSHICATY—M h—REEATDIE, EXa VT 1 M58
h, AP —(FEMANRRT— REZRETIVEN R ARYET,

OSI0SSHHY—N—I2kY, RRAT—RHYLEBLD2BEDOHKT X093 AX—h h— RRBIAAYR—bEhFES, XXT—

REFHAL T X509v3 RiE&FEAT 254, RADIUS F£1=I1& TACACS+RIEEFERA L= T— MRIEE & (2. X.509v3 REE % FH

TEET,

[RNRD—RE=FALEUE—N I—H—FR3L ]

X.509v3 SSH FRFE, H LU RADIUS £/=(X TACACS+EFALIUE—MNRIEZIT S LIICRA v FEERT D5EE. SSHEFEH

LTERTDE. ROY—TVANRELET,

1. YATLFEEFF—AR—KROH—K J—F— 0Oy M, CACEEEFEPVAY—N H—KREEALZET,

2. RFC6187 X.50v3 B SSH Y FA T N 7T U= avER8EL T, RAERAT— M A—REEE CACIZEREL. 0310
AL Y FADERERILILET,

3. SSHOZATU N TTUT—vavik, R4y FAOABREREEILIL, X503 RBifEAI I — ML T, 0OS10 A1 v F
X.509v3 AERAEEIRAEL £ 7,

4, SSHOSA T M T7TVr—230(2&>2T, CACELF PV A— RS HELRBIMPEELBIRT I LS5RENETT,

5. SSHYSA 7V MNT7T U= 3vIc&k>T, CACEEIEPVA—ROPNODANZERDZ IOV T MAKRTENTT,

6. SSHHSA T MNTTVr—yav(ckY, XE0W3AEEFEALTRIAN I TR MRNRESHhET,

7. OSI0SSHH#—/N—(k, AHAEERIALET, ChiZE, BEETESFz—>,. BEVAHBAER., £ARRET « =)L RO&
SMEENRETT, 714 =L ROWThANENLRIES, RAERBMLET,

8 BREN0S0tEFall7T4 TOT7ALALNKNF v I E#ERTSHE, OS10 SSH Y —N—(FFRAENKI L TWWVAENWZ &
EHERBLEI, WAL, BYA CRLEHRT M, OCSPUY IR MEFE4R OCSP L AR A —IZRET B LIZL-TIT
bhZET,

0. AERAEMNEML TL\BHE, RiEEEBLET,

0. %274 7ATF7AILTETZEOF v IBBMELEN TS5 E, OS10SSH Y —N—(&, I—H—FIHEOHBE /-
FTVIRLET =L REI—HY-—FLBELETTS., —BHLAEWEE, BIAFEEBLTT.

N. OSI0SSHHY—NR—MBRXZAT—RKRDODAHERODNET,

12, OSI0SSH Y —N—(F, A—HF—FBLBRENLRRT—REFEAL T, BERADIUS £/z(& TACACS+A—H—RIAEEETLE
ERS
3. RALICHINS BE. SSHEY Y a VTSI E T,

[/\Z'j_l\éﬁﬁﬁbf’u_jj)l/l_ﬂ- r-VL.nJ.T:]
OS10 SSH H—/\—% X.509v3 SSH O— AL EREEICHER L. SSHEFEA L TEMRIT DL, ROV -4V ANFRELET,

1. PCEEEF—R—ROAI—RKR J—F— 0Oy M2, CACELIFPVAIT—FA—REBALZEY,

2. RFCB187 X503 HMESSHY SA 7Y N 7TV —v a v ERBL T, RIAERAT— M I— RFE/IF CACIZEREL. OSI10
A4y FADOERERILILET,

3. SSHOZATFZYNTTV = avik, A4y FAOHBEGREHILL, X509v3 BitE XTI — ML T, X509v3 iEEE
EIRFELET,

4 SSHHOZATU M T7TUH—vav(2&o>T, CACEEEGPV A— KA SMBEARINPFEEIBIRT D2 LS5REITT,

5, SSHOSATF VN T7TUr—vavIcko>T, CACERIZPVA—RDOPNDANERDHZ 7OV T MARRTENET,

6. SSHHSA T NT7TFUr—vavickly, X0V EMAELEFER L TRV TX MRESHET,

7. OS10SSH Y —/N—(k, ARFAEEFRIALET, ChiCE, EETEEIFz—>. BWABAEE., £HKRT « —IL RO&
BMNEENET. Z14 =L ROVWThAONENRISE, RAEERBLET,

8. BRENZ0SI0EFallTa TOT7FALANKNF v I EERT L, 0310 SSH Y —N—(FFAEANKII L TLWVAENWZ &
EHRLEI, WREEL, BYA CRLEHRT M, OCSPUY IR MNEFEYR OCSP L ARV B—IZEET I LICL-TIT
bhxEd,

9. AMAEMNKIIL TI\BBE, RiflGkBLET,

0. t%a)F4 7OT7F7ALTETEDOF v I REMLENTINBEE, OSI0SSH Y —N—(&, A—H—BEE0HBER T
FTVINLET—ILREIA—HY-—FLBELET,

N —EBLRWEA, OSIOSSH Y —/N—(F, A—H—fIAZE T4 —ILRE, Z00—A) I—HF—FBZHL TEREAETRTO
FBERAELBELLSELET,

2. —BLARWEE, RILEXBLET,

13. OSI0SSH Y —NR—MB/RXZAT—RDAHERHBNET,

4. OSI0SSH Y —N—(k, A—P—FBLRBENENZAT—REZEAL T, BEoO—H) AV —RIAEETLET,

15. REEICRINT D&, SSHEY Y aUAiTEhET,

[RRT—RAELOO—AHIIL 2A—H—FEE |
OS10 SSH H—/N—% X509v3 SSH MO — A ILFRFEICHEMR L, SSHEFER L TERTIE. ROV 4TV ARERELET,
1. PCEEEFF—AR—ROI—RKR J—F—2Z0Oy M, CACELEEPVAIT—MH—REEALET,
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2. RFC6187 X503 B SSHY TA 7Y N 7T —Y a v &REL T, RIAERAT— M h— REAIECACIZEREL. 0OS10
AL Y FADERERILILET,

3. SSHOZAT7UNTTN = avik, A4 vy FAOHBREREEILL, X503 RiEARTLI—ML T, OSI0 X1 v F
X.509v3 AEFAEEIRIEL £ T,

4, SSHOSA TN TFTVHr—Y 302k >T, CACEEIFPV h— RADMKBLADIIERAEZEEIRT I LSRN ET,

5. SSHYZA 7V N 7T Ur—23vIck>T, CACEFLEIEPVA—ROPINODANERDZ IOV T MAKRTENTT,

6. SSHHSA T MTTUr—Yavickly, X0V SEAELZFER L TRV TRXA MRESHET,

7. OS10SSH Y —/N—(k, ARAEERIALET, ChiCE, BETEEFz—>. BVAHBAEE, £ARKRET « =)L RO&
HEREERET., 71 =L ROWThAONENLRIES, REEKRBLET.

8. BRENLOSOEXaUTs TAT7ALANRKNF v I EERT DL, OS10 SSH H—N—(FFHENKRIL TLVRINZ &
R LEI, MELE., BY)R CRLEHERT DM, OCSPUHI I X NE#EYA OCSP L AR A —IZEET D LITL>TIT
bhET,

9. AERAEMNKEML TL\BHE. RiEEEBLET,

10. OS1I0SSH Y —/N—(F, A—HY—(EPEET 4 —ILRE, FOO—H)L AP —F(TH L TBRSNETEBRELRBALLSELE
ER

N —HIB3B5E5EFRANARKIL. SSHEY Y aVIFRRT—R FOV T ML THRITSNET,

[/\XU_FE{E}EH L/f:U:E_l\:L_-U- m.nIE(D*%ﬁk]
AR—M H—RBELUERRT—RIZKDBVE—b I -RBHAEHR-—FTBICE. ROLSITBRLET,
o RADIUS /=l TACACS+REI#A®IZL £,

radius-server host {hostname | ip-address} key {0 authentication-key | 9 authentication-
key | authentication-key} [auth-port port-number]
aaa authentication login default group radius local

o SSHHY—/N—T., X503 B &A= LET,

ip ssh server x509v3-authentication security-profile profile-name
o FTARTMSSHOYA VEHITT X003 FIAENMERIBE(EX, SSHHY—N—T, FL—2 /R 77— RFBELE SSH 2+ —F2
EEEMLET,

no ip ssh server password-authentication
no ip ssh server pubkey-authentication

[/\OXU_FEE}EH L/f:l:l_jj)l/l_-ljs WL:IJIEO)*%E’X]
AR—MNA—RBELUVRRT—RIZ&BZA—HIIL A—H—ORAEHR— T BICIE. TOLSITEBRLET,
o SSHHY—/N—T., X503 B &A= LET,

ip ssh server x509v3-authentication security-profile profile-name

o ITARTMSSHAYA VEITT X093 AEAEMNRRENSHERIF, SSHHY—N—=T, FL—r NRRT— RFFLL SSH AR+
—BAEENICLEFT,

no ip ssh server password-authentication
no ip ssh server pubkey-authentication

o TXalF4 JOATFALTEF—FRREOF v I EEVLTWTH, A—H—DIHETCA—HY—0OF( VB EEER
PEAVMOBNEFEAL TL\PBEE. A—Y—IHAZEOFMEERL T, SSHHY—NN—RA1—H—DiHEEZTHI Y MR
ETEdL5ICLET,

username username certificate subject “x509v3-subject-string”

or

username username certificate principal-name user-principal-name-string
or

username username certificate fingerprint fingerprint-value

[RRT—RELOO—HIIL I—H—FA O ]
AR—NA—RERRD—REFEALENRRT—RLZAOO—AIL A—P—RBAEzHR— T BIZE. XOLSITERELET,
o SSHHY—N—T, RXRJ—RL X X500v3 BAE=ARLET,

ip ssh server x509v3-authentication security-profile profile-name password-less
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o HIAEABR A TOWVAWI—HY—NEHIZ, TL—2 RRAD—RBIAEZEDOFTFICLTEEET,

ip ssh server password-authentication

o I—H—MNSSHABEF—DONRRT—RLARIAEZRDYICEATILENAHDIEEE. TL— BT —RIAEEIOEEIC
LTHBNTLES,

ip ssh server pubkey-authentication

o I1—H—n X500v3 iEBAENFMEERL T, SSHY—NR—NA1—H—DIAZEET7H IV NEBETEDLSIZLET,

username username certificate subject “x509v3-subject-string”

or

username username certificate principal-name user-principal-name-string
or

username username certificate fingerprint fingerprint-value

TN AAYF E—RD0S1010.4.3.0 LAED ) Y —-RATHOFLIVEF 2
DT 4 SERAEDEREA VA M=)

[ 3&HL 1: VLT F£ /=& SmartFabric — EZXMBERZA > TIVT, 0S105.07P3 BLVFNLUBIOHR—bEh TS ) ) —ZAMNE
TENTNWBRAYFTIE, Z2HEFyrILEFERALTHEICEELTT, Z2EETF vy RIILEEILT S=6(2. 0310 (& X.509v3
SIREEFEALET.

A—H—MRYRATFAIZAT AT BE, 1043 x5 105.07P3 D OSI0A4 A—VI2kY, 4 TRE—IX—Vv—NTIT I
DB REFALTNRENSEEAYE—IUNRTENET,
[BRICETDAE: ]

e OSIOEBAVAMN—ILLESEETH, SHZEFVRATALALIZEELTOEY, OSI0EEBA VA M =ILTBHFEEIE. no
cluster security-profile <Y KRB LW cluster security-profile profile-name AX Y REHFERL T, £+
AUT4 FTOT7AILORIBRLEBENE L THL, SIREEBI VA M—ILLET,

ROFIETENBRIAREEA VA ML dE, BEEAVvE—VORTIBRCRY, YATLNERICHESTSLIICBYET,
COFJEF, 0510 ) —R 10430 LETOHEELFF ., 0S10 D 1041455 1042x D) ) —RERTL T BHEEE. Th
gD Y -7y TIL—RLTLES,

[ ]:
1. WMAEDT/NA AT, OSI0 HD/NN—> 3 VEERALET,
[RA4YyFA: ]

Switch-A# show version

Dell EMC Networking O0S10 Enterprise

Copyright (c) 1999-2020 by Dell Inc. All Rights Reserved. OS Version: 10.5.0.7P3
Build Version: 10.5.0.7.745

Build Time: 2020-06-02T22:46:24+0000

System Type: MX9116N-ON

Architecture: x86 64

Up Time: 00:07:32

[R1yFB: ]

Switch-B# show version

Dell EMC Networking O0S10 Enterprise

Copyright (c) 1999-2020 by Dell Inc. All Rights Reserved. OS Version: 10.5.0.7P3
Build Version: 10.5.0.7.745

Build Time: 2020-06-02T22:46:24+0000

System Type: MX9116N-ON

Architecture: x86 64

Up Time: 00:08:10

2. ‘/7\7'./-\7‘3\7)1/7\’( J?"f |\_C37)5 t%ﬁﬁwu bf@'
[RA1YTFA:]

Switch-A# show switch-operating-mode
8713-ToR-2# Switch-Operating-Mode : Full Switch Mode
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[R1YyFB: ]

3.V

Switch-B# show switch-operating-mode
8713-ToR-2# Switch-Operating-Mode : Full Switch Mode

LTANK L TWVBC EExBALET,

[RA4vFA: ]

Switch-A# show vlt 255

Domain ID : 255

Unit ID : 1 Role : primary

Version : 2.3

Local System MAC address : 20:04:0£:20:86:00
Role priority : 32768

VLT MAC address : 20:04:0f£:21:9a:00

IP address : fdab5:74c8:b79%e:1::1

Delay-Restore timer : 90 seconds
Peer-Routing : Disabled
Peer-Routing-Timeout timer : 0 seconds

VLTi Link Status
port-channell000 : up
VLT Peer Unit ID System MAC Address Status IP Address Version

2 20:04:0£:21:9a:00 up fdab5:74c8:b79%e:1::2 2.3

[RA4vFB: ]

Switch-B# show vlt 255

Domain ID : 255

Unit ID : 2 Role : secondary

Version : 2.3

Local System MAC address : 20:04:0£:21:9a:00
Role priority : 32768

VLT MAC address : 20:04:0f£:21:9a:00

IP address : fdab5:74c8:b7%e:1::2

Delay-Restore timer : 90 seconds
Peer-Routing : Disabled
Peer-Routing-Timeout timer : 0 seconds

VLTi Link Status
port-channell000 : up
VLT Peer Unit ID System MAC Address Status IP Address Version

1 20:04:0£:20:86:00 up fdab5:74c8:b7%e:1::1 2.3

4 OSOCLIZEALTECERIAPELEERLET, ChlL, BUL VLT RAA > E=IE SmartFabric 7 5 X2 —AO LT hh D
AAYFTITSENTEET,

[

AAYFA:]

Switch-A# crypto cert generate self-signed cert-file home://dell.crt key-file home://
dell.ky cname sfscert

Processing file

Successfully created certificate file and key

Tz, RONTA—R—EEETSH LB TELY,

country 2-letter-code (AT ay ) EE&HRTZ2XFOI—REAHNLET,
state state : HERROETMEANLET,

locality city : MEINOBMZEANLET,

organization organization-name : fBDBMEANLET,

orgunit unit-name : 1=y FOBMEAHNLET,

cname common-name : REBBEICEIYHTONEHBREANLTT, HBEBE. TNAMREERTIHICIEREND
FERIDTY, TI+ILITEH, RAYFORRNBICHBENMEBENET. XM v FIS, PF7 RLAGREDRIOHLE
BEBRTEET, common-name BRTNA ADERID E—HLEBEWNGE, BRFAIPSFIRIEShFTEA,

email email-address : & DBEICHERITIENEEA—L T7RLAZEAALET,
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10.

1.
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e validity days : iEBBENOENHEEAN LTI, BCEBERAPEDEHEE., TI7 4/ MK 3650 BT,

e length bit-length : ¥—J—ROREDEY MEZAALZES, FIPSE— RTIE, EDEHIZ 2048 ~4096 T, JE
FIPS E— R Cl&. fEOEF(L 1024~4096 T3, FIPSE—REFEFIPSE—ROT 74N F—ODREE 2048 EY FTT,
FIPSE—ROF—DEREOH/MEIKX 2048 EY hTTF, EFPSE—ROF—DREOH/MEIX1024 EY b TH,

e altname altname :#HBOREBEEZAANLZFET, HlA. altname IP:192.168.1.100 REDIP 7 RLAEFATE
7.

FLLLERENAERENR—L TALY M) —ICFHETIMAESHEHALET,
[RA4vFA: ]
Switch-A# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2020-12-18T14:20:32Z 1017 dell.crt 2020-12-18T14:20:32Z 1675 dell.ky

AFRAEL F—F XA Y FALDL SCPH—N—[2OE—LFET, COFITIESCPAEASATNETMN, TFTP /(& FTP H—
N—%FERTILLTEZET,

[RAYFA:]
Switch-A# copy home://dell.crt scp://<username>:<password>@100.104.54.214/dell.crt
Switch-A# copy home://dell.ky scp://<username>:<password>@100.104.54.214/dell.ky
AAEZEL F—% SCPH—N—HBRA v FBICOE—-LZET,
[R41vyFB: ]

Switch-B# copy scp://<username>:<password>@100.104.54.214/dell.crt home://dell.crt
Switch-B# copy scp://<username>:<password>@100.104.54.214/dell.ky home://dell.ky

@ AFE:SFS U TRA—FLIEVLT RAAVHADTRTOTNA RIE, BLABRELF— T 71 LEBLTULBIRELRDHY
7,
FERAEMRAAM v F BIZOAE—Ehi=hESHhEBALET,
[RA4vyFB: ]
Switch-B# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2020-12-18T14:59:51% 1017 dell.crt 2020-12-18T15:00:42Z 1675 dell.ky
BeERIARAZLF - T 7M1 LEA VA M-ILLET,
[RA1YFA:]

Switch-A# crypto cert install cert-file home://dell.crt key-file home://dell.ky
[R1vFB: ]

Switch-B# crypto cert install cert-file home://dell.crt key-file home://dell.ky
show crypto cert AV REETL T, FSIEERVATAICA VA M—ILENTWE L EHERLET,
t¥al)T4 TOTFALEERLET.

[RA4AYFA: ]

Switch-A(config) # crypto security-profile DELL123
[RA1yFB: ]

Switch-B(config) # crypto security-profile DELL123

RAELTTAR—F F—ORTEEF2 VT4 TOTF7ANCEYETET, 774 IILRFGL TABRBOBREAD
L/id_o
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12.

13.

14.

15.

16.

17.

[RA4vTFA:]

Switch-A (config-sec-profile) # certificate dell
[RA4vFB: ]

Switch-B(config-sec-profile)# certificate dell

HIRE—DtFa YT TOT P NEERLET,
[RAvFA: ]

Switch-A (config)# cluster security-profile DELL123
[RA4vFB: ]

Switch-A (config)# cluster security-profile DELL123

(V=2 1043x EXTLTNBRIHEEDH ) MADT/NA X LD /config/certs/T 4 L M) —IZ store T+ ILZ—%FEEL
ESEN

Switch-A# system "sudo mkdir /config/certs/store"

Switch-B# system "sudo mkdir /config/certs/store"

FEBRE % /config/certs/store/ DIFFTICAE—L, MAD VLT EF Tc rehashax Y REETLET.

Switch-A# system "sudo cp /config/certs/dell.crt /config/certs/store/"
Switch-A# system "sudo c_rehash /config/certs/store/"

Switch-B# system "sudo cp /config/certs/dell.crt /config/certs/store/"
Switch-B# system "sudo c_rehash /config/certs/store/"

HLWSSHEY Y 3V ERE BEAVE—UNRRENBWTEEBWALET, HLOIEBAEMN VLT RAAL VEEILSFS Y
FRE—TEMNZE>TLWRNEAETH, VATLARBEAVvE-—VEERLTHA.
MX TNRAZDHZ/E, RIWF/—RI9TRE—BAEZEZTLTWDAEL, EVLTRTZOLWTAADVILTET L, SFSTIM <
J)— /—REBEELET., MXBUADTNRAIRAOBE, VLTIV 0575y T LET,
VLTIV 9 %75y 7LiY, /—REBEEBLEYVTIE, —KHICAT Yy N AARRET IHEERHYET.
COFIEEF. AVTFIA V4 RITRITLET,
(AT aV ) )VLTAPRL TR E=HBALET.,

[RA1yFA:]

Switch-A# show vlt 255

Domain ID : 255

Unit ID : 1

Role : primary

Version : 2.3

Local System MAC address : 20:04:0£:20:86:00
Role priority : 32768

VLT MAC address : 20:04:0£:21:9a:00

IP address : fda5:74c8:b79%e:1::1
Delay-Restore timer : 90 seconds
Peer-Routing : Disabled

Peer-Routing-Timeout timer : 0 seconds

VLTi Link Status

port-channell000 : up

VLT Peer Unit ID System MAC Address Status IP Address Version

2 20:04:0£:21:9a:00 up fdab5:74c8:b79%e:1::2 2.3
[R41vyFB: ]

Switch-B# show vlt 255
Domain ID : 255

Unit ID : 2

Role : secondary
Version : 2.3
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Local System MAC address : 20:04:0f£:21:9a:00

Role priority : 32768

VLT MAC address : 20:04:0f£:21:9a:00

IP address : fda5:74c8:b7%e:1::2

Delay-Restore timer : 90 seconds

Peer-Routing : Disabled

Peer-Routing-Timeout timer : 0 seconds

VLTi Link Status

port-channell000 : up

VLT Peer Unit ID System MAC Address Status IP Address Version

1 20:04:0£:20:86:00 up fda5:74c8:b7%:1::1 2.3
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