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Notes, cautions, and warnings

®| NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid
the problem.

A| WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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About this Guide

This guide provides information about the Dell EMC Networking operating system (OS) command line interface (CLI).

This book also includes information about the protocols and features supported in Dell EMC Networking OS.

References

For more information about your system, go to the Dell EMC Networking Support page and refer to the following documents:

Dell EMC Networking OS Configuration Guide
Dell EMC Networking OS Installation Guide
Dell EMC Networking OS Quick Start Guide
Dell EMC Networking OS Release Notes

Topics:

¢ Objectives

*« Audience

¢ Conventions

. Information Icons

Objectives

This information is intended as a reference guide for the Dell EMC Networking OS CLI commands, with detailed syntax

statements, along with usage information and sample output.

@ NOTE: For more information about when to use the CLI commands, see the Dell EMC Networking OS Configuration Guide
for your specific system.

Audience

The Dell EMC Networking OS CLI Guide is intended for system administrators with an understanding of Layer 2 and Layer 3
networking technologies, who are responsible for configuring or maintaining networks.

Conventions

This guide uses the following conventions to describe command syntax:

Keyword Keywords are in Courier font and must be entered in the CLI as listed.

parameter Parameters are in italics and require a number or word to be entered in the CLI.

{X} Keywords and parameters within braces must be entered in the CLI.

[X] Keywords and parameters within brackets are optional.

x|y Keywords and parameters separated by a bar require you to choose one option.

x|y Keywords and parameters separated by a double bar allow you to choose any or all of the options.
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Information lcons

This guide uses the following information symbols:
®| NOTE: The Note icon signals important operational information.

The Caution icon signals information about situations that could result in equipment damage or loss
of data.

®| NOTE: The Warning icon signals information about hardware handling that could result in injury.
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CLI Basics

This chapter describes the command line interface (CLI) structure and command modes. The Dell EMC Networking operating
software commands are in a text-based interface that allows you to use the launch commands, change command modes, and
configure interfaces and protocols.

Topics:

¢ Accessing the Command Line

e Multiple Configuration Users

e Obtaining Help

*  Navigating the CLI

¢ Using the no Command

*  Filtering show Commands

*  Enabling Software Features on Devices Using a Command Option
*  Command Modes

Accessing the Command Line

Access the CLI through a serial console port or a Telnet session.

When the system successfully boots, enter the command line in EXEC mode.

@ NOTE: You must have a password configured on a virtual terminal line before you can Telnet into the system. Therefore,
you must use a console connection when connecting to the system for the first time.

Example
telnet 172.31.1.53

Trying 172.31.1.53...
Connected to 172.31.1.53.
Escape character is '"~]'.
Login: username

Password: DellEMC>

After you log in to the switch, the prompt provides you with the current command-level information. For example:

Prompt CLI Command Mode
DellEMC> EXEC

DellEMC# EXEC Privilege
l‘:;ellEMC(conf) CONFIGURATION

@l NOTE: For a list of all the command mode prompts, refer to the Command Modes section.

Multiple Configuration Users

When a user enters CONFIGURATION mode and another user is already in CONFIGURATION mode, the Dell EMC Networking
operating software generates an alert warning message similar to the following:

DellEMC#conf
% Warning: The following users are currently configuring the system:

User "" on line console0
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User "admin" on line vtyO ( 123.12.1.123 )
User "admin" on line vtyl ( 123.12.1.123 )
User "Irene" on line vty3 ( 123.12.1.321 )

DellEMC#conf

When another user enters CONFIGURATION mode, Dell EMC Networking OS sends a message similar to the following:

<)

% Warning: User "admin"

In this case, the user is “admin” on vty2.

Obtaining Help

on line vty2 "172.16.1.210" is in configuration

As soon as you are in a Command mode, there are several ways to access help:

To obtain a list of Type a ? at the prompt or after a keyword. There must always be a space before the 2.

keywords at any
command mode:

To obtain a list
of keywords with
a brief functional
description:

To obtain a list of
available options:

To obtain a list of
partial keywords
using a partial
keyword:

Example

Type help at the prompt.

DellEMC (conf) #ip ?
access-list
as-path
community-list
control-plane
dhcp
domain-list
domain-lookup
domain-name
ecmp

ecmp-group
extcommunity-list
ftp
helper-address
host

http

icmp

igmp
max-frag-count
mroute

msdp
multicast-1limit
multicast-msdp
multicast-routing
name-server

pim

prefix-list
radius
redirect-1list
route
route-export
route-import
scp
source-route
ssh

tacacs

tcp

telnet

tftp
unicast-host-route
unknown-unicast
vlian-flooding
vrf

Type a keyword, and then enter a space and a .

Type a partial keyword, and then enter a 2.

The following is an example of entering ip ? at the prompt:

Named access-list

BGP autonomous system path filter

Add a community list entry

Control plane configuration

DHCP configuration commands

Domain name to complete unqualified host name
Enable IP Domain Name System hostname translation
Define the default domain name

Weighted Ecmp Configuration

ECMP Group Configuration

Add a Extended community list entry

FTP configuration commands

DHCP relay agent configuration

Add an entry to the ip hostname table

HTTP configuration commands

ICMP configuration commands

Internet Group Management Protocol

Max. fragmented packets allowed in IP re-assembly
Multicast routes and counters

Multicast source discovery protocol

Max entries in Multicast TIB

Enable IP multicast MSDP protocol

Enable IP multicast forwarding

Specify addess of name server to use
Protocol Independent Multicast

Build a prefix list

Interface configuration for RADIUS

Named redirect-list

Establish static routes

Export routes

Import routes

SCP configuration commands

Process packets with source routing header options
SSH configuration commands

Interface configuration for TACACS+

global tcp settings

Specify telnet options

TFTP configuration commands

Configuration for ip unicast address-family
Enable IPv4 unknown-unicast packets to CPU
Vlan flooding

Configure VRF instance
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When entering commands, you can take advantage of the following timesaving features:

Commands are not case-sensitive.

Enter partial (truncated) command keywords. For example, you can enter int teng 1/1/1 for the interface
tengigabitethernet 1/1/1 command.

Use the TAB key to complete keywords in commands.

Use the up Arrow key to display the last enabled command.

Use either the Backspace key or Delete key to erase the previous character.

Use the left and right Arrow keys to navigate left or right in the Dell EMC Networking OS command line.

The shortcut key combinations at the Dell EMC Networking OS command line are as follows:

Key Action

Combination

CNTL-A Moves the cursor to the beginning of the command line.

CNTL-B Moves the cursor back one character.

CNTL-D Deletes the character at the cursor.

CNTL-E Moves the cursor to the end of the line.

CNTL-F Moves the cursor forward one character.

CNTL-I Completes a keyword.

CNTL-K Deletes all the characters from the cursor to the end of the command line.
CNTL-L Re-enters the previous command.

CNTL-N Returns to the more recent commands in the history buffer after recalling commands with Ctrl-P or the

up Arrow key.

CNTL-P Recalls commands, beginning with the last command.

CNTL-R Re-enters the previous command.

CNTL-U Deletes the line.

CNTL-W Deletes the previous word.

CNTL-X Deletes the line.

CNTL-2 Ends continuous scrolling of the command outputs.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Esc D Deletes all the characters from the cursor to the end of the word.

Navigating the CLI

The Dell EMC Networking OS displays a CLI prompt comprised of the host name and CLI mode.

e Host name is the initial part of the prompt and is “Dell” by default. You can change the host name with the hostname
command.

e CLI mode is the second part of the prompt and reflects the current CLI mode. For a list of the Dell EMC Networking OS
command modes, see the command mode list in Accessing the Command Line.

The CLI prompt changes as you move up and down the levels of the command structure. Starting with CONFIGURATION mode,
the command prompt adds modifiers to further identify the mode. For more information about command modes, see Command
Modes.
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Using the no Command

To disable, delete or return to default values, use the no form of the commands.

For most commands, if you type the keyword no in front of the command, you disable that command or delete it from the
running configuration. In this guide, the no form of the command is described in the Syntax portion of the command description.

Filtering show Commands

You can filter commands using the show command to find specific information, display certain information only, or begin the
command output at the first instance of a regular expression or phrase.

Execute a show command and a pipe ( | ), and one of the following parameters and a regular expression to show output that
either excludes or includes the specified parameters.

@ NOTE: The Dell EMC Networking OS accepts a space before or after the pipe, no space before or after the pipe, or

any combination. For example: command | grep gigabit |except regular-expression | find regular-
expression

except Displays only the text that does not match the pattern (or regular expression).

find Searches for the first occurrence of a pattern.

grep Displays text that matches a pattern.

The grep command option has an ignore-case suboption that makes the search case-insensitive. For
example, the commands:

show run | Returns a search result with instances containing a capitalized Ethernet, such as
grep Ethernet interface TenGigabitEthernet 1/1/1.

show run | Does not return the previous search result because it only searches for instances
grep ethernet containing a noncapitalized ethernet.

show run | Returns instances containing both Ethernet and ethernet.
grep Ethernet
ignore-case

no-more Does not paginate the display output.

save Copies the output to a file for future use.

Displaying All Output

Use the no-more option after the pipe to display all output at once — not one screen at a time. This operation is similar to
terminal length screen-length except that the no-more option affects the output of just the specified command.
For example: show running-config|no-more

Filtering the Command Output Multiple Times

You can filter a single command output multiple times. To filter a command output multiple times, place the save option as
the last filter. For example: command | grep regular-expression | except regular-expression | grep
other-regular-expression | find regular-expression | no-more | save
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Enabling Software Features on Devices Using a
Command Option

The capability to activate software applications or components on a device using a command is supported on this platform.

Starting with Release 9.4(0.0), you can enable or disable specific software features or applications that need to run on a

device by using a command attribute in the CLI interface. This enables effective, streamlined management and administration of
applications and utilities that run on a device. You can employ this capability to perform an on-demand activation, or turn-off a
software component or protocol. A feature configuration file generated for each image contains feature names, and denotes if
this enabling or disabling method is available. You can enable or disable the VRF application globally across the system by using
this capability.

Activate the VRF application on a device by using the feature vrf command in CONFIGURATION mode.
®| NOTE: The no feature vrf command is not supported on any of the platforms.

To enable the VRF feature and cause all VRF-related commands to be available or viewable in the CLI interface, use the
following command. You must enable the VRF feature before you can configure its related attributes.
DellEMC (conf) # feature vrf

Based on if the VRF feature is identified as supported in the Feature Configuration file, configuration command feature
vrf becomes available for usage. This command is stored in the running-configuration and precedes all other VRF-related
configurations.

To display the state of Dell EMC Networking OS features:
DellEMC# show feature

Example of show feature output

For a particular target where VRF is enabled, the show output is similar to the following:

Feature State

VRF Enabled

feature vrf

Enable the VRF application on a switch. Once enabled, you cannot deactivate the VRF application.

Syntax feature vrf
Defaults Disabled
Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.5(0.0) Introduced on the Z9500.

9.4(0.0) Introduced on the S4810, S4820T, S5000, and S6000.
Usage Activate the VRF application on a device using the feature vrf command in CONFIGURATION mode.
Information The no feature vrf command is not supported on any platform.
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show feature

Verify the status of software applications, such as VRF, that are activated and running on a device.
Syntax show feature
Command Modes gxEc

EXEC Privilege

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.14(0.0) Updated the command to display the IPV6acloptimized feature on the S6100-
ON and Z9100-ON.
9.12(1.0) Introduced on the S5048F—-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.4(0.0) Introduced on the S4810, S4820T, and S6000.
Usage You can activate VRF application on a device by using the feature vrf command in CONFIGURATION
Information mode. The no feature vrf command is not supported on any of the platforms.
Example
DellEMC# show feature
Feature State
VRF Enabled
DellEMC#

Command Modes

To navigate and launch various CLI modes, use specific commands. Navigation to these modes is described in the following
sections.

BGP ADDRESS-FAMILY Mode

To enable or configure IPv4 for BGP, use BGP ADDRESS-FAMILY mode. For more information, see Border Gateway Protocol
IPv4 (BGPvA4).

To enter BGP ADDRESS-FAMILY mode:
1. Verify that you are logged in to ROUTER BGP mode.
2. Enter the address-family command.
3. Enter the protocol type:
e For IPv4, enter the ipv4 multicast command. The prompt changes to include conf-router bgp_ af for IPv4.

CLASS-MAP Mode

To create or configure a class map, use CLASS-MAP mode. For more information, see Policy-Based QoS Commands.
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To enter CLASS-MAP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the class-map command, and then enter the class map name. The prompt changes to include config-class-
map.

You can return to CONFIGURATION mode by using the exit command.

CONFIGURATION Mode

In EXEC Privilege mode, use the configure command to enter CONFIGURATION mode and configure routing protocols and
access interfaces.

To enter CONFIGURATION mode:

1. Verify that you are logged in to EXEC Privilege mode.

2. Enter the configure command. The prompt changes to include conf.

From this mode, you can enter INTERFACE mode by using the interface command.

CONTROL-PLANE Mode

To manage control-plane traffic, use CONTROL-PLANE mode. For more information, see Control Plane Policing (CoPP).

To enter CONTROL-PLANE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the control-plane-cpugos command. The prompt changes to include conf-control-cpugos.
You can return to CONFIGURATION mode by using the exit command.

DHCP Mode

To enable and configure Dynamic Host Configuration Protocol (DHCP), use DHCP mode. For more information, see Dynamic
Host Configuration Protocol (DHCP).

To enter DHCP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ip dhcp server command. The prompt changes to include config-dhcp.

You can return to CONFIGURATION mode by using the exit command.

DHCP POOL Mode

To create an address pool, use DHCP POOL mode. For more information, see Dynamic Host Configuration Protocol (DHCP).

To enter DHCP POOL mode:

1. Verify that you are logged in to DHCP mode.

2. Enter the pool command then the pool name. The prompt changes to include config-dhcp-pool-name.
You can return to DHCP mode by using the exit command.

ECMP GROUP Mode

To enable or configure traffic distribution monitoring on an ECMP link bundle, use ECMP GROUP mode. For more information,
see ecmp_overview.

To enter ECMP GROUP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ecmp-group command then enter the ECMP group ID. The prompt changes to include conf-ecmp-group-
ecmp-group-id.

You can return to CONFIGURATION mode by using the exit command.

48 CLI Basics



EIS Mode

To enable or configure Egress Interface Selection (EIS), use EIS mode.

To enter EIS mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the management egress-interface-selection command. The prompt changes to include conf-mgmt-eis.
You can return to CONFIGURATION mode by using the exit command.

EXEC Mode

When you initially log in to the switch, by default, you are logged in to EXEC mode. This mode allows you to view settings and
enter EXEC Privilege mode, which is used to configure the device.

When you are in EXEC mode, the > prompt is displayed following the host name prompt, which is “DelEMC” by default. You can
change the host name prompt using the hostname command.

®| NOTE: Each mode prompt is preceded by the host name.

EXEC Privilege Mode

The enable command accesses EXEC Privilege mode. If an administrator has configured an “Enable” password, you are
prompted to enter it.

EXEC Privilege mode allows you to access all the commands accessible in EXEC mode, plus other commands, such as to clear
address resolution protocol (ARP) entries and IP addresses. In addition, you can access CONFIGURATION mode to configure
interfaces, routes and protocols on the switch. While you are logged in to EXEC Privilege mode, the # prompt is displayed.

EXTENDED COMMUNITY LIST Mode

To enable and configure a BGP extended community, use EXTENDED COMMUNITY LIST mode.

To enter EXTENDED COMMUNITY LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ip extcommunity-1ist command then a community list name. The prompt changes to include conf-ext-
community-list.

You can return to CONFIGURATION mode by using the exit command.

FRRP Mode

To enable or configure Forcel10 Resilient Ring Protocol (FRRP), use FRRP mode. For more information, see Forcel10 Resilient
Ring Protocol (FRRP).

To enter FRRP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol frrp command then the ring ID. The prompt changes to include conf-frrp-ring-id.
You can return to CONFIGURATION mode by using the exit command.

INTERFACE Mode

Use INTERFACE mode to configure interfaces or IP services on those interfaces. An interface can be physical (for example, a
Gigabit Ethernet port) or virtual (for example, the Null interface).

To enter INTERFACE mode:

1. Verify that you are logged in to CONFIGURATION mode.
2. Enter the interface command and then enter an interface type and interface number that is available on the switch.
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NOTE: In Dell EMC Networking OS, the stack unit number and interfaces start from 0. But in Dell EMC Networking OS
Open Networking platforms, the stack unit number and interfaces start from 1.

The prompt changes to include the designated interface and slot/port[/subport] number. For example:

Prompt Interface Type

DellEMC (conf- INTERFACE mode

if)#

DellEMC (conf- Ten-Gigabit Ethernet interface then slot/port/subport information
if-te-1/1)#

DellEMC (conf- Forty-Gigabit Ethernet interface then slot/port information
if-fo-1/1)#

DellEMC (conf- | oopback interface number

if-lo0-0)#

DellEMC (conf- Null Interface then zero

if-nu-0)#

DellEMC (conf- Port-channel interface number The range is from 1 to 4096.
if-po-0)#

DellEMC (conf- VLAN Interface then VLAN number (range 1-4094)
if-vl-0)#

DellEMC (conf- Management Ethernet interface then slot/port information
if-ma-1/1)#

DellEMC (conf- Tunnel interface then tunnel ID.

if-tu-0)#

DellEMC (conf- Designated interface range (used for bulk configuration).
if-range) #

IP ACCESS LIST Mode

To enter IP ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the ip access-
list standard command or the ip access-1list extended command.

To enter IP ACCESS LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter either the ip access-1list standard commandor the ip access-1list extended command. Include a
name for the ACL. The prompt changes to include conf-std-nacl or conf-ext-nacl.

You can return to CONFIGURATION mode by using the exit command.

ISIS ADDRESS-FAMILY Mode

To enable or configure IPv6 for ISIS, use ISIS ADDRESS-FAMILY mode. For more information, see Intermediate System to
Intermediate System (1S-1S).

To enter ISIS ADDRESS-FAMILY mode:

1. Verify that you are logged in to ROUTER ISIS mode.

2. Enter the address-family ipv6 unicast command. The prompt changes to include conf-router isis-
af ipveé.

LLDP Mode

To enable and configure Link Layer Discovery Protocol (LLDP), use LLDP mode. For more information, see Link Layer Discovery
Protocol (LLDP).

To enter LLDP mode:
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1. To enable LLDP globally, verify that you are logged in to CONFIGURATION mode. To enable LLDP on an interface, verify
that you are logged in to INTERFACE mode.
2. Enter the protocol 11dp command. The prompt changes to include conf-11dp or conf-if-interface-11dp.

LLDP MANAGEMENT INTERFACE Mode

To enable and configure Link Layer Discovery Protocol (LLDP) on management interfaces, use LLDP MANAGEMENT
INTERFACE mode.

To enter LLDP MANAGEMENT INTERFACE mode:
1. Verify that you are logged in to LLDP mode.
2. Enter the management-interface command. The prompt changes to include conf-11dp-mgmtIf.

LINE Mode

To configure the console or virtual terminal parameters, use LINE mode.

To enter LINE mode:
1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the 1ine command. Include the keywords console or vty and their line number available on the switch. The prompt

changes to include config-line-console or config-line-vty.
You can exit this mode by using the exit command.

MAC ACCESS LIST Mode

To enter MAC ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the mac
access-list standardormac access-list extended command.

To enter MAC ACCESS LIST mode:
1. Verify that you are logged in to CONFIGURATION mode.

2. Usethemac access-list standard command or the mac access-list extended command. Include a name for

the ACL. The prompt changes to include conf-std-macl or conf-ext-macl.
You can return to CONFIGURATION mode by using the exit command.

MONITOR SESSION Mode

To enable and configure a traffic monitoring session using port monitoring, use MONITOR SESSION mode. For more
information, see Port Monitoring.

To enter MONITOR SESSION mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the monitor session command, and then the session ID. The prompt changes to include conf-mon-sess-
sessionID.

MULTIPLE SPANNING TREE (MSTP) Mode

To enable and configure MSTP, use MULTIPLE SPANNING TREE mode. For more information, see Multiple Spanning Tree
Protocol (MSTP).

To enter MULTIPLE SPANNING TREE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree mstp command. The prompt changes to include conf-mstp.

You can return to CONFIGURATION mode by using the exit command.
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OPENFLOW INSTANCE Mode

To enable and configure OpenFlow instances, use OPENFLOW INSTANCE mode.

To enter OPENFLOW INSTANCE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the openflow of-instance command, and then the OpenFlow ID number of the instance you want to create or
configure. The prompt changes to include conf-of-instance of-id.

You can return to the CONFIGURATION mode by entering the exit command.

Per-VLAN SPANNING TREE (PVST+) Plus Mode

To enable and configure the Per-VLAN Spanning Tree (PVST+) protocol, use PVST+ mode. For more information, see Per-
VLAN Spanning Tree Plus (PVST+).

®| NOTE: The protocol name is PVST+, but the plus sign is dropped at the CLI prompt.

To enter PVST+ mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree pvst command. The prompt changes to include conf-pvst.
You can return to CONFIGURATION mode by using the exit command.

PORT-CHANNEL FAILOVER-GROUP Mode

To configure shared LAG state tracking, use PORT-CHANNEL FAILOVER-GROUP mode. For more information, see Port
Channel Commands.

To enter PORT-CHANNEL FAILOVER-GROUP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the port-channel failover-group command. The prompt changes to include conf-po-failover-grp.
You can return to CONFIGURATION mode by using the exit command.

PREFIX-LIST Mode

To configure a prefix list, use PREFIX-LIST mode.

To enter PREFIX-LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enterthe ip prefix-1ist command and the name for the prefix list. The prompt changes to include conf-nprefixl.
You can return to CONFIGURATION mode by using the exit command.

PROTOCOL GVRP Mode

To enable and configure GARP VLAN Registration Protocol (GVRP), use PROTOCOL GVRP mode. For more information, see
GARP VLAN Registration (GVRP).

To enter PROTOCOL GVRP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol gvrp command. The prompt changes to include config-gvrp.
You can return to CONFIGURATION mode by using the exit command.

RAPID SPANNING TREE (RSTP) Mode

To enable and configure RSTP, use RSTP mode. For more information, see Rapid Spanning Tree Protocol (RSTP).

To enter RSTP mode:
1. Verify that you are logged in to CONFIGURATION mode.
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2. Enter the protocol spanning-tree rstp command. The prompt changes to include conf-rstp.
You can return to CONFIGURATION mode by using the exit command.

ROUTE-MAP Mode

To configure a route map, use ROUTE-MAP mode.

To enter ROUTE-MAP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Use the route-map map-name [permit | deny] [sequence-number] command. The prompt changes to include
config-route-map.

You can return to CONFIGURATION mode by using the exit command.

ROUTER BGP Mode

To enable and configure Border Gateway Protocol (BGP), use ROUTER BGP mode. For more information, see Border Gateway
Protocol IPv4 (BGPv4)

To enter ROUTER BGP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Use the router bgp command, and then enter the AS number. The prompt changes to include conf-router bgp.
You can return to CONFIGURATION mode by using the exit command.

ROUTER ISIS Mode

To enable and configure Intermediate System to Intermediate System (ISIS), use ROUTER ISIS mode. For more information, see
Intermediate System to Intermediate System (IS-IS).

To enter ROUTER ISIS mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Use the router isis command. The prompt changes to include conf-router isis.
You can return to CONFIGURATION mode by using the exit command.

ROUTER OSPF Mode

To configure OSPF, use ROUTER OSPF mode. For more information, see Open Shortest Path First (OSPFv2).

To enter ROUTER OSPF mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the router ospf {process-id} command. The prompt changes to include conf-router ospf-id.

You can switch to INTERFACE mode by using the interface command or you can switch to ROUTER RIP mode by using the
router rip command.

ROUTER OSPFV3 Mode

To configure OSPF for IPv6, use ROUTER OSPFV3 mode.

To enter ROUTER OSPFV3 mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ipv6 router ospf {process-id} command. The prompt changes to include conf-ipvé6-router ospf.
You can return to CONFIGURATION mode by using the exit command.

ROUTER RIP Mode

To enable and configure Router Information Protocol (RIP), use ROUTER RIP mode. For more information, see Routing
Information Protocol (RIP).
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To enter ROUTER RIP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the router rip command. The prompt changes to include conf-router rip.
You can return to CONFIGURATION mode by using the exit command.

SPANNING TREE Mode

To enable and configure the Spanning Tree protocol, use SPANNING TREE mode. For more information, see Spanning Tree
Protocol (STP).

To enter SPANNING TREE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree stp-id command. The prompt changes to include conf-stp.
You can return to CONFIGURATION mode by using the exit command.

SupportAssist Mode

To enable and configure the SupportAssist, use SupportAssist mode. For more information, see SupportAssist.
1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the support-assist command. The prompt changes to include conf-supportassist.
You can return to CONFIGURATION mode by using the exit command.

TRACE-LIST Mode

To configure a Trace list, use TRACE-LIST mode.

To enter TRACE-LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ip trace-1list command, and the name of the Trace list. The prompt changes to include conf-trace-acl.
You can exit this mode by using the exit command.

VLT DOMAIN Mode

To enable and configure the VLT domain protocol, use VLT DOMAIN mode. For more information, see Virtual Link Trunking
(VLT).

To enter VLT DOMAIN mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the vlt domain command, and then the VLT domain number. The prompt changes to include conf-vlt-domain.
You can return to CONFIGURATION mode by entering the exit command.

VRRP Mode

To enable and configure Virtual Router Redundancy Protocol (VRRP), use VRRP mode. For more information, see Virtual Router
Redundancy Protocol (VRRP).

To enter VRRP mode:

1. To enable VRRP globally, verify that you are logged in to CONFIGURATION mode.

2. Enter the vrrp-group command, and then enter the VRRP group ID. The prompt changes to include conf-1if-
interface-type-slot/port-vrid-vrrp-group-id.
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File Management

This section contains command line interface (CLI) commands needed to manage the configuration files, as well as other file
management commands.

Topics:

*  boot system

. cd

. HTTP Copy via CLI
¢ copy

e delete

e dir

. format

. fsck flash

. mkdir

. mount nfs

. rmdir

e upgrade system

e rename

. show boot system

¢ show bootvar

. show file-systems

¢ show os-version

*  show running-config
*  show startup-config
e show version

e upgrade boot

. verify

boot system

Specify the location where the Dell EMC Networking OS image used to boot the system is stored.

Syntax boot system {gateway ip-address | stack-unit {stack-unit-number | all}
{default | primary | secondary} {ftp: | nfsmount: | system: {A: | B: | bmp-
boot} | tftp: | usbflash:}}

To return to the default boot sequence, use the no boot system command.

Parameters

gateway Enter the IP address of the default next-hop gateway for the management subnet.

ip-address Enter an IP address in dotted decimal format.

stack-unit Enter the keywords stack-unit to specify the stack unit number.

all Enter the keyword all for all the stack units.

stack-unit- Enter the stack-unit number. The range is from 1 to 6.

number

default Enter the keyword default to specify the default Dell EMC Networking OS
image.

primary Enter the keyword primary to specify the primary Dell EMC Networking OS
image.
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Defaults

Command
History

Usage
Information

cd

Change to a different working directory.

Syntax

secondary

system:

ftp:

nfsmount

system:

usbflash

tftp:

A:| B:

bmp-boot

Not configured.

Command Modes CONFIGURATION

Enter the keyword secondary to specify the secondary Dell EMC Networking OS
image.

Enter the keyword system: to use the system image file URL (system).

Enter the keyword FTP: to retrieve the image from an FTP server. ftp://
userid:password@hostip/filepath.

Enter the keyword nfsmount : to retrieve the image from a mounted NFS file
system. nfsmount://filepath

Enter the keyword system: to retrieve the image from the system.

Enter the keyword usbflash: to retrieve the image from the USB flash memory.
usbflash://filename.

Enter the keyword TFTP: to retrieve the image from a TFTP server. tftp://hostip/
filepath.

Enter A: or B: to boot one of the system partitions.

Enter the keywords bmp-boot to boot the system from the image present in the
DHCP offer.

®| NOTE: In normal-reload, this keyword is not enabled.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
8.3.19.0
8.3.11.1
8.3.7.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced the support for bmp-boot on the S-Series and Z-Series switches.
Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

To display these changes in the show bootvar command output, save the running configuration to the
startup configuration (using the copy command) and reload system.

Use the bmp-boot keyword only when the device boots up from bare metal provisioning (BMP). For an
industrial standard upgraded device, the Dell EMC Networking OS stores the image partition upgraded
from the DHCP offer in the bmp-boot option.

cd [flash:
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Parameters

Command Modes

Command
History

flash:

usbflash:

directory name

and path

Use the keyword flash: to change the current directory to internal flash and its
sub directories.

Use the keyword usbflash: to change the current directory to the inserted USB.

Enter the directory name and path as follows: directory name
([[flash://]directory path])

®| NOTE: The cd command without any arguments will change the current directory to flash:

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added NFS mount support. Introduced on the S6000-ON.
Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Introduced on the S-Series.

Introduced on the C-Series.

Original command.

HTTP Copy via CLI

Copy one file to another location. Dell Networking OS supports IPv4 and IPv6 addressing for FTP, TFTP, and SCP (in the hostip

field).

Syntax

Parameters

Defaults

copy http://10.16.206.77/sample file flash://sample filecopy flash://
sample file http://10.16.206.77/sample file

You can copy from the server to the switch and vice-versa.

copy http:

flash:

None.

Address or name of remote host []: 10.16.206.77
Port number of the server [80]:

Source file name []: sample_file

User name to login remote host: x

Password to login remote host:

Destination file name [sample_file]:
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Command Modes EXEC Privilege

Command . i s
History Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3(0.1) Introduced on the S6000, Z9000, S4810, and S4820T.
Example

copy http://admin:adminl23@10.16.206.77/sample file flash://sample file

copy

Copy one file to another location. Dell EMC Networking OS supports IPv4 and IPv6 addressing for FTP, HTTP, TFTP, and SCP
(in the hostip field).

Syntax copy source-file-url destination-file-url

Parameters compressed- Enter the keywords compressed-config to copy a file from the current system
config configuration.
flash: Enter the keyword flash: to copy from the local file system

([flash://]1filepath).

ftp: Enter the keyword ftp: to copy from the remote file system, IPv4, or IPv6,
(ftp://userid:password@hostip/filepath).

http: Enter the keyword http: to copy from the remote file system, IPv4, or IPv6,
(http://hostip/filepath).

nfsmount: Enter the keyword nfsmount : to copy from the nfs mount file system
(nfsmount://<mount-point>/filepath).

running-config Enter the keywords running-config to copy from the current system
configuration.

scp: Enter the keyword scp: to copy from the remote file system, IPv4, or IPvG,
(scp://userid:password@hostip/filepath).

startup-config Enter the keywords startup-config to copy from the startup configuration.

tftp: Enter the keyword tftp: to copy from the remote file system, IPv4, or IPv6,
(tftp://hostip/filepath).

usbflash: Enter the keyword usbflash: to copy the file to or from the external USB flash.

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.12(1.0) Introduced on the S5048F—-ON.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.
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Version Description

9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON. Added the nfsmount : <mount-point>
parameters that allow you to mount a remote NFS file system.
9.4(0.0) Added the compressed-config parameter.
9.3(0.1) Added the http parameter on the S6000, Z9000, S4810, and S4820T.
9.0.2.0 Introduced on the S6000.
8.4.1.0 Added IPv6 addressing support for FTP, TFTP, and SCP.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.2.1.0 Added usbflash and rpmOusbflash commands on E-Series.
7.6.1.0 Introduced on the S-Series and added the SSH port number to the SCP prompt
sequence on all systems.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.
Usage Dell EMC Networking OS supports a maximum of 100 files at the root directory level on both the internal
Information and external flash.

When copying a file to a remote location (for example, using Secure Copy [SCP]), enter only the
keywords and Dell EMC Networking OS prompts you for the rest of the information. For example, when
using SCP, you can enter copy running-config scp: where running-config is the source
and the target is specified in the ensuing prompts. Dell EMC Networking OS prompts you to enter

any required information for the named destination — remote destination, destination filename, user ID,
password, and so forth.

When you use the copy running-config startup-config command to copy the running
configuration to the startup configuration file, Dell EMC Networking OS creates a backup file on the
internal flash of the startup configuration.

When you load the startup configuration or a configuration file from a network server such as TFTP to
the running configuration, the configuration is added to the running configuration. This does not replace
the existing running configuration. Commands in the configuration file has precedence over commands in
the running configuration.

Dell EMC Networking OS supports copying the running-configuration to a TFTP server, an FTP server, or
a remote NFS file system. For example:

® copy running-config tftp:
® copy running-config ftp:

® copy running-config nfsmount://<mount-point>/filepath

You can compress the running configuration by grouping all the VLANs and the physical interfaces with
the same property. You can store the operating configuration to the startup config in Compressed mode
and perform an image downgrade without any configuration loss.

Example
DellEMC#copy running-config scp:

Address or name of remote host []: 192.168.1.1
Port number of the server [22]: 22

Destination file name [startup-config]:

User name to login remote host: username
Password to login remote host:

|

4080 bytes successfully copied

DellEMC#
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Example

Example

Example

Example

Related

Commands

delete

In this copy scp: flash: example, specifying SCP in the first position indicates that you need to
specify the target in the ensuing prompts. Entering £1ash: in the second position indicates that the
target is the internal flash. The source is on a secure server running secure shell (SSH), so you are
prompted for the user datagram protocol (UDP) port of the SSH server on the remote host.

DellEMC# copy running-config nfsmount://<mount-point>/filepath
Destination file name [test.txt]:

User name to login remote host: usrname

Password to login remote host:

DellEMC#

DellEMC# copy scp: flash:

Address or name of remote host []: 10.11.199.134
Port number of the server [22]: 99

Source file name []: test.cfqg

User name to login remote host: admin

Password to login remote host:

Destination file name [test.cfg]: testl.cfg
DellEMC#

DellEMC# copy compressed-config compressed-cfg
!

6655 bytes successfully copied

DellEMC#

DellEMC#copy compressed-config ftp:

Address or name of remote host []: 10.11.8.12
Destination file name [startup-config]:

User name to login remote host: spbalaji
Password to login remote host:

|

6655 bytes successfully copied

DellEMC#

DellEMC# copy http://admin:adminl23@10.16.206.77/sample file flash://
sample file
DellEMC#

e cd — changes the working directory.

Delete a file from the flash. After deletion, files cannot be restored.

Syntax

Parameters

delete {flash: | nfsmount: | usbflash:} [no-confirm]

flash: To delete a file or directory on the internal flash, enter flash:// then the
filename or directory name ([flash://]filepath).

nfsmount: To delete a file or directory on the NFS-mounted file system, enter nf smount://
then the mount point and the file path (nfsmount://filepath).
@ NOTE: While deleting a file directory on a remote NFS file system, you must
specify the mount-point that indicates the working directory on the NFS file
system. You cannot delete the root directory of the remote NFS file system.

usbflash: To delete a file or directory on the external USB flash, enter usbflash:// then
the filename or directory name ([usbflash://]filepath).

no-confirm (OPTIONAL) Enter the keywords no-confirm to specify that the Dell EMC
Networking OS does not require user input for each file prior to deletion.
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Command Modes EXEC Privilege

Command
History

dir

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON. Added support for NFS mount.
Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Introduced on the S-Series.

Introduced on the C-Series.

Original command.

Display the files in a file system. The default is the current directory.

Syntax

Parameters

Command Modes EXEC Privilege

Command
History

dir [flash:

flash:

nfsmount:

usbflash:

| nfsmount: | usbflash:]

For a directory on the internal Flash, enter £1ash:// directory name.

For a file or directory on an NFS-mounted file system, enter nfsmount:// then

the mount point and file path.

@ NOTE: While displaying a file directory on a remote NFS file system, it is
mandatory to specify the mount-point that indicates the working directory
on the NFS file system. You cannot display details corresponding to the root
directory of the remote NFS file system.

For a directory on the external USB flash, enter usbflash:// directory name.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.
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Version Description

9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.7(0.0) Added support for NFS mount.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

Example
DellEMC# dir

Directory of flash:

drwx 8192 Jan 01 1980 00:00:00 +00:00
drwx 3072 Dec 15 2014 06:27:10 +00:00 ..
drwx 4096 Jan 01 1980 00:02:44 +00:00 TRACE LOG DIR
drwx 4096 Jan 01 1980 00:02:44 +00:00 CORE DUMP DIR
4096 Jan 01 1980 00:02:44 +00:00 ADMIN DIR
drwx 4096 Jan 01 1980 00:02:44 +00:00 RUNTIME PATCH DIR
drwx 4096 Nov 06 2014 06:57:06 +00:00 CONFIG TEMPLATE
-rwx 4625 Nov 06 2014 06:55:28 +00:00 startup-config
drwx 4096 May 31 2013 02:49:46 +00:00 CONFD_ LOG DIR
flash: 2056916992 bytes total (2052784128 bytes free)
DellEMC#

O 0 Jo) Ul bW
Q.
|
|
|

Example (NFS .
Mount) DellEMC# dir nfsmount:

Directory of nfsmount:

1 drwx 512 Jun 15 2015 02:47:57 +00:00
2 drwx 512 Jun 15 2015 02:47:57 +00:00
nfsmount: 1463410688 bytes total (585719808 bytes free)
DellEMC#
Related e cd — changes the working directory.
Commands
Erase all existing files and reformat the file system. After the file system is formatted, files cannot be restored.
Syntax format {flash: | usbflash:}
Defaults None

Command Modes EXEC Privilege

C9mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
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Usage
Information

Related
Commands

Version Description

9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.7.0 Introduced on the S4810.
7.8.1.0 Introduced on the S-Series

You must include the colon (:) when entering this command.

After reformatting is complete, three empty directories are automatically created on flash:
CRASH_LOG_DIR, TRACE_LOG_DIR and NVTRACE_LOG_DIR.
This command deletes all files, including the startup configuration file. So, after
executing this command, consider saving the running config as the startup config (use the
write memory command or copy running-config startup-config command).

e copy — copy the current configuration to either the startup-configuration file or the terminal.
e show file-systems — display information about the file systems on the system.

fsck flash

Checks the flash file system for errors.

Syntax

Parameters

Defaults

Command Modes

Command
History

fsck {flash: | usbflash:}
flash: For a directory on the internal Flash, enter flash:// directory name.
usbflash:

For a directory on the external USB flash, enter usbflash:// directory name.

None

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.
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Usage
Information

Related
Commands

mkdir

Version Description

9.0.2.0 Introduced on the S6000.
9.1(0.0) Introduced on S4810 and Z9000.
8.3.19.0 Introduced on S4820T.

Include the colon (:) when entering this command. This command checks the specified flash memory for
errors. If errors are found, the command recommends that you format the flash.
If you elect to format the flash, all files - including the startup configuration

file — are lost. If you do decide to format the specified flash, consider saving the running
configuration as the startup configuration after formatting the flash (use the write
memory command or copy running-config startup-config command).

e copy — copy one file to another location.
e show file-systems — display information about the file systems on the system.

Creates a directory on the NFS mounted file system.

Syntax

mkdir nfsmount://mount-point/usrname

Command Modes CONFIGURATION

Command
History

Example

Related
Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S-Series.

DellEMC# mkdir nfsmount:/nfs-mountpoint/guest
DellEMC#

e rmdir — remove a directory.

mount nfs

Mounts an NFS file system to a device.

Syntax

Parameters

mount nfs rhost:path mount-point [username password]
Enter the following location keywords and information:
rhost:path Enter the remote hosts’s path directory.

mount-point Enter the folder name in the local file system.
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Command Modes

Command
History

Example

Related
Commands

rmdir

username

password

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell

(OPTIONAL) Enter the user name to access the device.

(OPTIONAL) Enter the password.

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)

DellEMC# mount nfs nfstest nfs-mount-point usrname pwd

DellEMC#

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S-Series.

e cd — change the working directory.

Removes a directory from the NFS mounted file system.

Syntax

Command Modes

Command
History

Example

Related
Commands

rmdir nfsmount://mount-point/usrname

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S-Series.

DellEMC# rmdir nfsmount:/nfs-mountpoint/guest
Proceed to remove the directory [confirm yes/no]: yes

e mkdir — create a directory.
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upgrade system

Upgrade the Dell EMC Networking OS image. To upgrade the boot flash or boot selector image, use the upgrade boot

command.

Syntax

Parameters

Defaults

Command Modes

Command
History

upgrade system {flash: | ftp: | nfsmount: | scp: | stack-unit {stack-unit-
id | all} | tftp: | usbflash:} file-url {A: |B:}
system Enter the keyword system to upgrade the operating system (OS) image.

flash: file-ur/ Enter the keyword £lash: and specify the location of the image file in the
format //directory-path or press Enter to launch a prompt sequence.

ftp: file-url Enter the keyword ftp: and specify the location of the image file in the format //
userid:password@host-ip/filepath or press Enter to launch a prompt
sequence.

nfsmount:// Enter the keyword nfsmount: and specify the location of the image file in the

<mount-point>/ format //<mount-point>/filepath.

filepath

scp: file-url Enter the keyword scp: and specify the location of the image file in the format
userid:password@host-ip/filepath or press Enter to launch a prompt
sequence.

stack-unit stack- Enter the keyword stack-unit and specify the stack-unit ID to sync the image
unit-id to that stack-unit.

stack-unit all Enter the keyword stack-unit followed by the keyword all to sync the image
on all stack-units.

tftp: file-url Enter the keyword tftp: and specify the location of the image file in the
format //host-ip/filepath or press Enter to launch a prompt sequence.

usbflash: file- Enter the keyword usbflash: and specify the location of the source file in the
path format //directory-path to upgrade form an external flash device or press
Enter to launch a prompt sequence.

A: | B: Specify the flash partition of the operating-system image to be upgraded.
none
EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.13(0.0) Enhanced to specify the MD5, SHA1, or SHA256 hash of the OS image that the
system uses to validate the image during reboot.

9.12(1.0) Introduced on the S5048F-ON.

9.10(0.0) Introduced on the S6100-ON.

9.8(1.0) Introduced on the Z9100-ON.

9.10(0.0) Introduced on the S3148.

9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Added support for NFS mount.

9.2(1.0) Introduced on the Z9500.

9.0(0.0) Added support for IPv6 for the file-url parameter.
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Usage
Information

Example

Version Description

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000. Added support for the SSD on the Z9000 only.
8.3.7.0 Introduced on the S4810.

7.7.1.0 Added support for TFTP and SCP.

7.6.1.0 Introduced on the S-Series.

RFC 3986 specifies that IPv6 host addresses in a uniform resource identifier (URI) must be enclosed in
square brackets, [X:X:X:X::X]. For maximum flexibility this command accepts IPv6 host addresses with or
without the square brackets.

After you upgrade the system image, using the upgrade system command, specify the default boot
location using the boot system command. Save the configuration to the startup configuration file using
the write memory command and reload the system using the reload command to use the new Dell
EMC Networking OS software.

If you enable the verified boot feature using the verified boot command, the upgrade system
command prompts you to enter the hash value of the Dell EMC Networking OS image. This is applicable
only for the local partitions such as A: or B:. You can get the hash from the iSupport page.

®

NOTE: You can apply a set of configurations, available only in the new version to which you want
to upgrade the system to, without having to re-boot the system twice. In order to accomplish this
seamless upgrade, perform the following tasks:

1.

Upgrade the system image to the new image and configure the primary partition to boot from the
new image using the boot system command.

Update the startup configuration file with the new set of configurations and then reload the
device using the reload command.

The new set of configurations are parsed from the startup configuration file and applied to the
NVRAM. During the system boot up, the new set of configurations are applied to the system from the
updated NVRAM configurations.

The following commands require NVRAM write to take effect in a single reload:

Forwarding CLls:

© hardware forwarding-table mode {scaled-12-switch | scaled-13-routes
| scaled-13-hosts}

0 cam-ipv6 extended-prefix {1024 | 2048 | 3072}

0 1ip ecmp-group maximum-paths 2-64

ACL CAM carving related ClLls:

0 cam-acl cli

0 cam-acl-vlan cli

0 cam-acl-egress cli
0 cam-sharing

Feature keyword CLls:

o feature udf-acl
o feature aclrange
o feature ipvbacloptimized

o feature acloptimized

DellEMC# upgrade system tftp://10.11.8.12/dv-rainier-13 a:
00:39:32 : Discarded 1 pkts. Expected block num : 51.
Received block num: 50
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'00:39:36 : Discarded 1 pkts. Expected block num : 65.

Received block num: 64
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e

93924044 bytes successfully copied

System image upgrade completed successfully.
| L L L O I I

Image upgraded to all
DellEMC#

The following example shows that the system prompts for the hash value of the OS image with the OS
image verification feature enabled:

Dell# upgrade system tftp://10.16.127.35/FTOS-SE-9.11.0.1 A:

Hash Value: e42e2548783c2d5db239%ea2fa9ded232
rrrrrrrrrrrrr

Rename a file in the local file system.
Syntax rename url url
Parameters url Enter the following keywords and a filename:

e For a file on the internal Flash, enter f1ash:// followed by the filename.

e For a file on an NFS mounted file system, enter nfsmount:// followed by the
mount point and file path.

e For a file on an external USB drive, enter usbflash:// followed by the

filename.

Command Modes EXEC Privilege
Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON. Added support for NFS mount.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

7.6.1.0 Introduced on S-Series

7.5.1.0 Introduced on C-Series

E-Series Original command
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show boot system

Displays information about boot images currently configured on the system.

Syntax

Parameters

Defaults

Command Modes

Command
History

Example

show boot system stack-unit{stack-unit—id | all}

all Enter the keyword all to display the boot image information for all stack units.

stack-unit-id

none

o EXEC

EXEC Privilege

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000

8.3.7.0 Introduced on the S4810.

7.7.1.0 Introduced on the C-Series and E-Series.

DellEMC# show boot system stack-unit 1

Current system image information in the system:

Stack-unit 1 FLASH BOOT 9-0(2-1)
DellEMC#

show bootvar

Display the variable settings for the boot parameters.

Syntax

show bootvar

Command Modes EXEC Privilege

Command
History

Enter the stack-unit-id to display boot image information for a stack-unit.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.4 Output expanded to display current reload mode (normal or Jumpstart).
8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

7.5.1.0 Introduced on the C-Series.

E-Series Original command.

Example

show file-systems

Display information about the file systems on the system.

Syntax show file-systems

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

7.6.1.0 Introduced on the S-Series
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Example

Command Fields

Version
7.5.1.0

E-Series

Description
Introduced on the C-Series

Original command

DellEMC#show file-systems

Size (b)
4286574592

2032525312

DellEMC#

Field
size(b)

Free(b)

Feature
Type
Flags

Prefixes

show os-version

Free (b) Feature Type Flags Prefixes
4170424320 FAT32 USERFLASH rw flash:
- unformatted USERFLASH rw fcmfs:
590807040 Unknown NFSMOUNT rw nfsmount:
= = network rw ftp:
= = network rw tftp:
= = network rw Scp:
= = network rw http:
Description

Lists the size (in bytes) of the storage location. If the location is remote, no size is
listed.

Lists the available size (in bytes) of the storage location. If the location is remote,
no size is listed.

Displays the formatted DOS version of the device.
Displays the type of storage. If the location is remote, the word network is listed.

Displays the access available to the storage location. The following letters indicate
the level of access:

e r =read access
e W = write access

Displays the name of the storage location.

Display the release and software image version information of the image file specified.

Syntax

Parameters

Defaults
Command Modes

Command
History

show os-version

file-url

none

EXEC Privilege

[file-url]

(OPTIONAL) Enter the following location keywords and information:
e For a file on the internal flash, enter f1ash:// followed by the filename.

e F[orafileonan FTP server, enter ftp://user:password@hostip/
filepath.

For a file on a TFTP server, enter tftp://hostip/filepath.
For a file on the USB port, enter usbflash://filepath.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.
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Version Description

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.
Example
DellEMC# show os-version
RELEASE IMAGE INFORMATION
Platform Version Size ReleaseTime
S-Series: SI 9-4(0-50) 49100764 Mar 6 2014 23:47:48
TARGET IMAGE INFORMATION
Type Version Target checksum
runtime 9-4(0-50) Control Processor passed
BOOT IMAGE INFORMATION
Type Version Target checksum
boot flash 3.1.1.3 Control Processor passed
BOOTSEL IMAGE INFORMATION
Type Version Target checksum
boot selector 3.1.0.2 Control Processor passed
FPGA IMAGE INFORMATION
Card FPGA Name Version
Stack-unit 0 S6000 SYSTEM CPLD 10
Stack-unit 0 S6000 MASTER CPLD 12
Stack-unit 0 S6000 SLAVE CPLD 10
DellEMC#
Usage ®| NOTE: A filepath that contains a dot ( . ) is not supported.
Information

show running-config

Display the current configuration and display changes from the default values.
Syntax show running-config [entity] [configured] [status] [compressed]

Parameters entity (OPTIONAL) To display that entity’s current (non-default) configuration, enter one

of the following keywords:
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@ NOTE: If you did not configure anything that entity, nothing displays and the
prompt returns.

aaa
acl

arp

as-path
bfd

bgp

boot
cam-profile
class-map

community-
list

ecmp-group
eis
ethernet
fefd

ftp

frrp

fvrp

gvrp

host

hardware-
monitor

hypervisor
igmp
interface

interface
port-channel

interface
tunnel

ip

isis

line

1l1ldp
load-balance
logging

mac

mac-address-
table

management-
eis

for the current AAA configuration

for the current ACL configuration

for the current static ARP configuration

for the current AS-path configuration

for the current BFD configuration

for the current BGP configuration

for the current boot configuration

for the current CAM profile in the configuration
for the current class-map configuration

for the current community-list configuration

for the current ECMP group configuration
for the current EIS configuration

for the current Ethernet CFM configuration
for the current FEFD configuration

for the current FTP configuration

for the current FRRP configuration

for the current FVRP configuration

for the current GVRP configuration

for the current host configuration

for hardware-monitor action-on-error settings

for the current hypervisor configuration
for the current IGMP configuration
for the current interface configuration

for the current port-channel interface configuration.

for all configured tunnels. For a specific tunnel, enter the
tunnel ID. The range is from 1 to 16383.

for the current IP configuration

for the current ISIS configuration

for the current line configuration

for the current LLDP configuration

for the current port-channel load-balance configuration
for the current logging configuration

for the current MAC ACL configuration

for the current MAC configuration

for the current management EIS configuration

File Management

73



74

File Management

management-
route

mld
monitor
mroute
msdp
ntp
ospf
pim

policy-map-
input

policy-map-
output

po-failover-
group

prefix-list
privilege

gos-policy-
input

gos-policy-
output

radius
redirect-list
redundancy
resolve

rip

rmon
route-map
sflow

snmp
spanning-tree
static

status

support-
assist

tacacs+

tftp
trace-group
trace-1list
uplink-state-
group

users

vlit

for the current Management port forwarding configuration

for the current MLD configuration
for the current Monitor configuration
for the current Mroutes configuration
for the current MSDP configuration
for the current NTP configuration

for the current OSPF configuration
for the current PIM configuration

for the current input policy map configuration

for the current output policy map configuration

for the current port-channel failover-group configuration

for the current prefix-list configuration
for the current privilege configuration

for the current input QoS policy configuration

for the current output QoS policy configuration

for the current RADIUS configuration

for the current redirect-list configuration
for the current RPM redundancy configuration
for the current DNS configuration

for the current RIP configuration

for the current RMON configuration

for the current route map configuration
for the current sFlow configuration

for the current SNMP configuration

for the current spanning tree configuration
for the current static route configuration
for the file status information

for the current SupportAssist configuration

for the current TACACS+ configuration
for the current TFTP configuration

for the current trace-group configuration
for the current trace-list configuration

for the uplink state group configuration

for the current users configuration

for the current VLT configuration



Command Modes EXEC Privilege

Command

History

Example

configured

status

compressed

wred-profile for the current wred-profile configuration

(OPTIONAL) Enter the keyword configuration to display line card interfaces
with non-default configurations only.

(OPTIONAL) Enter the keyword status to display the checksum for the running
configuration and the start-up configuration.

(Optional) Enter the keyword compressed to display the compressed group
configuration. Displays the compressed configuration by grouping all similar
configurations. The compression is done only for interface related configurations.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.2.(0.0)
9.0.0.0
8.3.19.0
8.3.11.1
8.3.7.0
7.8.1.0
7.6.1.0
7.5.1.0
7.4.1.0

6.5.4.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Added support for the tunnel and EIS interface types.
Added support for the VLT option.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added the hardware-monitor option.
Introduced on the S-Series.

Introduced on the C-Series.

Expanded to include the last configuration change, start-up last updated (date and
time), and who made the change.

Added the status option.

DellEMC# show running-config

Current Configuration

! Version 9-0(2-0)

! Last configuration change at Thu Apr 18 10:18:39 2013 by admin

! Startup-config last updated at Thu Apr 18 10:18:40 2013 by admin

boot system stack-unit 1 primary system: A:
boot system stack-unit 1 secondary tftp://10.16.127.35/Dell-

S§L=9=0=2=0.loim

boot system stack-unit 1 default system: A:
boot system gateway 10.16.132.254
!
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redundancy auto-synchronize full
redundancy disable-auto-reboot stack-unit
|

redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
|

hardware watchdog stack-unit 1

hardware watchdog stack-unit 2

hardware watchdog stack-unit 3

o Ul W N

Example
DellEMC# show running-config status
running-config bytes 10257, checksum O0xFD33339F
startup-config bytes 10257, checksum O0xFD33339F
Usage The status option allows you to display the size and checksum of the running configuration and the

Information startup configuration.

show startup-config

Display the startup configuration.

Syntax show startup-config

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
7.6.1.0 Introduced on S-Series
7.5.1.0 Introduced on the C-Series.
7.4.1.0 Expanded to include the last configuration change, start-up last updated (date and
time), and who made the change.
Example

DellEMC# show startup-config
! Version 9-0(2-0)
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Related

Commands

! Last configuration change at Thu Apr 18 10:18:39 2013 by admin
! Startup-config last updated at Thu Apr 18 10:18:40 2013 by admin

boot system stack-unit 0 primary system: A:
boot system stack-unit 0 secondary tftp://10.16.127.35/Dell-

SI-9-0-2-0.bin

boot system stack-unit 0 default system: A:
boot system gateway 10.16.132.254
|

redundancy auto-synchronize full
redundancy disable-auto-reboot stack-unit

e show running-config — displays the current (running) configuration.

show version

Display the current Dell EMC Networking Operating System (OS) version information on the system.

Syntax

Command Modes

Command
History

Command Fields

show version

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.12(1.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
7.6.1.0
7.5.1.0

E-Series

Lines
Beginning
With

Dell EMC
Network...

Dell EMC
Operating...

Description
Introduced on the S5048F-0ON.

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the S-Series
Introduced on the C-Series.

Original command.

Description

Name of the operating system

OS version number
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Lines
Beginning
With

Dell EMC
Application...

Copyright (c)...
Build Time...
Build Path...

Dell EMC
Networking OS
uptime is...

System image...
System Type:

Control
Processor:...

128K bytes...

1 Route
Processor...

upgrade boot

Description

Software version

Copyright information
Software build’s date stamp
Location of the software build files loaded on the system

Amount of time the system has been up

Image file name
System name

Control processor information and amount of memory on processor

Amount and type of memory on system

Hardware configuration of the system, including the number and type of physical
interfaces available

Upgrade the bootflash image or bootselector image.

Syntax

Parameters

Defaults

upgrade boot {all | bootflash—image | bootselector-image}stack-unit {stack—
unit—id | all}{booted | flash: | ftp: | scp: | tftp: | usbflash:}

all
bootflash-image

bootselector-
image

stack-unit-id
all

booted

ftp:

tftp:

flash:

usbflash:

A:

none
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Enter the keyword all to change both the bootflash and bootselector images.
Enter the keyword bootflash-image to change the bootflash image..

Enter the keyword bootselector-image to upgrade the BIOS system image.

Enter the stack-unit-id to upgrade only the mentioned stack-unit .
Enter the keywords al1l to upgrade the member stack-units.
Enter the keyword booted to upgrade from the current image on the device.

Enter the keyword ftp to follow it with the location of the source file in this
form: //userid:password@hostip/filepath, or press Enter to launch a prompt
sequence.

Enter the keyword tftp to follow it with the location of the source file in this
form: //hostlocation/filepath, or press Enter to launch a prompt sequence.

Enter the keyword f£1lash to follow it with the location of the source file in this
form: //filepath, or press Enter to launch a prompt sequence.

Enter the keyword flash to follow it with the location of the source file in this
form: //filepath, or press Enter to launch a prompt sequence.

Enter the keyword A to upgrade the bootflash partition A:.

Enter the keyword B to upgrade the bootflash partition B:.



Command Modes EXEC Privilege

Cf)mmand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version Description
9.10(0.0) Introduced on the S6100-ON.
9.8(1.0) Introduced on the Z9100-ON.
9.0.2.0 Introduced on the S6000.
9.0(0.0) Added support for IPv6 for the file-url parameter.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000. Added support for the SSD on the Z9000 only.
8.3.7.0 Introduced on the S4810.
7.7.1.0 Added support for TFTP and SCP.
7.6.1.0 Introduced on the S-Series.
Usage You must reload Dell EMC Networking OS after executing this command.
Information
Example
DellEMC#upgrade boot ?
all Upgrade both boot flash image and selector image
bootflash-image Upgrade boot flash image
bootselector-image Upgrade boot selector image
DellEMC#

verify

Validate the software image on the flash drive after the image has been transferred to the system, but before the image has
been installed.

Syntax verify { md5 | sha256 }[ flash:// ] img-file [hash-value]

Parameters md5 Enter the md5 keyword to use the MD5 message-digest algorithm.
sha256 Enter the sha256 keyword to use the SHA256 Secure Hash Algorithm
flash:// (Optional). Enter the f1lash: // keyword. The default is to use the flash drive. You

can just enter the image file name.
img-file Enter the name the Dell EMC Networking software image file to validate.
hash-value (Optional). Enter the relevant hash published on i-Support.

Defaults flash drive

Command Modes EXEC mode

Command Version 9.5.(0.0)

History
Version Description
9.10(0.0) Introduced on the S6100-ON.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0) Introduced on the S3048-ON and S4048-0ON.
9.5(0.0) Introduced on the Z9000, S6000, S4820T, S4810, and MXL.
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Usage

You can enter this command in the following ways:

Information

Example

80

verify md5 flash://img-file
verify md5 flash://img-file <hash-value>
verify sha256 flash://img-file

verify sha256 flash://img-file <hash-value>

Without Entering the Hash Value for Verification using SHA256

DellEMC# verify sha256 flash://FTOS-SE-9.5.0.0.bin
SHA256 hash for FTOS-SE-9.5.0.0.bin:
e6328c06faf814e6899ceead219afbf9360e986d6929880230b749e6b2093e933

Entering the Hash Value for Verification using SHA256

DellEMC# verify sha256 flash://FTOS-SE-9.5.0.0.bin
€6328c06faf814e6899ceead219afbf9360e986d692988023b749e6b2093e933
SHA256 hash VERIFIED for FTOS-SE-9.5.0.0.bin

File Management



Control and Monitoring

This section contains command information to configure and monitor the system, including Telnet, file transfer protocol (FTP),
and trivial file transfer protocol (TFTP).

Topics:

*  banner exec

*  banner login

*  banner motd

e cam-acl

e clear average-power
* clear line

e configure

e disable

e do

e enable

* enable optic-info-update interval
* end

. exec-timeout

o exit

* ftp-server enable

e« ftp-server topdir

. ftp-server username

* hostname

* ip ftp password

* ip ftp source-interface

. ip tftp vrf
* ip ftp username
. ip ftp vrf

* ip telnet server enable

e ip telnet server vrf

* ip telnet source-interface

. ip tftp vrf

« line

* logging disable-syslog snmp auth-failure
* login concurrent-session

* login statistics

*  motd-banner

*  ping
. reload
¢ send

. service timestamps

¢« show alarms

* show cpu-traffic-stats

¢ show debugging

*  show environment

. show inventory

*  show login statistics

. show memory

* show processes cpu

¢ show processes ipc flow-control
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¢ show processes memory
¢ show reset-reason

* show software ifm

. show system

*  show tech-support

. ssh-

peer-stack-unit

e telnet

e telnet-peer-stack-unit
* terminal length

e traceroute

e undebug all

e virtual-ip

. write

ban

ner exec

Configure a message that is displayed when your enter EXEC mode.

banner exec ¢ line ¢

To delete a banner, use the no banner exec command.

Syntax
Parameters
c
line
Defaults

Command Modes

Command
History

82

CONFIGURATION

Enter the keywords banner exec, then enter a character delineator, represented
here by the letter c. Press ENTER.

Enter a text string for your banner message ending the message with your
delineator. In the following example, the delineator is a percent character (%); the
banner message is “testing, testing”.

No banner is displayed.

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

Control and Monitoring

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.

Introduced on the C-Series.



Usage
Information

Example

Related
Commands

Version Description

E-Series Original Command

After entering the banner login command, type one or more spaces and a delineator character. Enter the

banner text then the second delineator character. When the user is connected to the router, if a message

of the day banner is configured, it displays first. If no message of the day banner is configured, the login
banner and prompt appear. After the user has logged in, the banner EXEC (if configured) displays.

DellEMC (conf) # banner exec ?

LINE c¢ banner-text c, where 'c' is a delimiting character

DellEMC (conf) # banner exec %

Enter TEXT message. End with the character '$'.

This is the banner$%

DellEMC (conf) # end

DellEMC# exit

2d18hlm: $STKUNIT1-M:CP $SEC-5-LOGOUT: Exec session is terminated on
console

This is the banner
Dell conO now available

Press RETURN to get started.
2d18h2m: %STKUNIT1-M:CP %SEC-5-LOGIN SUCCESS: Login successful on console

This is the banner
DellEMC>

e line — enables and configures the console and virtual terminal lines to the system.

banner login

Set a message of the day banner to appear after logging on to the system.

Syntax

Parameters

Defaults
Command Modes

Command
History

banner login {acknowledgement | keyboard-interactive | ¢ line c}

Enter no banner login to delete the banner text. Enter no banner login keyboard-
interactive to automatically go to the banner message prompt (does not require a carriage return).

keyboard- Enter the keyboard-interactive keyword and then press Enter (carriage
interactive return) to retrieve the message banner prompt.

acknowledgemen Enter the acknowledgement keyword to require a positive acknowledgement
t from the user while logging in to the system.

c Enter a delineator character to specify the start and end of the text banner. You

cannot use the delineator character in the banner message.

line Enter text string for your text banner message, with a maximum of 50 lines and up
to 255 characters per line.

No banner is configured and a carriage return (CR) is required when creating a banner.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
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Version Description

9.10(0.0) Introduced the acknowledgement keyword.

9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.2.1.0 Introduced the keyword keyboard-interactive.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

E-Series Original command
Usage Enter the banner login command, type one or more spaces and a delineator character, type the banner
Information text, and then type the second delineator character. The message of the day banner displays first when

you are connected to the router; otherwise the login banner and prompt appear. After you have logged in,
the banner EXEC (if configured) displays.

Example
DellEMC (conf) #banner login ?
acknowledgement Require positive acknowledgment after login
prompt
keyboard-interactive Press enter key to get prompt
LINE c banner-text (max length 255) ¢, where 'c' is a
delimiting character
DellEMC (conf) #no banner login ?
acknowledgement Disable positive acknowledgment required after
login prompt
keyboard-interactive Prompt will be displayed by default
If you configure the acknowledgement keyword, the system requires a positive acknowledgement from
the user while logging in to the system.
$ telnet 10.11.178.16
Trying 10.11.178.16...
Connected to 10.11.178.16.
Escape character is '~]'.
THIS IS A LOGIN BANNER. PRESS ‘Y’ TO ACKNOWLEDGE. ACKNOWLEDGE?
y/nl: y
Login: admin
Password:
Related e Dbanner motd — sets a Message of the Day banner.
Commands e banner exec — enables the display of a text string when you enter EXEC mode.

banner motd

Set a message of the day (MOTD) banner.

Syntax banner motd ¢ line c¢
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Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

cam-acl

To delete a Message of the Day banner, enter no banner motd.
c Enter a delineator character to specify the limits of the text banner. The delineator
is a percent character (%).

line Enter a text string for your MOTD banner the message with your delineator. The
delineator is a percent character (%).

No banner is configured.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command

After entering the banner login command, type one or more spaces and a delineator character. Enter the
banner text then the second delineator character. When the user is connected to the router, if a message
of the day banner is configured, it displays first. If no message of the day banner is configured, the login
banner and prompt appear. After the user has logged in, the banner EXEC (if configured) displays.

e Dbanner exec — enables the display of a text string when you enter EXEC mode.
e banner login — sets a banner to display after successful login to the system.

Allocate content addressable memory (CAM) for IPv4 and IPv6 ACLs.

Syntax

Parameters

cam-acl {default | l2acl number ipvédacl number ipv6acl number ipvé4qgos
number 12gqos number 12pt number ipmacacl number [vman-gos | vman-dual-gos]
number ecfmacl number

default Use the default CAM profile settings and set the CAM as follows:
e [2Acl: 6
e [PV4Acl: 4
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IPVBAcI: O
IPV4Qos : 2
L2Qos : 1

L2PT: 0
IpMacAcl : 0
VmanQos : O
VmanDualQos : 0
EcfmAcl : O
nlbclusteracl: O
FcoeAcl: O
iscsiOptAcl : O
ipv4pbr : 0
ipv4udfmirracl: O
vrfv4Acl :0
Openflow : 0
fedgovacl : 0

cam-acl {default  jiocate space to each CAM region.
| 12acl number
ipvdacl number Enter the CAM profile name then the amount of CAM space to be allotted. The

ipv6acl number, total space allocated must equal to 13. The ipv6acl range must be a factor of 2.

ipvdqos number  Enter 4 or 8 for the number of OpenFlow FP blocks.

12qos
number2ptnumb © 4:Creates 242 entries for use by the OpenFlow controller (256 total entries
eripmacacl minus the 14 entries reserved for internal functionality)

number ecfmacl e 38: Creates 498 entries for use by the OpenFlow controller (512 total entries
number [vman- minus the 14 entries reserved for internal functionality)

qos | vman-dual-

qos number}

Command Modes CONFIGURATION

Command
History

86

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.0.2.0
9.2(0.2)
9.1.(0.0)
8.3.19.0
8.3.12.0
8.3.11.1
8.3.1.0
8.2.1.0

Control and Monitoring

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Introduced on the S6000.

Added support for the fcoe parameter on the S4810 and S4820T.
Added support for OpenFlow on the Z9000.

Introduced on the S4820T.

Added the keywords fcoeacl and iscsioptacl on the S4810.
Introduced on the Z9000.

Added the keywords ecfmacl, vman—-gos, and vman-dual-gos.

Introduced on the S-Series.



Usage
Information

Version Description

7.8.1.0 Introduced on the C-Series.

For the new settings to take effect, save the new CAM settings to the startup-config (write-mem or
copy run start) then reload the system.

The total amount of space allowed is 16 FP Blocks. System flow requires three blocks and these blocks
cannot be reallocated. The ipv4acl profile range is from 1 to 8.

When configuring space for IPv6 ACLs, the total number of Blocks must equal 13.

Ranges for the CAM profiles are from 1 to 10, except for the ipveacl profile which is from 0 to 10. The
ipvéacl allocation must be a factor of .

If you enabled BMP, to perform a reload on the chassis to upgrade any configuration changes that have
changed the NVRAM content, use the reload conditional nvram-cfg-change command.

clear average-power

Reset the average power and average power start time.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

clear line

Reset a terminal line.

Syntax

Parameters

Command Modes

clear average-power stack-unit {stack-unit-number}

stack-unit- Enter the stack unit number.
number

None
EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.11(2.1P1) Introduced on all Dell EMC Networking OS platforms

This command resets the average power and average power start time to the current time. Average
power and average power start time will be calculated from the reset time (i.e current time).

DellEMC#clear average-power stack-unit 1
Proceed to clear Average power ? Confirm [yes/no]:yes

Dell1EMC#
clear line {line-number | console 0 | vty number}
line-number Enter a number for one of the 12 terminal lines on the system. The range is from O
to M.
aux 0 Enter the keywords aux 0 to reset the auxiliary port.
console 0 Enter the keywords console 0 to reset the console port.
vty number Enter the keyword vty then a number to clear a terminal line. The range is from O
to 9.

EXEC Privilege
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Command

History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

configure

This guide is platform-specific. For command information about other platforms, see the relevant Dell

Enter CONFIGURATION mode from EXEC Privilege mode.

Syntax

configure [terminall]

Parameters

terminal (OPTIONAL) Enter the keyword terminal to specify that you are configuring from the terminal.

Command Modes

EXEC Privilege

Command History

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC Networking OS
Command Line Reference Guide.

Version
9.10(0.0)

Description
Introduced on the S3148.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.
Example

DellEMC# configure
DellEMC (conf) #

disable

Return to EXEC mode.

Syntax disable [level]

Parameters level (OPTIONAL) Enter a number for a privilege level of the Dell EMC Networking OS.
The range is from O to 15. The default is 1.

Defaults 1

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.
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Version Description

9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

do

Allows the execution of most EXEC-level commands from all CONFIGURATION levels without returning to the EXEC level.

Syntax do command

Parameters command Enter an EXEC-level command.

Defaults none

Command Modes e CONFIGURATION
e INTERFACE

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell

History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.1.1.0 Introduced on the E-Series.
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Usage
Information

Example

enable

The following commands are not supported by the do command:

® cnable

disable

[ )
® exit
[ ]

config

DellEMC (conf-if-te-1/1/1)# do clear counters

Clear counters on all interfaces [confirm]

DellEMC (conf-if-te-1/1/1)#

DellEMC (conf-if-te-1/1/1)# do clear logging

Clear logging buffer [confirm]

DellEMC (conf-if-te-1/1/1)#

DellEMC (conf-if-te-1/1/1)# do reload

System configuration has been modified. Save? [yes/nol: n
Proceed with reload [confirm yes/nol: n

Enter EXEC Privilege mode or any other privilege level configured. After entering this command, you may need to enter a

password.

Syntax

Parameters

Defaults

enable [levell]

level

15

Command Modes EXEC

Command
History

(OPTIONAL) Enter a number for a privilege level of Dell EMC Networking OS. The
range is from O to 15.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.5(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Added support for roles on the Z9000, S6000, S4820T, S4810, and MXL.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.
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Usage
Information

Related
Commands

Version Description

E-Series Original command.

Users entering EXEC Privilege mode or any other configured privilege level can access configuration
commands. To protect against unauthorized access, use the enable password command to configure
a password for the enable command at a specific privilege level. If no privilege level is specified, the
default is privilege level 15.

@ NOTE: If you are authorized for the EXEC Privilege mode by your role, you do not need to enter an

enable password.

e cnable password — configures a password for the enable command and to access a privilege level.

enable optic-info-update interval

Enable polling intervals of optical information updates for simple network management protocol (SNMP).

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

enable optic-info-update [interval seconds]

To disable optical power information updates, use the no enable optic-info-update interval
command.

interval seconds Enter the keyword interval then the polling interval in seconds. The range is
from 120 to 6000 seconds. The default is 300 seconds (5 minutes).

Disabled

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Replacement command for the S4820T. Replaces the enable xfp-power-
updates command.

8.3.11.4 Replacement command for the Z9000. Replaces the enable xfp-power-
updates command

8.3.10.0 Replacement command for the S4810 only. Replaces the enable xfp-power-

updates command.

To enable polling and to configure the polling frequency, use this command.
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end

Return to EXEC Privilege mode from other command modes (for example, CONFIGURATION or ROUTER OSPF modes).

Syntax

Command Modes

Command
History

Related
Commands

end

CONFIGURATION
SPANNING TREE
MULTIPLE SPANNING TREE
LINE

INTERFACE
TRACE-LIST
VRRP
ACCESS-LIST
PREFIX-LIST
AS-PATH ACL
COMMUNITY-LIST
ROUTER OSPF
ROUTER RIP
ROUTER ISIS
ROUTER BGP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series and E-Series.

Original command.

® exit — returns to the lower command mode.
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exec-timeout

Set a time interval that the system waits for input on a line before disconnecting the session.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Example

exit

Return to the lower command mode.

Syntax

exec-timeout minutes [seconds]

To return to default settings, use the no exec-timeout command.

minutes

seconds

Enter the number of minutes of inactivity on the system before disconnecting the
current session. The range is from 0 to 35791. The default is 10 minutes for the
console line and 30 minutes for the VTY line.

(OPTIONAL) Enter the number of seconds. The range is from 0 to 2147483. The
default is O seconds.

10 minutes for console line; 30 minutes for VTY lines; 0 seconds

LINE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.12.0
8.3.11.1
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

To remove the time interval, enter exec-timeout 0 0.

Dell con0 is now available
Press RETURN to get started.

DellEMC>

exit
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Command Modes

Command
History

Related
Commands

ftp-server enable

EXEC Privilege
CONFIGURATION
LINE, INTERFACE
TRACE-LIST
PROTOCOL GVRP
SPANNING TREE
MULTIPLE SPANNING TREE
MAC ACCESS LIST
ACCESS-LIST
AS-PATH ACL
COMMUNITY-LIST
PREFIX-LIST
ROUTER OSPF
ROUTER RIP
ROUTER ISIS
ROUTER BGP

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

end — returns to EXEC Privilege mode.

Enable FTP server functions on the system.

Syntax

Parameters

ftp-server

vrf vrf-name

[vrf vrf-name] enable

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Enter the keyword vrf and then the name of the VRF to enable the FTP server to

listen to that VRF instance.
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@ NOTE: Use this attribute to specify the VRF that is used by the FTP server to
accept client connections. If no VRF is specified, then the default VRF is used.

Defaults Disabled.
Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell

History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.4.(0.0) Added support for VRF.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

Example

morpheus% ftp 10.31.1.111
Connected to 10.31.1.111.

220 DellEMC(1.0) FTP server ready
Name (10.31.1.111:dch): dch

331 Password required

Password:

230 User logged in

ftp> pwd

257 Current directory is "flash:"

ftp> dir

200 Port set okay
150 Opening ASCII mode data connection

size date

time name

512 Jul-20-2004 18:15:00 tgtimg
512 Jul-20-2004 18:15:00 diagnostic
512 Jul-20-2004 18:15:00 other
512 Jul-20-2004 18:15:00 tgt
226 Transfer complete
329 bytes received in 0.018 seconds (17.95 Kbytes/s)

ftp>
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ftp-server topdir

Specify the top-level directory to be accessed when an incoming FTP connection request is made.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

ftp-server topdir directory
directory Enter the directory path.

The internal flash is the default directory.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

After you enable FTP server functions with the ftp-server enable command, Dell EMC Networking
recommends specifying a top-level directory path. Without a top-level directory path specified, the Dell
EMC Networking OS directs users to the flash directory when logging in to the FTP server.

e ftp-server enable — enables FTP server functions on the E-Series.
e ftp-server username — sets a username and password for incoming FTP connections to the E-Series.

ftp-server username

Create a user name and associated password for incoming FTP server sessions.

Syntax

Parameters

ftp-server username username password [encryption-type] password

To delete a user name and its password, use the no ftp-server username username command.

username Enter a text string up to 40 characters long as the user name.
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Defaults

Command Modes CONFIGURATION

Command
History

password
password

encryption-type

Not enabled.

Enter the keyword password then a string up to 40 characters long as the
password. Without specifying an encryption type, the password is unencrypted.

(OPTIONAL) After the keyword password, enter one of the following numbers:
e 0 (zero) for an unecrypted (clear text) password
e 7 (seven) for a hidden text password

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

hosthname

Set the host name of the system.

Syntax

Parameters

Defaults

Command Modes CONFIGURATION

Command
History

hostname name

name

Dell

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

Enter a text string, up to 32 characters long.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
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Usage
Information

Version Description

9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

The hostname is used in the prompt.

ip ftp password

Specify a password for outgoing FTP connections.

Syntax

Parameters

Defaults

Command Modes

Command
History

ip ftp password [encryption-type] password

To remove a password and return to the default setting, use the no ip ftp password [password]
command.

encryption-type (OPTIONAL) Enter one of the following numbers:
e 0 (zero) for an unecrypted (clear text) password
e 7 (seven) for a hidden text password

password Enter a string up to 40 characters as the password.

Not configured.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.
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Version Description

9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

Usage The password is listed in the configuration file; you can view the password by entering the show

Information running-config ftp command.

Use the ip ftp password command when you use the ftp: parameter in the copy command.

Related
Commands

ip ftp source-interface

Specify an interface’s IP address as the source IP address for FTP connections.

Syntax ip ftp source-interface interface

To delete an interface, use the no ip ftp source-interface interface command.

Parameters interface Enter the following keywords and the interface information:
e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.
e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.
e For a Loopback interface, enter the keyword 1oopback then a number from O
to 16383.
e For a port-channel interface, enter the keywords port-channel then the
port-channel ID.
e For a VLAN interface, enter the keyword vlan then a number from 1 to 4094.
For a tunnel interface, enter the keyword tunnel.
Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

Command Modes CONFIGURATION

Cf)mmand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.
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Version
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.5.1.0
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

ip tftp vrf

Description

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added support for 4-port 40G line cards on ExaScale.
Increased number of VLANs on ExaScale to 4094 (was 2094).
Introduced on the E-Series ExaScale.

Introduced on the S-Series.

Introduced on the C-Series.

Original command.

Configures an TFTP client with a VRF that is used to connect to the TFTP server.

Syntax

Parameters

Defaults

Command Modes

Command
History

ip tftp [vrf vrf-name]

To undo the TFTP client configuration, use the no ip tftp [vrf vrf-name] command.

vrf vrf-name

Disabled

CONFIGURATION

Enter the keyword vrf and then the name of the VRF to specify the VRF that is
used by the TFTP client.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.5(0.0)
9.4.(0.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.

Introduced on the S-Series and Z9000.

Control and Monitoring

101



Usage

Information

Related
Commands

Use this command to make the TFTP clients VRF aware. The VRF name that you specify is used by the
TFTP client to reach the TFTP server. If no VRF is specified, then the default VRF is used.

e ftp-server topdir — sets the directory to be used for incoming FTP connections.
e ftp-server username — sets a username and password for incoming FTP connections.

ip ftp username

Assign a user name for outgoing FTP connection requests.
Syntax ip ftp username username

To return to anonymous FTP connections, use the no ip ftp username [username] command.

Parameters

username Enter a text string as the user name up to 40 characters long.

Defaults

Command Modes CONFIGURATION

No user name is configured.

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.
Usage Configure a password with the ip ftp password command.
Information
Related e ip ftp password — sets the password for FTP connections.

Commands
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ip ftp vrf

Configures an FTP client with a VRF that is used to connect to the FTP server.

Syntax ip ftp [vrf {vrf-name | management}]

To undo the FTP client configuration, use the ip ftp [vrf vrf-name] command.

Parameters

vrf-name Enter the vrf-name to specify the VRF that is used by the FTP client.
management Enter the keyword management to specify that the VRF used by the FTP client is
a management VRF.
Defaults Disabled

Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.5(0.0) Introduced on the Z9500.

9.4(0.0) Introduced on the S-Series and Z9000.
Usage Use this command to make the FTP clients VRF-aware. The VRF name that you specify is used by the
Information FTP client to reach the FTP server. If no VRF name is specified, then the default VRF is used.

ip telnet server enable

Enable the Telnet server on the switch.
Syntax ip telnet server enable
To disable the Telnet server, use the no ip telnet server enable command.

Defaults Enabled
Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
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Related
Commands

Version Description

9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.1.1.0 Introduced on the E-Series.

e ip ssh server — enables the secure shell (SSH) server on the system.

ip telnet server vrf

Configures the TELNET server on either a specific VRF or a management VRF.

Syntax

Parameters

Defaults

Command Modes

Command
History

ip telnet server vrf {vrf-name | any | management}

To undo the TELNET server configuration, use the no ip telnet server [vrf vrf-name]
command.

vrf-name Enter the vrf-name to specify the VRF that is used by the TELNET server.
any Enter the keyword any to enable server from any VRF.
management Enter the keyword management to specify a management VRF that is used by the
TELNET server.
Disabled

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.5(0.0) Introduced on the Z9500.
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Usage
Information

Example

Version
9.4.(0.0)

You can enable the TELNET server on either a management VRF or a user-defined VRF but not both. If

Description
Introduced on the S-Series and Z9000.

you do not specify a VRF name, then the TELNET server is enabled on the default VRF.

DellEMC (conf) #
DellEMC (conf) #
DellEMC (conf) #
DellEMC (conf) #
DellEMC (conf) #

telnet server vrf vrfl

ip telnet server vrf

telnet server vrf management
ip telnet server vrf

ip
no
ip
no

ip telnet source-interface

Set an interface’s IP address as the source address in outgoing packets for Telnet sessions.

Syntax

Parameters

Defaults
Command Modes

Command
History

ip telnet source-interface interface

To return to the default setting, use the no ip telnet source-interface

command.

interface

[interface]

Enter the following keywords and the interface information:

e F[or a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the

slot/port information.

e For Loopback interfaces, enter the keyword 1oopback then a number from

zero (0) to 16383,

e For a port channel interface, enter the keywords port-channel then a

number.

For VLAN interface, enter the keyword v1an then a number from 1 to 4094.
For a tunnel interface, enter the keyword tunnel.

The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
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Related
Commands

Version Description

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.5.1.0 Added support for 4-port 40G line cards on ExaScale.

8.2.1.0 Increased number of VLANs on ExaScale to 4094 (was 2094).
8.1.1.0 Introduced on the E-Series ExaScale.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

E-Series Original command

telnet — telnet to another device.

ip tftp vrf

Configures an TFTP client with a VRF that is used to connect to the TFTP server.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage

Information

Related
Commands

ip tftp [vrf vrf-name]

To undo the TFTP client configuration, use the no ip tftp [vrf vrf-name] command.

Enter the keyword vrf and then the name of the VRF to specify the VRF that is
used by the TFTP client.

vrf vrf-name

Disabled
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.5(0.0) Introduced on the Z9500.

9.4.(0.0) Introduced on the S-Series and Z9000.

Use this command to make the TFTP clients VRF aware. The VRF name that you specify is used by the
TFTP client to reach the TFTP server. If no VRF is specified, then the default VRF is used.

e ftp-server topdir — sets the directory to be used for incoming FTP connections.
e fip-server username — sets a username and password for incoming FTP connections.
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line

Enable and configure console and virtual terminal lines to the system. This command accesses LINE mode, where you can set
the access conditions for the designated line.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

line {aux 0 |console 0 | vty number [end-number]}

aux 0 Enter the keyword aux 0 to configure the auxiliary terminal connection.

console 0 Enter the keyword console 0 to configure the console port. The console option
is <0-0>.

vty number Enter the keyword vty then a number from O to 9 to configure a virtual terminal

line for remote sessions. The system supports 10 remote sessions.
end-number (OPTIONAL) Enter a number from 1 to 9 as the last virtual terminal line to
configure. You can configure multiple lines at one time.
Not configured

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command

You cannot delete a terminal connection.

e access-class — restricts the incoming connections to a particular IP address in an IP access control
list (ACL).
e password — specifies a password for users on terminal lines.
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logging disable-syslog snmp auth-failure

Disable the generation of syslog messages for SNMP authentication failure events.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

logging disable-syslog snmp auth-failure

To enable syslog messages for SNMP authentication failure events, use the no logging disable-
syslog snmp auth-failure.

The system generates syslog messages for SNMP authentication failure events.
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description
9.14(1.0) Introduced on the S6000, S6000-0ON, S6100-ON, and Z9100—-ON.

This command disables the generation of syslog messages for SNMP authentication failure events,
preventing syslog files on the system from getting filled with too many messages.

This command does not disable SNMP traps for SNMP authentication failure events.

login concurrent-session

Configures the limit of concurrent sessions for each user on console and virtual terminal lines.

Syntax

Parameters

Defaults
Command Modes

Command
History

login concurrent-session {limit number-of-sessions | clear—line enable}

no login concurrent-session {limit number-of-sessions | clear—line enable}

limit 'number-of- Sets the number of concurrent sessions that any user can have on console and
sessions virtual terminal lines. The range is from 1to 12 (10 VTY lines, one console, and one
AUX line).

clear-line enable [£naples you to clear your existing sessions.

Not configured. You can use all the available sessions.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the S4810, S4820, S5000, S6000, S6000-0ON, and Z9500.
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Usage
Information

Example

Related
Commands

You must have either the System Administrator or Security Administrator privileges to configure login
concurrent-session limit or to enable clear-line.

To limit the number of concurrent sessions that any user can have on console, auxiliary, and virtual
terminal lines, use the login concurrent-session limit number-of-sessions command.

If the login concurrent-session clear-line enable command is configured, you are
provided with an option to clear any of your existing sessions after a successful login authentication.
When you reach the maximum concurrent session limit, you can still log in by clearing any of your existing
sessions.

The following example shows how to limit the number of concurrent sessions that any user can have to
four:

DellEMC (conf)# login concurrent-session limit 4
DellEMC (conf) #

The following example shows how to use the 1ogin concurrent-session clear-line enable
command.

DellEMC (conf) # login concurrent-session clear-line enable
DellEMC (conf) #

When you try to log in, the following message appears with all your existing concurrent sessions, providing
an option to close any one of the existing sessions:

$ telnet 10.11.178.14
Trying 10.11.178.14...
Connected to 10.11.178.14.
Escape character is '"7~]'.
Login: admin

Password:

Current sessions for user admin:
Line Location

2 vty O 10.14.1.97

3 vty 1 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

When you try to create more than the permitted number of sessions, the following message appears,
prompting you to close one of your existing sessions. Close any of your existing sessions to log in to the
system.

S telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]"'.

Login: admin

Password:

Maximum concurrent sessions for the user reached.
Current sessions for user admin:

Line Location

2 vty O 10.14.1.97
3 vty 1 10.14.1.97
4 vty 2 10.14.1.97
5 vty 3 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

e |ogin statistics — enable and configure user login statistics on console and virtual terminal lines.
e show login statistics — displays login statistics of users who have used the console or virtual terminal
lines to log in to the system.
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login statistics

Enable and configure user login statistics on console and virtual terminal lines.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

login statistics {enable | time-period days}

no login statistics {enable | time-period days}

enable Enables login statistics for the last 30 days by default.

time-period days Sets the number of days the system stores user login statistics; range is from 1 to
30.

Not configured

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the S4810, S4820, S5000, S6000, S6000-ON, and Z9500.

Only the system and security administrators can configure login activity tracking and view the login
activity details of other users.

If you enable user login statistics, the system displays the last successful login details of the current user,
the details of any failed login attempts by others, and if the current user’s permissions have changed
since the last login.

If you use the login statistics time-period days command to set a custom time period, the
system only reports the login statistics during that interval.

@ NOTE: Login statistics are not applicable for login sessions that do not use authentication on user
names. For example, the system does not report login activity for a telnet session that prompts only a
password field.

When you log into the system, it displays a message similar to the following:

$ telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '"~]"'.

Login: admin

Password:

Last successful login: 12:52:01 UTC Tue Mar 22 2016 Line vty0 (
10.11.178.14 ).

There were 1 unsuccessful login attempt(s) since the last successful
login.

There were 1 unsuccessful login attempt(s) for user admin in the last 30
day(s) .

There were 1 successful login attempt(s) for user admin in the last 30
day (s) .
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Related
Commands

The preceding message shows that the user had previously logged in to the system using the VTY line
from 10.11.178.14. It also displays the number of unsuccessful login attempts since the last login and the
number of unsuccessful login attempts in the last 30 days.

S telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]'.

Login: admin

Password:

Last successful login: 12:52:01 UTC Tue Mar 22 2016 on console

There were 2 unsuccessful login attempt(s) since the last successful
login.

There were 3 unsuccessful login attempt(s) for user admin in last 12
day (s) .

There were 1 successful login attempt(s) for user admin in the last 30
day (s) .

The preceding message shows that the user had previously logged in to the system using the console
line. It also displays the number of unsuccessful login attempts since the last login and the number of
unsuccessful login attempts during a custom time period.

e |ogin concurrent-session — configures the limit of concurrent sessions for each user on console and
virtual terminal lines.

e show login statistics — displays login statistics of users who have used the console or virtual terminal
lines to log in to the system.

motd-banner

Enable a message of the day (MOTD) banner to appear when you log in to the system.

Syntax

Defaults
Command Modes

Command
History

motd-banner

To disable the MOTD banner, use the no motd-banner command.

Enabled on all lines.

LINE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series
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Version
7.6.1.0
7.5.1.0

E-Series

ping

Description
Introduced on the S-Series.
Introduced on the C-Series.

Original command

Test connectivity between the system and another device by sending echo requests and waiting for replies.

Syntax ping [host |

ip-address | ipvé-address] [count {number | continuous}]

[datagram-size] [timeout] [source (ip src-ipv4-address) | interface] [tos]

[df-bit (yl|n)]

[validate-reply(yln)] [outgoing-interface] [pattern pattern]

[sweep-min-size] [sweep-max-size] [sweep-interval] [ointerface (ip src-

ipv4-address)

Parameters host

ip-address

ipv6-address

count

datagram size

timeout

source

tos

df-bit

validate-reply
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| interface]l [ethernet | vrf vrf-name]

(OPTIONAL) Enter the host name of the devices to which you are testing
connectivity.

(OPTIONAL) Enter the IPv4 address of the device to which you are testing
connectivity. The address must be in the dotted decimal format.

(OPTIONAL) Enter the IPv6 address, in the x:x:x:x::x format, to which you are
testing connectivity.

®| NOTE: The :: notation specifies successive hexadecimal fields of zeros.

Enter the number of echo packets to be sent. The default is 5.
e number: from 1to 2147483647
e continuous: transmit echo request continuously

Enter the ICMP datagram size. The range is from 36 to 15360 bytes. The default is
100.

Enter the interval to wait for an echo reply before timing out. The range is from O
to 3600 seconds. The default is 2 seconds.

Enter the IPv4 or IPv6 source ip address or the source interface. For IPv6
addresses, you may enter global addresses only. Enter the IP address in A.B.C.D
format.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e [or a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

e For a port channel interface, enter the keywords port-channel then a
number.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

For a Tunnel interface, enter the keyword tunnel then a number from 1 to
16383.

(IPv4 only) Enter the type of service required. The range is from O to 255. The
default is 0.

(IPv4 only) Enter Y or N for the “don't fragment” bit in IPv4 header.

e N: Do not set the “don't fragment” bit.

e YV: Do set “don't fragment” bit

Default is No.

(IPv4 only) Enter Y or N for reply validation.
e N: Do not validate reply data.

e V: Do validate reply data.

Default is No.



outgoing-
interface

pattern pattern

sweep-min-size

sweep-max-size

sweep-interval

interface

ethernet

vrf vrf-name

the VRF.
Defaults None.
Command Modes o EXEC
e EXEC Privilege
Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0)P5 Introduced on the S4048-0ON.
9.8(0.0)P2 Introduced on the S3048-0ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
Added support for the outgoing-interface option for link-local IPv6
addressing on the S4820T.
8.3.12.0 Added support for the outgoing-interface option for link-local IPv6
addressing on the S4810.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.5.1.0 Added support for 4-port 40G line cards.
8.4.1.0 IPv6 pinging available on management interface.

(IPv6 link-local address) Enter the outgoing interface for ping packets to a
destination link-local address.

(IPv4 only) Enter the IPv4 data pattern. Range: O-FFFF. Default: OxABCD.

Enter the minimum size of datagram in sweep range. The range is from 52 to 15359

bytes.

Enter the maximum size of datagram in sweep range. The range is from 53 to
15359 bytes.

Enter the incremental value for sweep size. The range is from 1 to 15308 seconds.

(IPv4 only) Enter the outgoing interface for multicast packets. Enter the IP address

in A.B.C.D format.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e F[or a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the

slot/port information.
e For a port channel interface, enter the keywords port-channel then a
number.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

Enter the keyword ethernet to test layer2 connectivity.

Enter the keyword vrf followed by the name of the VRF to test connectivity to
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Version Description

8.3.1.0 Introduced extended ping options.

8.2.1.0 Introduced on the E-Series (IPvB).

8.1.1.0 Introduced on the E-Series (IPv4).

7.9.1.0 Introduced VRF.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for IPv6 address on the E-Series.
Usage When you enter the ping command without specifying an IP/IPv6 address (Extended Ping), you are
Information prompted for a target IP/IPv6 address, a repeat count, a datagram size (up to 1500 bytes), a timeout (in

seconds), and for Extended Commands.

The following table provides descriptions for the ping command status response symbols displayed in the

output.

Symbol Description

! Each exclamation point indicates receipt of a reply.

Each period indicates the network server timed out while waiting for a reply.

U A destination unreachable error PDU was received.

Q Source quench (destination too busy).

M Could not fragment.

? Unknown packet type.

& Packet lifetime exceeded.

Example (IPv4)
DellEMC# ping 172.31.1.255

Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 172.31.1.255, timeout is 2 seconds:
Reply to request 1 from 172.31.1.208 0 ms
Reply to request 1 from 172.31.1.216 0 ms
Reply to request 1 from 172.31.1.205 16 ms

Reply to request 5 from 172.31.1.209 0 ms
Reply to request 5 from 172.31.1.66 0 ms
Reply to request 5 from 172.31.1.87 0 ms
DellEMC#

Example (IPv6)
DellEMC# ping 100::1

Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 100::1, timeout is 2 seconds:

Success rate is 100.0 percent (5/5), round-trip min/avg/max = 0/0/0 (ms)
DellEMCH#
Reboot the system.
Syntax reload [conditional nvram-cfg-change | no-confirm [discard-running] | dell-
diag | onie [install | uninstall | rescue]]
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Parameters

Command Modes EXEC Privilege

Command
History

Usage
Information

Example

conditional
nvram-cfg-
change

no-confirm

[discard-running]

dell-diag

onie

(OPTIONAL) Reload into the Dell EMC Networking Operating System (OS) if the
condition is true. A configuration change to the NVRAM requires a switch reload.
To reload the switch, select nvram-cfg-change.

Reload the chassis without prompting for further confirmation.

(OPTIONAL) Reload the system into the Dell diagnostics mode.

(OPTIONAL) Reload the system into the ONIE mode. You can also use one of the
following options to reload the system and enter the respective modes directly:

e install — enter the Install mode and install the networking OS

e uninstall — enter the Uninstall mode and uninstall the networking OS

e rescue — enter the Rescue mode and access the file system

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)

9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
9.1(0.0)
8.3.19.0
8.3.11.1
7.6.1.0
7.5.1.0

E-Series

Description
Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Added the optional del1-diag and onie parameters.

Introduced the no-confirm option.

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Added ‘conditional’ parameter.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

If you use only the reload command, the system boots into the Dell EMC Networking OS.

If there is a change in the running configuration, the system prompts you to save the new configuration
when you reload the system using the reload command. You can also save your running configuration
manually using the copy running-config command.

You can use the conditional parameter if any configuration changes made to the NVRAM, such as,
stack-group and fanout configurations, must be saved.

When you use the reload command after making configuration changes, the system prompts you to
update the hash for the startup configuration using the verified boot hash command.

DellEMC# reload
Verified startup-configuration is enabled, Hash for startup-
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Example

send

configuration is invalid.
Please update Hash for the startup-configuration before reload.

The following example shows how to reload the system:

DellEMC# reload
Proceed with reload [confirm yes/no]: yes

The following example shows how to reload the system into Dell diagnostics mode:

DellEMC#reload dell-diag
Proceed with reload [confirm yes/no]: yes

The following example shows how to reload the system into ONIE mode:

DellEMC#reload onie
Proceed with reload [confirm yes/no]: yes

The following example shows how to reload the system into ONIE prompt and enter the install mode
directly:

DellEMC#reload onie install
Proceed with reload [confirm yes/no]: yes

Send messages to one or all terminal line users.

Syntax

Parameters

Defaults

Command Modes

Command
History

send [*] | [line ] | [console] | [vty]

* Enter the asterisk character * to send a message to all tty lines.

line Send a message to a specific line. The range is from O to 11.

console Enter the keyword console to send a message to the primary terminal line.
vty Enter the keyword vty to send a message to the virtual terminal.

none

EXEC

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
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Version Description

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.5.1.0 Introduced on the E-Series.
Usage Messages can contain an unlimited number of lines; however, each line is limited to 255 characters. To
Information move to the next line, use <CR>. To send the message use CTR-Z; to abort a message, use CTR-C.

service timestamps

To debug and log messages, add time stamps. This command adds either the uptime or the current time and date with local time
zone time difference included or excluded.

Syntax service timestamps {debug | log} [datetime [localtime] [msec] [show-
timezone] [utc] | uptime]

To disable timestamping, use the no service timestamps [debug | log] command.

Parameters datetime (OPTIONAL) Enter the keyword datetime to have the current time and date as in
local time zone added to the message.
debug (OPTIONAL) Enter the keyword debug to add timestamps to debug messages.
log (OPTIONAL) Enter the keyword log to add timestamps to log messages with
severity from O to 6.
localtime (OPTIONAL) Enter the keyword 1ocaltime to include the local time zone time in
the timestamp.
msec (OPTIONAL) Enter the keyword msec to include milliseconds in the timestamp.
show-timezone (OPTIONAL) Enter the keyword show-timezone to include the time zone
information in the timestamp.
uptime (OPTIONAL) Enter the keyword uptime to have the timestamp based on time
elapsed since system reboot.
utc (OPTIONAL) Enter the keyword utc to include the UTC time format (ignoring local
time zone) in the timestamp.
Defaults ® datetime [localtime]

® datetime

Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.14(1.5) Added support for UTC time format.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
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Usage
Information

Version
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

Description

Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

If you do not specify parameters and enter service timestamps, it appears as service timestamps debug
datetime in the running-configuration.

To view the current options set for the service timestamps command, use the show running-
config command.

From 9.14.1.5 release, the default timestamp display format for the logs is set to local time (service
timestamps log datetime localtime)instead of service timestamps log datetime.

show alarms

View alarms currently active in the system.

Syntax

Parameters

Command Modes

Command
History

show alarms

threshold

e EXEC

[threshold]

(OPTIONAL) Enter the keyword threshold to display the temperature thresholds
in Celsius for each level.

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.12(1.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
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Description

Introduced on the S5048F-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.



Version
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

Example

Description

Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

DellEMC#show alarms

-— Minor Alarms --

Alarm Type

Duration

-- Major Alarms --

Alarm Type

PEM 2 in unit 1 down

13 min,

Fan 1 in PSU 2 of Unit 1 is down or removed 13 min,

DellEMC#

show cpu-traffic-stats

View the CPU traffic statistics.

Syntax
Parameters
port number
all
cp
Defaults all
Command Modes EXEC
Command
History
Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)

show cpu-traffic-stats

[port number | all | cp ]

36 sec
34 sec

(OPTIONAL) Enter the port number to display traffic statistics on that port only.

The range is from 1 to 1568.

(OPTIONAL) Enter the keyword al1 to display traffic statistics on all the
interfaces receiving traffic, sorted based on the traffic.

(OPTIONAL) Enter the keyword cp to display traffic
CPU.

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

statistics on the specified

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Usage
Information

Example

Version

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series
6.2.1.1 Introduced on the E-Series.

Description

Traffic statistics are sorted on a per-interface basis; the interface receiving the most traffic is displayed
first. All CPU and port information is displayed unless a specific port or CPU is specified. Traffic
information is displayed for router ports only; not for management interfaces. The traffic statistics are
collected only after the debug cpu-traffic-stats command is executed; not from the system
bootup.

@ NOTE: After debugging is complete, use the no debug cpu-traffic-stats command to shut

off traffic statistics collection.

DellEMC# show cpu-traffic-stats

Processor : CP

Received 100% traffic on TenGigabitEthernet 8/2/1 Total packets:100
LLC:0, SNAP:0, IP:100, ARP:0, other:0

Unicast:100, Multicast:0, Broadcast:0

Processor : RP1

Received 62% traffic on TenGigabitEthernet 8/2/1 Total packets:500
LLC:0, SNAP:0, IP:500, ARP:0, other:0

Unicast:500, Multicast:0, Broadcast:0

Received 37% traffic on TenGigabitEthernet 8/1/1 Total packets:300
LLC:0, SNAP:0, IP:300, ARP:0, other:0

Unicast:300, Multicast:0, Broadcast:0

Processor : RP2

No CPU traffic statistics.

DellEMC#

show debugging

View a list of all enabled debugging processes.

Syntax

Command Modes

Command
History

show debugging
EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)

Description
Introduced on the S6010-ON and S4048T-ON.
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Example

Version

9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series
E-Series Original command.

Description

DellEMC# show debug
Generic IP:
IP packet debugging is on for
ManagementEthernet 1/1
Port-channel 1-2
Port-channel 5
TenGigabitEthernet 1/1/1-1/1/3,1/5/1-2,1/10/1-1/10/2,1/20/1
TenGigabitEthernet
i/1/1-1/1/2,1/5/1-1/5/2,1/10/1-1/10/2,1/15/1,1/17/1,1/19/1,1/21/1
ICMP packet debugging is on for
TenGigabitEthernet
i/1/1,1/1/2,1/1/4,1/6/1,1/8/1,1/10/1,1/12/1,1/14/3,1/16/3
DellEMC#

show environment

View system component status (for example, temperature or voltage).

Syntax show environment [all | fan | pem | stack-unit unit-id ]
Parameters all Enter the keyword all to view all components.
fan Enter the keyword fan to view information on the fans. The output of this command is

chassis-dependent.
pem Enter the keyword pem to view only information on power entry modules.

stack-unit unit-id Enter the keywords stack-unit then the unit-id to display information on a specific
stack member.

Command Modes e EXEC
EXEC Privilege
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Command
History

Usage
Information

Example (all)

122

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.11(2.1P1) The CLI has been enhanced to show the power, average power and average power start
time.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.8.1.0 The output of the show environment fan command for the S Series is changed to

display fan speeds instead of showing the fan status as up or down.

The following example shows the output of the show environment command.

DellEMC# show environment

-- Fan Status ==

Unit Bay TrayStatus FanO Speed Fanl Speed
0 0 up up 6971 up 7072
0 1 up up 6971 up 7021
0 2 up up 7021 up 7021

Speed in RPM

-- Power Supplies --

Unit Bay Status Type FanStatus FanSpeed (rpm) Power AvgPower AvgPowerStartTime

1 1 up AC up 6960 48 31 14/4/2017 17:24
1 2 up AC up 6656 40 26 14/4/2017 17:24
-- Unit Environment Status --
Unit Status Temp Voltage TempStatus
* 0 online 36C ok 1

* Management Unit

-- Thermal Sensor Readings (deg C) --
Unit Sensor(0 Sensorl Sensor2 Sensor3 Sensor4 Sensor5 Sensor6

DellEMC# show environment fan

-- Fan Status --
Unit Bay TrayStatus FanO Speed Fanl Speed

Control and Monitoring



1 up up 6971 up 7072
2 up up 7021 up 6971

0
0
Speed in RPM

DellEMC#show environment pem

-- Power Supplies --

Unit Bay Status Type FanStatus FanSpeed (rpm) Power AvgPower AvgPowerStartTime
1 1 up AC up 6960 48 31 14/4/2017 17:24
1 2 up AC up 6656 40 26 14/4/2017 17:24

DellEMC#show environment thermal-sensor
-- Thermal Sensor Readings (deg C) ==

Unit Sensor0 Sensorl Sensor2 Sensor3 Sensord4d Sensor5 Sensorb

show inventory

Display the switch type, components (including media), and Dell EMC Networking Operating System (OS), including hardware
identification numbers and configured protocols.

Syntax show inventory [media slot]

Parameters media s/ot (OPTIONAL) Enter the keyword media then the stack ID of the stack member for

which you want to display pluggable media inventory.

@ NOTE: This parameter is available but not supported in Dell EMC Networking
Operating System version 8.3.11.4. Because stacking is not supported, if you
use this parameter, the output displays “Media not present or accessible”
(refer to the Usage Information section).

Defaults none

Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.11(0.0) Added support to display 10GBASE-T information on the S4048, S4048T, S6000,

S6000-0ON, S6100, 29500, S6010, and Z9100.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.
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Version Description

8.3.12.0 Introduced on the S4810.

8.3.11.4 Output expanded to include Piece Part ID (PPID) and eSR4 optics.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced this version of the command for S-Series. S-Series output differs from

E-Series.

Usage If there are no fiber ports in the unit, just the header under show inventory media displays. If there are
Information fiber ports but no optics inserted, the output displays Media not present or accessible.
Related e show interfaces — displays the interface configuration.

Commands

show login statistics

Displays login statistics of users who have used the console or virtual terminal lines to log in to the system.

Syntax show login statistics [all | [[successful-attempts | unsuccessful-attempts]

[user login-id]

Parameters
all

time-period days

successful-

attempts

unsuccessful-
attempts

user /ogin-id

Defaults None

Command Modes CONFIGURATION

[time-period days]] | user login-id]

(Optional)Displays the login statistics of all users in the last 30 days or the custom
defined time period.

(Optional)Displays the number of failed login attempts by the current user in the
specified period.

(Optional)Displays the number of successful login attempts by the current user in
the last 30 days or the custom defined time period

(Optional)Displays the number of failed login attempts by the current user in the
last 30 days or the custom defined time period.

(Optional)Displays the login statistics of a specific user in the last 30 days or the
custom defined time period. When you use it with the unsuccessful-attempts
keyword, the system displays the number of failed login attempts by a specific user
in the last 30 days or the custom defined time period

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced the successful-attempts keyword.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the 54810, S4820, S5000, S6000, S6000-ON, and Z9500.
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Usage
Information

Example

To view the successful and failed login details of the current user in the last 30 days or the custom

defined period, use the show login statistics command.

To view the successful and failed login details of all users in the last 30 days or the custom defined period,
use the show login statistics all command. You can use this command only if you have system

or security administrator rights.

To view the successful and failed login details of a specific user in the last 30 days or the custom defined

time period, use the show login statistics user user-idcommand. If you have system or

security administrator rights, you can view the login statistics of other users. If you do not have system or

security administrator rights, you can view your login statistics but not the login statistics of others.

@ NOTE: By default, these commands display the details for the last 30 days. If you set a custom-
defined time period for login statistics using the login statistics time-period days

command, these commands display details only for that period.

The following is sample output of the show login statistics command.

DellEMC#show login statistics

User: admin
Last login time: 12:52:01 UTC Tue Mar 22 2016
Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login:

Unsuccessful login attempt(s) in last 30 day(s): O
Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics all command.

DellEMC#show login statistics all

User: admin
Last login time: 08:54:28 UTC Wed Mar 23 2016
Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login:

Unsuccessful login attempt(s) in last 30 day(s): 3
Successful login attempt(s) in last 30 day(s): 4

User: adminl
Last login time: 12:49:19 UTC Tue Mar 22 2016
Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login:

Unsuccessful login attempt(s) in last 30 day(s): 3
Successful login attempt(s) in last 30 day(s): 2

User: admin2
Last login time: 12:49:27 UTC Tue Mar 22 2016
Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login:

Unsuccessful login attempt(s) in last 30 day(s): 3
Successful login attempt(s) in last 30 day(s): 2

User: admin3
Last login time: 13:18:42 UTC Tue Mar 22 2016
Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login:

Unsuccessful login attempt(s) in last 30 day(s): 3
Successful login attempt(s) in last 30 day(s): 2
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The following is sample output of the show login statistics user user-idcommand

DellEMC# show login statistics user admin

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): O

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics unsuccessful-attempts
command.

DellEMC#show login statistics unsuccessful-attempts
There were 3 unsuccessful login attempt(s) for user admin in last 30
day (s) .

The following is sample output of the show login statistics unsuccessful-attempts
time-period days command.

DellEMC# show login statistics unsuccessful-attempts time-period 15
There were 0 unsuccessful login attempt(s) for user admin in last 15
day (s) .

The following is sample output of the show login statistics unsuccessful-attempts user
login-id command.

DellEMC# show login statistics unsuccessful-attempts user admin
There were 3 unsuccessful login attempt(s) for user admin in last 12
day (s) .

The following is sample output of the show login statistics successful-attempts
command.

DellEMC#show login statistics successful-attempts
There were 4 successful login attempt(s) for user admin in last 30

day (s) .
Related e |ogin statistics — enable and configure user login statistics on console and virtual terminal lines.
Commands e |ogin concurrent-session — configures the limit of concurrent sessions for each user on console and

virtual terminal lines.

show memory

View current memory usage on the switch.
Syntax show memory [stack-unit 1id]
Parameters

stack-unit id (OPTIONAL) Enter the keyword stack-unit then the stack unit ID to display
memory information on the designated stack member.

Command Modes e EXEC
EXEC Privilege

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
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Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

7.6.1.0 Introduced this version of the command for the S-Series.
Usage The output for show memory displays the memory usage of LP part (sysdlp) of the system. The sysdlp
Information is an aggregate task that handles all the tasks running on the S-Series’ CPU.

Example
DellEMC#show memory stack-unit 1

Statistics On Unit 1 Processor

Total (b) Used (b) Free (b) Lowest (b) Largest (b)
3177185280 2310248 3174875032 3174676264 3174875032
DellEMC#

show processes cpu

Display CPU usage information based on processes running.

Syntax show processes cpu [management-unit [1-99 | details] | stack-unit id
[1-99] | summary ]

Parameters management-unit (OPTIONAL) Display processes running in the control processor. The 1-99 variable

[7-99 | details] sets the number of tasks to display in order of the highest CPU usage in the
past five (5) seconds. Add the keyword details to display all running processes
(except sysdIp). Refer to Example (management-unit).

stack-unit jid (OPTIONAL) Enter the keyword stack-unit then the stack member ID.

As an option of the show processes cpu command, this option displays CPU
usage for the designated stack member. Or, as an option of the command, this
option limits the output of memory statistics to the designated stack member.

Refer to Example (stack-unit).
summary (OPTIONAL) Enter the keywordsummary to view CPU utilization of processes

related to stack-unit processing.

Command Modes e EXEC
e EXEC Privilege

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100—ON.
9.8(2.0) Introduced on the S3100 series.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
7.7.1.0 Added the keywords management-unit [details].
7.6.1.0 Introduced on the S-Series.
Example DellEMC# show processes cpu ?
management-unit Management Unit
stack-unit Unit Number
summary Summary of CPU utilization

| Pipe through a command

DellEMC# show processes cpu summary

CPU utilization 5Sec 1Min 5Min
UNIT1 3% 3% 1%

CPUID S5sec lmin 5min
CORE O 13.17 11.53 0.00
CORE 2 9.38 12.16 0.00
Overall 11.28 11.84 0.00

CPU utilization of sysdlp for five seconds: 2%/0%; one minute: 3%; five minutes: 1%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY

Process

0xbb773000 5950 595 10000 1.00% 2.25% 1.22% 0

tExcTask

0xbab2a000 4030 403 10000 1.00% 1.33% 0.73% 0

frrpagt

0xbacf3000 10 1 10000 0.00% 0.00% 0.00% 0

F10StkMgr

0xbad0c000 710 71 10000 0.00% 0.00% 0.03% 0

lcMgr

0xbad24000 30 3 10000 0.00% 0.00% 0.00% 0
dla

0xbad44000 50 5 10000 0.00% 0.00% 0.00% 0

sysAdmTsk

0xbad58000 650 65 10000 0.00% 0.00% 0.00% 0

timerMgr

0xbad6e000 50 5 10000 0.00% 0.00% 0.00% 0
PM

0xbad85000 1190 119 10000 0.00% 0.00% 0.00% 0
KP

0xbad9%a000 0 0 0 0.00% 0.00% 0.00% 0

evagt

0xbadb4000 30 3 10000 0.00% 0.00% 0.00% 0
ipc

0xbadc9000 10 1 10000 0.00% 0.00% 0.00% 0

sysReaper
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0xbae22000
tme

60

10000

DellEMC# show processes cpu management-unit ?
Number of tasks with highest CPU usage last 5 seconds
Detail CPU utilization
Pipe through a command
DellEMC#show processes cpu management-unit details

<1-99>
details

@,

CPUID Sisec
CORE O 11.73
CORE 2 11.73
Overall 11.73
PID Runtime (ms)
Process
Process: system PID:
CoreID: 3
Process: sysdlp PID:
CoreID: 0
Process: sysd PID:
CoreID: 2
TID Runtime (ms
Thread
56 20
usm
55 10
DHCLIENT
54 0
cms
53 60
portmirr
52 0
cfgDataSync
51 0
sysCompMgr
50 50
statMgr
49 1010
sflCp
48 30
snmp
47 0
dpi_cmow
46 0

dpi taskcmo

DellEMC# show processes cpu management-unit details

DellEMC# show processes

<1-99>
seconds
details
|

Imin 5mi
10.79 12,
12.05 14.
11.42 13.

Invoked uSecs
0 CPU usage: 5sec
428 CPU usage: b5sec
410 CPU usage: 5sec
Invoked uSecs
2 10000
1 10000
0 0
6 10000
0 0
0 0
5 10000
101 10000
3 10000
0 0
0 0

00%

5See

13.12%

3.78%

1.59%

55e

Pipe through a command

cpu management-unit ?

1Min 5Min TTY
Imin - 13.37% 5min
Imin - 2.56% 5min -
Imin - 0.96% 5min -
© 1Min 5Min
% 0.00% 0.00%
% 0.00% 0.00%
% 0.00% 0.00%
% 0.00% 0.00%
% 0.00% 0.00%
% 0.00% 0.00%
% 0.01% 0.00%
% 0.07% 0.08%
% 0.00% 0.00%
% 0.00% 0.00%
% 0.00% 0.00%

N

3.

2

TTY

0

12.94%

40%

50%

Number of tasks with highest CPU usage last 5

Detail CPU utilization
Pipe through a command

DellEMC# show processes cpu management-unit

PID
Process
0x00000000
system
0x000001ac
sysdlp
0x0000019%a
sysd
0x000003a5
clish
0x000001ad
lacp
0x000004ba
clish
0x000000c9
nvmgr
0x000000e0
igmp
0x00000132
vIrrp
0x0000028d

Runtime (ms)

45040

25750

10650

860

520

330

1240

Invoked

4504

2575

1065

86

52

33

124

53

42

41

uSecs

10000

10000

10000

10000

10000

10000

10000

10000

10000

10000

1Min 5Min
20% 12.94%
48% 3.40%
16% 2.50%
22% 0.28%
30% 0.16%
36% 0.09%
15% 0.44%
12% 0.16%
10% 0.13%
05% 0.12%

TTY
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Related
Commands

ovsdbsvr

0x000000a9 200 20 10000 0.20% 0.03% 0.06% 0

arpm

0x00000253 100 10 10000 0.20% 0.02% 0.02% 0
otm

0x00000206 140 14 10000 0.20% 0.02% 0.03% 0
tnlmgr

0x00000012 1290 129 10000 0.00% 0.10% 0.12% 0

mount_mfs

0x0000024d 40 40 10000 0.00% 0.08% 0.14% 0

xstp

DellEMC#

e show hardware layer2 acl — displays Layer 2 ACL data for the selected stack member and stack
member port-pipe.

e show hardware layerd — displays Layer 3 ACL or QoS data for the selected stack member and stack
member port-pipe.

e show hardware stack-unit — displays the data plane or management plane input and output statistics
of the designated component of the designated stack member.

e show hardware system-flow — displays Layer 3 ACL or QoS data for the selected stack member and
stack member port-pipe.

e show interfaces stack-unit — displays information on all interfaces on a specific S-Series stack
member.

e show processes memory (S-Series) — displays CPU usage information based on processes running in
an S-Series.

show processes ipc flow-control

Display the single window protocol queue (SWPQ) statistics.

Syntax

Parameters

Defaults

Command Modes

Command
History

show processes ipc flow-control [cp]

cp (OPTIONAL) Enter the keyword cp to view the control processor's SWPQ
statistics.

none

e EXEC

e EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
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Version Description

8.3.11.1 Introduced on the Z9000.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series and E-Series.
Ilimsfz?:nation Field Description

Source QID /Tx Source Service Identifier
Process

Destination Destination Service Identifier
QID/Rx Process

Cur Len Current number of messages enqueued

High Mark Highest number of packets in the queue at any time
#of to / Timeout Timeout count

#of Retr /Retries Number of retransmissions

#msg Sent/Msg Number of messages sent
Sent/

#msg Ackd/Ack  Number of messages acknowledged
Rcvd

Retr /Available Number of retries left
Retra

Total/ Max Retra Number of retries allowed

Important Points:

e The SWP provides flow control-based reliable communication between the sending and receiving
software tasks.

e A sending task enqueues messages into the SWP queue3 for a receiving task and waits for an
acknowledgement.

e |f no response is received within a defined period of time, the SWP timeout mechanism resubmits the
message at the head of the FIFO queue.

e After retrying a defined number of times, the SWP-2-NOMORETIMEOUT timeout message is
generated.

e In the S-Series example, a retry (Retries) value of zero indicates that the SWP mechanism reached
the maximum number of retransmissions without an acknowledgement.

Example .
DellEMC# show processes ipc flow-control cp

Q Statistics on CP Processor

TxProcess RxProcess Cur High Time Retr Msg Ack Aval Max
Len Mark Out ies Sent Rcvd Retra Retra
DHCPO ACLO 0 1 1 1 1 1 25 25
DHCPO IPMGRO 0 0 0 0 0 0 25 25
DHCPO IPMGR1 0 0 0 0 0 0 25 25
DHCPO IFMGRO 0 0 0 0 0 0 25 25
IPMGRO NDPMO 0 0 0 0 0 0 60 60
IFMGRO FEFDO 0 10 0 0 12 12 60 60
IFMGRO SNMPO 0 1 0 0 1 1 60 60
IFMGRO SFL_CPO 0 20 0 0 26 26 60 60
IFMGRO PORTMIRRO 0 8 0 0 9 9 60 60
IFMGRO EVENTTERMLOGO 0 1 0 0 1 1 60 60
IFMGRO IPSECMGRO 0 8 0 0 11 11 60 60
IFMGRO DHCPO 0 8 0 0 11 11 60 60
IFMGRO IPMGRO 0 29 0 0 36 36 60 60
IFMGRO IFAGT3 0 1 0 0 2 2 60 60
IFAGT3 IFMGRO 0 1 0 0 1 1 60 60
IFMGRO OFMGRO 0 16 1 1 21 21 60 60
IFMGRO ACLO 0 8 0 0 14 14 60 60
IFMGRO VRRPO 0 10 0 0 17 17 60 60
IFMGRO PIMO 0 1 0 0 1 1 5 5
IFMGRO MACMGRO 0 0 0 0 0 0 60 60
IFMGRO L2PMO 0 29 0 0 40 40 60 60
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IFMGRO DIFFSERVO 0 51 0 0 67 67 60 60
IFMGRO RTMO 0 9 0 0 11 11 60 60
IFMGRO LLDPO 0 12 0 0 12 12 60 60
IFMGRO MRTMO 0 10 0 0 10 10 60 60
IFMGRO IPMGR1 0 33 0 0 33 33 60 60
IFMGRO LACPO 0 23 0 0 23 23 60 60
PORTMIRRO ACL_AGENT2 0 0 0 0 0 0 50 50
IFMGRO IGMPO 0 0 0 0 0 0 50 50
IFMGRO IFAGT2 0 1 0 0 1 1 60 60
DellEMC#

show processes memory

Display memory usage information based on processes running in the S-Series or Z-Series system.

Syntax

Parameters

show processes
summary}}

stack unit unit id

summary

Command Modes e EXEC

Command
History

Usage

Information

132

EXEC Privilege

memory {management-unit | stack unit {unit-id | all |

management-unit Enter the keyword management-unit for CPU memory usage of the stack

management unit.

Enter the keyword stack unit then a stack unit ID of the member unit for which
to display memory usage on the forwarding processor.

Enter the keyword a1l for detailed memory usage on all stack members.

Enter the keyword summary for a brief summary of memory availability and usage
on all stack members.

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(1.0)
9.8(0.0)
9.7(0.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
7.7.1.0
7.6.1.0

show
processes
memory
output Field

Total:

Control and Monitoring

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the Z9100-ON.

Introduced on the S3048-ON and S4048-ON.
Introduced on the S6000-ON.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Added the management-unit option.

Introduced on the S-Series.

Description

Total system memory available



Example

Example
(management-
unit)

show Description

processes

memory

output Field

MaxUsed: Total maximum memory used ever (history indicated with time stamp)
CurrentUsed: Total memory currently in use

CurrentFree: Total system memory available

SharedUsed: Total used shared memory

SharedFree: Total free shared memory

PID Process ID

Process Process Name

ResSize Actual resident size of the process in memory
Size Process test, stack, and data size

Allocs Total dynamic memory allocated

Frees Total dynamic memory freed

Max Maximum dynamic memory allocated
Current Current dynamic memory in use

The output for the show process memory command displays the memory usage statistics running
on CP part (sysd) of the system. The sysd is an aggregate task that handles all the tasks running on

S-Series’ CP.

For the S-Series, the output of the show memory command and this command differ based on which

Dell OS processes are counted.

e Inthe show memory output, the memory size is equal to the size of the application processes.

e In the output of this command, the memory size is equal to the size of the application processes plus
the size of the system processes.

DellEMC# show processes memory stack-unit 1
4, CurrentUsed:

Total: 268435456,

MaxUsed: 242024

2420244, CurrentFree:

TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding

266015212
tme 435406
ipc 16652

timerMgr 33304
sysAdmTsk 33216
tFib4 1943960
aclAgent 90770
ifagt 1 21318

dsagt 6504
MacAgent 269778
DellEMC#

3

97536

54434
16652
33304
33216
1943960
74206
21318
6504
269778

DellEMC# show processes management-unit

Total : 151937024,

CurrentUsed: 98848768,

SharedUsed : 13007848,

PID Process

337 KernLrnAgMv 117927936

331 vrrp
323 frrp
322 xstp
321 pim
314 igmp
313 mrtm

37870
16652
33304
33216
1943960
74206
4754
6504
269778

MaxUsed 111800320 [2
CurrentFree: 53088256
SharedFree 7963696

ResSize Size Allocs Frees
0 0 0
5189632 249856 50572 0
5206016 241664 369238 0 3
7430144 2928640 38328 0
5267456 823296 62168 0
4960256 380928 18588 16564
6742016 1130496 72758 0

/25/2008 4:18:53]

Max Current

0 0
50572 50572
69238 369238
38328 38328
62168 62168
18588 2024
72758 72758
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308 1l2mgr 5607424 552960 735214 380972 619266 354242

301 12pm 5001216 167936 1429522 1176044 286606 253478
298 arpm 4628480 217088 71092 33128 71092 37964
294 ospf 5468160 503808 724204 662560 78208 61644
288 dsm 6778880 1159168 39490 16564 39490 22926
287 rtm 5713920 602112 442280 198768 376024 243512
284 rip 4562944 258048 528 0 528 528
281 lacp 4673536 266240 221060 0 221060 221060
277 ipml 4837376 380928 83788 0 83788 83788
273 acl 5005312 512000 239564 149076 123616 90488
272 topoDPC 117927936 0 0 0 0 0
271 bcmNHOP 117927936 0 0 0 0 0
270 bcmDISC 117927936 0 0 0 0 0
269 bcmATP-RX 117927936 0 0 0 0 0
268 bcmATP-TX 117927936 0 0 0 0 0
267 bcmSTACK 117927936 0 0 0 0 0
266 bcmRX 117927936 0 0 0 0 0
265 bcmLINK.O 117927936 0 0 0 0 0

ESESS S s output truncated -------------- !
DellEMC#

show reset-reason

Display the reason for the last system reboot.

Syntax show reset-reason [stack-unit {stack-unit-number | all}]

Parameters stack-unit unit- (OPTIONAL) Enter the keyword stack-unit and the stack unit number to view the
number reason for the last system reboot for that stack unit.
all (OPTIONAL) Enter the keyword stack-unit and the keyword all to view the

reason for the last system reboot of all stack units in the stack.

Command Modes e EXEC
e EXEC Privilege

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
History Networking OS Command Line Reference Guide.
Version Description
9.14(0.0) Introduced on the S5048F-ON.
9.13(0.0) Introduced on the S3048-0N, S3100 series, S4048-0N, S4048T-0ON, S5000,
S6000, S6000-0N, S6010-0ON, S6100-0N, Z9100-0N, C9010, MXL, M-I0A, and
FN-IOM.
Usage . You can use the show reset-reason without the stack-unit option to view the reason for the last
Information system reboot of the local system.

Example — User-
initiated reboot
with the reload
command

DellEMC#show reset-reason
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

Example —
System reboot
due to

the upgrade
command

DellEMC# show reset-reason
Cause: Reboot by Software upgrade Module.
Reset Time: 8/9/2017 1:39 PM.

Example —
System reboot
for unknown
reasons

DellEMC# show reset-reason
Cause: N/A
Reload Time: N/A
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Example — The example shows the reason for the last reboot as N/A for warm reset.
System reboot

due to power loss pcll1EMC#show reset-reason

or pressing the Cause : N/A
power button off Reset Time : N/A.
and on.

Example —

DellEMC#show reset-reason
Cause: N/A.
Reset Time: N/A

System reboot
due to watchdog

timeout
Example — The example shows the reason for the last reboot as N/A for thermal shutdown.
System reboot
due to thermal DellEMC# show reset-reason
shutdown Cause: N/A
Reload Time: N/A
Example — The example shows the reason for the last reboot as N/A for BIOS boot fail.

System reboot

due to BIOS boot DellEMC#show reset-reason
fail Cause: NA
Reset Time: N/A.

Example — If the reason for the last system reboot is not available, the system displays the reason as N/A.
Unknown reason

DellEMC# show reload-reason
Cause: N/A
Time: N/A

Example — Reset
reason of a single
stack unit

DellEMC# show reset-reason stack-unit 1
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

Example — Reset

DellEMC#show reset-reason stack-unit all
reason of all

stack units Last Reset Reason:
Type Cause Time
stack-unit 1 Reboot by Software 11/05/2017-09:04
stack-unit 2 Reboot by Software 11/05/2017-09:04
stack-unit 3 Cold Reset N/A
stack-unit 4 N/A N/A
stack-unit 5 N/A N/A
stack-unit 6 N/A N/A
Display interface management (IFM) data.
Syntax show software ifm {clients [summary] | ifagt number | ifcb interface |
stack-unit unit-ID | trace-flags}
Parameters clients Enter the keyword clients to display IFM client information.
summary (OPTIONAL) Enter the keyword summary to display brief information about IFM
clients.
ifagt number Enter the keyword i fagt then the number of an interface agent to display

software pipe and IPC statistics.

Control and Monitoring 135



Defaults

Command Modes e

Command
History

ifcb interface

stack-unit unit-
D

trace-flags

None.

EXEC
e EXEC Privilege

Enter the keyword ifcb then one of the following interface IDs then the interface

information to display interface control block information for that interface:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

Enter the keyword stack-unit then the stack member number to display IFM
information for that unit.

Enter the keyword trace-flags to display IFM information for internal trace
flags.

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(1.0)
9.8(0.0)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.5.1.0
7.6.1.0

Example

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the Z9100-ON.

Introduced on the S3048-ON and S4048-ON.
Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Added support for 4-port 40G line cards on the E-Series.

Introduced for the C-Series and S-Series.

DellEMC# show software ifm clients summary
ClntType Inst svcMask subSvcMask tlvSvcMask tlvSubSvc swp

IPM 0 0x00000000 0x00000000 0x90ff71£f3 0x02lele81 31
RTM 0 0x00000000 0x00000000 0x800010ff 0x01930000 43
VRRP 0 0x00000000 0x00000000 0x803330f3 0x00400000 39
L2PM 0 0x00000000 0x00000000 0x87ff79ff 0x0e032200 45
ACL 0 0x00000000 0x00000000 0x867f50c3 0x000f0218 44
OSPF 0 0x00000dfa 0x00400098 0x00000000 0x00000000 O

PIM 0 0x000000£3 0x00030000 0x00000000 0x00000000 O

IGMP 0 0x000e027f 0x00000000 0x00000000 0x00000000 O

SNMP 0 0x00000000 0x00000000 0x800302cO 0x00000002 30
EVITERM 0 0x00000000 0x00000000 0x800002c0O0 0x00000000 29
MRTM 0 0x00000000 0x00000200 0x81£7103f 0x00000000 38
DSM 0 0x00000000 0x00000000 0x80771003 0x00000000 32
LACP 0 0x00000000 0x00000000 0x8000383f 0x00000000 35
DHCP 0 0x00000000 0x00000000 0x800000c2 0x0000c0O00 37
V6RAD 0 0x00000433 0x00030000 0x00000000 0x00000000 O

Unidentified Client0O 0x006e0002 0x00000000 0x00000000 0x00000000 O

DellEMC#
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show system

Display the status of all stack members or a specific member.

Syntax

Parameters

Command Modes

Command
History

Example (show
system stack unit
- disabled ports)

show system

brief

[brief | stack-unit unit-id [disabled—ports]]

(OPTIONAL) Enter the keyword brief to view an abbreviated list of system information.

stack-unit unit-id (OPTIONAL) Enter the keywords stack-unit then the stack member ID for information on 1

stack member.

stack-unit unit-id (OPTIONAL) Enter the keyword stack-unit followed by stack member ID for the informatic

disabled-ports

e EXEC

EXEC Privilege

on that stack number and followed by the disabled-ports for the information on the ports that
disabled.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC Network
Command Line Reference Guide.

Version
9.12(1.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.4(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.11.4

8.3.111
8.3.7.0
7.8.1.0

7.7.1.0
7.6.1.0

Description

Introduced on the S5048F-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Added support for the disabled-ports parameter .
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

The brief parameter no longer displays the current Reload mode. To display Reload mode, us
show reload-type command. Modified the show system stack-unit command outpl
support Piece Part ID (PPID).

Introduced on the Z9000.
Introduced on the S4810.

The Boot Flash field displays the code level for boot code 2.8.1.1 and newer, while older boot ¢
display as "Present".

Added Master Priority field.

Introduced on the S-Series.

DellEMC# show system stack-unit 1 disabled-ports
Disabled ports in stack-unit 1

Disabled
52
56
60
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Example (show
system brief)

Example (S6000-

ON)

DellEMC> show system stack-unit 1

== Undt 1 ==
Unit Type
Status

Next Boot

Management Unit
Card Problem -
online

Software Failure

AvgPowerStart

14/4/2017 1°
14/4/2017 1°

Required Type S6000-ON - 32-port TE/FG (SI-ON)
Current Type S6000-ON - 32-port TE/FG (SI-ON)
Master priority 0
Hardware Rev 3.0
Num Ports 128
Up Time 3 day, 22 hr, 33 min
Dell EMC Networking OS Version 9-7(0-288)
Jumbo Capable : yes
POE Capable no
FIPS Mode disabled
Boot Flash Present
Boot Selector 3.20.0.0
Memory Size 3203911680 bytes
Temperature 0cC
Voltage ok
Serial Number NA
Part Number <PART NUMB Rev R>
Vendor Id NA
Date Code NA
Country Code NA
Piece Part ID <SER:)0
PPID Revision R>
Service Tag N/A
Expr Svc Code 0
Auto Reboot disabled
Burned In MAC 00:00:00:00:00:00
No Of MACs 3
-- Power Supplies --
Unit Bay Status Type FanStatus FanSpeed (rpm) Power AvgPower
1 1 up AC 6960 48 31
1 2 up AC 6656 40 26
-- Fan Status --
Unit Bay TrayStatus Fanl Speed Fan2 Speed
1 1 up up 19275 up 19275
1 2 absent
1 3 up up 19275 up 18904

Speed in RPM
DellEMC>

show tech-support

Display a collection of data from other show commands, necessary for Dell EMC Networking technical support to perform
troubleshooting.

[stack-unit unit-id |

page]

stack member designated by unit-id.

(OPTIONAL) Enter the keywords stack-unit to view CPU memory usage for the

(OPTIONAL) Enter the keyword page to view 24 lines of text at a time. Press the

SPACE BAR to view the next 24 lines. Press the ENTER key to view the next line

Syntax show tech-support
Parameters stack-unit
page
of text.
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Command Modes EXEC Privilege

Command
History

Usage
Information

save

When using the pipe command ( | ), enter one of these keywords to filter command
output. For details about filtering commands, refer to CLI Basics.

Enter the keyword save to save the command output.

flash: Save to local flash drive (flash://filename. A maximum of 20
characters.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.14(0.0) Updated to display the show revision and show os-version command
outputs.

9.12(1.0) Introduced on the S5048F—-ON.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

7.8.1.0 Introduced save to the file options.

7.6.1.0 Introduced on the S-Series.

Without the page or stack-unit option, the command output is continuous. To interrupt the
command output, use Ctrl-z.

The save option works with other filtering commands. This allows you to save specific information of

a show command. The save entry must always be the last option. For example: Del11EMC#show tech-
support |grep regular-expression |except regular-expression | find regular-
expression | save flash://result

This display output is an accumulation of the same information that is displayed when you execute one of
the following show commands:

® show version

® show os-version

e show revision

e show clock

® show running-config

® show system stack-ports
e show interfaces

® show process memory

® show process cpu

e show file system

® show system

.

show environment
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show ip traffic

show ip management route

show ip route summary

show Inventory

show log summary

show command-history (last 20 commands)

show log

Example (options
under show tech-
support)

DellEMC# show tech-support ?

page Page through output
stack-unit Unit Number

| Pipe through a command

<cr>

DellEMC#show tech-support stack-unit 1 ?
| Pipe through a command

<cr>

DellEMC# show tech-support stack-unit 1 | ?

except Show only text that does not match a pattern
find Search for the first occurrence of a pattern
grep Show only text that matches a pattern
no-more Don't paginate output

save Save output to a file

DellEMC# show tech-support stack-unit 1 | save ?
flash: Save to local file system (flash://filename (max 20
chars) )

DellEMC# show tech-support stack-unit 1 | save flash://LauraSave
Start saving show command report .......
DellEMC#

DellEMC# dir
Directory of flash:
1 drw- 16384 Jan 01 1980 00:00:00 +00:00

2 drwx 1536 Jul 13 1996 02:38:06 +00:00 ..
3 el=== 512 Nov 20 2007 15:46:44 +00:00 ADMIN DIR
DellEMC#

Example(show

tech-support) Dell#show tech-support page

——————————————————————————————————— show version
Dell Real Time Operating System Software
Dell Operating System Version: 2.0
Dell Application Software Version: 9.14(0.0)
Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved.
Build Time: Tue Jul 3 14:34:39 2018
Build Path: /work/swbuildOl 1/build02/E9-14-0/SW/SRC
Dell Networking OS uptime is 1 day(s), O hour(s), 20 minute(s)

System image file is "system://A"

System Type: S6000-ON

Control Processor: Intel Centerton with 3 Gbytes (3203911680 bytes) of
memory, core(s) 2.

16G bytes of boot flash memory.

1 32-port TE/FG (SI-ON)
20 Ten GigabitEthernet/IEEE 802.3 interface (s)
27 Forty GigabitEthernet/IEEE 802.3 interface(s)

——————————————————————————————————— show os version
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Example(show
tech-support
stack-unit)

Platform
S-Series:SI-ON

Version
9.14(0.0)

TARGET IMAGE INFORMATION

Type Version
9.14(0.0)

Type Version
boot flash

BOOTSEL IMAGE INFORMATION

Size ReleaseTime

63304169

Target
Control Processor

Target
Control Processor

Type Version Target
boot selector 3.20.0.3 Control Processor
FPGA IMAGE INFORMATION
Card FPGA Name Version
stack-unit 1 S6000-ON SYSTEM CPLD 10
stack-unit 1 S6000-ON MASTER CPLD 12
stack-unit 1 S6000-ON SLAVE CPLD 10
——————————————————————————————————— show revision
-- Stack unit 1 --
S6000-ON SYSTEM CPLD 10
S6000-ON MASTER CPLD 13
S6000-ON SLAVE CPLD 11

————————————— show clock

08:02:37.467 UTC Thu Jul 5 2018

<output truncated for brevity>

Dell#show tech-support stack-unit 1 page

————————————— show version

Dell Real Time Operating System Software
Dell Operating System Version: 2.0

Dell Application Software Version:
Copyright (c) 1999-2018 by Dell Inc.
3 14:34:39 2018

Build Time: Tue Jul

9.14(0.0)

Build Path: /work/swbuild0l 1/build02/E9-14-0/SW/SRC
Dell Networking OS uptime is 1 day(s), 0 hour(s), 16 minute(s)

System image file 1is

System Type: S6000-ON

Control Processor: Intel Centerton with 3 Gbytes

memory, core(s) 2.

"system://A"

16G bytes of boot flash memory.

1 32-port TE/FG (SI-ON)
20 Ten GigabitEthernet/IEEE 802.3 interface(s)
27 Forty GigabitEthernet/IEEE 802.3 interface (s)

————————————— show clock

All Rights Reserved.

show running-config

Control and Monitoring

Apr 12 2018 09:47:31

checksum
passed

checksum
passed

checksum
passed

(3203911680 bytes)
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Current Configuration

! Version 9.14(0.0)

! Last configuration change at Thu Jul 5 04:03:01 2018 by admin

! Startup-config last updated at Thu Jul 5 03:42:23 2018 by default
|

boot system stack-unit 1 primary system://A
boot system stack-unit 1 default system://A
<Output truncated for brevity>

ssh-peer-stack-unit

Open an SSH connection to the peer stack-unit.
Syntax ssh-peer-stack-unit [-1 username]

Parameters -l username (OPTIONAL) Enter the keyword -1 then your user name. The default is the user

name associated with the terminal.

Defaults Not configured.

Command Modes e EXEC
EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.3.11.1 Introduced on the S-Series.

telnet

Connect through Telnet to a server. The Telnet client and server in Dell EMC Networking support IPv4 and IPv6 connections.
You can establish a Telnet session directly to the router or a connection can be initiated from the router.
@ NOTE: The Telnet server and client are VRF-aware. Using the vrf parameter in this command, you can make a Telnet

server or client to listen to a specific VRF. This capability enables a Telent server or client to look up the correct routing
table and establish a connection.

Syntax telnet {host | ip-address | ipvé-address prefix-length | vrf vrf instance
name} [/source-interface]

Parameters host Enter the name of a server.

ip-address Enter the IPv4 address in dotted decimal format of the server.
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ipv6-address
prefix-length

vrf instance

source-interface

Enter the IPv6 address in the x:x:x:x::x format then the prefix length in the /x
format. The range is from /0 to /128.

®| NOTE: The :: notation specifies successive hexadecimal fields of zeros.

(Optional) Enter the keyword vrf then the VRF instance name.

(OPTIONAL) Enter the keywords /source-interface then the interface
information to include the source interface. Enter the following keywords and the
interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.
e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.
e For a Loopback interface, enter the keyword 1oopback then a number from O
to 16383.
For a Null interface, enter the keyword null then the Null interface number.
For a port channel interface, enter the keywords port-channel then a
number.
e For Tunnel interface types, enter the keyword tunnel then the slot/ port
information. The range is from 1 to 16383.
e For a VLAN interface, enter the keyword v1an then a number from 1to 4094.
Defaults Not configured.
Command Modes e EXEC
EXEC Privilege
C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810. Added support for source-interface for link-local IPv6
addressing.
8.3.11.1 Introduced on the Z9000.
8.2.1.0 Introduced on the E-Series (IPvB). Increased the number of VLANs to 4094 (was
2094).
8.1.1.0 Introduced on the E-Series (IPv4).
7.9.1.0 Introduced VRF.
7.6.1.0 Introduced on the S-Series.
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Usage
Information

Example

Version Description

7.5.1.0 Introduced on the C-Series and added support for IPv6 address on the E-Series
only.

The VRF configured using this command has a higher precedence than a VRF configured using the ip
telnet vrf vrf-name command. If you do not use the VRF attribute in this command, then TELENT
client uses the VRF configured using the ip telnet vrf vrf-name command.

The source interface configured using this command has a higher precedence than the source interface
configured using the ip telnet source-interface command. If you do not configure a source
interface using this command, then the TELNET client uses the source interface configured using the ip
telnet source-interface command.

In case there is a mismatch between the VRF telnet source interface and the telnent VRF, then an error is
reported.

DellEMC# telnet vrf vrfl 10.10.10.2

telnet-peer-stack-unit

Open a Telnet connection to the peer stack unit.

Syntax
Defaults

Command Modes

Command
History

telnet-peer-stack-unit
Not configured.

o EXEC
e EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.3.11.1 Introduced on the S-Series.
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terminal length

Configure the number of lines displayed on the terminal screen.

Syntax

Parameters

Defaults

Command Modes

Command
History

terminal length screen-length

screen-length

24 lines

e EXEC

EXEC Privilege

Enter a number of lines. Entering zero causes the terminal to display without
pausing. The range is from O to 512.

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.1.1.0
7.6.1.0
7.5.1.0

E-Series

traceroute

View a packet’s path to a specific device.

Syntax

Parameters

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

traceroute {host | vrf instance | ip-address | ipvé6-address}

host Enter the name of device.

vrf instance (Optional) E-Series Only: Enter the keyword vr £ then the VRF Instance name.
ip-address Enter the IP address of the device in dotted decimal format.

ipv6-address

Enter the IPv6 address, in the x:x:x:x::x format, to which you are testing
connectivity.
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®| NOTE: The :: notation specifies successive hexadecimal fields of zeros.

Timeout = 5 seconds
Probe count = 3

30 hops max

40 byte packet size
UDP port = 33434

EXEC
e EXEC Privilege

Defaults

Command Modes

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.2.1.0 Introduced on the E-Series with IPv6.

8.1.1.0 Introduced on the E-Series (IPv4 only).

7.9.1.0 Introduced VRF.

7.6.1.0 Added support for the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for IPv6 address on the E-Series.

E-Series Original command.
Usage When you enter the traceroute command without specifying an IP address (Extended Traceroute),
Information you are prompted for a target and source IP address, timeout (in seconds) (default is B), a probe count

(default is 3), minimum TTL (default is 1), maximum TTL (default is 30), and port number (default is
33434). To keep the default setting for those parameters, press the ENTER key.

For IPv6, you are prompted for a minimum hop count (default is 1) and a maximum hop count (default is
64).

Example (IPv4)
DellEMC# traceroute www.Dell EMC Networking.com

Translating "www.Dell EMC Networking.com"...domain server (10.11.0.1)

[OK]
Type Ctrl-C to abort.
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Tracing the route to www.Dell EMC Networking.com (10.11.84.18),
30 hops max, 40 byte packets

TTL Hostname Probel Probe?2 Probe3

1 10.11.199.190 001.000 ms 001.000 ms 002.000 ms

2 gwegress-sjc-02.Dell EMC Networking.com (10.11.30.126) 005.000 ms
001.000 ms 001.000 ms

3 fw-sjc-01.Dell EMC Networking.com (10.11.127.254) 000.000 ms 000.000
ms 000.000 ms

4 www.Dell EMC Networking.com (10.11.84.18) 000.000 ms 000.000 ms
000.000 ms

DellEMC#

Example (IPv6)
DellEMC# traceroute 100::1

Type Ctrl-C to abort.

Tracing the route to 100::1, 64 hops max, 60 byte packets

Hops Hostname Probel Probe2 Probe3
1 100::1 000.000 ms 000.000 ms 000.000 ms

DellEMC#traceroute 3ffe:501:ffff:100:201:e8ff:fe00:4c8b

Type Ctrl-C to abort.

Tracing the route to 3ffe:501:£ffff:100:201:e8ff:fe00:4c8b,
64 hops max, 60 byte packets

Hops Hostname Probel Probe2 Probe3
1 3ffe:501:£ff£ff:100:201:e8£ff:£fe00:4c8b
000.000 ms 000.000 ms 000.000 ms
DellEMC#

Related e ping — tests the connectivity to a device.
Commands

undebug all

Disable all debug operations on the system.

Syntax undebug all
Defaults none

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.
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Version Description

9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
E-Series Original command.

Configure a virtual IP address for the active management interface. You can configure virtual addresses both for IPv4 and IPv6
independently.

Syntax virtual-ip {ipv4-address | ipvé6-address}

To return to the default, use the no virtual-ip {ipv4-address | ipvé-address} command.

Parameters ipv4-address Enter the IP address of the active management interface in a dotted decimal
format (A.B.C.D.).
ipv6-address Enter an IPv6 address of the active management interface, in the x:x:x:x::x format.
®| NOTE: The :: notation specifies successive hexadecimal fields of zeros.
Defaults none

Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.
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Version Description

8.1.1.0 Introduced on the E-Series.

7.5.1.0 Introduced on the C-Series.

E-Series Original command.
Usage You can configure both IPv4 and IPv6 virtual addresses simultaneously, but only one of each. Each time
Information this command is issued, it replaces the previously configured address of the same family, IPv4 or IPv6.

The no virtual-ip command takes an address/prefix-length argument, so that the desired address
only is removed. If you enter the no virtual-ip command without any specified address, then both
IPv4 and IPv6 virtual addresses are removed.

Related e ip address — assigns a primary and secondary |IP address to the interface.

Commands

Copy the current configuration to either the startup-configuration file or the terminal.

Syntax write [memory [compressed] | terminall]

Parameters memory Enter the keyword memory to copy the current running configuration to the

startup configuration file. This command is similar to the copy running-config
startup-config command.

compressed Enter the keyword compressed to write the operating configuration to the
startup-config file in the compressed mode.

terminal Enter the keyword terminal to copy the current running configuration to the
terminal. This command is similar to the show running-config command.

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.
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Version Description

7.5.1.0 Introduced on the C-Series.

E-Series Original command.
Usage . The write memory command saves the running-configuration to the file labeled startup-configuration.
Information When using a LOCAL CONFIG FILE other than the startup-config not named “startup-configuration” (for

example, you used a specific file during the boot config command), the running-config is not saved to
that file; use the copy command to save any running-configuration changes to that local file.

When you use the write memory command to copy the running configuration to the startup
configuration file with the startup configuration verification feature enabled, the system prompts you
to update the hash for the startup configuration using the verified boot hash command.
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802.1X

802.1X is a port-based Network Access Control (PNAC) that provides an authentication mechanism to devices wishing to
attach to a LAN or WLAN. Until the authentication, only extensible authentication protocol over LAN (EAPOL) traffic is allowed
through the port to which a client is connected. After authentication is successful, normal traffic passes through the port.

The Dell EMC Networking OS supports remote authentication dial-in service (RADIUS) and active directory environments using
802.1X Port Authentication.

Important Points to Remember

Dell EMC Networking OS limits network access for certain users by using virtual local area network (VLAN) assignments. 802.1X
with VLAN assignment has these characteristics when configured on the switch and the RADIUS server.

e If the primary RADIUS server becomes unresponsive, the authenticator begins using a secondary RADIUS server, if
configured.

e |f no VLAN is supplied by the RADIUS server or if you disable 802.1X authorization, the port configures in its access VLAN
after successful authentication.

e If you enable 802.1X authorization but the VLAN information from the RADIUS server is not valid, the port returns to the
Unauthorized state and remains in the configured access VLAN. This safeguard prevents ports from appearing unexpectedly
in an inappropriate VLAN due to a configuration error. Configuration errors create an entry in Syslog.

e |f you enable 802.1X authorization and all information from the RADIUS server is valid, the port is placed in the specified
VLAN after authentication.

If you enable port security on an 802.1X port with VLAN assignment, the port is placed in the RADIUS server assigned VLAN.
If you disable 802.1X on the port, it returns to the configured access VLAN.

When the port is in the Force Authorized, Force Unauthorized, or Shutdown state, it is placed in the configured access
VLAN.

e If an 802.1X port is authenticated and put in the RADIUS server assigned VLAN, any change to the port access VLAN
configuration does not take effect.

e The 802.1X with VLAN assignment feature is not supported on trunk ports, dynamic ports, or with dynamic-access port
assignment through a VLAN membership.

Topics:

debug dot1x

dot1x auth-fail-vlan

dot1x auth-server

dot1x auth-type mab-only

dot1x authentication (Configuration)
dot1x authentication (Interface)
dot1x critical-vlan

dot1x guest-vlan

dot1x host-mode

mac

dot1x mac-auth-bypass

dot1x max-eap-req

dot1x max-supplicants

dot1x port-control

dot1x profile

dotx quiet-period

dot1x reauthentication

dot1x reauth-max

dotlx server-timeout

dot1x static-mab

802.1X 151



e dotlx supplicant-timeout

e dotlx tx-period

*  show dot1x cos-mapping interface
e show dotix interface

*  show dot1x profile

debug dot1x

Display 802.1X debugging information.

Syntax debug dotlx
interface]

Parameters
all

auth-pae-fsm
backend-fsm
eapol-pdu

interface
interface

Defaults Disabled
Command Modes EXEC Privilege

[all | auth-pae-fsm | backend-fsm | eapol-pdu] [interface

Enable all debugs in dot1x.

Enable Authentication PAE FSM debugs in dotx.
Enable Backend Auth FSM debugs in dotix.
Enable EAPOL frame trace in dotx.

Restricts the debugging information to an interface. The interface option is
available only when the interface is either operationally up or dotlx related interface
configuration exists before enabling debugging for that interface.

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.4.1.0 Introduced on the C-Series and S-Series.

dot1x auth-fail-vian

Configure an authentication failure VLAN for users and devices that fail 802.1X authentication.

Syntax dotlx auth-fail-vlan vlan-id [max—-attempts number]

152 802.1X



Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

To delete the authentication failure VLAN, use the no dotlx auth-fail-vlan vlan-id [max-
attempts number] command.

vlan-id Enter the VLAN Identifier. The range is from 1 to 4094.

max-attempts
number

(OPTIONAL) Enter the keywords max-attempts followed number of attempts
desired before authentication fails. The range is from 1 to 5. The default is 3.

3 attempts
CONFIGURATION (conf-if-interface-slot/port)

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.4.1.0 Introduced on the C-Series and S-Series.

If the host responds to 802.1X with an incorrect login/password, the login fails. The switch attempts to
authenticate again until the maximum attempts configured is reached. If the authentication fails after all
allowed attempts, the interface moves to the authentication failed VLAN.

After the authentication VLAN is assigned, the port-state must be toggled to restart authentication.
Authentication occurs at the next reauthentication interval (dotlx reauthentication).

dot1x port-control — enable port control on an interface

dot1x guest-vlan — configure a guest VLAN for limited access users or for devices that are not
802.1X capable.

e show dotlx interface — display the 802.1X configuration of an interface.

dotlix auth-server

Configure the authentication server to RADIUS.

Syntax

Defaults

dotlx auth-server radius

None

Command Modes CONFIGURATION
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Command This guide is platform-specific. For command information about other platforms, see the relevant Dell

History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
7.6.1.0 Introduced on the C-Series and S-Series.
7.4.1.0 Introduced on the E-Series.

dot1x auth-type mab-only

To authenticate a device with MAC authentication bypass (MAB), only use the host MAC address.
Syntax dotlx auth-type mab-only

Defaults Disabled

Command Modes INTERFACE

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.
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Version Description

8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
8.4.2.1 Introduced on the C-Series and S-Series.
Usage . The prerequisites for enabling MAB-only authentication on a port are:
Information e Enable 802.1X authentication globally on the switch and on the port (the dot1x authentication
command).

e Enable MAC authentication bypass on the port (the dotlx mac-auth-bypass command).

In MAB-only authentication mode, a port authenticates using the host MAC address even though
802.1xauthentication is enabled. If the MAB-only authentication fails, the host is placed in the guest
VLAN (if configured).

To disable MAB-only authentication on a port, enter the no dotlx auth-type mab-only command.

Related e dot1x mac-auth-bypass — enable MAC authentication bypass.
Commands

dot1x authentication (Configuration)

Enable dot1x globally. Enable dot1x both globally and at the interface level.
Syntax dotlx authentication
To disable dot1x on a globally, use the no dotlx authentication command.

Defaults Disabled
Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series and S-Series.

7.4.1.0 Introduced on the E-Series.
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Related
Commands

e dotlx authentication (Interface) — enable dot1x on an interface.

dot1x authentication (Interface)

Enable dot1x on an interface. Enable dot1x both globally and at the interface level.

Syntax

Defaults

Command Modes

Command
History

Related
Commands

dotlx critical-vlan

dotlx authentication

Disabled
INTERFACE

To disable dot1x on an interface, use the no dotlx authentication command.

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
7.6.1.0
7.4.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the C-Series and S-Series.

Introduced on the E-Series.

e dotlx authentication (Configuration) — enable dot1x globally.

Configure critical-VLAN for users or devices when authentication server is not reachable.

Syntax

Parameters

Defaults

Command Modes

156 802.1X

[no] dotlx critical-vlan vlan-id

vian-id

Not Configured.

INTERFACE

Enter the VLAN identifier. The VLAN-ID range is from 1 to 4094.

INTERFACE (BATCH MODE)



Command
History

Usage
Information

Example

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S3100 series, S4048—-0N, S4048-0N, S4810, S4820T, S5000,
S6000, S6000-0N, S6100-0ON, the Configuration Terminal Batch mode on C9010,
Z9100-0N, and Z9500.

9.9(0.0) Introduced on the C9000 Series.

The dotlx critical-vlan command configures critical VLAN for the interface. If the authentication
server is not reachable or not responding, the authenticator places the port or the supplicant in critical

VLAN within the first attempt.

Use this command in Interface Batch mode to configure critical VLAN for users in a dual-homing setup.

DellEMC (conf) #show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status: Enable
Port Control: AUTO
Port Auth Status: AUTHORIZED (CRITICAL-VLAN)
Re-Authentication: Enable
Untagged VLAN id: 400
Guest VLAN: Enable
Guest VLAN id: 400
Auth-Fail VLAN: Enable
Auth-Fail VLAN id: 400
Auth-Fail Max-Attempts: 3
Critical VLAN: Enable
Critical VLAN id: 400
Mac-Auth-Bypass: Disable
Mac-Auth-Bypass Only: Disable

Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:

30 seconds
60 seconds
2

30 seconds
30 seconds
60 seconds

Max-EAP-Req: 2

Host Mode: SINGLE HOST
Auth PAE State: Authenticated
Backend State: Idle

dotix guest-vian

Configure a guest VLAN for limited access users or for devices that are not 802.1X capable.

Syntax

Parameters

Defaults
Command Modes

Command
History

dotlx guest-vlan vlan-id

To disable the guest VLAN, use the no dotlx guest-vlan vlan-idcommand.

vlan-id Enter the VLAN ldentifier. The range is from 1 to 4094.

Not configured.

CONFIGURATION (conf-if-interface-slot/port)

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Usage

Information

Related
Commands

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series, E-Series, and S-Series.

1X authentication is enabled when an interface is connected to the switch. If the host fails to respond
within a designated amount of time, the authenticator places the port in the guest VLAN.

If a device does not respond within 30 seconds, it is assumed that the device is not 802.1X capable.
Therefore, a guest VLAN is allocated to the interface and authentication, for the device, occurs at the
next reauthentication interval (dotlx reauthentication).

If the host fails authentication for the designated number of times, the authenticator places the port in
authentication failed VLAN (dotlx auth-fail-vlan).

NOTE: You can create the Layer 3 portion of a guest VLAN and authentication fail VLANs regardless
if the VLAN is assigned to an interface or not. After an interface is assigned a guest VLAN (which
has an IP address), routing through the guest VLAN is the same as any other traffic. However, the
interface may join/leave a VLAN dynamically.

e dotlx auth-fail-vlan — Configure an authentication failure VLAN.
dotlx reauthentication — Enable periodic re-authentication of the client.
dot1x reauth-max —

Configure the maximum number of times to re-authenticate a port before it becomes unauthorized

dot1x host-mode

Enable single-host or multi-host authentication.

Syntax

Parameters

Defaults

Command Modes

158
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dotlx host-mode {single-host | multi-host | multi-auth}

single-host Enable single-host authentication.
multi-host Enable multi-host authentication.
multi-auth Enable multi-supplicant authentication.
single-host

INTERFACE



Command
History

Usage
Information

Related
Commands

mac

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.4.1.0 Added the multi-auth option on the C-Series and S-Series.
8.3.2.0 Added the single-host and multi-host options on the C-Series, E-Series,

and S-Series.

e Single-host mode authenticates only one host per authenticator port and drops all other traffic on the
port.

e Multi-host mode authenticates the first host to respond to an Identity Request and then permits all
other traffic on the port.

e Multi-supplicant mode authenticates every device attempting to connect to the network on the
authenticator port.

e show dotlx interface — display the 802.1X configuration of an interface.

Configure a list of supplicant MAC addresses for dot1x profile represented with a profile-name.

Syntax

Parameters

Defaults

Command Modes

Command
History

[no] mac {mac-addressl mac-address’.. mac-addressb}

mac-address1 Enter the keyword mac and type the 48— bit MAC addresses using the H.H.H
mac-address2...  format. A maximum of 6 MAC addresses are allowed.
mac-address6

None

DOT1X PROFILE CONFIG (conf-dot1x-profile)
CONFIGURATION TERMINAL BATCH

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description
9.10(0.0) Introduced on the S3148.
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Usage

Information

Example

Version Description

9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,
S6000, S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010,
Z9100-0N, and Z9500.

9.9(0.0) Introduced on the C9010.

The mac command configures a list of supplicant MAC addresses for a dot1x profile represented with a
profile-name. You can configure up to 6 MAC addresses in a single mac command. The maximum number
of MAC addresses that you can configure in a single profile is limited to 100.

Use this command in Configuration Terminal Batch mode to configure a list of supplicant MAC addresses
for dot1x profile in a dual-homing setup.

DellEMC (conf) #dotlx profile mySupplicants
DellEMC (conf-dotlx-profile)#mac 00:50:56:AA:01:10 00:50:56:AA:01:11

DellEMC (conf-dotlx-profile) #show config
dotlx profile mySupplicants

mac 00:50:56:2a:01:10

mac 00:50:56:aa:01:11

DellEMC (conf-dotlx-profile) #

DellEMC (conf-dotlx-profile) ffexit

dot1x mac-auth-bypass

Enable MAC authentication bypass. If 802.1X times out because the host did not respond to the Identity Request frame, Dell
EMC Networking OS attempts to authenticate the host based on its MAC address.

Syntax

Defaults

Command Modes

Command
History
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dotlx mac-auth-bypass

To disable MAC authentication bypass on a port, use the no dotlx mac-auth-bypass command.

Disabled
INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.



Usage

Information

Version
8.3.11.1
8.4.1.0

Description
Introduced on the Z9000.

Introduced on the C-Series and S-Series.

To disable MAC authentication bypass on a port, enter the no dotlx mac-auth-bypass command.

dot1x max-eap-req

Configure the maximum number of times an extensive authentication protocol (EAP) request is transmitted before the session

times out.

Syntax

Parameters

Defaults

Command Modes

Command
History

dotlx max-eap-req number

To return to the default, use the no dotlx max-eap-reqg command.

number

2
INTERFACE

Enter the number of times an EAP request is transmitted before a session time-out.

The range is from 1 to 10. The default is 2.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
7.6.1.0
7.4.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the C-Series and S-Series.

Introduced on the E-Series.

dot1x max-supplicants

Restrict the number of supplicants that can be authenticated and permitted to access the network through the port. This
configuration is only takes effect in Multi-auth mode.

Syntax

dotlx max-supplicants number
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Parameters

Defaults

Command Modes

Command
History

Related
Commands

dotix port-control

Enable port control on an interface.

Syntax

Parameters

Defaults

Command Modes

Command
History

162 802.1X

number

Enter the number of supplicants that can be authenticated on a single port in
Multi-auth mode. The range is from 1 to 128. The default is 128.

128 hosts can be authenticated on a single authenticator port.

INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
8.4.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.

Introduced on the C-Series and S-Series.

e dotlx host-mode — enable single-host or multi-host authentication.

dotlx port-control {force-authorized | auto | force-unauthorized}

force-authorized Enter the keywords force-authorized to forcibly authorize a port.

auto

force-

unauthorized

None

Auto

Enter the keyword auto to authorize a port based on the 802.1X operation result.

Enter the keywords force-unauthorized to forcibly de-authorize a port.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)

Description
Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.



Usage
Information

Version Description

9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11.1 Introduced on the Z9000.
7.6.1.0 Introduced on the C-Series and S-Series.
7.4.1.0 Introduced on the E-Series.

The authenticator completes authentication only when you set port-control to auto.

dotix profile

Configure a dot1x profile to define a list of trusted supplicant MAC addresses.

Syntax

Parameters

Defaults

Command Modes

Error Strings

Command
History

Usage
Information

[no] dotlx profile profile-name

profile-name Enter a dotlx profile-name. The profile name length is limited to 32 characters.

None

CONFIGURATION
CONFIGURATION TERMINAL BATCH

NONE

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,
S6000, S6000-0N, S6100-0N, the Configuration Terminal Batch mode on C9010,
Z9100-0N, and Z9500.

9.9(0.0) Introduced on the C9010.

The dotlx profile command configures a dotlx profile to define a list of trusted supplicant MAC
addresses. Maximum number of dot1x profiles is limited to 10. This command launches dot1x profile mode
for entering profile related commands such as the mac command. The dot1x static-mab command
assigns the dotl1x profile to an interface.

Use this command in Configuration Terminal Batch mode to configure the dot1x profile in a dual-homing
setup.
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Related
Commands

doti1x quiet-period

e dotlx static-mab

® macC

Set the number of seconds that the authenticator remains quiet after a failed authentication with a client.

Syntax dotlx quiet-period seconds
To disable quiet time, use the no dotlx quiet-time command.
Parameters seconds Enter the number of seconds. The range is from 1 to 65535. The default is 60.
Defaults 60 seconds
Command Modes INTERFACE

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

7.6.1.0 Introduced on the C-Series and S-Series.

7.4.1.0 Introduced on the E-Series.

dotlx reauthentication

Enable periodic reauthentication of the client.

Syntax dotlx reauthentication [interval seconds]

To disable periodic reauthentication, use the no dotlx reauthentication command.

Parameters interval seconds (Optional) Enter the keyword interval then the interval time, in seconds, after
which reauthentication is initiated. The range is from 1 to 31536000 (one year). The
default is 3600 (1 hour).

Defaults 3600 seconds (1 hour)

Command Modes INTERFACE

164 802.1X



This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.11.1
7.6.1.0
7.4.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the C-Series and S-Series.

Introduced on the E-Series.

dot1x reauth-max

Configure the maximum number of times a port can re-authenticate before the port becomes unauthorized.
Syntax dotlx reauth-max number

To return to the default, use the no dotlx reauth-max command.

Parameters number Enter the permitted number of re-authentications. The range is from 1to 10. The

default is 2.

Defaults 2
Command Modes INTERFACE

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.
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Version Description

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series and S-Series.
7.4.1.0 Introduced on the E-Series.

dotlix server-timeout

Configure the amount of time after which exchanges with the server time-out.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information
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dotlx server-timeout seconds

To return to the default, use the no dotlx server-timeout command.

seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is
implementation dependant. The default is 30.

30 seconds

INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series and S-Series.
7.4.1.0 Introduced on the E-Series.

When you configure the dotlx server-timeout value, take into account the communication medium
used to communicate with an authentication server and the number of RADIUS servers configured.



Example

Ideally, the dot1lx server-timeout value (in seconds) is based on the configured RADIUS-server
timeout and retransmit values and calculated according to the following formula: dot1lx server-—
timeout seconds > (radius-server retransmit seconds + 1) * radius-server timeout seconds.

Where the default values are as follows: dotlx server-timeout (30 seconds), radius-server
retransmit (3 seconds), and radius-server timeout (5 seconds).

DellEMC (conf) # radius-server host 10.11.197.105 timeout 6
DellEMC (conf) # radius-server host 10.11.197.105 retransmit 4
DellEMC (conf)# interface tengigabitethernet 2/23/1

DellEMC (conf-if-te-2/23/1)# dotlx server-timeout 40

DellEMC (conf-if-te-2/23/1)#

dot1x static-mab

Enable static MAC authorization bypass (MAB) and configure static MAB profile to an interface.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Example

[no] dotlx static-mab profile profile-name

profile profile- Enter the keyword profile and the profile-name to configure the static MAB
name profile name. The profile name length is limited to 32 characters.

Disabled.

INTERFACE

INTERFACE (BATCH MODE)

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,

S6000, S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010,

Z9100-0N, and Z9500.
9.9(0.0) Introduced on the C9010.

The dotlx static-mab command enables static MAB (mac auth bypass) and configures the

associated profile on a dot1x interface. Static MAB bypasses the authentication server for the supplicant

MAC addresses configured in the associated profile.

Before you enable static MAB, you must do the following:

e Enable MAC authentication bypass on the port by configuring the dot1x mac-auth-bypass
command.

e Ensure that no configured profile exists at the time of configuring the static-mab command.

e Use this command in Interface Batch Mode to enable static MAB in a dual-homing setup.
DellEMC (conf) #do show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status: Enable

Port Control: AUTO

Port Auth Status: AUTHORIZED (STATIC-MAB)
Re-Authentication: Enable

Untagged VLAN id: 400

Guest VLAN: Enable

Guest VLAN id: 400

Auth-Fail VLAN: Enable

Auth-Fail VLAN id: 400

802.1X
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Auth-Fail Max-Attempts:

Critical VLAN:
Critical VLAN id:
Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Static-MAB:
Static-MAB Profile:
Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:

Auth PAE State:
Backend State:

3

Enable

400
Disable
Disable
Enable
Sample

30 seconds
60 seconds

30 seconds
30 seconds
60 seconds

SINGLE HOST
Authenticated
Idle

dotix supplicant-timeout

Configure the amount of time after which exchanges with the supplicant time-out.

Syntax

Parameters

Defaults

Command Modes

Command
History
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dotlx supplicant-timeout seconds

To return to the default, use the no dotlx supplicant-timeout command.

seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is
implementation dependant. The default is 30.

30 seconds

INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series and S-Series.

7.4.1.0

Introduced on the E-Series.



doti1x tx-period

Configure the intervals at which EAPOL PDUs the Authenticator PAE transmits.

Syntax

Parameters

Defaults

Command Modes

Command
History

dotlx tx-period seconds

To return to the default, use the no dotlx tx-period command.

seconds Enter the interval time, in seconds, that EAPOL PDUs are transmitted. The range is

from 1 to 65535. The default is 30.

30 seconds

INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

7.6.1.0 Introduced on the C-Series and S-Series.
7.4.1.0 Introduced on the E-Series.

show dot1x cos-mapping interface

Display the CoS priority-mapping table the RADIUS server provides and applies to authenticated supplicants on an 802.1X-

enabled system.

Syntax

Parameters

Defaults

show dotlx cos-mapping interface interface [mac-address mac-address]

interface Enter one of the following keywords and the interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

mac-address (Optional) MAC address of an 802.1X-authenticated supplicant.

None

802.1X
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Command Modes e EXEC
e EXEC privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.4.2.1 Introduced on the C-Series and S-Series.
Usage Enter a supplicant’s MAC address using the mac-address option to display CoS mapping information
Information only for the specified supplicant.

You can display the CoS mapping information applied to traffic from authenticated supplicants on 802.1X-
enabled ports that are in Single-Hot, Multi-Host, and Multi-Supplicant authentication modes.

Example
DellEMC# show dotlx cos-mapping interface tengigabitethernet 1/32/1

802.1p CoS re-map table on Te 1/32/1:

Dotlp Remapped Dotlp

O Jouod wN P O
ORFRNWDd U oI

ellEMC#

DellEMC# show dotlx cos-mapping interface tengigabitethernet 1/32/1 mac-
address 00:00:00:00:00:10

Supplicant Mac: 0 0 0 0 0 10 Lookup for Mac:

802.1p CoS re-map table on Te 1/32/1:

802.1p CoS re-map table for Supplicant: 00:00:00:00:00:10

Dotlp Remapped Dotlp
0 7
1 6
2 5
3 4
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ellEMC#

show dot1x interface

Display the 802.1X configuration of an interface.

Syntax show dotlx interface interface [mac-address mac-address]

Parameters interface Enter one of the following keywords and the interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

mac-address (Optional) MAC address of a supplicant.

Defaults None

Command Modes e EXEC
e EXEC privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.19.0 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11.1 Introduced on the Z9000.

8.4.2.1 Added the mac-address option on the C-Series and S-Series.

7.6.1.0 Introduced on the C-Series, E-Series, and S-Series.
Usage If you enable 802.1X multi-supplicant authentication on a port, additional 802.1X configuration details
Information (Port Authentication status, Untagged VLAN ID, Authentication PAE state, and Backend state) display for

each supplicant, as shown in the following example.

Example
DellEMC# show dotlx interface tengigabitethernet 1/32/1

802.1X
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802.1x information on Te 1/32/1:

Dotlx Status:

Port Control:

Port Auth Status:
Re-Authentication:
Untagged VLAN id:
Guest VLAN:

Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:

Auth-Fail Max-Attempts:

Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:

Auth PAE State:
Backend State:
DellEMC#

AUTO
AUTHORIZED (MAC-AUTH-BYPASS)
Disable

400

Enable

100

Disable

NONE

NONE

Enable
Enable

3 seconds

60 seconds

2

30 seconds
30 seconds
3600 seconds
2

SINGLE HOST
Authenticated
Idle

Example (mac-

address) DellEMC# show dotlx interface tengigabitethernet 1/32/1 mac-address

00:00:00:00:00:10
Supplicant Mac: 0 0 0 0 0 10 Lookup for Mac:

802.1x information on Te 1/32/1:

Dotlx Status:

Port Control:
Re-Authentication:
Guest VLAN:

Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:

Auth-Fail Max-Attempts:

Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:
Max-Supplicants:

Port status and State info for Supplicant:

Port Auth Status:
Untagged VLAN id:
Auth PAE State:
Backend State:
DellEMC#

Enable

100
Disable
NONE

NONE
Enable
Enable

3 seconds
60 seconds
2

30 seconds
30 seconds
3600 seconds
2

MULTI AUTH
128

00:00:00:00:00:10

AUTHORIZED (MAC-AUTH-BYPASS)
400

Authenticated

Idle

DellEMC# show dotlx interface tengigabitethernet 1/32/1 mac-address
00:00:00:00:00:11
Supplicant Mac: 0 0 0 0 0 10 Lookup for Mac:

802.1x information on Te 1/32/1:
Dotlx Status: Enable
Port Control: AUTO
Re-Authentication: Disable
Guest VLAN: Enable

172 802.1X



Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:
Auth-Fail Max-Attempts:
Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:

ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:
Max-Supplicants:

100
Disable
NONE

NONE
Enable
Enable

3 seconds
60 seconds
2

30 seconds
30 seconds
3600 seconds
2

MULTI AUTH
128

Port status and State info for Supplicant: 00:00:00:00:00:11

Port Auth Status:
Untagged VLAN id:
Auth PAE State:
Backend State:
Dell1EMC#

show dotix profile

AUTHORIZED (GUEST-VLAN)
100

Authenticated

Idle

Display all the dot1x profiles or the details of a specific profile configured in the system.

Syntax

Parameters

Defaults
Command Modes

Command
History

Example

show dotlx profile profile-

profile-name

None

EXEC

name

Specify a static dot1x profile-name. The maximum character limit for a profile name
is 32 characters.

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

S6000, S6000-0N, S6100-0N, C9010, Z9100-0N, and Z9500.

Version Description
9.10(0.0) Introduced on the S3148.
9.10(0.0)

9.9(0.0) Introduced on the C9010.

DellEMC#show dotlx profile

802.1x profile information

Dotlx Profile mySupplicants
Profile MACs

00:50:56:2a2:01:10 00:50:56:aa:01:

11

Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,

802.1X
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Access Control Lists (ACL)

Access control lists (ACLs) are supported by the Dell EMC Networking OS.

Dell EMC Networking OS supports the following types of ACL, IP prefix list, and route maps:
Commands Common to all ACL Types
Common IP ACL Commands

Standard IP ACL Commands
Extended IP ACL Commands

Common MAC Access List Commands
Standard MAC ACL Commands
Extended MAC ACL Commands

IP Prefix List Commands

Route Map Commands

AS-Path Commands

|P Community List Commands

@l NOTE: For ACL commands that use the Trace function, see Trace List Commands section in Security.

@lNOTE: For IPv6 ACL commands, see IPv6 Access Control Lists (IPv6 ACLs).
Topics:

¢ Commands Common to all ACL Types

e Common IP ACL Commands

e Standard IP ACL Commands

*  Extended IP ACL Commands

e Common MAC Access List Commands

e Standard MAC ACL Commands

*  Extended MAC ACL Commands

e |IP Prefix List Commands

*  Route Map Commands

e deny (for Standard IP ACLs)

e deny (for Extended IP ACLs)

e seq (for Standard IPv4 ACLs)

e deny tcp (for Extended IP ACLs)

e deny ether-type (for Extended MAC ACLs)
e deny (for Standard MAC ACLs)

. deny (for Extended MAC ACLs)

e permit (for Standard IP ACLs)

*  permit arp (for Extended MAC ACLs)

e permit ether-type (for Extended MAC ACLs)
e permit icmp (for Extended IP ACLs)

e permit udp (for Extended IP ACLs)

e permit (for Extended IP ACLs)

e permit (for Standard MAC ACLs)

¢ seq (for Standard MAC ACLs)

*  permit tcp (for Extended IP ACLs)

e seqarp (for Extended MAC ACLs)

¢ seq ether-type (for Extended MAC ACLs)
e« seq (for IP ACLs)

*«  seq (for IPv6 ACLs)

e permit udp (for IPv6 ACLs)
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e permit tcp (for IPv6 ACLs)

e permit icmp (for IPv6 ACLs)

*  permit (for IPv6 ACLs)

e deny udp (for IPv6 ACLs)

e deny arp (for Extended MAC ACLs)
« deny tcp (for IPv6 ACLs)

* denyicmp (for Extended IPv6 ACLs)
e deny (for IPv6 ACLs)

Commands Common to all ACL Types

The following commands are available within each ACL mode and do not have mode-specific options. Some commands in this
chapter may use similar names, but require different options to support the different ACL types (for example, the deny and
permit commands).

remark

Enter a description for an ACL entry.

Syntax remark remark-number description

To remove a remark, use the no remark command.

Parameters remark-number  (Optional) Enter the remark number. The range is from 0 to 65535 for MAC ACL
and 0 to 4294967290 for IP ACL.
@ NOTE: You can use the same sequence number for the remark and an ACL
rule.
description Enter a description of up to 80 characters.
Defaults Not configured.
Command Modes e CONFIGURATION-STANDARD-ACCESS-LIST
e CONFIGURATION-EXTENDED-ACCESS-LIST
e CONFIGURATION-MAC ACCESS LIST-STANDARD
e CONFIGURATION-MAC ACCESS LIST-EXTENDED
CPmmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.14(1.0) Introduced the remark number as an optional value on S4810 and S4820T.
9.14.0.0 Made the remark number as an optional value.
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.

Access Control Lists (ACL)
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Usage
Information

Example

Related
Commands

Version Description

8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.4.1.0 Introduced on the E-Series.

The remark command is available in each ACL mode. You can configure up to 4294967291 remarks for a
given IP ACL and 65536 remarks for a given MAC ACL.

You can include a remark with or without a remark number. If you do not enter a remark number, the
remark inherits the sequence number of the last ACL rule. If there is no ACL rule when you enter a
remark, the remark takes sequence number 5. If you configure two remarks with the same sequence
number and different strings, the second one replaces the first string. You cannot configure two or more
remarks with the same string and different sequence numbers.

To remove a remark, use the no remark command with or without the sequence number. If there is a
matching string, the system deletes the remark.

The following example shows the use of the remark command twice within CONFIGURATION-
STANDARD-ACCESS-LIST mode. The remark precedes the rule in the running configuration because it is
assumed that the remark is for the rule with the same sequence number, or the group of rules that follow
the remark.

DellEMC (config-std-nacl)# remark 10 Deny rest of the traffic
DellEMC (config-std-nacl)# remark 5 Permit traffic from XYZ Inc.
DellEMC (config-std-nacl) # show config

|

ip access-list standard test

remark 5 Permit traffic from XYZ Inc.

seq 5 permit 1.1.1.0/24

remark 10 Deny rest of the traffic

seq 10 deny any

DellEMC (config-std-nacl) #

The following example shows adding a remark without a sequence number:

DELLEMC (config-ext-nacl) #permit ip any any
DELLEMC (config-ext-nacl) #remark permit any ip
DELLEMC (config-ext-nacl) #show c

!

ip access-list extended testac

seq 5 permit ip any any

remark 5 permit any ip

The following example shows that the system displays an error message when the same remark string is
used with different remark numbers.

DELLEMC (config-ext-nacl) #seq 100 permit ip any any

DELLEMC (config-ext-nacl) #remark 10 permit any ip

DELLEMC (config-ext-nacl) #remark permit any ip

DELLEMC (config-ext-nacl) #% Error : Remark string already exists

e show config — display the current ACL configuration.
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show config

Display the current ACL configuration.

Syntax show config

Command Modes e CONFIGURATION-STANDARD-ACCESS-LIST
e CONFIGURATION-EXTENDED-ACCESS-LIST
e CONFIGURATION-MAC ACCESS LIST-STANDARD
e CONFIGURATION-MAC ACCESS LIST-EXTENDED
Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.11.1 Introduced on the Z9000.
8.3.19.0 Introduced on the S4820T.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.2.1.1 Introduced on the E-Series.
Example

DellEMC (config-std-nacl)# show conf
|

ip access-list standard test

remark 5 Permit traffic from XYZ Inc.
seq 5 permit 1.1.1.0/24 count

remark 10 Deny traffic from ABC

seq 10 deny 2.1.1.0/24 count
DellEMC (config-std-nacl) #

Common IP ACL Commands

The following commands are available within both Ingress and Egress IP ACL modes (Standard and Extended) and do not have
mode-specific options. When an ACL is created without a rule and then is applied to an interface, ACL behavior reflects an
implicit permit.

The platform supports both Ingress and Egress IP ACLs.

®| NOTE: Also refer to the Commands Common to all ACL Types section.
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access-class

Apply a standard ACL to a terminal line.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

access-class access-list-name [ipv4 | ipvé6]

To remove an ACL, use the no access-class command.

access-list-name Enter the name of a configured Standard ACL, up to 140 characters.
ipv4 Enter the keyword ipv4 to configure an IPv4 access class.

ipv6 Enter the keyword ipv6 to configure an IPv6 access class.

Not configured.

LINE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the ipv4 and ipv6 parameters to the command.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.2.1.1 Introduced on the E-Series.

When you use the access-class access-1ist-name command without specifying the ipv4 or
ipv6 attribute, both IPv4 as well as IPv6 rules that are defined in that ACL are applied to the terminal.
This method is a generic way of configuring access restrictions.

To be able to filter access exclusively using either IPv4 or IPv6 rules, use either the ipv4 or ipv6
attribute along with the access-class access-1ist-name command. Depending on the attribute
that you specify (ipv4 or ipv6), the ACL processes either IPv4 or IPv6 rules, but not both. Using this
configuration, you can set up two different types of access classes with each class processing either IPv4
or IPv6 rules separately.

However, if you already have configured generic IP ACL on a terminal line, then you cannot further apply
IPv4 or IPv6 specific filtering on top of this configuration. Because, both IPv4 and IPv6 access classes are
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already configured on this terminal line. Before applying either IPv4 or IPv6 filtering, first undo the generic
configuration using the no access-class access-1ist-name command.

Similarly, if you have configured either IPv4 or IPv6 specific filtering on a terminal line, you cannot

apply generic IP ACLs on top of this configuration. Before applying the generic ACL configuration, first
undo the existing configuration using the no access-class access-list-name [ipv4 | 1ipv6]
command.

aclrange profile-name

Create ACL range profiles for L4 ports.

Syntax aclrange profile-name

After entering the configuration mode of the ACL range, enter the following: type [inverse value]
lower threshold upper-threshold

Parameters profile-name Enter a valid name for the range profile.
type Specify the type of the L4 port as source or destination.
inverse Enter the keyword inverse followed by a value. This is used as a negative (not
equal to) match.
lower threshold  Enter the minimum inclusive value of the range.
upper-threshold Enter the maximum inclusive value of the range.
Defaults None

Command Modes CONFIGURATION

Cf)mmand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version Description
9.11(0.0) Introduced on the S6000-ON, S6100-ON, Z9100-ON.
Usage Ensure that the ACL range feature is enabled before creating the profile names for the ranges using the

Information feature aclrange command. Reboot the system for the range profiles to come up.

Example
DellEMC (conf) #aclrange profile-name

DellEMC (conf-aclrange-profile-name) #

DellEMC (conf) #aclrange sportrangel
DellEMC (conf-aclrange-sportrangel)# l4srcport 1024 65535

DellEMC (conf) #aclrange destportrangel
DellEMC (conf-acl-destportrangel)# l4dstport 500 500

DellEMC (conf) #aclrange inverserange
DellEMC (conf-acl-inverserange) # l4dstport inverse 1000

Related feature aclrange on page 180— Enable the ACL range.
Commands

clear counters ip access-group

Erase all counters maintained for access lists.

Syntax clear counters ip access-group [access-list-name]
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Parameters

access-list-name (OPTIONAL) Enter the name of a configured access-list, up to 140 characters.

Command Modes EXEC Privilege

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.2.1.1 Introduced on the E-Series.

feature aclrange

Enable the ACL range option.

Syntax

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

feature aclrange

Use the no feature aclrange command to disable the option.
None

CONFIGURATION

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.
Version
9.11(0.0)

Description
Introduced on the S6000-ON, S6100-ON, Z9100-ON.

After enabling the range option, create the range profiles using the aclrange profile-name
command. Reboot the system for the range profiles to come up.

aclrange profile-name on page 179 — Create range profiles.
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ip access-group

Assign an IP access list (IP ACL) to an interface.

Syntax

Parameters

Defaults

Command Modes

Command
History

ip access-group access-list-name {in | out} [implicit-permit] [vlan vlan-

id] [layer3]

[vrf vrf-name]

To delete an IP access-group configuration, use the no ip access-group access-list-name

{in | out}

[implicit-permit] [vlan vlan-id][layer3] [vrf vrf-name] command.

access-list-name Enter the name of a configured access list, up to 140 characters.

in

out

implicit-permit

vlan v/an-id

vrf vrf-name

layer3

Not enabled.

Enter the keyword in to apply the ACL to incoming traffic.
Enter the keyword out to apply the ACL to outgoing traffic.

(OPTIONAL) Enter the keyword implicit-permit to change the default action
of the ACL from implicit-deny to implicit-permit (that is, if the traffic does not
match the filters in the ACL, the traffic is permitted instead of dropped).

(OPTIONAL) Enter the keyword v1an then the ID numbers of the VLANs. The
range is from 1 to 4094 (you can use IDs from 1 to 4094).

(OPTIONAL) Enter the keyword vrf then the ID numbers of the VRFs. The range

is from 1 to 511 (you can use IDs from 1 to 511).

@ NOTE: When you specify a single VRF, use the name of the VRF instead of
the VRF ID number. Use the VRF ID numbers only when you specify a range of
VRFs.

(OPTIONAL) Enter the keyword layer3 to enable layer 3 mode. It ensures that all
the ACL rules in the access-group are applied only for L3 router packets.

INTERFACE/VRF MODE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.4.(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Added support for VRF.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.
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Usage
Information

Related
Commands

Version Description

7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.2.1.1 Introduced on the E-Series.

You can assign one ingress ACL and one egress ACL to an interface.
@ NOTE: This command supports Loopback interfaces EE3 and EF series route processor modules

(RPMs). This command does not support Loopback interfaces ED series RPMs and S-Series
Loopback interfaces.

@ NOTE: If you apply outbound(egress) IP acl on a switch port, the filter applies only for routed traffic
egressing out of that port.

To associate an access-list to a non-default VRF, use the vr £ attribute of this command. You can use
this command at the interface context (physical/LAG) to apply the access-list to a range of VRFs.

The VRF MODE is not available for the default and management VRFs.

In the Dell EMC Networking OS versions prior to 9.13(0.0), the system does not install any of your ACL
rules if the available CAM space is lesser than what is required for your set of ACL rules. Effective with
the Dell EMC Networking OS version 9.13(0.0), the system installs your ACL rules until all the allocated
CAM memory is used. If there is no implicit permit in your rule, the Dell EMC Networking OS ensures that
an implicit deny is installed at the end of your rule. This behavior is applicable for IPv4 and IPv6 ingress
and egress ACLs.

One of the usage scenarios for using the layer3 keyword at the VLAN level, is to avoid ACL being applied
on the L2 traffic which comes in via ICL.

®| NOTE: The usage scenario listed above is one of many other usage scenarios.

e ip access-list standard — configure a standard ACL.
e ip access-list extended — configure an extended ACL.

ip mirror-access-group

Assign an IP mirror access control to an interface.

Syntax

Parameters

Defaults
Command Modes

Command
History

ip mirror-access-group access-list-name {in} [implicit-permit] [vlan vlIan-
id] [optimized]

To remove an IP mirror-access-group configuration, use the no ip mirror-access-group
access—-list-name {in | out} [implicit-permit] [vlan vlan-id] [optimized]
command.

access-list-name Enter the name of a configured access list, up to 140 characters.

in Enter the keyword in to apply the ACL to incoming traffic.

implicit-permit (OPTIONAL) Enter the keyword implicit-permit to change the default action
of the ACL from implicit-deny to implicit-permit (that is, if the traffic does not
match the filters in the ACL, the traffic is permitted instead of dropped).

vlan v/an-id (OPTIONAL) Enter the keyword v1an then the ID numbers of the VLANs. The
range is from 1 to 4094 (you can use IDs from 1 to 4094).

optimized (OPTIONAL) Enter the keyword optimized to enable ACL optimization.

Not enabled.

INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command-Line Reference Guide.
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Version Description

9.11(0.0) Introduced on the S4048-0N, S4048T-ON, S6000, S6000-ON, S6010-ON,
S6100-0ON, Z9100-0ON, and Z9500.

Related e ip access-list standard — configure a standard ACL.
Commands e ip access-list extended — configure an extended ACL.

ip control-plane egress-filter

Enable egress Layer 3 ACL lookup for IPv4 CPU traffic.

Syntax ip control-plane egress-filter
Defaults Not enabled.

Command Modes EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

show aclrange

Display the list of ACL ranges configured and ACLs using the range profiles.

Syntax show aclrange [access-1list]
Parameters access-list Enter the keyword access-1ist to display the ACLs that are using the range profiles config
Default None

Command Modes gxgc
EXEC Privilege

Command

History Version Description

9.11(0.0) Introduced on the S6000-ON, S6100-ON, Z9100-ON.
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Usage Use the show aclrange to display the list of ACL ranges configured.
Information
Use the show aclrange access-1list to display the ACLs associated with the configured range profiles.

Examples To display the list of ACL ranges:

DellEMC# show aclrange
INDEX PROFILE NAME TYPE INVERSE LOWER UPPER REF
THRESHOLD THRESHOLD

1 dportl l4dstport No 80 89 0
2 dport2 l4dstport No 3000 3500 2
3 dportgt5000 l4dstport No 5001 65535 1
4 ip-mtu-782 mtu No 782 782 1
5 sportl l4srcport No 1024 65535 1
6 sportinvl l4srcport Yes 2500 2500 1

To display the list of ACLs using the configured range profiles:

DellEMC# show aclrange access-list

Profile-name type Acl-name seqno
abc v4 abc 5
v4 ZYX 10
Vo6 def 8
bgp V6 ghi 8

show ip accounting access-list

Display the IP access-lists created on the switch and the sequence of filters.

Syntax show ip accounting {access-1list access-list-name | cam count} interface
interface [vrf vrf-name]

Parameters access-list-name Enter the name of the ACL to be displayed.
cam_count List the count of the CAM rules for this ACL.
interface Enter the keyword interface then the one of the following keywords and the
interface interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

e [or a port channel interface, enter the keywords port-channel then a
number.

e For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

in | out Identify whether ACL is applied on the ingress or egress side.

vrf vrf-name (Optional) Enter the keyword vrf and then the name of the VRF to view the IP
accounting information on either a default or a non-default VRF.

Command Modes e EXEC
EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.11(0.0) Updated the show command output to include monitor option.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.
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Usage
Information

Example

Version
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.4.(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.5.1.0
8.3.7.0
7.6.1.0
7.5.1.0
6.2.1.1

Description

Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Added support for VRF.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Added support for the 4-port 40G line cards.
Introduced on the S4810.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced.

®| NOTE: The vrf option is available only when VRF feature is enabled.

show ip

accounting

access-

lists Field
“Extended IP...”

“seq 5...”

“order 4”

Description

Displays the name of the IP ACL.

Displays the filter. If the keywords count or byte were configured in the filter,
the number of packets or bytes the filter processes is displayed at the end of the
line.

Displays the QoS order of priority for the ACL entry.

DellEMC# show ip accounting access-list L3-ACL vrf vrf3

Standard Ingress IP access list L3-ACL on vrf3

Total cam count 3

seq 5 permit 10.1.2.0/24 any negotiate 150 monitor 300 count (0 packets)
seq 10 permit 20.1.2.0/24

seq 15 permit 30.1.2.0/24

DellEMC#

Standard IP ACL Commands

When you create an ACL without any rule and then apply it to an interface, the ACL behavior reflects an implicit permit.

The platform supports both Ingress and Egress IP ACLs.

®| NOTE: Also refer to the Commands Common to all ACL Types and Common IP ACL Commands sections.
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deny

To drop packets with a certain IP address, configure a filter.

Syntax deny {source

any | host {ip-address}} [count [bytes] | log] [dscp value]

[ecn value] [fragments] [monitor] [no-drop] [order]

To remove this filter, you have two choices:
e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno deny {source [mask] | any | host ip-address} command.
Parameters source Enter the IP address in dotted decimal format of the network from which the
packet was sent.
any Enter the keyword any to specify that all routes are subject to the filter.
host jp-address  Enter the keyword host and then enter the |IP address to specify a host |P address
only.
count (OPTIONAL) Enter the keyword count to count the packets.
bytes (OPTIONAL) Enter the keyword bytes to count the bytes.
log (OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.
dscp (OPTIONAL) Enter the keyword dcsp to match the IP DSCP values. The range is
from O to 63.
ecn (OPTIONAL) Enter the keyword ecn to match the ECN bits. The range is from O to
3.
order (OPTIONAL) Enter the keyword order to specify the QoS order for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).
monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.
@ NOTE: For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.
fragments Enter the keyword fragments to use ACLs to control packet fragments.
no-drop Enter the keywords no-drop to match only the forwarded packets.
Defaults Not configured.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.12(0.0) Removed the session—ID option from the monitor parameter.
9.11(0.0) Added support for session—ID to the monitor parameter.
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
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Usage
Information

Related
Commands

Version Description

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Add the DSCP value for ACL matching.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for the non-contiguous mask and added the monitor option.
6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
Quality of Service section in the Dell EMC Networking OS Configuration Guide.

The software cannot count both packets and bytes; when you enter the count byte options, only bytes
increment.

e ip access-list standard — configure a standard ACL.
e permit — configure a permit filter.

ip access-list standard

Create a standard IP access list (IP ACL) to filter based on IP address.

Syntax

Parameters

Defaults
Command Modes

Command
History

ip access-list standard access-list-name

To delete an access list, use the no ip access-list standard access-1ist-name command.

access-list-name Enter a string up to 140 characters long as the ACL name.

All IP access lists contain an implicit “deny any,” that is, if no match occurs, the packet is dropped.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.
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Version Description

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.10.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for the non-contiguous mask and added the monitor option.

6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.
Usage Dell EMC Networking OS supports one ingress and one egress IP ACL per interface.

Information
Prior to Dell EMC Networking OS version 7.8.1.0, names are up to 16 characters long.

The number of entries allowed per ACL is hardware-dependent. For detailed specifications on entries
allowed per ACL, refer to your line card documentation.

Example
DellEMC (conf) # ip access-list standard TestList
DellEMC (config-std-nacl) #
Related e ip access-list extended — create an extended access list.
Commands e show config — display the current configuration.
permit

To permit packets from a specific source |IP address to leave the switch, configure a filter.

Syntax permit {source [mask]| any | host ip-address} [count [bytes] | log] [dscp
value] [ecn value] [fragments] [monitor ] [no-drop] [order]

To remove this filter, you have two choices:
e Usetheno seq sequence-number command if you know the filter's sequence number.
e Usetheno permit {source [mask] | any | host ip-address} command.

Parameters source Enter the IP address in dotted decimal format of the network from which the
packet was sent.

mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host jp-address  Enter the keyword host then the IP address to specify a host IP address or

hostname.
count (OPTIONAL) Enter the keyword count to count the packets.
bytes (OPTIONAL) Enter the keyword bytes to count the bytes.
log (OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.
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dscp (OPTIONAL) Enter the keyword dcsp to match the IP DSCP values. The range is

from O to 63.

ecn (OPTIONAL) Enter the keyword ecn to match the ECN bits. The range is from O to
3.

order (OPTIONAL) Enter the keyword order to specify the QoS order for the ACL

entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.
@ NOTE: For more information, see “Flow-based Monitoring” in the Port

Monitoring section of the Dell EMC Networking OS Configuration Guide.

fragments Enter the keyword fragments to use ACLs to control packet fragments.
no-drop Enter the keywords no-drop to match only the forwarded packets.
Defaults Not configured.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.12(0.0) Removed the session—ID option from the monitor parameter.

9.11(0.0) Added support for session—ID to the monitor parameter.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Add the DSCP value for ACL matching.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for the non-contiguous mask and added the monitor option.

6.5.10 Expanded to include the optional QoS order priority for the ACL entry.
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Usage The order option is relevant in the context of the Policy QoS feature only. For more information, see the

Information “Quality of Service” section of the Dell EMC Networking OS Configuration Guide.
Related e deny — assign a IP ACL filter to deny IP packets.
Commands e ip access-list standard — create a standard ACL.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax resequence access-list {ipv4 | ipv6 | mac} {access-list-name StartingSeqNum Step-to-Increment}

Parameters ipv4 | ipv6 | mac Enter the keyword ipv4or mac to identify the access list type to resequence.

access-list-name Enter the name of a configured IP access list.

StartingSeqNum Enter the starting sequence number to resequence. The range is from O to

4294967290.

Step-to- Enter the step to increment the sequence number. The range is from 1 to

Increment 4294967290.
Defaults None
Command Modes e EXEC

e EXEC Privilege
Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.2.1.0 Introduced on the E-Series (IPvB).

8.1.1.0 Introduced on the E-Series (IPv4).

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names

were up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Introduced on the E-Series.
Usage When you have exhausted all the sequence numbers, this feature permits re-assigning a new sequence
Information number to entries of an existing access-list.
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seq

Assign a sequence number to a deny or permit filter in an IP access list while creating the filter.

Syntax

Parameters

Defaults

seq sequence-number {deny | permit} {source [mask] | any | host ip-
address}} [count [byte] | log] [dscp value] [ecn value] [fragments]
[monitor] [no-drop] [order]

To delete a filter, use the no seq sequence-number command.

sequence-
number
deny
permit
source

mask

any

host ip-address

count
bytes

log
dscp

ecn

order

monitor

fragments

no-drop

Not configured

Enter a number from O to 4294967290.

Enter the keyword deny to configure a filter to drop packets meeting this
condition.

Enter the keyword permit to configure a filter to forward packets meeting this
criteria.

Enter an IP address in dotted decimal format of the network from which the packet
was received.

(OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.

Enter the keyword host then the IP address to specify a host IP address or
hostname.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword bytes to count bytes the filter processes.
(OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values. The range
is from O to 63.

(OPTIONAL) Enter the keyword ecn to match to the ECN values. The range is
from O to 3.

(OPTIONAL) Enter the keyword order to specify the QoS order for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.

@ NOTE: For more information, see “Flow-based Monitoring” in the Port

Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.12(0.0)
9.11(0.0)
9.10(0.1)

Description
Removed the session—ID option from the monitor parameter.
Added support for session—ID to the monitor parameter.

Introduced on the S6010-ON and S4048T-ON.
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Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Add the DSCP value for ACL matching.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for the non-contiguous mask and added the monitor option.

6.5.10 Expanded to include the optional QoS order priority for the ACL entry.
Usage The order option is relevant in the context of the Policy QoS feature only. The following applies:
Information e The seq sequence-number command is applicable only in an ACL group.

Related
Commands °

The order option works across ACL groups that are applied on an interface via the QoS policy
framework.

The order option takes precedence over seq sequence-number.

If you do not configure sequence-number, the rules with the same order value are ordered
according to their configuration order.

If you configure sequence-number, the sequence-number is used as a tie breaker for rules with the
same order.

deny — configure a filter to drop packets.
permit — configure a filter to forward packets.

Extended IP ACL Commands

When an ACL is created without any rule and then applied to an interface, ACL behavior reflects an implicit permit.

The following commands configure extended IP ACLs, which in addition to the IP address, also examine the packet’'s protocol

type.

The platform supports both Ingress and Egress IP ACLs.

®| NOTE: Also refer to the Commands Common to all ACL Types and Common IP ACL Commands sections.
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deny

Configure a filter that drops IP packets meeting the filter criteria.

Syntax

Parameters

Defaults

deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} [ttl operator] [count [byte] |
log] [dscp value] [order] [monitor] [fragments] [no-drop]

To remove this filter, you have two choices:

e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno deny {ip | ip-protocol-number} {source mask | any | host ip-
address} {destination mask | any | host ip-address} command.

ip Enter the keyword ip to configure a generic IP access list. The keyword ip
specifies that the access list denies all IP protocols.

ip-protocol- Enter a number from 0 to 255 to deny based on the protocol identified in the IP
number protocol header.

source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified

in A.B.C.D format, may be either contiguous or noncontiguous.
any Enter the keyword any to specify that all routes are subject to the filter.
host jp-address  Enter the keyword host then the IP address to specify a host IP address.
destination Enter the IP address of the network or host to which the packets are sent.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range
is from 1to 255.

operator Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

count (OPTIONAL) Enter the keyword count to count packets that the filter processes.

byte (OPTIONAL) Enter the keyword byte to count bytes that the filter processes.

log (OPTIONAL, E-Series only) Enter the keyword 1og to enter ACL matches in the
log.

dscp (OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL

entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

fragments Enter the keyword fragments to use ACLs to control packet fragments.

no-drop Enter the keywords no-drop to match only the forwarded packets.

Not configured.

Access Control Lists (ACL) 193



Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command
History

Usage

Information

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.12(0.0)

9.11(0.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.3.1.0
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0
7.4.1.0
6.5.1.0

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the noncontiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the

Quality of Service section in the Dell EMC Networking OS Configuration Guide.

When you use the 1og option, the CP processor logs detail the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see

Port Monitoring.

The C-Series and S-Series cannot count both packets and bytes, when you enter the count byte options,
only bytes are incremented.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

Related e deny tcp — assign a filter to deny TCP packets.
Commands e deny udp — assign a filter to deny UDP packets.
e ip access-list extended — create an extended ACL.
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deny icmp

To drop all or specific internet control message protocol (ICMP) messages, configure a filter.

Syntax

Parameters

deny icmp {source mask | any | host ip-address} {destination mask | any
| host ip-address} [type] [ttl operator] [dscp] [count [byte] [order]
[fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter’s sequence number.

Use the no deny icmp {source mask | any | host ip-address} {destination
mask | any | host ip—address}comnmnd

source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.
host ip-address  Enter the keyword host then the IP address to specify a host IP address.
destination Enter the IP address of the network or host to which the packets are sent.
type Enter the ICMP packet type. The following types are available:
For IPv4:

echo count

echo-reply count
host-unreachable count
host-unknown count
network-unknown count
net-unreachable count
packet-too-big count
parameter-problem count
port-unreachable count
source-quench count
time-exceeded count

For IPv6:

echo count

echo-reply count

nd-ns count

nd-na count
packet-too-big count
parameter-problem count
time-exceeded count
port-unreachable count

The ICMP packets cannot be filtered using mirroring ACL.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range
is from 1 to 255.
operator Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

® gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.
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e 1t (lessthan) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

dscp Enter this keyword dscp to deny a packet based on the DSCP value. The range is
from O to 63.

count (OPTIONAL) Enter the keyword count to count packets processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL

entry. The range is from 0 to 254 (where 0 is the highest priority and 254 is the
lowest; lower order numbers have a higher priority) If you did not use the keyword
order, the ACLs have the lowest order by default (255).

fragments Enter the keyword fragments to use ACLs to control packet fragments.

monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

no-drop Enter the keywords no-drop to match only the forwarded packets.

Defaults

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Not configured.

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.12(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

9.11(2.0P0) Added the type parameter to filter the ICMP packets based on the type and code
on the S6000, S6000-0ON, S6100-0ON, Z9100-ON.

9.11(0.0) Added support for session—ID to the monitor parameter.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Added the keyword dscp.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
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Usage
Information

deny tcp

Version Description

8.1.1.0 Introduced on the E-Series.
7.4.1.0 Added support for non-contiguous mask and added the monitor option.
6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
Quality of Service section of the Dell EMC Networking OS Configuration Guide.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see
Port Monitoring .

Configure a filter that drops transmission control protocol (TCP) packets meeting the filter criteria.

Syntax

Parameters

deny tcp {source mask | any | host ip-address} [bit] [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] I[bit]
[operator port [port]] [count [bytes] [order] [fragments] [monitor] [no-
drop]

To remove this filter, you have two choices:

e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno deny tcp {source mask | any | host ip-address} {destination mask
| any | host ip-address} command.

source Enter the IP address of the network or host from which the packets are sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.
host jp-address  Enter the keyword host then the IP address to specify a host IP address.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range
is from 1 to 255.

operator Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

dscp Enter this keyword dscp to deny a packet based on the DSCP value. The range is
from O to 63.
bit Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)

psh: push function

rst: reset the connection

syn: synchronize sequence numbers

urg: urgent field

established: datagram of established TCP session
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operator

port port

destination

mask

count
byte

order

fragments

monitor

no-drop

Defaults Not configured.

Use the established flag to match only ACK and RST flags of established TCP
session.

You cannot use established along with the other control flags

While using the established flag in an ACL rule, all the other TCP control flags
are masked, to avoid redundant TCP control flags configuration in a single rule.
When you use any TCP control flag in an ACL rule, established is masked and
other control flags are available.

(OPTIONAL) Enter one of the following logical operand:

® cg =-equal to

neq = not equal to

gt = greater than

1t = less than

range = inclusive range of ports (you must specify two ports for the port
command)

Enter the application layer port number. Enter two port numbers if using the range
logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

e 23 =Telnet

e 20and21=FTP
e 25 =SMTP

e 169 = SNMP

Enter the IP address of the network or host to which the packets are sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority) If you did not use the keyword
order, the ACLs have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.12(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.
9.11(2.0P0) Added the established parameter on the on the S6000, S6000-0ON, S6100-
ON, Z9100-ON.
9.11(0.0) Added support for session—ID to the monitor parameter.
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
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Usage
Information

Example

Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Added the keyword dscp.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for non-contiguous mask and added the monitor option.
Deprecated the keyword established.

6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
Quality of Service section of the Dell EMC Networking OS Configuration Guide.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see
the Port Monitoring section.

The C-Series and S-Series cannot count both packets and bytes; when you enter the count byte options,
only bytes are incremented.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for
example, gt, It, or range) may require more than one entry. The range of ports is configured in the CAM
based on bit mask boundaries; the space required depends on exactly what ports are included in the
range.

An ACL rule with a TCP port range of 4000-8000 uses eight entries in the CAM.

Rule# Data Mask From To #Covered

O Joy Ul WN

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

Total Ports: 4001

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

4000
4032
4096
6144
7168
7680
7936
8000

4031
4095
6143
7167
7679
7935
7999
8000

32
64
2048
1024
512
256
64

1
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Example An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

Rule# Data Mask From To #Covered
1 0000000000000000 1111110000000000 O 1023 1024

Total Ports: 1024

Related e deny — assign a filter to deny IP traffic.
Commands e deny udp — assign a filter to deny UDP traffic.

deny udp

To drop user datagram protocol (UDP) packets meeting the filter criteria, configure a filter.

Syntax deny udp {source mask | any | host ip-address} [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [operator
port [port]] [count [byte] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno deny udp {source mask | any | host ip-address} {destination mask
| any | host ip-address} command.

Parameters source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.
host ip-address  Enter the keyword host then the IP address to specify a host IP address.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range
is from 1 to 255.

operator Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (lessthan) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

dscp Enter this keyword dscp to deny a packet based on the DSCP value. The range is
from O to 63.
operator (OPTIONAL) Enter one of the following logical operand:

e ecg =equalto
neq = not equal to
gt = greater than
1t = less than

range = inclusive range of ports (you must specify two ports for the port
command)

port port Enter the application layer port number. Enter two port numbers if using the range
logical operand. The range is from O to 65535.

destination Enter the IP address of the network or host to which the packets are sent.
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mask

count
byte

order

fragments

monitor

no-drop

Defaults Not configured.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority) If you did not use the keyword
order, the ACLs have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.12(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor

parameter.

9.11(0.0) Added support for session—ID to the monitor parameter.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.3.1.0 Added the keyword dscp.

8.2.1.0 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added support for non-contiguous mask and added the monitor option.

Deprecated the keyword established.
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Usage
Information

Example

Example

Related
Commands

Version Description

6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
Quality of Service section of the Dell EMC Networking OS Configuration Guide.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see
the Port Monitoring section.

The C-Series and S-Series cannot count both packets and bytes; when you enter the count byte options,
only bytes are incremented.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display

an incorrect value. Configure packet counters with logging instead.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for
example, gt, It or range) may require more than one entry. The range of ports is configured in the CAM
based on bit mask boundaries; the space required depends on exactly what ports are included in the
range.

An ACL rule with a TCP port range of 4000-8000 uses eight entries in the CAM.

Rule#

O Joy Ul WN

Data

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

Mask

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

From

4000
4032
4096
6144
7168
7680
7936
8000

To #Covered

4031
4095
6143
7167
7679
7935 256
7999 64

8000 1

32
64
2048
1024
512

Total Ports: 4001

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

Rule# Data Mask From To #Covered

1 0000000000000000 1111110000000000 O 1023 1024

Total Ports: 1024

e deny — assign a filter to deny IP traffic.
e deny tcp — assign a filter to deny TCP traffic.

ip access-list extended

Name (or select) an extended IP access list (IP ACL) based on IP addresses or protocols.

Syntax

Parameters

Defaults
Command Modes

Command
History

202

ip access-list extended access-list-name

To delete an access list, use the no ip access-1list extended access-1ist-name command.

access-list-name Enter a string up to 140 characters long as the access list name.

All access lists contain an implicit “deny any”; that is, if no match occurs, the packet is dropped.
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.10.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.2.1.1 Introduced on the E-Series.

Usage The number of entries allowed per ACL is hardware-dependent. For detailed specification about entries
Information allowed per ACL, refer to your line card documentation.

Prior to 7.8.1.0, names are up to 16 characters long.

Example i , ,
DellEMC (conf)# ip access-list extended TESTListEXTEND
DellEMC (config-ext-nacl) #
Related e ip access-list standard — configure a standard IP access list.
Commands e show config — display the current configuration.
permit

To pass IP packets meeting the filter criteria, configure a filter.

Syntax permit {source mask | any | host ip-address} {destination mask | any | host
ip-address} [ttl operator] [count [bytes]] [dscp value] [order] [fragments]
[monitor] [no-drop]

To remove this filter, you have two choices:
e Usethe no seq sequence-number command if you know the filter's sequence number.

e Usetheno deny {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

Parameters source Enter the IP address in dotted decimal format of the network from which the
packet was sent.

mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

Access Control Lists (ACL) 203



host ip-address

destination

ttl

operator

count
bytes
dscp

order

fragments

monitor

no-drop

Defaults Not configured.

Enter the keyword host then the IP address to specify a host IP address or
hostname.

Enter the IP address of the network or host to which the packets are sent.

Enter the keyword tt1 to permit a packet based on the time to live value. The
range is from 1 to 255.

Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword bytes to count bytes processed by the filter.
(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want

to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.12(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor

parameter.

9.11(0.0) Added support for session—ID to the monitor parameter.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000-ON.
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Usage
Information

Related
Commands

Version
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.3.1.0
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0
7.4.1.0
6.5.10

Description

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the non-contiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
“Quality of Service” section of the Dell EMC Networking OS Configuration Guide.

The software cannot count both packets and bytes; when you enter the count byte options, only bytes

are incremented.

ip access-list extended — create an extended ACL.

[ ]
[ ]
e permit tcp — assign a permit filter for TCP packets.
e permit udp — assign a permit filter for UDP packets.

permit icmp

Configure a filter to allow all or specific ICMP messages.

Syntax

Parameters

permit icmp {source mask | any | host ip-address} {destination mask | any |
host ip-address} [type] I[dscp] [message-type] [count [byte] | log] [order]
[monitor] [fragments] [no-drop]

To remove this filter, you have two choices:
e Usethe no seq sequence-number command if you know the filter's sequence number.

e Usetheno permit icmp {source mask | any | host ip-address} {destination

mask | any

source

mask

any

host /p-address

destination

type

host ip-address} command.

Enter the IP address of the network or host from which the packets were sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or noncontiguous.

Enter the keyword any to match and drop specific Ethernet traffic on the
interface.

Enter the keyword host and then enter the IP address to specify a host IP
address.

Enter the IP address of the network or host to which the packets are sent.
Enter the ICMP packet type. The following types are available:
For IPv4:

echo count
echo-reply count
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dscp

message-type

count

byte

order

monitor

fragments

no-drop

Defaults Not configured.

host-unreachable count
host-unknown count
network-unknown count
net-unreachable count
packet-too-big count
parameter-problem count
port-unreachable count
source-quench count
time-exceeded count

For IPv6:

echo count

echo-reply count

nd-ns count

nd-na count
packet-too-big count
parameter-problem count
time-exceeded count
port-unreachable count

The ICMP packets cannot be filtered using mirroring ACL.

Enter the keyword dscp to deny a packet based on the DSCP value. The range is O
to 63.

(OPTIONAL) Enter an ICMP message type, either with the type (and code, if
necessary) numbers or with the name of the message type. The range is O to 255
for ICMP type and O to 255 for ICMP code.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL, E-Series only) Enter the keyword 1og to have the information kept in
an ACL log file.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is O to 254 (where 0 is the highest priority and 254 is the lowest;
lower-order numbers have a higher priority). If you do not use the keyword order,
the ACLs have the lowest order by default (255).

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic
that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface.

@ NOTE: For more information, refer to the Flow-based Monitoring section in
the Port Monitoring chapter of the FTOS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST

Command

History Version

9.11(2.0)

9.8(1.0)
9.8(0.0)
9.2(1.0)
8.3.19.0
8.3.11.1

206 Access Control Lists (ACL)

Description

Added the type parameter to filter the ICMP packets based on the type and code
on the S6000, S6000-0ON, S6100-0ON, Z9100-ON.

Introduced on the Z9100-ON..
Added the no-drop parameter.
Introduced on the Z9500.
Introduced on the S4820T.
Introduced on the Z9000.



Usage

Information

permit tcp

Version
8.3.7.0
8.3.1.0
8.2.1.0
8.1.1.0
7.4.1.0
6.5.10

Description

Introduced on the S4810.

Added the keyword dscp.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series ExaScale.

Added support for noncontiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, refer to
the Quality of Service chapter of the FTOS Configuration Guide.

When you use the 1og option, the CP processor logs details about the packets that match. Depending on
how many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. For more information, refer

to Port Monitoring.

@ NOTE: When ACL logging and byte counters are configured simultaneously, byte counters may
display an incorrect value. Configure packet counters with logging instead.

To pass TCP packets meeting the filter criteria, configure a filter.

Syntax

Parameters

permit tcp {source mask | any | host ip-address} [bit] [operator port
[port]] {destination mask | any | host ip-address} [bit] [ttl operator]
[dscp] [operator port [port]] [count [byte] [order] [fragments] [monitor]
[no-drop]

To remove this filter, you have two choices:
e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno permit tcp {source mask | any | host ip-address} {destination

mask | any

source

mask

any
host ip-address

bit

host ip-address} command.

Enter the IP address of the network or host from which the packets were sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.
Enter the keyword host then the IP address to specify a host IP address.

Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)

psh: push function

rst: reset the connection

syn: synchronize sequence numbers

urg: urgent field

established: datagram of established TCP session

Use the established flag to match only ACK and RST flags of established TCP
session.

You cannot use established along with the other control flags
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ttl

operator

dscp

operator

port port

destination

mask

count
byte

order

fragments

monitor

no-drop

Defaults Not configured.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST
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While using the established flag in an ACL rule, all the other TCP control flags
are masked, to avoid redundant TCP control flags configuration in a single rule.
When you use any TCP control flag in an ACL rule, established is masked and
other control flags are available.

Enter the keyword tt1 to permit a packet based on the time to live value. The
range is from 1 to 255.

Enter one of the following logical operand:

e cg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.

Enter the keyword dscp to permit a packet based on the DSCP value. The range is
from O to 63.

(OPTIONAL) Enter one of the following logical operand:
e cg =equalto

neqg = not equal to

gt = greater than

1t = less than

range = inclusive range of ports (you must specify two ports for the port
parameter)

Enter the application layer port number. Enter two port numbers if you are using
the range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

o 23 =Telnet

e 20and21=FTP
e 25=SMTP

e 169 = SNMP

Enter the IP address of the network or host to which the packets are sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want

to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.



Command
History

Usage
Information

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.12(0.0)

9.11(2.0P0)

9.11(0.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.3.1.0
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0
7.4.1.0

6.5.10

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added the established parameter on the S6000, S6000-ON, S6100-0ON,
Z9100-ON.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added the keyword dscp.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for non-contiguous mask and added the monitor option.
Deprecated the keyword established.

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
“Quality of Service” section of the Dell EMC Networking OS Configuration Guide.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

The S-Series cannot count both packets and bytes; when you enter the count byte options, only bytes

increment.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see
the Port Monitoring section.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for
example, gt, It, or range) may require more than one entry. The range of ports is configured in the CAM
based on bit mask boundaries; the space required depends on exactly what ports are included in the

range.
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Example An ACL rule with a TCP port range of 4000-8000 uses eight entries in the CAM.

DellEMC# Data

O Jo) Ul b WN

Total Ports:

4001

Mask From To #Covered

0000111110100000 1111111111100000 4000 4031 32
0000111111000000 1111111111000000 4032 4095 64
0001000000000000 1111100000000000 4096 6143 2048
0001100000000000 1111110000000000 6144 7167 1024
0001110000000000 1111111000000000 7168 7679 512
0001111000000000 1111111100000000 7680 7935 256
0001111100000000 1111111111000000 7936 7999 64
0001111101000000 1111111111111111 8000 8000 1

Example An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

DellEMC# Data

Mask From To #Covered

1 0000000000000000 1111110000000000 O 1023 1024

Total Ports:

1024

Related e ip access-list extended — create an extended ACL.
Commands e permit — assign a permit filter for IP packets.
e permit udp — assign a permit filter for UDP packets.

permit udp

To pass UDP packets meeting the filter criteria, configure a filter.

Syntax permit udp {source mask | any | host ip-address} [operator port [port]]

{destination mask

port [port]]

| any | host ip-address} [ttl operator] [dscp] [operator

[count [byte] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:
e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno permit udp {source mask | any | host ip-address} {destination
mask | any | host ip—addresscomnmnd
Parameters source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified
in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

ttl

operator
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Enter the keyword host and then enter the IP address to specify a host IP
address.

Enter the keyword tt1 to permit a packet based on the time to live value. The
range is from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal
to the specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value
that falls between the specified range of ttl values.



dscp

operator

port port

destination
count
byte

order

fragments

monitor

no-drop

Defaults Not configured.

Enter the keyword dscp to deny a packet based on the DSCP value. The range is
from O to 63.

(OPTIONAL) Enter one of the following logical operand:
e cg =equal to

neq = not equal to

gt = greater than

1t = less than

range = inclusive range of ports (you must specify two ports for the port
parameter)

Enter the application layer port number. Enter two port numbers if you are using
the range logical operand. The range is 0 to 65535.

Enter the IP address of the network or host to which the packets are sent.
(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want

to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.12(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor

parameter.

9.11(0.0) Added support for session—ID to the monitor parameter.

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.
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Version Description

8.3.1.0 Added the keyword dscp.
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0

7.4.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for non-contiguous mask and added the monitor option. .

6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage
Information

The order option is relevant in the context of the Policy QoS feature only. For more information, see the
“Quality of Service” section of the Dell EMC Networking OS Configuration Guide.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

The S-Series cannot count both packets and bytes; when you enter the count byte options, only bytes
increment.

The monitor option is relevant in the context of flow-based monitoring only. For more information, refer
to Port Monitoring.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for
example, gt, It, or range) may require more than one entry. The range of ports is configured in the CAM
based on bit mask boundaries; the space required depends on exactly what ports are included in the
range.

Example An ACL rule with a TCP port range of 4000-8000 uses eight entries in the CAM.

DellEMC# Data Mask From To #Covered

Example

Related
Commands

O Joy Ul WN

Total Ports:

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

4001

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

4000
4032
4096
6144
7168
7680
7936
8000

4031
4095
6143
7167
7679
7935
7999
8000

32
64
2048
1024
512
256
64

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

DellEMC# Data

Mask

From To

1 0000000000000000 1111110000000000 O

Total Ports:

1024

ip access-list extended — create an extended ACL.
permit — assign a permit filter for IP packets.
permit tcp — assign a permit filter for TCP packets.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax resequence access-list {ipv4 | mac} {access-list-name StartingSegNum Step-
to-Increment}
212 Access Control Lists (ACL)

1023

#Covered

1024



Parameters

Defaults

Command Modes

Command
History

Usage
Information

seq

ipv4 | mac Enter the keyword ipv4or mac to identify the access list type to resequence.
access-list-name Enter the name of a configured IP access list, up to 140 characters.

StartingSeqNum Enter the starting sequence number to resequence. The range is from O to

4294967290.
Step-to- Enter the step to increment the sequence number. The range is from 1 to
Increment 4294967290.
None
e EXEC

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.11.1 Introduced on the Z9000.

8.1.1.0 Introduced on the E-Series (IPv4).

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Introduced on the E-Series.

When all sequence numbers are exhausted, this feature permits re-assigning a new sequence number to
entries of an existing access-list.

Assign a sequence number to a deny or permit filter in an extended IP access list while creating the filter.

Syntax

Parameters

seq sequence-number {deny | permit} {ip-protocol-number | icmp | ip | tcp
| udp} {source mask | any | host ip-address} {destination mask | any |

host ip-address} [operator [portnumber | portname]] [ttl operator] [count
[byte] | log] [dscp value] [ecn value] [fragments] [monitor [session-ID]]

[no-drop] [order]

sequence- Enter a number from 0 to 4294967290.

number

deny Enter the keyword deny to configure a filter to drop packets meeting this
condition.
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214

permit
ip-protocol-
number
icmp

ip

tcp
udp

source

mask

any

host ip-address

operator

portnumber

portname

Access Control Lists (ACL)

Enter the keyword permit to configure a filter to forward packets meeting this
criteria.

Enter a number from 0 to 255 to filter based on the protocol identified in the IP
protocol header.

Enter the keyword icmp to configure an ICMP access list filter.

Enter the keyword ip to configure a generic IP access list. The keyword ip
specifies that the access list permits all IP protocols.

Enter the keyword tcp to configure a TCP access list filter.
Enter the keyword udp to configure a UDP access list filter.

Enter an IP address in dotted decimal format of the network from which the packet
was received.

(OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.

Enter the keyword host and then enter the IP address to specify a host IP address
or hostname.

(OPTIONAL) Enter one of the following logical operands:
e ecg =equalto

neqg = not equal to

gt = greater than

1t =less than

range = inclusive range of ports (you must specify two ports for the port
parameter.)

(OPTIONAL) Enter the application layer port number. Enter two port numbers if
you are using the range logical operand. The range is from 0 to 65535.

The following list includes some common TCP port numbers:
e 23 =Telnet

e 20and21=FTP-DATA and FTP
e 25 =SMTP
e 169 = SNMP

(OPTIONAL) Enter the logical name of the protocol.

The following logical names are supported in TCP:

bgp Border Gateway Protocol (179)

chargen Character generator (19)

cmd Remote commands (rcmd, 514)

daytime Daytime (13)

discard Discard (9)

domain Domain Name Service (53)

drip Dynamic Routing Information Protocol
(3949)

echo Echo (7)

exec Exec (512)

finger Finger (79)

ftp File Transfer Protocol (21)

ftp-data FTP data connections (20)

gopher Gopher (70)

hostname NIC hostname server (101)

ident Ident Protocol (113)

irc Internet Relay Chat (194)

klogin Kerberos login (543)

kshell Kerberos shell (544)

login Login (rlogin, 513)

lpd Printer service (515)

nntp Network News Transport Protocol (119)

pim-rp-disc PIM-RP-DISC(496)



destination

ttl

operator

count

bytes

pop2 Post Office Protocol v2 (109)

pop3 Post Office Protocol v3 (110)

smtp Simple Mail Transport Protocol (25)
sunrpc Sun Remote Procedure Call (111)
tacacs TAC Access Control System (49)

talk Talk (517)

telnet Telnet (23)

time Time (37)

uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WWW World Wide Web (HTTP, 80)

The following logical names are supported in UDP:

biff Biff (mail notification, comsat, 512)

bootpc Bootstrap Protocol (BOOTP) client (68)

bootps Bootstrap Protocol (BOOTP) server (67)

discard Discard (9)

dnsix DNSIX security protocol auditing (195)

domain Domain Name Service (DNS, 53)

echo Echo (7)

isakmp Internet Security Association and Key
Management Protocol (500)

mobile-ip Mobile IP registration (434)

nameserver IEN116 name service (obsolete, 42)

netbios-dgm NetBios datagram service (138)

netbios-ns NetBios name service (137)

netbios-ss NetBios session service (139)

non500-isakmp Internet Security Association and Key
Management Protocol (4500)

ntp Network Time Protocol (123)

pim-rp-disc PIM-RP-DISC (496)

rip Routing Information Protocol (router,
in.routed, 520)

snmp Simple Network Management Protocol (161)

snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)

syslog System Logger (514)

tacacs TAC Access Control System (49)

talk Talk (517)

tftp Trivial File Transfer Protocol (69)

time Time (37)

who Who service (rwho, 513)

xdmcp X Display Manager Control Protocol (177)

Enter the IP address of the network or host to which the packets are sent.

Enter the keyword tt1 to permit or deny a packet based on the time to live value.

The range is from 1 to 255.

Enter one of the following logical operand:
e cqg(equal to) — matches packets that contain a ttl value that is equal to the
specified ttl value.

e neg(not equal to) — matches packets that contain a ttl value that is not equal

to the specified ttl value.
e gt(greater than) — matches packets that contain a ttl value that is greater
than the specified ttl value.

e 1t (less than) — matches packets that contain a ttl value that is less than the

specified ttl value.

e range(inclusive range of values) — matches packets that contain a ttl value

that falls between the specified range of ttl values.
(OPTIONAL) Enter the keyword count to count the packets.
(OPTIONAL) Enter the keyword bytes to count the bytes.

(OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.
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Defaults

dscp

ecn

order

monitor

fragments

no-drop

Not configured

(OPTIONAL) Enter the keyword dcsp to match to the IP DSCP values. The range
is from O to 63.

(OPTIONAL) Enter the keyword ecn to match to the ECN values. The range is
from O to 3.

(OPTIONAL) Enter the keyword order to specify the QoS order for the ACL
entry. The range is from O to 254 (where O is the highest priority and 254 is the
lowest; lower-order numbers have a higher priority). If you do not use the keyword
order, the ACLs have the lowest order by default (255).

(OPTIONAL) Enter the keyword monitor then the session—ID to describe the
traffic that you want to monitor and the ACL in which you are creating the rule is
applied to the monitored interface. The session—ID range is from O to 65535.

@ NOTE: For more information, see “Flow-based Monitoring” in the Port

Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History
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This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.12(0.0)
9.11(2.0P0)

9.11(0.0)
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.3.1.0
8.2.1.0
8.1.1.0
7.6.1.0
7.5.1.0

Description
Introduced the tt1 parameter.

Included support for using logical names of a protocol to configure an IP access list
in both TCP and UDP on the S6000, S6000-ON, S6100-ON, Z9100-ON.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.



Usage
Information

Related
Commands

Version Description

7.4.1.0 Added support for the non-contiguous mask and added the monitor option.
Deprecated the keyword established.

6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The monitor option is relevant in the context of flow-based monitoring only. For more information, refer
to Port Monitoring.

The order option is relevant in the context of the Policy QoS feature only. The following applies:

e The seq sequence-number command is applicable only in an ACL group.

e The order option works across ACL groups that are applied on an interface via the QoS policy
framework.

e The order option takes precedence over seq sequence-number.

e |f you do not configure sequence-number, the rules with the same order value are ordered
according to their configuration order.

e |f you configure sequence-number, the sequence-number is used as a tie breaker for rules with the
same order.

When you use the 1og option, the CP processor logs details about the packets that match. Depending on

how many packets match the log entry and at what rate, the CP may become busy as it has to log these
packets’ details.

If you configure the sequence-number, the sequence-number is used as a tie breaker for rules with
the same order.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

e deny — configure a filter to drop packets.
e permit — configure a filter to forward packets.

Common MAC Access List Commands

The following commands are available within both MAC ACL modes (Standard and Extended) and do not have mode-specific
options. These commands allow you to clear, display, and assign MAC ACL configurations.

The platform supports both Ingress and Egress MAC ACLs.

The MAC ACL can be applied on Physical, Port-channel and VLAN interfaces. As per the specified rules in the ACL, the traffic
on the interface/ VLAN members or Port-channel members will be permitted or denied.

clear counters mac access-group

Clear counters for all or a specific MAC ACL.

Syntax

Parameters

Command Modes

Command
History

clear counters mac access-group [mac-list-name]
mac-list-name (OPTIONAL) Enter the name of a configured MAC access list.

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.
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Version
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
6.1.1.0

mac access-group

Description

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

Apply a MAC ACL to traffic entering or exiting an interface. You can apply a MAC ACL on a physical, port-channel, or VLAN

interface.

Syntax

Parameters

Defaults

Command Modes
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mac access-group access-list-name {in [vlan vlan-range] | out}

To delete a MAC access-group, use the no mac access-group mac-1ist-name command.

access-list-name Enter the name of a configured MAC access list, up to 140 characters.

vlan v/an-range

optimized
in

out

(D NOTE:

none

INTERFACE

®| NOTE: This option is available only with the keyword in option.

(OPTIONAL) Enter the keyword v1an and then enter a range of VLANs. The range
is from 1 to 4094 (you can use IDs 1 to 4094).

®| NOTE: This option is available only with the keyword in option.

Enter the keyword optimized to enable ACL optimization.
Enter the keyword in to configure the ACL to filter incoming traffic.

Enter the keyword out to configure the ACL to filter outgoing traffic.

1. If the MAC ACL is applied on VLAN, none of the VLAN members should have an access list applied
for that VLAN.

2. If the MAC ACL is applied on a Physical or Port Channel interface, the VLAN in which this port is
associated should not have an access list applied.

3. If the MAC ACL is applied on a VLAN, then that VLAN should not belong to VLAN ACL group.

4. If the MAC ACL is applied on a VLAN ACL group, then none of the VLANSs in that group should
have an access list applied on it.



Command
History

Usage

Information

Related
Commands

show mac access-lists

Display all of the Layer 2 ACLs configured in the system, whether or not they are applied to an interface, and the count of

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

7.6.1.0
7.5.1.0
6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.

Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

You can assign one ingress ACL and one egress ACL (standard or extended) to an interface.

e mac access-list standard — configure a standard MAC ACL.
e mac access-list extended — configure an extended MAC ACL.

matches/mismatches against each ACL entry displayed.

Syntax

Parameters

Command Modes EXEC Privilege

show mac access-lists [access-list-name] [interface interface] [in | out]

access-list-name Enter the name of a configured MAC ACL, up to 140 characters.

interface
interface

in | out

Enter the keyword interface then the one of the following keywords and the

interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the

slot/port information.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.
For a port-channel interface, enter the keywords port-channel then the

port-channel ID.

Identify whether ACL is applied on ingress or egress side.
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Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.5.1.0 Added support for 4-port 40G line cards on the E-Series.
8.4.1.0 Introduced.

show mac accounting access-list

Display MAC access list configurations and counters (if configured).

Syntax

Parameters

show mac accounting access-list access-list-name interface interface in

out

access-list-name Enter the name of a configured MAC ACL, up to 140 characters.

interface
interface

Enter the keyword interface then the one of the following keywords and the

interface information:
e For a 10-Gigabit Ethernet interface, enter the keyword

TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.

e For a port channel interface, enter the keywords port-channel then a
number.

e [For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

in | out Identify whether ACL is applied on ingress or egress side.

Command Modes e EXEC
EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.
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Version Description
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.5.1.0 Added support for 4-port 40G line cards on the E-Series.
8.1.1.0 Introduced on the E-Series.
7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series
6.1.1.0 Introduced on the E-Series.
Usage The ACL hit counters increment the counters for each matching rule, not just the first matching rule.

Information

Example

DellEMC# show mac accounting access-list TestMac interface
tengigabitethernet 1/8/1 in
Ingress Standard mac access-list TestMac on TenGigabitEthernet 1/89/1
Total cam count 2
seq 5 permit aa:aa:aa:aa:00:00 00:00:00:00:ff:ff count (0 packets)
seq 10 deny any count (20072594 packets)

DellEMC#

Standard MAC ACL Commands

When you create an access control list without any rule and then apply it to an interface, the ACL behavior reflects implicit
permit. These commands configure standard MAC ACLs and support both Ingress and Egress MAC ACLs.

@ NOTE: For more information, also refer to the Commands Common to all ACL Types and Common MAC Access List

Commands sections.

deny

To drop packets with a the MAC address specified, configure a filter.

Syntax deny {any

mac-source-address [mac-source-address-mask]} [count [byte]]
[log] [monitor]

To remove this filter, you have two choices:
e Usethe no seq sequence-number command if you know the filter's sequence number.

e Usetheno deny {any | mac-source-address mac-source-address-mask} command.

Parameters
any

Enter the keyword any to specify that all routes are subject to the filter.
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mac-source- Enter a MAC address in nn:nn:nn:nn:nn:nn format.

address

mac-source-
address-mask

(OPTIONAL) Specify which bits in the MAC address must match. If no mask is

specified, a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows
only MAC addresses that match).

count (OPTIONAL) Enter the keyword count to count packets processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword 1og to log the packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic
that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface. For more information, see the “Flow-based Monitoring”
in the Port Monitoring section in the Dell EMC Networking OS Configuration Guide.

Defaults Not enabled.

Command Modes CONFIGURATION-MAC ACCESS LIST-STANDARD

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added the monitor option.
Usage When you use the 1og option, the CP processor logs detail the packets that match. Depending on how

Information

Related
Commands
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many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.

@ NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

e permit — configures a MAC address filter to pass packets.
e seq — configures a MAC address filter with a specified sequence number.



mac access-list standard

To configure a standard MAC ACL, name a new or existing MAC access control list (MAC ACL) and enter MAC ACCESS LIST
mode. Also refer to the Commands Common to all ACL Types section and the Common MAC Access List Commands section.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

mac access-list standard mac-list-name

To delete a MAC access list, use the no mac access-list standard mac-1ist-name command.

mac-list-name Enter a text string as the name of the standard MAC access list (140 character
maximum).

Not configured.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.1.1.0 Introduced on the E-Series.

Dell EMC Networking OS supports one ingress and one egress MAC ACL per interface.

The number of entries allowed per ACL is hardware-dependent. For detailed specifications about entries
allowed per ACL, see your line card documentation.

®| NOTE: Ingress ACLs are supported on C-Series and S-Series platforms only.

DellEMC (conf) # mac-access-list access-list standard TestMAC

DellEMC (config-std-macl) # permit 00:00:00:00:00:00 00:00:00:00:ff:£ff
count

DellEMC (config-std-macl)# deny any count

DellEMC (config-std-macl) #
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permit

To forward packets from a specific source MAC address, configure a filter.

Syntax

Parameters

Defaults

permit {any |

mac-source-address [mac-source-address-mask]} [count [byte]]

| [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:
e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno permit {any | mac-source-address mac-source-address-mask}
command.
any Enter the keyword any to forward all packets received with a MAC address.

mac-source-
address

mac-source-
address-mask

count
byte

log

threshold-in
msgs count

interval minutes

monitor

Not configured.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

(OPTIONAL) Specify which bits in the MAC address must match. If no mask is
specified, a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows
only MAC addresses that match).

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to
indicate the maximum number of ACL logs that can be generated, exceeding
which the generation of ACL logs is terminated with the seq, permit, or deny
commands. The threshold range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes
at which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic

that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface. For more information, see “Flow-based Monitoring” in
the Port Monitoring section of the Dell EMC Networking OS Configuration Guide.

Command Modes CONFIGURATION-MAC ACCESS LIST-STANDARD

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
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Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.



Usage
Information

Related
Commands

seq

Version
8.1.1.0
7.6.1.0
7.5.1.0
6.1.1.0

Description

Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

When you use the 1og option, the CP processor logs details about the packets that match. Depending on
how many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.

@ NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may
display an incorrect value. Configure packet counters with logging inst”ad.

e deny — configure a MAC ACL filter to drop packets.
e seq — configure a MAC ACL filter with a specified sequence number.

To a deny or permit filter in a MAC access list while creating the filter, assign a sequence number.

Syntax

Parameters

Defaults

deny {any | mac-source-address [mac-source-address-mask]} [count [byte]]
[log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:
e Usethe no seq sequence-number command if you know the filter's sequence number.

e Usetheno deny {any | mac-source-address mac-source-address-mask} command.

any

mac-source-
address

mac-source-
address-mask

count
byte

log

threshold-in
msgs count

interval minutes

monitor

Not configured

Enter the keyword any to specify that all routes are subject to the filter.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

(OPTIONAL) Specify which bits in the MAC address must match. If no mask is
specified, a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows
only MAC addresses that match).

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to
indicate the maximum number of ACL logs that can be generated, exceeding
which the generation of ACL logs is terminated with the seq, permit, or deny
commands. The threshold range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes
at which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic
that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface. For more information, see “Flow-based Monitoring” in
the Port Monitoring section in the Dell EMC Networking OS Configuration Guide.

Command Modes CONFIGURATION-MAC ACCESS LIST-STANDARD

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

7.4.1.0 Added the monitor option.

6.1.1.0 Introduced on the E-Series.
Usage When you use the 1og option, the CP processor logs details about the packets that match. Depending on
Information how many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.
@ NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may

display an incorrect value. Configure packet counters with logging instead.

Related e deny — configure a filter to drop packets.
Commands e permit — configure a filter to forward packets.

Extended MAC ACL Commands

When an access-list is created without any rule and then applied to an interface, ACL behavior reflects implicit permit. The
following commands configure Extended MAC ACLs.

The platform supports both Ingress and Egress MAC ACLs.

NOTE: For more information, also refer to the Commands Common to all ACL Types and Common MAC Access List
Commands sections.

deny

To drop packets that match the filter criteria, configure a filter.

Syntax deny {any | host mac-address | mac-source-address mac-source-address-
mask} {any | host mac-address | mac-destination-address mac-destination-
address-mask} [ethertype-operator] [count [byte]] [log [interval minutes]
[threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:
e Usethe no seq sequence-number command if you know the filter's sequence number.
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Parameters

Defaults

e Usetheno deny {any | host mac-address | mac-source-address mac-source-

address-mask}

{any | host mac-address | mac-destination-address mac-

destination-address-mask} command.

any

host mac-
address

mac-source-
address

mac-source-
address-mask

mac-destination-
address

mac-destination-
address-mask

ethertype
operator

count
byte

log

threshold-in
msgs count

interval minutes

monitor

Not configured.

Enter the keyword any to drop all packets.

Enter the keyword host and then enter a MAC address to drop packets with that
host address.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff:ff:ff allows
entries that do not match and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

Enter the destination MAC address and mask in nn:nn:nn:nn:nn:nn format.

Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff:ff:ff allows
entries that do not match and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

(OPTIONAL) To filter based on protocol type, enter one of the following
Ethertypes:

® cv2 - is the Ethernet Il frame format

e 1llc -isthe |[EEE 802.3 frame format

® snap - is the IEEE 802.3 SNAP frame format

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to
indicate the maximum number of ACL logs that can be generated, exceeding
which the generation of ACL logs is terminated with the seq, permit, or deny
commands. The threshold range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes
at which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic

that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface. For more information, see “Flow-based Monitoring” in
the Port Monitoring section of the Dell EMC Networking OS Configuration Guide.

Command Modes CONFIGURATION-MAC ACCESS LIST-EXTENDED

Command
History

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.
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Usage
Information

Related
Commands

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
7.4.1.0 Added the monitor option.
6.1.1.0 Introduced on the E-Series.

When you use the 1og option, the CP processor logs detail the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these
packets’ details.

@ NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may

display an incorrect value. Configure packet counters with logging instead.

e permit — configure a MAC address filter to pass packets.
e seq — configure a MAC address filter with a specified sequence number.

mac access-list extended

Name a new or existing extended MAC access control list (extended MAC ACL).

Syntax

Parameters

Defaults
Command Modes

Command
History

mac access-list extended access-list-name [cpu-gos]

To delete a MAC access list, use the no mac access-list extended access-list-name
command.

access-list-name Enter a text string as the MAC access list name, up to 140 characters.

cpu-qos Enter the keywords cpu-gos to assign this ACL to control plane traffic only
(CoPP).

None

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.
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Usage

Information

Example

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.10.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.1.1.0 Introduced on the E-Series.

The number of entries allowed per ACL is hardware-dependent. For detailed specifications about entries
allowed per ACL, refer to your line card documentation.

Prior to 7.8.1.0, names are up to 16 characters long.

DellEMC (conf) # mac-access-1list access-list extended TestMATExt
DellEMC (config-ext-macl) # remark 5 IPv4
DellEMC (config-ext-macl) # seqg 10 permit any any ev2 eg 800 count bytes
DellEMC (config-ext-macl) # remark 15 ARP
DellEMC (config-ext-macl)# seq 20 permit any any ev2 eq 806 count bytes
DellEMC (config-ext-macl) # remark 25 IPv6
DellEMC (config-ext-macl) # seq 30 permit any any ev2 eqg 86dd count bytes
DellEMC (config-ext-macl)# seq 40 permit any any count bytes

( )# exit
mac accounting access-1list snickers interface

DellEMC (config-ext-macl
DellEMC (conf)# do show
tengig 1/17 in

Extended mac access-list snickers on TenGigabitEthernet 1/17

seq 10 permit any any ev2 eq 800 count bytes (559851886 packets
191402152148

bytes)

seq 20 permit any any ev2 eqg 806 count bytes (74481486 packets 5031686754
bytes)

seq 30 permit any any ev2 eqg 86dd count bytes (7751519 packets 797843521
bytes)

DellEMC (conf) # mac-access-list access-list extended TestMATExt

DellEMC (config-ext-macl) # remark 5 IPv4

DellEMC (config-ext-macl)# seq 10 permit any any ev2 eq 800 count bytes
DellEMC (config-ext-macl)# remark 15 ARP

DellEMC (config-ext-macl)# seq 20 permit any any ev2 eq 806 count bytes
DellEMC (config-ext-macl) # remark 25 IPv6

DellEMC (config-ext-macl) # seq 30 permit any any ev2 eq 86dd count bytes
DellEMC (config-ext-macl)# seq 40 permit any any count bytes

DellEMC (config-ext-macl) # exit

DellEMC (conf) # do show mac accounting access-1list snickers interface
tengig 1/17 in

Extended mac access-list snickers on TenGigabitEthernet 1/17

seq 10 permit any any ev2 eq 800 count bytes (559851886 packets
1914021521438

bytes)

seq 20 permit any any ev2 eqg 806 count bytes (74481486 packets 5031686754
bytes)
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Related
Commands

permit

seq 30 permit any any ev2 eq 86dd count bytes (7751519 packets 797843521
bytes)

e mac access-list standard — configure a standard MAC access list.
e show mac accounting access-list — display MAC access list configurations and counters (if
configured).

To pass packets matching the criteria specified, configure a filter.

Syntax

Parameters

Defaults

permit {any | host mac-address | mac-source-address mac-source-address-
mask} {any | host mac-address | mac-destination-address mac-destination-
address-mask} [ethertype operator] [count [byte]] | [log] [monitor]

To remove this filter, you have two choices:

e Usetheno seq sequence-number command if you know the filter's sequence number.

e Usetheno permit {any | host mac-address | mac-source-address mac-source-
address-mask} {any | mac-destination-address mac-destination-address-
mask} command.

any Enter the keyword any to forward all packets.

host Enter the keyword host then a MAC address to forward packets with that host
address.

mac-source- Enter a MAC address in nn:nn:nn:nn:nn:nn format.

address

mac-source- (OPTIONAL) Specify which bits in the MAC address must match.

address-mask The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff:ff.ff allows

entries that do not match and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

mac-destination- Enter the destination MAC address and mask in nn:nn:nn:nn:nn:nn format.
address

mac-destination- gpecify which bits in the MAC address must be matched.
address-mask
The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff:ff:ff allows

entries that do not match and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

ethertype (OPTIONAL) To filter based on protocol type, enter one of the following
operator Ethertypes:

® cv2 -is the Ethernet Il frame format

e 1l1c -isthe IEEE 802.3 frame format

® snap - is the IEEE 802.3 SNAP frame format

count (OPTIONAL) Enter the keyword count to count packets the filter processes.
byte (OPTIONAL) Enter the keyword byte to count bytes the filter processes.

log (OPTIONAL, E-Series only) Enter the keyword 1og to log the packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic

that you want to monitor and the ACL in which you are creating the rule is applied
to the monitored interface.

@ NOTE: For more information, see Flow-based Monitoring in the “Port
Monitoring” section of the Dell EMC Networking OS Configuration Guide.

Not configured.

Command Modes CONFIGURATION-MAC ACCESS LIST-EXTENDED
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Command
History

Usage
Information

Related
Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
7.4.1.0
6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.
Added the monitor option.

Introduced on the E-Series.

When you use the 1og option, the CP processor logs details about the packets that match. Depending on
how many packets match the log entry and at what rate, the CP may become busy as it has to log these

packets’ details.

@ NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may

display an incorrect value. Configure packet counters with logging instead.

e deny — configure a MAC ACL filter to drop packets.
e seq — configure a MAC ACL filter with a specified sequence number.

IP Prefix List Commands

When you create an access-list without any rule and then apply it to an interface, the ACL behavior reflects implicit permit.

To configure or enable IP prefix lists, use these commands.

clear ip prefix-list

Reset the number of times traffic mets the conditions (“hit” counters) of the configured prefix lists.

Syntax

Parameters

Defaults

Command Modes EXEC Privilege

clear ip prefix-list [prefix-name]

prefix-name

(OPTIONAL) Enter the name of the configured prefix list to clear only counters for

that prefix list, up to 140 characters long.

Clears “hit” counters for all prefix lists unless a prefix list is specified.
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Command
History

Related
Commands

deny

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

7.6.1.0
7.5.1.0
6.2.1.1

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

e ip prefix-list — configure a prefix list.

To drop packets meeting the criteria specified, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History
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deny ip-prefix

[ge min-prefix-length] [le max-prefix-lengthl]

To delete a drop filter, use the no deny ip-prefixcommand.

ip-prefix

ge min-prefix-

length

le max-prefix-

length

Not configured.

PREFIX-LIST

Specify an IP prefix in the network/length format. For example, 35.0.0.0/ 8 means
match the first 8 bits of address 35.0.0.0.

(OPTIONAL) Enter the keyword ge and then enter the minimum prefix length,
which is a number from zero (0) to 32.

(OPTIONAL) Enter the keyword le and then enter the maximum prefix length,
which is a number from zero (0) to 32.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)

Description
Introduced on the S6010-ON and S4048T-ON.



Usage

Information

Version
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
6.1.1.0

Description

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

Sequence numbers for this filter are automatically assigned starting at sequence number 5.

If you do not use the ge or 1e options, only packets with an exact match to the prefix are filtered.

ip prefix-list

Enter the PREFIX-LIST mode and configure a prefix list.

Syntax

Parameters

Command Modes

Command
History

ip prefix-list prefix-name

To delete a prefix list, use the no ip prefix-list prefix-name command.

prefix-name

CONFIGURATION

Enter a string up to 16 characters long as the name of the prefix list, up to 140

characters long.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
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Version

Description

9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.2.1.1 Introduced on the E-Series.
Usage Prefix lists redistribute OSPF and RIP routes meeting specific criteria.
Information
Related e show ip route list — display IP routes in an IP prefix list.
Commands e show ip prefix-list summary — display a summary of the configured prefix lists.

seq
To a deny or permit filter in a prefix list while configuring the filter, assign a sequence number.
Syntax seq sequence-number {deny | permit} {any} | [ip-prefix /nn {ge min-prefix-—
length} {le max-prefix-length}] | [bitmask number]
To delete a specific filter, use the no seq sequence-number {deny | permit} {any} | [ip-
prefix {ge min-prefix-length} {le max-prefix-length}] | [bitmask number].
Parameters sequence- Enter a number. The range is from 1 to 4294967294.
number
deny Enter the keyword deny to configure a filter to drop packets meeting this
condition..
permit Enter the keyword permit to configure a filter to forward packets meeting this
condition.
any (OPTIONAL) Enter the keyword any to match any packets.

ip-prefix /nn

ge min-prefix-
length

le max-prefix-
length

bitmask number

Defaults Not configured.

Command Modes PREFIX-LIST

(OPTIONAL) Specify an IP prefix in the network/length format. For example,
35.0.0.0/8 means match the first 8 bits of address 35.0.0.0.

(OPTIONAL) Enter the keyword ge and then enter the minimum prefix length,
which is a number from zero (0) to 32.

(OPTIONAL) Enter the keyword 1e and then enter the maximum prefix length,
which is a number from zero (0) to 32.

Enter the keyword bitmask then enter a bit mask number in dotted decimal
format.

Cf)mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description

9.10(0.1)
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Usage
Information

Version
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
6.3.1.0

If you do not use the ge or 1e options, only packets with an exact match to the prefix are filtered.

show config

Description

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Added the bit mask option.

Display the current PREFIX-LIST configurations.

Syntax

Command Modes

Command
History

show config

PREFIX-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
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Version Description

8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.1.1.0 Introduced on the E-Series.

Example
DellEMC (conf-nprefixl) # show config
|
ip prefix-list snickers
DellEMC (conf-nprefixl) #

show ip prefix-list detail

Display details of the configured prefix lists.

Syntax show ip prefix-list detail [prefix-name]

Parameters prefix-name (OPTIONAL) Enter a text string as the name of the prefix list, up to 140 characters.

Command Modes e EXEC
e EXEC Privilege

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

6.1.1.0 Introduced on the E-Series.

Example
DellEMC# show ip prefix-list detail

Ip Prefix-list with the last deletion/insertion: PL OSPF to RIP
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ip prefix-

count: 3,

seq 5 permit 1.1.1.0/24

seq 10

seq 25 permit 192.0.0.0 bitmask 192.0.0.0

DellEMC#

list PL _OSPF_to RIP:

range entries: 1, sequences: 5 - 25
(hit count: 0)

deny 2.1.0.0/16 ge 23 (hit count: 0)

(hit count: 800)

show ip prefix-list summary

Display a summary of the configured prefix lists.

Syntax

Parameters

Command Modes

Command
History

Example

show ip prefix-list summary

prefix-name

e EXEC

[prefix-name]

(OPTIONAL) Enter a text string as the name of the prefix list, up to 140 characters.

e EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

7.6.1.0
7.5.1.0
6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

DellEMC# show ip prefix-list summary

Ip Prefix-
ip prefix-

count: 3,
Dell1EMC#

list with the last deletion/insertion:
list PL_OSPF_to RIP:
range entries: 1, sequences:

PL OSPF to RIP

5 - 25
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Route Map Commands

When you create an access-list without any rule and then applied to an interface, the ACL behavior reflects implicit permit.

To configure route maps and their redistribution criteria, use the following commands.

continue

To a route-map entry with a higher sequence number, configure a route-map.

Syntax

Parameters

Defaults

continue [sequence-number]

sequence- (OPTIONAL) Enter the route map sequence number. The range is from 1 to 65535.
number

Not configured.

Command Modes ROUTE-MAP

Command
History

Usage
Information

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
7.4.1.0 Introduced on the E-Series.

The continue feature allows movement from one route-map entry to a specific route-map entry
(the sequence number). If you do not specify the sequence number, the continue feature simply
moves to the next sequence number (also known as an implied continue). If a match clause exists, the
continue feature executes only after a successful match occurs. If there are no successful matches,
the continue feature is ignored.

Match clause with Continue clause

The continue feature can exist without a match clause. A continue clause without a match clause
executes and jumps to the specified route-map entry.

With a match clause and a continue clause, the match clause executes first and the continue clause next

in a specified route map entry. The continue clause launches only after a successful match. The behavior

is:

e A successful match with a continue clause, the route map executes the set clauses and then goes to
the specified route map entry upon execution of the continue clause.

e |f the next route map entry contains a continue clause, the route map executes the continue clause if
a successful match occurs.
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e |f the next route map entry does not contain a continue clause, the route map evaluates normally.
If a match does not occur, the route map does not continue and falls through to the next sequence

number, if one exists.

Set Clause with Continue Clause

If the route-map entry contains sets with the continue clause, set actions are performed first then the

continue clause jumps to the specified route map entry.
e |f a set action occurs in the first route map entry and then the same set action occurs with a different

value in a subsequent route map entry, the last set of actions overrides the previous set of actions

with the same set command.
e |[fset community additive and set as-path prepend are configure, the communities and
AS numbers are prepended.

Related set community — specify a COMMUNITY attribute.
Commands e set as-path — configure a filter to modify the AS path.
description

Add a description to this route map.

description {description}

To remove the description, use the no description {description} command.

Syntax

Parameters Py
description

Defaults None

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell

History EMC Networking OS Command Line Reference Guide.
Version Description
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
pre-7.7.1.0 Introduced.

Related e route-map — enable a route map.

Commands

match as-path

To match routes that have a certain AS number in their BGP path, configure a filter.

Syntax

Enter a description to identify the route map (80 characters maximum).

match as-path as-path-name
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Parameters

Defaults

Command Modes

Command
History

Related
Commands

To delete a match AS path filter, use the no match as-path as-path-name command.

as-path-name

Not configured.

ROUTE-MAP

Enter the name of an established AS-PATH ACL, up to 140 characters.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

7.6.1.0
7.5.1.0
pre-6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

e set as-path — add information to the BGP AS_PATH attribute.

match community

To match routes that have a certain COMMUNITY attribute in their BGP path, configure a filter.

Syntax

Parameters

Defaults

Command Modes
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match community community-list-name [exact]

To delete a community match filter, use the no match community command.

community-list-

name

exact

Not configured.

ROUTE-MAP

Enter the name of a configured community list.

(OPTIONAL) Enter the keywords exact to process only those routes with this
community list name.



Command
History

Related
Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

e set community — specify a COMMUNITY attribute.

match interface

To match routes whose next hop is on the interface specified, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History

match interface interface

To remove a match, use the no match interface interface command.

interface

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

Enter the following keywords and the interface information:

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port/subport information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the

slot/port information.

e For a Loopback interface, enter the keyword 1oopback then a number from O

to 16383.

e For a port channel interface, enter the keywords port-channel then a

number.

e For a VLAN interface, enter the keyword vlan then a number from 1 to 4094.

EMC Networking OS Command Line Reference Guide.
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Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.5.1.0 Added support for 4-port 40G line cards on the E-Series.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
6.1.1.0 Introduced on the E-Series.
Related e match ip address — redistribute routes that match an IP address.
Commands e match ip next-hop — redistribute routes that match the next-hop IP address.
e match ip route-source — redistribute routes that match routes advertised by other routers.
e match metric — redistribute routes that match a specific metric.
e match route-type — redistribute routes that match a route type.
e match tag — redistribute routes that match a specific tag.

match ip address

To match routes based on IP addresses specified in an access list, configure a filter.
Syntax match ip address prefix-list-name

To delete a match, use the no match ip address prefix-1ist-name command.

Parameters prefix-list-name  Enter the name of configured prefix list, up to 140 characters.

Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
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Version
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.8.1.0

7.6.1.0
7.5.1.0
pre-6.1.1.0

Related
Commands

match ip next-hop

Description

Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

match interface — redistribute routes that match the next-hop interface.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

To match based on the next-hop IP addresses specified in an IP access list or IP prefix list, configure a filter.

Syntax match ip next-hop {prefix-list prefix-list-name}

To delete a match, use the no match ip next-hop {prefix-list prefix-list-name}

command.
Parameters

list-name
Defaults Not configured.

Command Modes ROUTE-MAP

prefix-list prefix- Enter the keywords prefix-1ist and then enter the name of configured prefix

list, up 10 140 characters.

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.
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Related
Commands

Version Description

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.

e match interface — redistribute routes that match the next-hop interface.

e match ip address — redistribute routes that match an IP address.

e match ip route-source — redistribute routes that match routes advertised by other routers.

e match metric — redistribute routes that match a specific metric.

e match route-type — redistribute routes that match a route type.

e match tag — redistribute routes that match a specific tag.

match ip route-source

To match based on the routes advertised by routes specified in IP access lists or IP prefix lists, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command
History

match ip route-source {prefix-list prefix-list-name}

To delete a match, use the no match ip route-source {prefix-list prefix-list-name}
command.

prefix-list prefix- Enter the keywords prefix-1ist and then enter the name of configured prefix
list-name list, up to 140 characters.

Not configured.
ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.
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Related
Commands

Version Description

9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810
8.1.1.0 Introduced on the E-Series.
7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
were up to 16 characters long.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

match interface — redistribute routes that match the next-hop interface.
match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.
match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

match metric

To match on a specified value, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History

match metric metric-value

To delete a value, use the no match metric [metric-value] command.

metric-value Enter a value to match. The range is from zero (0) to 4294967295.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
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Related
Commands

Version
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

match origin

Description

Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

To match routes based on the value found in the BGP path ORIGIN attribute, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History
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match origin {egp | igp | incomplete}

To disable matching filter, use the no match origin {igp | egp | incomplete} command.

egp
igp

incomplete

Not configured.

ROUTE-MAP

Enter the keyword egp to match routes originating outside the AS.
Enter the keyword igp to match routes originating within the same AS.

Enter the keyword incomplete to match routes with incomplete routing
information.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.



Version
8.1.1.0
pre-6.1.1.0

match route-type

Description
Introduced on the E-Series.

Introduced on the E-Series.

To match routes based on the how the route is defined, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History

match route-type

| local}

{external [type-1 | type-2] |

To delete a match, use the no match route-type {local |

| type-2]

external [type-1|

type-2]

internal

level-1
level-2

local

Not configured.

ROUTE-MAP

level-1 |

level-2} command.

internal

internal

level-1 |

external

level-2

[type-1

Enter the keyword external then either type-1or type-2 to match only on OSPF

Type 1routes or OSPF Type 2 routes.

Enter the keyword internal to match only on routes generated within OSPF

areas.

Enter the keyword 1level-1 to match IS-IS Level 1 routes.

Enter the keyword level-2 to match IS-IS Level 2 routes.

Enter the keyword local to match only on routes generated within the switch.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.
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Related e match interface — redistribute routes that match the next-hop interface.
Commands e match ip address — redistribute routes that match an IP address.
e match ip next-hop — redistribute routes that match the next-hop IP address.
e match ip route-source — redistribute routes that match routes advertised by other routers.
e match metric — redistribute routes that match a specific metric.
e match tag — redistribute routes that match a specific tag.
match tag

To redistribute only routes that match a specified tag value, configure a filter.

Syntax match tag tag-value

To remove a match, use the no match tag command.

Parameters

tag-value Enter a value as the tag on which to match. The range is from zero (0) to

4294967295.

Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.
Related e match interface — redistribute routes that match the next-hop interface.
Commands e match ip address — redistribute routes that match an IP address.

e match ip next-hop — redistribute routes that match the next-hop IP address.

e match ip route-source — redistribute routes that match routes advertised by other routers.

e match metric — redistribute routes that match a specific metric.

e match route-type — redistribute routes that match a route type.
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route-map

Enable a route map statement and configure its action and sequence number. This command also places you in ROUTE-MAP
mode.

Syntax route-map map-name [permit | deny] [sequence-number]

To delete a route map, use the no route-map map-name [permit | deny] [sequence-
number] command.

Parameters

map-name Enter a text string of up to 140 characters to name the route map for easy
identification.

permit (OPTIONAL) Enter the keyword permit to set the route map default as permit. If
you do not specify a keyword, the default is permit.

deny (OPTIONAL) Enter the keyword deny to set the route map default as deny.

sequence- (OPTIONAL) Enter a number to identify the route map for editing and sequencing

number with other route maps. You are prompted for a sequence number if there are
multiple instances of the route map. The range is from 1 to 65535.

Defaults Not configured.

If you do not define a keyword (permit or deny) for the route map, the permit action is the default.

Command Modes CONFIGURATION

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.
Usage Use caution when you delete route maps because if you do not specify a sequence number, all route maps
Information with the same map-name are deleted when you use the no route-map map-name command.
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Example

Related
Commands

set as-path

DellEMC (conf) # route-map dempsey
DellEMC (config-route-map) #

e show config — display the current configuration.

To modify the AS path for border gateway protocol (BGP) routes, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands
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set as-path prepend as-number [... as—-number]

To remove an AS-Path setting, use the no set as-path {prepend as-number | tag}
command.

prepend as-
number

Enter the keyword prepend and then enter up to eight AS numbers to be inserted
into the BGP path information. The range is from 1 to 65535.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

You can prepend up to eight AS numbers to a BGP route.

This command influences best path selection in BGP by inserting a tag or AS number into the AS_PATH

attribute.

e match as-path — redistribute routes that match an AS-PATH attribute.



set automatic-tag

To automatically compute the tag value of the route, configure a filter.

Syntax set automatic-tag

To return to the default, enter no set automatic-tag.

Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.
Related e set level — specify the OSPF area for route redistribution.
Commands e set metric — specify the metric value assigned to redistributed routes.

e set metric-type — specify the metric type assigned to redistributed routes.

e set tag — specify the tag assigned to redistributed routes.

set comm-list delete

To remove the specified community list from the BGP route’s COMMUNITY attribute, configure a filter.

Syntax set comm-list community-list-name delete

To insert the community list into the COMMUNITY attribute, use the no set comm-list
community-1list-name delete command.

Parameters community-list- Enter the name of an established Community list, up to 140 characters.
name
Defaults Not configured.

Command Modes ROUTE-MAP
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Command
History

Usage
Information

Related
Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.8.1.0 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.

The community list used in the set comm-1list delete command must be configured so that each
filter contains only one community. For example, the filter deny 100:12 is acceptable, but the filter
deny 120:13 140:33 resultsin an error.

If the set comm-1ist delete command and the set community command are configured in the
same route map sequence, the deletion command (set comm-1list delete) is processed before the
insertion command (set community).

e match community — redistribute routes that match the COMMUNITY attribute.
e set community — specify a COMMUNITY attribute.

set community

Allows you to assign a BGP COMMUNITY attribute.

Syntax

Parameters

set community {community-number | local-as | no-advertise | no-export |
none} [additive]

To delete a BGP COMMUNITY attribute assignment, use the no set community {community-

number | local-as | no-advertise | no-export | none} command.

community- Enter the community number in AA:NN format where AA is the AS number (2
number bytes) and NN is a value specific to that autonomous system.

local-AS Enter the keywords 1ocal-AS to drop all routes with the COMMUNITY attribute

of NO_EXPORT_SUBCONFED.

All routes with the NO_EXPORT_SUBCONFED (OxFFFFFFO3) community attribute
must not be advertised to external BGP peers.
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Defaults

no-advertise

no-export

none

additive

Not configured.

Command Modes ROUTE-MAP

Command
History

Related
Commands

set level

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

Enter the keywords no-advertise to drop all routes containing the well-known
community attribute of NO_ADVERTISE.

All routes with the NO_ADVERTISE (OxFFFFFF02) community attribute must not
be advertised to other BGP peers.

Enter the keywords no-export to drop all routes containing the well-known
community attribute of NO_EXPORT.

All routes with the NO_EXPORT (OxFFFFFFO1) community attribute must not be
advertised outside a BGP confederation boundary.

Enter the keyword none to remove the community attribute from routes meeting
the route map criteria.

(OPTIONAL) Enter the keyword additive to add the communities to already
existing communities.

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

match community — redistribute routes that match the COMMUNITY attribute.
show ip bgp community — display BGP community groups.

To specify the IS-IS level or OSPF area to which matched routes are redistributed, configure a filter.

Syntax

set level {backbone | level-1 | level-1-2 | level-2 | stub-area}

To remove a set level condition, use the no set level {backbone | level-1 | level-1-2
level-2 | stub-area} command.
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Parameters

backbone Enter the keyword backbone to redistribute matched routes to the OSPF
backbone area (area 0.0.0.0).

level-1 Enter the keyword level-1 to redistribute matched routes to IS-IS Level 1.

level-1-2 Enter the keyword level-1-2 to redistribute matched routes to IS-IS Level 1 and
Level 2.

level-2 Enter the keyword level-2 to redistribute matched routes to IS-IS Level 2.

stub-area Enter the keyword stub to redistributed matched routes to OSPF stub areas.

Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Dell EMC Networking OS Line Reference Guide.
Version Description
9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.
Related set automatic-tag — compute the tag value of the route.

Commands set metric — specify the metric value assigned to redistributed routes.

set metric-type — specify the metric type assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

set local-preference

To set the BGP LOCAL_PREF attribute for routers within the local autonomous system, configure a filter.

Syntax set local-preference value

To delete a BGP LOCAL_PREF attribute, use the no set local-preference command.

Parameters value Enter a number as the LOCAL_PREF attribute value. The range is from O to

4294967295.

Defaults Not configured.
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Command Modes ROUTE-MAP

Command
History

Usage
Information

Related
Commands

set metric

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

The set local-preference command changes the LOCAL_PREF attribute for routes meeting
the route map criteria. To change the LOCAL_PREF for all routes, use the bgp default local-

Description

Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

preference command.

e Dbgp default local-preference — change the default LOCAL_PREF attribute for all routes.

To assign a new metric to redistributed routes, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command
History

set metric

| =] metric-value

To delete a setting, enter no set metric.

+

metric-value

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

(OPTIONAL) Enter + to add a metric-value to the redistributed routes.

(OPTIONAL) Enter - to subtract a metric-value from the redistributed routes.

Enter a number as the new metric value. The range is from zero (0) to

4294967295.

EMC Networking OS Command Line Reference Guide.
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Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

Related
Commands

set metric-type

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

set automatic-tag — compute the tag value of the route.

set level — specify the OSPF area for route redistribution.

set metric-type — specify the route type assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

To assign a new route type for routes redistributed to OSPF, configure a filter.

Syntax set metric-type {internal | external | type-1 | type-2}

To delete a setting, use the no set metric-type command.

Parameters .
internal
external
type-1
type-2
Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.
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Enter the keyword internal to assign the Interior Gateway Protocol metric of
the next hop as the route’'s BGP MULTI_EXIT_DES (MED) value.

Enter the keyword external to assign the IS-IS external metric.
Enter the keyword type-1 to assign the OSPF Type 1 metric.

Enter the keyword type-2 to assign the OSPF Type 2 metric.



Related
Commands

Version
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.2.0
8.3.19.0
8.3.11.1
8.3.7.0
8.3.1.0
8.1.1.0
7.6.1.0
7.5.1.0
pre-6.1.1.0

set next-hop

Description

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Implemented the keyword internal.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

set automatic-tag — compute the tag value of the route.

set level — specify the OSPF area for route redistribution.
set metric — specify the metric value assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

To specify an IP address as the next hop, configure a filter.

Syntax

Parameters

Defaults

Command
History

set next-hop ip-address

To delete the setting, use the no set next-hop ip-address command.

ip-address

Not configured.

Command Modes ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

Specify an IP address in dotted decimal format.

EMC Networking OS Command Line Reference Guide.

Version
9.10(0.1)
9.10(0.0)
9.10(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Introduced on the Z9500.
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Usage
Information

Related
Commands

set origin

Version Description

9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

If you configure the set next-hop command, its configuration takes precedence over the neighbor
next-hop-self command in the ROUTER BGP mode.

If you configure the set next-hop command with the interface’s IP address (either Loopback or
physical), the software declares the route unreachable.

e match ip next-hop — redistribute routes that match the next-hop IP address.

To manipulate the BGP ORIGIN attribute, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command
History

set origin {igp | egp | incomplete}

To delete an ORIGIN attribute setting, use the no set origin command.

egp Enter the keyword egp to set routes originating from outside the local AS.
igp Enter the keyword igp to set routes originating within the same AS.
incomplete Enter the keyword incomplete to set routes with incomplete routing information.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
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set tag

Version Description

8.3.11.1 Introduced on the Z9000.
8.3.7.0 Introduced on the S4810.
8.1.1.0 Introduced on the E-Series.
7.6.1.0 Introduced on the S-Series.
7.5.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

To specify a tag for redistributed routes, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

set tag tag-value

To delete a setting, use the no set tag command.

tag-value Enter a number as the tag. The range is from zero (0) to 4294967295.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell

EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

8.1.1.0 Introduced on the E-Series.

7.6.1.0 Introduced on the S-Series.

7.5.1.0 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.

e set automatic-tag — compute the tag value of the route.

e set level — specify the OSPF area for route redistribution.

e set metric — specify the metric value assigned to redistributed routes.
e set metric-type — specify the route type assigned to redistributed routes.
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set weight

To add a non-RFC compliant attribute to the BGP route to assist with route selection, configure a filter.

Syntax set weight weight

To delete a weight specification, use the no set weight weight command.

Parameters weight Enter a number as the weight used by the route meeting the route map
specification. The range is from O to 65535. The default is router-originated =
32768 and all other routes = 0.
When there are multiple routes to the same destination, the routes with a higher
weight are preferred.

Defaults router-originated = 32768; all other routes = 0

Defaults Not configured.

Command Modes ROUTE-MAP

Command This guide is platform-specific. For command information about other platforms, see the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.1) Introduced on the S6010-ON and S4048T-ON.

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7