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Instructions d'installation professionnelles

Le personnel d'installation

Ce produit est congu pour des applications spécifiques et doit étre installé par un personnel qualifié avec RF et connaissances connexes
réglementaire. L'utilisateur ne doit pas tenter générale d'installer ou de modifier le réglage.

Lieu d'installation

Le produit doit étre installé a un endroit ou I'antenne de rayonnement est maintenue a 20 cm de personnes a proximité dans son état de
fonctionnement normal, afin de répondre aux exigences réglementaires d'exposition aux radiofréquences.

Antenne externe

Utilisez uniquement I'antenne(s) qui ont été approuvés par le demandeur. Antenne (s) peuvent produire de I'énergie RF parasite
indésirable ou excessive transmission qui peut conduire a une violation des normes de la FCC / IC est interdite et non-approuvé.

Procédure d'installation

ATTENTION: S'il vous plaft choisir avec soin la position d'installation et assurez-vous que la puissance de sortie final ne dépasse pas les
limites fixées dans les régles pertinentes. La violation de ces régles pourrait conduire a des sanctions fédérales graves.
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Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation est
autorisée aux deux conditions suivantes:

1. Il'appareil ne doit pas produire de brouillage, et

2. l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre
le fonctionnement.
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Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

A A= 1C9] RSS-2104 =AUt 22 of A7 Aol el & A& i ehA] @ 2ol Nt 7 gy ot

Cet appareil est conforme a la norme RSS-210 d'Industrie Canada. L'opération est soumise a la condition que cet appareil ne provoque
aucune interférence nuisible.
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Cet appareil et son antenne ne doivent pas étre situés ou fonctionner en conjonction avec une autre antenne ou un autre émetteur,
exception faites des radios intégrées qui ont été testées.
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La fonction de sélection de I'indicatif du pays est désactivée pour les produits commercialisés aux Etats-Unis et au Canada.
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o] AIA| Abololl 420 cm A 2] & FaL A #] Bl A-F Al A oF %Hﬂr.

Déclaration d'exposition aux radiations: Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un
environnement non contrdlé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de
rayonnement et votre corps.
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Ubuntu <4 A A

Terminal(B 7] ¥) -2 Ut}
b. $sudo su -5 YHsF] T3 AFEAF B AT
c. Xuld Iy dd=zeds FATYL

o E

network-manager.nmcli con add type <type> ifname <ifname> con-name <connection-name>

apn <apn>

ol (Verizon):

network-manager.nmcli con add type gsm ifname cdc-wdm0O con-name VZ GSMDEMO apn
vzwinternet

o (AT&T):

network-manager.nmcli con add type gsm ifname cdc-wdmO con-name ATT GSMDEMO apn
broadband
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of|(3G):

network-manager.nmcli
internet

con

. EoQWEYAE AAF .

yEE
network-manager.nmcli

ol (Verizon):

network-manager.nmcli

o (AT&T):

network-manager.nmcli

o (3G):

network-manager.nmcli

v Y| E 9] Aol A &2 ok

Enra
R

con

con

con

con

add type gsm ifname cdc-wdmO con-name 3G _GSMDEMO apn

up <connection-name>

up VZ_ GSMDEMO

up ATT GSMDEMO

up 3G_GSMDEMO

3= .network-manager.nmcli con down <connection-name>

<l (Verizon):

network-manager.nmcli con down VZ GSMDEMO

of (AT&T):

network-manager.nmcli con down ATT GSMDEMO

o (3G):

network-manager.nmcli con down 3G _GSMDEMO
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ZigBee == A H
A F9: Q1 Z 24 Y4 o] Edge Gateway”} 24 X B 3% ZigBee EF2 AAF A uld Al L.

1. Edge Gateway2] A& HUth
2. Edge Gateway<] £ USB £ E 9] ZigBee T3S A3t}

+ - 16(9:32V)

vy PoE 5VI0.6A

3. Edge Gateway®] A& AL AAE =TT
Eq =E:ZigBee 7l'dol A3 A & U)-£-2 www.silabs.com e FZE5HH A L.
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Edge Gateway©= U3 £ 2+ A A 5 shvtel &7 AlT-d Uk

AR AAOE AT G AA SHE A EHE &G AAE ©]-8-3 Edge Gateway S A 3HA T2 M A

¢ Windows 10 loT Enterprise LTSB 2016
e Ubuntu Core 16

=E: Windows 10 £ A A o o) &+ =}A] 8} U] &2 msdn.microsoft.com= 23 A] Q.

=E: Ubuntu Core 16 © <3 F Al th & 214 3 -8 www.ubuntu.com/desktop/snappy= 223141 A &

Windows 10 loT Enterprise LTSB 2016
22 279 -g9F A2E A
K == Z 7€) 7} Edge Gateway<} 54 3 A B o] glojof ).

1. Edge Gateway |Gl ZE 19 YEY A A o] E& IP 47} Al 3= = DHCP &4 st W ES A =& 29 AZ43Y
Eq =E:3 Windows 78 A| AIXRE 743k H 68 A =7t &8t o] ¥ 2= FH o v 5027t 28 H Yo

2. Edge Gateway2] ™ G7loll Al &-E MAC 45 AHE-3o] UIES 22| DHCP AW = UEZ #4715 B3 IP 45
7FA &Y .

3. Windows HFENA LF g 23@ A2 S A5t X2 TS A2 T

4, IPFAZ AFLSle] 21018t

E4 =E:Edge Gateway] A2 T o A3} = LE AT 2FE FAFYT:
BY 920l 2g P AAY T
= E:Edge GatewayE 92 2= AR 3}7] 93] Edge Gateway?] ©|Tj S £ E 29] 3.3 IP F47} &3 Al th o= A4
Yt}

e IP34:192.168.2.1
o ABYnAT:255.255.255.0
e DHCP Htﬂ OHD]' HAU

AR M Ao ES AHR3HY T F A B 3l= Windows 7 FE ]l Edge GatewayE JZ2 T = FUHH

Windows 7 371 &) A o] ]l 4] View network connections(W|EY 2 92 B.7))S 7 AUt
Y EQ T #x Z=Zo] el Edge Gateway A1 Aol A} &8t ot ul O] HE| E n}9-2 0 EZBEOCR
Properties(£4)S &2 )

3. l;et\f&rgg(ﬂ]lf_ﬂ 7J) ¥l A, Internet Protocol Version 4 (TCP/IPv4) — Properties(Q1E] ! T2 & & W A 4(TCP/IPv4) £A4)S &
3 Y .

4.  Use the following IP address(th2- IP & AFE)S A 838132 192.168.2.x2 4B FYTH o 7)ol A x= IP F49] npx 2 2}
HrE e Y ohe]: 192.168.2.2).

“E: |Pvd 34 E Edge GatewaySt S A3 IP T4 2 AR SHA| v} A 2. 192.168.2.26] A] 192.168.2.254 A}o] 9] IP FAE
ALEEHAIA S

iy
ol

st
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5 AMBY vlxd255.255.255.02 93 U 0K(EA)E Sk

6. Edge Gateway<] o|ti¥l L E 29} A FH | FAEH oYl L EE AZ A UEY A Ao &2 A3}

7. 3 2E %3] A Remote Desktop Connection(¥ 2 g3 g 92)S 233}

8 IPF4192.168.2.13 AF83}9] Edge Gatewayol]l A AU 7| E A2l o] 5 2 4 &+ EF adminY Y T}

Windows 10 loT Enterprise LTSB 2016 &<
A F9: th-& & A ol u}2} Edge Gateway] 2= do] B 2 AtA gt}
USB Z & A] =2}o] B.E AL-&-3}o] Windows 10 loT Enterprise LTSB 2016 &8 4= 2154t}

4474 84
57 USB S Al =etol B E AUt AFA| & W62 7 USB & e A Eefo] B A
A%
1. EJUSB Z# A =g}o| B Edge Gatewayol] 44 gt}
2. Edge Gateway®] 2 9¥9S AUt}
Edge Gateway”} USB -7 &2} A| Egfo]H ol A 25 o &2 K-8 51 WindowsE Z3F A| o V| A 2 ThA] B3 th H o]
A== ek 2sito]l 28 HW gl 27 91U USB Z;A| EgtolHof At Ho] duHH A AF Ho] 7
HY
% LE: 89 21 59U 9] o] &2 <service tag>_<date>_<time>.bty YT}

o,
o
o
BN
ol
ol

>
>
to

Windows 10 I0T Enterprise LTSB 2016 7] ¥ 7] &

BIOS G HI°|E
BIOS & dl o] Eol] that A} A 3 U] 82 BIOS A2 2 A H o] EE F2FAA S

Watchdog Timer
Windows 10 loT Enterprise LTSB 2016-8- Watchdog Timer+= BI0S A A & &3} #lofg Ut}
H

BIOS A *d Watchdog Timer ©}2l] ol ] Watchdog Timer2 24 3} L n] 24 3
E4 =E:Edge Gateway2] BIOS A7l th ApA & 82 7] BIOS A& FESHA A L.

i‘l

[S13
H

T
i

2= LED

By =5: 2= LED o 83121 ¥ www.dell.com/supportl] X 23t =T R Edto|H & 2 =Y.

Edge Gateway 3000 A 2] 9] & /17| 315 /)58 27 LEDRIU o, k- LED S Edge Gatewaye] €% 5 ol gli= v
dlo] EA5S #2131 Edge Gateway 2] 25 A E| S &¢to 2 FAAle = 9l = 7] s d Ut
o] 71%5& 2185121 ¥ Edge Gateway®] GPIO # A A~ & =& 2 2 7w 3 of Pt}
] =

7 & o2} Edge Gateway2] S 2}9-= LEDE Ao o).

1. www.dell.com/supportell A} Z2}-9-= LED e H & the ==t
2 o AAe FERI

DCSTL64.dII

DCSTL64.sys

DCSTL64.inf

DCSTL64.cat
CloudLED.exe

B =50 HLEL SLS DEEA glolof gtk
3. du Ao =m iy LFE I E B = PowerShellol A CloudLED.exe S 2 U th & 3 & APt

e 20 oo

e CloudLED.exe ON
e CloudLED.exe OFF
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https://www.dell.com/support

TPM support(TPM X] )
Windows 10 loT Enterprise LTSB 20162 TPM 2.0-=- #] 9 3tk TPM 2] A~ 2~of] o] 3 2} Al| gF 1] &2 technet.microsoft.com/en-us/

library/cc7490225 =34 Al Q.

A2 FE R oA A3
Start (A¢) — Power (NZHE &2 3 th-2 Restart(A] A 2H == Shutdown(F 5)S 22 3)) 217} Edge Gateway S UHA] Al sk A
TEIUL

LAN 2 WLAN Y EY 3 74
Search(7 2) A #}oll A settings (A A) S ¢ 2 5}aL Settings(dA) 2 3t} Network & Internet(H| E] I & Q15 )& A &
S UEHAE AT YL

Bluetooth 743
Search(Z 4) ‘Aol A settings (A A)
o] A Bluetooth= A1 & gt t},

it

¢] 2 5} 3L Settings(4d ) 32 931t} Devices(F 2] )= A @l 3l t}2 912 5 d o W

WWAN(5815) VI EH = T4

B =t Edge Gatowayol A AH&3}7) Aol Au) AFAE o] 8] whol 22 SIM =8 BASAEA FATITE AAE
DL L ERLES UEEE SR AES

ulo] A2 SIM 7= 8 A X ¢ & o2 9 A& sy th

ut

1. Search(7#]) Ao A settings (2 4) E 25l Settings(2A) S AYth
2. Network & Internet{UJ| E9| =2 2 Q1E )& A
3. Wi-Fi & Ao A4 WWAN 28 21 WWAN o] HEjo] A4 2 #ejg =S deshy],

Ubuntu Core 16
N8

Ubuntu Core 162 10T A] ~& &
o

0Sell th &k 2bA &k 8- v

A 3t7] 3 A ] A28 #HAYUZ2 Linux 08 ¥] Yt} Ubuntu Core 16

¢ www.ubuntu.com/cloud/snappy

e www.ubuntu.com/internet-of-things

Ubuntu Core 16 478 -& & I+ =
012
Ubuntu Core 16 ¢ A Al ¢} g & 13~ )S dlo|Esteld &4 Qe ddo] et}
o] )& A&
» Ubuntu Core 16 =<3 A A S A %] 3}= 2] ol Al th-g-oll thdk Ab# %] 2] o] glofof ght).
—  Unix\Linux 4 &
- AYEANZTZES
— SSH e " ol & o] E(d]: PuTTY)
- UYESY A AA(d: ZZA] URL)

- F EERECEPECES:

1. Edge Gateway ©|G|Y] ZE 12 Y EY I Ao]ES IPF47F A1 85 = DHCP SA S U EY T = 2}-9-F o A4t}

2. UIESF 2] DHCP AW ol A dhcp-lease-1list HH S AF-&3}9] Edge Gateway2] MAC =49 AAH IP =45 71454
t}.

3. SSHEH Y ol E# o] Bl & AF-&-3tod SSH Al A& A ] Y th(e: Linux2] 7] & % % & SSH ] I E = Windows <]
PuTTY).
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HTTPS://TECHNET.MICROSOFT.COM/EN-US/LIBRARY/CC749022
http://www.ubuntu.com/cloud/snappy
https://www.ubuntu.com/internet-of-things

% = E: SSH A 1] 2= Ubuntu Core 1691 4] 7] E4 o 2 843 5 o] gl
4. 712 AR olE R AT TS0l ssh admin@</Paddress> ™87 S JHIAYTH 7] & ALEA o] & 2 45 = ZF adming
U,
o % o, th v} 25yt
lo@lo-Latitude-E7470:~$ ssh admin@10.101.46.209
admin@10.101.46.209's password:

FEE 232 -2A IPA2Y A

a8 T3 B e S 2E FFHE 3 Edge GatewayE A2+ AF5U T
E4 =E:EdgeGateway o] LE 29 1A IP F2E 37 F8H A &% 2 G2 AP Y

e IPF4:192.168.2.1
o AMBEYuAT:255.255.255.0
e DHCP AH:3d gl

1. ZAEHAFHANAM 5L Ao &= 14 IPva T2 5 AH-2-31¢] Edge Gatewayoll A2 o]l o HEI S A Tt}
|Pv4%‘—i§ 192.168.2.x2 AA3}, 017101%1 xi IP 749 npA g 22 =5 YEFY Y TH]: 192.168.2.2).

L E.|Pv4 F4E Edge Gateways} LT IP F4E A 3A] vl A 2.192.168.2.29]4 192.168.2.254 A}o]9]
IP 48 AHE3HA Al L.
2. ABYInAmE255,.255.255.002 AUt

LG AA R FEZ2IY Yo E
FECEEERES EEROEPDEEERERNN KRN S

2 ol Eakein g2 A AN L

admin@localhost:~$ sudo snap refresh

o
i
o
ol
Hr

Z o] Z<%4Y 1t} Ubuntu Core 16

A ANA L SETZaR WA BT
e g A g,
admin@localhost:~$ sudo uname -a
93k

Linux ubuntu.localdomain 4.4.30-xenial generic #1 SMP Mon Nov 14 14:02:48 UTC 2016 x86_64
x86 64 x86 64 GNU/Linux

wE A A AZEY]E AT 5 A FAFUTh AUl E o] YR AAG WS 2A AN L g8
233 JHEE FZIHAAL

7} Ubuntu ¥ 7

8 AT Bl G

UsHEs A8
admin@localhost:~$ sudo snap --help
AAE 29 e

oS EES AYgy
admin@localhost:~$ sudo snap list
A &F) o] F HElo]E

ohe WS g
admin@localhost:$ network-manager.nmcli general hostname <NAME>
AlZrt] B

A28 E 3 4] 08 Hh A UTC A kel 2 A F U Tk A7 2 A8 910 2 WA sheld g 9 e A g
admin@localhost:~$ sudo timedatectl --help
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SFotol sz WAL 919 =g shelo] el E AU

SELE RS

e EHe gy
admin@localhost:$ sudo reboot
Elcs

System reboot successfully

FEASA A 5
o5 EEs Ay
admin@localhost:$ sudo su -
Elesi

$ admin@localhost:~# sudo su -
$ root@localhost:~#

AP PR R
o HE S Ay

admin@localhost:$ cat /sys/class/dmi/id/product serial

A28 B 17k L o,

A2 A9 117
ohg W Ee AP

admin@localhost:$ sudo poweroff

AN-dlE dadoz TRrEYL.
HE S 3 34l Qe o] &
Edge Gateway 3000 A] 2] =+= o]t ¥l 474, 802.11b/g/n T4 U E Y 3 A4, Bluetooth V| E Y 3 A A 3} A A5 L th

| Y(EE 1, eth0)
AE & A Pl oMl Alo] Eo] RE 10l AA x| o] Qlkal 7hd & vf, shell i feonfig W& AW sHd o} o} w28 8}
o] A 1t WLAN B Bluetootho] /3 %] %] &2 7 -l = U E 9 = A H5of A4 54t

admin@localhost:~$ ifconfig

ifconfig WHwWE AP & S TP Foh
ethO Link encap:Ethernet HWaddr 74:e6:e2:e3:0f:12
inet addr:192.168.28.216 Bcast:192.168.28.255 Mask:255.255.255.0
inet6 addr: fe80::76e6:e2ff:fee3:f12/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:11 errors:0 dropped:0 overruns:0 frame:0
TX packets:19 errors:0 dropped:0 overruns:0 carrier:0
Collisions:0 txqueuelen:1000
RX bytes:1740 (1.7 KB) TX bytes:2004 (3.0 KB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:160 errors:0 dropped:0 overruns:0 frame:0
TX packets:160 errors:0 dropped:0 overruns:0 carrier:0
Collisions:0 txqueuelen:1000

RX bytes:13920 (13.9 KB) TX bytes:13920 (13.9 KB)

admin@localhost:~$

WLAN(wlan0)
o3 dl Ao A o] & 3 A HAE AFE-3HU T
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e <ssidname> = iotisvlab, ®17]A ssidi HA| 2= EAE ] o] EJ YT}
e <name> = testwifi, ®7]A named 7|EH o2 A4 A¥Hx}el AZF o] &4}
e <keytype> = wpa-psk, 4714 keytype AHE T Q1 WLAN 7] #2] ®Hot #a] f-3 44Ut

[s]
e <passco> = happy, ® 714 passco HA| 2 QA E] U WLAN | =3 = = s o)
MIES S e ol 25 Relw WY TEZEC th3-g T
$ network-manager.nmcli d
AHE e e Al s EQIES Bag Ftond W] TE I E T3 Y FTh
$ network-manager.nmcli d wifi

S HEs AaE T el 27 9] $SSID, $PSK 2 $WIFI_INTERFACES 14| gt}

g
i

sudo network-manager.nmcli dev wifi connect $SSID password $PSK ifname $WIFI INTERFACE

rr

sudo network-manager.nmcli dev wifi connect $SSID password $PSK

© g
Ach

sudo network-manager.nmcli dev disconnect $WIFI INTERFACE

AzEel g A4S Fhske W 3 THLEN U JH P
$>: network-manager.nmcli con add con-name <name> ifname wlan0 type wifi ssid <ssidname>
o & Eol, b L o,

$>: network-manager.nmcli con add con-name testwifi ifname wlanO type wifi ssid iotisvlab
Al 22Elo] A QLG A AL ¥ = T 27 % Al B S e e oA TS e v,

$>: network-manager.nmcli con modify <name> wifi-sec.key-mgmt <keytype>

o) & Sol, Tt v,

$>: network-manager.nmcli con modify testwifi wifi-sec.key-mgmt wpa-psk

AeEgel A2 T thEt w2 5E 8 A Fokel W WY TELEAM e 4P,

$>: network-manager.nmcli con modify <name> wifi-sec.psk <passco>

g Eof, Bt gL

$>: network-manager.nmcli con modify testwifi wifi-sec.psk happy

AZg APt B TEZEAA e Y FUTHA 2T S A2 E o] AT IPFAE A S 5 AL,
$>: network-manager.nmcli con up id <name>

dE gol, vh&3 gEuth

$>: network-manager.nmcli con up id testwifi

Bluetooth
t}S W # S 23] 3o Bluetooth 7] 1. = ¢} 742 Bluetooth F X S #H| o] &

b

U,

1. bluetoothctl 24& A zHg ]t}
#bluez.bluetoothctl -a

2. FAAEHYL
$ power on

3. Z]1RZ=C gt oo]AEE FE Y

$ agent KeyboardOnly
$ default-agent

4. FAEFYE AY 7l REd w5YTh
$ pairable on
5. 72| Bluetooth 4| & 7 Mgt}

$ scan on

o



6. Bluetooth 7] L =2 ukA sl A A}
$ scan off
7. Bluetooth 2] & o] & 3}
$ palr <MAC address of Bluetooth keyboard>
8. P23 7% Bluetooth 7| L =of PIN =5 ] gt}
Bluetooth 7] R = Al 2] gt}
$ trust <MAC address of Bluetooth keyboard>
10.  Bluetooth 7] R.=of] AAF ).
$ connect <MAC address of Bluetooth keyboard>
11.  bluetoothctl &8 5T

$ quit

it
o

b

<A

Bluetooth 7] . =& A}&3}o] A 2HE 4= 95U ).
WLAN ¥ Bluetooth 2= 12| A 3t
1. WLAN/BT =g}o| B & A 2 =3t}

$ modprobe -r ven rsi sdio
2. [Etc/modprobe.d/rs9113.confoll 4] =5 x4 gt}
WLAN/BT =2fo]H & thA] 2 =gtk

$ modprobe ven rsi sdio
4 A% REE RAFUT AF RE e BB A Q.

$ cat /sys/module/ven rsi sdio/parameters/dev_oper mode

¥ 9. WLAN ¥ Bluetooth®] 25 L= 3t

e RE# WiFi =¥ o] A A4S EBTBLEEE  softAP gfg/].\%og-] e
1 X AT = AT s

1 A Qe X 32

13 X o] (BT Z#2] % BTLE) AT s

14 °] (BT =l 4] & BTLE) X 4

5 X BT &4 AT s

6 BT =4 X 32

AT E o] A d AA 2 2] (SoftAP)
L E g0 x|l A 2 A H(SoftAP) 752 Fal Al QI E R Agah= WikFi 7k B vkl Eefolw] x| glof mhe} thE v
o2 E S Ay
1. AAxFAEAHHE Fag.
$ wifi-ap.status
2. 7]¥ A2 SoftAP v 24 A el P Ut} SoftAP2] H Y& AUt
$ wifi-ap.config set disabled=false
3. WPA2 Personal 2 Wi-Fi A4~ LA E S 1A A F /19 +4 =S WA o)

$ wifi-ap.config set wifi.security=wpa2 wifi.security-passphrase=Test1234

Kl

olZA A IF FES AHE3Fo] WPA2 HoFS Test1234208 AR T 4= 5T

Fi 5592 FEA 55 b me 300l 2H0] e 45§92 27H500] 1) HUATU. o My Wi, Pa
or — Alans .
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RS-232 2 RS-422\485 LED 2] 7] ¥ el = OFF(7A A )ol ™, Hlo|H & A% T w vk ON(A A )o] Yt} AX] === RS-2327} 5 &
Wl Y& LERE A ZEA ZE 91X o2 FJEgur)

EI0.HEXE
W3 ¥E §9 AdE FA ==
1 RS-232/RS-422/RS-485 Molex 90130-3210 coM3
2 RS-232/RS-422/RS-485 Molex 90130-3210 coM3
RS-232

Dell-& A& Alo] Bz 2244eh 4 9= 714 2 Ed oS g8 5y th
U Y At RS2 EEE T4
1. BIOS 223 HE 3l:= BIOSel| 4] RS-2322 4 4 g th.
#Platcfgb4E.efi 0x046F:0x0001
#Platcfg64E.efi 0x046F:0x0001
== DCC(Dell Command | Configure) 58 = 2 1388 A}-8-3}¢] BIOS A& A &3}

$ dcc.cctk -h --seriall
$ dcc.cctk --seriall
$ dcc.cctk --seriall=rs232

2. Y IXE R=Z AL
$ sudo stty -F /dev/ttyXRUSBO ispeed 115200 ospeed 115200 -echo -onlcr -ixon -ixoff
$ sudo stty -F /dev/ttyXRUSB1l ispeed 115200 ospeed 115200 -echo -onlcr -ixon —-ixoff
3. % EE ] olBE A%t £A(H E LE 7] §4 RS-232) 81 ok,
$ sudo su
$ echo abcdefg > /dev/ttyXRUSBO
WE S st dolHE By Th
4. ZFE I SSHE th& En gl A HolB & FA gt
ssh admin@<IP addr of caracalla>
asswd: admin)

$ sudo su
$ cat /dev/ttyXRUSB1

T AE o] EHLEA FAlE =R El .
RS-422FD\RS-485FD
Dell> A & Ao &= 2218 4= Q)= 714 iEE%M% FHoHA 5 Yth
t}e ™ =S 2 g &} o] RS-422\RS-485 7] F L E] &

1. BIOS 2= HEo| 91+ BI0Se] 4] RS-422\RS-485 FD & A4 &t}

#Platcfg64E.efi 0x0470:0x0003
#Platcfgb4E.efi 0x0473:0x0003

,\-(./)

r—1
ﬁd
mlo
-
o,
ot
i
Ks)

== DCC(Dell Command | Configure) 3-8 = 2 1313 A}-8-3}o] BIOS A& &g

dcc.cctk -h --seriall

dcc.cctk --seriall

dcc.cctk —--seriall=rsd22
2. AYETER=E 4GP

$ sudo stty -F /dev/ttyXRUSBO ispeed 115200 ospeed 115200 -echo -onlcr -ixon -ixoff
$ sudo stty -F /dev/ttyXRUSB1l ispeed 115200 ospeed 115200 -echo -onlcr -ixon -ixoff
3. 3E 7ol Hlolel & A s Sae) A LE 7he] f4 RSA22/485 FD) T o,

$ sudo su
$ echo abcdefg > /dev/ttyXRUSBO



BHg et HoHE By YTt

4. FAFE ] SSHE th& Hu| ol A HolH & FalF .
$ ssh admin@<IP addr of caracalla>
(passwd: admin)

$ sudo su
$ cat /dev/ttyXRUSB1

FAped o] k] FAIE EA FeF e,

ke
al

RS-485HD
the W S A 3 ahe] RS-485HD X E 5 4 th

1. BIOS == HEo| 91+ BI0Se] 4]RS-485 HD = A A g+ T},

Platcfg64E.efi 0x0471:0x0002
Platcfg64E.efi 0x0474:0x0002

I = DCC(Dell Command | Configure) -§--8-32 & 1 3-8 A}-8-3}4] BIOS 7/ &

dcc.cctk -h --seriall
dcc.cctk --seriall
dcc.cctk —--seriall=rs485

2. A XERE=Z G

AaF,

el

$ sudo stty -F /dev/ttyXRUSBO ispeed 115200 ospeed 115200 -echo -onlcr -ixon —-ixoff
$ sudo stty -F /dev/ttyXRUSB1 ispeed 115200 ospeed 115200 -echo -onlcr -ixon -ixoff

3. T AE 7 dolE & AFsAY FAl(H E 2 E 7H] -4 RS485 HD) U T

$ sudo su
$ echo abcdefg > /dev/ttyXRUSBO

WS HHESle] dlo] e & Kyt

4. AFE ] SSH Th2 B u Qo) A o] B & g o,
$ ssh admin@<IP addr of caracalla>
(passwd: admin)

$ sudo su
$ cat /dev/ttyXRUSB1

BApg o] ube A £A5EA F g

ZigBee
Edge Gatewayol| A] = Silicon Labs ETRX3587HR-D1 2.5 S AF &3 T} 0] 7] 58 & =9o] i & 1 91—5 73 g0 T A D E ], &
A A= AHEAF 33 %%ii:ﬁﬂﬂr 8 2E Y AT 34 75 g AT H YT AR B Sx= a3 g EA
ZigBee 212" @ Aol 9= A9, sl 25 =90 FF Aol Al APl A A o o 8 _r,] O]_N/\]_Q_
Bt
A e SRE ZE(TPM)

RE AT s SHRE ZE(TPM) o 3 ALA & ] 82 https:/developer.ubuntu.com/en/snappy/quides/security-

whitepaper/E JFZ34 A1

k= Al ] 73l wF TPMo] X 1 g Y ok TPM A 71/117] 274 &

TPM 3= 0] 71 913 2] 9 Snappy 323 B A 1& A
BIOSOHH TAE F lom g AANA Hed < AH
L]

admin@localhost:$ 1ls /dev/tpmO

TPMo| 7121 9= A%, A =E=(/dev/tpm0)7F E A 3HA] FFH T

(plano)ubuntu@localhost:$ 1s /dev/tpm0
Is: cannot access /dev/tpmO: No such file or directory

TPMo] AA 8= 45, FA ==(/dev/ tpm0)7F E A gt

(plano)ubuntu@localhost:$ 1s /dev/tpm0
/dev/tpm0
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Watchdog Timer(WDT)

% = E:Watchdog Timer (WDT) 8 & of] o 3 2} A §F 18- www.sat.dundee.ac.uk/~psc/watchdog/Linux-Watchdog.html S 3=

=5t WDT 5.3 &4

admin@localhost:$ systemctl show | grep —-i watchdog
H3k:

RuntimeWatchdogUSec=10s
ShutdownWatchdogUSec=10min

ﬁ TE: 7|2 Z2 109 Ytk A A gho] 02 A oF 3yt
Ubuntu Core 16 ¢

A A Q1 Snappy= 2

B

=G AAE E3 Al oW A 2 BUFIH, Al =59 BE dlo g 7t AbAl g Ytk vk WY 5 Shu-E AR8-3Fe] Ubuntu Core 16 <3

AAE Fat Al oW A2 548 5 dHF YT
o USB Z#A] =2}o] Bo A Ubuntu Core 16 5
* Edge Gateway®] - 5] 4 o] A] Ubuntu Core 16 <1
- A1 AANAM
- 542 A 25 POST 5 59
1: & AAANA 5
/\ Foli & 2ol whet Edge Gateway ] 2E HOJEIE ARG T

2 = KVM A A S %3] Edge GatewayS 3 2 g o),
o A A 21T
S HHE AYste 7] eMMC 5 I A S E] AT

N
S odo o

w1
own
c
@Q.

A-B]*//g') ; reboot
S 2 A 2" POST 5 E¢
A Z9: t+-& wA o] W} Edge Gatewayd] 2 E H o] B & AMA FU T

1. Edge Gateway©l] USB 7| =& A A3},

2. Edge Gateway?] A4S Ut}
ST ELED7E A 9= St WA LED7F A H A o 2 A )
AYLE FFeL G F A& 20% Fectri+rS MEHOR He £ AA B2 E AT
S-S LED7F 5 o 2 2k A g vk 54 T sk AlS WA g

o eflbootmgr -n $(efibootmgr | grep "factory restore" | sed 's/Boot//g'

| sed 's/

By =5:50% ¥ 224-= LED7F kA €] A 9 01 Edge Gateway<] HU& 1131 227 9} 3k A & WHE Y},

ENMNAZHPOSTE EYAZE=FHA

a4 AR 298 Axstaw
¢ yEFE ¥ Enter 718 FEYY * n& FE & Enter 718 FE YL 5
2 €lo] 30% o] ol 7HA]3}#] ko,
37 A8 Fd S YElh = 1A A 072 F89-= LED
P RAGD YL BYo] duEH FaS-= LED7 AR 2 Al FE-Z LED7F AR L Al 2~ El o] A F-E
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USB =2 A| =2}o] B.o A Ubuntu Core 16 &

A F¢]: o} oA o we)} Edge Gateway ] 2 E d]oE] & AbAI g th.

e R

55 USB Z Al =efol BE A F ok A4 & -8 5557 USB £ 2] A] Eto] B AN & Fhxatad Al L.

Azt

1. USB =3 A] =2}o] B & Edge Gateway2] USB EEof At}

2. Edge Gatewayd] A9 AUt}
Edge Gateway+= USB = A] =2Fo]| B & F3)] 9 =™ 215 2 2 Ubuntu Core A X| 0|12 & ~E g Ao Z a7 gt
Eq =E:2X oAt 2R X0 THANHA A LED7F 14 5 02 AX| 3L F2-E LED7F 14 54 02 2]

Yok

4, AA7L s A 2" o] APt
B == 4Xs 9= v A= 23y
5. Edge Gateway2] o] A XA USB =20 B & E&] g},
6. AXE Al&3le] W Edge Gateway©] WS thA] Utk A| =8lo] A X] Fofl of ] ¥ A FH ¥ k5 sh= v 108 A=
Sy
AA 5 G483 Fol= 219l 3ho] EAE UL
7. 29l 3o A 7|2 ALE A} o] 2 2 91 adminS )
o] 4| Edge Gateway = A& 1] 7} = A5 Th
E4 =E:Edge Gatewayol X & €2 Ubuntu A 20l th @ AAI R W8-2 2R R 2001 - 94 A28 74 S F2sHa Al
KA

B

A 08 o] w1 x| S A

T 84
o HA46BO] 2E A gito] glom Hlo] laL FAT32 &4 o] A4 ¥ USB Z 2 Al =efo] B
e Ubuntu ]2~ %S0
K == http://releases.ubuntu.com®] 4] Ubuntu B 23 % 1S0 oL o] A WAL dL2ed 4= 315Ut

e Dell.com/supportoll A & 2] 2~ Ubuntu Core 16 ©] ¥ A]: <unigue name-date>img.xz

e USBY7|HE=

e USBU}g-2~

e Ubuntu 92~ =% 14.04 ©]°3-2] Ubuntu ¢ 2~ E| o] A

A 2-& Ubuntu 0S o] 7] x| Z 4

1. USB Z A =e}o] B & Ubuntu Bl 2225 9] A2~ H o] Aol A1)
<unique name-date>img.xzE ~/Downloads/ t] & 2] o HA}gH o},
A7) o] m] A & USB Z 2 A =efo] Holl Z At
a. Terminal(B1®] ) $-& 2 2 132 A] =gt} Unity Dasholl B P €S 4=

A F9:dd HH L HH o] AAX & =Fo| B ERI=E AHAIF .

b. T W B S skl Enter 715 TR YT

xzcat /cdrom/<unique name-date> img.xz | sudo dd
of=/dev/sdb bs=32M ; sync

B =E:sdbE A2® =2tolue) Az o)g o A sok & 4 sl
4. USBZoA] mefol g Helgh,

+od

ol
i
o
+
o,
Ifx
v
v
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A9, HolgHl Aol &
USB =& A =&lol B
USB ZA| Egfo] B
USB ZejA Bl B E
ol FEHYth

USB Z#A| Egfo] L& &t

A" Y-S AU

Ubuntu Core 16©] Edge Gateway®l] A4 %] & 3151 T}

7 USB E A EFto] B A

AA =A:

< Edge Gatewayoll 123t}
Edge Gatewayoll A <) &1t}
] Edge Gateway= # 3 ¥-8 g},
23 %) 51 Ubuntu Core 16 A X] o] 1] x| 7} A Aol A5 0 2 T Ut A X7 925, A 2~

Hl

i 2

» Edge Gateway2] 1]~ 1

o A ATHe] U= Windows FFH L Dell IS0 F7- o] M| A & T 2 =31 v AFE-E = QM= H 4 86B] =& A &7
o A FZro] A 8GBSI W1 USB ZEfA] =efo] B, th-5 ThA| ol A = USB Z e A =2fo] B o] B E dlo]EH & AHA| gt

*  NET Framework 4.5.2 o] %+

1. Dell1SO 357 o v A 3 & th&oll A v = = 5L A4y o,

e Windows-&: dell.com/support/home/us/en/19/drivers/osiso/win

e Ubuntu-&: dell.com/support/home/us/en/19/drivers/osiso/linux

2. 73%E <l A Dell 0S Recovery Tool-S T} & =&} 31 A4 2] gt}

3. Dell 0S Recovery Tool-S- 2 8 &1t}

4. User Account Control(A}-8-2+ AR AEZ) X 2 7 E of A] Yes(¢]) S 23T}

5. USB Z A =&to]B& e o] A F YT

6. Browse(ZtolR 7])E 2=l 6kaL Dell ISO 55 o | %] ghd o] A7 )X & &4 o}
7. DellISO 57" o] W] x| 7 -& 4 &35 Open(E7])S 2 Tth

8. Start(A|ZHE S35t F8 7153 USB H wij Al o] A3 & Al ARy T

9. VYes(d)E 23t A% “”E%“%D}.

10. <k=sked oK(ERl)E 28U

Edge Gateway CAN & 7|5
Atmel CAN =5 & Edge Gatewayoll U] %45]©] 141] T}, CAN 25 USB CDC 2l 44 £ A Aol AAGUTE 84 7] 57

© = Edge Gatewayoﬂ A== o] CAN RE I EAStE AT E Y o]&= sy
CAN 25 A}-&-of o3 2} A 3+ U] -&-& www.atmel.comoll A el sk <= gl= AW S 28k <= gl&5 U
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BIOS KA~ EH HH|o|E

BIOS A Aol A2

Dell Command | Configure(DCC)E A}-8-3+<] BIOS A7 o] A~

Dell Command | Configure(DCC) Edge Gatewayoll &3} Al A X8 $&X 23 o BIOS A A A4S F&Hth thak3 BIOS 7]
55 -4 8= CLI(Command Line Interface) = 7-4 ¥ o] gl Yt} DCCOl th 3k =} A &+ W &S www.dell.com/
dellclientcommandsuitemanuals S 33814 A <.

e WindowsS 2 33t= A2 9 HAFE oA Start(l\] Z}) — All Programs(EE X 2 1) — Command Configure(™d @& T4J) — Dell
Command | Configure W|zard(DCC "PAANE S =Y T

e Ubuntu CoreE A 338l= A4dd HFH Oﬂfﬂ dcc.cctk ¥ & 2183} Dell Command | Configure(DCC)oll &4 A 2~ 3 o}

Dell Command | Configure(DCC) -5--8 = 2 713 A}-8 ¥ o] )] g+ -4 g 1] -8 www.dell.com/dellclientcommandsuitemanuals©ll 4]

Dell Command | Configure(DCC) 473/ &7 @41 B A}& & A1E F 384 Al S

Edge Gateway<] BIOS A 7ol t g+ z}A| gk U] 82 7] BIOS A A S 33341 A Q.

EDM(Edge Device Manager)S A1-8-3}<] BIOS A A o] A A~

EDM(Edge Device Manager)S AF8-319 94 #e] 2 A2~ FA4 S 3 = 5T EDM Z9-5 2&S AH-8-31¢] BIOS A
S B3 A 4= 5 Y ok EDMOI] o 81 &}A 3 U] -8--2 www.dell.com/support/home/us/en/19/product-support/product/wyse-

cloud client-manager/research& #Z 34 A 2

POST =l BIOS A 2] o &
L == t}-& oA = Edge Gateway 30039] 2+ 2] &3 &= gl& U o).

1. Yz=Ege], 7|RE W a5 A28 A
Edge Gateway2] A Y9S- Ay}
POST Foll Al%E 237} FA S H R WA X 7} FAH = FA F2 718 75U

BIOS U0l E

% = E: dell.com/support/home/us/en/19/product-support/product/dell-edge-gateway-3000-series-oem-ready/drivers ol 4] & X1 BIOS
F4E HEREFAA L.

Edge Gatewayol| A BIOSE Q tlo| EtH W tha 54 T & A8 g

e USBoZE AHE ALE
[ =5:BIOSE Al B3t tha-& AHE3h= Aol FHH T USB 23 =3 HE.
*  Windows A] =&l 4 BIOS S H[ ] E
e Ubuntu Al 2=E1o| A UEFI & o] E ALE-
¢ Dell Command | Configure(DCC)
e EDM(Edge Device Manager)
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USBE& AT HE A&

Edge Gateway 3000 A 2] == sl =2] 2= F4(5, HITI 2 &9 §lo] 74) o2 Al gyt dv-4 o 2 BIOS A l zz:w o] 33t
HAF 71 A28 ﬂrﬂ z‘%‘ & nlt] 7t glo] Zhe gt 18 B2 o] 23k Al 2~ Bl #E] 23S YT 5 =5 Edge
Gatewayoll USB =24 =alo] B oA BIOS W o] 35 ~AHES A s}7] 3+ A o] L3 o] 9 *HE}

USB & 2~ HEof th 3k 24| 3k &2 www.dell.com/support/home/us/en/19/product-support/product/dell-edge-gateway-3000-
series-oem-ready/driversol| A1 Edge Gateway USB === & E %€l 2] E] A}-§ HHAE 32 AL

Windows A] Z=€lo]| 4] BIOS G H|°|E
BIOSZ ¢l vlo] Edhel W Thg v/ 2 wh o},

1. Edge GatewayS A 23 5
By =5t 5 3ol $4.0.2 Edge Gatewayol] A2 st 21913

o A ANHE A
e 117 |P A|2~El -4 (Edge Gateway 3002 2 30031 &t & )
2. www.dell.com/support 2 ©]-5 &1t}
Product support(#]| & A Q)& S8 Al =¥l o] Au] 2 B 15 =g 3 Submit(A &)S 223
Ei == Av28a7tgle 3 -’F%gi AE A 7155 AHE st A 2F Bl S
Drivers & Downloads(=2}o|H & &2 E)E S §
Al 2=Elo] A E 2 AAE AE J‘%E}
o] A & o} & ~ A E3}o] BIOSE &4 4 AdHFUTh
Download(th2-Z =)= =8 510 A|~® BI0SS] F A A& gez=ghl,
thZe7t 5 5 BI0S #YS A ZU R o] T UL
BIOS f1dlo E Y ofo] &5 + ¥l S5t st A A& wF Yt

Ubuntu A| 2Bl el 4] UEFI 78 ¢ o] o] E AL

l

© e N o oA

Fuupgmgr = B W # e Al 2~ Elo) A UEFI BIOSZ ¢} o] E 5} ¥ A8t} o] 3213 9] UEFI BIOS:= ©2}9] LVFS(Linux
Vendor File System) 7] vk " S 53 Hg]~g Ut

5 AR 3k Aol TE UL A 2E BIOSE HAl o2 §-A317] 93] Wl et =0 A A =5 UEFI & o] EE 7] &
o= A

% XE: fwupd " F 9| th 3 A3 -8 www.fwupd.org/usersE FHZ A L.

A Aol Y= A5
1. Secure-Ivfs.rhcloud.com/Ivfs/devicelistol] A o] A Z 41 cab 3} <& T} 2 =3},
2. AABIOS AT HEE gl
$ sudo uefi-fw-tools.fwupdmgr get-devices
3. firmware.cab ¥} < /froot/snap/uefi-fw-tools/common/ =T ol] H-A}g Yt}
$ sudo cp firmware.cab /root/snap/uefi-fw-tools/common/
4. .cab 3ol A BIOSS] Al A K E gl th
$ sudo uefi-fw-tools.fwupdmgr get-details [Full path of firmware.cab]
5. JHEE A&

$ sudo uefi-fw-tools.fwupdmgr install [Full path of firmware.cab] -v --allow-older --
allow-reinstall

6. EFIHE AN ARE S ch
$ sudo efibootmgr -v

7. AlzEe oA A,

$ sudo reboot
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AYYe] A2 d B 5
1. Edge Gatewayol] A3l 219l g )
K == e Z 3} 34 0 2 Edge Gatewaydl] G282 2 1A0F YT
o 17 A2¥l 514 (Edge Gateway 3001 2 300291 7t &l )
o 1A IP 74 (Edge Gateway 3002 2 30031 7t & )
2. A BIOS Al AR E gl
$sudo uefi-fw-tools.fwupdmgr get-devices
3. LS AH| oA JH O EE AFESE = A A T
$sudo uefi-fw-tools.fwupdmgr refresh
4. Www.dell.com/supportell A BIOSE th-& 2 =g},
$sudo uefi-fw-tools.fwupdmgr get-updates
5. SHlolEE A&3rh
$sudo uefi-fw-tools.fwupdmgr update -v --allow-older --allow-reinstall
6. EFI S A% gRE saghh
$ sudo efibootmgr -v
7. AR ohAl AR,
$ sudo reboot

Dell Command | Configure(DCC)

E 2 FYE

DCCE AF&-3l BIOS A S Ao
3 -8, DCC A oFjjA] L AL-& & 3 4]\ www.dell.com/dellclientcommandsuitemanuals) S %+

DCCE AH&-at ol gk =t
B RN

Edge Gateway2] BIOS A1 7g o] tf gk 2} 4| g+ 1]-&-2 7] BIOS A A & 44l L.

=
o

EDM(Edge Device Manager)

927 A 280] AAH EDM &2 53] BIOSE 902 Quo| =T 4 AUt

= == = T — — =T »a

EDMol tf) 3+ 2} 4| 3+ W] 82 www.dell.com/support/home/us/en/19/product-support/product/wyse-cloud-client-manager/research3- %+
234 A L.

7] 2 BIOS A A
A2 774(BI0S ' 1)

¥ 12. A% T44(BI0S &A1)

BIOS &2 2 BIOS &2 3 Kissy 7123
Integrated NIC Integrated NIC Enable UEFI Network Stack(UEFI £H7d “J-El
U ES A 28 243}
[Enable(Z-d 3})/Disable(H] &4
3})]
[Disabled(¥] &4 5} %), Enabled w/PXE(PXE<} &7 A}

Enabled(Z4d 3} %), Enabled w/ &)
PXE(PXES} EH7] AL-&)]

Integrated NIC 2 [Disabled(¥] &4 3} ), SA AFE).
Enabled(2/d 3]
USB Configuration USB Configuration Enable Boot Support(5-8 X1 &4 A H.

&/d 3}) [Enable(Z/ 3}/
Disable(H] &H/d 3})]
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25}

BIOS ¥ 2 BIOS =4 3 3= 7183k
Enable USB 3.0 Controller(USB &3 Al
IVAEEY &3}
[Enable(&A 3})/Disable(¥] 24
3}H)]
Enable USB Port1(USB =E1 3 A AEj
’d 3}) [Enable(g7d st/
Disable(¥] 23 3})]
Enable USB Port2(USB = E2 3+ A A
’d 3}) [Enable(g7d st/
Disable(1] 24 3})]
Miscellaneous Devices Enable WWAN(WWAN &4 3}) A A
[Enable(&A 3})/Disable(¥] &4
3}H)]
Enable WLAN/Bluetooth(WLAN/ 4] )
Bluetooth &4 3}) [Enable(&43
})/Disable(H] 2d 2H)]
Enable CANBus(CANBus &4 24 4He)
3}) [Enable(Z-4d 3})/Disable(H]
g3}
Enable ZigBee(ZigBee &413}) &4 Ae|
[Enable(2Ad 3})/Disable(¥] &4
3}H)]
Enable Dedicated GPS Radio(x €4 A€l
€GPS g2 &4 s}
[Enable(Z-4d 3})/Disable(H] &4
3}
Enable MEMs Sensor(MEM 4l &4 AFEj
A 274 3}) [Enable(Z /3 31)/
Disable(H] 223 3})]
Watchdog Timer Watchdog Timer Enable Watchdog H| & 54
Support(Watchdog Timer X|¢J)  Support(Watchdog Timer x]))  Timer(Watchdog Timer 24 3})
[Enable(Z+4 3})/Disable(¥] &4
3}H)]
1 2HBIOS &' 1)
3 13. 2.HBIOS #'2 1)
BIOS @& 2 BIOS #*2 3 5 7183k
A=l g~ ARl 2= ZIELGEZE GEFYT A H R &S
Al s e 857 s
A Az E AT} E R R P
Al =8 g =9 = Al 2=E g 2= 7|ESEE JHEEYY AR &
Al s e 857 e
A Iz E AT} E R R P
g #

Strong Password

Password Configuration

Strong Password

Password Configuration

Enable Strong Password(7 2
o5 24 3}) [Enable(Z4 31

Disable(H] &4 3})]

Admin Password Min(# 4

4 z)

Admin Password Max(3 o] 3%
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BIOS ¥4 2 BIOS @2 3 g5 7182 %k
Password Bypass Password Bypass [Disable(1] 2~d 3})/Reboot H| &g g4

Bypass(#15-% FA)]

Allow Non-Admin Password
Changes(H] #&] 2} &5 W7
3]-&) [Enable(&Ad 3})/
Disable(H] /d 5})]

UEFI Capsule Firmware Updates UEFI Capsule Firmware Updates Enable UEFI Capsule Firmware
Updates(UEFI 712 S glo] <1 )
o] E 214 5}) [Enable(2H/d 5}/
Disable(1] -4 3})]

TPM 2.0 Security(TPM 2.0 X ¢})
[Enable(Z+4d 3})/Disable(H] &4
3}H)]

TPM On(TPM # %) [Enable(Z:
’d s})/Disable(¥] /4 3})]

PPl Bypass for Enable
Commands(2-4 3} 5 7 & 2]
PPI §-A]) [Enable(Zd 3})/
Disable(H] &4 3})]

PPl Bypass for Disable
Commands(¥] &4 315 = = 9
PPI - A]) [Enable(273 3})/
Disable(H] &4 3})]

Attestation Enable(7 = AF-&)
[Enable(Z-4d 3})/Disable(H] &4
3}

Key Storage Enable(7] =E 2]
A| A}-8-) [Enable(Z73 8}/
Disable(H] &4 3})]

SHA-256 [Enable(Z-7d 3})/
Disable(H] &4 3})]

Clear(*] $-71) [Enable(Z4d &})/
Disable(H] &4 3})]

Deactivate(H] &4 3})/
Disable(¥] &4 3})/Activate(Z
43}

A F ) A # <) [Disable(H] &7d &})/Enable(&d
3})/0n-Silent(A -1 A1 ] §1-3)]

CPU XD Support(CPU XD =] )
2/ sH{Enable(&d 8}/
Disable(¥] €/d 3})]

Enable Admin Setup Lockout(¥%
YA a4 e 233t
[Enable(ZH4d 3})/Disable(H] &4

5})]

Password Change Password Change

TPM 2.0 Security TPM 2.0 Security

Computrace(R) Computrace(R)

CPU XD Support CPU XD Support

Admin Setup Lockout Admin Setup Lockout
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HetF FE(BIOS =& 1)

¥ 14. B F¥(BIOS #'2 1)

BIOS @) 2 BIOS @ 3 Eigss 7183

Secure Boot Enable Secure Boot Enable [Enable(€+7d 3})/Disable(¥] &4 W& 314
sh)]

Expert Key Management Expert Key Management Enable Custom Mode(AF-&2F %] ¥ &/d 514

g .= A+-g) [Enable(Zd 3}/
Disable(H] &/d &})]

Custom Mode Key PK
Management(A}-8-2} ] 4 7]

+2]) {PK/KEK/db/dbx}

’d5(BI0S &2 1)

¥ 15. A %(BI0S #*2 1)

N
e
i

BIOS =2 2 BIOS =2 3 Kiaes

o,
0%
Bu)

C-States Control Inter SpeedStep Enable Intel SpeedStep(Intel el
SpeedStep &/ 5}) [Enable(Z
J 8})/Disable(H] & 8]

C-States Control C-States Control C States(C - Ell) [Enable(Z43
5})/Disable(H] €73 8H)]

Limit CPUID Value Limit CPUID Value Enable CPUID Limit(CPUID #| 3} H|2
/g ) [Enable(Z-* 5})/
Disable(H] &7d 3H]

i)
ox,
o
fiu)

2}
oX,
oty
it

72 #=2](BI0S =12 1)

¥16. 19 Z2(BI0S & 1)

o

BIOS #'¥ 2 BIOS @2 3 5 VAR >4
71

Auto On Time Auto On Time Al 7 A B [HH:MM A/P] A5 12:00AM
A A ZHAN AN 717491 7§
:0)

%k 48 0-254] AH5 A7) 71%F 000
(0~2543)

Day Selection( 2% A 1) v &/ 514
[Disabled(] & 3} % )/Every

Day("i A )/Weekdays(*d &)/

Select Days( 2. A1 &)]

Under [Select Days] when = P =
Enabled(&/d 313t A - [8. ¢

A el o} #f) [Sunday(¥ 2L/

Monday(2 2.¥).../Saturday(E

L9

Wake on LAN/WLAN Wake on LAN/WLAN [Disable(®] &4 3})/LANRF &) B €A 314
F/WLANWF & F/LAN ==
WLAN]



POST =2HBIOS =& 1)

¥ 17. POST 5 2HBIOS 22 1)

BIOS @ 2 BIOS @2 3 = VAR->4y

Keyboard Errors Numlock LED Enable Numlock LED(Numlock &2 AFE.
LED 24 3}) [Enable(2H4] 3}/
Disable(H] 24 3})]

Keyboard Errors Keyboard Errors Enable Keyboard Error 23 b,
Detection(7]| 2= 2 7 7+A] &
/4 3}) [Enable(Z73 3}y
Disable(W] 244 3})]

Fastboot Fastboot [Minimal(Z] 2=)/Thorough( A1)/ <1 Al
Auto(=}5)]
Extend BIOS POST Time Extend BIOS POST Time [0%/5%/10%] 0%
Warnings and Errors Warnings and Errors [Prompt on Warnings and Prompt on Warnings and

Errors(7 i 2 @ #IA1A)  Error(7 32 B 27 HAA)
Continue on Warnings(7 1z 7|

Z=)/Continue on Warnings and

Errors(4 1 2 9 F A<

713 A 4(BI0S 2 1)

& 18. 7143k 2 4(BIOS # 2 1)

BIOS @& 2 BIOS U2 3 5 71 2%

Virtualization Virtualization Enable Intel Virtualization g4 )
Technology(Intel 71733} 7] <%
&4 3}) [Enable(&H7d 5})/
Disable(H] 24 3})]

f2 #](BI0S #'2 1)

F19. F-4 #=(BI0S #'H 1)

BIOS = 2 BIOS @2 3 Ll 7183k

AH) 2~ Hl o dH) 2 ¥l <System Service Tag(A/ == 8] 4] &= X k&
H] 2 B 7)s, 1] 0] QL& &ol]
g2E g 75

o Al Bl 2 off Al B 1 <System Asset Tag(*] == & JFF 285 A B+
B ) B 2E Y 7%

SERR Messages SERR Messages Enable SERR Messages(SERR #| &4 ALE].

A A 244 3} [Enable(Z7d 3}/
Disable(H] 24 3})]

BIOS Downgrade BIOS Downgrade Allow BI0S Downgrade(BIOS T} &3 3.
$ a9 o] = 3] %) [Enable(&4
5})/Disable(H] 274 5})]

Data Wipe Data Wipe Wipe on Next Boot(t}2- 8 H|&/d3t4
) 2131 [Enablel 28 3
Disable(H] 2/ 3]

BIOS Recovery BI0OS Recovery BI0OS Recovery from Hard 24 3.
Drive(3} = =g}o] H o) A BIOS
¥.57) [Enable(Z43 31y
Disable(H] €d 5})]
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Al 2=¥l 271(BIOS 22 1)

¥ 20. A) 2% 2 7(BIOS & 1)
BIOS @ 2 BIOS @2 3 = VAR->4y
BIOS Events BIOS Events REIOEXFE"RE T A$7] 85 4] e
B Eo] L33 BI0S o|HE &
=
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4] 7 2] A &) 9] ol & www.dell.com/support/manualsdl] A TS EAE g3 4= 9l T)

o Dell Edge Gateway A} %
o Dell Edge Gateway <] 5] =

»  Dell Command | 7+ A}& & F 41
o Dell Command | 7% #% 4
»  Dell Command | 2 L] E] A}§- & 1541

»  Dell Command | PowerShell % 3*<} A8 & 4]

Dell Data Protection | Encryption(Dell H©] €] B35 | ¢t5 3} AF-8-of] 3 2pA] g U] &2 www.dell.com/support/manuals 9] 4~ = E ¢

of B4 A2 L.
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By ==A3H9AY o0€ 24§ el AR A L.

O 15 o8 gEY X6 gt o] 5 AFSS AT T
¥ 21. 526k F E 71 & e H o o] S(dBi)

o F7kol A o g5he Aol
/\ F: T ke A gSAG R P 4D S Qo FA FAE AL b

g 29t @

o] Sl&U

e AR F S

eI A B

5 3}+4%(MHz) 3G(dBi) 4G(dBi) 3G(dBi) 4G(dBi)
704~806 A 857 oo 26 R PRI 29
824~894 1.2 16 238 26
880~960 0.9 16 20 1.9
1710~1880 24 3.8 17 3.0
1850~1990 3,1 3.8 3.3 3.2
1920~2170 34 3.9 3.3 3.2
22 26t B Bz Qe L H o) A $HdBi)
HEIY AR QHeI YV 1 4]: 8

5 2}+*(MHz) 46(dBi) 4G(dBi)

704~806 0.2 1.9

824~894 0.8 -0,1

880~960 0,6 -2,5

1710~1880 42 2.0

1850~1990 5.4 32

1920~2170 5.4 32
E 23. WiFi/GPS HeI Y H ) o] 5(dBi)

GEHV AR w= QHEI A1 X]: 8

5 3}+*(MHz) GPS(dBi) WLAN(dBi) GPS(dBi) WLAN(dBi)
1561~1602 39 A 857 oo 34 EE R AR
2400~2500 e &S 2.7 HgE A s 13

67



¥ 24. ZigBee ¢HEl| L 3 O] o] 5(dBi)

St Y 1R 5 & Qtel v H1X:
Z3}4~(MHz2) ZigBee(dBi) ZigBee(dBi)
2400~2500 0.4 17

DIN | B.&|Zl ol A &3

1. Edge GatewayS o} 2 ©7 DIN 2 B i Zl ol A B2t}
2. Edge Gateway H.2] 71 S DIN gl Dol A Eo] &1t}

Edge Gateway©l] <
Windows 10 loT Enterprise LTSB 2016

FE L2732 -943 AW 74
L == €7} Edge Gateway<} 5 L 3 A B 4] glofoF Ft},

1. Edge Gateway |l XE 1] U E YT Ao] &S IP 47} Al = = DHCP 243t MIEY A &= 2F9-Hol A3}
% = E: 3 Windows 79 A A|281& FASHE vl 57 A =7 283U o| F 2+ RY = o] 95027} "-9-%‘4‘:}-

2. Edge Gateway®] ™ G7lol A3 ¥ MAC 45 AH&-3to] UIES 9] DHCP AW = U EL A #417] & S3) IP
7FA U T

3. Windows H5FEl el A 94 vl23 g A4S At 8228 A4
IP 28 ARS8k 215 T
F4 =E:EdgeGatewayol 2% o wAst= ZE QIT 78 FAFY
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Properties(&-4)S S8 3o
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o
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